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1 Introduction

This document is the User Guide for the OTAQ DC FUEL online application. It describes the
process a user must follow to submit reports using DC FUEL. This document will cover
registration, how to upload a file and submit a report, and how to view your copy of record.

If you have any questions about the content, formats, or policies for the Office of Transportation
and Air Quality (OTAQ) please reference the Fuels Program website at
http://www.epa.gov/otag/fuels.htm.
You may also contact the EPA Fuels Program Support Line at 202-343-9755 or by sending an
email to EPAFuelsPrograms@epa.gov.
If you have any general or technical questions related to the Central Data Exchange, CDX, you
may contact any of the following:
e Telephone - Person-to-person telephone support is available from the CDX Help Desk 8:00
am to 6:00 pm EST. Call our toll-free line at 888-890-1995.
e Email - Send e-mail to Technical Support at helpdesk@epacdx.net with “Technical Support”
in the Subject line.

e Fax - Assistance requests are accepted 24 hours a day at 703-227-4199. Support personnel
will respond to faxed requests Monday through Friday from 8:00 am to 6:00 pm EST.

July 18, 2011
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2 Registration
The following section describes how to register for the DC FUEL application.

Note: Existing DC FUEL users will be automatically migrated to the new application and will not be
required to re-register.

2.1 CDX Registration

The OTAQ DC FUEL system is hosted by the Central Data Exchange (CDX). CDX is the
system that EPA has provided to all programs to standardize and centralize the reporting
functions and data submissions that are required of the various EPA regulated communities. In
order to access DC FUEL, users must first be registered users of CDX.

Registration for the OTAQDCFUEL: OTAQ DCFUEL Application dataflow is open to all CDX
users. If you are an existing CDX user please refer to Section 2.3.

2.2 DC FUEL Registration for New CDX Users

If you do not have an existing CDX user account please go to the following URL and complete
your CDX Registration: http://epacdx.net/regwarning.asp?Referer=reqgistration.

After entering your user specific information you will see to the “CDX Registration Add
Program” page. Make sure to select “Office of Transportation Air Quality DC FUEL Program
(OTAQDCFUEL)” as seen in Figure 2-1.

If you are an existing CDX user please refer to Section 2.3.

Office of Transportation and Air Quality DC FUEL User Guide July 18, 2011
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Figure 2-1 Add Program

U.S. Environmental Protection Agency

Registration

Recent Announcements | Contact Lls Logoed in as, BIOFUELTESTA

MyCDX = Registration

CDX Registration: Add Program

Assessment Cleanup and Redeveloprent Exchange Systern (ACRES):
CROMERR Test Sandbox (CROMERRTEST).

Environmental Appeals Board (EAB).

Audit Reporting Systemn (eDisclosure).

Federal Bridge Interoperability Test (FBIT):

Facility Reqistry Systern - Update Service (FRS-US):

Great Lakes Environmental Database Query Systemn (GLENDA).

High Production Yolume (HPV):

Exchange Netwark Grant Semi-Annual Reporting Forms ([EFB):
Lead-Based Paint Frogram {LEAD):

LT2: LT2, Stage 2, and IDSE Plan/Report Entry (LTZ).

Mational Environmental Methods Index Contaminants (NEMI-CBR)
Ozone Depleting Substances (ODS)

| Office of Transportation Air Quality D FUEL Program (OTAQDGF UEL)

Office 0f Transportation and Air Quality EPA Moderated Transaction System (OTAQEMTS):
Office of Transpartation and Air Quality Fuels Registration (OTAQREG)
Cellulosic Biofuel Waiver Credits Pay.gov Application (OTAQWaiverCredits)
Public Health Air Serveillance Evaluations (PHASE):

Radionuclide NESHAPs (RAD)

Radiation Metwork (RADNET):

Risk Management Plan (RMPESUBMIT)

STORET File Transfer (STORET):

Storrmwater Notice of Intent (eNOI) (SYWENQI):

Toxic Release lnventary Made Easy Weh (TRIMEweh)

TRI State Data Exchange (TRISDx)

TSCA (TSCTA)

Taoxic Substance Contral Act- HasD Form (TSCA-HASD):

Compliance Infarmation Systerms (VERIFY):

Request Manufacturer Code for OTAQ Compliance (VERIFY MFR REG)

OO0O0O000O0OCO0O0OCCOCOCOOQ0COCPpOCCOOCOCO0OOCOO0O

‘Wiater Contaminant Information Tool (YCIT)

You are in an encrypted secure session.

Help Desk: (858) 630-1995
EPA Home | Privacy and Security Notice | Contact Us

Last updated on September 2, 2010
URL: hittp: [y epa.goviepahomelisenotice btm

After you select the “Office of Transportation Air Quality DC FUEL Program
(OTAQDCFUEL)” radio button, click the “Next” button. Figure 2-2 will display.

Office of Transportation and Air Quality DC FUEL User Guide July 18, 2011
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Figure 2-2 New User CDX Registration Add Program ID

U.S. Environmental Protection Agency
Registration

Recent Announcemerts | Contact Us Logged in &s, TESTUSERA

My COX = Registration

CDX Registration: Add Program ID

lse the TAB key to maove from field to field. % = REQUIRED FIELD

Terms & Conditions

Role:| A SUBMITTER v |
PrugramlDType:|Subm\tter V|

(g | %
Flease enter N/A.
Subrnission Method:|WEEIFORM V|

WD)

You are in an encrypted secure session.

Program ID:&

Help Desk: (56) 530-1995
EP& Home | Privacy and Security Motice | Contact Us

Last updated on &pril B, 2011
URL: hitp: ity epa goviepahomeuzenctice htm

The “New User CDX Registration Add Program ID” page acts as the DC FUEL registration
page. You must provide data for all required fields (required fields are marked with a red star).
“Submitter” is the only available Role and Program ID type you can have for the DC FUEL
application.

Please note that the Program ID field is also a required field. Enter “N/A” into this field and click
the “Finished” button. Figure 2-3 will display.

Office of Transportation and Air Quality DC FUEL User Guide July 18, 2011
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Figure 2-3 New User Registration Confirmation

U.S. Environmental Protection Agency

Registration

Recent Announcemerts | Contact Us Logged in &, BIOFLELTESTS.

MyCDX = Registration

Congratulations! You have successfully cormpleted the online portion of COX registration. ¥ou should receive an e-rmail confirmation shorly confirming receipt of your infarmation

You are in an encrypted secure session.

Help Desl; (888) 890-1995
EPA Home | Privacy and Security Motics | Contact Us

Last updated on August 16, 2006
URL: hitp:fiwew epa goviepahomelusenotice him

Congratulations on the completion of your online portion of CDX registration for the OTAQ DC
FUEL application. You will receive an e-mail notification confirming that you have registered
for the OTAQ program at CDX.

Click the “Finished” button. Figure 2-4 will display.

Figure 2-4 MyCDX Home Page

U.S. Environmental Protection Agency

Loggsd In &5, BIOFUELTESTS.

Central Data Exchange - MyCDX

Welcome, Last Lagin:
Mr. Tester McTest Registered Since: February 2, 2011
Recettification Date February 2, 2011

CDX Registration Status:  Active

¥ou have 1 new message in your Inbox

Change System Edit Personal Edit Current Add New
Password Information Account Profiles Empl

Profile

Available Account Profiles:

I * OTAGREG: Fuels Programs Redistration I

You are in an encrypted secure session.

Help Desk: (368) 530-1985
EPA Home | Privacy and Security Notice | Contact Us

Last updiated on September 20, 2010
URL: hitp:owrove pa goviepahomelisenatice.him

As seen in Figure 2-4, you will automatically be given the “OTAQReg: Fuels Programs
Registration” dataflow after registering for DC FUEL. It is required by the OTAQ Program that
you complete a user profile within OTAQReg prior to being granted access to DC FUEL. Please
refer to Section 2.4 for further details on OTAQReg: Fuels Programs Registration.

Office of Transportation and Air Quality DC FUEL User Guide July 18, 2011
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Existing CDX users should refer to Section 2.3 for further details.

Reminder: You will not be able to access the DC FUEL application until your registration request
has been activated by the OTAQ Program. Please refer to Section 3 for further details.

2.3 DC FUEL Registration for Existing CDX Users

This section is only for existing CDX users who do not already have DC FUEL access. New
CDX users should refer to Section 2.2 for further details.

Note: Existing DC FUEL users will be automatically migrated to the new application and will not be
required to re-register.

After logging into CDX, Figure 2-5 will be displayed. To register for the DC FUEL dataflow you
must first add the dataflow to your account.

Figure 2-5 MYCDX Home Page

U.S. Environmental Protection Agency

Recent Announcsmerts | Contact s Logged in a5, PAINEJ2T

Central Data Exchange - MyCDX

Welcome, Last Lagin: Septernber 30, 2010
Mr. Jenny Paine Registered Since: September 30, 2010
Recertification Date Septernber 30, 2010

CDX Registration Status:  Active

You have 1 new mess inyaur inbox
Aurinbox

Change Systen Edit Personal Edit Current

Add New
Password Infermation Accownt Profiles E

Profile

Available Account Profiles:

® OTAGRE®G: Fuels Programs Redistration

You are in an encrypted secure session.

Help Desk: (368) 530-1935
EPA Home | Privacy and Security Notice | Contact Us

Lsst updsted on September 20, 2010
LRL: hitp:fAwvew epa goviepahomelusenclice. him

Click the “Edit Current Account Profiles” link. Figure 2-6 will display.

July 18, 2011
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Figure 2-6 Edit Organization Profiles

Recent Announcements | Contact Us

My CO = Edit Organization Profiles

Organization
GGl

s & Conditions
Logout

U.S. Environmental Protection Agency

Edit Organization Profiles

Logged in as, PAINEJ21

Program Status

» Edit Organization Contact Infarmation

b ListRoles

b Add Mew Program
Add additional programs for CGl

You are in an encrypted secure session.

Help Desk: (56) 530-1995
EP& Home | Privacy and Security Motice | Contact Us

Last updsted on September 20, 2010,
URL: hitp: ffvenewe epa goviepahomeusenctice htm

Click the “Add New Program” link. This link will take you to the Add Program Page as seen in

Figure 2-7.

Office of Transportation and Air Quality DC FUEL User Guide July 18, 2011
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Figure 2-7 Add Program

U.S. Environmental Protection Agency
Add Program

Recent Announcemerts | Contact Ls Logoed in &g, PAINEI21

iy COX = Eclit Oroanization Profiles = Add Program for CGl

ange Password
ntly Asked

Add Program

Assessment Cleanup and Redevelopment Exchange System (ACRES):

e ditions CROMERR Test Sandbox (CROMERRTESTY:
Logout Enviranmental Appeals Board (EAB):
Audit Reporting System (eDisclosure):

Federal Bridge Interoperability Test (FBIT):

Facility Registry System - Update Service (FRS-US):

Great Lakes Environmental Database Query System (GLEMDA):
High Production Valume (HPY):

Exchange Network Grant Semi-Annual Reporting Forms ((EPB):
Lead-Based Paint Pragram {LEAD):

LT2:LT2, Stage 2, and IDSE Plan/Report Entry (LT2):

Mational Enwironmental Methods Index Contaminants (MEMI-CBR):

Czane Depleting Substances (ODS):

Cffice of Transpaortation Air Quality DC FUEL Program (OTAQDCFUEL):
Office of Transportation and Air Quality EPA Moderated Transaction System (OTAGEMTS):
Public Health Air Serveillance Evaluations (PHASE):

Radionuclide NESHAPs (RAD):

Radiation Metwark (RADMNET):

Risk Management Plan (RMPESUBMIT):

STORET File Transfer (STORET):

Stormwater Motice of Intent (eN Ol (SWENOI):

Toxic Release Inventory Made EasyWeb (TRIMEweh):
TRI State Data Exchange (TRISDH):

TSCATSCA):

Toxic Substance Control Act- HaBD Form (TSCA-HASD):
Compliance Information Systems (VERIFY):

Reqguest Manufacturer Code for OTAGQ Compliance (VERIFY MFR REG):

COCOCO0OO0O0O000QCQOQOQOOI0OIOOOOCCO0CO0O0O0OO0OC0

Water Contaminant Information Tool (ACIT):

You are in an encrypted secure session.

Help Desk: (558 890-1935
EPA Home | Privacy and Security Notice | Contact Us

Last updated on September 20, 2010,
URL: hitp: faewnewy epa . goviepahomeiusenctice him

The “Add Program” page lists all of the available dataflows available for registration. Select the
“Office of Transportation Air Quality DC FUEL Program (OTAQDCFUEL)” radio button and
then click the “Add” button. Figure 2-8 will display.

Office of Transportation and Air Quality DC FUEL User Guide July 18, 2011
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Figure 2-8 ADD OTAQDCFUEL Role (DCFUEL Registration)

U.S. Environmental Protection Agency
Registration

Recent Announcemerts | Contact Us Logged in &s, TESTUSERA

My COX = Registration

CDX Registration: Add Program ID

(8] ns
Help & Support
CDX Home

lse the TAB key to maove from field to field. % = REQUIRED FIELD

Terms & Conditions

Role:| A SUBMITTER v |
PrugramlDType:|Subm\tter V|
(g | %
Flease enter N/A.
Subrnission Method:|WEEIFORM V|

Program ID:&

FINISHED

You are in an encrypted secure session.

Help Desk: (56) 530-1995
EP& Home | Privacy and Security Motice | Contact Us

Last updated on &pril B, 2011
URL: hitp: ity epa goviepahomeuzenctice htm

The “CDX Registration: Add Program ID” page acts as the DC FUEL Registration page. Before
adding your DC FUEL role you must first make sure you have selected and entered data for all
required fields (required fields are marked with a red star). “Submitter” is the only Role and
Program ID type available for the DC FUEL application.

Please note that the Program ID field is also a required field. Enter “N/A” into this field and click
the “Finished” button. Figure 2-9 will display.

Office of Transportation and Air Quality DC FUEL User Guide July 18, 2011
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Figure 2-9 Registration Confirmation

U.S. Environmental Protection Agency
Registration

Recent Announcemerts | Contact Us Logged in &s, TESTUSERA

My COX = Registration

Congratulations! ¥ou have successfully completed the online portion of COX registration. You should receive an e-mail confirmation shortly
confirming receipt of your information.

Terms & Conditions

You are in an encrypted secure session.

Help Desk: (568) 830-1995
EP& Home | Privacy and Security Motice | Contact Us

Last updsted on August 16, 2006,
URL: hitp: ifaenese epa goviepahomeuzenctice htm

Congratulations on the completion of your online portion of CDX registration for the OTAQ DC
FUEL application. You will receive an e-mail notification confirming that you have registered
for the OTAQ program at CDX.

Click the “Finished” button. Figure 2-10 will display.

Office of Transportation and Air Quality DC FUEL User Guide July 18, 2011
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Figure 2-10 Return to MyCDX Home Page

U.S. Environmental Protection Agency

Recent Announcements | Contact Us Logged in as, TESTUSERA,
About COX Central Data Exchange-MyCDX
My(_:Dx Welcome, Last Login:
“_“’_'—'x . _ Mr. Jenny Paine Registered Since: May &, 2011
Change Password Recetification Date: May 5, 2011

CDX Registration Status: Active

fou have 1 new message in your Inbox

Logout
Change :111] Edit Personal Edit Current Add New
Password Information Account Profiles Employer Profile

Available Account Profiles:

® OTAQREG: Fuels Programs Redistration

You are in an encrypted secure session.

Help Desk: (58) 590-1995
EP& Home | Privacy and Security MNotice | Contact Us

Last updated on April 27, 2011,
URL: hitp: faewnewy epa . goviepahomeiusenctice him

As seen in Figure 2-10 you will automatically be given the “OTAQReg: Fuels Programs
Registration” dataflow after registering for DC FUEL (if you are not already an existing
OTAQReg: Fuels Programs Registration user). It is required by the OTAQ Program that you
complete a user profile within OTAQReg in order to submit reports through DC FUEL. Please
refer to Section 2.4 for further details.

If you are an existing OTAQReg user, EPA will review your delegations to ensure you have the
proper access to EPA Fuels Programs.

Reminder: You will not be able to access the DC FUEL application until your registration request
has been activated by the OTAQ Program. Please refer to Section 3 for further details.

2.4  OTAQ Registration

As previously stated, the OTAQReg dataflow is automatically listed in your CDX account upon
registering for the DC FUEL application (if you are not already an existing OTAQReg user). It is
required that you have an active user profile and company association with the Submitter role in
OTAQReg prior to being able to submit reports for your company in the DC FUEL application.
In addition, OTAQ must have received your signed Electronic Signature Agreement (provided
during registration for OTAQReg) and Delegation Letter. EPA will review your delegations to
ensure you receive the appropriate access to EPA Fuels Programs.

For additional information or assistance in completing OTAQ Registration, please refer to the
Fuels Programs registration pages
http://www.epa.gov/otag/fuels/reporting/programsregistration.htm and the User Manual for
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Fuels Programs Registration (OTAQREG) and the Central Data Exchange (CDX)
http://www.epa.gov/otag/regs/fuels/420b10022.pdf or contact the EPA Fuels Program Support
Line at 202-343-9755 or EPAFuelsPrograms@epa.gov.
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3 DC FUEL Access
3.1  Activation of your Role

In order to access the DC FUEL application and submit reports, the OTAQ Program must
activate your role in CDX. OTAQ is notified of your registration request once you successfully
complete registration for the DC FUEL application (see Sections 2.2 and 2.3). OTAQ will either
activate or deny your DC FUEL access pending receipt of your Electronic Signature Agreement
and review of your OTAQReg registration.

The “OTAQDCFUEL: OTAQ DC FUEL Application” dataflow link will not appear under your
Available Account Profiles until your role is activated by the OTAQ Program.

Once your role is activated, you will receive an e-mail notification with the subject “CDX
Registration Status Change” confirming that your registration status has changed.

3.2 eSignature PIN Verification

Upon first logging into CDX after your DC FUEL role has been activated, you will be prompted
to complete your eSignature PIN Verification. See Figure 3-1.

Office of Transportation and Air Quality DC FUEL User Guide
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Figure 3-1 eSignature PIN Verification Questions and Answers

U.S. Environmental Protection Agency
CDX

Recent Announcemerts | Contact Us Logged in &5, DCFUELDT
My CO = COX

You are registered for a program that requires eSignature PIM Yerification. Please select exactly 5 questions. The questions thatyou select
About CDX shauld be gquestions that you can remember, but difficult far anyone else to guess.

MyCDX

I|_1h.ox hat is the first and middle namroldest sibling?

—y Answer:|

What is your favarite vacation destination?
Answer:

Whatyvear and model dww-name) was your first car?
Logout answer {2004 v -|
What is your favorite TV show?

Answer:| |

Where did you first meet your spouse?
Answer:| |

[] What is your favatite book?

[ Whatwas your first pet's nama?

[] What is your favarite movie?

[] What streetwas your high school located on®?

[] whatis the name of your home town newspaper?
[ What is your favarite hobby?

[] whatis the name of the hospital where you were hatm?
[ Whao is your favorite all-time entertainer?

[] whatwas your high school's mascot?

[ What is your favarite song?

[] Whatis your hest friend's last name?

[] Whatis the last name of your favorite teacher?

[] Where did you graduate from high school?

[ What is your favorite pet's name?

[] Wha is your favorite author?

[ SaveAnswers)[ Reseat ]

You are in an encrypted secure session.

As seen in Figure 3-1, you are required to select five out of the twenty questions displayed. The
questions and answers you select here will be used later to verify your identity when
electronically signing reports in DC FUEL (see Section 4.5).

Select your questions by clicking the check box next to each question. Enter your answers into
the displayed text boxes. Once you have provided answers for all five questions click the “Save
Answers” button. Figure 3-2 will display.

Reminder: The questions that you select should be questions that you can easily remember however
should be difficult for anyone else to guess.
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Figure 3-2 eSignature PIN Confirmation

U.S. Environmental Protection Agency
CDX

Recent Announcemerts | Contact Ls Logged in s, DCFUELDT

My CO = COX

Thankyou! You have entered answers to your eSIG-PIN gquestions. You should receive an e-mail nofification and receive a MyCDx Inbox
About CDX message.

MyCDX

Inbox To help you remember your guestions & answers, the MyCDx Inbox message containg the questions thatyou selected. Ifyou ever farget your
Change Password guestions and answers, you may contact the COX Help Desk to receive an eSIG-PIN Reset Autharization Code.

You may now proceed to MyCDX by clicking the continue button helow.

Continue

You are in an encrypted secure session.

Help Desk: (55) 590-1995
EP& Home | Privacy and Security Motice | Contact Us

Last updated on April 29, 2011
URL: hitp: ity epa goviepahomeuzenctice htm

You have now successfully completed your eSignature PIN Verification. You will receive an
email notification stating that you have provided answers to 5 eSIG-PIN questions. A MyCDX
Inbox message will also be created containing the questions that you selected. However, for your
protection, your answers will not be provided. If you ever forget your questions or answers, you
may contact the CDX Help Desk to receive an eSIG-PIN Reset Authorization Code.

Click the “Continue” button. Figure 3-3 will display.
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3.3 Access DC FUEL Dataflow
Figure 3-3 OTAQ DC FUEL Dataflow Link

U.S. Environmental Protection Agency

Recent Announcemerts | Contact Us Logged in a5, DCFUELTESTOS

Central Data Exchange-MyCDX

Welcome, Last Lagin: Septerber 7, 2010
Mr. Test Users Registered Since: Septerber 3, 2010
Recetification Date: Septerber 3, 2010

Chu E
Help & Support

CD¥ Registration Status:  Active

cDX

Ui (A T ¥ou have § new messages in your nbox

Logout
Change eim Edit Personal Edit Current Add New
Password Information Account Profiles Employer Profile

Available Account Profiles:

j OTAQDCFUEL: OTAQ DC FUELADDI\CatiDnI

You are in an encrypted secure session.

Help Desk: (888) 830-1995
EP& Home | Privacy and Security Notice | Contact Us

Last updated on September 20, 2010,
URL: hitp: faewnewy epa . goviepahomeiusenctice him

Congratulations! The “OTAQDCFUEL: OTAQ DC FUEL Application” dataflow should now
appear on your MyCDX home page. You may now access the OTAQ DC FUEL application and
submit reports to EPA.
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4 DC FUEL Submissions

The following sections describe how to navigate within the DC FUEL application and perform a
successful report submission.

4.1 Enter DC FUEL

Figure 4-1 MyCDX Home Page

U.S. Environmental Protection Agency

MyCDX

Recent Announcemerts | Contact Us Logged in &z, DCFUELOT

Central Data Exchange-MyCDX

weltome, Last Login: May 16, 2011
Mr. John Test Registered Since: May 13, 2011
Recertification Date:  May 13, 2011

CD¥ Registration Status:  Active

Terms & Conditions

ou have 4 new messages inyour Inbox

Logout
Change eim Edit Personal Edit Current Add New
Password Information Account Profiles Employer Profile

Available Account Profiles:

1 OTAQDCFUEL: OTAQ DC FUELADDI\CatiDnI

You are in an encrypted secure session.

Help Desk: (558) 890-1935
EPA& Home | Privacy and Security Motice | Contact Us

Last updated on April 26, 2011,
URL: hitp: faewnewy epa . goviepahomeiusenctice him

Click the “OTAQDCFUEL: OTAQ DC FUEL Application” dataflow link on your MyCDX
Home page. Figure 4-2 will display.
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CENTRAL DATA
EXCHANGE

4.2  Confirm Company and RCO Information

Figure 4-2 DC FUEL File Upload

o 1 EP Logged in as, DCFUELDT (Logout)
N’ A
\’ United States Environmental Protection Agency

OTAQ DC Fuels [EAContact Us

You are here: File Upload
File Upload

PR —— RCO Details / Agent Verification

My CDX — Please select the company for the file transfer

Inbox Campany Marme: || DC Fuel Test Cormpany (287 7) V‘ |

Change Password

Please confirm the RCO details:
FAQ

Company Mame DC Fuel Test Cormpany
Help & Support

CDX Home ECO Mame John Test

Terms & Conditions RCO Tidle President

Logout RCO Ermail JohnTest@estaccount. cam

FCO Phaone 1253-125-12354
RCO Fax 321-321-4321
|5 this the correct Eespansible Corporate Officer?

Oves O Na

| am an agent authorized by this company and submitting
an their hehalf. | understand the Responsible Carpaorate
Officer is required to send the "Responsible Corparate
Officer Submission Letter” for the reports that | am
submitting for this session. | am aware that it is a violation if
the "Responsible Corporate Officer Subrmission Letter” is not
complete or postmarked by the reporting deadline.

If wou are a delegated employee of this company and not a
third party Agent, select Mo,

O ves O Mo

EPA Home | Privacy and Security Motice | Contact Us

The “RCO Details” page is the DC FUEL landing page and the first step of the DC FUEL report
submission process. Before moving forward you must first confirm the information displayed on
this page.

The Company Name drop down list is pre-populated with all of your active OTAQReg company
associations (see Figure 4-2). The RCO details are then pre-populated based on the company you
select in the Company Name drop down.

Select the company you will be submitting a report for in the Company Name drop down list.
Next, confirm the Responsible Corporate Officer (RCO) information (see Figure 4-3).
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Figure 4-3 Confirm Company Responsible Corporate Officer Information

Fe Y EP Logged in as, DCFUELOT (Logout)
N A
\’ United State ronmental Protection Agency

OTAQ DC Fuels EContact Us

You are here: File Upload

RCO Details / Agent Verification

MyCDX — Please select the company for the file transfer

File Upload

Copy of Records

Inbox Company Mame: | DC Fuel Test Company (287 7) V‘

Change Password

Please confirm the RCO details:
FAQ

Company Name DC Fuel Test Company
Help & Support

CDX Home RECO Name John Test

Terms & Conditions RCO Title President

Logout RECO Email JohnTest@estaccount com
FECO Fhaone 123-123-1234

RCO Fax 321-327-4321

Is this the correct Responsible Corporate Officer?

O ves O Ho

| am an agent authorized by this company and submitting
on their behalf. | understand the Eesponsible Corporate
Officer is required to send the "Eesponsible Corporate
Officer Submission Letter” for the reports that | am
submitting far this session. | am aware that it is a violation if
the "Respansible Corporate Officer Submission Letter” is not
complete or postmarked by the reporting deadline.

If you are a delegated employee of this company and not a
third party Agent, select Mo,

Oves O Na

EP& Home | Priu

If the Company Name, RCO Name, RCO Title, RCO Email, RCO Phone, and RCO Fax are all
correct then select “Yes” and proceed to answering the Agent Identification question (Figure
4-4).

If any of the RCO details are incorrect, select “No” and proceed to answering the Agent
Identification question (Figure 4-4).
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Figure 4-4 Agent Verification

e} Logged in as, DCFUELOT (Logout)
YEPA -
\’ United States Environmental Protection Agency

OTAQ DC Fuels EContact Us

You are here: File Upload

File Upload

PR —— RCO Details / Agent Verification

MyCDX — Please select the company for the file transfer

Inbox Comparry Mame: | DC Fuel Test Compary (28773 V‘

Change Password

Please confirm the RCO details:
FAQ

Company Mame DC Fuel Test Company
Help & Support

CDX Home RCO Mame John Test

Terms & Conditions RCO Title President
Logout ECO Email JohnTest@estaccount. com

RCO Phone 123-123-1234
RCO Fax 321-321-4321

|5 this the correct Responsible Corporate Officer?

O es O Mo

| am an agent authorized by this company and submitting
on their behalf. | understand the Eesponsible Corporate
Officer is required to send the "Responsible Corporate
Officer Submission Letter” for the reports that | am
subritting far this session. | am aware that it is a violation i
the "Responsible Corporate Officer Subrmission Letter” is no
camplete or postmarked by the reporting deadline.

If wou are a delegated employee of this company and nat aj
third party Agent, select Mo,

Ces OHo

)

EPA Home | Privacy and Security Motice | Contact Us

After you confirm the RCO details, you must next identify whether or not you are an agent
authorized by the company to submit on their behalf. An agent is defined as any individual who
is not a direct employee of the company (i.e. contractors, vendors, etc).

Select “Yes” if you are an agent for the selected Company. Select “No” if you are a delegated
employee of the selected Company.

Click the “Confirm” button.

If you selected “No” to the RCO details then Figure 4-5 will display. If you selected “Yes” to the
RCO details then Figure 4-6 will display.

Office of Transportation and Air Quality DC FUEL User Guide July 18, 2011
20



Figure 4-5 Incorrect RCO Information — Company Lock

e EPA Logged in as, DCFUELTESTS (Logout)
\’ United States Environmental Protection Agency

OTAQ DC Fuels A Contact Us

You are here: File Upload #»Company Lock

File Upload

S File Upload - Company Lock

My CDX Your company DC Fuel Test Company has been locked.

Please contact EPA with correct Responsible Corporare Officer information.
Inbox

To reestablish an RCO and unlock your company , please refer to the guidelines provided at http:/ fwanine epa.gov/otag/fuels
Change Password

freparting/registration-letters. htm
FAQ

Help & Support

CDX Home

Terms & Conditions

Logout

EPA Home | Privacy and Security Motice | Contact Us

The DC FUEL application will automatically lock your company from submitting reports if the
provided RCO details are not confirmed as being accurate. To unlock your company, please
follow the guidelines provided at http://www.epa.gov/otaa/fuels/reporting/registration-
letters.htm.

4.3 Upload File

In order to upload and encrypt your submission, the DC FUEL application requires that you have
Java Runtime Environment (JRE) 1.6.0_11+ installed on your device. You will be prompted
with the message seen in Figure 4-6 if you do not have JRE installed.

Note: Certain configurations require administrator rights to install and update JRE. Please check your
corporate IT policy before installing and using this software.

Figure 4-6 JRE Installation

You do hawve the required Java Runtime Ernironment (JRE) o use this application, 'We ane going bo attempt to install Java Runtime Environment (JIRE)
! 3 1.6.0_11+. hote: In case there i & problem with the instalation dus to a lack of privileges: pease contact your System fAdministrator and reguest
Jarva Fiunkimes Erdronment (JRE) 1,6.0_11+ to be instaled,

=

D

Click the “OK?” button to download Java Runtime Environment.

If your device already has JRE installed, then you will be prompted with a security warning
before entering the “File Upload-File Type Selection” page. This security warning will vary
depending on the web browser you are using as seen in Figures Figure 4-7 thru Figure 4-10.
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Figure 4-7 Mozilla Firefox Security Warnings

The web site's certificate cannot be verified. Do you
want to continue?

MName: devngn.epacdxnode. net

Publisher:  UMKNOWN

[ Always trust content from this publisher

w Tlhe el el e e by £ ied mms, epe fismetiam
5

Warning - Security [‘5_<

The application’s digital signature cannot be verified. 0

Do you want to run the application?

Name: gov.epa.cdx.cromerr . applet. FileApplet

Publisher:  UMNKNOWN

From: https:{{devngn.epacdxnode.net

[] &lways trust conkent from this pobiisher.:

Run ' Cancel

T This application will run with unrestricted access which may put
W your personal information at risk, Run this application anly if you Mare Information...
trust the publisher,

Figure 4-8 Internet Explorer Security Warnings

Do pou want to run of save thie lile?
g Nt pa-Gdwandows-S6e-fberione

Type: Apphcation, 863 KB
From: ' sdc-asd.sun, oom

Can D s | [

‘e et ﬁmhlmrm;emﬂ,hmw:m
potentialy hastn pour compuber, M o da not st the source, do not
tur o e B solbeare. YWhat's the nsk?

Intemet Baplorer - Security Warning

Do you want to run this software?

e

Wt Fibes From the Internet can be ueful, this file bype can pobentialy harm
wour oompuber, Only run softveans From publishers you brast. What's the risk?
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EXCHANGE
Figure 4-9 Safari Security Warnings
FYala
An applet from “devngn.epacdxnode.net” is requesting
h access to your computer.
pre
@ The digital signature could not be verified.

] Allow all applets from “devngn.epacdxnode.net” with this signature

@ (" show Details... ) ( Deny ) -

COS devngn.epacdxnode.net
Do you want to accept this certificate from the web site
i |1 “* epacdxnode.net” for the purpose of exchanging encrypted
information?
1
=
Publisher authenticity can not be verified.
(* Show Certificate ) ([ Don't Trust ( Trust )
Figure 4-10 Google Chrome Security Warnings
m The Java plug-in needs yolr permission to rur. QEun this u@\ Always run on this site | Learn more

Warning - Security f'5_<|

The application's digital signature cannot be verified.
Do you want to run the application?

Name: gov.epa.cdy.cromerr . applet. FileApplet
Publisher:  UNKMOWN

From: https:{/devngn.epacdxnode.net

[ &ilways trust content from this poblisher

D K=

your personal information at risk., Run this application only if you Mare Information..

Q) This application will run with unrestricled access which may put
trust the publisher,

Select the “Run”, “Trust”, or “Allow” button (depending on your web browser). You may be
prompted with two Security Warnings, continue to select the “Run”, “Trust” or “Allow” button.
Figure 4-11 will display.
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Figure 4-11 File Upload - File Type Selection

e EP Logged in as, DCFUELOT (Logout)
\’ J \ United States Environmental Protection Agency

OTAQ DC Fuels EContact Us

(Al WG] You are here: File Upload # File Type Selection

File Upload - File Type Selection

Copy of Records

My CDX

— Company, RCO and User Information:
Inbox

Change Password Company/{Entity Information: User Information:

FAQ Company/Entity Name:  DC Fuel Test Company  Mame (First Middle Last):  John Test

Help & Support EPA Company/Entity ID: - 3254 Address 1: 2000 Test Street

CDX Home Address 2:
Terms & Conditions RCO details: Ciny State, Zip: Tampa Bay FL, 33333
RECO Mame: John Test
Logout Phone Mumber: 3333333333
RCO Title:  President
Fax Mumber:
ECO Email:  johntest@test.com
E-Mail Address: JohnTest@estaccount. com
RCO Phone: 123-125-1234
CO¥ User ID: DCFUELGT
RCO Fax: 321-321-4321
Agent: Mo

— Report Type and File Selection:

Eeport Type (Required): Please specify the type of report wou are submitting. This should coincide with the "Eeport Type"
column (field 23 of the report you are submitting. All reports in this submission must be of the same "Report Type". If the
"Feport Type" in field 2 of the reports does not match the report type indicated, you will be required to resubmit the
reports.

@] Criginal O Resubrmission

Attach Report File (required):

| |[ Browse. .. ]

Comments (optional):

v [l et

EFA Home | Privacy a Ty Motice | Contact Us

The “File Upload — File Type Selection” page is where you will upload your report submission
file. The top section of the page displays a summary of the selected Company, RCO, and User
information.

In addition to the pre-populated information, there are several additional sections of the page that
you are required to complete (see Figure 4-12 thru Figure 4-14).
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You must first identify whether your report is an original submission or a resubmission. If you
identify your submission as an “Original” then you may optionally provide comments in the
comments field as seen in Figure 4-12.

Figure 4-12 Report Type “Original”

— Report Type and File Selection:

Eeport Type (Eequired): Please specify the twpe of report you are submitting. This should coincide with the "Report Type”
column field 2 of the report you are submitting. All reports in this submission must be of the same "Report Type". If the
"Eeport Type" in field 2 of the reports does not match the report type indicated, you will be required to resubmit the

report
O Resubrnission

Artach Keport File (required):

Browse...

Comments {optional):

e masion Il e

If you identify your submission as a “Resubmission” you are required to provide comments in
the comments field as seen in Figure 4-13. Please include the report form 1D name, compliance
period code quarter, compliance year of the reports you are resubmitting, the dates of all

previous submissions and resubmissions for the specific report(s), and the reason for your current

resubmission.

July 18, 2011
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Figure 4-13 Report Type “Resubmission”

— Report Type and File Selection:

Feport Type (Required): Please specify the type of report wou are submitting. This should coincide with the "Report Type"
colurmn field 2) of the report you are submitting. All reports in this submission must be of the same "Eeport Type". If the
"Eeport Type" in field 2 of the reports does not match the repart type indicated, you will be required to resubmit the
repors,

O Original

Attach Feport File {required):

Comments {required): Please provide us with more information about your Eesubmission. Please include (1) the
report form ID name, {2) comphance period code gquarter, {3) compliance year of the reports you are
resubmitting, {4} the dates of all previous submissions and resubmissions for the specific report{s), and {5} the
reason for your current resubmission.

v [l e

After identifying the Report Type, you are required to attach your report file as seen in Figure
4-14.

Figure 4-14 Attach Report File

Artach Eeport File (required):

| (E=D)

To attach a file, click the “Browse” button. An open dialogue box will display as seen in Figure
4-15.
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Figure 4-15 File Open Dialogue Box

Look in: |[a Program Files - | 3 7|E| =]
Y |-5) Adobe ) Java ) MSECache
t\ﬁ IC2) AIM IC3) Macravision Corporation 1) MSN
My Recent [C5) AIM Toolbar 5 Mechfes [C5) MSM Gaming
Docurnents |~ pysavou [3) Meafes Security Scan [C3) MSHML 4.0
7= |C5) Cisca Systems [C5) Messenger [C5) MetMesting
[ =) Comman Files |Z5) microsaft Fronkpage £ Online Servi
Desktop =) ComPlus Applications [5) Micrasaft Office [ Outlock Exp
I2) Dell |C3) Microsoft Office Communicator [T pdfags
2 L) FolderSize |C3) Microsoft Yisual Shudio [T Pidain
’_J ) IoT IC3) Microsoft visual Studio & |3 Reference A
My Documents |3 InstallShield Installation Information [C5) Microsoft Works |C5) Rebaocopy
I5) Inkel [C5) Micrasaft, MET [C5) Raxio
- |C5) Inkernet Explorer |25 Mavie Maker IC5) support.can
-'jl)j I Inkervideo [25) Mozilla Firefox [C3 Uninstall Inf
My Computer -5 iPass [25) M3Build [T Ukimaca
e < >
| —
-g File name: | q\[ Cpen L >
MMy Metwork,
Flaces Files of type: |,q|| Files v | Cancel

Navigate to your submission file, double click the file name and the file will appear in the File
Name text box. Click the “Open” button. The file name will appear in the text box next to the
“Browse” button as seen in Figure 4-16.

Reminder: You may only upload one file per submission. You may use .Zip format for multi-file
submissions. You may also include all reports on one worksheet of an XLS file or CSV file. CSV or
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Figure 4-16 File Selected

Pa EP ogged in as, DCFUELOT (Logout)
N A
\’ United States Environmental Protection Agency

OTAQ DC Fuels EContact Us

(Al WG] You are here: File Upload # File Type Selection

File Upload - File Type Selection

Copy of Records

My CDX

— Company, RCO and User Information:
Inbox

Change Password Company/{Entity Information: User Information:

FAQ Company/Entity Name:  DC Fuel Test Company  Mame (First Middle Last):  John Test

Help & Support EPA Comnpamy/Entity ID: - 3254 Address 1: 2000 Test Street
CDX Home Address 2:
Terms & Conditions RCO details: Ciny State, Zip: Tampa Bay FL, 33333
RECO Mame: John Test
Logout Phone Mumber: 3333333333
RCO Title:  President

Fax Mumber:
ECO Email:  johntest@test.com

E-Mail Address: JohnTest@estaccount. com
RCO Phone: 123-125-1234

CO¥ User ID: DCFUELGT
RCO Fax: 321-321-4321

Agent: Mo

— Report Type and File Selection:

Eeport Type (Required): Please specify the type of report wou are submitting. This should coincide with the "Eeport Type"
column (field 23 of the report you are submitting. All reports in this submission must be of the same "Report Type". If the
"Feport Type" in field 2 of the reports does not match the report type indicated, you will be required to resubmit the
reports.

@] Criginal O Resubrmission

Attach Report File (required):

|Z:'Lmy_data'LJuIy ] Document.doc| [ Browse...

Comments (optional):

EPA Home | Pri

Once you have provided information for all required fields and your report file is selected, click
the “Encrypt and Sign” button at the bottom of the page. Figure 4-17 will display.

Clicking the “Reset” button will clear all the data provided on the page.
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4.4  Select Certify Reports

Figure 4-17 Certify Reports

Certify Reports (Required - Click the applicable blue arrow(s) for the reporting[
program(s) you are currently submitting and select the certification statement(s).):

- Refor ine & Anti-Dumping 40 CFR Part 80 Subparts D, E, F, J, and L
O certify these reports as correct”
= |Gasoline Sulfur 40 CFR Part 80, Subpart H
mE certify that, to the best of my knowledge, the information included in this submission meets all applicable requirements of 40 CFR
Fart 80, Subpart H and, | certify that | have made inguiries that are sufficient to give me knowledge ofthe procedures to collect and
store gasoline samples, and | further cedify that the procedures meet the requirements of the ASTM procedures required under 40
CFR80.330"
W Diesel Sulfur 40 CFR 80, Subpart|
O certify, to the best of my knowledge, the information included in this submission meets all applicable requirements of 40 CFR 80,
Suhpartl, and, if applicable, that the volumes reported o the Administrator under 40 CFR 80.601 are in substantial agreement to
volumes reported ta the Internal Revenue Service (and ifthese volumes are not in substantial agreement, an explanation is
included)."
= FFARS 40 CFR Part 79
1 "1 certify that, to the hest of ry knowledge, the information included in this submission is complete and correct’, and, if applicable, "l
am authorized by the manufacturer to submit this notification”, and, if applicable, "As per 40 CFR 79.11{g), the IU.S. Environmental
Protection Agency waould be notified inwriting if certain information in this notification were to change." and, if applicahle, "This fuel
manufacturer will not represent, directly or indirectly, in any notice, circular, letter, or other written communication, or any written, oral,
aor pictarial natice, or other announcement in any publication or by radio or television, that registration of this fuel constitutes
endorsement, cerification, or approval by any agency of the United States.”
¥ Renewable Fuel Standard (RFS1) 40 CFR Part 80, Subpart K
O certify that, to the best of my knowledge, the information included in this submission meets all applicable requirements of 40 CFR
Part 80, Subpart K"
¥ Renewable Fuel Standard (RFS2) 40 CFR Part 80, Subpart M

1 "1 certify that, to the hest of ry knowledge, the information included in this submission meets all applicable reguirements of 40 CFR
Part 80, Subpart M."

% Green House Gas Mandatory Reporting Rule 40 CFR Part 98, Subpart M
1 1 am authorized to make this submission on behalf of the owners and operators of the facility or supplier, as applicahle, far which

the submission is made. | certify under penalty of law that | have personally examined, and am familiarwith, the statements and
information submitted in this document and all its attachments. Based on my inguiry ofthose individuals with primary responsibility
far ahtaining the information, | certify that the statements and information are to the best of my knowledge and belieftrue, accurate,
and camplete. | am aware that there are significant penalties for submitting false staternents and information or omitting required
statements and infarmation, including the possibility of fine or imprisonment.”
Mote to Agents :
The designated representative or alternate designated representative must sion .e., agree to) this cerification staternent. Ifyou are
an agent and you click on "SUBMIT", you are not agreeing to the cerification statement, but are submitting the cedification statement
on behalf ofthe designated representative or alternate designated representative who is agreeing to the cerification statement. An
agent is only authorized to make the electronic submission on hehalf of the designated representative, notto sign {i.e., agree to) the
certification statement.

W Test

"This is a test submission. By selecting test, you are superseding any other report certification selection in this submissian. Inthe
eventyou submit a report file and select this test language, your file will not be deemed as submitted and you may face penalties for
notfiling reports.”

T

The “Certify Reports” page displays all the Fuels Reporting Programs for which you can submit
reports for in DC FUEL.

Clicking the expand/collapse icon ¥ next to each Program header (i.e., Reformulated Gasoline
and Anti-Dumping, Gasoline Sulfur, Diesel Sulfur, FFARS, Renewable Fuel Standard, Green

House Gas Mandatory Reporting Rule, etc.) will display the Certification Statements for each
Program.

You may submit for multiple Fuel Reporting Programs by selecting multiple check boxes.

You must select at least one Certify Report in order to complete your submission. Select the
Certify Report(s) you are reporting for and click the “Accept” button. Figure 4-18 will display.

Office of Transportation and Air Quality DC FUEL User Guide July 18, 2011
29



4.5  Encrypt and Sign Submission

Upon accepting the selected certifications in Figure 4-17, you will then be directed through the
eSignature and Encryption process. The first step of the eSignature and Encryption process is
Authentication (see Figure 4-18).

Figure 4-18 Authentication

eSignature & Encryption Widget

1. Login into CDX

User:
DCFUELOL

Passwaord:

This page requires you to verify your CDX identity. The page displays your CDX User ID and a
field to provide your CDX password.

If you enter an incorrect password, you will be prompted with the error message seen in Figure
4-19. After three failed attempts, your CDX account will be locked. To unlock your account,
contact the CDX Help Desk at 888-890-1995 or heldesk@cdx.net.

Enter your CDX user account password and click the “Login” button. Figure 4-20 will display.
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Figure 4-19 Failed Authentication

eSignature & Encryption Widget

1. Login into CDX
User:
DCFUELTESTZ

Password:

Combination of username and password
is incorrect,

Figure 4-20 Answer Secret Question

eSignature & Encryption Widget

1. Login into CDX 2. Answer Secret Question
User: Question:

DCFUELTESTOS What is the name of your home town
Password: newspaper?

ssssseses ANSWEr:

ANSwer

The next step is to provide the answer to your secret question. The page will display one of the
five secret questions you chose during your eSignature PIN verification (refer to Section 3.2).

If you fail to respond or enter an incorrect answer, you will be prompted with an error message
as seen in Figure 4-21. Please note that the secret question will not change should you answer
incorrectly. After three failed attempts, your CDX account will be locked. To unlock your
account, contact the CDX Help Desk at 888-890-1995 or heldesk@cdx.net.
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Enter the answer you provided during your eSignature PIN verification and click the “Answer”
button. Figure 4-22 will display.

Figure 4-21 Incorrect Answer to Secret Question

eSignature & Encryption Widget

1. Login into CDX 2. Answer Secret Question

User: Question:
DCFUELTESTERZ What is the first and middle name of
your oldest sibling?

Passwaord:
ssssenens Answer:
Joe

Your answer is not correct,

Figure 4-22 Encrypt and Sign File

eSignature & Encryption Widget

1. Login into CDX 2. Answer Secret Question 3. Encrypt & Sign File

User: Question:
DCFUELTESTOS What is the name of your home town

Password: newspaper?

sssesessss ANSWer:
blue

The final step is to Encrypt and Sign your submission. Click the “Sign” button. Figure 4-23 will
display.
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4.6  Submission Confirmation

Figure 4-23 File Upload Confirmation

e EP Logged in as, DCFUELDT (Logout)
\’ A United States Environmental Protection Agency

OTAQ DC Fuels A Contact Us

You are here: File Upload » Canfirmation
File Upload

P — File Upload - Confirmation

MyCDX CDX has received your encrypted submission with information listed below:

Inbox — Company, RCO and User Information:

Change Password . . .
9 CompanyfEntity Information: User Information:

FAQ Company/Entity Mame:  DC Fuel Test Company  Mame (First Middle Last): John Test

Help & Support EPA Company/Entity ID: - 3254 Address 1: 2000 Test Street

GRS (ome Address 2:

Terms & Conditions RCO dezrails:
RCO Mame: John Test

City, State Zip: Tampa Bay FL, 33333

Logout
Phone Mumber: 3333333333
RCO Title:  President
Fax Murber:
ECO Email:  johntest@test com
E-Mail Address: JohnTest@testaccount.com
RCO Phone: 123-123-1234
COX User D: DCFUELDT
RCO Fax 321-321-4321
Is Agent: Mo

— Report Information:

Document Marme: July 15 Submission Test 2.doc

Transaction |d: _eeaf2545-35c9-480d-87fb-01655c128c55

Submission Time: FriJul 15 05:28:07 EDT 2011

Fepart Status: Original

Comments:

Certification Type:Test
"This is a test submission. By selecting test, you are superseding any other report certification selection in
this submission. In the event you submit a report file and select this test language, wour file will not be
deemed as submitted and you may face penalties for not filing reports.”

EPA Home | Priv ity Motice | Contact Us

Congratulations! You have successfully signed and submitted your report to the OTAQ Program.

This page displays a summary of your report information along with a confirmation message
stating that CDX has received your encrypted submission. An email notification will be sent to
you and your Company RCO confirming a report has been submitted.

Reminder: Files may be submitted from any machine however you will only be able to access the copy of
records for the submitted documents from the specific machine for a submission unless the key file is copied
into the same location of another machine. Please refer to Section 4.7 for complete details.
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4.7  Submitting Reports from Different Computers

A user certificate and Private/Public Key pair is used to digitally sign and encrypt the submitted
files, providing security protection for DC FUEL submissions. The certificate and key pair is
automatically obtained after the first DC FUEL login.

The following data is stored into a keystore under your computer’s home directory:

e user ID

e user private key
e user certificate
e creation time

The following file will be created: \<userHome>\ .<userld>-cromerr-keystore.jks where
<userHome> is a local user home directory (C:\Documents and Settings\myuser) and <userld> is
your DC FUEL user ID registered with CDX Web (i.e. DCFuelTest01-cromerr-keystore.jks).
This file is stored on the local drive of the machine that was used to log into DC FUEL to
complete a submission. While you may submit files from any machine, you will only be able to
access the copy of records for the submitted documents from the specific machine for a
submission unless the key file is copied into the same location of another machine. In any case, it
is recommended that you copy this file to another safe location for backup.
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5 View Activity History

The following sections describe how to navigate within CDX to view your submission activity
history.

5.1  Accessing CROMERR Activity History

A confirmation email will be sent to your CDX registered email address along with your
MyCDX Inbox once you have successfully signed and submitted a submission in DCFUEL.
Both messages contain a link to view the activity history for the submission.

Figure 5-1 MyCDX Inbox Link

U.S. Environmental Protection Agency
MyCDX

Becent Announcements | Cortact Ls Logged in &z, DCFUELTESTERS.

Central Data Exchange-MyCDX

Welcome, Last Login: June 14, 2011
hir. Test Test Registered Since: June B, 2011
Recertification Date: June B, 2011

CD¥ Registration Status:  Active

You have 7 new messages in your Inbox

Change 311] Edit Personal Edit Current Add New
Password Information Account Profiles Employer Profile

Available Account Profiles:

® OTAQDCFUEL: OTAQ DC FUEL Application
® OTAQREG: Fuels Programs Redistration

You are in an encrypted secure session.

Help Desk: (565) 590-1995
EP& Home | Privacy and Security Motice | Contact Us

To access your MyCDX inbox, click the “Inbox” link provided on the left side navigation menu
as seen in Figure 5-1. Figure 5-2 will display.
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Figure 5-2 MyCDX Inbox

U.S. Environmental Protection Agency
Inbox - All Messages: DCFUELTESTER3

Recert Announcements | Cordact Us Logged in s, DCFUELTESTERS.
My CO = Inbox - &I Messages: DCFUELTESTERS

== Prey Message: of 2 Mext ==

[] an  Fro Subject Date
About CDX . - N .
MyCDX O I = CROMERR Notification Service I “ou successfully signed a document Tue 61472011 11:17 AM
Inbox [J] B4 CROMERR Notification Service “ou successfully signed a document Mon B 352011 17:48 PM
Change Password
Transaction History
Frequently Asked [ DELETE l [ Download Selected Files

Questions
Help & Support

CDX Home
Terms & Conditions
Logout

You are in an encrypted secure session.

Help Desk: (358) 590-1995
EP& Hotne | Privacy snd Security Motice | Cordact Us

Click the email from “CROMERR Notification Service” with the subject line, “You successfully
signed a document.” Figure 5-3 will display.

Figure 5-3 CROMERR Notification Service Inbox Message

U.S. Environmental Protection Agency
Inbox

Eecert Announcements | Cordact Us Logged in s, DCFUELTESTERS.

by O = Inbio

About CDX {=]¥ou fully signed a d
Inhu:x From: CROMERR Matification Service
Change Password Subject: You successfully signed a document
Transaction History Date: Tue 6142011 11:17 AM
Frequently Asked
Questions
Help & Support
CDX Home You have successiully sigoedyo D submission using the CROMERR E-Sianature process, To view the details ofthis

Terms & Conditions CROMERR activity pleasw
Logout This message is being sentio you as confirmation of your submission. Ifyou did not perform this submission please
contact the CO¥ Helpdesk at 1-888-890-1995.

«BACK |[ PRINT | [ DELETE

You are in an encrypted secure session.

Help Desk: (585) 590-1945
EP& Hotne | Privacy snd Security Motice | Cordact Us

The CROMERR Notification Service message confirms that you have successfully signed your
CDX submission using the CROMERR E-Signature process. You may view the submission
activity details by clicking the “click here” link.
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5.2 CROMERR Submission Details

Figure 5-4 Submission Activity Details

aEPA United 5 o m UELTESTE

Transaction History [FContact Us

Documents |Activities |Events

MyCDX

Inbox You are here: Home » Activities » Activity Details

Change Password Activity Details @

FAQ
Activity Id _Bblebabb-50bc-44f7-a17a-fB5af783d552
Help & Support
Dataflow OTAQ-DCFUELS
Home
Created 06/15/2071 04:20:55 PM
Terms & Conditions

Logout Creator Details

User Id DCFUELTESTERS
MName Test Test

Role

Events
Page 1
Group # Type # Created Status #  User = Details

authentication authenticate Jun 15, 2011 SUCCESS DCFUELTESTERS Wi
4:25:55 PM

questioh- get-question Jun 15, 2011 SUCCESS DCFUELTESTERS
answer 4:25:55 PM

question- validate-answer Jun 15, 2011 success  DCFUELTESTERS
answer 4:25:59 PM

certificate retrieve-certificate Jun 15, 2011 success  DCFUELTESTERS
4:30:07 PM

encryption client-sign-encrypt-sign-with- Jun 15, 2011 success  DCFUELTESTERS
detached 4:30:07 PM

sighature auto-validate-detached Jun 15, 2011 SUCCESS DCFUELTESTERS
4:30:02 PM

authentication authenticate Jun 15, 2011 SUCCESS otag_fuelsdev@cgifederal com
4:30:17 PM

dacument download-dacument Jun 15, 2011 SUCCESS otan_fuelsdevi@cgifederal com
4:30:18 PM

daocument download-dacument Jun 15, 2011 SUCCESS otaq_fuelsdevi@cgifederal. com
4:30:18 PM

encryption client-decrypt Jun 15, 2011 SUCCESS otaq_fuelsdev@cgifederal com
4:30:18 FM

daocument download-dacument Jun 15, 2011 SUCCESS otag_fuelsdev@cgifederal. com
4:30:18 PM

certificate retrieve-certificate Jun 15, 2011 SUCCESS otag_fuelsdev@cgifederal. com
4:30:18 PM

ENCrypTion client-sigh-encrypt-sign-with- Jun 15, 2011 SUCCESS otag_fuelsdev@cgifederal. co
detached 4:30:18 PM

sighature auto-validate-detached Jun 15, 2011 SUCCESS otag_fuelsdev@cgifederal. com
4:30:18 PM
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The “Activity Details” page displays the Activity Details, Creator Details, and Events for the
submission.

5.2.1 Activity Details

The Activity Details section displays the Activity 1D, submitting Dataflow and the timestamp the
submission was created as seen in Figure 5-5.

Activity Detail

Figure 5-5 Activity Details

Activity Id _Bblebatb-50bc-44f7-a17a-fE5af783d552
Dataflow OTAQ-DCFUELS
Created 06/15/2017 04:25:55 FM

Click the XML icon = to view the XML file for the activity details. Figure 5-6 will display.
Figure 5-6 XML File

This L file does not appear to have any style mformation associated with #t. The document tree i3 shown below.

— <Activity>
<Activityld>_8blebabb-50bc-44f7-al7a-f85af783d552</Activityld>
<CreatedDate>2011-06-15 16:22:55 496 </CreatedDate>
<Application>OTAD-DCFUELS</Application>

— <Creator>
<Userld>DCFUELTESTEE 3</Userld>
<UserRole>user</UserRole>
<FirstName>Test</FirstName >
<LastName>Test</LastName>
<ValidAnswer=false</ValidAnswer=
<=/Creator=
— <Events>
— <Event>
<CreatedDate>2011-06-15 16:2%:55792</CreatedDate>
<Type=authenticate</Type=
<Status>success</Status>
<Group=authentication=/Group=>
— <User>
<Userld>DCFUELTESTER 3</Userld=
<UserRole>user</UserRole>
<FirstName>Test</FirstName =
<LastName>Test</LastName>
<ValidAnswer=false</ValidAnswer=>
<User=

. -}

5.2.2 Creator Details

The Creator Details displays information about the submitting user. This section contains the
submitter’s User ID, Name and Role as seen in Figure 5-7.
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Figure 5-7 Creator Details

Creator Details

User Id DCFUELTESTERS
Name Test Test
Role user

5.23 List of Events

The last section of the page is the Events list. This list contains the event Group, Type, Created
time stamp, Status, User, and a link to view the event details for each of the tracked events for
the submission.

Figure 5-8 List of Events

Events
Page 1

Croup # Type # Created « Status #  User # Details

authentication authenticate Jun 15, 2011 SUCCESS DCFUELTESTERS Wi
4:25:55 PM

question- get-question Jun 15, 2011 SUCCESS DCFUELTESTERS Wi

answer 4:25:55 PM

question- validate-answer Jun 15, 2011 SUCCESS DCFUELTESTERS Wi

answer 4:25: 55 PM

certificate retrieve-certificate Jun 15, 20171 SUCCESS DCFUELTESTERS Wigw
4:30:01 PM

encryption client-sigh-encrypt-sign—with- Jun 15, 20171 suUCCess DCFUELTESTERS Wiew

detached 4:30:01 PM |

sighature auto-validate-detached Jun 15, 2011 SUCCEss DCFUELTESTERS Wiew
4:30:02 PM

authentication authenticate Jun 15, 2011 SUCCESS otaq_fuelsdev@cgifederal. com  View
4:30:17 PM

document download-document Jun 15, 2011 SUCCESS otaq_fuelsdev@cgifederal. com  View
4:30:18 PM

docurment download-docurment Jun 15, 2011 SUCCESS otag_fuelsdev@cgifederal. com
4:30:18 PM

encryption client-decrypt Jun 15, 2011 SUCCESS otaq_fuelsdev@cgifederal. com  View
4:30:18 PM

document download-document Jun 15, 2011 SUCCESS otaq_fuelsdev@cgifederal. com  View
4:30:18 PM

certificate retrieve-certificate Jun 15, 20171 SUCCESS otaq_fuelsdev@cgifederal. com  View
4:30:18 PM

encryptian client-sigh-encrypt-sign—with- Jun 15, 2011 SUCCESS otaq_fuelsdev@cgifederal com  Wiew

detached 4:30:18 PM |

sighature auto-validate-detached Jun 15, 2011 SUCCess otaq_fuelsdev@cgifederal. com  View

4:30:18 PM

You can sort the Events by Group, Type, Created, Status and User by clicking on either the
column header link or the sort icon as seen in Figure 5-9.

Figure 5-9 Sort Events

Croup # Created = Status ¥ User #

Office of Transportation and Air Quality DC FUEL User Guide July 18, 2011
39



CENTRAL DATA
EXCHANGE

Click the “view” link in the Details column to view additional information on a specific event.
Figure 5-11 displays the “Event Details” page for any event identified as an “encryption”. These

events contain a document icon ' in the Details column. Figure 5-10 displays the “Event
Details” page for all other Groups.

Figure 5-10 Event Details

2 )
-
ws United States Environmental Protection Agency

Transaction History [HAContact Us

Documents Activities Events

Welcome DCFUELTESTERS

MyCDX

Inbox You are here: Home » Events » Event Details

Change Password Event Details

FAQ
Group authentication
Help & Support
Type authenticate
Home
Created OGF15/207171 04:256:55 FPM
Terms & Conditions
User DCFUELTESTERS
Logout

Status suCcess

Activity _Bhlebabb-50be-44f7-a17a-{85af783d552

User Details

User Id

MName

Role

DCFUELTESTERS

Test Test

user

Event Properties

dataflow OTAQ-DCFUELS
recipientUserld otaq_fuelsdev@cgifederal. com

clientlp 208.247.58.25

CDX Home | Contact Us

The “Event Details” page displays the Event Details, User Details, and Event Properties for the
event.

Office of Transportation and Air Quality DC FUEL User Guide July 18, 2011
40



CENTRAL DATA
EXCHANGE

Figure 5-11 Encryption Event Details

e DCFUELTESTERS

SEPA. ...

Transaction History

tal Protection Agency

EAContact Us

Documents |Activities |Events

MyCDX

Inbox You are here: Harne » Events » Event Details

Change Password Event Details

FAQ

Group encryption
Help & Support

Type client-sign-encrypt-sign-with-detached
Home

Created OGF15/207171 04:30:01 FM

Terms & Conditions

User DCFUELTESTERS
Logout
Status suCCEss

Activity _BblebaBb-50bc-44f7-a17a-fB5af783d552

User Details

User Id DCFUELTESTERS
Name Test Test

Role user

Documents

Document Id Category # Created &

283bcfash-f745-41b4- Test Document encrypted-sighed- Jun 15, 2011

bf51-04dcdc2edil]

4. docx

57af4596-17c5-4bbe-

bbdZ-eBc56kbSf 5B

fEeG4c85-5051-4fbd-

aade-fSbfGledf455

B4dI0NE-Tc0d-

detached-
sighature. xml

detached-sighature-
befare
—encrypt.xml

encryption—

with-detached

detached-sighature

detached-signature-
before-encrypt

encryption—

4:30:02 PM

Jun 15, 2011
4:30:02 PM

Jun 15, 2011
4:30:02 PM

Jun 15, 2071

49209-a7 53 - 1043322031 rretadata-xml. x rmetadata-xml 4:30:02 FM

ral

Event Properties

dataflow OTAQ-DCFUELS
originalFileType bin

originalFileMame Test Document 4. docx
recipientUserld otaq_fuelsdev@cgifederal. com
userEmail jennifer.paine@cgifederal. com

originalFileCategory encrypted-signed-with-detached

The “Encryption Event Details” page displays the Event Details, User Details, Documents and
Event Properties. Click one of the links provided in the Document ID column to view additional
details on the document. Figure 5-12 will display.
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Figure 5-12 Document Details

e Y E P Welcome DCFUELTESTER S
\’ United States Environmental Protection Agency

Transaction History [AContact Us

J Documents Activities Events

MyCDX

Inbox You are here: Home # Documents » Document Details

ChanogiBacssiond Documents Details
FAQ
Document Id brb&7e38-bred-4eel-aff7-a0a377043332
Help & Support
Hame detached-signature. xml
Home

Created O6/16/2017 1:35:45 AM
Terms & Conditions

Tvpe xml
Logout
Category detached-signature
Event client-sign-encrypt-sigh-with-detached

RKelated Document cefblafd-d244-48a6-a92d-8da2334 17627

Content

Size 2470 bytes

Download d

The “Document Details” page displays the Document Details and additional information on the
Content of the document. You can download and view the XML for the signature document by
clicking the “detached-signature.xml” link.

53 CROMERR Search

The “CROMERR History Home Page” is displayed in Figure 5-14. Access this page by clicking
the “Home” link in the breadcrumbs provided at the top of each page of the CROMERR Activity
User Interface as seen in Figure 5-13.

Figure 5-13 CROMERR History Home link

e Y E P Welcome DCFUELTESTER S
\’ United States Environmental Protection Agency

Transaction History [AContact Us

J Documents Activities Events

You are here| Home|» Documents » Docurment Details
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Figure 5-14 CROMERR History Home Page

ey Welcome DCFUELTESTER3
YEPA
\’ United S nvironmental Protection Agency

Transaction History [HAContact Us

| Documents || Activities I| Events

MyCDX

Inbox You are here: CROMERER History Home

Change Password CROMERR History Home Page

FA
@ ‘Welcome to the EPA Cross-Media Electronic Eeporting Regulation {(CROMERR) History Application Homepage! This site is used to

Help & Support keep track of CROMEREE submission history. It allows you to find CEOMERR Activities, Events and Documents that you have have

submitted.
Home

Terms & Conditions To begin your search, select thtab at the tap of the page

ECUCLE — CROMERR History Terminology—
What is COMEEE History? Eesides the actual documents and corresponding Electronic Signatures, CDX audits every step of your
submission process. This audit trail consists of three major artifacts - Activity, Event and Document. COX creates an Activity audit
record far every submission yvou perform. In turn, each Activity consists of one or maore Events. Each Event representing an
interaction with CROMERR systern. For example, during CROMERR-based submission, several events are generated -
authentication, question, answer and finally a signature event. Each Event contains user information and carresponding data (such
as IP address of the user PC where the signature was originated). This data is stored in CEOMEER Archive in order meet the
requirements of CROMERE rule.

Furthermore, every Event in the system is automatically associated with dacuments generated during the Event Far example,
sighature event will contain a Copy-of-Record {COR) of the signed docurment as well as the XML Signature.

Search Activities }l

There are three different search functionalities provided in the CROMERR search: Documents
Search, Activities Search, and Events Search.

Click either one of the links provided on the Home Page or click on the Activities tab at the top
of the page to navigate to the CROMERR Activity Search page. Figure 5-15 will display.
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5.3.1 CROMERR Activity Search

Figure 5-15 CROMERR Activity Search

e Y EP Welcome DCFUELTESTERS
- A
\’ United States Environmental Protection Agency

Transaction History [HAContact Us

Documents Activities Events

MyCDX
Inbox You are here: Home » Activities
Change Password Search Activities

FAQ Application Id

Help & Support Activity Id
Home Dataflow
Terms & Conditions Starr date
Logout

Start time

End date

End time

Clear 3§ |

ome | ContactUs

The “CROMERR Activity Search” page allows you to search for activities by any of the
following search criteria:

e Application ID
e Dataflow

o Start date

e Start time

e End date

e End time

Use multiple search criteria to limit the amount of search results. Enter your search criteria and
click the “Search” button. Figure 5-16 will display.
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Figure 5-16 CROMERR Activity Search Results

2 )
o
\’ United States Environmental Protection Agency

Transaction History

Welcome DCFUELTESTERS

EAContact Us

Documents Activities Events

MyCDX
Inbox “fou are here: Haome #» Activities »Search Eesults

Change Password

1:
&
5
-

FAQ Activity 1d Dataflow % Created = User %

Help & Support

Home

Terms & Conditions

Logout
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57V eaBa-6214-42585-badc-eedbbd2be5a3
_Bblebadb-50bc-44f7-a17a-fE5af7E3d552

_aedaf67f-a¥ca-41d4-a481-33b6a5fa0e0?
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20171 10:09:22 AM

Jun 13, 2011 5:48:05 FM

Jun 14, 2077 11:16:59 AM

Jun 14, 2011 2:28:51 FM

Jun 14, 2017 9:52:34 PM

Jun 15, 20717 9:35:25 AM

Jun 15, 2017 12:09:42 PM

Jun 15, 2017 4:29:55 PM

DCFUELTESTERS

DCFUELTESTERS

DCFUELTESTERS

DCFUELTESTERS

DCFUELTESTERS
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DCFUELTESTERS
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OTAQ-DCFUELS  Jun 15, 2071 4:31:35 FM

The “CROMERR Activity Search Results” page displays all activities that match the search
criteria entered in Figure 5-15.

You can sort the results by Dataflow, Created timestamp or User by clicking on either the
column header link or the sort icon as seen in Figure 5-17.

Figure 5-17 Sort CROMERR Activity Search Results

Click the link provided in the Activity Id column to view further details for a specific activity
(see Figure 5-4). Click the XML icon " to view the XML file for the activity (see Figure 5-6).
5.3.2 CROMERR Document Search

Created & User

To navigate to the CROMERR Document Search page, click on the Documents tab at the top of
the page. Figure 5-18 will display.
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Figure 5-18 CROMERR Document Search

ey Welcome DCFUELTESTER3
YEPA
\’ United States Environmental Protection “gency

Transaction History [HAContact Us

Documents Activities Events

MyCDX
Inbox “ou are here: Home » Documents
Change Password Search Documents

FAQ Application Id

Help & Support Activity Id

Home Dataflow
Terms & Conditions

Document Id
Logout

Name

Category
Validation status
Start date

Start time

End date

End time

Clear

ome | Contact Us

The “CROMERR Document Search” page allows you to search for documents by any of the
following search criteria:

e Application ID
e Activity ID

e Dataflow

e Document ID
e Name

e Category

e Validation Status
e Start date

e Start time

¢ End date

e End time

Use multiple search criteria to limit the amount of search results. Enter your search criteria and
click the “Search” button. Figure 5-19 will display.
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SEPA ...

Transaction History

Figure 5-19 CROMERR Document Search Results

I Protection Agency

]

MyCDX
Inbox
Change Password

FAQ

Documents | Actiwities | Events |

Welcome DCFUELTESTERS

LA Cantact Us

Document |d

Help & Support

E0Bfd7 0a-807 7-4bbc

Home
Terms & Cond

Logout
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alfaabOe-020c-4eb0-5257-
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S0c5-058832:16563

Ob7S79f0-h222-4673 -
al8a-4435244b3c3b

O674a747-3f7f-40d4-Ef45-
dOh53052 545
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Tb017a06-b%41-4das-
bel7-baaiic8297h5
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Talle20f-Ge05-4328-87hc-
fao4abfigay s

You are here: Home » Documents »5earch Results

Mame #

test doc 3.docx

detached-
sighature. xml

detached-signature—
before
—encrypt.xml

encryption-
metadata-xml.x
rl

test doc
3 -signature. xml

detached-
signature. xml

detached-signature-
before
—encrypt.xml

encryption-
rmetadata-xml.x
ml

Test Document 4. docx

detached-
sighature. ximl

detached-signature—
befare
—encrypt.xml

Eencryption-
rmetadata-xml.x
tnl

Test Document 4. docx

detached-
signature. xml

detached-signature—
before
—encrypt.xml

encryption-
rmetadata-xml.x
ml

test doc 3.docx

detached-
signature. xml

detached-signature-
hefare
—encrypt. xml

encryption-
rmetadata-xml.x
ml

Category #

enchypted-signed-
with-detached

detached-signature

detached-sighature-
before-encrypt

[FirstfPrev] 1, 2 [MextflLast]

Created «

Jun &, 2011
12:29:20 FM

Jun & 2011
12:29:27 FM

Jun & 2011
12:29:27 PM

encryption-metadata-xml  Jun &, 2071

encrypted-signed-
with-detached

detached-sighature

detached-signature-
before-encrypt

12:29:21FM

Jun & 2011
12:53:30 PM

Jun & 2011
12:53:30 PM

Jun &, 2011
12:53:30 FM

enchyption-rmetadata-xml Jun @, 2011

enchypted-signed-
with-detached

detached-signature

detached-signature-
before-encrypt

12:53:30 PM

Jun 8, 2011
10:00:44 AM

Jun &, 2011
10:09:44 AM

Jun & 2011
10:09: 44 AWM

encryption-metadata-xml  Jun 8, 2071

encrypted-signed-
with-detached

detached-sighature

detached-signature-
before-encrypt

encryption—-metadata-xml

encrypted-signed-
with-detached

detached-signature

detached-signature-
hefore-encrypt

enchryption-metadata-xml

T0:09:44 AM

Jun 13, 2011
5:48:10 PM

Jun 13, 2011
5:48:10 PM

Jun 13, 2011
5:48:10 PM

Jun 13, 2011
5:48:10 PM

Jun 14, 20711
11:17:05 AW

Jun 14, 2011
11:17:05 AM

Jun 14, 2011
T1:17:05 AM

Jun 14, 2011
T1:17:05 AM
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The “CROMERR Documents Search Results” page displays all documents that match the search
criteria entered in Figure 5-18.

You can sort the results by Name, Type, Category, or Created time stamp by clicking on either
the column header link or the sort icon as seen in Figure 5-20.

Figure 5-20 Sort CROMERR Document Search Results
Twpe % Caregory ¥ Created =
Click the link provided in the Document ID column to view further details for a document (see
Figure 5-12).
5.3.3 CROMERR Event Search

To navigate to the CROMERR Event Search page, click on the Events tab at the top of the page.
Figure 5-21 will display.

Figure 5-21 CROMERR Event Search

2 ) Welcome DCFUELTESTERS
YEPA
\’ United States Environmental Protection Agency

Transaction History [HAContact Us

Documents Activities Events

Inbox “ou are here: Horme » Events

MyCDX

Change Password Search Events
FAQ Application Id
Help & Support Activity Id
Home Dataflow
Terms & Conditions

Event group
Logout

Event type

Status

Start date
Start time
End date

End time

search O

COX Home | Contact Us
The “CROMERR Event Search” page allows you to search for events by any of the following
search criteria:

e Application ID

e Activity ID

o Dataflow
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e Event group
e Event type
e Status

o Start date

e Start time

¢ End date

e End time

Use multiple search criteria to limit the amount of search results. Enter your search criteria and
click the “Search” button. Figure 5-22 will display.

Figure 5-22 CROMERR Events Search Results

o) Welcome DCFUELTESTERS
vEPA
" United States Environmental Protection Agency

Transaction History [FAContact Us

Documents Activities Events

MyCDX
Inbox fou are here: Home » Events » Search Results

Change Password [FirstfPrev] 1, 2, 3, 4, 5, & [MextfLast]

FAQ Croup # Type Created - Status ¥ User # Details
Help & Support authentication authenticate Jun g, 20171 12:26:13 PM failure DCFUELTESTERS  wiews
Home authentication authenticare Jun g, 20171 12:27:071 PM success DCFUELTESTERS  wiews
Terms & Conditions guestioh-answer get-guestion Jun g, 201171 12:27:071 PM success DCFUELTESTERS  wiews
Logout guestioh-answer  validate-answer Jun g, 2011 12:27:56 PM failure DCFUELTESTERS  wiews
questioh-answer validate-answer Jun B, 20171 12:28:27 PM success DCFUELTESTERS  wiews
certificate create-permanent-certificate Jun &, 20171 12:2%:15 PM  success DCFUELTESTERS  wiews
certificate client-generate-register—new-keys Jund, 2017 12:25%: 15 PM success DCFUELTESTERS  wiew
certificate retrieve-certificate Jun @, 207171 12:25:20PM  success DCFUELTESTERS  wiew
encryption client-sign-encrypt-sign-with-detached  Jun &, 2017 12:29:20 PM  success DCFUELTESTERS  wiew [£

signature auto-validate-detached Jun @, 207171 12:25:271PM  success DCFUELTESTERS  wiew

authentication authenticate Jun 6, 2011 12:53:25PM  success  DCFUELTESTER3

guestioh-answer get-guestion Jun g, 201171 12:55:25 PM success DCFUELTESTERS  wiews
guestion-answer  validate-answer Jun g, 201171 12:53:28 PM success DCFUELTESTERS  wiews
certificate retrieve-certificate Jun g, 201171 12:53:25 PM success DCFUELTESTERS  wiews

enchyption client-sign-encrypt-sign—with-detached  Jun 6, 20771 12:53:30 PM  success DCFUELTESTERS  wiews [

The “CROMERR Events Search Results” page displays all events that match the search criteria
entered in Figure 5-21.

You can sort the results by Group, Type, Created time stamp, Status or User by clicking on either
the column header link or the sort icon as seen in Figure 5-23.

Figure 5-23 Sort CROMERR Events Search Results
Type # Created = Status ¥ User #
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Click the “view” link provided in the Details column to view further details for an event (see
Figure 5-10).
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6 View Copy of Record

The following sections describe how to navigate within the DC FUEL application and download
your Copy of Record.

6.1 Copy of Record Search

Upon successful submission of a DC FUEL report, a copy of your submission file will become
available for you to download. After a short processing period an email notification will be sent
to your CDX registered email address when your Copy of Record is available.

Figure 6-1 Copy of Records Link

Fe Y EP Logged in as, DCFUELOT (Logout)
\’ United States Environmental Protection Agency

OTAQ DC Fuels EContact Us

You are here: File Upload

RCO Details / Agent Verification

MyCDX — Please select the company for the file transfer

File Upload

Copy of Records

Inbox Company Mame: | DC Fuel Test Company (2877) V‘

Change Password

Please confirm the RCO details:
FAQ

Campany Name DC Fuel Test Campany
Help & Support

CDX Home RCO Mame John Test

Terms & Conditions RCO Title President

Logout RECO Email JohnTest@estaccount com

RCO Phone 123-123-1234
RCO Fax 321-327-4321

Is this the correct Responsible Corporate Officer?

O ves O Ho

| am an agent authorized by this company and submitting
on their behalf. | understand the Eesponsible Corporate
Officer is required to send the "Responsible Corporate
Officer Submission Letter” for the reports that | am
submitting far this session. | am aware that it is a violation if
the "Respansible Corporate Officer Submission Letter” is not

complete or postmarked by the reporting deadline.

If you are a delegated employee of this company and not a
third party Agent, select Mo,

Oves O Na

EPA Home | Privacy and Security Motice | Contact Us

To view your Copy of Records, click the “Copy of Records” link provided on the left side
navigation menu as seen in Figure 6-1. Figure 6-2 will display.
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Figure 6-2 Copy of Record Search

e EP Logged in as, DCFUELOT (Logout)
\’ J \ United States Environmental Protection Agency

OTAQ DC Fuels [EAContact Us

You are here: Copy of Records
File Upload

S — Copy of Records - Search

MyCDX _ Search Criteria. Use one or more search criteria to limit the amount of search

Inbox results.

Change Password Transaction [D: |

FAQ Transaction Status:

Help & Support Document Marne:

CDX Home .
Company/Entity Name:

Terms & Conditions

EP& Company/Entity [D:

Logout

RCO Email:

RCO Mame:

Eeport Status:

Certification Type: Select

Start Date: |

End Date:

You can search for a Copy of Record by using any of the following search criteria:

e Transaction ID

e Transaction Status

e Document Name

e Company/Entity Name
e EPA Company/Entity ID
e RCO Email

¢ RCO Name

e Report Status

o Certification Type

o Start Date

e End Date
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To limit your search criteria to a specific Certification Type, click the “Select” link next to
Certification Type. Figure 6-3 will display.

Figure 6-3 Search by Certification Type

L ol |u_,|,l,uEua ETTTOTe T
Protectlon Agencywould be notified in writing if certain |m’0rmat|0n in thls notlﬁcatlon were fo change." and, if applicable, "This fuel
manufacturer will not represent, directly orindirectly, in any notice, circular, letter, or otherwritten communication, or any written, aral,
aor pictarial naotice, or other announcement in any publication or by radio or television, that registration of this fuel constitutes
endorsement, cedification, or approval by any agency of the United States”

= Renewable Fuel Standard {RFS1) 40 CFR Part 80, Subpart K
O " certify that, to the hest of my knowledge, the infarmiation included in this submission meets all applicable requirernents of 40 CFR
Part 80, Subpart K"

= Renewable Fuel Standard (RFS2) 40 CFR Part 80, Subpart M
O certify that, to the hest of my knowledge, the information included in this submission meets all applicable requirements of 40 CFR

Part 80, Subpart M.

% Green House Gas Mandatory Reporting Rule 40 CFR Part 98, Subpart M
"l arm authorized to make this submission on behalf of the owners and operators of the facility or supplier, as applicahle, forwhich
the submission is made. | cedify under penalty of law that | have personally examined, and am familiar with, the statements and
information submitted in this document and all its attachments. Based on my inguiry ofthose individuals with primary responsibility
for obtaining the information, | cedify that the statements and information are fo the best of my knowledge and belieftrue, accurate,
and complete. | am aware thatthere are significant penalties for submitting false statements and information or omitting required
staterments and information, including the possibility of fine or imprisonment.”
Mote to Agents
The designated representative or alternate designated representative must sign {i.e., agree to) this cerification statement. Ifyou are
an agent and you click on "SUBMIT', you are not agreeing to the cerdification statement, but are submitting the cedification statement
on hehalfofthe designated representative or alternate designated representative who is agreeing to the cerification statement. An
agentis only authorized to make the electronic submission on behalf of the designated representative, notto sign {i.e., agree to) the
certification statement.

T Ta
This is atest submission. By selecting test, you are superseding any other report cerification selection in this submission. In the
event you submit a reportfile and select this test language, vour file will not be deemed as submitted and you may face penalties for
not filing reparts "

If you decide to search for a Copy of Record by the particular Certification Type then click the

expand/collapse icon ¥ next to the specific Program header. You can only select one
Certification Type during a single search. Select the radio button next to the Certification Type
and click the “OK” button. Figure 6-4 will display.
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Figure 6-4 Selected Certification Type

Logged in as, DCFUELDT (Logout)

2 )
N
\’ United States Environmental Protection Agency

OTAGQ DC Fuels [AContact Us

You are here: Copy of Eecords

Copy of Records - Search

MyCDX _ Search Criteria. Use one or more search criteria to limit the amount of search

File Upload

Copy of Records

Inbox
Change Password
FAQ

Help & Support

results.

Transaction 1D

Transaction Status:

Document Nare:

CDXH
ame Company/Entity Mame:

Terms & Conditions

EFP& Cormpany/Entiny 1D:

Logout

RO Email:

RCO Mame:

Eepart Status:

Certification Type: Select

Test

"This is a test submission. By selecting test, you are superseding any other report certification
selection in this submission. In the event you submit a report file and select this test language,
wour file will not be deemed as submitted and you may face penalties for not filing reports.”

Start Date: | =

End Drate: |Iﬂ

As seen in Figure 6-4, the selected Certification Type will display next to Certification Type.

Use multiple search criteria to limit the amount of search results. Enter your search criteria and
click the “Search” button. Figure 6-5 will display.

Click the “Reset” button to clear all data entered on the page.

July 18, 2011
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Figure 6-5 Copy of Record Submission List

Logged in as, DCFUELOT (Logout)

H
S
\’ United States Environmental Protection Agency

OTAQ DC Fuels EAdContact Us

You are here: Copy of Eecords #5earch Results

Copy of Records - Submission Details

File Upload

Copy of Records

MyCDX — CDX Otaq Submissions List

Inbox One itern found. 1
CompanyfEntity _ Report _ View

* * %
Mame Status Details

e _480a08e- 2011-05-16 test doc 2.docx DC Fuel Test Company  Original

abdg-4f63-8438- 15:32:30.507
a0Shc1345950

Change Password Transaction Id # Time + DocumentMName *

Help & Support

CDX Home

Terms & Conditions

Logout

EPA Homme | Privac Security Motic Contact Us

The “Copy of Record Submission List” displays all of the DC FUEL submissions that match the
search criteria provided in Figure 6-2.

You can sort the results by Transaction 1D, Time, Document Name, Company/Entity Name, or
Report Status by clicking on either the column header link or the sort icon as seen in Figure 6-6.

Figure 6-6 Sort Copy of Record Submissions List

CompanyfEntity , Eeport | View -

|Transactinn Id ¢I Time +« DocumentName ¥ > .
HName Status Details

To view further details for a submission, click the “Details” link in the View Details column.
Figure 6-8 will display.
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6.2 Copy of Record Submission Details

Figure 6-7 Security Warning

() I PA Logged in as, DCFUELTESTERS {
N
\’ United States Environmental Protection Agency

OTAQ DC Fuels

File Upload You are here: Copy of Eecords » Search Results »Submission Details

SRR Copy of Re
My CDX Warning - Security
r Company

Copy of Records

Inbox The application's digital signature cannot be verified.

C E i i
Change Password ompany/E| Do you want to run the application?
CamparnyE

[AContact Us

FAQ

EPA Compal Name: gov.epa.cdx. cromerr. applet. ChooseDirectaryApplet
Help & Support

— Publisher: UMKNOWN
e RCO details

From: https:ffdevngn.epacdxnode. net
Terms & Conditions RCO Mame:

Legout RCO Title:

RCO Ermail: Run

RCO Phone:

—2—  This application will run with unrestricted access which may put
W your personal information at visk, Run this application only if you Mare Information...
trust the publisher,

RCO Fax:

eral com

|— Report Information-

Similar to the File Upload page, you will be prompted with a Security Warning before the
application allows you to proceed with the download process (see Section 4.3 for browser
specific warnings). Click the “Run”, “Trust” or “Allow” button. Figure 6-8 will display.
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Figure 6-8 Copy of Record Submission Details

Fe Y EP Logged in as, DCFUELOT (Logout)
o A
\’ United Stz nvironmental Protection Agency

OTAQ DC Fuels EContact Us

Hi=plcad You are here: Copy of Eecords # Search Eesults » Submission Details

Copy of Records

Copy of Records - Submission Details

My CDX

— Company, RCO and User Information:
Inbox

Change Password Company/Entity Information: User Information:

@ Company/Entity Mame:  DC Fuel Test Company  Mame (First Middle Last):  John Test

EPA Company/Entity 1D 3254 Address 1: 2000 Test Street
Help & Support

CDX Home Address 2:
RCO details:
Terms & Conditions RCO Mame: John Test

Logout

City, State Zip: Tampa Bay FL, 33333

Phone Mumber: 3333333333
RCO Title: Fresident

Fax Mumber:
EC0O Email:  johntest@test.com

E-Mail Address: JohnTest@testaccount.cam
RCO Phone: 123-123-1234

CD¥ User ID: DCFUELGT
RCO Fax 321-321-4321

ls Agent: Mo

— Report Information:

Dacument Mame: July 15 Submission Test 2.doc

Transaction |d: _eeaf? 545-35c9-400d-87fb-01655c1 28055

Subrnission Tirme: 20771-07-15 0% 28:07.502

Fepart Status: Original

Comments:

Certification Type: Test
'This is a test submission. By selecting test, you are superseding any other report certification
selection in this submission. In the event vou submit a report file and select this test language, vour
file will not be deemed as submitted and you may face penalties for not filing reports.”

— Retrieve Copy of Record:

Document Mame: July 15 Submission Test 2. doc

Choose Download Location: |

| [ Browse...

EPA Home | Pr and Secy ce | Contact Us

The “Copy of Records Submission Details” page displays a summary of the report information
for the selected Copy of Record.

6.3  Select Download Location

If you have not received an email notification stating that your Copy of Record is available for
download then Figure 6-9 will display in the Retrieve Copy of Record section.

Figure 6-9 Copy of Record Not Yet Ready for Download

Retrieve Copy of Record-
’7(30;3\; of Eecord is MOT Y¥ET READY for download.
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If you have received an email notification stating that your Copy of Record is available for

download then Figure 6-10 will display.
Figure 6-10 Copy of Record Ready for Download

Retrieve Copy of Record:

Test Document 4. docx
| I [ Browse... ]

To download the Copy of Record, click the “Browse” button. Figure 6-11 will display.
Figure 6-11 Choose Download Location

jennifer. paine@cgifederal. com

Document Mame:
Choose Download Location

RCO Phone: 123-123-1234 E-Mail Address:
COX User ID: DCFUELTESTER3

RCO Fax: 321-321-4321

true

Look in: | 3 My Computer

ae# Local Disk (C:)
2 DVD-RAM Drive (D:)

[ Open ]

File name: |

~ | [ Cancel ]

Files of type: | Al Files

EPA Home | Privacy and Security Mo Contact Us

Select the download location for the Copy of Record and click the “Open” button. Figure 6-12

will display.
Figure 6-12 Download Location Selected

Retrieve Copy of Record:

Document Mame: Test Document 4. docx

Choose Download Location |C:'|,my_data'|,DownIoads

. Download .

The selected file location will display in the Download Location. Click the “Download” button.
Figure 6-13 will display.

| I Browse...
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6.4 Download and Decrypt

Upon selecting your download location, you will then be directed through the Download and
Decrypt process. The first step of the Download and Decrypt process is authentication. See

Figure 6-13.

Reminder: Files may be submitted from any machine however you will only be able to access the copy of
records for the submitted documents from the specific machine for a submission unless the key file is copied
into the same location of another machine. Please refer to Section 4.7 for complete details.

Figure 6-13 Authentication

Download and Decrypt Widget

1. Login into CDX

User:
DCFUELTESTERZ

Password:

&

This page requires you to verify your CDX identity. The page displays your CDX User ID and a
field to provide your CDX password.

If you enter an incorrect password, you will be prompted with the error message seen in Figure
6-14. After three failed attempts, your CDX account will be locked. To unlock your account,
contact the CDX Help Desk at 888-890-1995 or heldesk@cdx.net.

Enter your CDX user account password and click the “Login” button. Figure 6-15 will display.
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Figure 6-14 Failed Authentication

Download and Decrypt Widget

1. Login into CDX
User:
DCFUELTESTERS

Password:

Combination of username and password
is incorrect.

Figure 6-15 Answer Secret Question

Download and Decrypt \Widget

1. Login into CDX 2. Answer Secret Question

User: Queastion:
DCFUELTESTERZ What is the first and middle name of
Password: your oldest sibling?

[TTTTTITTT ] Answer:

&=

The next step is to provide the answer to your secret question. The page will display one of the
five secret questions you chose during your eSignature PIN verification (refer to Section 3.2).
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If you enter an incorrect password, you will be prompted with the error message seen in Figure
6-16. After three failed attempts, your CDX account will be locked. To unlock your account,
contact the CDX Help Desk at 888-890-1995 or heldesk@cdx.net.
Enter the answer you provided during your eSignature PIN verification and click the “Answer”
button. Figure 6-17 will display.

Figure 6-16 Incorrect Answer to Secret Question

Download and Decrypt Widget

1. Login into CDX 2. Answer Secret Question

User: Question:
DCFUELTESTERS Where did you first meet your spouse?

Passwaord: ANSWES

ssssenens Wrong

Your answer is not correct,
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Figure 6-17 Download and Decrypt

Download and Decrypt Widget

1. Login into CDX 2. Answer Secret Question 3. Download and Decrypt

User: Question:
DCFUELTESTERS Vhat is the first and middle name of

Password: your oldest sibling?

Answer:
Test

The final step is to decrypt your submission. Click the “Decrypt” button. Figure 6-18 will
display.
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CENTRAL DATA
EXCHANGE

Figure 6-18 Files Downloaded and Decrypted

\e.'EPA United Stz T : tion Agency

OTAQ DC Fuels EContact Us

Hi=pplcad You are here: Copy of Eecords # Search Eesults #»Submission Details

Copy of Records - Submission Details

— Company, RCO and User Information:

Copy of Records

MyCDX

Inbox

Change Password CompanyfEntity Information: User Information:

@ Company/Entity Mame:  DC Fuel Test Company  Mame (First Middle Last):  John Test

EPA Company/Entitg 1D 3254 Address 1: 2000 Test Street
Help & Support

CDX Home Address 2:
RCO details:
Terms & Conditions RCO Mame: John Test

Logout

City, State Zip: Tampa Bay FL, 33333

Phone Mumber: 3333333333
RCO Title: Fresident

Fax Murber:
ECO Email:  johntesti@®rest.com

E-Mail Address: JobnTest@testaccount. com
RCO Phone: 123-123-1234

CD¥ User ID: DCFUELGT
RCO Fax 321-321-4321

Is Agent: Ma

— Report Information-

Dacument Mame: July 15 Submission Test 2.doc

Transaction |d: _eeaf? 545-35c9-400d-87fb-01655c1 28055

Submission Time: 2077-07-15 05:28:07.502

Fepart Status: Original

Cornments:

Certification Type: Test
"This is a test subrmission. By selecting test, you are superseding any other report certification
selection in this submission. In the event you submit a report file and select this test language, your
file will not be deemed as submitted and wou may face penalties for not filing reports.”

— Retrieve Copy of Record:

Files were download and decrypred succesfully |

Dacument Mame: July 15 Submission Test 2. doc
Choose Download Location:

|Record Downloads)July 15, 2011 ‘ [ Browse. ..

EP& Home | Priu

The Copy of Record will be downloaded to the designated download location. The Retrieve
Copy of Record section will state that the files were downloaded and decrypted successfully as
seen in Figure 6-18.

Navigate to the download location. Figure 6-19 will display.
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CENTRAL DATA
EXCHANGE

Figure 6-19 Navigate to Download Location

& Copy of Record Downloads

File Edit ‘“iew Favorites Tools  Help

eBack h w\) lﬁ L_j‘ J pSearch H:‘ Folders v

Address || Crimy_datalCopy of Record Downloads

v|G0

File and Folder Tasks |=]iTest Document 4-signature, xml |

5 Make & v Folder i—,QTest Documnent 4, docs

&3 Publish this folder to the
‘Wb

4 Share this Folder

Other Places

[E] My Documents

3 My Cornputer

H Iy Metwork Places

Details S

Copy of Record Downloads
File: Folder

Drate Modified: Today, June 14,
2011, 231 PM

Folder Size | Type
FKE XML Document

Microsoft Office Wa...

Date Modified

6142011 9:30 PM
6/14/2011 2:20 PM

Congratulations! You have successfully downloaded your DC FUEL submission Copy of

Record. Open the file to view the Copy of Record.
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7 Support Information
For frequently asked questions about the content, formats, or policies for the Office of
Transportation and Air Quality (OTAQ) please reference the Fuels Program website at
http://www.epa.gov/otag/fuels.htm.
You may also contact the EPA Fuels Program Support Line at 202-343-9755 or by sending an
email to EPAFuelsPrograms@epa.gov.
For any general or technical questions related to the Central Data Exchange you may contact any
of the following:
e Telephone - Person-to-person telephone support is available from the CDX Help Desk 8:00
am to 6:00 pm EST. Call our toll-free line at 888-890-1995.
e Email - Send e-mail to Technical Support at helpdesk@epacdx.net with “Technical Support”
in the Subject line.

e Fax - Assistance requests are accepted 24 hours a day at 703-227-4199. Support personnel
will respond to faxed requests Monday through Friday from 8:00 am to 6:00 pm EST.
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