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DISCUSSION DRAFT OF H.R. ,» A BILL TO
REQUIRE GREATER PROTECTION FOR SEN-
SITIVE CONSUMER DATA AND TIMELY NO-
TIFICATION IN CASE OF BREACH

WEDNESDAY, JUNE 15, 2011

HOUSE OF REPRESENTATIVES,
SUBCOMMITTEE ON COMMERCE, MANUFACTURING, AND
TRADE,
COMMITTEE ON ENERGY AND COMMERCE,
Washington, DC.

The subcommittee met, pursuant to call, at 10:30 a.m., in room
2322, Rayburn House Office Building, Hon. Mary Bono Mack
(chairwoman of the subcommittee) presiding.

Present: Representatives Bono Mack, Blackburn, Stearns, Bass,
Harper, Lance, Cassidy, Guthrie, Olson, Pompeo, Kinzinger,
Butterfield, Gonzalez, Dingell, Towns, Rush, Schakowsky, and
Waxman (ex officio).

Staff Present: Allison Busbee, Legislative Clerk; Paul Cancienne,
Policy Coordinator, CMT; Brian McCullough, Sr. Professional Staff
Member, CMT; Gib Mullan, Chief Counsel, CMT; Shannon
Weinberg, Counsel, CMT; Michelle Ash, Democratic Chief Counsel,
Felipe Mendoza, Democratic Counsel; and Will Wallace, Democratic
Policy Analyst.

Mrs. BoNO MACK. Good morning. The subcommittee will now
come to order. Today hackers and online thieves are giving more
meaning to the phrase silent crime. It is my hope that we will join
together, raise our voices and, like after Peter Finch in the movie
“Network,” shout out the window, we are mad as hell, and we are
not going to take this anymore. Americans deserve nothing less.

[The discussion draft follows:]
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[DISCUSSION DRAFT]

JUNE 10, 2011

1121 CONGRESS
18T SESSION H. R. ;

To proteet consumers by requiring reasonable security pelicies and procedures
to proteet data containing personal information, and to provide for na-
tionwide notice in the event of a security breach.

IN THE HOUSE OF REPRESENTATIVES

Mrs. BONO MACK introduced the following bill; which was referred to the
Committee on

A BILL

To protect consumers by requiring reasonable security poli-
cies and procedures to protect data containing personal
information, and to provide for nationwide notice in the
event of a security breach.

1 Be it enacted by the Senate and House of Represenia-
2 tives of the United States of America in Congress assembled,
3 SECTION 1. SHORT TITLE.

4 This Act may be cited as the “Secure and Fortify
5 Electronic Data Act” or the “SAFE Data Act”.

FAVHLOW61011\061011.245.xmi (49971615}
June 10, 2011 (5:25 p.m.)
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1 SEC. 2. REQUIREMENTS FOR INFORMATION SECURITY.

2 (a) GENERAL SECURITY Poricies AND Proce-
3 DURES.—
4 (1) ReGurATIONS.—Not later than 1 year after
5 the date of enactment of this Aect, the Commission
6 shall promulgate regulations under section 553 of
7 title 5, United States Code, to require any person
8 engaged in interstate commerce that owns or pos-
9 sesses data containing personal information related
10 to that commercial activity, including an information
11 broker and any third party that has contracted with
12 such person to maintain such data on behalf of such
13 person, to establish and implement policies and pro-
14 cedures regarding information security praetices for
15 the treatment and protection of personal informa-
16 tion, taking into consideration—
17 {A) the size of, and the nature, scope, and
18 complexity of the activities engaged in by, such
19 person;
20 (B) the eurrent state of the art in adminis-
21 trative, technical, and physical safeguards for
22 protecting such information; and
23 (C) the cost of implementing such safe-
24 guards.
T\VHLC\061011\061011.245.m!  (48971618)

June 10, 2011 {5:25 p.m.)
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(2) DATA SECURITY REQUIREMENTS.—Such

regulations shall require the policies and procedures

to include the foHovﬁng:

(A) A security policy with respect to the
collection, use, sale, other dissemination, and
maintenanee of such personal information.

(B) The identification of an officer [or
other individuall as the point of contact with
responsibility for the management of informa-
tion security.

(C) A process for identifying and assessing
any reasonably foreseeable vulnerabilities in
each system maintained by such person that
contains such data, which shall include regular
monitoring for a breach of security of each such
system.

(D) A process for taking preventive and
corrective action to mitigate against any
vulnerabilities identified in the process required
by subparagraph (C), which may include imple-
menting any changes to security practices and
the architecture, installation, or implementation
of network or operating software.

(E) A process for disposing of data in elec-

tronic form containing personal information by

(49971615}
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4
shredding, permanently erasing, or otherwise
modifying the personal information contained in
such data to make such bersonal information
permanently unreadable or indecipherable.

(F') A standard method or methods for the
destruction of paper documents and other non-
electronic data containing personal information.
[(3) DATA MINIMIZATION REQUIREMENTS.—A

person subject to the requirements under paragraph
(1) shall establish a plan and procedures for mini-
mizing the amount of data containing personal infor-
mation maintained by such person. Such a plan and
procedures shall provide for the retention of sueh
personal information only as reasonably needed for
the legitimate business purposes of such person or
as necessary to comply with any legal obligation, ]
(b) TREATMENT OF ENTITIES GOVERNED BY HIPAA
AND GRAMM-LEACH-BLILEY.—Any person who is subject
to the requirements of part C of title XI of the Social
Security Act 42 U.S.C. 1301 et seq.) or title V of the
Gramm-Leach-Bliley Act (15 U.S.C. 6801 et seq.) to
maintain standards and safeguards for information secu-
rity and protection of personal information shall be ex-
empt from the requirements of this Act for any activities

governed by such requirements under such Aets.

FAVHLCO81011\061011.245. xmi {49971615)
June 10, 2011 (5:25 p.m.)
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(¢) EXEMPTION FOR (CERTAIN SERVICE PRO-
VIDERS.—Nothing in this section shall apply to a service
provider for any electronié communication by a tﬁird party
that is transmitted, routed, or stored in intermediate or
transient storage by such service provider.

SEC. 3. NOTIFICATION AND OTHER REQUIREMENTS IN THE
EVENT OF A BREACH OF SECURITY,

(a) REQUIREMENTS IN THE EVENT OF A BREACH OF
SECURITY.—Any person engaged in interstate ecommerce
that owns or possesses data in electronic form containing
personal information related to that commercial activity,
following the discovery of a breach of security of any sys-
tem maintained by such person that contains such data,
shall—

(1)(A) notify appropriate law enforecement offi-

cials of the breach of security not later than 48

hours after such discovery, unless the breach of se-

curity involved only inadvertent access to or inad-
vertent acquisition of data by an employee or agent
of such person; and

(B) if the person subsequently determines that
the breach of security was not inadvertent, notify
appropriate law enforcement officials of the breach
of security not later than 48 hours after such deter-

mination;

FAVHLC\081011\061011.245.xmi (49971615)
June 10, 2011 (5:25 p.m.}
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6
1 (2) assess the nature and scope of such a
; 2 breach of seeurity, take such steps necessary to pre-
3 vent further breach or unautbor‘ized disclosures, and
4 reasonably restore the integrity of the data system;
5 and
6 (3) not later than 48 hours after completing the
7 assessment required under paragraph (2), if the per-
8 son determines, based on such assessment, that the
9 breach of secnrity presents a reasonable risk of iden-
10 tity theft, fraud, or other unlawful conduet—
11 {A) notify the Commission; and
12 (B) begin to notify as promptly as possible,
13 subject to subseetion (¢), each individual who is
4 a eitizen or resident of the United States whose
15 personal information was aequired or accessed
16 as a result of such a breach of security.
17 (b) SPECIAL NOTIFICATION REQUIREMENTS.—
18 (1) THIRD PARTY AGENTS.—In the event of a
19 breach of security of any third party entity that has
20 contracted with a person to maintain or process data
21 in electronic form econtaining personal information
22 on behalf of such person, such third party entity
23 shall be required to notify such person of the breach
24 of security. Upon receiving such notification from
FAVHLCY0610111061011.245.xmt (49971615)

June 10, 2011 (5:25 p.m.)
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i the third party, such person shall take the actions
2 required under subsection (a).

3 (2) SERVICE PROVIDERS.—-I‘E a serviee‘provider'
4 becomes aware of a breach of security of data in
5 electronic form containing personal information that
6 is owned or possessed by another person that con-
7 nects to or uses a system or network provided by the
8 service provider for the purpose of transmitting,
9 routing, or providing intermediate or transient stor-
10 age of such data, such service provider shall be re-
11 quired to notify of such a breach of security only the
12 person who initiated such eonnection, transmission,
13 routing, or storage if such person can be reasonably
14 identified. Upon receiving such notification from a
15 gervice provider, sueh person shall take the action
16 required under subsection {(a).

17 (3) COORDINATION OF NOTIFICATION WITH
18 CREDIT REPORTING AGENCIES~—If a person is re-
19 quired to provide notification to more than 5,000 in-
20 dividuals under subsection (a)(3)(B), the person
21 shall also notify the major credit reporting agencies
22 that compile and maintain files on consumers on a
23 nationwide basis of the timing and distribution of
24 the notices. Such notice shall be given to the credit
25 reporting agencies without unreasonable delay and,

FAVHLCWB1011\061011.245.xml (49971615}

June 10, 2011 (6:25 p.m.)
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1 if it will not delay notice to the affected individuals,
2 prior to the distribution of notices to the affected in-
3 dividuals. ‘

4 (¢) DELAY OF NOTIFICATION AUTHORIZED FOR LAW
5 ENFORCEMENT OR NATIONAL SECURITY PURPOSES.—

6 (1) Law ENFORCEMENT.—If a Federal, State,
7 or local law enforcement agency determines that the
8 notification required under subsection (a)(3)(B)
9 would impede a civil or eriminal investigation, such
10 notification shall be delayed upon the request of the
11 law enforecement agency for 30 days or such lesser
12 period of time which the law enforcement agency de-
13 termines is reasonably necessary. The law enforce-
14 ment agency shall follow up such a request in writ-
15 ing. A law enforcement agency may, by a subsequent
16 written request, revoke such delay or extend the pe-
17 riod of time set forth in the original request made
18 under this paragraph if further delay is necessary.
19 (2) NATIONAL SECURITY.—If a Federal na-
20 tional security agency or homeland security agency
21 determines that the notification required under sub-
22 section (a)(3)}(B) would threaten national or home-
23 land seeurity, such notification may be delayed for
24 a period of time which the national security ageney
25 or homeland security agency determines is reason-

FAVHLC\06101 1\061011.245.xml (49971615}

June 10, 2011 (5:25 p.m.)
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9
1 ably necessary. The national security ageney or
2 homeland seeurity ageney shall follow up such a re-
3 quest in writing. A Federal national security agency
4 or homeland security agency may revoke such delay
5 or extend the period of time set forth in the original
6 request made under this paragraph by a subsequent
7 ' written request if further delay is necessary.
8 (d) METHOD AND CONTENT OF NOTIFICATION —
9 (1) DIRECT NOTIFICATION.—
10 (A) METHOD OF NOTIFICATION.—A person
11 required to provide notification to individuals
12 under subsection (a)(1)(B) shall be in compli-
13 anee with such requirement if the person pro-
14 vides eonspicuous and clearly identified notifica-
15 tion by one of the following methods (provided
16 the selected method ean reasonably be expected
17 to reach the intended individual):
18 (1) Written notification.
19 (i1) Notification by email or other
20 electronic means, if—
21 (I) the person’s primary method
22 of communication with the individual
23 is by email or such other electronic
24 means; or
FAVHLC\UB1011\061011.245,xmi (49971615)

June 10, 2011 (5:25 p.m.}
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10

1 (IT) the individual has consented
2 to receive such uotification and the
3 notification is prdvided in a manner
4 that is consistent with the provisions
5 permitting electronic transmission of
6 notices under section 101 of the Elec-
7 tronie Signatures in Global Commerce
8 Act (15 U.B.C. 7001).

9 (B) CONTENT OF NOTIFICATION.—Regard-
10 less of the method by which notification is pro-
i1 vided to an individual under subparagraph (A},
12 such notification shall include—

13 (i) a description of the personal infor-
14 mation that was acquired or accessed by
15 an unauthorized person;

16 (i1} a telephone number that the indi-
17 vidual may use, at no cost to such indi-
18 vidual, to contact the person to inquire
19 about the breach of security or the infor-
20 mation the person maintained about that
21 individual;

22 (1ii) notice that the individual is enti-
23 tled to receive, at no cost to such indi-
24 vidual, eonsumer credit reports on a guar-
25 terly basis for a period of 2 years, or credit

fAVHLCI0B1011\061011.245.xml (40971618

June 10, 2011 (5:256 p.m.)
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[Discussion Draft]
11

monitoring or other service that enables
consumers to detect the misuse of their
personal information for a periéd of 2
years, and instructions to the individual on
requesting such reports or service from the
person, except when the only information
which has been the subjeet of the security
breach is the individual’s first name or ini-
tial and last name, or address, or phone
number, in combination with a credit or
debit card number, and any required secu-
rity code;

(iv) the toll-free contact telephone
numbers and addresses for the major cred-
1t reporting agencies; and

(v) a toll-free telephone number and
Internet website address for the Commis-
sion whereby the individual may obtain in-

formation regarding identity theft.

(2) SUBSTITUTE NOTIFICATION.—

(A) CIRCUMSTANCES GIVING RISE TO SUB-

STITUTE NOTIFICATION.—A person required to
provide notification to individuals under sub-

section (a)(1) may provide substitute notifica-

in lieu of the direct notification required by

15)
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12
1 paragraph (1) if the person owns or possesses
2 data in electronic form containing personal in-
3 formation of fewer than 1,000 individuals and
4 such direet notification is not feasible due to—
5 (i) excessive cost to the person re-
6 quired to provide such notification relative
7 to the resources of such person, as deter-
8 mined in accordance with the regulations
9 issued by the Commission under paragraph
10 {3)(A); or
11 (i1) lack of sufficient contaet informa-
12 tion for the individual required to be noti-
13 fied.
14 (B) ForM OF SUBSTITUTE NOTIFICA-
15 TION.—Such substitute notification shall in-
16 clude—
17 (i) email notification to the extent
18 that the person has email addresses of in-
19 dividuals to whom it is required to provide
20 notification under subsection (a)(1);
21 (i1) a conspicuous notice on the Inter-
22 net website of the person (if such person
23 maintains such a website); and
24 (iii) notification in print and ‘to broad-
25 cast media, including major media in met-
fAVHLC\0B1011\061011.245.xm! (49971615

June 10, 2011 (5:25 p.m.}
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13

1 ropolitan and rural areas where the indi-
2 viduals whose personal information was ae-
3 quired residé. .

4 (C) CONTENT OF SUBSTITUTE NOTICE.—
5 Bach form of substitute notice under this para-
6 graph shall include—

7 (1) notice that individuals whose per-
8 sonal information is included in the breach
9 of security are entitled to receive, at no
10 cost to the individuals, consumer credit re-
11 ports on a quarterly basis for a period of
12 2 years, or credit monitoring or other serv-
13 ice that enables consumers to deteet the
14 misuse of their personal information for a
15 period of 2 years, and instructions on re-
16 questing such reports or service from. the
17 person, except when the only information
18 which has been the subject of the security
19 breach is the individual’s first name or ini-
20 tial and last name, or address, or phone
21 number, in combination with a credit or
22 debit card number, and any required secu-
23 rity code; and
24 (i) a telephone' number by which an
25 individnal can, at no cost to such indi-

fAVHLCWOB1011\061011.245xml  (46971615)

June 10, 2011 (5:25 p.m.)



15

FABIY\1 12COM\DATA\DATA _01. XML [Discussion Draft]

O~y v R W e

W N e QOO 00 NN A R W N e O

FAVHLC\081011\061011.245.xmi
June 10, 2011 (5:25 p.m.)

14

vidual, learn whether that individual’s per-

sonal information is included in the breach

of security. '
(3) REGULATIONS AND GUIDANCE.—

(A) REGULATIONS.—Not later than 1 year
after the date of enactment of this Act, the
Commission shall, by regulation under section
553 of title 5, United States Code, establish cri-
teria for determining ecircumstances under
which substitute notification may be provided
under paragraph (2), including eriteria for de-
termining if notification under paragraph (1) is
not feasible due to excessive costs to the person
required to provide such notification relative to
the resources of such person. Such regulations
may also identify other circumstances where
substitute notification would be appropriate for
any person, including ecircumstances under
which the cost of providing notification exceeds
the benefits to consumers.

(B) GUipANCE.—In addition, the Commis-
sion shall provide and publish general guidance
with respeet to compliance with this subsection.

Such guidance shall include—

(49971615)
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1 (1) a description of written or email
2 notification that complies with the require-
3 ments of parégra.ph (1); and ‘

4 (ii) guidance on the content of sub-
5 stitute notification under paragraph (2),
6 including the extent of notification to print
7 and broadcast media that complies with
8 the requirements of such paragraph.

9 {e) OTHER OBLIGATIONS FOLLOWING BREACH.—

10 (1) IN GENERAL.—A person required to provide
11 notification under subsection (a) shall, upon request
12 of an individual whose personal information was in-
13 claded in the breach of security, provide or arrange
14 for the provision of, to each such individual and at
15 no cost to such individual—

16 (A) consumer credit reports from at least
17 one of the major eredit reporting agencies be-
18 ginning not later than 60 days following the in-
19 dividual’s request and continuing on a quarterly
20 basis for a period of 2 years thereafter; or
21 (B) a credit monitoring or other serviee
22 that enables consumers to detect the misuse of
23 their personal information, beginning not later
24 than 60 days following the individual’s request
25 and continuing for a period of 2 years.

fAVHLC\061011\061011.245.xm} ‘ (49971615)

June 10, 2011 (5:25 p.m.}
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(2) LiMiTATION.—This subsection shall not
apply if the only personal information which has
been the sﬁbject of the security bréaeh is the individ-
ual's first name or initial and last name, or address,
or phone number, in combination with a credit or
debit card number, and any required security code.

(3) RULEMAKING.—As part of the Commis-
sion’s rulemaking deseribed in subsection (d)(3), the
Commission shall determine the cirecumstances under
which a person required to provide notification
under subsection (a)(1) shall provide or arrange for
the provision of free consumer credit reports or cred-
it monitoring or other service to affected individuals.

(f) EXEMPTION BASED ON ASSESSMENT OF RISK

15 AND PRESUMPTION.—

16 (1) GENERAL EXEMPTION.—A person shall be
17 exempt from the requirements under this section if,
18 following a breach of security, such person deter-
19 mines that there is no reasonable risk of identity
20 theft, fraud, or other unlawful conduct.

21 (2) PRESUMPTION.—

22 (A) IN GENERAL.~—If the data in electronie
23 form containing personal information is ren-
24 dered wunusable, unreadable, or indecipherable
25 through encryption or other security technology

FAVHLC\0B1011061011.245xm)  (49871615)

June 10, 2011 (5:25 p.m.)
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or methodology (if the method of encryption or
such other technology or methodology is gen-
erally accepted byA experts in the ‘information se-
curity field), there shall be a presumption that
no reasonable risk of identity theft, fraud, or
other unlawful conduet exists following a breach
of security of such data. Any such presumption
may be rebutted by facts demonstrating that
the encryption or other seeurity technologies or
methodologies in a specific case have been or
are reasonably likely to be compromised.

(B) METHODOLOGIES OR TECH-

NOLOGIES.

Not later than 1 year after the
date of the enactment of this Aect and bian-
nually thereafter, the Commission shall issue
rules (pursnant to section 553 of title 5, United
States Code) or guidance to identify security
methodologies or technologies which render data
in electronic form unusable, unreadable, or in-
decipherable, that shall, if applied to such data,
establish a presumption that no reasonable risk
of identity theft, fraud, or other unlawful con-
duet exists following a breach of security of
such data. Any such presumption may be rebut-

ted by facts demonstrating that any such meth-

(49971615)
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odology or technology in a specific case has

been or is reasonably likely to be compromised.

In issuing such rules or guidénce, the Commis-

sion shall consult with relevant industries, con-

sumer organizations, and data security and
identity theft prevention experts and established
standards setting bodies.

(3) FTC cuipance.—Not later than 1 year
after the date of the enactment of this Aet the Com-
mission shall issue guidanee regarding the applica-
tion of the exemption in paragraph (1).

(g) WEBSITE NOTICE OF FEDERAL TRADE COMMIS-

SION.~If the Commission, upon receiving notification of
any breach of security that is reported to the Commission
under subsection (a)(2), finds that notification of such a
breach of security via the Commission’s Internet website
would be in the public interest or for the protection of
consumers, the Commission shall place such a notice in
a clear and conspicuous location on its Internet website.

(h) FTC STUuDY ON NOTIFICATION IN LANGUAGES
IN ADDITION TO ENGLISH.—Not later than 1 year after
the date of enactment of this Aect, the Commission shall

conduet a study on the practicality and cost effectiveness

of requiring the notification required by subsection (d}(1)

fAVHLC\081011\061011.245.xmi (49971615}
June 10, 2011 (5:25 p.m.)
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to be provided in a language in addition to English to indi-
viduals known to speak only such other language.

(1) GENERAL RULEMAKING AUTHORITY.—The Com-
mission may pronmlgate regulations necessary under sec-
tion 553 of title 5, United States Code, to effectively en-
force the requirements of this section.

(j) TREATMENT OF PERSONS GOVERNED BY OTHER
Law.—A person who is in complianee with any other Fed-
eral law that requires such person to provide notification
to individuals following a breach of security, and that,
taken as a whole, provides protections substantially similar
to, or greater than, those required under this section, as
the Commission shall determine by rule (under section
553 of title 5, United States Code), shall be deemed to
be in compliance with this section.

SEC. 4. APPLICATION AND ENFORCEMENT.

(a) GENERAL APPLICATION.~—The requirements of
sections 2 and 3 apply to any information broker or other
person engaged in interstate commerce that owns or pos-
ses data containing personal information related to that
commercial activity, or contracts to have any third party
entity maintain such data for sueh person, including—

(1) those persons, partnerships, or corporations

over which the Commission has authority pursuant

f:AWVHLC\061011\061011.245.xmi (49971615}
June 10, 2011 (5:25 p.m.}
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1 to section 5(a)(2) of the Federal Trade Commission
2 Act; and

3 (2) notwithstanding section 4 and section
4 5(a)(2) of that Act (15 U.S.C. 44 and 45(a)(2)),
5 any non-profit organization, including any organiza-
6 tion deseribed in seetion 501(e) of the Internal Rev-
7 erme Code of 1986 that is exempt from taxation
8 under section 501(a) of such Code.

9 (b) ENFORCEMENT BY THE FEDERAL TrRADE CoM-
10 MISSION ~—

11 (1) UNFAIR OR DECEPTIVE ACTS OR PRAC-
12 TICES.—A violation of section 2 or 3 shall be treated
13 as an unfair and deceptive act or practice in viola-
14 tion of a regulation under section 18(a)(1)(B) of the
15 Federal Trade Commission Aet (15 TU.S.C.
16 57a{a)(1)(B)) regarding unfair or deceptive acts or
17 praétices.

18 (2) POWERS OF COMMISSION.~—The Commis-
19 sion shall enforee this Act in the same manner, by
20 the same means, and with the same jurisdiction,
21 powers, and duties as though all applicable terms
22 and provisions of the Federal Trade Commission Aet
23 (15 U.S.C. 41 et seq.) were incorporated into and
24 made a part of this Aect. Any person who violates
25 such regulations shall be subjeet to the penalties and

FAVHLC\0B10111061011.245.xml  (49971615)
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1 entitled to the privileges and immunities provided in
2 that Act.
3 (3) LIMITATION.—In promulgating rules under
4 this Act, the Commission shall not require the de-
5 ployment or use of any specific products or tech-
6 nologies, including any specific computer software or
7 hardware.
8 (¢) ENFORCEMENT BY STATE ATTORNEYS GEN-
9 ERAL.—
10 (1) Cvi ACTION.—In any case in which the
11 attorney general of a State, or an official or agency
12 of a State, has reason to believe that an interest of
13 the residents of that State has been or is threatened
14 or adversely affected by any person who violates see-
15 tion 2 or 3 of this Act, the attorney general, official,
16 or ageney of the State, as parens patriae, may bring
17 a civil action on behalf of the residents of the State
18 in a distriet court of the United States of appro-
19 priate jurisdiction—
20 (A) to enjoin further violation of such sec-
21 tion by the defendant;
22 (B) to compel compliance with such sec-
23 tion; or
24 (C) to obtain civil penalties in the amount
25 determined under paragraph (2).
FAVHLC\061011\061011.245.xmi {499718i5)
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1 {2) CIvVIL PENALTIES.—

2 (A) CALCULATION —

3 (i) TREATMENT OF VIOLATIONS OF
4 SECTION 2.—For purposes of paragraph
5 (1)(C) with regard to a violation of section
6 2, the amount determined under this para-
7 graph is the amount caleulated by multi-
8 plying the number of days that a person is
9 not in compliance with such section by an
10 amount not greater than $11,000.

11 (1) TREATMENT OF VIOLATIONS OF
12 SECTION 3.—For purposes of paragraph
13 (1)(C) with regard to a violation of section
14 3, the amount determined under this para-
15 graph is the amount caleulated by multi-
16 plying the number of violations of such
17 section by an amount not greater than
18 $11,000. Each failure to send notification
19 as required under section 3 to a resident of
20 the State shall be treated as a separate
21 violation.
22 (B) ADJUSTMENT FOR INFLATION.—Be-
23 ginning on the date that the Consumer Price
24 Index is first published by the Bureau of Labor
25 Statisties that is after 1 year after the date of

EWVHLCWE1011\061011.245.xm! (489716
June 10, 2011 {5:25 p.m.)
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enactment of this Act, and each year thereafter,
the amounts specified in clauses (i) and (i1) of
subparagraph (A) shall be increased by thé per-
centage increase in the Consumer Price Index
published on that date from the Consumer
Price Index published the previous year.

(C) MaxXIMUM TOTAL LIABILITY.—Not-
withstanding the number of actions which may
be brought against a person under this sub-
section, the maximum civil penalty for which
any person may be liable under this subsection
shall not exceed—

(i) $5,000,000 for each violation of
section 2; and
(il) $5,000,000 for all violations of
seetion 3 resulting from a single breach of
© security.
(3) INTERVENTION BY THE FTC.—

(A) NOTICE AND INTERVENTION.—The
State shall provide prior written notice of any
action under paragraph (1) to the Commission
and provide the Commission with a copy of its
complaint, except in any case in which such
priof notice is not feasible, in which case the

State shall serve such notice immediately upon

{49971615)
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1 mstituting such aection. The Commission shall
2 have the right—

3 ’ (1) to intervene in thé action;

4 (i1) upon so intervening, to be heard
5 on all matters arising therein; and

6 (iii) to file petitions for appeal.

7 (B) LIMITATION ON STATE ACTION WHILE
8 FEDERAL ACTION IS PENDING.—If the Commis-
9 sion has instituted a civil action for violation of
10 this Act, no State attorney general, or official
11 or agency of a State, may bring an action under
12 this subsection during the pendency of that ac-
13 tion against any defendant named in the com-
14 plaint of the Commission for any violation of
15 this Act alleged in the complaint.

16 (4) CONSTRUCTION.—For purposes of bringing
17 any civil action under paragraph (1), nothing in this
18 Act shall be construed to prevent an attorney gen-
19 eral of a State from exercising the powers conferred
20 on the attorney general by the laws of that State
21 to—
22 (A) eonduct investigations;
23 (B) administer oaths or affirmations; or

FAVHLC\0610111061011.245.xmt (49971615)

June 10, 2011 (5:25 p.m.)
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1 (C) compel the attendance of witnesses or
2 the production of documentary and other evi-
3 dence. - V

4 SEC. 5. DEFINITIONS.

5 In this Act the following definitions apply:

6 (1) BREACH OF SECURITY.~The term “breach
7 of security’” means any unauthorized aceess to or ac-
8 quisition of data in electronic form eontaining per-
9 sonal information.

10 (2) CommIssSION,—The term “Commission”
11 means the Federal Trade Commission.

12 (3) DATA IN ELECTRONIC FORM.—The term
13 “data in electronic form” means any data stored
14 electronically or digitally on any computer system or
15 other database and includes recordable tapes and
16 other mass storage devices.

17 (4) ENCrYPTION.—The term “eneryption”
18 means the protection of data in electronic form in
19 storage or in transit using an encryption technology
20 that has been adopted by an established standards
21 setting body which renders such data indecipherable
22 in the absence of associated cryptographic keys nec-
23 essary to enable decryption of such data. Such
24 encryption must include appropriate management

fAVHLCI0B1011\061011.245.xml (49971615

June 10, 2011 (5:25 p.m.)
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and safeguards of such keys to protect the integrity

of the eneryption.

(5) IDENTITY THEFT.—The term “identity

theft” means the unauthorized use of another per-
son’s personal information for the purpose of engag-
ing in commercial transactions under the name of

such other person.

(6) INFORMATION BROKER.—The term “‘infor-

mation broker’’—

(A) means a commereial entity whose busi-
ness is to collect, assemble, or maintain per-
sonal information concerning individuals who
are not current or former customers of such en-
tity in order to sell such information or provide
access to such information to any nonaffiliated
third party in exchange for consideration,
whether such collection, assembly, or mainte-
nance of personal information is performed by
the information broker directly, or by contract
or subcontract with any other entity; and

(B) does not include a commercial entity to
the extent that such entity proecesses informa-
tion collected by or on behalf of and received
from or on behalf of a nonaffiliated third party

concerning individuals who are current or

(49971615)
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former customers or employees of such third
party to enable such third party directly or
through parties activng‘ on its behalf to: (l)v pfo—
vide benefits for its employees; or (2) directly
transact business with its customers.
(7} PERSONAL INFORMATION.—

(A) DEFINITION.—The term ‘“‘personal in-
formation” means an individual’s first name or
initial and last name, or address, or phone
number, in combination with any 1 or more of
the following data elements for that individual:

(1) Social Security number.

(i1) Driver’s license number, passport
number, military identification number, or
other similar number issued on a govern-
ment document used to verify identity.

(i) Finanecial account number, or
credit or debit card number, and any re-
quired security code, access code, or pass-
word that is necessary to permit access to
an individual’s financial aceount.

[(B) PUBLIC RECORD INFORMATION.—
Sueh term does not inelude public record infor-

mation.]

(49971615)
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(C) MODIFIED DEFINITION BY RULE-

MAKING.—The Commission may, by rule pro-
mulgated under section 553 of title 5, United
States Code, modify the definition of “personal

information” under subparagraph (A)—

(1) for the purpose of section 2 to the
extent that such medification is necessary
to accomplish the purposes of such section
as a result of changes in technology or
practices and will not unreasonably impede
Internet or other technological innovation
or otherwise adversely affect interstate
commerce; or

(ii) for the purpose of section 3, if the
Commission determines that aecess to or
acquisition of the additional data elements
in the event of a breach of security would
create an unreasonable risk of identity
theft, fraud, or other unlawful activity and
that such modification will not unreason-
ably impede Internet or other technological
innovation or otherwise adversely affect

Interstate commerce.

(8) PUBLIC RECORD INFORMATION.—The term

record information” means information

(49971615)
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about an individual is lawfully made available to the
general publiec from Federal, State, or local govern-
ment records ‘ .

(9) SERVICE PROVIDER.—The term ‘‘service
provider” means a person that provides electronic
data transmission, routing, intermediate and tran-
sient storage, or connections to its system or net-
work, where the person providing such services does
not select or modify the content of the electronie
data, is not the sender or the intended recipient of
the data, and such person transmits, routes, stores,
or provides connections for personal information in
a manner such that personal information is undif-
ferentiated from other types of data that such per-
son transmits, routes, or stores, or for which such
person provides such eonnections. Any such person
shall be treated as a service provider under this Act
only to the extent that it is engaged in the provision
of such transmission, routing, intermediate and

trausient storage or connections.

SEC. 6. EFFECT ON OTHER LAWS.

(a} PREEMPTION OF STATE INFORMATION SECURITY

23 Laws—This Act supersedes any provision of a statute,

24 regulation, or rule of a State or political subdivision of

£AVHLC\06101 1\061011.245.xmi {49971615)
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1 a State, with respect to those entities covered by the regu-

2 lations issued pursuant to this Act, that expressly—

. 3 () requifes information securify practices and
4 treatment of data containing personal information
5 similar to any of those required under section 2; and
6 (2) requires notification to individuals of a
7 breach of security resulting in unauthorized access
8 to or acquisition of data in electronic form con-
9 taining personal information.

10 (b) ADDITIONAL PREEMPTION.—-

11 (1) IN GENERAL.—No person other than a per-

12 son specified in section 4(e) may bring a civil action

13 under the laws of any State if such action is pre-

14 mised in whole or in part upon the defendant vio-

15 lating any provision of this Act.

16 (2) PROTECTION OF CONSUMER PROTECTION

17 LAWS.—This subsection shall not be construed to

18 limit the enforcement of any State consumer protec-

19 tion law by an Attorney General of a State.

20 (¢) PROTECTION OF CERTAIN STATE LAwSs.~—This

21 Act shall not be construed to preempt the applicability

22 of—

23 (1 State trespass, contract, or tort law; or

24 (2) other State laws to the extent that those

25 laws relate to acts of fraud.

FAWHLC\0610111061011.245 xml {49871615)
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(d) PRESERVATION OF FTC AUTHORITY.—Nothing
in this Aet may be construed in any way to limit or affect

the Commission’s authority under any other provision of

SEC. 7. EFFECTIVE DATE.

1

2

3

4 law,
5

6 This Act shall take effect 1 year after the date of
7

enaetment of this Act.

FAWVHLC\0681011\061011,245 xmi (49971615)
June 10, 2011 (5:25 p.m.)
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OPENING STATEMENT OF HON. MARY BONO MACK, A REP-
RESENTATIVE IN CONGRESS FROM THE STATE OF CALI-
FORNIA

Mrs. BoNO MACK. The chair now recognizes herself for an open-
ing statement. Sophisticated cyber attacks are increasingly becom-
ing the greatest threat to the future of electronic commerce here
in the U.S. and around the world. That is why Congress must take
immediate steps to better protect the personal online information
of American consumers. It is time for us to declare war on identity
theft and online fraud.

The Secure and Fortify Electronic Data Act, which established
uniform national standards for data security and data breach noti-
fication, is our opening shot. The SAFE Data Act builds on legisla-
tion passed by the House in 2009 but never acted upon in the Sen-
ate. Most importantly, it reflects the changing landscape of data
breaches and data security since that time.

It is an upgraded 2.0 version of data security legislation, encom-
passing many of the lessons learned in the aftermath of massive
data breaches at Sony and Epsilon, which put more than 100 mil-
lion consumer accounts at risk, and those are just the ones that we
know about.

As subcommittee chairman, protection from identity theft and
online fraud is one of my top priorities. Just last week Citigroup,
which has the world’s largest financial services network, revealed
a security breach in which hackers obtained personal information
from hundreds of thousands of accounts. According to law enforce-
ment officials, the hackers were able to gain access to customer
names, account numbers and contact information, such as e-mail
addresses.

Yesterday we learned that an external Web site operated by the
Oak Ridge Nuclear Weapons Plant was victimized by a cyber at-
tack, and earlier this week, the same group which claimed respon-
sibility for attacks on Foxx, PBS and Sony also hacked the Senate’s
public Web site.

In recent years carefully orchestrated cyber attacks intended to
obtain personal information about consumers, especially when it
comes to their credit cards, have become one of the fastest growing
criminal enterprises here in the United States and across the
world. The FTC estimates that nearly 9 million Americans fall vic-
tim to identity theft every year, costing consumers and businesses
billions of dollars annually.

And the problem is only getting worse as these online attacks in-
crease in frequency, sophistication and boldness. As I have empha-
sized throughout our previous hearings e-commerce is a vital and
growing part of our economy. We should take steps to embrace and
protect it, and that starts with robust cybersecurity.

Most importantly, consumers have a right to know when their
personal information has been compromised, and companies and
Oﬁganizations have an overriding responsibility to promptly alert
them.

To that end, the SAFE Data Act first requires companies and
other entities that hold personal information to establish and main-
tain appropriate security policies to prevent unauthorized acquisi-
tion of the data.
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It also requires notification of law enforcement within 48 hours
after discovery of a breach, unless it was an accident or inadvertent
and unlikely to result in harm.

It requires companies and other entities to begin notifying con-
sumers 48 hours after taking steps to prevent further breaches and
determining who has to be notified.

The SAFE Data Act also gives the FTC authority over nonprofits
for purposes of this act only. These organizations often possess a
tremendous amount of consumer information, and they have been
subjected to numerous breaches in the past.

At the same time, we want to work with those affected, as well
as with the FTC, to make sure any new regulations are not bur-
densome for small businesses, especially during these difficult eco-
nomic times.

In addition, we are granting the FTC authority to write rules
that take into account the size and the nature of the data that is
being held online. Clearly, there are obvious differences between
information brokers and local retail businesses, and the rules
should reflect those differences.

The proposed legislation also requires all covered businesses to
establish a data minimization plan providing for the elimination of
consumers’ personal data that is no longer necessary for business
purposes or for other legal obligations.

And finally, the SAFE Data Act preempts similar State laws to
create uniform national standards for data security and data
breach notification. We learned during our recent hearings that
consumer notification is often hampered by the fact that companies
must first determine their obligations under 47 different State re-
gimes.

At the end of the day I, believe this legislation will greatly ben-
efit consumers, businesses and the U.S. economy. Given the grow-
ing importance of e-commerce in nearly everything, we do we can
no longer afford to sit back and do nothing. The time for action is
now.

And at this point, the gentleman from—OK. And inform people
that we do have an overflow room in 2123 for those standing who
prefer to be sitting; again 2123 is the overflow room.

So, at this point, I would like to recognize the gentleman from
California, Mr. Waxman, for his opening statement.

[The prepared statement of Mrs. Bono Mack follows:]

PREPARED STATEMENT OF HON. MARY BoNO MACK

Sophisticated cyber attacks are increasingly becoming the greatest threat to the
future of electronic commerce here in the United States and around the world, and
that’s why Congress must take immediate steps to better protect the personal online
information of American consumers. It’s time for us to declare war on identity theft
and online fraud.

The Secure and Fortify Data Act—which establishes uniform national standards
for data security and data breach notification—is our opening shot.

The SAFE Data Act builds on legislation passed by the House in 2009 but never
acted upon in the Senate. Most importantly, it reflects the changing landscape of
data breaches and data security since that time.

It’s an upgraded, 2.0 version of data security legislation, encompassing many of
the lessons learned in the aftermath of massive data breaches at Sony and Epsilon,
which put more than 100 million consumer accounts at risk—and those are just the
ones we know about.
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As Subcommittee Chairman, protection from identity theft and online fraud is one
of my top priorities. Just last week, Citigroup—which has the world’s largest finan-
cial services network—revealed a security breach in which hackers obtained per-
sonal information from hundreds of thousands of accounts.

According to law enforcement officials, the hackers were able to gain access to
customer names, account numbers and contact information such as e-mail address-
es.

Yesterday, we learned that an external Web site operated by the Oak Ridge Nu-
clear Weapons Plant was victimized by a cyber attack, and earlier this week—the
same group which claimed responsibility for attacks on Fox, PBS and Sony—also
hacked the Senate’s public Web site.

In recent years, carefully orchestrated cyber attacks—intended to obtain personal
information about consumers, especially when it comes to their credit cards—have
become one of the fastest growing criminal enterprises here in the United States
and across the world.

The Federal Trade Commission estimates that nearly nine million Americans fall
victim to identity theft every year, costing consumers and businesses billions of dol-
lars annually. And the problem is only getting worse as these online attacks in-
crease in frequency, sophistication and boldness.

As I have emphasized throughout our previous hearings, E-commerce is a vital
and growing part of our economy. We should take steps to embrace and protect it—
and that starts with robust cyber security.

Most importantly, consumers have a right to know when their personal informa-
tion has been compromised, and companies and organizations have an overriding re-
sponsibility to promptly alert them. To that end, the SAFE Data Act:

Requires companies and other entities that hold personal information to establish
a}Illd glaintain appropriate security policies to prevent unauthorized acquisition of
that data;

Requires the notification of law enforcement within 48 hours after discovery of a
bre}zl;\ch, unless that breach was an innocent or inadvertent breach unlikely to result
in harm;

And it requires companies and other entities to begin notifying consumers 48
hours after taking steps to prevent further breach and determining who has to be
notified.

The SAFE Data Act also gives the Federal Trade Commission authority over non-
profits for purposes of this act only. These organizations often posses a tremendous
amount of consumer information, and they have been subjected to numerous
breaches in the past. At the same time, we want to work with those affected, as
well as the FTC, to make sure any new regulations are not burdensome for small
businesses—especially during these difficult economic times.

In addition, we are granting the FTC authority to write rules that take into ac-
count the size and nature of the data that is being held online. Clearly, there are
obvious differences between information brokers and local retail businesses—and
the rules should reflect those differences.

The proposed legislation also requires all covered businesses to establish a data
minimization plan providing for the elimination of consumers’ personal data that is
no longer necessary for business purposes or for other legal obligations.

And, finally, the SAFE Data Act preempts similar state laws to create uniform
national standards for data security and data breach notification. We learned during
our recent hearings that consumer notification is often hampered by the fact that
companies must first determine their obligations under 47 different state regimes.

At the end of the day, I believe this legislation will greatly benefit consumers,
businesses and the U.S. economy. Given the growing importance of e-commerce in
nearly everything we do, we can no longer afford to sit back and do nothing. The
time for action is now.

OPENING STATEMENT OF HON. HENRY A. WAXMAN, A REP-
RESENTATIVE IN CONGRESS FROM THE STATE OF CALI-
FORNIA

Mr. WaxMAN. Thank you, Madam Chairman.

I have said this at our previous hearing, and I want to repeat
it today: Data security is not a partisan issue; it is something all
of us should care about.
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Last year, there were over 597 data breaches that affected over
12.3 million records. Last Congress, this committee worked to-
gether to pass with bipartisan support a data security bill intro-
duced by Representative Rush. Our bill passed the House in De-
cember of 2009, but the Senate never took it up, so it was not com-
pleted.

The bill we are considering today is based on our bipartisan
House bill from the last Congress. It contains important provisions
that require companies to secure consumers’ personal data and no-
tify them in the case of breaches.

And I commend Chairman Bono Mack for using last year’s bipar-
tisan bill as a starting point. There are new provisions in the
chair’s draft that strengthen last Congress’ bill. For example, the
draft contains a potentially valuable new provision requiring com-
panies to have plans to minimize personal data they retain on indi-
viduals.

Unfortunately, there are some changes in the bill that I fear
weaken the bill rather than strengthen it. And this is a mistake
and one I hope we can fix as we consider this legislation.

Let me raise some of the concerns I have: Under this legislation
before us, Sony still would not have to notify its customers about
its recent security breach. It did not restore the integrity of the
data system for at least 43 days after Sony discovered the breach,
and it still has not fully assessed the nature and scope of its
breach. Notice is not required to the FTC and consumers under the
draft until those steps have been completed.

Well, that is far too long. It does little good to notify consumers
after their identities have already been stolen and make them wait
such a long period of time.

This bill deletes key provisions on information brokers, which are
companies that aggregate personal data about individuals and
make a profit selling that personal information.

It adds unnecessary burdens to the Federal Trade Commission’s
rulemaking process, making it more difficult for new pieces of data
to be deemed, quote, personal.

And there is significant ambiguity regarding the scope of per-
sonal information that a company is required to protect. Under this
legislation companies, including an aggregator of data, are exempt-
ed from the requirements to safeguard personal information any
time that same data can be found in various local county govern-
ment buildings.

Furthermore, this draft creates an uneven playing field with po-
tentially stronger data security and breach notification require-
ments for retailers than for nonbank financial institutions. There
is no reason why financial institutions should be subject to smaller
penalties for violations than retailers.

So I look at it as not a balanced bill overall. It gives businesses
too many protections and consumers not enough. It preempts
strong State laws and replaces them with a weak Federal one.

I hope these deficiencies in the bill can be fixed, and I want to
work with the chair and other members of this committee to pass
as effective a bill as possible, and I am looking forward to the
promised stakeholder process. Today’s hearing will give us a
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chance to get further information about what a bill should and
should not have in its details.

We have a chance to pass meaningful legislation that actually
could make a positive effect on everyone, and we shouldn’t pass up
this opportunity.

I look forward to working with you, Madam Chair.

Mrs. BoNO MACK. I thank the gentleman.

And the chair now recognizes Mr. Stearns for 2 minutes.

OPENING STATEMENT OF HON. CLIFF STEARNS, A REP-
RESENTATIVE IN CONGRESS FROM THE STATE OF FLORIDA

Mr. STEARNS. Thank you, Madam Chairman.

And thank you very much for calling this hearing. Obviously, as
pointed out by yourself and the ranking member, Mr. Waxman,
this is very important that we try to get a bipartisan support for
this.

When I was chairman of this subcommittee, I introduced the
Data Act in 2005, 6 years ago, established to protect unauthorized
access to consumer data. This bill was co-sponsored by both sides
when we marked it up, it was reported out of the full committee
by unanimous consent.

Now, obviously, I would have preferred that we started with my
bill, which is, I think, a bipartisan support product of a broad un-
derstanding of the security issues back in 2005. Now we are work-
ing with possibly a slightly different focused bill, which could be
good, that addresses the recent breaches that occurred both in Sony
and Epsilon. I think we have to be concerned that we not overreact
based upon those two cases.

In both 2006 and 2009, there was bipartisan support for the Data
Act that I had. Now we debate the SAFE Data Act, a bill that I
am concerned has some very good points but also perhaps might
be go too far in some other areas.

Obviously, I will work with the subcommittee, the chair lady, to
improve the bill so it can pass with bipartisan support, like we
have done in the past, so that the committee and the full House
have an opportunity to vote on this. And so I look forward to the
debate, and I look forward to our witnesses.

Thank you, Madam Chair.

Mrs. BoNO MAcK. I thank the gentleman.

The chair recognizes Mr. Olson for 1 minute.

Mr. OLSON. I thank the chair for her tenacious leadership in
bringing forth this draft bill.

I think there is strong agreement that we need to move forward
with Federal data security legislation. Support for Federal legisla-
tion has been bipartisan. My colleague from Florida, Mr. Stearns,
put forth a data security bill in the 109th Congress, which Mr.
Rush introduced in the 110th and 111th Congresses.

And now our chairwoman, Mrs. Bono Mack has put forth a bill
in the 112th Congress.

I appreciate all of the efforts to help move us forward on this im-
portant issue, and I hope we can arrive at a truly bipartisan bal-
anced bill that protects consumers without putting unnecessary
burdens on companies or hindering important uses of data.
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I look forward to continuing our discussion today and hope to be
able to flesh out some issues that have been raised in testimony.
I thank the chair and yield back my time.

Mrs. BoNO MACK. I thank the gentleman.

And the chair recognizes Mr. Butterfield, the ranking member of
the subcommittee, for 5 minutes.

OPENING STATEMENT OF HON. G.K. BUTTERFIELD, A REP-
RESENTATIVE IN CONGRESS FROM THE STATE OF NORTH
CAROLINA

Mr. BUTTERFIELD. I thank the chairman and apologize for being
late.

The only thing I can say is don’t try to go to Union Station at
10:00 on a Wednesday morning.

Madam Chairman, thank you for holding today’s hearing on the
Secure and Fortify Electronic Data Act. This bill includes some of
the same provisions that we saw in H.R. 2221, which passed the
House in the 111th Congress.

However, this draft also removes key consumer protection provi-
sions that weaken the bill and make it less effective.

Americans’ embrace of technology have served as the impetus for
rapid growth of online businesses and services. I can buy a car
without ever seeing it in person. I can pay my bills from one Web
site, and I do it monthly. And I can even have all my data reside
in a cloud, so it is accessible from absolutely anywhere.

In order for e-commerce to work, there must be data exchange
between customer and businesses, including names, addresses, So-
cial Security numbers, dates of birth and so on. The ability to con-
duct business in an online space is an amazing convenience. No one
I know could do without it.

But the failure of some of these businesses to protect their own
network infrastructure and the information demanded of their cus-
tomers has led to opening—to an opening for small but not insig-
nificant group of criminals to exploit and profit from the data these
companies hold. And even those with strong security systems in
place must be vigilant and adaptable to new threats.

During the 109th Congress and subsequent Congresses, members
of this committee worked in a bipartisan fashion to develop the
Data Accountability and Trust Act to address the issue of data se-
curity. In the last Congress, my friend and former chairman of the
committee, subcommittee, Mr. Rush, introduced the data bill,
which ultimately passed the House, but the Senate failed to act.
That bill included special requirements for information brokers, in-
cluding requiring brokers to submit security policies to the FTC
and requiring an annual audit of broker security practices, among
other things.

Striking those key provisions from the bill significantly weakens
the consumer protections it is supposed to provide. Further, the
draft bill defines personal information to exclude information that
is publicly available. In doing so, the bill gives the green light to
data aggregators to continue with business as usual without being
required to have any safeguards in place to protect the data.

Madam Chairman, with over 2,500 data breaches having oc-
curred since 2005, it is clear that the serious work of protecting



39

consumers’ data is something that has taken a back seat in Con-
gress for too long. A Federal standard is important. I will say that
again: A Federal standard is important, and the SAFE Data Act is
a start. I am sorry we are not starting with the text that passed
the House in the last Congress.

Over the next few weeks, Madam Chairman, I hope you will
work with me and my staff to strengthen this draft bill. Together
we can ensure consumer protections while allowing businesses the
flexibility to adapt their policies and procedures in today’s rapidly
evolving information age.

So thank you for having this hearing. I thank the commissioner
for her presence today. And I think I might reserve my time. I am
told that the gentlelady from Illinois is coming. She is not here. I
yield back.

Mrs. BoNO MAcK. I thank the gentleman.

I just want to remind and reinforce to the entire panel that we
intend fully on having a bipartisan product to the best of our abil-
ity and that will be our goal.

So now I would like to turn our focus to the witness table. We
have two panels today. On the first panel, we are honored to have
the Honorable Edith Ramirez, Commissioner at the FTC.

Thank you very much for being here today. You will be recog-
nized for 5 minutes to summarize your statement. And just to—I
am sure you are familiar with the time clock, it is yellow, green,
red, kind of concept. When the light turns yellow, that means you
have 1 minute to start your close.

So, at this point, we are happy to recognize you for your 5-
minute statement.

Ms. RAMIREZ. Good morning.

Mrs. BoNO MACK. And, please, remember to turn your micro-
phone on.

STATEMENT OF EDITH RAMIREZ, COMMISSIONER, FEDERAL
TRADE COMMISSION

Ms. RAMIREZ. Good morning.

Chairman Bono Mack, Ranking Members Butterfield and Wax-
man, and members of the subcommittee, I am Edith Ramirez, a
Commissioner of the Federal Trade Commission. I appreciate the
opportunity to present the commission’s testimony on data security.

I want to thank you, Chairman Bono Mack, and the committee
for your leadership on this important issue.

Before I continue I would like to note that my written testimony
represents the views of the Federal Trade Commission, but my oral
remarks and responses to questions are my own and may not re-
flect the views of the commission as a whole or of other commis-
sioners.

As the Nation’s consumer protection agency, the FTC is com-
mitted to protecting consumer privacy and promoting data security
in the private sector. If companies do not protect the personal infor-
mation they collect and store, information could fall into the wrong
hands, resulting in fraud and other harm and consumers could lose
confidence in the marketplace.

Although data security has recently been in the news, this is not
a new priority for the FTC. To the contrary, for a decade, the FTC
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has undertaken substantial efforts to promote data security in the
private sector through law enforcement, education, policy initia-
tives, and recommendations to Congress to enact legislation in this
area.

Since 2001, the FTC has brought 34 cases charging that busi-
nesses failed to appropriately protect consumers’ personal informa-
tion. This includes a final settlement the commission is announcing
today against Ceridian Corporation, a large payroll processor.
Ceridian’s clients upload their employee sensitive information, in-
cluding Social Security numbers and bank account numbers, which
are stored on Ceridian’s network. The FTC’s complaint charged
that Ceridian didn’t maintain reasonable safeguards to protect this
employee information. As a result, a hacker was able to gain access
to it.

The FTC’s order requires Ceridian to implement a comprehensive
data security program and obtain independent audits for 20 years.

The commission also promotes better data security through con-
sumer and business education. For example, on the consumer edu-
cation front, we sponsor OnGuard Online, a Web site to educate
consumers about basic computer security. Since its launch in 2005,
there have been over 14 million unique visits to OnGuard Online
and its Spanish language counterpart, Alerta en Linea.

We also conduct outreach to businesses, especially small busi-
nesses, to provide practical advice about data security. The com-
mission also engages in policy initiatives to promote data security.

Last December, FTC staff issued a preliminary report proposing
a new framework to improve consumer privacy and data protection.
Among other things, the report advocates privacy by design, which
includes several principles essential to data security. First, compa-
nies, no matter what their size, should employ reasonable, physical,
technical and administrative safeguards to protect information
about consumers. Second, companies should collect only that con-
sumer information for which they have a legitimate business need.
Third, businesses should retain data only as long as necessary to
fulfill the business purpose for which it was collected and should
promptly and securely dispose of data they no longer need.

As to legislation, the commission generally supports Federal leg-
islation, similar to your draft proposal, that would impose data se-
curity standards on companies and require companies in appro-
priate circumstances to notify consumers when there is a security
breach. Reasonable security practices are critical to preventing
data breaches, and if a breach occurs, prompt notification to con-
sumers in appropriate circumstances can mitigate harm such as ID
theft. For instance, in the case of a breach of Social Security num-
bers, notified consumers can request that fraud alerts be placed in
their credit files, obtain copies of their credit reports and scrutinize
their monthly account statements.

The commission is pleased that your draft legislation includes
civil penalty authority to deter violations, APA authority for rule-
making and jurisdiction over nonprofit entities for data security
purposes. I would also like to note that both your draft legislation
and the commission staff’s recent privacy report underscore the im-
portance of data minimization to sound data security practices.



41

The FTC looks forward to working with this committee as it
moves forward on the SAFE Data Act. Thank you, again, for invit-
ing me to be here and for your leadership on these important
issues, and I am pleased to answer any of your questions.

[The prepared statement of Ms. Ramirez follows:]
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L INTRODUCTION

Chairman Bono Mack, Ranking Member Butterfield, and members of the Subcommittee,
I am Edith Ramirez, a Commissioner of the Federal Trade Commission (;‘FTC” or
“Commission”). I appreciate the opportunity to present the Commission’s testimony on data
security, and the Commission thanks you for your leadership on data security issues affecting
today’s consumers.'

As the nation’s consumer protection agency, the FTC is committed to protecting
consumer privacy and promoting data security in the private sector and has brought 34 law
enforcement actions against businesses that allegedly failed to protect consumers’ personal
information appropriately.” Data security is of criticél importance to consumers. If companies
do not protect the personal information they collect and store, that information could fall into the
wrong hands, resulting in fraud and other harm, and consumers could lose confidence in the
marketplace. Accordingly, the Commission has undertaken substantial efforts to promote data
security in the private sector through law enforcement, education, and policy initiatives. Just
today, the Commission finalized two data security orders, and next month, the Commission will
be hosting a forum to explore the issue of identity theft targeting children. This testimony

provides an overview of the Commission’s efforts and reiterates the Commission’s unanimous,

! This written statement represents the views of the Federal Trade Commission. My oral
presentation and responses are my own and do not necessarily reflect the views of the
Commission or of any other Commissioner.

* In addition to these data security cases, in the last fifteen years, the FTC has brought
numerous cases to protect consumer privacy including 64 cases against companies for
improperly calling consumers on the Do Not Call registry; 86 cases against companies for
violating the Fair Credit Reporting Act (“FCRA™); 96 spam cases; 15 spyware cases; and 16
cases against companies for violating the Children’s Online Privacy Protection Act.

1
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bipartisan support for legislation that would require companies to implement reasonable data
security policies and procedures and, in the appropriate circumstances, provide notification to
coﬁsumers when there is a security breach. . l
IL THE COMMISSION’S DATA SECURITY PROGRAM

A, Law Enforcement

To promote data security, the Commission enforces several laws and rules that impose
obligations on businesses that possess consumer data. The Commission’s Safeguards Rule under
the Gramm-Leach-Bliley Act (“GLB Act”), for example, provides data security requirements for
financial institutions,’ and the Fair Credit Reporting Act (“FCRA™) requires consumer reporting
agencies to use reasonable procedures to ensure that the entities to which they disclose sensitive
consumer information have a permissible purpose for receiving that information, and imposes
safe disposal obligations on entities that maintain consumer report information.* In addition, the
Commission enforces the FTC Act’s proscription against unfair or deceptive acts or practices in
cases where a business makes false or misleading data security claims or where its failure to
employ reasonable security measures causes or is likely to cause substantial consumer injury.’

Since 2001, the Commission has used its authority under these laws to bring 34 cases

against businesses that allegedly failed to protect consumers’ personal information

* 16 C.F.R. Part 314, implementing 15 U.S.C. § 6801(b). The Federal Deposit Insurance
Corporation, National Credit Union Administration, Securities and Exchange Commission,
Office of the Comptroller of the Currency, Board of Governors of the Federal Reserve System,
Office of Thrift Supervision, Secretary of the Treasury, and state insurance authorities have
promulgated comparable safeguards requirements for the entities they regulate.

4+ 15U.S.C. §§ 1681e, 1681w. The FTC’s implementing rule is at 16 C.F.R. Part 682.
5 15US.C. § 45(a).
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appropriately.’ As noted above, just today, the Commission announced that it had given final
approval to consent orders in data security cases involving Ceridian Corporation and Lookout
Services, Inc. Ceridian is a large payroll proéessing company that maintéins highly-sensitive
payroll information.” In December 2009, as a result of Ceridian’s alleged failures to adequately
protect its data, an intruder was able to hack into Ceridian’s payroll processing system and

compromise the personal information — including Social Security numbers and financial account

8 See Lookout Servs.,Inc., File No. 1023076 (June 15, 2011) (consent order); Ceridian
Corp., File No. 1023160 (June 15, 2011) (consent order); SettlementOne Credit Corp., File No.
082 3208, ACRAnet, Inc., File No. 092 3088, and Fajilan & Assocs., Inc., File No. 092 3089
(Feb. 3,2011) (consent orders approved for public comment); Rite Aid Corp., File No. 072-3121
(July 27, 2010) (consent order); Twitter, Inc., File No. 092-3093 (June 24, 2010) (consent order);
Dave & Buster’s, Inc., FTC Docket No. C-4291 (May 20, 2010) (consent order); FTC v.
LifeLock, Inc., No. 2:10-cv-00530-NVW (D, Ariz. Mar. 15. 2010) (stipulated order); United
States v. ChoicePoint, Inc., No. 1:06-CV-0198-JTC (N.D. Ga. Oct. 14, 2009) (stipulated order);
James B. Nutter & Co., FTC Docket No. C-4258 (June 12, 2009) (consent order); United States
v. Rental Research Servs., No. 0:09-CV-00524 (D. Minn. Mar. 6, 2009) (stipulated order); FTC
v. Navone, No. 2:08-CV-001842 (D. Nev. Dec. 29, 2009) (stipulated order); United States v.
ValueClick, Inc., No. 2:08-CV-01711 (C.D: Cal. Mar. 13, 2008) (stipulated order); United States
v. American United Mortg., No. 1:07-CV-07064 (N.D. lil. Dec. 18, 2007) (stipulated order); CVS
Caremark Corp., FTC Docket No. C-4259 (Jun. 18, 2009) (consent order); Genica Corp., FTC
Docket No. C-4252 (Mar. 16, 2009) (consent order); Premier Capital Lending, Inc., FTC Docket
No. C-4241 (Dec. 10, 2008) (consent order); The TJX Cos., FTC Docket No. C-4227 (July 29,
2008) (consent order); Reed Elsevier Inc., FTC Docket No. C-4226 (July 29, 2008) (consent
order); Life is good, Inc., FTC Docket No. C-4218 (Apr. 16, 2008) (consent order); Goal Fin'l,
LLC, FTC Docket No. C-4216 (Apr. 9, 2008) (consent order); Guidance Software, Inc., FTC
Docket No. C-4187 (Mar. 30, 2007) {consent order); CardSystems Solutions, Inc., FTC Docket
No. C-4168 (Sept. 5, 2006) (consent order); Nations Title Agency, Inc., FTC Docket No. C-4161
(June 19, 2006) {consent order); DSW, Inc., FTC Docket No. C-4157 (Mar. 7, 2006) (consent
order); Superior Mortg. Corp., FTC Docket No. C-4153 (Dec. 14, 2005) (consent order); BJ s
Wholesale Club, Inc., FIC Docket No. C-4148 (Sept. 20, 2005) (consent order); Nationwide
Mortg. Group, Inc., FTC Docket No. C-9319 (Apr. 12, 2005) (consent order); Pefco Animal
Supplies, Inc., FTC Docket No. C-4133 (Mar. 4, 2005) (consent order); Sunbelt Lending Servs.,
Inc., FTC Docket No. C-4129 (Jan. 3, 2005) (consent order); MTS Inc., d/b/a Tower
Records/Books/Video, FTC Docket No. C-4110 (May 28, 2004) (consent order); Guess?, Inc.,
FTC Docket No. C-4091 (July 30, 2003) (consent order); Microsoft Corp., FTC Docket No.
C-4069 (Dec. 20, 2002) (consent order).

7 Ceridian Corp., File No. 1023160 (June 15, 2011) (consent order).

3
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numbers — of approximately 28,000 employees of Ceridian’s small business customers.

Lookout Services offers a web-application to assist employers in meeting federal
reqﬁirements to verify their employees’ eligibility to work m the United States.? Withiﬁ this
application, Lookout maintains highly-sensitive information provided by employees, including
Social Security numbers, dates of birth, passport numbers, alien registration numbers, driver’s
license numbers, and military identiﬁcation' numbers. In October and December of 2009, due to
the company’s alleged weak authentication practices and web application vulnerabilities, an
employee of a Lookout customer obtained unauthorized access to the entire Lookout customer
database.

In both cases, the Commission alleged that the companies did not maintain reasonable
safeguards for the highly-sensitive information they maintained. Specifically, the Commission
alleged that, among other things, both companies failed to adequately assess the vulnerability of
their web applications and networks to commonly known or reasonably foreseeable attacks. The
orders require the companies to implement a comprehensive data security program and obtain
independent audits for 20 years.

In addition, earlier this year, the Commission brought actions against three credit report
resellers, alleging violations of the FCRA, the FTC Act, and the Safeguards Rule.’ Due to their
lack of information security policies and procedures, the respondents allegedly allowed clients

without basic security measures, such as firewalls and updated antivirus software, to access

.

¥ Lookout Servs., Inc., File No. 1023076 (June 15, 2011) (consent order).

® SettlementOne Credit Corp., File No. 082 3208; ACRAnet, Inc., File No. 092 3088;
Fajilan & A4ssoc., Inc., File No. 092 3089 (Feb. 3, 2011) (consent orders approved for public
comment).
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sensitive consumer reports through an online portal. This failure enabled hackers to access more
than 1,800 credit reports without authorization. As with Ceridian and Lookout, the settlements
require each company, among other things, to'have comprehensive infonﬁation security
programs in place to protect consumers’ personal information.

B. Education

The Commission also promotes better data security practices through extensive consumer
and business education. On the consumer education front, the Commission sponsors OnGuard
Online, a website designed to educate consumers about basic computer security.!® OnGuard
Online was developed in partnership with other government agencies and the technology sector.
Since its launch in 2005, OnGuard Online and its Spanish-language counterpart Alerta en Linea'!
have recorded more than 14 million unique visits.

In addition, the Commission has engaged in wide-ranging efforts to educate consumers
about identity theft, one of the harms that could result if their data is not adequately protected.
For example, the FTC’s identity theft primer'? and victim recovery guide' are widely available
in print and online. Since 2000, the Commission has distributed more than 10 million copies of
the two publications and recorded over 5 million visits to the Web versions. In addition, in

February 2008, the U.S. Postal Service — in cooperation with the FTC — sent copies of the

1 See hitp://www.onguardonline.gov.

1 See http://www.alertaenlinea.gov.

2 gvoid ID Thefi: Deter, Detect, Defend, available at
http://www.fte. gov/bep/edu/pubs/consumer/idtheft/idt0 1 htm.

¥ Take Charge: Fighting Back Against Identity Theft, available at
http://www fic.gov/bep/edu/pubs/consumer/idtheft/idt04.htm.

5
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Commission’s identity theft consumer education materials to more than 146 million residences
and businesses in the United States. Moreover, the Commission maintains a telephone hotline
and ‘dedicated website to assist identity theft victims and coliect their complaints, through which
approximately 20,000 consumers contact the FTC every week.

The Commission also partners with local businesses, community groups, and members of
Congress to educate their employees, communities, and constituencies. For example, the
Commission has launched a nationwide identity theft education program, “Avoid ID Theft:
Deter, Detect, Defend,” which contains a consumer education kit that includes direct-to-
consumer brochures, training materials, presentation slides, and videos for use by such groups.
Since the campaign faunch in 2006, the FTC has distributed nearly 110,000 consumer education
kits and over 100,000 “Protect Your Identity Day” kits."

The Commission directs its outreach to businesses as well. The FTC widely disseminates

its business guide on data security, along with an online tutorial based on the guide."
These resources are designed to provide diverse businesses — and especially small businesses —
with practical, concrete advice as they develop data security programs and plans for their
companies. The Commission has also released articles directed towards a non-legal audience
regarding basic data security issues for businesses.”® The FTC creates business educational

materials on specific topics — such as the risks associated with P2P file-sharing programs and

¥ See www.ftc.gov/bep/edu/pubs/consumer/idtheft/idt06.pdf.

5 See http://www.ftc.gov/infosecurity.

¥ See hitp://business.ftc.gov/privacy-and-security.
6
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companies’ obligations to protect consumer and employee information from these risks'” and
how to properly secure and dispose of information on digital copiers.'®

C. Policy |

The Commission also undertakes wide-ranging policy initiatives to promote data
security. This testimony describes two such initiatives — the recent Privacy Roundtables and
accompanying preliminary staff report as well as an upcoming forum on child identity theft.

1. Privacy Roundtables and Preliminary Staff Report

In December 2009, February 2010, and March 2010, the FTC convened three public
roundtables to explore issues surrounding consumer privacy.' Panelists at the roundtables
repeatedly noted the importance of data security as an important component of protecting
consumers’ privacy. Many participants stated that companies should incorporate data security
into their everyday business practices, particularly in today’s technological age. For example,
participants noted the increasing importance of data security in a world where cloud computing
.20

enables companies to collect and store vast amounts of data at little cos

Based on these roundtable discussions, staff issued a preliminary privacy report in

17 See Peer-to-Peer File Sharing: A Guide for Business, available at
bttp://www.fte. gov/bep/edu/pubs/business/idtheft/busd6.shtm.

18 See http://business.fic.gov/documents/bus43-copier-data-security.

' See generally FTC Exploring Privacy web page,
http:/fwww.fic. gov/bep/workshops/privacyroundtables.

® See, e.g., Privacy Roundtable, Transcript of January 28, 2010, at 182, Remarks of
Harriet Pearson, IBM (noting the importance of data security as an issue for new computing
models, including cloud computing).
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Decernber 2010,2' which proposed and solicited comment on a new framework to guide
pohcymakers and industry as they consider further steps to 1mprove consumer privacy
protection. The proposed framework incorporates the principles of privacy by design, s;mphﬁed
privacy choices for consumers, and improved transparency of privacy practices for consumers.
In the context of data security, the principle of “privacy by design” is especially important,
Indeed, consumers should not be expected to understand and evaluate the technical details of a
company’s data security plan; rather, reasonable security should be incorporated into the
company’s business practices.

As the staff report notes, privacy by design includes several substantive components
related to data security. First, companies that maintain information about consumers should
employ reasonable safeguards — including physical, technical, and administrative safeguards — to
protect that information. The level of security required depends on the sensitivity of the data, the
size and nature of a company’s business operations, and the types of risks a company faces.
Second, companies should collect only information for which they have a legitimate business
need. Because the collection and maintenance of large amounts of data increases the risk of
unauthorized access to the data and the potential harm that could result, reasonable data
collection practices are a critical component of sound data security. Third, businesses should
retain data only as long as necessary to fulfill the business purposes for which it was collected

and should promptly and securely dispose of data for which they no longer have a business need.

2 See Preliminary FTC Staff Report on Protecting Consumer Privacy in an Era of Rapid
Change: A Proposed Framework for Businesses and Policymakers (Dec. 1, 2010), available at
http://www.ftc.gov/os/2010/12/101201privacyreport.pdf. Commissioners Kovacic and Rosch
issued concurring statements available at
http://www . fte. gov/os/2010/12/101201 privacyreport.pdf at Appendices D and E, respectively.

8
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While old data may not be valuable to a particular company, it can be highly valuable to an
identity thief.

In addition to these substantive pﬁncipies, the staff report recomménds that companies
implement and enforce privacy procedures — including appropriate data security — throughout
their organizations. This includes assigning personnel to oversee such issues, training
employees, and assessing and addressing risks to privacy and security.

2, Child Identity Theft Forum

Along with periodically conducting policy reviews of privacy and security issues
generally, the Commission also hosts workshops to study and publicize more specific issues.
One issue that has been in the news recently is identity theft targeting children.”? For a variety of
reasons — including poor safeguards for protecting children’s data ~ identity thieves can get
access to children’s Social Security numbers. These criminals may deliberately use a child’s
Social Security number, or fabricate a Social Security number that coincidentally has been
assigned to g child, in order to obtain employment, apply for government benefits, open new
accounts, or apply for car loans or mortgages. Child identity theft is especially pernicious
because the theft may not be detected until the child becomes an adult and seeks employment or
applies for a loan.

To address these challenges, Commission staff, along with the Department of Justice’s

% See e.g., Richard Power, Camegie Mellon Cylab, Child Identity Theft, New Evidence
Indicates Identity Thieves are Targeting Children for Unused Social Security Numbers (2011),

available at http://www.cyblog.cylab.cmu.edu/2011/03/child-identity-theft. htmi;
Children’s Advocacy Institute, The Fleecing of Foster Children: How We Confiscate Their

Assets and Undermine Their Financial Security (2011), available at

http://www.caichildlaw.org/Misc/Fleecing Report_Final HR.pdf.
9
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Office of Victims of Crime, will host a forum on July 12, 20117 Participants, including
educators, child advocates, and representatives of various governmental agencies and the private
secto.r, will discuss how to improve the security of children’sv data in various contexts, in(;luding
the education system as well as the foster care system, where children may be particularly
susceptible to identity theft. The goal of the forum is to develop ways to effectively advise
parents on how to avoid child identity theft, how to protect children’s personal data, and how to
help parents of victims, and young adults who were victimized as children, recover from the
crime.
III. DATA éECURITY LEGISLATION

Finally, the Commission would like to offer a few comments on the discussion draft of
Chairman Bono Mack’s proposed data security bill. As a general matter, the Commission
reiterates its general support for federal legislation that would (1) impose data security standards
on companies and (2) require companies, in appropriate circumstances, to provide notification to
consumers when there is a security breach.” Companies’ implementation of reasonable security
is important for protecting consumers’ data from identity theft and other harms. And if a breach

occurs, prompt notification to consumers in appropriate circumstances can mitigate any such

3 See http://www.ftc.gov/bep/workshops/stolenfutures.

% See e.g., Prepared Statement of the Federal Trade Commission, Protecting Social
Security Numbers From Identity Theft, Before the Subcommittee on Social Security of the House
Committee on Ways and Means, 112" Cong., April 13, 2011, available at
hitp:/fic.gov/os/testimony/11041 1ssp-idtheft. pdf (citing the Commission’s support for data
security and breach notification standards); FTC, Security in Numbers, SSNs and ID Theft (Dec.
2008), available at http.//www.ftc.gov/0s/2008/12/P075414ssnreport.pdf; and President’s
Identity Theft Task Force, Identity Theft Task Force Report (Sept. 2008), available at
http://www.idtheft gov/reports/IDTReport2008.pdf.
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harm.* For example, in the case of a breach of Social Security numbers, notified consumers can
request that fraud alerts be placed in their credit files, obtain copies of their credit reports,
scrutinize their monthly account statements, and take other steps to protect .themselves. The
Commission appreciates that the discussion draft accomplishes these goals.

The Commission further appreciates the discussion draft’s inclusion of several specific
elements. First, the discussion draft provides the agency with rulemaking authority in several
areas, and authorizes it to use the standard notice and comment procedures required by the
Administrative Procedure Act in lieu of the current rulemaking procedures prescribed by Section
18 of the FTC Act (often referred to as “Magnuson-Moss” rulemaking). The Commission
supports this provision, as effective consumer protection requires that the Commission be able to
promulgate these rules in a more timely and efficient manner. Second, the Commission supports

the inclusion of a provision authorizing the agency to obtain civil penalties for violations.*® Civil

* Indeed, various states have already passed data breach notification laws that require
companies to notify affected consumers in the event of a data breach. These laws have increased
public awareness of data security issues and related harms, as well as data security issues at
specific companies. See, e.g., Federal Trade Commission Report, Security in Numbers: SSNs
and ID Theft (Dec. 2008), available at http://www.ftc.gov/0s/2008/12/P075414ssnreport.pdf;
Samuelson Law, Technology & Public Policy Clinic, University of California-Berkeley School
of Law, Security Breach Notification Laws: Views from Chief Security Officers (Dec. 2007),
available at http://www.law.berkeley.edu/files/cso_study.pdf. Breach notification at the federal
level would extend notification nationwide and accomplish similar goals.

* See, e.g., Prepared Statement of the Federal Trade Commission Before Subcomm. on
Consumer Protection, Product Safety & Insurance of the S. Comm. on Commerce, Science &
Transportation, 111" Cong. (Sep. 22, 2010), available at
http://'www ftc. gov/os/testimony/100922datasecuritytestimony.pdf; Prepared Statement of the
Federal Trade Commission Before the Subcomm. on Interstate Commerce, Trade, and Tourism
of the S. Comm. on Commerce, Science, and Transportation Committee, 110® Cong. (Sep. 12,
2007) available at http://www fic.gov/os/testimony/070912reauthorizationtestimony.pdf;
Prepared Statement of the Federal Trade Commission Before the S. Comm. on Commerce,
Science, and Transportation, 110" Cong. (Apr. 10, 2007), available at

http://www . ftc.gov/os/testimony/P040101FY2008BudgetandOngoingConsumerProtectionandCo
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penalties are particularly important in areas such as data security, where the Commission’s
traditional equitable remedies — including consumer restitution and disgorgement — may be
impréctical or not optimally effective. Third, the Commissioﬁ continues to support legisl;ative
provisions that would authorize the Commission to sue non-profit entities for data security
violations, and appreciates the draft proposal’s inclusion of such provisions.*’ Finally, the
Commission notes that the recent Commission staff report takes the same position as the
discussion draft that data minimization is an important component of data security.

The Commission is ready to work with this Committee as it develops and considers data
security legislation.
IV. CONCLUSION

Thank you for the opportunity to provide the Commission’s views on data security. We
remain committed to promoting data security and look forward to continuing to work with the

Subcommittee on this important issue.

mpetitionProgramsTestimonySenate04102007.pdf; see also FTC Report, Recommendations on
Social Security Number Use in the Private Secior (Dec. 2008), available at
http://www.ftc. gov/opa/2008/12/ssnreport.shtm.

¥ The Commission has authority to sue sham non-profits under existing law. See, e.g.,
http:/fwww ftc. gov/opa/2009/05/charityfraud.shtm.
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Mrs. BoNO MACK. Thank you very much.

The chair now recognizes herself for 5 minutes for questioning.
The first question I have, you state the commission’s support for
prompt notice to consumers. I think it is the crux of what we are
all about here. What do you consider prompt, and do you think the
consumer notification requirement in the legislation is quick
enough?

Ms. RAMIREZ. 1 believe that notification needs to be provided as
soon as practicable. I do have some concerns about the provision
relating to notification in the draft bill. And let me highlight the
two key concerns. My first concern is that the bill requires that
there be a risk assessment performed, and then, at the conclusion
of that risk assessment, a company is then obligated to provide no-
tification to consumers and to the FTC 48 hours, within 48 hours
following that.

My concern is that the requirement, that there is no deadline on
which to complete a risk assessment, and therefore, that could take
an indefinite amount of time. Without there being some type of
limit that is placed on that, I think it places consumers at signifi-
cant risk.

Another concern that we have is that there is also no time limit
that is placed in connection with law enforcement, that it could
also be an open-ended deadline that could delay prompt notification
to consumers. And again, there ought to be some form of a cut-off
period to ensure that consumers received appropriate notification
within an appropriate amount of time so that they can take steps
to mitigate any harm that may result from a data breach.

I would also like to emphasize that providing prompt notice to
the FTC is also very critical, and in our view, notice to the FTC
should be provided at the same time that it is provided to other
law enforcement agencies.

Mrs. BoNO MACK. Thank you.

And the FTC has experience under Gramm-Leach-Bliley with the
implementation of the safeguards rule for financial institutions
under its jurisdiction. The FTC also provided comprehensive guid-
ance for entities to understand how they can comply with the rule.
Do those guidelines provide a sufficient indication of the rules for
data security the FTC would write under Section 2 of this legisla-
tion?

Ms. RAMIREZ. I think they do provide good guidance to compa-
nies. In addition to the to particular enforcement matters and con-
sent orders that the commission makes public, the commission pro-
vision many, many different resources online to companies so that
they can take appropriate measures to adequately protect con-
sumer information.

Mrs. BoNO MACK. So, under Section 2 security requirements of
the draft legislation, does the FTC have the latitude to write rules
that take into account the different types of entities, their level of
sophistication and the amount of type of information they hold?

Ms. RAMIREZ. It does. And we appreciate that authority being
provided to the FTC to promulgate rules detailing those.

Mrs. BoNO MACK. Do you envision writing different rules or dif-
ferent guidance to address the concerns that a one-size-fits-all ap-
proach is not appropriate?
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Ms. RAMIREZ. During the rulemaking process, we would be seek-
ing input from stakeholders and fashioning rules that, in light of
the input that we received, that we believe would be appropriate
to protect consumer information.

Mrs. BoNO MACK. So do you see different standards, then, for in-
formation brokers and small nonprofits, for example?

Ms. RAMIREZ. We believe that companies, no matter what the
size, need to provide solid and good data security measures. At the
same time, the standards that the FTC employees in its enforce-
ment work is a reasonableness standard, so we do take into ac-
count the size of a company, the nature of the information that has
been placed at risk and other factors that may weigh in on that cal-
culus.

Mrs. BoNO MACK. Since we first started this process 6 years ago,
46 State laws have emerged. Nearly every one of them, including
California, have exemptions from the definition of personal infor-
mation for information made publicly available by the government
and, in some cases, information made public by the media.

The exemption included in this draft is confined to information
made publicly available by the government.

Have you seen any problems of unlawful activity associated with
the publicly available information?

Ms. RAMIREZ. Yes. We do have concerns about there being an ex-
emption for public, for all public information. The difficulty is that
these days there are data brokers that collect information that in
the past, one would have to go to very significant measures to col-
lect. You would have to go—you could go to the courthouse; you
could collect information through other means. But data
aggregators then aggregate this information and when the informa-
tion, which may very well be public, is then collected, gathered and
aggregated, it can then pose very unique privacy challenges. So we
do have concerns about there not being a mechanism to address
those issues relating to data brokers.

Mrs. BoNO MACK. You said privacy challenges. Do you mean se-
curity challenges?

Ms. RAMIREZ. Security challenges.

Mrs. BoNO MACK. Thank you. All right.

I yield back the 5 seconds of my time.

And the chair recognizes Mr. Butterfield for 5 minutes.

Mr. BUTTERFIELD. Thank you very much.

Thank you, Commissioner. The Republican discussion draft
makes a change from H.R. 2221 to the definition of personal infor-
mation. That seems like a simple and minor change, but it actually
is not. It excludes public record information from the definition of
personal information.

Given that technology has made access to an aggregation of nu-
merous of types of records very cheap and easy the consequences
of this change are quite significant. Before it became cheap and
easy to store vast amounts of this information in one place, no one
thought about going out and collecting these records. To see these
records, you had to, as you said a moment ago, go from town hall
to town hall or courthouse to courthouse and look at them one at
a time. But now, millions and millions of records regarding millions
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of our constituents are being kept on servers usually belonging to
information brokers.

If you are a criminal wanting to do harm to lots of people in one
swoop, the Republican discussion draft will be an advantage to you.
This collection and aggregation in one place has changed the value
of this information and its susceptibility to criminal misuse, and it
conce(;‘ns me that this draft bill leaves this information unpro-
tected.

Because of the change to the definition of personal information
to exclude public record information, there is no longer an obliga-
tion to provide any protection at all for this information.

Have I said it correctly, Commissioner, or have I misspoken?

Ms. RAMIREZ. We agree with that concern yes.

Mr. BUTTERFIELD. Do you believe that just because that informa-
tion could have been collected elsewhere, a covered person should
be relieved of the obligation to protect its information when they
collect and aggregate the information in one place and make it
more valuable and potentially more dangerous? Please help me
with that.

Ms. RAMIREZ. I believe that information, even if it is public infor-
mation, if it is personal information of the consumer, that informa-
tion ought to be protected, and there ought to be appropriate data
security measures in place to protect it.

Mr. BUTTERFIELD. All right.

I want to take your attention to notification. Do you believe noti-
fication to consumers should also be required for breaches involving
this kind of information?

Ms. RAMIREZ. Yes.

Mr. BUTTERFIELD. The Republican discussion draft, like H.R.
2221 before it, provides the FTC, your commission, with the ability
to modify the definition of personal information. Only information
that is within the meaning of that term is covered by the bill’s data
security and breach notification requirements.

But unlike 2221, the discussion draft seems to set up an overly
burdensome and unclear process for modifying that definition. If
the FTC wanted to change the definition for the purposes of either
the data security or notification sections, it would have to find,
among other things, that modification would not unreasonably im-
pede Internet or other technological innovation or otherwise ad-
versely affect interstate commerce, end of quote.

Question, do you believe this language regarding impediments to
innovation provides the FTC with much of a clear standard against
which to determine whether a modification is appropriate?

Ms. RAMIREZ. I do have concerns about the standards that are
imposed. In addition to the limitation on changes to the definition
that could impede innovation, as you mentioned, it also requires
that the commission only make a change when there is a techno-
logical change at issue, and that is in connection with the data se-
curity piece of the proposed bill. So that does raise concerns be-
cause we feel there are issues with the definition of personal infor-
mation. It is too narrow, and we would not be able to address those
concerns.

Mr. BUTTERFIELD. Well, what would you do? How would you
make that determination if you were called upon to do so?
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Ms. RAMIREZ. Well, again, we would want to work with the com-
mittee on establishing an appropriate limitation. But let me articu-
late a couple of concerns that we have with the personal informa-
tion limitation, in addition to the public records exemption.

Two things: First, we believe that the financial, that the provi-
sion focuses solely on financial related information and doesn’t take
into account, for instance, other information that would be sen-
sitive to a consumer. For instance, health information that would
not otherwise be protected under HIPAA would not be covered by
the language in the draft bill. So that would be a concern that we
would not be able to address through the rulemaking that is pro-
vided in the draft bill.

Mr. BUTTERFIELD. And what about the language that speaks to
impeding innovation? I don’t know how you define that.

Ms. RAMIREZ. That would be a difficult standard also to apply,
and so, arguably, rules by the commission could be challenged by
parties arguing that the change in definition could impede the
growth and make other arguments, so it would place an undue bur-
den, we believe, on the commission.

Mr. BUTTERFIELD. Thank you. I yield back.

Mrs. BoNO MACK. I thank the gentleman and want to thank him
very much for pointing out the few bracketed points in the legisla-
tion where we specifically bracketed them because we, too, have
questions in the draft, so I appreciate the clarification in your
input, and I appreciate the gentleman taking the opportunity to
raise that.

The chair recognizes Mr. Stearns for 5 minutes.

Mr. STEARNS. Thank you, Madam Chair.

One thing I just thought we would clear, that I think the Federal
preemptions that it had in my bill in 2005 and the bill that passed
in the Rush haven’t changed. So as I understand, I just want to
ask counsel, is that true that the Federal preemption have not
changed, so that any criticism that would be brought from that side
because of that, that they haven’t changed at all?

The COUNSEL. Yes, sir, that is correct.

Mr. STEARNS. Ms. Ramirez, as you are aware, in the bill, the
Federal Trade Commission has the authority to change the very
fundamental definition of personally identifiable information. So
this gives you this broad latitude, I think a lot of us are a little
concerned about. Do you think there is an opportunity where the
Federal Trade Commission under any circumstances would trigger
the need for them to alter, to update, to change that basic defini-
tion how it is currently drafted in the bill now, because you have
got this definition that people understand in the bill, yet you have
the authority to change it? Under what circumstances would you
change it, and perhaps you could explain what would cause it?

Ms. RAMIREZ. One circumstance that could arise is there could be
changes in technology that could require additional information
being needed.

Mr. STEARNS. But isn’t personal identifiable information pretty
much policy-neutral because it represents an understanding of the
privacy of the individual?

Ms. RAMIREZ. I think the precise scope may be hard to define.
But the commission is absolutely willing to work with the com-
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mittee to come up with a definition that would meet every one and
satisfy everyone’s concern. The current condition we believe is to
narrow. We also believe that the ruling provided is too limited.

I will say that the rulemaking process that the commission em-
ploys is a process by which we do seek input from stakeholders.
And we believe that through that rulemaking process, we will be
able to address any need for change, at the same time taking into
account any concerns that you and others may have, Congressman.

Mr. STEARNS. Well, I think that probably if I was in industry, I
would be concerned that the government, the Congress, is turning
over this power to you and you might make these changes without
a comment period. There might be changes that would affect a
business that would make it much more difficult.

Let me go on to my second question. In the bill, they added data
minimization provisions. Now, this is something new from my bill,
and also it is new from the Rush bill. How do you see this provision
playing out? For members and people who don’t understand, this
is basically forcing industry to get rid of information that perhaps
they would like to keep. It is not a decision they make, it is a man-
dated mandate, which is included in the bill, as I understand it.
So I guess the question is, how do you see this provision playing
out, and what role do you believe, if any, the FTC should have in
ensuring that companies are complying? So you have this mandate;
the companies might not agree, so if they don’t do it, how are you
going to check it, and how are you going to make them comply?

Ms. RAMIREZ. What the commission advocates is that companies
only retain information that they have a legitimate business need
to retain.

Mr. STEARNS. And who determines that?

Ms. RAMIREZ. And that they also only retain it for the time pe-
riod they need it. I think we would apply a reasonableness stand-
ard.

Mr. STEARNS. What kind of standard?

Ms. RAMIREZ. A reasonableness standard, which is a standard
that the FTC has employed throughout the course of its enforce-
ment in this arena.

Mr. STEARNS. So this reasonable standard in your mind is been
pretty much established at the FTC so everybody in industry would
understand today what it is?

Ms. RAMIREZ. What I am saying is that the standard that would
be applied would be a reasonableness standard, and I believe—it
is an issue that may need to be fleshed out. And again, the com-
mission is willing to work with the committee in order to do that.
Any rulemaking that does take place would entail a comment pe-
riod, absolutely entail a comment period. I believe that the FTC
has a very solid track record in te<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>