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H.R. 2221, THE DATA ACCOUNTABILITY AND
PROTECTION ACT, AND H.R. 1319, THE IN-
FORMED P2P USER ACT

TUESDAY, MAY 5, 2009

HOUSE OF REPRESENTATIVES,
SUBCOMMITTEE ON COMMERCE, TRADE,
AND CONSUMER PROTECTION,
COMMITTEE ON ENERGY AND COMMERCE,
Washington, DC.

The subcommittee met, pursuant to call, at 2:00 p.m., in Room
2123 of the Rayburn House Office Building, Hon. Bobby L. Rush
(chairman) presiding.

Members present: Representatives Rush, Stupak, Barrow,
Radanovich, Stearns, Bono Mack, Terry, Murphy of Pennsylvania,
Gingrey and Scalise.

Staff present: Christian Fjeld, Counsel; Marc Gromar, Counsel,
Valerie Baron, Legislative Clerk; Brian McCullough, Minority Sen-
ior Professional Staff; Will Carty, Minority Professional Staff; and
Sam Costello, Minority legislative Analyst.

OPENING STATEMENT OF HON. BOBBY L. RUSH

Mr. RUsH. The subcommittee will now come to order.

Today the subcommittee is holding a legislative hearing on two
bills: H.R. 2221, the Data Accountability and Trust Act, and H.R.
1319, the Informed P2P User Act. The chair will recognize himself
for 5 minutes for the purposes of an opening statement.

Today the subcommittee is holding a legislative hearing on the
two above-mentioned bills. They were both introduced by two dis-
tinguished members of the subcommittee, my colleagues Ms. Bono
Mack and Mr. Barrow, and H.R. 2221, which is the Data Account-
ability and Trust Act, also known as DATA, was introduced by my-
self and Mr. Stearns. Ms. Bono Mack and Mr. Barrow introduced
H.R. 1319. Both of these bills represent strong bipartisan efforts to
address high-profile problems affecting American consumers.

H.R. 1319, the Informed P2P User Act, addresses the increas-
ingly frequent problem of consumers inadvertently exposing their
private sensitive information by way of peer-to-peer file-sharing
programs. Too often when consumers download these programs
onto their computers with the intent of sharing and downloading
certain files on the network, they are unaware that they are also
sharing other files they otherwise might want to keep private. For
instance, recent media reports have focused on consumers unknow-
ingly sharing their tax returns and their Social Security numbers
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on P2P networks. Such inadvertent file sharing can be the result
of deceptive or misleading disclosures by P2P software companies
or they might emanate from simple confusion on the part of con-
sumers. Whatever the case, the intent of H.R. 1319 is to provide
consumers with the power of informed consent before they
download P2P software onto their computers and share folders and
files with network participants.

The second bill that we will be discussing today is H.R. 2221, the
Data Accountability and Trust Act. This is the third Congress in
which this bill has been introduced. Mr. Stearns as chairman of
this subcommittee in the 109th Congress originally introduced the
bill as H.R. 4127, and with the help of then-Ranking Member Scha-
kowsky, it eventually passed the full Energy and Commerce Com-
mittee by a unanimous vote. However, no further action was taken
on the bill as a result of jurisdictional disputes. In the subsequent
110th Congress, I reintroduced the bill as H.R. 958, but we were
unable to take any action. Once again in this current Congress, I
have reintroduced the bill with Mr. Stearns, Mr. Barton, Ms. Scha-
kowsky and Mr. Radanovich as H.R. 2221 with the intent that it
does eventually become law.

H.R. 2221 has two basic components. First, the bill requires that
persons processing electronic data that contains personal informa-
tion must take steps to ensure that the data is secure. Second, the
bill establishes a notification procedure and process that a company
must take when a data breach occurs in order to allow affected con-
sumers to protect themselves. Companies do not have to initiate
such notices of they determine that “there is no reasonable risk of
identity theft, fraud or other unlawful acts.” H.R. 2221 also im-
poses special requirements on data brokers but accommodates
other laws that govern how certain data brokers are regulated.
These bills may require some revision, and while this may not be
the first time we have taken up data security, and H.R. 2221 al-
ready reflects significant changes forged by compromise made in
the 109th Congress, the bill may be dated and in need of an up-
date. This subcommittee is looking forward to working in a bipar-
tisan fashion and seeking bipartisan cooperation based on our his-
torical bipartisanship, and I expect that bipartisanship to be at
work on both of these bills.

Lastly, I want to just announce for the record that I have an in-
tention to hold a joint hearing on consumer privacy with Chairman
Boucher and the Subcommittee on Communications, Technology,
and the Internet and to work on comprehensive legislation. This is
just a part of a larger process.

Mr. RusH. With that, I yield back the balance of my time and
recognize now for the purposes of an opening statement the rank-
ing member on this subcommittee, Mr. Radanovich, for 5 minutes.

OPENING STATEMENT OF HON. GEORGE RADANOVICH

Mr. RADANOVICH. Thank you, Mr. Chairman. Good afternoon, ev-
erybody.

I would first like to thank the witnesses before us today and the
organizations that have offered comments and suggestions assist-
ing the important work of crafting a robust and workable data se-
curity bill. Both that bill and the P2P bill that we have, there are
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core concerns about the unauthorized or inadvertent sharing of
sensitive information. I want to commend Mr. Stearns, Ms. Scha-
kowsky, Mr. Barton, Mr. Dingell, Mr. Whitfield and now Mr. Rush
and Mr. Waxman, all of whom were chairmen and/or ranking mem-
bers who have helped bring attention to these issues. I also want
to recognize Ms. Bono Mack’s leadership on digital security over
the years and on her bill to prevent inadvertent file sharing on
peer-to-peer networks.

File sharing presents privacy and security issues but also relates
to online safety more generally, and being a father, I am glad to
see that a bill that improves children’s digital safety and will help
protect from some of the atrocities that are being committed using
these networks on line.

Huge data security breaches shocked us all starting back in 2005
with the ChoicePoint breach and millions of people in the United
States had discovered that they are victims of identity theft. Bil-
lions are lost by consumers and by businesses as they spend money
and time to repair their finances. Particularly in difficult economic
times when credit is increasingly tough to secure, the potential dis-
ruption and obstruction of commercial activity in every sector of
the U.S. economy cannot be ignored. Internet-based and other elec-
tronic transactions are fundamental these days and ensuring con-
sumer confidence in these systems is essential. The Congress, and
this committee in particular, are charged with the responsibility to
ensure that the entities possessing and dealing in sensitive con-
sumer data keep the doors locked and the alarm on.

The health of our modern network system of commerce demands
it. Very simply, H.R. 2221 would create a uniform national data
breach notification regime. I believe that notification must be based
on the actual risk of potential harm from identity theft or other
malfeasance and the mandates that we put on covered entities
must be the same across the country. Allowing individual States to
alter the rules will only lead to consumer confusion and unneces-
sary business expenses, costs that will inevitably be passed on to
the consumer. Let us get a good bill that robustly protects con-
sumers while not adding requirements that only add costs.

The world has changed since we last considered this bill, and I
am anxious to hear about those developments. Some parts of the
bill may now be obsolete, given the actions of the private sector,
actions by both those who hold sensitive information and by compa-
nies who now offer products directly to consumers to monitor their
credit. We must take all of this into account and get a workable
bill that we can all support.

While the data security bill is one with which the committee has
some experience, Ms. Bono Mack’s bill, H.R. 1319, is a relatively
new one. She was out in front on the issue last Congress, intro-
ducing an earlier version of the bill last September. Since then we
have seen multiple news stories about the problems the bill at-
tempts to addressing, inadvertent sharing of sensitive files across
peer-to-peer networks. I want to state at the outset that it is not
the committee’s intent to simply demonize P2P software. There are
many legitimate and important uses of this innovative program
and I am glad that the P2P industry is here to talk about the uses
of their products. However, the systems present some interesting
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problems as well. Last month the P2P security company Tiversa,
who is here to testify, found the schematics of Marine One, Presi-
dent Obama’s new helicopter, on a P2P server in Iran. In other re-
porting it was found that millions of sensitive personal records in-
cluding Social Security numbers, medical records, credit reports
and tax returns with names and addresses were easily found on
P2P networks.

The problem of inadvertent sharing is enhanced by the actual ar-
chitecture of the programs. It is often unclear to a user what may
be leaked, and it can be difficult to change settings to prevent it.
After Mr. Waxman examined this in the former committee down
the hall, it appears that 2 years later many P2P providers have not
taken adequate steps to address this. We need to take a close look
at the problem and the bill. We do not want to sweep technologies
into a potential regime that we do not intend nor do we want to
exclude technologies that we can all agree should be covered. How
we define P2P software is critical.

Mr. Chairman, I look forward to the comments on these bills and
I would like to express my gratitude to the majority for their intent
to develop these bills. Thank you, Mr. Chairman.

Mr. RusH. The chair thanks the gentleman.

The chair now recognizes Mr. Barrow for 2 minutes. Mr. Barrow
is a sponsor of one of the bills and certainly I am grateful to him
for his legislative work. Mr. Barrow, you are recognized for 2 min-
utes for the purposes of an opening statement.

OPENING STATEMENT OF HON. JOHN BARROW

Mr. BARROW. Thank you, Mr. Chairman.

We live in a world where digital technology has connected people
and their ideas, their information and products, making possible all
kinds of new kinds of collaboration and innovation. There is no
doubt that this has made us all a lot more productive. It has also
made it possible for folks to invade our personal records and reveal
private information about us and our families that we choose not
to disclose.

The purpose of today’s hearing is to discuss threats to data secu-
rity and ways we can work to fill in the gaps that leave our per-
sonal records vulnerable. I had the opportunity to work with Con-
gresswoman Mary Bono Mack on H.R. 1319, the Informed Peer to
Peer User Act, and I hope that this hearing will shed some light
on the privacy and security risks that are associated with peer-to-
peer file-sharing programs. A lot of folks who connect to these net-
works don’t even realize that their most personal and private files
are visible to everyone else on the network at any time. A lot of
folks are posting their tax returns, financial records and personal
messages on the Internet and don’t even know it. I hope that our
work on this committee will come up with a strategy that will let
individuals know in a way that they can understand and use that
the information on the computers could be at risk. We have truth
in lending and we have truth in labeling. I think it is time we had
truth in networking also.

I want to thank Congresswoman Mary Bono Mack for allowing
me to work with her on the Informed Peer to Peer User Act and
I want to thank Chairman Waxman and Ranking Member Barton
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for bringing these important issues to the forefront in our com-
mittee, and most importantly, I want to thank every one of you on
this panel today for being here to lend your expertise on this im-
portant subject.

Thank you, and I yield back the balance of my time.

Mr. RUsH. The chair thanks the gentleman. The chair now recog-
nizes the other author of one of these bills that we are hearing
today, Ms. Bono Mack—I am sorry—Mr. Stearns, I am sorry, the
former ranking member of the subcommittee, Mr. Stearns of Flor-
ida, who is recognized for 2 minutes for the purposes of an opening
statement.

Mr. STEARNS. Thank you, Mr. Chairman, and I—

Mr. RusH. I didn’t mean to confuse you with Ms. Bono Mack.

OPENING STATEMENT OF HON. CLIFF STEARNS

Mr. STEARNS. She is much better looking.

Mr. Chairman, thank you very much, and I think in your open-
ing statement you pretty much outlined my feeling about this. Ob-
viously this is a bill that was introduced on October 25, 2005. It
was H.R. 4127, and as you pointed out, we passed this bill by
unanimous consent. Ms. Schakowsky and I worked together on that
bill and we had compromises. We got the bill. So I am very pleased
that you have taken the initiative, the leadership to offer this bill
again, and I am very glad to be an original cosponsor with you. I
am hoping it has the same kind of success that we had, Ms. Scha-
kowsky and I, because it is a very, very important bill.

Recently some hackers broke into a Virginia State website used
by pharmacists to track prescription drug abuse. They took all
these names and it is 8 million patients and they deleted them
from the site and they are asking for money to replace them, so in
a way they are asking for ransom, and if this Virginia website had
an encrypted data security full-blown protection of this informa-
tion, it would have been difficult, if not impossible, for these hack-
ers to get in and to take this information. It is 8,257,000 names.
And that is why this bill is so important so I am very pleased to
support it.

Also, the gentlelady from California’s bill, the Informed P2P User
Act, which i1s again very important. With the diverse connectivity
we have in networks, and of course with the increased broadband
that we are starting to see, people are going to go more to this
peer-to-peer downloading and this centralized resources in your
computer and these servers going back and forth between each
other, you have got to have some notification to the users what is
occurring or a lot of their applications and their information will
be also taken.

So it is very appropriate these two bills come together, I think,
and Mr. Chairman, I commend you and your staff for bringing
them both because in a way we are talking about data security
with both of them and protection of the consumer, and I thank you,
Mr. Chairman.

Mr. RUsH. The chair thanks the gentleman. Now the chair recog-
nizes Ms. Bono Mack of California for 2 minutes for the purposes
of an opening statement.
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OPENING STATEMENT OF HON. MARY BONO MACK

Ms. BoNO MACK. I thank the chair and Ranking Member Radan-
ovich and the distinguished panel for being here today. Thank you
for holding a hearing on important privacy legislation. Today my
comments will focus entirely on H.R. 1219, the Informed P2P User
Act, but before I dig into the issue of P2P, I would like to thank
Ranking Member Barton as well as my colleague, Congressman
Barrow, for their willingness to work together on H.R. 1319. As you
have seen, this is a bipartisan bill and their support has been es-
sential. I thank them both.

The risks associated with peer-to-peer file-sharing programs has
been widely reported by the media and thoroughly investigated by
Congress. Many of our witnesses today have testified before other
Congressional committees on the dangers associated with P2P file-
sharing programs, and each time the committee was given a status
update of the dangers. Additionally, industry claimed ignorance
and stated they would handle the problem through self-regulation.
This hands-off approach has not worked and any set of voluntary
best practices put forth by the P2P industry can no longer be seen
as credible. To paraphrase Groucho Marx, you want me to believe
you and your voluntary measures instead of my own two eyes. How
many more medical records and tax returns is it going to take for
us to act? How many state secrets will be made available to those
who want to harm us? How much more damage are we going to
allow P2P file-sharing programs to do to our economy? I believe
enough is enough and the time to act is now.

Industry’s opportunity to self-regulate has passed. P2P file-shar-
ing programs like Lime Wire and Kazaa before it have proven they
are either incapable of solving the problem of inadvertent file shar-
ing on their own or they have absolutely no intention of solving the
problem at all. Either way, this behavior is unacceptable, as the
committee charged with consumer protection, we have a responsi-
bility to our constituents to act.

I am also aware that some of you have concerns about some of
the language of H.R. 1319. Please note that my office is very will-
ing to listen to your concerns and work with you to craft a bill that
is not overly broad but still carries out the current intent of H.R.
1319. I believe that if we work together we should be able to
produce a bill that protects our constituents and preserves the le-
gitimate use of P2P applications.

I look forward to today’s discussion, and I thank the chairman
very much for holding this hearing. I yield back.

Mr. RusH. The chair thanks the gentlelady. Now the chair recog-
nizes the gentleman from Pennsylvania, Dr. Murphy, for the pur-
poses of an opening statement. The gentleman is recognized for 2
minutes.

OPENING STATEMENT OF HON. TIM MURPHY

Mr. MURPHY OF PENNSYLVANIA. Thank you, Mr. Chairman, and
by the way, I would also like to welcome a Pittsburgher, Mr.
Boback of Tiversa, he and I have spoken a number of times in the
past, as well as this incredibly distinguished panel. The expertise
you all have, I am excited about you being here.
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The sad thing about this is, this is a discussion that has not
begun today. I think some of you have testified in past years and
I know that Mr. Boback and I have spoken years ago. When we
look at what has been released about the documents from Marine
One, a couple terabytes of information on the Joint Strike fighter
jet, a whole host of so much information, it makes me wonder why
anybody trusts to have any files on the computers at all. It reminds
me of the way that Rome acted during the time the Barbarians
were beginning to invade various parts of Germany, and I am sure
some Roman emperor, some Roman generals were saying nothing
to worry about, we have this system under control, even when they
were sacking Rome, and I believe that is where we are now. It is
not safe. The portals created by these peer-to-peer networks are
huge and the fact that our Department of Defense keeps anything
on any computer that is accessible from the outside still astounds
me. I applaud this bill, and I think this is important because it
does move a long way towards protecting consumers and families
who inadvertently have their files stolen and accessed whether it
is their tax records, medical records or anything else. But the best
thing we need to remember for so many folks whether they are
John and Jane Doe in their home somewhere or it is our defense
department or is any corporation that no matter what we do here,
they are still responsible for keeping the information inaccessible
to the Internet because those folks from other countries who con-
tinue to send out press releases denying they are doing it and yet
all paths seem to lead back to those countries, we have to under-
stand that the wealth of information we have on our computer net-
works and what we have done to protect those is all for naught if
we continue to put those on computers.

With that, Mr. Chairman, I yield back.

Mr. RusH. The chair thanks the gentleman. Now the gentleman
from Nebraska, Mr. Terry, is recognized for 2 minutes for the pur-
poses of an an opening statement.

OPENING STATEMENT OF HON. LEE TERRY

Mr. TERRY. Thank you, Mr. Chairman. I want to thank you for
holding today’s hearing, but more specifically, we have been down
this road a couple times before and I think it is imperative that we
move these bills.

I am going to pile on a little bit Mr. Murphy’s comments that I
view this as nibbling around the edges of cybersecurity. We are
pointing to specific problems and trying to come up with specific so-
lutions. All the while we are losing sight of the forest. I am not say-
ing these shouldn’t be done but I just think we need to think about
in a grander scheme of cybersecurity and how it all ties in with our
national security now, our financial security, and hopefully we can
start elevating the level of discussion here but I want to congratu-
late the authors of both of the bills here. I think you have done a
decent job here of finding the right solution for these specific prob-
lems and I support them. Yield back.

Mr. RusH. The chair thanks the gentleman and now the chair
recognizes the gentleman from Georgia, Dr. Gingrey, for 2 minutes
for the purposes of an opening statement.
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OPENING STATEMENT OF HON. PHIL GINGREY

Mr. GINGREY. Mr. Chairman, thank you for calling this hearing
today that focuses on two bipartisan pieces of legislation, H.R.
2221, the Data Accountability and Trust Act, and H.R. 1319, the
Informed Peer to Peer User Act. I also want to commend both you
and Ranking Member Radanovich for your collective leadership and
for the spirit of comity in which this subcommittee is operating,
Mr. Chairman.

At a time when our society is becoming ever more reliant on
technology, whether for e-commerce or HIT, health information
technology, we need to ensure the security of an individual’s iden-
tity and personal information. Unfortunately, we have seen signifi-
cant breaches of information that have led to identity theft, fraud
and allegations that were first reported in the Wall Street Journal
that Chinese hackers—it is bad enough what Ranking Member
Stearns was saying about the pharmaceutical and prescription
drug information but Chinese hackers stole several terabytes of
data related to design and electronic systems of the Joint Strike
fighter. That is some serious business.

H.R. 2221 is legislation that was first written in the 109th Con-
gress by my colleague from Florida, Mr. Stearns. It is now being
spearheaded by you, Mr. Chairman, and I applaud you on this ef-
fort. This legislation requires entities holding data that contains
personal information to implement enhanced security measures to
prevent future breaches. In instances in which unauthorized access
does occur, then the consumers must be notified shortly thereafter
that their files were compromised.

Similarly, H.R. 1319 is legislation that was introduced by Ms.
Bono Mack of California, full committee Ranking Member Barton
and my colleague from Savannah, Georgia, Mr. Barrow, and it is
designed to protect consumers through additional information
about the practice of peer-to-peer file sharing over the Internet.
Simply referred to as P2P file sharing around the IT industry, this
practice certainly has a number of benefits. However, too often per-
sonal information is compromised over the peer-to-peer program for
various reasons, many of which of course are inadvertent. H.R.
1319 would add an additional layer of security that would prohibit
peer-to-peer programs from sharing files until the program receives
informed consent from the user on two separate occasions.

Mr. Chairman, we need to maintain security on the Internet in
this growing technologically-based world, and I do support both bi-
partisan bills. I look forward to hearing from the witnesses, and I
yield back.

Mr. RusH. The chair thanks the gentleman and the chair thanks
all the members of the subcommittee for their opening statements.

It is now my pleasure to introduce our outstanding expert panel.
These panelists have come from far and near to be with us today,
and we certainly welcome them and we certainly want to tell each
and every one of you beforehand that we thank you so much for
taking the time out from your busy schedule to participate with us
in this hearing.

I would like to first of all introduce you now. From my far left
is Ms. Eileen Harrington. Ms. Harrington is the acting director of
the Bureau of Consumer Protection for the Federal Trade Commis-
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sion. Next to Ms. Harrington is Mr. David M. Sohn, who is the sen-
ior policy counsel for the Center for Democracy and Technology.
Next to Mr. Sohn is Mr. Robert W. Holleyman, II. Mr. Holleyman
is the president and CEO of Business Software Alliance. Seated
next to him is Mr. Martin C. Lafferty. He is the chief executive offi-
cer of Distributed Computing Industry Association. Next to Mr.
Lafferty is Mr. Stuart K. Pratt, president and CEO of the Con-
sumer Data Industry Association, and then next to him is Mr.
Marc Rotenberg, who is the executive director of the Electronic Pri-
vacy Information Center. The gentleman next to Mr. Rotenberg is
Mr. Robert Boback. He is the CEO of Tiversa, Incorporated. And
lastly but not least, the gentleman seated next to Mr. Boback is
Mr. Thomas D. Sydnor. He is the senior fellow and director of the
Center for the Study of Digital Property of the Progress and Free-
dom Foundation.

Again, I want to thank each and every one of the witnesses for
appearing today. It is my pleasure to extend to you 5 minutes for
the purposes of opening statement, and we will begin with Ms.
Harrington.

STATEMENTS OF EILEEN HARRINGTON, ACTING DIRECTOR,
BUREAU OF CONSUMER PROTECTION, FEDERAL TRADE
COMMISSION; DAVID M. SOHN, SENIOR POLICY COUNSEL,
CENTER FOR DEMOCRACY AND TECHNOLOGY; ROBERT W.
HOLLEYMAN II, PRESIDENT AND CHIEF EXECUTIVE OFFI-
CER, BUSINESS SOFTWARE ALLIANCE; MARTIN C.
LAFFERTY, CHIEF EXECUTIVE OFFICER, DISTRIBUTED COM-
PUTING INDUSTRY ASSOCIATION; STUART K. PRATT, PRESI-
DENT AND CHIEF EXECUTIVE OFFICER, CONSUMER DATA
INDUSTRY ASSOCIATION; MARC ROTENBERG, EXECUTIVE
DIRECTOR, ELECTRONIC PRIVACY INFORMATION CENTER;
ROBERT BOBACK, CHIEF EXECUTIVE OFFICER, TIVERSA,
INC.; AND THOMAS D. SYDNOR, SENIOR FELLOW AND DIREC-
TOR, CENTER FOR THE STUDY OF DIGITAL PROPERTY,
PROGRESS AND FREEDOM FOUNDATION

STATEMENT OF EILEEN HARRINGTON

Ms. HARRINGTON. Thank you very much, Chairman Rush, Rank-
ing Member Radanovich and members of the subcommittee. I am
Eileen Harrington, the acting director of the FTC’s Bureau of Con-
sumer Protection. I appreciate the opportunity to appear to present
the Commission’s testimony on data security and peer-to-peer file
sharing. The Commission’s views are set forth in its written testi-
mony. My oral presentation and answers to your questions rep-
resent my views.

Let me start with data security. Companies must protect con-
sumers’ sensitive data. If they don’t, that data could fall into the
wrong hands, resulting in fraud and consumers losing confidence in
the marketplace. The Commission has undertaken substantial ef-
forts described fully in its written testimony to promote data secu-
rity. Let me highlight three particular efforts for you: our law en-
forcement activities, our pending rulemaking on health information
security and our study of emerging technologies.

Today the Commission announced its 26th law enforcement ac-
tion against a business that we allege failed to have reasonable
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procedures to protect consumers’ personal information. Case num-
ber 26 is against mortgage broker James Nutter and Company for
allegedly failing to implement basic computer security measures. In
settling these charges, the company has agreed to maintain reason-
able security measures in the future and to periodic outside audits
of its security practices. The Commission’s data security cases are
well publicized and send a strong message to the business commu-
nity: you must have reasonable data security measures in place.

Second, a few weeks ago the Commission issued a proposed rule
to require that consumers be notified when the security of their
health information is breached. The proposed rule arises from a
mandate in the Recovery Act to address new types of web-based en-
tities that collect or handle consumers’ sensitive health informa-
tion. Covered entities include those that offer personal health
records which consumers can use as an electronic individually con-
trolled repository for their medical information. Personal health
records have the potential to provide numerous benefits for con-
sumers but only if they have confidence that the security of the
health information they put it in will be maintained.

Third, the Commission continues to examine new technologies to
identify emerging privacy and data security issues. In February, for
example, the Commission staff released a report recommending
principles for industry self-regulation of privacy and data security
in connection with behavioral advertising. We are also considering
a petition submitted by EPIC raising data security concerns about
cloud computing services provided by Google.

Finally, a few words about the proposed data security bill, H.R.
2221. The Commission strongly supports the goals of the legisla-
tion, which are to require companies to implement reasonable secu-
rity procedures and provide security breach notification to con-
sumers. We also strongly support the provisions that would give
the Commission the authority to obtain civil penalties for viola-
tions. We have provided technical comments to committee staff,
particularly with regard to the scope of the proposed legislation
and the data broker provisions and very much appreciate the op-
portunity to provide input.

Turning to P2P file sharing, let us be clear about one thing. The
FTC’s interest is the safety and privacy of consumers’ personal doc-
uments and information, not copyright piracy. Although P2P tech-
nologies may offer benefits to computing, they have also been asso-
ciated with significant data security risks. The press has reported
disturbing instances of sensitive documents being shared via P2P
networks. Sensitive documents likely have been shared under three
scenarios. First, some consumers may have shared documents be-
cause they failed to read or understand information about how to
keep files from being shared or did not understand the con-
sequences of altering default settings. Second, some consumers
may have unknowingly downloaded malware that caused their files
to be made available on P2P networks. Third, some businesses and
other organizations that hold sensitive personal information such
as tax or medical records have not implemented procedures to
block installation of P2P file-sharing software on their company or
organization-owned computers and networks. Some of the most
highly publicized instances of personal information being shared
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over P2P networks occurred because businesses failed to prevent
the installation of P2P software on their systems or because their
employees placed sensitive corporate documents onto home com-
puters that had downloaded P2P software.

The FTC has worked with the P2P industry as it has set stand-
ards for disclosure and default settings that protect consumers’
files and information. We have received reports about the perform-
ance of seven P2P companies and are currently reviewing them to
see whether these companies comply with the industry standards.
We will make the results of our review public this summer. We
also educate consumers about the risks associated with these pro-
grams. In addition to a 2008 consumer alert, the FTC’s Internet
website, onguardonline.gov, highlights information about the risks
of P2P file-sharing software.

Finally, we support legislation that requires distributors of P2P
file-sharing programs to provide timely, clear and conspicuous no-
tice and obtain consent from consumers regarding the essential as-
pects of those programs. H.R. 1319 may provide very useful protec-
tions for consumers. The agency has worked with committee staff
on previous versions of the bill and we look forward to working
with committee staff again regarding this proposed legislation, and
we thank you very much for giving the FTC the opportunity to
present its views today.

[The prepared statement of Ms. Harrington follows:]
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Chairman Rush. Ranking Member Radanovich. and members of the Subcommittee. I am
Eileen Harrington. Acting Director of the Bureau of Consumer Protection at the Federal Trade
Commission ("FTC™ or "Commission™). [ appreciate the opportunity to present the
Commissions testimony on data security and peer-to-peer ("P2P") file-sharing technology. and
to provide the Commission’s thoughts on proposed legislation in both these areas.'

As the nation’s consumer protection agency. the FTC is committed to protecting
consumer privacy and promoting data security in the private sector. Since 2001. the
Commission has brought 25 law enforcement actions that challenged businesses that allegedly
failed to adequately protect consumers” personal information. These cases emphasize the
importance of protecting against common security threats and the need for businesses to evaluate
their security procedures on an ongoing basis. Additionally, through extensive consumer and
business education, the Commission has promoted the importance of data security.

Similarly, since 2004, the FTC has worked to address the risks to consumers presented by
P2P file-sharing software programs through three key efforts. First, FTC staff have worked with
industry to improve the disclosure of risk information so that consumers can make informed
choices regarding their use of P2P file-sharing programs. Second. the FTC has brought law
enforcement actions related to P2P file-sharing programs. Finally. the agency has taken steps to
educate consumers about the risks associated with these programs.

This testimony describes the Commission’s efforts in both areas. Part one of the

testimony discusses the Commission’s data security program. First. it summarizes the

" This written statement represents the views of the Federal Trade Commission. My oral
presentation and responses are my own and do not necessarily retlect the views of the
Commission or of any Commissioner.
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Commission’s law enforcement actions to protect the security of consumers” data. Second. it
highlights key recommendations. rulemakings. and reports issued by the Commission. Third. it
discusses the Commission’s consumer and business education etforts and fourth. it describes
initiatives to address emerging challenges in the data security area. Finally. it provides the
Commission’s views on H.R.

Part two of the Commission’s testimony discusses the agency’s work involving P2P file-
sharing technology. First, it describe FTC staft’s efforts to assist P2P file-sharing application
developers to devise best practices to help prevent consumers from inadvertently sharing
sensitive data over P2P networks. Second. it describes the Commission’s efforts to educate
consumers about the potential risks for downloading and using P2P file-sharing software.
Finally. it discusses the Commission’s views on H.R. 1319.

L Data Security

Privacy has been one of the Commissions highest consumer protection priorities for
more than a decade. The FTC has worked to address privacy issues through law enforcement,
regulation, consumer and business education. and policy initiatives.” For example. the FTC has
promulgated and enforced the Telemarketing Sales Rule ("TSR™):" helped to maintain and

enforce the Do Not Call Registry® to respond to consumer complaints about unsolicited and

* Information on the FTC's privacy initiatives generally may be found at
hitp: “waww e oy privacysindex.himi.

“16 C.F.R. Part 310.

* The Do Not Call Registry was established by amendments to the TSR. /d. Information
on the Do Not Call Registry, which is enforced by the FTC. the Federal Communications
Commission. and the states. is available at hup: www [te.govidenoteall.

[B*)
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unwanted telemarketing: waged a multi-faceted war on identity theft:" brought numerous
enforcement actions to reduce the incidence of spam and spyware:” and conducted numerous
workshops and other research to examine privacy issues raised by emerging technologies and
business practices.” In 2006, the FTC established the Division of Privacy and Identity
Protection. a division devoted exclusively to privacy-related issues.

A critical component of privacy is data security. If companies do not protect the
sensitive consumer information that they collect and store. that information could fall into the
wrong hands. resulting in fraud and other harm. and consumers could lose confidence in the
marketplace. Accordingly. the Commission has undertaken substantial etforts to promote data

security in the private sector.®

% Information for consumers, businesses, law enforcement, and others. is available at the
FTC’s Identity Theft web site at hitp://www.fte. gov/bep/edu/microsites/idtheft.

¢ For a list of spyware cases, see
hitp://www. fic.gov/bep/edu/microsites/spyware/law_enfor.htm. For spam cases, see
www. ftc. gov/bep/eonline/edeams/spany/press. him.

7 See. e.g.. Federal Trade Commission, Comment Request, 73 Fed. Reg. 37,457 (Jul. 1,
2008) (notice of consumer research regarding consumer interaction with credit reporting
agencies following incident of identity theft, and request for comments).

% The Commission also has participated in efforts to promote data security in the public
sector. For example, the Chairman of the FTC co-chaired the President’s Identity Theft Task
Force, through which 17 federal agencies worked together to develop a strategic plan to combat
identity theft. Exec. Order No. 13,402, 71 Fed. Reg, 27.945 (May 10, 2006). The Task Force
made specific recommendations to improve data security in the public sector. Pursuant to these
recommendations. the Otfice of Management and Budget worked to educate all tederal agencies
on improving data security practices and is monitoring their performance in doing so. In
addition. the Office of Personnel Management led an interagency initiative to eliminate
unnecessary uses of Social Security numbers ("SSNs™) in federal government human resource
funictions. while individual agencies are eliminating unnecessary uses of SSNs in other aspects
of their work. For more information about the Task Force, sce infru note 41.
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A. Law Enforcement

To promote data security through law enforcement. the Commission brings actions
against businesses that fail to implement reasonable security measures to protect sensitive
consumer data. The FTC enforces several laws and rules that contain data security requirements.
The Commission’s Safeguards Rule under the Gramm-Leach-Bliley Act ("GLB Act™. for
example. contains data security requirements for financial institutions.” The Fair Credit
Reporting Act ("FCRA™) requires consumer reporting agencies to use reasonable procedures to
ensure that the entities to which they disclose sensitive consumer information have a permissible
purpose for receiving that information." and imposes safe disposal obligations on entities that
maintain consumer report information."" In addition, the Commission enforces the FTC Act’s
proscription against unfair or deceptive acts or practices'” in cases where a business makes false
or misleading claims about its data security procedures. or where its failure to employ reasonable
security measures causes or is likely to cause substantial consumer injury.

Since 2001, the Commission has used its authority under these laws to bring 25 cases

?16 C.F.R. Part 314. implementing 15 U.S.C. § 6801(b). The Federal Deposit Insurance
Corporation, National Credit Union Administration, Securities and Exchange Commission,
Office of the Comptroller of the Currency. Board of Governors of the Federal Reserve System,
Office of Thrift Supervision. Secretary of the Treasury. and state insurance authorities have
promulgated comparable safeguards requirements for the entities they regulate.

15 US.C. 8 168l
' Jd at § 1681w, The FTC's implementing rule is at 16 C.F.R. Part 682.

F15US.C. § 45(a).
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against businesses that allegedly failed to protect consumers’ personal information.'® These
cases stand for several general principles.
First. businesses that make claims about data security should be sure that they are
accurate. The Commission has brought several cases against companies that allegedly

misrepresented their own security procedures. In actions against Microsoft.™ Petco.”” Tower

13 See United States v. Rental Research Sves., No. (D. Minn. Mar. 5. 2009);
Federal Trade Commission v. Navone, No. 2:08-CV-001842 (D. Nev. Dec. 30, 2008); United
States v. ValueClick. Inc., No. 2:08-CV-01711 (C.D. Cal. Mar. 13, 2008); United States v.
American United Mortgage. No. 1:07-CV-07064 (N.D. IlL. Dec. 18. 2007); United States v.
ChoicePoint. Inc., No. 1:06-CV-0198 (N.D. Ga. Feb. 15. 2006); In the Mutter of CVS Caremark
Corporation, File No. 072 3119 (Feb. 19, 2009) (accepted for public comment); In the Maiter of
Genica Corp., File No. 082 3113 (Feb. 5, 2009) (accepted for public comment); In the Matter of
Premier Capital Lending, Inc., FTC Docket No. C-4241 {Dec. 10, 2008): In the Matter of The
TJX Cos.. FTC Docket No. C-4227 (July 29, 2008); In the Matter of Reed Elsevier Inc.. FTC
Docket No. C-4226 (July 29, 2008); /n the Matter of Life is good, Inc., FTC Docket No. C-4218
(Apr. 16, 2008): In the Matter of Goal Fin.. LLC, FTC Docket No. C-4216 (Apr. 9. 2008): /n the
Matter of Guidance Software. Inc., FTC Docket No. C-4187 (Mar. 30, 2007); In the Matter of
CardSystems Solutions. Inc., FTC Docket No. C-4168 (Sept. 5, 2006): In the Matter of Nations
Title Agency. Inc.. FTC Docket No. C-4161 (June 19. 2006); In the Mutter of DSW. Inc., FTC
Docket No. C-4157 (Mar. 7, 2006): In the Matter of Superior Mortgage Corp., FTC Docket No.
C-4153 (Dec. 14. 2005); In the Matter of BJ's Wholesale Club, Inc., FTC Docket No. C-4148
(Sept. 20, 2005); In the Mutter of Nationwide Mortgage Group, Inc., FTC Docket No. 9319
(Apr. 12, 2005); In the Matter of Petco Animal Supplies. Inc., FTC Docket No. C-4133 (Mar. 4,
2005); In the Mutter of Sunbelt Lending Servs.. Inc., FTC Docket No. C-4129 (Jan. 3, 2005): In
the Muatter of MTS Inc.. d-b'u Tower Records: Books:Video. FTC Docket No. C-4110 (May 28.
2004y, In the Matter of Guess?. Inc.. FTC Docket No. C-4091 (July 30, 2003); In the Matter of
Microsofi Corp.. FTC Docket No. C-4069 (Dec. 20. 2002): /n the Marier of EIi Lilly & Co.. FTC
Docket No. C-4047 (May 8. 2002).

Y In the Matter of Microsofi Corp.. FTC Docket No. C-4069 (Dec. 20, 2002).

Y In the Matter of Petco Animal Supplies. Ine.. FTC Docket No. C-4133 (Mar. 4. 2005).

(7]
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Records.' Lite is good.'” and Premier Capital Lending." for example. the FTC challenged
claims on the companies™ websites that each had strong security procedures in place to protect
consumer information. The FTC alleged that. contrary to these claims. the companies did not
employ even the most basic security measures.

Second. businesses should protect against common technology threats. In a number of
cases, the Commission has alleged that companies failed to protect their customer information
from a simple and well-known type of attack — an SQL injection — designed to install hacker
tools on the companies’ computer networks." In addition, the Commission announced two cases
last year ~ against retailer TIX and data brokers Reed Elsevier and Seisint — alleging that these
companies failed to implement simple technologies to counteract certain basic security threats.
For example, the Commission alleged that TJX failed to encrypt personal data being transmitted
over various computer networks: did not limit wireless access teo its networks; and failed to use
readily-available security measures, such as firewalls. updated anti-virus software, and strong
passwords.” Similarly, the Commission alleged that Reed Elsevier and Seisint failed to prevent

unauthorized access to sensitive data because they allowed easy-to-guess passwords; failed to

' In the Matter of MTS Inc.. d'b/a Tower Records/Books/Video, FTC Docket No. C-4110
(May 28. 2004).

7 In the Matier of Life is good, Inc.. FTC Docket No. C-4218 (Apr. 16. 2008).

* In the Matter of Premier Capital Lending. c.. FTC Docket No. C-4241 (Dec. 10.
2008).

" See. ez In the Mutter of Genica Corp., File No. 082 3113 (Feb. 5. 2009) (accepted for
public comment): In the Matter of Guidance Software. Inc.. FTC Docket No. C-4187 (Mar. 30,
2007).

' In the Matter of The TJX Cos.. FTC Docket No. C-4227 (Jul. 29, 2008).
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require periodic changes of passwords: failed to suspend credentials after a certain number of
unsuccessful log-in attempts: and allowed users to store credentials in vulnerable formats.™

Third. businesses must know with whom they are sharing customers” sensitive
information. One of the Commission’s most well-known security cases involved ChoicePoint.
which sold 160.000 consumer files to identity thieves posing as clients. In its complaint. the
Commission alleged that ChoicePoint lacked reasonable procedures to verity the legitimacy of
its customers.™

Fourth. businesses should not retain sensitive consumer information that they do not
need. In cases announced against BJ's Warehouse.” DSW Shoe Warchouse,™ and CardSystems
Solutions,™ for example, the Commission alleged that the companies stored unencrypted. full
magnetic stripe information on payment cards™ unnecessarily — long after the time of the
transaction, when the companies no longer had a business need for the information. As a result,
when thieves gained access to the companies” systems, they were able to obtain hundreds of
thousands — in some cases millions — of credit card numbers and security codes.

Finally. businesses should dispose of sensitive consumer information properly. One of

' In the Matter of Reed Elsevier Inc.. FTC Docket No. C-4226 (Jul. 29, 2008).

2 Umited States v. ChoicePoint, Inc., No. 1:06-CV-0198 (N.D. Ga. Feb. 15, 2006).

B [ the Matier of BJ's Wholesale Club. Inc.. FTC Docket No. C-4148 (Sep. 20. 2005).
* In the Matter of DSV, Inc., FTC Docket No. C-4157 (Mar. 7. 2006).

i the Matter of CardSysiems Solutions, Inc.. FTC Docket No. C-4168 (Sep. 5. 2006).

* Magnetic stripe information is particularly sensitive because it can be used to create
counterfeit credit and debit cards that appear genuine in the authorization process.
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the Commission’s most recent cases — against CVS Caremark — illustrates this principle.”” In
that case, the Commission alleged that CVS Caremark failed to implement reasonable and
appropriate procedures for handling personal information about customers and employees.
particularly with respect to its practices for disposing of such information. The FTC's action
followed.media reports that CVS Caremark pharmacies across the country were throwing trash
that contained. among other things. pill bottles with patients’ names, medication instruction
sheets with personal information, and payroll information, into open dumpsters. The FTC
coordinated its investigation and settlement with the Department of Health and Human Services,
which announced a separate agreement in which the company agreed to pay a $2.25 million
fine.”

Some of these cases involved unfair or deceptive practices under the FTC Act, while
others were brought under the GLB Act and the related Safeguards Rule or the FCRA. Although
the Commission has brought its cases under different laws, all of the cases stand for the principle
that companies must maintain reasonable and appropriate measures to protect sensitive consumer

information.”

7 In the Mutter of C1S Caremark Corporation, File No. 072 3119 (Feb. 19, 2009)
(accepted for public comment).

** The FTC also has brought recent cases involving mortgage companies” improper
disposal of sensitive customer financial information. See Federal Trade Commission v. Nuvone,
No. 2:08-CV-001842 (D. Nev. Dec. 30, 2008): United States v. American United Mortgage. No.
1:07-CV-07064 (N.D. L. Dec. 18. 2007).

* What is “reasonable™ will depend on the size and complexity of the business, the nature
and scope of'its activities, and the sensitivity of the information at issue. The principle
recognizes that there cannot be “perfect™ security, and that data breaches can occur
even when a company maintains reasonable precautions to prevent them. At the same time,
companies that put consumer data at risk can be liable even in the absence of a known breach.

8
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B. Rulemakings and Recommendations

The Commission’s efforts in the data security area also include rulemakings. reports. and
recommendations to Congress. This testimony highlights four of these efforts.

First. a few weeks ago. the Commission issued a proposed rule that would require
consumers to be notified when the security of their health information is breached.™ The
proposed rule arises from a mandate in the recently-enacted American Recovery and
Reinvestment Act of 2009 (the “Recovery Act™)"' designed to address new types of web-based
entities that collect or handle consumers” sensitive health information, These entities include (1)
those that offer personal health records (“PHRs"™). which consumers can use as an electronic,
individually-controlted repository for their medical information, and (2) online applications
through which consumers can track and manage different kinds of information in their PHRs.”
These innovations have the potential to provide numerous benefits for consumers, but only if

consumers have confidence that the security of their health information will be maintained.”

The Commission will continue to apply the “reasonable procedures™ principle in enforcing
existing data security laws.

* See 74 Fed. Reg. 17.914 (Apr. 20. 2009). The Commission is accepting public
comments through June 1, 2009, and will issue an interim final rule by August 17, 2009.

*' American Recovery and Reinvestment Act of 2009, Pub. L. No. 111-5. __Stat.__.

** For example, consumers can connect a device such as a pedometer to their computers
and upload miles traveled into their personal health records.

* The Commission’s proposed rule is part of' a broader scheme set forth in the Recovery
Act to address the privacy and security concerns raised by PHRs. Specifically. the Act requires
the Department of Health and Human Services ("HHS"™) to do a study and report. in consultation
with the FTC. on potential privacy. security. and breach notification requirements for PHR
vendors and related entities that are not covered by the Health Insurance Portability and
Accountability Act. Pub. L. No. 104-191. 110 Stat. 1936 (1996) ("HIPAA™). In the interim. the

9
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Consistent with the Recovery Act. the proposed rule requires PHR vendors and related
entities to provide notice to consumers following a breach. The proposed rule further provides
that if a service provider to one of these entities experiences a breach. it must notify the entity so
that the entity can in turn notify consumers. The proposed rule contains additional requirements
governing the standard for what triggers notice: the timing. method. and content of notice: and
notice to the FTC and HHS.

Second. the Commission in 2007 issued the Red Flags Rule, which requires businesses
and organizations to detect and respond to “red flags™ or signs of identity theft. The Red Flags
Rule picks up where data security leaves off: It seeks to ensure that, in addition to protecting
data collected from consumers, covered entities are on the lookout for signs of identity theft or
attempted identity theft.” The Red Flags Rule follows from a mandate in the Fair and Accurate
Credit Transactions Act of 2003 ("FACTA™)* that the FTC, the Federal bank regulatory
agencies. and the National Credit Union Administration jointly develop rules and guidelines for
“financial institutions™ and “creditors™ to reduce the incidence and impact of identity theft.

The Red Flags Rule and accompanying guidelines require financial institutions and

creditors that hold certain consumer accounts, or other accounts for which there is a reasonable

Act requires the Commission to issue a temporary breach notification rule (the proposed rule)
applicable to these entities. The Act also requires HHS to promulgate final breach notification
requirements for entities subject to HIPAA. Because many of the breach notification
requirements applicable to FTC-regulated entities are the same as those applicable 10 HHS-
regulated entities, the FTC is consulting with HHS to harmonize the agencies” rules.

Y16 CFR. §681.2

¥ pub. L. 108-159. The FACTA amended the Fair Credit Reporting Act ("FCRA™). 15
US.C. § 1681 ef seq.

10
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risk of identity thett. to develop and implement a written “Identity Theft Program™ to help spot
identity theft. In recent months. the FTC staff has undertaken substantial outreach etforts to
educate financial institutions and creditors about the Rule.™

Third. a critical component of maintaining data security is limiting the unnecessary use
and display of Social Security numbers ("SSNs™), which can be particularly valuable to those
seeking to perpetrate identity theft or other privacy harms. Last December, the Commission
issued a report containing two key legislative recommendations to address this issue.”’ It
recommended that Congress consider establishing national consumer authentication standards.
This recommendation recognizes that the first step to minimizing the role of SSNs in identity
theft is to make it more difticult for thieves to use them to open new accounts, access existing
accounts, or obtain other benefits or services. Thus, the Commission recommended that
Congress require private sector entities to establish reasonable procedures to authenticate new or
existing customers to ensure that they are who they say they are.”® Moreover. the report
recommended that Congress consider creating national standards to reduce the public display and

transmission of SSNs.

* This outreach has included developing a compliance guide for businesses. distributing
general and industry-specific articles. speaking before numerous audiences, responding to
individual inquiries by telephone and e-mail. and working with a number of trade associations
that are developing model policies or specialized guidance for their members.

7 See FTC Report. "Recommendations on Social Security Number Use in the Private
Sector.” (December 2008). availuble ar hup: www2 fte.gov/opa 2008°1 2 ssnreport shtm.

* The report recommended that this requirement cover all private sector entities that
maintain consumer accounts, other than financial institutions already subject to authentication
requirements promulgated by bank regulatory agencies.

1
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Finally. the Commission more broadly has recommended that Congress enact federal
legislation to enhance data security across the private sector. In particular. the Commission has
recommended legislation requiring all companies that hold sensitive consumer data to take
reasonable measures to safeguard it and to notify consumers when the security of their
information is breached.™ In addition. the Commission has recommended that Congress provide
it with authority to seek civil penalties in data security cases because of the deterrent value. as
equitable remedies such as disgorgement and redress are often inadequate in these cases.

These recommendations also were made in an April 2007 report released by the President’s
Identity Theft Task Force, which was co-chaired by the Attorney General and the FTC

Chairman,” as well as in the report on SSNs described above.

*¥ See Prepared Statement of the Federal Trade Commission Before the Committee on
Commerce, Science, and Transportation, United States Senate, 109" Cong. (Jun.16. 2005),
available at http://www. fte.gov/es/2005/06/05061 6databreaches.pdt.

¥ Id. See also Prepared Statement of the Federal Trade Commission Before the
Subcomm. on Interstate Commerce, Trade. and Tourism of the 8. Comm. on Commerce,
Science, and Transportation Committee. 110" Cong. (Sep. 12. 2007) availuble at
hitp://www ftc.gov/os/testimony/070912reauthorizationtestimony.pdt; Prepared Statement of the
Federal Trade Commission Before the S. Comm. on Commerce, Science, and Transportation,
110" Cong. (Apr. 10. 2007) available at
http://www.ftc.gov/os/testimony/P040101FY2008BudgetandOngoingConsumerProtectionandCo
mpetitionProgramsTestimonySenate04102007.pdf.

*! President Bush established the Task Force by Executive Order on May 10, 2006. It was
comprised of 17 federal agencies and tasked with developing a comprehensive national strategy
to combat identity theft. Exec. Order No. 13402, 71 Fed. Reg. 27.945 (May 10, 2006). The
Task Force issued its Strategic Plan, including 31 recommended actions for preventing identity
theft and mitigating its consequences. in April 2007, See The President’s Identity Theft Task
Force. Combating ldentity Theft: A Strategic Plan, Apr. 23. 2007, wvailable at
hitp:Awww idtheft govireports SuategicPlan pdf. In September 2008. the Task Force issued a
progress report on the implementation of the Strategic Plan recommendations, most of which
have been completed. See The President’s Identity Theft Task Force Report. Sep. 2008,
available ar hupy idtheft.goy repornts/ 1D FReport2008 pdf.

12
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C. Education

The Commission also promotes better data security practices through extensive use of
consumer and business education. On the consumer education front, the Commission sponsors a
multimedia website. OnGuard Online. designed to educate consumers about basic computer
security. OnGuard Online was developed in partnership with other government agencies and
the technology sector. and since its launch in 2005 has attracted nearly 10 million unique visits.

In addition. the Commission has engaged in wide-ranging efforts to educate consumers
about identity thett. one of the harms that could result if their data is not adequately protected.
For example. the FTC’s identity theft primer® and victim recovery guide™ are widely available
in print and online. Since 2000. the Commission has distributed more than 9 million copies of
the two publications. and recorded over 4 million visits to the Web versions. In addition. in
February 2008, the U.S. Postal Service - in cooperation with the FTC — sent copies of the
Commission’s identity theft consumer education materials to more than 146 million residences
and businesses in the United States.

The Commission recognizes that its consumer education efforts can be even more
effective if it partners with local businesses. community groups. and members of Congress to

educate their employees. communities, and constituencies. For example. the Commission has

+ See wnw.onguardonline. gov.

¥ Avoid ID Thefi: Deter. Detect, Defend. available at
hitp www fte.coy bepfedu pubsivonsumer/idthe ft idto L htm,

W Tuke Churge: Fighting Buck Aguinst Identity Theft. available at
http: www. Tt covshep edu’pubs consumet idtheft idtO4.im.
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launched a nationwide identity theft education program. “Avoid ID Thett: Deter. Detect.
Detend.” which contains a consumer education kit that includes direct-to-consumer brochures.
training materials. presentation slides. and videos for use by such groups. The Commission has
developed a second consumer education toolkit with everything an organization needs to host a
“Protect Your Identity Day.” Since the campaign launch in 2006, the FTC has distributed nearly
100.000 consumer education kits and over 26,000 Protect Your Identity Day kits.

The Commission directs its outreach to businesses as well. The FTC widely disseminates
its business guide on data security, along with an online tutorial based on the guide.” These
resources are designed to provide diverse businesses — and especially small businesses — with
practical, concrete advice as they develop data security programs and plans for their companies.
In addition, the FTC has held regional data security workshops for businesses in locations around
the country. including workshops in Chicago, Los Angeles, Dallas and, just last week, New
York. It also has released nine articles for businesses relating to basic data security issues for a
non-legal audience. The articles have been reprinted in newsletters for local Chambers of
Commerce and other business organizations.

D. Emerging Privacy and Data Security Issues

As part of its privacy program, the Commission examines new technologies and other

developments to identify emerging privacy and data security issues aftecting consumers. This

# See waw. fle.goy infosecurity.
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testimony highlights three recent initiatives in this area. all of which bear on the security of
consumers” personal information.*

First. 1his February, the Commission staff released a report containing principles designed
to serve as the basis for industry self-regulatory efforts to address the privacy and data security
concerns raised by behavioral advertising.”” Behavioral advertising is the practice of tracking an
individual's online activities in order to deliver targeted advertising tailored to that individual's
interests,™ Although it may provide benefits to consumers in the form of advertising that is more
relevant to their interests and the subsidization of free online content, it also raises privacy
concerns. In particular, consumers may be uncomfortable about being tracked. Further, without
adequate safeguards, consumer tracking data — which sometimes includes sensitive data about
children, health, or a consumer’s finances — could fall into the wrong hands or be used for
unanticipated purposes.

To address these concerns, the FTC staff principles provide for transparency, consumer
control, and reasonable security for consumer behavioral data. They also call for companies to

obtain affirmative express consent from consumers before they (1) use data in a manner that is

* Other recent initiatives include, for example. a Town Hall on the privacy and security
issues associated with contactless payment mechanisms and a Town Hall and staff report on
mobile marketing. See Workshop Information Page, “Pay on the Go: Consumers and
Contactless Payment,” available at
http://www2 fte gov/bep/workshops/payvonthego/index.shtm}; Workshop Information Page.
“Beyond Voice: Mapping the Mobile Marketplace,” available at
httpz/sww 2. fte sovibep/workshops mobilemarket/index, shiml.

7 See Press Release. "FTC Staff Revises Online Behavioral Advertising Principles.” Feb.
12,2009, available at htipe www 2 e goy ‘opa 200902 ‘behavad. shim.

* An example of how behavioral advertising might work is as follows: a consumer visits
a travel website and searches for airline tlights to New York City. The consumer does not
purchase any tickets, but later visits the website of a local newspaper to read about the
Washington Nationals baseball team. While on the newspaper’s website. the consumer receives
an advertisemnent from an airline featuring flights to New York City.

¥
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materially ditferent than promised at the time of collection: and (2) collect and use “sensitive”
consumer data for behavioral advertising. Staff will continue to examine this marketplace and
take actions to protect consumers as appropriute-

" Second. the Commission recognizes that, as more data flows across geographic borders.
protecting that data will require international cooperation. In March 2009. FTC staft held a two-
day international conference titled “Securing Personal Data in the Global Economy.™ The
conference was co-organized with the Asia-Pacific Economic Cooperation forum and the
Organisation for Economic Co-operation and Development. it addressed how companies can
manage data security in a global environment where data can be stored and accessed from
multiple jurisdictions. The Commission will continue to partner with international organizations
and its foreign counterparts to maintain data security across borders without restricting
information flows that benefit consumers.

Third, the FTC is examining the practice of cloud computing, which is defined broadly as
the provision of internet-based computer services. Cloud computing allows businesses and
consumers to use software and hardware located on remote networks operated by third parties.
Because cloud computing reduces the need for businesses and consumers to purchase software
and hardware themselves, it may be a less costly way for them to manage, store, and use data.
Although cloud computing is still an emerging business model, the Commission is seeking to

understand its privacy and data security implications for consumers. The Commission also is

* See Workshop Information Page. ~Securing Personal Data in the Global Economy.”
available ar hitpy waww2 ftc sov bep/workshops personaldataglobaliindex.shtm.
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considering a petition submitted by the Electronic Privacy Information Center in March 2009
raising data security concerns about Google™s provision of cloud services to consumers.”

E. H.R. .

Finally. the Commission appreciates the opportunity to comment on H.R. . The
Commission strongly supports the goals of the legislation to require companies to (1) implement
reasonable security policies and procedures and (2) provide notification to consumers when there
is a security breach. The Commission also supports the legislation’s provisions that would give
the Commission the authority to obtain civil penalties for violations.™

The Commission would like to make two recommendations in particular at this time.
First, the Commission recommends that the proposed legislation not be limited to security of
electronic information, because the breach of sensitive data stored in paper format can be just as
harmful to consumers.” In addition, the data broker provisions of the proposed legislation
establish a procedure for customers to obtain access to and dispute information held by a broker.
The Commission believes it is important to ensure that these provisions (1) are compatible with.

and do not displace, the protections aftorded to consumers under the FCRA,; and (2) are targeted

' See EPIC Complaint Before the Federal Trade Commission. In the Matter ot Google.
Inc.. and Cloud Computing Services, Mar. 19. 2009, available ar
hup:“epic.org/privacy cloudeomputing/google/fte031709.pdf.

' As noted above. these provisions are consistent with prior Commission legislative
recommendations,

2 According to one recent survey. a significant number of breaches involve paper
documents. See Ponemon Institute. Security of Paper Documents in the Workplace. (Oct. 2008),
availuble ar hip:www. ponemon.org data-seeurity.
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to uses of information that raise concerns for consumers and are not already covered by the
FCRA.® The Commission looks forward to working with Congress on this legislation.
IL Peer-to-Peer File Sharing

Since 2004. the FTC has worked to address the risks to consumers presented by P2P file-
sharing software programs. In that time. FTC staff has worked with industry to improve the
disclosure of risk information on P2P file-sharing software web sites. brought law enforcement
actions related to P2P file-sharing.™ and taken steps to educate consumers about risks associated
with the software. In December 2004, the FTC held a public workshop to consider the consumer
protection, competition. and intellectual property issues raised by P2P file-sharing. The
workshop featured more than forty representatives from the P2P file-sharing software industry,
entertainment industry, high-technology research firms, government agencies, academic
institutions, and consumer groups. In June 2005. the FTC released a staff report based on the

information received in connection with the workshop.™

** Data brokers that collect and sell data to third parties for purposes of making eligibility
decisions about consumers - most notably for credit, insurance. or employment - would generally
be consumer reporting agencies subject to the access and correction provisions of the FCRA. See
15 U.S.C. § 1681 ef seq.

M ETC v. Cashier Myricks Jr.. Civ. No. CV05-7013-CAS (FMOx) (C.D. Cal.. filed Sep.
27, 2005) (suit against the operator of the web site MP3DownloadCity.com for making allegedly
deceptive claims that it was ~100% LEGAL™ for consumers to use the file-sharing programs he
promoted to download and share music. movies. and computer games); FTC v. Odvssens
Murketing, Ine.. Civ. No. 05-330 (D.N.H.. filed Sep. 21. 2005) (suit against the operator web site
that encouraged consumers to download tree sottware that they falsely claimed would allow
consumers to engage in anonymous P2P file-sharing).

¥ P2P File-Sharing Technology: Consumer Protection and Competition Issues. Federal
Trade Commission Staff Report (June 2003). wvailuble at
winw fle.uon reports pRphs 03062 3p2prpt.pdf
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A. Reducing Sensitive Information on P2P Networks

Although P2P technologies make possible significant operational benefits to computing.
provide individual users with easy and fast access to content. and enable new business models.
they have been associated not only with copyright piracy but also with signiticant data security
risks. Indeed. recent headlines have highlighted disturbing instances of sensitive documents being
shared via P2P networks. These have included documents disclosing avionies details of the
President’s helicopter. financial information of a Supreme Court Justice. and many thousands of
tax returns and medical records of ordinary citizens. Sensitive documents may become available
on P2P networks because they have been inadvertently shared by consumers and businesses using
tile-sharing software. or because of malware. Regardless of how this information makes its way
to the networks, the Commission is working to reduce its availability by: coordinating with the
P2P technology industry to implement safeguards to minimize inadvertent file sharing initiating
law enforcement investigations against companies that fail to take reasonable and appropriate
measures to prevent sensitive data from being shared on P2P networks: and educating consumers
and businesses about the risks associated with using P2P file-sharing programs and other online
activities so that they can better protect themselves.

B. Reasonable and Appropriate Security Measures

Organizations that maintain sensitive consumer data have a duty to protect the data. and
that includes taking reasonable and appropriate measures to prevent the sensitive data from
exposure on P2P networks. P2P file-sharing applications that connect computers to open file-
sharing networks are not likely to be appropriate to install on computers used to store and access

sensitive documents. Businesses responsible for the confidential information of others must have
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in place procedures to control effectively the ability of their employees and contractors to install
such applications on computers with sensitive information. and should educate their employees
and contractors about safe computing and data-handling practices. The FTC is investigating
instances where companies may have exposed. through P2P software. the sensitive data of
thousands of consumers.

C. Protections Against Inadvertent File Sharing — Industry Best Practices and
Developments

FTC staft has taken an active role in assisting P2P file-sharing software developers in
devising best practices to help prevent consumers from inadvertently sharing personal or sensitive
data over P2P networks. In July 2008, the Distributed Computing Industry Association ("DCIA™)
published Voluntary Best Practices containing useful safeguards against inadvertent file sharing.
These safeguards, which apply to the functionality of the software programs themselves, include:
warnings to application users and notices about the number and types of files being shared;
default settings that limit what is shared upon installation of an application; controls for users to
stop sharing any file or folder; protections against any user attempt to share sensitive folders or
file types; and simple means to disable the file-sharing functionality. Starting in February 2009.
DCIA members began providing the FTC staff with reports outlining the ways in which they
believe their applications comply with the best practices. FTC staff is currently assessing. with
the assistance of an independent P2P technology expert, whether the member companies’
applications. and those of other developers. comply with those best practices.

Even prior to DCIA publishing its ~best practices”™ document, FTC staff observed some
improvements in P2P application interface design that should help to protect many consumers

against inadvertent sharing of personal documents. Following the Committee™s previous hearing
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in July 2007. Lime Wire implemented safeguards in its user interface to reduce the risk that users
would inadvertently share documents likely to contain sensitive. personal information. For
example, as of spring 2008, users of new versions of the LimeWire application could not share
their entire hard drives. Warnings would appear to deter users from sharing a "My Documents™
folder. and default settings would prevent the sharing of sensitive file types such as word
processing documents and PDFs. Independent experts hired by the FTC™ concluded that even
though the interface could still be improved. Lime Wire had provided safer defaults and enhanced
protections against inadvertent sharing of user-originated files.”” Those safeguards appear to have
been carried through to, or improved upon in. the current version of the LimeWire application.”

D. Consumer Education

In February 2008, the FTC updated its consumer alert entitled, “P2P File-Sharing:
Evaluate the Risks.™® The alert warns consumers about the potential risks from downloading and
using P2P file-sharing software, including the risk of inadvertently sharing files or receiving
spyware, viruses, infringing materials, or unwanted pornography mislabeled as something else.

The alert recommends that consumers carefully set up the file-sharing software so that they do

% The FTC contracted with Dr. Nathaniel Good and Aaron Krekelberg. experts on
human-computer interface design in P2P file-sharing applications. Good and Krekelberg wrote
the widely-cited article. Usability and Privacy: a Study of KaZad P2P File-Sharing (2003).

7 User-originated files are those stored on the user’s computer that were not downloaded
from the P2P network.

* We recognize that P2P technologies have often been misused for copyright
infringement itself. a matter that is outside our bailiwick.

S fvailable ar waww Jtc.govbep edu’pubs consumerialerts‘alt! 28 shim.
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not open access to information on their hard drives such as tax returns. e-mail messages. medical
records. photos. or other personal documents.

In addition. the FTC's Internet education web site. OnGuardOnline.gov. contains
downloadable information about the risks of P2P file-sharing software. including quick facts
about P2P file-sharing. an interactive quiz. and additional lessons. resources, and activities from
i-SAFE. an organization involved in Internet-safety education.” In addition to providing
information on topics such as P2P file-sharing. social networking. identity theft. phishing.
spyware, and spam. OnGuardOnline features up-to-date articles from the Department of’
Homeland Security’s U.S. Computer Emergency Readiness Team (US-CERT), including a piece
entitled “Risks of File Sharing.” OnGuardOnline has had nearly ten million unique visits since its
launch. The Commission is pleased to report that some file-sharing software distributors are
providing links to the FTC’s consumer education materials on P2P file sharing.

E. Legislative Steps to Address Inadvertent File Sharing

Although many P2P file-sharing program developers have voluntarily implemented
safeguards against the risk of inadvertent sharing of user-originated files in current versions of
their programs. the FTC is supportive of legislation that mandates distributors of P2P file-sharing
programs provide timely. clear. and conspicuous notice and obtain consent from consumers
regarding the essential aspects of those programs. In this regard, H.R. 1319 may provide useful
protections tor consumers. It permits the FTC to obtain civil penalties against the distributors
who do not meet a baseline standard of providing clear and conspicuous notice. in advance. to

consumers about what files a P2P program will share. and for obtaining consent from consumers

* See www,onguardonline vov.
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betore making those files available on a P2P network. The proposed legislation also has
provisions that should help network administrators keep P2P file-sharing applications that are
inappropriate and potentially dangerous off their computer systems and would give the
Commission authority to seek civil penalties tor violations. The agency has worked with
Committee staff on previous versions of the bill and looks forward to working with Committee
staft regarding the proposed legislation.
Conclusion

The FTC is committed to ensuring the security of consumers” personal information and
will continue to assess the risks associated with P2P file-sharing technology. The FTC thanks
this Subcommittee for focusing attention on these important issues. and for the opportunity to

describe how the agency has most recently addressed them.

]
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Mr. RusH. The chair now recognizes Mr. Sohn for 5 minutes.

STATEMENT OF DAVID M. SOHN

Mr. SOHN. Chairman Rush, Ranking Member Radanovich, mem-
bers of the subcommittee, thank you for the opportunity to partici-
pate in today’s hearing. The Center for Democracy and Technology
is very pleased to see this subcommittee focusing on data privacy
and security issues. Based on my conversations with subcommittee
staff, I am going to focus my comments this afternoon on the Data
Accountability and Trust Act with just a few words at the end
about the Informed P2P User Act.

But before I do that, I would like to make a general point. Both
of the bills that are the focus of today’s hearing reflect the fact that
technology has greatly expanded the ability to collect, store, use
and share personal data. The modern information economy that
this makes possible has many benefits but it also has greatly
changed the privacy landscape and it has expanded the risk of in-
appropriate disclosure of personal data. Unfortunately, the law has
simply not kept pace with these changes. In particular, the United
States has no general privacy law establishing any kind of fair
baseline of principles or expectations to govern consumer privacy,
and in the absence of that kind of overall legal framework, when
new privacy issues arise, Congress is essentially left to legislate on
a one-off basis without any clear guiding principles and without
necessarily much consistency. The result, what we have today, is
a confusing patchwork of laws in this area. So based on that, CDT
would certainly urge the subcommittee to put a high priority on the
enactment of baseline federal privacy legislation and we are very
happy to hear Chairman Rush saying today that he plans a joint
hearing and does plan to work on comprehensive privacy legisla-
tion.

Now I would like to turn to the Data Accountability and Trust
Act. CDT supports the idea of a nationwide data breach notification
standard so long as that standard is as least as effective as the
laws already in place at the State level. The key point to under-
stand here is that data breach notification is already the law of the
land because it is required by all but a few of the States. So from
a consumer perspective, replacing State notification laws with a
weak federal standard could actually be a step backwards, and
even replacing them with a good federal standard still doesn’t offer
a lot of tangible progress. The principal consumer gains from H.R.
2221 therefore come from section 2 of the bill, namely the provision
for requiring data security procedures and especially the provisions
requiring information brokers to let consumers review what is in
their data broker files. Based largely on these provisions, the CDT
does support the framework set forth in the bill.

My written testimony offers some suggestions for improvements
to the bill. For example, the breach notification provisions could be
improved by requiring a company that suffers a breach but deter-
mines that there isn’t enough risk to notify consumers to nonethe-
less provide a brief explanation to a regulator basically just to keep
everybody honest. For the provisions on security standards and
consumer access to information broker files, CDT recommends tak-
ing a close look at the scope of those requirements. In particular,
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the bill uses a definition of personal data that is really quite lim-
ited, which may make sense for breach notification provisions but
might make less sense for the provisions in section 2.

Preemption deserves a mention as well. It is important to note
that preempting State laws in this area is a very significant step.
The only reason we are here talking about breach notification
today is that notification laws were pioneered by the States and es-
pecially California. States were able to do that because the Gramm-
Leach-Bliley Act preempted inconsistent State laws but otherwise
left States free to experiment. Fortunately, the authors of H.R.
2221 have been careful with preemption. CDT does believe that
preemption makes sense for the specific issue of breach notification
and the bill does provide for that. I would just say that as the bill
moves forward, Congress needs to keep in mind that the price of
preemption must be strong federal action and that overbroad pre-
emption has to be avoided. Overall, CDT does appreciate the care-
ful work of Chairman Rush and the other sponsors of this bill and
we stand ready to cooperate with them on possible improvements
as the bill moves forward.

Finally, just a couple words on the Informed P2P User Act. CDT
absolutely supports the principle that file-sharing software should
clearly communicate to users how their files may be made available
to third parties. Inadvertent sharing of personal files is a very seri-
ous privacy matter. As set forth in my written testimony, however,
legislating this area does pose some difficulties. CDT has reserva-
tions about the potential unintended breadth of the bill and also
has some reservations about Congress starting down the path of
imposing specific design mandates for software developers. That
said, we share the broad goal and my written testimony offers
some ideas for modifications to consider if the subcommittee choos-
es to proceed with the bill.

Thanks again for the opportunity to testify.

[The prepared statement of Mr. Sohn follows:]
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On behalf of the Center for Democracy and Technology, thank you for the opportunity
to participate in this hearing on the Data Accountability and Trust Act and the Informed
P2P User Act.

CDT is a nonprofit, public interest organization dedicated to promoting privacy, civil
liberties, and democratic values on the open and decentralized Internet. CDT has been a
leader in the policy debates over privacy issues raised by the Internet and other new
technologies, from spyware to data mining to electronic surveillance. In particular, CDT
has argued that Congress should take a more comprehensive approach to privacy in
order to promote trust and consumer confidence in the digital environment.

CDT applauds the Subcommittee for focusing on the privacy-related legislation that is
the subject of this hearing. This testimony will start with some observations about
privacy challenges in the modern technological environment and the need for general
privacy legislation. It will then offer CDT’s analyses of the specific provisions of the Data
Accountability and Trust Act and the Informed P2P User Act.

Modern Privacy Challenges and the Need for General Privacy
Legislation

CENTER FOR
TECHNDLOBY

The bills that are the subject of today’s hearing both address risks that consumers’
personal data could be improperly disclosed. Each imposes responsibilities on certain
companies for mitigating some of those risks. In addition, each contains provisions
aimed at empowering consumers — in one case by ensuring consumers’ ability to see and
potentially correct their data broker files, and in the other by requiring clear disclosure
about file sharing software.

Keeping the Intemet Open, innovative, and Free
1634 15t., NW, Suite 1100, Washington, DC 20006 * v. +1.202.637.9800. « {. +1.202.637.0968 » hitp://www.cdt.org
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The common background to these bills is that technology has created powerful new
ways to gather, store, sort, analyze, locate, correlate, and disseminate data. This has
enabled increasingly intensive use of personal data, which can deliver significant
benefits. For example, businesses obtain and share personal information in order to
facilitate valuable economic transactions and provide more customized services. Large
databases of personal information are used to help detect and prevent fraud. The
government uses personal information to determine eligibility for government benefits,
for tax collection, and to support law enforcement and anti-terrorism efforts.

But the growing use of personal data raises a host of privacy challenges as well. Most
consumers have only a limited understanding of the multiple ways that their data is
used and shared in today’s data economy. Since the widely publicized security breach at
ChoicePoint in 2005, there has been a nearly continuous stream of announcements of
data security breaches at companies, government agencies, and universities. Consumers
are concerned that they lack control over their personal information, and identity theft
has become all too frequent.

Despite the unprecedented challenges to privacy in the modern environment, there is
still no comprehensive law that spells out consumers’ privacy rights in the commercial
marketplace. Instead, a confusing patchwork of distinct standards has developed over
the years, with highly uneven results and many gaps in coverage.

CDT commends the Subcommittee for taking a careful look at the specific bills that are
the focus of today’s hearing. We also believe, however, that it is important to recognize
that the bills address individual corners of a broader puzzle. Having sound practices to
protect against and respond to data breaches, as the Data Accountability and Trust Act
would require, is only one aspect of the custodial obligations that should apply to those
who collect, use, and store personally identifiable information. Similarly, peer-to-peer
file sharing software is only one avenue by which consumers may share files and
perhaps inadvertently disclose personal information.

CDT would urge this Subcommittee to give high priority to developing a single,
consistent regime of baseline privacy standards. Such legislation would be based on the
“Fair Information Practices,” a set of principles that date back several decades and have
been widely acknowledged as the cornerstone for privacy protection. For consumers,
baseline privacy legislation would seek to ensure greater control over how personal data
is shared and used, and to provide redress for consequences that result from mistaken or
inappropriate use or disclosure of that data. For entities collecting, using, or sharing
consumers’ personal data, legislation would establish accountability for being a
responsible custodian of the data.

CDT has testified previously on the need for baseline privacy legislation and would
welcome the opportunity to work with the Subcommittee on such a bill.

B The Data Accountability and Trust Act, H.R. 2221

The Data Accountability and Trust Act features three principal elements. It would create
a nationwide data breach notification standard; require entities that electronically store
personal information to implement security safeguards, similar to the safeguards
currently required for financial data under FTC rules implementing the Gramm-Leach-
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Bliley Act (GLB); and require information brokers to submit to security audits in the
event of a data breach and, importantly, to allow consumers to review what is in their
individual data files. .

CDT supports the concept of a nationwide data breach notification standard, so long as
that standard is at least as effective as the laws already in place at the state level. All but
a few states have enacted data breach notification laws, so as a practical matter
companies today do notify affected individuals in the event of a data breach. If a federal
law were to preempt state laws and replace them with a weak notification regime, the
result would be a significant step backwards for consumers and data security. Moreover,
the Subcommittee should recognize that, from a consumer perspective, even a good
federal breach notification requirement does not by itself offer much tangible progress
over the status quo, since notification is already effectively the law of the land. To be of
real benefit to consumers, data security legislation must include some additional
protections.

The breach notification provisions in the Data Accountability and Trust Act could be
improved, as discussed below, but are much better than some that have been proposed
in other federal legislation in the past. The provisions requiring entities with personal
data to have data security policies and procedures in place would be helpful and CDT
supports them. CDT also supports the idea of requiring information brokers to allow
individuals to access their files. While CDT would prefer to address access requirements
in general privacy legislation, the ability of consumers to access their files and point out
errors would be an important safeguard. The bill’s specific language on access may need
some modification to ensure its effectiveness, but these provisions could turn out to be
the most significant gain for consumers in the bill.

In short, CDT supports the principal elements of the Data Accountability and Trust Act.
We hope that the bill can continue to be improved and that the Subcommittee will resist
suggestions that- would weaken it. CDT's detailed comments and suggestions for
improvements with respect to the bills specific provisions are as follows.

Breach notification trigger

The bill's trigger for breach notification, set forth in Section 3(a) and 3(f), requires
notification to affected individuals and the FTC in the event of a security breach
involving personal data unless it can be determined that there is “no reasonable risk of
identity theft fraud, or other unlawful conduct” CDT supports this formulation,
because if a particular security breach truly poses no significant risk to the individuals
whose data is involved, it should not be necessary to notify them. Indeed, such over-
notification could be counterproductive.

Crucially, the bill’s notification trigger permits notification to be avoided only when
there is an affirmative determination that no serious risk exists. This creates strong
incentives for a company suffering a breach to get to the bottom of what happened
because if it can determine there is no real risk, it will not have to notify its customers. A
trigger that required notification only in the event of an affirmative finding of risk
would create the opposite incentive ~ a company might not want to investigate too
closely, because finding evidence of risk would trigger the obligation to notify. The
current bill’s “notify unless” formulation is the right one and should not be changed.
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In the absence of any outside scrutiny of risk determinations, however, a company could
have an incentive to err consistently on the side of finding little or no risk, in order to
avoid the cost or embarrassment associated with notifying customers. Even if the
affected individuals were eventually to become victims of identity theft, it would be
difficult ever to trace those crimes back to the specific breach, since nobody other than
the company and the identity thieves would be aware that the breach even occurred. In
short, with nobody in a position to question dubious risk assessments, there could be a
temptation to under-notify.

CDT believes this problem could be greatly mitigated by requiring a company, when it
determines a breach poses insufficient risk to warrant notification, to notify the FIC or
other appropriate regulator and provide some explanation as to why the company
believes there is no significant risk. No formal process for FTC review or approval of a
company’s determination would necessarily be required. Simply knowing that a brief
explanation would need to be filed with the FTC, and that the FI'C might respond if it
spotted a pattern of behavior or otherwise became suspicious, may be all it would take
to ensure that companies remain diligent in their risk determinations and weigh the
inevitable “judgment calls” in an even-handed manner.

CDT therefore recommends modifying the notification trigger so that breaches judged to
be non-risky still require a submission of a brief written explanation to a regulatory
body such as the FTC.

Requirement for security policies and procedures

Because notice only kicks in after a breach has occurred, CDT supports the provisions of
Section 2(a) requiring entities that electronically store personal information to
implement security safeguards similar to those contained in FTC rules under the
Gramm-Leach-Bliley Act (GLB). CDT believes, however, that the provisions of Section
2(a) should not be limited to “personal information” as that term in defined in the bill.

The bill’s current definition of “personal information” is quite narrow, probably because
it was drafted with breach notification in mind. For purposes of breach notification, it
makes sense to use a relatively narrow definition, to avoid over-notification. But the
security practices and procedures required under Section 2(a) should apply broadly to
whatever information a company holds about individuals, Making security policies
apply to a broader range of personal information is consistent with the FTC's
implementation of the security safeguards requirements in GLB: The FTC requires
safeguards for essentially “any record containing nonpublic personal information . . .
about a customer. (See 16 CFR 314.2 and 313(n)-(0)).

Of course, where data is relatively non-sensitive, companies should not be required to
implement excessive security processes; security safeguards should be appropriate to
the data’s sensitivity. The FTC's GLB rules say this explicitly, and CDT would
recommend adding data sensitivity to the list of factors for consideration enumerated
under Section 2{a)(1) of the bill.

In addition, CDT would suggest modifying Section 2(a) to include a de minimis
exception for persons that own or possess data in connection with purely personal,
family, or noncommercial activities. Arguably, if an individual uses his or her computer
for online shopping and also keeps personal data on it concerning, say, his or her elderly
parents, the person could qualify as a person engaged in interstate commerce who
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possesses personal data, and thus would be covered under this part of the bill. Given the
small quantity of data such a person has, however, it would make little sense to require
a formal written security plan that would satisfy the requirements of Section 2(a)(2).

Consumer access to information broker data

When information brokers collect, maintain, and sell personal data to third parties,

. enabling individual consumers to access their personal data files and point out possible
errors can provide an important safeguard against inaccuracy and misuse, For example,
if an innocent person finds his or her transactions are wrongly getting flagged as posing
fraud risks, he or she could try to investigate and challenge the mistaken data that is
causing the problem. An access and correction regime is well established under the Fair
Credit Reporting Act (FCRA). CDT strongly supports the effort in Section 2(c)(3) of the
Data Accountability and Trust Act to establish similar consumer access rights with
respect to companies that aggregate and sell personal data.

Certain details of the current bill language, however, could undermine the provision’s
effectiveness. First, as discussed above with respect to Section 2(a), the scope of Section
2(c) is sharply limited by its reliance on the term “personal information.” Given the bill’s
narrow definition of that term, the access requirements would apply only where the
information broker has such details as a Social Security Number or a financial account
number plus password. This narrow conception of personal information may be
appropriate for breach notification purposes, but consumer access should not be so
limited.

Where access rights apply, Section 2(a) does extend them beyond “personal
information” to “any other information . . . that specifically identifies such individual.”
But the meaning of this phrase is unclear. Taken literally, the language could be read to
cover only information that, by itself, would enable somebody to identify the individual.
Lots of information that would be important for access purposes would not fall into that
category. For example, suppose my information broker file says (wrongly) that I was
convicted of a misdemeanor in 2002, This information alone would not allow anyone to
identify me - but it is precisely the type of information to which consumer access is
important. CDT believes the right of access should extend generally to information that
is linked specifically to an identified individual and that the information broker makes
available to third parties in the ordinary course of business.

CDT also notes that Section 2(c)(3)(B)(i) and (ii) refer to personal information that the
information broker “maintains.” Some companies compile information from various
databases upon request, however, so it could be argued that they do not “maintain” a
full set of information about an individual. The policy behind Section 2(c)(3), however,
should be that a consumer can demand to see the data an information broker would
provide in the ordinary course of business to a third party who asked for data about that
consumer. One way to clarify this would be to track the language from Section 3(c)(A),
which uses “collects, assembles, or maintains” instead of just “maintains.”

Enforcement provisions

CDT generally supports the bill's enforcement regime. In particular, the bill wisely
allows for enforcement by state Attorneys General as well as the FTC. .
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CDT would caution against, however, the affirmative defense contained in section 4(c)
for violations involving data that is available from public records sources. There is a
great deal of information that is practically obscure (i.e., publicly available in theory but
difficult to access in practice) - because, for example, it exists only in dusty paper files in
the basement of a small county courthouse. When companies gather this data and
compile it in convenient electronic form, they effectively transform scattered bits of
difficult-to-access information into highly usable, searchable, large-scale databases. If
those databases later are subject to security breaches, individuals are put at risk — much
greater risk than if the information had remained in scattered public records. Therefore,
CDT believes that companies compiling personal data from public records should have
some responsibilities to be good stewards of that data, and to notify individuals in the
event of a security breach. There mere fact that an identity thief in theory could have
obtained a person’s data from another source would be of little comfort to a victim in a
scenario where the thief took advantage of conveniently compiled electronic data and
the holder of that data failed to provide notice of the breach.

Preemption

Given the large number of state data breach notification laws, preemption is a serious
matter. Nonetheless, CDT believes that a federal data breach notification regime should
preempt state breach notification requirements, so long as the federal regime is
sufficiently robust. Having multiple and inconsistent rules on when and how to notify
would be confusing and burdensome. CDT therefore believes the preemption set forth
in Section 6(a)(2) is appropriate.

CDT has reservations, however, about preempting state data security laws covering
topics other than notification, as Section 6(a)(1) would do. The information security
provisions of the Gramm-Leach-Bliley Act (GLB) preempted inconsistent state laws, but
otherwise allowed for state-level experimentation on the difficult question of how to
ensure sufficient attention and precautions with respect to data security. CDT would
recommend following the model set forth in Section 507 of GLB. Failing that, Congress
at a minimum should be sure to preserve the language in 6(a)(1) limiting preemption to
provisions that are “similar to any of those required under section 2.” This language
should preserve a state’s ability to come up with an idea that is truly a fresh approach.
California’s breach notification law, the first in the nation, was a classic example of this.
Had GLB broadly preempted state data security laws, it would not have been possible.
Preemption should leave room for experimentation at the state level, because data
security is likely to be an ongoing problem and nobody should pretend to have all the
answers today.

If the bill moves forward with a higher level of preemption than GLB, Congress should
keep in mind that the price for strong preemption must be strong substantive
protections. If the bill were to be weakened as it moves through the legislative process,
preemption would need to be reduced as well.

The Informed P2P User Act, H.R. 1319

Peer-to-peer (P2P) file sharing software is fundamentally a consumer-friendly and
empowering technology. Millions of people use it today to share text, software, image,
audio, and video files stored on their computers. It has opened new ways for people to
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communicate with minimal central coordination and to spread storage and bandwidth
costs across a broad user base. It has been a major driver of innovation in the software
industry. Unfortunately, it also frequently is used to engage in copyright infringement.
Of greatest direct relevance to H.R. 1319, file sharing software can raise privacy
concerns, because there is evidence that some users of file sharing software have
inadvertently shared sensitive documents like tax returns or electronic check registers.

CDT strongly agrees with the authors of H.R. 1319 that file sharing software should
clearly disclose to users whether and how files will be made available for sharing with
third parties. Inadvertent sharing of information like financial records, personal files, or
correspondence is a serious matter.

It is difficult to measure how common it is today for consumers to share files
accidentally. There is reason to believe some progress has been made; in the years since
CDT testified on this issue in 2003, the Federal Trade Commission has engaged with
major P2P companies to improve their disclosures regarding the risk of inadvertent file
sharing. It is undeniable, however, that major file sharing networks have enormous user
bases which are likely to include novice users with limited understanding of how the
systems work. Distributors of file sharing software therefore have a serious
responsibility to make sure that consumers are appropriately informed and that the
software is designed to promote safe behavior and avoid confusion regarding the
sharing of users’ files. They have not always lived up to that responsibility.

CDT also strongly agrees that users should be able to uninstall or disable file sharing
software at their own discretion. Indeed, this principle is not limited to file sharing
software. The FTC in multiple spyware-related cases has effectively established that it is
an unfair practice for downloadable software to prevent consumers from uninstalling it
later.

At a minimum, then, the principles embodied in H.R. 1319 reflect basic and fair practices
that every developer of file sharing software should follow.

Enacting specific legislation in this area is a more difficult question, for several reasons.

The first challenge relates to scope. It would be hard to limit the reach of this kind of bill
to what is commonly understood as P2P file sharing software, as we believe the authors
intend. That is because the main thing file sharing software does ~ namely, enabling the
exchange of data files between Internet-connected computers ~ is common to many
kinds of software. Indeed, CDT believes that the definition of “peer-to-peer file sharing
program” in H.R. 1319 would apply to many other tyﬁes of software, including Web
browsers, Web servers, anti-malware software, and perhaps even operating systems. If
legislation ends up sweeping in many kinds of software, there are likely to be a wider
range of issues and complications to consider, as the bill’s requirements might not prove
appropriate in all contexts.

There also are challenges related to implementation and effectiveness. Some file sharing
programs may prove difficult to regulate effectively, either because their authors and
distributors are located overseas, or because they are open source programs developed
on a decentralized basis and hence lack any corporate entity that could take
responsibility for compliance. In addition, it is possible that a major proportion of
today’s inadvertent disclosure risk stems from older versions of software — with poor
user interfaces or inappropriately configured default settings ~ that still reside on users’
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computers. A bill enacted now may have limited ability to address this legacy software
problem.

Finally, CDT generally believes Congress should not go down the path of imposing
granular design requirements for specific technologies. Software development in
particular is a highly innovative field in part because of its largely unregulated
environment, enabling individual programmers and small start-ups to focus on drafting
code rather than navigating regulatory requirements. Even for more established
software companies, specific design requirements are likely to prove burdensome and
inappropriate in individual instances. For example, H.R. 1319 requires disclosure and
consent at the time of installation. This may be appropriate for most downloadable file
sharing software, but what about software that comes pre-installed on a computer? A
law that mandates the specific timing or nature of disclosures may prove unworkable
with some products or in some technology environments. Moreover, personal data can
be mistakenly disclosed in any number of ways, but legislation targeting P2P file sharing
picks out a particular technology for regulation. That is why, as discussed above, CDT
would prefer to address data privacy issues in the context of general privacy legislation.

CDT is not convinced there are fully satisfactory solutions to the challenges facing
efforts to legislate on this topic. One way to try to reduce some of the concerns would be
to avoid imposing granular mandates and instead simply require conspicuous
disclosure and informed consent regarding file sharing functions before those functions
are activated. If Congress believes greater detail is needed, it could direct the FTC to
conduct a study or even a rulemaking on the matter. Rules adopted by the FTC would
likely be better tailored to specific contexts and special cases than requirements
established in statute.

If the Subcommittee decides to proceed with the current legislation, however, CDT
would recommend the following specific changes to H.R. 1319.

Narrow the definition of software to which the bill applies.

As discussed above, CDT believes the bill’s definition of “peer-to-peer file sharing
program” in Section 4(2) would include such software as Web browsers, Web servers,
anti-malware software, and probably many others. CDT also believes that the term
“peer-to-peer” does not make a useful contribution to defining the bill’s reach; the key
question from a consumer standpoint is whether software could permit the unintended
transmission of personal files to unknown parties, not whether the technical architecture
could fairly be described as “peer-to-peer.” CDT would suggest using the term “file
sharing software” and defining it to include software that features all of the following
four elements:

* The software is intended for and marketed to individual consumers.

* The software allows files stored on a user’s local computer, including files
actively and intentionally created by the user, to be designated as available for
sharing with remote computers upon request by remote users.

* At the request of remote computers, and without requiring any further
interaction, input, or authorization with or from the local user, the software will
transmit to the remote computer (i) information identifying files that have been
designated for sharing; and (ii) copies of such files.
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* The remote computers capable of receiving such information and files need not
have been individually selected or designated as intended recipients by the local
user.

Significantly, this definition arguably would still include Web servers. Operation of Web
servers by individual consumers is relatively uncommon, however, and Web servers
aimed at the enterprise market would be excluded by the first element of the definition
above.

Clarify the scope of parties to whom the bill applies.

Section 2(a) imposes requirements on persons that “cause or induce” a computer user to
make files available through a file sharing program. These terms are broad and vague
enough to leave significant questions about when and whether various Internet
intermediaries might be covered by the bill. This creates a risk that parties who are not
in any way the creators of software, like companies hosting public software distribution
hubs or performing transmission or linking functions, could be held responsible for
software that fails to operate as the bill requires. CDT believes that this would be
dangerous, and suggests that any bill on this subject should focus narrowly on entities
that actually produce software. In addition, as noted above, there are challenges in
applying this legislative framework to open source software. CDT would suggest
clarifying that Section 2 applies specifically to persons that develop or produce file
sharing software intended for large scale or mass market distribution. The reference to
“mass market” or some similar term would be important to include, because otherwise
the bill could apply to individual hobbyists and tinkerers who are not in any way
writing software for the general consumer marketplace.

Clarify the disclosure obligations under Section 2(a}(2).

As discussed above, CDT would advise making the bill’s obligations more general and
less prescriptive with regard to timing. With regard to the substance of the disclosure
obligations, CDT notes that the requirement in Section 2(a)(2)(A) to disclose “which files
are to be made available” is not entirely clear. For example, would it require specific
notification of individual files in a user’s “shared” folder at the time of initial activation,
or would informing the user about the existence of the “shared” folder be sufficient? In
addition, the language on its face does not appear to require any explanation of how
files may be added or removed from the “share” folder in the future. CDT would
suggest modifying Section 2(a)(2(A) and (B) to ensure user disclosure and consent
regarding (i) how the user can determine which files are currently designated for
sharing; and (i) what the process is for both adding and removing files from the
designated sharing list.

Clarify and narrow the software removal provision.

Section 2(b)(2) applies to any person that caused or induced the installation of certain
software. As discussed above with respect to Section 2(a), CDT believes that those terms
are open ended and that it would be better to make the provision apply to those who
develop file sharing software intended for commercial scale distribution. CDT also
believes that the bill should not mandate the affirmative provision of a removal tool, as
Section 2(b)(2) arguably does. Allowing removal using the operating system’s regular
removal function should be sufficient, and CDT recommends modifying the bill to make
this clear. For example, the bill could require reasonable and effective means for

9



47
CENTER FOR DEMOCRACY & TECHNOLOGY

consumers to uninstall the software, either through the computer’s operating system or
other uninstall tool or instructions that can be readily located.

In addition, Sections 2(b)(1) and (2) refer to blocking or removal of a file sharing
program “or function thereof.” CDT does not believe that legislation should mandate
that software allow users to block or remove individual software functions on an a la
carte basis. To the extent that this language could be interpreted to impose such a
requirement, it would raise complicated technical and ,policy questions. CDT
recommends simply focusing on ensuring the ability to block or remove entire
programs.

Conclusion

CDT welcomes the Subcommittee’s leadership on data privacy and security issues
facing consumers and on the specific bills examined in this hearing today. In particular,
CDT would urge the Subcommittee to make general baseline privacy legislation a core
part of its agenda on these issues. We stand ready to work with the members of the
Subcommittee to craft practical policies to address the privacy challenges that arise in
the rapidly changing technological environment. Thank you again for the opportunity to
testify.

CENTER FOR
EEMUERAL
TECHNDLUGY

FOR MORE INFORMATION
Please contact: David Sohn, (202) 637-9800, dsohn@cdt.org
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Mr. RusH. The chair thanks the gentleman. The chair recognizes
now for 5 minutes of opening statement Mr. Holleyman.

STATEMENT OF ROBERT W. HOLLEYMAN II

Mr. HOLLEYMAN. Mr. Chairman, Ranking Member Radanovich,
other members of this subcommittee, I want to thank you for the
opportunity to testify today. The Business Software Alliance rep-
resents the leading developers of software and hardware. Of the
software that is sold around the world, roughly 90 percent of that
is from companies who are U.S.-based companies and our members
believe strongly that the type of inquiry that this committee is en-
gaged in today is important not only to ensure that our customers
are using software properly but also to ensure that the promise of
electronic commerce and equally important the promise for the type
of sensitive data that the government will hold and does hold that
we could have greater confidence because that will add enormous
efficiencies to our system.

As we look at the issue of breaches, the data is astounding in
terms of the problems that we have seen. I won’t repeat all of the
information that has been so widely covered in the press and by
the subcommittee except that I will note that the trend is that data
breaches are growing. In 2008, it is estimated that there was a 47
percent increase in data breaches over the prior year, and the aver-
age cost of each breach is growing, and for the ninth year in a row,
identity theft has topped the list of FTC consumer complaints,
about 26 percent of all their complaints, and according to the Pri-
vacy Rights Clearinghouse, a staggering 270 million records con-
taining sensitive personal information have been affected since
2005. And certainly we have heard on this panel today, we have
heard in your opening statements about Heartland Payment Sys-
tems, the single largest fraud-related data loss ever in the United
States. Estimates of over $100 million individual credit and debit
card accounts were compromised and the consequences of that have
been enormous.

And finally, to the point that I made about the importance of
government data, nearly 20 percent of all data breaches involve
government, federal, State and local governments, and as we move
to the promise of governments holding even more sensitive data re-
garding our health records as people live longer, as our population
grows, as we build the kind of openness and confidence in govern-
ment, we have to ensure that that important nexus is also pro-
tected.

With that, Mr. Chairman, I would like to comment on your pend-
ing bill. We believe that this bill, Mr. Rush, makes significant con-
tributions to restoring and building a goal of consumer citizen
trust. We support its effort to establish a uniform national stand-
ard and provide the preemption of State laws. We also believe that
it is important to recognize that it would prevent excessive notifica-
tion. We do need notification but not all breaches are equal, and
part of what we need both in business but part of what consumers
need is to ensure that when the notification occurs, it is the result
of something that is meaningful. Third, we support exempting from
notification data that has been rendered unusable, unreadable and
indecipherable. We would recommend that the limitation in the bill
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that refers to encryption be broader so that we are looking at what
the test is, and really this creates market-based incentives that
supplement the regulatory authority that is given. It is that com-
bination that will ensure that more holders of data ensure that
even if there is a breach, that the party that has carried out the
breach or the unlawful entity can’t do anything with that data, and
that is an important safeguard. Fourth, we believe that your bill
takes an appropriate risk-based approach to securing data and we
support the grant of authority and would recommend that it be
limited to the FTC and State attorneys general rather than extend-
ing a private right of actions.

A couple of comments about H.R. 1319. We welcome this effort
by Ms. Bono Mack and other members of the subcommittee to ad-
dress this issue. Consumer privacy can be and is being com-
promised because of certain peer-to-peer file-sharing applications.
We also appreciate this subcommittee’s willingness, the commit-
tee’s willingness to look at the current breadth of this bill to iden-
tify where it could be appropriately limited. We do believe that
there are two goals in this. One is to protect consumer security and
promote trust and the second is to ensure that technological inno-
vation continues to proceed. It is this balance that must be struck
and it must be struck carefully. We are all concerned that the bill,
if it is in its current form, could pull in some of the very legitimate
applications and uses of peer-to-peer technology that are important
for every consumer, important for legitimate companies. As it seeks
to look at some of the bad actors or some of the peer-to-peer soft-
ware that we widely know as an anti-piracy organization that have
led to the widespread theft of software, music, movies and other
content, we also know that the bill in its current form could sweep
in any Internet-aware features of software such as automatic up-
dates for anti-virus software such as the crash analysis feature of
operating systems or the web browsers on our computers. We know
that that is not the intent of this bill but as written it could reach
that breadth, and so we would urge the committee to recognize
that while some effort should be made, it is important to enhance
security. We also want to ensure that the technological progress
and growth proceeds and that will benefit all users of legitimate
software.

So on behalf of BSA, thank you for this opportunity and look for-
ward to your questions.

[The prepared statement of Mr. Holleyman follows:]
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Good afternoon. My name is Robert Holleyman. | am the President and CEO of the
Business Software Alliance.! BSA is an association of the world's leading software and
hardware companies. BSA’s members create approximately 90% of the office productivity
software in use in the U.S. and around the world. We appreciate the opportunity to testify
today on issues that are important to our member companies.

BSA commends you, Mr. Chairman, and Ranking Member Radanovich, for bringing a focus
on data security and privacy in the digital age. This is a matter of great concern for BSA
member companies that engage in electronic commerce and provide much of the
infrastructure to make e-commerce possible. Unauthorized disclosures of personal
information erode public confidence in the online world. Electronic commerce cannot
reach its full potential to contribute to global economic growth without the trust of
consumers and businesses. BSA believes that legislation, like the two bilis under
consideration today, are important components in strengthening trust in the online
environment.

I would like to address both of the important bills now before this Subcommittee: H.R.
2221, the "Data Accountability and Trust Act,” and H.R. 1319, the “Informed P2P User
Act.” We support the objective of improving security and trust on-line. HR 2221 would
make a substantial contribution to this goal and we support the purpose of the bill. H.R.
1319 focuses on one specific aspect of security issues: the threat posed by certain peer-to-
peer file sharing programs. It is our sense that the definition in the bill would cover both
legitimate multipurpose computer programs as well as those programs that are designed
and distributed to enable illicit file sharing and have posed risks of inadvertent file
sharing. Thus, we have serious reservations about the bill as drafted. We fear that it

* The Business Software Alliance (www.bsa.org) is the foremost organization dedicated to
promoting a safe and legal digital world. BSA is the voice of the world's commercial software
industry and its hardware partners before governments and in the international marketplace. its
members represent one of the fastest growing industries in the world. BSA programs foster
technology innovation through education and policy initiatives that promote copyright protection,
cyber security, trade and e-commerce. BSA members include Adobe, Apple, Autodesk, Bentley
Systems, CA, Cisco Systems, CNC Software/Mastercam, Corel, Cyberlink, Dassault Systémes
SolidWorks Corporation, Dell, Embarcadero, HP, 1BM, Intel, Intuit, McAfee, Microsoft, Minitab,
Quark, Quest Software, Rosetta Stone, SAP, Siemens, Sybase, Symantec, and The MathWorks.
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would have substantial unintended consequences for legitimate multipurpose products
such as the ones BSA members develop and distribute.

H.R. 2221 - The Data Accountability and Trust Act

Consumers’ trust in the security and confidentiality of their personal data is eroding. Over
the past several years, the number of significant database security breaches has increased
dramatically. The stakes are high and getting higher all the time.

« InJanuary 2009, the Identity Theft Resource Center (ITRC) reported that the
number of data breaches in 2008 increased 47% compared with 2007. A recently
released Ponemon study shows that the average cost of a data breach grew to $202
per record compromised in 2008, up from $197 per record in 2007. And the average
security incident cost individual companies $6.6 million per breach in 2008, up from
$6.43 million in 2007 and $4.7 million in 2006.

+ For the ninth year in a row, identity theft tops the FTC list of U.S. consumer
complaints. Of 1,223,370 complaints received in 2008, 313,982 — or 26 percent -
were related to identity theft.

s According to the Better Business Bureau identity theft affects an estimated 10
million U.S. victims per year,

s According to the non-partisan Privacy Rights Clearinghouse, data breaches have
affected a staggering 275 million records containing sensitive personal
information since 2005.

» Earlier this year, Heartland Payment Systems, Inc. experienced what has been
described as the single largest fraud-related data loss ever in United States
history. Estimates now are that over 100,000,000 individual credit and debit card
accounts were compromised. Since then, customers of more than 600 banks
around the country have been victims of debit card fraud, with thieves using data
stolen during the Heartland breach.

* Federal, state and local governments are responsible for 20% of all data breaches.
Government is the third most targeted sector for cyber attacks and is responsible
for 20 percent of all data breaches. The infiltration in particular of federal
government networks and the possible theft or exploitation of our information is
one of the most critical issues confronting our nation.

BSA believes that federal legislation that promotes improved protection of personal data,

as well as notification to consumers when their data has been compromised, can
effectively help restore consumer’s trust.

Mr. Chairman, we believe that the “Data Accountability and Trust Act” (DATA) makes
significant contributions towards achieving this goal. We support in particular the
following five objectives.

BSA believes that the first objective of federal data security and data breach notification

legislation should be to establish a uniform national standard and provide
preemption of state laws.

The National Conference of State Legislatures (NCSL) indicated that, as of December 2008,
forty-four states, as well as the District of Columbia, Puerto Rico and the U.S. Virgin islands

2
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had enacted data breach notification laws.? A number of states have also enacted laws
that impose a minimum standard of care on organizations that collect and hold sensitive
personal data about consumers. This patchwork of state laws has created a compliance
nightmare for businesses. importantly, it can also create confusion for consumers who
receive notices from a multiplicity of sources.

Federal legislation establishing a uniform national framework would benefit businesses
and consumers alike. Mr. Chairman, we congratulate you on providing the pre-emption of
state laws in your bill, and suggest that the scope of preemption be clarified to cover
notification to government agencies as well, since this type of notification is covered in
your bill.

The second objective of federal breach notification legislation should be to prevent
excessive notification.

Not all breaches are created equal. Some create great risks of harm to consumers from
identity theft and fraud, while other breaches create little to no risk. Currently, most state
data breach laws require notification in all instances, even when no risk results from the
breach. As a result, consumers are likely to become immune to over-notification, and fail
to take appropriate action when they are truly at risk. A more effective notification
provision wouid include language that would require notification only in those instances
where an unauthorized disclosure presents a significant risk of material harm.

Mr. Chairman, your bill provides a risk-based approach to breach notification. We
recommend for your consideration that the threshold be slightly raised from “reasonable
risk” to “significant risk,” to ensure that only genuine risk is notified.

Linked to the issue of risk-based notification is the third objective of federal breach
notification legislation: exclude hat has n rendered unusable, unr ble,
or indecipherable.

BSA believes that data security can be enhanced, without a significant and difficult-to-
enforce regulatory system, simply by using a market-based incentive for the adoption of
strong data security measures. This can be done through an exception to the proposed
obligation to notify security breaches in cases where the data is protected, so that even if
it “gets out” the information cannot be used.

BSA believes this can be achieved if the measure in question satisfies two conditions:

1. It must render data unusable, unreadable, or indecipherable to any party that gains
unauthorized access.

2. It must also be widely accepted as an effective industry practice or an industry
standard. Examples of such measures include, but are not limited to, encryption,
redaction, or access controls.

Under these two conditions, the data that has been accessed cannot actually be used to
defraud or inflict harm on data subjects. A breach would not pose a risk to the data
subjects. Therefore, the apparent breach does not require notification.

Mr. Chairman, H.R. 2221 provides a market-based incentive for the adoption of strong
data security measures. We recommend however that this incentive be made technology

2 httpuiwww.nesl.org/programsilis/cip/privibreachlaws.htm
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neutral, so that innovators continue to develop new techniques and methods without
feeling that legislation has favored one type of measure over another.

We are concerned that your bill may tilt the playing field by setting up a two-tiered
approach: while encryption is explicitly listed in your bill, other methods require the
sanction of an FTC rulemaking. This puts the FTC, which may not have the adequate
technological or business expertise, in the difficult position of deciding what technologies
are sufficiently secure to protect what types of data in what environment.

To address this concern, we would propose that you adopt an approach whereby the
technology must: 1. Render the data “unusable, unreadable, or indecipherable,” and 2. Be
“widely accepted as an effective industry practice or an industry standard.” Examples of
such measures include, but are not limited to, encryption, redaction, or access controls. We
believe this gives flexibility for businesses and innovators, but is demanding enough to
provide a high degree of protection for consumers, today and tomorrow.

The fourth objective of federal data security legislation should be to avoid imposing
technology mandates and over-regulating data custody.

Organizations must be able to deploy appropriate and cutting edge security measures and
technologies to effectively protect themselves and their customers’ sensitive data against
current and future threats. This would not be possible if the law mandated the use of
specific products or technologies. Laws and regulations should focus instead on requiring
the implementation of reasonable and appropriate security measures.

We are pleased that you include in your bill a provision that bars the FTC from “requirfing]
the deployment or use of any specific products or technologies, including any specific
computer software or hardware.”

We are also heartened that section 2 of your bill - which requires the implementation of
security measures to prevent breaches from happening - is risk-based, directing data
custodians to analyze and mitigate their risks through appropriate and reasonable
measures.

However, we believe it would have been preferable for your bill to simply direct
organizations holding consumer data to establish and implement policies and procedures
regarding information security practices for the protection of that data. We are concerned
that your bill’s grant of authority to the FTC to enact a body of regulations governing such
corporate policies and procedures will in effect make the activity of data custody a
regulated activity. The potential is high to turn data custody - an activity that is for most
companies, whether large or small, only incidental to their core business - into a stifling
compliance burden, with little to gain in terms of increased data security.

Finally, the fifth and last objective of federal data security and data breach legislation
should be to provide for appropriate enforcement.

BSA supports your bill’s provision granting the FTC powers of enforcement. The BJ's
Wholesale Club, DSW (Designer Shoe Warehouse) and Card System cases are just a few
examples of the FTC's strong track record of defending consumers against businesses that
fail to provide fair protection of sensitive personal data, without interfering with
legitimate businesses. We also support your bill’s inclusion of state Attorneys General as
enforcers when the FTC has not acted.

BSA believes it is also important to prevent excessive litigation. The judicial system is not a
desirable forum to determine the adequacy of data security measures. Moreover, allowing

4
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private lawsuits as a result of the occurrence of a data breach would create the risk that
some data custodians refrain from notifying consumers in case of breaches, for fear of
opening themselves to lawsuits. Therefore, we strongly urge you to include a provision
explicitly stating that nothing in the bill is a basis for a private right of action for damages.

H.R. 1319 - The Informed P2P User Act

We applaud Representative Bono Mack and the other cosponsors of H.R. 1319 for focusing
attention on the serious harm to consumers that may be caused by some peer-to-peer file
sharing applications.

HR 1319's aim is to promote consumer trust and prevent intrusions into sensitive files that
reside on a user’s computer. It proposes to accomplish this goal by imposing certain
notification requirements on “peer-to-peer file sharing programs.” We believe that the
bill is intended to address a specific type of peer-to-peer software: programs, like
Limewire, Bearshare and BitTorrent, that are intended for illicit purposes, such as
unauthorized sharing of copyrighted works such as software, music or movies. Often this
nefarious use of peer-to-peer technologies also exposes users to identity theft and other
intrusions of their privacy.

However, we are concerned that the language of the bill covers much more than this
narrow category of software. Many multipurpose products would be subject to regulation
under this bill.

The problem that the bill's sponsors have identified is real. The persons who build, and
maintain illicit peer-to-peer services make their money by selling advertising and installing
spyware and other security threats as part of their software. A key feature of many of
these services is that through default functions they establish shared folders from which
others can take works. These folders are hard to find on the user’s system once they have
been installed. Moreover many file-sharing programs are designed to continue to run in
the background, even when a user has taken steps to shut it down. Merely closing the
window in which it appears, like with other programs, does not stop the program. Finally,
disabling file-sharing functions is deliberately hard and complex. in some instances it takes
as many as ten or more steps, involving the “advanced” settings on a computer, which is
meant to make the average user very hesitant about taking those steps.

But peer-to-peer software covers a broad range of products that enable users in different
locations to share files. For example, it enables engineers in Chicago and Palm Springs to
work collaboratively on the drawings for a new bridge or airport. it enables colieagues at
different locations to collaborate on a presentation or report. Internet telephony is
another important and beneficial application of peer-to-peer technology. These software
solutions do not pose the kind of risks to users’ privacy that motivated this bill. So peer-to-
peer software as such is neither good nor bad. Much depends on how the specific tool is
designed and used.

Even more importantly, the definition of ”peer-to-peer file sharing program” in the bill is
not limited to peer-to-peer technology. It covers any software that exchanges information
with other computers, including servers and websites. As the bill is now drafted, we
believe that it would cover any software that is “Internet aware” — that is, capable of
sending and receiving information on the Internet.
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Here are some examples of software that appear to be included in the bill's definition of
"peer-to-peer file sharing program”:

« Operating systems and applications that are capable of determining whether
updates are available, downloading the updates, and installing them automatically.
Operating systems and applications that include a "crash analysis” feature.
"Groupware” or collaboration tools.

Web browsers.

Anti-virus and anti-spyware programs that depend on up-to-date definition files.

We believe the bill in its current form could have substantial and immediate unintended
consequences for consumers and developers of general-purpose software products. it
could require developers to ensure that their Internet-aware products disable features
such as automatic updates and crash analysis by default. BSA members and other software
developers may well have to redesign their installation procedures to ensure that proper
notices are displayed not only at the time that the software is installed, but also at the
point in time when any “file-sharing” feature is activated. Under the terms of the bill, ali
software developers must provide a means to prevent the installation of such features and
a means to uninstall them later.

This feature-by feature approach applied to the broad range of beneficial products now
covered would be burdensome not only to developers, but to users as well. it would
create abundant opportunities for consumer confusion and frustration when expected
features are turned off by default. Moreover, leaving automatic updates off by default
could result in many customers failing to receive security patches and updates, thus
making their computers vulnerable to known security problems.

BSA recommends that the bill be modified to focus narrowly on the kind of software that
has, in the past, been shown to create risks to consumers of unintentional exposure of
personal information. These are peer-to-peer file sharing applications that are used
primarily to exchange copyrighted works that belong to third parties among users of the
same application. We recommend that the definition of “peer-to-peer file sharing
program” be amended in the following ways:

¢ The definition should include only those programs that are used primarily to
transmit or request copies of third-party copyrighted works.

» The definition should include only those programs that are used to transmit to, or
request copies from, other computers running the same or a compatible peer-to-
peer file sharing program.

s The definition should exclude programs or features that are used to transmit
information to websites and other servers as distinguished from other personal
computers on a P2P network.

* The definition should exclude programs that are installed onto computers by
original equipment manufacturers. OEMs do not install the kinds of programs that
are known risks for unintentional disclosure that have prompted this bill.

» The definition should exclude programs or features that transmit or request
information for purposes that are internal to the functioning and maintenance of
the program, such as caching information, updating the program or diagnosing
problems with the software.

In addition, BSA recommends that the prohibitions in section 2 of the bill be modified in
the following ways:
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+ The notice and consent requirement should be clarified to ensure that it is limited
to initial installation of the software and configuration of the software that is
part of the installation process.

» The provisions relating to deactivating or uninstalling individual features of a
program should be clarified to ensure that providing either a means of
uninstalling or a means of deactivating a feature is sufficient. As currently
drafted the bill could be read to require both.

We believe any legislation such as HR 1319 must balance two key goals: promoting trust by
protecting consumer security, and ensuring that technological innovation can continue at
a pace dictated by the marketplace and the ingenuity of our engineers to common benefit
of users and consumers. in finding this right balance we urge you to make sure that good
technologies are not put at-risk by the need to stop bad actors. In other words, ensure
that unintended consequences are identified and addressed before this bill becomes law.

* * k%

Mr. Chairman and members of the subcommittee, BSA appreciates the opportunity to
provide its input on these two bills. We share the subcommittee’s goals of helping to
enhance data security, inform and empower consumers, and mitigate the harm from data
breach. We are happy to work with you to craft the necessary changes to the bills as the
legislative process moves forward.
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Mr. RusH. The chair thanks the gentleman. The Mr. Chairman,
Mr. Lafferty, for 5 minutes.

STATEMENT OF MARTIN C. LAFFERTY

Mr. LAFFERTY. Chairman Rush, Ranking Member Radanovich,
subcommittee members, thank you for holding this important hear-
ing. I am Marty Lafferty, CEO of the Distributed Computing In-
dustry Association.

Both of the bills under consideration have far-reaching con-
sequences. Our expertise relates primarily to H.R. 1319. DCIA is
a trade group focused on P2P and related technologies. Our mission
is to foster commercial development of these technologies so that
their benefits can be realized by all participants in the distribution
chain including content rights holders and Internet service pro-
viders. We currently have 125 member companies including P2P,
cloud computing, file sharing and social network software distribu-
tors, broadband operators, content providers and service and sup-
port companies. P2P has evolved greatly in the 8 years since
Napster first brought the term P2P file sharing to prominence.
Fully licensed ad-supported P2P, subscription P2P, paid download
P2P, commercial enterprise P2P, P2P TV, hybrid P2P and live P2P
streaming now deserve to be separated from the narrow subset of
functionality associated with file sharing. DCIA member companies
increasingly use P2P for the delivery of authorized entertainment
and corporate communications content where rights holders rather
than end users introduce files or live streams for online delivery.
We strongly urge the committee to apply the term “file sharing”
without the P2P prefix as a more accurate descriptor for the focus
of H.R. 1319.

The Committee on Oversight and Government Reform held a
hearing on this topic in July 2007 at which one of our member com-
panies testified. Within weeks of that hearing, the DCIA estab-
lished the Inadvertent Sharing Protection Working Group. Over
several months we recruited participants among leading P2P and
other tech sector companies and engaged with FTC staff to address
issues associated with unintended publishing of confidential data
by file sharers. This effort began by providing demonstrations for
FTC staff of how current file share programs work in terms of
users uploading material for distribution. It continued through a
process involving private sector and regulatory participants to de-
velop a program of voluntary best practices for file-sharing soft-
ware developers to protect users against inadvertently sharing per-
sonal or sensitive data. This program was announced in July of
2008. Its summary, included in our written testimony, begins by
defining terms relevant to 1319 such as recursive sharing, sensitive
file types and user-originated files. It then outlines seven steps
that are required to be in compliance: default settings, file-sharing
controls, shared folder configurations, user error protections, sen-
sitive file type restrictions, file sharing status communications and
developer principles. The principles address feature disablement,
uninstallation, new version upgrades and file-sharing settings. In
August 2008, the DCIA announced that compliance monitoring
would begin in December to allow developers time to integrate re-
quired elements of the ISPG program into their planned upgrades
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and new releases. Compliance monitoring resulted in reports from
top brands that use P2P for downloading, live streaming, open en-
vironment sharing and corporate Internet deployments and for
both user-generated and professionally produced content. Specifi-
cally, seven leading P2P representative program distributors sub-
mitted detailed reports to FTC staff in February 2009. In March
the DCIA prepared and submitted a summary. We also noted that
software implementations of the popular BitTorrent protocol typi-
cally require users to conduct a deliberate conversion process from
whatever native file format their content is in to a torrent file be-
fore it can be published, thus minimizing this risk of user error.
The entire report plus data tables of individual company submis-
sions are in our written testimony but here are highlights.

All respondents now have clearly disclosed install default set-
tings that only permit sharing files downloaded from the network.
They do not share user-generated files by default. A hundred per-
cent also provide complete uninstallation of their file-sharing soft-
ware that is simple to do and explained in plain language, for ex-
ample, by using the standard add/remove program in Windows.
And six out of seven, which is all where this is applicable, now
offer a simple way to stop sharing any folder, subfolder or file by
using easily accessed controls.

In April 2009, subcommittee staff invited the DCIA to participate
in redrafting H.R. 1319. We formed a DCIA member subgroup to
conduct this work. The process is underway and we are glad to co-
ordinate that work with staff. Among our greatest concerns is that
the bill as drafted would have unintended consequences. The
present draft goes way beyond the specific concerns discussed here
and would apply to additional functionality and technologies that
have nothing to do with recursive sharing of sensitive file types.
Applying these requirements to numerous products, services and
companies would be burdensome and counterproductive. To the ex-
tent that legitimate consumer concerns persist in the area that the
bill intends to address, we strongly believe they can best be han-
dled by ongoing self-regulation under the oversight of the appro-
priate federal authority as we initiated with the ISPG.

The bill as constructed would unnecessarily burden U.S.-based
technology firms with innovation freeze and constraints while being
unenforceable against overseas competitors’ software available to
U.S. consumers. The great concern also is how it might stifle yet
undeveloped new and potentially very useful and valuable software
applications. On the other hand, the DCIA has committed to self-
regulation through the ISPG to address the subject matter of this
bill and is making substantial progress. So rather than a problem-
atic new legal measure, we believe that formalized requirements
for compliance with that process will be more effective in achieving
the purpose of the bill.

We look forward to working with the subcommittee on these
issues in a productive manner and will benefit all your constitu-
ents. Thank you for your continued interest in our industry.

[The prepared statement of Mr. Lafferty follows:]
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May 5, 2009
Dear Chairman Rush and Ranking Member Radanovich:

Thank you for holding this important and timely hearing on issues related to H.R. 2221
*The Data Accountability and Trust Act" and H.R. 1319 "The Informed P2P User Act."
We greatly appreciate your leadership and that of your colleagues serving on the
‘Subcommittee on Commerce, Trade, and Consumer Protection. We are grateful for this
opportunity to share the Distributed Computing Industry Association's (www.DCIA.info)
perspective on this critical industry and consumer issue.

Introduction to P2P and File Sharing

The Distributed Computing Industry Association (DCIA) is a non-profit trade
organization focused on peer-to-peer (P2P), cloud computing, file-sharing, and related
distributed computing technologies.

Our mission is to foster commercial development of these technologies, which are still in
their infancy relative to more mature and established Internet-based offerings — so that
their benefits can be realized by all participants in the distribution chain, including
content rights holders and Internet service providers (ISPs).

The DCIA conducts working groups and special projects, such as the P2P Digital
Watermark Working Group (PDWG), P3P Working Group, (P3PWG), P4P Working
Group (P4PWG), Consumer Disclosures Working Group (CDWG), P2P PATROL, P2P
Revenue Engine (P2PRE), and, most relevant to today's hearing, the Inadvertent
Sharing Protection Working Group (ISPG), which we will discuss in more detail.

The DCIA also publishes the weekly online newsletter DCINFO, maintains a searchable
database tracing industry history from 2003 with more than 5,000 articles and papers,
and conducts several conferences annually focusing on current issues affecting
commercial advancement of the technologies we advocate.

We currently have one-hundred twenty-five (125) Member companies, including P2P,
cloud computing, file-sharing, and social networking software developers and
distributors, Internet service providers (ISPs), content rights holders, and service-and-
support companies. An alphabetical list of our Member companies with links to their
respective websites can be found on the home-page of our primary site, www.dcia.info.

Wikipedia defines a P2P computer network as using "diverse connectivity between
participants in a network and the cumulative bandwidth of network participants rather
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than conventional centralized resources where a relatively low number of servers
provide the core value to a service or application.”

With the old server-client approach, every download required a separate session —
between the machine hosting the content and each device receiving it. Especially for
large rich media files and enterfainment content compilations, this represented an
expensive methodology and inefficient use of network resources. P2P brought a way to
replicate broadcast economics, where content providers incur virtually no incremental
expense — as files are transmitted from one to a thousand or literally millions of users.

With P2P, every user on the network joins in a kind of online cooperative — sharing
storage, bandwidth, communication, and even viral marketing — to very efficiently
distribute content.

P2P is unique because of this decentralized approach and jow-to-no overhead. In
essence, P2P affords rights holders minimal hosting and transport costs, plus infinitely
scalable capacity, limited only by the size of the user network.

P2P industry players include BitTorrent, the most widely used protocol, now with an
enterprise  solution and many derivatives; eDonkey, which ceased commercial
operation, but has remained popular as the open-source eMule; Bearshare, which
despite the company's acquisition by iMesh has also remained popular as a standalone
program; LimeWire, a widely-used open-P2P program now integrating a LimeWire Store
and new Lime Engine; and Kontiki, spun-off last year by VeriSign and currently used in
several major enterprise deployments, including Wells Fargo, GM, and Coca-Cola.

Examples of new and emerging P2P services are Damaka, FrostWire, GigaTribe,
Grooveshark, Itiva, LittleShoot, mBit, MyBloop, Ooma, Pownce, Raketu, RedSwoosh,
SlapVid, Swapper, Twango, Vudu, and Yoomba... to name a few.

2007 was the year when peer-to-peer television (P2PTV) finally arrived as a huge
breakthrough for digital video, the first video-centric offering to take advantage of P2P
distribution technology in cooperation with a multitude of partners. Examples include the
now Flash-based client-less solution Joost; an online movie festival and customized
channels on Babelgum; TV stations now in European market trials at Zattoo; an open-
P2P video service, backed by Time Warner called VechTV; a hybrid client-player, Miro;
and our newest Member in this space, TVU Networks.

China has been a pioneer of P2PTV with services like PPLive, PPStream, QQlive,

UUsee, Vakaka, and Xunlei — where the cost savings of P2P have brought television to
millions of unserved viewers.
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2008 was the year of cloud computing or peer-assisted hybrid-P2P content delivery
networks. These incredibly sophisticated platforms give rights holders enormous
flexibility in managing online delivery of their copyrighted works. Cost, speed, and
access terms-and-conditions can each be precisely controlled. Downloads to play in
real-time, downioads to play later, and live streaming can all be supported with the
unprecedented advantages of P2P. Leading examples in this category are Abacast,
Pando Networks, CloudShield, Octoshape, GridNetworks, Solid State, Ignite
Technologies, and Velocix.

Since 2000, P2P has grown into the dominant Internet traffic generator. Velocix
reported that, by 2005, P2P surpassed web traffic as a major part of the value
proposition for broadband access. Due o relative file-size, video now represents 65% of
P2P volume, music 11%, and software-and-games 24%.

Sandvine likewise reports that P2P currently accounts for the largest aggregate share of
bandwidth utilization by category. And given the asymmetrical structure of most
broadband networks, this is especially striking on the upstream side.

MultiMedia Intelligence sees P2P traffic growing by 400% in the next five years, from
1.6 to 8 petabytes per month, with licensed P2P growing at ten times that rate as
authorized offerings come into their own; and new advancements, such as P4P and
hybrid services, take hold.

Insight Research projects that the worldwide market for P2P and file-sharing will
surpass $28 billion per year in revenue for carriers and ISPs over the next three years.

P2P-based companies generate income in a number of ways. We have traditional
media business models for P2P; such as. QTRAX with ad-supported music; iMesh with
subscription sales; Vuze with paid downloads; and now Spotify with all three - plus P2P
streaming.

P2P telephony with Skype, created 2.6 billion dollars for investors when acquired by
eBay. Other examples include premium content delivery from Pando, digital rights
management from BuyDRM, client filtering from Audible Magic, payment services from
Clickshare and Javien, interactive advertising from Ultramercial and HIRO-Media,
super-distribution patents from Digital Containers, spoofing and marketing from
MediaSentry — just acquired by MediaDefender, interdiction from Friend Media and
BayTSP, and P2P measurement from BigChampagne.

The DCIA believes collaboration among three groups is essential for success in the P2P
marketplace: Content, with rights holders for music, movies, and games; Operations,
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with P2P software developers and distributors; and Platform, with ISPs, plus service-
and-support companies. :

Therefore our Member companies include leading P2Ps like BitTorrent, Kontiki, Pando,
and LimeWire; progressive entertainment firms like Nettwerk Music Group, BROK
Entertainment, and PlayFirst games; and major platform companies like AT&T, Cisco
Systems, and Verizon.

We also have many up-and-comers like Oversi, Abacast, PeerApp, ARTISTdirect,
Brand Asset Digital, CUGate, Aitnet, Raketu, and RightsFlow, cable and international
1SPs like Comcast and Telefonica, as well as global consulting firms KPMG and FTI.

Most important for the purposes of this 2009 hearing is that we distinguish between P2P
and file sharing.

P2P has evolved in the eight years since Napster first brought the term-of-art "P2P File
Sharing” to prominence — and notoriety — to the point that P2P now encompasses many
more technologies than file sharing, most of which do not deserve the negative
connotations of copyright infringement and consumer risks that are still associated with
rudimentary file-sharing functionality.

Fully licensed ad-supported P2P, subscription P2P, paid download P2P; commercial
enterprise P2P, P2PTV, hybrid P2P CDNs, and live P2P sireaming that are increasingly
prominent as we reach the end of the first decade of this century deserve to be
separated in terms of regulatory considerations from the narrow sub-set of functionality
associated with file sharing per se.

DCIA Member companies increasingly use P2P technologies for the delivery of licensed
entertainment and/or corporate communications content where rights-holders, rather
than end-users, introduce files and/or live streams for online redistribution.

We strongly urge the subcommittee to apply the term "File Sharing" (without the P2P
prefix) 1o its proposed legislation, as a more precise, current, and accurate descriptor.

Relevant Background

By way of introduction, we respectfully call your attention to our related letter of July 18,
2007 to the U.S. House of Representatives Committee on Oversight and Government
Reform:

We commend you for your leadership in conducting a Hearing scheduled for July
24th to explore potential privacy and security concerns associated with the use of
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P2P file-sharing programs, and greatly appreciate the opportunity to comment on
this important issue.

The DCIA has taken several steps to address such matters since our inception in
2003 and continues to seek further advances. We have worked closely with the
Federal Trade Commission (FTC) on this and related issues. We have also
provided witnesses and testimony for previous Congressional Hearings that in
part addressed this subject.

We were particularly impressed with your report entitled “File-Sharing Programs
and Peer-to-Peer Networks: Privacy and Security Risks.” The DCIA is also
familiar with the March 2007 Patent and Trademark Office (PTO) report and the
more recent correspondence between the Committee and two leading US-based
P2P software developers and distributors regarding consumer disclosures,
default settings, recursive sharing, un-installation procedures, etc.

As we suggested to the PTO in March, please allow us to offer the Commitiee
the DCIA’s professional assistance in accelerating adoption of technological
advances and related business practices to further protect P2P users against
inadvertent sharing of private data.

In our view, because of both the technical complexity and relatively fast-moving
innovation in this area, a federally mandated and closely monitored private sector
initiative, rather than even the best intentioned legislative measure, will produce
the most beneficial effect to the public and to government agencies whose
sensitive and confidential information must be protected as a matter of national
security.

We currently conduct several working groups tackling a number of issues,
including consumer security concerns, such as the inadvertent sharing of files.
These working groups can extend beyond our Membership as needed to ensure
that the output of their work is widely adopted on a voluntary basis across the
distributed computing industry.

The DCIA is willing to create a new working group or to charge an existing one
with responding to the concemns that the PTO report has uncovered as may be
more precisely delineated during your upcoming Hearing. We look forward to
working with the Committee in a productive manner on these issues in a way that
will significantly benefit all of your constituencies.

We will contact your offices to follow-up after the Hearing. Thank you very much
for your continued interest in our developing industry.
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Formation of the ISPG

Following up on the above referenced hearing, within weeks the DCIA established a
new working group called the inadvertent Sharing Protection Working Group (ISPG)

Over a period of the next several months, the DCIA recruited participants among
leading P2P file-sharing companies and other representatives of the technology sector
with relevant expertise and engaged with FTC staff to address issues associated with
inadvertent sharing of personal and sensitive data by users of file-sharing software
applications.

This process began by providing an overview and detailed demonstrations for FTC staff
of how current major file-sharing software applications work in terms of users uploading
files for redistribution via user networks.

it continued through an iterative process involving private sector and federal regulatory
participants to develop a program for voluntary best practices for file-sharing software
developers to implement to protect users against inadvertently sharing personal or
sensitive data.

A document summarizing the program was completed by ISPG participants and posted
on the DCIA website at www.dcia.info/activities/ispg/inadvertentsharingprotection.pdf in
July 2008.

In publicly announcing the program, the DCIA expressed gratitude for the participation
of industry-leading companies in a collaborative process with regulatory agency
representatives that resulted in an excellent work product.

We noted that while adoption would be a voluntary decision to be made by each
company on an individual basis, we were confident of wide acceptance, and would not
only encourage, but also monitor compliance.

The summary document begins with a glossary defining terms specifically related to
subject matter concerns, such as “recursive sharing,” “sensitive file type,” and “user-
originated file,” as well as protective measures, such as “affirmative step.”

It then outlines seven steps that are required to be in compliance with the program.
These include 1) default settings, 2) file-sharing controls, 3) shared-folder
configurations, 4) user-error protections, 5) sensitive-file-type restrictions, 6) file-sharing
status communications, and 7) developer principles.
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The developer principles for file-sharing software applications address feature
disablement, uninstallation, new-version upgrades, and file-sharing settings.

Finally, the document includes an eighth optional step for added consumer protection
that relates to inactive states of the file-sharing application (fully disconnected from the
user network and running in the background).

At the time of the program's announcement, leading file-sharing application LimeWire’s
CEO George Searle said, “LimeWire is committed to providing a great file-sharing
product that people love to use and that provides for their personal safety. We have
actively participated in key developmental aspects of this program and believe it will
help protect users from the inadvertent sharing of personal or sensitive information.”

Top commercial P2P software provider Kontiki's President Eric Armstrong added,
“Kontiki, which offers secure peer-assisted content delivery technology, supports the
provisions of this program. We believe this DCIA initiative will be valuable to users and
creators of software for redistribution of user-originated content.”

Major P2P content delivery solutions provider Pando Networks’ CEO Robert Levitan
concluded, "At Pando Networks, we believe users should always be in control of any
P2P application on their desktop. We support this effort that will benefit the entire
industry by advancing consumer safety in the large and growing P2P marketplace.”

ISPG Program

Following is the verbatim ISPG Program of Voluntary Best Practices for [P2P] File-
Sharing Software Developers to implement to Protect Users against Inadvertently
Sharing Personal or Sensitive Data. (Note that brackets around uses of the term P2P
indicate our recommended deletions).

DEFINITIONS:

(1) “Affirmative Step” means an action that requires the user to select a non-default
choice presented by the application’s user interface.

(2) “Recursive Sharing” means the automatic sharing of subfolders of any parent folder
designated for sharing.

(3) “Sensitive File Types” means file types which are known to be associated with

personal or sensitive data, for example, those with file extensions such as .doc or .xis in
Windows Office, .pdf in Adobe, or the equivalent in other software programs.
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(4) “Sensitive Folders” are those often used to store personal-or sensitive data, for
example, the “My Documents” folder in Windows or the equivalent on another operating
system.

(5) “Shared Folder” means a folder that is designated, at the point of installation, for
users to store files that other users of the respective file-sharing network can download
from the user’'s computer.

(6) “User-Originated Files” means any files stored on a user's computer prior to
installation of the file-sharing application and any files subsequently stored on a user's
computer that a user has not downloaded from the respective file-sharing network.

REQUIRED —~ TO BE CONSIDERED IN COMPLIANCE

(1) An application’s default settings for file sharing at the point of software installation:
may permit redistribution of files the user subsequently downloads from the respective
[P2P] network if this behavior has been disclosed to users clearly and conspicuously in
advance; and shall not share User-Originated Files.

(A) In order for User-Originated Files or pre-existing folders to be shared, the
user must take Affirmative Steps subsequent to the point of installation. These
steps shall include clear, timely, and conspicuous plain-language warnings about
the risks of inadvertent sharing of personal or sensitive data.

(B) There shall be a simple way for the user to disable the file-sharing
functionality altogether by using controls provided in a designated share settings
control area of the software that is easy to access (e.g., with a single click) from
any screen in the user interface. Instructions on how to disable the file-sharing
functionality shall be clear, timely, and conspicuous.

(2) There shall be a simple way for the user to stop sharing any folder, subfolder, or file
that is being shared by using controls provided in a desighated share settings control
area of the software that is easy to access (e.g., with a single click) from any screen in
the user interface. Instructions on how to stop the sharing of any folder, subfolder, or file
shall be clear, timely, and conspicuous.

{3) The Shared Folder shall not contain any User-Originated Files at the point of initial
installation of the [P2P] software. The user must place User-Originated Files and pre-
existing folders in the Shared Folder individually. The user must take Affirmative Steps
to share additional folders.
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{A) Recursive Sharing shall be disabled by default and may be enabled only after
the user takes Affirmative Steps.

(B) The user must have clear and precise options to control Recursive Sharing if
a user enables it. All subfolders that are going to be shared should be
conspicuously noted, for the user to review and confirm.

{4) For User-Originated Files that are made available for distribution by taking the
Affirmative Steps outlined above, additional protection shall be provided against known
instances of potentially-harmful user error.

{A) To share the entire contents of a Sensitive Folder, the user must take
Affirmative Steps and be given clear, timely, and conspicuous warnings that the
selected folder may contain sensitive or personal files.

(B) Any attempt to share a complete drive {e.g., the “C” or “D” drive, a network
drive, or external drive) or a user-specific system folder (e.g., a “Documents and
Settings” folder in Windows) must be prevented.

(5) When the default setting for file sharing has been changed by the user to permit
distribution of User-Originated Files in accordance with the foregoing requirements, files
with Sensitive File Types shall not be permitted to be distributed via the [P2P] network.

(A) The user must take Affirmative Steps to change the default settings to enable
sharing of files with Sensitive File Types.

{B) There shall be a simple way for the user to stop sharing files with Sensitive
File Types by using controls provided in a designated share settings control area
of the software that is easy to access (e.g., with a single click) from any screen in
the user interface. Instructions on how to stop sharing Sensitive File Types shall
be clear, timely and conspicuous.

{6) The user shall be presented with a clear and conspicuous communications (e.g., on
all screens) specifying the number of files being shared. The user shall be shown a
prominent warning when a large number of files or folders are shared.

(A) | a large number of files is shared (e.g., greater than 500), a warning shall be

shown to the user. This warning shall contain options to reduce the number of
shared files.
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(B) if a large number of subfolders is shared (e.g., greater than 4), a warning
shall be shown to the user. This warning shall contain options to reduce the
number of shared folders.

(7) Developers shall also implement the following principles:

(A) Disabling of file-sharing features, including but not limited to those outlined
above, shall be simple to do and explained in plain language, with consistent
terminology (i.e., terms such as “Default Setting,” “File Extension,” “Recursive
Sharing,” and “Shared Folder” shall always have the same meaning whenever
used in communications from the P2P file sharing software provider).

(B) Complete uninstallation of the [P2P] file-sharing software also shall be simple
to do and explained in plain language (e.g., by using the standard “Add/Remove
Program” functionality on Windows or its equivalent on other operating systems).

(C) [P2P] file-sharing software developers shall make best efforts to ensure that
as many users of their applications as possible upgrade to the new versions of
their software, which contain the features outlined above, as soon as they are
commercially available (i.e., after successfully completing beta testing).
Previously-chosen sharing selections should be reconfirmed by the user upon
installation of the new version of the software. In the reconfirmation process,
users shall be warned, consistent with the foregoing requirements, before
Sensitive Folders are shared and users must take Affirmative Steps to continue
sharing Sensitive Folders and their subfolders. By default, Sensitive File Types
shail not be permitted to be distributed via the [P2P] network.

(D) When the user subsequently chooses to upgrade to a different or newer
version of the [P2P] file-sharing software, or to reinstall the same version of the
software, either (a) if the software upgrade or reinstallation does not materially
affect other user-controllable settings (including aspects of the user-interface and
share settings addressed in this document), then it shall not change the file-
sharing settings previously chosen by the user; or (b} if the software upgrade or
reinstallation does materially change or require user-controllable settings to be
reset, then it shall require file sharing settings to be reset by the user as
described above. If the upgrade or reinstallation uses the previously set file-
sharing settings, the application shall warn users that those settings will be used,
remind the user that changes to those settings can be made in the designated
area in the software, and warn users if Sensitive Folders or Sensitive File Types
are being shared.

OPTIONAL - FOR ADDED CONSUMER PROTECTION
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(8) When the user chooses no longer to use the [P2P] file-sharing software in a given
online session, the user shall be presented with a choice of either i.) turing the
software completely off (i.e., fully disconnecting from the [P2P] network); or ii.) having
the software continue to run in the background (i.e., still contributing resources to the
[P2P] network to help facilitate content redistribution).

(A) There shall be a simple way for the user to fully disconnect from the [P2P]
network by using controls provided in a designated area of the software that is
easy to access (e.g., with a single click) from any screen in the user interface.
Instructions on how to fully disconnect from the [P2P] network shall be clear,
timely, and conspicuous.

(B) When the [P2P] file-sharing software is in use and running in the background,
the application shall clearly alert the user that the software is still running (e.g., in
the “Systemn Tray” on Windows or its equivalent on another operating system).

ISPG Compliance

In August 2008, the DCIA announced that compliance monitoring would begin in
December 2008 to allow software developers reasonable time to introduce required
elements of the new ISPG program into their upcoming upgrades and new releases.

Monitoring began as scheduled and resulted in the completion of compliance report
submissions from top brands that use P2P for downloading, live streaming, open-
environment sharing, and corporate intranet deployments, and to distribute both user-
generated and professionally produced content.

Specifically, seven (7) leading P2P program developers and distributors submitted
detailed reports in February 2009, which were provided to FTC staff.

In March 2009, the DCIA prepared and submitted a summary report noting that there
had been very significant progress on this important issue; and that providing users of
file-sharing programs with as safe and valuable an experience as possible remained a
top industry priority.

We also noted that, in addition, DCIA Member companies increasingly use P2P
technologies for the delivery of licensed entertainment and/or corporate
communications content where rights-holders, rather than end-users, introduce files
and/or live streams for online redistribution.
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Following is a summary analysis of the ISPG compliance report submissions followed
by the data tables upon which this analysis was based.

It should be noted, {oo, that software implementations of the popular BitTorrent protocol
typically require users to conduct a deliberate conversion process from whatever native
file-format their content is in to a torrent file before it can be shared, thus minimizing this
risk of user error.

ANl respondents now have default settings for file sharing at the point of software
installation that only permit redistribution of files the user subsequently downloads from
the respective user network, which is disclosed to users clearly and conspicuously in
advance. They do not share user-originated files by default. Some, like LimeWire, by
default do not even permit this sort of redistribution where the download was of a
document file type.

100% of respondents also provide complete uninstallation of the P2P or file-sharing
software that is simple to do and explained in plain language (e.g., by using the
standard “Add/Remove Program” functionality on Windows or its equivalent on other
operating systems).

100% of respondents for whom this principle is applicable now offer a simple way for
the user to stop sharing any folder, subfolder, or file that is being shared by using
controls provided in a designated share-settings control area of the software that is easy
to access (e.g., with a single click) from any screen in the user interface. Instructions on
how to stop the sharing of any folder, subfolder, or file are clear, timely, and
conspicuous.

A similar number of respondents make best efforts to ensure that as many users of their
applications as possible upgrade to the new versions of their software that contain these
safety features. And during such upgrades, great care is taken regarding both the file-
sharing settings themselves and communications regarding them.

Five times more respondents comply than do not with the user being presented a clear
and conspicuous communications (e.g., on all screens) specifying the number of files
being shared. Users are also shown prominent warnings when a large number of files or
folders are shared. :

Where this principle is applicable, which was for the majority of respondents, four times

more respondents than not offer additional protection against known instances of
potentially-harmful user error.
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These include requiring that a user must take affirmative steps to share the entire
contents of a sensitive folder, and be given clear, timely, and conspicuous warnings that
the selected folder may contain sensitive or personal files; and that any attempt to share
a complete drive (e.g., the “C” or “D" drive, a network drive, or external drive) or a user-
specific system folder (e.g., a “Documents and Settings” folder in Windows) must be
prevented.

Furthermore, in each of the 57% of cases where applicable, in order for user-originated
files or pre-existing folders to be shared, the user must take affirmative steps
subsequent to the point of installation. These steps include clear, timely, and
conspicuous plain-language warnings about the risks of inadvertent sharing of personal
or sensitive data.

A similar number provide a simple way for the user to disable the file-sharing
functionality altogether by using controls provided in a designated share settings control
area of the software that is easy to access (e.g., with a single click) from any screen in
the user interface. Instructions on how to disable the file-sharing functionality are clear,
timely, and conspicuous.

For those respondents whose services include a shared folder, none now contain any
user-originated files at the point of initial installation of the software. The user must
place user-originated files and pre-existing folders in the shared folder individually. The
user must take affirmative steps to share additional folders.

Recursive sharing has been disabled by default and may be enabled only after the user
takes affimative steps in all but 14% of applicable instances. For the non-complying
applications, this is expected to be addressed in upcoming new releases. The same
ratios apply to users having clear and precise options to control recursive sharing if a
user enables it. All subfolders that are going to be shared shall be conspicuously noted
for the user to review and confirm.

At this point, an even number of respondents, where the following principle applies,
comply with not permitting sensitive files to be distributed by the user network when the
default setting for file sharing has been changed by the user to permit distribution of
user-originated files in accordance with the foregoing requirements.

Results were similar for providing a simple way for the user to stop sharing files with
sensitive file types by using controls provided in a designated share-settings control
area of the software that is easy to access (e.g., with a single click) from any screen in
the user interface, and with instructions on how to stop sharing sensitive file types that
are clear, timely and conspicuous.
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Fewer currently require users to take affirmative steps to change the default settings to
enable sharing of files with sensitive file types. We will continue to closely examine this
critical area.

Data Tables

(1) An application’s default settings for file sharing at the point of software
installation: may permit redistribution of files the user subsequently downloads
from the respective [P2P] network if this behavior has been disclosed to users
clearly and conspicuously in advance; and shall not share User-Originated Files.

Percentage of
Respondents
Complying: 100%

Percentage of
Respondents Not
Complying: 0%

Percentage of Respondents
with Principle inapplicable: 0%

{A) In order for User-Originated Files or pre-existing folders to be shared, the
user must take Affirmative Steps subsequent to the point of installation.
These steps shall include clear, timely, and conspicuous plain-language
warnings about the risks of inadvertent sharing of personal or sensitive data.

Percentage of
Respondents
Complying: 57%

Percentage of
Respondents Not
Complying: 0%

Percentage of Respondents
with Principle Inapplicable:
43%

(B)There shall be a simple way for the
functionality altogether by using controls

user to disable the file-sharing
provided in a designated share-

settings control area of the software that is easy to access (e.g., with a single
click) from any screen in the user interface. Instructions on how to disable the
file-sharing functionality shall be clear, timely, and conspicuous.

Percentage of
Respondents
Complying: 57%

Percentage of
Respondents Not
Complying: 0%

Percentage of Respondents
with Principie inapplicable:
43%

(2) There shall be a simple way for the user to stop sharing any folder, subfolder, or file
that is being shared by using controls provided in a designated share-settings
control area of the software that is easy to access (e.g., with a single click) from any
screen in the user interface. Instructions on how to stop the sharing of any folder,
subfolder, or file shall be clear, timely, and conspicuous.
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Percentage of
Respondents
Complying: 86%

Percentage of
Respondents Not
Complying: 0%

Percentage of Respondents
with Principle inapplicable:
14%

(3) The Shared Folder shall not contain any User-Originated Files at the point of initial
installation of the [P2P] software. The user must place User-Originated Files and
pre-existing folders in the Shared Folder individually. The user must take

Affirmative Steps to share additional folders.

Percentage of
Respondents
Complying: 57%

Percentage of
Respondents Not
Complying: 0%

Percentage of Respondents
with Principle Inapplicable:
43%

(A)  Recursive Sharing shall be disabled by default and may be enabled only
after the user takes Affirmative Steps.

Percentage of
Respondents
Complying: 29%

Percentage of
Respondents Not
Complying: 14%

Percentage of Respondents
with Principle Inapplicable:
57% '

(B) The user must have clear and precise options to control Recursive Sharing if
All subfolders that are going to be shared should be

a user enables it.

conspicuously noted, for the user to review and confirm.

Percentage of
Respondents
Complying: 29%

Percentage of
Respondents Not
Complying: 14%

Percentage of Respondents
with Principle Inapplicable:
57%

{4) For User-Originated Files that are made available for distribution by taking the
Affirmative Steps outlined above, additional protection shall be provided against

known instances of potentially-harmful user error.

Percentage of
Respondents
Complying: 57%

Percentage of
Respondents Not
Complying: 14%

Percentage of Respondents
with Principle Inapplicable:
29%
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ik

ittee on C:

(A) To share the entire contents of a Sensitive Folder, the user must take
Affirmative Steps and be given clear, timely, and conspicuous warnings that
the selected folder may contain sensitive or personal files.

Percentage of
Respondents
Complying: 43%

Percentage of
Respondents Not
Complying: 14%

Percentage of Respondents
with Principle Inapplicable:
43%

(B) Any attempt to share a complete drive (e.g., the “C” or “D” drive, a network
drive, or external drive) or a user-specific system folder {(e.g., a “Documents

and Settings” folder in Windows) must be prevented.

Percentage of
Respondents
Complying: 57%

Percentage of
Respondents Not
Complying: 14%

Percentage of Respondents
with Principle Inapplicable:
29% '

(5) When the default setting for file sharing has been changed by the user to permit
distribution of User-Originated Files in accordance with the foregoing
requirements, files with Sensitive File Types shall not be permitted to be

distributed via the [P2P] network.

Percentage of
Respondents
Complying: 29%

Percentage of
Respondents Not
Complying: 29%

Percentage of Respondents
with Principle Inapplicable:
43%

(A) The user must take Affirmative Steps to change the default settings to

enable sharing of files with Sensitive File Types.

Percentage of
Respondents
Complying: 14%

Percentage of
Respondents Not
Complying: 29%

Percentage of Respondents
with Principle Inapplicable:
57%

(B) There shall be a simple way for the user to stop sharing files with Sensitive
Fite Types by using controls provided in a designated share-settings control
area of the software that is easy to access (e.g., with a single click) from any
screen in the user interface. Instructions on how to stop sharing Sensitive
File Types shall be clear, timely and conspicuous.
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Percentage of Percentage of Bespondents
Respondents Not with Principle Inapplicable:
Complying: 29% 43%

Percentage of
Respondenis
Complying: 29%

{6) The user shall be presented with a clear and conspicuous communications (e.g.,

on all screens) specifying the number of files being shared. The user shall be
shown a prominent warning when a large number of files or folders are shared.

Percentage of
Respondents
Complying: 71%

Percentage of
Respondents Not
Complying: 14%

Percentage of Respondents
with Principle Inapplicable:
14%

(A) If a large number of files is shared (e.g., greater than 500), a warning shall be
shown to the user. This warning shall contain options to reduce the number

of shared files.

Percentage of
Respondents
Complying: 0%

Percentage of
Respondents Not
Complying: 0%

Percentage of Respondents
with Principle Inapplicable:
100%

(B)#f a large number of subfolders is shared (e.g., greater than 4), a warning
shall be shown to the user. This warning shall contain options to reduce the
number of shared folders.

Percentage of
Respondents
Complying: 0%

Percentage of
Respondents Not
Complying: 0%

Percentage of Respondents
with Principle inapplicable:
100%

Developers shall also implement the foliowing principles:

(A) Disabling of file-sharing features, including but not limited to those outlined
above, shall be simple to do and explained in plain language, with consistent
terminology (i.e., terms such as “Default Setting,” “File Extension,” “Recursive
Sharing,” and “Shared Folder’ shall always have the same meaning
whenever used in communications from the [P2P] file-sharing software
provider).
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Percentage of
Respondents
Complying: 14%

Percentage of
Respondents Not
Complying: 14%

Percentage of Respondents
with Principle Inapplicable:
71%

(B) Complete uninstallation of the [P2P] file-sharing software also shall be simple
to do and explained in plain language {e.g., by using the standard
“Add/Remove Program” functionality on Windows or its equivalent on other
operating systems).

Percentage of
Respondents
Complying: 100%

Percentage of
Respondents Not
Complying: 0%

Percentage of Respondents
with Principle Inapplicable: 0%

(C)[P2P] file-sharing software developers shall make best efforts to ensure that
as many users of their applications as possible upgrade to the new versions
of their software, which contain the features outlined above, as soon as they
are commercially available (i.e., after successfully completing beta testing).
Previously-chosen sharing selections should be reconfirmed by the user upon
installation of the new version of the software. In the reconfirmation process,
users shall be warned, consistent with the foregoing requirements, before
Sensitive Folders are shared and users must take Affirmative Steps o
continue sharing Sensitive Folders and their subfolders. By default, Sensitive
File Types shall not be permitted to be distributed via the [P2P] network.

Percentage of
Respondents
Complying: 86%

Percentage of
Respondents Not
Complying: 0%

Percentage of Respondents
with Principle Inapplicable:
14%

{D)When the user subsequently chooses to upgrade to a different or newer
version of the [P2P] file-sharing software, or to reinstall the same version of
the software, either (a) if the software upgrade or reinstallation does not
materially affect other user-controllable settings (including aspects of the
user-interface and share settings addressed in this document), then it shall
not change the file-sharing settings previously chosen by the user; or (b} if the
software upgrade or reinstallation does materially change or require user-
controllable settings to be reset, then it shall require file-sharing settings to be
reset by the user as described above. |f the upgrade or reinstallation uses
the previously set file-sharing settings, the application shall warn users that
those settings will be used, remind the user that changes to those settings
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can be made in the designated area in the software, and warn users if
Sensitive Folders or Sensitive File Types are being shared.

Percentage of
Respondents
Complying: 86%

Percentage of
Respondents Not
Complying: 0%

Percentage of Respondents
with Principle Inapplicable:
14%

OPTIONAL ~ FOR ADDED CONSUMER PROTECTION

(8) When the user chooses no longer to use the [P2P] file-sharing software in a
given online session, the user shall be presented with a choice of either i)
turning the software completely off (i.e., fully disconnecting from the [P2P]
network); or ii.) having the software continue to run in the background (i.e., stil

contributing resources to the [P2P] network to help facilitate content
redistribution).

Percentage of
Respondents
Complying: 43%

Percentage of
Respondents Not
Complying: 0%

Percentage of Respondents
with Principle Inapplicable:
57%

{A) There shall be a simple way for the user to fully disconnect from the [P2P]
network by using controls provided in a designated area of the software that
is easy to access (e.g., with a single click) from any screen in the user
interface. Instructions on how to fully disconnect from the [P2P] network shall
be clear, timely, and conspicuous.

Percentage of
Respondents
Complying: 26%

Percentage of
Respondents Not
Complying: 0%

Percentage of Respondents
with Principle Inapplicable:
1%

(B) When the [P2P] file-sharing software is in use and running in the background,
the application shall clearly alert the user that the software is still running
(e.g., in the “System Tray” on Windows or its equivalent on another operating
system).

Percentage of
Respondents
Complying: 29%

Percentage of
Respondents Not
Complying: 0%

Percentage of Respondents
with Principle Inapplicable:
71%
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Compliance Report Follow Up

After submitting the compliance report summary, there were two follow-up items based
on FTC staff review of the compliance reports.

One related to a company that had not yet eliminated recursive sharing in its default
mode. In March 2009, the CEO of this company committed that in the subsequent
version of this software that by default sharing would not be recursive.

The other related to a separate company that in the FTC staff's view had not adequately
complied with Sections 1 and 7(C) and (D).

The DCIA engaged with senior management and technology leaders at this company to
address these outstanding compliance issues as expeditiously as possible, resulting in
the company's commitment to make changes in the subsequent release of its software
scheduled for June 2009.

In April 2009, the company made the following additional commitment:

Please see the descriptions below regarding the outstanding ISPG Voluntary
Best Practices fulfillment issues identified by the FTC [Sections 1, 7(C), 7(D)].
Where noted, the specific comments below indicate intended functionality for the
next version of our software, the beta of which will be released in June as we
originally committed, which is the soonest that this can reasonably be
accomplished given our internal technical resources and the non-consumer-
facing changes necessary for their implementation.

However, the Company will be able to integrate the notification discussed
regarding the Voluntary Best Practice Section (1) within 3-5 weeks of the date of
this letter, sooner than our original commitment.

By way of overview, in all instances dealing with sensitive file types (including but
not limited to .doc, .wpd, .pdf, .exc.) our software by default does not share these
types of files with the [P2P] network, even if they were shared in the prior version
of our software. Period. This change was initiated with the current version of our
software. This version will not share sensitive file types no matter whether these
document file types exist in a folder that a user elects to share with the [P2P]
network, no matter whether a user shared these sensitive file types previously in
the prior version of our software, and no matter whether a user is using our
software's library to manage his/her personal files. Sharing sensitive file types
with the entire [P2P] network is only possible if a user changes his/her settings
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by going to Tools -> Options -> Security -> and clicking Configure under the
category of “Unsafe Categories” and disregards the following warning: ‘We
strongly recommend you do not enable these settings.” Should a user continue
beyond this point, he/she then has to affirmatively “check” a box stating “Allow
me to share documents with the [P2P] Network” and then click “0.K.”, and then
disregard the following warning: “Enabling these settings makes you more prone
to viruses and accidently sharing private documents.”

Following is more information about the changes designed to protect users
against inadvertently sharing personal or sensitive data.

Current version of our software and beyond - General foundational changes:

1. By default (see 3 below regarding changing default settings), if a user tries
to share a sensitive file type with the [P2P] Network, our software will not let
him/her do it even if the file was previously shared in the prior version. This will
be the case even if that user previously shared that file, and it will apply no
matter where that user stored or stores the file on his/her computer or whether or
not that file is managed by the user in his/her library.

2. By default, if a user shares a folder containing sensitive file types, our
software will not share the sensitive file.

3. «In order to share sensitive file types, a user must affirmatively undertake
the following: go to Tools -> Options -> Security -> and click Configure under the
category of “Unsafe Categories” and disregard for the following warning: ‘We
strongly recommend you do not enable these settings.” If the user elects to
continue, in the “Configure” section, he/she must then check the box “Allow me to
share documents with the [P2P] Network,” and then click “O.K.”, and then
disregard the following warning: “Enabling these settings makes you more prone
to viruses and accidently sharing private documents.” -

a. NOTE: changing this setting will still not share users' documents and will
not automatically share any sensitive file types, rather it merely allows users to
share them if they affirmatively elect to share a particular file at a later point in
time.

Regarding the ISPG Voluntary Best Practices fulfiliment issues -

Voluntary Best Practice Section 1 — for release within 3-5 weeks
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1. To begin, mere installation and activation of our software will not result in
the receipt or sharing of files with other users of our software without further
affirmative steps taken by the user.

2. Effective on the beta release of the next version of our software, during
the first-launch following installation the user will be told that files downloaded
from the [P2P] network will be shared automatically with the [P2P] network and
how to change this setting.

Voluntary Best Practice Sections 7(C), 7(D) -~ for June release.

1. Beginning with the current version of our software and for all versions
thereafter, our software by default does not share sensitive file types. Even if
they were shared previously in the prior or earlier version of our software, the
current version “un-shares” ALL sensitive file types.

2. As our software loads a user's library, if it finds any sensitive file types
being shared, a warning of such will be given to the user along with instructions
on how to disable sharing the sensitive file type.

3. In the event a user (1) was using an earlier sub-version of our current
major release, AND (2) affirmatively changed his/her setting in that version to
allow sharing of sensitive file types AND (3) affirmatively chose to share a
specific file or files of this type (because merely enabling the sharing of sensitive
file types does not automatically share such files, rather the user must choose
specific files to share), our software will display a notification substantially similar
to this: “You are sharing a sensitive file type and doing"this can lead to identity
theft. Click here to stop sharing sensitive file types and prevent this from
happening.”

H.R. 1319

In April 2009, Subcommittee staff invited the DCIA to participate in redrafting the subject
proposed legislation. We agreed to do so and formed a DCIA Member company sub-
group of interested parties to conduct this work.

This process is now underway and the DCIA would be glad to coordinate this work with
Subcommittee staff.

Our basic principles in undertaking this redraft were to seek to help improve the
language of the measure by making it more specific to user behavior and software
functionality, and to express its provisions more precisely and in plain language.
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Among our greatest concerns was that the bill as drafted would have unintended
consequences that would make some of the most advanced implementations of P2P,
which involve licensed content distributors, uncompetitive.

For example, even those that don't include a user-generated content (UGC) component
still cause the user's computer to seed files. And because the proposed legislation
applies to the-use of the user's bandwidth without their knowledge, it could apply to
almost any application that relies on distributed computing.

We believe the proposed legislation was precipitated by an increasingly outdated
concern over a very specific feature of a small number of applications, some of which
no longer exist.

Our Member companies and ISPG participants, specifically those that rely on P2P
technologies, no longer have that feature — recursive sharing of sensitive file types — or
are in the process of phasing it out.

The present bill goes way beyond that specific concern, however, and would appear to
apply to additional functionality and technologies that have nothing to do with recursive
file sharing.

Applying the requirements of the bill to all these products, services, and companies is
unnecessary and would be burdensome and counter-productive. The problem the bill is
intended to address is limited to a small number of companies, and these are the ones
to which the ISPG best practices already apply.

To the extent that legitimate consumer concerns persist in the area that the bill is meant
to address, we strongly believe they can best be handled by ongoing self-regulation
under the oversight of the appropriate federal authority that we have initiated with the
ISPG.

Nevertheless to meet our commitment to Subcommittee staff o work on a redraft,
certain of the changes our sub-group is considering are to more precisely define the file-
sharing user error to be prevented by means of the contemplated legislative safeguards.

This includes a narrower description of the inadvertent making availabie of sensitive or
personal information on a computer through the use of file-sharing software
applications.

We are further seeking to define the sensitive file types that should be covered by a
precisely targeted measure.
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We are also attempting to address the practical realities of timing as well as content for
optimally effective consumer-protecting notices and obtaining of informed consent at
various stages in the accessing, installing, and activation of such software and its
various modes of functionality, and relevant differences for various genres of content.

Regarding the uninstallation provisions, our sub-group is also reviewing this language
against previously developed consumer disclosure guidelines as well as generally
established practices for best-of-class related software applications, again taking into
account muitiple modes of file-sharing software operation and functionality that should
be under the clear control of the user.

We have requested legal counsel to review the proposed enforcement regime and
provide advice to the sub-group.

it is likely that the defined terms would be substantially changed as a result of the above
work effort, and the list slightly expanded to include such additional items as the file-
sharing function itself, which involves searching, discovery, and copying of files.

It would also need to involve such essential file-sharing software application defining
terms as shared directory, data files versus streaming content, etc.

CONCLUSION

Based on the demonstrated success to date of the ISPG in putting in place a system for
effective self regulation, the potential harm of unintended consequences from overbroad
impact of a bill of this sort, and the fundamental principle that legislation should
embolden technological advancement rather than hinder it, the DCIA and our Member
companies are opposed to the passage of this legislation.

The bill would likely unnecessarily burden U.S.-based technology firms with compliance
with an innovation-freezing measure, while being unenforceable against overseas firms
whose software is available to U.S. consumers. Of great concern to us is how this bill
might stifle yet undeveloped new and potentially very useful and valuable software
applications. )

Our legal review up to this point suggests that no matter the changes in the bill's
construction, no matter any amount of rewording, it will still not only stifle its purported
target from possible improvements that would better address the problem the bill
intends to address, but it will also potentially still apply to any type of data transmitting
software, including internet applications, desktop applications, e-mail applications,
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instant messaging (IM), cloud computing, social networks, fully licensed P2P
deployments, hybrid peer-assisted CDNs, etc.

The foregoing summarizes some of the very real difficulties in trying to develop
legislation such as this.

Rather than an overly broad, outdated, and potentially stifling legal measure, we believe
that the Subcommittee’s acknowledgment and formalization of requirements for
compliance with the ISPG's self-regulatory process will be more effective in achieving
the stated purpose that the bill is intended to accomplish.

As we noted previously, because of both the technical complexity and relatively fast-
moving innovation in this area, a federally mandated and closely monitored private
sector initiative, rather than even the best intentioned legislative measure, will produce
the most beneficial effect to the public and to government agencies whose sensitive and
confidential information must be protected as a matter of national security.

Nonetheless, the DCIA and our Member companies will continue to review the bill in an
effort to find a way to reconstruct it as requested to achieve the Subcommittee’s goals.

If the Subcommittee chooses to move the bill forward, we will be there to aid in the
redrafting process and to help the Subcommittee address opposition to the bill.

On the other hand, the DCIA has committed to industry self-regulation through the ISPG
to address the subject matter of this bill, and is making substantial progress.

As a further commitment, the DCIA is wiling to charge our existing ISPG with
responding to additional concerns that may be raised today, and as may be more
precisely delineated by Subcommittee staff following up on the hearing. We look
forward to working with the Subcommittee in a productive manner on these issues in a
way that will significantly benefit all of your constituencies.

Thank you very much for your continued interest in our developing industry.
Respectiully,

Martin C. Lafferty

Chief Executive Officer

Distributed Computing Industry Association (DCIA)

Attachment: Testimony of DCIA Member Company Solid State Networks
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Dear Chairman Rush and Ranking Member Radanovich:

Solid State Networks is a leading developer of content delivery software for online content
distribution, Our customers are content publishers (primarily game developers and publishers} that
want to improve the user experience for consumers that want to access their digital content and lower
their own delivery costs. Peer-to-peer (P2P) delivery technology is a key component that has been
incorporated into our products. The P2P technology that we employ utilizes simultaneous byte requests
from multiple sources, including other users accessing the same content, to enable fast and efficient
data transfers. This type of P2P technology provides a scalable method of distributing the demand for
bytes across many sources, including other computers that are requesting similar bytes.- A computer
will typically only exchange a small fraction of any content that has been requested from the publisher
with any other computers in the network. [t is technically impossible for consumers to expose any files,
data or sensitive information to other users as a result of using our software. The system contains no
facﬂity to enable a computer to disclose the existence of files to anyone, including other users. Thus,
there is absolutely no opportunity for a consumer to inadvertently share user generated content.

It is also worth noting that Solid State Networks products cannot be used for “file sharing” purposes
by consumers. We have not and do not make tools that are used by file-sharing communities. Our
software. has not and does not enable the search, discovery, or copying of files from one computer to
another using our software. Nor does our software enable consumers to access content posted by other
users via websites that index content for download. Since the day of our company’s ihception, our
objective has been to make provide commercial P2P software solutions for the benefit for content
publishers,

Preventing consumers from inadvertently sharing sensitive information and files via file sharing
networks has been shown to have widespread support from within the P2P software industry, including
Solid State Networks. However, H.R. 1319 is strongly opposed by most companies within the industry
for a variety of reasons. Solid State Networks also strongly opposes this bill for the following reasons:

1. H.R.1319 is overly broad in scope. For example, it does not differentiate between “P2P
technology” software that, inherent in the design, poses no threat of enabling inadvertent
disclosure of information and “file sharing” software that enables the searching, discovery, and
copying of files directly from one computer to another using the software. This broad definition
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threatens to negatively impact companies using P2P technology that cannot possibly enable the
disclosure of sensitive information.

2. The P2P software industry has already mobilized to address the concerns represented by H.R.
1319. These companies recognize that the long term viability and acceptance of P2P hinges on
the ability to secure trust with the consumers that use their products. Concerted efforts at self-
regulation will provide more opportunity to adapt to the rapid technological changes that will
occur in the years to come.

3. H.R. 1319 has the potential to limit the ability of game companies to provide immersive
interactive experiences. P2P technology has been in use by game developers to enable the
personal interaction among players for many years. Billions of files, in the form of game patches
and updates, have been delivered via P2P technology without any reported instances of
disclosure of non-game related information.  Yet adherence to H.R. 1319 would impose
extreme burden that most, if not all, players would consider as to make the games unplayable.
Additionally, the ability of game developers to meet the growing demand for customization and
personalization by players would be adversely impacted. Providing the tools to enable players
to create and share their own experiences within the game with other players will become
difficult, if not impossible, under the broad restrictions contained in H.R. 1319,

Thank you for the opportunity to present this testimony on behalf of Solid State Networks and the
companies that benefit from our products. | hope that | have conveyed the serious potential for
unintended and adverse impacts posed by H.R. 1319 on industries that are unrelated to file sharing.

Respectfully,

Rick Buonincontri
Chief Executive Officer
Solid State Networks

Cc: Subcommittee on Commerce, Trade, and Consumer Protection
The Honorable John Barrow

The Honorable Bruce L. Braley

The Honorable G. K. Butterfield
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Mr. RusH. The chair thanks the gentleman. The chair now recog-
nizes Mr. Pratt for 5 minutes for the purposes of an opening state-
ment.

STATEMENT OF STUART K. PRATT

Mr. PRATT. Chairman Rush, Ranking Member Radanovich and
members of the subcommittee, thank you for this opportunity to
appear before you today. My name is Stuart Pratt, president and
CEO of the Consumer Data Industry Association. Our 250 member
companies provide our Nation’s businesses with data tools nec-
essary to manage risk and a wide range of consumer transactions,
and these products include credit, mortgage reports, identity
verification tools, law enforcement investigative products, fraud
check transaction identification systems, decision sciences tech-
nologies, location services and collections. My comments today will
focus exclusively on H.R. 2221, and we applaud its introduction.

CDIA’s members agree that sensitive personal information
should be protected. We also agree that consumers should receive
breach notices when there is a significant risk of them becoming
victims of identity theft. Our members agree with the Federal
Trade Commission recommendations which embrace these two con-
cepts. I would only add that if a federal law is to be enacted, it
should be a true national standard.

We believe that data security and breach notification provisions
in H.R. 2221 would be most effective if they were better aligned
with requirements found in other current laws. Alignment is key
to ensuring that all who are affected by the Act are successful in
complying with new duties under DATA and also with their cur-
rent duties found under other laws such as the Fair Credit Report-
ing Act and the Gramm-Leach-Bliley Act. Let me discuss some of
the ways that 2221 interplays with existing duties found in current
laws.

Section 56 defines the term “information broker.” Absent aligning
this definition with other current laws, our members’ products will
be affected. This bill would require information brokers to have
reasonable procedures to verify the accuracy of personal informa-
tion, provide consumers with access to these data and ensure a sys-
tem by which consumers can dispute information. All of our mem-
bers operate consumer reporting agencies as this term is defined in
the Fair Credit Reporting Act. They produce data products defined
as consumer reports. Consumer reports are used to make deter-
minations of a consumer’s eligibility for a service or a product and
the FCRA establishes duties for accuracy, access and correction as
it relates to these products. Our members agree that where data
is used to make a decision regarding consumers’ eligibility for a
product or service, consumers should have these rights.

Since there are similar duties under the FCRA and DATA, we
propose the definition of information broker should be amended to
exclude the term “consumer reporting agency”, and while we appre-
ciate the inclusion of section C3C which attempts to address our
concern, we believe that since the FCRA’s duties are well under-
stood and the FTC has direct enforcement powers, that we should
have a complete exemption.
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Regarding disclosure, section C3 allows an information broker
under certain circumstances to not disclose personal information to
a consumer. This section does not exempt an information broker’s
fraud prevention tool from the duty to verify accuracy. Fraud pre-
vention tools are designed to identify the possibility of fraud and
to apply an accuracy standard of fraud prevention tools is unwork-
able since these tools are designed to warn a lender or utility or
other business about the possibility of fraud. Fraud prevention
tools consider how data has been used in previous identified cases
of fraud and employ many other relational strategies. We would
urge the expansion of C3B to include fraud prevention tools so that
they are completely exempted from the accuracy standard require-
ment, not because the tools are designed poorly but because these
tools cannot line up with an accuracy standard in the first place.

Your bill also as indicated establishes both a requirement for
data security and a requirement for security breach and we have
absolutely no qualms about either of those requirements. Our
member in fact comply with those types of requirements today and
our only request is that where our member companies are already
operating as a consumer reporting agency under the Fair Credit
Reporting Act or where they are operating as a financial institution
under the Gramm-Leach-Bliley Act, that they would be exempted
from these data security and these security breach notification du-
ties because they already have those duties under the Fair Credit
Reporting Act and also under the Gramm-Leach-Bliley Act and in
particular the safeguards rules which include breach notification.

So this process of alignment will make this bill more effective. If
we can make this truly a national standard, you certainly will have
filled some gaps along the way. I think that Mr. Sohn said it very
well. In the meantime, we live with a range of State laws. We have
worked constructively with many, many States in establishing
those statutes and in establishing definitions of the crime of iden-
tity theft and we will continue to do that and we look forward con-
currently to working with you in the committee. Thank you.

[The prepared statement of Mr. Pratt follows:]
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Chairman Rush, Ranking Member Radanovich, and members of the Subcommittee, thank
you for this opportunity to appear before you today. My name is Stuart Pratt, president
and CEO of the Consumer Data Industry Association (CDIA). Thank you for this

opportunity to testify.

CDIA is an international trade association with more than 250 member companies,
providing our nation’s businesses with the data tools necessary to manage risk in a wide
range of consumer transactions, These products include credit and mortgage reports,
identity verification tools, law enforcement investigative products, fraudulent check
transaction identification systems, employment screening, tenant screening, depository
account opening tools, decision sciences technologies, locator services and collections.
Our members’ data and the products and services based on it, ensure that consumers
benefit from fair and safe transactions, broader competition and access to a market which
is innovative and focused on their needs. We estimate that the industry’s products are

used in more than nine billion transactions per year.

My comments will focus exclusively on H.R. 2221. H.R. 1319 focuses on issues relating
to the practice of making “files from a protected computer available to another computer
through a peer-to-peer file sharing program” and CDIA’s members are not involved in

these types of activities.
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Scope of H.R. 2221

‘We applaud the introduction of H.R. 2221. Section 2 of H.R. 2221 proposes to require
any person engaged in interstate commerce that owns or possesses data in electronic form
containing personal information to establish policies and procedures for information
security based on rules which would be promulgated by the Federal Trade Commission.
Section 3 of H.R. 2221 requires these same persons to comply with specific requirements
of the Act where they discover a breach of security relating to personal information.
Section 2(c) of H.R. 2221 proposes to impose certain unique duties regarding

“information brokers” as that term is defined in Section 5(6).

CDIA’s members agree that sensitive personal information should be protected. They
also agree that consumers should receive breach notices when there is a significant risk of
them becoming victims of identity theft. Our members agree with the Federal Trade
Commission recommendation offered in multiple testimonies on the Hill and via their
joint Task Force report issued along with the Department of Justice that if a federal
statute is to be enacted, it should be a true national standard and that it should focus on
safeguarding sensitive personal information and notifying consumers when a breach has
occurred which exposes the consumer to a significant risk of becoming a victim of
identity theft. In the absence of a national standard, our members have worked
constructively with state legislatures to create security breach notification laws, data

security laws and laws which define the crime of identity theft.
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We believe that in general the data security and breach notification provisions of H.R.
2221 would be most effective if they were better aligned with requirements found in
other current federal laws. From our experience, statutory alignment is a key to ensuring
that all who are affected by the Act are successful in complying with new duties under
DATA and also with their current duties found in other laws such as the Fair Credit
Reporting Act and the Gramm-Leach-Bliley Act. We also believe it is important to
ensure that requirements do not harm the operation of products, which is a policy result

none of us would wish to see.

Let me now discuss some of the ways in which duties under H.R. 2221 interplay with

existing duties found in other laws.

Information Brokers & Consumer Reporting Agencies

In Section 5(6) of H.R. 2221, the term “information broker” is defined. It is a broad
definition, and information brokers have specific, unique duties under the Act. Absent

aligning this bill with other current laws, our members’ products will be affected.

This bill would require information brokers to: have reasonable procedures to verify the
accuracy of personal information; provide consumers with access to these data; and
ensure a system by which a consumer can dispute information and to correct disputed

information where it is found to be inaccurate.
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All of our members operate consumer reporting agencies as this term is defined by the
Fair Credit Reporting Act (15 U.S.C. 1681 ef seq.) and produce data products defined as
“consumer reports.” Consumer reports are used to make determinations of a consumer’s
eligibility for a service or product. The FCRA establishes duties of accuracy, access and
correction as it relates to consumer reports produced by consumer reporting agencies.
Our members agree that where data is used to make a decision regarding a consumer’s
eligibility for a product or service, the consumer should have these rights, which have

been available to all of us as consumers since 1970.

Since there are similar duties under the FCRA (consumer reporting agencies) and the
DATA (information brokers), we propose that the definition of “information broker”
should be amended to exclude a “consumer reporting agency” as that term is defined in
the FCRA. We appreciate the inclusion of Section (c) (3) (C) which attempts to address
our concern, but we believe that since the FCRA’s duties are well understood and well
established and the FTC already has direct enforcement powers under the FCRA with
regard to the practices of consumer reporting agencies, that a clear exemption for
consumer reporting agencies from the definition of information broker is the most

effective approach.

Fraud Prevention Tools — Access and Correction Duties

Our members produce best-in-class fraud prevention tools and, due to the breadth of the

definitions of “personal information” and “information broker,” these products are
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affected by the duty to provide access and correction. We appreciate the inclusion of
Section 2(c)(3)}B)(iii}(D) & (1), which allows an information broker to limit access to
information which otherwise must be disclosed. It is important to ensure that the
“recipe” for fraud prevention tools is not disclosed. Unlike consumer reports regulated
under the FCRA, fraud prevention tools are not used to stop a transaction or to make a
decision about a consumer, but only to ensure that a consumer is properly identified ina
transaction. We believe that Section (c)(3)B)iii)(1I) would be less ambiguous if the
decision to not disclose was not tied to an information broker having to decide whether or
not disclosure would compromise the fraud prevention tool. We suggest that the phrase
“that would be compromised by such access.” be struck to ensure that fraud prevention
tools are protected. Similarly, we believe that FTC Rulemaking in Section (c)(3)}(B)(iv)

could inhibit the development of these tools, as well.

Fraud Prevention/Investigative/Location Tools — Verification of Accuracy

While Section (c)(3)(B)(iii) allows an information broker, under certain circumstances, to
not disclose personal information to a consumer, the section does exempt an information
broker’s fraud prevention tool from the duty to verify accuracy found in Section
(c)(3)(A). Consumer reports are used to make decisions about a consumer’s eligibility
for a product or service. Because of this a consumer reporting agency must use
“reasonable procedure to ensure maximum possible accuracy” standard when producing
consumer reports. In contrast, a fraud prevention tool is not used to stop a transaction and

in fact it is built based on the premise that fraud is not easily identified. Fraud tools are
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designed to identify the possibility of fraud. To apply an accuracy standard to fraud
prevention tools is unworkable since these tools are designed to warn a lender or utility
for example, of the possibility of fraud. Fraud prevention tools consider how data has
been used in previously identified cases of fraud and employ many other relational
strategies. We urge Section (c)(3)(B)(iii) to be expanded to apply to Section (c)(3)(A) as
well as to (B). We are also concerned about many investigative tools used by law
enforcement and location tools used, for example, in the enforcement of child support.
These investigative and location tools are build to help identify possible connections that
will lead to the right person. As is the case with fraud prevention tools, imposing an

accuracy standard is unworkable.

Data Security Requirements

Section 2 of H.R. 2111 establishes a requirement that all persons of a certain type which
possess personal information must secure the data. Our members agree that data security

is essential.

Our members operate consumer reporting agencies regulated by the FCRA and also
operate financial institutions as defined by the Gramm-Leach-Bliley Act (Pub. L. 106-
102). In addition to these specific statutes which impose data security requirements,
every business in this country has to consider the implications of the Federal Trade
Commission’s enforcement efforts regarding data security where they have been

successful in asserting that lax practices are likely unfair, or deceptive or both. Further,
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data breaches have resulted in a range of private actions against companies that had
inadequate security practices and thus this case law also informs the thinking of all

companies which possess sensitive personal information.

Due to the extensive data security requirements already imposed on our members via
both of these laws (and regulations therein) and the context of legal actions taken, we
believe that consumer reporting agencies and financial institutions should be excluded
from the requirements of Section 2 of H.R. 2111. We agree that because of the breadth
of the application of H.R. 2111 that there is the need for the inclusion of Section 2(a)(3).
This provision is important and helps to account for unanticipated results of the bill, but
where we can identify specific instances where protections already exist as is the case for
GLB and FCRA we do not believe an FTC determination is necessary and thus financial
institutions and consumer reporting agencies should be specifically excluded from the

requirements of Section 2.

Data Breach Notification Requirements

Section 3 of H.R. 2111 establishes requirements for notifying consumers where there is a
breach of personal information. A notice is not required where “there is no reasonable
risk of identity theft, fraud, or other unlawful conduct.” There are also exceptions to the
notification requirement if the data was encrypted or otherwise rendered unreadable or

indecipherable.
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CDIA agrees that there should be an effective risk-based trigger for the disclosure of
notices is necessary and believes that the phrase “significant risk if identity theft” sets the
right standard. We also agree that there should be specific exceptions for data which is

encrypted or otherwise rendered unreadable or indecipherable.

Since CDIA members operate consumer reporting agencies defined by the FCRA and
also often as financial institutions as defined by the Gramm-Leach-Bliley Act we
proposed that these two entities be excluded from the data breach requirements of this bill
since they are already required to comply with the breach notification requirements of

other laws.

Content of Breach Notifications

Section (3)(d)(B) describes the content of notices which will be sent to consumers. With
regard to the consumer’s right to one free credit report on a quarterly basis, we appreciate
inclusion of the language in Section 3(e) which makes it clear that the person who

experienced the breach and who is notifying consumers is the one who pays for the credit

reports to which the consumer is entitled.

3(d)(B)(iv) requires that the toll-free numbers for major credit reporting agencies be
included in the notice. We request that the bill be amended to require those who are
sending out breach notifications to more than 5,000 individuals to notify the consumer

reporting agencies in advance. Further, all persons issuing notices must verify the
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accuracy of the contact information included. Our members have at times discovered that

breach notices issued by others had incorrect toll free numbers listed.

Definition of Personal Information

Section 5(7)(A) establishes a definition of the term “personal information.” Having a
definition is clearly necessary to ensure that all persons affected by the scope of the bill
understand the type of data which must be protected, etc. Our members are concerned
with the inclusion of Section 5(7)(B) which allows the FTC to alter this definition. We
believe the definition as proposed is adequate. The FTC could make a determination that
a new element of data is now included under the definition and in doing so
unintentionally cause extraordinary expense for affected persons. As written the FTC is
not required to validate their reasons for changing the definition, nor are they required to

determine the financial or product impact such a change would have.

Enforcement

CDIA continues to believe that enforcement of the statute by state attorneys general
should be comparable to the FCRA provision which allows them to sue for actual or
statutory damages of $1,000 for each negligent or willful violation (see FCRA Section
621(c)(1)(B)). We believe a cap on damages is also appropriate and that compliance with

the provisions of this Act should be tied to a “reasonable procedures” standard.



100

Uniform National Standard

CDIA applauds the inclusion of language in Section 6 which proposes to preempt

additional state actions. Our members believe that absolute uniform standards are critical

if this bill is to become law and we are happy to provide additional input on the current

provision, which appears to be construed too narrowly.

Conclusion

Again, thank you very much for the opportunity to testify. Iam happy to address any

questions that you may have.

11
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Mr. RusH. The chair thanks the gentleman, and now the chair
recognizes Mr. Rotenberg for 5 minutes.

STATEMENT OF MARC ROTENBERG

Mr. ROTENBERG. Mr. Chairman, Mr. Radanovich, members of the
committee, thank you very much for the opportunity to be here
today. EPIC is a nonprofit research organization here in Wash-
ington.

We have a particular interest in this issue of security breach no-
tification. EPIC was the organization that had urged the Federal
Trade Commission to investigate the data practices of a company
called ChoicePoint because we believed that that company was
making the personal information of American consumers vulner-
able to misuse. The FTC did not heed our warning and instead we
all read in the newspapers when an investigation broke in Los An-
geles that revealed that the records of 145,000 American con-
sumers had been sold to a criminal ring engaged in the act of iden-
tity theft. I promise you, after that news story appeared, the FTC
and many State attorneys general became very interested in this
problem.

Now, we learned of the problem with ChoicePoint in part because
of a good law that had been passed in the State of California which
required companies that suffered from a security breach to notify
people who are impacted, and as a result of the ChoicePoint notifi-
cation, many other States began to understand the need for secu-
rity breach notification. Now, this has been an evolving process. I
think there are now 44 States in the United States that have secu-
rity breach notification, and while we certainly support an effort to
establish a high standard across the country, I do want to warn
you that one of the consequences of this bill would be to effectively
tie the hands of the State from further updating their laws or en-
forcing stronger laws, and I think this would be a mistake. I read
recently, for example, that the California State Senate has just ap-
proved new changes to its notification law that would provide indi-
viduals with better information about the type of personal informa-
tion that was improperly disclosed and how it might be misused.
This need to be able to continue to update security breach notifica-
tion I think should be a consideration as the committee looks at
legislation to establish a national standard.

One of the other points I would like to make about the legislation
concerns the relationship in the realm of notification between the
individuals who are impacted and the role of the Federal Trade
Commission, which is also notified under the bill. There is under-
standable concern that if individuals receive too many breach no-
tices, they will serve no purpose, and so there is a need to set a
standard so that people are not receiving lots and lots of these no-
tices which they will come to ignore. But with respect to the role
of the Federal Trade Commission, I think the bill could be
strengthened by requiring companies in all circumstances to notify
the Commission where substantive breaches have occurred, and
moreover to put on the Commission an obligation to be more trans-
parent about the information that it receives regarding the prob-
lems of breach notification in the United States. There is also a
risk with the legislation as it is currently drafted that the FTC will
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obtain information about security breaches, may choose not to act
on the information it receives and that information will effectively
remain secret both to the public and to this committee and the
problem will continue to grow, so I hope that is an area that can
be considered as well.

We talk also about the safe harbor provisions, essentially compa-
nies that have certain security practices such as encryption should
be encouraged to put in place and maintain those practices but
again we think that notification can be made to the Federal Trade
Commission in those instances where security breaches occur even
if it may not be necessary to notify the target population.

Finally, I would like to point out that since when the bill was
originally introduced there have been significant changes both in
the Internet and also in communications technology. Facebook, for
example, now has 200 million users. Four years ago when this bill
was first considered, there were many, many fewer people using
these social network services. This has two implications. First of
all, there is a new way to notify people online. It is no longer nec-
essary to talk just about a website but also a social network pres-
ence. It also means that there is a new risk in data collection that
needs to consider the growing significance of social network serv-
ices. And finally, I might mention that text messaging has become
a very effective way to notify people about things that might con-
cern them regarding security. We propose in our testimony that
where possible, text messaging be used as a supplement to the
other notification procedures including mail and e-mail.

So thank you again for the chance to testify and I would be
pleased to answer your questions.

[The prepared statement of Mr. Rotenberg follows:]
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Mr. Chairman and Members of the Committee, thank you for the opportunity
to testify today on H.R. 2221, the Data Accountability and Trust Actand H.R. 1319,
the Informed P2P User Act. My name is Marc Rotenberg and I am the Executive
Director of the Electronic Privacy Information Center (EPIC) and Adjunct Professor
at Georgetown University Law Center.

EPIC is a non-partisan research organization, focused on emerging privacy
and civil liberties issues. We have worked for many years to draw attention to new
privacy and security risks, such as data breaches, pretexting, and the commercial
sale of personal data, as well as to make recommendations for both technical
solutions and legislation that can help mitigate these risks. While there is no single
solution, either in technology or law, that can prevent security breaches, there are a
number of steps that can be taken to reduce the risk.

1 have several specific suggestions for the legislation that is currently before
the Committee today. But I would also like to make a preliminary comment about
the relationship between legislation and the efforts that are underway to safeguard
security and privacy. [ think it would be a mistake to assign to the FTC, or to any
agency, the central responsibility for information security. This is an area where
technology is changing rapidly, and both new problems and new solutions arise
almost daily. The federal rulemaking process is ill suited to respond in this
environment, and there is a real danger that well intended regulation may in some
circumstances frustrate more effective solutions either because the process is too
cumbersome, too secretive, or simply unresponsive.

At the same time, there is a need to make clear fundamental obligations on
the companies and organizations that collect and use personal data on consumers
and Internet users. It is simply too easy for firms today to capture the benefits of
data collection and ignore the risks. In the absence of security obligations and
breach notification requirements, it is too easy for firms to continue bad practices.
In fact, not only are there few incentives to change practices, without legislation,
companies are likely to conceal rather than to correct problems.

This is why legislation is appropriate - to ensure that companies carry the
responsibility for their data practices. But it is critical to ensure the legislation is
effective, flexible, and responds to the rapidly changing environment. Congress
should be wary of setting security standards through a rulemaking process. The
better approach, in my opinion, is to focus on the broad obligations, to make clear
the incentives, and to encourage the development of the best solutions. This does
not diminish in any respect the need for robust security standards - it simply leaves
the law to do what it does best: make clear the rights and responsibilities of the
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various participants in the information exchange - and leaves to the technical
experts the obligation to develop the best solutions.

The other key point to make at the outset is that almost all of the states have
responded over the last few years to develop robust security breach notification
legislation, Many of these laws can be traced back to the California notification law
that was famously triggered in a matter that EPIC brought attention to involving the
sale of data on American citizens to a criminal ring engaged in identity theft. That
notification and the investigation that followed led to dramatic changes in the
information broker practices in the United States. While there is clearly a lot more
that needs to be done to safeguard personal data, you should not underestimate the
enormous value of these breach notification statutes as well as the unintended
problems that could result if the federal law preempts the more responsive state
law. For reasons I will discuss in more detail below, I would recommend that you
not adopt legislation that would preempt the ability of the states to develop more
effective means to respond to these new problems

H.R, 2221, the Data Accountability and Trust Act

Mr. Chairman, although 1 have not seen the text of H.R. 2221, I understand
that this bill is identical to H.R. 958, The Data Accountability and Trust Act that was
introduced in the 110th Congress. My comments therefore are directed to the text of
that bill. The main legislative development that has occurred since the introduction
of H.R. 948 is the adoption of American Recovery and Reinvestment Act of 2009
{ARRA), which includes new provision for medical record privacy and new
authorities for the FTC, including a rulemaking for security breach notification. It
may be worth looking at those provisions to determine whether the current bill
should be revised. There are also significant developments in technology, such as
the rapid rise of social network services and the increasing use of text messages,
which may be worth considering as the Committee reviews this legislation.
Significantly, the new communications tools may also provide new opportunities for
breach notification, and new analytic tools could provide better understanding of
security challenges if the FTC data is made available to the public.

As currently drafted, H.R. 2221 attempts to address growing concerns about
privacy protection and security breaches by granting the FTC new authority to
regulate companies that collect and use personal data. The bill attempts to crack
down on the information broker industry, limit pretexting, and sets out new notice
obligations in the event of a security breach. Overall, this is an important and timely
legislation that seeks to address several of the key concerns of American consumers
and internet users - the failure to ensure that personal information is adequately
protected, the unregulated market for personal data, and the inability of users to
know when their data has been improperly disclosed.
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EPIC would like to express its support for the legislation and the sponsors of
this measure. We appreciate the willingness of the Committee to examine this issue
and to develop a legislative response. My comments on the bill are intended to show
areas where it may be possible to strengthen the legislation.

Method of Notification

The bill currently proposes the use of either written notification or email
notification when an obligation to provide notification arises. Sect. 3(d)(1)(A). 1
would suggest that you include an additional obligation to provide a text message
where possible. A text message would not be an effective substitute for written
notification or email, because it is essentially ephemeral. But is a very effective
technique for notification and it could help make people aware that they should look
for a notice that might arrive in the mail or show up in the email box.

In a similar spirit, where the bill speaks of providing notification by means of
a web site, it may be appropriate to add “or social network presence.” Many
organizations today are interacting with users though popular social network
services such as Facebook. In many configurations, the data remains with Facebook,
so there is no direct data collection by third parties. But in other circumstances, for
application developers and advertisers for example, third party companies obtain
information from users through Facebook. If security breaches arise in these
circumstances, notification by means of the social network service may be the most
effective way to reach the target population.

Public Record Defense

There is an odd provision, Section 4(c) of the Act, that would create an
affirmative defense where all of the personal information disclosed as a result of a
security breach in violation of the Act is “public record information” available from
federal, state, or local government systems and was acquired by the company that
suffered the breach for such purposes. The theory underlying this provision, I
imagine, is that there could be no additional harm to the individual of the breach of
this information if it is already available to the public. But this is the wrong way to
understand the problem and the affirmative defense will undercut the purpose of
the Act,

If an organization suffers a security breach of confidential information or of
“public information” it has a problem that needs to be corrected. If no action is taken
to correct the problem, it is quite likely the breach will occur again. That is why the
security obligation should apply even when there is no immediate harm to the
individual: The problem remains. Also, I would not assume the fact that personal
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information may be found through public data sources that the information
disclosed in a data breach is equivalent. It is quite likely, particularly in the
information broker industry, that the “public” information contained in a particular
data record is far more detailed than any record that would be available in a singe
government record system.

Treatment of Personally Identifiable Information

One of the key provision of the Act is the definition of “Personal Information”
set out in sect. 5(7). This definition is critical because, as with most privacy bills, this
definition will determine when the obligations of the Act should be applied and
when they can be pretty much ignored.

As currently drafted, the bill sets out a narrow definition for Personal
Information, as compared with other privacy statutes. For example, the bill seems to
suggest that a social security number would not be personally identifiable if it is
possessed without the associated person’s name. The bill also ignores other popular
identifiers, such as a user ID for Facebook, which points as readily to a unique
individual as would a driver’s license or a social security number.

The definition is also narrow in light of the FTC report released earlier this
year on Internet advertising that noted that there are many ways to track Internet
users, including the use of “IP address” that can uniquely identify a user’s computer,
much as phone number will uniquely identify a cell phone. In many cases, this is also
a form of personal information that should be subject to the bill's requirements.

The bill does provide for a rulemaking that could modify the definition of
“personal information” but even this rulemaking seems unnecessarily narrow as it is
limited to changes that are “necessary to accommodate changes in technology or
practices.”

I would suggest a construction that would define Personal Information as
information that “identifies or could identify a particular person,” followed by the
examples cited in the bill as illustrations, with the qualifying phrase “including, but
not limited to.” This approach is technology neutral, less dependent on the
rulemaking process, and more likely to adapt over time.

Preemption

Section 6 addresses preemption and the circumstances under which the
federal law would overwrite possibly more effective state information security
legislation. As currently drafted, H.R. 2221 preempts state laws that either have
similar security obligations as well as state laws that provide for security breach
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notification. The Act does leave in place state trespass, contract and tort law, as well
as claims involving fraud.

My own view is that it would be a mistake to adopt a preemption provision of
this type. Businesses understandably will prefer a single national standard. That is
the argument for preemption. However privacy laws have typically created a federal
baseline and allowed the states to adopt more stringent safeguards if they wish. This
approach to consumer protection is based upon our federalism form of government
that allows the states to experiment with new legislative approaches to emerging
issues. President Obama made this point very directly in his recent remarks to the
National Governors Association when he described the states as the “laboratories of
democracy.” This was a reference to a famous opinion by Justice Brandeis about the
specific authority of the states to legislate in response to new problems. This view
reflects the belief that there should be experimentation in regulatory approaches.

There is an additional reason that I believe weighs against preemption in the
information security field: these problems are rapidly changing and the states need
the ability to respond as new challenges emerge. California, which is widely credited
for adopting the first breach notification statute, also found itself needing to update
its own law to address the specific problems of medical information breach. It is
very likely that the states will face new challenges in this field. Placing all of the
authority to respond here in Washington in one agency would be, as some in the
security field are likely to say, a “critical failure point.”

While there is a clear need to strengthen security safeguards, I remain
concerned about the ability of the FTC to develop a regulatory framework for
information security in the United States, particularly when it is the only agency
with authority to do so.

Private Right of Action

As the bill is currently drafted, a person whose personal data is improperly
leaked by a company in possession of the data is signed up for two years for a credit
card notification service. While this remedy may provide a nice revenue stream for
those in the credit card monitoring service, it may not be very satisfying for
consumers. Where a security breach has led to cases of identity theft, which was
clearly the case in the Choicepoint incident, consumers are entitled to a real remedy.

I would strongly urge the Committee to add a private right of action to the
bill with a stipulated damage award, as is found in many other privacy laws. Not
only would this provide the opportunity for individuals who have been harmed by
security breaches to have their day in court, it would also provide a necessary
backstop to the current enforcement scheme which relies almost entirely on the
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Federal Trade Commission, acting on its own discretion and without any form of
judicial review, to enforce private rights.

If the law is passed without a private right of action, and the Commission fails
to act, is reluctant to act, or simply doesn’t understand a problem where it should
act, individuals who are harmed by a security breach will be in a worse position
then they6 were before the law was adopted because any rights that were
previously available under state law, less those explicitly carved out, will no longer
be available.

Safe Harbor

There are two different types of safe harbor provisions in the Act. Section
3(f)(1) essentially suspends the law if, following a breach of security, “such person
determines that “there is no reasonable risk of identity theft, fraud, or other unlawful
conduct.” (Emphasis added). In other circumstances, a reasonableness standard
might be appropriate. The problem here is that the company will decide itself,
having suffered the breach, whether there is reasonable risk of harm to others and
there will be no effective way to review this decision if the company guesses wrong.
That is an approach that will invite greater secrecy and less accountability. The
simple solution may be to remove the word “reasonable.” If a company determines
that there is “no risk of identity theft, fraud, or other unlawful conduct” then it
would be reasonable to suspend the notification requirement.

The presumption in Section 3(f)(2) of the Act creates an important incentive
to use strong security safeguards, including encryption and data minimization
techniques, but also has the effect of preventing notification when security breaches
occur. It is unclear, for example, how this presumption will be challenged if there is
no notification to the party or to the FTC when a breach occurs. A partial solution
would be to require the {a}{2) notification to the FTC with an explicit designation
that the specified security standards were in place. This would fulfill several goals:
provide some form of notification, create the appropriate presumption for the use of
good security techniques, and enable the FTC to further investigate if necessary.

Transparency

On a related point, there is an unnecessary amount of secrecy surrounding
the obligation to notify the Commission in Section 3(a}(2). As the bill is drafted, the
companies will notify the Commission but the Commission will only make the
information available to the public when it “would be in the public interest or for the
protection of consumers.” This leaves too much discretion with the agency, and will
also make it difficult to evaluate long terms trends and key problems by preventing
access to routine reporting about security breaches.
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The better approach is to simply make information about security breaches
available to the pubic, Section (a)(1) will still have the intended effect of ensuring
the target population is affirmatively notified. Section (a)(2) will now ensure that
the information about security breaches is generally available to the public.

Making data publicly accessible will have the additional benefit of providing
information in ways that are compatible with the President’s goals of making
government information more accessible and useful to the public. It is conceivable,
for example, that better tracking of security breach incidents, combined with other
data sources, will make it easier for security researchers to detect problems and find
solutions. “Mash-ups” could help identify related problems. Further, longitudinal
data is always useful to determine long-term trends, such as the FTC's own findings
about the growing problem of identity theft. But none of this will be possible if the
data provided to the FTC in the event of a security breach is not made available to
the public.

H.R. 1319, The Informed P2P User Act

Mr. Chairman, I would like to make a few remarks about H.R 1319, the
Informed P2P User Act. The purpose of the bill is to make people aware, who might
not otherwise be aware, of some of the risks of P2P file sharing. The bill as drafted
would require a person who seeks to make another computer available for file
sharing to inform that person and also to make known, before activation of the file
sharing function, the files that will be made available for file sharing, The Act further
prevents a person from trying to prevent the owner of the target computer from
taking reasonable efforts to disable file sharing functionality.

P2P networks also have certain functionalities that are not found in the
traditional client-server architecture of the Internet. For example, P2P networks
make it possible to make more efficient use of bandwidth, as well as providing some
protection against failure, as there is no single point of failure that would existina
hierarchical network or one that relies on a central directory.

At the same time, recent vulnerabilities in P2P networks have raised
understandable concerns about the reliability of some of the applications. The
vulnerability of a poorly installed network is substantial as a user essentially leaves
the files on his or her computer vulnerable to access by anyone on the file-sharing
network. This matter was brought to the attention of the Committee in the recent
exchange concerning Lime Wire.
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In the consideration of this bill, it is important to understand that P2P
programs are used for a wide variety of function from the sharing of music to
Internet-based telephony as well as scientific research. Even the military makes use
of P2P networks. The technique is also important in countries where Internet
censorship is a threat,

In the most generic sense, a P2P network is a technical description, much
like saying a telephone network or the Internet. It is no intrinsic application, other
than architecture that allows nodes to exchange information equally with other
nodes in the network. Some Internet scholars have observed that this architecture
reflects the collaboration among individuals that has helped spur the growth of the
Internet. Professor Yochai Benkler refers to this as “Commons Based Peer
Production.”

No doubt part of the bill aims to discourage the use of file sharing techniques
that may infringe copyright as well as making users vulnerable to certain types of
inadvertent file sharing. But there is some risk that the bill would also discourage
the use of file sharing techniques that do not raise such concerns. More generally, it
appears to be posting a warning sign on a very wide variety of applications that
most likely have little to do with the sponsor’s concern.

1 do think that if legislation is adopted of this type for file sharing in P2P
networks, it may also be appropriate to adopt legislation for the use of persistent
cookies by advertising networks. These techniques also raise privacy concerns for
individual users and at present there is no notice provision comparable to that
proposed in H.R. 1319 for these particular tracking techniques. Moreover, the
decision to place a persistent cookie on another user’s computer without that user
understanding the consequences or making an informed decision to accept the
cookie raises several troubling privacy concerns, including the possibility of
tracking the user’s online activity. While there are many circumstances under which
persistent cookies enable useful functionality, users should be given notice and full
opportunity to consent, or to disable the tracking features if they so choose.

We would be pleased to work with the committee both to ensure that the key
concern in the P2P file notification is addressed as well as to expand the bill’s
coverage to address the related problem of persistent cookies.

Conclusion

Data breaches remain one of the greatest concerns for Internet users in the
United States. Many companies have poor security practices and collect far more
information than they need or can safeguard. But since there are few consequences
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for poor security practices, they can obtain all the value from the user data and leave
it to others to deal with the consequences. This clearly needs to change.

Companies need to know that they will be expected to protect the data they
collect and that, when they fail to do so, there will be consequences. Legislation for
information security and breach notification is needed, but it should not preempt
stronger state measures and it should not rely solely on FTC rulemaking authority.
My comments today suggest several steps that might ensure that the legislation is
effective, takes advantage of new Internet-based services, and has the flexibility to
evolve as new challenges arise.

Thank you for the opportunity to testify today. I will be pleased to answer
your questions.
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Mr. RusH. The chair now recognizes Mr. Boback for 5 minutes.

STATEMENT OF ROBERT BOBACK

Mr. BoBACK. Chairman Rush, Ranking Member Radanovich and
distinguished members of the committee, I thank you for giving us
the opportunity to testify here today.

As many of you discussed in your opening statements the secu-
rity risks associated with peer-to-peer, our company, Tiversa, which
I am the CEO of, has unique insight on this in that Tiversa has
the unique technology that allows us to span out globally to see all
information that is occurring on all the peer-to-peer clients, so it
is just a Lime Wire or a Kazaa or a BearShare, it is everyone, all
encompassing, and we see it in real time. So therefore this provides
us a great insight to provide information to the committee here
today.

This information that we are finding is very sensitive. There are
security measures. I commend the Honorable Ms. Bono Mack for
bringing this here today. The reason why is that many security
professionals around the world in high-ranking positions in cor-
porations in the United States and abroad aren’t even aware of
this, so again, for her insight to bring this to the committee and
bring 1319 forward, it is very important, because, again, the aware-
ness is still not where it needs to be. For instance, in the last 60
days, despite the measures that have been taken by the peer-to-
peer clients, despite which I also admit are improving, Lime Wire
is improving its protocols to decrease the amount of breaches that
have happened, but in the last 60 days Tiversa has downloaded
breaches in the amount of 3,908,000 breaches, individual breaches
in the last 60 days. I find it very important that 2221 and 1319
are actually discussed on the same day. The reason why is, this is
where breaches are happening. As Mr. Gingrey of Georgia called
out, obviously we all saw the Wall Street Journal article April 21st
about the Joint Strike fighter. It wasn’t reported in the Wall Street
Journal, this was peer-to-peer. The information unfortunately is
still on the peer-to-peer. This was discovered in January 2005. We
discovered it. We reported it to the DOD. It is still here. It is still
out there. It has never been remediated. Awareness is not where
it needs to be. Oversight is not where it needs to be in order to ad-
dress these problems. That is the type of national security ends.

Now, there are also the consumer ends. From Tiversa, we process
1.6 billion searches per day every day. Google is about 1.7 billion
per day, so we were about nine times what Google is processing on
a daily basis. In those searches we are able to see what the users
are looking for around the world, and in those searches we see peo-
ple searching for your financial records. They are not looking to
apply for a credit card. They are not looking for health insurance.
They are looking for your health insurance because they want to
quickly go online and buy online pharmaceuticals using your med-
ical insurance card as medical identity theft. No credit monitoring
will stop that. They want to get your Social Security number filed
with your tax return. We did a study with the Today show showing
that in that instant 275,000 tax returns were found in one search
on the peer-to-peer, so a minimum of 275,000 Social Security num-
bers on one time. Now, we have done other searches where it has
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been over half a million on one time and yet I would also strongly
urge the FTC that on the website where it would identify to users
that this information is coming from the peer-to-peer, there is not
one mention of peer-to-peer on where are they getting your infor-
mation. Nine million victims every year of identity theft and the
number one mention on the FTC’s website is dumpster diving. It
doesn’t add up. The numbers don’t add up to dumpster diving. Con-
sumers are not aware of this problem, not from a national security
standpoint. Executives don’t know it. Security executives do not
know this problem. Consumers aren’t aware of this problem. They
need to know that their information is out there and it is being
sought after on an enormous scale such that even in our research
in the last few months we have had a 60 percent increase in
searches for information that will lead to identity theft and fraud.
This is a serious growing problem that consumers again are not
aware of, so we applaud 2221 for a national breach. I will tell you
that as we find these breaches, these 3,900,000 breaches, as we can
we return the information and alert the companies to the breach.
Again, we do it out of our duty of care policy. There are no strings
attached to that.

I will tell you that there are thousands of cases that our employ-
ees have provided to users, to companies nationwide that they com-
pletely disregard the breach. Many of those are actually cited in my
written testimony, so you would think that you are safe if you do
not use peer-to-peer. Well, I will show you in the written testimony
there are users out there that all they did was go to the hospital
and they provided their information there and now that is one of
the things, so individuals need to have an identity theft protection
service as well as a national breach notification such as 2121, and
I thank you for the opportunity and welcome questions.

[The prepared statement of Mr. Boback follows:]
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Good afternoon
Chairman Rush,
Ranking Member
Radanovich and
Distinguished
Members of the
Subcommittee.

My name is Robert Boback and Iam the Chief.
Executive Officer of Tiversa, a Pennsylvania-
based company that provides security and intel-
ligence services to help protect organizations
from the disclosure and illicit use of sensitive,
confidential, and personal information on peer-
to-peer file sharing, or “P2P’°, networks.

As P2P file-sharing risk continues to be a major security, risk
and privacy issue, let me first start by first providing a brief
background on peer-to-peer.

It is iraportant to note that the Internet is comprised essen-
tially of four components: World Wide Web, Instant
Messenger (IM), Email, and Peer-to-Peer networks. By many
accounts, the largest of these by measure of consumption of
overall bandwidth is Peer-ta-Peer or P2P. This distinction is
necessary to understand the security implications that we are
presented with today as a result of both the enormity of the
networks as well as the different security challenges that are
presented by the networks.

Peer-to-peer networks have been in existence for several years
starting most notoriously with the intreduction of Napster in
the fall of 1999, The networks have provided 2 gateway for
users around the world to share digital content, most notably,
music, movies and software.

The use of P2P has evolved and is used by individuals world-
wide for many different purposes including:

1 ~ Planned file sharing - its intended use.

2 - Searching for information with malicious intent < person-
al information used in identity theft; corporate information
and trade secrets;
3 - Distribution and sharing of illegal information - Child
pornography and information that could be used in terror
activity.

and even military secrets and intelligence.

P2P networks continue to grow in size and popularity due to
the alluring draw of the extent of the content that is present
and available on the networks, that in many cases, is not
available from any other public source. In addition to movie
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and music files, millions of documents, that were not intend-
ed to be shared with others, are also available on these net-
works. It is this that we refer to as inadvertent sharing or dis-
closure.

Inadvertent sharing happens when computer users mistaken-
Iy share more files than they had intended, For example, they
may only want to share their music files or a large academic
report, but instead expose ail files on their computer’s hard
drive allowing other users to have access to their private or
sensitive information. This can occur via several scenarios.
These scenarios range from user error, access control issues
{both authorized and unauthorized), intentional software
developer deception, to malicious code dissemination,

“User error” scenario occurs when a user downloads a P2P
software program without fully understanding the security
ramifications of the selections made during the installation
process. This scenario has been decreasing slightly in the past
few years as many of the leading P2P clients have adequately
highlighted the security risks associated with sharing various
types of files containing sensitive information,

“Access control” occurs most commonly when a child down-
loads a P2P software program on his/her parents computer.
This may occur with or without the parents’ knowledge or
consent, however the sensitive or confidential information
stored on that computer may become exposed publicly
nonetheless.

“Intentional software developer deception” occurs when the

P2P developers knowingly and intentionally scan and index
any or all information during the instalfation process without
the consent of the user. This practice was widely used a few
years ago in an effort to populate the P2P networks with large
amounts of content. The average user has no incentive to
share any files with the other users on the network, confiden-
tial or not. The P2P developers recognized that this fact could
cause a lack of content to be shared which would negatively
impact the network itself. In recent years and in response to
legislative intervention and awareness, most mainstream
developers have discontinued this controversial tactic.
However, there ate over 225 P2P software program variants
that Tiversa has identified being used to access these net-
works. Many of these progrars continue to surreptitiously
index and share files in this fashion.

“Malicious code dissemination” occurs when identity
thieves, hackers, fraudsters, and criminals embed malicious
code (“worms”) in a variety of files that appear innocuous.
This scenario is extremely troubling as this malicious code
can either force a system to reset its preconfigured security
measures, despite the security-focused intentions of the P2P
developers, ot it can install an aggressive P2P program on a
user's computer who may have never intended to install a
P2P file sharing program.
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This scenario can expose even the most technologically
advanced consumer or even an individual who has never
intended to use P2P to identity theft or fraud. It can also lead
to the inadvertent disclosure of sensitive work-related infor-
mation that can inflict significant economic or brand damage
to an organization and/or lead to the identity theft of cus-
tomers, emaployees, or others,

The fact that P2P involves downloading of files from individ-
uals that are unknown to the downloader allows the hacker to
overcome the hurdle of getting users to download the worm.
These criminals intentionally give the malicious code as the
same name as highly sought after music, movie, and software
downloads to ensure rapid and effective dissemination. Other
criminals will use email attachments embedded with aggres-
sive software that mimics P2P programs when installed.
These worms will index and share all information on the vic-
tim's computer without any visibility ta the victim. This code
is very insidious as users cannot detect its presence on their
systems. Current anti-virus programs do not detect the pres-
ence of such malicious software as it appears to the detection
software as an i Hy-downloaded dard P2P soft-
ware program. It is also important to note that firewalls and
encryption do not address or protect the user from this type
of disclosure.

These scenarios have resulted in millions of highly sensitive
files affecting consumers, businesses large and small, the U.S.
government, our financial infrastructure, national security,
and even our troops being exposed daily to identity thieves,
fraudsters, child predators, and foreign intelligence world-
wide.

Today, we would like to provide the committee with concrete
examples that show the extent of the security problems that
are present on the P2P networks and implications of sharing
this type of information. During our testimony, we will pro-
vide the committee with examples that illustrate the types of
sensitive information available on P2P networks, examples of
how identity thieves and others are actively searching for and
using the information harvested from these networks, and
offer our thoughts on actions to address the problem.

Despite the tools that P2P network developers are putting
into their software to avoid the inadvertent file sharing of pri-
vate and classified information, this significant and growing
probiem continues to exist. Any changes made to the P2P
software, while welcome and helpful, will not fully address
the problem. Combine this with the fact that today’s existing
safeguards, such as firewalls, encryption, port-scanning, poli-
cies, etc, simply do no effectively mitigate peer-to-peer file-
sharing risk.

Warnings regarding inadvertent file sharing through P2P net-
works have been sounded in the past. The FTC issued warn-
ings on exposing private information via P2P mechanisms.
The 2003 Government Network Security Act highlighted the
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dangers facing government agencies and prescribed a course
of action. Prominent security organizations, such as CERT
(Computer Emergency Response Team) and the SANS
Institute have warned corporations, governments, and con-
sumers to the unintended dangers of inadvertent file sharing
via P2P networks.

For example, CERT’s ST03-007-Risks of File Sharing
Technology ~ Exposure of Sensitive or Personal Information
clearly states:

“By using P2P applications, you may be giving other nsers
access to personal information. Whether it’s because cer-
tain directories are accessible or beciuse you provide per-
sonal information to what you believe 1o be a trusted per-
sort or organization, wnauthorized people may be able to
aceess your financial or medical data, personal documents,
sensitive corporate information, ar other personal infor-
mation. Once infarmation has been exposed to unauthos
rized peeple, it’s difficuit to know how muny people have
accessed it The availability of this information may
increase your risk of identity theft.”

In July 2007, the House Committee on Oversight and
Government Reform held a hearing on the very issue of the
“Inadvertent Sharing via P2P Networks,” during which many
of the individuals that testified assured the Committee that
this problem was being addressed or being remedied. Despite
this recognition, most consumers and security experts at cor-
porations worldwide have very little understanding of the
information security risks caused by P2P. Most corporations
believe that the current policies and existing security meas-
ures will protect their information — they will not.

During our testimony today, we will show evidence that
despite the numerous warnings and assurances by the devel-
opers in previous hearings, the problem continues to exist. In
fact, we will also seek to demonstrate the unprecedented
increase in identity thieves using P2P software programs to
harvest consumer information.

It is important to note that Tiversa believes strongly in the
useful technology that is P2P. P2P file sharing is one of the
most powerful technologies created in recent years, however,
as with the World Wide Web, it is not without its inherent
risks.

Beginning in 2003, Tiversa has developed systems that moni-
tor and interact with and within P2P networks to search for
sensitive information in an effort to protect the confidential
information of our clients. The technology has been archi-
tected in-a way that is transparent to the network; in a way
that preserves the network’s sustainability.

Tiversa centralizes what was previously a decentralized P2P
file-sharing network. Tiversa can see and detect all the previ~
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ously untraceable activity on the network in one place to ana-
lyze searches and requests. Where an individual user can anly
see a very small portion of a P2P file sharing network, Tiversa
can see the P2P network in its entirety in real time. With this
platform, Tiversa has processed as many as 1.6 hillion P2P
searches per day, approximately 8 times that of web searches
entered into Google per day. This unique technology has led
some industry experts {Information Week) to refer to Tiversa
as the “Google of P2P”

Financial Fraud

In an analysis of these searches, listed below is a small sam-
pling of actual searches issued on P2P networks brief research
window in March 2009, The term credit card was used as the
filter criteria for the period.

2007 credit card nuumbers
2008 batch of credit cards
2008 credit card nwnbers

acr credit card

aa credit cord application
abbey credit cards

abbey national credit card

ad credit card authorizarion
april credit card information
athens mba credit card payment
atw 4m eredit card application
austins credit card info

auth card credit

authorization credit card
authorization for credit card
authorize net credit card

bank and credit card informati
bank credit card

bank credit card information
bank credits cands passwords
bank numbers on credit cards
bank of america credit cards
bank of scotiand credit card
bartk staffs credit cards only
barnabys credit card personal
bibby chase credit cord

As evideticed by the sampling above, it is clear to see that
malicious individuals are issuing searches on P2P networks to
gain access to consumer credit cards. Criminals will quickly
use the information located to commit fraud using the stolen
credit information. This fact was proven during our research
with Dartmouth College and published in their subsequent

report.

The term “tax return” is also highly sought after on P2P net-
works, During a live demonstration in January for NBC's
Today Show, Tiversa was able to locate and download over
275,000 tax returns from one brief search of the P2P. Many of
these individuals have either saved an electronic copy of their
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tax return that they prepared themselves or have saved an
electronic copy of their tax return that an accountant or pro-
fessional tax office had prepared for them. There are also
cases where accountant and tax offices, themselves, are inad-
vertently disclosing client tax returns.

Tt is a fact that identity thieves search for tax returns to pri-
marily gain access to Social Security Numbers ("SSN”).
According to a report on the black market, SSNs are worth
approximately $35. This is up from approximately $8-$10
only a few short years ago, One plausible explanation for
rapid increase in black market pricing is that identity thieves
are finding better ways to now monetize the stolen SSN. This
is a very important point. Our search data shows that thieves
in fact a new degree of sophistication in cyber crime.

identity thieves will also file an individual's tax return before
the actual individual files the return. The thief will use a fab-
ricated W-2, which can be printed using a mumber of pro-
grams, and will attempt to steal the phony refund that results
from the fabricated return. When the victim then files his or
her tax return, it will automatically be rejected by the IRS's
system as “already filed.” Eventually, the IRS will determine
that the information, provided by the criminal on the W-2,
doesn’t match the records that it maintains. At this point, the
criminal has most likely cashed the check from the fraud and
has moved on to other victims only to have the initial victim
left to address the problem with the IRS. This is very costly
and time consuming to resolve.

Stolen SSNs are also used by illegal aliens as a requirement of.
their gaining employment here in the United States. This
crime has far reaching implications as well as a tremendous
tax burden on behalf of the victim,

Medical Fraud

Medical information is also being sought after on P2P net-
works with alarming regularity. Listed below are some terms
issued over the same period regarding medical information.

letter for medical bills

letter for medical bills dr
letter for medical bills etoc
lerter re medical bills 10th

dtr client medical report

Ier lijh rosimah medical

itr medical bodyalife

Itr medical maternity portland
It medical mise portland

Itr arange medical head center
Itr to valley medicnl

Iytec medical billing

medical investigation

medical journals password
wmedical xt
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medical abuce records
medical abuse

medical abuse records
medical algoritms

medical authorization
medical authorization form
medical autorization
medical benefirs

nedical benefits plan chart
medical biliing

medical biting

medical bill

migdical biller restume
medical billig software
medical billing

medicat billing windows

Identity thieves and fraudsters use medical information very
similarly to financial information, but with much less scruti-
ny on behalf of law enforcement.

For example, if an identity thief were to download a con-
surner’s medical insurance information, he or she would then
immediately have access to significant financial resources (in
many cases medical insurance policies have limits set at $1
million or above). The criminal would most likely use the
insurance card to buy online pharmaceuticals (predominantly
Oxycontin, Viagra, or Percoset) which he or she would quick-
ly turn into cash by selling the drugs. This is a very difficult
crime to detect as most consumers do not read Explanation
of Benefit (EOB) forms sent from the insurance company
which only serves to prolong the activity by delaying detec-
tion. Even consumers who do read the forms may not readily.
understand the diagnosis and treatment codes that are indi-
cated on the forms. The victimization of the consumer con-
tinues when he or she attempts to appropriately use his or her
insurance information for medical services only to be turned
away or ¢ d with the ionof a p ial pre-
scription drug addiction.

Searches attempting to access financial, accounting, and med-
icill information have risen 59.7% since September 2008. In
the full year of 2006 and 2007, the average annual rise in the
search totaled just aver 10%.

As a matter of record, Tiversa observes searches similar to
those previously illustrated for “credit card” and for “medical”
for individual corporate names, subsidiaries, and acronyms.
The illustration of these search strings in this testimony
would put these corporations at further risk. The committee
should note that the searches of this nature are every bit as
aggressive and more specific as those for credit cards and
medical information.

The only correlation that we identified is that the larger and
better known a company and its brand, the greater the risks
associated with the searches for these corporations.
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Child Predation

As if the aforementioned fraudulent activities were not
enough to demonstrate the security implications of having
personatly identifiable information (PI) available to the pub-
fic on these networks, the crimes can become even more
heinous.

Tiversa works with federal, state, and local law enforcement
agencies to address the rampant child pornography issues
that permeate the P2P file sharing networks. The task is
large and process is long however we continue to make
progress in this ongoing fight. Presumably, child pornogra-
phers are using P2P to locate, downioad, and share sexually
explicit videos and pictures of small children because they
feel that they cannot be caught on such a disparate network.
Tiversa pioneered the research and tactics used to track and
catch these individuals. We are also currently training all
levels of law enforcement nationwide through the FBI LEEDA
program.

Tiversa has documented cases where child pornographers and
predators are actively searching P2P networks for personal
photos of children and others that may stored on private
computers. Once the photos are downloaded and viewed,
these individuals will use the “Browse Host” function provid-
ed by the P2P software which allows the user to then view
and download all additional information being shared from
that computer. If personal photos are being shared, it is
most likely that the computer will also be sharing other per-
sonal, private information such as a resume or tax return.
This accompanying information can be used by the predator
to locate the address, telephone, workplace, etc. of the poten-
tial victim. Individuals at Tiversa have directly assisted in the
investigation of these specific types of cases.

Many individuals at this point would consider themselves
immune to these types of identity theft and fraud if they
never used or downloaded P2P software. This is not an accu-
rate assumption.
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Tiversa engaged in research involving over 30,000 consumers
and found that 86.7% of the individuals whose information
was found on the P2 networks, were breached by a third
party. Many of these individuals bad their information
exposed by their doctors, lawyers, hospitals, accountants,
employers, banks and financial institutions, payroll compa-
nies, etc. Organizations that had a right to have access to the
information were predominantly the source of the breach.

In the last 60 days (2/25-4/26), Tiversa has downloaded
3,908,060 files that have been inadvertently exposed via P2P
networks. This number is only comprised of Excel spread-
sheets, Word documents, PDFs, Rich Text, Emails, and PST
files. This number does not include any pictures, music, or
movies. Its important to note that these files were only down-
loaded with general industry terms and client filters running.
Much more exists on the network in a given period of time,

This risk also extends to the military and to overall national
security. Tiversa has documented the exposure of the Pl of
mien and women in the Armed Forces with frightening regu-
farity. Military families are prime targets for identity theft as
the thieves are aware that the soldiers are probably not check-
ing their statements or credit reparts very closely due to the
serions nature of the work that they are performing, We have
seen the confidential information (85N, blood types,
addresses, next of kin, ete.) of in excess of 200,600 of our
troops.

This Issue poses a national security risk. [n February of this
year, Tiversa identified an IP address on the P2P networks, in
Tehran, Iran, that possessed highly sensitive information
relating to Marine One. This information was disclosed by a
defense contractor in June 2008 and was apparently down-
joaded by an unknown individual in Tran.

On April 22, 2009, the Wali Street Journal printed a front
cover story that indicated that former Pentagon officials had.
indicated that spies had downloaded plans for the $300B
Joint Strike Fighter project, Highly sensitive information
regarding the Joint Strike Fighter program was also discoy-
ered on P2P networks.

In monitoring the origin of the searches on the P2F petworks
regarding national security issues, it is clear that organized
searching is occurring from various nations outside the
United States to gain access to sensitive military information
being disclosed-in this manner.

Recommendations

Tiversa's focus has been working for several years with corpo-
rations and government agencies to mitigate P2P disclosures
and risks. Based on our experience, we believe that there are
steps that can help significanty decrease the likelihood of
inadvertent disclosures and therefore increase the safety and
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protection of those most affected, the consumers.
We humbly and respectfully provide the following recom-
mendations for your consideration.

Increase Awareness of the Problem

Carporations are just becoming aware of the problem that
the P2P poses to its information and data security. Individual
[ s are even less prepared for the security threats that
it poses. 1t is very difficult to protect against a threat that you
are unaware of.

On the FIC’s website on the page “About Identity Theft,”
there is not a single mention of PP or file-sharing as an
avenue for a criminal gaining access to a consumer’s personal
information. Of the 6 methods identified on the website, very
few if any could ever result in the consistent production, let
alone the magnitude, of P11 like the P2P networks.

Clearly, victims of identity theft must be educated and noti-
fied that P2P could be the source of their stolen information.

Awareness should extend to corporations as well, With con-
sumers being asked to provide PII to employers, banks,
accountants, doctors, hospitals, the recipients of this PII must
be knowledgeable in the threats that P2P can pose to the
security of that information.

Federal Data Breach Notification Standards

41 of the 50 states have now enacted some form of dara
breach natification law. However, the laws vary state to state
and, i our experience, are seldom respected or followed by
organizations.

Standardized breach laws should be enacted to provide guide-
lines for any organization, public or private, that houses con-
sumer or customer P in the event of a breach of the infor-
mation. The breach Jaw will also need to be enforced as many.
of the disclosing companies disregard the current state faws, if
any to the severe detriment of the consumer whase informa-
tion was exposed.

Any breach involving the release of a consumer’s SSN should
include mandatory identity theft protection for that individ-
ual for a miniimum of 5 years. The often reported 1 year of
credit monitoring is completely inadeq fora
consumer whose SSN was breached. Identity thieves will wait
for the credit monitoting to expire after the year provided to |
begin to attack the consumer. This is supported by actual files
Tiversa has seen with expiry tags entered directly into the file-
name and meta-data.

o
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Military Personnel Disclosures

Congress should vigorously act to protect the safety and iden-
tity of our men and women in uniform. Soldiers who have
had their information disclosed should be provided compre-
hensive identity theft protection services so as to prevent and
guard against the use of the breached information.

National Security Disclosures

P2P networks should be continuously monitored globally for
the presence of any classified or confidential information that
could directly or indirectly affect the safety or security our
Citizens.

Consumers

Tiversa also suggests the following recommendation for
consumers:

Know Your PC (and who is using it)

Parents need to pay close attention to the actions of their
<hildren online, especially when the children are usinga
shared PC with the parents.

Just Ask!

Consumers need to ask anyone who is requesting their Pl
(doctor, hospital, lawyer, banking institution, accountant,
employer, etc.} what protections that the organization has in
place to protect against inadvertent disclosures on the P2P
networks,

Consider Identity Theft Protection Service

Organizations offer a wide variety of servicés to help with
identity theft from credit monitoring to the more proactive
placing of fraud alerts and black market monitoring.
Consumers should select an 1D theft protection service that
offers proactive monitoring and remediation of P2P related
disclosure.
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Conclusion

1n conclusion, the inadvertent file sharing through P2P File
Sharing networks is highly pervasive and large in magnitude.
1t affects consumers, corporations of all sizes, and govern-
ment agencies.

Fxisting policies and TT measures have not been effective at
preventing information from becoming available. Malicious
individuals regularly use P2P file sharing networks to obtain
sensitive, confidential, and private information. They pose an

immediate threat to national security, business operations

and brands, and consumer fraud and ID theft.

The subcommittee should seek to create broader awareness of
the problent. [t should encourage individuals, corporations,
and government agencies to continuously audit P2P networks -
themselves to enable these entities to intelligently determine
their exposure and to design strategies to mitigate their

issues.

Me. Chairman, taking these steps will better protect us afl
from the dangers that lurk in these networks while allowing
for legitimate uses of this powerful technology in the future.

Thank you for the opportunity to testify
here today.
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Mr. RusH. Thank you very much. Now the chairman recognizes
Mr. Sydnor. Mr. Sydnor, you are recognized for 5 minutes for open-
ing statement.

STATEMENT OF THOMAS D. SYDNOR

Mr. SypNOR. Thank you, Chairman Rush, Ranking Member
Radanovich and members of the subcommittee. My name is Thom-
as Sydnor and I am a senior fellow at the Progress and Freedom
Foundation. I am here speaking today on my own behalf, and I am
also the author of two studies on the causes of inadvertent file
sharing, File-Sharing Programs and Technological Features to In-
duce Users to Share, published by the United States Patent and
Trademark Office, and Inadvertent File Sharing Revisited, pub-
lished by the Progress and Freedom Foundation, and I am here
today to testify in support of H.R. 1319, the Informed Peer-to-Peer
User Act.

Mr. RUsH. Mr. Sydnor, would you please excuse me just for a mo-
ment? I want to alert the members that there is a little over 5 min-
utes for a vote, a three-series vote. There are three votes in the se-
ries, and that will be the last votes of the day. So if members want
to leave to go and vote after this witness completes his opening
statement, then the chair will recess the committee and reconvene
at the conclusion of this series of votes. So we would ask that the
members please return promptly so that we can complete the ques-
tioning of these witnesses and complete this hearing.

Mr. Sydnor, would you please continue?

Mr. SYDNOR. Thank you, Mr. Chairman.

I am testifying today in support of the bill because my written
statement and my past published work on inadvertent sharing I
think shows that in the past we have tried to rely on voluntary
self-regulation and it has failed. Voluntary self-regulation should
be an incredibly important part of our technology policy and for
that reason it must be taken seriously. Unfortunately, in the con-
text of distributors of filing sharing programs used mostly for un-
lawful purposes, it has been tried, voluntary self-regulation. It has
failed miserably in the past, and I can report that it is failing again
right now.

I want to consider just as an example the file-sharing program
Lime Wire 5. The DCIA has hailed Lime Wire 5 as the gold stand-
ard for the implementation of its new voluntary best practices, and
Lime Wire itself has a result of this hearing generated great pub-
licity for itself by telling Congress that at long last Lime Wire 5
put the final nail in the coffin of inadvertent sharing of sensitive
files, and the program is that last statement is not even arguably
correct, and to show why, I want you to consider a hypothetical
based upon the recent reports from Today Investigates showing
that in New York State alone researchers could find over 150,000
inadvertently shared tax returns. The report also showed the real-
world consequences of inadvertent sharing by profiling the Bucci
family, who had their tax returns stolen by an identity thief be-
cause they had inadvertently shared their tax returns because
their preteen daughters were using a file-sharing program reported
to be Lime Wire. But the real problem in such a case is that a tax
return is really only the tip of the iceberg. Such episodes usually
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occurring mean that a family is sharing all of its personal data file
stored on the family computer. All the parents’ work and personal
documents, scans of legal, medical and financial records, scanned
documents providing identifying information about the family’s
children, all of the family’s digital photos, all of its home videos,
entire music collection, probably thousands of files.

Now, consider two families that have been affected by this type
of catastrophic inadvertent file sharing, and just assume it was
caused by an earlier version of Lime Wire. Consider what happens
if they upgrade to Lime Wire 5. One family doesn’t know they have
a problem. They are unaware that a problem exists but they hear
reports like Lime Wire 5 has ensured the complete lockdown of the
safety and security of Lime Wire users and so they upgrade to
Lime Wire 5. Will that correct their inadvertent sharing of sen-
sitive documents problem? It will not. By default, simply by being
installed, the family will continue to share documents that are by
any a reasonable definition sensitive. They will continue to share
the family photo collection. They will continue to share scanned
legal, medical and financial records, perhaps even tax returns, con-
tinue to share data about their children. They will continue to
share all their home videos. They will continue to share their en-
tire music collection. So they will continue to be exposed to the full
range of risks: identity theft, data on their children getting into the
hands of the pedophiles that use their networks, and the risk of a
lawsuit.

Now, the other family does know their problem. They detect it
and they resolve it by uninstalling Lime Wire, remove it from their
computer. So this family actually has put the final nail in the coffin
of their inadvertent file-sharing problem but they hear about Lime
Wire, they kids reinstall it because now it is completely secure.
What will happen? By default, simply by being installed, that pro-
gram will revive, will call back from the dead the family’s inad-
vertent file-sharing problem. It will automatically begin re-sharing
all the data files that were shared before except for some types
simply by being installed. That is not acceptable behavior, it is not
acceptable practice, and I think it indicates why the committee
should be commended for its work on H.R. 1319. Thank you.

[The prepared statement of Mr. Sydnor follows:]



129

Prepared Statement of
Thomas D. Sydnor H,
Senior Fellow and Director for the Center for the Study of Digital Property,
Progress & Freedom Foundation

“Legislative Hearing on H.R. __, the Data Accountability and Protection Act and H.R.
1319, the Informed P2P User Act”

Before the
Committee on Energy and Commerce
Subcommittee on Commerce, Trade, and Consumer Protection
United States House of Representatives
‘Washington, D.C.
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Chairman Rush, Ranking Member Radanovich, and members of the Subcommittee, I am Tom
Sydnor, a Senior Fellow and the Director of the Center for the Study of Digital Property at the
Progress & Freedom Foundation, a non-profit research foundation dedicated to studying the
public-policy implications of technology. I am also the lead author of two empirical studies that
focus on the causes of what has been called “inadvertent file-sharing,” Both studies seek to
answer one simple question: “Why do so many users of certain types of ‘peer-to-peer’ file-
sharing programs end up ‘sharing’ types of files that no informed user would ever deliberately
‘share’?”

1 would like to thank the Subcommittee for holding this hearing, and I would like to thank the
sponsors of H.R. 1319, The Informed P2P User Act, for proposing a thoughtful and moderate
solution to the serious and protracted problem of inadvertent file-sharing. My support for the
Act is based upon my analysis of three critical questions that it seems to raise.

First, should Congress legislate to deter inadvertent sharing, or can Congress assume that
inadvertent sharing will be remediated because distributors of file-sharing programs like
LimeWire can be trusted to abide by the Voluntary Best Practices developed in mid-2008 by the
Distributed Computing Industry Association? Here, I think that the answer is clear: “No”: This
approach was tried in 2003; multiple distributors violated their own self-regulatory Code of
Conduct repeatedly, and the consequences were disastrous for consumers, for commerce and for
the country.

Second, could the Act’s substantive requirements improve upon existing legal mechanisms for
deterring inadvertent sharing? Here, I think that the answer is “yes”: the Informed P2P User Act
improves upon existing law because its substantive requirements can narrowly and rather gently
target the critical problem: because certain file-sharing programs are used almost exclusively for
unlawful purposes, we should ensure that their users—many of whom are preteen or teenage
children—must once again act deliberately before they “share” files that might be dangerous for
them to distribute.
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Third, can the Act’s requirements be targeted narrowly toward the appropriate subset of the
technologists who have deployed peer-to-peer networking technologies? In other words, should
legislators again try to devise some definition of “peer-to-peer” that will target problematic
conduct without needlessly burdening legitimate, law-abiding uses of this particular networking
technology? Here, I think that the answer is “yes, but....”

The Subcommittee should attempt such efforts. In the past, such efforts have not succeeded, but
given the gravity of the stakes, and the lessons taught by the Supreme Court’s decision in the
Grokster conclude, 1 believe that another attempt would be worthwhile. In particular, I believe
that a combination of both technological and result-focused constraints might enable the
Subcommittee and the sponsors of H.R. 1319 to devise a broadly acceptable compromise.

But because such efforts might not succeed, [ believe that the Subcommittee might also wish to
consider a back-up strategy. The Informed P2P User Act improves upon existing law because it
narrowly and rather gently targets critical root causes of inadvertent sharing. Nevertheless,
Congress has long provided federal law-enforcement agencies with both criminal and civil
enforcement authority that, while neither gentle nor narrowly targeted, can surely punish and
deter the worst of the abuses that distributors of certain file-sharing programs have—for far too
long—inflicted upon children, families, lawful commerce, national security and the rule of law.

The Informed P2P User Act seeks to end years of inexcusable conduct by devising a precision
instrument that would narrowly target root causes of inadvertent sharing. But if a precision
instrument cannot be made broadly acceptable to law-abiding technologists and thoughtful
consumer advocates, then the Committee could, instead, urge federal law enforcement agencies
to use their existing hammers to send a message. And should this back-up strategy be accepted,
and resort to it required, the rest of my testimony may suggest why the message to be sent must
be both forcefully delivered and unequivocal in content.

Given my background, I believe that I may best assist the Subcommittee’s legislative efforts by
focusing the rest of my written testimony on the first of the three questions that outlined above.
Last year, the Distributed Computing Industry Association (DCIA) published a set of Voluntary
Best Practices (VBPs) that were intended to help developers of programs and services that use
peer-to-peer technologies avoid causing inadvertent sharing. In recent weeks, DCIA’s member
company, LimeWire LLC, has been telling both the public and Congress that its implementation
of the DCIA VBPs in the most recent versions of its program, LimeWire 5 “put the final nail in
the coffin of inadvertent sharing of sensitive files.”

Such reports could suggest that the Committee should forego resort to legislation and rely,
instead, upon further implementation of “voluntary self-regulation” by distributors of file-sharing
programs like LimeWire 5. For the following reasons, 1 cannot advise any Committee of
Congress to make another attempt to rely on voluntary self-regulation by distributors of certain
types of file-sharing programs.
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Voluntary Self-Regulation Has Been and Should Be a Critical “First-Resort” Component
of Sound Technology Policy.

I believe that voluntary self-regulation should be the policy option of first resort when we
encounter problems relating to computer, software, and internet technologies. Simply put,
innovation is an inherently uncertain process in which missteps and mistakes are inevitable.
Were Congress and regulators to react to each misstep by imposing stringent, prescriptive laws
and regulations, the innovation that could drive our Information-Age economy toward recovery
could be seriously impeded by constraints that could quickly become outdated, ineffectual, or
market-distorting.

But precisely because voluntary self-regulation must be central to our innovation policy, entities
who pledge to voluntarily self-regulate must take their self-imposed duties seriously.
Consequently, voluntary self-regulation has three important components: 1) credible self-
regulators; 2) meaningful self-regulations; and 3) reasonable implementations of the self-
regulations.

When the circumstances of this situation are compared against the requirements for viable self-
regulation, none appear to be clearly satisfied: 1) one critical self-regulator seems to have
repeatedly proven itself to be untrustworthy; 2) in critical respects the VBPs provide only vague
or inappropriate guidance; and 3) the implementation of the VBP’s by the distributors of the
LimeWire file-sharing program seem to reflect flaws so serious as to—again—raise questions
about the integrity of its implementation process.

Under such circumstances, those of us who favor voluntary self-regulation should concede that
the only question remaining is which branch of the government should act, and how. 1 will
address each of these concerns—credibility, regulations, and implementation—in that order.

Few potential self-regulators are less credible than LimeWire LLC: generally, questions
about voluntary self-regulation arise only affer a problem has occurred. Consequently, sound
public policy dictates that even entities and industries that have made serious errors should be
able to qualify as potentially viable self-regulators. Nevertheless, at some point, misconduct can
become so seemingly culpable, so egregious, or so frequent as to preclude further rational
reliance on self-regulation.

Some cases may present fine questions about whether these lines have been crossed. But this is
not one of them. The entity whose behavior is probably most critical to the efficacy of the DCIA
VBPs is LimeWire LLC. Ihave described in detail aspects of LimeWire’s previous conduct in
my two prior papers on inadvertent sharing. Today, I only wish to highlight one episode to
illustrate a larger pattern of conduct that should tend to discredit this potential self regulator. As
a result, I want to describe the history of the deployment of a feature called a “search wizard” in
the file-sharing programs KaZaA and LimeWire.

A “search wizard,” as that term is used here, activates only the first time that a given program is
installed on a given computer. When activated, it scans a computer’s hard drive(s) and
“recommends” that the new user recursively share certain folders identified by the distributors of
the program as folders that a new user might want to share. Search-wizards actually deployed
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tended to “recommend” that new users should share all, or almost all, of the files in their “My
Documents” folder and all of its subfolders. Users accepting this “recommendation” would thus
share almost all of their personal files—including their entire music collection: all of the audio
files ripped from purchased CDs.

In retrospect, the existence of search wizards seems difficult to explain for two reasons. First,
search wizards target new users—and new users of file-sharing programs will tend to be preteen
and teenage children. Second, a search wizard that urges children to recursively share the “My
Documents” folder of the family computer seems inexcusable. No one who understood the
probable consequences should agree to share all the files in their My Documents folder and all of
its subfolders. Consequently reasonable program developers should never have released
programs that delivered such “recommendations” to their most vulnerable users.

But they did. Search wizards were deployed in many popular file-sharing programs, and some
distributors of some file-sharing programs (like LimeWire) actually began deploying search-
wizards affer their self-evident consequences had been confirmed and condemned by computer-
science research, by both Houses of Congress, and by the Code of Conduct developed by
distributors of file-sharing programs including LimeWire LLC. The following search-wizard
chronology makes this point:

June of 2002: In Usability and Privacy, A Study of KaZaA Peer-to-Peer Filesharing,
computer-science researchers from HP Labs conclude that two “features” in the KaZaA
file-sharing program, including a search-wizard, were causing users to share so many
sensitive files inadvertently that identity thieves had begun data-mining file-sharing
networks for inadvertently shared credit-card numbers. Distributors responded by
continuing to deploy search wizards.

June of 2003: A year later, hearings on inadvertent sharing held by the House Committee
on Oversight and Government Reform and the Senate Committee on the Judiciary caused
the distributors of KaZaA., (who were members of DCIA), to belatedly recognize
Usability and Privacy as “intelligent research,” and to promise to remove both of the
dangerous features it had criticized.

July of 2003: The distributors of KaZaA did remove the dangerous features condemned
by Usability and Privacy and the hearings, but they did so in an almost inexplicable way:
both features, including the search wizard were removed in a way that perpetuated all of
the consequences of the catastrophic inadvertent sharing that they had already caused.

September of 2003: The distributors of LimeWire and other programs responded to the
congressional hearings on Usability and Privacy by promulgating a self-regulatory Code
of Conduct that should have precluded use of KaZaA-like search wizards. They declared,
“[Our] software and associated user instructions ... shall be designed to reasonably
prevent the inadvertent designation of the content of the user’s ... principal data
repository ... as material available to other users.”

Fall of 2003: Copyright owners begin suing users of file-sharing programs “sharing”
hundreds or thousands of infringing files. Published research found that such
enforcement caused most users to drastically reduce the number of files that they shared,
but oddly, a few kept on sharing hundreds of infringing files—almost as if they did not
realize that they were sharing files at all.
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January of 2004 (approximately): The distributors of LimeWire deployed a KaZaA-like
search-wizard in their program. Like the KaZaA search wizard, it tended to recommend
that new users should share their “My Documents” folder and all of its subfolders.

Unlike the KaZaA search wizard, its “recommendations” appeared automatically during a
default installation of LimeWire.

August of 2004: Predictably, LimeWire’s more aggressive search wizard quickly caused
catastrophic inadvertent sharing. Consequently, a reporter from the Boston Globe soon
asked LimeWire LLC why its users were sharing classified military data. A LimeWire
representative cited its search wizard: “One possible weakness in LimeWire is a feature
that automatically scan the user’s hard drive, looking for files to be shared over the
network. [The representative] said this feature can make it easy to expose private
information by mistake.” Nevertheless, LimeWire kept on deploying the search wizard.

March of 2007: the United States Patent & Trademark Office published an empirical
analysis of five popular file-sharing programs entitled Filesharing Programs and
Technological Features to Induce Users to Share. It specifically criticized LimeWire for
violating its own Code of Conduct by deploying a search wizard. LimeWire kept on
deploying its search wizard.

June of 2007: The House Committee on Oversight and Government Reform, following
up on its own 2003 hearing and the USPTO report, asked LimeWire to explain why it
was it had, and was still, deploying a search wizard. LimeWire declined to explain, but it
did—finally—remove the search-wizard feature from its program. But like KaZaA in
2003, LimeWire removed the search wizard in a way that happened to perpetuate all
inadvertent sharing it had previously caused.

1 do not purport to see how the conduct described above—which was part of a larger pattern—
can be easily attributed to good faith or even repeated negligence. Some might argue that it
could reflect mere repeated recklessness. Nevertheless, at least to an outsider like me, it seems
difficult to deny the possibility that it reflects the results of deliberation: an intent to deploy a
known means of directing absurdly dangerous guidance towards a program’s most vulnerable
users in order to cause them to share files inadvertently.

Fortunately, for present purposes, debates about repeated-recklessness versus deliberate-
wrongdoing are irrelevant. In either case, history has discredited LimeWire LLC as a viable self
regulator: we conducted that experiment, and the results were disastrous and unequivocal.

Critical components of the DCIA VBPs are necessarily vague or ill-suited when applied to
particular programs: in theory, sufficiently prescriptive Voluntary Best Practices might reduce
concerns about the character of the entities that must implement them. But in practice, the DCIA
VBPs should not do so. For example, DCIA or others may criticize the Informed P2P User Act
because its initial version prescribes a set of principles applicable to a/l uses of peer-to-peer
networking—from the most inherently unobjectionable to the most inevitably unlawful. Butif
50, the same critique applies even more forcefully to the final version of the DCIA VBPs: they
also try to prescribe rules of conduct for applications so diverse that critical components of the
resulting “best practices” inevitably suffer from one of two limitations.
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First, some “best practices” simply lack meaningful content because no specific “practice” could
be “best” as applied to the whole range of applications governed by the VBPs. For example,
perhaps the most critical provision of the VBPs requires developers to disable sharing of
“sensitive” files by default. Yet no meaningful definition of “sensitive is provided and none
could be: the set of files that would be “sensitive” to share using a given program could vary
enormously. On a “closed” network that will distributed only authorized, authenticated files, no
file types might be “sensitive.” On a network like Gnutella, there would appear to be few file
types that would not tend to be potentially harmful to share.

Second, and conversely, some “best practices” may make no sense as applied to some programs.
For example, the VBPs presume that files downloaded by a user of any file-sharing program are
never “sensitive” and thus inevitably safe to “share” by default. As applied to a program like
LimeWire, I am aware of no evidence that would suggest that it would be safe for a user to
“share” the types of files that users typically download.

Neither of these limitations suggest that the DCIA VBPs reflect a dishonest attempt to redress
inadvertent file sharing. But they do suggest that the utility of the VBPs will depend heavily
upon the good faith and common sense of the entities implementing them. To an entity trying to
act responsibly, the VBPs could provide useful guidance. But to a negligent, reckless or willful
entity, the VBPs could provide loopholes and excuses. Consequently, it is important to examine
how the VBPs were implemented by LimeWire LLC in LimeWire 5.

The implementation of the VBPs in LimeWire 5 actually perpetuates some of the worst
inadvertent sharing of sensitive files caused by previous versions: DCIA has praised
LimeWire 5 as a “poster child for compliance” with its VBPs. But LimeWire’s “compliance”
seems rather cynical. In effect, LimeWire concluded that the VBPs let it remediate those
consequences of inadvertent sharing that were clearly hurting both LimeWire users and
LimeWire LLC—but perpetuate those consequences of inadvertent sharing that hurt users, but
potentially benefited LimeWire LLC.

Moreover, those convenient results should have followed only if LimeWire could have
reasonably concluded that a family’s digital photos, its home movies, its entire music collection,
and all of its scanned documents, like tax returns, are not “Sensitive File Types” when broadcast
over a Gnutella file-sharing network known to be used by identity thieves and pedophiles.
Because those conclusions do not seem reasonable, serious problems seem to affect the
implementation of the VBPs in LimeWire 5.

LimeWire LLC began promoting the availability and advantages of LimeWire 5 after alert
reporters documented the latest debacle that that distributors of file-sharing programs had
inflicted upon the public: a report by Today Investigates revealed that the residents of New York
state alone were inadvertently sharing over 150,000 tax returns. This report also profiled the
Bucci family—identity theft victims who had inadvertently “shared” their tax return because
their preteen daughters had downloaded and misconfigured LimeWire.

LimeWire responded by assuring its users that upgrading to LimeWire 5 would halt inadvertent
sharing without resort to the rash delete-LimeWire-right-now strategy used by the Bucci family:
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“[a LimeWire spokesperson] said, ‘Our newest version, LimeWire 5.0, by default
cannot share sensitive file types such as spreadsheets or documents. In fact, the
software can not share any file or directory without explicit permission from the
user.”

“with LimeWire 5, the latest version of the software, ‘LimeWire has ensured the
complete lockdown of the safety and security of LimeWire users, said [Lime
Group CEO] Gorton.””

Unfortunately, widely repeated statements like these appear to be potentially misleading, And
worse yet, LimeWire LLC may have known that.

For example, consider the claim that LimeWire made to LimeWire-using families who happened
to be mere constituents of U.S. Representative Edolphus Towns: “[LimeWire 5] can not share
any file or directory without explicit permission from the user.” But when making claims to the
Representative himself—who happens to be the Chairman of the House Committee on Oversight
and Government Reform—LimeWire added a critical caveat: “for new LimeWire users,
LimeWire 5 does not share any file of any type without explicit permission from the user.”
The Chairman and his constituents were thus told different stories about how LimeWire 5 affects
its users. Ordinary families who might have deleted LimeWire could have concluded that if they
upgraded to LimeWire 5, then “the software can not share any file or directory without explicit
permission from the user.” But the Chairman was told that such benefits would accrue only to
brand new users of LimeWire 5—not to users of previous versions of LimeWire who upgraded
to LimeWire 5.

So it is almost déja vu all over again: in 2003, a DCIA member-company distributing the file-
sharing program KaZaA “remediated” catastrophic inadvertent sharing by perpetuating its
effects. In 2009, a DCIA member-company distributing the file-sharing program LimeWire
“remediated” catastrophic inadvertent sharing by perpetuating some of its effects—the subset that
could materially benefit the Gnutella file-sharing network, albeit at the expense of common sense
and user safety. Consequently, were a family like the one profiled by Today Investigates to try
to resolve their inadvertent file-sharing problem by upgrading to LimeWire 5, that family would
probably keep “sharing” many files that are clearly “sensitive” within any reasonable definition
of that term—perhaps even their tax returns.

To understand what has happened, and why it might have happened, one need only understand a
bit about the harm that catastrophic inadvertent sharing can inflict upon families, and the
potential benefits that it could confer upon the distributor of a file-sharing program used mostly
to download unlawful copies of popular music, popular movies, and “adult” images.

When inadvertent sharing affects people like the family profiled by Today Investigates,
disclosure of a tax return is almost surely just one symptom of a much broader problem. Itis
very unlikely that families “share” a tax return because an adult decided to store it in the hard-to-
access default “Shared” folder created by programs like LimeWire. Consequently, the over
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150,000 tax returns being inadvertently shared in one state alone are probably being shared
along with a/l files that a family has stored on its home computer in its My Documents folder and
all of its subfolders. In my 2007 testimony to the House Committee on Oversight and
Government Reform, I explained what could happen to my family were a cousin or babysitter to
inadvertently and recursively share the My Documents of our family computer:

I would end up sharing bank statements; tax returns; passwords for investment
accounts; scans of legal, medical, and financial records; all my family photos; my
children’s names, addresses, and Social Security numbers; and a scan of the sign
that designates the car authorized to pick up my daughter from preschool. And I
would also share over 3,000 copyrighted audio files. With one mistake, I could be
set up for identity theft, an infringement lawsuit, or far worse.

Ironically, the files that could inflict the worst harm if “shared,” (the image files that could
endanger my children and the document files that could end my career), seem to confer no real
benefits upon a distributor of a file-sharing program. As LimeGroup CEO Mark Gorton testified
in 2007, the only two “major use[s]” of his program are downloading music and downloading
movies. And he might have added, popular music and videos, because, as a LimeWire
developer has noted: “here’s modern p2p’s dirty little secret: it’s actually horrible at rare stuff.”
Moreover, in addition to these two “major” uses, there is also a third potentially material use:
downloading image files. Most are probably “adult” images, but infringing images of the “box’
art on popular CDs and DVDs are also traded.

]

Interestingly, when existing LimeWire users upgrade to LimeWire 5, the program will
perpetuate any inadvertent sharing of at least three categories of files: audio files, video files,
and image files. Moreover, actually using LimeWire 5 to download a file can also cause
inadvertent sharing: by default, LimeWire 5 shares most downloaded files without any “express
permission from the user.” So LimeWire did not misstate the behavior of its program when it
told Chairman Towns that “for new LimeWire users, LimeWire 5 does not share any file of any
type without explicit permission from the user.” But it did fail to note that this happy state
probably ends when the average user downloads a file.

One can easily see why the interests of the developer of a Gnutella-based file-sharing program
that had caused widespread, catastrophic inadvertent sharing would be served by “remediation”
efforts that perpetuated all previously caused inadvertent sharing of existing media files and
could cause future inadvertent sharing of downloaded media files. But for the following reasons,
it is difficult to see why those should be the results of remediation efforts driven by an informed
and genuine concern for the interests of users, their families and employers, and the public.

Image Files: As my 2007 testimony indicated, users who have inadvertently shared sensitive
personal files tend to “share” two types of image files. First, they tend to share all of their family
photos, and it is certainly not safe or responsible to “share” these over a file-sharing network
frequented by pedophiles. Second, consumer copiers and scanners often save scanned files in
image-file formats like .tff and .jpg. As a result, were a family affected by inadvertent sharing to
have scanned tax records stored on its home computer, an upgrade to LimeWire 5 would merely
perpetuate its exposure to the identity thieves now data-mining the Gnutella file-sharing network.
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Nor is identity theft the worst potential consequence of perpetuating inadvertent sharing of media
files. Ithought that I had made this clear enough in my 2007 testimony when I described the
potential consequences of inadvertent sharing to my family and concluded that we could be “set
up for identity theft, an infringement lawsuit, or something far worse.” Unfortunately, some
program distributors seem to have missed the point.

So I let me be even clearer: when I said “or something far worse,” I meant that inadvertent
sharing of files on my family computer, (including home movies and image files like digital
photos and scanned documents), could disclose identifying information about my children to
LimeWire-using pedophiles. See, e.g., United States v. Park, 2008 U.S. Dist. LEXIS 19688, (D.
Neb. March 13, 2008) (a LimeWire user shared videos of an adult raping a little girl “bound with
a rope and being choked with a belt”); United States v. O 'Rourke, 2006 U.S. Dist. LEXIS 1044
(D. Ariz. Jan. 12, 2006) (a LimeWire user was held to be a “danger to the community” because
he allegedly shared many “extraordinarily abusive” images of “horrific child abuse” inflicted on
“a very young girl, with hands bound and mouth gagged™); United States v. Postel, 524 F.
Supp.2d 1120, 1123 (N.D. Iowa 2006) (a LimeWire user used shared child pormography to
“groom” the girl that he molested for four years).

Sadly, these are risks that LiméWire 5 can perpetuate. Nevertheless, Lime Group CEO Mark
Gorton has told the public and Congress that “LimeWire 5 put the final nail in the coffin of
inadvertent sharing of sensitive files.”

Video Files: Increasingly inexpensive and sophisticated camcorders and video-editing software
ensure that many people now archive family movies on their home computers—and these files
are not “safe” to “share” for the reasons set forth above. Moreover, to the extent that users also
have copies of popular cornmercial films, these will tend to be copyrighted, and thus not safe to
“share” over the Gnutella file-sharing network.

Audio Files: As my 2007 testimony indicated, users who have inadvertently shared sensitive
personal files will also tend to be sharing entire music collections—potentially thousands of
copyrighted audio files of popular music. These files generally cannot be legally or safely
shared, and it is particularly dangerous to share an entire music collection because users sharing
hundreds or thousands of audio files are those most likely to be targeted by copyright
enforcement actions.

Downloaded Files: At first, early Gnutella-based file-sharing programs had “symmetrical”
downloading and uploading capabilities: in other words, just as a user then had to take—and
must still take—a voluntary, deliberate act in order to download a given file, a user also had to
take a voluntary, deliberate act in order to upload (or “share”) a given file over the Gnutella file-
sharing network., Unfortunately, computer-science researchers studied the results and concluded
that there was not enough “voluntary cooperation between users” and that developers would
have to rely; instead upon “technological features to induce users to share.” One of the
“features” suggested was automatic sharing of files that users download. As a result, one
knowing act, a download, can then trigger an unknowing act, an upload that could distribute the
downloaded file to others.
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That default—share downloaded files automatically—is still the default setting for most file
types in LimeWire 5. And the problem with that default setting is revealed in the following 2008
testimony given in federal court by a LimeWire developer. He testified, under oath, that
“meaningful” default settings are those “set by the programmers” that “make sense and are in the
user’s best interest.”

Hence the problem: programs like LimeWire are used primarily to download infringing copies of
media files that are illegal to re-distribute. Consequently, a reasonable LimeWire developer
should not conclude that a default re-distribution feature is actually in the average user’s “best
interest.” As a practical matter, it simply is not.

Worse yet, because LimeWire 5 still “shares” media files by default, (without any “explicit
permission”), and because it perpetuates all prior inadvertent sharing of media files—it seems
sure to compromise interests even more important than the federal civil rights called
“copyrights” that helped the United States become the world’s most successful producer and net
exporter of expressive works. Sadly, those interests may include the federal government’s
ability to protect children from pedophiles.

And this is not a hypothesis. It is not.an abstract could-be threat. It is not arm-waving
speculation about a theoretical parade-of-horribles. It is a statement about what has happened
and what is increasingly likely to happen again. And worst of all, though the facts set forth
below were known to LimeWire LLC long before they were known to me, their obvious
implications do not seem to be reflected in the design of LimeWire 5.

The design of file-sharing programs like LimeWire and network protocols like Gnutella just so
happen to make them attractive to teenage and preteen children who do not want to get caught
illegally “sharing” popular music and movies. But for similar reasons, such programs and
networks are also attractive to pedophiles who do not want to get caught “sharing” illegal child
pornography. As a result, pedophiles have gravitated to the Gnutella network, and a wave of
file-sharing-related child-pornography prosecutions is now moving through the federal courts.

Worse yet, some of these defendants are not just alleged viewers of child pornography—they are
alleged child predators. When federal prosecutors catch such defendants, they can, of course,
charge them with possession of child pornography. But because possession is a rare strict-
liability criminal offense, long jail terms are generally not imposed for a conviction.

Consequently, if prosecutors bring criminal charges against a LimeWire user who appears to be,
as one court found, “a danger to the community,” they may also charge a more serious crime:
knowing distribution of child pornography. A knowing-distribution conviction can sequester
dangerous predators from their potential victims for a long time—but only if the prosecutor can
prove beyond a reasonable doubt that the defendant knew that he was distributing media files
containing child pornography.

Predictably, the task of defending most file-sharers charged with knowing distribution of child
pornography falls upon the federal public defenders who serve an essential role in our justice
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system and have both a legal and ethical duty to vigorously defend their clients. And those
public defenders have realized that inadvertent file-sharing provides a potential complete defense
to a defendant charged with knowing distribution of child pornography.

As a result, LimeWire developers are no longer just writing code, they are also testifying in
criminal child-pornography cases. Unfortunately, as the following testimony from a March 2008
trial shows, the design of the LimeWire program has ensured that the testimony of LimeWire
employees can be as valuable to the defendant as to the prosecution:

PROSECUTOR: Your Honor, I don’t believe it is possible to share files
inadvertently.

HEk

THE COURT: ... [D]oes your software make it possible make it possible for
people to accidentally share personal files or sensitive data?

LIMEWIRE DEVELOPER: Accidentally?
THE COURT: Yes.
LIMEWIRE DEVELOPER. Yes.

While such testimony did not prevent a conviction in this particular case, the difficulty of
proving scienter in file-sharing child-pornography cases has aiready had consequences. For -
example, in United States v. Park, 2008 U.S. Dist. LEXIS 19688 (D. Neb. March 13, 2008), 2
defendant had used LimeWire to share, infer alia, a three-hour video depicting a little girl
“bound with a rope and being choked with a belt by what appeared to be an adult male.””
Nevertheless, that defendant secured a reduced sentence because he “lacked an understanding of
the software and thus ... the knowledge to distribute the illegal wares that he possessed.”

Consequently, for over 14 months, LimeWire LLC has known that unless LimeWire 5
comprehensively foreclosed any potential inadvertent sharing even of mere media files, it could
compromise the ability of prosecutors to sequester dangerous pedophiles from their potential
victims. Nevertheless, LimeWire LLC chose to design LimeWire 5 so that it would perperuate
all inadvertent sharing of all previously shared media files and continue to automatically “share”
all media files that a user might download.

To conclude, I must note an important point: I do agree that the implementation of the DCIA
VBPs reflected in at least non-beta versions of LimeWire 5 does seem to make some
consequential changes that should significantly reduce some types of inadvertent file-sharing,
including some long known to be very dangerous. These are improvements. Nevertheless, I
cannot conclude that these improvements really do signal an overdue-but-now-genuine
conunitment to “user-safety-first” file sharing. Indeed, in some cases, they seem to reflect little
more than the belated admission of the long obvious.

11
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For example, in a May 1, 2009 letter to Chairman Towns of the House Committee on Oversight
and Government Reform, Lime Wire LLC heaped glowing praise upon itself because LimeWire
5 now disallows sharing of document file-types by default. But this change can only be
welcomed—not praised. After years of countless disasters, Lime Wire LLC has now belatedly
conceded that which was obvious to responsible developers of file-sharing programs in the year
2000 and that which was made obvious to all others in 2002,

In 2000, lawyers who had misread the Supreme Court’s famous Sony decision began giving
developers of file-sharing programs the sort of bad advice later offered in the Electronic Frontier
Foundation’s infamous “whitepaper”: “If your product is intended to work solely as a
mechanism for copyright piracy, you're asking for legal trouble.... For example, if you're
developing a file-sharing system or distributed search engine, support all file types, not just MP3

or Divx files.”

Nevertheless such advice was rejected by the developers of the first popular file-sharing
program, Napster. Its developers examined other services that had followed such advice and
“often turned up documents from computers whose owners didn’t realize that the material could
be seen by others.” This empirical research convinced Napster’s developers that sharing
document files by default would be “a big mistake.” Joseph Mein, All the Rave 239 (2003). In
2002, computer-science research later praised by a DCIA member-company derived similar
conclusions from more formal empirical analysis. See Nathaniel Good & Aaron Krekelberg,
Usability and Privacy: A Study of KaZaA Peer-to-Peer File Sharing, (2003).

Consequently, Lime Wire’s 2009 decision to stop sharing document files by default is
welcome—and troubling. Tomorrow, a new security problem with file-sharing programs may
arise—a problem whose deadly serious consequences and simple solution would be obvious to
both responsible program distributors and computer scientists. Should this happen, would we
again need to endure nine years of needless, recurring security disasters before LimeWire LLC
grasped the problem, perceived its long-published solution, and implemented it?

Possibilities like this—combined with the other factors discussed above—require me to conclude
that I would only undermine and discredit the cause of voluntary self-regulation were I to advise
this Committee that it remains a viable option in this case.

1 thank the Subcommittee and the sponsors of H.R. 1319 for their careful attention to these
important issues, and I look forward to providing any further assistance that might be useful to
the Subcommittee and the sponsors of H.R. 1319.
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Mr. RusH. The chair thanks this witness and all the witnesses.
Now the chair will ask that this committee stand in recess until
such time as we return from a series of three votes. I would ask
the witnesses if you please would wait so that the members can
come back and ask questions. Thank you so much. The committee
is in recess.

[Recess.]

Mr. RusH. The hearing will now come to order. The chair recog-
nizes himself for 5 minutes for the purposes of questioning the wit-
nesses.

I would like to start out with some very simple questions to get
on the record how the witness may view the legislation we are con-
templating today. I will ask each and every one of you if you would
just answer with a yes or no if you can, and if not, give me a very
brief explanation of your answer. So my first question is with re-
gard to H.R. 1319, do you support the legislation in its current
form? If not, do you support the intent of the bill with revisions?
And my second question, do support H.R. 2221 as it is currently
drafted? If not, do you support the intent of the bill with some revi-
sions? I will start with Mrs. Harrington.

Ms. HARRINGTON. The Federal Trade Commission strongly sup-
ports the intent of both bills. We would like to continue working
with committee staff on revisions to each but we are very—and we
are particularly supportive of the enforcement authority and tools
that both bills give the FTC of civil penalty authority.

Mr. RusH. Thank you.

Mr. Sohn?

Mr. SoHN. CDT has significant reservations about H.R. 1319 as
drafted but we certainly support the intent. We do think it may be
tricky to figure out the drafting details but we are certainly happy
to work with the committee on that. On H.R. 2221, we generally
do support the bill as drafted. There are some modifications we
have suggested and we absolutely support the intent.

Mr. RusH. Thank you.

Mr. Holleyman?

Mr. HOLLEYMAN. I actually agree fully with Mr. Sohn’s comment
that we support the intent of both bills. We have some rec-
ommendations in our written testimony. I believe strongly that ac-
tion is needed. I think it may be more difficult to make some of the
definitions in 1319 but are certainly eager to work with the com-
mittee to ensure the intent is fulfilled.

Mr. RusH. Mr. Lafferty?

Mr. LAFFERTY. I will just speak to 1319. We absolutely support
the intent of the bill, the clear, conspicuous notice and the informed
consent for very important file-sharing modalities that could have
major impact on consumers. We just don’t think it can be legis-
lated. We have worked hard to try to come up with suggestions for
a redraft and it is very difficult to get the language not to reach
out and touch other kinds of technologies and future software ap-
plications that would be impacted and disadvantage U.S. firms
from overseas competitors. So we support the intent but not the
language.

Mr. RusH. Mr. Pratt?
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Mr. PRATT. The CDIA has no position on H.R. 1319. With regard
to H.R. 2221, we certainly support the intent. We have outlined in
our written testimony the range of suggestions about how we could
align the bills with other federal laws and if we could accomplish
that goal, I think we would feel more comfortable with the final
work product. Thank you.

Mr. RusH. Thank you.

Mr. ROTENBERG. Mr. Chairman, we do support the intent of H.R.
2221 and generally support the legislation as drafted. We have a
number of suggestions in our testimony for how to strengthen it.

With respect to 1319, we don’t have a position for or against the
bill. With respect to the intent behind 1319, we think it may be
possible to get to some of the concerns regarding security through
other legislation but we would certainly be happy to work with the
committee to see how it can be accomplished.

Mr. RusH. Mr. Boback?

Mr. BoBACK. Mr. Chairman, we strongly support both 2221 as
well as 1319 in clearly raising awareness and providing some re-
sponsibility and structure to a very needed process both on the
peer-to-peer as well as just federal data breach notification.

Mr. SYDNOR. Mr. Chairman, I will confine my comments to H.R.
1319. Yes, absolutely strongly support the intent of the bill. I am
aware that there are legitimate concerns about making sure that
we don’t necessarily sweep in entirely—potentially entirely legiti-
mate uses of peer-to-peer technology and would be happy to con-
tinue to work with the committee and anyone else to try to get to
a place where everyone is comfortable.

Mr. RusH. The chair thanks the witnesses. The chair’s time is
concluded. The chair now recognizes Ms. Bono Mack from Cali-
fornia for 5 minutes for questioning.

Ms. BoNO MACK. I thank the chairman and our panelists also for
your time today.

Mr. Lafferty, I would like to read to you a bolded warning in the
user guide on the Lime Wire website entitled “Using Lime Wire
and P2P software safely.” The warning states, and I quote, “Please
ensure that any folder on your computer that contains personal in-
formation is not included in your Lime Wire library.” So tell me,
Mr. Lafferty, if I were to complete a default installation of Lime
Wire 5.1.2, what files and folders will the mere installation of the
program included in my Lime Wire library?

Mr. LAFFERTY. With Lime Wire 5 and later versions of Lime
Wire, sensitive file types, which are a large number of extensions
of files to protect your spreadsheets, your Word documents, PDF's,
things that might have sensitive data, are unshared by default. So
I would completely refute the testimony of Tom Sydnor earlier. It
just isn’t true. When you—neither example that he gave with the
family that kept—just upgraded the version or the one that
uninstalled it and reinstalled it, in both cases all the sensitive file
types are unshared by default. It is over. They are no longer
accessed or shared. To re-share any of those files, you would have
to individually take the file and go through—ignore several warn-
ings to put those individual files into the mode where they could
be shared and then be asked whether you want to share that with
specific friends or the network at large. So Lime Wire 5 has done
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%W?‘}ll with the concept of shared folders really and now it is a file-
y-file—

Ms. BoNO MACK. There are specific warnings? What do they say?
And it is not—it is still actually sort of an inherent default. You
have little boxes that come up. I believe there are four different
boxes that are there. And one does say my documents, so you just
that that could be an Excel spreadsheet which in fact would prob-
ably be saved under a my documents folder, would it not?

Mr. LAFFERTY. If you chose to put the my documents folder into
a shared mode, it would still—

Ms. BoNO MACK. Is that the default for an Excel spreadsheet for
the standard user?

Mr. LAFFERTY. I don’t understand the question.

Ms. BoNno MACK. Where is a default Excel spreadsheet saved on
your computer, on your hard drive? Is it not necessarily defaulted
to my documents?

Mr. LAFFERTY. It is probably different for every person, but the
point is—

Ms. BoNO MACK. Probably different? What is the default? Where
does—Mr. Sydnor, perhaps you have the answer to that.

Mr. LAFFERTY. It doesn’t really matter where it is that. That file
type won’t be shared.

Ms. Bono MACK. How could it not matter? With all due respect,
how could it not matter where it is? That is the root of the whole
problem here.

Mr. LAFFERTY. Because it won’t be shared.

Ms. BoNO MACK. Unless you check simply one of the four—

Mr. LAFFERTY. Unless you choose that individual file if it has
that Excel spreadsheet.

Ms. BoNO MAcK. That individual file?

Mr. LAFFERTY. Individual file, correct.

Ms. BoNO MACK. Mr. Sydnor, do you care to comment on that?

Mr. SYDNOR. Yes. That is not quite an accurate statement about
how the Lime Wire my library feature works. My library in Lime
Wire 5 basically are the set documents that are going to be man-
aged in Lime Wire and thereby that set of documents is going to
be much easier to share because they are going to be in the library
and there will be a button to click to share them, and that is why
Lime Wire users’ guide has the warning that you read, please en-
sure that any folder in your computer that contains personal infor-
mation is not included in your Lime Wire library. Now, by default
when you install Lime Wire 5.1, and I did it last night again, the
default option is to have Lime Wire put all the files stored in your
my documents folder and all of its subfolders into the Lime Wire
library. That alone will not share them but it will make them
available for sharing and much easier to share and therefore the
behavior of the program simply not consistent with the advice in
the users’ guide. As to my testimony earlier, it was quite correct.
The difference—the reason I think we are getting confused is, when
I say sensitive files, I mean files that would actually be sensitive
to share over a network like Gnutella so you have, for example,
scans of your family medical records and tax returns, those can be
stored in image file formats often and those will be shared by de-
fault, and if you upgrade to Lime Wire 5, it will continue to share
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those file types if you were sharing them before, and if you install
Lime Wire 5 on your computer and a previous version of Lime Wire
has ever been there, then it will automatically begin re-sharing
files that were shared previously. So simply installing the program
can indeed resume sharing of files even if you are installing on a
computer where there is no version of Lime Wire currently in-
stalled. I am correct about that. I reran the test again this morning
before the hearing.

Ms. BoNO MACK. Thank you. I know my time is expired and I
hope we have a second round. Thank you, Mr. Chairman.

Mr. RusH. The chair intends to have a second round. The chair
now recognizes the gentleman from Georgia, Mr. Barrow, for 5
minutes.

Mr. BARrROW. I thank the chair. I want to try and get my arms
around the inadequacy of the current situation and talk about
what it is this legislation proposes to do in order to try and alter
the situation for the better.

Ms. Harrington, am I correct in understanding that there are
very limited tools available to the FTC right now to deal with this
issue, that basically the only option you have under current law is
to initiate a specific enforcement action against somebody, a fact-
specific action based on a specific instance and that basically you
are pretty much limited to, is it adjunctive proceedings? Is that
about the extent of it?

Ms. HARRINGTON. That is right.

Mr. BARROW. No civil penalties whatsoever?

Ms. HARRINGTON. No civil penalties.

Mr. BARROW. No rulemaking authority, no prescribing of proper
procedures or best practices, you just have to go after individual
cases and all you can do is tell folks to stop doing what they are
doing when you prove that they have done it?

Ms. HARRINGTON. The rulemaking authority available to the
Commission is under the Magnusson-Moss amendments to the FTC
Act and those are laborious and take a very long time, the proce-
dures to use.

Mr. BARROW. So what we are proposing to give the FTC under
1319 would give you all some authority you don’t have right now.
Are the civil penalties helpful to you all in trying to bring some
order to this situation?

Ms. HARRINGTON. There are two things that are helpful. Civil
penalty authority is very helpful, and also to the extent that some
practices in these very fact-specific situations might be injurious
but neither deceptive nor unfair, then having additional statutory
authority is very helpful.

Mr. BARROW. Earlier on in the testimony, we heard some folks
raise some issues about the international end of things. We all
know we are connected to a worldwide web and that any effective
regulation of this marketplace in our country is going to involve
dealings with folks who can cross the boundaries in cyberspace
pretty much at will. What was your concern, if not the
extraterritoriality of the law, the extraterritorial effect of us being
able to regulate this? How do you think we can address that sup-
posed shortcoming of us attempting to regulate this on our own
shores?
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Ms. HARRINGTON. Well, first of all, the subcommittee was instru-
mental in giving the Commission additional authority under the
U.S. Safe Web Act, which we used to get information about over-
seas targets and to enlist help from other governments and that is
very useful. But that said, if there are overseas software providers
who are making available file-sharing software that is injurious to
U.S. consumers, we can certainly assert our jurisdiction over those
practices that occur within the United States but we may not be
able to reach the purveyors if they are in other countries and par-
ticularly in countries that aren’t particularly interested in helping
out.

One of the things that we are very concerned about is that the
dominant players in this industry, which are in the United States,
do the best thing and the right thing and we think that setting
some legislative standards such as the ones that are set forth in
the bill would really help. We want the U.S. players to be the best
players so that they continue to be the dominant players and the
ones that consumers can use with some confidence.

Mr. BARROW. The impression I get from what you are saying,
this is how I hear what you are saying, is that if we police the mar-
ketplace where everybody shops, we don’t have to worry about the
marketplace where few very people shop or hardly anybody goes.
Is that a fair way of putting it?

Ms. HARRINGTON. Well, we certainly should police the market-
place where everybody stops if that marketplace is subject to our
jurisdiction.

Mr. BARROW. But the high-volume users, the ones that have the
lion’s share of the market, if we can make sure that what they are
doing is right and appropriate and folks who trade at these places
will not have to worry about losing their stuff, we don’t have to
worry quite so much about those areas that might be hard to reach.
Why strain at a gnat and swallow an elephant in the process.

Ms. HARRINGTON. You know, that is certainly the intention.
There is always a risk that overseas operators can gain in market
share in the United States by doing—you know, by gaining some
sort of competitive advantage over the regulated entities in our
marketplace but, you know, that is not a worry right now that is
keeping me awake at night.

Mr. BARROW. I will wait for a second round, Mr. Chairman.
Thank you, ma’am.

Mr. RusH. Thank you.

The chair now recognizes the gentleman from Louisiana, Mr.
Scalise, for 5 minutes.

Mr. ScALISE. Thank you, Mr. Chairman. Really I can open this
up to the whole panel on H.R. 1319. Do you think this will help
prevent a legal use of peer-to-peer software including stealing per-
sonal records, copyright violations and things like sharing child
pornography?

Ms. HARRINGTON. I think it will help under some circumstances
and under others we need more. The data security bill actually
could be very helpful here too because, as I mentioned in my oral
statement, there are really three scenarios where sensitive infor-
mation is shared. One is when consumers don’t know, don’t under-
stand, and this bill will hopefully go a long way I think there. It
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is not going to help when the problem is malware, and it is not
going to help when the problem is a business that has not prohib-
ited and barred from its system and its computers file-sharing soft-
ware and it is not going to help if the problem is that an employee
of a company takes sensitive information home and puts it on his
or her computer and that computer has file-sharing software or
malware on it that extracts that, so it is going to go a long way
to help in scenario one.

Mr. SCALISE. Anybody else want to touch on that?

Mr. SoHN. I will just say I do think the intent and the focus of
the bill is certainly on the inadvertent disclosure so that the pri-
vacy-related concerns, I think that would be the main impact and
is the main thrust of the bill.

Mr. ScALISE. Let me ask about the data breaches that have oc-
curred, I think FTC had dealt with it, the largest one I have seen,
the TJX, which I think initial estimates were about 45 million
Visa/MasterCard records were breached. Ultimately it turned out
somewhere close to 100 million were breached, and you all had
brought charges against them, and subsequently other companies.
Is there now an industry standard for data protection? What is
your feeling on where we are today versus some of those cases a
few years ago?

Ms. HARRINGTON. Well, there are certainly well-established good
practices that in the cases that we have brought were not followed.
For example, you know, downloading available patches, preventing
against well-known attacks and kinds of attacks are well-settled,
you know, necessary practices. They are not even best practices.
They are necessary. And those companies did not follow those prac-
tices.

Mr. SCALISE. Anybody else want to add anything to that? We are
getting into now an area of moving towards electronic medical
records. There was some funding language in the stimulus bill to
start going down that road more as people’s health information
gets put on the Web more and more. What kind of protections are
there today, what kind do we need, whether it is in either these
two bills or another vehicle to protect people’s health records as
they become available on the Internet so that they are only avail-
able to the doctors who need to be reviewing them?

Ms. HARRINGTON. Well, the Recovery Act also directed both the
FTC and the Department of Health and Human Services to do
rulemaking to set standards for breach notification when con-
sumers’ sensitive health information is placed at risk. The FTC, as
I mentioned, has just issued a proposed rule dealing with personal
health records and other non-HIPAA-covered entities that may
have this sensitive information to set breach notification standards
and we are continuing also to work with HHS to do a report that
is due back to Congress in a year on these issues.

Mr. SCALISE. Any of you all doing any work on that issue? Mr.
Boback?

Mr. BoBACK. I would like to also comment on that. There are no
standards as far as peer-to-peer notifications. There are no stand-
ards as far as peer-to-peer security measures. In fact, most compa-
nies don’t even have any standards on peer-to-peer. When asked,
most corporations, large and scale, what information they are doing
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about peer-to-peer, most people, if they respond at all will say that
they are blocking peer-to-peer and that they have a policy against
it. That is the extent of it. And I will tell you that—or they will
say that they have a firewall or an encryption of which nothing—
firewall does not stop peer-to-peer, encryption does not stop peer-
to-peer. Intrusion prevention detection and all the standard secu-
rity measures do not peer-to-peer disclosures from happening,
which is why in the past 60 days we have had, you know, almost
4 million disclosures of this type via peer-to-peer because there is
just no standards.

Mr. SCALISE. And finally Mr. Holleyman.

Mr. HOLLEYMAN. Mr. Scalise, we believe that the incentives that
are in Chairman Rush’s bill that would encourage a marketplace
to grow for companies who hold sensitive data to use proper secu-
rity technologies to make that information inaccessible to anyone
who might actually breach it, that those market-based incentives
is a great supplement to the enforcement authority that the bill
would give. So we think the two together can be effective.

Mr. ScALISE. Thanks. I yield back, Mr. Chairman.

Mr. RusH. The chair intends to engage the members of the com-
mittee in a second round of questioning and we will allow each
member an additional 2 minutes for the second round of ques-
tioning. The chair recognizes himself now for the second round and
allocates 2 minutes for the purposes of questioning.

Mr. Rotenberg and Mr. Sohn, is the definition of personal infor-
mation under H.R. 2221, is it adequate in terms of data security?
The bill only addresses financial information. Should we also con-
sider requiring companies to secure sensitive information such as
medical information or password numbers or et cetera? I mean,
should we expand the definition of personal information?

Mr. SoHN. Well, the bill has several different components, and I
think for purposes of the breach notification component, the defini-
tion there is fairly close to what has been done in a lot of the
States and it reflects a lot of what has been common in the data
breach notification area. I think for purposes of something like se-
curity standards, asking companies to have reasonable procedures
in place to protect data, there is no reason to restrict it to the rath-
er narrow set of data that is in the definition of personal informa-
tion now because what is currently in the bill only applies—it is
not just name and address and some other information. There actu-
ally has to be either a Social Security number or a financial ac-
count number plus password or a driver’s license number, some-
thing like that. So I do think that the bill might consider using a
broader definition of personal information for some purposes and
the narrower definition for others.

Mr. ROTENBERG. Mr. Chairman, in my written statement I made
a suggestion on this issue of personal information. I do think it is
appropriate to have a broader standard and also to recognize that
some of the personal identifiers nowadays aren’t just limited, for
example, to a Social Security number or driver’s license number.
There are other types of personal identifiers like a Facebook mem-
ber number or even the IP address associated with your computer
that needs to be incorporated as well. So I think those changes can
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be made both to get to more circumstances where the bill should
reach and also new types of identifiers.

Mr. RusH. The chair thanks the witnesses. Now the chair recog-
nizes the gentlelady from California for 2 minutes for additional
questions.

Ms. BoNO MACK. I thank the chair for the second round.

Mr. Holleyman, you testified that the P2P bill would cover more
than just the illegitimate purpose software. You identified a num-
ber of legitimate uses of P2P software such as bicoastal collabora-
tion on projects. I think you actually mentioned Palm Springs to
Chicago airports collaborating. So this is of course when used cor-
rectly beneficial use of P2P software. So we all agree that this tech-
nology can be extremely helpful but if such programs are covered
by H.R. 1319, what is the harm? How is notice and consent an
issue? Back to the Palm Springs-Chicago, yes, I can see them col-
laborating on plans but I don’t think they necessarily want to col-
laborate on payroll numbers and the like. So how is notice and con-
sent an issue in this case?

Mr. HOLLEYMAN. Ms. Bono Mack, our sense is that there is a
rapid growth in the legitimate uses of P2P, and that it will become
a de facto part of how we use technology that most people will
want to use. So our sense is as that part of the market grows, we
want to ensure that the legislation doesn’t overreach to get into
things which all of us would generally agree would not necessarily
need—an initial notice that that is there is fine but the process of
how you would then disable that needs to be clarified.

Ms. BoNO MAcCK. Which is growing faster, illegitimate or legiti-
mate uses?

Mr. HOLLEYMAN. I think our sense as technologists is—and I am
not a technologist, I play one on TV, but not as technologists but
our engineers and our companies believe that legitimate purposes
of peer-to-peer in the next 10 years will certainly grow much faster
than the illegitimate ones.

Ms. BoNO MACK. In the next 10 years, quickly in 10 seconds, Mr.
Boback, which has grown faster, legitimate or illegitimate uses?

Mr. BoBACK. I will tell you that legitimate uses are now emerg-
ing so while there is still a growth at this point because the aware-
ness is still decreased and there is not enough awareness as to the
problem, the legitimate uses and the distribution content is an ab-
solute must going forward. So I am a supporter of peer-to-peer,
however, the security measures just as in the early stages of the
World Wide Web need to be addressed as in your bill 1319.

Ms. BoNO MACK. Thank you.

Mr. RUsH. The chair now recognizes the gentleman from Georgia.

Mr. BARROW. I thank the chair. I think Ms. Bono Mack is getting
to the heart of the issue on the peer-to-peer legislation. If I could
reframe the issue, we want to fix what is broke with this system.
There is stuff out there that is inside this legislation’s definition of
peer-to-peer file-sharing program that is malicious. There is stuff
out there that is inside this definition that is perfectly benign.

Mr. Holleyman and Mr. Sohn, I am going to pitch this one in you
all’s direction. How would you all define what we are getting at in
such a way as to stop the bad stuff and allow all the other stuff
to continue without having to have a proliferation of warnings and
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opt-outs that basically hobble this technology before it can even get
started? Take a shot at how you would define this in order to be
able to reach the stuff you want to reach.

Mr. HOLLEYMAN. I will start on that, Mr. Barrow. In our testi-
mony, we have actually listed five ways in which we would modify
the definition in the bill and believe that if those types of changes
are made, that that would be useful and would help preserve the
intent of the bill including looking at the type of purposes that
peer-to-peer file-sharing program is typically used for, going at
many of those things like copyright infringements, which are a
huge source of concern to—

Mr. BARROW. Is that an effective way of defining it though so
that the regulators can get at what is going on?

Mr. HOLLEYMAN. We actually think that the regulators would—
their hand would be strengthened by more precision in the defini-
tion rather than the breadth that is in there currently.

Mr. BARROW. Mr. Sohn, what do you think?

Mr. SOHN. I also set forth in my testimony some ideas on that
point of how you might make this more narrow and apply to what
we think of as file-sharing software. I agree with Mr. Lafferty’s tes-
timony that the key here really isn’t peer-to-peer. Peer-to-peer is a
kind of architecture. It is really about file-sharing functions that
could enable documents and other kinds of files on a user’s local
computer to be made available to third parties, you know, in bulk
and third parties that haven’t been selected or aren’t even known
to the user and so we propose four bullet points of items that we
think could be in the definition but it tends to focus on that, the
ability to share files with unknown parties with no intervening ac-
tion or knowledge or selection by the user in terms of who that file
will be shared with.

Mr. BARROW. Mr. Chairman, my time is expired but I would like
to ask the witnesses to go beyond that and actually be prepared to
work with counsel and us to see if we can actually come up with
some concrete language to accomplish this. Thank you. I yield the
mic.

Mr. RUsH. The chair now recognizes the gentleman from Lou-
isiana for an additional 2 minutes.

Mr. SCALISE. Thank you again, Mr. Chairman.

These two bills might not necessarily be the vehicles for it but
they might. It has been a problem for years, especially with iden-
tity theft getting worse with so many documents and authentica-
tors that use Social Security numbers that require Social Security
numbers to be used or documents that are public record that still
require people to use Social Security numbers. A number of States
have gone on their own and tried to ferret those out and prohibit
Social Security numbers on public documents but it is not uni-
versal. There is no real standard still. I think there as standalone
legislation, it might have been in the last Congress, that really
didn’t go anywhere but there is a way that we can have some kind
of standard to protect people’s Social Security numbers so that they
are not required for certain documents or authenticators so that
they are not so easily obtainable by third parties that are trying
to take them for bad purposes? I will start it off with Ms. Har-
rington and anybody else that wants to take a shot.
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Ms. HARRINGTON. Well, as part of the President’s identity theft
task force work that we have been engaged in, there are couple of
important initiatives that we are supporting. One, the task force
brought about a government-wide examination of government uses
of Social Security numbers with the goal of minimizing to cir-
cumstances where the number is absolutely essential, federal gov-
ernment agencies’ use of Social Security numbers, and I think a lot
of progress has been made in the government on that. Number two,
the FTC as part of the identity theft task force work convened a
workshop and has continued to work on the question of authentica-
tion and how better authentication procedures and technologies can
be developed so that something like the ubiquitous Social Security
number is no longer needed. But there are lots of commercial set-
tings right now where both consumers and businesses benefit from
the use of Social Security numbers and may need them, and until
we have much better authentication measures available, it is a
very tough question to answer what to use instead of Social Secu-
rity numbers. For example, consumers have really benefited in
many instances from being able to quickly get a loan to get a car.
That whole credit reporting system depends on Social Security
numbers, and you know, we need a replacement but we don’t have
one yet.

Mr. SCALISE. And at least in the government sector where we can
set up a mechanism where people aren’t required to have it on a
document that is public record because—

Ms. HARRINGTON. Right.

Mr. ScALISE. —<clearly in the government arena, there are
records that are public and some of those records require a Social
Security number, which obviously poses big, big security breach
problems that have been documented. In this legislation, if there
a way to maybe try to address that, I don’t want to interfere with
the chairman or Ms. Bono Mack’s bill but if there is a way we can
do something that doesn’t necessarily cause other problems on the
other side we can try to address a narrow part of that problem.

Mr. RUusH. The gentleman’s time is expired.

Mr. ScALISE. Thank you.

Mr. RusH. The chair really just wants to again thank the wit-
nesses. We have imposed on your time pretty significantly this
afternoon and we certainly are appreciative of the fact that you
have allowed us to do that and you have been a great panel. If you
would be so kind, we want to keep the record open for at least 72
hours until there might be members of the subcommittee who will
in writing ask questions and if you would respond in writing within
72 hours, the chair would certainly appreciate that.

So thank you so very much again and you have really done this
subcommittee quite a great service. The hearing now stands ad-
journed.

[Whereupon, at 4:45 p.m., the subcommittee was adjourned.]

[Material submitted for inclusion in the record follows:]
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Statement of the Honorable Marsha Blackburn (TN-07)
The Committee on Energy and Commerce Subcommittee on Commerce,
Trade, and Consumer Protection
Legislative Hearing: “H.R. 2221, the Data Accountability and Trust Act
and H.R. 1319, the Informed P2P User Act”
May 5, 2009

Mr. Chairman, I want applaud your leadership and thank the
subcommittee for calling Members’ attention to the legislation under
consideration today. As we all know, the challenge of protecting
consumer data in our digital age continues to perplex private sector
leaders, consumer advocates and government officials alike. We must
all work together to solve this problem, and I hope the expert testimony
offered by our panel of witnesses today will contribute to that effort.

In particular, I rise in strong support of H.R. 1319, legislation
offered by my friend and colleague, Rep. Bono-Mack, and the
gentleman from Georgia, Rep. Barrow. The Informed P2P User Act
takes a series of commonsense steps towards ensuring a safe and secure
Internet experience not only for users of peer-to-peer software, but also
for family members who don’t use peer to peer software but nevertheless
may be adversely impacted by breaches in data security.

Primarily, the legislation prohibits Peer-to-Peer (P2P) software
purveyors from improperly disclosing personal information without a
consumer’s notice and consent. This simple tool creates a legal obstacle
to prevent an inadvertent breach in a P2P user’s sensitive data. After all,
many users are simply not aware that tax, medical or other private
documents lurking in an insecure hard drive folder are likely at risk
when a they log-in to use a P2P service on the market today.

This provision creates piece of mind for consumers, but also for
parents who want to know their families’ most sensitive information
remains secure when children use the Internet.
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The legislation also provides legal security for digital
entertainment enthusiasts who abide by the letter of the law and refuse to
obtain digital media illegally. When peer to peer users log on to use a
service for legitimate purposes, they have a right to know that legal, pure
digital content downloaded for personal use will remain pristine, and not
subject to impermissible dissemination or degradation without their
knowledge or consent. H.R. 1319 takes critical steps to ensure this data
remains under lock and key.

Mr. Chairman, Rep. Bono-Mack and Rep. Barrow are to be
commended for bringing forward the legislation under consideration
today. I humbly offer my full support as a cosponsor of H.R. 1319, and
yield back the balance of my time.
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Eileen Harrington
Acting Director
Bureau of Consumer Protection
Federal Trade Commission

600 Pennsylvania Avenue, NW
‘Washington, DC 20580

Dear Ms. Harrington:

Thank you for appearing before the Subcommittee on Commerce, Trade, and Consumer
Protection on May 5, 2009, at the hearing entitled “Legislative Hearing on H.R. __, the Data
Accountability and Protection Act and H.R. 1319, the Informed P2P User Act”.

. Pursuant to the Committee’s Rules, attached are written questions for the record directed
to you from certain Members of the Committee. In preparing your answers, please address your
response to the Member who submitted the questions and include the text of the question with -
your response, using separate pages for responses to each Member.

Please provide your responses by July, 9, 2009, to Earley Green, Chief Clerk, in Room
2125 of the Rayburn House Office Building and via e-mail to Earley.Green@mail house.gov.
Please contact Earley Green or Jennifer Berenholz at (202) 225-2927 if you have any questions.

Sincerely,

c' "Jc‘h\
Henry axman
Chairman

Attachment
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Response to Questions from the Honorable Bobby Rush
Following Up on May 5, 2009 Hearing on HR 2221:
Data Accountability and Protection Act

1. The definition of personal information in the Data Accountability and Trust Actis
very narrow. It covers a person’s name or address or phone number in combination
with any one or more of: Social Security number; Driver’s License number or other
State ID number; financial account number or credit or debit card number and any
code necessary to access that account. That definition applies to both the
information security requirements and the data breach notification requirements.
While such a narrow definition of personal information may be appropriate for the
data breach provisions to avoid over-notification, it may be too narrow for
information security requirements. Do you believe that it would be appropriate to
expand the definition of personal information for the security provisions of the Act?

What should the definition of personal information be for that provision? Would it
be appropriate to provide the FTC with rulemaking authority to modify or expand
the definition of personal information for the information security provisions
beyond the limited rulemaking authority already in the bill?

As you note, HR 2221 imposes data security requirements on entities that maintain “personal
information.” The definition of “personal information” in HR 2221 as introduced covered only
information that included Social Security numbers, other identifying numbers, or account
numbers. Thus, for example, a company that owned a database containing only consumers’
names, along with their sensitive health information, would not have been required to maintain
the security of its database. Indeed, such a company may not have been subject to any federal
requirement to maintain the security of the sensitive health information it held.!

Rather than expanding the definition of “personal information” in the bill itself to address
specific scenarios, the Commission staff had recommended to Congressional staff that the
Commission be given authority to conduct a rulemaking to expand the definition. A rulemaking
proceeding would allow the Commission to seek input about what types of personal information

! The security requirements of the Health Insurance Portability and Accountability Act
(“HIPAA”) would not necessarily apply to such a company; they apply only to health care
providers that conduct certain transactions in electronic form, heaith care
clearinghouses (which provide certain data processing services for health
information), heaith plans, or business associates of such entities.
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companies collect, and the costs and benefits associated with maintaining the security of such
information. We are extremely pleased that your Subcommittee adopted this suggested change.

On a related issue, staff suggests not limiting breach notification to situations in which there is a
“reasonable risk of identity theft, fraud, or other unlawful conduct” as is currently proposed in
HR 2221. This formulation does not capture other harms associated with unauthorized
disclosure of information, such as the embarrassment associated with the release of sensitive
heaith information. Thus, staff suggests that the breach notification provisions should apply
when there is a “reasonable risk of identity theft, fraud, or other harmful conduct,” and that the
bill should require the FTC to conduct a rulemaking to determine what constitutes “harmful”
conduct.

2. Section 4(c) of H.R. 2221 provides that it will be an affirmative defense to a law
enforcement action brought under the Act’s data breach notification provisions that
all of the information that was subject to the breach was information acquired from
public records. Thus, if a database is compromised that is made up exclusively of
public records such as bankruptcy documents, criminal histories, property records,
court filings, and other documents with sensitive personal information consumers
will not be notified. If the same or even less information is in another database,
consumer would receive notice. Does this distinction based on the original source of
the information make sense? What are the benefits of this affirmative defense?

The Commission staff does not support an affirmative defense for breaches of public record
databases. In many cases, information brokers compile detailed dossiers on individuals,
consisting solely of public record information. This information may be extremely sensitive and,
when collected and compiled together in one place, could do significant harm to consumers if
breached.? For example, such dossiers may contain SOCial Security numbers (which are
not always redacted in public records) and/or enough detailed history
about the consumer that an unauthorized person could perpetrate
identity theft, thus posing substantial harm to the consumer.? An
unauthorized user also could gain enough information to engage in
“pretexting,” the practice of posing as another person in order to obtain
financial records or other private information. Finally, unauthorized users

2 Although public record data is already accessible in public files elsewhere, it is scattered
among many different places, and thus difficult for any one person to find on his or her own.
Information brokers compile this data together, thus making it a treasure trove for those seeking
to do harm.

3 For example, for authentication purposes, businesses often ask consumers personal
questions that presumably only the consumers themselves know the answers to. An identity thief
may be able to gather enough information about a particular consumer to answer these questions.
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could use information in these records to blackmail, stalk, harass, or
otherwise threaten consumers.

If an unauthorized user accesses these dossiers about individual consumers, staff believes that the
consumers would want to know. In addition, notice would allow the consumers to take steps,
when possible, to limit the harm from the disclosure. FOr these reasons, Commission
staff suggests deleting this affirmative defense.
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David M. Sohn

Senior Policy Counsel

Director, Project on Intellectual Property and Technology
Center for Democracy and Technology

1634 I Street, NW #1100

Washington, DC 20006

Dear Mr. Sohn:

Thank you for appearing before the Subcommittee on Commerce, Trade, and Consumer
Protection on May 5, 2009, at the hearing entitled “Legislative Hearing on H.R. __, the Data
Accountability and Protection Act and H.R, 1319, the Informed P2P User Act”.

Pursuant to the Committee’s Rules, attached are written questions for the record directed
to you from certain Members of the Committee. In preparing your answers, please address your
response to the Member who submitted the questions and include the text of the question with
your response, using separate pages for responses to each Member.

Please provide your responses by July, 9, 2009, to Earley Green, Chief Clerk, in Room
2125 of the Rayburn House Office Building and via e-mail to Earley.Green@mail.house.gov.
Please contact Earley Green or Jennifer Berenholz at (202) 225-2927 if you have any questions.

Sincerely,
Hman
Chairman

Attachment
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Kzeping the Internat Open, tnnovasiee snd Free

Committee on Energy and Commerce, 1634 1 Street, NW Sulte 1100
. Washingon, DC 20006

U.S. House of Representatives 2026379800
s fax 202,637.0968

2125 Rayburn House Office Building hipsywersecdLorg

Washington, DC 20515-6115

Re: Legislative Hearing on H.R. 2221 and H.R. 1319:
Response of Center for Democracy and Technology (CDT)
to Written Questions for the Record

CDT is pleased to submit the following responses to written questions for the record
in connection with the May 5, 2009 hearing entitled “Legislative Hearing on H.R.
2221, the Data Accountability and Protection Act and H.R. 1319, the Informed P2P
User Act.”

Questions from The Honorable Bobby Rush

1. The definition of personal information in the Data Accountability and Trust Act is
very narrow. It covers a person’s name or address or phone number in combination
with any one or more of: Social Security Number; Driver’s License number or other
State ID number; financial account number or credit or debit card number and any
code necessary to access that account. That definition applies to both the information
security requirements and the data breach notification requirements. While such a
narrow definition of personal information may be appropriate for the data breach
provisions to avoid over-notification, it may be too narrow for information security
requirements. Do you believe that it would be appropriate to expand the definition of
personal information for the security provisions of the Act? What should the definition
of personal information be for that provision? Would it be appropriate to provide the
FTC with rulemaking authority to modify or expand the definition of personal
information for the information security provisions beyond the limited rulemaking
authority already in the bill?

Answer: Yes, CDT believes that the information security requirements in H.R, 2221
should reach beyond the relatively narrow class of data defined as “personal
information” for purposes of the bill's breach notification provisions. The bill’s
current definition closely tracks that found in state breach notification statutes.
Presumably, the states have used this type of narrow definition in order to avoid
over-notification. If notices become too routine, they may cease to provide useful
warnings to consumers and may needlessly impose costs on the entities required to
send them.

In contrast, sound data security practices should be encouraged for all personal
data. That does not mean one-size-fits-all rules; the particular security safeguards
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that may be warranted in a given circumstance will vary depending on factors such
as the sensitivity of the data in question. But the general concept of evaluating
possible privacy and security risks to personal data and adopting safeguards
appropriate to those risks should apply across-the-board.

CDT would suggest a legislative approach based on the FTC's implementation of the
security safeguards requirements in the Gramm-Leach-Bliley Act (GLB). GLB calls
for financial institutions to protect the security and confidentiality of customers’
“nonpublic personal information” and requires appropriate security safeguards for
“customer records and information.” (See 15 USC 6801(a} and (b).) The FTC rules
implementing these provisions apply to “customer information,” defined as “any
record containing nonpublic personal information . . . that is handled or maintained
by or on behalf of you or your affiliates” {16 CFR 314.2(b)). “Nenpublic personal
information” excludes information that is publicly available but otherwise includes
essentially any personally identifiable information a financial institution has
obtained from or about a customer. (See 16 CFR 313(n}-(0}.)

To follow this approach, the Committee could modify the information security
provisions (section 2) of H.R. 2221 by replacing the term “personal information”
with the term “non-public information” - a term already defined in section 5(9) of
the bill. In addition, for the reasons discussed in the answer to the next question,
CDT would also recommend that the Committee consider going a step further and
extending coverage to data that is “public record information” but that would be
difficult, costly, or time consuming for a third party to obtain or compile
independently.

An alternative approach, as the question notes, would be to authorize the FTC to
expand the definition of “personal information” for purposes of the bill's
information security provisions. Section 5(7)(B) of H.R. 2221 already authorizes the
FTC to medify the definition of “personal information,” but it is not clear whether
this would empower the agency to modify the definition for some parts of the
statute but not others. The agency might well conclude that if it modifies the
definition, it must do so for all parts of the Act. Therefore, if the Committee wishes
to rely on the FTC to expand the scope of the data to which bill’s information
security provisions will apply, it should include a specific provision in section 2
directing the FTC to consider such an expansion as part of the rulemaking required
under section 2{a)(1).

In connection with either approach to expanding the reach of the information
security provisions, CDT believes that two further changes to section Z would be
warranted. First, to clarify that not all nonpublic data raises the same level of
security concerns, a new section 2{a}(1)(D) should be added, reading: “(D) the
sensitivity of the nonpublic information at issue.” Second, to avoid requiring
individuals with very small amounts of data to file formal written security plans, the
Committee should consider a de minimis exception for persons that own or possess
data in connection with purely personal, family, or noncommercial activities.
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2. Section 4(c) of H.R. 2221 provides that it will be an affirmative defense to a law
enforcement action brought under the Act’s data breach notification provisions that
all of the information that was subject to the breach was information acquired from
public records. Thus, if a database is compromised that is made up exclusively of
public records such as bankruptcy documents, criminal histories, property records,
court filings, and other documents with sensitive personal information consumers will
not be notified. If the same or even less information is in another database, consumers
would receive notice. Does this distinction based on the original source of the
information make sense? What are the benefits of this affirmative defense?

Answer: The apparent rationale for the affirmative defense set forth in section 4(c)
is that when information is available from public records, a breach of a private
database containing that information poses little if any additional security threat to
the individual; after all, if thieves or scammers wanted to use the information, they
could go and get it from public records. Therefore, notification would serve little
purpose and the entity suffering the breach should not be required to bear the costs
associated with notification.

The problem with this rationale, however, is that there is a great deal of pubhc
record information that is “practically obscure” - that is, publicly available in theory
but difficult to access in practice. For example, certain records exist in paper form
and can be obtained only by digging through dusty files in a county courthouse.
When companies gather this data and compile it in convenient electronic form, they
effectively transform scattered bits of difficult-to-access information into highly.
usable, large-scale databases. If those databases are later breached, individuals are
put at risk - much greater risk than if the information had remained in scattered
public records.

For this reason, CDT believes that entities compiling personal data from public
records should be required to notify individuals when hackers have accessed that
data. The mere fact that an identity thief in theory could have obtained a person’s
data from another source would be little comfort to the individual victim ina
scenario where the identity thief took advantage of a company'’s convenient
electronic compilation and the company, relying on section 4(c), elected not to
provide notice of the breach. In short, CDT does not support the affirmative defense
set forth in section 4{c).

CDT appreciates the opportunity to provide this additional input. Thank you.

~ David M. Sohn
*“Senior Policy Counsel
Center for Democracy and Technology
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The Honorable Bobby Rush
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Dear Congressman Rush:

Thank you for your interest in the views of the Business Software
Adliance (BSAY* on H.R. 2221, the Data Accountability and Trust Act.
As § indicated in my testimony before your Subcommittes on May 5.
we believe your bill would make a substantial contribution to
improving security and trust online.

Per the fetter of Chairman Waxman of June 25, below are B5A's
answers to your questions for the record. We remain at your disposal
should you have further questions and look forward to working with
you as the bill moves to the Full Committee.
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July 14,2009
The Honorable Bobby Rush
Page 2

1. "The definition of personal information in the Data
Accountability and Trust Act is very narrow. it covers a
person’s name or address or phone number in combination
with any one or more of: Sacial Security Number; Driver’s
License Number or other State 1D number; financlal account
number or credit or debit card number and any code necessary
t0 access that account. That definition applies to both the
information security requirements and the data breach
notification requirements. While such a narrow definition of
personal information may be appropriate for the data breach
provisions to avald over-notification, It may be too narrow for
information security requirements. Do you believe that it
would be appropriate to expand the definition of personal
information for the security provisions of the Act? What
should the definition of personal information be for that
provision? Would ft be appropriate to provide the FTC with
ridemaking authority to modify or expand the definition of
personal information for the information security provisions
beyond the Jimited rulemaking authority already in the bilf?"

BSA does not befieve that the definition should be expanded for the
security provisions of the Act, for two reasons.

First, the definition is appropriately based on the concept that data
should be protected on the basis of its value, specifically that it can
be used to commit identity theft, fraud and other unlawful conduct.
As the information security provisions of the bill are rightly
demanding, we believe it is appropriate to ensure they apply to
personal information that genuinely needs this high level of
protection.

Second, as | indicated in my testimony, we are concerned about the
risk of making data custody — an activity that most companies,
whether large or small, engage in and yet is only Incidental to thely
core business - a regulated activity. We increase this risk every time
we unnecessarily expand the scope of data security requirements,
and thus increase compliance burdens, without commensurate
improvements In data security. Compliance challenges and confusion
would only increase if a law provided two different definitions of the
same notion.
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July 14, 2009
The Honorable Bobby Rush
Page 3

2. “Section 4{c} of H.R. 2221 provides that it will be an
affirmative defense to a law enforcement action brought
under the Acts data breach notification provisions that all of
the information that was subject to the breach was
information acquired from public records. Thus, if o database
is compromised that is made up exclusively of public records
such as bankruptcy documents, criminal histories, property
records, court filings, and other documents with sensitive
personal information consumers will not be notified. If the
same or even fess information is in another database,
consumers would receive notice. Does this distinction based on
the original source of the information make sense? What are
the benefits of this affirmative defense?”

BSA members have not formed a position on the specific issue of
notification of breaches of publicly available data within the context
of the broader provisions of H.R. 2221,
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Stuart K. Pratt

President and CEO

Consumer Data Industry Association
1090 Vermont Avenue, NW, Suite 200
Washington, DC 20005-4905

Dear Mr. Pratt:

Thank you for appearing before the Subcommittee on Commerce, Trade, and Consumer
Protection on May 5, 2009, at the hearing entitled “Legislative Hearing on H.R. __, the Data
Accountability and Protection Act and H.R. 1319, the Informed P2P User Act”.

Pursuant to the Committee’s Rules, attached are written questions for the record directed
to you from certain Members of the Committee. In preparing your answers, please address your
response to the Member who submitted the questions and include the text of the question with
your response, using separate pages for responses to each Member.

Please provide your responses by July, 9, 2009, to Earley Green, Chief Clerk, in Room
2125 of the Rayburn House Office Building and via e-mai! to Earley. Green@mail house.gov.
Please contact Earley Green or Jennifer Berenholz at (202) 225-2927 if you have any questions.
Sincerely,

Henry A. "Waxman
Chairman

Attachment
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CONSUMER BATA INDUSTRY ASSOCIATION
Empewerisg Econymic Qpperewaity

@CDIA

July 8, 2009

The Honorable Henry A, Waxman
Chairman

Committee on Energy and Commerce
U.S. House of Representatives

2125 Rayburn House Office Building
Washington, D.C. 20515-6115

RE: The Data Accountability and Protection Act
Dear Chairman Waxman:

Thank you for the opportunity to respond to your questions regarding the Data Accountablhty and
Protection Act. Following are our responses:

Question 1

The definition of personal information in the Data Accountability and Trust Act is very narrow.
It covers a person’s name or address or phone number in combination with any one or more of:
Social Security number; Driver’s License number or other State ID number; financial account
number or credit or debit card number and any code necessary to access that account. That
definition applies to both the information security requirements and the data breach notification
requirements. While such a narrow definition of personal information may be appropriate for the
data breach provisions to avoid over-notification, it may be too narrow for information security
requirements. Do you believe that it would be appropriate to expand the definition of personal
information for the security provisions of the Act? What should the definition of personal
information be for that provision? Would it be appropriate to provide the FTC with rulemaking
authority to modify or expand the definition of personal information for the information security
provisions beyond the limited rulemaking authority already in the bill?

Response to Question 1

We do not feel it is appropriate to expand the definition of “personal information” as it applies to
the data security provisions in the Act. The focus should remain on those data elements whose
misuse is most commonly associated with identity theft or fraud. The data elements specified in
Act are the most sensitive and are those most commonly used to commit identity theft and fraud.
Further, the Act already provides the FTC with rulemaking authority to modify the definition of
“personal information,” therefore, no expansion of the definition in the Act is necessary.
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Question 2

Section 4(c) of H.R. 2221 provides that it will be an affirmative defense to a law enforcement
action brought under the Act’s data breach notification provisions that all of the information that
was subject to the breach was information acquired from public records. Thus, if a database is
compromised that is made up exclusively of public records such as bankruptcy documents,
criminal histories, property records, court filings, and other documents with sensitive personal
information consumers will not be notified. If the same or even less information is in another
database, consumers would receive notice. Does this distinction based on the original source of
the information make sense? What are the benefits of this affirmative defense?

Response to Question 2

We commend the committee for recognizing the need to address the issue of information obtained
from public records. It simply makes no sense to require companies to notify individuals of
security breaches involving public record information or to implement additional security
requirements for such information, since the information already is widely available and in the
public domain.

However, we do not believe that the bill’s affirmative defense provision is the best way to address
this issue. We are concerned that this approach will lead to unnecessary litigation and significant,
unnecessary expense. A defendant typically cannot raise an affirmative defense until a case has
been brought and significant resources are consumed both by the regulators and the defendant.

A recommended alternative to the affirmative defense approach would be to include an exception
for public record information in the definition of personal information. This is the approach taken
by all of the states that have included a public record exception in their data security laws. To
date, 40 states, including 1llinois, have enacted data security laws that included exceptions for
public record information.’

This also is the approach that Congress took with the sensitive financial information protected by
the data privacy and security provisions of the Gramm-Leach-Bliley Act, which exclude publicly
available information, including public record information, from their scope. Consequently, the
FTC and the functional regulators exclude publicly available information from the types of
information that must be protected under the GLB Safeguards Rule and that trigger consumer
notifications under the jointly-issued security breach notification guidance. Thus, we
recommend that the definition of “personal information” be amended to exclude from its scope
information obtained from public record and publicly available sources. :

Sincerely,

Stuart K. Pratt
President & CEO

! The forty states are: AZ, CA, CO, CT, DE, FL, GA, H, 1A, ID, IL, IN, KS, LA, ME, MA, MD, MI, MN,
NC, ND, NE, NH, NJ, NY, NV, OH, OK, OR*, PA, SC, TN,
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Marc Rotenberg

Executive Director

Electronic Privacy Information Center
1718 Connecticut Avenue, NW

Suite 200

‘Washington, DC 20009

Dear Mr. Rotenberg:

Thank you for appearing before the Subcommittee on Commerce, Trade, and Consumer
Protection on May 5, 2009, at the hearing entitled “Legislative Hearing on H.R. __, the Data
Accountability and Protection Act and H.R. 1319, the Informed P2P User Act”,

Pursuant to the Committee’s Rules, attached are written questions for the record directed
to you from certain Members of the Committee. In preparing your answers, please address your
response to the Member who submitted the questions and include the text of the question with
your response, using separate pages for responses to each Member.

Please provide your responses by July, 9, 2009, to Earley Green, Chief Clerk, in Room
2125 of the Rayburn House Office Building and via e-mail to Earley.Green@mail house.gov.
Please contact Earley Green or Jennifer Berenholz at (202) 225-2927 if you have any questions.

Sincerely,

Henrm axmanM

Chairman

Attachment
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July 9, 2009

Chairman Henry Waxman
Committee on Energy and Commerce
2125 Rayburn House Office Building
Washington, DC 20515

Dear Chairman Waxman,

This letter responds to your letter of June 25, 2009 regarding the May 5,
2009 hearing entitled “Legislative Hearing on H.R. __, the Data Accountability
and Protection Act and H.R. 1319, the Informed P2P User Act.”

Congressman Rush asked:

The definition of personal information in the Data Accountability and Trust Act is very
narrow. It covers a person’s name or address or phone number in combination with any
one or more of - Social Security Number; Driver’s License number or other State ID
number; financial account number or credit or debit card number and any code
necessary to access that account. That definition applies to both the information security
requirements and the data breach notification requirements. While such a narrow
definition of personal information may be appropriate for the data breach provisions to
avoid over-notification, it may be too narrow for information security requirements. Do
you believe that it would be appropriate to expand the definition of personal information
for the security provisions of the Act? What should the definition of personal information
be for that provision? Would it be appropriate to provide the FTC with rulemaking
authority to modify or expand the definition of personal information for the information
security provisions beyond the limited rulemaking authority already in the bill?

The current definition of personal information is too limited—not only for the
bill’s information security provisions, but also for its data breach notification provisions. .
The Internet makes reconstruction of identity from a single identifier quite a simple
matter. Yet, under the current definition, unauthorized access to or acquisition of each
and every piece of information listed in sections 5(7)(A)(i)-(iii) would not trigger the
Act’s notification or security requirements unless linked with the individual’s name,
address, or phone number. However, armed with a driver’s license number, passport
number, military identification number, and financial account or credit card number plus
the associated security code or password, an identity thief could inflict a tremendous
amount of damage.

For example, under the definition of personal information currently in the bill, a

company in possession of a phone number without further other information could claim
that it does not possess personal information. But of course, it is trivial with most phone

Comments of EPIC to Rep. Rush 1 H.R.2221
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numbers to conduct a reverse look-up on the Internet and determine the actual person
associated with the phone number. It would be absurd for the company to claim that it
had no actual knowledge of who the person might be because if a breach would occur and
the number released, it would be easy for the person who obtains the phone number to
conduct the reverse look-up.

Since the current definition excludes such a breach, the bill not only fails to
protect consumers in cases that carry equivalent risk of identity theft, but also undermines
the goals of the bill.

A second scenario also demonstrates how easily data brokers can rely on this
definition of personal information to avoid their obligations under the bill. A data broker
could maintain unencrypted name, phone number, and address records in one file, and
unencrypted social security number, financial account number, and driver’s license
number records in another file. If the first file were breached in one instance, and the
second in a separate instance, according to the current definition, no personal information
has been breached. Yet this scenario poses an extreme risk of identity theft, fraud, or
other unlawful conduct, and should trigger both the information security and breach
notification provisions of the bill. :

We have proposed a revised definition for “personal information” that is based
on the simple concept that personal information means “information that identifies or
could reasonably identify a particular when joined with other publically available
information.” Several examples could be included in the act to make clear the types of
data that make it possible to identify individuals.

Congressman Rush asked:

Section 4(c) of H.R. 2221 provides that it will be an affirmative defense to a law
enforcement action brought under the Act’s data breach notification provisions that all of
the information that was subject to the breach was information acquired from public
records. Thus, if a database is compromised that is made up exclusively of public records
such as bankruptcy documents, criminal histories, property records, court filings, and
other documents with sensitive personal information consumers will not be notified. If the
same or even less information is in another database, consumers would receive notice.
Does this distinction based on the original source of the information make sense? What
are the benefits of this affirmative defense? ’

The distinction between public and non-public records does not make sense in the
context of this bill, and, for at least three reasons, there should be no affirmative defense
for a data breach irrespective of the source of the data.

First, a data breach—any data breach——signéls a failure in the data broker’s

information security system, and it makes no sense to allow the data broker to evade the
bill’s obligations simply because the information was acquired from public records.

Comments of EPIC to Rep. Rush 2 : H.R.2221
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Instead, any time a data broker experiences a data breach, that information should be
communicated both to the individuals whose information was acquired or accessed
without authorization, and to the public pursuant to section 3(g)’s provision regardmg
publication on the FTC Web site.

Second, personal information contained in public records can still be highly
sensitive, particularly when compiled from many sources. If a data broker combines
information from multiple public sources in a single database, a breach would pose the
same risk of identity theft, fraud, or other unlawful conduct as a breach of information
that was not in the public record.

Third, it is not clear that inclusion of this affirmative defense confers any benefits
other than to corporations that maintain inadequate security safeguards. This bill is about
protecting consumers, not the data brokers who lose their information. Because this
affirmative defense does not advance that goal, but in fact works against it, the provision
should be removed from the bill.

The overarching goal of this bill is to protect consumers, and from a consumer’s
standpoint, it makes no difference whatsoever how a data broker acquired his or her
personal information; what matters is that the information was accessed or acquired
without authorization.

Thank you for the opportunity to participate in the hearing and to provide
additional information for the Committee.

Sincerely,

Marc Rotenberg
Executive Director

Comments of EPIC to Rep. Rush 3 HR.2221
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