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PROTECTING THE ELECTRIC GRID: H.R. 2165,
THE “BULK POWER SYSTEM PROTECTION
ACT OF 2009,” AND H.R. 2195

TUESDAY, OCTOBER 27, 2009

HOUSE OF REPRESENTATIVES,
SUBCOMMITTEE ON ENERGY AND ENVIRONMENT,
COMMITTEE ON ENERGY AND COMMERCE,
Washington, DC.

The subcommittee met, pursuant to call, at 9:37 a.m., in Room
2322, Rayburn House Office Building, Hon. Edward J. Markey
[chairman of the subcommittee] presiding.

Present: Representatives Markey, Inslee, Butterfield, Matsui,
McNerney, Dingell, Baldwin, Matheson, Barrow, Upton, Stearns,
Shimkus, Blunt, Pitts, Walden, Sullivan, Burgess, Scalise, and Bar-
ton (ex officio).

Staff Present: Bruce Wolpe, Senior Advisor; John Jimison, Senior
Counsel; Jeff Baran, Counsel; Caitlin Haberman, Special Assistant;
Lindsay Vidal, Special Assistant; Earley Green, Chief Clerk; Mitch-
ell Smiley, Special Assistant; Matt Eisenberg, Staff Assistant; An-
drea Spring, Minority Professional Staff; Peter Spencer, Minority
Professional Staff; Aaron Cutler, Minority Counsel; Amanda
Mertens Campbell, Minority Counsel; and Garrett Golding, Minor-
ity Legislative Analyst.

OPENING STATEMENT OF HON. EDWARD J. MARKEY, A REP-
RESENTATIVE IN CONGRESS FROM THE COMMONWEALTH
OF MASSACHUSETTS

Mr. MARKEY. Good morning. Welcome to the Subcommittee on
Energy and Environment and to this very important hearing.

The Nation Academy of Engineering has called the North Amer-
ican electric grid the “supreme engineering achievement of the 20th
century.” The grid is one of our greatest strengths, but, if not prop-
erly protected, it could become one of our greatest weaknesses.

More than any other technology, the grid is the long pole in the
tent of America’s economy and national security. All of our Nation’s
critical systems—financial services, health care, telecommuni-
cations, transportation, water, defense, law enforcement, and so
on—depend on the grid.

Remarkably, 99 percent of the electric energy used to power our
military facilities, including critical strategic command assets, come
from the commercially operated grid. Our dependence on the grid
will only deepen as we move toward greater reliance on automation
and information technology.

o))



2

It has becoming increasingly clear in the last 2 years that the
grid is vulnerable to cyber attacks and to other threats from terror-
ists, criminals, and hostile states. Over 2 years ago, the Depart-
ment of Homeland Security revealed the so-called “Aurora vulner-
ability” through which hackers could use communications networks
to physically destroy electric generators, transformers, and other
critical assets.

We know that the cyber system controlling the grid and other
critical infrastructure are continuously probed by outside parties.
Just last week, the U.S.-China Commission reported on China’s
deep involvement in cyber espionage. In addition, new risks are
coming to light, such as grid control systems vulnerability, to port-
able weapons that use high-powered radio frequency, or micro-
waves to destroy electronic equipment. Some of these
vulnerabilities could worsen if we don’t implement smart grid tech-
nologies in a smart way.

This past Thursday, I was joined by a number of other members
of this subcommittee at a classified briefing on grid security. I as-
sure you, the vulnerabilities of the grid are every bit as urgent as
the weaknesses in transportation security that were so tragically
revealed by the events of September 11th. A coordinated attack on
the grid could literally shut down the U.S. economy, putting lives
at risk and costing tens of billions of dollars. Moreover, unlike a
storm knocking out power lines that can be replaced in a matter
of days, an attack on the grid could result in damage requiring
months or years to fix.

There is broad agreement that to meet these challenges we need
new Federal authorities and mandates. The status quo for Federal
regulation in this area, which relies exclusively on industry devel-
opment or consensus reliability standards through the North Amer-
ican Electric Reliability Corporation, is inadequate.

That said, tough questions remain as to precisely what shape
any new authorities and mandates should take. This morning we
will consider two bills that address these issues: one sponsored by
Mr. Barrow, which Chairman Waxman and I have cosponsored;
and a second sponsored by Homeland Security Committee Chair-
man Bennie Thompson.

[The information follows:]
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To amend Part I1 of the Federal Power Act to address known evbersceurity
threats to the relinbility of the bulk power system, and to provide emer-
geney authority to address future evbersecurity threats to the reliability
of the butk power svstem, and for other purposes.

IN THE HOUSE OF REPRESENTATIVES

APRIL 29, 2009
Mr, Bagrow (for himself, My, Markey of Massachusetts, and My, WaAXMAXN)
introduced the following bill; whieh was veferred to the Committee on En-
ergy and Commerce

A BILL

To amend Part II of the Federal Power Act to address
known cybersecurity threats to the reliability of the bulk
power system, and fo provide emergency authority to
address future evbersecurity threats to the reliability of
the bulk power svstem, and for other purposes.

1 3e it enacted by the Senate and House of Representa-
tives of the United States of America in Congress assembled,
SECTION 1. SHORT TITLE.

This Act may be cited as the “Bulk Power System

Protection Aet of 20097,

SEC. 2. FINDINGS.

~ N W B W N

The Congress finds that—
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(1) it is in the public interest to require the

Federal Energv Regulatory Commission to promptly

order measures to address known ecvbersecurity

threats to the reliability of the electric bulk power

svstem; and

(2) the Commission must have the necessary

emergency authority to respond promptly to future

evbersecurity threats that could compromise reli-
ability of the bulk power system.

SEC. 3. PROTECTION OF BULK POWER SYSTEM FROM CY-
BERSECURITY THREATS.

(a) IN GENERAL.—Part II of the Federal Power Act
is amended by adding the following new section after see-
tion 215:

“SEC. 215A. EMERGENCY AUTHORITY TO ADDRESS CYBER-
SECURITY THREATS TO THE BULK POWER
SYSTEM.

“(a) DEFINITIONS.—For purposes of this section:
“(1) The terms ‘rehability standard’, ‘bulk
power system’, ‘reliable operation’, ‘evbersecurity in-
cident’, ‘Electric Reliability Organization’, ‘regional
entity’, and ‘owners, users or operators’ shall have

the same meaning as when used in section 215.

“(2) The term ‘cybersecurity threat’ means that

there is credible information or evidence of—

*HR 2165 IH
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“(A) a likelihood of a malicious act that
could disrupt the operation of those program-
mable electronic devices and communications
networks including hardware, software and data
that are essential to the reliable operation of
the bulk power svstem; and
“(B) a substantial possibility of disruption
to the operation of such devices and networks
in the event of such a malicious act.

“(3) CLASSIFIED INFORMATION.—The term
‘classified information’ means any information that
has been determined pursuant to Executive Order
12958, as amended, or successor orders, or the
Atomie Energy Act of 1954, to require protection
against unauthorized disclosure and that is so des-
ignated.

“(4) SEXNSITIVE CYBERSECURITY INFORMA-
TION.—The term ‘sensitive cvbersecurity informa-
tion” means unclassified mformation that, if an un-
authorized disclosure is made, eould be used in a
malicious manner to impair the reliability or oper-
ations of the bulk power system or the supply of
electricity to the bulk power system.

“(5) The term ‘Seeretary’ means the Secretary

of Energy.

*HR 2165 IH
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“(by INTERIM AUTHORITY TO ADDRESS IEXISTING
CYBERSECURITY THREATS.—

“(1) IN GENERAL.—After notice and oppor-

tunity for comment, and after consultation with ap-
propriate governmental authorities in Canada and
Mexico (subject to adequate protections against in-
appropriate disclosure of security-sensitive informa-
tion), the Commission shall establish, by rule or
order, within 120 days after enactment of this sec-
tion, such measures or actions as are necessary to
protect the reliability of the bulk power system
against the eybersecurity threats resulting from—
“(A) the vulnerabilities identified in the
June 21, 2007, communication to certain ‘Elec-
tricity Sector Owners and Operators’ from the
North American Electrie Reliability Corpora-
tion, acting in its capacity as the Eleetrieity
Seetor Information Sharing and Analysis Cen-
ter; and
“(B) related remote access issues.
Such measures or actions may be required of any
owner, user, or operator of the bulk power svstem

within the United States.

“(2) ADDITIONAL ORDERS.—Until sueh time as

the interim reliability measures or actions ordered

«HR 2165 IH
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under this subsection are replaced by cvbersecurity
reliability standards developed, approved, and imple-
mented pursuant to section 215, the Commission
may issue additional orders to supplement the initial
rule or order issued under this subsection only if
based on subsequent information or petition from an
affected entity, the Commission determines that
clarification or refinements to the originally ordered
measures or actions are necessary to ensure that the
threats are adequately and appropriately addressed.
Any such additional orders shall be preceded by no-
tice and opportunity for comment.

“(e) FUTURE EMERGENCIES INVOLVING IMMINENT

CYBERSECURITY THREATS.—

“(1) AUTHORITY TO ADDRESS IMMINENT (Y-

BERSECTURITY THREATS.—Whenever the President

issues amd provides to the Commission (either di-
rectly or through the Secretary) a written directive
or determination that an imminent cyvbersecurity
threat to the reliabilitv of the bulk power syvstem ex-
ists, the Commission may on its own motion, with or
without notice, hearing, or report issue such orders
for emergency measures or actions as are necessary
in its judgment to protect the reliability of the bulk

power system against such threat.

*HR 2165 IH
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“(2) CoNSULTATION.—Before acting under this
subsection, to the extent feasible, taking into ac-
count the nature of the threat and wrgency of need
for action, the Commission shall consult with appro-
priate governmental authorities in Canada and Mex-
ico (subject to adequate protections against inappro-
priate disclosure of security-sensitive information),
entities deseribed in paragraph (3), and officals at
other Federal agencies, including the Secretary, as
appropriate, regarding implementation of measures
or actions that will effectively address the identified
threat.
“(3) APPLICATION OF EMERGENCY MEAS-

URES.

An order for emergency actions or measures
under this subsection may apply to—
“(A) the Electric Relability Organization
referred to in section 215,
“(B) a regional entity with respect to the
Tnited States operations of the Electric Reli-
ability Organization,
“(C) the regional entity, or
(D) any owner, user, or operator of the
bulk power system within the United States.

“(d) DISCONTINUANCE OF INTERIM MEASURES.—

The Commission shall issue an order discontinuing any

«HR 2165 IH
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1 measures or actions ordered under subsection (b) upon the

2 earliest of the following:

3 “(1) When the President (either directly or
4 through the Secretary of Energy) issues a written
5 order or direetive provided to the Commission to the
6 effect that the threat to the bulk power system that
7 requires such measures, or actions no longer exists.
8 “(2) When the Commission determines in writ-
9 ing that the ordered measures or actions are no
10 longer needed fo address the identified threat.

11 “(3) When a reliability standard developed and
12 approved pursuant to section 215 is mmplemented to
13 address the identified threat.

14 “(4) One year after the issuance of an order
15 under subsections (b} unless the President {either
16 direetly or through the Seeretary) issues a deter-
17 mination affirming the continuing nature of the
18 threat. A determination issued under this paragraph
19 shall expire upon the implementation of a standard
20 under section 215 to address the identified threat.

21 The Commission shall issue such order to be effective
22 within 30 days of the relevant triggering event set out in
23 paragraphs (1) through (4).

24 “(e) DISCONTINUANCE  0F EMERGENCY MEAS-

25 URres.—The Commission shall issue an order dis-

«HR 2165 ITH



10

8

1 continuing any measures or actions ordered under sub-

2 section {¢) upon the earliest of the following:

21

“(1) When the President (either directly or
through the Secretary of Energy) issues a written
order or directive provided to the Commission to the
effect that the threat to the bulk power system that
requires such measures, or actions no longer exists.

“(2) When the Commission determines in writ-
ing that the ordered measures or actions are no
longer needed to address the identified threat.

“(3) When a reliability standard developed and
approved pursuant to section 215 is implemented to
address the identified threat.

“(4) With respect to orders under subseetion
(¢), one year after the issuance of an order unless
the President (either directly or through the Sec-
retary) issues a determination reaffirming the con-
tinning nature of the threat. A determination issued
under this paragraph shall expire upon the imple-
mentation of a standard under section 215 to ad-

dress the identified threat.

22 The Commission shall issue such order to be effective

23 within 30 days of the relevant triggering event set out in

24 paragraphs (1) through (4).

«HR 2165 IH
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1 “(f) PROTECTION OF UNCLASSIFIED SENSITIVE (Y-
2 BERSECURITY INPORMATION.—

3 “(1) CONFIDENTIALITY PROCEDURES.—After
4 notice and opportunity for comment, the Conunis-
5 sion shall promulgate rules and proeedures to pro-
6 hibit the unauthorized disclosure of unclassified sen-
7 sitive evbersecurity information—

8 “({A) which was developed or used in con-
9 nection with the implementation of this section,
10 “(B) which specifically discusses cvhersecu-
11 rity threats, vulnerabilities, mitigation plans or
12 security procedures, and

13 ) the unauthorized disclosure of which
14 could be used in a malicious manner to impair
15 the reliability or operations of the bulk power
16 svstem or the supply of electricity to the bulk
17 power system.

18 Such rules and procedures shall require the mven-
19 tory and safeguarding of such information during its
20 ereation, storage and transmittal by the Commission
21 or by any other entity, including any vendor, con-
22 tractor or consultant.
23 “(2) LIMITED DISCLOSURE TO ENTITIES SUB-
24 JECT TO COMMISSION ACTION.—In the rules and
25 procedures promulgated under paragraph (1), the

HR 2165 IH
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Commission shall authorize the release of sensitive
evbersecurity information to entities subjeet to Com-
mission action under this section and to their em-
plovees, contractors and third-party representatives,
to the extent necessarv to enable such entities to im-
plement Commission tules, orders or measures. En-
tities originating, receiving or possessing such infor-
mation shall comply with Commission rules and pro-
cedures to limit diselosure of sueh information to
any other entities that have been determined to have
a need to know, have exeeuted non disclosure agree-
ments, and have been deemed by the entity to be
trustworthy and reliable. Any enfity which signed
such non disclosure agreement and was found by the
Commission or by another entity subject to this sec-
tion to have improperly disclosed sensitive cybersecu-
rity information shall thereafter be denied aceess to
such information, and the Commission shall suspend
abilitv of the entity disclosing such information to
appear hefore the Commission. The sanctions under
this paragraph against any individual or other entity
shall be in addition to, and not in lieu of, any other
actions Commission is authorized to take pursuant
to section 316A for failure to comply with the rules

or procedures established by the Commission under

«HR 2165 TH
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this section. Information designated seusitive cyber-
security information pursuant to this section shall
not be subject to disclosure under the Freedom of

Information Act (5 U.S.C. 552).

“(3) LIMITATIONS.

“(A) The Commussion shall consult with
national security or national intelligence agen-
cies, as appropriate, for purposes of designating
certain information as sensitive cybersecurity
information, but shall not designate as sensitive
evbersecurity information any information that
has been classified by another Federal ageney.

“(B) Nothing m this section shall be con-
strued to authorize the withholding of informa-
tion from the committees of the Congress with
jurisdiction over the Commission or the Comp-
troller General.

“(Cy In promulgating and implementing
rules and procedures under this section, the
Conunission shall proteet from disclosure only
the minimum amount of sensitive cybersecurity
information necessary to protect the reliability
or operations of the bulk power system or the
supply of electricity to the bulk power system.

The Commission shall segregate sensitive cvber-

«HR 2165 IH
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security information within documents, elee-
tronic communications, and rules, orders or
records associated with such rules and orders,
wherever feasible, to facilitate disclosure of in-
formation which is not designated as sensitive
evbersecurity mformation.

“(D) Information may not be designated
as sensitive cybersecurity information for longer
than 10 vears, unless specifically redesignated
by the Commission.

“(E) The Commission is authorized to re-
move the designation of sensitive eybersecurity
information, in whole or in part, from a docu-
ment or electronic communication if the unau-
thorized disclosure could not be used to impair
the reliability or operations of the bulk power
svstem or the supply of electricity to the bulk
power systeni.

“(4) CONSISTENCY OF MARKINGS.—The Com-

mission is authorized to place markings on docu-
ments, in whole or in part, which designate the de-
gree of sensitivity and limitations on dissemination.
Regulations and related procedures may be modified,

as appropriate, to ensure consistency with applicable

«HR 2165 TH
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Executive Orders or laws pertaining to controlled
unelassified mformation.
“(5) NONDISCLOSURE OF SENSITIVE CYBERSE-

CURITY INFORMATION IN RULES OR ORDERS.—If a

rule or order issued pursuant to this section contains
sensitive evhersecurity information or if information
in the record associated with such rule or order con-
stitutes sensitive evbersecurity information, the
Commission may make the rule, order or informa-
tion non-publie in whole or in part. The Commission
may disclose such non-publie rule, order or informa-
tion to entities other than the recipient of the rule
or order, as the Comumission deems necessary, to
carry out the rule or order and protect the reliability
of the bulk power system.

“(6) JUDICIAL REVIEW OF DESIGNATIONS.—
Any determination by the Commission conecerning
the designation of sensitive evbersecurity informa-
tion shall be subject to judicial review pursuant to
subsection (a)(4)(B) of section 552 of title 5 of the
United States Code.

“{g) ReEviEw.—The Commission shall act expedi-

23 tiously to resolve all applications for rehearing of orders

24 issued pursuant to this section which are filed under see-

25 tion 313(a). Any person or other entity seeking judiecial

*HR 2165 TH
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review pursnant to section 313 may obtain such review
only in the United States Court of Appeals for the District
of Columbia Cireuit. In the case of any petition for review
involving rules or orders containing or relating to security-
sensitive information, the Commission and parties shall
develop with the court appropriate measures to ensure the
confidentiality of such information, including, but not lim-
ited to, court filings under seal or otherwise in non-public
forn, or judicial review in camera.

“(h) EXFORCEMENT DISCRETION.—The Commission
18 aathorized to impose penalties pursuant to section 316A
for any violation of a rule or order of the Commission
under this section. The Commission shall exercise its dis-
cretion in engaging in enforcement actions under this see-
tion to recognize good faith efforts to comply with direc-
tives of the Commission.

“(1) PapERWORK RepuctTioN.—Chapter 35 of title
44, United States Code (44 U.S.C. 3501 et seq.) (com-
monly referred to as the ‘Paperwork Reduction Act’) shall
not apply to collections of information that relate to meas-
ures or actions deseribed i this section.

“(3) PROVISION OF ASSISTANCE TO INDUSTRY 1IN
MEETING CYBERSECURITY PROTECTION NEEDS.—

“(1) EXPERTISE AND RESOURCES.~—The See-

retary shall establish a program to develop expertise

+HR 2165 H
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and identifv technical and electronic resources, in-
cluding hardware, software and system equipment,
helpful to evbersecurity protection of the electric
grid and all electrie systems, mncluding distribution-
level electric systems.

“(2)  SHARING  BEXPERTISE.—The Secretary
shall offer to share such expertise through consulta-
tion and assistance with any owner, operator, or
user of the bulk power system, to any owner or oper-
ator of an electricity distribution system located in
the United States whether or not connected to the
bulk power syvstem, and specifically to any owner or
operator of an electricity distribution svstem that
may provide electricity to national defense and other
eritical-infrastructure facilities of the United States.

“(3) Prioriry.—The Secretary shall consult
with the Comumission, the Secretary of Defense, the
Secretary of Homeland Security, and other Federal
agencies to confirm the identity of States and elec-
tric svstems serving such national defense and erit-
ical-infrastructure facilities, and shall assign higher
priority to such States and syvstems in offering such
support.

“(4) CLEARANCES.—The Secretary shall facili-

tate the aequisition by keyv security personnel of any
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electric entity affected by this subsection of suffi-
cient security clearances to allow such personnel ac-
cess to information that would enable optimum un-
derstanding of cvbersecurity threats and ability to
respond.

“(5) DEFENSE FACILITIES.

‘Within one vear of
the date of enactment of this section, the States of
Alaska and Hawail and the Territory of Guam shall
prepare, in consultation with the Secretary of En-
ergv, the Secretary of Defense, and the electric utili-
ties that serve national defense facilities in those ju-
risdictions, a ecomprehensive plan, to be implemented
by the relevant State and territorial governmental
authorities, identifving the emergency measures or
actions that will be taken to protect the reliability of
the electrie power supply of the national defense fa-
cilities located in those jurisdictions in the event of
an imminent cybersecurity threat. A copv of each
such plan shall be provided to the Secretary of En-
ergy and the Secretary of Defense.”.

(h) CONFORMING AMENDMENT.—Section 201(b)(2)

22 of the Federal Power Act is amended by inserting “215A"

23 after “2157.
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To amend the Federal Power Act to provide additional authorities to ade-

Mr,

To

quately protect the evitical electrie infrastructure against evber attack,
and for other purposes.

IN THE HOUSE OF REPRESENTATIVES

APRIL 30, 2009

THoMPSON of Mississippt (for himself, Mr. KNG of New York, Ms.
Crarks, Mr. DaNieL E. Luxerex of California, Ms. JACKSON-LEE of
Texas, Ms. LORETTA Saxcugez of California, Ms. Haraaw, AMr
CUELLAR, Mr. CARNEY, Ms. Z0E LOFGREN of California, Mr. PASCRELL,
Mr. LrgAx, and Mr. LANGEVIY) introduced the following bill; which was
referred to the Committee on Energy and Commerce, and in addition to
the Committec on Homeland Security, for a period to be subsequently de-
termined by the Speaker, in cach case for consideration of such provisions
as fall within the jurisdiction of the committee concerned

A BILL

amend the Federal Power Act to provide additional au-
thorities to adequately protect the eritical electrie infra-
structure against cyber attack, and for other purposes.

Be it enacted by the Senate and House of Representa-
tives of the United States of America in Congress assembled,

SECTION 1. CRITICAL ELECTRIC INFRASTRUCTURE.

(a) FINDINGS.
(1) The eritical electric mfrastructure of the

United States and Canada has more than $1 trillion
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in asset value, more than 200,000 miles of trans-
mission lines, and more than 800,000 megawatts of
generating capability, serving over 300 million peo-
ple.

(2) The effective functioning of this infrastruc-
ture is highly dependent on computer-based eontrol
systems that are used to monitor and manage sen-
sitive processes and physical funetions.

(3) These control systems are becoming increas-
ingly eonnected to open networks, such as corporate
intranets and the Internet. According to the Depart-
ment of Homeland Security’s United States Com-
puter Emergency Readiness Team (“US-CERT"),
this transition towards widely used technologies and
open connectivity exposes control systems to the
ever-present c¢yber risks that exist in the information
technology world in addition to control system spe-
cific risks.

(4) Malicious actors pose a significant risk to
this infrastructure. The Federal Bureau of Inves-
tigation (“FBI”) has identified multiple sources of
threats, including foreign nation states, domestic
criminals and hackers, and disgruntled emplovees.

(5) Intentional or naturally occurring Electro-

magnetic Pulse (“EMP") events also threaten erit-

+HR 2195 TH
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ical eleetric infrastructure. The Commission to As-
sess the Threat to the United States from EMP At-
tack reported in 2008 that an EMP attack could
cause significant damage or disruption to ecritical
electric nfrastracture and other eritical infrastrue-
ture due to the widespread use of Supervisory Con-
trol and Data Acquisition (“SCADA”) systems. The
National Academy of Sciences also reported in 2008
that Severe Space Weather Ivents could produce
similar results.

(6) The Department of Homeland Security’s
Control Systems Security Program is designed to in-
crease the reliability, security, and resilience of con-
trol systems to guard against and enhance domestic
preparedness for and collective response to a cyber
attack by a terrorist or other person. This is done
by developing voluntary evber risk reduetion prod-
uets, supporting the Department of Homeland Secu-
ritv’s Industrial Control Systems Computer Emer-
gency Response Team (“ICS-CERT”) in developing
vulnerability mitigation recommendations and strate-
gies, and coordinating and leveraging activities for
improving the Nation’s eritical infrastructure secu-

rity posture.

+HR 2195 TH
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(7) According to recent news reports, the elec-
tronie control svstems of the electrical system in the
United States have been routinely penetrated and
compromised. According to current and former na-
tional security officials, ¢yber spies from China, Rus-
sia, and other countries have penetrated the United
States eleetrical system in order to map the svstem,
and have left behind software programs that could
be used to disrupt and disable the system.

(8) In the interest of national security, and to
enhance domestic preparedness for and collective re-
sponse to a cyber attack by a terrorist or other per-
son, a statutorv mechanism is necessary to protect
the eritical electric infrastructure against cyber
threats.

(9) In spite of existing mandatory eybersecurity
standards, a report from the North American Elec-
trie Reliability Corporation (“NERC”) suggests that
many utilities are underreporting their assets, poten-
tially to avoid compliance requirements. In April
2009, NERC reported that only 23 pereent of re-
sponding utilities identified a “Critieal Cyber Asset”
as required by NERC Reliability Standard 002-1.
According to NERC, the results of this survev sug-

gest that utilities may not have identified certain

«HR 2195 IH
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qualifving assets as “‘Critical’”. NERC requested

that entities take a fresh, comprehensive look at

their methodology in order to identify and secure
more Critical Cyber Assets.
(10) On May 21, 2008, in testimony before the

House Committee on Homeland Security, Joseph

Kelliher, then-Chairman of the Federal Energy Reg-

ulatory Commission (“‘the Comumission”), stated that

his agenev is in need of additional legal authorities
to adequately protect the electric power svstem
against cyvber attack.

(b) RESEARCT ON CYBER COMPROMISE OF CRITICAL
ELECTRIC INFRASTRUCTURE.—(1) Pursuant to seetion
201 of the Homeland Security Act of 2002 (6 U.S.C. 121)
and m furtherance of domestic preparedness for and col-
lective response to a cyber attack by a terrorist or other
person, the Secretary of Homeland Security, working with
other national security and intelligence agencies, shall con-
duct research and determine if the security of federally
owned programmable electronic devices and communica-
tion networks (including hardware, software, and data) es-
sential to the reliable operation of critical electrie infra-
structure have been eompromised.

(2) The scope of the research referred to in para-

oraph (1) shall include: the extent of compromise, identi-

*HR 2195 IH
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fication of attackers, the method of penetration, ramifica-
tions of the compromise on future operations of critical
electrie infrastructure, secondary ramifications of the com-
promise on other critical infrastructure sectors and the
functioning of civil society, ramifications of compromise
on national security, including war fighting capability, and
recommended mitigation activities.

(3) The Secretary of Homeland Security shall report
the findings to the appropriate committees of Congress,
including the Committee on Homeland Security of the
House of Representatives and the Homeland Security and
Governmental Affairs Committee of the Senate. The re-
port may contain a classified annex.

(¢) FEDERAL POWER ACT AMENDMENT.—Part 11 of
the Federal Power Act (16 U.S.C. 791a and following)
is amended by adding the following new sections at the
end thereof:

“SEC. 224 CRITICAL INFRASTRUCTURE.

“(a) DEFINITIONS.—For purposes of this section:

“(1) CRITICAL ELECTRIC INFRASTRUCTURE.
The term ‘eritical electric infrastrueture’ means svs-
tems and assets, whether physical or ¢yber used for
the generation, transmission, distribution, or meter-
ing of eleetrie energv that, in the determination of

the Comumission, in consultation with the Secretary

«HR 2195 IH
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of Homeland Security and other national security
agencies, are so vital to the United States that the
incapacity or destruction of such systems and assets,
either alone or in combination with the fatlure of
other assets, would cause significant harm to the se-
curity, national or regional economie security, or na-
tional or regional public health or safety.

“(2) CRITICAL ELECTRIC INFRASTRUCTURE IN-
FORMATION. —The term ‘eritical electrie infrastruc-
ture information’ means critical infrastructure infor-
mation related to eritical electric infrastructure.

“(3)  CRITICAL INFRASTRUCTURE INFORMA-
TION.—The term ‘eritical infrastructure information’
has the same meaning as is given that term in sec-
tion 212(3) of the Critical Infrastructure Informa-
tion Act of 2002 (6 U.8.C. 131(3)).

“(4) CYBER THREAT.—The term ‘evber threat’
means any act by a terrorist or other person that
disrupts, attempts to disrupt, or poses a significant
risk of disruption to the operation of programmable
electronic devices and communication networks (in-
cluding hardware, software, and data) essential to
the reliable operation of eritical electric infrastruc-

ture.

«HR 2195 IH
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1 “(5) CYBER VULNERABILITY.—The term ‘cvber
2 vulnerability’ means any weakness that, if exploited
3 by a terrorist or other person, poses a significant
4 risk of disruption to the operation of programmable
5 electronic devices and communication networks (in-
6 clading hardware, software, and data) essential to
7 the reliable operation of critical electric infrastrue-
8 ture.

9 “(b) ASSESSMENT, REPORT, AND DETERMINA-
10 TI0N.—

11 “(1) In GENERAL.—Pursuant to section 201 of
12 the Homeland Security Act of 2002 (6 U.S.C. 121),
13 the Secretarv of Homeland Security shall assess
14 evber vulnerabilities or threats to critical infrastruc-
15 ture, ineluding critical eleetric infrastructure and ad-
16 vanced metering infrastructure, on an ongoing basis
17 and produce reports, including recommendations, on
18 a periodic basis for the purposes of homeland secu-
19 rity, including the enhancement of domestic pre-
20 paredness for and collective response to a cyber at-
21 tack by a terrorist, nation-state, or other person,
22 and for other purposes.
23 “(2) ELEMENTS OF THE REPORT.—The Sec-
24 retary shall—

«HR 2195 IH
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“(A) include in the reports under this sec-
tion findings regarding a evber vulnerability or
terrorist threat or potential terrorist threat, and

a nation-state threat or potential threat to erit-

ical electrie infrastructure; and

“(B) provide recommendations regarding
actions that may be performed to enhance indi-
vidualized and collective domestic preparedness
and response to the eyber vulnerability or ter-
rorist or nation-state.

“(3) TRANSMITTAL OF REPORT.—The Sec-
retary of Homeland Security shall transmit reports
prepared in response to the cvher vulnerability or
threat to the Commission and the appropriate com-
mittees of Congress, including the Committee on
Homeland Security of the House of Representatives
and the Homeland Security and Governmental Af-
fairs Committee of the Senate, of the Secretary’s de-
terminations under this section. Kach such report
may contain a classified annex.

“(4) TIMELY DETERMINATION.—If, in carrving
out the assessment required under paragraph (1),
the Secretary of Homeland Security determines that
a significant evber vulnerability or threat to eritical

electric infrastructure has been identified, the See-

«HR 2195 TH
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retary of Homeland Security shall commmunicate such
a determination to the Commission in a timely man-
ner. The Secretary of Homeland Security may incor-
porate intelligence or information received from
other national security or intelligence agencies in
making such determination.

“le) COMMISSION AUTHORITY —

“(1) ISSUANCE OF RULES OR ORDERS.—Fol-
lowing receipt of a finding under subsection (b), the
Commission shall issue (and from time to time
thereafter amend) such rules or orders as are nec-
essary to protect eritical electric mfrastructure
against vulnerabilities or threats.

“(2) EMERGENCY PROCEDURES.—The Commis-
sion may issue, in consultation with the Seeretary of
Homeland Security, a rule or order under this sec-
tion without prior notice or hearing if it determines
the rule or order nmst be issued immediately to pro-
tect eritical electrie infrastructure from an imminent
threat or vulnerability.

“(d) DrraTioN OF EMERGENCY RULES OrR ORr-

DERS.—Any rule or order issued by the Commission with-
out prior notice or hearing under subsection (¢)(2) shall
remain effective for not more than 90 days unless, during

such 90 days, the Commission gives interested persons an

«HR 2195 IH
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11
opportunity to submit written data, views, or arguments
(with or without opportunity for oral presentation) and af-
firms, amends, or repeals the rule or order.

“(e) JURISDICTION ~—Notwithstanding section 201,
the provisions of this section shall apply to any entity that
owns, controls, or operates critical electric infrastructure,
and such entities shall be subject to the jurisdiction of the
Commission for purposes of carrving out this section and
for purposes of applving the enforcement authorities of
this Aet with respect to such provisions, but shall not
make an electrie utility or any other entity subject to the
jurisdiction of the Comunission for any other purposes.

“(f) PROTECTION OF CRITICAL ELECTRIC INFRA-
STRUCTURE INFORMATION.—The provisions of section
214 of the Homeland Security Act of 2002 (6 U.S.C. 133)
shall apply to critical electric infrastructure information
submitted to the Commission under this section to the
same extent that thev apply to ecritical infrastructure in-
formation voluntarily submitted to the Department of
Homeland Security under that Act (6 U.S.C. 101 and fol-

lowing).

«HR 2195 IH



N e = Y I " S

|1 T N S N T N o e e S e G
W N == O T e N B W = O

24
25
26

30
12

“SEC. 224B. PROTECTION AGAINST KNOWN CYBER

VULNERABILITIES OR THREATS TO THE

CRITICAL ELECTRIC INFRASTRUCTURE.

“(a) INTERIM MEASURES.—After notice and oppor-
tunity for eomment, the Commission shall establish, in
consultation with the Secretary of Homeland Security, by
rule or order, within 120 days of enactment of this section,
such mandatory interim measures as are neeessary to pro-
teet against known cvber vulnerabilities or threats to the
reliable operation of the ecritical electric infrastructure in
the United States. Such interim reliability measures:

“(1) shall serve to supplement, replace, or mod-
ifv eyvbersecurity reliability standards that, as of the
date of enactment of this section, were in effect pur-
suant to section 215, but that are determined by the
Commission, in consultation with the Secretary of
Homeland Seeurity and other national security agen-
cies, to be inadequate to address known cyber
vulnerabilities or threats; and

“(2) may be replaced by new cyvbersecurity reli-
ability standards that are developed and approved
pursuant to section 215 following the date of enact-
ment of this section.

“b) Praxs.—The rule or order issued under this
subsection may require any owner, user or operator of erit-
ical electric infrastrueture in the United States to develop

«HR 2195 IH
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a plan to address cyber valnerabilities or threats identified
by the Commission and to submit such plan to the Com-
mission for approval.”.
SEC. 2. EVALUATION OF EXISTING AUTHORITIES.

Section 214 of title II, subtitle B of the Homeland
Security Aet of 2002 (6 U.8.C. 133(1)) 1s amended by add-
ing at the end the following:

“(1) REVIEW OF AUTHORITIES TO PrOTECT CRIT-

1CAL INFRASTRUCTURE.—The Secretary of Homeland Se-

curity shall evaluate the capacity and authority of the De-
partment of Homeland Security and other Federal agen-
¢les to ensure the security and resilience of electronic de-
vices and eommunication networks essential to each of the
critical infrastructure sectors identified pursuant to
Homeland Security Presidential Directive 7 against a
cyber attack by a terrorist, nation-state, or other person,
for the purpose of enhancing domestic preparedness for,
and collective response to, a cyber attack by a terrorist,
nation-state, or other person and to enhance the Nation's
homeland security posture.”.

O
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Mr. MARKEY. I commend Mr. Barrow and Chairman Thompson
for their leadership on this critical issue.

I think it is fair to say that the Barrow bill, of which I am a co-
sponsor, would establish the minimum new authority that all par-
ties, including the utility industry and State regulators, agree is
necessary. However, many parties argue persuasively that we must
go further in order to adequately address the threats before us. I
have kept an open mind on these issues, and I urge the other mem-
bers of this subcommittee to do likewise.

I am committed to working closely with Mr. Upton and Mr. Bar-
ton, along with Mr. Barrow and Chairman Waxman and all the
other members of the committee, to move strong grid security legis-
lation as soon as possible. This hearing represents an important
first step in that direction.

I thank the witnesses for joining us. I look forward to your testi-
mony.

And now I turn and recognize the ranking member of the com-
mittee, Mr. Upton.

OPENING STATEMENT OF HON. FRED UPTON, A REPRESENTA-
TIVE IN CONGRESS FROM THE STATE OF MICHIGAN

Mr. UpToN. Well, thank you, Mr. Chairman. And I do want to
thank you for holding this very important hearing. We appreciate
our witnesses joining us this morning, as well.

The House Homeland Security Committee has examined this
issue, focusing on the vulnerability in electric generator control sys-
tems which could allow remote access, enabling a bad actor to re-
motely destroy a generator. We have also begun to look at these
issues here, including classified hearings with the Department of
Defense and Homeland Security, FERC, and others just last week.

Today, we will seek additional answers, with a focus on the most
productive way to ensure the security of our energy infrastructure.
I know we can work together on bipartisan legislation to address
this very, very serious issue.

It is my hope that legislation to protect our critical infrastructure
will also include Alaska, Hawaii, and our territories. Currently,
NERC does not cover those areas, and our critical national security
assets, particularly in Alaska and Hawaii, are too important to ig-
nore.

Domestic infrastructure should be protected for cybersecurity
generally, in addition to physical and electromagnetic threats. Ad-
ditionally, I don’t think it is enough to just cover the bulk power
system; we also must include the distribution system. It has be-
come clear that the distribution system outages and vulnerabilities
can lead to problems with the bulk power system, and critical de-
fense facilities are connected at the distribution level.

There is no question that this legislation should be comprehen-
sive. We should seek to fill as many security gaps as possible. The
threats that we face are too serious and abundant to only address
a small portion of our vulnerability. The stakes could not be higher.

And, as we know, security is not free. There will be a cost to pro-
tecting our critical energy and national defense infrastructure. Our
legislation should provide a mechanism by which all generators, re-
gardless of whether or not they are rate-regulated by a State PUC,
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are capable of covering the cost of investments that they are re-
quired to make in the name of protecting the national security of
the U.S.

The security of our Nation’s energy infrastructure from attack is
one of the most important issues that our committee will address.
It is not an issue that we can take lightly or cover in just one hear-
ing.

Energy has certainly been one of the leading issues debated in
Congress this year, rightfully so. Energy literally powers our econ-
omy. Even small price spikes and supply disruptions can wreak
havoc on the economy. It is imperative that the security of our Na-
tion’s energy infrastructure gets the attention it deserves.

I yield back.

Mr. MARKEY. The gentleman’s time has expired.

The Chair recognizes the gentleman from Michigan, chairman
emeritus of our committee, Mr. Dingell.

OPENING STATEMENT OF HON. JOHN D. DINGELL, A REP-
RESENTATIVE IN CONGRESS FROM THE STATE OF MICHI-
GAN

Mr. DINGELL. Mr. Chairman, thank you. I commend you for hold-
ing this hearing today. The reliability of this Nation’s electricity
grid in the face of its vulnerabilities to cybersecurity attacks is a
matter of the utmost interest and concern.

Mr. Chairman, I would note that the White House has indicated
that there will be a significant effort on the part of the administra-
tion to address the renewal of the grid. Therefore, this hearing
comes at a very important time because, in addition to addressing
the questions of efficiency of the grid, we can also see to it that
questions relative to the safety and security of the grid are also ad-
dressed.

If there were a successful remote cyber attack on a plant’s utility
control systems, we could face something more serious than a brief
brownout or blackout. The Idaho National Laboratory has shown
how a hacker can remotely turn a large generator into a smol-
dering scrap pile in just a few moments. Known as the “Aurora vul-
nerability,” this type of attack could destroy generating equipment
and impair the generation and delivery of electricity across the en-
tire area of North America for weeks or months, its consequences
cascading on consumers, on our economy, on our health care sys-
tem, and on our national defense assets, amongst other things.

These concerns are not just theoretical. It has been reported that
China, Russia, and other nations have conducted cyber probes of
the U.S. grid systems. Moreover, cyber attacks have actually been
conducted against critical infrastructure in other countries.

In response to the Department of Homeland Security’s worrying
about Aurora vulnerability, the North American Electric Reliability
Corporation, NERC, issued an advisory in June 2007 which out-
lined immediate and longer-term mitigation measures for utilities.
An FERC audit of 30 utilities found that, 2 years later, progress
had been made but that very significant issues still remain.

As the Electricity Reliability Organization designated under Sec-
tion 215 of the Energy Policy Act of 2005, NERC has developed re-
liability standards for critical infrastructure protection. However,
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there are significant gaps, given the nature of a national security
threat. We need to extend Federal authority to take emergency ac-
tions as necessary to protect the grid. I look forward to building a
bipartisan consensus on legislation which will ensure that the Fed-
eral Government has all the necessary powers to intervene when
there are emergencies that threaten the Nation’s electricity supply.

I also welcome our panel of witnesses. It is my hope that they
can inform us on whether emergency power should extend beyond
the bulk power system to utility systems in Alaska, Hawaii, Guam,
and in other American possessions or areas.

These powers should also be able to reach critical distribution
systems in places like the District of Columbia or New York City.
We want to be sure that the legislation addresses threats to the
electrical system and that the Federal Government is not improp-
erly hobbled by legal and jurisdictional boundaries in the case of
emergencies.

Thank you, Mr. Chairman.

Mr. MARKEY. Great. The gentleman’s time has expired.

The Chair recognizes the gentleman from Illinois, Mr. Shimkus.

OPENING STATEMENT OF HON. JOHN SHIMKUS, A REP-
RESENTATIVE IN CONGRESS FROM THE STATE OF ILLINOIS

Mr. SHIMKUS. Thank you, Mr. Chairman.

I, too, concur that this is a very important meeting, and I appre-
ciate you all coming to help us sort through this.

You know, I had recently retired, about a year ago, from the
Army Reserves. I served 3 years actively in West Germany. And,
throughout my years here, I have always followed up on comments
about the electromagnetic pulse concern, whether from natural oc-
currences or ships or a nuclear burst.

And we have always talked about smart metering is like the
Holy Grail of energy efficiency. I think some people would argue
that we set ourselves more at risk on some of this if it is an inten-
tional electromagnetic burst in the atmosphere because of the abil-
ity to fry out this smart metering in all these solid-state applica-
tions, and the recovery time would be much greater than if we kept
it simple.

So that will be my focus to debate, to hear, to try to figure out
what is good and how far should we go, but, again, being careful
that we don’t try to automate so much that we actually decrease
our ability to have a quick recovery, whether there be an inten-
tional electromagnetic pulse burst or something that will naturally
occur that will cause us great harm.

It was interesting, I heard a story out of St. Louis. I live close
to St. Louis, Missouri. The nuclear power plant in Missouri is still
on dial-up for its communications, just dial-up communications.
And one of the things that they mentioned was, well, they don’t
really want to be on broadband because they don’t want cybersecu-
rity issues, they don’t want some other types of concerns.

So it will be interesting to follow—again, this is all just basically
over-the-radio broadcast news, so I look forward to following that
up.

Thank you, Mr. Chairman. I yield back.
Mr. MARKEY. Great. The gentleman’s time has expired.
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The Chair recognizes the gentlelady from California, Ms. Matsui.

OPENING STATEMENT OF HON. DORIS O. MATSUI, A REP-
RESENTATIVE IN CONGRESS FROM THE STATE OF CALI-
FORNIA

Ms. MATsul. Thank you, Mr. Chairman, and thank you for call-
ing this hearing. I am very pleased to be here today and would just
take a couple minutes so we can continue on to the distinguished
witnesses.

I would like to thank today’s panelists for joining us to discuss
the security of our electric grid, with regard to the two pending
pieces of legislation. In particular, I would like to welcome my
friend and constituent, John DiStasio, general manager and CEO
of Sacramento Municipal Utility District, otherwise known as
SMUD, to today’s hearing.

John has served SMUD most admirably for nearly 30 years. He
originally joined the utility as a buyer for the district’s purchasing
department. He was promoted to the utility’s top post last year,
after serving as the assistant general manager since 2000 and
being awarded a number of customer service honors.

I look forward to hearing his views on ways in which we can leg-
islatively address cybersecurity issues in relation to protecting our
electric infrastructure.

Additionally, I look forward to hearing all of your expert opin-
ions. The expertise you share here will be useful throughout the
committee process and in considering these measures.

As we are aware, the world has become critically reliant on dig-
ital communications, making military targets, civilian infrastruc-
ture, particularly our electric grid, vulnerable to cyber attack. The
electric grid is a significant part of our country’s infrastructure.
Failure to take preventative steps to ensure its protection signifi-
cantly endangers our economy.

It 1s critical that we examine the existing regulatory authorities
that respond to threats aimed at our power system. And we need
to continually examine the expanding risk of cyber attacks and the
implications for traditional methods of deterrence. This committee
is well-positioned to examine this issue and has already suggested
one manner in which to address it. Together, we can ensure that
we have the tools and resources necessary to effectively defend our
electric infrastructure.

I look forward to hearing from the panelists on the bills before
us today and working with the committee and stakeholders on
these important matters. Once again, I thank you, Mr. Chairman,
for highlighting this important topic. And I yield back the balance
of my time.

Mr. MARKEY. The gentlelady’s time has expired.

The Chair recognizes the gentleman from Florida, Mr. Stearns.

OPENING STATEMENT OF HON. CLIFF STEARNS, A REP-
RESENTATIVE IN CONGRESS FROM THE STATE OF FLORIDA

Mr. STEARNS. Good morning. And thank you, Mr. Chairman, and
thank the ranking member, Mr. Upton, for calling this really im-
portant hearing, which basically is addressing the vulnerability of
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the Nation’s electrical grid to cyber attacks and the steps that are
needed to be taken to protect this critical infrastructure.

It has become apparent, I think, to all that our electric grid is
vulnerable to cyber attacks by terrorists and by other nations. Our
Nation’s infrastructure systems are heavily, obviously, reliant on
computer-based systems that are used to monitor and control sen-
sitive processes and physical functions. These systems were once
mostly closed proprietary operations but are increasingly con-
necting to open networks, like corporate intranets and the Internet.

The transition towards widely used technologies and open
connectivity exposes the control system to the ever-present cyber
risks that exist in the information technology world in addition to
control-system-specific tasks.

Driving such concerns are reports that malicious attacks are ris-
ing on specialized computer control systems that open and shut
valves on natural gas pipelines, throw circuit breakers on power
lines, and make telecommunications and defense networks, nuclear
power plants, and hydro dams do their jobs.

To address these vulnerabilities, the Institute for Human and
Machine Cognition, which is part of the Florida Institute of Tech-
nology and partnership thereof—Mr. Chairman, it is located in my
hometown of Ocala, Florida—is creating new processes for better
defending supervisory control and data acquisition systems,
SCADA, from attack. Such systems, known as SCADA, monitor
and report on the functions of closed computerized networks that
provide real-time data in the operation of these central facilities.

For example, SCADA networks could track something as simple
as a climate control system in an office building or monitor the key
workings of something as complex and expansive as a nuclear
power plant. SCADA networks are also widely used to control the
flow of oil and natural gas through pipelines, dams, and many non-
energy-related processes such as water and sewer lines, tele-
communication systems, and mass transit systems.

So, Mr. Chairman, I think this is a very good hearing, and I look
forward to our witnesses.

Mr. MARKEY. Great. The gentleman’s time has expired.

The Chair recognizes the gentleman from California, Mr. McNer-
ney.

OPENING STATEMENT OF HON. JERRY MCNERNEY, A REP-
RESENTATIVE IN CONGRESS FROM THE STATE OF CALI-
FORNIA

Mr. McNERNEY. Well, I want to thank you, Mr. Chairman, for
calling this meeting on the critical issue that is in front of us and
also a very fascinating issue.

I want to thank the witnesses. I have looked at your resumes,
and I am very pleased with the caliber of information you are going
to bring in front of us.

Mr. DiStasio, from my area in California, I appreciate your com-
ing out here today.

It amazes me that we have a network, a physical network, of
electrical system that serves our country that is vulnerable to cyber
attack that can bring down large portions of our country. So the
question is, what do we do about it? And we need to worry both
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about how to prevent attacks, how to make ourselves less vulner-
able, and also how to plan for contingencies if attacks are success-
fully carried out, both cyber and physical attacks.

So these are big issues. The issue is complicated, but we look for-
ward to getting some concrete ideas from you.

I want to thank Mr. Barrow for your leadership on this; Bennie
Thompson, who is not here, for his leadership. This is what we
need, this kind of forward-looking leadership.

So thank you all for coming, and I look forward to your testi-
mony.

Mr. MARKEY. The gentleman’s time has expired.

The gentlelady from Wisconsin, Ms. Baldwin, is recognized.

OPENING STATEMENT OF HON. TAMMY BALDWIN, A REP-
RESENTATIVE IN CONGRESS FROM THE STATE OF WIS-
CONSIN

Ms. BALDWIN. Thank you, Mr. Chairman, for holding this impor-
tant hearing on protecting the Nation’s electric grid from cyber at-
tacks and other threats.

The threat of someone with ill intent attacking and accessing the
control systems of electric generators or other equipment presents
a substantial concern that must be addressed. These cyber or other
forms of attacks, perpetrated with the intent to disrupt services in
the short term or wreak long-term havoc by damaging equipment,
could have a significant impact not only on our national security
but also our economic security. In fact, according to one estimate,
if a third of the country lost power for 3 months, the economic price
tag would be $700 billion.

The Idaho National Laboratory test, known as Aurora, which has
been cited a couple of times already, demonstrated how an attacker
could break into a control system and disrupt the grid. This test
highlighted the seriousness of a potential threat to our infrastruc-
ture and the urgency with which Congress and our Nation’s agen-
cies must act to mitigate any consequences.

As we consider the two bills before us, we must remember that
we have a responsibility to remain vigilant, to make sure that our
agencies have the proper tools to protect against cyber attacks, and
to ensure that industry is fully prepared to work in concert with
government to prevent any disruptions.

I look forward to hearing from our witnesses today about how we
can best address these reliability and security issues.

Thank you, Mr. Chairman. I yield back the balance of my time.

Mr. MARKEY. The gentlelady’s time has expired.

The gentleman from Georgia, the sponsor of this legislation, who
I would like to congratulate for his excellent efforts in this area,
is recognized for 2 minutes.

OPENING STATEMENT OF HON. JOHN BARROW, A REPRESENT-
ATIVE IN CONGRESS FROM THE STATE OF GEORGIA

Mr. BArRrOW. Well, thank you, Mr. Chairman. And thank you for
moving this legislation forward and for the opportunity to work to-
gether on this issue of critical importance to our homeland security.

I am a sponsor of H.R. 2165, the “Bulk Power System Protection
Act of 2009,” one of the subjects of today’s hearing, because I am
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convinced that the threats to our critical energy infrastructure are
every bit as real and every bit as dangerous as any threat we can
imagine. I am pleased that this Congress and this committee have
given this a high priority and will push forward to pass meaningful
legislation.

I obviously think that my bill is on the right track, but I am open
to new angles, incorporating new ideas into the mix. I encourage
my colleagues to cosponsor H.R. 2165, and let’s use it as a founda-
tion for working together on these solutions.

The key to sustainable security is that government and industry
identify and address evolving threats against our country together.
As our society becomes more and more reliant on technological ad-
vances, we actually become more and more vulnerable to debili-
tating attacks. This hearing is an important first step toward clos-
ing security gaps which threaten us. The time to act is now; the
American people expect it, and our national security demands it.

I thank the witnesses for being here today, and I thank the
chairman for the time. And I yield back the balance of my time.

Mr. MARKEY. I thank the gentleman for his work.

All time for opening statements has been completed.

Chairman Bennie Thompson, chairman of the Homeland Security
Committee and lead sponsor of H.R. 2195, one of the bills that we
are considering today, has submitted a written statement for the
record. I would like unanimous consent that that statement be en-
tered into the record.

Without objection, so ordered.

[The prepared statement of Mr. Thompson follows:]
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Statement for the Record
Chairman Bennie G. Thompson
U.S. House of Representatives Committee on Homeland Security

Hearing before the House Committee on Energy and Commerce
Subcommittee on Energy and Environment
October 27, 2009

L Introduction and Overview

Good morning. I"d like to begin by thanking Chairman Markey for allowing me
to submit a written statement on this critical issue of national security. I very much
appreciate his interest in the subject of cybersecurity as it relates to the electric grid, and I

commend him, Chairman Waxman, and the staff for their efforts in this area.

As Chairman of the Committee on Homeland Security (CHS), I am extremely
concerned about the security of our nation’s electric grid. I want to clearly state that I
believe America is disturbingly vulnerable to a cyber attack or other damaging geo-
magnetically induced currents. Such incidents could cause significant consequences to
our nation’s critical infrastructure. Virtually every expert that I've discussed these
matters with — across government and throughout the private sector — shares this

assessment.

In just the past three years, the Committee on Homeland Security — principalily
through the Subcommittee on Emerging Threats, Cybersecurity, Science and Technology
— has held eleven hearings and conducted dozens of investigations on cybersecurity
vulnerabilities. During this time, the Committee conducted a review into the efforts of
owners and operators of the bulk power system (“BPS”) to secure their information
networks. Committee members became concerned about the adequacy of the North
American Electric Reliability Corporation (“NERC™) critical infrastructure protection
standards — the industry’s self-created standards that require owners and operators to
secure their electric equipment. Our Members, on a bipartisan basis, do not believe that

they provide the appropriate amount of protection that the American people expect.
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In testimony before the Subcommittee on Emerging Threats, Cybersecurity,
Science and Technology on May 21, 2008, then-Chairman Joseph Kelliher of the Federal
Energy Regulatory Commission (“the Commission™) stated that his agency is in need of
additional legal authorities to adequately protect the BPS against cyber attack. After
extensive review and consideration of Federal and State policies regarding the reliability
of the U.S. electric system, many of my colleagues and I concluded that existing efforts
to protect the BPS also fall short of protecting other critical electrical assets, including
transmission, distribution, and metering systems. Therefore, on April 30, 2009, together
with Ranking Member Peter King and eleven other CHS Members, I introduced H.R.
2195, the “Critical Electric Infrastructure Protection Act,” which creates a different scope
of protected assets known as critical electric infrastructure (“CEI”). This type of
infrastructure includes generation, transmission, distribution, and metering assets. To
date, there are 26 bipartisan co-sponsors on H.R. 2195 and companion legislation has
been introduced by Senator Joe Lieberman of the Senate Committee on Homeland

Security and Governmental Affairs.

H.R. 2195 will grant authority to FERC, working with other national security
agencies, to issue emergency orders to owners and operators of generation, transmission,
distribution, and metering systems in the event of an imminent cyber attack or
electromagnetic pulse. This legislation will also require FERC to establish interim
measures deemed necessary to protect against known cyber threats to critical electric
infrastructure, which may supplement or replace existing inadequate standards. H.R.
2195 also directs the Secretary of Homeland Security to investigate whether the security

of Federally-owned critical electric infrastructure has been compromised by outsiders.

I believe that enactment of this homeland security legislation is necessary to
secure our nation’s most critical infrastructure. I thank the Committee for considering my

bill and T look forward to working with you all in a bipartisan basis going forward.
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11. Background: Threats and Vulnerabilities to the Electric System

The BPS of the United States and Canada has more than $1 trillion in asset value,
more than 200,000 miles of transmission lines, and more than 800,000 megawatts of
generating capability, serving over 300 million people.! The effective functioning of this
infrastructure — and the CEI at large — is highly dependent on control systems, computer-
based systems that are used to monitor and control sensitive processes and physical
functions. Once largely proprietary and closed, control systems are becoming
increasingly connected to open networks, such as corporate intranets and the Internet. As
a result, according to the United States Computer Emergency Readiness Team (“US-
CERT”), “this transition towards widely used technologies and open connectivity
exposes control systems to the ever-present cyber risks that exist in the information

technology world in addition to control system specific risks.™

Clearly, the risk to these systems is steadily increasing. Ten years ago, the
President’s Commission on Critical Infrastructure Protection ("PCCIP™) released a report
on the risks associated with interconnected computer systems on the CEI, stating that “the
widespread and increasing use of supervisory control and data acquisition systems for
control of energy systems provides increasing ability to cause serious damage and
disruption by cyber means.” Since the release of that study, numerous unintentional
cyber incidents — from the Davis-Besse power plant incident in 2003, to the Northeast
blackout, to the Browns Ferry nuclear power plant failure in 2006 — suggest that the
concerns raised by the PCCIP were warranted. Malicious actors also pose a significant
risk to this infrastructure. The Federal Bureau of Investigation has identified muitiple
sources of threats, including foreign nation states, domestic criminals and hackers, and

disgruntled employees working within an organization.*

'U.S. Government Accountability Office, Report to Congressional Requesters, Critical Infrastructure
Protection: Multiple Efforts to Secure Control Systems Are Under Way, but Challenges Remain (October
2007), p. 27.

2 U.8. Department of Homeland Security, Control System Security Program Fact Sheet, available at
http://www.us-cert.gov/control _systems/pdf/CSSP_FactSheet sml.pdf.

® U.S. Government Accountability Office, Report to Congressional Requesters, Critical Infrastructure
Protection: Challenges and Efforts to Secure Control Systems (March 2004}, p. 2.

* U.S. Government Accountability Office, Report to Congressional Requesters, TVA Needs to Address
Weaknesses in Control Svstems and Networks (April 2008), p. 8.

[O8]
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There are numerous public examples of threats and vulnerabilities that have had a
negative and dangerous impact on electric systems and our homeland security. The
potential consequences of an attack on control systems vary widely from the introduction
of raw sewage into potable water systems” to the catastrophic failure of critical electrical

generators due to the change of a single line of code in a critical system.® For example:

¢ Computers at an inactive nuclear power plant in Ohio were infected by the
Slammer worm in January 2003.

s Multiple criminal extortion schemes have exploited the use of control systems for
economic gain.®

¢ There is evidence that al Qaeda is interested in the vulnerabilities of the U.S.
public and private utilities.”

s The discovery in Afghanistan of a computer containing structural analysis
programs for dams, combined with an increase in Web traffic relating to SCADA
systems, prompted the National Infrastructure Protection Center (“NIPC”) to issue
a warning information bulletin.'

e Nation state adversaries have suggested that attacking our domestic critical
infrastructure will be part of their war plans in an engagement with the United
States. In a book endorsed by top Chinese People’s Liberation Army leadership
called “Unrestricted Warfare,” two colonels describe using network attacks “to
disrupt the civilian electricity network, traffic dispatching network, financial
transaction network, and telephone communications networks,” causing social

panic and undermining political leadership.'!

* U.S. Government Accountability Office, Report to Congressional Requesters, Challenges and Efforts to
Secure Control Systems (2004) p. 17.

¢ Briefing by NCSD, INL to the Homeland Security Committee, March 15, 2007,

7 Congressional Research Service “Critical Infrastructure: Control Systems and the Terrorist Threat,”
RL31534, p. 17.

# Infoworld, “Government cybersecurity gets an “F,”” Sep. 11, 2006, available at
hitp://www.infowoerld.com/article/06/09/1 1/37NMmain_1.html.

* U.S. Government Accountability Office, Report to Congressional Requesters, Challenges and Efforts to
Secure Controf Systems (2004) p. 17.

! CRS Report RL31534, p. 7.

1 Qiao Liang and Wang Xiangsui “Unrestricted Warfare,” February 1999.
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s According to recent news reports (Wall Street Journal, National Journal), the
critical electric infrastructure of has been penetrated by spies from China, Russia,

.12
and other countries.

Clearly, intentional and unintentional control system failures on the critical
electric infrastructure can have a significant and potentially devastating impact on the
economy, public health, and national security of the United States. For a society that runs
on power, the discontinuity of electricity to chemical plants, banks, refineries, hospitals,
and water systems presents a terrifying scenario. Economists recently suggested that the
loss of power to a third of the country for three months would result in losses of over
$700 billion."” This figure does not even take into account the potentially devastating

societal or health ramifications that such an event could have on the American people.

An intentional or unintentional attack could also severely impact the ability of our
war fighting capability. The Defense Science Board recently recognized the threat to
critical Department of Defense (“DOD™) military facilities that rely on the CEL Ina
report titled “More Fight — Less Fuel” issued in February 2008, the Board concluded that
“critical national security and homeland defense missions are at an unacceptably high risk
of extended outage from failure of the grid and other critical national infrastructure.”*
The Board stated the grid “is highly vulnerable to prolonged outage from a variety of
threats. This places critical mission assets at unacceptably high risk of extended
4:1isr1.q;>ticm.”’5 Furthermore, in the event of an attack on the CEI, the Board noted that the

U.S. military cannot rely on on-site backup power generation:

Although 99 percent of the electricity at U.S. military installations is from

the commercial grid, backup power at installations is based on diesel

URL: http://www.terrorism.com/documents/unrestricted.pdf

12 “Electric Grid in U.S. penetrated by spies,” Wall Street Journal, April 8, 2009, available at
http://online. wsj.com/article/SB123914805204099085.html|

1 (2007, Sept. 27). “Mouse click could plunge city into darkness, experts say,” Retrieved Sept. 28, 2007,

' Report of the Defense Science Board Task Force on DOD Energy Strategy, More Fight — Less Fuel,
February 2008, available at http://www.acq.osd.mil/dsb/reports/2008-02-ESTE . pdf.
P id., p. 53.
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generator sets with limited on-site fuel storage and not prioritized to
critical tasks. As the reliability of the national grid has declined, the
adequacy of backup power has become an issue. For both war fighting-
related activity and the new Homeland defense mission, backup power is

inadequate in terms of size, duration and reliability.'¢

The Board concluded that the DOD’s approach to providing power to installations is
based on assumptions that commercial power is highly reliable, subject to infrequent and
short term outages, and backup can meet demands. Unfortunately, DOD’s assumptions
about commercial power and other critical infrastructure reliability are no longer valid
and DOD must take a more rigorous risk-based approach to assuring adequate power to
its critical missions. In the interest of national and homeland security, we must ensure

effective and reliable energy flows to America’s critical infrastructure facilities.

III. Homeland Security Committee Oversight

With these issues in mind, the Committee on Homeland Security’s Subcommittee
on Emerging Threats, Cybersecurity, Science and Technology initiated a review of the
Federal government’s effort and ability to ensure the security of the CEI from cyber
attack. In October 2007, the Subcommittee held a hearing on the cyber threat to control
systems, focusing particularly on a vulnerability to the CEI discovered by engineers at the
Idaho National Laboratory. The vulnerability — known as “Aurora” — could enable a
targeted attack on infrastructure connected to the electric grid, potentially destroying
these machines and resulting in catastrophic losses of power for long periods of time.
After engineers demonstrated a successful test of the vulnerability, the Department of
Homeland Security (“DHS"™), the Nuclear Regulatory Commission (“NRC”) and the
Commission began leading an effort to reach out to the private sector to mitigate the

vulnerability.

°1d.
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Under the framework of the Partnership for Critical Infrastructure Security,"”
DHS began its outreach efforts with the Electric and Nuclear sectors, which each
identified a technical team and a set of subject matter experts to develop a mitigation
strategy.'® These two sectors began implementing the mitigations in varying degrees.
On June 20, 2007, the Nuclear Sector issued a requirement for all members of their sector
to implement short, medium, and long term mitigations for the vulnerability. On June 21,
2007, the Electric Sector (through the Electric Sector Information Sharing and Analysis
Center, ES-ISAC) sent an advisory to its members with recommendations that they take

similar action.

During the Subcommittee’s October 2007 hearing, it became evident that the
Nuclear Sector was well on its way toward implementing the mitigations; however, the
extent to which Electric Sector companies were following the recommendations of the
advisory was not clear. The difference in each sector’s implementation stemmed from
the cybersecurity regulatory requirements. In October 2007, the Commission had not yet
adopted the Critical Infrastructure Protection reliability standards proposed by the North
American Electric Reliability Corporation (“"NERC”), which addressed cybersecurity
requirements for the Electric Sector. Therefore, while the NRC could issue specific
requirements for its owners and operators, the Electric Sector was unable to make similar
demands.”® CHS Members expressed concern during the hearing that these mitigation

measures were not being fully implemented in the Electric Sector.

' The mission of the Partnership for Critical Infrastructure Security {PCIS) is to coordinate cross-sector
initiatives that promote public and private efforts to help ensure secure, safe, and reliable critical
infrastructure services.

'8 The Department held briefings at the FOUO level rather than classifying the information to the Secret
level. The Department’s justification for this was the importance of having the private sector aware and
involved with mitigation of the vulnerability.

¥ Several things have changed since the Subcommittee hearing. On January 17, 2008, the Commission
approved eight mandatory critical infrastructure protection reliability standards to protect the bulk power
system against potential disruptions from cyber security breaches. These standards were developed by
NERC, the private sector organization designated by the Commission as the electric reliability organization
(ERO). These standards are currently in effect, though the industry has until approximately 2010 before
they have to demonstrate “auditable compliance” with the standards. See NERC Revised Implementation
Plan for Cybersecurity Standards.
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These concerns were justified. Though NERC testified during the hearing that it
sent a survey to industry members to determine compliance with the advisory and
received a response from approximately 75 percent of the transmission grid that
mitigations had been implemented or were in the process of being.implemented,” the
Committee later learned that the survey was not sent until October 19, 2007 — two days
after the hearing.?' Later, NERC staff suggested that they received information about the
industry’s mitigation efforts during a Critical Infrastructure Protection Committee
meeting in St. Louis in September 2007. However, when the Committee asked
participants about that meeting, none of the attendees were able to confirm that they

discussed their mitigation efforts with NERC.

In light of these discrepancies, in mid-October 2007, the Emerging Threats
Subcommittee, on a bipartisan basis, requested that Chairman Kelliher investigate the
extent to which Electric Sector owners and operators implemented the mitigation efforts
from the original Aurora advisory. Chairman Kelliher had expected to be able to draw
upon results from NERC’s October 19 industry survey; however, he determined that the
survey lacked sufficient details of the mitigation efforts that would have provided the
Commission with the certainty that the vulnerability had been addressed. For example,
NERC’s survey did not provide information about what facilities were the subject of the
mitigation plans, what steps to mitigate the cyber vulnerability were being taken, and
when those steps were planned to be taken — and, if certain actions were not being taken,
why not. The Commission determined that it would have to undertake its own
independent survey in order to obtain the information requested by the Homeland

Security Committee.

The Commission continues to work with industry groups to informally gather
information, on a voluntary basis, regarding the status of compliance with NERC’s

Aurora advisory. Initial observations suggested that while no company interviewed

*1J.8. Congress, House Committee on Homeland Security, Hearing on “The Cyber Threat to Control
Systems: Stronger Regulations are Necessary to Secure the Electric Grid,” testimony of David Whiteley,
110th Cong,, 1¥ sess., 17 Oct. 2007.

H Electric Sector ISAC (ESISAC) Advisory Follow-up Survey, Oct. 19, 2007.
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ignored the advisory, compliance varied widely because there was a lack of baseline
understanding of the threat and the application of the recommended mitigation measures
among the utilities. This view is supported by the fact that all of the utilities interviewed
requested additional information to help understand the technical implications of the
attack and the specific strategies to mitigate the identified vulnerabilities. Through these
selected interviews, the Commission has determined that although progress has been
made by every entity that it interviewed, only a fraction of the owners and operators who
responded appear to have performed all of the mitigations required by the Aurora

advisory.

I, along with many of my colleagues, was deeply disturbed by the effectiveness of
the Commission’s efforts to address the Aurora threat. In response, I set out, together
with Ranking Member King and the Emerging Threats Subcommittee to search out other
means by which to ensure that the electric infrastructure (and the American populace that
relies on its effective function) is better protected against these vulnerabilities. To that
end, contemporaneous with a request for a Commission-led investigation, the Emerging
Threats Subcommittee requested that the Commission assess its ability to respond to an
imminent cyber attack under the current legal authorities contained in Section 215 of the
Federal Power Act (“FPA™). We were concerned that the Commission not only lacked
authority to regulate potentially vulnerable cybersecurity assets that are not covered in the
promulgated standards,? but also the authority to issue orders to owners and operators in

the event of an imminent exploitation of a BPS asset.

In testimony before the Subcommittee on May 21, 2008, then-Chairman Kelliher
acknowledged for the first timeed that additional authorities are necessary to adequately

protect the BPS against cyber attack. The Chairman noted that while Section 215 may

** The Homeland Security Committee has also argued that the NERC reliability standards are inadequate
for protecting critical national infrastructure. For instance, telecommunications equipment is excluded
from the standard’s definition “critical cyber assets” list even though there are documented cases of
computer worms denying service from control systems to substations. Ironically, some of these assets that
could be exploited in an attack using the Aurora vulnerability are not considered “critical cyber assets.”
This means that if the Aurora vulnerability was discovered again tomorrow, NERC could not issue a
“required action” to owners and operators under its jurisdiction because the “assets™ affected by the Aurora
vulnerability are not currently covered by CIP standards.
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adequately protect the BPS against most reliability threats, the cybersecurity threat is

different:

[Cybersecurity] is a national security threat that may be posed by foreign
nations, or others intent on undermining the U.S. through its electric grid.
The nature of the threat stands in stark contrast to other major reliability
vulnerabilities that have caused regional blackouts and reliability failures
in the past, such as vegetation management and relay maintenance. Given
the national security dimension to the cyber security threat, there may be a
need to act quickly to protect the bulk power system, to act in a manner
where action is mandatory rather than voluntary, and to protect certain
information from public disclosure. Our legal authority is inadequate for

. 2
such action.”

1V.  Legislation
1 believe that in the interest of national security, new statutory authority should be

granted to FERC to protect the grid against cybersecurity threats. Specifically, I believe
that the FPA should be amended to grant the Commission emergency authority to order
temporary interim cybersecurity or other emergency standards when necessary to protect

against a national security threat to the reliability of the BPS.

Further, to be truly effective, I believe it is necessary to go beyond the scope of
the BPS, and include all assets that comprise CEL. The BPS is defined as the generation
plants, the high voltage transmission system, and associated equipment, and does not
normally include the distribution substations and lower voltage networks that distribute

clectricity to customers in a particular city or region. Alaska and Hawaii are specifically

# U.S. Congress, House Committee on Homeland Security, Hearing on “Implications of Cyber
Vulnerabilities on the Resiliency and Security of the Electric Grid,” testimony of Joseph Kelliher, 110th
Cong., omd sess., 21 May 2008. Chairman Kelliher noted that “cyber vulnerabilities can require swift
remedial action to protect the Nation’s bulk power system,” and that the standards development process can
be “relatively slow.” Furthermore, even though the Commission has an “Urgent Action” process, this can
take one to three months to implement.

10
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excluded from reliability regulations. In practice, many major cities and population

centers are also excluded. This limitation leaves our nation vulnerable.

In January 2008, FERC approved the reliability standards developed by NERC to
help safeguard the nation’s BPS against potential disruptions from cyber attacks. The
proposed standards require certain users, owners and operators of the grid to establish
plans, protocols and controls to safeguard physical and electronic access to systems, to
train personnel on security matters, to report security incidents, and to be prepared to
recover information. By definition and design, the BPS Critical Infrastructure Protection
Standards do not recognize the importance of continuity of electric power to chemical
plants, banks, refineries, hospitals, water systems, and military installations, in and of
themselves. Furhter, where they are located or their importance to society is not a factor
in the determination of what parts of the greater U.S. electric system should be protected.
This means that any Critical Infrastructure Protection Standard — including those recently
approved by FERC — will focus on reliability of the BPS exclusively, and not on public

health and safety or even economic stability from a “homeland security™ perspective.

Prior to the September 11, 2001 attacks, a single-minded focus on BPS reliability
against serendipitous hazards and accidents may have been defensible; but with the
specter of terrorist or other bad actor attacking the electric grid to destabilize or harm our
nation, preoccupation with the BPS as a whole falls short of the mark. For example, the
reliable operability of a small substation powering a major oil or gas pipeline in a remote
region is not important to the stability of the BPS grid, but an extended failure of that
asset could very well have profound adverse consequences for the stability, and even the

viability, of the U.S. economy or national sccurity.z4

¢ Note that the BPS Transmission grid in the arca hardest hit by Hurricane Katrina was restored within six
days following the storm, but that did not help get municipal water department pumps back up and running
because the Distribution systems were still off-line. The public in many hurricane-affected areas did not
have running water for a considerable period of time. A hacker incursion resulting in disability of a
Distribution control system(s), and/or key assets thereby managed, can be a BPS-independent event that
still results in, by example, the pumps of an urban water system being disabled with the same adverse end
result for the public. In this specific example, reliable delivery of power to the water infrastructure is also a
health and safety issue, not just an inconvenience for the public.

11
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If the overarching objective of the national electric power system is to generate,
transmit, and reliably deliver electricity all the way out to the eventual end user — the
public — then there are more links in this mission-chain than just the BPS, and the CIP
Standards fall short of the mark. To enhance our homeland security, I believe this
fundamental issue must be addressed in legislation. Ibelieve this is the most significant

difference between the approach set forth in H.R. 2195 and related legislation, H.R. 2165.

V. Conclusion
Thank you for allowing me the opportunity to submit comments to you today on
such an important matter facing our nation. Ilook forward to working with this

Committee on these and other homeland security issues in the future.

12
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Mr. MARKEY. And all members can introduce their statements for
that purpose.
[The prepared statements of Messrs. Green and Burgess follow:]
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Congressman Gene Green
Energy and Environment Subcommittee Hearing
“Protecting the Electric Grid: H.R. 2165, the Bulk Power System Protection Act of 2009,
and H.R. 2195”
October 27, 2009

Mr. Chairman, thank you for holding today’s hearing on
“Protecting the Electric Grid.”

As technologies evolve and our electric grid becomes
increasingly interconnected via computer systems and
Internet-based communications, so too must strategies
evolve to protect our infrastructure against any malicious
security attack from terrorists, criminal groups, hackers or
other potential adversaries.

These threats are not simply theoretical. The Wall Street
Journal reported in April that cyber-spies from Russia and
China may have infiltrated the U.S. electrical grid and left
behind software tools that could be used to damage or
destroy critical infrastructure components.

In addition, reports by the Government Accountability
Office, the Defense of Defense, and the Department of
Homeland Security also identified grid security
vulnerabilities that raise questions as to whether our current
security regime is sufficient to meet today’s growing
threats, including those from an electromagnetic pulse
(EMP).
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The Energy Policy Act of 2005 provides for mandatory
reliability standards addressing cyber-security threats for
the bulk power system.

Under this authority, the North American Electric
Reliability Corporation (NERC) -- which represents electric
utilities and stakeholders -- developed nine mandatory
Reliability Standards for Critical Infrastructure Protection
which FERC has approved with some modifications.

While a strong first step, many industry and governmental
experts believe these reliability standards must be
strengthened in order to better identify critical assets and
respond to imminent cyber security threats.

Many fundamental questions must first be fleshed out,
including: whether any new FERC authorities should be
harmonized with the Reliability Standards process; whether
new authorities should be limited to Bulk Power System
owners and operators; whether protection should extend to
physical security threats; and whether all electric generators
will be able to recover security investment costs.

I look forward to learning more about how we can address
the grid’s security threats from our distinguished panel of
witnesses today, as well to learn more about H.R. 2195 and
H.R. 2165, introduced by my good friend Rep. John
Barrow.

Thank you Mr. Chairman. I yield back.
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Congressman Michael C. Burgess, M.D.
Opening Statement
Subcommittee on Energy & Environment
Hearing on “Protecting the Electric Grid: H.R. 2165, The
Bulk Power System Protection Act of 2009, and H.R. 2195”

Thank you, Mr. Chairman.

I will keep my remarks brief today because of the importance of
the matter before us. The security of our nation’s electricity grid —
literally the lifeblood of our economy and society — is of critical
importance. Members of this Committee have been briefed, both
in classified and unclassified settings, of just how vulnerable
certain sectors of our electric grid really are. 8 years after the
tragic events of September 11, 2009, this is obviously

unacceptable.

Legislation to address the vulnerabilities that we will be discussing
today is long overdue. Indeed, rather than spending time writing
duplicative and disastrous environmental regulations under the

guise of national security legislation, as this Committee has been
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doing for the past few weeks, this is the legislation we should have
been focusing on, and I’m encouraged that we are taking the first

steps toward a full and open markup, including amendments.

While I am a firm believer that the electric grid is most effectively
maintained at the state level, where local Public Utility
Commissions will always be more responsive to citizens’ concerns
than the Federal Government, [ do agree with my colleagues that
within the realm of national security, a greater role for the Federal
Government is necessary. [ hope that much of the discussion
today will focus on exactly where the balance between state and

federal authority should properly be.

I further share the concerns of many of my colleagues, as well as
members of the industry, as to how to properly address the cost of
any increased security measures. At a time when our economy is
so fragile, this Committee must consider how costs will affect both

the utility companies and the consumers whom they serve, whether
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or not the utilities are in a state which regulates the rates
consumers pay for electricity. I hope that we may have a fruitful

discussion on how best to fund these security measures.

As this country moves forward in updating the electric grid to a
more advanced model, increased threats are possible. Our
vigilance in protecting the power lines which feed our homes and
businesses must be as strong as our focus on the nation’s border
and port security. I look forward to discussing with the panel just
how to go about achieving this goal in the most effective way

possible.

With that Mr. Chairman, I yield back.
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Mr. MARKEY. I would also like to add that Chairwoman Yvette
Clarke of the relevant committee on the Homeland Security Com-
mittee and Jim Langevin, who was the Chair last year, would also
like to have permission to have space reserved in the record for
their statements, as well. And I want to congratulate them on their
excellent work on this issue.

[The prepared statement of Mr. Langevin follows:]
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Statement of James R. Langevin
Chairman, Subcommittee on Strategic Forces
U.S. House of Representatives House Armed Services Committee
Hearing before the House Committee on Energy and Commerce
Subcommittee on Energy and Environment
October 27, 2009
I would like to thank Chairman Markey for allowing me to testify on the critically

important issue of securing our electric grid from cyber vulnerabilities. The Chairman’s
attention, and the work of his staff, is greatly appreciated and will help highlight the
urgency of this issue. I would also like to thank Chairman Thompson of the Homeland
Security Committee for his leadership on cybersecurity issues and specifically for
continuing to advocate for legislation that I worked with him last year to introduce, H.R.

2195, a bill that will amend the Federal Power Act and provide additional authorities that

are necessary to adequately protect the critical electric infrastructure against cyber attack.

Eleven years ago, the President’s Commission on Critical Infrastructure
Protection released a report on the risks associated with interconnected computer systems
on the bulk power system. The Commission stated that “the widespread and increasing
use of supervisory control and data acquisition systems for control of energy systems

provides increasing ability to cause serious damage and disruption by cyber means.”

Since the release of that study, numerous unintentional cyber incidents — the
Davis-Besse power plant incident in 2003; the Northeast blackout in 2003; and the
Browns Ferry nuclear power shutdown in 2006, to name a few — have confirmed that

assertion. Unfortunately, cyber incidents on control systems aren’t limited to accidents.
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Press reports have emerged about unclassified incidents, such as the interruption of air
traffic communications in Massachusetts; the infamous Australian sewage spill
perpetrated by an employce of a sewage treatment plant; and the April Wall Street

Journal report that hackers had penetrated the U.S. electrical grid.

We know that there are a number of actors who seek to do harm to our networks -
- from foreign nation states, to domestic criminals and hackers, to disgruntled employees.
And as vulnerability and capability grow, so does the ease of attacking our critical

infrastructure.

This threat is not new. Last year, on September 1 Ith, 2008, 1 testified before this
Subcommittee about the threats to our bulk power system from cyber attack. In the 110"
Congress, as Chairman of the Homeland Security Subcommittee on Emerging Threats,
Cybersecurity, Science and Technology, I conducted a detailed and thorough examination
of cyber threats to our critical infrastructure, and I want to reiterate what I made clear last
year. I believe America is still vulnerable to a cyber attack against the electric grid that
would cause severe damage to not only our critical infrastructure, but also our economy

and the welfare of our citizens.

Federal agencies have taken steps to reduce these vulnerabilities, but I am afraid
that many in industry — and some in government -- still fail to appreciate the urgency of
this threat. Since I began working on this issue, [ have been disappointed by the overall

lack of serious response and commitment from the private sector. Iheld a hearing in
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2007 examining the threats from an “Aurora”like attack on our national power grid. At
that time industry representatives lied to the Committee about having the situation fully
under control. We caught them and they retracted their statements, but this attitude
shows how difficult it can be to require and ensure security when it comes to critical

infrastructure.

The vast majority of our critical assets are in private hands. In many sectors,
private entities are largely self-regulated and are responsible for developing and
implementing their own standards according to their own priorities. Because fixing
vulnerabilities can be costly, security can find itself in conflict with other priorities like
profit, competition and accountability to shareholders. Sadly, the American people are
the ones placed at risk when the owners of our critical infrastructure fail to prepare for

worst-case scenarios.

1 was pleased by the early attention paid to the issue of cybersecurity by the new
Obama Administration. Last winter, I worked with members of the transition team to
highlight some cyber priorities from a congressional perspective, and it was clear even
then that the incoming Administration understood the significance of the threat and
planned to focus on the issue. Very soon after taking office, President Obama moved
forward with the 60-day cyber review, becoming the first major world leader to take such

action.
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Unfortunately, months later, I worry that we are losing momentum. President
Obama still lacks a cybersecurity coordinator — a position which was a key
recommendation of both the Administration’s cyber review and of the CSIS Commission
on Cybersecurity for the 44™ Presidency, which I co-chaired last year. Without a cyber
coordinator at the highest level of the Administration, directing the efforts of the entire
government, we simply can't address this threat effectively. 1know there are urgent
competing priorities, like our economy and health care, but our national security leaders

must not lose sight of this threat,

Meanwhile, this Committee is considering two bills with a similar goal to protect
our nation’s power grid, and I applaud the attention being focused on this issue.
However, I believe that Chairman Thompson's bill, H.R. 2195, is broader in scope and is
the better approach to addressing major threats to our electric grid as a whole. It covers
all “critical electric infrastructure,” against all known cyber vulnerabilities as well as
physical attacks. The bill also gives greater authority to the Department of Homeland
Security to perform ongoing threat assessments and make recommendations to FERC,
enabling faster response by both government and industry in case of an imminent threat.
H.R. 2165, in contrast, covers only the bulk power system, thus excluding critical
distribution systems that would leave major cities, like New York and Washington, D.C.,

unprotected by the broader provisions included in H.R. 2195.

The price of inaction on this issue will make our nation increasingly vulnerable to

cyber attacks, from both outside and within, We know the threat exists and we have an
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opportunity to address it before any further damage is caused. It is the responsibility of
this Congress and this Administration to take the appropriate steps that will protect this

nation.

I want to once again thank Chairman Markey for his attention to this important
issue and for allowing me to offer my testimony to the Committee. [ look forward to
working with the Energy and Commerce Committee and to supporting your efforts to
continue to raise awareness about securing our critical infrastructure and protecting our

citizens from cyber attack. Thank you.
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Mr. MARKEY. I note that the gentleman from Pennsylvania, Mr.
Pitts, has arrived; Mr. Scalise has arrived.

Would you like to be recognized, Mr. Scalise?

Mr. ScALISE. No, thank you.

Mr. MARKEY. Then we will turn——

Mr. PrrTs. I will submit it for the record, Mr. Chairman.

Mr. MARKEY. Then the gentleman from Pennsylvania’s statement
will be included in the record at the appropriate point.

[The prepared statement of Mr. Pitts was unavailable at the time
of printing. ]

Mr. MARKEY. So we will turn to our first witness, Mr. Joseph
McClelland, director of the Office of Electric Reliability at the Fed-
eral Energy Regulatory Commission. Mr. McClelland has led
FERC’s efforts to approve and enforce mandatory reliability stand-
ards for the electric grid.

We thank you for joining us today. Please begin.

STATEMENTS OF JOSEPH MCCLELLAND, DIRECTOR, OFFICE
OF ELECTRIC RELIABILITY, FEDERAL ENERGY REGU-
LATORY COMMISSION; THE HON. PATRICIA HOFFMAN, PRIN-
CIPAL DEPUTY ASSISTANT SECRETARY, OFFICE OF ELEC-
TRICITY, U.S. DEPARTMENT OF ENERGY; THE HON. GARRY A.
BROWN, CHAIRMAN, NEW YORK PUBLIC SERVICE COMMIS-
SION; DAVID N. COOK, VICE PRESIDENT AND GENERAL
COUNSEL, NORTH AMERICAN ELECTRIC RELIABILITY COR-
PORATION; JOHN DISTASIO, GENERAL MANAGER AND CEO,
SACRAMENTO MUNICIPAL UTILITY DISTRICT

STATEMENT OF JOSEPH MCCLELLAND

Mr. McCLELLAND. Mr. Chairman and members of the sub-
committee, thank you for the privilege to appear before you today
to discuss the security of the power grid.

My name is Joe McClelland, and I am the director of Office of
Reliability for the Federal Energy Regulatory Commission. I am
here today as a commission staff witness, and my remarks do not
necessarily represent the views of the Commission or any indi-
vidual commissioner.

In the “Energy Policy Act of 2005,” or EPACT of 2005, Congress
entrusted the Commission with a major new responsibility: to over-
see mandatory, enforceable reliability and cybersecurity standards
for the Nation’s bulk power system. This authority is new Section
215 of the “Federal Power Act.”

Under the new authority, FERC cannot author or modify cyber-
security standards but must select an industry self-regulatory orga-
nization, termed the Electric Reliability Organization, or ERO, to
perform this task. The ERO develops and proposes cybersecurity
standards or modifications for the Commission’s review, which it
can then either approve or remand. If the Commission approves a
proposed cybersecurity standard, it applies to the users, owners,
and operators of the bulk power system and becomes mandatory in
the United States. If the Commission remands a proposed stand-
ard, it is sent back to the ERO for further consideration and work.

The Commission selected the North American Electric Reliability
Corporation, or NERC, as the ERO. It is important to note that
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FERC’s jurisdiction and reliability authority is limited to the,
quote, “bulk power system,” end quote, as defined in the “Federal
Power Act,” which excludes Alaska and Hawaii, transmission facili-
ties, and certain large cities such as New York City, and distribu-
tion systems.

Pursuant to this duty, in January of 2008 FERC approved eight
cybersecurity standards, known as the “Critical Infrastructure Pro-
tection Standards,” or CIP standards, proposed by NERC while
concurrently directing modifications to all of them. Although the
existing CIP standards are approved, full implementation of these
standards by all entities will not be mandatory until 2010.

The first of several batches of modifications responding to the
Commission’s directives was approved in September of 2009, al-
though the Commission directed further modifications to the re-
vised standards. It is not yet clear how long it will take for the CIP
standards to be modified to eliminate some of the significant gaps
in protection within them.

On a related note, as smart grid technology is added to the bulk
power system, greater cybersecurity protections will be required,
given that this technology provides more access points to attackers
and can increase the grid’s cyber vulnerabilities. The CIP stand-
ards will apply to some but not all smart grid applications.

Physical attacks against the power grid can cause equal or great-
er destruction than cyber attacks. One example of a physical threat
is an electromagnetic pulse, or EMP, event. In 2001, Congress es-
tablished a commission to assess the threat from EMP. And, in
2004 and again in 2008, the EMP Commission issued its reports.

Among the findings of the reports were that a single EMP attack
could seriously degrade or shut down a large part of the electric
power grid. Depending upon the attacks, significant parts of the
electric infrastructure could be, quote, “out of service for periods
measured in months to a year or more,” end quote.

In addition to man-made attacks, EMP events are also naturally
generated, caused by solar flares and storms disrupting the Earth’s
magnetic field. Such events can be powerful and can also cause sig-
nificant and prolonged disruptions to the power grid.

Regardless of whether an EMP event is manmade or occurs natu-
rally, it can cause equal or even greater destruction than a cyber
attack, and the Federal Government should have no less ability to
protect against it.

In September of this year, FERC initiated a research project with
the Oak Ridge National Laboratory to study the events of an EMP
event on the United States and to identify mitigation measures to
protect against it. DOE and DHS have joined in this study, and we
expect to complete it within 6 months.

The standards development system utilized under the “Federal
Power Act” develops mandatory reliability standards using an open
and inclusive process based on consensus. Although it can be an ef-
fective mechanism with dealing with the routine requirements of
the power grid, it is too slow, too independent, and too open to ad-
dress threats to the power grid that endanger national security.
FERC’s current legal authority is insufficient to assure direct, time-
ly, and mandatory action to protect the grid, particularly where
certain information should not be publicly disclosed.
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Any new legislation should address several key concerns. First,
FERC should be permitted to take direct action before a cyber or
physical national security incident has occurred. Second, FERC
should be allowed to maintain the appropriate confidentiality of se-
curity-sensitive information. Third, the limitations on the term,
quote, “bulk power system,” end quote, should be considered, as
FERC cannot act to protect attacks involving Alaska and Hawaii,
as well as some transmission and all local distribution facilities in
large-population areas. Finally, if Congress finds it appropriate,
Congress should provide a mechanism allowing entities to recover
costs that the utilities incur to mitigate vulnerabilities and threats.

Thank you for attention today, and I look forward to any ques-
tions that you may have.

[The prepared statement of Mr. McClelland follows:]
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Testimony of Joseph McClelland
Director, Office of Electric Reliability
Federal Energy Regulatory Commission
Before the Committee on Energy and Commerce
Subcommittee on Energy and Environment
United States House of Representatives
October 27, 2009

Mr. Chairman and Members of the Subcommittee:

Thank you for this opportunity to appear before you to discuss the security
of the electric grid. My name is Joseph McClelland. I am the Director of the
Office of Electric Reliability (OER) of the Federal Energy Regulatory
Commission (FERC or Commission). The Commission’s role with respect to
reliability is to help protect and improve the reliability of the Nation’s bulk power
system through effective regulatory oversight as established in the Energy Policy
Act of 2005. I am here today as a Commission staff witness and my remarks do
not necessarily represent the views of the Commission or any individual
Commissioner.

My testimony summarizes the Commission’s oversight of the reliability of
the electric grid under section 215 of the Federal Power Act, and some of the
limitations in Federal authority to protect the grid against physical and cyber
security threats. The Commission currently does not have sufficient authority to
require effective protection of the grid against cyber or physical attacks. If
adequate protection is to be provided, legislation is needed and my testimony
discusses the key elements that should be included in any new legislation in this
area,

Background

In the Energy Policy Act of 2005 (EPAct 2005), Congress entrusted the
Commission with a major new responsibility to oversee mandatory, enforceable
reliability standards for the Nation’s bulk power system (excluding Alaska and
Hawaii). This authority is in section 215 of the Federal Power Act. Section 215
requires the Commission to select an Electric Reliability Organization (ERO) that
is responsible for proposing, for Commission review and approval, reliability
standards or modifications to existing reliability standards to help protect and
improve the reliability of the Nation’s bulk power system. The Commission has
certified the North American Electric Reliability Corporation (NERC) as the ERO.
The reliability standards apply to the users, owners and operators of the bulk
power system and become mandatory in the United States only after Commission
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approval. The ERO also is authorized to impose, after notice and opportunity for a
hearing, penalties for violations of the reliability standards, subject to Commission
review and approval. The ERO may delegate certain responsibilities to “Regional
Entities,” subject to Commission approval.

The Commission may approve proposed reliability standards or
modifications to previously approved standards if it finds them “just, reasonable,
not unduly discriminatory or preferential, and in the public interest.” The
Commission itself does not have authority to modify proposed standards. Rather,
if the Commission disapproves a proposed standard or modification, section 215
requires the Commission to remand it to the ERO for further consideration. The
Commission, upon its own motion or upon complaint, may direct the ERO to
submit a proposed standard or modification on a specific matter but it does not
have the authority to modify or author a standard and must depend upon the ERO
to do so.

Limitations of Section 215 And The Term “Bulk Power System”

Currently, the Commission’s jurisdiction and reliability authority is limited
to the “bulk power system,” as defined in the FPA, and therefore excludes Alaska
and Hawaii, including any federal installations located therein. The current
interpretation of “bulk power system” also excludes some transmission and all
local distribution facilities, including virtually all of the grid facilities in certain
large cities such as New York, thus precluding Commission action to mitigate
cyber or other national security threats to reliability that involve such facilities and
major population areas.

Critical Infrastructure Protection Reliability Standards

An important part of the Commission’s current responsibility to oversee the
development of reliability standards for the bulk power system involves cyber
security. In August 2006, NERC submitted eight proposed cyber security
standards, known as the Critical Infrastructure Protection (CIP) standards, to the
Commission for approval under section 215. Critical infrastructure, as defined by
NERC for purposes of the CIP standards, includes facilities, systems, and
equipment which, if destroyed, degraded, or otherwise rendered unavailable,
would affect the reliability or operability of the “Bulk Electric System.” NERC
proposed an implementation plan under which certain requirements would be
“auditably compliant” beginning by mid-2009, and full compliance would be
mandatory in 2010. Pursuant to NERC’s implementation plan for the CIP
standards, the term “auditably compliant” means “the entity meets the full intent
of the requirement and can demonstrate compliance to an auditor, including 12-
calendar-months of auditable ‘data,” ‘documents,” ‘documentation,” ‘logs,” and
‘records.””
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On January 18, 2008, the Commission issued Order No. 706, the Final Rule
approving the CIP reliability standards while concurrently directing NERC to
develop significant modifications addressing specific concerns. The Commission
set a deadline of July 1, 2009 for NERC to resolve certain issues in the CIP
reliability standards, including deletion of the “reasonable business judgment” and
“acceptance of risk™ language in each of the standards. NERC concluded that this
deadline would create a very compressed schedule for its stakeholder process.
Therefore, it divided all of the changes directed by the Commission into phases,
based on their complexity. NERC opted to resolve the simplest changes in the
first phase, while putting off more complex changes for later versions.

NERC filed the first phase of the modifications to the CIP Reliability
Standards (Version 2) on May 22, 2009. In this phase, NERC removed from the
standards the terms “reasonable business judgment” and “acceptance of risk,”
added a requirement for a “single senior manager” responsible for CIP
compliance, and made certain other administrative and clarifying changes. Ina
September 30, 2009 order, the Commission approved the Version 2 standards and
directed NERC to develop additional modifications to certain of them. Pursuant to
NERC’s request, the Version 2 standards will become effective on April 1, 2010,
in order to allow registered entities a period of time to comply. The remaining
phases of the CIP standard revisions to respond to the Commission’s directives are
still under development by NERC. It is important to note that the majority of the
changes to the standards directed by the Commission have yet to be addressed by
NERC. Until they are addressed, there are significant gaps in protection such as
self-determination of the assets covered by the CIP standards, a needed framework
for oversight and approval of technical feasibility exceptions, and a needed
requirement for a defense in depth posture. To address these outstanding items, in
the September 30, 2009 order, the Commission ordered NERC to provide a
timetable that reflects its plan to address the remaining modifications directed by
the Commission in the Final Rule. The Commission expects NERC to file its
implementation plan by the beginning of next year.

Identification of Critical Assets

As currently written, the CIP reliability standards allow utilities significant
discretion to determine which of their facilities are “critical assets and the
associated critical cyber assets,” and therefore are subject to the protection
requirements of the standards. In the Final Rule, the Commission directed NERC
to revise the standards to require independent oversight of a utility’s decisions by
industry entities with a “wide-area view,” such as reliability coordinators or the
Regional Entities, subject to the review of the Commission. This revision to the
standards, like all revisions, is subject to approval by the affected stakeholders in
the standards development process and has not yet been developed. We expect
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this revision to be part of the remaining phases of CIP reliability standard
revisions, as discussed above.

- When the Commission approved the CIP reliability standards in January
2008, it also required entities under those standards to self-certify their compliance
progress every six months. In December 2008, NERC conducted a self-
certification study, asking each entity to report limited information on its critical
assets and the associated critical cyber assets identified in compliance with
reliability standard CIP-002-1. As the Commission stated in the Final Rule, the
identification of critical assets is the cornerstone of the CIP standards. If that
identification is not done well, the CIP standards will be ineffective at protecting
the bulk power system. The results of NERC’s self-certification request showed
that 31% of responsible entities responding to the survey, and only 29% of
responding generation owners and operators, identified at least one critical asset,
while about 63% of transmission owners identified at least one critical asset.
NERC expressed its concern with these results in a letter to industry stakeholders
dated April 7, 2009.

NERC has sent a second self-certification survey to responsible entities to
determine progress towards identification of critical cyber assets. This survey
includes additional questions designed to obtain a better understanding of the
results from industry’s critical asset identification process. Those results will help
gauge how widely the CIP reliability standards have been applied. Commission
staff understands that NERC is currently reviewing the responses to the survey and
expects the results to be presented to the Commission shortly. In addition, the
Regional Entities have been performing audits which have included registered
entities’ determination of their critical cyber asset lists. FERC staff has been
observing selected audits to examine the Regional Entities’ methods of conducting
these audits.

Recently, NERC’s Critical Infrastructure Protection Committee released a
guidance document to assist registered entities in identifying their critical assets.
That document, which took effect on September 17, 2009, provides “guidelines”
that define which assets should be evaluated, provides risk-based evaluation
guidance for determining critical assets, and describes reasonable bases that could
be used to support that determination. In addition, in an effort to consider a new
approach to determining critical cyber assets under the CIP-002 standard, the
NERC standards development team has released a concept paper that explores a
new methodology, one which first identifies all cyber systems that support the
reliable operation of the bulk power system and then categorizes each system
based on its impact. Cyber protection requirements would then be commensurate
with the level of potential impact.
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At this point, however, it is clear that all critical assets and associated
critical cyber assets have not been identified and therefore made subject to the
protection requirements of the CIP standards. This represents a significant gap in
cyber security protection.

The NERC Process

As an initial matter, it is important to recognize how mandatory reliability
standards are established. Under section 215, reliability standards must be
developed by the ERO through an open, inclusive, and public process. The
Commission can direct NERC to develop a reliability standard to address a
particular reliability matter, including cyber security threats or vulnerabilities.
However, the NERC process typically requires years to develop standards for the
Commission’s review. In fact, the CIP standards approved by the Commission in
January 2008 took approximately three years to develop.

NERC’s procedures for developing standards allow extensive opportunity
for stakeholder comment, are open, and are generally based on the procedures of
the American National Standards Institute. The NERC process is intended to
develop consensus on both the need for, and the substance of, the proposed
standard. Although inclusive, the process is relatively slow, open and
unpredictable in its responsiveness to the Commission’s directives.

Key steps in the NERC process include: nomination of a proposed standard
using a Standard Authorization Request (SAR); public posting of the SAR for
comment; review of the comments by industry volunteers; drafting or redrafting of
the standard by a team of industry volunteers; public posting of the draft standard;
field testing of the draft standard, if appropriate; formal balloting of the draft
standard, with approval requiring a quorum of votes by 75 percent of the ballot
pool and affirmative votes by two-thirds of the weighted industry sector votes; re-
balloting, if negative votes are supported by specific comments; approval by
NERC’s board of trustees; and an appeals mechanism to resolve any complaints
about the standards process. This process requires public disclosure regarding the
reason for the proposed standard, the manner in which the standard will address
the issues, and any subsequent comments and resulting modifications in the
standards as the affected stakeholders review the material and provide comments.
NERC-approved standards are then submitted to the Commission for its review.

Generally, the procedures used by NERC are appropriate for developing
and approving reliability standards. The process allows extensive opportunities
for industry and public comment. The public nature of the reliability standards
development process can be a strength of the process. However, it can be an
impediment when measures or actions need to be taken to address threats to
national security quickly, effectively and in a manner that protects against the
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disclosure of security-sensitive information. The current procedures used under
section 2135 for the development and approval of reliability standards do not
provide an effective and timely means of addressing urgent cyber or other national
security risks to the bulk power system, particularly in emergency situations.
Certain circumstances, such as those involving national security, may require
immediate action, while the reliability standard procedures take too long to
implement efficient and timely corrective steps.

FERC rules governing review and establishment of reliability standards
allow the agency to direct the ERO to develop and propose reliability standards
under an expedited schedule. For example, FERC could order the ERO to submit
a reliability standard to address a reliability vulnerability within 60 days. Also,
NERC’s rules of procedure include a provision for approval of “urgent action”
standards that can be completed within 60 days and which may be further
expedited by a written finding by the NERC board of trustees that an extraordinary
and immediate threat exists to bulk power system reliability or national security.
However, it is not clear NERC could meet this schedule in practice. Moreover,
faced with a national security threat to reliability, there may be a need to act
decisively in hours or days, rather than weeks, months or years. That would not be
feasible even under the urgent action process. In the meantime, the bulk power
system would be left vulnerable to a known national security threat. Moreover,
existing procedures, including the urgent action procedure, would widely publicize
both the vulnerability and the proposed solutions, thus increasing the risk of
hostile actions before the appropriate solutions are implemented.

In addition, a reliability standard submitted to the Commission by NERC
may not be sufficient to address the identified vulnerability or threat. Since FERC
may not directly modify a proposed reliability standard under section 215 and
must either approve or remand it, FERC would have the choice of approving an
inadequate standard and directing changes, which reinitiates a process that can
take years, or rejecting the standard altogether. Under either approach, the bulk
power system would remain vulnerable for a prolonged period.

Finally, the open and inclusive process required for standards development
is not consistent with the need to protect security-sensitive information. For
instance, a Standard Authorization Request would normally detail the need for the
standard as well as the proposed mitigation to address the issue, and the NERC-
approved version of the standard would be filed with the Commission for review.
This public information could help potential adversaries in planning attacks.

NERC’s “Aurora” Advisory

Currently, the alternative to a mandatory reliability standard is for NERC to
issue an advisory encouraging utilities and others to take voluntary action to guard
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against cyber or other vulnerabilities. That approach allows for quicker action, but
compliance with an advisory is voluntary, and will likely produce inconsistent and
potentially ineffective responses. By its nature, an alert can be general in nature
and lack specificity. For example, the issuance of an advisory in 2007 by NERC,
regarding an identified cyber security vulnerability referred to as “Aurora,”
resulted in differing strategies and compliance actions to mitigate the identified
vulnerabilities and the assets to which they apply. Reliance on voluntary measures
to protect national security is fundamentally inconsistent with the conclusion
Congress reached during enactment of EPAct 2005, that voluntary standards are
not sufficient to protect the reliability of the bulk power system.

Smart Grid

The need for vigilance will increase as new technologies are added to the
bulk power system. For example, smart grid technology promises significant
benefits in the use of electricity. These include the ability to better manage not
only energy sources but also energy consumption. However, a smarter grid would
permit two-way communication between the electric system and a large number of
devices located outside of controlled utility environments, which will introduce
many potential access points.

Smart grid applications will automate many decisions on the supply and use
of electricity to increase efficiencies and ultimately to allow cost savings. Without
adequate physical and cyber protections, however, this level of automation may
allow adversaries to gain access to the rest of the company’s data and control
systems and cause significant harm. Security features must be an integral
consideration when developing smart grid technology and must be assured before
widespread installation of new equipment. The challenge will be to focus not only
on general approaches but, importantly, on the details of specific technologies and
the risks they may present.

Regarding data, there are multiple ways in which smart grid technologies
may introduce new cyber vulnerabilities into the system. For example an attacker
could gain access to a remote or intermediate smart grid device and change data
values monitored or received from down-stream devices, and pass the incorrect
data up-stream to cause operators or automatic programs to take incorrect actions.
As was mentioned previously, the potential exists for off-grid equipment to
adversely affect the bulk power system through corrupted communications.

In regard to control systems, an attacker that gains access to the
communication channels could order metering devices to disconnect customers,
order previously shed load to come back on line prematurely, or order dispersed
generation sources to turn off during periods when load is approaching generation
capacity, causing instability and outages on the bulk power system. One of the
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potential capabilities of the smart grid is the ability to remotely disconnect service
using advanced metering infrastructure (AMI). If insufficient security measures
are implemented in a company’s AMI application, an adversary may be able to
access the AMI system and could conceivably disconnect every customer with an
AMI device. If such an attack is widespread enough, the resultant disconnection
of load on the distribution system could result in impacts to the bulk power
system. If an adversary follows this disconnection event with a subsequent and
targeted cyber attack against remote meters, the restoration of service could be
greatly delayed.

The CIP standards will apply to some, but not all, smart grid applications.
The standards require users, owners and operators of the bulk power system to
protect cyber assets, including hardware, software and data, which would affect
the reliability or operability of the bulk power system. These assets are identified
using a risk-based assessment methodology that identifies electric assets that are
critical to the reliable operation of the bulk power system. If a smart grid device
were to control a critical part of the bulk power system, it should be considered a
critical cyber asset subject to the protection requirements of the CIP standards.
However, this designation is currently up to the affected entity as part of its self-
determination of critical cyber assets, as discussed previously.

Many of the smart grid applications will be deployed at the distribution and
end-user level so they may incorrectly be viewed as not affecting the bulk power
system. For example, some applications may be targeted at improving market
efficiency in ways that may not have a reliability impact on the bulk power
system, such that the protection requirements of the CIP standards, as they are
currently written, may not apply. However, as discussed above, these applications
either individually or in the aggregate could affect the bulk power system.

The Commission and its staff currently are coordinating with a number of
governmental and private sector organizations on cyber security issues
surrounding smart grid technology, including the DOE Smart Grid Task Force, the
NIST Domain Expert Working Groups, the Gridwise Architecture Council, and
the FERC-NARUC Smart Grid Collaborative. The Commission has issued a
policy statement that would strongly encourage interoperability of smart grid
technologies, recognizing that cyber security is essential to the operation of the
smart grid. The Commission also encouraged NERC to work with NIST in the
development of the standards.

While the Commission is doing what it can under its jurisdiction, the
Energy Independence and Security Act of 2007 does not make any standards
mandatory and does not give the Commission authority to make or enforce any



74

such standards. Under current law, the Commission’s authority, if any, to make
smart grid standards mandatory must derive from the FPA.

Physical Security And Qther Threats To Reliability

The existing reliability standards do not extend to physical threats to the
grid, but physical threats can cause equal or greater destruction than cyber attacks
and the Federal government should have no less ability to act to protect against
such potential damage. One example of a physical threat is an electromagnetic
pulse (EMP) event. In 2001, Congress established a commission to assess the
threat from EMP, with particular attention to be paid to the nature and magnitude
of high-altitude EMP threats to the United States; vulnerabilities of U.S. military
and civilian infrastructure to such attack; capabilities to recover from an attack;
and the feasibility and cost of protecting military and civilian infrastructure,
including energy infrastructure. In 2004, the EMP commission issued a report
describing the nature of EMP attacks, vulnerabilities to EMP attacks, and
strategies to respond to an attack.’ A second report was produced in 2008 that
further investigated vulnerabilities of the Nation’s infrastructure to EMP.? Both
electrical equipment and control systems can be damaged by EMP.

An EMP may also be a naturally-occurring event caused by solar flares and
storms disrupting the Earth’s magnetic field. In 1859, a major solar storm
occurred, causing auroral displays and significant shifts of the Earth’s magnetic
fields. As a result, telegraphs were rendered useless and several telegraph stations
burned down. The impacts of that storm were muted because semiconductor
technology did not exist at the time. Were the storm to happen today, according to
an article in Scientific American, it could “severely damage satellites, disable radio
communications, and cause continent-wide electrical black-outs that would require
weeks or longer to recover from.™ Although storms of this magnitude occur
rarely, storms and flares of lesser intensity occur more frequently. Storms of
about half the intensity of the 1859 storm occur every 50 years or so according to
the authors of the Scientific American article, and the last such storm occurred in

! Graham, Dr. William R. et al., Report of the Commission to Assess the
Threat to the United States from Electromagnetic Pulse (EMP) Attack (2004).

? Foster, Dr. John S., Jr. et al., Report of the Commission to Assess the
Threat to the United States from Electromagnetic Pulse (EMP) Attack (2008).

3 Odenwald, Sten F. and Green, James L., Bracing the Satellite
Infrastructure for a Solar Superstorm, Scientific American Magazine (Jul. 28,
2008).
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November 1960, leading to world-wide geomagnetic disturbances and radio
outages.

The power grid is particularly vulnerable to solar storms, as transformers
are electrically grounded to the Earth and susceptible to damage from
geomagnetically induced currents. The damage or destruction of numerous
transformers across the country would result in reduced grid functionality and
even prolonged power outages.

FERC staff has no data on how well the bulk power system is protected
against an EMP event, and the existing reliability standards do not address EMP
vulnerabilities. Further, the Commission currently does not have any specific
authority to order owners and operators of the transmission grid, generation
facilities and other electric facilities to protect their facilities from EMP-related
events, other than the general authority to order NERC to develop a reliability
standard addressing EMP. Protecting the electric generation, transmission and
distribution systems from severe damage due to an EMP-related event would
involve vulnerability assessments at every level of electric infrastructure. In
addition, as the EMP commission reports point out, the reliable operation of the
electric grid requires other infrastructure systems, such as communications, natural
gas pipelines and transportation, which would also be affected by such an attack or
event.

To further explore the vulnerability of the electric grid due to EMP-related
cvents as well as potential mitigation of those events, FERC staff, along with the
Department of Energy and the Department of Homeland Security, has recently
initiated a joint study with Oak Ridge National Laboratory (Oak Ridge) and
subcontractor Metatech. The Oak Ridge contract will expand on the materials
developed in other initiatives, including the EMP commission reports, with
emphasis on which sections of the power grid are most vulnerable, what
equipment would be affected, and what the resulting damage would do. The
contractor will describe protection concepts for each threat, as well as evaluating
additional methods for remediation. Finally, the contractor will provide specific
mitigation recommendations which can be used to develop and test hardware
prototypes and operational procedures to establish the effectiveness and cost of
mitigation to achieve protection for the Nation’s power grid against these intense
electromagnetic threats. Oak Ridge began work on the contract on October 1,
2009 and is expected to complete it by March, 2010.

The Need for Legislation

In my view, section 215 of the Federal Power Act provides an adequate
statutory foundation for the ERO to develop most reliability standards for the bulk
power system. However, the nature of a national security threat by entities intent

10
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on attacking the U.S. through vulnerabilities in its electric grid stands in stark
contrast to other major reliability vulnerabilities that have caused regional
blackouts and reliability failures in the past, such as vegetation management and
protective relay maintenance practices. Widespread disruption of electric service
can quickly undermine the U.S. government, its military, and the economy, as well
as endanger the health and safety of millions of citizens. Given the national
security dimension to this threat, there may be a need to act quickly to protect the
grid, to act in a manner where action is mandatory rather than voluntary, and to
protect certain information from public disclosure.

The Commission’s current legal authority is inadequate for such action.

This is true of both cyber and physical threats to the bulk power system that pose
national security concerns. Further, although section 202(c) of the FPA provides
the Department of Energy certain emergency authority, in my view that authority
is not adequate to cover the types of actions that might need to be ordered to
protect the electric grid. Simply put, the federal government at this time does not
have sufficient ability to timely protect the electric grid against cyber or physical
attacks.

Any new legislation should address several key concerns. First, to prevent
a significant risk of disruption to the grid, legislation should allow the
Commission to take action before a cyber or physical national security incident
has occurred. The Commission has the expertise to determine what actions are
necessary to protect the electric grid and it is vital that it be authorized to act
before an attack occurs. The Commission is not the appropriate agency to
determine whether a national security threat exists. However, once DOE or
another national security agency does make that determination, the Commission,
in consultation with other agencies and industry as appropriate, must be able to
timely order the actions necessary to protect the grid.

Second, any legislation should allow the Commission to maintain
appropriate confidentiality of sensitive information submitted, developed or issued
under this authority. Without such confidentiality, the grid may be more
vulnerable to attack and the Commission will not be able to adequately protect it.

Third, it is important that Congress be aware that if additional reliability
authority is limited to the bulk power system, as that term is currently defined in
the FPA, it would exclude protection against attacks involving Alaska and Hawaii,
including any federal installations located therein. The current interpretation of
the term bulk power system also excludes some transmission and all local
distribution facilities, including virtually all of the facilities in certain large cities
such as New York, thus precluding possible Commission action to mitigate cyber
or other national security threats to reliability that involve such facilities and major
population areas.

11
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Fourth, it is important that entities be permitted to recover costs they incur
to mitigate vulnerabilities and threats. The Commission currently has authority to
allow recovery by entities that meet the FPA definition of “public utility.” If
Congress believes it appropriate, it should include in legislation a directive that the
Commission establish a cost recovery mechanism for the costs associated with
compliance with any FERC order issued pursuant to the emergency authority.

Finally, in my view, any legislation on national security threats to reliability
should address not only cyber security threats but also intentional physical
malicious acts (targeting, for example, critical substations and generating stations)
including threats from an electromagnetic pulse. FERC should be granted
authority to address both cyber and physical threats and vulnerabilities, primarily
because FERC is the one Federal agency with any statutory responsibility to
oversee the reliability of the grid. This additional authority would not displace
other means of protecting the grid, such as action by federal, state and local law
enforcement and the National Guard. If particular circumstances cause both
FERC and other governmental authorities to require action by utilities, FERC
would coordinate with other authorities as appropriate.

Conclusion

The Commission’s current authority is not adequate to address cyber or
other national security threats to the reliability of our transmission and power
system. These types of threats pose an increasing risk to our Nation’s electric
grid, which undergirds our government and economy and helps ensure the health
and welfare of our citizens. Congress should address this risk now. Thank you
again for the opportunity to testify today. I would be happy to answer any
questions you may have.
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Mr. MARKEY. Great. Thank you, Mr. McClelland, very much.

And I will say to each one of you that you only have 5 minutes
for your opening statement. And after I introduce you, you don’t
have to read that part of your statement again. You can get right
to the meat of it, oK, because I will have done it.

Our next witness is Ms. Patricia Hoffman, principal deputy as-
sistant secretary of the Office of Electricity at the U.S. Department
of Energy. In this capacity, Ms. Hoffman provides leadership on a
national level to modernize the electric grid and enhance the secu-
rity and reliability of the energy infrastructure.

Thank you for joining us today. Whenever you are ready, please
begin.

STATEMENT OF THE HON. PATRICIA HOFFMAN

Ms. HOoFFMAN. Thank you, Chairman Markey and members of
the subcommittee, for this opportunity to testify before you today
on H.R. 2195 and 2165.

The energy sector’s threat analysis encompasses natural events,
criminal acts, and insider threats, as well as foreign and domestic
terrorism. Because of the diversity of assets in the systems in the
energy sector, a multitude of methodologies have been used to as-
sess risks, vulnerabilities, and consequences.

Also, improving the resiliency of the Nation’s electric power grid
for the purpose of national security will come at a cost. As Con-
gress considers legislation, we recognize there are limited re-
sources. Therefore, we must prioritize our activities, continually as-
sessing risk, the impact to the electric sector, and financial im-
pacts.

Incident response and information sharing still remain foremost
our concern. While the United States has had a good deal of experi-
ence with physical disruptions to the grid, such as the 2003 North-
east blackout and the hurricanes of 2005 and 2008, it does not
have experience-based lessons learned from a cyber incident. While
coordination and communication has improved between public and
private organizations over the past several years, much more is
needed to prevent and respond to an attack that could hamper the
U.S. electric power grid.

The 2010 Energy and Water Appropriations Conference Report
directs the Department of Energy to develop an independent na-
tional energy-sector cybersecurity organization to institute re-
search; development and deployment priorities, including policies
and protocols to ensure the effective deployment of tested and vali-
dated technology and software controls to protect the bulk power
system; and the integration of smart technologies to enhance the
security of the electric grid.

Congress assigned the National Institute of Standards and Tech-
nology, NIST, with the responsibility to coordinate the development
of a framework and a roadmap for interoperability standards, in-
cluding cybersecurity. The Department has been working closely
with NIST and other agencies through this Smart Grid Task Force
and the private sector. I am pleased to say significant progress has
been made. NIST issued Release 1.0 of the “NIST Framework and
Roadmap for Smart Grid Interoperability Standards,” as well as
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Draft NIST Interagency Report 7628, “Smart Grid Cybersecurity
Strategy and Requirements.”

The Department recognizes the inherent weaknesses associated
with driving system effectiveness and risk from a single worst-case
scenario. A single worst-case scenario is possible but rarely exists
and often exceeds the known and projected adversary capabilities.
At the same time, focusing on the worst-case scenario may result
in overlooking protection system elements needed to counter more
probable, significant, and credible threats. Consequently, the De-
partment is looking at a more balanced methodology to effectively
detect and deter threats.

The Department reviewed the various bills and conducted anal-
ysis to evaluate the effectiveness. We also have reviewed the exist-
ing cybersecurity standards and the relative effectiveness in ad-
dressing high-consequence risks in a rapidly changing threat envi-
ronment.

The Department provides the committee the following technical
comments.

The Federal Energy Regulatory Commission could be authorized
to issue an emergency security directive to owners and operators
of the bulk power system covering a specific period of time if the
Secretary of Energy has determined that a power grid emergency
exists.

A power grid emergency could be defined as a situation that
poses a high risk to the bulk power system that must be addressed
within 60 days without public disclosure. Determination of a power
grid emergency in general would require the expertise of the Sec-
retary of Energy, in consultation with the Secretary of Homeland
Security, the Office of Attorney General, and the Director of Na-
tional Intelligence.

In making a determination, the Secretary could consider: a
known cyber vulnerability exists that may affect the bulk power
system; a threat actor is determined to have known or suspected
intent, requisite resources, and capabilities to carry out the threat
with a high likelihood; if exploited, the vulnerability would result
in significant consequences, including damage to assets, infrastruc-
ture, loss of life, and psychological damage; the situation presents
an imminent risk to the bulk power system.

Any directive should have performance objectives and metrics for
mitigating the identified threat vulnerability and/or potential con-
sequence. The directive may alternately be in the form of an alert
that notify owners or operators of a potentially serious cyber situa-
tion. Specific methods for compliance could be left to the discretion
of the provider of the bulk electric power, provided the security per-
formance objectives are met.

Any directives should notify private-sector operators of the bulk
power system of the nature of the risk, consistent with the proper
handling of classified and restricted information, and direct opera-
tors to investigate, take appropriate and corrective action, and file
report findings back to FERC within a specified time period; and,
if required, direct owners and operators of the bulk power system
through NERC to develop mitigations to test and validate such
mitigations. The Department of Energy could provide technical
support.
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With this, I will conclude my testimony. I thank you for the op-
portunity for being here, and I look forward to any questions you
have.

[The prepared statement of Ms. Hoffman follows:]
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STATEMENT OF
PATRICIA HOFFMAN
ACTING ASSISTANT SECRETARY
FOR ELECTRICITY DELIVERY AND ENERGY RELIABILITY
U.S. DEPARTMENT OF ENERGY

BEFORE THE
ENERGY AND COMMERCE COMMITTEE
ENERGY AND ENVIRONMENT SUBCOMMITTEE
UNITED STATES HOUSE OF REPRESENTATIVES
October 27, 2009

Thank you Chairman Markey and members of the Subcommittee for this
opportunity to testify before you on emergency security directives and electric
system reliability.

All of us here today have a common goal— ensuring the resiliency of the Nation's
electric power grid. We all understand that vulnerabilities exist within the
electric system and that the Department of Energy, in partnership with the rest of
the Federal Government and power industry, should work towards
implementing the “Roadmap to Secure Control Systems for the Energy Sector.” 1

The energy sector’s threat analysis encompasses natural events, criminal acts,
and insider threats, as well as foreign and domestic terrorism. Because of the
diversity of assets and systems in the energy sector, a multitude of
methodologies have been used to assess risks, vulnerabilities, and consequences.

Also to note, improving the resiliency of the Nation's electric power grid for the
purpose of national security comes at a cost. New transformers can be
electromagnetic pulse (EMP)-hardened for a very small fraction of the cost of the
non-hardened item, e.g. one percent to three percent of cost, if hardening is done
at the time the unit is designed and manufactured. In contrast, retrofitting
existing functional components is potentially an order of magnitude more.? As
Congress considers legislation, we recognize there are limited resources.
Therefore we must prioritize based on risk, impact to the electric system and cost
constraints.

! Department of Energy in collaboration with Department of Homeland Security and the Natural Resources

Technology Directorate and the Energy Infrastructure Protection Division of Natural Resources Canada,
2006.

? Report of the Commission to Assess the Threat to the United States from Electromagnetic Pulse (EMP.

Auack, 2004.




82
Vulnerabilities

The exploitation of high-risk vulnerabilities has become one of the greatest
concerns for potential disruption. Control systems networks provide great
efficiency and are widely used. However, they also present a security risk, if not
adequately protected. Many of these networks were initially designed to
maximize functionality and cost effectiveness, with little attention paid to
security. With connections to the Internet, internal local area and wide area
networks, wireless network devices, and modems, some networks are potentially
vulnerable to disruption of service, process redirection, or manipulation of
operational data that could cause disruptions to the Nation's critical
infrastructure.

The United States Government is also considering the effect of High Impact-Low
Frequency (HILF) events on our Nation’s electric system. The Department is
working with the North American Electric Reliability Corporation (NERC) to
examine the effects of HILF events on the bulk power system. The effort will
focus on HILF events such as influenza pandemic, space weather, terrorist
attacks and electromagnetic pulses.

In addition, the Department, the Federal Energy Regulatory Commission (FERC),
and the Department of Homeland Security (DHS), are funding an EMP study.
The study will focus on electromagnetic threats and how they relate to the
reliable operation of the U.S. electric power grid. The study will provide specific
recommendations for activities to be accomplished in the future to achieve the
protection of the U.S. electric power grid.

Incident response and information sharing still remain foremost concern. While
the United States has a good deal of experience with physical disruptions to the
grid, such as the 2003 Northeast Blackout and the Hurricanes of 2005 and 2008, it
does not have experience-based lessons learned from a cyber incident. While
coordination and communications have improved between public and private
organizations over the past several years, much more is needed to prevent and
respond to an attack that could hamper the U.S. electric power grid.

Enhancing the Security of the Energy Sector

For more than a decade, the Department has worked with the private sector to
secure the electric grid. In December 2003, the Homeland Security Presidential
Directive 7 (HSPD-7) designated the Department as the sector-specific agency
(SSA) for the energy sector and provided authorization to collaborate with all
Federal agencies, state and local governments, and the private sector, to conduct
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vulnerability assessments of the sector, and to encourage risk management
strategies for critical energy infrastructure.

The Department takes this responsibility very seriously, and works closely with.
the private sector and state/Federal regulators to improve secure sharing of
threat information and collaborate with the industry to identify and fund gaps in
infrastructure research, development and testing efforts.

Our efforts to enhance the cyber security of the energy infrastructure have
produced results in four areas. We have:

1. Identified cyber vulnerabilities in energy control systems and worked with
vendors to develop hardened systems that mitigate the risks;

2. Developed more secure comununications methods between energy control
systems and field devices;

3. Developed tools and methods to help utilities assess their security posture;
and

4. Provided extensive cyber security training for energy owners and operators
to help them prevent, detect, and mitigate cyber penetration.

In 2003, the Department launched its National SCADA Test Bed (NSTB), a
state-of-the-art national resource designed to aid government and industry in
securing their control systems against cyber attack through vulnerability
assessments, mitigation research, security training, and focused R&D efforts.
The Department has expanded the NSTB to include resources and capabilities
from five national laboratories.

To date, NSTB researchers have assessed the majority of SCADA/Energy
Management Systems (SCADA / EMS) being offered in the energy sector.
Twenty NSTB and on-site field assessments of common control systems from
vendors including ABB, Areva, GE, OS], Siemens, Telvent, and others, have led
vendors to develop 11 hardened control system designs. Today, over 40 of these
“hardened” SCADA/EMS systems have been deployed to better protect the
power grid from cyber attacks, vendors have also issued many software patches
to better secure legacy systems, which are now being used by 82 system
applications in the sector. Findings from NSTB vulnerability assessments have
also been generalized by Idaho National Laboratory into its Comion
Vulnerabilities Report, which includes mitigation strategies asset owners across
the sector can use to better secure their systems.

The FY 2010 Energy and Water Appropriations Conference Report directs the
Department to develop an independent national energy sector cyber security
organization to institute research, development and deployment priorities,
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including policies and protocols to ensure the effective deployment of tested and
validated technology and software controls to protect the bulk power electric
grid and integration of smart grid technology to enhance the security of the
electricity grid. The Department recognizes the importance of an independent
organization that includes industry in advancing cyber security and will make
establishing this organization a top priority.

Cyber Security and the Smart Grid

Over the last 6 months, the Department has been highly focused on
implementing several initiatives set forth in the Recovery Act, including $4.5B for
smart grid activities designed to jumpstart the modernization of the electric
power grid, reduce electricity use, reduce greenhouse gas emissions, and spur
innovation and economic recovery. A key aspect for the implementation of
smart grid technologies is the need to address interoperability and cyber
security. Itis paramount that smart grid devices and interoperability standards
include protections against cyber intrusions and have systems that are designed
from the start (not patches added on) that prevent unauthorized persons from
gaining entry through the millions of new access points created by the
deployment of smart grid technologies.

Under EISA Section 1305, Congress assigned the National Institute of Standards
and Technology (NIST) with the responsibility to coordinate the development of
a framework and roadmap for interoperability standards including cyber
security. The Department has been working closely with NIST and other
agencies through the Smart Grid Task Force and the private sector, and I am
pleased to say significant progress has been made. NIST issued Release 1.0 of the
“NIST Framework and Roadmap for Smart Grid Interoperability Standards” as
well as Draft NISTIR 7628, “Smart Grid Cyber Security Strategy and
Requirements.” Recognizing the importance and urgency of cyber security
standards for the Smart Grid, in May 2009 the Department partnered with the
UCA International Users Group (UCAlug), Consumers Energy, Florida Power &
Light, and Southern California Edison and launched the Advanced Security
Acceleration Project - Smart Grid (ASAP-SG) specifically to accelerate the
development of cyber security standards for the smart grid. ASAP-5G is
developing a set of security profiles, each containing a baseline set of security
controls for a given smart grid application. These profiles can be used by utilities
and vendors to improve the security of smart grid applications and
implementations. ASAP-SG is working closely with the NIST Cyber Security
Coordination Task Group (CSCTG) and recently delivered an Advance Metering
Infrastructure (AMI) security profile which is incorporated in the Draft NISTIR
7628.
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Critical Infrastructure Protection and a Threat Analysis Methodology

In the aftermath of 9/11, we have strived to define and implement domestic
threat policies that adequately balance the potential consequences associated
with the loss/misuse of an asset; limited fiscal and physical resources; the
capabilities of the intelligence community to identify threats in a timely manner;
the ability of other agencies to interdict emerging threats; and the ability to
effectively and quickly respond to constantly changing threats.

The Department recognized the inherent weaknesses associated with deriving
system effectiveness and risk from a single “worst-case” scenario. A single
“worst-case” scenario is possible, but rarely exists and often exceeds the known
and projected adversary capabilities. At the same time, focusing on the “worst-
case” scenario may result in overlooking protection system elements needed to
counter more probable significant and credible threats. Consequently, the
Department required a more balanced methodology to effectively detect and
deter the threats.

Technical Comments on H.R 2195 and H.R. 2165

The Department reviewed the various bills and conducted analyses to evaluate
effectiveness. We also reviewed existing cyber security standards and their
relative effectiveness in addressing high consequence risks in a rapidly changing
threat environment. The Department would like to provide the following
technical comments:

The Federal Energy Regulatory Commission could be authorized to issue an
Emergency Security Directive to owners and operators of the bulk power system,
covering a specific period of time, if the Secretary of Energy has determined that
a power grid emergency exists.

A “power grid emergency” is defined as a situation that poses a high risk to the
bulk power system that must be addressed within 60 days without public
disclosure. The determination of a power grid emergency would require the
expertise of the Secretary of Energy, in consultation with the Secretary of
Homeland Security, Office of Attorney General, and the Director of National
Intelligence. In making a determination of a power grid emergency, the
Secretary of Energy could consider the existence of the following conditions:

¢ A known cyber vulnerability exists that may affect the bulk power system.
¢ A threat actor is determined to have known or suspected intent, requisite
resources, and capabilities to carry out the threat with a high likelihood.
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¢ If exploited, the vulnerability would result in significant consequences,
including damage to assets and infrastructure, loss of life, and
psychological damage.

¢ The situation presents an imminent risk to the bulk power system.

Any directive should define security performance objectives and metrics for
mitigating the identified threat, vulnerability, and/or potential consequences,
and specify rules for satisfying the security performance objectives in accordance
with the defined metrics within the defined time period of the power grid
emergency and require that the fact of the Directive and its contents not be
disclosed. The Directive may alternatively be in the form of an alert that notifies
owners and operators of a potentially serious cyber situation without specifying
mandatory actions that must be taken. Specific methods for compliance shall be
left to the discretion of the provider of bulk electric power, provided the security
performance objectives are met.

Any directive should notify private sector operators of the bulk power system of
the nature of the risk, consistent with the proper handling of classified and
restricted information, and direct the operators to investigate, take appropriate
and corrective action, and report findings back to FERC within a specified time
period, and, if required, direct owners and operators of the bulk power system,
through NERC, to develop mitigations, to test and validate such mitigations, and
to recommend corrective actions. The Department of Energy could provide
technical support in the development, testing, and validation of such mitigation
measures.

Conclusions

The scope and nature of security threats and their potential impact on our
national security require the ability to act quickly to protect the bulk power
system and to protect sensitive information from public disclosure. At the same
time, we must continue to build long-term programs that improve information
sharing and awareness between the public and private energy sector. The
electric system is not the Internet. It is a carefully tended and balanced system
that is critical to the Nation and the people. We must continue to strive towards
an electric system that can survive an intentional cyber assault with no loss of
critical functions.

The following are the Department’s recommended courses of action:
¢ Continue implementation of the “Roadmap to Secure Control Systems for

the Energy Sector.”
¢ Study HILF events and conduct cost-benefit analyses of the mitigations
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e Continue efforts to improve incident response and information sharing

programs.
¢ AsSmart Grid efforts are developed, build into such initiatives, security
features designed to anticipate and address cyber security threats.

This concludes my statement Chairman Markey. Thank you for the opportunity
to address the committee. Ilook forward to addressing any questions you or
your colleagues may have.
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Mr. MARKEY. Thank you, Ms. Hoffman, very much.

Our next witness is Mr. Garry Brown. He is the chairman of the
New York State Public Service Commission. Mr. Brown is testi-
fying on behalf of the National Association of Regulatory Utility
Commissioners that will henceforth in this committee be referred
to as NARUC, which will completely confuse anyone watching on
C-SPAN.

So this is your last notice, viewers. It is the National Association
of Regulatory Utility Commissioners. So, all 50 States have them.
They each decide, kind of, what the electricity and telephone rates
are in your State.

Mr. Brown is going to speak for all of them in America. He has
30 years of experience in mastering the arcane language of regu-
latory law.

And you have 5 minutes, Mr. Brown.

STATEMENT OF GARRY A. BROWN

Mr. BROWN. Good morning, Chairman Markey.

As you said, I am the Chair of Electricity Committee at NARUC.

State regulators take the reliability and security of the bulk
power system very seriously. However, as technology changed, new
risks and vulnerabilities have emerged. The transition to a smart-
er, digital, more efficient grid carries with it potential concerns.

Do you want me to talk through it?

Mr. MARKEY. You can continue through.

Mr. BROWN. Thank you.

As Congress considers legislation in this area, it should seek to
build on existing

Mr. MARKEY. When the bells ring, it tells us with two bells that
there is a roll call—this won’t come off of your time—three bells,
that we have a quorum.

When it goes out to six bells and then it goes six bells and then
six bells and six bells, you should start running very fast. But that
hasn’t occurred in my 33 years here. But I just want to notify you
that, if it just keeps going through and ringing, that that is not a
good thing. But, so far, our reliability counsel up here

Mr. SHIMKUS. Mr. Chairman, it is worse when there is no power,
so you hear no bells.

Mr. MARKEY. So this is maybe the key hearing. Otherwise, we
will be reliant upon the same system that my district relied upon
in 1775, with Paul Revere riding through and knocking on people’s
doors and saying, “Get out your gun.”

So, anyway, you have 4 minutes and 29 seconds to go, Mr.
Brown.

Mr. BROWN. Thank you.

As Congress considers legislation in this area, it should seek to
build on existing Federal-State coordination that results in a
framework where vulnerabilities to the system are identified,
prioritized, and resolved in a timely fashion. Congress needs to dis-
tinguish between imminent threats, which require immediate ac-
tion, and vulnerabilities, which can be resolved more deliberately.

Our first vulnerability focuses on business process systems—e-
mail, office equipment, databases, et cetera—that are not unique to




89

utilities but take on special significance given the utilities’ eco-
nomic importance.

A second vulnerability is more specific to utilities, and that is
utility control systems. Supervisory control and data acquisition, or
SCADA, systems are already inextricably part of our utility oper-
ations and have served to improve the efficiency and reliability of
our system operations in every system throughout the country.

Regulatory commissions have begun to probe the cyber-prepared-
ness of utility companies in the realm of smart grid. In concept, the
smart grid has the potential to provide improvements in situational
awareness, prevention, management, and restoration. In spite of
introducing new vulnerabilities, smart grid fundamentally makes
the electric system more secure. Still, this technology brings with
it new vulnerabilities and new points of access to create intentional
disruption, which should be taken extremely seriously.

In each of these areas, steps are being taken to manage risk. The
regulated companies we oversee have, through the North American
Electric Reliability Corporation, developed good cybersecurity
standards. The question of how far that standard extends is not yet
clear. NERC’s cybersecurity standards are extensive and thorough.
Over the past 2 years, electric utilities across the country have re-
quested significant additional staffing and significant additional
dollars for NERC’s standard compliance activities in their trans-
mission rate case filings at FERC.

The standards already in place are adequate for both physical
and cybersecurity. Overextending the applicability of those stand-
ards to lower-voltage facilities raises the question how much more
we are willing to pay for what may be a marginal increase in cy-
bersecurity.

I would like to share three examples of commissions engaged to
ensure companies are meeting their responsibilities.

Since 2005, the Pennsylvania Public Utility Commission has re-
quired all jurisdictional utilities to have a written cybersecurity
plan to complement their emergency response, each of which are
tested on an ongoing basis.

Another State taking action is Missouri. The commission re-
quires all of its utilities to have in place reliability plans and, in
May 2009, queried its utilities about steps taken or planned re-
garding cybersecurity as it relates to company operations. The con-
tacts made highlighted NERC order number 706, which mandates
that electric companies adhere to eight standards relative to cyber-
security.

Since 2003, the New York Commission’s Office of Utility Security
has carried out a regular program of oversight of both physical and
cybersecurity practices and procedures of the regulated utility com-
panies in the energy telecommunications and water sectors. Staff
of this office is devoted full-time to security audit responsibilities.

Generally, we utilize the existing NERC CIP standards as bench-
marks to form our own judgments about the quality of cybersecu-
rity measures in place at the regulated utilities. Staff is adhering
to a schedule that calls for visiting each regulated utility company
four times a year to audit compliance with some portion of CIP
standards, with the goal of measuring compliance with all of the
standards at each of the companies over the course of the year.
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We have the benefit in New York of a close and effective partner-
ship with our State cybersecurity office. The New York Office of
Cybersecurity and Critical Infrastructure Coordination directs ef-
forts to maintain cybersecurity practices within State government
agencies. We have established an excellent record for being a
prompt and reliable source of information. I have personally been
in consultation with CCIC and NERC to consider cyber threats and
risks to the smart grid.

I want to get to Federal legislation quickly. NARUC believes
Congress should build upon existing Federal-State coordination
and result in an environment where vulnerabilities are identified,
prioritized, and resolved in a timely fashion. Congress needs to dis-
tinguish between imminent threats, which require immediate ac-
tion, and vulnerabilities, which can be resolved more deliberately.

First, a component of any legislation should be the ability for
Federal departments and agencies to have information identifying
priority vulnerabilities and imminent threats and how this infor-
mation is communicated to the various electricity providers, State
and Federal law enforcement, and State regulatory authorities.

In normal situations, the electric power industry can protect the
reliability and security of the bulk power system without govern-
mental intelligence information. However, in the limited -cir-
cumstances

Mr. MARKEY. If you can summarize, Mr. Brown, please.

Mr. BROWN. Yes, I can.

In the limited circumstances when the industry does not need
governmental intelligence information on a particular threat or vul-
nerability, it is critical that such information be timely.

NARUC believes H.R. 2165 takes the best approach to the issues
that confront cybersecurity in our Nation’s electric system. And we
thank Representative Barrow, Chairman Waxman, and Chairman
Markey for introducing this legislation. There is a need for Federal
leadership on these complex cybersecurity issues.

This concludes my remarks, Mr. Chairman.

[The prepared statement of Mr. Brown follows:]
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Good morning Chairman Markey, and Members of the Subcommittee:

My name is Garry Brown, and I am Chairman of the New York State Public
Service Commission (NY PSC). 1 also serve as Chair of the Electricity Committee of the
National Association of Regulatory Utility Commissioners (NARUC), on whose behalf 1
am testifying here today. Tam honored to have the opportunity to appear before you this

morning and offer a State perspective on “Cyber Security.”

NARUC is a quasi-governmental, non-profit organization founded in 1889. Our
membership includes the public utility commissions serving all States and territories.
NARUC’s mission is to serve the public interest by improving the quality and
effectiveness of public utility regulation. Our members regulate the retail rates and
services of electric, gas, water, and telephone utilities. We are obligated under the laws
of our respective States to assure the establishment and maintenance of such utility
services as may be required by the public convenience and necessity and to assure that
such services are provided under rates and subject to terms and conditions of service that

are just, reasonable and non-discriminatory.

I want to thank you for holding this timely hearing. State regulators take the
reliability and security of the bulk-power system very seriously. Through strong federal,
State, public, and private partnerships, we have consistently maintained and improved

reliability and security of the grid. As times and technologies have changed, new risks
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and vulnerabilities have emerged. The transition to a smarter, digital, more efficient grid
— while full of promise — carries with it unforeseen concerns and unintended
consequences. As Congress considers legislation in this area, it should build on existing
federal-State coordination and result in a framework where vulnerabilities to the system
are identified, prioritized, and resolved in a timely fashion. Such legislation must
distinguish between imminent threats, which require immediate action, and

vulnerabilities, which can be resolved more deliberately.

State commissions are old hands at overseeing and ensuring the highest levels of
reliability from our nation’s utility service providers. Reliable service is the top priority
of commissions, even more than affordability and environmental friendliness: if the lights
go off, it doesn’t matter how cheap or green the electricity is. Our nation’s utilities
(municipal, cooperative, and investor-owned) have done this country proud in responding
to the greatest calamities and catastrophes, quickly and capably restoring power after
hurricanes, earthquakes, wildfires, and as my State can attest, acts of terrorism.
Commissions understand that preparedness should not focus on response, but should also

assure that resilience is built into our infrastructure as a core principle.

As with most sectors of the economy, information systems are rapidly merging
with utility systems, potentially heightening the risks of service disruption. Cyber
security is an emerging area of risk for our utilities and State Commissions as well, and
although it is unique in some respects, this is not the first time our utility systems have

faced new reliability threats. Through a strong public-private partnership, we have
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overcome past risks, and it is my belief that overall, this merging of information systems
into the electric and other utility sectors improves their resilience, reliability and

efficiency.

By way of background, State commissions are economic regulators. We have not
traditionally had a national security role, either at the State or national level, as this is the
province of Emergency Management Agencies, State Policy, and Departments of
Homeland Security. However, now the lines defining and separating roles in critical
infrastructure protection between the federal government, state agencies, and the private
sector owners of critical infrastructure are necessarily overlapping. Cooperation and
acceptance of responsibility is a must. With modern threats becoming apparent to us in
the last several years, we understand that our traditional responsibility to ensure reliable
service must include the need to ensure security. Breaches of security, obviously, can
have extremely serious reliability consequences. From my vantage point, State
commissions can identify certain key areas of concern about cyber security. The first
concern focuses on business process systems — email, office computing, databases, etc.
— that are not unique to utilities. In fact, commissions in recent years have improved
their own security, along with everyone else, as attacks on these systems become more

sophisticated and we become more dependent on them for our operations.

A second vulnerability is more specific to regulated utilities: control systems.
Supervisory Control and Data Acquisition (SCADA) systems are already inextricably

part of utility operations, and have served to improve the efficiency and reliability of our
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system operations in every system throughout the country. In recent years, vulnerabilities
to these SCADA systems have been repeatedly highlighted, perhaps most notably

thrdugh the “Aurora™ incident.

Finally, commissions have begun to probe the cyber-preparedness of our utility
companies in the realm of smart grid. With tens of billions of dollars in investment on
the line, commissions want to know that the investments aren’t going to introduce new
and unmanaged risks. In concept, the smart grid has the potential to provide many
improvements in situational awareness, prevention, management, and restoration. In spite
of introducing new vulnerabilities, smart grid fundamentally makes the electric system
more secure. Still, this technology brings with it new vulnerabilities and points-of-access
to create intentional disruption, which should be taken extremely seriously. “Guns-gates-
and-guards™ analogs of password protection and “security through obscurity” must be
augmented with a framework of maximum system resilience and next-generation
safeguards that allow the network to be impregnable, even if devices connected to it are

compromised.

In each of these areas, steps are being taken to manage the risk. The regulated
companies that we oversee have, through the North American Electric Reliability
Corporation, developed standards for cyber security that we believe are a good step in the
right direction for SCADA and business process systems. NERC. for example, has
adopted a cyber-security standard for the bulk electric system. The question of how far

that standard extends (i.e., to what extent it would reach down into the distribution
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system) is not yet clear. NERC's cyber security ("CIP") standards are extensive and
thorough. Over the past two years, electric utilities across the country have requested
significant additional staffing and dollars for CIP standard compliance activities in their
transmission rate case filings at FERC. The CIP standards already in place are adequate
for both physical and cyber security. However, extending the applicability of those
standards to lower voltage facilities raises the question of how much more we are willing
to pay for a marginal increase in cyber security. The issue of how much more money
should be put into this effort when it is virtually impossible to stop some cyber attacks

(e.g., hackers getting into the Pentagon's computer system) needs to be addressed.

Smart grid poses an additional, and particularly thorny, policy issue as well.
Through NARUC’s collaborative with FERC on smart grid and through other activities,
State commissions have also begun to identify key areas to assure that smart grid
investments boast the highest, most sophisticated levels of security. Recent federal
funding support for smart-grid investments has incentivized the deployment of hardware
in advance of the development of standards for cyber security, among other issues.
Commissions may be confronted with expenditures on cyber security for which no
specific standard has yet been reached. This draws commissions into specific areas of
review in order to determine the prudence of expenditures — a review that would be

unnecessary if the expenditure would be made in compliance with recognized standards.

Commissions therefore have had to become more expert in their understanding of

prudent smart grid and cyber security investments. Because we are not security
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regulators, our interest in the area is driven only by our obligation to assure the reliability
of service for our ratepayers and the prudence of the costs (including cyber-security
spending) that goes into their rates.

Let me give you three examples of activity that commissions have engaged in to

ensure that companies are focused on this issue.

Since 2005, the Pennsylvania Public Utility Commission has required all
jurisdictional utilities to have a written cyber security plan to complement their
emergency tesponse, business continuity and physical security protocols, each of which
are tested on an ongoing basis. Earlier this year, the Pennsylvania PUC issued an order
on cyber security in reaction to media reports of grid infiltration by international hackers.
Pennsylvania also issued a secretarial letter to its utilities encouraging them to be active
in the NIST Standards development process by reviewing and commenting on the NIST
Framework and the Cyber Security Coordination Task Group documents and to

participate in various related working groups.

While Pennsylvania has not done specific audits, investigations or reviews of
cyber-security plans on their own, it has incorporated cyber-security review in its
management audits process. Pennsylvania performs management and efficiency audits
at least once every five years on all electric, gas, and water utilities with over $10 million

of plant in service.
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Another State taking action is Missouri. Missouri requires all of its utilities to
have in place reliability plans, and in May 2009 queried its utilities about steps taken or
planned regarding cyber security as it relates to company operations. The Missouri
Commission required the utilities to furnish Staff with a verified statement stating if the
company is in compliance with NERC Order No. 706 or what actions and how long the
company will take to become compliant. The Commission also asked what other
organizations, groups, industry groups or other organizations these companies participate

with, such as local FBI or State agencies, regarding security issues.

In my own State of New York we are sharing the responsibility for critical
infrastructure protection at the Department of Public Service. Since 2003, when it was
created, our Office of Utility Security has carried out a regular program of oversight of
both physical and cyber security practices and procedures at the regulated utility
companies in the energy, telecommunications and water sectors. Staff of this office is
devoted full time to this security audit responsibility. Generally, we utilize the existing
NERC CIP standards as benchmarks to form our own judgments about the quality of
cyber security measures in place at the regulated utilitics. Staff is adhering to a schedule
that calls for visiting each regulated electric utility company four times a year to audit
compliance with some portion of the CIP standards, with the goal of measuring

compliance with all of the standards at each company over the course of a year.

We have the benefit in New York of a close and effective partnership with our

umbrella State cyber security office. The NYS Office of Cyber Security and Critical
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Information Coordination (CSCIC) directs efforts to maintain good cyber security
practices within State government agencies. CSCIC also provides cyber threat and
vulnerability information externally to several infrastructure sectors, establishing an
excellent record for being a prompt and reliable source of such information. We at the
Department of Public Service work closely and constantly with both CSCIC and our
State Office of Homeland Security on infrastructure protection preparedness. We share
information regularly and often through the Governor’s Homeland Security Executive
Council, and less formal daily interactions. We collaborate to provide joint briefings and
notifications to utility company information systems managers regarding cyber threats

and countermeasures, and just discovered vulnerabilities.

FEDERAL LEGISLATION

[ would now like to briefly address legislation that is currently being considered
in the 111th Congress. As I have previously stated in this testimony, NARUC believes
that as Congress considers legislation in this area, it should build upon existing federal-
State coordination and result in an environment where vulnerabilities to the system are
identified, prioritized, and resolved in a timely fashion. Congress needs to distinguish
between imminent thrcats, which require immediate action, and vulnerabilities, which

can be resolved more deliberately.

Importantly, any legislation in this area should focus on the ability for federal

agencies with information identifying priority vulnerabilities and imminent threats to
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communicate with the various electricity providers, State and federal law enforcement
entities, and State regulatory authorities. In nearly all situations, the electric power
industry can protect the reliability and security of the bulk power system without
government intelligence information. However, in the limited circumstances when the
industry does need government infeiligence information on a particular threat or
vulnerability, it is critical that such information is timely and actionable. After receiving
this information, the electric power industry can then direct its expert operators and cyber
security staff to make the needed adjustments to systems and networks to ensure the

reliability and security of the bulk power system.

In short, if the federal government is aware of a vulnerability or threat but does
not effectively communicate that information to the utilities, how can they be expected to
address these concerns? Additionally, State regulators must be given adequate
information so that they are not in a position where they must sign a “blank check™ for
the mitigation of any federally identified vulnerability, which will then be passed onto

ratepayers, along with potential new greenhouse gas mitigation costs.

We believe that neither H.R 2163, introduced by Representative Barrow, and H.R.
2193, introduced by Representative Thompson, or S. 1462 from Senator Bingaman, offer
the needed guidance to ensure that the federal entities provide timely and actionable
information to the energy providers or State government agencies. Perhaps provisions
could be added to establish a process for federal intelligence agencies to provide the

requisite security clearance to an employee with responsibility for cyber security. 1 am
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told that there are employees at energy providers and some State agencies that have

“secret” level clearance; however in some instances this level would not be adequate.

Second, the scope of legislation should be limited to cyber security on the bulk
power system and in emergency situations. If the federal government has actionable
intelligence about an imminent threat to the bulk power system, State commissions are
ready, willing and able to provide any assistance or issue any complementary orders that
may be necessary with regard to similar emergency situations on the distribution systems.
In these limited circumstances, when time does not allow for classified industry briefings
and development of mitigation measures for a threat or vulnerability, FERC in the United
States and the appropriate corresponding authorities in Canada should be the government
agencies that direct the electric power industry on the needed emergency actions. These
actions should only remain in effect until the threat subsides or upon FERC approval of

related NERC reliability standards.

In the United States, Section 215 of the Federal Power Act (Energy Policy Act of
2005) invested FERC with a significant role in bulk power system reliability, and it
would be duplicative and inefficient to recreate that responsibility at another agency. Itis

our opinion that H.R. 2165 is preferable to the other bills in this regard.

Additionally, we recognize that it may be necessary for federal government

authorities to intervene, should it have actionable intelligence about an imminent cyber

threat that would harm our national security, with regard to distribution assets. In these

10
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instances and in very limited locations federal actions could require certain actions to be
taken by the electric power industry. However, we must insist that State commissions or
other appropriate State agencies be fully included from beginning to end of the
emergency situation. We would suggest that language be included in H.R. 2165 to

address and limit the circumstances where this could occur.

In total, NARUC believes that H.R. 2165 takes the best approach to the issues that
confront cyber security on our nation’s electric system and we thank Representative

Barrow, Chairman Waxman, and you Chairman Markey for introducing this legislation.

SPECIFIC SUBCOMMITTEE QUESTIONS

Mr. Chairman, in your invitation you requested that in my testimony I provide
answers to seven questions you posed. I have alluded to some of them previously, and

will attempt to provide general responses here:

1. What measures, if any, are state public utilities commissions taking fo protect the
electric grid against cyber security, EMP, or other vulnerabilities to and threats from

malicious acts?
As regulators of investor-owned utilities, and, in some instances, municipal and

co-op utilities, State commissions broadly become involved in their capacity to oversee

reliable service and to ensure prudent expenditures by the electric utility companies.

11
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Ensuring reliable service means holding utilities to high levels of performance in the face
of all hazards. Commissions require utilities to comply with reliability standards and to
possess emergency preparedness plans that minimize or eliminate the possibility of
events with varying probabilities and consequences (ranging from hurricanes to insider
acts). Moreover, commissions approve the prudence of expenditures on all activities,

including critical infrastructure protection, via the rate case process.

Some commission staffs retain experts on security and critical infrastructure
protection. The Public Utilities Commission of Ohio, the New Jersey Board of Public
Utilities and the Michigan Public Service Commission are examples of commissions that
have been integrated into their Governors” Homeland Security advisory infrastructure.
Also, Colorado, New York and Texas have specific staffs detailed to this issue. Even
when staff are not been designated with a security focus, NARUC"s Committee on
Critical Infrastructure has members from most States participating and staying abreast of
national trends, issues, and best practices. This committee regularly educates and
engages members in tabletop exercises, workshops, and dialogues on topics ranging from
hurricanes to copper theft. Cyber security has been a core discussion topic for the past

three years.

Specific to cyber security, commissions vary in their approaches. Some, such as
New York, Texas, and Oregon, have or are acquiring specific expertise in cyber security.
Others more indirectly rely on CIP standards compliance or reliability standards

adherence to ensure that this area is addressed.

12
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2. What gaps or limitations, if any, are there in the existing process and standards under
section 215 of the Federal Power Act for ensuring that the electric grid is adequately
protected against cyber security, EMP, or other vulnerabilities to and threats fiom

malicious acts?

Through strong federal, State, public, and private partnerships, we have
consistently maintained and improved reliability and security of the grid. As times and
technologies have changed, new risks and vulnerabilities have emerged. The transition to
a smarter, digital, more efficient grid -— while full of promise — carries with it
unforeseen concerns and unintended consequences. As Congress considers legislation in
this area, it should build upon the existing federal-State coordination and result in an
environment where vulnerabilities to the system are identified, prioritized, and resolved
in a timely fashion. Congress needs to distinguish between imminent threats, which

require immediate action, and vulnerabilities, which can be resolved more deliberately.

3. What new federal authority, if any, is needed to protect the grid against such
vulnerabilities and/or threats — whether in the form of emergency response authority or
standard-setting authority? If new authority is needed, what federal agency or agencies,
or other entity (such as the North American Electric Reliability Corporation) should be

tasked with such authority and how should it be structured?

13
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NERC has adopted a cyber-security standard for the bulk electric system.
NERC's cyber security ("CIP") standards are extensive and thorough. Over the past two
years, electric utilities across the country have requested significant additional staffing
and dollars for CIP standard compliance activities in their transmission rate case filings at
FERC. The CIP standards already in place are adequate for both physical and cyber
security. The question of how far that standard extends (i.e., to what extent it would
reach down into the distribution system) is not yet clear and needs to be better defined.
Extending the applicability of those standards to lower voltage facilities raises the
question of how much more we are willing to pay for a lmarginal increase in cyber
security. The issue of how much more money should be put into this effort when it
appears virtually impossible to stop some cyber-attacks (e.g., hackers getting into the

Pentagon's computer system) needs to be addressed.

4. If new federal authority is needed in this area, should it extend only to cyber security
vulnerabilities and/or threats, or should it also address physical vulnerabilities and/or
threats, or some subset thereof, such as vulnerabilities and/or threats specifically related

to EMP or large transformers?

Cyber security may pose a new paradigm for some because of the ability of a
cyber attack to be geographically remote from the affected area. As such where near-
term threats are identified it may be relevant to introduce emergency authority by federal

authorities.
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For large transformers, programs are already being put into place, such as the
Spare Transformer Exchange Program (STEP), the costs of which have already been
approved by commissions in every participating footprint. No further federal authority is

warranted in this area.

With regards to EMP, it is appropriate for the federal government to weigh the
probability and consequence of this vulnerability, as without such analysis there is no
basis for Federal authority. In the interim, EMP should be weighed among other
vulnerabilities, and decisions made in circumstances that consider the cost-effectiveness
of mitigation of this vulnerability against cost effectiveness for addressing a range of
hazards. It is not an appropriate area for new federal authority unless a real threat (ic., a
new significant probability of occurrence) is identified, as there is a clear lack of

authority on the part of other decision makers to manage this vulnerability.

3. If new federal authority is needed in this area, should it extend beyond the bulk power
system fo distribution system assets and/or Alaska, Hawaii, and U.S. territories? If any
such extension beyond the bulk power system is warranted, should such extension be
limited to some subset of “critical” assets, such as those serving defense facilities or

major metropolitan areas? If so, how should such “critical” assets be defined?

With regards to cyber security, Alaska and Hawaii may also be subject to

geographically dislocated attacks, and therefore emergency basis federal authority may
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well be warranted. With regards to other physical and emerging threats, such as EMP, no

such authority is relevant.

The question of cogently defining “critical assets” has eluded experts and
specialists for a decade — it is a moving target dependent on circumstance. Most utility
assets are critical at some level to some operation or constituency. Identification of
essential assets is a routine element of utility and transmission operator activities, with
hundreds of multiple failure level scenarios being modeled in real-time. The existing
standards and practices that govern the level of preparedness by these operators is
adequate and no new authority is needed unless a nearterm threat, of significant

consequence and probability, is identified

6. If new federal authority is needed in this area, how should treatment of sensitive

information be addressed?

State commissions continue to deal with the treatment of sensitive information.
While commercially sensitive and security sensitive information must be protected from
FOIA and public release, a real risk emerges when those holding the information fail to
connect decision-makers with the information that they need to take action. A

partnership approach is warranted where any new authority is granted

7. If new federal authority is needed in this area, how should utilities’ recovery of costs

Jor compliance with federal directives be addressed, if at all?
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Recovery of costs need not be addressed in this legislation. Currently, State rate
regulated utilities have the ability to recover federally mandated costs, for eXample the
Nuclear Waste Fund fees and acid rain mitigation costs. We do not see the necessity for

different cost recovery treatment in this legislation.
CONCLUSION

A long-standing mission of the State public utility commissions is to ensure the
physical viability of the utility plant under their supervision. A less traditional
responsibility, cyber security and information systems standards and development, is
increasingly thrust into the mix, yet this newer responsibility clearly envelops a broader
range of industries and specific expertise. Utility regulators recognize the dependence of
sound cyber security practices and cyber reporting on sound construction practices and

utility-outage reporting, and visa versa.

A concern that 1 wish to leave with you for consideration is that protocols
intended to distinguish between disruptions to critical infrastructure related to cyber
events and those related to physical events, e.g., a denial-of-service attack as opposed to a
fiber-optic cable failure, have not kept up with the fast-emerging nature of cyber threats.
Such protocols are easier to craft than to implement. The first evidence of disruption is
the disruption itself, and such events do not often present themselves with the root cause

clearly visible.
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In the critical “golden hours™ after a possible new developing threat is detected, or
immediately following an event, it may not always be clear what is actually happening or
why. For this reason, close coordination between the utility sector and the cyber sector is
essential to the response. As the State public utility commissions have traditionally
served as the gateway to the utility sector and have their own independent core of
expertise and relationships key to understanding in real-time events affecting that plant,
close coordination among the operators of our cyber networks, the federal government,

and State homeland security partners, including utility commissions, is essential.

Mr. Chairman and members of the Subcommittee, this concludes my testimony.
State public service commissions take the issues of cyber security and reliability
seriously. We believe a federal-State, public-private partnership is essential to meeting
these challenges over the long term. I am now happy to answer any questions from the

Subcommittee. Thank you.
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Mr. MARKEY. Thank you, Mr. Brown, very much.

Our next witness is Mr. David Cook. He is the vice president and
general counsel of the North American Electric Reliability Council,
or NERC. In this role, Mr. Cook helps to lead the development of
maéldatory and enforceable reliability standards for the electric
grid.

Prior to joining NERC in 1999, Mr. Cook worked for 10 years as
deputy general counsel of the Federal Energy Regulatory Commis-
sion.

So, again, just for our audience, Mr. Cook is speaking for NERC,
which is the private sector. Mr. Brown is speaking for NARUC,
which are the State regulators. And the first two witnesses speak
for the Federal Government, and that would be the Department of
Energy, which I think everyone knows, and the FERC, Federal En-
ergy Regulatory Commission.

We have FERC and NERC, and it does get confusing to people,
oK, but it is Federal Government, State government, and now the
private sector.

Mr. Cook, whenever you are ready, please begin.

STATEMENT OF DAVID N. COOK

Mr. Cook. Thank you, Mr. Chairman and members of the sub-
committee.

NERC’s overall mission is to ensure the reliability of the bulk
power system in North America. Cybersecurity is an important
component of that mission. The challenges the grid faces from cy-
bersecurity threats, however, are different from other reliability
concerns.

Digital technology changes frequently, and novel potential
threats can arise very quickly, requiring rapid and often confiden-
tial responses. Threats can arise virtually any time and anywhere
across the vast array of communicating devices on the grid. More-
over, cybersecurity threats are more likely to be driven by inten-
tional manipulation of devices rather than weather-related or oper-
ational events that regularly occur on the system.

All of these characteristics set cybersecurity apart from other re-
liability concerns. For these reasons, NERC believes that the U.S.
Government needs additional emergency authority to address spe-
cific imminent cybersecurity threats.

As the international regulatory authority for the reliability of the
bulk power system, NERC is responsible for developing reliability
standards applicable to all users, owners, and operators of the sys-
tem. The standard-setting process brings together NERC and in-
dustry and security experts from the United States and Canada to
develop standards that must apply to the international grid.

Developing long-term standards that apply to more than 1,800
diverse entities that own and operate the bulk power system is a
complex undertaking. Standards must apply equally to companies
with thousands of employees and those with only 20. Additionally,
the standards must do no harm.

NERC recognizes that, while the standards in place today pro-
vide a sound starting point, they should be and are being improved.
NERC is also working in a number of areas to make available the
kinds of information that will help the industry better secure crit-
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ical assets from advanced well-resourced threats and other known
cybersecurity activity on an ongoing basis.

In its role as the electricity-sector information sharing and anal-
ysis center, NERC analyzes and disseminates threat information
and warnings to the electricity industry in the form of voluntary
advisories, recommendations to industry, and essential action noti-
fications.

NERC’s preparedness and awareness efforts are necessary but
not sufficient to protect the system against imminent specific cyber-
security threats. The principal gap that NERC sees in the current
law is that the Federal Government lacks sufficient authority to
address an imminent and specific cybersecurity threat. Both H.R.
2165 and H.R. 2195 address that gap.

NERC believes the authority to act in such emergencies should
be assigned to a single Federal agency. The legislation should also
assure coordination between the Federal agency with that author-
ity and appropriate officials in Canada and Mexico. H.R. 2165 con-
tains important provisions that require such consultation, while
H.R. 2195 contains no specific provisions in this area.

The jurisdiction provided by H.R. 2195 would go beyond the
scope of existing Section 215 to cover distribution system assets.
2165 would limit its scope to the existing Section 215.

While physical threats are also a concern, NERC believes ad-
dressing the present gap and authority to address specific immi-
nent cybersecurity threats is the highest legislative priority at this
time.

One of the greatest challenges the industry faces in dealing effec-
tively with the threats we have been discussing is the limited
amount of concrete technical information coming from government
agencies. Much of the information about threats is classified or oth-
erwise subject to restrictions on disclosure.

Without more specific information being appropriately made
available to asset owners, they are unable to determine whether
particular cybersecurity concerns exist on their systems or develop
appropriate mitigation strategies. A mechanism, therefore, is need-
ed to validate the existence of such threats and ensure information
is appropriately conveyed.

Over the past year, NERC has worked to facilitate this informa-
tion sharing and stands ready to support further efforts in this
area. Both H.R. 2165 and H.R. 2195 contain provisions to address
this problem.

To conclude, NERC, the electric industry, and the governments
of North America share a mutual goal of ensuring that threats to
the reliability of the bulk power system, especially cybersecurity
threats, are clearly understood and effectively mitigated. NERC
fully supports legislative efforts to provide the Federal Government
with emergency authority to address imminent -cybersecurity
threats as quickly as possible.

Moving forward, NERC is committed to complementing Federal
authority to address cybersecurity challenges, regardless of the
form that legislation may take.

Thank you.

[The prepared statement of Mr. Cook follows:]
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INTRODUCTION

The North American Electric Reliability Corporation (“NERC”) takes most
seriously its role in ensuring the cyber security of the electric grid. Working with
stakeholders, NERC’s overall mission is to ensure the reliability of the Bulk Power
System in North America. Cyber security is clearly one component of that mission. The
challenges the grid faces from cyber security threats, however, are different from other
reliability concerns. Unlike traditional concerns (such as vegetation management on
transmission line right-of-ways) for which there is significant operating experience,
digital technology changes frequently and novel potential threats can arise very quickly,
requiring rapid and often confidential responses. Threats can arise virtually anytime and
anywhere across the vast array of communicating devices on the grid ~ Supervisory
Control and Data Acquisition (SCADA), control rooms, power plants, substations, relays,
meters, some transformers, capacitor bank controllers, to name just a few — and the

systems to which those devices are connected. Cyber security threats are also more likely
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to be driven by intentional manipulation of devices as opposed to operational events on
the Bulk Power System.

All of these characteristics clearly set cyber security apart from other reliability
concerns. Where there is an identified, immediate threat, a different approach is required
— one that allows for more expedient and confidential treatment of critical information,
rapid threat analysis, and specific, directed action when necessary. For these reasons,
NERC believes that the U.S. government needs additional emergency authority to
address specific, imminent cyber security threats. With immediate emergency authority
in the hands of government, NERC would be better positioned to develop and implement
longer-term cyber security and critical infrastructure protection Reliability Standards.

My testimony today will focus on the process and standards in place under
Section 215 of the Federal Power Act (“FPA™) for ensuring that the electric grid is
adequately protected against cyber and other vulnerabilities and threats. I will also offer
NERC’s views on elements of the pending legislation, including H.R. 2165 and H.R.
2195, to establish additional authorities to address cyber security threats to the Bulk

Power System.

0
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I ROLE OF NERC STANDARDS IN PROTECTING THE BULK POWER
SYSTEM FROM CYBER ATTACK '

As the international regulatory authority for the reliability of the Bulk Power
System in North America, NERC is responsible for developing Reliability Standards
applicable to all users, owners and operators of the Bulk Power System. In the United
States, NERC was certified as the Electric Reliability Organization by the Federal Energy
Regulatory Commission (“FERC”) under Section 215 of the FPA in July 2006. NERC is
similarly recognized in much of Canada, with the goal of ensuring that the entire
interconnected North American power system operates from a single platform of sound
Reliability Standards. NERC’s over 100 Reliability Standards cover reliability issues
ranging from vegetation management to system operator training to modeling of the Bulk
Power System.

In January 2008, FERC issued Order No. 706, approving eight mandatory
Reliability Standards for Critical Infrastructure Protection (“CIP Reliability Standards™)
developed by NERC through its ANSI-accredited standards development process. !

These standards set forth specific requirements that are binding on users, owners and
operators of the Bulk Power System to safeguard critical cyber assets.

The CIP Reliability Standards are comprised of roughly forty specific
requirements designed to lay a solid foundation of sound security practices that, if

properly implemented, will help develop the capabilities needed to secure critical

! Mandatory Reliability Standards for Critical Infrastructure Protection, Order No, 706, 122 FERC
961,040, reh'g denied, Order No. 706-A, 123 FERC § 61,174 (2008).
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infrastructure from cyber security threats. Audits of compliance with certain
requirements included in the standards began on July 1, 2009,

NERC recognizes, however, that while the standards in place today provide a
sound starting point, they should be improved. NERC has worked with industry,
consumer representatives and regulators to strengthen the CIP Reliability Standards both
in the short term by means of an initial six-month revision phase, and the longer-term,
through a concurrent revision phase. The initial revisions to the CIP Reliability
Standards were approved by FERC as Version 2 of the CIP Reliability Standards on
September 30, 2009.” These standards will become effective on April 1,2010. Work to
further strengthen the cyber standards is underway as phase two revisions continue.

One of the areas that must be addressed in these revisions was the subject of an
April 7, 2009 letter from NERC Chief Security Officer Michael Assante to industry
stakeholders. The letter addressed the identification of Critical Assets and associated
Critical Cyber Assets that support the reliable operation of the Bulk Power System, as
required by NERC Reliability Standard CIP-002-1. In the letter, Mr. Assante called on
users, owners, and operators of the Bulk Power System to take a fresh look at current
risk-based assessment models to ensure they appropriately account for new
considerations specific to cyber security, such as the need to consider misuse of a cyber

asset, not simply the loss of such an asset.

% North American Electric Reliability Corp., 128 FERC 4 61,291 (2009) (Order Approving Revised
Reliability Standards for Critical Infrastructure Protection and Requiring Compliance Filing).

* The letter is available from the NERC website: hitp:/swww.nerc.com/fileUploads/File/News/CIP-002-
Identification-Letter-040709 pdf.
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The letter demonstrates NERC’s focus on addressing a critical element of the
cyber security challenge: the educational learning curve and resulting compliance-related
challenges that must be addressed to improve the cyber security of the Bulk Power
System. Ensuring that each of the approximately 1800 entities that own and operate
components of the Bulk Power System understands cyber security and the efforts needed
to adequately protect the security of the Bulk Power System has been a priority for
NERC. The standards development process itself has contributed a great deal to raising
the profile and priority of cyber security within the electric sector. Other educational
efforts currently underway include a series of webinars on compliance with the CIP
Reliability Standards and regular communication with industry.

Initial results from the most recent CIP Reliability Standards implementation
survey indicate that more work is needed with industry to ensure that Critical Assets are
being appropriately identified as such. For example, approximately 26 percent of
generation facilities in the United States reported to NERC are presently identified by
industry as Critical Assets. The specific data is a significant cause for concern regarding
the current implementation of the CIP Reliability Standards for certain assets and
indicates progress for others. NERC is presently engaged in further evaluating the data
received and will be working with stakeholders to develop an action plan to address the

issue over the coming weeks.
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IL ADDRESSING IMMINENT AND SPECIFIC CYBER SECURITY
THREATS

At NERC, we are working in a number of areas to provide or assist in the
provision of the kinds of information that will help the industry better secure critical
assets from advanced, well-resourced threats and other known cyber activity on an
ongoing basis. In its role as the Electricity Sector Information Sharing and Analysis
Center (ES—ISAC),4 NERC analyzes and disseminates threat information and warnings to
the electricity industry in the form of Advisories, Recommendations to Industry, and
Essential Action Notifications. Alerts issued through this mechanism are not mandatory
and cannot require an entity to perform tasks recommended or advised in the alert. NERC
has significantly improved the alerts system over the past year and continues
improvements through the development of a secure alerting portal, currently in the pre-
commissioning user validation phase.

Through the alerts system, NERC is able to provide timely, critical reliability
information to nearly 5.000 security and grid operations professionals within minutes,
and has demonstrated success by conducting training and using the system to send alerts,
record acknowledgements and receive responses within several days. NERC has issued
twelve such alerts in 2009, with its most recent “recommendation” receiving a strong 94

percent response rate.

¢ The ES-ISAC has been operated by NERC since it was formed in 2001. The ES-ISAC was created as a
result of action by the U.S. Department of Energy in response to Presidential Decision Directive 63 issued
in 1998. The ES-ISAC works with the electricity industry to identify and mitigate cyber vulnerabilities by
providing information, recommending mitigation measures, and following up to monitor implementation of
recommended measures. NERC, in its capacity as the ES-ISAC, also has a related role in cyber and
physical security issues associated with all electric facilities operated in the United States.
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Preparedness and awareness efforts like the standards and alerts discussed above
are necessary, but not sufficient, to protect the system against specific and imminent
cyber threats. NERC firmly believes that that in the case of an imminent cyber security
threat, authority to direct action should be vested in the Federal government in the United
States. NERC supports legislation that would give an agency or department of the
Federal government necessary authority to take action in the face of specific and
imminent cyber threats.

L. COMMENTS ON PENDING LEGISLATION

Single Federal agency with authority to address imminent threats: Both H.R.

2165 and H.R. 21935 address the principal gap that NERC sees in the current law: the
Federal government lacks sufficient authority to act to address an imminent and specific
cyber security threat to the critical infrastructure of the United States. NERC believes
that authority to act in such emergencies should be assigned to a single Federal agency.
H.R. 2165 does this by giving FERC authority to address both certain existing cyber
security threats, through interim measures to be issued within 120 days of enactment as
necessary, and future emergencies involving imminent cyber security threats (proposed
FPA Section 215A(b) and (c)). H.R. 2195 also assigns responsibility to FERC to
establish both 1) interim measures that would supplement, replace or modify cyber
security Reliability Standards that FERC finds to be inadequate to address known
vulnerabilities (under proposed FPA 224B), and 2) rules or orders “necessary” to protect
critical electric infrastructure against vulnerabilities or threats identified by the

Department of Homeland Security, including emergency orders to protect against an
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imminent threat or vulnerability issued without notice or hearing (through proposed FPA
224(c)). In contrast, S. 1462, the American Clean Energy Leadership Act, as reported by
the Senate Energy Committee vests authority to act in both the Commission and the
Department of Energy (“DOE”), creating potentially competing emergency authorities in
both the Secretary of Energy and FERC.

Preservation of the FPA Section 215 Standards Development and Approval

Process: The NERC standard-setting process brings together industry and security
experts to develop standards that must apply to the international, interconnected grid.
Developing long-term standards that apply to the more than 1800 diverse entities that
own and operate the Bulk Power System is a complex undertaking. Standards must apply
equally to companies with thousands of employees and to those with only twenty.
Additionally, the standards must not do harm. They must take into account unique
component configurations and operational procedures that differ widely across the grid.
Given our extensive experience in standards development, NERC believes the level of
expertise needed to create standards that achieve security objectives and ensure reliability
can be found within the industry itself. Setting long-term cyber security Reliability
Standards should not be done without notice or opportunity to be heard, as valid technical
feasibility concerns do exist and must be considered so that adherence to mandatory
requirements in one area does not negatively impact other aspects of reliability. NERC
has strong concerns regarding the tradeoffs that could be made between compliance-
based decisions and those that might otherwise be in the best interests of system

reliability. These concerns are also relevant for interim measures. Coordination with a
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defined group of industry experts may provide an appropriate mechanism to evaluate
proposed measures and identify concerns from a reliability perspective.

H.R. 2165 contains provisions to harmonize the new FERC authorities with the
Reliability Standards development process. H.R. 2165 expressly provides that interim
measures or actions to address existing cyber security threats are to be replaced by
standards developed, approved and implemented under FPA Section 215 (proposed
Section 215A(b)(2)). The legislation also specifies when interim measures are to be
discontinued, including when a Reliability Standard is developed and implemented
pursuant to FPA Section 215 to address the identified threat (proposed Section
215A(d)(2)). FERC orders for emergency measures or actions to protect Bulk Power
System reliability against an imminent cyber security threat determined to exist by the
President also are to be discontinued upon, among other things, the development and
implementation of a reliability standard to address the identified threat (proposed Section
215A(e)(3)).

H.R. 2195 limits the duration of emergency orders issued by FERC without prior
notice or hearing (proposed Section 224(d)), but does not otherwise provide that such
rules or orders are to be replaced by Reliability Standards under FPA Section 215. Under
proposed Section 224B(a)(1), interim measures to protect against known cyber
vulnerabilities could replace or modify Reliability Standards established under FPA
Section 215. While H.R. 2195 provides that such interim measures “may” be replaced by
standards developed and approved under FPA Section 215 (proposed Section

224B(a)(2)), there is no requirement to do so.
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S. 1462 would give FERC authority to establish standards to address not only
emergencies, but any cyber security vulnerability, defined as a weakness or flaw in the
design or operation of any programmable electronic device or communication network
that exposes critical electric infrastructure to a cyber security threat. In this way, the
legislation would authorize FERC to adopt rules or orders without notice or hearing, and
supplant Section 215 with respect to establishing cyber security standards in the first
instance.

Coordination with Canada and Mexico: Recognizing the international nature of

the North American electric grid, the legislation should assure coordination between the
Federal agency with authority to address imminent cyber security threats and appropriate
officials in Canada and Mexico. H.R. 2165 contains important provisions that require
consultation with Canada and Mexico before the establishment of interim measures to
address existing cyber security threats (proposed Section 215A(b)(1)), as well as
consultation to the extent practicable before emergency orders are issued (proposed
Section 215A(c)(2)). H.R 2193 contains no specific provisions in this area.

The provisions of S. 1462 dealing with the emergency authority of the Secretary of
Energy encourage consultation and coordination with Canada and Mexico, but there is no
corresponding requirement imposed on FERC.

Focus on the Bulk Power System: Certain aspects of the pending legislation go

beyond the scope of Section 215, which specifically limits standard-setting authority to
apply only to users, owners, and operators of the Bulk Power System. H.R. 2195

provides that FERC rules or orders to protect against known cyber vulnerabilities or



122

Testimony of David N. Cook
North American Electric Reliability Corporation
October 27, 2009

threats may require any “ownet, user or operator of critical electric infrastructure in the
United States™ to develop a plan to address cyber vulnerabilities identified by FERC and
to submit the plan to FERC for approval (proposed Section 224B(b)). The term “critical
electric infrastructure™ is defined expansively as “systems and assets, whether physical or
cyber used for the generation, transmission, distribution, or metering of electric energy
that, in the determination of the Commission, in consultation with the Secretary of
Homeland Security and other national security agencies, are so vital to the United States
that the incapacity or destruction of such systems and assets, either alone or in
combination with the failure of other assets, would cause significant harm to the security,
national or regional economic security, or national or regional public health or safety.”
(Proposed Section 224(a).) The potential inclusion of distribution system assets
represents an expansion of the jurisdiction under FPA Section 215, which applies to the
Bulk Power System only. Similarly, S. 1462 would extend jurisdiction for purposes of
cybersecurity to any entity that owns, controls, or operates systems and assets, whether
physical or virtual, used for the generation, transmission, or distribution of electric energy
affecting interstate commerce. The authorities to be established under H.R. 2165 would
operate consistently with the current jurisdiction under FPA Section 215.

At the time Congress adopted Section 215 of the FPA providing for mandatory
and enforceable Reliability Standards, it carefully chose the scope of jurisdiction it was
granting, based on the nature of the risk and the international nature of the interconnected
grid. This authority places appropriate focus on the reliability of the Bulk Power System,

as outages and disturbances on the bulk system have the potential for far greater impact

11
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than those on distribution systems. Congress should again weigh the benefits and risks of
broader jurisdiction as it considers any grant of additional authority.

Physical vulnerabilities/threats: NERC believes addressing the present gap in

authority to address specific, imminent cyber security threats is the highest legislative
priority at this time. Authorities and agencies already exist to deal with risks to physical
assets, including local and state police, the Federal Bureau of Investigation, and the
Departments of Defense and Homeland Security.

EMP: In partnership with the DOE, NERC has recently begun an effort to assess
“high impact, low frequency” risks — or, more accurately, those risks whose likelihood of
occurrence is uncertain relative to other threats, but that could significantly impact the
system were they to occur. Officially launched on July 2, the effort is a culmination of
high-level discussions between leadership at NERC and DOE. NERC and DOE will host
a closed, invitation-only workshop on November 9-10 to examine the potential impacts
of these events on the Bulk Power System. The group will focus on influenza pandemic,
geomagnetic disturbances, coordinated cyber and physical attacks, and electromagnetic
pulse events. Recommendations from the workshop will be used to drive needed
coordination, research, development, and investment.

Treatment of sensitive information: Without more specific information being

appropriately made available to asset owners, they are unable to determine whether
particular cyber security concerns exist on their systems or develop appropriate

mitigation strategies. A mechanism therefore is needed to validate the existence of such

12
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threats and ensure information is appropriately conveyed to and understood by asset -
owners and operators in order to mitigate or avert cyber vulnerabilities.

All of the pending legislation contains provisions to address the need to provide
information on cybersecurity threats that users, owners, and operators require to
understand the nature of threats to the Bulk Power System and appropriate responses.
H.R. 2165 provides for a new category of “sensitive cyber security information,” which
would consist of unclassified information that specifically discusses cyber security
threats, vulnerabilities, mitigation plans or security procedures (proposed Section
215A(N(1)B)Y). FERC would be required to promulgate rules to provide for the release
of such information to users, owners and operators in order to enable them to comply
with Commission rules, orders or measures to respond to cyber threats (proposed Section
215A(H(2)). H.R. 2195 makes the provisions of Section 214 of the Homeland Security
Act of 2002, which among other things provide for procedures for the issuance of notices
and warnings related to the protection of critical infrastructure and protected systems in a
manner that prevents the public disclosure of critical infrastructure information,
applicable to critical electric infrastructure information submitted to FERC (proposed
Section 224(f)). Concerns remain over the sharing of critical infrastructure information,
both at the state level and between federal entities and NERC. These issues should be
addressed to ensure information is adequately protected. S. 1462 requires DOE/FERC to
establish procedures to release critical infrastructure information to any entity that owns,
controls, or operates critical electric infrastructure to enable them to implement

rules/orders of DOE/FERC.

13
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Such provisions may help bridge the information gap that today limits
understanding of and potentially responses to cybersecurity threats and vulnerabilities.
CONCLUSION

NERC, the electric industry, and the governments of North America share a
mutual goal of ensuring that threats to the reliability of the Bulk Power System,
especially cyber security threats, are clearly understood and effectively mitigated. NERC
believes the highest priority gap in the nation’s cyber security protection is the lack of
emergency authority, and all of the pending legislative proposals address this gap.

NERC appreciates the magnitude and priority of this issue and fully supports
legislative efforts to address this gap in authority as quickly as possible. Moving
forward, NERC is committed to complementing Federal authority to address cyber

security challenges, regardless of the form it may take.
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Mr. MARKEY. Thank you, Mr. Cook, very much.

And our final witness is Mr. John DiStasio. He is general man-
ager and CEO of the Sacramento Municipal Utility District, or
SMUD; henceforth called “SMUD?” for our hearing purposes.

So we will have SMUD, NERC, NARUC, DOE, and FERC. Good
luck, C—SPAN viewers, in this hearing.

He will be discussing bulk power as it is differentiated from a
distribution system and how we can coordinate.

So welcome, Mr. DiStasio. Whenever you are ready, please begin.

Mr. MARKEY. And you can see why we should legislate in this
area. You can see how it could escape a lot of attention from Con-
gress, in terms of the security of the system.

Welcome, Mr. DiStasio. Whenever you are ready, please begin.

STATEMENT OF JOHN DISTASIO

Mr. DiStasio. Thank you, Chairman Markey, members of the
subcommittee. I appreciate the opportunity to explain how the elec-
tric industry is addressing cybersecurity challenges and to support
narrowly targeted legislation to enhance those efforts.

SMUD supplies electricity to California’s capital region. We serve
a population of 1.4 million people. We operate 473 miles of trans-
mission lines but nearly 10,000 miles of distribution lines. Our cus-
tomers include the State of California, the county of Sacramento,
companies such as Intel, and other customers critical to public wel-
fare and our local economy.

SMUD is a member of the American Public Power Association,
APPA, and the Large Public Power Council, LPPC. They are part
of a larger coalition of electricity stakeholders that have been work-
ing together on cybersecurity issues for the last 2 years.

The industry coalition includes investors, cooperatively and pub-
licly owned utilities, utility generators, independent generators, Ca-
nadian utilities, large industrial consumers, and State PUCs. We
often have very different views on policy issues facing our industry,
but on the issue of cybersecurity we have been working together to
help develop NERC’s reliability standards for critical infrastructure
protection and, more recently, to identify areas where additional
legislation may be needed.

APPA, LPPC, NARUC, the Canadian Electric Association, the
Edison Electric Institute, the Electricity Consumers Resource
Council, the Electric Power Supply Association, the National Rural
Electric Cooperative Association, and the Transmission Access Pol-
icy Study Group all support carefully crafted specific legislation to
deal with the discrete issue of cybersecurity.

We understand the seriousness of this issue, and we know we
need to deal with it. It is in the industry’s best interest to protect
against cyber attacks. When the lights go out for whatever reasons,
we are the ones held responsible. If they do go out, we want to
bring them back on as quickly as possible and to minimize poten-
tial risk to health, safety, and property and to minimize any ad-
verse impacts to the public.

At the same time, our industry is facing additional regulatory re-
quirements in a number of areas, which all translate to increased
costs for our consumers. Therefore, we must use our dollars and
workforce wisely to address cybersecurity threats and
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vulnerabilities that are most likely to occur and have the greatest
potential impact.

We need close collaboration between government and industry
participants, rather than finger-pointing. Therefore, any cybersecu-
rity legislation Congress adopts should continue the strong indus-
try partnership with government agencies in the United States and
Canada.

The interconnected North American electric power industry and
NERC work closely with the Department of Homeland Security,
DOE, FERC, and Canadian authorities. New legislation should be
built on this strong foundation.

We support continued participation in NERC’s industry based
and FERC-approved standards development process. NERC and
the industry have committed significant resources to develop re-
vised and new security standards. We have committed some of our
scarcest resources, our subject matter experts in cybersecurity and
system operations, to help develop second-generation draft stand-
ards.

And it should be limited to the realm of cybersecurity. Some
would prefer to include new legislation, other national security
threats as well as cyber threats. SMUD and the industry coalition
believe that other government entities, both State and Federal,
have more direct responsibilities for national security.

The electric utility industry addresses physical threats through
communication with local, State, and Federal law enforcement
agencies and through our own security measures. SMUD has estab-
lished a strong and long-term partnership and communication with
the FBI, Sacramento County Sheriff's Department, El Dorado
County Sheriff's Department, and the Sacramento Police Depart-
ment.

SMUD and the industry coalition support H.R. 2165. This bill
sets out a process for the Federal Government to interact with the
industry in a cybersecurity emergency but does not disrupt the ex-
isting reliability regime set out in section 215.

Specifically, the bill provides narrowly targeted authority for
FERC to issue emergency orders in response to imminent cyberse-
curity threat to the bulk power system, specific authority for FERC
to issue orders that address the AURORA vulnerability, improved
communication flows of timely and actionable information from
government to industry, and enhanced responsibility for us to
share critical energy infrastructure information, enhanced author-
ity for the electric power industry to protect and keep critical en-
ergy infrastructure information confidential and nonpublic and be
limited to the bulk power system.

With that, I will conclude my remarks, as time is out. Thank
you.

[The prepared statement of Mr. DiStasio follows:]
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Introduction

The Sacramento Municipal Utility District (SMUD) appreciates the opportunity to
provide the following testimony for the hearing entitled “Protecting the Electric Grid:
H.R. 2165, the Bulk Power System Protection Act of 2009, and H.R. 2195.” I am John
DiStasio, General Manager and CEO of SMUD.

SMUD has been supplying electricity to California’s capital region since 1946. SMUD
serves a population of 1.4 million and has 473 miles of transmission lines and 9,784
miles of distribution lines crossing its service territory of 900 square miles. SMUD’s
594,595 residential and business customers include such large accounts as the State of
California, the County of Sacramento and Intel. A number of SMUD’s customers —
including the State of California, Regional Sanitation and local hospitals — are critical to
public welfare and economic security.

SMUD is a member of the American Public Power Association (APPA) and the Large
Public Power Council (LPPC), both of which are part of a larger coalition of electricity
stakeholders that have been working together on the cyber security issue in the legislative
arena for the last two years and on grid reliability issues for decades.

The associations in our industry coalition represent a broad variety of stakeholder
interests, including investor-owned, cooperatively-owned and publicly-owned utilities,
independent generators, Canadian utilities, large industrial consumers, and state public
utility commissions. (Although the Subcommittee has invited the National Association
of Regulatory Utility Commissioners (NARUC) to testify separately, it is important to
note that they are also a part of this broad industry coalition.) For legitimate reasons, we
usually have very different views on the policy issues facing our industry. On the issue
of protection of the bulk power system from cyber security threats and addressing cyber
security vulnerabilities, however, we have been working together in recent years to help
develop the North American Electric Reliability Corporation’s (NERC) reliability
standards for critical infrastructure protection and more recently, in the last two years, on
identifying areas where additional legislation may be needed. APPA, LPPC, NARUC, the
Canadian Electricity Association, the Edison Electric Institute, the Electricity Consumers
Resource Council, the Electric Power Supply Association, the National Rural Electric
Cooperative Association and the Transmission Access Policy Study Group all support
carefully crafted and specific legislation to deal with the discrete issue of cyber security.
We understand the seriousness of the issue, and the need to deal with it. At the same
time, we believe that such legislation must be carefully drawn and narrow in its
application, to avoid disrupting the mandatory reliability regime that Congress has
already required and the electric utility industry is implementing, with oversight by the
Federal Energy Regulatory Commission (FERC).

1t is extremely important for the Subcommittee to understand that it is in the industry’s
best interests to protect against cyber security attacks. From the electric utility
standpoint, when the lights go out, for whatever reason, we are the ones held responsible.
We do not want the lights to go out for any reason, but if and when they do, we want to
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be able to bring them back on as quickly as possible, to minimize the potential risks to
health, safety, and property, and to minimize the adverse financial impacts on the public.
At the same time, our industry is facing additional regulatory requirements in a number
of areas, which all translate into increased costs to the consumer. Therefore, it is
imperative that we use our dollars and workforce wisely to address the threats and
vulnerabilities in the cyber security realm that are most likely to occur, and have the
greatest potential impact. This is best accomplished by close collaboration between the
government and industry participants rather than “finger pointing” and distrust.

Attached to my testimony is a two-page issue brief that outlines this common perspective
among the electric power trade associations, setting out certain shared principles we all

support.

Cvber Security Principles

SMUD and the industry coalition believe that legislation regarding the cyber security of
the nation’s electric power system should be based on certain core principles, and take
into account cyber security protection efforts already underway. Any legislation
Congress adopts should:

(1) Continue the strong industry partnership with government agencies in the United
States and Canada. On an ongoing basis, the electric power industry
communicates and collaborates in the United States with the Department of
Homeland Security (DHS), the Department of Energy (DOE) and FERC.
Similarly, in Canada, the industry deals with the various federal and provincial
authorities to obtain needed information about potential threats and vulnerabilities
related to the bulk power system. The electric power industry also works very
closely with NERC to develop mandatory reliability standards, including an array
of cyber security standards, which NERC calls “Critical Infrastructure Protection”
or “CIP” standards. In addition, NERC, in its capacity as the Electric Sector
Information Sharing and Analysis Center (ESISAC), uses its “alert and advisory”
procedures to provide participants in the electric power industry with timely and
actionable information received from various federal agencies to assure the
continued reliability and security of the nation’s electric systems. (The ESISAC
was established in 1998 in advance of the Y2K issue, and has functioned well
since, as noted in NERC’s written testimony for today’s hearing.) NERC has
adopted important improvements to its ESISAC alert communications software
that will allow more targeted communications and provide for a more secure,
reliable two-way communications pathway between NERC and industry
members.

For example, during the Conficker worm outbreak, NERC issued the first alert on
October 24, 2008, immediately after Microsoft detected the worm and released its
advisory. The alert from NERC included actionable procedures for utilities to
implement in order to mitigate the threat of Conficker. As Conficker mutated,
NERC issued several updated advisory notices. SMUD and other utilities were
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provided with early warning communications containing the information about
the threat, which permitted us to implement the control and counter-measures that
were appropriate for our utility operations.

(2) Foster the current electric power industry-wide commitment to continuously
monitor the bulk power system and mitigate the effects of transmission grid
reliability and security incidents, including cyber security incidents, large and
small. All sectors of the industry are working to instill a culture of compliance
with NERC’s mandatory electric reliability standards, which are enforced by
NERC and FERC within the United States. Maintaining and enhancing the cyber
security of our bulk power control and communication systems is a fundamental
element of this developing industry culture. The electric utility industry is unlike
many other critical infrastructures in the United States, in that each utility
company, whether publicly or privately owned, is physically interconnected with
and directly affected by the operating practices of its neighboring utilities. This is
so because the nation’s electric system is interconnected, electricity must be
generated and used instantaneously based on the laws of physics, and since
electrons follow the path of least resistance as they flow through the system. The
very fact that our actions can adversely affect the reliable operation of our
neighbors gives the industry a shared responsibility and commitment to reliability
and to mandatory and enforceable reliability standards. We are acutely aware that
the need to maintain and enhance cyber security presents a new set of potential
challenges and opportunities to the industry.

New operational applications made possible by “smart grid” technologies, for
example, also may present new vectors for attack upon both new and existing
utility systems. On the other hand, manufacturers need to design and utilities
need to use smart grid applications that provide new ways of detecting and
responding to malicious activity on the electric grid. In addition, the key issue
with new “smart grid” devices, either at the bulk transmission level or at the
distribution/consumer level, is the mamner in which they are developed and
manufactured. The electricity industry is involved in the standards development
process at the National Institutes of Standards and Technology (NIST) being
undertaken to address these new technologies. One key issue is the ways in
which these devices communicate. We would suggest that the design should
enable communication with a centralized energy management system, similar to
the way in which online banking allows communication between an individual
and the financial services center, but not among other individuals. This would
mean that the energy management system would be the primary place where state
of the art cyber security is installed, rather than at the terminus of millions of
customers’ connections (although some level of security will be needed on the
user side as well, again similar to online banking). This is more of a “hub and
spoke” approach, and one with which utilities are very familiar. It is also a
common risk management strategy — segmenting of networks to minimize risk.
Smart grid overlays ought to be segmented to minimize risk exposure to the
central “brain.”
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In response to NERC’s Critical Infrastructure Protection Standards, CIP-002
through 009, electric utilities are actively engaged in securing their energy
management centers, both physically and electronically. Physical security is
being enhanced to institute a six-wall security perimeter, while electronic
protection measures include: vulnerability assessments; the securing of access
points through firewalls; active monitoring of access points; extensive use of anti-
virus and malware protection software; and stronger authentication
methodologies. There is also a widespread effort to install complete backup
systems in secondary facilities.

(3) Support continued participation in NERC’s industry-based and FERC-approved
standards development process, which will yield mandatory cyber security
standards for the bulk power system that are clear, technically sound and
enforceable, which garner broad support within the industry, and which can be
implemented in both the U.S. and Canada on the interconnected North American
Transmission Grid. NERC is striving to draw from the state-of-the-art cyber
security controls and countermeasures, through consideration of the NIST
framework for cyber security, and to integrate that framework into NERC’s
existing cyber security standards. NERC, as an organization, and the industry
have made a significant commitment of resources to the development of revised
and new cyber security standards. In fact, we have committed some of our
scarcest resources — our subject matter experts in cyber security and system
operations — to the task of developing “second generation” draft standards for
consideration by the industry as a whole. NERC has also made important
revisions to its standards development process, by putting in place policies that
allow, when necessary, for the confidential and expedited or emergency
development of reliability standards, including those related to cyber security.

(4) Be limited to the realm of cyber security. Some would prefer to include in cyber
security legislation “other national security threats” in addition to cyber security
threats. SMUD and the industry coalition believe that other government entities,
both state and federal, have more direct responsibilities in the general area of
national security. Moreover, the electric utility industry has been addressing
physical threats since its inception over 100 years ago through existing
communication lines between law enforcement agencies at the local and federal
levels as well as through its own security measures. SMUD has established strong
and long-term partnerships and communications with the Federal Bureau of
Investigation (FBI) and Local Law Enforcement Agencies (Sacramento County
Sherriff’s Department, El Dorado County Sheriff’s Department, and Sacramento
City Police Department) to aid in response and investigations to Physical Security
Incidents or Threats to the Electrical Infrastructures.

SMUD is actively involved and/or part of industry groups that share information and tour
facilities to help identify best practices, such as the Edison Electric Institute (EEI) and the
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Western Energy Coordinating Council (WECC) Physical Security Working Group
(PSWG).

SMUD is actively involved in leadership positions on boards such as the FBI InfraGard
Program in which we receive a broad spectrum of information across all of the nation’s
critical infrastructures as determined by the Department of Homeland Security (DHS).
We also have direct contacts with the Regional Terrorism Threat Assessment Center
(RTTAC), DHS Office, Office of Homeland Security (OHS - California).

SMUD along with these local law enforcement agencies (LLEA) have conducted
numerous Buffer Zone Protection Plans (BZPP) and Security and Vulnerability Risk
Assessments of Critical Infrastructures to identify additional measures to better protect
these facilities from sabotage or terrorism events.

SMUD’s program also consists of effective communications with FERC, NERC and
WECC and membership with the Electric Sector Information Sharing and Analysis
Center (ESISAC). As a resuit of our strong partnerships and open lines of
communication with these entities, SMUD receives information, key communication and
support pertinent to effective protection of our employees, assets and critical
infrastructures.

SMUD has established and tested policies, procedures, checklists and training of its
personnel to effectively respond and communicate to management and LLEA regarding
threats, sabotage, terrorism events and situations as reflected in our preparation for Y2K,
911, and Homeland Security Threat Level Upgrades, etc.

The Subcommittee has also asked me to address electromagnetic phenomena that could
affect physical assets. One such phenomenon is a geomagnetic storm. This is solar wind
that penetrates the earth’s atmosphere and, through the motion of charged ions, induces a
direct current on long alternating current lines and can impact the reliability of the grid.
Electric utilities that operate in northern latitudes are particularly vulnerable to such geo-
magnetic storms. Such phenomena have nothing to do with cyber security, and have
existed since the electric grid’s inception, as have other types of natural phenomena like
catastrophic storms. What we do to address these infrequent types of events is to create
redundancies in the system, strengthen key parts of the grid, and establish plans and
protocols for restoring electric service. SMUD has established confidential plans and
protocols for recovering the electric system in the event of a failure — in fact, we have the
ability to reenergize the SMUD system in the event of total collapse of the electric grid.
This involves a complex, confidential plan that is comprised of specialized generating
units and specific operating procedures that will allow SMUD to begin reenergizing
select transmission lines and restoring electric service in a systematic way following a
grid catastrophe. WECC and NERC have independently audited our plans and have
certified that SMUD meets the requirements to provide this capability.

Another type of electromagnetic pulse can be caused by a nuclear bomb exploding at a
high altitude, which cannot be prevented by electric utilities. We depend on the federal
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government and military to prevent such an attack. However, NERC has recently
established a task force in coordination with DOE to assess realistic measures that can be
taken to mitigate risks of outages and equipment damage from this and other high impact,
low frequency events.

There are four specific areas in which SMUD and the industry coalition support
additional statutory authorities for the federal government and in particular for FERC and
DOE:

(1) Narrowly targeted authority for the FERC to issue emergency orders in response
to an imminent threat to the bulk power system. 1f the federal government has
actionable intelligence about an imminent threat to the bulk power system, and
time does not allow for classified industry briefings and timely development of
mitigation measures for such a threat, FERC, following consultation with the
appropriate governmental authorities in Canada, should be authorized to direct the
electric power industry to take needed emergency actions. The electric power
industry is ready, willing and able to implement targeted mitigation measures that
are clearly linked to the nature of the underlying threat. However, these
emergency directives should provide utilities the ability to implement controls
related to their operating environment and only remain in effect until the threat
subsides or FERC approves related NERC-developed reliability standards that
establish permanent measures to address the specific threat. In the United States,
Section 215 of the Federal Power Act (added by the Energy Policy Act of 2005)
invested FERC with a significant supervisory role in bulk power system
reliability. It would be inefficient and confusing to provide potentially duplicative
responsibilities to another agency. But at the same time, it would be highly
disruptive to the NERC process for development of mandatory and enforceable
electric reliability standards set out in FPA Section 215 for the FERC to impose
permanent or quasi-permanent cyber security standards that have not undergone
the due process steps within the industry required by that section. Further, given
that Canadian authorities have already approved NERC’s current CIP standards,
inconsistent standards in the U.S. and Canada could undermine reliability and
potentially make the North American grid more vulnerable to a cyber attack.

H.R. 2165 appropriately designates a process for FERC to issue such directives in
a cyber emergency.

(2) Specific authority for the Commission to issue orders that address certain
vulnerabilities to the bulk power system identified in the June 21, 2007, ESISAC
Advisory issued by NERC, and related remote access issues. FERC should be
authorized to direct that remedial measures be taken by United States entities
subject to NERC reliability standards, H.R. 2165 authorizes FERC to carry out
such remedial measures. 1t is important to note that in the two years since the
Aurora vulnerability was identified, the industry has taken steps to address the
issue, and no cyber attack has occurred similar to the incident the Aurora exercise
was intended to simulate.
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(3) Improved communications flows of timely and actionable information from
government to industry, matched by enhanced responsibility for the electric
power industry to share critical energy infrastructure information with
government agencies on a similarly secure and confidential basis. The industry
welcomes secure communication and collaboration with government agencies and
the exchange of intelligence information on a particular cyber security threat or
vulnerability. It is critical that such information be timely, specific, and
actionable as to the nature of the threat or vulnerability to which the utility
industry is exposed. After receiving this information, the electric power industry
could then direct its expert operators and cyber security staff to take the necessary
steps to secure systems and networks, ensuring the reliability and security of the
bulk power system. However, it is important to understand that the experts in the
utility sector are currently not granted the necessary security clearances to obtain
this actionable intelligence information from government and to act as
“translators” between the government and the industry with regard to the most
effective actions to be taken to secure the grid. We would urge the Subcommittee
to consider this issue as the legislation further develops.

While a number of federal agencies have roles in the existing communication
process, SMUD and the industry coalition support placing DOE in the role of the
lead agency in communicating threat information to the electricity sector because
of DOE’s decades-long interaction with and understanding of the electric utility
industry.

(4) Enhanced authority for the electric power industry to protect and keep critical
energy infrastructure information confidential and non-public. The electric power
industry and government face a variety of complex issues associated with the non-
public exchange of Critical Energy Infrastructure Information (CEII) as well as
gaining appropriate access to highly sensitive cyber security threat and
vulnerability information available to government agencies. For example, NERC
and FERC face conflicting statutory obligations to use open, public stakeholder
processes to develop cyber security standards and to approve such standards
through public notice and comment, while safeguarding from public disclosure
threat and vulnerability information that may provide the rationale for certain
elements of these reliability standards. Public power utilities like SMUD face
their own unique problems in this area. As instrumentalities of state and local
governments, public power utilities are subject to state public record and open
meeting laws, which make keeping a variety of information non-public more
difficult. As publicly-owned entities, this is as it should be — public power
utilities are committed to open government and transparency. However, in the
case of CEII transparency is not in the public interest. Just as certain federally-
owned utilities may face difficulties protecting information from Freedom of
Information Act (FOIA) requests, even when CEII protections are invoked, state
and locally-owned utilities face the risk of state record requests for such
information. The transfer of such sensitive information to a non-governmental
third party makes protection of CEII for public power systems even more
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difficult. APPA has developed language to address this issue that we hope will be
included as the process moves forward. H.R. 2165 addresses the other areas
delineated above.

(5) Be limited to the bulk power system. Congress established the Section 215
mandatory reliability structure in recognition that threats to the nation’s bulk
power system, if actuated, were much more likely than threats to individual
distribution systems to create significant effects on national security and our
economic interests. This is still true today. Where distribution utilities are
interconnected and material in some way to the reliability of the bulk power
system, those assets are included in the NERC Compliance Registry.

For a variety of reasons, some policy makers now suggest that physical and cyber
assets of distribution utilities must be included in a new iteration of mandatory
reliability regulation. They have cited the service of financial and military centers
by distribution systems. Some believe that attacks on distribution systems can
easily move upstream and impact the bulk power system. Others see the “smart
grid” as creating insurmountable numbers of vulnerable system components.

The nature of a load does not alter the fundamental nature of utility operations and
the protections built in between distribution components and the bulk power
system. Utilities reliably served critical economic and military customers at the
time Section 215 was created and implemented. Individual utilities continue to
work closely with their critical loads to ensure they are providing the level of
service and protection that these customers require. These local, customer-
specific relationships provide the foundation for handling threats and
vulnerabilities that are targeted against critical customers.

SMUD and the industry hope that Congress will recognize that “critical
customers™ are not all alike. Many high-tech companies require an extremely
high level of service reliability and power quality that cannot be provided from
the electric grid alone. On site power conditioning equipment, multiple
distribution feeds and even redundant local generation is needed to protect server
farms from even momentary interruptions. These customers can and do pay for
this superior “five-nines” level of service. Many military bases also require a
highly secure power supply, but this supply may or may not require the same
level of power quality for the entirety of a particular base’s load. A large military
base will typically have its own distribution network and may have its own
backup generation, complete with an on-base supply of distillate fuel.

Of course, no system — or customer - can be 100 percent secured, but utilities are
consistently focused on maintaining a robust level of system protection against
any and all threats. Without prompting through legislation, utilities follow a core
business practice often called “defense in depth.” This means there are protection
plans in place in multiple locations between distribution facilities and the bulk
power system. For example, utilities use firewalls, intrusion prevention and
detection devices and warning systems to deter, prevent and report system
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incidents. The utility industry continues to provide its experiences as informed by
decades of deploying “defense in depth” strategies when helping to create NERC
cyber standards and in implementing them. Utilities are not abandoning their
commitment to protect their systems as the smart grid evolves toward integration
into the overall utility infrastructure.

Finally, this defense in depth includes recognition that the electric utility industry
faces threats to continuity of service on a continuous basis, from small local
events such as copper theft from substations and lightning strikes on utility poles,
to major regional events such as hurricanes and ice storms. Through our
voluntary mutual aid networks, the industry has become quite adept at putting the
electric grid back together after such events. After major storms, we share
electrical equipment, poles and personnel to get the lights back on as quickly as
possible. Federal government assistance is critical during this restoration process,
not to lead the effort, but to make sure during major disasters that the electric
utility industry and its contractors have timely and preferred access to other
infrastructures that are needed to speed restoration.

Additional Comments on H.R, 2165, H.R. 2195, and the Language on Cyber

Security Included in Title 111, Subtitle A, of S. 1462

SMUD and the industry coalition support H.R. 2163 because it best delineates the
necessary new process for the federal government to interact with the industry in the
event of a cyber security emergency while not disrupting the existing regulatory structure
set forward in Section 215 of the Federal Power Act. In terms of the other legislation that
the Subcommittee has asked us to review, SMUD and the industry coalition have some
concerns with H.R. 2195 and the cyber security title of S. 1462, including the following:

Inclusion of potentially all electric utility industry assets, including distribution, is
overly bread in both H.R. 2195 and S. 1462.

Both define “Critical electric infrastructure” to include distribution systems and assets
that if incapacitated or destroyed would have a debilitating impact on national security,
national economic security, or national public health or safety. Depending on how FERC
and DOE make their respective determinations in implementing the statute, virtually all
electric utility infrastructure could be included within the scope of this new statutory
authority, even infrastructure in Canada. SMUD and the industry coalition believe that
over-inclusion of electric utility infrastructure would be counterproductive; by attempting
to protect everything, efforts to protect the truly critical and important infrastructure
would be diluted. SMUD and the industry coalition therefore support targeting new
FERC and DOE authority toward imminent cyber security threats to the bulk power
system in the United States, rather than the broader universe of facilities envisioned in
H.R. 2195 and S. 1462. These bills could expose over 1,000 additional distribution
systems to FERC and DOE regulation imposing very substantial regulatory and financial
burdens on many small cities, towns, and rural areas that are disproportionate to the
limited cyber security risks that these facilities and entities pose to the bulk power
system, if any. - Further, the amount of distribution facilities operated by electric utilities
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in the United States vastly exceeds the transmission grid. Platts” 2009 UDI Directory of
Electric Power Producers and Distributors reports that there are over 5.8 million miles of
distribution lines in the United States (compared to 611,000 miles of transmission lines).

Again, SMUD and the industry coalition believe that the effort to maintain and enhance
the cyber security of the nation’s critical electric utility infrastructure should focus first
on the critical facilities and systems that, if not protected, could contribute to disruption
of the nation’s power supply.

FERC discretion appears to be broad and unfettered in H.R. 2195 and S. 1462.

Both bills direct FERC to issue rules and orders to protect critical electric infrastructure
from cyber security threats. This directive imposes no real limits on the extent of FERC
authority to order specific actions. As written, it appears that FERC could order the
enlargement of facilities, interconnections or disconnections or any other action it deems
necessary, without any obligation even to consult with the industry in advance to
determine whether its proposed course of action is the most effective and cost-efficient
way to address a particular threat. This provision (similar in both bills) would also permit
FERC to issue cyber security orders that directly replace or supplement industry- and
FERC-approved reliability standards, undermining the carefully crafted reliability regime
set out in Section 215. H.R. 2165 allows FERC to take action without obviating the
Section 215 and NERC standards development process.

FERC and DOE emergency procedure authorities are potentially redundant in S,
1462.

In S. 1462, FERC and DOE are both granted authority to act on an emergency basis
without prior notice or hearing for up to 90 days, with FERC authorized to take expedited
measures to protect critical electric infrastructure from cyber security vulnerabilities and
DOE authorized to take emergency actions to protect critical electric infrastructure from
cyber security threats. SMUD and the industry coalition suggest that such emergency or
expedited authority be assigned to a single agency, to avoid duplication and confusion as
to the respective roles of the two agencies. It is imperative that agency directives not be
conflicting,

The requirements to consult with industry and to mitigate burdens before directives
become effective shonld be stronger in both H.R. 2195 and S. 1462.

FERC’s authority to issue rules or orders in both bills presumably is subject to the
Judicial review procedures set out in the FPA, as well the Administrative Procedures Act
(although these points should be clarified). DOE and FERC authorities to issue
emergency orders in S. 1462 and H.R. 2195 are subject to a 90 day sunset unless FERC
“gives interested persons an opportunity to submit written data, views, or arguments .. .”
Unfortunately, there is no requirement in either bill for FERC (and DOE, in the case of S.
1462, and DHS in the case of H.R. 2195) to consult with the industry in advance, even as
time permits, regarding the nature of the threat or vulnerability, or to take into account
the industry’s views on the most efficient way in which to address the threat and/or
methods for reducing the associated burden on the industry. Moreover, the filing of a
request for rehearing or petition for review would not stay the effectiveness of the

10
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directive. Compliance with a potentially flawed directive would therefore be both
mandatory and subject to financial penalties under FPA Section 316A (EPAct Sec. 1284).

H.R. 2195 and S. 1462 do not fully address confidentiality issues, including the need
for processes governing non-public communications between FERC/DOE and the
industry, and the particular confidentiality issues faced by public power utilities.
As discussed above, a variety of other communications may need additional safeguards.
As noted previously, H.R. 2165 contains provisions that deal with these somewhat
complex confidentiality concerns in a more comprehensive and effective manner than do
H.R. 2195 and S. 1462, although the latter bills’ correctly identify the issue as
problematic and could be modified to address industries” concerns. SMUD would also
still ask to work with the Subcommittee on some specific concerns relating to state and
local sunshine laws that affect public power entities that are not fully addressed in FLR.
2165.

In summary, SMUD and the industry coalition believe the language included in H.R.
2165 properly addresses the necessary, but limited, scope of new federal regulation to
address imminent cyber security threats on the bulk power system.

Thank you for the opportunity to present SMUD’s and the industry’s views on the
important cyber security issues facing the electric utility industry. We look forward to
continuing to work with the Subcommittee on this important issue and we are available to
provide any further assistance.

11
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Mr. MARKEY. Thank you, Mr. DiStasio, very much.

Before I recognize myself, just so everyone understands where we
are going here, so we keep these definitions somewhat comprehen-
sible for the audience, we are going to be talking about the bulk
power system in the United States. And the Federal Power Act de-
fines that to encompass the large-scale power plants and trans-
mission facilities, but the Bulk Power Act specifically excludes dis-
tribution systems. Those are the local systems of lines that bring
power from the large transmission facilities, that is, from the bulk
power system out to our homes and out to our businesses. And it
also specifically excludes the parts of the grid outside the conti-
nental United States, Alaska, Hawaii, and Guam. So just so you all
understand what we are talking about here as we get into bulk
power and distribution systems.

So the Chair will recognize himself; and I would like, Mr. Brown,
for you to look at that question of the exclusion of the bulk power
system from the distribution systems. Because it is my under-
standing that there is no clear dividing line dividing the control
systems that serve the bulk power system and those that serve the
distribution system. So how can we possibly limit the Federal au-
thority to the bulk power system only when it is so interconnected
to the distribution system and the fact that that does affect peo-
ple’s homes and businesses?

Mr. BROWN. As State regulators, we are concerned with the
whole system from the top to the bottom, including the bulk power
system and the distribution system. We have always had this dual
jurisdictional aspect to our system whereby the Federal Energy
Regulatory Commission oversees the bulk power system, the State
regulators oversee the local distribution system. For a hundred
years, we have worked together—or since the Federal Power Act,
I guess, 70 years we have worked together in maintaining the reli-
ability.

Mr. MARKEY. Here is my question. Since Washington, D.C. is not
under the bulk power system, since New York is not, since so much
of our military is not, how can you separate them? Shouldn’t it be
integrated as a single authority here to make sure that there is one
system put in place?

Mr. BROWN. The NERC standards apply to all elements of the
system from top to bottom. I think when you are talking about cy-
bersecurity, we would welcome Federal leadership in establishing
standards for cyber issues, but I think you need to separate——

Mr. MARKEY. The NERC standards only apply to the bulk power
system. Would you want them extended over to distribution as
well?

Mr. BROWN. I don’t think they need to be.

Mr. MARKEY. But aren’t they intricately entwined with the local
distribution system?

Mr. BROWN. There is certainly the connection between the bulk
power system and the distribution system.

Mr. MARKEY. Right. Shouldn’t we then integrate it to ensure

Mr. BROWN. But that doesn’t mean that having a centralized au-
thority is necessarily going to be more effective in terms of the reli-
ability of the local system.
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I think you need to distinguish between the physical assets,
which for a long time have been under the dual control, and the
cybersecurity requirements. And, as I say, in cybersecurity require-
ments I don’t think the States would have huge problems with the
Federal Government setting standards that apply throughout the
system from top to bottom.

Mr. MARKEY. Let me go to you, Mr. McClelland. What do you
think?

Mr. MCCLELLAND. Anytime that there is two-way communication
between equipment there is a chance to compromise that equip-
ment from a cybersecurity perspective. Deployment of two-way
communication devices at the distribution level creates a huge
technical challenge to secure that equipment, secure those proto-
cols, and protect the assets up and down the line.

Mr. MARKEY. Ms. Hoffman.

Ms. HOFFMAN. When we are looking at performance measures, if
emergency authority was provided as you look at the legislation
that was stated as 2195 and 2165, if it is framed as developing per-
formance measures, these performance measures could be imple-
mented either at the State level or at the Federal level. So one
could look at the performance measure, and the State utility com-
missions could consider that as part of their responsibility. So the
leadership could be provided at the Federal level under the form
of a performance measure.

Mr. MARKEY. Yes. On an ongoing basis, you know, we just have
to take note of the fact that when we did have that blackout sev-
eral years ago, a problem in Ohio affected Canada and New York
City.

Mr. UpTON. And Michigan, too.

Mr. MARKEY. I was trying to create the upper point, but you are
right, I should have stopped in the continental United States.

By the way, you mentioned Canada in terms of the coordination.
Did you include Mexico as well? Are you coordinating with Mexico?

Mr. DiStAs10. Mexico to a lesser extent.

Mr. MARKEY. But Mexico is in?

Mr. DiStAsIO. Yes.

Mr. MARKEY. And, Mr. Cook, it is my understanding that over
2 years after the AURORA vulnerability was identified, NERC still
has not established standards that would address that vulner-
ability in an optimal way. Why is that? And how can we possibly
argue that the NERC process is adequate, given this delay?

Mr. CooK. The standards are moving in a direction to address
some of the vulnerabilities that the AURORA incident disclosed,
and we are in a constant process of upgrading those standards.
And that is in the process.

Mr. MARKEY. So what is your timeline on completion?

Mr. Cook. The Commission has directed us to give them a
timeline for completing the changes to the standards. They recently
issued an order, and we are to give them that timeline by the end
of this year. We are in the process of developing that timeline right
now.

Mr. MARKEY. Are the standards that you are developing specific
to AURORA or optimized to deal with AURORA?
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Mr. Cook. They don’t focus solely on AURORA. They are looking
at a range of the threats that the system is dealing with.

Mr. MARKEY. OK. I thank you.

The Chair’s time has expired. The gentleman from Michigan is
recognized for 5 minutes.

Mr. UpTON. Thank you, Mr. Chairman.

Mr. McClelland, Mr. Brown said in his testimony that the CIP
standards already in place are adequate for both physical and cy-
bersecurity. Do you think that is accurate?

Mr. McCLELLAND. No, the Commission directed an order 706.
When we approved the eight standards, we directed modifications
to every standard. Some are very substantive and significant. I
mean, I could provide specific examples as to why they are not ade-
quate, but they are not adequate yet. There are still significant
gaps.

There is also a significant lag as far as compliance with the
standards. Only the most experienced and largest entities that fall
under bulk power system jurisdiction have to be compliant with the
standards today, and only 12 requirements of the standards do
they have to be complaint with. It is a phased-in implementation.

Mr. UpPTON. Ms. Hoffman, would you agree with that?

Ms. HOFFMAN. Yes.

Mr. UpTON. Mr. McClelland, can you describe for us, the mem-
bers here, as well as the audience, what an EMP attack would be?
What are the dynamics of that?

Mr. McCLELLAND. There are two sources of electromagnetic
pulse. One source is naturally occurring. It is a solar magnetic ac-
tivity that disturbs the Earth’s atmosphere, magnetic fields, and
ionosphere. It rolls them back, if you will. During that rollback
time, the Earth’s magnetic fields are disturbed. It collapses back on
itself; and that produces ground currents, geomagnetically induced
currents. Those currents travel through the earth; and everything
that they hit on the bulk power system they wreak havoc on, par-
ticularly large bulk power system transformers. They will destroy
those transformers within a matter of seconds if they haven’t been
mitigated against such an occurrence.

There is also——

Mr. UpTON. No, go ahead.

Mr. McCLELLAND. There is also manmade EMP, electromagnetic
pulse attacks. Those generate three separate times of energy dis-
bursement. One is termed an E1. It happens within a billionth of
a second. It is a very high, very strong radio frequency type energy
burst. The wires and the transmission wires and facilities act as
antenna. They pick that burst up, and it destroys all control equip-
ment.

Very shortly thereafter, there is an E2 effect, which is similar to
lightning. Utilities are very well mitigated against lightning. How-
ever, after an E1 burst, it is really uncertain as to how much more
devastation it would cause.

And then, finally, there is the E3 effect, which is the first effect
I described that happens naturally, every so often.

Mr. UpTON. And how difficult is it to build a manmade device
that would emit these EMPs?
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Mr. McCLELLAND. It is not difficult. For a nation state, for a
sponsored terrorist organization, it is not difficult. And it is getting
easier all the time.

Mr. UpTON. And can you tell us about what the cost might be?

Mr. McCLELLAND. I don’t have any information about cost. For
a small—if it is a radio frequency weapon, a small RFI platform,
those are less than a hundred thousand dollars apiece. Those can
be portable, and they can be directed—you have to be pretty close
to your target, but if you are close

Mr. UPTON. Pretty close, within a quarter mile, a hundred yards?

Mr. McCLELLAND. Within hundreds or thousands of feet, depend-
ing upon the quality of the weapon itself. It is certainly possible to
put a small portable weapon in a vehicle-mounted platform and di-
rect that at facilities.

Mr. UpTON. And our bulk power distribution system, it would be
pretty vulnerable to that type of attack, is that right?

Mr. McCLELLAND. The Commission doesn’t have any information
as far as what folks have done or haven’t done regarding EMP
mitigation. We suspect there hasn’t been a lot of activity there.

Mr. UpTON. And, again, that is a physical attack, not a cyber at-
tack.

Mr. McCLELLAND. That is correct.

Mr. UpPTON. And, Mr. Brown, as you indicated, you believe that
H.R. 2165 is the best approach. H.R. 2165 looks at only cybersecu-
rity. As I understand it, it does very little for physical security. So
if what your statement is on page 5, that CIP standards already
in place are adequate for both physical and cybersecurity, how does
that comport to an E1 or, obviously, E2 or E3 as it relates to the
distribution of that power across not only New York but all 50
States?

And that is sort of the crux, as we look at the two different bills
before us, H.R. 2165, which you said is the better bill, does not
have physical security. It does not include Alaska, Hawaii, Guam,
New York, or as it gets to, as the chairman said, the distribution.

I just don’t know if you have had access to classified reports, as
some of us were able to participate last week. Mr. McClelland was
part of that discussion that we had. But I just want to know what
evidence you have as you indicate that the present standards are
adequate.

Mr. BROWN. Well, obviously, I don’t have access. And that is one
of the concerns that we have, is we don’t necessarily have access
to some of the newer threats that are emerging. All we can judge
on is what we know and see.

There are a variety of threats to the electric system besides
EMP. You can take out an electric system in a variety of different
ways, and that is why we have been trying to work with NERC on
the broad array of security requirements that are necessary to pro-
tect the system. And that is why I pointed out the difference be-
tween a threat and a vulnerability.

If there is an active threat out there, I think everybody needs to
know it; and I don’t think any of the legislation at this point kind
of has a mechanism in place that if there is a threat that there is
a way of sharing that threat with all of the State jurisdictional
agencies, law enforcement agencies that are going to need to ad-
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dress that threat. I am not sure a single standard somewhere es-
tablished in legislation is going to be able to solve that problem or
a new threat won’t arise.

Mr. UPTON. Our time has expired.

I just ask one quick question of Mr. McClelland; and that is, as
they see threats that come in, it is too late if they are imminent.
We have to be prepared. And I would presume that is why we need
legislation very quick. Correct?

Mr. McCLELLAND. Right. Right. That is correct.

Mr. UPTON. I know my time has expired.

Mr. MARKEY. The gentleman’s time has expired.

The Chair recognizes the gentleman from California, Mr. McNer-
ney.

Mr. McNERNEY. Thank you, Mr. Chairman.

Mr. McClelland, I want to thank you for hosting me when I vis-
ited FERC and alerting me to the AURORA vulnerability at that
time.

You discussed in your written testimony the challenges posed by
smart grid technology. In your opinion, are the local utilities aware
of this vulnerability? And, if not, what can we do to enhance that
lack of preparation?

Mr. McCLELLAND. We have an expression inside the Commission
that the utilities are out in the wild. What that means is that they
haven’t really been brought in and briefed about the level, the so-
phisticated level of threat that could occur with cyber
vulnerabilities, with two-way communications. I think that is evi-
denced by some of the activity that happens at other Federal agen-
cies, Department of Defense, and sophistication of the levels of de-
fense that they employ versus a utility that may be not as sophisti-
cated in that regard.

Mr. MCNERNEY. Thank you.

Mr. DiStasio——

Mr. MARKEY. Mr. DiStasio, he is not talking about a utility in
Silicon Valley. So you shouldn’t take that personally, but

Mr. McNERNEY. You mentioned that utility sector experts are
not necessarily cybersecurity experts and lack high-level security
clearances. Is there a particular path forward to remedying that
problem that you envision?

Mr. DiStAs1o. Well, because of the emerging technologies, I will
say this has really evolved over time as the electric grid has be-
come operated in a more digital way, more SCADA controls and so
forth. There has been a greater integration of the physical opera-
tors of the system and the technologists, and we actually both par-
ticipate through the NERC process but within our own utilities.
And we use what is called a layered defense in depth process where
we look at people and technology and operations, controls that ad-
dress both physical and cyber segregation of our systems, protec-
tion of our systems, control of information, training, and access to
the individuals. So that is actually under way in most utilities
across the Nation. I will say the diversity of our systems leads us
not to be able to necessarily have a one-size-fits-all way to resolve
that issue.

Mr. McNERNEY. Thank you.
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You know, it seems to me that the real question here is how
much additional authority is needed to approach this problem.

Thank you, Mr. Brown, for bringing up the distinction between
immediate and imminent threat versus vulnerabilities. When you
look at 2165 versus 2195, 2165 is a little bit more specific and a
little bit more limited range, whereas 95 is not as specific but has
a broad range. I would ask anyone now on the panel, is there a
utility preference for those approaches? For which one of those ap-
proaches would be preferable?

Mr. DiStaAsI0. I would like to respond to that.

From the industry perspective, 2165, as I said in my testimony,
would be preferential, because I think it is very important to dis-
tinguish between vulnerabilities which need to be dealt with on a
continuous improvement basis over time on a proactive and a pre-
ventative measure versus immediate and imminent threats or
emergency issues that we need confidential information to be able
to respond to quickly. And so we think that 2165 best addresses
that differentiation.

M;" MCNERNEY. Any other responders on the panel to that ques-
tion?

Mr. BROWN. Just that, in 2005, the authorization for NERC, I
think a lot of progress has been made along the way in trying to
address the vulnerability question, trying to set standards for the
vulnerability question.

I think what makes the threat issue is where we believe the
focus might be best served for this legislation, is that there be
more—an ability, a process established by Congress that will say,
if there is an imminent threat, exactly what the process will be in
terms of disseminating that information to State regulators, utili-
ties on a confidential basis so that we can all address this together.
I think that is the most important part of the legislation. That kind
of reinventing what has already been done in 2005 and trying to
move it again may be a step backward instead of a step forward.

Mr. McNERNEY. My final question, if I have a little bit of time,
Mr. Cook, I was involved in setting standards in my prior life; and
it is kind of an interesting process to get people to agree on these
things. So how is that working out? I mean, are your participants
finding ways to agree on these things and then the broader utility
network buying into those agreements? Is that what is happening?

Mr. COOK. As a general matter, that is right.

Mr. MARKEY. The gentleman’s time has expired. The witness will
please try to answer the question.

Mr. Cook. Thank you.

The industry has stepped up and is providing experts and is
working through the process. As I mentioned earlier, it is a contin-
uous process of improving these standards, and we are making that
progress.

Mr. MARKEY. Thank you.

The gentleman’s time has expired.

The Chair recognizes the gentleman from Texas, the ranking
member of the full committee, Mr. Barton.

Mr. BARTON. Thank you, Mr. Chairman.

I am sitting here thinking what a perk it is to have you chairing
a hearing with FERC and NERC, while the terrorists are smirking
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and lurking around. It is somewhat of a Herculean effort on your
part. We appreciate it.

Mr. MARKEY. Excellent. I will try to respond before the end of
your comments.

Mr. BARTON. You are going to have to work to beat that. Of
course, I had 10 or 15 minutes to think about it.

Mr. MARKEY. I think we should give the gentleman his full 5
minutes and note the incredible——

Mr. BARTON. I am going to work on SMUD, too. We will see if
we can get something done that is not vulgar on that.

Anyway, I would ask Mr. McClelland and Mr. Cook—or Dr.
Cook—to comment on the relationship between the bulk power sys-
tem and the distribution system and if you feel that the Federal
Government should preempt the States in looking at this issue
with regard to the distribution system.

Mr. McCLELLAND. I can start.

The bulk power system is generally defined as 100,000 volts or
above. The legislation EPAC 2005 required the Commission to ap-
prove standards—review and approved standards for the bulk
power system. However, it is defined by the regions. And so a re-
gion that chooses to redefine the bulk power system as, say,
200,000 volts and above can exempt 60 or 70 percent of the trans-
mission facilities within that region by redefining the term “bulk
power system.” So I think it is important to make the distinction
that it is not just distribution that would be excluded under bulk
power system. It may also be what is traditionally considered
transmission facilities that serve major metropolitan areas that
could be excluded by that definition.

Now, back to the term “distribution facilities.” It does—the legis-
lation does exclude facilities used for the distribution of local en-
ergy, which would be the facilities that would capture, say, the me-
ters on the homes, smart meters, and any cyber facilities where ap-
pliances within the homes that communicate to the meters that
may communicate then back to the transmission systems. And
from an oversight perspective, from a reliability standards perspec-
tive, it is extremely difficult to regulate that communication with-
out that ability, without that jurisdiction.

Mr. BARTON. Mr. Cook.

Mr. Cook. For us, it is a matter of priorities, that the con-
sequences are most profound at the bulk system level. And that is
where our focus has been, and that is where we believe the focus
needs to be.

Mr. BARTON. Would the witness from the Department of Energy
want to comment on that?

Ms. HOFFMAN. Any leadership that FERC provides in developing
performance measures to protect the reliability of the bulk power
system could be applicable to the distribution system if the State
PUC regulators decide to choose and follow them.

Mr. BARTON. Mr. Chairman, I am going to yield back. I think,
to be really serious, this is a very serious hearing, and I am glad
you are doing it. I would hope, though, that we could legislate at
the Federal level without impinging too much on the local or the
State level for distribution systems. I would be reluctant to be too
bold in preempting the States. But I think this is an important
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issue, and I am very glad that you and Chairman Markey are ad-
dressing it in the way that you are addressing it.

And with that I yield back.

Mr. MARKEY. Thank you, Mr. Barton, as well. I thank you. You
have drawn our attention to this issue in another way that, for bet-
Eer or worse, there is a quirk that NERC and FERC do not

ave

Mr. BARTON. I almost used quirk.

Mr. MARKEY [continuing]. Do not have that jurisdiction; and, as
a result, some jerk could hurt the system. And we have to close
that regulatory black hole here.

Mr. BARTON. Great minds think alike, Mr. Chairman.

Mr. MARKEY. I am not sure other people are viewing us that way.
But I thank the gentleman.

The Chair recognizes the gentlelady from Wisconsin.

Ms. BALDWIN. Thank you, Mr. Chairman.

One very specific question and hopefully followed by a broad,
open question.

In our briefing memo from committee staff, we have our atten-
tion pointed to physical vulnerabilities of the grid. And I am just
going to read you an excerpt.

For example, large transformers, essential to the reliable oper-
ation of the grid, are manufactured outside of the United States;
and replacement may require up to 2 years. A limited number of
spare large transformers are available within the United States;
and industry has developed a program, the Spare Transformer
Equipment Program, or STEP, another acronym, providing for
sharing of such assets in the event of a terrorist attack. Any policy
recommendations of how we can—and I will ask you, Ms. Hoffman,
recommendations for how we could be more prepared in the event
of an emergency?

Ms. HOFFMAN. You bring up a very, very important point, that
critical to the reliability of the bulk power system is the recovery
of that system. So an important aspect of that is the focus on man-
ufacturing and manufacturing capabilities in the United States. So
as we look at developing protection mechanisms, we must recognize
that some parts of the grid will go down. So another key aspect is
how fast can we restore? And that is directly to your point, which
is very important.

Ms. BALDWIN. What is our domestic manufacturing capacity and
what are we doing to bolster it?

Ms. HorFMAN. For large transformers, very limited. In fact, I
think there is only one company that will be looking at large trans-
formers.

Ms. BALDWIN. Thank you.

On a much broader question for all of you is the issue of commu-
nication and information exchange. And we have had testimony
from the State perspective, from the NERC perspective of the frus-
tration being that much of this is classified and tightly held and
needs to be communicated to actors with the ability to prepare and
plan; and yet we have sensitivities with getting certain information
out. We have been grappling with this as a committee on previous
legislation relating to chemical plant security, with water treat-
ment plant security, now in this arena.
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I know it is a very broad question, but I would like to hear your
perspectives on how we get the information that we are learning
at the Department of Energy and FERC to the hands of the people
who actually need to plan and help us prepare, while protecting
that information carefully. And we haven’t even talked about ISOs,
but they are another level of all of this.

And if you wouldn’t mind, just starting with Mr. McClelland and
going through the panel, that would be helpful.

Mr. McCLELLAND. One of the problems we had with the AU-
RORA advisory, the advisory went out by NERC in June, and the
Commission was asked to do follow-ups to determine how effective
the mitigations were put into place. We couldn’t protect the infor-
mation, or felt that we may not be able to protect it from a FOIA
request, and so we ended up asking for industry volunteers and re-
viewed their plans one at a time without taking any information
back to the Commission. This information transfer, the inability to
protect the information, severely impeded folks’ ability, the entities’
ability to implement mitigation strategies.

Now, we saw a whole gamut. I don’t want to say that was the
only reason. There were some folks that were very well mitigated.
There was good old-fashioned American ingenuity that had been
deployed, but there were other entities that did nothing, and addi-
tional information didn’t appear as if it would have helped. So we
have asked that any additional authority that be conveyed provide
the ability for the Commission to protect that information.

Ms. BALDWIN. Briefly, Ms. Hoffman.

Ms. HOFFMAN. Briefly, point one, clearances. I think there has to
be a wider, greater distribution of appropriate levels of clearances
across the electric sector. Two, we need to protect the information
from FOIA requests in accordance to—very similar to maybe what
DHS does with their Critical Information Act.

Ms. BALDWIN. Mr. Brown? Any comment on the communications
issue?

Mr. BROWN. We deal with confidential information at the State
level all the time in terms of information regarding the bulk power
system. I think we are well prepared and positioned, if we get the
information, to protect it and use it.

The electric systems run on contingencies all the time. That is
how the electric system is run. It is always planning for the worst
thing that could happen; and that, if it happens, the system will
stay up because there is adequate backup. Obviously, the more in-
formation available about threats, the better that contingency sys-
tem can work.

Ms. BALDWIN. Mr. Cook.

Mr. Cook. We have been successful in the last year in arranging
for cleared briefings for some CEOs to have access to some more
of that information. More of that needs to happen.

I agree with Ms. Hoffman that the clearances program needs to
be accelerated, and there needs to be a way that this information
can get out to folks without them having to make it public. The
State Open Records Acts sometimes get in the way of that, because
anything that some State agencies get has to be made public then.

Ms. BALDWIN. Mr. DiStasio.
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Mr. DiStasIO. I would agree with Mr. Cook. I think that is an
important step for Congress to consider. Because, right now, with-
out adequate clearance, the information we might get would be lim-
ited and not applicable to a pending emergency or vulnerability
that we are the ones responsible for addressing. So we certainly
support additional clearance levels to make sure that threats can
be dealt with in a timely manner and confidentially.

Mr. MARKEY. The gentlelady’s time has expired.

The Chair recognizes the gentleman from Illinois.

Mr. SHIMKUS. Thank you, Mr. Chairman.

If you all would just, if you have got a piece of paper, scribble
down solar storm, radio frequency, EMP, and then cyber. And then
my first question—there is two questions—I would ask you to
prioritize the threat as you see it in those four categories, and then
I would ask you to prioritize costs of recovery.

And kind of following up on my opening statement about where
our focus should be, I think sometimes we don’t really know what
is the biggest threat, what is the biggest cost recovery.

And so if I could start with Mr. McClelland and just go down the
line, if you all could do that for me. And if you don’t want to, you
don’t have to, but I mean, if you could, that would be helpful.

Mr. McCLELLAND. That is a difficult question.

Mr. MARKEY. Who wants to be a millionaire? If you can rank
them one, two, three, four, and then we can fill it in.

Mr. McCLELLAND. Tough to do. Cyber I had as one; solar storms
I have as two. And, in fact, solar storms could be one because they
are inevitable. We are going to get another storm. We are going to
get another 1921 event, which has been called a one-in-100-year
storm. That is going to happen. And, if it does, it will be dev-
astating consequences.

RF weapons and EMP would be the next two on the list.

Mr. SHIMKUS. Was radio frequency third or EMP third?

Mr. McCLELLAND. I put RF weapons third only because they are
so affordable and easier to tote, and EMP weapons fourth.

Mr. SHIMKUS. Thank you. And I will come back to the costs.

Ms. HOFFMAN. I did cyber as one, RF as two, solar storms as
three, and EMP as four.

Mr. SHIMKUS. Great.

Mr. BROWN. I want to emphasize cyber as one. These people are
much more of experts and able to judge the vulnerabilities. But we
are about to introduce—perhaps the President has already an-
nounced—billions of dollars of new moneys to allow——

Mr. SHIMKUS. Let me stop you there, because I do have that. It
is a Washington Post article today. President Obama plans to
unveil Tuesday $3.4 billion in grants to smart meters, updated
transformers, and other devices. Is that where you are headed?

Mr. BROWN. Yes, exactly. And the point is there is going to be
a whole new system of two-way communications introduced to the
electricity industry that really——

Mr. SHIMKUS. Does that make that more secure or less secure?

Mr. BROWN. It can be both. It should be more secure. More real-
time information about the system should be good. But it intro-
duces new vulnerabilities to the system, which if not protected is
bad.
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Mr. SHIMKUS. All right. I have limited time. So you talked about
cyber, so cyber—what is your priority?

Mr. BROWN. Cybersecurity would be, far and away, number one.
I was going to say two, three, and four I am not really that capable
of assessing.

Mr. SHIMKUS. OK. Great.

Mr. Cook.

Mr. Cook. I would put cyber at a very high number one, solar
after that. And as between RF and EMP, I am not sure.

Mr. SHIMKUS. Great.

Sir.

Mr. DiStAsIO. I would also put cyber number one. And, frankly,
I would like to consult with the industry. Because I put two, three,
and four again

Mr. SHiMKUS. OK. Let me go back to cost of recovery, if any of
you could do that based upon these attacks.

Mr. McCLELLAND. EMP and RF weapons I would put as number
one. And I would rate them the same because it is the same miti-
gation for either of those two. Cyber I would put as number two.
That is highly dependent, though, on what the utility has or has
not done. And solar I would put as number three as far as the
least-cost alternative.

And I do want to add that in the original grouping I don’t have
these—although I ranked them for you, I don’t have them very far
apart.

Mr. SHIMKUS. Yes, thank you. And I am going to stop there be-
cause I am on limited time.

I want to highlight that on April 21st, 2009, a study by the Na-
tional Academy of Scientists found the U.S. could suffer one to two
trillion in damages as a result of EMP; and it would take four to
10 years to fully recover. By contrast, Hurricane Katrina inflicted
$150 billion to $300 billion in damage. So this is my fear or con-
cern.

I have a wind generating power plant that went down because
of an Internet connection, and it went down for 10 or 15 days. Be-
speaks to the greening of America and the reliability of electricity.

The other issue that I wanted to address, although we have kind
of covered it, this also speaks of my opinion, everybody knows I am
a supply guy here on this committee, more generation versus less.
If we limit the ability for us to increase generation in America, we
increase the ability to put ourselves at risk when any one, two, or
three of these are targeted. So I would be in support of a position
that says let’s build more power plants, not less.

And thank you, Mr. Chairman, and I will yield my remaining
time. Thank you, Mr. Chairman.

Mr. MARKEY. The gentleman’s time has expired.

The Chair recognizes the gentleman from Georgia, the sponsor of
the bill, Mr. Barrow.

Mr. BARROW. I thank the Chair.

The table has pretty much been set for the issues that we are
going to be taking under deliberation in negotiations going forward
on this. But one thing that hasn’t been talked very much about,
and it is an issue that is very much on the minds of the folks who
are going to be tasked with following or implementing any policies
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that we are going to be authorizing the implementation of, and
that is with the electrical industry, the generators and the distribu-
tors.

So I want to talk just briefly, at least kind of set the stage for
those discussions by asking if any of you all can identify any issues
of disparate treatment or disparate impact that might result from
the kinds of rules that we are all talking about trying to create and
authorize here? Can you foresee, looking down the road, that there
might be any disparate impacts in terms of some of the mandates
that might be forthcoming? Impacts that might be disparate in
terms of whether or not you are a big guy, a big for-profit utility
company as opposed to a little guy, an EMC, whether any regional
impacts that you can see as a result of the mandates that we are
contemplating here.

We all want to do the right thing, and I know the generators and
distributors all want do the right thing. But I am sure that as
there are staggering costs we are trying to avoid, there are going
to be some costs we are going to incur along the way.

So the first thing I want to ask is, can anybody here on the panel
give us some idea as to the kinds of costs and especially issues of
equity and fairness, disparate impacts that might result from any
of the mandates we are talking about today?

Mr. Brown, I think you are sort of on the hot seat representing
the utility commissioners of the country. Why don’t you go first?

Mr. BROWN. Sure.

I am not sure about disparate impacts, but I think you need to
put this into a context. If there is a federally mandated cost that
we have got to recover from our rate payers, it means perhaps we
won’t be able to do something else that we have been trying to do.

Mr. BARROW. An opportunity cost, in other words.

Mr. BROWN. Right now, at the State level, we are collecting
money for renewable portfolio standards. Over 30 States have that.
Energy efficiency programs, infrastructure needs, new trans-
mission. So there is a lot of pressures already on electricity rates.

Mr. BARROW. What kind of costs do you foresee? What kind of
magnitude?

Mr. BROWN. Billions of dollars on a State level, tens of billions
of dollars on a national level. At the same time, customers that are
over 60 days in arrears on their bills—in New York over $600 mil-
lion is in arrears. That is up 25 percent from a year ago. So just
the rates that we have today, people are unable to be able to pay
it.

So I guess my concern is the more mandates that we get requir-
ing expenditures is going to mean dollars that we are not going to
be able to collect to do other things that we really want to do main-
taining the reliability, safety, and efficiency of the system.

Mr. BARROW. Mr. McClelland, Ms. Hoffman, do you all have any
thoughts to suggest along these lines? What do you foresee?

Mr. McCLELLAND. As far as disparate treatment, the generators
that don’t fall under tariffs before the Commission, any generators
that have, say, cost-based contracts or contractual arrangements
would not necessarily qualify for security upgrades for cybersecu-
rity or for, say, EMP expenditures. So that would have to be ad-
dressed.
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There may be—and I won’t speak to the particulars, but there
may be utilities or entities under cost freezes. They may be under
rate freezes within different States. And that treatment or security
upgrade would have to be considered by the State commissions, es-
pecially if it was a security upgrade necessary for distribution sys-
tems, say, smart metering upgrades.

And as far as whether or not we incur the costs, I think the
threat is here. The vulnerability is here, and the threat is here.
This is a different world. There are entities that are intent—they
believe that the bulk power system in the United States, the elec-
tric grid, is a legitimate military target; and they have set their
sights on that system. And so whether or not—the costs are just
going to have to be incurred. We are going to have to address the
issue.

Mr. BARROW. Any way you slice it, the costs of prevention are a
whole lot smaller than the costs of inaction is what you are saying.

How about you, Mr. DiStasio.

Mr. DiStasio. I would just want to add, from the industry per-
spective, the actual NERC regime that was enacted in 2005, we
have already added significant compliance resources and industry
experts to that at a cost of a fair amount of money. And one of the
reasons that we are actually supportive of the approach that you
are taking to this is it does tend to appropriately focus this on
emergency threats, which to me that represents a much smaller
cost.

I think I mentioned the fact that we have 400 miles of trans-
mission but 10,000 of distribution, which is not uncommon for
many utility systems; and if you look at the expansion of taking it
down to lower probability assets in the distribution system, it adds
significant costs without certainty that that is going to have the
same disruptive effect as the bulk power system.

Mr. BARROW. Thank you.

My time has expired. I would like Ms. Hoffman to feel welcome
to respond, but my time has expired. Thank you, Mr. Chairman.

Mr. MARKEY. The gentleman’s time has expired, but real quick.

Ms. HOFFMAN. Real quick the only comment I would add is one
size reliability does not fit all. Defense Department, manufacturing
industries require higher level of reliability than, say, residential
customers or what they are more willing to accept. On-site genera-
tion, micro grids, UPS systems are alternatives to look at as we
consider reliability.

Mr. MARKEY. Great. Are there others who wanted to say a word?
No.

The gentleman’s time has expired.

Mr. McClelland, do you want to say a word here?

Mr. McCLELLAND. I had an opportunity.

Mr. MARKEY. OK. Good. Great.

The Chair recognizes the gentleman from Texas, Mr. Burgess.

Dr. BurGESss. Thank you, Mr. Chairman.

And, Chairman Brown, I was particularly intrigued by your com-
ments, how much are we willing to pay for marginal increases in
security? And obviously that is the fine balance that we have here
today. And I don’t know if I have a—conceptually, if I have a good
idea of the number of dollars that it would take to harden our grid



153

against an electromagnetic pulse, either whether it is generated by
natural occurrences, by a solar flare, or a legitimate military tar-
get, as was outlined by Mr. McClelland.

Can you give us some sense of the task ahead? If we were to
have a grid that was completely impervious to anything versus
what is actually practical, what are the cost differentials that we
are talking about?

Mr. BROWN. We have infrastructure needs at State regulatory
levels of billions of dollars just to maintain the existing aging sys-
tem. The idea that you could make it impervious I think is tens of
billions of dollars of investment. It is an entirely new and different
way of doing the system.

Earlier, we talked about the bulk power——

Dr. BURGESS. Can I stop you there?

Do we, in fact—does the technology exist to do that if dollars
were not an issue? Do we have the technical know-how to do that?

Mr. BROWN. It is a matter of duplication. You can duplicate a lot
of the system over and over and over again so that technically—
I will leave it to some of the experts whether it is completely im-
pervious, but that is a lot of money.

And this is all a cost-benefit analysis. I think that is what regu-
lators do all the time, is cost-benefit analysis. I could gold-plate the
electric system in New York and make sure that we don’t have as
many outages, but the costs might be two to three times—the rate
payers, they would find it unaffordable to pay the rates that are
out there.

It is always a balance between reliability and cost, and you can’t
just look at cost because you would have an unreliable system. But
you can’t just look at liability, because you will have a gold-plated,
expensive system. Tough balance.

Dr. BURGESS. On balance, the legislation that is the subject of
this hearing, do you think we are threading that needle appro-
priately with trying to balance those two ends?

Mr. BROWN. One of the concerns I had about some of the legisla-
tion was it is reaching down all the way into the distribution sys-
tem, which was the chairman’s first question.

And I will note that, for example, the three major blackouts we
have had in New York City, ranging from 1965 on, were all bulk
power system disruptions, problems that the bulk power level got
to the local level. It wasn’t problems with the local system.

So spending a lot of money on the local system and then perhaps
sacrificing some things being done on the bulk power system may
not be a cost-effective way of meeting the concern. That is why we
would like to see the focus on the bulk power system, and we think
the work that began in 2005 with NERC is the appropriate way to
be moving towards that goal.

Dr. BURGESS. And yet I mean there are technologies available
today that weren’t available 5 or 10 years ago. And those tech-
nologies do, as I think you pointed out in your testimony, add in-
creased vulnerabilities in different ways.

With this legislation, are we taking an appropriate over-the-hori-
zon look at what may be available to electricity consumers in the
future in providing them the protections? Or are we looking at a
situation where we may have to be back here in 5 or 10 years, 15
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years and revisiting this entire issue? Do we have the appropriate
eye on what is coming down the pike for the future?

Ms. HOFFMAN. In order to prevent that, I think we need to do
a continual risk evaluation of what the new threats are and the
new concerns are, as well as what the new technology is so that
we can keep feeding and cycling through that loop so we stay
ahead of the game.

Mr. BROWN. And that is why I also emphasize cybersecurity.
That is the new element that is coming into the system. The smart
grid two-way communications, we really need to get that secure. I
think that is the most important focus at this point in time.

Dr. BURGESS. I was just back home. There was an effort to go
to smart meters, and then they turned out to not be in compliance
with what we said they ought to have. And so you have got a com-
pany down there now that is asking its rate payers to pick up the
millions of dollars for meters that aren’t going to be able to be
used. We do have to be careful how we implement these things, be-
cause we can end up costing people a lot of money for very little
return.

And at the same time, as Mr. Shimkus points out, the far end
of the scale is we may be asking for hundreds of billions of dollars
of investment to protect us against trillions of dollars in loss and
decades of recovery.

So thank you, Mr. Chairman. I will yield back.

Mr. MARKEY. Great. The gentleman’s time has expired.

The Chair recognizes the gentleman from Utah, Mr. Matheson.

Mr. MATHESON. Thank you, Mr. Chairman.

I have heard some different opinions about whether or not utili-
ties receive specific actionable intelligence from the Federal Gov-
ernment regarding imminent cyber threats. And so I was won-
dering—I would ask all the witnesses or anyone to respond—what
your thoughts are about this and do you think utilities should re-
ceive more clearances or more information?

Mr. DiStAsIO. I could address that from the industry perspective.
To date, we have not received any notifications or specific action-
able intelligence relative to imminent threats. We did have the in-
formation that has been discussed regarding AURORA. There were
30 utilities, as was mentioned, that worked on a voluntary basis to
try to understand and mitigate that.

I do believe we do need additional clearance. Because while there
are many reports out there that there are significant threats and
while there have been briefings that suggest that these things are
real and imminent, the utility industry to date has not been noti-
fied with any specificity in order to best mitigate those or prevent
them. We do work through the NERC standards on a prospective
basis, but we do think that additional confidential clearance and
additional ability to get additional Federal authority to provide spe-
cific and actionable information would be very helpful.

Mr. MATHESON. OK. Thanks. Yes.

Mr. McCLELLAND. I guess I want to be very clear right up front,
the NERC standards are wholly inadequate to address threats to
national security through the power grid. The NERC standards, on
average, take 4 years to develop. Modifications, many different
iterations. They are done in an open and inclusive forum. So not
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only is the reason for the standard published but also all the pro-
posed mitigation strategies, and bad guys have access to the Web
sites and can look at those proposed mitigations.

So the NERC standard—the existing standards that are in place,
the Commission has identified substantial security gaps in those
standards, directed modifications, and are awaiting the NERC
process to finish the modifications.

As far as information to utilities, yes, I agree utilities do need
more specific information to be conveyed. But it is not just the in-
formation. In the AURORA advisory which was issued in June,
there were very specific mitigations that were requested. An advi-
sory is voluntary. There is no ability for any Federal agency to di-
rect utilities to take action to protect their systems in the event of
a threat or a vulnerability. So the advisory was voluntary, and we
saw compliance that wasn’t great. We didn’t see great compliance
even with entities that understood the issue. However, everyone
could have benefited by additional information.

Mr. Cook. Just to answer your question, the feedback we are
getting is that more specific actionable intelligence information is
what is needed. That is the feedback we got on AURORA. There
were limits on what could be said. So it is a combination of clear-
ances to the industry and figuring out ways of having—arranging
a classification of information such that it can get out. Both of
those are important.

Mr. MATHESON. OK. I appreciate that.

Mr. McClelland, I was going to ask you if the new Federal au-
thority that issues cyber emergency orders is too broad. That could
also cause some other unintended consequences. Do you have
thoughts about where we get the sweet spot on this?

Mr. McCLELLAND. Yes, that is very difficult. The authority has
been called extraordinary. It is extraordinary authority. And the
Commission is not an intelligence agency. Some may say we don’t
even have intelligence. But we don’t collect intelligence. So we
would depend on other agencies such as DOE, DHS, DOD, CIA to
bring vulnerabilities and threats that would endanger national se-
curity, use our authority then to order mitigation. It is very specific
mitigations that may be targeted at very specific utilities for a lim-
ited period of time. That is much more targeted and specific than,
say, a standards action might be.

Mr. MATHESON. OK. And can I ask you, do you have thoughts
about steps the Federal Government could take to—you heard
questions about costs from other members. Do you have thoughts
about how the Federal Government could work with utilities to
help mitigate the cost impact relative to the risks that we are try-
ing to address?

Mr. McCLELLAND. Yes. We had the benefit of reviewing with the
utilities. We asked for 30 volunteers and did get 30 volunteers on
the AURORA mitigation. We had the benefit of spending a day
with each of those utilities, and there were some very good ideas
that came from the utilities back to the Commission. So it would
be an iterative process.

The Commission would have to move quickly. If it was a vulner-
ability or threat that endangered national security, we would issue
that. There would be a hearing process or a back-and-forth process
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where alternative practices could be proposed by the utilities to ac-
complish the same purpose but nevertheless not delay the mitiga-
tion being put into place to protect the economy, its citizens, and
the military of the United States.

Mr. MATHESON. Thank you. I yield back, Mr. Chairman.

Mr. MARKEY. The gentleman’s time has expired.

The Chair recognizes the gentleman from Oregon, Mr. Walden.

Mr. WALDEN. Thank you, Mr. Chairman.

So I want to see if I have this right. Basically, folks in the power
industry don’t get the information of the specificity of the threat
that they are supposed to figure out how to deal with. Right? I
mean, isn’t that what you are saying?

Mr. DiStaAsio. What I said was, to date, there has not been any
specific actionable information provided. Not to say there aren’t
vulnerabilities, but there has not been an individual threat that
has been communicated beyond this AURORA test.

Mr. WALDEN. And yet we know there are, Mr. McClelland, to the
extent you are able to talk about this, that there are fairly specific
threats. Well, we all know every computer it seems like is being
attacked by somebody at some point. And so how do we bridge this?
It would seem to me with so much on the line that there must be
a way that we can communicate the information you need to under-
stand how serious this is and to cope with it. I understand you un-
derstand how serious it is. How do we bridge that?

Mr. DiStasio. I want to be very clear on one point. The utility
industry has been dealing with vulnerabilities maybe that origi-
nated from reliability and now much more security and cyber-based
for many, many years and will continue to do that. So we are not
awaiting information to do that. However, if there is a gap, it is
around this issue that there is a lot of discussion around pending
threats that seem to be more imminent that have not been commu-
nicated; and we just need to understand what those are so we can
best mitigate them on the ground within our systems for the con-
sumers.

Mr. WALDEN. And is the issue here that you want to know the
very timely, specific threat, as in X organization is going to do Y
to your system, or is it—is there anything you are not doing now
to protect your system that that kind of information would help you
protect?

It would seem to me it is pretty clear where the threat—not
where it comes from from a specific individual or organization nec-
essarily, but there are only so many ways to get into your system
and do damage. And I guess that is the question. You would think
you would know what those ways are and be set up to mitigate,
right?

Mr. DiStAsIO. And we do believe that we are in a position to best
mitigate. I mentioned before that we use this layered approach——

Mr. WALDEN. Right.

Mr. DISTASIO [continuing]. To deal with these. But to the extent
there was something that is yet not known to the industry that
needs to be communicated, we would benefit by having specific and
actionable information on that.

Mr. WALDEN. So let me go to our government witnesses here.
Without getting into specific things we can’t talk about here, are
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the actions they are talking about they are doing, the sort of phys-
ical actions to deal with management of their systems and prevent
against those threats, do they have as much knowledge as they
need to know, need to have to deal with it without knowing specific
time, place, type of attack?

Mr. McCLELLAND. The distinction between classified and unclas-
siﬁeg is who is the actor and what specific systems are being tar-
geted.

The vectors back as far as the AURORA advisory, for instance,
there was sufficient information and detail within that advisory for
folks to be able to perform mitigation actions. And that advisory
was not developed by the Commission. It was developed by DHS,
DOE, and NERC and then issued to industry.

I think part of the question here is, is there a central agency that
is responsible to get the information to the industry and then can
hold industry accountable? Right now, all that we have is we have
a coordination and a great partnership with DOE, DHS, and indus-
try. But the advisories, the information that is conveyed is vol-
untary in nature.

Mr. WALDEN. And is it also your sense that those advisories, that
information, those recommendations are not being acted upon to
the extent they need to be acted upon? In other words, the systems
aren’t being upgraded or modified to deal with the threat, and they
should be fully aware of what that threat is absent the classified
piece of who it is and specific targets?

Mr. McCLELLAND. Right. Congress asked the Commission to
verify, for instance, the compliance with the AURORA advisory.
And, on that basis, I would answer the question that, no, compli-
ance is not sufficient. The Commission reached the conclusion that
only if it can be compelled would we be able to assure that compli-
ance has been executed for that.

Mr. WALDEN. Mr. Brown, let me give you the last 14 seconds.

Mr. BROWN. The more information the better. I will use New
York State as an example. The single largest contingency we plan
for is a 1,200 megawatt nuclear power plant going down, because
that is our single largest worst thing that could happen. And at all
times they maintain what is called spinning reserves, so if that
plant goes down, everything is cool. Then they figure out the next
biggest contingency and start planning for that.

The more information the more you can do those contingencies
and be prepared for what happens to your system. Without the in-
formation, without a specific threat, they are going to be operating
as if the situation was normal. And that is where I think you be-
come most vulnerable at that point, when you are not prepared for
two or three things happening at once, which if you knew that
there was a threat of that you could plan your system around it.

So that is why the control area is even more important than the
utilities when it comes to this. The utilities maintain their little
footprint. But especially in the Northwest and in the Northeast,
there are larger control areas that are looking at the system as a
whole; and the larger a system you are looking at, the more contin-
gencies you can use to address any problems that develop.

Mr. WALDEN. OK. My time has expired. Thank you very much
for your testimony.
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Mr. DiStAs10. Mr. Chairman.

Mr. MARKEY. Mr. DiStasio, yes.

Mr. DiStaAsI0. I would like to make one follow-up.

The industry does not agree that the information was specific
and actionable, and what we would like to do is submit something
for the record for the committee’s benefit.

Mr. MARKEY. OK. That would be very helpful, as this hearing
has been.

[The information appears at the conclusion of the hearing.]

Mr. MARKEY. We are going to focus very keenly in on all of the
issues that have been identified here today. It is not lost on the
committee that in a recent survey by the NERC of the generation
owners in America that only one-third of them could identify a sin-
gle critical asset to which the NERC cyber standards would apply.
And so that, in and of itself, says something about this issue, that
only one-third of all generators in America felt that they had any
critical assets at all that should have protection.

So there is a big gap here. We have to find a way of closing it.
And I think today you have really helped us to shape kind of the
challenge for the committee: bulk power system versus the dis-
tribution system, cyber threats versus physical threats, emergency
authority versus standards being set. So we have to walk through
each of these issues, illuminated by the testimony that you have
provided for us here today.

We thank all of you very much for your testimony. We want to
stay very close to all of the stakeholders in this discussion so that
we can ensure that we make the right decision in terms of the leg-
islation, and we want to invite all the members of the committee
as well to work with us so that we put together the best possible
legislation.

The gentleman from Texas.

Dr. BURGESS. Mr. Chairman, I wonder if I might just ask one ad-
ditional question while we are all gathered here.

Mr. MARKEY. The gentleman interrupted the chairman’s con-
cluding statement in order to make that unanimous consent re-
quest. So, without objection, the gentleman will be recognized to
ask one question of the panel.

Dr. BURGESS. And I apologize, because I thought it was a solilo-
quy. I didn’t realize it was the concluding statement.

On the issue of the——

Mr. MARKEY. When Chairmen Tauzin and Barton used to utter
them, it was almost as if it was coming down from Mount Sinai as
the 10 Commandments; and so I understand the different perspec-
tives actually orient members differently when they hear the per-
son with the gavel speaking.

Dr. BURGESS. It was just a general knowledge question on the
issue of the solar interference.

Mr. McClelland, I guess this is for you. A couple of years ago,
when I was working with the pilots union and flight attendant
unions on trying to mitigate their exposure to in-flight radiation,
I got the impression there was a predictive ability to these. Are we
able to predict with any accuracy the sudden burst of solar activ-
ity?



159

Mr. McCLELLAND. That is an excellent question, and it speaks
to—I have had the same question sort of posed a different way: If
the Commission did have emergency authority to be able to order
mitigations against, say, solar magnetic activity, how could it exer-
cise that when the warning would be so little?

There is a satellite deployed, it is the ACE satellite, that gives
us about 15 to 30 minutes of warning for solar activity. And, in
fact, some of the most massive solar storms in history have been
with little or no sunspot activity. So sunspot activity is not a good
predictor of the magnitude of solar storm that might occur. Fifteen
or thirty minutes would be wholly inadequate unless the Commis-
sion had ordered mitigation plans be put into place first.

For instance, the EMP Commission said that a good way to miti-
gate against E3, this effect, would be to put a resistor in series
with the transformer, maybe even a capacitor. Those could be put
into place with 15 to 30 minutes. As long as the entities were prac-
ticed, they could be given that notice. And the thought would be
that they will get more and more time, and they could switch those
in to mitigate.

Dr. BURGESS. Thank you, Mr. Chairman.

Mr. MARKEY. The gentleman’s time has expired.

We thank all the witnesses again. The big solar announcement
today, of course, is that the President is down at Florida Power &
Light making this big announcement about solar technology in
Florida and its interrelationship with the smart grid. So, obviously,
that focuses us on solar, on smart grid, on making sure we build
this out correctly. Because obviously in this new distributed energy
world that solar presents we need to continue to think through.
But my congratulations to Florida Power & Light for that big
breakthrough today with the President.

And, with that, this hearing is adjourned.

[Whereupon, at 11:37 a.m., the subcommittee was adjourned.]

[Material submitted for inclusion in the record follows:]
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November 10, 2069

GM 09-267

The Honorable Edward Markey The Honorable Fred Upton

Chairman Ranking Member

Subcommittec o Energy and Eavironment Subcomimittee on Energy and Eavironment
2125 Raybum House Office Building 2125 Rayburn House Office Building
Washington, D¢, 205156115 Washington, D.C. 20515-6115

Dear Chairman Markey and Ranking Member Upton:

1 am Wwriting to follow-up on two issues raised during my testimony to the subcommittie for the hearing
on October 27, 2009, entitled “Protecting the Electric Grid: H.R. 2165, the Bulk Power System
Protection Act of 2009, and H.R. 2195

The first issue was i response to a question from Rep ive Shimkus asking me 0 rank, in orderof
importance, four threats to the grid. 1 said that 1 would need to consult with the rest of the industry before
responding; which | have subsequently-done. The industry agrees 1o the following ranking, based on the
{ikelithood of occurrence:

1) Cyber attacks ,
2} Solar flares

3} -Radio frequency:

4Y Electro-magnetic pulse (EMP)

It is fmportant to-note that the industry is addressing all of these issues, but must weigh the likelihood of &
threat ocourring when alfocating limited resources. Barlier this year, the North American Electric
Relinbility Corporation ¢stablished a working group, In paitnership with the Department of Energy, fo
analyze EMP threats and other high impact, low probability events like radio frequency attacks: i is my
anderstanding that the working group intends to prepare-an assessment that may lead t¢ recommendations
on needed technivlogy research, development and investment to address EMP and other threats.
Additional research conducted with industry participation is required to characierize the potential severity
of an EMP attack on the nation’s electric and related infrastructures, to provide a design basis for
potential mitigation measures to protect electric system equipment from permanent damage, and to
develop strategies for post-event system restoration.

The second issue is that of the industry’s response to the “Aurora vulnerability” Atthe October27
hearing, the FERC witness told the subcommitiee that industry had received specific; actionable
information to allow them 1o respond to the Aurora vulnerability, AJ the attached timeline makes clear,
industry was ot given sufficient, actionable information, I particular, the industry was not given
sufficient actionable information by the federal govermment to clearly delineate the enginecring basis of
the Aurora vulnerability, and FERC's characterization of indusiry's resporise has been misteading.

Joka DiStasio, Genersl M & Chief Exevutive Officer

DISTRICT HEADQUARTERS © 6201 § Street, Sucramenter CA 838171899
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The industry has prepared the attached timeline, beginning with the initial test conducted at a national tab,
and dubbed “Aurora,” which is intended to ¢larify what informiation industry was given and the industry’s
actichs in response to that information.

Lappreciate the opportunity 1o follow up on my teStimony. Please do not hesitate to-contact me should
you have any questions.

. }f‘
John DiStasio

Gengral Manager & Chief Executive Officer

Attachmerit
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Aurora Timeline

Late 2006 - Idaho National Lab conducts-a test purportedly showing that remote cyber hackers
can exploita digital protection and control devices vulnerability by changing the phase settings of
an eleetric power generator similar to those used in providing backup power to hospitals. This
test is known as “Aurora.”

Late February 2007/March 2007 - The Department of Homeland Security (DHS) makes the
North American Electric Reliability Corporation®s Critical Infrastructure Protection Committee
(NERC CIPC) aware of a potential cyber vulnérability which, if exploited by an attack, could
have significant consequences. CIPC is specifically told that it is not allowed to distribiite:
vulnerability information to utilities or to discuss the Aurora test with other individuals or
organizations that were not present during the briefing.

March 20, 2007 A detailed briefing was convened for Canadian-energy interests including
electricity, oil and gas, and nuclear. ‘Officials from Public Safety Canada, Natural Resources
Canada, the Royal Canadian Mounted Police (RCMP) and the Integrated Threat Assessment
Centre participated.

Spring 2007 - DHS forms “Tiger Team™ of 3 small number of protection engineers to assist in
developing mitigation measures to protect against an exploitation of the vulnerability.

May 2007 - NERC and DHS prepare draft mitigation measures on Aurora response, with
FERC s knowledge. 1t is unclear whether or how the work of the industry “Tiger Team” factors
into this draft. While the draft document is several pages long, it contains very Jittle technical
information about the vulnerability; the actual mitigation instructions consist of about five lines
of text and do not contain specific instructions, as they arc designed for distribution to a wide
variety of utilities. While these are not classified, they are deemed “for official use-only.”

May 2007 ~ NERC asks the trade associations - American Public Power Association (APFA),
Edison Electric Institute (EED), and National Rursl Electric Cooperative Associgtion (INRECA)~-
to helpdistribuite an-Aurora Advisory containing the mitigation measures once the final document
isready.

June 7-8, 2007 — At the NERC CIPC meeting in Vancouver, Canada, a closed session of CIPC
members and a DHS representative discuss the Aurora vulnerability in an effort to begin to
understand the scope of the issue; and brainstorm actions that may be considered. DHS
representative states that Aurora is a threat to (U.S.) national security.

June 21, 2007 — NERC distributes the “Aurcra Advisory.” Release of the Advisory was
authorized by DOE and DHS ona™*For Official Use Only” basis. Trade associations (APPA,
EEL NRECA and CEA) assist with making industry aware of the advisory, although NERC and
DHS continue to imply that the document should be closely held, including suggesting that
although the document is not'officially classified it should be treated as such.

The mitigation measures focus on ceriain actions that the industry should take, but the problem is
that the sctial test on exploiting the vulnerability is classified at a higher level than that which
industry representatives are given clearance by the government to-access: (This is still the case
today.) The mitigation measures provide no specifics on how the lab set up the test, what
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protective settings were enabled/disabled, ete. The industry is only told the vulnerability “has
been verified and it can happen.”

It is casy to conclude from the Advisory that it is solely related to attacks on generators through
_generator substations and bulk power systera (BPS) facilities. in close electrical proximity to the
generator. The Advisory is decidedly not clear that the underlving message, subsequently gleaned
by the indestry from the interactions delineated below, was that utilities should secure their
electric control systems from unauthorized local and remote access.

June 21, 2607 - DHS representatives bold 2 meeting in Ottawa with Public Safety Canada,
Natural Resources Canada, Canadian Electricity Association (CEA) staff and CEA Security
Infrastructure Protection Committee (SIPC) chair, among others, to review the Aurora test and
mitigation measures. DHS clarifies their comment that Aurora becomes a threat to (U.8)
national security the moment that exploitation information is posted on the Internet.

June 28, 2007 - The Electric Power Supply Association (EPSA), after having received the
Aurcra Advisory from EEL distributes to its members.

September 24, 2007 - Dramatized videotape of Aurora test (from December 2006) is leaked to
major press outlets, resulting in CNN story and interview of senior DHS official. Information
about the test and vidnerability ave still classified at a higher level them thet which industiy is
cleared by the govermment fo access.

Octeber 17, 2007 - House Homeland Security Committee convenes first of a series of hearings
on the electric power industry’s response ¢ Aurora,

Oetober 17,2007 - Chairman of the House Homeland Security Committee; Bennie Thompson,
and other members of Congress send letter to then-FERC Chalrman Joe Kelliher requesting that
FERC conduct an investigation of the industry’s response to Aurord and general cvbersecurity
posture.

October 19, 2007 — NERC issues a survey (o over 1,000 entities in U.S. and Caniada requesting
status of mitigation measures to date.

October 23, 2087 — FERC asks the Office of Management and Budget (OMB) to conduct a
formal survey of generation and transmission owners/operitors for the purpose of assessing
progress-in implementing the Aurora mitigation measures. Trade associationy raise concerns due
to Freedom of Information Act (FOIAYCritical Electric Infrastructure Information (CEID
disclosure of detailed, highly sensitive data that would be collected in response to the survey.

January 8, 20668 ~ A small number of U.S. and Canadian electricity entities receive letters from
House Homeland Security Committee Chairman Thompson and Emerging Threats Subcommittee
Chairman Langevin réquesting information regarding their discussions with NERC about
implementation of the security recommendations contained in the June 21 Aurora Advisory.

January 2008 - U.S: rade associations file comments with OMB on FERC's request 1o survey
utilities, expressing concerns about how the information will be sccured, as well as whether such
avolume of information will result in meaningful conclusions.

February 2008 - FERC withdraws its formal request to OMB and instead asks the utility
industry trade associations (APPA, EEI NRECA and EPSA) to facilitate interviews of certain of
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their respective members concerning steps taken to respond to the Aurora Advisory. The trade
associations provide listings of their members registered with NERC as generator owners,
generator operators, transmission owners and transmission operators to FERC and FERC staff
identify what they deem 1o be a representative sample of 30 specific industry members to be
interviewed about compliance with the Aurora Advisory - including 15 investor-owned utilities,
nine rural electric co-operatives,; three public power utilities, and three independent power
producers. FERC determines that it wanted to interview 30 entities, but it was not limited to that
number. The trade associations then contact these chosen entities and obtain their consent to meet
voluntarily with FERC.

March~August 2008 - FERC conducts interviews with the 30 entities. Staff for each trade
association, along with multiple staff from each interviewee, accommadate the interview process
fully and openly. (Limited FERC technical staff resources cause the interview process to take
nearly six months.) It becomes clear through this process that FERC staff do not think that the
Aurora Advisory “went far enough” Thus, FERC evaluates each entity on what FERC thinks the
advisory should have covered as opposed to what was actually was covered. FERC staffalso
takes the Aurora interviews as an opportunity to delve into the status of cach utility’s overall
cyber-security readiness.

August 2008 -- Since the interviews covered more than just Aurcra mitigation, the associations
see the unrestricted dialogue between the government, with threat-analysis expertise, and utilities,
with operational expertise, as an opportunity to share this collaboration with other utilities. FERC
at this point has not communicated any feedback from the interviews to the trade associations or
the entities involved in the interviews (some of which have been completed several months
hetore).

September 11,2008 - FERC Chairman announces at a House Energy and Commerce
subcommittee hearing, without having communicated same to the electric power industry, that 23
out of 30 interviewees have “failed™ to mitipate effectively. Trade associations immediately
request that FERCreonduct follow-up meetings with the 30 utilities to provide FERC staff’s
assessment of whether the utility had, in FERC staffs view, successfully mitigated Aurora,

October 2608 = Trade associations begin coordinating follow=up meetings between 30 utilities
and FERC staff. Timeline for followsup meetings draws out due to FERC staff availability;
entities that have been interviewed are anxious to hear how they were characterized and pressure
trade associations for information and prompt meetings.

Deeember 20, 2008 ~ CEA Vice President sends a letter to all Canadian ytilities reminding them
of the need to continue mitigation efforts of the Awurora vulnerability.

November 2008 — June 2009 ~ At the request of the trade associations, FERC conducts follow-
up meetings with the 30 original interviewees. Several of these interviewees/companies assert
that staff misinterpreted thelr mitigation steps. In follow-up calls, some FERC staff expresses
belief that entities/companies are correct, but defer to staff interviewers, Despite several follow-
up inquiries, staff fails to confirm that companies have taken sufficient mitigation measures.
Despite these mixed signals, interviewees generally believe follow-up sessions were helpful to:
clarify FERCs interpretation of the Advisory; receive FERC staff’s perspective on cyber-security
issuecs potentiaily affecting the electric utility industry: and hear about steps that utilities can and
should take to secure their systems from unauthorized remote access.
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Present (November 2009) — While the feedback above was provided, no general set of “lessons
tearned” from FERC or clarifications fo the original intent of or recommended mitigation
measures for the Aurora Advisory have been distributed to the industry ag of this writing: A
number of the 30 utilities remain uncledr as to whether and why they are among the séven that
“passed” or the 23 that “failed™ based on FERC staffs classification.
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Department of Energy
Washington, DC 20585

February 3, 2010

The Honorable Edward k. Markey
Chalrman :
Subeommittes on Euerpy dnd Bivironnient
Committee on Energy and Commerce
.8, House of Representatives
Washington, DC 20515

Dear M Chainnam

On October 27, 2009, Patricia Holfman, Principal Depuiy Assistant Secretary,
Office of Electricity Delivery and Evergy Reliability, testified regarding “Protecting
“the Eléctric Grid:  HLR. 2165, the Bulk Power System Profection Act of 2009, and
R 21637

Enclosed isan answer to-onequestion submitted by Representative Matsui to
comiplete the hearing record.

fwe can be of further assistance; please have your staff contact our
Congressional Hearing Coordinator; Lillidn Owen, at (202) 58652031,

Singerely,

i

Betty A. Nolan

Sentor Advisor

Congressional and Intergovernmental
Affairs

Enclosire




QL.

Al
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QUESTION FROM REPRESENTATIVE MATSUI
In response to FERC's insufficient authority to guard against national security
threats to the electric system, legislative initiatives have been proposed that would
allow the Commission to act quickly to protect against cyber threats and other
national security threats. Yet, we have heard from some in the industry that think
that scope is too broad. Do you believe that we need to include cyber and other
national security threats in the future legislation?
The Department believes that additional authority may be warranted to protect the
electric grid against cyber attacks in the event of a power grid emergency. A
“power grid emergency” is defined as a situation that poses a high risk to the bulk
power system that must be addressed urgently. The determination of a power grid
emergency would be made by the Secretary of Energy, in consultation with the
Secretary of Homeland Security, Attorney General, and the Director of National

Intelligence. In making a determination of a power grid emergency, the Secretary

of Energy will consider the existence of the following conditions:

s A known cyber vulnerability exists that may affect the bulk power system

* A threat actor is determined to have known or suspected intent, requisite
resources, and capabilities to carry out the threat with a high likelihood

* Ifexploited, the vulnerability would result in significant consequences,
including damage to assets and infrastructure, loss of life, and psychological
damage.

e The situation presents an imminent risk to the bulk power system.

Should the Secretary of Energy declare a power grid emergency, the Federal Energy

Regulatory Commission could be authorized to issue an Emergency Security
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Directive to owners and operators of the bulk power system without public
disclosure, covering a specific period of time. Any directive should define security
performance objectives and metrics for mitigating the identified threat, vulnerability,
and/or potential consequences, and specify rules for satisfying the security
performance objectives in accordance with the defined metrics within the defined
time period of the power grid emergency. The Directive may alternatively be in the
form of an alert that notifies owners and operators of a potentially serious cyber
situation without specifying mandatory actions that must be taken. Specific methods
for compliance shall be left to the discretion of the provider of bulk electric power,

provided the security performance objectives are met.

Any directive should notify owners and operators of the bulk power system of the nature
of the risk, consistent with the proper handling of classified and restricted information,
direct the operators to investigate, take appropriate and corrective action, and report
findings back to FERC within a specified time period. If required, the Directive would
also direct owners and operators of the bulk power system, through North American
Reliability Corporation, to develop mitigations, to test and validate such mitigations, and
to recommend corrective actions. The Department of Energy could provide technical

support in the development, testing, and validation of such mitigation measures.
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Response of David Cook
Vice President and General Counsel
North American Electric Reliability Corporation
to Questions for the Record of the
October 27, 2009 Hearing before the
Subcommittee on Energy and the Environment
Committee on Energy and Commerce
on
“Protecting the Electric Grid: H.R. 2163, the Bulk Power System Protection Act
0f 2009, and H.R. 21957

December 18, 2009

Question from the Honorable Doris Matsui:

L. It is our understanding that the cyber security standards approved by FERC took the industry
approximately three years to develop. Yet we can all agree that cyber threats can attack us at any
moment...hence a need for immediate responses. Mr. DiStasio mentioned in his testimony that
“It is in the industry’s best interests to protect against cyber security attacks.”

In your testimony you also mentioned a need for proper industry consultation. How would you
recommend getting industry input while maintaining an ability to respond quickly to threats?

Response:

It is important to distinguish between emergency directives as immediate responses to specific,
imminent threats and standards that must apply for the long term to a wide variety of entities and
circumstances. NERC has been supportive of legislation that would give an agency of the U.S.
Federal Government the authority to act in the event of an imminent and specific cyber security
threat. Any emergency directives put in place for the bulk power system must take into account
the highly complex nature of the system and, to the extent possible, do no unintended harm.
There is significant potential for an action on one part of the system to have unforeseen negative
consequences on another part of the system. It is based on this concern that NERC supports
appropriate coordination with industry experts during the development of any such emergency
directives.

One possible solution would be to establish a consultative group of industry experts who, with
appropriate security clearances, would be able to flag any issues that could arise during
implementation or identify whether and where more technical information will be needed to
appropriately execute the directive. This group should include a range of subject matter experts
with experience operating and securing various components of the system.

NERC is prepared to assist the federal government in identifying these experts should such a
framework be considered. NERC has already implemented a consultative process with industry
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subject matter experts in the creation of its critical infrastructure protection alerts, bulletins, and
guidance.

Long-term standards, such as those developed by NERC through its industry-based standards
development process, should lay a strong foundation of sound security practices, but are not
designed to address specific and emerging threats that are changing from week to week and day
to day.

NERC adopted its first cyber security standards as Urgent Action Standard 1200 in August 2003,
prior to passage of Section 215 of the Federal Power Act. NERC filed revisions to UA1200 in
August 2006 as Version 1 of CIP-002 through CIP-009, which FERC approved in January 2008.
NERC filed Version 2 of CIP-002 through CIP-009 in May 2009, responding to certain of
FERC’s directions for changes in Version 1. FERC approved Version 2 in September 2009, and
gave further directives for changes to be completed within 90 days. On December 16, NERC’s
Board of Trustees approved Version 3 of the CIP standards addressing those 90-day directives,
NERC continues to work on additional revisions to the CIP standards in response to earlier
FERC directives.

As with emergency directives, any mandatory and enforceable standards that are put in place for
the North American bulk power system for the long term must take into account the highly
complex nature of the system and do no unintended harm. There is significant potential for an
action on one part of the system to have unforeseen negative consequences on another part of the
system. For that reason, NERC believes the development of long-term standards should continue
to be done in a process that brings together the industry’s technical expertise in a process that
allows participation by all interested parties, from both the United States and Canada. NERC
recently filed with FERC proposed changes to its standards development procedure to add a
mechanism to develop standards through a process that maximizes the ability to use non-public
information as part of the standards development process. It, too, would make use of a group of
industry experts with appropriate security clearances for development of the standards.




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize false
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Preserve
  /UCRandBGInfo /Preserve
  /UsePrologue true
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages false
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth 8
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /FlateEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages false
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth 8
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /FlateEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages false
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck true
  /PDFX3Check false
  /PDFXCompliantPDFOnly true
  /PDFXNoTrimBoxError false
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (U.S. Web Coated \050SWOP\051 v2)
  /PDFXOutputConditionIdentifier (CGATS TR 001)
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <>
    /CHT <>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV <>
    /HUN <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF che devono essere conformi o verificati in base a PDF/X-1a:2001, uno standard ISO per lo scambio di contenuto grafico. Per ulteriori informazioni sulla creazione di documenti PDF compatibili con PDF/X-1a, consultare la Guida dell'utente di Acrobat. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 4.0 e versioni successive.)
    /JPN <>
    /KOR <>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die moeten worden gecontroleerd of moeten voldoen aan PDF/X-1a:2001, een ISO-standaard voor het uitwisselen van grafische gegevens. Raadpleeg de gebruikershandleiding van Acrobat voor meer informatie over het maken van PDF-documenten die compatibel zijn met PDF/X-1a. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 4.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents that are to be checked or must conform to PDF/X-1a:2001, an ISO standard for graphic content exchange.  For more information on creating PDF/X-1a compliant PDF documents, please refer to the Acrobat User Guide.  Created PDF documents can be opened with Acrobat and Adobe Reader 4.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /HighResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


		Superintendent of Documents
	2023-02-09T11:40:04-0500
	Government Publishing Office, Washington, DC 20401
	Government Publishing Office
	Government Publishing Office attests that this document has not been altered since it was disseminated by Government Publishing Office




