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CYBERSECURITY: THE PIVOTAL ROLE OF
COMMUNICATIONS NETWORKS

WEDNESDAY, MARCH 7, 2012

HOUSE OF REPRESENTATIVES,
SUBCOMMITTEE ON COMMUNICATIONS AND TECHNOLOGY,
COMMITTEE ON ENERGY AND COMMERCE,
Washington, DC.

The subcommittee met, pursuant to call, at 10:04 a.m., in room
2123 of the Rayburn House Office Building, Hon. Greg Walden
(chairman of the subcommittee) presiding.

Members present: Representatives Walden, Terry, Stearns,
Shimkus, Bono Mack, Rogers, Blackburn, Bilbray, Bass, Gingrey,
Scalise, Latta, Guthrie, Kinzinger, Eshoo, Doyle, Matsui, Barrow,
Christensen, DeGette, Dingell, and Waxman (ex officio).

Staff present: Ray Baum, Senior Policy Advisor/Director of Coali-
tions; Nicholas Degani, FCC Detailee; Neil Fried, Chief Counsel,
Communications and Technology; Debbee Keller, Press Secretary;
Katie Novaria, Legislative Clerk; Andrew Powaleny, Deputy Press
Secretary; David Redl, Counsel, Communications and Technology;
Roger Sherman, Democratic Chief Counsel, Communications and
Technology; Jeff Cohen, FCC Detailee; Shawn Chang, Democratic
Senior Counsel, Communications and Technology; Hadass Kogan,
Democratic Legal Fellow; and Kara Van Stralen, Democratic Spe-
cial Assistant.

OPENING STATEMENT OF HON. GREG WALDEN, A REPRESENT-
ATIVE IN CONGRESS FROM THE STATE OF OREGON

Mr. WALDEN. We will call to order the Subcommittee on Commu-
nications and Technology for a hearing on “Cybersecurity: The Piv-
otal Role of Communications Networks.” I want to thank our wit-
nesses for being here this morning. We look forward to your testi-
mony and are very appreciative of your taking the time to be here
to help educate us so we can do the right thing in terms of assist-
ing 1gou all, particularly the security networks or the cyber net-
works.

Back in October, the House Republican Cybersecurity Task Force
appointed by the Speaker recommended that the committees of ju-
risdiction review cybersecurity issues. This subcommittee has em-
barked on a series of hearings to heed that call and to get a com-
plete picture of the cybersecurity challenges that our Nation faces.

In our February 8 hearing, we examined threats to communica-
tions networks and the concerns of the private sector security firms
helping to secure those communications networks. That hearing
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provided us with valuable information and even some potential so-
lutions.

This hearing continues our subcommittee’s review of
cybersecurity issues with a focus on the steps that network opera-
tors have taken to secure their networks and any recommendations
that you all might have on how Congress can help, actually help
in those efforts.

As we heard in the February 8 hearing, threats to communica-
tions networks have come a long way in a very short period of time.
Before coming to Congress, I spent 22 years as a radio broadcaster,
and as a small businessperson, I had to worry about securing our
own communications network, but those were simpler times. In
modern communications networks of all types, cybersecurity has
become a pressing concern. In our February 8 hearing, we had a
dizzying array of new cybersecurity threats discussed like supply
chain vulnerabilities, botnets, and Domain Name System spoofing.

On the brighter side, we were also told during that hearing about
several potential solutions to make communications networks more
secure. This is why I have asked a number of my colleagues to
serve as the Communications and Technology Cybersecurity Work-
ing Group. The working group is a bipartisan team of six sub-
committee members, led by Subcommittee Vice Chair Lee Terry
and Subcommittee Ranking Member Anna Eshoo, that will look
into some of these potential solutions and the legal and regulatory
impediments to securing communications networks against cyber
threats. With an eye toward incentive-based approaches, the work-
ing group looks to facilitate communication among private sector
companies and the public sector on a variety of topics, including
DNSSEC adoption, supply chain risk management, and a voluntary
code of conduct and best practices for network operators.

Now, in this hearing, we are privileged to have five witnesses
that represent parts of the commercial network to guide us through
the complex cybersecurity issues that you each face. Network oper-
ators own, maintain and operate most of the infrastructure that
makes up our communications networks. Their management of the
wires, the towers, the base stations, the servers and the wireless
handsets that are integral parts of communications networks put
these companies on the front lines of cybersecurity. I want to know
what cybersecurity services and educational initiatives are being
aimed at your consumers, what steps are being taken to secure the
core components that make up our communications networks, and
what affirmative steps network operators have taken to secure the
supply chain and to prevent cyber attacks.

I would also expect to hear what you think the appropriate role
of the Federal Government is to combat cyber threats. Are Federal
laws and regulations helping or hindering information sharing? Are
there cybersecurity solutions that your company has identified that
would prevent cyber attacks, but would run afoul of existing laws?
How can the Federal Government incent network operators and
other members of the private sector to invest and innovate in the
cybersecurity arena? And coming off of our prior hearing on Feb-
ruary 8, how do we make sure that we don’t put things in statute
that cause misallocation of your capital and make you less nimble



3

in this extraordinary cyber threat environment. So I look forward
to your testimony today.
[The prepared statement of Mr. Walden follows:]
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Statement of the Honorable Greg Walden
Chairman, Subcommittee on Communications and Technology
Hearing on “Cybersecurity: The Pivotal Role of Communications
Networks”
March 7, 2012

(As Prepared for Delivery)

Back in October, the House Republican Cybersecurity Task Force recommended that the
committees of jurisdiction review cybersecurity issues. This subcommittee has embarked on a
series of hearings to heed that call and to get a complete picture of the cybersecurity challenges
our nation faces. In our February 8 hearing, we examined threats to communications networks
and the concerns of the private sector security firms helping to secure communications networks.
That hearing provided us with valuable information and even some potential solutions. This
hearing continues our subcommittee’s review of cybersecurity issues with a focus on the steps
that network operators have taken to secure their networks and any recommendations they may
have on how Congress can help in those efforts.

As we heard in the February 8 hearing, threats to communications networks have come a
long way in a short time. Before coming to Congress, I spent 22 years as a radio broadcaster. As
a small businessman, I had to worry about securing our communications network, but those were
simpler times. In modern communications networks of all types, cybersecurity has become a
pressing concern. In the February 8 hearing, we heard about the dizzying array of new
cybersecurity threats, like supply chain vulnerabilities, botnets and Domain Name System
spoofing.

On the brighter side, we were also told during that hearing about several potential
solutions to make communications networks more secure. This is why I have asked a number of
my colleagues to serve on the Communications and Technology Cybersecurity Working Group.
The working group is a bipartisan team of six subcommittee members ~ led by Subcommittee
Vice-Chairman Lee Terry and Subcommittee Ranking Member Anna Eshoo — that will look into
some of these potential solutions and the legal and regulatory impediments to securing
communications networks against cyberthreats. With an eye toward incentive-based approaches,
the working group looks to facilitate communication among private sector companies and with
the public sector on a variety of topics, including DNSSEC adoption, supply chain risk
management, and a voluntary code of conduct and best practices for network operators.

In this hearing, we are privileged to have five witnesses that represent parts of the
commercial network to guide us through the complex cybersecurity issues that they face.
Network operators own, maintain, and operate most of the infrastructure that make up our
communications networks. Their management of the wires, the towers, the base stations, the
servers, and the wireless handsets that are integral parts of communications networks put these
companies on the front lines of cybersecurity. 1 want to know what cybersecurity services and
educational initiatives are being aimed at consumers, what steps are being taken to secure the
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core components that make up our communications networks, and what affirmative steps
network operators have taken to secure the supply chain and to prevent cyberattacks.

1 also expect to hear what you think the appropriate role of the federal government is to
combat cyberthreats. Are federal laws and regulations helping or hindering information sharing?
Are there cybersecurity solutions that your company has identified that would prevent
cyberattacks, but would run afoul of existing laws? How can the federal government incent
network operators and other members of the private sector to invest and innovate in the
cybersecurity arena?

1 thank the panelists for their testimony today, and I look forward to a lively discussion of
these issues.
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Mr. WALDEN. I would yield time to Ms. Blackburn.

Mrs. BLACKBURN. Thank you, Mr. Chairman. Welcome to all of
you, and we are deeply appreciative of your time for being here.

I think one of the things that——

Mr. WALDEN. Could you get a little closer to your microphone?

Mrs. BLACKBURN. I certainly can. I am a mother. I can always
talk louder. That is right.

OPENING STATEMENT OF HON. MARSHA BLACKBURN, A REP-
RESENTATIVE IN CONGRESS FROM THE STATE OF TEN-
NESSEE

The GAO report that mentioned we have seen a 650 percent
growth in cyber attacks over the past 5 years, I think that that
caused a lot of people to, you know, sit up and take note of what
might be happening out there, because you look at the attacks, you
look at what that equates to an effect on the economy. Chairman
Bono Mack and I are working on introducing a bill, the
cybersecurity bill here in the House, similar to secure IT from the
Senate, and I think the concepts we are viewing are not to be over-
ly prescriptive and to kind of work off the first principle of “do no
harm” and have a good, broad conversation in this. I would love to
hear you all talk a little bit about government networks and the
importance you think and responsibility you think government has
in securing its own networks and system. I would love to also hear
a little bit from you about incentive-based security and how we ap-
proach that.

With that, I yield back.

Mr. WALDEN. I thank the gentlelady for her comments and now
recognize my friend from California, Ms. Eshoo, for an opening
statement.

OPENING STATEMENT OF HON. ANNA G. ESHOO, A REP-
RESENTATIVE IN CONGRESS FROM THE STATE OF CALI-
FORNIA

Ms. EsH0O. Thank you, Mr. Chairman, and welcome to all of the
witnesses and thank you for being here today.

As the title of today’s hearing suggests, our communications net-
works are part of the backbone of our Nation’s critical infrastruc-
ture. From electricity generation to financial service and transpor-
tation, we depend on our communications networks for nearly all
aspects of our daily lives. Yet as was highlighted during our first
cybersecurity hearing, our networks remain vulnerable to attack.

In particular, there are three areas I would like to hear more
about from our witnesses today. First, as we discussed in last
month’s hearing, the FCC chairman is currently proposing a vol-
untary ISP code of conduct as a way to alert consumers when a
botnet or other malware infection is discovered. So today’s wit-
nesses will be on the front line in ensuring such best practices are
effectively implemented and obviously I think that you are going to
talk about that, and I look forward to it.

Second, I would like to hear more about your views on the supply
chain security. I continue to have really grave concerns stemming
from my 8 years that I just recently completed at the House Intel-
ligence Committee about the implications of foreign-controlled tele-
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communications infrastructure companies providing equipment to
the U.S. market. In 2010, I wrote to the FCC chairman asking for
a better understanding of the FCC’s authority to address these
challenges and what kind of transparency requirements should be
placed on companies seeking to sell telecommunications infrastruc-
ture equipment to U.S. network providers.

Third, I would like to learn more about any unique challenges in
securing mobile networks. As more data is transmitted wirelessly,
we need to look closely at how these networks are secured to en-
sure they don’t become the entryway to the broader network.

So today’s hearing is an important aspect of our subcommittee’s
work on cybersecurity. Again, I want to thank each one of our wit-
nesses for being willing to testify today to be instructive to us, and
I want to thank the chairman for the spirit of cooperation around
this issue. Usually there are some Democratic witnesses that are
called and Republican witnesses. That is not the case today. So this
is something that rises above that, and I look forward to working
with the entire committee so that we not only better understand
the cybersecurity challenges facing communications networks but
what steps we can take to secure them and thereby strengthen the
country.

I would like to yield my remaining time to Representative Mat-
sui.

OPENING STATEMENT OF HON. DORIS O. MATSUI, A REP-
RESENTATIVE IN CONGRESS FROM THE STATE OF CALI-
FORNIA

Ms. MATsul. Thank you, Ranking Member Eshoo, for yielding me
time. Mr. Chairman, thank you for holding today’s hearing, and I
want to thank the witnesses for being here today.

There is no doubt that cyber attacks are real and continue to
pose significant threats to several aspects of our economy, and Mr.
Chairman, I am pleased that you and Ranking Member Eshoo
formed a bipartisan cyber working group so that we can appro-
priately explore our subcommittee’s interest to enhance our Na-
tion’s efforts against a cyber attack.

There are a variety of issues that we may explore. Communica-
tions networks are one of the many areas that our Nation must
protect and ensure safety and soundness. Advancing IP-based tech-
nologies and public safety communications heighten the concerns
for cybersecurity. It would be important that data is protected from
a PC or a cell phone in transit to cloud storage, particularly as
more and more Americans send personal information to the cloud.

I also believe that our subcommittee will have the ability to fur-
ther promote information sharing on cyber threats. Securing the
supply chain will be of high importance so that tech components re-
main secure through their manufacturing and distribution proc-
esses. Among others, I believe that R&D incentives could encourage
industry to explore ways to better address and defend against
malware and botnets.

Again, I thank the chairman for holding today’s hearing. I look
forward to working with my colleagues on ways that this sub-
committee can encourage greater protection against cyber threats.
I thank the witnesses for appearing today.
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I yield back the remainder of my time.

Mr. WALDEN. I thank the gentlelady for her comments.

I will now recognize the vice chairman of the committee, Mr.
Terry, for opening comments.

OPENING STATEMENT OF HON. LEE TERRY, A REPRESENTA-
TIVE IN CONGRESS FROM THE STATE OF NEBRASKA

Mr. TERRY. Thank you, Chairman, and let me start by saying
that I believe that most of my colleagues on this committee share
my optimism that a collaborative, active cyber defense capability is
actually achievable. There might be a few differences in opinion on
what needs to be done to reach this goal, but through the bipar-
tisan conversations like those taking place in the working group
and public hearings like this, we are getting closer.

In reading through the written testimony provided by today’s
witnesses, I noticed a common threat throughout. As Mr. Amoroso
eloquently says, “Quite simply, innovation is inconsistent with
standardization.” I agree wholeheartedly with our witness, and in
my opinion, I find this to be the most vital guiding principle in con-
sidering how to enhance our Nation’s cybersecurity. In fact, as I
continue to dig deeper on this issue, I become more convinced that
any sort of legislative effort to provide overbroad regulation or cer-
tification regimes will surely come with unintended consequences.
Instead, ISPs should have the flexibility to respond to real-time se-
curity threats in a manner that minimizes delay and maximizes
their ability to innovate as they strive to protect their consumers
and their network.

A couple of things I believe that we can do to help reach the goal
of collaborative active cyber defense capability are, one, remove the
current barriers in place that prevention communication networks
from sharing cyber threat information with the government agen-
cies and also with the private sector entities. Provide adequate li-
ability protection in order for the sharing of cyber threat informa-
tion is second.

Again, I thank our witnesses for joining us today, and shall I
yield to Mr. Stearns.

OPENING STATEMENT OF HON. CLIFF STEARNS, A REP-
RESENTATIVE IN CONGRESS FROM THE STATE OF FLORIDA

Mr. STEARNS. I thank my colleague.

My colleagues, I think the consistent message from our witnesses
today is that the private sector has very strong commercial incen-
tives to invest in and maintain robust cybersecurity. In fact, each
of our witnesses today has described unique and thorough ap-
proaches to protecting their own networks. These examples dem-
onstrate that one-size-fits-all legislation is not the appropriate solu-
tion to cybersecurity threats. Moreover, because these threats
change every day, industry must be provided the flexibility to re-
spond quickly to an attack.

Therefore, I believe that prescriptive top-down government man-
dates are not only unnecessary but they simply will not work. In-
stead, government should seek to improve information sharing and
consumer education. We also should work to eliminate outdated
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regulations that have created unintentional barriers toward ensur-
ing the security of our networks.

So I look forward to our witnesses today and I thank you, Mr.
Chairman, for this great hearing.

Mr. WALDEN. Are there any other member seeking time on our
side? If not, the gentleman yields back his time and I recognized
the gentleman from California, Mr. Waxman, for an opening state-
ment.

OPENING STATEMENT OF HON. HENRY A. WAXMAN, A REP-
RESENTATIVE IN CONGRESS FROM THE STATE OF CALI-
FORNIA

Mr. WAXMAN. Thank you very much, Mr. Chairman, and I wel-
come our witnesses as well.

I am pleased that that the subcommittee is looking at this issue
of cybersecurity. This is our second hearing. Every week we learn
of a new cyber breach or vulnerability, so it is vital that we are
paying attention to this question.

Like the smart grid, which was the topic of our last hearing by
the subcommittee on Oversight and Investigations, communications
networks are highly vulnerable to cyber attack. The potential for
severe disruptions are high because communications networks are
the common thread to all critical infrastructure sectors.

In fact, the public safety legislation that was just signed into law
exemplifies these concerns. Under the new law, first responders
will be relying on broadband communications networks to secure
the safety of life and property. That will strengthen their ability to
protect the public, but only if the networks are protected from
cyber attacks.

Today, I look forward to continuing our discussion of the security
threats faced by mobile devices and the proper role for this sub-
committee in ensuring cybersecurity. Our witnesses today rep-
resent a broad cross-section of Internet service providers, as well
as a handset manufacturer. This should further help our under-
standing of what risks threaten communications networks, what
companies are doing to mitigate these risks, and what the sub-
committee might do to assist you in these efforts.

I believe the Federal Government has an important role to play
in ensuring the cybersecurity of the Nation’s communications net-
works. One important Federal role is developing practices that will
keep the Internet safe. The FCC’s upcoming release of its cyber
best practices report, developed by the well-regarded Communica-
tions Security, Reliability and Interoperability Council, such a long
name that is reduced to CSRIC, will provide valuable guidance to
industry and our subcommittee.

I understand the chairman is planning a third hearing with gov-
ernment agencies. I commend him for this series of hearings and
look forward to what our witnesses have to tell us.

And finally, I want to join in thanking you, Mr. Chairman, for
organizing a bipartisan working group to study cyber threats and
inform the subcommittee of its findings. This is a good opportunity
for subcommittee members and staff to work together on an issue
of common concern. I look forward to hearing back from the work-
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ing group and exploring with the subcommittee potential further
actions.

Thank you for the hearing. I thank all the witnesses for being
here. I look forward to the testimony. Yield back.

[The prepared statement of Mr. Waxman follows:]
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HENSY A WAXNMAN, CALIFORNIA

RANKING MEMBER
ONE HUNDRED TWE

T CONGRESS
Congress of the United States
ouge of Representatives
COMMITTEE ON ENERGY AND COMMERCE

2125 Raveivin Mouse Ormce Bunome
Wagsnsaron, DC 20815-6118

Opening Statement of Rep, Henry A, Waxman
Ranking Member, Committee on Energy and Commerce
Hearing on “Cybersecurity: The Pivotal Role of Communications Networks”
Subcommittee on Communications and Technology
March 7,2012

I am pleased that that the Subcommittee is holding this second hearing on cybersecurity.
Nearly every week we learn of a new cyber breach or vuinerability, so it is vital that the
Communications Subcommittee is focusing on this topic.

Like the smart grid, which was the topic of a hearing by the Subcommittee on Oversight
and Investigations last month, communications networks are highly vulnerable to cyber attack.
The potential for severe disruptions are high because communications networks are the common
thread to all critical infrastructure sectors.

Tn fact, the public safety legislation that was just signed into law exemplifies these
concerns. Under the new law, first responders will be relying on broadband communications
networks to secure the safety of life and property. That will strengthen their ability to protect the
public - but only if the networks are protected from cyber attacks.

Today, I look forward to continuing our discussion of the security threats faced by mobile
devices and the proper role for this Subcommitiee in ensuring cybersecurity. Our witnesses
today -- representing a broad cross-section of internet service providers, as well as a handset
manufacturer -- should further help our understanding of what risks threaten communications

networks, what companies are doing to mitigate these risks, and what the Subcommittee might
do to assist these efforts.

1 believe the federal government has an important role to play in ensuring the
cybersecurity of the nation’s communications networks. One important federal role is
developing practices that will keep the internet safe. The FCC’s upcoming release of its cyber
best practices report ~ developed by the well-regarded Communications Security, Reliability and
Interoperability Council or “CSRIC” — will provide valuable guidance to industry and the
Subcommittee.
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[ understand Chairman Walden is planning a third hearing with government agencies. |
commend him for this series of hearing and look forward to hearing from witnesses representing
the FCC and other relevant agencies.

Finally, I want to thank Chairman Walden for organizing a bipartisan working group to
study cyber threats and inform the Subcommittee of its findings. This is a good opportunity for
Subcommittee members and staff to work together on an issue of common concern. [ look
forward to hearing back from the working group and exploring with the Subcommittee potential
further actions. ‘

Thank you to our panel of witnesses for your participation today. 1look forward to
hearing your testimony.

%]
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Mr. WALDEN. The gentleman yields back his time. I thank you
for your comments. We have a lot of big brains on this committee
and we are going to need them all to protect America, so thank you
to the members who have agreed to serve on that working group.

Gentlemen, we are delighted to have you here today. We will
start with Mr. Livingood. We appreciate your being here, Vice
President, Internet Systems Engineering from Comcast Corpora-
tion. Thank you for being here. Just a friendly reminder, being an
old radio guy: Pull these microphones very close and make sure the
button is lit and you will be good to go.

STATEMENTS OF JASON LIVINGOOD, VICE PRESIDENT, INTER-
NET SYSTEMS ENGINEERING, COMCAST CORPORATION; ED-
WARD AMOROSO, CHIEF SECURITY OFFICER, AT&T SERV-
ICES, INC.; DAVID MAHON, CHIEF SECURITY OFFICER,
CENTURYLINK; JOHN OLSEN, SENIOR VICE PRESIDENT AND
CHIEF INFORMATION OFFICER, METROPCS COMMUNICA-
TIONS, INC.; AND SCOTT TOTZKE, SENIOR VICE PRESIDENT,
BLACKBERRY SECURITY GROUP, RESEARCH IN MOTION

STATEMENT OF JASON LIVINGOOD

Mr. LiviNcgooD. OK. Thank you very much, Mr. Chairman, Rank-
ing Member Eshoo and members of the subcommittee for inviting
me to discuss some of the work that Comcast is doing to protect
consumers and cyberspace. We appreciate the subcommittee’s in-
terest in this issue and its willingness to hear the perspective of
someone like me, an engineer working in cybersecurity and other
technical Internet issues every day.

I serve as Vice President of Internet Systems Engineering at
Comcast, and I am the Engineering Leader in charge of our resi-
dential high-speed Internet service. I currently serve on an FCC
CSRIC working group, on ICANN’s Security and Stability Advisory
Committee, on the Broadband Internet Technical Advisory Group,
and am a member of the board of trustees of the Internet Society.
I am also an active contributor of the Internet Engineering Task
Force, or IETF.

At Comcast, we take cybersecurity issues seriously, and we know
that our customers are very concerned about security. We strive to
provide them with the best, fastest and most secure Internet serv-
ice possible, and our engineering team devotes significant time, en-
ergy and investment to constantly update and refine our
cybersecurity efforts.

One such threat that we focused on comes from malicious soft-
ware called a bot. Bots run on an end user’s computer without
their knowledge and are controlled remotely. Bots are used to con-
duct identity and credit card theft, denial of service attacks, steal
user names and passwords, and send spam. It is important to un-
derstand that a person need not consciously do something like
download an app to become infected. Sometimes they can be in-
fected just by visiting a Web site.

To counter bots, we developed a system called Constant Guard.
This customer-facing system first detects botnet traffic, notifies end
users of infection such as sending them alerts in their web browser,
and provides them with tools to remove those infections.
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Another area of threat is to the Domain Name System, which is
a foundational and extraordinarily important and critical part of
the Internet. The Domain Name System, or DNS for short, is re-
sponsible for basically translating names like Comcast.com into IP
addresses, which are the addresses used to connect and route traf-
fic across the Internet. So it is extremely important. But a vulner-
ability in the DNS can permit an attacker to inject a fake answer
into the DNS. An attacker, for example, can then direct traffic des-
tined to a site such as a banking Web site to computers that they
control, perhaps to collect login and financial information, but the
address in the user’s web browser still appears correct.

The long-term fix is to implement DNS security extensions, or
DNSSEC for short. This involves someone doing two things. First,
cryptographically signing the domain names that they own and
then Internet service providers validating those signatures before
connecting a user to that site. This is basically akin to your bank
keeping your signature on file and checking the signature on your
check against that before cashing your check.

It is important to note that DNSSEC was developed via an inter-
national multi-stakeholder process at the IETF and will require
adoption across the entire ecosystem such as by banks, web brows-
ers, software companies and cloud services, not just ISPs. I am
pleased to report as part of Constant Guard, Comcast was the first
ISP in the United States to fully deploy DNSSEC in January.

But it is important to understand that no open and massively
interconnected network can ever be completely and totally secure.
While there is no perfect solution to security, that does not mean
that there are no good solutions, so our focus has been quite simply
to roll up our sleeves and get to work chipping away at the security
threats day in and day out, quickly learning and adapting. We are
working within the industry and on a global basis to combat the
key threats and to protect our customers the best that we can and
also to help them protect themselves. There are powerful incentives
to take strong and effective measures to ensure network security
and safety. Our consumers want assurance that the networks that
they are using are safe and secure, and we have strong reasons
therefore to invest capital and resources into cybersecurity safe-
guards. The same is of course true for other network providers. We
all have powerful incentives to take actions necessary to secure our
substantial investments in our networks.

Policymakers can help these efforts by removing legal uncertain-
ties that can inhibit collaboration while preserving and strength-
ening this flexibility that providers have to develop the best solu-
tions for each of our networks. As one of the members said a mo-
ment ago, there is no one-size-fits-all solution, so flexibility is key,
and it is important because the threats change as rapidly as they
do. Flexibility will help to ensure that we can continue to focus on
security and innovation rather than compliance and regulation.

Thank you.

[The prepared statement of Mr. Livingood follows:]
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TESTIMONY OF JASON LIVINGOOD
VICE PRESIDENT, INTERNET SYSTEMS ENGINEERING
COMCAST CORPORATION

Good morning, Chairman Walden, Ranking Member Eshoo, and Members of the
Subcommittee. My name is Jason Livingood and I am the Vice President of Internet Systems
Engineering at Comcast Corporation. I would like to thank you for inviting me to testify here
today. Your staff asked that we share our experience with our customer-facing Internet security
efforts, particularly our Constant Guard cybersecurity measures, including botnet detection,
notification, and remediation mechanisms, as well as our recent deployment of Domain Name
System Security Extensions (DNSSEC).

At Comcast, we take cybersecurity issues very seriously, and know that our Xfinity
[nternet customers are concerned about security. We strive to provide our customers with the
best, fastest, and most secure Internet service we can, and our engineering team devotes
significant time, energy, and investment to update and refine constantly our cybersecurity
efforts.

I think we can all agree that the benefits of an interconnected world far outweigh the risks
and that it is probably unrealistic to expect complete and total security in any network, including
the super-fast, interconnected networks operating today. Network operators and other entities in
the Internet ecosystem, however, have the important job of managing these ever-changing risks.
Our experience has taught us that there is no “one size fits all” model for addressing
cybersecurity risks. The flexibility afforded to us to design and develop the best possible security
solutions that are optimally adapted to our particular network architecture and customer

environment is — and must remain — a core element of any successful cybersecurity policy



17

framework. Attempting to impose uniform cybersecurity solutions could actually be
counterproductive, by enabling an attacker that cracks a single solution to compromise multiple
systems, and by slowing down or constraining our ability to rapidly develop innovative
cybersecurity solutions.

Comcast is the nation’s largest Internet Service Provider (ISP). With over 18 million
residential and business broadband customers on one of the world’s largest converged Internet
Protocol-based voice, video, and data network, ensuring the safety and security of the network
over which they receive our services is one of our top priorities. Deterring, detecting, and
responding to cybersecurity threats is therefore a fundamental requirement for our continued
business success.

Cybersecurity threats such as bot networks (“botnets™) are particularly insidious because
they turn ordinary users into unwitting participants in global criminal enterprises. Bots are a
form of malicious software that infect a computer and allow it to be remotely controlled for
nefarious and criminal purposes by a malevolent party. Some security companies estimate that
as many as ten to fifteen percent of American households are likely infected. A bot can cause
significant harm to the individual user, an entire network, and beyond. This threat is growing
and is a major source of identity and credit card theft. Bots are also used to conduct massive
Distributed Denial of Service attacks, steal user names and passwords, send spam, and facilitate
other malicious and criminal activity.

Because botnets are typically surreptitiously installed on common consumer devices like
personal computers, a consumer-focused approach to cybersecurity is essential to protect
individual consumers, the broader infrastructure of our network, other networks, and the Internet

in general. This threat becomes even more challenging when we consider the growth and
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proliferation of a variety of new mobile, smart phone, tablet, and other personal devices that have
Internet access, which could also be vulnerable to infection. Internet users are increasingly
aware of and concerned by the numerous and constantly evolving threats to their cybersecurity.
As public awareness of these issues grows, so, too, does consumer demand for comprehensive
security offerings that provide peace of mind as well as a more secure Internet experience.

Comecast understands that consumer-based security tools must work in conjunction with
network-based measures in order to secure end users from cyber threats. We have been at the
forefront of providing a consumer-oriented security product suite aimed at preventing — and,
where necessary, remediating — disruptions and damage caused by malware, viruses, bots, and
other cyber threats that affect the safety and security of both our network and the customer
devices connected to our network. We have invested substantial resources to provide consumer
education, established a dedicated customer security assistance team, and deployed state-of-the-
art technologies and applications in our networks to combat bots and other Internet threats.

With that introduction, let me first describe Comcast’s general approach to cybersecurity,
and then describe our efforts to combat botnets and our DNSSEC deployment.
Comcast’s Approach to Cybersecurity

“Security” encompasses a broad spectrum of techniques, tools, protocols, and practices.
There is no one silver bullet or quick fix, especially because the risks and threats change so very
frequently and dramatically as new technology is developed and as bad actors in cyberspace
continue to innovate. They constantly adapt to the latest counter-measures and employ new
techniques and tools. As a result, our security protections will never be complete; we must
continuously learn, adapt, and work to improve and develop new capabilities to meet the ever-

changing threats. Indeed, there is no realistic possibility that any network will ever be
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“completely” secure. But consumers’ increasing desire for robust security protections and the
need to protect our network provide Comcast with strong incentives to continuously invest in
new and advanced security tools and offerings.

The threats that ISPs like Comcast observe appear to be primarily and overwhelmingly
driven by economic motivations. There is a sizable underground economy that drives and profits
from cybercrime, and this is the main threat facing individual Internet users today.
Unfortunately, with respect to some threats, such as botnets, the pace of change and other
complexities can render many of the available solutions from Internet security software
developers outdated or inadequate for addressing the latest and most recent form of an infection.
For example, software does not readily exist for consumer use which can reliably, 100 percent of
the time, remove new forms of malware as soon as they are released, and do so quickly and
easily. In such instances, the security risks and vulnerabilities faced by ISPs are not a function of
insufficient resources or investment, but rather a reflection of the pace of adaptation and
innovation demonstrated by cyber criminals and of the relative immaturity of malware
remediation tools.

The available data on malware infections highlight the breadth and scope of the problem.
For example:

¢ According to Symantec’s Norton Cybercrime Report 2011, 54 percent of online adults

across the globe have experienced viruses or malware on their computers. At least 10

percent of adults are estimated to have been victims of phishing scams. "

e Microsoft’s 2011 Security Intelligence Report estimated that approximately 10 miltion

personal computers in the U.S. are infected with some type of malware every quarter.”/

Available at http://www.symantec.com/content/en/us/home_homeoffice/html/cybercrimereport/
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e QOver one million web site URLSs are estimated to host malware, and the number of
impressions of advertising containing malware is estimated at 3 million per day.”
*  One security solutions provider has estimated that “the probability that an average
Internet user will hit an infected page after three months of Web browsing is 95
percent."“
e It is also estimated that between 10 and 15 percent of American households have a device

which has been infected with a bot.

Comcast’s Consumer-Facing Cvbersecurity Offerings

The prevalence of botnet and malware problems reflects the fact that it is relatively easy
for a device to become infected. There is a misconception among the public at large that online
users cannot become infected unless they download a program or application presented to them —
but that is simply not the case. A user’s personal computer can become infected through such
common acts as opening an email that may contain a virus, clicking on a web site that shows up
in a search result but serves as a host for a virus, or even by clicking on an ad or link that
faunches a hidden virus while navigating a legitimate web site. It is possible for the end user’s
device to become infected via a so-called “drive-by infection,” where someone gets infected just
by visiting a web site. For example, a site may itself be secure but the advertising network it
uses may show an advertisement that has an embedded malware code, and the advertisement

need only be displayed rather than clicked for an infection to occur.

¥ Microsoft Security Intelligence Report, Vol. 11, June 2011, available at

http://www.microsoft.com/security/sir/default.aspx

i “Report: malware-laden sites double from a year ago,” http:/news.cnet.com/8301-27080_3-

20040367-245.htmi?tag=mantle_skin;content, March 8, 2011.
4/ Id
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At Comcast, we understand that securing cyberspace is a complex task that requires
multiple approaches. Education, prevention, detection, remediation, and recovery are the core
objectives of our anti-malware efforts, which include our comprehensive security suite, Constant
Guard.

Constant Guard offers a multilayered, holistic approach to Internet security that provides
protection, detection, notification, and remediation for our customers. Constant Guard combines
extensive technological resources, including software such as the Norton Security Suite, anti-
phishing and anti-spyware technology, secure data backup and sharing, identity protection, ant-
botnet tools, DNS security, and privacy protection tools, with an extensive educational program,
customer support, and strategic partnerships with related industry experts. It also provides
brand-new protections designed to address the growing bot problem by integrating anti-
keystroke logging technology with a secure login.

Unlike traditional anti-virus approaches that focus solely on protecting the computer or
device, the Constant Guard Protection Suite (see screen shot below), one of the Constant Guard
system’s components, protects the user’s personal information and privacy by concealing typed
characters, safeguarding credit card information, protecting and remembering passwords, and
providing one-click secure login to financial, commercial, and any other online accounts. The
range of features and software offered in the Constant Guard system is offered to all of

Comcast’s Xfinity Internet customers at no additional cost.
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Irrespective of whether a subscriber installs any software from Comeast, we also strive to
identify computers infected with malware that are operating in bot networks. Once detection has
occurred, Comcast employs a graduated notification process for alerting subscribers with devices
that may be infected by a bot, alerting users first via email and then, if the problem persists,

through browser notification, such as the example provided below:
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These alerts have also been customized to specific types of malware, such as the DNS Changer
malware that was the focus of the Federal Bureau of Investigations’ recent Operation Ghost

Click.
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Infected users are directed to the Constant Guard Center web site® where they can find the

resources needed to safely remove the malicious bot. Once there, subscribers can avail

* httpu/xfinity.comeast.net/constantguard/botassistance/
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themselves of either of two types of solutions: (1) a do-it-yourself option with step-by-step, self-
guided instructions; or (2) access to round-the-clock U.S.-based technical experts on bot and
virus removal.

This screen shot shows what the Constant Guard Center looks like, followed by what a

user can discover about the malware they have:
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Act Now: Visit the Constant Guard™ Bot Assistance Page for remediation instructions,

Comcast recognizes that consumer-based security tools need to work in conjunction with
network-based measures to help secure networks and safeguard end users from cyber threats.
Comecast has invested substantial resources to deploy state-of-the-art technologies and
applications to secure its network.

Comcast’s DNSSEC Deplovment

The Domain Name System (DNS) is responsible for translating host names (like
www.comcast.com) to Internet Protocol addresses (the addresses used by computers to route
Internet traffic around the world) and it is critical to the normal operation of Internet-connected
systems. Domain Name System Security Extensions (DNSSEC) is an enhanced level of Internet

security that ensures the authenticity of the sites that consumers seek to access when they type
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domain names into their browsers for example, and prevents them from being unwittingly
directed to fraudulent replicas of those sites,

Comecast this year became the first ISP in North America to fully implement DNSSEC.
Comeast’s decision to deploy DNSSEC has its origins in the 2008 discovery of what has come to
be known as the “Kaminsky Vulnerability.” In July 2008, Dan Kaminsky, a security expert,
announced the discovery of a serious and fundamental security vulnerability in the DNS. The
so-called “Kaminsky Vulnerability” is a flaw that affects the way DNS servers handle requests to
translate words into numbers, allowing knowledgeable hackers to trick the servers into
redirecting web surfers and other Internet users to malicious web sites, among other risks, What
made Kaminsky’s discovery all the more troubling is that the flaw is not just a bug unique to a
single platform; it is a fundamental design flaw in the DNS protocol itself, which allows
attackers to easily perform “cache poisoning™ attacks on most nameservers on a widespread
basis.

DNSSEC essentially patches the security hole in the DNS that was exposed by
Kaminsky. Without DNSSEC, the dangers to ISPs and their end users from this security
vulnerability are numerous. Left unresolved, hackers could, for example, operate “phishing”
scams or “man-in-the-middle” attacks, in which users are directed to fake web pages for
supposedly legitimate banks or businesses where they are tricked into disclosing sensitive
personal data, including credit card and banking information. Web traffic, email, and other
important network traffic can be redirected to systems under an attacker’s control, where it can
then be used for a wide variety of criminal activities. Users can be led to download unwittingly
malware that threatens not only their personal information and devices, but also the integrity of

an ISP’s whole network.



27

In response to Kaminsky’s discovery, Comcast not only patched its systems prior to the
public announcement of the vulnerability, but also immediately started to investigate deploying
DNSSEC. We launched a DNSSEC trial in October 2008 to understand and document the steps
that ISPs and other implementers should undertake to implement DNSSEC-capable resolvers
widely across large-scale networks. In February 2010, we expanded our trial to all production
network DNS server locations across the country., Comcast performed this upgrade at the same
time that it was upgrading its systems to handle IPv6, the next generation of IP addressing, which
is something many other ISPs are doing now as well. Later that year, the Internet Corporation
for Assigned Names and Numbers (ICANN) and VeriSign, Inc. collaborated to deploy a signed
DNS root zone, a seminal step in enabling DNSSEC globally. This in turn enabled Comeast and
other ISPs to be in a position to begin to validate names using an official and public root rather
than a temporary one for testing. After that, many top-level domains (TLDs) such as .COM,
NET, .ORG, and .GOV followed suit and signed their respective TLDs, enabling us to both sign
domain names in DNSSEC-enabled TLDs, and to perform DNSSEC validation when our
customers seek to access a web site or other domain name-based Internet resource.

ISPs play two critical roles in DNSSEC. The first is to validate DNSSEC as part of the
DNS lookups performed for users. These lookups occur when a customer tries to access a site,
such as www.comcast.com or www.paypal.com. When a Comeast customer tries to connect to
that web site, a Comcast DNS server checks that domain name, and verifies the signature to
ensure that it is valid and has not been tampered with by hackers. A customer will only be
connected if this sccurity verification has been passed, which occurs so quickly our customers do

not even notice that it's being done.
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The second role is to cryptographically sign the domain names that the ISP owns (such as
www.comcast.com and www.xfinity.com), so that when customers or others using DNSSEC try
to connect to services in those domains, they can validate the security of the associated DNS
responses. ISPs typically own or manage thousands of domain names.

DNSSEC will help to enhance the security of our customers’ Internet experience. But its
real impact will be felt as it becomes comprehensively deployed across the entire Internet
ecosystem, To that end, Comcast has been actively engaged in industry-wide efforts to
encourage others to adopt DNSSEC. On behalf of Comcast, [ have been actively involved in the
Federal -Communications Commission’s Communications Security, Reliability and
Interoperability Council (“CSRIC™) Working Group § on DNSSEC Implementation Practices for
ISPs. ICANN, the Internet Engineering Task Force (IETF), the Internet Society (ISOC) and
many other groups are also working hard to make DNSSEC adoption a top priority across the
Internet ecosystem.

Accelerating the rate of DNSSEC adoption by ISPs is not without challenges. There are
operational procedures, network equipment, and software that may need to be adjusted or
upgraded to support DNSSEC validation, and some companies may perceive the immediate costs
of implementation to outweigh the rewards. There are other challenges to be faced as well. For
example, in the past six months we have experienced several instances of .GOV domains with
serious errors in their authoritative data, causing affected domain names to fail DNSSEC
validation, which made these sites unreachable for our customers until those domains were fixed
by their administrators. These were not always easy to resolve, as establishing the contact
information and an escalation path for domains in the .GOV TLD, as with all other domains, can

be fairly challenging (due in part to deficiencies in WHOIS-based data, an issue that is getting
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attention within ICANN). In addition, the GOV domain infrastructure could be more closely
monitored in order to identify and rapidly resolve DNSSEC validation in a coordinated fashion
rather than having each ISP inefficiently trying to notify domains and track these issues to
resolution on their own (there are some efforts in these areas, but they may need more resources).
The problems associated with the .GOV TLD are not uncommon for early adopters of any new
technology, especially considering that the rate of .GOV DNSSEC adoption is actually quite
high compared to other TLDs. This will be an issue that will occur as more domains sign, so it is
important for the Internet community to foster good, reliable, and repeatable domain signing
practices, which will clearly enhance the security benefits associated with DNSSEC deployment.

Comcast has worked hard to be a leader with our DNSSEC deployment. As of today,
over 18 million residential customers of our Xfinity Internet service are using DNSSEC-
validating DNS servers. In addition, all of the operable domain names owned by Comcast,
numbering over 5,000, have been cryptographically signed.

The expansive deployment of DNSSEC unquestionably will help to foster a more secure
environment on the Internet, but we are only too aware that cyber threats arc ever-changing. The
growing sophistication, number, and scale of cyber threats underscores the importance of
ensuring that ISPs and other key players continue to have considerable flexibility to address and
respond to those threats, and to be able to do so as rapidly as possible. As important as
DNSSEC is, it is just one of many resources available to improve security on the Internet.

Comcast’s Participation in Public-Private Cybersecurity Initiatives

In addition to investing in network-based security tools and consumer-oriented offerings,
Comcast has taken an active role in industry-wide and public-private initiatives aimed at

addressing key cybersecurity issues on a systemic level. Comeast is an active participant in the

14
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FCC’s CSRIC, which serves as an important forum for developing best practices and voluntary
mechanisms for ISPs to meet cybersecurity threats (and other issues). Comcast personnel are
currently participating in several CSRIC working groups focusing on issues like Network
Security Best Practices (CSRIC WG 4), DNSSEC Implementation and Practices for ISPs
(CSRIC WG 5), Secure BGP Deployment (WG 6), and Botnet Remediation (WG 7, chaired by
Comcast Fellow, Michael O'Reirdan).

Comcast is also a sponsor-level member of the Messaging, Malware, and Mobile Anti-
Abuse Working Group ("MAAWG?”), which is also chaired by Mr. O’Reirdan. MAAWG is the
industry’s largest global trade association that works against messaging spam, malware, viruses,
denial-of-service attacks, and other online exploitation. MAAWG has been particularly active in
developing voluntary practices that could serve as a framework for botnet remediation. 1t has
published several reports and comments on the issue, drawing from technical experts,
researchers, and policy specialists from a broad base of ISPs and Network Operators representing
over one billion mailboxes, as well as from key technology providers, academia, and volume
sender organizations. MAAWG is currently engaged in a comprehensive effort to develop a
program that will gather true cross-ISP bot infection metrics. The MAAWG metrics will help
scope the size of the problem, and measure the success of the industry’s efforts to combat it.

In addition to its involvement in these groups, Comcast is participating in an ongoing
anti-botnet initiative, spearheaded by the Administration, to initiate a multi-stakeholder process
aimed at developing a set of common principles for addressing botnet issues. This effort is
aimed particularly at highlighting the most effective practices and protocols related to botnet
detection, mitigation, and remediation, as well as consumer education. There have also been

discussions centering on strategies for targeting criminal behavior, including ways to reduce
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recidivism, increase the effectiveness of botnet takedowns, and decrease the number of botnet
command and control servers, as well as the number of messages conveyed between the servers
and infected machines.

Comcast is also involved in a range of other organizations where security practices are
discussed or worked on in other ways, including the North American Network Operators’ Group
(NANOG), the joint FBI-industry group InfraGard, and the Domain Name System Operations
Analysis and Research Center (DNSOARC), among others. And I personally serve on ICANN’s
Security and Stability Advisory Committee (SSAC), as well as on the Board of Trustees of
ISOC, which has been instrumental in supporting key security initiatives like DNSSEC.
Comecast also is a founding member of the Broadband Internet Technical Advisory Group
(BITAG), which from time to time may touch on security-related work.

Conclusion

As you can see, Comcast has strong incentives — without the need for a government
mandate — to explore and implement successfully a wide range of cybersecurity measures. We
believe that, to be effective, it is vital that everyone who is part of the Internet ecosystem play a
meaningful role in cybersecurity. That includes private and government networks, personal
computers and other device makers, application providers, software developers, and others. ISPs
and other affected entities must have the flexibility to respond to real-time botnet and other
security threats in a manner that minimizes delay, and maximizes initiative and innovation. This
is especially true since the threats evolve far more rapidly than any laws or regulatory
framework. For example, a few years ago, spam seemed to be a primary focus, but that has now

shifted to malware and bots, so organizations must have the freedom to remain nimble and
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handle whatever comes next. In addition, the Internet itself is an organic and ever-changing
thing, and the pace of innovation within it is amazingly fast.

Thus, flexibility is absolutely necessary in light of the high-velocity changes in
technology, business models, service, application vendors, and customer devices employed by
each network operator and/or installed by Internet users in their homes or on their devices.
indeed, a government-mandated “one size fits all” approach could actually undermine
cybersecurity by allowing criminals and hackers to launch an attack on multiple networks
simultaneously if they are able to circumvent uniform or homogeneous detection and deterrence
measures, or could constrain the pace of innovation in Internet-related technologies, services,
and applications.

In contrast, clarification of the rules for inter-industry and industry-government
information sharing on actual or potential cyberattacks would enhance cybersecurity
preparedness and response. Information sharing is critical to effective cybersecurity efforts, but
it potentially conflicts with statutory provisions, including the Electronic Communications
Privacy Act (“ECPA”™), the Freedom of Information Act, antitrust restrictions on intercompany
sharing of proprietary information, and privacy provisions in the Communications Act. The
uncertainty over the applicability of these laws to cybersecurity efforts can create procedural
impediments to the timely sharing of relevant information. We support Congress’ efforts to
review these issues and provide clarification.

The government also should consider embarking upon a consumer education campaign
that would utilize Public Service Announcements and other outreach tools to enhance public
awareness and understanding of cybersecurity issues in general and bot/malware threats in

particular. In addition, special research and development tax credits to encourage the
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development of bot/malware-related end user notification and remediation tools, and special tax
credit for costs related to notifying and remediating customers affected by malware could also
accelerate deployment and adoption of consumer-oriented tools that promote cybersecurity and
make network environments safer for all consumers.

Thank you again for inviting me to testify. I would be happy to answer any questions

you may have.
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Mr. WALDEN. Thank you, sir. We appreciate your comments and
we will get back to you with some questions on the specifics of
what those uncertainties are in the law.

We now are delighted to have Dr. Edward Amoroso with us. He
is the Chief Security Officer for AT&T Services, Inc. Doctor, we are
glad to have you here. We look forward to your comments.

STATEMENT OF EDWARD AMOROSO

Mr. AMOROSO. Great. Thanks. Hi, everybody. I am Ed Amoroso.
I have spent my entire adult life in cybersecurity. In fact, even as
a teenager, my dad was a computer scientist so I was logging onto
ARPAnet when I was a little kid. So I have been in and around
this forever. I started work at Bell Laboratories and found that I
was actually a pretty good hacker, and have been doing so ever
since and now I am the Chief Security Officer, so I kind of come
at this with very practical perspective on threat.

There are three things I want to share with you that I think are
observations that might help you as you develop legislation, and
they are based on empirical day-to-day, you know, dealings with se-
curity issues with our mobility network and our wireline network
and the entire Fortune 1000 and lots of different countries we deal
with, so I do that all day long and I wanted to share.

And the first one is about innovation. We are being out-innovated
by our adversaries is basically the case. I mean, I don’t know if you
have ever bought a piece of furniture and taken it home and ad-
mired the handiwork in the furniture. That is what we do with
malware that is being developed by adversaries. It is so good and
so well crafted that we marvel at how far the adversary has come.
These are not script kiddies doing dopey things. And these are
pretty good. I don’t know if any of you watch 60 Minutes, if you
saw the Stuxnet piece. That is an incredible piece of computer
science, that worm. So I think we need to recognize that whatever
we do collectively as a Nation, we need to figure out a way to
incent companies and universities and government agencies to in-
novate in this area. If we don’t, we are going to be in trouble be-
cause I will tell you, and I bet everybody on the panel here would
agree with me, the best state-of-the-art security protections that
any one of us can put in place will not stop a determined adversary
in 2012. That is a fact, so we need to do something to get ahead
of that, and the way you do something is, you innovate. We need
to do something to get ahead of it, and part of the problem with
sort of prescripting an answer to everyone, hey, we are all going
to do the following, is it would be like every NBA team publishing
their defense and saying this is what we are going to do. Guess
what? You think the adversaries don’t read your legislation? You
think they don’t look and see what we are all going to do? I mean,
you lay it out and you say OK, I will step around these things that
you are doing. I mean, that is just a practical issue in
cybersecurity. This is not, you know, the kind of thing where, you
know, we can all kind of do commonsense stuff and it will fix it.
There is a million things in our lives where if we all go back to the
basics and do a set of commonsense things that will make things
better. We all live our lives that way. Cybersecurity doesn’t work
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that way. We are dealing with an adversary. So the first issue is
innovation.

The second is infrastructure, and I think everybody also at this
table would agree that complexity in infrastructure is the biggest
problem for cybersecurity. When things get way too complicated,
we can’t keep track of it. It becomes almost impossible to protect
something that has become so big and complicated that you can’t
get your arms around it, and part of the problem with things like
DNSSEC and others, which clearly have benefit—I mean, I cer-
tainly agree with a lot of the points that were made—but they add
complexity. Like the way to think of DNSSEC is, you know when
you do a commercial and at the end you say I am such-and-such
and I approved this commercial, that is DNSSEC. I mean, it is es-
sentially the server attesting to the fact that here is a signature
that I am who I am, but if somebody is breaking in to and owns
that server, the signature is meaningless. It doesn’t do any good.
And I would say empirically, I see a lot more break-ins to DNS
servers than forged, you know, different types of protocol responses
and so on. So I think what we need to keep in mind as we develop
legislation that when we add complexity, when you add things that
we need to keep track of, do this, do that, overlay this, add this
new thing, add that new thing, the complexity can be very stifling.
You know when DNSSEC was first proposed? Decades ago. Right.
This is not something that was dreamed up last week. We have
been working on adding cryptography to Internet protocols forever,
and the reason we don’t have them today is because they are unbe-
lievably complicated to run. They do add some benefit but they
have side effects. It would be like bringing a senior citizen to the
doctor with five ailments and the doctor says well, I am going to
give you medicine for one of them but it has side effects. That is
DNSSEC. It does have benefit, it has side effects, it doesn’t fix ev-
erything, so that is the second.

The third and last issue I want to raise is software. At the root
of every cyber attack, every problem I have ever dealt with in my
entire career is bad software, and I think that it needs to be ad-
dressed. The discipline of software engineering, the profession of
writing software is one that is a complete mess right now. And I
am a professor at the Stevens Institute of Technology. I have been
teaching in the computer science department there for 22 years. I
teach software engineering, teach computer security, that kind of
thing, so maybe blame me, but the bottom line is that youngsters
and even professionals today cannot write a non-trivial piece of
software that is bug-free and those bugs are the way our adver-
saries get into our companies. We open up Web sites because we
have no choice. Are we going to close the Web site down? It is there
and the software powering that has vulnerabilities we don’t know
about. I bought it, I install it, I test it, everything is great, but
some adversary finds an open door that I don’t know about, that
the manufacturer doesn’t know about, and they dance right in. Bad
software is a fundamental problem here, and I think it needs to be
addressed, probably through the educational system. Thanks.

[The prepared statement of Mr. Amoroso follows:]
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Chairman Walden and Ranking Member Eshoo, I would like to thank you and all the
members of the Subcommittee for this invitation to address the significant challenges facing
communications networks in particular, and the private sector in general, with regard to
effectively defending against cyber threats. In this statement, I briefly describe cyber threats and
cybersecurity, and discuss generally how federal legislation under consideration in this Congress
could be fashioned to both enhance the private sector’s cybersecurity practices and facilitate
greater coordination between the cybersecurity capabilities of the federal government and the
private sector.

My Background

[ am Senior Vice President and Chief Security Officer, AT&T, where T have worked in
the area of cybersecurity for the past twenty-seven years.! With the help of my team, 1 design

and operate the security systems and processes that protect AT&T’s domestic and international

' hold a Bachelors degree in Physics from Dickinson College, both a Masters degree and the
PhD in Computer Science from Stevens Institute of Technology, and have served as an adjunct
professor of computer science at Stevens for the past twenty-three years. | am a graduate of the
Columbia Business School, and the author of numerous articles and books on cybersecurity,
including “Cyber Attacks: Protecting National Infrastructure” (Butterworth-Heinemann, 2011).
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wired and wireless network infrastructure. This network infrastructure is the core asset that
permits AT&T to provide an array of advanced communications services to many millions of
customers around the world, ranging from the largest global business and government enterprises
to small businesses and individual consumers. The technologies provisioned and employed by
AT&T and the other communications network providers represented here today are a key part of
the national infrastructure — the complex delivery and support systems for the large-scale
services that are essential to the commercial security of our nation.

What is cybersecurity, and what are today’s cyber threats?

National infrastructure, including the communications infrastructure, have always been
vulnerable to direct physical attacks such as cable cuts, asset theft, equipment tampering and
even more violent forms of sabotage. As elements of this infrastructure became increasingly
reliant on software, computers, networks, and access to the Internet for their control systems,
they became correspondingly vulnerable to indirect “cyber” attacks by adversaries® intruding
these computerized control systems. Cybersecurity is the term we use to describe an entity’s
ability to protect its critical systems from these intrusions by monitoring its systems in order to
detect cyber threats and then engage in “active defenses” to mitigate those threats. In addition,
the forensic results of this activity might be usefully shared with others, within appropriate
parameters, so that others might leverage the experience and knowledge acquired in order to
further protect their infrastructure from intrusion.

The methods and forms of cyber attack threats are continuously evolving, and this

dynamism enables such threats to bypass standard preventive measures such as the application of

* Sources of cyber threats include (but are not limited to) disgruntled individuals, criminal
elements, transnational enterprises, and sophisticated and well-resourced nation states. These
sources are motivated by a range of purposes, from mischief to deliberate acts of hostility
attempted through sabotage and terrorism.
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firewalls and intrusion detection systems strategically placed between the critical system and the
Internet at large.  One form of evolving cyber attack uses “botnets™ — which are run by
adversaries who are increasingly adept at harnessing the power of dispersed personal computers
and other smart devices attached to the national infrastructure and using them to attack
unsuspecting victims. Other cyber threats include worms, viruses, and leaks, which can
similarly target national infrastructure through their associated automated controls systems. All
of these threats can be employed by adversaries to engage in a range of conduct from Distributed
Denial of Service Attacks (DDOS) to Advanced Persistent Threats (APT), which are at present
the most sophisticated and pernicious forms of cyber attack.

What needs to be done?

We need to improve the overall cybersecurity posture of the nation by facilitating the
widespread and rapid adoption of cyber threat detection and mitigation practices through private
sector investment and innovation. Because of the global nature of the threat, we cannot
undertake this challenge unilaterally — it is clearly a global issue in all its dimensions. The
Administration and the Congress have put forth a variety of ideas and initiatives on how we can
begin to tackle this challenge; some are helpful, and some would stifle the innovation and
flexibility we need to identify and respond to the ever changing threats. AT&T commends, in
particular, the work of the Cyber Security Task Force and the leadership of Congressman Mac
Thornberry. The Task Force produced a focused set of recommendations that should be used as
the framework for any proposed cyber legislation. Implicit in the Task Force recommendations
is the principle that improving our national cyber security posture is a process that will not be
solved by simple legislative pronouncements or regulatory dictates. We can, however, begin to

establish foundational elements for future progress.
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1. Build a Collaborative Active Cyber-Defense Capability.

First and foremost, the United States needs to build a collaborative active cyber-defense
capability that builds upon well-established coordination processes that have been developed for
assessing cyber threat risks to critical infrastructures and key resources (CIKR). Our experience
participating in these processes, as well as in pilot programs such as the Defense Industrial Base
(or “DIB”) Project, informs our view that more targeted cyber threat information sharing
capabilities to support active cyber defense should be the next step in our nations approach to
securing its infrastructure.

To this end, the global communications infrastructure is the primary vehicle for delivery
of cyber attacks against U.S. interests, yet there is no comprehensive coordination mechanism for
rapidly detecting and analyzing emerging threats. Each Tier One communications network
operator and service provider monitors its own network to varying degrees, with varying
capabilities to mitigate or block attacks. In addition, the multiple government programs which
already exist are focused on monitoring traffic to and from multiple government networks — none
of which are operationally integrated.

Actionable emerging threat information might be known to the Federal Government, for
example, but otherwise unknown to private industry. In the event that a government agency
becomes aware of a malicious attack signature that could be deployed into intrusion detection
systems to protect industrial, non-government assets, the government should have the confidence
that it can be so deployed without further delay or review. A collaborative, active cyber-
defense capability to detect, analyze, and mitigate malicious cyber activities in the core networks
that make up the Internet itself will enable cyber attacks to be detected and attempts be made to

stop them before they reach their target.
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This Congress there have been a number of legislative proposals that appear to be an
excellent first step toward achieving the end goal of a collaborative active cyber-defense
capability by explicitly authorizing cyber threat information sharing between private and public
sector participants, as well as the active defenses or countermeasures necessary for entities to
engage in so that they can address those threats, either for themselves or on behalf of others.  In
particular, we note H.R. 3523, the Cyber Intelligence Sharing and Protection Act, introduced by
Michigan Congressman Mike Rogers. This proposal has done much to advance the discussion
of the appropriate range and scope of cybersecurity activities and threat information sharing
among all stakeholders.

An important component of these more recent proposals is statutory clarity with regard
to an entity’s lawful authority to monitor, use and disclose cyber threat information for
cybersecurity purposes in the first instance, as well as corresponding market incentives, such as
liability protection, for entities that engage in active cyber defense. [ cannot overstate the
importance of such clarity to speeding the more rapid adoption of effective cybersecurity
practices, and the significance of the paradigm shift that we see taking place. Until stakeholders,
including lawmakers, fully appreciate and understand that the monitoring, use and disclosure
activities engaged in by cybersecurity providers are largely limited to non-content metadata, and
are undertaken solely to defend network systems and assets against cyber attacks, then terms like
“monitor,” “use,” and “disclose” — will continue to be viewed with apprehension even in the
context of legitimate cybersecurity.

This apprehension, we believe, is manifested in the current, complicated legal and
regulatory environment in which cybersecurity is practiced. This environment necessarily

compels significant lawyer involvement in various aspects of the provision of cybersecurity
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services. This need for near-continuous legal consultation necessarily inhibits the more rapid and
widespread adoption of robust cybersecurity practices by private sector firms. However, if
carefully circumscribed cybersecurity activities were to be clearly defined in functional, non-
legalistic terms in a federal statute for which cybersecurity professionals need not resort to legal
consultation and interpretation as a matter of course, then we believe entities will more readily
adopt cybersecurity practices and more-readily share cyber threat information.

As to those proposals that bear on the establishment of a national, collaborative active
cyber-defense capability, we believe that many of the “information sharing proposals” under
consideration in Congress have made a sound start in this regard by establishing a basis for the
Federal Government to more routinely share classified threat warning information with
appropriate private sector entities as well as to permit such private entities to share threat
information with each other.  In our own case, AT&T leverages the intelligence of its advanced
global network, coupled with sophisticated behavioral analysis techniques, to detect attacks
while they are still in the development stage, and to rapidly implement protective measures for
ourselves and our customers. By joining these capabilities with those of the other
carriers/service providers, along with those of the security and software companies, we can
create a capability to identify cyber threats as they emerge, and to rapidly mitigate them. This
leveraging of existing private sector capabilities and “fusing” them with the classified threat
warnings that only the Government can provide should be central to any legislative proposal on
cyber threat information sharing, We look forward to working with stakeholders on ways to

ensure that federal cybersecurity legislation will enable this end.
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2. Government Leadership.

The United States government must lead by example in cyber security. The federal
government is the largest single purchaser of information technology and network services in the
United States, and its leadership and buying power can have great influence on the cyber security
marketplace. Several worthwhile federal initiatives are in place to improve cyber security for
the “.gov” domain, such as the Trusted Internet Connection effort by the Office of Management
and Budget (OMB) and the advanced security service carriers offer Federal agencies through the
General Service Administration/Department of Homeland Security joint initiative on Managed
Trusted Internet Protection Service (MTIPS), but they are being applied inconsistently
throughout the government. These initiatives could be expanded throughout the Federal
Government in order to provide better cyber security at lower cost. By integrating MTIPS and
like-managed cyber security services with the advanced cyber threat detection capability
discussed above, our entire critical infrastructure can be more effectively and efficiently
protected against the full range of cyber threats.

The Department of Defense also has its own effort to protect “.mil”, separate from the
“.gov” efforts. These initiatives do not yet take full advantage of the portfolio of managed
security services offered by many private sector network service providers, such as network-
based protection against DDOS attacks. The federal government needs a clear and
comprehensive strategy for cyber security of all Federal systems that make up “.gov” and “.mil”
- one which effectively leverages existing cyber security capabilities offered by the network
service providers.

Further, the current roles and authorities of the various federal agencies overlap and are

unclear with respect to cyber security for federal government infrastructure. Congress can lead
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by establishing discrete, definitive roles and authorities of the various Executive Branch
elements involved in all aspects of cyber security — including the National Security Council and
the Cyber Policy Coordinator, the Office of Management and Budget, the Office of Science and
Technology Policy, the Department of Homeland Security, the Department of Commerce
including the National Institute of Standards and Technology and the National
Telecommunications and Information Administration, the Department of Defense including U.S.
Cyber Command and the National Security Agency, and the Department of State. The United
States needs a unified Federal government effort on cyber security with a clear understanding of
the roles involved — not the confusion that currently exists.

Happily, a number of the pending legislative proposals seek to address the problem of
duplicative or redundant roles and aﬁthorities, and seek to establish other government cyber
reform, particularly with regard to reforming the Federal Information Security Management Act
of 2002, or FISMA. A number of proposals are properly focused on cyber awareness and cyber
education, as well as work force development and cybersecurity R&D. The federal government
can help to improve overall cybersecurity by promoting the creation and adoption of
cybersecurity-oriented curriculum in schools, as well as work with the private sector to facilitate
cybersecurity education and research.

Indeed, we all must redouble our efforts in cyber security education and awareness across
the full spectrum of the Internet user base — from the boardrooms of our largest companies to the
millions of individuals who surf the ‘net. Current efforts in cyber security education and
awareness are fragmented and the messaging is often confusing. The ultimate key to improving
our national cyber security is technology innovation driven by market demand from informed

users and purchasers of all kinds. By creating market demand for cyber security through
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heightened consumer awareness, we can spur fundamental security innovation at all levels of the
Internet eco-system, and allow the United States to continue as a leader in Internet development.

To that end, Congress should consider designating a lead Agency on cyber security
education, and support that designation with an appropriate level of funding to make it effective.
The roles of other Federal Agencies in supporting this effort should also be clarified. One of the
key struggles in cybersecurity at the individual consumer level is the low rate of user adoption of
proven protection mechanisms. This is one area where the government could positively
influence the trajectory of cybersecurity by engaging in a comprehensive education and outreach
campaign to inform consumers about security best practices and how to protect themselves and
their sensitive information.? k

3. Global Strategy.

As I mentioned at the outset, cybersecurity is a global issue in all its dimensions. The
United States must move forward aggressively to create a comprehensive strategy for addressing
global cooperation in cyber security.  We must reinforce the leadership of the United States in
shaping the future of the Internet, and assuring its stable, reliable, and secure operation, as U.S.
enterprise expands in the global Internet marketplace. In particular, all members and participants
of the global Internet community must achieve consensus on the fundamental point that
malicious cyber activities of any sort will simply not be tolerated. Federal legislation should at
least attempt to address the global context of cybersecurity by establishing a framework for

international cooperation in this regard, particularly in the establishment of international

SAT&T is itself actively engaged in the provision of cyber security information and protective
tools to our customers, and actively participates in pan-industry cyber awareness education
efforts such as “Stop.Think.Connect,” the coordinated messaging effort spearheaded by the Anti-
Phishing Working Group and the National Cyber Security Alliance and comprised of
government agencies, private sector entities, and not-for-profit corporations.

9
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agreements that will enable real-time global coordination in addressing cyber attacks.

Concurrent with these efforts, Congress should also expand incentives for investment by the

private sector to help invigorate U.S. technology leadership in cyber security and the Internet.
When legislation has the potential to hinder, rather than help

1. Unintended Consequences of Regulation

Some cybersecurity legislative proposals include a variety of regulatory schemes, ranging
from standardized certification regimes to processes that could result in the imposition of
regulatory performance standards on some critical infrastructure sectors, including the
communications sector. Such proposals, while undoubtedly well-intentioned, are the antithesis
of innovation — such requirements could have an unintended stifling effect on making real cyber
security improvements. Cyber adversaries are dynamic and increasingly sophisticated, and do
not operate under a laboriously defined set of rules or processes. The challenges we face in
cyber security simply cannot be solved by imposing slow moving, bureaucratic processes on
those who build, operate in, and use cyber space. Overbroad regulation and certification
requirements will likely have unintended consequences, such as emphasizing the status quo by
focusing on yesterday’s challenges. An overly prescriptive approach can only serve to stifle
Internet innovation and the technology leadership of the United States in the global information
infrastructure. Quite simply, innovation is inconsistent with standardization.

I have heard it observed that federal cyber regulation is needed because no one firm in the
private sector has the financial incentive to invest in capabilities to address a cyber incident that
affects more than the value of the assets of that firm. Even if this were true, the answer is not for
government to prescribe regulatory patches on discrete elements of the various critical

infrastructure sectors in the hopes that these patches will effectively deter ever-evolving

10
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intrusions by cyber adversaries. Rather, the answer is for government to facilitate the creation
of the most effective cybersecurity tools possible and to permit the private sector to respond to
emerging threats in diverse and innovative ways.

Conclusion

Private sector investment and innovation has made the Internet ecosystem the success it
is today, and drives the dynamics of the technology and how it is used in global business and the
operation of our critical infrastructure. AT&T invests in our network and leads innovation in
cyber security because it is in our customers’ interests to do so. We want to be a leader in cyber
security, as well as all the other aspects of our business, because we understand the competitive
advantage such leadership provides in a highly competitive global marketplace. We strongly
believe that the most effective way to move forward on cyber security is to broadly spur
investment and innovation, based on increased awareness of cybersecurity by the CEOs of the
largest companies to the individual consumers that drive market demand.

The Internet itself was created through innovation. Some key early investments by the
government helped spur that innovation, Congress and the Administration have leadership rolls
to play in assuring that the United States continues to focus on technology innovation.
Burdening the private sector with the cost of unnecessary and ineffective regulations and
processes is contrary to that objective, and will only slow advances in cyber security. Congress
must insist on and support initiatives that provide the flexibility needed to deal with the
dynamics of the threat and the technology, while creating innovation and investment through

market demand.
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[ thank the Subcommittee for its timely and focused attention on cybersecurity, and I look
forward to providing on-going guidance, assistance, and recommendations as we collectively

work to reduce the cybersecurity threat to our nation and our critical infrastructure.

12
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Mr. WALDEN. Thank you. We appreciate your comments and we
will back to you with questions as well.

Now we are joined by Mr. David Mahon, Chief Security Officer
for CenturyLink. Thank you for being here. We look forward to
your comments.

STATEMENT OF DAVID MAHON

Mr. MAHON. Chairman Walden, Ranking Member Eshoo and
members of the subcommittee, thank you for the opportunity to tes-
tify on this important topic.

CenturyLink, a tier one backbone provider, provides communica-
tion services to over——

Mr. WALDEN. We are having trouble hearing you. Is that light lit
up there, and you really have to get really close.

Mr. MAHON. Chairman Walden, Ranking Member Eshoo and
members of the subcommittee, thank you for the opportunity to tes-
tify today on this important topic.

CenturyLink, a tier one backbone provider, provides communica-
tion services to over 14 million homes and businesses in more than
37 States and around the world. Our services include voice,
broadband, video entertainment and data, as well as fiber
backhaul, cloud computing and managed security solutions. Our
customers range from the most basic voice and Internet customers
to the largest Fortune 500 companies and large government agen-
cies. As Vice President and Chief Security Officer for CenturyLink,
I am responsible for all corporate security functions including infor-
mation security.

Before joining CenturyLink, I worked for over 30 years with the
FBI and was responsible for investigative teams and programs re-
lated to target attacks on the Internet, computer systems and net-
works exploited by terrorist organizations, criminal and intel-
ligence operations of foreign governments, white-collar crime inves-
tigations, and crisis management.

The cyber threat is real and serious. Our networks and those of
our customers are the targets of thousands of cybersecurity events
daily from simple port scans probing network defenses to sophisti-
cated attacks. CenturyLink and our customers invest significant re-
sources in ongoing efforts to keep those assets secure. CenturyLink
uses an overarching governance, risk and compliance framework to
ensure cybersecurity threats are addressed enterprise-wide. As
stewards of the Internet infrastructure, CenturyLink’s programs on
cybersecurity fall into several general categories: protecting the
customer, protecting our core networks and providing managed
cybersecurity and secure communication services.

We have worked extensively with our industry peers, partners in
government and other stakeholders to strengthen our collective de-
fenses against cyber attacks. From our CEQO’s participation on the
President’s National Security Telecommunications Advisory Com-
mittee to my security team’s participation in key organizations
such as DHS’s Communication Sector Coordinating Counsel and
the FBI’s Domestic Security Alliance Council, we conduct risk as-
sessments, information sharing, incident response planning and
participate in government-sponsored cybersecurity exercises.
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In addition, CenturyLink’s CEO, Glen Post, chairs the FCC’s
Communications Security, Reliability and Interoperability Council,
which is working on voluntary best practices for botnet remedi-
ation, Domain Name System Security, Internet route hijacking,
and other emerging issues unique to the communications industry.

More can and should be done, but carefully. Public-private part-
nerships have yielded significant progress in the last few years by
building a framework of collective defense and cooperation and
helping us understand the cyber threat. As many of you have
pointed out, we are entering into a new era of cybersecurity threats
where our adversaries have become more sophisticated and deter-
mined, and the need to collectively step up our game is more acute.

We are particularly encouraged by legislation like H.R. 3523, the
Cyber Intelligence Sharing and Protection Act, and similar provi-
sions in Senate bills that could clarify and enhance cyber-related
public-private information sharing.

As communication providers, we see a number of areas where
Congressional action can make valuable improvements to our Na-
tion’s cybersecurity process such as improving information sharing,
market-based incentives and gap analysis, improving the Federal
Government’s cybersecurity posture, and expanded research and
development.

Shifting to a mandated-based approach would be counter-
productive. We strongly caution against the traditional regulatory
approach based on government mandates or performance require-
ments. Because our network is the one central asset of our busi-
ness, CenturyLink and our industry peers already have the strong-
est commercial incentives to invest in and maintain robust
cybersecurity. There is neither a lack of will nor a lack of commit-
ment to do this among the major communications providers.

At its best, cybersecurity is a dynamic, constantly evolving chal-
lenge best done in a collaborative partnership. At its worst,
cybersecurity can devolve into a checklist exercise and diverts re-
sources away from effective protections into expensive compliance
measures that may be already outdated by the time they are imple-
mented. We have the most knowledge of our network systems and
databases, and we understand the most effective and efficient ways
to protect these assets.

We commend the members of the Energy and Commerce Com-
mittee for their interest in improving the Nation’s cybersecurity
and for the deliberate process the committee is undertaking to find
the right mix of incentives and elimination of legal barriers.
CenturyLink has strived to be a constructive partner in this effort,
and we will continue to do so. Thank you.

[The prepared statement of Mr. Mahon follows:]
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Chairman Walden, Ranking Member Eshoo and members of the Subcommittee, thank
you for the opportunity to testify today on this important topic. CenturyLink provides
communications services to over 14 million homes and businesses in more than 37 states
and around the world, including voice, broadband, video entertainment and data services,
as well as fiber backhaul, cloud computing and managed cybersecurity solutions. Our
customers range from the most basic voice and internet customers, to the largest Fortune
500 companies and multiple, large government agencies.

As Vice President and Chief Security Officer for CenturyLink, I am responsible for all
corporate security functions including information security, critical infrastructure
protection, physical security, network fraud, industrial security, workplace violence
prevention, support for the National Security Telecommunications Advisory Committee
(NSTAC) and DHS National Coordinating Center (NCC) as well as liaison with federal
and state law enforcement and homeland security agencies.

Before joining CenturyLink, I worked for over 30 years for the FBI and was responsible
for investigative teams and programs related to targeted attacks on the Internet, computer
systems and networks exploited by terrorist organizations, criminal and intelligence
operations of foreign governments, white collar crime investigations, and crisis
management.

The cyber threat is real and serious

We are here today because members of this subcommittee and leaders in the
communications industry recognize how important the issue of cybersecurity is to
securing the nation’s critical infrastructure, protecting consumers, fighting crime and
protecting national security. Our networks, and those of our customers, are the targets of
thousands of cybersecurity events daily, from simple port scans probing network defenses
to sophisticated attacks. CenturyLink and our customers invest significant resources in
constant and ongoing efforts to keep those assets secure.

The major cyber threats faced by the public and private sector generally fall into four
categories: Nation-state sponsored intrusions (also known as “advanced persistent
threat”); Criminal, which extends to sophisticated organized crime; “Hacktivism”; and
Insider attacks. Reports in the media, and private industry and government studies have
documented the extensive threats to corporations, consumers and government agencies.
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As a leading national network provider, CenturyLink utilizes an overarching governance,
risk and compliance (GRC) framework to ensure cybersecurity threats are addressed
enterprise-wide. This GRC framework allows CenturyLink to advance and evolve its
information security program to identify, mitigate and remediate risks related to our
corporate and customers’ data, networks and systems.

The roles of communications providers

Communications providers are just one part of the cyber ecosystem, so our cybersecurity
efforts are just one part of a comprehensive effort that includes technology providers, end
users, owner/operators of critical infrastructure, and our government partners. As
stewards of the Internet infrastructure, CenturyLink’s programs on cybersecurity fall into
several general categories:

Protecting the consumer experience.

As hackers, criminals and other entities seek to prey on our customers by
exploiting the Internet’s open architecture, CenturyLink has worked within the
Internet community on measures we can take to mitigate this situation. For
instance, when we learn from third-party partners that our customers’ computers
are likely infected with malware that makes them part of a “botnet,” we notify the
customers and direct them to resources to help them clean up the malware. This
is a free program we launched in 2006 to improve our customer experience and
minimize abuse of our network. We notify tens of thousands of customers with
infected computers each year, and provide education and remediation tools. We
have shared our program and experiences with other ISPs globally and are
currently working with the industry on voluntary industry standards to help
address the overall botnet problem.

For residential consumers, we provide educational material, anti-viras protection,
malware notification and self-help mitigation tools, firewall, and parental controls
as part of their ISP service. We also offer fee-based services for customers who
need assistance keeping their computers running efficiently along with cleaning
malware from their systems

In addition, we are actively engaged in addressing issues in Domain Name
System (DNS) and Border Gateway Protocol (BGP) security. We are working
with stakeholders and other industry partners on new BGP security standards that
we hope will help prevent accidental and malicious Internet route hijacking. We
have also worked for the past several years on DNS security by improving the
monitoring of the current DNS system while working with industry leaders in
developing practical implementations of DNSSEC security.

Protecting our core networks.

As a major communications provider, whose customers expect security and
reliability, we are ever mindful that our networks are potential targets. Our
security protocols continue to evolve with the increasing sophistication of cyber
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attacks and include continuous monitoring, testing and upgrades of our practices
and infrastructure to protect our networks. We have a direct and strong economic
incentive to keep our networks secure and our services available.

Providing managed cybersecurity and secure communications services.
CenturyLink provides a wide range of managed security services to a number of

critical infrastructure clients, including government agencies, financial services,
transportation and energy providers. We also provide national and international
secure cloud computing services and diversified, secure communications paths to
ensure reliable and available communications access to those services.

Public-private partnerships

CenturyLink has been an operational and collaborative partner with government for more
than 25 years and is a Resident Member of the DHS National Coordinating Center. In
the past ten years, we have worked extensively with our industry peers, partners in
government and other stakeholders to strengthen our collective defenses against cyber
attacks. From our CEQO’s participation on the President’s National Security
Telecommunications Advisory Committee, to my security team’s participation in key
organizations such as the Communications Sector Coordinating Council (CSCC), the
FBI’s Domestic Security Alliance Council (DSAC), and InfraGard Program, our goal is
to share the information we can in order to make our network and the entire
communications infrastructure more secure and connected.

We are also members of the National Cyber-Forensics Training Alliance (NCFTA),
which functions as a conduit between private industry and law enforcement with a core
mission to identify, mitigate and neutralize cyber crime. Once a significant online
scheme is realized, an initiative is developed wherein the NCFTA manages the collection
and sharing of intelligence with the affected parties, industry partners, appropriate law
enforcement agencies, and other subject matter experts. In addition, we work extensively
with our industry peers, operating system developers, and other private security
organizations through the Network Security Information Exchange (NSIE) to ensure the
security of our network and customer information.

The government has worked to step up its game as well. From President Bush’s
Homeland Security Presidential Directive 7 (HSPD-7) to President Obama’s 2009
Cyberspace Policy Review, our national leaders have been evolving the government
response to cybersecurity. Public-private partnerships and stakeholder programs
organized through the Department of Homeland Security (DHS), the FCC, the FBI,
Department of Defense and other agencies have focused on a number of key areas where
industry and government can strengthen each other’s efforts. We participate in many of
these programs.

s We are currently working with DHS and other agencies to update the 2008
National Sector Risk Assessment, which will identify potential areas for
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continued collaboration between government and the private sector to mitigate
cyber threats to the communications industry.

* As aresident member of the DHS National Coordinating Council, CenturyLink
maintains an employee presence within National Cybersecurity and
Communications Integration Center (NCCIC), to coordinate in real time with
government partners in the event of a cyber emergency.

¢  Working with DHS, CenturyLink, and other members of the Communications
Sector, helped develop the National Cyber Incident Response Plan (NCIRP). As
part of that effort, CenturyLink helped to develop the roles that industry partners
would play in the event of a cyber emergency, and is a designated member of the
Unified Coordination Group referenced within the plan.

*  We have participated in a number of cyber exercises, including the DHS’s
biennial “Cyber Storm” exercises, and will be participating in the upcoming
National Level Exercise (NLE) 2012. Through these efforts, we seek to better
understand the roles each party would play, with the goal of refining the incident
response plans.

* We are working through the National Institute for Standards and Technology
(NIST) and a number of other industry-centric standards bodies to develop
standards and best practices on cybersecurity.

¢  CenturyLink CEO Glen Post chairs the FCC’s Communications, Security,
Reliability and Interoperability Council (CSRIC), which is working on voluntary
best practices for botnet remediation, domain name system security (“DNSSEC”),
Internet route hijacking and other emerging issues unique to the communications
industry.

More can and should be done — but carefully

Public-private partnerships have yielded significant progress in the last few years by
building a framework for collective defense and cooperation, and helping us understand
the cyber threat. Additional progress to improve the nation’s cyber defenses will come
from continued robust commitment to the partnerships and activities that are already
underway.

As many have pointed out, however, we are entering into a new era of cybersecurity
threats where our adversaries have become more sophisticated and determined, and the
need to collectively step up our game is more acute. We are particularly encouraged by
legislation like HR 3523, the Cyber Intelligence Sharing and Protection Act, and similar
provisions in Senate bills that could clarify and enhance cyber-related, public-private
information sharing. As communications providers, we see a number of areas where
congressional action can make valuable improvements to our nation’s cybersecurity
posture as follows:
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Improving information sharing
Information sharing with government and between industry can be improved

through legislation, with appropriate privacy protections.

e (Clarifying that sharing of cyber threat information among private sector
entities is permitted and encouraged.

+ Allowing government to reasonably share classified information with
cybersecurity providers to enhance protection of critical infrastructure.

¢ Expediting security clearances and space accreditations to support and
expand programs that would use classified information to protect
information networks.

Market-based incentives and gap analyses

Market-based incentives and gap analyses can incentivize continued improvement
among the private sector. For example, providing liability protection and
appropriate antitrust safe harbors for cyber threat information sharing, as well as
assurances that cybersecurity disclosures to the government won’t be used as
excuses for more regulation, would help make public-private partnerships more
effective. As cyber threats evolve, regularly updating the communications
providers on evolving risks and threats would play a critical role in identifying
“gaps” between our current efforts and any incremental defenses needed to focus
both government and private sector resources more effectively.

Improving the federal government’s cybersecurity posture

We believe reforming the Federal Information Security Management Act
(FISMA) through deployment of government-wide managed security solutions
and a more active management role for DHS, can protect government networks
more effectively.

Expanded research and development

Research and development is necessary to develop new methods of threat
mitigation. With clearly defined information sharing policies and procedures with
liability protections, ISPs can work more closely with both the affected businesses
and government to develop innovative new solutions, and deliver them to the
market place more quickly.

Shifting to a mandate-based approach would be counterproductive

We strongly caution against a traditional regulatory approach based on government
mandates or “performance requirements.” Because our network is the one central asset
of our business, CenturyLink and our industry peers already have the strongest
commercial incentives to invest in, and maintain robust cybersecurity. There is neither a
lack of will nor a lack of commitment to do this among the major communications
providers.
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At its best, cybersecurity is a dynamic, constantly evolving challenge, best done in a
collaborative partnership. At its worst, cybersecurity can devolve into a checklist
exercise that diverts resources away from effective, evolving protections, into expensive
compliance measures that may be already outdated by the time they are implemented.
We have the most knowledge of our network, systems and databases, and we understand
the most effective and efficient ways to protect these assets. Our goal-oriented approach
to cybersecurity strives to ensure the availability and integrity of our networks and the
transactions that go across our networks.

Conclusion

We commend the members of the Energy and Commerce Committee for their interest in
improving the nation’s cybersecurity, and for the deliberative process the committee is
undertaking to find the right mix of incentives and elimination of legal barriers.
CenturyLink has strived to be a constructive partner in this effort and will continue to do
SO.
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Mr. WALDEN. Thank you, sir. We appreciate your testimony, and
now we will move to Mr. John Olsen, Senior Vice President and
Chief Security Officer for MetroPCS Communications. Welcome,
and we look forward to your comments.

STATEMENT OF JOHN OLSEN

Mr. OLSEN. Thank you, Chairman Walden and Ranking Member
Eshoo. It is an honor to appear before you and your colleagues
today. I am the Senior Vice President and Chief Information Offi-
cer for MetroPCS Communications. I have nearly 30 years of IT ex-
perience, and I am responsible for our IT networks.

MetroPCS is a leading provider of unlimited wireless communica-
tion services for a flat rate with no annual contract. We sell our
services through our own retail stores and independent MetroPCS
dealers to retail consumers. We do not sell through business-to-
business sales channels or to the government.

Our communications networks use four well-known and estab-
lished network vendors: Alcatel-Lucent, Ericcson, Cisco and
Samsung. We also purchase handsets from well-known and estab-
lished vendors. These vendors are not our primary network ven-
dors, which mitigates the risk that an embedded handset threat is
able to exploit vulnerabilities in our network.

Our communications networks utilize security measures similar
to other carriers. We have also adopted measures both physical and
logical to protect these networks. We have four IT networks which
are critically important to our business. As we will discuss in more
detail, we have voluntarily undertaken a number of cybersecurity
measures to protect our IT networks, both physical and logical.

Security of these critical networks is very important to
MetroPCS. We maintain a comprehensive, holistic, risk-based infor-
mation security program built on industry best practices covering
people, process and technology. We use a combination of hardware
and software services. Our security program directives are driven
by a formal governance function and include, among other things,
centralized policy management, security awareness, training, and
internal and third-party monitoring, physical protection, threat
identification and vulnerability management as well as intrusion
prevention.

We are particularly focused on security at the perimeter of our
IT networks and use multi-level security technologies to prevent
unauthorized access to our IT networks from both inside and out-
side our company. We conduct and we have third-party vendors
conduct regular network security audits and penetration tests and
have standardized on a single provider or all network equipment.
Further, our IT networks are broken up into segments with fire-
walls between critical segments. Our 24/7 monitoring efforts, which
are augmented by our cybersecurity partners, can generate hun-
dreds of thousands of potential cyber threat alerts a day but result
in just a handful of real threats, which we address immediately.
While we cannot say definitely we have never had a cyber intru-
sion, we are not aware of any significant cyber intrusions or cyber
attacks that have been successful at disrupting our IT or commu-
nication networks.
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In addition, we have also adopted a number of other measures
to protect our customer information such as encrypting hard drives,
installing virus and malware software, and for a mode access re-
quiring two factor authentication. We also conduct background
checks, segregate duties of personnel and log all access and
changes to critical systems. MetroPCS has also implemented nu-
merous physical security measures such as card key and biometric
access.

Our staff also maintains vendor-specific and industry-recognized
certifications and regularly participates in vendor-sponsored sym-
posiums, industry summits and conferences. We are involved in
these groups, not because we are required to but because they are
a valuable source of information and best practices.

MetroPCS does not believe that regulation is required or war-
ranted at this time, particularly for carriers that do not provide
services to government or local public safety organizations. Car-
riers are already well incented to protect their networks, and this
is particularly true for month-to-month service providers like
MetroPCS. If we do not provide the level of protection our cus-
tomers want or demand, they can terminate service without pen-
alty and can activate service with a competitor. Governmental reg-
ulations and private sector certifications such as PCI also force pro-
viders to invest in the appropriate tools and practices to detect and
deter cyber threats.

Market forces are better suited to respond to constantly changing
cyber threats. If regulations are considered, MetroPCS urges that
these requirements be flexible and tailored to the threat. Regu-
latory compliance can be particularly burdensome for carriers who
compete by providing an affordably priced differentiated service for
consumers.

Unfortunately, even voluntary obligations can evolve into a man-
date on industry. We support voluntary industry efforts, industry
standard bodies, enhanced governmental consumer education and
the FCC’s cybersecurity stakeholder efforts along with government
sharing of cyber threat intelligence including a national central
clearinghouse. Finally, no carrier should be liable for using such in-
formation.

Thank you again for the opportunity to testify and I look forward
to any questions that you may have.

[The prepared statement of Mr. Olsen follows:]
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Thank you, Chairman Walden and Ranking Member Eshoo. It is an honor to appear
before you and your colleagues on the Communications and Technology Subcommittee today. |
hope that you will find my testimony to be informative and helpful as Congress debates the
appropriate role of the Federal government in the important area of cybersecurity and private

sector communications networks.

My name is John J. Olsen. I am the Senior Vice President and Chief Information Officer
for MetroPCS Communications, Inc. I have nearly 30 years of experience in the information
technology and communications fields. Prior to joining MetroPCS in April 2006, | served as the
Chief Technology Officer at a heath care technology company, as a Vice President of Systems
Development and then as a Vice President of Information Technology Engineering at another
major wireless and wireline telecommunications provider, and as the Chief Information Officer
at a large business network solutions provider. Before that, 1 held a number of positions
managing information technology for a large electric and gas utility. I began my career as a
Director of Management Information Systems for the U.S. Air Force School of Aerospace

Medicine.

MetroPCS is headquartered in Richardson, Texas, and is a leading provider of unlimited
wireless communications services for a flat-rate on a no annual contract basis. We currently are
the fifth largest facilities-based wireless provider in the United States based on number of
subscribers served, and we operate networks covering approximately 100 million people. As of

December 31; 2011, MetroPCS had over 9.3 million subscribers.

As a leading innovator in the wireless industry, MetroPCS was the first provider in the

United States to launch a 4G LTE commercial network in 2010, the first to launch a dual mode
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4G LTE/CDMA phone and the first carrier to provide a dual mode 4G LTE/CDMA handset
using the Android operating system. MetroPCS currently offers consumers 4G LTE services in
the following major metropolitan areas: Atlanta, Boston, Dallas-Fort Worth, Detroit,
Jacksonville, Las Vegas, Los Angeles, Miami, New York City, Orlando, Philadelphia,
Sacramento, San Francisco and Tampa. And with MetroUSA®™, MetroPCS customers can use
their service in areas throughout the United States covering a population of over 280 million

people through roaming agreements MetroPCS has reached with other carriers.

MetroPCS also owns and operates approximately 160 retail stores, but the majority of our
customers purchase their service plans and phones and pay their bill through thousands of
independent MetroPCS dealers, of which a substantial portion are minority or women owned
businesses. Consumers also can purchase MetroPCS services through Amazon.com as well as

online through our own website.

To support our business and our customers, we use four IT networks for our business and
communications network operations. Al four networks are critically important to maintaining
our ability to provide reliable services to our customers and safeguarding proprietary customer
and corporate information. I am responsible for three of the company’s IT networks: M-Net,

SOA-Net and V-Net. The other network, OD-Net, is operated by our engineering group.

The M-Net (or Metro Net) is used to interconnect our corporate office, regional offices
and retail stores. The network carries encrypted subscriber data, email and provides Internet
connectivity and data from point-of-sale terminals located in our retail stores. The SOA-Net is
the Service Oriented Architecture layer that is mainly used to integrate transactions, including

billing, payment processing and customer activations and deactivations, and allows our different
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vendors and systems to interact with each other. The SOA-Net resides within the Amdocs data
center. The V-Net (or vender net) is the point-to-point vendor network that is mainly used for
vender transactions that are not integrated through SOA-Net or which do not interact with the
Amdocs billing system. The OD-Net or Operational Data Network is the IT network that

connects the facilities and backhaul of our communications network.

All four of MetroPCS’ IT networks utilize Multiprotoco! Label Switching (MPLS)
circuits from two large, well-known and highly reputable national service providers based in the
United States. The MetroPCS IT network equipment, including hardware, routers, switches,
firewalls, intrusion prevention systems and wireless access points, are made by a major, well-

recognized reputable vendor based in the United States.

MetroPCS also operates a separate WiFi network in each of its retail stores for customers
and employees to use for demonstrations and other purposes. However, each is a stand-alone

private network that does not connect to any of the other MetroPCS networks.

Security of these critical networks and the customer and personal information transmiting
over these networks is very important to MetroPCS. To secure these networks, MetroPCS
maintains a comprehensive “risk-based” information security program built on industry best
practices covering people, process and technology. The foundation for the program includes
standards such as COBIT (Control Objectives for Information and Related Technology), 1SO
27001 (an international standard for information security management) as well as other
compliance-related standards. MetroPCS uses a combination of hardware, software and services

to secure its IT networks.
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Our security program directives are driven by a formal “governance” function ensuring
that the program is aligned based on defined organizational risk tolerance levels. Other program
component highlights include centralized policy management, security awareness, training,
internal and third-party monitoring, physical protections, threat identification and vulnerability

management as well as intrusion prevention.

Further, the ongoing validation and improvement of our security program is based on

periodic internal and third-party assessments and auditing.

As for the nuts and bolts of our program, we are especially focused on security at the
perimeter and use multi-level security technologies to secure our networks, and to prevent
unauthorized access from both inside and outside our company. We also conduct regular
network security audits and penetration tests. As part of our security program, we have third
party vendors conduct regular network security audits and penetration tests. Further, we have
standardized on a single provider for the equipment for all of the networks which, in our view,
increases the effectiveness of firewalls and encryption which we use extensively. Our networks
are also broken up into segments with firewalls between critical segments. For example, there is
a firewall, as well as other security measures, between our retail stores and the rest of our
networks. Amdocs, which holds our customers’ CPNI, also is firewalled off from the rest of
MetroPCS’s IT networks. Our independent dealers also do not have access to MetroPCS® IT

networks. Rather, they connect through our Amdocs billing system using secure sessions.

For the networks that I manage, we have implemented 24 hour monitoring solutions,

which includes devices placed within our network to monitor for any kind of malware, intrusion
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attempts or other unusual activity. We also monitor the devices for performance anomalies and

suspicious activity which could be evidence of an attack.

Qur monitoring efforts, which are augmented by our cybersecurity partners, can generate
hundreds of thousands of alerts a day regarding potential cyber threats, but they are pared down
through focused review to just a handful of potential threats that merit attention, which we

immediately address.

The OD-Net used by our communications network, which is managed by our engineering
group, employs similar technology that we use on the other IT networks, It is important to note
that MetroPCS has built a 24/7 Network Operations Center (“NOC”) in the Dallas area that
monitors every switch and cell site on the communications network as well as the OD-Net. The

security for the OD-Net is handled through the NOC.

Of course, MetroPCS has implemented numerous physical security measures to protect
its data center and NOC, such as the use of multiple levels of card key and biometric access and
security. And, MetroPCS has a second data center for disaster recovery in another region of the
country where critical systems are replicated to enable the networks and systems to get back up

and running in the event of a localized event in Dallas.

MetroPCS’ information security staff also maintains vendor-specific and industry-
recognized certifications and organizational memberships. In addition, the information security
staff regularly participates in vendor-sponsored symposiums and industry summits and
conferences. We are involved in these groups not because we are required to, but because they

are a valuable source of knowledge sharing and best practices.
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While MetroPCS cannot say definitely that we have never had a cyber intrusion, we are
not aware of any significant cyber intrusions or cyber attacks that have been successful at

disrupting our IT network.

In light of the significant voluntary measures MetroPCS takes to secure its key IT
networks without any government mandate and, to date, has avoided any successful cyber
attacks, MetroPCS does not believe that additional government regulations are required or
warranted at this time, particularly for private sector communications service providers, such as
MetroPCS, that do not provide services to the Federal government or local public safety
organizations. Private sector companies like MetroPCS are already well incented to protect their
networks because their customers would have a negative reaction to cyber intrusion, especially

one that disrupts service on the network or exposes CPNI or customer personal information.

This is particularly true for service providers like MetroPCS who provide services on a
month to month basis where customers can terminate service at any monthly renewal without
any penalty. This provides a powerful economic incentive to protect customer information.
Further, there is substantial retail competition for wireless carriers. If MetroPCS does not
provide the level of protection its customers want or demand, its customers can terminate service
and activate service with the numerous other facilities and non-facilities based competitors.
Moreover, wireless providers do have other reasons to voluntarily undertake these measures.
Current Federal regulations like the Federal Communications Commission’s CPNI rules and
private sector certifications such as PCI for credit card transactions also force communications
service providers to invest in the appropriate tools and practices to detect and deter cyber threats

to their networks.
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MetroPCS also believes that private market forces are better suited to respond quickly to
constantly changing cyber threats. While MetroPCS does not believe additional government
regulation is necessary at this time, if regulations are considered, MetroPCS urges that these
commercial requirements be flexible and tailored to the size and amount of threat a particular
private sector provider may face. Regulatory compliance can be particularly burdensome for

competitors such as MetroPCS who compete by maintaining a low cost structure.

MetroPCS does support the enhanced sharing of information regarding cyber threats by
the Federal government as long as there is no mandated reporting requirement imposed on the
private sector. Unfortunately, even obligations imposed on industry that start out as “voluntary”
could evolve into a burdensome mandatory requirement on industry, where the costs far out
weigh the benefits. In that light, a Federal government sponsored central clearinghouse for cyber
threats could be useful to private sector entities like MetroPCS and our third party vendors that
currently waste a great deal of time tracking false threats. While IT security companies
collaborate and maintain their own cyber threat databases, there is no central clearinghouse for
industry to utilize. Additionally, MetroPCS supports those who advocate immunity from
lawsuits for private sector entities if such a clearinghouse is established. Basically, there should
be no liability if a private sector company does or does not use the information that may be

available in the central clearinghouse.

Overall, any cybersecurity legislation that Congress may consider should focus more on
protecting the government’s own critical IT systems and networks from cyber threats and sharing
critical information with private industry. And while the private sector may be able to help the
government in that regard, it should not be used as a means to impose onerous and unwarranted

regulations on the private sector.
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Thank you again for the opportunity to testify, and I look forward to any questions that

you may have.
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Mr. WALDEN. Thank you, Mr. Olsen. We appreciate your com-
ments today and we will back to you with questions as well.

Now we will turn to our final witness on the panel this morning,
Mr. Scott Totzke, Senior Vice President, BlackBerry Security
Group, Research in Motion, RIM. Thank you for being here and we
look forward to your comments.

STATEMENT OF SCOTT TOTZKE

Mr. TorzKE. Chairman Walden, Ranking Member Eshoo, mem-
bers of the subcommittee. Thank you very much. My name is Scott
Totzke. I am the Senior Vice President of BlackBerry Security at
Research in Motion, and I am pleased to be here to talk to you on
the topic of cybersecurity.

RIM revolutionized the mobile industry when we introduced the
BlackBerry in 1999, and today our products and services are used
by millions of customers around the world. There are more than
630 carriers and distribution partners in 175 countries that offer
BlackBerry products and services to our customers. More than 90
percent of the Fortune 500 customers are BlackBerry customers
today, and we have a longstanding relationship with the U.S. Fed-
eral Government including Congress, the Department of Defense
and the Department of Homeland Security.

Mobile communications face similar security risks as non-mobile
communications. Several of the same types of threats and attacks
that have existed in traditional computing platforms can impact
smart users today, and as the power, ubiquity and computing capa-
bilities of smartphones have increased over the last few years, the
threat matrix continues to evolve exponentially. Most users have
yet to realize the applicability of both the existing and emerging
threats to what is essentially a smaller and more mobile computing
platform that they already have at their home or office.

An effective and comprehensive mobile security solution must
therefore provide protection by proventing unauthorized access to
the smartphone and its data, to protect the data in transit over the
wireless network and to protect the corporate network using fea-
tures that are built into the platform. While technology vendors
can provide components of these solutions, it is equally important
that as a mobile technology industry, we help government, enter-
prises and consumers better understand the risks involved with all
types of online activities.

For our part, RIM focuses on designing secure and efficient solu-
tions for enterprises and consumers. RIM has a history of inte-
grating security features into its products and firmly believes that
security technologies are an important foundation for a digital
economy. RIM has built security features in that allow for data to
be encrypted and protected from unauthorized access, to limit and
control access to information on the smartphone by third-party ap-
plications, and to remotely erase sensitive information in a case
where a phone is lost or stolen. These controls can all be centrally
managed by the BlackBerry Enterprise Solution, which is designed
to give large and small organizations the ability to balance indi-
vidual and enterprise use of BlackBerry smartphones while pro-
tecting the privacy of their corporate and employee information.
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RIM also believes that there needs to be more focus on security
testing and certification that establishes a baseline for technology
vendors. Without an established baseline to properly gauge the se-
curity of a product or a network, it is difficult to make informed
decisions. Vendors that work to certify their mobile solutions
through trusted validation programs provide assurances to govern-
ments and consumers who would otherwise be unable to verify the
security of the claims being made by the vendor.

BlackBerry products and solutions have already received more
security accreditations globally than any other wireless solutions,
and our consumers value this level of transparency when it comes
to protecting their information. We feel that greater adherence to
security standards like FIPS would help customers better under-
stand their personal and professional investments in protecting
their information.

Lastly, this panel has raised a number of concerns regarding two
extremely important points related to the evolution of security and
technology in the mobile industry that I would like to address. The
first concern is related to information sharing. While there is in-
creased competition between vendors, there is also an increasing
degree of commonality in the components used by many desktop
and mobile platforms. This directly translates into an evolving risk
of cross-platform vulnerabilities, creating a level of shared risk that
increases the need for vendors to work together to responsively dis-
close and address these concerns. This also means that programs
such as RIM’s information sharing program need to fully engage
with public sector entities such as the US-CERT to ensure timely
and bidirectional flow of security information.

The second issue raised here is related to supply chain security
and the impact it can have on the security and availability of net-
works. A product that has been modified or created in an author-
ized manner could pose security risks to the customer’s information
and to the overall posture of RIM’s network, our carriers’ networks
or our customers’ networks. RIM has been working for several
years to embed network security elements directly into the silicon
of our products and in all aspects of our manufacturing process to
ensure that only authentic products are allowed to obtain network
services. We believe that this combination of hardware security,
operational security and manufacturing, facility security, software
security, network security work together to mitigate many of the
concerns about knockoff products or products that have otherwise
been tampered with, impacting the security of our customers’ infor-
mation. We support the subcommittee’s efforts to raise awareness
of this wide-reaching impact in respect to supply chain-related se-
curity issues.

Chairman Walden and members of the subcommittee, I would
like to thank you again for the opportunity to provide RIM’s per-
spective on these critical issues.

[The prepared statement of Mr. Totzke follows:]
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Chairman Walden, Ranking Member Eshoo, and Members of the Subcommittee, my
name is Scott Totzke and I am the Senior Vice President of BlackBerry Security at Research In

Motion. | am pleased to appear before you today to speak on the issue of cybersecurity.

Research In Motion (RIM), a global leader in wireless innovation, revolutionized the
mobile industry with the introduction of the BlackBerry® solution in 1999. Today, BlackBerry
products and services are used by millions of customers around the world to stay connected to
the people and content that matter most throughout their day. Founded in 1984 and based in
Waterloo, Ontario, RIM operates globally in the Americas, Europe, the Middle East, Africa and
Asia-Pacific. There are more than 630 carriers and distribution partners offering BlackBerry
products and services in over 175 countries around the world. More than 90% of the Fortune
500, as well as countless government agencies, are among our customers. We have a

longstanding relationship with the federal government. RIM is proud to serve the U.S. Congress,
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the Department of Defense, and the Department of Homeland Security, just to name a few of our

valued federal customers.

Mobile communications face similar security risks as non-mobile communications.
Several of the same types of threats and attack techniques that have existed on traditional
computing platforms can impact smartphone users as the power, ubiquity, and computing
capabilities of smartphones have increased over the last few years. Most users have yet to realize
the applicability of both existing and emerging threats to what is essentially just a smaller and

more mobile computing platform than they already use in their home or office.

As with any computer security solution, a mobile solution must take into consideration
what applications the smartphone will need to run, what data it will need to send, receive, and
store as well as the regulations with which the organization must comply. While the challenges
and security concerns are constant regardless of whether the computer is mobile, mobility
requires additional considerations due to the constraints of the platform relative to a desktop PC
(in terms of screen size, computing power, battery life, and network capacity) and the ubiquity of
mobile smartphone use across diverse populations. An effective and comprehensive mobile
security solution must therefore provide protection by preventing unauthorized access to the
smartphone and its data, to data in transit over the wireless network, and to the corporate network
using features that are built into the platform in order to properly account for these inherent
limitations. While technology vendors can provide components of these solutions, it is equally
important that, as a mobile technology industry, we help government, enterprises, and consumers

understand the risks involved with all types of online activities.

The topic of eybersecurity is becoming increasingly predominant in discussions related to
the worldwide growth of mobile data and communications for consumers and enterprises. At its
core, cybersecurity means protecting and securing our networks from all forms of attacks and
ensuring that these networks continue to operate in times of crisis. For governments and
enterprises this is best done through the application of a cybersecurity policy that enhances the
safety of an organization, its partners, and its customers, thereby minimizing the risk of exposure

and possible exploitation and maintaining valuable brand credibility, The cumulative measures
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that individuals and organizations take to protect their network assets (personal computers,
mobile phones, servers, and so on) are generally known as cyber defense. To understand the
impact of cybersecurity and cyber defense in the global conversation, and most relevant to this

Subcommittee, we must understand the value of security in mobile communications.

RIM focuses on designing secure and efficient solutions for enterprises and consumers. A
longtime innovator and leader in mobile communications, RIM has a history of integrating
security features into its products and firmly believes that security technologies are an important
foundation for a digital economy. Furthermore, RIM’s position is that built-in security features
are essential to the delivery of any technology that will be used for mobile communications if
governments, enterprises, and citizens are to benefit from a consistent foundation of security.
RIM has also built in features that allow for data to be encrypted and protected from
unauthorized access, to limit and control access to information on the smartphone by third party
applications and to remotely erase sensitive information in the case where a smartphone is lost or
stolen. These controls can all be centrally managed by the BlackBerry Enterprise Solution, which
is designed to give large and small organizations the ability to balance individual and enterprise
use of BlackBerry smartphones while protecting the privacy of their corporate and employee

information.

Without this level of built-in security, individuals and organizations are left to employ a
variety of solutions, including antivirus software, firewalls, and encryption, to help protect
personal information on mobile platforms. As an industry, we need to meet the public demand
for secure personal and business information, and our communication solutions need to provide
built-in security features that allow users to manage their privacy protection easily and
consciously. Every security decision is an exercise in risk management and we need to ensure
that the technology that users have access to provides a level of transparency and assurance

around the protections afforded to them by their mobile solution providers.

RIM also believes that there needs to be more focus on security testing and certification
that establishes a baseline for technology vendors. Security is a complex discipline that requires

users to make informed decisions about their information. Without an established baseline to
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properly gauge the security of a product or network, it is becoming increasingly difficult to make
these informed decisions. Vendors that work to certify their mobile solutions through trusted
validation programs provide assurance to governments and consumers who would otherwise be
unable to verify the security of the mobile technologies they use. BlackBerry products and
solutions have already received more security accreditations globally than any other wireless
solution and our customers value this level of transparency when it comes to protecting their
information. Greater adherence to security standards like FIPS would help customers better
understand their personal and professional investments in protecting their information. The
assurance that the information of a business, however large or small, established or
entrepreneurial, is trusted and suitable for use by some of the most security-conscious
organizations in the world is an essential cornerstone in developing trust and confidence in the
online economy and its established and emerging brands. As citizens merge their private and
business lives on their mobile smartphones, this principle becomes essential to their safety and

livelihood.

RIM owns and operates the global BlackBerry Infrastructure (sometimes referred to as
the Network Operations Center or NOC) and manages the delivery of wireless messages on
various wireless networks sent to and from BlackBerry smartphones. This model simplifies
wireless for customers and optimizes protocols for wireless environments by creating a trusted
bridge between private networks — the customer’s internal network, multiple carrier networks,
and RIM’s service delivery infrastructure — yet it also ensures that there is a trusted path

between all parties that is based on strong, cryptographic, mutual authentication.

The BlackBerry Infrastructure is an integral part of RIM’s ability to deliver industry
leading push services, security, manageability, and spectral efficiency for RIM’s customers and
partners. It is designed to efficiently manage the transport of messages between the wireless
network and a smartphone and it transfers more than 25 petabytes of data traffic in a month. All
messages sent to and from BlackBerry smartphones can be routed through the BlackBerry
Infrastructure by default and the BlackBerry Infrastructure is designed to provide a highly secure

connection between an organization's network and its smartphones.
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Unlike traditional VPN solutions, the BlackBerry solution utilizes built-in, efficient
protocols that allow them to authenticate with each other while they transfer data. By building
mutual authentication and security directly into the data transfer protocols, the system ensures
that every packet contains information that is useful to the end user. This is especially relevant in
times of crisis when carriers’ network infrastructure can become overwhelmed or are operating
at a greatly reduced capacity. The blend of security and spectral efficiency allows BlackBerry
smartphone messaging systems to remain fully operational when most in need — an essential

element of any mission critical network.

Lastly, the panel has raised concerns regarding two extremely important points related to

the evolution of security in the technology and mobility industry that I would like to address.

The first concern is related to information sharing. While there is increased competition
between vendors there is also increasing commonality in the components used by many desktop
and mobile platforms. This directly translates into an evolving risk of cross platform
vulnerabilities, creating a level of shared risk that increases the need for vendors to work together
to responsibly disclose and address these concerns. This also means that programs such as RIM’s
Information Sharing Program (RISP) need to fully engage with public sector groups such as US

CERT to ensure the timely and bidirectional flow of critical security information.

The second issue raised is related to supply chain security and the impact it can have on
the security and availability of networks. A product that has been modified or created in an
unauthorized manner could pose significant risk to the security of our customers’ information
and to the overall security posture of RIM’s BlackBerry Infrastructure, our carrier partner
networks, or our customers’ networks. RIM has been working for several years to embed
network security elements directly into the silicon of our products and into all aspects of our
manufacturing processes to ensure that only authentic BlackBerry products are allowed to obtain
network services, We believe that this combination of hardware security, operational security in
manufacturing facilities, software security, and network security work together to mitigate many

of the concerns about “knock off” products or products that have otherwise been tampered with.
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We support the Subcommittee’s efforts to raise awareness of the wide-reaching impacts of the

supply chain security issue.

Chairman Walden and members of the Subcommittee, | would like to thank you once

again for the opportunity to provide RIM’s perspective on these critical issues.
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Mr. WALDEN. Mr. Totzke, thank you very much for your testi-
mony. All of you, thank you very much. We appreciate your being
here.

I am going to lead off with questions. So Dr. Amoroso and Mr.
Olsen, you say in your testimony that you routinely track threats
to your networks. I assume you all do that. How can we facilitate
information sharing among network providers of such information
while protecting consumers’ privacy and companies’ competitively
sensitive data?

Mr. AMOROSO. I think the big debate has been between govern-
ment and industry, right, that has been the big issue. Like if I go
to a security conference and some hacker whispers to me that there
is a signature that I should be looking at, then I scribble it down,
run back to my op center and put it in place. If a government indi-
vidual does that, then I can’t put that in the network because we
would be operating as a branch or an agent of the government or
something like that. So that seems to me a little silly, like that is
something that probably ought to be addressed.

Mr. WALDEN. That is the kind of specific issue we are trying to
drill down to here. Can you give us something more specific? Where
does that show up? Do you know statutorily?

Mr. AMOR0OSO. Oh, yes. I mean, like the United States intel-
ligence agencies and law enforcement agencies regularly see dif-
ferent types of signatures that we don’t look for. We are not in law
enforcement. We are providing service to customers. We don’t chase
that sort of thing down. We chase it to the point where we can stop
it, and that is it, but like intelligence groups will really dig down
deep and see something that we don’t. For them to share that, par-
ticularly if it is classified or something is awkward and it is stilted.
And I know in my own company whenever I get involved in some-
thing like that, there is more lawyers involved in the discussion
than there are people in this room right now. So, you know, it is
almost like we are disincented to even bother. So I don’t think it
is so much whether, you know, between different groups we share
because, frankly, we kind of do. The Internet wouldn’t work if we
weren’t sharing constantly.

Mr. WALDEN. But are there any prohibitions? If you spot some-
thing, if you go to that conference and a hacker says look for this
signature, is that something that Mr. Olsen, Mr. Mahon and others
should be looking for as well on their networks?

Mr. AMOROSO. I am sure they do.

Mr. WALDEN. And then is there a way you can share that infor-
magion with them or are there impediments to that kind of shar-
ing?

Mr. AMOROSO. I mean, we all buy services from a lot of the same
companies that do that. You know, we pick companies that do a
really great job of that. I buy from three or four different compa-
nies that provide about the same intelligence everybody else is
going to get. You know, it is pretty good, you know, and they are
incented to make sure it is pretty useful because I pay them every
month for it.

Mr. WALDEN. And do the customers. And so I guess the question
then is, there is not a problem sharing information back and forth?

Mr. AMOROSO. Sometimes there is, right?
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Mr. WALDEN. Is that a problem we should address? We are look-
ing for barriers.

Mr. AMOROSO. I mean, here is the classic example. AT&T had an
exclusive on the iPhone for some period of time, so I put a bunch
of people down in New York City, PhDs right out of school and I
told them find ways to filter attacks being aimed at iPhones, that
will really help our customers, and they worked real hard and we
came up with some, and once other carriers got access to the
iPhone, do you really think I would want to give them, you know,
the fruits of the work that we are doing? Their incentive is to do
it as well and, you know, compete with us, and I would like my
customers to say hey, I am going to stay with AT&T because they
are really investing in doing protection and our competitors say the
same thing, and we innovate that way. That is kind of—that is a
case where, you know, it is not necessary for me to share. The mar-
ket is going to force our competitors to want to catch up or for me
to catch up to somebody else. That is the right balance between,
I believe, all of us. But between government and industry, I think
the information sharing should be more free.

Mr. WALDEN. Thank you, Doctor.

Mr. Olsen, do you want to comment on that?

Mr. OLSEN. Thank you, Mr. Chairman. At MetroPCS, besides our
internal controls and our internal systems, we also have
cybersecurity partners, so securing monitoring firms that we use to
monitor our network and our systems 24 hours a day. Those firms
do share information between them, but if I believe I understand
your question, there is not a central clearinghouse for that informa-
tion for the folks that are outside of those security companies to
easily share information. So if Mr. Amoroso recognizes a threat or
is told about a threat in his network, there isn’t a central place
where he could notify other companies or other carriers even in the
same industry that this threat is out there and we should respond
to it.

Mr. WALDEN. And is there an incentive? Because I almost a dis-
incentive to do that. If you have done the research, you identify the
threat, you protect your customers, why do you tell other
iPhone——

Mr. AMOROSO. I don’t know that it is a disincentive. Keep in
mind that when we advertise or broadcast that there is a threat
we are worried about, you are telling the bad guys too, right? I
mean, so it is a little—it would be a little weird to be too open
about what you are concerned with. So I kind of like the existing
model. I mean, I think that there are companies that do this. We
evaluate them, and when the intelligence looks pretty good, we buy
it.

Mr. WALDEN. All right. My time is expired.

We will turn now to the gentlelady from California, Ms Eshoo.

Ms. EsH0O. Thank you to all of the witnesses. Excellent testi-
mony.

First to Mr. Livingood, I think it is really terrific that you are
the first ISP in North America to fully implement the DNSSEC as
you noted in your testimony. How do we encourage other ISPs to
follow your lead? What would be—just quickly. I have a whole se-
ries of questions.
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Mr. LivINGooD. So I think on that question regarding DNSSEC
adoption by other providers, I think it is important to keep in mind
one thing, which is, it is not just about network operators, it is
about banking sites, it is about other Web sites, software devel-
opers. A lot of people have to implement DNSSEC to make it work
in the ecosystem. But specific to network operators, I would say
that there is actually already a lot of that interaction going on al-
ready. You know, one of the beautiful things about the way that
the Internet has worked and is successful is, there is a lot of these
multi-stakeholder consensus-based organizations that groups get
involved in. One of them in fact happens to be one of the CSRIC
working groups that I am on, and they will be coming out with a
recommendation soon, and a number of our companies partici-
pate——

Ms. EsH00. When will that be?

Mr. LivINGooD. I think that it is due today, the recommenda-
tions.

Ms. EsH00. Oh, good. You never know on government time. Con-
gress has an extensive network to ensure the security of our mobile
devices and the network that they run on. I experienced this first-
hand last year when I traveled abroad as part of a Congressional
delegation, and my device became infected during the trip, and the
device never left me. I mean, I practically slept with the thing
under my pillow. It never was out of my purse. It was never left
in the hotel. But nonetheless it was infected. The good news is, be-
cause of the proactive measures in place, the threat was detected
prior to being reactivated in the House network. So as a company,
what steps do you take to ensure that your customers, particularly
those in smaller organizations, adhere to the same proactive secu-
rity measures? And I guess my question is to Mr. Totzke, to Dr.
Amoroso—I love your name, Amoroso—and Mr. Olsen.

Mr. TorzKE. Thank you, Congresswoman. I will go first. I mean,
we provide a comprehensive list of guidelines for configuration of
the device so our administrators have white papers and informa-
tion they can access on the Web site, and our goal is to make sure
that your administrator, your IT organization that looks after your
device if it is a BlackBerry device has full control over that device
at all times, so there is a comprehensive set of policies, more than
500 of them, that an administrator can send to control all aspects
of the platform including preventing access to information or dis-
allowing you the installation of software on the device. So we try
and do that. As I think will be a common thread here, there is a
lot of education in this industry. Security is a complex set of deci-
sion-making things that we have to do on a daily basis and a lot
of risk that is really difficult for people to understand. We are try-
ing to offer as much transparency and help to our customers
through publication of standards and best practices and forums like
this.

Ms. EsHO00O. As I understand, one way to prevent potential botnet
activity is to isolate and block IP addresses that pose a threat. Do
you all have the technology to do this today, and if so, has it been
effective?

Mr. AMOROSO. I can comment. I mean, we have the technology
to block but it doesn’t work, so, you know, we can certainly—we do
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try. We try real hard. Botnets all of your PCs being infected. That
is what it is. Like we have made the mistake in computing of turn-
ing every person in this room into a Windows system adminis-
trator. That is what you do part time when you are not legislating.
So that model is wrong, and most of you don’t do a very good job
of it, nor do I. I bet people at this table, we would shrug and say
we probably don’t do it well either. So we have distributed the re-
sponsibility massively and that risk

Ms. EsHoOo. Is that what causes the complexity that you just dis-
cussed?

Mr. AMOROSO. Well, it is billions of people around planet Earth
with PCs that are improperly protected, so it is a piece of cake to
build a botnet. We watch botnets, you know, new ones every day,
ones that are 50,000, 100,000 botnets we don’t even bother naming.
We just say oh, there is another one. We track them and just try
to contain it. So it is not a matter of blocking the IP addresses, be-
cause we would be blocking you. You probably wouldn’t like that.
“Sorry, you can’t get on the Internet today. Why? It looks like you
have a botnet.” We would just shut the whole Internet down if we
did that.

Ms. EsHOO. In my opening statement, I mentioned the issue of
supply chain and the security that I think really needs to be
brought to that. First of all, do you share these concerns about the
supply chain, and if so, what do you think would be the appro-
priate role for us to play in addressing it? I think it is a serious
issue. Our telecommunications network that we came to more fully
appreciate after our country was attacked was the system that we
relied on. If we didn’t have that, I don’t know what we would have
done. So I think that—and there are constant things that keep
comilng up relative to the supply chain. So I welcome any comments
on that.

Mr. ToTzKE. So I will answer that from a device manufacturer’s
standpoint. You know, this has been a concern for RIM for the dec-
ade-plus that I have been there. We have to understand where we
get our components from, where we manufacture the devices, and
when we started, it was real easy because we just made everything
in our factory and it was all under our control and you grow into
a global entity, you deal with outsourced manufacturing and kind
of distributing that capability around the world with different part-
ners. So it brings into question, you know, are you actually manu-
facturing the product you think you are making or are you getting
something that is whole and intact. We have really focused on un-
derstanding what we can do to secure our products in the manufac-
turing process as well as the parts that come in. So for some of our
strategic vendors, we are actually doing serialization and embed-
ding kind of cryptographic elements in their silicon before it gets
to us, and then our manufacturing process goes through a
verification of every tool along the line, checking with RIM head of-
fice to say are you allowed to actually perform this operation, and
the combination of hardware and software, so the embedded certifi-
cate is in the silicon. The hardware checking that the software
hasn’t been tampered with is used to authenticate the device to get
BlackBerry services. So we know that a device hasn’t been tam-
pered with and it has been manufactured by RIM and it is intact
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when you first turn it on, and that authentication protects our net-
work, our carrier partners’ network and your networks, and is that
hardware, software and network layer all working together to en-
sure the integrity of the BlackBerry services that we provide to our
customers.

Ms. EsH00. Thank you.

Mr. WALDEN. Thank you.

We will now turn to the vice chair of the committee, Mr. Terry,
for questions.

Mr. TERRY. Thank you, and with my 5 minutes and five people,
I want to ask you all the same question, and that is in regard to
the fact that you are the interface. If I want to have an Internet
experience, I have to hire one of you. So what are you doing to pro-
vide me services that will protect at least to some extent from
botnets and viruses or attacks to my information and my com-
puter? And we will start from left to right, my left to right, Mr.
Livingood.

Mr. LIvINGOOD. Sure. Thank you. So I think we all have some-
what similar, you know, capabilities. It is a multilayered approach.
There is not any one thing that is going to solve it. So it is sort
of, you know, like an onion. There is lots of layers, and it is every-
thing from intrusion protection that is at the edge of a network to
things that provide denial-of-service attack, you know, mitigation
when you see those things to botnet intelligence systems that de-
tect botnets and start to notify customers—I mentioned that in my
opening statement—and then to notify customers, and there are
also a number of things that we all do and we do in particular to
educate customers, to help them understand what things they need
to secure in their network, the software they need to manage, gets
them the software that they need to secure their network and their
computers. So it is a multilayered approach.

Mr. TERRY. Mr. Amoroso?

Mr. AMOROSO. That was exactly what we do, same thing. There
are a lot of different products and product names. I mean, I will
tell you the one thing we don’t do, and that is, we didn’t sell you
the computer, we didn’t sell you the operating system that runs on
the computer and we didn’t help you select what type of software
to put on there, and increasingly the ISPs are getting dragged into
that, and it is a difficult situation because, you know, a lot of times
people will say ISP, you know, I got something wrong with my PCs,
you guys are sitting off in a cloud somewhere watching, you should
figure out how to fix my PC, and that is something all of us strug-
gle with.

Mr. MAHON. We do all a number of very similar things, I think,
in the ISP world, you know, to protect particularly residential cus-
tomers. I think you have heard the spyware, the anti-virus, paren-
tal controls. We all have education and awareness, you know,
places on our Web site, our home page where you can go to. We
have a botnet notification program. In fact, if your computer does
become a bot on a botnet, we have a method to notify you and then
facilitate you cleaning up your home device.

Mr. TERRY. Mr. Olsen?

Mr. OLSEN. I think there is a lot of commonality in the ap-
proaches that we are all taking. One of the distinctions that I made
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in my opening comments regarding our cybersecurity partners I
think is really important. These are people that are focused, that
their full-time job is cybersecurity. They are looking for threats all
the time and they have hundreds, if not thousands, of customers
that are feeding them information and they are seeing real-time
threats go through many companies. So a threat that might hit one
company, they are aware of before many of us would see that. So
I think that information sharing in that cybersecurity industry is
really critical and it is something that we value.

Mr. TeErRrY. All right. Mr. Totzke, you may have already an-
swered this question when you were talking to Ms. Eshoo.

Mr. ToTrzKE. Yes. So certainly the embedded security elements
are part of that but beyond that, you know, we have user- and ad-
ministrator-controlled security that lets our users dictate what
level of protection they want to put into the platform, and we do
have services available to consumers and enterprises that allow for
on-device encryption of data, remote backup, remote restore, the
ability to remotely lock and wipe the device so you can deal with
this eventuality as a mobile device that is going to be lost or stolen
or left in a taxicab, so we give you the capability out of the box to
deal with any of those eventualities.

Mr. TERRY. Good. I appreciate that. I guess the last 47 seconds
I am going to give to Mr. Amoroso. Should the responsibility be on
the ISP providers to have a system to detect viruses as they enter
into your network before they get to my computer?

Mr. AMOROSO. If we knew how to do that reliably, I would have
been trying to sell you that years ago. It is a very difficult thing
to detect viruses and malware. Sometimes we can kind of pick it
up, and we do notify, just like the rest of them. I call 100 to 1,000
people very week. The problem is, if I really knew what to tell
them, knew exactly how to fix their PC, I would call everybody.
Why just restrict it to the ones that happen to notice active
malware? We would tell everyone. The problem is, there isn’t a per-
son in this room that can tell you how to clean malware off your
PC other than reimage your computer. You know, that is the best
we can do.

Mr. TERRY. Can’t we just tell you to stop it?

Mr. AMORO0SO. I wish I knew what—you know, here is the reason
we can’t stop it. I don’t know if you are familiar with the concept
of an encrypted tunnel, but when you visit a Web site and see
https, that means there is cryptography between you and the Web
site and everybody says oh, that is really secure, you should look
for that. The reality is, every hacker in the world knows to make
sure they are pushing their malware through that encrypted tunnel
because none of us can see it. So we can sort of block the Web site
but they hide the malware in places we can’t see. That is where
anybody would go.

Mr. TERRY. Well, it is such a fun issue to deal with.

Mr. AMOROSO. Here is what—when we pick up malware, it is the
equivalent to somebody falling over and having a heart attack on
the table, and we all go, that is rapid response to preventive care.
You fell over, you had a heart attack, I picked that up. That is
easy. It is picking up the stuff that isn’t easy, and that is why it
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is difficult for us to build reliable services that will detect malware
because it is hidden. Any hacker would do it that way.

Mr. WALDEN. Thanks.

Mr. Doyle, you are up next.

Mr. DoYLE. I think we ought to just call him Dr. Sunshine.

Mr. Totzke, I want to ask you about Federal workers. As you
might know, the White House is currently working on a national
mobility strategy to determine how the employees of the Federal
Government are using their mobile devices, and they are going to
decide, for example, whether all agencies can bring their own de-
vices to work much like many private sector employees do. Now,
we don’t of course advocate to prescribe one particular type of
phone for everyone to use in the Federal Government but what se-
curity issues do you foresee that might come up as a result of this
if we allow all Federal workers to use their own mobile devices and
how do you think device manufacturers can make sure that the
data that is on the phone of Federal workers, especially in sensitive
agencies, remains secure?

Mr. TOTZKE. So as you move to more of a heterogeneous environ-
ment where you bring your own device for what we call personal
liable, individual liable devices, one of the challenges you face is
that the security of platforms is going to vary based on the vendor
and the posture and the features that they built into that. So get-
ting a consistent view of security and how you are protecting your
information is probably one of the issues. There are, you know,
kind of liability and discovery issues in more of a corporate con-
text—who owns the information, who owns the intellectual prop-
erty if you have to go through any kind of a litigation, maybe not
so much in the case of a Federal Government employee, and then
how do you protect the information on the device, which I think is
probably one of the more important ones. You know, there is a
level of encryption built into BlackBerry to encrypt all of that data
at rest, whether that is personal data or government data, and that
is one of those that can be enforced remotely. But as we look at
how we go into a bring-your-own device scenario, you know, the
biggest concern that I have is this lack of a standard bar for pro-
tecting information, and what I would be most concerned about is
sort of a race to the lowest common denominator so we have three
or four competing platforms, so in order to allow everything we are
going to reduce our security requirements to the bare minimum,
which I think is the wrong thing, especially at the government
level.

Mr. DoYLE. Thank you.

Mr. Livingood, given the concerns outlined by Dr. Sunshine
about implementing the DNSSEC, can you outline for us why
Comcast made the decision to begin using DNSSEC and whether
you think it has had the intended benefits that you hoped it would
have?

Mr. LivINGOOD. Sure. Well, you know, the intended benefits, it
is a long-term game there. I think one of the challenges with
DNSSEC adoption was that you needed some critical mass for peo-
ple to start signing their names, for people to build software to do
that, and we felt like we could play a role in leading the industry
in creating that critical mass. So, you know, that is part of the rea-
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son that we did it. I think the reason, you know, at root why we
did that is, when the Kaminsky vulnerability came out in 2008, it
fundamentally scared the heck of us. If our customers couldn’t be
sure that when they went to BankofAmerica.com it was that Web
site, that scared us because then, you know, they are less likely to
use the Internet, they are not going to care as much about higher-
speed services and so on, and that is incredibly important to us. So
to have a way—we all certainly had a short-term fix to that but
to have a long-term fix to that we thought was incredibly impor-
tant, and DNSSEC appears to be that one, and we are pleased to
help lead the way and create that critical mass to help adoption.

Mr. DoYLE. Thank you.

And just in closing, Dr. Amoroso, I have enjoyed your testimony
and it makes us all realize how much work we all have to do to-
gether to face this problem that certainly there is no easy answer
to. But I want to thank all the panelists for your testimony today.
It has been very enlightening.

I will yield back, Mr. Chairman.

Mr. WALDEN. Mr. Doyle, thank you very much, and we will go
now to Mr. Shimkus for 5 minutes.

Mr. SHIMKUS. Thank you.

I kind of want to build a little bit on what my friend Mike Doyle
mentioned, but I want a different perspective, because it popped in
my mind when he talked about Federal workers. Where are you
finding your cyber warriors today from? In other words, where are
they coming out of? Are they coming from private universities? Are
they coming out of the military? Briefly, the cutting-edge new peo-
ple who are helping you do this stuff, where are they coming from?

Mr. LivINGOOD. So I will start. I think it is a variety of places,
and I would say, you know, there is a need for more educational
focus not just in cybersecurity but ICT generally, but we find peo-
ple in a variety of ways. Some are former military service mem-
bers, former law enforcement. Others are just Linux system admin-
istrators that are interested in security. Others are, you know,
former childhood hackers or something like this, and they are in-
terested in it. So it is a variety of things.

Mr. SHIMKUS. But is there a college path? I mean, can you get
IT training in the business schools or computer science classes?

Mr. AMOROSO. I would like to comment. So I have been teaching
at Stevens for 22 years. I teach this semester. If you looked at my
class in 1990, you would see something that would look like a typ-
ical college class. I went to Dickinson, Pennsylvania, so pretty—a
mix of kids. My class today at Stevens is about 98 percent foreign
nationals, and I have got about 65 in the classroom, and almost all
of them have the intention of leaving the country when they com-
plete their master’s or PhD because they see bigger opportunities
elsewhere.

Mr. SHIMKUS. Well, and that kind of segues, and if you all want
to jump in, you can real quick, but I don’t want to forget the aspect
of compensation for people entering the private sector versus the
government sector. There is this debate on salary compensation. I
don’t know where it is. I mean, we have the same issues about
bringing in the best and the brightest, but if we are not compen-
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sating them for what the private market bears, then there is an-
other thing. Does anyone want to jump in?

Mr. ToTZKE. Just on where we source. So there is certainly out
of the education system, out of the military and intelligence, we
find some people kind of moving into private industry. The most
talented guy on my team is a high school dropout, and so I think
using the education system as a bar doesn’t really help identify the
best talent. He would be one of the top recognized kind of hackers
and researchers in the world. So it varies, and I don’t think you
can actually teach somebody to be a hacker. There is sort of if you
want to be a researcher in that area, there is an ingrained men-
tality you are either born with or not, so it is not like I am teaching
somebody a trade like programming and getting to a level of so-
phistication in developing software. Being an attacker is a much
different mindset.

Mr. SHIMKUS. Right. Thanks.

You know, the debate on the Senate side, and this is how you
provide is, what happens if the Federal Government requires you
to follow a new government security standard? What happens to
you? That is the debate on the Senate side legislatively. One has
a government-imposed standard. One is really, I think, letting you
guys fight the battle yourselves. So does anyone want to jump in?

Mr. AMOROSO. I will offer just a brief point. My guess is, any-
thing you can write down that you can think of as kind of a best
practice is already being done here, and the things that we are
back at the shop worrying about now are things that are not on
your list, like as an example, we talked about botnets. You know
when I saw the first botnet? Remember Y2K? We were building the
Y2K White House communications fusion center, and we were wor-
ried that we were going to get DDoS’d for one day. That would be
really bad if you are knocked out one day and miss the millennium
change. You can’t really move that date, right? So we were com-
pletely freaked out by botnets then and we have built—a lot of peo-
ple in this room, we have built ways to steer traffic around and fix
it and now we have a service and we moved on to the next thing.

Mr. SHIMKUS. Yes, and let me put a final challenge out because
I do agree, how do we incent innovation in this area, which is part
of the opening statements. Incentivizing usually means government
money here or government tax credits. You know, that is all kind
of persona non grata right now in this new world in which we live
in, so I would ask you to help us wrap around about this, and
maybe it is easing regulatory burdens. Maybe there are things we
can do that are not a dollar-cents component but tax credits, things
like that. It is very difficult to do in today’s environment. I will just
throw that out.

Thank you, Mr. Chairman. I yield back.

Mr. WALDEN. I thank the gentleman.

And with the committee’s indulgence, Doctor, could you just ex-
plain DDoS?

Mr. AMOROSO. I am sorry. That stands for distributed denial of
service. Here is how it works. When my voice talks to all of your
ears, it is one thing to many ears and it works great if you are all
quiet and you listen, your ears work. But if you could bounce my
voice off your ears to him, it would sound like you are all shouting
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at him, right? My voice to all of your ears and then you reflect it
back, that is a denial-of-service attack. We hit all your PCs and
then tell all your PCs to shout this way, and boom, it all comes and
it sounds like this big attack and it clogs the pipes and knocks
them out. That is how it works.

Mr. WALDEN. All right. Thank you, Doctor.

Now we go to Ms. Matsui.

Ms. MATSUIL. Thank you, Mr. Chairman, and this is all chal-
lenging and frightening at the same time here, and I do appreciate
all of your testimony.

I want to go into another area here. As we look into developing
industry best practices standards for ISPs, should ISPs’ own cloud
services be included as well as other cloud providers or do you
think because that technology is newer, it could be better for cloud
providers to consider forming their own best practices to secure
data in the cloud? I would like Mr. Mahon and Dr. Amoroso to an-
swer that, please.

Mr. MaHON. Well, first of all, we are already talking to the cloud
providers, and some of us in fact are cloud providers. So I do think
that the conversation is well underway. We are very familiar with
the challenges, and if you really think about it, the term “cloud”
is a rather generic term that is probably misunderstood. It can
mean a number of different things for a different type of customer,
and so therefore I would say we continue to include them in the
conversation as we have everyone else, so to speak, at the table as
partners and the solutions that you are looking for are really going
to have to be integrated across a very wide platform. So therefore
I would say that you would want to keep them in the conversation.

Ms. MaTsul. OK. Thank you.

Mr. AMOROSO. So my mother has a PC at home that at this in-
stant I am sure is like attacking China or something. It is not ad-
ministered properly and she has got, you know, a big tower with
Verizon FIOS, the whole thing. She doesn’t need that. She would
be better much served to have a cloud provider just take care of
all of that for her, and she should just be using, you know, some
appliance to hit the Internet. The reason she doesn’t is because
there is software on the PC that she wants to be able to use that
hasn’t been put in the cloud. So in general that concept is a more
secure concept than my mom trying to do it administration. So I
think cloud in general is a more secure model than the one we
have now.

Ms. MATsul. Oh, OK. That is good to know.

Dr. Amoroso, given your expertise in this area, what are the dif-
ferences between securing wired and wireless communications net-
works and how can these differences be accounted for in any type
of cybersecurity initiatives?

Mr. AMOROSO. Well, they are pretty big, right? The differences
are significant. You know, if we had 3 hours, I could take you
through the whole thing, but I will give you one example. Remem-
ber when—I am guessing most of you remember when computer se-
curity was just don’t put an infected floppy in your computer. Re-
member that?

Ms. MATSUL Yes.
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Mr. AMOROSO. And it was like don’t put software on your ma-
chine that you don’t know where it came from. It seemed like per-
fectly good common sense, right? What do we do every single day
on app stores? You know, we are downloading stuff, I don’t know
who wrote that, I don’t know where it came from but boy, it sure
looks pretty cool, I think I will download it to my device. That is
something we are going to have to address from a security perspec-
tive. That is the big difference between wired and wireline.

Ms. MATsuL. OK. I am also thinking that so much of what we
do is wireless, so much we do within our homes is wireless, and
yet it is just so easy to do it that most people don’t think about
it at all, and I am concerned that we are not thinking as broadly
as we should be thinking as far as some of the personal use, and
I think it came about here with Mr. Doyle’s too and the govern-
ment area too. But it is so easy to be carrying tablets and different
cell phones around, and for me, the part that is really to me quite
frightening is that nobody knows what they don’t know, and we are
looking at you and you are saying too that there is a lot of things
you don’t know too, and we look upon you as experts, and I am
hoping that we can build in some incentives here with sort of a
sharing of information that goes beyond some of your commercial
type of concerns. Because I am looking ahead, this is even getting
more and more complicated as we develop more tablets and
smartphones and whatever that we are losing control of the
cybersecurity aspect of it, and the software aspect, I think you
brought up, Dr. Amoroso, is really important, the education facet
of that, and actually kind of building our principles and standards
into that too.

So that is just a comment, and I really do appreciate your being
here, and I think I am learning more and more every time one of
you opens your mouth, so thank you very much for being here.

Mr. WALDEN. Thank you for your comments.

We will go now to Ms. Blackburn for 5 minutes.

Mrs. BLACKBURN. Thank you all so much, and I tell you what I
think I am going to do is just ask my question, then if you all want
to respond or respond in writing, that would be wonderful.

First of all, going back to something that Mr. Shimkus said, I
would like to hear from each of you, and you can say it now or send
it to me, what you are seeing as the disturbing trends and what
is kind of the next thing out there. I would like to know that. I
would like to get an idea of how much of your cost of doing busi-
ness is beginning to center around the cybersecurity issues.

In your testimony, several of you have mentioned in one way or
another either in response to the questions or testimony fear that
the Federal Government could end up being more of an impedi-
ment than a facilitator in bolstering some of the cybersecurity ef-
forts. I would like for you to speak to what you are concerned that
we might do and then what we are not doing that we should be
doing and hear from you in that vein with your consumers, I would
appreciate knowing what you are doing to educate them. I think
that one of the things that helps us as we work through the process
is being certain that consumers are educated, so if I could get that
bit of information.
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And then when we look at the hacker attacks that are out there,
some of the anonymous attacks, some of those, there is one in the
news today, I think there are five people that they are bringing for-
ward on charges. What kind of government-imposed performance
requirements would help keep pace with some of the technological
evolution that you are seeing in these cyber attacks? And if we
were to do a government top-down sort of structure to try to deal
with cyber enemies, would that be giving a signal to that cyber en-
emies? Is that kind of too much information for them to be able to
work around?

So those are the questions that I would love to hear from you
on—the trends, the costs, what we are doing, what we are not
doing, dealing with consumers, how you are educating them and
then looking at the attacks, the cautions you would give to us
there, and with that, anyone that wants to respond?

Mr. LIVINGOOD. Sure, I can go first, and I will try to be quick
so that others can answer. In terms of the positive things that gov-
ernment can do, I think making information sharing easier, there
are a number of things there to help. I think that government has
a role to play in education, whether that is PSAs or other kinds of
education for, you know, end users, for citizens. I think there is
also an opportunity to help incent or fund additional R&D. I know
that NIST and other groups try to do research and security and
other Internet futures. I think there is more than can be done
there that is important.

And in terms of things to be careful of or be aware of, I think
it is to be aware of mandates and be careful of mandates. I think
we don’t want to be focused on checklists and compliance. We want
to be focused on innovation and the threats of tomorrow, not sort
of the threat today.

Mrs. BLACKBURN. Thank you. Anyone else?

Mr. OLSEN. Well, I could just make two comments. Several of the
questions and comments today mentioned incentives. I can tell you
as an IT professional, we are heavily incented to make sure that
we are protecting not only our internal resources but all of our
partners that are interconnected with our systems. I think one of
the things that is a little scary so far is, we monitor all of our cus-
tomer service channels, our call centers, stores, Web site, and we
are not seeing a lot of requests from our customers concerning their
own security of their handsets and devices. So I think education is
certainly going to be important. I think there is just not a general
awareness in the consumer population how big an issue this is.

Mrs. BLACKBURN. OK.

Mr. MAHON. Maybe a comment more around why it is so difficult
to regulate this arena. We have been speaking here rather generi-
cally about mobile devices and cybersecurity threats, but it is a
much broader problem depending on what category you are looking
at and because there are multiple categories of threat actors trying
to be—finding a solution in a prescriptive way is very difficult. If
you think about who is coming at you and why they are coming at
you, you could have a nation-state coming at you for all sorts of
reasons. They could be coming at the Federal Government for mili-
tary reasons, but that same nation-state could be coming after a
corporation for intellectual property, everything from under-
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standing that that intellectual property is not just a 50,000 cor-
porate environment, it could be in a 50-person law firm doing your
M&A activity for you. So you have that broad landscape if you are
looking at nation-states.

If you are looking at criminal activity, sure, you have what used
to be the script kiddy doing something that was relatively harmless
and maybe at best you have hired them today as your network ad-
ministrator if they grew up, but on the other hand, you have orga-
nized crime looking at more broadly the world and how does it
make money. If you look at the recent FBI investigation of the
DNS-changer malware that infected hundreds of thousands of com-
puters, then you can take a look at your anonymous and others
that are more hactivists trying to make a point, and then you come
down to your insider threat in your companies that are doing it to

you.

So if you think about that landscape and the data that they are
after, they are after it for sometimes different reasons. When you
try to put a regulatory overlay on that, it is very difficult to put
us in a position to respond to those kind of four broad categories,
and then at the same time make sure we have our checklist compli-
ance programs going. Thank you.

Mrs. BLACKBURN. Thank you. Yield back.

Mr. WALDEN. The gentlelady is yielding back and now recognize
the gentlewoman from the Virgin Islands, Dr. Christensen.

Mrs. CHRISTENSEN. Thank you, Mr. Chairman. Good morning,
everyone. Thank you for being here.

I have a couple of questions. Let me begin with Mr. Amoroso.
You suggest in your testimony that Congress define the roles of the
various executive branch agency in cybersecurity. Where do you see
the FCC as an independent agency playing a role?

Mr. AMOROSO. Well, I don’t—I mean, I don’t think there is an
agency right now that is in a good position to come in and solve
a problem that we can’t solve ourselves. I mean, if it really was the
case where you could write out these five things that we should all
be doing and for whatever reason—negligence, ignorance, what-
ever—we are not doing it, then you really do need somebody in gov-
ernment to shake us, you know, into action. The problem is that
we don’t know what it is that you should be telling us we should
be doing. That is why we are pointing to innovation as the key. So
it is almost kind of a moot question, whether it should be DHS or
FCC or whomever because I am not really sure what they should
be telling us. That is the problem. And there are some things, like
I said, I am part of the team trying to make recommendations. I
am not—you know, I don’t want to lead you to believe that we are
just kind of punting. It is such a hard problem. But I would just
say from an agency perspective, if there was an obvious set of
things that should be done right now, I am kind of thinking the
groups that are here would be doing it. You know, we are incented
to do that. That is the problem. So I hope that addresses the ques-
tion.

Mrs. CHRISTENSEN. OK. Yes, thank you for that answer.

Mr. Livingood, you mentioned that Comcast is an active partici-
pant on the FCC’s Communications Security, Reliability and Inter-
operability Council. So could you just describe for us how you envi-
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sion the council’s contributing to the improvements in
cybersecurity, especially with respect to the types of attacks that
the council is addressing—botnets, Internet route hijacking, the
main name fraud, et cetera?

Mr. LIVINGOOD. Sure. There are a number of working groups. I
am on one. One of the folks that works for me, Mike here, is a
chair of one of them, and they focus on things like the security of
the routing infrastructure, DNSSEC and a whole range of other
things, and I think that, you know, that is a process that works
pretty well. People voluntarily get involved and they work together
on what they think the current best practices are, and that is a
process that repeats regularly every year so that it is not static and
it is not sort of—you know, in 2008, we came up with some best
practices and that is what we are still focused on. It is something
that gets renewed and refreshed all the time and so we can look
at every new threat as it comes out, and that is one of many places
that we all work together. You know, there are lots of others—the
North American Network Operators Group, Message Anti-Abuse
Working Group and a whole range of others, other acronyms that
I could go on for minutes about. But I think groups like that are
good because they are consensus-based, they are voluntary and
they are focused on best practices and really current issues.

Mrs. CHRISTENSEN. And while your customers are mainly using
your service for in-home computers, they also use the WiFi net-
works and cellular networks to access Comcast email and other
Comcast video products, so how do you continue to ensure the same
cybersecurity protections you develop for your core services extend
to these uses as well?

Mr. LIVINGOOD. So a number of our security protections are
things that a customer can download and install on their device
like their home computer, but we have a bunch of things that are
on our network like our Constant Guard system, which is a bot in-
telligence and other security threat system, and that is there for
customers that might just be bringing a device into their network,
maybe it is a friend that is visiting their house and they are on
their WiFi network and they happen to talk, say, a botnet, you
know, we will see those kinds of things. And so, you know, we can
alert customers to that. So whether they have installed software
that we have provided on their device or not, we still have tools in
the toolbox to identify that and help them—you know, tell them
about it and help to solve it.

Mrs. CHRISTENSEN. Mr. Amoroso, you stress the need to foster in-
formations sharing, and we have talked about that a lot here be-
tween the government and private industry as well as among pri-
vate companies. What protections do you think are necessary to
protect civil liberties and consumer privacy, and what do you be-
lieve would be the reasonable boundaries to liability protections
and antitrust exceptions?

Mr. AMOROSO. Well, the issues you raised are the reason we have
those impediments now because, I mean, I am an American, I want
civil liberties, I want all those things, so that is the current state,
that we have swung the pendulum in the direction of making abso-
lutely certain that we are protecting civil liberties. That is a good
thing. So the question is, how do we somehow preserve those lib-
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erties and also allow all of us, you know, to know if there is some
malware thing. I really think we have to figure that one out. I am
not sure I can give you a real good answer on how we do it, but
I think it has to be a pretty high priority because the motivation,
everybody’s shakes and goes yes, if there is not malware, there is
not really a civil liberties issue, Comcast should know that blah,
blah, blah is a problem and they can code that into their system.

So somehow we just have to maybe get the lawyers out of the
room and come up with some kind of a commonsense approach. But
that is the reason, all the things you listed. That is why we can’t
take those signatures today.

Mrs. CHRISTENSEN. Thank you.

Thank you, Mr. Chairman.

Mr. WALDEN. Thank you, Dr. Christensen.

Dr. Amoroso, you should have seen the people shake behind you
when you said get the lawyers out of the room.

Let us go to Mr. Bass from New Hampshire.

Mr. BAss. Thank you very much, Mr. Chairman.

I have a couple questions for Mr. Livingood, but before I ask
those questions, can I ask a mobile or smartphone question for
dummies? Is there a difference in cybersecurity issues between an
iPad or a smart device like this and a laptop or desktop computer?
Make it quick, because I want to ask some other questions. Can
anybody answer that question for me?

Mr. AMOROSO. Well, there is probably a firewall between your PC
at work or something on a wired land so we can do more filtering
and policy control. With your wireless, you go direct to us, to the
ISP, and we have been incented and led, you know, particularly in
Washington, push the packets, don’t look at them, don’t do any-
thing, God forbid you impose any kind of policy or filtering, so we
do nothing, so your connection from wireless is directly to the
Internet whereas your wired connection probably has some IT
group at work.

Mr. BASs. So is this unit here exposed to bots and—is there a
cybersecurity issue associated with my iPad?

Mr. AMOROSO. I don’t know what you are connected to, but yes.

Mr. Bass. Well, let us say I am connected to Comcast, which is
what I am connected to.

Mr. LIvINGOOD. Yes, there sure are those issues and, you know,
I think those are a new class of device, and a lot of the hackers
and other criminals, they are very focused on return on investment.
They are focused where the biggest platforms are and so the more
that those devices get out there, the bigger target that makes and
so they will see, OK, I can spend a couple of days developing this
and I have got a few million devices. So you will start to see more
and more of those things, and depending upon the tablet that you
have, some are more vulnerable at the moment than others, but,
you know, that is something that a lot of Americans are buying and
so that will be the next threat. It will be those type of devices.

Mr. BAss. Who is responsible? Is Apple responsible for this or are
you?

Mr. LiviNgooD. Well, I think it is a variety, so I think with that
device, Apple plays a role. With the Android devices, Google plays
a role. And then all the software vendors that make the apps that
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go on that play a role. But there is also a component of customer
education, and I am sure over time, you know, just in the same
way that we have software that runs on PCs to provide security,
you know, that is going to start to develop and evolve for tablets
and provide that extra level of security as well. We are at the early
stages of that adoption curve.

Mr. BAss. And the same is true for BlackBerry, right?

Mr. TotzKE. Well, I mean, all of the tablets are going to have dif-
ferent risks and different threats, and we look at it in terms of how
we protect our platform. But the theme that I keep hearing over
and over, and I think it is one that this committee has really high-
lighted, is the need for education, right, and when you talk about
computer security, one of the inevitable comparisons is to driving
a car, right? We don’t let people drive a car without a license but
we let them get on the computer, connect to the Internet and
download software without really understanding what those risks
are, and that piece of education—I am not suggesting we license
people to use a computer but we do need a level of sophistication
and education in how we inform people of risks that they have
when they connect a device.

Mr. Bass. Fair enough. I just want to ask a couple questions
about the Constant Guard Protection Suite. I note in your testi-
mony, Mr. Livingood, on page 6, it says “At Comcast, we under-
stand that securing cyberspace is a complex task” and so forth.
“Education, prevention, detection, remediation and recovery are the
core objectives of our anti-malware efforts.” Does Comcast require
its customers to download the Constant Guard Protection Suite,
and if not, how is the customer going to know that it exists and
how are you going to notify them that they have a problem?

Mr. LIVINGOOD. So it is not required that a customer download
that to use our service. You know, they just have to have normal
Internet connectivity to do that. But we do a lot to make customers
aware of that and to incent them to download it both before they
have an issue and after. So before they have an issue, you know,
when they are installed, they are given a lot of information about
the things that are available for them and they are given links to
that and so on. When they get a welcome email from us when they
sign up for service, we are reiterating that for them. And we do a
lot of things on our Web site and other places to promote the fact
that these are available. Certainly after they have an issue and we
notice it, we drive them to a remediation portal, and that is one
of the first things that we recommend that they download is that
suite and we take a number of other steps. So we do a lot of edu-
cation upfront. We do a lot when they come on. We call it
onboarding when they come on as a customer. And we do things
while they are a customer to keep reiterating that and then after-
wards.

Mr. Bass. Real quick. It is limited to Windows operating system,
correct? How long has it been around?

Mr. LivINGooD. That protection suite is pretty recent. I think
that is a little bit more than a year. That is a supplement to a larg-
er anti-virus and security suite that we have had for many, many
years that is——
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Mr. BAss. And real quick, because I have run out of time. What
business incentives, if any, did you get or did you have in devel-
oping and offering this service?

Mr. LIvINGOOD. Well, we view it in two ways. Number one, there
is a competitive incentive if we can be seen as having more security
features or more secure than the next guy, someone chooses us as
their ISP rather than someone else, but the other thing is that cus-
tomers when they come on board as a customer used to tell us that
the two reasons were price and speed, and today, it is price, speed
and security. So customers are very aware increasingly so, not
aware as they need to be but very aware these days about security.
They ask about those things when they call us up to order service.
And so we view it as a competitive feature that we need to add,
and that is why all of the things that we are doing as part of Con-
stant Guard, DNSSEC and other things, are important to us.

Mr. Bass. Thank you, Mr. Chairman.

Mr. WALDEN. Thank you.

Now we go to Chairman Dingell for 5 minutes.

Mr. DINGELL. Mr. Chairman, thank you.

Gentlemen, we have much to do in little time, so I am going to
try to ask questions that you will answer yes or no to starting now
with Mr. Livingood. Gentlemen, you all seem to be in agreement
that imposing new Federal cybersecurity regulations on industry
would stifle innovation and harm industry’s ability to protect con-
sumers from cyber threats. Is that correct, yes or no, starting with
you, Mr. Livingood.

Mr. LIVINGOOD. Yes, I am concerned about that.

Mr. DINGELL. Mr. Amoroso?

Mr. AMOROSO. Yes.

Mr. DINGELL. Sir?

Mr. MAHON. Yes.

Mr. DINGELL. Sir?

Mr. OLSEN. Yes.

Mr. TOTZKE. Yes.

Mr. DINGELL. Now, gentlemen, let us assume for a moment that
the Congress will pursue the no-regulation path in this matter and
instead facilitates greater information sharing about cyber threats
between industry and the government. Would that be your collec-
tive preference? Yes or no.

Mr. LIVINGOOD. Yes.

Mr. DINGELL. Sir?

Mr. AMOROSO. Yes.

Mr. MAHON. Yes.

Mr. OLSEN. Yes.

Mr. TotzKE. I would agree.

Mr. DINGELL. Gentlemen, thank you. In that case, would the
Congress need to consider granting exemptions to the antitrust
laws and the Federal Trade Commission Act in order to allow the
companies to share cybersecurity information amongst themselves?
Yes or no.

Mr. LIVINGOOD. Yes.

Mr. AMOROSO. Yes, I think that is correct.

Mr. MAHON. Yes.

Mr. OLSEN. Yes.
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Mr. ToTZKE. I unfortunately can’t comment on that.

Mr. DINGELL. Very good. Now, gentlemen, similarly, do you be-
lieve that a safe harbor provision should be created in statute to
permit companies to share serious cyber threat information with
government agencies without fear of class action or other lawsuits
being brought against them? Yes or no.

Mr. LIVINGOOD. Yes.

Mr. AMOROSO. Yes.

Mr. DINGELL. The reporter doesn’t have a nod button, sir, so you
have to say yes or no.

Mr. MAHON. It is a yes.

Mr. DINGELL. Thank you.

Sir?

Mr. OLSEN. Yes.

Mr. ToTZKE. I am afraid I can’t comment on that. I don’t know.

Mr. DINGELL. Now, gentlemen, my last several questions have
been premised on a no-regulation scenario wherein the Congress
adopts legislation to promote information sharing between industry
and government. Would you please submit for the record what en-
forcement tools you believe the Federal Government would have in
this scenario to ensure that industry is adequately guarding and
being guarded against cyber threats? I am asking to make a sub-
mission there for the record because of the shortness of time.

Now, gentlemen, let us assume that the government would have
some role in promoting cybersecurity in the private sector. If the
Federal Government were to require the promulgation of
cybersecurity standards, should such standards preempt State
laws? Starting with you, Mr. Livingood, yes or no?

Mr. LIvINGOOD. Yes. It is easier to have one standard.

Mr. AMOROSO. Yes, I don’t know. I am not sure. I haven’t really
thought that one through.

Mr. DINGELL. And you, sir?

Mr. MAHON. Yes.

Mr. DINGELL. Sir?

Mr. OLSEN. I will have to agree with Dr. Amoroso. I haven’t real-
ly considered that.

Mr. TOTZKE. Yes, and I can’t comment on that either.

Mr. DINGELL. Now, gentlemen, I have read with some interest in
Mr. Olsen’s testimony that, and I quote, “the ongoing evaluation or
MetroPCS’s security program is based on periodic internal and
third-party assessments and auditing.” Would your respective com-
panies object if such audits were government mandated? Yes or no.

Mr. LiviINGooD. No, we already provide all those things already.
We already do that.

Mr. AMOROsS0. I think we would object, yes.

Mr. MAHON. We would object.

Mr. DINGELL. You would object?

Mr. ToTZKE. Yes, we would.

Mr. DINGELL. All right. And then let me come back and ask you
to explain that, if you please?

Mr. ToTZKE. Yes, we would probably object but we do this any-
way. We always do that.

Mr. DINGELL. Now, those who have indicated no, would you
please explain briefly?
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Mr. AMOROSO. I can explain. When you write a law, we do paper-
work, so I take people away from doing their day-to-day work to
sit and do work. We have an ops lab, and one of our favorite things
to show people in the ops lab is along one of the walls, we have
got about a mile’s worth of ring binders and they always say there
is the government paperwork followed by a lot of sort of chuckling
laughter, but it is true. You know, we do have a great of paperwork
that we fill out, you know, when we are dealing with different Fed-
eral groups or Sarbanes-Oxley or whatever. There is a lot of paper-
work, so I am just suggesting that if we are already doing it and
government comes in and says I need you to fill out this compliance
checklist, you are taking people away from the work to do paper-
work. That is why we would object.

Mr. LivINGoOD. Very quickly, if I can just make a note very
quickly. I think this is dangerous sending an engineer sometimes,
but I am told that we might have objections. We would object and
have the same concerns.

Mr. DINGELL. Gentlemen, thank you.

Mr. Chairman, thank you for your courtesy.

Mr. WALDEN. Mr. Chairman, thank you for your questions. I
think you got to the heart of the matter quickly.

We now turn to the chairman of the House Intelligence Com-
mittee and a very important member of our subcommittee, Mr.
Rogers.

Mr. RoGERS. Thank you, Mr. Chairman. Thanks for having the
hearing. Thanks to the witnesses as well.

I think one of the big problems that we run into in this is that
we haven’t really sounded the alarm bell. I think in all of the cir-
cles of people who look at this every day, all the security shops, the
IT security shops across America, they know what the problem is.
Average users don’t see it, and that is why there is no hew and cry,
I think, yet about how we get this fixed. But I appreciate all your
comments today.

You talked, each of you, about the importance of information
sharing and keeping it as clean and simple as you can. Talk about
how that would work. So if we bring the folks together, we are
sharing the government secret sauce with you all and you are shar-
ing back malicious ware that maybe the government is not aware
of, talk about how fast this is. There is a lot of talk about civil lib-
erties, and I think people have this visual that people are reading
emails, some guy named Bob in Cleveland is reading everybody’s
email to find this malicious software. It is not how it works. As a
matter of fact, if that happens, it is a miserable failure. Can you
talk just a little bit about how you envision that that would with
the sharing arrangement, real time, no regulatory, all voluntary?
Can you talk about that quickly?

Mr. AMOROSO. Yes, I would be happy to. First of all, I want to
compliment you on your legislation. I think that there is some real
nice elements in the work you have done. First of all, real time, ab-
solutely. Independent auditable, I think is important so that some-
body can come in and look a the way this is done, but it also has
to be controlled like blasting it out, you know, over the Internet
would be a really bad idea but I think you need the balance, right,
this real time but also the ability to come back and look at the
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process, make sure it is transparent without, like I said, exposing
it to our adversaries. That is the right way to do it.

Mr. MAHON. There is also different levels of sharing by industry.
I think you have to look at how you do your risk assessments on
each category that I previously described but there is also right
now a very good example out there of what is working well, and
that is the defense industrial base pilot that is going on, and that
particularly is supporting defense contractors and DOD, but you
can expand that to the financial services industry and other indus-
tries.

Mr. ROGERS. And just for clarification, when we talk about real
time, I have seen numbers as high as 100 million a second, the
packets of information flying around. So if this is going to work,
the malicious source code has to be compared at an incredibly fast
rate. Can you talk about that from an engineering perspective?
Anyone?

Mr. LIvINGOOD. So I think one of the challenges is trying to do
any kind of pattern matching. A lot of the malware that we see and
have seen for a number of years is sort of what is called poly-
morphic where it changes. Every individual, you know, instance of
it is different from the next so a lot of stuff changes. It is not like
it is with anti-spam where you can match on a few key words or
a file attachment and know, you know, that is it, that they target
and flag it that way. So you need to come up with ways, and a
number of us have systems like this and there are others that are
in development that can do this on a wider basis, but that is the
very challenge that you are getting at, which is doing that in real
time. It is incredibly difficult and you are at the edge of computer
science at that point.

Mr. ROGERS. Which is why I think many of you have told us be-
fore the legislation was written, be careful about the regulatory
scheme. If we slow you down, if we give you another row of books
down your mile-long hallway there, it doesn’t work. I mean, we al-
ready have outdated what you are trying to accomplish in the
room, and this is a value added not only for you but for the govern-
ment, is it not? The government also gets benefit from the protec-
tion of all of your great work in the private sector, correct?

Mr. LiviNcooD. That is correct, and there are two things that I
think that raises that are interesting. One is, by the time that a
very prescriptive law would be written, by the time that ink was
dry, the threats would have moved on and so you have got to be
able to be flexible. The other is that we all need to have, you know,
with our software developers and security specialists, you know,
they need to be hard at work in a room, not with half a room full
of lawyers with them slowing them down and asking questions
about, you know, why are you doing this and that. They need to
be at work every day trying to solve this problem.

Mr. ROGERS. And I have to say for the record, this may be my
favorite panel of all time since I have been in Congress. Never so
often have a group of engineers belittled lawyers at the table. You
have warmed my heart today. We have faith that we are moving
forward.

I wish we had time to talk about all the issues. I am very curious
about how you would fix the programming issue, a huge problem
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for us as we move forward. We didn’t talk about exfiltration, which
is very difficult for any of you to catch, which I would argue right
now is the single greatest threat to our economy moving forward,
aside of the things that we know today.

Mr. WALDEN. Would the gentleman yield?

Mr. ROGERS. Yes.

Mr. WALDEN. Could you outline exfiltration?

Mr. ROGERS. Sure. It is—we know that nation-states today are
engaged in getting on to your network lurking. They will be there
for a very long time. You don’t know it. Your system administrators
don’t know it. These folks can’t catch it. Sometimes the govern-
ment—a lot of times the government can’t catch it either. And then
they will latch on to that intellectual property that is on
everybody’s computer today, all those designs, everything that is of
value to that company, and at the right time at the right speed,
they latch on to it and run like heck through your network and
take it back. And we know a country like China, who is investing
in this as a national strategy to exfiltrate intellectual property and
then directly use that intellectual property to compete against
United States businesses, and unfortunately, it is happening at a
breathtaking pace, breathtaking pace, and what is concerning is,
these folks are looking for malicious software that is disruptive or
theft-oriented. This is very sophisticated, as sophisticated as any
you will see, and incredibly hard to detect, and they really don’t
want to break anything. They want to get in and steal it without
you knowing it, and that is what is so troubling about it.

Hundreds and hundreds of thousands of jobs are lost every year
for the theft of that intellectual property that is being repro-
grammed commercially against U.S. companies. This is as big a
problem as I have ever seen and it is one of the many things that
keeps me up at night, Mr. Chairman, so thanks for letting me ex-
plain it, and it is something we didn’t really get into today because
that is really not the focus of what they can even watch. So that
is why this information sharing I think is so important. It would
help American businesses by the Federal Government having infor-
mation and being able to identify that code, share it with the right
partners. It is amazing what we would be able to stop.

Mr. WALDEN. With the indulgence of the committee members,
perhaps given the importance of that topic you could each if you
have anything you want to add on that area, and then we will go
to Mr. Stearns and Mr. Gingrey. Does anybody want to comment
on that?

Mr. AMOROSO. I will. It is called advanced persistent threat, and
he has got it exactly right. It is somebody targeting any of you, like
we know the folks that you run around with, we can craft a fake
email that looks pretty realistic, point you to one of these Web sites
that establishes a tunnel. It drops a remote access tool on your PC.
You know how you log in when you do remote access from work
or from home, wherever you are doing it? This is the hacker now
doing remote access to you. You are now the server, and once they
are on, they can troll around your PC, your network and so on, and
the intellectual property theft has become significant. It is probably
the number one thing I bet all of us, you know, when we go back,
we talk about bot nets here and we talk about DNS, but that is
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not what we deal with when we go back to the office. We are deal-
ing with APT, which is kind of our point, right? We are ahead of
the discussions here, things that we have been dealing with in the
past and the things we deal with now are probably things we will
be here testifying about 5 years from now, so that is an issue.

Mr. TorZKE. And just to echo Dr. Amoroso, the advanced per-
sistent threat, I mean, these are remarkably sophisticated adver-
saries. They are slow. They are patient. They will lurk on your net-
work for years. And, you know, I came from our Canadian head-
quarters. We had a large company go out of business, Nortel, and
part of the attribution of that is loss of their intellectual property
to a foreign State-level adversary, you know, siphoning secrets
right off their network.

So when you look at that, this is a serious concern. As Ed men-
tioned, 5 years from now, you will probably be looking at that. That
is how advanced they are. It is great that you are looking at it now,
Congressman, because the threat is real, it is persistent today, and
as you stated, it is a threat to jobs and it is an economic threat
to the United States and elsewhere.

Mr. WALDEN. Thank you.

Mr. ROGERS. Thank you, Mr. Chairman, and just for the record,
I want to thank Mr. Mahon for his 30 years of FBI service as well.
Thank you for all the time you have put on the target, sir. Thank
you.

Mr. MaHON. Thank you.

Mr. WALDEN. You would think Rogers was a former FBI agent
himself.

Let us go to Mr. Stearns now.

Mr. STEARNS. Thank you, Mr. Chairman.

Let me take my questions a little bit along the lines that my col-
league from Michigan talked about when he talked about advanced
persistent threat. Dr. Amoroso, when you did your opening state-
ment, you were speaking quite eloquently in talking about mali-
cious software, malware, you talked about, and you painted this
picture that the malware itself you were impressed how well it was
developed, put together, and you sort of alluded to the fact that it
was almost not unpenetratable but it was to the point you were re-
spectful of it and were not sure we were keeping up. Is that my
interpretation of what you said?

Mr. AMOROSO. That is exactly right. We are definitely not keep-
ing up. We are trying. But think of the dizzying pace of innovation
that you see out in Silicon Valley, right? I mean, new things every
day. The hacking and the malicious adversary community, they are
moving at the same pace so the job we have is, we have got to keep
up, and you would say hey, guys, you better be ahead of them like
not even enough to just kind of keep up, you better be ahead. So
we are always going to be sort of biased.

Mr. STEARNS. So you are saying you are always catching up?

Mr. AMOROSO. Let us go faster. We have to innovate. We have
to go faster.

Mr. STEARNS. Is that true, you think you are always catching up
then? That is what you implied to me by saying the respectability
you had for this malware.

Mr. AMOROSO. Yes.
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Mr. STEARNS. Is this true for adware, spyware, grayware, all
these others? Is it also applicable to that too?

Mr. AMOROSO. Yes. APTs are the best, right? I mean, APT, this
exfiltration point that the Congressman spoke about, that is the
elite kind of attack vector in 2012.

Mr. STEARNS. OK.

Mr. AMOROSO. Spyware, maybe not so much.

Mr. STEARNS. Now, with the malware, who are these people that
are doing this specifically? Can you name them?

Mr. AMOROSO. I can’t. I am not law enforcement. You might——

Mr. STEARNS. Is there anybody on the panel—when Dr. Amoroso
talked about this malware so respectfully and how eloquently it is
put together, can anybody tell who we are talking about?

Mr. MAHON. I think if you take a look at the most recent inves-
tigation conducted by the FBI on the DNS malware, you will see
that was a group of individuals operating out of Estonia that basi-
cally sent malware to individuals in various forms in emails, and
you clicked on it and it infected your computer in a way that it di-
rected you when you went out to do a DNS-type search, you were
looking for, I don’t know, Amazon.com or some other company, you
really went to their servers and their own servers were actually
embedded in various locations in the United States.

So these are organized crimes. They have figured out how to cap-
italize on the money you can make with the malware.

Mr. STEARNS. Are these people, for example in Estonia, are they
part of a mafia, underground, an organization that is larger that
just in Estonia, without you revealing any

Mr. MAHON. These are no longer just individual hackers. Indi-
vidual hackers are out there but now they have actually formed
themselves into types of federations to work together.

Mr. STEARNS. Across the world?

Mr. MAHON. You can do it across the world. There are a certain
hacking groups you can join and be a member from different coun-
tries.

Mr. STEARNS. So it is like a fraternity? You say I am a member
of the Estonia

Mr. MAHON. Estonia just seems to be a hotbed right now, I think
because of how the economy is run over there.

Mr. STEARNS. Anyone else?

Mr. LivINGOOD. If I could add to that, I think it is actually pretty
interesting. This is a very large and very well organized under-
ground economy. They are specialized. They have some people that
write tools, other people that rent access to bot networks so you
can rent botnets by the hour. You can tell them where you want
people—where you want the bots to be, what kind of computers,
you know, payment network mechanisms between these parties. So
it is very sophisticated and, you know, if you think about from a
criminal standpoint, it is a lot easier to get a return on investment
on this type of thing than it is to go out and do physically oriented
sort of crimes, and the scale is so much larger. These are folks that
operate across borders internationally and there is just an enor-
mous amount of, you know, economic incentive for them to do it,
and it unlike APT, at least in some respects, this is primarily an
economic crime. APT is focused certainly on economics but more on
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intellectual property or embarrassing companies. This is all about
the money.

Mr. STEARNS. Well, I guess, Mr. Mahon, is there a possibility
that we have terrorists involved with this that are part of Estonia?
The terrorists could go to this group or this federation across and
are using them? Is that——

Mr. MAHON. Absolutely. Terrorists use these types of schemes for
funding. Number one, they need funding for their operations. And
number two, they use it just as a communications system. They
know they are being looked at. So the ways they need to commu-
nicate are surreptitiously in a manner that they can’t be inter-
cepted, so they use these types of technologies to communicate with
one another, but they have to fund their operations.

Mr. STEARNS. I guess the basic question is, and this is probably
the premise of understanding what this hearing is all about, what
could we as legislators on this subcommittee or the full committee
or Members of Congress, what can we do to make it easier for you
to operate and at the same time give you the wherewithal to com-
pete and what should we not do? What should we do and what
should we not do? And just as a closing statement, Mr. Livingood,
if we could just go down the panel and each give what we should
do and what we should not do, that would be helpful.

Mr. L1ivINGOOD. Sure, of course. I think what you should do is
help make information sharing easier, remove those impediments.
I think also there is a role for government to play in education,
whether that is PSAs or other things, to raise awareness about se-
curity issues, and I think that there are R&D types of things
through agencies that you can help fund to focus on this.

I think what you should not do is focus on mandates and compli-
ance. That enables us to focus instead on innovation.

Mr. AMOROSO. That sounded good. I would exactly repeat those
comments. I will add one additional, and that is that you do have
some influence around the Federal procurement process, so a lot of
times we see procurements come out and we scratch our heads and
say don’t you think there ought to be, you know, like through GSA
there is this MTIPS program, a lot of us are MTIPS vendors. There
ought to be more business. There isn’t. So I would recommend that
that procurement process ought to be the most secure process in
the entire world.

Mr. MAHON. You know, I would echo what both of them said and
just add the importance of information sharing. We have limited
resources. We conduct risk assessments when we are trying to de-
cide on impacts and probability of events based upon the informa-
tion we have at the time. If a government agency or another carrier
has additional information and we don’t factor that into our anal-
ysis, we are really misaligning our resources and how we develop
our countermeasures.

Mr. OLSEN. I think there is a lot of commonality among the panel
here on what we would like to see. I think just add a little bit to
the information-sharing area. I think the Federal Government has
access to information through various agencies that are watching
the country’s cyber borders and we have seen in our company the
vast majority of reconnaissance scams and attempts to gain access
are coming from China and Eastern Europe, and I think the Fed-
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eral Government would be in a good position to monitor and pro-
vide more information on that.

Mr. ToTZKE. Going last, I get to say I agree with everybody else
on the panel here, especially I want to hammer that information
sharing from government to industry. The purview that intel-
ligence agencies have and that you have in terms of what you see
is much different than what we see. So my team works with Dr.
Amoroso’s team on areas of commonality between RIM and AT&T
where we think we have issues that need to be addressed that im-
pact the security of our customers but we don’t necessary get that
feedback from the government about what do you see that we need
to be aware of, and if there is anything I could ask for, it is a more
transparent, more real-time information-sharing mechanism to let
industry know what government knows so we can act to protect out
networks and by extension protect your information.

Mr. WALDEN. Thank you.

Mr. Gingrey, thanks for your patience as we have gone through
the hearing. You are the last——

Mr. GINGREY. Mr. Chairman, you took the words right out of my
mouth. I think you are exacting the last measure of patience out
of the last member to ask a question, but I moved down here early
in the hearing, as all of you know, because I couldn’t hear very
well, even though the chairman said speak right into your micro-
phones, but I am glad I did move down close because I knew it was
going to be interesting and I know that all five of you are experts
who were going to have a lot of useful information to present to us,
and quite honestly, after 2 hours of this, I am trying to figure out
a way to beat these guys, and the only thing I can think of is an
opportunity to invest in these hacking operations. I don’t guess
that would be legal, but if it were, I think that would probably be
one of the best ways for us to win. Thank you all very much.

Let me ask a couple of specific questions, and maybe this cuts
a little bit to the chase of one of the main reasons why the chair-
man is holding this hearing, and each one of you, please, starting
with Mr. Livingood, answer this for me. Do you believe the FCC
has enough cybersecurity expertise to allay the concerns that some
industry stakeholders have with the Commission? If they do choose
to impose cybersecurity regulations on you guys, on the network
providers, do you have enough confidence in their expertise to do
that, Mr. Livingood?

Mr. LIvINGOOD. So I don’t know the answer to that. You know,
we work with a lot of folks at the FCC and enjoy doing that. They
have a lot of expertise. Whether they have enough here, I think
that is a tough question. I don’t know the answer.

Mr. AMOROSO. I have said earlier, I don’t think there is any
agency that has the right expertise to do that. If we knew what the
answer was, we would be doing it, so I don’t think it is a knock
on any one particular agency. I just don’t think there is any agency
that has that capability right now.

Mr. GINGREY. Mr. Mahon?

Mr. MAHON. And I would agree with Ed. The answer is no. But
I don’t think anyone does, and I think that is the importance of col-
laborative relationships. You do need to bring people in from all
sorts, the Federal arena as well as the private industry area to
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work together due to the evolving nature of the threats in this
arena.

Mr. GINGREY. Mr. Olsen?

Mr. OLSEN. Yes, it is an important question, but I would have
to agree with Mr. Livingood. I don’t know whether they do or not.

Mr. GINGREY. Mr. Totzke?

Mr. ToTZKE. Yes, I don’t actually know either. I think what you
are hearing here, and it is common amongst the panel, is the de-
fender job, the job that we are trying to do to protect your informa-
tion, is exceptionally hard and it is actually much more difficult
than being on the other side.

Mr. GINGREY. Yes, speaking of hedge funds.

Let me go back to Mr. Olsen. In your formal testimony that you
gave, you talked about the clearinghouse. I would like to know a
little bit more about that specifically, and do you think that would
be helpful? And maybe you could elaborate a little bit more on that.

Mr. OLSEN. I think there is really two aspects to that. One is
where the Federal Government is sharing with private sector, with
industry, what they are seeing as far as threats, and I mentioned
a little while ago about the threats from outside the United States,
so I think that is a critical component. The other is where compa-
nies should share, private companies could share information on
threats that they are seeing and that clearinghouse would have to
be sponsored by somebody, and I think the Federal Government is
really the right place to do that.

Mr. GINGREY. And I think you addressed also in your testimony
the hold-harmless provision that would be necessary to share that
information so that you wouldn’t be subject to lawsuits and that
sort of thing.

Mr. OLSEN. Yes, sir.

Mr. GINGREY. I have got a little time left. I have one more ques-
tion then. The Internet is currently transitioning from this Internet
provider v4 to v6 addressing. Does that process create any new
cybersecurity issues, and will transitioning alone solve any
cybersecurity issues that currently exist? Does the process of
transitioning present opportunities to resolve existing cybersecurity
issues? We will start with Mr. Livingood and just go down the line.

Mr. LIVINGOOD. Sure. I think, you know, we have been a leader
in IPv6. You know, I think that all of those issues that exist in the
current Internet and IPv4 simply carry over to IPv6. It is just a
new form of addressing. You know, that being said, because it is
a new form of addressing a new technology, you are introducing
new things into the ecosystem. To Dr. Amoroso’s point earlier, it
is a complex ecosystem. When you change something, it can have
unintended consequences. And so it is something that you have to
keep an eye on and make sure that you are not introducing any
new vulnerabilities. But I think if there were any, it is simply be-
cause, you know, some security that worked great in IPv4 might
not have all the same features.

Mr. GINGREY. Dr. Amoroso?

Mr. AMOROSO. Every device on the planet running v6 in theory
would be addressable, would be routable, and that is a pretty dan-
gerous situation, so for all of us, we have to figure out how to archi-



101

tect security protections around that. So I do have some concerns
about the v6 transition.

Mr. GINGREY. Mr. Mahon?

Mr. MAHON. Yes, the architect and engineering teams are still
working through this, but as they have said, you have legacy sys-
tems being married up with new evolving technology, and when-
ever you do that, you are going to have things evolve as you begin
to deploy it.

Mr. GINGREY. Mr. Olsen?

Mr. OLSEN. I think from a protection standpoint, I think it is a
step ahead, but the bad guys are out there working just as hard
as we are to find another way around that, so as soon as we make
an advancement in technology, they are right out there keeping
pace with us.

Mr. GINGREY. And finally, Mr. Totzke?

Mr. ToTZKE. And this just, as Ed said, expands the attack sur-
face and by doing so increases the risk, so we have new and un-
known risks that we are going to have to figure out how to miti-
gate.

Mr. GINGREY. Mr. Chairman, thank you for your generosity of
those 45 extra seconds, and I will yield back.

Mr. WALDEN. Actually, you got close to 49. Thank you, Mr.
Gingrey, for staying and participating.

I want to thank all of our witnesses and all the folks behind
them who I am sure played some role, but we really appreciate
your insights. It is very helpful in our effort. Obviously, we are try-
ing to do the right thing and you are out there fighting the battle
every day, and we don’t want to get in your way. And so we may
be back to you with our working group digging a little deeper on
some of these issues and getting as specific as possible. We hope
to look out too at some of the other types of networks and small
providers. I mean, you obviously represent major providers or a
representation of them. We are also wondering about the weakest
link, which might be small ISPs and how do they deal with this
and do they have the same sorts of capabilities to fight back.

Anyway, I deeply appreciate your willingness to be here today
and share your knowledge with us. We are better for it.

So with that, the Subcommittee on Communications and Tech-
nology stands adjourned.

[Whereupon, at 12:13 p.m., the subcommittee was adjourned.]

[Material submitted for inclusion in the record follows:]
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RESPONSE TO QUESTIONS FOR RECORD FROM HON. ANNA ESHOO

1. I believe that the integrity of the supply chain is essential to the security of our
nation’s communications networks. Do you share these concerns? If so, what rele should
the Federal government, including the FCC play to ensure supply chain security?

A. We agree that supply chain integrity is an important issue. Comcast has very robust
procurement protocols and safeguards in place aimed at ensuring the integrity of our supply
chain, and the equipment and software we acquire. That is a business necessity for us. While it
may be advisable for the Federal government to have its own set of procurement protocols that
ensure supply chain integrity in place in connection with acquisition of equipment for Federal
agencies, imposing such rules on the private sector is neither necessary nor productive. The
marketplace consequences — in terms of loss of trust and damage to reputation — offer network
providers ample incentive to ensure the integrity of their supply chain.

2. How do we ensure private sector commitment to a voluntary ISP code of conduct,
like the one being proposed by the FCC’s Communications, Security, Reliability and
Interoperability Council (CSRIC)?

A. Comecast has been deeply involved in CSRIC cybersecurity initiatives because we think it
makes business sense to do so. Our customers want assurance that the network they are using is
safe and secure. As a result, we have strong incentives to invest capital and resources into
cybersecurity safeguards and to take the actions necessary to secure our substantial investments
in our networks against cyberthreats. The same is true for other network providers.

The CSRIC is a valuable forum because it draws broad industry participation that in turn
generates innovative and useful recommendations. CSRIC’s voluntary best practices approach
enables companies to adapt those recommendations to their particular network architecture and
business model. The flexibility inherent in this voluntary framework is critical, given the
constantly evolving business and technology environment in which ISPs compete and the rapidly
changing cyber threat landscape. Making CSRIC’s recommendations mandatory is unnecessary
and could have the unintentional effect of deterring industry participation in this process in the
future, out of a concern that they could not implement a particular recommendation.

3. How do service providers avoid using the lowest cost provider of equipment, even if
there are risks associated with such a supplier? Is it reasonable to expect them to properly
evaluate the supply chain risks associated with an equipment provider?

A. The initial equipment cost is only one, often relatively modest, element to be considered
in connection with the decision to procure equipment; initial cost and total cost of ownership
over the usable lifetime of equipment are quite different. The quality and reliability of the
product and the track record of the vendor are factors that are just as important as cost, if not
more 0. In addition, the cost and complexity of operating the equipment, the frequency and
quality of future upgrades, the ease of integrating new applications, and the ease of monitoring
and remote administration are also factors, among countless others, Comcast and other network
providers are in the business of providing their customers with a safe, secure and reliable
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connection to the Internet and other services, and therefore have strong business incentives to
avoid equipment vendors that do not have an established reputation for trustworthiness,
reliability, integrity, quality, and other key decision-making factors.

RESPONSE TO QUESTIONS FOR RECORD FROM HON. HENRY WAXMAN

1. Many have expressed a preference for competitive marketplace forces to discipline
companies to implement adequate cyber security measures. Concerns have also been
expressed about overly prescriptive approaches to regulation. Given the potentially severe
consequences to the country of a significant cyber breach, are there any generally
applicable mandates that you believe would be constructive? For example, what if some
other company that is part of the Internet ecosystem fails to be as diligent as yours and, as
a consequence, causes harm to your network, or even harm to a critical infrastructure
sector? Should there be some way of holding all stakeholders accountable for employing
best practices?

A. The most important thing that Congress can do to enhance cybersecurity readiness and
deterrence is to remove uncertainty and legal impediments to the sharing of cyberthreat
information among network providers and between the private sector and the government,
subject, of course, to appropriate privacy protection. With respect to the implementation of
cybersecurity measures, the most effective policy is one that preserves our flexibility to devise
the best possible security solutions that are optimally adapted to our particular network
architecture and customer environment. Even the most comprehensive and forward-thinking
regulation will be likely to restrict or otherwise minimize the overall effectiveness of research
and development in the area of cybercrime — energy spent on developing creative and effective
solutions will be shifted to focus on regulatory compliance.

Prescriptive rules and enforceable mandates are unnecessary to ensure that network operators
implement cybersecurity measures, Network operators have powerful marketplace incentives to
take strong and effective measures to ensure network security and safety. Our customers want
assurance that the networks they are using are safe and secure, and so we have strong reasons to
invest capital and resources into cybersecurity safeguards. The same is true for other network
providers. Network operators also have powerful incentives to take the actions necessary to
secure their substantial investments in our networks against cyberthreats. The marketplace
consequences associated with ignoring or shortchanging cybersecurity issues would be severe.

With respect to the specific example you raise, there are many formal and informal groups that
enable network operators to work together for the greater good and to maintain stable
connectivity between networks. This includes the FCC’s CSRIC, the Broadband Internet
Technical Advisory Group (BITAG), the North American Network Operators Group (NANOG),
the Messaging-Mobile-Malware Anti-Abuse Working Group (M3AAWG), the Internet
Engineering Task Force (IETF), and the Anti-Phishing Working Group (APWG), among other
channels. We agree that network operators alone cannot protect and address Internet cyber
attacks. The Internet is an ecosystem composed of Internet service providers, edge providers,
content developers, and others. The development of a cohesive, effective policy must include
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participation and feedback from all of these stakeholders, not just Internet service providers. We
are working with industry groups to ensure broad participation by all ecosystem participants.

2. Specifically, concerning mobile devices, especially smart phones and tablets, what
are the cybersecurity implications of the wide open apps market, and what is the risk of
botnets spreading to mobile devices?

A. The benefits of an open apps marketplace are significant, and this creates much
opportunity for innovation and the creation of valuable new applications for consumers,
Consumers have long been able to install the applications of their choice on personal computers,
and the rise of smartphones and tablets brings that capability these devices. It is safe to assume
that the threats that come with this model in personal computers will be similar as new devices
become as open and widely adopted, and this is something that we and many other network
operators and other players are working on.

However, the strong growth and proliferation of new mobile, smartphone, tablet, and other
personal devices that have Internet access highlight the need for a consumer-focused approach to
cybersecurity to work in tandem with network tools and protocols. Botnets are typically
surreptitiously installed on common consumer devices, so almost any device with a connection
to the Internet or a local access network (LAN) can become a vehicle for infection. This is
precisely why Comcast has been focusing on conveying to our subscribers the importance of
security tools such as our Constant Guard security suite. As public awareness of these issues
grows, so, too, does consumer demand for comprehensive security offerings that provide peace
of mind as well as a more secure Internet experience.
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The Honorable Anna Eshoo

1. I believe that the integrity of the supply chain is essential to the security of our
nation’s communications networks. Do you share these concerns? If so, what
role should the Federal government, including the FCC play to ensure
supply chain security?

Answer: AT&T, a global company operating in many jurisdictions and exchanging traffic with
entities in virtually every country around the world, relies on a global supply chain. As such, we
share these concerns. Given the global nature of the supply chain, and in particular the fact that
virtually all communications hardware and much software is developed and/or manufactured off-
shore, we believe that our shared concerns over supply chain integrity are best addressed as part
of a holistic cyber security strategy that manages the full spectrum of risks to communications
network infrastructure.

As part of its strategy to operate the most secure and resilient network infrastructure,
AT&T has implemented a trusted supplier program for everything it purchases. At its essence,
this encompasses developing long-term, trusted relationships with suppliers in which we
continuously evaluate all aspects of the supplier’s operations to identify any risks to the AT&T
infrastructure inherent in the relationship. As those risks are continuously identified, AT&T
implements appropriate risk management and monitoring practices, including operational
processes as well as redundancy and diversity in how the supplier’s products are implemented in
our infrastructure. All components of our infrastructure are put through extensive testing in
order to evaluate their performance in normal and stressed conditions, and to identify any
security or performance issues, This happens before they are put in service, and they are subject
to continuous monitoring afterward.

We believe that the best way that any government agency, including the FCC, can assist
the private sector with respect to supply chain integrity is to provide any specific information
that it may possess concerning potential supply chain security threats in order to assist companies
in their performance of meaningful supply chain risk assessments and management strategies.

2. How do we ensure private sector commitment to a voluntary ISP code of conduct,
like the one being proposed by the FCC’s Communications Security, Reliability
and Interoperability Council (CSRIC)?

Answer: Private sector communications providers already have strong incentives, including
substantial economic and reputational incentives, to implement effective cybersecurity practices.
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Further, AT&T and other private sector communications providers have a long history of
working with the government and other stakeholders to keep the Internet secure through
substantial investment and innovation. Indeed, innovation is critical here. Compelling adoption
of a specific code may have the unintended consequence of limiting the flexibility of industry to
react to constantly emerging evolving threats. Therefore, the best way for the government to
encourage private sector commitment and accountability to voluntary codes of conduct is to keep
those activities truly voluntary and by doing so encourage collaborative, creative interaction of
cyber security professionals throughout the communications ecosystem

3. How do service providers avoid using the lowest cost provider of equipment, even if
there are risks associated with such a supplier? Is it reasonable to expect them to
properly evaluate the supply chain risks associated with an equipment provider?

Answer: As mentioned above, supply chain issues are best managed as part of a comprehensive
and continuous cybersecurity risk assessment strategy. For AT&T that means a process that
considers all aspects of product acquisition, including total cost of ownership through the
expected life-cycle of the product, overall performance and product reliability, results of
comparative testing, and long-term experience we have with the vendor, including reputation,
financial transparency, and the integrity of their supply chain. In our experience, a product
provider presenting unacceptable risks in this context, regardless of pricing levels, will always be
avoided.

The Honorable Henry Waxman

1. Many have expressed a preference for competitive marketplace forces to discipline
companies to implement adequate cyber security measures. Concerns have also
been expressed about overly prescriptive approaches to regulation. Given the
potentially severe consequences to the country of a significant cyber breach, are
there any generally applicable mandates that you believe would be constructive?
For example, what if some other company that is part of the Internet ecosystem fails
to be as diligent as yours and, as a consequence, causes harm to your network, or
even harm to a critical infrastructure sector? Should there by some way of holding
all stakeholders accountable for employing best practices?

Answer: We share the concern that prescriptive government mandates are poorly suited to
combat dynamic cyber-threats. The challenges we face in cybersecurity simply cannot be solved
by regulation of cybersecurity providers or critical infrastructure and key resource entities that
tends to focus on processes rather than results. Such regulation tends to drive up costs, and
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thereby drive down demand, and often does not result in any actual improvement of security.
Instead, the best way to address the problem is through private sector innovation and investment,
spurred by market demand for more secure products and services. The government can
accelerate that demand through education about the need for security—either through self-
provisioning or through the purchase of private managed security services.

Threats to our network may occur without regard to the diligence of other entities in the
Internet ecosystem, and we don’t manage our networks on the assumption that all entities with
who we exchange traffic operate according to a set of best practices. Our cybersecurity
professionals continuously monitor our global network for safety, security and reliability
regardless of the source or destination of the data traversing it.

2. Specifically concerning mobile devices, especially smart phones and tablets, what is
the cybersecurity implications of the wide open apps market, and what is the risk of
botnets spreading to mobile devices?

Answer: We are seeing the acceleration of cyber threats into the mobile environment, although
the overall number of cyber threats targeted to fixed devices remains larger. The emerging
mobile applications marketplace is just one aspect of this threat acceleration. While AT&T
maintains stringent controls over the mobile applications it develops and distributes through its
own mobile applications stors, it is unable to exercise control over the broader applications
market.

A number of industry groups are now working to address the various security issues in
the mobility environment, and minimize the potential impacts of the expanding threats. In
particular, as a leader in providing mobility services in the United States, AT&T is now taking
steps to provide all of our mobile customers with advanced security protection in their mobile
devices and in our network, and to offer our enterprise customers comprehensive security
solutions for their business needs, including the ability to securely access their cloud based
information and applications from mobile devices. Several traditional software or edge based
security firms, offer a range of mobile security solutions including traditional anti-virus and anti-
malware options. Additionally, several mobility standards bodies have also established working
groups to review security and privacy address consumer awareness.

3. You stressed the need to foster information sharing between the government and
private industry as well as among private companies. What protection do you think
are necessary to protect civil liberties and consumer privacy? What do you believe
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would be the reasonable boundaries to liability protections, and anti-trust
exceptions?

Answer: It is critical that stakeholders fully appreciate that the cyber threat monitoring, activities
undertaken by communications network and security providers are, as a rule, limited to non-
content metadata, and are undertaken solely to defend network systems and assets against cyber-
attack. Typically, cybersecurity algorithms are performed by computers and then often only on
metadata, rather than on users’ private content. Generalized fears of government or enterprise
“monitoring” of private communications content may be inhibiting more rapid adoption of safe
and secure cybersecurity practices, which are agnostic to that content, particularly in the
enterprise space.

A legal framework that provides clarity with respect to authorized cyber threat
monitoring and threat defense activities, as well as the specific types of information about
emerging threats that can be shared, with whom it can be shared, and for what purpose,
preferably in functional, pragmatic terms that cyber security professionals can understand
without the need to resort to legal interpretation, will assure that individual privacy and civil
liberties are protected. We believe a defined structure that facilitates both the timely and
effective sharing of information and compliance with a simplified legal framework for threat
information sharing is essential. Though this structure should be outside of government, to help
address concerns of the stakeholders you identify in your question, any oversight mechanism
should provide for regular review by Congress. Private sector entities should be given protection
from potential criminal and civil liability in order to encourage and facilitate the rapid and
widespread adoption of cybersecurity practices, especially if threat information sharing takes
place within this framework.
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July 11, 2012

The Honorabie Greg Walden

Chairman

Subcommittee on Communications and the Internet
2125 Rayburn House Office Building

Washington, DC 20515

Dear Chairman Walden:

On March 7, | was a witness on behalf of CenturyLink at a hearing before the Subcommittee on
Communications and the internet on “Cybersecurity: The Pivotal Role of Communications Networks.” |
recently received questions for the record from several Subcommittee members. Please find my
responses below, and feel free to contact me for any additional information or clarification.

Sincerely,

Al Wk

David Mahon
Vice President & Chief Security Officer
CenturylLink

The Honorable Anna Eshoo

1. I'believe the integrity of the supply chain is essential to the security of our nation’s
communications networks. Do you share these concerns? If so, what role should the
Federal government, including the FCC play to ensure supply chain security?

Centurylink agrees that the integrity of the supply chain is essential and takes numerous
measures to test the security and integrity of components going in our network. By
extension, this testing becomes one component in establishing which vendors Centurytink
chooses to work with over time.
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The federal government already plays a number of important roles in cyberéecurity and
supply chain risk management, including managing supply chain risks for federal information
systems. This supply chain management is especially important when provisioning sensitive
government networks through the acquisition processes, which, when appropriate, results
in some of these practices being adopted by the private sector. Through its intelligence
gathering and other uniquely government-related functions, the federal government is
sometimes in a position to identify emerging risks and threat scenarios that private sector
companies might not otherwise know about. By maintaining a close partnership with key
government agencies, communications providers may be able to learn about these
emerging concerns, and betfer minimize their own supply chain risks,

Through public-private partnerships that the communications industry maintains with the
Department of Homeland Security, as our Sector Specific Agency, the government has also
increasingly facilitated important information sharing discussions surrounding common
approaches to emerging threats,

Centurylink believes these federal government roles are important and should be continued
and further refined to better assist the communications industry with addressing supply
chain risk management issues. While Centurylink has engaged in a number of voluntary
cybersecurity initiatives with the Federal Communications Commission (FCC), we have not
considered an official role for the FCC on supply chain issues.

2. How do we ensure private sector commitment to a voluntary ISP code of conduct, like
the one being proposed by the FCC’s Communications Security, Reliability and
Intereperability Council (CSRIC)?

CenturyLink believes the federal government can ensure private sector commitment
by continuing to build trust with private sector partners and working with them to
refine best practices as cybersecurity challenges evolve.

CSRIC is a good example of this. CenturyLink actively provided support during the
development of the voluntary Anti-Bot Code of Conduct for ISPs (ABC’s for ISPs)
and the associated industry best practices. In fact, CenturyLink has already
voluntarily implemented the ABC’s for ISPs and provides notification and education
for its customers regarding bot activity and supports efforts to detect and remediate
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bots through collaboration with other ISPs. The voluntary nature of the code of
conduct is fundamental to its continued success.

The development of the code required cooperative dialogue, among a wide range of
communication providers, regarding consumer education, bot detection, consumer
notification, and remediation. The voluntary code allows providers the flexibility to
take action against bots in a manner that is tailored to their business architecture,
technologies, and challenges.

Due to the cooperative nature of the code’s development, it has received broad
support from major US ISPs. Many ISPs leveraged their code participation during
the FBI’s recent DNS Changer malware event. This is a clear example of how
voluntary public-private partnerships can be utilized to quickly respond to industry
issues.

3. How do service providers avoid using the lowest cost provider of equipment, even if
there are risks associated with such a supplier? Is it reasonable to expect them to
properly evaluate the supply chain risks associated with an equipment provider?

Service providers procure network equipment that will best assure the avaifability,
reliability, security and integrity of the services they offer; cost is just one consideration.
Service providers actively seek information from various sources to provide insights into
these service attributes, and are better positioned to evaluate risks associated with
particular equipment and/or providers.

Service providers may benefit from the federal government sharing any of the concerning
risks or risk scenarios that they are aware of. A frank, open channel of communication with
key government agencies would help service providers better understand and test these
concerns. This would be particularly useful if government information associated with a low
cost equipment provider, that otherwise meets or exceeds commercial performance
standards, is available.
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The Honorable Henry Waxman

1. Many have expressed a preference for competitive marketplace forces to discipline
companies to implement adequate cyber security measures. Concerns have also been
expressed about overly prescriptive approach to regulation. Given the potentially
severe consequences to the country of a significant cyber breach, are there any
generally applicable mandates that you believe would be constructive? For example,
what if some other company that is part of the Internet ecosystem fails to be as diligent
as and, as a consequence, causes harm to your network, or even harm to a critical
infrastructure sector? Should there be some way of helding all stakeholders
accountable for employing best practices?

While CenturyLink cannot speak to other industry sectors, we believe the communications
sector has been very responsive to cybersecurity risks and has been committed and
constructive partners with the federal government in identifying and taking appropriate
measures to protect critical infrastructure. Centurylink shares the sense of urgency and
seriousness that federal policymakers do regarding cyber threats; however, we believe
mandates on the communications sector would modify the sector mindset to one of
minimal, regulatory compliance in an ever-evolving threat environment, and would
ultimately be counterproductive to what has otherwise been a successful partnership.

2. Specifically concerning mobile devices, especially smart phones and tablets, what are
the cybersecurity implications of the wide open apps market, and what is the risk of
botnets spreading to mobile devices?

While Centurytink does not offer retail mobile service, we recognize that botnets are a
potential threat in both the wireline and wireless markets. We believe that a mix of
cooperation with law enforcement, information sharing, consumer education, and various
technical measures could be employed to address the threat in both sectors.
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Questions from the Honorable Anna Eshoo

1. Ibelieve that the integrity of the supply chain is essential to the security of our nation’s
communications networks. Do you share these concerns? If so, what role should the
Federal government, including the FCC play to ensure supply chain security?

Yes. However, MetroPCS does not believe that additional regulation is required or warranted at
this time, particularly for wireless providers that do not provide services to the government,
local public safety organizations or utilities. Wireless services at the retail level are competitive
and wireless providers are aiready well incented to protect their networks and their customers,
and this is particularly true for month fo month service providers, like MetroPCS. If we do not
provide the level of protection our customers want or demand, they can terminate service
without penalty and activate service with a competitor. However, if the Federal government
decides it needs to do something in this aree, one suggestion may be for the FCC to require all
equipment manufacturers to annually audit and certify that the integrity of their supply chain is
secure as part of the FCC equipment authorization process, This would be similar to the
certifications required under Sections 302 and 902 of the Sarbanes-Oxley Act of 2002.

2. How do we ensure private sector commitment to a voluntary ISP code of conduct, like
the one being proposed by the FCC’s Communications Security, Reliability and
Interoperability Council (CSRIC)?

MetroPCS is aware of the voluntary ISP codes of conduct like the ones proposed by the FCC’s
CSRIC advisory group. 1t is important that private sector providers, like MetroPCS, have the
Sexibility to defend their networks without giving away their playbooks to poiential cyber
attackers and without being forced to follow a one-size-fits-all plan that is developed o -
accommodate the business plans of our larger competitors, In that light, it is imporiant that
codes of conduct are voluntary and not mandated. Nonetheless, many of the nation's largest
wireline and wireless ISPs (many of whom provide services to government, public safery, utility
and business entities) have publicly committed to the codes of conduct, and MeiroPCS already
Jollows many industry standards and best practices and may wtilize many of the concepts in the
ISP codes of conduct that are relevant to our security strategy, network design and business
model. Given the retail competition for wireless services and the voluntary adoption already by
industry of these codes of conduct, MetroPCS does not believe that such codes of conduct
therefore need to be mandated.



115

House Subcommittee on Communications and Technology
“Cybersecurity: The Pivotal Role of Communications Networks”
March 7, 2012

Responses of John Olsen to Additional Questions for the Record
Page 2

3. How do service providers avoid using the lowest cost provider of equipment, even if
there are risks associated with such a supplier? Is it reasonable to expect them to
properly evaluate the supply chain risks associated with an equipment provider?

As noted above, MetroPCS shares the concern of the Comumittee about supply chain security. To
mitigate the risk, we avoid using in most instances the same vendor for infrastructure and for
customer equipment. We also use reputable vendors with a proven track record. For example,
our communications networks use four well known and established network vendors — such as
Alcatel Lucent, Ericsson, Cisco and Samsung. We also purchase handsets and smariphones
Jfrom well-known and established vendors. The operating system used on the smartphones is
licensed directly to the manmfacturer by Google. Because our handset and smartphone vendors
are not our primary communications network vendors, it mitigates the risk that an embedded
handset and smartphone threat is able to exploit vulnerabilities in our network, Further,
MetroPCS does not provide services to the government, local public safety organizations or
wiilities. Given that our business model is based on month to month service, we are well
incented to protect to our neiworks and our customers. [f we do not provide the level of
protection our customers want or demand, they can terminate service without penaity and
activate service with a competitor. Further, the lowest priced competitor does not always pose a
substantial supply chain risk. In many cases, the market for this equipment is competifive. As
such, the supplier with the highest supply chain risk in all instances may not be the lowest priced
supplier.

Questions from the Honorable Henry Waxman

1. Many have expressed a preference for competitive marketplace forces to discipline
companies to implement adequate cyber security measures. Concerns have also been
expressed about overly prescriptive approaches to regulation, Given the potentially
severe consequences to the country of a significant cyber breach, are there any generally
applicable mandates that you believe would be constructive? For example, what if some
other company that is part of the Internet ecosystem fails to be as diligent as yours and, as
a consequence, causes harm to your network, or even harm to a critical infrastructure
sector? Should there be some way of holding all stakeholders accountable for employing
best practices?

We do believe that market forces are better suited to respond to constantly changing cyber
threats, If regulations are considered, MetroPCS urges that the requirements be flexible and
tailored to the size of the threat. Not all networks pose the same risk to the larger Internet
ecosystem and critical infrastructure. It is important that private sector providers, like
MetroPCS, have the flexibility to defend their networks without giving away their playbooks to
potential cyber attackers and without being forced to follow a one-size-fits-all plan that is
developed 1o accommodate the business plans of our larger competitors. Regulatory compliance
and costs ean be particularly burdensome for providers who compete by providing an affordably
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priced, differentiated service for consumers. For example, carriers like Verizon, which is the
largest provider of communications services to the U.S. government and also provides services
to public safety entities and businesses (e.g., critical infrastructure), can easily shift the cost of
complying with new regulations back on its government, public sqfety and business customers.
On the other hand, MetroPCS, which does not provide services to the U.S. government, public
safety or other critical infrastructure, would be forced to increase its rates on its individual
customers to cover the compliance costs if faced with the same regulatory mandates as Verizon.
MetroPCS does follow many industry standards and best practices that are relevant to owr
security strategy, network design and business model. However, the best practices for
MetroPCS —~ and our risk to the larger Internet ecosystem — are not the same as Verizon's.
Further, where feasible, MetroPCS includes provisions in its agreements with suppliers and
vendors requiring them o not introduce malicious or other threats to cybersecurity into any
network connected to MetroPCS.

2. Specifically concerning mobile devices, especially smart phones and tablets, what are the
cybersecurity implications of the wide open apps market, and what is the risk of botnets
spreading to mobile devices?

The operating systems on the smariphones that MetroPCS offers to customers are licensed
directly to the manufacturer by Google. MetroPCS and smartphone owners must depend on
Google to determine whether its operating system contains any security vulnerabilities. Further,
it has been an objective of many members of the Subcommittee for wireless providers to allow
customers to bring and place in service their own compatible smartphones on their networks.
MetroPCS allows this, but it makes it even more difficult for MetroPCS to have any visibility into
any vulnerabilities which a particular smariphone operating system may have. And while
MetroPCS operates a limited application store, its users also have access to the Google
Marketplace, which contains hundreds of thousands of applications. MetroPCS does rnot have
the resources nor the ability to police the Google Marketplace and prevent malicious
applications. Just like a PC or Mac owner, it is the responsibility of the smartphone owner to
download all security patches, to load security software and to not download any applications
which may have security vulnerabilities.

3. Your testimony focused mainly on the security of your company’s internal systems, but
would you please discuss how you address the security concerns for the smart phone
devices and assoclated operating systems that use your network? What level of network
access do outside partners have?

Our communications networks use four well known and established network vendors — Alcatel
Lucent, Ericsson, Cisco and Samsung. We also purchase smartphones from well-known and
established vendors, and the operating system used on the smartphones is licensed directly to the
manyfacturer by Google. Because our smariphone vendors are not our primary communications
network vendors, it mitigates the risk that an embedded handset and swmartphone threat is able to
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exploit vulnerabilities in our network. Issues regarding the Google operating system are
addressed in the response to question 2 above, Accordingly, smartphone vendors and the
smartphone operating system vendors have no or limited access to our communications
HEIWOPKS.
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1

| believe that the integrity of the supply chain is essential to the security of our nation’s
communications networks. Do you share these concerns? If so, what role should the Federal
government, including the FCC play to ensure supply chain security?

Research In Motion considers the security of the supply chain integral to the development and
release of secure products. This is why we have cryptographic authentication and authorization
challenges built directly into our hardware and into the processes required to manufacture that
hardware, so that no matter where a device is manufactured there is a consistent level of
security embedded in the end product. The federal government should promote information
sharing so that companies responsible for hardware manufacturing can correct or dispel
suspected supply chain problems/safety breaches, and provide public education about what a
secure supply chain entails.

How do we ensure private sector commitment to a voluntary ISP code of conduct, like the one
being proposed by the FCC's Communications Security, Reliability and Interoperability Council
{CSRIC)?

Research In Motion is not an ISP in the United States.

In your testimony, you advocated for “security testing and certification that establishes a
baseline for technology vendors.” Should this baseline be established by industry, government
or some collaboration between the two?

The responsibility lies with vendors to develop and release mobile devices that provide the level
of security required by the people who use them. The functionality of mobile devices is
developing rapidly, and vendors need to prioritize innovation while providing assurance of
product security to governments and customers, as well as educating users about the security
level of which they can be assured with use of the device. The value of consistent application of
government-validated standards across the mobile industry is to provide users better protection
by preventing them from choosing a less secure solution without understanding the risk to their
personal and professional information.

The functionality of mobile devices should therefore comply with the standards put in place by
the U.S. Government’s National Institute of Standards and Technology (NIST). Greater
adherence by all vendors to trusted validation programs like FIPS and any new technology
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neutral standards will help communicate levels of security in straightforward terms and allow
users to make informed purchasing decisions.

The Honorable Henry Waxman

Many have expressed a preference for competitive marketplace forces to discipline
companies to implement adequate cyber security measures. Concerns have also been
expressed about overly prescriptive approaches to regulation. Given the potentially severe
consequences to the country of a significant cyber breach, are there any generaily applicable
mandates that you believe would be constructive? For example, what if some other company
that is part of the Internet ecosystem fails to be as diligent as yours and, as a consequence,
causes harm to your network, or even harm to a critical infrastructure sector? Should there be
some way of holding all stakeholders accountable for employing best practices?

There are many state and federal laws and regulations currently enacted that encourage
industry to vigilantly guard against cyber threats. These include threats of litigation by
shareholders, enforcement under the varying state data breach laws, the fiduciary
responsibilities of management and federal securities laws, and sector specific regulations,
including the communications sector, to name a few. Broad sectors of the government, such as
the Department of Defense, have standardized governance madels for minimum security
capabilities that vendors must adhere to such as those outlined in Homeland Security
Presidential Directive 12, These types of initiatives drive industry to consciously deliver products
that meet a consistent level of security if they wish to sell the government agencies.

Specifically concerning mobile devices, especially smart phones and tablets, what are the
cyber security implications of the wide open apps market, and what is the risk of botnets
spreading to mobile devices?

Mobile devices are becoming a more attractive target for attackers, and attacks are becoming
increasingly focused on the end user’s personal information. Mobile devices really need to be
viewed in the same category as any other computer systems as they can now store and access a
vast amount of personal information, including financial details. The ability of many
smartphones to allow users to install apps from trusted and untrusted sources introduces
further risk that personal data on mobile devices may be used maliciously. Once installed, third-
party apps, if not carefully vetted by the user, may take advantage of permissions to use the
wide range of additional communication and connection features smartphones support, like
SMS and social networking applications. The relatively limited display mechanisms available to
communicate critical information to the user and the trust that may inherently be applied to a
given application storefront may prevent the user from understanding what the app is accessing
on the smartphone with or without their explicit consent.

The greater the capabilities of smartphones and tablets, the more likely they are to be
susceptible to the same security risks as PCs. A computer typically becomes a bot within a
botnet (a collection of infected computers that has been taken over by an individual) when it
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downloads a malicious file or an emait attachment that has malware embedded, or through
exploitation of a software vulnerability. Mobile botnets function in much the same way as PC
botnets, through a command and control structure that transfers commands from the
controlling individual to the infected system and then receives a data response back. This data
transfer may occur using any communication avenue available to the infected system (HTTP,
IRC, instant messaging clients, and, on mobile platforms, SMS), many of which are now equally
available to mobile device as to PCs.

In many ways, we can expect mobile security to mirror what was witnessed over the last decade
for desktop and server based systems as attackers will attempt to exploit any potential
weaknesses in these relatively new mobile platforms. We are starting to see the focus of the
security research community shifting from traditional computing platforms to mobile platforms
as devices have grown in popularity and in many cases represent the first, and often only,
connection to the Internet for the user. This shift in research places an increasing importance on
mobile device makers to develop and maintain industry leading security features and
configuration options to help mitigate these evolving threats. Additionally, it will become
increasingly necessary for security to be considered in all phases of application development to
ensure that resiliency against attacks is built into mobile devices from the start.
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