CLOUD COMPUTING: BENEFITS AND RISKS OF
MOVING FEDERAL IT INTO THE CLOUD

JOINT HEARING

BEFORE THE
SUBCOMMITTEE ON GOVERNMENT MANAGEMENT,
ORGANIZATION, AND PROCUREMENT

AND THE

COMMITTEE ON OVERSIGHT
AND GOVERNMENT REFORM

HOUSE OF REPRESENTATIVES

ONE HUNDRED ELEVENTH CONGRESS

SECOND SESSION

JULY 1, 2010

Serial No. 111-79

Printed for the use of the Committee on Oversight and Government Reform

&

Available via the World Wide Web: http:/www.gpoaccess.gov/congress/index.html
http://www.house.gov/reform

U.S. GOVERNMENT PRINTING OFFICE
58-350 PDF WASHINGTON : 2010

For sale by the Superintendent of Documents, U.S. Government Printing Office
Internet: bookstore.gpo.gov Phone: toll free (866) 512—-1800; DC area (202) 512—-1800
Fax: (202) 512-2104 Mail: Stop IDCC, Washington, DC 20402-0001



COMMITTEE ON OVERSIGHT AND GOVERNMENT REFORM
EDOLPHUS TOWNS, New York, Chairman

PAUL E. KANJORSKI, Pennsylvania

CAROLYN B. MALONEY, New York

ELIJAH E. CUMMINGS, Maryland

DENNIS J. KUCINICH, Ohio

JOHN F. TIERNEY, Massachusetts

WM. LACY CLAY, Missouri

DIANE E. WATSON, California

STEPHEN F. LYNCH, Massachusetts

JIM COOPER, Tennessee

GERALD E. CONNOLLY, Virginia

MIKE QUIGLEY, Illinois

MARCY KAPTUR, Ohio

ELEANOR HOLMES NORTON, District of
Columbia

PATRICK J. KENNEDY, Rhode Island

DANNY K. DAVIS, Illinois

CHRIS VAN HOLLEN, Maryland

HENRY CUELLAR, Texas

PAUL W. HODES, New Hampshire

CHRISTOPHER S. MURPHY, Connecticut

PETER WELCH, Vermont

BILL FOSTER, Illinois

JACKIE SPEIER, California

STEVE DRIEHAUS, Ohio

JUDY CHU, California

DARRELL E. ISSA, California

DAN BURTON, Indiana

JOHN L. MICA, Florida

JOHN J. DUNCAN, JR., Tennessee
MICHAEL R. TURNER, Ohio

LYNN A. WESTMORELAND, Georgia
PATRICK T. MCHENRY, North Carolina
BRIAN P. BILBRAY, California

JIM JORDAN, Ohio

JEFF FLAKE, Arizona

JEFF FORTENBERRY, Nebraska
JASON CHAFFETZ, Utah

AARON SCHOCK, Illinois

BLAINE LUETKEMEYER, Missouri
ANH ‘JOSEPH” CAO, Louisiana
BILL SHUSTER, Pennsylvania

RON STROMAN, Staff Director
MicHAEL MCCARTHY, Deputy Staff Director
CARLA HULTBERG, Chief Clerk
LARRY BRADY, Minority Staff Director

SUBCOMMITTEE ON GOVERNMENT MANAGEMENT, ORGANIZATION, AND PROCUREMENT

DIANE E. WATSON, California, Chairman

PAUL E. KANJORSKI, Pennsylvania

JIM COOPER, Tennessee

GERALD E. CONNOLLY, Virginia
HENRY CUELLAR, Texas

JACKIE SPEIER, California

PAUL W. HODES, New Hampshire
CHRISTOPHER S. MURPHY, Connecticut
MIKE QUIGLEY, Illinois

BRIAN P. BILBRAY, California
AARON SCHOCK, Illinois

JOHN J. DUNCAN, JR., Tennessee
JEFF FLAKE, Arizona

BLAINE LUETKEMEYER, Missouri

BErRT HAMMOND, Staff Director

1)



CONTENTS

Page
Hearing held on July 1, 2010 ....cccoooiiiiiiieiiieieeieeee ettt s 1
Statement of:
Charney, Scott, corporate vice president, trustworthy computing, Micro-
soft Corp.; Daniel Burton, senior vice president, global public policy,
Salesforce.com; Mike Bradshaw, director, Google Federal, Google Inc.;
Nick Combs, chief technology officer, EMC Federal; and Gregory Gang-
er, professor, electrical and computer engineering, director, Parallel
Data Lab, Carnegie Mellon University ......cccccceevveeeriieeriiieeenineeensineeennnnn 81
Burton, Daniel ...........coeeuvveeeeennn. . 96
Bradshaw, Mike ... . 108
Charney, Scott .. 81
Combs, Nick ...... . 117
GANGET, GTRZOTY ..vieviieiieeiieeiieeiie et eete et e eeetee st e ebeesabeebeessbeebeesaseenseas 128
Kundra, Vivek, Federal Chief Information Officer, Administrator for e-
Government and Information Technology, Office of Management and
Budget; David McClure, Associate Administrator, Office of Citizen
Services and Innovative Technologies, General Services Administration;
Cita Furlani, Director, Information Technology Laboratory, National
Institute of Standards and Technology; and Gregory Wilshusen, Direc-
tor, Information Security Issues, Government Accountability Office ....... 10
Furlani, Cita ....ccoceeeeiiiieieiiee e 37
Kundra, Vivek .. . 10
McClure, David .... 23

Wilshusen, Gregory 49
Letters, statements, etc., submitted for the record by:
Bradshaw, Mike, director, Google Federal, Google Inc., prepared state-

IMENT OF ..ottt 110
Burton, Daniel, senior vice president, global public policy, Salesforce.com,

prepared statement Of .........ccccoeviiiiiiiiiiiiie e 98
Charney, Scott, corporate vice president, trustworthy computing, Micro-

soft Corp., prepared statement of ............ccceeviviiiiiiriiieniiiniiieeeee e, 84
Cor?bs, Nick, chief technology officer, EMC Federal, prepared statement

OF ettt ettt et b et a et et eas 119
Connolly, Hon. Gerald E., a Representative in Congress from the State

of Virginia, prepared statement of .........ccccccceevviiiiiriiiiiiiiieiiiieeieeeiee e 151
Furlani, Cita, Director, Information Technology Laboratory, National In-

stitute of Standards and Technology, prepared statement of ................... 39

Ganger, Gregory, professor, electrical and computer engineering, director,
Parallel Data Lab, Carnegie Mellon University, prepared statement

OF ettt ettt ettt b ettt e et e beeae e b e bt et e beesbanbeeraebeessebeeteenbeereentans 130
Issa, Hon. Darrell E., a Representative in Congress from the State of
California, prepared statement of ...........cccccveeerciiiiiiieeecciee e 8

Kundra, Vivek, Federal Chief Information Officer, Administrator for e-
Government and Information Technology, Office of Management and
Budget, prepared statement of ...........cccccoviieeiiiiiiiiie i 13

McClure, David, Associate Administrator, Office of Citizen Services and
Innovative Technologies, General Services Administration, prepared

Statement of .......ccoooiiiiiiii e 26
Towns, Chairman Edolphus, a Representative in Congress from the State

of New York, prepared statement of ..........ccccceecvivrriiiiiniiieinieeeieeeiee e, 3
Watson, Hon. Diane E., a Representative in Congress from the State

of California, prepared statement of ............ccccoevieriiiiniiiniiinnieeiiceeeeee, 72
Wilshusen, Gregory, Director, Information Security Issues, Government

Accountability Office, prepared statement of ...........cccccceeeeviiieeiiiieencieennns 51

(I1D)






CLOUD COMPUTING: BENEFITS AND RISKS
OF MOVING FEDERAL IT INTO THE CLOUD

THURSDAY, JULY 1, 2010

HOUSE OF REPRESENTATIVES, COMMITTEE ON OVERSIGHT
AND GOVERNMENT REFORM, JOINT WITH THE SUB-
COMMITTEE ON GOVERNMENT MANAGEMENT, ORGANI-
ZATION, AND PROCUREMENT,

Washington, DC.

The committee and subcommittee met, pursuant to notice, at 10
a.m., in room 2157, Rayburn House Office Building, Hon. Edolphus
Towns (chairman of the committee) presiding.

Present from the Committee on Oversight and Government Re-
form: Representatives Towns, Watson, Cummings, Connolly,
Quigley, Cuellar, Murphy, Foster, Chu, Issa, Bilbray, Jordan,
Chaffetz, and Luetkemeyer.

Present from the Subcommittee on Government Management,
Organization, and Procurement: Representatives Watson, Connolly,
Cuellar, Murphy, Quigley, Bilbray, and Luetkemeyer.

Staff present: Krista Boyd, counsel; Linda Good, deputy chief
clerk; Velginy Hernandez, press assistant; Adam Hodge, deputy
press secretary; Carla Hultberg, chief clerk; Marc Johnson and
Ophelia Rivas, assistant clerks; Mike McCarthy, deputy staff direc-
tor; Amy Miller and Gerri Willis, special assistants; Jenny Rosen-
berg, director of communications; Leneal Scott, IT specialist; Mark
Stephenson, senior policy advisor; Lawrence Brady, minority staff
director; John Cuaderes, minority deputy staff director; Jennifer
Safavian, minority chief counsel for oversight and investigations;
Adam Fromm, minority chief clerk and Member liaison; Kurt
Bardella, minority press secretary; Benjamin Cole and Seamus
Kraft, minority deputy press secretaries; Justin LoFranco, minority
press assistant and clerk; Christopher Hixon, minority senior coun-
sel; Hudson Hollister, minority counsel; and John Ohly, minority
professional staff member.

Chairman TowNsS. The meeting will come to order.

Thank you for being here.

The purpose of today’s hearing is to examine the benefits and
risks of cloud computing for the Federal Government. At the most
basic level, cloud computing is Web-based computing whereby com-
puting resources are shared and accessible over the Internet on de-
mand. In this way, cloud computing is like most utility services.

Before the electric grid was developed, business owners who
wanted to use machinery also needed to produce enough energy to
run that machinery. That meant investing heavily to build and
maintain a power source. The electric grid revolutionized the coun-
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try by centralizing the resource and allowing businesses to simply
purchase electricity.

Cloud computing promises the same for computing power. In-
stead of building and maintaining an entire IT system in-house,
businesses can purchase computing power and tap into that re-
source over the Internet.

Cloud computing is a very real technology that the Federal Gov-
ernment has already begun to embrace. The Federal Cloud Com-
puting Initiative and an online cloud computing storefront were
launched in September 2009.

I have read that the Government-wide implementation of cloud
computing will be a decade-long journey. It is the job of this com-
mittee to ensure that journey is well thought out, that the benefits
and risks are fully examined, and that there are comprehensive
plans in place to ensure that we do this the right way, the first
time around.

The shift to cloud computing offers the Federal Government tre-
mendous promise, but it is not without risk. The balance between
risk and reward is an important one and I hope to get a better un-
derstanding of that balance today.

It is clear to me that security and privacy are real concerns. Our
natural impulse is to hold the things we value close to us, but cloud
computing requires entrusting data to others. The law’s current
focus on the physical location of data also presents unique privacy
and legal challenges.

A major benefit of cloud computing is the potential for significant
cost savings. It makes sense: cloud computing allows agencies to
pool resources and pay only for the computing power that they ac-
tually use.

I look forward to today’s hearing, to a thorough examination of
the Federal Cloud Computing Initiative, and to addressing the
emerging legal and policy issues that Federal cloud computing pre-
sents. I want to thank all of our witnesses for appearing here today
and I really look forward to your testimony.

At this time, I would like to yield 5 minutes to the ranking mem-
ber of the committee, the gentleman from California, Congressman
Issa.

[The prepared statement of Chairman Edolphus Towns follows:]
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“Cloud Computing: Benefits and Risks of Moving Federal IT into
the Cloud”
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Good morning. Thank vou all for being here today.

The purpose of today’s hearing is to examine the benefits and risks of
cloud computing for the federal government. At the most basic level, cloud
computing is web-based computing whereby computing resources are
shared and accessible over the Internet on demand. In this way, cloud

computing Is like most uility services.

Before the electric grid was developed, business owners who wanted
to use machinery also needed to produce encugh energy to run that
machinery. That meant investing heavily to build and maintain a power
source. The electric grid revolutionized the country by centralizing the

resource and allowing businesses to simply purchase electricity.
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Cloud computing promises the same for computing power. Instead of
building and maintaining an entire IT system in house, businesses can

purchase computing power and tap into that resource over the Internet.

While the concept might sound like something out of a science fiction
novel, when you think about it, most Americans already use some form of
cloud computing. I'm sure most of the people in this room have used
some web-based email service, social networking site like Facebook or
Twitter, or photo and video-sharing site like Flickr and YouTube. Indeed,
many of us in Congress are using those tools to communicate with our

constituents.

Cloud computing is a very real technology that the federal
government has already begun to embrace. The Federal Cloud Computing
Initiative and an online cloud computing storefront were launched in
September 2009.

I've read that the government-wide implementation of cloud
computing will be a decade-long journey. it's the job of this Committee to
ensure that journey is well thought out, that the benefits and risks are fully
examined, and that there are comprehensive plans in place to ensure that

we do this the right way, the first time.

In the same way that common standards improved efficiency and
safety for the electric grid, standards are needed for cloud computing to

ensure security, promote interoperability, and support data portability. |
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believe strongly that doing this right the first time will require strong public-
private collaboration, particularly on standards development.

The shift to cloud computing offers the federal government
tremendous promise, but it is not without risk. The balance between risk
and reward is an important one and | hope to get a better understanding of

that balance today.

It is clear to me that security and privacy are real concerns. Our
natural impulse is to hold the things we value close to us, but cloud
computing requires entrusting data to others. The law’s current focus on
the physical location of data also presents unique privacy and legal

challenges.

A major benefit of cloud computing is the potential for significant cost
savings. It makes sense — cloud computing allows agencies to pool
resources and pay only for the computing power that they actually use.
Cost savings estimates vary widely from 25-99% of |T operating costs. I'd
like to know why those figures vary so widely and what can we really

expect to save?

I look forward to today’s hearing, to a thorough examination of the
Federal Cloud Computing Initiative, and to addressing the emerging legal
and policy issues that federal cloud computing presents. | want to thank all
of our witnesses for appearing here today and | look forward to hearing

their testimony.
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Mr. IssA. Thank you, Mr. Chairman. I too am looking forward to
this important hearing. I too am expecting that if you and I are
still serving here on the dais in 10 years, we will still be holding
hearings on some portions of this.

I base that on a hearing we had just a week ago, in which we
recognized that half way through a contract that saved the Amer-
ican people, through its government, huge amounts of money if we
implemented new contracts the GSA had negotiated for tele-
communications, ones that offered high Internet speeds, better tele-
communication, better redundancy, and new features, were not im-
plemented, even though they would save money, because, of course,
bureaucrats move slowly.

So today, as we hear about cost savings, I will not yawn. I will
not pretend to be disinterested. But I will not be a true believer
from the dais that cost savings will drive this move to cloud com-
puting. I will be particularly interested in details as to how compa-
nies believe that they can implement guaranteed security in a
cloud environment.

As all of you know, we do not guarantee security; we have
breaches every week, every month, sometimes every day in govern-
ment. And even here in the Capitol, the Chinese mainland govern-
ment has repeatedly breached and taken confidential information
from the House. They regularly are able to penetrate our security.

So as we look to the Internet through a Web browser, we need
to do better, not just as good as we are doing here today.

Often said, history does not always repeat itself, but it very often
rhymes. Today, as we start looking at cloud computing, at my age,
I find that it is rhyming rather humorously. When I began my ca-
reer, we were still using NCR-500’s. We would put as many of
those card reading computers as close as we could to the source,
and they would run the cards back and forth, distributing to us
punching machines so that we could prepare our jobs and then go
to that massive and expensive product and have it run.

By the time I was a young officer, I was running a DEC facility
with PDP-11/45s and DEC-10’s, wonderful computers that could
multitask, that could have multiple clients at one time, that could
load-share and balance, that could distribute priorities of who
needed what and when. But yet it was still sending to the big ma-
chine and the machine deciding what we would get when.

As we look at the cloud, there is no question that we can look
at the cloud as thousands, millions of computing devices available
to us to load-share. Or, in the rhyming way, we can look at it as
simply deja vu all over again. In fact, the cloud, in any configura-
tion, is nothing but a return to those DEC-10 machines. You can
have different sizes; you can have dual processors; you can share
multiple across. We once had 14 PDP-11s all deciding, with one
central arbitrator, who got what load when, for what computing in
order to keep us in real time.

All of this has been done before, but not nearly at the scale it
is being done. And, in my case, all of my previous history in the
military was a closed system, an extremely closed system. Today
we are going to talk about an open system, one in which encryption
over a public line is our guarantee, and our only guarantee, that
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the data flowing back and forth will remain in the hands of those
that it came from and is intended to go back to.

I look forward to hearing how we can, and should, implement
both public and, often, private cloud computing systems; how the
Government can, once and for all, recognize that owning a com-
puter is not as important as owning computer power time, some-
thing that, 30 or 40 years ago, everybody understood that owning
time on a computer was what you did, not in fact owning a com-
puter.

But weaning the Federal Government off of the idea that they
have endless arrays of PCs and servers all within a server room
that they can walk to will take time and will take initiative by this
committee. So because this is a Government-wide problem, we be-
lieve, the chairman and I, that this is a government oversight solu-
tion that must be pushed through day after day, Congress after
Congress.

With that, Mr. Chairman, I yield back the balance of my time
and thank you for this hearing.

[The prepared statement of Hon. Darrell E. Issa follows:]
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Thank you, Mr. Chairman. 1, too, am looking forward to this important hearing. I also
expect that if you and 1 are still serving here on the dais in ten years we will still be holding
hearings on some portions of this issue.

I cannot help but think about a hearing we had several weeks ago where we learned that a
telecommunications contract nearly a decade old — and that was supposed to save the
American people millions of dollars — was lagging far behind projected implementation.
The new telecommunications system was supposed to offer faster, smarter, and more cost-
efficient services, but of course those aspirations have not been realized.

Why? Because as we all know, bureaucracies move slowly.

So today when we hear about cost savings, I will not just roll my eyes and dismiss it as
altogether impossible for the federal government to actually implement cost-saving
technologies in a cost-efficient way. Iam, however, doubtful that cost-savings are what will
actually drive the implementation of cloud computing technologies.

I am particularly interested in learning how companies believe they can implement
guaranteed security in a cloud environment. Experience informs us that we cannot even
guarantee information security under the existing system of in house, firewalled servers
using the most sophisticated form of data encryption. Almost every day in government, we
have an information security breach. Our foreign competitors are daily seeking confidential
information to give them an edge over the American economy. Even worse, our enemies are
relentlessly barraging our systems, testing their weaknesses and exploiting our
vulnerabilities. I look forward to hearing how cloud computing promises a more secure
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platform to protect our nation’s most sensitive and classified information from cyber
terrorism.

Mr. Chairman, I must confess that I sense a bit of déja vu today. When I began my career,
we were still using MPR500s. We would put as many of those card-reading computers as
close to the source as we could, and it would run the cards back and forth, distributing to us
punching machines so we could prepare our jobs.

By the time [ was a young Army officer, I was running a deck facility with PC1145s and
Deck10. It was revolutionary for one computer to multi-task, and to serve multiple clients
simultaneously. They could load share, and balance, and distribute priorities between users.

As we look at the cloud, there is no question about our capacity to serve thousands — even
millions — of computing devices and load share. Tronically, the cloud in any configuration is
simply a return to those Deck 10 machines, though at a much more sophisticated and
advanced level of information exchange. We are simply attempting to do the same thing we
did when we first began implementing computers in both the federal government and in the
private sector, only at a much greater scale.

There is one difference, however, between how we used to use load-sharing systems and
how we are considering the use of cloud computing. Before, every system was a closed
system. Today, we are talking about an open system in which encryption over a public line
is our only guarantee of data security.

I look forward to hearing to hearing how we could implement both public and private cloud
computing systems and how the government can, once and for all, recognize that owning a
computer is not as important as owning computer power time. In fact, thirty or forty years
ago, everyone understood.

We must wean the federal government off the idea that they have — or need ~ endless arrays
of PCs and servers all within a server room than they can just walk down the hall to access.
That effort will take time and unyielding initiative by this committee. And because this isa
government-wide problem, we must only consider government-wide solutions. The solution
will require a serious push -- day after day, month after month, year after year, and Congress
after Congress.

With that, Mr. Chairman, I yield back the balance of my time and thank you for holding this
important hearing.

it
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Chairman TOwWNS. I would like to thank the gentleman from
California for his statement.

At this time, we would like to ask you to stand so I can swear
you in.

Raise your right hands.

[Witnesses sworn.]

Chairman TowNS. You may be seated.

Let the record reflect that all the witnesses answered in the af-
firmative.

Let me begin with you, Mr. Kundra. As you know, you have 5
minutes and, of course, at the end of 4 minutes the yellow light will
come on, which means caution, and then 1 minute after that the
red light will come on, and every place in the United States of
America that means stop. So, Mr. Kundra, will you start?

STATEMENTS OF VIVEK KUNDRA, FEDERAL CHIEF INFORMA-
TION OFFICER, ADMINISTRATOR FOR E-GOVERNMENT AND
INFORMATION TECHNOLOGY, OFFICE OF MANAGEMENT
AND BUDGET; DAVID McCLURE, ASSOCIATE ADMINIS-
TRATOR, OFFICE OF CITIZEN SERVICES AND INNOVATIVE
TECHNOLOGIES, GENERAL SERVICES ADMINISTRATION;
CITA FURLANI, DIRECTOR, INFORMATION TECHNOLOGY
LABORATORY, NATIONAL INSTITUTE OF STANDARDS AND
TECHNOLOGY; AND GREGORY WILSHUSEN, DIRECTOR, IN-
FORMATION SECURITY ISSUES, GOVERNMENT ACCOUNT-
ABILITY OFFICE

STATEMENT OF VIVEK KUNDRA

Mr. KUNDRA. Good morning, Chairman Towns, Ranking Member
Issa. Thank you for the opportunity to testify today on cloud com-
puting and the Federal Government’s approach toward cloud com-
puting. What I would like to do is draw your attention to the first
slide that you see before you.

Earlier this week, the Obama administration focused on address-
ing some of the most persistent and structural issues we have faced
as an administration when it comes to information technology. The
U.S. Government is the largest buyer of IT on the planet. We spend
approximately $80 billion annually on information technology sys-
tems.

Yet, as you see on this slide, I want to point to one example. The
Department of Defense spent 12 years and $1 billion on deploying
an integrated human resource system which ended up failing, and
Secretary Gates said, essentially, that what we ended up with was
an acronym that nobody could pronounce. Therefore, earlier this
week, on Monday, we announced aggressive steps in terms of how
we are going to confront some of these issues.

June of last year we deployed an IT Dashboard that shines light
on every aspect of Government operations when it comes to infor-
mation technology spending with literally the picture of every agen-
cy CIR right next to the IT investment that they are responsible
for so the American people could see where they were in terms of
cost, schedule, and whether they are meeting performance targets
or not.
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What we are doing is approaching this problem in three ways:
No. 1, effective immediately, we are going to be reviewing the most
troubled IT investments across the Federal Government as part of
the fiscal year 2012 budget process and make decisions around
where we need to halt, terminate, or turn around these invest-
ments; No. 2, effective immediately, we have halted future task or-
ders on financial systems across the Federal Government for the
CFO Act agencies to make sure that we are not throwing good
money after bad money; and, No. 3, in the next 120 days, we are
focused on making sure that we address some of the structural
issues, understand what is going on, why, for the last 50 years, as
we have tried to address some of these persistent problems, we con-
tinue to have spectacular failures in Federal IT.

On slide 2, what I want to draw your attention to is what the
Federal Government has been focused on. Unfortunately, the num-
ber of data centers in the U.S. Government has gone from 432 to
over 1,100 in a decade, while in the private sector IBM went from
235 data centers to 12. That is not sustainable in the long-term as
we continue to plow capital in data center after data center.

The next slide shows how other industries have applied these in-
novations around utility models. As you pointed out, Chairman
Towns, we have seen this happen in the electricity space, where
every home used to have to use candles to light their homes, to
where now they just plug into the grid. Or, with water, every home
used to have to essentially have a well to get water; now what we
see is the ability to turn on and off a tap to consume those re-
sources.

That is one of the reasons we are moving toward the cloud envi-
ronment. It is not just about cost, it is also about making sure that
we are providing better service so CIOS are focused not on invest-
ing on yet another data center, but actually providing better serv-
ices.

I want to point you to the next slide, which is a tale of two cities.
In the first story, how the Government deployed an IT system ver-
sus how a private sector company deployed an IT system. When we
deployed a Cash for Clunkers program, we deployed the traditional
approach to IT, and as demand grew, the system was unstable and
continued to crash over a 30-day period, and we had to literally re-
engineer the solution, buy new hardware and configure it.

Yet, a company called Animoto faced similar problem but was
using cloud technology. With 250,000 new users enrolled over a 3-
day period, they were able to scale from 50 virtual machines to
over 4,000 virtual machines and supported, at peak times, 20,000
new users an hour.

What I want to point to in the next slide is what the Government
has done so far in terms of making sure that we are focused on
some of the security issues that you have raised; making sure that
we are addressing some of the standards that we need to promul-
gate as a function of interoperability, data portability, and security;
and procurement. And Dave McClure will talk about the procure-
ment strategy and Cita Furlani will talk about our standards ac-
tivities. But this work has been underway since April of last year.

I want to leave you with a closing slide that you see on slide 7.
What you see on the left is a cave. This is where most of the Fed-



12

eral Government’s HR records are. What you see on the right is
what the American people expect from their Government. The cul-
ture in the Government historically has been there is a form for
that, and the American people have to wait in line, hold on the
phone, or they actually have to come in and submit these com-
plicated forms.

Yet, in the private sector, what we have seen is innovation. And
what we are trying to do is close that gap by making sure that we
are responsibly and safely moving to a cloud environment.

Thank you for the opportunity to testify, and I look forward to
your questions.

[The prepared statement of Mr. Kundra follows:]
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STATEMENT OF VIVEK KUNDRA
FEDERAL CHIEF INFORMATION OFFICER,
ADMINISTRATOR FOR ELECTRONIC GOVERNMENT AND
INFORMATION TECHNOLOGY
OFFICE OF MANAGEMENT AND BUDGET

BEFORE THE
HOUSE COMMITTEE ON OVERSIGHT AND GOVERNMENT REFORM
SUBCOMMITTEE ON GOVERNMENT MANAGEMENT, ORGANIZATION, AND
PROCUREMENT

July 1, 2010

“Cloud Computing: Benefits and Risks of Moving Federal IT into the Cloud”

Good morning Chairman Towns, Chairwoman Watson and members of the Committee. Thank
you for the opportunity to testify on “Cloud Computing: Benefits and Risks of Moving Federal iT
into the Cloud.”

Information technology (IT) has transformed how the private sector operates and has
revolutionized the efficiency, convenience, and effectiveness with which it serves its customers.
In our everyday lives, we can track the status of a shipment, buy goods and services, make
travel, hotel and restaurant reservations, and collaborate with friends and colleagues — all
online, anytime and anywhere.

Yet, when it comes to dealing with our government, we have to stand in line, hold on the
phone, or mail in a paper form. The Federal Government has fargely missed out on the
transformation in the use of IT due to poor management of its technology investments.
Government IT projects all too often cost millions of dollars more than they should, take years
longer than necessary to deploy, and deliver technologies that are obsolete by the time they

are completed.

To address these persistent problems, in June 2009 we launched the IT Dashboard, which
allows the American people to monitor IT investments across the Federal government and
shines light into government operations. However, it is not enough to simply shine a light on IT

programs and hope that results will follow.
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Building on the foundation of the dashboard, we launched TechStat Accountability Sessions in
January 2010. A TechStat accountability session is a face-to-face, evidence-bhased review of an
IT program with OMB and agency leadership. TechStat sessions enable the government to
turnaround, halt or terminate T investments that do not produce dividends for the American
people.

Earlier this week, we announced three actions in the Administration’s continuing effort to
reform Federal IT.

e First, we are undertaking detailed reviews of troubled IT projects across the Federal
Government. Where serious problems are identified, actions will be taken to correct the
problems, including potential adjustments to Fiscal Year 2012 agency budgets.

« Second, we directed executive departments and agencies to refrain from awarding new
task orders or contracts for financial system modernization projects ~an area of
persistent problems - pending review and approval of project improvement plans by
OMB. Across the government, there are approximately 30 financial systems projects
that are affected by this policy. The total cost expended on these projects is anticipated
to be $20 billion over the life of these projects, with an approximate annual spend of $3
billion. OMB expects this new process to result in a significant reduction in these
amounts.

¢ Third, we will develop recommendations for improving the Federal Government’s IT
procurement and management practices within 120 days and in consultation with
agencies. These recommendations will help address the root causes of problems
plaguing Federal IT projects by strengthening existing policies and procedures where
appropriate, eliminating outdated and cumbersome rules, and focusing on proven best
practices from inside and outside the Federal Government.

These actions reflect the Administration’s ongoing commitment to closing the IT gap between
the public and private sectors and leveraging the power of technology to improve the efficiency
of government and deliver better services to the American people, The President has ordered a
three year freeze in non-defense and national security programs in the FY 2011 budget and has
ordered some agencies to reduce their 2012 budget request by five percent. To do more with
less, we need game-changing technologies.

Cloud computing is one such technology.
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Benefits of the Cloud

As the world’s largest consumer of information technology, the Federal Government spends
approximately $80 billion annually on more than 12,000 systems at major agencies.’
Fragmentation of systems, poor project execution, and the drag of legacy technologies in the
Federal Government have presented barriers to achieving the productivity and performance
gains that can be found in the private sector's more effective use of technology. For example,
over the past decade, while the private sector was consolidating data centers, the Federal
Government increased its data centers from 432 to over 1,100, leading to redundant
investment, reduced energy efficiency, and poor service delivery.

Cloud computing has the potential to greatly reduce inefficiencies, increase data center
efficiency and utilization rates, and lower operating costs. it is a model for delivering computing
resources — such as networks, servers, storage, or software applications.

There was a time when every household, town, farm or village had its own water well. Today,
shared public utilities give us access to clean water by simply turning on the tap; cloud
computing works in a similar fashion. Just like water from the tap in your kitchen, cloud
computing services can be turned on or off quickly as needed. Like at the water company,
there is a team of dedicated professionals making sure the service provided is safe, secure and
available on a 24/7 basis. When the tap isn’t on, not only are you saving water, but you aren’t

paying for resources you don’t currently need.

The National Institute o‘f Standards and Technology (NIST) defines cloud computing as a model
for enabling convenient, on-demand network access to a shared poo! of configurable
computing resources {e.g., netwdrks, servers, storage, applications, and services) that can be
rapidly provisioned and released with minimal management effort or service provider

interaction.?

Many organizations in the private sector and at state and local governments are already using
cloud computing technologies to streamiine their operations and improve delivery of services

to their customers.

! http://www whitehouse gov/omb/assets/egov_docs/FY09 FISMA.pdf (Appendix 1, Table 1)
? hitp://csre.nist.gov/eroups/SNS/cloud-computing/cloud-def-vi5.doc; see Appendix for further details
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in the private sector, for example, a web-based multimedia production company used the cloud
to allow anyone with access to an Internet connection to create their own fully customized,
professional-quality, “TV-like” videos. Consumers upload audio, photos, and videos to the web
which are then analyzed and processed with advanced post-production technigues as used in
television and film. The resulting videos can then be shared with friends and family across the
world. The cloud allowed for a rapid response when demand jumped from 25,000 users to
over 250,000 users in three days, eventually reaching a peak rate of 20,000 new customers
every hour. Because of the cloud, the company was able to scale from 50 to 4,000 virtual
machines in three days to support increased demand on a real-time basis.’

In contrast, the Car Allowance and Rebate System (CARS, more commonly known as “Cash-For-
Clunkers”), failed under peak loads. To process the anticipated 250,000 transactions, the
National Highway Traffic Safety Administration {(NHTSA) deployed a customized commercial
application hosted in a traditional data center environment on June 19, 2009. When dealer
registrations began on July 24, 2009, demand far outstripped initial projections, and within
three days, the system was overwhelmed, leading to numerous unplanned outages and service
disruptions. Ultimately, approximately 690,000 CARS transactions were processed. However,
lacking the ability to scale rapidly, system stability was not achieved until August 28, over a
month after registrations started coming in.*

By using cloud computing services, the Federal Government can gain access to powerful
technology resources faster and at lower costs. Ultimately, this will allow the Government to
better serve the American people and focus on mission-critical tasks instead of on purchasing,
configuring and maintaining redundant infrastructure.

Moving to the Cloud
We recognize that the shift to cloud computing will not take place overnight. While cloud

computing has the potential to provide tremendous benefits, we are still in the early stages of a
decade-long journey. As we move to the cloud, we must be vigilant in our efforts to ensure the
security of government information, protect the privacy of our citizens, and safeguard our
national security interests. The American people must be confident that their information is
safe in the cloud. Therefore, we are being deliberate in making sure the Federal Government’s
journey to the cloud fully considers the advantages and risks associated with cloud

* http://blog.rightscale.com/2008/04/23/animoto-facebook-scale-up/
* http://www.cars.gov/files/official-information/CARS-Report-to-Congress.pdf, pg.10-12
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technologies, by defining standards and security requirements. The following represent key
milestones in the Administration’s deliberate approach:

April 2009 - Cloud Computing Program Management Office (PMO) established at the
General Services Administration {(GSA). The Cloud Computing PMO is responsible for
coordinating the Federal Government’s cloud computing efforts in key areas, such as
security, standards, acquisition, and is developing the governance approaches necessary
to effectively engage with Federal agencies for the safe and secure adoption of cloud
technology.

May 2009 ~ Industry Summit conducted with the private sector to explore the risks and
benefits associated with cloud computing.

November 2009 —~ Security and Standards Working Groups convened to better enable
agencies to collaborate on these topics. The Security Working Group serves as the
central organization for identifying, aggregating, and disseminating security and
standards concerns, solutions, and processes impacting the implementation and
adoption of available cloud computing. The Standards Working Group is charged with
establishing a framework and roadmap to drive standards to facilitate interoperability,
portability, and management for cloud computing services.

February 2010 — Initiated development of a government-wide security certification and
accreditation process for cloud computing solutions.

May 2010 - “Cloud Computing Forum and Workshop” hosted by NIST to initiate
engagement with industry to collaboratively develop standards and explore solutions
for cloud interoperability, portability, and security. Attendees included a broad range of
participants from standards bodies, state and local governments, academia, and leading
security, hardware, software, and cloud services providers.

Security & Privac
As we increasingly leverage technology to deliver services to the American people, we cannot

fose sight of the fact that we operate in an inter-connected environment, in which new threats

arise daily. To realize the full benefits of the digital revolution, the American people must have

confidence that sensitive information is not compromised, their communications with the

government are secure, their privacy and civil liberties are protected, and that the Federal

infrastructure is not compromised.

To advance the security posture of the Federal Government, the Administration is taking a

number of actions. Shifting from an outdated, compliance-based process to a performance-
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based approach and automated tools will enable agencies to continuously monitor security-
related information from across the enterprise in a manageable and actionable way. Efforts
such as the National Cybersecurity Education Initiative will improve the effectiveness of the
cybersecurity workforce. Developing an integrated plan for research and development will
encourage innovation in game-changing technologies in coordination with industry and

academia.

Cloud computing, like any technology, has inherent benefits and risks. Some of the challenges
we face as the government moves towards greater adoption of cloud computing include
ensuring clarity of data ownership, meeting the requirements of privacy regulations such as
those for health records, data recovery following a disaster or cyber attack, long-term storage,
records management and data viability. Additionally, vendor dependence, sharing of
computing resources, and concerns related to multi-tenancy are all risks often associated with
cloud computing. There is a common misperception that these are all new risks, brought on by

the use of third-party resources to operate government systems.

However, the Federal Government currently uses a wide array of external providers and shared
services to support its employees and to deliver services to the American people. From public
telecommunications networks to agency data centers, Federal agencies make use of
commercially operated facilities and networks every day. And many agencies currently make
use of systems that are contractor owned and/or operated on behalf of the Federal
Government. In fact, agencies reported the use of 4,186 contractor systems in FY 2009.°

The adoption of new technologies in the Federal government takes place within a framework of
risk‘management at the Department and Agency level. The Federal Information Security
Management Act of 2002 (FISMA) requires agency heads to implement security controls
commensurate with risk, after a cost-benefit analysis. . Once a possible business use is
identified for a given technology, agency Chief Information Officers and Chief Information
Security Officers assess risk using a framework of Federal laws and guidance that includes
FISMA, Federal Information Processing Standards (FIPS), and NIST guidance as reflected in NIST
Special Publications (SP) 800 series.

* hitp://www.whitehouse.gov/omb/assets/egov_docs/FY09 FISMA pdf: Appendix 1, Table 2
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in April 2010, OMB issued memorandum M-10-15, FY 2010 Reporting Instructions for the
Federal Information Security Management Act and Agency Privacy Management®, which
instructs agencies to develop automated risk models and apply them to the vulnerabilities and
threats identified by security management tools. In the case of cloud computing, we expect
these risk models to vary based on the specific cloud deployment model used (e.g., private
cloud versus public cloud). Agencies will incorporate these risk models into their business
decision-making processes and use them to inform the development of comprehensive agency
risk management plans that address issues such as continuity of service, quality control, and

long-term preservation of data to support Federal records requirements.

While the decisions to use cloud computing are made at the agency level by agency Chief
Information Officers and Chief Information Security Officers, the potential benefits of cloud
computing won’t be fully realized if every agency independently reviews and certifies solutions.
The current fragmented certification process — where agencies independently conduct
certifications and accreditations on the same products — is redundant, and adds both time and
cost to an already complex procurement process.

This is why we directed NIST to establish a technical process for centralized certification to
provide common security management services to Federal agencies. The process supports the
development of common security requirements and performs authorization and continuous
monitoring services for government-wide use, enabling Federal agencies to rapidly, securely
and cost-effectively procure technologies. Agencies can realize these benefits by leveraging the
security authorizations provided through a joint authorization board. The board will provide
both initial and ongoing assessment of risk on behalf of the government as systems are

continuously monitored throughout their lifecycle,

Additionally, GSA is working to streamline acquisition processes for cloud computing
technologies. The goal is to provide an efficient acquisition process that minimizes redundancy,
delay, and administrative burden and supports agencies in the safe, secure and timely adoption

of cloud computing technologies.

Closing the T Gap
We have been deliberate in engaging government, industry, and academia to ensure a broad

range of views are considered as we develop a comprehensive approach to cloud computing.

© http://www whitehouse.gov/omb/assets/memoranda_2010/m10-15 pdf
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The Federal Chief information Officers Council, in partnership with the GSA and NIST, is working
on a government-wide strategy for the safe and secure use of cloud computing services for

release by the end of calendar year 2010.

We are also working closely with the Natjonal Association of State Chief Information Officers
(NASCIO) to streamline procurement processes, develop standards, and ensure the safe and
secure adoption of cloud computing technologies.

Additionally, we are asking agencies to reflect their data center consolidation plans and analysis
of cloud computing alternatives in their FY 2012 budget submissions.’

Cloud computing reflects the commoditization of IT services and follows naturally from the
combination of cheaper and more powerful processors with faster and more ubiquitous

networks.

Investments in the private sector have led to historic productivity gains. In their daily lives, the
American people can receive services on line rather than in line. They expect the same from
their Government. Unfortunately, the IT gap contributes to a vastly different experience. When
the American people deal with their Government, they are confronted by a culture that says
“there’s a paper form that” versus one that says “there’s an app for that” when dealing with
the private-sector.

Cloud computing is not a silver bullet, but offers a transformational opportunity to
fundamentally reshape the operations of government and close the IT gap. The Obama
Administration is committed to leveraging the power of cloud computing in a safe and secure
manner to help close the technology gap and deliver results for the American people. Thank
you again for the opportunity to appear today and | look forward to answering your questions.

7 nttp://www.whitehouse.gov/omb/assets/memoranda 2010/m10-19 pdf
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Appendix ~ Characteristic of Cloud Computing

Below is from NIST’s Cloud Computing Definition {Version 15), available via:

csre.nist.gov/groups/SNS/cloud-computing/cloud-def-v15.doc

Essential Characteristics:

On-demand self-service. A consumer can unilaterally provision computing capabilities,
such as server time and network storage, as needed automatically without requiring
human interaction with each service's provider.

Broad network access. Capabilities are available over the network and accessed through
standard mechanisms that promote use by heterogeneous thin or thick client platforms
{e.g., mobile phones, laptops, and PDAs).

Resource pooling. The provider's computing resources are pooled to serve multiple
consumers using a multi-tenant model, with different physical and virtual resources
dynamically assigned and reassigned according to consumer demand. There is a sense of
location independence in that the customer generally has no control or knowledge over
the exact location of the provided resources but may be able to specify location at a
higher level of abstraction {e.g., country, state, or datacenter). Examples of resources
include storage, processing, memory, network bandwidth, and virtual machines.

Rapid elasticity. Capabilities can be rapidly and elasticaily provisioned, in some cases
automatically, to quickly scale out and rapidly released to quickly scale in. To the
consumer, the capabilities available for provisioning often appear to be unlimited and
can be purchased in any quantity at any time.

Measured Service. Cloud systems automatically control and optimize resource use by
leveraging a metering capability at some level of abstraction appropriate to the type of
service (e.g., storage, processing, bandwidth; and active user accounts). Resource usage
can be monitored, controlled, and reported providing transparency for both the
provider and consumer of the utilized service.

Deployment Models:

Private cloud. The cloud infrastructure is operated solely for one organization. It may
be managed by the organization or a third party and may exist on premises or off
premises.

Community cloud. The cloud infrastructure is shared by several organizations and
supports a specific community that has shared concerns {e.g., mission, security
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requirements, policy, and compliance considerations). It may be managed by the
organizations or a third party and may exist on premises or off premises.

Public cloud. The cloud infrastructure is made available to the general public or a large
industry group and is owned by an organization selling cloud services.

Hybrid cloud. The cloud infrastructure is a composition of two or more clouds {private,
community, or public) that remain unigue entities but are bound together by
standardized or proprietary technology that enables data and application portability
(e.g., cloud bursting for load-balancing between clouds).

Service Models:

Cloud Software as a Service {SaaS). The capability provided to the consumer is to use
the provider’s applications running on a cloud infrastructure. The applications are
accessible from various client devices through a thin client interface such as a web
browser (e.g., web-based email). The consumer does not manage or control the
underlying cloud infrastructure including network, servers, operating systems, storage,
or even individual application capabilities, with the possible exception of limited user-
specific application configuration settings.

Cloud Platform as a Service {PaaS). The capability provided to the consumer is to deploy
onto the cloud infrastructure consumer-created or acquired applications created using
programming languages and tools supported by the provider. The consumer does not
manage or control the underlying cloud infrastructure including network, servers,
operating systems, or storage, but has control over the deployed applications and
possibly application hosting environment configurations.

Cloud Infrastructure as a Service {laaS). The capability provided to the consumer is to
provision processing, storage, networks, and other fundamental computing resources
where the consumer is able to deploy and run arbitrary software, which can include
operating systems and applications. The consumer does not manage or control the
underlying cloud infrastructure but has control over operating systems, storage,
deployed applications, and possibly limited control of select networking components
(e.g., host firewalls).

10
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Chairman TowNs. Thank you very much for your testimony.

Mr. McClure is the Associate Administrator of the General Serv-
ices Administration’s Office of Citizens Services and Innovative
Technologies. Welcome, Mr. McClure.

STATEMENT OF DAVID McCLURE

Mr. McCLURE. Thank you, Chairman Towns, Ranking Member
Bilbray, all the other committee members here this morning.
Thanks for having me testify in front of you on what the General
Services Administration is doing to assist in the adoption of cloud
computing.

I think Vivek has done a good job in outlining for you what we
see as some of the tremendous benefits of cloud computing being
adopted in the Federal Government.

At GSA, we also believe that the adoption of safe and secure
cloud computing by the Federal Government represents a huge op-
portunity for us in terms of getting access to more modern tech-
nology and lowering the costs that we are spending on technology;
and various forms of cloud computing are already in place in the
Federal Government today.

Quick example, at GSA we have put the Government’s main pri-
mary information portal, USA.gov, into a cloud computing environ-
ment last year. We are already reaping the benefits in terms of a
more reliable uptime from the system; we have lowered our overall
computing costs by an estimated $1.7 million; and we actually have
raised the security posture of the system by going to a more reli-
able security arrangement with our cloud provider. So it does have
tremendous benefits.

As you also know, GSA plays a lead role in the President’s sus-
tainability agenda. We anticipate that cloud computing will be a
major factor in reducing the environmental impact of technology
and also will help achieve some of our national sustainability goals.
Cloud computing can be part of an overall strategy to reduce the
need for these multiple data centers that we have all over the Gov-
ernment and the energy they consume. So we see it helping im-
prove services by lowering the cost and also maintaining a better
environment compared to the redundant and often needlessly re-
dundant brick and mortar data center structures that we have in
place today.

As part of our leadership in the cloud computing environment,
we have stood up a cloud computing program management office,
it is housed in my office at GSA. It provides the technical and ad-
ministrative leadership for the administration’s cloud computing
initiatives.

We support the design and operation of cloud procurement vehi-
cles; we look at ways in which we can identify enhancing security
requirements, working closely with NIST, as well as with OMB; we
have facilitated the adoption of these requirements in the last few
months; we also sponsor some cloud demonstration projects from a
piloting perspective so that we can demonstrate how this tech-
nology can be effective before going full bore; and we are engaged
in data center analysis and strategy planning with OMB as part
of our responsibilities with the PMO as well.
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I think we also play a huge role in disseminating information
throughout the Government on just what is happening in cloud
computing. We are a knowledge repository for examples, best prac-
tices, and things that have really worked for us to date.

So let me just highlight real quickly a few of those areas for you.
I think one of the most significant challenges we face in cloud com-
puting is certainly in the security area. Agencies are concerned
about the risk of housing data offsite, in a cloud, if federally man-
dated security controls and accountabilities are not in place.

The Federal CIO, our cloud PMO, the CIO Council, which has a
security working group, and NIST have come together to try to
tackle that problem. We have developed a process and correspond-
ing security controls that have been agreed to by multiple agencies.
We are calling this program FedRAMP. It provides a uniform Gov-
ernment-wide risk management approach for enterprise level IT
systems and it will enable agencies to either use or leverage exist-
ing security authorizations.

Mr. Chairman, this is a first in the Federal Government, and it
should greatly reduce our security cost; it should enable rapid ac-
quisitions of solutions; it should reduce agency levels of effort; and
it should shift the focus of security to monitoring and protecting
our computing environments.

GSA is working with NIST and the CIO Council to make sure
that this program is put in place and we will be piloting several
things through FedRAMP to get it up to speed with some improve-
ments as we test it out.

The second area is providing newly commercial-provided cloud
services via a Web site called Apps.gov. This is the primary respon-
sibility of GSA. It is modeled on GSA product and service acquisi-
tion storefronts; it provides an easy, simple way to find, research,
and procure commercial cloud products and services. And we feel
like that has been a real benefit to Federal agencies both in the
softwares of service area and soon to be in infrastructures of serv-
ice for cloud computing.

A new class of Internet-based applications have also come on-
board called Web 2.0 that focus on delivering information to diverse
communities. Many of these solutions are Web-based and many are
also hosted in the cloud. We at GSA are making sure that we are
providing, as common tools to agencies, social media Web 2.0 tools
that are completely policy compliant with all Federal privacy and
security policies, and it gives them an advantage in terms of doing
this independently on their own. And I think we have already
achieved some significant cost savings by putting some of these in
place Government-wide.

So cloud computing, from our perspective, has the ability to fun-
damentally reshape how we are approaching Government oper-
ations and how we are using computing power for business process
improvement and citizen service delivery support. It can also shift
the focus to the added value use of information, which I think is
what our next decade is truly about; and do this in a very cost-ef-
fective way in today’s digitally oriented world.

Chairman TowNs. Mr. McClure, could you sum up?
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Mr. MCCLURE. Yes. And, third, I think it frees up some resources
for us to really focus on some of the real information needs of the
Government as well.

So, in general, I think we are supporting the effort the best way
we can with some of our procurement activities and some of our
best practices support, and I think these are adding up to really
advance the computing cause. Thanks.

[The prepared statement of Mr. McClure follows:]
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Chairman Towns, Chairwoman Watson, and Members of the Committee, | am
David McClure, Deputy Administrator, Office of Citizen Services and Innovative
Technologies at the General Services Administration (GSA). Thank you for the
opportunity to appear before you today to discuss GSA'’s role in supporting
development and deployment of cloud computing technology.

Cloud computing enables convenient, rapid, and on-demand computer network
access—most often via the Internet--to a shared pool of configurable computing
resources (in the form of servers, networks, storage, applications, and services).
Quite simply, it is the way computing services are delivered that is revolutionary.
Cloud computing allows users to provision computing capabilities rapidly and as
needed; that is, to scale out and scale back as required, and to pay only for
services used. Users can provision software and infrastructure cloud services on
demand with minimal, if any, human intervention. Because cloud computing is
based on resource pooling and broad network access there is a natural economy
of scale that can result in lower costs to agencies. In addition, cloud computing
offers a varied menu of service models from a private cloud operated solely for
one organization to a public cloud that is available to a large industry group and
the general public and owned by an organization that is selling cloud computing
services.

At GSA, we think the adoption of safe and secure cloud computing by the
Federal government presents an opportunity to close the IT performance gap.
Various forms of cloud computing solutions are already being used in the federal
government today to save money and improve services. Let me illustrate with
just a few examples:

. The Department of the Army Experience Center in Philadelphia is piloting
the use of a customer relationship management (CRM) tool. The Center
is a recruiting center that reaches out to young people who are interested
in joining our armed forces. The Center wants to move to real time
recruiting and to use tools and techniques that are familiar and appeal to
its young demographic. They are using a CRM provided by SalesForce to
track recruits as they work with the Center. Since the too! integrates
directly with e-mail, Twitter and Facebook, recruiters can maintain
connections with potential candidates directly after they leave the Center.
The Army estimated that to implement a traditional CRM would have cost
$500,000. The cloud-based solution has been implemented at the cost of
$54,000.

. The Department of Energy is evaluating the cost and efficiencies resulting
from leveraging cloud computing solution across the enterprise to support
business and scientific services. The Lawrence Berkeley Lab has
deployed over 5,000 mailboxes on Google Federal Premiere Apps and
they are now evaluating the use of Amazon Elastic Compute Cloud (EC2)
to handle excess capacity for computers during peak demand. The Lab
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estimates that they will save $1.5 million over the next five year in
hardware, software and labor costs from the deployments they have
made.

. Finally, my own agency — GSA has moved the primary information portal,
USA gov, to a cloud-based host. This enabled the site to deliver a
consistent level of access to information as new data bases are added, as
peak usage periods are encountered, and as the site evolves to
encompass more services. By moving to a cloud, GSA was able to
reduce site upgrade time from nine months to one day; monthly downtime
improved from two hours to 99.9% availability; and GSA realized savings
of $1.7M in hosting services.

In addition to improved services, GSA anticipates that cloud computing will be a
major factor in reducing the environmental impact of technology and help achieve
important sustainability goals. Effective use of cloud computing can be part of an
overall strategy to reduce the need for multiple data centers and the energy they
consume. Currently, GSA is supporting OMB in working with agencies to
develop plans to consolidate their data centers. Using the right deployment
model — private cloud, community cloud, public cloud, or a hybrid model - can
help agencies buy improved services at a lower cost within acceptable risk

levels, without having to maintain expensive, separate, independent and often
needlessly redundant brick and mortar data centers.

In February 2010, the Federal CIO announced the Federal Data Center
Consolidation Initiative. in it, he designated two Federal agency ClOs -- Richard
Spires (DHS) and Michael Duffy (Treasury) — to lead the effort inside the Federal.
CIO Council. It also highlighted the following goals:

. Reduce the cost of data center hardware, software and operations

. Increase the overall IT security posture of the government

. Shift IT investments to more efficient computing platforms and
technologies

. Promote the use of Green IT by reducing the overall energy and real

estate footprint of government data centers

GSA has a significant leadership role in supporting the adoption of cloud
computing in the federal government. We have concentrated our efforts on
facilitating easy access to cloud based solutions from commercial providers that
meet federal requirements, enhancing agencies’ capacity to analyze viable cloud
computing options that meet their business and technology modernization needs,
and addressing obstacles to safe and secure cloud computing. In particular,
GSA facilitates innovative cloud computing procurement options, ensures
effective cloud security and standards are in place, and identifies potential multi-
agency or government-wide uses of cloud computing solutions. GSA is also the
information "hub” for cloud use case examples, decisional and implementation
best practices, and sharing exposed risks and lessons learned. We have set up
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the Info.Apps.Gov site as an evolving knowledge repository for all government
agencies to use and contribute their expertise.

Let me briefly highlight how GSA is specifically providing execution capabilities to
empower sensible cloud computing adoption in the federal government.

Federal Cloud Computing Project Management Office

In March of 2009, the Federal Chief Information Officer (C1Q) Council identified
cloud computing as a priority for meeting the growing need for effective and
efficient use of information technology to meet the performance and mission
needs of the government. To assist in fostering cloud computing adoption, the
Federal Cloud Computing Program Management Office (PMO) was created in
April of 2009 at GSA. The PMO resides in the Office of Citizen Service and
Innovation Technologies and is directed by Ms. Katie Lewin who directly reports
to the Deputy Administrator for Innovative Technology, Mr. Sonny Bhagowalia.
The Director of the PMO also meets weekly with the Federal CIO to report on
progress, discuss risks and mitigations, identify promising cloud projects across
the government and refine direction. The PMO also reports on its activities and
results to the CIO Council Cloud Computing Executive Steering Committee
(ESC). The ESC provides oversight for the Federal Cloud Computing Initiative
and fosters communications among agencies on cloud computing. ESC
Membership includes senior IT executives from across the entire Federal
government.

The PMO provides technical and administrative leadership to cloud computing
initiatives. PMO staff is drawn from GSA technical experts with some additional
contractor support. The primary focus of the PMO is on the following activities:

. Support for the design and operation of the Apps.Gov cloud computing
storefront and related cloud procurement initiatives
. Facilitating identification of key cloud security requirements (certification,

accreditation, and authorization), particularly on a government-wide basis
through a new FedRAMP initiative

. Promotion of current and planned cloud projects across the government

. Data center consolidation analysis, planning, and strategy support
Development and open dissemination of relevant cloud computing
information.

To augment their skill base, the PMO has formed working groups to address
specific areas including security, standards and specific cloud-based solutions
with government or multi-agency use, such as cloud based e-mail services. The
working groups are composed of staff from across the government who bring
expertise and interest to address specific obstacles or define paths to adoption.
Each group is chaired by a government expert. The National Institute of
Standards and Technology (NIST) led both the security and the standards
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groups. The e-mail group is chaired by an expert from Department of the
Interior.
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Cloud Procurement

Cloud services are usually offered and purchased as commodities. This is a new
way of buying IT services and requires careful research on both government
requirements and industry capability to meet demand. To assist agencies in
buying new commercially provided cloud services, GSA established a website --
Apps.Gov -- modeled on other GSA product and service acquisition “storefronts.”
The purpose of Apps.Gov is to provide easy, simple ways to find, research, and
procure commercial cloud products and services. Agencies can search for
software as a service (SaaS) products categorized under 33 business purpose
headings and get product descriptions, price quotes, and links to more
information on specific products. Usage patterns to date indicate that agencies
use this information to either directly buy Saa$S products or, alternatively, as a
source of marketplace research that is used to support cloud procurements using
other vehicles such as GSA Schedule or GSA Advantage.

Apps.Gov also has information on no-cost social media applications that have
agreed to "government-friendly” Terms of Service. When a user hits the SEND
REQUEST button, they are linked to their agency’s social media coordinator to
complete the request for use of the tool in compliance with their agency’s social
media policy.
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To support access to cloud-based Infrastructure as a Service (laa8), the Cloud
PMO works with the Federal Acquisition Service {FAS) at GSBA. FAS has primary
responsibility for operating on-line acquisition services that are available for
government-wide use. In May 2009, the PMO issued a Request for Information
(RF1) asking the marketplace how they would address cloud computing business
models, pricing, service level agreements, operational support, data
management, security and standards. The responses {o this RFl were
incorporated into a Request for Quote (RFQ) for Infrastructure as a Service
capabilities and pricing. The result will be a multiple award blanket purchase
agreement that agencies can use to procure cloud based web hosting, virtual
machine, and storage services within a moderate security environment as
defined by the Federal Information Security Act (FISMA). That RFQ closed
yesterday and is currently in an evaluation stage.

What type of solution doryou need?

Govemnment users can
fdentify cloud solutions by
category, find pricing and

complete purchases onling!

Appe.Gov Storefront Screen Shot
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Cloud Computing Security

One of the most significant obstacles to the adoption of cloud computing is
security. Agencies are concerned about the risks of housing data off-site in a
cloud if FISMA security controls and accountabilities are not in place. In other
words, agencies need to have valid certification and accreditation (C&A) process
and a signed Authority to Operate (ATO) in place for each cloud-based product
they use. While vendors are willing to meet security requirements, they would
prefer not to go through the expense and effort of obtaining a C&A and ATO for
each use of that product in all the federal departments and agencies. The PMO
formed a security working group, initially chaired by NIST to address this
problem. The group developed a process and corresponding security controls
that were agreed to by multiple agencies — which we have termed as the Federal
Risk and Authorization Management Program (FedRAMP).

FedRAMP is a government-wide initiative to provide joint authorizations and
continuous security monitoring services for all federal agencies with an initial
focus on cloud computing. By providing a unified government-wide risk
management for enterprise level IT systems, FedRAMP will enable agencies to
either use or leverage authorizations with:

Vetted interagency approach;

Consistent application of Federal security requirements;

Improved community-wide risk management posture; and

Increased effectiveness and management cost savings.

FedRAMP allows agencies to use or leverage authorizations. Under this
program, agencies will be able to rely upon review security details, leverage the
existing authorization, and secure agency usage of system. This should greatly
reduce cost, enable rapid acquisition, and reduce effort.
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FedRAMP has three components:

1. Security Reguirement Authorities which create government-wide baseline
security requirements that are interagency developed and approved. This
will initially be the Federal Cloud Computing Initiative and ultimately live with
the ISIMC Working Group.

2. The FedRAMP Office which will coordinate authorization packages, manage
authorized system list, and provide continuous monitoring oversight. This
will be managed by GSA,

3. A Joint Authorization Board which will perform authorizations and on-going
risk determinations to be leveraged governmeant-wide. The board will consist
of representatives from G8A, Do, DHS and the sponsoring agency of the
authorized system.

(38A is working with OMB, security groups including the Federal ClO Council's
Information Security and Identity Management Commitiee, and the marketplace
{o vet this program and ensure that it will meet the security requirements of the
government while streamlining the process for industry.
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Cloud Computing and Open Government

In the past decade, vast increases in the ubiquity and availability of storage
space, bandwidth, and computing power have enabled a new class of internet-
based applications—broadly called "web 2.0"—that focus less on one-way
delivery of information and more on enabling large, diverse communities to come
together, share their wisdom, and take action. Increasingly, citizens—
government's customers—simply expect to find the information they want and
need through the use of the on-line social networks and platforms they are
rapidly adopting and use as part of their everyday lives.

As our Administrator, Martha Johnson, noted upon being sworn in February
2010:

Hoarding and hiding information prevents citizens and civil servants
from understanding and participating in the public process
effectively.. We at GSA can help change that. We can make the
information more available, as a first step. And we can do much
more. We can, and will, take advantage of emerging technologies
for sorting, sharing, networking, collective intelligence, and using
that information. Our goal is nothing short of a nation that relies not
on select data and statistical boxing matches, but on accurate
evidence that supports knowledge and wisdom.”

Most of these new web 2.0 technologies and tools are available as cloud-
based SaaS solutions and/or are hosted in cloud computing infrastructure
environments. This allows the government to offer these tools and

services in a very cost-efficient manner. Let me highlight a few examples:

o  The Common Open Government Dialogue Platform is a project
undertaken by GSA in response to the Open Government Directive's
mandate that agencies "incorporate a mechanism for the public to
provide input on the agency’s Open Government Plan." Over the
course of six weeks, GSA provided interested agencies with a no-
cost, law- and policy-compliant, public-facing online engagement tool,
as well as training and technical support to enable them to
immediately begin collecting public and employee input on their
forthcoming open government plans. Since then, GSA has worked to
transfer ownership of the open government public engagement tool,
powered by a cloud Saa$S platform called IdeaScale, to interested
agencies, in a manner that provided both policy and legal
compliance, as well as support for sustained engagement. The tool
was launched in February 2010 across 22 federal agencies and the
White House Office of Science and Technology Policy; overall

! http://www.gsa.gov/Portal/gsa/ep/contentView.do?pageTypeld=104308channelld=-
24827&P=&contentid=29129&contentType=GSA BASIC
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resource investment was less than $10,000 — far less than the
hundreds of thousands or millions of dollars that would have resulted
from agencies independently pursuing and procuring IT solutions.
The agencies’ dialogue sites garnered over 2,100 ideas, over 3,400
comments, and over 21,000 votes during a six-week "live" period and
the tool continues to be used by several agencies for a variety of
other open government purposes.

USASpending.gov is a source for information collected from agencies in
accordance with the Federal Funding Accountability and Transparency Act of
2006. This public facing web site is a cornerstone of the Administration’s
efforts to make government open and transparent. Using USAspending.gov,
the public can determine how their tax dollars are spent and gain insight into
the Federal spending processes across agencies. It also houses the Federal
IT Dashboard, which displays details on the nearly 800 major federal IT
investments based on data reported to the Office of Management and
Budget. This data is also now housed in a cloud infrastructure environment
maintained by NASA.

Data.gov is the central portal for citizens to find, download, and assess
government data. It now hosts over 270,000 data sets covering topics
ranging from healthcare to commerce to education. Data.gov was one of the
first public facing government websites to deploy cloud computing
successfully in government. It empowers citizens by allowing them to create
personalized mash-ups of information from diverse sources (e.g., local school
academic scores arrayed by education spending levels), solve problems (e.g.,
FAA flight time arrival information), and build awareness of government’s role
in activities affecting daily activities (e.g., food safety, weather, and the like).

Challenge.gov is a government-wide challenge platform that will be hosted in
a cloud computing infrastructure service to facilitate government innovation
through challenges and prizes. This tool provides forums for seekers (the
federal agency challenger looking for solutions) and solvers (those with
potential solutions) to suggest, collaborate on, and deliver solutions. It will
also allow the public to easily find and interact with federal government
challenges. The platform responds to requirements defined in a March 8,
2010, OMB Memo, “Guidance on the Use of Challenges and Prizes to
Promote Open Government” which included a requirement to provide a web-
based challenge platform within 120 days. GSA is also exploring acquisition
options to make it easier for agencies to procure products and services
related to challenges.

Citizen Engagement Platform will provide a variety of blog, challenge and
other engagement tools to make it easy for government to engage with
citizens, and easy for citizens to engage with government. The platform
addresses agencies’ need for easy-to-use, easy-to-deploy, secure and policy-
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compliant tools. This "build once, use many” approach adds lightweight, no-
cost options for agencies to create a more open, transparent and
collaborative government with tools either hosted or directly managed by
GSA,

Conclusion

Mr. Chairman, cloud computing has a promising future in transforming the federal
government because of its ability to fundamentally reshape government IT
operations used for critical government business process and citizen service
delivery support. It can help shift our focus to value added use of the information
we collect and provide cost effective services in a digitally and networked
enabled world. Additionally, it has the potential to free up resources that have
gone to support data centers and capabilities that are better leveraged across the
community — at bureau, agency or cross-agency level. At GSA, we are
supporting this transformation by leveraging c¢loud solutions and acquisitions on a
government-wide basis wherever possible to maximize economies of scale.

Thank you for the opportunity to appear today and | look forward to answering
questions from you and members of the Subcommittee.
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Chairman TowNs. Thank you very much for your testimony.
Ms. Furlani is Director of the Information Technology Laboratory
at the National Institute of Standards and Technology. Welcome.

STATEMENT OF CITA FURLANI

Ms. FURLANI. Thank you, Chairman Towns and members of the
committee. I appreciate the opportunity to appear before you today
to discuss our role in the deployment of cloud computing technology
in the Federal Government.

Our role is to promote the effective and secure use of the tech-
nology within Government by providing technical guidance and
promoting standards. The three cybersecurity objectives, ensuring
the confidentiality, integrity, and availability of information tech-
nology systems, are particularly relevant to cloud computing. These
three objectives provide a technical foundation to help address the
associated privacy requirements.

This cloud model that I have listed in my testimony is composed
of five essential characteristics, three service models, and four de-
ployment models, which are laid out fully in the written testimony.

The NIST cloud computing definition is the following: Cloud com-
puting is a model for enabling convenient, on-demand network ac-
cess to a shared pool of configurable computing resources, such as
networks, servers, storage, applications, and services, which can be
rapidly provisioned and released with minimal management effort
or service provider interaction.

This definition has been broadly recognized and helps to clarify
a complex emerging information technology paradigm. However,
there is still much work to be done. We have initiated focused ac-
tivities to develop Federal cloud computing security guidance, as
well as to facilitate the development of cloud computing standards.
The following are specific NIST efforts which promote the effective
and secure use of cloud computing technology within Government:
NIST held a cloud computing forum and workshop in May to en-
gage stakeholders on ways to best accelerate the Federal Govern-
ment’s secure adoption of cloud computing. Over 500 stakeholders
attended this event.

We are developing a cloud computing special publication which
will provide insight into the technical benefits, risks, and consider-
ations related to the secure and effective uses of cloud computing,
and provide guidance in the context of cloud computing to provide
interoperability, portability, and security. This publication will also
identify future research areas in cloud computing.

As requested by OMB, NIST serves as the Government lead
working with other Government agencies, industry, academia, and
standards development organizations to leverage appropriate exist-
ing standards and to accelerate the development of cloud comput-
ing standards where gaps exist. We have initiated the Standards
Acceleration to Jumpstart Adoption of Cloud Computing [SAJACCI.
The SAJACC goal 1s to facilitate the accelerated development of
high-quality standards and to reduce the technical uncertainty dur-
ing the interim period before many cloud computing standards are
formalized.

NIST, in a technical advisory role, supports the Federal inter-
agency efforts which have been mentioned to the development of a
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concept for a Federal approach to coordinate and apply consistent
security authorization requirements for cloud computing systems.
The NIST role is to provide guidance for a technical approach and
process which is consistent with NIST security guidance in the con-
text of the Federal Information Security Management Act.

NIST has also initiated a strategic virtualization laboratory ef-
fort to research and evaluate the security of virtualization tech-
niques and to mitigate security vulnerabilities in virtualized and
cloud systems. This will inform NIST cloud and virtualization
guidelines.

We have also initiated a Modeling and Analyzing Complex Be-
haviors in Cloud Computing project. This project seeks to under-
stand and predict behavior in large distributed information sys-
tems. In cloud computing, NIST is initiating a study of the applica-
blilitg of our modeling and analysis techniques to computational
clouds.

As you have just heard, this is a big effort. Thank you for the
opportunity to testify today on NIST’s role in the development and
deployment of cloud computing technology. I would be happy to an-
swer any questions you may have.

[The prepared statement of Ms. Furlani follows:]
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Chairman Towns, Chairwoman Watson, and Members of the Committee, | am Cita
Furlani, the Director of the Information Technology Laboratory (ITL) at the Department
of Commerce’s National Institute of Standards and Technology (NIST). Thank you for
the opportunity to appear before you today to discuss our role in the development and
deployment of cloud computing technology.

NIST's mission is to promote U.S. innovation and industrial competitiveness by
advancing measurement science, standards, and technology in ways that enhance
economic security and improve our quality of life.

As one of the major research components within NIST, the ITL accelerates the
development and deployment of information and communication systems that are
reliable, usable, interoperable, and secure; advances measurement science through
innovations in mathematics, statistics, and computer science; and conducts research to
develop the measurements and standards infrastructure for emerging information
technologies and applications.

NIST works with federal agencies, industry, and academia to research, develop and
deploy information security standards and technology to protect information systems
against threats to their confidentiality, integrity and availability. NIST researches
technologies such as identity management and verification, metrics for complex
systems, automation of discovery and maintenance of system security configurations
and status, and techniques for specification and automation of access authorization in
support of many different kinds of access policies.

In addition to |T-related technology research, ITL is responsible for the development of,
publishing, and providing explanatory support for Federal standards, guidelines, and
best practices related to cybersecurity.

NIST’s role in cloud computing is to promote the effective and secure use of the
technology within government by providing technical guidance and promoting
standards. The three cybersecurity objectives, ensuring the confidentiality, integrity, and
availability of information technology systems, are particularly relevant as these are the
high priority concerns and perceived risks related to cloud computing.

Although the power of modern cloud computing systems is new, the ideas behind cloud
computing reach back through decades. In the early 1960s, researchers proposed the
idea of computing as a utility, similar to other services such as gas or electricity. Around
the same time, techniques to make a single computer appear to be many separate
“virtual" computers were developed and implemented on mainframe computers. Some
of the building blocks for cloud computing were in place, but performance and costs
were barriers, and networking was inadequate. Years of hardware advances were
needed to close the gap. By the 1990s, the Internet had made grid computing possible:
many computers working together on a single problem over a network. By the 2000s,
the term cloud computing was being used to describe computing services delivered
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over a network, and, in 2010, a substantial and growing number of vendors are
developing cloud computing offerings for government, industry, and the general public.

Before discussing ongoing NIST efforts which are directed toward promoting secure and
effective use of cloud computing, | refer to the widely-cited NIST definition of cloud
computing’. Computer scientists at NIST developed this definition in collaboration with
industry, academia and government and we expect it to evolve over time as the cloud
industry and cloud technology matures:

Cloud computing is a model for enabling convenient, on-demand network access to a
shared pool of configurable computing resources (e.g., networks, servers, storage,
applications, and services) that can be rapidly provisioned and released with minimal
management effort or service provider interaction.

This cloud model promotes availability and is composed of five essential characteristics,
three service models, and four deployment models.

Essential Characteristics:

e On-demand self-service. A consumer can unilaterally provision computing
capabilities, such as server time and network storage, as needed automatically
without requiring human interaction with each service’s provider.

e Broad network access. Capabilities are available over the network and accessed
through standard mechanisms that promote use by heterogeneous thin or thick
client platforms (e.g., mobile phones, laptops, and PDAs).

* Resource pooling. The provider's computing resources are pooled to serve
multiple consumers using a multi-tenant model, with different physical and virtual
resources dynamically assigned and reassigned according to consumer demand.
There is a sense of location independence in that the customer generally has no
control or knowledge over the exact location of the provided resources but may
be able to specify location at a higher level of abstraction (e.g., country, state, or
datacenter). Examples of resources include storage, processing, memory,
network bandwidth, and virtual machines.

o Rapid elasticity. Capabilities can be rapidly and elastically provisioned, in some
cases automatically, to quickly scaie out and rapidly released to quickly scale in.
To the consumer, the capabilities available for provisioning often appear to be
unlimited and can be purchased in any quantity at any time.

' The NIST Definition of Cloud Computing. Version 15, Peter Mell and Tim Grance, October 7, 2009.
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Measured Service. Cloud systems automatically control and optimize resource
use by leveraging a metering capability at some level of abstraction appropriate
to the type of service (e.g., storage, processing, bandwidth, and active user
accounts). Resource usage can be monitored, controlled, and reported providing
transparency for both the provider and consumer of the utilized service.

Service Models:

Cloud Software as a Service (SaaS). The capability provided to the consumer is
to use the provider's applications running on a cloud infrastructure. The
applications are accessible from various client devices through a thin client
interface such as a web browser (e.g., web-based email). The consumer does
not manage or control the underlying cloud infrastructure including network,
servers, operating systems, storage, or even individual application capabilities,
with the possible exception of limited user-specific application configuration
settings.

Cloud Platform as a Service (PaaS). The capability provided to the consumer is
to deploy onto the cloud infrastructure consumer-created or acquired applications
created using programming languages and tools supported by the provider. The
consumer does not manage or control the underlying cloud infrastructure
including network, servers, operating systems, or storage, but has control over
the deployed applications and possibly application hosting environment
configurations.

Cloud Infrastructure as a Service (laaS). The capability provided to the consumer
is to provision processing, storage, networks, and other fundamental computing
resources where the consumer is able to deploy and run arbitrary software,
which can include operating systems and applications. The consumer does not
manage or control the underlying cloud infrastructure but has control over
operating systems, storage, deployed applications, and possibly limited control of
select networking components (e.g., host firewalls).

Deployment Models:

Private cloud. The cloud infrastructure is operated solely for an organization. It
may be managed by the organization or a third party and may exist on premise
or off premise.

Community cloud. The cloud infrastructure is shared by several organizations
and supports a specific community that has shared concerns (e.g., mission,
security requirements, policy, and compliance considerations). it may be
managed by the organizations or a third party and may exist on premises or off
premises.
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e Public cloud. The cloud infrastructure is made available to the general public or a
large industry group and is owned by an organization selling cloud services.

s Hybrid cloud. The cloud infrastructure is a composition of two or more clouds
{(private, community, or public) that remain unique entities but are bound together
by standardized or proprietary technology that enables data and application
portability (e.g., cloud bursting for load-balancing between clouds).

Note: Cloud software takes full advantage of the cloud paradigm by being service
oriented with a focus on statelessness, low coupling, modularity, and
semantic interoperability.

This NIST cloud computing definition, most recently revised in October 2009, has been
broadly recognized and helps to clarify a complex emerging information technology
paradigm. However, there is still much work to be done.

NIST has initiated focused activities to develop federal cloud computing security
guidance as well as to facilitate the development of cloud computing standards. Both
are essential and must be considered in parallel in order to effectively support the
secure implementation of cloud computing technology. NIST efforts respond not only to
high priority security requirements, but to interoperability and portability requirements,
which are interrelated with and essential to effectively address cloud computing
security.

Following are specific NIST efforts which promote the effective and secure use of cloud
computing technology within government by providing technical guidance and
promoting the development of standards.

NIST recently held a Cloud Computing Forum and Workshop. The goal was to engage
with stakeholders on ways to accelerate the federal government's secure adoption of
cloud computing. Over 500 stakeholders registered for the event — which included
representatives from industry, federal government, state governments, academia, and
standards development organizations.

NIST is developing a cloud computing Special Publication which will use the definition of
cloud computing as a frame of reference to organize and present analysis,
recommendations and guidance. The document will provide insight into the technical
benefits, risks, and considerations related to the secure and effective uses of cloud
computing and guidance in the context of cloud computing: interoperability, portability,
and security. The publication will also outline typical terms of use for cloud systems and
will identify future research areas in cloud computing as well as recommendations.
NIST will develop additional cloud computing Special Publications as research and
analysis are completed.
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As requested by OMB, NIST serves as the government lead, working with other
government agencies, industry, academia, and standards development organizations to
leverage appropriate existing standards and to accelerate the development of cloud
computing standards where gaps exist. The expectation is that standards will shorten
the adoption cycle, support cost savings and the ability to more quickly create and
deploy enterprise applications.

Under the provisions of the National Technology Transfer and Advancement Act (PL
104-113) and OMB Circular A-119, NIST is tasked with the role of encouraging and
coordinating federal agency use of voluntary consensus standards and participation in
the development of relevant standards, as well as promoting coordination between the
public and private sectors in the development of standards and in conformity
assessment activities. NIST works with other agencies to coordinate standards issues
and priorities with the private sector through consensus standards organizations such
as the American National Standards Institute (ANSI), the International Organization for
Standardization (ISQ), the Institute of Electrical and Electronic Engineers (IEEE), the
internet Engineering Task Force (IETF), and the International Telecommunication Union
(ITU). NIST leads national and international consensus standards activities in
cryptography, biometrics, electronic credentialing, secure network protocols, software
and systems reliability, and security conformance testing — all essential for secure cloud
computing implementation.

NIST has initiated the Standards Acceleration to Jumpstart Cloud Computing (SAJACC)
project. The SAJAAC goal is to facilitate the development of cloud computing
standards. The analysis and results completed under SAJACC will be used to inform
the cloud computing Special Publications described above. SAJACC refers to a
strategy, a process, and a portal.

SAJACC was initiated to address a widely acknowledged need in the development and
implementation of new complex technologies. Historically, a gap has existed between
the time when standards are needed and the time when they become formalized.
Complex standards such as the Portable Operating System interface [for Unix] and
current Internet standards have taken years to develop. This has occurred because the
development of standards is dependent on the inherently time consuming process of
broad participation and consensus building, is driven by technical innovation, and
requires due diligence in order to produce a standard of quality and completeness such
that it will be effective and broadly adopted.

The SAJAAC strategy is two-fold: 1) to accelerate the development of high-quality
standards and 2) to reduce technical uncertainty during the interim adoption period
before many cloud computing standards are formalized.

The heart of the SAJACC concept is the process of identifying and validating interim
candidate interface specifications by testing against requirements which demonstrate
portability, interoperability, and security for users of cloud systems. SAJACC is applying
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the use case development method to define, refine, and interpret requirements in the
form of behavioral scenarios which describe the interaction between people and
computer systems. The project is currently formulating an initial set of twenty five use
cases, and vetting these with cloud computing stakeholders in academia, government,
and industry. After the use cases have been refined, they will be made available
through a public website. In order to verify and demonstrate the test plan and execution
process, NIST will conduct an initial set of validation tests against an initial set of legacy
interfaces, and publish the resuits as an example of how future collaborative efforts
could be accomplished.

Information exchange and visibility will be accomplished through a SAJACC website.
This portal is planned as a public Internet-accessible repository of cloud computing use
cases, documented cloud system interfaces (i.e., specifications which have not yet
evolved to become formal standards), pointers to cloud system reference
implementations (i.e., cloud computing systems where these specifications were
incorporated as part of the implementation), and test results which show the extent to
which different interfaces can support individual use cases (i.e., satisfy security,
portability, and interoperability requirements.)

SAJACC by definition leverages, coordinates, and is heavily dependent on contributions
from external stakeholders with an interest in cloud computing standards. The process
of identifying new interfaces (with corresponding reference implementations) and new
use cases will be ongoing.

NIST has developed standards to support federal agencies’ information security
requirements for many years, beginning in the early 1970s with enactment of the Brooks
Act. Through the Federal Information Security Management Act (FISMA), Congress
again reaffirmed NIST’s leadership role in developing standards for cyber security.
FISMA provides for the development and promulgation of Federal Information
Processing Standards (FIPS) that are "compulsory and binding" for Federal computer
systems, The responsibility for the development of FIPS rests with NIST, and the
authority to promulgate mandatory FIPS is given to the Secretary of Commerce. Section
303 of FISMA states that NIST shall:

« have the mission of developing standards, guidelines, and
associated methods and techniques for information systems;

« develop standards and guidelines, including minimum
requirements, for information systems used or operated by an
agency or by a contractor of an agency or other organization on
behalf of an agency, other than national security systems; and

¢ develop standards and guidelines, including minimum
requirements, for providing adequate information security for all
agency operations and assets, but such standards and
guidelines shall not apply to national security systems.
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These activities include, for systems other than national security systems, standards
and guidelines that must include, at a minimum (1) standards to be used by all agencies
to categorize alf their information and information systems based on the objectives of
providing appropriate levels of information security, according to a range of risk levels;
(2) guidelines recommending the types of information and information systems to be
included in each category; and (3) minimum information security requirements for
information and information systems in each category.

NIST addresses cyber security challenges, which are directly applicable to cloud
computing throughout the information and communications infrastructure, through its
cross-community engagements. NIST employs collaborative partnerships with our
customers and stakeholders in industry, government, academia, and consortia to take
advantages of technical and operational insights and to leverage the resources of a
global community. NIST is responsible for establishing and updating, on a recurring
basis, the federal government'’s risk management framework, cybersecurity controls,
and assessment procedures to determine control effectiveness. NIST engages
government and industry to harmonize information security requirements to align with
industry business models and best practices.

An example is the release of Special Publication 800-53, Revision 3, Recommended
Security Controls for Federal Information Systems and Organizations in August 2009
which was developed by the Joint Task Force Transformation Initiative consisting of
members from NIST, the Department of Defense, Office of the Director of National
Intelligence, and the Committee on National Security Systems. This unified set of
security controls provides a standardized method for expressing security at all levels,
from system development and acquisition to operational implementation. This allows for
an environment of information sharing and interconnections among these communities
and significantly reduces costs, time, and resources needed to secure information
systems.

In close collaboration with the Department of Defense, the Committee on National
Security Systems and the Intelligence Community, NIST revised its Certification and
Accreditation (C&A) guideline, Special Publication 800-37, Revision 1, Guide for
Applying the Risk Management Framework to Federal Information Systems: A Security
Life Cycle Approach to fundamentally change the focus of the information system
authorization process from a static (a point in time) approach to a continuous monitoring
approach. This continuous monitoring approach, implemented with automated tools
whenever possible, will provide authorizing officials and senior leaders within federal
agencies with critical and timely information on the ongoing security state of their
information systems, thus allowing them to make more informed, risk-based decisions
when authorizing federal information systems for operation.

The current version of Special Publication 800-37 was also updated to allow certification
and accreditation efforts to be leveraged among federal agencies. This is an important
building block needed to support government adoption of cloud computing.
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in 2009 and 2010, NIST, in a technical advisory role, supported the interagency Federal
Cloud Computing Advisory Council (CCAC) Security Working Group in the development
of a concept for a federal approach to coordinate and apply consistent security
authorization requirements for cloud computing systems.

The overall approach is being defined under the governance and implementation
auspices of the Federal CIO Council. The NIST role is to provide guidance for a
technical approach and process which is consistent with NIST security guidance in the
context of FISMA. More specifically, NIST is supporting the definition of a technical
process in the context of and to be consistent with Special Publication 800-37, Revision
1, Guide for Applying the Risk Management Framework to Federal Information
Systems: A Security Life Cycle Approach, referenced earlier.

Cybersecurity is a vital, central mission of our laboratory and is a key concern and risk
factor related to cloud computing adoption. In a public cloud computing deployment
model the customer generally does not have control or knowledge over the exact
location of the provided resources such as storage, processing, memory, network
bandwidth, and virtual machines.

NIST recognizes that effective cybersecurity guidance is holistic and must be
considered in the context of broad and comprehensive information security guidance for
federal agencies as well as the interoperability, portability and security technical
standards development efforts described previously. The NIST cloud computing
security guidance recognizes the need to consider the security requirements of the
foundation technologies which are applied to implement cloud computing and to
leverage the existing computer security capabilities and knowledge base.

NIST will continue to conduct the research necessary to enable and to provide cloud
computing and cybersecurity specifications, standards, assurance processes, guidance
and technical expertise needed for effective and secure U.S. government and critical
infrastructure information systems.

NIST is actively engaged with private industry, academia, non-national security federal
departments and agencies, the intelligence community, and other elements of the law
enforcement and national security communities in coordination and prioritization of
cyber security research, standards development, standards conformance
demonstration, and cyber security education and outreach activities.

NIST has initiated a strategic Virtualization Laboratory effort to research and evaluate
the security of virtualization techniques and the cloud computing systems that employ
them. The lab will serve as a resource for the development of ideas to mitigate security
vulnerabilities in virtualized and cloud systems, and to gain hands-on experience that
will inform NIST cloud and virtualizations guidelines. The lab plans include two
research tasks. The first is to conduct research on the integration of advanced access
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control mechanisms into virtualized systems. The second task is to conduct research of
metrics to evaluate hypervisor security vulnerability and quality. This task will conduct a
study of hypervisor architectural principles and will measure the complexity of
hypervisor implementations.

NIST has also initiated the Modeling and Analyzing Complex Behaviors in Cloud
Computing project. This project seeks to understand and predict behavior in large
distributed information systems by using mathematical and statistical techniques applied
by scientists to study physical systems. NIST is evaluating various modeling and
analysis methods. NIST is conducting its evaluation in the context of communication
networks, computational grids and computational clouds. NIST has conducted severa!
studies related to networks and grids. In cloud computing, NIST is initiating a study of
the applicability of our modeling and analysis techniques to computational clouds. As a
challenge problem, NiST intends to use the model to study various resource allocation
algorithms that might be employed to assign virtual machines to clusters and nodes
within a cloud.

Thank you for the opportunity to testify today on NIST’s role in the development and
deployment of cloud computing technology. | would be happy to answer any questions
you may have.
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Chairman TowNs. Thank you very much, Ms. Furlani.
Mr. Wilshusen.

STATEMENT OF GREGORY WILSHUSEN

Mr. WILSHUSEN. Chairman Towns, Ranking Member Issa, Chair-
woman Watson, and Ranking Member Bilbray, and other members
of the committee, thank you for the opportunity to participate in
today’s hearing on cloud computing.

At Chairwoman Watson’s request, GAO has been reviewing the
information security implications of cloud computing and Federal
efforts to address them. Today we are releasing our report. My
statement will summarize the contents of that report. But first, if
I may, Mr. Chairman, I would like to recognize two members of my
staff, V.J. DeSouza and Season Dietrick, who were instrumental in
the preparation of that report.

As has been discussed, cloud computing is a form of shared com-
puting where users have access to scalable, on-demand information
technology services and resources. Service providers offer these ca-
pabilities using several service and deployment models, including,
for example, a private cloud which is operated solely for an organi-
zation and a public cloud, which is available to any paying cus-
tomer.

Cloud computing has both positive and negative information se-
curity implications. Potential security benefits include those related
to broad network access, possible economies of scale, and use of
self-service technologies. Federal agencies frequently cited as po-
tential benefits low cost disaster recovery and data storage, on-de-
mand security controls, consistent application of those controls, and
a reduced need to carry data and removable media.

However, the use of cloud computing can also create numerous
information security risks. Twenty-two of 24 major agencies re-
ported that they were concerned or very concerned about the poten-
tial security risk associated with cloud computing. These risks in-
clude: ineffective or noncompliance security practices of the service
provider, inability to examine controls of the provider, data leakage
to ulctllauthorized users, and loss of data if cloud service is termi-
nated.

These risks generally relate to the dependence on the security
practices and assurances of the service provider and the sharing of
computing resources. They also may vary depending upon the cloud
deployment model used. For example, private clouds may have a
lower threat exposure than public clouds, but evaluating this risk
requires an examination of the specific controls in place for the
cloud’s implementation.

Federal agencies have begun efforts to address information secu-
rity issues for cloud computing, but specific guidance is lacking and
often efforts remain complete. Although individual agencies have
identified security measures needed when using cloud computing,
they have not always developed corresponding guidance. In addi-
tion, several Government-wide cloud computing initiatives are un-
derway by organizations such as OMB and GSA.

Nevertheless, much work remains. For example, OMB has not
yet finished the cloud computing strategy or defined how informa-
tion security issues will be addressed in the strategy. GSA has
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begun a procurement for expanding cloud computing services, but
still needs to develop specific plans for establishing a shared infor-
mation security assessment and authorization process. Further-
more, NIST has not yet issued cloud-specific security guidance.
Both Federal and private sector officials have identified the need
for such guidance.

Accordingly, in the report being released today, GAO rec-
ommended that OMB, GSA, and NIST take several actions to ad-
dress these issues. These agencies generally agreed with our rec-
ommendations and indicated that actions were planned or under-
way to implement them.

To summarize, the use of cloud computing offers promise, but
also carries risk. Until Federal guidance and processes that specifi-
cally address information security are developed, agencies may be
hesitant to implement cloud computing programs, and those that
have implemented such programs may not have appropriate secu-
rity controls in place.

This concludes my statement. I would be happy to answer any
questions.

[The prepared statement of Mr. Wilshusen follows:]
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INFORMATION SECURITY

Governmentwide Guidance Needed o Assist
Agencies in Implementing Cloud Computing

What GAD Found

Cloud computing has several service and deployment models. The service
models include the provision of infrastructuve, computing platforms, and
software as a service. The deployment models relate to how the cloud service
is provided. They include a private cloud, operated solely for an organization;
a community cloud, shared by several organizations; a public cloud, available
10 any paying customer; and a hybrid cloud, a composite of deployment
mnodels,

Cloud computing can both increase and decrease the security of information
systems in federal agencies. Potential information security benefits include
those related to the use of virtualization and antomation, broad network
aceess, potential economies of scale, and wse of self-serviee technologies. In
addition to benefits, the use of cloud computing can create numerous
information security risks for federal agencies. Specifically, 22 of 24 major
federal agencies reported that they are either concerned or very concerned
about the potential information security risks assoclated with cloud
computing. Risks inchude dependence on the security practices and
assurances of a vendor, and the sharing of computing resources. However,
these risks may vary based on the cloud deployment model. Private clouds
may have a lower threat exposure than public clouds, but evaluating this risk
requires an examination of the specific security controls in place for the
cloud’s implementation.

Federal agencies have begun efforts to address information security issues for
cloud computing, but key guidance is Jacking and efforis reroain incomplete.
Although individual agencies have identified security measures needed when
uging cloud computing, they have not always developed comresponding

i encies have also identified chall in ing vendor
compliance with government information security requirements and clarifying
the division of information security responsibilities between the customer and
vendor. Furthermore, while several governmentwide cloud computing
secarity initiatives are under way by organizations such as the Office of
Management and Budget and the General Services Adminisiration, significant
work needs to be completed. For example, the Office of Management and
Budget has not yet finished a cloud computing strategy, or defined how
information security issues will be addressed in this strategy. The General
Services Administration has begun a procurement for expanding cloud
computing services, but has not yet developed specific plans for establishing a
shared information security assessment and anthorization process, In
addition, while the National Institute of Standards and Technology has begum
efforts to address clond computing information securily, it has not yet issued
cloud-specific security guidance. Until specific guidance and processes are
developed to guide the agencies in planning for and establishing information
security for cloud computing, they may not have effective Information
security controls in place for cloud computing programs.

United States ility Qifice
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Chairman Towns, Chairwoman Watson, and Members of the Committee
and Subcommittee:

Thank you for the opportunity to participate in today’s hearing on federal
guidance and efforts to address information security when using cloud
computing. My statement today is based on our report titled Information
Security: Federal Guidance Needed to Address Control Issues with
Impls ting Cloud Computing (GAO-10-513), which provides a fuller
discussion of our results and is being released at this hearing.’

Cloud computing is an emerging form of computing that relies on Internet-
based services and resources to provide computing services to customers.
Examples of cloud computing include Web-based e-mail applications and
common business applications that are accessed online through a
browser, instead of through a local computer. The current administration
has highlighted cloud computing as having the potential to provide
information technology (IT) services more quickly and at a lower cost than
traditional methods.

We have previously reported that cyber threats to federal information
systems and cyber-based critical infrastructures are evolving and
growing.? Without proper safeguards, computer systems are vulnerable to
individuals and groups with malicious intentions who can intrude and use
their access to obtain and manipulate sensitive information, commit fraud,
disrupt operations, or launch attacks against other computer systems and
networks. Further, the increasing interconnectivity among information
systems, the Internet, and other infrastructure presents increasing
opportunities for attacks. For example, in 2009, several media reports
described incidents that affected cloud service providers such as Amazon
and Google.

Given the potential risks, you requested that we ine the security
implications of cloud computing. In response to your request, our report
and my statement provide (1) a description of the models of cloud

‘GAO Information Security: Federal Guidance Needed to Address Control Issues with
ing Cloud Computing, GAQ-10-513 {Washington, D.C. May 27, 2010).

2GAO> Continued Efforts Are Needed 1o Protect Information Systems From Evolving
Threats, GAQ-10-230T (Washington D.C.: Nov. 17, 2009) and Cyber Threats and
Vulnerabilities Place Federal Systems at Risk, GAO-09-661T (Washington, D.C.: May 5,
009).

Page 1 GAO-10-865T
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cormputing, (2) a description of the information security implications of
using cloud computing services in the federal government, and (3) an
assessment of federal guidance and efforts to address information security
when using cloud computing. In conducting the work for our report, we
collected and analyzed information from industry groups, private-sector
organizations, the National Institute of Standards and Technology (NIST),
and 24 major federal agencies.’ Our work for the report was performed in
accordance with generally accepted government auditing standards.

Cloud Computing Is a
Form of Shared Computing
with Several Service and
Deployment Models

Cloud computing is a new form of delivering IT services that takes
advantage of several broad evolutionary trends in information technology,
including the use of virtualization.* According to NIST, cloud computing is
a means “for enabling convenient, on-demand network access to a shared
pool of configurable computing resources that can be rapidly provisioned
and released with minimal management effort or service provider
interaction.” NIST also states that an application should possess five
essential characteristics to be considered cloud computing; on-demand
self service, broad network access, resource pooling, rapid elasticity, and
measured service.

Cloud computing offers three service models: infrastructure as a service,
where a vendor offers various infrastructure components; platform as a
service, where a vendor offers a ready-to-use platform on which customers
can build applications; and software as a service, which provides a seif-
contained operating environment used to deliver a complete application
such as Web-based e-mail.

In addition, four deployment models for providing cloud services have
been developed: private, community, public, and hybrid cloud. In a private

“The 24 major federat agencies are the Agency for International Development; the
Departments of Agricuiture, Commerce, Defense, Education, Energy, Health and Human
Services , Homeland Security, Housing and Urban Development, the Interior, Justice,
Labor, Sme Transportation, the Treasury, and Veterans Affairs; the anxronmental

Protection Agency; the General Services Admini ion; the Nati and
Space Administration; the National Sc:ence Foundation; the Nuclear Regu!abory
Cornmission; the Office of Personnel M the Small Busine: i ion; and

the Social Security Administration,

*Virtualization is a technology that allows muitiple soft bhased virtual hines with
different operating systers to run in isolation, side-by-side on the same physical machine.
Virtual reachines can be stored as files, making it possible to save a virtual machine and
move it from one physical server to another.

Page 2 GAD-10-855T
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cloud, the service is set up specifically for one organization, although there
may be multiple customers within that organization and the cloud may
exist on or off the premises. In a community cloud, the service is set up for
related organizations that have similar requirements. A public cloud is
available to any paying customer and is owned and operated by the service
provider. A hybrid cloud is a composite of the deployment models.

Cloud Computing Has
Both Positive and Negative
Information Security
Implications

The adoption of cloud computing has the potential to provide benefits
related to information security. The use of virtualization and automation in
cloud computing can expedite the implementation of secure
configurations for virtual machine images. Other advantages relate to
cloud computing's broad network access and use of Internet-based
technologies. For example, several agencies stated that cloud computing
provides a reduced need to carry data in removable media because of the
ability to access the data through the Internet, regardless of location.
Additional advantages relate to the potential economies of scale and
distributed nature of cloud computing. In response to our survey, 22 of the
24 major agencies identified low-cost disaster recovery and data storage as
a potential benefit. The self-service aspect of cloud computing may also
provide benefits. For example, 20 of 24 major agencies identified the
ability to apply security controls on demand as a potential benefit.

In addition to benefits, the use of cloud computing can create numerous
information security risks for federal agencies. In response to our survey,
22 of 24 major agencies reported that they are either concerned or very
concerned about the potential information security risks associated with
cloud computing. Several of these risks relate to being dependenton a
vendor's security assurances and practices. Specifically, several agencies
stated concerns about: .

the possibility that ineffective or non-compliant service provider security
controls could lead to vulnerabilities affecting the confidentiality,
integrity, and availability of agency information;

the potential loss of governance and physical control over agency data and
information when an agency cedes control to the provider for the
performance of certain security controls and practices;

the insecure or ineffective deletion of agency data by cloud providers once
services have been provided and are complete; and

Page 3 GAO-10-855T
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potentially inadequate background security investigations for service
provider employees that could lead to an increased risk of wrongful
activities by malicious insiders.

Multitenancy, or the sharing of computing resources by different
organizations, can also increase risk. Twenty-three of 24 major agencies
identified multitenancy as a potential information security risk because
one customer could intentionally or unintentionally gain access to another
customer’s data, causing a release of sensitive information. Another
concern is the increased volume of data transmitted across agency and
public networks. This could lead to an increased risk of the data being
intercepted in transit and then disclosed.

Although there are numerous potential information security risks related
to cloud computing, these risks may vary based on the particular
deployment model. For example, NIST states that private clouds may have
a lower threat exposure than community clouds, which may have a lower
threat exposure than public clouds. Several industry representatives stated
that an agency would need to examine the specific security controls of the
vendor the agency was evaluating when considering the use of cloud
computing.

Federal Agencies Have
Begun Efforts to Address
Information Security
Issues for Cloud
Computing, but Specific
Guidance Is Lacking and
Efforts Remain Incomplete

Federal agencies have begun to address information security for cloud
computing; however, they have not developed the corresponding
guidance. About half of the 24 major agencies we asked reported using
some form of public or private cloud computing for obtaining
infrastructure, platform, or software services. These agencies identified
measures they are taking or plan to take when using cloud computing.
These actions, however, have not always been accompanied by
development of related policies or procedures to secure their information
and systems.

Most agencies have concemns about ensuring vendor compliance and
implementation of government information security requirements. In
addition, agencies expressed concerns about limitations on their ability to
conduct independent audits and assessments of security controls of cloud
computing service providers. Several industry representatives agreed that
compliance and oversight issues are a concern and raised the idea of
having a single government entity or other independent entity conduct
security oversight and audits of cloud computing service providers on
behalf of federal agencies. Agencies also stated that having a cloud service
provider that had been precertified as being in compliance with

Page 4 GAO-10-855T
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Several Governmentwide Cloud
Computing Information
Security Initiatives Have Been
Started, but Key Guidance and
Efforts Have Not Been
Completed

government information security requirements through some type of
governmentwide approval process would make it easier for them to
consider adopting cloud computing. Other agency concerns related to the
division of information security responsibilities between customer and
vendor. Until these concerns are addressed, the adoption of cloud
cormputing may be limited.

While several governmentwide cloud computing security activities are
under way by organizations such as the Office of Management and Budget
(OMB) and the General Services Administration (GSA), significant work
remains to be completed. For example, OMB stated that it began a federal
cloud computing initiative in February 2009; however, it does not yet have
an overarching strategy or an implementation plan. According to OMB
officials, the initiative includes an online cloud computing storefront
managed by GSA and will likely contain several pilot cloud computing
projects, each with a lead agency. However, as of March 2010, a date had
not been set for the release of the strategy or for any of the pilots. In
addition, OMB has not yet defined how information security issues, such
as a shared assessment and authorization process, will be addressed in
this strategy.

Federal agencies have stated that additional guidance on cloud computing
security would be helpful. Addressing information security issues as part
of this strategy would provide additional direction to agencies Jooking to
use cloud computing services, Accordingly, we recommended that OMB
establish milestones for completing a strategy for implementing the cloud
computing initiative and ensure the strategy addresses the information
security challenges associated with cloud computing, such as needed
agency-specific guidance, controls assessment of cloud computing service
providers, diviston of information security responsibilities between
customer and provider, a shared assessment and authorization process,
and the possibility for precertification of cloud computing service
providers. OMB agreed with our recommendation and noted that it
planned to issue a strategy over the next 6 months that covers activities
for the next § to 10 years based on near term lessons learned. OMB also
identified several federal activities planned in the short term to address
security issues in cloud computing.

Page 5 GAO-10-855T
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GSA Has Established Program
Office and Cloud Coraputing
Storefront, but Has Not Yet
Developed Plans for a Shared
Assessment and Authorization
Process

Federal CIO Council Has
Established Cloud Computing
Executive Steering Committee
but Has Not Finalized Key
Process or Guidance

GSA has established the Cloud Computing Program Management Office
that manages several cloud computing activities within GSA and provides
administrative support for cloud computing efforts by the Federal Chief
Information Officers (CIO) Council. Specifically, the program office
manages a storefront, www.apps.gov, established by GSA to provide a
central location where federal customers can purchase software as a
service cloud computing applications. GSA has also initiated a
procurement to expand the storefront by adding infrastructure as a service
cloud computing offerings such as storage, virtual machines, and Web
hosting.

Establishing both an assessment and authorization process for customers
of these services and a clear division of security responsibilities will help
ensure that these services, when purchased and effectively implemented,
protect sensitive federal information. GSA officials stated that they need to
work with vendors after a new procurement has been completed to
develop a shared assessment and authorization process, but have not yet
developed specific plans to do so. Accordingly, we recommended that
GSA ensure that full consideration is given to the information security
challenges of cloud computing, including a need for a shared assessment
and authorization process as part of their procurement for infrastructure
as a service cloud computing technologies. GSA agreed and identified
plans for ensuring issues such as a shared assessment and authorization
process would be addressed.

The Federal CIO Council established the Cloud Computing Executive
Steering Commiittee to promote the use of cloud computing in the federal
government. Under this committee, the security subgroup has developed
the Federal Risk and Authorization Management Program, whichisa
governmentwide program to provide joint authorizations and continuous
security monitoring services for all federal agencies, with an initial focus
on cloud computing.

The subgroup is currently working with its members to define interagency
security requirements for cloud systems and services and related
information security controls. However, a deadline for completing
development and implementation of a shared assessment and
authorization process has not been established. We recommended that
OMB direct the CIO Council Cloud Computing Executive Steering
Committee to develop a plan, including milestones, for completing a
governmentwide security assessment and authorization process for cloud
services. OMB agreed and identified current activities of the CIO Council
which are intended to address the recommendation.

Page § GAO-10-855T
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NIST Is Coordinating Activities
with CIO Council but Has Not
Established Cloud-Specific
Guidance

NIST is responsible for establishing information security guidance for
federal agencies to support FISMA; however, it has not yet established
guidance specific to cloud computing or to information security issues
specific to cloud computing, such as portability and interoperability, and
virtualization.

The NIST official leading the institute's cloud computing activities stated
that existing NIST guidance in SP 800-53 and other publications applies to
cloud computing and can be tailored to the information security issues
specific to cloud computing. However, both federal and private sector
officials have made clear that existing guidance is not sufficient.
Accordingly, we recommended that NIST issue cloud computing guidance
to federal agencies to more fully address key cloud computing domain
areas that are lacking in SP 800-53 areas such as virtualization, and
portability and interoperability, and include a process for defining roles
and responsibilities of cloud computing service providers and customers.
NIST officials agreed and stated that the institute is planning to issue
guidance on cloud computing and virtualization this year.

In summary, the adoption of cloud computing has the potential to provide
benefits to federal agencies; however, it can also create numerous
information security risks. Federal agencies have taken steps to address
cloud computing security, but many have not developed corresponding
guidance. OMB has initiated a federal cloud computing initiative, but has
not yet developed a strategy that addresses the information security issues
related 1o cloud computing, and guidance fror NIST to ensure information
security is insufficient. While the Federal CIO Council is developing a
shared assessment and authorization process, which could help foster
adoption of cloud computing, this process remains incomplete, and GSA
has yet to develop plans for a shared assessment and authorization
process for its procurement of cloud computing infrastructure as a service
offerings. Until federal guidance and processes that specifically address
information security for cloud computing are developed, agencies may be
hesitant to implement cloud computing, and those programs that have
been implemented may not have effective information security controls in
place.

Page 7 GAO-10-855T
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Chairman Towns, Chairwoman Watson, and Members of the Comruittee
and Subcomunittee, this concludes my prepared statement. I would be
pleased to respond to any questions.

For questions about this staterent, please contact Gregory C. Wilshusen
at {202) 512-6244 or wilshuseng@gao.gov. Individuals making key
contributions to this testimony included Season Dietrich, Vijay D’Souza,
Nancy Glover, and Shaunyce Wallace.

(311058) Page 8 GAO-10-858T
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Chairman TowNs. Thank you very much.

Let me just announce to the Members that there are three votes,
and what I would suggest is that we break now and then come
back 10 minutes after the last vote. The witnesses, of course, need
to stay in the area. Thank you very much. It will at least be half
an hour or more before we get back.

So we will recess.

[Recess.]

Chairman TOwNS. The meeting will reconvene.

Let me again apologize, but we have to vote around here. And
if you don’t vote, they put your name in the newspaper.

Let me begin with, I guess, this question probably to you, Mr.
Kundra and to Mr. McClure. It seems to me that the shift to cloud
computing will move a lot of responsibility that we currently main-
tain in-house to contractors. What impact will that move have on
t}ﬁe ;Federal IT work force? Will we lose a lot of jobs as a result of
this?

Mr. KUNDRA. If I can step back for a second and look at the cur-
rent environment that we are in. For example, based on the FISMA
report of last year, there are over 4,000 systems in the U.S. Gov-
ernment that are maintained by contractors. Just to give you ex-
amples of that, with the Navy, their network infrastructure, over
300,000 desktops are maintained and operated by EDS/HP. Our
travel system in the U.S. Government, for example, Northrop
Grumman actually manages that infrastructure.

So I want to be really careful as we talk about cloud computing
in terms of how we treat it versus other IT systems. Like any tech-
nology, part of what we are trying to do is make sure that, as we
move toward a cloud, that what Federal employees are doing, they
are armed in training and that we are focusing on work, as I high-
lighted on my earlier slide in my opening testimony, that serves
the American people. And what I mean by that is making sure that
there is appropriate training, a path to actually fundamentally re-
engineering the functions of those agencies.

But cloud computing is not something that is going to change the
way, in terms of the procurement side of it, because what we are
already doing is we have already engaged in the last 10, 20, 30
years in a lot of outsource systems, and this is just another area
that we are applying security and standards to.

Mr. McCLURE. Yes, Mr. Chairman, I think it is a good question
in terms of the work force impact. As you know, a lot of Federal
IT spending is on infrastructure, and as we free up some of the per-
sonnel that are actually dedicated to maintenance of legacy sys-
tems and infrastructure, you can move them to more high value job
categories and into analytical categories for the information.

I will just draw on my own experience with USA.gov. That was
heavily dependent upon a staff that was engaged in day-to-day op-
erations and maintenance activities, the updates, the patches, and
so forth. By moving it to a cloud environment, we freed up those
people to actually focus more of their time on applications for true
business needs and high-value security functions.

So that is the fundamental shift that could occur here, is that we
are actually enabling an IT work force in the Government to be
more focused and more targeted on high-value needs that we have.
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Chairman TowNs. Thank you very much.

Let me say this to you, Mr. Wilshusen. It seems clear to me that
there are certain things that should never be placed in the cloud,
particularly classified or maybe even sensitive information, because
it is simply not worth the risk, I don’t think. Do you agree?

Mr. WILSHUSEN. I would say that there are certain applications
and information in which it would probably perhaps be imprudent
to put in a cloud, but it really depends on what type of cloud is
being used, whether it is a private cloud, perhaps, behind an agen-
cy’s firewalls; and specifically what types of controls and the effec-
tiveness of those controls that are placed over the systems operat-
ing in that particular cloud.

It is important to remember that the individual systems that are
being used, even in the traditional sense now at many agencies, we
have reported over years that many of them are not that secure in
and of themselves, and it really gets down to assuring that the se-
curity controls over the systems that are processing the informa-
tion are effective and protecting the information, be it classified in-
formation, be it unclassified or sensitive information, to a level that
is required.

But I would say that, certainly, what agencies are doing now are
kind of taking a go slow approach in terms of limiting the type of
information that they are putting in the cloud implementations
that they are presently using. Most agencies that we looked at
using this kind of low-impact or low-sensitivity information for
those clouds which may particularly be in a public cloud.

And even in the private clouds they are still using, for the most
part, low-impact information until they work out the issues related
to adequately securing that information. Indeed, one of the risks
that we have identified with our report is the fact that it may be
difficult for agencies to currently assess the security and risk over
the cloud implementations that are available.

Clcllairman TowNs. Thank you very much. I see my time has ex-
pired.

The gentleman from Utah, Mr. Chaffetz.

Mr. CHAFFETZ. Thank you.

Thank you all for being here. It is very encouraging to see the
presentations; it makes immense sense, particularly Mr. Kundra. I
appreciate that.

How do you get everybody moving in the same direction, though?
I mean, you just know the discussion is going to happen. You are
going to go over to the Bureau of Indian Affairs and they are going
to say, oh, but you don’t understand this and, oh, we have all this
safety and security, and we have to have our own proprietary sys-
tem. How do you standardize, how do you push them?

Because I think we would probably all sit down and say we need
a unified way to move forward, but the reality is that is why we
end up with the thousands of different legacy systems that we
have. How do you do that? I don’t have a solution to that.

Mr. KUNDRA. Part of the way that we are addressing that chal-
lenge is grounded in the budgeting process, so it is part of the fiscal
year 2012 budget process. What agencies are doing is they are ac-
tually developing plans to consolidate infrastructure, to consolidate
data centers, and that activity is vital as we think about where
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does it make sense for us to continue to invest in infrastructure
versus where are there opportunities to move to the cloud in a safe
and secure manner.

Second thing is the program management office that we have
stood up at GSA, where that is a center of gravity with the leader-
ship that is being provided from an execution perspective.

Third is making sure, with the Federal CIO Council, that we cre-
ate the appropriate economic incentives. And what I mean by that
is consider what it takes right now for any vendor to actually get
certified to sell to the U.S. Government. Well, you have such a high
barrier for entry because you have to get certified. If you are deal-
ing with CDC, NIH, or if you are dealing with the FBI, and then
you have to go deal with GSA. That is very difficult because the
economics or the economies of scale don’t work out.

So, from a security perspective, one of the things we are doing
in cloud computing is we have launched the FedRAMP program,
where we are going to create a certification board made up of mem-
bers from the Department of Defense, Department of Homeland Se-
curity, from GSA, and an agency that actually wants to procure
that technology, so that you go through that certification, but you
don’t just stop there; you move toward a continuous monitoring en-
vironment so you are not just generating paperwork reports from
a security perspective.

Mr. CHAFFETZ. But is the idea that if you meet that minimum
standard that would suffice for, say, some of these that truly do
warrant more sophisticated security type applications, that if you
meet that standard, that all the rest of the agencies would fall into
line? Is that the idea?

Mr. KUNDRA. Absolutely. They will be able to then leverage the
work that has been done across the Federal Government. To give
you a simple example, the State Department, over the last 6 years,
has spent $138 million on these paperwork exercises as far as cer-
tification and accreditation is concerned, and that is multiplied
across the board with multiple agencies and departments.

What we are trying to do is move away from this environment
of just generating paperwork reports and much more toward con-
tinuous monitoring, and that is an area that NIST has been spend-
ing a lot of energy in terms of how do we get realtime data on the
security of the systems, rather than just reports.

Mr. CHAFFETZ. Some of the business models that we see out
there that use kind of a version of cloud computing, if you will, are
reliant upon those eyeballs and then selling those eyeballs, in es-
sence, in an advertising manner to be able to say, oh, well, we can
supplement it. It is free as long as you use it, but we are going to
sell some advertising against it.

Is there a standard that you have thought through on how that
would work or not work? Because the sensitivity of who is looking
at that information, selling of advertising, those types of things
may look appetizing to kind of defray the cost, but there are also
some security issues on the companies taking that information and
then, in essence, packaging it up to an advertiser. Have you
thought through how that works or won’t work?

Mr. KUNDRA. If we look at the Recovery Board and its move to
the cloud when it comes to Recovery.gov, they went through those
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issues, and part of what they did was, as they were negotiating the
contract. And that is why I want to be careful as we think about
the move to the cloud not being something that is brand new, that
has never happened. It is essentially contracting.

As I mentioned, we are moving toward contracting systems,
whether we are dealing with Lockheed Martin, Raytheon, or a
number of other companies. In the same way, Recovery actually
said, you know what, with the cloud vendor, the data must in the
United States and here are a set of prerequisite solutions. And,
frankly, they have to comply with Federal statutes such as FISMA
and security guidance that has come out of OMB and NIST.

Mr. CHAFFETZ. Well, Mr. Chairman, I know my time is short, but
I am fascinated to continue on in having these further discussions,
because my guess is, and it is just a guess, but is that the law is
woefully behind in terms of the velocity and the speed in which
these types of applications change. It is just the nature of the
beast.

We will have to be vigilant on that, but I appreciate the hearing
today. Thanks for your input.

Thank you, Mr. Chairman.

Chairman TowNs. Thank you very much.

I now yield 5 minutes to the gentlewoman from California.

Ms. CHU. Thank you, Mr. Chair.

I would like to ask the panel concerns about the current elec-
tronic privacy laws as we head toward this cloud computing. Spe-
cifically, commentators have raised concerns about the Electronic
Communications Privacy Act and that it hasn’t changed in nearly
25 years.

I am also on the Judiciary Committee, and we had a hearing on
the fact that information in the clouds in large part is not protected
by privacy laws; whereas, information in written communication is
protected by the privacy laws. Basically, we have not changed these
laws in these 25 years to accommodate this.

So, looking ahead, what steps should Congress take to ensure
that the privacy of both individual information and Government
records is maintained?

Mr. McCLURE. I think that is a great question. There are two di-
rectives that were issued by the OMB Director last Friday dealing
with this issue of protection of personal identification information
on third-party sites, which are largely where a lot of SAS cloud ap-
plications are being used; and those issues were reinforced by the
policy that the protection of personal identifiable information is in
place, that agencies have to take steps to ensure that is occurring.
And if there is personal identification information collected, that it
is specifically explained and posted why it is being collected and
what it is being used for.

So I think what we are doing in the policy area is actually bring-
ing up some of the older policies for inspection and looking at ways
in which we can modernize them in this environment but still offer
security and privacy protections that are fundamental to the data
needs of the Government.

Ms. CHU. And are there specific laws that you think need to be
changed and updated?
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Mr. McCLURE. I think that the next step will be to open up and
look at some of the laws. We are trying to look at the directive and
guidance that can come out of the administration, out of the execu-
tive branch, because that is normally how agencies implement the
basic fundamentals of the laws themselves. So step one, I think, is
can we get greater velocity and movement in what these changes
need to be, and then I think, longer term, we can open up some
of the statutes.

Ms. CHU. Then next let me ask about security concerns. I believe,
in testimony this morning, Mr. Bradshaw from Google will argue
that the cloud can provide better information security than current
legacy systems and, in particular, that the ability of agencies to
store information in the cloud, instead of on personal computers,
will actually allow for improved security. What do you think about
this argument?

Mr. KUNDRA. Well, I think when it comes to security, we need
to remain ever-vigilant. Whether that is security in our mobile se-
curity or whether that is on systems that are Government-owned
and operated or it is in an cloud environment. I don’t think there
is one answer that fits every single imaginable implementation of
these technology solutions.

That is one of the reasons President Obama, after coming into
office, quickly issued a directive to his Homeland Security Council
and National Security Council to do a bottom-up review of
cybersecurity. That is one of the reasons we have focused on invest-
ing over $3.6 billion in a comprehensive national cybersecurity ini-
tiative and that is one of the other reasons what we have done is
looked at our cyber posture and have said, look, we really need to
move away from these paperwork exercises and to realtime mon-
itoring of how these systems are implemented.

It used to be that you could literally come in and certify a sys-
tem, and then come back 3 years later, which was the policy that
was actually in place, and figure out whether it was still secure or
not. But we have shifted that by guidance that we issued that
moves us to more of a realtime monitoring approach where DHS,
working with agencies, is going to make sure not only do we have
continuous monitoring, but also investments in red teams that
would actually look at our own systems to figure out if we have
vulnerabilities or not.

The days of just writing a report and hoping things are secure
are over. We are confronting attacks on a real-time basis; therefore,
we must confront them with realtime monitoring on a continuous
basis. And NIST has actually been doing some really good work in
the space from a framework perspective.

Ms. FURLANI. Agreed. The risk management framework defines
ways to assess risk so that the program officials can actually make
those decisions with the facts in front of them.

Ms. CHU. So you are saying basically there would be better over-
sight, you would be monitoring this. But is there something inher-
ent in the system that would make it more secure? For instance,
would the information be fragmented in various locations?

Mr. KUNDRA. Broadly speaking, when you are able to concentrate
compute power in one place, you are inherently managing one sys-
tem, rather than managing hundreds and hundreds of systems and
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trying to get firewalls in place, making sure that you are getting
realtime traps of what is going on in servers and routers and
switches.

So you can make that argument, but in my view there needs to
be a more fundamental shift, which is the cloud is not such a spe-
cial technology, necessarily, that it is exempt from a security per-
spective, but it is just another implementation of IT and it is a nat-
ural evolution of where we have come from.

Congressman Issa very well articulated sort of the historical evo-
lution of where we have ended up in terms of cloud, but there are
three big things that have happened. No. 1 is bandwidth, the abil-
ity to have access to bandwidth in ways that were not available be-
fore. No. 2 is processing power; Moore’s Law and the ability to have
processing power in ways that were not available before.

And No. 3 is storage, and the cost of storage has gone down expo-
nentially. Therefore, now you are able to provide services in a cen-
tralized fashion that you couldn’t before. But you still have to take
the appropriate security safeguards. That is one of the reasons we
have charged NIST with making sure that we are convening the
right folks and that agencies have to comply with current statutes
and security policy.

Mr. WILSHUSEN. And if I may add, getting to the central ques-
tion, is it more secure in a cloud versus in agency legacy systems,
as I mentioned before, it really gets down to how security is imple-
mented over those systems. Certainly we have reported in the past
that agency legacy systems have had significant weaknesses in
them.

But there are some very real risks associated with putting infor-
mation out in the cloud, particularly if they are public clouds. To
the extent that agencies will now have to rely on the security of
the service providers and have mechanisms in place to assure that
those providers are adequately securing the information that they
are given and processing. And just because it goes out to the cloud
does not necessarily make it more secure, but there are some risks
associated with it going out to the cloud.

But there are possibilities where there are certain control ele-
ments that can help security over this data, but at the same time
it gets back again to making sure there is verifiable implementa-
tion of effective security that is over those systems.

Chairman TOwWNS. The gentlewoman’s time has expired.

I now yield 5 minutes to the ranking member of the committee,
the gentleman from California, Congressman Issa.

Mr. IssA. Thank you, Mr. Chairman.

I am going to pick up right where you left off. I am going to ask
a leading question. Let’s say I am the labs, the Department of En-
ergy labs, and I have five sites. If those sites have a firewall and
access to everybody inside to the Internet, and I take all five sites
and I take all the assets that are inside, behind the firewall, and
I move them to a private cloud, I move them to one, two, or three
sites out on the Internet, and I make a VPN connection with them
and I make all traffic to and from, no independent traffic, so it all
goes there. And then from those locations, through those firewalls
that are maintained, I can also go out and surf the Web.
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So I am not taking away any result, but I am simply moving ev-
erything to where your communication is simply to one or more lo-
cations, and then from there they are centrally located. Isn’t it true
I haven’t changed anything at all? Assuming these are exactly the
same assets, just moved, I haven’t changed a thing; they are nei-
ther any more nor less secure as a result.

Mr. WILSHUSEN. As long as the same set of security controls are
implemented over the information.

Mr. IssA. OK. So, as a baseline, I think you could all agree that,
as long as you have an Internet portal, location out of that portal
to some other location, if nothing else changes, makes no difference
at all; it is neither more secure nor less secure.

Mr. WILSHUSEN. As long as your Internet Web portal is securely
configured and secure.

Mr. IssA. Right. Well, you are only as secure as your firewall to
begin with. So now going over and looking at GSA and Mr. Kundra,
let’s look at it another way. The bureaucracy. Every site, including
the Congress, that is Internet access capable out of our firewalls,
in other words, they are not closed systems, they are open to the
Web, we could take every one of them and we could move them to
Northern Canada so that we wouldn’t have to worry about cooling
year-round.

And as long as we had the bandwidth, we would have changed
nothing, isn’t that right? Now, we are making the assumption. We
are not going to cloud computing, we are just moving our data cen-
ters 500 milliseconds of latency time away, but we are moving
them. Anyone disagree that we are changing nothing?

[No response.]

Mr. IssA. OK. So going back to those old systems of where we
had a 1200 baud connection to some mainframe and we were going
back and forth, the only thing that has really changed from those
old systems in that situation is bandwidth; and bandwidth is no
longer a limiting factor, right?

Mr. KUNDRA. Yes. But, I mean, there are a lot more as far as
cloud is concerned.

Mr. Issa. OK. Now we want to get to being able to distribute our
load, balance our load among more than one, but maybe hundreds
or thousands of computing so that we get economies that we could
not otherwise get and the ability to have surge without having, as
you said, the Government solution that we had with Cash for
Clunkers, being you have to buy more PCs all the time. We want
to have that in place, right?

So I am going to look at GSA and I am going to say why aren’t
you here today saying $80 billion, we would like $1 billion to put
up resources that would be available to new requirements and to
those who wanted to move from where we are to there, where that,
in a sense, you would be saying, look, we are not going to worry
about your budget, we are going to worry about proving that we
can take $1 billion and get what used to be $2 billion, but get it
better, faster, and more reliable.

Why are we not talking about a top-down implementation rather
than the opening statement that, sadly, I heard where we talked
about 500 people going to a big convention and trying to get buy-
in? Five hundred people trying to get buy-in is what we were here
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a couple weeks ago talking about when we find that agencies, years
after the GSA provides better, faster, cheaper solutions for Internet
and telephone access, we find that we don’t have them because the
bureaucracy is slow, because they have their systems, because
something as simple as is it safer or less safe?

If the GSA took $1 billion and said we are going to contract a
world-class private cloud in which all the vendors have locked
doors and separate everything, but we are going to prove that it
still is better, cheaper, faster, and provides that, and we are going
to make it available to innovative projects or to innovative people
that are already wanting to move from owning to simply having,
why is it that is not what we are here today talking about? Be-
cause, otherwise, I fear that it will be 10 years from now, and even
though you will have created the opportunity, the buy-in will be
slow in coming.

Mr. McCLURE. Well, Congressman, I think we are moving pretty
aggressively in that area. We already, on our Apps.gov store site,
have softwares of service solutions available Government-wide that
provide economies of scale. We just closed yesterday an infrastruc-
ture as a service blanket purchase agreement offering that should
be able to leverage cloud-based infrastructure purchasing Govern-
ment-wide. So those vehicles, I think, we are rapidly putting in
place to allow the economies of scale to actually work.

Mr. IssA. But each agency is going to have to make those individ-
gal decisions, all the things we are hearing that slow the process

own.

Mr. McCLURE. Exactly, except, remember, what we have been
talking about this morning also is a Government-wide certification
process for the security of these infrastructure offerings, which is
quite different from the way we have operated in the past. So an
agency could get on our BPA, actually choose one of the vendors,
but then each agency would go through its own certification, test-
ing, and control processing.

That is where the process has gotten very inefficient. If we can
successfully stand up a FedRAMP process that allows a consensus
to be built around the testing and controls being accepted by all
parties, or if there is a variation that only the incremental testing
is needed, not reinvention of it, we have moved the ball, I think,
considerably down the path much further than we have previously.

We also have several pilots. I think one of the other things we
have to do—the question earlier was the bureaucracy not accepting
this. So we have pilots underway to show proof of concept in these
cloud arrangements that I think can also move the needle further
down the road by actually showing where these successes are, that
security is in place and that cost-savings are being produced. It is,
show me, I am from Missouri, and I think that is a valid concern.
That is why we are working collaboratively in the E-Gov area to
show some of these pilots and their merits.

Mr. IssA. Thank you.

Mr. Chairman, I might just note that although GSA doesn’t con-
trol it directly, House Administration does, that you and I are part
of a grand experiment where 540 servers in our individual offices
are being moved to 540 virtual ones with no cloud capability, sim-
ply relocated. So as I went through that painful example of if you
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took everything and just moved it somewhere, but didn’t get any
of the benefits of the cloud, you wouldn’t have changed anything,
that is what we are doing in Congress.

Chairman TOwNSs. Right.

Mr. IssA. Thank you, Mr. Chairman.

Chairman TOwWNS. You are right.

I yield 5 minutes to the gentlewoman from California, Ms. Wat-
son, who has been very involved in this issue.

Ms. WATSON. Thank you so much, Mr. Chairman. I am so glad
that we are working in conjunction with the full committee because
we have been looking at procurement, and we want to take a deep-
er look, and I want to continue to restate the purpose for today’s
hearing: to look at the benefits and the risks of the Federal Gov-
ernment’s use of the cloud computing services. So, if you don’t
mind, I will read my statement, my opening statement.

Chairman TowNs. Without objection, so ordered.

Ms. WATSON. At its basic level, the term “cloud computing” is a
metaphor for Internet-based computing. Some have described it as
a new name for an old concept: the delivery of computing services
from a remote location, similar to the way electricity and other util-
ities are provided to most customers. A preponderance of tech-
nology experts believe that by 2020 most people will access soft-
ware applications online and share and retrieve information
through the use of remote server networks. This is a dramatic de-
parture from today’s environment where we depend on software
housed on individual computers.

The use of cloud computing by Federal agencies has significant
benefits for collaboration across a broad information infrastructure,
as well as for reducing costs associated with long-term information
technology investments. It holds out the promise of enabling IT as-
sets to remain on the technological cutting edge over their life cycle
at reduced costs.

It is therefore appropriate that President Obama has targeted
the Federal Government’s IT infrastructure as part of his mandate
to cut agency budgets by 5 percent in 2011, particularly when we
consider that the Federal Government spends $76 billion annually
on IT investments and that the majority of those investments are
for software and IT services.

Despite these benefits, we remain concerned with potential or
unknown security risks associated with cloud computing across the
Federal agency community. For example, Federal customers may
become dependent on their cloud computing vendor’s effective im-
plementation of security practices or protocols for ensuring the in-
tegrity and reliability of agency data and applications.

The cloud computing model also raises privacy issues, as well as
the level of control over data, due to issues of portability across dif-
ferent platforms or the fact that vendors may not be willing to di-
vulge proprietary information.

Due to these concerns, in July 2009, I requested that the GAO
evaluate the technical and security risks associated with cloud com-
puting across the Federal Government. I am pleased to announce
that GAO is releasing the report at the hearing today, and you
probably have heard some of them in my absence. Mr. Greg
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Wilshusen, who was just reporting when we recessed, was relaying
some of the findings.

The GAO report notes that while individual agencies have identi-
fied security measures needed when using cloud computing, they
have not always developed corresponding guidance, and that OMB
and GSA have yet to complete Government-wide cloud computing
security initiatives. Overall, I believe the report makes the point
that cloud computing has both advantages as well as disadvan-
tages, Mr. Chairman, with respect to cybersecurity and that the ad-
ministration should move deliberatively and with caution in consid-
ering when or when not to use cloud computing platforms.

Concerns involving vendor cybersecurity have not arisen in a
vacuum or in an ad hoc manner. Specifically, we know, through re-
porting done in the Wall Street Journal and other publications,
that multiple technology and industrial base companies, including
Google, have been compromised by cyberattacks believed to be
sourced from the People’s Republic of China. It has subsequently
been reported that both the Federal Bureau of Investigation and
the National Security Agency have examined these episodes to de-
termine their origins and the extent of damages sustained by all
parties.

Cyberattacks place personal data, intellectual property, and our
national security at grave risk, and require our partners in the
Government contractor community to be ever-vigilant in securing
those systems and infrastructures used to service both Federal
agencies and private citizens alike.

While I understand the aforementioned incidents may not be ap-
propriate for discussion in an open hearing, Mr. Chairman, I be-
lieve our vendor panelists need to address the broader issue of how
they plan on meeting Federal information security standards for
protecting those programs and Federal data that may be hosted
through their cloud services.

[The prepared statement of Hon. Diane E. Watson follows:]
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Chairwoman Diane E. Watson — Opening Statement
Joint Oversight Hearing on “Cloud Computing: Benefits and Risks of
Moving Federal IT into the Cloud”
July 1, 2010
Thank you Mr. Chairman for agreeing to hold today’s hearing in conjunction with the

Subcommittee on Government Management, Organization and Procurement on the

benefits and risks of the federal government’s use of cloud computing services.

At its most basic level the term “cloud computing” is a metaphor for internet-based
computing. Some have described it as a new name for an old concept: the delivery of
computing services from a remote location, similar to the way electricity and other
utilities are provided to most customers. A preponderance of technology experts believe
that by 2020 most people will access software applications online and share and retrieve
information through the use of remote server networks. This is a dramatic departure from

today’s environment where we depend on software housed on individual computers.

The use of cloud computing by federal agencies has significant benefits for collaboration
across a broad information infrastructure, as well as for reducing costs associated with
long-term information technology investments. It holds out the promise of enabling I'T
assets to remain on the technological cutting edge over their life cycle at reduced costs. It
is therefore appropriate that President Obama has targeted the federal government’s IT
infrastructure as part of his mandate to cut agency budgets by 5 percent in 2011,

particularly when we consider that the federal government spends $76 billion annually on
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IT investments and that the majority of those investments are targeted for the purchase of

software and services.

Despite these benefits, I remain concerned with potential or unknown security risks
associated with cloud computing across the federal agency community. For example,
federal customers may become dependent on their cloud computing vendor’s effective
implementation of security practices or protocols for ensuring the integrity and reliability
of agency data and applications. The cloud computing model also raises privacy issues
as well as the level of control over data due to issues of portability across different

platforms or the fact that vendors may not be willing to divulge proprietary information.

Due to these concerns, in July 2009, I requested that the GAO evaluate the technical and
security risks associated with cloud computing across the federal government. Tam
pleased to announce that GAO is releasing the report at today’s hearing and that Mr. Greg

Wilshusen will be reporting on GAO’s findings.

The GAOQ report notes that while individual agencies have identified security measures
needed when using cloud computing, they have not always developed corresponding
guidance, and that OMB and GSA have yet to complete government-wide cloud
computing security initiatives. Overall, I believe the report makes the point that cloud
computing has both advantages as well as disadvantages with respect to cybersecurity
and that the Administration should move deliberatively and with caution in considering

when or when not to use cloud computing platforms.
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Concerns involving vendor cybersecurity have not arisen in a vacuum or in an ad hoc
manner. Specifically, we know through reporting done in The Wall Street Journal and
other publications that multiple technology and industrial base companies, including
Google, have been compromised by cyberattacks believed to be sourced from the
People’s Republic of China. It has subsequently been reported that both the Federal
Bureau of Investigation and the National Security Agency have examined these episodes

to determine their origins and the extent of damages sustained by all parties.

Cyberattacks place personal data, intellectual property, and our national security at grave
risk, and require our partners in the government contractor community to be ever-
vigilant in securing those systems and infrastructures used to service both federal
agencies and private citizens alike. While I understand the aforementioned incidents may
not be appropriate for discussion in an open hearing, I believe our vendor panelists need
to address the broader issue of how they plan on meeting federal information security
standards for protecting those programs and federal data that may be hosted through their

cloud services. Ilook forward to hearing their specific plans of actions to do so.

Mr. Chairman, once again I thank you for holding this hearing. Ilook forward to the
testimony of our distinguished panels of witnesses and learning more about this important

strategy to achieve efficient and effective IT.
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Ms. WATSON. I really needed to be here full-time to hear what
the panelists have said, but if I might take a few minutes to raise
a question, I would appreciate the time.

Chairman TOwNS. Let me suggest to the gentlelady that what I
will do is recognize Mr. Luetkemeyer and then come back to you.

Ms. WATSON. All right. That is fine. Thank you, Mr. Chairman.
I yield back.

Chairman TOwNS. I recognize Mr. Luetkemeyer from Missouri.

Mr. LUETKEMEYER. Thank you, Mr. Chairman. I was under the
impression that statements like that normally were submitted for
the record, but I guess it is proper to read the entire thing.

Chairman TowNs. If you have a statement, you can read it.

Mr. LUETKEMEYER. I am sorry?

Chairman TowNs. If you have a statement, you can read it.

Mr. LUETKEMEYER. I think that these gentleman probably have
more to do than listen to my statement, so I would be glad to sub-
mit it for the record. Thank you, sir.

Mr. Wilshusen, I am just kind of curious. What percentage of the
Government’s different duties and agencies do you think would be
appropriate to put the cloud type of computing in place?

Mr. WILSHUSEN. Well, I don’t know if I can really state what per-
centage of systems should be placed in the cloud; I think it really
depends upon what each agency feels would be best for its interest
to go to a cloud environment. Certainly, in doing that, there are a
number of benefits that come by placing systems and information
out into a cloud. I think some of the other panelists have talked
about those benefits. But they also have to weigh the risk in doing
that. But I really couldn’t hazard a guess as to what percentage of
systems should be placed in a cloud.

Mr. LUETKEMEYER. Who approves the move to go to the cloud
type of computing, is that something that there is a congressional
committee that oversees this or is it just your department or var-
ious agencies? Who has the authority to make a decision like this,
to dump everybody’s information to a cloud?

Mr. WILSHUSEN. Oh, I think that would probably be up to the in-
dividual agencies, but perhaps Mr. Kundra might be better able to
answer that.

Mr. LUETKEMEYER. OK. Mr. Kundra.

Mr. KUNDRA. It is like any other IT system, it would be the Chief
Information Officer of the agency and the Chief Information Secu-
rity Officer to make sure that, before moving any system to the
cloud, that, one, they have made sure they have taken into account
all the statutory requirements; two, all the policy guidance around
privacy and security that have existed for many years.

Mr. LUETKEMEYER. I know that there are a couple of agencies
and different groups that already use the cloud type of computing
in our Government. Do you know how many? And are there other
companies, other States, other countries that have gone to this type
of computing that we can look at as models? Just kind of elaborate
on that a little bit.

Mr. KUNDRA. Sure. What I would love to do is share with you
a report we put together where we have highlighted illustrative
case studies, whether that is at a State level, local level, and even
within the Federal Government.
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But just to give you one example, GSA, as part of the Open Gov-
ernment Directive, when every agency had to engage within 45
days to get input from the American people, what GSA did was it
provided a cloud solution, and they went through the appropriate
security protocols. Instead of every agency having to go out there
and build a proprietary system, they were able to leverage this
cloud solutions and agencies, instead, focused actually on the con-
tent of how they were going to interact with the American people,
how they were going to process that input, rather than standing up
yet another set of data centers or servers.

Mr. LUETKEMEYER. In your testimony you indicate that the ad-
ministration announced three actions this week. The first one was
to take under review troubled IT projects across the Federal Gov-
ernment and identify serious problems. Can you identify some of
the serious problems and how this cloud computing would impact
those? Would that be something that would work with this situa-
tion or are they problems that are beyond this type of solution?

Mr. KUNDRA. Well, I think they are larger problems in Federal
IT. So as we look at the fiscal year 2012 budget, the President has
called for a freeze on non-defense natural security spending and
also the 5 percent cut that agencies have to meet, and one of the
ways agencies are going to be able to make sure that they are still
delivering services effectively is through investments and informa-
tion technology.

Mr. LUETKEMEYER. Well, what are some of the serious problems?
Is the cut you identified a serious problem?

Mr. KUNDRA. No. What we want to make sure is that taxpayer
money is being spent well, so some of these serious problems, the
example I gave——

Mr. LUETKEMEYER. Identify a serious problem for me. I am just
curious as to what the problems were that have been identified.

Mr. KUNDRA. Procurement cycles, for example, that may take 18
months or problems around the Government scoping IT projects
with deliverables that take 2, 3, 4 years. And we have seen best
practices where, at the local, State level, or even the private sector,
where buyers are saying, look, you have to deliver value in 6
months, not 3 years from today.

We have also seen problems in terms of how some of these sys-
tems are actually scoped, overly prescribing requirements that will
end up in failure as a result of everything being overly specified.

Mr. LUETKEMEYER. OK, so basically the problems you identified
there were problems of process and procedure versus something to
be solved with the cloud, is that correct?

Mr. KUNDRA. Right. Well, cloud is a technology, by no means a
silver bullet that is going to solve all the IT problems we have. It
is one approach, it is not the answer to everything that is wrong
with Federal IT.

Mr. LUETKEMEYER. All right. Thank you.

Thank you, Mr. Chairman.

Chairman TowNs. I thank the gentleman from Missouri.

I now yield to the gentlewoman from California 5 minutes.

Ms. WATSON. Thank you so much, Mr. Chairman.

Cost saving estimates for the Federal Government derived from
the use of cloud computing very greatly, anywhere from 25 percent
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to above 90 percent in savings. The wide range in cost estimates
is in part due to the fact that cloud computing is still evolving, and
selwin(gi{s are dependent on the type of cloud platform that is de-
ployed.

The required level of security is also an unknown variable. What
other valuables should we take into account in measuring potential
savings from cloud computing and what cost savings estimate can
we reasonably expect? And let’s start with Mr. Kundra and then
go right down the panelists.

Mr. KUNDRA. Sure. So from a savings perspective it is very much
around the problem you are trying to solve. And what I mean by
that is when Recovery.gov moved to the cloud, they saved $750,000
on an annual basis, which is very different than what GSA did
when they moved USA.gov to the cloud; I believe it was $1.7 mil-
lion is what GSA saved. But in some cases it may end up costing
more because of security requirements that would have to be im-
plemented. So I don’t think there is a single number that is going
to lead to these savings.

Ms. WATSON. It is a range.

Mr. KuNDRA. Well, even within the range that is why you see
such a wide, in terms of degrees of freedom, from 25 to 99 percent,
or whatever the number is. For example, with the Open Govern-
ment Directive, that was a nominal cost to provide a platform for
every single agency to engage the American people. We didn’t have
to go out there and spend millions of dollars and engage in a multi-
year contract. So there is also a lot of cost avoidance as a result
of leveraging these cloud solutions.

And as we look forward, part of what we are doing is we are
making sure we recognize that the power here, when we talk about
cloud computing, is it is also greener from a computing perspective,
because you don’t have to go out there and keep building data cen-
ter after data center. I mentioned earlier in my testimony how we
have gone from over 400 data centers to over 1,100 in a 10-year
period; whereas, in the private sector we have seen a move toward
consolidation.

So it is greener in terms of making sure that we are leveraging
these assets more effectively, and also provides better customer
service. Those are the other benefits. The example I used around
Cash for Clunkers, where we had challenges around the system not
being able to stay online because demand was so high, versus a pri-
vate sector company that leveraged a cloud solution that kept up
with demand without any failure.

Ms. WATSON. We don’t want to keep our heads in the clouds. A
pun is the worst form of humor.

Mr. McClure.

Mr. McCLURE. Yes, I think that is absolutely right, what Vivek
was saying. I think we have to be careful with numbers on aver-
ages being thrown around. I think the examples that we have docu-
mented in the Federal Government, if you read the report Vivek
was talking about in terms of the dozens of examples of cloud com-
puting, if it has been used for improving software development ac-
tivities it is one range of cost; if we are actually saving storage cost
because it is more efficient in a cloud environment is another type
of savings; if we have actually saved software development money
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by taking a common tool that is plug-and-play into an environment.
So I think the cost savings will be dramatically different depending
upon the type of application and type of cloud environment that we
are putting these solutions in.

But I would agree that we shouldn’t focus totally on cost. Speed,
agility, the ability to move quickly into the computing environ-
ments are significantly enhanced in these cloud environments, and
those are huge payoffs for service delivery to citizens.

Ms. WATSON. Ms. Furlani.

Ms. FURLANI. I think where NIST contributes to this is the
standardization or the recommendations of consistency in applying
the guidelines and the standards across the agencies so that these
cost savings can be realized. Understanding our risk management
framework, the release we just put out, an 837 updates and per-
mits the leveraging of the certification and accreditation issues that
we have mentioned; the baseline controls that Vivek has ref-
erenced, where you can actually continuously monitor security con-
trols are actually deployed appropriately.

So what NIST contributes is this capability of standards and
guidelines to provide consistency so agencies can leverage each oth-
er’s capabilities more effectively and make the cost savings real.

Chairman TowNs. Would the gentlewoman yield?

Ms. WATSON. Yes.

Chairman TOWNS. Do we really know enough to set standards?

Ms. FurLANI. That is what we are working on, to identify where
the standards need to be, and that was the starting point in the
workshop where we had many stakeholders come and help us un-
derstand. We have guidelines now for how IT systems should be
deployed, and that was what I was referencing.

But the applicable standards in the cloud computing environ-
ment will be dependent on which model of cloud computing you are
actually addressing and which kind you are trying to use for your
own particular program and your own mission requirements. So it
all comes back to the program official understanding the risks that
are being undertaken and having guidance, which we provide, to
assess that risk and make the decisions as to which standards are
available and which can be monitored.

Mr. WILSHUSEN. And although we did not look at the specific cost
savings and issues related to cloud computing in our report, we did
discuss the need for OMB to complete a strategy on its implemen-
tation of cloud computing and initiatives across the Government,
and in our report we talked about the information security issues
that need to be addressed in that strategy.

But what also should probably be included in that are perform-
ance measures, particularly as they relate to cost savings; the
speed, how much faster is it to obtain the resources that my other
panelists here have been discussing? So certainly the need to de-
velop performance measures, which data can be collected on, and
then one can evaluate just how cost-effective and what cost savings
have been acquired through the use of cloud computing.

Ms. WATSON. Mr. Chairman, I know my time is up, but I just
want to say that our subcommittee will continue to look at this
issue, procurement and is it a cost savings. And what I am hearing
today, we have to customize this particular IT, this cloud kind of
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IT for the services that you provide. I don’t think one method will
suit all. It is a work in progress, it is evolving, so we are going to
keep tabs on it in the very near future and report back to the full
committee. Thank you so much for the extra time.

Chairman TownNs. I thank the gentlewoman for her work and
what she is doing in her subcommittee.

I now yield to the gentleman from California.

Mr. IssA. I am going to continue. I am a big fan of cloud comput-
ing, so don’t have anything I say cause you to think that it is any-
thing other than my fear of the bureaucracy that causes me to
sound like we are not going to get there as quick as we would like
to and I want to look at other things.

Mr. Kundra, if we simply did a move and manage, just assume
for a moment that anyone who is eligible to go to the cloud, instead
of going to cloud, we just move and manage, meaning, like Con-
gress, we say we are going to take it out of all your offices, where
everybody had an individual server. You have enough bandwidth or
we will provide you enough bandwidth at a relatively low cost. We
are going to centrally manage. We are going to, where appropriate,
have multiple servers and multiple raids.

We will make those decisions, but we are providing you with an
equivalent amount of processing to whatever you had, but we are
going to relocate it. Literally the way they did it in Congress is
they picked up your server and took it to another place, and then
over time, using VMware or an equivalent, they are going to give
you pieces of more powerful servers.

From a purely speed of chipping away at that $80 billion and
freeing up dollars for innovation and other uses, isn’t that a step
that can be done today without any of the concerns that are being
talked about, about the fitness of some future vendor? In other
words, if you assume that each agency, unless they consent other-
wise, doesn’t have sharing between agencies and so on, how would
you envision that as a, if you can’t get what you want, would this
be a step?

Mr. KUNDRA. Sure. And that is actually exactly what we are en-
gaged in. One of the things we have done is we have looked at this
problem around expenditures in information technology, and ap-
proximately $20 billion annually is spent on infrastructure. So if
you take the entire $80 billion, break it down to just infrastructure
spend on servers, routers, switches, networks.

Mr. IssA. Air conditioning, backup generators, UPSes.

Mr. KUNDRA. Exactly. So the first step we are taking is to make
sure that, one, across the entire Federal Government we have de-
tailed plans as far as data center consolidation is concerned.

So that is an effort that is underway, and part of the 2012 budg-
eting process, what agencies have to do is make sure they come in
to the budget process to say, look, what is your plan? What is your
strategy? For example, Department of Homeland Security has com-
mitted to move from approximately 24 data centers down to 2. GSA
has over eight data centers. And I could cite department by depart-
ment.

Mr. IssA. And they are supposed to be the example of best of,
right?
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Mr. KUNDRA. Well, look, we didn’t get here overnight; this is a
multi-decade problem. Over the last 50 years that is how the Gov-
ernment has been growing. In my testimony I talked about how
companies like IBM have consolidated; whereas the Government
continues to grow.

Mr. Issa. Well, let me ask a question as to that. If that is the
case, we here probably are the most parochial group you are going
to find. We get reelected based on whether or not people believe we
care about them. So it is not uncommon that we would want a data
center in our district, particularly if it created good paying jobs.

Chairman Towns. I want two. [Laughter.]

Mr. IssA. I would second that for the chairman.

Now, it happens that Brooklyn may not always be the best place.
And I know that the electric costs in San Diego are not the lowest.
So what are you, cumulatively or individually, doing to create, if
you will, that best of location, best of price cost for some of these
data systems, and what are you doing to ensure that GSA actually
goes to zero—here me out for a second—zero data centers? Because
glgze is no reason for you to have a unique data center that is only

You can have a unique room in a larger data center that five
other agencies each have a room in. But what would be the cost-
effectiveness of having your own eight at your own sites. By the
way, you probably would pick sites based on the Congressmen who
have the most influence on you, and I am perhaps one of them,
while Homeland Security might look to Mr. King and so on other
there. What are we doing to ensure that these sitings are both as
consolidated as possible and as efficient as possible?

Mr. KUNDRA. And that is part

Mr. IssA. And as least interfered by people like us as possible.

Mr. KUNDRA. Well, one, we look forward to working with the
Congress as we take on this really, really difficult problem

Mr. IssA. I think you are getting those two data centers.

Mr. KUNDRA [continuing]. Because you have 1,100, and what was
really interesting was when we went back and looked at the data,
some agencies couldn’t produce that data right away in terms of
where is your data center; how many servers do you have; what is
your rack utilization? And what we are finding, unfortunately, is
that in some agencies server utilization is actually at 7 percent.
And when you think about cloud computing, that is where you
have a lot of wasted capacity, because what ends up happening is
everybody engineers their solution for what they expect the peak
to be. Therefore, they overbuild and it ends up costing a fortune to
maintain those systems.

So by this December

Mr. IssA. You mean like the stories that we have seen where
servers are actually retired, never having been powered up, but
they were bought?

Mr. KUNDRA. Right. And that is the type of waste we are taking
head on, and that is why, by this December, agencies across the
Federal Government have been directed by OMB to come up with
road maps and plans on how they are going to consolidate. And
part of what we want to make sure is that we are responsible in
the consolidation, because what you don’t want to do is consolidate
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to one place where now everybody knows if you go after that one
place, you are going to be able to bring down all of Federal IT.

So we have to figure out how do we, in this environment, where
we have over 1,100—and that number may go up, by the way, be-
cause the final plans aren’t due until this December—how do we
make sure that there is enough geodiversity to ensure security, but
at the same time that it is not so crazy that you have data centers
popping up every year all over the country.

Mr. IssA. Thank you.

Thank you, Mr. Chairman.

Chairman TowNs. Thank you very much.

Let me thank all the witnesses for your testimony. You have
been very, very helpful and I know the subcommittee will continue
to work on this as well. We want to thank you for your time and,
of course, the suggestions and recommendations. We look forward
to working with you. Thank you very much.

Mr. KUuNDRA. Thank you very much.

We would like to call up our second panel.

Mr. Scott Charney is corporate vice president of trustworthy
computing at the Microsoft Corp. Welcome. Mr. Daniel Burton is
senior vice president of global public policy at Salesforce.com; Mr.
Mike Bradshaw is director of Google Federal; Mr. Nick Combs is
chief technology officer of EMC Federal; and Gregory Ganger is
professor of electrical and computer engineering, as well as director
of the Parallel Data Lab at Carnegie Mellon University.

Welcome and thank you all for being here. Let me say to you
that we always swear our witnesses in, so if you would stand and
raise your right hands.

[Witnesses sworn.]

Chairman TowNs. You may be seated.

Let the record reflect that all the witnesses answered in the af-
firmative.

Let me start with you, Mr. Charney, and we will just go right
down the line. You know you have 5 minutes. You know how it
works. After the light comes on caution, then red, and all of that,
which will allow us ample time to raise questions. And you can see
that we have a lot of questions. So why don’t we just start with
you, Mr. Charney, and come right down the line?

STATEMENTS OF SCOTT CHARNEY, CORPORATE VICE PRESI-
DENT, TRUSTWORTHY COMPUTING, MICROSOFT CORP,;
DANIEL BURTON, SENIOR VICE PRESIDENT, GLOBAL PUBLIC
POLICY, SALESFORCE.COM; MIKE BRADSHAW, DIRECTOR,
GOOGLE FEDERAL, GOOGLE INC.; NICK COMBS, CHIEF
TECHNOLOGY OFFICER, EMC FEDERAL; AND GREGORY
GANGER, PROFESSOR, ELECTRICAL AND COMPUTER ENGI-
NEERING, DIRECTOR, PARALLEL DATA LAB, CARNEGIE MEL-
LON UNIVERSITY

STATEMENT OF SCOTT CHARNEY

Mr. CHARNEY. Thank you, Chairman Towns, Ranking Member
Issa, Chairwoman Watson. Thank you for the opportunity to share
Microsoft’s view on the benefits and risks of cloud computing for
the Federal Government.
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My name is Scott Charney. I am the corporate vice president for
trustworthy computing and environmental sustainability at Micro-
soft. I also serve as one of the four co-chairs for the Center for Stra-
tegic and International Studies Commission on Cybersecurity for
the 44th Presidency. Prior to joining Microsoft, I was Chief of the
Computer Crime and Intellectual Property Section at the U.S. De-
partment of Justice.

In my testimony today, I want to describe how cloud computing
impacts responsibilities for the security, privacy, and reliability of
IT systems, and I want to highlight the importance of Electronic
Communications Privacy Act reform and identity management
issues.

While cloud computing creates new opportunities, it also pre-
sents new challenges. More specifically, a Government agency
using a cloud service may shift certain security, privacy, and reli-
ability responsibilities to the cloud provider. To ensure this is done
properly, Government agencies need to clearly identify their secu-
rity, privacy, and reliability requirements to the cloud provider,
and cloud providers need to be transparent about the steps taken
to meet those requirements.

In Microsoft’s case, we employ a holistic approach in managing
security, privacy, and reliability issues, an approach that is de-
signed to meet or exceed customer requirements. This approach,
which encompasses physical personnel and IT security, has three
parts: first, we have a risk-based information security program that
assesses and prioritizes security and operational threats to the
business; second, we maintain and regularly update a detailed set
of security controls to mitigate risk; third, we use a compliance
framework to ensure that controls are designed appropriately and
are operating effectively.

A key part of this process is the Microsoft Security Development
Lifecycle [SDL], which helps to improve security and privacy pro-
tections in our software and our services. The SDL consists of proc-
esses and tools designed to reduce the number and severity of
vulnerabilities in software products, manage risk in computing en-
vironments, ensure appropriate and agile response when incidents
occur, and help protect people and their personal information by
imposing mandatory engineering practices related to security and
privacy. By building and managing resilient infrastructure with
trustworthy people, we can further ensure a high availability in 24/
7 support in our service level agreements.

While the cloud is getting ready for the Government, the Govern-
ment must get ready for the cloud. Agencies continue to struggle
to identify, manage, and account for the security of data and sys-
tems. Moving to the cloud does not eliminate an agency’s respon-
sibility for its data. To adapt to the cloud, an agency must clearly
identify and communicate its requirements and expectations to the
cloud provider, who, in turn, must indicate how those requirements
and expectations will be met.

Progress is being made. The Federal Risk and Authorization
Management Program [FedRAMP], is an important initial effort to
create efficiencies and define responsibilities. This program enables
common assessments of cloud service providers, allowing a cloud
provider to certify once and have that certification shared among
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the agencies. In addition to increased efficiencies, FedRAMP can
ensure better transparency into cloud provider practices.

In addition to managing its own systems, the Government has a
policy role to play. In this regard, it must ensure that privacy pro-
tections for citizens keep pace with technological changes. Congress
enacted the Electronic Communications Privacy Act almost 25
years ago. Dramatic technology advancements, including the shift
to cloud computing, require ECPA, as it is known, to be updated
and aligned with reasonable privacy expectations. Additionally, in-
dustry and Government must create more robust identities for
Internet use, particularly as we adapt to the cloud.

There are over 1.8 billion Internet users worldwide. The mecha-
nisms used to identify people and devices on the Internet, even
when sensitive data or critical infrastructures are involved, is
weak. And as the Government offers more citizen services online
and individuals store more sensitive information in the cloud, elec-
tronic identifications will become increasingly important. The re-
cently released draft National Strategy for Trusted Identities in
Cyberspace represents significant progress in the dialog about how
to create trust in online transactions, but much remains to be done.

In closing, clarity and transparency about Government require-
ments and cloud provider offerings is critically important. The
more precise and transparent we are, the greater the trust we will
build and the greater the opportunity we create.

Thank you for your important leadership on the issue of cloud
computing, and I look forward to working with you on this impor-
tant topic.

[The prepared statement of Mr. Charney follows:]
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Chairman Towns, Ranking Member Issa, Chairwoman Watsen, Ranking Member Bilbray,
Members of the Commitiee and Subeommittee: Thank vou for inviting me bere today to
discuss the federal government’s use of cloud computing.

My name is Scott Charney, and [ am the ('”\rmmi‘@“ Vice President for Trustworthy Computing at
Microsoft Corporation. 1 also serve as one of four Co-Chairs of the Center for Strat
mte "=‘1:$:£§<m21§ Studies (US18) Commission on C}“?"i&‘ﬁ«@iﬁurii}f for the 44th Presidency.
otk tual Property Section in the
fwas involved in mm

. IpAr i"m ent ﬁi
s;-very major hacker prosecution in shu{ 199 to 1966
such as the National Information Infrastructure Protect
chaired the G¥ Subgroup on High Tech Crime from its inctption in' 1996 untit | left government
service in 1999,

teurrenily lead Microsoft's Trustworthy Computing gi‘\&{} up, which is responsible for
ensuring that Microsofi provides a secure, private, and reli >mpzmsw experience for every

gs, the TWC group oversees ? implementat
Security Devel L ¢ {which also includes privacy standards); investigates

vulnerabilitie curity updates through the Microsoft Security Response Center; and
incorporates lessons leared to mitigate future attacks.

computer user. Among other things

Microsoft plays a unéque role iz"z the cyber scosystem by proy me the software and services that
support hundreds of mitlions of compier systems worldwide. Windows-based sofrware is the
most widely deployed platform in the world, belping consumers, enterprises, and governments to
achieve their personal, ‘m}\mifm and governance goals. Also; as Steve Ballmer, our Chief
Executive Officer, stated, “we're all in” when it comes to the cloud. We already offer a host of
consumer and business ‘cmwﬁ services, including a wide array of collaboration and

communications software.

We operate one ¢ +f the largest onling e-mail systems, with more than 360 million active Hotmail
accounts in more than 30 countriesfreg around the world. Miwmwﬁ\ \h mdmw {Wéd?t

al information technology (IT) leader who and ::xg}a:mm mmg@; 3 a;a
innovations, helps us recognize and respond to ever changing

¢ eyber threats
deseribe the unique challenges facing the government as it moves to the cloud,

Cloud computing creates new opportun
presents new security, privacy, and reliability challeng
responsibili who must maintain controls) and I
accountable if those controls fail). As a general rule, it is important that responsibility and
accountability remain aligned; bifurcation ereates a moral hazard
“responsible” party may not bear the consequences for its own actions {m sms,;se\m and the
correct behavior will not be incentivized. With the need for :«ﬁ;gmﬁmz nm ind, Twill,
throughout the rest of my © the word “responsihility™ o reflect both responsibily
and legal accountability. It must also be remembered that ther amﬁw: type of accountabi

: ens, but also
b gning functional
gal accountability (e.g., who is legally
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politieal accountability. Citizens have ceriain expectations of governments (much like customers
and sharcholders have certain expectations of businesses) that may exceed any formally defined
fegal accountability,

As a cloud provider, Microsoft is responding to security, privacy. and reliability
various w including through its software development provess, service delivery, operations,
and support. In my testimony today, T will (1) characterize the clowd and deseribe how cloud
computing impacts the responsibility-of the government and-cloud providers; (2) discuss the
r&\;;}mmﬁbiiiﬁ& cloud computing providers and government must fulfill individually and
together; and (3} examine the importance of trust and identity 1o cloud vomputing.

challenges in

New Computing Models (“The Cloud™) Create Wew Opportunitios and Hisks

Many m:}p; tatk about “elowd computing”

e it B §s, whiat it does, and why it matters
it i3 eritheally mportantto have a common understanding of the term before dis seussing how it

changes mk sranagement rﬁ«mnmbﬂﬁm, “Cloud computing™ permits allusers to leverage
Internetbased data storage, processing, and services in new ways, thus complementing the
raditional model of running software and storing data on persc onal devices and servers, There
are several key characteristics of the cloud that differ from the traditional client-server model of
computing and deliver benefits for customers, including global elasticity, geo-diversity, and co~
tenancy.

{“:

e Global elasticity means that customers, including governments

consumers, can buy the computing power, stovage, and resour

- flexible manner without committing to long-term and costly technology investments.
“Gilobal elagticity provides convenient access to, and creates opportanities for, mare

ﬁfﬁi‘i@"&% delivery of services, and it helps control costs.

snterprises, and
os they need in a fast and

e Geo-diversity enables data to

be &&n?ea in multiple locations, generating efficiency and
spesd berefits and enhancing 1%

SCOnOMies o lf scale and cost savings,

& Co-tenancy means multiple users share cloud infrastructure, which can create tremendous

Service Models and Accountability

The benefits of the cloud van be realized through three different service models deseribed below

: (82a8): The cloud provider makes available w users a single
ation, such as Hotmall e-mail, or multiple applcations, such as Microsof’s

appl

Office Sulte online.

¢ (Paal): Users may choose to develop and run their dwn
ations, while relving on the cloud provider to provide the underlying
mir; structure and operating svstem. Microsoft's Azure 15 @ cloud platform that
enables users and developers to write and/or run their own applications.

3
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3. Infrastructure as a Service (IaaS)
virtualized instances of hardware
operating §v;

1 its most basic, users rent hardware or
~— the infrastructure — to deploy and run their own
stems and software applications,

Customers need to make informed decisions about adoption of the eloud and its various service
madels becayse the model that is embraced will entail different allovations of responsibility
hcm cen the oustomer and the elowd provider(s). o the traditional ¥1 model; an organization is
for.all a BSPEOTS < its data protection, from isgctual use of the data to the protection
of {hdi data in its IT envivonment. A complete data protection program will address the p
security of the data center, the trustworthiness of data center ;‘mmmwg the conf ation and
management of hardware and software, and the management of 1D and ac Cloud

computing changes this. While an organization will still control the use of its data, it will need
set limits on the cloud provider’s use of that date. Additionally, it may transfer o the cloud
provider the responsibility for certaln data center operations: For example, the customer using
faa$ may transfer rmgmmimiuy for daia center operations, including the trusiworthiness of data
center personnel, to the cloud provider.

Onoe this Is understood; it becomes elear that the different cloud service models wansfer
different amounts of responsibitity between the customer and the cloud provider. Figure 1
itlustrates these s

ifts for the different cloud service models

Responsibility

Softwore

as o Service Cloud Provider
Platform

as a Service Cloud Provider
Infi raxfwx::fwe Cloud Provider
as o Service

Figure 1: Shifting Responsibility in the Cloud
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For example, Taa$ customers maintain considerable res onsibility for platform, applications, and
i

personnel, but transfer responsibility for the infrastructure (e.g., the physical data center, data

center p wnel, and hardware) to the cloud provider. At the other end of the spectrum, i

custorners utilize the entire cloud (from infrastr 3, they transfer yet more
bility ¢ from physical amﬁ personnel security to the secure

m:p@mm:{;iv o cloud service proy ide
development and mainienance of applications and the management of identities for
erved th

HCCOSS
responsibilities to the cloud

control. Of course, the fact that a customer has trans
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provider -— and may even have transferred legal Hability by contract — is not the end of the
matter. For example, citizens ultimately may hold a government accountable i data is lost or
stolen, or eritical data is not available when needed, notwithstanding any cloud provider
agreement. Thus, & government may remain “accountable” to 8 constituents whenan ineident
ocours, notwithstending any contractual apportionment of responsibility. That said, as the
federal government becomes a customer of cloud services, it must be clear about its regquiremients
— and cloud providers must be responsible for meeting those requirements.

Contracts remain, of course, the primary legal documents for aligning
and comprehensively defining requirements for cloud serv i an arduous task. nore
functions are tansferred fo cloud providers, requirements become more eritical, more
challenging, and more complex.. The requirements are more critical because of the scale and
scope of functions and d&ia being moved to the-cloud; they ate harder beoause this is a refatively
new domain where reasonable minds may often-differ; and they are more complex because
specificity is necessary (o ensure a common understanding of expectations between customers
and providers. While many enterpeises have significant experiences with vutsourcing services,
the integration and ﬁaiog tonof eloud services Is an important evolution in technology adoption
and integration. Delining how responsibilities for security, privacy, and reliability are allocated
- and ereating sufficient wansparency about this allocation —— represént new challenges, Both
customers and olowd providers must understand their respective roles and be able to
communicate compliance requirements and controls across the spectrum of services available in
the cloud.

nsih iii o8, %ﬁsuhaﬂ\

Types of Clowds

The thiree basic service models are generally deployed in four different ways: public elouds
private clouds, community clouds, and hy brid clouds.

» lnva public cloud, the general public can aceess the cloud services trough a mulii-tenant
environment.

¢ Inaprivate cloud, asingle organization makes use of a dedicated tloud infrastructure,

# A community cloud is a private cloud shared by a group of organizations or a community
with shared concerns, missfons, or interests;

. Finally, a hybrid cloud makes use of two or more cloud types, such as a private cloud and
a public cloud, where each cloud remains separate, but'is Hinked in a way that can enable
data and applications to flow and communicate between the two,

Which cloud model is most appropriate depends on the nature of the [T activity. For highly
nsitive information, dedicated on-premises private clouds can provide more control and
surity, but ata higher cost and with lower scalability, redundancy, and other benefits, In

ccampariw’; ;m( fe clowds offer the greatest cost savings and likely the greatest elasticity, but at
the cog ced control and increased risk due to co-tenancy. Hybrid olouds may provide the

benefits amd ti

of both tvpes.
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Security, Privacy and Reliability Responsibilities in the Clond

Regardless of the service model and & pe of cloud dep i{v\rmms setected, security, privacy, and
religbility challenges must be addressed, Cloud providers and governments ; jutinet
responsibilities and, in somg cases, shared rﬁ%;}a‘ms%%%i itiey, ay they work to he p the Nation
vealize the benefits of cloud computing services,

Clowd provig

ﬁm &mmm e of assuring th\ wmidmﬁﬁmm ;mswm gm‘i av mi&%}ié yof cmmmer et dﬁd

s st rise o ﬁ‘m ne

ITOTS,

Microsofi add

challenge through our holistie approach for mmamm
and reltability that is designed to meet or excesd-custormer requirements
three cross-cutting fumctions to manage physical, personnel, and 1T sequrt
based information hf}(ﬁl&i%i},’ gfem;;mm that assesses and priovitizes securt
to the busin
and (3) upwaim%f 8 cmmm&me ixam swork that ensures contrels are desi
are operating effectively,

security, privacy,

L “ 1 threats
e risk:
gned appropriately an

Any analysis of the cloud must start with the technology that powers it. M '-‘“}<mﬁ has
recognized the importance of building secure and reliable software, and w ézs ote cons
resources to ensuring the quality of our software, including adherence 1o t & Segurity
Development Lifecyele (SDL). The SDL consists of continuously evolving processes and tools
designed to reduce the number and severity of vulnerabilities in wﬁxmm gﬂ @duw and ensure
appropriate and agile response when necessary. Importantly, in the o ssing
providers’ responsibilities in the cloud, i should be noted iixai the *s{} u}me@cm and accounts
for risks eelated to the environment in which the application will run {e.g., client computers, on-
premises services, or the cloud). Thus, the SDL ensures that Microsoft cloud services are
developed using secure development practices,

fong
derable

The 8DL is not only a%'axxz improving code quality; i also helps protect people and their personal
information. In case ere data from multiple users is stored on the same system, thers are
implications for managing the transfer, storage, retrieval, and access of that data i a manmer that
avoids disclosure of the data w unautho parties. Users need to know thatthey can trust the

software and hardware to protect their sensitive information and o isclate them from other co-
tenants,

iog providers can use g variely of technologies aﬁd procedures 1o help protect
> formation from unauthorized access, use, or disclosure software
ueiﬂpmmt teams apply the “PD3+{7 principles ddmu» in the M}L«” throughout the
company's development and operstional practices. The PD3+C principles are:
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s Privacy by Design — Microsoft uses this principle in multiple ways during the
developroent, cand maing of applications to ensure that data.collected
from oustomers is used for specified purposes and that the customer i given
appropriate notice in-order to enable informed decision-making. When data to be
collested is classified as highly sensitive, additional security measures — such as
encrypting while in transit, at vest; or both ~ may be taken,

+ - Privacy by Default ~ Mictosoft offerings agk costomers for permission before
collecting or transferring seusitive data. Onee suthorized, such data is protected using
multiple means, such as access control Hists (ACLsy and identity authentication
mechanisms,

woft discloses privacy mechanisms to
custor propriate to allow thern to establish appropriste privac
policies for their users.

¢ Communivations - Microsoft actively engages the pubitic through publication of
privacy policies, white papers, and other documentations pevtaining to privacy.!

Finally, cloud providers have 2 responsibility to provide reliable-and trusted services, ReHability
an be achieved through geo-diversity and redundancy in applications, date, and data centers,
resiliency in communications, and high availability of services (ay gusranteed in Service Level
Agreements (SLAsH. Microsoft has multiple data centers located in the U.8., Burope, and Asia
that meet internationally recognized standards and-thied party evaluations fe.g, 180 27601:2005
and SAS 70 Type Land Type 11).© We are able to provide robust, geo-diverse services with more
than 9,600 Microsoft hosting providers and more than 40% of all hosting providers worldwide
using Microsoft products to support their hosting services, We tlso provide customers the ability
to geo-locate their data, for example, ensuring that data resides only in U.S.-based servers. The
fsim srtanls becatise

integrity of cloud providers— including thelr persosinet
fons can beexponentially ihcreased i the cloud. Microsoft

o
T

the seale sad seopeof theira
engitieers are required to complete state-of-the-ast training on many technology topies, including
seeurity and privacy, to help them keep pace with an ever-changing industry, By building and
managing resitient infrastructure with trustworthy people, we can ensure high availability and
committo 99.5% uptiroe and 2457 support inour

SLAs,
Lraverypment
As cloud providers costinue to evolve their operations t meet the responsibilities eloud

customers transfer to them; so too must government evelve fts approach to integrating the cloud
into its operations. The Information Age Has arrived and the cloud is ready for the government,

v more information &
At www.m
s online Information city Program has been |

ca as being compliant with I8C

ofarnitment 0 privady, see the Mictoso®t Trustworthy Computing

riified by British Standards Institate
4

v
BC 2700
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but in many respects, the governzosnt is not vet ready for clowd computing, Porexample,
according to the Govermment Accountability Office, federal agencies-have serfous and

widespread information secarity vontrol deficlencies, In theirfiscal vear 2009 pesformance and
acconntability-reports; 21-ef 24 major foderal agencies noted that inadeguate information system
controls over {%mr financial systems and information were either 2 material weakriess or a
significant deficiency. Furthermore, agencies sontinue to place feéum assets at of
inadvertent or deliberate misuse, financial xxkiﬂmzmmgz at risk of unauth o moditication o
destruction, sensiiive- information af i L disclosure; amﬁ eritical operatio
risk of disruption. - Ageneies’ cusrent sty i:%? es to identify, manage, or sccount fo
data and systems are not immediately solv “(% by miwmzhm cloud services: Agencie
identify and communicate tequirements ap ¢ 11 ng the respe
these functions to ¢loud providers. Once th;w is done,
agencies’ abilities to mest their compliance challenges.

i hix pmt ram creal

service providers, which aiiww a aiend pmw ider to Lemf} onee mﬁ ha
shared among the agencies. The result is 2 more efficlent process ﬁmﬁ mé;u sdm agency
evaluations. FedRAMP also creaws a mm:m& for uimd sf:rvi s {0 provide
ponsibilities f‘m’
systerns. Over time, this program ccvmd even bﬁ‘gm @ imp mgmw 1% mmﬁsnr <
resulting in ﬁzﬁh 2r savings. iﬁ short, FedRAMP is the first goverment program to help ‘\a%asm

pproach the

neies must clowd thoughtfully, with an unwavering commitment o
. assess risks, and define seourity rﬂqwxcmema, inorder to ensure risks are

pable levels. Accordingly, agencies must adapt and advance their information
sec ;ﬂ; ;m)géim% and sommanicate the stendant requirements to their gloud providess so that
cloud providers can demonstrate that appropriate security sad other.operational controls have
been ii}tpicmsmﬁi

The gmcmm ent also should x‘e:quire that providers from which #prog cloud computing
serviees meet the government’s operational requirements for security, privacy and relia
threats continue to evolve, it remains critically important that cloud providers demonstrate secure
development practices and transparent response processes for their applications
the government should, wherever practicable, ensure that the technologies it procures, acquires,
and uses are built and maintained in accordance with industry best practices for sec
development. It should also promote (with appropriate incentives) such practices for all

application developers. Users — including government users — need to be sure not only that
their “boxed” products are secure, but also that their software applications — including those
rapidly developed for the cloud —- are bullt and provided on the basis of sound fundamentals.

Despite best efforts to provent and protect against threats, incidents will inevitably oconr. Some
hese incldents will require ldw enforcement investigations, which may be hindered by

sic and jurisdictional issues resulting from cloud architecture and characteristics. Cloud

¥
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servics providers face a number of challenges with respect to forensics. For example, the
complexities of the technology and the distributed nature of the data can reduse both access to
and the overall quality of forensies data, making sudit and attribution of attacks more
challenging. Users’ data can be commingled en single pieces of hardware, in virtual machines,
or distributed across multiple services in the cloud environment,

For Investigations, government may not trust cloud providers to investigate an inoident, but at the
same time, the cloud provider may not be able to grant the goverament broad access 1o conduc
an investigation into a multi-enant environment since that might give the government access to
confidential data it is not authorized o see. With respect to jurlsdiction for law enforcement
gations, the lovation(s) of data, particularly when crossing mational boundaries, may create
significant chatlenges. These legal challenges can be managed, such s theough use of 2o~
tocated private clouds, but probably cannot be fully resolved for all users in afl ¢ tn some

ases, new technologies, techniques, or standards for data forensics and data deletion may need
to evelve for use in public, multi-tenant clouds.

In addition to these security requirements, government must identif appropriate controls to
protect the vast amounts of sensitive personally identifiable information (PI) that it maintains
and uses. Agreements with cloud providers are just one aspect of taking adequate precautions,
A cloud provider can protect data as designated by the agency, but the ageney Hsell must
maitain policies and progedures for the identification and handling of data in-house, such as on
employses’ computers. In other words, privacy protections must be maintained seam
the olient to the cloud.

Protecting privacy also requires keeping pace with today’s technologival realities. Congress
enacted the Electronic Communications Privacy Act (ECPA) — the primary foderal statute
regulating government access to subscriber information, stored communie . and real-time
communications —— almost 23 years ago, at a time when the vast majority of Americans had
never heard of the Internet or e-mail. Electronie communications have evolved dramaticall ¥
over the past 23 vears and have become an essential mode of Interaction for most Americans.
But the law has not kept up with the changes in technology. When applied to the modern
computing world, ECPA is complicated and unclear, and needs to be clarified and updated in

orderto properly account for consumers’ reasorable privacy expevtations. Microsoft SUPPOTts

5

the efforts to medernize ECPA that are being
encourage the government and Congress likew

ed by the Dighal Due Process Coalition, and we
ise to take up responsible reform of ECPA.

As with security and privacy, veliability remaing 8 concern of government. In geo-diverse eloud
environments, redundancy can help Hmit situations where data becomes unavailable: vet at the
same time, customers must address connectivity to and reliable performance of cloud services.
As these services become more integrated info agency operations and mission critical functions,
government officials must ensure that they can maintain connectivity to the cloud by having
ically diverse communications paths and alternate methods for accessing data centers. In
ould consider thelr reliance on cloud services in their business continuity

s planning, and establish the necessary SLAs with their cloud providers o
ensure continuity of operations.

8
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s are properly defined, eloud computing could ease the compliancs challenges

U v, the federal enterprise strugglestoday to meetkey compliance
QO“A\ suc h @3 &wse reguired by ?*s Federal Information Security Management Act (F X,)

't tems across 25 agencies, key compliance metries continue to lag
For e mpact systems and 45% of me 2dium mipect systems in the

gm srament have not msm cgriified or accredited. That totals 11, uncertified svstems,
Furthermore, just mose than half of all foderal systems have had security controls fested or
business continuity plans tested.” Cloud computing could help eusure govermment daz‘a aud
systemns meet expectations for certification, controls testing. and-conginuity p g
also provides a platform by which government could reduce the number o
saving costs, ensuring consistent application of Federal sevurity requirements, and improving
services to citizens and compliance.

cload

&

Shared Responsibilities

m ?" wutiw Branch, and industry to

v ‘{33‘&\/&&‘,’ zﬁld miwbﬂm ;}?;Mnea zmﬁ turn, h{:ipmﬁ 10 ensure
ﬂmi users can maiw mﬁo?m& cholees. Together, government and t)i@a“ providers should also
address acoess-and consent in privacy practices: inchuding by requiring notice of privacy policies
to cloud computing customers-and by promoting the bary toneof global data privacy and
data retention faws. Finally, we should collaborate to strengthen eriminal penalties ¢
tackers of cloud computing, and define penalties for criminal misuse of legitimate cloud
services, o provide more effective deferrence and to enhance proseowtors’ abilities to investigate
and prosecute maliclous actors who place cloud computing customers and the broader ecosvstem
at risk.

Microsoft is committed tosecuring the ecosystem and works with g
public private partnerships; we also regularly work with our industry peers to address the most
challenging issues facing users, Forums such as the Cloud Security Allis A} bring
together subject matter experts to discuss key cloud ¢ and challenges and share best practices
to resolve them. The CSA serves
education atound cloud security ssues for cloud providers and consumers both domestically and
internationally. Industry pacticipation with organizations such as the National Instite of
Standards and Technology (NIST} and the Buropean Network and Information Security Agency
(ENISA) helps to define and communicate the security, privacy, and reliability requirements
among governments, other cloud users, and cloud providers. Government and industry must
continue these international efforts to define and barmonize standards that enable innovation,
create opportunity, and power the modern economy.

ernment through multiple

5 it -
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M.ng-;

2 actions will not solve fully the security, privacy, and reliability ch hallenges of i

mputing into the federal enterprise. However, by strengthening the security, pri
and reli bes ity practices in cloud computing services, and providing preater transparancy to users,
cloud providers and government will help build confidence in cloud computing services and, in
twrn, help clound computing servises to reach thelr potential,

Trust and Identity Dmperatives

d&s not W{ meet the nemis, of citizens, mm;}mm or gm ermments in {mdimmz wmgnztmg,
enviromments or for the cloud. The lack of trust-online stems in part from our inabil
manage online identities effectively. The cloud only amplifies the need for more robust iden
management 1o help solve some of the fundamental security and privacy problems inherent in
current Internet systems. As people move more snd more of their data to the cloud, afxd §
resources aeross cloud platforms, their credentials are the key to accessing that data.
Microsoft authenticates more than one billion Windows Lwe 1D authentications and ;wmum
two o four billion Exchange Hosted Services esmails, Cloud pmw‘;&mr& will veed to develop
technologies that allow us to better manage identitles both within their own systems and in
settings where identities must be federated across separate networks.

b4

Cyber attacks are facilitated by the anonyinity and lack of Ciraceability of ihz Internet malicious
actors in cyberspace must be convinged that either the cost of their actions ot worth the retumn
on-investment o that there is a real chance of atribution and punishment. Mandating robust

uthentication for some Internet use such as acoessing oritieal infrastrociures — while
ensuring anonyinity at other times {e.g., when citizens want to access public information) can
help strike the right balance between security and privacy. Modern identity s vstems increasingly
permit users to provide elements of their identity without having to provide more information
than is required for 8 given transaction, Aad*‘iwnaiiy in appropriste cases, hardware, software
and data should be authenticated as. well, Forexample, if someone wants to-visit a-website with
content that is inappropriate for children, that person should be able to present reliable proof of
age without having to reveal his-or herentire idertity. Granular attributes of identity that can be
proven or asserted sre called “identity claims.

While the industry and scademis are advancing many techrological capabilitie ong and
robust identity and identity claims, a supporting ecosystem is also required. We must |
mechanisms (and associated policies) for the issuance of digital credentials that provide stronger
erification and are based upon in-person proofing. We must have interoperable identity syst
o those who provide robust eredentials and those who wish to consume them can do so ea
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thus enabling better trust decisions, The need for interoperability also demands standards and
formats for managing and exchanging identity information,

identity ecosystem.

advancing standards and formats on both a national as well as a global basis to enable a robust

Comelusion

Integrating cloud services imo the fo erterprise fundamentally advanees government in the
Information Age. The characteristics of the cloud can enablew new sgility and re i
government to meet the needs of #s pitizens, butonly if government and elovd providers work
together in this transformation (o embrace the new responsibilities of the cloud.

A
o]
=
5

Ag partof this transformation; agencies” business models will change sad they will transfer

“vahuating and apportioning the risks resulting from this-ansfer depends largely upon the type
of cloud computing service model(s) selected. The adoption of elond computing i the
government is not about the success or failure of any one agency, but about the federal enterpri
transitioning functions in & thoughtful and healthy way. The success of this transition depends
on two factorse {1} the ability to-adapt and advance information security programs and to
communicate requirernents to ageneies’ cloud providers; and (2) the abiity of cloud providers
meet customers’ reguirements with sulficient transparency to exsure that reguirerents for
security, privacy, and reliability are met appropriately.

Government is not alone in the adoption and integration of eloud 0% Erderprises of all
sizes-and consumers wee-dramatically Increasing thelr dependence upon cloud services. As such,
it is incumbent upon the government to work with indusiry 1o address our shared responsibilities.
Addressing these new fundamentals will foster innovative uses of the oloud, eultivate
confidence, and advance information technologies for the new economy: The alignment and
understanding of responsibility in the cloud requires greater transpareney from both cloud
providers and cloud customers (including enterprises and governments). The more precise and
transparent we are, the greater the trust we will build, and the greater opportunity we create,

& ; 5 il
ttps//www.dhs. govixiibra




96

Chairman TowNs. Thank you very much, Mr. Charney.
Mr. Burton.

STATEMENT OF DANIEL BURTON

Mr. BURTON. Thank you, Chairman Towns, Chairwoman Watson,
Ranking Member Issa, members of the committee. Thank you for
holding this hearing and inviting me to share my views.

As the senior vice president for global public policy at
Salesforce.com, I am deeply involved in discussions with Govern-
ment about cloud computing, and I applaud the efforts of this com-
mittee and the subcommittee to shed light on this effort.

Salesforce.com is a leading enterprise cloud computing company
whose applications allow organizations to input, store, process, and
access data about their customers over the Internet. In addition,
we provide a cloud collaboration tool called Chatter and a cloud
technology platform called Force.com. Several U.S. Federal agen-
cies already use Salesforce, including the Army, HHS, NASA, GSA,
the State Department, the Census Bureau, and many others.

In my remarks, I will make reference to the Salesforce enterprise
cloud computing model, not the consumer cloud computing model
popularized by companies like Amazon and eBay.

Descriptions of cloud computing are like the parable of the blind
men and the elephant. One blind man grabbed its trunk and said
it resembled a giant snake; another its legs and said it was a tree;
a third its tusks and said it was an enormous walrus, and so on.
This parable will sound familiar to anyone who follows cloud com-
puting. Some companies state that since it involves third-party
data centers, they are cloud providers; others say that since it uses
subscription payments, they are cloud providers; still others say
that since it is accessed over IT networks, they are cloud providers.

While each of these descriptions is true as far as it goes, by
themselves these discreet services do not constitute cloud comput-
ing. Nor can the companies that provide these discreet services be
called cloud computing providers any more than an elephant can
be called a snake, a tree, or a walrus.

True cloud computing consists of a combination of third-party
data centers, subscription payments, Internet access, and some-
thing known as multi-tenant architecture, which NIST notes in its
definition.

A good analogy for multi-tenancy is a skyscraper. Just like a sky-
scraper allows many occupants to run their businesses discreetly in
the same building, multi-tenant cloud computing allows many
users to run their applications discreetly on the same computing
platform. Although users share the underlying infrastructure, they
can only view the data and applications that pertain to them. In
this way, multi-tenant cloud computing is like online banking; it
lets a number of people use their accounts simultaneously, while
keeping their information secure and private.

The great benefit of multi-tenancy is that it can satisfy the needs
of numerous organizations on a single computing stack. Salesforce,
for example, processes the data and applications for its 77,000 cus-
tomers on just a few thousand serves. A single tenant computing
model, which is sometimes referred to as a private cloud, could re-
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quire several hundred thousand servers to manage a customer base
this size.

For Government, multi-tenant cloud computing offers cost sav-
ings, flexibility, fast deployment, and lower risk of project failure.
Traditional Government IT systems require up-front investments
in hardware and software, and can take years to implement. As a
result, they are often out of date and over-budget by the time they
are deployed. Multi-tenant cloud computing eliminates large up-
front costs and lets Government agencies start with a few users
and scale rapidly so there is much less chance of waste and failure.

I understand that cost data ownership, security, and interoper-
ability are of particular interest to this committee. Most studies
conclude that cloud computing offers important cost savings. A re-
cent Brookings study concluding that the cost savings for Govern-
ment average between 25 and 50 percent. Salesforce cast studies
support this conclusion.

As for ownership of data, Salesforce claims no rights to the infor-
mation its customers submit to our cloud services. We use and
process this information only as our customers instruct us to or to
fulfill contractual and legal obligations. If a customer decides it no
longer wants to use our cloud services, we make their information
a\ﬁlﬂable to them in a format that allows them to move it else-
where.

The Salesforce security management system is based on inter-
nationally accepted security standards like ISO27001. Perhaps the
most compelling evidence of our security is the fact that over
77,000 organizations around the world, including very large institu-
tions in highly regulated sectors like financial services, health care,
and government, trust their information on cloud applications to
Salesforce.

When it comes to interoperability, the proof is in performance.
Over 50 percent of the transactions we process are handled auto-
matically. In other words, about 150 million times per day our com-
puters seamlessly operate with outside computers without human
involvement.

I appreciate the committee’s efforts to advance the Government’s
ability to take advantage of this important technology and look for-
ward to your questions.

[The prepared statement of Mr. Burton follows:]
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Chairman Towns and Chairwoman Watson, Ranking Member Issa and Ranking Member
Bilbray, Members of the Committee, thank you for holding this hearing on cloud
computing and for inviting me to share my views with you. Cloud computing is a
revolutionary and disruptive new technology that is having a profound impact on how we
use, manage and build computing applications. As the Senior Vice President for Global
Public Policy at Salesforce.com, I am deeply involved in government discussions about
cloud computing, and I applaud the efforts of this Committee and the Administration to
enable federal agencies to take advantage it.

About Salesforce.com

Salesforce.com is a leading enterprise cloud computing company that provides cloud
solutions 1o organizations of all sizes in all industries globally. Our main service offerings
are applications that allow organizations to input, store, process, and access data to
manage their sales and customer services. In addition, we provide a platform
{Force.com) that enables customers and developers to build and sell new cloud
applications, as well as a collaboration tool (Chatter).

Salesforce.com delivers its services over the Internet through commercially available
Web connections and browser software. Instead of building and maintaining costly IT
infrastructure, our customers simply log on to the Salesforce.com Website and access
their cloud services using a unique username and password. Over 77,000 organizations
globally, including governments and businesses in highly regulated industries like
financial services, healthcare, insurance and communications trust Salesforce.com with
their data. Our U.S. federal government customers include the Bureau of Census, the
Department of Army, the Department of Energy, the Department of Health and Human
Services, the Department of Homeland Security, the Department of Navy, the
Department of State, the Department of Transportation, the Environmental Protection
Agency, the General Services Administration and NASA, among others.

In my remarks today, I will discuss the core characteristics of cloud computing. [ will
also address issues related to cost, data ownership, security and interoperability because 1
understand that they are of particular interest to the Committee. In doing so, I will make
reference the Salesforce.com enterprise cloud computing model, not the consumer cloud
computing model that companies like Amazon and eBay offer.

How do you know cloud computing when vou see it?

Descriptions of cloud computing are like the parable of the blind men and the elephant.
Six blind men were asked to touch an elephant and describe it. One blind man grasped the
elephant’s trunk and announced that it resembled a giant snake; another felt the legs and
said it was more like a tree; a third touched the tusks and insisted that it was similar to an
enormous walrus; and so on. While each was correct in his own narrow description, each
missed the larger picture.
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This parable will sound familiar to anyone who has tollowed the discussion about cloud
computing. Some focus on the fact that cloud computing involves third-party data
centers and insist that because they hold their customer’s data in remote data centers they
are cloud computing providers; others emphasize the pay-as-you-go feature and conclude
that because they charge their customers in increments over time they are cloud
providers; others stress that it is accessed over I'T networks and claim that because they
provide applications over networks they are cloud providers.

While each of these descriptions is true as far as it goes, by themselves they do not
constitute clond computing. Nor are the companies that provide these discrete tfunctions
cloud computing providers any more than an clepbant is a snake. a tree, or a walrus.

Cloud computing consists of a combination of these three features, plus something
known as “multi-tenant” architecture.

* Third-party data centers — With cloud computing the actual computing takes place
in a third-party data center, not on an individual’s computer or within a
company’s own IT facilitics. As a result. the user does not have to install or
maintain a local copy of the software. invest in IT infrastructure, or maintain data
centers.

e Internet Access — Users access cloud software over the public Internet with a
browser. This means that they can retrieve their data and applications anywhere
they have Internet access without dedicated networks or proprietary
communication lines. It also means they can access information from multiple
devices, like lap-top computers and smart-phones.

s Pay-as-you-go — Enterprise cloud customers do not purchase cloud applications.
but subscribe to them, usually on a per-seat or a per-usage basis for a period of

time.

Multi-tenancy

As important these three features are, unless they are combined with a multi-tenant
architecture, they do not constitute true cloud computing

NIST alludes to the essential requirement of multi-tenancy in its definition of cloud
computing, which reads as follows:

Cloud computing is a model for enabling convenient, on-demand network access
to a shared pool of configurable computing resources (e.g., networks, servers,
storage, applications, and services) that can be rapidly provisioned and released
with minimal management effort or service provider interaction.

The definitive reference to multi-tenancy comes when NIST defines resource pooling:

fwd
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The provider's computing resources are pooled to serve multiple consumers
using a multi-tenant model, [emphasts added] with different physical and virtual
resources dvnamically assigned and reassigned according to consumer demand.

At the September 2009 Gov 2.0 Summit in Washington, DC Casey Coleman (CIO of
GSA and Chair of the Federal Cloud Computing Executive Steering Committee) summed
up the essential role of multi-tenancy when she stated that “Cloud computing by its very
nature is multi-tenant. "

A good analogy for multi-tenancy is the skyscraper. A skyscraper enables large numbers
of different tenants to conduct their operations in the same building. The tenants do not
have to lay the foundation, construct the building or maintain the underlying
infrastructure. Instead, they simply lease office space and customize it to meet their
needs, knowing that their business activities will be kept private from the other building
occupants. The landlord is responsible for improvements to the building, and each time
he upgrades the infrastructure all of the tenants benefit. If a tenant’s needs change or if it
becomes dissatistied with the building services, he can terminate his lease and move.

Just like a skyscraper allows many different occupants to run their businesses discretely
within a single building, a multi-tenant cloud computing platform allows many different
users to run their computer applications discretely on the same computing platform.
Because the users’ data and applications are separated logically within the hardware and
software, they can view only the data and cloud services that pertain to them. In this
respect, multi-tenant cloud architecture is like online banking — it allows a number of
consuniers to use their mdividual accounts at the same time while keeping their banking
information private through the logical (not physical) separation of data.

In order to appreciate the power of multi-tenant cloud computing, it is useful to compare
it to traditional, single-tenant computing applications. Multi-tenant applications can
satisfy the needs of numerous organizations with the hardware resources and staff needed
to manage one large computing stack. By contrast. single-tenant applications require a
dedicated set of resources for each organization. It is largely for this reason that the
Application Service Provider (ASP) single-tenant computing model of the late 1990s
failed. In the ASP model. the setup, maintenance and upgrades of computer applications
were outsourced to a third-party service provider, just like they are with cloud computing.
The difference was that the ASP had to maintain a separate infrastructure stack for each
customer. As more and more customers were added, the sheer scale, cost and complexity
of maintaining the aggregate computing infrastructure became unsustainable.

With multi-tenant cloud computing, the software applications are provided as a service to
multiple customers on a single, large infrastructure stack. The configurations of each
user are stored as metadata that describes the base functionality of their application and
corresponds to their data and customizations. This metadata is then interpreted by the
platform’s runtime engine. In a robust multi-tenant, metadata cloud architecture there is
a clear separation of the compiled runtime engine (kernel) and the application data. Asa
result, the kernel can be upgraded without disrupting customer’s applications or data, thus
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allowing for continuous improvement in performance, reliability, security and scale. In
short, multi-tenant computing yields massive cost, speed, scale and innovation
advantages that single-tenant computing cannot match.

With its multi-tenant architecture, Salesforce.com is able to run approximately 230,000
applications for its more than 77,000 customers on just a few thousand servers. No other
computing model delivers that kind of efticiency. A single-tenant computing model
(sometimes referred to as a “private cloud”™) would require a minimum of 2 servers per
application (one database server and one application server), plus additional servers for
redundancy and disaster recovery. Consequently, a single-tenant computing mode! could
require several hundred thousand servers to manage the computing needs of the customer
base that Salesforce.com manages with just a few thousand servers.

The key advantages of the Salesforce.com multi-tenant enterprise cloud computing
solutions include the following:

o Secure, scalable and reliable delivery platform — The delivery platform for our
service has been designed to provide our customers with high levels of
performance, reliability and security. We have built, and continue to invest in, a
comprehensive security infrastructure, including firewalls, intrusion detection
systems and encryption for transmissions over the Internet, which we monitor and
test on a regular basis.

o Rapid deployment — Our service can be deployed rapidly since our customers do
not have to spend time procuring. installing or maintaining the servers, storage,
networking equipment. security products, or other infrastructure hardware and
software necessary to ensure a scalable and relhiable service.

o [use of integration - Our platform is designed to enable IT professional to
integrate our service with existing applications quickly and seamlessly. Our
Force.com platform provides a set of application programming interfaces (APIs)
that enable customers and independent developers both to integrate our service
with existing third-party, customer and legacy applications. and to write their own
application services that integrate with our service.

o Rapid development of applications using the Force.com platform — Our customers
and third party developers can develop applications rapidly because of the ease of
use and the benefits of a multi-tenant platform.

o Lower total cost of ownership -~ We enable customers to achieve significant
upfront savings relative to their traditional enterprise software model. Customers
benefit from the predictabihty of their future costs since they pay for the service
on a per subscriber basts for the term of the subseription contract. All upgrades
are included in our service, so customers are not burdened or disrupted by the
periodic need to perform system upgrades. Because we implement all upgrades
on our servers, new features and functionality automatically become part of our
service on the release date and therefore benefit all of our customers immediately.

e Increasing innovation — By providing infrastructure and development
environments on demand, we provide developers the opportunity to create new
and innovative applications without having to invest in hardware and distribution.
A developer with an idea for a new application can log onto our platform, develop.

[
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host and support their system on Force.com, and make the application accessible
for a fee to our customers.

o Highlevel of user adoption — We have designed our service to be intuitive and
easy to use. Since our service contains many tools and features recognizable to
users of popular websites such as those of Amazon, eBay and Google, it has a
more familiar user interface than typical enterprise customer relationship
management (CRM) applications. As a result, our users do not require substantial
training on how to use and befit from our service.

For the U.S. government, these advantages translate into cost savings, flexibility, fast
deployment and lower risk of project falure. Traditional government IT systems require
significant up-front investments in hardware and software. Moreover, they can often take
years to write, customize and install. As a result, they frequently fail to deliver the
required functionality and are out-of-date by the time they are deployed, leading to
newspaper articles about unsuccessful government IT projects with massive cost over-
runs. Because cloud computing eliminates large up-front capital investments, lets
government agencies start with a few users to see if the application meets their
requirements and enables them to scale rapidly if it does, there is much less chance of
waste and failure.

Like any new technology, cloud computing raises several issues that must be addressed if
it is to achieve its promise. Among these are cost. data ownership, vendor lock-in,
security and interoperability. I will discuss each of these below. In doing so, T will refer
to the experience of Salesforce.com as an enterprise cloud computing provider and our
customer case studies.

Cost

Because cloud computing services can be tailored to the specific needs of individual
customers, it can be difficult to calculate precise cost comparisons between cloud
solutions and traditional on-premise solutions. Nonetheless, most studies conclude that
cloud computing offers substantial cost savings over on-premise computing. Moreover,
there is broad consensus that cloud computing is far less risky than traditional on-premise
computing — there are no massive up-front costs because users do not have to purchase
software licenses or invest in expensive IT infrastructure. There is also general
agreement that the on-going cost of cloud computing is much more predictable than
traditional on-premise computing. Users of the cloud typically pay as they go, and pay
only for what they use.

One of the best studies of the cost savings of cloud computing to the U.S. government is
by Darrell West, Saving Money Through Cloud Computing (Brookings Institute, May
2010). This report concludes that there are significant cost savings associated with cloud
computing.

Depending on the scope and timing of the migration, reliance on public versus
private clouds, the need for privacy and security, the number of file servers before
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and after migration, the extent of lubor savings, and file server storage utilization
rares. savings generally average between 23 and 30 percent. Combined with
cross-platform accessibility, scalability, and reliability, there is a strong
argument for the federal government to place a greater emphasis on cloud
solutions. Clouds bring convenience, efficiency, and connectahbility that are vital
10 government agencies.

Because of these cost savings, Dr. West concludes that the amount of federal IT spending
devoted to cloud computing will grow rapidly.

Salesforce.com case studies of government cloud implenientations support these
conclusions. For example, the U.S. State Department’s Nonproliferation and
Disarmament Fund (NDF) used Salesforce.com to create a cloud application to give
program managers around the world ready access to up-to-date budget information. A
2009 Nucleus Research report estimated that the NDF cloud application cost one-quarter
as much as it would have if it had been developed in-house. Furthermore, the report
concluded that the return on investment was 216%, the payback time was 8 months, and
the average annual benefit was $1,625,006.

NI TRANSIT, which uses Salesforce.com to track and respond to service issues, offers a
similar success story. Because of the comnmunication and issue-tracking capabilities the
cloud application enabled, NJ TRANSIT has been able to increase the number of
inquiries 1t handles by 600% and reduce its response time by 35% without adding any
additional staff.

These U.S. public sector examples are backed-up by case studies from the private sector
and from other governments. For example, the Salesforce.com cloud-computing model
saved Qualcomm an estimated $100,000 in hardware costs and allowed it to reduce
support staff by 60%. Similarly, the Japan Post Network avoided $10 million hardware
and software costs by deploying a Salesforce.com cloud solution and experienced a
return in investment of 511% over three vears. All of these case studies can be found on
the Salesforce.com Website at www.salesforce.com.

Data Ownership, Compliance and Vendor Lock-in

As an enterprise cloud computing company, Salesforce.com manages massive amounts of
information -- about 300 million transactions each business day. We use and process the
information our customers enter into our system only as they instruct us to, or in order to
fulfill our contractual and legal obligations. We claim no ownership rights to the
information our customers submit to our cloud computing scrvices. We disclose
information submitted by our customers only if required to do so by law, and we provide
affected customers prior notice of any such compelled disclosure to the extent permitted
by law.

Salcsforce.com also maintains strict confidentiality obligations and does not access
customer data except under narrowly-defined circumstances. Like any organization that
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stores and processes data, we face a patchwork of U.S. state, federal, and international
privacy requirements. Customer data may also be subject to these requirements.

Some critics have raised concerns that cloud computing will lead to vendor lock-in. Itis
unclear, however, that customers will be locked-into their cloud computing applications
any more than they are to their traditional on-premise computing applications. At
Salesforce.com. for example, if a customer decides that they no longer want to use our
cloud services, we make their respective information available to them in a format that
allows them to download it and take it elsewhere.

Security

Security concerns are often cited as one of the main reasons to avoid cloud computing.
Critics of cloud security emphasize that cloud computing is a new technology that lacks
appropriate security standards and adequate controls. They also voice reservations about
multi-tenant architecture and often point to private clouds as the best way to address the
security issues associated with cloud computing. Others, however, believe that enterprise
cloud computing 1s more secure than traditional client-server computing. They note that
enterprise cloud computing allows for uniform high performance for all users, continuous
improvements in the security of the underlying platform, features that can be tuned to
match the sensitivity of the data being stored, a locked-down management network that is
easier to secure than a distributed corporate network, and robust back-up systems.

In assessing the security of cloud computing platforms, it 1s important to look bevond
generalizations to the specific security practices of individual cloud providers. Broad
assertions about cloud security are like saying that trucks are safer than cars. Such a
statement may appear to be true in the abstract, but it does not take into account the make.
model and performance of the vehicles, where they will be driven, or who the driver is.
Similarly, declarations like “private clouds are more secure than public clouds™ are not
very meaningful unless the security features of individual private and public cloud
providers are carefully evaluated.

Salesforce.com views security as part of a trust equation that includes privacy,
performance and reliability. Because trust also requires transparency, we have
established a public trust site (https:/trust.salesforce.com) that provides the
Salesforce.com community with real-time information on system performance and
security, including the following:

s Live and historical data on system performance

s Up-to-the minute information on planned maintenance

¢ Phishing, malicious software, and social engineering threats
s Best security practices for your organization

¢ Information on how we safeguard your data

The Salestorce.com security management system is based on an internationally accepted
security framework that encompasses physical security, host security, logical network
security, transmission level security, database security and operational security.
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Salesforce.com is ISO27001 certified, SAS 70 Type Il audited and SysTrust certitied.
We are a signatory to the US-EU Safe Harbor and have been certified by TRUSTe. We
are also certified with the Japan Privacy Seal (JIPDEC).

Perhaps the best evidence of our security. however, is the fact that over 77,000
organizations around the world trust their information to the Salesforce.com enterprise
cloud. Included among these customers are organizations that place a high premium on
security. including financial services institutions, Fortune 500 companies, healthcare
firms, technology companies, and governments.

We are encouraged by the actions the Obama Administration has taken to align the
federal government security certifications with the cloud computing model and to
streamline the security audit process. Programs such as FedRamp and Apps.gov are
positive steps. and we look forward to working with federal agencies on these and other
initiatives designed to facilitate the government’s ability to use cloud computing.

Interoperability

Interoperability is also frequently raised as an issue for anyone considering cloud
computing. No matter how powerful an individual company’s cloud services are, they
will not be effective unless they interoperate with outside software programs. For this
reason, interoperability is a core feature of the Salesforce.com enterprise cloud. Perhaps
the best indication of the extent to which Salesforce.com interoperates with other
software programs 1s the lact that over 50% of the transactions we process are handled
through our application programming interface (API). In everyday terms, this means that
about 130 million times each day our computers are talking with other computers outside
our system — or “interoperating” — without the intervention of individuals.

Salesforce.com provides interoperability at several different levels. We offer application
mash-ups with other software programs, such as Google and Hoovers; native enterprise
resource planning (LRP) connectors with SAP and Oracle; and native desktop connectors
with Lotus Notes and Microsoft Outlook. We maintain an integration partner ecosystem
that includes companies like Deloitte, Accenture and Acumen, and offer developer
toolkits for Net and Java. In April 2010, we announced a partnership with VM Ware that
will allow the 6 million enterprise Java developers to write cloud computing applications
on the Force.com platform in the Java programming language. Our cloud services also
interoperate with other major cloud companies. like Google and Amazon, and can be
used on desktop, laptop and notebook computers, as well as on mobile devices like the
iPhone and the Blackberry.

In addition, Salesforce.com hosts AppExchange, which is like an iTunes for enterprise
cloud software applications. AppExchange is an online directory that provides customers
a way to browsc, test-drive. share and install application developed on our Force.com
platform. Partners and developers can offer their applications on the AppExchange
directory. This directory gives our users a way to find and install applications to expand
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their use of the Force.com platform to areas that are complementary to or extend beyond
customer relationship management solutions.

Conclusion

Cloud computing is a powerful technology that promises tremendous benefits for
consumers, companies, non-profits, and governments. It has already been successfully
implemented in organizations of all sizes around the world. According to Gartner, the
cloud computing market was worth approximately $46 billion in 2009 and will increase
to $150 billion by 2013. Gartner predicts that next year 23% of new software
deployments will be based on software-as-a-service cloud computing applications.
According to a recent Goldman Sachs technology software report, the shift toward cloud
computing is “unstoppable.” The remarkable growth of cloud computing is not limited to
consumer and business applications. Numerous federal, provincial, and local
governments in North America, Europe, and Asta have also implemented cloud
computing solutions. Led by federal CIO Vivek Kundra, the U.S. federal government is
emerging as a leader in public sector efforts to take advantage of cloud computing.

[ appreciate the Committee’s interest in this issue and your efforts to advance the federal
government’s ability to take advantage of this tmportant new technology.
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Chairman TowNs. Thank you very much, Mr. Burton.

Let me just say to the committee members that we have three
votes, and we will hear from Mr. Bradshaw and then I will recess
the committee, and we will return 10 minutes after the last vote.

Mr. Bradshaw.

STATEMENT OF MIKE BRADSHAW

Mr. BRADSHAW. Thank you, Mr. Chairman, Chairwoman Watson,
Ranking Member Issa, and members of the committee. I lead the
Google team that provides cloud computing services to the Federal
Government, and I am pleased to be here.

Federal IT is at a crossroads. Down one path, the adoption of
cloud computing, we see more competition and innovation; down
another path, which keeps IT tethered to the traditional desktop
computing model, we have more of the status quo, meaning fewer
choices and less competition. If there is one thing I want to leave
you with today, it is this: the cloud is secure, the cloud saves tax-
payer money, and the cloud can make Government more efficient.
We believe Federal IT procurement policy should encourage com-
petition and choice.

As you have heard today, there are three basic types of IT infra-
structure: cloud, there is legacy, and a hybrid model that tethers
the cloud to legacy systems.

Google offers cloud solutions that are used by 2 million busi-
nesses. A growing number of State and local governments, from
Los Angeles to Orlando, use the cloud, as do Federal agencies, in-
cluding the Departments of Defense, Energy, and Interior, as well
as NASA, the SEC, and the GSA.

I would like to focus on three benefits from Federal adoption of
the cloud: one, enhanced security; two, savings for taxpayers; and,
three, more competition and innovation.

First, the cloud offers security advantages over legacy and tether
cloud alternatives. Under legacy computing models, we store criti-
cal data on our computers and servers either at work or at home.
This is the equivalent of keeping cash under our mattress. Storing
data securely in a multi-tenant cloud is like keeping cash in a
bank. Cloud providers are security professionals, and they can offer
better security than customers do on their own.

There have been several examples where Government laptops
and hard drives were lost or stolen, compromising the sensitive
personal information of hundreds of thousands of individuals. In
fact, GAO confirmed in 2009 that recent data losses occurring at
Federal agencies have been the result of physical thefts or im-
proper safeguarding of systems.

An important security benefit of full cloud model is that you can
control security updates much more consistently and easily. Re-
search shows most organizations take between 25 to 60 days to de-
ploy security patches, and some CIOS admit it can take up to 6
months. In the cloud, everyone gets security updates as soon as
they are available, not weeks or months later. Attacks come fre-
quently, and cloud computing allows us to react quickly.

Hackers do not care about the labels assigned to cloud comput-
ing, whether the cloud is public or private or otherwise. Hackers
will exploit security vulnerabilities where they find them. That is
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why security must be judged based on an examination of specific
security controls in place by a given cloud computing implementa-
tion.

At Google, we protect data by shredding and splitting it across
numerous servers and data centers, making an attack much harder
because no user’s data resides on a single disk or server. The data
is replicated and spread across different locations. So if a hurricane
or an earthquake strikes one place, the application keeps running
elsewhere. This is important for backup and disaster recovery. It
was a key consideration for the city of Los Angeles because of their
location in an earthquake zone. Backup and recovery solutions are
built into Google’s cloud architecture, and it comes at no extra cost.

Second, the cloud can save taxpayer dollars. This April, Brook-
ings found that the Government agencies that switched to some
form of cloud computing saw up to 50 percent savings. Last year,
Forrester calculated that Google’s cloud-based email service was
one-third the cost of legacy email. To put that in context, the Fed-
eral Government spends $76 billion per year on IT, with $20 billion
of that devoted to hardware, software, and file servers.

Other cost savings come from improving productivity, enabling
more Federal employees to telework, and reducing energy con-
sumption.

Third, introducing more choices into the Federal marketplace
will intensify competition, which in turn will drive innovation up
and prices down. The Federal Government is embracing cloud com-
puting, and we support the administration’s effort to drive the
adoption of the cloud, including FedRAMP. We strongly support the
effort to accelerate the process.

Naturally, legacy providers would benefit if they didn’t have to
compete with the cloud, so it is not surprising that some may try
to slow this transition by fomenting fear of cloud security. This
overlooks the security problems we have seen in legacy IT systems
alnd dit fails to recognize how these problems can be solved by the
cloud.

Ms. WATSON [presiding]. We are out of time now, so we are going
to recess and we will reconvene 10 minutes after the last vote.
Thank you so much.

Mr. BRADSHAW. Thank you.

[The prepared statement of Mr. Bradshaw follows:]
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Chairman Towns, Chairwoman Watson, Ranking Members Issa and Bilbray, and members of the
Committee.

Thank you for the opportunity to discuss with you the benefits of migrating more federal agencies
to cloud computing. 1lead the Google team that provides cloud computing services to the federal
government.

Cloud computing is a relatively new term for some, but the cloud is being used today by significant
numbers of consumers, businesses, and — increasingly — the public sector. In fact, more than

two million businesses use our cloud service, Google Apps. In the cloud, everyday processes and
information that are typically run and stored on local computers ~ email, documents, calendars — can
be accessed securely anytime, anywhere, and with any device through an Internet connection. The
cloud enables government agencies to replace in-house information technology — which is costly and
complex to own, maintain, and secure — with externally provided computing power that offers better
and secure performance at dramatically reduced costs. "

Google’s cloud service allows users to store data or tun programs on out geographically distributed,
well-secured data centers. Businesses increasingly are choosing to use Google’s data centets the
same way they now use their desktop computers or on-premise file servers, and in the process are
saving money, becoming more efficient, and improving their security. For example, more than
50,000 companies, including 15 perceat of the Fortune 500, rely on Google’s cloud security service
to filter billions of emails against malicious attacks.

In my testimony this morning I would like to make three basic points.

e First, government agencies are finding that the cloud can provide better information security
than they have today. Agencies face significant challenges with lost ot stolen laptops that
contain sensitive data. The cloud enhances security by enabling data to be stored centrally
with continuous and automated network analysis and protection. When vulnerabilities are
detected they can be managed more rapidly and uniformly. Cloud security is able to respond
to attacks more rapidly by reducing the time it takes to install patches on thousands of
individual desktops or hundreds of uniquely configured on-premise servers.

® Second, the cloud offers cost savings, efficiency, improved collaboration, and scalability.
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By using multi-tenant cloud infrastructure, the costs of computing are spread out over
many users instead of just the few users at a particular agency. Government data centers
today are typically underutlized, which means they often waste money and energy.

® Finally, although the federal government is starting to adopt cloud computing, more could
be done to broaden and accelerate the government’s adoption of the cloud. Already, a path
to cloud adoption exists, and fedetal government initiatives like Apps.gov and the Federal
Risk and Authorization Management Pilot Program (FedRAMP) are making - or soon will
make — progress towards accelerating cloud adoption. We support these efforts and thank
the committee for the opportunity to explain the aspects of the government transition to
cloud that are working as well as those that can be made even better.

We are excited about the cloud, and we are proud of our achievemeants in this space. But it is
important to note that many companies are offering cloud services. Salesforce.com and Microsoft
are just two of the many companies driving innovation and competition in cloud computing.
Though most of my testimony will focus on Google products — which are the products I'm most
familiar with — there are many cloud solutions out there. And, though we think we offer the best
ones, we welcome and encourage the competition and innovation that we see every day in this

space.
mputing Eah; £l

One of the key benefits that cloud computing can provide to the federal government is improved
secutity compatred to the status quo model of desktop-centric and on-premise computing.

How we use banks is analogous to cloud computing. Under traditional computing models, we store
out ctitical data on our computers either at home or at work. This is the equivalent of keeping cash
undet your mattress. Storing data with a cloud computing service provider is like keeping cash in a
bank. These companies are security professionals and they typically provide much more consistent
security than their customers can on their own.

In today’s model of traditional desktop computing there is significant government data stored on
portable devices like laptops and USB thumb drives, which can — and often do — get lost or stolen,
There are dozens of examples of government computers having been lost or stolen. In 2007, a
Transportation Security Administration external hard drive that contained the names, bank records,
Social Security numbers, and payroll information of up to 100,000 TSA employees went missing.
An Army National Guard laptop that contained the personal information of 131,000 soldiers
reportedly was stolen in 2007. A Department of Veterans Affairs portable hard drive that contained
sensitive VA-related information on approximately 535,000 individuals was also stolen in 2007. As
these exatnples demonstrate, government agencies have struggled with security under the traditional
desktop computing model.

A 2009 Government Accountability Office report on existing government security deficiencies
confirmed that many of the data losses occurring at federal agencies over the past few years have
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been the result of physical thefts or improper safeguarding of systems, including laptops and other
portable devices.

At least nine agencies also lacked effective controly to restrict physical access o information assets. We have
Ppreviously reported that many of the data losses occurring af federal agencies over the past few years were a
result of physical thefls or improper safeguarding of systems, inclyding laptops and other portable devices.

i addition, agencies did not always configure network devices and services to prevent unanthorized access
and ensire system integrity, patch key servers and workstations in a timely manner, or segregate incompatible
duties to different individuals or groups so that one individual does not control all aspects of a process or

transaction. (GAO Report GAO-09-701T, at page 6).

Cloud computing can protect against these security vulnerabilities. Moving data across portable
devices becomes unnecessary, as cloud computing enables darta to be accessed securely from
anywhere with an Internet connection.

The most important component of feeling comfortable with one’s data in the cloud is trusting a
cloud services provider and the practices and policies they have in place. Most people probably do
not realize that they have been doing this for years with web-based e-mail or common services like
online banking. With Google products, users can set fine-grained access controls for documents,
calendars, and other types of information commonly stored in the cloud.

Another important security benefit in the cloud is that agencies and other organizations can control
secutity updates much more consistently and easily. Our research shows most organizations take
between 25 and 60 days to deploy security patches, and some corporate chief information officers
admit it can take up to six months. Google’s cloud service allows everyone to get security updates as
soon as they ate available, not weeks or months later.

At Google data centers, data is stored on custom-built machines maintained by proprietary software
that continually monitors systems. If a threat is found, the system can respond automatically. This
structure provides scalability and helps make patching and upgrades more efficient. We can detect
security threats across the web early and prepare appropriate defenses, sometimes even before anti-
vitus companies know about them.

Security is at the core of Google’s design and development process; it is built into the DNA of our
products. Google is 2 company that came of age in the Internet era and consistently defends against
and adjusts to Internet security threats. We use a combination of people, process, and technology to

help secure our systems.

Google employs a dedicated, full-time security team with some of the world’s foremost experts in
information, application, and network security. The security team can collectively anticipate and fix
security issues more quickly and effectively than most single companies or individuals.

This team is responsible for maintaining the company’s networks, developing security review
processes, and building customized security infrastructure, It also has a key role in developing,



113

documenting, and implementng Google’s security policies and standards. Also, Google’s security
professionals are empowered by the design of our cloud — we are able to update all of our servers at

once.

Google uses an access model designed to only grant as-needed access to customer data, Data
centers themselves are equipped with security technologies like thermal imaging cameras, electronic
card access systems, 24/7 guard coverage, video analytics, and access logs, among others. Data

is obfuscated and split across numerous servers and data centers, making an attack much more
difficult because no single user’s data resides on a single disk or server.

The data in Google’s cloud is stored in geographically distributed data centers. The data is replicated
several times so that it will still be available if we are confronted with a power outage in one part of
the country. If, for example, a hurricane ot earthquake strikes one data center, the application keeps
running in the other data centers, and the data stays safe. This has important implications for backup
and disaster recovery from a continuity of government perspective. For example, the City of Los
Angeles noted that for them, because of their location in an earthquake zone, Google Apps could
provide mote affordable and efficient backup and recovery solutions than they could otherwise have
procured.

vi Effici r Benefi

Beyond enhanced security, the shift to cloud computing brings demonstrable beaefits for saving
the government money and increasing the efficiency and functionality of government services. In
January 2009, Forrester Research, an independent technology research company, calculated that
Google’s cloud-based email service, Google Apps Gmail, costs businesses only $8.47 per user per
month, versus $25.18 for traditional on-premise email. In case after case, real world examples show
that cloud computing costs far less than the traditional desktop model.

For example, in 2009 the City of Orlando was facing aging infrastructure and budget cuts that led it
to reconsider managing an in-house email system and running its own servers. In just two months,
Orlando was able to switch its 3,000 employees over to a cloud computing service that cut the
annual cost per employee from $133 to $50. Now, Orlando employees, from city planners to police
officers, will use a web-based email system similar to Google’s popular Gmail, but with more storage
(25 Gigabytes) and more customized features.

Federal agencies also can reap these significant cost savings. Booz Allen Hamilton, a strategy and
technology consulting firm, reported in October 2009 that federal agencies could save 85 percent

of their yeatly I'T infrastructure budgets by moving operations to external cloud providers. In April
of this year, the Brookings Institution found that government agencies that switched to some form
of cloud computing saw up to 50 percent savings. To put that in context, the federal government is
currently spending $76 billion per yeat on IT, with $20 billion of that devoted to hardware, software,
and file servers. That’s billions of dollars of taxpayer money.

Cost savings from switching to the cloud are especially relevant given the current under-utilization
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of government IT resources. The Office of Management and Budget emphasizes that while
government data centers increased in number from 400 to 1,100 in a decade, server utilization
at those data centers is on average a mere seven percent of full capacity. The cloud will be
instrumental in reducing this kind of waste across the federal government’s IT infrastructure.

In addition to being more cost efficient, the cloud is also more energy efficient. The City of Los
Angeles, which contracted with Google to provide cloud-based email in October 2009, estumates
that it will save 750,000 over the next five years simply from the reduction in energy costs.

For its part, the federal government, with over 1,200 of its own data centers, could significantly
lower spending and energy consumption by moving some applications to the cloud. The
Environmental Protection Agency estimated in 2007 that consolidated, energy-efficient servers and
storage systems could cut electricity use by 55 percent. By 2011, the agency estimates that the cut
in electricity use could save up to 74 billion kilowatt hours of electricity, $5.1 billion, and 47 million
mettic tons of carbon dioxide emissions.

Another way the federal government can help to reduce energy consumption is by promoting
telework to reduce federal worker commute times and the energy consumed in that commute.

As the series of snowstorms that blanketed the Washington, DC region this February showed,
teleworking can prevent the government from shutting down completely in an emergency.
Teleworking and the cloud can be important components of federal agencies’ Continuity of
Operations Plans. The cloud can allow teleworkers to easily and securely access their data and work
from wherever they happen to be. During the February 2010 snowstorms, the Office of Personnel
Management and GSA used cloud computing to share the load with other computer networks in
order to keep OPM’s Status Alert website running.

The cloud also brings increased functionality. Federal employees can collaborate more easily and
effectively because information and applications run in 2 shared, secure space online, making it easy
for people to work rogether on documents. Two or more people can, for example, edit a web-based
document together in real-time while they are hundreds or thousands of miles away from each other
— rather than sending it back and forth as an attachment and going through the laborious process

of incorporating edits on top of edits. Running applications online means that they can be accessed
more easily and securely from any device — a netbook, a smartphone, or any deskrop computer
where a user happens to be located.

The Federal G Risks Falline Behind the Private S

Today the private sector is using cloud computing to allow employees to access their information
and run software applications from anywhere they might be, anytime they need it, from virtually any
device that’s connected to the Internet. With cloud, it is easier to communicate and work together
on documents, calendars, and other collaborative projects. A 2010 report by Gartner, a leading

[T research and advisory firm, confirms an acceleration of adoption of cloud computing with the
scale of deployments growing. More than 3,000 businesses sign up for Google Apps every day.
Businesses are able to save money by spending less on building and managing their own, often
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under-utiized, IT systems. The same benefits are available for the federal government, with the cost
savings ultimately going to taxpayers.

Every day hundreds of millions of consumers use the cloud when they use email setvices like
Microsoft’s Hotmail, Yahoo! Mail, or Gmail, which are being run and stored on the Internet rather
than locally on a specific computer. Similarly, consumers are using the cloud when they use online
banking to look up bank records, balance check books, manage funds, or pay bills. A June 2010
Pew Research Center study projects that within ten years most Internet users will be doing the
majority of their computing in the cloud instead of with software that runs and stores programs on a
specific computer.

Businesses large and small are rapidly embracing cloud computing. Companies like Amazon.com,
Salesfotce.com, and Google are providing cloud platforms to allow business customers to improve
efficiency and collaboration, lower operating costs, and secure data in ways that are simply not
possible using the traditional, desktop-focused IT model.

Though the federal government is adopting at a slower rate compared to industry, we are beginning
to see government cloud initiatives and pilot programs. The public sector is already adopting

cloud at all fevels of government to better serve citizens, reduce costs, lower energy consumption
and make more cffective use of taxpayer dollars overall. Federal entities currently using the cloud
include the Department of Energy, Department of Defense, Department of the Interior, the
National Aeronautics and Space Administration, the Social Security Administration, the Security and
Exchange Commission, and the General Services Administration.

The DOE cloud computing migration is a good example of progress that is already being made. In
2009, DOE’s Lawrence Berkeley National Labs (LBL) began exploring how to use cloud computing
and LBL has already moved over 2,300 email accounts to Google Apps and will transition 5,000
accounts later this summer. This cloud deployment uses an identity management system to
improve security. Also, the LBL cloud is empowering DOE scientific research teams to foster
collaboration and community documentation through the use of Google Docs and other tools.

Simply put, cloud computing is already here and being used every day by individuals, business, and
government. But we believe that the federal government could move more quickly, and by doing
so it could reap benefits similar to those enjoyed by the private sector. The opportunity to switch
to the cloud means that the approximately $80 billion per year market for federal government IT
will see more innovation and competition — along with cost and energy savings, which are critical in
today’s environment.

Conclusion

We would like to thank Chairman Towns, Chairwoman Watson, Ranking Membets Issa and Bilbray,
and the members of the Committee for holding this hearing on the use of cloud computing by the
federal government. The cloud can help agencies at all levels increase productivity, cut costs, keep
pace with technology innovaton, and improve security. We look forward to working with you and
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other government officials to continue to make cloud computing more efficient, cost-effective, and

secure.
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[Recess.]
Chairman TowNS [presiding]. Mr. Combs.

STATEMENT OF NICK COMBS

Mr. ComBs. Chairman Towns, Ranking Member Issa, thank you
for the opportunity to address this important session.

Prior to my current role as CTO of EMC Federal, I served more
than 25 years in Federal Government, primarily in the Army,
DOD, and the intelligence community, so I echo the remarks of Mr.
Issa about concerns with security.

During my career in Government and public sector, I have per-
sonally experienced many of the IT challenges facing Federal agen-
cies today. Cloud computing is the buzz word of the day in IT, but
the characteristics the cloud brings are what is important for Fed-
eral organizations. IT environments must be flexible, on-demand,
efficient, and resilient.

Organizations must change, and the IT infrastructures that sup-
port them must be able to keep pace. At no other time has it been
more important to change our IT landscape, as organizations are
experiencing unprecedented levels of information growth and are
under constant pressure to deal with the costs associated with
maintaining our legacy IT environments.

Many Federal organizations have already begun to build the
bridge to the cloud by adopting some form of virtualization. In fact,
virtualization has become the foundation of the cloud and, in my
view, is a great enabler of cloud services across the various deploy-
ment models.

Cloud computing is virtualization taken to its most logical ex-
treme, creating the ultimate in flexibility and efficiency, and revo-
lutionizing the way we compute, network, store, and manage infor-
mation. Cloud computing has the potential to make the biggest im-
pact in IT since the development of the microprocessor, but it is not
going to happen overnight. This will be a journey, but we will real-
ize benefits at many points along the way. In the end, we will be
able to provide organizations with much greater flexibility to en-
sure we can meet the demanding needs of our Federal Government.

Many challenges and questions are yet to be fully answered, in-
cluding acquisition, availability, performance, scalability, solution
maturity, vendor lock-in, and, of top concern, security. I have ad-
dressed many of these in my written statements; however, due to
time constraints, I will focus on security. We have an opportunity
to get it right with cloud computing by engineering security into
the solution, not bolting it on, as has been in the past.

Admittedly, with cloud computing sophisticated automation, pro-
visioning and virtualization technologies, there is significant secu-
rity implications. These risks require that we look at security in a
whole new way. While perimeter and point security products will
still be used by organizations, companies such as EMC and
VMware are embedding security controls and security management
in the virtual layer, creating an environment in the virtual world
that is safer than the physical world today. Industry must continue
to develop and deliver technology components that support central-
ized, consistent management of security across the technology
stack.
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The level of transparency that cloud computing vendors provide
is critical when utilizing private sector partners. While there is a
lot of talk about service level agreements helping to satisfy Federal
security needs, SLAs alone are inadequate. The Government must
take a trust, but verify approach and cloud vendors should be re-
quired to provide the tools and capabilities to allow customers visi-
bility into those clouds to ensure the SLAs are being met.

Fundamentally, security must be risk-based and driven by a
flexible policy that is aligned to the business or mission need. The
need for common framework to ensure that security policies are
consistently applied across the infrastructure is critical to success-
ful risk management. That is one of the principle reasons that
EMC supports updating the Federal Information Security and
Management Act [FISMA], important legislation that will update
the law to enable more operational risk management.

Technologies exist today to deliver private cloud environments
inside Federal organizations to dramatically improve IT efficiency
and still provide the security required to protect sensitive informa-
tion within the Government enterprise. Multi-tenant federated
clouds can be deployed where similar security requirements exist.
However, placing information on a public cloud today should be
limited to public facing information only, and then only if the pro-
viders can prove the level of auditing and protection procedures are
implemented to deal with breaches of sensitive information.

Ultimately, cloud computing offers great potential for reducing
cost and increasing efficiency and transparency throughout the
Federal Government, and Federal departments and agencies
should be encouraged to embrace that potential.

I again thank the committee for allowing EMC and me to con-
tribute to this important effort. I look forward to taking your ques-
tions.

[The prepared statement of Mr. Combs follows:]
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WRITTEN TESTIMONY OF
NICKLOUS COMBS
CHIEF TECHNOLOGY OFFICER, EMC FEDERAL
ON “CLOUD COMPUTING: BENEFITS AND RISKS MOVING FEDERAL IT
INTO THE CLOUD”

BEFORE

THE COMMITTEE ON OVERSIGHT AND GOVERNMENT REFORM
AND
THE SUBCOMMITTEE ON GOVERNMENT MANAGEMENT,
ORGANIZATION, AND PROCUREMENT

JULY 1, 2010

Chairman Towns, Ranking Member Issa, Chairwoman Watson, Ranking Member
Bilbray, and Members of the Committee, thank you for the opportunity to address the

opportunities and risks associated with moving federal IT into the cloud.

My name is Nick Combs and I am the Chief Technology Officer for EMC Corporation’s
Federal Division. EMC is a global leader in cloud computing infrastructure and services.
We enable the full realization of the inherent power of information by creating complete
information environments that are reliable, efficient, and secure. With EMC, users and
organizations can bring the power of information to life...information that illuminates
what is possible and that moves the world forward. Prior to joining EMC, 1 served for
more than 25 years in the Federal Government as a senior leader in the Army, Senior IT
leader in the Defense Intelligence Agency and as an IT Director and CIO with the
Director of National Intelligence. During my career in government and the IT industry, I
personally experienced many of the IT the challenges facing federal agencies today,
particularly as agencies transition to cloud services. In both the public and private
sectors, I have worked with different types of cloud computing models, each of which

had its own risk management, interoperability, and data portability requirements.

First, let me comment on the term “cloud computing” and its definition. Today, the term

is one of the most common yet most misunderstood references to information technology
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and services. There are a number of definitions for cloud computing. For purposes of
my testimony today, I will adopt the definition of The National Institute of Standards and
Technology (NIST), which defines cloud computing as: “a model for enabling
convenient, on-demand network access to a shared pool of configurable computing
resources (e.g.. networks, servers, storage, applications, and services) that can be rapidly
provisioned and released with minimal management effort or service provider

. . i
interaction.”

Given this understanding of cloud computing, I will address the various approaches to

implementing the underlying infrastructure that facilitates cloud based solutions.

Confusion in the marketplace generally arises from discussion of different approaches to
cloud deployment, that is to say discussions of Private, Community, Public, or Hybrid
Clouds. Again, NIST has provided definitions of these delivery models that help provide

more clarity

- Private Cloud is infrastructure deployed and operated exclusively for an
organization or enterprise. It may be managed by the organization or by a
third party, either on or off premise.

- Community Cloud is infrastructure shared by multiple organizations with
similar missions, requirements, security concerns, etc. It also may be
managed by the organizations or by a third party on or off premise.

- Public cloud is infrastructure made available to the general public. Itis
owned and operated by an organization selling cloud services.

- Hybrid cloud is infrastructure consisting of two or more clouds (private,
community, or public) that remain unique entities but that are tied together by
standardized or proprietary technology that enables data and application

]baox‘cability.2

' “The NIST Definition of Cloud Computing” by Peter Mell and Tim Grance, Version 15, 10/7/2009.
? “The NIST Definition of Cloud Computing™ by Peter Mell and Tim Grance, Version 15, 10/7/2009.

2
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The organizations represented at today’s hearing collectively deploy all of these types of
cloud computing models. EMC, for example, deploys solutions and services via private,
community and public clouds. As an enterprise, EMC has used its solutions, as well as
virtualization technology from VMware — the foundation of cloud infrastructure — as our
IT organization leverages private clouds internally, reducing our IT costs and use of
power resources. EMC has also been enabling customers to further their virtual

datacenters and embrace cloud computing through the solutions and services it offers.

For example, through a public cloud, EMC’s Mozy online backup and data recovery
service provides peace of mind to over a million consumers and tens of thousands of
individuals and businesses. EMC also teamed with Cisco and VMware to start the
Virtual Computing Environment coalition, representing an unprecedented level of
collaboration in development, services, and partner enablement that reduces risk in
emerging cloud infrastructures in both the public and private sector. Just last month
EMC announced the formation of a new Technical Advisory Board to shape the strategic
vision of private clouds and beyond. This Board, comprised of recognized industry
experts from business and academia, will focus on long-term technology strategy,
industry trends, and advanced development opportunities and initiatives. Members were
selected for their expertise and thought leadership in such key areas as server,
networking, storage, virtualization, cloud computing, data structures, security, application

middleware, and technical computing.

The Benefits of Cloud Computing

Cloud computing provides the characteristics that every IT organization needs by
enabling IT infrastructures to be flexible, on-demand, efficient, and resilient.
Organizations have been building IT systems the same way for the last 40 years and it is
time for a change. However, we can no longer afford to have these legacy and stove-
piped, monolithic systems in which cach requirement has its own IT system.
Organizations have attempted to utilize Service Oriented Architectures (SOA) to bring

these disparate IT systems together, but have struggled due to the lack of interoperability
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standards in designing IT systems. Cloud computing, based on open systems
architectures and aligned to evolving cloud standards, can provide the foundation for

future interoperable systems.

These new environments can dramatically reduce the largest costs associated with IT
systems, particularly those related to operations and maintenance. According to the
analyst firm IDC, more than 70 percent of organizations’ IT budgets are dedicated to just
keeping the lights on and only 30 percent of budgets are available to bring new
capabilities to the organization. The Federal Government has spent billions of dollars for
computers to create and process information, internal networks to move that information
around, and hardware to store it. And don’t forget about the application software for
those internal processes and accounting. We are at a point where government agencies
are spending a majority of IT budgets just to maintain our current systems and
infrastructure. During my service in the federal government, I saw some government
organizations with operating and management costs as high as 85 percent of their overall

IT budget. Cloud Computing offers the means through which to address this imbalance.

Through the cloud, organizations can centrally manage their IT systems and provide
uniform policy implementation. They will reduce their operating and management costs,
thus freeing up resources to address other needs. For example, money previously
devoted to simply maintaining the infrastructure could be used to increase the
infrastructure’s security posture. Cloud computing brings a level of automation to IT that
dramatically reduces costs by sharing resources and frees up more resources to deliver

the capabilities that organizations need.

Federal Strategy for Cloud Computing

The transition to cloud computing will not occur overnight; rather it requires a journey to
realize all the benefits the cloud has to offer. The federal government has many unique
environments, but these organizations can benefit greatly from the successes that

commercial organizations have already achieved through the adoption of cloud
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computing. The economies of scale, flexibility, and efficiencies of these cloud
infrastructures will not only save us significant amounts of capital and maintenance costs,

but enable us to apply and use information across our enterprises as never before,

One can only imagine all the ways in which information technology could be applied in
the government if federal IT professionals were freed from the task of managing today’s
complicated and antiquated infrastructures. OMB Director Orszag made a similar point
last month when he highlighted the fact that government organizations are unable to
match the productivity and innovation of the private sector because of archaic and
complicated computing infrastructure. ¥ Cloud computing provides a mechanism to
address this technology gap, allowing the federal government to unleash new innovations

and improve productivity.

Many federal organizations have already begun to build a bridge to the cloud by adopting
some form of virtualization. In fact, virtualization has become the foundation of the
cloud and in my view, is the great enabler of cloud services across the various
deployment models. Cloud computing is virtualization taken to its most logical extreme,
creating the ultimate in flexibility and efficiency, and revolutionizing the way we
compute, network, store, and manage information.  Virtualization capabilities are also
evolving outside the server realm. In fact, EMC recently announced breakthrough
capabilities that enable virtual storage over distance. The industry’s first distributed
storage federation will provide unprecedented business agility by eliminating the current

boundaries of physical storage. This is a key enabler to future cloud architecturcs.

Cloud Security and Risk Management

Information security is by far the biggest concern of federal ClOs considering
implementing cloud infrastructure and services. According to an April 2010 Lockheed
Martin Cyber Security Alliance survey of U.S. federal government, defense, and

intelligence agency decision makers, respondents were most concerned by data security,

¥ Remarks by Peter Orszag, Center for American Progress, June 8, 2010, Washington, DC,
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privacy and integrity in the cloud.* In addition, 46 percent of respondents to the
Ponemon Institute’s November 2009 “Cyber Security Mega Trends” survey of IT leaders
in the U.S. federal government indicated that cloud computing increases security risk
within their organization.” The biggest security concern noted by Ponemon survey
respondents (30 percent) was the inability to protect sensitive or confidential information
and the second most significant concern (20 percent) was to restrict or limit the use of

computing resources or applications.

Admittedly, with cloud computing come sophisticated automation, provisioning and
virtualization technologies that have significant security implications, so we must look at
security in a whole new way. In March of 2010, RSA the Security Division of EMC,
unveiled a shared vision with Intel Corporation and VMware for building a more secure
and transparent infrastructure for business-critical cloud services. While perimeter and
point security products will still be used by organizations, companies such as EMC and
VMware are embedding controls and security management in the virtual layer, creating
an environment in the virtual world that is far safer than what exists in the physical.
Industry must continue to develop and deliver technology components that support
centralized, consistent management of security across the technology stack. Security must
be dynamic and intelligent. The static, reactive environment developed in the past simply

will not work.

With virtualization and cloud computing, applications have become completely
disassociated from the IT infrastructure on which they run. It provides the flexibility to
have the same application run in the datacenter next door on one day, in a centralized
datacenter hundreds of miles away the following day, and in a service provider datacenter
another day. For that reason, security cannot solely rely on the controls of the IT
infrastructure such as the network perimeter. Security must evolve to become much more

centered on the users and on the information they are accessing. For that reason,

4 “Awareness, Trust and Security to Shape Cloud Adoption,” a survey commissioned by the Lockheed
Martin Cyber Security Alliance and conducted by Market Connnections, Inc., April 2010

* “Cyber Security Mega Trends: Study of IT leaders in the U.S. federal government”, Independently
conducted by Ponemon Institute LLC; Publication Date: November 18. 2009.
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emerging technology practices, such as adaptive authentication and data loss prevention,
are both widely used in the commercial world. However, they are only beginning to be
adopted in federal government organizations. Such practices must be more broadly
deployed. This environment must be transparent to the enterprise and to the user.
Security cannot be an after thought; it must be embedded in the fabric. It must be built

into the products and infrastructure by the vendor community.

For a decade, fraudsters have been crafting malware to steal users’ passwords and
perform fraudulent actions on their online bank accounts. Cloud computing can increase
the risk of exposing corporate assets to fraudsters and cybercriminals. The automaker’s
next design is worth more on the black market than online bank accounts. The same
malware used to steal online banking password is also being used to steal corporate
passwords. In the age of cloud computing, solely relying on passwords to protect access
to cloud applications is not sufficient. Additional best practices like risk based
authentication must be employed and we think that that approach will fit well within the

Trusted Identity strategy that is currently being developed by the Obama Administration.

When implemented correctly, cloud environments can be much more secure than today’s
IT environments, which are often protected by inadequate perimeter security practices.
The level of transparency cloud vendors provide is a critical aspect when choosing a
cloud partner. While there is a lot of talk about Service Level Agreements (SLA) helping
to satisfy federal government information security needs, this alone is inadequate. The
federal government must take a trust-but-verify approach. Cloud vendors should be
required to provide the tools and capabilities to allow customers visibility into their cloud
environments to ensure compliance with those SLAs. SLAs should be clearly defined
and monitored by government customers to ensure maximum service value is received
for budget dollars spent. For instance, SLAs in areas of performance, availability,
backup and recovery, archive, continuance of operation, and disaster recovery must be
clearly stated, measured, and monitored by the government agencies. Additionally

government risk and compliance capabilities need to be deployed and dash boards
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provided to the customer to ensure that our information is protected and our policies are

being followed.

Security must be risk-based and driven by flexible policy that is aligned to the business or
mission need. The need for a common framework to ensure that security policies are
consistently applied across the infrastructure is critical to the success. That is one of the
principle reasons that EMC supports updating the Federal Information Security and
Management Act or FISMA, important legislation that will update the law to enable more
operational risk management, which is essential in both today’s environment and the

evolving cloud computing infrastructure.

Technologies and effective best practices exist today to deliver private cloud
environments inside federal organizations to gain dramatic improvements in I'T
efficiency, while also providing the security required to protect sensitive information
within the government enterprise. Multi-tenant federated clouds can be deployed where
similar security requirements exist. However, placing information on a public cloud
today should be limited to public facing information only and then only if the providers
can provide the leve] of auditing and protection procedures needed to deal with breaches

of sensitive information.

Conclusion

T again thank the Committee for allowing EMC and I to contribute to this very important
effort. 1T is on the verge of dramatic change; cloud computing has the potential to have
the most significant impact on IT since the development of the microprocessor. We have
to remain focused to ensure we get it right. This will be a journey and we will realize
benefits at many points along the way and it will provide organizations with much greater
flexibility to meet the demanding needs of our federal government. Admittedly, security
is a top concern, but the technology and best practices exist to address that risk. A
critical part of the solution lies in engineering security into the cloud, not bolting it on as

an afterthought. Ultimately, cloud computing offers great potential for federal
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information technology, and federal departments and agencies should be encouraged to

embrace that potential.
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Chairman TowNs. Thank you very much for your testimony, Mr.
Combs.
Mr. Ganger.

STATEMENT OF GREGORY GANGER

Mr. GANGER. Thank you for this opportunity to testify along with
the others. I am a professor of electrical and computer engineering
at Carnegie Mellon University, where I am also the director of a
research center focused on issues like cloud computing, and have
been for over a decade. I hope that my independent voice from an
elite educational institution can help with clarifying the issues
being explored today.

You have heard from a number of folks already today, and obvi-
ously, from the questions, investigated the issues yourselves as
well; and I will attempt to avoid being needlessly redundant. But
I will underscore a few important points and raise a few new ones.

As we have heard and as you have read, cloud computing is a
buzz word for using others’ computers together with yet others in
order to achieve efficiency, instead of doing everything yourself. It
is a natural evolution as a part of a service-based economy. In fact,
as Mr. Issa noted, it is a bit of a return to the past in some ways.
I won’t get into the details of it now, but there is actually a good
reason why it has gone back and forth a little bit as engineering
technology and economies of scale have changed.

One aspect of the definition of cloud computing that I want to
make sure doesn’t get lost is the differentiation between a private
cloud and a public cloud, which has to do with who shares the
cloud. A private cloud is something that an organization does itself
and might be shared amongst the sub-organizations of that organi-
zation. So in the Federal Government imagine all the agencies
sharing a cloud. As contrasted with a public cloud that might be
offered to many organizations to share, as is usually thought of
when one hears the term cloud computing because of the Internet
analogy of everybody being able to access the Internet.

But the private cloud is something that we don’t want to lose
sight of because it is going to play a part of the approach that gets
taken with the breadth of Federal IT functions. In fact, this is an-
other thing that was brought up earlier, this notion of moving to
a centralized management site. That is one step toward a private
cloud approach.

And there are some private cloud initiatives that are going on in
the Government right now. For example, the NBC of the Direc-
torate of the Interior has some cloud computing functions and there
is also an activity called Nebula that NASA is doing for scientific
activities.

The benefits of cloud computing, when done well, can be huge.
We have heard a number of examples. I liked the example, in par-
ticular, of IBM going from 235 data centers to 12. In my written
testimony I talk about several others, including HP going from 85
data centers to 6 over the course of the last 4 years and reporting
from that 60 percent reductions in their data center costs across
the board, while at the same time increasing the amount of com-
puting and storage that they are doing. So the savings are real and
they are large.
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As with most things, your mileage may vary, and this was
brought up multiple of you already, and just how much you save
is going to depend, for example, on how efficient the function that
you are moving was already. And the efficiency of existing imple-
mentations of functions varies widely, so naturally the savings you
are going to get is going to vary as well.

But one big benefit that I haven’t heard talked about as much
that you don’t want to lose sight of as well is the speed of deploying
a new application. In the traditional model, where you have to pro-
cure, buy, deploy, set up a set of computers before you can even
start to develop the application that you are trying to deliver, and
that process may take many months, 18 months was the example
that Mr. Kundra used, comparing that to the notion of renting
some computing utility and getting started right away is a sea
change in terms of how quickly you can move in a new direction.

There are risks. It is natural to address them with questions,
which is why I started with the benefits. Security is a very natural
one. It is very important, in talking about security, to not start
from the mentality that doing it yourself means that it will be done
perfectly. There are too many examples where that is not the case,
and, in fact, having a collection of security experts try to do the job
for a larger collection of people, rather than having each of those
people do it themselves, makes a lot of sense.

You get more ability to move forward quickly when you have the
experts doing it for people rather than everybody doing it them-
selves. It doesn’t mean that everything is going to want to migrate
to a central place, but it is going to mean that a lot of things are
going to make sense to that kind of centralization.

Lock-in fears mean that standardization is going to be critical.
Resistance to change is going to mean that change management
and new training is going to be critical, as well as centralized
knowledge sharing portals and information sharing. And IT culture
changes are going to mean that the IT staff are going to have to
be retrained to new roles as well. They are not going to go away;
you are still going to need expert IT staff to manage the interaction
between any given agency, for example, and the cloud computing
provider, but their roles are going to change, they are going to
move closer to the applications folks.

But the potential is great; it needs to be embraced. I am thrilled
to see that is happening, and thank you for letting me be here and
I am happy to answer any questions that you have.

[The prepared statement of Mr. Ganger follows:]
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Hearing on
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July 1, 2010

I thank you for the opportunity to testify about the benefits and risks of using cloud
computing for federal IT functions.

About me: My name is Gregory (Greg) R. Ganger. 1 am a Professor of Electrical &
Computer Engineering and Computer Science at Carnegie Mellon University (CMU). For the
last ten years, [ have also served as Director of CMU’s Parallel Data Lab (PDL). The PDL is
a world-renowned research center focused on storage and large-scale infrastructures, such as
cloud computing and more traditional data centers, regularly working with and annually
supported by most of the major developers of technology in these areas. Current industry
sponsors include Google, Microsoft, Yahoo!, VMware, HP, IBM, Intel, Oracle, Facebook,
APC (of Schneider Electric), EMC, Hitachi, LSI, NEC, NetApp, Seagate, and Symantec.

I have been conducting research on large-scale computing and storage infrastructures
(e.g., cloud computing) and their operation/administration for over a decade. Among the
cloud computing projects I lead are CMU’s Data Center Observatory (DCO) and the CMU
portion of OpenCirrus. The DCO was conceived as a consolidated data center and private
cloud for research computing/storage needs, but heavily instrumented and forward-looking to
enable research into efficiency, and it is being realized with active collaboration from several

of the PDL sponsor companies. OpenCirrus (https://opencirrus.org/) is an open cloud

computing testbed currently consisting of ten sites worldwide, each of which provides public
cloud computing resources via open interfaces and open source software.
Testimony roadmap: [ have been asked to testify about the use of cloud computing

for federal IT needs, including potential benefits, risks, challenges, and consequences. My
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written testimony is organized as follows. First, I provide a brief review of cloud computing
generally, highlighting a few forms that it can take, including the highly relevant concept of a
so-called “private” (or “internal’) cloud. Second, I discuss the large potential benefits of
using cloud computing for federal IT functions, which are similar (in many cases) to those for
large corporate organizations. [ highlight the benefits first because, while I suspect that most
questions will focus on the risks and challenges, overall thinking about the concept of using
cloud computing resources for federal IT functions should not lose sight of the large potential
benefits of this young, maturing technology. Third, I discuss various risks, challenges, and
consequences. Some of these (e.g., resistance to change) will require continuing education
and strong guidance, possibly including explicit incentives. Some of these (e.g., lock-in and
management complexity) will require patient and incremental approach to moving federal IT
mto the cloud, as advancement in both technology creation and standards bodies address
unresolved issues. A few (e.g., security) may require certain IT functions to never migrate
fully to a public cloud. None, however, preclude rapid partial migration of federal IT function
into the cloud and expanded migration over time.

It is important to keep in mind, while considering pros and cons of moving federal IT
into clouds, that it is far from an all-or-nothing decision. For some federal IT functions, it
will be the right choice, and for others it may not be. The choice need not be the same for all
IT functions, and movement can happen independently for each, allowing incremental

movements that each yield benefits.

A. Cloud computing basics
- Very broadly, “cloud computing” involves using someone else’s computers (and
possibly software setups), shared with yet other groups, for some task instead of using your
own. There are many technical issues involved, which have delayed the realization of this
long-sought notion of computing services as utilities, but the basic concept of outsourcing
work is natural in today’s service-based economy.
The “cloud” aspect refers to the fact that the computers used are on the network,

somewhere, but that the cloud computing customer need not be aware of where they are or
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details of how the outsourced work is completed — it is referred to as “in the cloud”, because
large networks (e.g., the Internet) are often illustrated as clouds in technical diagrams.

The term “cloud computing™ has been applied to a broad class of IT outsourcing
activities, leading to broad definitions. For example, NIST s definition' is more technical
than my very brief description above, but it closes with “and is composed of five essential
characteristics, three delivery models, and four deployment models.” Just the cross-product
of the three delivery and four deployment models yields twelve configurations that fit the
definition. 1 will not detail the full breadth here, but I will highlight a couple configuration
options in an attempt to help clarify cloud computing and important issues involved.

Raw resources vs, software services: The delivery model axis relates to the form of
computing service purchased from a cloud computing provider. One option, called
“Infrastructure as a Service (IaaS)” by NIST, is to rent raw computing resources, such as
computer time or storage capacity. Which programs a customer runs in their rented computer
time,” or what data is stored in rented storage capacity, is entirely up to the customer (who
must, therefore, configure and maintain the programs themselves). Setting aside technical
details, the [aa$ concept should be familiar to anyone who has rented a car, exercised in a
fitness center, or stayed at a hotel. The other two options, called “Software as a Service
(SaaS)” and “Platform as a Service (PaaS)” by NIST, provide complete applications (e.g.,
email) and/or building blocks (¢.g., database systems) for use by customers (and perhaps
provided by customers to third parties). Setting aside technical details, these concepts are

akin to outsourcing of food services, patent litigation services, or accounting services.

! The full NIST definition is two pages long, but the primary paragraph states “Cloud computing is a model for
enabling convenient, on-demand network access to a shared pool of configurable computing resources (e.g.,
networks, servers, storage, applications, and services) that can be rapidly provisioned and released with minimal
management effort or service provider interaction. This cloud model promotes availability and is composed of
five essential characteristics, three service models, and four deployment models.” Most of the remainder
details the five, three, and four. The latest version {v15) can be found at http://csre.nist.gov/groups/SNS/cloud-

computing/cloud-def-vi5.doc .

? Rented raw computer time in most cloud offerings is used to execute software encapsulated in a so-called
“virtual machine”, which appears to the customer as a physical machine. Indeed, all cloud resources are
“virtualized” in the sense that details of how they are provided are hidden from customers and may not match the
appearance given to the customer — such virtualization enables improved efficiency and is fine for customers, so
long as the behavior promised to the customer is realized.
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Public cloud vs. private cloud: The deployment model axis focuses on who shares
the cloud. One option, termed a “public cloud” by NIST, is made available to the general
public by a provider selling cloud computing services. This is the option usually in mind
when people first think about cloud computing, since it matches the general accessibility of
the Internet. But, it is not the only option. Another option, termed a “private cloud” by NIST,
is operated solely by one organization and shared by its various sub-parts. For particularly
large organizations, such as the federal government or a large Internet service company (e.g.,
Google or Microsoft), many of the benefits of cloud computing can be realized with a private
cloud model — for such organizations, the economies of scale and aggregation are sufficiently
present without sharing externally, because of their many sizable sub-organizations.” Of
course, an organization can use more than one cloud, including of different types, and can

also used both cloud and non-cloud (i.e., their own) computer resources.

B. Potential benefits of moving federal I'T functions into the cloud.

Cloud computing has the potential to provide large efficiency improvements for
federal IT functions. As with outsourcing in nou-IT domains, such as rental cars and food
services, the efficiency arises from having multiple customers (organizations) share the
provider’s offering instead of each providing for itself. Efficiency improvements come from
multiple fundamental sources, including: (1) increased utilization of resources, since sharing
allows the portions unused by one customer to be sold to (used by) another, while each
customer pays for just what they use; (2) economies of scale, since operational costs usually
do not scale down linearly with resource size — for example, one cannot use a part of a car,
and cooking for two takes nearly as fong as cooking for five; (3) increased specialization,
since experts working for the provider can focus on the one offering rather than being “jacks
of all trades”; (4) low entry cost (in terms of time, effort, and dollars) for new customers,
since the resource is already set up by the provider and ready for use. These benefits can all
be present for cloud computing, with large potential reductions in 1T costs (both capital and
personnel), energy demands (due to the need for fewer total computers), and time to establish

new IT functions.

7 As one example, the National Business Center (NBC) of the Department of the Interior now provides some
private cloud capabilities (hitp://cloud.nbe.gov/).
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Although concision precludes full analysis here, two examples can help illustrate
potential infrastructure efficiency benefits of even just one or two of these sources:

¢ Although an imperfect example, because of artifacts of CMU’s smaller size and
relative resource-poorness, our experiences making a case for using cloud
computing for research computing at CMU provide some insight. In surveying the
separate infrastructures used by research groups on campus, we found average
utilizations around 25% -- that is, % of the work potential of the computers went
unused, over time, even in a University research environment that struggles to find
funds to purchase equipment.” A private IaaS cloud computing approach with 75%
utilization would reduce the number of servers needed by 66% or allow three times
the work to be completed during heavily active times, which has induced us to
aggressively pursue deployment of such a private cloud at CMU. Such numbers are
normal, even laudable for the traditional “every group for themselves™ approach, not
a sign of misbehavior. Indeed, a GSA presentation’ indicated “Average Server
Utilization” values of 7-15%, offering even more room for improvement,

s HP’s recent data center consolidation effort provides a second example. In 2006,
HP identified their “many separate data centers” deployment (85 data centers across
29 countries) as a significant source of inefficiency. They noted plans to consolidate
mto six large data centers, estimating $1B/year savings in IT expenses and
significant energy savings as a result.® Recently, HP’s CIO Randy Mott shared
some outcomes of this successful consolidation effort, including 60% reduction in
overall data center costs.” Despite ever-growing demands for computing, HP
reduced their number of server computers by 40%, which would combine with their
improved cooling approaches to yield significant energy savings.
The savings in these examples do not even account for the much improved IT staff efficiency
(#3 above) or the faster pace of deployed IT improvements (a consequence of #3). With
consolidated infrastructures, IT staff specializing in particular aspects can focus on those
aspects — because of the large scale, such specialization does not lead to excessively sized IT
staffs. Since the particular aspects (e.g., network management or storage management) are
handled by the provider, none of the customers need to employ staff focused on those aspects
- one set of staff handles them for all, eliminating redundancy across customers and allowing

customer IT staff’s to focus on the customer’s missions instead. Also, because specialized

* But, during active times, they tend to be overburdened.

* “GSA Presentation on the Federal Cloud Computing Initiative” by Michael Goodrich (Project Manager,
FedRAMP and Apps.gov, General Services Administration) on Software & Information Industry Association
panel. See slide 22. Available at htip://www siia.net/blog/index.php/2010/06/gsa-presentation-on-the-federal-
cloud-computing-initiative/

® http://news.cnel.con/HP-plans-data-center-consolidation/21 10-1011_3-6073187 htm]

’ hupy//www.enterprisenetworkingplanel.comy/news/article. php/3878966
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staff have fewer aspects to manage, they can focus more attention on improving their specific
aspects, leading to more rapid adoption of new technologies and best practices from which all
customers immediately benefit.

In addition to significantly increasing efficiency across a set of current customer IT
functions, cloud computing can greatly improve the situation for new IT functions (#4 above).
Traditionally, a lengthy start-up process is often involved with establishing a new IT function,
including procuring new computers (and sometimes building machine room space to power
and cool them), installing and configuring the computers, and only then finally starting to set
up the IT function in question. With cloud computing, one can rent pre-setup computer
resources as soon as one has budget to do so, leading to much quicker progress on new
directions. Moreover, one does not have the danger of incorrectly guessing how many
computers are needed (which can lead to waste or delays), since the cloud provider allows
rapid incremental scale-up (charging only for what is used) as long as the customer is willing
to pay for what they use. Among other things, therefore, cloud computing could significantly
accelerate deployment of e-government applications.

Overall, the potential benefits from cloud computing are huge, both for global
efficiency (total equipment and energy used) and for each customer (dollars and mission

focus).

C. Risks, challenges, and consequences

Cloud computing is very different from the traditional approach of each organization
(e.g., agency) creating and maintaining their own computing resources, from top to bottom.
Naturally, there are many challenges to be faced in making the significant transition to
outsourcing aspects to external providers, particularly given the relative youth and rapid
evolution of cloud computing. Of course, there are security concerns when an external
provider is made part of an agency function. There are also “lock-in” concerns caused by lack
of standardization and (in some cases) the difficulty of moving large data sets. Another
significant source of challenges is the massive IT culture change inherent in a transition to
cloud computing, which will require overcoming resistance to change and retooling IT staff

skill sets.
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Security concerns: Security is an issue for all networked computer activities. It is
natural to imagine that security might be weakened by involving an external provider,
particularly when confidential data are involved. But, it is not necessarily the case in all, or
even most, circumstances. As in the real world, computer security is about risk management,
not absolutes — most of us feel relatively secure in our homes, for example, despite glass
windows on the ground floor.

Having federal agencies maintaining infrastructure does not guarantee their security,
both because humans are imperfect and because no perfect computer security technologies
exist. Public cloud providers are capable of employing the same best practices and
technology as government agencies and potentially upgrading more rapidly to new advances
(because of #3 above). The question is whether or not they can be trusted to do so. To
establish that trust, there will need to be certification of the degree of trust that can be placed
in a given provider, using established (e.g., FISMA) and perhaps new mechanisms —
standardized approaches to doing this is an area of necessary, and ongoing, effort in
technology working groups. Movement of IT functions to providers must be limited to those
pairings with acceptable risk. Certain functions, and certain data, will perhaps never be
appropriate for public clouds — highly classified intelligence activities, for example. But, for
many federal computing activities, security needs are likely to be consistent with those of
corporate customers of public clouds.

1t is worth noting that private clouds, maintained by the government, can be used for
IT functions that may require security efforts beyond those that public cloud providers are
willing to employ (e.g., because they go beyond what corporate customers require).

Lock-in concerns: Currently, cloud computing offerings are diverse — one can choose
among several to which to migrate a function, and then go thru the effort to migrate, but often
there is no easy way to switch from one provider to another. Today, such a switch can
involve time-consuming extraction of one’s data, reprogramming of one’s application to fit
the new provider’s interfaces, and uploading of one’s data to the new provider. Each step can
be onerous.

One big part of the problem is standardization or, rather, lack thereof. Although

various working groups are now focused on standardization, it is still early in the process.
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Indeed, cloud computing is sufficiently new that there is some danger in standardizing so
quickly, with such a short window of experience from which to draw. Nonetheless,
standardization is an important part of promoting compatibility and competition among cloud
computing providers.

A technical issue, for IT functions that involve very large data sets, is the time
required to upload or download the data. For example, at commonly available wide-area
networking (WAN) rates, transferring multi-terabyte datasets to or form a public cloud could
require multiple weeks, which would make the concept of migrating a high hurdle. Thisis a
challenge that federal customers share with corporate customers, and technical solutions will
undoubtedly be developed.

Resistance to change: Some of the trickier challenges faced when efficiency-seeking
leaders push their IT staff to move some functions to a cloud are non-technical, relating to
human nature. Some (not all!) IT staff resist changes to currently working practices that they
control and understand. I suspect that, where it exists, this resistance will be stronger in
consistently-funded government IT settings, where business-style pressures and incentives
{e.g., bonuses) for innovative steps leading to tangible savings are not present. Simply
demanding an IT change rarely yields desired outcomes, as unhappy IT staff can become
inefficient in a variety of ways. A mixture of push (e.g., requests and insistent education) and
pull (e.g., incentives) may be needed to effect rapid and positive adoption.

Perhaps the most common form for such resistance to take is aggressive arguing
against the change in question, on technical grounds and by overstating the effort required to
enact the change. The awkward aspects of such arguments are usually twofold: the IT staff
raising them generally know more than anyone else in the organization about the technical
issues in question, and the arguments raised generally are at least partially correct. A mixture
of education (for the IT staff and their managers) and a technical mindshare (for both to
utilize) may be needed to separate the legitimate concerns from those based primarily on a
desire to avoid change.

The technical mindshare should also provide for sharing of effort on issues like
certification/accreditation (e.g., for security issues discussed above), verifying continued good

practices, negotiating Terms of Service (ToS), and procurement (e.g., multiple bids obtained
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and okayed periodically). Forcing every agency to independently deal with such issues truly
could become a significant barrier, but a shared clearinghouse is a natural way to eliminate
redundant effort for common needs. Note that none of my discussion is meant to imply that
actions, including those that | mention, are not already being pursued in the context of the
Federal Cloud Computing Initiative; indeed, some are (e.g., see apps.gov).

1T culture changes: A consequence of moving to cloud computing is major change
for IT staff. Note that even full transition to cloud computing would not mean elimination of
all IT staff - not by a long shot. Expert IT personnel will be needed to assist with planning, to
provision, and to manage [T functions outsourced to the cloud. But, the expertise that they
will need is going to be different. Rather than expertise in managing the aspects now
outsourced (e.g., physical computers, networks, and building-block applications), for example,
IT staff and managers will need new expertise in working with cloud-based activities,
projecting usage costs rather than capital costs, and there may be reduced separation between
application engineers and IT staff. Continued education for IT personnel, and perhaps a new
breed of staff, will be an important part of such transition.

Not only will new 1T expertise be needed to manage functions outsourced to the cloud,
but a hybrid IT model is most likely for quite some time — some functions will be moved to
one or more clouds, while others remain “in house”. Thus, the IT staff will need to manage a
set of functions spread across multiple environments, using new integrated mapagement tools.
Creation of such tools can be expected, as particular cloud interfaces become very popular

and/or standardized.

D. Concluding remarks

Cloud computing is an exciting realization of a long-sought concept: computing as a
utility. Pursuing judicious use for federal IT functions is important, given the large potential
benefits. Patience, perseverance, incremental adoption, and continued investment in rescarch,
education, and standardization related to cloud computing will be needed in realizing that
potential. Some specific recommendations for consideration that follow from my

observations include:
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o First, cloud computing is a big change, and realizing its large potential will require
significant formal technical and change management training for IT staff and
managers. This need may warrant expansion or adaptation of programs like
“scholarship for service” as well as targeted executive education initiatives.

e Second, standardization is important to address lock-in concerns, but continued
experimentation (including research, testbeds, and case studies) and innovation are
also crucial given the relative youth of cloud computing and the presence of
unresolved technical questions (e.g., in security, data transfer, and management).
The natural tension between these two needs may warrant focused programs for each
in order to avoid lack of progress on either.

s Third, information and effort sharing across federal agencies considering cloud
computing will be an important aspect of overcoming resistance to change. Explicit
support should exist for shared technical mindshare, provider tracking/clearing, and

case study reporting.

[t is my hope that my testimony has helped to clarify some of the major technical matters and
logistics associated with the idea of using cloud computing for federal IT. For non-technical
practitioners, [ recognize that digesting the concepts and evaluating the merits of cloud
computing is no easy feat. Yet, I understand how important it is for members of the
Committee to have trust and confidence in the IT directions taken by federal agencies, given
the expense and mission importance of IT. As leaders in the realm of technology and
innovation, please know that we at Carnegie Mellon University stand ready to assist you in
dealing with technical questions as they relate to your efforts to craft sound public policy and
oversee federal IT activities. We applaud your diligence in reviewing this specific matter.

‘ Again, thank you for the opportunity to testify. I will be happy to answer any

questions the Committee might have.

10
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Chairman TowNs. Thank you very much.

Let me thank all of you for your testimony.

I guess I just want to ask all of you this question, and you can
sort of answer it as briefly as you possibly can. What do you see
as the greatest benefit and the greatest risk to the Federal Govern-
ment in terms of cloud computing? If you just go right down the
line and sort of be as brief as possible.

Mr. CHARNEY. I see a couple of huge benefits. One, of course, we
have talked about, which is cost savings. But the other huge bene-
fit, I think, is that the aggregation of data will allow, in appro-
priate circumstances, much deeper analysis of data. When you
think about how we are going to do health care in the future, for
example, the ability to analyze a lot of data and see trends and
other things could be hugely valuable to the Government.

In terms of risk, it really does come back to the things we have
talked about: security, privacy, and reliability. We are going to be
dependent on this cloud, and if you can’t access this cloud, or if
cyber criminals go after the cloud because the aggregation of data
presents a rich target, or people don’t have faith that the data in
the cloud is both protected and not improvidently used by the cloud
provider, we will lack trust.

Mr. BURTON. Yes, I think the benefits of cloud computing are
enormous, and that is why it is really taking off in the private sec-
tor; and to look at those benefits: cost advantages, speed advan-
tages, scale advantages, ease of use advantages, customization ad-
vantages, and, not to be overlooked, tremendous innovation advan-
tages, because once people are on a cloud platform, you can easily
develop new applications, you can deploy them instantly, you can
share them with other agencies.

If you look at risk, usually at the top of the risk list is what this
committee has focused on, and that is concerns about security and
privacy.

Mr. BRADSHAW. I think there are great advantages to cloud com-
puting. Innovation, innovation of features and functionality, but,
more important, innovations around security, our ability to react
much more quickly now to security threats. There are great cost
savings as well for the taxpayer.

As far as risk, I do think we, right now, are in the risk of trying
to label cloud computing a certain way so that we don’t understand
the security issues in it. We label it and dismiss it based on labels
versus really what the security requirements are for the environ-
ment.

Mr. CoMmBs. Thank you, Mr. Chairman. I agree with all the com-
ments that have previously been stated, but the greatest benefit,
I think, is speed to delivery of capabilities, like Mr. Ganger brought
up. Today, it takes far too long to implement new capabilities in
organizations. With cloud computing we can rapidly implement ca-
pabilities and, therefore, keep up with the changing needs of the
Government.

As far as the greatest risk, I have to go back to my intelligence
community days, that is the loss of the information. In the intel-
ligence community, in the Department of Defense realms, that loss
of information can mean the loss of lives. In the commercial world,
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that loss of information can be the loss of intellectual property and
lots of money.

So those are the greatest benefits and the greatest risks as I see
them. Thank you.

Mr. GANGER. I would say that the greatest benefit, as most have
noted, is efficiency, efficiency both in terms of cost and in terms of
the ability to roll out a new application, a new e-Government ap-
proach in each of the individual applications that one wants to get
started, both of those forms of efficiency.

In terms of the greatest risk, I guess I am going to depart from
a lot of people here and say that I would worry that the greatest
risk is entrenchment and the difficulty that one has in making a
transition from a comfort level that one has with the way they do
things currently to something very different.

And given how widespread the IT functions of the Federal Gov-
ernment are already, we heard about 1,100 data centers, getting all
those people around the idea of looking at cloud computing and se-
riously considering not doing it all themselves, it is a tough sell to
do that with people, to get them to really seriously consider doing
that. The security aspect is one of the concerns that will get raised,
and there are legitimate security concerns, but the technical secu-
rity concerns, to me, seem smaller than the entrenchment concerns
that will be rallied around, for example, the security word.

Chairman TowNs. Thank you very much.

I now yield 5 minutes to the ranking member from California.

Mr. IssA. Thank you, Mr. Chairman.

Mr. Ganger, I am going to followup with you as the honest
broker. Eleven hundred data centers. In your opinion, is there any
reason that this committee shouldn’t drive the bureaucracy toward,
let’s say, 200 data centers and force people who have 8, like GSA,
to have 8 that are co-located within those 200 centers? And
wouldn’t that represent billions of dollars in savings and a consoli-
dation toward a private cloud—which is the second question, since
you are writing—which is aren’t we big enough at $80 billion worth
of total IT services, tens of billions of dollars worth of specific soft-
ware support and $20 billion worth of infrastructure support, aren’t
we big enough to own our own cloud?

I don’t want to quote, but I will, the Rolling Stones, 1967, when
they said “Get off of my cloud,” but why would we get onto some-
body else’s cloud to begin with? Why wouldn’t we say we are big
enough to go alone or to be co-located with other locations, but
have complete segregation so that security is designed in from the
door on?

Mr. GANGER. OK, so I will try to take them in the order that you
gave them.

Mr. IssA. No, no, take them in the order best for you.

Mr. GANGER. OK. So do you drive data center reductions? I don’t
have a lot of insight into what the 1,100 are doing. It would shock
me to hear that an analysis of the 1,100 doesn’t lead to being able
to do 200, for example.

Mr. IssA. Earlier testimony, it took a long time to find out how
many they had and where they were in some cases.

Mr. GANGER. Which means, by the way, that it is going to take
longer to do the consolidation than one might hope, right, because
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there is going to have to be a lot of learning about what functions
those different data centers are doing in order to make a consolida-
tion actually work.

Mr. IssA. But just shared bandwidth efficiency, facilities advan-
tages, all of that would be in the hundreds of millions of dollars,
enough to pay for the consolidation in a short period of time.

Mr. GANGER. Yes, absolutely, I agree. Huge advantages to be had
there. And I would be really surprised to learn that type of consoli-
dation couldn’t be done and that those advantages couldn’t be real-
ized. The corporate world has done it and we have seen two exam-
ples of very large corporations that have gone from two and three
digit numbers of data centers to single and 12 was the second ex-
ample numbers of data centers.

In terms of is the Government big enough to do a private cloud,
there is no question the Government is big enough to do a private
cloud. The question that you would have to ask yourself isn’t
whether you are big enough to do it, it is whether you have the ex-
pertise to do it for all of the different types of cloud technologies
that you might need to do it for.

Mr. IssA. OK. I am going to move to the cloud folks for a mo-
ment.

Mr. Burton, you offer a public cloud solution that is already pur-
chased by agencies of the Government, and they buy a product as
a COTS product, basically. So that can proliferate with vendors of-
fering them, and the only problem, of course, is certifying that the
data they put on to your cloud is in fact safe, secure, and so on,
right? Would you say that there are things like Mr. Combs might
mention, the NSA or the CIA, that never really should be cus-
tomers of yours, at least not with the same computer and the same
location that are dealing in the clandestine world?

Mr. BURTON. Yes, I think without a doubt not only in the Federal
Government, in the private sector there are certain data sets that
are so secret, so sensitive that they will never go on to a multi-ten-
ant cloud structure.

Mr. IssA. There is a company in Atlanta called Coca-Cola. I sus-
pect that is at least one formula you will never host.

Mr. Charney, in light of that, won’t there always be some private
computing facility-based, like some of our labs activities, where
even the hard drives have to be removed between uses? So, in a
sense, isn’t this committee looking at the migration of public, pri-
vate, and legacy, with an inevitability that one size doesn’t fit all?

Mr. CHARNEY. I agree with that completely. I mean, there will
be cases where organizations, Government agencies want to run an
on-premises system and control it very tightly, like some of the in-
telligence communities. There will be places where the Government
is a community of interest and can share a cloud, and there may
be places for public information that a public cloud service is not
a big concern because it is information you want to share anyway.
The key is customer choice and mapping the cloud model to the
risk model.

Mr. IssA. Mr. Bradshaw, I understand that you are a super
salesman, among other things. You would like to sell as much of
your product as you can, I am sure. But wouldn’t you also agree
that there is a segment that could be moved sooner, rather than
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later, to public cloud, a segment that needs to have that transition,
and then a segment that will never, in the foreseeable future, make
that transition?

Mr. BRADSHAW. I absolutely agree with that. We have aimed our
initial offering at the sensitive, but unclassified, level to meet that
or exceed it. But we do agree there are some things that we would
not recommend you move to the public cloud.

Mr. IssA. And I will close with one thing on behalf of the chair-
man and myself, both. Isn’t one of the challenges to a truly trans-
parent cloud, when it is pointed toward the public, that portion of
cloud computing, the fact that all of our various Government agen-
cies have failed to have standards that are interoperable and easily
searchable so that you can know that a name or a particular cell
in a data base will in fact correspond not just, but including Web
sites?

Mr. BRADSHAW. I do believe it is very difficult to put standards
in place that meet the requirements of all the individual agencies
and individual bureaus within the agencies, and take advantage of
information technology at the same time. That is a big challenge.
But I do think we can use the current regulations that are in place,
get a great understanding of how things compare, and then all of
us, we have security experts in our company, let’s take advantage
of those and work with you to continuously update these through
continuous monitoring and things like that.

Mr. IssA. Thank you.

Anyone else before the chairman reclaims my time?

[No response.]

Mr. IssA. Thank you all.

Chairman TowNs. Thank you very much.

I now yield 5 minutes to the gentlewoman from California.

Ms. WATSON. Thank you.

As I mentioned in my opening statement, in light of the recently
reported cyberattacks involving China and other nation states, I
would like to hear some specifics from each one of our vendors
about how we would protect our particular systems, and I would
like specifics on how your companies plan to demonstrate compli-
ance with the requirements on a regular basis. And I would just
like you to go down the line.

And then I am going to ask, since we are not going to have time
within this session to hold additional hearings in our subcommit-
tee, how you would provide this information and would you give us
kind of a summary in writing to our committee? And then we will
submit that to your committee.

So just tell us in your own words about what you, as an individ-
ual vendor, would do to protect the security.

Mr. CHARNEY. I think there are really two parts to the question.
First, in terms of how we protect security, the real key is having
a documented information security program that looks at the as-
sets you want to protect, what the threats to those assets are, and
then you build and test a set of controls to protect those assets.

But the China question is a little bit difficult in the sense that
one of the changes we have seen over the last 20 years is a major
change in the threat model. When I was at the Justice Department
prosecuting cyber crimes in 1991 and 1992, at the beginning of my
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career there, a lot of the hackers were young students exploring
networks.

Now we have what we call the advanced persistent threat; we
see more and more nation state activity on the Internet, we see
more organized crime activity on the Internet, we see a black mar-
ket for vulnerabilities. A regular documented information security
program that might be adequate for most commercial purposes
may not be completely adequate for an advanced persistent threat.

This is why, for example, as I said earlier, I don’t think the intel-
ligence community should be parking its information on even pub-
lic or shared tenant clouds. The advanced persistent threat is going
to require a much more careful analysis and different cybersecurity
strategies. I have, in fact, written a paper on this very point and
would be happy to share it with the committee.

Mr. BURTON. Thank you for that question, Chairwoman Watson.
Security is something that our smallest customers take very, very
seriously; whether you are a corner pizza store maintaining your
customer data or a multinational bank or health care company or
an agency of the Federal Government.

Ms. WATSON. Let me be more specific. How do we have assurance
that our Federal information within our systems can be protected?
And I know this is not the place where you can give direct answers.

Mr. BURTON. I will respond to that.

Ms. WATSON. Good.

Mr. BURTON. Each of our customers can come in and do security
reviews with Salesforce, and they do not go on to our platform until
they are satisfied with our security. We comply with major inter-
national security standards, ISO27001, SAT Type 2 Systrust. All of
those are available. We feel that without trust no one is going to
use Salesforce.

So we have site. Anyone can look at it, this committee can look
at it, Trust.Salesforce.com, and if you look at that site you can see
what the performances of our system every single day. I looked at
it this morning. We processed 315 million transactions yesterday,
each one in about 300 milliseconds on that site. You can see the
types of security attacks we are facing; you can see all of our cre-
dentials.

If you want to lock down your security, it provides you who to
talk to, how to get at that. So we feel that not only security stand-
ards, but transparency is critical to the whole cloud model, and
that is why we have this trust site that is available for anyone to
look at.

And I think just the one question, to come back really, I think,
to a comment Mr. Issa raised, is, yes, there, are some data sets
that are so sensitive, so secret that they should be kept outside of
a cloud environment.

But I think if you look at the vast majority of the data that the
U.S. Federal Government processes and stores, it falls into a lower
level of security, and I think that is perfectly adequate for a strong
vendor with good security to manage on a multi-tenant platform in
a cloud.

Mr. BRADSHAW. Thank you. Google has made a commitment at
the executive level of the corporation to meet Federal security re-
quirements. We have completed and submitted to the Government
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our FISMA certification package and we are waiting to hear. We
do meet the security and privacy requirements that are laid out in
the Federal statute under FISMA and we make those findings
available upon request.

I think what we also do, we are so focused on security. We all
know this is a growing threat for everybody. We look at two areas,
one is reducing the threat environment. So we are very focused on
bringing down things that had been exploited in the past, trying
to limit that, limit the doors that have made these threats possible;
and then looking at moving some appropriate data to an environ-
ment where we can take our security professionals and we can take
just multiple layers of security and protect that data for you.

Ms. WATSON. You are so out there, that is why I mentioned
Google, because I say to myself would you Google that, please,
quickly. We know the problems that all of you are facing, so I just
want to get some ideas how you are addressing them.

Mr. Combs.

Mr. ComBs. Thank you, ma’am. Today’s security architectures
are nothing more than a broken safety net of point security solu-
tion products. We have to move from point security products to an
information-centric approach to managing our data. It is all about
two things: it is about identities.

Those systems and processes that either need to have access or
be restricted access to our resources, and the information. That in-
formation must be either available or restricted however an organi-
zation’s policies defines. That gets into your second part, which is
Government risk and compliance.

What we are doing at EMC is we have acquired technologies and
we are further developing them to allow portlets for organizations
to look inside our cloud offerings and to ensure that we are provid-
ing the Government the risk and compliance capabilities that
matches their requirements.

Ms. WATSON. What I am going to advise my staff to do is send
letters to all of you, and you can respond to the questions that we
have in your letters. So you will get something and we will try to
do it as soon as possible.

Thank you so very much, and thank you, Mr. Chairman, for the
time.

Chairman TowNs. Thank you very much.

I now yield to the gentleman from Utah, Mr. Chaffetz.

Mr. CHAFFETZ. I like the enthusiasm, Mr. Chairman. I appreciate
that.

Thank you all for being here, I appreciate it. Full disclosure: I
think I have been a consumer of all of your products and services,
with the exception of the parallel data lab. I can’t think of some-
thing, although you probably have something I have consumed
along the way, all with great success. You are obviously market
leaders and we appreciate your perspective here, and we won’t do
it justice in the 5-minutes, so if there is additional information you
want to share with us, please know that we would love to have you
followup on that.

Mr. Bradshaw, starting with you if I could, in your written testi-
mony you say, “The most important component of feeling com-
fortable with one’s data in the cloud is trusting a cloud services
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provider and the practices and policies they have in place.” Ronald
Reagan famously said once, trust but verify.

How does that work in a government-type model? Because the
second part of my questions is how does Google, which is so unique
in all the world, how does your business model fit with government
types of services, where you have relied a lot on getting a lot of eye-
balls and then converting those into advertising dollars? How does
that work in a business model with the Federal Government or
State government?

But going back to this, OK, it is great to say, hey, trust us, that
is the most important thing, but how do we gain a comfort level
that information is secure?

Mr. BRADSHAW. I agree with you on that. First of all, I am in a
group called Enterprise, which is a separate group from the con-
sumer group you are very familiar with. We actually look at the
consumer products and determine how we can change them so they
fit into a government or into a commercial environment. So the
products are slightly different and they are modified for that rea-
son.

As far as trust, we understand this is the biggest thing for you
on security and privacy, so we try to be as transparent as possible.
I think sometimes we make sure we put something out in a blog
as soon as we find it so that you will understand what kind of
problem we have. I think the benefit of that to you, and to me as
well, is that the technology allows us to very quickly react to some
of these attacks that we have seen, look at the situation, and then
correct it, and immediately make that fix available to a lot of peo-
ple. So, again, this is where the innovation just really plays to this
increasing threat model we are all seeing.

Mr. CHAFFETZ. And that is where I think one of the interesting
questions going forward, is how do those cloud-oriented companies,
and in their business model, how do they make that work. We will
have to explore that further.

The GAO, in their report, reported that 23 out of 24 agencies
identified multi-tenancy as a potential information security risk.
Do you find that? Is that baseless or is that something you would
concur with?

Mr. BRADSHAW. I don’t concur with this. I think we have many
examples where we have multi-tenant application solutions that we
use and we are very comfortable with, such as an ATM, you know,
a banking system where multiple people are in the same system.
We are very comfortable with that. I think the Government has
several examples where they have solutions they have been using
for years where they are multi-tenant.

So I think you can gain so many benefits from this environment,
again, because we are putting the data in one location and we are
putting multiple layers around it.

Mr. CHAFFETZ. Mr. Charney, how would you address that, the
GAO concern?

Mr. CHARNEY. I think multi-tenancy can be fine, but I think it
also raises different threat models, and the ATM analogy is not
quite right; and the reason for that is I can go up to an ATM ma-
chine and put in my card and take out money, and it may be true
that my account is stored with other accounts, but the ATM is not
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a platform on which I can load software. There has been some re-
search done where academics have basically hosted in the cloud ap-
plications designed to attack the rest of the cloud, and with multi-
tenancy in that environment, virtualization becomes key to sepa-
rating the data.

So it doesn’t mean multi-tenancy is dangerous; what it means is
it presents a different threat model and you need to make sure you
are mitigating those threats.

Mr. CHAFFETZ. So what are those technologies that ought to be
highlighted in terms of differentiating?

Mr. CHARNEY. I think there are a few things. The key thing, of
course, is that you have secured development of the virtualization
technology; that the people who are developing that technology are
trained in security and that they use good development practices
and security to make sure that the containers that are built
through virtualization are in fact robust.

Mr. CHAFFETZ. Do we possibly have enough personnel in order to
achieve that? I mean, it is hard enough to hire as it is in some of
these specialized fields.

Mr. CHARNEY. Many years ago, when Microsoft adopted the Secu-
rity Development Lifecycle, we took the view that, basically, keep-
ing it to ourselves for competitive advantage was the wrong ap-
proach. We decided that what we needed to do was share our best
practices.

And what we did was we published books on threat modeling,
unsecured code development, and on the Security Development
Lifecycle itself; and we published some of the tools we use in Visual
Studio, which is our product for developers, and we have also made
tools publicly available, like our threat modeling tool. We believe
that there are not enough well-trained security experts on the plan-
et floday, and it is something the Government can help address as
well.

Mr. CHAFFETZ. Mr. Chairman, thank you.

I can spend hours with each of you, but thank you for your time,
and appreciate any followup. Thank you.

Ms. WATSON [presiding]. I would like now to yield 5 minutes to
our distinguished member, Mr. Bilbray.

Mr. BILBRAY. Thank you, Madam Chair.

I want to followup on my colleague’s comments about this expo-
sure, I guess it was 23 out of 24. That really kind of makes us focus
on the task at hand when we have that kind of exposure, and I
again would like to followup by asking why you think we have
these risks but, more importantly, what can we do to address these
risks and try to avoid impact by them? Basically, how do we armor
the system and protect the system?

Mr. CHARNEY. I think in part there is a lot of concern because
the technology is new and evolving. Therefore, we are not familiar
with the risks and, undoubtedly, what will sometimes occur is we
will learn new things along the way. I think there is a natural and
healthy tendency to say I need to protect my data, and I may put
it in this new environment that has these new threat models that
I don’t fully understand.

The way to address that is through transparency; that is, that
the cloud providers need to be transparent about how they run
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their operations and manage their information security program,
and governments need to be clear about what their requirements
are so that both parties to the transaction get greater comfort level
with both what they are trying to protect, what they think is need-
ed to protect it, and whether those controls are in place.

Mr. BILBRAY. Before we go on, let me just say, Madam Chair, it
is kind of just reminding me of when I got here in 1995 and the
leadership was changing after 40 years, that there were a lot of
members of the previous majority that actually were terrified at
the concept of having Internet between offices and among offices
because they were worried about security. Literally, that was the
fear at that time.

Of course, at the same time we were still delivering buckets of
ice, 95 years after the invention of refrigeration, but that fear was
there even among Members of Congress as late as 1995, and I am
sure it has been much more recent than that.

Mr. Burton, you had a comment.

Mr. BURTON. Yes. I would very much like to comment on that
question. Multi-tenant cloud computing is a mature technology.
Salesforce has been doing this since its founding 10 years ago, and
you have major banks, major health care companies running mis-
sion-critical applications on this platform today. Gardner says 25
percent of all new software sales are going to be softwares of serv-
ice cloud computing next year.

So I think while there are issues to consider, it is a mistake to
say this is new, this is unproven, this is untested, don’t go there.
This has been tried and proven successfully in the marketplace.

I think the key question about multi-tenancy, the key question
about security is know your vendor. Does the cloud provider let you
do deep security reviews? Does it have international security stand-
ards? Does it have transparency and trust so that you can go in
and see what is going on? And I think as government agencies
start exploring this, they will find that, in fact, there are some
cloud providers that provide that today. There are lots of others
who don’t. There are lots of issues.

We are going to be discussing this for some time, but I don’t
want this committee to leave with the impression that somehow
multi-tenant cloud computing is not tested, it is new, it is not to
be trusted, because I think the marketplace has already ruled on
that and the marketplace is moving in a major way toward this
new platform.

Mr. BRADSHAW. I also would like to point out I think something
like FISMA provides a great way of evaluating the current systems
we have against this new technology right now, so we can take a
look at what we are facing with the current environment and put
it right next to what we get, what benefits we get from it. FISMA
has independent audits in there, we have that third-party audit, so
it gives you a great way of looking and comparing this system to
what is available to you right now.

Mr. ComBs. Why do we have these risks? There is no doubt that
our adversaries can penetrate our networks and gain access to the
resources that we have.

Chairwoman Watson, you brought the Chinese up in your open-
ing statement. It is absolutely proven time and time again that we
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cannot stop our adversaries from getting into systems that are
available on the open Internet.

This is why I say that moving information into the public cloud
should be limited to the information that is public-facing informa-
tion. The internal information, the engineering, the intellectual
property, the sensitive information that exists in our Government
needs to be protected behind appropriate security measures to pre-
vent us from getting into big trouble.

Ms. WATSON. Thank you.

Mr. Issa, you will have the last comment and question, and then
after that we will be adjourning; we have two votes or three votes,
as I understand, at 2.

Mr. IssA. And I will be brief.

Mr. Combs, in a compartmented world, the term compartmented
exists for a reason. Would you briefly, in light of a multi-tenant en-
vironment, if, hypothetically, all of Government was all in the cloud
and, because of government-to-government requirements, inter-
laced, what would happen to the historic compartmenting that we
rely on in the intelligence world today?

Mr. ComMBs. Mr. Issa, there are ways to bring cloud computing
into those environments. The consolidated data centers that are
going on within the Directorate of National Intelligence today,
these are similar security requirements across the intelligence com-
munity.

We can develop and deploy private cloud environments in a
multi-tenant environment that will allow the security controls to be
protected in that environment. Across NASA, NASA is going
through a 110 data center consolidation right now. Much of their
engineering processes today are similar, yet they have 110 separate
data centers.

Mr. IssA. I think you have answered the question. I want to be
brief for the Chairlady.

Mr. Bradshaw, responsible disclosure, when companies discover
flaws in each other’s software, does your company have a stated
policy for how that is to be done?

Mr. BRADSHAW. We do make security and privacy statements. We
definitely try to be as transparent as we possibly can.

Mr. IssA. No, that wasn’t the question, sir. All of the software
companies that interact get access to various portions of each oth-
er’s source code and interface with it for purposes of porting soft-
ware, going back and forth through data bases and so forth.

Does Google have a responsible disclosure policy as to discoveries
of opportunistic or whatever security failures? How do you inform
Sun or somebody else that you found something that would be a
vulnerability to the outside world if it were discovered? You have
teams of software producers, as does Microsoft, as does Salesforce.
What is your stated policy or do you have a stated policy if a soft-
Ware? engineer discovers a vulnerability in somebody else’s soft-
ware?

Mr. BRADSHAW. I can’t personally state the policy, but I will be
glad to get that back to you.

Mr. Issa. If you would respond to that for the record. Actually,
if all of your companies would. It is an area of deep concern to me,
mostly because I understand the Chinese are out there trying to
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penetrate us. I find it interesting that sometimes the penetrations
end up in blogs and they really come from software engineers em-
ployed by competitors.

And as long as we are buying from all of the companies, the one
thing we don’t want is a vulnerability created at our expense in a
competitive environment. So if each of you would respond to the ex-
tent it is appropriate to your company.

Ms. WATSON. Let me ask that each of you will respond in writ-
ing. We have all framed the question, if that is all right with you.

Mr. IssA. That would be great.

Ms. WATSON. Because that is a vote.

Mr. Issa. OK, and I have one closing one only for the record, and
it is for Google. The Presidential Records Act requires that we cap-
ture all emails of the President and their entire Office of the Presi-
dent. Could you respond for the record of how you are capturing
Gemails that are being used in and around the White House by
White House personnel?

Mr. BRADSHAW. I am in a group, again, that sells a product to
the Federal Government, but it is not the Gmail system, the per-
sonal Gmail system. In our group, in our organization, we have a
tool that allows you to do e-discovery as well as archiving for our
mail product.

Mr. IssA. And I was talking about specific examples of what is
going on relative to use of the public Gmail. So if you could respond
for the record. Thank you.

Ms. WATSON. All right, thank you so much for your questions,
Mr. Issa.

I want to thank the witnesses for your testimony, the time that
you have spent here. We are sorry for the interruptions, but this
is the Congress and we do have to go to vote.

Thank you, audience, for hanging in here with us. The meeting
is now adjourned and we will put our comments and questions in
writing to you. Thank you.

[Whereupon, at 2:07 p.m., the committee and subcommittee was
adjourned.]

[The prepared statement of Hon. Gerald E. Connolly and addi-
tional information submitted for the hearing record follow:]
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Opening Statement of Congressman Gerald E. Connolly
“Cloud Computing: Bencfits and Risks of Moving Federal IT into the Cloud”

July 1,2010

Thank you, Chairman Towns and Chairwoman Watson for holding this important hearing. Cloud computing
offers the federal government several potential benefits: savings related to economies of scale, avoided capital
investment obligations, and reduced service disruptions due to superior resiliency of the cloud compared to a
single server or data center. In addition, moving to the cloud offers an opportunity to enhance federal
information security and information management in-house expertise, if contracts are structured correctly. We
know that our security management systems have failed, based on extensive hearings held by Ms. Watson’s
subcommittee. Her legislation, entitled the FISMA Amendments Act, will certainly improve our information
security, but cloud data storage and processing offers another opportunity to shift away from failed information

security systems.

The means by which federal agencies shift fo cloud computing is critically important. If we simply outsource
data storage and processing to private firms, we may achieve economies of scale but will remain dependent on
private firms for both security and technological expertise. Instead, we should structure contracts so that federal
security managers have a role in monitoring and enhancing cybersecurity. This will strengthen our in-house
capacity and allow us to reassure Americans that we aren’t simply accepting private companies’ assurances that

they will secure our systems. We must trust and verify those assertions.

Fortunately, it is realistic to make major improvements to our cybersecurity by shifting to a cloud. Currently,
the federal government possesses a hodgepodge of servers and data centers. If our security systems could be
compared to a fortress, then the numerous data centers, patches, updates, and points of access are like building
dozens of doors and gates in the walls of the fortress. By comparison, consolidating data management and
storage to the cloud reduces the vulnerable points that could be used by hackers. Conversely, those fewer
access points must be robust against attack, necessitating a strong partnership between agencies and the private

sector to provide information security.

We know that the status quo is unacceptable, and have already taken steps to improve information security. We
should take the next step, using private sector expertise to enhance both security and in-house capacity to

protect sensitive information of the government and our constituents.
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Supplemental Written Testimony of
Gregory R. Ganger
Professor of Electrical & Computer Engineering and Computer Science,
Carnegie Mellon University

United States House of Representatives
Committee on Oversight and Government Reform
Subcommittee on Government Management, Organization, and Procurement
Hearing on
Cloud Computing: Benefits and Risks of Moving Federal IT into the Cloud
July 1, 2010

[ thank you for the opportunity to testify about the benefits and risks of using cloud
computing for federal IT functions. Thope that the information that I and the other panelists
were able to share helps in your deliberations on cloud computing and its role in federal IT.

Under time pressures, there were a number of topics for which a small amount of
follow-up comment may be helpful. To provide deeper answers to some of the questions
posed during the hearing, I would like to provide this brief follow-up.

Greatest benefit and greatest risk: Chairperson Towns posed the always-tough
challenge of identifying the one greatest benefit and one greatest risk. Like most, I identified
“efficiency improvement” as the greatest benefit, encapsulating both reduced application
deployment time/effort and reduced overall IT costs in that response.

Departing from most, though, I indicated that the greatest risk is not that using cloud
computing will be bad in some major way (e.g., security), given judicious decisions regarding
its use, but that human factors can make the transition go badly. If not well managed, a push
for change can cause expenses and delays that far exceed the potential benefits.

I used the word “entrenchment” to summarize the sources of this risk. During the
hearing, Mr. Issa mentioned his concerns about one type of those sources: bureaucracy, which
can eliminate many potential efficiency benefits and make transition take much longer than
necessary. In addition, IT staff and managers who are not “on board” with a major change to
their existing work culture can severely dampen the benefits by working against the change in

various passive and active manners — resistance to change is human nature. Worse, these
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sources can feed one another, in a vicious cycle that wastes many resources without realizing
benefits.

Substantial change is difficult, and increasingly so for large organizations with deeply
entrenched status quo and many largely-independent sub-organizations. The federal
government is, of course, known for both. Navigating this change and realizing its potential
benefits will require your strong leadership, including extensive change management,
information and success story sharing, mechanisms for reducing duplicated ramp-up efforts,
and incentives for doing the right thing. My original written testimony discussed these issues
in more depth. Carefully distinguishing between real concerns in need of policy guidance, of
which there will be some, and artificial concerns raised by those seeking to avoid change will
also be crucial.

Should there be a federal private cloud: Mr. Issa wisely noted that the aggregate
size of federal IT is such that the efficiency benefits arising from economies of scale and
multi-tenancy could be achieved with a private cloud. Indeed, I agree with that thinking.

Mr. Issa also posed the natural companion question to that insight: should we (the
federal government) do our own? In my opinion, the answer is “yes, but it should be one of
several options used for federal IT functions”. That is, there should be federal private clouds
used for some IT functions, while others use public cloud resources and still others do not use
cloud computing at all. IT functions, and their associated requirements, are diverse. Which
solutions can work for any given IT function, and the trade-offs between them, argue for
ensuring that all viable options are available for consideration — otherwise, we may end up
paying (much) more than is necessary, suffering longer application development times, etc.

Mr. Issa’s questions do highlight another key point: a private federal cloud can help
case the transition of federal IT functions to cloud computing. By allowing “not entirely done
by agency X" to be tackled without the “not entirely done by federal IT staff” worries (c.g.,
security concerns), some will be more willing to act sooner. This is a concept worth pursuing,
including with continued pursuit of current federal private cloud efforts (e.g., the NBC cloud

at http://cloud.nbe.com/). For IaaS-type clouds, in particular, this could be done while

regularly benchmarking efficiency against corporate offerings.
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At the same time, I think that it is important to not have the entire cloud computing
agenda focus on private cloud efforts. There are some mature cloud providers that offer
public cloud computing services that would require huge investments in time and money to
replicate. It may make sense to do so, in certain cases, but the more efficient alternative (in
time and money) will often be to purchase public cloud resources.

Security and the public cloud: Multiple members raised important questions
regarding security, and the discussion on that topic will certainly continue. I wanted to
comment on a couple of aspects of the security discussions during the hearing,

First, there appeared to be universal agreement that certain data would not be
appropriate for public clouds, with the clearest example being highly-classified data critical to
national security. At the other end of the spectrum, there is much data that is in fact intended
to be available to the public. Much of the data in between can be used with public cloud
computing, given careful matching of security needs to vendor practices.

Second, there appeared to be more open-ended mystery to what security consequences
exist with use of a public cloud than is warranted. I see two primary changes that affect
security and one that could affect privacy:

e the first change that can affect security is that the provider of a public cloud is not a
federal agency. Therefore, it is possible that the provider will not implement the
expected security mechanisms. But, this concern must be considered in the context
of two facts: corporate providers have access to, and most generally utilize, the same
security technologies and best practices as federal IT staft; also, indications
(including those offered during testimony at the hearing) are that much federal IT is
no more secure than corporate environments. The focus regarding this concern
should be on mechanisis for accreditation and verification of provider security
practices and comparison of those to requirements for any given federal IT function.

» the second change that can affect security is multi-tenancy, and particularly sharing
of the cloud with non-federal tenants. This change introduces a greater (theoretical)
possibility that other tenants could steal federal IT data, manipulate application

execution, or deduce aspects of them. This is largely a technical concern, which can
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be addressed by well-implemented virtualization technologies for isolating the data
and activities of tenants, despite resource sharing.
e the primary potential privacy issue, particularly with Saa$ and PaaS cloud
computing, is logging of user accesses (e.g., as is done for targeted avertising).
Some of the larger cloud providers have built businesses around advertising revenue,
and they have extensive built-in log collection and processing architectures. Use of
such clouds may require careful consideration of citizen privacy as it relates to
citizen access to federal websites and e-government functionalities.
Each of these issues does merit discussion, and any of them may prevent movement of some
federal IT functions to some types of public cloud. But, continuation of the Committee’s
process of carefully understanding these issues before creating policy regarding them will be
important. For many federal IT functions, these issues should not be showstoppers for

judicious use of public cloud computing.

Concluding remark
Again, thank you for the opportunity to testify. I will be happy to answer any follow-

up questions the Committee might have.
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July 21, 2000

The Honorable Darcell Issa

Ranking Member, Committee on Oversight and Government Reform
Ugited States House of Representatives

2347 Rayburn House Office Building

Washington, DC 20515

Ranking Menber Issa:

Thank you for your July 9, 2010 letter inquiring about Google’s policies for retaining clectronic
records, complying with subpoenas from law enforcement agencies, and federal records statutes. 1
appreciate the opportunity to respond.

1. Tdentify and deseribe Google, Ine.’s poliey for resaining eloctronic revords, sneh as ewails Iranywitted throwngh the
pablic Gaarl systems.

A Google, we seek to consolidate for users the information pertinent to our retention and usags

g pe ! g
policies i our Privacy Cener, which can be accessed ot wanwgnoglesom/otorhind. Among
the information posted in the Privacy Center is the Google Privacy Policy #s well as specific privacy
policies for Gmail and the other services that we offer. T have enclosed as attachments to this letter
printouss from the Privacy Center homepage, the general Google Privacy Polivy, and the Gmail
Privacy Policy.

2. How long ave emails retained or relriesable affer & nser deletes an emvail from bheir public Gmail acconni?

It is our policy that when a user deletes an email it may ke up 10 60 days for the emall to be deleted
from our active servers and the email may remain fn our offfine backup systems. For those users
who may wse additonal Gmall features, such as Chat, which conneers to the Google Talk network,
or Google Buzs, the retention time for commuuicadons made through those applications may vary
depending on individual user preference. Usets can find any of our application-specific policies in
the Frivacy Center referenced above and deardy linked to at the bottom of cach application’s landing
i)ESgCA

3. Identify and deseribe Googl, Incs heres for camplying with s from daw en qgencies.

We have a team specifically trained to evaluate and respond to law enforcement requests for user
data when they are received. The documents enclosed as attachments in response to Question 1
also describe under the heading “Information Sharing” that, as part of our policy of proweting user
data, we limit disclosure of user information to situations where:

We have a good falth belief that access, use, preservation or disclosure of such information
is reasonably necessary to (a) satisfy any applicable law, regulation, legal process or
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enforceable governmental request, {b) enforce applicable Terms of Service, including
investigation of potential violations thereof] {¢) detect, prevent, or otherwise address fraud,
secutity or technical issues, ot {d) protect against harm to the dghts, property or safety of
Google, its users or the public as required or permitted by law.

Onee we receive a request, we first check to make sure it meets both the letter and spirit of the law
before complying. We notify affected users about requests for user data that may affect them if
doing so does not jeopardize an ongoing investigation and is allowed by law. If we believe a request
is overly broad we will seek ro narrow it.

4. Has the White Howse or any federal agency conioted Gongle abont retention of ematls sent by personsed covered by
the PRA or Federal Resords Aat?

We understand your concern about the government’s compliance with the Presidendal Records
Act and the Federal Records Act and appreciate the importance of those statutes in preserving a
historical record of the federal povernment's actions. ' We have 2 policy of not disclosing, even to
another agency or branch of the government, whether we have received governmental requests
about particular usexs. This is to ensure that we protect the privacy of our users, do not jeopardize
ongoing investigations, and comply with any applicable legal limitations on disclosure.

We trust that this letter is responsive to your concerns. Agaln, thank you for these additional
questions and for the chance to testify on how cloud computing will improve security and efficiency
for the federal government while saving money for the taxpayer.

Sincerely,

Pha l K Prsdaia

Mike Bradshaw
Director, Google Federal
Google Inc.

Faoel
cez The Honorable Edolphus Towns, Chattian, Committee on Oversight and Goverrunent Reform



158

EPEUBEIBAUES

BUSREIg Bes fa57] [N Ve
GGALHGL FERRAT BIBHGET GGG
OB GO e T
7] L) TR
TTEaY paTRUER THOGL AR BTG 2
TG TIFB0GS anr
e i) ]
R 5885 Eaiin
BHEH SUBBURIR XOjEI e A R
g SRR #01

SEG R AR UBTeseT BopEs

senIes U SEpoL wBERes o) padse um seanmead Kopapd symeds uinidxe susweyes Bumono) sy

“amAeg pus Sonpesd 255000 990 NOA UM YOI s 1REIE O BOM ? KEG S EBERY 6 BHE5E

saoned Aseailg

"BA 07 apiAeId NOA UOHEILLCH JRUM DUE "BH51] 951 O} MO 08N NoA 9ionpoid
ORI JROGE SHOIUD DOUNON S0 SHEW NOA dipy 0 Seinyod pUB BIDRpOId NG 0GR e

UDHRIOPN BUBISIBUN-T-ASER URm A Spinoad O pRIBRID S8 JaIST ADBAUY B BOpaY (G E8L
B AR
P B UCHEIIIOI BU) J0 DUBMATE B wog ¢
“Aoeaud 1oy} 1093040 0} BETIOUD IYBUIURBLS SIBSN BN P BB
d } et pogin B BNER T BELUB BT S
seonnesd pug sprepume Aowaud Bunis eysd 1eg sjonpeid doss g S
"SEmARES PUE SNROAE SIGRNIEA LI SIREN N0 BIACKT OF VORBLIONY 9801 T}
800} AvBA

SSONDBME 0 0 1Y SSI0E USRBLLOH
Jash pun Aveaud yoeosdde o moy supDsen i SETIITIE A5EANT ¢ asy o

guusgadze ok exniduy

T3 3 B o AROAL PR 3 1GH00 e AURY BRTIAISS PUR BITIDGST NG B30 ROA USUM 10800
G UORBLLIOIU JEUM MOLY DOA 1 BM Y guodsss sy 1o yed sy Aopmud nok peosd
oy Aosundsed o puB 81 U 808 004 1801 643 J0 pisae Aoy eie am 'BifionD Iy

feamy i
aoioyn pue Acusiedsuei) seyuan Rowhsg




159

Privacy Center

Privacy Policy

Last modified: March 11, 2009 (view archived versions)

At Google we recognize that privacy is important. This Privacy Policy applies to all of the
products, services and websites offered by Google Inc. or its subsidiaries or affiliated
companies except DoubleClick (DoubleClick Privacy Policy) and Postini (Postini Privacy
Policy); collectively, Google’s "services.” In addition, where more detailed information is
needed o explain our privacy practices, we post supplementary privacy notices to describe
how particular services process parsonal information. These notices can be found in the

Google Privacy Center.

Google adheres to the US Safe Harbor Privacy Principles of Notice, Choice, Onward
Transfer, Security, Data Integrity, Access and Enforcement, and is registered with the U8,
Department of Commerce's Safe Harbor Program.

If you have any questions about this Privacy Policy, please feel free to contact us through
our website or write to us at

Privacy Matters

c/o Google Inc.

1600 Amphitheatre Parkway
Mountain View, California, 94043
USA

Information we collect and how we use it

We offer a number of services that do not require you fo register for an account or provide
any personal information to us, such as Google Search. In order to provide our full range of
services, we may collect the following types of information:

¢ information you provide — When you sign up for a Gooale Account or other Google
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service or promotion that requires registration, we ask you for personal information
(such as your name, email address and an account password). For certain services,
such as our advertising programs, we also request credit card or other payment
account information which we maintain in encrypted form on secure servers. We may
combine the information you submit under your account with information from other
Google services or third parties in order to provide you with a better experience and to
improve the quality of our services. For certain services, we may give you the
opportunity to opt out of combining such information.

Cookies - When you visit Google, we send one or more cookies — a small file
containing a string of characters — to your computer or other device that uniquely
identifies your browser. We use cookies to improve the quality of our service, including
for storing user preferences, improving search results and ad selection, and tracking
user trends, such as how people search. Google also uses cookies in its advertising
services to help advertisers and publishers serve and manage ads across the web. We
may set one or more cookies in your browser when you visit a website, including
Google sites that use our advertising cookies, and view or click on an ad supported by
Google's advertising services.

Log information — When you access Google services, our servers automatically
record information that your browser sends whenever you visit a website. These server
logs may include information such as your web request, Internet Protocol address,
browser type, browser language, the date and time of your request and one or more
cookies that may uniquely identify your browser.

User communications — When you send email or other communications to Google,
we may retain those communications in order to process your inquiries, respond to
your requests and improve our services.

Affiliated Google Services on other sites — We offer some of our services on or
through other web sites. Personal information that you provide to those sites may be
sent to Google in order to deliver the service. We process such information under this
Privacy Policy. The affiliated sites through which our services are offered may have
different privacy practices and we encourage you to read their privacy policies.
Gadgets — Google may make available third party applications through its services.
The information collected by Google when you enable a gadget or other application is
processed under this Privacy Policy. Information collected by the application or gadget
provider is governed by their privacy policies.

Location data — Google offers location-enabled services, such as Google Maps for
mobile. If you use those services, Google may receive information about your actual
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location (such as GPS signals sent by a mobile device) or information that can be used
to approximate a location (such as a cell ID).

+ Links — Google may present links in a format that enables us to keep track of whether
these links have been followed. We use this information to improve the quality of our
search technology, customized content and advertising. Read more information about
links and redirected URLs.

¢ Other sites — This Privacy Policy applies to Google services only. We do not exercise
control over the sites displayed as search results, sites that include Google
applications, products or services, or links from within our various services. These
other sites may place their own cookies or other files on your computer, collect data or
solicit personal information from you.

Google only processes personal information for the purposes described in this Privacy
Policy and/or the supplementary privacy notices for specific services. in addition to the
above, such purposes include:

» Providing our services, including the display of customized content and advertising;

* Auditing, research and analysis in order to maintain, protect and improve our services;
* Ensuring the technical functioning of our network;

» Protecting the rights or property of Google or our users; and

» Developing new services.

You can find more information about how we process personal information by referring to the
supplementary privacy notices for particular services.

Google processes personal information on our servers in the United States of America and
in other countries. In some cases, we process personal information on a server outside your
own country. We may process personal information to provide our own services. In some
cases, we may process personal information on behalf of and according to the instructions
of a third party, such as our advertising partners.

Choices for personal information

When you sign up for a particular service that requires registration, we ask you to provide
personal information. If we use this information in a manner different than the purpose for
which it was collected, then we will ask for your consent prior to such use.

If we propose to use personal information for any purposes other than those described in
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this Privacy Policy and/or in the specific service privacy notices, we will offer you an effective
way to opt out of the use of personal information for those other purposes. We will not collect
or use sensitive information for purposes other than those described in this Privacy Policy
and/or in the supplementary service privacy notices, unless we have obtained your prior
consent.

Most browsers are initially set up to accept cookies, but you can reset your browser to refuse
all cookies or to indicate when a cookie is being sent. However, some Google features and
services may not function properly if your cookies are disabled.

Google uses the DoubleClick advertising cookie on AdSense partner sites and certain
Google services to help advertisers and publishers serve and manage ads across the web.
You can view, edit, and manage your ads preferences associated with this cookie by
accessing the Ads Preferences Manager. In addition, you may choose to opt out of the
DoubleClick cookie at any time by using DoubleClick’s opt-out cookie.

You can decline to submit personal information to any of our services, in which case Google
may not be able to provide those services to you.

Information sharing

Google only shares personal information with other companies or individuals outside of
Google in the following limited circumstances:

* We have your consent. We require opt-in consent for the sharing of any sensitive
personal information.
+ We provide such information to our subsidiaries, affiliated companies or other trusted
businesses or persons for the purpose of processing personal information on our
behalf. We require that these parties agree to process such information based on our
instructions and in compliance with this Privacy Policy and any other appropriate
confidentiality and security measures.
We have a good faith belief that access, use, preservation or disclosure of such
information is reasonably necessary to (a) satisfy any applicable law, regulation, legal
process or enforceable governmental request, (b) enforce applicable Terms of Service,
including investigation of potential violations thereof, (c) detect, prevent, or otherwise
address fraud, security or technical issues, or (d) protect against harm to the rights,
property or safety of Google, its users or the public as required or permitted by law.

.
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If Google becomes involved in a merger, acquisition, or any form of sale of some or all of its
assets, we will ensure the confidentiality of any personal information involved in such
transactions and provide notice before personal information is transferred and becomes
subject to a different privacy policy.

We may share with third parties certain pieces of aggregated, non-personal information,
such as the number of users who searched for a particular term, for example, or how many
users clicked on a particular advertisement. Such information does not identify you
individually.

Please contact us at the address below for any additional questions about the management
or use of personal data.

Information security

We take appropriate security measures to protect against unauthorized access to or
unauthorized alteration, disclosure or destruction of data. These include internal reviews of
our data collection, storage and processing practices and security measures, as well as
physical security measures to guard against unauthorized access to systems where we
store personal data.

We restrict access to personal information to Google employees, contractors and agents
who need to know that information in order to operate, develop or improve our services.
These individuals are bound by confidentiality obligations and may be subject to discipline,
including termination and criminal prosecution, if they fail to meet these obligations.

Data integrity

Google processes personal information only for the purposes for which it was collected and
in accordance with this Privacy Policy or any applicable service-specific privacy notice. We
review our data collection, storage and processing practices to ensure that we only collect,
store and process the personal information needed to provide or improve our services or as
otherwise permitted under this Policy. We take reasonable steps to ensure that the personal
information we process is accurate, complete, and current, but we depend on our users to
update or correct their personal information whenever necessary.

Accessing and updating personal information
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When you use Google services, we make good faith efforts to provide you with access to
your personal information and either to correct this data if it is inaccurate or to delete such
data at your request if it is not otherwise required to be retained by law or for legitimate
business purposes. We ask individual users to identify themselves and the information
requested to be accessed, corrected or removed before processing such requests, and we
may decline to process requests that are unreasonably repetitive or systematic, require
disproportionate technical effort, jeopardize the privacy of others, or would be exiremely
impractical (for instance, requests concerning information residing on backup tapes), or for
which access is not otherwise required. In any case where we provide information access
and correction, we perform this service free of charge, except if doing so would require a
disproportionate effort. Some of our services have different procedures to access, correct or
delete users’ personal information. We provide the details for these procedures in the
specific privacy notices or FAQs for these services.

Enforcement

Google regularly reviews its compliance with this Privacy Policy. Please feel free to direct
any questions or concerns regarding this Privacy Policy or Google's treatment of personal
information by contacting us through this web site or by writing to us at

Privacy Matters

c/o Google Inc.

1600 Amphitheatre Parkway
Mountain View, California, 94043
USA

When we receive formal written complaints at this address, it is Google’s policy to contact
the complaining user regarding his or her concerns. We will cooperate with the appropriate
regulatory authorities, including local data protection authorities, to resolve any complaints
regarding the transfer of personal data that cannot be resolved between Google and an
individual.

Changes to this Privacy Policy

Please note that this Privacy Policy may change from time to time. We will not reduce your
rights under this Privacy Policy without your explicit consent, and we expect most such
changes will be minor. Regardless, we will post any Privacy Policy changes on this page
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and, if the changes are significant, we will provide a more prominent notice (including, for
certain services, email notification of Privacy Policy changes). Each version of this Privacy
Policy will be identified at the top of the page by its effective date, and we will also keep prior
versions of this Privacy Policy in an archive for your review.

If you have any additional questions or concerns about this Privacy Policy, please feel free to
contact us any time through this web site or at

Privacy Matters

c/o Google Inc.

1600 Amphitheatre Parkway

Mountain View, California, 94043

USA

©2010 Google - About Google - Feedback
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Gmail: Google's approach to email

Gmail Privacy Notice
February 8, 2010

The Google Privacy Policy describes how we treat personal information when you
use Google's products and services, including information provided when you use
Gmadl, In addition, the following describes our privacy practices that are specific {o
Gmail.

Personal information

®

»

Uses

®

®

You need a Google Account to access Gmail. Google asks for some personal
information when you create a Google Account, including your alternate contact
information and a password, which is used fo protect your account from
unauthorized access. A Google Account allows you to access many of our
services that require registration.

Gmail stores, processes and maintains your messages, contact lists and other
data related to your account in order to provide the service to you.

When you use Gmail, Google's servers automatically record certain information
about your use of Gmail. Similar to other web services, Google records
information such as account activity {including storage usage, number of
log-ins), data displayed or clicked on {including Ul elements, ads, links); and
other fog information (including browser type, IP-address, date and time of
access, cookie 1D, and referrer URL).

Google maintains and processes your Gmail account and its contents to
provide the Gmail service to you and to improve our services. The Gmail
service includes relevant advertising and related links based on the IP address,
content of messages and other information related to your use of Gmail.
Google's computers process the information in your messages for various
purposes, including formatting and displaying the information to you, delivering
advertisements and related tinks, preventing unsolicited buik email (spam),
backing up your messages, and other purposes relating to offering you Gmail.
Google may send you information retated to your Gmall account or other
Google services.

Information sharing and onward transfer

®

®

When you send email, Google includes information such as your email address
and the emall itself as part of that emall.

We provide advertisers only aggregated non-personal information such as the
number of times one of their ads was clicked. We do not sell, rent or otherwise
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share your personal information with any third parties except in the limited
circumstances described in the Google Privacy Policy, such as when we
believe we are required to do so by law.

Your choices

» You may change your Gmail account settings through the Gmail "settings”
section,

* You may organize or delete your messages through your Gmail account or
terminate your account through the Google Account section of Gmail settings.
Such deletions or terminations will take immediate effect in your account view.
Residual copies of deleted messages and accounts may take up to 60 days to
be deleted from our active servers and may remain in our offline backup
systems.

« You may choose to use additional Gmail features, such as chat, which
connects to the Google Talk network, or Google Buzz. The Google Talk service
has its own privacy notice available here, and Google Buzz here.

More information

Google adheres to the US Safe Harbor privacy principles. For more information
about the Safe Harbor framework or our registration, see the Department of
Commerce's web site.

Further information about Gmail is available here.

For more information about our privacy practices, go to the full privacy policy. For
questions concerning the product or your account, piease check out the Gooqgle Help
page.

©2010 Google - Terms



168

A, AL AN,
T aENES

ONE HUNDRED ELEVENTH CONGRE;

Congress of the United States
House of Representatives
COMMITTEE ON OVERSIGHT AND GOVERNMENT REFORM
2157 Ravaunn HOusE OFFICE BUILDING
WasHinGToN, DC 20515-6143

e oversight Rouse. gov

July 9, 2010

Mr. Michael Bradshaw
Dircctor, Google Federal
Google, Inc.

1818 Library Strect
Suite 400

Reston. VA 20190

Dear Mr, Bradshaw;

Thank you for your testimony at the July 1, 2010, Committee on Oversight and
Government Reform hearing entitled. “Cloud Computing: Benelits and Risks of Moving
Federal 1T into the Cloud.”

As you may know, any cmail sent or received by White House officials may be
subject to retention under the Presidential Records Act (PRA).' However, the usc of
personal email accounts, such as Gmail, to conduct official business raises the prospect
that presidential records will not be captured by the White Housce email archiving systen.
In addition, the growth of social media - such as Facebook, Twitter, and G-chat — and
mobile technelogies — including laptops, handheld mobile devices. and iPads — pose new
challenges for capturing communications under the PRA.

Problems with the White House email archiving system plagued both the Clinton
and Bush Administrations,” and difficulties with PRA-compliance have already emerged
in this Administration. In April it was revealed that Office of Science and Technology
Policy (OSTP) Deputy Chief Technology Officer, Andrew McLaughlin, used his
personal email account to engage in official business, including discussions on policy
matters under his review with his former employer. Google, lnc. On June 24, 2010, the
New York Times reported that “lobbyists say that they routinely get e-mail messages from

P44 U8.C§ 2201 erseg.

* General Accounting Office (GAOY, Clinton Administration’s Management of Executive Oftice of the
President’s Email System, GAQ-01-446, April 2001 (GAO was i Go Acct bility
Office in 2004); R, Jeffrey Smith, Misying White House Emails Trace, Justice Aide Says, WASH. POST, Jan.
15, 2009, at A9 (hereinafter Smith, Jan. 15, 2009),
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Mr. Michael Bradshaw
July 9.2010
Page 2

White House staff members” personal accounts rather than {rom their official White
House accounts.™

Accordingly, as | requested at the hearing, please respond to the following
questions for the record.

1. Identify and describe Google, Inc.'s poliey for retaining electronic records. such
as emails transmitted through the public Gmail system.

2. How long are emails retained or retricvable after a user deletes an email from
their public Gmail account?

3. ldentify and describe Google, Inc.’s procedures for complying with subpoenas
from law enforcement agencies.

4, Has the White House or any federal agency contacted Google about retention of
cmails sent by personnel covered by the PRA or Federal Records Act?

Please provide your written responses no later than July 20, 2010. If you have
any questions regarding this request, please contact John Ohly or Steve Castor of the
Committee StafT at 202-225-5074. Thank you for your attention to this matter.

Sincerely

Ranking Member

cc: The Honorable Edolphus Towns, Chairman

* Eric Lichiblau, N.Y. TIMES, Across From the White House, Coffee with Lobbyists, (June 24, 2010)
available at hitp:/fwww . nytimes.com/2010/06/25/us/politics/23caribou.html (hereinafter Lichtblau, June 24,
2010.)
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