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THE ADMINISTRATION’S USE OF
FISA AUTHORITIES

WEDNESDAY, JULY 17, 2013

HOUSE OF REPRESENTATIVES
COMMITTEE ON THE JUDICIARY
Washington, DC.

The Committee met, pursuant to call, at 10:11 a.m., in room
2141, Rayburn House Office Building, the Honorable Bob Goodlatte
(Chairman of the Committee) presiding.

Present: Representatives Goodlatte, Sensenbrenner, Coble, Smith
of Texas, Chabot, Bachus, Forbes, King, Gohmert, Poe, Chaffetz,
Gowdy, Labrador, Farenthold, Holding, Collins, DeSantis, Conyers,
Nadler, Scott, Lofgren, Jackson Lee, Cohen, Johnson, Chu, Deutch,
DelBene, Garcia, and Jeffries.

Staff Present: (Majority) Shelley Husband, Chief of Staff & Gen-
eral Counsel; Branden Ritchie, Deputy Chief of Staff & Chief Coun-
sel; Allison Halataei, Parliamentarian & General Counsel; Caroline
Lynch, ; Sam Ramer, Majority Counsel; Kelsey Deterding, Clerk;
(Minority) Perry Apelbaum, Minority Staff Director & Chief Coun-
sel; Danielle Brown, Parliamentarian; and Aaron Hiller, Counsel.

Mr. GOODLATTE. Good morning. The Judiciary Committee will
come to order. And without objection, the Chair is authorized to de-
clare recesses of the Committee at any time.

We welcome everyone to this morning’s hearing on oversight of
the Administration’s use of FISA Authorities, and I will begin by
recognizing myself for an opening statement.

Today’s hearing will examine the statutory authorities that gov-
ern certain programs operated under the Foreign Intelligence Sur-
veillance Act, or FISA. Since the unauthorized public release of
these programs, many Members of Congress and their constituents
have expressed concern about how these programs are operated
and whether they pose a threat to Americans’ civil liberties and
privacy. We have assembled two panels of witnesses today to help
us explore these important issues.

Last month, Edward Snowden, an unknown former NSA con-
tractor and CIA employee, released classified material on top secret
NSA data collection programs. On June 5th, the Guardian released
a classified order issued by the Foreign Intelligence Surveillance
Court requested by the FBI to compel the ongoing production for
a 3-month period of call detail records, or telephony metadata. Te-
lephony metadata includes the numbers of both parties on a call,
unique identifiers, and the time and duration of all calls.

o))



2

On June 6th, classified information regarding a second program,
the PRISM program, was reported by the Guardian and the Wash-
ington Post. News reports described the program as allowing the
NSA to obtain data from electronic service providers on customers
who reside outside the United States, including email, chat, photos,
videos, stored data, and file transfers.

Both of these programs are operated pursuant to statutory provi-
sions in FISA or the FISA Amendments Act. FISA was enacted to
provide procedures for the domestic collection of foreign intel-
ligence. When FISA was originally enacted in 1978, America was
largely concerned with collecting intelligence from foreign nations,
such as the Soviet Union, or terrorist groups like the FARC in Co-
lombia. FISA set forth procedures for how the Government can
gather foreign intelligence inside the United States about foreign
powers and their agents.

The intelligence landscape has changed dramatically over the
last 30 years. Today, we are confronted with ongoing threats from
terrorist organizations, some of which are well structured, but most
of which are loosely organized, as well as threats from individuals
who may subscribe to certain beliefs but do not belong to a specific
terrorist group. The FISA business record provision, often referred
to as Section 215 of the PATRIOT Act, allows the FBI to access
tangible items, including business records in foreign intelligence,
international terrorism, and clandestine intelligence investigations.

Unlike grand jury or administrative subpoenas in criminal inves-
tigations, which can simply be issued by a prosecutor, a FISA busi-
ness records order must first be approved by a Federal judge. Simi-
lar to grand jury or administrative subpoenas, a FISA business
record order cannot be used to search a person’s home, to acquire
the content of emails, or listen to telephone calls. It can only be
used to obtain third-party records.

Critics of the metadata program object to its breadth, namely the
ongoing collection of all customers’ telephony metadata, and ques-
tion whether this program conforms to Congress’ intent in enacting
Section 215 of the PATRIOT Act. I hope to hear from today’s wit-
nesses about this, about how the collection of this metadata is rel-
evant to a foreign intelligence or terrorism investigation and about
whether a program of this size is valuable and cost effective in de-
tecting and preventing terrorist plots.

In the 40 years since FISA enactment, communications tech-
nologies have changed dramatically and revolutionized the trans-
mission of international communications. The shift from wireless
satellite communications to fiber optic wire communications altered
the manner in which foreign communications are transmitted.

The use of wire technology inside the United States to transmit
a telephone call that takes place overseas had the unintended re-
sult of requiring the Government to obtain an individualized FISA
court order to monitor foreign communications by non-U.S. persons.
Congress enacted in 2008 and reauthorized just last year the bipar-
tisan FISA Amendments Act to update our foreign intelligence
laws.

The FAA permits the Attorney General and the Director of Na-
tional Intelligence to target foreign persons reasonably believed to
be located outside the United States to acquire foreign intelligence



3

information. The act requires for the first time in U.S. history prior
court approval of all Government surveillance using these authori-
ties, including court approval of the Government’s targeting and
minimization procedures.

The PRISM program derives its authority from Section 702 of the
FAA. It involves the collection of foreign intelligence information
about non-U.S. persons located outside the United States. To the
extent the program captures information pertaining to U.S. citi-
zens, such interception can only be incidental, and the handling of
such information is governed by court-approved minimization pro-
cedures.

I look forward to hearing from our witnesses today in greater de-
tail about how the Government limits its targeting under 702 to
non-U.S. persons outside the U.S. and a description of the over-
sight performed by the Administration and the FISC of this pro-
gram, including the effectiveness of the current auditing of Section
702.

The terrorist threat is real and ongoing. The Boston bombing re-
minded us all of that. I am confident that everyone in this room
wishes that tragedy could have been prevented. We cannot prevent
terrorist attacks unless we can first identify and then intercept the
terrorist.

However, Congress must ensure that the laws we have enacted
are executed in a manner that is consistent with congressional in-
tent and that protects both our national security and our civil lib-
erties. We must ensure that America’s intelligence gathering sys-
tem has the trust of the American people.

It is now my pleasure to recognize the Ranking Member of the
full Committee, the gentleman from Michigan, Mr. Conyers, for his
opening statement.

Mr. CoNYERS. Thank you, Chairman Goodlatte and Members of
the Committee.

We are on Judiciary, which is the Committee of primary jurisdic-
tion for both of the authorities we are here to discuss today, Sec-
tion 215 of the PATRIOT Act and Section 702 of the FISA Amend-
ments Act. Over the past decade, the Members of this Committee
have vigorously debated the proper balance between our safety and
our constitutional right to privacy.

And so, I join in welcoming the two panels—four each, very fairly
made up—to this discussion today. I think it is an important one.

But we never at any point during this debate have approved the
type of unchecked sweeping surveillance of United States citizens
employed by our Government in the name of fighting the war on
terrorism. Section 215 authorizes the Government to obtain certain
business records only if it can show to the FISA court that the
records are relevant to an ongoing national security investigation.

Now what we think we have here is a situation in which if the
Government cannot provide a clear public explanation for how its
program is consistent with the statute, then it must stop collecting
this information immediately. And so, this metadata problem to me
has gotten quite far out of hand, even given the seriousness of the
problems that surround it and created its need.

Now I have another concern that pertains to the Administration’s
track record of responding to the criticisms of these programs. We
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know Director Clapper’s misstatements and others. National Secu-
rity Agency Director General Keith Alexander had to make retrac-
tions. Even FBI Director Robert Mueller is not empowered to re-
write history.

But what we have is our conversation, which requires focusing
on improving both more public scrutiny and congressional oversight
of these programs. Over the last few weeks, the Administration has
asserted that its conduct of this surveillance with congressional
support because they have briefed some Members of these pro-
grams in the past. But that is not sufficient since we are in a
catch-22 situation in a classified briefing in a secure setting, and
we cannot discuss it publicly, certainly not even with our constitu-
ents. But if we skip the briefing, we risk being uninformed and un-
prepared.

One simple solution to this problem would be to publicly release
significant FISA court opinions or, at the very least, unclassified
summaries of these opinions. This solution would have the added
benefit of subjecting the Government’s legal claims to much-needed
public scrutiny.

Over the past decade, the court has developed a body of law that
instructs the Government about what it may do with the informa-
tion it collects. There is no legitimate reason to keep this legal
analysis from public interest any longer. And if we are to strike the
right balance with these surveillance authorities, which I think is
an important purpose of the hearing today, then we must bring the
public into the conversation as soon as it is appropriate and with-
out delay.

And I am not talking about releasing any classified information.
Instead of simply asking our constituents to trust us, I am asking
you and the executive branch to trust them. And the need for more
declassification I think is very dominant, in my opinion, as to how
we should move this today.

And I thank the Chair.

Mr. GOODLATTE. I thank the Ranking Member for his comments
and would say in regard I share his concern about some classified
information that does not need to be classified.

I also would say that because of the nature of the questions that
we would like to ask, some of which cannot be asked or answered
here in an open hearing, we will definitely be planning a second
hearing on this subject, where we can ask those questions in a clas-
sified setting to, again, assure ourselves of the answers that we
need.

Before we begin with questions for our witnesses, I want to
stress that the—oh, first of all, without objection, all our Members’
opening statements will be made a part of the record.

Before we begin with questions for our witnesses, I must stress
that the programs this hearing is addressing remain classified. I
expect the witnesses appearing before us today, particularly on our
first panel, to answer questions from Members with as much can-
dor as possible, given the unclassified setting.

But I also wish to caution Members of the Committee that they
should be cognizant of this unique dynamic when phrasing their
questions. The simple fact that certain programs have been leaked
does not mean that they have been declassified, and Members and
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witnesses alike would be violating the law were they to disclose
classified information during this hearing.

I would also like to note that the Committee intends to hold a
subsequent classified briefing for Members so that we have an op-
portunity to more closely examine those programs and pose ques-
tions to our witnesses that are not appropriate in this open setting.

We welcome our first panel today. And if you would all please
rise, we will begin by swearing in the witnesses.

[Witnesses sworn.]

Mr. GOODLATTE. Thank you very much.

Let the record reflect that all of the witnesses responded in the
affirmative, and we will now proceed to introduce our witnesses.

Our first witness is Mr. James Cole, the Deputy Attorney Gen-
eral of the United States at the Department of Justice. Mr. Cole
first joined the agency in 1979 as part of the Attorney General’s
Honors Program and served the department for 13 years as a trial
lawyer in the Criminal Division.

He entered private practice in 1992 and was a partner at Bryan
Cave, LLP, from 1995 to 2010, specializing in white-collar defense.
Mr. Cole has also served as chair of the American Bar Association
White Collar Crime Committee and as chair-elect of the ABA
Criminal Justice Section.

Mr. Cole received his bachelor’s degree from the University of
Colorado and his juris doctor from the University of California at
Hastings. We are fortunate to have him and his expertise with us
today.

Our second witness is Mr. Robert S. Litt, the second general
counsel of the Office of the Director of National Intelligence. Pre-
viously, Mr. Litt was a partner at Arnold & Porter, LLP, and
served as a member of the Advisory Committee to the Standing
Committee on Law and National Security at the American Bar As-
sociation. From 1994 to 1999, he served as Deputy Assistant Attor-
ney General at the U.S. Department of Justice, where he worked
on issues of national security, including FISA applications.

He began his legal career as a clerk for Judge Edward Weinfeld
of the Southern District of New York and Justice Potter Stewart
of the United States Supreme Court. Mr. Litt earned his bachelor’s
degree from Harvard University and his law degree from Yale. We
welcome his experience and expertise.

The third member of our first witness panel is Mr. John C. Ing-
lis, the Deputy Director and senior civilian leader of the National
Security Agency, acting as the agency’s Chief of Operations. Mr.
Inglis began his career at NSA as a computer scientist within the
National Computer Security Center.

Promoted to NSA’s Senior Executive Service in 1997, he subse-
quently served in a variety of senior leadership assignments and
twice served away from NSA headquarters, first as a visiting pro-
fessor of computer science at the United States Military Academy
and later as the U.S. special liaison to the United Kingdom.

Mr. Inglis is a graduate of the United States Air Force Academy,
subsequently completing 9 years of active service and 21 years as
a member of the Air National Guard. He holds advanced degrees
in engineering and computer science from Columbia University,
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Johns Hopkins University, and the George Washington University.
And we thank him for joining us and sharing his expertise as well.

And finally on the first panel, Ms. Stephanie Douglas, Executive
Assistant Director of National Security Branch of the Federal Bu-
reau of Investigations. Ms. Douglas began as a special agent with
the FBI in November 1989. She first reported to the Washington
Field Office, where she worked violent crime, public corruption,
and national security matters.

Before returning to the FBI headquarters in 2007, she served as
an FBI detailee to the CIA’s Counterintelligence Center, as well as
supervisory special agent for a counterintelligence squad at the
Washington Field Office, directing sensitive national security inves-
tigations. Before assuming her current post, Ms. Douglas was spe-
cial agent-in-charge of the San Francisco Division.

Ms. Douglas earned her bachelor’s degree in history at the Uni-
versity of Tennessee, and we are pleased to have her share her ex-
pertise with us today as well.

We thank all of you for joining us, and we will turn first to Mr.
Cole for his testimony.

TESTIMONY OF JAMES COLE,
UNITED STATES DEPARTMENT OF JUSTICE

Mr. CoLE. Thank you, Mr. Chairman, Mr. Ranking Member, and
Members of the Committee, for inviting us here to speak about the
215 business records program and Section 702 of FISA.

With these programs and other intelligence activities, we are
constantly seeking to achieve the right balance between the protec-
tion of national security and the protection of privacy and civil lib-
erties. We believe these two programs have achieved the right bal-
ance.

First of all, both programs are conducted under laws passed by
Congress. Neither is a program that has been hidden away or off
the books. In fact, all three branches of Government play a signifi-
cant role in the oversight of these programs.

The judiciary, through the Foreign Intelligence Surveillance
Court, plays a role in authorizing the programs and overseeing
compliance. The executive branch conducts extensive internal re-
views to ensure compliance. And Congress passes the laws and
oversees our implementation of those laws and determines whether
or not the current law should be reauthorized and in what form.
I would like to explain in more detail how this works with respect
to each of the two programs.

The 215 program, as many of you have already heard, involves
the collection of metadata from telephone calls. These are tele-
phone records maintained by the phone companies.

They include the number that was dialed, the date and time of
the call, and the length of the call. They do not include names or
other personal identifying information. They do not include cell site
or other location information, and they do not include the content
of any phone calls.

These are the kinds of records that under longstanding Supreme
Court precedent are not protected by the Fourth Amendment. The
short court order that you have seen published in the newspapers
only allows the Government to acquire these phone records. It does
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not allow the Government to access or use them. That is covered
by another, more detailed court order.

That court order provides that the Government can only search
the data if it has a reasonable, articulable suspicion that the phone
number being searched is associated with certain terrorist organi-
zations. Deputy Director Inglis will explain in more detail how this
process works.

But suffice it to say that there are many restrictions imposed on
NSA to ensure that only properly trained analysts may access the
data and that they can only access it with reasonable, articulable
suspicion as a predicate and when it has been met and docu-
mented. The documentation of the analysts’ justification is impor-
tant. It exists so that it can be reviewed by supervisors before the
search is done and audited afterwards to ensure compliance with
the court’s orders.

In the criminal context, the Government could obtain these types
of records with a grand jury subpoena without going to court. But
here, we go to court every 90 days to seek the court’s authorization
to collect the records. As part of the renewal process, we inform the
court whether there have been any compliance problems. And if
there have been, the court will take a very hard look and make
sure we have corrected these problems.

As we have explained before, the 11 judges on the FISA court are
far from rubber stamps. Instead, they review all of our pleadings
thoroughly. They question us, and they don’t sign off until they are
satisfied that we have met all statutory and constitutional require-
ments.

The 702 program is different. Under that program, the Govern-
ment does collect content of communications. Under 702, the Gov-
ernment applies to the FISA court for an order allowing it to collect
the communications of non-U.S. persons reasonably believed to be
overseas. This order lasts for 1 year.

The statute does not allow us to collect—or excuse me, does allow
us to collect—communications even if the person on the other end
of that phone call or email is in the United States or a U.S. person,
but only if that is the result of a non-U.S. person outside the
United States having initiated the call.

Importantly, the statute explicitly prohibits us from what is
known as “reverse targeting.” We can’t use Section 702 indirectly
to obtain the communications of U.S. persons anywhere or any per-
sons located in the United States by targeting a non-U.S. person
overseas.

Moreover, all U.S. person information collected is subject to what
we call minimization rules. These rules are designed to restrict the
dissemination, the use, and the retention of the information about
U.S. persons collected. These rules are reviewed and approved by
the court every year to ensure that we are handling U.S. person
information in a manner consistent with the statute and the
Fourth Amendment.

Both programs involve significant oversight by all three branches
of Government. The FISA court reviews and approves the certifi-
cations and the Government’s targeting and minimization rules,
and it oversees the Government’s compliance with these rules, the
statute, and the Fourth Amendment.
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Within the executive branch, multiple parts of the Government—
NSA, its Inspector General, the Office of the Director of National
Intelligence, and the Department of Justice—conduct robust com-
pliance reviews and provide extensive reports on implementation
and compliance to the FISA court and to the Intelligence and Judi-
ciary Committees.

And Congress conducts oversight, decides whether to reauthorize
the 702 authority, as it did in 2012 and as it did with 215 authority
in 2011.

We take very seriously our responsibility to the American people
to implement these programs in a manner that complies with all
laws and the Constitution and strikes the right balance between
protecting their safety and their privacy. I know others on the
panel have brief statements to make, and then we are all ready to
answer any questions you may have.

Thank you.

Mr. GOODLATTE. Thank you, Mr. Cole.
Mr. Litt, welcome.

TESTIMONY OF ROBERT S. LITT,
OFFICE OF DIRECTOR OF NATIONAL INTELLIGENCE

Mr. Litt. Thank you, Mr. Chairman, Mr. Ranking Member.

We appreciate your having this hearing. We think it is very im-
portant to correct some of the misimpressions that have been cre-
ated about these activities, which, as the Deputy Attorney General
explained, are entirely lawful and appropriate for protecting the
Nation.

In my opening statement, I would like to make three related
points about the Foreign Intelligence Surveillance Court. The first
is that the activity that this court regulates, which is the acquisi-
tion of foreign intelligence for national security purposes, was his-
torically outside of all judicial supervision. In fact, courts have held
that the Fourth Amendment does not require a warrant at all for
the conduct of surveillance for foreign intelligence purposes.

FISA was passed in 1978 and at that time established for the
first time a requirement that we get a judicial order in order to
conduct certain kinds of foreign intelligence or counterintelligence
activities within the United States. But at the time FISA was
passed, it was clear that the Congress did not intend that FISA
would cover electronic surveillance directed at non-U.S. persons
outside of the United States for foreign intelligence purposes.

And as you noted in your opening statement, because of techno-
logical changes in the way international communications are car-
ried, over time more and more such surveillance—that is to say for-
eign intelligence surveillance directed at non-U.S. persons outside
of the United States—more and more of that began to fall within
the technical definitions that required FISA court approval, even
though that was not what Congress had intended.

So, in the FISA Amendments Act, Congress set up the procedure
of Section 702, which the Deputy Attorney General described, to
provide a degree of judicial supervision over some kinds of foreign
intelligence surveillance of foreigners outside the United States.
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Properly viewed then, Section 702 is not a derogation of the author-
ity of the FISA court, but an extension of the court’s authority over
a type of surveillance that Congress originally had not intended
would be subject to the court at all.

The extent to which this Nation involves the courts in foreign in-
telligence surveillance goes well beyond what is required by the
Fourth Amendment and I think beyond what other countries re-
quire of their intelligence services.

The second point I want to make is to forcefully rebut the notion
that some have advanced that the FISA court is a rubber stamp.
It is true that the court approves the vast majority of applications
that the Government presents to it. But that does not reflect any
lack of independence or lack of care on the part of the court.

Quite the contrary, the judges of the court and their full-time
professional staff review each application carefully, ask questions,
and can request changes or limitations. And an application is not
signed unless and until the judge is satisfied that the application
complies with the statute and the Fourth Amendment.

And these are some of the best and most experienced Federal
judges in the country, and they take seriously their twin obliga-
tions to protect national security and to protect individual rights.

Finally, we agree with the Ranking Member and the Chairman
that we should strive for the maximum possible transparency
about the activities of the court, consistent with the need to protect
sensitive sources and methods. We have been working for some
time to declassify the court’s opinions to the extent possible.

But legal discussions and court opinions don’t take place in a
vacuum. They derive from the facts of the particular case. And I
want to quote here from Judge Walton, who is now chief judge of
the FISA court, who said in a letter to the Senate Intelligence
Committee.

“Most FISC opinions rest heavily on the facts presented in the
particular matter before the court. Thus, in most cases, the facts
and legal analysis are so inextricably intertwined that excising the
classified information from the FISC’s analysis would result in a
remnant void of much or any useful meaning.”

That is an excellent and pithy summary of the challenge we face
in trying to declassify these opinions. Of course, as you know, we
do provide copies of all significant opinions of the FISC to the Judi-
ciary and the Intelligence Committees of both houses. And I can
tell you that in light of the recent disclosures, we are redoubling
our efforts to try to provide meaningful public insight into the rul-
ings of the FISA court, again to the extent we can do that con-
sistent with the need to protect our intelligence activities.

With that, Mr. Chairman, I am glad to answer any questions
that you have.

Thank you.

Mr. GOODLATTE. Thank you, Mr. Litt.
Mr. Inglis, welcome.

TESTIMONY OF JOHN C. INGLIS, NATIONAL SECURITY AGENCY
Mr. INGLIS. Good morning, sir.
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Mr. Chairman, Mr. Ranking Member, Members of the Com-
mittee, thank you for the opportunity to join with my colleagues
here today from the executive branch to brief and discuss with the
Committee issues that you have identified in your opening re-
marks. I am privileged today to represent the work of thousands
of NSA, intelligence community, and law enforcement personnel
who employ the authorities provided by the combined efforts of the
Congress, Federal courts, and the executive branch.

For its part, NSA is necessarily focused on the generation of for-
eign intelligence. But we have worked hard and long with counter-
parts across the U.S. Government and our allies to ensure that we
discover and connect the dots, exercising only those authorities ex-
plicitly granted to us and taking care at once to ensure the protec-
tion of civil liberties and privacy.

In my opening remarks, I would like to briefly review the two
NSA programs leaked to the media a little more than a month ago,
their purpose, and the controls imposed on their use—the so-called
215 program authorizing the collection of telephone metadata and
the so-called PRISM program authorized under Section 702 of the
Foreign Intelligence Surveillance Act Amendment.

Let me first say that these programs are distinguished, but com-
plementary tools with distinct purposes in oversight mechanisms.
Neither of the programs was intended to stand alone, delivering
singular results that tells the whole story about a particular threat
to our Nation or its allies.

Useful intelligence, the kind decision-makers should use as the
foundation of thoughtful action, is usually the product of many
leads—some of which focus and sharpen the collection of additional
data, some of which help connect and make sense of that data, and
the sum of which is intended to yield the decisive and actionable
conclusions that enable timely and precise employment of tradi-
tional instruments of national power, such as law enforcement and
diplomacy.

The first program, which we undertake under Section 215 of the
PATRIOT Act, as you heard described earlier today, authorizes the
collection of telephone metadata only. It does not allow the Govern-
ment to listen to anyone’s phone calls.

The program was specifically developed to allow the U.S. Govern-
ment to detect communications between terrorists who are oper-
ating outside the United States and who are communicating with
potential operatives inside the United States, a gap highlighted by
the attacks of 9/11. In a phrase, this program is designed and sole-
ly focused on the seam between foreign terrorist organizations and
the U.S. homeland.

However useful the data might be that is acquired under this
program for other purposes, its use for any other purpose is prohib-
ited. The metadata acquired and stored under this program may be
queried only when there is a reasonable, articulable suspicion, one
that you can describe and write down, based on specific facts that
a selector, which is typically a phone number, is associated with a
specific foreign terrorist organization.

During 2012, we only initiated searches for information in this
dataset using fewer than 300 unique identifiers. The information
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returned from these searches only included phone numbers, not the
content, the identity, or location of the called or calling party.

Under rules approved by the court, only 22 people at NSA are
allowed to approve the selectors used to initiate the search in this
database. All queries are audited. Only 7 positions at NSA, a total
of 11 people, are authorized to release the query results believed
to be associated with persons in the United States.

Reports are filed with the court every 30 days that specify the
number of selectors that have been approved and the dissemina-
tions made to the FBI of reports that contain numbers believed to
be in the U.S.

The Department of Justice conducts onsite review of the program
every 90 days. The executive branch, the Department of Justice, re-
ports to the court and the Congress on renewal orders every 90
days, with an update on types of records sought, received, or denied
on an annual basis.

The second program, which we operate under Section 702 of the
FISA—the Foreign Intelligence Surveillance Act—authorizes the
collection of communications for the purpose of foreign intelligence
with the compelled assistance of electronic communications service
providers, sometimes called telecommunications providers. Under
this authority, NSA can collect communications for foreign intel-
ligence purposes only when the person who is the target of our col-
lection is a foreigner who is at that moment outside the United
States.

As you have heard earlier, we cannot use this authority to inten-
tionally target any U.S. citizen or other U.S. person, any person
known to be in the United States, a person outside the United
States if our purpose in targeting that person is to acquire informa-
tion from a person inside the United States. This program has been
key to our counterterrorism efforts. More than 90 percent of infor-
mation to support the 50 disruptions that you will hear my col-
league from the FBI briefly describe came from Section 702 au-
thorities.

A bit more about oversight. The oversight on these programs op-
erates under controls both internal and external to NSA, including
actions taken by the Department of Justice, the Office of the Direc-
tor of National Intelligence. There are regular onsite inspections
and audits. There are semi-annual reports provided to the Con-
gress and the Foreign Intelligence Surveillance Court.

The men and women at NSA are not simply committed to compli-
ance with the law and the protection of privacy and civil liberties,
but they are actively trained and must be held accountable to
standards for that performance. This is also true of contractors.
The actions of one contractor should not tarnish all contractors be-
cause they also do great work for our Nation.

In concluding, I would note that our primary responsibility at the
National Security Agency—not alone, but across the Federal Gov-
ernment—is to defend the Nation. These programs are a core part
of those efforts. We use them to protect the lives of Americans and
our allies and partners worldwide.

Over 100 Nations are capable of collecting signals intelligence or
operating a lawful intercept capability like the one you are hearing
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described today. I think our Nation is amongst the very best in pro-
tecting privacy and civil liberties.

We look forward to the discussions that you have encouraged
today, but I also appreciate that this discussion takes place at an
unclassified level. I especially appreciate that the Committee
Chairman and the Committee have allowed for the possibility that
we might have classified discussions in an appropriate setting be-
cause the leaks that have taken place of classified information have
constituted an irresponsible and real damage to the capabilities
that we will describe today.

Finally, whatever choices are made by this Nation on the matter
before us, in consultation and collaboration across the three
branches of Government, I assure you that NSA will faithfully im-
plement those choices in both spirit and mechanism. To do other-
wise would be to fail to take the only oath that we take, to support
and defend the whole of the U.S. Constitution. That includes the
protection both of national security and civil liberties.

And sir, I look forward to your questions.

Mr. GOODLATTE. Thank you, Mr. Inglis.
Ms. Douglas, welcome.

TESTIMONY OF STEPHANIE DOUGLAS,
FBI NATIONAL SECURITY BRANCH

Ms. DoucGLAs. Thank you, and good morning, Chairman Good-
latte, Ranking Member Conyers, and Members of the Committee.
And thank you for an opportunity to be here today.

As you know, NSA and FBI enjoy a unique relationship, one
which has been invaluable since the events of 9/11. The authorized
tools available under the business records 215 and FISA 702 com-
plement many of the other investigative tools we apply to our na-
tional security cases.

Together with human sources, physical surveillance, and other
logical investigation, 215 and 702 play a role in providing us a
more full understanding of our risks and gives us an opportunity
to proactively address national security threats. I would like to give
you just a few examples of where these tools have played a signifi-
cant role, specifically in counterterrorism investigations.

And the first case I want to note is one that is very familiar to
this Committee, and that is of Najibullah Zazi. In early September
2009, NSA, using their authorities under 702, intercepted a com-
munication between an al-Qaeda courier located in Pakistan and
an unknown U.S. person—U.S.-based person. This U.S.-based per-
son was inquiring about efforts to procure and use explosive mate-
rials, and there was some urgency in his communication.

NSA advised the FBI as to this communication, as it represented
a potential imminent threat to the homeland. Based on the nature
of the threat information, the FBI initiated a full investigation and
submitted a national security letter to identify the subscriber. The
subscriber came back to an individual named Najibullah Zazi lo-
cated in Denver, Colorado.

Additionally, NSA ran a phone number identifiable with Mr. Zazi
against the information captured under 215. NSA queried the
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phone number and identified other Zazi associates. One of those
numbers came back to Adis Medunjanin, an Islamic extremist lo-
cated in Queens, New York.

The FBI was already aware of Mr. Medunjanin, but information
derived from 215 assisted in defining Zazi’s network and provided
corroborating information relative to Medunjanin’s connection to
Zazi. Just a few weeks after the initial tip by NSA, both Zazi and
Medunjanin were arrested, along with another co-conspirator. They
were charged with terrorist acts and a plot to blow up the New
York City subway system.

As you already know, the Zazi case was the most serious threat
to the homeland since 9/11. The importance of the Zazi case is that
it was initiated on information provided by NSA, which they ac-
quired under 702, their coverage of an al-Qaeda operative overseas.
With(tl)ut this tip, we can only speculate as to what may have hap-
pened.

This was a fast-paced investigation and one in which time was
of the essence. The combined tools of 702 and 215 enabled us to
not only begin the investigation, but to better understand the pos-
sible network involved in an active plot to the homeland.

I would like to also represent one case to you specific to the busi-
ness record 215 authority. In 2003, the FBI initiated a case on an
individual identified as Basaaly Moalin. It was based on an anony-
mous tip that he was somehow connected to terrorism.

In 2004, the case was closed without sufficient information to
move forward on the investigation. However, 3 years later, in Octo-
ber 2007, NSA provided a phone number to the FBI with an area
code which came back to an area consistent with San Diego. NSA
found this phone number was in contact with an al-Qaeda East Af-
rican-affiliated person.

Once provided to the FBI, we initiated an investigation, sub-
mitted a national security letter for the subscriber of the phone
number, and determined that it was Mr. Moalin, the subject of the
previously closed case. Subsequent investigation led to the identi-
fication of others, and to date, Moalin and three others have been
convicted of material support for terrorism.

The relevance of this case to 215 is that if that information had
not been tipped to the FBI, it is unknown if we would have ever
looked at Mr. Moalin again.

As you know, there are many other instances of the use of these
authorities and their application to counterterrorism investigations.

Thank you, and I am happy to answer your questions

Mr. GOODLATTE. Thank you, Ms. Douglas.

And I will begin the questioning. With regard to the point raised
by the Ranking Member with regard to declassification, I just want
to say that with regard to the Section 702 surveillance of nonciti-
zens of the United States outside the United States, I think there
would be few Americans who would be surprised that our Govern-
ment engages in intelligence gathering with regard to those indi-
viduals.

And they would know it even more clearly by looking at the stat-
utes and the amendments to the statutes that have been passed
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i)ver the years, that this type of activity is clearly authorized in the
aw.

With regard to 215, there is some controversy about whether this
particular program is authorized under the law. And you will hear
more about that shortly, and I will have a question myself. But my
first question to you is why would it not have made sense—given
the magnitude of this program, I am, frankly, surprised it has re-
mained secret until recently for the several years that it has.

Why not simply have told the American people that we are en-
gaging in this type of activity in terms of gathering the informa-
tion? It doesn’t give away any national security secrets in terms of
the particular information gathered that might lead to successes
like the one just described by Ms. Douglas. But it might have en-
gendered greater confidence in the public with regard to under-
standing how the program works and public support for it.

Mr. Cole, Mr. Litt, would you care to answer that?

Mr. LITT. Sure. The problem is that I think that a judgment was
made that to disclose the existence of this program would, in fact,
have provided information to people who were seeking to avoid our
surveillance, that it would tell them that we are looking for the
communications they are having with Americans, and we are using
that as a basis of tracking them and identifying their confederates
within the United States.

And so, the judgment was made a number of years ago when this
program was started that it should be kept classified. It was not,
of course, withheld from the oversight Committees in Congress.
And as others have noted, briefings on it were offered to all Mem-
bers of Congress before it was reauthorized. But the decision was
made that this is the sort of sensitive source and method that we
don’t want to disclose.

Mr. GOODLATTE. Do you think a program of this magnitude,
gathering information involving a large number of people involved
with telephone companies and so on, could be indefinitely kept se-
cret from the American people?

Mr. Litt. Well, we tried.

Mr. GOODLATTE. I understand. [Laughter.]

So let me ask a follow-up question to you and Mr. Cole, and that
would be how exactly does Section 215’s wording authorize the
Government to operate a program for the collection of metadata?
Can you walk the Committee through the Government’s interpreta-
tion of the statute that lends itself to arguing that you can do
metadata collection?

Mr. CoLE. Certainly, Mr. Chairman. I think you have to start
with the fact that when you look at 215 and the orders that the
court issues under 215, there are two of them. You can’t look at
them separately. You have to look at how they interact and operate
together.

And I think that is very, very important in understanding how
this is relevant to an investigation concerning these terrorist orga-
nizations. You can’t just wander through all of these records. There
are very strict limitations on how you can access or how you can
use these under what is called the primary order.

You have to have reasonable, articulable suspicion that a specific
phone number, which they call a selector, is involved with one of
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these specified terrorist organizations. And then, and only then,
after you have documented that reasonable, articulable suspicion
can you query this database to find out what other phone numbers
tha;:1 specific terrorist-related phone number has been in contact
with.

Mr. GOODLATTE. Let me follow up on that question because how
is the collection of all of a telephone company’s telephone metadata
relevant to a foreign intelligence or international terrorism inves-
tigation, an investigation?

Mr. CoLE. It is only relevant to the extent that you need all of
that information in order to do the query of the reasonably articu-
lated suspicion.

Mr. GOODLATTE. Well, certainly, the acquisition of the type of in-
formation collected under this program is relevant to an investiga-
tion of an individual or group suspected of terrorism. But how do
you and how does the FISC rationalize the collection of all of the
data as being relevant to an investigation?

Mr. CoLE. There are two main reasons. One is the length of time
that these records are kept by the phone companies varies, and
they may not keep them as long as we keep them under this pro-
gram. The court allows us to keep them for a 5-year period.

The phone companies don’t necessarily do that. The periods vary,
and some can be as short as 15 or 18 months.

Mr. GOODLATTE. Mr. Inglis, with regard to Section 702, what
happens if you incidentally collect information from a U.S. person?
Can you explain how the minimization procedures apply to that,
and what do you mean by minimization?

Mr. INGLIS. Yes, sir. There are court-approved rules that we call
minimization procedures. What they do is they say that if in tar-
geting a foreign person under 702 who you believe to be in a for-
eign location to derive foreign intelligence, and you discover that
you have also collected a communication that involves a U.S. per-
son. They might be the person who has received that communica-
tion from your person of interest. They might be the person who
sent that communication. They might be referenced in that commu-
nication.

We have an obligation to first examine whether or not that com-
munication is pertinent to foreign intelligence. If the communica-
tion is pertinent to foreign intelligence, then we must take further
action to essentially protect the identity of that U.S. person unless
knowledge of that identity is important pursuant to the foreign in-
telligence purpose.

We would, therefore, suppress the identity of that U.S. person in
any report that we would make that focused on the target of our
interest, and we would take action if that communication was not
of foreign intelligence relevance to essentially destroy that commu-
nication in place.

Mr. GOODLATTE. How long do you retain information collected
under 702? And you may have just answered it, but is the inciden-
tally collected information about U.S. persons retained as well?

Mr. INGLIS. Yes. So the incidentally collected information, unless
it is relevant to a foreign intelligence purpose or it is evidence of
a crime or imminent death or injury to a person, you would destroy
that on site at that time.
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Mr. GOODLATTE. And other information, how long is that re-
tained?

Mr. INGLIS. We would otherwise retain that for about 5 years.
Typically in our holdings, under BR FISA, the information is
mandatorily destroyed at 5 years. For most of the rest of our collec-
tion, 5 years is the reference frame. We found that over time at
about the 5-year point, it loses its relevance simply in terms of its
temporal nature.

Mr. GOODLATTE. Thank you.

My time is expired. The Chair recognizes the gentleman from
Michigan, the Ranking Member Mr. Conyers, for 5 minutes.

Mr. CoNYERS. Thank you, Chairman Goodlatte.

There are a couple of questions here that haven’t come up, and
I would like to direct them to Attorney Douglas. If only relevant
conversations can be secured under Section 215 of the PATRIOT
Act, then why on earth would we find now that we are collecting
the names of everybody in the United States of America who made
any calls for the last 6 years or more?

Ms. DouGLAS. Sir, we are not collecting names. 215 only collects
phone numbers, the time and date of the phone call, and the dura-
tion of the phone call.

Mr. CoNYERS. Well, how do you consider that to be relevant to
anything if there is just collecting only the names—I mean, look,
if this is an innocent pastime that we just do to keep busy or for
some other reason, why on earth would we be collecting just the
names—just the numbers of everybody in the United States of
America for at least 6 years?

Ms. DouGLAs. I can speak to the application against investiga-
tions. And in this case, for 215, it would be specific to
counterterrorism investigations. That information enables us to
search against connections to other—if there is communication be-
tween a U.S.-based phone number and a phone number that is
overseas that is related to terrorism.

And I know that Mr. Inglis explained to you the reasonable,
articulable suspicion standard by which we have to actually search
against those phone numbers.

Mr. CONYERS. Well, here we are faced with the fundamental
problem in this hearing. We are not questioning access. We are
talking about the collection in the first instance.

In the first instance, when you collect the phone numbers of ev-
erybody in the United States for over 6 years, there wasn’t any-
thing relevant in those conversations. Now you have them, and
what I have been getting out of this is that they may—this access
may become valuable, Mr. Ranking Member, and so that is why we
do it this way.

But I maintain that the Fourth Amendment, to be free from un-
reasonable search and seizure, means that this metadata collected
in such a super-aggregated fashion can amount to a Fourth
Amendment violation before you do anything else. You have al-
ready violated the law, as far as I am concerned. And that is, in
my view, the problem.

And of course, to help further document, the first question that
the Chairman of this Committee asked is why didn’t we just tell
everybody about it is because the American people would be totally
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outraged, as they are getting now as they become familiar with
this, that every phone number that they have ever called is already
a matter of record. And we skip over whether the collection was a
Fourth Amendment violation. We just say that the access proved
in one case or two that it was very important, and that is why we
did it this way.

I see this as a complete failure to take and—you know, we
changed the PATRIOT Act to add relevancy as a standard because
of this very same problem that has now been revealed to be exist-
ing. And so, I feel very uncomfortable about using aggregated
metadata on hundreds of millions of Americans, everybody, includ-
ing every Member of Congress and every citizen who has a phone
in the United States of America.

This is unsustainable. It is outrageous and must be stopped im-
mediately.

Mr. INGLIS. Sir, if I may complement the answer that Ms. Doug-
las gave? With respect to the question of relevance, of course, it
must be legally relevant, and it must, therefore, have operational
relevance. I would like to address the operational relevance and
then defer to my colleagues from

Mr. CoNYERS. Well, you don’t—wait a minute. We are holding—
we are handling this discussion.

I asked her. Maybe somebody else can do it, but my time has ex-
pired. And I appreciate your volunteering to help out here, but it
is clear to me that we have a very serious violation of the law in
which the Judiciary Committee deliberately put in the issue of rel-
evance, and now you are going to help me out and defer to some-
body else. Well—

Mr. INGLIS. No, sir. I meant to actually provide additional infor-
mation. I would be happy to take the question for the record if time
is not allowing that.

Mr. CONYERS. Well, in all fairness——

Mr. GOODLATTE. Without objection, the gentleman is recognized
for an additional minute to allow another member of the panel to
answer the question if he so chooses.

Mr. CoNYERS. No, I don’t so choose. I am satisfied exactly what
I have gotten from the witness that I asked the question to.

Mr. GOODLATTE. The Chair thanks the gentleman.

Mr. CONYERS. You are welcome.

Mr. GOODLATTE. And now recognize the gentleman from Wis-
consin, Mr. Sensenbrenner, for 5 minutes.

Mr. SENSENBRENNER. Well, Mr. Chairman, at the risk of having
the flag thrown at me for piling on, I want to get at the whole busi-
ness of who decides what is relevant. Both the Chairman and the
Ranking Member have said that the PATRIOT Act was amended
in 2006 to include a relevance standard.

Yesterday, I got a letter from the Justice Department, which was
at great length explaining this, and I would ask unanimous consent
that this letter be placed in the record at this time.

Mr. GOoODLATTE. Without objection, it will be made a part of the
record.

[The information referred to follows:]
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U.S. Department of Justice

Office of Legislative Affairs

Office of the Assistant Attomey General Washington, D.C. 20530

JUL 162013

The Honorable . James Sensenbrenner, Jr.
U.S. House of Representatives
Washington, D.C, 20515

Dear Representative Sensenbrenner:

This responds to your letter to the Attorney General date June 6, 2013, regarding the
“business records” provision of the Foreign Intelligence Surveillance Act (FISA), 50 U.S.C.
§ 1861, enacted as section 215 of the USA PATRIOT Act.

As you know, on June 5, 2013, the media reported the unauthorized disclosure of a
clagsified judicial order issued under this provision that has been used to support a sensitive
intelligence collection program. Under this program, which has been bricfed to Congress atid
repeatedly authorized by the Foreign Intelligence Surveillance Court (FISC), the Federal Bureau
of Investigation (FBI) obtains authorization to collect telephony metadata, including the
telephone numbers dialed and the date, time and duration of calls, from certain
teleccommunications service providers. The National Security Agency (NSA), in turn, archives
and analyzes this information under carefully controlled circurustances and provides leads to the
UBI or others in the Intelligence Community for counterterrorista purposes. Aspects of this
program remain classified, and there are limits to what can be said about it in an unclassified
letter. Department of Justice and Intelligence Community staff are available to provide you a
briefing on the program at your request.

In your letter, you asked whether this intelligence collection program is consistent with
the requirements of section 215 and the limits of that authority. Under section 2185, the Director
of the FBI may apply to the FISC for an order directing the production of any tangible things,
including business records, for investigations to protect against international terrorism. To issue
such an order, the FISC must determine that (1) there are reasonable grounds to believe that the
things sought are relevant 1o an authorized investigation, other than a threat assessment; (2} the
investigation is being conducted under guidelines approved by the Attorney General under
Executive Order 12333; and (3) if a U.S. person is the subject of the investigation, the
investigation is not being conducted solely upon the basis of First Amendment protected
activities. In addition, the FISC may only require the production of items that can be obtained
with a grand jury subpoena or any other court order directing the production of records or
tangible things. Finally, the program must, of course, comport with the Constitution.
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The telephony metadata program satisfies each of these requirermnents. The lawfulness of
the telephony metadata collection program has repeatedly been affirmed by the FISC, In the
years since its inception, multiple FISC judges have granted 90-day extensions of the program
after concluding that it meets all applicable legal requirements,

Of particular significance to your question is the relevance to an authorized international
terrorism investigation of the telephony metadata collected through this program. First, it is
critical to understand the program in the context of the restrictions imposed by the court. Those
restrictions strietly limit the extent to which the data is reviewed by the government. In
particular, the FISC allows the data to be queried for intelligence purposes only when there is
reasonable suspicion, based on specific facts, that a particular query term, such as a telephone
nummber, is associated with a specific foreign terrorist organization that was previously identified
to and approved by the court. NSA has reported that in 2012, fewer than 300 unigue identifiers
were used to query the data after meeting this standard. This means that only a very small
fraction of the records is ever reviewed by any person, and only specially cleared
counterterrorism personnel specifically trained in the court-approved procedures can access the
records to conduct queries. The information generated in response to these limited queries is not
only relevant to authorized investigations of international terrorism, but may be especially
significant in helping the government identify and disrupt terrorist plots.

The large volume of telephony metadata is relevant to FBI investigations into specific
foreign terrorist organizations because the intelligence tools that NSA uses to identify the
existence of potential terrorist communications within the data require collecting and storing
large volumes of the metadata to enable later analysis. If not collected and held by NS4, the
metadata may not continue to be available for the period that NSA has deemed necessary for
national security purposes because it need not be retained by telecommunications service
providers. Moreover, unless the data is aggregated by NSA, it may not be possible to identify
telephony metadata records that cross different telecommunications networks. The bulk
collection of telephony metadata—i.e. the collection of a large volume and high percentage of
information about unrelated communications—is therefore necessary to identify the much
smaller subset of tetrorist-related telephony metadata records contained within the data, Tt also
allows NSA to make connections related to terrorist activities over time and can assist
counterterrorism personnel to discover whether known or suspected terrorists have been in
contact with other persons who may be engaged in terrorist activities, including persons and
activities inside the United States. Because the telephony metadata must be available in bulk to
allow NSA to identify the records of terrorist communications, there are “reasonable grounds to
believe” that the data is relevant to an authorized investigation to protect against international
terrorisim, as section 215 requires, even though most of the records in the dataset are not
associated with terrorist activity.

The prograim is consistent with the Constitution as well as with the statute. As noted
above, the only type of information acquired under the program is telephony metadata, not the
content of any communications, not the identity, address or financial information of any party to
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the communication, and not geolocational information, Under longstanding Supreme Court
precedent, there is no reasonable expectation of privacy with respect to this kind of information
that individuals have already provided to third-party businesses, and such information therefore
is not protected by the Fourth Amendment. See Smithv. Maryland, 442 U8, 735, 739-42
(1979).

Moreover, it is important to bear in mind that activities carried out pursuant to FISA,
including those conducted under this program, are subject to stringent limitations and robust
oversight by all three branches of government. As noted above, by order of the FISC, the
Governiment is prohibited from indiscriminately sifting through the telephony metadata it
acquires. Instead, all information that is acquired is subject to strict, court-imposed restrictions
on review and handling that provide significant and reasonable safeguards for U.S. persons. The
basis for a query must be documented in writing in advance and must be approved by one of a
limited number of highly trained analysts. The FISC reviews the program approximately every
90 days.

The Department of Justice conduets rigorous oversight to ensure the telephony metadata
is being haundled in sirict compliance with the FISC’s orders, and the Department of Justice and
the Office of the Director of National Intelligence (ODNI) conduct thorough and regular reviews
to ensure the program is implemented in compliance with the law.

The program is also subject to extensive congressional oversight. The classified details
of the program have been briefed to the Judiciary and Intelligence Committecs on many
occasions. In addition, in December 2009, the Department of Justice worked with the
Intelligence Community to provide a classified briefing paper to the House and Senate
Intelligence Committecs to be made available to all Members of Congress regarding the
telephony metadata collection program. It is our understanding that both Intelligence
Committees made this document available to all Members prior to the Febmary 2010
reauthorization of section 215, That briefing paper clearly explained that the government and the
FISC had interpreted Section 215 to authorize the collection of telephony metadata in bulk, An
updated version of the briefing paper was provided to the Senate and House Intelligence
Committees again in February 2011 in connection with the reauthorization that occurred later
that year.

Finally, we do not agree with the suggestion in your letter that the Department’s March 9,
2011 public testimony on section 215 conveyed a misleading impression as to how this authority
is used. Quoting a portion of that testimeny, your letter states that it “left the committee with the
impression that the Administration was using the business records provision sparingly and for
specific materials. The recently released FISA order, however, could not have been drafied more
broadly.” Iu fact, key language in the testimony in question noted that orders issued pursuant to
section 215 “have also been used to support important and highly sensitive intelligence
collection operations, on which this committee and others have been separately
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briefed.” We hope that the explanation above regarding the use of this authority to identify
specific terrorism-related telephony metadata records helps to clarify the point.

The recent unauthorized disclosure of this and other classified intelligence activities has
caused serious harm to our national security. Since the disclosure of the telephony metadata
collection program, the Department of Justice and the Intelligence Community have worked to
ensure that Congress and the American people understand how the program operates, its
importance to our security, and the rigorous oversight that is applied. As part of this effort,
senior officials from ODNI, NSA, DOJ and FBI provided a classified briefing for all House
Members on June 11, 2013 and separate classified briefings to the House Democratic Caucus
and the House Republican Conference on June 26, 2013,

The Department of Justice is committed to ensuring that our efforts o protect national
security are conducted lawfully and respect the privacy and civil liberties of all Americans. We
look forward to continuing to work with you and others in the Congress to ensure that we meet
this objective.

‘We hope this information is helpful. Please do not hesitate to contact this office if we
may provide additional assistance with this or any other matter.

Sincerely,

DEH

Peter J. Kadzik
Principal Deputy Assistant Attorney General
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Mr. SENSENBRENNER. Part of that letter said that, in effect, that
all of the phone calls, meaning the telephony metadata, had to be
collected pursuant to the court order, and then it would be up to
the security apparatus to make a determination of which needles
in that large haystack were relevant to a foreign terrorist inves-
tigation.

Now doesn’t that mean that instead of the court making a deter-
mination of relevance, it is the security apparatus that makes a de-
termination of what is relevant and which of the less than 300 se-
ries of phone calls get picked out, according to your testimony? Mr.
Cole, would you like to answer that?

Mr. CoLE. Yes, Mr. Sensenbrenner, I am happy to address that.
What the court does is it sets out a framework and a set of rules
that we must follow to implement its orders.

Mr. SENSENBRENNER. But they don’t determine which specific
phone calls are relevant pursuant to the statute. You do that.

Mr. CoLE. Well, we report to the court periodically on the imple-
mentation of this. We get it re-upped every 90 days when there
are——

Mr. SENSENBRENNER. But you do that. The court does not.

Mr. COLE. We—the court does not——

Mr. SENSENBRENNER. Now if there was a criminal trial involved,
it would be the court that would be determining a relevance stand-
ard pursuant to subpoena or for proffered evidence, wouldn’t it?

Mr. CoLE. Not necessarily, Mr. Sensenbrenner.

Mr. SENSENBRENNER. Okay. Well, then let me continue on this.
You know, I have been the author of the PATRIOT Act and the PA-
TRIOT Act reauthorization of 2006. Mr. Conyers was correct in
saying why the relevance standard was put in, and that was an at-
tempt to limit what the intelligence community could be able to get
pursuant to Section 215.

It appears to me that according to this letter and according to
the testimony of FBI Director Mueller, that relevant was an expan-
sion of what could happen rather than a limitation when the law
was amended, when relevant was not included in that statute. And
doesn’t that make a mockery of the legal standard because you are
trying to have it both ways?

Mr. CoLE. I don’t think we are trying to have it both ways.

Mr. SENSENBRENNER. Well, you sure are because you are saying
get—authorize, have the court authorize to get us the records of all
the phone calls that are made to and from phones in the United
States, including people who have nothing to do with any type of
a terrorist investigation.

And then what you are saying is, is that we will decide what to
pick out of that massive maybe a billion phone calls a day on what
we are looking at, rather than saying this person is a target. Why
don’t you get an authorization only for that person’s telephone
records?

Mr. COLE. Again, going to the analogy of the criminal context, we
would never in a grand jury situation or in an investigation that
is a traditional criminal investigation even go to a court for the
framework or the setting of rules or have sunsetting every 90 days
of the authority or having compliance procedures
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Mr. SENSENBRENNER. But, Mr. Cole, with all due respect, the let-
ter that I got from the department that you are the number-two
person in says that you get the FISA court order because there are
“reasonable grounds to believe that the data is relevant to an au-
thorized investigation to protect against international terrorism,”
as Section 215 requires, even though most of the records in the
dataset are not associated with terrorist activity.

So you gobble up all of those records, and then you turn around
and say, well, we will pick out maybe 300 phone numbers out of
the billions of records that you have every day, and you store for
5 years there, and all the rest of this stuff is sitting in a ware-
house, and we found out from the IRS who knows who wants to
have any kind of illegal access to it.

You are having it both ways. Let me tell you, as one who has
fought PATRIOT Act fights usually against the people over on the
other side of the aisle, Section 215 expires at the end of 2015, and
unless you realize you have got a problem, that is not going to be
renewed. There are not the votes in the House of Representatives
to renew Section 215, and then you are going to lose the business
record access provision of the PATRIOT Act entirely.

It has got to be changed, and you have to change how you oper-
ate Section 215. Otherwise, in the year and a half or 2% years, you
are not going to have it anymore.

And I yield back.

Mr. GOODLATTE. The Chair thanks the gentleman and recognizes
the gentleman from New York, Mr. Nadler, for 5 minutes.

Mr. NADLER. Thank you.

The problem, obviously, Mr. Cole, with what we are hearing from
this panel and what we have heard generally about the relevant
standard is that everything in the world is relevant. And that if we
removed that word from the statute, you wouldn’t consider or the
FISA court wouldn’t consider that it would affect your ability to
collect metadata in any way whatsoever, which is to say you are
disregarding the statute entirely.

Now in public briefings, including to this Committee when we
were considering reauthorization of Section 215, Administration of-
ficials have suggested that we view the authority of Section 215 as
similar to a grand jury subpoena. And we specified in the statute
that an order under Section 215 “may only require the production
of a tangible thing if such thing can be obtained” through a grand
jury subpoena.

Now can you give me, Mr. Cole, any examples where grand jury
subpoenas were used to allow the bulk ongoing collection of tele-
phone metadata?

Mr. CoLrE. It is difficult to go into specific examples of what
grand jury subpoenas call for

Mr. NADLER. Are there any such

Mr. COLE [continuing]. Because those are subject to the rules of
secrecy under Rule 6.

Mr. NADLER. Oh, come on. Are there any—are there any in-
stances in the history of the United States that you know of where
a grand jury subpoena said get every—get all information other
than the content of a telephone call of all telephone calls in the
United States or anything like that?
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Mr. COLE. The admonition in the statute is that it is the types
of records that are collected by grand jury subpoena, not that it is
an identical process to the grand jury process because this is quite
different from a grand jury process.

Mr. NADLER. All right. The type of data——

Mr. CoLE. The FISA court involves

Mr. NADLER. Excuse me. The type of data—the type of data is
metadata unlimited to specific individuals.

Mr. CoLE. The type of data is metadata and that——

Mr. NADLER. Unlimited to specific individuals because it is di-
rected to everybody. Can you give—it is directed to every phone
call in the United States. Can you give me any example where a
g}ll'an‘?d jury subpoena has ever been used for anything remotely like
that?

Mr. CoLE. These are instances where we have gone to the court
under the 215 requirements with the relevancy

Mr. NADLER. You are not answering my question. Can you give
me any example in the history of the United States where a sub-
poena, a grand jury subpoena was used for anything remotely re-
sembling all metadata not to specific phones or to specific individ-
uals?

Mr. CoLE. Grand jury subpoenas have a different function than
a 215 under the PATRIOT Act

Mr. NADLER. I understand that. But the statute says——

Mr. CoOLE. It is hard to equate the two, Mr. Nadler.

Mr. NADLER. You are not answering my question. You are delib-
erately not answering. We know they have a different function. But
the statute says that it may only require the production of a tan-
gible thing if such a thing can be obtained through a grand jury
subpoena.

Could you obtain through a grand jury procedure all metadata
without being limited to specific named individuals or specific list-
ed telephones?

Mr. CoLE. I think it would depend on the circumstances, the lim-
itations that the court would——

Mr. NADLER. Okay. Is there is any instance in history:

Mr. COLE [continuing]. The nature of the investigation, and then,
yes, I think there are instances where a court in the right cir-
cumstances could authorize that.

Mr. NADLER. And could you give me any instance in history
where that has ever been done?

Mr. CoLE. I am not aware of one, sitting here right now.

Mr. NADLER. You are not aware of one. Could you supply us,
please, with any instance because I believe this is totally unprece-
dented and is way beyond the statute. And you can’t give me any
instance because i1t doesn’t exist.

So within a week or two, could you supply this Committee with
that information?

Mr. CoLE. Depending on the restrictions of Rule 6 of the Crimi-
nal Rules of Procedure, which prohibit disclosing grand jury infor-
mation, we will take that record back for response—that question
back for response.

Mr. NADLER. And can you give us an example where ongoing
bulk collection has been allowed by virtue of grand jury subpoena
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without a showing of the connection between those tangible things
and a specific existing investigation?

Mr. CoLE. Well, in this instance, we are showing it as a relation-
ship to a specific investigation and specific phone number. We have
to show reasonable

Mr. NADLER. No, only for use of that information, not for collec-
tion of it.

Mr. CoLE. Well—

Mr. NADLER. The statute is talking about collection. You are try-
ing to confuse us by talking about use.

Mr. COLE. But the collection is only there and is only valuable
if it is used, and the use is severely restricted

Mr. NADLER. We are not talking about the use. The abuse of the
statute, the abuse of civil liberties, the abuse of privacy is not only
misuse, but miscollection. If you are collecting information about
my telephone when you shouldn’t be doing that, that is an abuse,
even if you just simply file that and never use it.

Mr. CoLE. We go to the court and describe to them exactly how
the program will work, what the limitations are

Mr. NADLER. Well, that—excuse me. That doesn’t help me. The
fact that the

Mr. CoLE. The court authorizes us to do this collection.

Mr. NADLER. Let me ask the question. The fact—the fact that a
secret court, unaccountable to public knowledge of what it is doing,
for all practical purposes unaccountable to the Supreme Court, may
join you in misusing or abusing the statute is of no comfort whatso-
ever. So to tell me that you go to the FISA court is irrelevant if
the FISA court is doing the same abuse of the statute.

So, again, can you give me some examples where ongoing bulk
collection—I am not asking about use—has been allowed by virtue
of grand jury subpoena without showing of a specific connection—
without showing the connection between those tangible things and
a specific existing investigation?

Mr. GOODLATTE. The time of the gentleman has expired. Mr.
Cole will be allowed to answer the question.

Mr. CoLE. We will take that similarly as a question for the
record, and again, depending on the Rules of Criminal Procedure,
we will see what we can get back to you, sir.

Mr. NADLER. And be aware, of course, that you could give it to
us on a classified basis so that we could say our conclusions about
that information.

Mr. GOODLATTE. The time of the gentleman has expired.

The gentleman from North Carolina, Mr. Coble, is recognized for
5 minutes.

Mr. CoBLE. Thank you, Mr. Chairman.

Lady and gentlemen, good to have you all with us today.

Mr. Cole, let me start with you. Does the Fourth Amendment
protection against unreasonable search and seizure apply to busi-
Ress records that could be obtained under 215 of the PATRIOT

ct?

Mr. CoLE. In particular, Mr. Coble, it does not apply to the
metadata records. There is a case, Smith v. Maryland, where the
Supreme Court ruled that these kinds of records, there is no rea-
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sonable expectation of privacy. So there is no Fourth Amendment
protection.

Mr. CoBLE. Let me follow up with another question. So does a
person then have a reasonable expectation of privacy in third-party
business records?

Mr. CoLE. People generally do not when they are in third-party
hands because other people already have them. So the expectation
of privacy has been severely undermined.

Mr. CoOBLE. Is it true that a 215 order provides greater privacy
protection than does a grand jury or administrative procedure—or
administrative subpoena, which can be used to obtain the same
types of business records in a criminal investigation without prior
court approval?

Mr. COLE. Yes, it does. There are a number of provisions in 215
that provide much greater protection than a grand jury process
would. First, you have to go to a court. The court has to specifically
review the program and the description of the relevance of these
records, how they will be accessed, how they will be overseen, how
there will be auditing, how there will be reporting on it, how there
will be compliance with all of the rules of the court.

None of that takes place in the grand jury context.

Mr. COBLE. Mr. Cole, if the Fourth Amendment applies to foreign
countries, do other American protections under the Bill of Rights
apply, such as the Second Amendment under the due process
clause?

Mr. COLE. Not necessarily, sir. The Fourth Amendment applies
to U.S. persons who are outside of the United States, but it gen-
erally does not apply to non-U.S. persons who are outside of the
United States.

Mr. CoBLE. Mr. Cole, for the benefit of the uninformed, and
sometimes I feel I am in that category, describe for the Committee
the makeup of the FISA court, who sits on it, where it resides, and
how it operates.

Mr. CoLE. The FISA court is made up of judges, Article III
judges, who have been nominated by the President. They cover any
number of different Administrations. They have been confirmed by
the United States Senate for a life appointment. They have their
regular duties as District Court judges.

They are appointed by the Chief Justice of the United States to
serve a term on the FISA court. There are 11 of them at any given
time when you have a full complement. Each of them serves for a
week at a time. They do not take care of their other court duties
back in their home districts. They come and serve on the FISA
court for that week, handling the applications.

There is a staff there as well that helps them and goes through
it and is their clerks and some of their legal research assistants in
this matter, and these last for, I believe, a term of 7 years that
each judge can sit on the court.

Mr. COBLE. And I believe you, Mr. Cole, or one of the members
of the panel may have indicated this. That to some extent, there
is confusion as to the number of denials. There has been criticism
leveled at the court, indicating very few denials. But I think you
addressed that or one of you addressed that earlier in your com-
ment. Do you want to add to that?
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Mr. COLE. Yes, the level of denials is very similar to the same
level of denials, which is small, for normal Title III in a criminal
context—wiretap applications that are made to judges in regular
courts. These are also done in chambers and with one party.

And the reason that the number is so low, first of all, is under
the FISA, you have to have either the Attorney General or myself,
or the Assistant Attorney General for the National Security Divi-
sion, sign off on the application, very high-ranking officials in the
department. So those applications are done very carefully in the
first place.

Number two, the court, if they are not satisfied with an applica-
tion that comes in, will tell us, and they will say you need more
information. You need more restrictions. You need more require-
ments. So we will respond to that, and unless we satisfy them on
all of their requirements, they will not sign the application. But
more often than not, we can go back and find the additional infor-
mation that they will need.

So there is something of an iterative process, but it is not unlike
what goes on with a normal court every day in the Title III or the
wiretap process.

Mr. CoBLE. Thank you, Mr. Cole.

Mr. Chairman, I see my amber light. I would like to make one
final statement. And this may not be the day for it, but Mr. Chair-
man, at some point, I would like to know the cost that has been
expended in implementing this matter. If you would concur with
that, I will pursue that at a later date.

Mr. GOODLATTE. I do concur with that. That is a very important
piece of information to have, but I believe that is classified and
would entail the subsequent hearing that I anticipate we will have
in a classified setting where we can get answers to questions like
that.

Mr. CoBLE. I thank you, Mr. Chairman.

And good to have you all with us. I yield back, Mr. Chairman.

Mr. GOODLATTE. The Chair thanks the gentleman and recognizes
the gentleman from Virginia, Mr. Scott, for 5 minutes.

Mr. Scort. Thank you.

Mr. Cole, did I understand you to say that you do not have an
expectation of privacy on your phone records?

Mr. CoLE. The Supreme Court ruled in Smith v. Maryland that
you do not have a sufficient expectation of privacy in the phone
records, as we have talked about it. The two

Mr. Scort. Okay. That is fine.

Ms. Douglas, you indicated that you do not—you just get the
numbers, not the names. Is there—if the numbers are relevant
under whatever standard you are using, why are not the names
equally relevant?

Ms. DouGLASs. Well, the names are not collected in the metadata.

Mr. Scort. Well, where is the limitation? If you can get the num-
bers, why can’t you get the names?

Ms. DoucLas. Well, we can through other legal process, and that
is what the FBI will do. And so, if we receive a phone number

Mr. Scort. No, I mean why don’t you get it all at once? Where
is the statutory limitation?
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Mr. LitT. If I can answer the question here, I think that this in-
dicates the fact that as the Deputy Attorney General said that this
program is carefully set up in such a manner——

Mr. ScorT. Where is the

Mr. LITT [continuing]. As to minimize the invasion of privacy.
One of the reasons

Mr. ScoTT. Where is the statutory limitation?

Mr. LITT [continuing]. This program is found reasonable is the
fact that the collection is very limited. The access is very limited.

Mr. Scort. Okay, okay.

Mr. LITT. And it is on that basis the court has approved the col-
lection.

Mr. ScotTT. You have made up. That is because you have made
up the program. I asked you a specific question where if this is
available, where is the statutory limitation to what you can get?
There is no statutory limitation. You are kind of making it up as
you go along.

Mr. LiTT. We are not making it up. We are seeking the approval
of the court, and this collection——

Mr. Scort. Okay. What

Mr. LITT [continuing]. Has been repeatedly approved by numer-
ous judges of the FISA court, found to be in compliance with the
statute.

Mr. Scort. Okay. Once you get the information, we know
through the recent case on DNA, once you get DNA from somebody,
you can use it in ways that you could not have obtained the infor-
mation. But once you get it, you can run it through, no probable
cause or anything, through the database.

My question is once you get this metadata, where is the limita-
tion on what you can use it for?

Mr. L1TT. It is in the court’s order.

Mr. ScorT. Where is the statutory limitation?

Mr. LiTT. The court—the statutory limitation says that we can
acquire the information as ordered by the court. The court sets lim-
its on what we can do with it, and we adhere to those limits.

Mr. ScorT. Well, is there a limit in criminal investigations or an
exception for criminal investigations without a probable cause?

Mr. LirT. With respect to information obtained under Section

Mr. ScoTT. Once you have got the metadata, can you run a
criminal investigation without probable cause?

Mr. LiTT. The metadata can only be used in pursuit of a ter-
rorism investigation, and the only thing that is done with that is
that telephone numbers are generated out of it for further inves-
tigation. It cannot be used for a criminal investigation unrelated to
terrorism.

Mr. ScorT. Wait a minute. You are talking about minimization?

Mr. LiTT. The court’s order provides that we can only use this
data for purposes of a terrorism investigation.

Mr. ScotT. Well, how does the court get to—why is the court re-
quired to place that limitation on it?

Mr. LiTT. Because the court looks at the application that we are
submitting and determines that with all of the restrictions that are
imposed here, this is a reasonable method of collecting this infor-
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mation and that it complies with both the statute and the Fourth
Amendment.

Mr. ScotT. Is there an exception under minimization for criminal
investigations? Section (g) minimization procedures (2)(c) says that
“notwithstanding subparagraphs (A) and (B), procedures that allow
for the retention and dissemination of information that is evidence
of a crime which has been, is being, or about to be committed, and
that is to be retained or disseminated for law enforcement pur-
poses” are exempted from the minimization requirements.

Mr. LitT. The procedures applicable to this kind of collection
allow it only to be used on the terms specified by the court, and
that is limited to generating the kind of information that you——

Mr. Scott. Well, is that——

Mr. LITT [continuing]. Talked about in pursuit of a terrorism in-
vestigation.

Mr. Scort. Okay. And so, the minimization exception for crimi-
nal investigations doesn’t apply? If you trip over some criminal,
some crimes

Mr. Litt. We are not allowed to use this database for a criminal
investigation unrelated to terrorism.

Mr. Scott. Well

Mr. COLE. Mr. Scott, I think there may be some confusion

Mr. ScOTT [continuing]. Then that is not what the code section
says, but if that is what you want, maybe we need to change it.
Does exclusionary rule apply? If you trip over some crimes and try
to use it, does it—and including the principle of the poison tree,
evidence of a poison tree, does that apply? Do those exclusions
apply to stuff you may trip over that you have gotten through this?

Mr. LiTT. We don’t have the ability to trip over it in this. All this
data is, is a series of telephone numbers and other identifiers. The
only thing we can use this data for is to submit to the pool of data
a telephone number or other identifier that we have reason to be-
lieve, based on articulable facts, is associated with terrorism. We
can then say what numbers has that been in contact with?

Any other further investigation has to be done under some other
authority.

Mr. ScotT. Well, you have—Mr. Chairman, I apologize, but the
limitation, the minimization exception for a criminal investigation,
and when I asked the Attorney General Gonzales about what you
could use this information for, he specifically indicated criminal—
it is (g)(2)(C) under minimization requirements procedures.

He specifically said you could run a criminal investigation with-
out the necessity, implying without the necessity of probable cause
that you usually need to do to get information.

Thank you, Mr. Chairman.

Mr. GOODLATTE. The Chair thanks the gentleman and recognizes
the gentleman from Alabama, Mr. Bachus, for 5 minutes.

Mr. BAcHUS. Thank you.

Let me start by saying I am satisfied, at least from what limited
knowledge I have, that the motivation behind this was legitimate
and necessary for our national security to start this process, estab-
lishment of a court. And that from your testimony you have not,
apparently not abused individual rights, and you have been an ef-
fective tool for terrorism.
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But my concern is this could evolve into something that is quite
different. The Star Chamber, I mean, in England started out as
very good, very popular with the people. It allowed people to get
justice that otherwise would not. But it evolved over time into a
powerful weapon for political retribution by the king.

And my question is, in fact, I was reading the Supreme Court.
It said it symbolized disregard of basic individual rights. They talk
about actually the right against self-incrimination was a direct re-
sult of what happened in England when this court evolved into
something quite different from what it was intended to do.

So my first question to all of you is how do we—how do we keep
this from evolving into a weapon, an unchecked weapon by the
Government to violate people’s constitutional rights? And I am
more concerned about Americans’ rights, not terrorists’ rights.

Mr. CoLE. I think you raise a very excellent point, and I think
the way this is designed, to make sure that all three branches of
Government are involved, that this isn’t just the king or the admin-
istration or an executive branch doing it. This is something that is
done with permission of the court and supervision of the court,
with rules laid down by the court to make sure it comports with
the Constitution and the privacy rights of U.S. citizens.

It is done through statutes that are passed by this body, where
we report back to this body and tell you what we have done with
it and how it works and let you know what problems we have had
and how we have fixed them. And it is also done with a lot of over-
sight within the executive branch, with Inspectors General and a
number of different executive branch agencies that audit and over-
see exactly how it is done and make sure it is done right.

I think that is how.

Mr. LiTT. If T can just emphasize one point on that? This Com-
mittee has a very important role in ensuring that these authorities
are not abused. We are required to report extensively on all activi-
ties under FISA to the Intelligence and Judiciary Committees of
both houses, and we do that. We provide—we are required to pro-
vide copies of all significant opinions. We are required to provide
reports about how these activities are carried out.

And we welcome your participation in that oversight to ensure
that, in fact, we don’t cross the bounds that the people want us to
adhere to.

Mr. BACHUS. Anyone else? You know, when I learned about this,
I was not aware of it at all, and I think the original response was
that 14 Members of Congress knew something about this. Were
those reports erroneous? Did

Mr. LiTT. I can’t speak to what Members actually knew. I can tell
you what we did to inform Members.

At the time when this legislation was first up for renewal in
2009-2010, we provided a classified letter to the Intelligence Com-
mittees that described this program in great detail.

Mr. BAcHUS. How about the Judiciary Committee?

Mr. LiTT. The letter was provided to the Intelligence Committee.
The Intelligence Committee, my understanding is, sent an all-
Member letter saying that this is available to all Members. This
was our intention.
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We also offered classified briefings to Members of this Com-
mittee, and I recall participating in one of those briefings. And in
fact, the letters were also referenced in a statement on the floor by
a Member of the Intelligence Committee, saying these letters are
available, and I urge you all to come and read them. So we were
not trying to hide this program.

Mr. BAcHUS. Do you have any objection to the court opinions and
periodic reports being made available to all Members of Congress?

Mr. LitT. I think we would have to take that back. I think the
answer is probably no, but I think we would have to think about
the implications of that.

Mr. BAcHUS. Sure, and I think that is my response would be I
want to think about it.

Mr. GOODLATTE. The time of the gentleman has expired.

Mr. BAcHUS. Thank you.

Mr. GOODLATTE. The gentlewoman from California, Ms. Lofgren,
is recognized for 5 minutes.

Ms. LOorGREN. Well, thank you, Mr. Chairman, and thanks to our
witness.

I was thinking back to September 11th, one of the worst days I
have ever spent in the Congress, and remembering that that week-
end, after the attack, that members of the White House, the intel-
ligence community, Members of this Committee and our staff, sat
right at that table. We sat around that table and worked together
to craft the PATRIOT Act.

And it is worth remembering that that original act was passed
unanimously by the House Judiciary Committee, and it had the
balance that we thought was important to protect the country, but
also looking forward to protect the rights of Americans under the
Constitution. And I share the concern expressed by Mr. Sensen-
l(oirenner that things have gone off in a different direction from that

ay.

Now I, as my colleague has indicated from Alabama, I don’t ques-
tion your motivation, which is to keep America safe. I mean, I
know that that is what you are trying to do, and certainly we all
want that.

But the concern is that the statute that we crafted so carefully
may not be being adhered to as envisioned by us and as reported
to us. And I just want to say this. I mean, yes, we have a system
where there are checks and balances, but part of that is that the
legislative branch needs to have understanding of what the execu-
tive branch and the judicial branch is doing, and we can’t do that
without information.

It has been discussed that we get these ample reports. And I just
want to—I just recently reviewed the annual report on Section 215.
Is it true, Mr. Cole, or isn’t it true that the annual 215 report to
the Committee is less than a single page and not more than 8 sen-
tences?

Mr. CoLE. I think that the 215 annual reports are quite a bit less
than the 702 annual reports.

Ms. LOFGREN. I just ask the question. Is that about the size, is
it your recollection?

Mr. CoLE. I would have to go back and take a look to answer
specifically.
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Ms. LOFGREN. All right. Is it true that the report of the number
of applications really gives the Committee information as to the
amount of records and the number of entities impacted?

Mr. CoLE. I am sorry?

Ms. LOFGREN. The number of applications, is there a direct cor-
relation between the number of entities impacted by those applica-
tions or the number of records?

Mr. CoLE. The number of entities impacted will depend on how
many phone numbers have been called by the selector.

Ms. LOFGREN. Right. So you could report the number of applica-
tions, but it would have no relationship to the amount of records
actually acquired?

Mr. CoLE. It would not necessarily, no. But you can imagine it
is small.

Ms. LOFGREN. Thank you very much.

I just—looking at this letter that was sent to Mr. Sensenbrenner,
and I thank him for sending it out. And by the way, he and I have
sent a letter to Attorney General Holder and to Director Clapper
asking that U.S. companies be authorized to publish information
regarding the Government request for user data under FISA.

I think it is terribly unfair that these companies that are being
discussed around the world have no capacity legally to say what
has been asked of them. So I know the letter was just sent. I would
ask that you respond to that as promptly as possible just out of
basic fairness to the companies involved.

But going back to the letter, it seems to me that if you take a
look at page 2 of the letter, the second paragraph, it indicates that
NSA has reported in the last calendar year fewer than 300 unique
identifiers. This means that only a very small fraction of the
records is ever reviewed by any person and is actually relevant to
the records. Per se, that sentence indicates that getting all the data
is clearly not relevant to a specific inquiry.

And then if you go on to the next page, and this really gets to
my question and you have referred to it in the testimony as well,
the consistency allegedly with the Constitution—now it is true that
the Constitution in the Smith case indicated that there is no expec-
tation, reasonable expectation of privacy with information held by
third parties. Is it your position that that constitutional provision
trumps a statute?

Can the Congress say the Constitution would allow you to cap-
ture every phone record, every photograph taken of an American
at an ATM machine because that is in plain sight and that that
constitutional provision would trump the ability of Congress to say,
no, we are going to authorize less?

Mr. CoLE. No. As long as whatever Congress does is consistent
with or within the bounds of the constitutional provision

Ms. LOFGREN. So Congress can do less?

Mr. COLE [continuing]. They can do that. Certainly.

Ms. LOFGREN. Can do less. I would just like to say that as to the
FISA court, and I am sure that the judges take their obligation as
seriously as you do. But the whole system of our justice system is
set up in an adversarial way. And when you have only one party
there, you don’t have a counterparty making a case before the
court.
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The expectation that our system will work well, as it does in
other environments, I think is misplaced. I share with Mr. Sensen-
brenner the belief that this will not be able to be sustained. I look
forward, Mr. Chairman, to our classified briefing, but I think that
very clearly this program has gone off the tracks legally and needs
to be reined in.

And I thank the Chairman for yielding to me.

Mr. GOODLATTE. The Chair thanks the gentlewoman and recog-
nizes the gentleman from Virginia, Mr. Forbes, for 5 minutes.

Mr. FORBES. Thank you, Mr. Chairman.

And ladies and gentlemen, thank you for being here today.

I don’t want to scream at you or yell at you, but you know we
have got a lot of people across the country that would like to do
that. And the reason this room is packed so much today and people
were waiting in long lines is not just about this program. They
kind of feel their country is shifting, and they feel, rightly or
wrongly, that this Administration has adopted the philosophy that
somehow the end justifies the means.

They feel like that more than any Administration in history this
is an Administration that has used taxpayer resources to advocate
their political agendas. They feel like more than any Administra-
tion in history, this is an Administration that has decided which
laws they want to obey, which ones they want to ignore, and which
ones they want to just rewrite.

They feel like more than any Nation in history, this is an Admin-
istration that has used enormous power of Government agents to
oppress and harass U.S. citizens like they have seen with the IRS.
And now they see this Administration using this unprecedented
amount of data collection, first in their campaigns and then in Gov-
ernment, on amounts of data to use for the aforementioned goals.

And they don’t know, every time they see a Benghazi, they don’t
know how many more boards they are going to pull up, and there
is one that they don’t know about or IRS programs that they pull
up and they don’t know another one that they might see and that
there are other data programs that they don’t know about.

And this is something that I just don’t think we realize enough
because over and over again, we hear Administration coming over
here and saying this to us. They say, well, this isn’t illegal, and you
need to change the law.

And we need to emphasize part of this Committee is just because
something is not illegal, it doesn’t mean that it is not wrong. And
when we look at something, you have got a difficulty because you
can’t even really come in here and explain what this program does.
You can’t tell us how many people are involved with it. You can’t
tell us the cost. You can’t tell us what the court is saying.

But this is my question for you. There has to be an enormously
large number of individuals administering this program. Can you
tell us if any of those individuals have abused the power that they
have within this program that has not been disclosed to the Con-
gress or the American people, one? Because it would be hard for
us to believe that there hasn’t been some abuses.

Number two, what is your process for collecting that information
to make sure those abuses don’t take place, and how do you dis-
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tribute that information? And three, has anybody ever been dis-
ciplined for abusing that information?

And any of you who have that information, I would love for you
to offer it to us.

Mr. CoLE. Let me if I can, Mr. Forbes, start by answering the
questions that you have put. First of all, I think it is important to
note that this program has been going on across a number of Ad-
ministrations, and it is not unique by any means to this Adminis-
tration. It has been for prior Administrations, too.

It is also done pursuant to court authorization and pursuant to
statute, and so it is done not as some rogue matter, but as some
matter that, in fact, has been authorized by law, authorized by the
courts, and carefully scrutinized. And that gets to the main part of
the question that you have asked, which is we know of no one—
and I can let Mr. Inglis expand on that—who has ever intentionally
or in any kind of wrongful way abused this.

There may have been technical problems that have happened
here and there, but there has been nobody who has abused this in
a way that would be worthy of or cause discipline. This program
goes under careful audit. Everything that is done under it is docu-
mented and reviewed before the decision is made and reviewed
again after these decisions are made to make sure that nobody has
done the things that you are concerned about happening.

And those are valid concerns, and we take them into account by
having these audit procedures and having the reporting that we do
and the consultation both with the court and with Congress to
make sure that those things don’t happen. We have not, to my
knowledge, disciplined anybody for this because our controls make
sure this doesn’t happen. But we do look for it and we look for it
hard, and we haven’t found it.

Mr. INGLIS. Sir, if I can just—I concur with Mr. Cole’s remarks.
Say across my time, I have been the Deputy Director now for 7
years, there have been no willful abuse of the 215 or the 702 pro-
gram. In fact, the Senate Select Committee on Intelligence in the
summer of 2012 said that in a formal report that in a 4-year review
that they had detected no willful abuse of the 702 program.

I would say how would those be identified? In much the same
way that Mr. Cole talked about. That there are a number of proc-
esses that review the formation of the selectors, the results gen-
erated by those selectors not just at NSA, but between NSA and
the Department of Justice and the court, and there are any number
of opportunities then to turn up a misappropriation of the re-
sources dedicated to this program for some other purpose.

And would those persons who abused this program then be dis-
ciplined? Of course, they should be.

Mr. FORBES. And my time is expired. And I don’t mean to cut
you off, but I would love to have your responses for the record.

But when you guys tell me nobody has abused it, I thought Mr.
Snowden abused it pretty badly. And I can’t imagine if we had
somebody like that doing it that we don’t have at least that capac-
ity. But I would love to have your responses for the record because
I don’t want to abuse other people’s time.

And Mr. Chairman, I yield back my time.
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Mr. GOODLATTE. Mr. Inglis, if you care to respond to the gen-
tleman from Virginia’s comment about Mr. Snowden, we would be
happy to have it.

Mr. INGLIS. I would be happy to take that question for the record
but would say here for the record that we do not have any evidence
that Mr. Snowden abused the program as we have defined it today.
He may have abused his trust in disclosing classified details of that
program.

Mr. FORBES. But in all due respect—and I said I wasn’t going to
yell at you, and I am going to try not to. But that is exactly what
the American people are really worried about, that somebody is
getting their data and using it to disclose it in some other situa-
tion. And for the life of me, I don’t understand how you guys parse
that issue that is there.

So, Mr. Chairman, that is what is infuriating the American peo-
ple. They are understanding that if you collect this amount of data,
people can get access to it and use it in ways that can harm them,
not just the United States of America. And that is what is con-
cerning them, I think, in a lot of areas.

So, Mr. Chairman, I hope we can get a more elaborate response
maybe for the record on that.

Mr. INGLIS. We would be happy to provide a response for the
record, sir.

Mr. GOODLATTE. The Chair thanks the gentleman and recognizes
the gentlewoman from Texas, Ms. Jackson Lee, for 5 minutes.

Ms. JACKSON LEE. Let me thank you very much.

And I think it is important to make sure that as those of us who
represent Americans, we appreciate what the intelligence commu-
nity does. But the very idea that the Chairman and Ranking Mem-
ber has held this hearing and that you are having any number of
hearings, I think the issue is that we have to do something. We
have to do more to be able to ensure the trust of the American peo-
ple, and I raise these questions in the context of that.

One point that our Ranking Member made that if we cannot
prove the necessity of this megadata collecting, then why are we
necessarily doing it? And then we join with the Chairman that says
it must show value, but we must also have the premise and the re-
spect for the civil liberties of the American people.

So I pose the first question that deals with the idea that wit-
nesses have testified in recent hearings that the phone record data
were queried 300 times last year. How do you define a query, and
how do you define the necessity of what I call trolling? And some-
one wanted to have me rephrase that. But the gathering of millions
and millions of megadata gathering, how do you define query first,
but then how do you justify that gathering?

Mr. INGLIS. Yes, ma’am. I will take that question. So, first, the
court has approved procedures by which we can form a selector,
and the reasonable, articulable suspicion standard was what we de-
scribed earlier. And less than 300 times in 2012, we approved a se-
lector for entering the database.

The court also approves what is called——

Ms. JACKSON LEE. So the query is based upon permission by the
FISA court?
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Mr. INGLIS. Yes, ma’am. The FISA court approves the rules, but
as we have described in this hearing, the decisions about how to
form those selectors are made at the National Security Agency and
subject to auditing and review.

Ms. JACKSON LEE. So the query is made without a warrant. You
go by criteria that has been set, and then you make a query and
a preliminary oversight, if you will. Is that what you are saying?

Mr. INGLIS. That is correct, ma’am. And can I just then add that
the court has also given permission to do not just first hop anal-
ysis, meaning what numbers are in contact with that selector, but
to then from those numbers go out two or three hops. In many of
the cases that Ms. Douglas referenced earlier, it was at the second
hop. It was at that second connection that something of interest
came that then caused the Federal Bureau of Investigation to apply
their resources to essentially uncover or add additional information
to terrorist activities.

Ms. JACKSON LEE. Once you do the query out of the 300, then
what are the next step?

Mr. INGLIS. So that query, when it is returned, can be a first hop
query or a second or a third hop query. That information is then
reviewed by the National Security Agency analyst, and a report
would be written and disseminated to the Federal Bureau of Inves-
tigation if we see something that would be of interest to them.

In many cases when a query is performed, nothing of con-
sequence turns up. No connections that are untoward turn up.
Therefore, no report would be made. But when——

Ms. JACKSON LEE. Let me ask Mr. Cole. Thank you very much.

Let me ask Mr. Cole when does the DOJ become engaged? The
FBI, of course, is the investigatory arm. What is the DOJ’s over-
sight role more specifically? And how do you utilize the FISA court?

And as you do that, I have introduced bipartisan legislation deal-
ing with the whole issue of the FISA court. It specifically asks for
the release and the reporting of nonclassified opinions, which I
think would contribute more to the trust of the American people.
Would the Justice Department consider that? As you answer the
question.

Mr. COLE. Thank you, Ms. Jackson Lee.

Certainly, we will consider that and work with you in regard to
that.

The Justice Department’s involvement here is to first make sure
that the provisions of the statute in making the application to the
court meet the standards that have been set out under law. So we
are in the process of the application and making sure through legal
advice that this, in fact, meets the standards set out by the statute
as passed by Congress.

We also engage with the court for any questions that the court
may have as to how this will be done, what kind of oversight will
be done, what kind of limitations will be imposed. So that we end
up with what is a court-authorized system, as described by Mr.
Inglis, where we go and make those and have NSA make that de-
termination. We will—

Ms. JACKSON LEE. Mr. Cole

Mr. COLE [continuing]. Audit as well the determinations on a
random basis to make sure that they are in compliance with what
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the court has ordered. And if they are not in compliance, we will
then report that to the court and then oversee, with the court’s su-
pervision, fixing those compliance issues to make sure that they do
comply.

Ms. JACKSON LEE. Let me interrupt you so I can just get this last
question in to Mr. Inglis. Mr. Inglis—thank you very much.

Mr. Inglis, let me just put this question out. We have had a re-
lease of data and a suggestion that the release that has been given
by an individual that is now traveling around the world has a das-
tardly impact on knowing the system of collection of data, in the
person of Mr. Snowden.

Can you speak generally to the idea of the impact, and can you
also express the reason for 70 percent of the intelligence budget
being used for contractors? I offer to you 2434 that is asking for
a study for that, a bill that I have introduced. But I would like to
know those two questions quickly, please.

Mr. INGLIS. Yes, ma’am. On the first question, I would say that
the impact associated with Mr. Snowden’s disclosures can be very,
very harmful. It is too soon to tell whether, in fact, adversaries will
take great note of the things that he has disclosed. But those capa-
bilities, sensitive capabilities give them a playbook as to how they
would avoid, right, the time and attention of the U.S. foreign intel-
ligence and, for that matter, domestic intelligence organizations. So
we are very concerned about that.

Mr. Litt would like to take the second question on contractors.

Mr. LiTT. Yes, on the question about contractors, it is important
to differentiate between two kinds of contractors. When we—when
Lockheed Martin or somebody builds a satellite for us, that is a
contractor. And so, when you talk about 70 percent of the budget
being contractors, and I don’t know that number offhand, but I will
assume it is accurate, that includes all the contracts for building
of satellites, for rental of space, and so on and so forth.

There is another category of contractors, which we call core con-
tractors, which are the people who work in the building side-by-
side with us. We have been working very hard to reduce the num-
ber of core contractors. I think in the last 5 years, we have reduced
it by 36 percent.

Obviously, as a result of what has happened recently, we are
looking again at whether certain categories of employees should not
be contractors but should be made Government employees.

Ms. JACKSON LEE. Mr. Litt, we have had this discussion before.

Mr. GOODLATTE. The time of the gentlewoman has expired.

Ms. JACKSON LEE. I think you need help, and I would like to
work with you on the legislation.

Thank you, Mr. Chairman. I would like to work with Mr. Litt to
get that done and get that more——

Mr. GOODLATTE. The time of the gentlewoman has expired.

Ms. JACKSON LEE. I yield back.

Mr. GOODLATTE. The gentleman from Iowa, Mr. King, is recog-
nized for 5 minutes.

Mr. KING. Thank you, Mr. Chairman. I appreciate this hearing
and the testimony of the witnesses.

And I would first turn to Mr. Litt. And if I remember in your
opening statement, you made mention that there wasn’t restriction
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on foreign intelligence surveillance prior to 1978 and the FISA
court. Am I correct on that?

Mr. LITT. Yes, there was no judicial involvement.

Mr. KiNG. And I would submit that every Nation that I know of
does foreign surveillance, and I don’t know of other Nations that
have judicial interference with the national security activity of for-
eign surveillance. And are you aware of any?

Mr. LITT. I can’t speak for every Nation, but I think, generally
speaking, you are correct that other Nations do not have their
courts involved in foreign intelligence activities.

Mr. KING. So we are relatively unique in that, and neither do I
understand why we would be concerned about the privacy or I will
say the manufactured constitutional rights of foreign persons in
foreign countries communicating with other foreign persons in for-
eign countries. I don’t know why we would worry about their pri-
vacy.

And I don’t know why we would worry about their privacy if
there is a nexus that might happen to be in the United States, pro-
vided it didn’t interfere with the rights of a U.S. person. Would you
agree with that?

Mr. LitT. Well, I think from the point of view of the Constitution,
it is correct that as the Deputy Attorney General said, that for-
eigners generally aren’t protected by the Constitution. It is, none-
theless, true that we don’t go out indiscriminately even as to for-
eigners. We only collect intelligence that has a valid foreign intel-
ligence purpose.

Mr. KING. Yes, I understand the decency of the American people,
but are we safer when we have judges deciding what we can sur-
veil in foreign countries when there are foreign persons?

Mr. LiTT. I think that we have found that the operation of FISA
so far has allowed us to collect the foreign intelligence that we need
to collect to protect the Nation.

Mr. KING. And I am hearing that. Just another way of asking
questions about this. The phone companies collect a lot of data, and
it was mentioned that you like to keep that data for 5 years, the
metadata. But some only keep it for a year and a half.

If an agreement could be reached with the phone companies to
maintain that data for a 5-year period of time, the duration that
you request, wouldn’t that be a firewall that would be more reliable
than having to have the facility to restore all that data. Mr. Inglis?

Mr. INGLIS. Yes, sir. A reasonable question, and I think that
there are some challenges that could be overcome. The first is that
those companies collect that data for their own business purposes,
not necessarily for the Government’s.

And so, to rely upon what they hold themselves, there would
have to be some basis by which you could either compel them or
have some confidence that over time

Mr. KING. A contractual agreement perhaps?

Mr. INGLIS. Pardon, sir?

Mr. KING. A contractual agreement perhaps?

Mr. INGLIS. Contractual agreement, possibly some liability pro-
tection. I will leave the legal framing of that to those who do stat-
ute and policy.
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Two, you would have to have some confidence that you could effi-
ciently, quickly query that data.

Mr. KING. Sure.

Mr. INGLIS. And so, if you had multiple providers, upwards of
more than two providers, you would then run pillar to post
querying that data to

Mr. KING. Could I ask you to take a careful look at that and
come back to me with a—with really a serious, reasoned answer?
You are giving me a good answer so far. I would just like you to
dig in

Mr. INGLIS. Yes, sir, we will. So it turns out that the Senate Se-
lect Committee on Intelligence, House Permanent Select Com-
mittee on Intelligence, and the executive branch have all asked us
a question along those lines. We would be happy to provide those
to you.

Mr. KING. Curious. Okay. Well, my clock is ticking down, but I
will stick with you, Mr. Inglis.

Now I am just going to ask this question, and it is not really a
hypothetical, but point it out this way. And I am going to go
through the list. So you have to check on each one, and I will come
back if I need to.

Do we have the ability to not necessarily listen in, but track
every phone call in the United States? That is one question.

Second one, do we have the ability to track any email in the
United States? Do we have the ability to track Web site activity,
any Web site activity in the United States?

Do we have the ability to enter into active chat rooms and in real
time monitor? Do we have the ability to track any electronic credit
or debit transactions, including the ATM transaction mentioned by
the gentlelady from California? Do we have the ability to locate cell
phones that are active?

Do we have the ability to track GPS locators, whether they are
on vehicles or other devices? And then I know my clock is running
down, so I want to pour a little more in here.

It is reported by the Obama campaign that they profiled voters
with open source data and used that data to target voters for turn-
out and voter suppression. The IRS has used their search engine
to target the President’s political enemies.

Now if we can go this far, if all of these things are happening,
if the answer is relatively yes to this list that I have given, then
I would charge that it would be likely impossible to drive from
Bangor, Maine, to Los Angeles without leaving a data trail in this
country. And all of these things can be justified by the Constitu-
tion, by statute, by case law.

Am I close? And how would you respond to that big question?

Mr. INGLIS. Yes, sir. If the predicate to each of those eight ques-
tions is “in the U.S.” and if the further predicate is “can the NSA,”
the answer would be no to all of those questions. Is it technically
feasible to do some of those things? Of course.

And some of those things are, in fact, done by marketing organi-
zations, by the telecommunications writers who attempt to deter-
mine the flow and the allocation of resource bandwidth to their re-
sources. But the National Security Agency, as a foreign intelligence
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entity, lacks the authority and, frankly, lacks the collection to do
the things that are on that list of eight questions.

Mr. KING. I would like to drill into that a little deeper if I had
the time, but I thank you and I will yield back.

Mr. INGLIS. Sir, we would be happy to take a visit at NSA or
come down and talk to you in whatever detail you would prefer.

Mr. GOODLATTE. The Chair thanks the gentleman and recognizes
the gentleman from Tennessee, Mr. Cohen, for 5 minutes.

Mr. CoHEN. Thank you, Mr. Chair.

First, I would like to make a point. One of the previous ques-
tioners took the opportunity to attack the Administration and said
this Administration has used the ends to justify the means in many
areas.

I believe, Mr. Cole, you said that all these programs started
under the Bush administration and have not differed from Repub-
lican and Democrat. Is that correct?

Mr. CoLE. That is correct, sir.

Mr. COHEN. I appreciate your clearing it up. And then to this
question that the President and this Administration on the IRS, I
believe it has come out that they not only looked at Tea Party, but
they looked at liberal groups and any group that they felt was
more than 50 percent political to look at in IRS. And it is wrong
to question this President on those issues once the facts have come
out to show that it was not a partisan or issue-driven area.

And I find—take umbrage on behalf of the Administration at
such questions and such allegations.

Now let me ask you this, sir. Mr. Snowden, what security status
did he have? He could see anything there that he wanted to? Was
he limited in what he had access to?

Mr. CoLE. Let me put that over to Mr. Inglis.

Mr. COHEN. Sure.

Mr. INGLIS. Mr. Snowden had a top secret special compartmented
intelligence clearance. That is standard for someone in the U.S. in-
telligence community given access to top secret information.

He, as a system administrator, had additional privileges that he
could then set the permissions on various devices within the infor-
mation systems, who could access things and how you could move
data around.

Mr. COHEN. Generally, how many people—how many people gen-
erally are in the same level as he was to access this information?

Mr. INGLIS. Across the population—and again, in this forum, I
will be general in my description. But across the population num-
bering in tens of thousands, and you would expect hundreds of peo-
ple would have those sorts of extraordinary permission, system ad-
ministrator permissions

Mr. COHEN. So tens of thousands of people could have done what
Snowden did?

Mr. INGLIS. No, sir. I would say that perhaps hundreds. And
could I make a further distinction between his privileges in terms
of what he could control?

Like any organization, NSA has a side of its information archi-
tecture that is intended to make information available to people so
that they might discover capabilities, they might find each other,
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they might pass email to each other. It is intended to be a free ex-
change of information.

But then there is a production side that is much more rigorously
controlled, and there is a need-to-know rule, philosophy on that
side. Now Mr. Snowden took ruthless advantage of the former and
did not have access to the latter, except in some limited cir-
cumstances in the training that he undertook in the last few
months of his——

Mr. CoHEN. I asked in a letter, and you responded to me—I be-
lieve I got it last night—about the background on the security proc-
essing of Mr. Snowden. And I was concerned that a high school
dropout, not that there can’t be great high school dropouts, but it
shows you can’t meet certain criteria.

Because basically finishing high school is you are going to jump
through the loops. That guy wouldn’t jump through the loops, and
he has shown at other places he wouldn’t jump through the hoops
and he wouldn’t do that. To put him in that type of top security
level, I think, is questionable.

But it was said that the Associate Directorate for Security and
Counterintelligence begins the clearance process. Is any of the
work of the Associate Directorate for Security and Counterintel-
1ige?nce contracted out, or is that all done by Government employ-
ees?

Mr. INGLIS. I think the determinations of whether to grant a
clearance or not, that is an inherently governmental function. And
so, that would be retained by Government employees. But in the
investigation, the determination of the facts and circumstances as-
sociated with anyone’s clearance determination, some of that would
be contracted out.

And I could provide the details——

Mr. COHEN. Does it concern you at all? Should it be contracted
out, or should that be strictly in-house?

Mr. INGLIS. There is an inherently governmental decision to be
made in that, and that, therefore, should be withheld and retained
inside the Government. The production of information in terms of
conducting interviews, investigations, I think that some of that can
be reasonably contracted out such that the synthesis and an exam-
ination of that is done by someone that has the higher trust.

Mr. CoHEN. And how did Mr. Snowden take this data with him?
He has got certain information in Moscow with him now. How did
he do that?

Mr. INGLIS. Sir, I don’t actually know precisely how he took the
information with him, and it is a matter of investigation. I think
in due course, we will know, and we would be happy to provide
that to you.

Mr. COHEN. But he would have probably taken it on some type
of a disk or some type of a little with him?

Mr. INGLIS. T just

Mr. COHEN. From a secure facility, I presume——

Mr. INGLIS. I would just be speculating. I think that that is pos-
sible.

Mr. CoHEN. Well, should there not be some changes in the proce-
dures to make sure that people don’t leave that secure facility with
disks or anything else?
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Mr. INGLIS. Mr. Cohen, I would say that we are examining all
of that. There are some controls already in the system about who
can download to secondary storage devices——

Mr. CoHEN. All right. Let me ask Mr. Cole. You mentioned that
the judges come from different Administrations, the FISA judges.
Would it surprise you to know that 10 of the 11 judges all came—
were appointed by Republican Presidents?

Mr. CoLE. These are—it wouldn’t surprise me. It wouldn’t sur-
prise me either way. These are selections that are made by the
Chief Justice.

Mr. CoHEN. By the Chief Justice, who is a Republican appointee.
And he has picked—10 of the 11 judges he has picked were ap-
pointed by Republican Presidents. Yet if you go back over history,
back to Jimmy Carter, it is about the same number of years. There
is a difference of 4 of Democratic and Republican Presidents. But
he chose Republicans.

Do you think there should be some change to make sure that
there 1s possibly an ideological balance on that FISA court?

Mr. GOwDY [presiding]. You can answer the question. The gentle-
man’s time has expired, but you can answer the question.

Mr. CoLE. I think those are issues that we can discuss, that we
try to take partisan politics out of the judicial aspect of it, and it
operates, I think, best when it is insulated from that.

Mr. CoHEN. I thank the panel, and I thank the gentleman from
the Palmetto State.

Mr. GowDY. Thank the gentleman from the Volunteer State.

The Chair would now recognize the gentleman from Texas, Judge
Poe.

Mr. POE. Thank the Chair.

Thank you for being here.

My background is, as the Chairman just mentioned, a judge. I
spent 22 years at the criminal courthouse in Houston trying every-
thing from stealing to killing. So I don’t like criminals at all.

But I have looked at the Constitution and read it, and I am going
to just read you one thing, one phrase that all of you know prob-
ably by memory. It is the Fourth Amendment, “The right of the
people to be secure in their persons, houses, papers, and effects
against unreasonable searches and seizures shall not be violated.
No warrants shall issue, except upon probable cause, supported by
oath or affirmation, and particularly describing the place to be
seized and searched and the persons or things to be seized.”

And as we all know, generally speaking, historically, warrants
are brought to judges by law enforcement and the judge signs or
doesn’t sign the warrant, issuing the paper to go out and seize that
person in that specific place.

Now I have read that numerous times, and I don’t see in here
anywhere as an exception for national security. Do any of you see
a national security exemption to the Fourth Amendment?

Mr. LiTT. There is not a national security exemption, but several
courts have held that there is—that the warrant requirement of
the Fourth Amendment does not extend to the conduct of foreign
intelligence. That is not to say that the reasonableness requirement
doesn’t apply.

Mr. PoE. Okay.
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Mr. LITT. But the warrant requirement

Mr. POE. I just have a little bit of time. I understand your an-
swer. We are not talking now about foreign intelligence. Let us set
the foreign issue and terrorists overseas where they are running
wild, set that aside.

Let us talk about searches and seizures in the United States of
American citizens. Question, is there a national security exception
to the Fourth Amendment when it comes to American citizens in
t}fle UI;ited States? Do you see that in the Fourth Amendment, any
of you?

Mr. LITT. Again, there is not a national security exception. There
is a case of the Supreme Court called United States v. United
States District Court. It is possible to have foreign intelligence col-
lection against Americans, and I offer you the situation of an Amer-
ican who is a spy for Russia. We can be collecting valid foreign in-
telligence there, even though that person is an American.

It happens that the Congress, in the FISA, has established war-
rant requirements for electronic surveillance and so on.

Mr. POE. I understand that. But the Fourth Amendment doesn’t
give that example.

Mr. Lirt. With due respect, there are cases that say——

Mr. POE. Okay.

Mr. LITT [continuing]. There is an exception——

Mr. POE. We are going to argue until the sun goes down. The
Fourth Amendment doesn’t mention national security exception
when it comes to the Fourth Amendment. That has been expanded
throughout the years because of FISA, because of court rulings, but
it is not in the Fourth Amendment.

And I think that we should remember that the Fourth Amend-
ment was written because of what was going on with King George
III, how he was going into people’s homes in the United States—
the Colonies in those days—and seizing things with his Redcoats
without a warrant. That is the basis of it.

And I hope we don’t get to a point in this country in the name
of national security that we infringe and bruise the Fourth Amend-
ment. I don’t know about the four of you

Mr. NADLER. Would the gentleman yield?

Mr. PoE. I won’t. Sorry. I don’t know about the four of you, but
I have been in the former Soviet Union when it was—we can’t use
this word anymore—Communistic. And I was there, and the ac-
tions of the citizens were constantly under surveillance by govern-
ment.

And anything that was done, the government would say we are
doing this for national security reasons because of those bad, old
Americans overseas. We go into your homes. We bruise the concept
of rights all in the name of national security.

That concerns me, and I hope, as we move forward as a Con-
gress, we rein in the concept that it is okay to bruise the spirit of
the Constitution in the name of national security.

Question, people who have had their—the law NSA violated. I
think Snowden, I don’t like him at all, but we would have never
known what happened if he hadn’t have told us. Do they have a
recourse against the Government for improperly seizure of their
records? Is there a recourse?
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Mr. GowDpy. You may answer the judge’s question. His time is
expired, but you may answer the judge’s question.

Mr. CoLE. It depends on the nature of that seizure, depending
on where they came from. For example, if it comes from a third
party, it is not necessarily their records. But the phone company
can certainly challenge the subpoenas. And if it was to be used
against them in a court, they would be in a position to be able to
challenge that use.

Mr. POE. I thank the Chairman. I have other questions I would
like to submit for the record for the four panelists.

Mr. GowDY. And I am confident that one of your colleagues will
yield you time, Your Honor, since you have made it known that you
want it. And if they won’t, I will give you mine.

The Chair will now recognize the gentleman from Georgia, Mr.
Johnson.

Mr. JOHNSON. Thank you, Mr. Chairman.

Mr. Cole, to follow up on some of the principles that you were
just talking about, are you familiar with the case of State v. Mary-
land back in 1979, U.S. Supreme Court?

Mr. COLE. Smith v. Maryland?

Mr. JOHNSON. Yes.

Mr. CoLE. Yes, I am, sir.

Mr. JOHNSON. Having to do with telephone records. Is that cor-
rect?

Mr. CoLE. That is correct.

Mr. JOHNSON. And the question was whether or not there was
a Fourth Amendment privacy interest in telephone records held by
the telephone company?

Mr. CoLE. That is correct. That was the issue.

Mr. JOHNSON. And how did the court rule on that issue?

Mr. COLE. The court ruled that there was no reasonable expecta-
tion of privacy in those records because they really belong to the
telephone company. They didn’t belong to the individual who they
related to.

Mr. JOHNSON. Now is that case applicable to the case or to the
issue of collection of metadata?

Mr. CoLE. Yes, sir, it is.

Mr. JOHNSON. All right. And so, it was the collection of metadata,
domestic-to-domestic phone calls metadata—not content, but
metadata. Domestic-to-domestic, domestic-to-foreign, foreign-to-do-
mestic. Is that correct?

Mr. CoLE. That is correct. That is the metadata that we are talk-
ing about here.

Mr. JOHNSON. That is the program that Edward Snowden re-
vealed. Is that correct?

Mr. CoLE. That is correct.

Mr. JOHNSON. And he also revealed a program called the PRISM
program. Is that correct?

Mr. COLE. That is correct as well.

Mr. JoHNSON. The PRISM program was a program that enabled
the collection of Internet metadata, not content. Is that correct?

Mr. CoLE. No, that is not correct.

Mr. JOHNSON. That is not correct. Okay. Explain to me what the
PRISM program——
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Mr. CoLE. PRISM, and I can defer to some of my colleagues if
I get any of this wrong. PRISM is under the 702 provision, which
allows collection of content, but it is only content of non-U.S. per-
sons who are reasonably believed to be outside of the United
States.

Mr. JOHNSON. Okay. So that is the PRISM program which col-
lects data, including content, from foreign communications, and
then there is a minimalization process of eliminating domestic-to-
foreign or foreign-to-domestic communications that were not rel-
evant to national security. Is that correct?

Mr. CoLE. That is generally correct, or some serious impending
death or something like that, if there is an emergency. But gen-
erally, that is correct.

Mr. JOHNSON. Now that program, certainly we don’t want our ad-
versaries to know of what we are doing to watch them and to sur-
veil them, foreign intelligence collection. We certainly don’t want
that to be exposed to the public?

Mr. CoLE. No, sir. We do not.

Mr. JOHNSON. We need that to be kind of secret. But with respect
to the data collection of domestic-to-domestic metadata, why is it
necessary that the American people not know of that program?
Why is it that that program has to be confidential, classified, se-
cret?

Mr. CoLE. I wasn’t there at the time that it was classified, but
I can give a little bit of speculation. The more people know about
the way we go about trying to identify terrorist networks, the more
they will avoid the kinds of ways that we use to do that. They may
start to avoid communicating through phones.

Mr. JOHNSON. If they can’t communicate through phones or can’t
communicate over the Internet, what will they do? Take a can on
one end and put a string through it, and a can on the other end?
Would they communicate like that?

Mr. CoLE. It may be more difficult for them to communicate, but
they may find other ways or other mechanisms or other providers
to do it through.

Mr. JOHNSON. Well, it is always going to be a cat and mouse
game in that regard.

Mr. CoLE. That is correct.

Mr. JOHNSON. The American people, in my opinion, should know
of the activities that affect them, the collection of telephone
metadata is not personal information. However, the Government
collecting this information and creating a database with which it
can then use to investigate information that is acquired from for-
eign sources related to national security or terrorist act, the Amer-
ican people may conclude that they want their Government to col-
lect that data.

But if they don’t know that the Government is collecting the data
and then they find out after it is leaked by someone who thinks
that it is illegal, they find out in that way and then they start to
lose confidence in their Government. Is that the situation that we
find ourselves in today, anyone?

Mr. GowDY. The gentleman’s time has expired. You may answer
the question.
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Mr. JOHNSON. And by the way, I am a former judge, too. [Laugh-
ter.]

Mr. GowbpY. Your Honor, had I known that, I would have ad-
dressed you appropriately. Please accept my apologies, Your Honor.

Mr. JOHNSON. Thank you. Thank you, Mr. Chairman.

Mr. CoLE. I think that is always the kind of issue that we wres-
tle with, which is the issue of trying to balance the need to protect
the secrecy of some of these programs so that they will be effective
with the need to be as transparent as we can about it because that
is the kind of society we live in, where people participate in the de-
cisions of government.

So those are always difficult balances to find, and that is the one
we are trying to find and we find ourselves in right now.

Mr. JOHNSON. Thank you.

Mr. Gowpy. Thank you, Judge Johnson.

The Chair would now recognize the gentleman from Idaho, Mr.
Labrador.

Mr. LABRADOR. Thank you, Mr. Chairman.

You know, I think more important than balancing those needs is
to balance our liberties with our security, and I think that is what
we are all concerned about today. We are looking at a system that
is allowing the Government to collect everybody’s metadata.

And just recently, I had the opportunity to travel through a se-
ries of countries, and I won’t mention which country it is, but I was
told before I went to that country that it was a police state. And
I had heard that term my entire life. I had never really understood
what it meant.

I had heard about the USSR and other Nations that were con-
stantly surveilling their citizens and the people who visited that
country, and I had never experienced what I experienced when I
was there. Where I actually felt, literally, like I was being observed
in very place that I went.

And the place was very secure. The place was very safe. There
was very little crime. There were very few things happening. But
it was because people had given up their liberty in exchange for se-
curity.

And I think that is what this Committee and I think what most
Americans are concerned about, that we are going to give up our
liberties in exchange for security. So I just have a few questions.

Mr. Litt, you said in your introductory statement that this was
not a rubber stamp, that the judges were not a rubber stamp. But
I had a hard time following your argument because your argument
seems to be that because the judges are actually reading the mate-
rial, it is not a rubber stamp. That seems to be a nonsensical argu-
ment to me.

I can either rubber stamp something by reading the material or
not reading the material. That doesn’t seem to be a determination
of whether somebody is rubber stamping something. It seems to me
that the difference—I was a criminal defense attorney. Never a
judge, just a criminal defense attorney.

Mr. LiTT. There is still time, sir.

Mr. LABRADOR. But no thank you. And it seems to me that there
is always a check and balance on the power of the Government.
Even when you go get a warrant when something happens, you
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still have an adversary on the other side who can contest it in
court, who can contest it in hearings, who can contest all those
things. But that is not happening in the FISA court.

How can we address that?

Mr. LITT. So I have a couple of things to say, if I would? On your
first point about the FISC being a rubber stamp, it is not just that
they read the opinions. I mean, the idea of a rubber stamp is that
they don’t think about it. They just say you are giving me this, ap-
proved. And my point is that is not what happens.

They not only read it. They ask questions. They think about it.
They push back. They do a careful study and analysis. So it
wasn’t—I didn’t mean to suggest that it is only because they read
the——

Mr. LABRADOR. Okay. All right.

Mr. LITT. On your second point, if I can just get philosophical for
a second, this goes to one of the other points that I made in my
opening remarks, and that is that what we have here is not—is the
oversight of intelligence activities. It is not a litigation. It is not a
criminal trial. It is not a civil trial.

This is a situation

Mr. LABRADOR. And I understand that, but let me stop you there.
And again, like Judge Poe did just a minute ago, I am not so wor-
ried about Section 702. I am not so worried about foreign intel-
ligence. I am worried about you are gathering my information. It
is my personal data that right now the United States has, and I
am concerned about that.

I am concerned about you having the data, the metadata of every
single American, and I think there should be some mechanism for
us to be able to counter whatever the—and I have all respect for
judges. I served as a lawyer for 15 years. They were usually right,
and I was usually wrong. At least I would tell them that.

And I have a great respect for the legal system, for the judiciary
system. But I am concerned when you don’t have somebody on the
other side, advocating for the rights of citizens of the United
States, and it is something that we need to discuss here in this
Committee and we need to figure out.

Now let us go to Smith v. Maryland. Mr. Cole, you mentioned
Smith v. Maryland. It is totally not an analogous case, I believe,
to what we are talking about here. What in the FISA statute or
in the PATRIOT Act allows you to collect the data of every single
American? That is what I am not understanding.

Because even if you follow Smith v. Maryland, you are talking
about one individual who was suspected of committing a crime, and
now you are telling me, and we have just recently learned, that we
are collecting the metadata of every single American. And that con-
cerns me.

Mr. CoOLE. I think there are two different issues that are involved
here. Smith v. Maryland only goes to the issue of whether the
Fourth Amendment applies to this kind of data, not whether the
Fourth Amendment prohibits or allows the kind of collection under
215. That is a separate issue, and that is governed by the provi-
sions of the statute of Section 215, which requires that in order for
a court to approve the collection method that is being put forth, it
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must have demonstrated to it that the data is relevant to the inves-
tigation of the specified terrorist groups.

The relevance is found in the combination of the two orders. The
limitations first, where the court says you can’t just roam through
this any time you want, for any purpose you want, any day you
want, any time you want. That cannot be done. You must find rea-
sonable, articulable suspicion that the number you want to query
is related to one of these terrorist groups.

Mr. LABRADOR. And I understand that. I believe that this argu-
ment, before my time has expired, but I think that determination
has to occur before you collect the data, not after you collect the
data. And I think that is what is wrong with what you guys are
doing at this time.

But I appreciate your service. I appreciate you being here today.

Mr. Gowpy. I thank the gentleman from Idaho.

The Chair will now recognize the gentlelady from California, Ms.
Chu.

Ms. CHu. Thank you, Mr. Chair.

I was listening to the steps that you outlined for actually doing
a query for the metabase, the metadata. And you were describing
it as a way of showing what kind of constraints you use on this in-
formation.

So, Mr. Inglis, I would like to ask this. It sounds to me like, first,
you have determined that the phone numbers of all the American
people is relevant. Then in order to actually query the database,
you have to establish reasonable, articulable suspicion. And in
order to do that, you have said that 22 people at NSA can approve
the query.

I wonder why is it that these 22 people have this power? They
appear to be acting like court judges, and why would they be per-
forming the job that the FISA courts were set up to do?

In other words, shouldn’t the agency go to a FISA court to seek
to retrieve data from a third party’s database when they actually
have need of specified information, and who are these 22 people?

Mr. INGLIS. So the court, in its order, has prescribed that par-
ticular procedure, has prescribed that those people, that number of
people would have that authority, and that those people would fol-
low court-ordered procedure and that they be trained to a standard,
again approved by the court. And so, that is how we came to that
particular implementation.

Defer to Mr. Cole for any of the legal analysis under that.

Mr. CoLE. I think the only issue that I would take with how you
describe it is by saying you first have to define or find that all of
those records are relevant. This is a combination of two different
court orders that come together, and they have to be read together
as you look at this.

So it is not just one or the other. It is a whole program that is
put together and presented to the court with the limitations and
the oversight and the restrictions on how it can be accessed. Only
with all of those considered as a whole does the court then make
the relevancy determination.

Ms. CHU. Well, then let me continue on with the description that
you gave with regard to how you proceed along these lines, which
is that after they approve it, then it appears that after the fact you
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have an audit, and then you file papers with the court on this
audit. And then the Department of Justice reviews it.

Mr. CoOLE. It is not exactly in that order, and again, Mr. Inglis
can correct me if I am wrong. There is the documented reasonable,
articulable suspicion that takes place ahead of time. That is then
reviewed again by supervisors ahead of time to make sure that it
is 1being done properly and the standards are being applied prop-
erly.

The query is then made. On a periodic basis, the Department of
Justice and the Office of the Director of National Intelligence, the
Inspector General for NSA all sample and look at these things to
make sure that, in fact, it is being applied properly and that it is
being done properly and that there aren’t any misapplications of it.

And there are periodic reports that go to the court of any compli-
ance problems. We have to talk about every 90 days getting re-
newed authority. And when there are any issues that come up and
any problems that are discovered, they are reported to the Con-
gress and to the Intelligence and the Judiciary Committees as well.

So there are a lot of different checks and balances and audits
that go on, both before the query is made, as well as after the
query is made. And if there are problems found with the query,
then that is all fixed, and whatever is collected is remediated.

Ms. CHU. Well, my concern with regard to the second half is that
it is retroactive, and it seems that more of the protection should
be on the first half of these steps that you are talking about. And
are those documents with regard to your DOJ reviews of the que-
ries, are those available to this Committee?

Mr. CoLE. I would imagine that those would probably be classi-
fied documents. I would have to go back and check, but that is—
it certainly would look at the facts that we have and how we get
them and what the nature of them is. So my guess would be that
those would be classified.

Ms. CHU. Are they—well, you said they were reviewed by Con-
gress, but where?

Mr. CoLE. I think that the review takes place. There are reports
that are made. When leadership of the Committee or other aspects
of the Committee want briefings in classified settings, those are ar-
ranged as well.

Ms. CHU. Okay. Well, let me ask also about the issue of court
documents. I understand that secrecy is essential when conducting
any intelligence investigations. But we have to ensure that these
efforts are working within the legal framework of the Constitution.

We learned earlier this week that a FISA court agreed to declas-
sify documents from a 2008 case in which Yahoo! raised concerns
about NSA’s data collecting program, and other requests have been
filed by companies that are in similar situations. What is the harm
in releasing this type of information? Shouldn’t the American pub-
lic be informed about how this type of information is collected and
used, and why couldn’t you redact the information that is of secu-
rity concern?

Mr. GowDY. You may answer the question. The gentlelady’s time
has expired, but you may answer her question.

Mr. LiTT. I think we all agree that that is something that should
be done. It is difficult to do because, frequently, the classified infor-
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mation is fully intertwined with the legal analysis. But we recog-
nize that it is our obligation to make as much of this available to
the public as we can, and we are working as hard as we can to ac-
complish that.

Ms. CHU. Thank you.

Mr. Gowpy. Thank the gentlelady from California.

The Chair will now recognize the gentleman from Texas, Mr.
Farenthold.

Mr. FARENTHOLD. Thank you, Mr. Chairman.

I don’t know where to start here. I have got so many questions.
I guess I will start with Mr. Cole.

Do you see any limitation under the Fourth Amendment or the
PATRIOT Act on the Government’s power to gather information in
mass on people?

Mr. COLE. Yes, sir. I see very many limitations from both the
Fourth Amendment and from the PATRIOT Act and from the FISA
Act. There are many, many limitations that are put in and many,
many checks and balances, both through the United States Con-
gress and the courts.

Mr. FARENTHOLD. All right. So let us go over a couple of those.
I assume you would have to go to the FISA court, and those are
one of the checks and balances. Could you go to the FISA court and
argue that you had a right to obtain, say, either an individual’s or
?vergl American’s tax return. Could you argue that with a straight

ace’

Mr. CoLE. Well, I think they——

Mr. FARENTHOLD. I have got a long list of them. Yes or no.

Mr. COLE. Any individual’s tax return, there are separate laws
that cover the acquisition of tax returns.

Mr. FARENTHOLD. All right. So you can get tax returns. Could
you get at somebody’s permanent record from school?

Mr. CoLE. If it was relevant to the investigation, you could go to
the FISA court and ask for that——

Mr. FARENTHOLD. Could you get somebody’s hotel records?

Mr. CoLE. If it was relevant to the investigation.

Mr. FARENTHOLD. Could you get records of everybody who stayed
in a particular hotel at any time?

Mr. CoLE. If you can demonstrate to the court that it is relevant
to the investigation.

Mr. FARENTHOLD. Okay. Could you—you could get my Visa/
Mastercard records?

Mr. CorLE. If I can demonstrate to the court that it is rel-
evant——

Mr. FARENTHOLD. All right. Could you demonstrate, could you
argue with a straight face you could demonstrate the court to cre-
ate a database of everybody’s Visa and Mastercard, every financial
transactions that happened in the country because Visa and
Mastercard only keep those for a couple of years?

Mr. CoLE. Mr. Farenthold, that is all dependent on exactly what
I am investigating and what the relevance of information would be
and how it would be used and how it would be limited. All of those
factors have to go into it. It is not a simple yes or no, black or
white issue. It is a very complicated issue.

Mr. FARENTHOLD. Could you get Google searches?
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Mr. CoLE. I am sorry, sir?

Mr. FARENTHOLD. Could you get all the searches I made on a
search engine?

Mr. CoLE. Again, it would depend. I would have to make a show-
ing to the court that that kind of information was relevant to the
investigation.

Mr. FARENTHOLD. Could you get all Google searches and then
come back and say we are going to search them later when we
have got that information?

Mr. CoLE. It would depend on the way that I would be able to
search them. And again, under 215 of these—of this statute that
we are talking about, it is only if I can show that it is related to
specific terrorist organizations. It is not for anything under the
sun.

Mr. FARENTHOLD. Can you get the GPS data from my phone, too,
probably?

Mr. CoLE. I am sorry?

Mr. FARENTHOLD. You can probably make a good argument for
getting the GPS data out of my phones or the mappings off where
I use on my phones, too?

Mr. COLE. Again, there is great limitations on how I can do that
and only if it is relevant to an investigation of those specific ter-
rorist organizations.

Mr. FARENTHOLD. All right. But how is having every phone call
that I make to my wife, to my daughter relevant to any terror in-
vestigation?

Mr. CoLE. I don’t know that every call you make to your wife or
your daughter

Mr. FARENTHOLD. But you have got them.

Mr. CoLE. I don’t know that they would be relevant, and we
would probably not seek to query them because we wouldn’t have
the information that we would need to make that query.

Mr. FARENTHOLD. But somebody like Mr. Snowden might be able
to query them without your knowledge?

Mr. CoLE. I don’t believe that is true, but Mr. Inglis could an-
swer that. I don’t think he would have access to that or be able to
do it.

Mr. FARENTHOLD. Okay.

Mr. INGLIS. We don’t believe that he could query those without
our knowledge, and therefore, those would be caught.

Mr. FARENTHOLD. All right. That is slightly reassuring.

The Fourth Amendment specifically was designed, as Judge Poe
pointed out, to prohibit general warrants. How could collecting
every piece of phone data be perceived as anything but a general
warrant?

Mr. CoLE. Because the phone data, according to the Supreme
Court, is not something within which citizens have a reasonable ex-
pectation of privacy. It belongs to the phone company.

Mr. FARENTHOLD. So do I have a reasonable expectation of pri-
vacy in any information that I share with any company, my Google
searches, the email I send? Do I have a reasonable expectation of
privacy in anything, but maybe a letter I hand deliver to my wife
in a skiff?




52

Mr. CoOLE. Those are all dependent on the facts and cir-
cumstances of the documents we are talking about. In the case of
metadata, the Supreme Court specifically ruled that there was not
coverage by the Fourth Amendment because of no reasonable ex-
pectation of privacy.

Mr. FARENTHOLD. I just want to point out how concerned I am
about this data being so easily available, and just with a stroke of
a pen, Congress and the President could change the search criteria
as to what is searched or change the definition of a terrorist or
search—the fact that this data exists in the hands of the Govern-
ment. We saw what the IRS has done with tax returns, targeting
people for political belief.

Let me ask you one other quick question. Why do these orders
not violate the First Amendment? We have talked a lot about the
Fourth Amendment, but why doesn’t it violate the First Amend-
ment, my right to freedom of association and my freedom of speech,
having the Government know who I am talking to and when?

Mr. CoLE. Again, these are issues that are looked at by the court
in determining whether any constitutional rights are involved. We
don’t know who it is that has a specific phone number that is being
called under this.

Mr. FARENTHOLD. And you can’t look that up on one page on the
Internet?

I yield back.

Mr. GowDY. The gentleman’s time has expired.

The Chair will now recognize the gentleman from Florida, Mr.
Deutch.

Mr. DEUTCH. Thank you, Mr. Chairman.

Mr. Chairman, like many Americans, I was shocked by the rev-
elations that the NSA has been secretly collecting phone records,
Internet data on millions of Americans, thanks to a lawfully issued
warrant approved by the Foreign Intelligence Surveillance Court,
often called the FISA court. Many Members of Congress, myself in-
cluded, were left completely in the dark about the extent of the
NSA’s data mining program, and I worry about the balance be-
tween legitimate national security needs and the constitutionally
protected rights of all Americans.

The Government is stockpiling sensitive personal data on a
grand scale. Intelligence officers, contractors, and personnel only
need a rubber stamp warrant from the FISA court to then learn
virtually everything there is to know about an American citizen.

The American people have a right to know about this program
and at the very least know that such a program is operating within
our system of checks and balances. And I believe Congress has a
constitutional obligation to protect individual privacy rights, and I
believe it is time to reexamine the PATRIOT Act, insert greater ac-
countability into the FISA court, and ensure that our laws cannot
be interpreted behind the backs of the American public.

With this hearing, this Committee has begun this important
work of oversight and repair, and I thank the Chairman and the
Ranking Member for calling this hearing. I thank the witnesses as
well for participating.

Mr. Cole, I want to ask you about the October 2011 letter sent
by then-Assistant Attorney General Ronald Weich to Senators
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Wyden and Udall regarding Section 215. The disturbing informa-
tion that Senators Wyden and Udall learned, however, was classi-
fied and was, thus, kept from the American public and even most
Members of Congress.

Now Mr. Weich seemed to imply in his response to Senators
Wyden and Udall that because Congress, or at least a select num-
ber of Members of Congress anyway, received intelligence briefings
in accordance with the PATRIOT Act that there is no cause for
alarm that the Government was using some sort of secret law, se-
cret law to expand its surveillance activities.

Now the PATRIOT Act was passed in response to the horrific at-
tacks on 9/11, designed to bolster national security by expanding
the investigative techniques used by the Government and law en-
forcement officials to hunt down suspected terrorists, something
that we all agree is important. But Section 215 had a standard of
relevance, and there had to be concrete information linking a per-
son to a terrorist organization before the NSA could secure that
person’s information.

Instead, what we have learned is that the FISA court has essen-
tially rewritten Section 215 to say that any and all person’s records
may be considered relevant, therefore allowing the NSA to indis-
criminately collect sensitive data on all Americans. The fact is in
2012, the Government made 1,789 requests to conduct electronic
surveillance. The court approved 1,788, and the Government with-
drew the other.

Now as a Member of Congress who was not privy to those intel-
ligence briefings, I had to accept Mr. Weich’s assurance that there
is no secret law. But in the aftermath of these recent leaks, how-
ever, it seems that there may be secret laws. Laws not passed by
Congress. Laws not publicly interpreted by the Supreme Court, but
rather secret laws born out of a classified interpretation of the PA-
TRIOT Act by the FISA court.

The New York Times recently reported that the FISA court has
quietly become almost a parallel Supreme Court, serving as the ul-
timate arbiter on surveillance issues. I would point out with only
the arguments of the Federal Government alone to be considered.

Now even a former FISA judge has come forward with concerns
that the body has become a de facto administrative agency, which
makes and approves rules for others to follow. Now that it has be-
come public that FISA courts have broadly, perhaps even unconsti-
tutionally, redefined the relevance standard in Section 215, is it
still the department’s position that the Government isn’t essen-
tially operating with a secret playbook?

Mr. CoLE. Mr. Deutch, I don’t think we are operating with a se-
cret playbook. There is, again, as we have discussed in many in-
stances in our hearing today, the tension that exists between main-
taining the integrity and the secrecy of some of the national secu-
rity investigative tools that we use and making sure that people
know about it.

We have, in the course of the reauthorization of the PATRIOT
Accic, i)n several occasions done classified briefings, made indi-
vidual—

Mr. DEuTCH. Mr. Cole, I am sorry to cut you off, but I only have
a second left. Let me just broaden the question then for a second
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because I am speaking about these decisions that the FISA courts
make as the supreme arbiter of this law.

And stepping back for a moment at a more basic level, does the
panel understand why the American people may find this revela-
tion shocking, that secret court rulings could expand the powers of
the Federal Government beyond perhaps what was originally au-
thorized by law and that an entire chapter in our laws is being
written outside of the three branches of Government altogether?

Mr. CoLE. I think, again, this is an area where we are looking
to see what kinds of opinions from the FISA court we can make
public. These are things that we are trying to do and trying to go
through.

All significant opinions and all significant pleadings that have
been filed with the FISA court are made available to the Commit-
tees, to the Intelligence Committee and Judiciary Committee, so
they can see them. We are not trying to keep them secret. We are
just trying to maintain the classified nature of some of these.

But these are issues that we are trying to grapple with and try-
ing to determine what we can let out so that we can have this
broader discussion.

Mr. GowDY. I thank the gentleman from Florida.

The Chair would now recognize the gentleman from North Caro-
lina, the former United States attorney, Mr. Holding.

Mr. HOLDING. Thank you, Mr. Chairman.

In a different professional capacity, I successfully used FISA war-
rants to investigate, disrupt, and prosecute terrorists and terrorist
acts, and I can attest that not only are they effective, but there are
very high burdens and hurdles to use FISA warrants. And they are
significant.

But I want to step for the few moments that I have outside of
the prosecution of terrorism and investigation of terrorism and just
talk about the use of telephone records in everyday, garden-variety
criminal cases, whether they are public corruption cases, fraud
cases, drug cases. And Mr. Cole, I will direct my questions to you.

If you could step through for us how the Department of Justice
prosecutors and investigative agencies obtain telephone records
just in garden-variety cases and how they are ultimately used?

Mr. CoLE. There are two different ways we do it, pursuant to the
law. Historical telephone records that exist for prior calls we can
get with grand jury subpoenas in a normal criminal case. Those
can be issued by a prosecutor, delivered to the telephone provider,
and ask for a range of data.

Mr. HOLDING. So no judicial involvement, just a grand jury in-
volved?

Mr. CoLE. There is no judicial involvement, just the grand jury
involvement, and the prosecutor defines the scope and the nature
and the numbers that are involved.

Mr. HOLDING. So the prosecutor could request telephone records
going back as long as they want to, the only limitation being does
the telephone company still have those records?

Mr. CoLE. There would be one additional limitation. The tele-
phone company could challenge the subpoena as being overly bur-
densome and irrelevant to any reasonable investigation, and the
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court could take that up, which would be in a sealed proceeding be-
cause it is a grand jury proceeding. So it wouldn’t be public.

Mr. HOLDING. And what would the standard be that the judge
would use to evaluate the motion to quash?

Mr. CoLE. Generally, relevance to the investigation.
hMr;) HOLDING. So the Fourth Amendment doesn’t come into play
there?

Mr. CoLE. Not for telephone records. It does not.

Mr. HOLDING. And this is available to prosecutors, Federal pros-
ecutors across the country?

Mr. COLE. Yes, it is.

Mr. HOLDING. And the only showing that they have to make to
the grand jury is what, that it is relevant?

Mr. CoLE. That it is relevant.

Mr. HOLDING. And once you have gotten the telephone records
and it shows let us say hits between the person, the subject that
you are investigating and a relevant other person in the investiga-
tiolrll,?then what do you do to start listening to those telephone
calls?

Mr. CoLE. Well, if we wanted to listen to any telephone calls, and
that would obviously be just telephone calls that would start hap-
pening into the future, we would have to go to the court and seek
authorization under Title III of the U.S. Code to get a wiretap. And
we would have to show probable cause to believe that, in fact, the
person talking on the phone was involved in criminal activity and
that through that phone they were discussing criminal activity.
And we would obtain evidence of that criminal activity by listening
to the calls.

Mr. HOLDING. Would you hazard to make a guess of how many
wiretaps are in use on a daily basis?

Mr. COLE. I couldn’t hazard a guess, but there are a fair number
of them.

Mr. HOLDING. Probably hundreds perhaps?

Mr. COLE. Probably.

Mr. HOLDING. As far as my friend Mr. Scott was talking about,
if you find evidence of some other criminal conduct during an in-
vestigation, let us say during a Title III wiretap, you are inves-
tigating one crime, you hear a conversation that suggests that an-
other crime is being committed, are there any limitations on use?

Mr. CoLE. Generally not, other than the restrictions on how you
can use wiretap information. There are restrictions on that and the
secrecy that is involved in those and the protection of innocent
calls. But generally, you can use that information if it relates to
other criminal conduct, according to the rules of procedure in the
law.

Mr. HOLDING. So in my take-away, having heard you describe in
detail how the 215 program works and the 702 program works, the
restrictions and the limitations on use from those two programs is
much more restrictive and limited than what prosecutors and law
enforcement are using on a daily basis throughout the United
States investigating garden-variety crimes being committed by U.S.
citizens?

Mr. COLE. In the main, there are some differences here and
there. For example, the burden to get a wiretap may be a higher
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burden than for 702 coverage, but it is a different burden if we
wanted to do a FISA for somebody in the United States. That
would be, again, a probable cause standard, but probable cause
that they are involved in foreign intelligence.

Mr. HOLDING. Thank you, Mr. Chairman. I yield back.

Mr. Gowpy. I thank the gentleman from North Carolina.

The Chair will now recognize the gentlelady from Washington,
Ms. DelBene.

Ms. DELBENE. Thank you, Mr. Chair, and thank all of you for
being here today.

Last month, when Director Mueller appeared before this Com-
mittee, I stated that I agree with those who believe that greater
transparency about the requests that governmental entities are
making to Internet companies and providers will help inform the
discussion that we are having on balancing national security with
privacy rights and civil liberties.

And one of the questions that I asked the Director was how the
FBI and the Department of Justice will respond to the request by
Google that it be permitted to provide reports of the number of
FISA national security requests it receives, as well as their scope.

And at the time, Director Mueller noted that this was being
looked at. And so, I was wondering, Mr. Cole, if you are able to
share with us what the response is to this request?

Mr. CoLE. Unfortunately, this is a matter that is currently before
the court. It is in litigation. So I can’t say too much about it, other
than to reiterate what Director Mueller said, which is this is a
matter that we are, in fact, looking at and take seriously.

Ms. DELBENE. Now we do have some data that is out there al-
ready because in March of this year, Google worked with—I believe
Google worked with the DOJ and the FBI to disclose in broad
strokes the number of national security letters that Google re-
ceives. Correct?

Mr. CoLE. That is correct.

Ms. DELBENE. And so, we do have some information. Do we
know whether that information that was released has had any im-
pact on national security?

Mr. CoLE. Generally, it is hard to tell unless you have a substan-
tial period of time afterwards as to whether or not it has an im-
pact. So we haven’t had enough time yet.

Ms. DELBENE. Okay, thank you.

The public also now knows that the telephone metadata collec-
tion is under Section 215, the business records provision of FISA,
and that allows for the collection of tangible things. But we have
also seen reports of a now-defunct program collecting email
metadata.

With regard to the email metadata program that is no longer
being operated, can you confirm that the authority used to collect
that data was also Section 215?

Mr. CoLE. It was not. It was the pen register trap and trace au-
thority under FISA, which is slightly different. But it amounts to
the same kind of thing. It does not involve any content. It is, again,
only to and from.
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It doesn’t involve, I believe, information about identity. It is just
email addresses. So it is very similar, but not under the same pro-
vision.

Ms. DELBENE. And could you have used Section 215 to collect
that information?

Mr. CoLE. Hard to tell. I would have to take a look at that.

Ms. DELBENE. Because I think it is important for us to know
whether or not there is any limitations on the types of information
within Section 215 that prevent you from collecting whether it is
email metadata or GPS and geolocation information, et cetera. How
broad is that authority?

Mr. COLE. Again, it is only as broad as what the courts can find
under 215 that is relevant. But there are different authorities in
FISA. So we would have to look to see how those all work together.

Ms. DELBENE. Mr. Litt, were you going to

Mr. LiTT. No, I was just going to say that it is important to re-
member that the 215 authority allows you to acquire existing
records and documents, and it is limited to that.

Ms. DELBENE. Although you could argue that geolocation infor-
mation may also be existing, and would you consider that to be
metadata as well?

Mr. LiTT. I think that the Director of the National Security Agen-
cy has stated that we are not collecting that under Section 215 and
that we will come to the Congress and consult with the Congress
before any decision was made to do so.

Ms. DELBENE. But you understand it is important for us to know
what the breadth and limitations are, as we look at policy. And
clearly, there is some confusion here right now. So we need to un-
derstand how it is being used and what information might be being
collected so we can make sure intent is delivered appropriately.

So I agree with the President’s view that we need to set up a na-
tional conversation on balancing privacy and security. But in order
to have that conversation, have a productive conversation, we need
information that is going to help fuel that conversation, informa-
tion like the breadth of Section 215, et cetera. And so, I hope we
can continue that and have—and get access to more information so
that we can have a productive discussion going forward.

And thank you for your time. I yield back.

Mr. Gowpy. Thank the gentlelady from Washington.

The Chair would now recognize the gentleman from Texas, Judge
Gohmert.

Mr. GOHMERT. Thank you, Mr. Chairman.

In answer to some of the other questions, you have provided an
adequate defense. The trouble is we have seen the abuses of Gov-
ernment. We have seen the gathering of data. And I can tell you
from having been here not when the PATRIOT Act was passed
originally, but when it was extended back in my first term in Con-
gress, it got down to where there were only two Republicans de-
manding any type of safeguard, I thought. And there were two of
us that wanted sunsets.

I was the one that argued for 25 minutes in our 30-minute pre-
hearing meeting demanding sunsets, and then my friend Dan Lun-
gren had the amendments. And we got at least two sunsets on 206
and 215. And the argument I made for 25 minutes that turned my
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colleagues, Republicans, around in our meeting was I have seen
how there can be violations of due process if everyone is not very
diligent, and we need the safeguards in order to have proper over-
sight.

And what we have seen and what has been disclosed of the moni-
toring scares me. We have had hearings in this room. People like
Jerry Nadler have argued about dangers of Government having too
much information. And from my experience as a judge and chief
justice with State judges and Federal judges and having practiced
before a very conservative Federal judge named Bill Steger and a
very liberal judge named William Wayne Justice, I couldn’t imag-
ine anybody granting the kind of orders we have now seen granted.
Just a blanket summary, go get all of these phone records.

And I understand the assurances, no, we don’t have names with
them. But isn’t it true that you can go on public or private data,
any individual, and secure the names for different numbers? Isn’t
that true?

Mr. CoLE. There are ways to secure the names for any number
of numbers, maybe not every single one.

Mr. GOHMERT. And I recall back in 2002, as a chief justice at a
conference, getting into a debate with a CIA lawyer who was argu-
ing, look, banks have all your financial records. Why shouldn’t the
Government?

And I was pointing out as a conservative it is because banks
can’t show up at your house, put you in handcuffs, throw you to
the ground, and drag you off to jail, which has been done by the
Government. So there is an important distinction.

And then we find out that though many of us opposed it, the
Consumer Financial Protection Bureau has been gathering infor-
mation on everybody’s financial records. But they say the same
thing that most of you are saying, look, we are not putting the
names with it. But isn’t it true that the Federal—that even the
NSA can get access to the information gathered by the Consumer
Financial Protection Bureau?

Mr. INGLIS. Sir, I imagine that could be true, but I would say
that we can’t pull the telephone numbers from this database under
any circumstances other than that prescribed by the court.

Mr. GOHMERT. But you are entitled to go—I mean, we have had
this debate in here. You are entitled to go on the Internet or go
to private sources that any private citizen could and gather that in-
formation without violating any constitutional rights. Isn’t that cor-
rect?

Mr. INGLIS. Certainly. But if the premise is we would do that to
match names, identification, personal information against the tele-
phone numbers, we don’t have access to the telephone numbers un-
less we follow the prescribed rules of the court, pursuant to a ter-
rorism investigation.

Mr. GOHMERT. But if you can gather the information that a pri-
vate individual could and couple that with information that only
the Federal Government we are now learning is gathering, then it
really constitutes a grave threat to privacy. By the way, the Con-
sumer Financial Protection Bureau said this, their Director said
this in testimony before Congress.
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The bureau has also issued regulations that limit the cir-
cumstance in which it may disseminate internally, share with other
agencies, or disclose the public confidential information, share with
other agencies. So they know they can share with other agencies
if another agency or they feel it is helpful.

This begins to be a little scary, and the justification we get seems
to be, well, but look, there are a handful of cases where we have
avoided terrorism by really gathering all this private information.
And it makes me think how many times could King George III
have argued that, look, by putting officers in every one of your
homes that we were uncomfortable with, we ended up being able
to avoid a couple of problems of violence.

We don’t want people in our homes, and that includes the Fed-
eral Government watching through a big eye through our com-
puters.

And I appreciate you being here today. Thank you.

Mr. Gowpy. Thank the gentleman from Texas.

The Chair would now recognize the gentleman from New York,
Mr. Jeffries.

Mr. JEFFRIES. Thank you.

Mr. Cole, am I correct that it is your position and the position
of everyone on the panel that the telephone records of potentially
hundreds of millions of Americans in the form of metadata, as has
been discussed today, is relevant to a national security investiga-
tion?

Mr. CoLE. They are relevant when they are only queried under
the limitations that are described by the court, where you have to
have reasonable, articulable suspicion that the phone numbert is
connected to some terrorist matter and investigation.

Mr. JEFFRIES. So, fundamentally, it is your position that they are
relevant because the court, the FISA court has articulated a set of
criteria by which further inquiry can be undertaken. Is that cor-
rect?

Mr. CoLE. They are. And they are relevant because you have to
have the—it is the old adage of if you are looking for the needle
in the haystack, you have to have the entire haystack to look
through. But we are not allowed to look through that haystack
willy-nilly.

Mr. JEFFRIES. Right. Now in terms of looking through that hay-
stack of these phone records that are acquired based on reasonable,
articulable suspicion, am I correct that it is 22 NSA individuals
who are authorized to make the determination of reasonable,
articulable suspicion? Is that right?

Mr. CoLE. I will give that to Mr. Inglis to give you the numbers.

Mr. INGLIS. That is correct, sir.

Mr. JEFFRIES. Okay. So these individuals don’t have to go back
to the court in order to determine whether they can move forward
with a more invasive inspection of the phone records of the Ameri-
cans contained in the database that you have acquired. Is that cor-
rect?

Mr. INGLIS. They use the rules of the court to make the limited
query that the court
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Mr. JEFFRIES. Right. They are using the rules of the court, but
they are making the determination, not the court, as to the
invasiveness of the further inspection. Am I correct?

Mr. INGLIS. On a case-by-case basis, they determine the selector.

Mr. JEFFRIES. Okay. Now, Mr. Litt, you have indicated that in
your view, the FISA court is not a rubber stamp. Correct? That was
your testimony?

Mr. LiTT. That is correct.

Mr. JEFFRIES. And I think in response to the distinguished gen-
tleman from Idaho, you said, well, it is not a rubber stamp because
they read. They ask questions. They pushback. There is careful
study and analysis. Is that an accurate characterization of your tes-
timony?

Mr. LitT. Reasonably accurate. Yes, sir.

Mr. JEFFRIES. Okay. Now we just had the baseball all-star game
yesterday, and of course, we know nothing is as American as base-
ball and apple pie. And if you think back on the history of baseball,
I just took a quick look. I am a baseball fan myself.

Now Stan “the man” Musial, great hitter from St. Louis, his bat-
ting average lifetime, he was close to being in the top 25, .331,
Stan “the man” Musial.

Babe Ruth, 10th all time. His lifetime batting average was .342.
Ted Williams, the great lefty from the Boston Red Sox, his lifetime
batting average was .344. Ty Cobb, the Georgia peach—I may dis-
agree with some of his views on social justice issues, but he was
a great hitter. The number-one hitter all time

Mr. LiTT. .363?

Mr. JEFFRIES [continuing]. Based on average, .366. [Laughter.]

Mr. JEFFRIES. Pretty impressive, though, but I am still going to
continue to ask you questions about this dynamic.

Now I took a look. So these are the greatest hitters of all time.
I took a look at what your batting average is as it relates to the
FISA court, and I am a little troubled at what we were able to de-
termine.

So am I correct that in terms of the total applications submitted
sincg 1979, there were 33,949 applications submitted. Is that accu-
rate?

Mr. LiTT. I don’t know the number. I wouldn’t disagree with your
number. I just don’t know it off the top of my head.

Mr. JEFFRIES. Okay. And of that total number of applications,
490 it appears were modified. Is that correct? You have no reason
to disagree with that number. Is that right?

Mr. LiTT. Again, I don’t know the answer.

Mr. JEFFRIES. Okay. So

Mr. Litt. But if I can just add one

Mr. JEFFRIES. Well, let me just make an observation.

Mr. LitT. Okay.

Mr. JEFFRIES. And I have got limited time here. One-point-four
percent of the total number of applications made were modified.
But what is even more troubling, since 1979, 11 applications were
denied. Is that correct, 11?

Mr. LITT. Again, I will take your word for that.

Mr. JEFFRIES. Okay. So your success rate, your batting average,
was 99 percent of the time that you have applied to acquire infor-
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mation that could possibly include communication from one Amer-
ican to another American, yet you have taken the position that the
FISA court is an independent check to protect the civil liberties
and constitutional rights of Americans. Is that correct?

Mr. LitT. So I guess the answer is that we are not exactly talk-
ing about baseball here. We have a—if you imagine a situation
where the kind of interaction we have with the FISA court is the
FISA court throws a pitch, and we don’t hit it. And the court says
we want the pitch a little bit higher. Can you throw the pitch a
little bit higher? And it is still not right. So make it a little more
inside.

That is the interaction we have with the FISA court. They come
back to us and tell us what we need to do to submit an application
that will get approved.

Mr. JEFFRIES. Right. Those modifications, and I know my time
has run out, only took place 1.4 percent of the times, and that is
why I think we are all concerned, or many of us are concerned that
there is not an appropriate check on behalf of the Americans whose
records could be subjected to an invasive search.

I thank you all for your service, yield back the balance of my
time.

Mr. LiTT. May I say one thing briefly, Mr. Chairman?

Mr. GowDY. Sure.

Mr. LitT. The number for modification there I think does not re-
flect the full number of times in which the court asks questions
and comes back to us. My understanding is that that is simply—
that comes at the very end of the process, but there is a substantial
give and take before we get to that point. So that is not a full re-
flection.

Mr. GowDY. The Chair thanks the gentleman from New York
and now recognizes the gentleman from Utah, Mr. Chaffetz.

Mr. CHAFFETZ. I thank the Chairman.

And I thank the four of you for your service. I know how much
you care for your country, and we do as well, and appreciate the
dialogue. It is what differentiates the United States of America
from most others.

Sq?, Mr. Cole, is geolocation information metadata, or is it con-
tent?

Mr. CoLE. That is an area of the law that is, I think, evolving
in light of the Jones case, and it is one that I think the courts are
now grappling with. It is not clearly as

Mr. CHAFFETZ. The courts—the courts did rule in the Jones case
9-0. They were pretty clear. Justice Alito was also fairly clear that
Congress needed to grapple with this as well. Has the Department
of Justice issued any guidance on Jones?

Mr. CoLE. We are in the process of looking through that. Jones
was based mostly on a trespass

Mr. CHAFFETZ. I know what it was.

Mr. COLE [continuing]. Opposed to a search and seizure.

Mr. CHAFFETZ. Have you issued any guidance on Jones?

Mr. CoLE. We are in the process of looking through that to do
it.

Mr. CHAFFETZ. That is not an accurate answer. My under-
standing is there are at least two documents that the Department
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of Justice has issued to the Federal Bureau of Investigations, for
instance. It was uncovered through a FOIA request. Almost every
page of this was redacted.

So you have, indeed, actually issued guidance on Jones. Correct?

Mr. CoLE. I will stand to be corrected. If you have those, yes.

Mr. CHAFFETZ. Will the Department of Justice provide to this
body, to this Committee, the guidance on Jones?

Mr. CoLE. That is something we will have to look into. There are
lots of law enforcement——

Mr. CHAFFETZ. No, no, no. Wait a second. I know there are law
enforcement issues. I know there are other things. Why would you
not provide to the United States Congress, the Committee on the
Judiciary, why would you not provide a copy of that guidance for
this Committee?

Mr. CoLE. If it discloses law enforcement sensitive information
and techniques of how we go about fighting crime and finding
criminals, then we may not feel free to disclose it.

Mr. CHAFFETZ. And to the Chairman of this Committee, I think
this is one of the great concerns. So let me ask you again, is
geolocation metadata, or is it content?

Mr. CoLE. It is not content, as that would be called. It doesn’t
give you the content of anybody’s calls. All it gives you is informa-
tion about where they are.

Mr. CHAFFETZ. So you are saying, in other words, that
geolocation you would classify as metadata?

Mr. CoLE. I am not sure that it is one or the other. I think there
are times where there are things that are in between, and this may
be one of those. It is certainly not content. It probably tends more
toward metadata. But again, this is an evolving area of the law.

Mr. CHAFFETZ. How is it evolving? I mean, we haven’t—this is
what scares me about what you are doing and how you are doing
it. If you knew exactly where I was standing, you are telling me
that that is not content?

Mr. CoLE. That is not the content of your conversation, no. And
other people may see you——

Mr. CHAFFETZ. So the content——

Mr. CoOLE. If you are standing out in public, any number of other
people may see you there.

Mr. CHAFFETZ. So, but if I was standing on private property?

Mr. CoLE. This is part of what Jones talks about is the trespass
issue.

Mr. CHAFFETZ. And they ruled 9-0 that it was an overstep and
an overreach. So are you collecting that data?

Mr. CoLE. We are not collecting that data.

1 MI“? CHAFFETZ. Let me ask the NSA. Is the NSA collecting this
ata’

Mr. INGLIS. We are not collecting that data under this program.
We believe that the authority could be granted by the courts to col-
lect that attribute. We have not done that, and as Mr. Cole and
Litt indicated earlier, the Director of NSA has given an affirmation
to the Congress that before such time as we would reconsider that
decision, we would come back to the Congress.

Mr. CHAFFETZ. How—going back to you, Mr. Cole. What other
bits of information fall in this gap between metadata and content?
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What is this third category that you are talking about? What is the
right word for it?

Mr. COLE. I am not sure. It is just a third category, Mr. Chaffetz.
I think there is metadata that was described by the court in Smith
v. Maryland, which is the telephone records that we have been
talking about today that were covered by the 215 program that we
have been discussing today.

There is content, which is the actual—the conversations them-
selves that people have, and there are any number of things that
may fall in between those, and it is not just a third category. It is
probably a continuum.

Mr. CHAFFETZ. What else would be in that continuum?

Mr. CoLE. I am sorry, sir?

Mr. CHAFFETZ. What else would be in that continuum?

Mr. CoLE. It is hard for me to just hypothesize about all the
many different things that could be out there and where they
would fall in that continuum.

Mr. CHAFFETZ. There is a report out today about license plates
and that information that is being collected by thousands of camera
readers and stored about specific location. Does that fall within this
category?

Mr. CoLE. In which category?

Mr. CHAFFETZ. License plate readers.

Mr. CoLE. The whole issue comes down to the reasonable expec-
tation of privacy, and this is what the court bases its rulings on.

Mr. CHAFFETZ. Do you believe that I have a reasonable expecta-
tion of privacy about my specific whereabouts?

Mr. CoLE. It depends on where you are and how many other peo-
ple see you as——

Mr. CHAFFETZ. Do I have a reasonable expectation of privacy on
private property?

Mr. COLE. In general, I think the courts are saying that there is
a trespass theory that gives you a reasonable expectation of pri-
vacy, depending on whose property it is, whether it is your own or
somebody else’s, how many other people are there. These are all
the types of issues that would go into that.

Mr. CHAFFETZ. My time is expired. But, Mr. Chairman, this is
something we have to much more thoroughly understand. There is
guidance out there, and I think this Committee should be able to
see it.

Yield back.

Mr. GOODLATTE [presiding]. We are working our way in that di-
rection, and there will be another hearing. You will be able to ask
even more questions in a classified manner about questions you
couldn’t get answered here.

So we thank the gentleman, and the Chair now recognizes the
gentleman from South Carolina, Mr. Gowdy, and thanks him for
presiding for a period of time as well.

Mr. GowDY. Thank you, Mr. Chairman.

I was listening to my colleagues and our witnesses discuss these
issues, and for whatever reason, Mr. Chairman, my mind went to
a guy by the name of Joseph Hartzler. I don’t know whether he is
still with the department or the U.S. attorney’s office or not. He
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was the lead prosecutor in a case called United States v. Timothy
McVeigh.

And I thought to a presentation that Mr. Hartzler gave many
years ago and the role that business records played in his ability
to successfully prosecute that horrific act of domestic terrorism.
And Mr. Chairman, I thought to myself, all right, we asked you,
Mr. Hartzler, to prosecute the crime after it took place. What if we
challenged you with the responsibility to prevent the next act of
terrorism? What tools would you need to be able to prevent crime,
as opposed to prosecute it in its aftermath?

And while this is at some level a debate between privacy and
public safety, to me, it is also a debate between the difference be-
tween prosecuting something after it happens and then preventing
it from happening in the first place. Mr. Hartzler used hotel
records. He used business records where McVeigh went and pur-
chased certain materials. He used—that was a very tedious, dif-
ficult case to prosecute, and the role of the business records played
in it.

So this is what I would like to ask. I don’t want to ask specific
questions about the sections. I want to go to where the people of
my district are who are not trained attorneys for the most part,
trained law enforcement officials.

Mr. Litt, you would agree that the Constitution kind of sets the
minimum standard by which Government must conduct itself-

Mr. LiTT. Yes, sir.

Mr. GOowDY [continuing]. Is the minimum standard?

Mr. LITT. Yes, sir. And Congress has the power to set higher
standards.

Mr. Gowpy. Exactly. So, in Roper v. Simmons, if the Supreme
Court says you cannot put someone to death who was under the
age of 18 at the time that they committed the offense, that does
not keep Congress from saying we are going to raise it to 21?

Mr. LiTT. That is correct.

Mr. GowDy. Right. So who does get to decide whether or not our
fellow citizens have a reasonable expectation of privacy?

Mr. LitT. It depends upon the purpose for which you are deciding
it. For purpose of interpreting the provisions of the Fourth Amend-
ment, as the Fourth Amendment, the Supreme Court is the ulti-
mate arbiter. For purposes of determining what is the appropriate
behavior, how do you want to regulate the actions of Government,
that is Congress’ role——

Mr. Gowpy. Well, I want to stop you. You say the Supreme
Court is the ultimate arbiter. Are they the exclusive arbiter? Can
the people weigh in on what they think they have a reasonable ex-
pectation of privacy in?

Mr. LitT. Absolutely. But——

Mr. GowDy. Well, the Supreme Court doesn’t have the benefit of
public input.

Mr. LITT. Generally speaking, the public manages to get its voice
heard in case in

Mr. Gowbpy. Well, I would hope they would listen to it. I mean,
their job is not to weigh and balance—to Jason’s point, if you are
on private property but there is a helicopter above versus if you are
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on private property and there are four other people at the picnic
with you, I mean, you have no expectation of privacy in your face.

I don’t think anyone would argue you have an expectation of pri-
vacy in your face. But that does not mean that our fellow citizens
want Government to collect facial imagery data.

Mr. LIiTT. You know, I think that is exactly the right way to
frame it, which is to say that the Fourth Amendment, as inter-
preted by the court, sets the minimum constitutional standard, but
that the Congress, based on input from the people and whatever
sources, can determine, no, this is how we want to regulate the be-
havior of our Government. And that set of regulations that we need
to adhere to.

Mr. GowDpYy. And technology can impact that. Agree technology
can impact that?

Mr. LrtT. I am sorry?

Mr. GowDy. Technology? Technology can impact someone’s rea-
sonable expectation of privacy?

Mr. LitT. Oh, absolutely.

Mr. GowDY. Culture?

Mr. LiTT. Yes. All of those factors come into play.

Mr. GowDY. I mean, there are already currently business records
that an AUSA cannot access with a subpoena. Unless the world
has changed, you can’t get medical records with a subpoena.

Mr. LiTT. Right. There are statutory restrictions on what you can
get.

Mr. GowDY. You can’t get IRS tax returns with a subpoena.

Mr. LiTT. That is right. You have got to go through a more elabo-
rate process.

Mr. GowDY. Both of those are business records, right?

Mr. LiTT. That is correct.

Mr. GowDY. So the notion that Miller stands for the proposition
that all business records you have no expectation of privacy be-
cause there was a third party involved, we just came up with two
examples where that is not the case.

Mr. LitT. Well, again, that was a case interpreting what the
Fourth Amendment meant. The other examples you have given are
cases where, as you said, Congress has gone beyond the minimum
requirement——

Mr. GowDY. But there was also a statute in play in Miller. There
was a banking statute in play in Miller. You have read it more re-
cently than I have. But

Mr. LitT. No, ——

Mr. GowDY. My point—my time is up. My point is this. All of us
are asked back home by people who are not as well trained in the
law as you all are, and there is this growing skepticism about the
conduct of Government. And to the extent that the people can
weigh in on what they have an expectation of privacy in, you can
expect to see that scale balance back toward privacy and away
from public safety unless we do a better job of regaining their trust
and explaining why these programs are necessary.

Mr. LiTT. So I couldn’t agree with you more. I think that is abso-
lutely right. I think as Deputy Director Inglis said before, in the
intelligence community, we try very hard to keep in mind both the
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protection of national security and the privacy and constitutional
rights of Americans.

We think we have struck that balance in the right place, but if
the people and the Congress determine that we struck that balance
in the wrong place, that is a discussion that we need to have.

Mr. Gowpy. Thank you, Mr. Chairman.

Mr. GOODLATTE. The Chair thanks the gentleman.

And on that note, we thank this panel for giving a lot of answers.
I think there are some that could not be answered here today, and
therefore, you might anticipate that we will have a subsequent
hearing in a classified setting and ask additional questions.

Whether it is of you four or something else, I don’t know, but I
want to thank each one of you for helping us to engage in a very
thorough examination of the issues related to these two sections of
the law and excuse you now.

Thank you again.

[Pause.]

Mr. GooDLATTE. Folks, if we could ask everyone to clear the
hearing room, we are going to start with our second panel. No, just
clear the area around the witness table.

And we would now invite our second panel to take their seats.
And once you have taken your seats, we will invite you to stand
back up again and be sworn.

So we will welcome our second panel and ask that each of you
rise and be sworn in.

[Witnesses sworn.]

Mr. GOODLATTE. Thank you very much.

Let the record reflect that all the witnesses responded in the af-
firmative, and we will now introduce our witnesses.

Our first witness is Mr. Stewart Baker, a partner at Steptoe &
Johnson law firm here in Washington, D.C. And we would ask that
the door in the back be closed so we can have a little more

Mr. Stewart Baker is a partner at Steptoe & Johnson here in
Washington, D.C. Mr. Baker also serves as a distinguished visiting
fellow at the Center for Strategic and International Studies. Pre-
viously, he served as the First Assistant Secretary for Policy at the
U.S. Department of Homeland Security.

He also served as general counsel of the NSA, where he led NSA
and interagency efforts to reform commercial encryption and com-
puter security law and policy. Mr. Baker has been a visiting fellow
at the Hoover Institution and a fellow of the University Center for
National Security Law.

Mr. Baker received his bachelor’s degree from Brown University
and his J.D. from the UCLA School of Law, where he was chief ar-
ticles editor of the UCLA Law Review. And we are very fortunate
to have him and his expertise with us today.

Our second witness is Mr. Jameel Jaffer, Deputy Legal Director
of the American Civil Liberties Union and also serves as Director
of the group’s Center for Democracy. Mr. Jaffer previously directed
the ACLU’s National Security Project. Prior to joining the ACLU,
Mr. Jaffer clerked for Amalya Kearse, the U.S. Circuit Court of Ap-
peals for the Second Circuit, and the Right Honorable Beverley
McLachlin, Chief Justice of Canada.




67

Mr. Jaffer earned degrees from Williams College, Cambridge
University, and Harvard Law School, and we welcome his expertise
and experience as well.

Our third witness today is Mr. Steven G. Bradbury, an attorney
at Dechert, LLP, here in Washington, D.C. Formerly, Mr. Bradbury
headed the Office of Legal Counsel in the U.S. Department of Jus-
tice during the Administration of George W. Bush, handling legal
issues relating to the FISA court and the authorities of the Na-
tional Security Agency. He served as a law clerk for Justice Clar-
ence Thomas on the Supreme Court of the United States and for
Judge James L. Buckley of the United States Court of Appeals for
the D.C. Circuit.

Mr. Bradbury is an alumnus of Stanford University and grad-
uated magna cum laude from Michigan Law School. We thank him
for serving as a witness today and look forward to his insight into
this complex topic.

Our final witness on the first panel is Ms. Kate Martin, Director
of the Center for National Security Studies since 1992. She was for-
merly a lecturer at Georgetown University Law School and has also
worked in the position of general counsel to the National Security
Archive. She is currently a member of Constitution Project’s bipar-
tisan Liberty and Security Committee.

Previously, Ms. Martin was a partner with the Washington, D.C.,
law firm of Nussbaum, Owen & Webster. She graduated from the
University of Virginia Law School, where she was a member of the
Law Review and from Pomona College with B.A. in philosophy. We
welcome her dedication and expertise in this area.

Thank you all for joining us, and we will begin with Mr. Baker.
Each witness should summarize his or her testimony in 5 minutes
or less. Your entire statement will be made a part of the record.
And to help you stay within that time, there is a timing light on
your table.

When the light switches from green to yellow, you will have 1
minute to conclude your testimony. When the light turns red, it
signals that the witness’s 5 minutes have expired.

Mr. Baker, welcome.

TESTIMONY OF STEWART A. BAKER,
STEPTOE & JOHNSON, LLP

Mr. BAKER. Thank you, Mr. Chairman.

Mr. GOODLATTE. You may want to pull the microphone close and
turn it on.

Mr. BAKER. Thank you, Mr. Chairman and Ranking Member
Conyers. Yes, thank you very much.

It is a pleasure to be here, and I will say that this is not as un-
precedented a climate as it may seem. I thought I would take ad-
vantage of the fact that it is my birthday to talk a little about the
history of FISA. Here is a quote from the Cato Institute.

“If constitutional report cards were handed out to Presidents, the
President would receive an F, an appalling grade for any President,
let alone a former professor of constitutional law.”

About the same time that they were saying that, the FISA court
judge, chief judge, felt obliged to say, “We are not a rubber stamp.
I carefully review every one of these applications.”
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This was the second term of Bill Clinton when many of these
criticisms were very prominent. And quite frankly, I think they
contributed to the FISA court at the time adopting, it turns out
without legal justification, a set of restrictions on the conduct of in-
telligence that built a wall between law enforcement and intel-
ligence that contributed directly to the FBI not being able to find
the hijackers when they knew they were in the country but were
not allowed to look for them because they were on the wrong side
of the wall.

I say that because this climate and the search for ever greater
protections for civil liberties does have a cost, and we don’t know
where that cost will be paid. That is why it seems to me that we
need to be as careful as we can to ask the question what sorts of
protections are there already. And I will confess, I was very sur-
prised and a little troubled when I saw that initial metadata order.

Only when I came to realize that the order allowed the collection,
but not the actual searching of that data, and that the searches
were so carefully circumscribed that only 300 were made in a par-
ticular year, did I realize that when you look at the two sets of or-
ders together, that there are actually extraordinary limitations on
the ability of anyone at NSA to look at metadata of any individual.
I contrast that to the fact that there are hundreds of thousands of
subpoenas issued every year for metadata by State and local law
enforcement with far fewer guarantees of protection for that data.

And then, finally, and I will close with this, the other cost that
we are likely to pay here is that we are not the only audience for
the debates that we are going through. It may feel like a family
fight, but the neighbors are listening.

And indeed, Europe has already made it clear that they intend
to punish everybody who participated in these programs if they
possibly can. They intend to try to restrict our intelligence gath-
ering by going after the companies that only did their duty in re-
sponding to orders that were lawful under U.S. law.

This is a fixed feature now of European public policy and diplo-
macy. It ignores the fact that, by and large, the U.S. record on pro-
tecting civil liberties and even this kind of data is much better. Ac-
cording to the Max Planck Institute, you are 100 times more likely
to be surveilled by your own government if you live in the Nether-
lands or you live in Italy. You are 30 to 50 times more likely to
be surveilled if you are a French or a German national than in the
United States.

Only in the United States and Japan are there limitations on
simply volunteering information to Government if you happen to
have this metadata. As long as you have a good reason, by and
large, you can give it over, and certainly law enforcement would
appear to be a good reason.

And on this question of assembling a database of metadata, the
Europeans don’t do that because they passed a law telling every
one of their carriers, you assemble the database. You maintain it.
And if law enforcement comes calling or if you want to volunteer
the information, you will have it.

We have never done that. We have never had a data retention
law in the United States for civil liberties reasons, and that is one



69

of the reasons why we have ended up trying to collect this data and
then imposing a set of limitations on when it is searched.

I will reserve and answer any questions you may have at the end
of the discussion.

[The prepared statement of Mr. Baker follows:]

Oversight Hearing on the Administration's use of FISA Authoritics
Committee on the Judiciary
United States House of Representatives
July 17, 2013
Statement of Stewart A, Baker
Partner, Steptoc & Johnson LLP

Mr. Chairman, Ranking Member Conyers, members of the Committee, it s an honor to
testify before you on such a vitally important topic. The testimany that I give today will
reflect my decades of experience in the areas of intelligence, law, and national sccurity. I
have practiced national security law as gencral counsel to the National Security Agency,
as general counsel to the Robb-Silberman commission that assessed U.S. intelligence
capabilitics and failures on weapons of mass destruction, as assistant secretary for policy
at the Department of Homeland Security, and in the private practice of law.

Ta be blunt, one of the reasons ['m here is that | fear we may repeat somce of the mistakes
we made as a country in the years before September 11, 2001. In thosc years, a
Demaocratic President serving his second termn seemed to inspire deepening suspicion of
government and a rebirth of enthusiasm for civil liberties not just on the left but also on
the right. The Cato Institute criticized the Clinton Administration’s support of
warrantless national security searches and expanded government wiretap authority as
“dereliction of duty,” saying,“[i]f constitutional report cards were handed out to
presidents, Bill Clinton would certainly receive an F~an appalling grade for any
president-lct alone a former professor of constitutional law.”! The criticism rubbed off on
the FISA court, whose chicf judge felt obliged to give public interviews and speeches
defending against the claim that the court was rubber-stamping the Clinton
administration’s intercept rcquests,2

This is where I should insert a joke about the movie “Groundhog Day.” But 1 don’t feel
like joking, because I know how this movie ends. Faced with ¢ivil liberties eriticism all
across the ideological spectrum, the FISA court imposed aggressive new civil libertics
restrictions on government’s use of FISA information. As part of its “minimization
pmmdurm Tfor F IS A taps, the court required z “wall™ between law enforcement and

: by carty 2001, 1t was enfor at wall with unprecedented fervor.
he court’s chief ju ; ned an FBI suporvisor for not

1.
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strictly observing the wall and demanded an investigation that scemed to put the well-
regarded agent at risk of a perjury prosecution. A chorus of civil liberties critics and a
determined FISA court was sending the FRBI 4 single clear message: the wall must be
observed at all costs.

And so, when a law enforcement task force of the FBI found out in August of 2001 that
al Qacda had sent two dangerous operatives to the United States, it did ... nothing. 1t was
told to stand down: it could not go louking for the two al Qaeda operatives because it was
on the wrong side of the wall. [ believe that FBI task force would have found the
hijackers — who weren’t hiding ~ and that the attacks could have been stopped if not for a
combination of bad judgment by the FISA court {(whose minimization rules were later
thrown out on appeal) and a climate in which national sccurity concerns were discounted
by civil liberties advocates on both sides of the aisle.

I realize that this story is not widely told, perhaps because it’s not an especially welcome
story, not in the mainstream media and not on the Internet. But it is true; the parts of my
book that describe it are well-grounded in recently declassified government reports.?

More importantly, [ lived it. And [ never want to live through that particular Groundhog
Day again. That’s why I’'m here.

I am afraid that hyped and distorted press reports orchestrated by Edward Snowden and
his allies may cause us - or other nations — to construct new restraints on our intelligence
gathering, restraints that will leave us vulnerable to another security disaster.

Intelligence Gathering Under Law

The problem we are discussing today has roots in a uniquely American and fairly recent
experiment — writing detailed legal rules to govern the conduct of foreign intelligence.
This is new, even for a country that puts great faith in law.

The Americans who fought World War 1T had a different view: they thought that
intelligence couldn’t be conducted under any but the most general legal constraints. This
may have been a reaction to a failure of law in the rum-up to World War 11, when U.S.
codebreakers were forbidden to intercept Japan’s coded radio communications because
section 605 of the Federal Communications Act made such intercepts illegal.  Finally, in
1939, Gen. George C. Marshall told Navy intelligence officers to ignore the law.* The
military successes that followed made the officors took like heroes, not felons,

That view held for nearly forly vears, but it broke down in the wake of Watergate, wi
ngress took a close ook at the intelligence community, found abuses, and in 1978
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adopted the first detailed legal regulation of intelligence gathering in history — the
Foreign Intelligence Surveillance Act. No other nation has ever tried to regulate
intetligence so publicly and so precisely in law.

Forty vears later, though, we’re still finding problems with this experiment. One of them
is that law changes slowly while technology changes quickly. That usually means
Congress has to change the law frequently to keep up. But in the context of intelligence,
it’s often hard to explain why the law needs to be changed, let alone to write mcaningful
limits on collection without telling our intelligence targets a lot about our collection
techniques. A freewheeling and prolonged debate - and does Congress have any other
kind? ~ will give them enough time and knowledge to move their communications away
from technologies we've mastered and into technologies that thwart us. The result won't
be intelligence under law; it will be law without intelligence.

Much of what we’ve read in the newspapers lately about the NSA and FISA is the
product of this tension. Our intelligence capabilities - and our intelligence gaps — are
mostly new since 1978, forcing the government, including Congress, to find ways to
update the law without revealing how we gather intelligence.

Section 215 and the Collection-First Model

That provides a usetul frame for the most surprising disclosure made by Edward
Snowden —~ that NSA collects telephone metadata (e.g., the called number, calling
number, duration of call, etc., but not the call content) for all calls into, out of, or within
the United States. Out of context ~ and Snowden worked hard to make sure it was taken
out of context — this is a troubling disclosure. How can all of that data possibly be
“relevant to an authorized investigation” as the law requires?

But context is everything here. It turns out that collecting the data isn't the same as
actually looking at it. Robert Litt, General Counsel of the Dircctor for National
Intelligence, has made clear that there are court-ordered rules designed to make sure that
government officials only look at relevant records: *“The metadata that is acquired and
kept under this program can only be queried when there is reasonable suspicion, based on
specific, articulable facts, that a particular telephone number is associated with specified
foreign terrorist organizations. And the only purpose for which we can make that query is
to identify contacts.”™ And in fact these rules have been interpreted so strictly that last
year the ageney only actually Jooked at records for 300 subscribers.®

iy

sing” mitions of records without a warrans or pre
How can that be constrtutional? vou might ask.

Still, the government is “seu
£
sen iU s not scarching thern.
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Very easily, as it happens. The Supreme Court has held that such records are not ;
protected by the Fourth Amendment, since they’ve already been given to a third party,

And even if the Fourth Amendment applicd, at bottom it requires only that seizures be
reasonable. The Court has recognized more than half a dozen instances where scarches
and seizures arc reasonable even in the absence of probable cause and a warrant.® They
range from drug screening to border searches. There can hardly be doubt that the need to
protect national security fits within this doctrine as well, particularly when waiting to
conduet a traditional search won’t work. Call data doesn’t last. If the government
doesn’t preserve the data now, the government may not be able to search it later, when
the need arises.

In short, there’s less difference between this “collection first” program and the usual law
enforcement data scarch than first meets the eye. In the standard law enforcement search,
the government establishes the relevance of its inquiry and is then allowed to collect and
search the data. In the new collection-first model, the government collects the data and
then must establish the relevance of each inquiry before it's allowed to conduct a search.

[ know it’s tashionable to say, “But what if [ don’t trust the government to follow the
rules? [sn’t it dangerous to let it collect all thut data?” The answer is that the risk of rule-
breaking is pretty much the same whether the collection comes first or second. Either
way, you have to count on the government to tell the truth to the court, and you have to
count o1 the court to apply the rules. If you don’t trust them to do that, then neither
maodel offers much protection against abuses.

But if in fact abuses were common, we’d know it by now. Today, law enforcement
agencies collect several hundred thousand telephone billing records a year using nothing

7 Smith v, Maryland, 442 U.S. 735, 743-44 (19797 (affirming the Court’s previous holdings that “the Fourth
Amendment does not prohibit the obtaining of information revealed to a third party and conveyed by him to
Government authorities, even if the information is revealed on the assumption that it will be used only for a
Timited purpose and the confidence placed in the third party will not be betrayed™) (citing LS. v Mifler,
425 U8, 435, 442 {1976)).

¥ See, e.g., O'Connor v, Oriega, 480 U.S. 709, 720 (1987) (plurality opinion) (conclading that, in Hmited
circumstances, a search unsupported by either warrant or probable cause can be constitutional when
“special needs” other than the normal need for law enforcement provide sufficient justification); Griffin v.
Wisconsin, 483 U.B. 868, 873 (1987) (holding Wisconsin Supreme Court’s inlerpretanon of regulation
requiring “reascnable grounds 5 ¥
Amendient ENESs reqgul
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but 1 subpaena.‘" That means vou’re roughly a thousand times more likely to have your
telephone calling patterns reviewed by a law enforcement agency than by NSA. (And the
chance that law enforcement will look at your records is itself low, around 0.25% in the
case of one carrier’”). So it appears that law cnforcement has been gaining access to our
call metadata for as long as billing records have existed — nearly a century. If this were
the road to Orwell’s 1984, surely we’'d be there by now, and without any help from
NSA’s 300 searches.

Section 702 and “PRISM”

This brings us to PRISM and the second of the Snowden stories to be released. Without
the surprisc of the phone metadata order, the PRISM slide show released by Snowden
would have been much less newsworthy. Indeed, the parts of the PRISM story that were
true aren’t actually new and the parts that were new aren’t actually truc.

Let’s start with what’s true. Despite the noise around PRISM, the slides tell us very little
that the law itself doesn’t tell us. Section 702 says that the government may target non-
U.S. persons “reasonably belicved to be located outside the United States to acquire
foreign intelligence information.” It covers activities with a connection to the United
States and is therefore subject to greater oversight than foreign intelligence gathered
outside the United States. Although the Attorney General and the Director of National
Intelligence can authorize collection annually, the collection and use of the data 1s
covered by strict targeting and minimization procedures that are subject to judicial review
and aimed at protecting U.S. persons as well as other persons located inside the United
States.

That's what the law itself says, and the Snowden slides simply add voycuristic details
about the collection. Everyone already knew that the government had the power to do
this because, unlike many countries, we codify these things in law. It should come as no
surprise then that the government has been using its power to protect all of us.

There was one surprise in those stories though. 'That’s the part that was new but not true.
When the story originally broke, reporters at the Guardian and the Washington Post
made it look as if the NSA had direct, unfettered access to private service providers’
networks and that they were downloading materials at will. To be fair, the slides were

enfor
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confusing on this point, talking about getting data “directly from the servers” of private
companics. But that phrase is at best ambiguous: it could easily mean that NSA serves a
lawful order on the companics and the companics search for and provide the data from
their servers. In fact, evervone with knowledge, from the DNI to the companies in
question, has confirmed that interpretation while denying that NSA has unfettered access
to directly search the private servers. [n short, it now looks as though the Washington
Post and the Guardiun hyped this aspect of their story to spur 4 public debate about NSA
surveillance.

Actually, they didn’t just want to spur debate; they tried to control it — by withholding
information from the public. If you’re an American concerned about government
collection of data, slides that talk about large-scale collection direct from private
databascs arc bound to raisc concern, especially afler release of the phone metadata order.
But many of those concerns can be answered by reading the very detailed and strict
mimmization and targeting guidelines adopted by Justice and the DNI and approved by
the FISA court for this program. The whole point of those guidelinges is to make surc that
NSA’s collection protects the privacy of Americans while still allowing foreign
intelligence collection to go forward.

In short, in both section 215 and section 702, the government has found a reasonable way
to square intelligence-gathering necessities with changing technology. Now that they’ve
been exposed to the light of day, these programs arc not at all hard to justity. But we
cannot go on exposing every collection technique to the light of day just to satisfy
everyone that the programs are appropriate. The exposure itself will diminish their
effectiveness. Even a fair debate in the open will cause great harm.

And this was never meant to be a fair debate. Snowden and his allies in the press had
copics of the minimization and targeting guidelines; they surely knew that the guidelines
made the programs look far more responsible. So they suppressed them, waiting a full
two weeks — while the controversy grew and took the shape they preferred - before
releasing the documents. Since no self-respecting reporter withholds relevant
information from the public, it’s only fair to conclude that this was an act of advocacy,
not journalism. Perhaps the reporters lost their bearings; perhaps the timing was
controlled by advocates. Either way, the public was manipulated, not informed.

What Next?

Setting aside the half~oruths and the hype, what does the current surveillance flap tell us
about the fundamental gues nee
under law? §think the current flap exposes two serious difficulties in using law to
regulate mtelligenc ;

1. Regulating Technology — What Works and What Doesn’t

w6
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First, since American intelligence has always been at its best in using new technologies,
intelligenee law will always be falling out of date, and the more specitic its requirements
the sooner it will be outmoded.

Second, we aren’t good at regulating government uses of technology. That's cspecially a
risk in the context of intelligence, where the government often pushes the technological
envelope. The privacy advocates who tend to dominate the early debates about
government and technology suffer from a sort of ideological technophobia, at least as far
as government is concemed. Even groups that claim to embrace the future want
government to cling to the past. And the laws they help pass retlect that tailing.

To take an old example, in the 1970s, well before the personal computer and the Internet,
privacy campaigners persuaded the country that the FBI's newspaper clipping files about
U.S. citizens werc a threat to privacy. Sure, the information was public, they
acknowledged, but gathering it all in one file was vicwed as sinister. And maybe it was; it
certainly gave J. [dgar Hoover aceess to embarrassing information that had been long
forgotten everywhere else. So in the wake of Watergate, the attorney general banned the
practice in the absence of some investigative predicate,

The ban wasn’t reconsidered for twenty-five years. And so, in 2001, when search
engines had made it possible for anyone to assemble a clips file about anyone in seconds,
the one institution in the country that could not print out the results of its Internet
searches about Americans was the FBI. This was bad for our security, and it didn’t
protect anyone’s privacy either.

Now we're hearing calls to regulate how the govermment uses big data in security and
law enforcement investigations. This is about as likely to protect our privacy as
reinstating the ban on clips files, We can pass laws turning the federal government into an
Amish village, but big data is here to stay, and it will be used by everyone else. Every
year, data gets cheaper to collect and cheaper to analyze. You can be sure that corporate
America is taking advantage of this remorseless trend. The same is true of the cyberspies
in China’s Peoples’ Liberation Army.

If we're going to protect privacy, we won’t succeed by standing in front of big data
shouting “Stop!” Instead, we need to find privacy tools — even big data privacy tools —
that take advantage of technological advances. The best way to do that, in my view, was
sketched a decade ago by the Markle Foundation Task Force on National Security, which
calted on the government to use now technologies 10 better monitor government
ernplovees who have access to sensitive information.”’ We need systoms that audit

¥
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data misusc, that flag questionable searches, and that require employees to explain why
they are seeking unusual data access. That's far more likely to provide effective
protection against misuse of private data than trving to keep cheap data out of
government hands. The federal government has in fact made progress in this area; that’s
one reason that the minimization and targeting rules could be as detailed as they are. But
it clearly needs to do better. A proper system for auditing aceess to restricted data would
not just improve privacy enforcement, it likely would have tlagged both Bradley
Manning and Edward Snowden for their unusual network browsing habits.

2. The Rest of the World Has a Ringside Seat — And It Wants a Vote, Too

There’s a second reason why the American experiment in creating a detailed set of legal
restraints on intelligence gathering is facing unexpected difficulties, The purpose of
those restraints is to protect Americans from the intelligence collection techniques we use
on foreign governments and nationals. At every turn, the laws and regulations reassure
Americans that they will not be targeted by their own intelligence services. This makes
plenty of sense from a policy and civil liberties point of view. Intelligence gathering isn’t
pretty, and it isn’t patty cake. On occasion, the survival of the country may depend on
good intelligence. Wars are won and lives are lost when intelligence succeeds or fails.
Nations do whatever they can to collect information that might affect their future so
dramatically. After a long era of national natveté, when we thought that gentlemen didn’t
read other gentlemen’s mail and when intercepting even diplomatic radio signals was
illegal, the United States found itself thrust by World War [T and the Cold War inta the
intelligence business, and now we play by the same rules as the rest of the world.

The purpose of much intelligence law and regulation is to make sure we do not apply
those rules to our own citizens. On the whole, I'm confident that we have gone about as
far in pursuit of that goal as we can without seriously compromising our ability to
conduet foreign intelligence. And we’ve spelled those assurances out in unprecedented
detail. All of that should — and largely has ~ left the majority of Americans satisfied that
intelligence under law is working reasonably well,

The problem is that Americans aren’t the only people who read our laws or follow our
debates. So does the rest of the world. And it doesn’t take much comfort from legal
assurances that the privacy interests of Americans are well protected from our
intelligence agencies” reach. So, while the debate over U.S. intelligence pathering is
already beginning to recede in this country, the storm is still gathering abroad. Mar
other countries have complained about the idea that NSA may be spying on their citizens,
Pohticiany in France, Brazil, Germany, the Neth is, the Unitted Kingdom., Belgium,
and Romania, among others, have expressed sho i
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PRISM. On July 4, the European Parliament passed a resolution calling for a range of
possible actions, such as delaying trade talks and suspending law enforcement and
intelligence agreements with the United States over allegations that the United States
gathered intelligence on European diplomats.

Somie of this is just hypocrisy. Shortly after President Hollande demanded that the U.S.
“immediately stop™ its intercepts’® and the French Interior Minister used his position as
guest of honor at a July 4™ celebration to chide the United States for its intercepts, Le
Monde disclosed what both French officials well knew -- that France has its own program
for large-scale interception of international telecommunications traffic.'

But some of reaction is grounded in ignorance. Thanks to our open debates and detailed
legislative limits on intelligence gathering, Europeans know far more about U.S.
intelligence programs than about their own. The same is true around the world.

As aresult, it’s easy for European politicians to persuade their publics that the United
States is uniquely intrusive in the way it conducts law enforcement and intelligence
gathering from electronic communications providers. In fact, the reversc is true.

Practically every comparative study of law enforcement and sccurity practice shows that
the United States imposes more restriction on its agencies and protects its citizens’
privacy rights from government surveillance more carcfully than Europe.

I've included below two figures that illustrate this phenomenon. One is from a study
done by the Max Planck Institutc, estimating the number of surveillance orders per
100,000 people in several countries. While the statistics in each are not exactly
comparable, the chart published in that study shows an unmistakable overall trend. The
number of U.S. orders is circled, becausc it’s practically invisible next to most European
nations; indeed, an Italian or Dutch citizen is more than a hundred times more likely to be
wiretapped by his government than an American."”

* European Parliament resolution of 4 July 2013 on the US National Security Agency surveillance
programme, surveillance bodies it various Member States and their impac Ue ' privacy
682(REP)) at ttp/rwww.curoparl. europa eussid =T A&reference

angugger EN [hereinafter Luropean Partiament Resolution].
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Which countries do the most surveillance per capita?

Schwers
Frankreich
Schotland

Norwegen
Italien
Australicn
Neuseehand
Dranenik

Nrederbande

Deutschland
Ontctreich

England Wales

Similarly, the PRISM program is widely believed to show a uniquely American
enthusiasm for collecting data from service providers. In fact, it owes that reputation in
part to detailed statutory provisions that are meant to protect privacy but that also spell
out how the program works.

European regimes, by and large, offer far less protection against arbitrary collection of
personal data — and expose their programs to far less public scrutiny. One recent study
showed that, out of a dozen advanced democracies, only two — the United States and

Japan - impose serious limits on what electronic data private companies can give to the
government without legal process. In most other countries, and particularly in Europe,
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little or no process is required before a provider hands over information about

. 4
subscribers.

Which countries allow providers simply to voluntcer information to
government investigators instead of requiring lawful process?

Can the government use legal
orders to force cloud providers
to disclose customer
information — as in PRISM?

Can the government skip the legal
orders and just get the cloud provider
to disclose customer information
voluntarily?

Australia Yes Yes
Canada Yes Yes+
Denmark Yes Yes+
France Yes Yes««
Germany Yes Yes#x
Ireland Yes Yes*

Japan Yes No
Spain Yes Yes*
UK Yes Yes+

USA Yes No
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At most, European providers must have a goad reason for sharing personal data, but
ssisting law enforcement investigations js highly likely to satisfy this requirement. In
Inited States, such sharing is prohibited in the absence of Tegal process.

Despite the evidence, however, it is an article of faith in Evrope that the United States
lags Europe in respect for citizens® rights when collecting data for sceurity and law
enforcement purposes. Again, this is the unfortunate result of our commitment to
regulating our intelligence services in a more open fashion than other countries.

The U. S. government has learned to live with Europe’s misplaced zeal for moral tutelage
where data collection is concerned. Our government can ride out this storm as it has
ridden out others. But the antagonism spawned by Snowden’s disclosures could have
more serious consequences for our information technology companies.

Many countries around the world have launched investigations designed to punish
American companies for complying with Amecrican law. Some of the politicians and data
protection agencies pressing for sanctions are simply ignorant of their own nation’s
aggressive use of surveillance, others are jumping at any opportunity to harm U.S,
sceurity interests. But the fact remains that the price of obeying U.S. law could be very
high for our information technology sector.

Foreign officials are seizing on the disclosures to fuel a new kind of information
protectionism. During a French parliament hearing, France’s Minister for the Digital
Economy declared that, if the report about PRISM ““turns out to be true, it makes [it]
relatively relevant to locate dd(dLCHT.CTb and servers in [ French| national territory in order
to better ensure data security.” Germdny s Interior Minister was even more explicit,
saying, “Whoever fears their communication is being intercepted in any way should use
services that don't go through American servers.” And Neelie Kroes, Vice President of
the European Commission, said, “1f Europcan cloud customers cannot trust the United
States government or their assurances, then maybe they won't trust US cloud providers
either. That is my gness. And if [ am right then there are multi-billion eurn consequences
for American companies.”

Hurting U.S. mformation technology firms this way is a kind of three-fer for European
officials. It boosts the local IT industry, it assures more data for Europe’s own
surveillance systems, and it hurts U.S. intelligence

mig 21, 2613,
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The Luropean Parliament has been particularly aggressive in condemning the program as
a violation of European human rights. > Its resolution pulls out all the stops, threatening
sanctions if the United States does not modify its intelligence programs to provide
privacy protections for European nationals. The resolution raises the prospeet of
suspending two anti-terror agreements with the United States on passenger and financial
data, it “demands”™ U.S. security clearances for European officials so they can review all
the documents about PRISM, and it threatens US-EU trade talks as well as the Safe
Harbor that allows companies to move data freely across the Atlantic.

This may be the most egregious double standard to come out of Europe yet. Unlike our
section 215 program, the EU doesn’t have a big metadata database. But that’s because
Europe doesn’t need one.  Instead, the Furopean Parliament passed a measure forcing all
of its information technology providers to create their own metadata databases so that law
enforcement and security agencies could conveniently search up to two vears’ worth of
logs. These databases are full of data about American citizens, and under EU law any
database held anywhere in Europe is open to search (and quite likely to “voluntary”
disclosure) at the request of any government agency anywhere between Bulgaria and
Portugal.

I have scen this movie before, too. During my tenure at Homeland Security, European
officials tried to keep the United States from easily accessing travel reservation data to
screen for terrorists hoping to blow up planes bound for the United States. In order to
bring the United States to the table, European officials threatened to impose sanctions not
on the government but on air carriers who cooperated with the data program. 2

Similarly, to limit U.S. access to terror finance information, European data protection
authorities threatened the interbank transfer company, SWIFT, with criminal prosecution
and fines for giving the U.S. access to transter data. “ In the end, the threat of sanctions
forced SWIFT to keep a large volume of its data in Europe and to deny U.S. authoritics
access to it.

Now, whenever Europe has a beef with U.S. use of data in counterterronism programs, it
threatens not the U.S. government but U.S. companies. The European Parliament is
simply returning to that same playbook. There is every reason to believe that European
governments, and probably some imitators in Latin America and elsewhere, will hold
U.S. information technology companies hostage in order to show their unhappiness at the
PRISM disclosures.

3. What Congress Should Do About It

Az aresult, 2013 13 going (o be g bad vear for companies that complied with U8, law.
We need o recognire that our government put them in this position. Mot just the
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executive branch that served those orders, but Congress too, which has debated and
written intelligence laws as though the rest of the world wasn’t listening,

The U.S. government, all of it, has left U.S. companies seriously at risk tor deing nothing
more than their duty under U.S. law. And the U.S. government, all of it, has a
responsibility to protect U.S. companies from the resulting foreign government attacks.

The executive branch has a responsibility to interposc itself between the companics and
foreign governments. The flap over Snowden’s disclosures is a dispute between
governments, and it must be kept in those channels. Diplomatic, intelligence, and law
enforcement partners in every other country should hear the same message: “If you want
to talk about U.S. intelligence programs, you can talk to us — but not to U.S. companies
and individuals; they are prohibited by law from discussing those programs.”

Congress too needs to speak up on this question. European politicians feel frec to
demand security clearances and a vote on U.S. data programs in part because they think
Congress and the American public share their views. It’s time to make clear to other
countries that we do not welcome foreign regulation of U.S. security arrangements.

There are many ways to convey that message. Congress could ~ should - adopt its own
resolution rejecting the Buropean Parliament’s.

Congress could prohibit U.S. agencies from providing intelligence and law enforcement
assistance or information to nations that have harassed or threatened U.S. companics for
assisting their government — unless the agency head decides that providing a particular
piece of information will also protect U.S. security.

It could require similar review procedures to make sure that Mutual Legal Assistance
Treatics do not provide assistance to nations that try to punish U.S. companies for
obeying U.S. law,

And it could match the European Parliament’s willingness to reopen the travel data and
terror finance pacts with its own, prescribing in law that if the agreements are recpened
they must be amended to include an anti-hypocrisy clause (“no privacy obligations may
be imposed on U.S. agencies that have not already been imposed on European agencies™)
as well as an anti-hostage-taking clause (“concerns about government conduct will be
raised between governments and not by threatening private actors with inconsistent legal
abligations”).

5 Lar road runs i both directs ps Congress could
mandate an investigation into how much data about individual Americans is heing
retained by European companies, how often it is accessed by European governments,
whether access meets our constitutiona! and legal standards.

And, just to show that

S14-
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Conclusion

Thirty-five years of trying to write detailed laws for intelligence gathering have revealed
just how hard that exercise is — and why so few nations have tried to do it. Two lessons
are particularly salient as a result of the latest flap over Edward Snowden’s revelations.

First, as technologies and security problems change, it is not easy for the law to keep up
at least not without the kind of debate and legislative specitication that puts sources and
methods at risk. The solution of the past decade has been to ercct many safeguards for
civil liberties, but behind a veil of classification.  The end result has been discouraging.
Not because civil liberties have been eroded in secret; in my view, all three branches of
government have bent over backwards to protect the privacy of Americans while still
conducting intelligence on the frontier of technology. Rather, it’s clear that large parts of
the body politic are reluctant to trust classified protections. That has allowed
irresponsible advocates to distort the debate over our intelligence programs.

Second. we are not alone when we write these laws. Every other country — and
practically every terror group  is listening and sifting our debate for clues about what it
means for them, The very things that we are proudest of — our ability to conduct
intelligence while protecting the rights of Americans - is no comfort to the rest of the
world. Instead, it looks to many in the rest of the world like a provocation. They feel
entitled to demand for their citizens the protections we have given to Americans. In
pursuit of that poal, we can expect them also to attack the technology companies that arc
at the heart of our competitive and our intelligence advantage. It nothing clse, we need to
make sure that other governments do not punish those companies {or the contribution
they make to our security.
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Mr. GOODLATTE. Thank you, Mr. Baker.
Mr. Jaffer, welcome.

TESTIMONY OF JAMEEL JAFFER,
AMERICAN CIVIL LIBERTIES UNION (ACLU)

Mr. JAFFER. Thank you. Mr. Chairman, Mr. Ranking Member,
Members of the Committee, on behalf of the ACLU, thanks for the
invitation to testify today.

Over the last 6 weeks, it has become clear that the NSA is en-
gaged in far-reaching, intrusive, and unconstitutional surveillance
of Americans’ communications. Under Section 215, the NSA is
tracking every single phone call made by a resident of the United
States—who they called, when they called them, for how long they
spoke. Until recently, it was tracking ordinary Americans’ Internet
activity as well.

Under Section 702 and on the pretext of monitoring people out-
side the United States, the NSA is using Section 702 of FISA to
build massive databases of Americans’ domestic and international
communications, not just so-called metadata, but content as well.
Those programs have been made possible by huge advances in the
technology of surveillance, but in many respects, they resemble the
generalized warrants, the generalized surveillance programs that
led to the adoption of the Fourth Amendment more than 200 years
ago.

The FISA court orders resemble general warrants, albeit general
warrants for the digital age. That the NSA is engaged in this kind
of unconstitutional surveillance is the result of defects in the stat-
ute itself and in the current oversight system.

FISA affords the Government sweeping power to monitor the
communications of innocent people. Excessive secrecy has made
congressional oversight difficult and public oversight impossible.
Intelligence officials have repeatedly misled the public, Congress,
and the courts about the nature and the scope of the Government
surveillance activities, and structural features of the Foreign Intel-
ligence Surveillance Court have prevented that court from serving
as an effective guardian of constitutional rights.

To say that the NSA’s activities present a grave danger to Amer-
ican democracy is not an overstatement. Thirty-six years ago, after
conducting a comprehensive investigation into the intelligence
abuses of the previous decades, the Church Committee warned that
inadequate regulations on Government surveillance “threaten to
undermine our democratic society and fundamentally alter its na-
ture.”

That warning should have even more resonance today than it did
in 1976 because in recent decades, the NSA’s resources have
grown, statutory and constitutional limitations have been steadily
eroded, and the technology of surveillance has become exponen-
tially more power and more intrusive.

Because the problem that Congress confronts today has many
roots, there is no single solution to it. But there are a number of
things that Congress should do right away.

It should amend Section 215 and 702 to expressly prohibit
suspicionless or dragnet monitoring or tracking of Americans’ com-
munications. It should require the executive to release basic infor-
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mation about the Government’s use of foreign intelligence surveil-
lance authorities, including those relating to pen registers and na-
tional security letters.

The executive should be required to disclose for each year how
many times each of those provisions was used, how many individ-
uals’ privacy was implicated by the Government’s use of each provi-
sion. And with respect to any dragnet, generalized, or bulk surveil-
lance program, it should be required to disclose the types of infor-
mation that were collected.

Are they collecting medical records? Are they collecting edu-
cational records? Are they collecting firearms records? That should
be disclosed to the American public.

Congress should also require the publication of FISA court opin-
ions that evaluate the meaning, scope, or constitutionality of the
foreign intelligence laws. The ACLU recently filed a motion before
the FISA court, arguing that the publication of those opinions is re-
quired by the First Amendment, but Congress need not wait for the
FISA court to act. Congress has the authority and the obligation
to ensure that Americans are not governed by a system of secret
law.

Finally, Congress, and this Committee in particular, should hold
additional hearings to consider further amendments to FISA, in-
cluding amendments to make FISA court proceedings more trans-
parent. Congress should not be indifferent to the Government’s ac-
cumulation of vast quantities of sensitive information about Ameri-
cans’ lives. This Committee in particular has a crucial role to play
in ensuring that the Government’s efforts to protect the country
don’t compromise the freedoms that make the country worth pro-
tecting.

Thank you.

[The prepared statement of Mr. Jaffer follows:]
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On behalf of the American Civil Liberties Union (ACLU), its hundreds of
thousands of members, and its fifty-three affiliates nationwide, thank you for inviting the
ACLU to testify before the Committee.

Over the last six weeks it has become clear that the National Security Agency
(NSA) is engaged in far-reaching, intrusive, and unlawful surveillance of Americans’
telephone calls and electronic communications. That the NSA is engaged in this
surveillance is the result of many factors. The Foreign Intelligence Surveillance Act
(FISA) affords the government sweeping power to monitor the communications of
innocent people. Excessive secrecy has made congressional oversight difficult and public
oversight impossible. Intelligence officials have repeatedly misled the public, Congress,
and the courts about the nature and scope of the government’s surveillance activities.
Structural features of the Foreign Intelligence Surveillance Court (FISC) have prevented
that court from serving as an effective guardian of individual rights. And the ordinary
federal courts have improperly used procedural doctrines to place the NSA’s activities
beyond the reach of the Constitution.
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To say that the NSA’s activities present a grave danger to American democracy is
no overstatement. Thirty-seven years ago, after conducting a comprehensive investigation
into the intelligence abuses of the previous decades, the Church Committee warned that
inadequate regulations on government surveillance “threaten[ed] to undermine our
democratic society and fundamentally alter its nature.” This warning should have even
more resonance today, because in recent decades the NSA’s resources have grown,
statutory and constitutional limitations have been steadily eroded, and the technology of
surveillance has become exponentially more powerful.

Because the problem Congress confronts today has many roots, there is no single
solution to it. It is crucial, however, that Congress take certain steps immediately. It
should amend relevant provisions of FISA to prohibit suspicionless, “dragnet”
monitoring or tracking of Americans’ communications. It should require the publication
of past and future FISC opinions insofar as they evaluate the meaning, scope, or
constitutionality of the foreign-intelligence laws. It should ensure that the public has
access to basic information, including statistical information, about the government’s use
of new surveillance authorities. It should also hold additional hearings to consider further
amendments to FISA—including amendments to make FISC proceedings more
transparent.

L Metadata surveillance under Section 215 of the Patriot Act

On June 5, 2013, 1he Guardian disclosed a previously secret FISC order that
compels a Verizon subsidiary, Verizon Business Network Services (VBNS), to supply
the government with records relating to every phone call placed on its network between
April 25, 2013 and July 19, 2013." The order directs VBNS to produce to the NSA “on an
ongoing daily basis ... all call detail records or ‘telephony metadata’™ relating its
customers’ calls, including those “wholly within the United States.”® As many have
noted, the order is breathtaking in its scope. It is as if the government had seized every
American’s address book—with annotations detailing which contacts she spoke to, when
she spoke with them, for how long, and (possibly) from which locations.

News reports since the disclosure of the VBNS order indicate that the mass
acquisition of Americans’ call details extends beyond customers of VBNS, encompassing
subscribers of the country’s three largest phone companies: Verizon, AT&T, and Sprint.”

' See Glenn Greenwald, NS4 Collecting Phone Records of Millions of Verizon
Customers Daily, Guardian, June 5, 2013, http:/bit.1y/13jsdlb.

* Secondary Order, In Re Application of the FBI for an Order Requiring the
Production of Tangible Things from Verizon Bus. Network Servs., Inc. on Behalf of MCI
Comme'n Servs., Inc. d'b/a Verizon Bus. Servs., No. BR 13-80 at 2 (FISA Ct. Apr. 25,
2013), available at hitp://bitly/11FY393.

3 See Siobhan Gorman et al., [7.S, Collects Vast Data Trove, Wall St. J., June 7,
2013, http://on.wsj.com/11uDOue (“The arrangement with Verizon, AT&T and Sprint,
the country’s three largest phone companies means, that every time the majority of

2



88
Jameel Jafter/ 3

Members of the congressional intelligence committees have confirmed that the order
issued to VBNS is part of a broader program under which the government has been
collecting the telephone records of essentially all Americans for at least seven years.

a. The metadata program is not authorized by statute

The metadata program has been implemented under Section 215 of the Patriot
Act—sometimes referred to as FISA’s “business records” provision—but this provision
does not permit the government to track all Americans’ phone calls, let alone over a
period of seven years.

As originally enacted in 1998, FISA’s business records provision permitted the
FBI to compel the production of certain business records in foreign intelligence or
international terrorism investigations by making an application to the FISC. See 50
U.S.C. §§ 1861-62 (2000 ed.). Only four types of records could be sought under the
statute: records from common carriers, public accommodation facilities, storage facilities,
and vehicle rental facilities. 50 U.S.C. § 1862 (2000 ed.). Moreover, the FISC could issue
an order only if the application contained “specific and articulable facts giving reason to
believe that the person to whom the records pertain[ed] [was] a foreign power or an agent
of a foreign power.” /d.

The business records power was considerably expanded by the Patriot Act.’
Section 215 of that Act, now codified in 50 U.S.C. § 1861, permitted the FBI to make an
application to the FISC for an order requiring

Americans makes a call, NSA gets a record of the location, the number called, the time of
the call and the length of the conversation, according to people familiar with the matter. .
.. AT&T has 107.3 million wireless customers and 31.2 million landline customers.
Verizon has 98.9 million wireless customers and 22.2 million landline customers while
Sprint has 55 million customers in total.”); Siobhan Gorman & Jennifer Valentino-
DeVries, Government Is Tracking Verizon Customers’ Records, Wall St. J., June 6, 2013,
http://on.wsj.com/13mLm7c.

In the days following The Guardia’s disclosure of the Verizon order, officials
revealed other details about the government’s surveillance under Section 215. See James
R. Clapper, DNI Statement on Recent Unauthorized Disclosures of Classified
Information, Office of the Director of National Intelligence (June 6, 2013),
http://1.usa.gov/13jwuFc. The DNI stated, for example, that “the [FISC] only allows the
data to be queried when there is a reasonable suspicion, based on specific facts, that the
particular basis for the query is associated with a foreign terrorist organization.”

* Dan Roberts & Spencer Ackerman, Senator Feinstein: NSA Phone Call Data
Collection in Place ‘Since 2006, Guardian, June 6, 2013, http:/bitly/13rfxdu; id.
(Senator Saxby Chambliss: “This has been going on for seven years.”).

® For ease of reference, this testimony uses “business records provision” to refer
to the current version of the law as well as to earlier versions, even though the current

A
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the production of any tangible things (including books, records, papers,
documents, and other items) for an investigation to obtain foreign
intelligence information not concerning a United States person or to
protect against international terrorism or clandestine intelligence activities

50 U.S.C. § 1861(a)(1) (emphasis added).

No longer limited to four discrete categories of business records, the new law
authorized the FBI to seek the production of “any tangible things.” /d. Tt also authorized
the FBI to obtain orders without demonstrating reason to believe that the target was a
foreign power or agent of a foreign power. Instead, it permitted the government to obtain
orders where tangible things were “sought for” an authorized investigation. P.L. 107-56,
§ 215. This language was further amended by the USA PATRIOT Improvement and
Reauthorization Act of 2005, P.L. 109-177, § 106(b). Under the current version of the
business records provision, the FBI must provide “a statement of facts showing that there
are reasonable grounds to believe that the tangible things sought are relevant” to a foreign
intelligence, international terrorism, or espionage investigation. 50 U.S.C.
§ 1861(b)(2)(A) (emphasis added).®

While the Patriot Act considerably expanded the government’s surveillance
authority, Section 215 does not authorize the metadata program. First, whatever
“relevance” might allow, it does not permit the government to cast a seven-year dragnet
over the records of every phone call made or received by any American. Indeed, to say
that Section 215 authorizes this surveillance is to deprive the word “relevance” of any
meaning. The government’s theory appears to be that some of the information swept up
in the dragnet might become relevant to “an authorized investigation” at some point in
the future. The statute, however, does not permit the government to collect information
on this basis. Cf. Jim Sensenbrenner, This Abuse of the Patriot Act Must I'nd, Guardian,
June 9, 2013, http://bit1y/18iDA3x (“[B]lased on the scope of the released order, both the
administration and the FISA court are relying on an unbounded interpretation of the act
that Congress never intended.”). The statute requires the government to show a
connection between the records it seeks and some specific, existing investigation.

Indeed, the changes that Congress made to the statute in 2006 were meant to
ensure that the government did not exploit ambiguity in the statute’s language to justify

version of the law allows the FBI to compel the production of much more than business
records, as discussed below.

® Records are presumptively relevant if they pertain to (1) a foreign power or an
agent of a foreign power; (2) the activities of a suspected agent of a foreign power who is
the subject of such authorized investigation; or (3) an individual in contact with, or
known to, a suspected agent of a foreigh power who is the subject of such authorized
investigation. This relaxed standard is a significant departure from the original threshold,
which, as noted above, required an individualized inquiry.

4
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the collection of sensitive information not actually connected to some authorized
investigation. As Senator Jon Kyl put it in 2006, “We all know the term ‘relevance.” It is
a term that every court uses. The relevance standard is exactly the standard employed for
the issuance of discovery orders in civil litigation, grand jury subpoenas in a criminal
investigation.””

As Congress recognized in 2006, relevance is a familiar standard in our legal
system. It has never been afforded the limitless scope that the executive branch is
affording it now. Indeed, in the past, courts have carefully policed the outer perimeter of
“relevance” to ensure that demands for information are not unbounded fishing
expeditions. See, e.g., In re Horowitz, 482 F.2d 72, 79 (2d Cir. 1973) (“What is more
troubling is the matter of relevance. The [grand jury] subpoena requires production of all
documents contained in the files, without any attempt to define classes of potentially
relevant documents or any limitations as to subject matter or time period.”).® The
information collected by the government under the metadata program goes far beyond
anything a court has ever allowed under the rubric of “relevance.””

b. The metadata program is unconstitutional

President Obama and intelligence officials have been at pains to emphasize that
the government is collecting metadata, not content. The suggestion that metadata is
somehow beyond the reach of the Constitution, however, is not correct. For Fourth
Amendment purposes, the crucial question is not whether the government is collecting
content or metadata but whether it is invading reasonable expectations of privacy. In the
case of bulk collection of Americans’ phone records, it clearly is.

The Supreme Court’s recent decision in United States v. Jones, 132 S. Ct. 945
(2012), is instructive. In that case, a unanimous Court held that long-term surveillance of
an individual’s location constituted a search under the Fourth Amendment. The Justices
reached this conclusion for different reasons, but at least five Justices were of the view
that the surveillance infringed on a reasonable expectation of privacy. Justice Sotomayor
observed that tracking an individual’s movements over an extended period allows the
government to generate a “precise, comprehensive record” that reflects “a wealth of
detail about her familial, political, professional, religious, and sexual associations.” /d.
(Sotomayor, J., concurring).

7 Jennifer Valentino-Devries & Siobhan Gorman, Secref Court’s Redefinition of
Relevant’ Fmpowered Vast NSA Data-Gathering, Wall St. T, July 8, 2013,
http://on.wsj.com/13x8QKU.

& See also Hale v. Henkel, 201 U.S. 43, 76-77 (1906).

? The metadata program also violates Section 215 because the statute does not
authorize the prospective acquisition of business records. The text of the statute
contemplates “release” of “tangible things” that can be “fairly identified,” and “allow[s] a

reasonable time” for providers to “assemble[]” those things. 50 U.S.C. § 1861(c)(1)-(2).
These terms suggest that Section 215 reaches only business records already in existence.
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The same can be said of the tracking now taking place under Section 215. Call
records can reveal personal relationships, medical issues, and political and religious
affiliations. Tnternet metadata may be even more revealing, allowing the government to
learn which websites a person visits, precisely which articles she reads, whom she
corresponds with, and whom those people correspond with.

The long-term surveillance of metadata constitutes a search for the same reasons
that the long-term surveillance of location was found to constitute a search in Jones. In
fact, the surveillance held unconstitutional in Joses was narrower and shallower than the
surveillance now taking place under Section 215. The location tracking in Jones was
meant to further a specific criminal investigation into a specific crime, and the
government collected information about one person’s location over a period of less than a
month. What the government has implemented under Section 215 is an indiscriminate
program that has already swept up the communications of millions of people over a
period of seven years.

Some have defended the metadata program by reference to the Supreme Court’s
decision in Smith v. Maryland, 442 U.S. 735 (1979), which upheld the installation of a
pen register in a criminal investigation. The pen register in Smith, however, was very
primitive—it tracked the numbers being dialed, but it didn’t indicate which calls were
completed, let alone the duration of the calls. Moreover, the surveillance was directed at a
single criminal suspect over a period of less than two days. The police were not casting a
net over the whole country.

Another argument that has been offered in defense of the metadata program is
that, though the NSA collects an immense amount of information, it examines only a tiny
fraction of it. But the Fourth Amendment is triggered by the coflection of information,
not simply by the querying of it. The NSA cannot insulate this program from Fourth
Amendment scrutiny simply by promising that Americans’ private information will be
safe in its hands. The Fourth Amendment exists to prevent the government from
acquiring Americans’ private papers and communications in the first place.

Because the metadata program vacuums up sensitive information about
associational and expressive activity, it is also unconstitutional under the First
Amendment. The Supreme Court has recognized that the government’s surveillance and
investigatory activities have an acute potential to stifle association and expression
protected by the First Amendment. See, e.g., United States v. U.S. District Court, 407
U.S. 297 (1972). As a result of this danger, courts have subjected investigatory practices
to “exacting scrutiny” where they substantially burden First Amendment rights. See, e.g.,
Clark v. Library of Congress, 750 F.2d 89, 94 (D.C. Cir. 1984) (FBI field investigation);
In re Grand Jury Proceedings, 776 F.2d 1099, 1102-03 (2d Cir. 1985) (grand jury
subpoena). The metadata program cannot survive this scrutiny. This is particularly so
because all available evidence suggests that the program is far broader than necessary to
achieve the government’s legitimate goals. See, e.g., Press Release, Wyden, Udall
Question the Value and FEfficacy of Phone Records Collection in Stopping Attacks, June



92
Jameel Jafter /7

7, 2013, http://1.usa.gov/19Q1Ngl (“As far as we can see, all of the useful information
that it has provided appears to have also been available through other collection methods
that do not violate the privacy of law-abiding Americans in the way that the Patriot Act
collection does.”).

c. Congress should amend Section 215 to prohibit suspicionless,
dragnet collection of “tangible things”

As explained above, the metadata program is neither authorized by statute nor
constitutional. As the government and FISC have apparently found to the contrary,
however, the best way for Congress to protect Americans’ privacy is to narrow the
statute’s scope. The ACLU urges Congress to amend Section 215 to provide that the
government may compel the production of records under the provision only where there
is a close connection between the records sought and a foreign power or agent of a
foreign power. Several bipartisan bills now in the House and Senate should be considered
by this Committee and Congress at large. The LIBERT-E Act, HR. 2399, 113th Cong.
(2013), sponsored by Ranking Member Conyers, Rep. Justin Amash, and forty others,
would tighten the relevance requirement, mandating that the government supply “specific
and articulable facts showing that there are reasonable grounds to believe that the
tangible things sought are relevant and material,” and that the records sought “pertain
only to an individual that is the subject of such investigation.” A bill sponsored by
Senators Udall and Wyden would similarly tighten the required connection between the
government’s demand for records and a foreign power or agent of a foreign power.
Congress could also consider simply restoring some of the language that was deleted by
the Patriot Act—in particular, the language that required the government to show
“specific and articulable facts giving reason to believe that the person to whom the
records pertain[ed] [was] a foreign power or an agent of a foreign power.”

11, Electronic surveillance under Section 702 of FISA

The metadata program is only one part of the NSA’s domestic surveillance
activities. Recent disclosures show that the NSA is also engaged in large-scale
monitoring of Americans’ electronic communications under Section 702 of FISA, which
codifies the FISA Amendments Act of 2008." Under this program, labeled “PRISM” in
NSA documents, the government collects emails, audio and video chats, photographs,
and other internet traffic from nine major service providers—Microsoft, Yahoo, Google,
Facebook, PalTalk, AOL, Skype, YouTube, and Apple.11 The Director of National
Intelligence has acknowledged the existence of the PRISM program but stated that it

' Barton Gellman & Laura Poitras, [.S., British Intelligence Mining Data From
Nine U.S. Internet Companies in Broad Secret Program, Wash. Post, June 7, 2013,
http://wapo.st/1888aNTr.

" While news reports have generally described PRISM as an NSA “program,” the
publicly available documents leave open the possibility that PRISM is instead the name
of the NSA database in which content collected from these providers is stored.
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involves surveillance of foreigners outside the United States. '* This is misleading. The
PRISM program involves the collection of Americans’ communications, both
international and domestic, and for reasons explained below, the program is
unconstitutional.

a. Section 702 is unconstitutional

President Bush signed the FISA Amendments Act into law on July 10, 2008."
While leaving FISA in place for purely domestic communications, the FISA
Amendments Act revolutionized the FISA regime by permitting the mass acquisition,
without individualized judicial oversight or supervision, of Americans’ international
communications. Under the FISA Amendments Act, the Attorney General and Director
of National Intelligence (“DNI") can “authorize jointly, for a period of up to 1 year . . .
the targeting of persons reasonably believed to be located outside the United States to
acquire foreign intelligence information.” 50 U.S.C. 1881a(a). The government is
prohibited from “intentionally target[ing] any person known at the time of the acquisition
to be located in the United States,” id. § 1881a(b)(1), but an acquisition authorized under
the FISA Amendments Act may nonetheless sweep up the international communications
of U.S. citizens and residents.

Before authorizing surveillance under Section 702—or, in some circumstances,
within seven days of authorizing such surveillance—the Attorney General and the DNI
must submit to the FISA Court an application for an order (hereinafter, a “mass
acquisition order”). /d. § 1881a(a), (c)}(2). A mass acquisition order is a kind of blank
check, which once obtained permits—without further judicial authorization—whatever
surveillance the government may choose to engage in, within broadly drawn parameters,
for a period of up to one year.

To obtain a mass acquisition order, the Attorney General and DNT must provide to
the FISA Court “a written certification and any supporting affidavit” attesting that the
FISA Court has approved, or that the government has submitted to the FISA Court for
approval, “targeting procedures” reasonably designed to ensure that the acquisition is
“limited to targeting persons reasonably believed to be located outside the United States,”

12 James R. Clapper, DNI Statement on Activities Authorized Under Section 702
of FISA, Office of the Director of National Intelligence (June 6, 2013),
http://1.usa.gov/13JJdBE; see also James R. Clapper, DNI Statement on the Collection of
Intelligence Pursuant to Section 702 of the Foreign Intelligence Surveillance Act (June 8,
2013), http:/1.usa.gov/10Y Y4tp.

"* A description of electronic surveillance prior to the passage of the FISA
Amendments Act, including the warrantless wiretapping program authorized by President
Bush beginning in 2001, is available in Mr. Jaffer’s earlier testimony to the Committee.
See The FISA Amendments Act of 2008: Hearing Before the Subcomm. on Crime,
Terrorism, and Homeland Security, H. Comm. on the Judiciary, 112th Cong. (May 31,
2012) (written testimony of Jameel Jaffer, Deputy Legal Director of the American Civil
Liberties Union Foundation), available at http://bit.1y/14Q61Bs.

8
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and to “prevent the intentional acquisition of any communication as to which the sender
and all intended recipients are known at the time of the acquisition to be located in the
United States.” /d. § 1881a(g)2)(A)(i).

The certification and supporting affidavit must also attest that the FISA Court has
approved, or that the government has submitted to the FISA Court for approval,
“minimization procedures” that meet the requirements of 50 U.S.C. §1801(h) or
§ 1821(4).

Finally, the certification and supporting affidavit must attest that the Attorney
General has adopted “guidelines” to ensure compliance with the limitations set out in
§ 1881a(b); that the targeting procedures, minimization procedures, and guidelines are
consistent with the Fourth Amendment; and that “a significant purpose of the acquisition
is to obtain foreign intelligence information.” /d. § 1881a(g)(2 Y A)(iii)—(vii).

Importantly, Section 702 does not require the government to demonstrate to the
FISA Court that its surveillance targets are foreign agents, engaged in criminal activity,
or connected even remotely with terrorism. Indeed, the statute does not require the
government to identify its surveillance targets at all. Moreover, the statute expressly
provides that the government’s certification is not required to identify the facilities,
telephone lines, email addresses, places, premises, or property at which its surveillance
will be directed. /d. § 1881a(g)(4).

Nor does Section 702 place meaningful limits on the government’s retention,
analysis, and dissemination of information that relates to U.S. citizens and residents. The
Act requires the government to adopt “minimization procedures,” id. § 1881a, that are
“reasonably designed . . . to minimize the acquisition and retention, and prohibit the
dissemination, of nonpublicly available information concerning unconsenting United
States persons,” id. §§ 1801(h)(1), 1821(4XA). The Act does not, however, prescribe
specific minimization procedures. Moreover, the FISA Amendments Act specifically
allows the government to retain and disseminate information—including information
relating to U.S. citizens and residents—if the government concludes that it is “foreign
intelligence information.” Id. § 1881a(e) (referring to id. §§ 1801(h)(1), 1821(4)A)). The
phrase “foreign intelligence information” is defined broadly to include, among other
things, all information concerning terrorism, national security, and foreign affairs. /d.
§ 1801(e).

As the FISA Court has itself acknowledged, its role in authorizing and
supervising surveillance under the FISA Amendments Act is “narrowly circumscribed.”'*
The judiciary’s traditional role under the Fourth Amendment is to serve as a gatekeeper
for particular acts of surveillance, but its role under the FISA Amendments Act is to issue
advisory opinions blessing in advance broad parameters and targeting procedures, under

" In re Proceedings Required by § 702(i) of the FISA Amendments Act of 2008,
No. Misc. 08-01, slip op. at 3 (FISA Ct. Aug. 27, 2008) (internal quotation marks
omitted), available ar http://www fas.org/irp/agency/doj/fisa/tisc082708. pdf.
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which the government is then free to conduct surveillance for up to one year. Under
Section 702, the FISA Court does not consider individualized and particularized
surveillance applications, does not make individualized probable cause determinations,
and does not closely supervise the implementation of the government’s targeting or
minimization procedures. In short, the role that the FISA Court plays under the FISA
Amendments Act bears no resemblance to the role that it has traditionally played under
FISA.

The ACLU has long expressed deep concerns about the lawfulness of the FISA
Amendments Act and surveillance under Section 702."° The statute’s defects include:

e Section 702 allows the government to collect Americans’ international
communications without requiring it to specify the people, facilities, places,
premises, or property to be monitored

Until Congress enacted the FISA Amendments Act, FISA generally prohibited the
government from conducting electronic surveillance without first obtaining an
individualized and particularized order from the FISA court. In order to obtain a court
order, the government was required to show that there was probable cause to believe that
its surveillance target was an agent of a foreign government or terrorist group. It was also
generally required to identify the facilities to be monitored. The FISA Amendments Act
allows the government to conduct electronic surveillance without indicating to the FISA
Court whom it intends to target or which facilities it intends to monitor, and without
making any showing to the court—or even making an internal executive determination—
that the target is a foreign agent or engaged in terrorism. The target could be a human
rights activist, a media organization, a geographic region, or even a country. The
government must assure the FISA Court that the targets are non-U.S. persons overseas,
but in allowing the executive to target such persons overseas, Section 702 allows it to
monitor communications between those targets and U.S. persons inside the United States.
Moreover, because the FISA Amendments Act does not require the government to
identify the specific targets and facilities to be surveilled, it permits the acquisition of
these communications en masse. A single acquisition order may be used to justity the
surveillance of communications implicating thousands or even millions of U.S. citizens
and residents.

'* The ACLU raised many of these defects in a constitutional challenge to the
FISA Amendments Act filed just hours atter the Act was signed into law in 2008. The
case, Amnesty v. Clapper, was filed on behalf of a broad coalition of attorneys and human
rights, labor, legal and media organizations whose work requires them to engage in
sensitive and sometimes privileged telephone and email communications with individuals
located outside the United States. In a 5-4 ruling handed down on February 26, 2013,
the Supreme Court held that the ACLU’s plaintiffs did not have standing to challenge the
constitutionality of the Act because they could not show, at the outset, that their
communications had been monitored by the government. See Clapper v. Amnesty Int’l
US4, 133 S. Ct. 1138 (2013). The Court did not reach the merits of plaintiffs’
constitutional challenge.

10
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s Section 702 allows the government to conduct intrusive surveillance without
meaningful judicial oversight.

Under Section 702, the government is authorized to conduct intrusive surveillance
without meaningful judicial oversight. The FISA Court does not review individualized
surveillance applications. It does not consider whether the government’s surveillance is
directed at agents of foreign powers or terrorist groups. It does not have the right to ask
the government why it is initiating any particular surveillance program. The FISA
Court’s role is limited to reviewing the government’s “targeting” and “minimization”
procedures. And even with respect to the procedures, the FISA court’s role is to review
the procedures at the outset of any new surveillance program; it does not have the
authority to supervise the implementation of those procedures over time.

e Section 702 places no meaningful limits on the government’s retention and
dissemination of information relating to U.S. citizens and residents.

As a result of the FISA Amendments Act, thousands or even millions of U.S.
citizens and residents will find their international telephone and email communications
swept up in surveillance that is “targeted” at people abroad. Yet the law fails to place any
meaningful limitations on the government’s retention and dissemination of information
that relates to U.S. persons. The law requires the government to adopt “minimization”
procedures—procedures that are “reasonably designed . . . to minimize the acquisition
and retention, and prohibit the dissemination, of nonpublicly available information
concerning unconsenting United States persons.” However, these minimization
procedures must accommodate the government’s need “to obtain, produce, and
disseminate foreign intelligence information.” In other words, the government may retain
or disseminate information about U.S. citizens and residents so long as the information is
“foreign intelligence information.” Because “foreign intelligence information” is defined
broadly (as discussed below), this is an exception that swallows the rule.

e Section 702 does not limit government surveillance to communications relating to
terrorism.

The Act allows the government to conduct dragnet surveillance if a significant
purpose of the surveillance is to gather “foreign intelligence information.” There are
multiple problems with this. First, under the new law the “foreign intelligence”
requirement applies to entire surveillance programs, not to individual intercepts. The
result is that if a significant purpose of any particular government dragnet is to gather
foreign intelligence information, the government can use that dragnet to collect all kinds
of communications—not only those that relate to foreign intelligence. Second, the phrase
“foreign intelligence information” has always been defined extremely broadly to include
not only information about terrorism but also information about intelligence activities, the
national defense, and even the “foreign affairs of the United States.” Journalists, human
rights researchers, academics, and attorneys routinely exchange information by telephone
and email that relates to the foreign affairs of the U.S.

11
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b. The NSA’s “targeting” and “minimization” procedures do not
mitigate the statute’s constitutional deficiencies.

Since the FISA Amendments Act was enacted in 2008, the government’s
principal defense of the law has been that “targeting” and “minimization” procedures
supply sufficient protection for Americans’ privacy. Because the procedures were secret,
the government’s assertion was impossible to evaluate. Now that the procedures have
been published, however,' it is plain that the assertion is false. Indeed, the procedures
confirm what critics have long suspected—that the NSA is engaged in unconstitutional
surveillance of Americans’ communications, including their telephone calls and emails.
The documents show that the NSA is conducting sweeping surveillance of Americans’
international communications, that it is acquiring many purely domestic communications
as well, and that the rules that supposedly protect Americans’ privacy are weak and
riddled with exceptions.

e The NSA’s procedures permit it to monitor Americans’ international
communications in the course of surveillance targeted at foreigners abroad.

While the FISA Amendments Act authorizes the government to target foreigners
abroad, not Americans, it permits the government to collect Americans’ communications
with those foreign targets. The recently disclosed procedures contemplate not only that
the NSA will acquire Americans’ international communications but that it will retain
them and possibly disseminate them to other U.S. government agencies and foreign
governments. Americans’ communications that contain “foreign intelligence
information™ or evidence of a crime can be retained forever, and even communications
that don’t can be retained for as long as five years. Despite government officials’ claims
to the contrary, the NSA is building a growing database of Americans’ international
telephone calls and emails.

o The NSA’s procedures allow the surveillance of Americans by failing to ensure
that the its surveillance targets are in fact foreigners outside the United States.

The FISA Amendments Act is predicated on the theory that foreigners abroad
have no right to privacy—or, at any rate, no right that the United States should respect.
Because they have no right to privacy, the NSA sees no bar to the collection of their
communications, including their communications with Americans. But even if one
accepts this premise, the NSA’s procedures fail to ensure that its surveillance targets are
in fact foreigners outside the United States. This is because the procedures permit the
NSA to presume that prospective surveillance targets are foreigners outside the United
States absent specific information to the contrary—and to presume therefore that they are
fair game for warrantless surveillance.

16 See Glenn Greenwald & James Ball, The Top Secret Rules that Allow NSA fo
Use US Data Without a Warrant, Guardian, June 20, 2013, http://bit.1y/105qb9B.
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e The NSA’s procedures permit the government to conduct surveillance that has no
real connection to the government’s foreign intelligence interests.

One of the fundamental problems with Section 702 is that it permits the
government to conduct surveillance without probable cause or individualized suspicion.
It permits the government to monitor people who are not even thought to be doing
anything wrong, and to do so without particularized warrants or meaningful review by
impartial judges. Government officials have placed heavy emphasis on the fact that the
FISA Amendments Act allows the government to conduct surveillance only if one of its
purposes is to gather “foreign intelligence information.” As noted above, however, that
term is defined very broadly to include not only information about terrorism but also
information about intelligence activities, the national defense, and even “the foreign
affairs of the United States.” The NSA’s procedures weaken the limitation further.
Among the things the NSA examines to determine whether a particular email address or
phone number will be used to exchange foreign intelligence information is whether it has
been used in the past to communicate with foreigners. Another is whether it is listed in a
foreigner’s address book. Tn other words, the NSA appears to equate a propensity to
communicate with foreigners with a propensity to communicate foreign intelligence
information. The effect is to bring virtually every international communication within the
reach of the NSA’s surveillance.

o The NSA’s procedures permit the NSA to collect international communications,
including Americans’ international communications, in bulk.

On its face, Section 702 permits the NSA to conduct dragnet surveillance, not just
surveillance of specific individuals. Officials who advocated for the FISA Amendments
Act made clear that this was one of its principal purposes, and unsurprisingly, the
procedures give effect to that design. While they require the government to identify a
“target” outside the country, once the target has been identified the procedures permit the
NSA to sweep up the communications of any foreigner who may be communicating
“about” the target. The Procedures contemplate that the NSA will do this by
“employ[ing] an Internet Protocol filter to ensure that the person from whom it seeks to
obtain foreign intelligence information is located overseas,” by “target[ing] Internet links
that terminate in a foreign country,” or by identifying “the country code of the telephone
number.” However the NSA does it, the result is the same: millions of communications
may be swept up, Americans’ international communications among them.

e The NSA’s procedures allow the NSA to retain even purely domestic
communications.

Given the permissive standards the NSA uses to determine whether prospective
surveillance targets are foreigners abroad, errors are inevitable. Some of the
communications the NSA collects under the Act, then, will be purely domestic."” The Act

7 Notably, a 2009 New York Times article discusses an episode in which the NSA
used the Act to engage in “significant and systemic” overcollection of such domestic
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should require the NSA to purge these communications from its databases, but it does
not. The procedures allow the government to keep and analyze even purely domestic
communications if they contain significant foreign intelligence information, evidence of a
crime, or encrypted information. Again, foreign intelligence information is defined
exceedingly broadly.

e The NSA’s procedures allow the government to collect and retain
communications protected by the attorney-client privilege.

The procedures expressly contemplate that the NSA will collect attorney-client
communications. In general, these communications receive no special protection—they
can be acquired, retained, and disseminated like any other. Thus, if the NSA acquires the
communications of lawyers representing individuals who have been charged before the
military commissions at Guantanamo, nothing in the procedures would seem to prohibit
the NSA from sharing the communications with military prosecutors. The procedures
include a more restrictive rule for communications between attorneys and their clients
who have been criminally indicted in the United States—the NSA may not share these
communications with prosecutors. Even those communications, however, may be
retained to the extent that they include foreign intelligence information.

c. Congress should amend Section 702 to prohibit suspicionless,
dragnet collection of Americans’ communications.

For the reasons discussed above, the ACLU believes that the FISA Amendments
Act is unconstitutional on its face. There are many ways, however, that Congress could
provide meaningful protection for privacy while preserving the statute’s broad outline.
One bill introduced by Senator Wyden during the reauthorization debate last fall would
have prohibited the government from searching through information collected under the
FISA Amendments Act for the communications of specific, known U.S. persons. Bills
submitted during the debate leading up to the passage of the FISA Amendments Act in
2008 would have banned dragnet collection in the first instance or required the
government to return to the FISC before searching communications obtained through the
FISA Amendments Act for information about U.S. persons. Congress should examine
these proposals again and make amendments to the Act that would provide greater
protection for individual privacy and mitigate the chilling effect on rights protected by
the First Amendment.

1. Excessive secrecy surrounds the government’s use of FISA
authorities.

Amendments to FISA since 2001 have substantially expanded the government’s
surveillance authorities, but the public lacks crucial information about the way these
authorities have been implemented. Rank-and-file members of Congress and the public

communications. Eric Lichtblau & James Risen, Officials Say U.S. Wiretaps Exceeded
Law, N.Y. Times, April 15, 2009, http://nyti.ms/16Alq50.
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have learned more about domestic surveillance in last two months than in the last several
decades combined. While the Judiciary and Intelligence Committees have received some
information in classified format, only members of the Senate Select Committee on
Intelligence, party leadership, and a handful of Judiciary Committee members have staff
with clearance high enough to access the information and advise their principals.
Although the Inspectors General and others file regular reports with the Committees of
jurisdiction, these reports do not include even basic information such how many
Americans’ communications are swept up in these programs, or how and when
Americans’ information is accessed and used.

Nor does the public have access to the FISC decisions that assess the meaning,
scope, and constitutionality of the surveillance laws. Aggregate statistics alone would not
allow the public to understand the reach of the government’s surveillance powers; as we
have seen with Section 215, one application may encompass millions of individual
records. Public access to the FISA Court’s substantive legal reasoning is essential.
Without it, some of the government’s most far-reaching policies will lack democratic
legitimacy. Instead, the public will be dependent on the discretionary disclosures of
executive branch officials—disclosures that have sometimes been self-serving and
misleading in the past.'® Needless to say, it may be impossible to release FISC opinions
without redacting passages concerning the NSA’s sources and methods. The release of
redacted opinions, however, would be far better than the release of nothing at all.

Congress should require the release of FISC opinions concerning the scope,
meaning, or constitutionality of FISA, including opinions relating to Section 215 and
Section 702. Administration officials have said there are over a dozen such opinions,
some close to one hundred pages long. ' Executive officials testified before Congress
several years ago that declassification review was already underway,” and President
Obama directed the DNI to revisit that process in the last few weeks. If the administration
refuses to release these opinions, Congress should consider legislation compelling their
release. Possible vehicles include the LIBERT-E Act, cited above, or the Ending Secret
Law Act, HR. 2475, 113th Cong. (2013), a bipartisan bill sponsored by Rep. Adam
Schiff, Todd Rokita, and sixteen other members of the House.

Congress should also require the release of information about the type and volume
of information that is obtained under dragnet surveillance programs. The leaked Verizon
order confirms that the government is using Section 215 to collect telephony metadata
about every phone call made by VBNS subscribers in the United States. That the

18 See, e.g., Glenn Kessler, James Clapper’s ‘Least Untruthful’ Statement to the Senate,
Wash. Post, June 12, 2013, http://wapo.st/170VVSu.

19 See Eric Lichtblau, /n Secret, Court Vastly Broadens Powers of N.5S.A., N.Y. Times,
July 6, 2013, http://nyti. ms/12beiA3.

? Prehearing Questions for Lisa O. Monaco Upon Her Nomination to be the Assistant

Attormney General for National Security, Sen. Select Comm. on Intelligence, 112th Cong,,
at 12-13, available at http://bitly/10V5Ion.
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government is using Section 215 for this purpose raises the question of what other
“tangible things” the government may be collecting through similar dragnets. For reasons
discussed above, the ACLU believes that these dragnets are unauthorized by the statute as
well as unconstitutional. Whatever their legality, however, the public has a right to know,
at least in general terms, what kinds of information the government is collecting about
innocent Americans, and on what scale.

TV.  Summary of recommendations
As discussed above, the ACLU urges Congress to:

o Amend Section 215 of the Patriot Act and Section 702 of FISA to prohibit
suspicionless, “dragnet” monitoring or tracking of Americans’ communications.

e Require the publication of past and future FISC opinions insofar as they evaluate
the meaning, scope, or constitutionality of the foreign-intelligence laws.

e Require the publication of information about the type and volume of information
that the government obtains under dragnet surveillance programs.

¢ Hold additional hearings to consider further amendments to FISA—including
amendments to make FISC proceedings more transparent.

Thank you for this opportunity to present the ACLU’s views.
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Mr. GOODLATTE. Thank you, Mr. Jaffer.
Mr. Bradbury, welcome.

TESTIMONY OF STEVEN G. BRADBURY, DECHERT, LLP

Mr. BRADBURY. Thank you, Mr. Chairman, Ranking Member
Conyers, and distinguished Members of the Committee.

I believe both of the recently disclosed NSA programs are critical
to our national security, and I have every confidence that each is
authorized by statute, consistent with the Constitution, and appro-
priately protective of privacy and civil liberties.

The first program involves the acquisition of telephone metadata
under a Section 215 business records order. This metadata consists
only of tables of numbers indicating which phone numbers called
which numbers and the time and duration of the calls. It doesn’t
reveal any other subscriber information, and it doesn’t enable the
Government to listen to anyone’s phone calls. There is no moni-
toring or tracking of phone calls.

The Constitution does not require a warrant supported by prob-
able cause to acquire this metadata. Courts have held that there
isn’t a reasonable expectation of privacy in the phone numbers that
are dialed. And the production of business records like these
doesn’t involve a Fourth Amendment search.

This acquisition is authorized under the terms of Section 215 be-
cause the use of the metadata is relevant to counterterrorism in-
vestigations. Acquiring a comprehensive database enables better
analysis of the telephone links and calling patterns of terrorist sus-
pects, which is often the only way to discover new phone numbers
being used by terrorists.

To connect the dots effectively requires the broadest set of tele-
phone metadata. The same relevance standard applies in other con-
texts, such as administrative subpoenas and grand jury subpoenas,
which, unlike Section 215, typically do not require court approval.

While the metadata order is extraordinary in the amount of data
acquired, it is also extraordinarily narrow and focused because of
the strict limitations placed on accessing the data. There is no data
mining or trolling through the database looking for suspicious pat-
terns.

By court order, the data can only be accessed when the Govern-
ment has reasonable suspicion that a particular phone number is
associated with a foreign terrorist organization. And then that
number is tested against the database to discover its connections.
If it appears to be a U.S. number, the necessary suspicion can’t be
based solely on First Amendment protected activity.

Because of this limited focus, only a tiny fraction of the total
data has ever been reviewed by analysts. The database is kept seg-
regated and is not accessed for any other purpose, and FISA re-
quires the Government to follow procedures overseen by the court
to minimize any unnecessary dissemination of U.S. numbers.

Any data records older than 5 years are continually deleted from
the system. The order must be reviewed and reapproved every 90
days. And my understanding is that since 2006, 14 different Fed-
eral judges have approved this metadata order.

Let me now turn to the surveillance program that targets foreign
communications. This program is authorized under Section 702 of
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FISA, and if we just track through the provisions of Section 702,
we can see the outline of this program. With court approval, Sec-
tion 702 authorizes a program of foreign-focused surveillance for
periods of 1 year at a time.

This authority may only be used if the surveillance does not, one,
intentionally target any person of any nationality known to be lo-
cated in the United States; two, target a person outside the U.S.
if the purpose is to reverse target any particular person believed
to be in the U.S.; three, intentionally target a U.S. person any-
where in the world; and four, intentionally acquire any communica-
tion as to which the sender and all recipients are known to be in
the U.S.

Section 702 mandates court approval of the targeting protocols
and of minimization procedures to ensure that any information
about U.S. persons that may be captured in this surveillance will
not be retained or disseminated, except as necessary for foreign in-
telligence purposes. From everything that has been disclosed about
this program, including the so-called PRISM Internet collection, I
don’t think there is any reason to doubt that this foreign-targeted
surveillance is just what Section 702 was designed to authorize.

Thank you, Mr. Chairman.

[The prepared statement of Mr. Bradbury follows:]
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Thank you, Chairman Goodlatte, Ranking Member Conyers, and
distinguished Members of the Committee.

1 appreciate the opportunity to appear before the Committee today to address
the statutory authorities and constitutional principles governing the two National
Security Agency programs that have been the subject of recent disclosures. These
are:

First, the acquisition of telephone call-detail records that involves only
telephone metadata, not the content of any phone calls or the names or
addresses of any phone subscribers; and

Second, the surveillance, including the so-called “PRISM” Internet
collection, that is targeted at the communications of foreign persons
reasonably believed to be located outside the United States.

I believe it is most useful to discuss the legal basis for each of these two
programs separately, since they are authorized under two different provisions of
the Foreign Intelligence Surveillance Act, or FISA, though of course the programs
can and should work together as part of the overall counterterrorism efforts of the
United States.

Section 215 Order for Acquisition of Telephone Metadata

Let me focus first on the telephone metadata program. As the Government
has stated, this program is supported by a business records order issued under the
provision of FISA added by section 215 of the USA PATRIOT Act. See 50 U.S.C.
§ 1861. This section 215 order must be reviewed and reapproved by the federal
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judges who sit on the FISA court every 90 days. I understand that 14 different
federal judges have approved this order since 2006.

The metadata acquired consists of the transactional information that phone
companies retain in their systems for a period of time in the ordinary course of
business for billing purposes and that appears on typical phone bills. It includes
only data fields showing which phone numbers called which numbers and the time
and duration of the calls. This order does not give the government access to any
information about the content of calls or any other subscriber information, and
it doesn’t enable the government to listen to anyone’s phone calls.

Access to the data is limited under the terms of the court order. Contrary to
some news reports, there’s no data mining or random sifting of the data permitted.
The database may only be accessed through queries of individual phone numbers
and only when the government has reasonable suspicion that the number is
associated with a foreign terrorist organization. If it appears to be a U.S. number,
the suspicion cannot be based solely on activities protected by the First
Amendment, such as statements of opinion, books or magazines read, Web sites
visited, or places of worship frequented. Any query of the database requires
approval from a small circle of designated NSA officers.

A query will simply return a list of any numbers the suspicious number has
called and any numbers that have called it and when those calls occurred. Nothing
more.

The database includes metadata going back five years, to enable an analysis
of historical connections. Any records older than five years are continually purged
from the system and deleted.

In analyzing links to suspicious numbers, any connections that are found to
numbers inside the United States will of course be of most interest, because the
analysis may suggest the presence of a terrorist cell in the U.S. Based in part on
that information, the FBI may seek a separate FISA order for surveillance of a U.S.
number, but that surveillance would have to be supported by individualized
probable cause.
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The NSA has confirmed that in all of 2012, there were fewer than 300
queries of the database, and only a tiny fraction of the data has ever been reviewed
by analysts. The database is kept segregated and is not accessed for any other
purpose, and FISA requires the government to follow procedures overseen by the
court to minimize any unnecessary dissemination of U.S. numbers generated from
the queries.

In addition to court approval, the 215 order is also subject to oversight by the
executive branch and Congress. FISA mandates periodic audits by inspectors
general and reporting to the Intelligence and Judiciary Committees of Congress.
When section 215 was reauthorized in 2011, T understand the leaders of Congress
and members of these Committees were briefed on this program, and all members
of Congress were offered the opportunity for a similar briefing.

Legal Basis and Constitutional Standards

Now let me address the statutory and constitutional standards applicable to
the acquisition of this telephone metadata.

Section 215 permits the acquisition of business records that are “relevant to
an authorized investigation.” Here, the telephone metadata is “relevant™ to
counterterrorism investigations because the use of the database is essential to
conduct the link analysis of terrorist phone numbers described above, and this type
of analysis is a critical building block in these investigations. In order to “connect
the dots,” we need the broadest set of telephone metadata we can assemble, and
that’s what this program enables.

The legal standard of relevance in section 215 is the same standard used in
other contexts. It does not require a separate showing that every individual record
in the database is “relevant” to the investigation; the standard is satisfied if the use
of the database as a whole is relevant. As I’ve indicated, the acquisition of this
data and the creation and use of this database are not only relevant to ongoing
counterterrorism investigations; they’re necessary to those investigations, because
they offer the only means to conduct the critical analysis that provides links to new
phone numbers used by agents of foreign terrorist organizations.
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In terms of the background constitutional principles, it’s important to
remember that the Fourth Amendment itself would not require a search warrant or
other individualized court order for such data acquisition. A government request
for a company’s business records is not a “search’ within the meaning of the
Fourth Amendment. Government agencies have authority under many federal
statutes to issue administrative subpoenas without court approval for documents
that are “relevant” to an authorized inquiry. In addition, grand juries have broad
authority to subpoena records potentially relevant to whether a crime has occurred,
and grand jury subpoenas also don’t require court approval. In the modern world
of electronic storage and data compilation, reliance on the same “relevance”
standard in these other contexts can also result in extremely expansive requests for
business records.

In addition, the Fourth Amendment does not require a warrant when the
government seeks purely transactional information, or metadata, as distinct from
the content of communications. This information is voluntarily made available to
the phone company to complete the call and for billing purposes, and courts have
therefore said there’s no reasonable expectation that it’s private. See Smith v.
Maryland, 442 U.S. 735, 743-44 (1979);, Quon v. Arch Wireless Operating Co.,
529 F.3d 892, 904-05 (9th Cir. 2008).

I would stress, however, that section 2135 is more restrictive than the
Constitution demands, because it requires the approval of a federal judge. In this
way, Congress in the PATRIOT Act adopted a requirement for judicial review and
approval of FISA business records orders that is more protective of privacy and
civil liberties interests than the Constitution would otherwise demand. And while
the 215 order for metadata is extraordinary in terms of the amount of data acquired,
it’s also extraordinarily narrow and focused in terms of the strict limitations placed
on accessing the data at the back end.

Section 702 Order Targeting Foreign Communications

Let me now turn to the other NSA program at issue: The surveillance
program targeting the Internet and other communications of foreign persons
reasonably believed to be outside the United States. This program, which includes
the so-called “PRISM™ collection, is supported by a FISA court order issued under
section 702 of FISA, the provision for “programmatic” foreign-targeting authority
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that was added by the FISA Amendments Act of 2008. See 50 U.S.C. § 1881a.
Similar authority was initially provided on a temporary basis in the Protect
America Act of 2007.

The best way to understand this foreign-targeting program is to review the
provisions of section 702, which lays out the governing framework approved by
Congress.

Section 702 provides that the Attorney General and the Director of National
Intelligence may jointly authorize, for up to one year at a time, targeted
surveillance of the communications of non-U.S. persons who are reasonably
believed to be located outside the United States to acquire foreign intelligence
information, provided the FISA court approves the targeting procedures under
which the surveillance occurs and the minimization procedures that govern use of
the acquired information.

Under section 702, the surveillance may not (1) intentionally target any
person, of any nationality, known to be located in the United States, (2) target a
person outside the U.S. if the purpose is to reverse target any particular person
believed to be in the U.S., (3) intentionally target a U.S. person anywhere in the
world, and (4) intentionally acquire any communication as to which the sender and
all recipients are known to be in the U.S.

Section 702 requires the Attorney General to adopt, and the FISA court to
approve, targeting procedures reasonably designed to ensure compliance with these
limitations, as well as detailed minimization procedures designed to ensure that
any information about U.S. persons captured through this surveillance will not be
retained or disseminated except as necessary for foreign intelligence reporting
purposes.

Any foreign intelligence surveillance that is targeted at a particular U.S.
person or any person believed to be in the United States requires a traditional
individualized FISA order supported by probable cause.

Like the business records provision of FISA, section 702 goes beyond the
baseline protections of the Fourth Amendment. Federal courts have consistently
held that the Constitution permits the executive branch to conduct intelligence
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surveillance within the United States without court involvement, provided the
surveillance is focused on foreign threats. See, e.g., United States v. Truong Dinh
Hung, 629 F.2d 908, 914 (4th Cir. 1980). By establishing a detailed procedure for
court approval and congressional oversight, section 702 therefore provides a
system of foreign intelligence surveillance that is more restrictive than the
Constitution would otherwise require.

The PRISM Internet collection is precisely the type of court-approved
foreign-targeted intelligence surveillance that Congress intended to authorize when
it enacted and reauthorized section 702 by overwhelming majorities. This program
is subject to extensive reviews and periodic reports to Congress by inspectors
general, in addition to the oversight of the FISA judges. Moreover, I understand
that in advance of the reauthorization of section 702 in 2012, the leaders and full
membership of the Intelligence Committees of both Houses of Congress were
briefed on the classified details of this program and all members of Congress were
offered the opportunity for such a briefing.

* * *

For these reasons, I think these two programs are entirely lawful and are
conducted in a manner that appropriately respects the privacy and civil liberties of
Americans and the principles enshrined in the Constitution. Thank you, Mr.
Chairman.
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Mr. GOODLATTE. Thank you, Mr. Bradbury.
Ms. Martin, welcome.

TESTIMONY OF KATE MARTIN,
CENTER FOR NATIONAL SECURITY STUDIES

Ms. MARTIN. Thank you, Mr. Chairman and Ranking Member
Conyers and other distinguished Members of this Committee, for
inviting me to testify today.

I want to, first of all, thank the Committee for having asked
some questions of the Government witnesses that I hoped the Com-
mittee would ask and congratulate you upon obtaining answers, at
least in part, to some of those questions.

I want to raise two overarching concerns today about these pro-
grams and note, first of all, that I think it does not make sense for
the Committee to consider the 215 program and the 702 program
separately and, instead, that they need to be looked upon as part
of an overall set of foreign surveillance authorities that work to-
gether to allow the Government to collect and keep massive
amounts of information about Americans and to do so in secret.

And that that is the real nut of the problem. We have an incred-
ibly complex set of laws governing those authorities and setting up
safeguards, as this Committee is well aware, and we need to under-
stand how those work together, where the holes are, and where the
potential changes are.

So I would urge the Committee, in going forward, to expand your
oversight and your questions to look at not just 215 and 702, but
all the FISA Authorities and not just as exercised by the National
Security Agency, but equally significantly regarding how the infor-
mation is shared between the NSA, the FBI, the DHS, and perhaps
the White House or the NCTC as well. Those are equally critical
questions for both civil liberties and for evaluating the effectiveness
and the necessity of the programs.

I agree with Mr. Jaffer and many of the Members here today
that there is a lot to be concerned about, that we are seeing the
unprecedented massive collection of information on Americans, the
creation of secret data banks which are available for Government
analysis, queries, and data mining by ever increasingly sophisti-
cated computerized tools, and the dissemination of both raw infor-
mation and the results of such analysis or data mining throughout
the executive branch.

I think that the question is whether or not these new activities
by the Government have the potential to fundamentally change the
relationship between citizens and the state. I think that was the
concern that many Members of this Committee were raising today.

In connection with the question of what is the harm here, I very
much appreciate that the Administration and the NSA have been
very detailed about the internal safeguards that they have created
to ensure that no rogue employee or contractor can access the per-
sonal information of an individual American and misuse it.

I do not believe, however, that that is the primary worry of the
American people about these programs. I think, rather, the pri-
mary worry and the primary concern when FISA was first drafted
was that the Government would succumb to the temptation to use
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information that it has about individual Americans to chill political
dissent, to challenge its political opponents, et cetera.

I think this is one of those instances where when you discuss it
in advance you can never believe that this would actually happen,
but that when you look at history, it has happened too many times
already in my own lifetime.

Just a couple of specific comments about information which I be-
lieve would be crucial for this Committee’s consideration. First on
questions about what kinds of authorities does the Government
have under Section 215, one of the Members asked about the collec-
tion of Internet metadata. I would urge you to find out specifically
whether or not under the Government’s current understanding of
its legal authorities under 215, it could make an application for the
collection of all Internet metadata on communications within the
United States; whether or not it could make an application under
215 for bulk collection of geolocation data; or for bulk collection of
financial records or credit card records.

I think it is also important to know when the Government makes
one of these 300 queries to the 215 database, does that query re-
quire the database to do a chain-linked—a chained analysis? Not
simply what numbers have been in contact with the first number,
but to then do a chain-linked analysis?

I know my time is up, and if I might just make one last com-
ment? On the overall question of this is foreign intelligence, and
traditionally it is done in secret; it is always done by government.
There is a high cost when it is discussed in public.

It is foreign intelligence when it is directed against foreigners
and other governments overseas. We are talking about massive au-
thorities for massive collections on Americans. And that may be
foreign intelligence. It is also at the core of the concerns of the con-
stitutional framers. I think that what we have seen about the cost
of secrecy here is that

Mr. GOODLATTE. Sorry.

Ms. MARTIN. That is okay.

[The prepared statement of Ms. Martin follows:]
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Chairman Goodlatte, Ranking Member Conyers, and distinguished Members of the
House Judiciary Committee, thank you for inviting me to testify today. Iam the Director of the
Center for National Security Studies a think tank and civil liberties organization, which for
almost 40 years has worked to ensure that civil liberties and human rights are not eroded in the
name of national security. The Center is guided by the conviction that our national security must
and can be protected without undermining the fundamental rights of individuals guaranteed by
the Bill of Rights and that respect for our constitutional system of government will accomplish
that. Tn our work on matters ranging from national security surveillance to intelligence
oversight, we begin with the premise that both national security interests and civil liberties
protections must be taken seriously and that by doing so, solutions to apparent conflicts can often
be found without compromising either.

T appreciate the Committee’s long history of work since 9/11 on the amendments to the
Foreign Intelligence Surveillance Act (FISA) contained in the Patriot Act and the many
amendments since then, including the 2008 Foreign Intelligence Amendments Act, and its
serious consideration of the civil liberties concerns expressed by my organization and our
colleagues.

I want to raise two overarching concerns for this Committee’s consideration during the
current debate, which 1 hope will inform your consideration of necessary oversight measures as
well as specific changes to the statutory language. First, we are concerned that the
unprecedented massive collection of information on Americans, the creation of secret databanks
which are available for government analysis, queries, and data-mining by ever increasingly
sophisticated computerized tools, and the dissemination of both raw information and the results
of such analysis or data-mining throughout the executive branch pose unprecedented threats to
First and Fourth Amendment liberties. Second, the secrecy that surrounds this government
surveillance — not of foreign governments or other foreign targets — but of Americans — poses a
significant and perhaps unprecedented challenge to our system of constitutional checks and
balances.
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It has long been recognized as Senator Sam Ervin, the author of the Privacy Act put it in
1974:

“[D]espite our reverence for the constitutional principles of limited Government and
freedom of the individual, Government is in danger of tilting the scales against those
concepts by means of its information gathering tactics and its technical capacity 1o store
and distribute information. When this quite natural tendency of Government to acquire
and keep and share information aboul citizens is enhanced by computer technology and
when it is subjected to the unrestrained motives of countless political administrators, the
resulting threat to individual privacy makes it necessary for Congress (o reaffirm the
principle of limited, responsive Government on behalf of freedom.

Fach time we give up a bil of information about ourselves (o the Government, we give up
some of our freedom: the more the Government or any institution knows about us, the
more power it has over us. When the Government knows all of our secrets, we stand
naked before official power. Stripped of our privacy, we lose our rights and privileges.
The Bill of Rights then becomes just so many words.”

Senator Sam Ervin, June 11, 1974, reprinted in Committee On Government Operations, United
States Senate And The Committee On Government Operations, House Of Representatives,
Legislative History Of The Privacy Act Of 1974, S.3418, at 157 (Public Law 93-579)(Sept.
1976).

A key purpose of the Fourth Amendment was to prevent general searches by the
government. This was accomplished in part through the Amendment’s requirement of
particularity -- that the target of a search or seizure, the place to be searched, the things to be
seized all had to be specifically identified in a warrant issued by a judge. We now face the
situation where the government has the capacity to collect massive amounts of information on
millions of Americans, to store that information indefinitely, and to analyze that information to
discover enormous amounts of revealing information about individual Americans’ private lives
and political activities. As others have demonstrated, the underlying rationales for the old
distinctions between content and meta-data, or the notion that Fourth Amendment protections
have no applicability to information about an individual held by third parties, no longer hold in
the new world of massive electronic data about individuals held by Internet service providers,
telecommunications companies and others.

At the same time, there has been a fundamental shift in the way that the government
collects information on Americans. The two sections of FISA that have been the focus of the
leaks, S0 U.S.C. § 1861, 1881a, “sections 215 and 702", are apparently used by the government
to obtain information about thousands of communications of Americans, but without even any
suspicion about the individual Americans whose communications are being collected. To the
contrary, these authorities are apparently being used for en masse bulk collection on thousands or
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millions of individuals without any individualized showing of suspicion about any party to the
communication, whether American or foreigner. While it is true that the NSA has had such bulk
collection capabilities for many years, those capabilities were aimed overseas and their purpose
was to collect information about foreign governments and foreign terrorist organizations. That
collection did include “incidentally acquired” information on Americans’ communications, but
that was not the purpose of the collection, and there were strict rules about the NSA
disseminating that information to other government agencies for their use. Nor, as far as we
know, was the government creating massive databases on Americans’ communications as an
integral part of its “foreign intelligence” activities.

Questions about these FISA authorities:

As others have detailed, there are serious questions whether these bulk collection
programs are within the intended statutory authorizations, e.g., the domestic telephony meta-data
program under sec. 215. There are serious constitutional concerns about the breadth of and lack
of individualized suspicion or particularity in these programs. And there are serious questions
whether the secrecy built into the programs is constitutional and whether it is consistent with
effective oversight or a working system of checks and balances.

In examining these authorities and programs, it is important to review not only whether
private information about Americans held in government databases is adequately protected from
rogue employees or contractors stealing or misusing the information. While safeguards are
needed against that kind of privacy abuse, the more important danger is that there are inadequate
safeguards against government violations of the law or against deliberate misuse of the
information to target the government’s political opponents, chill dissent or unconstitutionally
profile minority communities. As the original Framers recognized, all governments may
succumb to the temptations of power. In my lifetime Senator McCarthy smeared civil servants,
the FBI tried to blackmail Dr. Martin Luther King in order to weaken the civil rights movement,
President Nixon created an enemies list of his political opponents, and the Justice Department
wrote a secret legal opinion that the President could break the law in secret if he deemed it
necessary for national security.

Since the leaks about these two particular programs, the Executive Branch has vigorously
defended their usefulness in detecting and stopping terrorist plots and that is certainly relevant to
the Congress’ and public consideration. These claims merit careful analysis, especially in light
of former NSA Director Michael Hayden’s explanation that it is very difficult to determine
which information was key in stopping any particular attack." And in doing that analysis, there
are at least two key questions to be considered: are there less intrusive ways to obtain this

'« you know — we're asking for evidence that A cansed B. And right now, if we're really good at our art, you'll
never be able to do that. It'll all be a blend of different pieces of glass that you now get to create a mosaic from.”
Remarks of General Michael Hayden, “Is Big Brother Watching You?” American Interprise Institute, June 19,
2013, hitp:/Avww . act.orglevents/2013/06/194s-big-brother-watching-vouw.

(5]
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information and more importantly, are there other equally or more effective counter-terrorism
measures available. We have already begun to see alarmist statements unsupported by any
analysis to the effect that without these programs, we face another 9/11. Such statements
interfere with, rather than serve a careful and deliberate consideration of the issues.

The dangers of secrecy:

In addition to the fundamental change in the scope of and authority for government
surveillance of Americans, the attendant secrecy has made it almost impossible to have the kind
of informed public debate and democratic decision-making fundamental to the notion of self-
government. It is not debatable that secrecy increases the danger that government will
overreach. At the same time, there is no question that foreign intelligence activities depend to
some degree on secrecy. A democracy must continually work to figure out ways to provide for
the national defense while respecting civil liberties and preserving constitutional government.
The increase in technological surveillance capabilities, global connectedness and the reliance on
electronic communications has made doing this more complex.

The expansion of secret government surveillance and secret legal authorities especially in
the last 12 years requires us to ask whether we are witnessing the serious erosion of our
constitutional system of checks and balances and the rise of a system of secret law decreed by
courts, carried out in secret, enabling the creation of massive secret government databases on
Americans’ personal and political lives. As you know, the system of checks and balances relies
upon the existence of a Congress which engages in a public debate informed by the relevant
information from the Executive; courts which hear two sides argue a question and know their
opinions are subject to appeal and public critique; and an Executive branch who will be called to
account for ignoring the law. All of this in turn depends upon an engaged press and informed
public.

First step: necessary public disclosures:

The President has declared that he welcomes this debate and the Administration has
already declassified some important information. This hearing and this Committee’s
involvement in the debate is a crucial step in restoring the needed transparency. The fact that the
NSA isinvolved and that these programs (or at least the 702 program) may include legitimate
foreign intelligence activities that do not affect Americans should not be used as a reason to
bypass the jurisdiction of this Committee or the Senate Judiciary Committee. As this Committee
has recognized ever since the introduction of the Patriot Act, surveillance authorities concerning
information on Americans is at the core of this Committee’s responsibilities; and congressional
and executive branch procedures and rules for considering such legal authorities and conducting
oversight should recognize the Judiciary Committees as full partners with the Intelligence
Committees in these activities. Aslong ago as 1990, the Justice Department expressed concern
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about the involvement of the Judiciary Committees.”> This concern is not only misplaced, but
inappropriate and we urge you to call upon the Executive Branch to treat the Committee as a full
partner going forward and to insist that the rules of the House implement that understanding,.

We urge the Committee first to insist on disclosure of sufficient information to enable the
public to understand the existing legal authorities for national security surveillance of Americans
and the scope of such surveillance. Such disclosures are necessary for an informed public
debate, which in turn can inform Congress’ consideration of these issues. We appreciate the
legislation offered by the Ranking Member and others to accomplish this. However, we do not
believe that legislation should be required in order to obtain the necessary disclosures from the
Executive Branch and urge the Committee to make clear to the Executive Branch that you expect
the necessary information to be disclosed as soon as possible and without waiting for enactment
of legislation.

That information should include a full explanation of the FISA court’s interpretations of existing
law and the Executive’s legal arguments made to the court, whether or not the court accepted
them. If redaction of the court opinions and government pleadings is too time-consuming or
difficult, the Executive should prepare a White Paper as soon as possible as it did in January
2006 about its legal basis for the NSA warrantless program after that program was revealed by
The New York Times in December, 2005,

It is also essential to disclose the scope of the programs’ collection and retention of
information on Americans. As Professor Daniel Solove has pointed out: “secrecy at the level of

2In 1990, DOJ’s Office of Intelligence Policy and Review wrote a memo to the Office of the Deputy Attorney
General explaining that ithad been “working with the National Sceurity Ageney lor the past three years to develop
possible amendments to the Foreign Intelligence Surveillance Act to meet a need created by technological
advances.” ... The 1990 memo ... identified several “policy and tactical issues™ counseling against seeking new
legislation. David S. Kris, “Modernizing the Foreign Intelligence Surveillance Act: Progress To Date and Work Still
to Come,” in Legislating the War on Lervor, An Agenda for Reform, Ed. Berjamin Willes, Georgetown University
Taw Center and The Brookings Institution, 217-251 (2009). These “policy and tactical” issues, included: “the fact
that “committee jurisdiction in both the ITouse and Senate is concurrent between the Intelligence and Judiciary
Commitlees,” and while the “problems giving rise o the possible amendments have all been discussed with the
Intelligence Committees.” they had not been discussed “with the Judiciary Committees™; “the risk of added
congressional restrictions if the statute is opened up to amendment™; and * the fact that “the proposed amendment to
FISA to resolve the NSA problem . . . is certain to be written in such enigmatic terms that only those who have been
briefed in executive session will understand them,” thus risking “speculation in the media about what is really
intended and probably deep suspicion that somerhing sinister is going on” (cmphasis added). “Thoughts on a Blue-
Sky Overhaul of Surveillance Laws: Challenges,” by David S. Kris, Law/fare, May 19, 2013,

T fwww lawlareblom com/201 3405/ boughts-on-a-blue-skv -overhaul-of-surveillance-laws-challenges/#inl . Itis
not clear that the Justice Department yel understands that the only antidole Lo media speculation and deep suspicion
by the American public is openness about what is going on.
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an individual suspect is different from keeping the very existence of massive surveillance
programs secret.” “Five myths about privacy,” Daniel J. Solove, The Washington Post, June 13,
2013, http./fwrww washingtonpost. com/opisions/five-myths-about-
pELvacy/2013/06/13/098a3b5¢-d370-11e2-b05{-3ea3f0e7bbSa storv.html. Keeping secret the
identification of any particular individual or group subjected to surveillance may be necessary in
order to effectuate the goals of the surveillance, at least for so long as the surveillance and the
underlying investigation continues. But to the extent that disclosure of the scope of U.S.
government collection programs on Americans may make some investigations somewhat harder
— and counterterrorism experts dispute that® — there is an overriding interest in public disclosure
because it is essential to a democratic debate and decision on what is the proper scope of these
programs. (Furthermore the rationale for keeping secret the legal interpretation of section 215 --

that disclosing the government’s claim that legal authority exists for such a program, would
reveal the existence of the program and thereby render it useless -- seems to have been undercut
by the government’s claim that the program continues to be necessary, even though its existence
is now public.)

Public explanation and disclosure of related surveillance authorities, not just the 215 and
702 programs is also essential.

s For example, the press reports that there was a similar program to collect internet
metadata that was halted in 2011. This Committee should insist that the Executive
Branch publicly disclose whether such a program existed, what legal authorities were
used; whether in its view existing legal authorities would allow the resumption of
such program, and whether the government still maintains the metadata collected by
that program.

o This Committee should demand public disclosure from the Executive Branch
concerning whether section 215 or any other authority would allow mass collection of
other kinds of records held by third parties, e.g., medical records, credit card records,
or financial records. If not, then the Executive Branch should disclose why not.

e This Committee should also demand disclosure of any other FISA court opinions (or
summaries) concerning legal authority for surveillance of Americans. The existence
of such an opinion in 2007 has been hypothesized: “As far as I can determine, the
government seems to have persuaded the FISA Court in January 2007 that the
international gateway switches, which essentially are the junctions between the U.S.

* “I'he argument that this sweeping search must be kept secret from the terrorists is laughable. T'errorists already
assume Lhis sort of thing 1s being done. Only law-abiding American citizens were bliss(ully ignorant of what their
government was doing.” “Why vou should worry about the NSA,” Richard A. Clarke, New York Daily News, Iune
12, 2013, http:Ywww.avdaldvnews.convopinion/worry-nsa-article-1. 1369705#ixzz2 /80K OmUm.
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and the rest of the world’s telecommunications grids, are reasonably particular FISA
“facilities,” and that al Qaeda is using them. If that is right, it means that a handful of
orders gave the government access to all, or almost all, of the international
telecommunications traffic entering or leaving the United States. That is very speedy
and agile. . . . The problem, of course, is that while al Qaeda is using those switches,
so is everyone else. Even under the most extreme estimates, al Qaeda cannot account
for more than a tiny percentage of calls transiting the switches.” David Kris, “A
Guide to the New FISA Bill, Part I1,” Balkinization, June 22, 2008,

http//balkin blogspot com/2008/06/auide-to-new-fisa-bill-part-ii him].

s The scope of existing legal authorities can only be understood by understanding the
history of FISA court opinions, even if such a 2007 opinion has been superseded by
the 2008 enactment of the FISA Amendments Act.

o This Committee should demand public disclosure from the Executive Branch of a
complete report concerning the overlapping authorities for collection of information
about Americans’ communications, e.g., national security letter authorities; pen
register/trap and trace authorities. Without an understanding of how these authorities
overlap and differ, it will be difficult to legislate adequate protections for privacy and
First Amendment rights.

s This Committee should demand a complete public report from the Executive Branch
concerning what rules apply to accessing, analyzing, data-mining, keeping, using or
disseminating information concerning Americans’ communications. That includes
not only the “minimization rules” which have been classified without any apparent
necessity for doing so, but rules and regulations issued by different agencies, for
example, the FBIl and DoD. As a former official and recognized expert in the field
explains: “Today, a good deal of foreign intelligence collection is regulated by the
Fourth Amendment and Executive Order 12333 and its subordinate procedures, but
not in any meaningful way by statute (emphasis added).” David Kris, “Thoughts on a
Blue-Sky Overhaul of Surveillance Laws: Approach,” Lawfare, May 20, 2013,
http://www.lawfareblog.com/2013/05/thoughts-on-a-blue-sky-overhaul-of-
surveillance-laws-approach/.

The number, complexity and overlap of authorities and rules is such, that a simple list of
them will not be sufficient for the public to understand what its government is up to, nor for the
Congress to exercise meaningful oversight. The Executive Branch, however is operating on the
basis of an understanding concerning the standards and scope of legal collection and use of
information about Americans. That understanding needs to be publicly shared with the Congress
and the American public.
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Substantive fixes to limit massive government surveillance and provide safeguards:

The current controversy provides an important opportunity to reexamine the existing
surveillance regime. That examination depends upon a public accounting of what the
government is doing, in order to have a debate regarding its risks and benefits and possible
alternatives.

In order to ensure that such an accounting happens, we urge the Committee to consider
revisiting the existing sunset for the FISA Amendments Act and to shorten it to align with the
existing sunset for section 215 in mid-2015, so that these authorities will be revisited together.
While there are some immediate fixes that could be adopted, it is crucial not to overlook the
more fundamental questions at stake. For example, proposals to require more transparency of
FISA court opinions or some kind of court advocate to oppose the government in secret , while
perhaps useful, are not sufficient to address the fundamental change in judicial function wrought
by giving the FISA court the job of approving programmatic surveillance or making
constitutional rulings in situations where the individual whose rights are at stake not only never
has an opportunity to appear before a court and challenge the ruling, but is never even informed
that the government has amassed information about her.

There are also significant and complex technical questions that should be understood in
evaluating these programs and designing safeguards, which questions have not yet been
adequately discussed or analyzed. See for example Remarks of Steven M. Bellovin and Daniel
Weitzner before the Privacy and Civil Liberties Oversight Board, July 9, 2013,
http/fwww pclob.gov/9-July-2013. A former NSA mathematician and analyst has also proposed
a way whereby when the NSA collects and analyzes massive amounts of data on Americans
without any particularized warrant, a warrant would be required before the identity of that
American and the results of that analysis or information could be shared with other parts of the
government and acted upon.”

Again, we appreciate the opportunity to appear before the Committee as part of this work
and would be pleased to offer whatever further assistance might be useful.

* See William Binney s description in “The Secret Sharer, Is Thomas Drake an Cnemy of the State?” Jane Maver,
The New Yorker, May 23, 2011,

hitp:/www. newyorker.comyreperting/201 1/05/23/1 105230 Tact vnaver?eurreniPagesygll.
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Mr. GOODLATTE. We will have more opportunity to speak in just
a moment.

Ms. MARTIN. Thank you.

Mr. GOODLATTE. But we will begin with the questioning, and I
will start with Mr. Jaffer. If the acquisition of metadata is the type
of mosaic of information that Sotomayor warned about in the Jones
case, how would you limit the Government from collecting it?

Mr. JAFFER. Well, one possibility would be to require the Govern-
ment to get an individualized warrant for that information. And
whatever the answer to that question is, I think that there have
to be more safeguards than are in place right now.

Even the Government seems to concede that its surveillance of
this kind of information has to be reasonable under the Fourth
Amendment, and I just don’t see you how can possibly justify the
collection of everybody’s phone records on that standard. And I
think many Members rightly pointed out that no other court has
ever granted a subpoena, has ever upheld a subpoena that sought
records on that scale.

Mr. GOODLATTE. That is with regard to 215. One objection you
have to 702 information collected is that information about Ameri-
cans can be swept up in the search for foreign intelligence informa-
tion. But isn’t that the case with any Title III wiretap?

Mr. JAFFER. It is the case, and that is why the courts apply a
reasonableness analysis. And all we have argued in the context of
challenges to 702 is that the same reasonableness analysis has to
be applied to the Government surveillance under that provision.

And the Government in our constitutional challenges happen to
have actually conceded that point. The only dispute was whether
these procedures were, in fact, reasonable, and we don’t think they
are.

Mr. GOODLATTE. If the FBI is conducting a wiretap of a business
that is also part of a criminal conspiracy, innocent third parties
sometimes are involved, and they are monitored. That information
is minimized to protect the people’s privacy. How is this different
from Section 702 surveillance, which must be also minimized?

Mr. JAFFER. Right. I think that is a good question. I think that
one of our concerns is that the word “minimization” is being used
as a kind of talisman as if when the Government invokes the pros-
pect of minimization, that should end the discussion. But you have
to look at what the Government means when it says minimization.

And fortunately, we now have the Government’s minimization
procedures under 702. They were released by the Guardian and by
the Washington Post, and they allow us to evaluate the extent to
which those procedures actually protect Americans’ privacy. And I
think it is quite clear from the procedures that they don’t protect
Americans’ privacy. They allow the Government to sweep up Amer-
icans’ communications, both domestic and international, to retain
those communications forever to the extent that they include for-
eign intelligence information, a term that is defined very broadly
under the statute.

Even if the communications don’t contain foreign intelligence in-
formation, they can be retained for as long as 5 years. So these are
procedures that don’t do very much to protect Americans’ privacy.
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Mr. GOODLATTE. Let me turn to Mr. Baker and Mr. Bradbury
and ask them if they want to comment on Mr. Jaffer’s observation
and tell us why it is necessary to collect a broad set of metadata
gnd%r Section 215. Does this help the Government connect the

ots?

Mr. BAKER. The difficulty the Government faced is that each tele-
communications company keeps its records as it chooses, and they
may maintain the records for a year or two, but they won’t keep
it for a long time. And you can’t easily chain from one database to
the next to find out the communications of the people who are
linked to the person that you are investigating.

And so, and to ask the companies to keep it for the Government’s
convenience, to consolidate the database for the Government’s con-
venience is something that is really asking quite a bit of a private
citizen just to help the Government do its job. So the Government
did this and then acted——

Mr. GOODLATTE. But let me interject that depending upon the
cost of the Government taking it and gathering it and holding it,
we are asking all those phone companies’ customers, who are also
taxpayers of the United States, to bear that burden.

So I understand the problem with asking the phone companies
to do it. But we also have to evaluate whether the benefits derived
from this are justified by the costs of it.

Mr. BAKER. That is a perfectly fair point, although the rate pay-
ers and the customers of the phone companies will pay for it in the
end if it is a cost to the companies. But I agree with you that it
is a cost to the United States. I think it is a cost that we bear be-
cause we are trying to protect all Americans from terrorism, and
that it is fair for the U.S. Government to bear that cost.

In the end, though, the searches can’t be done without a reason-
able and articulable suspicion, which in practice has turned out to
be much tougher than the standard for serving a subpoena on an
individual telephone company. As I said, there are hundreds of
thousands, perhaps a million such subpoenas.

Mr. GOODLATTE. I understand. But that also leaves aside the
question of whether the Congress intended to give the NSA the au-
thority to gather the data in the fashion they did under the busi-
ness record provision.

But let me ask Mr. Bradbury another question, and he can com-
ment on this as well, if he’d like. Mr. Jaffer’s testimony claims the
Government is tracking all American phone calls under the 215
program. Is this what is happening?

Mr. BRADBURY. No. As I indicated, they are not tracking calls.
They are not monitoring calls. The data sits in a database and is
only accessed when there is a suspicious number, and you want to
]f;ind the links and connections that that number has to other num-

ers.

But you need to have the whole database, and getting the whole
database is relevant to the counterterrorism investigation because
you cannot do the kind of sophisticated link analysis that the NSA
does without having a comprehensive set of data.

It doesn’t have to be every single call record, but it has to be the
largest collection you can get in order to effectively find all of those
connections. And that is because of the technical way that they do
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it, but it is a super valuable tool, and getting the database is rel-
evant.

It would be the same if we had a suspicion that a terrorist had
come into the country, but we didn’t know exactly on what flight
or where. And you could use 215 to get the flight manifests of all
flights in and out of the country during a period of time, and you
could put it in a database and you could query the person’s num-
ber, name to find out when he came in. It is relevant.

Mr. GOODLATTE. You raised a good analogy, but my debate pro-
fessor said analogy was the weakest form of argument. So are you
suggesting that it would be appropriate if the airlines did not keep
that data for a sufficient period of time, that it would be appro-
priate for the Government to tell all the airlines to provide them
with all of the flight records of all American citizens so they could
hold it in a database and check it when they needed to?

Mr. BRADBURY. Well, it might be. It might be something that you
have to do to find that particular flight that you need to pro-
tect:

Mr. GOODLATTE. Well, I wouldn’t argue that there might be occa-
sions when that information would be useful, but it would have to
be weighed against both the cost of storing the data—and that is
just not, you know, computer capability, but also people to manage
that—and the risks that are entailed by those people abusing that
system, if that, indeed, occurs.

Let me turn to Ms. Martin, however, and your testimony in-
cludes a number of suggestions for increasing the visibility into
the—increasing visibility into the FISA programs. Which of these
would you prioritize as a way to both preserve our national security
efforts while also giving the public a better understanding of how
the programs work?

Ms. MARTIN. I think that it is key to obtain an understanding of
the court’s understanding of its legal authorities, not just 215, but
all of them and the Government’s interpretation and understanding
of those legal authorities. I think it is also key, and the second
thing that I would prioritize is getting a report from the Govern-
ment how the existing FISA Authorities complement, overlap, and
differ, and—and what they allow and what they don’t allow.

I think, otherwise, we are going to be in the situation where we
are talking about fixing 215 with regard to phone metadata with-
out knowing how the Government is going to use national security
letters or pen traps or 702 to get the same kind of data. So I would
prioritize knowing the law and understanding how that works and
the Government’s understanding of the legal authorities. And then
after that, some idea—some idea, not the specifics—of the scope of
the collection that is being done on Americans.

Mr. GOODLATTE. Thank you very much.

My time has expired. The Chair recognizes the gentleman from
Michigan, the Ranking Member Mr. Conyers, for 5 minutes.

Mr. CONYERS. Thank you, Chairman Goodlatte.

This has been a very important hearing, and I wanted to begin
by asking Professor Martin about the decision by Justice Alito, a
5-4 decision as usual, responding who dismissed a number of
groups for lack of standing. Reasoning that respondents can’t man-
ufacture standing by choosing to make expenditures.
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Is the harm alleged by, among others, Amnesty International
and ACLU hypothetical, which was the basis of this conservative
decision?

Ms. MARTIN. Thank you for that question, Mr. Conyers.

If I might answer it, that case, of course, was a challenge to the
constitutionality of the 702 collection program. And one of the
points that the Government made when it argued that the ACLU
and Amnesty didn’t have the kind of particularized standing or
showing of harm that the Constitution required was that others
would be able to challenge the constitutionality of 702 collection
and, in particular, individuals who were prosecuted using the fruits
of such 702 collection.

Well, now it turns out that the Government won’t even tell such
people that it used the fruits of 702 collection in making a criminal
case against them, and they are not given that opportunity to chal-
lenge the 702 collection. I do think that it is an appropriate ques-
tion for the Congress to worry about wether you have designed a
system that allows the Government to collect massive amounts of
information about Americans, in secret, but somehow you haven’t
set up any mechanism that the Supreme Court is going to recog-
nize as granting standing to anybody to challenge the fact that in-
formation about them has been collected. That is a problem that
Congress can solve and should solve.

And that is a fundamental difference, of course, between foreign
intelligence collection authorities that we are talking about today
and the kind of criminal justice collection authorities that were dis-
cussed, which is that there is the possibility of an open, adversarial
court challenge to criminal collection, which doesn’t exist in this
context.

Mr. CoNYERS. Can I ask——

Ms. MARTIN. And to tell my colleagues——

Mr. CONYERS. Can I ask, Mr. Jaffer, in addition to your four rec-
ommendations, is there a way that we can reconcile our concern
against terrorism and at the same time permit the largest useful-
ness of privacy possible? You know, after all, if it hadn’t been for
a couple of people leaking, we wouldn’t have known about any of
this, as far as I am concerned.

Some say that somebody made a statement on the floor of the
House. If you happen to have caught it, you could go back and
track it. But I think I am more concerned about the collection le-
gality than I am about the uses to which it is put.

Mr. JAFFER. Well, I think that you ought to be concerned about
the collection. The collection in the first instance implicates pri-
vacy. It has a real effect on privacy. That is where the privacy in-
trusion happens in the first instance.

And it also has a chilling effect on activity protected under the
First Amendment. It is the Government’s collection of that informa-
tion that has the chilling effect. If you remember during the 1960’s
and "70’s, some State governments used subpoenas served on the
NAACP as an effort to chill association with the NAACP.

And it was just the acquisition of that information that was
chilling, and those governments knew it. And——

Mr. CONYERS. And more chilling now than anything is the fact
that they have got information through phone numbers, which can
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easily be attached to names, of everybody in the country for at
least 6 years. And that is probably the most disturbing aspect of
this matter to me that I have been hearing today.

Mr. JAFFER. Mr. Conyers, if I could just point out that even if
you accept the Government’s frame here and focus only on the
uses, I don’t think anybody should be misled by this 300 number,
which makes it sound like this is a very targeted program. But if
you think about the 300 number in relation to what was said on
the previous panel about three hops, the first hop takes you to, say,
100 people whose communications are pulled up. The second one
takes you to 10,000, and the third one takes you to 1 million.

And you do that 300 times. I think it is safe to say that every
American’s communications have been pulled up at least once.

Mr. CoNYERS. Thank you very much.

Mr. GOHMERT [presiding]. I will recognize myself now, and I ap-
preciate your being here.

It is intriguing, what we are talking about. We are talking about
the privacy, the type of concerns that spawned a revolution back
over 200 years ago. We hear all this information about the FISA
courts, and that is the bulk of what you are being—you are talking
about.

Anybody care to just briefly tell us what happened before there
was a FISA court? We know there have been national security se-
crets since the revolution itself. What happened before there was
a FISA court to protect us from ourselves?

Mr. JAFFER. It was left up to the executive. It was unilateral ac-
tion by the executive in the area of foreign intelligence surveil-
lance. And in fact

Mr. GOHMERT. But here, we are talking about surveillance of
Americans, in-country American citizens, and that is what I am
talking about. If someone wanted to gather intelligence information
about American citizens on American soil, normally, having been a
judge and chief justice, it is my understanding, you went to a court.

You might be requesting in camera review of documents. You
might request that the court documents be sealed. But we were
able to work pretty well getting court orders before there was ever
a FISA court was my understanding.

Mr. JAFFER. Actually, Mr. Chairman, prior to 1972, for any na-
tional security investigation, or many, they were done without
court approval, without warrants. And the United States Supreme
Court in the Keith case, 1972, said when it is a domestic security
threat, there has to be a warrant.

Left a footnote was not deciding foreign security threats. Even if
it is a U.S. citizen, but associated with a foreign power that is
threatening to the United States. And the lower courts consistently
held that the President could conduct warrantless surveillance for
foreign intelligence purposes even of U.S. citizens and that the
fruits of that surveillance could later be used in a criminal prosecu-
tion, even if it hadn’t been supported by a warrant.

That is what the lower courts held. Of course, that did lead to
abuses because the executive is making determinations about what
he thought was a foreign threat, and lines were crossed and abuses
occurred. That is why Congress and the executive branch reached
a compromise in 1978 and created the FISA process to involve Arti-
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cle III judges in the review and approval of those surveillance or-

ders and also involve the Congress through the creation of the Spe-

f)iaf] Intelligence Committees for oversight, which hadn’t occurred
efore.

And so, we have this compromise situation where the branches
have come together to involve all three branches. And of course,
limitations were discovered after 9/11. A lot of debate occurred, and
ultimately, Section 702 was passed in 2008 to enable a very broad
programmatic order for foreign collection directed at non-U.S. per-
sons outside the United States.

Mr. GOHMERT. And that is a great distinction because I know in
my freshman term, ’05 and 06, what we were told is this is only
for you have to be a foreign agent, a foreign individual. And as long
as it is an American citizen here on American soil with distinction
for American citizen where intelligence gathering in another coun-
try didn’t violate local law. There were all those distinctions being
discussed.

But even through all of that, my experience with conservative
and liberal judges would have indicated that you wouldn’t have an
order from a judge under our Constitution that requires specificity
as to a place and information be gathered that would say some-
thing like this order from this court does. All call detail records be-
tween the United States and abroad or wholly within the United
States, including local telephone calls.

I think that pretty much covers everything. I see no specificity
here. Oh, yes, just get all the records. And you should be comforted
by the fact that you can get this stuff. It is okay.

So I am just concerned. I have now seen the incredible abuse by
the FISA court, in my opinion, and I am just wondering if we are
better off going to a system where we don’t require a FISA court.
There is not this Star Chamber. What would be another alter-
native?

And that will be my last question.

Ms. MARTIN. If T might, Mr. Gohmert? I think that the original
conception of the FISA court was quite limited and perhaps quite
useful, which was that it would act as a kind of usual court in
issuing a warrant, right, which is always done ex parte. Because
the search that the FISA court was going to authorize—which had
to be particularized—had to be based on probable cause, was never
g}(l)ing to be revealed, Congress set up secret procedures for doing
that.

But it was always recognized that what we are talking about is
searches and seizures of Americans. And now the Government has
taken the concept of a FISA court to kind of, in my view, put a fig
leaf on a totally different kind of collection directed at Americans.
It is not particularized. It is totally in secret. And that includes the
702 program, which:

Mr. GOHMERT. Right.

Ms. MARTIN. And so, you need to go back to the drawing board
about are we really going to have unparticularized collection that
is intended and does collect information about Americans?

Mr. GOHMERT. Well, let me tell you we have got votes coming up
in just a few minutes. And so, I want to get to people who want
to ask questions.
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But I would ask the witnesses if you have any proposals, if you
could provide that in writing to us, any alternatives, any major
changes, because I think this justifies major changes.

And with that, who is next? Okay. Recognize the gentleman from
New York, Mr. Nadler.

Mr. NADLER. Thank you.

Mr. Jaffer, various Administration officials have used comparison
of Section 215 authority to what can be obtained through a grand
jury subpoena, something we expressly include in the statute itself
as a limiting principle. Are you aware of any examples where by
virtue of grand jury subpoena, law enforcement has been able to
engage in the type of ongoing bulk collection, what you described
as dragnet collection of information done under Section 2157

Mr. JAFFER. No, not even close.

Mr. NADLER. Mr. Baker, are you aware of any such?

Mr. BAKER. There are plenty of subpoenas for massively
overbroad collections of data so that the Government can be com-
fortable that it has gone through everything that might be rel-
evant.

Mr. NADLER. There are subpoenas, grand jury subpoenas for, in
effect, everything in the world without being specific, all metadata?

Mr. BAKER. Addressed to a particular case or database, there are
plenty of cases where a single database has been subpoenaed.

Mr. NADLER. No, a single database. But has there ever been a
grand jury subpoena that says let us see the outside of every post-
card or letter sent in the United States? Or let us see the phone
numbers of everybody who called anybody in the United States?

Mr. BAKER. So if I could go back to an example that the Chair-
man mentioned, as a practical matter, every flight that comes into
the United States, every travel reservation on that flight is pro-
vided to the Government by the carrier, every single one.

Mr. NADLER. Has there ever been—has there been a subpoena
for every flight record in the United States?

Mr. BAKER. Every flight record coming into the United States,
yes.

Mr. NADLER. A subpoena for every flight record?

Mr. BAKER. No. It is under a law passed by the United States
Congress that says you must provide this information to the Gov-
ernment so it can search for terrorists.

Mr. NADLER. You must provide the name of every individual on
every flight?

Mr. BAKER. Yes. That was passed in 2002, and it has been en-
forced.

Mr. NADLER. And that is a subpoena?

Mr. BAKER. And it has caught a lot of terrorists.

Mr. NADLER. Excuse me. That was a subpoena?

Mr. BAKER. No.

Mr. NADLER. That is a law?

Mr. BAKER. It was a law.

Mr. NADLER. Well, that is a little different from a subpoena.

Okay. Mr. Bradbury, you talk about how the metadata that is ac-
quired and kept under this program can be queried when there is
responsible suspicion, as if that meets the statute. The statute
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talks about collection. You seem to be talking about query. There
is a difference between collection and query.

Mr. Jaffer, let me ask you this. Does the Fourth Amendment talk
to collection or to queries?

Mr. JAFFER. Collection.

Mr. NADLER. Collections. So a broad—okay. Let me go to the
next question because I have a bunch quickly.

Mr. Jaffer, you talked—Mr. Baker, rather, you talked about Sec-
tion 702, as the discussion of Section 702 has really hurt us be-
cause it has told the Europeans and everybody else what we are
doing for foreigners. But nothing, as I think you point out in your
testimony, too, nothing that we have learned about Section 702—
I can’t think of anything we have learned about Section 702 from
Mr. Snowden—or however you pronounce his name—that wasn’t
included in the debate in 2008 on Section 702, when we knew we
were going to be collecting across the board on everybody.

And the question in that debate was—and I thought the resolu-
tion of that debate was inadequate, which is why I voted against
it—how were we going to protect Americans against being caught
up? And this is what we have been talking about.

But the assumption there was that foreigners have no constitu-
tional right and no privacy rights. And we can get all the informa-
tion on them anyway. So how is this information now harmful in
a way that the congressional debate wasn’t?

Mr. BAKER. I think that the congressional debate seeded what we
are now seeing. It is a cost. It is a cost of having the debate we
are having, and my point here is that Europe will extract that cost
from companies that did nothing but their obligation under the
law.

Mr. NADLER. But they would have extracted that cost just be-
cause of the congressional debate, if they were paying attention.

Mr. BAKER. What I say is that this Congress and this Adminis-
tration has an obligation to stand between those companies
and

Mr. NADLER. That is a separate discussion, and that may be.
But—okay. Ms. Martin, how can we—how can Congress solve the
problem? We have a basic problem.

Every challenge to abuse of constitutional rights by the Bush ad-
ministration and the Obama administration has been met in the
same way. Either the use of the state secrets doctrine to say you
can’t go to court on that. The subject matter of the discussion is
a state secret. Therefore, move to dismiss the case ab initio. Or you
have no standing because you cannot prove that you personally
were harmed by this.

Now Mr. Snowden may have done a public service in giving some
people standing by proving that they were harmed by this because
anyone who is a Verizon subscriber arguably can now go into court
and say that. How can we deal with these two problems that an
Administration, any Administration can violate constitutional
rights from here to kingdom come, subject to no court review be-
cause of either the state secrets doctrine or the standing problems
because they don’t admit what they are doing in the first place. It
is secret.
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It is secret what we are doing to you. Therefore, you have no
standing because you can’t prove what we are doing to you.

Mr. GOHMERT. The time has expired, but you may answer briefly.

Ms. MARTIN. Well, I think one key way of doing it, which is out-
side the court system, is for the Congress to insist that the Admin-
istration disclose all that information. The Government then won’t
be able to claim state secrets because it has disclosed the informa-
tion.

Mr. NADLER. Disclose what information?

Ms. MARTIN. Disclose the information about what it has done
and who it has done it to, right? And something like that did hap-
pen and is happening in the context of the violations of the laws
against torture, and that helps in creating a consensus that we
know the Government violated the law.

We have some kind of public debate about what the Government
shouldn’t do, and whether or not we end up with an individual
remedy in the court is a question that I would be glad to think
about some more. I know there are now five lawsuits seeking indi-
vidual remedies that have a better chance than they did before, but
they all depend upon public disclosure by the Administration of in-
formation.

Mr. NADLER. Or by Mr. Snowden or somebody else.

Ms. MARTIN. Well, that is more difficult because then the Admin-
istration claims state secrets.

Mr. GOHMERT. We are going to have to—in order to get the other
two Democrats and one Republican left, we are going to need to
move on. But I would ask if you have additional information, if you
would prove that in writing in response to that question.

And now at this time, we yield 5 minutes to the gentleman from
Idaho, Mr. Labrador.

Mr. LABRADOR. Thank you, Mr. Chairman.

Mr. Jaffer, I am trying to figure out how we got from Smith v.
Maryland to the moment that we are at today. Can you try to ex-
plain to me what exactly maybe the proponents of these laws and
the interpretation of these laws are trying to say because I am not
following Smith v. Maryland very well. I have read it a couple of
times.

Mr. JAFFER. Right.

Mr. LABRADOR. But I am not sure that you can get to the collec-
tion of metadata all over the United States.

Mr. JAFFER. Well, I think that there is a vast chasm between
Smith and the kind of surveillance that is going on now. Smith was
a case about a specific criminal investigation. It was a pen register
installed on one person’s phone for 2 days.

We are now talking about 7 years of surveillance of every Ameri-
can’s phone calls. So I don’t think it is a serious argument to say
that Smith justifies what the Government is doing now. I think
that the more relevant case is Jones, which was decided just last
year. A 9-0 court found that the tracking of individuals’ location
over the long term constituted a search under the Fourth Amend-
ment, and even in Jones, the surveillance was narrower and
shallower than the kind of surveillance we are talking about today.

Mr. LABRADOR. And they said that the tracking of individuals
over a long period of time resulted in a search and seizure. Can you
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explain why they said that? Because there is now an argument
that collecting all this data actually gives you very personal infor-
mation about the individual.

Mr. JAFFER. That is right. Sometimes we talk about metadata as
if it is less sensitive, and that is not really true. Using this kind
of metadata, in Jones, for example, the court noted that you could,
just tracking somebody’s location over a long period of time, you
could draw all sorts of accurate conclusions about their medical his-
tory, about their intimate relationships, about their professional
life, about their personal life.

And the same is true of phone calls. If the Government has ac-
cess to your call records over a long period of time, the Government
can draw all those conclusions in the same way.

Now that is not to say that the Government should never have
access to the phone records. There are circumstances in which the
Government has to have that access, but we just want to make
sure that that is limited to cases, specific cases in which the call
records are, in fact, relevant to an investigation.

Mr. LABRADOR. And in Smith v. Maryland, there was a specific
reason why it was relevant. Correct?

Mr. JAFFER. That is correct. Even in Jones, there was that speci-
ficity.

Mr. LABRADOR. Okay. So because what concerns me is that, I
think as a Government official, as a legislator, I would like to stop
gang membership, for example, or I would like to stop child pornog-
raphy, or I would like to stop bank robberies. And I could maybe
pass a law that would require the Government to collect
everybody’s data, right, everybody’s metadata so we can stop those
crimes. What do you think about that, Ms. Martin?

Ms. MARTIN. I think that is the proven solution of countries like
the Soviet Union and China.

Mr. LABRADOR. Exactly.

Ms. MARTIN. I mean, and I think there have actually been stud-
ies showing that you can stop crime by that kind of government
surveillance and collection.

Mr. LABRADOR. So, Mr. Baker, what is the difference? I want to
stop all these crimes, and I would think that everybody in this
Congress would think that that would be inappropriate for me to
pass a law that would allow me to collect all the metadata of every
American so I could stop child pornography.

What is the difference between that and what is happening here
in this instance?

Mr. BAKER. We are responding, in the case of the 215 programs,
to the fact that there is a well-organized, offshore conspiracy seek-
ing to carry out attacks on us.

Mr. LABRADOR. I understand that, but—and I agree with that.
And that is why maybe I don’t have as much problem with the 702
program.

But you are collecting the data or the Government is collecting
the data of American citizens and saying that it may become rel-
evant after we collect it. Why not just collect the data of every
American because it might become relevant in a child pornography
case later?
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Mr. BAKER. All of these searches, there is really two issues here.
First, is it a search at all? And Smith suggests it isn’t. And if it
is a search, is it reasonable? And that depends in part on the na-
tufe of the justification and the problem that you are trying to
solve.

In this case, we are trying to solve a problem that requires clas-
sified tools and is a national security threat. That is different from
trying to stop bank robberies, frankly.

Mr. LABRADOR. Well, and I just find it fascinating that the au-
thor of the PATRIOT Act and most of the Members of Congress
who voted for the PATRIOT Act had no idea that the Government
would go to these lengths to collect data. And I hope that we can
continue to have these hearings.

Thank you very much for being here.

Mr. GOHMERT. The time has expired. Thank you very much.

Mr. LABRADOR. I yield back my time.

Mr. GOHMERT. I yield to the gentleman from Virginia, Mr. Scott,
for 5 minutes.

Mr. ScorT. Thank you, Mr. Chairman.

I know we are trying to get three Members in in this very short
peri(l){d of time. So let me just pose a question for Mr. Jaffer real
quick.

I am interested in what you can do with the data after you have
gotten it. There is a real question as to whether you have the legal
authority to get all the phone calls. But after you have got it, we
found out in a DNA case that if you get someone’s DNA legally and
you find out it is not them, you can still run that DNA through the
database without any probable cause, no articulable suspicion, any-
thing. You have the data, and you can use it.

What is the limitation on the data after you have acquired it?
Now they say you have to have articulable suspicion to query the
data that you have obtained. But the Section 215 doesn’t require
any such limitation. It just tells you to describe what you are get-
ting. This seems to be a little gratuitous policy, not a limitation by
statute.

And so, can you say a word about where the limitation is after
you have gotten the data what you can do with it?

Mr. JAFFER. Well, on the 215 program, we don’t have the Govern-
ment’s minimization procedures. They haven’t been released.

Mr. Scort. Well, let me just—and the minimization procedure
specifically has—the witness before was a little murky on this—
has—specifically has a criminal justice exception. So running a
criminal justice investigation with data you now have can be done
without articulable suspicion or probable cause or anything. You
just go look to see, as the gentleman was suggesting, who has been
committing gang crimes.

You got a gang member, you can spin his little thing around to
find out who he is talking to. Is there a limitation on what you can
do after you have gotten it?

Mr. JAFFER. No, almost certainly not. And we know that that the
limitations are very weak because we have seen the 702 minimiza-
tion procedures. Those were disclosed.

And if they are any guide, I think it is safe to assume that the
215 procedures don’t protect Americans’ privacy.
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Mr. ScoTT. Now if you were running a criminal investigation
without probable cause by virtue of getting information in the
hands of the FBI, and we have removed that firewall that used to
be there, what would be the sanction against improperly using that
information? Would the exclusionary rule kick in?

Mr. JAFFER. Well, I don’t think we will ever know because the
Government doesn’t notify criminal defendants that it is using
these kinds of surveillance programs.

Mr. ScorT. Would fruit of a poison tree kick in?

Mr. JAFFER. Well, it would if the Government disclosed. But it
doesn’t disclose. It keeps it secret from criminal defendants, and
this is one of the things that we have been very frustrated with is
that the Government told the Supreme Court that criminal defend-
ants would be notified when information was introduced against
them derived from these programs. And it is not, in fact, giving
that kind of notice.

Mr. Scort. Thank you.

Mr. Chairman, as a courtesy to my colleagues, I will yield back
at this time.

Mr. GOHMERT. Thank the gentleman from Virginia.

At this time, I will yield to Mr. Johnson for 5 minutes.

Ms. JACKSON LEE. Mr.—excuse me, Mr. Gohmert. This is regular
order.

Mr. GOHMERT. Okay. Well, I was just going by the list that the
clerk gave me here.

Ms. JACKSON LEE. The list goes from the beginning of the Com-
mittee. I think Mr. Johnson knows.

Thank you.

Mr. GOHMERT. Exactly. All right. Then we will yield 5 minutes
to my friend from Texas, Ms. Jackson Lee.

Ms. JACKSON LEE. I thank you very much.

Let me just say that this has been not eye-opening, but it raises
more questions than probably it gives answers. And I think I want
to start immediately with the question, Mr. Jaffer, on the 215 PA-
TRIOT Act, which grants the FBI broad authority, as we have seen
in the previous hearing and what we have read, and could put and
does put civil liberties at risk. From your perspective, what danger
might occur or what would happen if we did not renew Section
2157

Mr. JAFFER. Well, I think that is a good question to ask the Gov-
ernment. So far, they haven’t been able to explain why the dragnet
surveillance under this provision is actually necessary. They
haven’t been able to point to cases in which this particular surveil-
lance program was crucial. I think it is a good question to put to
them.

But I would just say that while I think that your concern about
215 is totally justified, I think that the Committee ought to be con-
cerned about 702 as well. And the Government keeps emphasizing
that this is a program directed at people abroad, and that is true.
But in the course of surveillance of people abroad, the Government
is building huge databases of Americans’ phone calls, not just the
metadata. But the
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Ms. JACKSON LEE. So you are saying that reverse targeting is oc-
curring, even though language put in the bill to not have that
occur?

Mr. JAFFER. I actually am not saying that the Government is vio-
lating the statute. I am saying that they are using the statute pre-
cisely as it was designed to be used, but the statute allows them
to gather Americans’ communications so long as they are not tar-
geting a specific American.

Ms. JACKSON LEE. So to hold them until they believe something
rises to the top?

Mr. JAFFER. That is right.

Ms. JACKSON LEE. So it is sort of like storing in your Internet
or storing pictures in your iPhone or something of the sort?

Mr. JAFFER. That is exactly right.

Ms. JACKSON LEE. Let me to go Mr. Baker. You sat before Home-
land Security a number of years. Thank you for your service.
Thank all of you for your service. But you made the point that on
your blog, that you thought that the FBI could have caught the
people on 9/11, but there was too liberal—civil liberties was too
much in the way.

What are you suggesting when the idea of 9/11 was, one, these
were foreign nationals. So the FBI had opportunity to deal with
them in the construct of our civil liberties, and it was basically con-
necting the dots or not finding out that guys were learning to take
off and not land in a plane training place down in Florida. What
civil liberties need to be violated in order to have protected us from
9/11?

Mr. BAKER. The problem is that there were two al-Qaeda
operatives in the country for 2 weeks. We knew—the FBI, the CIA
all knew they were here, but the FBI's task force that was orga-
nized for the Cole bombing, as I remember, was not allowed to go
looking for them, even though they had by far the most resources
of anybody to find them.

And the reason they were not allowed to do it was because the
FISA court had made up a doctrine that led to the wall that said
we are going to keep law enforcement over here and intelligence
over here and not allow them to talk. And out of fear that the FISA
court would punish them for talking and for going to look for these
guys, the Cole task force stood down.

We lost our best chance to catch those guys at that time, and it
was because the FISA court was so aggressively enforcing a doc-
trine that, frankly, it shouldn’t have adopted in the first place, but
which it adopted pretty clearly for civil liberties reasons.

Ms. JACKSON LEE. Well, let me ask your comment on that.

Ms. MARTIN. I think the record is much more complex. There
were many times that the Government dropped the ball when it
might have stopped 9/11, and most of them had absolutely nothing
to do with the law. The CIA, for example, knew for many months
the names of the hijackers. They knew that they wanted to carry
out an attack against the United States. They knew that they had
gotten visas, and they didn’t tell the FBI to go find those people
inside the United States.

And the wall had nothing to do with preventing the CIA from
telling the FBI to go find known al-Qaeda terrorists in the United
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States. The record is just much more complicated than Mr. Baker
is making it out.

Ms. JACKSON LEE. Well, let me just finish. So let me just make
this comment. Maybe I will be short of the red light.

One, I maintain that we have too many contractors unknown and
unbeknownst in the intelligence community. I thank them for their
service, but they need to rein in this rampant proliferation of con-
tracts, even though the Government tried to defend its satellites as
this, and really have a profound staff that is here in the United
States Government.

The last point is the FISA court can stand a lot of review. One,
I think there should be something about the balance of Democratic
appointed judges and Republican. But I also think the release of
opinions should be something that we should be able to allow to
the public and, therefore, find a way to rein in all of this.

I yield back.

Mr. GOHMERT. Thank you.

We have 4% minutes left—4 minutes, 20 seconds left in the vote.
So I yield to the gentleman for such time. Mr. Johnson?

Mr. JOHNSON. I will be brief. Thank you, Mr. Chairman.

Section 702, collecting foreign data, intelligence data, metadata
content of communications, and so forth. Is that correct?

Mr. JAFFER. Not quite. Section 702 is surveillance directed at
people outside the United States, but it is surveillance of Ameri-
cans’ communications with those people outside the United States.

Mr. JOHNSON. Yes, and collection of the scope you don’t disagree
with. In other words, content metadata?

Mr. JAFFER. That is right.

Mr. JOHNSON. And minimalization procedures in place that per-
haps may not be as stringent as they should. Perhaps. I am not
saying that that is the case or not.

But with respect to the data collected under 702 of Americans
that are just incidentally caught up in foreign-to-foreign commu-
nications or a foreign target that is communicating with someone
in the U.S., who owns that data? Is it the person who initiates the
call? Is it the person who accepts the call? Or is it both or

Mr. JAFFER. My guess is

Mr. JoHNSON. Or is it the provider, the service provider who
owns the data?

Mr. JAFFER. I think that Americans have a reasonable expecta-
tion of privacy in their international communications.

Mr;) JOHNSON. Have there been court cases specifically on that
point?

Mr. JAFFER. Yes. On the content of communications, yes.

Mr. JOHNSON. Yes. Okay. So now, I would submit that when you
are talking about surveillance, when you look at the definition of
the word “surveillance,” it includes keeping a close watch on people
or things. And so, you can surveil a thing. That thing may not have
a constitutional right, but a person certainly does.

I think we should make or I think we should be prepared to dis-
tinguish between surveillance, what kind of surveillance we are
talking about. That is a term that kind of gets everybody excited.

That is about really all I have to say. Anybody got any comments
about that?
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[No response.]

Mr. JOHNSON. I will yield back, Mr. Chairman.

Mr. GOHMERT. The time has been yielded back. And at this time,
this concludes today’s hearing.

Thanks to all of our witnesses for attending. We know it has
been a long day for you, and we appreciate you bearing with it. It
is an important subject. It is only our future, our security, and our
privacy.

So thank you, and we look forward to your comments that we an-
ticipate receiving back in writing, things that you wished you had
said or wanted to say, and to direct us. So thank you very much.

Without objection, all Members will have 5 legislative days to
submit additional written questions for the witnesses or additional
materials for the record.

This hearing is now adjourned.

[Whereupon, at 2:32 p.m., the Committee was adjourned.]
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Questions for the Record submitted to James Cole, United States Depart-
ment of Justice; Robert S. Litt, Office of Director of National Intelligence;
John C. Inglis, National Security Agency; and Stephanie Douglas, FBI Na-
tional Security Branch*

Questions for the Record from Representative Steve Cohen (TN-09)

For: Mr. James Cole, United States Department of Justice;
Mr. John C. Inglis, National Security Agency;
Mr. Robert S. Litt, Office of Director of National Intelligence; and
Ms. Stephanie Douglas, National Security Branch, Federal Bureau of Investigation

FISA Court

Throughout the hearing, you assured the Committee that the surveillance programs that Members
expressed concerns about are legal and proper, in large part because the Lioreign Intelligence
Surveillance Court, or I11SA Court, has ruled that they are. However, it is critical the Members have
a tuller understanding of how this court operates and who sits on the court since we entfrust it to
make such important decisions about the proper balance between national security and personal

1. In the last five years, how many of the I'ISA Court’s decisions, orders, and opinions were

made by only one judge acting alone?
2. How many of these decisions, orders and opinions were made by a three-judge panel?
3. How many of these decisions, orders and opinions were made by the court acting en banc®

4. How many cases were appealed to the loreign Intelligence Surveillance Court of Review?

o

When the FISA Court acts as a three-judge panel or en bane or the Foreign Intelligence
Survcillance Court of Review hears cascs, is a simple majority sufficient to issuc an arder or

decision?

6. How many dissents were issued by judges acting in a three-judge panel, ex ang, or on the

Foreign Intelligence Surveillance Court of Review?

7. Given the cnormous power that the Government secks when obtaining permission from the
HISA Court, shouldn’t there be a third party specifically assigned to arguc against the
Government so that the Court can hear the other side?

8. Wouldn't the public be more accepting of the programs you are defending if they could read
at least a summary of the FISA Court’s decisions? Would you support publishing

unclassificd summarics of these decisions?

9. Under current law, the FISA Court need only deliver to Congress those decisions, orders,
and opinions that involve a “significant construction or inferpretation” of law. Who
determines what is a significant construction or interpretation of law and what will be
transmitted to Congress?

*The Committee had not received a response to these questions at the time this hearing
record was finalized and submitted for printing on December 12, 2013.
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Privacy and Civil Liberties Oversight Board

Back in 2004, this Committee's Subcommittee on Commercial and Administrative Law spearheaded
the effort to create the Privacy and Civil Liberties Oversight Board.

After some reorganization and confirmation of its chairman, it is now up and running and has held a
number of hearings and have issued its semi-annual report.

1. 'L'o what extent have your agencies been working with the Board to ensure that intelligence
programs do not unduly infringe on privacy and civil liberties?

2. Will you commit to working closely and cooperatively with the board going forward?



138

Response to Questions from the Hearing from Stewart A. Baker,
Steptoe & Johnson, LLP

Oversight Hearing on the Administration’s use of FISA Authorities
Committee on the Judiciary

United States House of Representatives
Held July 17, 2013

September 13, 2013 Response to Supplemental Question by Stewart A. Baker
Partner, Steptoe & Johnson LLP

Question:
Mr. GOHMERT. ... But I would like to ask the witnesses if you
have any propoesals, if you could provide them in writing to us, any
alternatives, any major changes, because I think this justifies major
changes.

Response:

It is becoming increasingly obvious from the nature of the documents that have been leaked that
Mr. Snowden and some of those working with him are quite prepared to release material that
harms U.8. security, even when the material reveals no misconduct, While it is always useful to
periodically review oversight mechanisms like the FISA court, in the present climate, T would
caution against radically changing how we provide oversight of foreign intelligence surveillance.
To respond in knee-jerk fashion to revelations that may be more advocacy than journalism would
make bad law and reward Mr. Snowden’s illegal actions.
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Response to Questions for the Record from Jameel Jaffer,
American Civil Liberties Union (ACLU)

ACL

AMERICAN CIVIL LIBERTIES UNION

Answers to Questions for the Record of
The House Judiciary Committee

Jameel Jaffer
Deputy Legal Director of the
American Civil Liberties Union Foundation

Laura W. Murphy
Director, Washington Legislative Office
American Civil Liberties Union

NSA Data Collection and Surveillance Oversight

July 17, 2013
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Jameel Jaffer & Laura Murphy | ACLU |2

QUESTION FROM REP. STEVE COHEN

Are there ways to enhance the role of the Privacy and Civil Liberties Oversight Board
so as to ensure a better balance between legitimate national security needs on the one
hand and privacy, civil liberties, and public transparency on the other?

Congress should enhance the PCLOB in at least four ways in order to ensure that the Board
plays a meaningful role in overseeing the impact of government policies on privacy, civil
liberties, and public transparency. First, Congress should grant the Board the authority to
challenge the classification decisions of other agencies when it finds reason to believe
classification powers have been abused to cover up wrongdoing, to prevent embarrassment, or
to stifle legitimate public debate. Second, the Board should enjoy a set of enforcement powers
that could be used to implement its recommendations. Third, Congress must ensure that the
Board is given sufficient resources—in terms of both staff and budget—to pursue its mandate
on an ongoing basis. And finally, assuming all three prior enhancements have been achieved,
Congtess should consider broadening the Board’s mandate so that its oversight authority
ranges to other areas of policymaking such as certain law enforcement programs that raise
serious privacy and civil-liberties issues. In broadening the mandate, however, it is critically
important not to dilute the time, attention and resources devoted to counterterrorism
programs.
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Response to Questions from the Hearing and for the Record
from Kate Martin, Center for National Security Studies

h Center for National Security Studies
protecting civil liberties and human rights

)

Director
Kate Martin

September 17, 2013

Answers from Kate Martin to Members' questions from the hearing on July 17,
2013 and for the record.

Representative Goodlatte (p. 122):

“Let me turn to Ms. Martin, however, and your testimony includes a number of suggestions for
increasing the visibility into the — increasing visibility into the IFISA programs. Which of these
would you prioritize as a way to both preserve our national security efforts while also giving the
public a better understanding of how the programs work?

Since the hearing, the government has disclosed additional opinions by the FISC court
and a White Paper concerning the 215 program, which disclosures are welcome and useful.
Nevertheless, we still do not have a complete understanding of the FISA court’s views on the
law, nor of the executive’s interpretation of the law. Accordingly, I would prioritize obtaining
disclosure of the following information:

1. All FISA court opinions concerning the law, including those authorizing bulk
collection of internet meta-data, and the government’s pleadings containing legal
arguments submitted to the court. Any operational details which are still a secret
could be redacted from these documents.

2. Inlight of the government’s disclosure of the 215 program, there should be a new

declassification review and public release of the Inspectors Generals’ report

required by the FISA Amendments Act (Report on the President’s Surveillance

Program, Offices of the Inspectors General of the Department of Defense,

Department of Justice, Central Intelligence Agency, National Security Agency,

and Office of the Director of National Intelligence, July 10, 2009. Unclassified

version available at http://www justice. gov/oig/special/s0907 pdf). This report is
crucial for understanding the legal history and scope of the current surveillance
programs.

Equally important, this Committee should demand a comprehensive public report

from the Executive Branch conceming government collection of information

about Americans for national security or foreign intelligence purposes. The report
should detail:

* the overlapping authorities for collection of information about Americans’
communications, e.g., national security letter authorities, pen register/trap
and trace authorities, other FISA authorities;

* the rules govemning accessing, analyzing, data-mining, keeping, using or
disseminating information conceming Americans’ communications;

L

1730 Pennsylvania Ave NW. 7 Floor, Washington, D.C. 20006
tel: (202) 721-3630 fix: (202) 530-0128 cnssi@enss.org
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e in addition to existing authorities, the report should identify existing
prohibitions, if any, on collecting or data-mining information on
Americans, and all restrictions, if any, on sharing information with the
White House, including the National Security Council, or foreign
governments;

o which agencies may exercise which authorities and what information may
be may be shared between each agency; and

o the scope of the collection of Americans’ personal information, including
the kinds of information, the amount of information collected and the
approximate number of Americans whose information has been collected.

Representative Gohmert (p. 125-126):

“I have now seen the incredible abuse by the FISA court, in my opinion, and I am just wondering
if we are better off going fo a system where we don’'t require a FISA court. There is not this Star
Chamber. What would be another alternative?”

“But I would ask the witnesses if you have any proposals, if you could provide that in writing to
us, any afternatives, any major changes, because I think this justifies major changes.”

Since its creation, the FISA court has issued particularized orders based on a finding of
probable cause and those authorities do not raise the concerns you have articulated. I would
urge the Congress, however, to examine carefully whether the new authorities, in particular the
FISA Amendments Act, section 702 of the FISA, which do not require any particularity in
collection activities, but are specifically intended to collect information on Americans, (even
though they may not be technically “targeted”) should be limited or repealed. Doing so would
address some of the more problematic authorities of the FISA court.  As a first step, Congress
should shorten the current sunset for those authorities from the current date of 2017 to align
with the current mid 2015 sunsef date for section 215. In addition, Congress should amend
section 215 to make clear that it does not authorize bulk collection of information on Americans.

There have been some proposals to provide for an “independent” advocate to participate
in the secret proceedings before the FISA court. Such an advocate might prove helpful to the
judges on the court, who do not have the benefit of briefing by two parties. (FISA court judges
could perhaps be consulted on how helpful such a position would be.) But providing such an
advocate would be no substitute for reinstating public adversarial judicial review. The essence
of judicial review of the legality of the government’s action is that such review is transparent, a
court acts openly, and that the individual whose rights are at stake participates in the proceeding.
The current proposals would not address either of these key requirements—transparency or
adversarialness -- for restoring real judicial review.
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Accordingly, this Committee should examine other ways to provide adversarial judicial
review of individual instances of foreign intelligence surveillance. Such judicial review could
like judicial review of searches and seizure done for law enforcement purposes, take place after
the fact, when the surveillance is finished. While the original FISA contained a provision for
such review, 50 U.S.C. 1806, that provision does not apply to all current collection authorities
under FISA. Moreover, it has not proved sufficient to provide a real opportunity for a subject of
surveillance to challenge the surveillance in an open and adversarial proceeding before a judge.

Representative Nadler (p. 127):

“Ms. Martin, how can we

how can Congress solve the problem? We have a basic problem.
Every challenge to abuse of constitutional rights by the Bush administration and the Obama
administration has been met in the same way. Lither the use of the state secrets doctrine to say
you can’t go to a court on that. The subject maiter of the discussion is a state secret. Therefore,
move to dismiss the case ab initio. Or you have no standing because you canmot prove that you
personally were harmed by this.

Now Mr. Snowden may have done a public service in giving some people standing by proving
thai they were harmed by this because anyone who is a Verizon subscriber arguable can no go
mto court and say that. How can we deal with these two problems that an administration, any
administration can violate constitutional rights from here io kingdom come, subject 10 no court
review because of either the staie secrets doctrine or the sianding problems because they don’t
admit what they are doing in the first place. It is secret.

It is secret what we are doing (o you. Therefore, you have no standing because you can’t prove
what we are doing to you.”

There are several steps the Congress could take to ameliorate the problem that individuals
cannot challenge the government’s actions against them in court, when the government refuses to
acknowledge its activities and claims that the state secrets privilege or other doctrine prevents
litigation.

First, the Congress should insist on public disclosure of information concerning the
government’s activities. In addition to public disclosure concerning the legal authorities and
scope of surveillance programs generally, Congress should also require investigation of specific
instances of surveillance, where there are credible allegations that individual rights have been
violated, either by congressional committees, an inspector general or other body. That
investigation could then inform additional public disclosures concerning questionable instances
of government surveillance. And those disclosures in turn would facilitate judicial challenges by
the affected individuals. In particular, the government would not be able to seek dismissal of
such challenges on state secrets grounds, because the information relevant to pursuing the case
would be public.
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In addition, 1 would urge the Congress to examine the possibility of creating a statutory
cause of action for violation of an individual’s constitutional rights. Doing so would make it
more difficult for the government to secure dismissal of a challenge on technical grounds, and

help insure that the court considers the merits of whether the government has violated someone’s
rights.

Representative Cohen:

“Are there ways to enhance the role of the Privacy and Civil Liberties Oversight Board so as to
ensure a better halance between legitimaie national security needs on the one hand and privacy,
civil liberties and public transparency on the other?”

Congress should ensure that the Privacy and Civil Liberties Oversight Board receives
adequate funding to enable it to carry out its statutory mandate. At the same time, the Congress
and the federal courts have the ultimate constitutional responsibility for ensuring privacy, civil
liberties and public transparency while protecting the national security.
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Dear Chairman Goodlatte,
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of the Administration’s Use of FISA Authorities, Wednesday, July 17, 2013. Enclosed please
find written answers to the Members’ questions asked during the hearing and for the record.

Sincerely,
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Kate Martin
Director
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Director
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September 17, 2013

Answers from Kate Martin to Members' questions from the hearing on July 17,
2013 and for the record.

Representative Goodlatte (p. 178-179):

“Let me turn to Ms. Martin, however, and your testimony includes a number of suggestions for
increasing the visibility into the — increasing visibility into the FISA programs. Which of these
would you prioritize as a way to both preserve our national security efforts while also giving the
public a better understanding of how the programs work?

Since the hearing, the government has disclosed additional opinions by the FISC court
and a White Paper concerning the 215 program, which disclosures are welcome and useful.
Nevertheless, we still do not have a complete understanding of the FISA court’s views on the
law, nor of the executive’s interpretation of the law. Accordingly, I would prioritize obtaining
disclosure of the following information:

1.

All FISA court opinions concerning the law, including those authorizing bulk
collection of internet meta-data, and the government’s pleadings containing legal
arguments submitted to the court. Any operational details which are still a secret
could be redacted from these documents.

In light of the government’s disclosure of the 215 program, there should be a new
declassification review and public release of the Inspectors Generals’ report
required by the FISA Amendments Act (Report on the President’s Surveillance
Program, Offices of the Inspectors General of the Department of Defense,
Department of Justice, Central Intelligence Agency, National Security Agency,
and Office of the Director of National Intelligence, July 10, 2009. Unclassified
version available at http://www.justice.gov/oig/special/s0907.pdf). This report is
crucial for understanding the legal history and scope of the current surveillance

programs.

. Equally important, this Committee should demand a comprehensive public report

from the Executive Branch concerning government collection of information
about Americans for national security or foreign intelligence purposes. The report
should detail:

1730 Pennsylvania Ave NW, 7% Floor, Washington, D.C. 20006
tel: (202) 721-5650 fax: (202) 530-0128 cnss@censs.org
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» the overlapping authorities for collection of information about Americans’
communications, e.g., national security letter authorities, pen register/trap
and trace authorities, other FISA authorities;

o the rules governing accessing, analyzing, data-mining, keeping, using or
disseminating information concerning Americans’ communications;

o in addition to existing authorities, the report should identify existing
prohibitions, if any, on collecting or data-mining information on
Americans, and all restrictions, if any, on sharing information with the
White House, including the National Security Council, or foreign
governments;

e which agencies may exercise which authorities and what information may
be may be shared between each agency; and

» the scope of the collection of Ameticans’ personal information, including
the kinds of information, the amount of information collected and the
approximate number of Americans whose information has been collected.

Representative Gehmert (p. 186 -87):

“I have now seen the incredible abuse by the FISA court, in my opinion, and I am just wondering
if we are better off going io a system where we don’t require a FISA court. There is not this Star
Chamber. What would be another alternative?”

“But I would ask the witnesses if you have any proposals, if you could provide that in writing to
us, any alternatives, any major changes, because I think this justifies major changes.”

Since its creation, the FISA court has issued particularized orders based on a finding of
probable cause and those authorities do not raise the concerns you have articulated. T would
urge the Congress, however, to examine carefully whether the new authorities, in particular the
FISA Amendments Act, section 702 of the FISA, which do not require any particularity in
collection activities, but are specifically intended to collect information on Americans, (even
though they may not be technically “targeted”) should be limited or repealed. Doing so would
address some of the more problematic authorities of the FISA court.  As a first step, Congress
should shorten the curvent sunset for those authorities from the current date of 2017 to align
with the current mid 2015 sunset date for section 215. In addition, Congress should amend
section 215 to make clear that it does not authorize bulk collection of information on Americans.

There have been some proposals to provide for an “independent™ advocate to participate
in the secret proceedings before the FISA court. ' Such an advocate might prove helpful to the
Jjudges on the court, who do not have the benefit of briefing by two parties. (FISA court judges
could perhaps be consulted on how belpful such a position would be.) But providing such an
advocate would be no substitute for reinstating public adversarial judicial review. The essence
of judicial review of the legality of the government’s action is that such review is transparent, a
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court acts openly, and that the individual whose rights are at stake participates in the proceeding.
The current proposals would not address either of these key requirements—transparency or
adversarialness -~ for restoring real judicial review.

Accordingly, this Committee should examine other ways to provide adversarial judicial
review of individual instances of foreign intelligence surveillance. Such judicial review could
like judicial teview of searches and seizure done for law enforcement purposes, take place after
the fact, when the surveillance is finished. While the original FISA contained a provision for
such review, 50 U.8.C. 1806, that provision does not apply to all current collection authorities
under FISA. Moreover, it has not proved sufficient to provide a real opportunity for a subject of
surveillance to challenge the surveillance in an open and adversarial proceeding before a judge.

Representative Nadler (p. 191-192):

“Ms. Martin, how can we—how can Congress solve the problem? We have a basic problem.
Every challenge to abuse of constitutional rights by the Bush administration and the Obama
administration has been met in the same way. Either the use of the state secrets doctrine to say
you can't go to a court on that. The subject matter of the discussion is a state secret. Therefore,
move to dismiss the case ab initio. Or you have no standing because you cannot prove that you
personally were harmed by this. ‘

Now Mr. Snowden may have done a public service in giving some people standing by proving
that they were harmed by this because anyone who is a Verizon subscriber arguable can no go
into court and say that. How can we deal with these two problems that an administration, any
administration can violate constitutional rights from here to kingdom come, subject to no court
review because of either the siate secrets doctrine or the standing problems because they don’t
admit what they are doing in the first place. It is secret,

It is secret what we are doing to you. Therefore, you have no standing because you can’t prove
what we are doing to you,”

There are several steps the Congress could take to ameliorate the problem that individuals
cannot challenge the government’s actions against them in court, when the govemment refuses to
acknowledge its activities and claims that the state secrets privilege or other doctrine prevents
litigation,

First, the Congress should insist on public disclosure of information concerning the
government’s activities. In addition to public disclosure concerning the legal authorities and
scope of surveillance programs generally, Congress should also require investigation of specific
instances of surveillance, where there are credible allegations that individual rights have been
violated, either by congressional committees, an inspector general or other body. That
investigation could then inform additional public disclosures concerning questionable instances
of government surveillance. And those disclosures in turn would facilitate judicial challenges by
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the affected individuals. In particular, the government would not be able to seek dismissal of
such challenges on state secrets grounds, because the information relevant to pursuing the case
would be public.

In addition, I would urge the Congress to examine the possibility of creating a statutory
cause of action for violation of an individual’s constitutional rights. Doing so would make it
more difficult for the government to secure dismissal of a challenge on technical grounds, and
help insure that the court considers the merits of whether the government has violated someone’s
rights.

Representative Cohen:

“Are there ways to enhance the role of the Privacy and Civil Liberties Oversight Board 50 as to
ensure ¢ beiter balance between legitimate national security needs on the one hand and privacy,
civil liberties and public transparency on the other?”

Congress should ensure that the Privacy and Civil Liberties Oversight Board receives
adequate funding to enable it to carry out its statutory mandate. At the same time, the Congress
and the federal courts have the nltimate constitutional responsibility for ensuring privacy, civil
liberties and public transparency while protecting the national security.
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