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NOMINATION OF HON. JEH C. JOHNSON

WEDNESDAY, NOVEMBER 13, 2013

U.S. SENATE,
COMMITTEE ON HOMELAND SECURITY
AND GOVERNMENTAL AFFAIRS,
Washington, DC.

The Committee met, pursuant to notice, at 10 a.m., in room SD-
342, Dirksen Senate Office Building, Hon. Thomas R. Carper,
Chairman of the Committee, presiding.

Present: Senators Carper, Levin, McCaskill, Tester, Begich,
Heitkamp, Coburn, McCain, Paul, and Ayotte. Also present: Sen-
ators Menendez and Booker.

Chairman CARPER. The hearing will come to order. Thank you.
Before Dr. Coburn and I give our opening statements, I just want
to welcome Mr. Johnson, I want to welcome his family, and we will
have an opportunity, I think, to meet a couple of them here in a
few minutes, but you all are good to come. We are happy that you
are here.

Senator Menendez is going to be joining us shortly. But I think
it is fitting, since Cory Booker is a new kid on the block, that we
let him go first. We are happy that you are here, literally and figu-
ratively.

Senator BOOKER. Thank you very much.

Chairman CARPER. Welcome. Thank you. Have you done this be-
fore? Is this the first time you have introduced a witness?

TESTIMONY OF THE HONORABLE CORY A. BOOKER, A U.S.
SENATOR FROM THE STATE OF NEW JERSEY

Senator BOOKER. This is my first time introducing a witness, and
it is appropriate that I should introduce somebody of such extraor-
dinary caliber. So, Mr. Chairman, I appreciate that, you giving me
the opportunity, and obviously in deference to the senior Senator
of New Jersey, Senator Menendez—Senator Coburn, obviously it is
good to see you as well and thank you for this opportunity.

I am really thrilled today to have the chance to join Senator
Menendez in introducing someone who I have known for quite
some time, who is well-known in the State of New Jersey, and the
opportunity to support the nomination of this fellow New
Jerseyian, Jeh Johnson, as the next Secretary of the Department
of Homeland Security (DHS).

But out of deference, as I see the senior Senator from New Jer-
sey walk in—who is instructing me to continue, so I shall do what
I am told.

o))
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Chairman CARPER. He is on a roll. You do not want to stop him.
Go right ahead, please. Welcome, Senator Menendez.

Senator BOOKER. So I know all of the Senators here have seen
many of letters urging the Senate confirmation of Jeh Johnson.
They were penned not only by me, but by many others, many of
the most respected men and women in the military intelligence
communities. I am thrilled to see people like former Chairman of
the Joint Chiefs, Mike Mullen; former Secretary of Defense, Bob
Gates; and three previous DHS Secretaries, Tom Ridge, Michael
Chertoff, and Janet Napolitano.

Those letters reflect the respect and admiration of people who
have worked long hours with Jeh, often on difficult and very com-
plex issues. But the support that caught my eye comes from Amer-
ica’s police organizations. They say something really important
about Jeh.

I may be new to the Senate, but as a former Mayor, I know that
there are difficult issues facing our country, and specifically, we
have a nation that has been targeted by terrorists. Indeed, the city
that I represented for 7 years had some specific facilities targeted
by terrorists. We are in a State that also has been hit by one of
America’s most costly natural disasters. And we have a region that
remains a key node for immigration.

I know how vitally important close coordination between Federal,
State, and local agencies are. As a former Mayor, I can provide
firsthand testimony to the strength of that coordination in recent
years. We have made a lot of progress.

I have spent time with Jeh and I know this is something that
he gets, the urgency, the importance, the critical nature of this co-
ordination and these partnerships. He understands that to keep
community safe, the relationship between Federal law enforcement
and local cops, first responders, and elected officials is crucial.

That is true for DHS’s counterterrorism mission where intel-
ligence must be shared between cops on the beat and agencies at
the Federal and State level. It is true for its work enforcing our
Nation’s immigration laws as well. And it is also true for its role
in preparing for and responding to disasters.

I witnessed that during Hurricane Sandy. During the response to
that disaster, it was officials working together at every level that
helped to limit the loss of life and to begin the recovery process.
There is still a long way to go, as I discussed last week with Ad-
ministration officials. But with Jeh at the helm of DHS, I am con-
fident that New Jersey and communities all over America will have
another partner and advocate here in Washington.

I am proud to introduce Jeh today, as you learn more about him,
about his strengths, about his character, about his ability to lead,
and about his love of country. He has a true commitment to keep
American communities safe and strong. Thank you.

Chairman CARPER. Thank you very much. One former Mayor fol-
lows another. A lot of people know Robert Menendez is a former
Congressman, currently a Senator. Not everybody remembers you
were a Mayor, and so, you bring me out to that perspective as well.
We are delighted that you are here.

Mr. Chairman, please proceed.
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TESTIMONY OF THE HONORABLE ROBERT MENENDEZ, A U.S.
SENATOR FROM THE STATE OF NEW JERSEY

Senator MENENDEZ. Well, thank you, Mr. Chairman, and to dis-
tinguished Ranking Member and distinguished Members of the
Committee. I appreciate this opportunity to join Senator Booker in
introducing a gentleman from Montclair, New Jersey, to be our
next Homeland Security Secretary. He is a constituent, a friend,
and a highly qualified former chief Pentagon lawyer who would, in
my view, be as effective in his new role as he has been in every
role he has taken on in the past.

Mr. Chairman, as a member of the House of Representatives, I
sat on the Select Committee that created the Department of Home-
land Security. I was the author on the House floor of implementing
the 9/11 Commission’s recommendations in its totality.

My memory is seared by the fact of the 700 New Jerseyians who
lost their life on that fateful September day. I know what this De-
partment means to our country, and I would not come before you
to support a candidate, even if he was from my State, if I did not
think he had the intellect, the analytical ability, and the manage-
ment capacity to ultimately run the Department that is so critical
to the Nation’s security.

That is why I strongly support Jeh Johnson for the position of
Secretary of Homeland Security. Jeh has been an acclaimed attor-
ney at the Defense Department where he oversaw 10,000 lawyers,
and all of the case management that flowed from that. So when we
talk about organizational ability, he clearly has that in a depart-
ment as large and as diverse as the Department of Homeland Secu-
rity.

He is a former chief counsel as well for the U.S. Air Force, an
Assistant U.S. Attorney for the Southern District of New York. But
beyond his extensive and impressive paper credentials, he has
taken on the difficult issues at critical times. He has earned the
trust of everyone who knows him, worked with him, seen him in
action.

His intellect and his deep analytical thinking skills, I think, will
be critical to a department as large, as complex, and as important
as this. That is why Secretary Gates and Panetta have been so
supportive of his nomination. He developed very close relationships
with them in the roles that he played and they came to rely upon
his abilities.

He is a leader who is not afraid to make his unvarnished opin-
ions known and to make tough but intelligent decisions, and he has
always exercised his best judgment. I have no doubts whatsoever
that he will do the same as Secretary of Homeland Security.

Jeh has had a long and illustrious career in and out of govern-
ment. I think he will bring a profound sense and sensibility about
national security issues to the table. I think the Associated Press
summed up the essence of his qualifications to lead the Depart-
ment of Homeland Security saying simply and clearly, Jeh Johnson
has spent most of his career dealing with weighty national security
issues as a top military lawyer. What better combination of quali-
fications, what better experience, I would say, is there for a poten-
tial Secretary of Homeland Security?
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So I strongly support Jeh as someone who would oversee the
240,000 employees who help this Nation secure itself from many
threats that we face, and I am very thankful to the Committee for
the opportunity to introduce Jeh Johnson, and I urge a unanimous
vote for his confirmation.

Chairman CARPER. Mr. Menendez, thank you very much for join-
ing us. Senator Booker, you are welcome to stay for as long as your
schedules permit. I know you have a lot going on as well and your
other obligations, so feel free to leave when you need to.

OPENING STATEMENT OF CHAIRMAN CARPER

Chairman CARPER. Today we meet to consider the nomination of
Jeh Johnson to serve as Secretary of the Department of Homeland
Security. As we all know, the President has asked Mr. Johnson to
take on a difficult and demanding job. The Department is com-
prised of 22 distinct agencies spread across various locations
throughout this greater Washington, D.C., area and, indeed,
throughout the country.

Although progress has clearly been made in bringing these 22
agencies together, 10 years after its creation, the Department of
Homeland Security still lacks cohesion and a strong sense of team.
Employee morale at the Department of Homeland Security remains
perhaps the lowest among major Federal agencies.

Moreover, the Nation’s fiscal challenges and the effects of seques-
tration mean that DHS will face even more obstacles that make
working toward getting better results with fewer Federal dollars
even more important. All in all, even on a good day, serving as the
Seleocretary of the Department of Homeland Security is a really hard
job.
Fortunately for Mr. Johnson, there are few better places to learn
how to manage a complex national security bureaucracy than at
the Department of Defense (DOD). Mr. Johnson has been con-
firmed by the Senate twice before, once as the Air Force’s top law-
f)‘7er and once as the top lawyer for the entire Department of De-
ense.

In part because of his experience in these positions and other de-
manding roles, Mr. Johnson is prepared to face the challenges that
will await him if he is confirmed by the Senate. For 4 years, he
was a major player in running the Defense Department. He pro-
vided key advice to not one, but two exceptional Defense Secre-
taries, Bob Gates and Leon Panetta, both of whom we know and
respect. They have given him invaluable experience for the huge
task to which he has been nominated.

Mr. Johnson has received high praise from many. The Committee
received a joint letter of recommendation, just in the last day or so,
from the three individuals who have actually held this position be-
fore, Tom Ridge, Judge Chertoff, and former Governor Napolitano.
Each of them touted Mr. Johnson as, quote, an eminently qualified
nominee, and urge the Committee to quickly approve his nomina-
tion.

Here is what former Defense Secretary Gates, a strong manager
himself, said about Mr. Johnson and his time at the Department
of Defense. This is a quote. Take my word for it. Jeh Johnson has
successfully managed an array of major initiatives across the big-
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gest bureaucracy in the government, and in so doing, won the es-
teem of virtually everyone with whom he worked. Those are Bob
Gates’s words.

Former Chairman of the Joint Chiefs of Staff (JCS), Admiral
Mike Mullen, has also expressed his deep confidence in the nomi-
nee. Here is what he had to say about Jeh Johnson. Jeh is as fine
a person and professional as I have ever met. I am confident in his
choice, and that he will succeed in leading this most complex orga-
nization at a critical time in our country.

In a similar letter, former U.S. Attorney General Michael
Mukasey, added, Jeh Johnson will bring to the Department of
Homeland Security not only experience, but also a frame of mind
that should be a source of assurance to anyone concerned with the
security of this country. He understands both the issues and the
stakes and will make an excellent Secretary.

Mr. Johnson has also received encouraging words of praise from
Fran Townsend, former Homeland Security Advisor to President
Bush, as well as from former Secretary of Defense, Leon Panetta;
General John Allen, the former Commander of U.S. forces in Af-
ghanistan; and a number of law enforcement groups.

Mr. Johnson, of course, will not be alone in his task of leading
DHS. It is critically important Mr. Johnson be allowed to surround
himself with a capable leadership team. We can help. Indeed, we
need to. Currently at DHS there are 13 Presidentially appointed
positions that are without a permanent replacement. Of these, nine
require Senate confirmation. I describe this as Executive Branch
Swiss Cheese.

As we consider Mr. Johnson’s nomination, we must remember
that protecting the homeland is a team sport, and those of us in
the legislative branch are critical members of this important team.
Once Mr. Johnson is confirmed, we need to do our part to expedi-
tiously vet and hopefully confirm his leadership team as well.

Before I turn to Dr. Coburn for his remarks, let me again offer
to Mr. Johnson the same advice publicly that I shared with him
when we met in my Senate office recently. I said to him, eagerly
seek the counsel of former DHS Secretaries. Talk to Tom Ridge,
Michael Chertoff, Janet Napolitano, as well as former Deputy Sec-
retary Jane Holl Lute. Spend a lot of time with the Government
Accountability Office (GAO) Comptroller General Gene Dodaro.

They want you and the Department to succeed. Ask for their
help. Do not be shy about asking for their advice again and again.
The same should hold true for reaching out to former DOD Secre-
taries Bob Gates and Leon Panetta. They hold you in very high es-
teem, obviously. They also know what you are up against. Lean on
them. Their collective advice will prove invaluable to you as you
take on the role and the tasks that lie ahead.

In closing, let me reiterate my strong support of Mr. Johnson’s
nomination and my appreciation for his willingness to serve the
people of this country in this new role. I want to call on my col-
leagues, both Democrat and Republican, to join me in voting to con-
firm him as soon as possible.

Mr. Johnson, if you are fortunate enough to be confirmed, I look
forward to working with you in the coming months and years to
better protect our homeland and its people.
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And I would just say to your family, who is gathered here today,
your wife and your two children, a sister or two, others in your
family that I suspect you will probably acknowledge when you
make your comments, I just want to say especially to your imme-
diate family and to your parents—your parents especially, thank
you for raising this man. Thank you for instilling in him the values
that we need in leadership roles in our country.

And to his immediate family, his wife and children, thank you
for sharing with our country once again a very good man.

Dr. Coburn.

OPENING STATEMENT OF SENATOR COBURN

Senator COBURN. Well, thank you, Mr. Chairman. I have a
lengthy opening statement and I apologize for that, but I think it
is necessary in this case.

Mr. Johnson, welcome. We have had great visits. I thank you for
being here today. I personally want to thank you for stepping for-
ward to fill this position. I think it is the most difficult position of
all the Cabinet Secretaries. I can not think of one that comes any-
where close to it, because of the difficulties, but also because of the
responsibilities.

It is clear to me that you are an honorable man, from all the peo-
ple that I have heard from, also from my encounter in terms of
your intelligence. It is far above mine and most of the Members of
Congress, which is exactly what we want. I have appreciated your
commitment to being transparent with us and working with our
Committee to address the fiscal and structural issues that are fac-
ing the Department of Homeland Security.

And when you are confirmed—I am not going to say if, I think
you are going to be confirmed—I surely hope we can work together
through the upcoming years to fix the Department of Homeland Se-
curity, where it is broken, and to make our Nation much more se-
cure.

Some people may consider the nomination process a series of for-
malities, but it is important for us to understand one’s experience
and qualifications. I am extremely disturbed by the responses to
the questionnaire because the staff, either the legislative staff or
the White House, has cut and pasted the identical answers to 23
questions in your response, identical responses to that of other
nominees before this Committee.

So they are not your answers; they are their answers. And the
shoddy work associated with that does not serve the Committee
well. I would like to enter these into the record now to show the
duplications and the exact words that have been thrown before this
Committee before, and the whole purpose for the questionnaire is
for us to get your thoughts, not legislative assistants’ thoughts at
Homeland Security or somebody at the Office of Management and
Budget (OMB) but your thoughts.!

So until those are corrected and we actually have Mr. Johnson’s
relzspocrilse, I will not consider that his questionnaire has been com-
pleted.

1The information provided for the Record by Senator Coburn appears in the Appendix on page
146.
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Chairman CARPER. Without objection.

Senator COBURN. That does not serve Mr. Johnson well and that
is one of the problems at Homeland Security, is sometimes the Sec-
retary is not served well by their staff. So I look forward to our
hearing today, but I also look forward to hearing those responses.
And by hearing your own responses and views about the Depart-
ment and, there 1s nothing wrong with an “I do not know,” because
we cannot expect you to know everything now.

There is nothing wrong with that and that is the kind of footing
I want to start out with. We certainly do not know a lot of answers
and we could not expect you to know all the answers until you get
into it. You stand to be the fourth Secretary of Homeland Security.
The three previous were highly intelligent and dedicated public
servants with significant experience.

If they were here today, I would expect they would be the first
to admit they have not adequately fixed all the known challenges
that face the Department of Homeland Security. Through oversight
work of both this Committee and others, we have identified a series
of problems at Homeland Security’s programs that I would like to
bring to your attention and ask that you focus on if you are con-
firmed.

We may not be right in our assessments, but as you and I have
spoken privately, it is important for you to get input from all
sources. And so, I have prepared a binder for you, which I will give
to you today. I do not expect you to read it in the next week or two,
but it is a different viewpoint than what you are going to hear in-
side the organization.

I can tell you, for us to be successful in Congress in getting
Homeland Security what it needs and the resources it needs, there
has to be confidence in Congress on a lot of these problems. But
let me just highlight a few of them.

Establish the proper balance between freedom and security. That
is a real issue at Homeland Security. The American people under-
stand that we cannot achieve 100 percent security without sacri-
ficing some of their freedoms and Constitutional rights. But our
goal and our responsibility is to strike the right balance.

DHS has committed to working, in its Office of Privacy and Civil
Liberties (OPCL), but our oversight work has found that it is often
unable to do so. Customs and Border Protection (CBP) owns ten
cutting-edge drones and surveillance equipment for them.

As required by law, before putting those in the air, they were
supposed to do individual civil liberties protections and have a plan
for those. None of that was done. It still has not been done and if
it has been done, it has not been communicated back to the Com-
mittee. So that is a balance between law and responsibility that the
Department has failed on.

Evaluate what DHS is spending on counterterrorism and intel-
ligence programs. We had a terrorist attack in 2001. Everybody
knows that led to the creation of the DHS. But after 10 years, it
is not clear that DHS’s intelligence and counterterrorism initiatives
are making this country measurably safer.

The preparedness grants, the fusion centers are all areas that
have highly questionable effectiveness in terms of preventing fur-
ther terrorism.
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The third area is to prove to the American people that the De-
partment of Homeland Security can secure our borders and enforce
our Nation’s immigration laws. And I understand that one of your
priorities, if confirmed, is to prepare DHS to handle its responsibil-
ities if comprehensive immigration reform were to pass. Frankly,
the best way we could do that would be to prove to the American
people that DHS is capable in securing the border now and han-
dling the responsibilities that they have now, which they are not.
Over the past 10 years, we have spent $90 billion on border secu-
rity; yet, we know that our Southern Border is not secure.

An independent analysis from the Council on Foreign Relations
estimated the apprehension rate at the Southern Border was 40 to
55 percent, versus DHS’s own numbers of 75 to 80. We know that
millions of people are living here in violation of our immigration
laws, having overstayed their visas and some of those are in viola-
tion of our current criminal laws as well. Yet, DHS has done little
to address that problem.

And frankly, we have heard from frontline personnel that DHS
is not actively enforcing our immigration laws or deporting people
who are known to be a risk to public safety right now.

The fourth area, the Department needs to prove that it can work
with the private sector and provide value in addressing key threats
like cybersecurity before expecting new responsibilities. And I will
not go into the details of that and I will try to hurry, Mr. Chair-
man.

The fifth area that DHS has not managed effectively is major ac-
quisition programs. There are many areas that we have made in-
quiries on that and we have yet to get a response. One of the
things that encourages me in our conversations is the commitment
that you will be responsive and transparent to us. And yet, we
have waited months, and sometimes years as the Committee of ju-
risdiction, to get answers to our questions.

The Federal Emergency Management Agency (FEMA) Disaster
Declaration process needs to be fixed. One of the areas that we
have seen marked improvement is in FEMA, and I congratulate
the Department. Another one of the areas we have seen marked
improvement is the Coast Guard, which I congratulate the Depart-
ment on.

To be clear, being Secretary of the Department of Homeland Se-
curity is one of the most challenging positions in our government,
and I believe you will be confirmed.

But my hope is, that you will, in fact, renew your commitment
to the Committee and to me personally that you will run a trans-
parent shop, being responsive to us and our concerns, not only giv-
ing us an opportunity to have education from you on what the facts
really are, but also to receive information, in turn, on what we are
seeing in the respective areas across the country.

There is too much at stake for us not to work together to fix the
Department of Homeland Security. As Senator Carper noted, mo-
rale is at the lowest level, by the surveys done by the Office of Per-
sonnel Management (OPM), of any department within the Federal
Government. That is a function of leadership, and I think you have
those qualities to instill that, to rebuild this organization, and to
put it in a place where it needs to be.
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The American people are counting on us, but they are going to
be counting on you, and there is simply too much at stake for us
to fail. I hope that you will earn this Committee’s trust. You have
earned mine thus far and I look forward to working with you in
this very important job.

Chairman CARPER. Let me say to my colleagues, as you know on
this Committee, we work under the early bird rule and after the
Chair and the Ranking Member have given statements, we turn to
the witnesses to testify, and then we recognize the Members in
order as they have come in to ask questions.

Ms. McCaskill was the next one here, and Senator Tester, Sen-
ator Heitkamp, followed by Senator McCain. Others may come as
well.

I just want to say just a quick followup to Tom’s comments. We
take seriously the opportunity to engage with you and really to un-
derstand you better as a human being, your priorities and really
your values and how they were developed, and your approach to
managing a big department like this.

I want to say thank you for your willingness to meet with all of
us who serve on this Committee. I understand you have tried to
meet with Senator Paul and, I think, Senator Portman, and not
been able to get onto their schedules yet, but I appreciate your try-
ing and I hope you will continue to do that. I am sure you will.

I am told by our bipartisan staff—that you spent some 2 hours
or more in meeting with them privately and answering, as I am
told, every question that they asked. And you stayed until the last
man or woman standing and answered all their questions. Some
very well, maybe some not so well, and we would not expect you
to know everything, that is for sure.

We will have the opportunity today to ask you questions and we
will stay here, basically, until we run out of questions and you run
out of endurance, and 1 do not think it will take too long.

But if you would, I think, it is not uncommon for—I think you
had over 100 questions to answer and a lot of those questions are
multi-part. Some of those questions, I do not expect you to be able
to answer, and it is not surprising that you would not rely on, to
some extent, on the folks who are at the Department and their job
is to help the nominees.

I would just ask that you go back through the information, the
questions that Dr. Coburn is going to send to you. Go through them
and edit them, just mark them up, and give them back to him
promptly and we can move forward.

Senator McCaskill has to run and I am going to ask, if my col-
leagues do not mind, just to let her go out of order. If you would,
just go ahead.

OPENING STATEMENT OF SENATOR MCCASKILL

Senator McCASKILL. Thank you so much. I really appreciate it,
Mr. Chairman. I will just take a minute. I actually have to leave,
Mr. Johnson, to go to the outside panel within the DOD that we
appointed to look at the problem of sexual assault in the military,
and they are having a technical session today and the complexities
and the technical nature of that problem is one that I feel com-
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pelled to go over and address them on, so I cannot stay for the du-
ration of the questioning of you and your testimony.

I just want to briefly put in the record the five areas that our
Subcommittee on Financial and Contracting Oversight has worked
on the most in terms of issues at Homeland Security, and those
will be ones that I would hope to work with you to address con-
tinuing serious problems that plague DHS.

The first is right-sizing DHS and balancing the contractor and
Federal workforce; the ability of DHS to function as a single cohe-
sive department; the role of DHS Science and Technology Direc-
torate and whether or not it is a pass-through or whether it is an
effective organization based on what its mission was intended to
be; the role of DHS in the procurement of bioterrorism counter-
measures; and finally, the inability of DHS to obtain a clean audit.

Those are the five areas that we will continue to work on in our
Subcommittee and continue to work with your agency to see if we
cannot do much better. There is a lot of room for improvement. I
think we are thrilled that you are willing to continue to serve your
government. You have done so in an honorable and competent, in
fact, stellar fashion for many years. And I also want to thank your
family for making the sacrifices necessary for you to lead this im-
portant agency, and I look forward to working with you after con-
firmation.

Chairman CARPER. All right. Senator McCaskill, thanks for join-
ing us. And my thanks to our colleagues for indulging her in those
remarks.

I think the next thing I want to do is to introduce our witness.
It will just take a minute or two. As I mentioned in my opening
statement, Mr. Johnson has been confirmed by the Senate not once,
but twice before. In October 1998 in the Clinton Administration,
Mr. Johnson became the General Counsel of the Department of the
Air Force following nomination and confirmation by the Senate. Do
you recall what the vote was on your confirmation?

Mr. JOHNSON. I am sorry?

Chairman CARPER. Do you recall what the vote was on your con-
firmation?

Mr. JOHNSON. I suspect it was, voice vote.

Chairman CARPER. Nail biter. By voice vote, it probably was. In
February 2009, you became General Counsel of the Department of
Defense following nomination and confirmation by the Senate. In
this capacity, he served as the chief legal officer of the Department
of Defense and the legal advisor to the Secretary of Defense, indeed
to two of them.

Mr. Johnson’s previous public service included serving as an As-
sistant U.S. Attorney for the Southern District of New York. The
nominee has also been and currently is a successful attorney at the
law firm of Paul, Weiss, Rifkind, Wharton & Garrison.

Mr. Johnson, you may proceed with your statement and intro-
duce your friends and your family that are with you here today.
Again, thank you for being here.
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TESTIMONY OF THE HONORABLE JEH C. JOHNSON,! NOMI-
NATED TO BE SECRETARY, U.S. DEPARTMENT OF HOME-
LAND SECURITY

Mr. JOHNSON. Thank you very much, Mr. Chairman, Ranking
Member Coburn, Senators of this Committee. Thank you for sched-
uling this hearing to evaluate my nomination. I want to thank Sen-
ators Menendez and Booker for taking the time to be here to offer
their remarks and I appreciate their generous words.

I would like to introduce my immediate family: my wife, Dr.
Susan DiMarco; my daughter, Natalie Johnson; my son, Jeh
Charles Johnson, Jr.; and my sister, Marguerite Johnson Crocker
of Birmingham, Alabama. I am pleased that they can be here. I
think the public officials in the room will appreciate and know that
the burdens of public office are made lighter by the support and en-
gagement of your family.

I am honored by the trust and confidence that President Obama
has placed in me by nominating me to be Secretary of Homeland
Security. I appreciate the letters of support addressed to this Com-
mittee from the law enforcement organizations, retired senior mili-
tary officers, former officials of both the Bush and Obama Adminis-
trations.

I respectfully submit that I am ready, willing, and able to lead
the Department of Homeland Security. I have experience in law en-
forcement. As a Federal prosecutor in New York, I worked with law
enforcement officers of the Secret Service, what was then called the
Immigration and Naturalization Service (INS), the Federal Bureau
of Investigation (FBI), the Drug Enforcement Administration
(DEA), and other Federal, State, and local law enforcement agen-
cies.

I have experience as a key member of the management team of
a large and complex government agency. For 27 months, I was part
of the senior management team of the Department of the Air Force.
For 4 years I was part of the senior management team of the De-
partment of Defense. During that time, I sat at the right hand of,
learned from, and supported two outstanding Americans in Sec-
retary of Defense, Robert Gates and Leon Panetta. At the same
time, as the senior lawyer in the Department of Defense, I led a
legal community of over 10,000 civilian and military lawyers.

During the 4-years of President Obama’s first term, I was at the
center of the development and execution of many of this Adminis-
tration’s counterterrorism policies. Last year I worked closely with
Secretary Panetta as he coordinated the Department of Defense’s
contributions to the response to Hurricane Sandy.

The missions of DHS are to prevent terrorism and enhance secu-
rity, secure and manage our borders, enforce and administer our
immigration laws, safeguard and secure cyberspace, and ensure re-
silience to disasters. If confirmed, I will vigorously pursue all of
these missions. They represent the most basic and important serv-
ices a government can provide for its people.

If confirmed, I will work to reinforce, among all the women and
men of the Department, the common unifying mission that binds
them together, homeland security. If confirmed, I pledge to be a

1The prepared statement of Mr. Johnson appears in the Appendix on page 49.
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champion for every man and woman of the Department of Home-
land Security and their families.

I will mourn the death of any man or woman in the Department,
including those killed in the line of duty like the Transportation
Security Administration (TSA) Officer Hernandez on November 1.
Those at the Department of Defense know that I worked hard to
earn the respect of all the men and women in uniform from the
Chairman of the Joint Chiefs of Staff, our four-star combatant com-
manders, to the more junior officers and enlisted personnel who
risk their lives in special operations.

My family and I spent Thanksgiving 2010 at a military hospital
in Landstuhl, Germany. I spent Thanksgiving 2012 with the troops
at a remote command outpost in Afghanistan in the mountains
near Pakistan. I was honored when an elite team of Navy SEALs
attended my farewell at the Pentagon.

If confirmed, I will devote time and attention to the management
issues that I know DHS faces. As this Committee knows, there are
leadership vacancies within DHS of alarming proportions. As I
speak, the department of government charged with the vital mis-
sion of homeland security has no Secretary, no Deputy Secretary,
and a number of other senior positions are vacant. If confirmed as
Secretary, my immediate priority, starting the day I take the oath,
will be to work with the White House and the Senate to fill the re-
mainder of these key leadership positions.

The other management challenges faced by DHS are also well
known to this Committee. If confirmed, I intend to continue the
progress toward unqualified audited financial statements. I will
work to get DHS off the GAO high-risk list. I will be a hawk when
it comes to identifying fraud, waste, and abuse in the use of tax-
payer dollars.

If confirmed, I pledge not to shrink from difficult or controversial
decisions. Those at the Pentagon and in the field know my track
record in this regard, ranging from politically charged matters of
personnel policy to the legality of lethal force.

If confirmed, I will work to implement all legislation enacted into
law. Like President Obama, many in Congress, the business com-
munity, and most of the American public, I support comprehensive,
common sense immigration reform. If reform is enacted into law,
I will work to prepare DHS to administer the changes in law and
ensure that DHS has the staff resources and capability to do so.

If confirmed, I intend to be transparent with the American peo-
ple about our efforts on their behalf. While the senior lawyer for
the Department of Defense, I made the extra effort to publicly ex-
plain and defend U.S. national security policies, including in
speeches at the Heritage Foundation in October 2011 and the Ox-
ford Union in November 2012. I supported the declassification of
the military’s counterterrorism efforts in Yemen and Somalia in the
War Powers Report submitted by the President to the Congress in
June 2012.

And if confirmed, I pledge transparency and candor with Con-
gress. Those of you from the Armed Services Committee know that
these are not just words from me. Here again I have a track record.
From Secretaries Gates and Panetta, I learned that a little bipar-
tisan candor goes a long way and promotes goodwill among all of
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us who came to Washington for the common purpose of serving the
Nation.

I have tremendous respect for the U.S. Senate and its preroga-
tives. Thirty-five years ago, I worked in this very building as a
summer intern for Senator Daniel Patrick Moynihan. I was an im-
pressionable 20-year-old college student then. All summer I sat in
a back office with the Senator’s press secretary, Tim Russert, clip-
ping press, literally, running errands, and researching legislation.
The experience was exciting and formative and it did much to in-
spire my public service.

There is another thing that motivates me to leave private life one
more time to accept this particular assignment. In my family photo
album is a childhood picture of me and my sister standing next to
my dad’s red 1966 Buick convertible in what was then the public
parking lot in front of the U.S. Capitol. The most striking thing
about the photo is that our car is parked just a few feet away from
the steps to the Eastern front of the Capitol building. I look at the
photo today and realize that it captures a period in our history that
is probably lost in my lifetime and perhaps forever.

September 11 and the other terrorist attacks here changed all of
that. As I said in the Rose Garden on October 18, I am a New
Yorker and September 11 happens to be my birthday. I was
present in Manhattan that day and was an eyewitness to the
events of that day. I know the shock and the potential for death
and destruction that a breach of our homeland security can cause.
I also recall the sinking feeling of guilt and uselessness that I per-
sonally felt in the face of that tragedy because I had left public
service at the Pentagon just 8 months before. September 11
changed me, it changed millions of us, it motivates me to answer
this call to lead the men and women of the Department of Home-
land Security.

Thank you for your time and attention and I look forward to your
questions.

Chairman CARPER. Thank you very much for that testimony. I
read the testimony going home on the train last night and got to
the last part and it was very moving, still is very moving.

Our Committee rules require that when you answer our ques-
tions you need to be under oath. You have done this before a time
or two, so I am going to ask you to stand and I will administer this
oath and then we will jump right into the questions. Would you
please stand? Raise your right hand.

Do you swear that the testimony you will give before this Com-
mittee will be the truth, the whole truth, and nothing but the
truth, so help you, God?

Mr. JOHNSON. I do.

Chairman CARPER. Please be seated.

I am going to start our questions with the three standard ques-
tions that we ask of all nominees, and if you would just answer
each one after I have asked that question. First question, is there
anything you are aware of in your background that might present
a conflict of interest for the duties of the office to which you have
been nominated?

Mr. JOHNSON. No, sir.
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Chairman CARPER. Do you know of anything, personal or other-
wise, that would in any way prevent you from fully and honorably
discharging the responsibilities of the office to which you have been
nominated?

Mr. JOHNSON. No, sir.

Chairman CARPER. And finally, do you agree, without reserva-
tion, to respond to any reasonable summons to appear and testify
before any duly constituted Committee of Congress if you are con-
firmed?

Mr. JOHNSON. Yes, sir.

Chairman CARPER. Thank you. Take just a minute and talk to
us about your parents. Tell us, if you will, specifically about the
values that they instilled in you, and maybe your sister, but the
kind of values that they instilled in you that have enabled you to
have, I think, a remarkable career today and have prepared you
that might even help you in the days that lie ahead of you if are
confirmed.

Mr. JOHNSON. Thank you for that question. My parents could not
be here today. They are in my hometown, Wappinger Falls, New
York. They live in the same home that they and I have lived in for
almost 50 years. I am sure they are watching right now.

Chairman CARPER. I thought they might be.

Mr. JOHNSON. They are, I am sure, if my dad could find the right
C-SPAN channel.

Chairman CARPER. Maybe we will have a lot of reruns.

Mr. JOHNSON. From my dad, stability, I think the right values
set. My mother, a positive outlook, never give up, never accept limi-
tations on your own abilities. She encouraged me to do that when
I was a C and D student in high school. My guidance counselor told
her, your son should go to a 2-year college. She refused to accept
that and continued to push me harder, and I have tried to do the
same with my own kids.

Chairman CARPER. Dr. Coburn and I had a chance to meet them
and I would say you have imparted some pretty good values in
them as well.

The Department of Homeland Security just turned 10 years old
this year, and although the Department has certainly experienced
growing pains, clearly it has come a long way in improving our
homeland security and maturing the Department.

Let us talk a little bit about vision. If confirmed, what is your
vision of where you want to take this Department in the years to
come? So what is your vision? Where do you want to take the De-
partment? What would be some of your key priorities? And finally,
what do you think are the most significant challenges that you
would face?

Mr. JOHNSON. Every time I have accepted a public service posi-
tion, my overriding goal is to leave the position a little bit better
than I found it. I believe you are correct that DHS has had some
growing pains over the last 10 years, this is a very large bureauc-
racy, 22 components with rather different missions. My first pri-
ority will be to work to fill the remainder of the management va-
cancies, if I am confirmed.

The substantive priorities are well known. I hope to be vigilant
with respect to counterterrorism, border security, the effective ad-
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ministration of our immigration laws, responding to natural disas-
ters. I also believe we need to move the ball forward on
cybersecurity. Cybersecurity is something I became acquainted
with at DOD.

The other management issues that are well known to this Com-
mittee I recognize I must devote time and attention to. I would like
to see DHS get off the GAO high-risk list. I read that report. I have
read much of Dr. Coburn’s writings on DHS, on management effi-
ciency. I agree with much of it. I agree with what he had to say
about the Pentagon, for example, in many respects.

So the management issues are things that I expect to devote
time and attention to. But we need to be vigilant in respect to
Homeland Security. I recognize the issues with morale. I saw the
most recent report. I hope to be a visible leader, remind people of
the importance of the overriding unifying mission of Homeland Se-
curity, and I will work very hard, all my energy, to pursue all these
missions, because I do believe that homeland security, protection of
public safety and the American public is the core mission of the
U.S. Government.

Chairman CARPER. All right. Thank you. As I mentioned earlier,
and others have alluded to it, you are the former General Counsel
to the Air Force, the Department of Defense as well. You have had
the privilege of advising and working closely with some out-
standing leaders and very gifted managers. Bob Gates and Leon
Panetta are among those. You have also had the honor of working
alongside literally thousands of brave men and women who put on
the uniform every day and go out there and serve our country.

Could you just share with us some of the lessons that you have
learned about in those years, particularly working closely with Bob
Gates and Leon Panetta, especially some of the lessons you have
learned about leadership, some of the lessons you have learned
about managing a large organization, and some of the lessons you
have learned, maybe, about public service that will help better
equip you to lead this Department? So leadership, management,
and public service.

Mr. JOHNSON. Secretary Gates and Secretary Panetta had, in my
view, two distinct styles of management, which were both very ef-
fective in their own respects. DOD is larger that DHS, but it is
very different in certain respects. I thought that they were both
very disciplined, very focused, delegated when they needed to, fo-
cused on certain issues closely when they needed to. I expect to fol-
low that model.

Being able to monitor the events of what is going on in a very
large bureaucracy with a lot of different components is a challenge.
I recognize the importance of regular communication with compo-
nent leaders. I also recognize, and I hope this goes to some of Dr.
Coburn’s questions, I recognize that sometimes the bureaucracy
can be totally wrong.

I recall in particular receiving—it was a personnel action that
was very old and everybody up the chain said, coordinate, coordi-
nate, coordinate, coordinate, coordinate, and I took a look at it my-
self, read the file very carefully, and concluded, Well, I just do not
think this is right.
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And I remember bringing together, around my conference table,
everybody who had coordinated, let us do it, on this particular ac-
tion and challenged a lot of the assumptions that had been gone
into this issue literally for years. And after the meeting, everybody
who had coordinated on it before said, Gee, maybe we ought to take
a second look at this. And whether it was that kind of thing or
some of our counterterrorism operations, every once in a while I
felt like it was 11 to 1 and I was the one, and said to myself, this
is why the President put you here.

So I recognize that even with the large staffs that we have
around us, that we surround ourselves with, every once in a while
you have to take an independent look at something and not be
afraid to realize that maybe the bureaucracy has this wrong and
you happen to be right. I did that on a number of occasions at the
Pentagon.

Chairman CARPER. As I prepare to yield to Dr. Coburn, I am re-
minded—we have all heard many definitions of leadership. One of
my favorite—what you just said reminds me of it and it goes some-
thing like this: Leadership is the courage to stay out of step when
everyone else is marching to the wrong tune. Leadership also re-
quires some folks to lead and to help you lead the Department.

My colleagues and I know, as you said earlier, this position has
been vacant for months. The deputy position, Deputy Secretary,
has been vacant for, I think, over half a year. And there are a num-
ber of other positions that need to be filled. The Administration has
an obligation to nominate good people, to vet them, and we have
an obligation to act on them.

I hope that we will move promptly to confirm you and then I
hope we will move promptly to making sure you have the team
around you that you need. Dr. Coburn.

Senator COBURN. Well, thank you, and again, welcome and thank
you for your willingness to serve in this position. This Committee
and my office have struggled to receive timely responses from the
Department of Homeland Security to our inquiries and to reports
that the Department is mandated under law to provide to us.

For example, Congress passed a law in March requiring DHS to
turn over certain reports to our Committee. They are just now com-
plying with that, but only after I threatened to hold every nomina-
tion. So here is a law written on the books and yet, no compliance
until we have to use a bigger stick.

What I am wanting to know is, will you publicly commit today
to give us your word that under your leadership, you will require
the Department to respond to congressional inquiries in a timely
fashion?

Mr. JOHNSON. Yes, sir.

Senator COBURN. And specifically, let me just detail a couple of
them that I am asking for because I do not want there to be any
surprises. We have requested mission logs for CBP’s use of drones
within the United States. Are you willing to provide those to the
Committee?

Mr. JOHNSON. I am generally sympathetic to that kind of request
and I will take a careful look at it. I would be inclined to respond
to your request, Senator.
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Senator COBURN. We have requested data on the Department’s
use of grants to fund State and local law enforcement purchases of
cell phone intercept devices, license plate readers, and more. Are
you willing to provide that to the Committee?

Mr. JoHNSON. I will, if confirmed, promptly take a look at it and
be inclined to get you what you request, yes, sir.

Senator COBURN. We have requested internal reviews and other
information about the United States Citizenship and Immigration
Service (USCIS) Investor Visa Program, which appears to raise
alarms along criminal and national security weaknesses in the pro-
gram. Are you willing to provide those documents to us?

Mr. JOHNSON. Same answer. Yes, sir.

Senator COBURN. We have requested contracts, incident logs,
project plans, and other documents showing how DHS conducts its
cybersecurity programs. Are you willing to provide those to the
Committee?

Mr. JOHNSON. Same answer. Yes, sir.

Senator COBURN. We have asked the Department, for a sector by
sector border security plan. As a matter of fact, the former Sec-
retary promised to get me that within 2 days of a breakfast meet-
ing Senator Carper and I had with her. We are still waiting on
that. Our inquiries have been met with stiff resistance. Are you
willing to provide those to the Committee?

Mr. JOHNSON. If confirmed, I will take a prompt look at that re-
quest. I would be inclined to give you what you need.

Senator COBURN. We are still waiting for responses to questions
from the record from several hearings that we held several months
ago. Are you willing to insist that members in your organization re-
spond to the questions for the record?

Mr. JOHNSON. Yes, emphatically.

Senator COBURN. Thank you. In your prehearing questions, I
asked you if you had used or read DHS’s intelligence products and
whether you thought they were valuable. You mentioned that you
did not recall specifics about any of the DHS intelligence products
that you may have read.

You also wrote, if confirmed as Secretary, you intend to person-
ally assess the Office of Intelligence and Analysis (OIA) products
and that you would provide your feedback. Many of us on this
Committee have questions about DHS’s intelligence initiatives.

Will you commit today to provide your assessment of DHS’s intel-
ligence products as well as DHS intelligence programs, including
the fusion centers, within 6 months of taking the helm of the De-
partment?

Mr. JOHNSON. Yes, sir.

Senator COBURN. On border security and comprehensive immi-
gration reform, you said that one of your priorities, if confirmed, is
prepare for DHS’s possible new responsibilities if that reform be-
comes law. However, many of us and many of the American people
have questions about whether DHS is effectively managing its cur-
rent responsibilities and currently upholding our Nation’s immigra-
tion laws. Will you commit to reviewing the status of DHS’s border
security and immigration enforcement programs?

Mr. JOHNSON. Yes.
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Senator COBURN. And specifically, all of the programs and report
to us within a reasonable time—I know you are going to be loaded,
so 90 days to 6 months. Would you give us your word that you will
give us your assessment on that?

Mr. JOHNSON. Yes, sir.

Senator COBURN. Thank you. The other thing that I am im-
pressed with you is your background in the field of law, specifically
national security and counterterrorism from your time at the Pen-
tagon. I know you have been getting up to speed on Homeland Se-
curity issues and the Department’s program. As you prepared for
this hearing, did you identify any programs that you think were
unnecessary within the Department?

Mr. JOHNSON. I have some questions about our Intelligence and
Analysis component, and I would want to be sure that we are
not

Senator COBURN. I am not going to ask you for a commitment on
specific programs today, but the fact that you are looking at them
and will take the input. I think it is important to have you do an
analysis of that from where you stand with your experience and
then get back to us within 6 months on what your thoughts are.

Mr. JOHNSON. Happy to do that.

Senator COBURN. That will help us. I have a whole lot of other
questions. I think I will ask this question in a question for the
record rather than spend time, and it has to do with the EB-5 Visa
Program. I am very worried about that program, both from a na-
tional security standpoint and from an effectiveness standpoint. So
I will ask that question to you for the record. I have about a
minute and 20 seconds left.

DHS has been given the significant responsibilities for
cybersecurity, including working with critical infrastructure owners
and operators and helping Federal agencies secure their networks.
But the latest DHS Inspector General (IG) reports have raised
questions about whether DHS has been effectively managing its
own cybersecurity programs.

For example, last week, a DHS Inspector General report identi-
fied several problems at DHS’s Cybersecurity Center, including
weak or nonexistent information sharing and lack of specialized
training, poor communication and performance during a cyber-
emergency simulation.

And the DHS Inspector’s most recent audit of DHS’s compliance
with Federal Information Management Security Act (FISMA),
standards found many problems, including that DHS components
and headquarters office of DHS were not adhering to DHS’s own
guidelines on FISMA, including the installment of patches in a
timely fashion or fixing known security threats.

So it raises the question, if Homeland Security cannot apply the
very rules to itself it is asking other agencies to comply with, what
authority can they have in executing cybersecurity at other agen-
cies if they do not even follow their own rules for their own agency?
So that is a big issue and it is one of competency and confidence.
What I want to do, under your leadership, is to see that com-
petency and that confidence restored.

You have some great people under you in that area, and what
we have to do is we have to make sure Homeland Security is doing
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it well before we ask everybody else to do it well. Will you commit
to working with us to make DHS an example of good cybersecurity
before seeking new authority?

Mr. JOHNSON. Yes.

Senator COBURN. I am over time and I guess we will have a sec-
ond round, so I will pause with that and come back. Thank you.

Chairman CARPER. Before I yield to Senator Tester, obviously
you have just committed to doing a whole lot of stuff.

Mr. JOHNSON. I know. Somebody is taking notes.

Chairman CARPER. And this guy will make sure you do it.

Mr. JOHNSON. Right.

Chairman CARPER. And you need some help to actually deliver
on what you have committed to doing, and we have to help you get
that team around you. So I would just again remind my colleagues
that there are a lot of vacancies in this Department. Deputy Sec-
retary is one of them.

I just want to say, Dr. Coburn mentioned the EB-5 program,
which most people have never heard of, but it is a way to enlist
foreign investment for projects in this country that hopefully create
a bunch of jobs. I think the program was reauthorized about a year
ago, I think the leads on it were Senator Leahy and Senator Grass-
ley.

They did not include some of the program integrity recommenda-
tions from your Department that Mr. Mayorkas, I think, had cham-
pioned. That did not end up in the reauthorization language. That
did get into the Immigration Reform Bill, which has passed the
Senate and is pending in the House. But we will have more con-
versation, I am sure, about that program, but I just wanted to
mention that.

Mr. Tester, you are on. Thanks very much.

OPENING STATEMENT OF SENATOR TESTER

Senator TESTER. Thank you, Mr. Chairman. I want to thank
Ranking Member Coburn, also, and, Jeh, thank you for being here
and thank you for being willing to serve again.

You are taking over an agency that is barely 10 years old, 22 dif-
ferent agencies. Dovetailing on the question that Senator Coburn
talked about, my guess is, when it was established, it was estab-
lished for two reasons, to increase effectiveness and to get the big-
gest bang for the buck.

I think it is critically important that you go back, set turf aside,
and make sure that the agencies and the departments that are
there minimize overlap so that there is a bigger level of account-
ability. I am confident you will do that. So I thank you for your
willingness to take a look at that.

Also, I will say that I think it is important that we do find a bal-
ance between securing the borders, defending the homeland, and
civil liberties of law-abiding Americans. That will be something
that will be front burner, hopefully, for a long time to come.

What I want to talk about with you now is morale. You have
talked about repeatedly reforming DHS management would be
your No. 1 priority. I think that should be a top priority. In recog-
nizing that there is a high rate of attrition right now in DHS, what
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ideas do you have to help cultivate future leadership at all levels
of the agency?

Mr. JOHNSON. In my experience, if people are excited about the
mission, people believe in the mission, the importance of the mis-
sion, they are willing to make a change, possibly leave the private
sector, possibly leave more lucrative positions in the private sector
to come serve the country.

And I was fortunate when I was at the Pentagon to have some
really capable people working around me who were Rhodes Schol-
ars and Ph.D.s that I was able to recruit that helped with the over-
all effort, and I would hope to be able to do that at DHS.

When it comes to morale, in my experience, you remind people
of the importance of the mission, you remind people that they are
serving the Nation. These are things that I think touch a lot of peo-
ple at their core. I also recognize from experience that morale is
driven in large part by just basic economic issues.

When somebody has not had a pay raise in a long time and they
are threatened with sequestration or government shutdown, that it
takes its toll. So I expect to address morale, but there are limits
to what you can do without giving people some basic relief.

Senator TESTER. This is an understatement. This is a huge agen-
cy and one thing that I think impacts morale is people thinking
what they are doing is really worthwhile, that they are actually
being effective in their job. Any ideas in that particular realm, how
you can give folks a sense of responsibility so that they know what
they are doing really does make a difference?

Mr. JOHNSON. In my experience, complimenting people for a job
well done, cannot say thank you too many times when somebody
deserves it, making them feel good about their work goes a long
way.

Senator TESTER. Senator McCain and I recently introduced a bill
to reform the pay structure for Customs and Border Patrol agents,
make the borders more secure while allowing more consistent
hours overtime potentially could save a billion over 10 years. The
Border Patrol currently uses an antiquated pay system that is over
40 years old. I do not know if you have had a chance to take a look
at this legislation. Have you?

Mr. JOHNSON. I have not yet, no, sir.

Senator TESTER. Well, I would just say this, and you have
enough commitments with Senator Coburn, but I would hope that
you get a chance to take a look at the legislation and work with
Senator McCain and myself to make sure that this pay reform hap-
pens, because I think there is a lot of money that is being wasted
at this point in time. You do not have to make a verbal commit-
ment on that. I think it is common sense.

DHS, like DOD, makes huge investments in enterprisewide tech-
nologies, billions of dollars in just one system. You have mentioned
that the use of technology in managing our borders, whether it is
with low-level radar, fiber-optic cables, the list goes on.

How will you work with CBP, DHS, science and technology, and
the private sector to ensure that we are utilizing technology at the
Northern and Southern Borders? Me, living on the Northern Bor-
der with little emphasis on northern, to aid where human re-
sources either are not effective or not cost-effective?
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Mr. JOHNSON. First of all, I have learned a lot about the North-
ern Border in the last couple of weeks. Thank you. And as we move
to more advanced technology, I think we also need to be sensitive
to privacy, civil liberties concerns that people who live along these
borders may have. I think that is important.

And as the border security professionals talk to me about risk-
based strategies, I want to be sure we do not have any blind spots,
that we are constantly vigilant in identifying where the high risks
are and where we need to focus our technology.

Senator TESTER. I want to talk about the private sector and I
want to talk about contracting in the private sector for those kind
of technologies. Something that has been very frustrating for me—
and if you have a different opinion on this, please let me know—
is that oftentimes when it comes to contracting, we assume the big
companies have all the good ideas and the little guys are cut out
of the system. A lot of the little guys have some incredibly good
ideas, especially as it applies to regional problems.

What are your thoughts about improving competition and oppor-
tunities for the little guy, the smaller people within the Depart-
ment, or is that a priority for you?

Mr. JOHNSON. In my experience, competition generally leads to
a better result for the taxpayer and for the agency. In my personal
experience, sometimes the big guy on the block can also be the
most complacent guy on the block. It is sometimes good to find
somebody who is kind of up and coming, a little hungrier and a lit-
tle more innovative. So bigger is not necessarily better.

Senator TESTER. So the question is, and I do not want to cat-
egorize, but I will. In the past, the big guys have pretty much got-
ten the contracts. The little guys have not. How do you fix that,
if you think that is a problem, which you have indicated you do?

Mr. JOHNSON. Encourage competition. Encourage people to put
forward their request for proposals (RFPs). In my experience, when
there is a competition, it will depend upon how you write your
specifications, how you write your requirements.

Senator TESTER. Correct.

Mr. JOHNSON. There are ways to write requirements such that
only one company in America can put forward an RFP.

I am not an acquisition expert. I do not live in that world. There
are people who are. But I do know that a lot of times it depends
on how you write the specifications for the job.

Senator TESTER. And that is a very good point, and I will tell
you, you might not be an acquisitions expert, but you are probably
going to be heading this Department up and your philosophies
should be able to filter down through all the different sectors of the
agency. Thank you very much for being here.

Senator COBURN. [Presiding]. Senator McCain.

OPENING STATEMENT OF SENATOR McCAIN

Senator McCAIN. Thank you. Mr. Johnson, I have known you for
a number of years and I am very pleased that you will be taking
on these new responsibilities, and I view you as an outstanding
public servant, and I am confident that your nomination process
and confirmation will be very smooth.
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I want to talk about the border with you. Your predecessor stated
frequently, the border is more secure than ever, citing the reduc-
tion and apprehensions as a proof of that progress being made, and
she said it for a number of years. Do you agree with that state-
ment?

Mr. JOHNSON. Senator, I have seen the same numbers. I noted
that the numbers are going down. There might be a recent trend
upward, but one of the things, if I am confirmed, I want to look
at is exactly how we should define border security and whether
those numbers are an accurate reflection of border security.

Senator McCAIN. Well, in reality, over the last 2 years, there has
been a 20 percent increase in apprehensions along the border. Now,
when your predecessor made those statements, I used to just get—
I cannot tell you the frustration that I felt because I knew, and
those of us who are familiar with the border, that the real reason
why those apprehensions went down was because of the economy.
And now that the economy is getting stronger, apprehensions are
up. So if they are up 20 percent, that means that the border is less
secure.

Now, as we work—the eight of us—to complete this comprehen-
sive immigration reform, which is stalled, as you know, in the
House, and one of the major reasons why it is stalled is because
of the lack of confidence in border security of not only Members
here, but of Members of the House of Representatives. So now, for
years, the Secretary of Homeland Security said, Well, apprehen-
sions are up so that the border is more secure because there was
a reduction in apprehensions. Now the apprehensions are up.

And so, here we are faced with a situation where the border is
still not secure. When we were trying to develop this legislation, we
went time after time to the Department of Homeland Security to
get what was needed to get the borders secure, what measures
were needed to be taken. We never got that from the Department
of Homeland Security, never.

We had to go directly to the Border Patrol and got some very
good information which we included in the legislation, specific sec-
tor by sector the technology that was needed. Can you tell this
Committee that you will not repeat what happened to us and the
frustration that we experienced?

And I want to know what, from you, what is required for us to
have 90 percent effective control of the border. Can you assure this
Committee of that?

Mr. JOHNSON. Senator, I will commit to you to working with
you

Senator MCcCAIN. No, I am not asking you to work with me. I
want to know if you will give this Committee the exact metrics that
are needed, sector by sector, so that we can obtain 90 percent effec-
tiveness on the border. Not working with me. Answer yes or no,
please.

Mr. JOHNSON. I am inclined to give you what you need.

Senator MCCAIN. I am not asking for your inclination. I am ask-
ing for a yes or no answer. I do not think that is a lot to ask. We
have our responsibilities here, and one of them is to have a secure
border. Unless we get the right information from you and your bu-
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reaucracy, we are not able to ascertain how we can secure our bor-
der.

So as much as I admire and appreciate you, unless you can tell
me that you will give the information which this Committee has
the right to have, I cannot support your nomination.

Mr. JOHNSON. I am really inclined——

Senator MCCAIN. I am not asking for——

Mr. JOHNSON [continuing]. To give you what you need, sir.

Senator MCCAIN. So let the record show you will not give a yes
or no answer. Therefore, I will not support your nomination until
I get a yes answer. This Committee and Members of Congress, par-
ticularly those of us who are on the border, have the right to have
that information. It is our responsibility and our obligation to our
constituents.

I have constituents in my State who every night there are people
who are crossing their border illegally. I have constituents that
every day, drug smugglers are going across their property and their
homes. So they certainly have the right, as citizens, to know what
measures need to be taken in order to have a 90 percent effective
control of the border.

I ask you one more time. Will you or will you not give that infor-
mation to this Committee?

Mr. JOHNSON. I have been through this process enough to know
that a Senator asks a question like that and somebody afterward
is going to tell me six reasons why I should not do it, and in those
instances, I have said, Senator, and I think you know this from me,
Well, the Senator really needs it, we are trying to get to the same
place, let us give it to him.

So before I commit unequivocally to your question, and part of
me very much wants to do that, I think I need to talk to people
at DHS to better understand the issue. I have read the letter you
wrote in February and I am strongly inclined to give you what you
need, Senator, and I think you know that from me from my track
record at Armed Services.

Senator McCAIN. Well, sir, again, I have an obligation to the citi-
zens that I represent. Right now, in their view, our border is not
secure. Without your cooperation as to informing the Congress as
to what measures need to be taken in order to assure 90 percent
effectiveness, then I cannot serve my constituents and I hope you
understand that.

Mr. JOHNSON. Senator, you will have my cooperation, I promise
that.

Senator MCCAIN. I am not asking for cooperation. I am asking
for information.

Chairman CARPER. [Presiding]. Senator McCain, do you yield
back your time? OK. Let me just make a suggestion. Months ago,
earlier this year, Senator McCain was good enough to host me in
his State, and we spent a lot of time meeting with his constituents,
traveling along the border, talking with the folks from the Depart-
ment of Homeland Security, the Border Patrol.

I would urge you, early in your tenure, if confirmed, see if you
cannot head down there and spend some time, especially in Ari-
zona and in the eastern part of Texas. I thought it was illu-
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mirlllating for me, very helpful, and I think it would be for you as
well.

Senator MCCAIN. Could I thank the Chairman for traveling down
there? I thank Dr. Coburn who also has traveled and spent exten-
sive time down there. And both of you understand very well the
frustration that my constituents feel when they live in an environ-
ment where nightly people are crossing their property, where
ranchers have been killed. This is not an academic exercise.

And it seems to me that an obligation to the Congress of the
United States would be to provide us with information that we
could not get when we were putting the comprehensive immigra-
tion reform together and we had to go direct to the Border Patrol
to get the required information.

Now, I was told that was because the White House had said that
the Department of Homeland Security should not provide us with
that information. But how can we carry out our functions of over-
sight if we do not get the kind of information we need to make the
decisions that this Committee is responsible to make?

Senator COBURN. I would just say that it would relate to the fact
that when we were promised information and did not get it by the
former Secretary.

Chairman CARPER. OK. Thanks, Mr. McCain. Senator Levin.

Senator LEVIN. Thank you.

Chairman CARPER. Senator Levin and then Senator Begich.

OPENING STATEMENT OF SENATOR LEVIN

Senator LEVIN. Thank you very much, Mr. Chairman. First, let
me thank you, Mr. Johnson, for your answer to the call to public
service again, and for the answer being yes, and to your family. We
thank them for the support which is so essential to all of you who
have taken these jobs with such responsibility.

You and I have talked in my office about a number of things, and
one of them I want to get into some detail on this morning has to
do with the fact that we have about two million corporations that
are created every year in the United States by our 50 States. That
is more than the rest of the world combined.

The States approve these incorporations without ever asking who
the real owners of the corporations are, who are the beneficial own-
ers of these corporations. Some of these corporations get involved
with Medicare fraud, tax evasion, terrorism, smuggling, drug traf-
ficking, and other wrongdoing.

Now, just a few months ago, in June, at the Group of 20 (G20)
summit, 20 leaders, including President Obama, reached the con-
sensus that it was time to stop creating corporations with hidden
owners. All 20 leaders, including President Obama, committed to
changing the way they do things in this regard.

And in response to that international commitment, President
Obama, in June, issued what is called, quote, a national action
plan, which, among other measures, calls for enactment of Federal
legislation to require our States to include on their incorporation
forms the one question asking for the names of the real owners of
the corporation being formed.

Now, that is very different from the owners of record, which are
too often simply shell corporations themselves, in secrecy jurisdic-
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tions. But this is a need for the beneficial owners who actually con-
trol and benefit from the corporation. Senator Grassley and I have
introduced a bill which would do that, and we have been fighting
for enactment of this bill for years.

President Obama was an original co-sponsor when he was in the
Senate. Law enforcement is the biggest supporter. Groups that
have endorsed this bill include the Federal Law Enforcement Offi-
cers Association, National Association of Assistant U.S. Attorneys,
Society of Former Special Agents of the FBI, and so forth.

Federal Law Enforcement Officers Association, which represent
26,000 Federal law enforcement officers, explained their support
for the bill this way, quote, suspected terrorists, drug trafficking or-
ganizations, and other criminal enterprises continue to exploit the
anonymity afforded to them through the current corporate filing
process. Hiding behind a registered agent, these criminals are able
to incorporate without disclosing who the beneficial owners are for
their companies, and this enables them to establish corporate flow-
through entities, otherwise known as shell companies, to facilitate
money laundering and narco-terrorist financing.

So our bill, the Levin-Grassley bill, is endorsed by huge numbers
of law enforcement, public interest groups, good government
groups, and I will put the list in the record if that is agreeable with
our Chairman.

Now, Mr. Johnson, right now in the United States it takes more
information to get a driver’s license or to open a U.S. bank account
than to form a U.S. corporation. And what I am asking you is,
whether or not, in light of the President’s national action plan call-
ing for legislation that would require States to request beneficial
ownership information and the impact on our homeland security,
that the negative impact that exists when we do not have that in-
formation and law enforcement does not have it, will you support
the Levin-Grassley Incorporation Bill, Senate Bill 1465?

Chairman CARPER. If I could just interject, I love Carl Levin. But
the legislation that he has been championing is opposed by most
of the States, and I would just urge you to be careful in your re-
sponse.

Senator LEVIN. I would urge you to be careful in your response
as well. [Laughter.]

The President of the United States wants beneficial ownerships
listed. The only opposition we have is from a whole bunch of secre-
taries of State. At any rate, we will not debate that here. I have
asked you to become familiar with this issue and I want to know
whether or not you have become familiar with it and whether or
not you will support it.

Mr. JOHNSON. Senator, after my visit with you a couple weeks
ago, I began to look at this legislation. I am impressed by the num-
ber of law enforcement organizations and public interest organiza-
tions that support it. I am sympathetic with the law enforcement/
homeland security interests. I would want to understand, if the
States and the business community have objections to it, what
those objections are.

Senator LEVIN. Not the business communities, a number of Sec-
retaries of the State and I think their association.
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Mr. JOHNSON. I would be interested to hear their views. I would
be interested to hear the business communities’ views.

Senator LEVIN. Will you get back to us after you have done that?

Mr. JOHNSON. Yes, sir.

Senator LEVIN. Promptly?

Mr. JOHNSON. Yes.

Senator LEVIN. Thank you. The report of the GAO called border
security, enhanced DHS oversight, and assessment of interagency
coordination is needed for the Northern Border. It said that DHS
reports that the terrorist threat on the Northern Border is higher
than it is on the Southern Border given the large expanse of area
with limited law enforcement coverage.

I am glad you have become familiar with the Northern Border,
as you suggested a few minutes ago, and we obviously are very
much concerned with the problems on the Southern Border, which
Senator McCain has mentioned. But my question, as a Northern
Border State is, will you keep the needs of all of our borders in
mind after you are confirmed?

Mr. JOHNSON. Yes, sir, absolutely.

Senator LEVIN. I have a statement about helicopters and the
need of helicopters in a number of our Coast Guard Air Stations.
I will have that for the record. My time is up, so I will ask you
that for the record. There has been a commitment to an upgrade
of helicopters in Traverse City, one of our Coast Guard stations,
that has not yet been kept. So we will try to get you to put some—
place some attention on that long-standing commitment.

Hopefully you will be confirmed soon and that will occur after
that confirmation. Thank you.

Senator COBURN. We need those Coast Guard helicopters.

Senator LEVIN. Yes. You have already got yours, I understand.

Senator COBURN. Landlocked.

Senator LEVIN. Yes.

Chairman CARPER. Before I turn to Senator Begich and Senator
Ayotte, I will just go back on a quick P.S. on the issues that Sen-
ator Levin has raised. Dr. Coburn was the ranking Republican on
the Permanent Subcommittee on Investigations with Carl Levin for
a number of years, and I have had the pleasure of serving with him
for over a dozen years. He is tenacious. He is a dog with a bone.

And on the issue that he has raised, there is real validity to the
concerns that he has raised. What we have tried to do is to encour-
age the States, particularly the Secretaries of the State, to work
with law enforcement to see what can be worked out in a way that
the States can administer it or are agreeable to doing that.

They have been having some meetings. I am told that they are
actually good exchanges. And we are going to continue to nurture
that and hopefully facilitate something so that we can get it done.
I can sit next to this man, whom I love, and arm in arm resolve
this issue with him. And then we can turn our attention to spring
training, our beloved Detroit Tigers returned to Lakeland, Florida,
and we are again friends.

Having said that, let me turn to Senator Begich for any ques-
tions.
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OPENING STATEMENT OF SENATOR BEGICH

Senator BEGICH. Thank you very——

Senator COBURN. What is your ball team’s name?

Senator BEGICH. We have many. We believe in all of America’s
teams because we do not have one. But I will say that, just as they
mentioned, I will get into my Arctic issue in a second, but they may
need helicopters, I need helicopters, ships, and a few other things
in Alaska for the Arctic. So we will get to that in a second.

Let me, if I can, we have a very specific issue I want to put on
your radar screen. It is with the CBP and it is regarding a request
that was made by a tourism company, a pretty large, significant
company to move folks from Fairbanks, Alaska to Dawson City,
which is in Canada. It obviously requires Customs and Border Pa-
trol approval. They denied it. In their answer, the reason they de-
nied it, was inefficient use of our existing resources.

Here is what is troubling about this. First off, it could bring
about 19,000 visitors to Alaska. The fees alone that the Customs
and Border Patrol would get would be about $144,000. The cost to
do the service is about $120,000. In other words, they would make
money on this opportunity, excluding all the other revenue streams
that might come to the Federal Government through other types of
expenditures, those almost 20,000 visitors.

So they denied it based on inefficient use of their resources. Well,
first off, they do not have the resources. That is why if this was
in place they would have $140-plus thousand dollars to actually
purchase those resources, and Homeland Security would make—I
will carefully use this word—about a 20 percent profit on it.

So it seems if this was a business, it would make a lot of sense.
So their idea was, “Well, why do they not just re-jigger the flights,
do them from Anchorage to Dawson,” which makes no sense be-
cause part of the trip is to go to Denali Park. It would add 400-
plus air miles and cost to the traveler.

I know it is a big issue, and I know they pay a lot of attention
to the Southern Border, but actually, Alaska has a border, too, and
we have actually good cooperation with Canadians in regards to
our border. So I just do not think CBP understands the logistics
of this and how large Alaska is.

I know sometimes everyone puts Alaska in a little box off the
coast of California, but they forget it is one-fifth of the size of this
country. And so, I would hope that you could look into this. I think
you would make a very good Secretary. And I think, because you
come from a variety of fields, but also, from my conversation that
we have had, and others, you are practical. You look at these
issues.

It just seems they have given what I would call a classic bureau-
cratic response, inefficient use of resources, despite the fact when
you do the numbers, it actually makes them money and puts more
people on the payroll to do a service that grows our economy in
Alaska. So if you could look at that, we would be happy to share
information with you at a certain point, but the office is clearly
aware.

We have written a letter last week and made it very clear this
is good for our economy, good for Alaska, and good for Homeland
Security, and it is a good relationship builder with our great ally
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of Canada. So I would hope that you would put that on your radar
screen.

I do not know if you have a quick comment on that. I know it
is under appeal so you cannot say anything legally, but would you
at least look into this if the opportunity arises?

Mr. JOHNSON. Yes.

Senator BEGICH. OK. Let me also go to the issue of the Coast
Guard on the Commerce Committee. I chair the Subcommittee on
Oceans, which has oversight on the Coast Guard, and as we move
toward the Arctic and as more Arctic development occurs, with oil
and gas, tourism, shipping, science, research, all that requires the
Coast Guard to be a partner there in the sense of security and safe-
ty, not necessarily oil spill technology, but really the whole issue
around safety on the water and what could happen.

My worry is this, that we will just shift resources around, kind
of move the chairs on the deck around the country with the Coast
Guard, when in reality what we have to do is look at what is need-
ed in the Arctic and the Bering Sea, which has now an enormous
amount of traffic moving through there, international traffic.

Can you give me your thoughts in how you would address this
situation that we have within the Coast Guard of limited resources,
but a huge, growing, new area of responsibility that will be signifi-
cant for our country?

Mr. JOHNSON. I think we need to be agile in terms of evolving
needs with the resources we have. I know the Coast Guard is un-
dertaking a recapitalization program which I have begun to learn
about. I have talked to the Commandant about that. I have also
talked to him about your part of the world, Senator. I think the
Commandant himself agrees that this is an area of the world
where the Coast Guard needs to be vigilant.

I agree with you—and I agree with him—that this is a part of
the world where we need to pay attention to and it is one I expect
to do so if I am confirmed.

Senator BEGICH. Very good. Let me move to another issue and
that is, as you know, more and more domestic drone activity is
being considered, both private and public sector, and I guess my
question would be, how do you see the Homeland Security Depart-
ment engaged in that in the sense of policy or otherwise?

Mr. JOHNSON. As we move to a more risk-based strategy, which
is what the professionals who deal with border security have told
me about, technology is an important component of that. Surveil-
lance technology is an important component of that. As we rely
more and more on it, I think we also need to be very concerned
about the privacy and civil liberty issues associated with that.

DHS has an office, two offices dedicated to this. I think we need
to further develop and refine our policies as the technology moves
further along.

Senator BEGICH. Very good. And as you move forward, assuming
your appointment, you will share that and continue to work with
the Committee in regards to that policy?

Mr. JOHNSON. Yes, sir.

Senator BEGICH. One last question. This is a very specific one.
I just had a hearing here. I chair the Subcommittee on Emergency
Management in this Committee in regards to Hurricane Sandy and
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the devastation that occurred, we just passed the 1l-year anniver-
sary, and one of the issues that came up is some complaints I have
received regarding houses of worship that are unable to access cer-
tain grants, even though non-profits can access them. Let me give
you an example.

Let us say you are a house of worship, but you ran a day care
center or you leased it out to someone who ran a day care center.
The day care center was wiped off the face of the earth. They get
no capacity to go after grants, but yet, a day care center down the
street that may be run by an independent non-profit that has a dif-
ferent lease with a private sector landlord can get those grants.

There seems to be an imbalance there. Recognizing that the
house of worship, it is not about the house of worship, it is about
the facility that was being used. I know as a former mayor, we
worked with a lot of these Camp Fire, for example, was doing after-
school programs within some of these facilities because that was
the only place and location we could do it.

What I am asking you is, would you be willing to look into this
issue, assuming that you receive confirmation? I think it is impor-
tant to provide the services needed and not put people at risk be-
cause where they put the facility or the service they are providing
to the community. Does that make sense, that question?

Mr. JOHNSON. I would be happy to look into it, yes, sir.

Senator BEGICH. Fantastic. Thank you. I will end there, and
thank you, Mr. Chairman.

Chairman CARPER. I am not sure if the issues that Senator
Begich is raising is one—I think the legislation has actually been
introduced in the House

Senator BEGICH. That is correct.

Chairman CARPER [continuing]. That would allow houses of wor-
ship to receive directly, I believe, Federal grants for damage done
to those houses of worship. We had the constitutional scholars look
at that legislation carefully and there are questions that are raised,
as you might imagine, about the separation of church and state.

So while we want to be supportive of whether it is a day school
or a soup kitchen or something that is faith-related and has been
damaged, we want to be supportive in that regard. I think we have
to be mindful of separation concerns that are raised by that legisla-
tion.

Senator BEGICH. And I will just add, if I can, Mr. Chairman, I
do not disagree with that, but I will tell you as a mayor, there are
many times in communities where the facility is only available in
a ho(lilse of worship, run by, for example, Camp Fire. So I under-
stand.

I am not a lawyer, never want to be one, to be frank with you,
no disrespect to lawyers. We have plenty in this body. I am more
interested in trying to figure out solutions to a problem. But I just
want you to look at it and give me your response.

Mr. JOHNSON. Yes, sir. I am trying to get out of the legal busi-
ness, too.

Senator BEGICH. I know, and I like that you are going into public
service. Thank you.

Chairman CARPER. Sometimes Senator Begich and I refer to our-
selves, he as a recovering mayor and me as a recovering Governor.
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You can become a recovering lawyer. That will be good. All right.
Speaking of recovering attorneys general.

Senator AYOTTE. I was going to say, exactly, Mr. Chairman. I am
a recovering attorney general.

So thank you, Mr. Johnson, for being here, and I want to obvi-
ously thank you for your willingness to step forward to serve the
country again, and your family.

So we have made some significant progress in taking out mem-
bers of core al-Qaeda. Yet, we certainly have now factions and af-
filiates that are growing over a very large geographic region. I
mean, when you look at al-Qaeda in the Islamic Maghreb (AQIM),
al-Qaeda in the Arabian Peninsula (AQAP), al-Qaeda in Iraq to al-
Nusra and al-Shabaab.

So what kind of threat do you believe that these groups pose to
the homeland? Is the threat growing? Where do we stand with
that, and which al-Qaeda affiliate do you believe is the biggest
threat? And then as a subsequent question I have for you as well,
how big a threat do we face from home-grown violent extremists to
our nation?

Mr. JOHNSON. Senator, I have to preface my answer by saying
that I have been away from the intelligence for almost a year now,
and I know from my experience that threat streams can evolve
week to week.

Senator AYOTTE. I understand the caveat, but I know you also
had substantial involvement——

Mr. JOHNSON. Yes.

Senator AYOTTE [continuing]. With this issue.

Mr. JOHNSON. I would characterize it this way: I agree with you
that we have had considerable success in taking out core al-Qaeda.
I think during my time at the Department of Defense, we saw the
rise of affiliates like AQAP, AQIM, the AQ-affiliated elements of al-
Shabaab. We have had some success with respect to those affili-
ates.

And I believe that the way I would characterize it, we are mov-
ing to a third phase where the terrorist threat is becoming even
more diffuse and we are seeing more lone wolf activity, more self-
radicalization. Somebody reads a publication and they are not af-
filiated with AQ in the traditional manner of accepting formal com-
mand, direction, or training at the camps, but they are committing
equally dangerous acts of terrorism.

Those types of threats are, in my view, harder to detect. And so,
I think that this ties in with the Homeland Security mission. I
think that as we see more of a rise of that kind of threat, we are
going to have to be vigilant on the civilian side, in law enforcement,
border security, and so forth.

Senator AYOTTE. And how do you envision—I mean, one of the
issues, obviously, communication is key.

Mr. JOHNSON. Yes.

Senator AYOTTE. So from your prior experience at DOD, what
would be your biggest priority when we look at preventing that
threat to our country, which, by the way, you would agree with me
is still a very real threat?

Mr. JOHNSON. Yes. I think working with, communicating with
State and local law enforcement, first responders, is key. It is going
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to be even more significant, I think, in the years ahead. I believe
DHS is situated in that regard with vertical sharing of information,
intelligence, and analysis, and the first responders are going to
have to be in a position to deal with these kinds of situations.

Senator AYOTTE. One of the issues that you and I have talked
about at length from your prior position and now that you are
going to be in a very important position as the head of Homeland
Security is this issue of interrogation.

How important is it that when we do capture a terrorist? For ex-
ample, Ayman al-Zawabhiri, if we get him tomorrow, how important
is it that we are able to conduct a vigorous and sometimes lengthy
interrogation of these individuals in terms of intercepting attacks
and information about their networks?

Mr. JOHNSON. In my experience, interrogation of a terror suspect,
somebody who is part of one of these groups, has been a gold mine
for us in terms of what we learn through national security interro-
gations. That has been my experience in the first 4 years of this
Administration.

Senator AYOTTE. So one of the challenges we face that is not di-
rectly under your purview now, but I think that given the impor-
tant role you face, that you will certainly, I would imagine, be
sought after for advice on this is, how do we deal with this issue
in a civilian context of the challenge of, if we capture al-Zawahiri
and if you bring him in, right into our civilian court system, then
we have things like Miranda Rights, speedy presentment, which
can interfere with the length of interrogation that you might need
to find out what someone knows to make sure that we are getting
everything we need to protect our country.

I feel like we are sort of in limbo-land right now where you and
I talked about it in our meeting. Let me hear what you think about
this issue and what are the challenges we face and how can we
have a policy that allows us to gather information, while, obviously,
I understand, we need to preserve future prosecution? But I am
deeply concerned that we have a huge gap right now.

Mr. JOHNSON. As you and I have discussed, I believe there is cur-
rently legal authority for a national security intelligence interroga-
tion pre-Miranda, pre-presentment when you have somebody who
is in the category of a national security threat who is captured or
arrested.

I also think that the Executive and the Congress ought to look
at codifying some of this into law to reflect the practice, because
I think it is going to become an increasingly important practice and
there will be an increasing need for this type of interrogation. I
think the authority exists already, but it might be a good idea to
try to codify it.

Senator AYOTTE. Well, thank you very much. I appreciate your
insight on that, and I think right now we are in a place where we
do not have really a detention and interrogation policy to address
the situation where if tomorrow we capture the head of al-Qaeda,
where is he detained and how long will he be held for interroga-
tion? I look forward to working with you on this issue because it
is one, I think, that is going to continue to present itself, as you
have raised.
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I want to ask you as well, just in terms of issues that you will
be asked to address, there are many issues of waste, fraud, and
abuse that I know Dr. Coburn and certainly Chairman Carper have
asked you about. I look forward to working with them. One that
has been raised recently has to do with overtime issues, and that
is employees abusing the administratively uncontrolled overtime
pay system, and therefore, amassing millions in unearned pay. It
is an issue I have been interested in. And how would you go about
addressing that?

Mr. JOHNSON. It is obviously an issue of concern. I have read
about it and I have had it explained to me. I know the Acting Sec-
retary has undertaken a review, and if I am confirmed, I would be
very interested in the results of that. I worry that it could be a sys-
temic problem, and it is obviously one that should trouble whoever
the head of DHS is, should trouble Congress, and trouble the tax-
payer.

Senator AYOTTE. Thank you very much.

Chairman CARPER. Thank you. Senator Ayotte, thanks for those
quesé:ions. Senator Paul, nice to see you, welcome. You are recog-
nized.

OPENING STATEMENT OF SENATOR PAUL

Senator PAUL. Thank you, Mr. Johnson, for your testimony. I
was wondering, do you think the Fourth Amendment applies to my
Visa purchases?

Mr. JOHNSON. I do not have a legal opinion on that, Senator. I
think that there may be a privacy interest there, but I do not have
a legal opinion for you right now.

Senator PAUL. I hope you will think about it and I think it is
something we all need to think about. And I think the current Su-
preme Court law actually probably says no. I think it is a tragedy,
but that is the way the law has gone. With my Visa bill, you can
tell what books I read, what magazines I read. You can tell wheth-
er I go to a psychiatrist. You can tell what medicines I buy. You
can tell virtually everything about my life because everything I buy
I put on my Visa card.

People say, I do not have any expectation of privacy because it
is a third-party record. I gave it up to someone. I think this is a
big issue for us and, frankly, the Administration has not been very
supportive of the Fourth Amendment and we are going to press
these issues. But I want you to know that we will be watching and
those of us who believe in the Fourth Amendment will be con-
tinuing to watch.

Do you think that a single warrant can apply to millions of
records and millions of individuals?

Mr. JOHNSON. I understand that may be an issue with regard to
certain surveillance programs. I do not have a legal opinion on that
for you, Senator.

Senator PAUL. Pretty important issue. It is going to be one of the
biggest issues, and hopefully it will get into the Supreme Court.

Do you think that it is due process to have a court trial where
only one side is represented? Do you think that is due process
where only one side would have a lawyer?
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Mr. JOHNSON. In the context of a litigation, or a courtroom pro-
ceeding, no.

Senator PAUL. We do have a court. That is where we are deciding
now Constitutional questions, the Foreign Intelligence Surveillance
Act (FISA) court. There is no advocate on the side of the Constitu-
tion. There is no adversarial proceeding, and I think there could be
no justice. There is also reviewing of Constitutional questions done
in secret. Do you think we should decide the scope of the Fourth
Amendment in a secret court?

Mr. JOHNSON. I think we in the Executive Branch and in the
FISA court need to be skeptical. We need to have robust discussion.
I have been a part of that in making certain use of force decisions.
And I am skeptical of simply a lot of yeses in the room and I be-
lieve somebody needs to ask the hard questions.

Senator PAUL. And I do not doubt, and I am not questioning your
integrity, but what I would say is that due process is not a bunch
of people, good people in a room, discussing whether we should kill
people with drones or something. The President has mistakenly
said that is somehow due process. That has nothing to do with due
process.

It may be a good idea, but it is not due process. Due process is
in a court and it is debate back and forth with both sides being rep-
resented and with, hopefully, an impartial justice or impartial jus-
tices deciding this in an open court. So there is a lot of things going
on in our country which really do not meet due process.

And frankly, whether you are a good or bad person or whether
you are in a room discussing this or whether you give vigorous de-
bate, is not due process. It is important that this be said over and
over again because we are making important decisions, which gets
to my next question.

Do you think we should target American citizens overseas for
killing who are not involved in combat? I am thinking of propa-
gandists, other people who may have committed treason but have
not been charged or convicted. Do you think that a bunch of law-
yers in a room from one Administration, from one political party,
can decide the guilt or innocence of American citizens? These are
ones who often, if not always, are mostly not engaged in combat.

Mr. JOHNSON. As you pose it, I think my answer would be no.

Senator PAUL. But you realize that a lot of the drones are di-
rected against people just walking down the street or eating or
doing something. I do not have any problem, if an American citizen
is over there fighting and they are in the middle of a war and they
are shooting at our soldiers, by all means use a drone or whatever
other means you have to kill them. But we are killing people sort
of walking down the street.

So what I am arguing for, and nobody really seems to be making
the point that I am, is that, for example, Adam Gadahn. We in-
dicted him. He probably has committed treason. You probably
would convince me if I were on the jury to convict him of treason.
Why not? Why not go ahead and try these people for treason? Al-
Awlaki, we had him listed for years and years.

If you have to redact some testimony or go into private session,
do it. Give him a chance if he wants to come home. My guess is
he was not coming home to be tried for treason. But go ahead and
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try him for treason. And then I think you at least have due process,
because then you have a real court, a real process.

You would probably have a lawyer on both sides. I mean, the
whole idea that justice comes about through representation and
through a court trial and through a jury is something too impor-
tant—and I know this is an unusual circumstance, we have only
had like three or four citizens killed—but the principle of it is pret-
ty important.

And I think we should all be aware that there were times in our
history when we did not do justice to a lot of people for various rea-
sons, for race, the Japanese-Americans. Imagine what happened to
them when they did not get processed during World War II.

Also imagine what happened to—or what would have happened
to an African-American in 1910 in the South accused of a crime.
So I think there are all kinds of reasons that a lot of us should be
a little more concerned about due process and not be so careless
about this.

So I just hope you will think about these questions, the scope of
the Fourth Amendment, but also what due process is, and that if
you are head of Homeland Security, you and a bunch of lawyers
getting together and deciding it is fine to collect data on every
American through one warrant, that is a Constitutional question
and it is also not due process.

And I hope that you will be somebody you will facilitate getting
Constitutional questions into a real court and not a mock court.
Thank you.

Chairman CARPER. Thank you, Senator Paul. Let me turn, if I
can, I mentioned earlier in my comments on GAO, and Dr. Coburn
and I have used GAO’s high-risk list. Most of it is a to-do list for
a subcommittee that we used to take turns leading, and also for
this Committee as well. Every year GAO promulgates its high-risk
list. People say to me, what is a high-risk list? It is high-risk ways
of wasting money, our taxpayers’ money, which is in short supply
as you know.

One of the things that Jane Holl Lute, who was the last con-
firmed Deputy Secretary, used to do, she used to go over to the
GAO. I do not know if she went every week, but she went pretty
often, and would meet with Gene Dodaro, the Comptroller General,
meet with others who worked for him, and say, Let us go through
your high-risk list and let us see what we have to do to get off of
it. They made a whole lot of progress.

And hopefully, later this year, the Department of Homeland Se-
curity will complete a clean audit and leave us only one large de-
partment, and that is the Department of Defense, that has not ac-
tually received a clean audit.

But I want to urge you, and when we get a Deputy confirmed,
hopefully soon, to take to heart what Jane Holl Lute used to do,
and I am sure Janet Napolitano, as the Secretary, did it as well.
With that having been said, let me just ask you what you believe
to be some of the major management challenges in the Depart-
ment. What do you see your role as the Secretary in addressing
those management challenges?

Mr. JOHNSON. Senator, I have read the GAO report. I saw the
31 issues that GAO identified. I was pleased to see that according
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to GAO, DHS is moving in the right direction with respect to these
issues and resolving a number of them. In terms of management
issues, there are vacancies, ensuring an efficient procurement proc-
ess, getting an unqualified audited financial statement, and dealing
with some of the internal control issues that lead to an unqualified
opinion.

I also think that with six different accounting systems, we need
to be sure we have what the financial people call business intel-
ligence so you can identify things like unobligated funds across
your bureaucracy. And I think DHS is moving in the right direc-
tion, but it is only going to continue to move in the right direction
if somebody is pushing it, and sometimes making people feel un-
comfortable about deadlines and about the status quo.

I understand that is good leadership and I understand that a bu-
reaucracy is a large, sluggish aircraft carrier that will, if you let
it, just kind of chug along in a certain direction. I think good lead-
ers need to push it, sometimes in different directions which can be
uncomfortable for a lot of people.

Chairman CARPER. Good. Well, when you have the opportunity
to bring new people onto your leadership team, who will have, in
some cases, a lot of direct contact with GAO and the work that
GAO is doing or has done, I would urge you to sensitize them early
on what your expectations are.

Our expectation as an oversight Committee is to make sure that
Federal departments throughout the Federal Government do not
ignore the work that GAO is doing. So I would ask you, do you
fully subscribe to that as well?

Let me just turn and talk a little bit about State and local stake-
holders. As you know, a lot of the work that the Department of
Homeland Security does involves partnerships, it involves coopera-
tion with State and with local governments and with non-profits
like the Red Cross.

In fact, our Nation’s homeland security is dependent on these
partners. I am reminded every time I talk with our Red Cross folks
in Delaware and our emergency responders, because they are some-
times first on the scene to respond to disasters and try to help peo-
ple in some tough situations, making sure that these relationships
work is an important responsibility of the Secretary.

And if confirmed, let me just ask you, what are some of the steps
that you would take to make sure the Department continues to
work ever better with its State and local partners?

Mr. JOHNSON. I recognize the importance of this. Given the na-
ture of the DHS mission, given the nature of the homeland security
mission, working effectively with State and local law enforcement,
State and local governments, the private sector in the border secu-
rity, national security, homeland security, cybersecurity realms are
important. I have been struck by the emphasis that people up here,
people within DHS have placed on it.

And the attention that, if I am confirmed, they would want me
to pay to it. It is pretty apparent to me that it is part of the mis-
sion. When I was a Federal prosecutor, I worked a lot with the
New York City Police Department, not just the Federal law en-
forcement agencies, and some of my most enduring relationships
from those days are with the cops, New York City Police Depart-
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nillent that I worked with building narcotics cases. So I think I get
that.

Chairman CARPER. OK, good. One more and that involves the
tragedy that occurred out at Los Angeles International Airport
(LAX) a couple of weeks ago where three transportation security of-
ficers, Gerardo Hernandez, James Speer, and Tony Grigsby, were
all shot, as you will recall, during an attack at the airport. And
sadly, Mr. Hernandez died. He left behind a widow and two chil-
dren.

We are deeply troubled by reports that the shooter specifically
sought out TSA employees during the attack. I know it is not pos-
sible to protect against every threat, every Department of Home-
land Security front line agent, but a bunch of them do face threats.
But I believe we should carefully review this incident and see if
there is anything more we can do to protect TSA employees.

Let me just give a shout out to TSA. I know they take criticism
from a lot of folks. It is a hard job. It is a job that they have a
good leader in John Pistole. They are working hard to try to do it
better, so they need a little bit of support and some sympathy for
the loss of one of their colleagues and we extend that. But I want
to say to the folks out there at TSA, under John Pistole’s leader-
ship, that are working hard, trying to do the right thing, trying to
improve every day the work that they do, we appreciate that effort
and we urge them keep it up.

But if you are confirmed, what will you do to mitigate the risk
that a TSA or a Department of Homeland Security employee could
be the target of an attack like the one visited on Officer Hernandez
and his colleagues?

Mr. JOHNSON. Senator, I read something about that attack that
was really upsetting, which was that apparently, allegedly, the
shooter shot Hernandez, left, went up an escalator, and then came
back when he realized he was not dead and shot him again. That
is really bad.

And I think that given the visibility of these people, their inter-
action with the public, we need to look at how to provide for their
safety. I do not know that the answer is screening everybody that
comes into an airport. That would be a very long line. But I think
we need to look at better ensuring their safety one way or another,
and it is something I expect I will be focused on if I am confirmed.

Chairman CARPER. I think in this instance, the family in New
Jersey knew that something was wrong with their son and tried to
reach out, I believe, to the authorities in the Los Angeles area. I
think someone—the police may actually have gone and visited this
person’s apartment and he was gone. He had already left and was
apparently on his way to the airport.

And it just reminds me, we do not always agree on gun-related
issues, but I think one of the things we can agree on first is we
do not want guns to be in the hands of people that are mentally
unstable or are likely to use them to harm other people. I think we
can all agree on that. We need to do a better job on background
checks and get the correct answer, fast answer, but the right an-
swer.

And the second thing that comes to mind here is the adage, if
you see something, say something. Folks, when you see your room-



37

mate or a member of your family is in this kind of situation, this
kind of condition, you have to say something, you have to speak up,
and not just ignore it or brush it aside. If that had happened
maybe sooner, this perhaps could have been averted. Dr. Coburn.

Senator COBURN. Thank you. I would add my congratulations to
John Pistole. I think he has made remarkable improvements. We
have a long ways to go, but there is progress being made there.

I will address Tom’s other issue, our problems with mental ill-
ness in this country. We are not handling it. We are limiting prac-
ticing physicians’ ability to notify. Through the Health Insurance
Portability and Accountability Act (HIPAA) laws, we are forbidden
to do that when we know, in fact, somebody is dangerous. So that
is an area I agree we can work on and we are negligent that we
have not addressed that as a Congress and as a country.

One of the questions that has surrounded a lot of Homeland Se-
curity spending is whether we spend the money on risk or we
spread the money out. It is my feeling that the vast majority of our
monies ought to go where the risk is the greatest. What are your
thoughts on that?

Mr. JOHNSON. I think I agree with that, Senator.

Senator COBURN. So we ought to be risk-based. We have spent
$37 billion on grants, which is another high-risk program, for De-
partment of Homeland Security, and probably less than 25 percent
of that has gone to the highest risk areas. And part of that is the
parochial bent of Congress that wants to make sure we get our fair
share for each parochial representative. But it is a real problem.

The President proposed, and I actually agree with this—not very
many Members of Congress agree—of consolidating all the grant
programs at DHS. I think that is a wise thing to do. And then to
base it on risk. What are your feelings about that?

Mr. JOHNSON. It is an issue that a number of people have raised
with me, how we dispense grant money. It is taxpayer money. I
used to be on the board of a community trust that did nothing but
give out grants, and an important part of the job of that fiduciary
responsibility was ensuring that once we gave out the money, the
recipient is making effective use of the money.

I think that in general, the professionals who I have consulted
over the last couple of weeks seem to feel that we need to move
in the direction of a risk-based approach to homeland security. And
that probably entails focusing our grant money in the same direc-
tion as well.

So I would be inclined to agree with you, if what you are saying
is we need to make efficient use of our taxpayer dollars for pur-
poses of homeland security.

Senator COBURN. The other part of the grant program that is not
present at Homeland Security is performance metrics and followup
and elimination of grants on people who do not perform. The GAO
has done a lot of work in terms of the unspent fund, the bogus ex-
penditures, and the inappropriate expenditures. We have actually
highlighted them.

I am sorry Senator Ayotte is not here because New Hampshire
and one of its small towns has a Bear Cat for its Pumpkin Festival
paid for with a DHS grant, $80,000 that could have made a real
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difference somewhere else with a higher risk. And they know I am
critical of it. But that is the kind of lack of control we have.

Grant reform is a big deal to me because I think with the dollars
that we are going to spend, ought to be spent to actually reduce
risk rather than to satisfy or make a politician look good. I know
that is antithetical to some of my colleagues, but that is what we
are charged to do.

I do not care if Oklahoma never gets another dollar of Homeland
Security grants as long as the dollars that are spent are spent on
high-risk areas, and that is the way it should be. Will you work
with our Committee to reform the grant program? And will you an-
swer my question as far as the President’s proposal of consolidating
all the grant programs?

Mr. JOHNSON. Yes. I want to study that issue and I will answer
that. Yes, sir.

Senator COBURN. Thank you. There was one other thing that
came up in your staff interview about which I had some concerns,
and I have not had a chance to visit with you about this personally,
but it was brought to my attention. In your questionnaire re-
sponses, you stated, I believe, that one of DHS’s many counterter-
rorism priorities should be to better detect what the experts call
broken travel outside the United States.

We must do a better job and partnership with foreign govern-
ments of tracking the foreign travel of suspicious individuals before
they return to the United States. When you were asked about this,
you were asked if you meant DHS should track individuals under
investigation or high-risk watch list individuals, and your response
was, I am not necessarily referring just to suspicious individuals.

Later you added, I would like know more from a Homeland Secu-
rity perspective, where you have gone while you are away. Can you
state for this Committee what role you envision for DHS in track-
ing the travel of U.S. persons, at home or abroad, that are not on
a suspicious list or on a high-risk list? What do you mean by that?

Mr. JOHNSON. Well, first of all, I may not have—I probably did
not state it as artfully as I could have in the staff interview. I think
that there are some real privacy and civil liberties concerns associ-
ated with travel and I appreciate that. I do recognize that we have
a problem when it comes to suspicious individuals laundering their
travel. That is a problem. It is a fact.

I saw it happen on my watch at DOD. I think it is a blind spot.
I am not necessarily saying we therefore need to insist that we
track the travel of every person who leaves this country. There are
real privacy interests associated with that, and I suspect we would
have a real uproar if we tried to do that.

But I think this is a blind spot. I think it is a real problem, but
getting to a better place, obviously, involves a balance. So I recog-
nize that.

Senator COBURN. All right. You have some significant experience
with acquisitions. As a matter of fact, you alluded to Senator Test-
er you know how the game is played. If you want a certain vendor
to get it, you write the RFP so only that vendor can get it. We have
problems across the Federal Government because some of our most
experienced acquisition specialists have retired or are retiring.
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What do you envision trying to install at Homeland Security to,
No. 1, improve our acquisition process; No. 2, hold it accountable;
and No. 3, also in terms of information technology, which is a prob-
lem across all the Federal Government, 50 percent of what we buy
we waste. It is two and a half times worse than that in the private
sector.

Can you comment at all on what you would envision of firming
up our acquisition protocols and our capability, and also holding
people responsible for when they flub up?

Mr. JOHNSON. I think it starts with quality personnel. At the De-
partment of Defense, I saw a statistic that suggested that we were
losing quality personnel in the acquisition community there, and it
was reflected in some of the results we had. So I think quality per-
sonnel for starters.

Information technology is a world we are getting into with in-
creasing frequency and we have some issues there across the entire
Federal Government. I recognize the importance of an efficient
quality acquisition program and quality acquisition community for
the benefit of the taxpayer, and so, I know it is something I am
going to have to focus on. I have read enough about some of the
problems DHS has had over the last 10 years, Senator.

Senator COBURN. Thank you. I am through. I will have a couple
of questions for the record.

Chairman CARPER. One of our colleagues who was unable to be
with us today is Senator Mary Landrieu of Louisiana, whom I
know you have met with.

Mr. JOHNSON. Yes.

Chairman CARPER. She is chairing a hearing on the Small Busi-
ness Committee at the same time. She had hoped to be able to
come and ask some questions and express her support for your
nomination.

Two issues that we really have not drilled down on, one of those
is cybersecurity, and it is a very important issue. And it is one I
am not going to drill down into a great extent today, but I talked
to you earlier about Homeland Security as a team sport. I used the
term sport loosely, but it is a team effort.

Cybersecurity is as well. It is not just the government, it is not
just the Federal Government. It is the private sector. It is State
and local as well and for us as individuals. But the Department of
Homeland Security does play on that field, as you know, has real
responsibilities. We are working with the Administration, working
with the private sector to try to charter a path forward.

I think one of the smartest things the Administration did when
the President promulgated his Executive Order on cybersecurity al-
most a year ago now, was to put in charge the National Institute
of Standards and Technology (NIST), in charge of the Department
of Commerce to actually reach out to the private sector, and espe-
cially with those that are dealing with critical infrastructure and
say, What are your best ideas? What do you think the best prac-
tices are for protecting especially our critical infrastructure?

The private sector has been concerned that the government is
just going to come in and tell them what to do and mandate best
practices. The private sector, for the most part, is not interested in
that. They want to be fully involved as partners, and I think NIST
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is doing a very nice job of that outreach. They are working on their
framework, as you probably know, and even the U.S. Chamber of
Commerce, which earlier proposed last year comprehensive
cybersecurity legislation says the Department of Commerce,
through NIST, is actually doing a good job.

There are things that the Department of Homeland Security
needs to do. Dr. Coburn and I and our staffs have been working
literally for months on issues including the Federal Information Se-
curity Modernization Act (FISMA), on issues involving the ability
of the Department of Homeland Security to track the kind of
skilled and talented employees they need in this arena, the kind
of investments that we should be making in terms of research and
development to better defend ourselves in the cybersecurity space.

And also, just, how do we do a better job of sharing good ideas
and making sure that we are prepared should there be an attack
on our electric grid, on our utility systems, on our telecommuni-
cation systems, financial services systems? How do we better pro-
tect those critical infrastructures? The Department of Homeland
Security plays in all those arenas.

So, once you have a chance to get confirmed, get your feet wet,
Dr. Coburn and I will probably want to spend some time with you,
especially to talk about that, and even though we did not today, it
is real important, as you know.

The other thing you raised a little bit, and I think in one of your
comments, you talked about lone wolves. I worry about al-Qaeda,
I worry about their affiliates, we all do. I also worry about the folks
that become radicalized, are home-grown right here, and then go
off maybe to other countries, or maybe do not, and then they come
back here and visit real horrors on our people. That is a tough one.
That is a tough one to deal with. And so, that is one of the balls
we need to keep our eye on. I am glad you have.

Usually when I conclude a hearing like this, I will ask the wit-
ness if they have a closing comment that they might like to make,
something that has come to mind. You have been asked questions,
you have had a chance to reflect on what we have not asked, and
if you would like to just make not a long closing statement, but a
relatively short one, I think this might be a good time to do that,
and then I will say some words I am supposed to say at the end
of a hearing.

And if Dr. Coburn does not have anything else, we will call it a
day. But just say any closing thoughts you would like to share with
us.
Mr. JOHNSON. Senator, thank you for your time and attention.
Working with your staff to get to today has been a real pleasure.
All the staff of this Committee have been very professional. I have
learned a lot from the courtesy visits I have had with the Members
of this Committee and their staffs.

Some people think this process is a formality, it is a burden. I
actually believe in this process because, for the benefit of the nomi-
nee, you learn the issues that Congress is concerned about, what
is on your mind, what your priorities are. Occasionally you are able
to extract from the nominee certain pledges, which is probably a
good thing. You have my attention.
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And if I am confirmed, I pledge to have a very open, transparent
relationship with the Chair and the Ranking Member and the
other Members of this Committee. I look forward to working with
you, and I will dare to predict that after my tenure, the people on
this Committee will say that Johnson was somebody that worked
well with us and in a bipartisan fashion.

So I hope you will vote to confirm me. Thank you.

Chairman CARPER. Dr. Coburn.

Senator COBURN. I just have two final comments. One of the
things I have noticed in my years in Washington is when we get
somebody great in a position, as soon as we have an Administra-
tion turn over, we lose them. And so, one of the things I would like
for you to think about, and your family to think about is, as you
get into this role, as I know you will, and you become excellent at
it, is the very well consideration of staying there when, in fact,
there is another Administration come 2016 so that we do not lose
all this tremendous experience and gray hair and have to retrain
another leader.

I do not expect you to make a commitment to that, but I want
to put that in your mind to think about. When we see quality peo-
ple in quality positions, it should not matter what party they are
in if they are doing an effective job. We ought to take advantage
of what they have learned and their leadership.

The second comment I would have for you, I told you I would
have an alternative viewpoint for you and I am going to present
what I think it should be, your reading, to hear some of our
thoughts on what is going on, and it is a countervailing view. Some
of it you have probably already read, but I would appreciate it if
you would take a look at it, and it is what we have looked at on
Homeland Security through the last 6 years.

Mr. JOHNSON. I am happy to——

Senator COBURN. So I have a present for you.

Mr. JOHNSON. Thank you, sir. Thank you very much. On your
first point, at this point, that is all them. That is all up to them.
Thank you.

Chairman CARPER. I was watching your wife’s lips carefully as
Dr. Coburn suggested a second tour, and I thought she was saying,
don’t you dare. I remember when we were having a confirmation
hearing for Lisa Jackson at the Environmental Protection Agency
a couple of years ago, I said to her—she had children just a little
younger than your son and daughter. And I remember I said to
her, at the end of the hearing—her husband was with her, too, and
their two children.

I said to her, take a good look, Lisa. Take a good look at your
children because this is the last time you are going to see them
until Christmas. And they kind of blanched and I said—I told her,
I was just kidding, but they were not sure. You will see them be-
fore Christmas. You will hopefully see them well before Thanks-
giving.

But this is, as we know, a demanding job, a really important job.
Dr. Coburn leaned over to me early in the hearing and he said, I
think he has the potential of being the best Secretary for this De-
partment we have ever had. That is saying a lot, because you fol-
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low some very good people. And Tom Coburn does not always say
that about the people who appear before us.

After we get you confirmed, I am encouraged that we will be able
to—you need to go to work, we need to go to work to get the team
around you that you need. And given to deal with stuff like this,
to read and all these requests that you have gotten from my col-
leagues, you are going to need all the help you can get just to keep
your word on the pledges and promises that you have made. So
there is a lot to do and a lot to do beyond all of that.

Again, if your mom and dad are out there watching this, tell
them they done good in raising their kids and we are grateful to
them and to you for your family to be here with you today. It is
just great to meet all of you. We look forward to working and doing
good things for our country for the security of our homeland, but
really for security of our people.

The last thing, the people who work at DHS, morale is not good.
We are going to work hard to make sure it gets better, and when
they do a good job, to make sure they get some credit for that and
see if we cannot do a little better job, a better job in consolidating
folks. We have people spread out all across the place, in Wash-
ington and across the country. We want to try to get some of them
on the same campus so they actually can feel more like a team, too.

Mary Landrieu, I mentioned. Mary is not here. She chairs the
Appropriations Subcommittee on Homeland Security. She is a huge
piece of this and the idea of maybe you and Dr. Coburn, Senator
Landrieu, and myself meeting together from time to time just to
see how we are doing, see what we can do better, I think that
might be of great value to you and the folks you lead in our coun-
try.

Mr. Johnson has filed responses to biographical and financial
questionnaires, answered prehearing questions submitted by the
Committee, and had his financial statements reviewed by the Of-
fice of Government Ethics. Without objection, this information will
be made part of the hearing record, with the exception of the finan-
cial data which are on file and available for public inspection in the
Committee offices.

Without objection, the record will be kept open until noon tomor-
row for the submission of any written question or statement for the
record. Unless, Dr. Coburn, you have anything?

Senator COBURN. I have a present to give him.

Chairman CARPER. All right. I know it is not Christmas yet, and
you will get other presents. Maybe ones that you will welcome even
more than this one, but there is probably some good in this one,
too.

Dr. Coburn, thank you very much. Mr. Johnson, good luck and
God bless. We are adjourned.

[Whereupon, at 12:20 p.m., the hearing was adjourned.]
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Opening Statement of Chairman Thomas R. Carper
Nomination of Hon. Jeh C. Johnson to be Secretary
of the Department of Homeland Security
November 13,2013

As prepared for delivery:

Today, we meet to consider the nomination of Jeh Johnson to serve as Secretary of the
Department of Homeland Security (DHS). As we all know, the President has asked Mr. Johnson
to take on a difficult and demanding job.

The Department is composed of 22 distinct agencies spread across various locations throughout
the country. Although progress has clearly been made in bringing these 22 agencies together, ten
years after its creation, DHS still lacks cohesion and a strong sense of team. Employee morale at
DHS remains perhaps the lowest among major federal agencies.

Moreover, the nation’s fiscal challenges and the effects of sequestration mean that DHS will face
even more obstacles that make working towards getting better results with fewer federal dollars
even more important.

All-in-all, even on a good day, serving as Secretary of DHS is a really hard job. Fortunately for
Mr. Johnson, there are few better places to learn how to manage a complex national security
bureaucracy than at the Department of Defense,

Mr. Johnson has been confirmed by the Senate twice before--once as the Air Force’s top lawyer
and once as the top lawyer for the entire Department of Defense. In part because of his
experience in these positions and other demanding roles, Mr. Johnson is prepared to face the
challenges that will await him if he is confirmed by the Senate. For four years, he was a major
player in running the Defense Department. He provided key advice to two exceptional Defense
Secretaries--Bob Gates and Leon Panetta--giving him invaluable experience for the huge task to
which he has been nominated.

Mr. Johnson has received high praise from many. Our Committee received a joint letter of
recommendation from former DHS Secretaries Ridge, Chertoff and Napolitano that touted Mr.
Johnson as an “eminently qualified nominee” and urged the committee to quickly approve his
nomination.

Here’s what former Defense Secretary Gates, a strong manager himself, said about Mr. Johnson
and his time at DOD: “Take my word for it: [Jeh Johnson] has successfully managed an array of
major initiatives across the biggest bureaucracy in the government — and, in so doing, won the
esteem of virtually everyone with whom he worked.”

Former Chairman of the Joint Chiefs of Staff Admiral Mike Mullen has also expressed his deep
confidence in the nominee, stating, “Jeh Johnson is as fine a person and professional as I have
ever met. I am confident in his choice and that he will succeed in leading this most complex
organization at a critical time in our country.” In a similar letter, former U.S. Attorney General
Michael Mukasey added: “Johnson will bring to DHS not only experience but also a frame of

(43)
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mind that should be a source of assurance to anyone concerned with the security of this country.
He understands both the issues and the stakes, and will make an excellent Secretary.”

Mr. Johnson has also received encouraging words of praise from Fran Townsend — the former
Homeland Security Advisor to President Bush — as well as from former Secretary of Defense
Leon Panetta, Gen. John Allen, the former Commander of US forces in Afghanistan, and a
number of law enforcement groups.

Mir. Johnson, of course, will not be alone in this task of leading DHS. It is criticaily important
that Mr. Johnson be allowed to surround himself with a capable leadership team. We can help.
Indeed, we need to. Currently at DHS, there are 13 Presidentially-appointed positions that are
without a permanent replacement. Of these, nine require Senate confirmation. I call this
“Executive Branch Swiss Cheese.” As we consider Mr, Johnson’s nomination, we must
remember that protecting the homeland is a team sport and those of us in the legislative branch
are critical members of this important team. Once Mr. Johnson is confirmed, we must do our part
to expeditiously vet and — hopefully — confirm his leadership team, as well.

Before I turn to Dr. Coburn for his remarks, let me again offer to Mr. Johnson the same advice
publicly that I shared with him when we met in my Senate office recently. Eagerly seek the
counsel of former DHS Secretaries Ridge, Chertoff and Napolitano, as well as former Deputy
Secretary Lute and GAO Comptroller Gene Dodaro. They want you and the Department to
succeed. Ask for their help and don’t be shy about asking for their advice again and again. The
same should hold true for reaching out to former DOD Secretaries Gates and Panetta. They hold
you in very high esteem. They also know what you’re up against. Lean on them. Their
collective advice will prove invaluable to you as you take on the task that lies ahead of you.

In closing, let me reiterate my strong support of Mr. Johnson’s nomination and my appreciation
for his willingness to serve the people of this country in this new role. I want to call on my
colleagues — both Democrat and Republican — to join me in voting to confirm him as soon as
possible. Mr. Johnson, if you are fortunate enough to be confirmed, I look forward to working
with you in the coming months and years to better protect our homeland and its people.

#HiH
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Sen. Coburn’s Opening Statement
Nomination of Hon. Jeh C. Johnson to be Secretary, U.S. Department of Homeland Security
November 13, 2013

Thank you, Mr. Chairman. I have a rather lengthy opening statement, and I apologize for that,
but I think it's necessary in this case.

Mr. Johnson, welcome.

We've had great visits. Thank you for being here today. And I personally want to thank you for
stepping forward to fill this position. I think it is the most difficult position of all the cabinet
secretaries. I can’t think of one that comes anywhere close to it, because of the difficulties but
also because of the responsibilities.

It's clear to me that you are an honorable man from all the people that I've heard from, my
encounter my encounter in terms of your intelligence, it's far above mine and most of the
members of Congress, which is exactly what we want.

I've appreciated your commitment to being transparent with us and working with our committee
to address the fiscal and structural issues that are facing the Department of Homeland Security.

And when you are confirmed -- I'm not going to say, if, I think you're going to be confirmed -- I
surely hope we can work together through the upcoming years to fix the Department of
Homeland Security before it's broken, and to make our nation much more secure.

Some people may consider the nomination process a series of formalities, but it is important for
us to understand one's experience and qualifications.

I'm extremely disturbed by the responses to the questionnaire, because—either the legislative
staff or the White House—has cut and pasted identical answers to 23 questions in your response.
Identical responses to that of other nominees before this committee.

So they're not you're answers. They're their answers.
And the shoddy work associated with that does not serve the committee well. And I'd like to
enter these into the record now to show the duplications and exact words that have been thrown

before this committee before.

The whole purpose for the questionnaire is for us to get your thoughts, not a legislative assistant's
thought at Homeland Security or somebody at OMB's thoughts, but your thoughts.

So until those are corrected and we actually have Mr. Johnson's response, I will not consider that
his questionnaire has been completed.
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That doesn't serve Mr. Johnson well. And that's one of the problems at Homeland Security.
Sometimes the secretary is not served well by their staff. So I look forward to our hearing today,
but I also look forward to seeing those responses.

And there's nothing wrong with an “I don't know,” because we can't expect you to know
everything now. There's nothing wrong with that.

And that's the kind of footing I want to start out with. We certainly don't know a lot of answers,
and we wouldn't or couldn't expect you to know all the answers until you get into it.

You stand to be the fourth secretary of homeland security. The three previous secretaries were
highly intelligent and dedicated public servants with significant experience.

If they were here today, I would expect they would be the first to admit they have not adequately
fixed all the known challenges that face the Department of Homeland Security.

Through oversight work of both this committee and others, we've identified a series of problems
at Homeland Security's programs that [ would like to bring to your attention, and ask that you
focus on if you're confirmed.

We may not be right in our assessments, but as you and I have spoken privately, it's important
for you to get input from all sources. And so I have prepared a binder for you which I will give
you today. I don't expect you to read it in the next week or two, but it's a different viewpoint than
what you're going to hear inside the organization.

And, I can tell you for us to be successful in Congress in getting Homeland Security what it
needs, and the resources it needs, there has to be confidence in Congress on a lot of these
problems.

But let me just highlight a few of them.

First: Establish the proper balance between freedom and security.

That's a real issue at Homeland Security. The American people understand that we can't achieve
100 percent security without sacrificing some of their freedoms and Constitutional rights, but ou
goal and our responsibilities is strike the right balance.

DHS has committed to working in this privacy and civil liberties office, but our oversight work
has found that it's often unable to do so. Customs and Border Protection owns 10 cutting edge
drones and surveillance equipment for them. Before -- as required by law -- before putting those
in the air, they were supposed to do individual civil liberties and have a plan for those.

None of that was done.

It still hasn't been done.
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And if it has been done, it has not been communicated back to the committee. So that's a balance
between law and responsibility that the Department has failed on.

Second: Evaluate whether DHS's spending on counterterrorism and intelligence programs is
making us safer.

We had a terrorist attack in 2001 that led to the creation of the DHS. But after 10 years, it's not
clear that DHS' intelligence and counterterrorism initiatives are making us measurably safer.

The preparedness grants, the fusion centers are all areas that have highly questionable
effectiveness in terms of preventing further terrorism.

Third: Prove to the American people that the Department of Homeland Security can secure our
borders and enforce our nation's immigration laws,

And I understand that one of your priorities if confirmed is to prepare DHS to handle its
responsibility -- responsibilities if comprehensive immigration reform were to pass. Frankly, the
best way we could do that would be to prove to the American people that DHS is capable of
securing the border now and handling the responsibilities that they have now, which they are not.

Over the past 10 years, we've spent $90 billion border security, yet we know that our southemn
border's not secure. An independent analysis from the Council on Foreign Relations estimated
the apprehension rate at the southern border was 40 percent to 55 percent versus DHS's own
numbers of 75 percent to 80 percent.

We know that millions of people are living here in violation of our immigration laws, having
overstayed their visas, and some of those are in violation of criminal laws, as well. Yet, DHS has

done little to address that problem.

In fact, we've heard from frontline personnel that DHS is not actively enforcing our immigration
laws, including deporting people who are known to be a risk to public safety right now.

Fourth: The department needs to prove that it can work with the private sector and provide value
in addressing key threats, like cyber security, before accepting expecting responsibilities.

[ won't go into the details of that now. And 1 will try to hurry Mr. Chairman.

Fifth: The fifth area is DHS has not managed major acquisition programs effectively. And
there're many areas that we've made inquiries on that, and we have yet to get a response.

One of the things that encourages me in our conversations is the commitment that you will be
responsible and transparent to us, and yet we have waited months and sometimes years as the

committee of jurisdiction to get answers to our questions.

Sixth: The FEMA disaster declaration process needs to be fixed.
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One of the areas that we've seen marked improvement is in FEMA, which I congratulate the
department on. Another area we've seen marked improvement is the Coast Guard, which 1
congratulate the department on.

To be clear, being secretary of the Department of Homeland Security is one of the most
challenging positions in our government, and I believe you will be confirmed.

My hope is that you will in fact renew your commitment to the committee and to me personally
that you will run a transparent shop, being responsive to us and our concerns, not only giving us
an opportunity to have education from you on what the facts really are, but also to receive
information in turn on what we're seeing in the respective areas across the country.

There's too much at stake for us not to work together to fix the Department of Homeland
Security.

As Senator Carper noted, morale is at the lowest Ievel, according to surveys, of any department
within the federal govemment. That's a function of leadership, and I think you have those
qualities to instill that, to rebuild this organization and to put it in a place where it needs to be.

The American people are counting on us. But they’re going to be counting on you, and there's
simply too much at stake for us to fail.

1 hope that you will earn this committee's trust; you've earned mine thus far. And look forward to
working with you in this very important job.
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Statement of Jeh Charles Johnson
before the
U.S. Senate Homeland Security and Governmental Affairs Committee
on His Nomination to Serve as
Secretary of the U.S. Department of Homeland Security
November 13, 2013

Mr. Chairman, Ranking Member Coburn, and Senators of this Committee, thank
you for scheduling this hearing to evaluate my nomination.

Senator Menendez and Senator Booker, thank you for taking time out of your
schedules to be here for me, and for your generous words.

I'd also like to introduce my family: my wife, Dr. Susan DiMarco, my son Jeh
Charles Johnson, Jr., and my daughter Natalie Johnson. As the public officials here
know, the burdens of office are made lighter by the support and engagement of your
family.

T am honored by the trust and confidence President Obama has placed in me when
he nominated me to be Secretary of Homeland Security. 1 also appreciate the letters of
support addressed to the Committee from the law enforcement organizations, retired
senior military officers, and former officials of both the Bush and Obama
Administrations.

I respectfully submit that I am ready, willing and able to lead the Department of
Homeland Security.

I have experience in law enforcement. As a federal prosecutor in New York, I
worked with law enforcement officers of the Secret Service, what was then called the
Immigration and Naturalization Service, the FBI, the DEA, and other federal, state, and
local law enforcement agencies.

I have experience as a key member of the management team of a large and
complex government agency. For 27 months, I was part of the senior management team
of the Department of the Air Force. For four years, I was part of the senior management
team of the Department of Defense. During that time, [ sat at the right hand of, learned
from, and supported two outstanding Secretaries of Defense, Robert Gates and Leon
Panetta.

At the same time, as the senior lawyer in the Department of Defense, 1 led a legal
community of over 10,000 civilian and military lawyers.

During the four years of President Obama’s first term, I was at the center of the
development and execution of many of this Administration’s counterterrorism policies.
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Last year 1 worked closely with Secretary Panetta, as he coordinated the
Department of Defense’s contributions to the response to Hurricane Sandy.

The missions of DHS are to:

) prevent terrorism and enhance security;

2) secure and manage our borders;

(3)  enforce and administer our immigration laws;
Q) safeguard and secure cyberspace; and

(5)  ensure resilience to disasters.

If confirmed, I will vigorously pursue all of these missions -- they represent the
most basic and important services a government can provide for its people.

If confirmed, 1 will work to reinforce, among all the men and women of the
Department, the common, unifying mission that binds them together ~homeland security.

If confirmed, 1 pledge to be a champion for every man and woman of the
Department of Homeland Security, and their families. 1 will mourn the death of any man
or woman in the Department, including those killed in the fine of duty, like TSA Officer
Hermandez on November 1.

Those at the Department of Defense know that I worked hard to earn the respect
of all the men and women in uniform, from the Chairman of the Joint Chiefs of Staff and
our four-star combatant commanders, to the more junior officers and enlisted personnel
who risked their lives in special operations. My family and I spent Thanksgiving 2010 at
a military hospital in Landstuhl, Germany. 1 spent Thanksgiving 2012 with the troops at
a remote command outpost in Afghanistan, in the mountains near Pakistan. [ was
honored when an elite team of Navy Seals attended my farewell at the Pentagon.

If confirmed, I will devote time and attention to the management issues that 1
know DHS faces. As this Committee knows, there are leadership vacancies within DHS
of alarming proportions. As I speak, the department of government charged with the vital
mission of homeland security has no Secretary, no Deputy Secretary, and a number of
other senior positions are vacant. If confirmed as Secretary, my immediate priority,
starting the day I take the oath, will be to work with the White House and the Senate to
fill the remainder of these key leadership positions.

The other management challenges faced by DHS are also well known to this
Committee. If confirmed, I intend to continue the progress toward unqualified, audited
financial statements. 1 will work to get DHS off the GAO “High Risk™ list. 1 will be a
hawk when it comes to identifying fraud, waste and abuse in the use of taxpayer doliars.

If confirmed, I pledge not to shrink from difficult or controversial decisions.
Those at the Pentagon and in the field know my track record in this regard - ranging from
politically-charged matters of personnel policy to the legality of lethal force.
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If confirmed, I will work to implement all legislation enacted into law. Like
President Obama, many in Congress, the business community and most of the American
public, I support comprehensive, common-sense immigration reform. If reform is
enacted into law, I will work to prepare DHS to administer the changes in law and ensure
that DHS has the staff, resources and capability to do so.

If confirmed, I intend to be transparent with the American people about our
efforts on their behalf. While the senior lawyer for the Department of Defense I made the
extra effort to publicly explain and defend U.S. national security policies, including in
speeches at the Heritage Foundation in October 2011 and the Oxford Union in November
2012. 1 supported the declassification of the military’s counterterrorism efforts in Yemen
and Somalia, in the War Powers report submitted by the President to Congress in June
2012.

And, if confirmed, I pledge transparency and candor with Congress. Those of you
from the Armed Services Committee know that these are not just words for me. Here
again, I have a track record. From Secretaries Gates and Panetta, I learned that a little
bipartisan candor goes a long way, and promotes good will among all of us who came to
Washington for the common purpose of serving the Nation.

I have tremendous respect for the United States Senate and its prerogatives.
Thirty-five years ago [ worked in this very building as a summer intern for Senator
Daniel Patrick Moynihan. [ was an impressionable 20-year-old college student then. All
summer, [ sat in a back office with the Senator’s press secretary, Tim Russert, clipping
press, literally, running errands, and researching legislation. The experience was exciting
and formative, and it did much to inspire my public service.

There is another thing that motivates me to leave private life one more time to
accept this particular assignment.

In my family photo album is a childhood picture of me and my sister standing
next to my Dad’s red 1966 Buick convertible in what was then the public parking lot in
front of the U.S. Capitol. The most striking thing about the photo is that our car is parked
just a few feet away from the steps to the eastern front of the Capitol building. T look at
the photo today and realize that it captures a period in our history that is probably lost in
my lifetime, and perhaps forever.

September 11 and other terrorist attacks here changed all that. As I said in the
Rose Garden on October 18, I am a New Yorker and September 11 happens to be my
birthday. 1 was present in Manhattan then and was an eyewitness to the events of that
day. I know the shock and the potential for death and destruction that a breach of our
homeland security can cause. I also recall the sinking feeling of guilt and uselessness that
I personally felt, in the face of that tragedy, because I had left public service at the
Pentagon just eight months before.

September 11 changed millions of us, it changed me, and it motivates me to
answer this call to lead the men and women of the Department of Homeland Security.

I look forward to your questions. Thank you.

3
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REDACTED

HSGAC BIOGRAPHICAL QUESTIONS FOR
EXECUTIVE NOMINEES

1. Basic Biographics! Information

Please provide the following information.

October 28, 2013

Jeh Charles Johnson

Lity:
Washington
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Check All That Describe Your Current Situation:

Mever Married Married Separated Annulied Bivoreed Widowed
o X o [« [ a

Susan Maureen DiMarco
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Jeh

Charles
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Johnson

Jr.

List all post-secondary schools nttended,

2. Education

%\’@w wl

Sehool”
Morehouse | College Aﬁgust k May 1978 B.A. kMay
College 1975 1979
Columbia | University August May 1982 1D, May
Law 1979 1982
School
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3. Emplovment

(A} List all of your employment activities, including unemployment and self-employment.
If the employment activity wes military duty, list separate employment activity periods to
show each change of military duty station, De not Hst employment before your 18th

birthday unless to provide s minimuwn of two years of emplovment history,

Coivneal Banldemant
i 2o 1) R

CEmsbvent

et

Baul, Weiss, Rifiind,

Parter

Washington,

Jan 2013
Employment Wharton & Garrison,
LLP
Other Faderal Employment | Department of General ‘Washington, | Feb 2002 Do 3012
Defense Counsel DC
Nor-Government Paul, Welss, Rifkind, | Partver N, WY Jan 2001 Feb 2008
Employment Wharton & Garrison,
LLP
Other Federal Employment | Departinent of' the General Washington, | Oct 1998 Jan 2001
Air Force Counset BC
Neon-Ciovernment Baul, Welss, Rifkind, | Associate NY, NY Jun 1992 Oct 1998
Employment Wharton & Garrison, | then Partner
LLP
Non-Government Columbia University | Adjunct NY,NY Jan 1995 May 1997
Employment Law School Lecturer in
) Trial Practice
Qther Federal Hmployment | Dupariment of Justice | Assistant MY, MY Jan 1989 Dec 19591
U.5. Attorney
Non-CGovernment Paul, Weiss, Rifkind, | Associate NY,NY Nov 1984 Deo 1988
Employment Wharton & Garrison,
LLP
Noun-Govermnment Sullivan & Cromwell | Associate NY,NY Sept 1982 Ot 1984
Employment
Non-(overnment MAACP Legal Summer NY, KY Muy 1981 Aug 1981
Employment Defense & Education | intern
Fund, Inc.
Other Federal Employment | Congrossman 8 June 1980 | Aug 195D
Hamilton Fish, Jr. intern e, NY
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Unemployed Wappingers | May 1979 | Aug 1979
Falls, NY
Other Federal Employment | Senator Daniel P S W May 1978 | Aug 1978
Moyathan intern DC
Other Federal Employment | Congr $ W July 1977 July 1977
Hamilton Fish, Jr. interm DC

Non-Government
Employment

Sears & Rosbuck

LT

Falis, NY

May 1977 | June 1977

Nop-{3overnment
Employnent

Sears & Roebuck

Tay salesman

Wapplngers
Falls, NY

June 1976 | Aug 1976

(8) List any advisory, consultstive, honorary or other part-time service or positions with

federsal, state, or local governments, not listed elsewhere.

Nuwie of Goverpmunt

CiA Advisory Group to the CIA General | May 2013 Present
Counsel

2008 Presidential Team Responsible for DoD November December 2008

Transition Team 2008

4. Potential Conflict of Interest

(A) Deseribe any business relationship, desling or financial transaction whichk you have had
during the last 10 years, whether for yourself, on behalf of a client, or acting as an agent,
that could in any way censtitute or result in a possible conflict of interest in the position to
which you have been nominated,

None.
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(B) Describe any activity during the past 10 years in which you have engaged for the
purpose of directly or indirectly influencing the passage, defeat or modification of any
legislation or affecting the administration or execution of law or public policy, other than
while in a federal government capacity,

None.

5. Honors and Awards

List all scholarships, fellowships, honorary degrees, civilian service citations, military
medals, academic or professional honors, honorary society memberships and any other
special recognition for autstanding service or achievement.

To the best of my recollection:

Honorary Doctorate of Laws from Fisk University (May 2013)

Honorary Doctor of Laws from Bloomfield College (May 2012)

Blue Wave NJ National Public Service Award (April 2013)

Lotus Club Award of Distinction (Jan 2013)

Columbia Law School Assn. of Washington, DC Distinguished Alumni Award (2012)
Department of Defense Medal for Distinguishied Public Service (Dec 2012)

Department of the Navy Distinguished Public Service Award (Dec 2012)

Columbia Law School Medal for Excellence (Feb 2012)

Department of Defense Medal for Distinguished Public Service (June 2011)

Lawrenee A. Wien Prize for Social Responsibility (Nov 2009)

Practicing Attorneys Law Students Program Service Award (Nov 2009)

Milton S. Gould Award for Qutstanding Public Advocacy (Oct 2007)

Columbia Black Law Students Association Distinguished Aluminus Award (April 2005)
Benjamin E. Mays Service Award, Morehouse College (Feb-2003)

Department of Defense Decoration for Exceptional Civilian Service (Jan 2001)

Alpha Pi Alpha, Alpha Upsilon Lamba Chapter Distitiguished Leader Award (Jan 2000)
Robert H. Brisbane Award in Political Science, Morehouse College) (1979)
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6. Membershins

List 3}} memberships that you have hield in professional, social, business, fraternsl,
scholarly, civic, or charitable orgenizations in the last 10 years,

Unless relevant to your nomination, you do NOT need to include memberships in
charitable organizations gvailable to the public as a result of a tax deductible donation of
$1,000 or less, Parent-Teacher Associstions or other organizations connected to schools
attended by your children, athletic clubs or teams, automobile support srganizstions (such
as AAA), discounts clubs (such as Groupon or Sam’s Club), or affinity
memberships/consumer clubs (such as froguent fiyer memberships).

Hemeul Orzal Ve mnomeimrie)
Sigma Pi Phi Fratemity 1996 to present Archon
Bradford Swim & Tennis 2003-2009 Member
Chab, Cedar Grove, NJ
Morehouse Collegs Alumni 1979 to present Member
Association :
Nisi Prius, New York, NY 2004 to present Member
American College of Triat 2004 to present Fellow
Lawyers
Rockefeller Center Club, New | 2001.2009 Member
York, NY
Council on Foreign Relations, | 2001 to present Member
New York, NY
Federal Bar Couneil, White 1983 (approx.} to present Member
Plains, NY
New York City Bar 1982 {approx.} to present Member
Association
New York State Bar 1982 (approx.) t¢ present Member
Assaciation
American Bar Association 1982 (approx.) to present Member
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DC Bar | 1998 to present Member
Arnerican Law Institute, 2001 to present Member
Philadelphia, PA

New York State Bar 20062009 Fellow
Foundation

ABA Standing Commitise on | 2013+ to present Member

the Federal Judieiary

Franklin & Eleanor Roosevelt | 2005:2009 Membir, Hoard of Governors
Institute

Fund for Modem Courts, 3005-2009 Director

National Instituie of Mitary | 2005-2009 ‘ Board of Advisors
Justice

New York Community Trust | 2002-2005 Trustee

and

Adelphi University 2001-2003 Trustee

Delta Research & Education | 2007-2009 Trustee

Fund

7. Politieal Activity

{A) Have you ever heen & candidate for or been elected or appeinted fo a political office?

2008

Mﬁé@éga&e, Pramocmtic

Convention
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(B} List any offices held in or services rendered to a political party or election committee
during the last ten years that you have not listed elsewhere,

£ Pax i . ﬁ&we { :

Obama for America | National Finance Fundraising, advisor, 2007-2008

Committee, Advisor, lawyer, delegate, surrogate

Lawyer, Delegate, TV and appearances,

Volunteer canvassing
John Kerry for Volunteer, Lawyer Volunteer, lawyer, 2003-2004
President, Inc, surrogate TV and

appearances, fundraising

(C) ltemize all individusl political contributiops of $200 or more that you have made in the
past five yeers fo apy individual, campsign organizetion, political parfy, political action
commities, or similar entity. Please list each individual contribution and net the total
amount contribuled to the person or entity during the yesr.

None,

Mg of Resiplent - : b Amoapt -
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8. Publications and Sneeches

[ have done my best to identify titles, publishers and dates of books, articles, reports or other
published materials and formal or relevant speeches, including a thorough review of personal
files and searches of publicly available electronic databases. Despite my searches, there may be
other materials | have been unable to identify, find or remember. I have located the following:

(A) List the titles, publishers and dates of books, articles, reports or sther published
materials that you have written, including articles published on the Internet, Please provide
the Committee with copies of all listed publications. In lieu of hard copies, electronic copies
can be provided via e-mail or other digital format.

Report of the Comprehensive | Department of Defense November 30, 2010
Review of the Issues
Associated with a Repeal of
“Don’t Ask, Don’t Tell”

“Mock Juries, Why Use Litigation Magarine January 2009 (est)
Them?”

(B) List any formal speeches you have delivered during the last five years and pravide the
Committee with copies of those speeches relevant to the position for which you have been
nominated. Include any testimony to Congress or any other legislative or administrative
body. These items can be provided electronically via e-mail or other digital format.

TiteTonic ﬁ,\ &’ wdlence i i Gf

Fisk University Nashville, TN T TMay 6, 2013
Commencement address:
“Faith and Future”

Keynote address at the Center | New York, NY March 18, 2013
on National Security, Fordham
Law School “Drone Court”

Keynote address at Harvard Cambridge, MA March 2, 2013
Law School BLSA
Conference: “Their Cause is
Qur Cauge”

*“The Conflict Against al The Oxford Union, England November 30, 2012
Qaeda and its Affiliates: How
Will it End?”

10
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LGBT Pride Month Event The Pentagon June 26, 2012
Keynote Event: “A

Remarkable Story”

Acceptance of Honorary Bloomficid College May 24, 2012
Degree

Dean’s Lecture, Yale Law New Haven, CT February 22, 2012
School

Acceptance Speech, Medal of | New York, NY February 3,2012

Excellence Award Luncheon

Prepared testimony on the
subject of the proposed
“National Guard
Empowerment and State-
National Defense Integration
Actof 2011

Senate Armed Services
Committee

November 10, 2011

Speech on national security Heritage Foundation, October 18, 2011
law Washington, DC

Prepared statement of William | House Armed Services March 17, 2011
J. Lynn, Deputy Secretary of | Committee

Defense, and Jeh Charles

Johnson, General Counsef of

the Department of Defense on

the subject of U.S. detention

policy

Keynote remarks at the Martin | The Pentagon Japmary 13, 2011

Luther King, Jr. Observance
Day

Prepared testimony on “Don’t
Ask, Den’t Tell”

Senate Armed Services
Comunittee

December 2, 2010

Statement at press gvailability
on the Report of the
Comprehensive Review of the
1ssues Associated with a
Repeal of “Don’t Ask, Don’t
Tell”

The Pentagon

November 30, 2010

“Bvolutions in Law, and the
Consistent Application of Law
to Meet Evolving Threats”

Naval Academy

November 17, 2010

“Evolutions in Law, and the
Consistent Application of Law
to Meet Evolving Threats™

West Point

November 1, 2010

11
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Accompanying withess House Armed Services March 3, 2010
without prepared testimony Committee

for hearing entitled “Don’t

Ask Don’t Tell”

“Answering the Call” Speech to freshman class at October 22, 2009

Morelicuse College, Atlanta,
GA

Speech on national security ABA Committee on Law and | September 10, 2009
law National Security,
‘Washington, DC

Luncheon speaker at the
Public Contract Law Section
of the ABA

ABA Convention, Chicago, 1L

August 1, 2009

Prepared Testimony House Judiciary July 30, 2009
“Propesals on Reform to the | Subcommittee on the
Military Commission System” | Constitution, Civil Rights and

Civil Liberties
Prosecuting Terrorists: Senate Judiciary July 28, 2009
Civilian and Military Trials Subcommittee on Terrorism
for GTMO and Beyond and Homeland Security
Prepared Testimony House Armed Services July 24, 2009
“Reforming the Military Commitiee
Commissions Act of 2006 and
Detainee Policy”
Paul Weiss Diversity Event New York, NY July 22, 2009
Prepared testimony on Senate Armed Services July 8, 20609
military commissions reform | Comsmittee
High school commencement | Roy C. Ketcham High School, | June 27, 2009
address Wappingers Falls, NY
Air Force JAG “Dinning Out” | Washington, DC April 3, 2009
Keynote address at a national | Georgetown Law School March 19, 2009
security law conference
Testimony in connection with | Senate Armed Services January 15, 2009

nomination to be General
Counsel of the Department of
Defense

Committee

Opening Remarks John
Gardner Lifetime
Achievement Award

New York, NY

December 2, 2008

12
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Rermarks at Air Force JAG Atlanta, GA Cetober 25, 2007
Keystone Conference

Remarks at a reception New Yori State Supreme June 1, 2006
honoring Mark Alcett, Court, New York, NY

incoming president of the New
York State Bar Association

Martin Luther King, Ir. Day Chubb Insurance January 13, 2006
address headquarters, Warren, NJ

Speech to the 117 Annual Paul | Columbia University, New April 1, 2005
Robeson Dinner York, NY

Testimony on behaif of Robert | New York State Senate, Jaruary 12, 2004
S. Smith, nominee to the New | Albany, NY

York State Court of Appeals

{C) List all specches and testimony you have delivered in the past ten years, except for
those the text of which you are providing to the Committee.

‘ “g“?!?%&;: . ‘ 5

Nomination acceptancé s‘;‘neech The White House qulx}%v 18,3013

for DHS Secretary

Legal Reflections on the Past, | The Carnegie Council May 23, 2013
Present, and Puture of
National Security

On Being a National Security | Farvard University April §, 2013
Lawyer

Address by Defense NY Bar Association February 24, 2011
Department General Counsel
Jeh Johnson

13
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9. Criminal Histo
Sinee (and including) your 18™ birthday, has any of the following happened?
Have you been issued a summons; citation, or ticket to appear in court in a criminal
proceeding against you? (Exclude citations involving traffic infractions where the fine was,
less than $300 and did not include alechol or drugs.)
Yes.

Have you been arrested by any police officer, sheriff, marshal or any other type of law
enforcement official?

No,

Have you been charged, convicted, or sentenced of a crime in any court?

No.

Have you been or are you currently on probation or parole?

No.

Are you currently on trial or awaiting a trial on criminal charges?

No.

To your knowledge, have you ever been the subject or target of a federal, state or local
criminal investigation?

No.

If the answer to any of the questions above is yes, please answer the questions below for
each criminal event (citation, arrest, investigation, etc.). If the event was an investigation,
where the question below asks for information about the offense, please offer information
about the offensc under investigation (if knawn).
A) Date of offense: July 2008

a. Isthisan estimate (Yes/No): Yes.

B) Description of the specific nature of the offense:

14
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| received a speeding ticket on Route 3 in Clifton, NJ. My recollection is that the fine
was-over $300.

C) Did the offense involve any of the following?

1} Domestic violence or a crime of violence (such.as battery or assault) against your
child, dependent, cohabitant, spouse, former spouse, or someone with whom you
share a child in common: No.

2) Firearms or explosives: No.

3) Alcohol or drugs: No.

D) Location where the offense occurred (city, county, state, zip code, country):

Clifton, New Jersey, Hunterdon County, 08809, USA

E) Were you arrested, summoned, cited or did you receive a ticket to appear as a result of this
offense by any police officer, sheriff, marshal or any other type of law enforcement official:
Yes.

1) Name of the law enforcement agency that arrested/cited/summoned you: Clifton, NJ
Police Department.

2) Location of the law enforcement agency (city, county, state, zip code, country):
Clifton, New Jersey, Hunterdon County, (8809, USA

F) As aresult of this offense were you charged, convicted, currently awaiting trial, and/or
ordered to-appear in court in a criminal proceeding against you;: No, 1 paid the fine.

1) If yes, provide the name of the court and the location of the court {city, county, state,
zip code, country):

2) M yes, provide all the charges brought against you for this offense, and the outcome
of each charged offense (such as found guilty, found not-guilty, charge dropped or
“nolle pros,” etc). If you were found guilty of or pleaded guilty to a lesser offense, list
separately both the original charge and the lesser offense:
3) If mo, provide explanation: I paid the fine.
G) Were you sentenced as a result of this offense: No.
H) Provide a description of the sentence: N/A

) Were you sentenced to imprisonment for a term exceeding one year: No,

1) Were you incarcerated as a result of that sentence for not less than one year: No.

15
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K) If the conviction resulted in imprisonment, provide the dates that you actually were
incarcerated: N/A

L) If conviction resulted in probation or parole, provide the dates of probation or parole: N/A

M) Are you currently on trial, awaiting a trial, or awaiting sentencing on criminal charges for
this offense; No,

N) Provide explanation: N/A

16
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18. Civil Litization and Administrative or Legislative Procesdings

(A) Since (and including) your 18th birthday, have you been'a party to any public record
civil court action or sdministrative or legiglative procecding of any kind that resulted in (1)
a finding of wrongdeing against vou, or (2) & settlemient agreement for you, or some other
person or entity, fo make a payment to vettle allegatinns against you, or far you to take, or
refrain from taking, some action. Do NOT iuclude smiall claims procesdings.

None.

{B)In addition to-those listed above, have you or any business of whick you were an officer,
director or owner ever been invelved as 2 party of interest in any administrative agency
proceeding or eivil litigation? Please identify and provide details for any proceedings or
civil litigation that invelve actions taken or omitfed by you, or alleged to hove been taken or
omitted by you, while serving in your official capacity.

April 8, 1991

Texas
state court

~ Danny Nkukgem

vs myself and
various other
federal officials
in our official
capacities

Civil lawsuit

The matter was |

subsequently
dismissed 1992
(est.)

17
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{C) For responses to the previous guestion, please identify and provide detalls for any
proceedings or civil Htigation that involve actions taken or omitted by you, or alleged to
have been tokien or omitted by you, while serving in your official capacity. The lawsuit was
a frivolous pro se action against me (as the AUSA prosecuting Mr, Nugent), the trial judge, the
U.S. Supreme Court, the Congress and numerous others,

11. Breach of Professional Ethics

(A) Have you ever been disciplimed or cited for & breach of ethics or unprofessional conduct
by, or been the subject of 2 complaint to, any court, administrative ageney, professional
association, disciplinary committes, or other professional group? Exclude cases and
proceedings already listed.

égw&vfg asouiation

4

FBl and £D0OJ
Office of
Professional
Responsibility

1997 It a;&pmxj

Complaint that, while 2

prosecutor, the government
witnesses we utilized had all
conspired to lie about the
defendant, in United States
v Occhipinti (SD.N.Y.) No.
91-cr-0168

Allegations
determined to be
unfounded

Departmental Nov 10, 1993 Complaint that 1 “harassed” | Commitfee determined
Disciplinary an adversary in a civil to take no action on
Committee of the dispute by sending hera March 28, 1994

NY State Supreme threatening, overly

Court, First aggressive letter (No, 93~

Department 2941,

Departmental March 1996 A woman named Laura The complaints were
Disciplinary Goldmarn, who was dismissed, and Ms,

Committee of the
NY State Supreme
Court, First
Department

blackmailing a client of my
firm filed a complaim
against me and my pariner
Arthur Liman alleging a
variety of things stemming
from our representation of
the client (Nos. 96-460, 96-
461).

Goldman was
subsequently
prosecuted and
convicted of extorting
and threatening to kill
the client.

(B) Have you ever heen fired from a job, quit & job after being told you would be fired,; left
a job by mutual agreement following charges or allegations of misconduct, left a job by

18
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mutual agreement following notice of unsatisfactory performance, or received a written
warning, been officially reprimanded, suspended, or disciplined for misconduct in the
workplace, such as violation of a security policy?

No.

12. Tax Compliance
(This information will not be published in the record of the hearing on your nomination,
but it will be retained in the Committee’s files and will be available for public inspection.)

REDACTED
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REDACTED

13. Lobbying

20
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In the past ten years, bave you registered as a lobbyist? If so, please indicate the state,
federal, or local bodies with which you have registered (e:g:,, House, Senate, California
Secretary of State).

In 2007,  briefly registered as a lobbyist with the New York City government on

behalf of a law client. Upon further research, | determined that it was not
necessary for me to register, and } promptly dé-registered.

14. Qutside Positions

See OGE Form 278. (I, for your nomination, you have completed an OGE Form 278
Executive Branch Personnel Public Financial Disclosure Report, you may check the box here to
complete this section and then proceed to the next section.)

For the preceding ten ealendar years aud the currvent calendar year, report any positions
held, whether compensated or not. Positions include but are not limited to those of an
officer, dirvetor, trustes, gencral partner, proprietor, representative, employee, or
comsuitant of any vorporation, firm, pavtuership, or other business enterprise or any non-
profit organization or educational ipstitution. Exclude positions with religious, social,
fraternal, or political entities and those solely of an honorary nature.

. Eﬁéggxé‘ggg S

21
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15. Agreements or Arransements

g See OGE Form 278. (If, for your nomination, you have completed an OGE Form 278
Executive Branch Personnel Public Financial Disclosure Report, you may check the box here to
complete this section and then proceed fo the next section.)

As of the date of filing your OGE Form 278, report your agreements or arrangements for:
(1) continuing participation in an employee benefit plan (e.g. pension, 401k, deferred
compensation); (2) continuation of payment by a former employer (including severance
payments); {3} leaves of shsence; nnd (4) future employment.

Provide informution regarding any agreements or arrangements you have cooeerning (1)
future emplovment; (2) a leave of absence during your period of Government service; (3)
continuation of payvments by a former emplover other than the United States Government;
and (4) continuing participution in an employee welfare or benefit plan maintained by 2
former employer other than United States Government retirement benefits.

Statueand Fermsaf Any U e
Aisumentor Arraneement i Parties

22
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16. Additiopal Financial Data

All information reguested underthis heading must be provided for yourself, your spouse,
and your dependents. (This information will not be published in the record-of the hearing
on your nomination, but it will be retained in the Committee’s files and will be available for
publie inspection.)

REDACTED
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United States A

' 2 Office of Government Ethics
L2 1201 New York &venue, WW, Suire 500

Washingron, DC 20005-3917

HOY - § 2613

The Honorable Thomas R. Carper

Chairman

Committee on Homeland Security
and Governmental Affairs

United States Senate

Washington, DC 20510

Dear Mr, Chaitman:

In accordance with the Ethics in Government. Act of 1978, Tenclose a copy of the
financial disclosure report filed by Jels C. Jolnson, who has been nominated by President Obama
for the position of Secretary of the Department of Homteland Security.

We have reviewed the report and have obtained advice from the agency conceming any
possible conflict in light of its functions and the nominee’s proposed dutics. Also enclosed is an
ethics agreement outlining the actions: that the nominee will undertake to avoid conflicts of
interest. Unless a date for compliance is indicated in the cthics agreement, the nominee must
fully comply within three months of confirmation with any action specified in the ethics
agreerent.

Based thercon, we believe that this nominee is in compliance with applicable laws and

regulations governing conflicts of interest.
Sincerely,
e {/ .

Walter M. Shaub, Jr.
Director

Enclosures REDACTED
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October 29, 2013

Joseph Maher

Designated Agency Ethics Official
Department of Homeland Security
Washington, D.C. 20528-0485

Dear Mr. Maher,

The purpose of this letter is to describe the steps that I will take to avoid any actual or
apparent conflict of inferest in the event that [ am confirmed for the position of Secretary,
Department of Homeland Security,

As required by 18 U.S.C. § 208(a), I will not participate personally and substaniially in
any particular matter that has a direct and predictable effect on my financial interests or those of
any person whose interests are imputed to me, unless I first obtain a written waiver, pursuant to
18U.8.C. § 208(b) (1), or qualify for a regulatory exemption, pursuant to 18 U.S.C. § 208(b) (2).
I understand that the interests of the following persons are imputed to me: any spouse or minor
child of mine; any general partner of a partnership in which I am a limited or general partner; any
organization in which I serve as officer, director, trustee, general partner or employee; and any
person or.organization with which I am negotiating or have an arranigement concemning
prospective employment.

Upon confirmation, I will withdraw from my position as a partner with the law firm of
Paul, Weiss, Rifkind, Wharton & Garrison, LLP. For a period of one year after my withdrawal, 1
will not participate personally and substantially in any particular matter involving specific parties
in which the firm is a party or represents a party, unless I am first authorized to participate,
pursuant to 5 C.F.R. § 2635.502(d): 1will not participate personally and substantially in any
particular matter involving specific parties in which a former client of mine is a party or
represents a party for a period of one year after I last provided service to that client, unless I am
first authorized to participate, pursuant to 5 C.F.R. § 2635.502(d).

In addition, I will continue to participate in the Paul, Weiss, Rifkind, Wharton &
Garrison, LLP defined benefit pension plan. I will not participate personally and substantially in
any particular matter that has a direct and predictable effect on the ability or willingness of Paul,
Weiss, Rifkind, Wharton & Garrison, LLP., to provide this contractual benefit, unless I first
obtain a written waiver, pursuant to 18 U.S.C. § 208(b)(1), or qualify for a regulatory exemption,
pursuant to 18 U.S.C. § 208(b)(2).
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1 have been advised that this ethics agreement will be posted publicly, consistent with §
U.S.C. §552, on the website of the U.S. Office of Government Ethics with other ethics
agreements of Presidential nominees who file public financial disclosure reports.

Finally, I understand that as an appointee I am required to sign the Ethics Pledge (Exec.
Order No. 13490) and that T will be bound by the requirements and restrictions therein in
addition to the commitments that I have made in this and any other ethics agreement.

Sincerely,




1.

3.
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U.S. Senate Committee on Homeland Security and Governmental Affairs
Pre-Hearing Questionnaire for the Nomination of
Jeh Johnson to be
Secretary of the Department of Homeland Security

I. Nomination Process and Conflicts of Interest

Why do you believe the President nominated you to serve as Secretary?

1 believe President Obama nominated me to serve as Secretary of Homeland Security
because [ agree with him that our government’s “most solemn responsibility is the safety and
security of the American people.” I also believe the President nominated me because of my
track record in national security (as General Counsel of the Department of Defense and
General Counsel of the Department of the Air Force) and in law enforcement (as a federal
prosecutor). The President knows that while I was part of the senior leadership team at the
Defense Department, [ had the opportunity to observe and assist Secretaries Gates and
Panetta lead that very large bureaucracy, and he knows that while there I earned the trust and
respect of our men and women in uniform ranging from the Joint Chiefs of Staff, our
combatant commanders, to more junior officers and enlisted personnel in special operations.
Finally, the President knows he can count on me, if I am confirmed, for honest,
unencumbered advice, strong leadership, and a forthcoming working relationship with those
on both sides of the aisle in Congress.

Were any conditions, express or implied, attached to your nomination? If so, please
explain.

No.

Have you made any commitments with respect to the policies and principles you will
attempt to implement as Secretary? If so, what are they and to whom have the
commitments been made?

No.

If confirmed, are there any issues from which you may have to recuse or disqualify
yourself because of a conflict of interest or the appearance of a corflict of interest? If so,
please explain what procedures you will use to carry out such a recusal or
disqualification.

In the event of potential conflicts of interest, I would consult the Department of Homeland
Security’s Designated Agency Ethics Official (DAEO). Any conflicts of interest would be
resolved in accordance with the terms of an ethics agreement that [ have entered into with the
DAEO and that has been provided to this Committee by the Office of Government Ethics.

11. Backeround of Nominee
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S. 'What specific background and experience affirmatively qualifies you to be Secretary?

I have had considerable experience in national security and in law enforcement. I was an
Assistant United States Attorney in the Southern District of New York (1989-1991), General

- Counsel of the Air Force (1998-2001), and General Counsel of the Department of Defense
(2009-2012).

Most recently, for the four years I was General Counsel of DoD. 1was part of the inner
circle of the senior management of DoD, the largest and most complex agency in our
government. During that time, I worked closely with two Secretaries of Defense, Robert
Gates and Leon Panetta. I observed their management style and helped them execute it. As
the lawyer for DoD, I was one of the few people required to sign off on almost all of the
action items that flowed to the Secretary for approval — whether it was a condolence letter, a
change in personnel policy, a troop deployment, or a sensitive military operation. I sat in on
and participated in almost every discussion of consequence. Both Secretaries Gates and
Panetta looked to me for my views on matters that were not squarely in the legal lane, and
often depended upon me to take the lead on implementing many of their decisions.

At the same time, as the senior lawyer in the Department of Defense, I was the leader of a
legal community of over 10,000 civilian and military lawyers.

I also worked hard to earn the respect of all the men and women in uniform, from the
Chairman of the Joint Chiefs and our four-star combatant commanders, to the more junior
officers and enlisted personnel who risked their lives in special operations. I spent last
Thanksgiving with the troops at a remote command outpost in Afghanistan, in the mountains
near Pakistan. In 2010, my family and I spent Thanksgiving at the military hospital in
Germany.

At DoD, I did not shrink from difficult or controversial decisions.

Finally, as a New Yorker present in Manhattan on September 11, 2001, I am motivated to
accept responsibility of our homeland security. I agree with the President that our
government’s “most solemn responsibility is the safety and security of the American people.”

6. How would you describe your leadership and management style? What past
experiences do you believe best demonstrate your approach and style in personnel
management?

I delegate where I believe I can. I try to give competent subordinates the space and
motivation to do their jobs, and believe strongly in saying “thank you” for a public service
job well done, and building morale. At the same time, I am very hands on with regard to
difficult decisions and matters of great concern to the President, Congress, and the public. I
believe knowledge is power, and in being well prepared for meetings in the White House
Situation Room and elsewhere.
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While General Counsel of DoD, I made an extra effort to earn the trust and support of men
and women in uniform, and would do the same with respect to all personnel within DHS. At
DoD, I spent considerable time in the field learning how military operations were executed,
and the risks and the training that went into them. Ultimately, I believe the military respected
the legal judgments I made on operations, including those where the answer was “no.”

I'had a good working relationship with Congress and staff, and would want the same at DHS.
At DoD, I was responsive to the questions from the Hill and made sure Members and staff
understood the manner in which I construed the legal authorities provided.

Finally, I made the extra effort to publicly explain and defend the legal architecture for U.S.
national security policies, including in speeches at the Heritage Foundation in October 2011,
Yale Law School in February 2012, and the Oxford Union in November 2012.

. If confirmed, what experiences and lessons learned from your time in private practice
and government will you bring te the position of Secretary?

As a lawyer in private practice, I have learned the ability to master a very complex subject
quickly, and understand it as well as my clients and subordinates. As a lawyer in both
private practice and in government, 1 also believe I have developed a strong sense of right
and wrong. As General Counsel of the Department of Defense, I was the legal advisor to two
Secretaries of Defense, Robert Gates and Leon Panetta. I observed their management style
and helped them execute it. Isat in on and participated in almost every discussion of
consequence. Both Secretaries Gates and Panetta looked to me for my views on matters that
were not squarely in the legal lane, and often depended upon me to take the lead on
implementing many of their decisions.

From the perspective of both private practice and public service, I learned to appreciate the
sacrifices of those in public service, and have always been grateful for those sacrifices.

. Please describe your experiences in management. What is the largest number of people
that have worked for you? How have your past experiences prepared you to manage
an approximately 240,000 person Department?

As General Counsel of the Department of the Air Force, I was responsible for the legal work
of about 3,000 lawyers. My immediate staff was about 60-70 lawyers. As General Counsel
of the Department of Defense, I was responsible for the legal work of over 10,000 lawyers.
My immediate staff was about 200 lawyers. As General Counsel of DoD, I was also part of
the Secretary’s inner circle that helped him manage the Department of Defense. I met with
him almost daily for this purpose. 1 was one of the few people required to sign off on almost
all of the action items that flowed to the Secretary for approval. Like the Secretary, every
component of DoD was within my area of responsibility. I sat in on and participated in
almost every discussion of consequence. Both Secretaries Gates and Panetta looked to me
for my views on matters that were not squarely in the legal lane, and often depended upon me
to take the lead on implementing many of their decisions.
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Please give examples of times in your career when you disagreed with your superiors
and aggressively advocated your position. Were you ever successful?

My professional obligations as a lawyer preclude me from disclosing specific, private legal
advice I provided. Over the course of my career I have not hesitated to advocate my views,
including to superiors and clients who, at times, have disagreed. Sometimes I have
succeeded in persuading them, at other times, I have not.

Please list and describe examples of when you made politically difficult choices that you
think were in the best interest of the country.

1. Thereport and findings General Ham and I made concerning the risks of repeal of Don’t
Ask, Don’t Tell on overall military effectiveness, which were made public in November
2010.

2. Legal guidance to military chaplains on the issue of gay marriage in 2011, advice which I
believe was compelled by the First Amendment.

3. Urging the reform of the military commissions system at Guantanamo Bay in 2009; many
believed the system should have been discarded entirely.

4. My speech at the Oxford Union in England in November 2012: “The conflict against al
Qaeda and its affiliates, how will it end?

IIL. Role of the Secretary

A number of the Presidential Policy Directives (PPDs) and Homeland Security
Presidential Directives (HSPDs) issued by President Obama and President Bush
implement or elaborate on the responsibilities given the Secretary of Homeland
Security under the Homeland Security Act of 2002.

a. Have you reviewed the existing PPDs and HSPDs?

Yes, I have reviewed a number of them and am generally familiar with their contents. In
addition to this preliminary review, if confirmed, I will undertake a more in-depth review
of these Directives.

b. Are the roles and responsibilities of the Secretary of Homeland Security described
by these PPDs and HSPDs consistent with your view of the appropriate role of the
Secretary of Homeland Security?

As noted, my familiarity with these directives at this point is still quite general.
However, if confirmed, I will review these critical documents with the Department’s
interagency partners to determine whether the existing PPDs and HSPDs accurately and
appropriately delineate the role of the Secretary in the overall homeland security
enterprise. My primary goal in this review will be to ensure that these Directives provide
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the Secretary with adequate authority and resources to satisfy the broad statutory mission
of the Department and to work effectively with the Department’s many federal, state,
local, tribal, and private sector partners in protecting the homeland,

¢. What, if any, PPDs or HSPDs, if any, would you recommend be modified or
rescinded?

My knowledge of the PPDs and HSPDs is not at this point extensive enough to offer an
informed answer to this question. If confirmed, [ intend to review these Directives in
greater detail. My recommendations for modifications or other changes to existing PPDs
or HSPDs will come after I complete this review. I welcome the Committee’s views on
this subject as well.

d. What additional topics do you believe it would be useful for PPDs to address?

That is another question I intend to address when, if confirmed, I review all existing
Directives in greater detail and in conjunction with the Department’s interagency
partners. 1 welcome the Committee’s views on this subject as well.

12. In many areas, the responsibilities of the Department of Homeland Security (DHS or
the Department) intersect with those of other cabinet departments. For example, work
on biodefense and threats to public health may have to be coordinated with the
Department of Health and Human Services; intelligence analysis may have to be
coordinated with other members of the intelligence community; critical infrastructure
protection involves working with other agencies that may be leads for particular
infrastructure sectors; disaster response often requires calling on the assets of a range
of other agencies; agrosecurity involves coordination with the Department of
Agriculture; matters implicating issues of national defense and law enforcement,
respectively, may require the involvement of the Departments of Defense and Justice;
and the efforts of the Department’s Domestic Nuclear Detection Office to prevent a
nuclear terrorist attack involves the coordination of the work of several federal
agencies. How do you view the role of DHS vis-a-vis other cabinet departments?

I agree with the assessment in the question. The Secretary of DHS must be prepared to work
extensively in the interagency with others that share aspects of DHS’s mission and where
DHS supports implementation of the missions of other departments. In four years as General
Counsel of DoD, I have had extensive experience with interagency consultation and
collaboration. DHS coordinates the protection, prevention, mitigation, and recovery from a
wide range of threats, including natural disasters and cyber incidents in both the .com and
.gov worlds. FEMA has the lead role to coordinate the federal government’s response to

- disasters. DHS is also the lead coordinating U.S. government agency in a number of contexts
involving threats to the homeland. Iam prepared to provide leadership in that regard.

13. What are the highest priority items you intend to focus on if confirmed as Secretary of
Homeland Security? What do you hope to accomplish during your tenure as Secretary?



84

First, there is a leadership vacuum within DHS of alarming proportions. DHS has no
Secretary, no Deputy Secretary, and vacancies in a number of other senior-level positions. If
confirmed as Secretary, my immediate priority will be to be push to fill the remainder of
these key leadership positions.

Second, there are other management challenges faced by DHS well known to this
Committee. Morale is low in many parts of the Department. If confirmed, I will push to
continue the progress toward resolving the issues cited by GAO in its February 2013 “High
Risk Series” report. Iwill work toward a more mature and effective procurement process,
identify inefficiencies in headquarters functions, better integrate the 13 different accounting
systems, and continue to work toward unqualified audited financial statements. I realize that,
if confirmed, I must devote time and energy to these matters, by drawing upon best practices
at other agencies, and, in some cases, from the private sector.

Third, the counterterrorism mission: I believe we have crossed into a new phase in the
terrorists threats we face. We found bin Laden, we have degraded al Qaeda’s core, but in my
time at DoD we saw the rise of al Qaeda affiliates who attempted on numerous occasions to
export terrorism to the homeland. The terrorist threat against the United States has become
even more diffuse and harder to detect; it is not limited to those who follow conventional al
Qaeda chains of command, or train at overseas al Qaeda camps, like the underwear bomber
from Christmas Day 2009. We see more cases of self-radicalization. If confirmed, I will
remain vigilant in detecting terrorist threats against the homeland. For example, I believe
that one of DHS’s many counterterrorism priorities should be to better detect what the
experts call “broken travel” outside the United States. We must do a better job, in
partnership with foreign governments, of tracking the foreign travel of suspicious individuals
before they return to the United States.

Fourth, border security: I welcome the doubling of the number of border patrol agents from
10,000 to 20,000 since 2004 and the deployment of proven, effective technology tailored to
the operational needs of its agents on the ground. There has been a decline in the number of
border arrests, from a high of about 1.6 million in 2000 to 365,000 in 2012. I am advised
that the decline is due to three things: (i) our increased border presence, (ii) the decline of
Jjob opportunities in the United States, and (iii) the improving economy in Mexico. As the
U.S. economy improves, we need to continue to improve border security. I will work to
continue to secure the land and maritime borders, strengthen and improve infrastructure at
ports of entry, and expand smart enforcement efforts in partnership with border communities
and law enforcement.

I am pleased to see that the Border Security, Economic Opportunity, and Immigration
Modernization Act included similar provisions that would help us accomplish these efforts.
These provisions will allow us to sustain and build on our progress and ensure a border
region that is safe and thriving.

Fifth, safeguarding and securing cyberspace: From my experience as General Counsel of the
Department of Defense, I am acquainted with the cyber threats to our Nation, and our own
government’s cyber capabilities to respond. The cybersecurity threat is real. DHS
coordinates the protection, prevention, mitigation, and recovery from cyber incidents in both

6
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the .com and .gov worlds. If confirmed, I pledge to be a visible leader in this effort.

Sixth, I am familiar with FEMAs role as coordinator of the U.S. response to disasters. I
understand the importance to the American public of a government that can respond quickly
and effectively to their urgent needs in times of a disaster. Under the leadership of
Administrator Craig Fugate, I believe FEMA has come a long way from the days of Katrina
in its ability to coordinate the government’s response to natural disasters. If confirmed, a
priority for me will be to continue this progress.

Seventh, I support common-sense immigration reform. I believe that common-sense reform
must be comprehensive and include provisions that allow the federal government to continue
efforts to strengthen our border security, crack down on employers who hire undocumented
workers, and modernize the immigration system itself. I also believe that, as part of reform,
undocumented immigrants should have a clear path to earned citizenship in this country. If
comprehensive reform is enacted, and if I am confirmed, a priority for me will be the
implementation of that reform. I will work to prepare DHS to administer the changes to the
law and ensure that DHS has the staff, resources, and capability in place to successfully
implement immigration reform. I will support continuing efforts to strengthen and focus
interior enforcement and improve the legal immigration system so that it serves individuals,
workers, business, families, and others within the confines of the law. These are important
goals of the agency that should continue irrespective of the enactment of legislative reform. I
will also work to improve the immigration system generally.

14. If confirmed, how will you work towards aiding the President in nominating qualified
individuals for the Senate-confirmed vacancies at the Department, the majority of
which fall within the jurisdiction of this Committee?

If confirmed, this will be a top priority, as noted above. Iwill work to identify qualified
individuals, not just from within DHS, but from the private sector and in other agencies of
government. Many people in the private sector have approached me about going into public
service. Ibelieve there are many good people who want to serve the country. We just need
to identify and recruit them.

15. One of the challenges facing the DHS Secretary is balancing the competing interests
and priorities of the Department’s components. How will you work to ensure areas of
overlapping responsibility do not result in inter-agency jurisdictional turf wars?

Each of the components have a piece of the homeland security mission. While the
components must continue to implement their statutory requirements, I will look across the
department to maximize coordination in overlapping areas and adjudicate conflicts between
components as they arise.

16. What lessons learned during your tenure as General Counsel at the Department of
Defense can help you establish or maintain and manage effective working relationships
with all DHS components and with other agencies?
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As General Counsel of DoD, I had the opportunity to be part of a management team that
supported two great Secretaries of Defense, Robert Gates and Leon Panetta. I watched the
two of them forge and maintain effective working relationships with the various DoD
components, including the Army, Navy, Air Force, and Marine Corps, through regular
engagement, staff meetings, and clear and honest messages. I intend to emulate much of
their management styles. For myself, I also worked hard to earn the trust and respect of the
men and women in uniform. I believe I was successful.

What actions will you take to ensure better cohesion and cooperation among all DHS
components?

I do not believe that more bureaucracy at the DHS headquarters level is necessary to
accomplish this task. However, I believe that regular and on-going coordination on matters
ranging from policy to operations promotes a mission-focused workforce, while also being
respectful of the distinct cultures, tasks, and strong leadership at the component level.

‘What role do you believe the rule of law should play generally in our nation and, if
confirmed, specifically in the execution of your duties as Secretary of the Department of
Homeland Security?

1 firmly believe that adherence to the Constitution and laws are paramount, over and above
political loyalty or expediency. In the long run, there is a huge cost to a failure to adhere to
the rule of law, and erosion to the credibility of leadership if the public perceives a lack of

dedication to the rule of law.
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IV. Policy Questions

Policy, Management, and Integration of the Department

Management

19. In 2003, the Government Accountability Office (GAO) placed the integration and
transformation of the Department on its “High Risk” list. In February of this year,
GAO narrowed the focus of the Department’s “High Risk” designation. In deing so,
GAO explained that DHS has implemented key homeland security operations and has
made considerable progress in transforming its component agencies into a single
cabinet-level department. However, despite finding the Department has made
important strides in strengthening management, continued progress is needed in
improving acquisition, information technology, financial management, and human
capital management functions.

a. What role do you believe the Secretary should play in addressing the “High Risk”
management weaknesses that have been identified by GAO?

Together with the Deputy Secretary and the Under Secretary for Management, I believe
the next Secretary needs to be very involved in resolving this level of management
weaknesses in the Department. Like GAO, [ am pleased to note that the Department has
made significant progress in addressing the “High Risk” management weaknesses
identified in GAO’s report. If confirmed, I will continue to endorse efforts to strengthen
engagement, oversight, and alignment. When necessary, I will also engage with
Congress, OMB, and GAO to support the continued transformation of the Department.

b. What do you believe are the most important actions the Department should take to
strengthen the overall management of the Department?

First, fill the existing vacancies in senior level positions with capable, energetic,
motivated leaders;

Second, improve employee morale;

Third, complete the integration of business intelligence systems across the management
lines-of-business and multiple accounting systems to ensure valid data informs critical
business decisions;

Fourth, resolve the weaknesses that have resulted in qualified, audited financial
statements for the Department, and ensure that the necessary support infrastructure (e.g.,
people, processes, systems) is in place to sustain an unqualified opinion for multiple
years; and
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Fifth, assess and identify other ways to improve the procurement system, streamline
headquarters functions, and, overall, improve the effectiveness of the Department’s
ability to pursue its missions.

20. What do you believe will be your top three challenges in managing the Department of
Homeland Security, which was created from over 22 agencies, the integration of which
created management challenges?

First, fill the existing vacancies in senior level positions with capable, energetic, motivated
leaders;

Second, improve employee morale, and restore a sense of the overall, unifying homeland
security mission of the Department, which was created in the wake of 9/11; and

Third, complete the integration of business intelligence systems across the management
lines-of-business and multiple accounting systems to ensure, and resolve the weaknesses that
have resulted in qualified audited financial statements.

21. What experience did you have at the Department of Defense in working on
management issues? What similarities, or differences, do you see between the
management challenges at the Department of Defense and those at DHS?

As the General Counsel of DoD, I was part of the Secretary’s senior management team and
his inner circle. I observed the Secretary make decisions, with my advice, and I helped
implement those decisions across every component of DoD. I was one of the few in the
Department of Defense who, like the Secretary, was responsible for every aspect of the
Department. I sat in on numerous strategic planning sessions involving various commands
and components of Department. I was involved with the Secretary in discussions concerning
personnel, budget, procurement, military operations, deployments, and participated with him
in routine, weekly briefings from our commanders in Iraq and Afghanistan.

Like DHS, DoD has numerous components with their own leadership and bureaucracies, and
there are inefficiencies and unnecessary complexities in both. DoD is larger and older than
DHS. Accordingly, DoD’s management inefficiencies are likely to be larger and more
entrenched. The headquarters bureaucracy at the Pentagon alone is enormous. On the other
hand, DHS’s management challenges are in certain ways more significant because the
organization is less mature, and the components - ranging from FEMA, to the Secret Service,
to U.S. Customs and Border Protection — have a more diverse mission set. There is no
formal “Joint” command of purple like there is in DoD.

22. Given the serious financial difficulties facing the Government, what steps do you believe
DHS can take to ensure that federal funds expended by the department are free from
duplication and waste?

a. Do you believe there are any programs within the Department, which you think can

be eliminated because they are ineffective, duplicative, wasteful, unnecessary, or
have outlived their purpose? Please provide examples, if any.

10



89

I 'am advised that Secretary Napolitano and others in the Department have worked very
hard for almost five years to eliminate waste, inefficiencies, and duplicative functions
wherever possible. The Department’s Efficiency Review program, which began in 2009,
as well as other cost-saving initiatives, have allowed for the identification of more than
$4 billion in cost avoidance and reductions. This funding has been redeployed to
mission-critical initiatives across the Department. Further, it is my understanding that the
President’s FY 2014 Budget includes a compilation of programs that are low priority or
considered candidates for elimination. If I am confirmed, I will closely examine the
Department’s operations and programs on a firsthand basis for greater efficiencies and
costs savings.

b. How do you plan to ensure accountability and transparency in the grant making
process?

During courtesy visits, several Senators have expressed concern to me about this issue.

I'am advised that DHS will continue to comply with OMB guidance and post on a
monthly basis grant award data on the USASpending.gov website, and that the data will
be tested for quality on a monthly basis prior to it being posted to the public website, I
am also advised that, beginning this fiscal year, DHS will test the internal controls for
grant transaction to ensure DHS can be reasonably assured of the accuracy, integrity,
timeliness and reliability of our grant-making process. If confirmed, I will look for ways
to further ensure accountability and transparency in the grant making process.

¢. Do you have any specific recommendations for reforms for grant management?

I do not have an informed opinion on this issue at this time. If confirmed, I intend to
assess reforms to the grant management process. 1 will carefully consider the grant
reform efforts identified by the current OMB Council on Financial Assistance Reform.

23. Congress enacted the Federal Funding Accountability and Transparency Act of 2006
(P.L. 109-282) to improve transparency of federal grants, contracts, and loans. Will
you support efforts to provide greater transparency and information relating to sub-
recipients of Department awards?

Yes.

Acquisitions

24, In examining the Department’s governance of its major acquisitions, GAO has found
the Department’s acquisition polices are generally sound and, if implemented, would
help mitigate the risks of cost growths and schedule slips. However, GAO also has
found the Department has authorized and continues to invest in many major
acquisitions even though the acquisitions lack the key foundational documents needed
to manage risks and measure performance, such as reliable cost estimates. What role
should the Secretary play in ensuring that the Department’s major acquisitions

11



90

conform to the Department’s policies throughout the acquisition lifecycle, and in
ensuring that major acquisitions meet performance goals while remaining in schedule
and within projected costs?

a. What steps do you believe need to be taken to continue to strengthen management of
DHS’ acquisition framework?

I already recognize improving DHS’s acquisition framework is a priority for new
leadership. I understand that the Under Secretary for Management has taken a number of
steps to enhance acquisition oversight. If confirmed as Secretary, I know I must work
with the Deputy Secretary and the Under Secretary for Management to ensure we
continue on the path to reform and continue to enhance our ability to make acquisition
decisions which result in the best value for the taxpayer.

b. Do you believe that roles and responsibilities for acquisition management are
currently divided appropriately between the department and the components?

Ido not have an informed answer to this question at this point. If confirmed as Secretary,
this is one of the acquisition-related issues I will consider.

¢. How do you define good performance when it comes to acquisition programs? What
metrics would you use to measure good performance?

On time performance, best price combined with best value for the taxpayer.

In my experience, a robust acquisition oversight process with eatly and continuous
verification of system requirements, planning, and execution throughout the entire
development and acquisition lifecycle that substantiates each programs cost, schedule,
and performance relative to their acquisition program baseline is the most appropriate
way to measure good performance.

d. If confirmed as Secretary, what course of action would you take to address
acquisitions that don’t meet your definition of good performance?
Tintend to continually hold acquisition program managers and contractors accountable.
Simply put, if acquisitions do not meet to the appropriate standard, they will quickly be
amended or cancelled in order to ensure we are wisely spending our taxpayer dollars.

25. DHS manages several law enforcement and security agencies which require similar
types of equipment. This includes firearms, ammunition, rotary and fixed wing
aircraft, and small maritime vessels. However, in most cases, each agency is
individually responsible for procuring the equipment its personnel need to carry out its
mission. In some cases, it may be appropriate for the Department to try to strategically
source some of this equipment, to leverage the Department’s superior purchasing
power to reduce cost and improve performance. If confirmed, how will you determine
what, if any, agency acquisition programs could be coordinated or strategically
sourced?

12
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1 recognize the importance of strategic sourcing, especially in our current fiscal environment.
Not only does it provide savings, but it also improves acquisition efficiency and enhances
mission performance. If confirmed, I will ensure that the Department continues to
increasingly leverage its purchasing power by identifying and prioritizing new strategic
sourcing opportunities. I will ensure that DHS does this through a structured and rigorous
process that analyzes the amount DHS spends, the number of components procuring the
product or service, the commonality of requirements, and the complexity of strategically
sourcing the commodity.

1 am advised that the current DHS strategic sourcing program has achieved savings of over
$1.8 billion since its inception in 2005, with over $1.2 billion of this occurring in the last four
years. Some examples include: body armor, ammunition, and tactical communications
equipment. Over the past three years DHS has implemented on average 13 new strategic
sourcing initiatives each year, and I will ensure DHS continues to employ strategies to
identify new initiatives going forward and that it remains a leader in strategic sourcing in the
federal space.

Financial Management

26. For the first time, the Department obtained a qualified audit opinion on its Fiscal Year

27

2012 financial statements. What role should the Secretary play in ensuring that the
Department achieves and sustains a clean audit opinion?

If confirmed as Secretary, I will be committed to the increased transparency and accuracy in
accounting for the Department’s resources that an unqualified — or “clean” — audit opinion
would provide. Sustaining the progress DHS has made with its audit opinion over the past
few years is an important priority.

Throughout its ten-year history, the Department has struggled with its efforts to
modernize and integrate the numerous financial management systems on which the
Department and its components operate. What do you see as the most viable path
forward for the Department to develop real-time, accurate, and comprehensive data on
its finances and to use this data to inform decisions on optimal use of scarce resources?

If confirmed, I will consider this issue thoroughly. Based on what I know now, from
briefings by DHS senior leadership and staff, I believe DHS should continue to follow OMB
best practices by modemizing financial systems as needed and using shared service providers
where possible. DHS should continue to standardize the way data is held within these DHS
systems and collect Department-wide financial information in a central data repository. I am
advised that DHS has such a repository now, and is continuing to add more data sources and
capabilities as time goes on. Reports and displays of key financial information that can be
generated from this repository will allow myself and other DHS leaders to assess
management health, make better decisions, and—ultimately—improve efficiency and
effectiveness within the Department.

Waorkforce

13
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28. Workforce surveys have consistently found the Department’s employees are less
satisfied with their jobs than the government’s average.

a.

[

‘What do you consider to be the principal challenges in the area of human capital
management at the Department?

The greatest resource of the Department of Homeland Security is its personnel. These
are dedicated men and women with a very important mission, many of whom put their
lives on the line in dangerous conditions to fulfill the Department’s mission.

I know from my experience at the Department of Defense that a three-year pay freeze,
sequestration, reduced operating budgets, and the threat of furlough are having an impact
on employee morale across the entire federal government. I believe DHS must
strengthen its efforts to recognize and reward employees; grow the leadership skills of the
workforce, including training for managers to encourage opportunities for creativity,
innovation, and empowerment among their employees; and facilitate new job
opportunities for employees within the organization. I will work with DHS components
to focus on these areas.

‘What steps would you take, if confirmed, to identify and address the root causes of
the low workforce morale?

I recognize this as a major issue, and, if confirmed, I intend to consult a wide array of
DHS and other personnel about this.

At the department-wide level, I believe DHS should do all it can to assist the components
with their efforts to improve morale based on component and subcomponent root cause
analysis, a process I am told the components are currently engaged in. I also support: (1)
a mandate that all component heads prioritize employee engagement and are accountable
to me for doing so; (2) improved employee communication, training, inclusion, and
employee recognition; and (3) strengthening the leadership skills and capacity of
supervisors, managers, and senior leaders within DHS.

‘What experience from your past positions best equips you to address the workforce
challenges at DHS?

During 1998-2001, while I was General Counsel of the Department of the Air Force, 1
oversaw the legal work of about 3,000 military and civilian lawyers. By the time I left, I
believed morale within the Air Force legal community had improved substantiaily.

During 2009-2012, while I was General Counsel of Department of Defense, I oversaw
the legal work of over 10,000 military and civilian lawyers. During that time, I worked
hard to repair the breach that had existed previously between the JAG community and
civilian leadership.

14
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For the four years I was General Counsel of DoD, I was also part of the inner circle of the
senior management of the DoD, the largest and most complex agency in our govemnment.
During that time, I worked closely with two great Secretaries of Defense, Robert Gates
and Leon Panetta. I observed their management style and helped them execute it. A
number of the issues we grappled with included matters of personnel and workforce
challenges. In February 2010, Secretary Gates appointed me to co-chair, with General
Carter Ham, a review of the risks of repeal of the Don’t Ask, Don’t Tell law on overall
military effectiveness. As directed by Secretary Gates, this involved a “systematic
engagement” of a military force of over one million people. I personally came face to
face with between 5,000-10,000 service members on this difficult, emotional issue.

1 also worked hard to earn the respect of all men and women in uniform, from the
Chairman of the Joint Chiefs and our four-star combatant commanders, to the more junio
officers and enlisted personnel who risked their lives in special operations. I spent last
Thanksgiving with the troops at a remote command outpost in Afghanistan, in the
mountains near Pakistan. In 2010, my family and I spent Thanksgiving at one of the
military hospitals in Germany.

d. If confirmed, how would you continue to build a culture which ensures all
Departmental personnel comport themselves in the manner expected of them?

I will constantly remind DHS personnel of the importance of the homeland security
mission. I also believe in values-driven leadership. Those who do not meet standards
must be held accountable. Meanwhile, employees should also feel that they are provided
with the resources and support they need to successfully perform their jobs.

29. In December 2012, the Government Accountability Office (GAQO) released a report
entitled, “DHS Strategic Workforce Planning: Oversight of Departmentwide Efforts
Should Be Strengthened.” GAO made two primary recommendations—DHS should
“(1) identify and document performance measures to assess workforce planning efforts
and (2) document policies and procedures regarding the use of internal audit results.”
These recommendations should help improve the implementation of DHS workforce
planning and provide a method for DHS to assess the effectiveness of this strategic
planning. According to GAO, DHS has concurred with these recommendations, but
none have been implemented. If confirmed, what specific steps will you take to
implement policies that address these concerns and close the GAO recommendations?

During briefings I received during the confirmation process, I’ve learned that DHS requested
that GAQ close the two recommendations provided in the report “DHS Strategic Workforce
Planning: Oversight of Department-wide Efforts Should Be Strengthened” on June 5, 2013.
I understand that DHS is currently working to provide GAO with additional documentation
to show the progress made since the report was published in order to close the
recommendations. I am advised that, since the report was published in December 2012, DHS
has implemented several methods to measure, monitor, and evaluate component efforts to
implement the DHS strategic workforce planning process. These include, but are not limited
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to, publishing a revised Workforce Planning Guide with improved tools to assist components
with creating consistent, comprehensive workforce plans.

Policy

30. In 2007, Congress amended the Homeland Security Act to require the Department to
produce, every four years, a Quadrennial Homeland Security Review (QHSR). The
review is intended to provide comprehensive strategies and priorities for the nation’s
homeland security, and ensure that strategies are clearly linked to plans, missions
requirements, and budgeting activities.

<.

What should be the role of the Secretary in developing the QHSR?

Based on my experience at the Defense Department and the Quadrennial Defense
Review (QDR), I believe that the Secretary should provide overall direction to the
QHSR and final decisions on strategic direction. In terms of the process, the
Secretary should convene meetings of the DHS component heads as necessary, meet
with other stakeholders at the conclusion of the review, and address QHSR issues at
the National Security Staff Principals Committee as necessary.

In what ways should the next QHSR, which the Department is drafting this year,
differ from the first QHSR, which was delivered to Congress in early 2010?

I do not have a fully informed view at this point. [ understand the first QHSR
answered the question, “What is homeland security?” I imagine that, building on this
foundation, the second QHSR should focus on how DHS, together with partners
across the homeland security enterprise, will build smarter, more dynamic, risk-based
approaches to homeland security that engage the broadest possible range of partners.

What best practices will you bring from the Department of Defense to inform
the development of the QHSR at DHS?

I do not have a fully informed answer to this question at this point.

DoD has learned many lessons in conducting quadrennial reviews, beginning with the
Bottom-Up Review in 1993 and continuing through four subsequent QDRs. It is
important to note that DHS is a different organization than DoD, with a different
mission, a broader mix of organizational cultures, and a responsibility for much
greater engagement with state, local, territorial, and tribal governments, private sector
and non-governmental organizations, and international governments. Therefore,
DHS needs to balance its adoption of practices from DoD with practices best suited
for its own unique mission responsibilities. 1am advised that DHS has incorporated a
number of lessons from the QDR in terms of conducting strategic environment
assessments, following a formal strategy development and analysis process, and
consulting with Departmental and stakeholder leadership throughout the process.

16
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31. Ten years have passed since DHS was created. In your view, how has the Department’s
core mission evolved, if at all? What do you think its core mission should be for the next
ten years? How do you define homeland security?

Preventing terrorism remains the cornerstone of DHS, though the terrorist threat against the
United States has evolved considerably since 2003. Since 2003, the cybersecurity threat has
grown and become more sophisticated, in my view. Comprehensive immigration reform,
including border management and immigration enforcement, is, in my view, a key priority
for the President, the Congress and DHS. All-hazards emergency management remains a
critical homeland security mission responsibility that involves multiple DHS components.

Put another way, DHS’s core mission responsibilities endure, but its posture towards these
threats and hazards must necessarily change to meet evolving threats.

DHS Consolidation

32. For many years, DHS leadership has stated that having a unified headquarters in one
location is vital to operations and the maturation of a cohesively functioning DHS. The
St. Elizabeths’ campus was envisioned as the headquarters for DHS, but the pace of the
renovations has slowed due to reductions in available funding.

a. How important is the consolidation of DHS headquarters to improving the
aperations and efficiency of DHS?

I have visited St. Elizabeth’s. Based on my firsthand experience at the Pentagon, I
believe that a consolidated headquarters would help enhance the sense of the
over-arching homeland security mission. Iknow from experience that a consolidated
headquarters is vital to developing a unified department similar to the DoD “One-Team,
One Fight” ethos. If confirmed I look forward to working with Congress to finish the
job we began in building St. Elizabeth’s.

b. How will you continue efforts to consolidate DHS headquarters operations and
management in the interim?

I understand that, in the constrained budget environment, DHS has proposed to continue
the development of St. Elizabeth’s in smaller scaled projects that may be more fiscally
possible in these tough times. This plan will allow continued measured progress while
assuring sufficient resources are available to support the mission. If confirmed, I look
forward to advancing consolidation at the headquarters level to provide mission ready
facilities at a manageable cost for the taxpayers.

Federal Emergency Management Agency

33. FEMA has struggled with 2 number of longstanding management difficulties. Over the
past several years, GAO and the Department’s IG have called attention to problems
FEMA faces in financial management, human capital, information technology, and
performance management. For example, GAO has reported that FEMA’s financial
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system suffers from serious stability issues. These problems have slowed efforts to
modernize the system and hampered financial reporting. FEMA has also faced
shortfalls in cost and schedule for a major information technology investment, the
Disaster Assistance Improvement Plan. Moreover, FEMA has struggled with severe
morale problems. In 2012, it ranked 257 out of 292 among agency subcomponents in the
Partnership for Public Service’s Best Places to Work survey. If left uncorrected, these
management problems could hinder FEMA’s ability to respond to disasters and also
lead to opportunities for waste, fraud, and abuse. If confirmed, what will you do to
ensure that these problems are addressed?

Obviously, FEMA performs one of the key responsibilities of the Department — supporting
Americans in the wake of disasters. Ensuring this important agency continues to perform at a
high level, and continue ongoing efforts to build on the progress made in recent years will be
a priority. This includes ensuring the sound financial management, human capital
management, information technology management, and performance management of the
agency. These tools are important to any agency, but they are particularly important in the
case of FEMA.

From what 1 understand, under Administrator Fugate’s leadership, FEMA has also made
important reforms to its disaster workforce and instituted the FEMA Qualification System
and Reservist program. FEMA additionally incorporated the DHS. Surge Capacity Force into
disaster response operations and, instituted the FEMACorps volunteer program, and
established the Incident Management Assistance Teams Pilot Program — all of which are now
assets that can be called on in disaster to support response efforts.

FEMA has also recently instituted changes designed to address deficiencies identified by the
DHS Office of the Inspector General and the GAO. If confirmed, I will remain committed
with FEMA to ensuring that continued progress is made and that management attention is
appropriately focused on these and other important infrastructure issues that will further
enable FEMA to respond effectively to disasters.

Since 2003, the Department has issued nearly $490 billion in preparedness grants. While
the Post-Katrina Emergency Reform Act and the Implementing Recommendations of
the 9/11 Commission Act of 2007 require FEMA to develop performance measures and
a comprehensive assessment system to evaluate their effectiveness, FEMA has yet to
meet these requirements. As a result, we lack systematic analysis of grant effectiveness
and are unable to gauge how much the grants have contributed to strengthening
preparedness. If confirmed, what will you do to ensure that FEMA finally meets these
requirements? .

One of the key responsibilities of the Department of Homeland Security is to support our
state and local partners, both as they respond to events, and also as they work to prepare
ahead. As part of this responsibility, I believe it is important that DHS continues to strive to
implement the Grant Program as effectively as possible. Over the past ten years, DHS,
through FEMA, has provided $37 billion in grant funding to help improve the preparedness
of our state and local partners. Through these federal investments, grantees have developed
significant capabilities at the state and local levels. Responses to recent events have shown
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the value and significant return on investment of homeland security grants. Homeland
security preparedness grants directly supported the development and sustainment of state and
local capabilities, helping to save lives and minimize property damage during events such as
Hurricane Sandy, Hurricane Irene, devastating tornadoes in Alabama and Missouri, the
response to the Boston Marathon bombing, and countless other disasters.

FEMA’s strategy for developing metrics and assessing performance begins with the National
Preparedness Goal. The National Preparedness Goal defines the core capabilities necessary
to prepare for the threats and hazards that pose the greatest risk to the security of the Nation,
and it includes concrete, measurable objectives to manage that risk. The National
Preparedness Goal capability targets provide concrete statements of the Nation’s
requirements in each core capability. As part of the Natjonal Preparedness System, FEMA
conducts performance assessments that measure progress toward achieving the National
Preparedness Goal. FEMA’s strategy is to base assessments on the principles that the Nation
needs to understand the risks it faces, use those risks to determine the capabilities it needs,
assess its current capability levels against those requirements, and track its progress in
closing capability gaps.

It is my understanding that FEMA has been putting the tools in place that are needed to
assess effectiveness of grant funding, and, if confirmed, I will work with the Congress and
with FEMA to ensure this progress continues in this important area for the Department.

As part of the President’s Budget request for both Fiscal Years 2013 and 2014, the
former DHS Secretary proposed the consolidation of the existing suite of preparedness
grant programs managed by FEMA into a single National Preparedness Grant
Program.

a. What is your view of the purpose and role of the preparedness grant programs?

One of the key responsibilities of the Department of Homeland Security is to support our
state and local partners, both as they respond to events, and also as they work to prepare
ahead. As part of this responsibility I believe it is important that DHS continues to strive
to implement the Grant Program as effectively as possible. In the FY 2013 budget
proposal, the President proposed implementing the National Preparedness Grant Program
(NPGP), to replace the various, individual preparedness grants. As I understand it, the
proposed NPGP would consolidate current state and local preparedness grant programs
into one overarching program (excluding EMPG and Assistance to Firefighters Grants
programs) by removing stovepipes, and encouraging collaboration among disciplines and
across levels of government.

If confirmed, I will further assess this question. I am advised by DHS that the
effectiveness of preparedness grants should be measured by how they assist the federal,
state, and local government, as well as our whole community partners, in meeting the
National Preparedness Goal; that the Goal defines the core capabilities necessary to
prepare for the threats and hazards that pose the greatest risk to the security of the Nation;
and it includes concrete, measurable objectives to manage that risk. Iam also advised
that FEMA requires grantees to implement the National Preparedness System by
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supporting the building, sustainment, and delivery of core capabilities, and tracks the
grantees’ progress in closing capability gaps. Additionally each year, FEMA reports in
the National Preparedness Report (NPR) on grantees’ and our whole community partners
progress in achieving national preparedness.

b. What is your view on consolidation of the existing preparedness grant programs?
Please see consolidated response in part a.

¢. What performance metrics do you believe are appropriate for assessing the
effectiveness of the preparedness grants?

Please see consolidated response in part a.

In July, FEMA released its Hurricane Sandy After-Action Report. The report found
that FEMA performed well in many ways. For example, the agency was successful in
using an online crisis management system to coordinate federal response operations,
and it developed new programs to help survivors find shelter, repair their homes, and
receive aid more quickly. But the report also found some areas for improvement, such
as FEMA'’s ability to deploy sufficient numbers of credentialed personnel as well as to
support its deployed personnel. In your view, what are the key lessons learned from
Hurricane Sandy and what steps will you take to build on the successes and address the
shortcomings?

As a resident of New Jersey, I experienced firsthand the impacts of Hurricane Sandy. My
home was damaged by Hurricane Sandy. At the Defense Department, I also observed
firsthand Secretary Panetta coordinate DoD’s contributions to the response effort. I saw the
importance of a robust and coordinated federal, state, and local response. Ialso know that
each disaster is unique and offers its own set of challenges. So, it is critically important that
FEMA conduct after action reviews, like the review following Hurricane Sandy, to ensure
that they identify what worked and what areas presented challenges and opportunities for
improvement.

If confirmed, I will work with Administrator Fugate and his team to build upon the
innovative approaches they have employed to ensure effective disaster response and
recovery. I will ensure that FEMA has the resources it needs, and the support it requires
from federal interagency partners, to support our state and local partners in a crisis.

According to GAO, the number of federal disaster declarations has grown substantially
in recent years. As the lead federal agency for implementation of the provisions
contained in the Robert T. Stafford Disaster Relief and Emergency Assistance Act,
FEMA is responsible for coordinating and spending funds that have been appropriated
for federal response activities. In hearings before this committee, the DHS Secretary
and FEMA Administrator both stated that there is a need to reform the federal disaster
declaration process.
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What do you believe the role of the federal government should be with regard to
response and recovery from natural disasters?

FEMA does not do it all alone. Disaster response and recovery is a shared
responsibility with FEMA'’s “whole community partners” — federal, state, local, and
tribal governments as well as non-governmental entities and individuals.

A key responsibility of the Department of Homeland Security is to support our state
and local partners when natural disasters strike. Central to our mission is ensuring that
when an event exceeds the ability of a state or locality to respond, we are there to assist
those in need. It is important to note that these efforts often begin long before disaster
strikes, as DHS and FEMA help build capacity at the local level for the first responders
who are the front lines in disasters.

In accordance with the Stafford Act, FEMA provides assistance — in support of states or
tribal areas — when the combined local, county, and state resources are insufficient and
the situation is beyond their own recovery capabilities.

Every disaster is different, and therefore decisions about specific disaster declarations
must assess an array of criteria, from each state’s capabilities to the amount of insured
losses that were incurred, when making a decision regarding a Stafford Act declaration.

What steps if any do you think should be taken if any in the short- or long-term to
reform the federal disaster declaration process?

1 do not have an informed answer to this question at this point. Ilook forward to
further consultations with Congress and FEMA on this issue.

‘What measures do you think would be effective for determining when state and
local capacity to respond to a disaster is overwhelmed?

I do not have an informed answer to this question at this point. Ilook forward to
further consultations with Congress and FEMA on this issue.

Counterterrorism, Intelligence, and Information Sharing

38.

In a November 12, 2012 speech you discussed the use of force against Al Qaeda and
associated forces.

Is the United States currently at war with al Qaeda or any other specific group?

The 2001 Authorization for the Use of Military Force authorizes armed conflict against al
Qaeda, the Taliban and associated forces, and, so far as I know, those forces are still
active in efforts to conduct terrorist attacks against the United States. So, I believe that at
present the answer is yes.
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Do you believe there will be an end to hostilities with al Qaeda such that the 2001
Authorization for Use of Military Force expires as it relates to al Qaeda? What do
you believe triggers the end of the conflict with al Qaeda?

Yes, at some point, when so many of the leaders and operatives of al Qaeda and its
affiliates have been killed or captured, and the group is no longer able to attempt a
strategic attack against the United States, such that al Qaeda as we know it, one of the
organizations that Congress authorized the military to pursue in 2001, has been
effectively destroyed.

DHS Relationships with State and Local Governments

39. The Homeland Security Act of 2002 expressly gives the Secretary of Homeland Security
responsibility for coordinating with state, local, and tribal governments on a wide range
of matters including information sharing and preparedness activities.

How would you assess the current relationship between DHS and state, local, and
tribal governments?

I have observed that state, local, and tribal governments are among DHS’s most critical
partnerships and built into almost all of the activities that DHS undertakes. DHS has
provided and should continue to provide support to state, local, and tribal governments
through training, grants, information sharing, and analysis to enhance their ability to
prevent, protect, respond to, recover from, and mitigate critical incidents. I am advised
that the Department has worked hard to build strong ties with state, local, tribal, and
territorial governments, as well as the national associations that represent those
stakeholders. When this administration took office, former Secretary Napolitano made it
a point to move the DHS Office of Intergovernmental Affairs, whose mission is solely to
support these stakeholders, as a direct report to the Secretary. This office provides state,
local, tribal, and territorial governments with a direct line of communication to the
Secretary and a conduit through which the Secretary can coordinate with these
stakeholders. Recognizing the importance of state, local, tribal, and territorial
governments to the success of the shared homeland security mission, if confirmed I plan
to further build upon the strong relationships that have been developed.

If confirmed, what specific steps would you take to improve the relationship
between the Department and state, local, and tribal officials?

If confirmed as Secretary, I pledge to have an open line of communication with
govemnors and mayors. I will make sure that I am responsive to the needs of our state,
local, tribal, and territorial partners is something I will insist on throughout the
Department and our components, many of whom have direct front-line engagement with
state and local partners every day in the field. I will also respect the nation-to-nation
relationship with Tribes and will commit to the consultation processes required by
Executive Order 13175.
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If confirmed, what steps will you take to improve information sharing among
federal, state and local officials?

As stated above, if confirmed as Secretary, I pledge to have an open line of
communication with governors and mayors. 1 will make sure that I am responsive to the
needs of our state, local, tribal, and territorial partners is something I will insist on
throughout the Department and our components many of whom have direct front-line
engagement with state and local partners every day in the field. More specifically, if
confirmed I will support DHS, through the Office of Intelligence and Analysis,
continuing to provide intelligence analysis to DHS’s state, local, tribal, and territorial
partners, as well as through continued grants, technology, and other things.

DHS Office of Intelligence and Analysis

40. The DHS Office of Intelligence and Analysis is a critical part of DHS, serving as the
Department’s primary interface with the broader Intelligence Community, supporting
state and local fusion centers, and integrating the intelligence-related activities of the
DHS component agencies. What would be your key near-term priorities to improve the
effectiveness of the Office of Intelligence and Analysis?

As I understand it, I&A occupies an important role as a two-way conduit between the federal

intelligence community and state, local, and tribal law enforcement officials. If confirmed,
within the near term I will support I&A continuing to provide intelligence analysis to the
Department’s state, local, tribal, and territorial partners. I will also assess whether I&A can
better conduct their operational activities intended to mitigate threats to the homeland, and
ensure that I&A continues to provide the financial assistance, technology and other support
to its partners.

Additionally, if confirmed I will continue 1&A efforts to build and sustain common DHS
intelligence standards as well as build privacy and civil rights protections into its operations,
policies, programs, and technology deployments from the outset of their development.

Lone Wolf Terrorists

41.

In a speech in November 2012, you noted that the U.S. is engaged in armed conflict
against members of Al-Qaeda and associated forces. However, you also stated that
the U.S. is not engaged in armed conflict with lone wolf terrorists who have been
inspired by Al-Qaeda.

a. Can you please explain this differentiation?

The United States is engaged in an armed conflict against al-Qaeda, the Taliban, and

associated forces. Under law of war principles, a “lone wolf” who does not train with al-
Qaeda or follow orders from al-Qaeda, but is inspired by al-Qaeda and is self-radicalized,
is not part of the enemy force.
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b. If confirmed, how would you seek to better prepare the Department of Homeland
Security to better address the threats from lone wolf terrorists?

For starters, information and intelligence sharing, in both directions, with state, lacal,
tribal, and territorial law enforcement; continuing to work closely with our interagency
partners in the federal government, including the National Counter Terrorism Center,
DOJ, and the FBI; understanding the behaviors and indicators of violent extremism
through analysis and research; and supporting law enforcement and community oriented
policing efforts through training and grant prioritization.

Surveillance Technology

42, The Department of Homeland Security uses a variety of advanced surveillance
technology to carry out its mission, including unmanned aerial surveillance systems.
What are the key differences in surveillance policy between DHS and DOD? How
would you seek to ensure that our frontline personnel have the tools they need to work
effectively while simultaneously respecting the law and safeguarding the privacy of
Americans?

The principal difference between DHS and DOD’s surveillance policy is derived from the
fact that they operate under different authorities, with different legal restraints. Among other
things, the United States military is specifically prohibited from conducting search, seizure,
arrest, and similar activity inside the United States by the Posse Comitatus Act except for
narrow congressionally-approved exceptions. The U.S. Customs and Border protection
(CBP) is a law enforcement organization and currently the only DHS component that owns
and operates unmanned aerial surveillance systems. It does so in support of the missions
assigned to it by the President and Congress, primarily border security operations, and in
limited circumstances, in support of federal, state, and local law enforcement agencies, and
crisis and disaster relief.

If confirmed, I will ensure that DHS carefully evaluates the potential impacts on privacy of
DHS’s surveillance activity and will ensure that there are clear limits and data minimization
protocols.

Risk Management

43, The nation faces a wide range of potential threats and events, but DHS has finite
resources to address them.

a. What principles will guide your decision-making regarding the use of risk-analysis
and risk-based resource allocation to set priorities within the Department?

1 know that sound analysis must be used to help define strategic priorities, in order to
manage homeland security risk. My understanding is that DHS is currently looking at
risk through the lens of three risk categories: (1) strategic risk (risks within the external
strategic environment that could affect U.S. homeland security); (2) operational risk
(risks that could impede the successful execution of DHS operational- and tactical-level

23



103

activities); and (3) institutional/execution risk (risks related to the successful acquisition
and management of DHS capabilities and programs, on the basis of factors such as cost,
schedule, and performance). I will look to continue to evolve and enhance DHS’s use of
risk analysis in its decisions, including planning, programming, budgeting, and major
acquisition oversight.

-b. How will you determine if some threats or events require enhanced emphasis and

investment or have already received sufficient focus?

1 don’t have an informed answer to this question at this point. Ido believe the level of
attention or investment should be and is currently determined by intelligence and
operational capability and experience.

¢. How will you ensure that Department resources and grants are used to buy-down
risk and yield measurable increases in safety?

It is important to continue the work the Department has done in this area — while the level
of our resources is determined by threat, risk and intelligence — it is of paramount
importance that we are prepared to deal with incidents as they arise. As such, the
Department should continue its work to buy down and mitigate risk.

Comprehensive Immigration Reform

44.

45.

There is general consensus that the nation’s current immigration system is broken, with
would-be immigrants waiting decades to enter legally, too many employers relying on
undocumented workers or going without certain workers they need, and an estimated
12 million people living in the shadows without documentation. The Senate-passed
immigration reform bill (S. 744) addresses many aspects of our current immigration
situation including: improving border security; establishing a mandatory employment
eligibility verification system; creating a path to legalization and citizenship for
undocumented aliens who meet certain criteria (i.e., passing background checks,
remaining employed, learning English and paying fines); reducing backlogs of
applications for family-based and employer-based visas; and establishing more
temporary visas for workers with a range of skills. Do you believe these elements are
essential to effectively reform our immigration system?

Yes.

One of the largest challenges in passing immigration reform is the status of 12 million
undocumented aliens currently residing in the United States, What are your
recommendations for handling this situation?

If confirmed this will be a focus of my work. I agree with the President, the growing number
of bipartisan leaders, and the American public who support common-sense immigration
reform that we should provide a pathway to earned citizenship for undocumented immigrants
in this country. I also agree that this pathway should include a background check, learning
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English, paying taxes, paying a penalty, and getting in line behind everyone who is trying to
come to the United States through existing legal processes.

46. If the Senate-passed comprehensive immigration reform legislation advances, the
Department will face daunting implementation challenges across a range of issues and
agencies. For instance, the Department would need to undertake multiple large scale
acquisitions, rulemakings, and hiring efforts.

c.

Please discuss some of the key challenges you believe the Department would face in
implementing comprehensive immigration reform and what you believe the
Department would need to do to prepare properly and to execute the requirements
of the bill.

At this point I do not have a fully informed answer to this question. I do recognize that
implementing S. 744’s requirements would be a significant undertaking for DHS, and
DHS must be prepared to accept it. S. 744 contains numerous requirements with
statutory deadlines, and the Department will have to plan appropriately to ensure that
those deadlines are met. Some of the key undertakings by DHS would include, but are
not limited to, acquiring the infrastructure, technology, and equipment necessary for the
strategies called for in the bill; the establishment of the registered provisional immigrant
status program; and, the implementation of the mandatory employment verification
system. Implementation of S. 744 — particularly the reforms to the legal immigration
system — will also require strong interagency coordination. If confirmed, I will ensure
that DHS, both at the headquarters level and the component level, will be fully engaged
to ensure that any comprehensive immigration reform legislation is successfully
implemented if enacted.

Do you believe the Department would need new or enhanced oversight mechanisms
to accompany such an effort?

I am not now in a position to assess this, but it is a very important question. If confirmed,
Iintend to quickly assess the capabilities of the existing oversight mechanisms. I will not
hesitate to promote new or enhanced oversight mechanisms if I conclude they are
necessary for this effort.

How important do you believe that coordinating the actions of the various
components at the Department will be to successfully implementing the reforms?
What role would you expect to play in this coordination?

Given the nature of the requirements of S. 744, I believe it will be vitally important to
coordinate across the Department — and with other departments as necessary — to ensure
that the legislation, if enacted, is implemented consistently, efficiently and effectively.
Coordination is also necessary to avoid duplication of effort and resources. If I am
confirmed as Secretary, I expect to be integrally involved in monitoring the components’
progress implementing the legislation.
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47. Many immigration experts believe that the weak link in U.S. immigration policy is our
ability to address the demand for undocumented workers, Despite a 1986 law making it
a crime to hire undocumented immigrants, it is still too easy for workers and employers
to operate outside the rules. As a result, jobs continue to pull undocumented workers to
the U.S. There is a strong need for a more effective way to verify which job applicants
are citizens or immigrants with valid work authorization. Many peeple believe E~
Verify, the agency’s electronic worker verification pilot program, can provide the
solution. It is currently a voluntary program, but would become a mandatory program
under S. 744, the immigration reform bill that passed the Senate earlier this year.

a. Are you familiar with the E-Verify program and, if so, how do you rate its success
thus far? )

In preparation for my confirmation I have received some background information on this
important program. 1 know that E-Verify is a free, web-based service that lets
participating employers electronically verify the eligibility of their new employees to
work in the United States. DHS officials have indicated they are committed to
continuing the expansion of the E-Verify program while ensuring the accuracy,
efficiency, and integrity of the system.

1 also know that the Senate passed S.744 CIR bill calls for a phased-in approach to the
mandatory use of the E-Verify system. 1 support that course of action, and if confirmed
will work to insure that USCIS is ready to meet the challenges if broader mandatory use
of E-Verify becomes a reality.

b. What are some of the key issues DHS must confront if it seeks to convert the
program into a national, mandatory verification system?

I know the Administration supports a phased-in approach to the mandatory use of the E-
Verify system. I am advised that USCIS is prepared to implement the phased-in
approach, but will need additional resources to ensure that the expansion of the system is
effective and efficient. It will also be critical for employers and workers — including tens
of millions of U.S. citizens who will be required to interface with E-Verify —to be
educated on the mandatory verification system to ensure it is properly deployed in the
workplace.

¢. What other measures should DHS pursue to ensure that workers and employers
follow the law with respect to eligibility for employment?

There are those who believe that S.744 provides DHS with the tools it needs, like
mandatory electronic employment verification, to level the playing field and ensure that
all workers and employers follow the law with respect to employment eligibility. I am
not now in a position to disagree with that.

48. Would you prioritize any particular set of immigration policies, whether addressed in S.
744 or not, as a first step teward comprehensive reform? If so, what would those be?
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‘What do you believe to be the most important immigration challenge facing the
Department?

Creating a reformed immigration system will require the implementation of common-sense
reforms throughout DHS’s components. Today’s immigration system is interconnected. We
must address border security, interior enforcement, enhancing our legal immigration system,
and providing a pathway to eamed citizenship comprehensively.

As T understand it, S. 744 facilitates the Department’s ongoing efforts to secure the border,
ensures that all employers play by the same rules through the adoption of new worksite
enforcement measures, like mandatory electronic employment verification, and S. 744
modernizes our legal immigration system and allows the country to attract highly skilled
entrepreneurs and additional workers needed by employers to continue to grow our economy.
Finally, S. 744 makes everyone play by the same rules by providing a pathway to earned
citizenship for those who are here illegally — one that includes passing a background check,
learning English, paying taxes, paying a penalty, and getting in line behind everyone who has
gone through the existing process to obtain legal status in the United States.

As stated before, implementing these reforms will be a significant undertaking for DHS, and,
if confirmed, proper implementation will be a primary focus of mine as Secretary, along with
others at the headquarters and component levels.

Border Security

49. During the debate on S. 744, the Border Security, Economic Opportunity, and
Immigration Modernization Act, the issue of how secure our borders are and how we
can best measure that security was hotly debated. This Committee held three hearings
this year to examine the historic gains in security that have been made in recent years.
As you knrow, the Border Patrol has more than doubled in size since 2000 and
apprehensions of undocumented immigrants at the border have decreased by roughly
80 percent over that same period, dropping to their lowest levels since the early 1970s.
Keeping in mind that we will never be able to prevent all illegal entries along the
border, in your view, what more needs to be done in order to secare the border?

If I am confirmed, T will carefully assess this question. I want to thoroughly understand the
current risk-based approach, and how that should interplay with DHS’s increased border
security personnel and improved technology. The answer to this question will be one of the
most important issues to face the next Secretary.

50. Over the past two years there has been an increase in the number of non-Mexican

migrants that transit through Mexico in order to gain access to our border. Non-
Mexican undocumented migrants account for the majority of apprehensions made in
some parts of the border, such as south Texas. This represents a substantial departure
from historical trends. Non-Mexicans apprehended at the border must be detained in
detention facilities and ultimately flown back to their countries. The surge in non-
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Mexican migration led to overcrowded conditions at some Border Patrol temporary
detention facilities, and to longer detention times at ICE facilities.

a. What do you believe can be done to address the issue of non-Mexican migrants
transiting through Mexico?

If I am confirmed, I understand the need to carefully assess this question. I understand
that CBP and ICE continue to make significant investments in technology and
infrastructure across South Texas and today, CBP has more than 6,000 Border Patrol
agents in the region, an increase of more than 80 percent since 2004. Additionally, as
part of the South Texas Campaign aimed at identifying and addressing current and
emerging threats along the South Texas border, CBP and ICE are targeting top alien
smuggling organizations to prosecute smugglers and have been working together to
establish hubs specializing in the processing and removal of individuals from Central
America who are apprehended, in line with our enforcement focus on recent border
crossers. Significant border-wide investments in additional enforcement resources and
enhanced operational tactics and strategy have enabled CBP to address the changing
composition of attempted border crossers, and maintain border security. Through CBP,
DHS has worked with Mexico and some Central American countries to create public
service campaigns that focus on both the dangers of coming to the United States without
documentation and human trafficking awareness.

I understand that DHS continues to work with the Mexican government to encourage an
increased focus on Mexico southemn border with Guatemala in terms of both security and
economic infrastructure. Additionally, though I am advised that, through CBP, DHS has
worked with Mexico and some Central American countries to encourage public service
campaigns designed to alert people to the potential danger of attempting to migrate to the
United States without legal documentation. CBP leadership has engaged government
officials and NGOs on how we can assist in getting a clear message that illegal migration
can be dangerous and that legal consequences exist. Additionally, CBP has operated
Operation Detour in the Southwest border region to specifically target youth that may be
drawn to the drug cartels.

If confirmed, I will review this situation, and consider whether additional agents and
technological resources to the South Texas border region may need to be deployed.

b. What will you do, if confirmed, to ensure that ICE has sufficient detention capacity
in place in order to ensure that undocumented migrants being apprehended by the
Border Patrol can be processed and transferred to ICE’s custody in a timely
fashion?

I can state that, if confirmed, I will undertake to ensure that ICE follows common-sense

law enforcement priorities that focus resources on national security and public safety
threats,
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51. DHS has been criticized for not making more of its internal border-related
performance measures available to Congress and the public. One of the expert
witnesses at a HSGAC hearing earlier this year testified that as a result of this, in his
opinion, data-informed answers to key questions are not available, including where the
vulnerabilities for increased undocumented immigration are the largest: at the ports of
entry, between ports, or through visa overstays. What will you do, if confirmed, to
ensure that Congress, and the public, are provided with more data on the working of
our immigration system so that we can answer the key questions raised by our witness?

As General Counsel of the Department of Defense, 1 made every effort to be transparent with
Congress. I believe Members and staff of the Armed Services Committees will verify this. I
also made a number of public speeches to explain the legal architecture of DoD’s
counterterrorism efforts. If confirmed, I will continue to ensure that the Department is
transparent with Congress and the public about Departmental operations.

52. Similarly, will you agree to provide Congress with a detailed sector-by-sector strategy
for securing the border?

My general inclination is to work to provide Congress with the information it seeks.

53. Since its creation, the Department has promoted efforts to push the border outward in
order to stop dangerous people and goods from entering the United States. Many of
these overseas activities are carried out by CBP, ICE, and USCIS.

a. What do you believe the priorities of the Department should be in its engagement
with foreign governments and international organizations?

As I understand it, DHS priorities in international engagement should be to further its
overall mission, as defined in the Quadrennial Homeland Security Review: to prevent
terrorism, secure U.S. borders, enforce and administer immigration law, secure
cyberspace, and ensure resilience to disasters. Achieving success in these missions often
requires international engagement. For instance, international information sharing is vital
to our counterterrorism, cyber, and other missions. If confirmed as Secretary, I will
advance policies, practices, and principles—such as risk management and advance
information—in our international engagement.

b. What factors and analysis would you consider in deciding whether to station DHS
personnel overseas?

I do not now have an informed answer to this question. My general inclination would be
to consider a number of factors, including, foremost, the security risks to the personnel
involved, and the Department’s ability to achieve its missions with its foreign
counterparts at that location or region and cost, especially in a constrained fiscal
environment.
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¢. Do you believe the Department should develop a strategic plan for determining
where personnel should be stationed overseas? Why or why not?

I do not now have an informed answer to this question. I will consider this if confirmed.

54, Identifying individuals who overstay the terms of their admission is a difficult
proposition, but it is a critical one given that an estimated 40 percent of the
undocumented population in the United States entered the country legally and
overstayed. The implementation of biometric entry inspections through the US-VISIT
program, implemented after the terrorist attacks of 9/11, has been one of the most
notable achievements of the Department. However, despite a number of Congressional
mandates DHS has been unable to implement a biometric exit system. And DHS has
only recently been able to begin implementing a viable biographic exit system based on
the identifying information contained in airplane and sea vessel passenger manifest
data.

a. What do you believe would be the benefit of a biometric exit system, as opposed to a
biographic system?

I do not now have an informed view on this question. If confirmed, it is an issue I will
study. As Iunderstand it, DHS made several improvements to its entry/exit system over
the last several years, and today manages a fully-functioning entry/exit system in that it
tracks and identifies overstays using biographic information in the air and sea
environments, and is continuing to enhance capability for land. In 2010, Secretary
Napolitano directed the Department to move forward with an enhanced biographic
system, while continuing research and development toward a future biometric exit system
that is cost effective and feasible.

b. In your opinion, would these benefits be worth the cost of deploying a biometric
system?

As ] understand it, a biometric entry/exit system that is operationally feasible within
existing infrastructure would be beneficial, if it could be implemented in a cost-effective
manner.

¢. Should a biometric exit system be a long-term goal for the Department?

Based on what [ know, I would say yes, and that, in fact, a biometric exit system that is
cost effective and operationally feasible is the goal for the Department.

d. Do you believe a biometric exit system should be deployed at land, sea and airporis?
‘Why or why not?

I do not at this point have an informed answer to this question. If confirmed, I intend to

review the work that experts at the Department have done on this issue, particularly the
strides they have made during the last several years. Once I have a better understanding
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of what is feasible, cost-effective, and affordable in this fiscally constrained environment,
I will be better able to discuss the extent to which I believe there may be value in
pursuing biometric exit in all three environments—air, sea, and land.

Prosecutorial Discretion

55. In June 2011, Immigration and Customs Enforcement (ICE) Director John Morton
announced new guidance on the use of prosecutorial discretion in immigration matters.

a.

What are your views on the use of prosecutorial discretion in general?

Based upon my experience as a federal prosecutor, I know that some level of
prosecutorial discretion is inherent in almost every law enforcement activity. The
exercise of that discretion should be based on considerations of resource allocation,
public safety, and other matters; it should never be arbitrary or perceived as arbitrary, and
it should never amount to a wholesale abandonment of enforcing the law. Executing and
enforcing the laws is the core executive branch function.

b. As general counsel at the Department of Defense, were there any particular
situations in which you had to make decisions regarding the use of prosecutorial
discretion? If so, please provide examples, including your reasoning for your decision.

As General Counse] of the Department of Defense, I was responsible for the oversight of
the military commissions process at Guantanamo Bay. I did not make individual
charging decisions, and left it to the chief prosecutor in the system to do so.

In 2009-2010, the Obama Administration conducted a case-by-case review of the
detainees at Guantanamo Bay. This included a fresh look at identifying cases that should
be designated for transfer, detention, release or prosecution. For those detainees who
were designated for prosecution, there were then decisions made about whether to
prosecute them in the federal civilian system or in the military commissions system. I
was part of this review process.

As Secretary, how would you endeavor to review policies on the use of prosecutorial
discretion across the Department of Homeland Security, including as it relates to
immigration?

I do not have a fully informed answer to this question. My general inclinations are
reflected in response to question 55a above.

Under what circumstances, if any, would you recommend changes to the 2011
Morton memo, as well as the historical use of prosecutorial discretion in general at
the Department of Homeland Security?

I do not have a fully informed answer to this question. My general inclinations are
reflected in response to question 55a above.
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56. By some estimates, individuals who come to the United States legally and overstay their
visas make up approximately 40 percent of the illegal immigrant population in this
country. Current law provides for civil penalties for those who overstay their visas for
six months or more with, among other things, either a 3— or 10—year ban from
admission into the United States after their removal or voluntary departure from the
United States. Yet, an April 2011 Government Accountability Office (GAQ) report
(GAO-11-411) suggested that there are limited enforcement resources for visa
overstays. In addition, those who overstay their visa may not fit into one of the priority
categories identified in the June 2011 memo by then Director Morton on prosecutorial
discretion.

a. Do you believe it is important for those who overstay the terms of their visas to be
held accountable for those violations? Why or why not?

Those who overstay their visas should be held accountable for their actions. Our chief
priority is to apprehend and remove those who threaten our national security and public
safety. But it is neither practical nor possible to remove all who have overstayed their
visas long ago and present no threat to our communities. That is why I support common-
sense immigration reform that provides these individuals a firm but fair path to earned
citizenship if they meet several requirements, including those, who are otherwise present
unlawfully, to register, pay taxes and a penalty, pass background checks, learn English,
and go to the back of the line.

b. How should ICE approach its legal responsibilities with respect to those who
overstay their visas, and the cross cutting issues of prosecutorial discretion
identified in the Morton memo?

1 do not have an informed answer to this question at this point. If confirmed as Secretary,
I will devote significant attention to ensuring that DHS uses its resources to protect
pational security and public safety and to continue to strengthen border security. This
will include building on the already strong relationships across the Department to
leverage shared expertise and combine forces wherever appropriate.

Coast Guard

57. The U.S. Coast Guard is entrusted with a diverse maritime mission set, including the
responsibility to protect marine environments, interdict illicit drugs, rescue persons in
distress, and provide coastal and port security. To do so, agency personnel must
frequently rely on assets that are more than thirty years old. As GAQ has testified, the
Coast Guard has faced challenges meeting expected mission performance requirements
because of the declining condition of its fleet. However, the Coast Guard is working to
recapitalize its aviation and surface fleets to ensure the Service can continue to carry
out its missions safely now and in the future.
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a. Do you believe the recapitalization of the Coast Guard’s aviation and surface assets
should be a Departmental priority?

The current budget environment is extremely challenging across the federal government
and within the Department we have a variety of competing concerns across all
components. Within these constraints, I understand that the Department has supported
the Coast Guard’s highest recapitalization priorities and I stand ready to continue that
support with the resources available. If confirmed, I expect to study this question more
closely.

b. The acquisition of new vessels and aircraft typically requires a significant budgetary
commitment. However, maintaining aging assets typically grows more expensive
each year. Do you believe any efficiencies or savings could be gained from replacing
older assets more quickly?

I do not have an informed answer to this question at this point. However, I am familiar
with the general issue from my experiences at the Department of Defense.

I have been advised that some of the Coast Guard’s offshore cutters are approaching

50 years old, more than double the average age of the Navy’s fleet, and that acquiring
new vessels and aircraft as quickly as possible will reduce the costs required to maintain
the Coast Guard’s aging assets. If confirmed, I expect to study this question more
closely.

58. The Coast Guard's unique authorities and capabilities make it a vital component for
securing our borders, preserving maritime security along the coast and in offshore
environment. Both the maritime and land aspects of our borders must be addressed to
ensure border security. There are indications that the Department has seen an increase
in maritime drug interdiction adjacent to the Southwest Border as a result of tightening
border security.

a. With the proposed cuts to the Coast Guard's capital budget and the pending DHS
portfolio review, how do you see a declining or prolonged investment period for
Coast Guard recapitalization impacting our Nation's maritime security, including
areas adjacent to the Southwest border?

I understand from my briefings that the U.S. Coast Guard is in the midst of a
recapitalization effort that spans a broad range of its assets, and includes major
acquisition programs that replace or modemize ships, boats, aircraft, and other
systems. Declining or prolonging this recapitalization effort will likely require
cancellation of recapitalization projects, significantly degrading near and long-term
operational capabilities and mission readiness to address the highest priority risks.
1 am advised that prolonging the effort will also likely impact Southwest border
security, and mean a significant reduction in operational capacity in the Western
Hemisphere Transit Zone, creating a more permissive environment for the
Transnational Organized Crime networks.
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How should the Coast Guard address threats posed by Transnational Organized
Crime networks in this fiscally constrained environment?

1 do not have a fully informed view on this issue at this point. If confirmed, I look
forward to working with the Coast Guard and Congress to combat the TOC networks and
all other threats that the USCG sees in ensuring the safe and security of the Nation’s
waterways.

Maritime and Supply Chain Security

59. Much of the United States’ maritime critical infrastructure is owned or operated by
State or local authorities, or the private sector. DHS manages a Port Security Grant
Program to help augment local maritime security activities, including enhancing
maritime domain awareness, supporting training and exercises, and enhancing the
physical security of port facilities. The program requires recipients share some of the
costs for eligible projects, which has limited the reach of the program since some local
authorities have been unable to provide the required matching funds. The Department
has also shortened the period of performance for these grants, and eliminated the
ability of applicants to apply for grants through a local fiduciary agent, who can help
coordinate regional maritime security programs.

a.

Not all homeland security grant programs require a cost share. Do you believe the
Port Security Grant Program should continue to require a cost share?

While I am not fully versed in this issue at this point, it seems to me that cost-share
requirements make sense. They ought to help ensure that the federal government is
working in partnership with a grant applicant. With these requirements, each party has
“skin in the game” and is invested in a common goal. I understand also that cost-share
requirements can be a challenge for those applicants that have limited financial resources.
In those instances, it is my understanding that FEMA can work with applicants on
case-by-case basis, and that, if needed, FEMA has the flexibility to waive the cost share
requirement based on an applicant’s financial needs.

In FY 2012, FEMA transitioned to a two year period of performance to ensure grantees
expedite their funding. FEMA understands that the periods of performance for many
grant programs can also be a challenge for some applicants, especially those who are
pursuing long-term capital improvement projects. FEMA manages period of
performance extension requests from grantees to ensure grant funds are used
expeditiously and expended and drawn down within the initial period of performance.
FEMA has issued clear criteria for granting extensions and has established a review
process that applies those criteria in a rational, defensible, transparent, and consistent
manner,

In your opinion, could a longer period of performance and the permissible use of a
fiduciary agent improve regional port security and coordination among applicant?
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Please see consolidated response in (&) above.

60. GAO has continued to highlight areas for improvement with access contro} for U.S.
ports, particularly with the management of the Transportation Worker Identification
Credential (TWIC) program. TSA and the Coast Guard are responsible for the
implementation and enforcement, respectively, of the TWIC program to manage the
access of maritime workers to regulated maritime facilities. Earlier this year, under a
proposed rule for TWIC card readers, the Department proposed mandating electronic
card readers only for a small subset of port facilities, while most other facilities would
continue enforcement using spot checks. However, in the past GAO has reported that
its investigators were successful in accessing ports using counterfeit TWICs, authentic
TWICs acquired through fraudulent means, and false reasons for requesting access. In
addition, a 2013 GAO review of the TWIC card reader pilot program raised questions
about the effectiveness of card readers. Do you believe the TWIC program would
benefit from additional management at the Departmental level given that it’s a
program which cuts across multiple agencies and offices?

DHS manages a broad set of credentialing responsibilities. As Secretary, if confirmed, it will
be incumbent upon me to oversee and manage initiatives to ensure that the Department’s
programs function at optimal levels and increase the safety and security of the public.

T am advised that the TWIC program is one of the Department’s largest credentialing
programs. To fulfill a security mission of such scale, DHS leverages the expertise of its
components to evaluate the entities that comprise the maritime domain and design security
measures to counter potential threats. As the TWIC program continues to evolve, multiple
offices within DHS will be involved in guiding this high-profile security program to ensure
that TWIC provides security benefits to the Nation and proper customer service to maritime
workers and industry. TSA and the Coast Guard continue to implement and identify
improvements to the program to reduce the burden on workers while maintaining the security
objectives of the program.

Aviation Security

61. DHS has made substantial progress improving the security of our domestic and
international aviation networks since 9/11, including the implementation of the Secure
Flight and Air Cargo Advance Screening programs. The Department has also recently
begun moving away from a one-size-fits-all approach to passenger screening toward a
more nuanced approach tailored to the different levels of risk posed by particular
passengers. Trusted traveler programs, such as CBP’s Global Entry and TSA’s Pre-
Check, are designed to identify low risk passengers and process them separately so that
the Department can focus more of its attention and resources on high-risk and
unknown travelers. In your view, how can risk-based screening processes improve
efficiency or effectiveness?
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As I type, I am learning today of the death of TSA Officer Gerardo Hernandez at LAX. I
recognize the enormity of the task that we have asked the men and women of TSA to do.
TSA is probably the agency of government that has most direct contact with the American
public. Not only must TSA ensure that a catastrophic attack on the aviation system does not
occur, but TSA must also quickly and efficiently screen passengers and cargo, providing the
best experience possible. I commend TSA for creating a layered aviation security system,
and wish to continue to promote that philosophy. Because of a more sophisticated ability to
operationalize current intelligence and analyze risk, as well as using additional information
that passengers voluntarily provide, TSA can now make determinations of low risk status for
a large segment of the traveling public. Therefore, in the judgment of the experts,
one-size-fits all approach to the approximately 1.8 million passengers who fly commercially
each day is no longer necessary. It seems to me that an approach to security that
operationalizes current intelligence, and employs sophisticated risk assessments to tier
screening, is inherently more effective than a system that treats every passenger as equal risk
receiving identical screening. If confirmed, I look forward to learning more about TSA’s
plan to expand its initiatives.

62. Do you support allowing airports to participate in the Screening Partnership Program?

I do not now have an informed view in answer to this question. If confirmed, I intend to
study this issue carefully.

63. In addition to the Global Entry and Pre-Check programs, DHS manages several other
trusted traveler and transportation worker vetting programs, including CBP’s U.S.-
Mexico and U.S.-Canada expedited travel programs, and TSA’s Crew Vetting and
HAZMAT Endorsement Threat Assessment programs. Do you believe the Department
should look for ways to improve the efficiency and effectiveness of its threat assessment
and vetting programs, which could include consolidating one or more of these
programs?

My preliminary assessment is that, wherever possible, DHS has sought to employ a
risk-based approach to its programs incorporating multiple layers of security measures and
better prioritizing its resources. The Department is constantly exploring ways to improve the
efficiency and effectiveness of its threat assessment and vetting programs, including, for
example, its pre-screening for trusted traveler programs. DHS’s trusted traveler programs
expedite customs and domestic aviation security processing for pre-approved “low-risk”
trusted travelers, allowing CBP and TSA to focus on unknown, potentially higher risk
travelers. If confirmed as Secretary, I will work to continue the progress made by CBP and
TSA to harmonize, where appropriate, aspects of the DHS portfolio of trusted traveler
programs while finding new opportunities to expand participation.

Surface Transportation Security

64. After September 11®, 2001, the federal government moved quickly to improve the
security of commercial aviation. As terrorists continued to target this mode of
transportation, using explosives devices hidden on bodies or in cargo, the Department
has adapted to address the evolving threat to aviation. The Department has also built
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and strengthened its maritime security programs to address concerns that seaports and
cargo supply chains were vulnerable to smuggling of people and WMDs. Following
terrorist attacks on rail and transit systems in Madrid, London, and Mumbai, Congress
included a number of provisions in the 9/11 Commission Recommendations Act to
address perceived vulnerabilities affecting domestic rail and transit systems. However,
DHS and TSA defer operational responsibility for the security of rail and transit
systems to local authorities, and some security experts and members of Congress have
expressed concern that DHS insufficiently prioritizes rail and transit security. What are
your priorities for strengthening surface transportation security?

I am a native New Yorker, home to the Nation’s largest and most comprehensive mass transit
system. At one time or another in my life, I have traveled on every NYC subway line except
one. I am a regular consumer of Amtrak, NJ Transit, the NYC subways, the Lincoln Tunnel,
Port Authority Bus Terminal, Penn Station in NYC, Penn Station in Newark, Union Station
in Washington, DC, and the Washington Metro. I therefore have some understanding of the
complexity of protecting open transportation systems used by millions of people every day.

I understand that surface transportation systems, whether mass transit and passenger rail,
freight rail, highways, or even pipelines — all areas that TSA has authority to help secure —
differ greatly from the tightly controlled and limited access systems in place at airports.
These systems are based on the ability of the passenger to move quickly and freely. It is
important to our economy and it is line with the expectations that our citizens have come to
expect. Ialso understand that while there is federal support for some aspects of surface
transportation, these systems are fundamentally different than aviation systems and securing
them requires a different strategy. Most of the infrastructure that makes up these systems is
owned by private industry, state, and local governments, and is dispersed widely across urban
and rural areas. As a result, DHS’s strategy of securing these systems is more reliant on a
partnership with our state, local, and private sector partners who own and operate the
systems. For example, I understand that DHS has awarded approximately $1.9 billion in
grant funds since fiscal year 2006 under its Transit Security Grant Program, including over
$138 million allocated to Amtrak for through the Intercity Passenger Rail Security Grant
Program. It is also my understanding that TSA provides threat and risk assessment
information to surface transportation security providers, and also shares best security
practices with that community.

If confirmed, I look forward to working with Congress on this important issue, as part of our
effort to ever improve security in the face of ever evolving threats.

Relationship with the DHS Office of General Counsel

65. What do you believe is the proper relationship between the Secretary and the DHS
General Counsel? If confirmed, are there any aspects of your prior relationship as
DOD General Counsel with the Secretary of Defense that you would seek to bring to or
avoid in your new role and relationship with the DHS General Counsel? If so, please
provide examples.
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If confirmed, I will do my best not to practice law or render legal advice as the Secretary. I
am grateful that the Senate recently confirmed a highly-credentialed lawyer, Steve Bunnell,
to be the next DHS General Counsel. In my experience as General Counsel of DoD and the
Air Force, I have had the experience of working with lawyers serving in the roles of
President, Vice President, Secretary of Defense, Deputy Secretary of Defense, Secretary of
the Air Force, Under Secretary of the Air Force, National Security Advisor, Secretary of
State, Secretary of Horneland Security, and CIA Director. In my observation, most have
been very good at refraining from lawyering in favor of the legal officials. If confirmed, I
will seek to emulate their examples.

Infrastructure Protection

Cybersecurity

66. For years there have been significant vulnerabilities in our cyber networks. These
vulnerabilities have led to massive identity and intellectual property theft, monetary
loss, and leaks of classified information. Additionally, cyber threats to Supervisory
Control and Data Acquisition (SCADA) systems — which control industrial processes —
have the potential to cause devastating impacts on critical infrastructure, including the
electric grid and the water supply.

2, Please discuss your familiarity and experience with cyber security issues.

As General Counsel of DoD, I was exposed to cybersecurity capabilities, and the policy
and legal issues that accompany them.

b. What do you view to be the most significant current and potential cyber security
threats facing our nation?

The potential is very real for a future cyber attack resulting in significant national and
economic security impacts. Working to strengthen our Nation’s security and resilience to
prevent, and if necessary, respond to such an event will continue to be a focus of the
Department if [ am confirmed. While I believe state actors possess the most
sophisticated cybersecurity capabilities that could threaten our Nation, we must be
vigilant to ensure that none of our adversaries can exploit cyber vulnerabilities to cause
our Nation great harm.

c. What do you think is the most important contribution DHS and the federal
government can make to mitigate these threats?

DHS coordinates the national protection, prevention, mitigation, and recovery from cyber
incidents. This requires DHS to contribute its own cybersecurity expertise, and work to
leverage unique cybersecurity capabilities and knowledge across public and private
entities. The Department works daily to enhance situational awareness among its
partners at the federal, state, and local level, as well as in industry, through the provision
of critical cyber threat, vulnerability, and mitigation data.
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The Department’s significant, ongoing contributions include: its operational
responsibilities for securing unclassified federal civilian government networks and
working with owners and operators of critical infrastructure to secure their networks
through cyber threat analysis, risk assessment, mitigation, and incident response
capabilities; coordination of the Federal Government response to significant cyber or
physical incidents affecting critical infrastructure; offering Continuous Diagnostics and
Mitigation tools to move from compliance-based cybersecurity reporting to risk-based
mitigation activities; and combating cyber crime by leveraging the skills and resources of
the USSS and ICE and working in cooperation with partner organizations to investigate
cyber criminals.

If confirmed, what steps do you intend to take to improve the nation’s cyber
security, both with respect to the government and private networks?

DHS’s information sharing and partnership efforts have helped strengthen federal and
national cybersecurity. If confirmed, I will engage my interagency counterparts to
address key cybersecurity policy and operational issues and will ensure DHS continues
improving upon information sharing and close collaboration among government,
industry, and individuals to detect, prevent, mitigate, and respond to evolving threats. 1
will also work with Congress to ensure DHS has updated authorities, where necessary,
which better reflect its current cybersecurity responsibilities and ensure that DHS is able
to more effectively and efficiently carry out that mission.

How do you see the Department’s efforts adapting in the coming years as the cyber
threat evolves and likely increases? Specifically, how do you see the implementation
of the President’s Executive Order on Improving Critical Infrastructure
Cybersecurity (13636) fitting into the Department’s overall efforts?

As I understand it, the goal of EO 13636 is to increase the sharing of cybersecurity
information from the government to the private sector, and to foster the adoption of
cybersecurity best practices more widely across critical infrastructure. If successful, this
will lead to higher cybersecurity capabilities across our Nation’s critical infrastructure,
and a more efficient process to get operational cyber threat information from the
government to private sector partners defending key networks.

DHS is executing much of its work to implement the President’s Executive Order 13636
on Improving Critical Infrastructure Cybersecurity and PPD21 on Critical Infrastructure
and Resilience through an Integrated Task Force made up of a number of working groups
with representation from the public and private sectors as well as advocacy community
and academia. However, the effectiveness of these efforts is dependent upon
collaboration with a variety of partners; most importantly, the owners and operators of
the Nation’s critical infrastructure. DHS is continually working to improve its outreach
to this important community, and have undertaken a number of steps to ensure that our
stakeholders have meaningful input into our work. I understand that the initiatives within
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the Executive Order will complement other efforts that the Department is undertaking.
For instance, the update to the National Infrastructure Protection Plan will inform the
Department’s focus on strengthening the security and resilience of critical infrastructure
through an updated and overarching national framework that acknowledges the increased
role of cybersecurity in securing physical assets.

While implementation of EO 13636 and PPD-21 is a key step towards securing and
making more resilient our Nation’s critical infrastructure, continued progress will require
sustained effort by both public and private partners, and a recognition of the rapidly
evolving risk environment. Though the private sector and government often have
different calculations of risk, our continued partnership will enhance our mutual
understanding of those calculations and allow us to work more closely and more
effectively to protect and preserve the American way of life.

67. The vast majority of critical infrastructure in the United States is owned and operated
by the private sector, making the security of our nation’s critical infrastructure a
shared responsibility. To help secure our nation’s critical infrastructure, DHS conducts
a broad array of cybersecurity missions, including providing technical assistance and
sharing cyber threat information.

What can owners and operators of critical infrastructure do to better protect their
information systems?

Through EO 13636 and the efforts of the Integrated Task Force and private sector
partners, a Cybersecurity Framework by the National Institute of Standards and
Technology is being developed that will provide a baseline for infrastructure owners and
operators to follow a deliberate risk-based approach in order to better protect their cyber
information systems. This effort is intended to capture the most essential and effective
protective cybersecurity measures deployed by public and private network defenders, and
increase the number of critical infrastructure owners and operators who use these
practices to secure their networks. DHS has drafted performance goals that are
applicable to organizations adopting the Framework, which are intended to encourage
progress toward national-leve] outcomes achieved in part by widespread adoption of the
Framework, and stress the importance of an enterprise risk management strategy that
associates cybersecurity investments with enterprise business plans. DHS will also
establish a voluntary program to support the adoption of the Cybersecurity Framework by
owners and operators of critical infrastructure and any other interested entities. The
application of the Framework is coupled with outreach, education, and assistance in
completing assessments of systems and sites to better inform and enable owners and
operators to protect their systems.

How can the Department better partner with the private sector to improve the
cybersecurity at our nation’s critical infrastructure?

If confirmed as Secretary, I will ensure that DHS continues working directly with our

private sector partners to identify the cybersecurity threats that most directly impact their
networks by fostering collaboration at all levels. I will also work to provide timely and
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actionable information to inform those decisions and mitigate risk through programs such
as the Cybersecurity and Information Sharing Program and Collaboration Program
(CISCP) and the Enhanced Cybersecurity Service Program (ECS). I will continue to
engage them in strengthening our public private partnership by participating in trusted
communities to enhance collaboration and build shared threat knowledge.

It is my understanding that DHS has made significant progress in expanding information
sharing activities with the private sector.

¢. What have you learned about cybersecurity from your time at the Department of
Defense, particularly as it relates to working with the Defense Industrial Base?

While I was General Counsel of the Department of Defense, we worked to establish a
pilot program to enhance cybersecurity for the Defense Industrial Base. It was
time-consuming, fraught with legal questions and issues, but eventually we got there.
That program provided a legal and operational basis for the CISCP and ECS programs
that DHS is deploying more broadly across critical infrastructure.

Addressing today’s cyber threats often requires an all-of-government approach. The
relationships among DHS, the Federal Bureau of Investigation, and the Department of
Defense, including the National Security Agency are particularly impeortant in the cyber
realm. How will you work to cultivate relationships with senior leaders at the FBI,
DOD, and other agencies involved in cybersecurity?

I could not agree more that successful response to cyber threats requires a whole-of-
government approach to mitigating cyber risk. This means leveraging all homeland security,
law enforcement, intelligence, and military authorities and capabilities. DHS, DOD, and the
Department of Justice (DOJ) each bring distinct cybersecurity capabilities to the overall
effort. The current Director of the FBI, James Comey, and I were colleagues as federal
prosecutors in New York in 1989-1991. Iknow the current Director of NSA, General Keith
Alexander, very well. I will engage these counterparts to address the key cybersecurity
policy and operational issues and ensure that we support each other with our unique
capabilities to address the key cyber threats facing the Nation.

Federal Civilian Network Cybersecurity

69.

‘What do you believe is the appropriate role for the Department in cybersecurity for
federal civilian networks (“dot gov”)?

I believe the Department of Homeland Security must actively collaborate with its public
sector partners every day to respond to and coordinate mitigation in the face of continued
attempts to disrupt the Nation’s critical cyber and communications networks. DHS is the
lead for securing and defending Federal civilian unclassified IT systems and networks against
cyber intrusions or disruptions. Although departments and agencies retain primary
responsibility for securing and defending their own networks and critical information
infrastructure, DHS assists Federal Executive Departments and Agencies by performing data
and teport analysis to reduce cyber threats and vulnerabilities, disseminating cyber alert and
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warning information to promote protection against cyber threats, coordinating with partners
and customers to attain shared cyber situational awareness, and providing response and
recovery support. Though sophisticated and determined actors pose a challenging threat, the
Department is committed to reducing risk and enhancing the security.

a. What authorities do you believe the Department needs to execute that role?

Although I do not now have an informed view to definitively answer this question, I
believe that the Administration has proposed legislation that clearly and appropriately
defines the Department’s cybersecurity missions. For example, the Administration has
proposed updating the Homeland Security Act, and the Federal Information Security
Management Act, both of which should accurately reflect the operational role that DHS
plays in securing Federal networks. If confirmed, I intend to carefully consider this
question further in consultation with Congress and the DHS General Counsel. Iwill
work with Congress to ensure that DHS has the statutory authority to efficiently execute
its cybersecurity missions.

b. In September, GAO issued a report on Federal Information Security, which
included an assessment of government-wide compliance with the Federal
Information Security Management Act (FISMA), as well as DHS and OMB’s work
to oversee and manage FISMA compliance. The report determined that “while
OMB and DHS have continued to oversee agencies’ FISMA implementation, they
have not included all FISMA requirements; developed effective measures; or, as we
have recommended, established performance targets for many of the metrics
agencies and inspectors general use to report on agencies’ progress, making it more
difficult to accurately assess the extent to which agencies are effectively securing
their systems.” What will you do to strengthen DHS’s delegated role in overseeing
FISMA compliance?

I am advised that DHS’s role in overseeing FISMA compliance can be strengthened
through continuous stakeholder engagement. Ihave been told that the Department is
focused on moving its current federal information security management practices from a
compliance-based framework to one that establishes targets for acceptable security and
measures performance and outcomes as part of Continuous Diagnostics and Mitigation
(CDM). The advent of CDM will strengthen compliance by focusing on security
outcomes and risk prioritization. Federal agencies, the Office of Management and
Budget, federal inspectors general, the Government Accountability Office and Congress
should continue to work together to protect agencies® missions and programs from cyber
risks. As Secretary, I will work with our partners at other federal agencies to reinforce
the communications that regularly occur between staff at DHS and the rest of the federal
enterprise. I will also work with Congress to modernize FISMA to reflect DHS’s
responsibilities and take advantage of these new technologies.

DHS Cybersecurity
70. Do you believe that DHS’s networks are secure?
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At this point, I do not have an informed assessment in answer to this question. Experience
suggests that there is likely room for improvement, as cybersecurity requires constant
vigilance. I understand that DHS continues to enhance its cybersecurity posture and believe
that DHS, as with all federal agencies and network owners, is working to provide as secure of
an environment as possible in order to carry out its essential homeland security functions.

In an October 2012 report the DHS Inspector General highlighted weaknesses in some
of DHS’s components’ compliance with the Department’s security guidelines. For
example, the IG’s most recent independent evaluation of the DHS’s security program
and practices under the Federal Information Security Management Act (FISMA)
reported that, while DHS has made progress, “components are not executing all of the
Department’s policies, procedures, and practices.” If confirmed, what actions would
you take to require DHS components to adhere to the Department’s information
security program under FISMA?

DHS directly supports federal civilian departments and agencies in developing capabilities
that will improve their cybersecurity posture in accordance with FISMA. As the OIG noted
in its report, DHS has continued to improve and strengthen its security program in Fiscal
Year 2012, The DHS Fiscal Year 2013 Information Security Scorecard utilize continuous
monitoring data feeds from Component tools to monitor the implementation of United States
Government Configuration Baseline (USGCB) settings and security patching of databases
and servers. DHS also revised its enterprise security authorization tool with streamlined
templates and controls in an effort to improve the quality of the security packages reviewed
by the Information Security Officer and to ensure the required security tools and controls are
completed, addressing an OIG recommendation. As Secretary, my responsibility would be to
fully support the DHS Chief Information Officer {CIO), the Chief Information Security
Officer (CISO) as well as the DHS component leadership, as they collaboratively implement
the corrective actions that are responsive to the Office of Inspector General’s
recommendations.

Private Sector Cybersecuri

72.

What do you believe is the appropriate role for the federal government in private sector
cybersecurity?

Critical infrastructure is the backbone of our country’s national and economic security. In
addition to the federal buildings where millions of Americans work and visit each day, it
includes power plants, chemical facilities, communications networks, bridges, highways, and
stadiums — facilities which by and large are in private sector hands. I believe that our federal
government must work with industry, individuals, state, local, and international government
partners to defend critical infrastructure, and to share actionable intelligence regarding
specific threats and vulnerabilities.

a. What authorities do you believe the Executive Branch needs to carry out that role?
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Although I do not now have an informed view to definitively answer this question, I
believe that the Administration and Congress should continue to explore legislation that
appropriately facilitates the government’s efforts to support critical infrastructure
cybersecurity. If confirmed, I intend to carefully consider this question in consultation
with the DHS General Counsel, and I will work with Congress to achieve these goals and
enhance the security and resilience of our critical infrastructure. I would also like to note
that legislation is not a panacea, and the government must continue to build relationships,
trust, and collaborative efforts with the private sector to be successful under current or
future statutory authorities.

b. What steps will you take to encourage private sector companies to act to protect
critical cyber infrastructure pursuant to the Framework to Reduce Cyber Risks to
Critical Infrastructure being developed by the private sector through the National
Institute for Standards?

I believe that any approach to the Cybersecurity Framework should facilitate industry
coming together to develop solutions, and broadly adopt the solutions already deployed
by industry leaders. If confirmed, I will work with the private sector to support the best
approach for implementing the Framework for their businesses. To that end, I understand
that DHS has drafted performance goals that are applicable to organizations adopting the
Framework and are intended to encourage progress toward national-level outcomes
achieved in part by widespread adoption of the Framework while stressing the
importance of an enterprise risk management strategy that associates cybersecurity
investments with enterprise business plans. [ also understand DHS will establish a
voluntary program to support the adoption of the Cybersecurity Framework by owners
and operators of critical infrastructure and any other interested entities. The application
of the Framework is coupled with outreach, education, and assistance in completing
assessments of systems and sites to better inform and enable owners and operators to
protect their systems.

Chemical Security

73. Congress authorized the Department’s chemical site security program, now known as
the Chemical Facility Anti-Terrorism Standards (CFATS), as part of the Department of
Homeland Security Appropriations Act, 2007 (P.L. 109-295). While the program has
faced a number of challenges during its implementation, significant progress has been
made over the past eighteen months. That said, problems still remain. If confirmed,
how would you work with the National Protection Programs Directorate to improve the
program and what would you focus on? If necessary, what programmatic changes
would you suggest?

Although the CFATS program has had challenges in the past, I understand that in recent
years the program has made significant progress in key areas and is on a more stable path. 1
am advised that considerable work has been done to improve the program, including
completing 91 of 95 items in the Action Plan designed to address past challenges, and the
Department remains on track to complete the remaining items in this fiscal year. The
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Department has also dramatically increased the pace at which it is approving security plans,
and recently completed the first compliance inspection ~ a significant milestone for the
program. There is still much work to be done, such as improvements to the tiering
methodology, ensuring all CFATS-covered facilities are aware of the program and are
complying with regulations, and continuing to increase the pace of inspections, approvals,
and compliance inspections for all security plans. IfI am confirmed as Secretary, 1 will
provide executive level leadership to ensure that programs like CFATS have the resources
and proper oversight in place for continued success.

Federal Facility Security and the Federal Protective Service

74. Recent shootings at the Washington Navy Yard and the federal courthouse in
Wheeling, West Virginia are stark reminders that federal facilities — whether they are
military bases, courthouses or civilian federal buildings — are targets for violence or acts
of terrorism. A component within DHS, the Federal Protective Service, is responsible
for protecting 9,000 civilian federal facilities and safeguarding the millions of workers
and visitors who enter these buildings on a daily basis. The Federal Protective Service
uses approximately 900 federal law enforcement officers, who oversee 13,000 contract
security guards, to carry out its mission.

a. Federal workers or federal facilities could be a target for a shooter, like the
recent incident at the Navy Yard, or a target for an improvised explosive device,
as was the case in 1995 with the Oklahoma City bombing of the Murrah Federal
Building. What do you see as the primary threat(s) to federal workers and
facilities, and do you believe the FPS has the necessary authority and resources
to address the threat(s)?

The shooting death of TSA officer Gerardo Hernandez at LAX on November 1 is a
reminder of the importance of this question. While I worked at the Department of
Defense, the Pentagon was the target of multiple shooting attacks. I agree that U.S,
government facilities and personnel are subject to a variety of threats. We most
worry about the use of a firearm or explosive device in a federal building, and we
must also focus on threats made against federal employees, often related to decisions
they make in their official capacity. The Federal Protective Service investigates
approximately 1,600 such cases each year. FPS has the authority to protect federal
facilities, employees, and the public through conducting assessments, recommending
countermeasures, and providing law enforcement response to incidents or threats. 1
will, if confirmed, work with FPS and Congress to review our practices and whether
any additional authorities could enable FPS to more effectively carry out its mission.

b. Do you believe the FPS is properly assessing the risks for federal facilities?
I do not now have a personal, informed answer to this question. [ have been told that
FPS continues to make progress in implementing a risk management process for the

federal facilities it protects. In the past year and a half, FPS has developed, trained,
and implemented a new Facility Security Assessment (FSA) process, using the
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Modified Infrastructure Survey Tool (MIST), to assess vulnerabilities and make
countermeasure recommendations in order to help its stakeholders meet Interagency
Security Committee standards for federal facility security. I understand that FPS
remains committed to working through these challenges to enhance FPS operations to
assess and manage risk.

Weapons of Mass Destruction (WMD)

75. The use of nuclear, radiological, biological, and chemical weapons by terrorists and
other groups continues to be threat to the United States. What are your thoughts for
making improvements in the way DHS addresses chemical, bivlogical, radiological and
nuclear threats?

I understand that the Senate Explanatory Statement accompanying the FY 2013 DHS
Appropriations Act (P.L. 113-6) directed the Department to conduct an “in-depth review of
its organization, operations, and communications in carrying out its [CBRN] programs,”
citing “the need to elevate and streamline the Department’s focus on efforts to address
[CBRN] threats and deter and counter...WMD.” My understanding is that review is
complete, and former Secretary Napolitano and Acting Secretary Beers have given guidance
and direction. 1f confirmed, I will consult with Department leadership, my interagency
colleagues, and with Congress to determine any necessary improvements in the way DHS
addresses chemical, biological, radiological and nuclear threats.

The Threat to Critical Infrastructure from an Electro Magnetic Pulse (EMP) or Solar
Storm Event

76. Some analysts have raised concerns about the potentially significant disruptions of
critical infrastructure that would occur in the event of an Electromagnetic Pulse (EMP)
attack or a significant solar storm event, such as a Carrington Event. For example, the
Commission to Assess the Threat to the United States from Electromagnetic Pulse
(EMP) Attack found that “an electromagnetic pulse generated by a high altitude
nuclear explosion is one of a small number of threats that can hold our society at risk of
catastrophic consequences.” Do you believe that the United States is safe from such an
attack or event? What are DHS’s responsibilities for preparing for and/or mitigating
these threats?

I do not now have an informed assessment on this issue. If confirmed, it will be an obvious
question for me to carefully consider.

I have been told that DHS is working collaboratively, both internally and with external
stakeholders, to reduce the risk from EMP and solar storms. Specifically, DHS has worked
to model and assess EMP effects, and to conduct research and propose solutions to
understand and mitigate EMP risks.

Domestic Nuclear Detection Office
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77. Coordinating federal efforts to prevent a nuclear terrorist attack against the civilian
population of this nation is among the most important and complex challenges that the
Department faces. DHS’s Domestic Nuclear Detection Office (DNDO) is charged with
coordinating these federal efforts and developing an overall architecture to keep
radiological and nuclear materials from entering the country. DNDO, however, must
rely on implementation by other agencies and does not have the authority over the
budgets of these agencies or the ability to ensure that they spend their money
effectively. DNDO also faces a numher of other management and technological
challenges; the problems that have plagued the effort to develop and deploy the
Advanced Spectroscopic Portal radiation monitor represent one of the more prominent
reminders of these difficulties. If confirmed, how would you address the challenges
faced by DNDO and enhance its ability to help prevent nuclear terrorism?

In briefings for my confirmation, I've learned that DNDO has made significant progress,
particularly in the conduct of its research, development and acquisition programs, and that
DNDO has substantially increased the ability of federal, state, and local law enforcement
partners to detect and interdict radiological and nuclear materials that are outside of
regulatory control.

78. Several pieces of key screening equipment used by DHS, such as Radiation Portal
Monitors and Vehicle and Cargo Inspection Systems used to checkpoints, airports, and
in other transportation modes for security screening, are close to being obsolete and
show degrading performance. They are operating well beyond their equipment
lifecycle, and at an increased operations and maintenance cost. Do you think upgrading
this technology is important to improve the efficiency and effectiveness of our vital
cargo screening mission?

Yes. If confirmed as Secretary, I will encourage DNDO to continue working closely with
industry, sharing technical requirements and advances in research, and development projects
that could potentially be integrated into next-generation systems. This will ensure that the
necessary technological upgrades will be deployed in the most efficient and effective
manner.

Science and Technology Directorate

79. We know that harnessing the nation’s research and development expertise is essential
to hardening our domestic defenses against chemical, biological, radiological and
nuclear weapons of mass destruction. DHS’s Science and Technology (S&T)
Directorate has been given the responsibility for directing research and development
efforts and priorities in support of the Department’s mission. The S&T Directorate
must think strategically about where to invest its limited research and development
funding to help ensure that these investments make the nation safer from terrorism and
other catastrophic events. What is your vision of the role that the S& T Directorate can
play in the development of advanced technologies and their successful use to carry out
challenging homeland security missions?
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DHS confronts a global landscape in which technology is both a key driver of evolving
threats and an essential source of solutions to these threats. The breadth and diversity of
DHS’s missions requires an organization like S&T to address a wide range of programs
including the DHS components’ near-term needs for new operational capabilities and
improved operational effectiveness, efficiency, and safety. S&T also has responsibilities
related to understanding and creating solutions to biological and chemical threats, and to
conducting the R&D required to meet homeland cybersecurity needs. S&T also manages
national laboratories that provide unique homeland and national security capabilities and has
direct access to the Department of Energy’s extensive national laboratory system. In
addition, the Directorate’s capacity to engage R&D activities worldwide is greatly
augmented by S&T’s university-based Centers of Excellence and bilateral international
agreements. I recognize the importance of these missions.

Research and Development

80. During your tenure at the Department of Defense did you interact with the
Departments research and development (R&D) components, including the Defense
Advanced Research Projects Agency (DARPA)? If confirmed, what lessons from your
work with R&D components at the Defense Department can you apply to overseeing
R&D at DHS?

Yes, I interacted with DARPA and its Director. I was very impressed with the DARPA
model, which encourages highly talented and innovative individuals in the private sector to
join DARPA for a short period and then return to their private lives. In my view, this talent
and innovation enriched our government, and is important in the Homeland Security context
as well.

Qffice of Health Affairs

81. For the past several years the Office of Health Affairs has been working to develop the
next generation in biodetection sensors. The current BioWatch Gen-2, is currently
functioning, however, the use of filters and outside laboratories to test specimens leads
to a delay in identifying any potential aerosolized biological or chemical threat.
BioWatch Gen-3 would test the specimens within the system, cutting down the length of
time for identifying a potential attack. However, this acquisition has been rife with
problems and the Acquisition Review Board is requiring an analysis of alternatives
before any progress can continue. What are your thoughts on the importance of
biodetection equipment and how you think we can best achieve timely and accurate
notice of pathogens?

A key priority for DHS is preparing for and working to mitigate a range of threats — this
includes the risk of a major biological event that could cause the tragic loss of human life,
severe economic damage, and significant harm to our critical infrastructures and key
resources. The first indication that the Nation has been attacked may arise through early
detection and advance warning systems, such as the BioWatch program, the only

49



128

federally-managed, locally-operated, nationwide early warning system designed to detect the
release of select aerosolized biological agents. I am advised that the Department, in
partnership with the scientific community, continues to actively look for future technologies
that will further enhance our ability to quickly detect biological threats, reduce the cost
associated with operations, and improve the sensitivity and specificity of the systems.

82. Many of the response assets and responsibilities for countering biological incidents
reside in other departments, such as the Department of Health and Human Services
and the Department of Agriculture.

a. How do you assess the current level of coordination with interagency partners in
developing biological and other WMD defense capabilities?

I do not now have an informed view of the answer to this question. Obviously, preparing
for and responding to chemical, biological, and radiological/nuclear events requires a
strong, multi-disciplinary approach incorporating the strengths and capabilities of a broad
range of federal agencies. I am advised that the level of coordination among DHS and
the federal interagency to develop the necessary capabilities to maintain national
resiliency in the face of these dangers has been and continues to be substantial. While
tremendous progress has been made in these areas, DHS’s priority should be to continue
to build these defense capabilities to stay ahead of ever evolving threats. If confirmed, I
will continue the important coordination among DHS and the interagency to meet these
critical goals.

b. If necessary, how do you plan to improve interagency coordination of these
capabilities to prevent, prepare for and respond to a public health emergency?

I am advised that interagency coordination in this area is strong. That said, DHS should
continue to prioritize the strengthening of these relationships with our federal partners as
well as with those at the state and local level. One mechanism for this is the National
Biosurveillance Integration Center. I am also aware of FEMA’s work with HHS to
develop and implement a robust Pandemic Crisis Action Plan with other federal
departments and agencies, which represents a significant step forward regarding
proactive federal government-wide preparedness for a pandemic crisis. Information
sharing and coordination are central to the success of our efforts to prepare for and
protect against these threats, and I will ensure that they will remain an important priority
and central theme of this program if I am confirmed.

Privacy and Civil Liberties

83. Actions to prevent terrorist attacks have the potential to raise privacy and civil liberties
concerns. As Secretary, you will frequently be required to evaluate programs to
determine how best to protect the homeland while at the same time protecting
individuals’ privacy, civil rights, and civil liberties.

a. What basic principles do you believe should guide such evaluations?
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By statute, one mission of the Department is to “ensure that the civil rights and civil
liberties of persons are not diminished” by its efforts to secure the country. As President
Obama has repeatedly emphasized, civil rights and civil liberties are not trade-offs for a
strong national security. They are, rather, a vital part of what we are protecting. 1
understand that DHS uses the Fair Information Practice Principles (FIPPs), a widely
accepted framework that is at the core of the Privacy Act of 1974 and is mirrored in the
laws of many U.S. states, as well as many foreign nations and international organizations,
to assess and evaluate the impacts of programs, systems, and initiatives on individuals’
privacy. If confirmed, I intend to rely on these principles, as well as the advice and
counsel of the Chief Privacy Officer and the Officer for Civil Rights and Civil Liberties,
to assess the privacy and civil liberties implications of Department programs.

b. Can you identify areas where DHS needs to take additional steps to ensure the
protection of privacy and fundamental liberties?

If confirmed, 1 will examine this question. I understand that both the DHS Privacy Office
and DHS Office for Civil Rights and Civil Liberties are well-respected and looked to for
best practices by both the public and private sectors and that they are involved at the
earliest stages of program development to ensure the protection of privacy and
fundamental liberties. I am pleased that there are newly appointed officers to lead these
offices. DHS is unique among federal agencies in the breadth and diversity of its
mission, which extends across civil and administrative functions, law enforcement, and
intelligence, and it is unique in having separate privacy and civil rights and civil liberties
officers directly reporting to the Secretary.

To ensure that privacy and civil liberties concerns are appropriately addressed at the
highest levels of the Department, Congress created both a Privacy Officer and an
Officer for Civil Rights and Civil Liberties. If confirmed, how will you seek to support
the mission of these important offices and ensure that privacy and civil rights and
liberties are appropriately supported throughout the Department?

The Department’s mission is to protect the Nation, which includes protecting the ideals
underlying our way of life, not just physical security. For this reason, protecting privacy,
civil rights and civil liberties is both the Department’s mandate (under the Homeland
Security Act, as amended, the Department is required to “ensure that civil rights and civil
liberties of persons are not diminished by efforts, activities, and programs aimed at securing
the homeland” ) and integral to its mission. In furtherance of this mission, Congress wisely
recognized the need to have two senior leaders at the Department with statutory mandates
that are both distinct and complementary, and who report directly to and advise the Secretary
and Deputy Secretary. The Privacy Officer and the Officer for Civil Rights and Civil
Liberties are key members of the Department of Homeland Security’s leadership team.

Many have expressed concerns regarding some of the National Security Agency’s data
collection policies following the recent leaks about such policies. At DHS, early and
active involvement by the Privacy Office in the development of certain initiatives can
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help avoid mistakes by building privacy protections into the various programs from the
ground up. How will you ensure that privacy and civil liberties concerns are considered
early on and throughout the development of new programs and policies?

1 agree that that government programs are more protective of individuals’ privacy and civil
liberties when those considerations are raised at the beginning of the development of new
programs, and revisited iteratively throughout the development of the initiative. DHS has
developed a number of safeguards to ensure that its privacy professional are included early in
the process, and to include privacy officers at not only all operational components but also
supporting key offices and programs in the Department. If confirmed, I intend to continue
these practices and to forge a close relationship with both the Privacy Officer and the Officer
for Civil Rights and Civil Liberties.

Office of the Inspector General

86.

87.

What is your view of the role of the Department of Homeland Security Office of
Inspector General (OIG)? Please describe what you think the relationship between the
Secretary and the Department’s Inspector General should be. If confirmed, what steps
would you take as Secretary to establish a working relationship with the Inspector
General?

From my experience as General Counsel of the Department of Defense, I believe [ am
familiar with the proper relationship between the Department’s Secretary and its Inspector
General. OIG is generally accountable to the Secretary, but must majntain independent
judgment to credibly and effectively pursue its mission. If confirmed, I would hope to
embrace this model.

Unfortunately, the Department’s OIG has been plagued with problems in recent
months, with some officials being subject to investigation and/or being placed on
administrative leave. The Inspector General Act places great weight on the
independence of an Inspector General within a department or agency, yet also places
the Inspector General under the general supervision of the agency head. With that in
mind, what role if any do you think the Secretary should play in ensuring that current
problems at the OIG are resolved and helping to prevent future problems?

If confirmed, I intend to look into this question.

In your role as General Counsel at the Department of Defense (DOD), how extensively
did you work with the Department of Defense Office of the Inspector General (OIG)
and how would you describe that working relationship?

Fairly often, but not extensively. I often sat in on the IG’s regular briefings to the Secretary

and Deputy Secretary. I had a cordial and professional working relationship with the DoD
IG, Gordon Hedell, and the Acting IG after Mr. Hedell’s departure, Lynne Halbrooks.
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a. Are there any aspects of your working relationship with the DOD OIG that you
would endeavor to replicate at the Department of Homeland Security, and are there
weaknesses in that relationship that you would you seek to avoid at DHS?

Yes. From my experience as General Counsel of the Department of Defense, I believe I
am familiar with the proper relationship between the Department’s Secretary and its
Inspector General. OIG is generally accountable to the Secretary, but must maintain
independent judgment to credibly and effectively pursue its mission. If confirmed, I
would hope to embrace this model. )

V. Relations with Congress

89. Do you agree without reservation to respond to any reasonable request or summons to
appear and testify before any duly constituted committee of the Congress, if confirmed?

Yes.

90. Do you agree without reservation to reply to any reasonable request for information
from any duly constituted committee of the Congress, if confirmed?

Yes.

91. A key provision of the Department of Homeland Security (DHS) Appropriations Act of
2013 requires the Department to provide this committee with copies of reports sent to
the House and Senate Appropriations Committees. We understand DHS interprets this
section to cover only those reports signed by the Secretary and excludes any reports
issued to the Appropriations Committees by those underneath him like the Deputy
Secretary and heads of the components. That pertinent section is included below:

“SEC. 574. Fourteen days after the Secretary of Homeland Security submits a report
required under this division to the Commiittees on Appropriations of the Senate and the
House of Representatives, the Secretary shall submit a copy of that report to the
Committee on Homeland Security and Governmental Affairs of the Senate and the
Committee on Homeland Securily of the House of Representatives.”

Do you believe Sec. 574 includes reports signed by other leadership in DHS who report to
the Secretary, as well as those reports signed by the Secretary?

It appears from the provided language that scction 574 applies to reports that the Secretary
must submit. As a general matter, it seems that congressional committees with jurisdiction
should have access to reports that Congress has instructed the Department to write. I am not
familiar with the past history and practice associated with the subject of this provision, but
would review the Department’s interpretation of this provision if confirmed.

92. The Continuing Appropriations Act of 2014, Section 157 includes the following
language:
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Fourteen days after the Department Homeland Security submits a report or expenditure
plan required under this division to the Committee on Appropriations of the Senate and
House of Representatives, the Secretary shall submit a copy of that report to the Committee
on Homeland Security and Governmental Affairs of the Senate and the Committee on
Homeland Security of the House of Representatives.

‘What reports do you believe Section 157 obligates you to provide to the Senate and House
Committees listed?

Section 157 of the Continuing Resolution appears to require the Department to submit to the
Committee on Homeland Security and Governmental Affairs of the Senate and the
Committee on Homeland Security of the House of Representatives all reports and
expenditure plans that are required to be submitted by Department to the Appropriations
Committees under the Continuing Resolution. .
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VI. Assistance

93. Do you agree without reservation to reply to any reasonable request for information
from any duly constituted committee of the Congress, if confirmed?
Yes.

1, Jeh Charles Johnson, hereby state that I have read the foregoing Pre-hearing Questions and that
the information provided therein is, to the best of my knowledge, current, accurate, and

complete.
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The Minority of U.S. Senate Committee on Homeland Security and Governmental Affairs
Pre-hearing questionnaire for the nomination of
Jeh Johnson to be
Secretary of the Department of Homeland Security

The U.S. Constitution

1. How will you ensure that your entire team at DHS will understand that their loyalty is
first to the Constitution, rather than a department, agency, political party or agenda?

This is implied in the oath all federal officeholders must take. If confirmed, I will also
provide constant reminders to the DHS community of this basic principle, and set an example
through my own actions.

2. Do you believe the President has the constitutional authority as commander-in-chief to
override laws enacted by Congress?

No.

a) Does the President have the authority to immunize people under his command from
prosecution if they violate these laws passed by Congress?

No, not beyond the President’s constitutional authority to pardon.
DHS’s Intelligence Mission and Programs

3. Questions have been raised about DHS’s intelligence mission. For example, in 2012,
this Committee’s Permanent Subcommittee on Intelligence released a bipartisan report
which found that DHS’s “work with...state and local fusion centers has not produced
useful intelligence to support Federal counterterrorism efforts.” Others have
questioned whether the DHS’s Office of Intelligence and Analysis is providing timely
and useful intelligence to its consumers. The next Seeretary will have an opportunity to
reform and strengthen DHS’s intelligence mission.

a) Did you or your employees use DHS intelligence when you were working at the
Department of Defense? If so, what was your view of DHS’s intelligence products?

I recall on occasion reviewing DHS intelligence products while at DoD, but I do not
recall specifics.

b) Who do you think DHS’s intelligence consumers are?
As it has been explained to me, the DHS Office of Intelligence & Analysis’s primary

consumers are:
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. State, Local, Tribal Law Enforcement, and Homeland Security Organizations
including States and major urban area fusion centers
. Private Sector Intelligence and Security Personnel

DHS Operational Components
DHS Leadership

Intelligence Community

Federal Departments and Agencies

¢) How can the DHS Office of Intelligence and Analysis better measure the utility of its
intelligence products?

If confirmed as Secretary, I intend to personally assess I&A’s products myself. 1&A will
have my feedback concerning the utility of its intelligence products. Additionally, I have
been told that DHS I&A uses multiple methods to evaluate the utility of its products --
direct customer feedback, along with direct engagement from its core customers, and
customer support strategies.

d) How do you think DHS could provide the greatest intelligence value for the national
policymakers and state and local governments?

I feel the most value in intelligence analysis and production occurs when the producer is
well versed in needs and circumstances of the customer. DHS 1&A is uniquely
positioned within the IC to support the consumers identified in my answer to question 3b.
Through its capacity to draw upon the analyses of other intelligence agencies and to
produce organically finished intelligence that is tailored to and shared with those
customers, I believe that DHS I&A serves a unique and valuable role within the federal
government.

¢) Do you think that there should be any adjustment in the way that DHS’s allocates
resources to support its intelligence mission? Is the current resource allocation
between the Office of Intelligence and Analysis and DHS’s components
appropriate?

If confirmed, I intend to study this question. There is almost always room for greater
efficiency and effectiveness. I am advised that the DHS “Intelligence Enterprise™
recognizes the need to focus attention on collaborative analytical and collection programs
to enhance its capabilities within its key mission set - including continuing to build
capacity for state, local, and tribal partners.

Vulnerabilities in Federal Programs

4. Ifyou learned that a federal program under your direction was vulnerable to potential
exploitation by terrorists, other adversaries, or criminals, what actions would you take?

The shooting death of TSA Officer Gerardo Hernandez on November 1 at LAX is a reminder
of the importance of this question. Ibelieve robust force protection and counterintelligence

Page 2 of 12



136

programs are necessary, given the type of work done at DHS. I have been briefed that DHS
takes these issues seriously and if confirmed, I will ensure that Department continues to do
so. If it were to come to my attention as Secretary that a program was under threat of
exploitation, I would take the steps necessary to secure it.

DHS Law Enforcement Activities

5. Please explain your understanding of how Department components handle
investigations that involve straw purchasing of weaponry. Do you have
recommendations for how DHS’s Homeland Security Investigations should work to
coordinate with other law enforcement agencies?

As I'understand it, the U.S. Department of Justice Bureau of Alcohol, Tobacco, Firearms and
Explosives (ATF) has the primary authority to conduct investigations of straw purchases of
firearms. DHS, through U.S. Immigration and Customs Enforcement, Homeland Security
Investigations (HSI), is responsible for investigations related to transnational crime,
including an illegal alien in possession of or exporting a firearm. In investigating both
domestic and international firearms trafficking violations, collaboration and coordination
between HST and ATF is vital. Tam also told that, in order to strengthen this collaboration
and ensure appropriate de-confliction, the two agencies signed a Memorandum of
Understanding in June 2009 to formalize their relationship and promote effective,
coordinated, and collaborative law enforcement efforts nationally and internationally. Ido
not bave any recommendations at this time for how ATF and HSI might better coordinate
their efforts.

The Port Security Grant Program

6. The Port Security Grant Program has faced challenges, including effectively using risk
assessments or performance metrics to measure how effectively federal investments are
buying down risk.

a) Has the Department been successful or unsuccessful at utilizing Risk Analysis tools
to develop quantifiable performance metrics to evaluate programs results?

One of the key responsibilities of the Department of Homeland Security is to support our
state and local partners and work collaboratively with our other whole community
partners, both as they respond to events, and also as they work to prepare ahead. As part
of this responsibility, I believe it is important that DHS continues to strive to implement
the Grant Program as effectively as possible. Having metrics to determine program
results is obviously a worthy goal. I am advised that port security grant funds address
risks and threats based on a risk analysis conducted at the nation’s ports; that, in their
current form, PSGP allocations are determined based on a yearly comprehensive risk
assessment of the nation’s port areas; and that this process complies with the
requirements of the Security and Accountability For Every Port Act of 2006.
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b) In your opinion, how is this grant program capable of achieving sustainable success
without established and credible performance metrics? How is grant program
success determined?

If confirmed, I will consider this question more closely. I am advised by DHS personnel
that port security grant funds can address risks and threats based on the risk analysis
conducted at the nation’s ports, and that based on the results of that risk analysis DHS
allocates grant funds to areas that face the highest risk of a potential terrorist attack,
consistent with the requirements of the SAFE Port Act.

Transportation Worker Identification Credential (TWIC)

7. The TWIC program has taken 10 years to implement; the 2008 pilot program is
considered a fajlure; the most reeent rule decision has been criticized by most of the
maritime industry and 26,000 TWIC cards were recalled due te malfunctions, costing
approximately $1.5 million. Should the Department reassess the effectiveness of the
entire TWIC program?

If confirmed, I will consider this question.

Chemical Facility Anti-Terrorism Standards (CFATS) program and Ammonium Nitrate
Security Program (ANSP)

8. Over the past six years the Department has attempted to implement an effective
chemical security regime through its Chemical Facility Anti-Terrorism Standards
(CFATS) program and Ammonium Nitrate Security Program (ANSP).

a) What lessons can be learned from the attempt to implement CFATS and ANSP, in
order to improve DHS’s approach to regulatory programs in the future?

At this stage, I do not have a detailed understanding of CFATS and ANSP, and therefore
do not have a firm view in answer to this question.

I 'am advised by DHS that various lessons can be learned from the challenges the
Department has faced in developing and implementing CFATS and ANSP, and that they
include: a clearly articulated vision and goats for the program’s implementation; proper
funding and resourcing of a program is essential to its successful development and
implementation; establishing a stable, permanent leadership team and providing the
organization with dedicated, qualified support staff to assist in areas such as hiring,
budget, procurements, and facilities; and leveraging previous efforts and best practices to
the maximum extent possible to enhance the cost-effectiveness of the program and allow
the program developers to avoid repeating mistakes other programs have made in the
past.

L also personally believe from experience that engaging stakeholders of all kinds early
and often helps engender credibility in the program, and assists in the early identification
of both potential challenges/roadblocks and solutions to overcoming them.

Page 4 of 12



b)

138

What indicators, if any, do you believe foretold the CFATS program’s early
challenges?

I am told by DHS that a lack of permanent statutory authority for CFATS continues to
undermine the stability and credibility of the program. In addition, I understand that the
ability to hire and retain the best employees and the willingness on the part of the
regulated community to make necessary investments to comply with the regulation
created some challenges early in the program. The lack of a permanent, stable leadership
team and the resulting recurring shifts in vision and direction seem to have foretold future
challenges.

Research and Development

9. R&D at DHS is fragmented and the Department has failed to track and coordinate
R&D effectively across all of its components, according to multiple GAQ reports. One
contributing factor is that multiple components have authority to conduct independent
R&D or engage with rescarch laboratories on R&D projects. Another likely culprit for
this failure is the lack of a single individual with sufficient authority and standing to set
a Department-wide definition of R&D and compel components to coordinate their R&D
activities with the other components. As a result there is an increased risk of
unnecessary duplication.

)

b)

If confirmed, what will you do to ensure coordination and accurate reporting of
R&D across the Department?

I am familiar with this phenomenon at DoD. Duplication of efforts, and lack of
leadership to de-conflict those efforts, is a waste of taxpayer dollars, time, and resources.
If confirmed, I will study this question and ensure the maximum efficiency of the R&D
efforts across DHS.

Do you support consolidating all of the Department’s R&D functions, including
those at the Science & Technology Directorate, Domestic Nuclear Detection Office,
Coast Guard, and Office of Health Affairs into a single component? Why or why
not?

I do not at this point have an informed judgment in answer to this question, and will
consider it if confirmed. 1 understand that the Department is examining its CBRN R&D
functions as part of the CBRN organizational study directed by the Senate Explanatory
Statement accompanying the FY 2013 DHS Appropriations Act (P.L. 113-6), and that the
Department will be submitting the results of the review in the forthcoming DHS CBRN
Organization Report.

U.S. Secret Service
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10. Former U.S. Secret Service Director Mark Sullivan highlighted the challenge that the
USSS has faced in balancing its dual missions, given the increasing staffing and travel
demands for the security mission.

a) Do you believe the U.S. Secret Service’s dual missions are compatible and
complimentary?

I have worked with the Secret Service in its law enforcement role, when I was an
Assistant United States Attorney in 1989-1991, prosecuting a counterfeit currency casc.
The Secret Service manages risks and threats to key leadership, events, and critical
infrastructure such as our nation’s financial system. 1am advised that the dual missions
of the Secret Service are complementary and mutually reinforcing, and that the Secret
Service has adapted its techniques, skills and methods in order to be successful in
carrying out its authorities to counter emerging threats and challenges in both its criminal
investigative and protective mission spaces. [ am told that the Secret Service believes a
Special Agent’s career path first ensures they serve as a criminal investigator conducting
investigations in a Secret Service field office, and that this provides agents the
opportunity to obtain critically important investigative skills and experience. The
expertise, maturity and judgment Special Agents develop as criminal investigators are
essential to their transition into the next phase of their careers — protecting our Nation’s
highest leaders. From my own law enforcement experience, this makes sense to me. Itis
important to recall that part of the Secret Service mission is to investigate threats against
the President and other Secret Service protectees. Having obtained essential skills from
conducting criminal investigations, Secret Service Agents are thereby equipped with the
experience and expertise to investigate and evaluate threats made against protectees.

b) How should thcy be prioritized?

The Secret Service’s protective mission preserves the continuity of government and
ensures the security of national leaders and events of national significance. I also
understand that the Secret Service’s investigative mission seeks to identify the most
serious threats posed to the financial sector and disrupt those threats through criminal
investigations. The investigative skills that Secret Service Special Agents develop in the
field enhance and improve their abilities as they advance to a full-time proteetion detail.
Both missions are complementary and mutually reinforcing.

Department of Defense Organization, Management, Mission

11. The creation of the Department of Homeland Security has been called the most
significant reorganization of government since the National Security Act of 1947, which
included the creation of the Department of Defense. Some have compared DHS’s
efforts over the past decade to DOD’s early years, which included significant legislative
reorganizations to improve management and coordination—the Department of Defense
Reorganization Act of 1958. Given your DOD experience, and knowledge of DHS, do
you think that DHS would benefit from a similar reorganization? If so, do you have
any preliminary thoughts of what the reorganization could look like?
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I do not have an informed judgment on this question at this point, but recognize that it is an
important one. I do know from my DoD experience that, since 1947, DoD has periodically
undergone fundamental restructuring for the better. DoD was not perfect at its inception. I
recognize that for any large and complex organization with multiple components and
missions, there is always room for improvement. Department leadership and Congress must
be prepared to reassess and re-examine assumptions once in a while, for the sake of the
effectiveness of the mission and the best expenditure of taxpayer dollars, time and resources.

In November 2012, Sen. Coburn released a report examining DOD’s broad mission:
“The Department of Everything: Department of Defense Spending That Has Little to Do
With National Security.” The report found that the Pentagon’s original mission of
fighting and winning the nation’s wars had significantly expanded. During your time
working at the Department of Defense, did you see areas where you believed the
Pentagon could refocus its efforts? If so, please describe them.

My answer is yes. I have seen Senator Coburn’s report.

The Department of Defense has a broad range of missions that are not directly related to war
fighting but do support national security, including in counterterrorism and homeland
defense. That said, the Department of Defense has been looking at ways to greater achieve
efficiencies through the Strategic Choices Management Review. While I was at DoD,
Secretary Gates recognized that changes could be made to the Pentagon bureaucracy.

Use of Military Force in Libya and Termination of Military Operations

13.

In 2011, President Obama determined he did not need congressional approval under
the War Powers Resolution for the United States’ continued involvement in the air
strike on Libya. According to public reports, he made this decision over your belief
congressional approval was necessary for the United States’ continued

involvement. We understand the Department of Justice Office of Legal Counsel
(“OLC”) shared your view.

a) We understand the process for President Obama to arrive at this decision differed
from the traditional process of OLC compiling views from various agencies and
issuing a formal legal opinion. Plcase explain your role in developing the OLC
opinion, including why the process was less formal than in other instances.

In a public report to Congress dated June 16, 2011, the White House indicated:

“The President is of the view that the current U.S. military operations are
consistent with the War Powers Resolution and do not under that law
require further congressional authorization, because U.S. military
operations are distinct from the kind of ‘hostilities’ contemplated by the
Resolution’s 60- day termination provision.”
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This statement was issued after consuitation between and among interagency lawyers,
including myself. As is true for many other legal issues that arise within the interagency,
OLC participated informally, without issuing a formal, written opinion. This is not
unusual.

b) Please explain whether you believe the deviation from the traditional OLC process
was appropriate.

See my answer above. It is not unusual for OLC to be consulted informally on a legal
question, along with lawyers from other agencies.

¢) Please explain your specific role in providing advice on this issue, including whether
you issued a formal or informal recommendation to the president on behalf of the
Department of Defense.

I personally provided my advice on this issue to senior leadership in the Department of
Defense, interagency lawycrs, and National Security staff.

d) Im April 2011, OLC issued a formal opinion on the Authority to Use Military Force
in Libya. Please explain why you believe OLC avoided issuing a formal opinion to
the president on the continued use of force in Libya, including whether you
advocated for a formal OLC opinion to be issued.

OLC normally will not issue a formal opinion unless requested by someone else within
the Executive Branch. I did not request one. I respectfully refer you to the Department
of Justice for any further answer to this question.

e) If confirmed, what actions would you take in response to an opinion issued by OLC
with which you disagreed as a matter of proper interpretation of the law?

I would raise the matter with the Attorney General. As the head of the U.S. Department
of Justice, the Attorney General has the prerogative to overrule OLC, though this is rare.
1 respect OLC and recognize that unless it is overruled, OLC’s formal opinions are
binding on the Executive Branch, including DHS.

Terrorism and Military Commissions

14. In your opinion, is the United States currently at war? Why or why not?
The 2001 Authorization for the Use of Military Force authorizes armed conflict against al
Qaeda, the Taliban and associated forces, and, so far as I know, those forces are still active in

efforts to conduct attacks against the United States and U.S. persons. So, I believe that at
present the answer is yes.
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Two of the primary missions of the Department of Homeland Security, as outlined in
the Homeland Security Act of 2002, are to “prevent terrorist attacks within the
United States [and] reduce the vulnerability of the United States to terrorism.” In
carrying out this mission, do you believe the United States should process differently
those arrested for domestic crime, such as rape or murder, and those who are prisoners
of war or terrorists? Why or why not?

The Military Commissions Act of 2009 authorizes a system of military commissions for
certain offenses. Additionally, I believe that if a terrorist is captured or arrested, national
security personnel should be prepared to interrogate that individual, prior to any Miranda
warnings, for intelligence collection purposes in the interests of national security, consistent
with law and common sense. In my view, a pre-Miranda interrogation for this purpose is
lawful, and experience shows that it is a valuable tool.

After President Obama took office in January 2009, he halted the use of military
commissions under the Military Commissions Act of 2006 to review whether their use
should be continued. In addition, the President issued an Executive Order requiring
the closure of the Guantanamo detention facility within a year of the order. As a result,
the Secretary of Defense also had to ensure proceedings before military commissions
were halted in the interim. In 2009, the Administration decided to restart the military
commission system with some changes, and the Department of Defense made
modifications to the Manual for Military Commissions. Congress ultimately
incorporated some of the Administration’s changes to the system with its own
recommendations by passing the Military Commissions Act of 2009.

a) What role, if any, did you play in the revival of the military commission system
under the Administration? Did you contribute to the suggestions for changes that
the Administration provided to Congress? If yes, please explain the suggestions you
made and why.

I was an early proponent of retaining the military commissions system, with reforms.
Early in 2009, I converned at the Pentagon a large group of JAGs and other DoD lawyers
familiar with the system. We developed a set of proposed reforms to the system that
could be accomplished administratively. Those reforms included:

(1) prohibiting the use of statements obtained by cruel, inhuman and degrading treatment;
(2) providing defendants with greater latitude to select defense counsel;

(3) afforded basic protections to those who refused to testify;

(4) reformed the use of hearsay by putting the burden of demonstrating reliability on the
party trying to use the statement; and

1 Homeland Security Act of 2002, §101, P.L. 107-296, Nov. 25, 2002.
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(5) clarifying that military judges may determine their own jurisdiction.

Those reforms were accepted by the Administration and directed by the Secretary of
Defense in May 2009. At around the same time, the President determined to retain a
reformed military commissions system and work with the Congress to adopt additional
reforms. Those reforms, which also included some of those outlined above, are reflected
in the Military Commissions Act of 2009. I supported those reforms, and in the summer
0f 2009, I testified four times before Congress in support of them. I was pleased that
these reforms were supported and adopted on a bipartisan basis by Congress.

Of the Administration proposals included in the Military Commissions Act of 2009,
which do you believe were the most important to include and why?

Prohibiting the use of statements obtained by cruel, inhuman and degrading treatment. 1
heard loud and clear from many in 2009, including from JAG leadership, that enabling
the use of such statements discredited the entire system.

Do you believe any provision of the Military Commissions Act of 2009 is
unconstitutional?

I understand there have been some questions raised to this end, and I suspect courts wil
consider these questions.

Do you believe there are further changes that should be made to the Military
Commissions Act of 2009? If yes, please provide examples.

I believe we should consider whether certain detention authorities should be clarified in
the military commissions law.

Do you agree with President Obama’s Executive Order 13492 (January 22, 2009)
which required the detention facility at Guantanamo Bay to be closed within one
year of the order? Why or why not?

I supported issuance of Executive Order 13492. I believe that the military detention
facility at Guantanamo Bay should be closed. It is a secure facility, but as the detainee
population declines, it is becoming an increasingly inefficient use of taxpayer dollars, and
it continues to represent a black mark on American’s reputation abroad and to be utilized
as a recruiting tool for those who want to commit terrorist attacks against Americans.

Given your experience working as a government attorney, including as an Assistant
U.S. Attorney, do you agree with Attorney General Holder’s announcement in
November 2009 to transfer Khalid Sheikh Mohammed and the other 9/11 plotters to
Manhattan for trial? Please explain.

In 2009, I personally met with the Atlorney General to review the issues I saw in
connection with obtaining a conviction of Khalid Sheikh Mohammed in federal civilian
court. Ultimately, Secretary Gates and I supported the Attorney General’s decision to
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transfer Khalid Sheikh Mohammed to civilian court, provided that the Attorney General
was satisfied he could prosecute and convict KSM in civilian court. 1note that, if
confirmed as Secretary of Homeland Security, I would expect to see a threat assessment
prior to the transfer of a detainee of KSM’s stature to the United States.

Campaign Fundraising Activities and Actions Taken to Address Potential Conflicts of Interest

17. You reportedly raised as much as half a million dollars for the President’s first
campaign. According to the New York Times, you did this by “working connections,”
including relationships with many fellow lawyers.

a)

b)

Please describe any effort you made, at the time of your nomination to General
Counsel to the Department of Defense, to determine whether any of the donors from
whom you solicited campaign funds or their firms or employers, were involved with
matters regarding the Department of Defense.

At the time I took office at DoD in 2009, I scrupulously followed all laws, regulations,
Senate rules, the Obama Ethics Pledge, and my professional obligations as an attorney
concerning potential conflicts of interest. This included: (1) identifying my former
employer(s) and former clients for the period two years prior to my appointment; (2)
committing in writing to avoid meeting or communicating with them on official DoD
business for a period of two years after my appointment; and (3) implementing a
screening arrangement reiterating and institutionalizing these requirements. Inmy
previous position at DoD and my current nomination at DHS, I went through a rigorous
process with the independent Office of Government Ethics and career ethics officials at
DoD and DHS to ensure I was in compliance with all applicable ethics laws and
regulations. Additionally, as the senior legal and ethics official of DoD, I served the
American people and approached all matters without regard to political affiliation or
support for any candidate or party. 1 wanted to set the example, adopt a values-based
approach, and go above and beyond what the rules provided. I was mindful of
appearances as well as the letter of the rules.

Please detail what actions you took, upon becoming General Counsel to the
Department of Defense, to ensure that your involvement in legal ox other matters as
an official of the Department would not create actual or apparent conflicts of
interest in light of your solicitation and receipt of political donations on behalf of the
Obama campaign.

At the time I took office at DoD in 2009, I scrupulously followed all laws, regulations,
Senate rules, the Obama Ethics Pledge, and my professional obligations as an attorney
concerning potential conflicts of interest. This included: (1) identifying my former
employet(s) and former clients for the period two years prior to my appointment; (2)
committing in writing to avoid meeting or communicating with them on official DoD
business for a period of two years after my appointment; and (3) implementing a
screening arrangement reiterating and institutionalizing these requirements. Additionally,
as the senior legal and ethics official of DoD, I wanted to set the example, adopt a values-
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based approach, and go above and beyond what the rules provided. I was mindful of
appearances as well as the letter of the rules.

Please list any instance in which you recused yourself from a Department of Defense
matter to avoid an actual or apparent conflict of interest.

c

~—

I recused myself from matters involving my prior law firm and its clients, as described
above, and I complied in all other respects with all laws, regulations, Senate rules, the
Obama Ethics Pledge, and my professional obligations as an attorney.
d) FEC records show two donations made in your name which list your employer as
“Busby Holdings.” If this is correct, please explain the nature of Busby Holdings’
operations and your responsibilitics with regard to that entity.

~

I believe such records are in error.

I, Jeh Charles Johnson, hereby state that I have read the foregoing Pre-hearing Questions and that
the information provided therein is, to the best of my knowledge, current, accurate, and
complete.

LAVONDA M. HARLEY
NOTARY PUBLIC DISTRICT OF COLUMBIA
My Commission Expires November 14,2016

fore ma, in my p'ssmm;b_]}
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Text in Mr. Johnson’s Pre-Hearing Questionnaire Responses
Which Has Previously Appeared

In Content Attributed to Qther Officials

1. DHS Efficiency Review

Johnson questionnaire — p. 11> “The Department’s Efficiency Review program, which began in 2009, as
well as other cost-saving initiatives, have allowed for the identification of more than $4 billion in
cost avoidance and reductions. This funding has been rcdcployed to mission-critical initiatives
across the Department.”

DHS FY2014 Budget-in-Brief - Feb 26, 2013 ~ p. 9: “Through the Department-wide, employee driven
Efficiency Review (ER), which began in 2009, as well as other cost-saving initiatives, DHS has
identified more than $4 billion in cost avoidanees and reductions, and has redcployed those funds to
mission-critical initiatives across the Department.”

httpi//www.dhs.gov/sites/default/files/publications/ MGMT/EY %2020 140208 1B %20-%20F INAL%20-
S508%20Formatted%620(4).pdf

2. Quadrennial Homeland Security Review

Johnson questionnaire — p. 16: “1 imagine that, building on this foundation, the sccond QHSR should
focus on how DHS, together with partners across the homeland security enterprise, will build smarter,
more dynamic, risk-based approaches to homeland security that engage the broadest possible range
of partners.”

HLSWatch.com, “DHS"' Alan Cohn talks about the 2014 QHSR,” June 19, 2013: “The second QHSR
will build on this foundation and focus on how DHS will build smarter, more dynamic, risk-based
approaches to homeland security that engage the broadest possible range of partners.”

http/www hiswatch.com/2013/06/19/dhs-alan-cohn-talks-about-the-20 1 4-quadrennial-homeland-
security-review/

3. FEMA

Johnson guestionnaire— p. 18: “From what I understand, under Administrator Fugate’s leadership, FEMA
has also made important reforms to its disaster workforce and institutcd the FEMA Qualification
System and Reservist program. FEMA additionally incorporated the DHS Surge Capacity Force
into disaster response operations and, instituted the FEMACorps volunteer program, and
established the Incident Management Assistance Tcams Pilot Program — all of which are now assets
that can be calied on in disaster to support response efforts.”
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Memorandum to all FEMA employees from FEMA Administrator W. Craig Fugate, “Subj. FEMA
Administrator’s Intent,” 2013: * - Initiated reforms to our disaster workforce, instituting the FEMA
Qualification System (FQS) and establishing the Reservists program, DHS Surge Force, FEMA
Corps, and Incident Management Assistance Teams (IMAT) Pilot Program.”

http://www. fema.gov/media-library-data/20130726-191 1-25045-
218772015 2019 administrator_s_intent final308.pdf

4. FEMA

Johnson questionnaire— p. 18: “Through these federal investments, grantees have developed
significant capabilities at the state and local levels.”

FEMA Facisheet: National Preparedness Grant Program Vision Dialogue — March 2012: “Through
these federal investments, grantees have developed significant capabilities at the local level to
prevent, protect against, prepare for, respond to and recover from disasters of all kinds.”

http://www.wserna.com/wp-content/uploads/2012/03/NPGP_Fact Sheet (1) 033012 pdf

5. National Preparedness Grant Program

Johnson guestionnaire — p. 19: “As I understand it, the proposed NPGP would consolidate current
state and local preparcdness grant programs into one overarching program (excluding EMPG and
Assistance to Firefighters Grants programs) by removing stovepipes, and encouraging
collaboration among disciplines and across all levels of government.”

Testimony of FEMA’s Tim Manning Before HSGAC, June 25, 2013: “Specifically, the proposed NPGP
would consolidate current State and loeal preparedness grant programs into one overarching
program (exeluding EMPG and Assistance to Firefighters Grants programs) to cnable grantees to
collaboratively build and sustain core capabilities towards achieving the National Preparedness Goal. By
removing stovepipes, encouraging collaboration among disciplines and across levels of government,
State and local governments would be able to collectively prioritize their needs and allocate increasingly
scarce grant dollars where they would have the greatest impact.”

htip/Awww, dhs. govinews/2013/06/2 Shwritten-testimony-fema-senate-homeland-security-and-

governmental-affairs

6. Intelligence & Analysis

Johnson questionnaire — p. 23: “Additionally, if confirmed I will continue 1&A efforts to build and
sustain common DHS intelligence standards as well as build privacy and civil rights protections into
its operations, policies, programs, and technology deployments from the outset of their
development.”

DHS Press Release, “Secretary Napolitano Releases Report on DHS Progress Fulfilling 9/11
Commission Recommendations,” July 21, 2011: “DHS builds privacy and civil rights and civil
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liberties protections into its operations, policies, programs, and technology deployments from the
outset of their development.”

htp:/fwww.dhs gov/news/2011/07/2 1 secretary-napeolitano-releases-report-highlighting-dhs-progress-

7. Immigration Reform Oversight

Johnson questionnaire — p 26: “If confirmed, I intend to quickly assess the eapabilities of the existing
oversight mechanisms. I will not hesitate to promote new or enhanced oversight mechanisms if I
conclude they are necessary for this effort.”

Mayorkas guestionnaire: “If I am confirmed, I would assess the capabilities of the existing oversight
mechanisms before recommending new or enhanced ones. T would not hesitate to make the
reeommendations that I thought necessary based upon thorough assessment.”

8. Immigration Reform Coordination

Johnson questionnaire — p. 26: “Given the nature of the requirements of S. 744, I believe it will be
vitally important to coordinate across the Department — and with other departments as necessary —
to ensure that the legislation, if enacted, is implemented consistently, efficiently and effectively ... If
I am confirmed as Secretary, I expect to be integrally invoived in monitoring the components’
progress implementing the legislation.”

Mayorkas questionnaire: “Given the cross-cutting nature of the Senate-passed legislation, I believe it
will be vitally important to ecoordinate across the Department — and with other departments as
necessary - to ensure that the legislation is implemented consistently, effieiently, and effectively ... I
would expect that I would be integrally involved in monitoring the eomponents’ progress
implementing the legislation and resolving issues as they arise.”

9. Immijgration Reform Mandates

Johnson questionnaire — Nov. 5, 2013 - p. 26: “Some of the key undertakings by DHS would include,
but are not limited to, acquiring the infrastructure, technology, and equipment necessary for the
strategies called for in the bill; the establishment of the registered provisional immigrant status
program; and, the implementation of the mandatory employment verification system.
Implementation of S. 744 — particularly the reforms to the legal immigration system — will also require
strong interagency coordination. If confirmed, I will ensure that DHS, both at the headquarters level
and the component level, will be fully engaged to ensure that any comprehensive immigration
reform legislation is sueeessfully implemented if enacted.”

Mayorkas questionnaire: “Some of the key challenges would include hiring the additional border patrol
personnel; acquiring the infrastrueture, technology, and equipment necessary for the strategies
called for in the bill; the establishment of the registercd provisional immigrant status program;
and, the implementation of both the mandatory employment verification system and an exit system
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in international airports. The Department’s leadership, both at the headquarters level and the
component level, will be fully cngaged to cnsure that any comprehensive immigration reform
legislation is sueccssfully implemented if enacted.”

10. Border Security Investments

Johnson questionnaire, p. 29: “I understand that CBP and ICE continue to make significant
investments in technology and infrastructure across South Texas and today, CBP has more than
6,000 Border Patrol agents in the region, an increase of morc than 80 pereent since 2004.”

Washington Post, quoting CBP spokesman Danny Tirado, June 18, 2013: “To address these changes,

CBP continues to make significant investments in technology and infrastructure across south Texas
and today, has more than 6,000 BP agents in the region, an increase of more than 80 percent since
2004.”

htipe//www. washingtonpost.com/blogs/fact-checker/post/obamas-claims-on-illegal-border-
Crossings/2013/06/17/051a0170-d787-1 1e2-a016-925470f0%4cc_blog.himl

11. Border Security Investments

Johnson questionnaire, p. 29; “Significant border-wide investments in additional enforcement
resourccs and enhaneed operational tactics and strategy have enabled CBP to address the changing
composition of attempted border crossers, and maintain border security.”

CBP press statement, March 2013: “Significant border-wide investments in additional enforcement
resources and enhanced operational tactics and strategy have enabled CBP to address the changing
composition of attempted border crossers, and maintain border security.”

http://freebeacon.com/the-perfect-aumnnesty-storm/

12. Cybersecurity

Johnson questionnaire, p. 40: “The Department’s significant, ongoing contributions include: its
operational responsibilities for securing unclassified federal civilian government networks and
working with owners and operators of critical infrastructure to secure their networks through
cyber threat analysis, risk assessment, mitigation, and ineident response eapabilities; coordination
of the Federal Government response to significant cyber or physical incidents affecting criticai
infrastructure; . . .and eombating cyber crime by leveraging the skills and resources of the USSS
and ICE and working in cooperation with partner organizations to investigate cyber criminais.”

Written testimony of Acting Deputy Secretary Rand Beers before Senate Appropriations Committee, June
12, 2013; “DHS has operational responsibilities for securing unclassified fedcral civilian government
networks and working with owners and operators of eritical infrastructure to secure their networks
through cyber threat analysis, risk assessment, mitigation, and incident response capabilities. The
Department is also responsible for coordinating the Federal Government response to significant
cyber or physical ineidents affecting eritical infrastructure consistent with Presidential Policy
Directive (PPD) 21. In addition, the Department combats eyber crime by leveraging the skills and
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resources of the USSS and ICE and working in cooperation with partner organizations to
investigate cyber eriminals.”

htipywww, dhs. covinews/20 1 3/06/1 2written-testimony-acting-denuty-secretary-rand-beers-senate-

committee-appropriations

13. Cybersecurity

Johnson questionnaire, p. 40: “However, the effectiveness of these efforts is dependent upon
coliaboration with a variety of partners; most importantly, the owners and operators of the
Nation’s critical infrastructure. DHS is continually working to improve its outreach to this
important community, and have undertaken a2 number of steps to ensure that our stakeholders
have meaningful input into our work. While implementation of EO 13686 and PPD-21 is a kcy step
towards securing and making more resilient our Nation’s critical infrastructure, eontinued
progress will require sustained effort by both public and private partners, and a recognition of the
rapidly evolving risk environment. Though the private sector and government often have different
calculations of risk, our continued partnership will enhance our mutual understanding of those
calculations and allow us to work more closely and more effectively to protect and preserve the
American way of life.”

Suzanne Spaulding questionnaire, Sept. 11, 2013: “However, the effectiveness of these efforts is
dependent upon collaboration with a variety of partners; most importantly, the owners and
operators of the Nation’s critical infrastructure. We are continually working to improve our
outreach to this important community, and have undertaken a number of steps to ensure that our
stakeholders have meaningful input into our work. While implementation of EO 13686 and PPD-21
is a key step towards securing and making more resilient our Nation’s critical infrastructure,
continued progress will require sustained effort by both public and private partners, and a
recognition of the rapidly evolving risk environment. Though the private sector and government
often have different calculations of risk, our continued partnership will enhance our mutual
understanding of those ealculations and allow us to work more closely and more effectively to
protect and preserve the American way of life.”

http/Awww. federalnewsradio.com/pdfs/Spaulding-PreHearine-Questions-2013-09-1 1.pd{

14. Cybersecurity —~ CISCP

Johnson questionnaire, pp. 41-42: “I will also work to provide timely and actionable information to
inform those decisions and mitigate risk through programs such as the Cybersecurity and
Information Sharing Program and Collaboration Program (CISCP) and the Enhanced
Cybersecurity Service Program (ECS). I will continue to engage them in strengthening our public
private partnership by participating in trusted communities to enhance collaboration and build
shared threat knowledge.”

Spaulding questionnaire, Sept. 11, 2013: “.. T will also work to provide timely and actionable
information to inform those decisions and mitigate risk through programs such as the
Cybersecurity and Information Sharing and CISCP and the ECS. Finally, I will continue to engage
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them in strengthening our public private partnership by participating in trusted communities to
enhance coliaboration and build shared threat knowledge.”

http:/fwww federalnewsradio.com/pdfs/Spaulding-PreHearing-Questions-2013-09-1 Lpdf

15. Cybersecurity

Johnson questionnaire, p. 44: “DHS directly supports federal civilian departments and agencies in
developing capabilities that will improve their cybersecurity posture in accordance with FISMA.”

Written testimony of DHS Sec. Napolitano before HSGAC, Commerce Committees, March 7, 2013: “DHS
directly supports federal civilian departments and agencies in developing capabilities that will
improve their cybersecurity posture in accordance with the Federal Information Security
Management Act (FISMA).”

hitpZwww dhs covimews 201 3/03/07 written-testimony-dhs-secretary-ianet-napolitano-senate-

commiitee-homeland-security

16. Cybersecurity

Johnson questionnaire, p. 44: “As the OIG noted in its report, DIS has continued to improvc and
strengthen its security program in Fiscal Year 2012. The DHS Fiscal Year 2013 Information
Security Scorecard utilize continuous monitoring data feeds from Component tools to monitor the
implementation of United States Government Configuration Baseline (USGCB) settings and security
patching of databases and servers.”

Memorandum to DHS OIG in response to Draft Report 12-017-ITA-MGMT, Oct. 1, 2012: “We are
pleased to note the OIG’s positive recognition that the Department continues to improve and
strengthen its security program ... The DHS Fiscal Year (FY) 2013 Information Security Scorecard
will be utilizing continuous monitoring data feeds from Component tools to monitor the
implementation of United States Government Configuration Baseline (USGCB) settings.”

hitp:/iwww.oig.dhs.goviassets/Mamt/2013/01G_13-04_Qet12.pdl
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17, Critical Infrastructure

Johnson questionnaire, p. 44: *Critical infrastructure is the backbone of our country’s national and
cconomic security. In addition to the federal buildings where millions of Americans work and visit
each day, it includes power plants, chemical facilities, communications networks, bridges,
highways, and stadiums — facilities which by and large are in private sector hands.

Written testimony of Sec. Napolitano before HSGAC, March 7, 2013: “Critical infrastructure is the
backbone of our country’s national and economic security. It includes power plants, chemical
facilities, communications networks, bridges, highways, and stadiums, as well as the federal
buildings where millions of Americans work and visit cach day.”

hitp/Awww dhs govinews/201 3/03/0 7/ written-testimony-dhs-secretary-janet-napolitano-senate-
committee-homeland-security

18. Cybersecurity Framework

Johnson questionnaire, p. 45: “To that end, 1 understand DHS has drafted performance goals that are
applicable to organizations adopting the Framework and are intended to encourage progress toward
national-level outcomes achieved in part by widespread adoption of the Framework while stressing
the importance of an enterprise risk management stratcgy that associates cybersecurity investments
with enterprise business plans.”

DHS press release, Nov. 5, 2013: “The Performance Goals apply to organizations adopting the
Framework, encourage progress toward national-level ontcomes achieved in part by widespread
adoption of the Framework, and emphasize the importance of an enterprise risk management
strategy that associates cybersecurity investments with enterprise business plans.”

httpAwww isawwa.org/news/ 14301 /DHS-Announces-Performance-Goals-Tor-Cybersecurity-

Framework.htm

19. Science and Technology

Johnson questionnaire, p. 49: “DHS confronts a global landscape in which teehnology is both a key
driver of evolving threats and an essential source of solutions to those threats. The breadth and
diversity of DHS’s missions requires an organization like S&T to address a wide range of programs
including the DHS components® near-term needs for new operational capabilitics and improved
operational effectiveness, efficieney, and safety. S&T also has responsibilities related to
understanding and creating solutions to biological and chemical threats, and to conducting the
R&D required to meet homeland cybersecurity needs. S&T also manages national laboratories that
provide unique homeland and national security capabilities and has direct access to the Department
of Energy’s extensive national laboratory system. In addition, the Directorate’s capacity to engage
R&D activities worldwide is greatly augmented by S&T’s university-based Centers of Excellence
and bilateral international agreements. I reeognize the importance of these missions.”
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Testimony of S&T Undersecretary Dr. Tara O 'Toole before HSGAC, July 2013: “DHS confronts a
global landscape in which technology is both a key driver of evolving threats and an essential
source of solutions to these threats ... The extraordinary breadth and diversity of DHS’s missions
requires S&T to address a wide range of programs including DHS Components’ near-term necds
for new operational capabilities and improved operational effectiveness, efficiency, and safety, S&T
also has responsibilitics related to understanding and creating solutions to biological and chemical
threats, and to conducting the R&D required to meet homeland cybersecurity needs ... S&T also
manages five national laboratories that provide unique homeland and national security capabilitics
and has direct access to the Department of Energy’s extensive national laboratory system. In
addition, the Directorate’s capacity to engage R&D activities worldwide is greatly augmented by
S&T’s nine university-based Centers of Excellence (COEs) and 13 bilateral international
agreements.”

http:www.dhs, govinews/2013/07/1 T/written-testimony-st-senate-committec-homeland-security-

governmental-affairs-hearing

20. DNDO

Johnson questionnaire — p. 48 “If confirmed as Secretary, I will encourage DNDO to continue
working closely with industry, sharing technical requirements and advancements in research, and
development projects that could potentially be integrated into next-generation systems.”

Questions for the Record from Rep. Dan Lungren for Huban Gowadia, Deputy Director, DNDO, April
19, 2012 Hearing Record: “DNDQ will work with industry closely, and share technical requirements
and advances in research and development projects that could potentially be integrated into next
generation systems.”

hitp:/iwww.gpo,gov/fdsys/pke/CHRG-1 1 2hlirg77379/pd fFCHRG- 1 1 2hhre77379.pdf (p. 83)

21. BioWatch

Johnson questionnaire — p. 49-50: “A key priority for DHS...The first indication that the Nation has been
attacked may arise through early detection and advance warning systems, such as the BioWateh
program, the only federally-managed, locally-operated nationwide early warning system designed to
detect the release of select aerosolized biological agents.”

DHS.gov, Office of Health Affairs, Health Threats Resilience Division: “BioWatch is the only federally-
managed, locally-operated nationwide bio-surveillance system designed to deteet the intentional
release of select aerosolized biological agents.”

hitpy/www.dhs. gov/health-threats-resilience-division
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22. Reports to Congress

Johnson questionnaire ~p. 53: “It appears from the provided language that section 574 applies to
reports that the Secretary must submit. As a general matter, it seems that congressional
committees with jurisdiction should have access to reports that Congress has instructed the
Department to write. T am not familiar with the past history and practice associated with the
subject of this provision, but would review the Decpartment’s interpretation of this provision if
confirmed.”

Bunnell questionnaire: “It appears clear from the provided language that section 574 applies to
reports that the Seeretary must submit. As a general matter, it seems that congressional committees
with jurisdiction should have access to reports that Congress has instructed the Department to
write. I am not familiar with the past history and practice associated with the subject of this
provision, but would review the Department’s interpretation of this provision if eonfirmed.”

23. Privacy

Johnson questionnaire - p. 51: 1 understand that DHS uses the Fair Information Practice Principles
(FIPPs), a widely accepted framework that is at the core of the Privacy Act of 1974 and is mirrored
in the laws of many states, as well as many foreign nations and international organizations, to assess
and evaluate the impacts of programs, systems, and initiatives on individuals’ privacy.”

Memo from DHS Chief Privacy Officer Hugo Teufel IlI, Dec. 29, 2008: “The FIPPs are a widely
accepted framework that is at the core of the Privacy Act of 1974 and is mirrored in the laws of
many U.S. states, as well as many foreign nations and international organizations.”

http:/iwww.dhs.gov/xlibrar ets/privacy/privacy _policvguide 2008-01.pdi
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Post-Hearing Questions for the Record
Nomination of Jeh Charles Johnson to be Secretary,
U.S. Department of Homeland Security
COBURN

EB-5 Investor Visa Program

1. Are you aware of any vulnerabilities in the U.S, Citizenship and Immigration
Services (USCIS) EB-5 Investor Visa Program? If so, what are they and how do you
plan to address those?

a. If it became clear that the EB-5 Investor Visa Program was vulnerable to
exploitation by national security threats or criminals, would you come forward
to this committee with those problems and work with us to address any threats
or vulnerabilities?

From what I know about this program, I believe it has value, but I also agree that we
should be vigilant in monitoring it from a security standpoint. I am told that USCIS has
in fact identified and worked to remedy some vulnerabilities in the program, and that
USCIS has also provided some technical drafting assistance to Senators on legislation
to strengthen the program, and that this language was included in S. 744. If confirmea,
1 am sure [ will become more informed about this program, and will have a plan for
continuing to address remaining vulnerabilities.

2. In an August briefing to congressional staff, U.S. Citizenship and Immigration
Services (USCIS) officials told us they could not shut down a regional center based
on fraud or national security concerns. That is, even if they are weorried a regional
center is committing crimes or helping spies or terrorists enter the United States,
they cannot shut it down.

a. Under what circumstances do you believe USCIS has authority to deny a
regional center application or investor application?

This strikes me as a legal question, for which I do not now have an opinion. If
confirmed, 1 intend to consult the DHS General Counsel about this.

b. Even if USCIS only has the authority to deny these applications based on
failure to demonstrate economic growth, do you believe USCIS should be able
to deny applications on any other bases, such as the existence of an open
investigation, findings of fraud, national security concerns or financial crimes?
Why or why not?

I do not have a personal judgment about this. If confirmed, Iwill study this issue. 1
am advised that such authority is provided for in S. 744.
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c. Current immigration law makes inadmissible an alien who fraudulently or
through willfully misrepresenting a material fact, seeks or has obtained a visa
or other immigration benefit." (8 USC § 1182(a)(6)(C)).

Do you believe fraud in the EB-5 application process equates to such
misrepresentation? Why or why not?

This strikes me as a legal question, for which I do not now have an informed
opinion. If confirmed, I will consult DHS's General Counsel about this question.

If yes, regardless of whether the current EB-5 statute explicitly states the
program’s applications should be denied due to the existence of fraud, do you
believe USCIS should deny EB-5 applications on the basis of fraud merely to
comply with existing immigration law? Why or why not?

See the above.

DHS Leadership Vacancies

3. You have said that addressing the leadership vacancies at DHS will be your top
priority, if you are confirmed. We all agree DHS needs stronger leadership, And we
look forward to working with you to fill those vacancies.

a. What are the qualities you think successful leaders of DHS should have and
why?

First, relevant experience;

Second, ability to lead, delegate and motivate;

Third, judgment and a strong sense of right and wrong;

Fourth, ability to earn the respect of those who will work for him or her; and
Fifih, the ability to “think out of the box” and not accept the status quo.

b. What kinds of issues would you consider to be disqualifying for any nominee for a
DHS leadership position?

In my opinion, prior instances of bad conduct or indications that the individual
regards public office as the occasion for personal aggrandizement, and lack of an

ability to earn the respect of those who he or she will lead.

Private Sector and U.S, Competitiveness

'8 U.S.C. § 1182(a)}(6XC)
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4. The U.S, Department of Homeland Security (DHS) has a tremendous role in both
the national security and economic security of our great country. Almost all of the
department’s agencies work with the private sector for numerous issues, border
security, supply chain security, trade facilitation, trade, travel, cyber security, ports
of entry, air transportation, immigration, preparedness, resilience and many others.
The interaction is constant, and DHS cannot achieve its goals without working in
collaboration with the private sector. Looking at your background, we see a
tremendous amount of legal experience,

a.

ISA

What is your experience in the private sector?

I have been a lawyer for over 30 years; about 21 of those have been in the private
sector, representing individual and corporate clients. With each representation
comes a requirement to understand the nature of the client’s business in great detail
and the legal problem the client faces. I have been exposed to a range of business
sectors — from coal, music/songwriting, to financial services. I have also beena
director/trustee of a number of not-for-profit organizations, such as the New York
Community Trust, Adelphi University, and the New York Hall of Science.

If you were confirmed, how would you make working with the private sector a
priority?

I am very comfortable in the business community, and it has become apparent that a
large part of homeland security includes engagement with the private sector. This
must be a priority. I would do this either directly or through organizations that
represent the private sector. Iwould also leverage DHS'’s Private Sector Office and
the existing programs DHS has for engaging the private sector.

5. Do you support the expansion of the Secure Flight program, including
implementing a computer program that would review data to assess whether an
individual is a “high-risk” traveler prior to issuing a boarding pass?

I have received information about the program but do not now have an informed opinion
about whether it should be expanded.

If yes, would that include assessing individuals even if they are not on a
government watch list?

I do not have an informed opinion on this question at this point.

6. What government intelligence and/or passenger flight information should the TSA
use to make that determination? What about the ethnic origin of their name?
‘Where they are from? Their criminal history? Their past flight itineraries?
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I do not have an informed opinion on this at this point. I do recognize that we must,
however, respect privacy and civil liberties and avoid racial and ethnic profiling while
doing what we need to do to enhance national and homeland security.

Qversight

7. There are many areas in the Department of Homeland Security (DHS) that deserve
a thorough review and significant reform. Investigations and reports by my office
and others, such as the Government Accountability Office (GAQ), the DHS
Inspector General, and the Council on Foreign Relations, provide you with a
starting point for such a review.

In the binder I provided to you at your nomination hearing, I listed many areas I
view as ripe for reform ~ my version of a required reading list. Will you commit to
review these reports and report back to me within 90 days on how you plan to
ensure the Department will address the issues raised in these reports and how the
Department has complied with GAO and DHS IG recommendations, where
appropriate?

Yes, and I'will make my best effort to do so in 90 days.

8. Which specific programs or initiatives within the Department, if any, do you think
can be eliminated because they are ineffective, duplicative, wasteful, unnecessary, or
have outlived their purpose?

I'would like to reserve judgment on this issue, for when, and if, I am confirmed. As [ said
at my confirmation hearing, I do intend 10 be a hawk when it comes to fraud, waste and
abuse in the use of taxpayer dollars.

9. The Government Accountability Office (GAQ) has issued several annual duplication
reports, which can provide a starting point for identifying areas of improvement for
DHS grant programs. I included these in the binder I provided to you at your
hearing.

For example, in its 2011 report, GAO found DHS “could benefit from examining its
17 preparedness grant programs and coordinating their application processes...and
eliminating redundant reporting requirements.” In its 2012 repert, GAQ also found
4 of these 17 grants overlapped and “multiple factors contributed to the risk of
FEMA funding unnecessarily duplicative projects.”

a. Have you reviewed the GAO annual reports on duplication?
I do not believe I have seen these specific reports yet, but [ will review them.

b. Would you agree these reports should inform your decisions regarding DHS
grant reform?
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Yes, Irespect GAO.

¢. Will you commit to review all of GAO’s annual duplication reports and provide
an update to this committee within 90 days on how the Department is complying
with these recommendations?

T'will commit to reviewing these reports, and make best efforts to provide an update
to the Committee within 90 days on how the Department is complying with these
recommendations.

10. When President Obama took office in his first term, he promised to conduct “an
immediate and periodic public inventory of administrative offices and functions and
require agency leaders to work together to root out redundancy.” Should you be
confirmed, do you plan to conduct such an inventory at the Department? If so, when
can we expect you to complete it?

I believe such a task is an implicit obligation of an agency head, to ensure best use of
taxpayer dollars. I will continually advise the Committee of efforts to identify
redundancy. 1do not know what is involved in such a review, so I am not in a position to
give you a timeline for completion. I understand that some type of review for redundancy
within the National Capital Region is already underway.

Visa Overstays

11. In your pre-hearing questionnaire and in the staff interview, you responded to
questions regarding visa overstays, By some estimates, those who overstay their
visas make up 40 percent of the illegal immigrant population in this country. In
fact, current immigration law? provides for civil penalties for those who overstay
their visas for six months or more with, among other things, either a 3—or 10—year
ban from admission in to the United States after their removal or voluntary
departure. You stated in your pre-hearing questionnaire it was important for those
who overstay their visas to be held accountable, but the Department should dedicate
resources to focus on those who represent national security and public safety threats
to the country.

a. Regardless of whether the Senate-passed immigration bill or any other “path to
earned citizenship” becomes law, do you believe all of those who have overstayed
their visas and remain in the United States are in violation of current
immigration law? Why or why not?

In general yes, I believe, because current immigration law mandates that individuals
maintain lawful status at all times while physically present in the United States, but [

2 Immigration and Nationality Act § 212(a}9)(B)



160

understand that there can be exceptions and caveats. This is a legal question, and the
DHS General Counsel is probably in the best position to provide the answer.

b. A recent October 30w report by the Center for Immigration Studies documents
the trends of Immigration and Customs Enforcement (ICE) deportation
activity.J It reviewed raw DHS and ICE statistics and found interior
enforcement has actually slowed significantly in the law few years. The report
stated, “ICE is arresting and removing noticeably fewer illegal aliens from the
interior now than was the case five years ago, and even two years ago.” The
report went on to note interior enforcement decfined by 19 percent from 2011 to
2012 and is on track to decline another 22 percent in 2013, In fact, while DHS
may claim it uses its resources “more effectively by guiding agents to hone in on
criminals, {for example]...the number of criminal aliens removed from the
interior also has declined...by 11 percent from 2012 to 2013.”

Finally, the report found “ICE is doing less enforcement with more resources.”
ICE’s budget and staff has grown from $5.6 billion and 17,938 positions in 2008
to $5.9 billion and 20, 271 positions in 2012, a growth of S percent in funding and
13 percent in staff. Yet, the agency has deported 20 percent fewer aliens in 2013
than in 2012.

While I undcrstand the importance of prioritization in times of tight budgets,
this report finds not only does ICE do less with more resources, but ICE also
does not truly focus on those areas of priority, such as those you suggest (aliens
who are a threat to public safety or national security).

i. Do you have any concerns with the current interior enforcement
policies and efforts at ICE?

I have reached no conclusion at this point, but I anticipate that, if
confirmed, [ will become fully immersed in this issue. I believe there is
much to be learned beyond the numbers I have been given, and intend to
research this issue.

ii. How would you balance the need for enforcement at the border and in
the interior?

My answer is similar to the one provided just above.

¢. Do you believe the Department’s prosecutorial discretion policies impose
restrictions on ICE agents, the results of which ultimately allow thousands of
illegal alien offenders, many of them criminals, to stay in the U.S. despite
violation of our laws? Why or why not?

* Center for Immigration Studies, Departation Numbers Unwrapped, October 2013, available at http:/icis.org/ICE~
iliegal-lmmigrant-Deportations.
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I accept the principle of prosecutorial discretion; I know from my days as a federal
prosecutor that exercising such discretion is implicit in almost every law enforcement
activity. I also recognize that prosecutorial discretion must involve prioritization,
and should start with those who represent threats to national security and public
safety. Iagree that ICE should prioritize the removal of criminals and recent border
crossers over those who do not represent public safety threats.

Abu Dhabi Preclearance Facility

12. The United States airline industry argues that the Abu Dhabi preclearance facility »

would give Etihad, the UAE flag-carrier, a competitive advantage over U.S. network
airlines by enabling international passengers who are seeking to fly to the U.S. from
other points in the Middle East or Asia to clear customs while still in the UAE. It is
our understanding, that former DOT Secretary LaHood and former DHS Secretary
Napolitano did not so much as confer with each other on the impact of expanding
preclearance in the Middle East, fet alone to an airport no U.S. carrier serves. Given
the lack of communication and consideration for the domestic industry impacted.

a. Will you commit to significant discussions with DOT Secretary Foxx? And, as
Secretary, will you commit to postponing any expansion of the existing
preclearance programs (including Abu Dhabi) until a significant analysis is done
to review the competitive impacts on the domestic airline industry?

IT'will commit to discussing this issue with Secretary Foxx. [am not now in a position
to commit DHS to postponing an expansion of the preclearance program. [ want to
understand the overall issue better.

13. As you may know, the Administration is finalizing an agreement with the United

ENZI

Arab Emirate (UAE) to open a Customs and Border Protection (CBP) preclearance
facility in Abu Dhahi despite the fact that no U.S. airline currently serves that
airport.

a. As a general rule, given that we have less financial resources to adequately meet
the CBP need domestically; wouldn’t funds being used to establish Middle
Eastern pre-clearance facilities be better spent in the United States?

1 do not have an informed judgment on this issue. 1 commit to learning more about
preclearance facilities, and how best to utilize CBP’s budget for clearance facilities.

Question #1: I have received numerous complaints about ICE enforcement from
agricultural producers who act in good faith and make considerable investments to secure
temporary foreign agricultural workers to help with their operations. In making these
arrangements, these producers and their representatives, rely on and work with federal
agencies to secure employment contracts and the appropriate visas to ensure that their
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agricultural operations are lawful. However, when an employee on a temporary work visa
breaks contraet and leaves a job to work and reside elsewhere illegally, employers have
reported these persons to their regional ICE officials. The result is that the employer is told
that the agency refuses to enforce the law to detain those who break the law. How do you
defend this double standard where an employer seeks to operate lawfully but agency
officials refuse to enforce the law?

I understand that ICE is focused on sensible, effective immigration enforcement that prioritizes
the removal of those who represent threats to national security and public safety. I would add
that those employers who hire undocumented workers are breaking the law, and a single
standard, not a double-standard, should apply to all employers. Those you heard from who are
endeavoring to comply with the law should be encouraged to continue to do so. If all employers
did this, it will discourage many illegal border crossings in the first place.

I also understand there are significant problems with our current immigration laws that make it
difficult for today's agricultural employers to employ a legal workforce, and I agree that any
package of comprehensive, common-sense immigration reform should provide an earned path to
citizenship for undocumented immigrant workers and streamline the existing process for
enabling agricultural employers to legally hire future workers.

Question #2: In several of the reported incidences above — ICE personnel were aware
exactly where a temporary foreign worker breaking the terms of their visa was residing yet
still refused to make a detention action. As Secretary of the Department of Homeland
Security what will you do te improve enforcement of foreign workers who overstay or
break the conditions of their visas?

ICE must prioritize the use of its resources 1o focus on the removal of those who represent
threats to national security and public safety. Ido believe that those who overstay or break the
conditions of their visas should be held accountable in some fashion.

Question #3: The Department of Homeland Security and the Transportation Security
Administration are implementing a number of traveler pre-screening initiatives that rely
on extensive databases of personal infermation, including previous travel, property
records, tax records, and other information that goes beyond what most travelers would
expect in a pre-travel security background check. As Secretary of the Department of
Homeland Security, how will you guarantee the protection of privacy rights for law-
abiding individuals who may be subject to these profiling programs?

I believe that, in full consultation with DHS's Chief Privacy Office and Officer for Civil Rights
and Civil Liberties, we must continue progress to ensure the privacy rights of law-abiding
persons who are subjected to pre-screening programs. From experience, I know it is good to



163

have someone who is part of the development of a program with the mandate to ensure privacy,
civil rights and civil liberties.

PRYOR

1. The 9/11 Commission Report recommended that the Department of Homeland
Security deploy a biometric entry-exit screening system to track all foreigners
leaving the United States to address visa overstays and enhance national security.
This recommendation remains unfulfilled. As Secretary, would addressing this
recommendation be a priority for you?

a. If so, how will you go about executing the recommendation?

1 understand that DHS wants to expand the current biomelric entry system to include
biometric exit as soon as it can determine a cost-¢ffective solution that will not hinder
travel and trade. I support moving in this direction, and, if confirmed, will work to see
that DHS does so.

2. One of the greatest technological achievements that the Defense Department has
achieved in the past decadc is the use of mobile biometrics. On our Southern
Border, the Border Patrol faces many similar challenges that our military has .
successfully overcome— namely, operating in austere, no connectivity environments
which make it difficult to deploy communications and command and control
capabilities. The Border Patrol could benefit greatly from mobile biometric
identification technologies that are currently ir use by the Department of Defense.
Use of mobile biometric identification technologies would enable Border Patrol
officers to know immediately how to handle any given individual. Should you be
confirmed, would you consider taking successes from the Department of Defense
and provide our Border Patrol with increased mobile biometric capabilities?

I am advised that the Border Patrol already uses several DoD mobile devices in the field,
and I know the Border Patrol believes that wider access to biometric identification
technology in the field would be beneficial. In general, I support learning from and in
some cases relying upon what DoD has experienced with mobile technology. We should
do 50 in a manner that is cost-effective and mindful of any privacy/civil liberties interests
that might be implicated.

3. As you may know, the biometric identification technology that has made the US
VISIT program such a success is overdue for an update, While this technology
continues to perform very well, it is important that the Department stay ahead of
the curve in fielding the latest technology when it comes to its frontline, mission-
critical programs such as US VISIT. If you are confirmed, would updating the
technology supporting US VISIT be a priority for you as Secretary?
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Based on what I know, I believe so.

LANDRIEU

1.

Mr. Johnson, as you know, a primary mission of the Department of Homeland
Security is to prepare for and respond to emergencies and incidents. This requires
effective, secure and easy to use tools to collaborate with DHS partners. I'm sure
that you have heard about the challenges that the Department faces related to its
ability to effectively communicate. This applies to workers in the field and to
managers back at headquarters.

1 have heard about a DHS proof of concept called myHomeland that appears to be a
promising application to address this problem. myHomeland is a secure social
network that allows DHS to take advantage of commonly used capabilities like we
see on Facebook, Twitter, YouTube and LinkedIn--and it's designed for mobile use
in the field. I understand that it would be particularly valuable in responding to a
Hurricane or other large event by allowing new users, such as state and local first
responders and potentially volunteers to be invited into the system quickly and
securely to make sure they have the information they need to do their job. They
would only be allowed access to that information which they need. In addition to
information sharing during large events, myHomeland can be used to find experts,
stand up secure workspaces, share content, and access apps all from mobile devices.

Could you provide additional information about the status of the myHomeland
proof of concept, the status of its implementation across the various components,
and its suitability to be scaled to support more users in a live production
environment? In addition, [ would be interested to know what other plans — if not
through myHomeland — the Department has in place to get this essential
communications capabilities into the hands of DHS personnel who primarily work
in the field using mobile devices?

I have no personal knowledge of this program. I am told that myHomeland was a C1O-
sponsored pilot program that occurred from September 12, 2012, to Sept 11, 2013, and
was managed by TSA and hosted by the National Technical Information Service, and
that based on user feedback, certain features from the pilot may be incorporated info the
Homeland Security Information Network, the Department's information sharing platform
which provides secure collaboration for all Federal, State, local, tribal, territorial,
international, and private sector partners for the law enforcement, critical infrastructure
protection, intelligence, and homeland security mission.

Mr. Johnson, I want to applaud the work that the Department is currently doing in
regards to making the Nation’s critical infrastructure more resilient to weather as
well as security events. Having seen firsthand how critical it is to get infrastructure
back up as soon as possible, I hope these efforts remain a top priority under your
leadership. Again, given Louisiana’s experience with weather events [ am
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particularly supportive the Departments work on improving the electricity grid. I
believe the Resilient Electrical Grid (REG) program, run out of the Science &
Technology Directorate, holds particular promise. The Department also has
several other projects currently underway to address these concerns.

Please comment on the role the Department is playing to facilitate the deployment of
new technologies to address these long standing concerns.

I have no personal knowledge in response to this question. I am fold that that REG
program run by S&T takes advantage of valued partnerships with the private sector, that
other projects such as these have been successfully demonstrated by S&T, but that
transitioning large infrastructure projects can present challenges as they often require
large capital investments from the private sector. If confirmed, I believe I should work to
ensure thaf the Department continues to develop valuable partnerships with critical
infrastructure owners and operators, gain a deeper understanding of the challenges and
gaps for critical infrastructure resilience in the face of various hazards, and develop
programs to address these issues and field new technologies.

OMB is following the success of industry in moving agencies to consolidating the
integration of information systems under single service centers. This promotes the
elimination of duplication, supports reuse and dramatically improves federal
efficiency while reducing federal cost. The OMB plan is for every agency to be
either a service provider or acquire services from a shared service center. DHS has
been working since their inception to integrate the information systems of their
multiple agencies that were consolidated under DHS. Significant progress has been
made but much work remains.

Would you consider establishing a shared service center completely focused on the
integration and standardization of infermation systems and critical informatien?

Yes, I would consider it. I am advised that DHS has already established two shared
service centers —referred to as “Enterprise Data Centers” — that host IT systems and
applications.

In your opinion, what is a realistic timeframe for DHS to stand up this center?
I'must respectfully refer you to DHS for an answer o that question.

DHS and the Pentagon have an agreement whereby DHS protects the civilian
internet and DOD’s cyber command protects military networks and conducts
attacks. With an estimated 6 million probes or attacks on U.S. government
networks a day, many conducted by approximately 140 foreign spy organizations,
our networks are under constant assault. The escalation of data exfiltration and
espionage make it necessary for DHS and DOD to work together.
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How do you view the role of both DHS and DOD in cybersecurity? How will you
seek to clarify the roles for maximum efficiency and effectiveness?

[ agree that it is necessary for DHS and DoD to work closely together in this important
mission. (I understand the DHS Office of Infrastructure Protection and the DHS Private
Sector Office support this mission.) [ also believe that both agencies should continually
evaluate whether the respective roles can be further clarified. I agree that, in general,
DHS should have the lead for cybersecurity in the civilian .com and .gov world, and that
DoD should have the lead for national defense, which includes defending the nation from
attack and securing national security and military information technology systems. Iam
committed to continuing to work with Congress to advance these agendas.

Much of the cybersecurity work is concentrated in the DC metro area which drives
up costs and limits recruitment. Is there a viable technical reason that all work
should be focused in one area? What are the risks with this approach?

I understand there are certain synergies and efficiencies that can be achieved by the
presence of many of the federal government's cybersecurities facilities in the DC area.
However, as you and I discussed, cybersecurity talent is not located only in the DC area,
and we must draw on that talent. I also agree there are likely risks associated with
concentrating the government’s cybersecurity capability in one geographic area, and we
should evaluate those risks.

Cybersecurity education is critical to our ability to keep up with the evolving threat.
The Cyber Innovation Center in Bossier City, LA has been successful in supporting
the DHS’s goal of educating 1.7 million students by 2021. Will you enforce this goal
as Secretary? What are other critical education programs we need to keep pace
with needs of our future workforce?

I have no personal knowledge of this specific goal, and will look in to it. I do agree,
however, with the urgent need to recruit students for a cybersecurity education.

Biggert-Waters National Flood Insurance Reform Act of 2012 is flawed and the
legislation should be repealed, amended or delayed so that it is affordable, accessible and
self-sustainable. My current FY 2014 Appropriations bill contains a provision that delays
raising rates for formerly grandfathered properties during the fiscal year. And I am
working on a permanent fix, as well.

Will you commit 1o work with Congress to ensure both legislative and
administrative solutions are used to ensure a sensible approach to the floed
insurance program?

A number of Senarors have raised this issue with me. I agree that there should be a
sensible approach to the flood insurance program, and that economically distressed
homeowners impacted by the 2012 law should be assisted in some way. If confirmed, I
will work with you and others in Congress on this issue.
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6. Headlines from around the world and right here in the United States remind us
constantly that natural disasters will wreak havoc for people. I noted it was number
five on your list of priorities for the Department.

Hurricane Sandy struck on October 29, 2012, as the largest-sized storm system in
United States history. Unfortunately, thousands of my constituents in Louisiana
know exactly what the people of New York, New Jerscy, Maryland and other Sandy
struck States are going through in their efforts to recover from the devastating
storm. Substantial federal support was delivered to the Gulf Coast after Hurricanes
Katrina and Rita in 2005 but navigating the federal bureaucracy to access that help
was at time maddening. FEMA and the federal government simply did not have the
right tools in place to support effective response and recovery for a catastrophic
disaster. Through the Post Katrina Emergency Management Reform Act and the
Sandy Recovery Improvement Act — which Congress passed in January of this year
- Congress has sharpened the tools States can use for recovery.

FEMA has worked hard implement the new and improved programs. There are 10
new policies in place ~ such as pilot programs for sensible public assistance
alternative projects and expedited debris removal. However, there is still work to
be done to fully implement the legislation - such as 8 major regulation development
projects for items like streamlined mitigation programs and individual assistance
factors.

What specifically will you do to make sure FEMA stays on track to give the Nation
the best programs available to support disaster response and recovery?

1 appreciate the critical importance of fast and effective responses to natural disasters in
this country. While General Counsel of DoD, I visited areas in New Orleans affected by
Katrina, and I will never forget the impact I saw that it had on people’’s lives. If
confirmed, I will support Administrator Fugate's efforts to strengthen the Nation's
resilience to disasters and meet the needs of those impacted by disasters, and I will pay
close attention to after-action reports lo ensure that we are constantly learning and
improving. Ensuring resilience in response to disasters is clearly one of the most
important responsibilities DHS has, and when disaster sirikes our ability to support stafe
and local partners as they respond is an obvious priority.

7. Earlier this year, the Coast Guard submitted its five year Capital Investment Plan,
which calls for significant funding reductions that will delay completion of the
Offshore Patrol Cutter, decrease the number of Fast Response Cutters, end the
acquisition of Maritime Patrol Aircraft, and scale back investment in deteriorating
shore facilities. This is a major priority.

Coming from the Department of Defense — how do you view the sustainment of
USCG fleet?
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From my experiences as General Counsel of DoD and the Air Force, I know the
importance of recapitalization of an aging fleet, and I have discussed this with the
Commandant of the Coast Guard as well. I am advised that, through new acquisitions,
the Coast Guard has been able to reduce risks in inland and coastal operating areas.

If confirmed, how does a modern and robust coast guard fleet augment and lend
support to your other priorities?

I know there is a whole of government reliance on the Coast Guard. DHS is, for
example, the lead agency for the interdiction of maritime threats in waters over which the
U.S has jurisdiction and the Coast Guard is an essential element of that strategy. The
Coast Guard also contributes to the government’s overall counternarcotics strategy, and
toward stabilizing overall border security.

. International air passengers are a significant contributor to the economy of our
country, yet CBP staffing shortages at airports continue to cause lengthy and
persistent delays for those entering the country. Similar staffing constraints slow
the processing of people and goods erossing our border and entering our seaports.
Due to budget constraints, the federal government lacks the resources to address
these staffing shortfalls. The government must work with Congress and the travel
and trade industry to creatively address this issue.

What is your plan to address the CBP staffing shortages and redueing waiting times
at airports?

! know from personal experience that CBP officers play a vital role, by welcoming
passengers and processing trade. I know also that CBP is facing a shortage of officers
and that the President’s FY14 budget request asks for 2,000 additional CBP officers to
help address wait times and staffing shortages at major airports. If confirmed, I hope to
work with Congress to fulfill the President’s request for additional CBF officers,

To the extent that you have the resources to do so, how will you prioritize
investment in technological solutions to support CBP operations?

1 believe generally in a risk-based strategy.

. Since 2011, the Transportation Security Administration has focused its efforts on
risk-based security. Essentially, the concept is to let passengers TSA knows more
about go through expedited sereening at airports thereby allowing security officers
to focus more attention on passengers we know less about. Former Secretary
Napolitano and TSA Administrator Pistole set a goal of 1 in 4 members of the
traveling public being eligible for expedited screening by the end of this year and 50
percent eligibility by the end of 2014,

Will TSA’s risk-based security program be a priority of yours as Secretary?
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I believe so at this point.
Do you support the goals TSA has set for expedited screening eligibility?
1 believe so at this point.

Less than two weeks ago, a gunman walked into the Los Angeles International
Airport and killed a Transportation Security Administration (TSA) officer and
injured two others. The shooting started on the public side of the airport before
passengers go through security screening. This incident is being closely examined to
determine if airport security policies and protocols need to be improved.

What steps do you believe need to be taken to improve security so a tragedy like this
can be prevented in the future?

Officer Hernandez’s death is a tragedy. Before coming to a definite view in answer fo
this question, however, I would want to hear from TSA security experts what the options
are, and what is the best way to protect personnel in the most cost-effective and practical
way.

I requested a report from DHS in my FY 14 Appropriations bill addressing the
backlog of EB-5 visas being processed. In your opening statement, you mention
immigration reform as one of your priorities if you are confirmed as the next
Secretary of Homeland Security.

How do you plan to address the EB-5 backlog?

1 agree that all applications, including EB-5 applications, should be processed in a
timely manner, while carefully screening all applications to address any potential
security and fraud concerns. 1understand that in recent years USCIS has hired
additional personnel dedicated to the EB-5 program to not only address the backlog but
also conduct thorough vetting of all EB-5 cases.

Regarding immigration, how do you plan to approach the issue of immigration
reform while maintaining robust enforcement and removal efforts?

1 believe that enhanced, more effective law enforcement and border security should be an
integral component of comprehensive, commonsense immigration reform. Immigration
reform legislation passed by the Senate, S. 744, recognizes this as well. I also recognize
that DHS must engage in a robust planning process should immigration reform pass, to
include managing the numerous requirements of the law.

In your last major speech before leaving the Pentagon, you warned that ongoing,
open-ended warfare against terrorism must not be the “new normal.” You
discussed a “tipping point” thanks to ongoing counterterrorism missions, after
which U. S. efforts should no longer be considered an armed conflict.
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What role do you see DHS playing in counterterrorism policy now (we would argue
it is a small, supporting role) and where he may steer the agency?

Combating terrorism and protecting the homeland from these threals is vital to DHS'’s
mission.

Al Qaeda’s core has been degraded. The terrorist threat is even less conventional than it
was before, with less of a command structure. I believe that, as we move fo the next
phase of our Nation's counterterrorism efforts, in which (in my view) the terrorist threat
becomes more diffuse, and includes the domestic, lone actor who self-radicalizes, “armed
conflict” is less suitable. We must depend on a whole of government approach. This
includes, prominently, the Department of Homeland Security. Given the current threats
we face, 1 believe it is important, for example, that DHS continue to be in a position to
share and analyze information with state and local governments, to raise awareness.
DHS must also continually evaluate aviation standards, continue the work to secure the
borders. These are just examples of the role DHS should play in counterterrorism.

HEITKAMP

1.

Securing and protecting our nation’s botders is onc of the key responsibilities of the
Department of Homeland Security (DHS). At times, I worry that the challenges of
the Southern border with Mexico overshadow all other border challenges, such as
those which occur along the Northern border with Canada. I welcome your
thoughts on several aspects of this issue:

What role can technology play to secure the Northern Border and also help
ensure the efficient flow of trade with Canada? What are your plans to
improve DHS’s use of technology?

In my meetings with Senators from northern states they have stressed the importance
of the security of the Northern Border. If confirmed, I will focus attention on the
Northern Border, and visit stretches of the Northern Border soon after taking office.
1 believe that technology can enhance and improve our performance both in
securing the borders and facilitating trade. This is true for the Northern Border as
well as the Southern Border. Technology also helps us speed up the inspection
process, streamline the processes for filing import and export data, and analyze data
to support our risk-based targeting strategies. If confirmed, Iwill continue to
pursue effective investments in technology that will enhance our border security and
trade facilitation at all our borders.

The Northern Border features significant geographic challenges to
monitoring — most notably the sheer length of the border, must of which is
widc-open and flat. As you prepare for your new position, what are your
initial thoughts on how to improve the use of Customs and Border Protection
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(CBP) and DHS resources to ensure the Northern Border is adequately
controlled?

During the course of my briefings leading up to the November 13 confirmation
hearing, border security personnel have stressed the importance of the risk-based
approach in making decisions regarding the deployment of personnel, technology,
and other resources. If confirmed as Secretary, 1 recognize the need for continual
risk level assessments of the Northern Border, to determine how existing and new
resources are allocated, As Secretary, I hope to ensure that DHS prioritizes
capabilities for the highest threats in an effective and efficient manner.

What is the proper role for local law enforcement entities when it comes to
Northern Border protection?

I do not have a fully informed view at this point. I know DHS officials believe that
DHS's relationship with state, local, tribal and international law enforcement
agencies is critical to facilitating greater coordination with all regions of the border,
and that joint operations and patrols with partrer law enforcement agencies greatly
assists in focusing operations and resources against shared threats. Irecognize now
that the intelligence received from these partnerships must be used continually to
evaluate risks, resource alignment, and future requirements.

I have strong concerns that Native American reservations near the Northern
Border are at risk to becoming havens for organized crime, especially in
North Dakota with the expansion of the Bakken oil and gas fields. What is
the right role for DHS in helping ensurc our rescrvations don’t become such
havens?

I do not have an informed judgment in response to this question at this point. Iam
advised that (i) DHS and CBP continue to coordinate with federal, state, local, and
tribal law enforcement officials in the area, (ii) share relevant information and
intelligence with partner agencies through the National Network of Fusion Centers,
(iii) that in 2012 DHS supported the development of an intelligence product
produced jointly by the Montana All Threat Intelligence Center and North Dakota
State and Local Intelligence Center, and (iv) this joint fusion center product
examined the law enforcement impacts associated with the increased economic
development in the Williston Basin Region, including the Bakken Oilfield

Do you feel DHS operations along the Northern Border are adequately
staffed? What type of information or situation would cause you to consider
transferring resources — personnel or otherwise — from the Northern Border
to other border protection areas?

1 do not have an informed judgment in response to this guestion at this point. If

confirmed, I will commit to allocating resources where they are needed most along
all of the borders.
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What is the right approach regarding DHS use of Unmanned Aerial Systems
(UAS) in border security efforts?

I believe that unmanned aerial systems for purposes of surveillance is useful in
border security efforts, provided we also focus on protecting the privacy and civil
liberties of our citizens. I was Impressed by our conversation in this regard.

2. The Department of Homeland Security recently selected 15 vendors for its
Enterprise Acquisition Gateway for Leading Edge Solutions (EAGLE T1) contract
for information technology. Reports indicate it took three years to make an award
and that during that period, some of the companies on the contract were acquired
by other companies and another was briefly suspended from federal contracting,
Also concerning is that a large number of companies, some of which successfully
provide mission critical services to the Department under EAGLE 1, were not
selected for EAGLE 1. Given the recent press about federal technology
deployments gone wrong, the reports on IT acquisition at DHS greatly concerns me.

If confirmed, will you commit to this Committee to thoroughly review the
EAGLE 1 contract process and report back to the Committee how the
Department plans to address the flaws in this acquisition process?

[ have no first-hand knowledge of this matter, and I am advised that I must be
careful in commenting on this matter, to protect the integrity of the procurement
process. I am also advised that the Department’s Chief Procurement Officer has
received a similar inquiry from Chairman McCaul and Chairman Duncan of the
House Committee on Homeland Security and is in the process of preparing a
response, and that the Chief Procurement Officer will review the EAGLE Il contract
process and report back to this Committee as well. In general, if confirmed I will
commit to paying close attention to DHS s procurement system, consistent with law
and regulation.

Given that it took over three years to make an award in a market as rapidly
changing as IT, why were vendors not given an opportunity te update their
proposals before awards were announced?

See the response above.
We have often seen high profile IT projects fail or run far behind schedule
costing taxpayers millions of dollars. To what degree was past performance

considered when making the vendor sclection under EAGLE I1?

See the response above.
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What plans does DHS have to either recompete the EAGLE II contract
vehicle or allow agencies unrestricted use of waivers to allow them to select
other vendors outside those selected on the EAGLE II vehicle?

See the response above.

LEVIN

Replacing H-65 Helicopters at Air Station Traverse City

The FY 2011 President’s budget proposed replacing the five H-65 helicopters in Traverse
City with four H-60 helicopters which have greater capabilities, such as deicing
capabilities. Due to the size of its area of responsibility and its support of the seasonal Air
Facility at Waukegan, Air Station Traverse City requires a minimum of five H60s.

Questions:

1. Coast Guard Air Station Traverse City has been waiting for several years to have
their current fleet of H-65 helicopters upgraded to H-60 helicopters, Will you seek
to carry out this commitment?

I'm sorry that I have no personal knowledge of this issue. I am told that the FY13
President’s Budget proposed the replacement of H-65s in Traverse City with H-60s, but
that this proposal was not included in the FY13 enacted budget, and was not requested
again in the FY14 President’s Budget. 1am also told that the Coast Guard believes that
it maintains adequate operational capability with the current force laydown.

AYOTTE

(1) In July 2013, the Coast Guard reversed a five year-old policy to now hold that
servicing of an undersea telecommunications cable network in the Gulf of Mexico
is Outer Continental Shelf Lands Act (OCSLA) activity, subjecting the sole US-
controlled manufacturer and servicer of these systems, an operation based in
New Hampshire, to expensive crewing requirements. Tbis interpretation of the
OCSLA effectively makes the maintenance provider non-competitive for future
repair contracts in this region. What was the rationale behind this change?

I’'m sorry that I have no personal knowledge of this issue. If confirmed I will look into
this issue.

(2)  The Customs and Border Protection’s Office of Field Operations currently
conducts preclearance operations in 15 locations—nine of which are in Canada.
What utility do you believe these operations serve, and what is your long-term
vision for the Department’s preclearance operations?
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My general observation at this point is that preclearance operations provide important
security benefits by screening passengers outside the U.S., thereby mitigating the risk
of dangerous people and goods traveling on aircraft bound for the United States.

If confirmed, I intend to review the further expansion of preclearance operations.

FLAKE
1. John Ladd’s Ranch

On February 11, 2013, Senator Flake wrote a letter to then-Secretary Janet Napolitano
bringing to her attention a major security concern along the southern border between the
U.S. and Mexico. In that letter, Senator Flake challenged the persistent narrative that the
border area is “safer than ever” and posed several questions about breaches along one
specific stretch of border fence in Arizona adjacent the Ladd Ranch. The Ladd property is
a 14,000 acre ranch that shares ten miles of US-Mexico border between Naco, Arizona and
the San Pedro River. At the time the letter was written, Mr. Ladd reported witnessing 14
breaches with a total of 29 trucks over the previous 12 months. Now, nine months later, the
problem has continued and Mr. Ladd now reports 43 trucks have breached the border
fence and driven through his ranch in the past 21 months.

If confirmed, what will be your policy about responding to inquiries from Members of
Congress? What steps will you expect the Border Patrol to take to address known issues
like this along the southern border?

When I was General Counsel of DoD, I insisted on being made aware immediately of letters to
me from Members of Congress, and timely responses to the concerns raised and questions asked,
If confirmed, I will insist on timely responses to inquiries from Members of Congress.

As Secretary, I'will also expect the Border Patrol to rapidly respond to and investigate the types
of incidents you describe.

2. Condemnations

Technology is a critical element of CBP’s border security strategy. The location where this
infrastructure is placed is also critical. When the agency identifies privately-owned sites
needed to provide necessary situational awareness for agents, the agency negotiates with
landowners in an effort to acquire the property. In most instances, CBP has been able to
acquire the property through a voluntary sale. However, in some situations CBP and
landowners cannot reach agreement on a voluntary sale and CBP has initiated
condemnation actions. There has reportedly been many such condemnations this year in
Arizona. Several private land owners in the border area are concerned that the
condemnation process was not well understood by local CBP officials and therefore not
communicated well to landowners.
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If condemnation is deemed necessary, what is the process CBP must follow? What role do
Jocal CBP officials, many of whom have spent years developing relationships with
landowners, play in the proecess? If you are confirmed, will you commit to assuring that
private property rights are always respected in the border region?

[ am not familiar with CBP s process at this point. In general, I recognize the need for a process
that respects property rights, and that the government should pursue all options to acquire
properties before utilizing condemnation. [ also believe it is important to engage in early
outreach efforts to landowners and the broader community in order to assist in communicating
the Agency’s operational needs as well as our plans to address their concerns.

3. Border Region Prosecutions

Operation Streamline was initiated under the premise that it would criminalty prosecute
illegal entry as part of the consequence delivery program to help secure our southern
border. We are aware that the number of people apprehended and eligible for prosecution
under Operation Streamline far exceeds the resources available, at which point Customs
and Border Protection has discretion over which detainees are processed for prosecution.

How would you address the issue of limited resources in terms of whom to prosecute
through Operation Strecamline?

1 have a basic understanding of Operation Streamline, but I do not have an informed, detailed
answer to your question. If confirmed as Secretary, I will work with the Attorney General to
ensure that the Department of Justice is a strong partner with DHS, and that the right amount of
resources are applied to prosecuting the worst offenders.

4. Border Community Index

Having moved away from the reporting of the level of operational control maintained along
the border, the Border Patrol has heen focused on the so-called “Border Condition Index”
as a proxy for effectiveness in securing the border. As indicated in the 2012-2016 Strategic
Plan, the BCI that is currently under development “includes important indicators of
activity between the ports of entry; indicators of the amount, nature and flow of traffic at
the ports of entry; and quality of life indicaters in border communities.” However, the
cffort to formalize the BCI as a border region index have been criticized of being overly
broad, meaningless with respect to the actual security situation, and plagued with delays
with little meaningful data reported in the interim.

If confirmed, what steps will you take to take a fresh look at the suitability of the Border
Community Index? In your view, how important is it that the Department of Homeland
Security have workable metrics that can provide a meaningful measure of agency
performance and present day security issues along the border?
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I am aware that the Department has been working on a Border Condition Index and that it is not
yet complete. I have not yet had the opportunity to review this issue, but I understand the
importance of measuring and communicating the state of the border. If confirmed, I intend to
review the BCI as well as the Department s other efforts to define effectiveness measures.

5. ICE Detainee Release

In March of this year, Immigration and Customs Enforcement (ICE) officials released
more than 2,000 detainees, purportedly due to reasons related to the agency’s budget.
While this move raised any number of legitimate questions, reports at the time indicate
that local law enforcement officials were not informed of this decision beforehand and that
ICE made no effort to coordinate with them.

If confirmed, what is your view of the role of cooperation and coordination between
Department of Homeland Security entities and local law enforcement officials? In your
view, do you believe local law enforcement should have been made aware of the prospective
release in a timely fashion?

I fully agree that cooperation between DHS entities and local law enforcement agencies is
crucial for accomplishing their shared law enforcement missions.
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CARDIN

Question for the Record for DHS Secretary nominee Jeh Johnson (submitted by U.S.
Senator Benjamin Cardin)

In your legal practice, you assisted an American citizen who is the subject of what
appears to be a politically motivated Interpol Red Notice. Unfortunately, his case is
far from the only example of authoritarian states using Interpol to harass political
and business opponents. Aside from the harm this does to the targeted individual, it
erodes the credibility of Interpol notices and hinders its ability to fight crime. As
Secretary of Homeland Security, you will be an end user of Interpol’s information,
your agents will be our front line stopping those subject to such notices for further
investigation and, in some cases, prosecution or extradition. What proposals can you
suggest to address the problem of inappropriate and abusive notices and to ensure
that the U.S. government does not unwittingly become the accomplice of a foreign

state using Interpol to persecute opponents as opposed to apprehending real
criminals and stopping dangerous terrorists?

Irecall the representation. The bureaucracy seemed impenetrable and uninterested, and
I was struck that there was little the individual traveler and I could do to get the notice
removed. Ido not have a firm view about the solution to this type of problem, but it
seems to me there ought to added flexibility to address an Interpol notice that has been
triggered by an underlying action that is “politically motivated.”

I, Jeh Charles Johnson, hereby state that I have read the foregoing Post-Hearing Questions for

the Record and the information provided therein is, to the best of my knowledge, current,
accurate, and complete.
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Jeh Charles Johnson

November 18, 2013

The Honorable Tom Coburn
United States Senate
Washington, DC 20510

Dear Dr. Coburn:

As requested, attached is an appendix to the responses initially submitted to the Pre-
Hearing Questionnaire.

cc: The Honorable Tom Carper
United States Senate
Washington, DC 20510
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U.S. Senate Committee on Homeland Security and Governmental Affairs
Appendix to Pre-Hearing Questionnaire for the Nomination of
Jeh Johnson to be
Secretary of the Department of Homeland Security

1hshs

DHS Efficiency Review

22, Given the serious financial difficulties facing the Government, what steps do you believe
DHS can take to ensure that federal funds expended by the department are free from
duplication and waste?

a.

Do you believe there are any programs within the Department, which you think can
be eliminated because they are ineffective, duplicative, wasteful, unnecessary, or
have outlived their purpose? Please provide examples, if any.

I am not now in a position to answer this question. But, if I am confirmed, I intend to
take a close look at this question. As I said in my prepared testimony, I intend to be a
hawk when it comes to identifying and eliminating fraud, waste, and abuse in the use of
taxpayer dollars. This is crucial to the mission and public confidence in the mission.

How do you plan to ensure accountability and transparency in the grant making
process?

During courtesy visits, several Senators have expressed concern to me about this issue.

I am advised that DHS will continue to comply with OMB guidance and post grant award
data on a monthly basis on the USASpending.gov website, and that the data will be tested
for quality on a monthly basis prior to it being posted to the public website. 1am also
advised that, beginning this fiscal year, DHS will test the internal controls for grant
transaction to ensure DHS can be reasonably assured of the accuracy, integrity,
timeliness, and reliability of our grant-making process. If confirmed, I will look for ways
to further ensure accountability and transparency in the grant making process.

Do you have any specific recommendations for reforms for grant management?
I do not have an informed opinion on this issue at this time. If confirmed, I intend to

assess reforms to the grant management process. [ will carefully consider the grant
reform efforts identified by the current OMB Council on Financial Assistance Reform.

Quadrennial Homeland Security Review

30. In 2007, Congress amended the Homeland Security Act to require the Department to
produce, every four years, a Quadrennial Homeland Security Review (QHSR). The
review is intended to provide comprehensive strategies and priorities for the nation’s
homeland security, and ensure that strategies are clearly linked to plans, missions
requirements, and budgeting activities.
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What should be the role of the Secretary in developing the QHSR?

Based on my experience at the Defense Department and the Quadrennial Defense
Review (QDR), I believe that the Secretary should provide overall direction to the
QHSR and final decisions on strategic direction. In terms of the process, the
Secretary should convene meetings of the DHS component heads as necessary, meet
with other stakeholders at the conclusion of the review, and address QHSR issues at
the National Security Staff Principals Committee level as necessary.

In what ways should the next QHSR, which the Department is drafting this year,
differ from the first QHSR, which was delivered to Congress in early 20107

I do not have a fully informed view at this point. [ understand the first QHSR
answered the question, “What is homeland security?” 1 imagine that the second
QHSR should build on this foundation and go further.

What best practices will you bring from the Department of Defense to inform
the development of the QHSR at DHS?

I do not have a fully informed answer to this question at this point.

DoD has learned many lessons in conducting quadrennial reviews, beginning with the
Bottom-Up Review in 1993 and continuing through four subsequent QDRs. It is
important to note that DHS is a different organization than DoD, with a different
mission, a broader mix of organizational cultures, and a responsibility for much -
greater engagement with state, local, territorial, and tribal governments, private sector
and non-governmental organizations, and international governments. Therefore,
DHS needs to balance its adoption of practices from DoD with practices best suited
for its own unique mission responsibilities. I am advised that DHS has incorporated a
number of lessons from the QDR in terms of conducting strategic environment
assessments, following a formal strategy development and analysis process, and
consulting with Departmental and stakeholder leadership throughout the process.

33. FEMA has struggled with a number of longstanding management difficulties. Over the
past several years, GAO and the Department’s IG have ealled attention to problems
FEMA faces in financial management, human capital, information technology, and
performance management. For example, GAO has reported that FEMA’s financial
system suffers from serious stability issues. These problems have slowed efforts to
modernize the system and hampered financial reporting, FEMA has also faced
shortfalls in cost and schedule for a major information technology investment, the
Disaster Assistance Improvement Plan, Moreover, FEMA has struggled with severe
morale problems. In 2012, it ranked 257 out of 292 among agency subcomponents in the
Partnership for Public Service’s Best Places to Work survey. If left uncorrected, these
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management problems could hinder FEMA’s ability to respond to disasters and also
lead to opportunities for waste, frand, and abuse, If confirmed, what will you do to
ensure that these problems are addressed?

Obviously, FEMA performs one of the key responsibilities of the Department — supporting
Anmericans in the wake of disasters. Ensuring this important agency continues to perform at a
high level, and continues ongoing efforts to build on the progress made in recent years will
be a priority. This includes ensuring the sound financial management, human capital
management, information technology management, and performance management of the
agency. These tools are important to any agency, but they are particularly important in the
case of FEMA.

From what T understand, under Administrator Fugate’s leadership, FEMA has made
important reforms to the manrer in which FEMA responds to disasters.

34. Since 2003, the Department has issued nearly $40 billion in preparedness grants. While
the Post-Katrina Emergency Reform Act and the Implementing Recommendations of
the 9/11 Commission Act of 2007 require FEMA to develop performance measures and
a comprehensive assessment system to evaluate their effectiveness, FEMA has yet to
meet these requirements. As a result, we lack systematic analysis of grant effectiveness
and are unable to gauge how much the grants have contributed to strengthening
preparedness. If confirmed, what will you do to ensure that FEMA finally meets these
requirements?

One of the key responsibilities of the Department of Homeland Security is to support our
state and local partners, both as they respond to events, and also as they work to prepare
ahead. As part of this responsibility, I believe it is important that DHS continues to strive to
implement the Grant Program as effectively as possible.

It is my understanding that FEMA has been putting the tools in place that are needed to
assess the effectiveness of grant funding, and, if confirmed, I will work with Congress and
FEMA to ensure this progress continues in this important area for the Department.

National Preparedness Grant Program

35. As part of the President’s Budget request for both Fiscal Years 2013 and 2014, the
former DHS Secretary proposed the consolidation of the existing suite of preparedness
grant programs managed by FEMA into a single National Preparedness Grant
Program.

a. What is your view of the purpose and role of the preparedness grant programs?
T do not now have an informed view in answer to this question. I am advised that one of

the key responsibilities of the Department of Homeland Security is to support our state
and local partners, both as they respond to events, and also as they work to prepare ahead.
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As part of this responsibility, I believe it is important that DHS continues to strive to
implement the Grant Program as effectively as possible.

If confirmed, I will further assess this question.
b. What is your view on consolidation of the existing preparedness grant programs?
Please see consolidated response in part a.

¢. What performance metrics do you believe are appropriate for assessing the
effectiveness of the preparedness grants?

Please see consolidated response in part a.

Intelligence and Analysis

40. The DHS Office of Intelligence and Analysis is a critical part of DHS, serving as the

Department’s primary interface with the broader Intelligence Community, supporting
state and local fusion centers, and integrating the intelligence-related activities of the
DHS component agencies. What would be your key near-term priorities to improve the
effectiveness of the Office of Inteiligence and Analysis?

If confirmed, I will assess this question. As Iunderstand it, I&A principally acts as a
two-way conduit between the federal intelligence community and state, local, and tribal law
enforcement officials. I will also assess whether [& A can better conduct their operational
activities and ensure that I&A continues to provide the financial assistance, technology, and
other support to its partners.

Immigration Reform QOversight, Coordination, and Mandates

46. If the Senate-passed comprehensive immigration reform legislation advances, the

Department will face daunting implementation challenges across a range of issues and
agencies. For instance, the Department would need to undertake multiple large scale
acquisitions, rulemakings, and hiring efforts.

a. Please discuss some of the key challenges you believe the Department would face in
implementing comprehensive immigration reform and what you believe the
Department would need to do to prepare properly and to execute the requirements
of the bill.

At this point I do not have a fully informed answer to this question. Ido recognize that
implementing S. 744°s requirements would be a significant undertaking for DHS, and
DHS must be prepared to accept it. S. 744 contains numerous requirements with
statutory deadlines, and the Department will have to plan appropriately to ensure that
those deadlines are met. If confirmed, I recognize that I, along with other senior leaders,
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must be fully engaged to ensure proper implementation of this legislation, should it
become law.

. Do you believe the Department would need new or enhanced oversight mechanisms

to accompany such an effort?

1 am not now in a position to assess this, but it is a very important question. If confirmed,
1 intend to look into this.

How important do you believe that coordinating the actions of the various
components at the Department will be to successfully implementing the reforms?
What role would you expect to play in this coordination?

Very important, and I would expect to be involved in this coordination, along with other
leaders in DHS management.

Border Security Investments

50. Over the past two years there has been an increase in the number of non-Mexican
migrants that transit through Mexico in order to gain access to our border.
Non-Mexican undocumented migrants account for the majority of apprehensions made
in some parts of the border, such as south Texas. This represents a substantial
departure from historical trends. Non-Mexicans apprehended at the border must be
detained in detention facilities and ultimately flown back to their countries. The surge
in non-Mexican migration led to overcrowded conditions at some Border Patrol
temporary detention facilities, and to longer detention times at ICE facilities.

a,

What do you believe can be done to address the issue of non-Mexican migrants
transiting through Mexico?

If I am confirmed, I understand the need to carefully assess this question.

If confirmed, I will review this situation, and consider whether additional agents and
technological resources to the South Texas border region may need to be deployed.

What will you do, if confirmed, to ensure that ICE has sufficient detention capacity
in place in order to ensure that undocumented migrants being apprchended by the
Border Patrol can be processed and transferred to ICE’s custody in a timely
fashion?

I can state that, if confirmed, I will ensure that ICE follows common-sense law
enforcement priorities that focus resources on national security and public safety threats.

Cybersecurity

66. For years there have been significant vulnerabilities in our eyber networks. These
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vulnerabilities have led to massive identity and intellectual property theft, monetary
loss, and leaks of classified information. Additionally, cyber threats to Supervisory
Control and Data Acquisition (SCADA) systems — which control industrial processes —
have the potential to cause devastating impacts on critical infrastructure, including the
electric grid and the water supply.

a.

€.

Please discuss your familiarity and expericnce with cyber security issues.

As General Counsel of DoD, I was exposed to cybersecurity capabilities, and the policy
and legal issues that accompany them.

What do you view to be the most significant current and potential cyber security
threats facing our nation?

The potential is very real for a future cyber attack resulting in significant national and
economic security impacts. Working to strengthen our Nation’s security and resilience to
prevent, and if necessary, respond to such an event will continue to be a focus of the
Department if I am confirmed. While I believe state actors possess the most
sophisticated cybersecurity capabilities that could threaten our Nation, we must be
vigilant to ensure that none of our adversaries can exploit cyber vulnerabilities to cause
our Nation great harm.

What do you think is the most important contribution DHS and the federal
government can make to mitigate these threats?

I believe the most important contribution DHS can make is to coordinate the national
protection, prevention, mitigation, and recovery from cyber incidents.

If confirmed, what steps do you intend to take to improve the nation’s cyber
security, both with respect to the government and private networks?

DHS’s information sharing and partnership efforts have helped strengthen federal and
national cybersecurity. If confirmed, [ will engage my interagency counterparts to
address key cybersecurity policy and operational issues and will ensure DHS continues to
improve upon information sharing and close collaboration among government, industry,
and individuals to detect, prevent, mitigate, and respond to evolving threats. I will also
work with Congress to ensure DHS has updated authorities, where necessary, which
better reflect its current cybersecurity responsibilities and ensure that DHS is able to
more effectively and efficiently carry out that mission.

How do you see the Department’s efforts adapting in the coming years as the cyber
threat evolves and likely increases? Specifically, how do you see the implementation
of the President’s Executive Order on Improving Critical Infrastructure
Cybersecurity (13636) fitting into the Department’s overall efforts?
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I believe that, in the coming years, it will be vital to build relationships for the sharing of
cybersecurity information with the private sector, and to foster the adoption of
cybersecurity best practices more widely across critical infrastructure. I also believe that
EOQ 13636, along with PPD21, is good and central progress in DHS’s overall efforts in
cybersecurity. If confirmed, 1 expect to have much more developed views on this
important topic.

Cybersecurity — CISCP

67. The vast majority of critical infrastructure in the United States is owned and operated
by the private sector, making the security of our nation’s critical infrastructure a
shared responsibility. To help secure our nation’s critical infrastructure, DHS conducts
a broad array of cybersecurity missions, including providing technical assistance and
sharing cyber threat information.

a. What can owners and operators of critical infrastructure do to better protect their
information systems?

One way or another, there should be continued development of best practices and
standards to promote cybersecurity, Additionally, outreach, education, and assistance in
completing assessments of systems and sites to better inform and enable owners and
operators to protect their systems is important.

b. How can the Department better partner with the private sector to improve the
cybersecurity at our nation’s critical infrastructure?

EO 13636, PPD21 and the Framework are major steps in this direction, in my view.
DHS should continue to work directly with our private sector partners to identify the
cybersecurity threats that most directly impact their networks by fostering collaboration
at all levels. Continued outreach, education, and assistance by DHS in completing
assessments of systems and sites to better inform and enable owners and operators to
protect their systems is also important. ! am sure there is much more to be done, with
which 1 will become acquainted if confirmed.

¢. What havc you learned about cybersecurity from your time at the Department of
Defense, particularly as it relates to working with the Defense Industrial Base?

While [ was General Counsel of the Department of Defense, we worked to establish a
pilot program to enhance cybersecurity for the Defense Industrial Base. It was
time-consuming, fraught with legal questions and issues, but eventually we got there.
That program provided a legal and operational basis for the CISCP and ECS programs
that DHS is deploying more broadly across critical infrastructure.

Cybersecurity

71. In an October 2012 report the DHS Inspector General highlighted weaknesses in some
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of DHS’s components’ compliance with the Department’s security guidelines. For
example, the IG’s most recent independent evaluation of the DHS’s security program
and practices under the Federal Information Security Management Act (FISMA)
reported that, while DHS has made progress, “components are not executing all of the
Department’s policies, procedures, and practices.” If confirmed, what actions would
you take to require DHS components to adhere to the Department’s information
security program under FISMA?

1 have reviewed sections of this report and noted that DHS leadership accepted the comments
in a number of respects. Given the importance of the cybersecurity mission, if confirmed, 1

intend to monitor compliance with OIG’s recommendations,

Critical Infrastructure and Framework

72. What do you believe is the appropriate role for the federal government in private secto:
cybersecurity?

I recognize that our country’s national and economic security depends upon securing critical
infrastructure, and that working with the private sector is central to the federal government’s
efforts to promote cybersecurity. [ therefore believe that the federal government must work
with industry, individuals, state, local, and international government partners to defend
critical infrastructure, and to share actionable intelligence regarding specific threats and
vulnerabilities.

a. What authorities do you believe the Executive Branch needs to carry out that role?

Although I do not now have an informed view to definitively answer this question, I
believe that the Administration and Congress should continue to explore legislation that
appropriately facilitates the government’s effosts to support critical infrastructure
cybersecurity. If confirmed, [ intend to carefully consider this question in consultation
with the DHS General Counse!, and I will work with Congress to achieve these goals and
enhance the security and resilience of our critical infrastructure. I would also like to note
that legislation is not a panacea, and the government must continue to build relationships,
trust, and collaborative efforts with the private sector to be successful under current or
future statutory authorities.

b. What steps will you take to encourage private sector companies to act to protect
critical cyber infrastructure pursuant to the Framework to Reduce Cyber Risks to
Critical Infrastructure being developed by the private sector through the National
Institute for Standards?

I believe that any approach to the Cybersecurity Framework should facilitate industry
coming together to develop solutions, and broadly adopt the solutions already deployed
by industry leaders. If confirmed, I will work with the private sector to support the best
approach for implementing the Framework for their businesses. If confirmed, Talso
expect to have a more developed view in response to this question.
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78. Several pieces of key screening equipment used by DHS, such as Radiation Portal
Monitors and Vehicle and Cargo Inspection Systems used to checkpoints, airports, and
in other transportation modes for security screening, are close to being obsolete and
show degrading performance. They are operating well beyond their equipment
lifecycle, and at an increased operations and maintenance cost. Do you think upgrading
this technology is important to improve the efficiency and effectiveness of our vital
cargo screening mission?

I would think so, but intend to study this question more closely, if confirmed.

Science and Technology

79, We know that harnessing the nation’s research and development expertise is essential
to hardening our domestic defenses against chemical, biological, radiological and
nuclear weapons of mass destruction. DHS’s Science and Technology (S&T)
Directorate has been given the responsibility for directing research and development
efforts and priorities in support of the Department’s mission. The S&T Directorate
must think strategically about where to invest its limited research and development
funding to help ensure that these investments make the nation safer from terrorism and
other catastrophic events. What is your vision of the role that the S&T Directorate can
play in the development of advanced technologies and their successful use to carry out
challenging homeland security missions?

See my response to Ranking Member Coburn’s letter dated November 14, 2013.
BioWatch

81. For the past several years the Office of Health Affairs has been working to develop the
next generation in biodetection sensors. The current BioWatch Gen-2, is currently
functioning, however, the use of filters and outside laboratories to test specimens leads
to a delay in identifying any potential aerosolized biological or chemical threat.
BioWatch Gen-3 would test the specimens within the system, cutting down the length of
time for identifying a potential attack. However, this acquisition has been rife with
problems and the Acquisition Review Board is requiring an analysis of alternatives
before any progress can continue. What are your thoughts on the importance of
biodetection equipment and how you think we can best achieve timely and accurate
notice of pathogens?

A key priority for DHS is preparing for and working to mitigate a range of threats — this
includes the risk of a major biological event that could cause the tragic loss of human life,
severe economic damage, and significant harm to our critical infrastructures and key
resources. | am advised that the Department, in partnership with the scientific community,
continues to actively look for future technologies that will further enhance our ability to
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quickly detect biological threats, reduce the cost associated with operations, and improve the
sensitivity and specificity of the systems.

Reports to Congress

91. A key provision of the Department of Homeland Security (DHS) Appropriations Act of
2013 requires the Department to provide this committee with copies of reports sent to
the House and Senate Appropriations Committees. We understand DHS interprets this
section to cover only those reports signed by the Secretary and excludes any reports
issued to the Appropriations Committees by those underneath him like the Deputy
Secretary and heads of the components. That pertinent section is included below:

“SEC, 574. Fourteen days after the Secretary of Homeland Security submits a report
required under this division to the Committees on Appropriations of the Senate and the
House of Representatives, the Secretary shall submit a copy of that report to the
Committee on Homeland Security and Governmental Affairs of the Senate and the
Committee on Homeland Security of the House of Representatives.”

Do you believe Sec, 574 includes reports signed by other leadership in DHS who report to
the Secretary, as well as those reports signed by the Secretary?

I believe the answer is likely yes, but [ am not familiar with the past history, practice and
legal interpretations associated with this provision. If confirmed, I will consult with the DHS
General Counsel and Office of Legislative Affairs to review the Department’s interpretation
of this provision.

Privacy

83. Actions to prevent terrorist attacks have the potential to raise privacy and civil liberties
concerns. As Secretary, you will frequently be required to evaluate programs to
determine how best to proteet the homeland while at the same time protecting
individuals’ privacy, civil rights, and civil liberties.

a. What basic principles do you believe should guide such evaluations?

I believe it is significant that, by statute, one mission of the Department is to “ensure that
the civil rights and civil liberties of persons are not dirninished” by its efforts to secure
the country. As President Obama has repeatedly emphasized, civil rights and civil
liberties are not trade-offs for a strong national security. They are, rather, a vital part of
what we are protecting. [ understand that DHS uses the Fair Information Practice
Principles, If confirmed, I believe 1 would rely on these principles, as well as the advice
and counsel of the Chief Privacy Officer and the Officer for Civil Rights and Civil
Liberties, to assess the privacy and civil liberties implications of Department programs.

b. Can you identify areas where DHS needs to take additional steps to ensure the
protection of privacy and fundamental liberties?

10
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If confirmed, I will examine this question. I understand that both the DHS Privacy Office
and DHS Office for Civil Rights and Civil Liberties are well-respected and looked to for
best practices by both the public and private sectors and that they are involved at the
carliest stages of program development to ensure the protection of privacy and
fundamental liberties. I am pleased that there are newly appointed officers to lead these
offices. DHS is unique among federal agencies in the breadth and diversity of its
mission, which extends across civil and administrative functions, law enforcement, and
intelligence, and it is unique in having separate privacy and civil rights and civil liberties
officers directly reporting to the Secretary.

11



190

Jeh Charles Johnson

November 18, 2013

The Honorable Tom Coburn
United States Senate
Washington, DC 20510

Dr. Coburn:

I write in response to your November 14 letter concerning the R&D function at
DHS,

I know the reality that large bureaucracies can include unacceptable and
unnecessary duplication of effort. I know also that consolidation often means that someone
must surrender people and resources, which many in bureaucracies regard as a threat to
their very existence — exacerbated at times by a Congressional patron for the status quo.
For these reasons, consolidation can be painful and emotional.

On its face, Dr. O’ Toole’s paper is compelling, and I know she was highly regarded
within DHS. But my experience tells me that, before coming to a conclusion, I should also
consult DNDO and OHA about such a potential change. If confirmed, I will undertake this
task.

You can be assured that my general posture will be to find ways to limit
unnecessary duplication when it comes to the expenditure of taxpayer dollars. I firmly
believe this responsibility is implicit in the leadership of a government agency; it also
promotes the credibility of the agency in the eyes of Congress and the American public.
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John Rutherford Allen
General, U.S. Marine Corps (Ret.)
10255 Fairfax Drive
Fort Belvoir, Virginia 22060
.rutherford.allen @ gmail.com

30 October 2013

The Honorable Thomas R. Carper, Chairman U.S. Senate Committee on Homeland
Security and Governmental Affairs

340 Dirksen Senate Office Building

Washington, DC 20510

The Honorable Tom A. Coburn, M.D., Ranking Member U.S. Senate Committee on
Homeland Security and Governmental Affairs

340 Dirksen Senate Office Building

Washington, DC 20510

Dear Chairman Carper and Ranking Member Coburn:

It is my great pleasure to offer this letter of support for the confirmation of Mr. Ich johnson to be
Secretary of the Department of Homeland Security. He is a man of unimpeachable integrity who
possesses in rare combination all of the very highest qualities we seek in our most senior national
leadership. His confirmation as the Secretary will not only place the right person in this key
national security position at a critical and challenging moment in our history, it will instill
confidence in the American people that the greatest talent in America remains engaged in and
comimitted to the service of our country.

1 have known and worked closely with Jeh Johnson in crisis and in war while he served as the
General Counsel of the Department of Defense. During that time, I was serving as the Deputy
Commander of the US Central Command and as Commander of the US and NATO Forces in
Afghanistan, This was a period of substantial challenge to the national security of the United
States, which included piracy in the Indian Ocean, the emergence of Al Qaeda in the Arabian
Peninsula, [ranian support for regional terrorism and its illicit nuclear program, difficulties with
Pakistan, and the prosecution of two on-going wars in Iraq and Afghanistan,

To that end. 1 dealt frequently with Mr. Johnson on some of the most important and sensitive
issues we faced. His calm leadership, his focused attention on the legal aspects of so wide a
diversity of issues. and his utter commitment to the rule of law, played an enormously important
role in ensuring the United States of America remained on the moral and legal high ground. Asa
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consequence, no one who dealt with Mr. Johnson on these myriad challenges could come away
from the experience with other than the most profound respect for his knowledge and ultimate
confidence in his sense of honor and purpose. He is THE selfless servant and humble leader.

There is very little ambiguity in how Marines view the security of America. After forty-two
years in uniform, and having now retired, the enemies of our people have now passed beyond my
reach. It is no small concern to me who will now protect my family and my new grandson. To
that extent, the nomination of Jeh Johnson to this vital role fills me with confidence, for the
world today has presented the United States and her allies with an unprecedented, and seemingly
intractable array of threats which in a very real sense are aimed directly at the United States, at
our incomparable way of life, and at our precious people. Securing the blessings of America will
require much from us in the months and years ahead, and the Department of Homeland Security
will be at the forefront of that struggle. The leadership of this Department will demand the
ultimate combination of intellect, character, fortitude, and integrity, Jeh Johnson possesses all
these qualities in abundance ... and much more. In the strongest possible terms, I recommend
and support his confirmation as the Secretary of Homeland Security.

With great and aidipg respect,

ohh R. Allen
Gerkral, U.S. Marine Corps (Retired)
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FEDERAL LAW ENFORCEMENT OFFICERS ASSOCIATION
1100 Connecticut Avenue NW, Suite 900 « Washington, D.C. 20036 « 202-293-1550

www.fleca.org

November 1, 2013

The Honorable Thomas R. Carper

Chairman

Senate Committee on Homeland Security & Governmentat Affairs
340 Dirksen Senate Office Building

Washington, DC 20510

The Honorable Tom Coburn

Senate Committee on Homeland Security & Governmentat Affairs
344 Dirksen 5enate Office Building

Washington, DC 20510

Dear Chairman Carper and Ranking Member Coburn:

On behalf of the 26,000 members of the Federal Law Enforcement
Officers Association {FLEOA), including federal law enforcement officers
from all DHS components, | am writing to express our support for the
nomination of jeh Johnson for the position of Secretary of the
Department of Homeland Security (DHS).

An objective review of Mr. Johnson's biography makes clear that he
represents a conglomerate of relevant experience for the position. Rather
than simply reiterate his lengthy accomplishments, | would instead prefer
to draw your attention to the significance of his national security and
defense experience. While the cabinet is entitied the Department of
Homeland Security, it has been criticized for having a gap in its prior
intelligence capabilities. Additionally, prior criticism has suggested that
the working relationship between the Department of Defense (DOD) and
the Department of Homeland Security has been less than symbiotic.

Mr. Johnson's unique skill-set will help bridge this divide, and empower
DHS with the necessary intelligence perspective it needs to best fulfill its
formidable mission. Given Mr. Johnson's sterling reputation as a
*consensus builder,” | am confident he will strengthen working
relationships between DHS and DOD law enforcement components.

The dedicated law enforcement officers within DHS expect and deserve
open-minded, strong leadership, and | am confident that Mr. Johnson wili
deliver on this front. There has been lingering controversy regarding the
department's immigration enforcement policy, and | expect Mr. Iohnson
will exude the proper leadership to address and resolve this important
issue. Furthermore, ! anticipate his continuing Secretary Napolitano's
dedicated working relationship with the DH5 Federal Law Enforcement
Advisory Board.
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In recognition of the critical safety and security mission of the Department, and the fact that
violent criminais don't take pause, | respectfully request that your committee review Mr.
Johnson's credentials objectively, and vote to confirm him as our next Secretary of the
Department of Homeland Security.

Respectfully,

o Adler

Jon Adler ‘
FLEQOA National President
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MNATIONAL
FRATERNAL ORDER OF POLICE"

328 MASSACHUSETTS AVE, NE.
WASHINGTCN, DG 20002
FHONE 202-547-8189 « FAX 6§15-202-547-8160

CHUCK CANTERBURY JAMES O. PASCO, JR.
NATIONAL PRESIDENT EXECUTIVE IIFECTOR

5 November 2013

The Honorable Thomas R. Carper The Honorable Thomas A, Coburn, M.D,

Chairman Ranking Member

Committee on Homeland Security and Committee on Hometand Security and
Governmental Affairs Governmental Affairs

United States Senate United States Senate

Washington, D.C. 20510 Washington, D.C. 20510

Dear Mr. Chairman and Senator Coburn,

{ am writing on behalf of the members of the Fraternal Order of Police to advise you of our support, for the
nomination of Jeh C. johnson to be the next Secretary of the U.S. Department of Homeland Security.

Following graduation from Columbia University Law School, Mr. Johnson began his career in public service as an
Assistant United States Attorney in the Southern District of New York, where he prosecuted public corruption
cases. He left the U.S. Attorney’s Office in 1991 and spent the next seven years in private practice before being
appointed as General Counsel for the U.S. Air Force. He served in that post for more than two years. From 2001~
2004, he chaired the Judiciary Committee of the New York Bar Association and then returned to public service in
2009 when he was confirmed by the Senate to be the next General Counset for the U.S. Department of Defense
{DoD). He served in this post until fate 2012.

Mr. Johnson has shown himself to be a dedicated public servant with keen insight and experience on how to keep
our nation safe from the overt and clandestine threats that we face. His hands-on knowledge of our anti-terrorism
programs and efforts through the DoD make him uniquely qualified to assume the leadership of the Homeland
Security Department. In his conversations with the Fraternal Order of Police, he has pledged to maintain an open-
door policy as well as a commitment to consuitation on homeland security issues and the vital role that State and
locat law enforcement play in keeping our nation safe. We believe that he will be a partner with whom we can
work and rely on as Secretary.

On behalf of the more than 330,000 members of the Fraternal Order of Police, { am pieased to offer our strong
support for the nomination of Jeh C, Johnson. We urge the Committee to act swiftly to approve the nomination
and to send it to the Senate floor for a final vote. if 1 can provide any additional information in support of Mr.
Johnson, please do not hesitate to contact me or Executive Director Jim Pasco in my Washington office.

Sincerely,

Chuck Canterbury
Nationat President

~~BUILDING DN A PROUD TRADITION—
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October 29, 2013

Dear Chairman Carper and Ranking Member Coburr

[ am writing to enthusiastically endorse and recommend confirmation of
Jeh C. Johnson as the next Secretary of Homeland Sccurity.

When | was secretary of defense under President Obama. Mr. Johnson was
my general counsel. I came to rely heavily on his judgment and common
sense, and looked to him for advice on many matters beyond his legal
responsibilities. Navigating a bureaucracy far more complex and larger
than DHSs, Jeh played a central role on cyber issues, counter-terrorism,
relationships with other agencies and with foreign governments. He also
co-led perhaps the most sensitive and culturally fraught issue [ dealt with
in four-and-a-half years as secretary — the repeal of Don’t Ask-Don’t Tell.
This involved direct interactions with the leaders of all the military
services and thousands of men and women in uniform, as well as
recommending the training needed before implementation and changing or
updating myriad Pentagon policies and regulations. In no small part due
to Mr. Johnson’s effort. this monumental change took place virtually
without incident.

In all these endeavors. Jeh demonstraied great skill in dealing with both
the White House and the Congress, as well as inside the Department of
Defense. Take my word for it: he has successfully managed an array of
major initiatives across the biggest bureaucracy in government — and, in so
doing, won the esteem of virtually everyone with whom he worked.

[ am totally confident Jeh Johnson’s experience, temperament, judgment
and character amply qualify him to be Secretary of Homeland Security.

incerely,

Robert M. Gates
Secretary of Defense, 2006-2011
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November 4, 2013
The Honorable Thomas R. Carper The Honorable Tom Coburn
United States Senate United States Senate
Chairman Ranking Member
Committee on Homeland Security & Committee on Homeland Security &
Governmental Affairs Governmental Affairs
Washington, DC, 20510 Washington, DC, 20510

Dear Chairman Carper and Ranking Member Coburn:

On behalf of the International Association of Chiefs of Police (IACP), I am pleased to inform
you of our support for the nomination of Mr. jeh Johnson to serve as the next Secretary of the
Department of Homeland Security {DHS). The 1ACP believes that the selection of Mr. johnson is a
logical decision and one that will enhance and strengthen the DHS's mission and ability to ensure
our homeland is safe, secure, and resilient against terrorism and other hazards.

Prior to our endorsement we had the opportunity to review his resume’ and it is quite
impressive. In addition, the IACP performed its due diligence by having a number of meetings and
conversations with leadership within the DHS and with those that had interaction with Mr.
Johnson throughout his career. The response by those that worked with him, or had interactions
with him, was very positive. The comments about Mr. johnson were consistent; he is highly
respected, pragmatic, intelligent, and understands the needs of the people that he serves and
SUpports.

Although we would have enjoyed a face-to-face meeting with Mr. Johnson, the IACP was
able to hold a conference call with him. Our conversation reaffirmed the sentiment expressed by
others. We made clear the priorities of the JACP and the need for the continued support for the
National Network of Fusion Centers, the Nationwide Suspicious Activity Reporting Initiative,
information sharing, countering violent extremism, continued funding for the work of FEMA in the
area of response and recovery, and an increased focus and training to prevent and address active
shootings. We also spoke to him regarding Cyber Security and the significant threat that it poses to
the national security of our country, and the need for the Department to take a leadership role in
this area.

Serving the Leaders of Today, Developing the Leaders of Tomorrow

President Third Vice President Intermational Vice President Genera Chalr Division of State

Superntsodent, Louisiana State
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We were able to brief Mr. johnson on the IACP’s positive working relationship with the
DHS, especially as it relates to the partnership, the responsiveness, and the feedback that is
provided, not only with headquarters, but each of the components. Mr. Johnson stated that if
nominated as Secretary of the DHS he would continue to work to strengthen and increase the
partnership between the [ACP and DHS.

It is the position of the IACP that that Mr. Johnson’s prior experience serving as the General
Counsel of the Department of Defense and General Counsel of the Department of the Air Force
make him highly qualified to handle the unigue and diverse challenges our country faces. Equally
important is the time he spent serving as the Assistant United States Attorney in the Southern
District of New York, where he worked closely with the New York City Police Department and also
the surrounding law enforcement agencies. During our discussions, Mr. Johnson provided a sincere
understanding and appreciation of the crucial role federal, state, local, and tribal enforcement
agencies play and the support they need to continue to effectively and efficiently respond to
natural disasters and criminal events.

As a result, we believe, he is well positioned to serve as the next Secretary of DHS.
Therefore, the IACP urges you to rapidly confirm Mr. johnson’s nomination.

Please do not hesitate to contact me or Mr, Bart R. Johnson, Executive Director, if the IACP
may be of further assistance.

Sincerely,
Chief Yousry Zakhary
President

Serving the Leaders of Today, Developing the Leaders of Tomorrow
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MAJOR CITIES CHIEFS ASSOCIATION

November 1, 2013

The Honorable Tom Carper The Honorable Tom Coburn
172 Russell Senate Office Building 513 Hart Senate Office Building
Washington, DC 20510 Washington, DC 20510

Dear Chairman Carper and Ranking Member Coburn,

On behalf of the Major Cities Chiefs Association, representing the 66 largest law
metropolitan areas in the Nation, 1 am writing to support the nomination of Jeh
Johnson as Secretary of the Department of Homeland Security.

We commend Mr. Johnson’s distinguished accomplishments in public service,
including his tenure as Assistant United States Attorney in the Southern District
of New York, and General Counsel of both the Air Force and the Department of
Defense. His past actions have demonstrated support for the Nation’s law
enforcement officers, and show a keen sensitivity to the issues we face every day.

The Major Cities Chiefs have interviewed Mr. Johnson, and we are confident that
his policies and approach to homeland security issues are congruent with law
enforcement needs and priorities. His presentation and responses to our questions
demonstrate both a sensitivity and understanding that will serve the public well.
We believe that he will work to forge an enduring partnership between the
Department of Homeland Security and law enforcement agencies across America.

As our Nation continues to face threats from terrorism and natural disasters, we
look forward to an even stronger partnership with the Department of Homeland
Security under Mr. Johnson’s leadership. Together, we will do all we can to
protect the communities we are sworn to serve.

Sincerely,

Commissioner Charles H. Ramsey
Philadelphia Police Department
President

Major Cities Chiefs Association
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DEBEVOISE & PLIMPTON LLP 919 Third Avenue
New York, NY 10022
Tel 212 909 6000
www.debevaise.com

Michael B. Mukasey
Partner

Tel 212909 6062

Fax 212 909 7062
mbmukasey@debevoise.com

QOctober 25, 2013

The Hon. Thomas R. Carper, Chairman

U.S. Senate Committee on Homeland Security and
Govemnmental Affairs

340 Dirksen Senate Office Building

Washington, D.C. 20510

Dcar Chairman Carper:

1 write in support of Jeh Johnson’s nomination to serve as Secretary of the
Department of Ilomeland Security. I first came to know him when he served as an
Assistant U.S. Attorney for the Southern District of New York from 1989 to 1991, ata
time when I was a District Judge in that district. He appeared before me several times
and was a nolably able and responsible Assistant. He well understood that his job wasn’t
merely to win cases, and that he had a responsibility to turn square corners, which he
fulfilled admirably.

Later, after | had served as Attorney General and he was counsel to the
Department of Defense, he and I spoke frequently about matters relating principally to
national security and detainee treatment. During those conversations and meetings,
which included people with a diverse range of views, I came to appreciate his openness
and soundness of judgment.

Based on that acquaintance I have no hesitation in supporting his nomination. He
will bring to DHS not only experience but also a frame of mind that should be a source of
assurance to anyone concerned with the security of this country. He understands both the
issucs and the stakes, and will make an excellent Secretary.

On a personal note, it is good to have the occasion to be in touch with you again.

If there is any further information I can providc, plcase do not hesitatc to contact me.
Your§ sinderely,
- r;‘ﬁ‘ e

e e
L
Michael B, Mukasey

New York ¢ Washington, D.C. ® London » Paris * Prankfurt » Moscow * Hong Kong * Shanghai
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DEBEVOISE & PLIMPTON LLP 919 Third Avenue
New York, NY 10022
Tel 212 909 G000

www.debevoise.com

Michael B. Mukasey
Partner

Teb 212 909 6062

Fax 212 909 7062
mbmukasey@debevoise.com

Qctober 25,2013

The Hon. Tom A. Coburn, M.D)., Ranking Member
U.S. Senate Committee on Homeland Sccurity and
Governmental Affairs

340 Dirksen Senate Office Building

Washington, D.C. 20510

Dear Ranking Member Coburn:

1 write in support of Jeh Johnson’s nomination to serve as Secretary of the
Department of Homeland Security. | first came to know him when he served as an
Assistant U.S. Attorney for the Southern District of New York from 1989 to 1991, at a
time when | was a District Judge in that district. He appeared before me several times
and was a notably able and responsihle Assistant. He well understood that his job wasn’t
merely to win cascs, and that he had a responsibility to turn square corners, which he
fulfilled admirably.

Later, after I had served as Attorney General and he was counsel to the
Department of Defense, he and 1 spoke frequently about matters relating principally to
national security and detainee treatment. During those conversations and meetings,
which included people with a diverse range of views, I came to appreciate his openness
and soundness of judgment.

Bascd on that acquaintance I have no hesitation in supporting his nomination. He
will bring to DHS not only experience but also a frame of mind that should be a source of
assurance to anyone concerned with the security of this country. He understands both the
issues and the stakes, and will make an excellent Secrclary.

If there is any further information I can provide, please do not hesitate to contact

New York ¢ Washingron, D.C. » London e Patis » Frankfure « Moscow  Hong Kong * Shanghai
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The Honorable Thomas R. Carper, Chairman

LLS. Senate Commitiee on Homeland Security and Governmental Affairs
340 Dirksen Senate Office Building

Washington, DC 20510

The Honorable Tom A. Coburn, M.D. Ranking Member

U.8. Senate Commiitee on Homeland Security and Governmental Atfairs
340 Dirksen Senate Office Building

Washington, DC 20510

October 31, 2013

Dear Chairman Carper and Ranking Member Coburn:

I write in strong support of the nomination of Mr Jeh Johnson by the President of
the United States to be the next Seeretary of Homeland Security. Mr Johnson is
an enormously talented professional who possesses all of the skills needed to
suceeed in this most challenging post.

I came to know Mr Johnson when I was Chairman of the Joint Chiefs of Staft
and he was the General Counsel for the Department of Defense, serving the then-
Secretary of Defense Bob Gates. Participating with him in the most difficult and
high-pressure circumstances. I had the opportunity to observe him in-aetion.
under fire, over time, He was always calm. measured and thoughtful in
providing his counsel. which was always reasoned and meaningful. He addressed
forthrightly the most sensitive issues we faced. including detention, interrogation,
and the use of drones. And he was not afraid to be the only one in the room with
a different view and 1o voice it.

Alongside the National Security emergencies he navigated. Mr Johnson was able
to help guide the department through other critical issues.  He led brilliantly
throughout the process culminating in the repeal of Don’t ask. Don’t Tell. for
example. Simply stated. this historic change would not have taken place without
his counsel his wisdom. and his relentless atlention to the details of
implementation.

Jeh Johnson is as fine a person and protessional as I have ever met. | am
confident in his choice and that he will succeed in leading this most complex

organization at a critical time in our country M

M. G. Mullen

Admiral, U, S. Navy {ret.)

1 7th Chairman Joint Chiefs of
Staft”
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NATIONAL ASSOCIATION OF POLICE ORGANIZATIONS, INC.

Representing America’s Finest

317 South Patrick Street. ~ Alexandria, Virginia ~ 22314-3501
(703} 549-0775 ~ (800) 322-NAPO ~ Fax: (703) 684-0515
www.napo.org ~ Email: info@napo.org

October 21, 2013

The Honorable Tom Carper

Committee on Homeland Security and Governmental Affairs
United States Senate

Washington, D.C. 20510

Dear Chairman Carper:

On behalf of the National Association of Police Organizations (NAPO), [ am
pleased to inform you of our support for the nomination of Jeh Johnson to serve
as the next Secretary of the Department of Homeland Security (DHS).

NAPO is a coalition of police unions and associations from across the United
States that serves to advance the interests of America’s law enforcement
through legislative and legal advocacy, political action, and education.
Founded in 1978, NAPO now represents more than 1,000 police units and
associations, 241,000 sworn law enforcement officers, and more than 100,000
citizens who share a common dedication to fair and effective crime control and
faw enforcement,

Mr. Johnson is one of the-most highly qualified and respected national security
leaders. Mr. Johnson served nearly seven years in senior leadership roles at the
Department of Defense (DoD) during-two Administrations. He was a critical
member of President Obama’s counterterrorism team. By advising the
President and two Secretaries of Defense, Mr. Johnson was at the center of the
development of some of the most sensitive and important national security
policies and strategies during President Obama’s first term.

Mr. Johnson has been a dedicated career public servant, and has continually
evidenced his integrity and strong judgment. Throughout his career, Mr.
Johnson has demonstrated that he is exceptionally qualified to handle the full
range of challenges faced by DHS.

We urge the Senate Homcland Security and Governmental Affairs Committee
to act swiftly in confirming Mr. Johnson for this critical position. If NAPO can
provide any additional information to support Mr. Johnson’s nomination, please
do not hesitate to contact me at: (703) 549-0775.

Sincerely,
/7'\/:/(/*/‘“’” ,/ 4/// R

#
William J. Johnson
Executive Director
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LEON E. PANETTA
15 PANETTA ROAD
CARMEL VALLEY, CALIFORNIA 93924

November 8,2013

The Honorable Thomas R. Carper

Chairman

U.S. Senate Committee on Homeland Security
and Governmental Affairs

340 Dirksen Senate Office Building

Washington, DC 20510

Dear Chairman Carper:

I am writing to offer my full support of Jeh Johnson’s nomination to lead the Department of Homeland
Security. During my time as Sccretary of Defense, Jeh proved himself many times over to be a trusted and
highty capable advisor, a skilled manager and policy implementer, and a government servant fully committed to
protecting his country. With incredibly strong judgment and instinct, Jeh has been an integraf part of executing,
Department strategy and keeping our nation safe. I strongly recommend that Jeh be confirmed as the next
Secretary of Homeland Security.

As General Counsel of the Department of Defense, Jeh was responsible for advising and heiping shepherd
our efforts on a number of major national security measures, including border security and cyber sccurity. | am
confident Jeh is the right person to continue the work of strengthening our borders and protecting our nation’s
critical infrastructure in this new role. Jeh was also part of the team that ensured that the National Guard was
poised to assist FEMA and DHS in the aftermath of Hurricane Sandy. At this tragic and critical time in our
nation’s history, Jeh proved to be both a skilled manager and a leader in crisis.

Jeh worked hand in glove with the Joint Chiefs of Staff on operational issues, readiness issues. and on policy
issues. Jeh was an integral player in instituting a significant change to Department Poliey when the Pentagon
implemented the repeal of “Don’t Ask Don’t Tell” throughout the armed services. Jeh was able to implement
policy in a way that elevated the views of all stakcholders, including the views of our service members and their
families. His inclusive and measured approach won bipartisan support for this major policy change.

Jeh's ability to reach across the aisle and build bipartisan consensus was also evident in his working with
both Republican and Democrats on the issue of detention and interrogation of terror suspects. Jeh worked
closely with Defense Department leadership and Congress to ensure our national security professionals were
abte to collect the intelligence neeessary to protect the homeland, while also demonstrating his strong
commitment to and stringent application of the rule of law.

Jeh has proven himself to be a talented, capable, bipartisan, and trusted public servant. 1 give my strongest
recommendation and full support to his confirmation as our nation’s next Secretary of Homeland Secutity.

Sincerely,

TPanctta

LEP:jb
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LeoN E. PANETTA
15 PANETTA ROAD
CARMEL VALLEY, CALIFORNIA 93924

November 8, 2013

The Honorable Tom A, Coburn, M.D.

Ranking Member

U 5. Senate Committee on Homeland Security
and Governmental Affairs

340 Dirksen Senate Office Building

Washington, DC 20510

Dear Ranking Member Coburn:

I am writing to offer my full support of Jeh Johnson's nomination to lead the Departinent of Homeland
Security. During my time as Secretary of Defense. Jeh proved himself many times over 1o be a trusted and
highly capable advisor., a skilled manager and policy implementer, and a government servant fuily commitied to
protecting his country. With incredibly strong judgiment and instinet, Jeh has been an integral part of cxecuting
Department strategy and keeping our nation safe. I strongly recommend that Jeh be confirmed as the next
Secretary of Homeland Security.

As General Counsel of the Department of Defense, Jeh was responsible for advising and helping shepherd
our cfforts on a number of major national security measures, including border security and cyber security. Fam
confident Jeh is the right person to continue the work of strengthening our borders and protecting our ration’s
critical infrastructore in this new role. Jch was also part of the team that ensured that the National Guard was
poised 1o assist FEMA and DHS in the aftermath of Hurricane Sandy. At this tragic and critical time in our
nation’s history, Jeh proved to be both a skilled manager and a leader in crisis.

Jeh worked hand in glove with the Joint Chiefs of Staff on operational issues, readiness issues, and on policy
issues. Jeh was an integral player in instituting a significant change to Department Policy when the Pentagon
impiemented the repeal of *Don’t Ask Don’t Teli” throughout the armed services. Jeh was able to implement
policy in a way that clevated the views of all stakcholders, including the views of our service members and their
{amilics. His inclusive and measured approach won bipartisan support for this major policy change.

Jeh's ability 10 reach across the aisle and build bipartisan consensus was also evident in his working with
both Republican and Democrats on the issue of detention and interrogation of terror suspects. Jeh worked
closely with Defense Deparunent leadership and Congress to ensure our national security professionals were
able 10 collect the intelligence neeessary to protect the homeland, while also demonstrating his strong
commitment to and stringent application of the rule of law.

Jeh has proven himself 1o be a talented, capable, bipartisan, and trusted public servant. | give my strongest
recommendation and {ull support to his confinmation as our nation’s next Sccretary of Homeland Security.

= Panctta

LEPb
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November 12,2013

The Honorable Thomas R. Carper,

Chairman U.S. Senate Committee

on Homeland Security and Governmental Affairs
340 Dirksen Senate Office Building

Washington, DC 20510

Dear Chairman Carper:

We write to you as the three officials who have been tasked with the important responsibility of securing our
nation's homeland. As the former Homeland Security secretaries, we understand firsthand the qualities and
abilities that an individual must possess to perform this critical mission effectively. With this in mind, we
express our strong support for the confirmation of jeh Charles Johnson as Secretary of the U.S. Department of
Homeland Security.

Leading a department the size and scope of DHS is a unique challenge. Mr. Johnson's experience and ability
makes him an eminently qualified nominee. His service at the highest levels of the U.S. Department of
Defense, the largest government agency in the world, provided him a keen understanding of and the logistics
required to successfully execute large-scale, operational missions of varying complexity and purpose. His
skill at coordination will be of prime importance at DHS as he will be in charge of overseeing its seven major
operating components, including FEMA and other federal partners to help manage disaster response, the U.S.
Coast Guard, the U.S. Secret Service, the TSA, and the three immigration and border enforcement components.

Further, Mr, Johnson's participation on the senior leadership team at the Department of Defense has provided
him with invaluable and direct experience helping to lead an agency involved in combating the global
terrorist threat, a perspective that will benefit him as he implements a key element of DHS' mission,
combatting terrorism here at home.

In addition, through his previous service as an assistant U.S. attorney, Mr. Johnson has experience working
directly with Federal, state, and local law enforcement and can continue to develop this critical DHS
partnership.

These abilities have already been recognized by law enforcement organizations as well as bipartisan officials
from hoth sides of the aisle currently and previously involved in ensuring our national security.

We resoundingly add our names to that list, and more importantly, believe that Mr, Johnson's abilities and
experiences will not only continue the important effort the Department of Homeland Security is charged with,
but build on the progress made over the last 10 years to combat an ever evolving threat, and make our
communities more resilient.

We hope the committee will move quickly to approve this nomination.

Sincerely,

Tom Ridge

Michae} Chertoff
ﬁaf / 7“

Janet Napolitano
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November 12, 2013

The Honorable Tom A. Coburn

M.D., Ranking Member U.S. Senate Committee
on Homeland Security and Governmental Affairs
340 Dirksen Senate Office Building

Washington, DC 20510

Dear Ranking Member Coburn:

We write to you as the three officials who have been tasked with the important responsibility of securing our
nation's homeland. As the former Homeland Security secretaries, we understand firsthand the qualities and
abilities that an individual must possess to perform this critical mission effectively. With thisin mind, we
express our strong support for the confirmation of Jeh Charles johnson as Secretary of the U.S. Department of
Homeland Security.

Leading a department the size and scope of DHS is a unique challenge. Mr. Johnson's experience and ability
makes him an eminently qualified nominee. His service at the highest levels of the U.S. Department of
Defense, the largest government agency in the world, provided him a keen understanding of and the logistics
required to successfully execute large-scale, operational missions of varying complexity and purpose. His
skill at coordination will be of prime importance at DHS as he will be in charge of overseeing its seven major
operating components, including FEMA and other federal partners to help manage disaster response, the U.S.
Coast Guard, the U.S. Secret Service, the TSA, and the three immigration and border enforcement components.

Further, Mr. Johnson's participation on the senior leadership team at the Department of Defense has provided
him with invaluable and direct experience helping to lead an agency involved in combating the global
terrorist threat, a perspective that will benefit him as he implements a key element of DHS’ mission,
combatting terrorism here at home.

In addition, through his previous service as an assistant U.S. attorney, Mr. Johnson has experience working
directly with Federal, state, and local law enforcement and can continue to develop this critical DHS
partnership.

These abilities have already been recognized by law enforcement organizations as well as bipartisan officials
from both sides of the aisle currently and previously involved in ensuring our national security.

We resoundingly add our names to that list, and more importantly, believe that Mr. Johnson's abilitics and
experiences will not only continue the important effort the Department of Homeland Security is charged with,
but build on the progress made over the last 10 years to combat an ever evolving threat, and make our
communities more resilient.

We hope the committee will move quickly to approve this nomination.

Sincerely,
—————————— ¥

Tom Ridge .

Michael Ch¥rtoff

4o 144

Janet Napolitano
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October 30™ 2013

The Honorable Thomas R. Carper. Chairman

U.S. Senate Committee on Homeland Security and Governmental Affairs
340 Dirksen Senate Office Building

Washington, DC 20510

The Honorable Tom Coburn, M.D., Ranking Member

U.S. Senate Committee on Homeland Security and Governmental Affairs
340 Dirksen Senate Office Building

Washington, DC 20510

Dear Chairman Carper and Ranking Member Coburn:

As a former Homeland Security advisor to President George W. Bush, | am writing to support the
nomination of Jeh Johnson as Secretary of the Department of Homeland Security.

1 commend Mr. Johnson for his distinguished career in public service, including as General
Counsel for the Department of Defense and the Department of the Air Force, and as Assistant US
Attorney for the Southern District of New York. While at the Department of Defense, Mr. Johnson was
the senior lawyer for the largest government agency in the world, charged with undertaking the prior
legal review and approval of every military operation approved by the President and Secretary of
Defense. Asan Assistant US Attorney, he has managed the investigation and prosecution of crimes that
gravely threaten our nation each day. He executed these dutiesinan exemplary manner.

Mr. Johnson is uniguely qualified to lead the Department of Homeland Security. He possesses
an in-depth understanding of the threats and challenges facing our homeland. He is also widely
respected across our government as a team player, and will work well with state, local and tribal
governments — and across the Federal government - to ensure cooperation and coltaboration on issues
affecting our national and homeland security.

| wholeheartedly support the nomination of Mr. Johnson and ask for his swift
confirmation. Should you have any questions or wish to discuss this nomination further, please do not
hesitate to contact me.

Sincerely, e

35 BEAST G2ND STREET
NEW YORK, NEW YORK 10065
1 2510

Fax
BNt frane

s.tosnsend@malgrp.con
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