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ANALYZING MISCONDUCT IN FEDERAL
LAW ENFORCEMENT

WEDNESDAY, APRIL 15, 2015

HOUSE OF REPRESENTATIVES

SUBCOMMITTEE ON CRIME, TERRORISM,
HOMELAND SECURITY, AND INVESTIGATIONS

COMMITTEE ON THE JUDICIARY
Washington, DC.

The Subcommittee met, pursuant to call, at 2:10 p.m., in room
2141, Rayburn Office Building, the Honorable F. James Sensen-
brenner, Jr., (Chairman of the Subcommittee) presiding.

Present: Representatives Sensenbrenner, Goodlatte, Chabot, Poe,
Labrador, Buck, Bishop, Jackson Lee, and Richmond.

Staff present: (Majority) Robert Parmiter, Counsel; Alicia
Church, Clerk; Allison Halataei, Parliamentarian & General Coun-
sel; (Minority) Joe Graupensperger, Counsel; and Veronica Eligan,
Professional Staff Member.

Mr. SENSENBRENNER. The Subcommittee on Crime, Terrorism,
Homeland Security, and Investigations will come to order.

Let me say, we are due to have roll calls a little bit after 3:15,
and in order to save time, I am going to ask unanimous consent
to put my opening statement into the record and ask unanimous
consent that everybody else’s opening statement be put into the
record. This will give more time for testimony and more time for
questions.

Without objection, that is so ordered.

[The prepared statement of Mr. Sensenbrenner follows:]

Prepared Statement of the Honorable F. James Sensenbrenner, Jr., a Rep-
resentative in Congress from the State of Wisconsin, and Chairman, Sub-
committee on Crime, Terrorism, Homeland Security, and Investigations

Good afternoon, and welcome to today’s hearing.

Over the past few years, there have been a number of troubling allegations re-
garding misconduct by Federal law enforcement agents. Since April 2012 alone,
nearly a dozen high-profile, widely-reported incidents involving highly-trained law
enforcement personnel, including at the Secret Service and the Drug Enforcement
Administration, have roiled some of our nation’s most venerated law enforcement
agencies and have shaken law-abiding Americans’ faith in these institutions.

In addition to the problems that have been reported in the media, and which
largely involve the Secret Service, the Justice Department released documents on
Monday to this Committee which cause me grave concern. In 2010, a DEA Special
Agent in Bogota, Colombia, who was a frequent patron of prostitution, assaulted a
prostitute and “left the woman bloody.” He was ultimately suspended for 14 days.
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In 2011, a DEA agent solicited sex from an undercover police officer here in the Dis-
trict of Columbia. He was suspended for a baffling 8 days. And in 2012, as we all
know from the recent OIG report, DEA agents engaged in “sex parties” with pros-
titutes supplied by drug cartels. Ten individuals were involved. Two received letters
of reprimand. One retired. The remaining seven were suspended by DEA for “Poor
Judgment” and “Conduct Unbecoming”, for 2, 1, 3, 3, 9, 10, and 8 days, respectively.
“Poor Judgment,” indeed.

I will not go into the remaining allegations in detail, because I have only five min-
utes, because we have all heard similarly salacious details from reading the news,
and because our friends at the DOJ and DHS Offices of Inspectors General have
done excellent work in this area. However, it is clear that the allegations of sexual
misconduct and other shenanigans at the Secret Service and the DEA have given
the American people the impression that these federal agencies, rather than being
bastions of professionalism and integrity, can sometimes turn a blind eye to behav-
ior that is better suited for the frat house, or the big house, than the White House.

Additionally, I am very troubled by the lack of transparency in the disciplinary
process. We all know it is unreasonably difficult to fire a federal employee, even for
gross misconduct. However, the evidence points to an epidemic of “under-discipline”
at the DEA. In many cases, we have heard that the offending employees are merely
placed on administrative leave, moved to desk duty, or quietly “resign,” for conduct
that would be grounds for immediate termination in the private sector. This cycle
of chronic “under-punishment” must not be allowed to continue, particularly since
many of these agents have done nothing less than engage in criminal behavior. I
am interested in hearing more from our panel about exactly what happens when
the agencies receive a complaint about the conduct of an employee.

Following the latest DOJ-OIG report, even Attorney General Holder felt com-
pelled to act. He issued a memo which “reiterate[d] to all Department personnel,
including attorneys and law enforcement officers, that they are prohibited from so-
liciting, procuring, or accepting commercial sex.” As at least one commentator noted,
“Finally, a Holder memo that got it right.” However, the fact that the Attorney Gen-
eral would feel compelled to issue a memo reminding law enforcement professionals
not to solicit prostitutes shows there are real problems at these agencies. That is
why we are here today.

Let me be clear: our intent is not to disparage the vast majority of federal law
enforcement personnel, who do their jobs professionally and honorably. The Secret
Service employs some 6,500 people, and DEA has 10,000 employees. Every large
agency will have a few “bad apples,” and incidents of this nature will occur. How-
ever, the public perception is that federal law enforcement personnel can engage in
severe misconduct, including conduct that would be illegal if committed in the
United States, and the agencies do not take it seriously. It is my hope that our dis-
tinguished panel can help this committee identify areas where problems exist in the
disciplinary process for federal agents, so that we can implement real solutions.

I look forward to engaging with our panel today on all these questions.

[The prepared statement of Ms. Jackson Lee follows:]

Prepared Statement of the Honorable Sheila Jackson Lee, a Representative
in Congress from the State of Texas, and Ranking Member, Subcommittee
on Crime, Terrorism, Homeland Security, and Investigations

Today’s hearing reflects bipartisan concern about serious instances of misconduct
by federal law enforcement agents and the need to examine the adequacy of the
processes used to report and investigate misconduct, as well as take disciplinary ac-
tion when warranted.

Much of the attention to this issue was initially prompted by the revelations in
]2)%12 involving the solicitation of prostitutes by agents of the Secret Service and the

At the time, it was reported that a dozen Secret Service agents engaged the serv-
ices of prostitutes before a presidential visit to Colombia for the Summit of the
Americas, which I attended, and we subsequently learned that DEA agents were in-
volved in that and other incidents involving prostitutes in Colombia.

In my capacity as Member of the Committee on Homeland Security as well as this
Committee, I examined the Cartagena incident, and met with then-Director Mark
Sullivan to express my concern and press for strong corrective action, particularly
regarding interaction between agents and foreign nationals while agents are work-
ing in foreign countries.
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In fact, I have had a history of strong oversight with respect to issues involving
the Secret Service, ranging from the intrusion into the White House last year to the
2009 incident in which a couple evaded security to attend a state dinner at the
White House honoring the Prime Minister of India.

I have met with each of the directors of the Secret Service on multiple occasions
over the past several years to discuss and address performance and misconduct
issues. Their mission is critical and Congress must work to support and strengthen
that agency.

Certainly, we should engage in consistent, vigorous oversight of all of the federal
law enforcement agencies to ensure that agents are conducting themselves appro-
priately and within the bounds of the law. As the recent report of the Inspector Gen-
eral of the Department of Justice makes clear, we have a lot of work to do to ad-
dress unacceptable incidents at a number of our federal law enforcement agencies,
particularly including the DEA.

However appropriate this hearing may be, I call on this Subcommittee to take on
other issues related to law enforcement—but at the state and local level.

We cannot ignore the fact that we have a crisis involving use of force by police
in this country. Because no accurate statistics are required to be submitted or main-
tained, we do not know the actual frequency of police shootings across the country,
or all of the circumstances in which they take place.

I call on this Subcommittee to address these issues by holding hearings and con-
sidering legislation concerning topics such as (1) the use of lethal force by state and
local police departments, (2) educational requirements, mental health and psycho-
logical evaluations, and training in non-violent conflict resolution received by offi-
cers and recruits, (3) the use of technological devices such as body cameras, and (4)
the state of social science research and statistics in criminal justice reform.

We have an obligation to the American people to investigate these issues, to find
answers, and adopt solutions.

Less than two weeks ago, a police officer in North Charleston, South Carolina
shot and killed Walter Scott, an unarmed African American man. Cell phone video
footage showed that Scott, who was struck by four of the eight bullets fired at him,
was running away from the officer.

The victim’s mother, Judy Scott, stated that, “I almost couldn’t look at it, to see
my son running defenselessly, being shot. I just tore my heart to pieces. I pray that
this never happens to another person.”

Her prayer is our call to action. We must investigate what is going on with these
shootings, which happen with alarming frequency, and we must help prevent them
fi;om taking place in the future. That is why I ask that this Subcommittee take on
this issue.

So as we proceed with the current hearing, to address important concerns related
to federal law enforcement, I hope that we will resolve to work on a bipartisan basis
to address these other critical issues as well.

Thank you.

[The prepared statement of Mr. Goodlatte follows:]

Prepared Statement of the Honorable Bob Goodlatte, a Representative in
Congress from the State of Virginia, and Chairman, Committee on the Ju-
diciary
Thank you, Chairman Sensenbrenner. I am pleased to be here today, and I am

looking forward to a frank and detailed discussion with our distinguished witnesses,

and the Members of this Subcommittee, on this important subject.

During my tenure at the helm of this Committee, I have repeatedly expressed my
appreciation for the dedicated law enforcement professionals who protect and serve
our communities. Every day, thousands of federal law enforcement agents are hard
at work, doing their part to keep Americans safe and delivering them the justice
they deserve.

Unfortunately, the indispensable services provided by the mostly-anonymous men
and women of law enforcement are not what we are here today to discuss. Instead,
we must deal with serious misconduct that has caused the public to forget that com-
petent and professional service they expect from their federal law enforcement pro-
fessionals. It is an inescapable fact that the exposure of a rogue agent or unsavory
incident or series of incidents—such as agents engaging in sex parties with pros-
titutes paid for by drug cartels—stick in the collective memory more firmly than en-
tire careers worth of effective, unblemished law enforcement work. That is why it
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is so important that we get to the bottom of the troubling revelations involving our
federal law enforcement agencies over the last decade.

My colleagues have already laid out some of the specific lapses in professionalism
and more details can be found in the press. Over the past few days, this Committee
has received additional information from the DEA indicating that our concerns
about agent misconduct, particularly of a sexual nature, are well-founded. However,
of equal concern to me is the apparent lack of a sufficient response to that mis-
conduct by the officials in the chain of command. The case examples we have seen
point to an agency with a disturbing tendency not to appropriately investigate and
punc_i{sh federal law enforcement agents who engage in severe sexual and other mis-
conduct.

I am pleased that, though they are quite late in doing so, the agencies appearing
before this Committee today finally seem to be taking this seriously. In December
2013, the Secret Service created its Office of Integrity, headed by a Chief Integrity
Officer, who I assume has been quite busy over the last year-and-a-half. On Mon-
day, we received a communication from the DEA indicating that their Office of Pro-
fessional Responsibility would undertake “a comprehensive review of DEA’s proc-
esses and procedures for investigating allegations of misconduct, as well as for de-
termining and effectuating disciplinary action where appropriate.”

It is good that DEA is conducting that review. I hope your review will result in
significant and worthwhile changes to the disciplinary process. However, what trou-
bles me is that we are learning about all of this only after these allegations have
become public. The perception of agencies “protecting their own” and bad actors re-
ceiving “slaps on the wrist” has gained traction, and Congress has gotten involved.
As professional law enforcement agencies, your integrity should be above reproach.

Today, this Committee will examine these issues and the processes in place to ad-
dress misconduct at the Secret Service and the DEA. I will be interested in our wit-
nesses’ responses to a wide array of questions. What have you done to address these
matters, at the ground level? Why was this misconduct allowed to persist for so
long, and why does it keep occurring? Does Congress need to legislate in this area?
And most importantly, as the officials responsible for investigating and dispensing
discipline, how will you ensure that this sort of profoundly disreputable behavior
will be met with an appropriately robust response in the future?

We all have a responsibility to ensure that such behavior, should it happen again
in the future, is handled appropriately so that trust is rebuilt with the American
people and the reputations of our federal law enforcement agencies are restored.

I thank the witnesses for their testimony, and yield back the balance of my time.

[The prepared statement of Mr. Conyers follows:]

Prepared Statement of the Honorable John Conyers, Jr., a Representative
in Congress from the State of Michigan, and Ranking Member, Com-
mittee on the Judiciary

The vast majority of federal law enforcement agents perform as we would hope,
and in fact often engage in acts above and beyond the call of duty. We are grateful
for their service. Unfortunately, the past few years have brought to light a number
of instances of unacceptable conduct by some of the agents reporting to the Depart-
ment of Justice and the Department of Homeland Security.

I have several observations and recommendations concerning this issue.

First, it is unacceptable for law enforcement officers to solicit prostitution, engage
in sexual harassment, or allow alcohol use to impair their judgment. Misconduct by
law enforcement agents involves harm to anyone who would be victimized by their
behavior, damages morale within the agencies, and undermines the moral authority
necessary for agents to enforce the law against others.

Of course these are problems suffered extensively outside the law enforcement
community as well. But this Committee is charged with the responsibility of over-
seeing the actions of these agents, and we must investigate these problems and
identify solutions.

Consequently, we must ensure that there are strong, independent mechanisms to
review allegations of misconduct. It is difficult for government agencies to police
themselves. That is why we have Inspectors General and other offices within agen-
cies charged with investigating misconduct and imposing disciplinary measures, as
governed by the civil service statutes.

The authority of the Inspectors General must be respected within the Depart-
ments, and they must have wide latitude to pursue indications of waste, fraud, and
abuse. That is why I am disturbed that the DEA and FBI reportedly withheld infor-
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mation from Inspector General’s investigation into these issues. I hope we will hear
more about that today.

Finally, I believe the issues we will explore today provide additional justification
for H.R. 1656, the “Secret Service Improvements Act,” which will strengthen the Se-
cret Service largely by authorizing additional training and resources. I cosponsor
this bill together with Chairman Bob Goodlatte, Crime Subcommittee Chairman Jim
Sensenbrenner, and Crime Subcommittee Ranking Member Sheila Jackson Lee.

As we have learned through hearings and other oversight in recent months, that
agency has been stretched thin and morale has suffered. Assistance that the bill
would provide will help the Secret Service better perform its critical mission and
also help a stronger agency work to prevent future misconduct.

I look forward to hearing from our witnesses about their experience with these
issues and hope they will provide us with recommendations as to what steps we can
take not only to better address instances of agent misconduct, but also to help pre-
vent them from happening in the first place.

Mr. SENSENBRENNER. I will now introduce each of the witnesses.
We have a very distinguished panel today.

I will begin by swearing in our witnesses before introducing
them. So if you would, all please rise.

Do you and each of you solemnly swear that the testimony you
are about to give is the truth, the whole truth, and nothing but the
truth, so help you God?

Let the record show that each of the witnesses answered in the
affirmative.

You will be getting an abbreviated introduction, as well.

The first witness is the Honorable Michael Horowitz, who is the
Inspector General of the Department of Justice. He is well known
to this Committee. He has worked for DOJ in both main Justice
as an Assistant Attorney General and as an Assistant U.S. Attor-
ney for the Southern District of New York.

The Honorable John Roth is the Inspector General of the Depart-
ment of Homeland Security. He most recently served as Director of
the Office of Criminal Investigations of the Food and Drug Admin-
istration. He is a former Federal prosecutor, a senior official at the
Department of Justice, and at DOJ he was the Department’s lead
representative on the Financial Action Task Force in Paris.

Herman Whaley is the Deputy Chief Inspector of the Office of
Professional Responsibility at the DEA. He has had a professional
career in local law enforcement, as well as a DEA Special Agent
and a group supervisor.

Mark Hughes is the Deputy Assistant Director and Chief Integ-
rity Officer of the Office of Integrity at the Secret Service. He has
previously been the Deputy Special Agent in Charge of the Wash-
ington field office, and the Deputy Special Agent in Charge of the
Secret Service’s Office of Inspection.

So I think all of you know the drill. You have a red, yellow, and
green light in front of you. The green light means talk away. The
yellow light means start to wrap it up. The red light means that
the hook is about ready to be prepared.

Mr. Horowitz

Ms. JACKSON LEE. Mr. Chairman, may I ask a parliamentary in-
quiry? What is happening to the opening statements?

Mr. SENSENBRENNER. They have been dispensed with by unani-
mous consent, everybody’s, and they will all be put in the record.
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Ms. JACKSON LEE. Well, with a great deal of respect, Mr. Chair-
man, I realize I had a constituent in the anteroom, but I will hope
to be able to make comments regarding my opening statement. So
I thank the Chairman very much.

Mr. SENSENBRENNER. Okay. Well, each of you will be recognized
for 5 minutes; and, Mr. Horowitz, you are first.

TESTIMONY OF THE HONORABLE MICHAEL E. HOROWITZ, IN-
SPECTOR GENERAL, UNITED STATES DEPARTMENT OF JUS-
TICE

Mr. HorowiTZz. Thank you, Mr. Chairman, Ranking Member
Jackson Lee, Members of the Subcommittee. Thank you for inviting
me to testify today.

Federal agents are held to the highest standards of conduct, both
on duty and off duty. As a former Federal prosecutor and as In-
spector General, I know that the overwhelming majority of Depart-
ment agents meet those high standards and perform their work
with great integrity and honor, thereby keeping our communities
safe and our country safe.

Nevertheless, we find instances where Department agents en-
gage in serious misconduct, and even criminal violations, affecting
the agency’s reputation, potentially compromising prosecutions,
and possibly affecting agency operations.

Furthermore, misconduct that involves sexual harassment affects
employee morale and creates a hostile work environment.

Following the incidents during the President’s trip to Colombia,
the OIG conducted two reviews, one relating to Department policies
and training involving off-duty misconduct by employees working
in foreign countries, and one relating to the handling of allegations
of sexual harassment and misconduct by Department law enforce-
ment components.

Our off-duty conduct report found a lack of Department-wide
policies or other training requirements pertaining to off-duty con-
duct, whether in the U.S. or other countries. This was particularly
concerning given recommendations we made in 1996 that the De-
partment provide additional training regarding off-duty conduct
and examine the standards of conduct that apply to off-duty behav-
ior. Despite our earlier recommendations, little had changed in the
intervening two decades.

We did find the FBI made changes, including providing com-
prehensive training for its employees. However, the other three De-
partment law enforcement components convey little or no informa-
tion about off-duty conduct before sending their employees abroad.
Having one of only four law enforcement components effectively
prepare employees for these assignments demonstrates the need for
Department-wide training and policies.

In March 2015, we issued our report on the nature of reporting,
investigation, and adjudication of allegations of sexual harassment
or misconduct in the Department’s four law enforcement compo-
nents. The report identified significant and systemic issues that re-
quire prompt corrective action. These include a lack of coordination
between internal affairs offices and security personnel, failure to
report misconduct allegations to component headquarters, failure
to investigate allegations fully, weaknesses in the adjudication
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process, and weaknesses in detecting and preserving sexually ex-
plicit text messages and images. Together, these reviews dem-
onstrate the need to improve disciplinary and security processes, as
well as to clearly communicate Department expectations for em-
ployee conduct.

Strong and unequivocal action from leadership at all levels is
critical to ensure employees meet the highest standards of conduct
and are held fully accountable for any misconduct.

As we also described in our March report, the failure by the DEA
and FBI to provide prompt information to us in response to our re-
quests significantly impacted our review. Both agencies raised
baseless objections and only relented when I elevated the issues to
agency leadership. Even then, the information was incomplete.

In order to conduct effective oversight, an OIG must have timely
and complete access to documents and materials. This review
starkly demonstrates the danger in allowing those being reviewed
to decide on their own what documents they will share with the
OIG. These actions impeded our work, significantly delayed the dis-
covery of the issues that we ultimately were able to identify, wast-
ed Department and OIG resources, and affected our confidence in
the completeness of our review.

Unfortunately, this was not an isolated incident, and we continue
to face repeated instances in which our timely access to records is
impeded. Congress recognized the significance of this issue in pass-
ing Section 218 in the recent Appropriations Act. Nevertheless, the
FBI continues to proceed exactly as it did before Section 218 was
enacted.

We were told an opinion from the Department’s Office of Legal
Counsel would resolve this issue. Yet 1 year later, after the Depart-
ment Deputy Attorney General requested that opinion, we still
don’t have the opinion and we have no timeline for its completion.
The Department has said the opinion is a priority, yet the length
of time that has passed would suggest otherwise.

The American public deserves and expects an OIG that is able
to conduct rigorous oversight of the Department’s and FBI’s activi-
ties. Unfortunately, our ability to do so is being undercut every day
that goes by without a resolution of the dispute.

Thank you for your continued strong bipartisan support for our
work, and I would welcome any questions.

[The prepared statement of Mr. Horowitz follows:]
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Mr. Chairman, Congresswoman Jackson Lee, and Members of the Subcommittee:

Thank you for inviting me to testify at today’s hearing about misconduct in
federal law enforcement. Given the nature of their work and the responsibilities
delegated to them, Department of Justice (DOJ or Department) law enforcement
agents are held to the highest standards of conduct and are accountable for their
actions, both on- and off-duty. And let me state at the outset that it has been my
experience, as a former federal prosecutor and as Department of Justice Inspector
General, that the overwhelming majority of federal law enforcement agents perform
their work with great integrity and honor, thereby helping keep our communities
and our country safe. Regrettably, like in any profession, we find instances where
law enforcement employees engage in serious misconduct and criminal violations,
affecting the agency’s reputation, undermining the agency’s credibility, potentially
compromising the Department’s prosecutions, and possibly affecting the security of
the agents and agency operations.

Our two recent reports on the policies governing off-duty conduct by
Department employees working overseas, and the handling of sexual harassment
and misconduct allegations by the Department’s four law enforcement components
domestically and abroad highlight the risks from a lack of consistent procedures,
training, and effective reporting, investigation, and adjudication practices. Without
consistent and serious follow-through from all levels of Department leadership
regarding our findings in those two reports and in our other investigations, audits,
and reviews, the systemic issues we identified may continue.

Following the incidents in April 2012 involving alleged misconduct by U.S.
Government personnel, including three Special Agents with the Drug Enforcement
Administration (DEA), during the President’s trip to Cartagena, Colombia, the OIG
conducted investigations and substantiated significant misconduct by those DEA
agents. At about the same time, we received requests from Members of Congress
to evaluate the systemic issues potentially reflected in these allegations. As a
result, we conducted two program reviews: one relating to the Department’s
policies and training involving off-duty conduct by Department employees working
in foreign countries; and one relating to the handling of allegations of sexual
harassment and misconduct by the Department’s law enforcement components.
Both reviews involved examining systemic issues of Department policies, programs,
and procedures, and how they were applied in practice within different components
of the Department.

In January 2015, we issued our report in the review regarding overseas
conduct, entitled “Review of Policies and Training Governing Off-Duty Conduct by
Department Employees Working in Foreign Countries.” It can be found on our OIG
website at: http://www.justice.gov/oig/reports/2015/e152 . pdf#page=1. Our
report found that the Department lacked Department-wide policies or training
requirements pertaining to employees’ off-duty conduct, whether in the United
States or in other countries.
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In that report, we also specifically looked at the policies of the five
Department components that are responsible for sending the most employees
overseas: the Federal Bureau of Investigation (FBI); the DEA; the Bureau of
Alcohol, Tobacco, Firearms, and Explosives (ATF); the U.S. Marshals Service
(USMS); and the Criminal Division. We found that the FBI had taken steps to
provide comprehensive training for its employees, but that the other components
conveyed little or no information about off-duty conduct before sending their
employees abroad, despite the fact that the components have more than 1,200
overseas positions and account for more than 6,100 trips a year to over 140
countries. Although all five components have policies that mention off-duty
conduct in some way, the OIG found that much of the policy and training did not
clearly communicate what employees can and cannot do off-duty. For example,
many of the materials we examined did not clearly state that employees remain
subject to DOJ requirements regardless of whether certain conduct, such as
prostitution and drug use, is legal in the foreign jurisdiction where the DOJ
employee is serving, an issue we also describe more specifically in our March 2015
review of the handling of sexual misconduct allegations in the law enforcement
components. We found that the FBI had done the most to prepare its employees to
make day-to-day decisions about appropriate off-duty conduct while working
abroad. We also found that the DOJ component with the largest international
presence, the DEA, provided its employees with the least information about off-duty
conduct while abroad, and its policies and training had significant gaps. For
example, DEA has no training requirements for DEA employees who are deployed
overseas for less than 30 days.

We further found no indication that the Department had revisited its off-duty
policies or training in any comprehensive manner since 1996, when the OIG
published a report about the Good O'Boy Roundups, a series of private, annual
gatherings attended by off-duty officers from a number of federal, state, and local
law enforcement agencies that resulted in serious allegations of improper off-duty
conduct. At that time, the OIG determined that the Department had only general
provisions in place governing off-duty conduct and that many DOJ employees did
not well understand their off-duty responsibilities. Among other things, we
recommended that the Department provide additional training to its agents and
examine the existing standards of conduct that apply to the off-duty behavior of
DOJ law enforcement components. Despite these earlier recommendations, we
were troubled to find that little had changed regarding Department-wide policies
and training in the intervening two decades. Our 1996 report can be found at:
http://www justice.gov/oig/special/9603/index. htm.

In March 2015, we issued our report focused on the nature, frequency,
reporting, investigation, and adjudication of allegations of sexual harassment or
sexual misconduct, including the transmission of sexually explicit texts and images,
in four of the Department’s law enforcement components: ATF, the DEA, the FBI,
and the USMS. This most recent report can be found on our website at:
http://www. justice.gov/oig/reports/2015/e1504 . pdf #page=1. Although the OIG
found that there were relatively few such allegations during the period from fiscal
years 2009 through 2012, the report identified significant systemic issues with the

2



11

components’ processes for handling these important matters that require prompt
corrective action by the Department. These issues include:

A lack of coordination between internal affairs offices and security
personnel. We found instances in which some ATF, DEA, and USMS
employees engaged in a pattern of high-risk sexual behavior, yet security
personnel were not informed about the incidents until well after they
occurred or were never informed, potentially exposing ATF, DEA, and
USMS employees to coercion, extortion, and blackmail and creating
security risks for these components.

The failure to report misconduct allegations to component headquarters.
At the DEA and the FBI, we found that policies permitted supervisors to
exercise the discretion not to inform headquarters, even when their
respective offense tables characterized the conduct as something that
should be reported to headquarters. Moreover, as a result of this, the
0QIG -- which is supposed to receive all allegations of misconduct to
ensure they are investigated and addressed appropriately -- was not
made aware of them when they first occurred.

The failure to fully investigate allegations. We found instances where the
FBI failed to open investigations at headquarters into allegations of
serious sexual misconduct and sexual harassment when called for by its
criteria. At the DEA, we found instances where the DEA Office of
Professional Responsibility (OPR) failed to fully investigate allegations of
serious sexual misconduct and sexual harassment.

Weaknesses in the adjudication process. We found that although the
DEA, FBI, and USMS offense tables contain specific offense categories to
address allegations of sexual misconduct and sexual harassment and
provide guidance on the appropriate range of penalties, these components
often applied general offense categories to misconduct that fell within the
more specific offense categories contained in their offense tables. For
example, the component would charge the employee under the Poor
Judgment and/or Conduct Unbecoming offense category instead of Sexual
Harassment or Sexual Misconduct - Non-Consensual. In addition, we
found that ATF offense table does not contain offense categories that
specifically address sexual misconduct and sexual harassment.

Weaknesses in detecting and preserving sexually explicit text messages
and images. For a relatively new area of misconduct known as “sexting,”
which is the transmission of sexually explicit text messages, images, and
e-mails, we determined that all the law enforcement components do not
have adequate technology to archive and preserve text messages sent
and received by their employees and are unable to fully monitor the
transmission of sexually explicit text messages and images. Therefore,
we could not determine the actual number of instances involving this
misconduct. These same limitations affect the ability of the components
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to make this important information available to misconduct investigators
and may risk hampering the components’ ability to satisfy their discovery
obligations.

Overall, both reviews show a need to improve the law enforcement
components’ disciplinary and security processes as well as to clearly communicate
DOJY’s and the components’ expectations for employee conduct. These actions will
reguire strong messaging and action from Department and component leadership at
all levels about what is acceptable behavior to ensure that Department employees
meet the highest standards of conduct and accountability.

Continuing Challenges in Conducting Independent Oversight

As we described in our March 2015 report, the failures of the DEA and the
FBI to promptly provide all the information we requested impeded our review of the
handling of allegations of sexual misconduct. Both agencies raised baseless
objections to providing us with certain information despite the clear language of the
Inspector General Act and only relented when the issue was raised by the Inspector
General with agency leadership. These delays created an unnecessary waste of
time and resources, both on the part of the OIG personnel and the component
personnel, and delayed us in completing our report addressing the significant
systemic concerns outlined above.

Further, we cannot be completely confident that the FBI and the DEA
provided us with all information relevant to this review. When the OIG finally
received from the FBI and DEA the requested information without extensive
redactions, we found that it still was incomplete. For example, we determined that
the FBI removed a substantial number of cases from the result of their search and
provided additional cases to the OIG only after we identified some discrepancies.
These cases were within the scope of our review and should have been provided as
requested. Likewise, the DEA also provided us additional cases only after we
identified some discrepancies. In addition, after we completed our review and a
draft of the report, we learned that the DEA used only a small fraction of the terms
we had provided to search its database for the information needed for our review.
Rather than delay our report further, we decided to proceed with releasing it given
the significance of our findings.

We also determined that the DEA initially withheld from us relevant
information regarding an open case involving overseas prostitution. During a round
of initial interviews, only one interviewee provided us information on this case. We
later learned that several interviewees were directly involved in the investigation
and adjudication of this matter, and in follow-up interviews they each told us that
they were given the impression by the DEA that they were not to talk to the OIG
about this case while the case was still open. In order to ensure the thoroughness
of our work, the OIG is entitled to receive aff information in the agency’s possession
regardless of the status of any particular case.
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As I have testified on multiple occasions, in order to conduct effective
oversight, an Inspector General must have timely and complete access to
documents and materials needed for its audits, reviews, and investigations. This
review starkly demonstrates the dangers inherent in allowing the Department and
its components to decide on their own what documents they will share with the
OIG, and even whether the Inspector General Act requires them to provide us with
requested information. The delays experienced in this review impeded our work,
delayed our ability to discover the significant issues we ultimately identified, wasted
Department and OIG resources during the pendency of the dispute, and affected
our confidence in the completeness of our review.

This was not an isolated incident. Rather, we have faced repeated instances
over the past several years in which our timely access to records has been
impeded, and we have highlighted these issues in our reports on very significant
matters such as the Boston Marathon Bombing, the Department’s use of the
Material Witness Statute, the FBI’s use of National Security Letters, and ATF’s
Operation Fast and Furious.

The Congress recognized the significance of this impairment to the OIG’s
independence and ability to conduct effective oversight, and included a provision in
the Fiscal Year 2015 Appropriations Act — Section 218 — which prohibits the Justice
Department from using appropriated funds to deny, prevent, or impede the QOIG’s
timely access to records, documents, and other materials in the Department’s
possession, unless it is in accordance with an express limitation of Section 6(a) of
the IG Act. Despite the Congress’s clear statement of intent, the Department and
the FBI continue to proceed exactly as they did before Section 218 was adopted -
spending appropriated funds to review records to determine if they should be
withheld from the OIG. The effect is as if Section 218 was never adopted. The OIG
has sent four letters to Congress to report that the FBI has failed to comply with
Section 218 by refusing to provide the OIG, for reasons unrelated to any express
limitation in Section 6(a) of the IG Act, with timely access to certain records.

We are approaching the one year anniversary of the Deputy Attorney
General’s request in May 2014 to the Office of Legal Counsel for an opinion on
these matters, yet that opinion remains outstanding and the OIG has been given no
timeline for the issuance of the completed opinion. Although the OIG has been told
on occasion over the past year that the opinion is a priority for the Department, the
length of time that has now passed suggests otherwise. Instead, the status quo
continues, with the FBI repeatedly ignoring the mandate of Section 218 and the
Department failing to issue an opinion that would resolve the matter. The result is
that the OIG continues to be prevented from getting complete and timely access to
records in the Department’s possession. The American public deserves and expects
an OIG that is able to conduct rigorous oversight of the Department’s activities.
Unfortunately, our ability to conduct that oversight is being undercut every day that
goes by without a resolution of this dispute.
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Conclusion

I would like to thank the Subcommittee for your continued strong bipartisan
support of the OIG, and I would be pleased to answer any questions you may have.
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Mr. SENSENBRENNER. Thank you very much, Mr. Horowitz.
Mr. Roth?

TESTIMONY OF THE HONORABLE JOHN ROTH, INSPECTOR
GENERAL, UNITED STATES DEPARTMENT OF HOMELAND SE-
CURITY

Mr. RoTH. Chairman Sensenbrenner, Ranking Member Jackson
Lee, and Members of the Subcommittee, thank you for inviting me
to testify here today to discuss Federal law enforcement misconduct
within the Department of Homeland Security.

Inspectors General play a critical role in ensuring transparent,
honest, effective, and accountable government. The personal and
organizational independence of IG investigators, free to carry out
their work without interference by agency officials, is essential in
maintaining the public trust not only of the IG’s work but of the
DHS workforce as a whole.

Many DHS components have internal affairs offices that conduct
investigations. Under the authority of the IG Act, the IG has over-
sight responsibility for those internal affairs offices. This oversight
responsibility generally takes three forms.

First, we determine upon receipt of a complaint whether the alle-
gations are of the type that should be investigated by the IG rather
than the component’s internal affairs office. A DHS management
directive establishes the IG’s right of first refusal to conduct inves-
tigations of misconduct by DHS employees.

Second, for those investigations the internal affairs offices con-
duct, we have the authority to receive reports on and monitor the
status of those investigations.

Lastly, we conduct oversight reviews of DHS component internal
affairs offices to ensure compliance with applicable policies, report-
ing requirements, and accepted law enforcement practices.

The Department employs more than 240,000 employees and
nearly an equal number of contract personnel, including a large
number of law enforcement officers and agents in the U.S. Customs
and Border Protection, U.S. Immigration and Customs Enforce-
ment, the Secret Service, and the Transportation Security Adminis-
tration. We have about 200 investigators in headquarters and
about 30 field offices across the country, which means we have less
than one investigator for every thousand DHS employees.

Last year we received over 16,000 complaints. A substantial
number of those complaints alleged DHS personnel engaged in mis-
conduct. We initiated 564 investigations. The remainder were re-
ferred to component internal affairs offices, other agencies, or were
closed. Our investigations resulted in 112 criminal convictions and
36 personnel actions. Thirteen of these convictions involved DHS
law enforcement personnel, and 21 of the 36 personnel actions in-
volved law enforcement. These convictions and personnel actions
were for various offenses including theft, narcotics, child pornog-
raphy and bribery.

In addition to the criminal matters we handled that are in my
written testimony, we are also responsible for handling hundreds
of complaints about employee misconduct. These include misuse of
government assets, including government vehicles, failure to report
certain contacts with foreign nationals, engaging in prohibited per-
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sonnel practices, violation of conflict of interest restrictions on
former DHS employees, violation of ethical standards concerning
government employees, improper disclosure of classified or law en-
forcement-sensitive information, illegal drug use or excessive alco-
hol use, and domestic violence and other state and local crimes that
affect fitness for duty.

Although a small percentage of our employees have committed
criminal acts and other misconduct warranting sanctions, the be-
havior of these few should not be used to draw conclusions about
the character, integrity, or work ethic of the many. I am personally
grateful for the hard work and commitment to the mission dem-
onstrated daily by the DHS workforce.

Mr. Chairman, this concludes my prepared statement. I welcome
any questions you or other Members of the Subcommittee may
have.

[The prepared statement of Mr. Roth follows:]
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Chairman Sensenbrenner, Ranking Member Jackson Lee, and Members of the
Subcommittee:

Thank you for inviting me here today to discuss Federal law enforcement
misconduct within the Department of Homeland Security (DHS). My testimony
will focus on the DHS Office of Inspector General’s (OIG) role, authority, and
process for investigating employee misconduct, including that of law
enforcement officers, and our internal policies and processes for investigations.
I will also discuss specifically the work we have done with regard to issues
involving the U.S. Secret Service.

First, let me state that the vast majority of DHS employees are dedicated public
servants focused on protecting the Nation. Although a small percentage of
employees have committed criminal acts and other misconduct warranting
sanctions, the behavior of those few should not be used to draw conclusions
about the character, integrity, or work ethic of the many. I am personally
grateful for the hard work and commitment to mission demonstrated daily by
the DHS workforce.

OIG’s Investigative Role, Authority, and Process

Through the Inspector General Act of 1978 (IG Act), Congress established
Inspectors General, in part, in response to concerns about integrity and
accountability and failures of government oversight. The IG Act charged
Inspectors General, among other tasks, with preventing and detecting fraud
and abuse in agency programs and activities; conducting investigations and
audits; and recommending policies to promote efficiency, economy, and
effectiveness. The position of Inspector General was strengthened by provisions
in the IG Act creating independence from department officials, providing
powers of investigation and subpoena, and reporting to the Secretary as well as
Congress.

Federal law provides protections for employees who disclose wrongdoing.
Specifically, managers are prohibited from retaliating against them by taking or
threatening to take any adverse personnel actions because they report
misconduct. The IG Act also gives us the absolute right to protect the identity
of our witnesses, who we depend on to expose fraud, waste, and abuse.

Inspectors General play a critical role in ensuring transparent, honest,
effective, and accountable government. The personal and organizational
independence of OIG investigators, free to carry out their work without
interference by agency officials, is essential to maintaining the public trust not
only in OIG’s work, but in the DHS workforce as a whole. The American public
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must fundamentally trust that government employees will be held accountable
for crimes or serious misconduct by an independent fact finder.

OIG and DHS Internal Affairs Offices

DHS Management Directive (MD) 0810.1, The Office of Inspector General,
implements the authorities of the IG Act in DHS. MD 0810.1 establishes OIG’s
right of first refusal to conduct investigations of criminal misconduct by DHS
employees and the right to supervise any such investigations conducted by
DHS internal affairs offices. The MD requires that all allegations of criminal
misconduct by DHS employees and certain other allegations received by the
components—generally those against higher ranking DHS employees—be
referred to OIG immediately upon receipt of the allegations.

Many DHS components have an internal affairs office that conducts
investigations. Under the authority of the IG Act, OIG has oversight
responsibility for those internal affairs offices. This oversight responsibility
generally takes three forms. First, we determine upon receipt of the complaint
whether the allegations are the type that should be investigated by OIG rather
than the component’s internal affairs office. Second, for those investigations
the internal affairs offices conduct, we have the authority to receive reports on
and monitor the status of investigations.

Lastly, we conduct oversight reviews of DHS component internal affairs offices
to ensure compliance with applicable policies, reporting requirements, and
accepted law enforcement practices. Our reviews are conducted on a three-year
cycle and our findings are published through our website. In this fiscal year,
we have reviewed two component internal affairs offices and made more than
45 recommendations for improvement. Our recommendations ranged from
suggestions for improving the processing of allegations to counseling a
component to seek the proper investigative authority for its internal affairs
office. These reviews are critical to ensuring that misconduct allegations,
whistleblowers, and those reporting allegations of wrongdoing by DHS
employees are treated with the seriousness they deserve.

The investigative process generally follows these steps:

1. An allegation of misconduct is reported to OIG or other appropriate
office; if reported to an office other than OIG and several criteria for
seriousness are met, the component must report the allegation to OIG.

2. Whether the allegation was reported directly to OIG or through a
component, OIG will decide to investigate the allegation or refer it to the
component’s internal affairs office; if referred, the component can decide
to investigate the allegation or take no action.
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3. If OIG decides to investigate, we develop sufficient evidence to
substantiate or not substantiate an allegation and write a report of
investigation.

4. OIG provides its investigative findings to the affected component, which
uses this information to decide whether discipline is warranted. We are
not involved in decisions regarding discipline after we provide our
investigative findings.

5. For criminal matters, OIG presents its investigative findings to the
Department of Justice (DOJ) for a determination of whether DOJ will
pursue judicial action.

The Department employs more than 240,000 employees (and nearly an equal
number of contract personnel), including a large number of law enforcement
officers and agents in U.S Customs and Border Protection (CBP), U.S.
Immigration and Customs Enforcement, the Secret Service, and the
Transportation Security Administration (TSA). These officers and agents protect
the President, our borders, travel, trade, and financial and immigration
systems. In fiscal year (FY) 2014, we received 16,281 complaints. A substantial
number of the complaints alleged that DHS personnel engaged in misconduct.
We initiated 564 investigations. The remainder were referred to component
internal affairs offices, other agencies, or were administratively closed. In FY
2014, our investigations resulted in 112 criminal convictions and 36 personnel
actions. Thirteen of these convictions involved DHS law enforcement personnel
and 21 of the 36 personnel actions involved law enforcement. These convictions
and personnel actions were for various offenses including theft, narcotics, child
pornography, and bribery.

DHS Employee Misconduct

OIG has about 200 investigators in headquarters and in about 30 field offices
across the country. We have less than one investigator for every 1,000 DHS
employees. A large number of investigators are located along the Southwest
border, where we have one OIG investigator for about every 792 DHS
employees.

The smuggling of people and goods across the Nation’s borders is a large scale
business dominated by organized criminal enterprises. The Mexican drug
cartels today are more sophisticated and dangerous than any other organized
criminal groups in our law enforcement experience. As the United States has
enhanced border security with successful technologies and increased staffing
to disrupt smuggling routes and networks, drug trafficking organizations have
become more violent and dangerous and more clever. These organizations have
turned to recruiting and corrupting DHS employees. The obvious targets of
corruption are border patrol agents and CBP officers who can facilitate and aid
in smuggling; less obvious targets are employees who can provide access to
sensitive law enforcement and intelligence information, allowing the drug

3
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cartels to track investigative activity or vet their members against law
enforcement databases.

As demonstrated by OIG-led investigations, border corruption may take the
form of cash bribes, sexual favors, and other gratuities in return for allowing
contraband or undocumented aliens through primary inspection lanes or even
protecting and escorting border crossings; leaking sensitive law enforcement
information to people under investigation; selling law enforcement intelligence
to smugglers; and providing needed documents, such as immigration papers.
Border corruption impacts national security. A corrupt DHS employee may
accept a bribe for allowing what appear to be simply undocumented aliens into
the United States, unwittingly helping terrorists enter the country. Likewise,
what seems to be drug contraband could be weapons of mass destruction,
such as chemical or biological weapons, or bomb-making materials. Although
those who turn away from their sworn duties are few, even one corrupt agent
or officer who allows harmful goods or people to enter the country puts the
Nation at risk.

Several examples from the last few years illustrate this problem:

* As acknowledged in their plea agreements, a border patrol agent and a
former state prison guard formed a “criminal partnership” to earn money
by helping traffickers smuggle drugs and aliens into the United States.
As part of this multi-year partnership, the border patrol agent accepted
bribes from the former state prison guard in exchange for providing him
with sensitive information, including sensor maps, combinations to gates
located near the Mexican border, computer records of prior drug
seizures, and the location of border patrol units. The agent and former
prison guard were sentenced to prison for 15 years and 9 years,
respectively.

e While patrolling the border with Mexico, a border patrol agent driving a
marked government vehicle helped three individuals on the Mexican side
of the border smuggle bales of marijuana weighing 147 pounds into the
United States. The agent pled guilty to possession of a firearm in
furtherance of drug trafficking offense and was subsequently sentenced
to 60 months in prison.

o We investigated a TSA supervisor in the U.S. Virgin Islands who was
actively assisting a drug smuggling organization to bypass security at an
airport. He was sentenced to 87 months imprisonment and 24 months of
supervised release.

e With our Border Corruption Task Force partners, we investigated a
border patrol agent who worked in the intelligence unit and sought to
provide sensitive law enforcement information to smugglers. Intelligence

4



22

materials, such as border sensor maps, combinations to locked gates,
and identities of confidential informants were delivered to the supposed
smugglers who were actually undercover agents. The border patrol agent
pled guilty and was sentenced to 180 months imprisonment, followed by
36 months of supervised release.

e We investigated two border patrol agents accused of abusing four
marijuana smugglers, who were travelling on foot and were taken into
custody on a remote section of the U.S.-Mexican border. After capturing
the smugglers, the agents forced them to remove their footwear and
jackets and eat handfuls of marijuana. The agents then burned the
jackets and footwear and ordered the smugglers to return into the desert,
miles from nearby shelter. The agents were found guilty and both were
sentenced to 24 months imprisonment, followed by a term of supervised
release.

Use of Force Investigations

We also investigate possible misconduct by DHS employees in use of force
incidents. Typically, these are incidents that result in serious injury or death
and include indications or allegations that the use of force was excessive or
potentially violated an individual’s civil rights. MD 0810.1 requires that such
incidents be reported to OIG. If the matter involves possible criminal
misconduct by DHS employees, which is within the jurisdiction of DOJ’s Civil
Rights Division, the matter is promptly referred to DOJ for consideration.
Attorneys in the Civil Rights Division review the matter and determine whether
to initiate an investigation, decline an investigation, or request more
information. Because we have concurrent jurisdiction, OIG investigates some
use of force incidents jointly with the Federal Bureau of Investigation. DHS
component internal affairs offices investigate and/or review use of force
incidents that do not meet our investigative thresholds and we provide
oversight as appropriate.

Non-criminal Misconduct Investigations

OIG and component internal affairs offices are also responsible for handling
hundreds of complaints about employee misconduct. This includes:

misuse of government vehicles;

failure to report certain contacts with foreign nationals;

engaging in prohibited personnel practices;

violations of conflict-of-interest restrictions on former DHS employees;
violations of ethical standards governing government employees,
including gifts from outside sources, gifts between employees, conflicting
financial interests, impartiality in performing official duties, seeking
other employment, misuse of position, and outside activities;

5
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* improper disclosure of classified or law enforcement information;

e illegal drug use and excessive alcohol use; and

+ domestic violence and other state and local crimes that affect fitness for
duty.

Allegations of Secret Service Misconduct in Cartagena, Colombia

Of note, one of our investigations concerned allegations that, in April 2012,
during President Obama’s visit to Cartagena, Colombia, for the Summit of the
Americas conference, Secret Service agents solicited prostitutes and engaged in
other misconduct.

During our investigation, we independently identified Secret Service personnel
who directly supported the Cartagena visit and other potential witnesses who
may have had information about the Cartagena trip. We identified the
personnel directly involved in the incident, as well as the potential witnesses,
through documentary sources, including official travel records, hotel registries,
country clearance cables, personnel assignments, and Secret Service and U.S.
Embassy records.

As part of our investigation, we conducted 283 interviews of 251 Secret Service
personnel.’ Based on our interviews and review of records, we identified 13
Secret Service employees who had personal encounters with female Colombian
nationals consistent with the misconduct reported. We determined that one of
the female Colombian nationals involved in the incident was known to the
Intelligence Community. However, we found no evidence that the actions of
Secret Service personnel had compromised any sensitive information.

Our investigation determined that 12 Secret Service employees met 13 female
Colombian nationals at bars or clubs and returned with them to their rooms at
the Hotel Caribe or the Hilton Cartagena Hotel. In addition, one Secret Service
employee met a female Colombian national at the apartment of a Drug
Enforcement Administration Special Agent. We interviewed the remaining 12
Secret Service employees who had personal encounters with the 13 female
Colombian nationals. Through our interviews, we learned that following their
encounters, three females left the rooms without asking for money, five females
asked for money and were paid, and four females asked for money but were not
paid. In addition, one female, who asked to be paid but was not, brought a
Colombian police officer to the door of the Secret Service employee’s room; the
employee did not answer the door. As a result, she was paid by another Secret
Service employee and left. A fourteenth Secret Service employee, who the Secret

! Thirty three Secret Service employees refused to participate in a voluntary interview and
refused to answer our questions. Eight were senior level managers or senior executives,
including Deputy Assistant and Assistant Directors; and 25 were special agents, inspectors, or
employees of the Uniformed Division.

6
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Service initially identified as involved in the misconduct, was subsequently
determined to have been misidentified.

Of the 13 employees accused of soliciting prostitutes in Cartagena, three were
returned to duty with memoranda of counseling, after being cleared of serious
misconduct. Five employees had their security clearance revoked because they
either knowingly solicited prostitutes, demonstrated lack of candor during the
investigation, or both. Five employees resigned or retired prior to the
adjudication of their security clearance. Several of these last five employees
appealed their adverse personnel actions to the United States Merit Systems
Protection Board.

After the incident, the Secret Service instituted new rules regarding personal
behavior. For example, it issued a directive addressing personal and
professional conduct. This directive amended Secret Service standards of
conduct with additional guidance and policies about off duty conduct,
briefings, and supervision on foreign trips. In addition, the directive reiterated
that the absence of a specific, published standard of conduct covering an act or
behavior does not mean the act is condoned, is permissible, or will not result in
corrective or disciplinary action.

During our Cartagena investigation, we asked employees about the Secret
Service system of dealing with misconduct allegations in general. We received
reports from Secret Service employees who alleged a culture of retaliation and
disparate treatment toward employees, including directed punishment toward
complainants and those voicing concerns about Secret Service programs and
operations. Secret Service personnel reported that the resulting culture may
have adversely impacted the employee retention rate. Several Secret Service
personnel interviewed also reported that Secret Service officials “whitewashed”
allegations of Secret Service employee misconduct, effectively downplaying and
underreporting complaints to OIG so they would appear to be administrative
and not potentially criminal. These actions would, in turn, cause the
allegations to be returned to Secret Service internal affairs for inquiry instead
of OIG accepting them investigation.

Other Misconduct by Secret Service Agents

We are also aware of other misconduct by Secret Service employees, including:

e In November 2010, a Secret Service employee traveling in Thailand to
support a Presidential visit went into the local town with other employees
during a stop. The employee failed to return on time and missed the
assigned flight aboard a military aircraft. It took a resource-intensive
response by Secret Service, military, and American civilian personnel to
locate the employee, including a Secret Service supervisor who remained
in the country to help locate the employee. The employee, who arrived at
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the airport about four hours late, was observed arriving with unknown
local residents and smelled of alcohol. Unfortunately, the Secret Service
failed to fully investigate the matter and failed to report the matter to us.
The agent was suspended for seven days.

In November 2013, a Secret Service supervisory agent was involved in an
incident at the Hay Adams hotel in Washington, DC. The supervisor
began conversing with a woman at the hotel bar and later accompanied
the woman to her room. The woman solicited the help of hotel security
when she wanted the agent to leave her room, reporting that he had a
gun and she was frightened. The agent left the room without incident.
The Secret Service’s Office of Professional Responsibility (Inspections
Division) conducted an inquiry and the Office of Protective Operations
issued the agent a letter of reprimand.

In March 2014, a Secret Service Uniformed Division officer assigned to
the Special Operations Division was involved in a car accident while
driving a government-rented vehicle while on official travel to support a
Presidential visit to Miami. The officer was found to have consumed
alcohol in the hours preceding the accident, in violation of the 10-hour
rule regarding alcohol consumption. The officer was ultimately served
with a 7-day suspension, which was appealed and has not yet been
adjudicated. This officer was one of 10 others who were out together the
evening before the accident. Three of the other officers violated the 10-
hour rule and a fourth misused a government-rented vehicle. These
officers were issued suspensions ranging from 21 days to 35 days. One of
the officers resigned.

In March 2014, a Secret Service agent, who was a member of the Special
Operations Division Counter-Assault Team (CAT), was sent back to
Washington, DC, after being found unconscious outside his hotel room
in The Hague, Netherlands, while on official travel. When interviewed, the
agent said he went out to dinner at a restaurant with CAT personnel,
during which he had several drinks. After dinner, the agent remained at
the restaurant with two other CAT agents and had several more drinks.
The agent could not remember leaving the restaurant or how he got back
to his hotel. All three agents were found to have violated the 10-hour rule
regarding alcohol consumption. The agent who was found unconscious
resigned from the Secret Service. The other two agents were issued
suspensions for 30 days and 28 days, respectively.

Prior to the last three incidents, in April 2012, the Secret Service instituted new
policies involving the use of alcohol, particularly on protective assignments
away from agents’ home offices. Specifically, the new policy prohibited the use
of alcohol with 10 hours of reporting for duty. Additionally, while on a
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protective assignment away from the home office, agents were prohibited from
drinking at the protectee’s hotel once the protective visit has begun, but could
drink “in moderate amounts” while off duty during the protective mission.

Previously, we have publicly acknowledged that, as a result of media reports,
we are investigating other alleged Secret Service misconduct. Our
investigations of these matters are ongoing and we therefore cannot discuss the
details. At the conclusion of our investigations, we will issue public reports of
our findings. These matters include:

e An allegation that two Secret Service supervisors in a government-owned
vehicle drove through an active suspicious package investigation on
March 4, 2015, in an attempt to enter the White House grounds upon
their return from a retirement party.

* An allegation that, in March 2015, one or more Secret Service agents
accessed, through the Secret Service data systems, the employment
application of an individual who later became a member of Congress.

e An allegation that, in March 2015, a senior manager, after a farewell
party involving drinking, sexually assaulted a female subordinate.

After the March 4, 2015 incident, the Secret Service issued yet another set of
rules about alcohol consumption, prohibiting the use of a government-owned
vehicle within 10 hours of drinking alcohol in any amount.

Inquiry into Systemic Issues

We conducted an inspection of the Secret Service’s efforts to identify, mitigate,
and address instances of misconduct and inappropriate behavior, which was
published in December 2013.2

The inspection report described a situation in which many employees were
hesitant to report off-duty misconduct either because of fear that they would be
retaliated against or because they felt management would do nothing about it.
As part of the report, we conducted an online survey as well as face-to-face
interviews. Of the 138 electronic survey respondents who personally observed
excessive alcohol consumption, 118 (86 percent) indicated they did not report
the behavior. Each respondent could select multiple reasons for not reporting
the behavior. Some frequently cited reasons included:

e 66 respondents (56 percent) indicated the employee engaged in the
behavior while off duty.

2 http: / /www.oig.dhs.gov/assets/Mgmt/2014 /OIG_14-20_Dec13.pdf
9
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* 55 respondents (47 percent) did not believe that management supported
employees reporting the behavior.
* 47 respondents (40 percent) were afraid of reprisal or retaliation.

In a separate question, 1,438 of 2,575 electronic survey respondents (56
percent) indicated that they could report misconduct without fear of retaliation,
meaning that a significant portion of the workforce may fear retaliation for
reporting misconduct.

We also looked at the employee misconduct that did get reported. From
January 2004 to February 2013, the Secret Service tracked 824 incidents of
employee misconduct. Excluding partial-year data from 2013, pending cases,
and cases with incomplete date information, there were 791 misconduct cases
between 2004 and 2012. The highest percentage of those involved neglect of
duty. During this period, the Secret Service’s workforce averaged 6,600
employees.

As a result of our findings, we identified areas in which the Secret Service
needed better management controls for reporting misconduct or inappropriate
behavior and adjudicating and administering disciplinary actions. We made 14
recommendations to improve the Secret Service’s processes for identifying,
mitigating, and addressing instances of misconduct and inappropriate
behavior. Additionally, we suggested the Secret Service continue to monitor
and address excessive alcohol consumption and personal conduct within its
workforce. The Secret Service concurred with all 14 recommendations and
implemented changes to its discipline program. Specifically, the Secret Service
created:

* A table of penalties that serves as a guide in determining appropriate
corrective, disciplinary, or adverse actions for common offenses. This
policy requires employees to report information about potential
misconduct involving violations, as set forth in the table of penalties, to
their chain of command, the Secret Service Office of Professional
Responsibility, or OIG. The policy also requires that supervisors report
misconduct through their chain of command.

* Policies clarifying when and how managers are to conduct their own fact-
finding inquires and requiring that the results of those inquiries be
forwarded to the Office of Professional Responsibility.

s A policy granting the Chief Security Officer unfettered access to
employees to obtain information relating to potential security concerns.

+ Policies to ensure discipline files contain all required information.

10
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Mr. Chairman, this concludes my prepared statement. [ welcome any questions
you or other Members of the Subcommittee may have.

11
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Mr. SENSENBRENNER. Thank you very much.
Mr. Whaley?

TESTIMONY OF HERMAN E. “CHUCK” WHALEY, DEPUTY CHIEF
INSPECTOR, OFFICE OF PROFESSIONAL RESPONSIBILITY,
DRUG ENFORCEMENT ADMINISTRATION, UNITED STATES
DEPARTMENT OF JUSTICE

Mr. WHALEY. Chairman Sensenbrenner, Ranking Member Jack-
son Lee, distinguished Members of the Subcommittee, thank you
for the opportunity to testify here today. I appreciate the oppor-
tunity to explain how DEA responds to allegations of employee mis-
conduct.

I currently lead DEA’s Office of Professional Responsibility,
which conducts investigations of all allegations of misconduct
against DEA employees. Misconduct is generally defined as any
violation of the Federal, state, or local law, or any violation of DEA
standards of conduct. OPR also monitors trends in employee con-
duct and behavior; makes recommendations to DEA’s executive
management when there are weaknesses in DEA’s internal con-
trols, policies or procedures; and serves as a liaison to the Office
of the Inspector General at the Department of Justice, as well as
to other law enforcement internal affairs units in furtherance of
misconduct investigations.

As a career special agent with over 30 years of law enforcement
experience, I take my role seriously. I want to protect the reputa-
tion of all the DEA special agents that act with integrity in ful-
filling our vital mission by holding accountable those who don’t. We
are DEA’s single point of contact for all accusations of misconduct
against any DEA employee, contractor, or deputized task force offi-
cer. This is true regardless of the source of the allegations, whether
they are made anonymously by other DEA employees, supervisors,
or the general public.

I can assure you my office takes every allegation of misconduct
seriously and has procedures in place to ensure that complete,
thorough, and fair investigations are conducted. DEA’s Office of
Professional Responsibility is the first of three parts of DEA’s In-
tegrity Assurance Program. Our role is limited to the investigation
of allegations of misconduct. The Office of Professional Responsi-
bility has no role in the process of imposing discipline. We collect
and document the facts without opinion or bias and forward that
information to DEA’s Board of Professional Conduct, which imposes
discipline. The case is subsequently forwarded to the office of the
deciding official, who determines any disciplinary action.

The Office of Professional Responsibility works closely with the
Office of the Inspector General of the Department of Justice to en-
sure all allegations are appropriately investigated. For every alle-
gation that we receive, OPR shares the allegation with the Office
of the Inspector General. OIG reviews each accusation of mis-
conduct and determines how the complaint will be investigated.
They can choose to investigate the complaint unilaterally, refer the
complaint back to DEA and monitor the investigation, or they can
refer the complaint back to OPR for us to investigate.

While I understand we are here to talk generally about how mis-
conduct allegations are handled by Federal law enforcement, the
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recent report by the Inspector General is also relevant. We must
constantly learn lessons and seek to improve our efforts.

In addition to implementing all of the OIG recommendations,
DEA has taken concrete steps to improve both the training we pro-
vide DEA employees, as well as how we coordinate investigations
when allegations are made in an effort to avoid such problems in
the future. These steps include ensuring that it is clearly under-
stood by all DEA employees that this kind of behavior is unaccept-
able; outlining steps that employees and supervisors must take
when incidents occur; increasing training for all employees, par-
ticularly those employees assigned overseas; further explaining the
guidelines for disciplinary offenses; and improving internal proce-
dures so appropriate individuals and field management and the Of-
fice of Security Programs and the Office of Professional Responsi-
bility are promptly made aware of allegations so they can take ap-
propriate action in a timely manner.

Consistent with the recent direction put forth by the Attorney
General which seeks to not only improve the communication be-
tween my office and the Office of Security Programs, but also to re-
view the security clearances of the investigative subjects cited in
the OIG report, I am committed to continuing to review and push
for changes to improve this process. I appreciate the feedback pro-
vided by the OIG and look forward to continuing to work with
them to improve our systems.

Thank you for the opportunity to be here with you today. I look
forward to your questions.

[The prepared statement of Mr. Whaley follows:]
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Testimony of Deputy Chief Inspector Whaley
Office of Professional Responsibility, Drug Enforcement Administration
Before the
Subcomimitiee on Crime, Terrorism, Homeland Security, and Investigations
Committee om the Judiciary
U.S. House of Representatives’
Tuesday, April 15, 2015
Washington, D.C.

Chairman Sensenbrenner, Ranking Member Jackson Lee, and distinguished Members of
the Committee. Thank you for the opportunity to be here today to discuss how the Drug
Enforcement Admunistration (DEA) investipates misconduet aflegations. On bchalfof
Administrator Leonhart and the more than 9,000 men and women of the DEA, T can assure you
that these are issues we donot take lightly:

DEA’s mission isto identify, investigate, disrupt, and dismantle drug trafficking
organizations responsible for the production and distribution of illegal drugs. DEA is
responsible for enfor¢ing the Controlled Substances Act and is pleased to work closely with our
local, state, federal, and international counterparts. Enforcement of our nation’s drug laws is,
and will always be, our top priority.

To address the international threat of the drug trade, DEA employs many of ifs staff in
forcign posts of duty. DEA has the largest international footprint 6f any American federal law
enforcement agency with 833 personnel permanently assigned to 86 foreign officesin 67
countries, including 459 Special Agents as.of 1ast year: The vast majority of DEA employees,
whether assigned to Toreign offices or domestically, do not engage in inappropriate behavior.
Within DEA, the Office of Professional Responsibility (OPR), where I currently serve as the
Depuly Chiel Inspector, is responsible: for investigating allegation of misconduct against DEA
employees, contractors, and deputized task force officers.

Recently, the Office of Inspector General (O10) with Departiment of Justice (DOJ)
published a report titled, “The Handling of Sexual Harassment and Misconduct Allegations by
the Department’s Law Enforcement Components.” Although the OIG acknowledged in its
report that they “found relatively few reported allegations of sexual harassment and sexual
misconduct in the Department’s law enforcement components™ for fiscal vears 2009 through -
2012, they did raise concerns (highlighted by a few case examples) regarding how DEA handled
allegations of misconduct. Unfartunately, the miscorduct of a few mdividuals which arethe
subject of the present report-overshadows the good work that we have done and casts an
unfavorable light on DEA.
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As a carcer federal law enforeement officer with over 30 years of experience, 1 am
disgusted by the behavior described mn these cases. As thé OPR Deputy Chief Inspector for the
DEA, T am committed to DEA employees being held accountable for their actions especially
when those employees conduct themselves in a manner that is not befitting of the high
professional standards of the agency I am proud to call home. I would also like to-note that the
Attorney General last-week directed that the Department’s Office of Professional Responsibility
conduct review of DEA’s process and procedures tor investigating allegations of misconduct and
effectuating discipline, and DEA welcomes that review.

Asa fellow law enforcenient officer, | am disappointed by thie discipline imposed for the
misconduct deseribed in the report. T would note that DEA does not have the authority to simply
terminate amployees at will. As the Committec 18 aware, federal employees have cerlan
constitutional due process rights which are implemented through statutory procedures granted by
Federal Civil Service laws and further carred out through Office of Personnel Management’s
{OPM) regulations. The Merit Systems Protection Board {MSPB) serves as-the guardian of the
Federal Government's merit-based systemi of employment, and MSPB case law establishes that
comments by senior agency ofticials about the merits ot a particular case before it is finally
decided:can be deemed harm{ul procedural error and can actually result in the disciplinary action
being overturned. The actions taken against the employees involved in these cases were all taken
in compliance with statutory procedures and, where applicable; adjudicated in accordance with
MSPB policies and procedures.

‘Whit has been overshadowed by the media coverage of'this report is that O1G generally
found that all components, including DEA, fully investigated reported allegations of misconduct.
This said, the serious allegations OIG highlighted are certainly troubling, and cutline behaviors
that cannot be ignored.

One set of allegations in particular were notas fully investigated as they could have been.
The events in question occurred between 2001 — 2004 and were not reported to our Office of
Professional Responsibility (OPR) until 2010 at which time an investigation was opened. The
allegations that Agents assigned in Bogota engaged in prostitution and accepted gifts froim drug
traffickers was pursucd by OPR; however, the resulting investigation left many questions
unanswered.

As aesult, the subject emplovees may have received different sanctions 1f there had been
further information developed through additional investigation. Regardless, the behavior in
quesiion is not acceptable and DEA hopey the additioina] training and guidance that we have
provided to all personnel, but particularly those stationed overseas, make absclutely clear there is
no tolerance for this misconduct and will prevent similar incidents from-accurring in'the future.

o
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DEA takes these matters scriously, and has taken conercete steps to improve both the
trainirig we provide DEA employeés as well as Kow we coordinate mvestigations when
allegations are made. Shertly after the Cartagena incident in April 2012, DEA Administrator
Leonharl formed & Task Foree to address emplovee misconduct. The Task Force was.coniprised
of representatives from the following DEA components: Office-of Professional Responsibility,
Field Management, the Board of Professional Conduct, Human Resources Division, and the
QOffice of Chief Counsel, After numerous meetings and discussions, the Task Force made three
recommendations, all of which were-implemented in the fall of 2014:

1 Amend DEA’s Personnel Manual to clarify and emphasize unaceeptable conduct by
employees as related to prostitution and association with the criminal efement;

2 Issue an agency-wide message and memorandum to all employees teiterating the
expected conduct for DEA employees and the possible discipline for violating these
standards (Appendix A); and

3,

Publish *“Fact or Fiction?” uestions and answers related to employee miscoriduct on
DEA’s intranet system (Appendix B).

Additionally, in September 2014, DEA’s Oftice of Chief Counsel incorporated new
material relating to off-duty misconduct into two-ethics classes presented at DEA™s Training
Academy. The first class is taught to all new core series employees starting their career at DEA:
Special Agents, Intelligenree Research Specialists, Diversion Investigators, and Office of
Forensic Science professionals. The secand class-is presented at the DEA Group Supervisor
Institute:and Supervisor Development Institute, which are attended by all DEA managers. Both
of these courses not only address off-duty misconduct overseas, but also misconduct in the
United States. Both courses address not only prostitution, but other forms of misconduct and
emphasize that, while certain activities may be legal in a foreign country or United States
jurisdiction, DEA employees would still violate applicable laws, regulstions, and Departmcnt
policy if they engaged in such acts.

For many years, the Office of Professional Responsibility has given and continues to give
a presentation at core series training courses held at the DEA Trainifnig Academy and at the DEA
Foreign Orientation Program, which is attended by all DEA personnel being transferred to-an
overseas assipmiment. The Office-of Professional Responsibility updated their presentation to
emphasize-on-duty and off-duty misconduct which would be investigated by them both
domestically and internationally. In addition, this material specilically addresses excessive
alcohol consumption, illegal drug use, prostitution, and notorious conduct. The amended
presentation was first provided to the Foreign Orientation Program in May of 2012, and it was
implemented in all core series trainitg courses beginning September; 2014,
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1 would also note that DEA has had the opportunity to review the report and regrets any
misunderstanding we have had with O1G in relation to providing access to files regarding their
audit. It is against DEAs best interests to obfuscate personnel issues, and I can assure you there
wasg no-effort to do so in this case nor would the Administrator tolerate any effort to do so:

We generally have an excellent working relationship with OIG, particularly when it comes to
investigative matters. We have had several conversations with OIG to discuss how we can better
work with and communicate with cach other 1n the future. We certdamly beheve that there is
value in having the OlG examine policies and procedures to help identify arcas where
improvement may be needed.

Of the eight recommendations fiade by the OIG in the report, six aré applicable to DEA.
Asnoted in Appendix 11 of the report; DEA concurred with the four that were directly
applicable to DEA and deferred to the Office of the Deputy Attorney Geteral on the remaining
two, For three of the six applicable recommendations, DEA was asked to provide additional
documentation regarding our compliance by June 30,2015, DEA ison track to provide this
information to O1G. Let me highlight the actions DEA tock prior to the release of OIG s report,;.
as well as the work that we continue to do i an effort to address niany of the recommendations
in thereport.

Reporting of Allegations of Sexual Harassment and Sexual Misconduct

The OIG found that DEA “lacks a clear policy” as to when managers should report
allegations to Lleadquarters and recommended that DEA make such reporting maridatory. On
October 22, 2014, Administrator Leonhart issucd a memorandum titled "Conduct of DEA
Employees” (Appendix A} to.each and every emplovee which addressed specitic.areas of
misconduct which can scriously impact the integrity of DEA. Such areas include Off-Duty
Misconduct; Failure to Exercise Proper Supervision; Sexual Harassmint; Dis¢rimination and
Retatiation:; Improper Relationships with Cooperating Individuals/Sources of Information; and
others. This memorandum ensures that supervisors and managers, as well as employees, arc
aware of their responsibilities conicerning misconduct and that appropriate measures through the
disciplinary process are takei once a report of misconduct is received.

In addition, all DEA employeécs are required to certify on an annual basis that they have
reviewed and understand the DEA s Standards of Conduct. DEA's Standards of Conduct enstre
that emiployees widerstand that they are held to-a high standard of honesty and integrity and-that
any lapses from that standard can destroy the future effectiveness of employees and harm DEA's
credibility with the public. Failing to adhere to the Standards of Conduct may result in
disciplinary action, up te and including removal from service.



Coordination with DEA”

arity Programs

The OIG concluded that DEA's Office of Security Programs was not always informed
about employees who were alleged to have engaged in high-risk sexuul behavior. The report
recommerded that all non-frivalons sexual harassment and sexual misconduct allegations be
referred to the Office of Security Programs.

DEA concurred with this rccommendation, and on November 17, 2014, T issued a
memorandum that implemented new procedures to-ensure systematic coordination betweeii the
Office of Professional Responsibility and the Office of Security Programs. This coordination
will ensure an assessment is made to determine whether an employee's security clearance should
be maintained. 1 would note that improving this coordination continues to be an important issue
for DEA, and we are examining possible additional steps to further enhance our coordination and
cooperation.

Procedures for Reporting Allegations uf Harassment and Misconduct

O1G concluded that DEA should have clear and consistent crileria {or determining
whether an allegation should be investigated at Headquarters or should be referred back to the
originating office to be handled as a management matter.

DEA concurred with this recommendation, and OIG acknowledged in the report. that
DEA had established clear and consistent criterta to determiie appropiiate action. The Office of
Professional Responsibility, at the discretion of the Depuiy Chief Inspector, investigates all
criminal violations, integrity violations, and viclations of the DEA’s Standards of Conduct. On
occasion, issues such ds insubordination or other administrative matters are referred back to
Division management for actior they deern appropriste.

DEA’Ss “Disciplinary Qffenses and Penalties Guide™

The report determined that DEA did not have specific offense categories to address
allegations-of sexual misconduct and sexval harassment, The DEA Disciplinary Offenses and
Penalties Guide {Guiide) is intended to provide information and guidance about the range of
penalties that may result from a particular type of misconduct. The Guide is not intended to sel
forthi specific chiarges, but rather to ensure that employees are charged consisteritly. DEA 15
currently examining and evaluating the offense categories specifically designed to address sexual
misconduct and sexual harassment, and will revise the Guide as appropriate. However, prior to
that review, DEA hasmodified its Personnel Manual in November 2014 to explicitly make clear
that solicitation or eftgaging in prostitution is forbidden, even in foreign countries orother
jurisdictions wherc it 15 not-criminalized.
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OIG concluded that all four law enforcement components, including DEA, did not have
adequate lechnology to archive text messages sent and received by their employees and are
unable to fully monitor the transmission of sexually explicit text messages-and images. As
mentioned in the report, the O1G will work with the Deputy Attorney General to implement these
recommendations and successfully resolve any outstanding issues.

As outlined above, DEA has already made significant policy changes designed to clarify
and educate the DEA workforce, and we are openi ta further improvements as the need for these
changes is identified. As a career Special Agent, I am here to testify that the professional
standards and conduct of DEA is of paramount concern and | will continue to address these
important issues moving forward.

In conclusion. [ would like to reiterate that throughout DEAs history of over 40 veurs,
we have safeguarded Americans from the dangers associated with the drug trade and, during that
time, the vast majority of our employees have pursued that mission effectively and honorably.
Itis my sincere hope that DEA - Agenis will be regarded: {or their hard work i this arena and not
by the poor choices of a few.

Thank yiu again for the opportanity to appear before the committes today, and I look.
forward to answering any questions you may have.
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APPENDIX A
‘Memorandum
Subject: Date:
Conduct of Drug Enforcement Adminstration (DEA) October 22, 2014

Eniployees (DFN: 060-01)

To: From: )Ufﬁil%oyw
All DEA Employees Michele M. L 1t

Administrafor

The Drug Enforcement Administration (DEA) is the premier drug law enforcement agency in the
world. This is the result of the hard work and dedication of ouremployees, who are committed to the
mission of protecting public health and safety. As atesultof our work, DEA enjoys a tremendously
positive reputation with the public that we serve.

‘Working to maintain the public’s trust and' confidence is vital to our success as a law enforcement
agency. Without that, our ability fo do our job-becomes much harder, and we put ourselves and
others at risk. While I'am proud of the conduct-of the vast majority of owr personnel, our reputaticn
is not something we can take for granted. DEA emiployees occupy positions of great trust and
confidence. Our vital mission, and the tremendous authority that is committed to us by statote,
demand that-employees conduct themselves in an exemplary manner at all times, whether on or off=
duty. DEA’s Standards of Conduct, which all employees acknowledge that they have read and
understand annually, set the standards of behavior to which all employees must adhere.

This memorandum, while nat intended to be all encompassing or to-in any way alter the
Standards of Conduct, is intended to address specific areas of misconduct that are of particular
concern to me in that violations in these arcas can seriously impact the infegrity of this agency. |
have therefore instructed the Board of Professional Conduct and the Deciding Officials 10 closely
review and to consider proposing and imposing severe disciplinary actions in all futuré cases-of
misconduct in these areas, as appropriate.

Making False, Misleading or Inaccurate Statements

In order to maintain the public trust, protect the integrity of the agericy, and cnsure the safety of
our personnel and the public, it is imperative that DEA employees, regardless of job series or duties;
be truthful and forthright in all aspects of their official duties. Thete ¢an be ho exception to this
requirement, and all DEA employees must maintain the highest standards of integrity, trust and
character. Creating false, misleading, or inaccurate documents or providing false, misleading, or
inaccurate statements in any matter or context is unacceptable and will be dealt with through DEA”s
disciplinary system.
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DEA personnel are expected to be candid, forthcoming, and responsive in all matters related to or
impacting upon their official duties. As has long been the standard in this agency, employees will not
nse evasive or craftily worded phrases in their statements (written or oral), in their testintony, or in
documents. Employees will not minimize or exaggerate facts and will not omit ot distort information
or data. Similarly, employees will not permit, condone; or acquiesce in other agency employees
violating these basic principles.. Violating these principles is.a serious offense which is only
marginally mitigaied by telling the truth later, such-as when an employee initially is less than
completely truthiul with Office of Professional Responsibility but subsequently tells the full truth,
even if within the same interview.. Similarly, these principles apply to both oral and written
statements, whether under-oath or not.

While these principles apply to all émployees, misconduct along these lines is particularly
egregious when commitied by employees such as Special Agents, Diversion Investigators, Chemists,
and other employees whose duties require testimony. DEA is required to disclose any instances of
past conduct which negatively reflects upon a testifying employee’s propensity to be truthful.
Criminal defendants are often provided this information and use it to impeach the integrity of DEA
employees. When a DEA employée commits an act involving falsification, then, he or she may be
restricted or prohibited from testifying or from participating in ctiminal investigations, in addition to
facing severe discipline.

Off-Duty Misconduct

It is important to remember that DEA’s Standards of Conduel govern employee behavior both on
and off-duty. The Standards specifically state, “DEA personnel, as members of the law enforcement
community, occupy positions of trust and shall refrain from omissions or commissions of conduct in
their off-duty hours which will impaet, influence, impede, or in any way affcct their DEA
responsibilities.” Personnel Manual, Section 2735.15.A.2, The Standards prokibit employees from
“engaging in any criminal, infamous, dishonest, or notoriously disgraceful conduct or other conduct
prejudicial to DEA, to the Department of Justice, or to the Government of the United States.”
Personnel Manual, Section 2735.15.A.1.

Any conduct, whether on of off-duty, that is of a nature that conld bring discredit to DEA, that
could adversely affect an employee’s or co-waorker’s ability to perform his or her job, that could
adversely affect or that epposes the agency’s mission, or that causes the agericy to lose trust and
confidence in the employee, violates these Standards of Conduct. For example, soliciting or
participating in prostitution, which is defined a5 engaging in sexual activity for money or iis
equivalerit, is strictly forbidden, even while assigned to or in a foreign country where such activity is
not criminalized,

Employees must remember that they represent DEA, the Department of Justics, and the United
States of America at all times, whether on or off-duty. While this is irue everywhere, it is particularly
true for personnel who are assigned, sent TDY, or who are otherwise present in a foreign country.
Conduct which is unacceptable in the United States may lead to disciplinary action if engaged in
overseas, even though such conduct may be acceptabie in a particular foreign country, The converse
may also be true ~ conduct which is acceptable in the United States may lead to diseiplinary action if
engaged in overseas. Employees overseas must remember that they are subject to Department of
State regulations goveming conduct as well as those of DEA.
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Consumption of Alcohol and Related Misconduct

One of the quickest ways to lose public trust and confidence is to call into question the sobriety of
the workforce, DEA policy has long-contained strong wamings about the use of alcohol by
employees both on and off-duty. Employees are forbidden from consuming any aleoholic beverages
during their assigned duty hours (unless formally authorized by their supervisors for mission-related
reasons and in accordance with the Agents Manual) or when they will be operating an Official
Government Vehicle (OGV). Consuming any alcohol under these ¢ircumstances is a serious matier,
even if the employee is not impaired. Similarly, I want fo remind employees that, under DEA’s
Table of Penalties, driving an OGV under the influence of alcohol carries a penalty of a minimum 60-
day-suspension for a first offense. 1have instructed the Board of Professional Conduct and the
Deciding Officials to strictly adhere to the Table of Penalties in this regard. In'addition, employees in
law enforcemient positions who may be recalled to duty should net engage in the consumption of
alcohol to:such an extent that they are unable to return if called upon.

I believe that violations of these directives pertaining to aleohol consumption are extremely
serious and merit severe disciplinary action, up to and including removal from DEA. Becauss the
irresponsible or excessive use of intoxicating beverages direcily affects the integrity of the service, it
is incompatible with DEAs mission and will not be tolerated. DEA employees must appropriately
tonitor and control their off-duty consumption of alcohol to ensure that they do siot bring
embarrassment-or-discredit (o this agency. Similarly, supervisory personnel will observe subordinate
personnel for warnings signs or indicators which suggest that an employee may have a problem with
intoxicants. In such sitnations, supervisors must make the appropriate referrals.and notifications
through the chain of command.

Domestic Violence

I'have noted an inctease in incidents involving allepations of domestic violence. Such conduct
can adversely impact an employee’s ability to do his or her job and cause agency leadershipto lose
confidence in the employee. 1t demonstrates a lack of the maturity and self-control that is expected
of personnet working for an agency charged with authority to make decisions affecting life, liberty
and property. It also negatively affects the reputation of this agency among the state-and local law
enforcement agencies with which we must work. Accordingly, I expect employees to refrain from all
acts of domestic violence, and | have instructed the Office of Professional Responsikility, the Board
of Professional Conduct, and the Deciding Officials to closely scrutinize allégations of demestic
violenee and to take stern disciplinary action when such charges are sustained.

Failure to Exercise Proper Supervision

Supervisors aid managers play an integral role in maintaining the integrity of the agency and its
personnel. DEA’s ability to accornplish its mission is directly relfated to the supervision provided by
first line managers and others in the chain of command. Managers are charged with ensuring that
DEA’s polieies and procedures are followed. Ineffective or negligent supervision can endanger not
only the welfare and safety of DEA personnel, but also the well-being of others. In fact, many errars
and unfortunate outcomes that this agency has experienced could likely have been prevented or
minimized by more effective management. Examples of inadequate supervision include managers
who ignore or do not react appropriately when misconduct occurs; permit employees 1o disregard
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. procedures; fail to monitor the activities of subordinate employees; or simply do not ensure that.an
employee’s work performance is acceptable-or his/her conduct is appropriate.

In'sum, supervisory personnel are to be held accountable for the misconduct of their subordinate
employees when such acts could have been prevented by greater attention to supervisory-dutjes,
Supervisors are to monitor the Work of subordinates and intervene as appropriate with guidance ‘ard
direction. Failure to properly carry out supervisory or managerial responsibilities, regardless of
outcome, may lead to the initiation of disciplinary zction against the supervisor.

Sexual Harassment, Discrimination, and Retaliation

Divetsity is vital to this agenicy’s success, and indeed it is a major strength of DEA, Wearea
Nexible, dynamic, and multi-talented workforce. Accordingly, I am sirongly comnmitied to
maintaining a workplace free of the destructive effects of harassment, discrimination and retaliation.
DEA personnel are ta treat everyone professionally and with respect; regardless of any characteristic
such as race, religion, ethnicity, gender, age, physical handicap, or sexual preference. Anything less
will niot be tolerated. DEA personnel shall not retaliate or reprise sgainst employees who exercise
their right to file a report or complaint of discrimination, who provide information in the course of
any internal investigation of misconduct related to such allegations, or who otherwise engage in any
protected activity.

Improper Relationships with Cooperating Individuals, Sources of Information, and Others

Personal ot financial relationships with individuals who provide or whe in the past have provided
information 1o law enforcement or intelligence agencies can compromise investigations and result in
the credibility and integrity of both the employee and the agency being called into question. These
individuals may be formally documented sources, may be undocunented, and/or may be associated
with other agencies. Regardless of affiliation, DEA employees are not to involve themselves
persenally or financially with ifidividuals who are assisting or who in the pasi have assisted in the
conduct of an investigation. In short, agency personnel will mairitain a professional relationship, not
a personal relationship, with these individuals at all times.

Additionally, DEA employees are precluded from developirig a personal or financial relationship
with individuals associated with criminal activity or who have a history of associating with criminal
activity. Employees are also not to develop relationships and/or affiliate: with any person or group
which advocates or engages in illicit activity. Such relationships arc inconsistent with the mission of
a Federal law eniforcement ngency, directly call into question the credibility and integrity of DEA and
the employee concerned, and potentially place the emiployee and DEA in a position in which this
agency's operational effectiveness may be compromised. Employees are reminded that they are
always 10 conduct themselves in a manner above reproach in all associations and relationships and to
be mindful that even the appearance of impropriety ¢an seriously jeopardize DEA’s law enforcement
mission.

Misuse of Office

[t is important for all employces to recognize that Misuse of Office éncompasses several different
types of misconduct. Section 2735.15 (O) of the Personnel Manual includes examples of misconduct
that I'regard as serious enough to warrant disciplinary action, up to and including removal, for the
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- first offense. Of particular concern to me is destruction of evidence and obstruction or attempted
obstruction of an official investigation, inquiry, or other matter of official interest. DEA employees
must remember that, us a law enforcement agency, they-are held to a high standard of conduct. DEA
personnel must respond to and cooperate with investigators when so directed and must provide
accurate and complete information in response to an investigator's requests. Iexpect that all DEA
employees will provide all information and documents, including electronic communications,
requested by investigating officials. If an emplayee is the target of a criminal investigation, he or she
retains the ability to invoke any applicable constitutional protections he or she may have. However,
.any employee who destroys information requested by investigators during an official inquiry or

obstructs an official investigation will be subject to severe disciplinary action, up to and including
remaval, for the first offense.

Loss or Theft of Firearms

Special Agent personnel are reminded of the importance of properly safeguarding their firearms.
Weapons thatare lost or stolen pose a grave danger to society and can be used to comrmit viclent
crimes, As a-result, it is imperative that Agents maintain and safeguard all weapons issued by DEA
or approved for official use in-accordance with applicable policies and procedures at all times. 1
consider loss or theft of weapons resulting from a failure to properly maintain and safeguard them as
a very serious matter, and ] have instructed the Office of Professional Responsibility, the Board of
Professional Conduct, and the Deciding Officials to'treat it as such.

Repeat Offenders

1 also want to remind employees that repeated acts of misconduct will not be tolérated. Multiple
violations of the Standards of Conduct, even if each incident is relatively minor, are inconsistent with
the high standards of this agency and indicate, at best, an'uncating, cavalier attitude towards one’s
responsibilities. Section 2735.13.B.4 of the Personnel Monual states that the commission of four acts
of misconduct within a two-year period may be: grounds for removal from DEA, regardless of the
nature.of the offenses committed. I have asked the Office of Professional Responsibility, the Board
of Professional Conduct, and the Deciding Officials fo be mindful of this provision and of
employees” history of misconduct as they perform their duties.

Conclusion

‘The mission and-work of DEA are highly respected by the public at large and the law
enforcemenit community. It dees not take much to tarnish this hard-earned and well-deserved
reputation, however. As noted above, [ have not attempted to address in this mémorandum every area
of conduct that an ¢mployee should avoid. Rather, my intent is to address certain areas of specific
concém to e, where I believe misconduct can cause particular harm to DEA. Any violation of the
Standards of Conduct can cause serious harm, however, and can warrant disciplinary action.

Accordingly, an employee who engages in on or off-duty misconduct can expect that appropriate
measiwres will be taken and that, once a report of misconduct is received, the Office of Professional
Responsibility and/ar the Office of the Inspector General (OIG) will thoroughly and completely
investigate such allegations. The resuits of these investigations will be evatuated through DEA’s
disciplinary process and, if appropriate, disciplinary action consistent with DEA’s Tuble of Penalties
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“

. will be imposed. Sustained charges of misconduct will resalt in disciplinary action up to and
including removal, as warranted.
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APPENDIX B

Office of Professional Responsibility- Foreign Operations

You are part of the Drug Enforcement Administration... An Agency Set Apart. We are the best at what we
dowith our:single-mission focus on erforcing our nation's drug laws, For example, consider our
presence, relationships and our effectiveness in working with and in foreign countries,

DEA has the fargest presence internationally of any American federal law-enforcement agency. As of last
year DEA had 833 personnel {Speciat Agents, intelligence Research Specialists, suppert personnel, and
other employges) permanently assigned to. 86 foreign: offices in 67 countries; including 459 Special
Agents. Our persanfiel are not just present in those countries: they are working, acsumstating
accomplishments, and being good partners to ocur host-nation. counterparts.

According to the DEA Office of Operations Management, DEA’s foreign offices had 514 active Priority
Target Organization-cases (23 percent of which were linked to CPQTs. At the same time they dismantied
83 drug trafficking grgarizations, of which a'quarter were CPOT-linked, and disrupted 124 Drug
Trafficking Organizations in 2013.

That year DEA's foreign offices reported seizures of more than 223 fans of cocaine, nearly 11 tons of
hergin, eight tons of methamphetamine, 24 tons. of opium, nearly seven tons of morphine and more than
a million kilograms of marijuana. it is estimated-that the total revenue denied to drug traffickers by DEA's
foreign offices was about $2.3 billion. These are big numbers that represent many major successes that
significantly reduced the flow of drugs to our country and damaged many major intefnational drug
trafficking organizations.

In-addition to-our exceptional performance globally, the vast majority of DEA employees working
internationally behiave properly while on their fareign assignments. However, when DEA personng)
engage in misconduet, it reflects poorly on our agency, erodes the public's trust in us. and diminishes
DEA's. image as.a leader in law enforcement:

When misbehavior does happen, it is reported and thoroughly investigated by the Office of Professional
Responsibility along with other appropriate Department of Justice internal affairs offices. This happens so
that the American public will maintain their confidence in us, in the integrity of the process, and of all the
important work vwe do.

The OPR would rather prevent misconduct than investigate these matters after they have océurred. With
that in mind, test your knowledge 6n the following fact or fiction: questions:

1. Fact or Fiction? Federal employees cannot be disciplined for off-duty misconduct unless that
conduct amounts to a crime.

Answer: Fiction. DEA’s Standards of Canduct state that DEA personnel are prohibited from engaging in
any criminal, infamous, dishonest, or notoriously disgraceful conduct or other conduct prejudicial to DEA,
to the Department of Justice, or to the Government of the United States. The Standards of Conduct also
state that DEA personnel ocoupy positions of trust, and shail refrain-from conduct in their off-duty hours
which will impact, impede, or in any way affect their DEA responsibilities.

1. Fact or Fiction? In some cverseas ervironments, DEA eémployees-are permitted personal use of
their assigned OGVs by their Regional Director because of security concerns. Eveniin those
instances, DEA employees may not operate their OGVs after consuming alcohol.

Avniswer- Fact. A Regional Director's authorization of personal use of OGVs due to security concerns only
permits- employees to use the OGY for unofficial purposes, such as running errandsand transporting
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family members. Personnel remain subject to alt other agency standards concerning OGV use, including
the prohibition on operating the vehicle after consuming alcohol.

1. Fact or Fiction? If a DEA employee is sert TDY to a country where prostitution is legal, he or
she mayengage in the activity without violating the Standards of Conduct.

Answer: Fiction. DEA’s Standards of Conduct prohibit employees from soliciting or participating in
prostitution, defined as-engaging in sexual activity for money or its equivalent or commercialized sex;
evan in countries where it is not.criminalized.

1. Fact or Fiction? Occasionally, the Department of State or the DEA host couritry office imposes
additional restrictions on employee conduct. For example; certain establishments may be
declared- off-limits. DEA personnel who are sent TDY" to that country, or who visit the ‘country on
vacation, are subject to those additional requiremenis-to'the same extent as assigned personnel.

Ariswer: Fact. DEA personnel whp are in a foreign country, whether periianently assigried, sent TDY, or
simply. visiting on vatation, are subject to all conduct requirements applicable to persofinel assigned to
that country.

1. Factor Fiction? A DEA employee who is arrested must report the event to his or her supervisor.
He or she reed not make a report if he or she is merely detained by law enforcement personnel,
however.

Answer. Fiction. DEA personnel must immediatefly report any incident in-which they are taken into
custody, held for investigation, or detained for questioning. They must also.report any instance in'which
they are questioned by law enforcement authorities under circumstances suggesting that they might be
under investigation for or suspected of a potential crime.

1. Factor Fiction? During an official investigation or inquiry, -an investigator instructs you to bring
your Governmient issued cell phone to your interview scheduled for the following day fo be
relinquished to the investigator. Before you do so, you can delete your personal contacts;
pictures, e-mails, or texts from the phone.

Answer: Fiction. DEA’s Stardards of Conduct prohibit employees from ebstructing or attempting to
obstruct an official investigation, inguiry, or other matter of official interest: Deleting information from &
Government issued cell phone after an investigatar has instructed you to relinguish it is obstruction of an
official investigation and amounts to misuse of office.

The DEA is the biest-at what we do, and maintaining ar high level of intégrity is one of the most important
things we can do to stay that way.
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Mr. SENSENBRENNER. Thank you, Mr. Whaley.
Mr. Hughes?

TESTIMONY OF MARK HUGHES, CHIEF INTEGRITY OFFICER,
UNITED STATES SECRET SERVICE, UNITED STATES DEPART-
MENT OF HOMELAND SECURITY

Mr. HUGHES. Good afternoon, Chairman Sensenbrenner, Ranking
Member Jackson Lee, Chairman Goodlatte, and distinguished
Members of the Subcommittee. Thank you for the opportunity to
appear before you to discuss recent enhancements to the Secret
Service policies and procedures that address allegations of em-
ployee misconduct.

The Secret Service must address allegations of employee mis-
conduct aggressively, fairly, and consistently. Any employee, re-
gardless of rank or position, who violates our standards of conduct
to include the failure to report misconduct will be held accountable.

Secret Service employees take great pride in successfully car-
rying out the vital mission of our agency on a daily basis around
the world. Unfortunately, the successes of the many have been
overshadowed by the unacceptable failures of the few, resulting in
significant changes to the way in which the Secret Service adju-
dicates allegations of employee misconduct.

In May 2012, the Secret Service established the Professional Re-
inforcement Working Group, or the PRWG. This group, co-chaired
by former OPM Director John Berry and Director Connie Patrick
of the Federal Law Enforcement Training Center, affirmed many
existing Secret Service practices and identified enhancements that
could be implemented to further support the workforce. The Secret
Service accepted these recommendations, and all of them have
since been fully implemented.

Additionally, the DHS OIG issued a report in December of 2013
stating that it did not find evidence that misconduct is widespread
in the Secret Service. However, the report contained a number of
recommendations for the agency, some of which paralleled those of
the PRWG, and all were fully implemented by April of 2014.

Several recommendations focused on establishing a robust dis-
ciplinary process grounded on transparency, consistency, and fair-
ness. They also led to the establishment of an Office of Integrity,
a new set of disciplinary policies and procedures, and the develop-
ment of a Table of Penalties which identifies specific actions that
constitute misconduct, along with a range of potential discipline.

As the process now stands, outside of a limited number of minor
violations, allegations are required to be reported through the
chain of command to the Office of Professional Responsibility, or
the OPR. Under certain circumstances, including allegations that
are criminal in nature or involve senior supervisory personnel, the
agency must, pursuant to Department directives, refer the matter
to the DHS OIG.

The OIG will then make a determination whether to accept the
case for further investigation or refer the matter back to the OPR.
Following either the OIG’s declination of the referral or the comple-
tion of its investigation, the allegations are forwarded to the intake
group chaired by the special agent in charge of the Secret Service
Inspection Division.
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Ultimately, substantiated allegations are presented to the Office
of Integrity. Established in December of 2013, the Office of Integ-
rity reports directly to the Office of the Deputy Director and over-
sees adherence to Secret Service code of conduct by impartially ad-
judicating employee misconduct in a fair, consistent, and timely
manner. In accordance with the Table of Penalties and taking into
consideration any mitigating factors such as the acceptance of re-
sponsibility or aggravating factors such as whether an employee
holds a supervisory position, the Deputy Chief Integrity Officer will
prepare a formal disciplinary proposal for presentation to the em-
ployee. Employees subject to disciplinary action are afforded cer-
tain procedural rights pursuant to Title 5 of the United States
Code, regulations issued by OPM, and corresponding Secret Service
disciplinary procedures. There is no doubt that the resulting proc-
ess can take time and can be cumbersome. However, that system
was put in place by Congress to protect the rights of the govern-
ment employees, and we at the Secret Service must respect and op-
erate within that framework.

The foundation of this discipline process is strong. Standards of
conduct will, however, need to be periodically reinforced and in
some instances adjusted, and the consequences for failing to meet
them will need to be clearly communicated. These functions are
core responsibilities of the Office of Integrity.

For instance, following the March 4 incident, Director Clancy, in
coordination with my office, issued an official message to all Secret
Service employees making clear that they are required to report
through their chain of command any activities that violate the Se-
cret Service standards of conduct.

Secret Service employees are provided with a number of avenues
to report misconduct, including the ombudsman, the OPR, Inspec-
tion Division, the DHS OIG, or the U.S. Office of Special Counsel.
Those who fail to properly report misconduct will be held account-
able.

In summary, the Secret Service is committed to ensuring a strict
code of professional conduct, a transparent process for admin-
istering discipline, and accountability regardless of rank or grade.
While it is ultimately the individual responsibility of employees to
adhere to the standards of conduct, the Secret Service understands
that it must provide its employees with clear, comprehensive poli-
cies, and mechanisms to reinforce them. When misconduct is found
to have occurred, there should be no doubt that there is a mecha-
nism in place to deal with it swiftly, fairly, and consistently.

Chairman Sensenbrenner, Ranking Member Jackson Lee, this
concludes my testimony. I appreciate the opportunity to explain the
Secret Service disciplinary policy and I welcome any questions you
may have. Thank you.

[The prepared statement of Mr. Hughes follows:]
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Statement of Mark Hughes
Chief Integrity Officer, United States Secret Service
Department of Homelaud Security

Before the Commiittee on the Judiciary
Subcommittee on Crime, Terrorism, Homeland Security, and Investigations
United States House of Representatives

April 15,2015

Good afternoon Chairman Sensenbrenner, Ranking Member Jackson Lee, and distinguished
members of the Committee. Thank you for the opportunity to appear before you to discuss
recent enhancements to United States Secret Service (Secret Service) policies and procedures
that address allegations of employee misconduct and any subsequent disciplinary actions. The
Secret Service takes allegations of employee misconduct seriously. Any employee, regardless of
rank or position, who engages in misconduct, will be held accountable for his or her actions.
This includes employees failing to report an incident, supervisors inappropriately choosing not to
act on information reported to them, or any acts taken or threats of retaliation against an
employee who reports misconduct.

QOur workforce takes great pride in successfully carrying out the vital mission of our agency on a
daily basis around the world. Unfortunately, the successes of the many have recently been
overshadowed by the unacceptable failures of the few, resulting in significant changes to the way
in which the Secret Service adjudicates allegations of employee misconduct.

Very shortly after the misconduct by Secret Service employees in Cartagena, Colombia in April
2012, the Secret Service established a Professionalism Reinforcement Working Group (PRWG)
in May 2012. The PRWG, co-chaired by former Director John Berry of the Office of Personnel
Management (OPM) and Director Connie Patrick of the Federal Law Enforcement Training
Center (FLETC), consisted of a panel of five government executives, supported by
approximately 70 subject matter experts from the Office of Personnel Management (OPM),
FLETC, the Federal Bureau of Investigation (FBI), the U.S. military, and the Secret Service.
The PRWG was tasked with three major responsibilities: 1) review the Secret Service controls
on professional conduct; 2) benchmark the Secret Service against other similar agency best
practices; and 3) identify any areas where the Secret Service excelled and areas where there is a
need for enhancement.

Following an eight-month review, the group found that, while a number of the Secret Service’s
procedures were identified as best practices, and many more were found to be consistent with its
peer organizations, there were areas identified where enhancements could be implemented to
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further support its workforce. The PRWG issued seventeen recommendations with the goal of
reinforcing professionalism within the workforce. The Secret Service accepted all of the
recommendations, many of which were implemented by the end of 2013, and, in accordance
with a strategic action plan, all seventeen were fully adopted by the end of 2014.

As the PRWG was winding up its actions, the Department of Homeland Security’s (DHS) Office
of the Inspector General (O1G) began an audit and issued a report aimed at assessing Secret
Service “Efforts to Identify, Mitigate, and Address Instances of Misconduct and Inappropriate
Behavior.”' In its report issued December 19, 2013, the DHS OIG, “did not find evidence that
misconduct is widespread in [the] USSS.™® However, the report contained recommendations for
the agency. Many of these recommendations concerned matters that overlapped with the
recommendations of the PRWG, some of which had already been fully implemented by the
Secret Service. Regardless, by the middle of April 2014, all recommendations issued by the
DHS OIG had been completed and the recommended procedural changes fully established.

Several of the recommendations made by the PRWG and the OIG focused on establishing a
robust disciplinary process grounded in transparency, consistency, and fairness. In order to meet
these objectives, enhanced training and educational materials emphasizing the expectation of
ethical behavior and conduct were made available to all employees. The Secret Service
introduced updated training on ethics and standards of conduct; developed new briefings on
professionalism that are given prior to major protective events and all overseas protective trips;
and issued a user-friendly Ethics Desk Reference Guide for all employees. This guide, published
in January 2013, highlights our core values, compliance principles, standards of conduct, security
clearance adjudication guidelines, and the expectation that all employees must adhere to
standards of ethical conduct.

The recommendations also led to the establishment of an Office of Integrity that focused on
issues of integrity and professional standards, a new set of disciplinary policies and procedures,
and the development of a Secret Service Table of Offense Codes and Penalty Guidelines (Table
of Penalties) to ensure fairness and consistency in the disciplinary process.

Established in December 2013, the Office of Integrity reports to the Office of the Deputy
Director and oversees adherence to the Secret Service’s code of conduct by impartially
adjudicating employee misconduct in a fair, consistent, and timely manner. The Chief Integrity
Officer and the Deputy Chief Integrity Officer apply the guidance contained in the Secret Service
Table of Penalties developed and implemented in November 2013. The Table of Penalties
identifies specific actions that constitute misconduct and the range of discipline associated with

! Dep’t of Homeland Security Office of Inspector Gen.. Adequacy of USSS Efforts To Identify, Mitigate, and
Address Instanccs of Misconduct and Tnappropriatc Behavior, December 2013.
*id. atl.
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each type of infraction. The Table of Penalties also sets out aggravating and mitigating factors
for consideration in assessing an appropriate penalty for a provable offense of misconduct.
These enhancements improved the process for reporting and adjudicating allegations of
misconduct.

As the process now stands, if an initial complaint is received by a front line supervisor, he/she is
required, outside of a limited number of minor violations, to report the allegation through their
chain of command to the Secret Service Office of Professional Responsibility (OPR). Pursuant
to DHS Management Directive 0810.1 (Appendix A), if the matter concerns an allegation of
misconduct against a GS-15 level employee or above, an allegation of criminal misconduct, or
other serious non-criminal misconduct, the OPR must refer this matter to the DHS OIG who may
accept the case for investigation, refer the case back to the OPR, or choose to work with the OPR
in its investigation of the case.

If the case need not be referred to the DHS OIG, DHS OIG declines the case, or once the DHS
OIG investigation has been completed, OPR has a responsibility to convene and chair the Secret
Service Intake Group (Intake Group) to review the allegations of misconduct. The Intake Group
is comprised of the Special Agent in Charge of the Inspection Division; the Chief of the Security
Clearance Division or higher; the Deputy Chief Integrity Officer; an attorney from the Office of
the Chief Counsel; and a representative from the affected employee’s Assistant Director’s
Office. The Intake Group has a responsibility to examine the allegation to: 1) determine whether
further investigation by the Inspection Division is warranted, 2) refer allegations of misconduct
where additional information is not warranted to the Office of Integrity for appropriate
administrative action; 3) administratively close cases where allegations of misconduct are
unfounded, lacking in specificity, or where no violation of Secret Service policy has occurred;
and 4) refer the matter to the appropriate management official when appropriate.

Ultimately, substantiated allegations are presented to the Office of Integrity. Once received by
the Office of Integrity, the Deputy Chief Integrity Officer will prepare a formal disciplinary
proposal to present to the employee. This proposal is based on evidence and information
provided to the Deputy during the intake process and through the reports of investigation, if in
fact an investigation occurred. The Deputy uses this information in accordance with the Office
of Integrity disciplinary policies and the Table of Penalties to prepare his proposed formal action.
Consideration is given to a number of mitigating (e.g., acceptance of responsibility) and/or
aggravating (e.g., holding a supervisory position at the time of the offense, prior disciplinary
action, notoriety of the offense) factors. The Deputy Chief Integrity Officer is also the issuing
official for reprimands and the proposing official for all adverse actions.

Once an employee is issued a disciplinary action, the employee facing such action is afforded
certain statutory procedural rights pursuant to Title 5 of the United States Code, implemented
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through regulations issued by OPM,” and corresponding Secret Service disciplinary procedures.
These rights may include: (1) at least 30 days’ advance written notice stating the specific reasons
for the proposed action; (2) a reasonable time, but not less than seven days, to answer orally and
in representation byan attorney or other representative; and (4) a written decision and the specific
reasons therefore at the earliest practicable date.* These procedural safeguards, mandated by
Congress in the case of proposed removals, suspensions, and demotions, must be respected and
preserved.

1t should be noted that, if practicable, an employee is carried in an active duty status prior to and
during any mandatory disciplinary notice period and any investigative period that precedes the
issuance of the proposal. An employee may be placed in a paid, non-duty status (administrative
leave) prior to and during this notice period when the retention of the employee in an active duty
status may pose a threat to the employee or others, result in loss or damage to government
property, or otherwise jeopardize legitimate government interests, including security.
Additionally, where an employee’s security clearance has been suspended or where the agency
has reasonable cause to believe that the employee has committed a crime for which
imprisonment may result, the employee may be proposed for and then placed on indefinite
suspension (unpaid suspension) until the underlying matters are resolved.

The Chief Integrity Officer is the deciding official for all adverse actions. He/she hears oral
responses, reviews written submissions, and issues final written decisions on disciplinary actions.

In assessing and determining the appropriate penalty to impose for employee misconduct, the
Chief Integrity Officer and Deputy Chief utilize the Secret Service’s Table of Penalties as
instructive guidelines as well as the Douglas Factors, twelve criteria established by the Merit
Systems Protection Board (MSPB). The employee is ultimately issued a written decision that
provides the specific reasons for the disciplinary decision as required under Title 5, OPM rules,
and Secret Service policy. The written decision must also provide the employee notice of his/her
appeal rights, which may include the right to grieve the decision to the Secret Service Discipline
Review Board (DRB), appeal to the MSPB, file an Equal Employment Opportunity complaint
alleging discrimination, or contact the Office of Special Counsel alleging whistleblower reprisal.

After the decision is issued, a non-SES employee may request review before the DRB, which has
the authority to vacate, mitigate, or uphold the charge and penalty consistent with the Table of

Penalties.” Alternatively, if the disciplinary action consists of a suspension of over fourteen
days, a demotion, or a removal action, the employee may appeal to the MSPB.°

*5US.C §7511-7513:5CFR. § 752

' 1d,

? An SES-level employee cannot appeal to the DRB.

S5U.8.C. §7701. Asnoled above, the cmployce can also file a complaint with the Equal Employmient Opportunily
Commission or the Office of Special Counsel.
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If the employee files an appeal with the MSPB after the employee has been separated from or
suspended from Federal service, the burden will be on the agency to prove all facets of the
charge against the employee by a preponderance of the evidence, i.e., that the facts underlying
the charge occurred, that they constitute misconduct, that the penalty promoted the efficiency of
the service, and that the penalty was reasonable given the charges. In order to determine whether
the agency has met its burden of proof by preponderant evidence, the MSPB will require the
submission of documentary evidence and will allow for a period of discovery, including the
opportunity for depositions, interrogatories, document requests, and requests for admissions.
Once the period of discovery is closed, the MSPB will attempt to settle the case without a
hearing. If unable to resolve the matter at this stage and when requested by the employee, the
MSPB is required to hold a hearing where witnesses will provide sworn testimony and be subject
to direct and cross examination.

After the close of the hearing record, the MSPB Administrative Judge will issue a written Initial
Decision in the matter. If this decision upholds the agency’s disciplinary action, the employee
may appeal the decision to the full MSPB Board. If the full Board rules against the employee,
the employee may bring the case before the United States Court of Appeals for the Federal
Circuit.

The statutory, regulatory, and policy system described above protects the rights of government
employees and we at the Secret Service work within and respect it.

While aggressively attempting to curtail instances of employee misconduct, the Secret Service
will, like any large organization, continue to face isolated incidents requiring an appropriate
response. All Secret Service employees must abide by the highest standards of professional
conduct, whether on-duty or off-duty, and regardless of whether or not a particular behavior is
prohibited in the Table of Penalties. As stated in the Secret Service manual, the absence of an
offense code for a particular act does not mean that such an act is condoned, acceptable or that it
will not result in adverse action or discipline.

The key to this process is the reporting of misconduct. Incidents may not receive the proper
review unless employees are willing to come forward and report what they have done, seen, or
heard. The Secret Service provides its workforce a number of avenues to report misconduct
including the Secret Service’s Ombudsman, the Secret Service’s Office of Professional
Responsibility, the Secret Service’s Inspection Division, the DHS OIG, or the U.S. Office of
Special Counsel.

The foundation of this discipline process is strong; however, standards of conduct will need to be
periodically reinforced, and, in some instances, adjusted, and the consequences for failing to
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meet them will need to be communicated. These functions are core responsibilities of the Office
of Integrity beyond meting out discipline. For instance, following the March 4™ incident,
Director Clancy, in coordination with my office, issued an official message to all Secret Service
employees making clear that they are required to report through their chain of command any
activities that violate the Secret Service standards of conduct or that otherwise negatively impact
the mission of the Secret Service. The official message further stated that failure by an employee
to make such notifications may result in disciplinary action.

In addition, policy regarding the use of Government Owned, Leased, or Rented vehicles (GOV)
has recently been updated. Effective March 23, 2015, Secret Service employees are prohibited
from operating a GOV within ten (10) hours of consuming any amount of alcohol. All previous
policies regarding the consumption of alcohol and the operation of a GOV were rescinded
insofar as they may have been viewed as inconsistent with this policy. On that same date, in
coordination with my office, Deputy Director Magaw issued an official message to all Secret
Service employees emphasizing that any employee who violates this policy will be subject to the
full range of available disciplinary and adverse actions up to and including removal from
employment.

The Secret Service is committed to ensuring a strict code of professional conduct, a transparent
process for administering discipline, and accountability regardless of rank or grade. While it is
ultimately the individual responsibility of employees to adhere to the standards of conduct, the
Secret Service understands that it must provide its employees with clear, comprehensive policies
and mechanisms to enforce them. When misconduct is found to have occurred, those within and
outside the Secret Service should be confident that there is a mechanism in place to deal with it
swiftly, fairly, and consistently.

Chairman Sensenbrenner, Ranking Member Jackson Lee, this concludes my written testimony. 1
appreciate the opportunity to explain Secret Service disciplinary policy, and I welcome any
questions you may have.
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Department of Homeland Security
Management Directive System
MD Number: 0810.1
Issue Date: 6/10/2004

THE OFFICE OF
INSPECTOR GENERAL

Purpose

This directive established Department of Homeland Security (DHS) policy regarding the
Office of Inspector General (OlG). Any prior Management Directive and any instruction
or agreement of any kind issued by or entered into by any DHS official or Component
that is inconsistent in any respect with this directive is hereby superseded to the extent
it is inconsistent with this directive.

Scope

This directive applies to all DHS organizational elements (OEs), including all-employees,
contractors, and grantees.

Authorities
A. The Inspector General Act of 1978, as amended

B. The Homeland Security Act of 2002, as amended, codified in Title 6, US
Code

Definitions

A OE Offices — As used in this Management Directive, the term OE offices
inciude all Organizational Elements offices of internal affairs, inspections, audits
or Professional Responsibility. This term also includes the DHS Office of
Security.

B. DHS QOrqganizational Element — As used in this directive, the term DHS
Organizational Element (OE) shall have the meaning given to the term DHS
Organizational Element in DHS MD 0010.1, Management Directives System and
DHS Announcements. This includes Elements such as the Bureau of Customs
and Border Protection, the United States Coast Guard, the Federal Emergency
Management Agency, etc. It also includes entities that report to DHS
Organizational Elements, such as National Laboratories.

MD # 0810.1
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V. Responsibilities

A

B.

The Heads of DHS Organizational Elements shall:

1. Promptly advise the OIG of allegations of misconduct in
accordance with the procedures described in Appendix A, and when they
become aware of any audit, inspection or investigative work being
performed or contemplated within their offices by or on behalf of an OIG
from outside DHS, the General Accounting Office, or any other law
enforcement authority, unless restricted by law;

2. Ensure that, upon request, OIG personnel are provided with
adequate and appropriate office space, equipment, computer support
services, temporary clerical support and other services to effectively
accomplish their mission;

3. Provide prompt access for auditors, inspectors, investigators, and
other personnel authorized by the OIG to any files, records, reports, or
other information that may be requested either orally or in writing;

4. Assure the widest possible dissemination of this directive within
their OEs. They may issue further instructions as necessary to implement
this policy. Any such further instructions shall not conflict with this MD and
shall be provided to the OIG immediately upon issuance;

5. Assist in arranging private interviews by auditors, inspectors,
investigators, and other officers authorized by the OIG with staff members
and other appropriate persons;

6. Advise the OIG when providing classified or sensitive information to
the OIG to ensure proper handling.

DHS employees shall report suspicions of violations of law or regulation

to the DHS Office of Inspector General or the appropriate OE offices, and will
likewise:

1. Cooperate fully by disclosing complete and accurate information
pertaining to matters under investigation or review;

2. Inform the investigating entity of any other areas or activities they
believe require special attention;

3. Not conceal information or obstruct audits, inspections,
investigations, or other official inquiries;

MD # 0810.1
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4. Be subject to criminal prosecution and disciplinary action, up to and
including removal, for knowingly and willfully furnishing false or misleading
information to investigating officials; and

5. Be subject to disciplinary action for refusing to provide documents
or information or to answer questions posed by investigating officials or to
provide a signed sworn statement if requested by the OIG, unless
questioned as the subject of an investigation that can lead to criminal
prosecution.

Policy and Procedures

A The QIG, while organizationally a Component of the DHS, operates
independent of the DHS and all offices within it. The OIG reports to the
Secretary. Under circumstances specified by statute, the Secretary, upon written
notification to the OIG which then must be transmitted to Congress, can
circumscribe the OIG’s access to certain types of sensitive information and
exercise of audit, investigative, or other authority. The DHS Inspector General is
the head of the OIG.

The OIG is authorized, among other things, to:
1. Administer oaths;

2. Initiate, conduct, supervise and coordinate audits, investigations,
inspections and other reviews relating to the programs and operations of
the DHS;

3. Inform the Secretary, Deputy Secretary, and the Congress fully and
currently about any problems and deficiencies relating to the
administration of any DHS program or operation and the need for, and
progress of, corrective action;

4. Review and comment on existing and proposed legislation and
regulations relating to DHS programs, operations, and personnel;

5. Distribute fina} audit and inspection reports to appropriate
authorizing and oversight committees of the Congress, to all headquarters
and field officials responsible for taking corrective action on matters
covered by the reports and to Secretarial officers, office heads, and other
officials who have an official interest in the subject matter of the report;

MD # 0810.1
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6. Receive and investigate complaints or information from employees,
contractors, and other individuals concerning the possible existence of
criminal or other misconduct constituting a violation of law, rules, or
regulations, a cause for suspension or debarment, mismanagement, gross
waste of funds, abuse of authority, or a substantial and specific danger to
the public health and safety, and report expeditiously to the Attorney
General whenever the Inspector General has reasonable grounds to
believe there has been a violation of Federal criminal law;

7. Protect the identity of any complainant or anyone who provides
information to the OIG, unless the OIG determines that disclosure of the
identity during the course of the investigation is unavoidable.

Further, the OIG shall:

8. Follow up on report recommendations to ensure that corrective
actions have been completed and are effective;

9. Prepare a semiannual report to the Secretary and the Congress,
summarizing OIG audit and investigative activities within DHS. Section
5(a) of the Inspector General Act of 1978, as amended, requires this
report.

B. Allegations received by the OIG or OF offices shall be retained or referred
in accordance with Appendix A of this MD. The only exception to this
requirement is that the OIG and the United States Secret Service will adhere to
the terms of the Memorandum of Understanding entered into between those two
entities on December 8, 2003, and as may be amended from time to time.

C. Standards. Audits shall be conducted consistent with the standards
issued by the Comptroller General of the United States. Inspections and
investigations shall be conducted consistent with the quality standards issued by
the President’'s Council on integrity and Efficiency (PCIE).

D. Questions or Concerns. Any questions or concerns regarding this
directive should be addressed to the OIG.

MD # 0810.1
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The categories of misconduct identified below shall be referred to the OIG. Such
referrals shail be transmitted by the OE offices immediately upon receipt of the
ailegation, and no investigation shall be conducted by the OE offices prior to referral
unless failure to do so would pose an imminent threat to human life, health or safety, or
result in the irretrievable loss or destruction of critical evidence or witness testimony. In
such extraordinary situations, the OIG will be contacted as soon as practical, and all
information and evidence collected by the OE office shall then be provided to the OIG
as part of the OE referral to the OIG. The OIG will accept and retain all such allegations
for investigation subsumed under this exigent circumstance exception.

- All allegations of criminal misconduct against a DHS employee;

- Al allegations of misconduct against employees at the GS-15, GM-15
level or higher, or.against employees in the OF offices;

= All allegations of serious, noncriminal misconduct againsta law
enforcement officer. “Serious, noncriminal misconduct” is conduct that, if
proved, would constitute perjury or material dishonesty, warrant
suspension as discipline for a first offense, or result in loss of law
enforcement authority. For purposes of this directive, a “law enforcement
officer” is defined as any individual who is authorized to carry a weapon,
make arrests, or conduct searches;

- All instances regarding discharge of a firearm that results in death or
personal injury or otherwise warrants referral to the Civil Rights Criminal
Division of the Department of Justice;

- All allegations of fraud by contractors, grantees or other individuals or
entities receiving DHS funds or otherwise engaged in the operation of
DHS programs or operations;

- All allegations of visa fraud by DHS employees working in the visa
issuance process.

In addition, the OIG will investigate allegations against individuals or entities that do not
fit into the categories identified above if the allegations reflect systemic violations, such
as abuses of civil rights, civil liberties, or racial and ethnic profiling, serious management
problems within the depariment, or otherwise represent a serious danger to public
health and safety.

A1
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With regard to categories not specified above, the OE offices will initiate the
investigation upon receipt of the allegation, and shall notify within five business days the
OlG’s Office of Investigations of such ailegations. The OIG shall notify the OE offices if
the OIG intends to assume control over or become invoived in such an investigation, but
absent such notification, the OE office shall maintain full responsibility for these
investigations.

Any allegations received by the OIG that do not come within the categories specified
above, or that the OIG determines not to investigate, will be referred within five business
days of receipt of the allegation by the OIG to the appropriate OE office along with any
confidentiality protections deemed necessary by the OIG.

The OE offices shall provide monthly reports to the OIG on all open investigations. In
addition, upon reguest, the OE offices shall provide the OIG with a complete copy of the
Report of Investigaticn, including all exhibits, at the completion of the investigation.
Similarly, the OIG shall provide the OE offices, upon request, with a complete copy of
any Report of Investigation relating to its OE, inciuding ail exhibits, at the completion of
the investigation. The OIG shall have the right to request more frequent or detailed
reports on any investigations and to reassert at any time exclusive authority or other
involvement over any matter within its jurisdiction.

A-2
MD # 0810.1



61

MEMORANDUM OF UNDERSTANDING
. BETWEEN
THE UNITED STATES SECRET SERVICE
AND THE COFFICE OF THE INSFECTOR GENERAL
DEPARTMENT OF HOMELAND SECURITY

The United States Secret Service (USSS), an orgenizational component of the
Department of Homeland Security (DHS), operates within the Department under the authority
and responsibilities enumerated in Title VIII, Subtitle C of the Homeland Security Act of 2002,
as amended (the Act), and includes those responsibilities described generally in Section 1512 of
the Act, as well as in various delegations of euthority issued by the Secretary of DHS (the
Secretary). The agency’s dual stamtory missions of protection and criminal investigations are
more fully enumerated at Title 18, United States Codes, Section 3056 (Section 3056), and Title
3, United States Code, Section 202 (Section 202), and various other statutes.

The Office of the Inspector Generat (O1G), an organizational component of DHS,
operates within the Department under the authority and responsibilities enumerated in Title VIII,
Subtitle B of the Act, as amended, and the Inspector General Act of 1978, as amended, and
includes authority and responsibility acquired pursuant to Section 1512 of the Act.

To prevent duplication of effort and ensure the most effective, efficient and appropriate
use of resources, the Secret Service and the OIG enter into this Memorandum of Understanding.

The categories of misconduct listed below shall be referred to the QIG. Such referrals
shall be transmitted by the USSS Office of Inspection immediately upon the receipt of adequate
information or atlegations by the USSS Office of Inspection to reascnably conclude that
misconduct may have oceurred, and no investigation shall be conducted by the USSS Office of
Inspection prior to the refermal. In cases involving exigent circumstances, if the OIG decides to
investigate the allegation but is unable to do so immediately, the USSS Office of Inspection will
conduct the investigation until the OIG is able to take it over. In cases not involving exigent
circumstances, the OIG will determine within one business day of the referral whether to
investigate the allegation itself or to refer the matter back to the USSS Office of Inspection for
investigation. If no determination is communicated to the USSS Office of Inspection within one
business day of the referral, the USSS Office of Inspection may initiate the imvestigation, The
acceplance of a referral by the OIG reflects a determination that available investigative resources
will be able to conclude the referred investigation within a reasonable time. This will afford the
agency a reasonable opportunity to act expeditiously, if necessary, regarding the allegations.

- All allegations of eriminal misconduct against a USSS employee;

- All allegations of misconduct against employees at the GS-15, GM-15
level or higher, or against employees in the USSS Office of Inspection;

- All allegations regarding misuse or improper discharge of a firearm (other
than accidental discharge during training, qualifying or practice);
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- All allegations of fraud by contractors, grantees or other individuals or
entities recciving Department funds or otherwise engaged in the
operation of Department programs or operations.

In addition, the IG will investigate allegations against individuals or entities who do
not fit into the categories identified above if the allegations reflect systemic violations, such
as abuses of civil rights, civil liberties, or racial and ethnic profiling; serious management

problems within the Department, or otherwise represent a serious danger to public health and
safety.

With regard to categories of misconduct not specified above, the USSS Office of
Inspection should initiate investigation upon receipt of the allegation, and shall notify within
five business days the O1G’s Office of Investigations of such allegation. The OIG shall notify
the USSS Office of Inspection if the OIG intends to assume control or become involved in an
investigation, but absent such notification, the USSS Office of Inspection shall maintain full
responsibility for these investigations.

Pursuant to Section 811(a) of the Act, OIG audits, investigations, and subpoenas
which, in the Secretary’s judgment, constitute a serious threat to the protection of any person
or property afforded protection pursuant to Section 3056 or Section 202, or any provision of
the Presidential Protection Assistance Act of 1976, may be prohibited. Accordingly, to assure
proper and timely responses to OIG requests for information or records, all OIG plans for
audits involving the Secret Service shall be communicated via entrance letter by the 0IG
either directly to the USSS Office of Inspection or to the Office of the Deputy Director; any
OIG investigation shall be communicated orally or via e-mail to the same entities. Any
Secret Service Headquarters' concem under section 811(a) regarding the scope or direction of
a planned audit or investigation will be raised and resolved expediticusly with OIG officials,
or immediately communicated to the Secretary in the absence of resolutinn.

The USSS Office of Inspection shall provide a monthly report to the OIG on all open
investigations, In addition, the USSS Office of Inspection, upon request, shall provide the
QIG with a complete copy of the Report of Investigation, including all exhibits, at the
completion of the investigation. Similarly, the OIG shall provide the USSS Office of
Inspection, upon request, with a complete copy of any Report of Investigation relating to the
Secret Service, including ail exhibits, at the completion of the investigation. The OIG shall
have the right to request meore frequent or detailed reports on any investigations end to
reassert al any time exclusive authority or other involvement over any matter within its
jurisdiction.

This MOU shall be effective upon the signature of both partis
effect until revoked by one party upon thirty day’s written notice to

WK rih et

Chireetor oLk United States Acting Inspector General

Secret Service / )
; T
Dated: /2/5~‘§;5 Dated: ]; 21 f o’

nel shall remain’in
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Mr. SENSENBRENNER. Thank you very much.

I yield myself 5 minutes.

First, I would like to commend the two Inspectors General here,
Mr. Horowitz and Mr. Roth, for a very comprehensive and enlight-
ening report. Very infrequently do witnesses get commended from
the Chair. Please note that this time both of you are being com-
mended from the Chair, and we hope that this is a string that con-
tinues.

Now, to Mr. Whaley and Mr. Hughes, let me give a couple of in-
stances, particularly with the DEA.

In 2010, there was a special agent in Bogota, Colombia who was
a frequent patron of prostitutes, and on one of them he beat her
up and left her bloody. He was ultimately suspended for 14 days.

And the next year, in 2011, a DEA agent solicited sex from an
undercover police officer in D.C. He was suspended for 8 days.

And then in 2012, we know the DEA agents engaged in sex par-
ties with prostitutes supplied by drug cartels, meaning the bad
guys that law enforcement is supposed to be penetrating and bring-
ing to justice.

Now, of those 10 agents, two received letters of reprimand, one
retired. The remaining seven were suspended by the DEA for poor
judgment or conduct unbecoming for 2, 1, 3, 3, 9, 10, and 8 days,
respectively.

Now, this behavior is probably more likely to occur in a frat
house or result in going up to the big house but has nothing to do
with a law enforcement agency that depends upon the respect of
the public for the support both in terms of appropriations as well
as credibility in what they do.

Now, let me ask you first, Mr. Whaley, since these were DEA
agents. Just in your personal and private opinion, how long do you
think those suspensions should have been? We will start out with
the one who, in Colombia, was a frequent patron of prostitutes and
left one of them beaten and bloody. Is 14 days enough?

Mr. WHALEY. Sir, that behavior that that agent engaged in is ab-
solutely deplorable to me, and

Mr. SENSENBRENNER. Should he have been fired?

Mr. WHALEY. In my opinion, he should have been fired. Yes, sir.

Mr. SENSENBRENNER. Okay. Now, what is wrong with the sys-
tem? Why wasn’t he fired?

Mr. WHALEY. Well, DEA’s disciplinary system is comprised of
three parts, the OPR——

Mr. SENSENBRENNER. You have already told us what the three
parts are.

Mr. WHALEY. Yes.

Mr. SENSENBRENNER. You think he should be fired. I think ev-
erybody on this Subcommittee thinks he should be fired. What
changes in the system are needed to make sure that somebody who
is a repeat offender, from what was in the report, is fired?

Mr. WHALEY. Sir, the decision to fire someone would be that of
the deciding official. I thought the behavior exhibited by that man
was deplorable, and if I had the power I would have fired him.

Mr. SENSENBRENNER. Okay.

Mr. WHALEY. But it would be up to the deciding official to
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Mr. SENSENBRENNER. Now, in D.C., soliciting a prostitute who
was an undercover police officer only got a suspension. Isn’t that
a tap on the wrist?

Mr. WHALEY. I was particularly offended by that case because
you had an undercover police officer that was a witness against the
agent, and I agree in that case that he should have been removed
from service as well.

Mr. SENSENBRENNER. Okay. Then we have the DEA agents who
were engaged in sex parties with prostitutes supplied by drug car-
tels. The longest suspension was 10 days, and I listed a whole
bunch of other numbers. Obviously, if you are engaged in a sex
party with prostitutes that are supplied by the folks that you are
supposed to be enforcing the law against, that certainly is the ulti-
mate conflict of interest.

Now, do you think that maybe we should have kind of a suspen-
sion suggestion, like we do with the sentencing guidelines and try-
ing to match offenses, so that somebody at least has an acceptable
period of suspension depending upon how heinous the offense is?

Mr. WHALEY. Sir, in the instance you are referring to in Bogota,
I was concerned not only by the sexual conduct engaged in by the
agents with prostitutes and living quarters and the close proximity,
but also the transactions that were going on between them. So in
that case, yes, absolutely, I think they were under-punished.

Mr. SENSENBRENNER. Well, you can understand why Congress
and the public is upset when we see this outrageous behavior that
is happening, and in every one of these instances I have cited the
suspension has been less than a light tap on the wrist.

The gentlewoman from Texas, Ms. Jackson Lee.

Ms. JACKSON LEE. Thank you very much, Mr. Chairman. I join
you in this hearing and I believe this is an important hearing. Re-
sponsibilities that we have on behalf of the American people is for
oversight.

Let me say that I am sickened by the series of stories that we
have had to face in our local communities as we have opened our
local newspapers, because most of Americans view all of the serv-
ices that are before me, from the FBI, who is not present, but the
DEA, the ATF, the Secret Service, U.S. Marshalls and beyond, in
a very high level of respect.

You carry the mantra, the red, white and blue, the stars and
stripes, the highest level of integrity. And frankly, I am very dis-
appointed that we are even having to have this hearing.

I just want to take just a moment as I make just a comment
about law enforcement and the concepts of criminal justice that I
wanted to make mention of in my opening statement. This is the
first criminal justice committee hearing since the killing of Walter
Scott and the unfortunate incident in Arizona where one was to
have a stun gun but yet had a gun that wound up in the death
of an individual in Arizona.

I would indicate that I hope and look forward to the fact of being
able to have hearings on the use of lethal force by state and local
police departments, educational requirements, mental health and
psychological evaluations, and training in non-violent conflict reso-
lution received by officers and recruits, the use of technological de-
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vices such as body cameras, the state of social science such as se-
curing statistics about the use of lethal force.

And I say that because there are many people in America, no
matter what their racial background, who are crying out for relief.
The victim’s mother, meaning Walter Scott’s mother, the incident
that happened in South Carolina, stated that “I almost couldn’t
look at it to see my son running defensively, being shot. It just tore
my heart to pieces. I pray that this never happens again.” And I
think we in the United States Congress have a responsibility to
make sure that it never happens again.

As a segue to my series of questions, I hope that what we are
confronting today on the Federal level, that we can say that it
never happens again.

Let me quickly, Mr. Horowitz—and I will be stopping questioning
since I want to get to a number of questions—your detailed IG re-
port made reference, I believe, to the fact that there may have been
few, but our review of the handling of these allegations of harass-
ment and sexual misconduct reveal some significant systemic
issues with the components processes that we believe require
prompt corrective action.

So let me pointedly say to you, why is there not a process to fire
these bad actors?

Mr. HorowiTz. Congresswoman, there is a process, and the dis-
ciplinary process that goes forward under Title 5 would require a
charging decision, and one of the concerns we highlighted, as you
noted, was the charges being filed. The charges being filed were not
the charges that the table that the DEA provides for these kind of
offenses. Had certain charges been brought, a minimum 14-day
penalty would have been required, up to possible removal. In the
sexual harassment case that we cited in our report, if sexual har-
assment had been charged and found, removal would have been the
only penalty.

So one of our concerns was, like in many decisions you make
with discretion, what decisions were being made at DEA about
what to charge, and the most serious penalties, the most appro-
priate charges it didn’t seem to us were being filed.

Ms. JACKSON LEE. Let me move to Mr. Roth. Thank you.

Mr. Roth, you mentioned in your statement, you discuss prob-
lems with the corruption of border agents and CBP. Please tell us
more about these issues, whether the agencies involved are appro-
priately addressing the problems. I really need a succinct, quick
answer.

Mr. RoTH. Certainly. When we talk about border corruption, we
are talking about criminal activity, largely. We work closely with
the CBP internal affairs offices and the U.S. Attorney’s Office

Ms. JACKSON LEE. So the point is?

Mr. RoTH. They are addressing it, usually through criminal
means.

Ms. JACKSON LEE. Mr. Whaley, with the DEA, let me say that
I was in Colombia during this horrific incident, and I think we
should read into the record that the report states that DEA agents
had sex parties with prostitutes hired by local drug cartels over-
seas for several years. One of those happened to be in Colombia.
That triggered the investigation in the Secret Service.
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So it is baffling to me—it is alleged that three supervisory DEA
agents were provided with money, expensive gifts, and weapons
from drug cartel members. It baffles that we do not have an expe-
dited process, and I, for one, am a strong supporter of the rights
of workers. But the question is, if you already had a record of com-
plete ignoring of the rights of individuals, tell me why some imme-
diate changes were not made.

Mr. WHALEY. The investigation in Bogota happened in 2010,
prior to the Cartagena in 2012, and both of them were decided at
approximately the same time.

Mr. SENSENBRENNER. The time of the gentlewoman has expired.

The gentleman from Virginia, the Chair of the full Committee,
Mr. Goodlatte.

Mr. GOODLATTE. Thank you, Mr. Chairman.

I have said many times how much respect I have for Federal law
enforcement officers who combat the drug cartels and the scourge
of drugs in this country, who track down terrorists and prevent ter-
rorist attacks, who put their lives on the line to protect the Presi-
dent of the United States and others, and the people around him.
But that is not why we are here today. This is very concerning to
me.

Mr. Whaley’s testimony says that the DEA generally has an ex-
cellent working relationship with the Office of the Inspector Gen-
eral, particularly when it comes to investigative matters. So I want
to ask you, Mr. Horowitz, do you agree with that statement, and
are you confident that the DEA is committed to reform in this
area?

Mr. HOROWITZ. As we noted in our report, we had serious con-
cerns in this review as to how we were given materials. On the in-
vestigative side, we have had a strong relationship. We have had
difficulties up until recently with regard to audits and reviews like
this one. That has improved recently, and I will say that the prob-
lems currently are primarily with the FBI.

Mr. GOODLATTE. So you were not getting cooperation prior to
this, but with the DEA you are getting more cooperation now with
regard to the data and information and the ability to go in and ex-
amine and conduct an audit?

Mr. HorowiTz. That is correct. In fact, Section 218 I think has
had an impact in a positive way with regard to the compliance by
DEA.

Mr. GOODLATTE. Now, with regard to the FBI, your testimony
and your report discusses the failures of the DEA and the FBI to
promptly provide all the information you requested despite the re-
quirements in Section 218 of the Fiscal Year 2015 Appropriations
Act, where we specifically address this. Is there a legislative solu-
tion to this problem beyond what we have already done?

Mr. HorowITZ. I have to say, I think the law is clear that we
should be getting the materials. I think the appropriators, frankly,
will have to look and Congress will have to consider what it means
for an organization to not follow a crystal clear provision that Con-
gress has put in place.

Mr. GOODLATTE. In other words, we could withhold some funds
from an agency for failure to comply.
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Mr. HorowITZ. I think it is up to the Congress to decide how to
treat such a——

Mr. GOODLATTE. You know, I hate to do that with the FBI. They
have a very important and very serious role. But it is also impor-
tant that they respect the Office of the Inspector General. I have
raised this with the Director of the FBI. Has there been no im-
provement there?

Mr. HorowiITz. There has been no change at all since December
when Congress passed that provision.

Mr. GOODLATTE. Your testimony, Mr. Roth, describes in detail
the allegations of Secret Service misconduct in Cartagena, Colom-
bia, and the new rules it has instituted regarding personal conduct.
Are you confident that the Secret Service appears to be taking this
matter seriously? Because it seems to have gone on for several
years without them taking it seriously when we have seen three or
four instances just since the beginning of this year.

Mr. RoTH. There is no question that the Secret Service has taken
steps to try to combat this problem. One of the issues that we have
is we believe that there is a feeling among law enforcement offi-
cers, Secret Service officers, that they are not able to report mis-
conduct up the chain because they will be either retaliated against
or those complaints will be ignored. We think that is a serious
problem within the Secret Service.

We do applaud the structural changes, for example in Mr.
Hughes’ group, that have been instituted as a result of our Decem-
ber 2013 inspection.

Mr. GOODLATTE. Is there anything the agency is not doing that
you feel it should?

Mr. RorH. I think it is a difficult problem. I think the message
has to be said loud and clear as to what is acceptable conduct, and
there has to be the ability for agents to be able to report mis-
conduct in a way that allows them to do so without fear of retalia-
tion.

Mr. GOODLATTE. Mr. Whaley, on Monday evening the Justice De-
partment sent a letter to this Committee identifying a couple of
significant failures by OPR in connection with the investigation, in-
cluding a failure to fully investigate the misconduct and a failure
to properly refer the matter to the Office of Security Programs.
Why were those failures allowed to happen?

Mr. WHALEY. I concur that the investigations cited in the OIG re-
port were not done as thoroughly as they should have been. I can
assure you that going forward I will personally ensure that the in-
vestigations are done as thoroughly as I can possibly control.

Mr. GOODLATTE. Thank you, Mr. Chairman.

Mr. SENSENBRENNER. Thank you.

The gentleman from Ohio, Mr. Chabot.

Mr. CHABOT. Thank you, Mr. Chairman.

I would like to ask this question of Mr. Horowitz, Mr. Roth and
Mr. Whaley.

Recently it has come to light that in 2013 the DEA was caught
impersonating an individual on Facebook, including using provoca-
tive photos of her and pictures of her children without her permis-
sion or knowledge. In a January 2015 article in Newsweek maga-
zine, it stated that the Justice Department recently reached a set-
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tlement with the woman impersonated by the DEA to the tune of
$134,000 of taxpayer money.

Additionally, there is a presentation that was put together by the
DHS Inspector General’s Office explaining how to use fake
Facebook pages in an attempt to infiltrate drug rings. At the same
time, the FBI is shopping for location-based social media moni-
toring.

Should law enforcement be able to utilize social media to monitor
or impersonate Americans without a court order or informed con-
sent of the Americans being impersonated, as other types of moni-
toring require?

Mr. HorowiTZ. Congressman, you raise some very significant
issues and something we have had concerns about and have been
discussing internally, and we have done some reviews in these
areas and are considering, frankly, in light of some of the reports
and news you cited, whether we need to look in other areas as well.

Mr. CHABOT. Mr. Roth?

Mr. RoTH. It is certainly a matter of concern any time that you
have this kind of conduct that exposes the United States taxpayer
to this kind of potential fiscal liability. We ought to be looking at
thal‘f, and certainly that is something that we are considering as
well.

Mr. CHABOT. Mr. Whaley?

Mr. WHALEY. I know that the instant case you discussed was
handled civilly through the court system. It wasn’t handled by
OPR, but I certainly can see the privacy protection concerns being
discussed by you, sir.

Mr. CHABOT. All right, very good. Well, we appreciate your atten-
tion to this matter to the degree possible. Let me move on to an-
other question.

Mr. Horowitz, I will ask you about this. Your testimony touches
on two specific OIG reports regarding misconduct by employees
with the DOJ, specifically referring to those actions by DEA em-
ployees. I was interested in finding out about whether or not there
has been any review of the DEA’s use of the license plates LPR
technology in unsavory or nefarious ways. During a recent staff
briefing given by DEA employees, it was indicated that there have
been no identified instances of misconduct by those law enforce-
ment officers using the database of license plates.

Has there ever been an objective outside audit or review on this
matter? And with all the other issues facing law enforcement
branches of the DOJ, has this been an issue discussed internally,
or do you take them on their word that all the users of the data-
base system are using it specifically for law enforcement purposes
and not for other purposes?

Mr. HorowITZ. We have not conducted a review of that. We have
noticed, again, the stories and the issues you have identified, and
again it is something we have discussed. I would be happy to come
and speak further with you and your staff about it as we consider
those issues as well.

Mr. CHABOT. All right. I would appreciate that, and I will have
my staff follow up with you on that particular matter.

I will yield back at this time, Mr. Chairman.

Mr. SENSENBRENNER. Thank you.



69

The gentleman from Texas, Mr. Poe.

Mr. PoE. Thank you, Mr. Chairman.

Thank you all for being here.

I am embarrassed about this whole situation. It is embarrassing.
It is embarrassing to the country.

I am a former criminal court judge. I know a lot of peace officers.
And like has been said, generally speaking, peace officers do the
work nobody else would do. I respect them a great deal. And this
conduct that has been discussed here today is not so much a reflec-
tion on the rest of us, but it hurts good peace officers throughout
the country, those that work at the DEA, Secret Service, and state
agencies, because too many want to classify all of them based upon
the conduct of a few here.

But the ones, from what I hear, it seems like some believe in this
system that the rule is for thee but not for me, and they are not
held accountable for what they do as other people in the country
would be held accountable for.

So, Mr. Whaley, just based upon looking at you, you seem to be
a littl)e embarrassed about this whole situation. Is that a fair state-
ment?

Mr. WHALEY. Yes, sir. I hold DEA agents in the highest regard,
and this is very embarrassing to me.

Mr. POE. I mean, it is tough work. They are all over the world.
They are working undercover. Nobody knows what they are doing
for the good of this country, and here we have a few that have hurt
the reputation really of the whole agency.

I have questions for both you and Mr. Hughes. I will ask you
first. Mr. Hughes, I want to ask you the same questions.

Let’s use 2013, or 2014. Maybe you got those. How many com-
plaints have been filed against DEA agents in 2014?

Mr. WHALEY. In 2014, it is approximately 860 allegations of mis-
conduct.

Mr. PoeE. That is fine, allegations. Of those allegations, how
many did you determine, your agency determine were bona fide al-
legations?

b Mr. WHALEY. I don’t have an exact number here with me today,
ut

Mr. PoE. Well, why not?

Mr. WHALEY. It is going to be approximately 160-some-odd.

Mr. POE. One hundred and sixty.

Mr. WHALEY. Somewhere in that range, yes.

Mr. PoE. Okay, 160. How many of those in 160 were disciplined
by being fired?

Mr. WHALEY. I could take that question back and have that re-
searched for you, sir.

Mr. POE. Any?

Mr. WHALEY. I do know there have been some removals.

Mr. PoE. Five?

Mr. WHALEY. I don’t know the exact number, sir.

Mr. POE. Would you be surprised—I mean, you don’t know what
number it is.

Mr. WHALEY. No, sir, I don’t.

Mr. PoE. Okay. How many of them went to jail, were prosecuted
and went to jail?
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Mr. WHALEY. There have been a number of personnel incarcer-
ated.

Mr. POE. How many?

Mr. WHALEY. I don’t know the exact number, sir.

Mr. POE. Mr. Roth, do you know?

Mr. RotH. I do not.

Mr. PoE. Mr. Horowitz?

Mr. HOROWITZ. I can get that quickly, but I don’t know the an-
swer.

Mr. PoE. Okay. I want the answer.

Mr. SENSENBRENNER. Without objection, the responses will be
put in the record at this point.

Mr. POE. Mr. Hughes, the same questions. In 2014, how many
allegations, complaints, by any source, were made against a Secret
Service agent?

Mr. HUGHES. Congressman, we have approximately 100 to 120
cases that we provided formal discipline on.

Mr. Pok. All right. Would that include all the complaints, even
the unfounded ones? That is what I am asking you, all the com-
plaints made against Secret Service agents.

Mr. HUGHES. I don’t have a solid number for you on that, sir.

Mr. POE. So you don’t know how many complaints were made by
any source.

Mr. HUGHES. A majority of the cases that we provided formal dis-
cipline on were substantiated and were the allegations that came
forward. The way the Office of Integrity works, our initial stage is
an intake stage which evaluates the circumstances surrounding an
allegation.

Mr. POE. But you can find out the number of allegations.

Mr. HUGHES. Yes, sir. I can get that for you.

Mr. POE. Somewhere along the system, those were removed, and
you had how many bona fide accusations?

Mr. HUGHES. That would be approximately 100.

Mr. POoE. How many of those 100 were fired?

Mr. HUGHES. Two.

Mr. POE. How many went to jail for criminal violations?

Mr. HUGHES. None.

Mr. POE. Nobody went to jail.

Mr. HUGHES. No, sir.

Mr. POE. Were any of those—well, how many people were pros-
ecuted?

Mr. HUGHES. None. To the best of my knowledge, there were
none, Sir.

Mr. POE. So, what were the allegations? Can you give us a list
of the allegations that were found to be bona fide by the Secret
Service of that 100-plus?

Mr. HUGHES. I would be able to get that list for you. Yes, sir.

Mr. POE. And nobody went to jail.

Mr. HUGHES. No. Out of all the allegations and discipline that
was brought forward, there were no—very limited criminal activi-
ties that were followed up on within the judicial system.

Mr. PoOE. I ask unanimous consent, Mr. Chairman, to submit a
list of questions for each of the witnesses and their answers be
given back to the Chair.
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Mr. SENSENBRENNER. Without objection, the witnesses are di-
rected to respond promptly so this can be printed in the Committee
record.

Mr. PoE. I yield back. Thank you, Mr. Chairman.

Mr. SENSENBRENNER. The gentleman from Idaho, Mr. Labrador.

Mr. LABRADOR. Thank you, Mr. Chairman.

Thank you, gentlemen, for being here, for your service.

I am concerned about these actions, mostly because of what it
does with the trust that the general public has with law enforce-
ment, and I assume that you have the same concern. It seems, at
a time when we have this 24-hour news and we have all these
issues that are happening in America, that continuing to talk about
these issues is bringing down the trust that the American people
have in your agencies, and I don’t want that. I want the opposite.
I want people to really feel like they are being empowered and
being protected by your agencies.

Mr. Horowitz, I have a few questions for you. In your written tes-
timony you discuss the lack of clarity regarding off-duty conduct for
agency personnel and relate that these conduct requirements have
not been updated since 1996. I understand that clarity for off-duty
conduct is vital. However, don’t you find that a little bit troubling,
that these agencies would require more training and more clarity
just to determine that hiring prostitutes is not the right thing
when you are protecting the President of the United States?

Mr. HorowiITZ. Unfortunately, I think it is pretty clear from
what we have reported here that there does need to be training
and a greater understanding of what is allowed and what off-duty
is not allowed.

Mr. LABRADOR. But what is it about the culture that would tell
you that that is okay without clarity? I guess that is where I am
having a hard time. To me, that is pretty clear. I don’t need any
additional training to let me know that I shouldn’t be doing that.

Mr. HOROWITZ. I completely agree with you, Congressman. But
I think what is evident here about the culture, certainly that ex-
isted at the time of these events, was how they ultimately came to
be reported, which we describe in our report. So we have three inci-
dents in there that we describe related to the prostitution issues.
One is in the 2001-2004 time period. OPR learns of that not from
a DEA employee supervisor reporting but when they arrest Colom-
bian national police for corruption. That is how it gets reported.

The second one is from 2005 to 2008. That gets reported in June
2010 in an anonymous letter.

The third one gets reported by the State Department, not by
DEA, and I think that is indicative of the culture and the problem
and a reform that has to happen. Those reports need to go not 5
years later or 10 years later from somebody else but immediately.

Mr. LABRADOR. So, can you describe the type of training, and
quickly, the type of training that you feel will effectively prevent
these instances of inappropriate conduct?

Mr. HorowiTz. Well, first of all, there has to be clarity on what
is allowed and what is clearly not allowed. That was missing.
Whether it should have been obvious or not, it wasn’t to certain
folks. That has to happen. There has to be real and rigorous train-
ing. The State Department, as we indicate in our report, the State
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Department has rigorous training, the Defense Department has
rigorous training, and the FBI has put in place some comprehen-
sive training. There is no reason that the other law enforcement
components shouldn’t be doing the same thing.

Mr. LABRADOR. Okay. So if the offenders felt that this behavior
was okay despite a set of clear expectations, why weren’t they re-
ported every time? What is missing from the reporting require-
ments that we need to change?

Mr. HorowiTz. I think there are a couple of things that should
happen. First and foremost, there needs to be a clear, unequivocal
understanding of the responsibilities of every supervisor that they
need to report this kind of misconduct to headquarters, to OPR im-
mediately.

Number two, there has to be consequences for not doing that.
Much of the discussion is about the actions of the actors here. But
the failures of the supervisors are equally serious. They didn’t have
to engage in the prostitution, but they knew what was going on
and didn’t take action, and that allowed this to continue.

Mr. LABRADOR. So if the issue is that the expectations were not
clear, and you say that the expectations have not been updated
since 1996, why hasn’t that been done since 1996? Why haven’t we
updated the expectations on a regular basis?

Mr. HorowiTzZ. It clearly should have been done. We issued a re-
port in 1996 after the good old boy roundup allegations that oc-
curred back then about much similar issues and allegations, but in
the United States. Twenty years later, 19 years later, nothing has
changed. It should have happened. I think these kind of hearings
and discussions will cause it to happen now.

Mr. LABRADOR. Do you think there have been more instances of
inappropriate conduct that were simply not reported because the
expectations were not clear?

Mr. HorowiTZ. That is a great question, Congressman, because
as we indicate here, we found a relatively low number of instances,
but then you have to step back and ask what don’t we know, right?
If in the three instances I described it took someone else to report
what was going on, I don’t think any of us can say with any cer-
tainty we know what the scope of the issues were because folks at
DEA were not reporting these events. The corrupt Colombian police
officers were, the State Department did, and an anonymous letter
did. And that has got to change.

Mr. SENSENBRENNER. The time of the gentleman has expired.

The gentleman from Louisiana, Mr. Richmond.

Mr. RicHMOND. Thank you, Mr. Chairman.

Mr. Horowitz, are you familiar with the incident in the U.S. At-
torney’s Office in the Eastern District of Louisiana where top As-
1sis‘cz{a;nt U.S. Attorneys were blogging and commenting on cases on-
ine?

Mr. HorowITZ. I am.

Mr. RicHMOND. Have you read the OPR report?

Mr. HorowITz. I have read a summary of the OPR report. I actu-
ally have not read the full report.

Mr. RicHMOND. What is troubling to me—first of all, the OPR re-
port I think was done in 2013, and it was just released to the pub-
lic 2 weeks ago. But what the report seems to outline, first of all,
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I think the conduct of the Assistant U.S. Attorneys borders on
criminal violations, and I would ask that the office look into those,
because they have put people in jail for less than what they did.
If you are talking about New Orleans and the Eastern District of
Louisiana, there is a very severe, I would say, distrust of the U.S.
Attorney’s Office and our Federal law enforcement there, and I
don’t think that this breeds any more confidence in that, and the
U.S. Attorney’s Office has done some very good things.

But this scandal appears to be something that, from the public
perception and my perception, something that is being swept under
the rug and not investigated to its end conclusion. I know that the
Inspector General’s Office did not do it, and I would like the In-
spector General’s Office to get involved because I am sure, as I sit
here today, that there were FBI agents that were also involved in
this, and the OPR report—I am not sure if they even had the au-
thority to wage an investigation into whether the Federal law en-
forcement partners of the U.S. Attorney’s Office was also engaged
in that activity.

But the culture in that U.S. Attorney’s Office was that of a rogue
frat house, with the authority to charge people where the charging
document says “United States of America versus you.” And when
people get charged, you know and I know that it up-ends their life
and their life goes on a different journey.

I am not sitting here defending anyone who has been indicted or
charged for breaking the law, but I do want a U.S. Attorney’s Of-
fice that is trustworthy, and I want to know that my FBI agents
in that office, in my district, are playing above board. As I sit here
today, I can’t tell you that I have that trust about all of them.

What is it that your office can do in terms of a follow-up inves-
tigation and looking into the actions of the law enforcement as it
relates to that case, and just a general interaction with my U.S. At-
torney’s Office?

Mr. HorowiITZ. Congressman, on that matter, we had some in-
volvement later on in the process, and I am happy to talk further
with you. I have to go back and refresh myself and also understand
what I am able to say and might need to say in private to you
about the work we did and what we have learned or not learned.
But one of the concerns we had, and I know we talked about this
a year or two ago when this occurred, was we only came to know
about this nearer to the end of the process than to the beginning
because the Department referred the matter to the Office of Profes-
sional Responsibility, not to the OIG.

Primarily there is the issue out there about our jurisdiction, and
the Inspector General limits our ability to look at certain matters.
In this area, frankly, we thought we could have done that work,
and ending that limitation on our jurisdiction needs to occur so
that if we are going to be involved in something, we are involved
at the earliest parts of it when the information is fresh and people,
for example, are still working in that office who are available to us,
because we don’t have the ability to question people who have left
the office as we would when they were still in the office.

So I would be interested in talking with you further about that
and how we can move forward and speak to you about those issues.
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Mr. RicHMOND. And I would be interested in knowing the specific
language of the limitations, and a cite would be helpful because I
would be interested in lifting some limitations. I think the OPR re-
port was carefully written, to say the least, to still try to put the
office in the best light and protect individuals. Even the version
that was released was redacted significantly. I have heard many
people express concern.

But what that did is we had convictions overturned because of
that report, and we had an entire investigation that was dismissed
because of it. So, I would love to talk to you.

Mr. Chairman, thank you for the time, and I yield back.

Mr. SENSENBRENNER. The gentleman’s time has expired.

The Chair recognizes the gentlewoman from Texas, Ms. Jackson
Lee, for 2 additional minutes to get an answer to a question she
was propounding to Mr. Whaley.

Do you remember what the question was, sir?

Ms. JACKSON LEE. I will restate it.

Mr. SENSENBRENNER. Okay.

Ms. JACKSON LEE. Let me restate it.

Mr. Whaley, we have learned in recent days that the sex parties
and the solicitation of prostitutes by DEA agents in Colombia went
back as far as 2001. So I was pressing the point of when your office
learned of the behavior, when did you become aware of the solicita-
tion, and the question is what you did about criminal behavior that
is obviously separate from other work failures; and why, in know-
ing this, there was not an expedited process for those who were on
the brink of criminal behavior? So the process that you offered I
think has to separate itself when you are dealing with actors who
were engaged or DEA agents who were engaged in what could be
considered criminal behavior.

Mr. WHALEY. Just like you, I am concerned about the behavior
that was done down there. Like you said, the behavior happened,
began in around 2001. It was reported to OPR in 2010 after the
arrest of the corrupt CMP officers.

Ms. JACKSON LEE. You didn’t know before 2010 about the behav-
ior in 2001 that was going on for 9 years?

Mr. WHALEY. That is correct.

Ms. JACKSON LEE. So, if I may, Mr. Whaley, have you looked
back to cure that very severe problem, which is 9 years you did not
know? And as you know, as I indicated, I was in Colombia with the
President when the incidents occurred, and I can assure you it was
an international incident because you were dealing with young
women who were prostitutes. But the question is, then, we are
talking about a culture that no one, supervisor or otherwise, never
got to headquarters. Is that what you are saying?

Mr. WHALEY. I don’t believe there is a culture problem in DEA.
None of the agents I have ever worked with, anywhere I have ever
worked, have engaged in similar behavior. But there were different
sets of incidents, one that ran from 2001 to approximately 2004,
and then 2009-2010 to 2012.

Mr. SENSENBRENNER. The gentlewoman’s time has expired.

Ms. JACKSON LEE. I will submit questions for the record, Mr.
Chairman.
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Mr. SENSENBRENNER. Without objection, all Members may sub-
mit questions to the witnesses within the next 5 days.

If you receive any of these questions, it would be appreciated
that ﬁrou promptly respond so that the answers can be placed in the
record.

This concludes the business that we have before the Sub-
committee today, and without objection, the Subcommittee stands
adjourned.

[Whereupon, at 3:10 p.m., the Subcommittee was adjourned.]
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Response to Questions for the Record from the Honorable Michael E.
Horowitz, Inspector General, United States Department of Justice

Question for the Record from Congresswoman Sheila Jackson Lee:

With respect to federal law enforcement agents under your jurisdiction, please
describe the procedures for investigating and imposing punishment for
allegations of serious misconduct that involve substantiated suspicion of
criminal activity. Are such procedures different than those involving more
routine matters of misconduct? Do you believe current law and regulations
adequately allow for swift removal from federal employment of agents in such
circumstances? Would you suggest changes to allow for expedited removal
from service in these circumstances, with appropriate procedures for swift
consideration of appeals and reinstatement upon successtul appeals?

Response: The Office of the Inspector General (OIG) has authority to investigate
allegations of both criminal wrongdoing and non-criminal administrative
misconduct by employees within the Department of Justice (Department),
including its law enforcement agents. In a criminal investigation, the OIG
provides evidence of criminal misconduct to a U.S. Attorney’s Office so that
prosecutors can determine whether to pursue criminal charges. When the OIG
completes a non-criminal administrative misconduct investigation, this Office
forwards its report of investigation with our findings to the Department
component where the employee works — for example, the Federal Bureau of
Investigation, the Drug Enforcement Administration, the U.S. Marshals Service, or
the Bureau of Alcohol, Tobacco, Firearms, and Explosives. The OIG, howeuver, is
not involved in either the Department’s decision whether to impose discipline or
punishment on a Department employee where there has been a finding of
misconduct, or the nature of the discipline or punishment to impose; this
responsibility lies entirely with the Department.

Generally, the OIG investigates all criminal allegations against Department law
enforcement employees. However, given the large number of administrative
misconduct complaints that we receive and the OIG’s limited resources, the OIG
cannot investigate all of the non-criminal misconduct allegations it reviews.
Accordingly, the Department’s law enforcement components maintain their own
“internal affairs” offices to handle those non-criminal employee misconduct
matters which the OIG is unable to investigate, and the OIG forwards those
cases to the components’ internal affairs offices for their review, investigation,
and disposition. In general, the OIG investigates non-criminal misconduct
allegations that involve high-level DOJ employees, concern matters of significant
public interest, or would present a conflict of interest for the component itself to
investigate. By contrast, the OIG will generally refer to components for their
handling allegations of administrative misconduct by lower-level employees that
involve less significant violations of Department rules, regulations, or policy.

At present, Federal law and regulations allow for removal of law enforcement
agents where there are findings of misconduct that involve a removal offense.
However, we have found that the disciplinary process, which as noted above the
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OIG is not a participant in, generally does not move swiftly. The OIG would
support actions that made the process more timely. However, given the OIG does
not participate in the discipline process, the Department is in a better position to
provide information regarding the swiftness of disciplinary actions to remove a
law enforcement agent for misconduct and how the process could be made more
timely by, for example, speeding up the appeal process.
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Response to Questions for the Record from the Honorable John Roth,
Inspector General, United States Department of Homeland Security

Qucstions for Mr. Roth
Inspector General
U.S. Department of Homeland Security
Office of the Inspector General

Questions from Representative Sheila Jackson Lee (TX-18)
Subcommittee on Government Operations
Committee on the Judiciary
Hearing on:

“Analyzing Misconduct in Federal Law Enforcement™

1. With respect to federal law enforcement agents under your jurisdiction, please describe the
procedures for investigating or imposing punishment for allegations of serious misconduct that
involve substantiated suspicion of criminal activity.

The Office of Inspector General (O1G) has jurisdiction to investigate allegations of scrious misconduct
relating to law enforcement agents within DHS, but, with the exception of its own agents, does not have
authority to imposc discipline on thosc agents.

Whilc the OIG docs not investigate cvery instance of alleged misconduct within DHS, we handle
investigations where the independence of the Inspector General will bring unique value by assuring a full
and neutral review of the facts, as well as investigations in a number of key categories. For example, the
OIG handles investigations of all allegations of: criminal conduct by a DHS employee; misconduct by
employees at the GS-15 or GM-15 level or higher; misconduct by employees of components” internal
affairs, audit, investigations, or professional responsibility offices; serious, noncriminal misconduct by a
law enforcement ofticer; discharge of a firearm resulting in death or injury; allegations of fraud related to
receipt of DHS funds or DHS programs; and, allegations of visa fraud by DHS employees. Additionally,
the OIG may step in to investigate allegations that reflect management problems, systemic violations, or
civil rights abuses, among other issues.

In cases where our investigation substantiates potential criminal activity by a DHS employee, we refer the
matter to the appropriate U.S. Attomey’s Office or Department of Justice office for consideration for
prosecution. Our agents continue to investigate those matters in coordination with federal prosecutors
during all stages through prosecution. For example, we investigated a Transportation Security Officer
(TSO) who conspired with members of the public in a scheme to smuggle Brazilian nationals through an
international airport. For his role in the crime, the TSO was sentenced to 10 months’ incarceration,
followed by 36 months of supervised release. In another case, a supervisory TSO was convicted for
assisting a drug trafficking organization responsible for smuggling large quantities of narcotics through an
airport. With the supervisory TSO’s assistance, the organization bypassed security with the narcotics and
passed them to couriers on the secure side of the airport for transport to the United States. The TSO was
scutenced to 87 months of imprisonment and 2 years supervised relcase.

2. Are such procedures different from those involving more routine matters of misconduct?

Yes. Where potential criminal conduct is not involved, the OIG may refer the matter back to a
component’s intemal affairs office for full investigation if it is determined that no particular circumstance
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warrants OlG involvement. Additionally, in instances where the OIG has conducted the investigation, the
OIG will provide the departmental component with its investigative findings for purposes of allowing the
component to undertake the appropriate discipline. The OIG does not have authority to impose discipline
on DHS emplovces other than its own.

3. Do you believe that current law and regulations adequately allow for swift removal from federal
employment of agents in such circumstances?

As a general matter, in accordance with 5 U.S.C. § 7513(b)(1) and the implementing regulations at 3
C.F.R. § 752,404, if there is reasonable cause to believe that a crime has been committed for which aterm
of imprisonment may be imposed, an employee may be suspended indefinitely without pay. Tf an
employee ultimately is convicted of a serious crime, that employee may be removed from federal service.
It is appropriate to balance these laws and regulations against critical due process safeguards to ensure
faimess and consistency to the federal workforce.

The question of whether cxisting laws governing removal of federal employcees for eriminal misconduct
place unnecessary roadblocks to the removal proccss is a question that this office will need to further
explore to be able to answer. What is clear, however, is that agencies must do more to ensure their
investigations of criminal and other misconduct move swiftly and cxpeditiously and that remedial action
is not unncecssarily delaved. Tt should be noted, however, that all agencics face delays in the removal
process that are unavoidable in some instances. For example, where criminal investigations are
concerned, once the matter has been referred to a prosceuting office, the required secreey of grand jury
proceedings may limit an agency’s ability to move forward with a removal.

4. Would you suggest changes to allow for expedited removal from service in these circumstances,
with appropriate procedures for swift consideration of appeals and reinstatement upon successful
appeals?

We do not currently have sufficient information regarding the applicability and use of the removal laws
and procedures within DHS to opine on whether changes would be beneficial. An expedited process for
indefinite suspension without pay is currently available under existing regulations in instances where
there is reasonable cause to believe that a crime has been committed for which a term of imprisonment
may be imposed. Further, in instances where an employvee involved in a pending criminal investigation is
in a non-duty, non-pay status, there may be no benefit to immediately removing that employee, thereby
risking the added administrative burden of reinstatement in the event the allegations were not ultimately
substantiatcd.
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Response to Questions for the Record from Herman E. “Chuck” Whaley,
Deputy Chief Inspector, Office of Professional Responsibility, Drug En-
forcement Administration, United States Department of Justice



83

will assign an Inspector to coordinate the investigation with the law enforcement agency with
legal authority to investigate the matter.’

Upon conclusion of the criminal investigation, OPR. submits its entire investigative file to DEA’s
Board of Professional Conduct (HRB). The HRB Chairman then assigns one of five HRB
Members to review the matter for recommendation to the HRB Chairman as to disposition of the
matter (e.g., clearance, caution, reprimand, suspension without pay, demotion, or removal from
the federal service). The assigned HRB Member reviews the file, makes a recommendation to
the HRB Chairman as to what action should be taken, and if applicable, researches penalties
given in comparable cases.

Based upon this recommendation and the HRB Chairman’s review of the OPR file, the Chairman
issues either a proposal letter to the employee or prepares a memorandum recommending a
clearance or caution. If discipline is proposed against the employee, the proposal letter sets
forth the proposed disciplinary charge(s), the basis for the charge(s), and a resuiting proposed
penalty. The proposal letter typically also provides the employee with 30 days® advance written
notice of the proposed action. However, if the agency has reason to believe that the employee
has committed a crime for which a sentence of imprisomment may be imposed and the agency is
proposing indefinite suspension or removal, a shortened notice period of seven days is usually
provided to the employee. The agency’s ability to provide the shortened notice period is
commonly referred to as invoking the “crime provision.” The proposal letter also sets forth the
employee’s right to have a representative review the material upon which the proposal is based
and provide an oral and written response to the Deciding Official.> The proposal letter and a
copy of the OPR file are also transmitted to the head of the office where the employee is
assigned. Upon request by the employee, the office head makes the OPR file available to the
employee and the employee’s representative for review.

The OPR file and the proposed disciplinary letter or memeorandum recommending clearance or
caution is also transmitted to the Office of the Deciding Officials, within DEA’s Human
Resources Division. The matter is assigned to one of two Deciding Officials for decision. The
assigned Deciding Official reviews the proposal letter and the OPR file, and considers any
response provided by the employee.

¥ If the law enforcement agency with jurisdiction over the alleged criminat activity elects not o investigate the
matter, the assigned OPR Inspector will contact the appropriate United States Attorney’s Office and/or District
Atlorney’s Qffice and relay the aliegation to obtain a decision regarding the potential for charging the subject
criminally.

2 A “clearance” is a decision finding no wrongdoing. A “caution” refers to the issuance of a letter of caution, which
is issued to an employee to inform the employee that he or she has engaged in conduct that hes raised concerns, but
that no disciplinary action is being taken against the employee at that time. The issuance of a caution is an action
signifying that, upor investigation and review of the facts, a determination has been made that the conduct did not
rise to a level warranting disciplinary action.

* Deciding Officials are carcer GS-15 Special Agents whose function is to review and decide proposed disciplinary
matters, The employee is permitted not less than 10 calendar days to respond orally and in writing to the Deciding
Official. If the proposed discipline is for 2 suspension of 15 days or more, a demotion, or a removal, the agency will
pot decide the action less than 30 days from the date the proposed action was served upon the employee. Upon
request by the employee, the Deciding Official may agree to extend the ime period for response.
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The Deciding Official may sustain the proposal in whole or in part, not sustain the proposal,
itigate the penalty, or withdraw the proposal and re-propose the action with additional charges
andfor an enhanced penalty. If the Deciding Official re-proposes the action, the matter is
assigned to the other Deciding Official for decision, and the employee is given notice and an
opportunity to respond to the new Deciding Official, as set forth above.

The Deciding Official renders a decision in writing. That decision is served on the employee,
and provides the employee with notice of any appeal or grievance rights. If the decision isa
suspension of 15 days or more, a demotion, or a removal,’ the employee (if in the competitive
service and not serving a probaticnary period) has the right to file an appeal for review of the
action by the Merit Systems Protection Board (MSPB). If the recommended action is & clearance
or caution and the Deciding Official concurs, the memorandum forwarded by the HRB Chairman
to the Deciding Official is forwarded to the employee’s office head. ‘

One common occurrence in misconduct cases involving potential criminal activity is that, while
the above-described discipline process is ongoing, an employee may be subjected to an unpaid
indefinite suspension from work. In order to indefinitely suspend an employee suspected of
criminal activity, the agency must have reasonable cause to believe an employee has committed
a crime for which a sentence of imprisonment could be imposed. In cases of felony criminal
indictment or an order for trial in felony offenses, DEA has a mechanism in place to
expeditiously and indefinitely suspend the employee without pay. However, even in instances in
which the requisite evidence of a criminal offense has not yet been established, DEA will impose
a prompt, indefinite unpaid suspension when the DEA Office of Security Programs (IS) deems it
appropriate to suspend the employee’s security clearance based on the conduct underlying any
criminal charges.

OPR monitors judicial proceedings involving employees and immediately forwards the file to
HRB when the reasonable cause requirement (e.g. indictment) has been satisfied. OPR presents
an abbreviated case file containing a copy of the indictment, along with any available police
reports, to HRB and to IS concurrently for their independent consideration.’

Based solely on the felony indictment or the Judicial Order for trial, the HRB Chairman can
prapose the indefinite unpaid suspension of the employee. As is the process with all agency
disciplinary actions proposing suspensions over 14 days, the HRB then presents its proposal for
indefinite suspension to the employee, who is entitled to notice and an opportunity to respond.
Pursuant to the “crime provision” noted above, the notice is typically seven days. The Deciding
Official evaluates the proposal and response, and determines whether to impose the indefinite
suspension. The letter imposing the indefinite suspension must articulate ascertainable
conditions subsequent, which must occur for the indefinite suspension to come to an end. For
example, the suspension could continue until the pending charges against the employee are
resolved.

4 Demotions and removals arc effective upon receipt of the decision letter by the employee. For suspensions, the
decision letter will specify when the suspension will be served.
* OPR refers all new allegations of misconduct to the Office of Security Programs for consideration.

3
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An employee may also be subjected to an unpaid indefinite suspension from work if their
security clearance is suspended due to the employee’s felony arrest via criminal corplaint or
information. As mentioned above, when an active criminal investigation results in a felony
arrest of a DEA employee via a criminal complaint or information, OPR also submits the
complaint or information to IS, which independently reviews the felony indictment, with the
purpose of determining the employee’s ability to maintain a security clearance. Based on the
felony indictment or criminal complaint, IS may elect to suspend the employee’s security
clearance, which is then an independent basis upon which the Deputy Assistant Administrator,
Human Resources Division, can propose an indefinite suspension of the employee. That
proposed indefinite suspension would also go to a Deciding Official for resolution, and the
empioyee must be given 30 days’ notice and an opportunity to respond before a decision can
issue.

In all cases involving indefinite suspensions, the employee has the right to appeal to the MSPB.
While the appeal is in progress, the employce remains suspended, unless the condition
subsequent of the suspension has occurred or the MSPB judge orders otherwise. The process for.
removing agents who have engaged in criminal activity is the same as for removing agents for
routine matters of misconduct — a proposal from HRB and a decision from a Deciding Official,
after the agent has had an opportunity to be heard orally and in writing, followed by the right to
appeal to the MSPB.®

To ensure that DEA properly investigates and holds accountable its empleyees who engage in
serious acts of misconduct, former Attorney General Holder, in April 2015, directed the head of
the DCJ Office of Professional Responsihility (DOJ OPR) to undertake a comprehensive review
of DEA’s processes and procedures for investigating allegations of misconduct as well as for
determining and effectuating disciplinary action where appropriate. The DOJ OPR will also
evaluate DEA’s coordination of potential security matters between DEA OFR and the DEA
Office of Security Programs. Following this review, DOJ will work with DEA to enhance its
policies and procedures to ensure that all allegations are thoroughly investigated and that any
substantiated findings of misconduct are properly addressed through the disciplinary process and
appropriately reported to the Office of Security Programs.

¢ An independent basis upon which to remove the employee exists if the Office of Security Programs ultimately
determines that the employee’s security clearance must be revoked, and that determination is sustained. A security
clearance is required to work at DEA. Security clearance revocations are appealable to the DO Access Review
Committee.

4
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Response to Questions for the Record from Mark Hughes, Chief Integrity
Officer, United States Secret Service, United States Department of Home-
land Security
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which would lead to a proposal to remove the employee from employment with the Secret Service due to
the failure to maintain that clearance. Altcrnatively the Agency could take a disciplinary action up to and
including removal based on the underlying facts of the matter.

In each of the actions described above, indefinite suspension, removal based on failure to maintain a Top
Sceret sceurity clearance, or removal or other disciplinary action bascd on the underlving action, the
employee against whom the action is proposed is entitled to certain procedural rights. These rights
include at lcast scven days advance written notice, a written proposal stating the specific reasons for the
proposed action, an opportunity to review the documents on which the proposal is based, an opportunity
to respond orally and/or in writing to the proposal. and a final written decision from a deciding otficial.
Following the issuance of a final decision on the disciplinary action, an employee has two avenues of
recourse. A non-SES emplovee may request review before the Secret Service’s Discipline Review Board
(DRB). The DRB has the authority to vacate, mitigate, or uphold the charge and penalty. Alternatively,
the cmployee may appeal to the MSPB. If the cmployee files an appeal with the MSPB, the emplovee
must first prove that the appeal is timely and the MSPB has jurisdiction to hear the appeal. If the
cmployee mocts this initial burden, then the burden shifts to the ageney. The ageney must prove all facets
of the charge against the employee by a preponderance of the evidence, i.e., it is more likely than not that
the facts underlying the charge occurred, that they constitute misconduet, that the penalty promoted the
efficiency of the Service, and that the penalty was reasonable given the charges. An employee may
appeal an unfavorable MSPB initial decision to the full MSPB board and a final order of the MSPB to the
United States Court of Appeals for the Federal Circuit, and eventually may request certiorari from the
United States Supreme Court.

Separate and apart from the procedures stated above, Title 5 of the United States Code, section 7371,
provides for “mandatory removal from employment of law enforcement officers convicted of felonies.”
Pursuant to this scetion a law enforcement officer who is convicted of a felony is automatically removed
from employment as a law enforcement officer on the last day of the first applicable pay period following
the conviction notice date. Law enforcement officers removed under this section are entitled to written
notice of this action within five calendar days after the conviction notice date; an Agency’s failure to
issuc this noticc will not, however, stay the removal action. Finally, an cmploycee subject to such an
action is entitled to appeal the removal to the MSPB, but only in regard to 1) whether the employee is a
law enforcement officer, 2) whether the emplovee was convicted of a felony, and 3) whether the
conviction was overtumed on appeal.

Question 3: Are such procedures different than those involving more routine matters of
misconduct?

Response: Yes, the procedures for investigating allegations of criminal misconduct are different than
those involving more routine matters in that allegations of criminal wrongdoing are first referred to the
DHS OIG for investigation. More routine matters may be investigated by the Secret Service RES or by a
supcrvisory management inquiry. In some very routine matters, therc may be little to no nced for
investigation as the underlying actions may be admitted or well documented without investigation.
Further, more routine matters will not require the involvement of outside law enforcement or
prosecutorial entities, as there will be no possibility of prosecution. Finally, in cases involving allegations
of possible criminal misconduct an employce may be given Garrify wamings by RES or the OIG and may
refuse to answer questions without fear of loss of employment for failure to cooperate in the investigation.
The employee would also be entitled to have an attorney present during questioning. In more routine
matters, not involving possible criminal misconduct, the emplovee will be required to speak to
investigators and to provide responses to questioning, and the failure or refusal to do so my result in a
disciplinary action, up to and including removal.

Page 2 of 3
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The procedures for disciplinary actions in more routine matters differ from those used in serious
misconduct involving substantiated suspicion of criminal activity in scveral ways. First, where there is
reasonable cause to believe that a crime has been committed for which imprisonment may result. the
disciplinary noticc period may be shortened from thirty days to seven days. Sccond, cmplovees who are
accused of more routine misconduct and subject to a suspension of less than fifteen days, a letter of
reprimand, or letter of counscling have no right to appcal to the MSPB, while those subject to a
suspension of fifteen days or above, a demotion, or a removal may appeal to the MSPB. Finally, where a
foderal law enforcement officer has boen convicted of a felony the penalty is sct at removal and the
employee’s notice and appeal rights are significantly limited. Specifically, under the provisions of 5
U.S.C. 7371, the removal is automatically cffccted on the last day of the first applicable pay period
following the conviction notice date; written notice of the removal action should be given within five
calendar days after the conviction notice date, but failure to issue the notice will not forestall the removal
action; and, the employee may only appeal to the MSPB on the questions of 1) whether the employee is a
law cnforcement officer, 2) whether the cmployee was convicted of a felony, and 3) whether the
conviction was overturmed on appeal.

4. Do you believe current law and regulations adequately allow for swift removal from federal
employment of agents in such circumstances? Would you suggest changes to allow for expedited
removal from service in these circumstances, with appropriate procedures for swift consideration
of appeals and reinstatement upon successful appeals?

Response: We belicve that current law allows for a reasonable process and means to remove Special
Agents and Uniformed Division Officers from Federal employment in instances where there is
preponderant evidence of criminal activity. However, as a result of the Office of Inspector General (OIG)
and their investigative process and procedures, the Secret Service can be delayed in taking action to
address instances of cmplovee misconduct including criminal misconduct. When the 01G takes an
investigation the Secret Service must often wait for the OIG to fully complete their investigation and issue
a report before it may take disciplinary action. We believe a change to the current procedures should be
made to require the OIG to either allow the Agency to conduct an internal investigation of employee
misconduct, so as to allow for switt disciplinary action based on the facts and evidenee discovered during
that investigation; or, to work dircctly with the Agency’s Office of Integrity so that rcal time information
concerning evidence developed during an OIG investigation is provided to that Office thereby allowing
that Office to act on this evidence and take swift disciplinary action against its employees who engage in
criminal activity.

Page 3 of 3
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Department of Homeland Security
M t Directive Syst
MD Number: $810.1
Issue Date: 6/10/2004

THE OFFICE OF
INSPECTOR GENERAL

. Purpose

This directive established Department of Homeland Security (DHS) policy regarding the
Office of Inspector General (OIG). Any prior Management Directive and any instruction
or agreement of any kind issued by or entered into by any DHS official or Component
that is inconsistent in any respect with this directive is hereby superseded to the extent
it is inconsistent with this directive.

ll. Scope

This directive applies to all DHS organizational elements (OEs}), including all employees,
contractors, and grantees.

HI. Authorities
A. The inspector General Act of 1978, as amended

B. The Homeland Security Act of 2002, as amended, codified in Title 6, US
Code

IV. Definitions

A OE Offices — As used in this Management Directive, the term OE offices
inciude all Organizational Elements offices of internal affairs, inspections, audits
or Professional Responsibility. This term also includes the DHS Office of
Security.

B. DHS QOrganizational Element — As used in this directive, the term DHS
Organizational Element (OE) shall have the meaning given to the term DHS
Organizational Element in DHS MD 0010.1, Management Directives System and
DHS Announcements. This includes Elements such as the Bureau of Customs
and Border Protection, the United States Coast Guard, the Federal Emergency
Management Agency, etc. It also includes entities that report to DHS
QOrganizational Elements, such as National Laboratories.

MD # 0810.1
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V. Responsibilities

A

B.

The Heads of DHS Organizational Elements shall:

1. Promptly advise the OIG of allegations of misconduct in
accordance with the procedures described in Appendix A, and when they
become aware of any audit, inspection or investigative work being
performed or contemplated within their offices by or on behalf of an OIG
from outside DHS, the General Accounting Office, or any other law
enforcement authority, unless restricted by law;

2. Ensure that, upon request, OIG personnel are provided with
adequate and appropriate office space, equipment, computer support
services, temporary clerical support and other services to effectively
accomplish their mission;

3. Provide prompt access for auditors, inspectors, investigators, and
other personnel authorized by the OIG to any files, records, reports, or
other information that may be requested either orally or in writing;

4. Assure the widest possible dissemination of this directive within
their OEs. They may issue further instructions as necessary to implement
this policy. Any such further instructions shall not confiict with thls MD and
shall be provided to the OIG immediately upon issuance;

5. Assist in arranging private interviews by auditors, inspectors,
investigators, and other officers authorized by the OIG with staff members
and other appropriate persons;

6. Advise the OIG when providing classified or sensitive information to
the OIG to ensure proper handiing.

DHS employees shall report suspicions of violations of law or regulation

to the DHS Office of Inspector General or the appropriate OE offices, and will
likewise:

1. Cooperate fully by disclosing complete and accurate information
pertaining to matters under investigation or review;

2. Inform the investigating entity of any other areas or activities they
believe require special attention;

3. Not conceal information or obstruct audits, inspections,
investigations, or other official inquiries;

MD # 08101
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4. Be subject to criminal prosecution and disciplinary action, up to and
including removal, for knowingly and willfully furnishing false or misleading
information to investigating officials; and

5. Be subject to disciplinary action for refusing to provide documents
or information or to answer questions posed by investigating officials or to
provide a signed sworn statement if requested by the OIG, unless
questioned as the subject of an investigation that can lead to criminal
prosecution.

VI. Policy and Procedures

A The OIG, while organizationally a Component of the DHS, operates
independent of the DHS and all offices within it. The OIG reports to the
Secretary. Under circumstances specified by statute, the Secretary, upon written
notification to the OIG which then must be transmitted to Congress, can
circumscribe the OIG’s access to certain types of sensitive information and
exercise of audit, investigative, or other authority. The DHS Inspector General is
the head of the OIG.

The OIG is authorized, among other things, to:
1. Administer oaths;

2. Initiate, conduct, supervise and coordinate audits, investigations,
inspections and other reviews relating to the programs and operations of
the DHS;

3. Inform the Secretary, Deputy Secretary, and the Congress fully and
currently about any problems and deficiencies relating to the
administration of any DHS program or operation and the need for, and
progress of, corrective action;

4. Review and comment on existing and proposed legislation and
regulations relating to DHS programs, operations, and personnel;

5. Distribute final audit and inspection reports to appropriate
authorizing and oversight committees of the Congress, to all headquarters
and field officials responsible for taking corrective action on matters
covered by the reports and to Secretarial officers, office heads, and other
officials who have an official interest in the subject matter of the report;

MD #0810.1
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6. Receive and investigate complaints or information from employees,
contractors, and other individuals concerning the possible existence of
criminal or other misconduct constituting a violation of law, rutes, or
regulations, a cause for suspension or debarment, mismanagement, gross
waste of funds, abuse of authority, or a substantial and specific danger to
the public health and safety, and report expeditiously to the Attorney
General whenever the Inspector General has reasonable grounds to
believe there has been a violation of Federal criminal law;

7. Protect the identity of any complainant or anyone who provides
information to the QIG, unless the OIG determines that disclosure of the
identity during the course of the investigation is unavoidabie.

Further, the OIG shall:

8. Follow up on report recommendations to ensure that corrective
actions have been completed and are effective;

9. Prepare a semiannual report to the Secretary and the Congress,
summarizing OIG audit and investigative activities within DHS. Section
5(a) of the Inspector General Act of 1978, as amended, requires this
report.

B. Allegations received by the QIG or OF offices shall be retained or referred
in-accordance with Appendix A of this MD. The only exception to this
requirement is that the OIG and the United States Secret Service will adhere to
the terms of the Memorandum of Understanding entered into between those two
entities on December 8, 2003, and as may be amended from time to time.

C. Standards. Audits shall be conducted consistent with the standards
issued by the Comptroller General of the United States. Inspections and
investigations shall be conducted consistent with the quality standards issued by
the President’s Council on Integrity and Efficiency (PCIE).

D. Questions or Concerns. Any questions or concerns regarding this
directive should be addressed to the OIG.

MD # 0810.1
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MD 0810.1

The categories of misconduct identified below shall be referred to the OIG. Such
referrals shall be transmitted by the OE offices immediately upon receipt of the
allegation, and no investigation shall be conducted by the OE offices prior to referral
unless failure to do so would pose an imminent threat to human life, health or safety, or
result in the irretrievable loss or destruction of critical evidence or witness testimony. In
such extraordinary situations, the OIG will be contacted as soon as practical, and all
information and evidence collected by the OE office shail then be provided to the OIG
as part of the OE referral to the OlG. The OIG will accept and retain all such allegations
for investigation subsumed under this exigent circumstance exception.

- Ali allegations of criminal misconduct against a DHS employee;

. Al allegations of misconduct against

I ; ict ployess at the GS-15, GM-15
level or higher, or against employees in the OE offices;

‘the OF offices;

- All allegations of serious, noncriminal misconduct against a law
enforcement officer. “Serious, noncriminal misconduct’ is conduct that, if
proved, would constitute perjury cr material dishonesty, warrant
suspension as discipline for a first offense, or result in loss of law
enforcement authority. For purposes of this directive, a “law enforcement
officer” is defined as any individual who is authorized to carry a weapon,
make arrests, or conduct searches;

- All instances regarding discharge of a firearm that results in death or
personal injury or otherwise warrants referral to the Civil Rights Criminal
Division of the Department of Justice;

- All allegations of fraud by contractors, grantees or other individuals or
entities receiving DHS funds or otherwise engaged in the operation of
DHS programs or operations;

- All allegations of visa fraud by DHS employees working in the visa
issuance process.

In addition, the OIG will investigate allegations against individuals or entities that do not
fit into the categories identified above if the allegations reflect systemic violations, such
as abuses of civil rights, civil liberties, or racial and ethnic profiling, serious management
problems within the department, or otherwise represent a serious danger to public
heaith and safety.

A-1
MD # 0810.1
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With regard to categories not specified above, the OE offices will initiate the
investigation upon receipt of the allegation, and shall notify within five business days the
OIG’s Office of Investigations of such allegations. The OIG shalt notify the OE offices if
the OIG intends to assume contrel over or become involved in such an investigation, but
absent such notification, the OE office shall maintain full responsibility for these
investigations.

Any allegations received by the OIG that do not come within the categories specified
above, or that the OIG determines not to investigate, will be referred within five business
days of receipt of the allegation by the OIG to the appropriate OE office along with any
confidentiality protections deemed necessary by the OIG.

The OE offices shall provide monthly reports to the CIG on ali open investigations. in
addition, upon request, the OE offices shall provide the OIG with a complete copy of the
Report of Investigation, including all exhibits, at the completion of the investigation.
Similarly, the QIG shall provide the OE offices, upon request, with a complete copy of
any Report of Investigation relating to its OE, including all exhibits, at the completion of
the investigation. The OIG shall have the right to request more frequent or detailed
reports on any investigations and to reassert at any time exclusive authority or other
involvement over any matter within its jurisdiction.

A-2
MD # 0810.1
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MEMORANDUM OF UNDERSTANDING
. BETWEEN
THE UNITED STATES SECRET SERVICE
AND THE QFFICE OF THE INSPECTOR GENERAL
DEPARTMENT OF HOMELAND SECURITY

The United States Secret Service (USSS), an organizational component of the
Department of Homeland Security (DHS), operates within the Department under the authority
and responsibilities enwnerated in Title VI, Subtitle C of the Homeland Security Act of 2002,
as amended (the Act), and includes those responsibilities described generally in Section 1512 of
the Act, as weil as in various delegations of authority issued by the Secretary of DHS (the
Secretary). The agency’s dual statutory missions of protection and eriminal investigations are
more fully enurnerated at Title 18, United States Codes, Section 3056 (Section 3056), and Title
3, United States Code, Section 202 (Section 202), and various other statutes,

The Office of the Inspector General (OIG), an crganizational component of DHS,
operates within the Department under the autherity and responsibilities enumerated in Title VI,
Subtitic B of the Act, as amended, and the Inspector General Act of 1978, as amended, and
includes authority and responsibility acquired pursuant to Scction 1512 of the Act.

To prevent duplication of effort and ensure the most effective, efficient and appropriate
use of resources, the Secret Service and the OIG enter into this Memorandum of Understanding,

The catepories of misconduct listed below shall be referred to the QIG, Such referrals
shall be transmitted by the USSS Office of Inspection immediately upon the receipt of adequate
information or allegations by the USSS Office of Inspection 1o reasonably concinde that
misconduct may have occurred, and no investigation shall be conducted by the USSS Office of
Inspection prior to the referral. In cases involving exigent circumstances, if the OIG decides to
investigate the allegation but is unable to do so immediately, the USSS Office of Inspection will
conduct the investigation until the OI(G is able to take it over. In cases not involving exigent
circumstances, the OIG will determine within one business day of the referral whether to
investigate the allegation itself or 1o refer the matter back to the USSS Office of Inspection for
investigation. If no determination is communicated to the USSS Office of Inspection within one
business day of the referral, the USSS Office of Inspection may initiate the investigation. The
acceptance of a referral by the OIG reflects a determination that available investigative resources
will be able to canclude the referred investigation within a reasonable time. This will afford the
agency a reasonable opportunity to act expeditiously, if necessary, regarding the allegations.

- All allegations of criminal misconduct against a USSS employee;

i All aljegations of misconduct against employees at the GS-15, GM-15
level or higher, or against employees in the USSS Office of Inspection;

- All allegations regarding misuse or improper discharge of a firearm {(other
than accidental discharge during training, qualifying or practice);
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- All allegations of fraud by contractors, grantees or other individuals or
entities receiving Department funds or otherwise engaged in the
operation of Department programs or operations.

In addition, the IG will investigate allegations against individuals or entities who do
not fit into the categories identified above if the allegations reflect systemic violations, such
as abuses of civil rights, civil liberties, or racial and ethnic profiling; serious management
problems within the Department, or otherwise represent a serious danger to public health and
safety.

With regard to categories of misconduct not specified above, the USSS Office of
Inspection should initiate investigation upon receipt of the allegation, and shall notify within
five business days the OIG’s Office of Investigations of such allegation. The OIG shali notify
the USSS Office of Inspection if the OIG intends to assume control or become involved in an
investigation, but absent such notification, the USSS Office of Inspection shall maintain full
responsibility for these investigations.

Pursuant to Section 811(a) of the Act, OIG audits, investigations, and subpoenas
which, in the Secretary’s judgment, constitute a scrious threat to the protection of any person
or property afforded protection pursuant to Section 3056 or Section 202, or any provision of
the Presidential Protection Assistance Act of 1976, may be prohibited. Accerdingly, to assure
proper and timely responses to OIG requests for information or records, all OIG plans for
audits involving the Secret Service shall be communicated via entrance letter by the OIG
either directly to the USSS Office of Inspection or to the Office of the Deputy Director; any
OIG investigation shall be communicated orally or via e-mail to the same entities. Any
Secret Service Headquarters’ concern under section 811(a) regarding the scope or direction of
a planned audit or investigation will be raised and resolved expeditiously with OIG officials,
or immediately communicated to the Secretary in the absence of resolution,

The USSS Office of Inspection shall provide a monthly report to the OIG on all open
investigations, In addition, the USSS Office of Inspection, upon request, shall provide the
OIG with a complete copy of the Report of Investigation, including all exhibits, at the
completion of the investigation, Similarly, the OIG shall provide the USSS Office of
Inspection, upon request, with a complete copy of any Report of Investigation relating to the
Secret Service, including all exhibits, at the completion of the investigation. The OIG shall
have the right to request more frequent or detailed reports on any investigations and to
reassert at any time exclusive authority or other invelvement over any matter within its
jurisdiction.

This MOU shall be effective upon the signature of both partieg-god shall remain in
effect unti! revoked by one party upon thirty day’s written notice to thefother.

W %M(é%&«mam Mo

THirecrar o£.1hé United States Acting Inspector General

Secret Serwce '

] \ o3
Dated: Dated: . l 4 3 J
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