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THE REPORT OF THE PRIVACY AND CIVIL
LIBERTIES OVERSIGHT BOARD ON RE-
FORMS TO THE SECTION 215 TELEPHONE
RECORDS PROGRAM AND THE FOREIGN IN-

TELLIGENCE SURVEILLANCE COURT
WEDNESDAY, FEBRUARY 12, 2014

U.S. SENATE,
COMMITTEE ON THE JUDICIARY,
Washington, DC.

The Committee met, pursuant to notice, at 10:04 a.m., in Room
SD-226, Dirksen Senate Office Building, Hon. Richard Blumenthal,
presiding.

Present: Senators Blumenthal, Whitehouse, Franken, Grassley,
and Hatch.

OPENING STATEMENT OF HON. RICHARD BLUMENTHAL, A U.S.
SENATOR FROM THE STATE OF CONNECTICUT

Senator BLUMENTHAL. I am very pleased to begin this hearing of
the Senate Judiciary Committee on the report of the Privacy and
Civil Liberties Oversight Board on Reforms to Section 215 Tele-
phone Records Program and the Foreign Intelligence Surveillance
Court. I appreciate your being here today—all five members of the
Board are here—and most important, your extraordinarily impres-
sive report, which is all the more so because of the less-than-ideal
conditions under which you did it, with very few staff and high
time pressure.

I am struck by the thoughtful analysis, which is exceptional—ex-
ceptional in its quality, but also exceptional in the fact that this
issue has received so little thoughtful analysis over the time that
this surveillance and intelligence-gathering program has proceeded.
And, of course, for years the program has been hidden from the
public, and the legal justification of it was not available to anyone.
In fact, the legal justification was not done, and that is more shock-
ing even than the hiding and secrecy involved in the program.

Since the program was made public, we have seen legal justifica-
tions from the executive branch and opinions from the judiciary,
but none of the publicly available analysis has addressed all of the
crucial questions that you discuss in your report. So I thank you
for that contribution, among others.

I am absolutely shocked and deeply disturbed that eight years
after this metadata program, the bulk collection program, was au-
thorized, the courts have still not carefully and thoroughly worked
through the issues that surround the program. In our American
legal system, we expect that there will be such analysis, such re-
view of legal issues before the executive branch acts. And here
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there apparently was none. Even the two members of your Board
who dissented from the legal analysis acknowledged that the Board
has raised significant legal issues which could divide reasonable
people, reasonable lawyers.

The American people essentially deserve better, and that is one
of the reasons that we are here today. They deserve better than to
have the executive branch engaging in conduct that even its de-
fenders say might be illegal.

The second major achievement of this report is that it sheds light
on the history of the bulk telephone metadata program. We learned
from your report that a judge authorized the collection of phone
records on potentially every American without so much as issuing
a written opinion, which is incredible, absolutely shocking.

In 2006, Judge Howard issued an extensive order allowing the
government to collect phone records of law-abiding Americans with
no known connection to any crime, telephone records on every
American who was not even suspected of committing any crime.
And he chose not even to provide a sentence explaining his legal
reasoning.

That is all the more disturbing when you consider the legal con-
text. In 2006, the Attorney General was required by law to pass
along to Congress any major ruling, any major legal ruling from
the FISA Court, Foreign Intelligence Surveillance Court, but only
if the FISA Court wrote an opinion. So when Judge Howard de-
cided he was not going to write an opinion, the decision prevented
Congress from learning the legal basis for a massive change in the
government’s claim to surveillance authority, which is an impor-
tant—in fact, essential—point. There are some, maybe in this audi-
ence, some Americans certainly who agree that the FISA Court
should have an adversarial process, but they will allow it only if
the FISA Court judge asks for it. And yet it appears that the judge
who first signed off on the bulk metadata program, a program that
even its supporters acknowledge raises significant legal issues, did
not think that the issue warranted an opinion.

So I am not blaming Judge Howard for this submission. Judges
really are not expected to decide what is important and, in fact,
often cannot do so without a lawyer raising an issue and high-
lighting it and arguing it and saying that it is crucial. All the more
reason that the adversarial process has to involve a constitutional
advocate, in my opinion, and the legal basis for this order was not
only not conveyed but the lack of an opinion prevented Congress
from learning about it.

There are also reasons in your report to question the effective-
ness of the bulk metadata program, and, in fact, we have learned
more recently that perhaps only 30 percent, actually, of the phone
calls were collected. Only a proportion of the supposedly com-
prehensive collection of phone calls was actually absorbed or col-
lected by the government, which undercuts and contradicts rep-
resentations made to the courts in justification of the program
itself. Representations made by the President are undercut by that
potential fact. So it appears that the effectiveness of the program
may be in question also, which is an issue raised in your report
and, again, highly significant.
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These kinds of issues deserve to be aired and analyzed more ef-
fectively and comprehensively than they have been, and one of the
reasons we are having this hearing is to give you an opportunity
to continue your conversation with the American public about these
critical issues. I want to again thank you, not only on my behalf
but also for Chairman Leahy, who has provided a written state-
ment. I am not going to read it, but if there is no objection, I will
ask that it be made part of this record.

[The prepared statement of Chairman Leahy appears as a sub-
mission for the record.]

Senator BLUMENTHAL. I will now turn to the Ranking Member,
Senator Grassley.

OPENING STATEMENT OF HON. CHUCK GRASSLEY, A U.S.
SENATOR FROM THE STATE OF IOWA

Senator GRASSLEY. I have a statement I am going to read. Before
I do that, I want to say that I have the same concerns that Senator
Blumenthal has just expressed. But I also want to make it very
clear that—and if I did not have those same concerns, I would not
be upholding my oath to the Constitution and the Fourth Amend-
ment. But, also, I think I would take into consideration a balance
between our number one responsibility of the Federal Government,
which is national security, and the requirements of our civil lib-
erties.

First of all, thank you for joining us, and thank you, Mr. Chair-
man, for holding this hearing, and I welcome the Board members
that are with us, the entire Board.

It is good that the Committee has held many hearings on these
surveillance authorities. The Committee will undoubtedly hold
more. The most important responsibility of the Federal Govern-
ment is to protect national security, while at the same time pre-
serving our civil liberties. The NSA continues to be of great concern
to my constituents in Iowa and obviously across the country.

Over the last few months, I have grown more concerned about
why the Department of Justice has not prosecuted any of the few
NSA employees who willfully abused their surveillance authorities.
We do have examples of where it has been abused and referred to
the Justice Department. I have not had an answer yet. I did write
a letter to the Attorney General about this back in October. Still
no response.

A few weeks ago at a hearing, I pressed the Attorney General for
an answer. He did not have one. He committed to getting me a re-
sponse, but I am still waiting. It is good that these abuses have oc-
curred only on a few occasions. But the American people need to
know if the Department is taking these referrals seriously.

A month or so ago, the President finally weighed in on these im-
portant surveillance reform matters. It was past time for our Com-
mander in Chief to become engaged on this issue. After all, surveil-
lance authorities are critical to our national security.

Some of the reforms in his speech concerned me, like the idea
that we would recognize privacy rights of potential foreign terror-
ists. I do not quite understand that.

On the other hand, other reforms the President announced seem
very promising. For example, to the extent that it does not com-
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promise national security, increased transparency can help to re-
store the public’s confidence in our intelligence community.

Indeed, not long after his speech, the administration announced
new rules that will permit companies to be far more transparent
with their customers about FISA Court orders and directives.

The President also announced reforms to the government’s han-
dling and use of the telephone metadata that it collects under 215.

The government is now required to obtain a separate court order
every time it seeks to access or search metadata, except in emer-
gency situations. This is a significant additional safeguard against
the potential abuses of the metadata.

Additionally, the President announced a change to the program
that will require the metadata to be held by the telephone compa-
nies. He apparently believes that this can be done without compro-
mising the program’s operational value. There are many questions
about whether such an arrangement is desirable or even possible.
But the administration is currently exploring options implementing
this change, and it is my understanding they are supposed to have
a report ready by March 28th.

It was against this landscape that this Board before us issued its
report a few weeks ago. The report contains a number of rec-
ommendations that I am interested in hearing more about.

For example, many of the recommendations in the report concern
increased transparency—a very worthy goal. All but one of these
transparency recommendations was adopted unanimously by the
Board reporting today to us. Moreover, they are similar to the re-
forms that the President proposed.

Additionally, the report recommends that the FISA Court be able
to call upon a pool of advocates from outside the government. These
advocates would provide an independent perspective, but only in
cases that the judge decides present novel or significant issues.
This recommendation was also adopted unanimously. It is also
similar to the President’s proposal, as well as the approach in the
bill that passed out of our Senate Intelligence Committee.

The Board’s remaining conclusion, however, was that the Section
215 metadata program is illegal and should be terminated. Of
course, this recommendation received the most media attention. It
was adopted by only a bare majority of the Board before us on a
3-2 party-line vote.

The Board’s conclusion on this point is striking, given that it is
inconsistent with the opinions of so many other authorities that
have evaluated the lawfulness of the Section 215 program.

For instance, the Board’s conclusion is contrary to the opinion of
the President of the United States, who, as you know, proudly says,
and legitimately so, that he is a former constitutional law pro-
fessor, as well as even the Department of Justice taking that same
position.

It is contrary to the opinion of the prior administration that initi-
ated the program.

It is contrary to the opinion of the 15 FISA Court judges who
have reauthorized the program over the years.

It is contrary to the opinion of two of the three district court
judges who do not serve on the FISA Court but who have nonethe-
less considered the issue.
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And, of course, it is contrary to the opinion of two of the Board’s
members.

Nevertheless, as we consider these various reforms, I welcome
hearing a wide range of views. I thank the Board for their con-
tribution to public service on this very important issue that is obvi-
ously a constitutional issue.

Thank you.

Senator BLUMENTHAL. Thank you, Senator Grassley.

I do not know whether Senator Franken has any remarks that
he would like to make at the outset.

Senator FRANKEN. I will wait until the questioning.

Senator BLUMENTHAL. Very good. Thanks.

I would like to ask the panel to please rise and be sworn, as is
the custom of our Committee. Do you affirm that the testimony
that you are about to give is the truth, the whole truth, and noth-
ing but the truth, so help you God?

Mr. MEDINE. I do.

Judge WALD. I do.

Ms. Branb. I do.

Mr. DEMPSEY. I do.

Ms. Cook. I do.

Senator BLUMENTHAL. Thank you.

I understand that you have a brief opening statement, but before
that, let me just introduce the panel, if I may.

David Medine, the Chairman of the PCLOB, has been the
Board’s Chairman since May 2013. Before becoming the Chair, he
worked as an Attorney Fellow at the Securities and Exchange Com-
mission and a Special Counsel at the Consumer Financial Protec-
tion Bureau. He was previously a partner focusing on privacy and
data security at Wilmer Hale, a Senior Adviser to the White House
National Economic Council, and Associate Director for Financial
Practices focusing on privacy issues at the Federal Trade Commis-
sion, and also was a professor at Indiana University and George
Washington University Law Schools. He has a B.A. from Hamp-
shire College and a J.D. from the University of Chicago.

Rachel Brand is chief counsel for regulatory litigation for the
United States Chamber of Commerce. Ms. Brand has held a num-
ber of positions at the Department of Justice during the President
George W. Bush administration, including Assistant Attorney Gen-
eral and Principal Deputy Assistant Attorney General for Legal
Policy and Regulatory Policy Officer. She worked in the White
House Counsel’s Office and clerked for Justice Anthony Kennedy
and justice Charles Fried of the Supreme Judicial Court of Massa-
chusetts. She has also practiced law at Wilmer Hale and at Cooper
Carvin Rosenthal in Washington, DC. She has a B.A. from the Uni-
versity of Minnesota and a J.D. from the Harvard Law School.

Elisebeth Collins Cook is counsel in the regulatory controversy
and regulatory and government affairs departments in the Wash-
ington, DC, office of Wilmer Hale. Ms. Cook previously served as
the Republican Chief Counsel on Supreme Court Nominations for
the Senate Judiciary Committee and as an Assistant Attorney Gen-
eral for Legal Policy at the Department of Justice at the end of the
Bush administration. She served as a member of the Board of Gov-
ernance of the Terrorist Screening Center and co-chair of the Sub-
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committee of the President’s Identity Theft Task Force. She was a
law clerk to Justice Laurence Silberman of the United States Court
of Appeals for the DC Circuit and to Judge Lee Rosenthal of the
United States District Court for the Southern District of Texas.
She holds a B.A. from the University of Chicago and a J.D. from
Harvard Law School.

James Dempsey is vice president for public policy at the Center
for Democracy & Technology, a nonprofit focused on privacy, sur-
veillance, and other Internet issues. Mr. Dempsey previously
served as deputy director of the nonprofit Center for National Secu-
rity Studies and as special counsel to the National Security Ar-
chive. Prior to that, he was Assistant Counsel to the House Judici-
ary Committee’s Subcommittee on Civil and Constitutional Rights
and an associate at Arnold & Porter. He, too, was a law clerk, in
his instance for Judge Robert Braucher of the Massachusetts Su-
preme Judicial Court. He served as a member of several bodies ad-
dressing these issues, including the Industry Advisory Board for
the National Counter-Terrorism Center, and the Transportation
Security Administration’s Secure Flight Working Group, among
others. He has a B.A. from Yale University and a J.D. from Har-
vard Law School.

And, finally, but certainly not least, I am particularly proud and
pleased to welcome a native of Connecticut, Judge Wald, who has
served with extraordinary distinction for 20 years on the United
States Court of Appeals for the District of Columbia, including five
years as chief judge. She has also continued her public service as
a judge on the International Criminal Tribunal for the Former
Yugoslavia and a member of the President’s Commission on Intel-
ligence Capabilities of the United States Regarding Weapons of
Mass Destruction. She served in President Carter’s administration
as the Assistant Attorney General for Legislative Affairs in the De-
partment of Justice. She also previously worked as an attorney at
the Mental Health Law Project, the Center for Law and Social Pol-
icy, the Neighborhood Legal Services Program, the Office of Crimi-
nal Justice at the Department of Justice, and co-director of the
Ford Foundation Drug Abuse Research Project. Judge Wald clerked
for Judge Jerome Frank on the United States Court of Appeals for
the Second Circuit. She received her B.A. from the Connecticut Col-
lege for Women and her J.D. from Yale Law School. And I might
just say she has been inducted into the Connecticut Women’s Hall
of Fame.

We welcome all of you. We thank you for being here. I under-
stand you have a brief introductory statement that will be sub-
mitted by the Chairman, and please proceed. Thank you.

STATEMENT OF THE HONORABLE DAVID MEDINE, THE HON-
ORABLE PATRICIA M. WALD, THE HONORABLE RACHEL L.
BRAND, THE HONORABLE JAMES X. DEMPSEY, AND THE
HONORABLE ELISEBETH COLLINS COOK

Mr. MEDINE. On behalf of my fellow Privacy and Civil Liberties
Oversight Board members, thank you, Mr. Chairman, Ranking
Member Grassley, and Committee Members, for the opportunity to
appear today.
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PCLOB, or the Privacy and Civil Liberties Oversight Board, is an
independent executive branch agency tasked with ensuring that
our Nation’s counterterrorism efforts are balanced with the need to
protect privacy and civil liberties.

Before beginning my testimony, I want to state our respect and
admiration for the men and women in the intelligence community
who work tirelessly to protect this country while maintaining our
values. We have the highest regard for them.

Last June, at the request of Members of Congress and the Presi-
dent, our Board initiated a study of the bulk telephone records pro-
gram conducted by the National Security Agency under Section 215
of the USA PATRIOT Act. The study included classified briefings
with officials from the Office of the Director of National Intel-
ligence, the NSA, the Department of Justice, the FBI, and the CIA.

Board members also met with White House staff, a former pre-
siding judge for the FISA Court, academics, privacy and civil lib-
erties advocates, technology and communication companies, and
trade associations.

In addition, the Board received a demonstration of the Section
215 program’s operation and capabilities at the NSA.

The Board has been provided access to classified opinions by the
FISA Court and classified documents relating to the operation and
effectiveness of the program. At every step of the way, the Board
has received the full cooperation of the intelligence agencies.

Consistent with our statutory mandate to operate publicly where
possible, the Board held two public forums and solicited public
comments. In our January 23 report, the Board concluded that the
Section 215 bulk telephone records program lacks a viable legal
foundation under Section 215, implicates constitutional concerns
under the First and Fourth Amendments, raises serious threats to
privacy and civil liberties as a policy matter, and has shown only
limited value. As a result, the Board recommends that the govern-
ment end the program.

The majority concluded that particularized telephone record
searches could be performed using other existing authorities. Two
Board members declined to join the Board’s legal conclusions, tak-
ing the position that the government’s interpretation of the statute
is a reasonable reading, made in good faith by numerous officials
in two administrations of different parties, and constitutes a good-
faith effort to subject a potentially controversial program to both
judicial and legislative oversight.

The Board unanimously recommends that the government imme-
diately implement several additional privacy safeguards to mitigate
the privacy impact of the present Section 215 program. Specifically,
the government should reduce the retention period for the bulk
telephone records program from five years to three years; reduce
the number of hops used in contact chaining from three to two;
submit the NSA’s reasonable, articulable suspicion, or RAS, deter-
minations to the FISA Court for review after they have been ap-
proved by the NSA and used to query the data base; and require
an RAS determination before analysts may submit queries to or
otherwise analyze the corporate store, which contains the results of
contact chaining queries to the full collection store.
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Last week, at the Attorney General’s request, the FISA Court
modified its primary order to require prior judicial approval for
reasonable, articulable suspicion determinations before the data
base is queried, and consistent with the Board’s recommendations,
the Court reduced the permissible queries from three to two hops.

The Board’s report also addressed the operation of the FISA
Court. The Court’s procedures have raised concerns that it does not
take adequate account of positions other than those of the govern-
ment.

The Board believes that some reforms are appropriate and would
help bolster public confidence in the operation of the Court, includ-
ing: creation of a panel of private attorneys, or Special Advocates,
who can be brought into cases involving novel and significant
issues by FISA Court judges; development of a process facilitating
appellate review of FISA Court decisions; and increased oppor-
tunity for the Court to receive technical assistance and legal input
from outside parties.

We believe that our proposal successfully ensures the ability of
the Court to hear opposing views while not disrupting the Court’s
operation or raising constitutional concerns about the role of an ad-
vocate.

The Board also believes that to the maximum extent possible
consistent with national security, declassified opinions of the FISA
Court, with minimal reductions, should be made publicly available.

Finally, the Board believes that the scope of surveillance authori-
ties affecting Americans should be public while sensitive oper-
ational details regarding the conduct of government surveillance
programs remain classified. Two Board members declined to join
this recommendation.

All of the Board’s recommendations regarding the operation of
the FISA Court and six of the seven regarding transparency are
unanimous.

The Board thanks you for the opportunity to testify before the
Senate Judiciary Committee today regarding our report. We would
be happy to answer any questions the Committee members may
have.

[The prepared statement of Mr. Medine and the other Board
members appears as a submission for the record.]

Senator BLUMENTHAL. Thank you. I am happy to give other
members of the panel an opportunity to speak separately by way
of introduction, but if not, why don’t I just begin with some ques-
tions.

Let me ask you as the Chairman, Mr. Medine, would the appar-
ent revelation that perhaps only a proportion of this telephone data
was actually collected change in any way the conclusions of your
report?

Mr. MEDINE. I do not think we can address in public session the
pros and cons of that conclusion, but we would be happy to meet
with the Committee in private session. But even if the reports are
true, it still means that hundreds of millions of telephone records
are being collected, and so at least it is my view that it would not
change the recommendations of the Board.
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Senator BLUMENTHAL. Would it undercut the accuracy of rep-
resentations made by the U.S. Government to the courts to justify
this program?

Mr. MEDINE. Again, I do not want to comment on that because
some of this matter still remains classified, and I think there is
more to be said on that, but I do not think it can be said in public
session.

Senator BLUMENTHAL. Well, let me put it a different way.
Wouldn’t you agree with me that the U.S. Government has misled
the courts, whether purposefully or inadvertently, in justifying this
program on the basis that all telephone records are collected?

Mr. MEDINE. Again, I am not prepared to confirm any of the re-
ports that have been made, and so I do not want to draw any con-
clusions about representations that were made in any court pro-
ceedings.

Senator BLUMENTHAL. Let me then just move on to a separate
line of questioning. Is it fair to say from your report that the
present bulk metadata collection program is unjustifiable under ex-
isting law?

Mr. MEDINE. That is the conclusion of the majority of the Board,
yes.

Senator BLUMENTHAL. It is illegal.

Mr. MEDINE. Yes. It is not consistent with the Section 215 au-
thority.

Senator BLUMENTHAL. So in order to continue it, if the Congress
chooses to do so, we would have to change the statute?

Mr. MEDINE. That is the majority’s view, although, again, the
majority would also counsel that even if you change the statute and
resolve the statutory issues, we still believe there are serious con-
stitutional issues and very serious policy issues related to bal-
ancing national security with privacy and civil liberties, and given
that there are alternative legal authorities to be used, at least the
majority’s preference would be to abandon 215 for these purposes
and use those other legal authorities.

Senator BLUMENTHAL. In other words, in effect, scrap 215 and
rely on alternative authority?

Mr. MEDINE. Exactly, yes.

Senator BLUMENTHAL. Has the panel reached any conclusion in
terms of timing as to whether our consideration or perhaps revision
of 215 or other authorities should await resolution by the U.S. Su-
preme Court of some of these issues that may come before it in
cases that are now in the lower courts?

Mr. MEDINE. The panel has not addressed that question specifi-
cally, but, again, given both the legal and policy concerns, I think
the interest would be to move forward and try to resolve those
issues sooner than later.

Senator BLUMENTHAL. Because we have no assurance, knowing
the U.S. Supreme Court, whether it will, in fact, address those
issues that are considered necessary and relevant for the Congress
to act or not, that is up to the Court to do?

Mr. MEDINE. Right. We only have district court decisions now,
and they have to work their way up through the system. But at
least the majority of the Board believes that action should be taken
on the program sooner than later.
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Senator BLUMENTHAL. There is no telling whether the U.S. Su-
preme Court will resolve those critical issues and when it will do
so.

Mr. MEDINE. Right, or how it will do so, as well, in terms of pro-
viding guidance.

Senator BLUMENTHAL. Let me ask you and Judge Wald, on the
issue of the adversarial process, I understand that the conclusion
of the panel was that the advocate—I have called it a “constitu-
tional advocate”—should be enlisted only when the Court thought
there was a novel or important issue. My view is that the constitu-
tional advocate should make that decision and be involved wher-
ever she thought an important or novel issue was raised by a war-
rant—not necessarily or usually before the warrant was issued—so
as not to delay the process, but at least afterward, analogous to
what happens in the ordinary criminal process where there is the
opportunity to challenge the legality of a search or surveillance
after the fact, and the evidence can be excluded.

Isn’t it often the case, let me ask you, Judge Wald, that judges
fail to see important or novel issues without counsel saying, in ef-
fect, this issue is critical, it is decisive, it is unresolved by other
courts, or resolved badly? Don’t judges benefit by hearing that ar-
gument to be made by counsel?

Judge WALD. Yes, Senator, they certainly do. Because I was fore-
warned that this might be a question, I did a very brief look at
some of my own experience in 20 years on the DC Circuit, and I
looked at only one year’s opinions which I was involved in. There
were 33 opinions in that particular year in the 1980s. And seven
times out of the 33 opinions which I wrote that year—and I was
only one of ten judges. I do not know what the record would be of
the other nine judges—but seven of those opinions were sent back
to the district court because the district court had not discussed
what we considered to be an important legal matter. And I would
say that that number might even be low because, as you well know,
there is a doctrine in the regular courts that if you did not raise
it down below, you cannot raise it on appeal.

But, yes, it was a not totally infrequent occasion, despite the ob-
vious fact that all of our cases did have counsel on both sides, and
even with that kind of protection, there still were missed items—
I would say especially in the regulatory complex cases, which had
a lot of different issues involving technology. I just could not help
copying one sentence from one of these monstrous EPA cases in
which the court of appeals said, “This is the first challenge to the
new source performance standards since the passage of the 1977
amendments. Therefore, the court was surprised that neither party
raised during the discussion below the appropriate standard of law.
In that discussion, they did not even mention the fact of a new
major legislative effort.” So, I mean, even with the best kind of
counsel, it can happen.

Senator BLUMENTHAL. Issue spotting is a challenging business.

Judge WALD. Yes.

Senator BLUMENTHAL. Even with counsel. And without it, reli-
ance on a judge is often hazardous. I have never been a judge, but
I have litigated for a number of years, and I have always been as-
tonished at how cases that I have tried may raise issues on appeal
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that I thought were insignificant below, and sometimes decided by
a ruling without an opinion. But I think that the reason that I pro-
pose the constitutional advocate be involved in every decision that
she or he thought was significant was to give the court the benefit
of that kind of additional insight and guidance and perspective.

I am going to turn to my colleague Senator Grassley and then
to Senator Franken for his questions.

Senator GRASSLEY. Thank you.

I am going to ask Ms. Brand a question, but Ms. Cook, if you
want to follow up with anything, you are welcome to do that.

Ms. Brand, you and Ms. Cook disagreed with the Board’s anal-
ysis and conclusion in a few key areas, including its conclusion that
the bulk metadata program is not authorized under Section 215.

Question: Can you explain why you disagree with the Board’s
analysis and conclusion on this point and why you believe that the
program is lawful?

Ms. BRAND. Sure. Thank you, Senator Grassley. You know, I
think the statutory question is difficult. It is not a simple question.
It is certainly one on which reasonable people can differ. But at the
end of the day, I would agree with every single federal judge who
has considered the statutory question, all of whom have upheld the
program.

There is a lot to say about the Board’s 40- to 50-page legal anal-
ysis on this subject, but just one thing that concerns me about their
analysis is that it seems to disregard the difference between na-
tional security investigations and criminal investigations. One ex-
ample of that is in the Board’s analysis of whether the relevance
standard in the statute is met. In that discussion, the Board says
a grand jury subpoena, which, as you know, also has a relevance
standard, has never been used to collect the volume of data that
is collected under the 215 program. And that is just not the right
question to ask because relevance is contextual. You have to ask,
“Relevant to what?” And in the grand jury context, information has
to be relevant to a criminal investigation, which is retrospective
and comparatively narrow.

In the FISA context, under Section 215, information has to be
relevant to an ongoing FISA investigation. That is a long-term,
proactive, preventive intelligence investigation into an entire ter-
rorist organization, and so it should not be surprising that a broad-
er volume of data would be relevant to that than would be relevant
to your typical criminal investigation.

Senator GRASSLEY. Okay. Ms. Brand, you and Ms. Cook also dis-
agreed with the Board’s conclusion that the program should be
shut down as a policy matter. The Board found that the program’s
risk outweighed its benefits, but in your written statement, you ap-
peared to challenge both sides of that equation. You wrote that the
program’s actually intrusion on privacy is small and that its bene-
fits cannot be measured solely by how many terrorist plots it di-
rectly disrupted.

Question: Can you explain in more detail why you disagreed with
the Board’s policy decision and conclusion that the program should
be terminated and why you believe that it is worth preserving?

Ms. BRAND. Sure. The question boils down to whether the pri-
vacy implications of the program outweigh the national security
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benefits, and I think the Board’s report both overstates the privacy
implications and understates the benefits.

On the privacy side, it is useful to stop for a minute and think
about what the program is. It is not collection of content of any
communication. The government cannot listen to anyone’s phone
calls with this program. It is literally a series of phone numbers
and the times they called other phone numbers with no names or
any other personally identifying information attached to any of
them. It is just a bunch of numbers.

The uses of it are also really limited. The government cannot
look at the information in the data base unless they have a par-
ticular phone number that they have evidence is connected to ter-
rorism. And then they can look in the data base to see which phone
numbers talked to that phone number. Again, no names. So that
exercise in connecting phone numbers to phone numbers is what
this program is about.

In addition, you have the numerous levels of oversight of the pro-
gram. The use of the program is incredibly strictly limited. And if
you take all of that plus the additional restrictions that we rec-
ommended be imposed, I think the intrusion on privacy is very
small.

On the value side, I said exactly what you said, which is that
whether this program has thwarted a particular plot lately is not
the only question. You have to look longer-term into whether the
next time there is a large-scale terrorist threat against the United
States, could this program prevent it, and I think the answer is
clearly yes, there is the potential for that.

You also have to remember that preventing a terrorist attack is
not the only measure of value. It is also valuable when the govern-
ment can determine there is no terrorist threat. So if you had, for
example, a situation where there was evidence of a terrorist plot
abroad and the government was trying to figure out if there is also
a domestic threat, if the government can determine there is no do-
mestic threat, then they might not have to take an action like
grounding all the airplanes in the United States. And that is also
valuable, I think.

Senator GRASSLEY. Okay. Ms. Cook, the Board concluded unani-
mously that the bulk metadata program is constitutional, but nei-
ther you nor Ms. Brand joined the extended analysis of this ques-
tion that is contained in the report. Did you find this a difficult or
close constitutional question, number one? And, number two, could
you explain why you did not join the analysis of the three other
members of the Board?

Ms. CooK. Thank you for the opportunity to answer that ques-
tion. As to the Fourth Amendment, the Board was unanimous that
the program does not violate the Fourth amendment. Smith v.
Maryland is the law of the land, and the Board was unanimous
that the government is entitled to rely on that precedent.

I declined to join the Fourth Amendment section as it was pri-
marily an extended discussion of a potential evolution in Fourth
Amendment jurisprudence. I did not find persuasive the Fourth
Amendment analysis, the prognostications particularly, as it de-
pended very heavily on a sole concurrence in the Jones decision. I
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do not think that is an indicator necessarily of where the Supreme
Court is going.

As to the First Amendment, I could not join that analysis as the
First Amendment analysis was of programs that simply do not
exist. As Ms. Brand has explained, the program here is simply
about numbers calling numbers. It is not associated with individ-
uals’ information. The majority, nonetheless, talks about the NSA
painting complete pictures of every American’s associational activi-
ties. As that is not the program we were analyzing, I could not join
the First Amendment analysis.

Senator GRASSLEY. Mr. Medine, I will ask you my last question.
The Board’s report recommends the creation of an advocate to par-
ticipate in the FISA Court process. The report recommends: one,
that the advocate should come from a pool of attorneys outside the
government; two, that the FISA Court should retain control over
whether to call upon the advocate in a matter; and, three, the ad-
vocate should not participate in or review all applications filed by
the government.

Two questions together. Could you walk through why the Board
felt strongly about each of these issues? And, second, did the Board
meet with any judicial representatives or did their views play a
role in shaping the Board’s recommendations?

Mr. MEDINE. Thank you, Senator Grassley, for the opportunity to
respond.

Just answering your last point first, the Board held two public
workshops, as I mentioned earlier, and we took testimony from two
former FISA judges, Judge Robertson and Judge Carr. In addition,
the Board met in private session with former FISA Judge Bates.
And so, yes, we had discussions with former judges in helping form
our views of those questions that you have raised.

The first question you raised is having the lawyers, the special
advocates, be outside the government. We felt that it was impor-
tant that they be independent and bring a fresh view to these
issues, and the alternative of seating them in the executive branch,
which is where the government is already making the request of
the FISA Court, so we thought to be more independent it made
sense for them to be not part of the executive branch. And, like-
wise, it does not make sense to have an advocate be part of the ju-
dicial branch, which is supposed to be a neutral arbiter of these
issues.

So we concluded that the best way to bring a fresh perspective
to raise legal and constitutional concerns was to have a panel of
outside private lawyers, chosen by the chief judge of the Court,
with the appropriate clearance or able to get clearance, and work
space, to address these important questions in appropriate cases,
which, I guess, turns to the second question, which is in regard to
giving the judge control over the cases. We felt that certainly in ev-
eryday, routine cases there was not a need for a special advocate.
The judges have testified to us that they are very capable in han-
dling those, much the way they handle search warrants, ex parte
in regular proceedings. It is the novel programmatic approvals in-
volving novel technical and legal issues where the judge’s role is
challenging. And so we wanted to give judges authority to invite
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the special advocates in those cases where the judge deemed it ap-
propriate.

We do want a reporting mechanism to make sure the judges ex-
ercise that authority appropriately, and so since the government is
supposed to designate those significant cases in advance, we would
like the Court to report on how many cases were designated in that
fashion, and in such cases, how many was a special advocate ap-
pointed.

Likewise, there are also cases that do not, on their face, appear
to present novel or technical issues, but the judge may know that
they raise important questions, and we wanted the judge to be free,
even in those cases, to invite in, to have discretion to expand the
pool, and also discretion as to when it is appropriate to bring some-
one in.

And, again, I think I answered your last question, which is that
not all applications, because probably a significant majority of the
cases are routine and do not require the role of an advocate and
it might actually slow the process down. But in significant problem-
atic approvals like the 215 program and others, where the judge is
almost acting like an administrative agency in approving a pro-
gram, the judges themselves said they would value an outside opin-
ion being brought in.

Senator GRASSLEY. Thank you, Mr. Chairman. Thank you, panel.

Senator BLUMENTHAL. Thank you, Senator Grassley.

Senator Franken.

Senator FRANKEN. Thank you, Mr. Chairman, and I would like
to thank the Oversight Board for its work.

All my questions are basically on transparency. On page 190 of
your report, you stated that, “I'ransparency is one of the founda-
tions of democratic governance.” And I could not agree more. How-
ever, it has been eight months since the Snowden leaks, and the
government still has not given the American people even a rough
estimate of how many people have had their information collected
under Section 215 or how many numbers have been collected. And
under current law, the government does not have to.

I have a bipartisan bill that would fix this, the Surveillance
Transparency Act. It would mean that the government would have
to say how many numbers, how many people’s numbers, have been
collected and how many have been queried, how many people have
been queried.

Recommendation 9 of your report echoes my bill. It says the gov-
ernment should give the American people a more detailed report
about Section 215.

What specific information should be included in these public re-
ports, do you think? And do you think this reporting should be re-
quired by law? Anyone can take this. Mr. Dempsey? Mr. Medine?
Ms. Brand?

Mr. DEMPSEY. Senator, I think the recent agreement by the Jus-
tice Department to allow companies to disclose more information
did not actually address the bulk collection question.

Senator FRANKEN. Right.

Mr. DEMPSEY. And assuming I understand your question cor-
rectly, the problem is that once anybody publishes a number saying
a million of our customers are affected, then that basically says



15

there is a bulk collection program directed against this entity. And
I believe that is sensitive information.

I think a better way to address the bulk——

Senator FRANKEN. Wait a minute. When you say “the entity,”
you mean the company?

Mr. DEMPSEY. Yes.

Senator FRANKEN. Okay. But that is sensitive information in the
sense that—first of all, the companies would like to be able to say
that. They would like to be more transparent. They have endorsed
my bill. They support my bill.

Mr. DEMPSEY. Honestly, I think there may be a split between
what the telephone companies want to do and what the Internet
companies would want to do. I am not sure about that, but I do
see a legitimate security concern about naming or identifying or
singling out——

Senator FRANKEN. But you do not have to single out. The govern-
ment can say how many—all it can say—it does not—it just says
how many numbers are caught up in the bulk collection. So it is
not singling out a phone company. It is not singling out——

Mr. DEMPSEY. Well, but I think the better way to get at the ques-
tion on the bulk side is to have a statute that either clearly author-
izes bulk collection or does not authorize bulk collection. The fun-
damental conclusion of the Board majority was that the statute as
you read it does not read like a bulk collection statute. And if we
are going to authorize bulk collection, then we should have a stat-
ute, in my view, designed for that purpose and explicitly setting
i)lll{t the parameters of what a bulk collection program would look
ike.

To me, that kind of legislative transparency is honestly more im-
portant than operational transparency. And here we are only talk-
ing about bulk collection, which, again, to my mind presents a
unique question about what the government says about when it is
doing it and——

Senator FRANKEN. Okay. Let me go to Mr. Medine. Thank you.

I am asking what the government reporting should be, and as-
suming that we keep the bulk collection—which I am not nec-
essarily assuming, but if we do, to me it makes sense that the gov-
ernment says how many numbers have been collected and how
many have been queried? What is your opinion on that, your
thoughts?

Mr. MEDINE. Our report certainly calls for greater transparency
by the government in how many requests it makes under each of
its surveillance programs that are authorized by Congress. When
you get down into the details of how many people’s information is
gathered, that is not always an easy thing to determine. Even in
the phone records program, multiple—I could have multiple phone
numbers. So calculating how many——

Senator FRANKEN. Well, you could say how many numbers have
been caught up, right?

Mr. MEDINE. Right. There certainly could be greater trans-
parency.

Senator FRANKEN. That is easy to do.

Mr. MEDINE. Yes. I think the tradeoff—and it is program by pro-
gram—is in some cases there are national security concerns that
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if we reveal that we are collecting a certain number of—amount of
information under a particular program, we may have tipped off to
potential terrorists how to not communicate under that program
anymore because now the government is collecting it.

So I think there is a balance to be struck, and the government
has just negotiated an agreement

Senator FRANKEN. Can’t you put a rough estimate on how
many—I mean, if you say, you know, this many numbers we are
collecting data on in our bulk collection, and Americans—see, my
feeling is this: that Americans basically distrust executive power,
and if they are not given enough information to make a decision
for themselves about the legitimacy of things, then they will as-
sume that the power is being abused. And to me it would make—
I do not think you would be giving anything away if you said this
many millions of numbers are having their—or tens of millions are
having their numbers, data collected about them, and this many
thousands are being queried. Do you really think that would

Mr. MEDINE. I think in some circumstances it could, and I think
the recent——

Senator FRANKEN. Give me a circumstance.

Mr. MEDINE. Well, if you have a collection of some program on
the Internet and we review

Senator FRANKEN. I am talking about the

Mr. MEDINE [continuing]. Phone records——

Senator FRANKEN. Yes. I am talking about the bulk data. That
is what I am talking about.

Mr. MEDINE. If we reveal how many phone records we are col-
lecting, it might indicate which records we are not collecting, for
instance, and so that might tip off people about safer methods of
communication.

Senator FRANKEN. If you said we are collecting information on 80
million numbers, does that tell you anything about what we are not
collecting?

Mr. MEDINE. It might.

Senator FRANKEN. Really?

Mr. MEDINE. It depends on the number of companies offering
those services and the number of customers they have. But we
think that there is—transparency is clearly important. That was a
major part of our report. FISA Court decisions should be made pub-
lic. The government should reveal its surveillance efforts. And the
laws that Congress passed should clearly reveal the authorities
under which those programs operate. But we do think that there
are some potential national security concerns, and the agreement
the Justice Department reached with the companies, say, for in-
stance, to not allow reporting for two years after a new program
is instituted might provide some guidance on how to balance those
important—both important—concerns of transparency and national
security.

Senator FRANKEN. Okay. Well, I hope we have a second round.
Thank you. I am sorry I am over my time.

Senator BLUMENTHAL. Thank you, Senator Franken. We will
have a second round, assuming that we can do it before the votes
occur at 11:30.

Senator Hatch.
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Senator HATCH. Well, thank you, Mr. Chairman. Welcome to all
of you. It is good to see you all again.

Anybody can answer this question. I want to thank you all for
your service on the Board and contributing to this report. I would
like to start with an issue that has received less attention than the
NSA surveillance program, and that is the Foreign Intelligence
Surveillance Court, or the FISC. Now, the Board unanimously rec-
ommended that the Court take full advantage of existing authori-
ties to obtain technical assistance and legal input from outside par-
ties, such as properly cleared outside lawyers. The Court can do
that now, in my opinion, without any new legislative authority.

Does the Court take advantage of that assistance? Any of you.

Mr. MEDINE. I think the Court certainly has access to the gov-
ernment’s technology experts in gathering information. Beyond
that, I cannot really say what the Court has done.

Sle(ilator HATCH. Anybody else care to comment? Yes, Judge
Wald.

Judge WALD. Among the former and current judges of the FISA
Court that we did talk to, we had one judge tell us that he did not
think it was clear to all the judges how or to what extent they
could take advantage of outside help. There have been, I believe,
few instances—there was one amicus in the review court of the
FISC Court, and there has been a more recent situation in which
they have allowed an outside group that has petitioned to file a
written presentation. But it was not clear, and we know of—I know
of no examples where they did take advantage of outside tech-
nical—

Senator HATCH. Okay. Now, the Board unanimously rec-
ommended some reforms to make the work of the FISA Court more
transparent. I am skeptical, however, about the recommendation
that the scope of surveillance authority should be made public. The
Board was divided on that issue, as I recall, and I am concerned
that publicly outlining surveillance collection methods may com-
promise the investigative techniques employed by intelligence and
law enforcement communities and ultimately pose a risk to na-
tional security.

Yesterday the Director of National Intelligence issued, pursuant
to Presidential Policy Directive 28, the list of permissible uses of
intelligence collected in bulk. Now, it seems to me that making
public the purposes for which the government uses intelligence
rather than the methods it uses to collect that intelligence strikes
a better balance, and I would like your comment, perhaps from
someone on both sides of the issue, if you could.

Ms. BRAND. I can start by explaining why I did not sign on to
the 12th recommendation, which is, I think, what you are referring
to.

Senator HATCH. Right.

Ms. BRAND. I agree with the majority in principle that, where
programs or the outlines of programs or the purposes of programs
can be revealed, they should be; but there is an important caveat
to that, which is it has to be done consistent with the national se-
curity. I do not think that a program’s legality depends on whether
it has been disclosed to the public. And I was concerned that that
is what the Board’s recommendation implied.
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I think that in our democracy, where we rely on committees like
this one and on the intelligence committees to do oversight, there
are necessarily going to be some things that occur in private, and
that is permissible.

Ms. Cook. I also would say I think it is difficult to draw conclu-
sions about what can safely be disclosed publicly from the Section
215 disclosures given that they followed the wholesale leak of the
program. So I think we need to address this prospectively and tak-
ing into serious account what the potential damage could be from
disclosure of previously classified programs.

Senator HATCH. Okay. Well, I am happy to welcome you all here
again. Judge Wald, you and I were together a long time ago.

Judge WALD. Yes. I think we go back 30 years, if [——

Senator HATCH. I think we do, and I am just happy to have all
of you here and I——

Judge WALD. I was just going to add——

Senator HATCH. Go ahead.

Judge WALD. On the transparency, our recommendation, the ma-
jority’s recommendation, I think was fully cognizant of the fact that
we in no way wanted the methods, operational details, or even the
existence of a particular operation to be automatically disclosed.
We did have testimony, actually, from a former Ranking Minor-
ity—Ranking Minority/Majority as it changed—Member of the
House Intelligence Committee that the so-called framework and
purpose of many of the programs could be disclosed by carefully
drawing these lines, and let me just give an example.

Now, we are just about to begin, or have begun, our report on
Section 702 of the FISA Act, which deals with the collection of com-
munications, one side of which may be in the U.S. and one side of
which is foreign. And that amendment, which allows this program
was openly debated before this body and before other bodies. Now,
we have just begun the investigation. I am not about to try to pre-
view any of our conclusions. But I will say this: The fact that how
the program would operate in terms of the courts approving a tar-
get or minimization and what kinds of categories of material could
be put in the targeting, many of these things are right in the stat-
ute or in the legislative history in the reports that accompany it.

Now, my belief is that—again, we have only begun our investiga-
tion, but that the government itself has said that the 702 program
has been very, very valuable to it and has said, certain representa-
tives of the government, much more valuable actually than

Senator HATCH. My time is running out.

Judge WALD. Yes. That is my point.

Senator HATCH. Let me just mention this. Ms. Brand and Ms.
Cook, it has been suggested that you believe the metadata program
might be illegal. Now, is that a fair characterization of your posi-
tion? Each of you can speak to the matter.

Ms. BranD. No.

Ms. CooK. No.

Senator HATCH. Why not?

Ms. BrRAND. I was explaining earlier to Senator Grassley some of
my reasons for thinking that the statute’s language can support
the program. I think what people are reading too much into is my
statement that reasonable lawyers can differ on this. It is not the
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clearest-cut of questions, but at the end of the day, I think that the
program is legal. That is my opinion.

Senator HATCH. Okay.

Ms. CooOK. Similarly, I believe that the program is authorized.
Ms. Brand had noted a concern with the majority’s approach to rel-
evance. I think there are a number of concerns that I have with
the majority’s legal analysis. For example, the Board has concluded
that Section 215 prohibits providers from producing documents to
the NSA instead of the FBI. It sounds like a technical issue, but
the Board has concluded on that basis that the Section 215 pro-
gram is unlawful.

But if you read Section 215 where it talks about production of
tangible things, there is no requirement whatsoever that it be
made to the FBI. The majority has instead cobbled together this
prohibition and rested its legal analysis on this prohibition that
does not appear on the face of the statute.

Senator HATCH. Thank you.

Mr. Chairman, if I could just ask one other question, because 1
am going to have to leave.

Let me just shift to the NSA telephone metadata program, which
hasd received most of the attention in these hearings and in the
media.

Now, Ms. Brand, it is my understanding that the Board is unani-
mous that the metadata program is constitutional, but divided on
whether it is authorized by statute. Is that a fair characterization?

Ms. BraND. That is correct.

Senator HATCH. Okay. In addition to the Board’s substantive con-
clusion about whether the PATRIOT Act authorizes the metadata
program, I wonder whether the Board should have delved into that
issue at all. And, Ms. Brand, please summarize why you think the
Board should not have ventured into that area.

Ms. BraND. Thank you, Senator Hatch. I would be happy to.

I think a Board like ours, which performs primarily an advisory
function and is not a court, does not have to address every legal
argument that is available and has to pick and choose and consider
the ramifications of what issues it decides to address.

I think, frankly, on the legal question here, the statutory ques-
tion, it is not clear to me what this Board adds. It is not as though
we are addressing this as a matter of first impression. This pro-
gram has been operating for years. It has been the subject of nu-
merous judicial opinions. The legality of it will ultimately be re-
solved in cases that are currently pending in the courts.

But, more importantly, I think where the Board concluded also
that there is a policy reason for shutting down the program, it just
struck me as gratuitous and unnecessary to also say the program
is illegal, because that has a very demoralizing and negative effect
on the intelligence community. You want your intelligence agencies
to aggressively protect the national security within the bounds of
the law. You do not want them to be timid and be scared of the
rug being pulled out from under them by being second-guessed, you
know, years later when they did everything right by going to the
court and operating under what they believed to be a legal pro-
gram.

So I just thought it was a mistake to address the illegality.
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Senator HATCH. Well, thank you. Mr. Chairman, I am sorry.

Mr. DEMPSEY. Senator, may I speak to that point just briefly?

Senator HATCH. With the Chairman’s permission, yes.

Senator BLUMENTHAL. Go ahead. Sure.

Mr. DEMPSEY. Senator, you know, when I first heard about this
program and the fact that it was authorized by the Court, I felt,
okay, it must be lawful. We will look at it. Maybe we will find some
additional tweaks that we can make to it and that will be it. If it
has been authorized by the Court, that is the end of the story.

But the more we looked at it, the more I came to the conclu-
sion—and a majority of the Board came to the conclusion—that the
program just does not fit within the statute, that it was shoehorned
into this statute. And I think nobody, with all respect to both the
executive branch officials and the judicial officials, nobody looked
at the statute as carefully as we did. I think if we had come for-
ward and opined on some balancing test or some other aspect and
had not looked at the statute carefully, people would have criticized
us, “Well, you did not read the statute.” I came to this conclusion
slowly. I came to it a little bit to my own surprise. But as you read
the statute, the words just do not add up to this program.

And on the constitutional point, I want to be clear. The Board’s
majority report says under application of existing case law, Smith
v. Maryland and the other third-party record cases, if those were
to be applied to this program, then you would conclude zero con-
stitutlional privacy interest in the data— therefore, not unconstitu-
tional.

The problem is there is no case ever addressing a program of this
scope until the two most recent district court cases. There is no Su-
preme Court case that ever applied the Smith v. Maryland doc-
trine, the transactional records doctrine, to such an extensive pro-
gram. The bottom line is nobody knows what the Supreme Court
would say when confronted with such an extensive and ongoing
{)rogram of this kind. That is the bottom line constitutionally, I be-
ieve.

Senator HATCH. Well, thank you.

If T could just ask Miss—Ms. Cook, welcome back to the Com-
mittee. We have missed you. Do you agree with Ms. Brand that the
Board should have stayed away from the issue of legality and stuck
to the policy questions regarding the NSA metadata program?

1(\1/Is. CooOK. I think the decision to spend such an amount of time
and——

Senator HATCH. Could I point out that, as you know, more than
a dozen federal judges, both on the Foreign Intelligence Surveil-
lance Court and on the U.S. district court, have concluded that the
PATRIOT Act does provide authority for the metadata program?
Now, the President’s Review Group, who appeared before this Com-
mittee, came to that conclusion. And the Attorney General, who
also was here just last month, strongly holds that position. The
Board was split, though, 3-2 on this, and I just wanted to know:
Why was the majority wrong on this issue, in your view?

Ms. Cook. Well, I think there are two questions there. First,
whether we should have engaged in such an extensive legal anal-
ysis. As you have noted, this program is subject to extensive judi-
cial oversight and is currently subject to ongoing litigation in three



21

district courts. We are a Board of extraordinarily limited resources,
particularly at the time we were considering this. The decision to
do both a statutory analysis and also a Fourth Amendment anal-
ysis that really was prospective only, had costs. We have not mean-
ingfully begun our review of the Section 702 program, nor have we
begun to address any of the other priorities we had identified since
the inception of our Board.

As to the question of whether the legal analysis was incorrect,
we have discussed the relevance issue. We have discussed the ma-
jority’s view that the records could not be produced directly to the
NSA, both of which I disagree with. And I would also disagree with
the majority’s analysis on the ECPA issue.

As you are aware from 2001, one of the primary purposes of the
amendments in 2001 to Section 215 was to eliminate any notion
that Section 215 could be used for some types of records but not
for other types of records. The legislative language—uses the term
“any tangible things.” The majority, nonetheless, imports from a
completely different title of the code a modifier of the term “any.”
I could not join that type of analysis.

And I would also say thus far it is a pleasure to be back to the
Committee today.

Senator HATCH. Well, thank you, Mr. Chairman.

Senator BLUMENTHAL. Thank you, Senator Hatch.

Judge WALD. Senator Hatch, could I indulge upon a 30-year rela-
tionship to address very briefly——

Senator HATCH. Sure.

Judge WALD [continuing]. A few of the points here.

Senator HATCH. I have watched you all that time, by the way.

Judge WALD. It has been a mutual watch.

Senator HATCH. Yes, I know.

[Laughter.]

Judge WALD. Anyway, I would simply like to point out that our
governing statute says, “The Board shall continually review actions
by the executive branch related to efforts to protect the Nation
from terrorism to determine whether such actions are consistent
with governing laws.” I think part of our mandate has been to look
at the consistency of the statute with the laws.

I would also point out that we had requests from a number of
Senators and a number of Members of the House to look at 215
and 702, and in each of the letters, it was mentioned that we
should look at the statutory basis.

The other point which I think is certainly worth thinking about
is Rachel Brand’s concern, I think a very legitimately motivated
concern, that if you say that the NSA people—whom we were all
impressed with their good faith and their diligence. If we say that
they were operating under a statute which did not give them the
authority to do what they are, this could be somewhat morale de-
structive.

I only wish to point out, again, drawing upon my 20 court years,
the average percentage of times in which an appellate court said
that the lower court or the agency, and primarily the agencies in
our cases, that the agencies had operated outside the mandate of
the statute were numerous. And I think it was never suggested
that we were saying these were bad people or that they had done
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something that was wrong. It was rather that legal interpretations
are difficult in complex legislation, and the fact that another body
may disagree with the agencies’ take is something which I think
these dedicated public servants are used to, and I would be very
surprised if it really decreased their sense of loyalty and dedica-
tion.

Thank you for indulging me.

Senator BLUMENTHAL. Senator Whitehouse.

Senator WHITEHOUSE. Thank you, Chairman.

Let me just ask a timing question first. When did the exercise
that led to the report that we have in front of us begin?

Mr. MEDINE. It began in June of last year.

Senator WHITEHOUSE. After the disclosures?

Mr. MEDINE. Yes, after the disclosures, a number of Members of
Congress and the President asked us to conduct a study of the 215
program, and we embarked on it almost immediately.

Senator WHITEHOUSE. You were aware of the 215 program at the
time?

Mr. MEDINE. Prior to the unauthorized disclosures? I only joined
the Board in late May, and I was not

Senator WHITEHOUSE. Was the Board aware of the 215 program
beforehand? Did you have

Judge WALD. As I recall, Senator Whitehead——

Senator WHITEHOUSE. Whitehouse.

Judge WALD. Yes.

Senator WHITEHOUSE. It is okay.

Judge WALD. We learned of the program shortly before that. I
cannot give you an exact date, but I would put it at a month or
several weeks before.

Senator WHITEHOUSE. Why do you suppose that is, since you
have the authority to continually review all of these programs?
Why was it that you were not aware of this until just shortly before
that?

Ms. BRAND. Our agency consisted—before Mr. Medine was con-
firmed, our agency consisted of four part-time members who could
work on PCLOB work about one day a week with no staff, and so
we were struggling merely to get stood up and start to meet with
the agencies about a variety of programs. And so we were begin-
ning to learn about programs, but we were nowhere near, I think,
the volume of intake that we will be at in the future. I think that
was part of it.

Senator WHITEHOUSE. So as far as you are concerned, nothing
was withheld from you. It was just that you did not have the aper-
ture to grind through all the different programs.

Mr. DEMPSEY. Senator, we had a briefing scheduled on 215 be-
fore the Snowden leaks, and the person was hit by a bus the week-
end before he was due to brief us, and we had to cancel the brief-
ing. He was not hit by a bus. He was in a car accident.

Ms. Cook. We have seen no indication that there was an effort
to withhold information about this program either prior to the dis-
closures or subsequent to the disclosure.

Judge WALD. I think we learned
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Senator WHITEHOUSE. So the gap is actually on your end in
terms of having the capacity to look into the breadth of various
programs.

Judge WALD. I think I would just add that this was a fairly tu-
multuous year in which the four of us with no staff went racing
around trying to learn as much as we could about a variety, a wide
variety of programs by many different agencies, not just NSA, the
one question or the one thing I learned most was that you have to
know how to ask the right questions. If you ask the right questions,
the information is forthcoming. We had no instance where they
said, “We will not tell you” or “We absolutely refuse.” But you do
have to know how to ask a second round of questions, and we were
just getting, I think, to that point of sophistication when the

Senator WHITEHOUSE. And you had gone into operation as a body
when?

Judge WALD. I am sorry. What?

Senator WHITEHOUSE. As a body, you had gone into operation on
what date?

Judge WALD. Sometime in August we were confirmed, in the
prior August.

Mr. DEMPSEY. August 2012.

Judge WALD. Yes, and then shortly thereafter, we were sworn in.
So I would say

Ms. CooK. But there is an idiosyncracy to our statute that I
would point out, which is that only the four part-time members
were confirmed in August 2012. Only the Chairman has the statu-
tory authorization to hire staff or an executive director, and Mr.
Medine was not confirmed until May 2013. So we did not actually
have the statutory capacity to hire staff or an executive director,
to say nothing of our attempts to find office space, Internet, every-
thing that needs to be done for a fledgling agency.

Senator WHITEHOUSE. So that takes me to the question of an
independent advocate who could appear in the Foreign Intelligence
Surveillance Court representing a public interest. I think there is
pretty broad agreement that that is a good idea. When you get into
the details of how that individual gets managed and supervised, I
get more anxious. I think if the person is an appointee of the chief
judge of the Court or the Chief Justice of the United States, they
risk becoming the pet lawyer of that individual. I think if the Court
can call on them or not at its discretion, there is the risk that they
get completely marginalized when they may have something useful
to say. If they are not supervised by somebody, there is the risk
that you have just created a sinecure for some individual or small
group of individuals, and that as long as they appeal to the polit-
ical galleries that are watching their behavior adequately, they
stay on even long after they have become ineffective and not note-
worthy to the Court any longer because they are ineffective.

There are all these dangers of how you keep that focus and how
you keep that task properly done. Make the case for why you all
should be the oversight in the context of those dangers.

Ms. BRAND. We have not suggested that we should be the over-
sight for the special advocate. I know some have suggested that we
be the body to appoint the members, a pool of special advocates or
appoint a special advocate. We intentionally did not recommend
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that, in part because we have an oversight function of the agencies
involved in——

Senator WHITEHOUSE. Okay. I am sorry. I misunderstood. I
thought that was your suggestion.

Ms. BRAND. No.

Mr. MEDINE. We have recommended that the Court choose from
private attorneys to act as a special advocate in appropriate cases,
and then that there be reporting as to when the Court exercises its
jurisdiction to bring those parties in.

Senator WHITEHOUSE. How do you avoid the pet lawyer or the
sinecure effects in that circumstance?

Mr. MEDINE. We thought long and hard about where to put the
special advocate. We thought first about the executive branch. We
were concerned that it is the executive branch that is approaching
the FISA Court for authority, and so it did not make sense to have
the executive branch arguing against itself. We then thought about
the judiciary, and, again, the judiciary is supposed to be an inde-
pendent arbiter, and it did not make sense to have them be the
house of the special advocate. And so we thought having a private
outside attorney who would have the independence to come in and
make those arguments, and hopefully with some transparency
about who is chosen as an advocate so the public can know who
is involved, and also transparency about when they are chosen to
participate, we thought struck the right balance between independ-
ence and accountability.

Senator WHITEHOUSE. It is a worrisome question to me, and 1
confess I do not have an answer to it in mind myself. But when
you dive into something that is so inherently private and classified
as this kind of activity, the ordinary controls—a lot of the ordinary
controls—vanish, and that leaves some sort of small “P” political
dynamics that can begin to take over, and I think every one of us
has probably, at some point in our lives, had the experience of see-
ing somebody move into a position akin to this and dine out on it
for the rest of their lives without producing much value.

Mr. MEDINE. Well, again, that is where we hope that the rotation
of the judges will play a role in that. We have also tried to em-
power the special advocate to have more appeals—take cases on
appeal, so there is greater oversight of the process. But there is
certainly a challenge there, but, again, we tried to strike what we
thought was the best balance between the competing concerns.

And, also, I guess it is worth keeping in mind, at least from what
we have learned, that the cases in which a special advocate is ap-
propriate do not happen all that often, and if you institutionalize
the person, then they are out there trying to figure out what to do
with their job as opposed to bringing in outside attorneys just on
a case-by-case basis we thought made more sense.

Mr. DEMPSEY. Senator, I think what we tried to do is to create
an incremental improvement in the current structure, a relatively
lightweight system, and to surround it with some of the reporting
that is already inherent in the FISA oversight process. That is, al-
ready the Government is required to report to this Committee and
the intelligence committees on significant opinions issued by the
Court. We would supplement that by saying, “Was the special ad-
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vocate invoked in that case?” We recommend that that reporting
come to us as well.

And we did think that the judges genuinely wanted this capa-
bility. In our discussions with the former judges of the Court that
we talked to, it seemed that they genuinely wanted the ability to
call upon a special advocate in certain cases. So I think our rec-
ommendations add up to that—some internal checks and balances
on the system. The government is currently required to notify the
Court when there is a significant issue posed in a case. That is one
triggering point. The judges themselves, we did conclude, are genu-
inely alert to those cases. They might not see all of them, but alert
to them. Then there is the reporting to this Committee after the
decisions are made and the question, was there the advocate, so
you begin—you do not institutionalize it. I think that you could
have a good enough workable system that would significantly add
to the credibility of the process, without an institutionalized
weighty structure.

Senator WHITEHOUSE. I have gone well over my time, and I have
two distinguished colleagues here whom I am trespassing upon. I
would be delighted to have another round to continue this discus-
sion. I yield back now.

Senator BLUMENTHAL. If we have time, we will have another
round. Thank you, Senator Whitehouse.

You know, I first of all want to come back to a point that Mr.
Medine made that we should be immensely grateful to our intel-
ligence community for the courageous and able contribution that
they make to protecting our national security. And I said it yester-
day when the Armed Services Committee heard testimony from Di-
rector Clapper. We frequently emphasize the failings because we do
not always see the successes. And we should be mindful of the
courage and dedication that they demonstrate day in and day out,
some of them in harm’s way.

You know, I may be the only person on this Committee who feels
this way, but I believe that the disclosure that only 30 percent of
these records are actually collected and that the proportion has
plummeted since 2006 is a real game changer. It calls into question
the entire rationale for the metadata collection program. And as a
matter of process, it really raises the question of credibility for the
U.S. Government in the representation that it has made to the
FISA Court, its failure to correct a representation that evidently it
made in 2006 that 100 percent of these records were going to be
collected, representations made to the district courts that are cur-
rently considering this issue.

To quote the Deputy Attorney General in testimony that he gave
in July to Congress, Deputy Attorney General James Cole said, in
justification for this program, “If you are looking for the needle in
the haystack, you have to have the entire haystack to look
through.”

I am just a country lawyer from Connecticut, but if I went to a
judge—and as a prosecutor, I did—and I said, “We need a search
warrant to look at the whole house because we believe there may
be incriminating evidence in this house, and we need to search
through every room, and that is why we are asking for the warrant
to search the whole house.” And then the police, under my author-
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ity, went to the house and only looked at maybe a few rooms and
decided either they did not have time or the rooms were dark or
some were locked, I would feel an obligation to go back to the judge
and say, “Your Honor, we need to at least tell you about the
search,” and I could think of a number of analogous situations com-
parable to it. And the question of whether the whole house needs
to be searched is in question.

In this instance, the rationale for this program is that all of the
data has to be collected so that connections can be made, algo-
rithms can be applied, analysis can disclose whether or not there
are communications that may raise national security concerns.

So I guess my question to the panel, and particularly to the dis-
senters, Ms. Brand and Ms. Cook, doesn’t this disclosure that only
30 percent of these records were actually collected because of the
explosion in cell phone use, a legitimate reason, perhaps, that the
government was unable to collect all of them, raise questions not
only about the efficacy of the program but also about its legal foun-
dation?

Ms. BRAND. I think for the reasons that the Chairman explained,
it is touchy for us to talk about this because I am not clear exactly
on what is classified and what is true, and so we cannot get into
that here. But on a prospective basis, if there were an institutional
reason why the government would only be able to collect 30 percent
of the records and that is it forever, that would diminish the value
of the program from what it would be if they collected 100 percent
of the record. I agree with that.

You know, another thing that I want to point out is that some-
thing I said in my separate statement, and I think others on the
Board agree, is that for any program like this, the government
should be continually assessing the value of the program and
whether it has diminished—or it could increase—but whether it
has diminished over time in light of changed -circumstances,
changed behavior of suspects, changed behavior of the public, addi-
tional legal tools that might be available, or other changes in the
law, everything, and continually assess whether they should con-
tinue a program. I think they do that already on an informal basis,
but I think a more formalized process in which the Privacy Board
would be involved would be a good thing.

Mr. MEDINE. And, Senator, we certainly all agree that there
should be an ongoing assessment of efficacy of these programs. But
if I could just return to your first point for a moment with regard
to the dedication of the workers in the intelligence community,
again, just to restate that, we have found them extraordinarily
dedicated. And I just want to make clear that our recommendations
about the legality of the program have nothing to do with the good
faith in which they have operated and the administration has oper-
ated and the courts have operated with regard to this program.
Our effort is to take a look—our mandate is to talk about—look at
privacy and civil liberties and what protections are available. Sec-
tion 215 does have protections, and we think on a prospective
basis, even to the extent the program continues for a short period,
those protections ought to be in place. And so our effort is to look
forward, not to impugn at all the good faith of anyone who has re-
lied on either constitutional issues or statutory issues.
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Senator BLUMENTHAL. Because we are running out of time, I am
going to cut short my questions, but just make the observation that
I believe that the constitutional advocate, far from being a light-
weight institution, has to be a real heavyweight to protect the Con-
stitution. And I would err on the side of giving that person or office
the resources, the authority, the personnel, and ultimately the
credibility that will enhance the trust and confidence of the Amer-
ican people in the constitutionality of this process and its legality.

Senator Franken.

Senator FRANKEN. Thank you, Mr. Chairman.

I am just a little confused from my first set of questions, so I
just—Dbecause it seems a little at odds with the report, and any of
you can weigh in on this, please. On page 205—well, let me first
go on—Recommendation 9 says “ ... the government publicly dis-
close more detailed statistics to provide a more complete picture of
government surveillance operations.”

And then on page 205, you say, “ ... if a statute such as Section
215 continues to be used as the basis both for individualized collec-
tion and bulk collection, the mere number of Section 215 orders
could be misleading.”

So when I asked about transparency before and putting out the
number of—and right now this Washington Post article is speaking
to the issue of how many numbers or how many phone calls are
being collected—and that is collected—it just seems to me—and
since the number of orders is, as you say, misleading, I do not un-
derstand your answer. I do not understand why revealing the num-
ber of numbers that are caught up in this collection is not more
transparency and does not give Americans a better idea of the di-
mension of this so that Americans can decide for themselves what
this program is and whether it is legitimate or whether it is proper.

Mr. DEMPSEY. Senator, you have been a leader on this issue, and
I do not in any way want to lose sight of what I think is substan-
tial agreement between us and probably between all the members
of the Board and you on the importance of transparency and the
value of numbers as a component of transparency. I was simply re-
sponding to what I think is an important, but in some ways nar-
row, question, which is how do we handle numerical reporting on
bulk collection programs as opposed to numerical reporting on tar-
geted programs, which I think everybody agrees, and some
progress has been made and more could be made on the numerical
reporting, how many orders, how many accounts affected on the
targeted side. So that is not what I think you and I are talking
about now. We are talking about the bulk side——

Senator FRANKEN. Right.

Mr. DEMPSEY [continuing]. Where obviously one order or three
orders or five orders could be meaningless if millions and millions
of people are affected. On the other hand, we were thinking here,
what about the next program and the next program and the next
program? And how do we deal with—again, if 215 stays as it is—
how do we deal with bulk reporting on the next program and the
next program and the next program?

Senator FRANKEN. What about the program that exists? This
is—

Mr. DEMPSEY. This is a program that exists——
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Senator FRANKEN. Americans know about this program, and we
still have not really given them—I mean, the Washington Post will
put it in an article. Why can’t the government tell us the number
of telephone numbers that are having their data collected? And
then how many are being queried? That would give people some
idea of the scope of this program and what it is doing. And I think
Americans deserve to have that information in order to decide for
themselves—and I think it would be very helpful.

And, listen, I agree with both the Chairman and Mr. Medine on
our intelligence people. I believe that they are doing the best job
they can. But we have oversight, and part of the oversight to me
is what you talk about, how important transparency is. And I am
very confused about what you write in your report and what your
answer was to my first question in my first set of questions.

Mr. DEMPSEY. Do not let me hog it here, because others can have
views. I will simply say I agree on the numbers of the queries, that
the reporting there has been disclosed and could be disclosed.

Senator FRANKEN. It has been?

Mr. DEMPSEY. I am 99 percent sure that the government has de-
classified, at least for one year

Judge WALD. So-called RAS——

Mr. DEMPSEY [continuing]. The number of queries made against
the data base.

Judge WALD. There are 300—yes, actually if I could, Senator
Franken, one, speaking for myself, I agree that Americans, their
first and primary question is going to be, you know, How big is
this? How many Americans are likely affected by this program?

To the extent that this information can be disclosed without
hurting national security, the burden would be on the government
to show why it would be a national security problem, but to approx-
imate as close as you can get to that number without there being
any security problems. But as Jim suggested, the so-called RASs
are used to query this entire data bank, and obviously there is
some confusion from the newspaper accounts as to how big that
bank is. But they have disclosed that they query it with the so-
called RASs, a reasonable, articulable suspicion, in the area of 300
times a year. What we do not know from that is how many num-
bers they access on a first hop or a second hop or even a third hop.
You have to be very careful in defining what number you want be-
cause, as we learned, the way the system operates is this. When
you get the first hop as to which numbers the suspicious number
has been in contact with, what happens is the analysts look at all
the numbers that pop up, and they may look at several of them
and say, “That is of no interest to us. We know automatically that
that is some kind of number that has no interest to us, so we will
only look at one out of the 12 or one out of the 10.” Or they may
look at them all, or they may look at some and discard them. And
then you go to the second hop from all of those numbers, and you
get, you know, a wider and wider swath.

But I do think your general notion that Americans are most in-
terested in some notion of the scope of people who have been af-
fected is one that the government and the Congress and all other
people should work toward approximating, unless the government
can show that there is some national security danger there.
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Mr. MEDINE. I also wanted to add that one of the policy reasons
why we recommended ending this program is that concern by
Americans that they are being surveiled, and whether it is 30 per-
cent or 100 percent, knowing that the government is collecting your
phone calls to your lawyer, to your political organization, to a jour-
nalist has a chilling effect, and that is why we think it is preferable
to not have the government maintain this bulk data but use other
authorities and have the information held elsewhere.

Senator FRANKEN. I know—Dbut no matter where it is held, that
is problematic. But I know the vote has been called, and we have
got to go.

Senator BLUMENTHAL. Senator Whitehouse, did you have other
questions that you would like to

Senator WHITEHOUSE. Perhaps as an observation, but you can re-
spond, and if our time runs out, if you want to respond for the
record, that is fine.

This is probably the most overseen program in the history of the
American intelligence community. Setting aside the intelligence
community, it is probably one of the most overseen government
programs ever anywhere. It was managed by NSA, but it was over-
seen by the Department of Justice and the ODNI. With NSA you
had relatively independent bodies like the Inspector General, the
Office of the Director of Compliance, the General Counsel’s Office
which had important roles in it. It was reported quarterly to the
President’s Intelligence Oversight Board. You had a full-time court
with multiple judges overseeing it. I think they used to say that
there were more than 30 different congressional committees that
had oversight authority over it, but certainly the intelligence com-
mittees, this Committee, equivalent committees in the House all
had oversight over it. It is hard to imagine how you could apply
more oversight and have it make an incremental difference if you
add one more office to the wide array of offices that are already en-
gaged in oversight.

So to the extent that there was an oversight problem, it raises,
to me, the question more about the quality of the oversight and the
organization of the oversight rather than the quantity of it, because
we certainly threw more oversight at this program than anything
in history. And I just am interested in your reactions to that
thought. I do not think one more patch is going to help when there
is such a huge quilt of oversight patchwork there already.

Mr. MEDINE. I think there are a number of things. One is—and
I do not want to overstate our capabilities, but our Board is now
an independent agency with high-level clearances, with authority
to see all the information regarding these programs and report our
independent views without any review prior by the White House or
anyone else to the Congress, the President, and the public, as we
have done with regard to this program. We will not be able to be
everywhere, by any means. We are very small and we will probably
stay relatively small. But in those areas where we look, we can——

Senator WHITEHOUSE. The Inspectors General are in the same
position.

Mr. MEDINE. Right. But our focus is on national security, a bal-
ance of privacy and civil liberties. They have obviously a much
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broader focus. So I think—I hope we can contribute in some way
going forward. And as we have recommended

Senator WHITEHOUSE. Let me not put you in the position of try-
ing to defend that you should have some role going forward. My
point is when you have got this vast array of oversight already, the
most overseen program in history, adding one more thing I do not
think is a convincing argument on its own. I think that we have
got to take a look at the structure of this patchwork and array of
oversight and see if, in fact, there were oversight problems, what
do they go back to? I do not mind adding you to the equation. That
is not my point. My point is there is already so much oversight that
I cannot believe that adding you is going to make a huge marginal
difference. It will make a good difference, and I do not object to
your further participation in this. But I really think that to the ex-
tent that oversight is condemned in all of this, the solution is not
adding more small elements of oversight to an already vastly over-
seen, multiply overseen—frankly, hard to imagine how you could
add more oversight to it other than yourselves. I mean, every
branch of government is covered, every House of Congress is cov-
ered, the executive branch has multiple redundant coverage.

Mr. MEDINE. Senator, if I could, I think you are exact—you are
100 percent right. I actually think that is why the value of our
Board and what needs to be done is, I think what we did was we
pulled back and said, wait a second, where is the legal foundation
for this? Upon what structure has all of that oversight been cre-
ated? And we concluded, the majority, that the foundation itself
was inadequate. And then, I do believe, we took, remarkably, the
most in-depth look at effectiveness and looked, I believe, more
closely and probingly at effectiveness and again concluded that the
program came up short. But those two questions—what is the legal
foundation and what is the effectiveness, despite all of that struc-
ture, I believe they never really got, in 10 years of this program,
adequate attention.

Senator BLUMENTHAL. And I want to take the prerogative of the
Chair to observe, in response to Senator Whitehouse’s point, that
none of the oversight was adversarial in nature, which is why I
propose the constitutional advocate. Courts always do better when
they hear both sides. The process is well served when there is con-
tention, as there was within this Board. And I might just point out
that the dissent by Ms. Brand says, in commenting on whether the
Board should consider the legal question, as you very thoughtfully
observed, and I am quoting, “This legal question will be resolved
by the courts, not by this Board, which does not have the benefit
of traditional adversarial legal briefing and is not particularly well
suited to conducting de novo review of long-standing statutory in-
terpretations.”

At least part of that observation can be said of the FISA Court
and of the legal review and perhaps factual review that has been
conducted in this program. The oversight may have been numeri-
cally abundant, but as you observed, Senator Whitehouse, poten-
tially lacking in quality.

So I am going to have to go to the vote. Senator Whitehouse
moves more quickly, so he may——
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Senator WHITEHOUSE. No, we will go ahead, and I will let the
Chairman conclude the hearing. I would just note in reply that the
great adverse relationship that the Founding Fathers built into the
Constitution was the adverse relationship between the legislative
and the executive branches, which they characterized as one of
jealousy and rivalry that was to be harnessed for the good of the
public. So I would hate to think that just because there was not
a lawyer in the courtroom with a general public interest purpose,
that there was not adversarialness in all of this. There should have
been, and the structure of our government creates that
adversarialness. And if that has not been adverse enough, then
that is our fault. But it is not the fault of the lack of an additional
lawyer in the courtroom at the FISA Court.

Senator BLUMENTHAL. I do not think lawyers are necessary for
adversarial contention, but I think your point is well taken. And
I am going to close the hearing, leave the record open for one week,
and, again, thank the panel for being here, for your very thoughtful
and insightful and very helpful testimony, and again thank our en-
tire intelligence community that day in and day out works to grap-
ple with these very difficult and challenging questions.

Thank you, and the hearing is closed.

[Whereupon, at 11:48 a.m., the Committee was adjourned.]
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Today, the Judiciary Committee welcomes all five members of the Privacy and Civil Liberties
Oversight Board (PCLOB) for our fifth hearing this Congress on government surveillance
activities. The PCLOB’s recent report adds to the growing chorus calling for an end to the
government’s dragnet collection of Americans’ phone records under Section 215 of the USA
PATRIOT Act.

This is not the first time that the Committee has heard this message. On January 14, 2014, the
Committee heard testimony from the President’s Review Group on Intelligence and
Communications Technologies, which found that the Section 215 program has not been essential
to our national security and that the government should not store Americans’ phone records in
bulk.

1 could not agree more. As I have said repeatedly, the administration has not demonstrated that
the Section 215 phone records collection program is uniquely valuable enough to justify the
massive intrusion on Americans’ privacy. The PCLOB’s report likewise determined that the
program has not been effective, saying: “We have not identified a single instance involving a
threat to the United States in which the program made a concrete difference in the outcome of a
counterterrorism investigation. Moreover, we are aware of no instance in which the program
directly contributed to the discovery of a previously unknown terrorist plot or the disruption of a
terrorist attack.” This finding stands in stark contrast to initial claims by senior NSA officials
that the Section 215 program helped thwart dozens of terrorist plots.

The primary defense of the NSA’s bulk collection program now appears to be that the program is
more of an insurance policy than anything else. But even that defense of the program has been
called into question. According to news reports, under this program the NSA collects
somewhere in the range of 20 to 30 percent of domestic phone records. These estimates are
consistent with the President’s Review Group report, which cautioned against placing too much
value in this program as a tool to rule out a domestic connection to a terrorist plot — the so-called
insurance policy. The Review Group report tells us that is precisely because — although the
program is unprecedented in scope — it still covers only a portion of the total phone metadata
held by service providers.

The intelligence community has defended its unprecedented, massive, and indiscriminate bulk
collection by arguing that it needs the entire “haystack™ in order for it to have an effective
counterterrorism tool — and yet the American public now hears that the intelligence community
really only has 20 to 30 percent of that haystack. That calls even further into question the
effectiveness of this program.
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The PCLOB report also provides a detailed constitutional and statutory analysis of this program,
and concludes that the program “lacks a viable legal foundation under Section 215” and
“implicates constitutional concerns under the First and Fourth Amendments.” The PCLOB
report further reveals that although the Foreign Intelligence Surveillance Court first authorized
this program in 2006, it did not issue an opinion setting forth a full legal and constitutional
analysis of the program until last year. These conclusions are particularly important to the work
of this Committee as we consider the legal theory on which this program rests. Iremain deeply
concerned that under the administration’s interpretation of Section 215, the government could
acquire virtually any database it thinks might one day contain useful information. This could
have serious privacy and business implications in the future, particularly as new communications
and data technologies are developed.

The PCLOB report underscores the need to rein in the government’s overbroad interpretation of
Section 215 and to provide for greater transparency. Although the administration is in the
process of undertaking some preliminary and positive changes to the bulk phone records
collection program, these reforms are not enough. Congress should heed the advice of the
PCLOB, and shut this program down. Congress should enact the USA FREEDOM Act.

HHHHH
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BACKGROUND INFORMATION ON DAVID MEDINE, RACHEL L. BRAND, ELISEBETH
CoLLINS COOK, JAMES X. DEMPSEY, AND JUDGE PATRICIA M. WALD

David Medine, Chairman, Privacy and Civil Liberties Oversight Board

David Medine started full-time as Chairman of the Privacy and Civil Liberties Oversight
Board on May 27, 2013. Previously, Mr. Medine was an Attorney Fellow for the Security
and Exchange Commission and a Special Counsel at the Consumer Financial Protection
Bureau. From 2002 to 2012, he was a partner in the law firm WilmerHale where his
practice focused on privacy and data security, having previously served as a Senior Advisor
to the White House National Economic Council from 2000 to 2001. From 1992 to 2000, Mr.
Medine was the Associate Director for Financial Practices at the Federal Trade Commission
(FTC) where, in addition to enforcing financial privacy laws, he took the lead on Internet
privacy, chaired a federal advisory committee on privacy issues, and was part of the team
that negotiated a privacy safe harbor agreement with the European Union. Before joining
the FTC, Mr. Medine taught at the Indiana University (Bloomington) School of Law and the
George Washington University School of Law. Mr. Medine earned his B.A. from Hampshire
College and his |.D. from the University of Chicago Law School.

Rachel L. Brand, Member, Privacy and Civil Liberties Oversight Board

Rachel Brand has served as a Member of the Privacy and Civil Liberties Oversight Board
since 2012, In addition to her service on the PCLOB, Ms. Brand is vice president and chief
counsel for regulatory litigation at the National Chamber Litigation Center (NCLC), the
litigation arm of the U.S. Chamber of Commerce. Before joining the Chamber, Brand
practiced law with the international law firm WilmerHale, where she focused on strategic
public policy counseling, crisis management, and congressional investigations. She also has
extensive government experience, having served as the Assistant Attorney General for
Legal Policy at the U.S. Department of Justice after being confirmed by the Senate and
appointed by President Bush in 2005. Earlier in her career, Brand served in the Office of
Counsel to the President at the White House, where she advised White House staff on a
wide range of legal and constitutional issues and played a key role in high-profile legal
issues arising from federal agencies and departments. During the 2002 Term of the United
States Supreme Court, Brand served as a law clerk to Associate Justice Anthony M.
Kennedy. She also clerked for Justice Charles Fried of the Supreme Judicial Court of
Massachusetts. Brand graduated from Harvard Law School, where she served as deputy
editor-in-chief of the Harvard Journal of Law and Public Policy, and earned a B.A. from the
University of Minnesota-Morris.

Elisebeth Collins Cook, Member, Privacy and Civil Liberties Oversight Board

Elisebeth Cook has served as a Member of the Privacy and Civil Liberties Oversight Board
since 2012. She is also a counsel at Wilmer Hale. Previously, Ms. Cook served as the
Republican Chief Counsel, Supreme Court Nominations, for the Committee on the Judiciary
in the United States Senate. She also served as Assistant Attorney General for Legal Policy,
United States Department of Justice. At the Department, she spearheaded initiatives and
provided advice relating to national security, judicial nominations, DOJ regulations, civil



37

justice, civil rights, violent crime and other issues. Ms. Cook was a clerk to the Honorable
Laurence H. Silberman of the United States Court of Appeals for the District of Columbia,
and to the Honorable Lee H. Rosenthal of the United States District Court for the Southern
District of Texas. She holds a B.A, from the University of Chicago and a |.D. from Harvard
Law School.

James X. Dempsey, Member, Privacy and Civil Liberties Oversight Board

James Dempsey has served as a Member of the Privacy and Civil Liberties Oversight Board
since 2012. He is also Vice President for Public Policy at the Center for Democracy &
Technology (CDT), a non-profit public policy organization focused on privacy, national
security, government surveillance, and other issues affecting the future of the Internet. Mr.
Dempsey joined CDT in 1997, holding senior roles in the organization, including Executive
Director (2003-2005) and head of CDT's West Coast office in San Francisco, CA. Prior to
joining CDT, he served as Deputy Director of the non-profit Center for National Security
Studies and Special Counsel to the National Security Archive. From 1985 to 1995, Mr.
Dempsey was Assistant Counsel to the House Judiciary Committee’s Subcommittee on Civil
and Constitutional Rights. From 1980 to 1984, he was an associate at Arnold & Porter, LLP.
Mr. Dempsey clerked for Judge Robert Braucher of the Massachusetts Supreme Judicial
Court. He has been a member of several bodies addressing privacy and national security
issues, including the Markle Foundation Task Force on National Security in the Information
Age, the Bill of Rights Defense Committee advisory board, the Industry Advisory Board for
the National Counter-Terrorism Center, and the Transportation Security Administration's
Secure Flight Working Group, among others. He holds a B.A. from Yale University and a J.D.
from Harvard Law School.

judge Patricia M. Wald, Member, Privacy and Civil Liberties Oversight Board

Patricia M. Wald has served as a Member of the Privacy and Civil Liberties Oversight Board
since 2012. She served for twenty years on the U.S. Court of Appeals for the District of
Columbia, from 1979 to 1999, including five years as Chief Judge. Since that time, she has
served in various capacities including as a Judge on the International Criminal Tribunal for
the former Yugoslavia and a Member on the President's Commission on the Intelligence
Capabilities of the U.S. Regarding Weapons of Mass Destruction. Prior to joining the U.S.
Court of Appeals for the District Court of Columbia, judge Wald was the Assistant Attorney
General for Legislative Affairs at the Department of Justice. She also previously worked as
an attorney at the Mental Health Law Project, the Center for Law and Social Policy, the
Neighborhood Legal Services Program, the Office of Criminal Justice at the Department of
Justice, and co-director of the Ford Foundation Drug Abuse Research Project. Judge Wald is
a member of the American Law Institute and the American Philosophical Society, and
serves on the Open Society Institute's Justice Initiative Board. Since July 2010, Judge Wald
has been a member of the Council of the Administrative Conference of the United States.
judge Wald clerked for the Honorable Jerome Frank on the U.S. Court of Appeals for the
Second Circuit, and received her B.A. from the Connecticut College for Women and her |.D.
from Yale Law School.
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QUESTIONS SUBMITTED BY SENATOR GRASSLEY FOR DAVID MEDINE

Senator Grassley’s Questions for the Record from
Senate Committee on the Judiciary

“The Report of the Privacy and Civil Liberties Oversight Board on Reforms to the Section 215
Telephone Records Program and the Foreign Intelligence Surveillance Court”

February 12, 2014

Questions for Chairman David Medine

1. Resources for Minority PCLOB Members

In a separate statement included in the PCLOB’s Report, Ms. Cook wrote that “the decision of three
Members of the Board to allocate the entirety of the permanent staff’s time to the drafting of the Board
Report, while simultaneously drafting and refining that Report until it went to the printer, has made a
comparably voluminous response impossible.”

Ms. Cook’s statement makes it seem as though the Minority members of the Board weren’t provided
adequate resources to do their jobs. Please describe the process by which staffing and resources of the
PCLOB were allocated during its review of the Section 215 program, and the results of that process (i.e.,
what staffing and resources were available to each member of the PCLOB). Going forward, what
changes, if any, do you anticipate making to reallocate staffing and resources more equitably?

2. Hiring of the PCLOB’s Executive Director

As of July 9, 2013, Sharon Bradford Franklin was senior counsel to the Constitution Project, a non-profit
think tank. On that date, she appeared before the PCLOB and submitted a statement of that organization
for the record. The statement reflected the Constitution Project’s view that the program likely violates
both the statute and the Constitution. Ms. Bradford Franklin also expressed the view that the “existing
law does not authorize the bulk collection of telephone metadata.” Just over a week later, on July 17, the
PCLOB announced her hiring as Executive Director.

a. On what date did Ms. Bradford Franklin apply for the position of Executive Director?
On what date was she offered the position? In the interests of transparency, if such an
applicatjon or offer was outstanding at the time of her testimony before the PCLOB, did
you consider disclosing this to the public? Why or why not?

b. Given Ms. Bradford Franklin’s strong, pre-existing views concerning the legality of the
Section 215 program, how can she be an effective, objective Executive Director for all
members of the PCLOB, even those Members with whom she may disagree?
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QUESTIONS SUBMITTED BY SENATOR GRASSLEY FOR RACHEL BRAND

Questions for Rachel Brand
3. Resources for Minority PCLOB Members

Please describe the staffing and resources available to you during the process of producing the Report, as
compared to the other members of the PCLOB. Going forward, do you believe a reallocation of staffing
and resources is necessary to ensure that each member of the PCLOB is treated equitably?

4. The PCLOB’s Constitutional Analysis in the Report

The Board concluded unanimously that the bulk metadata program is constitutional. But you did not join
the extended analysis of this question that is contained in the report. Did you find this a difficult or close
constitutional question? Can you explain why you didn’t join the analysis of the three other members of
the Board?

5. Proposal for a FISC Advocate

a. The PCLOB’s Report recommends the creation of an advocate to participate in the FISC
process. More specifically, the report recommends that (1) the advocate should come from a pool of
attorneys outside government; (2) the FISA court retain control over whether to call upon the advocate in
a given matter; and (3) the advocate should not participate in or review all applications filed by the
government. Please describe why you concur in these recommendations.

b. The PCLOB also opines that the FISC already has the authority to create a pool of
special advocates to provide it legal or technical guidance, without any need for congressional action.
‘What is the legal basis for the FISC’s authority to do so?

c. The PCLOB also recommends that the opportunities for appellate review of FISC
decisions be expanded. One of the approaches suggested would permit the advocate to seek appellate
review of FISC decisions. However, if the advocate that is created does not have its own independent
standing, do you have any concerns that once the FISC issues a ruling in favor of the government, there
would be no “case or controversy” remaining that could be addressed by an Article III appellate court? If
so0, how would the PCLOB’s proposal resolve these concerns?

6. Proposal for a Third Party to Hold the Metadata

While the PCLOB’s Report concludes that the government should terminate the bulk collection program,
it also states that the Board “does not recommend creating a third party to hold the data; such an approach
would pose difficult questions of liability, accountability, oversight, mission creep, and data security,
among others.” Please spell out in more detail the problems you see with this approach.
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QUESTIONS SUBMITTED BY SENATOR GRASSLEY FOR ELISEBETH COLLINS COOK

Questions for Elisebeth Collins Cook
7. Resources for Minority PCLOB Members

Please describe the staffing and resources available to you during the process of producing the Report, as
compared to the other members of the PCLOB. Going forward, do you believe a reallocation of staffing
and resources is necessary to ensure that each member of the PCLOB is treated equitably?

8. Lawfulness of the Section 215 Program

You disagreed with the Board’s analysis and conclusion that the bulk metadata program isn’t authorized
under Section 215. Can you explain why you disagree with the Board’s analysis and conclusion on this
point, and why you believe that the program is lawful?

9. Disagreement with the PCLOB’s Policy Recommendation to Terminate the Metadata
Program

You also disagreed with the Board’s conclusion that the program should be terminated as a policy matter
because the program’s risks outweighed its benefits. Can you explain in more detail why you disagree
with the Board’s policy analysis and conclusion that the program should be terminated, and why you
believe it’s worth preserving?

10. Proposal for a FISC Advocate

a. The PCLOB’s Report recommends the creation of an advocate to participate in the FISC
process. More specifically, the report recommends that (1) the advocate should come from a pool of
attorneys outside government; (2) the FISA court retain control over whether to call upon the advocate in
a given matter; and (3) the advocate should not participate in or review all applications filed by the
government. Please describe why you concur in these recommendations.

b. The PCLOB also opines that the FISC already has the authority to create a pool of special
advocates to provide it legal or technical guidance, without any need for congressional action. What is
the legal basis for the FISC’s authority to do so?

c. The PCLOB also recommends that the opportunities for appellate review of FISC
decisions be expanded. One of the approaches suggested would permit the advocate to seek appellate
review of FISC decisions. However, if the advocate that is created does not have its own independent
standing, do you have any concerns that once the FISC issues a ruling in favor of the government, there
would be no “case or controversy” remaining that could be addressed by an Article I appellate court? If
so, how would the PCLOB’s proposal resolve these concerns?

11 Proposal for a Third Party to Hold the Metadata

While the PCLOB’s Report concludes that the government should terminate the bulk collection program,
it also states that the Board “does not recommend creating a third party to hold the data; such an approach
would pose difficult questions of liability, accountability, oversight, mission creep, and data security,
among others.” Please spell out in more detail the problems you see with this approach.
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QUESTIONS SUBMITTED BY SENATOR GRASSLEY FOR CHAIRMAN DAVID MEDINE, JAMES
DEMPSEY, AND JUDGE PATRICIA WALD

Questions for Chairman David Medine, James Dempsey and Judge Patricia Wald
12, Proposal for a FISC Advocate (part (a) is directed to Mr. Dempsey and Judge Wald only)

a. The PCLOB’s Report recommends the creation of an advocate to participate in the FISC
process. More specifically, the report recommends that (1) the advocate should come from a pool of
attorneys outside government; (2) the FISA court retain control over whether to call upon the advocate in
a given matter; and (3) the advocate should not participate in or review all applications filed by the
government. Please describe why you concur in these recommendations.

b. The PCLOB also opines that the FISC already has the authority to create a pool of special
advocates to provide it legal or technical guidance, without any need for congressional action. What is
the legal basis for the FISC’s authority to do so?

c. The PCLOB also recommends that the opportunities for appellate review of FISC
decisions be expanded. One of the approaches suggested would permit the advocate to seek appellate
review of FISC decisions. However, if the advocate that is created does not have its own independent
standing, do you have any concerns that once the FISC issues a ruling in favor of the government, there
would be no “case or controversy” remaining that could be addressed by an Article Il appellate court? If
s0, how would the PCLOB’s proposal resolve these concerns?

13. ' Proposal for a Third Party to Hold the Metadata

While the PCLOB’s Report concludes that the government should terminate the bulk collection program,
it also states that the Board “does not recommend creating a third party to hold the data; such an approach
would pose difficult questions of liability, accountability, oversight, mission creep, and data security,
among others.” Please spell out in more detail the problems you see with this approach.

14. The PCLOB’s Conclusion that the Section 215 Metadata Program Is Unlawful

Do you believe that reasonable people can differ with your conclusion that the Section 215 metadata
program is unlawful under the statute? If not, how do you account for the opposing views of the Justice
Department in this and the prior Administration, the various federal judges who have considered the
issue, and the views of your fellow Board members?
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RESPONSES OF DAVID MEDINE TO QUESTIONS SUBMITTED BY SENATOR GRASSLEY

Senator Grassley’s Questions for the Record from
Senate Committee on the Judiciary

“The Report of the Privacy and Civil Liberties Oversight Board on Reforms to the Section 215
Telephone Records Program and the Foreign Intelligence Surveillance Court”

February 12,2014

Questions for Chairman David Medine

1. Resources for Minority PCLOB Members

In a separate statement included in the PCLOB's Report, Ms. Cook wrote that “the decision of three
Members of the Board to allocate the entirety of the permanent staff's time 1o the drafling of the Board
Report, while simultaneously drafting and refining that Report until it went to the printer, has made a
comparably volumi response i ible.”

Ms. Cook’s statement makes it seem as though the Minority members of the Board weren't provided
adequate resources to do their jobs. Please describe the process by which staffing and resources of the
PCLOB were allocated during its review of the Section 215 program, and the results of that process (i.e.,
what staffing and resources were available to each member of the PCLOB). Going forward, what
changes, if any, do you anticipate making to reallocate staffing and resources more equitably?

Under the Privacy and Civil Liberties Oversight Board’s authorizing statute, only the Chairman can hire
permanent staff. Thus, when I joined PCLOB as its Chairman in May 2013, I was faced with an agency
with no permanent employees and a staff comprised only of two detailees from other federal agencies. A
short time later, thirteen United States Senators and the President asked the Board to conduct a study of
the Section 215 and 702 programs. Thus, the agency was faced with the dual task of staffing up and
conducting a study of two complex intelligence programs. The agency was also operating with a budget
of under $1 million annually, constraining the ability to hire staff. A further staffing constraint was the
need to hire individuals who already possessed Top Secret/SCI clearances, as the Board could not afford
to wait many months for new hires to obtain the necessary clearances given the pressing need to study the
two programs it was tasked to examine. In this context, the Board identified an attorney just completing a
judicial clerkship who had obtained a TS/SCI clearance for his work on the court. During this time frame,
the Board also hired an Executive Director, who had also previously acquired the needed clearance while
working in the private sector, and who was able to spend much of her time on preparation of the Board’s
report. I personally made substantial efforts to identify and hire additional staff, as did other Members of
the Board, and all of the Board members reviewed resumes and jointly conducted a number of interviews,
seeking to recruit a staff that was balanced and experienced in privacy, civil liberties, and national
security matters. Unfortunately, the Board was unable to hire any other full-time employees before the
report was completed. The two detailees, serving as the Board’s Chief Administrative Officer and Chief
Legal Officer, were needed to ensure that the PCLOB continued to stand up and function as a new federal
agency, including securing IT systems and addressing legal compliance issues such as FOIA and ethics
requirements.

Given the considerable staffing limitations, the sole staff attorney was tasked primarily with supporting
the drafting of the Board’s report, a significant portion of which represented the unanimous views of the
Board, including 10 of 12 recommendations. The Board’s Executive Director was also tasked with

drafting sections of the report for all Board member review and input, as well as arranging for briefings

1
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and meetings with government officials and outside stakeholders conducted jointly by all Board
Members. The background papers and drafts prepared by these two staff members were prepared for all
Members of the Board. Huge challenges were presented in preparing what was ultimately a 235-page
report, among them analyzing a significant quantity of legal materials including classified decisions of the
Foreign Intelligence Surveillance Court (FISC), participating in agency and other briefings, reviewing
additional written materials both by the government and outside sources, assisting in the planning and
conduct of a public hearing in November 2013 and then analyzing the hearing results, preparing an
analysis of instances in which the Section 215 program had been asserted to be effective, drafting the
report itself (which includes an extensive description of the program and its history, an analysis of
pertinent statutory and constitutional questions, a policy discussion weighing the national security
benefits of the program against its implications for privacy and civil liberties, and recommendations
regarding transparency and the operations of the FISC), and working with the Intelligence Community
and the Board’s Chief Legal Officer to ensure that an appropriate review of potentially classified
information in the report was conducted and feedback on classification was properly addressed.

The Board does not have a Majority and Minority staff. Throughout the process of preparing the Board’s
report, all members of our very small staff worked for the Board as a whole. Going forward, the Board is
now in the process of hiring additional staff. Once this has been accomplished, it is expected that all
Board members will benefit from this added assistance in the drafting of Board reports and any separate
statements that individual Board members choose to write.
2. Hiring of the PCLOB’s Executive Director
As of July 9, 2013, Sharon Bradford Franklin was senior counsel to the Constitution Project, a non-profit
think tank. On that date, she appeared before the PCLOB and submitted a statement of that organization
Jor the record.  The statement reflected the Constitution Project s view that the program likely violates
both the statute and the Constitution. Ms. Bradford Franklin also expressed the view that the “existing
law does not authorize the bulk collection of telephone metadata.” Just over a week later, on July 17,
the PCLOB arnounced her hiring as Executive Director.

a. On what date did Ms. Bradford Franklin apply for the position of Executive Director?
June 19, 2013,

b. On what date was she offered the position?

A conditional offer was made on July 15, 2013.

c. In the interests of transparency, if such an application or offer was outstanding at the
time of her testimony before the PCLOB, did you consider disclosing this to the public?

No offer was outstanding at the time of Ms. Franklin’s testimony.
d Why or why not?
Not applicable.
e Given Ms. Bradford Franklin's strong, pre-existing views concerning the legality of the
Section 215 program, how can she be an effective, objective Executive Director for all members of the

PCLOB, even those Members with whom she may disagree?

2
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Ms. Franklin’s testimony represented the views of her employer, The Constitution Project. When she
joined PCLOB, her task was to support the Board’s analysis and conclusions regarding the Section 215
program. The briefings she helped to organize, the document requests she coordinated, and the research
she conducted were on behalf of all Members of the Board and were shared with all Members of the
Board. As the Executive Director, she has been effective and objective in implementing the Board’s
conclusions and directions. Among other things, this is reflected in the fact that much of Ms. Franklin’s
work was on sections of the report that received the unanimous support of the Board.
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RESPONSES OF RACHEL BRAND TO QUESTIONS SUBMITTED BY SENATOR GRASSLEY

Questions for Rachel Brand
3. Resourees for Minority PCLOB Members

Please describe the staffing and resources available to you during the process of producing the Report, as
compared to the other members of the PCLOB. Going forward, do you believe a reallocation of staffing
and resources is necessary to ensure that each member of the PCLOB is treated equitably?

While the section 215 report was being written. the Board had two full-time staff members, both of whom
were working on the majority’s draft, as well as two employees detailed from other agencies. The fact
that we have such a tiny staff and the fact that the majority’s report was not final until just before it was
sent to the printer meant there were no staff resources available for the drafting of separate Board member
statements. Needless to say. this lack of resources was especially challenging for part-time Board
members with other professional commitments.

The Board is in the process of hiring a small number of additional staff. In my view, the staff of a multi-
member, bipartisan board should represent a range of viewpoints and backgrounds. Based on my
conversations with Chairman Medine, I believe he shares this view. I am hopeful that the staff he hires
will reflect this. In addition, Chairman Medine has committed that minority members of the Board will
have input into hiring decisions and will have access to staff resources once our hiring is

complete. Unfortunately. due to the length of time required for hiring government staff and obtaining
security clearances, this likely will not happen until after the Board’s section 702 report is published.

4. The PCLOB’s Constitutional Analysis in the Report

The Board concluded unanimously that the bulk metadata program is constitutional. But you did not join

the extended analysis of this question that is ined in the report. Did you find this a difficult or close
constitutional question? Can you explain why you didn’t join the analysis of the three other members of
the Board?

1 concurred in the Board’s conclusion that under Supreme Court precedent, the 215 program is
permissible under the Fourth Amendment. I did not join the Board’s description of academic criticisms of
existing caselaw or its discussion of how Fourth Amendment jurisprudence might evolve in the future. In
my opinion, the Board’s correct conclusion that the program is constitutional under existing Fourth
Amendment caselaw should have been the end of the constitutional analysis. The Board should not have
engaged in the further constitutional tea leaf-reading for several reasons: 1) Government actors are
entitled to rely on the law as it is when they take an action. 2) The trajectory of the law in this area is far
from clear. Compare ACLU v. Clapper, 959 F. Supp. 2d 724 (S.D.N.Y. Dec. 27, 2013); United States v.
Moalin, 2013 WL 6079518 (S.D. Cal. 2013); In re Application of the FBI for an Order Requiring
Production of Tangible Things, 2013 WL 5307991 (FISA Ct. Aug. 29, 2013); with Klayman v. Obama,
2013 WL 6598728 (D.D.C. Dec. 16, 2013). 3) As I explained in my Separate Statement to the Board’s
report, this Board is not well-suited to predicting it in any event.

s. Propesal for a FISC Advocate

a. The PCLOB’s Report recommends the creation of an advocate to participate in the FISC
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process. More specifically, the report recommends that (1) the advocate should come from a pool of
attorneys outside government, (2) the FISA court retain control over whether to call upon the advocate in
a given matter; and (3) the advocate should not participate in or review all applications filed by the
government. Please describe why you concur in these recommendations.

As I noted in my Separate Statement to the Board’s report, 1 believe that the FISC already operates with a
high degree of integrity. | believe each of the Senate-confirmed, life-tenured judges serving on that court
takes his or her obligations seriously. just as when handling civil and criminal cases in the regular docket
of his or her home district court. Ido not believe a special advocate is necessary for the FISC to fulfill its
statutory role or for it to function as a meaningful check on the government’s use of foreign intelligence
surveillance tools.

Nevertheless, 1 do believe that a mechanism for the court to receive third-party views in important cases
will bolster public confidence in its integrity. In addition, based on conversations with judges who have
served on the FISC, 1 believe that judges would welcome the opportunity to receive third-party briefing in
certain circumstances.

Of course, as I also noted in my Separate Statement, legislation creating a special advocate must get the
details right to avoid impairing a system that already works very well. Your question highlights some of
the specific elements of the Board™s recommendations that are among the most important features of a
workable special advocate process: The special advocates should be pulled from a pool of lawyers
outside the government to avoid creating an entirely new bureaucracy that would not reside comfortably
in any branch of the government. The special advocate should not participate in routine, individual
applications to the FISC, but only in novel or exceptionally important proceedings. And the FISC should
retain control over the involvement of the special advocate, though Congress could provide standards to
guide the court’s decision whether to invite the special advocate’s views on a particular application.

b. The PCLOB also opines that the FISC already has the authority to create a pool of
special advocates to provide it legal or technical guidance, without any need for congressional action.
What is the legal basis for the FISC's authority fo do so?

The FISC and FISCR have, in a few cases, allowed non-governmental parties to provide views in
proceedings before them. Although the extent of the FISC’s current authority to call upon third-party
technical experts is somewhat uncertain, the Board urged the court to utilize it to the extent

permissible. It is not clear to me that the FISC could implement the Board's proposal to create a pool of
special advocates without statutory authorization. The Board thus recommended that Congress enact
legislation creating the special advocate process.

c. The PCLOB also recommends that the opportunities for appellate review of FISC
decisions be expanded. One of the approaches suggested would permit the advocate to seek appellate
review of FISC decisions. However, if the advocate that is created does not have its own independent
standing, do you have any concerns that once the FISC issues a ruling in favor of the government, there
would be no “case or controversy” remaining that could be addressed by an Article Il appellate court?
If s0, how would the PCLOB’s proposal resolve these concerns?
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Any legislation creating a FISC special advocate will need to grapple with the difficult constitutional
question you raise. One of the important features of any special advocate process, in my opinion, will be
that the special advocate not be given procedural “rights” that would purport to require a court to hear an
appeal that did not satisfy Article III’s requirements. One possible way to facilitate further judicial
review of an important statutory or constitutional question without violating Article I1I’s requirements
would be to allow the FISC, in its discretion, to certify an appeal to the FISCR. This could be modeled
on the existing federal statute that allows federal courts to certify questions to a higher court under certain
circumstances. The Board recommended that the special advocate be permitted to suggest to the FISC
that it certify such an appeal. In my opinion, it is important that the court retain the ultimate decision
whether to certify an appeal.

6, Proposal for a Third Party to Hold the Metadata

While the PCLOB's Report concludes that the government should terminate the bulk collection program,
it also states that the Board “does not recommend creating a third party to hold the data; such an
approach would pose difficult questions of lability, accountability, oversight, mission creep, and data
security, among others.” Please spell out in more detail the problems you see with this approach.

Creating a third party to hold the data would create more questions than it would answer. I explained in
my Separate Statement to the Board’s report that this option would make sense only if it both preserved
the effectiveness of the program and ameliorated privacy concerns. Ido not believe it would do either. In
addition, it would raise a host of legal and policy questions, including the ones referenced in your
question. Who would this third party be? To whom would it be accountable? Would it be a private party,
or would it be governmental or quasi-governmental? If it were private, would its activities constitute state
action, and would there be any constitutional limitations on its actions? If governmental, how would that
ameliorate privacy concerns? Would the data held by this party be obtainable through subpoenas in civil
or criminal proceedings? How would the data be secured? And so on. As Isaid in my Separate
Statement, it would be wiser to leave the program with the government than to transfer it to a third party.
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RESPONSES OF ELISEBETH COLLINS COOK TO QUESTIONS SUBMITTED BY SENATOR
GRASSLEY

Questions for Elisebeth Collins Cook
7. Resources for Minority PCLOB Members

Please describe the staffing and resources available to you during the process of producing the Report, as
compared to the other members of the PCLOB. Going forward, do you believe a reallocation of staffing
and resources is necessary to ensure that each member of the PCLOB is treated equitably?

As we have publicly discussed, PCLOB has very limited staff resources, although we are in the process of
hiring additional staff. During the process of drafting the section 215 report, those limited full-time staff
resources were dedicated to the majority report, which made it a significant challenge to draft a
comprehensive separate statement that responded to each of the points in the Board’s two-hundred-plus-
page report as to which there was disagreement. Going forward, | expect that as we add staff resources,
those resources will be made available to any minority views in an equitable fashion to facilitate a
meaningful explanation of and dialogue between differing views.

8. Lawfulness of the Section 215 Program

You disagreed with the Board's analysis and conclusion that the bulk metadata program isn't authorized
under Section 213. Can you explain why you disagree with the Board's analysis and conclusion on this
point, and why you believe that the program is lawful?

I believe that the government’s interpretation of Section 215, which has been accepted by every federal
judge who has considered the question, is a reasonable one. Moreover, I found the majority’s legal
analysis to be both unpersuasive and incomplete in several respects. Fundamentally, the majority has
identified numerous theoretical restrictions on the scope of the section 215 statutory authority, none of
which appears in the statute itself.

For example, based on a strained analysis of phrases such as “made available to,” “obtained” by, and
“received by,” the majority concludes that section 215 prohibits the production of documents to the NSA
as opposed to the FBI. In reaching this conclusion, the majority never mentions, much less explains, the
repeated use in section 215 of the term of art “production.” Where that phrase appears in the statute, it is
not tied to any requirement that production be made to the FBI, as opposed more generally to the
government. The majority’s legal analysis thus appears to be inconsistent with the plain language of the
statute, and imports a statutory prohibition on production to the NSA out of nothing that the text would
appear to support.

The majority also concludes that the section 215 program is inconsistent with the Electronic
Communications Privacy Act based on its reading of the statutory phrase in section 215 “any tangible
thing” (emphasis added) as “any tangible thing except phone records.” It accomplishes this linguistic
transformation by importing a statutory restriction out of context from a completely different title of the
code. In addition to lacking a statutory basis, this approach is inconsistent with the legislative history of
the FISA business records provision, which in 2001 (via section 215 of the USA PATRIOT Act) was
amended to eliminate a categorical approach to the types of records that could be obtained.

Finally, the majority expresses discomfort with the government’s view that the term “relevance” may
have a broader meaning in the FISA context than in the context of civil discovery, an administrative
subpoena, or a grand jury subpoena. However, the concept of relevance has always involved a contextual
inquiry. Given that the national security investigations we see today are unprecedented in their scope, 1
am neither surprised nor uncomfortable to see that the scope of relevance in the FISA context is also
unprecedented.
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9. Disagreement with the PCLOB’s Policy Recommendation to Terminate the Metadata
Program

You also disagreed with the Board's conclusion that the program should be terminated as a policy matter
because the program’s risks outweighed its benefits. Can you explain in more detail why you disagree
with the Board’s policy analysis and conclusion that the program should be terminated, and why you
believe it’s worth preserving?

I believe that the section 215 program is fully authorized by statute and consistent with the Constitution;
the question therefore becomes whether, as a policy matter, the program’s risks outweigh its benefits. 1
believe the program is worth preserving unless and until an adequate substitute can be identified.
Moreover, I did not agree with the majority’s assessment of the value or potential risks of the program, or
even with the methodology it used to make that assessment.

First, as set forth in my separate statement, I believe the section 215 program has value. It allows
investigators to triage and focus on those who are more likely to be doing harm to or in the United States;
to more fully understand our adversaries in a relatively nimble way; to verify and reinforce intelligence
gathered from other programs or tools; and to provide “peace of mind.” [ also agree with my colleague
Ms. Brand that a proper analysis of & counterterrorism tool must take a longer-term view than that
reflected in the majority’s analysis. At the end of the day, I believe that the majority engaged in an
inherently artificial analysis. It attempts to determine (often many years after the fact) whether the
section 215 program was the sole necessary tool in a particular investigation, an often impossible inquiry
for investigators to answer after the fact. And where the section 215 program was shown to have been
useful, the majority posits whether in some counterfactual universe a different tool could have been used
instead, thereby discounting those circumstances in which the program did demonstrate its value.
Second, as I noted in my separate statement, the majority’s conclusions as to the potential risks of the
section 215 program were based on a program that simply does not exist. As such, [ weighed the
potential risks of the program far differently than the majority. Because I believe the program as
currently structured has value as a counterterrorism tool, and any potential risks to privacy can be
mitigated by the interim steps we recommended, I believe it is worth preserving,

10. Proposal for a FISC Advocate

a. The PCLOB's Report recommends the creation of an advocate to participate in the FISC
process. More specifically, the report recommends that (1) the advocate should come from a pool of
attorneys outside government; (2) the FISA court retain control over whether to call upon the advocate in
a given matter; and (3) the advocate should not participate in or review all applications filed by the
government. Please describe why you concur in these recommendations.

in assessing various proposals for changing the Foreign Intelligence Surveillance Court,
weighed several factors. First, I believe that the judges of the FISC take their responsibilities very
seriously and have provided meaningful safeguards for our privacy and civil liberties. Second, the day-
to-day operations of the FISC are critical to our national security efforts. Third, restructuring the FISC
raises numerous constitutional questions. Fourth, any changes to the structure of the FISC risk imposing
significant burdens on the operations of that court. But fifth, there was a lack of understanding of and
confidence in the operations of the FISC. Weighing those factors, I thought the recommendations above
struck the appropriate balance.
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b. The PCLOB also opines that the FISC already has the authority to create a pool of
special advocates to provide it legal or technical guidance, without any need for congressional action.
What is the legal basis for the FISC's authority to do so?

Our report recommended that Congress pass legislation providing that the FISC appoint a pool of
special advocates for certain limited purposes. In addition, we recommended that the FISC judges seek
technical assistance where appropriate, which appears to be already contemplated in the FISC Rules of
Procedure. These Rules currently authorize a FISC judge to “order a party to furnish any information that
the Judge deems necessary” and provide that a FISC judge “may take testimony under oath and receive
other evidence.”

c The PCLOB also recommends that the opportunities for appellate review of FISC
decisions be expanded. One of the approaches suggested would permit the advocate to seek appellate
review of FISC decisions. However, if the advocate that is created does not have its own independent
standing, do you have any concerns that once the FISC issues a ruling in favor of the government, there
would be no “case or controversy” remaining that could be addressed by an Article Il appellate court?
If so, how would the PCLOB’s proposal resolve these concerns?

As we noted in our report, the issue of the Special Advocate does raise potential constitutional
concerns, including implicating the case-or-controversy requirement reflected in Article Il itself. Our
proposal was an attempt to provide an additional potential avenue to appellate review, without creating
the right to such an appeal. In making these recommendations, we looked to other judicial structures,
such as bankruptcy proceedings and certification pursuant to 18 U.S.C. § 1292(b).

1L Proposal for a Third Party to Hold the Metadata

While the PCLOB s Report concludes that the government should terminate the bulk collection program,
it also states that the Board “does not recommend creating a rhird party to hold the data; such an
approach would pose difficult questions of liability, accountability, oversight, mission creep, and data
security, among others.” Please spell out in more detail the problems you see with this approach.

Although I did not join the report’s recommendation that the government terminate the bulk
collection program, or its comments as to potential alternatives to the current program, 1 did note in my
separate statement my concern with proposals for a third party to hold the metadata. Moreover, I join my
colleagues in posing the following questions as to any such proposal: (1) Is the entity subject to the same
privacy and disclosure rules applicable to government agencies? (2) If not, what rules would it be subject
t0? (3) Under what circumstances could the government access the data held by the third party? (4) Who
else could obtain the information held by the third party? (5) What security measures would the third
party employ to prevent unauthorized access to the data it holds? (6) Would such security procedures be
voluntary or mandated by law? (7) What steps would the third party take to make sure it accurately
merged data received from telephone companies? (8) What rules would govern retention of data by the
third party? (9) Who would be liable for the third party’s conduct? and (10) Who would have compliance
and oversight responsibility for the third party?
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RESPONSES OF CHAIRMAN DAVID MEDINE, JAMES DEMPSEY, JUDGE PATRICIA WALD
TO QUESTIONS SUBMITTED BY SENATOR GRASSLEY

Questions for Chairman David Medine, James Dempsey and Judge Patricia Wald
12. Proposal for a FISC Advocate (part (a) is directed to Mr. Dempsey and Judge Wald only)

a. The PCLOB'’s Report recommends the creation of an advocate to participate in the FISC
process. More specifically, the report recommends that (1) the advocate should come from a pool of
attorneys outside government; (2) the FISA court retain control over whether to call upon the advocate in
a given matter; and (3) the advocate should not participate in or review all applications filed by the
government. Please describe why you concur in these recommendations.

‘We concurred in the Board’s unanimous Recommendation 3 and accompanying text, which urges
Congress to amend FISA to create a pool of “Special Advocates™ — private attorneys capable of obtaining
security clearances who possess expertise in national security law and privacy and civil liberties — upon
whom the FISC judges could call at their discretion to present independent views. The role of the Special
Advocate would be to raise legal issues addressing privacy, civil liberties, and civil rights concerns. We
anticipate that the FISC judges would call upon Special Advocates in cases involving novel legal
questions or applications involving broad surveillance programs, as well as in other cases where the judge
concludes it would be helpful to have Special Advocate participation. PCLOB chose this option, rather
than an institutionalized agency inside the court or government, based upon interviews and testimony of
former FISC judges and the public letter of the current presiding judge to the effect that the vast majority
of FISA warrant applications present no novel questions of law or technology, and thus would not benefit
from the Special Advocate’s participation. The Justice Department has publicly reported that there were a
total of 1,856 applications to the FISC for electronic surveillance and/or physical searches during 2012,
and former FISC Judge John Bates advised the PCLOB that approximately 95% of FISA applications
involve individualized applications that do not raise novel or significant legal issues. For these reasons,
we concluded that it was not necessary to have an advocate involved in every application. We also
concluded that it was not necessary to create a permanent special advocate position.

We accepted the views of former FISC judges as well as other government witness that FISC judges
would welcome and benefit from outside assistance in the much smaller number of cases (estimated at
around 50 or fewer annually) involving complex technological or legal issues. As we noted in our
discussion, FISC Rule 11 calls for government notification to the presiding FISC judge of such
exceptional cases, but we suggested that the judges also should have the option of involving a Special
Advocate in other cases at the judge’s discretion. Our position was that we should leave this degree of
discretion to the judges, but we recommended that the system include reporting requirements as to the
number of cases in which the judges availed themselves of the Special Advocate resource where the
government has designated the case as raising novel issues or has sought authority to conduct broad
surveillance activities. This would facilitate an assessment of the program’s operation.

b. The PCLOB also opines that the FISC already has the authority to create a pool of
special advocates to provide it legal or technical guidance, without any need for congressional action.
What is the legal basis for the FISC's authority to do so?

The FISC itself addressed the question of its authority to appoint attorneys to file briefs and present legal
arguments in Judge Mary McLaughlin’s Memorandum Opinion and Order of December 18, 2013. See
Memorandum Opinion, In re Application of the Federal Bureau of Investigation for an Order Requiring
the Production of Tangible Things, No. BR 13-158 (FISA Ct. Dec. 18, 2013). As Judge McLaughlin
explained, “federal district courts possess the inherent authority to appoint amici curiae and permit the
filing of briefs by them,” id. at 2, and some courts “have expanded the role of the amicus curiae from a
purely impartial advisor to more of an adversarial or partisan participant.” /4. at 3. Judge McLaughlin
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made clear that such an attorney would not rise to the level of a party in litigation; nor would the Special
Advocate proposed by the Board. As noted in the Board’s report, however, it is the Board’s unanimous
recommendation that “it would be preferable to have a statutory basis” for a Special Advocate system,
and therefore the Board’s Recommendation 3 urges that Congress amend FISA to establish such a
system.

As for technical advice, the FISC Rules of Procedure provide several sources of authority for FISC judges
to obtain such guidance. FISC Rule 5(c) provides that a FISC judge “may order a party to furnish any
information that the Judge deems necessary.” Rule 17(c) states that “the government official providing
the factual information in an application or certification” must attend the FISC hearing on the application
along with the attorney representing the government, and Rule 17(d) provides that during hearings, FISC
judges “may take testimony under oath and receive other evidence.” In addition, the PCLOB met
privately with Judge John Bates, who served on the FISC from 2006 to February 2013 and as its presiding
Judge from 2009 to 2013. Judge Bates advised the Board that he believes the FISC already has such
authority to obtain technical advice.

c. The PCLORB also recommends that the opportunities for appellate review of FISC
decisions be expanded. One of the approaches suggested would permit the advocate to seek appellate
review of FISC decisions. However, if the advocate that is created does not have its own independent
standing, do you have any concerns that once the FISC issues a ruling in favor of the government, there
would be no “case or controversy’ remaining that could be addressed by an Article Ill appellate court?
If s0, how would the PCLOB’s proposal resolve these concerns?

Our recommendation calls for the Special Advocate who participated in the original proceeding to be
allowed to petition the Foreign Intelligence Surveillance Court of Review (FISCR) for review; it does not
confer an absolute right to appeal. The FISA Court is a unique type of court created by Congress.
Although designated as an Article II court, it lacks several vital aspects of other Article 11l courts,
including proceedings open to the public and access to parties affected by the proceedings. Its
surveillance orders differ from those issued by regular courts since ordinary wiretap orders can be
ultimately challenged in any subsequent criminal proceeding and also when the required notice is
provided to the target, even if there is no prosecution. The Board noted that one approach that would
avoid any potential standing issues would be to create a procedure for the FISC to certify its decisions for
review to the FISCR. A similar certification process already exists for certain other courts.

13. Proposal for a Third Party to Hold the Metadata

While the PCLOB'’s Report concludes that the government should terminate the bulk collection program,
it also states that the Board “does not recommend creating a third party to hold the data; such an
approach would pose difficult questions of liability, accountability, oversight, mission creep, and data
security, among others.” Please spell out in more detail the problems you see with this approach.

The Board is concerned that having a third party hold bulk telephone records currently held by the NSA
would not address the privacy concerns noted in the Board’s report but, instead, would create added
concerns. The third-party proposal raises a slew of unanswered questions, including the following:

(1) Would the entity be subject to privacy and disclosure rules applicable to government agencies? (2) If
not, what rules would it be subject to? (3) Under what circumstances could the government access the
data held by the third party (4) Who else could obtain the information held by the third party? (5) What
security measures would the third party employ to prevent unauthorized access to the data it holds? (6)
Would such security procedures be voluntary or mandated by law? (7) What steps would the third party
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take to make sure it accurately merged data received from telephone companies? (8) What rules would
govern retention of data by the third party? (9) Who would be liable for the third party’s conduct? (10)
Who would have compliance and oversight responsibility for the third party? These and other questions
that would arise suggest that this solution does not address the concerns that have been raised about bulk
collection and, in fact, may raise far more concerns.

14. The PCLOB’s Conclusion that the Section 215 Metadata Program Is Unlawful

Do you believe that reasonable people can differ with your conclusion that the Section 215 metadata
program is unlawful under the statute? If not, how do you account for the opposing views of the Justice
Department in this and the prior Administration, the various federal judges who have considered the
issue, and the views of your fellow Board members?

The analysis of Section 215 presented in the PCLOB report is the most complete review of whether the
program is authorized and consistent with the statute. While numerous federal judges on the FISC have
approved and reapproved the program, they did so without the benefit of opposing views, and it was not
until 2013 — seven years after the court first approved the program — that a FISC judge, also without the
benefit of opposing views, first wrote an opinion setting forth an explanation of how Section 215
authorizes the program. That opinion did not address a number of the significant points raised in our
analysis.

We do not believe that the arguments advanced by government attorneys were frivolous or made in bad
faith. We do, however, believe that these aggressive legal interpretations are incorrect. Although
reasonable people might differ on one or perhaps several of the grounds upon which the PCLOB majority
conciuded that Section 215 provides no statutory authorization for the NSA’s bulk telephony metadata
collection program, our analysis identifies four separate grounds under which the program fails to comply
with Section 215. In addition, we concluded that the program violates the Electronic Communications
Privacy Act (ECPA). All of these separate analyses contributed to our rejection of the statutory basis for
the program.
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the-Telephone-Records-Program.pdf

O



		Superintendent of Documents
	2023-02-08T13:17:39-0500
	Government Publishing Office, Washington, DC 20401
	Government Publishing Office
	Government Publishing Office attests that this document has not been altered since it was disseminated by Government Publishing Office




