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A NATIONAL ID CARD: BIG GOVERNMENT AT
ITS WORST OR TECHNOLOGICAL EFFI-
CIENCY? '

THURSDAY, SEPTEMBER 17, 1988

HOUSE OF REPRESENTATIVES,
SUBCOMMITTEE ON NATIONAL ECONOMIC GROWTH,
NATURAL RESOURCES, AND REGULATORY AFFAIRS,
COMMITTEE ON GOVERNMENT REFORM AND QVERSIGHT,
Washington, DC.

The subcommittee met, pursuant to notice, at 10:15 a.m., in room
2247, Rayburn House Office Building, Hon. David M. McIntosh
(chairman of the subcommittee) presiding.

Present: Representatives McIntosh and Kucinich.

Also present: Mr. Davis of Virginia.

Staff present: Mildred Webber, staff director; Karen Barnes, pro-
fessionaf staff member; Andrew Wilder, clerk; and Alys Campaigne,
minority professional staff member.

Mr. McINTOSH. The subcommittee will come to order.

Today the subcommittee will examine several recent St/EFS taken
by Congress and the Clinton administration toward establishing a
national ID card. These measures which include a medical ID re-
quirement for uniform driver’s licenses containing Social Security
numbers, and a national data base of all newly hired employees,
among others, move in exactly the wrong direction, threatening the
privacy and security of all American citizens.

The new law, which requires the Department of Health and
Human Services to create a unique health identifier, or medical ID
card, for all Americans would expose an individual’s personal med-
ical records to public scrutiny. As a result, individuals would be
vulnerable to discrimination. Based on their medical history, they
may be turned down for jobs, and turned down for insurance and
important benefits. A medical history is one of an individual’'s most
private records and it merits the greatest degree of privacy protec-
tion.

Vice President Gore has indicated that the administration does
not intend to move forward on establishing a medical ID until the
proper privacy protections are in place. Now, we in Congress need
to make sure that the privacy legislation enacted truly is adequate.

One of the National Highway Traffic Safety Administration’s lat-
est proposals appears to create a de facto national ID card. This
regulation says that a Federal aiency may only accept, as proof of
identity, a State-issued driver's license which conforms to certain
standards, including, it must contain a Social Security number or,
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at least, a Social Security number that is verified for each appli-
cant.

The privacy concerns surrounding this requirement are clear. All
a thief needs to do is take someone’s Social Security number, open
credit card accounts and bank accounts in someone’s name, and
ruin his or her credit for life. With a Social Security number, any-
one can find out almost anything about an individual on the Inter-
net, including where he or she lives, the type of bank accounts he
has, his credit history, the type of purchases he makes—some of
the most private information about an individual. This technology
gives stalkers and abusers easy access to their victims.

Many States are aware of these privacy concerns and are now
changing their laws so that citizens é’o not have to include their So-
cial Security numbers on their driver’s licenses. And I am proud to
say Indiana has such a system where it is optional if you want to
put that Social Security number on your driver’s licenses.

This regulation is moving in the opposite direction. And I do not
fault NHTSA for proposing the regulation. In fact, they have large-
ly simply complied with the law and what is required of them.
NHTSA submitted a statement to us for our hearing in which they
state, and I will quote,

We have no programmatic interest in whether a final rule is developed. We issued
the proposal because we were directed by the act to do so. The use of the Social
Security number, which has proven highly controversial, has little bearing on the
safety mission of the agency.

Let me digress for just a second here from the prepared remarks.
I have complained a lot about different agencies and the regula-
tions that they make over the last 10 years and oftentimes agencies
do have a defense: “Congress made us do it.” And in this particular
case, I think this is a legitimate point.

Therefore, it is important that we investigate the possible con-
sequences of these regulations and make our colleagues aware here
in Congress of the need to take action to change those require-
ments and remove any requirements that threaten individua(i pri-
vacy.

NHTSA asked Co ss to reconsider the statutory requirement
for the rule, and I will quote again,

To the extent that the controversy over the proposal is requiring us to address

thousands of components from angry members of the public, we would welcome the
Congress’s reassessment of subsection 656(b).

I pledged to work with them to see what we can do about that.

I do not fault the authors of the law. They did not intend it to
create a national ID, but unfortunately it does. Now Congress must
deal with the very real, unintended consequences of this regulation.
Th'?it may mean going back into the law and changing it, as I have
said,

Other measures, such as a recently implemented data base of all
newly hired individuals for the purpose of tracking deadbeat par-
ents, raise more concerns about exposing private, personal informa-
tion to the public. This data base includes people’s names, Social
Security numbers, and wages. All these measures and others like
them show a disturbing pattern of government invasion of individ-
uals’ privacy.
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This morning we will hear from two individuals who have al-
ready suffered dire consequences from having their Social Security
numbers stolen—an invasion of privacy which is likely to become
much more prevalent if a nationaf ID card is established.

Celene Cross and Marvin Young traveled across the country so
they could warn others of the dangers of identity theft. I want to
thank them and all of our witnesses for being here today. I look
forward to your insight, and hope through this hearing we can de-
termine constructive solutions to the privacy problems that these
government policies present.

Let me mention, my colleagues on the minority side are not able
to be here yet. We are hoping that they will arrive later but, as
I understand it, they are very supportive of this hearing as well.
This is, in fact, something that does not cut across party lines, Re-
publican and Democrat, but I think does bring the value of indi-
vidual liberty and privacy into focus and requires all of us to look
and see how the eg'ects of some—] am sure well-meaning—provi-
sions in the law have led to results which none of us would like
to see in this country.

So let us move now to the first panel. I would ask them to come
forward. Celene Cross, Marvin Young, Greg Nojeim. Solange Bitol,
and Grover Norquist. Please come forward.

[The prepared statement of Hon. David M. McIntosh follows:]
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A National ID Card: Big Government at its Worst or Technelogical Efficiency?

Opening S of Chairman David McIntosh
Subcomnuuee on National Economic Growth,
Natural Resources, and Regulatory Affairs

September 17, 1998
Today the Subcommittee will examine several recent steps, taken by the Congress and the
Clinton Administration, toward establish of a pational ID card. These measures -- which
include a medical ID, requi for uniform driver's licenses containing Social Security
bers, and & national database of ail newly hired employees, among others -- move in exactly

the wrong direction, threatening the privacy and security of all American citizens.

The new law which requires the Department of Health and Human Services to create &
unique health identifier, or medical ID number, for all Americans would expose an individual's
personal medical records to public scrutiny. As a result, individuals would be vuinerable to
discrimination based on their medical histories - they may be tumed down for jobs, insurance,
and important benefits. A medical history is one of an individual’s most private records, and it
merits the greatest degree of privacy p ion. Vice President Gore has indicated that the
Administration does not intend to move forward on establishing a medical ID until the proper
pnvu:y pm(acuons are in place. Now we in Congress need to make sure that the privacy
d is truly adeq

One of the National Highway Traffic Safety Administration’s latest proposal to
create a de facto national ID card. This regulation says that a federal agency may only woept as
proof of identity a state-issued driver's license which conforms to certain standards, including
that it must contain a Social Security number or at least that a Social Security numbet is verified

for each applicant. The privacy urrounding this requi are clear - all a thief
needs is a Social Security number to open credit card and bank in 23
name and ruin his or her credit rating for life. With a Social Security number, anyone can find
out almost anything about an individual on the b including where he or she fives. This

technology gives stalkers and abusers easy access to their victims.

Many states are aware of these privacy concerns and are now changing their laws so that
their citizens do not have to include lhen' Socml Security numbers on their dnver s licenses. This.
regulation is ing in the opposi




Idon't fault NHTSA for proposing this regulation. In fact, they have largely just
complied with what the law requires them to do. NHTSA submitted a statement to us for our
hearing record in which they state: “We . .. have no programmatic interest in whether a final
ruie is developed. We issued the proposal b we were di d by the Act to do se. The use
of the social security number, which has proven highly controversial, has little bearing on the
safety mission of the agency.” They ask Congress to ider the statutory requi for the
rule: “To the extent that the sy over the proposal is requiring us to address thousands of
comments from angry members of the public, we would wel the Congress's of
subsection 656 (b) {the statute].”

I don’t fault the authors of the Jaw - they did not intend this law to create a national [D
card. But, unfortunately, it does. Now Congress must deal with the very real, unintended
q of this regulation, and that may mean going back to the law and changing it.

Other measures, such as a recenly implemented database of all newly hired individuals
for the purpose of tracking deadbeat parents, raise more concerns about exposing private,
personal information to the public. This database includes people’s names, Social Security
numbers, and wages.

All these measures and others like them show a disturbing pattern of g
invasion of individuals’ privacy. This moming we will hear from two individuals who have
already suffered the dire consequences of having their Social Security numbers stolen -- an
invasion of privacy which is likely to b much more prevalent if & national ID card is
established. Celene Cross and Marvin Young have traveled across the country so that they can
warn others of the dangers of identity theft. T want to thank them and all our witnesses for being
here today.

Tlook forward to your insights, and I hope that, through this hearing, we can determine
some constructive solutions to the privacy problems that these gov policies present.
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plus $25 court costs and restitution. He paid his fine and his probation period is over.
I called this bank, AFSCI, after his prosecution, which had initially refused to
prosecute him and refused to take my name off of the account. Itold them to take my
name off the account, that he had been prosecuted and asked if they wanted the case
number. Iwas told, "No, I do not want the case number and no, we will not take your
name off of this account.” About a year and half later, and after his employment at
that agency, I was able to have my name removed from the account, but it had been
passed onto another agency at that point and was not an easy task.

I suppose the point of my trying to get him prosecuted was so that I could
prove the accounts were fraudulent and my credit reports could be cleared completely
of these accounts. Ihave come to find that his prosecution has had little to do with
the state of my credit reports. When A.J. Woodson filled out the credit applications,
the only identification he needed was my name and social security number. The
address, previous address, mother's maiden name, birth date, phone numbers, and
place of employment were listed erroneously on the credit card applications, but he
was still granted the credit. I thought that the banks would be liable since they did not
verify this information, but verifying this information is optional by law, which
relieves them of any responsibility.

1 also had problems with all of the banks having these accounts removed from
my credit reports, even after A.J. Woodson fully confessed in writing to all of the
banks involved and all three credit reporting agencies that he took these accounts out
without my consent or knowledge, that he wanted to take full responsibility for their
balances, and he had no affiliation with me.

I'have a low to moderate income. I do not know how far people in my income
bracket pursue these cases. I had heard horror stories about people hiring an attorney
to clean up a mess like this, but all they would end up with was a fat bill from an
attorney who was not able to resolve a thing so that is why I pursued it myself. Iran
into so many brick walls that I think most people would have given up long before
now yet I continue to fight this losing battle. Every piece of personal data on my
credit reports has been incorrect at one point or another since this began. Accounts
that have been taken off later came back as "disputed”. My birthrate, place of
employment, address, previous address, spelling of my name and my social security
number have been incorrect on them at one time or another. I have documented
nearly every phone call and every correspondence made throughout this ordeal and
resented it every step of the way, not to mention the emotional turmoil it has caused
me.

This has been going on for four and a half years and my files are now divided
into years. Since the Fair Credit Reporting Act was amended in September 1997, 1
have had two credit reports come back entirely clean and one report come back with
one mistake. I have not double-checked to see if these reports are still clean, but in
the past whenever 30 days had passed, a bunch of fraudulent data would return which
1did not understand. I probably have around 30 copies of incorrect credit reports. I
was finally told that the banks send tapes to the credit reporting agencies every 30
days so the reason why incorrect data kept popping back up on my credit reports was
because one or more of the banks had not entirely remove my name from their
databases. When I asked the credit reporting agency which bank/s the false
information was coming from, they could not tell me. They also told me that there
was information on my credit report that showed up on their computer, like "ghost
accounts”, which would not show up on my copy of the credit report.

In addition, I have had to deal with the type of personality that would steal
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responsible for prosecuting the person who stole my identity. And
since they have no—there is no—they are not going to gain any-
thing from doing this, none of them did it.

One of the accounts that he took out was a live loan, which is
a check. I do not know if anyone has gotten these in the mail. It
is a live loan check, and you sign the check and you make pay-
ments back to that check. Well, he had signed a thousand dollar
live loan check; and I was able to get a copy of this check and file
a police report and have him charged with forgery.

However, dealing with the kind of personality that would steal
someone’s identity to begin with, he claimed that he had a sister
named Celene Cross, that her Social Security number was different
by one number, and that he had signed the check in good faith.
And it took a year and a half to have him prosecuted.

After 6 months of his writing sort of notarized letters to the
banks stating that there is another Celene Cross whose Social Se-
curity number was different by one number, and the reason why
everything was going through him was because her ex-husband
was stalking her, the police and the postal inspector tracked him
down at his employment and told him that he needed to produce
this person. A few days later he went into the police department
and told them, no, the real story was he had run a Sears credit
card up and that he had met a woman at a bowling alley who
claimed to be a stripper and paid her to take her name, to use her
name and Social Security number.

I don’t know if he knows what I look like or not. But apparently
the information that he gave the police and my appearance are
enough alike that the police did not believe me, and I was accused
by the postal inspector of basically lying. I remember distinctly the
phone call, “Look, lady, we don’t have time to pursue things that
we are not going to prosecute. And if it comes right down to it, you
are going to have to submit to a polygraph if this person convinces
enough people that he is telling the truth.”

To which, at that point, after going through it for however long,
a year and a half at that point, I was astonished. And he has since
admitted that he didn’t meet anyone. He has changed his story
again. I do not know what the true story is.

1 contacted several agencies for assistance. I have mentioned
some of them already. The local police, State’s attorney, the postal
ingpectors, U.S. Secret Service, Illinois Attorney General’'s Office,
U.S. Attorney General's Office, the FTC, the Social Security Ad-
ministration, my State rep, and my U.S. Congressman.

And, by the way, I don’t think it is an accident that I am the
one that is kind of representing my income here today. I just think
that I have pursued this much farther than anyone would. I had
hit brick walls over and over again, and I am still not done. I have
done all this myself, since I have heard horror stories of people
pafring money to attorneys to get nowhere, and I think I have prob-
ably accomplished more than any attorney could have done.

I think there iz one thing that you need to know, I suppose.
When I contacted the U.S. Attorney’s Office, because he had forged
my name on these credit card applications and it is Federal fraud
to use my Social Security number, they advised me that they don’t
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my store with their social security number on their check and advise them never to do
that again. A.J. Woodson used my identification in ATM machines and over the
phone. He is a black man and I am a white woman. I was a single new mother of a
nine-month-old daughter running my own business when this came to my attention.

It has consumed and continues to consume a tremendous amount of energy that I have
not and do not have to expend. It has stunted my ability to establish independence.
My daughter is now three-and-a-half years old.

On September 15, 1998 I called the bank which sent me the live loan check
for $2,500 dated June 1998 to ask them where they had gotten the address on the
check which was Woodson's. They told me they purchase so many mailing lists there
was no was they could track down that information. I went to the post office to
change my address from his to mine again, which I do about every six months, and
realized this could go on indefinitely.



TESTIMONY OF
CELENE CROSS

BEFORE THE ,
SUBCOMMITTEE ON NATIONAL ECONOMIC
GROWTH, NATURAL RESOURCES, AND
REGULATORY AFFAIRS

SEPTEMBER 17, 1998

My name is Celene Cross and I am a victim of identity theft. This is my story.

In September 1995, I received a phone call from a collection agency telling me
T owed $4,500 on a Citibank Visa to which I responded, "What Citibank Visa?" As it
turns out, I was listed as the primary person on this account of which I was not aware
and a man by the name of A.J. Woodson was listed as the secondary person which he
had opened a year earlier. 1 was given his address and phone number and was advised
to contact Citibank Visa and fill out a fraud affidavit, which I did. Citibank Visa
suggested I get a copy of my credit report to find out if there were any more
fraudulent accounts, which I did. Idiscovered he took out three other accounts using
my name and social security number. I contacted the three other banks, First USA,
Star Bank and AFSCI and filled out fraud affidavits with them as well.

To this day I have never met this person and have racked my brain trying to
think of how he could have gotten my name and social security number since I am
quite cautious with it. The only connections we seem to have is that we both attended
Westemn Illinois University at the same time while he was a freshman and I was a
Graduate student and he is from Springfield, Illinois and 1 lived there for a year. All
in all, he used approximately $17,000 worth of credit using my name and social
security number. .

I thought this was a clear cut case of forgery since he had forged my name on
the credit applications and so proceeded to contact the U.S. Secret Service, the Postal
Inspectors in Macomb and Springfield and the Social Security Administration for
resolution to no avail. Upon further investigation I learned that the banks, not me,
were the victims and that they were responsible for prosecuting him, not me. I further
leamned that none of the banks were willing to prosecute him; after all, what would
they gain by doing so? Ialso learned that the U.S. Attorney’s Office will not pursue
cases in which less than $100,000 worth of credit has been used. I filed a report with
my local police department in Macomb, Hlinois, which told me I would have to press
charges in the jurisdictions where the credit had been used. When 1 tried to get copies
of the accounts from the banks, they told me they could not release that information
since I had all ready reported it fraudulent.

I spoke to the State's Attorney in my local county, McDonough, who referred
me to the Sangamon County State's Attorney, where A.J. Woodson lived. Since one
of the accounts was a live loan for $1,000 and A.J. Woodson had forged my name on
the back of this check I filed a report of forgery against him with the Springfield
Police Department. About a year and a half Jater, the Sangamon County State's
Attorney charged Woodson with a misdemeanor theft under $300 and fined him $101
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plus $25 court costs and restitution. He paid his fine and his probation period is over.
I called this bank, AFSC], after his prosecution, which had initially refused to
prosecute him and refused to take my name off of the account. Itold them to take my
name off the account, that he had been prosecuted and asked if they wanted the case
number. I was told, "No, I do not want the case number and no, we will not take your
name off of this account.” About a year and half later, and after his employment at
that agency, I was able to have my name removed from the account, but it had been
passed onto another agency at that point and was not an easy task.

I suppose the point of my trying to get him prosecuted was so that I could
prove the accounts were fraudulent and my credit reports could be cleared completely
of these accounts. I have come to find that his prosecution has had little to do with
the state of my credit reports. When A.J. Woodson filled out the credit applications,
the only identification he needed was my name and social security number. The
address, previous address, mother's maiden name, birth date, phone numbers, and
place of employment were listed erroneously on the credit card applications, but he
was still granted the credit. I thought that the banks would be liable since they did not
verify this information, but verifying this information is optional by law, which
relieves them of any responsibility.

I also had problems with ali of the banks having these accounts removed from
my credit reports, even after A.J. Woodson fully confessed in writing to all of the
banks involved and all three credit reporting agencies that he took these accounts out
without my consent or knowledge, that he wanted to take full responsibility for their
balances, and he had no affiliation with me.

1 have a low to moderate income. I do not know how far people in my income
bracket pursue these cases. Ihad heard horror stories about people hiring an attorney
to clean up a mess like this, but all they would end up with was a fat bill from an
attorney who was not able to resolve a thing so that is why I pursued it myself. Iran
into so many brick walls that I think most people would have given up long before
now yet I continue to fight this losing battle. Every piece of personal data on my
credit reports has been incorrect at one point or another since this began. Accounts
that have been taken off later came back as "disputed”. My birthrate, place of
employment, address, previous address, spelling of my name and my social security
number have been incorrect on ther at one time or another. I have documented
nearly every phone call and every correspondence made throughout this ordeal and
resented it every step of the way, not to mention the emotional turmoil it has caused
me.

This has been going on for four and a half years and my files are now divided
into years. Since the Fair Credit Reporting Act was amended in September 1997, 1
have had two credit reports come back entirely clean and one report come back with
one mistake. I have not double-checked to see if these reports are still clean, but in
the past whenever 30 days had passed, a bunch of fraudulent data would return which
1 did not understand. I probably have around 30 copies of incorrect credit reports. 1
was finally told that the banks send tapes to the credit reporting agencies every 30
days so the reason why incorrect data kept popping back up on my credit reports was
because one or more of the banks had not entirely remove my name from their
databases. When I asked the credit reporting agency which bank/s the false
information was coming from, they could not tell me. They also told me that there
was information on my credit report that showed up on their computer, like "ghost
accounts”, which would not show up on my copy of the credit report.

In addition, I have had to deal with the type of personality that would steal
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someone's identity. According to one of the collection agencies, A.J. Woodson had
credit reports under five separate names, which he had ruined. And the reason it took
so long to prosecute him was because when the Springfield Police Department
contacted him about the forgery, he told them that he had a sister named Celene Cross
with a social security number different by one number than mine and that he had
signed the check in good faith. He sent notarized letters to the banks stating that the
reason Celene Cross had to be contacted through him was because her ex-husband
{whose name changed a couple of times) was stalking her. After about six months of
this run-around, a Detective from the Springfield Police Department and the Postal
Inspector from Springfield caught him at work and told him he was going to have to
produce his sister.

A few days later A.J. Woodson, who cooperated with the police throughout
this ordeal, went into the police station and told them the "real” story. He told them
he met a stripper who called herself "Sherry " at a bowling alley who sold him the
use her name and social security number to take out credit since he had ruined his
with a Sears credit card for $500 to $2,000, depending on who you talk to.

Apparently, the description he gave them was close to mine. When I talked to
the Postal Inspector he said to me, "Look lady, we ouly to have time to pursue those
cases we think are worth prosecuting and if he convinces the right people that he's
telling the truth, YOU'RE going to have to submit to a polygraph.” Woodson later
wrote a letter to me stating a friend gave him my name and social security number.

The only types of credit card applications I receive in the mail now are secured
credit which state, "regardless of your past credit history” on them. His address with
my name on it is now part of God only knows how many mailing lists which are sold
to God only knows who. For example, on September 15, 1998 I had a $2,500 live
loan check thumbtacked to my bulletin board which I was thinking about cashing
since 1 had wanted to expand my business, but had no credit with which to do so. As
1 looked more closely at the check, which was dated June 1998, it had A.J. Woodson's
(wrong) address on it.

For a while I tried applying for credit every six months and would get denied
for obviously bogus reasons such as "length of residence too short”. Even afier ]
accepted my credit was bad and realized I was going to have to reestablish it even
though 1 did not ruin it to begin with; I tried to get a credit card using my dad as a co-
signer. 1then learned that credit card companies won't do that unless you're a college
student. Thave quit applying for credit. When Andrew Wilder was making travel
arrangements for me to come and testify, he asked me if 1 had a credit card to pay for
my food and lodging and told me that I would be reimbursed. Itold him I had bad
credit reports so, therefore, I did not have a credit card.

1 recently purchased a business to expand my own which I would have done
sooner, but I had to resort to borrowing money from my mother and am fortunate that
my family has the resources to help me. I also recently purchased a house, which I
also would have done sooner for which my father is co-signing the loan. I effects my
business because I have to make orders COD.

1strongly advise against a national identification card. It appears that one
with good credit is at risk for someone stealing his or her identity the way it is. There
are so many databases, which exist all ready that you never know in whose hands
your social security number will fall. It seems to me to have a picture, name and
social security number on an ID card just makes it more easily accessible, like those
which are used at Western Hlinois University. Icringe whenever a student comes into
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my store with their social security number on their check and advise them never to do
that again. A.J. Woodson used my identification in ATM machines and over the
phone. He is a black man and [ am a white woman. I was a single new mother of a
nine-month-old daughter running my own business when this came to my attention.

It has consumexi and continues to consume a tremendous amount of energy that I have
not and do not have to expend. It has stunted my ability to establish independence.
My daughter is now three-and-a-half years old.

On September 15, 1998 1 called the bank which sent me the live loan check
for $2,500 dated June 1998 to ask them where they had gotten the address on the
check which was Woodson's. They told me they purchase so many mailing lists there
was no was they could track down that information. I went to the post office to
change my address from his to mine again, which I do about every six months, and
realized this could go on indefinitely.
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Mr. McINTOSH. Thank you.

What I will do is ask each of the witnesses to give their testi-
mony, and then I would like to explore even more, some of the
problems you have had. That is just incredible. And it sounds like
you ran into brick wall after brick wall both from the private sector
and the Government,

Our next witness is Mr. Marvin Young, who traveled here from
Osakland, CA. Thank you, Mr. Young.

Mr. Youne. Hi, how are you?

Mr. McINTOSH. Good, thank you. Share with us a summary of
your testimony. As I said, your written remarks will be put in the
record in their entirety. But what happened in your case with the
identify theft?

Mr. YOUNG. I am originally from MississipXi, and in Mississippi
they put your Social Security number and date of birth on your
driver’s license. I don’t know if they still do, but back then they did.

In 1989, I moved to Oakland, CA, where I live now. I moved in
with a roommate who promised to help me find a job. I didn’t have
a job when I moved out. And that sounded really good, that he was
going to help me find a job. So, he wanted some of my personal in-
ormation, and I refused to give it to him because I really didn’t
know him that well at the time. But I did show him my Mississippi
driver’s license and from that he took my information off my Mis-
sissippi driver’s license. He sent back to Mississippi and requested
a copy of my birth certificate, and they actually sent it to him. And
from that, my life has been really a living hell.

He opened up over 40 different accounts in my name. I have had
warrants out for my arrest. I work for a bank called Bank of Amer-
ica back in Oakland. And it was really hard getting a job because
they didn’t believe 1 was the person I said I was. But when I got
home one day, I received a certified letter from Sacramento, CA,
saying I had a warrant out for my arrest for check fraud.

I did not even have a checking account myself. So what he did,
he had actually taken my name and my Social Security number
and date of birth and he rigged up some kind of fake driver’s li-
cense where he was able to get a checking account in my name. He
wrote over 150 checks, ranging from $5,000 up to $10,000. He
opened up different businesses in my name in Oakland, CA. He
went to Atlanta. He opened up businesses in Pensacola, FL. He
had a condo there in my name. He bought a car in my name. And
this goes on and on and on.

I bought a house in 1994, and I sold the house just recently and
tried to buy another house. And I cannot even buy another house
because they will not even give me credit. Back in 1993, I applied
for a job at the Federal Reserve Bank in San Francisco, and it was
really hard getting the job. I got the job. I worked there for 3%
years. But they just took me through hell wanting to know who I
was and all this.

And the only way I got the job is that the last job I had, working
at the Bank of America, the manager had to write a letter saying
this is really Marvin Young and, you know, I had to answer so
many questions it was just so hard.

And even to this day, you know, applying for different credit
cards and wanting different things, never been late making a pay-
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ment on anythinf, is just so hard. And I just hate to see this hap-
pen to anybody else because it is really not fun.

A month ago, I was on my way to work. I work for a company
now called Tiffany & Co. And I was pulled over for speeding. The
highway patrolman did a check on my California driver’s license
and she came back to the car and said, “I am sorry but I have to
take you in.” And I said, “Why? I was only speeding.” And she said,
“Well you have a warrant in Pensacola, FL, you have an out-
standing driver’s license back here and this is not goin% to work.”

I had on a suit and my tie and everything and 1 said, “Could you
please call my job and let them know that I am here and you are
re?_lc-lfy to take me in?” And she said, sure. So she called and they
verified that it was really me and the car that I was driving and
my license plate. So she warned me and told me I should really get
this thing back in Pensacola, FL, cleared up.

And even where I live now, I have gotten letters from my land-
lord saying that, you know, I might have to move because they did
extra background checks on me and things just do not look good
right now. So, it is just really hard.

{The prepared statement of Mr. Young follows:]
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STOLEN IDENTITY

Testimony of Marvin Young, Jr.

Before the Subcommittee on National Economic Growth, Natural Resources,
and Regulatory Affairs

September 17, 1998

Ilost my credit record and my good name, but at least managed to avoid being arrested
for crimes committed by an imposter. In one month, my imposter opened up 40 accounts in
my name. It's a year later and I still can't get a drop of credit. Icame home from work one
evening and found a certified letter from the Sacramento police that changed my life. There
was a warmrant for my arrest for check fraud. Inearly fainted. That was in 1991. Seven years
later, I'm still fighting to clear my name, allegedly stolen by a former housemate. I'm having
trouble explaining who I am. He took over my life. I just sold my house and I can't buy
another one. T've worked hard and never made a late payment in my life, but this other guy has
just messed up everything for me.

The person who stole my identity has been arrested several times, but apparently finds
my name too useful to resist. In the Sacramento case, I could prove that I was at work at a San
Francisco bank the day the fraudulent checks were written. But my problems were far from
over. Anthony Maurice Phillips, 34, who was my housemate for a few months in 1989, had
allegedly stolen my identity and run up debts around the nation. My case began in 1989,
shortly after I moved to the Bay Area from Mississippi. Philiips, my housemate, allegedly
asked to see my Mississippi driver's license photo and covertly copied some of my personal
information, including my social security number and date of birth.

From 1991 to 1993, I worked to clear my name, writing more than 100 letters and
checking my credit report regularly. He was quiet until August of 1997, then he went on a
rampage. In onc month, he opened up 40 accounts in my name. He was all over Atlanta,
Florida, Washington, D.C. and Minnesota. Phillips was finally arrested in Robbinsdale,
Minnesota.
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Mr. McINTosH. Have you had any success in clearing up the
Florida or the Sacramento arrest warrants?

Mr. YounG. Well, I got a letter from Sacramento saying that 1
am the real Marvin Young. And at this time when they stop
this person, they didnt take fingerprints. I don’t know what they
did. But they found out later that this was not the real Marvin
Young. But I got a lot of things cleared up and paid out a lot of
money, certified letters, copies, and just spent a whole bunch of
money that I could really use right now on myself to get a lot of
these things cleared up.

Mr. McInTosH. Thank you for coming today, especially for trav-
eling all the way from California.

Let’s hear now from a couple of witnesses who have worked in
this area in the policiequestions involved. I appreciate you coming
today. The first will be Mr. Greg Nojeim. Mr. Nojeim is with the
American Civil Liberties Union.

Share with us a summary of your testimony, Mr. Nojeim.

Mr. NoseM. Thank you, Mr. Chairman. I appreciate the oppor-
tunity to testify before you about national ID on behalf the ACLU.
We are a nationwide, nonprofit, nonpartisan organization of more
than 275,000 members, devoted to protecting the principles of free-
dom set forth in the Bill of Rights.

The ACLU has always vigorously opposed the creation of a na-
tional ID card. And, Ms. Cross and Mr. Young, you inspire us to
work harder on this issue. The stories that you have told us are
extremely troubling and they really tell us that personal privacy is
at risk today more than ever in the past.

Over the past few decades, proposals for a nationai identification
card or a national ID system have appeared a tempting—but ulti-
mately ineffective quick fix to a national problem of tracking one
segment of the population or another. Lately these proposals have
accelerated.

In 1996, Congress enacted welfare legislation establishing na-
tionwide data bases of new hires {o promote the payment of child
support. Also in 1996, Congress enacted immigration legislation
that tests a national worker verification scheme to prevent undocu-
mented people from working. However, the tide against national ID
may be turning.

This year, Congress rejected a proposal to create a national data
base of registered voters and it held up a nationwide patient identi-
fier number that would put patients’ sensitive medical records at
risk of disclosure. My colleague, Ms. Bitol, will discuss that pro-
posal in some detail.

We believe that national ID systems and nationalized ID cards
that would support them are incompatible with a free society. This
is not Checkpoint America.

These solutions lead inevitably to violation of the most basic of
American liberties: the right to be left alone. Unlike children and
workers in Nazi Germany or Soviet Russia, apartheid South Africa,
Castro’s Cuba, or Saddam’s Iraq, no American need fear the de-
mand for identity papers from their Government. We cherish our
right to be individuals, to be left alone, to start over, free from pry-
ing eyes and the grasping hands of Big Brother bureaucrats and
snooping commercial interests.
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Some believe that the way to deal with the problem of undocu-
mented aliens who seek work is for the Federal Government to
threaten the privacy rights of every U.S. citizen. We believe that
Big Brother and bigger government are not the answers to this
problem or to other problems.

One of our greatest fears is governmental misuse of records gath-
ered for innocent purposes. For example, the confidentiality and
Census Bureau information was violated during World War II to
heI? the War Department locate Japanese Americans so they could
be forcibly interned in camps.

During the Vietnam war, the FBI secretly operated the Stop
Index by using its computerized National Crime Information Cen-
ter to track and monitor the activities of people opposed to the
United States’s involvement in the war. “Trust us with your per-
sonal information, we are the government.” That is not a theme
that resonates well with the American people.

Now we ask you to enact legislation to reject the statutory au-
thority for a rule proposed by the Department of Transportation.
The rule would require the States to conform their driver’s licenses
to a Federal ID standard and to obtain a phﬂsical description, pho-
to%aph or image, and Social Security number from every driver.

‘o our knowledge, implementation of the statute would mark the
first time in history that the Federal Government mandated that
the Social Security number of virtually every adult in the country
be tied to a physical description or photograph of the person in
records that are unprotected by the Privacy Act.

This threat to personal privac%his not mitigated by the Driver’s
Privacy Protection Act of 1994. The act, which became effective 1
year ago, includes many exceptions that allow for disclosure of
drivers’ Social Security numbers and other personal information,
and the act itself has been the subject of a number of successful
challenges under the 10th amendment.

Some will argue that State compliance with the statute to which
we object, section 656(b) of the 1996 immigration law, is voluntary.
This 18 a myth. The States will issue nationalized identification
cards that meet the Federal standard because if they fail to do so,
residents of the State will have no ID with which to secure Federal
beileﬁts. b o d

magine going to the post office to get a passport so you co
travel to Europe on {'our honeymoon and being told that the Fed-
eral Government will not accept your State-issued driver’s license
as ID. No resident would stand for it. No State would risk it.

Worse still, the statute to which we object coerces States to actu-
ally facilitate ID theft by putting drivers’ Social Security numbers
on driver’s licenses. The statute purports to give the States a
choice, either put the Social Security number on the driver’s license
or verify it with the Social Security Administration and put it in
the State DMV records.

But to avoid the cost of verifying the Social Security number as
well as the ire of drivers sent to the Social Security Adrainistration
to correct faulty Government records about them, many States will
simply put the number on the license. .

e cure for these ills is not to tinker with the Department of
Transportation’s proposed rule. Rather, the underlying statutory
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authority for the rule must be repealed. We urge you to take that
step by supporting and enacting the Citizen’s Privacy Protection
Act. Say no to big brother and no to the national ID card.

Thank you.

[The prepared statement of Mr. Nojeim follows:]
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Mr. Chairman and Members of the Subcommittee:

I appreciate the opportunity to testify before the Subcommittee on National Econormnic
Growth, Natural Resources, and Regulatory Affairs of the House Committee on Government
Reform and Oversight about national ID on behalf of the American Civil Liberties Union (ACLU).
The ACLU is a nationwide, non-profit, non-partisan organization of more than 275,000 members
devoted to protecting the principles of freedom set forth in the Bill of Rights. The ACLU has not
received any grants or contracts from the federal government in the current fiscal year.

ANATIONAL SYSTEM OF IDENTIFICATION

The ACLU vigorously opposes the creation of a national ID card, whether the card is
embodied in plastic, or whether the “card” is intangible -- sort of a "virtual reality” card consisting
instead of a government-mandated computerized data base containing information linked by a
government-issued identifier about most people in the United States. A national ID card or system
of identification would substantially infringe upon the privacy rights of all U.S. citizens and is
unnecessary to adm_aister programs of the federal government.

Over the past few decades, proposals for a national identification card or national ID system
have appeared a tempting (but ultimately ineffective) "quick fix" to a national problem of tracking
one segment of the population or another. Lately, these proposals have accelerated.

In 1996 Congress enacted welfare and immigration “reform” legislation establishing
nationwide data bases of workers to track parents who have not paid child support and to prevent
undocumented people from working. This year, we applanded when Congress rejected a proposal
to create a national data base of registered voters. A nation-wide patient identifier number was
proposed to facilitate the matching of sensitive medical records to patients, and is cumrently on hold
for privacy reasons. My colleague, Ms. Solange Bitol, will discuss that proposal in some detail.

Now, Congress considers a proposal by the Department of Transportation that the federal
government require states to obtain a social security number ("SSN") from every driver, as well asa
physical description and photograph of the driver that could be referenced to the SSN. To our
knowledge, this would be the first time in history that the federal government mandated that the
SSN of virtually every adult in the nation be tied to a physical description or photograph of the
person in records unprotected by the Privacy Act of 1974. Worse still, the statutory mandate on
which the proposed rule is based would coerce states to facilitate ID theft by putting drivers' SSNs
on driving licenses.

The ACLU believes this an unfortunate proposal to federalize all state identification
documents and tie them to one identifying number, the SSN. In essence, it requires states to issue
federalized, national ID cards. The cure to this ill is not a tinker with the DOT's proposed rule; but
rather repeal of the underlying statutory authority for the rule.
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THE PROPOSED ID SYSTEM AND CARD

Background. Section 656(b) of the Illegal Immigration and Immigrant Responsibility Reform Act
of 1996 requires the Department of Transportation to issue regulations that would effectively coerce
every state to place every driver’s social security number on the license or other identification card
the state issues. Any state that did not comply with this federal mandate would be required to verify
the social security number with the Social Security Administration ("SSA"), or, in the altemative,
the driver's license or other ID card the state issues would not be acceptable for federal
identification purposes. Section 656(b) also requires that these state-issued driver's licenses and ID
cards follow a "form” dictated by the federal government. The DOT has proposed that the "form" of
the document include a physical description of person to whom it pertains, which may include
gender, height, weight, eye and hair color, a color photograph or image of the person, and his or her
address.

Make no mistake. This statute requires states to issue I cards that conform to an exacting
federal standard including a photograph and physical description, and which would be supported by
systems of records that would be linked or matched to other records by reference to the SSN of the
driver. This is a national ID system. It is supported by state-issued identification documents that
are federalized because they must comport with the federal standard. Section 656(b) reduces states
to mere tools of federal government for purposes of issuing ID documents because the content and
form of documents they issue are dictated by the federal government. Because the federal
government dictates what goes on the ID card, and because it effectively requires that records of the
identifying data be tied 10 a federal identifying number, states would henceforth issue what are in
essence national ID cards.

Coercing the States to Comply, and To Threaten Privacy. States have no real choice but to issue
documents that meet the federal standard. If they fail to do so, their drivers will be unable to secure
federal benefits including Social Security, enter many federal buildings, sit for the civil service
exam, serve on a jury in a federal case, register for the Selective Service, or obtain passports that
allow them to exercise their right to travel. Imagine going to the Post Office to get a passport so
you can travel to Europe on your honeymoon, and being told that the federal government will not
accept your state-issued driver's license as ID. No resident would stand for it; no state would risk it.
To avoid citizen complaints, all states will issue documents that conform to the federal mandate and
procedures.

In addition, many states will be coerced into putting the SSN on every driver’s license and
identification card. In various comments the states have filed with the Department of
Transportation, state departments of motor vehicles ("DMVs") have made it clear that verifying the
SSN would inconvenience drivers and cost millions of dollars to the states. States would have to
hire data entry clerks tasked with verifying SSNs. Many drivers would be compefled to wait in line
at the state DMV, then go to the nearest office of federal Social Security Administration to wait in
line again because their SSN did not exactly match their name. Then they would have to go back to
the DMV to wait in line again, in the hopes that now their SSN would be verified. Lines at DMVs
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would lengthen and dnvers’ tempers would flare DMVs would have to serve many dnvers twice
during the renewal process. It would be less expenstve for the states, and more convensent for
drivers and for the states, if the SSN was simply put on the driver's license.

The statute thus builds in an incentive for the states to do what most of them have recently
decided not to do: compromise privacy interests by putting drivers' SSNs on driver’s licenses.
Currently, only six states require SSNs on the driver's licenses they issue. Most of the large states
have moved away from such a requirement in order to protect their drivers' privacy, reduce fraud,
and inhibit ID theft. Section 656(b) would effectively require many states to change course.

It is not difficult to anticipate the next federal demands on the federalized driver's licenses.

Soon, the Federal Aviation Adwministration, which already requires air carriers to solicit state-issued
ID from air passengers, will tell air carriers that only state-issued ID's meeting the Transportation
Department's standard are sufficient and that anyone who produces anything else should be treated
as a potential terrorist. (This is how the FAA currently directs carriers to treat passengers who
produce no ID.) Then, the Department of Health and Human Services will tell state agencies that
distribute federally-funded benefits that only the federalized-1D’s will do. Then, the Department of
Justice will tell employers that they cannot hire any employee who presents a state-issued ID
document that does not meet the federal standard. This is not a fanciful jump; it is a logical
application of the mandate of Section 656(b) to existing federal identification mandates. In no time,
Americans would have to produce the federalized ID to engage in everyday life activities that
should not be subject to federal governmental interference, such as getting on an airplane, obtaining
a benefit from their state, or getting a job.

Some believe that the way to deal with the problem of undocumented aliens who seck work
is for the federal government to threaten the privacy rights of every U.S. citizen. The ACLU
believes that Big Brother, and bigger govemment, are not the answers to this problem.

PROBLEMS WITH THE NATIONAL ID SCHEME

A national ID system and the nationalized identification cards that would support it would
inevitably violate the most basic of American liberties: the right to be left alone. Unlike children
and workers in Nazi Germany, Soviet Russia, apartheid South Africa, Castro’s Cuba or Saddam’s
Irag, no American need fear the demand, "Identity papers!” We are a free people who cherish our
right to be individuals, to be left alone, and to start over, free from the prying eyes (and grasping
hands) of both Big Brother bureaucrats and snooping commercial interests.

Existing Privacy Protections, Including the Driver's Privacy Protection Act. It is iroportant that the
Subcommittee step back and measure Section 656(b) against the existing privacy regime -- such as
it is -~ in the United States. The Fourth Amendment is the comerstone of personal privacy in this
country. It prohibits the government for conducting a search without probable cause, and in most
cases, a judicial warrant. But the Fourth Amendment does nothing to protect personal privacy in
this context. When a person "voluntarily" divulges personal information to a state DMV in order to
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secure a driver's license, there is no governmental seizure to be prohibited or controlled by the
warrant or probable cause requirements. Any privacy protection must therefore be statutory.

Twenty-five years ago, a Democratic Congress enacted, and a Republican President signed
into law, the Privacy Act of 1974. Congress feared that if the “use of the SSN as an identifier
continues to expand, the incentives to link records and broaden access are likely to increase.”

The Senate Committee report described the growing use of the SSN as “one of the most
serjous manifestations of privacy concerns in the nation,” including the risk that “the number may
become a means of violating civil liberties by easing the way for indexing or locating the person.”
Senator Barry Goldwater (R-AZ) spoke on the Semate floor in vehement opposition to the
increasing use of the SSN, calling on his colleagues “to stop this drift toward reducing each person
to a number.”

For the most part, the Privacy Act only applies to threats to privacy by federal agencies and
does not stop state agencies and commercial interests from threatening personal privacy. In a sense,
Section 656(b) makes an end run around the Privacy Act by parking the personal information that
would be disclosed at the state, insteac of at the federal level. In fact, Section 656(b) would
apparently represent the first time that the federal government had ever mandated that the SSN of
virtually every adult in the nation be tied to a physical description or photograph of the person in
records unprotected by the Privacy Act.

Twenty years after the it passed the Privacy Act, Congress became troubled that state
DMVs were selling to commercial interests personal information about drivers for as little as $20
per inquiry. In one case, a stalker used information in state DMV records to find his victim. In
1994, Congress enacted the Driver's Privacy Protection Act to establish rules to protect the privacy
of the wealth of information drivers license applicants submit to their states in order to obtain a
license to drive. 18 U.S.C. Sections 2721-5.

The Driver's Privacy Protection Act cannot be relied upon to protect the privacy of drivers’
personal information, such as their SSNs. Though it would bar DMVs from disclosing certain
personal information (SSN, photo, address, name, phone number, medical information, but not
physical description) about the driver, and threatens violators with civil and eriminal fines and
creates a civil cause of action for anyone whose privacy is violated, the statute lists 14 exceptions to
its protective provisions. It gives law enforcement at all levels of government, and insurance
companies and private investigators blanket exceptions, allows states to provide personal
information to mass marketers and solicitors unless the driver affirmatively requests that it do not,
and it allows any legitimate business to obtain a driver's personal information to verify the accuracy
of information the business claims the individual submitted to it.

More importantly, the statute has been successfully challenged on 10™ Amendment grounds
in at least three jurisdictions. Two weeks ago, a three-judge panel of the Fourth Circuit struck the
Driver's Privacy Protection Act as an invalid exercise of Congress's power under the Commerce
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Clause 1n violation of the Tenth Amendment Condon v_Reno, 97-2554, US App LEXIS 21557
(4th Cir. September 3, 1998). The federal government argued that drivers possess a night to privacy
in the information maintained in state motor vehicle records that Congress can secure under the
14th Amendment. The court rejected federal government's privacy argument because: (i) the
Supreme Court has never found a constitutional right to privacy with respect to the type of
information found in motor vehicle records, which traditionally have been open to the public; (i)
the type of information in motor vehicle records is available from other public records such as
property tax records; and (iii) the information in the records is commonly put on the driver's license
d provided to strangers when a person cashes a check, boards and airplane, or purchases afcohol.
Federal courts reached similar conclusions in Wisconsin (Travis v. Reno, No. 97-C-701-C, US.
Dist. LEXIS 8570 (W.D. Wisc. June 9, 1998) (appeal pending)) and in Oklahoma (State of
Oklahoma v. U.S., 994 F. Supp. 1358 (W.D. Okla. 1997)), and reached the opposite conclusion in
Alabama (Pryor v. Reno, 998 F. Supp. 1317 (M.D. Ala. 1998).

In many states, the state "open government” laws permit disclosure of personal information
in the state driver's data base to a great degree. ACLU is a strong proponent of openness in
government and favors many such laws because openness sheds light on secret governmental
activity that could violate civil liberties. Suppression of information of public interest infringes on
First Amendment rights by narrowing the range of information that enters the marketplace of ideas.

The Driver's Privacy Protection Act cannot be relied upon to protect the privacy of drivers’
SSNs in state DMV data bases. But it does illustrate that the best way to protect the privacy of such
information is to prohibit {or to remove incentives to) collection of the SSN in the first place, rather
than to control and punish disclosure after the SSN has already been put in a system of records
maintained by a state. Section 7 of the Privacy Act originally prohibited states that did not already
do so in 1974 from denying drivers licenses to applicants who refused to provide their SSN. This
protection was reversed in 1976. 42 U.S.C. Section 405(c)(2XC)(i). Section 656(b) does much
more than permit states to demand the SSN of their drivers for their DMV records; it coerces states
to put the SSN on the license itself.

Potential for Misuse. Using the SSN as an identifier on federalized drivers licenses, as is
contemplated in Section 656(b), would subject people to privacy intrusions, such as government
surveillance and increased data collection and sharing.

There are clear examples of how government-collected information has been used for a
purpose other than that for which it was initially intended. Call these "cases of authorized misuse”
to distinguish these abuses from criminal activity, such as fraudulent activity from ID theft.

For instance, the confidentiality of Census Bureau information was violated during World
War II to help the War Department locate Japanese-Americans so they could be forcibly moved to
internment camps. During the Vietnam War, the FBI secretly operated the "Stop Index” by using
its computerized National Crime Information Center (NCIC) to track and monitor the activities of
people opposed to the United States’ involvement in the war. The government's thirst for personal
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data tied to the SSN cannot be quenched “Trust us with your personal informauon  We're the
government,” 1s not a theme that resonates well with the American people.

Moreover, the government has facilitated private sector abuse of data tied to the SSN. It
was discovered nine years ago that the Social Security Administration used to disclose SSNs to the
private sector until public outcry halted the activity. Following the public disclosures, the SSA
Commissioner announced in April, 1989 that the SSA had decided not to process magnetic tapes
containing 140 million names and SSNs submitted by TRW Credit Data, a credit reporting
company that has been succeeded by Experian Information Systems. The Senate conducted
hearings and learned that the SSA had conducted three million SSN verifications for Citibank and
other firms in past years.

The private sector’s use of the SSN to access information about individuals has evolved to a
point never envisioned by its creators. For example, in a 1990 advertising brochure, Experian (then
TRW), which held itself out as the nation’s largest provider of consumer credit information and
claims to maintain information on nearly 170 million consumers nationwide, advertised a service
called Social Search:

In pursuit of those who have disappeared - former customers, college alumni or
missing sharcholders - TRW brings you Social Search: A state-of-the-art locating
tool that puts our expansive databases to work for you . . . All you need are the
social security numbers of those you’re attempting to locate and you can reach those
hard-to-find individuals who may have moved or changed their names.

This history shows the enormity of the temptation to expand the uses of data linked by a
common identifier like the SSN, far beyond the purpose for which the data was originally given up.
But having succumbed to this temptation in the past is no reason to facilitate such invasions in the
future by effectively requiring that states put drivers’ SSNs on their licenses.

ID Fraud. Ironically, the more the SSN is used as a personal identifier, the less useful it becomes as
an identifier. This is because unscrupulous criminals can steal a person's identity by appropriating
their SSN. "ID Fraud" -- the process of obtaining another person’s personal identifying information
such as the SSN, date of birth and mothers' maiden name, then using that information to
fraudulently establish credit, run up debt, or take over existing financial accounts is a growing
problem. According to a recent GAO report, there has been a significant increase in identity theft in
recent years. GAO, Identity Fraud, GAO/GGD-98-100BR (May 1998). It is estimated that 40,000
victims of identity theft must struggle each year to clear their names and fix their credit histories.
Consequently, more and more people are trying to protect the privacy of their SSN.

By coercing states to place drivers’ SSNs on driver's licenses, Section 656(b) promotes ID
theft. Many times when a person cashes a check at the grocery store, boards an airplane, or buys a
beer, they show their license to a stranger who could sell the personal information on it to an ID
thief.
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Insecure Data Laittle needs to be sard about how nsecure even the most protected systems of data
have become. Computer hackers bave achieved access even to sensitive defense files In 1997, the
Social Security Administration itself was forced to shut down a service it offered on its web site
after reports that it may have provided unauthorized access to information about individuals'
personal incorne and retirement benefits on the Internet.

In fact, the SSN is used as a key to unlock all manner of personal information about consumers. An
internet-based industry has sprung up to harvest and sell personal information accessed through the
SSN: auto ownership, creditors, criminal records, driving records, bank accounts and work histories
are all alleged to be accessible. Since Section 656(b) would make drivers’ SSNs more accessible to
state workers harvest the number, and to every person who sees the number on a state-issued
identification document, it will make this problem of protecting personal privacy much mmore
difficult.

CONCLUSION

The SSN was never intended to be relied upon as an identifier. Historically, SSNs have
been easy to obtain because there was no need for a secure card for purposes of administering the
Social Security program. The number was used only to track payments into the Social Security
Account. Many duplicate and inaccurate social security numbers are in use.

A national ID system based on the SSN, and the nationalized ID cards that Section 656(b)
would require, pose a direct threat to personal privacy and to the security of personal information.
To forestall such a threat, we urge members of Congress to support H.R. 4197, the Citizen's Privacy
Protection Act of 1998. It would repeal Section 656(b) of the Illegal Immigration Reform and
Immigrant Responsibility Act of 1996. We believe that the Big Brother proposal which is
represented by Section 656(b) should be stopped now so that further damage to the cause of
privacy, and liberty, is contained.

T will be happy to entertain any questions you might have.



26

Concerntng the definttion of a rule, we recognize that determuining the precise scope of
the definition as it apphies to the widely varying rulemaking practices of the agencies involves
questions of legal interpretation. For these reasons, we would welcome the participation of the
agencies and the Department of Justice in developing a guidance that identifies the precise
contours of the definition in a manner that will best facilitate full compliance with the law.

As OIRA’s authorizing and oversight committee, we expect to participate in this process
at each step in the development of the guidance. We would prefer to begin this process of
consultation by the second week of October and would like to receive a proposed draft of the
guidance by the end of November. We believe that the end of March 1999 would be a
reasonable target date for issuing a final guidance, allowing the agencies a fair opportunity to
submit cornments.

1 would appreciate it very much if you could send me a written confirmation of the
understandings set forth in this letter by the close of business on Friday. If you have questions,
please call me at 225-4407.

Sincerely,

Mildred Webber

Staff Director .

Subcommittee on National Economic Growth,
Natural Resources, and Regulatory Affairs

cc: Michelle Mrdeza
Subcommittee on Treasury, Postal Services,
and General Government Appropriations
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Mr. MciIntosH. Thank you, Mr. Nojeim. I want to explore with
you those recommendations during the questions and answers.

Ms. Bitol, thank you for coming today. You are also with the
American Civil Liberties Union, and I appreciate your work. Share
with us a summary of your testimony.

Ms. BrroL. Thank you, Mr. Chairman.

On behalf of the American Civil Liberties Union and more than
275,000 members nationwide, I appreciate the opportunity to tes-
tify before you on the narrow issues of the problems concerning es-
tablishing a unique patient identifier which is mandated under the
Kassebaum-Kennedy Health Insurance Portability and Account-
ability Act of 1996.

The dangers posed by a unique patient identifier are no different
than those dangers posed by a national ID. Both will allow unfet-
tered access to personally identifying information to anyone with
the proper keys. Besides information about physical health, med-
ical records may include information about family relationships,
sexual behavior, substance abuse, and even the private thoughts
and feelings that come with psychotherapy. This information is
often keyed to a Social Security number.

Because of a lack of consistent privacy protection and the perva-
sive use of Social Security numbers, individuals' information may
be easily accessible. In fact, any private investigator will tell you,
if you have a Social Security number of an individual, you can have
access to almost any information about them.

Currently, there is no comprehensive Federal law to protect the
privacy of health care records. Our educational records receive pro-
tection. Even our video records remain private. However, public
perception is that there is Federal privacy law to safeguard medical
records and that there is Federal law that gives patients the right
to access, review, and comment on those medical records. Unfortu-
nately, this perception is false.

The danger with this one-way system is that once personal infor-
mation is collected for one purpose, the temptation to use it for an-
other is often irresistible. The unauthorized use and abuse of this
confidential information is already widespread. Most Americans
would be alarmed to learn how many pairs of eyes are scanning
what they thought was privileged communication with their doctor.

According to a recent Time Magazine article, trading of health
information has already become a %40 billion industry. A report by
the Institute of Medicine noted that the roster of parties claiming
a “need to know” what is in an individual’s medical records was too
numerous to list.

The problem of protecting privacy, especially medical privacy, is
that many perceive the need for a balancing test, balancing privacy
with the needs of industry research and technology. While techno-
logical advances bring tremendous benefits to society, this quid pro
quo should not and need not be the loss of control over our own
personal information.

It is the position of the ACLU that strong Federal regulation
which establishes enforceable privacy protection for personal health
information is critical. The ACLU supports Federal legislation that
provides individuals with meaningful control over who may have
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access to their records, including limiting some persons to specified
information only.

Additionally, redisclosures should be prohibited except with spe-
cific permission or, with very narrow circumstances, upon ex-
pressed statutory authorization.

We support Federal privacy protection in this area for three pri-
mary reasons: First, staggering technological innovations which
allow for the easy transfer of personal health information over
great distances; second, the expansion of managed care, which will
necessarily expose confidential information to a wider network of
people; and third, the unevenness of privacy protection provided by
current State law to medical records where they are kept on paper-
based or computerized information systems.

As more and more companies merge and interact with each
other, the ability for a company to run a data base storage for med-
ical records and house a credit reporting data base is not only a
potential but a reality. Our objections focus on the unrestricted ac-
cess to private information by nonhealth-care providers, the poten-
tials for abuse, and the governmental implementation of a program
that, from all indications, it does not have a successful track record
in managing.

One need only look at the Social Security number fiasco and the
uniform driver’s license requirement, which makes it almost man-
datory for States to use Social Security numbers as driver’s license
identifiers, and other breaches of privacy facilitated by the Federal
Government. _

Further, with regard to the massive data base industry where

atient information has been cross-referenced with credit report in-
ormation, as we in Washington, DC, recently found out this year,
when drugstores where we purchased our prescriptions were uti-
lizing these data bases to target people as potential marketing
prospects for new drugs or refills. It is this unrestrained access to
patient information that is the problem, the result of an unre-
stricted arena in which patients are the losers.

One need only look at the concerns that I have stated today, that
have been echoed by so many, to see the potential dangers posed
by im%lementin a national ID.

I submit, finally, that the national 1D system, like the unique pa-
tient identifier, poses a direct threat to personal privacy a.ng to se-
curity of personal information of all Americans. I urge you to con-
sider the fact that not only my privacy will be infringed upon but
your privacy as well.

I just want to shift gears for 1 second and say something per-
sonal, which is the fact that 7 years ago 1 adogted a daughter and,
like most teenagers, when she turned 17, I allowed her to get her
driver’s license here in Washington, DC, where we live.

As a protector of privacy, I know firsthand the dangers of putting
our Social Security number on your driver’s license—in fact, as a
awyer, 1 am frightened because I actually have a client named

Marvin Young and he doesn’t look like the gentleman sitting next
to me.

But the steps that I had to go through to have my daughter’s So-
cial Security number not used as her identifier—I had to have
three things notarized, I had to take time off of work, I had to go
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to the Degartment of Motor Vehicles, I had to get a birth certifi-
cate, I had to show her adoption papers. I had to get an order from
the California court showing that I was her mother, because we
had two birth certificates. “Unbelievable” is the only word I can use
to describe this situation. And, we are talking about the steps
(:akexil t& protect her privacy. We are not even talking about iden-
tity theft.

Mr. McInTOsH. So, all the pressure was for you to just say, yes,
go ahead and use the Social Security number?

Ms. BrroL. Yes, right here in Washington, DC, those are the
steps you have to go through. In fact, after all that, both she and
I had to sign something to issue a random number. On top of all
that, try going to the grocery store or any store here and try writ-
ing a check, they look at the number and say, “Well this isn’t your
Social Security number. Why don’t you have a Social Security num-
ber? Who are you? This is a fake ID.” It is unbelievable.

Mr. MCINTOSH. Because the community is used to looking for So-
cial Security numbers.

Ms. BrroL. That's right. Most mie don’t even realize saying
you don’t want to use your Social rity number is an option.

Mr. McINTOsH. That is amazing. I am blessed in Indiana. They
allow you to use a different number, and the Social Security num-
ber is an option to put on there if you want to.

Ms. BrroL. That's the way it is in California where we are from,
but in Washington, DC, it is a different story.

[The prepared statement of Ms. Bitol follows:]
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STATEMENT
OF
SOLANGE E. BITOL

LEGISLATIVE COUNSEL

AMERICAN CIVIL LIBERTIES UNION
WASHINGTON NATIONAL OFFICE
ON

A NATIONAL ID CARD — PATIENT IDENTIFIERS

BEFORE THE
HOUSE OF REPRESENTATIVES
COMMITTEE ON GOVERNMENT REFORM AND OVERSIGHT

SUBCOMMITTEE ON NATIONAL ECONOMIC GROWTH, NATURAL RESOURCES AND
’ REGULATORY AFFAIRS

September 17, 1998

The American Civil Liberties Union is a nationwide, non-partisan
organization of more than 275,000 members devoted to protecting the
principles of freedom set forth in the Bill of Rights. On behalf of the ACLU,
appreciate the opportunity to testify before you today about personal
privacy, especially medical privacy, and the threat that a nationaf ID
poses on the privacy rights of ali US citizens.

From using the telephone to seeking medical freatment or applying for a
job or sending e-mail over the Internet, Americans' right to privacy is in
jeopardy. The reason: our personal and business information is being
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digitized through an ever-expanding number of computer networks in
formats that allow dota to be linked, transferred, shared and sold - usually
without our knowledge or consent. Regarding medical records, many
Americans may not realize how comprehensive their medical records are.

Contents of Medical Records

patients nome, address, age, next of kin, social security number
« name of parents, date and place of birth

« marital status, religion and military service

« medical, social and family history
»
-
.

L]

freatments, medications and diagnosis
findings. reactions, incidenis
use/abuse of alcohol and tobacco

A complete medical record may contain more intimate details about an
individual than can be found in any other single document. The risks of
misuse are fremendous.

Risk of Misuse of Medical Data

improper freatment

loss of employment

loss of insurance

loss of privacy

» reluctance to oblain medical care

. % &8

Besides information about physical health, medical records may include
information about family relationships, sexual behavior, substance abuse,
and even the private thoughts and feelings that come with
psychotherapy. This information is often keyed to a social security number.
Because of a lack of consistent privacy protection in the use of social
security numbers the information may be easily accessible, in fact, any
private investigator will tell you if you have a social security number of an
individual, you can have access to any information about them. The
dangers posed by a unique patient identifier are no different thon the
dangers posed by a national ID, both will allow unfetiered access to
personally identifying information, to anyone with the proper keys.

Currently, there is no comprehensive federal law to protect the privacy of
health care records. Our educational records receive protection — even
our video rental records are protected, however, public perception is that
there is federal privacy law to safeguard their medical records, and that
there is federal law thaot gives patients o right fo access, review and



32

comment on their own medical records. Unfortunately, this percephtion is
false. The danger with this one-way system s that once personal
information is collected for one purpose, the temptation fo use it for
another is often irresistible.

Health privacy is one of the most important privacy issues facing our
nation. Protecting patient privacy is critical to improving health care, and
fostering valuable public hedlth initiatives. The need to protect patient
records is urgent, notably, due to the lime limit in the Health Insurance
Portability and Accountability Act of 1994 {otherwise known as the
Kennedy-Kassenbaum bill} which requires Congress to pass health privacy
legislation by August 1999, and if Congress fails to act, the law directs the
Secretary of Health and Human Services to promulgate rules of
enforcement. This requirement was mandated under a provision called
"Administrative Simplification,” which was, until it made the front page of
the New York Times in July 1998, a little-known amendment to the 1994
Act. Last year the Secretary issued her proposed regulations which had
several alarming features. Most disturbing is that the proposal will aliow
law enforcement officials to obtain unfettered access to patient medical
records, without first getting patients' permission.

Additionally, there are three aspects of the Secretary's proposed
regulations that pose the gravest threat to medical privacy:

« Computerization: Citizens may be denied the option of a "paper only”
patient record without risking denial of insurance or loss of benefits,
forcing everyone to participate in a huge computerized network. The
model for computerization of patient records is the credit bureau
industry, whose mammoth database for consumers financial
information have been plagued by inaccuracy, unauthorized
access, and fraud.

« No informed consent: Secretary Shalala has said that privacy rights
are not absolute, claiming that "it's not always possible to ask for
permission” to use a patient's record. But Americans think differently.
According to a Time/CNN poll, 87 percent of Americans demand to
be asked for permission every time medical information about them is
being used.

National 1.D. Number: The regulations include a tacit or explicit
endorsement of the establishment of a "unique health identifier” -- a
de facto national 1.D. assigned by the government or business and
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used to link all medical records from cradle to grave.

Under our laws, what you tell your lawyer is generally protected against
government infrusion, and arguably, what you tell your doctor is certainly
as important as what you tell your lawyer. Most Americans would agree
that our medical information deserves to be as well protected. in fact,
many people don't realize how public their medical record really is. While
state laws differ depending on the state, your doctor, the people working
in your doctor's office of course have access to your records, but also
employees at your HMO office, your employer including your human
resource manager and supervisor all potenticlly have access to your
medical information. The fact that someone has an abortion or suffers
from depression or is being tested for a genetic iliness is simply not
something that they would want to necessarily share with anyone other
than their doctor.

The unauthorized use and abuse of this confidential information is already
widespread. Most Americans would be alarmed to learn how many pairs
of eyes are scanning what they thought was a privileged communication
with their doctor. According to TIME Magazine, trading of health
information has already become a $40 billion industry. A report by the
institute of Medicine {1997) noted that the roster of parties claiming o
"need to know” what is in an individual's medical record was too
numerous to list.

The problem with protecting privacy, especially medical privacy, is that
many perceive the need for a balancing test, balancing privacy with the
needs of industry, research and technology. While technological
advances bring tremendous benefits to society, the guid pro quo should
not, and need not, be the loss of control over our own personal
information.

it is the position of the ACLU that sirong federal legisiation which
establishes enforceable privacy protection for personal heaith information
is critical. The ACLU supports federal legisiation that provides individuals
with meaningful control over who may have access to their records,
including limiting some persons to specified information only. Re-disclosure
should be prohibited except with specific permission or, in very narrow
circumstances, upon express statutory authorization. We support federal
privacy protection in this area for three primary reasons: first, staggering
technological innovations which allow for easy transfer of personal heaith
information over great distances; second, the expansion of managed
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care, which will necessarily expose confidential information to a wider
network of people; and third, the unevenness of privacy protection
provided by current state laws to medical records whether kept on paper-
based or computerized information systems.

As more and more companies merge and interact with each other, the
ability for a company to run a database storage for medical records and
house a credit reporting database is not only a potential but a reality. Our
objections focus on the unrestricted access fo private information by non-
health care providers, the potentials for abuse, and the government
implementation of a program thai, from all indications, it does not have a
successful track record in managing. One need only look at the social
security number fiasco, the uniform drivers license requirement which
makes it aimost mandatory for states to use social security numbers as
drivers license identifiers and other breaches of privacy facilitated by the
federal government.

Further with respect to the massive database industry, where patient
information has been cross-referenced with credit report header
information as we in Washington, DC found out earlier this year, when the
drugstores where we purchased our prescriptions were utilizing these
databases to target people as potential marketing prospects for new
drugs or refills, it is this unrestrained access to patient information that is
the problem, the result of an unrestricted arena in which patients are the
losers.

I submit finally that a national ID system, like a unique patient identifier,
poses a direct threat to personal privacy and to the security of personal
information. This Congress should focus on a solution to the overall need
for comprehensive personal privacy, not a way for Big Brother to further
ruin the personal, financial and medical lives of Americans.

Statement Prepared by:
Solange E. Bitol, Legisiative Counsel
ACLU Washington National Office
In compliance with US House Representative Rule Xi, clause 2(g) (4) the

American Civil Liberties Union receives no federal grant funding, and has
not received any federai grant funding in the two preceding years.
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Mr. McINTOSH. Our final witness on this panel is Mr. Grover
Norquist, who is president of Americans for Tax Reform. Mr.
Norquist.

Mr. NorqQuisT. Thank you. I have prepared remarks which I
have shared in writing. I will just open up by saying when I got
my driver’s license in Washington, DC, and said, “I would like, as
I understand is my right, to give you a different number than So-
cial Security.” The lady said, “You want a driver’s license or what?”
I waited for.a while, and I eventually gave up and gave her my So-
cial Security number because I sort of, at some point, wanted the
driver’s license. I was not told there was an option. I was told I was
wrong in thinking that this was an option.

I serve as president of Americans for Tax Reform. We are a na-
tional tax bureau organization and we try to reduce the size and
scope of government at both the Federal and State level. But over
the last 12 years, we have been actively involved in opposing all
efforts to move toward national ID cards or national ID systems.

It seems to me there is sort of a bad game of jeopardy going on.
The answer always seems to be the same even though the ques-
tions change. Immigration law, let’'s have a national ID card.
Health care, let’s have a national ID card with all sorts of informa-
tion. Tax policy, let's have Social Security numbers on dependents.
Deadbeat dads is another reason for a national ID card. Now driv-
er's licenses. There is always a new reason. It is always the same
answer. And the answer is more power and information flowing to

Washinﬁon.

I think it is ilxlxlx})ortant to remember that when you hand the gov-
ernment more information and more control, they don’t necessarily
use it in the way that they first sold it to you. The withholding tax
was a temporary measure to fight World War II and it has been
used to expand State power in the United States. The value-added
tax in Europe was sold as a way to rationalize a whole series of
excise taxes, and became an engine for government growth and a
vacuum cleaner for resources.

In Europe, even the Brady bill and the effort at Instant Check,
which we were assured was the way to move away from keeping
data, the government actually temporarily will have data on who
buys a gun. And now they want to keep that data. The whole thing
was set up so the government wouldn’t ever have it. There is a
fleeting moment when they do have it. And now the Clinton admin-
istration is coming back and saying they want to hold on to it for
months. Somehow, I guess months will turn into a longer period.

This is in keeping with a couple of threats to American privacy.
We have seen Janet Reno suggesting to the group of eight justice
ministers last December that we put a unique identifying tag on
over a packet of data on the Internet so that the police can track
things as they go through the Internet, quote, “the same way we
tag explosives.”

The FCC has turned down a Reno request to do what other coun-
tries have done.

Mr. McINTOSH. What is a packet of data? Is that e-mail?

Mr. NORQUIST. It is e-mail. It is the whole kit and kaboodle. Of
course, the present legislation that the Clinton administration has
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been pushing for to not allow inscription domestically would allow
them to read e-mail. Tagging would ge a step beyond that.

The FCC has turned down an effort that Reno suggested to fol-
low where Japan and Switzerland have already gone. In Japan, the
National Telephone Co., NTT, maintains a Web site where it is
possible to get the exact location of anyone carrying a cell phone
in Tokyo. Because these things emit little beepers when they are
on, you can tell where a cell phone is.

In Switzerland, the location of every cell phone is logged every
3 hours and the data is kept for 6 months. So, you can find out
where somebody is by where they are keeping their cell phone, and
it is possible to keep that information.

Now, if you take the t office, in order to fight fraud, wants
to have a to and from ag:l):ess that can be read technologically on
every letter, so that the post office could keep and maintain a list
of every letter that went to and from you, indefinitely into the fu-
ture, and hold onto it. It becomes easier to store data. You keep
that stuff indefinitely into the future.

Put that together witlwefforts toward a national ID card and you
have really got a tremendous web of the government expanding the
data that it can have. And the challenge is, when you have data
like that, there is a tremendous temptation to do something with
it. And people are constantly coming up with new ideas. “Gee, if
we have an ID card, why don’t we put everybody’s health stuff in
a little chip in the middle of the ID card?” Well, if you are going
to do that, why not put their tax data on it? .

There are going to be a number of arguments, each of them to
make life simpler and easier. And people like me who stand there
and are told, “Do you want to get your driver’s license or what,”
will surrender each day a little of their privacy.

And even what you may promise people in law, you will never
have to give your Social Security number, well, the bureaucrat who
wouldn’t let me have my driver’s license without it may or may not
have read your law, but at some point that protection did not mat-
ter, and people do trade.

The only good that I can see that comes out of this effort by the
transportation people is it might put an end to the enemies of the
second amendment who always say, “Oh, you shouldn’t worry
about licensing guns. No one has ever had trouble with licensing
cars and driver’s licenses.” Now they are going to be using that as
an argument for a national ID card, and I think there are some po-
tential dangers there.

I would certainly support the efforts by Congressman Barr to
undo this, and certainly Ron Paul’s efforts to make it clearer legis-
latively that Social Security numbers cannot be used for other pur-



37

“A National ID Card:
Big Government at its Worst or Technological Efficiency?”

Hearings before the House Commmittee on Government Reform and Oversight

Subcommittee on National Economic Growth, Natural Resources, and Regulatory
Affairs

Testimony of Grover G. Norquist
President, Americans for Tax Reform

September 17, 1998

Mr. Chairman, my name is Grover Norquist and I am President of Americans for Tax
Reform (ATR), a national coalition of taxpayer organizations with a strong interest in
lower taxes, smaller government, and taxpayers’ rights. ATR is particularly concemed
with taxpayer privacy in the era of electronic commerce. I might also add that ATR
receives no government funding and strongly opposes the use of taxpayer dollars to lobby
Congress.

ATR sponsors the Taxpayer Protection Pledge which is a written pledge by candidates for
office not to raise taxes once elected. In the House and Senate, 207 Representatives and
42 Senators are Pledge signers. Aside from our work in electronic commerce and
encryption, another ATR program that is highly relevant here is called “In Half.” ATR
supports the goal of cutting the size of government as measured by the share of national
income it consumes in half over the next twenty years. In a forthcoming book I will
present a detailed plan explaining how to do this. Here I mention it because it
foreshadows my single most important policy recommendation: if you don’t want big
government to become Big Brother, you should not let government get big in the first
place.

Let me start by thanking you, Mr. Chairman, for holding this very important hearing
today on the theme of “A National ID Card: Big Government at Its Worst or
Technological Efficiency.” You have chosen a title that shows you well understand the
problem before us today. I firmly believe that because of this grave subject matter the
small bearing we hold today will in fact be one of the most important such meetings held
in the 105™ Congress.

1 also thank and salute Rep. Bob Barr of Georgia for having had the insight and wisdom
to recommend that you hold this hearing. I will do my best this moming to validate Rep.
Barr’s very worthy concems and I will do him one better by urging you to make to make
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the dangerous drift toward federal identity verification and tracking systems in a variety
of forms—not just smart ID cards with embeded silicon chips and biometric identifiers—
part of your ongoing work in regulatory oversight. Iargue below that unless we
consciously monitor and check this drift, not just one L.D. card but more likely a whole
complex of identity tracking systems will result from the normal course of operations by
government agencies that act in the way that naturally makes most sense to govemnment
agencies. :

To use a phrase I have borrowed before Professor Lance Hoffman of George Washington
University: the size of government and the development of technology have reached a
critical stage. We can and must choose every time we make a regulatory policy decision
that has a technological component: Do we build Big Brother in, or do we build Big
Brother out? I favor building Big Brother out. However, as our nation progresses and
society becomes more complex, this choice to limit the future options for expansive
government and violation of basic civil and constitutional liberties is a choice we must
constantly make anew.

Let me proceed to the substance of my comments. The immediate topics at hand are (1)
the proposed standards for a drivers licenses that are tantamount to national ID card that
were issued by the Department of Transportation pursuant to its interpretation of last
years’ immigration bill and (2) standards being being develop by the Department of
Health and Human Services for a unique healthcare identifier for individuals as mandated
by the Kerinedy-Kassebaum Health Insurance Portability Act of 1996.

Like the other witnesses I will touch on these matters to some extent, but at the request of
this Committee I will devote the bulk of my remarks to a broad overview of the forces
driving this country toward a national ID card or similar identity verification system.
Further, [ outline the dire implications such a system would have for the cause of liberty
in this country. And finally, I present a series of legislative steps Congress could take in
order to put a national ID card permanently off limits or at least eliminate ways in which
minor policy errors could accumulate over time and allow such a system to come into
being through sheer inattention to detail by you, the people’s representatives in Congress.

I would summarize the points I make as follows:

» First, a national ID card system, if enacted, would result in dramatic and arguably
irreversible expansion of the regulatory-welfare state.

e Second, it is particularly dangerous in this era of networked computers and unlimited,
cheap computing power to let government agencies take upon themselves the business
of regulating networks and setting technical standards for any reason whatsoever.

¢ Third, the DOT/NHTSA Standards for drivers licenses, the Kennedy-Kassebaum
healthcare identifier, and the “new hires database” in are the tip of the iceberg in
terms of federal programs driving the nation toward some type of national ID
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verification system. Even agencies as seemingly mundane as the General Services
Administration and the U.S. Postal Service are embarking on programs with regard to
digital signature standards that should undergo close scrutiny by Congress and
probably be terminated immediately.

e Fourth, govemnment policy should presume in favor of individuals managing their
own personal information in response to market incentives. For instance, parental
control of education obviates much of the supposed “need” for national educational
databases. Medical savings accounts for individuals make a unique health care
identification code for each American much less attractive as a way to stop fraud in
govemment-financed healthcare.

There is simply too much “information pollution” that goes on in Washington. The all-
too-obvious bias of a national capital is to implement policy by creating centralized
databases and credentialling systems that control citizens rather than letting them manage
their own affairs. If this taxpayer-friendly Congress wants to do future Americans a favor,
it will systematically design its policies in such a way that they require little or no
personal information from citizens to implement. A sensible place to start doing this is
the tax code. Just as America’s great industrial companies have learned to engineer waste
out of manufacturing processes that once produced toxic by-products, so too Congress
must engineer the decentralized, voucher-based systems of the future to operate without
invading citizens’ privacy.

L National ID Card Systems: A Public Choice Perspective

Public choice theory powerfully illurninates the reason why the United States finds itself
on the verge of implementing a national LD. card through the DOT regulations almost by
accident and without any serious debate of the consequences. The historical record shows
that seemingly simple policy changes made by bureaucrats with no goal but their own,
short-term administrative convenience in mind can have profound results.

I cite you the case of income-tax withholding, adopted as an expedient measure to finance
World War 1. All that money flowing to Washington certainly helped win the war, but
the spigots once opened were never turned off, and over the long term the result has been
an enormously larger government and burden of taxation that we are only now beginning
to constructively reverse. Similarly, in the 1970’s, European governments began
adopting the value-added tax as a supplement 1o their existing tax systems. As a result,
European governments have grown from rough parity with the United States in relative
size to being roughly half again as large. Today, all Jevels of government absorb about 35
percentage points of gross domestic product in the United States—far from Socialism but
not comfortable either. Had the United States chosen a European tax policy, we might be
in the same position as statist France, with government absorbmg more than half of ali
economic output and reaching for more.
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I founded Americans for Tax Reform as an organization that opposes any tax increase for
any reason whatsoever as a matter of principle. In 1986, the most straightforward way to
limit government power was to limit the amount of money government took in. Thisis a
very real check on government growth. Today, I still very much support this approach,
but [ am adding a second component: in the information economy, money and
information are much the same thing. My good friend Richard Rahn make much the
same point in a forthcoming book on electronic currency and financial privacy called The
End of Money. If we are to limit the size and scope of government in the future, we must
limit government’s ability to coercively require information of its citizens.

The basic premise of public choice theory is that any large organization, whether public
or private, will naturally seek to expand its own power and influence. Public sector
bureaucracies, however, often confuse their own institutional interests with the public
good they are supposed to serve. Moreover, public sector bureaucracies do not face the
same market discipline private sector agencies experience. The public sector is often at
best indirectly exposed to market forces and more likely than not completely shielded
from the reality check that immersion in the market can provide. As elected
representatives of the people, Congress and the President are really the only force that
does provide a check on the self-aggrandizing tendencies of any government agency.
Congress in particular should take this responsibility seriously.

The movement we have seen of late toward a single, universal personal identifier reflects
the natural bias of large, centralized bureaucracies that find it convenient to track and
regulate their citizen-subjects that way. Congress needs to question this impulse by any
bureaucracy whenever it appears.

1. The Particular Dangers of Government Standards-Setting for ID’s and Electronic
Communication

The humorist P.J. O'Rourke has a line about the danger of giving money to big
govermnment: perhaps somewhat crudely, he compares it to giving whisky and car keys to
teenage boys. One could make a similar argument about information technology and the
possibility of letting government agencies impose themselves on the business of setting
technical standards for communications networks and network-enable communications
devices. There are three things to consider here:

First, a marvelous thing about today’s computers is that they make the creation and
management of infinitely scalable large databases not only easy and feasible but actually
somewhat cheap.

Second, today’s networked communications create transaction streams that can be
collected and monitored in real or near-real time. In practical terms, this means that
whenever one sends email, accesses a website, carries around a cell phone, or does any
aumber of ordinary things, one creates records that show exactly what happened.
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It is only a matier of time before our computer-controlled cars cruising smart highways
send continuous reports on their movement to some centralized traffic manager.
Likewise, spending electronic currency from our digital wallets is something that could
theoretically be monitored as it happens. There are very bright people in the Treasury
Department imagining ways to do this even as I speak—indeed, many forward-looking
people in Treasury fear that electronic currency could render large portions of the tax
code unenforceable. So, instead of simply adopting a flat tax or retail sales tax that would
be more likely to work in the digital economy, these well intentioned people at Treasury
propose massive and unconstitutional violations of privacy instead.

Now, third, we have the real problem, which explains why governments should be out of
the identity-verification business and not involved in setting standards for digital
signatures, certificate authorities, payment evidencing systems, and the like. The reality
is that governments and private-sector business are very different in what constitutes, for
their purposes, useful verification systems.

s Govemments are coercive institutions in the business of applying force against
particular people. Hence they have a paramount interest in obtaining personal
identifying information, in unlimited quantity and detail, which is balanced by no
economic consideration or other restraint.

o By contrast, markets and civil society are voluntary associations governed by property
rights and the law of contract. What matters to them is aggregate outcomes. Personal
identifying information about an individual has value primarily to the extent it
identifies a potential customer as a sales prospect or credit risk.

At this point, it is not my intention to defend certain private sector practices with regard
to customer or consumer databases. ATR is still developing its position in this area, and
among other things we are greatly concerned at the attempt by certain health insurance
companies to lobby for government assistance in amassing huge files of personal medical
records which they ought not 1o have and have no legitimate reason to collect. I would
refer you 10 the excellent work done by the American Association of Physicians and
Surgeons (AAPS) in this regard, which is available at www.AAPSOnline.org

What I will point out is what over-reliance on centralized bureaucracies gets us. In his
classic work, the Road to Serfdom, F.A. Hayek explains that the failure of regulatory
interventionism simply begets more interventionism. As government attempts to
micromanage our lives become more pervasive, and these attempis fail, the answer will
always be to use the National ID card system at an every higher level of detail and to
apply it to more things. If a national ID card exists, government agencies will use every
type of leverage they have from regulatory coercion to industrial policy in order to use the
national ID card as a tool to regulate more and more things.

Other people giving testimony this morning will probably touch on the fact that a national
1D card creates an infrastructure for applying more stringent regulation to just about any
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type of transaction that is regulated already. Such areas include heaithcare, education,
financial services, telecommunications, employment, transportation and more. Thus if
you go to the doctor, send your child to school, cash a check, carry a cell phone, get a job,
or buy a plane ticket, Big Brother will know about it and attempt to limit your choices or
ration you access to any of these items.

To give an example of how far government agencies are willing to go in terms of
micromanagement, [ would like to give a few examples:

« In a press conference with the Group of Eight Justice Ministers last December,
Attorney General Janet Reno seriously proposed putting a unique identifying tag on
every packet of data on the Internet, so that police agencies could track the flow of
information on the Internet “the same way we tag explosives.”

s Just last week, the Federal Communications Commission gave the American public a
temporary reprieve from another Reno plan to turn every cell phone in America into a
personal locator device. However bizarre this sounds, it is already a serious problem
in many countries. In Japan, for instance, the national telephone company NTT
maintains a website at which it is possible to get the exact location of anyone carrying
a cellphone in Tokyo by typing in that person’s cellphone number. In Switzerland,
the location of every cellphone is logged every three hours and the location data on
every person is archived for six months.

¢ In order to combat minute amounts of alleged postage stamp fraud, the U.S. Postal
Service has decreed that payment evidencing systems for first class mail must include
the from-to address information on letters in a scannable bar code form so that the
Postal Service will be able to log and monitor all first class deliveries the way Federal
Express tracks the location of overnight packages.

Clearly, the combination of such transactional record databases with the regulatory
infrastructure provided by a national ID card would go far in creating the type of police
state that hitherto has been the province only of science fiction writers,

III. DOT Standards are the Tip of the Iceberg

The proposed focus of this hearing is to address the Department of
Transportation/NHTSA Rule “State Issued Drivers Licenses and Comparable
Identification Documents” (23 CFR Part 1331) that was proposed on June 17, 1998 as an
implementation of Section 656(b) of the Illegal Immigration Reform and Immigrant
Responsbility Act of 1998 passed last year as part of the FY 1997 Omnibus Consolidated
Appropriations Act.

This rule would require states to collect and verify social security numbess in the process
of assigning drivers licenses and would require in most cases that social security number
be placed on drivers licenses in most cases in a way that could be read visually or in
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electronic form. Drivers licenses would also have to include security measures such as a
hologram and other devices. Clearly, the ultimate result of this rule would be to move all
drivers licenses in the direction of the recently defeated New Jersey proposal to issue all
citizens smart cards with embedded silicon chips capable of storing copious amounts of
detailed personal information. What is most astonishing about this rule, however, is not
that DOT followed Congressional instructions in drafting it but rather that Congress
passed authorizing legislation that could be interpreted in this way with such little debate.

Other national ID card measures worthy of consideration is the unique national healthcare
identifier for individuals established as part of the Kennedy-Kassebaum Health Insurance
Portability Act of 1996 and the so-called “new hires” database established by the Personal
Responsibility and Work Opportunity Reconciliation Act of 1996. The Committee is
correct to identify these measures as significant first steps toward the creation of a
national ID card system.

The Kennedy-Kassebaum provisions are particularly troubling not only in that they lay
the groundwork for a national healthcare ID card system but also in that they dilute the
Fourth Amendment protection of medical records, giving federal agencies access 1o
personal records without need of a judicially approved search warrant. As in
telecommunications issues, the degradation of Fourth Amendment protections here
proceeds in tandem with the creation of new national database programs.

However, other proposals, many also already enacted into law, also deserve scrutiny by
this committee. Some examples include:

¢ A hardened or “tamperproof” Social Security card.

e A possible national worker registry to verify employment eligibility in the United
States.

o A national voter registration system based on Social Security numbers, possibly
linked to a national voter registration card.

e Children’s health and immunization databases maintained the Center for Disease
Control.

¢ Educational and vocational training databases including extensive local databases on
school-age children that are gradually being linked together on a national scale.

¢ Firearms registration proposals.

o A so-called “public-key infrastructure,” deployed worldwide through reciprocal treaty
obligations, that would link allow government-appointed, government-regulated
trustees to keep on file the encryption keys used by citizens to encrypt their personal
financial transactions and other information communicated over the Intemet. Each
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key would linked to an identity venfication system called “certificate authonty ”
Fourth Amendment protections of the keys and other confidential information stored
this way would be greatly curtailed if not completely eliminated in some draft
legislation, such as the original McCain-Kerrey “Secure Public Networks Act,”
introduced in the Senate last year as S. 909 and fortunately since amended to be
slightly less offensive.

Incredibly, the exact dimensions of the problem are not entirely clear. A search of the
Library of Congress Information System conducted by Americans for Tax Reform
Research Director James Lucier almost two years ago discovered up to 300 bills
considered in the 104" Congress that would have created, modified, or expanded
databases on U.S. citizens. However, research on the topic is complicated by the fact that
current Library of Congress classification systems for legislation do not include a well-
defined category for bills that deal primarily with federal databases. This is certainly an
area where this Committee should recommend appropriate action,

Two additional programs that deserve immediate scrutiny by this Committee are the
ACES digital signature standards-setting program underway at the General Services
Administration and the announced plans by the U.S. Postal Service to take over
administration of the Internet country code high level domain designation for the United
States, which is the so~called “.us extension” (pronounced dot-u.s.-extension.)

Many civil libertarians believe that government-set standards for digital signatures will
require excessive, centralized collection of personal information and that federal
standards for digital signatures, whether set by the GSA, the Postal Service, or the
Department of Cornmerce will have exactly the same effect as creating a formal national
ID card system, since digital signatures will soon become the ubiquitous requirement for
doing any kind of serious business on the Internet. This is the point I was driving at when
I noted earlier that government-set standards for identity verification are generally much
stricter than those necessary for commercial purposes. The cause of liberty is better
served by multiple, competing, privately set, commercial digital signature standards that
offer varying levels of security and allow the public to choose what standards they will
use and participate in.

The Postal Service’s designs on the .us extenion are particularly troubling because they
would involve assigning every American and every mailing address a unique email
address that would correspond to a physical location. Again, the record keeping
requirements are exactly the same as those that would go into a national ID card system.
More troubling still are the Postal Services intentions to being offering non-postal
services should as certificate authority, digital signatures, secure email, and electronic
“bill-paying” or presentment services.

The Postal Service has no business venturing into these areas. As a quasi-governmental
institution which maintains close links to government agencies, its entry into these areas
poses potential serious challenges to civil liberties. Also, in purely economic terms, the
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Postal Service is a regulated monopoly which sull receives extensive indirect taxpayer
subsidies although 1t 1s now theoretically financially independent of the federal
government. The Postal Service should not be permitted to use its privileged monopoly
status and monopoly rents to cross-subsidize its move into competitive markets that are
already well-served by private enterprise. The Postal Service should deliver the mail,
period. They should get out of e-commerce and indeed, not be permitted by Congress to
attempt entry in the first place.

IV. Policy Recommendations
Time permits me only briefly to suggest some legislative approaches that might be

helpful in stemming tide toward a national ID card system however implemented. 1
would recommend first of all a comprehensive annual or biennial review by this

Committee with supporting research as needed by the Government Accounting Service or

some other research arm of Congress to better document the problem. Other possibilities
include:

* Legislation by Rep. Barr to clarify the Immigration Law which DOT misapplied to the

create the NHTSA Rule setting standards on drivers’s licenses.

e Legislation by Rep. Ron Paul prohibiting the use of Social Security legislation for
purposes other than Social Security.

s Amending digital signatures legislation now being considered by the House
Commerce committee to prevent federal agencies including the U.S. Postal Service
from establishing digital signatures standards of their own and attempting to impose
them through various forms of industrial policy and regulatory mandate.

* Pass Rep. Bob Goodlatte’s “Security and Freedom through Encryption (SAFE) Act,”
H.R. 695, to scale back outdated export controls on encryption. Today these serve no
purpose but to give government regulators leverage to attempt back-door industrial
policies invidious to personal privacy such as those contained in the original S. 909
and still pending before the House in various substitute amendments to H.R. 695.

In the long run, though, as I noted, the way to prevent Big Government from becoming
Big Brother is to start dismantling Big Government now and systematically reducing the
amount of the personal information the federal government needs to implement its
policies.

An excellent place to start this is in the tax code, where the tax code provisions most
invasive of personal privacy could be targeted for immediate reform. A huge step toward
improved privacy protections could be made simply by abolishing the death tax, which
accounts for less than one percent of federal revenues and yet requires the most extensive
personal information of any tax provision to enforce.
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On top of thus there 1s great progress to be made in blunting the drive toward socialized
medicine through establishing more widespread availability of medical savings accounts.
As the years go on, there will be many more such opportunities to reduce the role of
centralized administration by voucherizing programs such as direct educational
assistance, and failing that, converting federal programs to block grants administered by
the states.



47

Mr. MCINTOSH. Great. In fact, let me take off from that and
ask-—and it was Congressman Barr's bill, I guess it is HR. 4197—
Is that the one you were referring to, Mr. Nojeim, that would re-
peal the section related to ID numbers on the driver’s license?

Mr. NOJEIM. Yes.

Mr. MCINTOSH. And then for any of you, Congressman Shadegg
has a bill that may come up next week on the suspension calender
on identity theft that would actually make it a Federal crime to
steal someone’s identity, which Mr. Young and Ms. Cross had hap-
pen to them. Do you all support that type of legislation?

Ms. BrroL. Yes; actually we do. But our concerns are that there
is no pending legislation that goes far enough in terms of what to
do. We can criminalize ID theft, but what do you do once your iden-
tity has been stolen?

Mr. McInTosH. How do you have restitution?

Ms. BITOL. Exactly. It is complicated to get a new Social Security
number, if not almost impossible. Plus all of your good credit and
everything that you had behind you, how do you transfer that in-
formation over? t plus restitution, it is not OK to just make it
illegal, bu;lfvou have to have something that goes further, to help
victims really to get their lives back together.

Mr. McInTosH. Ms. Cross pointed out that the law considers the
credit card company or the person who had the money stolen, the
victim, not the person who had the identity stolen. I am not a big
fan of creating liability. But, obviously, nobody has the incentive to
monitor this other than the credit card company. Well, the credit
card company has a pretty good incentive. They don’t want to have
somebody ripping them off if they have to pay for it. But nobody
has incentive for the restitution for the victims like Ms. Cross and
Mr. Young.

Would it be a good idea to put that liability onto the credit agen-
cies, the ones that report individuals?

Ms. BitoL. I guess that is assumi.n% that there is some monetary,
i;u know, amount that could assist. But we are talking about—you

ow, she is relatively young—we are talking about potentially 60,
70 years into the future where her bad credit could continue to
haunt her, and I am not sure that there is an amount that you
could place on that.

I think that there has to be some type of governmental method
for assisting victims with their Social Security numbers, with their
credit reports; not only that, but making it—I mean the liability
with the credit card companies is one thing, but what about liabil-
ity with the credit bureau giving out that type of header informa-
tion, for changing addresses?

Citibank sits in North Dakota or South Dakota. It is easy enough
to call somebody’s office, “Does that person work there?” “Yes.” It
is difficult to verify employment. It is difficult to verify all of those
things. But once there is some ¢t of victim identified, helping
that victim sort of reclaim their life back, I mean that is of para-
mount importance and not so much punishing the person that does
it. To us, we see the victim that really needs services.

Mr. McINTOSH. What do you think, Ms. Cross?

Mas. Cross. It seems to me that the banks, I know they check.
I know my sister had a credit card and she is in Illinois, and they
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found something was charged in California and someone had been
usinjfthe credit card. This man was using my credit for a year and
a half before I ever found out. So, he was keeping the payments
up, taking out from other accounts and paying off those accounts.
And when it was finally found fraudulent, 'm not sure it wasn’t
worth it to the credit card company to go ahead and grant the cred-
it.

It was just a simple phone call. I called where he said 1 worked.
He said that I worked in Chicago and that I lived in Springfield.
And I made the phone call to see, is there anybody there by the
name of Celene Cross? Is there anybody there with this Social Se-
curity number? It was a Ehone call. And to require that of a credit
card company, I don’t think that is, you know, such a—I dont
think that is very extreme at all.

Mr. MCINTOSH. And the question for us would be, is it better to
lay out those detailed requirements in Federal law or would it be
better to place liability on a private fparty and let them figure out
the best way to try to prevent that from happeninﬁAnd those of
you who have had experience in this area, let me know what you
think about that.

Mr. Nosem. I don’t know what the answer to that is at the Fed-
eral Government level. But there may be an answer developing at
the private level.

In fact, one victim of identity theft has actually started a busi-
ness of helping other victims of identity theft. He or she has put
together a “how to reclaim your identity” publication, a kit, and
they sell it for about $90.

Mr. McCINTOSH. And from the examgles that you gave us, Ms.
Cross and Mr. Young, you all sort of had to find out one step at
a time what is next. It sounds like you are fearful it is not over
yet. It would be helpful to get that information out.

Let me ask one other question. What steps have you taken, Ms.
Cross or Mr. Young, to protect your Social Iéecurity number in the
future? And I guess, therefore, what advice would you give others
to protect it?

Mr. YOuNG. Well 1 have had warnings put on my credit report,
don’t issue out this credit until you contact me at work or at home.
And I had that on my credit report, on all three major credit report

encies, before this happened to me and they violated my rights.

ey didn’t call me at work or at home to verify who I was or any-
thinf. ey just issued this person credit. So, I don’t know if that
would help.

Mr. Mc SH. So that was not effective in stopping the issuing
of credit.

Mr. YOUNG. No.

Mr. McINTOsH. Ms. Cross.

Ms. Cross. As I said before, the accounts are off. And, in fact,
I had heard that having the warning on your credit report was
harmful. So, I had them on at one point and then I took them off.
And I am still getting credit aa})lications that are saying that I
have a prior bad credit history. Well, if it is supposedly cleared up,
then why I am getting these card applications? And I do think a
lot of the liability lies with the credit reporting agencies because
T have had tremendous problems with them.
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Another interesting aspect of my case is that I wrote letters for
A.J. Woodson to sign, taking full responsibility and liability, saying
he had no affiliation with me, he took the account out without my
authorization. And they were sent to the credit report agencies and
to the banks, and the banks sent in credit forms to the credit re-
porting agencies, sometimes more than once, and the information
was still not removed.

Mr. MCINTOSH. So there are not adequate incentives for the re-
porting agencies to have an accurate record?

Ms. Cross. No. It has changed since the Fair Credit Reporting
Act was amended in September 1997. The last thing I did was
write to the three credit reporting agencies, and two were com-
pletely cleared up and the other one, the place of employment
wasn't correct. And I haven’t followed those up.

Before, when they became corrected, it is my understanding that
the creditors send tapes in every 30 days. So I could have my credit
report cleaned up, and 30 days later even if the accounts weren’t
on it, it would have the wrong address on it or wrong place of em-
ployment or different information would come back, and it was
very hard for the credit reporting agencies to track where that in-
formation was coming from.

Mr. MCINTOSH. Because of the massive volumes they have of up-
dating the information?

Ms. Cross. They just do not seem very organized.

Mr. McINTOSH. Well, let me say thank you to all of you for com-
ing. This is very helpful to us. What I would like to do is take this
information and make it available to my colleagues and some of the
committees of jurisdiction in this area. And I am also asking unani-
mous consent, which will be easy to get right now, that we hold the
record open for an additional 10 days. And if you have other infor-
mation that you think would be helpful to us, please sumbit that
to the record.

Thank you all very, ¥ery much for coming.

Our second panel is a panel of government representatives who
have been active in this area. The first is a State representative
from Connecticut, Brian Flaherty. The second is a State represent-
ative from Georgia, George Grindley. And then the third is Com-
missioner Richard Holbomb of the Virginia Department of Motor
Vehicles.

I appreciate all of you coming. As I mentioned earlier, it is the
policy of the full committee that we ask each of our witnesses to
be sworn. So, if you would please rise and take the oath with me.

[Witnesses sworn.] :

Mr. MCINTOSH. Let the record show each of the witnesses an-
swered in the affirmative.

Our first witness is State Representative Brian Flaherty of Con-
necticut. Mr. Flaherty, feel free to summarize your testimony. We
will put the entire written remarks into the record.
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STATEMENTS OF BRIAN FLAHERTY, CONNECTICUT STATE
REPRESENTATIVE; GEORGE GRINDLEY, GEORGIA STATE
REPRESENTATIVE; AND RICHARD D. HOLCOMB, COMMIS-
SIONER, VIRGINIA DEPARTMENT OF MOTOR VEHICLES

Mr. FLAHERTY. Thank you very much Mr. Chairman. Good morn-
ing. My name is Brian F;l’aherty. I am a State representative from
Connecticut. I serve as the deputy house minority leader. I also
serve and appear today on beg of the National Conference of
State islatures. ] am vice chairman of the Assembly-on Federal
Issues, which is NCSL's forum for forming policies that we then ad-
vocate in the Nation’s Capital.

NCSL represents the legislatures of 50 States and the Nation’s
commonwealths and territories, and our organization has been an
outspoken and a firm believer in the Federal system of govern-
ment. We consistently defend State authority, resist preemption,
and certainly resist unfunded mandates, and we have always
sought balance and flexibility in the delivery of services through
State and Federal partnerships.

Mr. Chairman, just about 2 years ago, a letter was sent to the
House and Senate leadership on a then-pending conference com-
mJttt:g on an illegal immigration reform bill. Part of that letter
stated:

We write to you today to express our strong belief that the House should not ac-
cept the extremely ill-advised provisions of the Senate bill that would Federalize
driver'’s licenses and birth ificates. These provisions are antithetical to the basic

rrinciples of federalism and would impose new unfunded mandates on State and
ocal governments.

The letter goes on to say that, “By forcing States to implement
or verify Social Security numbers with driver’s licenses, the Federal
Government would be scorning the considerate judgment of 37
States that for reasons of crime ix}‘evention and personal privacy,”
some of which you heard just a while ago, “choose not to use Social
Security numbers as all-purpose identifiers.”

Mr. Chairman, that letter was signed by you and several of your
colleagues.

Mr. MCINTOSH. I remember.

Mr. FLAHERTY. My message today on behalf of the National Con-
ference of State Legislatures, Mr. Chairman, is quite simple and
you referred to it in your opening remarks, that section 656(b) of
the 1996 act must be repealed immediately. It is a gross usurpation
of State authority. It is an ununfunded mandate. It federalizes an
activity that fun entally should remain with the States and, as
such, is preemption at its worse. And because the section requires
Federal regulations and is a flawed section, it is thereby, in our
i)pinion, creating or leading to the creation of flawed and bad regu-

ations.

And if T could be s0 bold, as a State lawmaker to a Federal law-
maker, I am sure we know very well that sometimes when you
have a legislation or a law that is drafted in a certain way you
can’t help but get the regulations to follow. That is why, rather
than a fix of the regulations, we are seeking the repeal of that sec-
tion of the law outright.

Mr. Chairman, NCSL has submitted when those regulations
came out, we submitted comments and basically centered on three
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things. One, the regulation states a driver’s license or identification
document shall contain a Social Security number that can be read
visually or by electronic means. Yet the movement of the States,
which are often called “laboratories of democracy,” has been in the
other direction.

The regulation also talks about that the States have to verify the
validity of those Social Security numbers. Without an on-line or an
easy verification process available nationwide, therein lies a very,
very costly mandate.

And third, it talks about the application process for driver’s li-
censes shall include the presentation of such identity as required
by regulations promulgated by the Department of Transportation.
What this really essentially leads to is a federally dictated, “one-
size-fits-all,” “the heck with what the State experience is” docu-
ment. And some States may end up with a Federal-accepted policy
and six States have chosen to have Social Security numbers on
their driver’s licenses. Others would not meet those standards and
it sets up a very difficult situation indeed.

This is the second time I have had the opportunity to testify on
Capitol Hill on NCSL, particularly where we think the Unfunded
Mandates Reform Act has been, certainly if not violated, outright
not followed in its spirit. Since its enactment, the Unfunded Man-
dates Reform Act has certainly stemmed the tide of unfunded man-
dates and it was certainly not meant to block them all; rather, to
serve as an early waming system. And it was certainly dismaying
that in the Senate’s consideration of this and the spreading out im-
plementation, the cost figure did not trigger UMRA, as we feel it
should have.

And we are not suggesting, Mr. Chairman, that there is some-
thing that the Congress should not be concerned with, the various
valigity of the data, the proof of identity that is available across the
country. But if there is a need to assess the practices, perhaps the
GAO could be directed to look at where those actual deficiencies lie.
I am not aware that it has been said that the deficiencies lie within
the States and within our issuance of driver’s licenses.

Mr. Chairman, this subcommittee has certainly been very sup-
portive and very receptive to NCSL. Our president appeared here
not long ago on the subject of Executive orders on federalism. We
see this in a very similar light. And we certainly thank you for the
opportunity to come here and tell our story.

The prepared statement of Mr, Flaherty follows:]
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Mr. Chairman, members of the Subcommittee. My name is Brian Flaherty. Iam a state
representative from Connecticut. I serve as the Deputy Minority Leader in the Connecticut
House of Representatives. I appear before you here today on behalf of the National Conference
of State Legislatures. I am vice-chair of NCSL's Assembly on Federal Issues. The Assembly
formulates NCSL's state-federal policies that serve as the foundation for our organization's

advocacy activities in Washington, D.C.

The National Conference of State Legislatures represents the legislatures of the fifty states and
the nation’s commonwealths and territories. This organization is an outspoken and firm believer
in our federal system of government. We consistently defend state authority, resist preemption
and unfunded mandates, seek balance and flexibility in the delivery of services through state-'

federal partnerships and act to protect the intergovernmental fiscal systern.

Just over two years ago, a letter sent to the House and Senate leadership on a pending conference
committee on an illegal immigration reform bill stated: “...we write you to you today to express
our strong belief that the House should not accept the extremely ill-advised provisions of the
Senate bijl that would federalize driver's licenses and birth certificates. These provision...are
antithetical to basic principles of federalism and would impose new unfunded mandates on state
and local governments.” The letter goes on 1o say that *...by forcing states to imprint (or verify)
Social Security numbers for driver's licenses, the federal government would be scorning the
considered judgement of 37 states that for reasons of crime prevention and personal privacy
choose not to use Social Security numbers gs all-purpose identifiers.” Mr. Chairman, that letter

was one that you and fourteen of your House colleagues signed. Yet, the conference committee
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unfortunately went on to accept thus Senate provision that ultimately became Section 656 (b) of

the 1996 Nllegal Immigration Reform and Immigrant Responsibility Act.

REPEAL SECTION 656 (b).

My message to you today, Mr. Chairman and members of the Subcommittee, is quite simple.
Section 656 (b) of that 1996 act must be repealed immediately. That section is a gross
usurpation of state authority. It is an unfunded mandate. It is preemption at its worst. It is
counter-devolutionary. It contradicts state experience. It federalizes an activity that
fundamentally should remain with states. And, because that section requires federal regulations

to implement, it is about to breed bad and misguided regulations.

PASS H.R. 4179.

The answer to this dilemma is also simple. We need quick enactment of H.R. 4179, sponsored
by Mr. Barr, who sits on this subcommittee, and a bipartisan group of cosponsors. While I
realize that you are in the waning days of this session, this section of the law is so egregious that
it merits an expeditious repeal. H.R. 4179, when passed, will produce two immediate benefits:
(1} it will rid us of an absolutely unnecessary preemptive section of the law and retumn the
driver's license issuance process entirely to the states, where it belongs, and (2) it will prevent the

situation from worsening through the promulgation of regulations.



AVOID PREEMPTION.

‘When Congress considers an 1ssue that may mclude preemption, there 1s typically a debate,
sparked by the presentation of competing arguments, as to why or why not federalization of what
is a traditional state activity ought to pursue. Nonetheless, state capability to issue driver's
licenses was never the subject of debate. No Member of Congress, to my recollection, charged
the states with ineptness. No one suggested that the federal government could accomplish
issuance and production tasks more effectively. Therefore, unlike disagreements NCSL has had
over takings, internet tax, financial services modernization, product liability and health insurance
regulation ‘initiau'ves, the contents of those disagreements were absolutely non-existent when
Congress considered federalization of the driver's license issuance process. Yet, the end result of

the law is preemption and activity that counters state experiences.

BAD SECTIONS OF LAW CAN ONLY PRODUCE BAD REGULATIONS.

Some would argue that a "fix” to the federal regulations would tame the counter-devolutionary
content of 656 (b). Let me make it perfectly clear that a bad, misguided section of law will only

produce bad, misguided regulations. The problem is the law!

The National Highway Traffic Safety Administration has received thousands of comments on its
proposed regulations for implementation of Section 656 (b). It is not surprising to me that the
overwhelming preponderance of the comments are negative, both toward the section of law

generally and toward the regulations specifically. The first round of comments was so
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ungquestzonably negative that the cormment peniod was extended My sense 1s that the extended
comment period, through October 2 of this year, is just going to give you more evidence that

only a repeal of Section 656 (b) will cure the situation.

NCSL submitted its comments on the regulations on August 3. Several state legislators have
also submitted comments that mirror our organization's general concerns. While I have no
intention of going into all of our comments, a sampling of the problems cited in the regulation
include the following: (1) the regulation states that "the driver’s license or identification
document shall contain a social security number that can be read visually or by electronic
means..." The movement among states regarding driver's licenses is against mandatory use of
social security numbers and instead assignment of a random identification number (or allowing
the driver the option of using his/her social security number). The bottom line is this: there is no
compelling reason for forcing states to retreat 10 mandatory use of social security numbers. It
defies our experience and opens the door to concerns regarding privacy and security that are best

left closed.

(2) The regulations state: “...that all states shall verify the validity of each applicant's social
security number with the Social Security Administration..." The overwhelming number of states
da not have centralized driver's license issuance. Therefore, all local and regional motor vehicle
offices would require installation of equipment making such verification possible. Some states
do not use social security numbers in the application process. For them, this is 2 major,
compuisory turnaround on their chosen public policy. Perhaps a larger problem is the matter of

turnaround time on license applications. Getting a driver's license is one of those moments when
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citizens come nto direct, face-to-face contact with government  There have centainly been
problems with long lines. Progress has been made in several states to remedy these situations. It
is certainly not in my interest, and I would assume not in yours, to entertain ideas that will extend
the wait at motor vehicle license offices. However, section 656 (b) and its regulations are not
likely to help. NCSL only sees more complication, therefore more time, as a result of the

on

"federal” presence in the “state’s” business.

Thirdly, the regulation states that "the application process for the driver's license or identification
document shall include the presentation of such identity as required by regulations promulgated
by the Department of Transportation...and the agency proposes to list acceptable primary and
secondary documents.” The result here is obvious - a federally dictated, one size fits all, the
heck-with-what-the-state-experience-is document. States become nothing more than a
commandeered administrator of federal policy. Also, you ultimately end up with licenses that
“meet federal standards” or those that are likely not to be accepted for federal identification
purposes because they do not have social security numbers or meet other federally-desired

guidelines.

Icould go on and on. Instead, I will submit for the record NCSL's comménts on the proposed
regulation. Ialso want to repeat that we can sit here all day long and beat up on the regulators
and their proposed regulations. We could also discuss modifying the law in hopes that more
reasonable regulations would follow. However, the only way we can bring common sense and

reasonableness to this issue is to agree to repeal Section 656 (b).
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ABUSING THE UNFUNDED MANDATE REFORM ACT

I would be guite remiss, Mr. Chairman and Subcommittee Members, not to mention the
Unfunded Mandates Reform Act. Ibelieve that UMRA has been a positive influence on the
legislative process. None of us ever believed that UMRA would halt, forever, any unfunded
federal mandate. For the most part since its enactment, the tide of unfunded federal mandates
has ebbed significantly. There are a few notable exceptions, and perhaps, not surprisingly, they
deal with the subject of today's hearing. When Section 656 (b) was adopted, Senate sponsors of
the language, in order to skirt the UMRA point of order, spread out the implementation time of
the proposed law. In doing so, they were able to undercut a cost estimate that easily took this
section over the $50 million threshold. NHTSA has taken similar action in determining the cost
estimate for the proposed regulatory charge in relying on data from a non-representative group of
states to bring the estimate under $100 million. NCSL's estimates indicate that implementing
656 (b) and its corresponding regulations will place a substantial cost on state governments that
will exceed the $50 million threshold set in UMRA. But there is yet more insult here. In
preparing its regulations, NHTSA completely ignored its mandated responsibility to consult with
elected state and local officials and their organizations when preparing the proposed regulations,
Had they done so, we could have discussed cost estimate methodology and assumnptions. I
cannot help but reiterate that a bad section of law can only produce bad regulations, and in this

specific instance, improper regulatory processes.
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CONDUCT A STUDY, IF THERE IS A NEED.

The federal government can-access various data as proof of identity, legal status or lawful
presence in the United States. The Immigration and Naturalization Service alone has 26
different documents that prove lawful presence. Federalizing the state driver’s license process
and essentially requiring imprints of and/or verification of social security numbers seems like

document overkill.

If there is 2 need to assess best practices states use to verify identity-related information in the
driver's license issuance and production process, I urge you to direct the General Accounting

Office to conduct a study.

If, on the other hand, the real issue driving this bad section of law is the need for a national
identification card, then NCSL's suggestion is for both houses of Congress to call for a vote on
such. I would not urge you to pass it for the very same reasons we in Connecticut do not collect

social security numbers for use on driver's licenses.

FEDERALISM REVISITED

Less than two months ago, this subcommittee explored the topic of federalism and the issuance
of a new executive order, E.O. 13083, on federalism and intergovernmental relations. NCSL's
President, Representative Dan Blue, testified before you that day to ensure the reinstatement of

Executive Orders 12612 (President Reagan) and 12875 (President Clinton). In the aftermath of
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that heanng, bipartisan legislation, H R 4422 was introduced on the House side proposing to
codify E.O. 12612 and 12875. Somewhat similar legislation, S. 2422 was introduced on the
Senate side. Executive Order 13083 was suspended indefinitely. NCSL thanks you Mr.
Chairman, and members of the subcommittee, for giving federalism the kind of attention it

deserves.

My point, however, is that section 656 (b), when placed beside any of the aforementioned
executive orders or legislation, woefully fails the federalism test. Given that most of you have
indicated support for one or more of these executive orders or bills, I suggest that you, therefore,

have more than a foundation for urging passage of H.R. 4179 immediately.

Thank you for this opportunity to testify. I would be glad to respond to any questions that you

may have.
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Mr. McInTosH. Thank you, Mr. Flaherty. Let me mention one
thing triggered by your testimony. I think Mr. Barr’s statute would
be an outright repeal and it would be the preferred solution. But,
if we for some reason have that blocked for whoever wanted this
provision in the beginning in the Senate and the House, another
option to keep in mind, and a less good option because it is not as
definitive, when the final regulation—if it is promuigated—comes
uF, is that the Congressional Review Act gives Congress the option
of nullifying it. And one interpretation, it is a new area, so we are
plowing new ground, but one interpretation of that act, if the agen-
¢y says we have no choice but to issue this regulation and then
Congress nullifies it, is to have it effectively repeal the requirement
for that rule.

It is not as good, as I say, as an outright repeal but it is some-
thing to keep in mind, and you may want to take that back and
have the National Council of State Legislatures take a look at that.
Our staff has a fair amount of expertise on the Congressional Re-
view Act and would be glad to worﬁ with you on the legal questions
it might present.

Mr. FLAHERTY. I will certainly do that, Mr. Chairman. We have
a similar mechanism in the State of Connecticut.

Mr. McINTOSH. In fact, ours is a less good one than many of the
States which can more easily nullify regulations, but we try to
model it on those. It is an example of an instance in which Con-
gress looked to the States for guidance and found a good thing.

Mr. FLAHERTY. We recommend that at all times.

Mr. McINTOSH. Before I turn to the rest of our panel, let me wel-
come to the hearing one of my good colleagues, Mr. Davis, who
serves on the Government Reform and Oversight Committee with
us. Tk'ilgnk you for coming by, Tom. Would you like to add any re-
marks?

Mr. Davis. Not at this point. When Mr. Holcomb speaks I would
like to give him a formal introduction.

Mr. McInTosH. While we are at a breaking point, I noticed my
%ood friend Mr. Kucinich has come in. Do you have any remarks,

ennis, you want in the record?

Mr. KuciNicH. I do have a statement for the record, and I do
support your efforts and concerns about the national ID card.

r. MCINTOSH. I appreciate you coming l}y
[The prepared statement of Hon. Dennis J. Kucinich follows:]
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to the Department of Motor Vehicles, I had to get a birth certifi-
cate, I had to show her adoption papers. I had to get an order from
the California court showing that 1 was her mother, because we
had two birth certificates. “Unbelievable” is the only word I can use
to describe this situation., And, we are talking about the steps
t,akeri1 toﬁ protect her privacy. We are not even talking about iden-
tity theft.

Mr. McINTOSH. So, all the pressure was for you to just say, yes,
go ahead and use the Social Security number?

Ms. BrroL. Yes, right here in Washington, DC, those are the
steps you have to go through. In fact, after all that, both shz and
I had to sign something to issue a random number. On top of all
that, try going to the grocery store or any store here and try writ-
ing a check, they look at the number and say, “Well this isn’t your
Social Security number. Why don’t you have a Social Security num-
ber? Who are you? This is a fake ID.” It is unbelievable.

Mr. MCINTOSH. Because the community is used to looking for So-
cial Security numbers.

Ms. BrroL. That’s right. Most &?Ie don’t even realize saying
you don’t want to use your Social rity number is an option.

Mr. McINTOSH. That is amazing. I am blessed in Indiana. They
allow you to use a different number, and the Social Security num-
ber is an option to put on there if you want to.

Ms. BitoL. That’s the way it is in California where we are from,
but in Washington, DC, it is a different story.

[The prepared statement of Ms. Bitol follows:]
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Statement of Denms J. Kucinich
September 17, 1998
“A National ID Card: Big Government at its worst or Technological Efficiency?”

Mr. Chairman, [ welcome our Subcommittee’s hearing on national identifiers
and their implications on the privacy rights of the individual. Innovations in
information technologies have made possible increased efficiency in the handling of
data. Credit lines, banking accounts, and other personal information can all be
accessed at the click of a button. However, while this information technology may
save time and allow for easier access, it may also comprimise personal privacy.

In particular, Mr. Chairman, I would like to take a close look at the National
Highway Traffic Safety Administration’s proposed rule concerning state-issued
driver’s licenses. This rule, which is a product of a bill passed by Congress in 1995,
raises issues of cost and constitutionality. State officials question whether the rule
constitutes an unfunded mandate. State interest groups regard it as an usurption of
states’ rights by the federal government. Most troubling to me is the rule’s use of the
Social Security number as a de-facto national identifier. Depending on where you're
standing, Mr. Chairman, this rule can be interpreted as nothing less that an accomplice
to “identity theft.”

In the midst of an information revolution, it is critical that we establish effective
methods to protect citizens” privacy. Until we do so, any national identifier, de facto
or otherwise, is a risky proposition. Mr. Chairman, I am pleased with the

Subcommittee’s attention to this matter and I look forward to today’s discussion.
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Mr. McINTOSH. Our second witness on this panel is Mr. Grindley
from Georgia. Thank you for coming. Share with us a summary of
your testimony.

Mr. GRINDLEY. Thank you, Mr. Chairman, and members of the
subcommittee. I would like to take this opportunity to thank you
for inviting me here to testify about this very important issue that
affects every American citizen.

I am a member of the Georgia General Assembly. I have been
there two terms. And over the last couple years, I have been very
interested in issues of privacy and I have passed some legislation
regarding it. I recently pushed through the Georgia House legisla-
tion that would remove Social Security numbers from driver’s li-
censes. I went first to the head of the State Patrol, and got his au-
thorization. He said, it would be no problem. It passed overwhelm-
ingly. After we left the session, he wrote a letter to the Governor,
urging him to veto it under some guise.

It turned out that the reason for this urged veto was he found
out that if he didnt place Social Security numbers on the driver’s
licenses by the year 2000, there would be Federal money taken
from the State of Georgia. Luckily, through the media we raised
public concern about my proposed legislation and the Governor did
sign the bill.

In a nutshell, Mr. Chairman, I introduced this legislation be-
cause millions of Americans realize that the use of the information
superhighway has continued to expand and there is a new type of
fraud that is available. With just a few pieces of information, like
what has already been expounded on here, people are able to trans-
fer money from your bank account. With only the last four digits
of gour Social Security number, crooks can authorize credit cards
and so on.

The key to unlocking all these doors is through the Social Secu-
rity number. Through my research I found out that in the State of
Georgia, if you have someone’s Social Security number, name and
address, it is worth $50 on the street. You can see the multiplier
ﬁ?re. On one hand, $50 isn’t a lot, but it can quickly ruin someone’s

e.

There is something else that you need to be aware of that I just
found out about yesterday. There is an Internet address of
www.iqdata.com where I went yesterday and signed up. I was
going to try to get your Social Security number for this meeting but
it takes a couple of days. For only $12.50 I can get the most per-
sonal information that you can imagine, including your Social Secu-
rity number. There is another data-base that for $30 I can get your
mother’s maiden name. What possible use would you have for this
information other than to verify and to use this for fraudulent ac-
tivities?

There are some 10th amendment questions here. Probably the
biggest concern I get from my constituents is about encroachment
on the States by the Federal Government. You all know, no offense,
it seems like you are making a huge power grab. Over and over my
constituents are saying, “Can we do something?” And, you know,
the folks I talked to said, well, you can’t start a lawsuit until you
can demonstrate that somebody has been personally damaged, be-
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cat;;t; it is kind of a roundrobin type thing. But I think we will get
to t.

I had someone hand me a training manual from Nigeria that ex-
plained how to come to the United States, how to assume some-
one’s birth certificate that has died within 10 years of your age how
to assume their identity, and get Social Security numbers.

From that, I did a little research in my own State and I found
out that the State did not mark “deceased” on birth certificates. I
asked why and they said, no one had ever asked them to. I passed
legislation subseguently that lE{ﬁ_uires the State of Georgia now to
stamp “deceased” on birth certificates, and they have said it will
save millions of dollars from fraud cost simply from that one word.

I am not one that is going to progose national data-bases, but if
you were %oing to have one, maybe a national data-base of de-
ceased would be the appropriate way to go.

Mr. McINTOSH. Maybe tge private sector will create that as well.

Ml;1 GRINDLEY. Maybe. But I think that is an important safe-
guard.

Mr. McINTOSH. Have you ever had anybody in your State held
liable for identity theft r the person had died?

Mr. GRINDLEY. Not to my knowledge.

Mr. McInTOSsH. Thank you, Mr. Grindley. I z:gpreciate it. Thank
you for your good efforts at the State level. By the way, do you still
have that training manual?

Mr. GRINDLEY. I do in my files at home.

Mr. McINTOSH. If it is not difficult, please send us a copy of that,
I would like to put it in the record.

Mr. GRINDLEY. I can do that.

[The information referred to follows:]
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CERTITICTATT OF SCMECONE WHO HAD QLREAD‘I ENTEALD "ADULT LIFZ™, HZ MORSE
THAY LIXILY EAD CONTACTED DEPARTMENTS, MAD A SCCIAL SETURITY NUMEZR,

ME AT SCMI TIME, RESISTERED FOR THE DRAFT. HE MIGED HAVE BEIN MARQIED

ME
EAS A PCLICE RICORS, OR EVEN POSSISLY, BAD A FEW OUTSTANDING WARRANTS.
HE FIAST TYFE CF BIATY CERTIFICATE IS STARICTLY “LISETHAEIGAT" IN THAT
YOr SSMT BAVE MUCE ASSUAANCT OF REMAINING HBIDOEN VERY.LOMG. IT IS
GoCE THLUGH, ESPECIALLY FOR A "CHECK RUN® OR "CREDIT GAME"™ OR A Wild
WIZIEND CR FOR DISAPPEARING IN A S;JRRY. 8Y THAT TIME YOU AAE READY

FCR THE "MASTER TYPZ OF BIRTH CERTIFICATE®, AND MIGHT EAVE ALREADY
RECEIVED IT IN THEI FIRST PLACE ON TEIS FIRST TYPT OF BIRTX CIRTIFICATE.
I CCH'T REITMMEND USING THIS OTHER THAN FOR RIWNING CHECXS OR TEAPCRARY
1.0., BUT KIZIP IT FOR REFERENCE, OR THAT EMERGENCY YOU MIGHT HAVE.

]

SECCHD METMCD ~ OLD NEWSPAPER METHNOD

THE BIATH CEZATIT SCATE YCU OBTAIN USING THIS METHOD ENAZLIS You ¢
A FERSCN WHO DIED LCNG BEFORE RE GOT mmc:m. j &
AGAIY, HIS SIRTHDATE

ACTIALLY BEZINME

THE PAFER MCRASE YOU AAZ TRYING TO ESCAZE FACM.
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€HCULI BI ARCUMI YIUR CWM (A FEW YIARS YSUNGER CR A FIW YIAas
Loz, BUT YSU SCNCT NEED TC G THRCUGH TSI GRAVEUAADS LICKING
IT'S SIIN DONT THIS WAY AND IT WCRXS, BUT THSAS IS5 AN

o GC TC THE MAIN LIZRARY CF ANY LARGZ CITY, CNIVZRS:ITY
ZRINGEPLE NEWSPAPER OFFICZ AND TAXZ A LICK AT
RECIRCED CN MICORFILM, CHCCSZ A YZAR IV WHICY

£3M NO CLRZR TEAM.TIN (10}, USING YOUR AGZ AS A

3
(L)

4
12
(2]
a0
3

TR SZX, RRCI AND FRISIUT AGE WAS RITIEID IV sCxz

T¥T YIR? 3Tz

232, ATTI CR CRIWMIVG.
. oy s e muss ———
2 IN WEITE TED INTIa:

WaTas X OLITTLIE RIMEMIERID OF T33M EY Y

TUFI BIATY CIRTIFICRTIS, IT'S RSCIMMINTID THAT
CUSTCYN, BRCWNSYILLE, SAN ANTINIO, LARETO OR CORFUS
AGAZY USING TEE SPANISE PIRSCN'S GNEPAL DESCRIP~
TICN, AGE, ANC ET SURE %O FING A S?ANIS? RACE CEHILD FOR THEM.

X THE CEITUARIES TCO, ESPECIALLY FOR DEATSES OF CHILOREN
AGZ CF FIVZI (5). UHDIR THIS AGE, AY LEAST 90% CF TECSZ
WHED O0IZD DID SO IN TEE SaME qoluTY "i'!!-'! WEZRE BORN IN. MAKE SURE THE
CDATZ CF TEZ NEWSFAPER IS SUCH THAT TEE AGE OF TEE DECIASZD AND YCCR
AGZ CR TET SPANISE PERSON'S AGI AT TSE TIME OF KIS DEATH REFLIACTS

AZSC, CHET

CNCEE TEI

YOUR AGE NCW.
IN WRITING FCR THE BIRTS CIRTITICATE, (NLESS THE ARTICLE OR- OBITUARY
STATIS WEERZ THI CHILD WAS BORY, ASSUME THAT NE WAS BORY IN THE SAMzZ
COUNTY WEERE HE OIZD, REQUEST A CERTIFIZD COPY EITHER AS THAT PERSCY
OF THE BIATH CERTITICATE, OR AN EMPLOYEN OR INVESTIGATOR WEO REQUIRES
17T I CRDER TEAT YCU MIGHT HIRE THAT PERSON, APPROVE HIM FOR A SPECIAL
TYPE GF CLEARANCE OR WHATEVER. WCW: IF THAT CCONTY HAS NG RECORD OF
THE BIATY WEIN YOU WRITE, TRY EITHER A LAMGE NEIGHBORING COUNTY OR JUST
SUBMZT ANCTHER NAME. YOU WILL FIND THOUGR THAT MANY WEWSZAPERS, PARTIC-
GLARZY IN RURAL AXREAS, ARE AMAZINCLY CCMPLETE IN THEIR DETAILS OF TRAGE-
DIZS IN WHICH A SPECTACULAR ACCICENT KIZLID SEVERAL OR ALL THE MEMEERS
FERCTHING YOU WEIT T0 KNCW WILL 8F RIGHT THERE IN FACHT

GF A FAMILY.

oF oL,
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WHILI YOU ARE LCCKIHG OVER THZ MICRCFILY [T WGULD, 8E A GICG IZZA +=
CoMPILE A LIST CF AT LEIAST SEVERAL GICD POSSIIILITISS. A FEn Juee

-

MIsHT PRCVE USELZSE TO YOU. FOR EXAMPLE, WACNG RACE, CR ¥CU MIgis
WANT TO COMSTRUCT SEVERAL I.0.'S FOR WEATEVER REASON.

NCTZ: WHIN ¥YCU GO TO TUI NEWSPAFER OFFICE, JUST ASX THIM WEIRE voC
CAM SII THE "DEATHS MICROFIIM®. . YCU NEVER NEZD 10 WORRY A3CU™ Avy
CUESTIONS CONCERNING THZ ASCVE PICCISCRSS. CO IT BY MAZ1 IF YIU

WAMNT DT, AMND ERVIT IT MRILEIDS TT A ARITID 2. €. BOX NUMBER, CR BETTIZ
TT, TT A MAZL FORWARDING ACCREZE. YOU VIRY WELL CRM FIND AMT Looave
s FORAARDING CIMPANIIE IN TEZ XINSFAFEIRS AMT MAGAIINT AZ: Als:.

.

wie3r METSCC - GCTEANMENT PSSUES I.D. SCCIAL SICURSTY CAit

P
THIS IS5 THI NEXT STE? IN TEZ PRCCISS OF OBTAINING CUALITY . p.'raa
YTUR NIW ISENTITY. JUST FCLLCW THE INSTRUCTICONS CAREFULLY AMD Rzis

THIS ST/IRAL TIMES BETORE ATTIMPTING m RECEIVE YCUR SCCIAL SECYRITY,

CARD.
CUCZ ¥ZU EAVE TEZ BIRTH CE.RTI?‘.ICA‘S YCU WESD, THERE 5 TSI FURTHIZ

o -

PRCCIES OF YGUR CB’:;AISIHG A SCCIAL SECURITY CAAD AND NOW IS TSI
TIME TC APPLY FOR THIS CARD. YOU, OF COURSZT, WEED TO GO TO ANY

SCCIAL SE-:".’JRI‘:‘.' QFFICE IN TEX CITY WHIRS YOU ARET OBTAINING NEW I.D..
—mgem

ALL THEI IDNTCRMATICN YOU MEXD TO CG!‘.PL-;- THE APPLICATION CARD IS RIGET
TITICATE, SO MERELY FILL IN THE APPROPRIATE BLANKS. THEN

ch THI CIX
APPLICATION CAM THEM BE MAILED IN TO THEZ OFFICE WHOSZ ADORESS IS PRINTED

CN THEZ BACR SIDE OF THE APPLICATION, "AND YOUR CARD SHOULD ARRIVE IN A
SEZX OR SG. THERE IS MO FEC FOR THIS CARD. (NOTE) FOR SPANISH SPEax-
ING PEASCH, HZ OR SHE PROBASLY MEIDS T0 SPEAK SGME SPANISE AND ENGLISH
BEFOREZ TRYING TO OBTAIN A SCCIAL SECURITY CARD, ALSO, MUST HAVE SGMZ
1.0., IZ, BIATH CERTIFICATE OR DRIVERS LICENSE BEFORE APPLYING. THIS
ALSS APFLIZS TO ANYOHE WANTING TG GET A SACIAL SECURITY CARD ~ X DAIV-
ERS LICENST IS A MUST. )
[ WCULD NCT RECOMMEND THAT A SPANISH PEASON WHO SPEAKS NC ENGLISH AF-
pr [Y PEZSCN FOR A CARD. THIS CAN BZ DONT BETTER THRGUGH TEE MaIl.
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IF YCU APFLY IN PERSIN AND ARE QUESTICNZI AS TC WEI YCU KAVE yEvT:

HAD A SCCIAL SETURITY CARD IN TME PAST, JUST TELL THEM THAT YOU Hav:
ALANZS EARNEDR YCUR LIVING BY WCRNIMG-CM A COMMISSICN BASIS, sucwH as )

S$ALESMEN. THEY ARE EXIMPT FRCM HAVING A SCCIAL SECURITY Camp, L
MEMBER TGO, THAT IF YOU AAE ASSUMING IDENTITY OF SCMEITMT WeC 0I3S
RECEINTLY, YOU WILL THEM 8Z APPLYING FOR A OUPLICATS CARZ, NCT & NIW

SURITY CARD AFRLIL

HCTI: €M THI SCCIAL £2

CUIITISNE ARI SEITIAMINIT 0 CETIRMING TEE OIT

ZZ CUCIRTAIN ASCCLT AFPRCFRIATTI ANSWERS, INCIZATET T =
SUST TAXE A STAZ AT IT, TEI AZSULT WIll BI TUD SAME, YIUR QARD Wils
ARRITE IM THE MAZL IMN A SEC-:?: TIMT, THZ ASASCY FOR GITTING THE §IsIal
SEITRITY .:r BIFZEE THE DRIVERS I'.IC‘.l'.‘lSE IS THAT NCW A LI7T CF STATSs&F:~
THE SCCIAL SITURITY CARD NUMSEIR OM DRIVERS LICENSES. '

FCURTYE METHOC - DRIVERS LICENSE

THE DRIVERS LICINSZI HAS BECCME THE MOST COMMCNLY AND ACCEFTED FOIPM
CF I[.0. IN THZ WHCLZ UNITEZD STATES. BACH STATE HAS ITS CWl ACMINIS-
TSATICN FOR OBTAIMING THEM QUDER SUCH TITLES AS "DEFARTMIUT CF MCTIR
CLES®, "CEPARTMENT OF TRANSPORTATION®, OR “DEPARIMENT OF PUBLIC

VERZ
SAFETY", AND THEIR CNLY REQUIRIMENT IS PRGOF OF AGE FOR MINCRS.
CI®TIFICATE CF BIRTH OR BAFTISM IS ALWAYS ACCEPTARLE. EVIM IF YoU
HAYE NO T.0., TELL THE CULEZY YOU HAVE LOST YOUR WALLET, OR SIMPLY
NZVER HAD A DRIVERS LICENSE BZFORE, OR THAT YOU WAD A DRIVERS LI-
CENSE PREVIOUSLY IN THAT STATE, BUT IT WAS OVER TEN{10]) YZARS BzZ-
‘FORZ AND THMAT YOU HAVE BEEN OVERSEAS FOR THE PAST WINE (9) YEARS.

8% SURT TO CE¥CX THE STATE REQUIREMENTS BEFORE YOU APPLY AND HAVE
THZ NECESSARY PAPERS AND ANSWERS READY BEFORE APPLYING. THERE ARZ
SIVERAL STATES THAT USE THE SCCIAL SECURITY CARD WUMBER CN THEIIR LI~
CINSES. 8% sua! 70O CMECX THIS FIRST 8Y GETTING A COPY OF THI STATI'S
“ORIVERS L!'CSS!S! MANUAL® BOCKLET. THE STATES THAT ARE USING SOCIAZ

-1 ITV NUMSERS ARE TOC NUMEAOUS TO MEWTION, SO CNECX r;as“:.

JETURITY
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MIGHET MENTICM MERE TIHAT I PIRSCNALLY KICW CF TWC (2) svTaTros

¥TI: I
WHIRE YU CAM APPLY FOR A DRIVERS LICINST AND ASREIVE IT 7% same
QAY WHILE YCU WAST. THE FI3ST STATE IF YOU MESD A LIZIMEZ Iy A
puRRY T

S NEW MEXISS, THE SECINT STATT IS KANSAS. I AZSO BELIZVE
THERE ARE OTHERS AND SCME RESEARCH CN THIS WCQULD PRCVIDE THI ANSWIZS
YCU NEZIZ.

NETER UST A STATE THAT ISSUES A-DRIVERS LICINST WITHCL? A PICTURE
UNMLZISE 7S INTIND TC TRANSTIR TC A STATT TEAT CCES EAVE A FIITTRS

LITENSZ. VEIEY FIN CFTICIALE REIARS THE NCU-PICTURL AS GICC I.2.,

BUT YU TAN IRSILY CETAIN CNE WITECUT A PICTTRET AT TEII G UL Mz
STATE THAT 2IEUZz PLCOUVURE DRIVESS LISINZER WITHOLT aMY PReiLius,

NETZ: AN DUSZLLINT RIFTERSNCT 30X T2 EAVE IS UTET LRIVERS LIIIMs
3 Jro——
Lt

= g 3
GUIZZ® - $3.9%, WHISE CAM BE PURCHASTS BY MAIL FRCM TET CRIVIAS LI~
CINST GUIITSECCK CIMPANY - 1493 CCDSTAD DRIVE, RECWCCD CITY,  CALIFCR-
NTA 94C63. TS FURCHASE THIS BCOK, WEICH IS MADE FOR POLICE CEIFART~
MENTS AND BUSINESSMEN, YOU NEZD TO WRITE A LETTER ON A COMPANY LETTIX
HEZAD STATING THAT YOUR COMPANY CASHES A &mr AMGUNT OF °"CUT OF STATE
CHECKS® AND TEEIR GUIDE WOULD VERIFY THE STATES LICINSES IN QUESTICH
FCR YOU. THE GENERAL PUBLIC CANNCT PURCMASE THIS BCOK. IT WOULD 82
MUCH BITTZR IF YCU RAD SOMEONE WHO DOES CWN A COMPANY WEG YOU TRUST ..
\ND HAVE THEM GROER IT FOR YOU IN THEIIR RAME. IT IS ALSO RECCMMENDES
‘AT YOU SECURE SEZVIRAL DIFFERENT DRIVEZS LICENSES AND KEI? CNE FGR
CTHING BUT THEI LEGAL MAME THAT YOU WILL FINALLY SETTLE DCWN 10,

2TE: TAY TO SET U? A CGMPLETE SET OF (1) BIATH CERTIFICATZ, (2} SO-
IAL SICURITZ CAD, (3} ORIVERS LICEWSE, AND (4} CREDIT CARDS FOR
IS MAME YCU PLAN TO USE TO LIVE ON AND NEVER USE THIS SET FOR ANY-
ING ILLEGAL.

CREDIT CARDS

IFESSIONAL I.0. SHOULD ALWAYS INCLUDE A FULL RANGE OF CREDIT CARDS,
' PAPER AND PLASTIC, ALTHOUGE A FIJ COMPANIES ARE BEGINNTING TO UsZ



A CUSTIMER'S FHOTT IM THEE CARNS, AF A TLASE, THEV CINZialiy aav:

NG PERSIMAL T.0. INFLAMATICN WRATECEVIR, YCUR NAMZ, £ISuaTURD,

ACCCUNT NUMSER, AND STATES THE CATE FCR WEITH THE CAFD IS vaLzy.
FMATION INTICZATES € TET CTAED Y PRCY-

PHAT IE AZCUT THEZ CALY INTLR

ING INDIVICUAL DATA. T THEZ REIST IS STCRID IN THIIR CINSUTER FILD

PASZD CN YOUR CRIGINAL CREDIT APPLICATICN.
TE

IN TCCAY'S INCREASINGLY CASELISS STCIZTY, CRETIT
C2NTECLIASLE LIWRK EITWEIN PECFLI, INCIME AN

o

4
b
i
L]
' g
i
0}

m
"
n
M)

E

1

NG THE

cEEY ARE IMMEITIATESY ACCIFTIZ FOR A MULTITITE CF 3%
CSCEE ANT IN MOSET TERNSACTIONE, TVEIV ARI TEI oMLY LI
€TRT 5 HAW TIZ CETAIM TEZM AFTIR YOU ENVI A SZT L7 I
TEIZ FIRST RULI: L2 NCT USZ SCHMEINIT I3RS CRITIT CRAD.  TIC CAMGEIE~
CUS ANTRAIES CRIMIVAL, RISHT? IUFINITIZ? SETTIR IS 7T GIT TEI-TRII-

e e
e wet

SIND YSC TESZR CREDIT CARDS,

- s

T CARD CIMPANIZS THEMSILVES 190
¥2U CECCEE.  THI CREDIT CIMPANIZIZ ANC BAMKS ALSC

DER THI MAME TEAT
ST CARDS AND ARE ANXICUS FGR YCUR TRACZ, AMZ CGUSLY ANXIzus
SUT THT REAL CARD TO ALL TEOSE" WRO QUALIFY: SO, TET SECAET IS
YAUR CWN CARDS LEGITIMATEEIY. YOU DO THIS BY STUDYING THIIS
BACCEURIS AND AFPLICATICNS TC DETEAMINE MORE OR LESS WHAT TSIY £X-
PECT EVEN THOUGEZ YOUR NI NAMZ WILL EAVE NO EXISTING CAREDIT RECCRS.
A $300 MINIMCM DEPOSIT AT A LARGE BANX WILL PUT YOU CN THT ROAD TO
A GEOMETRICAILY EXFANOING CRIZIT RATING. -(TUZS WILL BE OISCUSSID IM
CETAIL CN A SZIPARATE PAGE AND EZADING AS TO EXACTLY ECW TO SIT U7 A
CRZTIT RATING LEGALLY.)
TMERE 1S A ECOK I STRONGLY RECCMMEND TEAT YOU READ BEFCRE YOU ATTINFT
TO 0B7TAZN A'CREDIT RATING. IT'S ABSOLUTELY TEE VERY SEST TNEIRE IS
AND I EAVE USED IT AS IT STATES AND RECEIVED A TRIPLE A CREDIT RAT-
ING WHICK IS THE BEST YOU CAN HAVE IN THT ONITED STATES. TSE BCOR
IS "HOW TO EAVE TRIPLZ A CREDIT RATING WITEIN TEIRTY -{10) DaYs".
_GET THIS BOCK FAGM CONTINENTAL ADVISOR MAYUALS, P. O. BOX J-10C0,
-

EALLENDALE, FLORIDA 31009. THE COST OF THIS BCOK IS $3.98 BY MAJL

AND $2.00 £GR FAST DELIVERY.
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SSMFANT MAMI ANT QN YCUR AFFLIIATION, LIST YCURSILY A3 UTHE GDMEsAL
L TILL THET PERECM WEC IS CEEIXING YCUR AR~

ALZS MANAGIRT. THI§ WIll
PLICATION THAT YEU ARE ON A SAIARY WAICH IS VEIRY GOCD.  AZL TEE pea-

SCN HAS T3 £C WEC ANSWERS THI3 PECNZ IS ANSWIR THE PHCMI BY THEZ CoM-
PANY NAME, TEISL WHCEVER CALLS THAT YCU HAVE WCRXED THZIZ FCR FIVT {%:
YZTARS ANT THAT YSU AST TYD SATIS MANAGER. TET CRECIT PHCNT wIi:i B:
WITY A CSMPANY NAME THAT YIU HEAVE CHECSIM, STATING THAT ¥oU
AM ACIIUNT WISE THEM FOR CUSTS SOMT TIME, ATWAYE PAY ¥oUR

- oe mitmme o

ANSWERES

BATE BAS
ITCRT LT I3 e

TIL O TIMIT ANTS MAMY QIMIF BIFCRT
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MAVE SIMIINT ANSWIR THISZ
AFTIZ TET CALL3 TRCM
MIZTIRY LIT EAY 3
waN=: nESXa-wENT STIRIS, FURMITUAD S$TORES, GIb
CRARGEZ, & A

3IANCET. THE
¥CU DESIRZ GN TIMZI. REMEMBZIR, YOU CAN #AKE THOUSANDS GF DOLLAAS
FEOM THYSSZ CARDS UNDER THE ASSUMED IDENTITY WITE NO DANGER WHATSC-

WHIN YOU FINISE WiTE A SIT7, DESTZRCY THIM AND GET AN-

AMK AMERICAT
% woL

o,

EVEAR TS YIU.
CTHIR ST UNDER ANOTHER NAME.

ANGTHER REIGUIREMENT THEY SOMETIMES REQUIRE IS RESIDENCE.
TO SUPPLY THEM WITH A RESIDENCE PASTIRASLY IN YOUR CW ECUSE, AT
WCRST NO MOREI THAN TWO {2) MCVES IN THE LASY FIVE (%) YZa2s.

uGTE: FLACE CF RESIDENCE IS NZVER CHEGXED: 80, USE AN ADDRISS WEIAX
YO RNCW THAT YOU CAN PICK UP THE MAIL OR A FRIZND'S HCMZ GR AN AZART-
MENT ADDRZSES WHERE YOU RENT AN APARTMENT. REMEMBER IT'S NIVER CHECKIC.
JUST NEVER USE AN APARTMENT NUMSER, JUST THE ADDRESS. ON ALL APPLI-
CATIONS YOUR AGZ SHOULD BE BETWEEY 25 AND 35. 35 TO €3 IS TEE VEQY
SEST FOR AGE REQUIRSMENTS.

Your GCCU?A?_!&N IS AND SHOULD 8I IN A "PROFESSIONAL CATIGCRY®, IZ,
EXICTULYE, DOCTOR, SALARIED SALES MANAGER, PROPRIZTOR, MINISTEIZ.

ALL OF THESE - ARE VERY GCOO. THEN WHEN YOU HAVE SOMECNE AUSWERING

THEZ PHONES FOR YOU, YOU ARE COMPLETELY COVERED. IN CTHER WCADS,

S2:% THEM WHAT THEY REQUIRE TO APACVE YOUR APPLICATICN ANT TMEY Will-

AFIRQVE IT.

PREFARE
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PLACT CF RIZIOENCT IZ uIVEF CEIIXIT SC GIVI A GICD CM:

WEEZRE YU CAM RETEIVE YCOUR MAIL. LG NCP UST A -?‘..C. BCX NUMBER FUR

A RESIDENCE ACORESSE.

CM TEI APPLICATICON FORMS THEAZ '-"' -4 A.PZ.AC! FOR PERSIMAL REFER-

AGAIN, DC NCT CONCERN YCURSILF, BECAUSE TSESZ TTO ARE NEVER
THE CNLY AEASON TYEY ASK YCU FCR THIM IS TO MAXET YOU FEre

ZLZ FCR YSUR ACTI CNS; A _PLAY CN THEIR PAR BUT £O PRCVIDE

ZECONAL RETIRENCIS; GIVE THEM A CCC.“"S, MINISTER, YoU CAN

i
n

bl
] Z
" i

THIN 43

SIT TEETR NAMES TRCM TED PECNE BCCX IF NECISEARY BECATSI THIY Lo

MCT CHEZX TEEM.

Mrg$T CEESIT CASC AFFLICATIONG CAYM II SANDLIT BY MAIZ, WEISE IS AlMcsT
WCRI THAN YSU CAN ASK FIR. SCFILY TI RTINS TPCRMATION ON Farm3,
AT THEYIWILL BZ LETIGETES TS GIVT YT TED CARSS. SEITW AZT A rIi
£i0TS 77 REMEMEER USING CREDIT CAILE FCA PURCHASIS OF WEATIVER Yiu*

WEZMN A CLERX ACCIZTS YOUR CARD TERT YCU PRESENT FOR PAYMENT CF
ANY MEZCHANDISE, THE TITLE 10 T8l GCODS BZLONG TO YOU. LEGALLY,
YU AAZ PAYING IN FULL, NOT RBQUESTING A LOAN. WNHAT THIS MEAMS
IS IMPORTANT -~ YOU CAN NOW SIIr,- TRADE OR EVEY ZOR2CW AGAINS?
YSUR NEW PURCEASES OR PROPERTY WITHCUT ONE WORD TO THE CREDIT
THEY? EAVE EXTENDED YOU CASDIT ON THE BASIS OF YCUR

COMPANY,
MZ MATURE OF THE PURCHASE CR ACONT

ASILITY TO REPAY, NOT ON
GF TNE PROPERTY YOU OWN. .

2. DM THZ CASE OF MASTER CAZD AND BANK AMERICARD, YOU CAN OWN AS
MAN? OF THESE CARDS UNDER THE SAME NAME, AS THERE ARE BANKS TO
ISSUZ THEM TO YOU; HOWEVER, TUTY MUST BE OXFFERENT BAMNKS AND NOT
IRANCHMES OF THE SAME  BANK. IF YOU QUALIFY AT ONE BANK FOR TEE
ABCVE CARDS, CCMMON SENSE WILL TELL YOU THAT YOU CAN APPLY AT
ALL THE OTHEER ONES YOU WANT TO AND GET THE CARDS. ALL THEY WANT
1S. YOUR BUSINESS AND BY RAVING FOUR (i) SUCH CARDS, WILL DO THIS.
b‘:'ﬂé BILLING DATES A WEEK APART, YCU CAN EASILY CGET (5Q) DaAYS
FRZX CREHIT, ADD ANOTHER (4} AND TNE BANKS WILL CARRY YOU FREX
FOR (70) DAYS. THD TRICK.IS IN USING THE CARD WITH TRE MOST
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WIIL AZ TAETHG ADVANTAGE CF THZ Casmn‘s

=ANT DILIIMG SATI, A3 WILL AT TAX

S3TAN
“SASH LoAM FIATUREST. JUST ASK YCUR FAIIMGLY lﬂ'n‘l’xza ARTOT THIS
SIAVICE AND MZ WILlL 2% GLAD TC TELL YCU.

E5 YOU ARE USTHG °GSCC [.C.°, AND THEZ MONEY YOU MART oE-
PENSS UPCN THE USZ OF THE CARDS. ALSO, CEIZCR WITY EACH INDI7IZUAL
CREIZT CARD YCU GET ANT SIZ WHAT YCCUR "FLLOR LIMIT® IS. THIS IS
TEE AMCOUNT YSU CAN SPXNC IN A STCRE WITHOUT THEM CALLING IN FCR AN
YCU CAN USE YOUR DMAGIMATIZNM
AS HCW TT USE YOUP CAZDE. IT YOU RIMAIN 8ZIIW THI FLICR LIMIT, Yoo
hdbd AND THEIN NEZM YCU ARE IIRJY T2

AFPRCVAL FACM THI CREIIT CARD CIMFANTY.

* et L

REALLY CLIAN CF 2N

QAN REALLY ~Z popet -4

CSTEFCET CF TET JARD, SIT OWHEAT YIUR WALIMUM [IMIT IS ANT 2I SURD TS

'.'.SE o7 ALL THEZ WA, TEI CRISIT SRADS AT OTED COMPANY WILD NTTIIV

ITT WHIL ¥LT BAVI RIACEIZ YICR LiMIT.

THI CRETIT CARDS ANC CRIDIT ART EASY TC GET. TEEY ARL ATSO AV INe

FRTEITVET I.T. AS BACEUP., JUST KIT? THEIS IV RIND, ALWAYS GC 8Y TET
L I35 NO PCSSI3LE WAY ANYCHEZ DISTINGUISHING YCU EZ-

RULES ANC THERT
THEIN THEI RZAL AND. UNREAL. AFTER ALL; "THEY ARE IV YOUR MAMS, RIGHT?
CMLY WHEM YCU DISAPSEIIR DOE3 THE RSALITY OF WEHAT HAS EAPPENED BECCME
. APPARENT TO THOSZ WHO PUSHED IT CN YOU TEE MOST. BY THEM, OF COUARSZ
¥YCU WILL ALRIADY HAVE BEEN M:f!!ﬂ THAT YOUR "NEW NAME CRETIT AQPLI
CATICH" HAS BIZIN APPROVID AND YCUR WEW CARDS ARE ON THEIR WAY TO YCC
SHESRTLY. THIN IT'S ANCTHER BALL GAME. JUST REPEAT THE PROCESS CViIR
AGAIH. . o .

¢ v
I¥ SUPPLYING REITIRENCES BEYOND THEE ONES WRICY YOUR FRIEND WILL VERI-
F7 OVIR THI FHONE, YOU SHOULD R&!‘-’\EZR. THAT SC¥EZ FIRMS, ESPECIALLY
‘DEFARTMENT STORES AND CAREDIT UNIOMS WILL NOT GIVE OUT TNZIZ CREDIT
RATINGS TO ANYEODY. S50, IF YOU SUPPLY ONE OR SEVERAL OF TEESE RIFIx-
ENCES, YOU CAN 8Z CIRTAIN THAT THEY WILL NCT BE CHECXID OUT. THE

LENDER XNCWS HE CANHOT VIRIFY YOUR REFERENCES BUT HE WILL DEFINITEL

NGT TELL YOU THIS. HE WILL BASE KIS LENDING DECISION ON THE ASSUMP-

TION CF YCUR HONZISTY.

YSU CAN USE YOUR CREDIT CARDS FOR RENTING CARS, TALCXS.
ALRPLANE TICKETS, BUS TICREITS, MEALS, GAS, SATTIARILS,
JUST ASGUT ANYTHING YOU CAN THINK OF AMD THE RETURN

AZE0 REMEMBER:
BOAaTS, HGTELS,
SCTTMENT, CLITHES,

‘15 gazaT 31 vCu.
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; ARZ THROUGH PLAYING WITH THE CARCE, YCU CAN aALsz)

HETE: ATTIR YL ARZ

THIS SAME CREZIT RATING UR FOR YGURSELF UNDER THE“NAME YCU INTEND
KZZPING AND REA? THI SAME BENEFITS AS ABOVE. THE CNLY DIFFIRIMNCE
WNOULD 8 THAT WITH THE LAST CARD FOR YCGURSELY, YOU NOULD HAVE 1C PAY
BILLS AND KIIZ? ETZRYTHING LZGAL, BUT YOU WCULD STILL GET ANYTHING

“vou MIGHT NEZD. TEIS FROCIDURE OF GEITTING CREDIT ANT CREIIIT CARDS I3
NCT IIIISAL. REMEMSER THIS. . .

£R: BUY THEE BCCK MEWDICNED PRIVISUSLY CY CRIDIY WITHEIYM (2

o9 TET INSTRLCTICUS TT THEI LITTIR AMC ¥OU Wil

CAYS AND FILL

TRUTEING 0 WANT.

2373 CIETIFIZATIS: ([MIVER AFFLY FOR MCRE TUAYN CNE CIRTIFICATE IN T2
p SAMEZ NAME) o

CNLY IY & FZW STATIE ARE BIRTE CZIRTIFICATES ISSUED AT THEZ STATZ
€L. APPROXIMATELY 10 MILLICH C!R‘!‘ITIQ:CO!IES OF BIRTH CERTIFICATIE
ISSUED EACH YEAR AND OVER $0% OF THESE ARE REQUESTED, PRCCESSED,
MO ISSUED @7 MAIL. THIS WAS THE ESTIMATE IN 1976. IT‘S NOW WELL
VIR 15 MIZLICN EACE YEAR P.!OCISSEB. NAMZ AND ADDRESS ARE USUALLY THE

ILY IDENTIFICATICN REQUIRED BY THE AGENCIES.

ME STA , INCLUDING WASHINGTONM, 0.C., REGARD ALL "VITAL REZORCS”
FUELIC CCCUMENTS. A COPY WHICE MUST BE SUPPLIED TO ANY INTERESTED
1358, GTHZA STATES OHNLY REQUIAE THAT THE PERSON WHO IS REQUESTING TEE
vH CERTIFICATE BE RELATIOD, O.R HAVE A LEGITIMATE REASON AND MNEZD

TEE IDI METHOD (INFANT DEATH IDENTITY) IS THE BEST

THI DOCUMENT.
IT'S ALSO

T2 OBTAIN A NEW IDENTITY THAT WILL BE SAFE AND SICURE.
1EMELY OLFYICULT TO DETECT BY ANY LAW ENFORCEMENT AGENCY.

10 APPLY FCR A BIRTH CERTIFICATE, ALL THAT IS REALLY NEEZDED IS TXT
. PLACE OF BIATH AMD NAMES OF THE DECEASED PARENTS, AND GF COURSE,
CA{ BE CBTAINED FAGM THE NEWSRAPERS DEAD FILES OF DEATHS. THI
T OF EYENTS IE AS FOLLCHS, AND THIS APPLIZS TO THE ILLISAL ALIEN

TALLY.
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IASTPIATS:

1. PASSPORTS WHICH ARE ESSENTIM. FOR INTERMATIONAL TRAVEL CAN BE

USey FOR EITHEA LEGAL AND/OR LLLECAL PURPOSES. BY DEFINITION, THE
PASSA0ATS ASSISTS THE TRAVELER AND ATTEST TO THE FACT CF YOUR XDENTITY
RIS CITIZEMSHIP? OF ITS BEARER; THEREFORE, SPECIFIC EVIDENCE OF IDENTITY
AND CITIZEINSHI? IS RECUIRED FROM ANYCNE WHO APPLIES FCR A PASSRCRT. A
21378 CZIATIFICATE IS USTALLY TNZ ACCIPTASLE PRCOF OF CITIZZINSEIZ.

-ale
LOENTIT™? CAN BE ESTABLISHED EITMER BY A GOVERNMENT ISSUSS PHOTC 1.0, (suew
AS ORIVIRES LICINSZ) CR BY AN AFFIDAVIT CF A WITHESSE WE0 KNCWS T2Z
DRSCMALIY. AFDLICATIONS MUSY BT SUSMITTED IM FERSCN 8IFcas
IWT CR CTHEZR AUTHCRIZED CFTIZIAZ. ATTER A WAITING PERIZ:

A FASEECET ASDY ~uz3
€F SIVIZAD DAYS, THEI CIMPLITID PASSFORT IS CELIVIRED CR PISXID UP BY
THE AFFLIZANT.

- -
SCCTAL SECTRTTY CARC:

. BRIOR TO 1974, S5 NUMBERS WERE ISSUED IN THE NAME OF ANY INDIVIDUAL
070N SUBMISSICN OF AN APPLICATION FORM, IN PERSON, OR BY MAIL, WITHOUT
IN7 PRCOF OF IDENTITY. " IT IS NOW RZQUIATD THAT A DRIVERS LICENSEZ,
11374 CSRATITICATE, BAPTISMAL CERTIFICATE OR VOTER REGISTRATION CARD

T PATSEINTED BEFQRET THE ISSUING OF A S5 CARD. '
ORMALLY, THEZRE IS MO USZ OF A $5 NUMSBER FOR 1.D. PURPOSES, BUT IT

3E5 SUPPORT CTHER FORMS OF [.D. IF IT IS NEZDED,

LECTIVE SEZRAVICE DRAFT CARD:

THIS DCCUMENT IS ISSUED TO, OF COURSE, MILITARY STATUS PERSONNEL GR
NG MEN ELIGIBLE FOR THE ORAFT SYSTEM. THERE ARE NO SERIAL NUMBERS,
PICTURE AND THIS CARD COULD BETTER BE USED AS BACKUP I.D. TO SUPFORT
* YOU ALAEADY HAVE AVAILABLE IF YOUR AGZ BRACKET IS BETWESN 18 AND
WHZRE BY LAW EVERY MALE TS SUPPOSED TO REGISTER. THEX YOU DEFINITELY
3 ONE OF THESE BUT IT IS NOT ESSENTIAL.
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W rite HECENTRATION RO
MR LA TR FWU LA R L

§. VUTER RESISTRATION CARDE ARE [SSUED BY THE U':'ZAL BCARDS OF ELITTICWNM,
AND ARE USED SY THEIR NOLUERS A5 EVIGENCE OF AGEZ ANO CITTZENSHI? Fon
LIMITED PURPCSES. OFTEN, THESE CARCY ARE USZD FREQUENTLY T SUPPCRT
THEIR CZAIM OF U.S. RESIDENCY FOR RE-ENTRY TO THE U.S. FRGM CANADA ANS

MEXICO. . .
BUT THMEY ARE OF NG USE WHEN APPLYING FOR A PASSPORT AND NeT USUAZLY
ACZEFTED WHEN APPLYING FCR A DRIVERS LICENSZ. RECISTARTION FCR A
VCTTR RESISTRATICH CARD IS5 PERMITTED BY MAIL IN MANY JURIZSICNIONS:
ANS BTN WHEM A PSRSCMAL APDELARANCT IS AZQUIRED, THE CMLY EVIlENCE If
T, CITIZTENSHI?, REISIDEWCT AND IDENTITY CF THE ONE RESISTIZING THAT

#35T, QITIS
TAM 37 CEIMANCED BY THE LICAL CFTICOIALS I3 A VERZAL SESLARATICN GIVEN
UMOER PEMALTY CF 5LAW AND BERTURY. +Hz CHESRS ¥ADE FOR TUI35 tCCMINT

-
z 'x::.!.séllCSk‘lING THE LCCAL BOAZDS CHECKING ANYTMING FOR ?ER:FECA‘,‘:‘:.’.

7. ALTHCUGH CREDIT CAROS CONTAIN CERTAIN PRINTED AND EMSOSSED INFOR-
MATION WEICH WHEN CHECKED 8Y A MERCHANT OR RETAILER, RE MRY CCNFIRM THE
VALIDITY CF THE CARD, BUT THE PRIMARY MEANS OF CARDHCLDER AUTHENTICATIGH
15 THE SIGNATUAE ON TRE CAxO ITSELF. WORMALLY, NO OTHER [.0. IS
RELUIRFD TN CHARGE GDOOS CP SEWWICES AT A NIDE VARIETY OF REIAIL CUTLETS,
UNLEES A CUESTION ARISES AN TNTHEVALIDITY OF THE CARC OR THE ROLOER,

AND WELT 9T OSTURMINFD BY AW YOU PRESENT YOURSZILE AMD KNOWING THE
LIMITE OF THE CARD, YOU XNOW THIS BY THE PRE~CHECK YOU MADE WREN YOU
FTRST RECIIVED THE CARD. AANKX CARDS SOCH AS MASTER CARD AND BANK
AMERICARD CAM ZVEN BE USEL TO OBTAIN ACTUAL CASH. THE LIMLTATIONS AND
THE US¢ OF TUESE CARDOS ARE UNBELIEVABLE. -

WHEZ OBTAINIMG CREDIT CARDS UNDER A LEGAL IDENTIFICATION SYSTEM, THERZ
ARE NO LIMITS TO THE PURCHAST POWER YOU POSSESS. [ PERSQNALLY KNCW
OF NNE TNCIVISUAL WO OBTAINED OVER 1,000 CARDS USING 300 OIFFSRENT
MAMES ANC FALSE IORNTITIES. -
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WD wan TN L QAUTIHT U TMUSTE OF ONE wWnas “CR

a
LIMITE OF COMMON SENSE AND AQIHUNTAJILITY ANU THCULAT ©I

HZ WEMT ezzina

TUAL CWMNER CF TE

-
HL
"o
30

Z CREDIT CARD CIMPANIZE.
ACVISED, THCUSANDSE CF DOLLARS ARE THIRE FOR JOUR PLIASURS
£ LESTACY TUE CAAD ANC REIVE:D

AGAIN, USING A FCAWARDING ABDRESE AGZMCY, YCU
YCLRCWN FIRMANEMNT ACCRESS AND I.0. USE C

ACENCIEE FRCM WARICUS §TATIZ I ¥EZEl:EZ.

ALAAZS.

L CF {(50) §7Tavis THAT

STICS FILES. IT REIALLY CCIT NGT
CAN ALWAYS USIZ THE NEWSPAPER SYSTEM FCOR THE DEATE
« ALWARYS DCQUBLE (CHECIX

SECTION AND STILL GAIN THE PROFIR CERTIFICATE
EVIRYTHEING BEFCRE YOU ATTEMPT TQ GET THEI NECEISSARY DOCUMENTE TO

CETAIN IDENTIFICATICN,

THI NTWSPATIR CFTIit (& LIIRARY
CCND PROSPECTS YOU CANM USE
Z BIRTH CIRTIFICATE (WAIT FOR ITS ARRIVAL IN THE MAIL)

»—

4. ABELY FCR THE SOCIAL SECURITY CARD (WAIT UNTIL IT ARRIVES THIM GEV

6. CPEN THE BANK ACTOUNTS (1)) NEID $3500 TOTAL

7. MAKE YOUR PAYMEMNTS ACCCRDING TO THE EGCKLET (TRIPLE AAA RATING

M 10 Caysy
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FFICZ AND INSTALL TWQ (2} PHONES,

-
]
n
[+]

MAKE APPLICATIONS FOR CREDIT CARDS USING BANKS AS REFIRENCES AND
STORES PER PHONE
MAXZ SURE YOU RAVE GCOOD REFERENCES (THESZ ARE NOT CHECXED)

EAVE A HCME ADDRESS FOR THE LENDER WHERE YOU CAN GZT YCUR MAII

{NOT CHECKZD)
WAIT FCR YCUR CREDIT CARDS TQ ARRIVE
MAXTMUM LIMIT)

Adallt

CHICX PURCHASET LIMITS ON EVERY CARD (FLCQR LIMITS AND Mo

CANS

SANK ON MASTER CARD LCANS =2ANK AMERICAAD

HITX WIlTE
(THZY WILL TELL YOQU) )

AFPLY FTOR BANK CARDS AT SEVERAL BANKS IN YOUR NAME

GG TO WORK AND KZZ? PACE {TRACK) OF EVERY STORE TEAT YCU G2 T2
AND WHAT YCU SPEND, ESPECIALLY WHAT CARDS YOU USE - DO NGT PUS

YOUR LUCK, BE CAREFUL AND SPEND TO THE LIMITS

2
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AN ANALYTICAL STUDY OF THE NIGERIAN PROBLEM
j8
ATLANTA, GEORGIA

This report was wrictem by Special Agents and of the
Atlanca District Office of the lmmigration and Nacuralization Service.

LT

BACXGROUND

In April of 1989 a Migerian Task Force (NI7) consisting of Special Agents of the
Federal 3ureau of Investigation, Secrar Service, U.S. Possal
Imsizracion sed Naturalizacion was formed az Arlsaca, Georgia.

23 peel of ai. the ¥
¢2Ll3T ecoizmas  being perpecyatad

tween the hizh

aziom. The ¢

whth Uizsrian

Teopying’ the

NigeriausX..
" DETAILS
The Nigerian problem is not resgricead to Atlanta. In faer, many lazgs

oetropoiiten areas tarcughout the continencal U.S. are also experiencing problams
associated with Nigerians and white collar crime. For example, in 1986, the New
York League of Savings Instirutions discovered that there was an organized fraud
ring in the New York area. This ring later became known as the "Nigerian Crize
Network” (NCN).! The NCY is a very well organized and clever ring. The typical
perperrator is a well educated black malae between the ages of 20 aed 40 yaars
old.! The type of fraud utilized by the NCY¥ which is the cormersione of the fraud
used:in the Atlanta area will be discussed in detail later in this report. The
success of the NCN 1s based upon their accessibility to false identities {See

Exhibit Aj.

Nigeria was ouce a colony of Grest Britain. Because of the British accent that
Nigerians pussess, they often attempt to pass themselves off as American Virgin
Islanders. This claim is seldom challemged by officials of fimancial snd
insurance Institusions.
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The ¥igarian culture rarely utilizes bizth certificaces. Back in Nigeria, a
person simply declares their name and dace of birth and are provided with
documentacion £a thac affect! There ara no controls in Nigeria as to how many
declarations an individual can make. Thus it is possible for individuals from
Nigeria to enter the United States witi passports based on these declarations.
In Arlanta for exacple, Special agents arrested -

, & deportable resideanct alien in possession of tiaree Nigerian passportvs. Two
of the three passports were in differsat names, passport #1119217 was issued i(n
the nage of Falix Ayoto OSHINONWG and passpore #0502232 was in the mame of abdulal
Sheu KARATY, the third passporc was in his real nanme, ALl
chree passports were legally issued from Nigeria, all having his photograph.
Thesa passports enabled Mr. to re-enter tha U.S. without detaccion afvar

having beea deporcad.

In the U.S. Nigeriarns accumulata false idemrities by assuzing the identi
1

re2l persom anc ciec acjuiring & driver's license in that individuals's naze.
april of 1989, Special Agents frasm Atlanca arvessad and

RN

crediz cards and sin Georilic
Wigerian "wait: Col
5 in many of
tians and assist Nig:

iz possass 2% sin su0L
the nazes of
lan arsa iromicall
zerizns hold lobs in
rauding the 3ame taer are emploved
+ Nigerians work im the security or ja izorial fialds whi
them access to persoanel filas, which in tura is used to secure false idantizies
and sacursseredit ratings. In Atlanta for axampls, 2 ¥igerian by the name of

vas employed by & local jamitorial company .
Mr. through mechods unknown to Investigations, sssumed the idencity of a
U.S. Interaal Hevenue Agent and was able to accumulate approximacely $24,000.00
of credic before baing apprehended. Hr. ; is praseatly serving 24 months
for Finamcial Trangactiom Card Fraud aud 12 monchs for Re-encry afcer

Deporcacion.

jo

The 24 month seutance received by Mr. for Financial Transacticn (FTIC)
fraud is tae axception rathar than the rule in the Federal, Stace and Local
jurisdiccions wichin che Atlanta Metropolizan ares. FIC Fraud in the Atlanca
area will be discussed at lengch later in this report. What should be noted hers
is that the overburdamed criminal justice system appears to be the precursor
rather than the panacsa to this proble=,

Even though the criminal Justice systam, (specifically the lenlent gseuntences
imposed on these perpetrators) appears to be the culprit, it would be & grava
error to lay total blame or responsidility for solving this problem on the
shoulders of governmeant agsucias. Financial institucions, insurasce companies,
and cradit card companies all share squally in the formarion and ultimately in
the resolve of this problem. Financial communities, in their reluctance to
divuige their 1liberal leading practices to their investors, ars mora likaly to
Myrice™ the loss off to their investors racher than pursue criminal prosscution.
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The szz3 s are Srightanizg. Of the 30,000 - 50,000 Nigerians in the Onited
Staces, is essizacad thac & aajotity are involved in  €F aggivicy. Of

those, & scanciy i0 = 15 perczent are prosecuced for their fraudulent sctivicied?

Yi otder to fully arpreciata the sxzanmc of the crimes COwiittwd by Wigetisns two
underlying cauvses; the .economic counditions in Nigeria, and the mind-set of

Nigerians shculd be explored.

In dealing wizs the former slanent firsc, & brief history of Nigeria is in order.
Migeria i3 the =ost pcpulous coumery in Africa with a population of 80 -~ 100
willlon pecple comstiltuting approxinacely 250 tribes. These tridal groups
include the HAUSA and FULANT Iin  the North, YORUBA in the Souch and I30 io the
East. Macy of the problem Wigerians come from the south, mainly BEVDEL State,
ONDO Stata, CYO State aod LAGOS Scates. Many come from the YORUBA and IBO
tribes., Iz should be notad cthat Nigevians are very tribal and thus organize
their crizinal activiziles in the Usitad Stacas along chese tribal 1iaes. YNigerla

i zzta and Nevada combianed, occupving 356,700
age of Nigaria is English, howerer aach tribe
i:es ave zuslizs, pri=azrily iz the Noril and

ua far gie Nizarviam goversment is perroiava.  Ia faez,

rad 3w fie geverament cozes Irom oil. Nigeria is second
a3 the =ess izsaraanc suppllier of oil T2 the Unliled Sctaras.
On the .'iurfice it would appear that Nigeria is a very afllusnc couctry,
unfortunazfly this is not the case. Greed and corruprion at the upper schelony
of society prevent any trickling dowm of reveaue te the majority of Nigerians.

&
3

Nigeria, like most third world countries, coosist of two socio-economic groups;
the upper and lower class, the lac:ter constituting the majoricy. Black Markat is
a way of life in Nigeria. Children are taught about the inrricacies of the Black
Marker before they are taught about math, science or history.

It is because of these economic counditions that many ¥igerians opt to venture to
more affluent countries to reap the rawards unobtainabie in their country.

In May of this year Special Ageats from the U.5. Immigration Service Atlanta
tatricr Of3ice, while on & deporzation detafl -to Lages, obtained some useful
information conceraning the mind-set of the crimisal Nigeriaos in the United
States. Nigerianms see the Unitad States as ths most affluent country im the
world. This is portrayed to thes by Nigerians vho have recurned from the a.s8.
with the "bounty” of their criminsl endeavors. Nigerians ses the U.S. through
rosa colored glassss, with strests lined with gold, there for the takinmg. It is
bacauss of this perception that many unscrupuloes organizations prey on
immigrants and nonimmigrants bound for the U.S. One organizatics in parcicuiar,
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the Caleszial Chureh of God, with affiliates in the U.S. recruit individuals to
tzavel to the U.S. for the sole purpose of committing criminal acts. This type
of venturs 4s reminiscent of the indeature sarvant era. It is unknown whather
ghe recruitment Is prior £o or after the ‘issuance of the visa, but what 1s known
is that che Sole purpose of this church is to schoel individuals Ln the
{ngricacies of "white collar™ crime inm che U.5. The exacz specifics of aach
cransaction becrween the church amd client are not known. What is koown is that a
"eancrace™ is made between both parties whereby the church Iostructs the
individual on U.S. laws specifically laws dealing with "vbite collar” crime and
ways to circunvent them. In some instances, the church alsc pays for passage to
the U.S. and in recura for this servize, the church demands 10T on everycthiag
that the {adividual sceals im the U.S. These "contracts” are enforced through
thelir afifiliac:s iz the ¥U.S. Mosz of the U.$. cities that are experiencing
srablams wirh Nigerians have az sZf:iltare of the Celastial Church of God
scmawhera iz Cheir acas. Ia the Aclacca mecvopoiitan araa che church is locazad
a3 S¢lvan Sewaes in Souchwest aclanta, atIampes to iafilirace cais church have
Jroven uasucsess

-t

As scaced ear.isr in £als repor:, Frauc is the cornerstome of the Nigerian Crize
Yerwark's crimizal serucsure. Tha eacs amouat lost iz dellars 1s an eluziva
£igure. prizarily due to the reluctance of financial institutions releasing that
{nformatiommfor fear of reprisals from {nvestors. But & conservarive astimase
would put the loss in the excess of millions of dollars per year.

FINANCIAL TRANSACTION CARD FRALD
Financial Transaction Card (FTC) Fraud and cheft is by far the most serious
eriminal acrivity encountered by Special Agents in the Atlanta Metropolitan area.
Since inceptios of the MNigerian Task Fevce (NIF) io Atlanca, 19 of the 39 cases
opened have been FIC relaced. That equatas to 48%. Almost half of all the cases
involving Nigerians have bean sssociated with some type of credit card fraud. It
should be noted that many of the cases opened by U.S. IN&S are casss in which the
{ndividuals have been couvicted and have come to our attention due to their
deportabilicy. There are numercus cases still pending whereby Nigerian resident
asliens bave been arrestad for F.T.C. by federal, state and local jurisdicticns
ané who have not been deportad dased on Section 241(a)(4) of the Immigration and
Nationality Act. Dua to the lack of wmanpover in the Atlanta Discrict Offics,
some individuals have svoided deportation based on the fmability to Prrack” every
resident alien awaiting comviction. Immigration holds canpnot be placed ou
resident aliens until after sentencing. It should also be noted that a vast
majority of the FTC cases involve resident aliens. One individual i{n particular,
, & resident alisu was convicted in 1988 for

FTC Fraud in Gwinmett County, Georgia. He was sentenced to 2 years in jail, but
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served only 3 months. He was brought to our attention in Seprember of 1989 after
it was jearned that Mr. was vwaoted by Scotland Yard, for
international conspiracy involving credit cards stolen in che U.S. and then
shippad to England for usea.

The mechods used by Nigerians to obtain credit cards are extensive, buc the
common  denominator {n #ll of the cases is the availabiliry of false
idanciiicarion cards. Some individuals obstained false I.D. cards £o obtain the
crudit cards, while others obtained the false 1.D.'s afrer they sctole the cards.
One individual apprehended.by IN&S, ‘ » was found
in possession of sixzeea (16) differenc I.D.'s all in diiferant names 2li bearing

his picture.

One of the most common ways Nigeriams perpetrate FIC fraud is siaply to assuze
the identizy of a respacted citizen and then file cradit applicacilons in thac
naze. Onzs the cards are recelved the subject has approximately cairry days o

use the 2ard delars the fext billiag date.

, & Nigeriaz

cn pracedure which was usad by

cany 1986, for FIC and deportzad by the Arlanca Discrice
198%, %as a le zore complicarad, Mro. . was emploved by a local accouncant
fir= as a data procassor, and had access to nuzerous credit card fumbers. It was
sasy for- ro tvansact business with credic card companies over the telephone
wvith mefeyg the credic card number. Mr. . would simpiy telephone the cregic
card company and resquest an "Add-on® card. .

Ancthaer

To avoid suspicion, Mr. would telephone the credit card company a few days
later and request a change of address on the gew "Add-on” card. Mr. would
give the address as & "drop-box" kmown"only to himself. Once the card{s)
arrived, Y¥r. ., knowing the credit limit on the card, would then charge the
card to che limic. Cnce the limit was reached, Mr. . would send tha credit
card company a "bogus™ check printed in the card holder's name. Whea the cradic
card company received the check it would automatically raise the credit lipit to
the amount of the “"bogus” check. This procedurs vas repeated two or thras times,
accuculating as much as  $50,000.00 of cradic defore Mr. would stop using
that card., Mr. would then bagin the whole process again. Mr. was
conviczad on 14 counts of FIC and sencesced to ) years probativs.

Most of cthe othar cases involving FIC in Atlanta involve stealing credit cards
from mail boxes. A coupls of cases have fnvolved individuals working inside the
post office stealing the cards and then selling them to friends.

The wmethods used to perpetrats FiC fraud and theft is inexhaustive. Many
Higerians that ars involvad in this particular type of crime ars college educarad
individuals majoring primarily in busisess. It is for this reason that they are
adept in defrauding various financial iastituticus.
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BANK _FRAUD
According to FBI staciscics, the lossas from bank fraud have doubled each year
for cthe lasc tarae years. The losses for bank fraud in. 1988 totaled ovar

$2,000,000,000.00, as compared to ths gross losses actributed to robbery vhich
totaled less cthan $47,000,000.00 uarionwide. Thase, of course, are figures
cozpllad froc cases actually reported and do aot rspresenc total induscrv lossges.

Nigerian ailens have been associated with bank fraud since the eariy 1970's. It
was thea chat banks in New York uyucovered a series of fraudulear loan
applicaticns being submicred by scudents from ¥igeria. The loans wers in the
nases of legitimata college pro:‘essors, whose nasges were obtained from collegs
yea:':cc‘u.7 Ix 1986, che Yew York leaague of Savings Iascitutions uncovered an
orzanized © 3 vhich they called cthe "Nigerian Crime Necwork"! This cing
i i ivans, bsa..s, and octher businesses io the MNew Zork aT
T g s in Texas wer: dafrauded by a group of Nigericar o
Sodus Iperandl o that which was usad o the Xizerian Crize ..ec-:c_u

vary 3izmila
i1 Sew York.

The ac: the Nigerian Crime Yezwork ava by ao means limicad to cha stacs
ai New :as. The stafas 3 Georzia, Alabama, Nor:a Carolina, and Scuch
Cuarslina nave also been targetad by this organizacien.
T

There are several thousand Nigerian nationals liviag in the Atlaanta Mecropolitam
arsa alone. Thers is also a large concentration of Nigerians living 4a the
vicinity of Huntsville, Alabama.  Siace April 1989, Arlanca INS has arrasced 42
Nigerian nationals in boch proactive snd resctive operations. Of chose 42
Nigerians, roughly 25X had received or subseqiently received convictions for bank
fraud or forgery. It is believed that these figures only represent a drop iIn tha
bucket as far as the roval bank fraud activity in the Actlanta District. Due to
manpower restrictions, we have been unable to keep up with the enormous influx of
{nvestigative leads recaived from pumercus sources.

The success of the Nigerian Crime Network is largely related to their ability to
procure fraudulant idemtification documents and theraby ascablish accounts under
virtually any name that suits their needs. 7The axamples of Nigerians arrested ir
the Atlanta Discrict in possession of multiple identity documents are too
numerous to mencion. Suffice it to say thac dozens of cousterfeit driver's
licenses,, birch cercificatus and scace issued driver's licsnses obctained
frauduleatly have been saized. Also seizad ara Dblank birth and haptismsl
carcificates, a dry ssal stamp machine, and blank gold seals. 1In addition, a
fraud manual used by the Nigerian Crime Network has besn obtained. It describes
the step by stap proceduras uecassery to obtain fraudulest idectificacion.

(Exhibit A).
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Once the false identity has been astablished, the typical scemario is for the
individual to open an acscount &t a bank or $ & L.  Generally, a large check s
then desositad in the account almost immediately. The checks are often a payroll
checik or an insuranca sezrlement check (insurance scams). These checks are
uydually wricsen ou fictigious companies or non-existent pecple.

Due t2 anaew resulations which restrict the amount of time a bank cam hold a
deposized 2%, these inmdividuals can start draving money from thelr acaounts
almost izmediaraly. This 3is almest alvays dose before the check is returned o
the inscitution as being bogus. In addition to meking large cash wichdrawals,
the individuals ill write checks to merchants for very expensive items such as
jewelry, cloching, sterzo eaquipment, ecc.

in bank Eraud are by =ne means novices or solivarr
trained im their craft, either belore leaving

Ther are ofien college
§5 Or acsouneting. E
2lled by the ruthless
in the atlanta area have been idencilied by
One sushi laader, a Yigevian resident sllen, has aor vec
zes sizca he is highly ciutlous aad delegaces tasks o
35. A § to sourses, he is dangerous and keeps his troops in
iine wits threats of viclance. He is purporzad to carvy an UZIl submachine gun in

the crunk’ Ci-his car.

It is believed that some of the proceeds earned from bank fraud, FTC fraud, and
cther frauds ara tent €o Nigeria in exchange for drugs (heroin) aod guss, which
ars then smuggled elsewhere.

NARCOTVICS SMUGGLIM

N¥izerian nationals .are playing an ever-increasing tole i{n narcotics trafficking
woridwide. They are parcticularly involved with smuggling heroin. According to
tae Chicago, Illinois Office on Natiomal Drug Control POlicy {ONDC?), Nigerians
plaved an insiznificant role in drug smuggling up uncil 1983. That year, only i7
Sigerians wera izzarcepted at sirporcts ip che 0.8.6  Since 1983, howsver, thare
nas bean & rapil inmcrease in Nigerian ipvolvemest in drug smuggling as evidencead
by a staady iscrease in apprehensions and seirures. The ONDCP escimates thac
over 600 Nigerian heroin couriers werse intsrcepted worldwide during 1988, with
little effect on Nigerian smuggling organizations.® INTERPOL staciscics show that
over 300 Nigeriaus ware arrestsd for dri:g traffieking between September 1988 and
March 1989 Ln different parts of Europe.
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dere in  the Arlanca Districe, this crend vas recencly evidenced by the arrast of
four Nigerian hersiz trafiickers at the Aclanca Bartsfield International Alrport
within a chree week pariod in May and June i989. All four of these individuals
wers nazoin "swallowers™: ie - they packaged the heroin ip ballocns or condoms
and than securad the end wich deatal floss and supergiue before swallowing. The
record for this internal coacealment zethod is 1432 grams (227 packages) and is
held by a Nigerian arvested ac JFK.® The individuals arrested in Aclanca cthis
year hai swallowed an avarage oI abou: 100 pacikages.

Another worvisome tvend was also evidenced by the recent Atlanta arvests. Of che
four Nigerian dindividuals, two (2) ware vesident aliens (I~5517s) and two (2)
held work authorizacion carcds (I-6384's). This corvesponds ©o an ONDC? tepcrs
datad 6/13/89 which staces that "Nigerian LPRs say be traveling to Nigeria ta
carzy the drugs deck €3 the United Stacas”.® A large percencage of the N

- : convictio CliT'a {fa: - ex

L2%s ¢ rzared by Ll ?
fraudt ailsc Desz shown 3 acre craveled o Nigeria ireguern
Cizes. 73ac:.

fzeriang who arve U.S. residenc aliens c3

Nlzerial

s raiectad due &3 fraud.
viia €ag  Be Jdcained a Qiuwolie/Oshofin, a sprawliag slum ig the hear: of Lagos,
but can Cest over ¥i153,000.00 (approxizacaly $2,000.00 0.5.).°

The factors concribucing to the groweh of the Nigerizn Herolr trafficking
organizacions ara prisarily econoatc. Nigeria is the mosc populous naticun Ln
Africa and has bees suffering huge losses in revenue due to the worldwide drop ia
oil pricas sevaeral years age. As an tilustricion of the severity of this crisis,
the Nigerian goverament closed the Nigerian consulate in Atlanta this spring. A
comsular officer stacad this was due ¢o financial difficulvies and that all
cousularas would be closed except for New York and the Embassy in Washingtoa.
Furcherzore, a Nigerian can make che equivalent of ten years annual saiary in one
hevoin szuggling trip to the U.5. Added to this is the fact that Nigerians are
told tha: cthera is lictie or no chance of being dstected with the use of the
ipgesting {swallowing) tachniques. Furthermore travel to the U.S. from ¥igeria
is facllizacad by the Nigerian government, vhich subsidizes zir travel. &
NIgerian can travel co the U.S. fram Nigeria for about $400.00 as opposed to a
fera of $3,000.00 if purchased {n che U.S.

Ic is difficulc to profiie the Nigerian drug trafficker. Couriers are racruited
from all social lavels in Nigeria. Childran as young &s ten years old, as well
as pregnant women have been used to swmuggie hezoin. In 1987, Ccptain Joha Billy
EKO, & former top pilot of Nigeria Alrwayc, vas arrested for smuggling cocaine ac
JFK and was seucsunced to seven years coufinemanc. In April of this year, &
formar sanstor from Nigzeria, Ademcia ADEGOKE was &lso arvested ac JIK with
luggage concaining 5,300 kilos of haroin valued at $2,000,000.00.3 It is sasy to
see that drug craZiicking parmeates avery schalon of Nigerian sociecy.



INSURAANCE SCaMS

Of ail the fraud being conducted by Nigerians in che Atlanta District, the area
of insurance Eraud sasems to be the fastast growing. Our office has been besieged
with requescs for help from numersus insurance companies looking for quick
solutionms to the huge economic losses they are suffering due ta the fraud
accivities of the Nigerian community. The prevalent insurance fraud activigies
ara propercty damage (veaicular), bodily injury, home-owner theft, business theiz,
ané life 1insusance. Insuranes industry iavestigators in the Atlanza area claiz
that as much as 50% of the fraudulenc claims being filed can be actributad co

Nigerians.

In one local scemario, an insurance company has identified a "progp
ring" involving a number of Nigerians. Beginaing 2o 1987, this Acls
pazéd our 30 claims ct» two Nigeriam iadividuals, with an averags
$3.000.00 per claiz. GF course. trese individuals weal through ouTers
i =pi 1y evade 4 : These incividuals would s3age
on ths Same
WigaTians are o0 adaps
smpanies enough £2 koow

I

D Oan 2

i) s

3 e
net have [+ T Thaw n pra2r upon tlese tr
ara alzen given a3z ghe drive-up claiz windows.

In 2 vacracion of the property damage scams, Nigerlans eoften purchase an
expensive car (ie - B¥) and insure the vehicle with oumerous agencles. Thes
then stage an accident, often with the help of N¥igerian accomplices in another
venicle, and then file claims with all the companies. Many companies pay ofi
such claizms ilmmediately, with average settlements around $3,000.00. It s eas¥
to see how quickly a suz of $15,000.00 + can be made in one day in this wmaoner.

Another popular fraud involves Ffeigning bodily injury after an automobile
accident 1s staged. . Nigeriams will load up 3-4 people in one car and drive dowa
the interstate, according to a local insurance imvestigator. The driver will get
in fronc of an unsuspecting motorist and then slam-on the brakes, causing a
eolitsion. These individuals have uo concera for the safecy of the other
motarist nor the extant of damage that rasults. All of the Nigeriaus will then
claim bodily 4injuries amd will file againsc their own insurer as well as against
the victim motorist's imsurer. This {s because Georgla is & no-faul:z state ia
which the insured's own carrier pays for injuries. The average pay-ofl is
$7,500,.00 per person, or $30,000.00 per accident. The claims are most oftcen
handled by mail, which makes detection of fraud difficult, The Nigerian usually
takes the policy out under an alias, which he substantiates with a driver's
license {fraudulently obtained). The accident normally takes place before the
policy goes to the underwriter for clearance.
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Apother popular anma very lucrative insurance f£raud involves life insurance
policies. Recently a Nigerian tourisc came to Cthe Atlamta area ta visit his
wife, who residag hers. Whilse heze, he ctook out a $200,000.00 life insurance
policy. Be then allegedly went back to Nigeria and died shortiy thereafzer. His
widow then filad for her claim, and as proof of his death, she submitied a
phococapy of her husband's Nigerian death certificata (without ofiicial seal) and
a photo of the decsased laying in a casket. Obviously, the potaatial for fraud
of cthis nature Ls greac, since amy documentacion originacizg in Nigeria (s

suspecs.

Other frauds include home-owners insurancz gnd business theft insurance. Some
Nigerian business owmers, aczording to ome insurance company, have besn found
submicciag fraudulear stock invoices following an alleged burgiary. Home
burglaries are alsc scaged, with larze quancicies of jewelry, audic equipmenc,
®cc. being raporctadlz stolan.

. most iasuranca Zraud is not reporzed T2 law enfoviezant of
2 comgpanies pay~oil i=g aad count thex as Su
One ce company puts th $3,000,000.00/7ear na-ilonwide in rhese
tvpes of frsuds, and adds that tiis is jusct the "tip of the icezarg”. Due oo
lack ¢f sTiminal prosacucion ot insurance {raud, maay 1 Ziac

£y be easv and risk-Ires zoney. In adiltion, many ¥igeriim status~viol
2's, T-i1's) are able to conduct thesa frauds withouf the risk of being failad by
Imig:avi& auchorities, since District or Regiomal policy is to decain only
aliegs conviccad of criaes.

Mo

Thera have been several instances ia the Atlanta District whers such aliens have
been repaatadly arrested and released due to lack of a criminal conviction.
These alians subsequently go back incs tHé community and cootinue to file
fraudulent insurance claims to support themselves. The only lesson they learn is
that insurance fraud is a very easy, lucrative business and that there 1is no
effective system in place to deal with such violations. They also discover that
as long as they avoid being convicted, the Immigracion and Naturalizaction Service
will be very limitad in its ability to act affectivaly agaliusc theax.

ADMINISTRATIVE VIOLATIONS

In addition to the aforementioned criminal sctivities, many Nigerian natlonals
also are found to be in violatiom of the administracive codes and regulations of
the United Scates. This 1s aspeciaily true vhen speaking of immigration
violations, since many Nigerisns come to the United States not for legitimate
pursuits buc inscead come here ro pursue less than legal activities. The
£ollowing is a breakdown of the most often encountersd adaministracive violatlons
as axparienced 4in che Atlanta Districe. Thaze figures are compiled from daca
relazing to arrescts made by the Nigerian Task Force of the Iumigratior and
Naturalizaclon Service in Atlanta, Georgia since April 1989.

ic



OVERSTAYS

An “overstay" is what immigratior off:cers coumonly call an individual sho s
legally admit:zza incs the United Staces but who then rexmains in  tne courzxy
longer than he is permirted. Exzamples are visicors for plaasure (3-2's), who are
generally admitted for a period of six months and visitors for business (3-1's)
who are admiczed for wup to one yeir. Of che 42 NigerZans arvestad in Acvisnza
since April 19892, 15 (59%) are classified as being overstars. The amount of tize
overstayed varies grestly, but is generally over one year.

Of chese overstays, three individuals had been able to obtain a visitors visa and
re-encar the ¢ounITy even though ther had been previouslr deported £rom tha C.S.
They accompiished this by firs: odraining a pew Nizeriam passse 3
Tenc name ~ a= easy task by all aco Tae Nigerian goverm=

to U.S. aughoritizc chat over 30,000
=ew passports, thes:
ondé  obctain

g a passpor:
T srier to arri
idual thez claizs che ida

pesspe
The iadiv

> the passport.

TUDENIS %I OF STATLS

(F-1) who fails to compiy

An out of status student is simply a foraigo student
This is most often a

with the vregulacions necessary co maincain their stacus.
student who quits school and then rezains in the United Sctates, or & studenr wio
has already graduatred from school and fa_ils to depart the country. Of the
Nigerians arresced in the above mentioned operacion, 312 were classified as being
out of status students. Some of these individuals had actually never acttended
any college or approved school. Most had actended for a while and chen dropped
out. Many of these claimed fipancial difffculties kept them from graduacring. It
is, however, incumbent upon all foraign studencs to prove financial solvency
prior to coming to study in che U.S. and finascial hardship 1s not a defense
againsc this adminiscractive charge.

< mwa

Tc eacer the U.S., wmany Nigerian studants obtain fraudulenc immigraciocn foras
such as the I-30, which indicates the foreign student has been acceprad at a U.S.
college or university. The cost for such forms is usually between 100-200 U.S.
dollars. These forms are aeither countarfeited, obtained frow uascrupulous
college administrators or from other ¥igerians. After obtaining the 1-10, the
Nigerisn takes the document to the US Ezbassy in Nigeria and is usually given &
visa to exnter the U.S.
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SPECTIAL AGRICULIURAL wORXER PROGRAM FRALD

Ia 1986, the Congress passad the Iomigration Reform and Control act ia an accempe
te addrass and alleviate the problems associated with an enormcus and ever-
increasing illegal alien populacion within the U.5. As part of the solution, the
Congress passed the Special Agricuitural Worker Program (SAW), which made it
possidble Ior many lilagal aliens who had worked im cerzaip agricultural jobs ta
become lagal residents of the U.S. through a gradual process. This process
included the prasencaclon b7 the alien of proof that he/she had periormed such
agricultural work (such as picking crops) in the form of documentation.

This docu=entartion usuailv ¢onsiscs of a notarized letter from a Ea'—_er staring
that tie allen perforzed such wotk on his fFars duriag a3 specilied
r aTeas of fraud, Nigerians hava snc’-?. Ene
and  otherwise procuring
T3 bHe mo excaprion.

ne Nigerianm Task Force, a SAW fraud riag

tie Azlanca Districe.  Thrae Lidezian
3fans, all in the possession of SaW car
thar thev had obrained the cards fraudule
the fazaieq is curren:- being c1ar4,ed criminally and has given stacaments Lo :t.a
effect tiaf thers ave a lot of people who obtained similar documenzation through
a Liberian national in the Atlanta area.

CRIMES INYCLVING MORAL TURPITUDE (CIMT)

I£ an alien is convictad of a crime involving moral turpitude (le: thef:r,
murder, forgery, etc), he/she is subject to separate adminiserative violations in
addivion to  any criminal penalcies. For example, a lawful permanenc residenc
aiien who is convicted of a CIMT can be charged adaminiszratively and deported
froe the U.S., depending on the circumstances.

£ the Nigerians included in this report, over 60% had bees copvicted of CIMT's

or were ccnvicted subsaquent fo their arrast by this office. 0Z those, 2
zajority had muitiple coanvictions. Some of those arrestad are in custody and ara
perding trial. Of course, a large aumber of Nigerians in this study have been
implicated in crimes but uever stood trial due to a lack of evidenca in their
cases. On occasion, prosecution is declined because local, staze, or faderal
prosecutors opt for deporcation of the alien from the U.S. instead of criminal
ceanvistion.

The reason for this undesirable situation can be attributad to the overburdened
crimiral justice system in the U.S. Uncil this problem is addressed, Nigeriaas
and ocher allans can come to this councry and perpetrate crimes wizh little risk
of serving time in the counctry's pemal inscitutions. Whea they are caughc, they
are meraly deported and can be back in business within weeks.
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CONCLUSTON

The soiution ¢to this formidable problem is mot a simplistic one. There has been
consideracie confusion and little agreement as to what the answar is At one end
of the specsrum there are individuals advocating Zore proactive law snficrcemanc
tec‘m:.ques, while at the other end there are those who advocare 8 more reactive
In the financial community therve are those who favor stricrer controls
praciices and then there are those who favor less. Within the legal

on lex
arenas theve are lav makers who propose tougher senteances and then there ars
those who argue that building more prisons just isn't feasible. Some will

propose that 1f we just stopped Nigerians from entering our councry then the
problex wouid be alleviated, but then you have the problem of politics and oil.

A3 one can se2, there is mo singie solution to this financial nighuzare. If the

fustice systam 1s to play a role in the solution, then dararrance aust
"Aoweve' is based om three fuada—e-':a

sazent bve imposed, the severitr of the punist

e punishzant will be izposed Iairly every tize.

vet beea a facrcar in 4any crinme aspecially "waite coil

[N

aing %o

and busiaess communivias  are go-..g s contributa  anved
rnis diletza then they mpust address the probiem f{or whact it is and accept their
tupons"::.t::v in the p'cole:: s origins. They a=mst sctively pursue crinina X
prosecutions on these individuals and oot merely acquiesce.

The lagai arenas must realize that the shor: range cost of building more
corractional imstitucions will be ouzweighed by the long-vange goal of reducing
the exorbitant cost of "whire collar” crige. "

Finally and possibly the wmost important element in solving this multvi~facecad
probiem 1s 0il. As long as Nigeria remains one of this country’s leading oil
prcducs-a, thern politiecs will wmandata the 151 approval rate of visas from
Nigeria. With approximately 300 iundividuals applying for visas on a daily basis
then approximately 43 individuals & day, are recaiving visas to enter the U.S.
Many of thess individuals bacome involved in fraud once they arrive in the U. S.

One =oTe interasting fact. Recantly, the Aclanca Discricc Office of INS began a
liaison with Scocland Yard. According to Scotland Yard officials, approximasaly
25T of all bank fraud in Great Britain is being conductsd by Nigerians. There is
irsct svidence that many of the Nigerians in Greac Britain travel to and from
the Unitad States committing the same crimes in both countries.

13
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Mr. GRINDLEY. One other thing I forgot that I had here, I got a
copy from Popular Science, it is the January 1997 issue, it is
“Internet Spying: What They Know About You.” And it goes into

eat detaif about what sites are out there, what someone can

ow, and that currently all 50 States currently sell their driver’s
license information, which I was shocked to find out. But it is a
very in-depth article.

Mr. McInrosH. I would like to also ask unanimous consent that
that be put in the record. Thank you veril much.

[The prepared statement of Mr. Grindley and the information re-
ferred to follows:]
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Mr. Chairman and members of the suhcommittee, I want to take this opportunity to
thank you for inviting me to here today to testify about a very important issue affecting
every American citizen. My name is George Grindley and 1 am member of the Georgia
House of Representatives. Over the last several years I have been focusing on concerns
about privacy. In addition, I recently pushed through the Georgia House legislation to
prevent Social Security numbers from being placed on the state’s driver licenses.

In a nutshell, Mr. Chairman, I introduced this legislation, because I and millions of
Americans realize the use of the information superhighway has continued to expand
and a new type of fraud has suddenly emerged. With just a few pieces of critical
information, a clever crook can order fraudulent credit cards, issue money order
transfers from your personal account to theirs, or just generally snoop through your
business.

The key to unlock all of those doors is your social security number, birth date, and
address. However, the social security number works like a skeleton key. The nine digit
number can open numerous doors to a person’s private life. In Georgia, I did a little
research and found those three pieces of information currently sell on the street for
about fifty dollars. For fifty dollars, a person’s identity can be taken from them.

Mr. Chairman, last year, I pushed through the in Georgia State General Assembly
legislation which specifically required that social security numbers be removed from
driver licenses in the state Prior to this law being passed, the state of Georgia placed
Social Security numbers on driver licenses unless an individual specifically asked to do
otherwise.

During the consideration of this fegislation by the Governor, the Georgia State Police
requested that the bill be vetoed. Their only reason was by the year 2000, they were
going to require social security information on each individual’s driver’s license. I have
found their argument very contradictive -- that the agency who is sworn to protect the
rights of the citizens was so willing to readily give those rights away.

On June 17, 1998, the National Highway Transportation Safety Administration issned
regulations to establish a national identification system that will mandate a National
Identification Card no later than October 2000. The provisions of the law will require
each and every American to produce a state driver’s license that conforms to
specifications established by the federal government -- and based on the Social Security
number -- to be eligible for virtually every government or commercial service.

I believe these proposed rules are a travesty. It is a travesty based on how easy it is to
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get this information on the Internet and how readily this information is used in today’s
society. For example, I am required to give the last four digits of my secial security
number to transfer money from my account, to verify a credit card, or to do most other
sensitive types of financial business.

If someone illegally obtains this information and this number, they basically have access
and control to do as much damage as pessible to a person's life. Currently, there are
many sites on the Internet where you can get this information, one of them is
IQDATA.com. Mr. Chairman for as little as $12.50 I can pull your social security
number off of the Internet. There needs to be some restraint on the use of the social
security number. We do not need to go the other way, making a person’s social security
number more publicly available.

Credit card fraud and bank fraud are rampant. This type of fraud stems from the
illegal possession of an individual’s social security number. I would request that this
subcommittee take whatever steps necessary to stop to National Highway Safety
Administration from implementing this rule.

Mr. Chairman, I would also like to touch upon how this propoesed rule violates the
principles of the Tenth Amendment to the Constitution. As the members of this
committee are aware, states have all authority other than those specifically authorized
and delegated to the federal government by the Constitution. 1 ask that this
subcommittee and this Congress remember that the NHTSA proposed rule is an
unfunded mandate. We in the General Assembly are getting tired of being told what we
have to do -- while not being provided the money to do it.

As a member of the Georgia State House, my constituents repeatedly tell me to protect
their privacy. They feel the federal government has gotten way too big and way too
intrusive in our lives. Every day they come to me and say -- keep them out of our
private business.

Mr. Chairman, I would like to ask you and the members of this subcommittee take
every necessary step to stop the establishment of a national identification card. The
federal government has a duty to protect the privacy of its citizens.
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Welcome to a small town called the Internet,

By Chris O Malley

[ PHOTO-1LLUSTRATION BY JOHN 8. carmert |

ORDINARILY, I'm hardly what you'd call
a nosy neighbor~—each to his own is my
credo. Yet, without moving from my desk,
I've learned what my neighbors paid for
their houses, whether they've refinanced,
how many bathrooms they have, and what
.their median income is. [ know
their birth dates, social security
numbers, and driving records. And with a
bit more digging, I could unearth many of
their legal and business dealings.

thix: None of this information is considered private.

Al of it, and much more, is available ouline to anyone
with a computer snd 2 modem.

st gy er
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where everyone knows your business.

‘What does the online world know about you? Plenty—
whether you're online or net. Using 3 pseudunym (hand-
some@service.com) won't help, either. That's because
most of the information about you isn't coming fram you,
st least not directly. 1t's coming from myriad gowerament
records and business transactions, which ave being digi-
tized, linked, packaged, sold, and re-sold. Al of this is le-
gal, or at least it is not clearly iBegal

In one sense, the availability of “public reconds® online
is merely an electronic extension of how things have al-
ways worked. With a few dollars and a trip to the right city,
county, or state agency, you can get copies of many pub-
licly filed records, such as real estate transactions or birth
certificates. But 2 funny thing happened on the way 1o
city hall in the 1990y, Actually, it's a confluence of fout

deliver it, are gelling at roughly the same moment in time.
W!\ow:nhduxpuwulmfomumn?hukmmu
gators performi d checks or hing for
deadbeat parents want it Lawyers want it to track down
ownnwdsandpawnalmt.ﬁodompeehwcm
ployers and lindlords, to give you an ek
before rolling out the wricome mat. And before you fedl
too affronted, it's worth noting that you might want it,
too, whether it's to find & missing bransch in the family
uecorlodtckouudulda:-whv
k want it as well ferably in
large qmnuﬁes—ta try to do what they always do: sell
you stuff. They are using cyberspace to snap upemsnl
tists and d bics databases to send solieil
to your onscreen in-box, as well a3 your postal mailbox.

factors: PCs are everywhere, the Internet is
miltions of them, business and government records 2re now
roulinely stored on computers, and government agencies
{especially at the state and local leves) ace desperately
seeking new sources of revenue. In short, the market-
place for online information, and the ability or desire ta

ot B3 oy

And as shopping takes off, they'll want o
know more about yous cokine buying habits a3 well. One
in the works: G Net and the Elec-
tronic Frontier Foundation are testing 2 system cafied
€Trust that displays standsrd symbols informing you
prior to buying anything caline whether inft

o7
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and your local sup

about the will be to-
merchant only, or shared with others.

To be sure, the online srena is not the only place
where your personal information is being collected and
passed slong. Smart cards aod bar codes are being wsed
to bearn more sbout you in pheces is diverse o your state

Data

Shopping
WhiteYou -

Food Shop

MEVER MIND THE “paper or plastic”
dilerena, Your supermariet check-out
cherk may 5000 be a5king you questions fe
this: “Mr. Kowalski, the computer says you aor-
-&MWNMMMM
you forget them?” 3
l’mnmyhr-luddhhn.-;m "-{

3

Torts ave only one step away from such personatized
service, as they toe it. Most supermeriats ose bar code
scaneers, which mot only ring ey a price dut alss track
what's being sold (and when) so that stores can re-
planish thetr inventacies tu timely fashion. Now, they
akso want to know wha's doing the buyleg.

The tools to identify you are atready i place in sy
suparmariets. Manty stores fet you pay for your purchises
tlectronically with credit cants or debit canls, for exam-
pla. or use check-cashing or feequent-shopper cards with
bar codes or magnetic stiips that identity who yey are.
Some are experimenting with sectronk smart cands, -

mmmmmmmm

: mmmmmmmmw "1
gut their marketing directly at you. ;
mamwmunuwm
better are insidiousty appeating. Many fuquent-shopper
cards entitle you to discounts ov extea coupons. Dne
store chain offers coupons for fre birthday cakes inex-"
change for information. Another mafls out a free “news-
tettar” (with ads) to ity best cunstomers. Eventually, this
sort of “customes intimacy.” 25 somwe in the retail bush-
s refer to i, could lead to upermacets printing
omnmnﬂndﬂnpphgﬁmfupuayuem .
the store, ar maiting you customized coupon flyers,

Some envision thit dsta being used online, Mo, per-
haps to make online grocery shopging more convenient,
And while few if any grocery chains are yet sharing
the information they gather, the temptation to do 5o
is ciearty present. A lwany carmaker such 2% Wercedes
or Laxus would no doubt love 2 know wha's buying
gouremet coffes and nacadanmia s at the superveurkat.

Nmmmmsﬂlmmﬁ“mﬂnm
mous—at least for row—L8 .

Often, they
ﬂm&ew&yp&amm But
nothing is spreading the information, o fueling the
demand for it, faster than aoline connections.

This desnand, coupled with » defivery vehicle of un-
precedented efficiency and reach called the Interrwet, has
spawned 3 booming market for services offering to help
you fiesd out move sbout other people {or them about you).
Demmxd bt sk spawned 2 number of new privacy groups
bent on cabing, ov at least keeping clase tabs on, the ap-
line infocraaton-for sl industry. Manvol!haemps

are th

and,
Whhmudhmﬁm

” oppose s attempts to regulate cyberipace or censor the'
exchange

electronic of infovoetion. But for maoy, the sale

* of personal information hits & litthe toc close 1o home.

“I think public information should be widely disserni-
nated oa the Internet, but the difficult question is, -hll

Information Center, 3 watchdog group based in Washing-
tom, D.C. “When people began storing public records in
town halks, no one imagined that you'd be able to sit down
at 3 contputer and scoess itall”

‘There are ongoing efforts to establish some privacy
sheltees amidst the information hurricane. At the congres-
sional level, which has not seen any major reforms since
the Electmanic Communications Privacy Act of 1986 {re-
quiring 2 court order b “witetap” your e-mail), several bills

State and local

are finding
to sell informa

have been intraduced to limit the sale of personal infor-
mation. One proposed bill, for exantple, would ban the
sale of social security numbers, which often are the keys
that open other records. More recently, the Senate Comr
merce Committee has asked the Federal Trade Commis-
sion to copduct 2 study oo the broader issue of selling
personal data, and pechaps recommend legislative action.
Mmmmmnmbbulhudbokanhe
free flow of § s 1
uample.hubemdebzhnunmhne privacy bill, whmh

osfBer




PRIVACY CONCERN QROUPS:

Amertcan Civkt Liberties Unien Mt/ /wwn.cb. com /e westyeh. con/WAN
Attpy//www.oc.on Satabase America Infoywiowhome. htm
Computer Professionals for Social litp;//men.dotobaseomerica.com .
Responsibility Fourtt =~ PRIVACY TOOLS:
Btps//weracpsz.ong/cpsr Mip://wwe fourt1.com . Toe Ancwyacizer

ic Frontier America {amsmymous Web serfing)
httpy//www.ff.arg Metys//www.infoom. com ttp// e amomymives. comf
Electronic Privacy Information Center  Lexis-Naxis - Community Connelion
Ritps//epic.org/ i/ wwiis-ness.con . {w-mafl remailers) .

Matfonal Locater & Data ttp//www.c2.netfrema/

INFORMATION SERVICES: ntp:/ i o/ . PGP Home Poge
American Information Netwerk Switchboand T {encyptiog e-mf)
Hitpy// wow. ameni. com Bip;//wem.switchboard.com . Wt/ e ifiamo.no/pan/

would make that state the first in the nation to broadly reg-
ulate the use of “personally identifiable information” vis
online services, But mostly, state and Jocal governments are
Finding new ways to seil information about you, not pro-
tect it. Revenue from online services is expecied to top.
$30 billion by 2000, accanding to 2 study by Simbe Infor-
mation, and more than 88 percent of that money will come
from research services, not more general services such as
America Online. Cash-strapped state and kacal gowernments

governments

NEW ways
tion about you.

that are being foreed to do more with Jess federal funding
are Jocking for way3 to tap into this revesoe pipeline, not
shut it off. And it is a pervasive trend: All 50 states sell
driver's license records to information resellers, k inmtance.
‘There are a few privacy tsboos, even online. Few, if any,
services will supply. mothes’s maiden nsmes for fear of a3
sisting in fraud. (Many banks and credit-card companics
use this information as an suthenticetor for npplying in-
fosnation over the phone.) Medical records are typically
not available online, though some retated reconds, such as

" peer

workmen’s compensation claims, sre. And argusbly the
most revealing pisce of information about your financial
hesith, your credit report, is off limits without a *permissi-
tle purpose” as defined by the Fair Credit Reporting Act.
Mwwwmawmo(udn.hn
it Iursiness noeds.”
For those latter two reasons, primandy, credit reports are
widely available online, but genenlly require some proof or
promise of legitimacy. Some states also require that the con-
sumer grant his consent first, or be notified of the inquiry.
But for now, st least, that's where your privecy ends
and the free flow of information onkine beging. And the
flow is definitely getting frees and casier. Uniil recently, 2
kind of pragmatic wall has existed between the public and
so-called public records. The dats was avaikable online,
bert only through professional or legal caline research ser-
vices like CDB Infotek, Database Americy, Information
America, Lexis-Nexis, and Westlaw, In this case, “profes-
mrmummmwhmmm
for members only. join, but signing
upahn:mymtm”ﬂbmmdbutnm
monthly service fees of $25 to $75 snd stiff pev-minute
mdww—dhﬁmmmbepnﬂt
inthi pneennl ducting & search for
fi ion, which incurs additional ch
anﬂbﬂ('@yw&hﬂﬂnm
well of information they offer is trickling down to much
more consmes-friendly services on the Web. Some of them
are fairly innocuous. Web sites such as Fourl] and Switch-
Mhm&,m&mhmﬂu&mm

abso available on CD-ROM.} They oxake searching for in-
formation much fastes, but they play by peper phonebook
rules: Private numbers do pot appear in these directories.

But Web purveyon of move in-depth personal data are
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Alkense\\ ‘ . ‘

to Pry?

AFTER YEARS of
proclaiming the dewn -
of mn’d-mkwtbvm .
wallet, the first caed to actually get there
may be nothing as newfangled as a digitat
<ash card or a5 ominous a5 3 national ID card. )
Rather, it may be 2 new form of something you're .
sarrying already: your driver's licensa. *.
Several states are siow I ot pursult of igh-tech drd-
er's lioenses. Mew Jersey is studying an ambitious sew
'Mﬁvu’sh— -ﬂ!nn-hﬂddbdln-ﬂ
drive, bt
wuuwwumw&m
ey o b ey
be used
ance, and for cbtaining other stute bcenses, such asa fire-
arve permit. The cad wight also be used for dhctronic
Y

o

nftially, Mew Jersey hoped to beyin iswiag such 8-
canses by wid-1997. ot the early phases of its devel-
opment have been delnyed-—partly by debste aver the
Beoad scope of such 2 oense—so R way be 1998 or
intar before any form of smart tioenses appear.

Rah is aiso on the rad towand sultifunctionad st
teamas, State officlats say the ceeds will ave & bar
code on the front and & chrip enbedded on the back, and
ceuld be used for & wide rage of flnancisl apptications.
Ueak is actively seeking corporate sponsors to help off-
sat the cost of development, thus creating a iekas -
dusigrated merchandises,

Tesas and Penmaytvaria have stready beqm fesuing
more modest version of the digital licessa. In Teas, 4
mmwmmami
personal info ncluding sk
aad digital portraits, mmwuam
strip that stores. 3 small amoont of persomal data sd
can be swiped through standard cand readers and cash
segisters for verilying lentity.

Privary advocates worry that states e seering into

rapidly catchang up with the professional supphery-—and
m many cases buywng mformatn from them to repackage
for 3 broader mudience. American Information Netwock
{AIN}, which proudly proclyins ou its Web site that it in-
tends to “put the public back into public records,” runs
what is probably the most inviting and least intimidating
of these search sites. There is no signup process or com-
mitment, and al of its secvices sre offered individually, for
& Bat fee that typically ranges from $20 to $40, which you
«can pay for online with a credit card.

Not coincidentally, AIN manages one of this emerging
category’s better known resellers of public record services:
the officisl- sounding internet Department of Motor Viehi-
cles, or -DMY. You can’t renew your own driver’s licersse
at the LDMV, but you can take & peek at someone else's,
adong with his or her driving history. For a $20 fee, you can
search any ane of the 50 state {phas District of Columbia)
wmotor vevicles dxtabases. Many states require that you
know the driver’s license aumber to conduct » search, and
some require & date of birth. But you may be able to get
both of those pieces of information at the -DMY, too, with
2§35 ticense plate search, which requires only 2 tag num-
ber ta retrieve sl vehicle registration information. {The
amourt and type of information varies by state.)

Unike the profestionst services, AIN makes exccuting
2 search profoundly simele. You fill out & short form acline,
whicty inctudes your nune and phoae number-you’re not

Hundreds of
researchers on the

Web will gather
information for you

=—-or on youl.

snotymous as the searches, ither, Searches penerally take

. oae to four days to comphete, and the renits a2e sent b you

via cnail or fax. It's not fast, but there are no waiting Bines.
The driver’s Sotrte sexrch returna the kind of infor-

' mation you may have sssumed is only available o police

Al of tie identifying data that's
normally on & license i included —right down to eyeglans

ot 1Y oy



Seven Ways to Guard Your L
Online Privacy .

h
THERE IS NO WAY 20 stop the fow of personsf fnforsation
sbout you that's available online, Much of it comes from
“public records” that can tegaily be sold or distributed. -
Mennmnpunmhm-imd o
your personal data that appears online,  you'me 3o fn-
clined. Here are seven suggestions, culled from 3 variety
of privacy groups and experts:
(@et an untistad phone mumber, and get aut of the
phone book. Pubic phone tistings are the prisary soires of
formation for onfine and the
sturce for many other online services. Ganerally, phons
companies will not release any information about you if
you have an antisted number. Put “none” when asked for
your phone number on forms, or ask to have your phone
number kept saparate from official reconds,
(@Keep your Social Security mumbar close to the vest.
Soms business and governtent deatings require that
you supply i, but many de mod—ywt they® ask for it
anyway. Ask if 1's really necessary, and if you suspect
1t 50t use an innocuous fake one. Wumbers in the 987-
$5-4320 to 987-65-432% ange am safe cholces, since -
they're used Tor advertising perposes and won {nter-
fere with amyone else’s sumber.
{(3)Request that al personal information be removed from
maiting Usts and databuses. TRis souads 290 exsy and way
not abways work, but seversl services we contacted Indi- -
cated they would do 3o if they were asked, Hiat that you

restrictions and ogan donor status—and 3o sre any blsck
marks o0 one’s driving recard. This can include speeding
tickets, accidents, and the detes and locations of these vio-
hations. It may abio inciude drug o akohol-related convie
tions, and court pleadings and penalties.

AIN vakes the same sott of asy, plecernes! spproach to
Ihemdmmuemmdmmmhmn*d-

@ua:nmmdmm(mmm
signing up for 8 senvice or ssbscribing to 2 publi-
cation. For eample, using Jebn T, Jones for one,
John 2. Jores Tor secther. That way, you can Juep track - -
of who's seiling your asme to whom, or ensure they're
Meeping their promise not to sell your name. -

{E)Check your own credit repart mqularty. Order 2 copy

once & yeas from oo or more of the big three credit du-

wepus: Equitir (300-685-1111), TRAW (B00-682-7654), and

Trans Unioa (316-636-5100). You can not only check for

' errors. which are commen, but sho see wha's requested &

topy of your repert recently.

{(S)Secure your Intaraet cosnections. Several soRtware tnols
o services we available onBoe to help protect your privacy,
including ones that emble you te encrynt your e-mail or send
#t through “remailers” 10 it can't be traced back to you.
Othars Lot you surf the Web anoupmausly, without (etting site
Dperators know your identity, [See "Sites That Wil Pro-
toctwor Invade-~Your Privacy” for a sompting.]

(TMalee your ire known. Groups fike the Eectronic Privacy
Information Center and the Elactmevic Fronties Foundation
often welcome pasticipation. 8

buse will retrieve # Social Security munber if given a name
and address, while ancther fids information on the nine
nearest neighbors to sn addness.

Such services seem to have taken on & quiet popularity,
AN reports that its Web site receives about 80,000 “page
views” per day-—a very busy pace even by inflsted Internet
emsures—with sz mamy a3 40 percent of daily visitors
taking advantage of one or seore of its services, Not in-
clined to do it yourself? For & xmaB fee, undreds of pri-

wte i igators, public reconds hers, and credit-
checking services on the Web are willing to do the hunt-
ing and gathering for you_ar on you.

beat spouses. Some services provide more: inft
it would appesr at first glance. Tb:NnbodSunume
Scan service can S ial security
and driver's boerse numbers if requested, for example,
But AIN is hardly alone in dishing out small portions
of personal data to anyone with & Visa card. Atlessts
dazen Web-based services will take credit-card arders on-
linve for such information, and mawy more that advertise
their services an the Web will do 5o by phone or fax. Na-
tional Locator & Dats, for cxample, chaims to have access
10950 million records and lets you order more than 40 “in-
formation brokering® services from its Web site, One dats-

[ 3rsiid

‘Where does all of this lemwe your sense of privecy?
Mnmmmdmnm
are ways to minimize your request-
ing that your name be removed from certain online mail-
inng lists and databases But until frwnakers make some
fundamental changes sbout who can sell what to whom, it
seemns unlikely that the tide of personal information wash.
ing up on the Internet’s shoses will be stemmed. And in

- the process, much of the privacy we’ve enjoyed because it

was simply too inconvendent to invade it will be eroded.
Welcome to the information sge. ¢
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Mr. McINTOSH. I turn to Mr. Davis to introduce Mr. Holcomb.

Mr. Davis, Thank Kou very much. Let me say it is a pleasure to
have Rick Holcomb here. He is our commissioner of the Depart-
ment of Motor Vehicles in Virginia. This is a State agency that
serves approximately 37,000 customers a day in its 73 customer
service centers across the State. In addition, he oversees the collec-
tion of a ﬁroximately $1.4 billion in revenue annually for the Com-
monwealth.

While he served at DMV, he has implemented a number of
projects that have increased agency efficiency and produced posi-
tive results for customers: for example, installation of the Knowl-
edge Automated Testing System; transformed DMV’s driver testing
by replacing the paper and pencil test with comguterized testing.
My son flunked this last year when he went up for the first time.
But he flunked right away. I mean, he knew 1t very quickly. He

assed it the second time; straight A student. It was a boudgh test.

e system enables DMV to provide effective testing and faster
service for customers.

Under Mr. Holcomb’s guidance, motor carrier functions were con-
solidated at DMV providing, for the first time, one-stop shopping
for Virginia’s truckers. Motor carriers can now obtain alY operating
credentials and permits at a single location. Plus his plan has re-
duced duglication of functions such as auditing and accounting be-
tween different State agencies. One of his major initiatives cut the
process for driver’s license applicants from two steps to one, and
annually reduced agency transactions for original driver’s licenses
by almost half. '

By processing licenses for new drivers at the headquarters site,
Holcomb has reduced traffic in DMV offices by at least 4,000 trans-
actions per month. That is saving money for the Commonwealth
and making speedier service for the customers.

I just note that Erior to coming to DMV and putting such an out-
standing record there, he had a distinguished career on Capitol
Hill. He was chief of staff to John Linder, to French Slaughter who
was from Culpeper, VA, and to Craig James from the Daytona area
in Florida. He gained legislative experience when he served as gen-
eral counsel of the Senate Judiciary Subcommittee on Security and
Terrorism from 1983 to 1987, where he assisted Senator Jeremiah
Denton in drafting legislation ranging from bills on nuclear ter-
rorism to child abuse and child support.

Before that, he practiced law in Charlottesville and he was aiso
a member of the Virginia and D.C. Supreme Court bars, numerous
bars. He is also a native Richmonder and in 1976 graduated from
Hampden-Sydney College, in 1379 from T.C. Williams School of
Law at the University ot Richmond.

We are pleased to have you here today, Rick. Go ahead.

Mr. McINTosH. Thank you, Tom. I appreciate Mr. Holcomb com-
ing by today. And I can tell you that Mr. Davis does a great job
of representing your State and your district.

Mr. Holcomb, please share with us a summary of your testimony.

Mr. HoLcomB. Thank you, Mr. Chairman. And tKank you, Con-
gressman Davis, for that very generous introduction.

I would like to take my few moments to talk about the impact
that this legislation and the proposed rulemaking will have on Vir-
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ginia’s ability to deliver driver’s licenses to our customers in a
quick and efficient manner.

Over the past 5 years, we worked very hard and I think have
been successful in achieving a national reputation as well as an
international reputation for service delivery that rivals and even
exceeds service delivery in the private sector. We have raised the
bar for delivery of government services, emphasizing service that is
fast, convenient, and efficient. And neither our Governor, Jim Gil-
more, nor I, would daresay that any of our 5 million drivers would
like to see this reputation damaged or diminished as a result of
this unfunded Federal mandate.

First, in regards to Social Security numbers, I am pleased, Mr.
Chairman, that our State is 1 of those progressive States that you
referenced in your opening statement. Back in 1995, under the
leadership of then-Governor George Allen, Virginia legislation was
offered and aIpproved, removing the Social Security number from
the licenses. It is now optional; and since that time, 9 percent of
our drivers have selected that option and have had their Social Se-
curity numbers removed.

Obviously, to comply with this Federal mandate—because we
will resist any mandate that will put that number back onto our
license—but to comply with it, we will capture it in the bar code;
which still means it will be accessible to anyone who has a scanner
that can read a bar code, and we will verify it with the Social Secu-
rity Administration.

And, Mr. Chairman, that is where the nightmare will begin.
Using state-of-the-art technology, we currently are able to issue our
driver’s license in 1 of our 73 customer centers or even our 3 mobile
units. With an average wait time of 9 minutes, we are able to pro-
vide our license service in phenomenally fast order. During this
last fiscal year, we issued over 1.4 million original, renewal, or du-
plicate driver’s licenses.

Under this proposed regulation, at best we would add several
minutes to that process, and at worst we would have to revolu-
tionize our process and centralize it so that no one would be able
to leave one of our offices with a driver’s license.

Certainly if you look at the speed with which that can be done,
that is a tremendous concern. There are other national programs
that I(llave commitments to on-line checking time of 7 seconds or 3
seconds.

We also are concerned that the Social Security Administration
has seven potential responses, only one of which would be viewed
as a positive verification. And our question is: What do we do to
these Virginia citizens who, because of some bureaucratic snafu,
cannot have that number verified? Does it mean that they cannot
have their license issued or even renewed?

The other concern that we have got is trying to get our current
databank verified by Social Security. We have been trying to do
that for the last several years, to no avail, and would hope that cer-
tainly Social Security would be more willing to assist the States in
looking at the current databank and getting that in order before
this mandate would go into place.

We also think that the Social Security Administration would
need to be more user friendly and have a more comprehensive list
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of data fields. For instance, instead of only verifying on full name
and Social Security number, we would hope that maybe they would
be flexible enough to accept such variables as last name and Social
Security number, or match on a first name, last name, with a mid-
dle initial and having that matched with one that has the middle
name spelled out.

We also have some concerns about the concept of legal presence.
While in Virginia we require identity and Virginia residency, we do
not require legal presence, and that will certainly change the way
we approach things in Virginia. But even so, if you look at what
appears on their appendix D, for instance, someone who only J)os-
sesses a B2 tourist visa under the proposed rulemaking would be
allowed to get a Virginia license; while, on the other hand, someone
who may be a lawful refugee or a person lawfully seeking asylum
in this country may not be able to. So, we think at a minimum that
list needs to be looked at.

In conclusion, our major concern, however, is that this is an un-
funded Federal mandate. We note that the proposed rule states
that the President has included a measly $325,000 in the 1999
budget for the grants to assist the States. But, Mr. Chairman, I
will tell you that our cost to implement this unfunded Federal
mandate will exceed $1 million, and that includes what we antici-
pate to be $60,000 to $90,000 that will be paid to the Social Secu-
rity Administration to verify our existing file, as well as $18,000 a
year to continue to verify.

Mr. Chairman, this burden does become significant when taken
in conjunction with the weight of another unfunded Federal man-
date that the DMVs have, and that is the National Voter Registra-
tion Act, or the Motor Voter Act.

So in conclusion, Mr. Chairman, I do appreciate the leadership
that this subcommittee has taken in lookin? at an area and do ap-
preciate being given the opportunity to tell you what impact this
would have on our State. Thank you,

[The prepared statement of Mr. Holcomb follows:]
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Testimony of
Richard D. Holcomb, Commissioner
Virginia Department of Motor Vehicles
Before the National Economic Growth,
Natural Resources,
And Regulatory Affairs Subcommittee
September 17, 1998

Good moming, Members of the subcommittee. I appreciate the opportunity
to comment on the topic of a national ID card.

While Virginia does not take a position on a national standardized 1D, we
are concerned that proposed rule making from the National Highway Traffic
Safety Administration will seriously impact Virginia’s ability to deliver driver’s
licenses to our customers in a quick and efficient manner. During the past five
years, Virginia has earned a national and international reputation for service
delivery standards that rival and even exceed service delivery in the private sector.
Within our own state and across the nation, we have raised the bar for delivery of
government services, emphasizing service that’s fast, convenient and efficient.
Neither we nor our customers would care to see this reputation diminished at the
cost of an unfunded federal mandate.

I would like to respond today to the Iilegal Immigration Reform and
Immigrant Responsibility Act of 1996 as well as the National Highway Traffic
Safety Administration’s proposed rule making.

Yirginia already meets many requirements

Regarding the statutory requirements of Section 656(b),' Virginia already
complies with the application process and the format of the license itself,
including features to limit tampering and counterfeiting.

Al Secti fe ed in this d are Sections of the lllegal Immigration Reform and Immig
Responsibility Act of 1996.




108

Virginia, however, does not require that the social security number appear
on the license. Customers may opt for a randomly selected control number
instead. We do require proof of a social security number before we issue a driver's
license or photo identification card (assuming the customer has a social security
number). We retain the social security number of each customer on his or her
customer record.

Virginia lawmakers first offered customers this choice in 1995 in response
to a national public outcry over stalkings and murders made possible by
unrestricted access to individuals’ social security numbers and street addresses.
Since 1995, nine percent of driver’s license applicants have chosen not to display
their social security number on their driver’s license.

Indeed, Virginia’s privacy laws rank among the strictest in the country and
even exceed federal requirements.

NHTSA's proposal verify SSNs and Virginia's concerns

NHTSA proposes that, beginning October 1, 2000, every state will verify
each application for a new, duplicate, or renewal driver's license or identification
document electronically with the Social Security Administration, unless
previously validated. Technologically, electronic verification with SSA poses no
problem to Virginia's DMV. Instead, our concerns center around three issues.
First, we are concerned about the speed of verification with SSA; second, we
question what will happen when the system is down at SSA or when, for some
other reason, Virginia is unable to receive an immediate response from SSA; and
third, how will we handle social security number non-matches with SSA.

Additionally, we are concerned about the concept of lawful presence,
wording in Section 1331.6 of the procedures, and Virginia's implementation costs.

Speed of Verification

Virginia uses state-of-the-art technology to issue driver's licenses to
customers during their visit to one of our 72 customer service centers or three
mobile customer service centers. With an average wait time of only nine minutes
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per customer, Virginia's driver's license issuance process is phenomenally fast.
During fiscal years 1997 and 1998, Virginia issued approximately 1.4 million
original, renewal and duplicate driver's licenses.

With implementation of Q-Matic,” our automated queuing system, we
established an average service goal of 15 minutes; however, our employees
routinely beat this average by several minutes. Our first full month of Q-Matic
statistics showed an average wait time of 13 minutes. The same month a year
later, wait time had plummeted to an average of eight minutes.

The proposed rules could add significant delays to issuing driver's licenses.
We calculate that verifying with SSA will add an extra minute of processing time
for each driver’s license transaction. As a result, to maintain our current customer
service time, DMV will need to add additional employees to handle the processing
volume.

The proposed rules could also require centralization of our driver’s license
issuance process, thereby increasing costs, decreasing customer service, and
destroying our mission of offering customers one-stop shopping at any one of our
72 customer service centers and three mobile customer service centers.

We understand the response time in the National Motor Vehicle Titling
Information System pilot is seven seconds per transaction. Even faster, the current
response time for the National Driver Register averages approximately three
seconds. Virginia believes that the response time from SSA should certainly be as
fast or faster than either of these two system.

Therefore, we respectfully request that the proposed rules provide for a
guaranteed minimum response time from SSA. If SSA’s system does not respond

* Q-Matic first appeared in DMV customer service centers in 1996 and made standing in tine a thing of the past.
When entering a CSC, all customers are issued a numbered ticket within a designated service category, based on the
transaction. Customers then sit comfortably in fobby chairs and listen for their number to be called to a service
window or watch the electronic message board which flashes their ticket number and alerts them to proceed to the
appropriate service window. Categories are set up by the complexity and amount of time required to process the
transaction. One of the key benefits of the queuing system is the capability it gives managers to prioritize certain
service categories at specific teller windows during peak times {e.g., lunch times and the beginning and end of the
month). We often give priority to the simple transactions, such as vehicle registration renewals, during peak times.
This approach is similar to an express line in a grocery store. Prioritizing the quicker transactions moves these
customers through the office more efficiently and reduces the overall waiting times in offices.
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within that time frame, then states should be allowed to issue a driver's license
without verification of social security number. Alternatively, we request that the
states be allowed to issue a temporary document when the SSA system is down or
falls below the guaranteed response time,

Non-matches with SSA

With regard to matches of social security numbers, we understand SSA
provides seven responses, only one of which is a positive verification of the social
security number. Does this mean then, that this agency would be unable to issue a
license in the case of the remaining six non-match responses? Or, will the rules
allow us to issue a temporary document in some of these cases.

Virginia wholeheartedly supports the concept of social security number
verification and we recognize the advantageousness of not issuing driver’s
licenses to customers with potentially fraudulent documents. However, in order
for this proposal to work successfully for the states and our individual citizens, it
is critical that we validate social security numbers for existing records well in
advance of the October 1, 2000 deadline. Furthermore, it is essential that SSA
provide us with some sort of remedy for customers who visit one of our customer
service centers but whose valid social security number somehow turns up as a
non-match.

In order to keep non-matches to an absolute minimum, we request that SSA
select a comprehensive range of data fields. For example, we believe that it will
not be adequate to simply compare the full name and social security number. The
SSA system should be flexible enough to accept variables, such as Jast name and
social security number, or a match on first and last names with the middle initial in
one record and the middle name spelled out in full in the other record. SSA’s
system should also be able to use other fields such as birth date, city and state of
residence.

Further, we believe that SSA should be ready to receive our files as soon as
possible in order for us to compare social security numbers in existing records by
means of batch transmissions. We suggest that this happen long before October 1,
2000. In Virginia, customers will soon be able to renew their driver's license by
mail and by telephone. Therefore, it is critical that our current records match with
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SSA records to avoid unnecessary delays in our mail and telephone renewal
processes as well as for our walk-in customers.

Pre-validation of our existing records is the key to successful
implementation of social security number validation. On the other hand, DMV’s
system and, I suspect, SSA’s system will grind to a halt if we must validate every
customer’s social security number when they come in to conduct a driver’s license
transaction. Finally, the idea of turning away a customer and not completing his
or her transaction because we cannot validate the social security number or even
make contact with SSA is unacceptable.

Lawful Presence

Virginia is also troubled by the concept of lawful presence in the proposed
rules. Presently, we require applicants to prove identity and residency in Virginia.
The proposed requirement that citizens prove legal presence in the United States
or U.S. citizenship in order to obtain a driver's license or a photo identification
card is a radical departure from current Virginia law.

We understand the purpose of the Immigration Reform Act is to deter
illegal immigration into the U.S.; however, this should not be unduly burdensome
on legal residents, many of whom have held their driver's license all their adult
lives. We suggest that the rules clearly define eligibility requirements for a social
security number. ’

The rules should define what documents a person may provide to show
eligibility for a social security number, such as a U.S. birth certificate or a U.S.
passport. Once the rules clearly identify who is eligible, it will be the states’
responsibility to obtain proof of lawful presence from individuals who are not
eligible to obtain a social security number.

In addition, we respectfully suggest a further examination of the list of
lawful presence documents in Appendix D. In our opinion, this list is overly
inclusive in some areas.

For example, a B2 tourist (visitor for pleasure) in the U.S. could obtain a
driver's license by showing: a primary document such as an arrival-departure
record in a valid foreign passport; a secondary document such as a foreign
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passport, and proof of lawful presence, which again may be the arrival-departure
record (I-94) with a B2 visa. We do not believe that a temporary visitor to the
U.S. should receive a state-issued driver's license.

There are also areas where the list is not sufficiently inclusive. For
example, we believe a lawful refugee or a person lawfully seeking asylum in the
U.S. should be able to obtain a driver's license if they can produce the appropriate
primary and secondary documents.

Wording in Section 1331.6

We also have questions with regard to Section 1331.6 of the procedures.
Section 1331.6 (a) states that "before issuing a license or document each state
shall: require the submission of the social security number by every applicant for a
license or document." We assume that this is not true when the applicant does not
have a social security number and signs a centifying statement to that effect,
pursuant to Section 1331.6 (2) (d). If this is correct, then Section 1331.6 (a) (1)
should state "unless the applicant does not have a social security number and signs
a certifying statement to that effect, pursuant to Section 1331.6 (2) (d).”

Further, the procedures are unclear as to the process that states should
follow after the applicant signs the certifying statement. We assume that after the
applicant signs the certifying statement, states are to issue a license without a
social security number. [f this is true, this should be specified in the procedures.

We do not believe it is reasonable that states be familiar with the numerous
INS documents listed in the appendices. We suggest, therefore, that the rules
provide for INS to train states on an on-going basis at federal expense. The
training should instruct states to identify recent and current INS documents, as
well as possible forgeries.

In addition, INS should provide states with a current version of each INS
document mentioned. Lastly, INS should supply the states with a new version
whenever they modify their documents.
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Implementation Costs

Virginia notes that the proposed rules state that the President included a
request for $325,000 n his fiscal year 1999 budget for grants to assist the states.
Virginia is certainly interested in participating in any grant program; however, we
calculate our costs for the new driver's license to be in excess of $1 million. This
includes the cost to add a bar code to the driver's license, as well as bar code
readers and personal computers to support the bar code readers.

We estimate that it will cost Virginia approximately $60,000 to $90,000 to
match all existing records with SSA. In addition, there will be further continuing
on-line costs of approximately $18,000 per year to match applications for new
driver's licenses. These costs are significant, especially when you consider that we
are shouldering the weight of another unfunded federal mandate— the National
Voter Registration Act, also known as motor-voter.?

I appreciate the opportunity to comment on the proposed rules. I am
confident that the proposals can work with prompt and guaranteed response time
from SSA, variable matching criteria, an established remedy for customers whose
social security number comes up as a non-match, pre-validation of existing social
security numbers through batch transmissions, clarification of the requirements for
lawful presence as well as language in Section 1331.6 along with adequate
funding for the states. At both the state and federal levels, we are working toward
the same goals—protection of our citizens’ interests and the prompt, convenient
and efficient delivery of government services.

Again, thank you.

* DMV is very proud of the record of success in implementing the Nationa} Voter Registration Act (NVRA). Since
implementing this program in March 1996, DMV has assisted in the voter registration of 449,058 persons and
handled the name and address changes for 106,416 persons, The costs of this successful record of achievement has
been absorbed by DMV.
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Mr. McINTOSH. Thank you. I appreciate your coming and your
testimony. Let me make sure I understood. Your preference would
be to repeal the requirement. But if we leave it there, those are the
changes that you think need to be made.

Mr. HoLcoMsB. Yes, sir.

Mr. McINTOSH. Have you submitted those comments to NHTSA?

Mr. HoLcoMB. Yes, sir. We have filed our comments as part of
the proposed rulemaking, and I can provide those for the record
should you so desire.

Mr. McInTosH. That would be 1grelat. Thank you.

[The information referred to follows:]
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COMMONWEALTH of VIRGINIA

Department of Motor Vehicles

Fost Office Bux AMid
Richard D. Holcom 2300 West Broad Street {‘,';.“’,',,"" RS
Tuly 31,1998
Docket Managewent, Room PL-401
National Highway Treaffic Safety Administration
Nassif Building

400 Seveath Street, S.W.
Washiogton D.C. 20550

Dewx Sirs:

Re:  Docket No. NHTSA-98-3945
State-fasued Driver's Licenses and Comparsble Identification Documents

‘We write with Virginia's to the proposed rules
implementing the lllegal mmmxmmmmwmmmy,\mnm
which sppeared in the Foderal Register, Volume 63, Number 116, oa Wednesday Juoe
17, 1998. We apprecistc the ity to d

P 4 (3

Virginia atready complies with the statmtory requirements of Sectios 656 (b), with
regard to the application process, and the form of the license itself, including feanmes to
Himnit wmpering and counterfeiting. With regard to the social security oumber, Virginia
docs not require that the social security number appear on the license, but we do require
that proof of the sacial security aumber be submitted by every applicant for s driver's
ticense snd photo ideatification card (assuming the applicant has a social security
number). The applicant may opt to use a control munber that appears on the face of the
license, but the social security oumber is retained on the person's record,

We note that NHTSA proposes that, beginming October 1, 2000, each State shail
verify each application for 2 new, duplicate or renewal drivex’s license or ideatification
document electronically with the Social Secwrity Administration (SSA), usless previously
validated. We sre sure that Virginis will have the technical capability to verify
electronically; bowever, we are concorued with the following: (i) the speed of verification
by SSA,; (i) how non-matches will be handled; and (3ii) what happeas when the system is
down st the SSA, or wheu for yome other reason, ws are unable 10 obtain an immediste
responsc 10 a verification from SSA.

FAX: (W04) 3676631 TDD: 1-000-272-0363 EMAL: tommish@iav.sni.vaes  WEB SITE: wew.dnv.anie.vi.ea
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Nauonal Highwsy Traffic Sefety Admimistration
Daocket No NHTSA-94.1945

July 31, 1998

Page 2

With regard to non-matches, we have been advised that there will be sevea
possible responscs from SSA on a non-match. Is it intended that ail non-match responses
are to result in no license being issued, or will the rules ailow for & temporary document
to be issuad to the customer in some instances?

Another concern in relation to the verification from SSA is the response time. In
Visginia, we issue driver's ki directly to the during his or her visit {0 ooc
of our customer service centers. Our system is siate of the art and has beea built to
provide the ultimate in customer service. The Virginia driver's license issuance process
i almost i , with an average wait time of only twenty minutes per customer.
In FY 1594 and 1995, DMV issued over 1.8 million driver's licenses per year. We are
concerned thet these rules will add significant sdditional delays to the driver’s license
issuance process and wwy require centralization of driver's license issuance, thercby
destroying DMV's mission of de-centralization through 72 customer service centers
statewide. Fusther, we wish 10 make sure that the rules are pot written in such & way a3 o
effectively p over the counter § ofap driver's license, thereby
dramstically increasing costs and d ing stevice.

We request, therefore, that the rules provide for  minimum gusrantsed response
time: from SSA and that If the system is not respooding within that time frame, then the
stambuxﬁmwm:&im‘slimmmvuiﬁuﬁmotmomlcecwity
number. Alematively, that the states be permiticd 10 issuz & temporary d when
mcSSAsmeisdomwfﬂlsbelthbegwmmdnspomﬁme. We believe that the
goaranteed resp time should inly be no less than the current response time for
the Nationa) Driver Registry (NDR). We understand that the respanse time in the
NMVTIS pilot was seven ds per ion and we propose that this should be the

d mipi P time for the $SA system.

Further, we believe it is conential that SSA ia ready to receive our files as soon as
possible in order for us 1o compare social ity bess in existing is by means
of batch issi We respectfully suggest that this should be done long before
October 1, 2000, In Virginia, customers will be able 10 renew their driver's licenses by
il and by telephone and it is crucial that our current records be matched with SSA
Mhmwamwy&hnmwwmwlwmmwdpmu.
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Natioval Highway Traffic Safety Admimsteation
Docket No NHTSA-98-1945

July 31, 1998

Page 3

We believe that SSA must be comprehensive in the data fields that the sgency
sclects in order to keep “no hes” to an abaol ini We suggest thut it will
not be adequate to simply compare the full name and social security number, The SSA
syvem must be fexible enough to except variables, for example, that the Last name and
the social security number match, or that the names match sxcept for & middle initial in
one record and the middlc name spelied out in full in the other record. Other ficlds
should aiso be entered 1o obtain a match, such as birth date, and city and state of
residence.

We are also troubled by the Bt of lawful p in the proposed rules. The
requiremcnt that citizens prove legal presence is the United States, or US citizenship, in
ordet to obtain 8 driver’s license or 8 photo identification card is & radical departure from
current Virginia law. Presently, applicants are required to prove ideotity and sesidency in
Virginia. We understand the purpose of the Immigration Reform Act is to provid
& to illega! immigration into the US; however, it should not be unduly
burd: on Iawful residents, many of whom have held theiz driver's liocase all their
adult lives, We suggest, therefore, that the rules clearly define who is aligible, and who is
not eligible, to obtain & social security number (see Appendix D).

The rules should define what documentation is required to show & person is
eligible for s social secusity number, but bas not obtained one; examples of such
documents may be 2 US birth certificaie or » US pussport. Once the eligible group has
been clearly identificd, then the states will know wiich individuals do not have a social

¥ ber and are ineligible to obtain onc. The states will then be required to
obtain proof of lawful p d ion from these individuals who are not
eligible to obtain a social security sumber.

We respoctfully suggest that the tist of lawful p d in Appendix D
should be examined further. There are areas in which the fist is overly inclusive, for
example, & B2 {visitor for plessure) tourist in the US could obtain & driver’s license by
showing: (i) a primary dooument such as an arrival-departure record in a valid foreign
passport; (i) a dary d such s a foreign passport; and (ii) proof of Jawful
prescace, which again may be the amival-departure record (1-94) with 2 B2 visa. We do
aot think that 2 temporary visitor to the US should be given a state-issued driver’s
license. Mmdnmuwh«eﬂuhnmynmhemtﬁcienﬂywwve.tormplc,
we believe & lawful refugee or a person lawfully seeking asyhum in the US should be sbie
mmgmsmsfmmwkmmwuwmm
secondary documents.
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Natiopal Highway Traffic Safety Adnumstration
Docket No NHTSA-98-394%

July 31, 1998

Page 4

‘We also have questions with regard to §1331 6 of the procedures. §1331 6 (a)

mmwm-m«mmmm (1) require the

b ion of the social by every applicant for s licerse or document.™
Wemm&eubowmmnotmwm&mlmdoam&wgw
gecurity number and signs & certifying staternent to that effect, pursuant to §1331.6 (2)
(d). 1f this is comrect, then $1331.6 (2) (1) should state “unless the applicant does not bavs
a social security number and signs 8 certifying statement to that effect, pursuant 1o
§1331.6 () ()"

Further, the procedures are unclear a5 10 the process 1o be followed after the
upplicant signs the centifying staterment. We sanzne the intent is to allow the issuence of
 license without a socisl security munber onee the centifying ststanent Is signed;
however, this should be specifiad in the procedures,

‘While thers are variations b Virginia's p  list of scoeptabl
& ion and the prop MorminAMmAﬂm;hbof&c
mh,wedoseaﬁwdunkmd:ha\nﬂm, ional list of sccep
provcndamtynnd idency. We would, b , refer the reader 10 our earlior
A dix D. Funhnmmwcéomtbahwcnum%m

mmumammmhybefanﬂmm&ﬂoiﬁemms
documents listed i the appendices. We suggeat, therefore, that (i) the rules provide for
mgr«mmmnmwuwmmupmwms The
training shouid, at & minimum, oathu\umwmuwdlum

lons of each & and i i & genvine d s well s
yowb)em(ﬁ)umsumpoumefwwwﬁh;dnmmﬂum
wmmofenhmsdmmmmd,md(mjﬂ»mshmmbktuwm
the states with a new version wh ges are made 1o & p

Wemwhwmmmnh?mm-mh
nx.mmmwmxmwmmmuﬂnum Virginia would
certainly be interested in participating io sny grant p , we caloulate our
mfottbewmthm-whemmofﬂml!m This cost includes the
mww;um»uam‘.mswwuwmmwm
computers to suppart the bar code readers. In addition, we estimate that it will cost
Virginis approximstely $60,000 to $90,000 to match all existing records with SSA and
mmuwmmm«mysxxmwmmm
sppiications for new driver’s lioenses.
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Nauonal Highway Teaffic Safety Admunstcation
Docket No. NHTSA-98-3945

July 31, 1998

Page 5

We appreciate this opp ity to on the proposed rules and hope you
will incorporate our suggestions into the fiaal rule.

With kindest regards.

Sincersly,

T UV

Richard D. Holcomb
RDH:sj»
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Mr. McINTosH. Mr. Grindley, you mentioned that all 50 States
sell their driver’s license information. And apparently there was a
statute that Congress passed that has been struck down by the
cgurts as being in violation of the 10th amendment that prohibited
that.

What is your experience in Georgia—and I was going to ask Mr.
Holcomb also in Virginia—can the States be preva.i%ed upon to limit
that themselves, or what is the dynamic in your State for the deci-
sion to do that?

Mr. GRINDLEY. It needs to be a State issue, but it seems to be
driven from a Federal guideline. I got that information again out
of this Popular Science that said all 50 States.

In Georgia, we are in the minority party, unfortunately, but until
that changes we do not have a lot of—that is just the way it has
always been, and that is the way it will always be until something
changes in that regard.

Mr. McINTOSH. Is it a fiscal benefit? I mean, presumably if they
are selling the information, there are some receipts.

Mr. GRINDLEY. They are kind of tight-lipped on that, I guess is
what I am saying without saying it. They are not anxious to share
that. And now I have a littfg controversial relationship with the
head of the State Patrol since I blasted him on TV for trying to
veto it after he promised me it was no problem. So, we are not on
talking terms.

Mr. MCINTOSH. Been there, done that with different officials.
Well, if you find out anything more when you return, let us know.

Mr. GRINDLEY. Sure.

Mr. McINTOSH. Mr. Holcomb, how about in Virginia?

Mr. HoLcoMB. Mr. Chairman, this may surprise you, but you
should not believe everything you read. Virginia does not make
their private information commercially available. We have certain
limited circumstances; for instance, someone who is verifying for
employment or insurance companies. There are certain ways that
you can get that information, but it is not commercially available.
It cannot be used for marketing.

Virginia’s privacy statutes are probably stronger than even the
Federal statutes, and we will fight to continue to protect the pri-
vacy of our individual drivers.

Mr. McINTOSH. So, let me make sure I understand how that will
work. If an insurance company wanted that information, would
they contact you, or have you transferred it to a private company
that provides it on a limited basis for that use?

Mr. HoLcoMB. Mr. Chairman, the insurance companies would
have a use agreement with us. In Virginia, the same as Indiana,
we have a vendor or a third party. Ours is called VIPnet. I am not
sure what it is called in Indiana. I think it is Indiana Interactive.
But there is a use agreement which they sign and they are told
what restrictions are on the use and the redistribution of that in-
formation, and should they violate that, they lose their right to get
that information.

But they get that information to determine insurability. Pri-
marily, they look at the person’s driving record, determine if this
person should be insured or not; as well as law enforcement, obvi-
ously, has access to these records.
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Mr. McInTosH. Now, what would happen if someone like Ms.
Cross came back—and they probably do not even know that is hap-
pening—but suppose one did, and said, “Can you guarantee that
my driver’s license information has not been misused?” Would you
investigate?

Mr. HoLcomB. Yes, sir, Mr. Chairman. And we have had those
occasions where the information that has been made available law-
fully has then been redistributed and we do a thorough investiga-
tion. And there have been occasions where some of our users have
been removed from the list because they were not protective
enough of the information.

Mr. McInTosH. I am, unfortunately, going to have to go vote. But
one last question, Mr. Flaherty. Has your committee, with the Na-
tional Council of State Legislatures, taken a look at, say, a uniform
State bill on privacy rights like the Virginia one, or is that a
project that you all might want to take up?

Mr. FLAHERTY. It is something I am not aware that we have done
at this point. But our committees are all somewhat patterned on
the committees in Congress, and the times that we meet, three
times a year probably, it may be something that one of them may
be going into. I am not aware that we have done that just at this
point.

Mr. McintosH. Mr. Holcomb, I wanted to also ask, the Vice
President has said that he agrees with us that the national medical
ID should not go forward until there are adequate privacy protec-
tions. Is that possible, to have adequate privacy protections, or
should we just drop that entire idea of a national medical ID? Any
views on that? Including Mr. Nojeim, if you have anything you
want to say on that. I understand Ms. Bitol was the one who ad-
lltill;essed that, but if the ACLU has any comments on that, let me

ow.

Mr. NOJEIM. In our experience, and this is unfortunate, when
privacy protections are built in, over the years, sometimes over the
months, they are taken awsay one at a time because somebody
comes up with a new use for the data that has been gathered. So
I rather doubt that there would be a way to put in place privacy
protections that would actually work for good.

The problem is that there needs to be a way, though, when a per-
son is, for example, unconscious and somebody wants to do some-
thing, they need to know what medicine that they are taking, that
kind of thing. There are going to be emergencies where that infor-
mation is going to be needed. So the problem is to respond to the
emergencies but without setting up this whole data base system
that has been proposed and is now on hold.

Mr. McINTOSH. So it does not need to be centralized.

Mr. NoJEIM. It does not need to be centralized.

Mr. McINTOSH. Any comments from any of the other panel mem-
bers on whether privacy protections are adequate, so at the Federal
level we should go ahead with some of these data bases?

Mr. FLAHERTY. I would only point out, it is interesting to note
the juxtaposition of when there has been debate on the national-—
the medical ID card, it has centered around the debate, should we
do this, this is a good thing to do, yes or no. In contrast to what
we have been talking about, with the driver’s licenses, where it just
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mo;ﬁ or less happened, there was not a debate on the Federal level
at all.

As far as the privacy, I think people have raised concerns that,
you know, you may already be able to obtain, quite easily, Social
Security numbers. 1 would think that overarching it may be some-
thing more for Congress to look into. Certainly something we are
concerned with in the States and in Connecticut, we are consid-
ering whether or not we may privatize the State technology. Pri-
vacy has become a main part of that debate.

Mr. GRINDLEY. Mr. Chairman, I would simply bring to you the
fact that 17-year-olds are breaking into our Pentagon systems, into
their data bases. If they have this capability, if there is a pool of
knowledge that has a monetary benefit in any way, shape, form,
or fashion, it will be compromised. And I think that is too impor-
tant. There are some valid points, that if someone is unconscious
and you need to know what the.;r are allergic to. It is a slippery
slope. How far are we going to go?

Mr. McINTOsH. Thank you all for coming. I appreciate it. This
has been of tremendous benefit to us, and we will make this avail-
able to the committees of jurisdiction in these areas. The committee
stands in adjournment.

[The prepared statement of NHTSA follows:]
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Statement by the
National Highway Traffic Safety Administration
to the
Subcommittee on National Economic Growth, Natural Resources, and
Regulatory Affairs
of the
Committee on Government Reform and Oversight
September 17, 1998
Mr. Chairman and Members of the Subcommittee:

We are pleased to respond to your request to testify on the
National Highway Traffic Safety Administration’s {(NHTSA) proposed
rule on “State-Issued Driver’s Licenses and Comparable
Identification Documents.” You have asked that we address the
proposed rule and provide an overview of the comments that we
have received. ‘

Our proposed rule is intended to implement one subsection 6f
the Illegal Immigration Reform and Immigrant Responsibility Act
of 1996, P.L. 104-208, legislation intended by Congress to
provide more effective measures to prevent illegal immigration to
the United States and to detect and return persons who have
entered the country illegally. Subsection 656(b) of the Act is
intended to prevent the use of State driver’s licenses and other
identification documents by illegal immigrants seeking to obtain
benefits under Federal programs.

_Subsection 656 (b) seeks to ensure that Federal agencies
verify that persons applying for benefits under Federal or
Federally funded programs are lawful residents of the United
States. State-issued documents such as driver's licenses are

among the means by which an applicant’'s status can be verified.
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The Act reflects Congress's concern that these documents are
often falsified. The subsection accordingly prohibits Federal
agencies from accepting, for any identification-related purpose,
a driver's license or other comparable identification document
issued by a State unless the license or document satisfies
certain requirements.

Subsection 656 (b) establishes three requirements that State-
issued driver's licenses or other comparable identification
documents must meet before Federal agencies can accept them as
proof of identity. We will address each requirement in turn and
explain how our notice proposes to implement the requirement.

The first requirement concerns the application process for

these documents. §656(b) (1) (A} provides that:

{i) APPLICATION PROCESS.-- The application process for the
driver's license or identification document shall include
the presentation of such evidence of identity as is required
by regulations promulgated by the Secretary of
Transportation, after consultation with the American
Rssociation of Motor Vehicle Administrators.

The notice accordingly proposes a process under which
applicants for a new or duplicate license or document would be
required to submit two identification documents. Applicants for a
renewal would be required only to submit their current license or
document. The notice proposes a list of primary and secondary
documents from which the State could select two documents for
identification purposes. The primary document list consists of
24 documents, including such documents as a State or Canadian

photo driveris license that has been expired for less than a
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year. The secondary document list includes an additional 22
documents that serve to confirm the applicant's identity,
including a photo driver's license that has been expired for more
than one year. Together the documents would establish the
applicant's identity, ae required by §656(b).

The second requirement concerns the use of social security
numbers, either on the documents or as part of the application
process. $656(b) (1) (A) provides that

{ii) SOCIAL SECURITY NUMBER.-- Except as provided in

subparagraph (B}, the license or document shall contain a

social security account number that can be read visually or
by electyonic means.

* % * & B

(B} EXCEPTION.-- The requirement in subparagraph
{A} {(ii) shall not apply with respect to a driver's
license or other comparable identification document
issued by a State, if the State-

(i) does not require the license or document to
contain a social security account number and

{ii) requires-

(I) every applicant for a driver's license,
or other comparable identification document, to
submit the applicant's social security account
numbey; and

(1I) an agency of the State to verify with
the Social Security Administration that such
account number is valid.

The proposal would not require a State to place the social
security number on driver's licenses and identification
documents. A State may do so, but need not. The notice proposes
that a State shall require an applicant to submit a mocial
security number and that the State shall verify that number with
the Social Security Administration. The verification requirement

would apply to States that use the social security number on
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their licenses and documents as well as to States that do not
The proposal alsc provides that aliens lawfully in the country
but not able to obtain a social security number may instead
present documentation showing their lawful presence.

The third requirement in §656(b} {1} (A) concerns the form of
the documents, and provides that:

{iii) FORM.-- The license or document otherwise shall
be in a form consistent with requirements set forth in
regulations promulgated by the Secretary of Transportation
after consultation with the American Association of Motor
Vehicle Administrators. The form shall contain security
features designed to limit tampering, counterfeiting,
photocopying, or otherwise duplicating, the license or
document for fraudulent purposes and to limit use of the
license or document by impostors.

The notice correspondingly proposes that the license or
identification document contain such information as the
jurisdiction of isgsuance; the full name of the applicant; the
applicant's date of birth; the applicant's signature; and a
physical description of the applicant, which may include sex,
height, weight, and eye and hair color. The document would be
required to have one or more security features drawn from a list
of 19 such features, including ghost images, ghost graphics,
holograms, optical variable devices, and so on.

The agency reviewed the potential costs of this regulation,
using estimates it received from five States, and estimated that
the total naticnal cost agsociated with the regulation would be
between §$24.8 million and $72.6 million in the first year and
between $7.7 million and $51.7 million in each subsequent year.

Our purpose in quoting at length from the Act and the
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corresponding portions of the proposal is to emphasize that the
notice follows the requirements set forth in the Act.

To ensuxe that the rule would be compatible with State
systems, Congress directed the agency to develop the rule in
consultation with the American Association of Motor Vehicle
Administrators (AAMVA), the organization representing the State
driver's licensing agencies. In developing its proposal to
implement these requirements, the agency consulted with AAMVA at
every step of the way. The appendices to the proposal, in which
the agency lists a variety of documents for use in identifying
applicants, are derived from a model program developed by AAMVA.

The agency is now receiving comments on the proposal, having
recpened the comment period in response to a request from
Representative Barr. As of this date, the agency has received
more than 2,000 comments, and anticipates receiving many more.
Since we are still recelving comments on the proposal, we will
not be able to address the agency's response in this statement.
However, we can give you a brief description of the comments we
have received to date. The AAMVA, with whom we developed the
proposal, affirms in its comment that the proposal reflects the
recommendations AAMVA made at the various stages of the
proposal’s development and that the proposal accords with the
needs of State driver licensing agencies.

We received comments from individual State agencies, State
legislative organizations, and other organizations familiar with

the driver licensing process, as well as organizations with an
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6
interest in issues of privacy. Some suggested changes to various
details of the propesal. Four States objected to the proposal
that all States must verify social security numbers, not just
those States that do not use the number on their licenses and
documents, on the grounds that this would exceed the agency's
authority under the Act. Several comments objected to the entire
proposal because of its costs, which they believe greatly exceed
the agency's estimates, and because these costs, without Federal
reimbursement, could represent an unfunded mandate. Other
comments objected to the process on privacy grounds, fearing that
more widespread use of the social security number could lead to
easier access to personal information and to identity fraud.

The great majority of comments from the general public were
extremely negative. Almost all of these comments object to the
proposal in the strongest terms. The thrust of their objection
is that they oppose the use of the social security number and
what they uniformly regard as a proposal for a *national
identification card.”

The Administration had itself expressed concerns along these
lines during the consideration of the Act, at a point where the
legislation would have required the social security number to be
placed on the license. The Department of Justice, in commenting
for the Administration, expressed its strong reservations about
this requirement, which it believed could lead to licenses
becoming "tantamount to a universal identification caxrd.* It

also suggested that the Act could create an unfunded mandate.
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As vwe have stated earlier, subsection 656(b), as enacted,
provides that the social security number need not appear on the
license. The proposal accordingly does not propose that the
social security number must appear on State driver's licenses and
documents. It would appear that, for many commenters,.any
proposed use of the social security number raises the prospect of
a national identification card, even if a State uses the number
only to verify the identity of an applicant and does not use the
social security number on State documents.

It is not our purpose to address the merits of Section
656(b}, but only to state that in executing its reguirements we
sought to be faithful to the provisions of the Act.

The publication of the proposal gives the public the ability
to see whether they agree with the underlying law. Insofar as
all the provisions that have provoked public opposition are in
fact reguired by the law, the Subcommittee has an opportunity to
assess the public reaction directly. If it is the view of the
Subcommittee that Subsection 656(b} has potential consequences
that were not intended, we would be glad to work with the
Subcommittee to devise alternative legislative means of
addressin§ the purposes of the Act while ensuring the integrity
of drivex’s licenses.

We want to state clearly that we have no programmatic
interest in whether a final rule is issued. We issued the

proposal because we were directed by the Act to do so. The use
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of the social security number, which has proven highly
controversial, has little bearing on the safety mission of the
agency. Whatever the outcome of the rulemaking, the effect on
our safety programs will be marginal. Yet we do not have the
authority to amend the controversial aspects of the proposal or
to termipate rulemaking.

To the extent that the controversy over the propeosal is
requiring us to address thousands of comments from angry members
of the public, we would welcome the Congress’s reassessment of
subsection 656(b). Whether you choose to reaffirm its current
requirements, amend it to achieve its purpose more precisely, or
repeal it, we will execute your decision accordingly.

This concludes our statement. Thank you for the opportunity

to submit our views.
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[Whereupon, at 11:38 a.m., the subcommittee was adjourned.]
{Additional information submitted for the hearing record follows:]



132

STATEMENT BY
CONGRESSMAN BOB BARR (R-GA)
BEFORE
THE HOUSE OF REPRESENTATIVES
COMMITTEE ON
GOVERNMENT REFORM AND OVERSIGHT
SUBCOMMITTEE ON NATIONAL ECONOMIC
GROWTH, NATURAL RESOURCES, AND
REGULATORY AFFAIRS
ON SEPTEMBER 17, 1998

NATIONAL CITIZENS IDENTIFICATION CARD




133

1 would like to thank the subcommittee for holding today’s hearings on the
establishment of a national identification card. 1 believe today’s hearing will
sharply focus the American people’s attention on an issue which may have major
consequences for each and every citizen now and for many decades to come.

In 1996, the House of Representatives had a lengthy debate on the lllegal
Immigration Reform and Immigrant Responsibility Act of 1996 (IIRIRA). As
passed by the House of Representatives and sent to the U.S. Senate, the HRIRA
did not contain any provision for federal mandates to implement a National
Identification Card.

The Sensute added a provision to the immigration legislation -- Section 656 -- in
the Conference Committee that very explicitly provides for National 1D Card
Program to begin moving forward and to be completed in October 2000. This
provision was never debated in the Senate or the House, in fact, it was never
discussed publicly. The House never voted on this provision with full debate on
the constitutional and other legal implications of developing a national
identification card.

Eventinlly, the Immigration Bill, including Section 656, was placed in the
Omunibus Consolidate Appropriation Bill for Fiscal Year 1997, which was passed
just prior to adjournment in the fall of 1996,

The National Highway Traffic Safety Administration (NHTSA) of the
Department of Transportation proposed rules that were published in the Federal
Register on June 17, 1998. These proposed regulations explicitly set forth a plan,
now underway, directing that only identification cards with the data in the form
and substance specified will not be acceptable for any federal programs and
benefits.

The process of developing this national identification card is predicted not only
on what will be necessary for a “federal benefit cards,” but also tells the states
they must also, for their driver’s licenses or similar identification cards, include
a list of specific information and a form acceptable to the federal regulators.
The heart of this identification system will be Social Security numbers.

Recently, the Department of Transportation has promulgated a rule to provide
the basis for a national identification card. It does this in part by directing that
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all federal agencies may accept as proof of identity only a driver’s license or
identification document that conforms strictly to certain, specific and uniform
requirements; and that if a state driver’s license issued by any state fails in any
respect to conform to such requirements, it shall not be acceptable for any
federal purpose or by any federal agency. The proposed rule also requires that
all driver’s licenses or identification cards contain a Social Security number.
Individuals applying for driver's licenses will be required to provide a Social
Security number which will be verified with the Social Security Administration.
The number will be placed on the driver’s license.

The extended use of Social Security numbers in this manner could then justify
state and federal proposals to link even more private information, such as
health, education, banking, travel or firearm purchase records. While this
apparently was not the intention of that provision in the 1996 law, it will be its
result

Mr. Chairman, I want to take a moment to specifically state the proposed rule
by the NHTSA violates the basic principles of the Tenth Amendment of the
Constitution. Every state in this nation follows basic rules of the road when it
comes to qualifying for the privilege of driving. A stop sign in Georgia looks like
a stop sign in Indiana. However, driver’s test are administered by each state, and
the license is issued by that state. Driver’s licenses are documents issued by the
states under their own purview, and their regulation has never been placed in
the hands of the federa) government. The majority in Congress have taken
numerous steps to stop the encroachment of federal agencies on the rights of the
states. These NHTSA proposed rules are a clear example of the federal
government mandating to the states how to deliver basic needs to its citizens.

In addition, there is the belief the NHTSA has underestimated the cost of this
proposed rule which prevents it from coming under the provisions of the
Unfunded Mandates Reform Act of 1996 (P.L. 104-4). Documents show the
NHTSA’s estimates are drawn from only five states which are not a
representative sample of the United States. Information demonstrates that the
cost for one state could be as high as $25 million. In turn, the cost for all 50
states to comply will far exceed the $100 million cap established under the
Unfunded Mandates Act. Mr. Chairman, you and I, both support the Unfunded
Mandates Act because we were both sent to Washington with the message “Let
the states govern themselves, without the heavy hand of the federal government
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showing them the way.”

Mr. Chairman, [ want to take a moment to discuss the Citizen's Protection Act
of 1998, H.R. 4197. When [ first learned about the proposed rule by NHTSA, 1
introduced legislation which would revoke Section 656 of the Illegal Immigration
Reform and Immigrant Responsibility Act of 1996. H.R. 4197 would provide
general prohibitory language that no federal agency may construe any law as
authorizing, directly or indirectly, the issuance or use of a National Identification
Card.

I and many others, including millions of citizens, do not favor a national
identification card and are very concerned with the moves in this direction, as
well as with the method whereby this provision of law was implemented. When
I introduced my legislation, I held a press conference in my home state of
Georgia. Joining me at that event, where grassroots organizations as diverse as
the Christian Coalition and the American Civil Liberties Union (ACLU). They
pledged their support for this legislation, and stressed their opposition to a
national identification card. Since that press conference, groups such as Eagle
Forum, Americans for Tax Reform, the CATO: Institute, the Coalition for
Constitutional Liberties, and others have raised their opposition to NHTSA
about the proposed rule and their support for individual constitutional liberties,

The Illegal Immigration Reform and Immigrant Responsibility Act was written
to assist in dealing with the increase in illegal immigration in the United States.
1 believe the United States needs to take steps to protect our borders and provide
the necessary resources to stop the spread of illegal immigration throughout this
nation. Some have argued Section 656 does just that.

These individuals say Section 656 was written to help employers identify illegal
aliens. However, each one of us here today knows that illegal aliens will be able
to obtain inexpensive fraudulent documents, which some businesses will use as
a way to justify that the individuals in question are legal while knowing there is
high probability the person is an illegal alien. These sweeping and far-reaching
proposed rules place the burden of compliance with a national identification
system on law-abiding citizens, and no real obstacle for an illegal worker to
obtain a fraudulent document.

The Clinton Administration recently proposed the establishment of a health
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identification card. As each of us are aware, that proposal was almost
immediately withdrawn by Vice President Al Gore because of the far reaching
consequences of the proposal.

Mr. Chairman, the NHTSA proposed rule could lead the federal government to
obtain information and develop a database which can include medical,
economic, and personal information on each and every citizen. This type of
database clearly poses a threat to the liberties embodied in the Constitution.

The NHTSA has extended the period of public comment but only to October 2,
1998. 1 appreciate this, but it is not sufficient. It does not allow us to fairly
address this issue. [ urge the NHTSA to rescind these proposed rules so Congress
can debate this important issue, and then provide an informed response to illegal
alien identification fraud.

Once again, I thank you for holding today’s hearing and Jook forward to hearing
the testimony of today’s witness..
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Mr. Chairman, I appreciate the opportunity to present my views regarding the Federal
Government’s plan to create a national ID card, assign every American a uniform health identifier,
as well as the trend toward transforming the Social Security number into a uniform numeric
identifier. The creation of these identifiers rep! perhaps the gr threat to liberty facing
Americans today. When one closely examines the details of these schemes it becomes clear that
the prop of Big G wish to forbid Americans from going to work, getting a job,
boarding a plane, seeing a doctor or conducting any other major life activity without their
federally-approved identifier.

Such a system is incompatible with American liberty. If history teaches us anything, it is that when
government gains the power to monitor the actions of the people, it eventually uses that power to
impose totalitarian controls on the populace. American could very well come to resemble Naz
Germany or Saviet Russia, where state officials could arbitrarily punish innocent citizens for
failure to produce the correct “papers!”

However, Congress does not neesd to look at this century’s totalitarian societies for a clear view
of the dangers of national identifiers. Just consider the numercus cases of IRS abuses that have
been brought before Congress in the past few months, the history of abusé of FBI files and the
case of a Medicaid clerk in Maryland who accessed a computerized data base and sold patients’
names to an HMO.

1 have introduced three pieces of legisiation to protect the American people: the Freedom and
Privacy Restoration Act (HR 4217) which repeals those sections of the 1996 Immigration Act
that established federal standards for state drivers’ licenses; the Patient Privacy Act (HR 4281)
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which repeals those sections of the Health Insurance Portability and Accountability Act of 1996
that require the Department of Health and Human Services to establishes a untform standard
health identifier, and the Privacy Protection Act (HR 3261), which forbids the federal and state
governments from using the Social Security number for purposes unrelated to Social Security. HR.
3261 and HR 4217 are currently pending before the Government Reform Committee.

Mr. Chairman, while [ do not question the sincerity of those members who suggest that Congress
can ensure citizens’ rights are protected through legislation restricting access to personal
information, the fact is the only solution to the threat to liberty created by the national drivers’
licenses and the medical ID proposal is simply to repeal the provisions of law authorizing those
identifiers. Legislative “privacy protections” are inadequate to protect the liberty of Americans for
several reasons. First, federal laws have not stopped unscrupulous goverament officials from
accessing personal information. Did laws stop the permanent violation of privacy by the IRS, or
the FBI abuses by the Clinton and Nixon administrations?

Secondly, the federal government has been creating property interests in private information for
certain state-favored third parties. For example, & little-noticed provision in the Patient Protection
Act established a property right for i insurance compama 1o access personal health care
information. Congress also authorized private individuals to receive personal information from
government data bases in the recent copyright bili. The Clinton Administration has even endorsed
ellowing law enforcement officisls’ access to health care information, in complete disregard of the
fifth di Obviously, “privacy p ion” laws are inadequate 10 protect personal
information when the government is the one providing the information!

The primary reason why actions short of the repeal of laws authonnng pnvacy protection is
insufficient is because the federal g tacks hority to force citi to
adopt a universal identifier for health care, employment, or any reason. Any federal action that
oversteps constitutional limitations violates liberty for it ratifies the principle that the federal
government, uot the Constitution, is the ultimate judge of its own jurisdiction over the people.
The only effective protection of the rights of citizens is for Congress to follow Thomas Jefferson’s
advice and “bind (the federal government) down with the chains of the Constitution.”

Mr. Chairman, those bers who are uap ded by the morak and constitutional reasons for
embracing my privacy pack should ider the overwhel pposition of the American
people toward national ID cards and medical IDs. My office has been inundated with calls from
around the country p g the mo toward & pational ID card and ging my
efforts to thwart this scheme‘ Imagine the public ion if we do nothing and Ameni are
forced to accept a federal ID and a uniform health identifier.

[ need not remind the members of the Committee of the public outcry aver the federally-approved
drivers’ licenses and uniform heaith identifier. All defenders of liberty must be heartened by the
public outcry against these plans. 1am also pleased that many other members of Congress,
particularly Mr. Barr, bave been working to reverse this scheme, Mr. Chairman, § hope to
conunue working with the bers of this SubC ittee and all bers of Congress to stop

p ion of the federally-approved drivers’ license and the uniform health identifier,
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fowever, ! also hope this C , and other members of Congress who are d about
privacy, wall join my efforts to stop the use of the Social Secunty number as an identifier While ot
has not gotten as much ion as the pt to nationalize drivers' K or assigning each

American a unique health identifier, the abuse of the Social Security number may pose an even
more immediate threat to American liberty. For all intents and purposes, the Social Security
number is already a national identification number. Today, in the majority of states, no American
can get & job, open a bank account, get a drivers” license, or even receive a birth cenificate for
one’s child without presenting their Social Security number. So widespread has the use of the
Social Security sumber b thata ber of my staff’ ty had to produce a Social
Security number in order to get a fishing license!

Perhaps the most disturbing abuse of the Social Security number is the congressionally-authorized
rule forcing parents to get a Social Security number for their newborn children in order to claim
them as dependents. Forcing parents to register their chikiren with the state is more like
something out of the nightmare of George Orwell than the dreams of a free republic that inspired
the nation’s founders.

Since the creation of the Social Security number in 1935, there have been alpost 40
congressionally-authorized uses of the Social Security number as an identification number for
non-Social Security programs! Many of these uses, such as the requirement that employers repon
the Social Security number of new employees to the “new hires data base” have been enacted in
the past few years. In fact, just last spring, 210 of members of Congress voted to allow states to
require citizens to allow states to force citizens to produce a Social Security number before they
could exercise their right to vote.

In conclusion, Mr. Chairman, I once again thank the bers of the sub ittee for their
interest in this vital issue. 1 hope that the members will work with me 10 pass the Freedom and
Privacy Restoration Act (HR 4217) and the Patient Privacy Act (HR 4281). 1t is alsa my sincere
hope that after Congress has indeed stopped the national ID card and the medical ID we are not
fooled into thinking that we have addressed all threats to the privacy of the American people.
Only when Congress stops the use of the Social Security number as a de facto national ID number
by passing my Privacy Protection Act (HR 3261), will Congress have done its constitutional and
moral duty to protect the privacy of the American people.
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& driver’s icense or tdentification
dmmnuynuhlvunchl
number. Many nonimmigrant
mﬂpmdmn}m

mmmkeﬂmkwmm:
soclal number.
have guidance from ihe

siatus fram obtalning & social security

number.
The Immigration Reform Act was not
enacted into faw to

applicants who chhn not o hold sacial

any time aher chat data. NHTSA wit

security fying Je relevart material in the
snmmmrothuen‘-u. um-mmmuhm
4. Cartification of Compliance uu;c"h;:mm.wxnmm
The proposed rule provides that examine the docket for new materlais.
States must plian xpedite submission of comments,
with the of the [ with the of this
:y‘mlgl'mtemﬂalwnwd\e auu NHTSA wilt mail copies to all
(hw'l% vemor's Reremnlv&foﬂ‘llm\ny
shall  Sufety end to otot vehicle
e v
Stste officlal, s driver's Those dsm © be
licenses and identification documents recelp\oldnlrco':l‘\rmmlnﬂ:

conform to the requirements contained
in the rqnlnnm.

docta should enclose, In the envelope
with thelr comments, a self-addressed

The agency seeks
whed\er&nuexpec(mbe.bkmwm«t
all

prevent
‘who are legafly in the United States
from holding valid driver’s licenses or
Sdentification documents. Rather, the
statute was enacted 1o deter illegal
hmm'at!on into the United States.
wmwwm

and identification
documents for individuals b the
United States. At the time of application
for & new or duplicste driver’s license

individuals would be requ
the propnsed rule to submit (in addition
to peimary and secondary documents) &
mmxlgmw
presence in the Unlted This
“proof of lawfu

October 1, 2000. If It 1s ex; that
any Sute mnybv;athelhletom sl
requirements by tha date, the agency
comments about whether the
regulation should contain a provision
setting forth & procedure to allow States
to request an extension of time 10
comply with the requirements of the
regulation. If such a provision should be
Included, the seeks comments
about what criteria should be used to
determine when an extension should be
granted.
5. Grants

Seulon:i.'\smm requires the
Secretary of Transportation to make
e 1o the States 1o aasist

the spplicant.
Wmmmlmw&ble
“peoaf of lawfut
mnlppendlxluheﬂmlmh As
needed, thel.encywauld
subsequent documents FMA
ropaadlluofmpubk ptw(d
wiicl s

grants
them in issulng driver's licenses and
companable identilieation dacuments
that satisfy the requirements of the law.
ml’&unuuuhnhmdamumh
$3z5, mmmmlmw
!«Mmﬂnwh
Transportation Is still developing s
fNscal year 2000 badget.
Wriiten Comments
Tntecested persons are invited to

mmd-y'le’RMaAppendlwapul
snml.hnlndcdun

on this Notice of Proposed
kumklm, &t I8 requasied, but not
nxdmd. two coples be submicted.

st be Himited to 15

Upon % the
comments, the docket luptn'hcr will
return the postcand by mail.

Copies of all documents will be
placed In Docket No. NHTSA-88-3845;
in Docket Management, Room PL-401,
Nanlt &nﬂdln‘ 400 &vemh Sureet,

Washington, DC
Re.ulllory Analyses and Notice
Executive Order 12778 {Civil Justice
Relorem}

This proposed rule would not have
any preempive or n;.n;am effect. The
blish »
praceduu- forjudlckl review of rules
undes Its p There
isna rlq\llremem that individuals
submit & petition for reconsideration or
other sdministrative proceedings before
they mxy flle sult in court.
Executive Order 12866 {Regul
Planning and Review) and Dgfm
Regulatory Polictes and Procedures
The agency has examined the impact
of the action and has
determlned that the pmpmdtﬁlm ]
Executive Ocder

mcsma the of
Tnmpauhn latory Poticles and

ﬂ-nmmllm«hvemmnnl
eﬂmmhmmydslmmllam
adversely affect In a material

or more or

L
soclal security number an driver's pquinlergh Necessary atiachments  way 2 sector of the economy,
Heenses and d u*thgu b P pub!'khnlthm:}i
choose to inchude instead on wllhnutnudlo 1 Tmic. (4 oc safety, or Stme, locs} or
doox for mdtviduals whodonot  CFR 553.21) This | W teibal g or [
have 2 sociat security mmmdﬁﬂlm will not create 8 serious
aRernative numeric identifier. An pﬂmwlnamm{mm or otherwise interfere with an action
alternstive numeric identifler s s Writien cComments to the public taken or b{y agency, snd
taued by be received by August 3, &t will not materiatly alcer the budgetary
# State deivar licensing toan 1998 All comments received the wmdmmu.m.mhu
individual who does mot a social business on Programs or the rights and
security mumber. The date wilf be of rec! ¢ . Nor
should not contsin be available for examination in the deannumllq-lorpolkym
the same number sequence as s social - docket st the sbove address before and To estimate the and benefits of
securky W protect sier that date. To the extent possible,  the propased action, NH'I‘SAM
conhaion with or of & sacial after the closing hlmmh‘ubwyﬁvam

securiy number. In addition, the agency
propases that Sistes awst require

dnmbﬁukll‘uuonn-ymu

{PRE), assessing the costs and henefies.
hhubnnphudlnmdodnﬁxdﬂ!



144

Federal Reglistec/Vol 63, No 118/ Wednesday. juna 17, 1996/Propased Rudes 13229
ieag ancd 38 avaliable for ic infoemation: In order 1o ensuce that & Ovcar 12611 Fe
e T T
atatned in o, L] ]

nat Stakes will tnour costs 0 xhud\&umm!yb .B;'.,“ wlmhm

‘with the requireaenes of oo, Hance. Once the State hes made contatned §n
T\m""‘d';m"‘“"‘" h e ry ” “ﬁtﬂm m&ummuuum

documuots s aciade 0 carry out the requirements of the Act, u«umm::an"m
sacial security onumbers, adding Jouclly i1 would submit 1o NHTSA a leter [y e
and other featires to thess ducuments, mmmmnwuﬂwuhw a,mnm-‘,j
1n considerstion of the foregoing, &
-chl::lwk 3 mhnmunuwmd
“qc:mmniaﬂ?m """"""l""""' P';’E"" Ttke 3 of th Code of Pad
Seates (Del A -
Utah and Wiscoosin), the mﬂ* TR e part 1531 Gtate-tesnd Drivers
sttmates the towal nationst m“ Licenses and Compacsbie
sesoctated with w % Mm' Oocuments
range from S24.848.852 8. d mﬂ:""w w“""' A
m.n-anm.mu mafwummw Sac.
S5LTI3028 The record keaping burden %ﬂm 13311 Soope.
rulels will help timi the collection of information: 332
with, that v will RIS o
") ¥ incuri$ n Subpart B—Procadures
; L for v | lonlnﬂ!.;’;n(l! s‘c‘" 3
purposes. minutes X 1314 PrOCRE.
!mnnmmh e aof 1 3 P twn:mn:‘:l :g:immmm
i $5313.00. oot for e 317 Elactive due.
‘RM'Lmum 1V Individoats and e
serdler the Dy k sb £ AN »
Mdn-ﬂfmeﬁumudnq ® s on the S Apptin m;um
s:“d*“‘*:""m for m":mumg:mw? Appandix .

""l I” frved i Public Law mdmm.u;::x l»a.-‘.n“ ""‘“"H"" b peessccs
104-208. Washi O'D‘h_cm """'m' DM”:‘ L. 104-208, 110 Seat.
me,m DOT/OST, Persone are it "’"", i vf;,'»ww

hmw um&aeﬂmd’

MLS— L SUSC. unless i displays Subpart A—Genersl
m'"%m"um m." virorvental Policy [T R
Of i1l .
eotities, Baned o the evaluation, we Nacional En At This part provides procedures for
that this action will not have & ‘The agency has snulyzed thix Mummhmd
fmpact on & substantisl Wmhnl’wm.mtlm section 838
arier of smafl A ngly Policy entiNeation— Doemmn)u‘
the of & Regubsory ms(uusc a2 umhﬂhu mwmnmmm«
Flexibility Analysis it Y wa:,-::'h-:rh N
Reduction 'WMMN Ky for Flscal Year 1097
"'P"m""‘m* At human envirarmers. Public Lew m-mm
requiremenss thathave boen  The Unfunded Mandates Reform Act  socehiaeae Lotorm s for
T io 1o Offce S MMMEMATK v Unfuuncied Mandaies Reform Az ficense, o aehir
-uw_,“_ o of 1995 (Public Law 104-4) requires entification document, issued by &
o 10 Prepace s written smsersmere S
mmm.mmh:;f‘ 3'mmm-ama.ma 113 Pupens,
collection are below t include The purpose of this et is to
it o entimate of the sncen! boct  Pedersl mandate Uikely t6 resslt tn the Lo

Tk Engrovsmants i Lo e g by e 083 L Uil it R

Driver's Licenses and Comparsble sector, of more than $100 ad
. and sailiton anewislly. This g USC 30

OMB Cloarance sumber: Not dose a0t seet the definion of s Feclersl  §1331.3  Oefadions.

. mmmmw N&a«mdl.rmwh

Description of the noed fo the expenditures will not exceed the $100  Disrict of Cotumbla, Poerco Rico,
information and peoposed use.of the mitiion threshold. mwmmm
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(b} Federal agency means any ol the
following:

{1} An executive agency (as defined In
S$U.S.LC.105).

2 A lmrydep-nmm(tsdmmd
n 5 US.C. 102).

G‘)Ana.mcylnmkghhuvehmr_h
arm&mmm&m
(4) An agency in the judicls

of the United States.

<} Driver’s lcense means & license

cannot subimit the required
docwnent(s). Such exceptions shall be
made only in acoordance with
established procedures and on an
infrequerk basis and only in extreme
circumstances, such as 3 fire or natursl
disaster.

) The applicstion fora
renewal Heense o document shall
include hnn{mapplluma
current floense or document. If
ammlmerdmmls
unavaiiabie the sppilcam would be

m\fedlythenlwnyd’udn
awunm-"pmold fu) presence”
document by conflrming that the
document reasonably sppeass on is face
wbt.emlmuunlmuome
“n&:. shall each appl
es require leant
whe clatms not to hold s :odl?::\mty
number to 3ign 1 cext! siement to
that effect o tiytng
{e) States may require lcenses snd
documents issued to Individusis who
do not possess sockal security numbers
numeric

motor vehicle on highways. required to submit instead 2 primary to contaln an slermative

{d} Other comparable and y Idenzifier that can be read visually or by
docunent means & electron|
identification card Mtsued by a State to 13318 Form and ascurty fuatures. e mesas.
non-drivers foc Ident! ‘The Hoene or document shall contain  §1331.7  Efective dets.

(e} Primary document means a the followlng featurex: Sections 1331.4 twough 1331.6 shall
verifisble document used to provide Jurtsdiction of tssuance; take effect beglnning on October 1.
evidence of jdentity which an " th-?n ‘. fas 2000, Md\dlnpplyon!ymllcu\asw
applicant’s full legal name Oncluding  driver's license o eard, for
middie name) and date of birth. whichever is appiicable; the first llmemdwnphamu

means s {c) Driver Jicense/TD card number; renews! licenses or documents asued

Sevorstary
document usad to provide additional
evidence of identity which contains an
applicant’s name phus sulliclent
:uhuuhmu information for -ﬂ of part
the information contained on

' ®© M’nruwmt,

{d) Full name of the applicant;

{e) Date of birth;

) The license classifization,
resariction(s), or endorsement(s) (f a
driver !m)

meam s veriflable document used to
establish the sdentity and lawful
presence of an individusl who does not
have and 13 ineligible to obtain a social

h s.lld ncul security number
means a unique identification number

%}) Co B hung:ph ar image;

) Address [matling or

sccording to State law.

$1331.3  Cartification.
(n) To demonstrate compliance with
this part, a State ahall certify thet its
licenses and documents conform to the
requirements contained in this
rquluion The certification should be

determined by the lsulm agency):
ssuance date;

[

Q) Physical ducrlpuon. which may
Inciude sex, height, weight, eye and hair
color, and

ﬁnfm«mmmlly&nw—A

tssued by the Soclal Security
A ! whe

4} Alernative numeric identifler
means a unique identification number
fssued by a driver ficensing agency 1o 2n
individusl who does not have & social
securlty number.

Bubpant B—Procadures
$I2314  Application process.

$13914  Socisl sscunity number.

{a) Before Lssulng a llcense or
document each State shall:

{1) Require the submission of the
soclal securlty number by svery
applicant for a Heense or documen.

Verify electronteally the nudlty of
each spplicant’s soclst security number
with the Social ity Adminisirssion.

{b) States. and

documents (o contain secisl
numbers that can be read visually or by

electronk mesns.

{c) Before isauing » Nicense or
document to an alien individusl whe
does nox possess and i3 ineligible to
obmn a snch! security number, each

praenuuon of (l) laquh the appﬂnnt 10 present,
one primary m Y ddition to required to
document. Lists of acceptable primary ummmsmumwm
and y are hed
10 this part s Appendix A and lnunumndmm:mm
A B, respectively. in which the applicant may be ineligible
Sintes aeceptdocummﬂm webumanchlmrlqnunhr Allst
mnnlhtedla ix A oc of scceptable “proof of Lawiul presence

Appendix B of this part at thelr
discretion in cases where an applicant

s sttached (o this part as
Appendix D.

v Mhizhw 30, 2000. to the
atio &y Traffic Safety
Adminisiration, 400 Severth St., S.W.
ashlngem D.C. 20580.
) The ;eyﬂukulm shall contain
statement by an spproprisie State
official, that the Stae's Hcenses and
conform to the
of this part.
Appendices fo Part 133
Appendix A—Primary Documents
A primary document must consin the full
name and date of blrth of (he individual. end
mhwm 1., the State mrust be able

Haing agency ta determine
m-mh'nn:l of the document. Primacy

documents

{1) Seate lssued or Canadian phoso dvtves's
Ticense that has not been sxplesd for more
then one yees.

mswnu—aao-unnmm
mmmmmumunupm
{oe more than one yeur.

cnumwm .mma
Cansdian driver’s §icerns or Idertifiemion
card that has not bem expired for more than
one year that 1 certified by the lssving

mum of 2 United
States or Canadien bisth The
cm!fh‘;mhulnhdnd-\dh
w:hu\hh-md\nﬂsulﬁluusun

The following Inwndgration snd
Nawﬂhlhnwmm«

“ ulnvgu Y

g
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(a) Cortiicue of Natursiization (N-350. N- (1) Driver’s licerwe or an ideniifiostion card {18} Card stock, Iayer with colors.
570, or N-STH}. s for mone than one yex. {171 Micro-graphics.
“?ac.;'unmucumm-mn- (J)Capm::lu:-m it thy [ security Jogos.
or N-843). lHeant's (19} Machine readable technolagies mich i
Nosthern Marlaras Card. Photographic employer identification. gretic sirips, # 1D bar code or a 20 bar
ummm code.
Cuulu-ﬂ' l-l‘%’m mg‘ ﬁr*;:ﬁ hm“h’ lix D—Proof of lawful
or ] or. Append! G presence
#) Rusidarst Atsn or Perraarent (1) Forelgn passport. documents -
Rasideen Card (1-551) 05} Health insursnce card, §.¢., Blue Cross/
Blue Shield, Kalser, or & health malntenance States must requlre individuals who do not
ghm-l Racord {in s valid have and are not ellgible to obuain, soclal
hnlv o Interral Reveruse Service ORS) or State security numbers to submie, in addition w
Q Wmmmml— hl(':m.Aw-Zhnlmqﬂ‘lﬂl. primacy and secondary dacuments, s “proaol
Marriage certificate o licema. of lwfut 3
USM (tl)ltdlv&nluldld records from & applying drtver's license or comparsbie
:" bl -m) (123 Mt kacy dependent idenvification. “"'l"",“",h‘;': ,“' : Wy
- he
ma.muauma- (1% Military discharge or separstion :lwupdmm"““nm-dnyml
14) Parert o guardian afidavst. The oviginal and urexpiced.
.‘ o0 0-96 n:w ikl ot {1k parent ar guardIan ruest sppesr i person The INS documents Tisted tn Appandix A
be 30 2 foreign pasAporY. "+ o £ prove thele Kentlty ardt siomi & sre not wxcwpx For Certeles Forms

qmmwmwwvu
or Racord of Landing (MM 1
mmdmw
nwmww.

s Cittzen of
ited Stmes

Active duty, tetiree of reservist milltary
ication

{10) Valld US, or Canadian

£11) Seate-tmsund driver's Jeacner parvait

whh-MlMl-mhu\umd

(mc-amw Indien Affalrs

15} Gun permit.

(19 Pidot’s licenme.

{17} Certified school record or Imnsctipt.
(Ins«:nlmmyom A meial ced |s

Card) that normally are Issued 1o short-tawm
nonresident visitors. States should continue
» apply thelr exisiing iaws and policies
regarding requirerents and prool of Stete
residence.

(lﬂ i student
card.
{200 Vehicle title. A vehicle registation is
acoeptal

mu‘bubn urcs 10 peeven: siteratlon snd

) Arrivat [ETY
A1, A-2, A~3, B-1,B-2, C-1, C-2,C-3, E-
1. E-2, F-1, F-2, G-1,G-2, C-3,.G~4.G-5.
H-d, L }-2, K~2. L-2, M-1, M2, NATO 1 -
7.0-3.P-4.R-2,5-5,5-6.5-7, TC. TD,
Cuban/Haitien Entrant, Paroles.

‘The form 1-94 caninot stete “Employment
Autherlzed. ™ {F 2 foreign prssport and Form
1-84 have been presented a5
sacondary evidence. tham Form -84 Is alsa n

wst anty

B
11t fis the Appendix D descriptian,
Record

Crossing Cord(1-185],

MMMMTMMM “'
- aet 5. issued Departrent X timited
ot tndsen a-dh-- -tudly uvuln:luda e are ot
A e B S d (l)Ghoulm.
s (2) Ghost graphic.
© Secendacy documents must contaln te
ﬁm‘:mwwﬂkm {4) Opticet vartable device.
ing information for all or partof . (5) Microline printing,
hwmmﬂhwh«y 39l or & signature which overlaps
Foraign 's o
only m ali; - (7) Secucity lamtneme.
nclude: ) Background contalning tolar, pstiern,
(I)Allprhuz fine or design.
Baenous of indlan Affairs card or s D)hlvvbwprluw
Jnchian Troaty cord. A {108 Guilloche pu-mu dusign.
coed In e 3 Trival {14} Opaciy mark_
dentificatton cards are actuslly more relinkle (12 Out of gumus coloes {1.e.. pastel pring).
thee Busess of indien Affairs cards. (u) Ogptical varisble ulire-high-resolutlon
of Metor Vehicle
should meke a deferminalion about whetlver lmlh:h
0 accept 8 card based an dwitr own (15} Security mdyxphla-mh
of wivet Is or I8 ot sccepeable.) kewown hidden fNlaews.

Card (1-506).
%) B-1/B-2 Visa/BCC (DSP-1508.
lssued on: June 12, 1998,
Phillp . Recht,
dministrator, National H
m&&qmwum e
(FR Doc. 9816962 Filed l—lZ—"; 109 pm}
GALNG OODE WS40+
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PUBLIC LAW 104-208—SEPT 30, 1996 110 STAT. 3009-718

(II) whose birth is registered in the United

States; and
(B) that—

(i) is a copy, issued by a State or local authorized
custodian of record, of an original certificate of birth
issued by such custodian of record; or

{ii) was issued by a State or local authorized custo-

f dian of record and was produced from birth records

intained by such custodian of record.

(b) STATE-ISSUED DRIVERS LICENSES AND COMPARABLE IDENTI-

z:-‘xczmon ;m— ]

1) STANDARDS FOR ACCEPTANCE BY FEDERAL AGENCIES.—

(A) IN GENERAL.—A Federal agency may not accept

for any identification-related purpose a driver's license,

or other comparable identification document, issued by a

State, unless the license or document satisfies the following
requirements:

- {i) APPLICATION PROCESS.—The application process
for the license or. document shall include the presen-
tation of such evidence of identity as is required by
regulations promulgated by the Secretary of Transpor-
tation after consultation wath the American Association
of Motor Vehi ini

(ii) Except as provided]

in subparagraph (B), the license or document shall
contain a social security account number that can be
read visually or by electronic means.

(iii) FORM.—The license or document otherwise
shall be in a form consistent with requirements set
forth in regulations promulgated by the Secretary of
Transportation after consultation with the American
Association of Motor Vehicle Administrators. The form
shall contain security features designed to limit
tampering, counterfeiting, photocopying, or otherwise
duplicating, the license or document for fraudulent
gurposes and to limit use of the license or document

1 —
{ )EEXCEPTIONI—The requirement in subparagraph
(AXii) s not apply with respect to a driver's license
or other.comparable identification document issued by a
State, if the State—
(i) does not require the license or document to
contain a social security account number; and
- {ii) requires—
(1) every arplicant for a driver's license, or
other comparabie identification document, to sub-
mx:i the applicant’s social security account number;
an:

(I an agency of the State to verify with the
Social Security Administration that such account
number is valid.
- {C) DEADLINE.—~The Secretary of Transportation shall
sromulgate the regulations referred to in clauses (i) and
iif) of subparagraph (A) not later than 1 year after the J
date of the enactment of this Act.
(2) GRANTS TO STATES.—Beginning on the date final regula-

tions are promulgated under paragraph (1), the Secretary of
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110 STAT. 3009-719 PUBLIC LAW 104-208—SEPT 30, 1996

Transportation shall make grants to States to assist them

in issuing driver’s licenses and other comparable identification

documents that satisfy the requirements under such paragraph.
(3) EFFECTIVE DATES.—

(A) IN GENERAL.—Except as otherwise provided in this
paragraph, this subsection shall take effect on the date
of the enactment of this Act.

{B) PROHIBITION ON FEDERAL AGENCIES.—Subpara-
graphs (A) and (B) of paragraph (1) shall take effect begin.
ning on October 1, 2000, but shall apply only to licenses
or documents issued to an individual for the first time
and to replacement or renewal licenses or documents issued
according to State law. .

(¢} REPORT.—Not later than 1 year after the date of the enact-
ment of this Act, the Secretary of Health and Human Services
shall submit a report to the Congress on ways to reduce the fraudu-
lent obtaining and the fraudulent use of birth certificates, including
any such use to obtain a social security account number or a
State or Federal document refated to identification or immigration.

(d) FEDERAL AceNCY DeEriNED.—For purfoses of this section,
the terrn “Federal agency” means any of the following:

(1) An Executive agency (as defined in section 105 of title

5, United States Code).

(2) A military department (as defined in section 102 of
such title).

(3) An agency in the legislative branch of the Government
of the United States.

(4) An agency in the judicial branch of the Government
of the United States. __’_J



149

PUBLIC LAW 104-191—AUG. 21, 1996 110 STAT. 2025

“¢1) IN GENERAL.—The Secretary shall adopt standards for
transactions, and data elements for such transactions, to enable
health information o be exchanged electronically, that are
appropriate for—

“(A) the financial and administrative transactions
described in paragraph (2); and .

“(B) other financial and administrative transactions
determined appropriate by the Secretary, consistent with
the goals of 1mproving the operation of the health care
system and reducing administrative costs.

“(2) TransacTIONS,—The transactions referred to in para-
graph (1XA) are transactions with respect to the following:

“(A) Health claims or equivalent encounter informa-
tion.

“(B} Health claims attachments.

“(C) Enroliment and disenrollment in a health plan.

“(D} Eligibility for a health plan.

“(E) Health care payment and remittance advice.

“(F) Health plan premium payments.

“(G) First report of injury.
“(H) Health claim status.
“(I) Referral certification and authorization.
“(3) ACCOMMODATION OF SPECIFIC PROVIDERS.—The

standards adopted by the Secretary under paragraph (1) shall
accommodate Ew needs of different types of%zea]th care provid.

“(b) UN1QUE HEALTH IDENTIFIERS. —

“(1) Ix GENERAL.—The Secretary shall adopt standards
providing for a standard unique health identifier for each
employer, health plan, and health care provider
or use in the health care system. In carrying out the preceding
sentence for each health plan and health care lprcwider, the
Secretary shall take into account multiple uses for identifiers
and multiple locations and specially classifications for health
care providers.

“2) gs(sl)or‘h ;]I;ENTIFI;:RS;“& sta.ndz}rds eltldo ted under
aragra s specify the purposes for which a unique
ealagx SSentiﬁer may be used.

¢y CODE SEfS— T

N “(1) Iy GeENERAL.—The Secretary shall adopt standards

that—

“(A) select code sels for appropriate data elements
for the transactions referred to in subsection (aX1) from
among the code sets that have been developed by private
and Puhlic entities; or

(B) establish code sets for such data elements if no
code sets for the data elements have been developed.

“(2) DisTRIBUTION.—The Secretary shall establish efficient
and low-cost procedures for distribution (including electronic
distribution) of code sets and modifications made to such code
sets under section 1174(b).

' “(d) SECURITY STANDARDS FOR HEALTH INFORMATION. —

“(1) SECURITY STANDARDS.—The Secretary shall adopt secu-
rity standards that—

“(A) take into account—

“i) the technical capabilities of record systems
used to maintain health information;
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“(ii) the costs of security measures;
“(iii} the need for training persons who have access
to health information;
“(iv) the value of audit trails in compulenized
record systems; and
“(v) the needs and capabilities of small health care
providers and rural health care providers (as such
vaiders are defined by the Secretary); and
(B) ensure that a health care clearinghouse, if it is
part of a larger organization, has policies and sccurity
procedures which isolate the activities of the health care
clearinghouse with respect to processing information in

a manner that cgrew:m.s unauthorized access to such

information by such larger organization.

“(2) SAFEGUARDS.—Each person described in section
1172(a) who maintains or transmits health information shall
ma:nlain reasonable and appropriate administrative, technical,
and physical safeguards—

“(A) to ensure the integrity and confidentiality of the
information;
“(B) to protect against any reasonably anticipated—
“(i) threats or hazards to the security or integrity
of the information; and
“(ii) unauthorized uses or disclosures of the
information; and
“(C) otherwise to ensure compliance with this part
by the officers and employees of such person.
“(e) EL.LECTRONIC SIGNATURE, —

“(1) STANDARDS.~—The Secretary, in coordination with the
Secretary of Commerce, shall adopt standards specilying proce-
dures for the eleclronic transmission and authentication of
signatures with respect to the transactions referred to in sub-
section (aX1).

“(2) ErreECT OF compLIaNCE.—Compliance with the stand-
ards adopted under paragraph (1) shail be deemed to satisfy
Federal and State statutory requirements for written signatures
with respect to the transactions referred to in subsection (a)1).
“(f) TRANSFER OF INFORMATION AMONG HeEaLTH PLANS.—The

Secretary shall adopt standards for transferring among health plans
appropriate standard dala elements needed for the coordination
oF benefits, the sequential processing of claims, and other data
elements for individuals who have more than one health pla;n_,/J

“TIMETABLES FOR ADOPTION OF STANDARDS

42 USC 1320d-3. “SeC. 1174. (a) INniTIAL STANDARDS.—The Secretary shall carry
out section 1173 not later than 18 months afler the date of the
enactment of the Health Insurance Porlability and Accountability
Act of 1996, except that standards relating to claims attachments
shall be adopted not later than 30 months r such date.

“(b) ADDITIONS AND MODIFICATIONS TO STANDARDS, —

“(1) IN GENERAL.—Except as grovided iusr?raph (2),
the Secretary shall review the standards adopted under section
1173, and shall adopt modifications to the standards (including
additions to the standards), as determined appropriate, but
not more frequently than once every 12 months. Any addition
or modification to a standard shall be completed in a manner
which minimizes the disruption and cost of compliance.
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Thank you for the opportunity to present the testimony of the Department of Health and Human
Services (HHS) on the topic of the Unique Health Identifier (UHI) for individuals. The
Administration belicves that a UHI for individusls is important to the improving the quality of
care patients receive by reducing medical exrrors and improving the efficiency and effectiveness
of the health care system by standardizing the exchange of administrative and financial data sent
electronically. The UHI also has potential for improving the privacy of health care records.
Today, any health record bearing an individual's name makes it “open” to anyone who
deliberately or accidentally sces the record. A heaith record using only a unique health identifier,
would display no such *identifying’ information and therefore would be Since
1993, this Administration has emphasized the need to ensure individuals have greater p

of their health information. The Secretary and the Vice President have 1y rei d that
message in light of public discussions on privacy garding the UHIL. Hi , the
Administration has an obligation to help bring the many clinical and administrative advantages
of el i fical ds 1o the American people. We look forward to working with
Congress to achicve this goal.

Backgrousnd

The UHI is one of a larger set of national standards for ¢l ic exchange of health infi
that HHS is required to adopt p o the administrative simplification provisions of the
Health Insurence Portability and Accountability Act of 1996 (HIPAA). These provisions were
d with the widespread support of the health care industry, snd bipartisan support in
Congress. They require HHS to adopt & number of uniform, national standards for the ¢l
hange of health infc ion for a specified set of administrative transactions, including:

. heaith claims or equivalent "encounter” information
¢ enroliment and disenroliment in a health plan

. eligibility for & health plan

. health care payment and remittance advice

1
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health plan pressum payments

The goals of these provisions are to unprove the efficiency and effectiveniess of the health care
system by standardizing the electronic exchange of sdmunistrative and financial data and to
protect the security of transmitted information. The industry cstimates that billions of dollars can
be saved each year by moving from paper forms to uniform electronic transactions.

Among the standards that HIPAA directs the Secretary to adopt are four unique identifier for use
in the health care system, one each for: health care providers, health plans, employers, and
individuals. HIPAA also requires HHS to 1 \ ity dards for organizations that
maintsin and transmit health information electronically. HIPAA instructs the Secretary to adopt
existing standards developed by the industry through an open, p th
possible.

The privacy implications of enabling e} i hange of health inf ion and of national
identifiers were recognized when these provisions were being drafted. At that time, Congress
isioned ing omnibus privacy legisiation prior to the effective date of the standards.
Congress also included & i y plan in HIPAA. If a Federal privacy law is not enacted by
August 1999, HIPAA requires the Secretary to issue regulutions to protect the confidentiality of
information maintained or transmitted in jon with the standardized ions listed in
the statute. The Department has no intention of implementing the UHI standard before
prebensive privacy protoctions are in piace. ‘

To adopt the health care i dards required by HIPAA, HHS is in the process of
issuing notices of proposed rule making (NPRMs) for public comment in the Federal Register.
(Addendum). Where industry standards don't already exist, HHS has been working in close
cooperation with industry to develop such standards. In each NPRM, HHS has proposod
standards supported by broad consensus. A
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Advantages of the UHK

As privacy concerns have assumed center stage, the many compelling advantages of the UHI -
mcluding aspects of a UH] that will promote privacy - are getting lost in the debate. A umque
identifier would allow for more rapid and accurate identification and integration of the proper
patient records, so patients can reccive safer and higher quality health care. Every aspect of
health care ~ from making sure the right person gets the right blood transfusion to making sure
the right insurance company pays for care ~ requires accurste identification of individuals. A
unique identifier is desirable b the identifier used today is a person’s name. Since names
are not unique we have to collect additional information to identify an individual such as birth

date, gender, SSN, and mother’s maiden name. As more information is collected error rates

Itis ly esti d that there is an error rate of 5 to § percent in identifying
patients. In addition, the information many people have an opportunity to see personally
identifiable information. Replacing a name with an identifier could reduce errors and provide

greater privacy protection.

A UHI can improve confidentiality, by providing identification without ily
disclosing a patient’s identity, For example, it can eliminate the need to use names on many
claims forms and clinical records. It can replace the multiple pieces of identifying information
(e.g., name, birth date, gender, SSN) about & patient that today must accompany ¢ligical and
financial information to ensure positive identification.

Being able to accurately and rapidly identify information about a patient, regardless of the health
care environment in which it was gencrated, would make the detection of health care fraud more
effective. Ini igations f d on providers, use of the UHI would permit the patients”

identities to remain anonymous. The added accuracy of the UHI would also be helpful for
rescarch and public health activities.
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Concerus About the UH!

Opinion about a standard for the unique health identifier for individuals, ‘Towever, is deeply
divided. The UHI has become a lightening rod for a set of privacy concerns that stem from many
sources. Even without this identifier, there are legitimate reasons to be concerned that sensitive

health inf ion is not adequately p d. While the administrative simplification
standards, including the UHL, are intended to i the y and efficiency with which
health inf ion can be exchanged, having access to the UHI can lead to serious privacy
concerns.

The media has reported that the unique individual identifier will be used to create a national
database containing everyone’s medical Even immigration ad have been
involved, out of that & health identifier could b a de facto national identification
number. There is no intent to tie the UHI to a national database or to usc it as a national

4

identifier, and we intend to address this issue in the context of privacy legisiation.

Among those who do not oppose adoption of a UHI, there is significant disagreement about
which potential UHI would be the most appropriate for individuals, The different UHI options
the SSN, an encrypted or enhanced SSN, and a new number - each have different cost and
privacy implications. They would function equally well as identifiers, so the choice will be
based on these cost and privacy concerns.

Some people believe that the choice of identifier will have no effect on privacy. Others believe
that privacy can be enhanced by choosing a UHI with certain ch istics. For ple, using
an identifier unrelated to the SSN could improve privacy protection (but would be more costly).
Because the SSN is alrcady ubiquitous, opponents of the SSN siress how it could be used to link
financial, consumer behavior, employment, law enf and health care records by those
who wish to violate our privacy. Another significant fear is that, if we create a new, non-SSN
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identifier for health care, Congress will later enact legislation requiring it to be used for purposes
other than hiealth care, as it has many times with the SSN.

Others are concerned about any identifier that requires a trusted third party for administration,
because they fear the admini will be the g and that the government will thercby
have open access to everyone’s medical records. While we are sensitive to this issue, it will be
critical for the public o understand that, like bank records, a single administrator is not required.
Biometric identifiers, while often viewed as still in the realm of fantasy, are rapidly becoming
more accurate and cheaper, and would not require a trusted third party. HHS intends to publish
& “Notice of Intent” {NOI} which would discuss these and other technical issues in iderabl
detail to get public feedback before proceeding further on & standard for the UHL

The Administration’s Response
In September 1997, the National C ittee on Vital and Health Statistics (NCVHS), an
advisory ittee to HHS, ded that the agency not adopt a standard for a unique

identifier for individuals until after privacy legislation is enacted. In light of this

dation and in resp 1o the lack of consensus, HHS decided against issuing an
NPRM for the individual identifier, and instead opted for lengthening the public p for
discussion of the issues surrounding the UHL Instead of a proposed rule, HHS is preparing a

Notice of Intent (NOI). The NOI would not make any dations or proposals. It would
describe the UHI options, including their sdministrative, cost and privacy implications, and ask
for public input on possible approaches, and al ives. We will publish the NOLin

the Federal Register with a 60-day public comment period.

In addition, HHS asked the NCVHS (o hold a series of public hearings on the individual
identifier and its associated issues. Three to four public meetings are planned. The first hearing
was held in Chicago on July 20-21, panied by national media ion. Based on its
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heanngs, the NCVHS plans to make d tothe S y regarding the unique
health identifier for individuals.

Secretary Shalala has been at the forefront urging Congress to enact privacy legislation. More

recently, Vice President Gore announced in July that the Administration would not implement

the UHI for individuals until Congress has d comprek e modical inf privacy
legislation. “{Ajcting on this requi before Congress has d strong, tough, meaningful
dical ds privacy iegislation could compromise the privacy of Americans in many ways.

‘Therefore, on behalf of President Clinton, 1 am announcing that we will not put this new
provision into place until we are certain that Americans® basic privacy is absolutely protected.”

Next Steps

We belicve that the best approach is to find & way to address industry’s desire that we move
forward with technical standards for the UHI and to obtain more public input and build

about the technical dard while we work with Congress to develop compret
federal privacy legislation. By setting technical standards for the UHI but waiting until
appropriate privacy p ions are in place to assign numbers, we can achieve both goals of this

legistation: enhanced efficiency for the health care system and enhanced privacy for individuals.
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Addendom

Status of HIPAA Administrative Simplification Regulations
{As of September 17, 1998)

National Provider Identifier (NPI) ~ HCFA-0045P

* NPRM published in the Federsl Register on May 7, 1998, Comment period ended on
July 6.

Transaction and Coding Sets - -HCFA-0149P

* NPRM published in the Federal Register on May 7, 1998. Conment period ended on
July 6.

Employer Identifier - BCFA-0047P

* NPRM published in the Federal Register on June 16, 1998. Comment period ended on
August 17.

Security—HCFA-0049P

*® NPRM published in the Federal Register on August 12, 1998, Comment period ends on
Oct 13.

Plan Identifier (PAYERID)--HCFA-4145P

* NPRM in Departmental Clearance.
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JAMES L. KOLSTAD
VICE PRESIDENT, PUBLIC AND GOVERNMENT RELATIONS
AAA

To the Subcommittee on National Economic Growth,
Natural Resources and Regulatory Affairs
Hearing on Repealing Section 656(b) of the Ilegal Immigration Reform Act

September 17, 1998

On behalf of the 41 million members of AAA, I am pleased to offer our comments
about the requirements imposed on state motor vehicle agencies as a result of passage of
the Illegal Immigration Reform Act, and specifically Section 656 (b), which is now the
subject of proposed rulemaking by the National Highway Traffic Safety Administration
(NHTSA).

AAA believes that Congress should seek a delay in implementing this section of
the law until its impact on states can be carefully analyzed and a determination made
whether state motor vehicle agencies should be or are appropriately prepared to act as a
checkpoint on illegal immigration.

The purpose of the Immigration Reform Act was to improve deterrence of illegal
immigration into the United States. The issue before this subcommittee, however, is
whether a specific section of the law, Section 656 (b), will impose additional and
unmanageable burdens on state motor vehicle agencies which, in many cases, are already
stressed seeking to fulfill their primary mission.

AAA views the right to drive as a fundamental right and also recognizes that
“driving is a privilege based upon qualifications and satisfactory driving record.” Qur
policy goes further to state: “The grounds for issuance, suspension or revocation of
driver licenses should be strictly limited to motor vehicle operating offenses, physical
impairments, or other reasons related to motor vehicle operations, as determined by
the state legislature.” (emphasis added)

No matter how well-intentioned the cause or purpose, AAA questions whether
the driver’s license is the appropriate vehicle to attack every societal problem. A policy
that assumes “one size fits all” is likewise short-sighted and intrudes on the prerogatives
of individual states,
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AAA policy is clear: We view driver licensing as the proper function of state
government. We generally resist federal government intrusion into this state function,
except for such rare, safety-related goals as commercial driver license standards.
Although we encourage adoption by all states and localities of motor vehicle laws and
ordinances which are uniform to the greatest extent possible, this does not rise to the level
of federally-mandated standards.

For example, we encourage studies to develop driver examination licensing
standards which will “effectively and efficiently” select those persons qualified to drive.
We encourage states to improve the vision and knowledge tests for driver licensing to
more accurately measure real-world functions that are directly related to crashes, We
recommend that driver examinations be appropriate for each vehicle class and that each
licensed driver hold a single license which identifies the type (s) of vehicle (s) the person
is authorized to drive. And, in one of our newest national initiatives, AAA is working
with all 50 states to enact graduated driver licensing programs for teen drivers, for whom
the proportion of deadly accidents has reached alarming levels.

My point in restating these policies is that AAA believes the primary purpose of
DMV agencies is one of administering, regulating and monitoring traffic and driver
safety laws within their respective jurisdictions. While some states have opted to expand
these authorities to facilitate tracking of parents failing to meet their child care
responsibilities, voter registration, and other responsibilities, it is quite different from a
federal mandate imposed on all states.

We have already witnessed some resistance by state DMV officials to our efforts
to enact state graduated drivers licenses (GDL) because of their concern that they do not
have the staff or resources to implement a system that would require a three-step
licensing process for teen drivers. This past year we lost GDL bills in several states
because of DMV opposition and are working hard to address those concerns in the
coming legislative sessions. New Jersey recently passed a very good bill, but it will not
be effective until 2001 because of state DMV concem that they need more time to
implement the system.

The issue of who pays the additional costs associated with implementing the
proposed system also concerns AAA. If additional state resources are not made available,
then other important DMV services will be slighted or fees will be increased — passing on
to drivers the cost of a program -- deterring illegal immigration -- that bears no
relationship to driving.

In response to delays at DMV’s, states have sought ways to remove hassles and
shorten the time it takes to secure or renew a license. Technology and use of the internet
has offered promising solutions. Congestion at the DMV can be just as frustrating to the
motorist as sitting in a traffic jam. To further complicate the licensing process for reasons
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unrelated to driving 1s likely to cause motonists - your constituents and AAA members --
- to voice their objections.

We commend Congress for holding a hearing on this issue, and we urge the
subcommitiee to recommend a delay implementation of Section 656 (b) until sufficient
study can determine whether the costs (in time and money) outweigh the benefits.
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AMERICAN ASSOCIATION OF j
MOTOR VEHICLE ADMINISTRATORS AAM\A
JOHN H. STRANDQUIST, CAE JAY DULANY, Chairman of the Board
President & CEO Director, Division of Motor Vehicles

Alaska

OPEN LETTER TO THE HOUSE GOVERNMENT REFORM & OVERSIGHT
SUBCOMMITTEE ON NATIONAL ECONOMIC GROWTH, NATURAL RESOURCES,
AND REGULATORY AFFAIRS CONCERNING THE USE OF
STATE-ISSUED DRIVER'S LICENSES AS A NATIONAL 1.D. CARD

September 15, 1998
Dear Subcommitiec Members:

The American Association of Motor Vehicle Administrators (AAMVA) is pleased to
provide the Subcommittce with its comments conceming the current debate over the use of
drives's licenses as a de facto “National 1.D. Card.”

In recent months, the Department of Transportation’s regulations to implement Section
656 of the Illegal Immigration Reform and Immigrant Responsibility Act (“the Act”) have drawn
the ire of media outlets and privacy advocates across the nation. The common perception about
Section 656 and the implenting regulations is that they will require the states to develop &
national i.d. card to bs used to track individual’s movements in all facets of life. Nothing could
be further from the truth. Section 656 does not require states 1o develop a national i.d. card, and
in no way does the Association condone or support the use of the driver’s license to establish
such a document. Rather, Section 656 and the DOT’s rcgulations are geared toward belping the
states ensure that driver’s licenses are the most secure, tamper-resistant documents they possibly
can be. Toward this end, AAMVA js in full support of the law.

Much of the concern from individuals across the country has centered around the
requirement that license and i.d. card applicants present, and the state DMV verify, social
sccurity numbers for every applicant. The fear is that by requiring the SSN to appear on the
license, individuals will be subject to greater risks of having their identitics stolen.

In reality, the requirement that individuals present & SSN is part of a larger emphasis in
the Act to verify the applicant’s identity. In this respect, the regulations will help state motor
vehicle officials prevent the issuguce of fraudulent drivers’ licenses and protect individuals®
identities. Unless the states are abic 1o maintain the integrity of a state-issued license, they will
not be ablc to prevent individuals from stealing the identities of anyone they want. The
sssociation stands firm on the principle that frandulent driver’s licenses threaten the lives and
identity of everyone.

*Exploring Global Solutions”

4301 Wilson Bivd, Suite 400+ Adington, VA 22203+ Telsphone 703.522.4200 « FAX 703.522.1553
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There is no law requiring a state-issued driver’s license to be the principal form of
identification. But today, businesses, industry, and the American public have come to accept the
license as a valid and relisble document. What other segmoats of the American public do with
state-issued driver's licenscs is not under the control of the DMV3. Rest assured that the goal of
the DMVs is to keep unsafe drivers off the road—not to cyvate & “paper trail” of every
individual’s comings and goings. However, a state-issued driver’s license offers two guarantees:
that the individua] is qualified to operate s motor vehicle in that jurisdiction, and that the
ihdividual holding the license has substantiated his or her identity.

The Association would appreciate the oppoctunity to participate in any further discussions
focusing on the use of the driver's licenses as a national i.d. card. If there is any additional
information we can provide the Committee, or should you have any questions, please feel froe to
contact Linda Lewis, Director of Public and Legislative Affairs, at (703) 522-4200.

cc:  The Honorable Rodney Slater
Secretary of Transportation
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FEDERATION FOR AMERICAN IMMIGRATION REFORM
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NATIONAL ECONOMIC GROWTH, NATURAL RESOURCES
AND REGULATORY AFFAIRS SUBCOMMITTEE
OF THE HOUSE COMMITTEE ON GOVERNMENT REFORM AND OVERSIGHT

Hearing on
Thursday, September 17, 1998

Summary: This statement is for a hearing on improving driver's license security
and underlying data to prevent illegal immigration and welfare fraud. FAIR
strongty supports Section 656 of IRAIRA and the proposed implementing rule of
the National Highway Traffic Safety Administration. Both are designed to help
achieve greater drivers license security. Moving forward expeditiously with this
process is in the national interest. Failure to do so would be a cave-in to interests
that seek to smuggle and exploit illegal cheap labor at the expense of local
communities and taxpayers.
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INTRODUCTION

Mr. Chairman, thank you for the opportunity to present this statement for the record. My name
is Dan Stein, and [ am executive director of the Federation for American Immigration Reform.
FAIR is a national public interest organization, a citizens' watchdog organization, working for
comprehensive immigration law reform in general, and for proposals to stem the tide of illegal
immigration in particular.

Mr. Chairman, we are deeply disturbed by the manner in which this important issue is being
mischaracterized and overblown by interests that oppose efforts to eliminate document fraud.
This hearing is billed as "Oversight of a Proposal to Create a National Identity Card.”
Respectfully, Mr. Chairman, we are not aware of any proposal to create a national identity card,
and the use of such inaccurate language will certainly inflame passions at the expense of clarity.
Mr. Chairman, the purpose of this law is to stop illegal aliens from getting jobs and welfare.
There is no proposal to create a national identity card.

In 1986, the Immigration Reform and Control Act (IRCA) contained provisions that for the first
time fined employers who knowingly hired illegal and unauthorized aliens. Sanctions were
provided for punishing willful violators of this law. Congress acted decisively to cut off the jobs
magnet because the number of illegal immigrants had swelled into the millions, and neither
resources of the Border Patrol nor of INS inspectors in the interior of the country were adequate
to control the problem.

Very swiftly, however, the flood of illegal aliens resumed as sophisticated smuggling operations
and street vendors dealing phony documents leamed that the U.S. had no ready verification
techniques for information contained in birth records, alienage documents and applications for
employment. They learned that false identification, such as counterfeit Social Security cards and
driver's licenses, could be purchased inexpensively, and employers of illegal aliens learned that
they would not be held accountable for distinguishing between counterfeit and valid documents.
This faiture in the IRCA employer sanctions provisions led two national, bipartisan commissions
(the Commission on Agricultural Workers and the Commission on Immigration Reform) to
recommend that Congress adopt a system of a worker identity verification on a mandatory
national basis in order to make the sanctions an effective means for deterring illegal aliens from
coming to this country in search of employment.

In the meantime, employers across America work with labor contractors who, in turn, work with
smugglers and other purveyors to attract a steady and growing stream of illegal workers
displacing American workers from entire industries.

STOPPING WELFARE FRAUD

From 1991 through early 1996, there was a great deal of public concern over the growing
evidence of welfare fraud by illegal immigrants. California voters expressed there concems in
1994 by passing state Proposition 187 that sought to improve the documents required for aliens
to obtain state benefits. In 1996, the Iilegal Immigrant Reform and Immigrant Responsibility
Act (ITRAIRA) responded to these expressions of alarm in two ways. 1) Limited identity
verification in employment applications was adopted for testing as a pilot program with a
decision deferred on adoption of a new system. 2) Separately, [IRAIRA specified in section
656(b) that state-issued driver’s licenses, to be recognized by the federal government, must

2
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incorporate secunty features against counterfeiting and incorporate the apphcant's Social
Security account number (SSN). However, it is important lo recognize that the requirement
was not for the display of the SSN on the driver's license. The states, if they choose to do so,
may simply collect the SSN—inost states already do so—and simply archive that information
after verifying with the Social Security Administration that the number was valid and issued to
the driver's license applicant. The point is to try to stop the use of fraudulently-obtained drivers
license.

The new regulations proposed by the National Highway Traffic Safety Administration to
implement this provision are intended to provide for adoption of the new secure driver’s licenses
by October 1, 2000, the date specified by IIRAIRA section 656(b).

WHY DOCUMENT SECURITY IS NECESSARY

The Immigration and Naturalization Service (INS) conservatively estimated the number of illegal
aliens resident in the United States in October 1996 at 5 million and the annual net increase in
that number to be about 275,000 per year. This suggests that the current number would be about
5,825,000 illegal alien residents. Further, the INS estimates that four out of ten new illegal alien
residents enter the country legally and then remain illegally, while the other six in ten enter the
country illegally.

Those enormous numbers understate the problem. The fact is that the illegal alien population
would be much greater if the Congress had not enacted the IRCA amnesty for illegal aliens in
1986. That made nearly three million illegal aliens in to legal once when they were given the
chance to apply for legal residence. Congress promised this would be 2 one-time amnesty in
exchange for meaningful deterrents to illegal immigration. This process of wiping the slate clean
was intended as a fresh start to a period in which further illegal aliens would be discouraged from
coming by the absence of job prospects. Secondly, the number is understated because it does not
include illegal aliens who have been in the country for less than a year or all those who are in the
country for periods shorter than a year. Yet those aliens have an impact on wages, on emergency
medical services, on police work and schools, to name just a few aspects.

The problems associated with illegal immigration are numerous. They include not just violation
of our immigration law but also harm to our citizens and legal residents. Some of the more
serious aspects include wage depression and deteriorating working conditions for our poorest
citizens, drug trafficking, violent crime and sweat shop exploitation. In addition, unless we have
control over our immigration policy, we have lost a major element in shaping the future country
that we will leave to our children.

HOW WILL SECURE IDENTIFICATION HELP?

Illega! immigrants continue to pour into the country because they anticipate that they can find
jobs and benefits that will pay them much more than they were able to make at home. They may
also anticipate the opportunity to raise a family in a society of greater opportunity, but that
depends on their being able to find work.

1f they are denied work by an effective system of identity verification, as intended by the IRCA
legislation in 1986 and as called for by subsequent national commissions, they will be
discouraged from setting out on 8 journey expected to result in failure. When that occurs, illegal

3
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entry, whether by sneaking across the border or violating the visa status will steeply diminish
Then the resources of the Border Patrol and the INS inspectors will be concentrated on
employers who knowingly continue to exploit illegal aliens, and the sanctions in the law can be
applied in full measure against them.

The adoption of new security features in the driver's livense is a major step in that direction. The
driver's license is the primary identity document in our society, and it has been a primary target
for document forgers who are supplying illegal aliens with the counterfeit documents that may be
shown 10 a new employer to meet the screening provisions of the IRCA employer sanctions
system. A false Social Security card is similarly illegally manufactured and sold to illegal aliens.
The false cards may be created with imaginary account numbers or they may use the account
number of someone else. By incorporating the verified SSN into the records of the driver's
license file, we will curtail the opportunity for document forgers to be able to sell their customers
documents that will stand up to normal scrutiny. This will be a major step toward regaining
control over our immigration policy.

WHY SECURE DRIVER'S LICENSES WILL NOT BE A NATIONAL ID

As [ mentioned earlier, we believe that the term "national identity card" is an inaccurate and
alarmist characterization. Americans do not have the experience of Europeans and others who do
have national [D systems, so they may not realize that a national ID is one issued by national
authorities and is required to be presented by persons regularly for a range of services and
investigatory processes. It also harkens back to imagery of governments demanding documents
from citizens on the street without probable cause or other procedural process. This differs from
a secure driver's license not only in that it would not be a national docurnent, but also in that it
would not be required for any additional purposes that a driver's license is required for now.
However, in cashing checks, giving proof of age or residence as well as for demonstrating
competency to operate a motor vehicle, the driver's license will have greater reliability when the
new security features are incorporated.

Those are the primary reasons that FAIR strongly supports implementation of the provisions of
INA Section 656 and the proposed rule of the National Highway Traffic Safety Administration to
begin implementing the steps necessary to make driver’s licenses more secure. FAIR believes
that it is clearly in the national interest that we move forward expeditiously with this process.

Mr. Chairman, FAIR's interest in this law is that it will help improve interior immigration law
enforcement to stem the tide of illegal immigration. We know there is strong public support to
curtail illegal immigration. We also know that there are other interests who oppose this law for
reasons completely unrelated to immigration law enforcement. That is there right, of course.

But let the record show that if Congress does move to repeal Section 656 of the INA from federal
law, it will be jtriking out one of the most important initiatives to cut off the magnet of illegal
immigration ted in 1996. We urge that this committee vote for the control of illegal
immigration, and against the welfare cheats, international smugglers and abusive employers who
exploit illegal labor. Retain Section 656 of the INA and allow the Department of Transportation
regulations to take effect as proposed.

Thank you for this opportunity to submit testimony.
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