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STATUS UPDATE ON THE YEAR 2000
PROBLEM

WEDNESDAY, JUNE 10, 1998

HoOUSE OF REPRESENTATIVES,
SUBCOMMITTEE ON GOVERNMENT MANAGEMENT,
INFORMATION, AND TECHNOLOGY,
COMMITTEE ON GOVERNMENT REFORM AND OVERSIGHT,
Washington, DC.

The subcommittee met, pursuant to notice, at 11 a.m., in room
2154, Rayburn House Office Building, Hon. Stephen Horn (chair-
man of the subcommittee) presiding.

Present: Representatives Horn and Kucinich.

Staff present: J. Russell George, staff director and chief counsel;
Bob Alloway, professional staff member; Matthew Ebert, clerk; and
Faith Weiss, minority counsel.

Mr. HorN. This is the hearing to be held on the status update
on the year 2000 problem. I have called on the President to des-
ignate the year 2000 problem as a national priority. The American
people deserve to be protected from this computer virus of sorts,
which is mainly a management problem. There have been too many
delays. Progress fixing this problem continues to be too slow, and
we are rapidly running out of time. Now is the time for the Presi-
dent to designate the year 2000 problem as a national priority.

Why am I concerned that the American people may suffer unnec-
essarily because of administration delay? Over 2 years ago, on
April 16, 1996, this subcommittee held the first congressional hear-
ing on this issue. At that hearing we established: first, that the
problem is very real; second, the consequences could be serious;
and, third, that there is little time to accomplish a lot of hard work.

When we started, there were 1,355 days remaining until the
unmovable deadline of January 1, 2000. Today, there are only 570
days remaining. Fifty-eight percent of the available time has past.
Unfortunately, the Federal Government is only 39 percent compli-
ant today, and we are definitely behind.

We have continuously pushed the President, the Office of Man-
agement and Budget, the Departments, and the agencies to work
harder and work faster. Some agencies, such as the Social Security
Administration, are doing a great job. They deserve our commenda-
tion, and they have received it for 2 years. However, if you look at
the report card we issued only 8 days ago, only 4 agencies received
an A, 16 agencies received C or worse, and 10 agencies received D
or F. Overall, the administration earned an F, and that is simply
not acceptable. We cannot allow Defense, Energy, Education,
Health and Human Services, our witnesses today, to fail.

(1)
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On this report card, we included four additional criteria. On our
first report card, way back in 1996, agencies received an A just for
having a good plan. We have continued to raise the hurdle from
plans and promises to real results. On our last report card, 90 per-
cent of the grade was based on mission-critical systems only, with
10 percent on additional criteria. This time our report card based
80 percent of the grade on mission-critical systems, with 20 percent
additional criteria.

The contingency plans are crucial. It is not sufficient to just con-
sider alternative computer systems. Agencies must plan for con-
tinuity of business operations under very adverse conditions.

Telecommunications are also crucial. Telecommunication systems
link together most computer systems. Telecommunications are also
a simple backup when computer systems fail. I should be able to
phone somebody and say, “hey, my computer is down, but please
send me whatever it is I need anyhow, and we will sort out the
computer records later.” Obviously, if the phones are down, that
simple backup won’t work.

Embedded systems are the sleeping giant in the year 2000 prob-
lem. Tiny little computer chips embedded in control devices are ev-
erywhere in industry throughout the world. They can stop an auto-
mobile assembly line, a chemical plant, or an electric utility grid.
It is the responsibility of the Federal Government to fix its own
?mbedded chip problem, especially in particular areas such as De-
ense.

Further, it is the responsibility of the administration to provide
leadership on this problem, which has been sorely lacking until re-
cently. The President should use the bully pulpit to make sure
these problems are well-known and understood by the American
citizens.

We hear constantly from people who are becoming knowledgeable
in this area: Should I take my money out of the bank before Janu-
ary 1, 2000? Should I not buy a plane ticket for January 1, 2000?
We need to reassure people that something is being done; and we
need, in the agencies, to get something done.

External data exchanges are also crucial. Most systems pass data
from computer to computer. Consider a simple bank check which
may go through dozens of computer systems. Unfortunately, dirty
data from one computer can bring down another computer system.
Even if your system is fixed, another system may bring it down.

The Office of Management and Budget has proven once again,
with the year 2000 problem, that there is no “M” in OMB. OMB
has been particularly poor at defining the agency progress report-
ing requirements. As our recommended monthly reporting content
chart shows, we need only 24 numbers to determine progress in all
areas. Today’s quarterly reports have dozens of irrelevant numbers
and sometimes hundreds of pages, and they only cover the first row
of the recommended table.

DOD, although behind, is already providing the vast majority of
what we really need. If DOD can do this, so, too, can the rest of
the agencies. It only requires that OMB help manage the problem,
rather than their current baby-sitting exercise.

These are all issues that affect not only the Federal Government
but the entire country. The administration must fix its own year
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2000 computer problems. Plus, the administration has a responsi-
bility to the American people, again, to provide leadership. The
President must take that role and should designate the year, as we
have said several times before, a national priority.

We cannot afford any further delay. We cannot afford any more
foot-dragging. We cannot accept major agencies being late. That is
why some of you are here today. We cannot tolerate thousands of
the Federal Government’s mission-critical systems failing.

So, with that, gentlemen, I now yield to my colleague, the distin-
guished member of this committee, the ranking minority member,
Mr. Kucinich of Ohio.

[The prepared statement of Hon. Stephen Horn follows:)
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Chairman Horn
Opening Statement
June 10, 1998
“Status Update on the Year 2000 Problem”

1 have called on the President to designate the Year 2000 problem as a National Priority. The
American people deserve o be protected from this computer problem. There have been too many
delays. Progress fixing this problem continues w0 be too slow. We are rapidly running out of time.
Now is the time for the President to designate the Year 2000 problem as a National Priority.

Why am [ concerned that the American people may suffer unnecessarily because of
Administration delay? Over two years ago, on April 16, 1996, this subcomminee held the first
Congressional hearing on the Year 2000 problem. At that hearing we established: one, that the
problem is real, two, that the consequences could be serious and, three, that there is little time to
accomplish a lot of hard work.

. When we started there were 1,355 days remaining until the unmoveable deadline of January 1,
2000. Today, there are only 570 days remaining, 58% of the available time has past. Unfortunately,
the Federal Government is only 39 percent compliant today. We are definitely behind.

Worse, the me of progress has slowad down. The acceleration promised by the
Admini ion has not h d yet. A the Administratio® continues its current rate of
progress, thousands of Federal Mission-Critical Systems will NOT be compliant before the OMB
March 1999 deadline.

We have continuously pushed the President, the Office of Management and Budget, and the
Deparmments and agencies to work harder, work faster, work smarter. The President did not act uatil
February 4™ of 1998, almost 2 years after we started.

The Office of Management and Budget is stili not taking the problem seriously, with only a
couple of part-time people working on the Year 2000 problem.

Some agencies, such as the Social Security Administration, are doing a great job and deserve

commendation. However, if you look at the Report Card we issued only 8 days ago, only 4 agencies
gotan A. 16 agencies got a C or worse. And. 10 agencies gota D or F.
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Overall the Administration earned an F. This is not acceptable. We can not allow Defense,
Energy, Education, and Health and Human Services, our witmesses today, to fail. The Administration
must work harder, faster, smarter.

In fact, our earlier estimate of 62% compietc at OMB's deadlipe was too generous. We have
since calculated a weighted average that shows only 55% done at OMB's March 1999 deadline. On
this basis the rate of progress slowed by 4% instead of 2%. Using either lation the basic
is the same: the Admini ion is NOT ing, rather, it is slowing down.

On this report card we included 4 additional criteria. On our first report card, beck in 1996,
agencies got an A, just for having a good plan. We have continued to raise the hurdle from plans and
promises 1o real results. On our last report card, 90 percent of the grade was based on Mission-
Critical Systems Only, with 10 percent on additional criteria. This time, our report card bases 80
percent of the grade on Mission-Critical Systems, with 20 percent on additional criteria.

Contingency Plans are critical. The Government Accounting Office and I have been pushing
better contingency planning. It is not sufficient to just consider alternative computer systems.
Agencies must plan for inuity of busi perations under adverse conditions.

Telecommunications are also critical. Telecommunications systems link together most

. Tel ications are also a simple backup when computer systems fail. |

should be able to phone somebody and say my computer is down, but please send me whatever it is I

need anyway, and we will sort out the computer records later. Obviously, if the phones are down, that
simple backup will not work.

bedded Sy are the sleeping giant in the Year 2000 problem. Tiny litle computer
chips, embedded in control devices, are everywhere in industry. They car stop an automobile
assembly line, a chemical plant, or the electric utility grid. It is the responsibility of the Federal
Government to fix its own embedded chip p pecially, in particular areas like Defense.
Further, it is the responsibility of the Administration to provide leadership on this problem. The
President shounld use his “bully pulpit” to make sure that these problems are well known.

External Data Exchanges are also critical. Most systems pass data from computer w0 comp\lter
Consider a simple bank check which may go through dozens of comp Y . Unfor .
dirty data from one cormputer can bring down another computer system. Even if your system is fixed,
another system may bring it down.

The Office of Management and Budget, has proven once again with the Year 2000 problem,
that there is no “M” in OMB. OMB has been particularly poor at defining the agency progress
feporting requi As our R ded Monthly Reporting Content chart shows, we need only
24 numbers to detcrmmc progress in all areas. Today’s quarterly reports have dozens of irrelevant
and hundreds of pages and they only cover the first row of my recommended
table. DOD, although behind, is already providing the vast majority of what we really need. If DOD
can do this, so 100 can the rest of the agencies. It only requires that OMB help manage this problem,
rather than their current baby-sitting exercise.
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These are ail issues that affect not only the Federal Government, but the eatire country. The
Administration must fix its own Year 2000 computer problems. Plus, the Administration has a
responsibility to the American people to provide leadership.

Where you work, where you shop, and even where your children go to school will be affected.
Manufacturing, finance, and agriculture will be affected. The American economy can be seriousiy
affected. Federal, State, and Local governments will be affected. The American people can be
seriously affected.

The President must take a leadership role.

The President should designate the Year 2000 problem as a National Priority. We can not
afford further delay and foot dragging. We can not accept major agencies being late. We can not
tolerate thousands of the Federal Government's Mission-Critical Systems failing.

Now is the time for the President to designate the Year 2000 problem as a National Priority.
The American economy must be protected. The American people must be protected.

Congress has been pushing this issue hard for over two years.

Now is the time for the President to designate the Year 2000 problem as a National Priority.

June 10 Opening Statement Page 30f )
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Mr. KucINICH. Thank you very much, Mr. Chairman.

I want to thank the chairman for his leadership on the year 2000
computer issue. As our guests here today know, this subcommittee
has been actively tracking and often encouraging progress at Fed-
eral agencies on their Y2K efforts. Qur country is marching rapidly
toward the next century and toward a test of our resourcefulness
and preparedness. We will soon find out whether our bridge to the
21st century is Y2K compliant.

Today, we will have an opportunity to discuss substantial chal-
lenges facing four Federal agencies who appear to be among the
farthest behind. We will hear about their problems and consider
how to help. Some of these agencies face obstacles from their pri-
vate contractors who are not progressing quickly enough. For ex-
ample, the Department of Health and Human Services and Energy
operate, in large part, through their contractors. HHS contractors
have not yet completed their systems assessment. I might add, Mr.
Chairman, the contractual relationship between many private ven-
dors and Government agencies is an integral part of the Y2K prob-
lem, and I think this committee does well to explore that.

The sheer number and size of the systems that the Department
of Defense must convert is staggering. Moreover, their systems are
global in reach and, by definition, what affects the Department of
Defense affects the security of this country.

I am sure that our witnesses here are familiar that agencies do
face serious funding constraints. They may need more money and
more flexibility in reprogramming money while it is still timely.
Agencies must now simultaneously fix their systems and develop
contingency and business continuity plans. They must assure that
they have the time and funds to conduct meaningful end-to-end
testing of their compliant systems to make sure they will work in
the real world of January 1, 2000.

Moreover, agencies will be increasingly expected to reach out to
both domestic and foreign entities to educate and assist in their
conversion efforts. Our world is interdependent, and the Y2K issue
starkly demonstrates this reality.

I am particularly concerned with alerting State, local, and city
governments to their potential vulnerabilities and assisting in
preparation. We in Congress, of course, have an opportunity in
helping to make sure that local governments, constituents, and pri-
vate sector industries have the resources they will need to enter
the millennium as seamlessly as possible.

As I understand it, the Department of Education has proposed a
joint initiative with our subcommittee to help get Members of Con-
gress involved in outreach to the schools in their districts. This is
a great idea, and we must encourage similar efforts in other agen-
cies. For example, HHS has many active relationships with entities
at State and local levels, and once HHS is able to effectively get
its house in order on this, its resources could also be communicated
throughout this country.

Mr. Chairman, I think every agency, in its reach throughout this
Nation, as they are able to firm up the Y2K protocols within their
own agencies, would have the chance to communicate to their in-
terested constituency across this country and tell them how you did
it and how they can do it.
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A great deal of attention is, of course, today going to be focused
on the local agencies’ Y2K efforts, necessarily so, because a huge
amount of work remains to be done. But just be aware that we in
Congress are also aware that we can use our local contacts, connec-
tions, speaking engagements, meetings with constituents to get the
word out about the year 2000 problem. We are presented daily with
opportunities to raise the awareness of people on this issue, and we
need to make the most of each one.

I want to conclude by noting that Chairman Horn has worked
tirelessly to raise awareness of this issue; and, for that, people all
over this country should be most grateful.

I am sure that each of our witnesses today have been similarly
consumed in this difficult challenge. I hope that each one of the
witnesses will continue to work on this process, building a bridge
to the next century that is Y2K compliant.

Mr. Chairman, again, I want to thank you for your efforts. I will
return briefly. I have a markup right down the hall in Education,
and I will have my staff here to take notes. I will be back to par-
ticipate, at least in Q and A.

So thank you all for being here today, and 1 will look forward to
reading your testimony.

Mr. HORN. Well, I thank the gentleman and appreciate his gen-
erous words. You have been a great asset to this committee with
your administrative experience. You and I together have about 30
years in executive work, so we can understand some of these prob-
lems.

Gentlemen, I think you know the routine here. This is a com-
mittee where we swear in all witnesses. Then, when we introduce
you and insert your full statement automatically into the record.
We have had a chance to go over it, so we would like you to sum-
marize it.

We have some time here this morning. If you want to take 8 min-
utes or something, that is fine. Then we would like, once you are
done, to have the questions and a dialog between both panelists
and those on this side of the wood and you on the other side of the
wood in these rather cumbersome hearing rooms.

If you would stand and raise your right hands.

[Witnesses sworn.]

Mr. HORN. The clerk will note that six witnesses have all af-
firmed.

I just want to make sure—with Joe Willemssen, you are accom-
panied by Jack Brock, who is Director of the Government-wide De-
fense Information Systems.

Mr. Willemssen is Director of the Accounting and Information
Management Division, U.S. General Accounting Office.

Please begin and thank you.
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STATEMENT OF JOEL WILLEMSSEN, DIRECTOR, ACCOUNTING
AND INFORMATION MANAGEMENT DIVISION, U.S. GENERAL
ACCOUNTING OFFICE, ACCOMPANIED BY JACK BROCK, DI-
RECTOR, GOVERNMENT-WIDE DEFENSE INFORMATION SYS-
TEMS

Mr. WILLEMSSEN. Thank you, Mr. Chairman. Thank you for in-
viting us to testify today. As requested, I will briefly summarize
our statement.

Our statement today will cover two overall areas. First, I will
cover the major reasons why the Federal Government will not be
able to fix all of its systems in time; and, second, cover what we
believe the chairman of the Conversion Council and OMB now need
to tc)llo to minimize disruptions of critical services to the American
public.

As our chart over here illustrates, the progress over the last year
by the 24 Federal departments and agencies has generally been too
slow. As reported by OMB a year ago, about 21 percent of all the
mission-critical systems of these 24 agencies were considered Y2K
compliant. A year later, we are now at 40 percent. If this rate of
progress were to continue, it is clear that many individual mission-
critical systems will not be compliant in time.

However, there are several additional factors contributing to this
bleak outlook. First, a great deal of work remains for agencies to
renovate and validate systems. According to last month’s reports,
nine agencies have renovated less than 40 percent of their mission-
critical systems due to be fixed, with two agencies having ren-
ovated less than 15 percent. This leaves little time for critical test-
ing activities, which the experts say will take at least 50 percent
of the total time of the year 2000 program.

Second, agencies are counting on replacement systems in many
instances to solve their year 2000 compliance problem; and given
the Federal Government’s track record on replacement systems, of
not being able to often deliver those systems when promised, these
replacement efforts generally should be viewed as high risk.

Third, agencies are going to need a significant amount of time for
end-to-end testing of multiple systems that have individually been
deemed year 2000 compliant. Such end-to-end testing tries to en-
sure that systems collectively supporting a key business area or
key business process operate as intended. Without such testing,
systems individually deemed as compliant may not work as ex-
pected when linked with other systems.

The quarterly reports also show that five agencies are reporting
that they have not yet completed their assessments of systems.
That is almost a year behind OMB’s governmentwide target. Only
11 agencies reported that they had completed the inventories and/
or assessments of telecommunications, and only six of the agencies
reported that they had completed inventories and/or assessments of
their embedded systems. Overall, this kind of slow progress shown
in the quarterly reports reinforces the need for the Conversion
Council to implement the key recommendations that we have pre-
viously made.

First is priority setting. We have recommended the Council
Chairman establish governmentwide and agency-specific priorities
based on criteria such as adverse health and safety impacts, na-
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tional defense, adverse financial impact, and economic repercus-
sions. The chairman disagreed with this recommendation, stating
that agencies have already established priorities and that the
Council's focus at this time should be to assist agencies as they
work on their mission-critical systems, adding that it may be nec-
essary at a later date to further prioritize systems.

We believe the time to make those decisions and to set priorities
is now, while agencies still have the time to correct, validate, and
implement their most essential systems. If priorities are not clearly
set now, the Government may find that less critical systems are
compliant but that some of its highest priority functions are un-
available.

It is interesting to note, in contrast to our country’s approach,
Canada has established national year 2000 priorities. Currently, it
has 44 pational priorities, covering areas such as food production,
safety, income security, and national defense. According to Can-
ada’s year 2000 program director, that country wants to ensure
that, at a minimum, these priority areas are fully addressed in the
time remaining before 2000.

Mr. HorN. Mr, Willemssen, just to get the record clarified, you
referred to the Chair several times of the Conversion Council, and
who is that?

Mr. WILLEMSSEN. John Koskinen.

Mr. HORN. Assistant to the President?

Mr. WILLEMSSEN. Yes, sir.

Mr. HORN. Fine. I just wanted to get the record straight as to
who is what here.

Mr. WILLEMSSEN. In conjunction with that priority setting, it is
also important for Mr. Koskinen to identify the lead agencies, to
take responsibility for ensuring that end-to-end operational testing
is performed across organizational boundaries and that inde-
pendent verification and validation of such testing also occur.

Regarding enhanced agency reporting, OMB has acted on some
of our recommendations. Specifically, OMB has asked additional or-
ganizations to begin providing information on their year 2000
progress. The resulting reports can be very helpful in determining
overall progress, identifying risks and raising additional issues.

For example, the report submitted by the U.S. Postal Service
shows it plans to spend over half a billion dollars on its year 2000
effort and intends to implement its mission-critical projects by Sep-
tember of this year. However, the report also indicates that the
Postal Service has 21 percent of its 335 mission-critical systems
still in the assessment phase. This, obviously, raises questions
about whether the Postal Service’s own target of this September is
realistic.

Turning to contingency planning. The chairman of the Council,
Mr. Koskinen, and OMB have taken needed action to require agen-
cies to develop business continuity plans. However, much work re-
mains in this area, as we found only four agencies reporting that
they had drafted contingency plans for their key business proc-
esses.

Another area of concern is that OMB’s reports are mainly based
on agency reports that have not been consistently independently
reviewed. Without such independent reviews, agencies reported
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year 2000 status may be inaccurate. Given this, it is important
that Mr. Koskinen and OMB require agencies to develop an inde-
pendent verification strategy to involve inspector generals or other
independent organizations in reviewing agency year 2000 progress.

Also, obtaining and retaining adequate and skilled staff for the
year 2000 effort is another critical area. In their current quarterly
reports, we found 10 agencies and departments describing prob-
lems that they or their contractors are encountering in obtaining
and/or retaining information technology personnel. Mr. Koskinen
agreed with our recommendation to develop an overall personnel
strategy, and he has formed a Workforce Issues Group to address
this area.

As you mentioned in your opening statement, beyond the Federal
Government, it is important that we also address key economic sec-
tors. However, we currently do not know the overall extent of our
Nation’s vulnerability to the year 2000 or the extent of our readi-
ness. No nationwide assessment has been undertaken to gauge
this. We, therefore, recommended that the Council orchestrate a
broad assessment of the Nation’s year 2000 readiness, to include
identifying and assessing the risks of the Nation’s key economic
sectors. We are aware that the Council has no plans to develop
such an assessment; and, without this, the Council will not be in
a position to identify areas of weakness and develop mechanisms
to mitigate those weaknesses.

In summary, as we move closer to 2000, the magnitude of what
must be done is becoming more clear, but, unfortunately, it is also
becoming even more daunting than originally envisioned. Aggres-
sive leadership on this issue will therefore be required if we are to
avert major negative consequences.

That concludes a summary of our statement, Mr. Chairman.
Thank you.

Mr. HORN. Well, as usual, that is a very thorough statement.

We appreciate all you do, not only here in the hearings but, just
to spread some of the heat, I should note that I depend on you to
check all the grades we have done here to make sure we are being
fair. You have told me in some places we shoud be harder, and we
appreciate that advice. We appreciate all that your staff has done
in looking at various agencies before we hold these hearings.

[The prepared statement of Mr. Willemssen follows:]
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Mr. Chairman and Members of the Subcommittee:

We are pleased to join you again today to discuss the computing crisis--of which you are
well aware—posed by the upcoming change of century. No major organization, public or
private, is immune from potential disruption, including a wide spectrum of government
programs vital to Americans. As the world's most advanced and most dependent user
of information technology, the United States possesses close to half of all computer
capacity and 60 percent of Internet assets.! As a result, the year 2000 presents a

particularly sweeping and urgent challenge for entities in this country.?

For this reason, in February 1997 we designated the Year 2000 problem as a high-risk
area® for the federal government, and have published guidance* to help organizations
successfully address the issue. Since that time we have issued over 40 reports and

testimony statements detailing specific findings and recommendations related to the Year

'Critical Fi ions: i ica’ (President's Commission on
Critical Infrastructure Protection, October 1997).

*For the past several decades, automated information systems have typically represented
the year using two digits rather than four in order to conserve electronic data storage
space and reduce operating costs. In this format, however, 2000 is indistinguishable
from 1900 because both are represented only as 00. As a result, if not modified,
computer systems or applications that use dates or perform date- or time-sensitive
calculations may generate incorrect results beyond 1999.

(GAO/HR-97-9, February

*Year 2000 Computing Crisis: An Assessment Guide (GAO/AIMD-10.1.14, September
1997), which includes the key tasks needed to complete each phase of a Year 2000
program (awareness, assessment renovahon, vahdanon, and unplementahon, and Year

10.1.19, March 1998 [exposure draft]) w}uch descnbes the tasks needed to ensure the
continuity of agency operations.
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2000 readiness of a wide range of federal agencies.” The common theme has been that
serious vulnerabilities remain in addressing the federal government's Year 2000
readiness, and that much more action is needed to ensure that federal agencies

satisfactorily mitigate Year 2000 risks to avoid debilitating consequences.

My testimony today will discuss the results of the most recent reports submitted to the
Office of Management and Budget (OMB) on the slow progress made by the federal

government in achieving Year 2000 compliance. In light of the pace of this progress, I
will then provide our views on what needs to be done now to minimize disruptions to

critical services.

PROGRESS IN ADDRESSING YEAR 2000

As our chart illustrates, since May 1997 OMB and the government's 24 largest
departments and agencies have reported slow progress in achieving Year 2000

compliance of their mission-critical information systems.® In May 1997 OMB reported

’A listing of our publications is included as an attachment to this statement.

“OMB has required the following departments and agencies to report their Year 2000
readiness progress on a quarterly basis since May 1997; the Departments of Agriculture,
Commerce, Defense, Education, Energy, Health and Human Services, Housing and
Urban Development, Interior, Justice, Labor, Transportation, Treasury, State, and
Veterans Affairs; and the Agency for International Development, Central Intelligence
Agency, Environmental Protection Agency, Federal Emergency Management Agency,

2
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that about 21 percent of the government's mission—critical systems (1,598 of 7,649) were
Year 2000 compliant.” A year later—-as of last month--these departments and agencies
reported a total of 2,914 systems as compliant--about 40 percent of the 7,336 mission-
critical systems in their current inventories. Unless progress improves dramatically, a

substantial number of mission-critical systems will not be Year 2000 compliant in time.

General Services Administration, National Aeronautics and Space Administration,
National Science Foundation, Nuclear Regulatory Commission, Office of Personnel
Management, Small Business Administration, and Social Security Administration. The
Central Intelligence Agency's reports are classified.

*The Social Security Administration's (SSA) mission-critical systems were not included in
these totals because SSA did not report in May 1997 on a system basis. Rather, SSA
reported at that time, and again in August 1997, on portions of systems that were
compliant. For example, SSA reported on the status of 20,000-plus modules rather than
200-plus systems.

3
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Figure 1:

Percentage

A great deal of work likewise remains for agencies to meet OMB's interim target dates
for renovation and validation of systems (September 1998 and January 1999,
respectively). For example, according to last month's agency reports, 9 have renovated
less than 40 percent of their mission-critical systems due to be fixed, with 2 agencies
having renovated less than 15 percent. This leaves little time for critical testing activities
that leading organizations estimate will require at least 50 percent of total Year 2000
program time. As of last month, 16 of the 24 agencies reported that less than half of

their systems requiring Year 2000 changes have completed validation.
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Also of concern is that OMB, the President's Council on Year 2000 Conversion, and the
Congress lack sufficient information with which to judge the progress of systems to be
replaced. Agencies are not required to report on the status of specific mission-critical
systems due to be replaced rather than renovated--more than 1000 systems (23 percent)
of the government’s noncompliant mission-critical systems—unless those systems are 2
months or more behind schedule. As we have been reporting, given the federal
government’s poor record of delivering new systems capabilities when promised, and
the immutability of the Year 2000 deadline, these replacement efforts are at high risk; it
is therefore essential that reliable information be available that accurately reflects
agencies' progress in implementing replacement systems. Accordingly, we previously
recommended that agencies report to OMB on their progress in implementing systems

intended to replace noncompliant systems.®

Agencies will also need a significant amount of time for essential end-to-end testing of
multiple systems that have individually been deemed Year 2000 compliant. Such end-to-
end testing seeks to ensure that systems collectively supporting a core business function
or area operate as intended. Without such testing, systems individually deemed as
compliant may not work as expected when linked together with other systems in an
operational environment. These systems include not only those owned and managed by

the organization, but also any external systems with which they interface. For example,

8 mputi isis: Potentia Wi
d -

. . .
Leadership and Partnerships (GAO/AIMD-98-85, April 30, 1998).
5
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the Federal Aviation Administration's Enhanced Traffic Management System monitors

flight plans nationwide, controlling high-traffic situations and alerting airlines and

airports to bring in more staff during times of extra traffic. Since it must exchange data

with airlines’ flight planning systems in order to accomplish this, end-to-end testing is

essential, and would include systems for all entities involved, as well as their supporting

telecommunications.

Last month’s quarterly reports also disclosed other indicators that agencies and

departments may not be operationally ready for the Year 2000. For example:

Five agencies (the Departments of Defense, Health and Human Services, Justice,
Transportation, and the Treasury) reported that they had not completed
assessment of their systems--almost a year behind OMB's governmentwide target
of june 1997. Because these departments have taken so long to assess the
readiness of their systems, it will be increasingly difficult for them to renovate and
fully test all of their mission-critical systems in time.

Only 11 of the 24 agencies reported that they had completed inventories and/or
assessments of their telecommunications systems. Without compliant
telecommunications systems, agencies will find it extremely difficult to carry out
basic operations.

Only six of the agencies reported that they had completed inventories and/or
assessments of their embedded systems. These are special-purpose computers

built into other devices; they are important because many devices built or
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renovated within the last 20 years use them to control, monitor, or assist in

operations.

As a result of federal agencies’ slow progress, the public faces the risk that critical
services could be severely disrupted by the Year 2000 computing crisis. Financial
transactions could be delayed, airline flights grounded, and national defense affected.
The many interdependencies that exist among the levels of governments and within key
economic sectors of our nation could cause a single failure to have wide-ranging

repercussions.

The February issuance of an executive order establishing the President's Council on Year
2000 Conversion was an important step in addressing these risks. The council Chair is
to oversee federal agency Year 2000 actions as well as be the spokesman in national and
international forums; coordinate with state, local, and tribal governments; promote
appropriate federal roles with respect to private-sector activities; and report to the

President~in conjunction with OMB--on a quarterly basis.
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As we testified in March,’ the council must take strong action to avert this crisis. In a
report issued in April, we detailed specific recommendations.”” We are encouraged by
action taken in response to some of our recommendations. In other areas, however, the

Chair has disagreed, and some actions have not been initiated.

The current Year 2000 progress reports of most large agencies reinforce the need for the
council to implement these recommendations. At this point, I would like to review the
major areas in which we continue to believe that action is essential, and update the

Subcommittee on what has been done.

s Priority Setting. We previously testified that it was unlikely that all mission-critical

' We therefore recommended that

systems could be made Year 2000 compliant in time.
the Chair of the Conversion Council establish governmentwide and agency-specific
priorities for the most mission-critical business processes and supporting systems, using
criteria such as the potential for adverse health and safety effects, adverse financial

effects on American citizens, detrimental effects on national security, and adverse

economic consequences.

e o . Leadership and
ion Needed to Avoid Major Disruptions (GAO/T-AIMD-98-101, March 18,
1998).

YGAO/AIMD-98-85, April 30, 1998.
1GAO/T-AIMD-98-101, March 18, 1998.
8
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In response, the Chair stated that agencies have established priorities by identifying their
mission-critical systems. He further said that the council's focus at this time should be to
assist agencies as they work to ensure that all of their mission-critical systems are ready
for the year 2000, adding that it may be necessary at a later date for agencies to further

prioritize these systems.

This approach is inconsistent with the crisis nature of the problem and does not reflect
the lack of progress of the 24 agencies in correcting their mission-critical systems. The
most recent set of quarterly reports reinforces our view that the time to make difficult
decisions and set priorities is now, while agencies can still correct, validate, and
implement essential systems. If priorities are not clearly set, the government may find
that less critical systems are compliant but that some of its highest priority functions are
unavailable—-but could have been corrected had appropriate resources and attention been

properly focused earlier.

In contrast to our country's approach, Canada has established national Year 2000
priorities. Currently, it has 44 national priorities covering areas such as national defense,
food production, safety, and income security. According to Canada’s Year 2000 program
director, Canada wants to ensure that, at a minimum, these priority areas are fully

addressed in the time remaining before 2000.
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® End-To-End Testing. Agencies must also ensure that their mission-critical systems can
reliably exchange data with other systems and that they are protected from errors that
can be introduced by external systems. To achieve this goal, agencies must perform end-
to-end testing for their critical core business processes. The purpose of end-to-end
testing is to verify that a defined set of interrelated systems, which collectively support
an organizational core business area or function, work as intended in an operational
environment. For example, agencies that administer key federal benefits payment
programs, such as the Department of Veterans Affairs, exchange data with the
Department of the Treasury which, in turn, interfaces with various financial institutions
to ensure that benefits checks are issued. In addition, Department of Defense systems
interface with thousands of systems belonging to foreign military sales customers,
private contractors, other federal agencies, and international organizations such as the

North Atlantic Treaty Organization.

‘In the case of the year 2000, many systems in the end-to-end chain will have been
modified or replaced. As a result, the scope and complexity of the testing—and its
importance—is dramatically increased, as is the difficulty of isolating, identifying, and
correcting problems. Consequently, agencies must work early and continuously with
their data exchange partners so that end-to-end tests can be effectively planned and
executed. We therefore recommended, for the selected priorities, that lead agencies be

designated to take responsibility for ensuring that end-to-end operational testing of

10
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processes and supporting systems is performed across organizational boundaries, and

that independent verification and validation of such testing likewise be ensured.

In response to our recommendation, the Chair stated that agencies are currently
developing such plans and obtaining independent verification and validation for their
systems. He added that the council and OMB will monitor these activities and that if
any difficulty arises in getting agencies to cooperate with respect to end-to-end testing,

either he or OMB will intervene to resolve the matter.

Because time is short and thorough end-to-end testing of Year 2000-compliant systems
and processes across organizational boundaries is essential to ensuring that services will
be delivered, a more active approach is needed to ensure accountability and timely
decision making. Unless responsibility is clearly assigned, it will be difficult to ensure
that all organizations participate constructively and without delay. Further, the
Conversion Council will also have to assume leadership and take whatever actions are
warranted should difficulties arise in obtaining needed participation and cooperation

from state and local governments and the private sector.

» Central Reporting Issues. OMB's reports to the Congress—based on quarterly agency
progress reports—have not fully reflected the true progress of the federal government
toward Year 2000 systems compliance because not all agencies have been required to

report and, further, OMB's reporting requirements have been incomplete. Accordingly,

11
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we recommended (1) requiring that additional agencies that play a significant role, such
as the Securities and Exchange Commission, also report quarterly to OMB; (2) requiring
agencies to report on the status of their efforts to replace systems, not just on renovating
those being fixed; and (3) specifying the particular steps that must be taken to complete
each phase of a Year 2000 program (i.e., assessment, renovation, validation, and

implementation).

OMB has acted on these recommendations. Specifically, on March 9 and April 21, 1998,
OMB issued a memorandum to an additional 31 and 10 organizations, respectively,
requiring that they provide information on their Year 2000 progress. The resulting
reports from these organizations can further assist the Conversion Council, OMB, and
the Congress in gauging progress to date, identifying risks, and raising additional issues.
For example, the report submitted by the U.S. Postal Service shows that it plans to spend
over $500 million on its Year 2000 effort and intends to implement its mission-critical
projects by September 1998. However, the report also indicates that 21 percent of its 335
mission-critical systems are still in the assessment phase. This raises questions about

whether the Postal Service's own target of this September is realistic.
In addition to requesting reports from other organizations, in its April 28, 1998, quarterly

reporting guidance, OMB requested that agencies provide information on the oversight

mechanism(s) used to ensure that replacement systems are on schedule. It also specified

12
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that agencies should ensure that their reporting on the completion of phases is consistent

with the C1O Counxcil's best practices guidance and our enterprise readiness guide.”?

While we acknowledge the actions that have been taken to improve the agency reporting
process, it is clear that the progress of several major departments and agencies toward
ensuring Year 2000 compliance continues to be insufficient. Accordingly, the Chair of
the Conversion Council and OMB must begin requiring more frequent reporting,
especially for those agencies not making sufficient progress. Such reporting would
enable problems and delays to be surfaced more quickly so that necessary actions could
be taken immediately. Accordingly, we now recommend that the Chair and OMB
require, at an absolute minimum, monthly Year 2000 reports from those agencies not

making sufficient progress.

- Bu:m:ss_Cethmmty_and_CQnImquﬂanm Business continuity and contingency
plans should be formulated to respond to two types of failures: predictable (such as
system renovations that are already far behind schedule) and unforeseen (such as a
system that fails despite having been certified as Year 2000 compliant or one that, it is
later found, cannot be corrected by January 1, 2000, despite appearing to be on schedule
today). Therefore, agencies that develop contingency plans only for systems currently
behind schedule are not addressing the need to ensure the continuity of even a minimal

level of core business operability in the event of unforeseen failures. As a result, when

2GAO/AIMD-10.1.14, September 1997.
13
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unpredicted failures occur, agencies will be without well-defined responses and may not

have enough time to develop and test effective alternatives.

Moreover, contingency plans cannot focus solely on agency systems. Federal agencies
depend on data provided by business partners, as well as services provided by the
public infrastructure (e.g., power, water, transportation, and voice and data
telecommunications). One weak link anywhere in the chain of critical dependencies can
cause major disruptions to business operations. Given these interdependencies, it is
imperative that contingency plans be developed for all critical core business processes
and supporting systems, regardless of whether these systems are owned by the agency.
Further, those program managers responsible for core business processes should take a
leading role in developing business continuity and contingency plans because they best
understand their business processes and how problems can be resolved. In this manner,
business continuity and contingency planning generally complements, rather than
competes with, the agency’s Year 2000 remediation activities. Accordingly, we
recommended that the Chair require agencies to develop contingency plans for all

critical core business processes.

The Chair agreed. In addition, in March 1998 OMB clarified its contingency plan

instructions,” stating that such plans should be developed for all core business functions.

Progress on Year 2000 Conversion, U.S. Office of Management and Budget, as of
February 15, 1998.

14
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Moreover, OMB and the CIO Council adopted our draft guide providing information on
business continuity and contingency planning issues common to most large enterprises
as a model for federal agencies. Further, in its April 28, 1998, instructions, OMB asked

agencies to describe their processes and activities for developing such contingency plans.

Although these are positive steps, much work on contingency planning remains to be
completed. In their May 1998 quarterly reports to OMB, only four agencies reported that

they had drafted contingency plans for their core business processes.

» Independent Verification. OMB's assessment of the current status of federal Year 2000
progress is predominantly based on agency reports—reports that have not been
consistently reviewed or independently verified. Without such independent reviews,
OMSB and the Conversion Council have little assurance that they are receiving accurate

information.

We have, in fact, found cases in which agencies' systems conversion status as reported to
OMB has been inaccurate. For example, the Department of Agriculture reported 15
systems as compliant, even though they were still under development or merely

planned.” (The department plans to delete these systems from its list of compliant

“GAO/AIMD-10.1.19, March 1998 [exposure draft].

5Gee ating Crisis: DA Faces Tremendou hallenges i
That Vital Public Services Are Not Disrupted (GAO/T-AIMD-98-167, May

15

14, 1998).




21

systems in its next quarterly report.) In another example, the Defense Finance and
Accounting Service had not performed adequate testing to assert that certain systems it
had reported as compliant were capable of transitioning into the year 2000. Specifically,
managers of three systems reported as compliant indicated that they had performed
some tests on the transfer and storage of dates, but had not completed all necessary Year

2000 compliance testing.'s

Agencies' May 1998 quarterly reports describe current or planned verification activities,
which include intemal management processes, reviews by agency inspectors general, and
contracts with vendors for independent verification and validation. While this has
helped provide assurance that some verification is taking place, the full scope of
verification activities required by OMB has not been articulated. Accordingly, we
recommended that the Chair require agencies to develop an independent verification
strategy to involve inspectors general or other independent organizations in reviewing

agency Year 2000 progress.

The Chair agreed that independent assessments of agencies' Year 2000 programs and
their testing and planning approaches are important, and stated that he and OMB will

consider issuing more explicit directions to agencies on independent verification,

16
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especially with regard to establishing standards for the type of verification and

evaluation desired. We are not aware that any such directions have yet been issued.

s Workforce Issues. Obtaining and retaining adequate and skilled staff for the Year 2000
challenge has been an increasing concern. In their current quarterly reports, 10 of the 24
agencies and departments describe problems that they or their contractors have
encountered in obtaining and/or retaining information technology personnel. However,
no governmentwide strategy has existed to address recruiting and retaining information
technology personnel with the appropriate skills for Year 2000-related work.
Accordingly, we recommended that the Chair of the Conversion Council develop a
personnel strategy to include (1) determining the need for various information
specialists, (2) identifying needed administrative or statutory changes to waive
reemployment penalties for former federal employees, and (3) identifying ways to retain

key Year 2000 staff in agencies through the turn of the century.

The Chair agreed. On April 30 he stated that the Council would be working with
several agencies, including the Office of Personnel Management (OPM), to examine
options for ensuring an adequate number of qualified people to perform Year 2000 work.
One specific action was taken on March 30, when OPM issued a memorandum stating
that the Year 2000 problem was an "unusual circumstance” that would allow it to grant
agencies waivers to allow them to rehire former federal personnel on a temporary basis

without financial penalty. The memorandum also advised agencies of their ability to

17
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make exceptions to the biweekly limitation on premium pay when the head of an agency
or designee determines that an emergency involving a direct threat to life or property
exists. In addition, the Council has formed a Year 2000 workforce issues working group
chaired by the Deputy Secretary of Labor. We have an ongoing review focused on

assessing overall Year 2000-related personnel issues.

» The Nation's Year 2000 Status. Beyond the federal government, no one knows the
overall extent of our nation’s vulnerability to Year 2000 risks, or the extent of our
readiness. No nationwide assessment that includes the private and public sectors has
been undertaken to gauge this. Accordingly, we recommended that the Council
orchestrate a broad assessment of the nation’s Year 2000 readiness, to include identifying
and assessing the risks of the nation's key economic sectors, including risks posed by
international linkages and by the failure of critical infrastructure components. Although
the Chair did not directly address this recommendation in his response to our report, we
are aware that the council has no plans to develop such an assessment. Without a
nationwide assessment of the nation’s Year 2000 status, the council will not be in a well-
informed position to identify or prioritize areas of weakness and develop mechanisms to

solve or mitigate those weaknesses.

Also, a coordinated, public/private effort, under the leadership of the executive branch,
could provide a forum and bring together the major players in each key economic sector

to effectively coordinate the nation's Year 2000 efforts and ensure that all sectors, as well

18



30

as sector interdependencies, are being adequately addressed. Further, public/private
forums, under the direction and oversight of the Conversion Council, could be
instrumental in developing business continuity and contingency plans to safeguard the
continued delivery of critical services for each key economic sector. While we do not
foresee the federal government as dictating policy or requiring specific solutions, it is,
however, uniquely positioned to publicize the Year 2000 computing crisis as a national
priority; take a leadership role; and identify, assess, and report on the risks and
necessary remediation activities associated with the nation's key economic sectors. Such
plans would be all the more effective because they would bring to bear the combined
and considerable influence of the federal government, state and local governments, and

the private sector.

Although the Chair agreed that the Conversion Council should view the Year 2000 crisis
as more than a federal systems problem and should adopt a global perspective, he
disagreed with our recommendation to establish a national coordination structure using
public/private partnerships in appropriate sector-based forums. He stated that the
Council needs to be a catalyst, facilitator, and coordinator, but not creator and direct

manager of new national forums for specific sectors of the economy.

Nevertheless, in April and May 1998, the Chair established five working groups
(telecommunications, energy, financial institutions, emergency preparedness, and

workforce issues) composed of federal agencies. In addition, he has identified 29 sectors

19
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headed by federal agency sector coordinators. The Chair has not provided these groups
with formal, written guidance, objectives, or expectations. He has, however, told them
to focus on developing a coordinated outreach plan and establish communications with
public and private parties within each sector, and to monitor the Year 2000 readiness of
each sector. In order for these outreach efforts to be fruitful, the working groups and
coordinators will need accurate and complete information on the Year 2000 status and

plans of these sectors.

It will not be enough for the Conversion Council to act as catalyst, facilitator, and
coordinator. The council must also posture itself to provide Year 2000 leadership for the
nation as a whole. To provide such leadership, the council must develop an approach to
receiving the best guidance directly from the private sector and state and local
government bodies, in addition to views and perspectives gamered by federal agency

executives.

In summary, as the amount of time to the tumn of the century shortens, the magnitude of
what must be accomplished becomes more daunting. Greater leadership and
coordination of disparate efforts is essential if government programs are to meet the
needs of the public 19 months from now. The Conversion Council must play a central

role in ensuring that agency action not only stays on track, but accelerates significantly.

20
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Mr. Chairman, this concludes my statement. I would be pleased to respond to any

questions that you or other members of the Subcommittee may have at this time.

21
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Mr. HORN. We now go to Mr. Callahan, John Callahan, who is
Assistant Secretary, Management and Budget, Department of
Health and Human Services. Welcome.

STATEMENT OF JOHN CALLAHAN, ASSISTANT SECRETARY,
MANAGEMENT AND BUDGET, DEPARTMENT OF HEALTH AND
HUMAN SERVICES

Mr. CALLAHAN. Chairman Horn, thank you for inviting us here
today. I have submitted a written statement for the record and
would make a brief oral statement summarizing my testimony.

I would like to make six main points about the Department’s ef-
forts to make our computer systems millennium compliant.

First, accountability; we welcome the scrutiny and oversight of
the subcommittee. We will be fully accountable to you and to the
President and Vice President on year 2000 compliance. Your over-
sight is both proper and necessary. We have a full system of ac-
countability in the Department, running from the Chief Informa-
tion Officer in each agency to that agency’s head, to me, the Deputy
Secretary, and the Secretary.

Second, funding; making our computer systems year 2000 compli-
ant is costly. This year already we are in the process of channeling
an additional $61 million to HCFA for its work with Medicare con-
tractors for their year 2000 compliant efforts.

We are continuing to reexamine fiscal year 1999 year 2000 budg-
et requests, and we are mindful of the Senate setting aside $3.25
billion in emergency appropriations for that purpose. It will be our
job to make sure that agencies realistically budget for their compli-
ance efforts,

Third, personnel; HHS was the first agency to seek OPM ap-
proval for the hiring of retired civil servants to do year 2000 work.
Already we have hired nine retirees at HCFA and have suitable
authorization to hire more at agencies that require such personnel.
Furthermore, we are prepared to consider moving among our agen-
cies key computer personnel from agencies that have completed
their year 2000 work to ones that have not.

Fourth, and this is a point that Congressman Kucinich men-
tioned, the legal authority to do the year 2000 job. Here, the main
concern that we have is that Congress consider and pass the Medi-
care contractor legislation that has been forwarded to you in Feb-
ruary and, more recently, in May. This will help HCFA work more
aggressively with Medicare contractors in making their external
systems year 2000 compliant. In the future, it will broaden the
number of processing providers that HCFA can turn to for efficient
and timely processing of Medicare claims. This legislation has the
strong backing of the administration as well as the backing of the
President’s year 2000 counselor, Mr. John Koskinen.

Fifth, outreach; the Department has supplied information on all
its State data exchanges to the National Association of State Infor-
mation Resource Executives. These data exchanges, as well as our
local government and private sector data exchanges, have been
fully identified and will be tested for year 2000 compliance.

The Department has also, as you know, posted an FDA web site
which provides pertinent and timely information on the compliance
status of medical devices. We are now working with all our agen-
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cies to have them establish year 2000 web sites and to engage in
aggressive outreach with their stakeholders and service providers
to alert them to their need to make their computer systems millen-
nium compliant.

Finally, and most importantly, contingency plans and inde-
pendent validation and verification contractors. All our agencies
have IV&V contractors or internal IV&V efforts on hand and are
making arrangements for year 2000 testing of their data and com-
puter systems. As Department Chief Information Officer, I will
have full and complete access to these IV&V reports so that
progress on our year 2000 efforts can be validated.

Also, we are due to receive all agency year 2000 contingency
plans on June 15. It will be our intention to analyze these plans
closely and to put them into effect when we believe that we cannot
meet our year 2000 deadlines. It is most important, as you and oth-
ers have recognized, to make a seamless transition into the millen-
nium, even in the event that some of our systems may not be year
2000 compliant.

In short, accountability, adequate funding, provision of per-
sonnel, strengthened legal authority, constructive outreach, strong
validation, and suitable contingency planning are the basic ele-
ments of our year 2000 effort. We will strive to do our best in all
these areas, and we will be fully accountable to the President, to
the Congress, and to this subcommittee for all our year 2000 work.

Thank you. That concludes my oral statement, and I will be
happy to answer any questions the subcommittee might have.

Mr. HORN. Thank you very much.

[The prepared statement of Mr. Callahan follows:]



39

INTRODUCTION

Good moming. 1am John Callahan, Assistant Secretary of the Department of Health and
Human Services for Management and Budget (ASMB) and Chief Information Officer (C10). 1
am pleased to appear before this Subcommittee to provide you with a report on the
accomplishments and the challenges faced by the Department of Health and Human Services
(HHS) in assuring that our systems are Millenmium compliant.

The Secretary, the Deputy Secretary, and I have declared the Year 2000 date issue to be
our highest information technology priority. We have taken and will continue to take actions to
ensure that HHS information systems are Year 2000 compliant.

We have involved all parts of our organization, including staff with expertise in
information systems, budget, human resources, and acquisition management in solving the Year
2000 problem. No matter what else we do and what other initiatives we undertake, we must
ensure that our ability to accomplish the Department’s mission is not impaired.

For this reason, we have establ.shed December 31, 1998 as our internal deadline for Year
2009 compliance of mission critical systems. This was done in order to provide a full year of
operations in which to detect and remedy any adverse interactions among HHS systems and
those of our many service partners, including other Federal agencies, states and local
governments, tribes, and contractors.

MISSION CRITICAL SYSTEMS REASSESSMENT

In order to better focus HHS remediation efforts on the most highly critical systems, we
asked the Operating Division (OPDIV) Chief Information Officers (CIOs) to provide a brief
synopsis of each mission critical system, and where warranted, to reclassify those systems that
were not truly mission-critical, either because they were only of local importance with no critical
interfaces, or because they were originally misclassified . We believe the reclassification will
improve our ability to ensure that the HHS OPDIVs concentrate primarily on the systems that
help us to serve the most people, most especially those that pay Medicare claims and issue grant
payments.

The system reclassifications are reflected in our May Quarterly Report to OMB. In the
February Quarterly Report, HHS listed the original inventory of 491 mission critical systems.
Of these, 187, or 38%, were Year 2000 compliant. Had we continued with this base, our
compliance would have been 42 % for the quarter ending March 31.
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As aresult of system reclassification, we are now reporting 289 mission critical systems,
a reduction of 202 systems. Of these systems, 98, or 34%, were compliant as of the quarter
ending March 31. 1am pleased to report that HHS has made an additional 10 mission critical
systems compliant since the reporting period ending March 31. ACF has added seven compliant
systems, HCFA has added two compliant systems, and CDC has added one compliant system.
This brings our total compliance to 108 of 289 systems, or 37%. We will continue to monitor the
HHS OPDIVs’ progress closely, using our monthly reporting system to ensure that our OPDIVs
are continuing to improve the rate of system compliance and to ensure that system remediation
efforts remain on schedule.

Based on the May 15 quarterly report, above average performance in the compliance of
mission critical systems is reported by SAMHSA, which is 80% compliant; FDA is 51.5%
compliant, CDC is 58.5% compliant HRSA is 60% compliant, and NIH is 50 % compliant.

HHS’ YEAR 2000 EFFORT

To meet our Year 2000 responsibilities, we have taken a series of strong administrative
actions. We have encouraged aggressive reallocation of funds, where necessary, to meet Year
2000 deadlines; we have established direct reporting lines between staff working on year 2000
activities and the Operating Division (OPDIV) Chief Information Officers. Each OPDIV CIO is
responsible for regular reporting on Year 2000 efforts directly to the OPDIV head and to me,
until Year 2000 date compliance is achieved.

. In addition, our OPDIVs have compiled complete inventories of their system interfaces,
and have contacted their interface partners. I provided a listing of state interfaces to the National
Association of State Information Resources Executives (NASIRE). As decided at the April 22
meeting with NASIRE, we will provide an update of our state interfaces inventory to the General
Services Administration for posting to their Year 2000 web site. We will provide monthly
updates thereafter.

Because testing, including independent verification and validation (TV&V), is critical to
our Year 2000 effort, we are requiring our OPDIVs to subject their systems to stringent testing
and [V&YV. We also know there is a possibility that, try as we might, some systems may not be
fully compliant in time. Therefore, we are requiring the OPDIVs to develop contingency plans
which we will receive on June 15, 1998. These plans will provide us with the operational
policies needed to permit business continuity in the event of system failure.

The Deputy Secretary has asked all OPDIVs to prepare contingency plans based on the
GAO guide entitled, “Year 2000 Computing Crisis: Business Continuity and Contingency
Planning.” We will analyze the OPDIV contingency plans carefully, and the fiscal, personnel,
and operational dimensions of the plans will be fully developed with a timetable for parallel
implementation of these plans if necessary.
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In addition, we require all of the OPDIVs to perform Independent Verification and
Validation (TV&V) for all mission critical systems to help ensure that the systems will finction
propesly in the Year 2000. Our OPDIV, have made arrangements for IV&V, whether through
the use of contractors or independent (out of the system managers® chain of command) in-house
IV&YV. FDA, NIH and the PSC are using a combination of contractor support and in-house
resources. HCFA is using an outside contracter to do IV&V. In addition, OPDIVs are actively
testing their systems. Four of six Medicare standard systems maintainers have begun to conduct
future date testing.

We are taking action to retain, reemploy, and attract qualified information technology
professionals, using both employment and contracting authorities. On March 31, we received
Department-wide personnel authorities from the Office of Personnel Management (OPM) to
waive the pay and retirement reduction for reemployed military and civilian retirees who return
to work on Year 2000 remediation. To date, HCFA, has used the waiver authority to reemploy
nine annuitants. HCFA also is reaching out to provider groups to help them understand the
importance of this issue, since provider information systems must also be Year 2000 compliant
in order to interface correctly with HCFA's.

HEALTH CARE FINANCING ADMINISTRATION CHALLENGES

Our greatest Year 2000 challenge is for HCFA's Medicare program. This program
employs nearly seventy external contractors, including several shared systems maintainers, who
operate and maintain a base of software programs that process 900 million fee-for-service claims
payments annually for nearly 39 million Medicare beneficiaries. 75 percent of the external
Medicare contractors have completed assessments of their systems. Even so, under the current
law (Title XVIII of the Social Security Act) HCFA has limited authority for addressing the Year
2000 threat to Medicare systems. This situation illustrates why Medicare contracting reform has
been and continues to be a Department and Administration priority. There are 2 number of facets
to HCFA's current contracting authority that hinder HCFA's ability to require Year 2000
compliance.

Medicare claims processing contract terms are unique and differ in several important
respects from typical Federal contracts awarded under Federal Acquisition Regulation. Medicare
statutes require HCFA to contract for services with insurance companies only — not computer or
transaction processing firms - and only on a cost reimbursement basis.

Intermediary and carrier contracts provide for sutomatic renewal on an annual basis.
Furthermore, HCFA may terminsite a contract only for cause and not for convenience, while
contractors may leave the Medicare program with 180 days notice. It generally takes HCFA six
to nine months to transfer a contractor's workload to another contractor organization.
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Most importantly, becanse HCFA is required to reimburse its Medicare contractors for all
allowable costs, the agency's ability to exert financial leverage over its contractors to direct funds
toward such activities as Year 2000 compliance is hmnetL -

HCFA has been proactive in addressing Year 2000 risks with its Medicare contractors.
HCFA has proposed amendments to Medicare contracts requiring millennium compliance, and
has released guidance that would provide more restrictive definitions of compliance and testing
requirements. Nonetheless, we remain committed to achieve a faster pace of progress by
Medicare contractors in meeting our Year 2000 goal.

As I stated earlier, problems surrounding Year 2000 compliance are an illustration of why
the Administration has proposed contracting reform legislation. On February 27, 1998, and
again on May 18, 1998, HHS submitted Medicare contractor reform legislation to Congress.
This legislation would amend the Medicare statute regarding HCFA-contractor relations. This
proposal would provide the Secretary with greater flexibility for managing the Medicare
program, and allow increased discretion in contracting for claims processing and payment
functions. Under this authority, the Secretary could award contracts from a larger pool of
qualified contractors. We believe that this change would promote competition and potentially
allow the Medicare program to obtain better value for its dollar. The new authority would also
be especially helpful in allowing the Secretary to implement contingency planning that permits
business continuity in the event of system failure. This proposal has received the endorsement of
John Koskinen, Special Assistant to the President for Year 2000, in testimony before the Senate
Governmental Affairs Committee.

The proposal would allow the Secretary to contract for Medicare functions on a best
value basis as permitted by the Federal Acquisition Regulations (FAR). It would change
Medicare law to permit the Secretary to follow the FAR in administrative contracting. We would
then be able to determine on a case-by-case basis the most appropriate contractual arrangements,
with fixed price and incentive provisions, for example.

Prompt consideration and passage of this legislation now will provide HCFA with greater
leverage to proactively manage Medicare contractors.

We recognize that HCFA will continue to face a time-consuming and difficult that
contractor reform alone cannot alleviate. As noted earlier, this will require additional resources
to be used for contractor Year 2000 remediation, or testing and independent verification and
validation. In early May, the President signed a 1998 supplemental appropriations bill directing
$20 million of HCFA contractor funds to be redirected toward HCFA’s Year 2000 remediation
efforts.

While these funds will certainly help, HCFA still must find ways to address the shortfall.
We estimate that HCFA will require additional Year 2000 funding in FY 1998 and FY 1999. In
FY 1998, HCFA estimates it needs an additional $41 million. In FY 1999, HCFA may require an

4
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additional $61 million for HCFA contractor remediation efforts. On May 29, we sent a letter to
Congress notifying you of our intent to use the Secretary’s one-percent authority to shift funds
from other HHS activities to make the additional $41 million available for HCFA's Year 2000
efforts. While cutting funding for other activities is never easy, and all may not be happy with
our choices for offsets, we would appreciate Congress’ support for our effort to give HCFA the
resources necessary to address this problem.

BIOMEDICAL EQUIPMENT OUTREACH EFFORTS

Our Year 2000 related activities are not limited solely to HHS programs alone. On
January 21, 1998, Deputy Secretary Kevin Thurm signed a letter, sent to over 16,000 biomedical
equipment manufacturers, strongly urging them to identify noncompliant products, and the
actions they are taking 1o ensure compliance. The manufacturers are now responding to this
survey developed by my office and the Food and Drug Administration (FDA). The FDA now
operates and maintains a public Internet web site listing all biomedical equipment information
received from the manufacturers relating to Year 2000 compliance. The web site is operational
and FDA is currently posting the manufacturer responses on the Internet. This site can be
accessed at http://syww.fda.gov/cdrh/vr2000, The FDA is currently aggressively following up

with manufacturers to improve the current low rate of response.

We are planning additional outreach activities, beyond the biomedical equipment issues,
to inform the health and human services community in general about Year 2000 issues.

HHS also chairs two Year 2000 Conversion Council sector outreach groups. We are
formulating outreach plans for the health care sector and the human services sector. We also
serve as members on several other sector groups, including benefits payments, education,
emergency management, food supply, science and technology, and health care and social
assistance.

CONCLUSION

HHS faces substantial challenges in our Year 2000 efforts. However, let me assure
you, on behalf of Secretary Shalala and Deputy Secretary Kevin Thurm, that we will continue to
vigorously pursue Year 2000 remediation as our most important information technology
initiative. )

We recognize our obligation to the American people to assure that HHS' programs
function properly now and in the next millennium.

1 thank the Committee for its interest and oversight on this issue, and would be happy to
answer any questions you may have.
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Mr. HORN. Our next speaker is familiar with this committee, Mr.
Marshall Smith, the Acting Deputy Secretary, Department of Edu-
cation. Mr. Smith.

STATEMENT OF MARSHALL SMITH, ACTING DEPUTY
SECRETARY, DEPARTMENT OF EDUCATION

Mr. SmiTH. Thank you, Chairman Horn. I have submitted my
written testimony for the record, and I would just like to give some
short oral testimony to reinforce some of the issues.

I thank you for this opportunity to discuss our efforts to address
the year 2000 problem. I want to begin, really, by emphasizing that
we take very seriously this problem and the destruction it could
create, both for the Department in the services that we provide and
for our many partners and customers in a variety of different serv-
ices throughout the education system.

The Department has developed a comprehensive year 2000 man-
agement plan based on the five-stage strategy recommended by the
General Accounting Office: awareness, assessment, renovation, val-
idation, and implementation. We have fully completed the aware-
ness and assessment phases and are moving rapidly through the
renovation and validation phases.

The awareness phase included the creation of a high-level year
2000 Steering Committee, which I chair, and a Departmentwide
work group that includes principal office coordinators. We have
hired Booz-Allen & Hamilton, a consulting firm, to help guide our
year 2000 efforts and to serve as independent verifiers, and we reg-
ularly seek advice from the Department’s inspector general, who is
actively involved in this effort with us, particularly in the area of
ensuring a sufficiently independent validation and verification
process.

The assessment phase involved an agencywide inventory that
identified 14 mission-critical systems that could cause the imme-
diate failure of core Department business functions, if not year
2000 compliant. These include the delivery and oversight of rough-
ly $45 billion in student financial aid every year.

We have also classified 25 systems as mission-important and 137
systems as mission-supportive. Failure of any of our mission-impor-
tant systems could cause mid- to long-term failure of Department
business functions, while the lower-risk mission-supportive systems
enhance the effectiveness or efficiency of day-to-day operations but
are not essential to core business functions.

To ensure that all our mission-critical systems are year 2000
compliant, we have established a firm schedule for the renovation
and validation phases for our year 2000 projects, and we have con-
tracts in place to support all of this work. The chart at the back
of my written testimony highlights our progress. One-half of our
mission-critical systems are in the validation phase, and we will
complete renovation of all of the remaining systems by the Sep-
tember 1998, OMB milestone. Nine of fourteen have completed ren-
ovation today.

The chart also shows that we will complete validation implemen-
tation for 13 of the 14 mission-critical systems by January 1999,
ahead of the March 1999, OMB milestone. I might mention that we
have increasing confidence in these charts. We have detailed mile-



45

stones for each of the systems; and as we successfully meet each
of the phases, it increases our belief that we can make these dead-
lines easily and exceed some of the deadlines. That is, coming in-
side them. This will allow nearly a full year to ensure that all ren-
ovated systems are running smoothly prior to January 1, 2000.

The remaining mission-critical system, the FFEL, the Federal
Family Education Loan program system, is on schedule for comple-
tion by March 1999. We also are making good progress on our re-
maining systems. Twenty-five mission-important systems and 137
mission-supportive systems are on or ahead of schedule to meet the
OMB milestones.

Many of our systems rely on accurate data exchanges, both inter-
nally and with outside partners. We have a complete inventory of
these data exchanges, the most critical of which involve the De-
partment’s core financial management system. Most of the finan-
cial data exchanges, including those with other Federal agencies,
are already year 2000 compliant. Those that are not will be re-
paired well within the OMB milestones. We will be conducting end-
to-end tests of all our data exchanges to ensure year 2000 compli-
ance.

In addition to our compliance efforts, the Department is devel-
oping contingency plans for all 14 mission-critical systems and for
any mission-important system that could be at risk, if not in com-
pliance, as a precaution against mission failure that may occur de-
spite the best efforts of the Department and its contractors. We will
complete our review of draft contingency plans this month.

The Department is actively reaching out to its many partners to
raise their awareness of the year 2000 issues. Last year, I joined
the executive director of the Council of Chief State School Officers
in sending out a Dear Colleague letter to the chief state school offi-
cers and the deputy chief state school officers in all 50 States, the
District of Columbia, and the territories.

In addition, we have just completed a joint letter on year 2000
to the National School Boards Association, which I will sign and
the executive director of the National School Boards Association
will sign, that will go out to some 15,000 school districts nation-
wide. We figure that we ought to reach the fiscally responsible par-
ties in these matters, and the school board chair people are those
parties.

The postsecondary level Department training sessions for stu-
dent financial aid professionals, which will reach up to 6,000 par-
ticipants, now include a year 2000 module. Department officials are
also discussing year 2000 compliance at 39 national and regional
conferences.

More generally, the Department has distributed over 20,000 cop-
ies of a brochure establishing a year 2000 web site and joined with
other Federal agencies to coordinate outreach as part of the Presi-
dent’s Council on Year 2000 Conversion.

In spite of these efforts, Mr. Chairman, we remain concerned by
preliminary survey results showing that, while some schools are al-
ready year 2000 compliant, or claim they are, others appear to be
entirely unaware of the problem. This is why I encourage you and
members of this subcommittee, along with your colleagues in the
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House and Senate, to raise the year 2000 issue whenever you visit
school districts and postsecondary institutions back home.

The subcommittee can also help by supporting the appropriations
needed to ensure the success of the Department’s year 2000 project.
We are requesting $12 million in fiscal year 1999 to pay year 2000
related costs.

Much work remains, but I believe the Department is on track.
We are implementing a comprehensive plan for ensuring our sys-
tems are year 2000 compliant within the milestones established by
OMB; developing contingency plans on the outside chance that
something goes wrong; and we are working to make sure our part-
ners are as prepared as we are for the arrival of the next century.

Thank you, and I will be happy to answer any questions.

Mr. HORN. Well, thank you very much. That is a very helpful
statement that we will get back to.

[The prepared statement of Mr. Smith follows:]
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Mr. Chairman and Members of the Subcommittee:

Thank you for this opportunity to discuss the Department of Education’s efforts to
address the Year 2000 problem. I want to begin by emphasizing that we are taking very
seriously the Year 2000 problem and the disruption it could create, both for the Department and
for our many partners and customers throughout our education system. Achieving Year 2000
compliance is a big challenge for the Department, but we have put in place a comprehensive plan

to meet this challenge and I am confident that we will get the job done.

THE DEPARTMENT'S YEAR 2000 PLAN

We are aware of the poor grade the Department’s Year 2000 efforts have received from
this Subcommittee, as well as placement on OMB’s “watch list” for not meeting certain
milestones toward Year 2000 compliance. In response, the Department has developed a
comprehensive Year 2000 Project Management Plan that includes clearly defined organizational
roles and responsibilities, reporting and monitoring processes, and budget plans. We are
following the five-phase strategy recommended by the General Accounting Office: awareness,
assessment, renovation, validation, and implementation. We have completed the awareness and

assessment phases and are moving rapidly through the renovation and validation phases.

The awareness phase included the creation of a high-level Year 2000 Steering
Committee, which I chair, and which includes the Chief Financial and Chief Information Officer,

the Year 2000 Project Director, and other key managers. We also have established a
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Department-wide Year 2000 work group.that brings together Principal Office Coordinators and
is supported by the outside management consulting firm Booz-Allen & Hamilton. In addition,
we regularly seek the advice of the Department’s Inspector General on our Year 2000 strategy,

particularly in the area of ensuring a sufficiently independent validation and verification process.

The assessment phase involved an agency-wide inventory—using methodology
developed by Booz-Allen & Hamilton—that identified systems potentially affected by the Year
2000 problem and assigned them to risk categorics. We identified 14 mission-critical systems
that could cause the immediate failure of core Department business functions if not Year 2000
compliant. We have also classified 25 systems as mission-important and 137 systems as
mission-supportive. Failure of any of our mission-important systems could cause mid- to long-
term failure of Department business functions, while the lower-risk mission-supportive systems
enhance the el:fectivenas or efficiency of day-to-day operations but are not essential to core

business functions.

Of the 14 mission-critical systems, 11 are involved in the administration of the student
financial assistance and student loan programs. These systems fully reflect the size and
complexity of the Federal student aid enterprise, under which the Department of Education
works with 6,000 postsecondary institutions, 4,800 lenders, 36 guaranty agencies, and State
higher education agencies to deliver nearly $50 billion in financial assistance to 8.5 million -

postsecondary students. With such a large number of players and so much at stake for millions
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of students and their families, this is clearly a high-risk area. We are taking great care to prevent

any disruption to these essential systems and the programs they support.
ON SCHEDULE TO ACHIEVE COMPLIANCE

We have established a careful and systematic schedule for the renovation and validation
pﬁases of our Year 2000 project, and we have contracts in place to support this work. The
attached chart on the status of our mission-critical systems highlights our progress. One-half of
our mission-critical systems are in the validation phase, and we will complete renovation of the

remaining systems by the September 1998 OMB milestone.

The Department has hired Intermetrics and Booz-Allen & Hamilton to perform the
crucial indepe;ldcnt validation and verification tasks—with oversight from the Inspector
General—for our mission-critical systems. We will complete validation and implementation for
13 of the 14 mission-critical systems by January 1999, ahead of the March 1999 OMB milestone
and allowing nearly a full year to ensure that all renovated systems are running smoothly prior to
January 1, 2000. The remaining mission-critical system—the Federal Family Education Loan

Program System—is on schedule for completion by the March 1999 OMB deadline.

We also are making good progress on ensuring Year 2000 compliance for our remaining
systems. The 25 mission-important systems and 137 mission-supportive systems are on or ahead

of schedule to meet the OMB milestones.
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CONTINGENCY PLANS—JUST IN CASE

In addition, the Department is developing contingency plans for all 14 mission-critical
systems, and for any mission-important systems that are determined to be at risk of non-
compliance, as a precaution against system failures that may occur despite the best efforts of the
Department and its contractors. We will complete our review of draft contingency plans this

month.
REACHING OUT TO OUR PARTNERS AND CUSTOMERS

The Department is actively reaching out to its many partners—including 6,000
postsecondary institutions and 4,800 lenders that provide student loans, 15,000 local educational
agencies, and )Sme education agencies—to raise their awereness of Year 2000 issues. For
example, last January I joined the Executive Director of the Council of Chief State School
Officers in sending a Dear Colleague Letter to the Chief and Deputy Chief State School Officers
in all 50 States, the District of Columbia, and the territories.

We also have coordinated a joint letter with the National School Boards Association that
will go out to some 15,000 school districts nationwide. In addition, the Department has
distributed over 20,000 copies of a brochure on the Year 2000 problem, established a Year 2000
web site (which received 15,000 hits over the past two months), and opened Year 2000

mailboxes to answer questions.
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In the student financial aid area, we have contacted all major organizations about the
Year 2000 problem. We sent out Year 2000 technical specifications to all higher education
institutions in November 1997, and we will provide Year 2000 compliant student financial
assistance software to all postsecondary institutions by January 1999. In addition, Department
training sessions for student financial aid professionals—which will reach up to 6,000
participants—now include & Year 2000 module. bepartment officials also will discuss
Year 2000 compliance at 39 regional and national conferences of the National Association of
Student Financial Aid Administrators, which includes representatives from about 3,300

postsecondary institutions.

We now have a complete inventory of data exchanges, the most critical of which involve
the Department’s core financial management system—the Education Central Automated
Processing Sylstem, or EDCAPS—and the student financial aid programs. For example, the
Department’s Pell Recipients Financial Management System tells EDCAPS how much money

individual postsecondary institutions should receive to cover Pell Graats for eligible students.

Most EDCAPS data exchanges, including those with other Federal agencies, are already
Year 2000 compliant; those that are not will be repaired within the OMB milestones. We also
are working with the General Services Administration to make sure that centrally provided

services like telephones and elevators are Year 2000 compliant.
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Finally, as part of the President’s Council on Year 2000 Conversion, we have joined with
a number of other Federal agencies to coordinate outreach to key sectors of the Nation. For
example, the Department is chairing a work group of Federal agencies that are targeting the
education sector. We also are involved in two other White House work groups: one focused on
Year 2000 preparations in the financial sector and another looking at ways to meet the demand

for skilled professionals to work on the Year 2000 problem.

In spite of this wide range of outreach efforts, Mr. Chairman, we remain concerned about
the Year 2000 readiness of many of our partners at the elementary, secondary, and postsecondary
levels. This is why I encourage you and the Members of this Subcommittee, along with your
colleagues in the House and Senate, to raise the Year 2000 issue whenever you visit school
districts and postsecondary institutions back home. We know from data that we have gathered as
part of our outreach efforts that many districts and institutions are at risk of major disruption

when January 1, 2000 arrives. It is critical to raise awareness of the Year 2000 problem across

the Nation, and Members of Congress can do much to help in that effort.

This Subcommittee can also help by supporting the appropriations needed to ensure the
success of the Department’s Year 2000 project. We are requesting $12 million in fiscal year

1999 to pay Year 2000-related costs.
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CONCLUSION

Much work remains, but I believe the Department is on track. We are implementing a
comprehensive plan for ensuring that our systems are Year 2000 compliant within the milestones
established by OMB, we are developing contingency plans on the outside chance that something
goes wrong despite our best efforts, and we are working to make sure our partners and customers

are as prepared as we are for the arrival of the next century.

Thank you and I will be happy to answer any questions you may have.
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Mr. HORN. Mr. William Curtis is the Special Assistant for the
year 2000, the Command, Control, Communication and Intelligence
group of the Department of Defense.

Mr. Curtis.

STATEMENT OF WILLIAM CURTIS, SPECIAL ASSISTANT FOR
THE YEAR 2000, COMMAND, CONTROL, COMMUNICATION
AND INTELLIGENCE, DEPARTMENT OF DEFENSE

Mr. CURTIS. Good morning, Mr. Chairman and members of the
committee. I am delighted to be here.

Chairman Horn, you and your subcommittee should be com-
mended for your foresight and vigilance in bringing public aware-
ness to this very real threat to our social and information infra-
structure.

Mr. HORN. I might add that when people say they are delighted
to be here, I usually remind them that they did take an oath to
tell the truth.

Mr. CURTIS. Yes, sir, but in this case I am, because you are going
to be a big help to me, sir.

Mr. HORN. As the shill or what?

Mr. CURTIS. I’'m crazy, sir.

I have submitted a statement for the record, and I would like to
make some additional comments.

First chart. Mr. Chairman, I was appointed as DOD Y2K special
assistant about 60 days ago. I have read all the reports and your
assessments and, fundamentally, I agree with all their findings. I
got called to do a tough job. DOD has about 2,800 mission-critical
systems, and we are at least 4 months behind.

Second chart. Mr. Chairman, DOD is using the GAO approved
five-phased approach. DOD has a three-prong strategy to strength-
en our Y2K efforts: first, improved report and evaluation; second,
expanded programmatic oversight and coordination; and, third, en-
terprise-wide test and contingency planning. DOD’s goal is to be
operation capable to defend this Nation on January 1.

Next chart. DOD understands that Y2K is a global, multidimen-
sional problem which cuts across organizational and functional
boundaries. DOD faces a complex environment, with thousands of
interfaces with Government agencies, commercial industry, our
suppliers and trading partners, State and local governments and
our allies. As Senator Bennett has said, we must focus on the
whole enterprise.

We are running interface assessment workshops every 60 days in
each of the 20 functional areas, cutting across all military services
and defense agencies. We are involved with 18 of the 32 sectors
that John Koskinen has put together in development for the Fed-
eral Government. We are working with NATO, our allies, and the
coalition partners. We must make sure we can respond to any
threat on January 1, 2000.

Next chart. Enterprise-wide testing is critical. Testing individual
systems is simply not enough to meet our goal of operational capa-
bility. We must ensure there is no window of vulnerability in U.S.
defense on January 1, 2000. We must be prepared in advance to
be able to deploy or respond on January 1. End-to-end testing in
exercises will demonstrate our functional and real-world capability.
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The Joint Staff and the CINCs are planning operational assess-
ments to start this year and run through 1999. The services and
agencies are g;lanning end-to-end testing both in laboratories and
on the ground. We are looking at stand-down periods to test func-
tional capabilities, such as our pay and allowance systems.

Next chart. Contingency plans are a critical piece of our com-
prehensive Y2K strategy. DOD has about 2,800 mission-critical
systems for which contingency plans are essential. Even compliant
systems will run into unknown problems caused by internal or ex-
ternal nasty surprises, such as data contamination. So we are re-
quiring all mission-critical systems to have backup operational con-
tingency plans.

Next chart. Mr. Chairman, we are working on four major addi-
tional initiatives designed to accelerate our Y2K efforts. These will
facilitate both the DOD Y2K efforts and our interaction with other
Federal agencies.

First, we will convene a high-risk management board to review
mission capability, assess risks, and shift resources from those key
systems that are behind schedule. This will be in addition to our
interface working groups that we already have. This will be com-
gosed of top CEO, CIO, and CFO leaders. This will start in late

une. .

Second, we will implement test and emergency response aug-
mentation teams to support enterprise-wide testing, to provide a
war-room capability, and provide for emergencies.

Third, we will institute a moratorium on modifying existing sys-
tems until they are implemented as Y2K compliant.

And, fourth, we will require contingency plans of all mission-crit-
ical systems and test the contingency plans.

Finally, to do this we must have the flexibility to internally re-
program the resources necessary to meet the Y2K time lines. I
would ask the subcommittee to work with us to ensure that DOD
has the flexibility we need to manage Y2K within the Department
of Defense.

Thank you, Mr. Chairman, for the opportunity to appear before
this committee today. I do share your concern and commitment to
solving the problem. We all need to work together as this is a con-
cern with global, national, and social implications. Thank you, sir.

Mr. HORN. We thank you. That is a very helpful statement.

[The prepared statement of Mr. Curtis follows:]
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Good morning Mr. Chairman, [ wel your invitation to participate in this
panelonthesmmsofthc\’ear2000(YZK)pmblm You and the extire Committee
should be ded for your foresight in g the significance of this global

problem. lthankyouaﬂforhelpmgtoedmthepubhcmdfocmhmhonofﬂ)e
government leaders on the Y2K problem. 1 share your commitment and look forward to
working closely with you, your committee, and the Congress as we grapple with this
threat to our national and economic security.

DOD MISSION

Our job is clear in the Department of Defense — to ensure our national security
before, on, and after the Year 2000. Today we are here to report where we are, where we
need to be, and what we are doing to get there.

THE YEAR 2000 PROBLEM IN DOD

Mr. Chairman, DoD needs to do a much better job in preparing for the Year 2000.
We are making progress, but the leadership ~ civilian and military — fighting forces and
support personnel - cannot and will not be satisfied until we are confident that we can
protect and defend our nation on January 1, 2000, and beyond.

In March of this year, the DoD Chief Information Officer assigned to me the
responsibility as Special Assistant for Y2K Oversight and charged me to accelerate the
Department's cfforts in preparing for the Year 2000 roll in our

'Y

1 am an engineer and a manager, and I understand the technical aspects of the
YearZOOOpmblemnndwhnntmeanstoworkonhrge complex, intercormected
ion sy and age a large scale endeavor.

I am a retired Army officer with combat experience. 1 understand profoundly
what is at stake for our men and women who are charged with preserving our freedom.
In my first action as Special Assistant, I reviewed your scoring of the Department’s
progress, the GAOQ reports, Office of MamgnnentmdBMgetQumaiympoﬂs,DoD
Inspector General reports, and the Defe S dations. We
fundamentally agree with the findings of these reponsandsmdls.

The Department of Defense is fortunate to have the benefit of these painstaking
studies. Your subcommittee's assessments have shown the critical need for a more
comprehensive strategy for getting the mission critical systems in shape. The guidance
from OMB has been essential in framing the critical mission and non-critical mission
references and providing specific milestones by which to measure progress. All provide
rich and meaningful insights into program status — where we are and where we are not.
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We are leveraging this information from these various reports to focus our efforts more
precisely and to hone the direction of our program.

Deputy Secretary Hamre stated last week in his testimony to the Senate Armed
Services Committee that the Department of Defense is at least four months behind
schedule. We agree with the recent OMB evaluation that DoD is in the "Tier One” or red
zone. We appreciate your recent upgrade of DoD from an "F” to a "D." 1 believe that
your improved grade is based more on our recent management actions than on our actual
results to date. This low score reflects the work that remains to be done in DoD.

‘When I was asked to assume oversight for DoD's Year 2000 efforts, the
Department was lagging far behind where we needed to be, and the DoD Chief
Information Officer recognized the need for change. The senior leadership of the
Department has accepted the findings of this committee, the GAO, OMB, and the
DoDIG. We recognize that the Year 2000 poses a real, mission problem. We have made
significant changes at all levels of the Department in response.

‘We have redirected our efforts by keeping our eyes on our goal. The Department
of Defe is f& d on ing we have on January 1, 2000, a force that is able to
execute the National Military Strategy, unaffected by a date-related failure of its
computer systems.

As you know, the Year 2000 problem affects four aspects of computer systems:
software, hardware, firmware, and embedded chips. The Department of Defense has
approximately 25, 000 computer systems. About 2,800 are mission critical (11 p ).
These include command and control systems, satellite systems, inventory management
systems, transportation management systems, medical systems and equipment, and pay
and personnel systems. The Year 2000 problem is an especially challenging for the
Depmmcnl of Defense because we are global we engage in dlversc activities, and we
have a mix of new technologies and old legacy systems. However, we can't afford to fail.
We must make sure the American people know that they are safe and that our potential
adversarics know that that the Year 2000 does not pose a vulnerability that they can
exploit. We must be prepared to provide humanitarian assistance where nceded, and we
must be prepared to respond to any attack that is predicated on the assumption that the
Year 2000 presents a target of opportunity.

THE Y2K PROBLEM AS A GLOBAL PROBLEM

Senator Bennett stated recently that the Depx of Defense is as interrelated
as industry is today. Our supplicrs are commercial industry, and our customers are our
warﬁghtersmdpencekeepelsaswellasomAlhamdPamersmthwhomwe]omﬂy

work. The Department of Defense is di dent on its suppliers in ial industry
because DoD is also a just-in-time user of supplies and services, as is most of the world
economy. We no longer have stockpiles of i y in our hy and depots as in

years past. Our infrastructure is also dependent on commercial industry. DoD operates
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many military bases, which are really small cities, where the infrastructure can also be
vulnerable to Year 2000 probl Y2K fail in the ial power grid and
commercial communications could affect our military bases, both in the United States
and around the world

.

DoD's plan is to work across boundaries and borders to surface, address and
resolve critical Y2K issues, develop contingency plans, and lead cfforts to orchestrate
partnerships and alliances where appropriate.

OVERALL DOD STRATEGY

I would like to outline some strategies and actions we have implemented to gain
better managerial control of our Year 2000 activities.

Since the beginning of its Year 2000 efforts, DoD has used a management
strategy that combines centralized policy and oversight with decentralized execution. We
divide our work on each system into five phases — Awareness, Assessment, Renovation,
Validation, and Implementation, which are defined by GAO and OMB in numerous
reports. All military departments and defense agencics use these phases to track progress
on Y2K compliance. While these phases are useful for determining progress on a
system-by-system basis, we have gone beyond seeing the Year 2000 as an information
technology problem to being an operations and readiness issue.

Orgaunizing For Results

As this committee pointed out, a traditional organizational structure is not
equipped to deal with a problem that cuts across all organizational levels and functions.
To make the problem manageable, we have divided the DoD’s activitics into 20
functional areas. These functional areas slice across all military departments and defense
agencies. This functional partitioning allows us to frame the challenge in 2 meaningful
way. Some examples of functional areas are command and control, nuclear capabilities,
weapon systems, logistics, finance, p 1 and tation.

L 2

DoD Organization

Mr. Chairman, we have sct up several organizations to execute our Year 2000
strategy. We believe the Y2K problem warrants the attention and leadership of a CEO,
not just 2 CIO. We have organized Y2K efforts in the DoD to provide the leadership we
need. To that end, the Deputy Secretary of Defense chairs the DoD Y2K Steering
Committee. This C i icws the progress of all DoD Componeats, serves as a
forum for sharing information, surfaces management and resource issues, and identifies
opportunities to accelerate progress on the Year 2000 problem. Senior representatives
from all major DoD components participate in this forum.
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The DoD CIO has overall responsibility for managing DoD's Year 2000 efforts.
The Department of Defense Chief Information Officer function is assigned to the Senior
Civilian Official of the Office of the Assi S y of Defense for Cc d
Control, C ications, and Intelli is the DoD CIO. The DoD CIO sets Y2K
policy, coordinates the efforts of the Services and Defense Agencies, and monitorsY2K
progress on behalf of the Secretary of Defense.

As the DoD CIO's Special Assistant for Year 2000, I lead the DoD Year 2000
Oversight and Contingency Planning Office. Both the GAO report and the recent
Defense Science Board Task Force report recommended assignment of a strong central
leader. These recc dations were captured in the March 1998 blueprint for
restructuring the Office of the ASD (C3I) and accepted by the S y of Def 1
was assigned roughly sixty days ago to lead the day-to-day Y2K efforts in DoD. My
staff handles all multi-Component Y2K actions, such as developing DoD Y2K policy,

g plaas, consolidated reporting, interface assessments, contingency planning
guidance and oversight, and testing oversight.

Each DoD Component Head is responsible for assuring all software and systems
correctly process dates. The Military Departments’ and Defense Agencies’ Chief
Information Officers have the responsibility for monitoring their progress and ensuring
their systems are Y2K compliant before January 1, 2000, and for reporting status of their
systems to the DoD CIO. Overall tracking is done through the new Y2K central
database.

We have the commitraent of all the CINC's in addressing the Year 2000 issue as
an operations and readiness issue rather than as a computer problem. This awareness
permeates the Department, throughout all commands and all mission areas.

DOD'S ENTERPRISE LEVEL STRATEGY

The DoD Jeadership has endorsed a broad attack on the Year 2000 problem. This
attack is organized around three principal vectors:
- Report and Evaluation
- Programmatic Oversight and Coordination
. Test and Contingency Planning

REPORT AND EVALUATION VECTOR

DoD’s strategy relies upon all DoD Components to provide accurate information
on Y2K progress and lessons learned. DoD has established a Y2K central database on
DoD's most important systems to expedite Y2K reporting. Each Component also has a
Y2K database to provide detailed information on Y2K progress. The goal of this
database structure is to meet the needs of DoD’s senior leadership, OMB and Congress
in managing Year 2000 efforts and ascertaining the impact on DoD's mission capabilities.
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We began populating the Y2K database on June 1, 1998. The database s, as yet,
incomplete on all specifics on all systems. We are working with the DoD Components to
complete the database and to make sure the data is reported accurately. For instance,
information in the database on projected completion of Year 2000 milestones should
reflect the actual anticipated dates rather than the target dates. We need full and open
reporting from our program managers so that DoD can make plans according to actual
capabilities.

We are also creating the ability to access Year 2000 data with a new powerful
analytical ability which will assist DoD in forecasting Year 2000 shortfalls and ensuring
timely resolution of Year 2000 issues. The new ability will also help DoD in:

~ Streamlining the reporting process

-- Allowing quicker answers, and

-- Querying for more meaningful aggregations of information.

DoD is making the DoD Year 2000 data available to the GAO, OMB, DoDIG,
and other Federal assessment and evaluation bodies. This will reduce time lags that
could hinder their work. This should enable DoD to make necessary corrections faster
and with a higher degree of precision.

PROGRAMMATIC OVERSIGHT AND COORDINATION VECTOR

Through oversight and coordination, the Department addresses enterprise
analysis, identification of opportunities for improvement, lessons learned, candidate
metrics and performance measures, organizational interfaces and resource tracking for
Y2K efforts. One of the primary areas of progress in programmatic coordination has
been in the acceleration of DoD’s interface assessment workshops, so that every
functional area will have completed three by September 1998,

We are conducting workshops in each functional area every sixty days. We meet
with the functional area leaders, who are responsible for ensuring that interfaced systems
will be compliant and compatible. Assessment workshops identify common systems,
action plans, and review implementation progress for each functional area. The
assessment workshops include representatives of other Federal Agencies, DoD Allies and
Partners, GAO, DoDIG and OMB.

Interface with Allies and Partners

DoD has initiated severa} efforts 10 coordinate with our Allies and Partners. The
President made Y2K an agenda item at the last Group of Eight conference in the United
Kingdom. The Secretary of Defense will discuss the Y2K problem at a NATO
conference this week. Regional CINCs will sponsor follow-on workshops with Allies
and US Security Assistance Officers. DoD seeks to establish ties to Allied defense
ministries for critical defense systems, which are jointly operated. While our Allies are
aware of the Y2K problem, there is concern that the level of attention is not as great as it
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is in the U.S. For example, Europe is more focused on the equally complex and time-
sensitive transition to the European monetary system than to the Year 2000 problem.
Verification Efforts

The DoD Inspector General (DoDIG), in conjunction with the audit entities for
each of the Military Departments and Defense Agencies, assists in the independent data
validation process. These audit efforts are crucial to verification of Y2K actions. The
short time frame remaining for Y2K fixes requires further innovation in oversight
processes that have already been streamlined by acquisition reform. In addition, the
Services' audit agencies are part of DoD's verification process. For example, the Army
Audit Agency, working as an internal management consultant for the Army CIO, is
performing "Y2K readiness assessments" on critical systems and facilities and is also
serving as an independent verifier of Y2K compliance certification documents.

Recent Progress

DoD is placing increased emphasis on Y2K compliance, from the Secretary of
Defense to the individual system manager. DoD views Y2K compliance as an
operational readiness issue. We have to be and we will be prepared to fight, if necessary,
and to provide assistance, wherever called upon. The Department is addressing the
findings and recommendations of the various assessments made on its Y2K program by
the GAO and the DoDIG.

TEST AND CONTINGENCY PLANNING VECTOR

In FY 1999, DoD’s primary focus will be the progress of testing and contingency
planning . We will develop schema for Y2K tests, adopt best commercial practices,
define testing strategies, and perform continuity planning for our most critical systems
and functions. Contingency plans for both mission critical and non-mission critical
systems will mature as well. Mission critical systems receive the highest priority in
contingency planning.

DoD’s contingency planning will come to the fore as the results of testing beyond
the system level take place. DoD’s operational tempo and complexity of interactions
among systems require that testing take place across DoD functions and throughout an
entire theater. DoD is establishing plans for including Y2K testing as part of special
functional area tests and CINC-led Y2K operational evaluations, commencing as soon as
possible and continuing through FY 1999. These should result in contingency planning
refi at depart I, functional, and theater levels.

Testing From Three Perspectives

DoD is using three approaches to test its Year 2000 compliance. Systems-centric
testing addresses individual systems. Functional—centric testing assures both Y2K
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compliant systems and functional effectiveness by end-to-end testing of DoD functional
activities (accounting and finance, etc.). Mission-centric tests assure end-to-end
performance of systems and interfaces to maintain the mission effectiveness of U.S.
Forces.

System Level Testing

Sy level testing is conducted by each Service, Agency, and Field Activity,
under the oversight of a designated Y2K focal point or program office and is intended to
ensure that individual systems are Y2K compliant and can perform as originally
designed.

Functional Evaluations

Functional evaluations will be based on strategies and data collection from
Interface Assessment Workshops. This includes a combination of interoperability and
laboratory testing across Components, Departments, and where feasible, NATO and
Allies. The nuclear community is a good example of collaboration to develop an end-to-
end evaluation of the Nuclear C4I System of Systems. The process will demonstrate
interoperability from sensor to shooter. Virtual and physical test methods will be needed
to complete end-to-end testing as dictated by factors such as time, risk, cost, and resource
availability. The single string approach facilitates fault isolation while maintaining
readiness.

End-To-End Mission Level Evaluations

These will be used to demonstrate DoD’s operational readiness in 8 Y2K
scenario. Mission leve] operational evaluations will augment DoD's Y2K verification
and testing efforts and are planned to be carried out in conjunction with Joint and CINC
exercises. This testing requires defining specific Y2K objectives that address primary
end-to-end operational capabilities, continuity of operations planning and risk areas.

Continnity of Operations

DoD Components are applying extraordinary efforts to meet the technical
challenges of Y2K compliance. Despite these efforts, however, we know that alt DoD
systems will not be Year 2000 compliant by the immovable deadline of January 1, 2000.
Some systems whose risks bave been mitigated through renovation and testing may fail,
and the failure of one system could disrupt many others. Other, lower priotity systems
will not be ready in time because of the limitations on available human resources to fix
legacy software.
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There are two areas of risk that must be considered in planning for Year 2000
disruptions:

- Known or suspected sources of disruption, and

— Unanticipated disruptions.

The Department has assessed virtually all of our systems and identified Y2K
issues for corrective action. Renovation of systems is in progress, and schedules have
been developed for testing each system. Resources are identified and available for
accomplishing these actions.

Notwithstanding these efforts, contingency planning is critical to ensure
continuity of operations. These plans must address:

-- Failure of the system

-- Disruptions at interfaces

~ Receipt of corrupt data

-- Failure of utilities and infrastructure

Specific workarounds will be addressed, including providing manual processes or
non-automated tactics, to supplant systems that do not meet Year 2000 requirements.

The Department’s Year 2000 Oversight and Contingency Planning Office is
establishing and participating in working groups at all levels to interject Year 2000
threats, such as infrastructure failures, into existing contingency plans. The Department
of Defense is expanding contingency plans at three major levels: System, Component,
and Department. System level contingency plans are the primary management tools in
preparing for unanticipated disruptions. Individual systems could have formal plans, or
may rely on operating manuals, procedure guides, or other doc These d
must address failure of the system. Components plan to test system level contingency
plans to be sure they can be executed.

Contingency plans for each DoD Component will include a prioritized list of
systems and major actions taken to minimize Y2K disruptions to the core missions of the
Component. At the Department level, continuity of operations plans will be reviewed
and Y2K scenarios will be incorporated.

DOD'S RECENT INNOVATIONS

We are instituting a High Risk Systems Board to meet with the CEO, CIO, and
CFO responsible for each system in Y2K jeopardy. The board will review their progress
every month and prioritize our efforts.

We are developing plans to field an independent enterprise-wide evaluation force
of 250 individuals to support and independently validate the compliance of our most
important systems, especially in functional testing, in mission testing and for emergency
responses,
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We are developing a proposal to place a moratorium on modifications to existing
systems that are not Y2K compliant.

We will develop contingency plans for every mission critical system, and we will
include testing of contingency plans in our validation process.

COMMITTEE REQUEST

Mr. Chairman, your letter of invitation to today’s hearing asked me what you
could do to remove impediments to our efforts. There are two areas where this
subcoramittee and the Congress could assist us.

We ask that you resist helping us by legislating more reporting requirements or by
legislating particular approaches to solving the Year 2000 problem. While well-meaning,
such actions add administrative burdens that take resources away from fixing the problem
or could even cause serious distortions in our contingency planning. For example, there
are some legacy systems we should enhance to hedge against the potential failure of other
systems that may fail. We are streamlining our reporting and data collection and will
share our status data with you. We have also invited the GAO and OMB to attend all of
our DoD interface assessment workshops and all meetings of the Year 2000 Steering
Committee.

More importantly, we need flexibility in applying resources to this problem.
DoD's senior leadership needs to be given the maximum flexibility and minimum red
tape to assign resources -- be it money, people, or materiel -- to make sure that January 1,
2000, comes and goes without any degradation in DoD's mission capabilities.

Thank you again, Mr. Chairman, for your support in our efforts to meet the Year
2000 challenge.
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Mr. HORN. Our last witness this morning is Mr. Howard Lewis,
Jr., the acting Chief Information Officer of the Department of En-
ergy. Thank you for coming.

STATEMENT OF HOWARD LEWIS, JR., ACTING CHIEF
INFORMATION OFFICER, DEPARTMENT OF ENERGY

Mr. LEwis. Chairman Horn, I appreciate the opportunity to ap-
pear before you today to provide a brief status of the Department’s
progress on year 2000 efforts. The Department is on track toward
successful completion of all its year 2000 activities by March 1999,
with the exception of six systems which will be completed no later
than October 1999.

The year 2000 problem has a high priority within the Depart-
ment, and it is being managed at the highest levels of the Depart-
ment. The Deputy Secretary has the year 2000 challenge as a
standing agenda item at the Executive Committee for Information
Management, composed of senior Department managers; and the
Secretary has discussed this at his staff meetings.

Additionally, each Assistant Secretary has assigned a senior
manager to participate on the DOE Y2K Steering Committee
chaired by the CIO. Importantly, results of an accelerated progress
plan submitted by the Deputy Secretary to OMB in January of this
year are becoming more visible.

The Department has a net total of 19 systems whose renovation
phase has been completed ahead of schedule and a net total of six
systems where the validation phase is also completed ahead of
schedule. This demonstrates our plan is working.

Computer systems at the Department of Energy are a highly di-
verse and distributed resource, supporting the Department’s four
major strategic missions. Computer system activities take place
where work is accomplished at departmental and contractor sites
around the country and are not centrally managed. Such an envi-
ronment requires a year 2000 approach that acknowledges the di-
versity of work throughout the agency. The Department’s year 2000
team consists of over 100 individuals coordinating activities at over
50 sites across the country.

The current cost estimate for accomplishing year 2000 activities
is $226 million. The Department will be using existing funds and
is currently requesting no additional year 2000 funding.

The Department is using an implementation schedule that re-
flects concurrent efforts that are ongoing in various program offices
and sites across the country. Departmental project management is
accomplished by setting overall project milestones and monitoring
information reported about each of the identified mission-critical
systems requiring correction. Therefore, an evaluation of the De-
partmental progress using a straight-line approach does not accu-
rately reflect the magnitude of Y2K activities that are taking place,
nor does it appropriately measure the information technology sys-
tems that are managed, developed, and maintained in support of
departmental missions.

Evaluate our progress against our schedule and grade us against
established departmental milestones. Keep reporting requirements
to a minimum, so we can concentrate our efforts on fixing these
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problems. Each time we are asked to provide information on Y2K
status we take away from the important task at hand.

We have 411 mission-critical systems. Of those, 40 percent are
already compliant, 30 percent are being repaired, and 30 percent
are being replaced. We are reporting monthly on the status of data
exchanges, and currently over 50 percent are already compliant.

Y2K contingency plans are only required for systems that will
miss a Departmental milestone, either for validation and/or imple-
mentation. Currently, only 6 of the Department’s 411 mission-crit-
ical systems are scheduled to miss the March 1999 implementation
milestone. However, the Department has required the development
of contingency plans, continuity of operation plans, or business
plans, if you will, since 1987, when it issued a directive to imple-
ment the requirements of the Computer Security Act of 1986 and
the subsequent A130, appendix 3, for all unclassified mission-crit-
ical systems.

This requirement also applies to our contractors and continues to
be a requirement today. This requirement calls for annual testing
as a regular compliance review item when evaluating our sites and
can be tailored and implemented in the case of year 2000 failure.
We are requiring the development of Y2K specific plans for the six
systems that will not meet the March 1999 deadline.

We continue to be on track for implementation of our repaired
systems. We have systems that have completed the renovation and
validation phases ahead of schedule. This should translate into ac-
celerated implementations in the future.

I am confident that the efforts we are taking to repair, replace,
and retire mission-critical computer systems will prepare the De-
partment for the century date change. I am convinced that the De-
partment of Energy is in much better shape than we have been
given credit for.

Thank you, and I will be happy to answer any questions which
you may have.

Mr. HORN. Well, thank you very much. We appreciate what you
are doing there.

[The prepared statement of Mr. Lewis follows:]
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STATEMENT OF
HOWARD E. LEWIS, JR., ACTING CHIEF INFORMATION OFFICER
U.S. DEPARTMENT OF ENERGY
YEAR 2000 COMPLIANCE
BEFORE THE
SUBCOMMITTEE ON GOVERNMENT MANAGEMENT, INFORMATION,
AND TECHNOLOGY
COMMITTEE ON GOVERNMENT REFORM AND OVERSIGHT

U.S. HOUSE OF REPRESENTATIVES
JUNE 10, 1998

INTRODUCTION

Good morning. I am Howard Lewis, Acting Chief Information Officer (CIO) for the U.S.
Department of Energy. I appreciate the opportunity to provide a description of the Year 2000
activities at the Department of Energy, and I thank you for your efforts to focus attention on a
matter which urgently needs to be addressed. I am here today to assure you that the Department
of Energy is addressing Year 2000 compliance and we are making every effort to ensure a
successful transition to the Year 2000. The Department has established a baseline schedule for

becoming Year 2000 compliant and is on schedule.

BACKGROUND

Computer systems at the Department of Energy are a highly diverse and distributed resource.

Computer system activities take place where the work is accomplished at Governmenta! and

contractor sites around the country. Our computer systems span a full range of application types:
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from standard payroll, financial processing, manufacturing process control, high energy physics
and weaplons modeling, to basic tracking systems (correspondence tracking through nuclear
incident tracking). This environment required a Year 2000 plan that distributes the work
throughout the agency since computer activity is not controlled by a central site. While some
compliance efforts have been ongoing throughout the Department of Energy community for some
time, those efforts began to be coordinated and reported through the C10’s Year 2000 Project
Office in April 1996. The Department’s Chief Information Officer provides project oversight,
coordination, and facilitation of ongoing efforts at solving Year 2000 issues in these diverse areas.
The Department has required written certification to the C1O from each Program Secretarial
Officer of progress towards Year 2000 compliance. A Departmental Year 2000 Project
Management Plan was developed and includes formal reporting and tracking of progress toward

implementation, including semimonthly reports to the Deputy Secretary.
APPROACH

The Department is focusing its efforts to correct the problem with its mission critical systems. The
project team developed guidance on the definition of mission critical based on Title 36 of the
Code of Federal Regulations, Chapter XII, Part 1236, MANAGEMENT OF VITAL RECORDS,
and Office of Management and Budget Circular A-130, Management of Federal Information

Resources. Besides these regulatory conditions, the following, sim{aler guidance was provided:
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Any system should be considered mission critical if that system’s
Jailure comes to the attention of the Secretary or Departmental
senior programmatic official because a mission of the Department

is not being accomplished.

A Departmentwide team, led by the Chief Information Officer, has been organized with
responsibility for ensuring that all mission critical systems successfully transition to the Year 2000.
The Year 2000 Project Team is composed of information technology representatives (federal and
contractors) from all parts of the Depmmeht. These representatives are responsible for directing
and coordinating with the appropriate program office (funding organization) the development of
comprehensive Year 2000 compliance plans. The appropriate program office must ensure that
plans are developed and implemented. The process places accountability for Year 2000

compliancy directly on the program offices of the at-risk systems.

Departmental project management is accomplished by setting overall project milestones and by
monitoring information reported about each mission critical system. Individual system status
information is captured through an Internet-accessible Year 2000 Mission-Essential Status
System. This information is used for tracking each system’s progress as it achieves Year 2000
compliance and highlighting any area of concern requiring management’s attention. Additionally,
the status system is used for the semimonthly reports to the Deputy Secretary of Energy and

providing information requested from the Department on its progress.
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STATUS

Progress

DOE has identified 411 mission critical systems. Of these, 161 (approximately 40 percent) of the
systems are already compliant or will be retired, 119 (approximately 30 percent) are being
repaired to achieve compliance, and 131 (approximately 30 percent) are being replaced. Although
the Department’s schedule does not meet the straight-line projection adopted by the Office of
Management and Budget (OMB), results of the Department’s Accelerated Progress Plan
submitted to OMB in January are positive. As of the May report to OMB, the Department has a
net total of 19 systems where the renovation phase has been completed ahead of the baseline
schedule. Also, there are a net total of six systems where the validation phase has been completed
ahead of the baseline. This should translate into accelerated implementations in the future. The
Department is eight systems ahead of its projected schedule for implementation of mission critical

systems.

The Department has identified six mission critical systems that currently will not meet the March
1999 implementation milestone. Of these six systems, one is at Sandia National Laboratories and
is a procurement/financial system which is being replaced by a commercial-off-the-shelf year2000-
compliant product. Because it is a financial system, the plan calls for it to be implemented to
coincide with the beginning of the fiscal year. The remaining five mission critical systems are at
the Savannah River site. These systems are self-contained and interconnected and if any of these
systems were to fail the worst that would happen is that a specific mission being performed at the

site would stop. There would be no health, safety, or environmental impact at the site or to the
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public if one or all of these systems were to fail because of a year 2000 problem. Westinghouse
Savannah River Company recently had completed a second disinterested third-party assessment of
the Year2000 plans for those five systems. The Department’s Office of Environmental

Management is currently reviewing results of those assessments.

Compliance Review Team

The CIO has developed a site compliance review process, and the Department’s Inspector
General is providing assistance with these reviews. The compliance review process: (1) ensures
that Departmental policies and procedures related to Year 2000 compliance are being followed
and (2) establishes a process for certifying the Year 2000 compliant implementation of each
mission critical system. The reviews started in January 1998 and will be conducted at over 20 sites
by September 1998. Additionally, sites are reporting that they are conducting their own self-
assessment audits. As of May 29, 1998, five reviews coveriﬁg eight Departmental sites have been

completed or are ongoing.

Non-Mission Critical Activities

Team members have been notified that non-mission critical activities involving such things as non-
mission critical systems, building systems (fire alarms, security systems, etc.), telecommunications
(phones, LANS, routers, switches, etc.), biomedical equipment, and laboratory equipment are the
responsibility of the owner and will be addressed at the local level by the March 31, 1999,
milestone. The Chief Information Officer’s Year 2000 compliance review teams have received

presentations and high-level site plans documenting activities from sites reviewed and showing
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that the sites are addressing Year 2000 implementation of non-mission critical systems. For the
August 1998 OMB report, the Department will provide statistics on site progress on non-mission
critical activities. Available information will include assessment status, implementation status,
planned and actual implementation dates, and major areas of concern for each non-mission-critical

activity.

Data Exchanges

The Department has a minimal number of data exchanges with state governments and all but one
of these are compliant. Information on foreign exchanges was provided to the Department of
State as requested. Of a total of 743 external exchanges to the Department, which includes
federal, state, local and international organizations, 55 percent are compliant, and 58 percent of
our internal exchanges between mission critical systems are already compliant. Activities related

to all data exchanges are scheduled to be completed by March 1999.

Contingency Plans

The Department decided that contingency plans would be required only for those mission critical
systems that miss or are scheduled to miss the Departmental milestones for either validation or
implementation. This decision was made so that more resources would be spent on correcting
these systems rather than spending a great deal of time developing contingency plans for systems
that do not require them. However, contingency plans have been developed in many cases for
mission critical systems in the Department’s inventory. Contingency plans for systems that will

miss or are scheduled to miss Departmental milestones are due to the CIO one month after a
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system misses either milestone thus allowing time for implementation before the Year 2000.
Contingency p!ans for six systems that are scheduled to miss the implementation milestone will be
completed by December 1998. The creation of a business continuity plan for the Department has
not been undertaken since established operating procedures already exist to maintain basic

operations.

Cost

The current estimated cost to resolve Departmental Year 2000 problems is $226.2 million.

RECOMMENDATIONS

The Department’s schedule does not meet the straight-line projection adopted by the Office of
Management and Budget (OMB) for those mission critical Systems being repaired and as a result
appears as though the Department is behind schedule in meeting year 2000 compliance. The
Department currently has 40 percent of gll of its mission critical systems year 2000 compliant. If
measured against the Department’s Year 2000 Plan and corresponding schedules, DOE is making
progress. Additionally, the Department is providing timely responses to information requests
from the public, state and local governments, other federal agencies, and Congress. This
demonstrates that the Department is prepared for dealing with century date change issues and that

efforts are being made to successfully transition to the Year 2000,
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We appreciate the need for the oversight, audit, and management responsibilities of Congress, the
General Accounting Office, and the Office of Management and Budget (OMB), but our resources
are continuously stretched responding to inquiries while still meeting critical implementation

deadlines.

CONCLUSION

This concludes the description of the Department of Energy’s Year 2000 activities. You have our

firm assurance that we are addressing Year 2000 compliance and that every effort is being made

to successfully transition to the Year 2000.

1 will be happy to answer any questions you may have.
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Mr. HORN. Let me start on some of the questions now, first, 1
would like a response from all of the agencies. It was mentioned
that reprogramming of DOD funds is the way you are going to
solve the problem, Mr. Curtis; and we have agreed with that, with
the Director of the Budget, Dr. Raines. I have not discussed it with
the new director.

And in Energy, Mr. Lewis, you are telling us DOE will use exist-
ing funds.

Mr. LEwis. Operating and maintenance funds, yes, sir.

Mr. HORN. What I need to know from the other agencies is do
you have any problem with the reprogramming or have you suffi-
cient authority in your annual budget to reprogram money in this
area, should you need it?

Mr. Smith.

Mr. SmiTH. We do have authority to do that, of course, with con-
gressional approval. We are asking for, compared to my colleagues,
what is a modest amount of money for the year 2000 in fiscal year
1999, but our initial request was for $4 million in 1999. We are
now asking for a total of $12 million.

A large percentage of that will go to the validation and the end-
to-end testing, and some of it will go to the outreach. Because we
feel strongly that the biggest issue for us next year is really going
to be the quality of the year 2000 compliance in the schools and
colleges across the country.

Mr. HOrRN. How about HHS, Mr. Callahan, in terms of re-
programming authority? Do you need any more from the appropria-
tions committees or the authorization committees?

Mr. CALLAHAN. No, we have| the traditional reprogramming au-
thority you referred to. We also have the 1 percent transfer author-
ity that is given to us in our appropriations, and we have used that
this year, and it is conceivable we would use that again next year
at an early stage.

Mr. HORN. Let us start now with Mr. Willemssen on a number
of things. In regard to the chart related to your testimony, tracking
the compliance over time, have you done projections into the future
based on this rate of progress? And, if so, what would they be?

Mr. WILLEMSSEN. We have not done a full projection, but what
analysis we have done is we have tried to focus the analysis on
what would need to take place in order to hit the March 1999 tar-
get. And in order to hit that, the rate of progress would need to
be quadrupled from what it currently is. Again, this is one of the
factors behind the pessimism we have, in terms of getting done in
time.

Mr. HORN. So it is roughly three-quarters from now.

You mentioned several areas where Congress lacks sufficient in-
formation on the agencies in the year 2000 progress. Do you agree
that the information Congress needs is the same as the information
reguired by any manager trying to track progress within the agen-
cy?

Mr. WILLEMSSEN. In terms of the level of detail, I am not nec-
essarily convinced that the Congress would need the same level of
detail that an agency manager would need. I think what the de-
partments and agencies need to look at, though, is the frequency
with which they are reporting this.
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And I think there was a comment made by one of the individuals
who testified about the burden of reporting. I have to respectfully
disagree with that. For any program that is being well managed,
managers should already have those reports in summary form, in
detailed form, so they understand what is going on. Additional re-
quests for reports should be something along the lines of pulling it
off the shelf or pulling it off your PC. There should not be a lot of
work to putting reports together for those programs that are well
managed.

Mr. HorN. Well, that is what I want to do, is just go down with
the existing four agencies. You have defined the mission-critical
systems; we have not. You are the ones that know whether they
are mission critical; we really do not. That is why we depend on
you.

Now what is the time period that you are getting weekly reports
from the people that have to do the revisions, the revamping, what-
ever you want to call it? Mr. Callahan, do you get a weekly report?

Mr. CALLAHAN. It is twofold, Chairman Horn. I get a monthly re-
port that is compiled from all the agencies. Actually, the agency
ClOs, in many cases, get weekly reports.

Mr. HORN. In other words, in HHS—I realize it is big and the
Pentagon is going to shrink compared to the HHS, I guess, al-
though we might turn that around the other way—but you are say-
ing you get a monthly report?

Mr. CALLAHAN. Right.

Mr. HORN. But who gets the weekly report?

Mr. CALLAHAN. The agency chief information officers. For exam-
ple, in HCFA, the Chief Information Officer for HCFA is Mr. Gary
Christoff, who comes to us from the Los Alamos National Labora-
tory. He is directly responsible for directing all their Y2K efforts.
He receives a weekly report on the status of both their internal and
their external systems.

Mr. HORN. Well, as we are getting down to the wire, I guess I
do not understand. As a former executive, I would have wanted
that weekly. Why are you not getting it weekly, to keep up with
the work?

Mr. CALLAHAN. As I indicated in my statement earlier, Chairman
Horn—and I appreciate your comments there—but I think at the
departmental level what our job is—and I illustrated six areas that
we were having our attention focused toward. One is to get them
the funding. We move very quickly, because, in addition to being
Chief Information Officer, I am also the Assistant Secretary for
Management and Budget, to get HCFA the additional money for
their external contractors.

Personnel authority. We were the first ones to work with OPM
to get them the personnel authority to hire additional resources.

So our job, at least at the Department level, in addition to things
you are concerned about, is to mobilize money, resources, make
sure we are working with them in terms of outreach and contin-
gency. We are not necessarily down there at an operational basis
looking over their shoulder on a weekly basis to see that they get
their systems done. That is their direct responsibility, and then we
work with them on a longer time basis.

Mr. HORN. So you get it only on a monthly basis——
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Mr. CALLAHAN. That is correct.

Mr. HORN [continuing]. As to how many critical mission systems
have been revamped?

Mr. CALLAHAN. Both mission-critical and non-mission-critical.

Mr. HorN. By that time you have lost a lot of time. Do you ever
zet the bad news laid on your desk from somebody when they are
»n a monthly report and you say, how do we ever catch up? What
is the matter? Do you need more resources? Do I need to devote
more people from the agency over to help you to catch up?

Mr. CALLAHAN. Certainly in cases where the agencies’ Chief In-
‘ormation Officers feel that they need direct help from the Depart-
mnent, whether it be in funding, personnel, or the other areas that
~ve do mobilize our resources at the Department to give them that
nformation and that support directly. We feel that that is an ap-
sropriate role.

Mr. HORN. Well, you are playing one role. Of course, I think it
s completely wrong for an agency to have the assistant secretary
‘or management, administration, by whatever name, to also be the
Chief Information Officer. This is what I saw in Budget, when the
1ead of OIRA is also running the year 2000 problem. They already
nave an 18-hour day. Why give them another 18-hour day, since
:here are not that many hours in a day? Seems to me a Chief Infor-
nation Officer should be doing a lot of that.

That is what bothered me when I saw it at Treasury 3 years ago,
~vhich was a disaster area, and I might add, they should have had
1 full-time Chief Information Officer. But I take it you do not agree
~vith that, or the Secretary does not agree with it or something?

Mr. CALLAHAN. I think the issue here, Chairman Horn, as you
rave correctly suggested, is that we have to meet our milestones.
[he proof is in the pudding. We, right now, as you know, are at
ipproximately, in the reclassification of our systems, about 34 per-
:ent compliant. We have already added another 10 or 15 systems.
We are now up to 38 percent compliant.

You can be assured that from the Secretary, the Deputy Sec-
etary, myself, and all the individual Chief Information Officers
‘hat are the front-line soldiers on the year 2000 effort in their
igencies, that we will give you our full and complete attention. I
:annot do much more than that, sir.

Mr. HORN. Well, I noted in passing, you just repeated it, that you
vere 44 percent compliant; and now you have worked and cleaned
1p some more systems and you are 38 percent compliant. Does that
.ell me something?

Mr. CALLAHAN. Chairman Horn, we went back and, as is indi-
:ated in our formal testimony, we looked at all our systems again
n terms of mission criticality, whether that is business continuity,
vhether that is payment concerns, et cetera, and made a renewed
letermination of what was mission critical. In fact, as a result of
hat, our “compliance level” dropped.

If we had used our old system, our compliance levels would have
yeen higher. So, in essence, we did not—to be perfectly frank, we
lid not try to game the system. We tried to look very closely at
nission-critical systems. That review was done. On the new basis,
wur progress in the last several weeks has also improved. We have
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added additional mission-critical compliant systems, and we will
continue to do that throughout.

Mr. HORN. Mr. Smith, do you get a weekly report as to what is
happening or do you get a monthly report?

Mr. SMITH. I get a weekly report, Mr. Chairman.

Mr. HORN. Weekly report.

Mr. Curtis.

Mr. CurTiS. Mr. Chairman, could I have my slide on the data
base?

Sir, as you know, the GAO did not like what we were doing on
the reporting. We redesigned our whole reporting capability. As
this slide will show, what we are doing is building a real-time capa-
bility, which we have approximately 4,000 records in already. Each
one of the services and agencies down at the bottom have their own
Y2K only reporting data base.

In the Department of Defense we were trying to do a number of
things in terms of modernization and everything else. That became
too complex, too hard to do, and got in the way of Y2K. So now we
have a total system as depicted on that chart. That data is real-
time delivered to a more summary activity at the top. That is load-
ed out on our secret network for all of our CINCs, so they can see
real time what is going on with each system.

The Secretary, Dr. Hamre, has directed that he will get monthly
reports. We have these reports coming in so that, as we work the
20 assessment workshops, at every workshop we can get the data
that is right there today. We will also be doing that for our senior
level.

I think we are trying to get prepared, obviously, to deal with a
faster and faster cycle that we are going to absolutely need as we
get down to the wire. We are going to need to know how we are
doing. We have also put in dates for forecasting the movement of
every system through every phase. Not only do we want to know
what historically was reported, we want to know what the program
managers are saying when they are going to move that data, to
what phase, and if they are not making that, we can start making
the decisions to cut those systems off, move money, or work a con-
tingency plan.

Mr. HORN. OK. So am I correct if I said the Department of De-
fense at your level, and perhaps any senior level, you could know
right now, today, as for a particular critical-mission systems, how
far along they are in conversion?

Mr. CURTIS. Yes, sir.

Mr. HoRN. Is that correct?

Mr. CUrTIS. Yes, sir.

Mr. HorN. This assumes the people, the contractor, the team, the
center, whatever you are going to call it, updates every day?

Mr. CurTIS. Sir, what we are doing in terms of the updates when
something changes on the system at the program management
level. Of course, we have the 2,800 mission critical, plus we also
have some that are called mission essential that are in our data
base, another 2,000 to 4,000. We are working to get that cleaned
up. We expect the program managers to change that data on that
record when the status changes. So when the status changes, that
is available.
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Mr. HorN. If you are moving from one half percent complete to
1 percent complete, what kind of instructions do they have as to
when you change the little guidepost in the computer program?

Mr. CURTIS. We are looking for when they move through a phase.
That’s when a specific program moves from one phase to the next
phase.

Mr. HORN. Give me an example. Take one critical-mission system
and tell me what is phase one and what is the second one they
would update on.

Mr. CURTIS. We are using the same 5-phase system. So we have
789 systems right now in renovation. So if one moves out of renova-
tion until validation, the record would be updated.

Mr. HORN. Just on that point, what would be the typical time
elapsed between stage one to stage two in an attempt to update
and convert a particular mission critical system? Are we talking
about a week, 2 weeks, a quarter, or two quarters when you move
to validation and so forth?

Mr. CurrTis. Sir, I think that depends on each one of the systems.

Mr. HORN. But an eyeball.

Mr. CURTIS. I don’t have an answer to the question.

Mr. HORN. We have a vote on the floor, but let me finish this
question.

Mr. Lewis, what is your process here? Is it a weekly report, a
monthly report, what?

Mr. LEwis. Chairman Horn, I have access to our database and
can get that information daily. I am informed by my Y2K project
manager of what the status is on a biweekly basis. When we go to
the Deputy Secretary with that same information, I have access on
a daily basis for status.

What I have done with that biweekly information, besides mak-
ing it available to the Deputy Secretary, is I meet with the Assist-
ant Secretaries. That $226 million that we are taking out of oper-
ating and maintenance, that comes out of the program Assistant
Secretaries’ budgets. I meet with those people, identify which sys-
tems are behind the schedules, and work with them on getting
their systems to the point of being back on schedule.

Mr. HorN. Well, that is very helpful.

I would just say as we get closer and closer to the time where
we have to have not just testing but real, operational testing in a
real-world environment, not simply a laboratory—we have seen
FAA go back to the drawing boards when they thought they had
it cleaned up with the radar situation, which is a paramount—so
I would think you would all want to, since the Secretaries of your
respective departments are holding you responsible to get the job
done. If I were the Secretary, I would want to know, “hey, folks,
are we on the right track?” One Secretary I know does ask every
week what is going on in his particular agency.

Let me ask this question, before I leave to recess and vote. My
understanding of the DOD is that it has improved the honesty of
its compliance percentages, is what I am told; but I will further in-
dicate that the Department of Defense’s inspector general just re-
leased a report that was rather critical of compliance honesty.
What is the relationship there? Have you had a chance to look at
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that before? I haven’t seen it, but I thought I would ask the ques:
tion, as long as I have you here.

Mr. CURTIS. Yes, Mr. Chairman. We have looked at that IG re-
port. It is very recent. We do concur with their findings.

Part of what we were looking at when I came on board was to
try to make sure that people were not reporting the OMB or DOD
target dates. What we wanted was the real—when are you going
to pass this, that borderline; and we also wanted people to have the
freedom to move systems back into awareness assessment or ren-
ovation if they found they really weren’t up to a validation or im-
plementation area.

I think if we are really going to manage this problem, we have
got to have the most accurate data. We need to know when the sys-
tems really work, and we can’t be shooting the messenger. You
know, some of that was going on, and we tried to take that out of
the process.

We have accelerated our workshops, so I am running about three
a week these days. And in those workshops, we are trying to get
really where we are. And sometimes the people don’t know where
they are, or they think they are in one place or another. We have
to get them to the right place so we can make the tough decisions
on which systems are going to make it and which aren’t.

Mr. HORN. We have another expert in our midst here, Jack
Brock, the Director of Government-wide and Defense Information
Issues for the General Accounting Office. Do you have a view on
this recent report of the inspector general at DOD?

Mr. BROCK. Yes, Mr. Chairman. That is a recent report. We were
very concerned in a report we had done earlier that DOD was not
getting accurate information and, as a result, it would be hindered
in making decisions. And that was not only true at the OSD level,
but also true in the service levels. The IG pulled a sample of sys-
tems that were reported as being compliant in November, in the
November report; and for roughly 75 percent of those systems, they
could find no documentation that they had been certified as compli-
ant, even though they had been reported as compliant. Of course,
this increases the risk that some of these systems that had been
reported as compliant would, in fact, not work properly at the mil-
lennium change.

Mr. HorN. Well, I thought we were past the days of the Viet-
namese body counts, but it sounds like we had a few over there,
at least in the computer area. As I said, I haven’t read that report
yet, but I will look at it.

Let me suggest, ladies and gentlemen, we take a recess for lunch,
because we have lots of questions afterwards. And may I suggest
that we reassemble here at roughly 1:05 because, by the time I get
to the floor, people will hold me up there; and there is no use keep-
ing you waiting. You might as well do it for the useful purpose of
eating lunch and storing up your energy.

We are in recess.

[Whereupon, at 12:10 p.m., the subcommittee recessed, to recon-
vene at 1:05 p.m., the same day.]

Mr. HOrN. The subcommittee will reconvene for its afternoon
session.
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Where we left off this morning, we were on reprogramming and
did you have sufficient authority; and the answer seemed to be yes.
So we don’t have to worry about that one.

Then the question is, how do you assure that what is reported
to you is accurate?

Now, Mr. Willemssen, you mentioned Canada has had national
year 2000 priorities for over a year now. Is Canada also reallo-
cating resources from agency to agency based on those priorities?
And, if so, how does the system work?

Mr. WILLEMSSEN. Mr. Chairman, we haven’t, at this point, done
a detailed review of Canada. We have had some discussions with
their program director and the CIO. They went to a priority-setting
process because of their concern several months ago that they were
not going to get all of their systems deemed mission critical done
in time. So it wasn’t to say to each of their agencies, we don’t want
you to do this, but our top priority is going to be focused on these
44 functions. I don’t have the data at hand at this point as to what
kind of reallocations have occurred to date.

Mr. HORN. Let’s file it for the record, and we will insert it with-
out objection in the record at this point.

[The information referred to follows:]

Question: GAO mentioned that Canada has had national Year 2000 priorities for
over a year now. Is Canada also reallocating resources for agency to agency based
on those priorities? And, if so, how does the system work?

GAO Response: According to Canada’s Year 2000 program director, Canada has
not begun to divert resources to its highest priority functions. The program director

stated that, at this time, Canada does not believe that such diversions will be nec-
essary. However, he added that Canada is prepared to divert resources if needed.

Mr. HOrN. In your April recommendation to the President’s
Council on the Year 2000 Conversion, apparently some of your
ideas weren’t accepted. I count seven in your testimony, of which
only three were accepted: and priority setting was not accepted;
end-to-end testing was not accepted; central reporting issues were
not accepted; contingency planning was accepted; independent
verification was accepted; work force issues were accepted, and the
Nation’s year 2000 status in priority setting was not accepted. Is
that an accurate statement?

Mr. WILLEMSSEN. I would say, generally speaking, with one ex-
ception on the reporting issue, I would consider that more mixed.

Among our recommendations was to get reports from additional
key organizations; and OMB did implement that recommendation
and has asked, as you know, for reports from 41 additional organi-
zations. So [ would not say that was totally not accepted.

Mr. HORN. OK. We have heard a lot about the five working
groups that have been organized by the Assistant to the President
on this matter, and that has been established for Federal agencies
to reach out to the rest of the American economy through them—
that makes a lot of sense—in terms of regulatory—the so-called
quasi-legislative, quasi-administrative, quasi-judicial regulatory
groups. And do we know from GAO’s standpoint anything about
how those regulatory agencies are doing in relation to their client
in population?

Mr. WILLEMSSEN. Point one is we would agree with the establish-
ment of those groups. It looks to us like they are focusing on the
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right topics, such as telecommunications, energy, and work force.
So I, one, think the establishment of the groups is a good step.

Two, we recognize that they have just recently started and had
initial discussions. And I think it is an appropriate time to begin
asking the questions beyond just talking on the issues, what kind
of data is being exchanged regarding these key economic sectors,
and when are we going to get past the talking and discussion phase
and really get down to where we stand on these key sectors, from
a risk perspective and understanding, what we have to do to mini-
mize that risk.

Mr. HORN. I have talked to a number of consultants; and, as you
know, consultants become experts rather rapidly in this particular
area because it is so different from what they have generally dealt
with. What I am being told is that more information should exist
for the private sector corporations than is available. That is partly
because the lawyers of the general counsels in the private corpora-
tions don’t want them to share that information because they are
fearful of increasing their liability, since we know there are a lot
of hungry people in the tort bar that are moving from tobacco into
the year 2000 area.

What insight do you have here in terms of a degree to which the
clientele, in this case, American corporations, fear dealing with Se-
curities and Exchange or FCC and those regulatory bodies, where
they are fearful about saying where they are now, that that will
be used against them in a court case?

Mr. WILLEMSSEN. If I can preface my remarks by acknowledging
that I clearly am not an attorney but just giving a layperson’s view
on this, clearly, there are a number of issues that have been raised
about the legal liability situation as it pertains to year 2000. In
fact, there are a number of conferences that are held over and over
again just on Y2K liability, so this is a very hot tonic, one that is
attracting quite a bit of attention.

It just would appear to a layperson that if a company has a prod-
uct that ends up being Y2K defective, from a due diligence perspec-
tive it would seem that they would probably want to err on the side
of informing their customers in advance, as opposed to not sharing
that information. And what we see is several major computer com-
panies starting to move in that direction and sharing information
on the compliance status of their products.

Again, from a layperson’s standpoint, not a legal perspective,
that makes sense to me, so that you know up front what this com-
pany is telling you about the compliance status, rather than hold-
ing that information. Then if indeed the product is found defective,
it would seem that the risk may be greater in the case where infor-
mation was not shared.

hM‘?r. HORN. Mr. Brock, do you want to add anything to any of
this?

Mr. BrOCK. I think that is a real issue.

I would like to add something to Mr. Willemssen’s remarks ear-
lier. One of the private sectors, where a great deal more informa-
tion is known, is in the banking industry, in the financial institu-
tions, where the regulators have, for some time, in the safety and
soundness examinations, been doing more detailed assessments of
individual institutions. And I think, as a result of those examina-
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tions, the banking industry is generally believed to be ahead of the
other industries in where they are, in large part, I think, because
of the active role the Federal Government has played in providing
some oversight and direction.

Mr. HORN. Well, I agree with you, and I certainly do when it
comes to the Federal Reserve and what they have done. Do we
have any feel for what the Comptroller of the Currency, the FDIC,
and several other regulatory bodies that have a sort of foot in the
door in terms of what goes on at the State level, do we know any-
thing about what they are doing?

Mr. BrocK. Yes. All of the regulatory bodies use a common ex-
amination guide that was developed among them all. So they share
an assessment guide. They have all gone through fairly rigorous
fraining.

The primary concern we have had, when we have done individual
reviews of each of the regulators, is they started too late. They are
just like everyone else. They started too late; and, as a result, some
of the guidance that went to the financial institutions, particularly
the smaller ones, was getting to them later in the cycle than what
we would like to have seen.

But there is now, unlike other sectors, a great deal of informa-
tion that is now being made available about individual institutions.
You generally don’t have that kind of information about other indi-
vidual business entities within the U.S. economy.

Mr. HorN. Well, I thank you for those comments. I think they
are very helpful; and, I must say, they are reassuring. You are tell-
ing me these four or five agencies are sort of marching to the same
tune in terms of the guidebook and the further use of human re-
sources, which all of them collectively can make quite a contribu-
tion, one of them individually might not.

Mr. Callahan, I haven't forgotten you as Chief Information Offi-
cer of Health and Human Services. You expect to receive a com-
plete set of contingency plans by June 15 from your operating divi-
sions. Are these sort of real-business-type continuity plans or are
they simple system plans? In other words, do they cutoff beyond
the system as to how you might solve the problem, should it just
go blank?

Mr. CaLLAHAN. It is my understanding that they will be business
contingency plans, and we will look at those very carefully. We
will, obviously, work with the subcommittee in terms of analyzing
these plans as well.

Mr. HORN. Are they connected with every mission critical system
or just several of the mission critical systems that might be the
most critical?

Mr. CALLAHAN. It is my understanding it is every mission-critical
system, sir.

Mr. HORN. Now, you mentioned the situation at the Health Care
Financing Administration and that there are 900 million payments
annually. That is over 17 million per week. Does that mean if the
year 2000 causes even a 3-week processing delay—and, of course,
they aren’t processing the checks; the Financial Management Serv-
ice of the Department of the Treasury is doing the benefit checks?
Are they also doing the actual reimbursement checks?

Mr. CALLAHAN. To the providers?
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Mr. HogN. To the providers, yes.

Mr. CaLLAHAN. It is my understanding—and I talked with the
people at HCFA this morning, in this regard—is that, actually,
each one of the contractors, our principal contractors, will draw
money from the Treasury and then they will make—through an af-
filiated bank that is connected with each contractor—the provider
payments to the medical providers.

So, clearly, one of the things that you mentioned, in terms of
making sure that there are not cash-flow problems or what have
you, one of the contingency plans that may well be brought forth
is if we cannot assure you that an individual contractor system will
be year 2000 compliant, whether in calendar year 1999 or the first
quarter of fiscal year 2000, whether we would put into place some
prospective payment system to provide the medical providers with
cash for the first part of the calendar year 2000. Then we would,
in essence, have to come back behind that and make sure we did
the appropriate audits, which we would do. So it would be a novel
way of doing business, in addition to also the other standard thing
of going back to manual processing and paper claims.

Mr. HorN. Has the Health Care Financing Administration and
the Department looked at the relationship of the contractors or
intermediaries between HCFA and the hospitals and different
types of health care facilities and doctors and so forth? Have they
looked at that relationship, which exists, I guess, from the 1965
law, and to what degree do they feel that should be changed?

Mr. CALLAHAN. I am not sure I get the last part of your question,
Chairman Horn. They are looking—they are in the process, in
terms of outreach, of working with their providers, whether that is
the hospitals, the doctors, et cetera, to alert them of the need to
have year 2000 compliant systems.

However, we anticipate that we would be able to receive data
from those providers through electronic bridging systems, some-
what similar to what we are doing in CDC, so we would be able
to take in the information, presuming the contractor systems are
compliant.

The problem may then rest with individual medical service pro-
viders—doctors, home health agencies or whatever—if their sys-
tems go down. So we are trying to alert them to get their systems
compliant; but, in any case, we are prepared to take their data and
make it 2000 compliant within our own system.

Mr. HORN. I am really thinking of the intermediaries between
the hospitals and the doctors that file their expense bills and are
as you say, drawing from the trust fund to make those payments,
if they are in accord with law. And I guess my curiosity is, since
those are not governmental intermediaries, can the government re-
quire them to become 2000 compliant?

Mr. CaLLAHAN. Well, that is a point that we raised in the legisla-
tion that we sent up to the Congress on May 18th. We put in an
additional provision in our contract reform legislation to enable the
Secretary to require the contractors, in this case, the inter-
mediaries, to be year 2000 compliant, so that the Secretary could
have that authority in terms of working with them. That legisla-
tion is pending before the Congress.
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Mr. HorN. It is pending before, I assume, the Ways and Means
Committee on our side and Senate Finance on the other side?

Mr. CALLAHAN. That is correct, sir.

‘)Mr. HoRN. And that has the full support of the Secretary, I take
it?

Mr. CALLAHAN. The Secretary, the President, and the adminis-
tration.

Mr. HORN. Does it look like it is going anywhere?

Mr. CALLAHAN. We certainly hope so.

Mr. HORN. [ agree with you.

Mr. CALLAHAN. We will make the push for it. I know it is a
crowded legislative schedule. But, clearly, hopefully, your efforts
and others and your colleague on the other side, Senator Bennett,
will help us push this legislation. I know Senator Thompson in a
hearing that he held was receptive to this as well.

Mr. HORN. Yes, I think you have a real point there. Let’s see if
we can’t get something out of the respective finance committees.

Now, when I asked the General Accounting Office about Mr.
Koskinen and sector outreach groups in general, could you please
describe the two for which HHS has the lead role? I hear it is the
health care center and the human services sector. How are we or-
ganized to get some accomplishments out of that?

Mr. CALLAHAN. First, on the Year 2000 Conversion Council, our
Deputy Secretary, Mr. Kevin Thurm, sits on this council. We have
been providing Mr. Koskinen and the Conversion Council informa-
tion from our side about the types of outreach that we would make
to all of our partners in both of those areas. But as the General
Accounting Office has mentioned, these efforts will be combined
with other agencies as well. There is a meeting tomorrow of the
Year 2000 Conversion Council at which this matter will be dis-
cussed, and I presume that the time lines will be set forth, and spe-
cific policies for outreach will be set forth, and we will report back
to the subcommittee in those efforts.

Mr. HORN. Well, I thank you. That is really all the questions I
have right now. We might have a dialog on some general ones, but
let me turn to Mr. Smith, the Acting Deputy Secretary in Edu-
cation.

As I understand your paper and what we know about Education,
there are 14 mission-critical systems and 25 mission-important sys-
tems. I am not quite clear of the difference between mission critical
and mission important. Give me an example if you could, in each
category, so I understand this.

Mr. SMITH. The examples in the first category are largely drawn
from student financial aid and the delivery of student financial aid
to 10 million students around the country, about $45 billion worth.

Another mission-critical system is our finance system, which pro-
vides resources, connections to States, colleges, and so on across
the country.

A mission-important system would be a system that operated
within one of our principal operating components that might, from
the perspective of that particular component, carry out a very im-
portant function, but not a function that is critical to the overall
functioning of the agency. So that it is really a matter of scope. I
mean, you make a decision and you draw a line. But our line is
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pretty bright because the systems, the 14 systems that we have,
are qualitatively very different from the systems we have as mis-
sion-important systems.

Mr. HORN. Well, are we putting all of our resources now in edu-
cation in the 14 mission-critical ones or are we sort of also doing
the 14 mission-critical ones and the 25 mission-important ones?

Mr. SMITH. And the third category of systems, too. We are put-
ting our efforts into all three. And, in some ways, these efforts get
divided up among different groups of people, in the same way that
in HHS there are different groups of people working in HCFA than
working in NIH, presumably. So we are able to—I am able to con-
centrate largely on mission-critical systems.

But, I have in the last week, just gone over in detail and looked
at the time lines for each of the other systems and then said, “I
think they are too long,” and we are pushing them back. A lot are
simple replacements of software, and we should be able to do that
very, very quickly and just wipe them off the books.

Mr. HORN. Now, I note—and I will quote you on this—failure of
any of our mission-important systems could cause mid- to long-
term failure of Department business functions, unquote. Now, if
their failure causes failure of business functions, doesn’t that make
them mission critical?

Mr. SMITH. Perhaps that is an exaggeration in the language, Mr.
Chairman. If on January 1 of the year 2000 one of those systems
failed, it would not create any major problems for any of our cus-
tomers. If by June we hadn’t corrected it, and since we are going
to have contingency plans for the mission-important systems, if we
hadn’t been able to put those plans into place we might have a
problem of delivering grants, let's say, that particular year. But,
from my perspective, that is a relatively unlikely problem.

Mr. HORN. Do you have a figure on the percent of, say, the 25
mission-important systems, how far along are they as a group in
terms of becoming compliant?

Mr. SMITH. Hang on, let me just check on that.

Mr. HORN. You don’t have to give an exact percent.

Mr. SMITH. About 45 percent of the mission-important systems
are compliant.

Mr. HORN. Now, the other 55 percent are in various stages, I
take it?

Mr. SMITH. I am actively trying to get rid of a lot of them, actu-
ally, and that is difficult sometimes.

Mr. HorN. This is a great excuse to clean house, get it down to
one system or something.

Mr. SmiTH. That is exactly right. But it is not always easy. You
have to have a hearing, in effect, about it and have the discussion
and so on before you actually do it.

Mr. HorN. You can say Congress and your conscience made you
do it, right? We are good people to beat up with the bureaucracy.
The wise administrator uses us for that purpose.

Now, you mentioned, in several letters, large volumes of 15,000
school districts, is it, nationwide?

Mr. SMITH. It is. Right.

Mr. HorN. Do you know how these schools are doing and do you
get reports from colleges? How are we doing in that area?



96

Mr. SMITH. Well, we are now clearing some surveys through Con-
gress for the colleges and universities.

Mr. HORN. Through the Congress or through the OMB?

Mr. SMITH. Through the OMB. One hurdle or another, they all
get mixed up together. Yes, we are clearing the survey through. We
have our nine responses from our preliminary survey, which is
what we are entitled to do under the law.

If you look at those—and just from anecdotal work, because we
have people out working with direct lending schools, for example,
on a daily basis, there is a great mixture out there, as I am sure
you know. You have been talking with people, and it ranges from
institutions that did exactly what the Social Security Service did—
and they started a long time ago, and they are up to date—to
places that haven’t heard of it, God knows why. But it just has not
entered into their consciousness. They don’t have a plan. They
don’t have an idea about what they need to do. Largely, those are
in schools and universities that don't have the resources to do very
much, and that is a real difficulty. So we are trying to get a real
handle on that and a set of strategies for working with it.

Mr. HORN. In terms of updating their systems, are the big-city
urban schools——-

Mr. SMITH. I was actually just talking about the colleges and uni-
versities at that point.

To move over to the school systems, we have gotten some infor-
mation about large school systems, a sample of about 25. We just
looked at it yesterday, and it is very distressing. Everybody says
they are going to make it, but the dates are lined up in such a way
that you—and we have it against their systems—their accounting
system, their tracking student system, their payment and so on, a
whole variety of systems. And they put down the dates these sys-
tems are going to be compliant, and for a number of them, every
date is exactly the same, February 1999. In others, it is exactly the
same, and it is October 1999, which begins to get a little worri-
some.

But just the notion they haven't differentiated among the sys-
tems, which means they either haven’t paid attention to answering
a survey, which is possible, or they haven’t paid attention to the
problem in the depth we would like to see it paid attention to.

The survey itself, of course, can generate some interest. It says,
gosh, they are interested in what we are doing. But I think there
is a very significant problem out there.

Let me give you another anecdote. Let’s say this is a hypothetical
district, actually. Two years ago, the district discovered there was
a year 2000 problem; and the CIO and the district put together a
plan which said, for $8 million, we can fix it. For $10 million, we
can put in this wonderful new system where the bells and whistles
will work wonders for us and bring us into the 21st century. And
the CIO recommended the $10 million system, and the school board
sat on the decision for a year and a half. And they are just now
waking up to the fact that now it is not only going to cost $8 mil-
lion, it is going to cost far more than $8 million. And they are also
waking up to the fact they are probably not going to make it. I
wlouldn’t be surprised if that were the case in a number of different
places.
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Mr. HoRN. You mentioned, in the Department of Education, one
of your solutions is—and I imagine it is with the personal com-
puters—to just turn in the old models, which might be several gen-
erations behind, and get the new model. What are you going to do
to make sure they are 2000 compliant? Are you going to test them?
Is GSA going to test them?

I have been through this with the Agency for International De-
velopment way back in 1996 when they said, you don’t have to
worry about us; we are getting all new computing. They didn’t test
for it, and the result is they bought a screwy system that didn’t
work, and they are still in the F stage. Whereas they were getting
A’s just for saying we are going to replace it.

Mr. SMITH. It is a very good question. We are buying systems
that others have tested, so we are buying basically models that
have gone through tests and are deemed compliant by the industry,
and we are also going to test them ourselves.

Mr. HORrN. Well, I thank you for that; and it looks like you are
keeping on top of it.

Let me move to Mr. Curtis, who is the new Department of De-
fense czar for 2000 conversion. Tell me, what is your reporting rela-
tionship in the Department of Defense? To whom do you report?

Mr. CurTiS. Right now, I am a special assistant to Mr. Money,
who is the senior civilian official for command, control, communica-
tions and intelligence.

Mr. HorN. Have they filled General Paige’s job? He was the As-
sistant Secretary in that area.

Mr. CurTiS. Mr. Money is acting in that capacity. He has not
been confirmed yet.

Mr. HORN. I see. Because what bothered me is I remember, when
General Paige retired, I thought the Deputy Assistant Secretary
also had retired and two Directors over there also had retired.
Roughly three levels of management disappeared into early retire-
ment. Did they just know that there was a problem here, and there
was no use wrecking the rest of my life or what? And how did they
get you to cheerfully take over?

Mr. CURTIS. I am not so sure how they all left. I actually worked
for Secretary Paige way back when we were both in the military
wearing a uniform. I don’t know if I should say this, but I volun-
teered for this job, Mr. Chairman. I think, in my career, every time
no one else wanted the job, you know, I took it.

Mr. HORN. You are a wise man. Challenges?

Mr. CurTis. I love challenges, sir, and I do feel that those of us
working this can make a difference. That is why I am here.

Mr. HorN. Well, I will tell you, one thing we have been fas-
cinated by—obviously, you have hundreds of thousands of embed-
ded chips—somebody told me a few months ago, you were going to
try to decentralize all of this operation down to the base. I don’t
know if you meant commands by that. You weren’t around when
this happened. I am just curious, when you relate to these com-
mands and they, in turn, relate to the facilities, be it a ship or a
fort or contracting or whatever it is, what are we doing? Because
that is going to take extensive training.

I mean, if I was the colonel in charge of a base and I get a letter
from the Secretary signed by one Bill Curtis, I would say, where
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do I start hunting to find one of those imbedded chips now? And
if I find one, what do I do about it?

How are we handling that? It seems to me like a massive prob-
lem.

Mr. CURTIS. Mr. Chairman, I think you are absolutely right. And
the Department of Defense has probably everything the rest of the
Federal Government has. We feed people. We have towns. We have
things that are afloat. That is why we are on 18 of the 32 sectors.

What we tried to do is organize the infrastructure as one of the
20 functional areas. If I step back for a minute, if you look at the
20 sectors, functional areas like procurement, nuclear, command
and control, weapon systems facilities. Then, we look at some de-
fense agencies. We see different ones at each assessment workshop.
So we have a huge matrix you are trying to work with. You would
like to get everybody in the room at one time, if possible, at the
Department of Defense level. You want to cut across a functional
area all at once so that the lessons learned in one area can be
passed down the other. So we have gone through our facilities as-
sessment workshop, No. 1. No. 2 is coming up in July. So, at the
top level, we are looking at that.

Now what we tried to do with getting down to all of the base—
post, camps, and stations and bases—and tried to make sure that
the commander, the base commander in that place, understood that
he or she was responsible for the Y2K problem. We have tried to
move this from a CIO to a CEO issue. Don’t pass it off to your com-
puter guys like Curtis. Get on with it—you must make that base
work. All of our bases today are power projection platforms for any-
thing that we need to do, so they need to work.

That has helped. That has got that kind of focus. In July, I will
be able to give you a better indication of where I think we are with
that.

We also are working our embedded chip issue in two areas. In
the weapons systems, the embedded chips are part of the system
review. So if you own the Tomahawk, you own the embedded chip
problem or the software problem. But if you are on a post camp
and station, and the infrastructure chips include all of our PC com-
puters, LANSs, our routers, and all of that kind of stuff, plus the
lights on your base. In our infrastructure review, we found one of
the biggest problems was the security mechanisms. For many of
those devices, we don’t know how they are really going to operate.
Are they going to allow people to open up buildings or not? So we
are looking at that. That seems to be one of the key areas.

They also found out that the Corps of Engineer dams need to be
checked, because all of the devices that monitor our dams all over
this country are also full of those chips. So, as we work all the dif-
ferent areas and we try to pass along the information. Obviously,
we have web sites and things like that to do this. Fundamentally,
we try to bring this back up to the CEO leadership in each area.

Mr. HorN. I thought I could make it through and not have to
keep you gentlemen here, but we are going to have to recess. We
have two votes on the floor, so we are going to be in recess, essen-
tially, until 2 o’clock. So I am sorry to hold you here like that, but
I have a couple key questions for the last two gentlemen and
maybe some for all of you, so we are in recess until 2 o’clock.
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[Recess.]

Mr. HoORrN. I understand you have some time constraints?

Mr. SMITH. I have a meeting over at the State Department. Sec-
retary Riley is leaving for Portugal this afternoon, and we are
going to connect by phone at least while he is still in the country.

Mr. HORN. We are going to go about 20 more minutes.

Mr. SMITH. That is great.

Mr. HORN. Sorry about those votes. That is why the taxpayers
sent us here, but it does wreck business, doesn’t it? But that is our
business, so we go.

We will have some questions to followup on this, because we
couldn’t get to everything. But it has been very helpful to hear your
answers, and I appreciate that.

What I wanted to do is get to NATO in terms of the interactions
of our computers and their computers How many situations like
that do we have besides NATO, where you have got foreign com-
mands that are going outside the American military? Is that a
problem, and is NATO working on it? Because I am about to go to
a meeting of the Interparliamentary Delegation between the U.S.
House and the European Parliament, and we discuss these in use
with them also, every 6 months. Of course, NATO is a separate en-
tity in Europe, so we just wonder how they are doing.

Mr. CURTIS. Mr. Chairman, we are concerned about NATO and
our allies and the coalitions. We don’t sense, necessarily, they have
the same thrust as we have in getting this problem done. As you
know, they are occupied with getting onto the Eurodollar, but I
think there is an awareness there.

The President brought this up at the G-8 meeting recently. And
the Secretary of Defense, at the end of this week—I believe that
is the correct date—when the Defense Ministers meet, he has put
Y2K on the agenda and plans on speaking on that. At the end of
the month, my counterpart in the United Kingdom and I will be
siiting down and talking about what we are doing there.

Mr. HorN. I might add that the delegation from the House of
Lords and Commons has come over here to visit with us. I think
tl}xley saw Mr. Koskinen and they might have seen others of you. Go
ahead.

Mr. CurTiS. So we will be putting increased emphasis on that.

And I know our STRATCOM people are working just this week
on this kind of thing, especially with the coalition partners. Sec-
retary Hamre spoke to the Senate about the fact that we are con-
cerned about the fact that everybody can see that no missiles are
flying during this timeframe. We don't want any screens to go
blank or have any miscalculations, so we are working that. I think
you will see a lot more emphasis across that whole arena.

Recently, my counterpart from Australia asked if we could come
down and give them an assessment of their Y2K environment. I
d}cl)n’t know if we can do all that, but we will certainly work with
them.

Mr. HORN. One of the things we have never been clear on and
we just haven’t asked the question is on the critical mission sys-
tems. How many of those are exclusively related to weapons sys-
tems, as opposed to command systems of normal defense discourse
to the various commands and other sorts of subordinate groups? In
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other words, I am not asking do you have it on Cruise missiles or
Stingers. What I am asking is; is this a problem and to what de-
gree and at what level are we dealing with it?

Mr. CURTIS. Again, I don't know if I quite understood your ques-
tion.

Mr. HORN. Are they on the list of your total number of mission-
critical systems?

Mr. CURTIS. The weapon systems are all mission-critical systems,
every one of them. And I will take that for the record, Mr. Chair-
man, and get you better data on that, if you don't have it. We are
looking at all weapons systems as mission critical. And then you
halve ctlshe command and control and the other systems that are in-
volved.

[The information referred to follows:]

Yes, weapon systems are included in DoD’s total list of mission-critical systems.

Mr. HorN. To what extent do they depend on maintenance of
particular equipment that you might have? And are those mission-
critical systems? When you are looking at maintenance schedules
and so forth, those would kick over into the zero zero before most?

Mr. Currtis. Correct. The first thing with the weapons systems
is to make sure they will work. You also have test equipment,
maintenance equipment, support equipment, around them. I am
not prepared to tell you how we are looking at that between
mission- and non-mission critical. But we definitely have all of
these issues about the weapon systems. For instance, the chips, the
software, the hardware, the whole thing belongs to a program man-
ager to get that entire system across the line.

Mr. HORN. Are we planning any war games where the year 2000
problems come into effect and the systems just break down on the
field? What are they going to do about it and is there a contingency
plan and so forth?

Mr. CURTIS. Mr. Chairman, absolutely.

One of the things, when I came on board, we were doing system-
level testing, listening to industry. Secretary Hamre has a large
number of industries that came to him and explained to him the
problem if you don’t do real, open, end-to-end testing.

I sat with the Director of the Joint Staff the other day; and we
are going to do exercises, operation capability exercises, where you
take the CINC exercises and you change all the computers they are
working on, everything they are working on, and make them run
that across the date line. The vice chairman is putting out a mes-
sage to the CINCs to get a set of exercises in by the 30th of June
where we can start doing this.

I have indicated a realistic number of exercises. We do about 270
joint exercises a year. Potentially about 10 percent or around 25 of
those would be our target, as a minimum, to actually do this. The
Director of the Joint Staff would like to get that started, even this
year, and then run them all through 1999.

I think that is the only way we are going to be able to dem-
onstrate to the American people, we really can defend this country.
I don't believe any amount of rhetoric is going to convince people
that we can defend this country. I think we need to demonstrate
to our adversaries that we are ready and that there is no oppor-
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tunity for them to take advantage of us, either by doing anything
with us, with our friends and allies.

Another issue we are very concerned about is the whole cyber-
space war, the confusion that would be in place. We have problems.
People might think it would be a Y2K problem, may not actually
be a Y2K problem, but actually, an attack on our systems.

Mr. HORN. Do the joint chiefs have a unit on this?

Mr. CUrTIS. The Joint Chiefs of Staff have a Y2K office. They
have done a lot of work to bring the CINC representatives together.
A few weeks ago, they identified the top 20 C4&I systems. This is
not the weapon systems, but the companion control systems and in-
telligence systems. They are a big help, and they are going to take
the major lead in the operational exercises for the CINCs.

Mr. HORN. Getting to resources and when they are identified and
available for accomplishing various critical missions that might be
more critical than some other critical missions. To whom do you
have to turn in order for the authority on those resources to be
moved to solve a defense-wide problem?

Mr. CurTis. Well, sir, I haven’t done that yet in the first 60 days.
But in that 60 days, I have briefed the Secretary of Defense three
times. I have been with Dr. Hamre on a number of occasions. I see
Mr. Money, and we would take recommendations to Dr. Hamre for
execution. I think that is pretty high up in the Defense Depart-
ment. I think we can get it done there.

Mr. HorN. So there is no problem in moving the resources, as
long as they are within the regular reprogramming rules?

Mr. CurTIS. Yes, that is true, sir. And what we are looking at,
though, is what are the flexibilities? We are concerned as we go
down through the year, we are in 1999 and it is an election year,
how much reprograming flexibility will we have between the major
committees and so forth. So I would like to get back to you on that
for the record on what I think might be able to be done.

[The information referred to follows:]

Yes, it is true that DoD has no problem with resource availability for Year 2000
(Y2K) efforts when these requests are within the reprogramming rules that are al-
ready in place. The Deputy Secretary of Defense has directed the DoD Components
will fund Year Y2K systems remediation efforts to the fullest extent possible within
existing total funding. In addition, appropriation for DoD in FY 1999 includes emer-

gency supplemental funding to address Y2K-related requirements. Both of these en-
able flexibility in funding for Y2K-related requirements.

Mr. HORN. We have been accused of wanting too much paper-
work out of the administration. Well, all we want is a couple of
simple figures, and I think that is all that Mr. Koskinen would
want.

Can we get the clerk to move this chart on my right, over here?
Just move it so you can see it. Bring it up so I can see it. Because,
apparently, staff has not provided a draft for us. But we have used
this chart for 2 weeks. Here we go. I can actually see it from there.

What we are asking for is recommended monthly reporting. You
have mission-critical systems, second-tier systems—and we could
do a better job at defining that—and contingency plans, tele-
communications, embedded systems, external data exchanges.

Now it would simply be, how many have you got? Are they now
compliant? What percent has been assessed? What percent is com-



102

pliant? That is all you need to tell us. We are just getting down
to the basics of, have you done it or haven’t you?

And then we took an example, and we used DOD as an example
because we thought it was a very good example. Even if you are
lagging behind on the lagger’s panel, but that is OK. That is good
experience.

May 15, we have mission-critical systems, 2,803 second-tier sys-
tems—10 times that, really—and contingency plans, we don’t know
yet. I don’t know if you have them yet. I mean, do we go back to
the cavalry; what do we do when things go kaplunk? I mean, are
the services developing the contingency plans or is it your office
doing it?

Mr. CURTIS. Mr. Chairman, in all honesty, we have been focused
on fixing the systems. Not a great deal has been done on contin-
gency plans. We are looking at the rest of 1998 and 1999 to get
those contingency plans done. We have said that anybody that falls
behind on a system in any of the dates that are posted, you have
to start working on them.

I am very concerned about this. As an automater, people think
that another automation contingency plan will do it. It won’t. If the
system doesn’t work one place, it is not going to work in another.
So we must get the operators involved with the contingency plans,
and they must be able to deal with this without the computers. So
that is what we will be focusing on.

In my new staff, I have people who are doing that. I have put
contractual work on that. Those will, however, be developed at
posts, camps, and stations at program levels. It has got to be a de-
centralized execution, because we are looking at at least 2,800 of
those. We are going to have to deal with a large number of the sec-
ond-tier systems, which will feed data in.

Mr. HORN. How about the rest of the agencies here? Have you
developed any contingency plan? Because there are one or two cru-
cial systems that you just don’t seem to be making progress on.
Where are we on that? Just to start down the line.

Mr. CALLAHAN. As I indicated to you earlier, Chairman Horn, we
will receive all those contingency plans for all our mission-critical
systems on June 15th.

Mr. Horu. For all systems, you are asking. Very good.

Mr. CALLAHAN. The mission-critical systems.

Mr. HorN. Education?

Mr. SMITH. We are reviewing plans for all mission-critical sys-
tems right now, and we will have contingency plans for some of the
key other systems below the mission-critical.

Mr. HorN. And Defense would be all mission-critical or just
some?

Mr. CuUrTIS. All the mission-critical systems.

Mr. HorN. How about Energy?

Mr. LeEwis. As I stated before, we had a requirement there from
our Computer Security Act requirement; and a good percentage of
ours, I think in the neighborhood of about 45 percent of the mis-
sion-critical, are in good shape. We have the requirement or the
plans i:oming in for the six systems that are not going to make the
date also.
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Mr. HorN. Well, you mentioned in your report to OMB and also
to us that new systems will replace 131 current mission-critical
systems on time. I guess we wondered about that, because there
are few, if any, big, mission-critical systems that are ever installed
on time. That has been my experience with computers.

In fact, the other day I happened to be catching some of the C—
SPAN coverage of that Center for Strategic International Affairs;
and Peter D. Jaeger, a consultant in the field, asked the CEOs in
the audience, have you ever received a work product that had to
do with information technology on time? If so, please put your hand
up. Not one hand went up.

That has certainly been my experience. It’s always overpromised.
Oh, yes, this wonderful world of technology. It will happen. It
doesn’t happen, and there are probably some 20 percent that never
see the light of day, if you gave them 5 years.

So with that bit of cynicism, I am curious, are you pretty con-
fident on this, on the 131 before March of next year?

Mr. LEwiS. Yes, and may I explain why?

Mr. HORN. Sure.

Mr. LEwis. The reason I say that is, basically, we recognize that,
in the testing and things like that it is not something that you can
say that you are going to stay in that category. When you have
changes that affect you from the outside and things like that, that
could shift and you could have a mission-critical system, as far as
you are concerned, that has been compliant. It is exterior effects
that you are going to have to go back and respond.

That is where the priority comes, as far as I am concerned. This
whole thing is a priority issue, from my standpoint.

I told you the money was coming from the operating and mainte-
nance. We have to be able to get to program people and the people
who are responsible for the mission-critical systems, ensuring pri-
ority can be given for continuous integration testing, not just end-
to-end testing. I don’t think end-to-end testing is going to do it. If
we don’t have continuous integration testing, every time the system
is touched, from the time we declare it to be compliant, we could
have problems, and that is how we are looking at this.

Mr. HORN. And you are doing it in relation to some of the people
you interact with?

Mr. LEwiS. Yes. I have the IG assisting me in this, and I have
the Office of Oversight within the Department providing assist-
ance. I also have a compliance team that goes out to the various
sites. We have visited five sites so far and hit eight of the installa-
tions that we have. And what we are doing is looking and ensuring
that the people have documentation.

I will not tell you right now that everything is beautiful from
that standpoint, but we are identifying problem areas. We are
pointing these out, and we are getting improvements made on the
spot and coming back and giving an update on where we stand
there.

Mr. HORN. Are you optimistic that the private utilities with
which the Department interacts will have this problem under con-
trol by the year 2000? Because that is what people are worried
about. Members of Congress come up to me every day saying, well,
what about our grid system? Well, we have about 10 of them out
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there, haven’t we, 10 major ones? And what do you see? Are things
happening under the direction of these particular either public or
private utilities?

Mr. LEwis. Yes, our Deputy Secretary, who is on Mr. John
Koskinen’s Year 2000 Conversion Project, has a working group
under that conversion group that is looking at how that needs to
be addressed. She is going to be reporting to the special Senate
committee on Friday. They are addressing this. They are getting
the right people involved. They are getting the people that are
doing the job right now.

The people who need to be involved in this, Chairman Horn, are
the people who are making things work right now. Year 2000 is
just one of the contingencies that can happen with the grid. You
can just think back a number of years ago about problems that
have occurred, and we are responding to those problems, and those
people need to be in a position to respond in the year 2000.

Mr. HorN. I well remember the New York situation and the
northern California, U.S. situation. If those grids go, you can just
count on an increased population 9 months later, apparently, is
what I learned from the two experiences.

Now, Savannah River, we understand they are behind. But their
systems will be fail safe or OK, is that sort of your conclusion?

Mr. LEwis. That is our current assessment. I just had a con-
versation before I came over here this morning with the environ-
mental management senior management here at headquarters.
What we did at Savannah River was, we brought in an outside con-
tractor to verify the process, to verify the schedule, and to verify
where we are going with that project.

That project is a very integrated project. We are doing contin-
gency planning on that project on a continuous basis, because we
have to do it in order to make the operation safe. So now we are
looking at what needs to be done in order to accomplish the year
2000 along with the operation and maintenance activities for that
particular site. We do not feel that, at this particular time, that
there is any problem that is going to be impending with respect to
health, safety, or anything outside the site if there would be a fail-
ure there.

Mr. HORN. Moving from that, there are more questions we could
pursue on the toxic nature and what goes on and so forth, but let
me move to some of the Department practices, program level man-
agers handling embedded systems problems. The responsibility for
building security systems, for telecommunications, routers, for bio-
medical equipment rests with the local level managers. Now how
would a local program level manager recognize a telecommuni-
cations router if he saw it? How would he find the embedded chips
and what would we do when he did? I mean, what kind of training
is going on in Energy to deal with that kind of thing or are there
specialized teams that are looking at each of these?

Mr. LEwIs. Energy is somewhat unique. The majority of the En-
ergy sites are managed by contractors, operating and maintenance
contractors, management and incentive contractors.

We happen to be fortunate in most situations. You did not hear
me respond negatively to the need for manpower. When we have
a site set up, that site is completely covered from an operations and
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maintenance standpoint; and we are having those people—and,
again, I defend—those are the right people, the people at the site,
to be looking at that. They do know what facilities are there. They
do know where the information is for finding out about where em-
bedded systems are going to be impacting their operation.

Again, they have to know that in order to make the particular
facility operate to support our missions. It is tied in with the mis-
sion accomplishment of those particular sites. So we are collecting
the information at headquarters, and I feel those are the best peo-
ple that can respond.

We can respond with special expertise in some areas, but I will
give you an example. As we get closer and closer, some of the infor-
mation that is needed on special embedded chips and things like
that are only available at the site. Not that I can’t supplement that
expertise from outside, but if I don’t have the expertise at that site,
I am going to be very, very unfortunate from the standpoint of hav-
ing the time to respond to what needs to be done. So we are using
the expertise where it is, and we are fortunate to have that exper-
tise.

Mr. HORN. Well, you raise an interesting question. Obviously,
they should be at the site, because that is where things go on, as
you suggest.

I guess I would ask this: if part of the site was affected by a ter-
rorist or just an accident, where do we have a duplicate set of
plans? Do we have them in the Washington office on all these sites
so one could go out and pick up what is left and see what is where,
part of it might still be potentially operational? Where do we keep
duplicate sets of those plans?

Mr. LEwIS. I would have to research the specifics on that par-
ticular question. I would be happy to provide it for the record.

Mr. HorN. Without objection, it will be put in the record at this
point.

[The information referred to follows:]
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The Department keeps emergency management plans within the various organizations responsible
for actually carrying out the plans. Emergency Management, DOE Order 151.1, Comprehensive
Emergency Management System, issued September 25, 1995, describes the Department of
Energy (DOE) Emergency Management System (EMS). The Order establishes policy, assigns
roles and responsibilities; and provides the framework for the development, coordination, control,
and direction of the DOE EMS. The Order establishes requirements for emergency planning,
preparedness, response, recovery, and readiness assurance activities. The plan describes the
approach for effectively integrating these activities under a comprehensive, all-emergency
concept. DOE facilities/sites or activities, Operations/Field Offices, and DOE Headquarters
offices are required to develop emergency management programs as elements of an integrated and
comprehensive EMS. Together, these elements ensure that the DOE EMS is prepared to respond
promptly, efficiently, and effectively to any emergency involving DOE facilities/sites, activities, or
operations to protect workers, the public, the environment, and national security. The DOE EMS
is a three-tiered organizational approach to forming an integrated Departmental emergency
response organization structure. Responsibility begins at the facility or event scene level and
rises through the cognizant Operations/Field Office to the Headquarters Emergency Management

Team. At each tier, there is a designated organization responsibie for responding to and
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minimizing or mitigating the effects of Operational Emergencies.

As required by DOE O 151.1, Chapter I'V, Section 3.b(8), each facility must have “an alternate
location if the primary command center is not available.” To function as command centers for
emergency response, these alternate locations must have copies of the emergency plan.
Furthermore, DOE O 151.1, Chapter XI, Section 6, “Emergency Operating Records Protection
Program,” requires that “vital records, regardless of media, essential to the continued functioning
or reconstitution of an organization during and after an emergency, are available, per 36 CFR
1236." DOE'’s guidance for implementation of these emergency management requirements,
contained in the Emergency Management Guide DOE G 151.1-1, issued September 21, 1997,
further elaborates the requirements by recommending that “A formal transmittal, distribution, and
filing system should be established to ensure that copies of emergency plans, implementing
procedures, agreements, and associated documents are up to date and accessible at locations
where they may be needed during an emergency for use by appropriate personnel within DOE,
contractor organizations, and Federal, state, tribal, and local governments.” Because of the tiered
approach to emergency management with the Department, emergency plans are available at
multiple locations at and near the site, as well as at the cognizant DOE Operations/Fi‘eld Office.
Copies of emergency plans are also forwarded to the DOE Headquarters Office of Emergency
Management, within the Office of Nonproliferation and National Security, and used for reference
in the Headquarters Emergency Operations Center during an emergency. Additlionally, DOE
Headquarters Program Offices typically have copies of emergency plans for sites/facilities under
their purview. Emergency plans for DOE facilities are also typically maintained at State and

municipal emergency response organizations.
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Mr. HoRrN. I have mentioned the utility grid, and I think we pur-
sued that enough. But let me ask you a few other things. Monthly
reporting, as has been suggested by some, is this what you need
and could provide to OMB and Congress? Or should, as we get
down to the wire, it be less than monthly reporting?

Mr. LEwis. From my standpoint, I need more than monthly re-
porting; and I am getting more than monthly reporting. I have an
on-line data base that I have daily access to. What I am attempting
to do is to provide that information to my program managers, the
senior people who have funding responsibilities so programming
decisions can be made.

The biggest thing in getting the job accomplished, when I am
looking at trying to take it out of operating and maintenance dol-
lars, is to put proper priority on accomplishing the year 2000 chal-
lenges we have. So it is a prioritization issue, and I believe I am
providing that information to the right people to make those
prioritization decisions. It is decentralized in the Department, but
we do have funding authority centralized and have the Assistant
Secretaries in the program organizations working with me to ob-
tain priority, when priority is needed.

Mr. HORN. Does the Nuclear Regulatory Commission have any
role in what the Department of Energy is doing on this? Have they
asked any questions about it or have they dealt with, say, the peo-
ple that are part of the grid? And what role have they, if any,
played in this?

Mr. LEwis. We are coordinating with the Nuclear Regulatory
Commission as part of the John Koskinen and Year 2000 Conver-
sion Project.

I am also working with both the Nuclear Regulatory Commission
and the Federal Energy Regulatory Commission with respect to
interfacing with their CIOs and knowing what needs to be provided
from an information and interaction standpoint. We are able to ba-
sically interact and provide information, and put the right people
in contact with who needs to be informed in addressing problems.

Mr. HORN. Well, let me ask GAO, before we break this up, any
questions we should have raised that we didn’t?

Mr. WILLEMSSEN. I think you have hit the most appropriate top-
ics.

Among the remaining critical issues are testing, business con-
tinuity planning, independent verification, and validation. Those
are among the most paramount issues, and I have heard those dis-
cussed here today. If we were sitting here 6 months ago, I don’t
think you would have gotten the same kind of responses from the
agency representatives that you did today, so I think we have to
acknowledge that there is

Mr. HoORN. Are you going to walk out of this room feeling better
or are you saying, “Hey, we are not going to make it?”

Mr. WILLEMSSEN. We stick to what we said up front. What I see
is more of an acknowledgment on the part of agencies on the mas-
sive magnitude of this challenge and that, as they have gotten into
it more, they are beginning to recognize that, and we are at least
hearing the right things. But that is why, for example, IV&V are
so critical. All of these representatives must know more than ever
now that they need some independent organizations to come in and
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help them, to check on what is being reported to make sure it’s in-
deed reality.

Mr. HORN. Any questions we should have asked as far as some
of you feel we didn’t ask, and you think are important questions?
Personnel limitations, staff reminds me. A couple of you mentioned
it. As I understand it, OPM has been pretty flexible in bringing re-
tirees out of retirement.

Mr. CaLLAHAN. I would offer one quick comment on that, Chair-
man Horn. I think governmentwide, as we approach, as each day
passes, it certainly would make good common sense inside the gov-
ernment for there to be some sharing of critical computer per-
sonnel. So that as an agency or any part of the government com-
pletes their task to their satisfaction of the executive branch and
the Congress, we have some ability to move those critical per-
sonnel.

Mr. HornN. I think that is an excellent suggestion. A friend of
mine who is at the top level of one agency, has noted that he cre-
ated a center to do a lot of this work; and other departments,
States, nonprofits, and corporations are buying off his employees
every week. They get them out of retirement, they bring them up
to speed, and they are doing good things, and then they are dis-
appearing. I don’t know how many of you have had these raiding
parties on your staffs. I am curious. Are you losing many people,
Mr. Lewis?

Mr. LEwis. Yes, sir.

Mr. HOrN. How many a week to other jobs, before you have done
yours?

Mr. LEwis. I lost my boss to another agency just a month ago.
But within our organization, we are basically—in the last 3 years,
probably reduced our work force by 33 percent. And many of those
people went to industry. Obviously, a number of them retired. But
there are critical resources in the government that are very valu-
able to industry.

Mr. HORN. Well, are these people being hired for the purpose of
year 2000 conversion?

Mr. LEwis. I don’t know.

Mr. HORN. You don’t know that.

Any feeling, Mr. Curtis, on this? I mentioned the group that dis-
appeared under Assistant Secretary Paige, including Assistant Sec-
retary Paige.

Mr. CURTIS. Yes, sir, and I know a number of them are working
in the information business. I don’t know if they are working with
Y2K. It has been very helpful. They allow us to bring back people.
I know the Air Force in their systems center has hired a number
of people back. But, of course, we are also faced with the
downsizing that is taking place in our military department, espe-
cially among our civilians. So we have two things working against
eslich other, but I don’t have a strong handle on the numbers of peo-
ple.

Mr. HoOrN. Do you have a center, Mr. Smith? Can you tell us how
many of yours might be going elsewhere?

Mr. SMITH. We don’t have a good sense for that number, but I
would throw in another factor. A number of our contractors are los-
ing people. And, again, I don’t know the absolute magnitude, but
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I do know they come in and they say, well, we are trying to get
this thing done, but we have just lost two or three of our key pro-
grammers or analysts.

Mr. HorN. Well, Cobol is in again. I thought when I learned that
in the 1960’s, that would be the last I would see of it, and I am
almost right, but I don’t have a contingency plan.

Anyway, Jack, do you have anything—Mr. Brock.

Mr. BROCK. Yes, sir. One final thing.

I think today, whether you liked all of the information or were
displeased with it, you saw a window that was opened into what
the Federal Government is doing; and I think, unfortunately, there
is not a similar window that can be opened, for the most part, into
the private sector. I think it is very easy to come up with all sorts
of scenarios for the health and well-being, safety, financial status,
et cetera, of Americans, individuals and businesses, both, they are
likely to be affected by this. And, unfortunately, we don’t have a
very good understanding of what is going on in that arena, and you
would have a very difficult time of having a hearing where you
were able to come up with the same kind of information you were
able to develop today.

Mr. HorN. Well, I thank you. You have all made good sugges-
tions, and I appreciate you coming here. I am sorry for the fact we
have had to break up a hearing that I thought I could go from 11
to 1 and would be over, but voting prevented that. So thank you
very much for coming.

Let me read the staff list and thank the people that have been
involved. Let’s see. I am told it’s in my book. OK.

We thank, for setting up this hearing, J. Russell George, who is
the staff director and chief counsel; Dr. Alloway, to my left, profes-
sional staff member, deeply involved with this hearing; Matthew
Ebert, the clerk; Mason Alinger, staff assistant; and interns: Betsy
Damus, Mark Urciuolo, David Graff.

Then for the minority: Faith Weiss, counsel; Earley Green, staff
assistant.

Pam Garland and Katrina Wright, court reporters; and Julie
Moses.

OK. With that, this hearing is adjourned. Thank you very much.

[Whereupon, at 2:40 p.m., the subcommittee was adjourned.]
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