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USA PATRIOT ACT: DISPELLING THE MYTHS

WEDNESDAY, MAY 11, 2011

HOUSE OF REPRESENTATIVES,
SUBCOMMITTEE ON CRIME, TERRORISM,
AND HOMELAND SECURITY,
COMMITTEE ON THE JUDICIARY,
Washington, DC.

The Subcommittee met, pursuant to call, at 10:05 a.m., in room
2141, Rayburn Office Building, the Honorable F. James Sensen-
brenner, Jr. (Chairman of the Subcommittee) presiding.

Present: Representatives Sensenbrenner, Gohmert, Goodlatte,
Lungren, Chaffetz, Marino, Gowdy, Adams, Quayle, Conyers, Scott,
Johnson, Chu, Jackson Lee, and Quigley

Staff present: (Majority) Caroline Lynch, Subcommittee Chief
Counsel; Lindsay Hamilton, Clerk; (Minority) Bobby Vassar, Sub-
committee  Chief Counsel; Sam  Sokol, Counsel; Joe
Graupensberger, Counsel; and Veronica Eligan, Professional Staff
Member.

Mr. SENSENBRENNER. The Subcommittee will come to order, and
the Chair recognizes himself for 5 minutes.

Today’s hearing is the third the Subcommittee has held in the
last 2 months on the USA PATRIOT Act. The first two hearings
examined what the expiring provisions and the permanent provi-
sions of the Act authorized the government to do and why they are
critical to our national security.

Today’s hearing will examine what the government is not author-
ized to do under these provisions, dispelling the myths and misin-
formation that has swirled around this law for 10 years.

Let’s begin with the “Lone-Wolf” provision. First proposed by
Senator Schumer and Kyle in 2002, the provision was added to the
FISA definition of agent of a foreign power in the Intelligence Re-
form and Terrorism Prevention Act of 2004.

Let’s be clear. “Lone-Wolf” is simply a definition intended to close
a gap in our intelligent laws that allows rogue terrorists to slip
through the cracks. It is not a free-standing provision. It does not
create a set of surveillance tools different from FISA. It does not
allow the government to engage in warrantless surveillance or
gather any intelligence without the approval of a FISA court. Only
those tools currently laid out in FISA—business records, roving
wire taps, and the like—can be used to target a “Lone-Wolf”. And
the “Lone-Wolf” definition can only be applied to non-U.S. persons,
meaning it cannot be applied to citizens or permanent resident
aliens.
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Similar to the “Lone-Wolf” provision, the roving wire tape au-
thority is not a free-standing provision. It does not authorize
warrantless surveillance, nor can roving authority be used to target
an entire neighborhood or city block of people. Since 1978, FISA
has authorized court-approved surveillance for intelligence gath-
ering purposes.

But gone are the days of landlines and rotary phones. Today’s
terrorists and spies use disposable cell phones and free e-mail ac-
counts to hide their tracks and to thwart detection. So, in 2001,
Congress amended FISA to allow the FISA court to approve roving
authority in certain circumstances similar to criminal roving au-
thority that has been in place since 1986.

In order to use a roving wiretap, intelligence agents must first
establish, and a FISA court must approve, all of the criteria for a
traditional wiretap. These include probable cause that the target of
the surveillance is a foreign power or an agent of a foreign power,
and probable cause that the devices being used are about to be
used by a foreign power or an agent of foreign power. Then the
agents must make an additional showing, which the FISA court
must also approve, that the actions of the target may have the ef-
fect of thwarting their identification. With this authority, agents
can monitor modern day terrorists and spies. Without it, agents
would have to obtain a new surveillance order from the FISA court
every time a target switches cell phones or e-mail accounts and
risk losing track of him.

Despite claims to the contrary, roving authority does not create
a John Doe warrant. We know that drug dealers and gang mem-
bers often use nicknames or aliases. It should come as no surprise
that terrorists and spies do as well. It should not surprise anyone
that it may be difficult or impossible to provide the true identity
of those who engage in clandestine underground activities in cir-
cumstances in which the identity of a target is unknown and the
government may provide a description of the specific target. But it
must provide it description specific enough to establish probable
cause that the target of the surveillance is a foreign power or an
agent of a foreign power.

That leaves us with the business records provision. To begin
with, business records orders are not—and I repeat—are not na-
tional security letters. PATRIOT Act critics often join the two to-
gether in an effort to transfer NSL concerns to business records.
National security records are administrative subpoenas; business
records are FISA court orders. These orders cannot be used to
search a person’s home or obtain their personal records. They can
only be used to obtain third party records, such as hotel or car
rental records.

Perhaps the biggest myth that we just dispel here today is with
the death of Osama bin Laden, we no longer need the PATRIOT
Act. Nothing could be further from the truth. Just last week, Al-
Qaeda released a statement saying it will continue to plan and plot
“without any fatigue, boredom, despair, surrender, or indifference.”
It is clear that Al-Qaeda has not backed down, and neither should
we as the United States of America. That’s why last week I intro-
duced legislation to permanently reauthorize the “Lone-Wolf” defi-
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nition and extend for 6 years the sunsets for roving and business
records authority.

It is now my pleasure to recognize for his opening statement the
Ranking Member of the Subcommittee, the distinguished gen-
tleman from Virginia, Bobby Scott?

Mr. Scort. Thank you, Mr. Chairman.

Today’s Subcommittee meets again to discuss the provisions of
the USA PATRIOT Act, and I believe it is appropriate that we
thoroughly examine these controversial provisions. And I thank
you for holding a series of hearings that you have been holding so
that we can fully understand exactly what these provisions are.

Each time we allow law enforcement greater power to access pri-
vate communications or look at records regarding private activities,
we give up something important. Piece by piece we may not notice
it,?but we may wake up one day and ask, where did our freedoms
go?
There is no doubt that we entrust our law enforcement officers
at all levels with awesome responsibility to protect us from harm.
We respect them and thank them for that, and we work on a bipar-
tisan basis to give them the resources and authorities they need.
However in protecting us, we must also protect our freedoms and
civil liberties, the basic principles of our Bill of Rights underlying
what it means to live in a free country, and to define that relation-
ship between citizens and government.

And when we talk about government, it is not government in the
abstract. In Northern Virginia, we are talking about people who
may be our neighborhoods, lots of other people who may be in-
volved in these activities. So, when we say government, we may be
talking about dozens of people, or hundreds of people, who may
have access to our private conversations.

For years we’ve discussed roving wire taps, the “Lone-Wolf” pro-
vision, and the relaxed standards for access to business records.
These provisions have expanded the government’s power to listen
to personal conversations, read confidential records, and track pri-
vate movements. We may establish procedures on how these au-
thorities may be executed and require a secret court to authorize
some of these actions, but those subject to the surveillance or those
whose records have been examined may never get a chance to know
just how much the government, their neighbors, and friends, or
other people who may be government employees have intruded into
their lives. It is difficult for us to conduct meaningful oversight
over provisions which are implemented in such secret conditions.

So, I welcome our witnesses, including one of our former col-
leagues, a Member of the Subcommittee, the gentleman from Geor-
gia, Mr. Barr, and the other witnesses. I look forward to their testi-
mony.

Mr. SENSENBRENNER. I thank the gentleman from Virginia.

I now recognize the junior Chairman emeritus of the Committee,
the distinguished gentleman from Michigan, Mr. Conyers?

Mr. CoNYERS. Thank you, Chairman Sensenbrenner. It is a
pleasure to be here today and to join Bobby Scott in welcoming Bob
Barr, our former colleague from Georgia, for many years here to
the Committee room. He also served on the Judiciary Committee,
and we know we are all pleased to see him again.
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Now, instead of this hearing, which is another oversight hearing,
I begin by making the point that we have not had a legislative bill
on the PATRIOT Act before the Committee for hearing. We have
had a number of oversight hearings, and what we want to do is try
to get ready with 16 days left to determine what we are going to
do on this bill.

Now, we have been having a hearing on “The USA PATRIOT
Act: Dispelling the Myths.” Well, that is great, but I think that it
shortchanges the real problems with a bill that we have so little
time to work on. We ought to be, in my judgment, be working on
what compromises we have to make to the PATRIOT Act to get it
through the Committee and the House and the conference that is
sure to follow. And it is in that spirit that I make this opening
statement.

We have got some work to do here. Now, there are a lot of people
that are troubled about these expiring provisions. So, to introduce
a bill that makes some of them permanent is exactly the wrong
way to go. Now, this is the Committee that unanimously passed
the first PATRIOT Act because we worked it out on both sides. And
I do not think we are following that procedure again the way that
we are going now.

And so, I have introduced a compromise measure—H.R. 18-5—
that is intended to cover this. And that compromise is a bill to ex-
tend the sunset of certain provisions of the USA PATRIOT Act, and
that is what I would like all of my colleagues, especially the Chair-
man of our Judiciary Committee and the Members of this Sub-
committee, to examine critically so that we can work out some posi-
tion that we can reach some accord on.

So, what we are dealing with now is legislation that makes
“Lone-Wolf” authority permanent. Well, no hearings, but let us just
make it permanent because it is not that bad, all you critics of the
PATRIOT Act. If you understood it and listened and read it, you
would not feel so bad about it.

It extends the business records and roving wiretaps for 6 years.
The majority’s bill would make no further improvements to the PA-
TRIOT Act period. It includes no new protections for privacy. It re-
quires no reporting to Congress to the inspector general audits or
to any other oversight. And so, I do not feel very supportive of that
kind of approach.

And so, thank goodness we will be hearing from some of our wit-
nesses today about the serious issues raised by the 21st century
government surveillance plan.

Mr. SENSENBRENNER. Will the gentleman yield?

Mr. CoONYERS. Of course I will yield.

Mr. SENSENBRENNER. First of all, I ask that the gentleman be
given two additional minutes.

Mr. CoNYERS. Thank you.

Mr. SENSENBRENNER. I look back at what happened in 2009, and
there was only one oversight hearing that was conducted then. And
there was a bill that was introduced, and following that there was
a classified hearing that was closed to the public, and the Com-
mittee marked it up and sent the bill, you know, off to the floor.
I have had a very open process, both when I was the full Com-
mittee Chairman in 2001 and 2005, and I believe this year as well
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You know, we have heard testimony on the three expiring provi-
sions and what they do, and this was a request for a third open
hearing on what the PATRIOT Act does not do. So, I think we cer-
tainly have been able to hear all viewpoints on this. And, you
know, I will continue to hear all viewpoints on this, but the time
for a decision is at hand.

And if the gentleman wants to respond to that, I will be happy,
and then we can go on to the witnesses’ testimony.

Mr. CoNYERS. Well, thank you, Mr. Chairman. What I would like
to do is finish my opening statement, and I do not choose to re-
spond to it.

So, what I hope—and I am sorry I did not see my Subcommittee
Chairman or my Judiciary Committee Chairman—on the floor yes-
terday. I was not able to get there because I wanted to alert you
to what this discussion was going to be like from my chair today.

So, it is unfortunate, from my point of view, that we have not
had more negotiations or discussions that may more quickly lead
to a bipartisan compromise. Many Members on both sides of the
aisle have serious concerns about the PATRIOT Act, including
these three provisions that are about to expire.

While some Members will judge that they cannot support any re-
authorization, others may be open to compromise. Indeed, two in-
form these negotiations, I have introduced, by the bipartisan com-
promise measure that has been reported out by the Senate Judici-
ary Committee, and which has the full support of the intelligence
community.

Now, at an earlier hearing of this Subcommittee, the Assistant
Attorney for National Security and the General Counsel for the Di-
rector of National Intelligence, both stated their support for this
compromise. Both. General Counsel Bob Lipp said that this was
the kind of measure that, “...would provide enhanced protection for
civil liberties without affecting operational utility.”

Can I have some additional time, Mr. Chairman? I yielded to
you.

Mr. SENSENBRENNER. But I did not use the whole 2 minutes.
How much additional time does the

Mr. CONYERS. Well, if you do not want to grant it

Mr. SENSENBRENNER. How much do you want?

Mr. CONYERS. I want to finish my opening statement.

Mr. SENSENBRENNER. I ask unanimous consent the gentleman be
given two additional minutes.

Mr. CoNYERS. Well, thank you for your generosity.

What we are doing is trying to make meaningful improvements
in important legislation, and what I am proposing in the bill,
Chairman Sensenbrenner, is to remove the over broad “presump-
tion of relevance” in Section 215 cases. Instead, require a detailed
written statement of the facts and circumstances supporting the re-
quest for a Section 215 order in every case.

We also have a provision to offer greater protection to library and
book seller records. In addition, we tighten up the use of NSLs and
reform the gag orders that were struck down as unconstitutional
by the 2nd Circuit Court of Appeals. And finally, it puts in new re-
porting and audit requirements.
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For many, or for some, this bill will not go far enough, but for
others it may go too far. For me, the bill represents a reasonable
compromise. And with the short time that we all know that we
have, and with the need to find a measure that can win the sup-
port of the other body and the Administration, I think this bipar-
tisan compromise measure is the proper vehicle for moving this
issue forward.

In any event, I appreciate that we are not here today for a legis-
lative hearing. Instead, we are holding another general oversight
hearing, this one called “Dispelling the Myths” about the PATRIOT
Act. This title, of course, raises a question. If the majority has al-
ready concluded the concerns about the PATRIOT Act are myths,
then why is the hearing necessary? It seems like they have already
made up their mind.

And I will submit the rest of my statement, and thank you,
Chairman Sensenbrenner.

[The prepared statement of Mr. Conyers follows:]



Statement of the Honorable John Conyers, Jr,
at a hearing on

“The USA PATRIOT Act: Dispelling the Myths”

before the
House of Representatives Committee on the Judiciary
Subcommittee on Crime, Terrorism, and Homeland Security

Room 2141 Rayburn House Office Building
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In sixteen days, three provisions of the Foreign Intelligence Surveillance Act
expire. Under the majority leader’s current schedule, the House will be open for
legislative business on only six of those days.

The majority has now introduced legislation that would make the Lone Wolf
authority permanent, and that extends the business records and roving wiretaps for
six years. The majority’s bill would make no further improvements to the Patriot
Act. Itincludes no new protections for privacy. It requires no reporting to
Congress, Inspector General audits, or any other oversight. 1 do not support that
approach.

We will hear from our witnesses today about the serious issues raised by
21st century government surveillance. Conservative civil libertarians like Bruce
Fein and Bob Barr will remind us of the vision of our founders — a free and brave
nation that elevates the individual over government.

So I hope that when we consider Chairman Sensenbrenner’s bill at markup
tomorrow, there will be bipartisan openness to improvements and changes.

Indeed, it is unfortunate in my opinion that we have not had more
negotiations or discussions that might have led to a bipartisan compromise. Many
members on both sides of the aisle have serious concerns about the Patriot Act,
including these three provisions that are set to expire. While some members will
judge that they cannot support any re-authorization, others may be open to
compromise.



Indeed, to inform these negotiations I have introduced the bipartisan
compromise measure that has been reported out by the Senate Judiciary
Committee, and which has the full support of the intelligence community.

At an earlier hearing of this Subcommittee, the Assistant Attorney General
for National Security and the General Counsel for the Director of National
Intelligence both stated their support for this compromise.

ODNI General Counsel Bob Litt said this was the kind of measure that
“would provide enhanced protection for civil liberties without affecting operational
utility.”

The bill is not perfect, but it makes meaningful improvements to the law.
For example:

e [t removes the overbroad “presumption of relevance” in Section 215
cases. Instead, it requires a detailed written statement of the facts and
circumstances supporting the request for a Section 215 order in every
case.

o It offers greater protection to library and bookseller records.

e It tightens up the use of NSLs, and reforms the NSL gag orders that
were struck down as unconstitutional by the Second Circuit Court of
Appeals

e It puts in new reporting and audit requirements.

For many this bill will not go far enough; for others it may go too far. For
me, the bill represents a reasonable compromise. With the short time we have —
and with the need to find a measure that can win the support of the Senate and the
Administration -- I think this bipartisan compromise measure is the proper vehicle
for moving this issue forward.

In any event, [ appreciate that we are not here today for a legislative hearing,
Instead we are holding another general oversight hearing, this one titled
“Dispelling the Myths™ about the PATRIOT Act. This title of course raises a
question — if the majority has already concluded that concerns about the PATRIOT
Act are — quote -- “myths,” then why is the hearing necessary? It seems like they
have already made up their mind.

In any event, I for one do not think that concerns about the PATRIOT Act
are fanciful. For one thing, these powers are used in secret and the people whose
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phones are tapped or records are seized often never find out. And if they do find
out they are often barred by court order from telling anyone. So I question whether
it will ever be possible to fully document the impact of these powers on our
privacy and civil liberties.

Furthermore, what does it mean to say that these powers have not been
abused? The 215 power, for example, is so broad that the issue is not whether it
has been misused - the question is whether the permitted uses of it are too broad.
The critical question is not whether the rules are being broken, but whether we
have the right rules in the first place. As a witness at one of our earlier hearings
put 1t:

“It would be more worrying, after all, if standards were lowered and
safeguards weakened so far that nothing counted as a "misuse." The
real danger is that the formally lawful collection of records is giving
rise to a set of ever-growing databases-the FBI's comprising billions
of records at last count-overflowing with potentially sensitive
information about innocent Americans and their constitutionally
protected activities.”

Now, I expect we will hear today many reasons why these powers are useful
to the governiment.

And no doubt they are. But that is not the question. The Judiciary
Committee does not exist to simply rubber stamp the executive’s demands for
more and more power.

Of course more and more government surveillance can be helpful in fighting
terrorism. But as a nation we have chosen a different course. We value freedom
and privacy, as well as our physical safety.

So the question is not whether these authorities are helpful. The question is
whether they are worth it. Is a nation that gives its government this type of power
truly free? That is the question I hope our witnesses will address today.

And with that I thank the Chairman and yield back.

Mr. SENSENBRENNER. Without objection, other Members’ opening
statements will be made a part of the record.

And without objection, the Chair will be authorized to declare re-
cesses during votes on the House floor.
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It is now my pleasure to introduce today’s witnesses.

Patrick Rowan is a partner in McGuire Woods in Washington,
D.C., where he practices in the Government, Regulatory, and
Criminal Investigations group. Before joining McGuire Woods, he
spent 18 years in the Department of Justice serving as an assistant
U.S. attorney in Washington, then as acting deputy general counsel
for the FBI’s national security law branch. And in 2004, he became
senior counsel to the assistant attorney general in charge of the
criminal division, where he assisted in the management of all
counterterrorism investigations.

Excuse me. In 2006, DodJ established the national security divi-
sion, which consolidated its law enforcement and intelligence ac-
tivities on counterterrorism and counterintelligence matters. Mr.
Rowan served first as the division’s principal deputy assistant at-
torney general, and then as its assistant attorney general.

He received his law degree from the University of Virginia in
1989 and his undergraduate degree from Dartmouth College in
1986.

The Honorable Bob Barr represented the 7th District of Georgia
in the U.S. House of Representatives from 1995 to 2003, and was
the 2008 Libertarian Party nominee for President of the United
States.

He practices law in Atlanta, Georgia, and he is of counsel with
the Law Offices of Edwin Marger. He runs a consulting firm, Lib-
erty Strategies, Inc., which is also headquartered in Atlanta, and
is a registered mediator and arbitrator.

Mr. Barr was appointed by President Reagan as the United
States attorney for the Northern District of Georgia in 1986, and
served as president of the Southeastern Legal Foundation from
1990 to 1991. He was an official with the CIA from 1971 to ’78, and
additionally, he served as an official member of the U.S. delegation
at several major United Nations conferences.

He received his law degree from Georgetown University, his mas-
ter’s degree from the George Washington University, and his bach-
elor’s degree from the University of Southern California.

Mr. Bruce Fein is a constitutional lawyer, scholar, and writer. He
has served as a visiting scholar for constitutional studies at the
Heritage Foundation and adjunct scholar at the American Enter-
prise Institution, a guest lecturer at the Brooking Institution, and
an adjunct professor at the George Washington University in
Washington.

He was appointed as research director for the House Republicans
on the Joint Congressional Committee on Covert Arms Sales to
Iran from 1986 to 1987, and was general counsel of the Federal
Communications Commission from 1983 to 1984. From 1981 to
1982, he served as the associate deputy attorney general in the De-
partment of Justice and supervised the Department’s litigation and
vetting of candidates for the Federal judiciary. From 1975 to ’76,
he served as the assistant director in the Office of Legal Policy at
DodJ, where his primary duties concerned legislative initiatives,
aimed at upgrading the administration of Federal justice. Prior to
his work in the Office of Legal Policy, he served as special assistant
to the assistant attorney general for the Office of Legal Counsel
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from 1973 to 1975, then he graduated with honors from Harvard
Law School in 1972.

Sergeant Edward D. Mullins has been a member of the New
York City Police Department since January 1982. On July 1, 2002,
he was elected president of the Sergeant’s Benevolent Association
of New York City, one of the largest police unions in the Nation
with more than 11,000 members.

Early in his career, he was assigned to the 13th Precinct on
Manhattan’s East Side. After nearly 10 years, he was promoted to
detective and assigned to the 10th precinct in Manhattan’s Chelsea
area. Promoted to sergeant in 1993, he was assigned to the 19th
precinct on Manhattan’s Upper East Side, and subsequently trans-
ferred to the detective bureau in Brooklyn South, where he served
as the violent crime supervisor in the 67th Precinct Detective
Squad, Special Victim’s Squad, and the King’s County District At-
torney’s Office.

He has a bachelor’s degree from Concordia College and a mas-
ter’s degree in organizational leadership from Mercy College.

Each witness will be recognized for 5 minutes to summarize their
written statement.

And the Chair now recognizes Mr. Rowan for 5 minutes.

Could you turn the PA on and bring the mic a little bit closer
to you, and we will reset the clock?

TESTIMONY OF J. PATRICK ROWAN, PARTNER,
McGUIRE WOODS LLP

Mr. RowaN. Thank you. Chairman Sensenbrenner, Ranking
Member Scott, and Members of the Subcommittee, thank you for
inviting me to testify today.

My name is Patrick Rowan, and I am currently a partner in the
law firm of McGuire Woods, but prior to joining the firm in 2009
I worked at the Department of Justice for 18 years, including at
the FBI’s office of General Counsel, the Criminal Division, and the
National Security Division.

During this period I had the opportunity to work with FBI
agents and Dod lawyers who dedicated their days and nights to
countering the national security threats that face our country. In
this work, the investigative tools drawn from the PATRIOT Act
were regularly deployed in the service of our national security.

Even though the provisions of the PATRIOT Act have been re-
peatedly and successfully used in national security investigations
over the last nine and a half years, the Act remains somewhat con-
troversial. While there is great value in the ongoing national dia-
logue about the balance between national security and liberty, I be-
lieve that at least some of the continuing concern about the PA-
TRIOT Act stems from misconceptions that have grown up around
the Act. Accordingly, I appreciate the opportunity to appear before
this Committee to address some of those misconceptions.

I want to talk specifically about the three provisions that are
scheduled to sunset this month—the roving surveillance provision,
the business records provision, and the “Lone-Wolf” definition.
Each requires the government to make a showing to an inde-
pendent court—the FISA court. Each provision comes with rule
governing how the government handles information regarding
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United States persons, and each is subject to extensive executive
branch oversight, as well as congressional reporting requirements,
all of which is to suggest that they are not particularly susceptible
to misuse in any way.

The government’s most recent statements indicate that the
“Lone-Wolf” definition has never been used, let alone abused. The
two other tools which have been used hardly represent radical in-
cursions on civil liberties as these tools were recognized as avail-
able for ordinary criminal investigations long before 9/11.

Some apparently believe that the government uses these national
security tools to make an end run around the judiciary and the pro-
tections that surround our criminal justice system. I think that no-
tion overstates the protections on the criminal side and understate
the protections on the national security intelligence gathering side.
For example, a FISA business records order is used to obtain the
same records that can be acquired with a grand jury subpoena. As
a Federal prosecutor, I issued grand jury subpoenas to specific indi-
viduals and organizations with virtually no oversight and no mean-
ingful judicial review. Because those records were acquired in the
course of a grand jury investigation, the person to whom those
records pertained was ordinarily not aware that the government
had obtained them. Those records did not necessarily relate di-
rectly to the target of the investigation. For example, in a fraud or
bribery investigation, it would certainly not be unusual to seek
records relating to the target’s girlfriend to determine if her activi-
ties had some relation to the target’s crimes. If the grand jury did
not return an indictment or the charged offenses were not con-
nected to the girlfriend’s activities, the girlfriend would likely never
learn that her records had been subpoenaed.

To employ the FISA business records provision, the government
must apply to an independent court and demonstrate relevance in
order to obtain a court order under the provision. There are height-
ened protections when investigators seek materials that are consid-
ered especially sensitive, such as medical records and records from
libraries.

If the target of the investigation is a U.S. person, the government
must show that the investigation is not based solely on activities
protected by the First Amendment. Moreover, the government
must adhere to minimization procedures that limit the retention
and dissemination of the information that is obtained concerning
U.S. persons. And the government must also report to Congress on
the use of this tool.

To the extent that one assumes that criminal investigative tools
are used with greater care because investigators understand that
they will eventually have to defend their actions in court, one must
keep in mind that national security investigations, intelligence in-
vestigations, often result in prosecutions as well. Agents know that
even the most sensitive national security investigation may ulti-
mately end up in a U.S. court where the investigative techniques
will be scrutinized. This is particularly true when the investiga-
tions target a U.S. person. Agents understand that the most obvi-
ous and effective tools for neutralizing a U.S. person who threatens
our security is a Federal criminal prosecution, and they make deci-
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sions about the use of investigative tools with that principle in
mind.

Let me talk for a minute about the “Lone-Wolf” definition. The
government recently indicated that it has never had occasion to use
the “Lone-Wolf” definition, which was contained in the Intelligence
Perform Terrorism Prevention Act of 2004. And there are some
that argue that the non-use of the definition demonstrates this pro-
vision is unnecessary and that it should be allowed to expire. I do
not subscribe to this logic. The mere fact that I have never had oc-
casion to use my spare tire does not mean that I would prefer not
to have one in my car. The availability of radicalizing material on
the Internet seems to be producing more and more individuals who
form the intention to carry out violence on their own without the
aid and support of a terrorist organization.

These are circumstances for which the “Lone-Wolf” definition was
created. If and when the need for the “Lone-Wolf” definition arises,
it should be available to the FBI and their partners at NSD. Valu-
able time and resources might be wasted in trying to engineer our
work around for the lapsed definition.

Many of those who are concerned about the PATRIOT Act seems
to think that the judges of the FISA court are rubber stamps from
the government, that these judges approve everything that there is
to approve and impose no meaningful check on the government.
From personal experience, I can tell you that simply is not true.
And I will be happy to answer further questions about the court
and the other provisions that we are here to discuss today later on
in the hearing.

Thank you, Chairman.

[The prepared statement of Mr. Rowan follows:]
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Chairman Sensenbrenner, Ranking Member Scott, and members of the
Subcommittee, thank you for inviting me to testify today. My name is Patrick Rowan,
and I am currently a partner in the law firm of McGuireWoods LLP. Prior to joining the
firm in 2009, I worked at the Department of Justice (DOJ) for eighteen years. Many of
those years were spent as a federal prosecutor, but the last portion of my time at DOJ was
spent in positions with national security responsibilities, including at the FBI Office of
General Counsel, the Criminal Division and then the National Security Division (NSD).

During this period, T had the opportunity to work with FBI agents and DOJ
lawyers who dedicated their days and nights to countering the national security threats
that face our country. In this work, the investigative tools drawn from the USA
PATRIOT Act (PATRIOT Act) were regularly and responsibly deployed in the service of
our national security. Even though the provisions of the PATRIOT Act have been
repeatedly and successfully used in national security investigations over the last nine and
a half years, the Act remains somewhat controversial. While there is great value in the
ongoing national dialogue about the balance between liberty and security, T believe that at
least some of the continuing concern about the PATRIOT Act stems from misconceptions
that have grown up around the Act.

Accordingly, I appreciate the opportunity to appear before this Committee to
address some of these misconceptions. In my remarks 1 will try to focus most
specifically on misconceptions relating to the three provisions of the Foreign Intelligence
Surveillance Act (“FISA”) that are scheduled to sunset this month: the “roving”
surveillance provision, the “business records” provision and the “lone wolf” definition.

There is nothing about these three provisions, Sections 206 (roving) and 215
(business records) of the PATRIOT Act and Section 6001(a) (lone wolf) of the
Intelligence Reform and Terrorism Prevention Act, to suggest that they are particularly
susceptible to misuse. On the contrary, each of the provisions is subject to substantial
protections against civil rights abuses. Each requires the Government to make a showing
to an independent court, the FISA court. Each provision comes with rules governing how
the Government handles information regarding United States persons. And each is
subject to extensive executive branch oversight, as well as congressional reporting
requirements.

The Government’s most recent statements indicate that the lone wolf definition
has never been used, let alone abused. The two other tools, which have been used, hardly
represent radical incursions on civil liberties. These tools were recognized as available
for ordinary criminal investigations long before 9/11. Law enforcement agencies have
had similar roving authority for Title TIT wiretaps since 1986, and the authority has
repeatedly been upheld in the courts. See, e.g., United States v. Gaytan, 74 F.3d 545, 553
(5™ Cir. 1996); United States v. Bianco, 998 F. 2d 1112, 1122-1123 (2d Cir. 1993). The
business records that the government seeks to obtain through a Section 215 order can be
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obtained with a garden variety grand jury subpoena in a conventional criminal
investigation.

Criminal Investigations Compared With National Security Investigatons

Some apparently believe that the Government uses these national security tools to
make an end-run around the judiciary and other forms of oversight that exist on the
criminal law enforcement side. 1 think that notion overstates the protections on the
criminal side and understates the protections on the national security side.

For example, as I already noted, a FISA business records order is used to obtain
the same records that can be acquired with a grand jury subpoena. As a federal
prosecutor, | issued grand jury subpoenas to specific individuals and organizations with
virtually no oversight and no meaningful judicial review. The recipient of such a
subpoena was required to comply with its demands whenever there was a “reasonable
possibility that the category of materials the Government seeks will produce information
relevant to the general subject of the grand jury’s investigation.” United States v. R.
FEnterprises, Irc., 498 U.S. 292, 301 (1991).

Because those records were acquired in the course of a grand jury investigation,
the person to whom those records pertained was ordinarily not aware that the government
had obtained them. Those records did not necessarily relate directly to the target of the
investigation. For example, in a fraud or bribery investigation, it would certainly not be
unusual to seek records relating to the target’s girlfriend to determine if her activities had
some relation to the target’s crimes. If the grand jury did not return an indictment or the
charged offenses were not connected to the girlfriend’s activities, the girlfriend would
likely never learn that her records had been subpoenaed.

To employ the FISA business records provision, the Government must apply to an
independent court and demonstrate relevance in order to obtain a court order under the
provision. There are heightened protections when investigators seek materials that are
considered especially sensitive, such as medical records and records from libraries or
bookstores. If the target of the investigation is a U.S. person, the Government must show
that the investigation is not based solely on activities protected by the First Amendment.
See S50 U.S.C. § 1861(a)(1), (a)(2)(B). Moreover, the Government must adhere to
minimization procedures that limit the retention and dissemination of the information that
is obtained concerning U.S. persons. See 50 U.S.C. § 1861(b)(2}(B) and (g). The
Government must also report to Congress on the use of this tool.

To the extent that one assumes that criminal investigative tools are used with
greater care because investigators understand that they will eventually have to defend
their actions in a court, one must keep in mind that national security investigations often
result in prosecutions as well. Agents know that even the most sensitive national security
investigation may ultimately end up in court, where the investigative techniques will be
scrutinized. This is particularly true when the investigation targets a U.S. person. Agents
understand that the most obvious and eftfective tool for neutralizing a U.S. person who

[¥5]
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threatens our security is a federal criminal prosecution, and they make decisions about the
use of investigative tools with that principle in mind.

While there are thousands and thousands of grand jury subpoenas issued every
year, the National Security Division recently disclosed that the business records provision
is used about forty times per year on average. There is nothing about these numbers that
suggests the business records provision is being abused.

The business records provision is not as fast or convenient as a grand jury
subpoena. As a result, agents do not ordinarily elect to seek them except in those
circumstances in which the secrecy of the investigation is paramount. The business
records provision bars the recipient from disclosing it, although the recipient may
challenge the non-disclosure requirement in court (as well as the validity of the order).

The secrecy provisions surrounding these authorities are a critical element of their
utility. Given the high stakes in national security investigations, it is essential that the
investigations be conducted in secret, so that the targets do not adopt countermeasures to
avoid detection.

In this regard, the criminal law analogues to our FISA tools — Title 111 wiretaps,
grand jury subpoenas and criminal search warrants — are simply not an acceptable
substitute. The procedural requirements imposed by the criminal law, which for Title 111
wiretaps include mandatory disclosure to the target at the conclusion of the wiretap, make
it impossible to conduct long-running intelligence-gathering investigations and increase
the likelihood that an investigation will be compromised in the short term.

The Lone Wolf Definition Remains Necessary

The Government recently indicated that it has never had occasion to use the “lone
wolf” definition, contained in Section 1801(b)(1)(C) of Title 50 and added in 2004. This
provision, which applies only to non-U.S. persons, allows the Government to conduct
surveillance and physical search of individuals engaged in international terrorism without
demonstrating that they are affiliated with a particular international terrorist group.

There are some who argue that the non-use of the lone wolf definition
demonstrates that this provision is unnecessary and that it should be allowed to expire. 1
don’t subscribe to this logic. The mere fact that T have never had occasion to use my
spare tire does not mean that 1 would prefer not to have one in my car. The availability of
radicalizing material on the Internet seems to be producing more and more individuals
who form the intention to carry out violence on their own, without the aid and support of
a terrorist organization. These are the circumstances for which the lone wolf definition
was created. Tf and when the need for the lone wolf definition arises, it should be
available to the FBI and their partners at NSD; valuable time and resources might be
wasted in trying to engineer a work-around for the lapsed definition.
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The FISA Judges Conduct Meaningful Review

Many of those who are concerned about the PATRIOT Act seem to think that the
judges of the FISA Court are rubber-stamps for the government, that these judges
approve everything that they are asked to approve and impose no meaningful check on
the government. From personal experience, I can tell you that this simply is not true.

The judges who sit on the FISA Court are well aware that they only hear the
government’s side of the story. This is not an unfamiliar posture for any federal judge,
because they are regularly called upon to review ex parte requests for search warrants,
arrest warrants, and Title 1T electronic surveillance. They understand that a one-sided
recitation of allegations requires extra scrutiny, and the FISA judges bring that
understanding with them to the Court.

The judges of the FISA Court conduct a meaningful review of each application
that is submitted to them. The judges often require additional information and changes
and modifications to the proposed orders. Moreover, the judges regularly require
reporting as to whether their orders are being followed. The Government’s lawyers and
agents understand that the FISA Court expects to hear if its orders have been violated,
even if the violation was inadvertent.

The Value of Oversight

Over and above the requirements of the FISA Court, the Executive Branch
conducts its own oversight of FISA-related intelligence-gathering activities. Each FISA
application is subject to close scrutiny by the FBT and the NSD and must be approved by
one of a small number of officials before it is submitted to the FISA Court. The FBI’s
use of FISA authorities is also subject to oversight by the NSD, the DOJ’s Office of
Inspector General (OIG) and the Office of the Director of National Intelligence. In
addition, Congress receives regular reports and copies of significant FISA Court
opinions. Thus, there are a number of entities that seek to ensure that these authorities
are used in compliance with the law and in a manner that protects privacy and civil
liberties.

These oversight mechanisms have real value, as was demonstrated in connection
with the FB1’s use of National Security Letters (NSLs). As you know, the PATRIOT Act
changed the standard of proof required to use NSLs, permitting their use when the
material sought by the NSL is relevant to a national security investigation. This change
and others, combined with the changing threat environment, resulted in dramatically
expanded use of NSLs by the FBI.

In reauthorizing the PATRIOT Act in 2006, the Congress revised the NSL
provisions to permit recipients to challenge the NSLs and their nondisclosure provisions
and to require the DOJ’s OlG to review the FBI’s use of NSLs for potential misuse.
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Thereafter, the DOJ’s OIG issued a report that was critical of the FBI’s use of
NSL authorities. A 2007 report exposed a number of problems, including that NSLs
were issued out of “control files,” rather than from “investigative files,” in violation of
FBI policy. In his report, the Inspector General explained that “in most — but not all of
the cases we examined in this review, the FB1 was seeking information that it could have
obtained properly through national security letters if it had followed applicable statutes,
guidelines, and internal policies. See Statement of Glenn A. Fine, Inspector General,
U.S. Department of Justice, before the House Judiciary Committee concerning the FBT’s
Use of National Security Letters and Section 215 Requests for Business Records,”
(March 20, 2007) at 4. The Inspector General also found that FBT agents had not
intentionally sought to misuse NSLs but that the misuses were the product of mistakes,
carelessness, confusion, sloppiness, lack of training, lack of guidance, and lack of
adequate oversight.” /d.

In response to this report, the FBI developed an automated process for the
issuance of NSLs, to ensure that all applicable legal and administrative requirements are
met before the NSL goes out. One of these requirements is review and approval by an
FBT attorney. The processing system has also improved the FBT's ability to accurately
report NSL use to Congress.

The FBT also tightened its policies regarding the use of NSLs and published
comprehensive guidance for agents on their use. Extensive training on the use of NSLs
has been conducted at FB1 Headquarters and in field offices. The FBI’s Inspections
Division began conducting NSL audits, and the Bureau established an Office of Integrity
and Compliance that aids in assessing compliance with NSL policies and procedures.
Finally, lawyers from NSD and the FBI conduct oversight of FBI field offices each year
through National Security Reviews (“NSRs”). The NSR teams ordinarily visit 15-20
field offices each year and perform comprehensive reviews of the field office’s use of
NSLs, among other things.

In a follow-on report before all these improvements were in place, the Inspector
General found that the FBI and DOJ had made “significant progress” in implementing
recommendations from the 2007 report. Department of Justice Oftice of Inspector
General Report, “A Review of the FBI’s Use of National Security Letters: Assessment of
NSL Usage in 2006” (March 2008). With the full implementation of the mechanisms
outlined above, 1 have little doubt that compliance has further improved.

I cite this history of NSL flaws and fixes to demonstrate that oversight is
meaningful, and problems do get identified and fixed, even when they arise in a secret
environment. The Congress, the DOJ and the FBI recognize the value of our national
security investigative tools and they take care to police their use of the tools.

Conclusion

In conclusion, T want to thank you for the opportunity to appear before you to
discuss the USA PATRIOT Act. The three provisions that are set to expire constitute
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important tools for use in a narrow class of national security investigations. I appreciate
your desire to identify and strip away any misconceptions that serve to complicate the
important task of reviewing their utility. T would be happy to answer any questions that
you might have.
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Mr. SENSENBRENNER. Thank you very much. The gentleman’s

time has expired.
Mr. Barr?

TESTIMONY OF THE HONORABLE BOB BARR, A FORMER REP-
RESENTATIVE IN CONGRESS FROM THE STATE OF GEORGIA

Mr. BARR. Thank you very much, Mr. Chairman and Ranking
Member Scott, Chairman Conyers, and Members of the Sub-
committee and the Judiciary Committee. It is an honor to be here
to discuss an Act that was passed with my vote back in 2001, but,
as with many Members on both sides of the aisle who voted for it,
not without very serious reservations, which is one of the reasons
why we placed in the USA PATRIOT Act at the time a number of
sunset provisions. Those were placed in there not simply to provide
an opportunity to re-up the provisions regardless of whether they
were ever used, whether they were necessary, whether they had
been abused, but in order to provide a meaningful mechanism for
the Congress of the United States to properly and regularly re-
evaluate whether or not these provisions, like any provisions of
law, are necessary, need to be limited, need to be expanded per-
haps, or are no longer necessary because they have been abused by
the executive branch. This is both a very conservative view of gov-
ernment as a well as a very liberal view. It does not apply to one
side of the aisle as opposed to the other. In other words, Members
on both sides of the aisle should never be afraid to go back and re-
evaluate a law that was voted for that they might have voted for
in earlier times based on exigent circumstances, so to speak, and
the needs of the time, but which, with the passage of time and with
evidence that the provisions either have been abused or require ad-
ditional limitations and restrictions, need to be amended. And if
that is indeed the purpose of this hearing, then I commend the
Chairman for that and hope that all Members will approach it in
that light.

It is very difficult, as this Committee knows, to really get at the
issues contained in the PATRIOT Act. There is a feeling or a pre-
sumption on the part of the American people that whatever is nec-
essary to protect the national security is okay with them and
should be done. Of course, we on the—you on the Judiciary Com-
mittee and we as officers of the court and the private arena or
sworn law enforcement officers—know that the job of the President
is not to do whatever is necessary to protect national security. The
job of the President is in his oath, is to protect and defend the Con-
stitution of the United States of America. And that includes what
Justice Brandeis said many years ago, and which is as true today
as it was back in the 1920’s when he penned the words that the
right to privacy, which is essentially embodied in the Fourth
Amendment, as the basic privacy protection for the people of this
country, those who are here lawfully as well as citizens, of this
country, is the most basic of right. It is the most important thing
to be protected in our Nation. It is, as Ayn Rand said a number
of years later in The Fountainhead, the right to privacy is what de-
fines civilization. It defines freedom. And where we have provi-
sions, such as some of these provisions in the PATRIOT Act, as
well intended as they are, infringe those rights with no necessary
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countervailing requirement in the government that the right to pri-
vacy be so suspended.

It is important to go back and place limitations. For example,
simply require in these provisions that you all are looking at—Sec-
tion 215, for example, the business records—provision simply re-
quire what the Constitution requires, and that is a reasonable link
between the person, be it citizen or other person, lawfully in this
country against who the government is seeking information, wheth-
er it is tangible things, tangible items, or business records, what-
ever it is, at least give that person the benefit of requiring the gov-
ernment to show a reasonable connection—some connection to ille-
gal activity, to terrorist activity, to a known or suspected terrorist,
or even a known or suspected associate of a terrorist—something
that gives that person, whether they ever know about it or not.
That is a red herring. It does not matter whether a person knows
that their rights have been violated that is the gauge by which we
determine whether a provision should be continued in law is con-
stitutional. And it ignores it, a requirement that the citizenry of
this country come before the courts or the Congress or the Presi-
dent and document abuses, nor is that the criteria for determining
the constitutionality of a particular law. It is whether or not it com-
ports with the intent and the spirit of the Constitution and provi-
sion of the law, such as those you are looking at here today and
tomorrow and on which the House will shortly vote, violate those
basic provisions because they have broken the link between a cit-
izen of this country or a person in this country’s right to privacy,
and a reasonable suspicion that they may have done something
wrong.

Mr. SENSENBRENNER. The gentleman’s time has expired.

Mr. BARR. That needs to be restored. Thank you, Mr. Chairman.

[The prepared statement of Mr. Barr follows:]
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Chairman Sensenbrenner, Ranking Member Scott and members of the
Subcommittee, thank you for inviting me to testify on the USA
PATRION Act, and in particular those provisions set to expire later this
month.

From 1995 to 2003, 1 had the honor to represent Georgia’s Seventh
District in the United States House of Representatives, serving that
entire, eight-year period with many of you on the House Judiciary
Committee.

From 1986 to 1990, I served as the United States Attorney for the
Northern District of Georgia after being nominated by President Ronald
Reagan. Following my tenure as U.S. Attorney, I served as president of
the Southeastern Legal Foundation. Hatlier, and for much of the 1970s,
I served with the Central Intelligence Agency.

I currently serve as CEO and President of Liberty Strategies, Inc. and
practice law in Atlanta, Georgia. 1 am also a member of 'Lhe
Constitution Project’s Initiative on Liberty and Security, and an adjunct
professor at Atlanta’s John Marshall Law School.

I understand the Chairman introduced legislation last week that would
make the so-called “lone-wolf” authority i the USA PATRIOT Act
permanent; and would extend the Section 215 and roving “John Doe”
wirctap authoritics in the Act for another six years, until 2017. T urge
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this committee to reject this approach tomorrow during its matkup, and
either amend these sections 1n order to bring them mto full compliance
with the letter and the intent of our Constitution, or else allow them to
expire.

In the aftermath of 9/11, the government itself has become one of the
major threats to the very thing it was designed to protect — our liberty.
We have sacrificed our liberty for, at best, perceived security. We have
allowed the government to largely render the Fourth Amendment a
nullity by way of the PATRIOT Act and warrantless wirctapping

programs that empower the government to SnNoop on its own citizens.

There is a rcason why the T'ounding Ifathers — men well-studiced in the
history of governments — set up our Republic with a system of checks
and balances, due process, and federalism. These procedural safeguards
are absolutely crucial to securing and defending our rights. Without
them, we have a government unaccountable to the people; and onc
which percetves itself as being above the law. As Michael German,
Senior Policy Counsel for the American Civil Liberties Union and
himself a former FBI Special Agent, pointed out, “under the PATRIOT
Act the government now has the right to know what you’re doing, but
you have no right to know what |it 1s] domng.”

Supporting repeal, or at the very least reform, of those provisions of the
USA PATRIOT Act sct to expirce at the end of this month — provisions
far too broad and not essential to investigating and thwarting terrorist
plots or acts — would be an important signal to this President, that
those civil liberties put on hold the past 9-1/2 years, must not be
considered permanently frozen. Such a move by this committee will help
him hold true to his promuses of an open and transparent government.

This reform is absolutely crucial if we do not want to live in a society in
which there are essentially no limits on the powers of the government.
In a January 2011 report, the Flectronic Frontier Foundation (HFF)
details possible 40,000 violations of law, Executive Order, or other
regulations governing intelligence investigations by the FBI from 2001 to
2008. Though nobody knows the full extent of the abuse, duc to the
shroud of secrecy surrounding intelligence mvestigations, this estimate is
based on review of neatly 2,500 pages of documents released by the FBI
as a result of a Freedom of Information Act suit. I have attached a copy
of this TII'T* report to my written statement.

-2
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Many urge that the provisions of the USA PA'TRION Act under
consideration for sunset be continued in law unless repeated and serious
abuses of these provisions can be conclustively established. With all due
respect, this 1s a red herring. In our system of government, and as clearly
reflected in both the body of our Constitution and with even greater
clarity in our Bill of Rights, a law is not to be presumed constitutional so
long as the government does not abuse it (or does not abuse it too
scriously). It is #of up to the citizenry to prove government is abusing a
law before that law might be determined to be improper. This is, of
coutse, true a fortiors whete a law empowers the government to retain a
veil of secrecy over its exercise of that law. If a law 1s contrary to the
Fourth Amendment, for example, the law #fsef is the abusc; and the
Congress 1n 1ts oversight role, should not be loathe to step in and correct
it; regardless of whether citizens can chronicle abuses of it.

However, as detailed, for example, in the EFF report, there have been
abuses of this law.

Today I would like to draw your attention to two sections of the
PATRIOT Act in particular. The first is Scction 215, also known as the
“business records” provision, which 1s scheduled to expire at the end of
this month. This very powerful tool permits the government to obtain
any tangible thing, to collect information, on persons not suspected of
any wrongdoing.

Section 215 amended what was special authority under FISA (the
Foreign Intelligence Surveillance Act) to seize rental car, self-storage and
aitline records for national sccurity investigations. Prior to the USA
PATRION Act, the undetlying statutes -- 50 U.S.C. §§ 1861, 1862 --
applied only to a limited subset of businesses, and it required a showing
of "specific and articulable facts" that #he individnal target was in fact an
agent of a forcign power.

Section 215 of the PATRIOT Act removed both of these limitations,
thereby greatly expanding the power of the government to reach all
"tangiblc things.” This includes books, records, papers, documents and
other items; even mmembership lists of political organizations, gun
purchase records, medical records, and genetic information — basically
any document, item or record that the government contends is a
"tangible thing.” Tt lowers the evidentiary standard below even that of
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standard grand jury subpoenas, which are pegged to at least some
showing of relevance to criminal activities. Under Section 215, the
government 1s not even required to show that items sought relate to a
person under suspicion or investigation. The link Dbetween the
government invading a person’s privacy and a rcasonable suspicion of
wrongdoing by that person — the foundation of the T'ourth Amendment
to our Constitution — has been completely severed by this provision.

Congress should amend this section to require a showing to a judge of
specific and articulable facts demonstrating that the material sought
pertains to a suspected agent of foreign powers. The provision also
should include minimization procedures to ensure that the scope of the
order 1s no greater than necessary to accomplish the investigative
Pul’POSC.

Another section of the PATRIOT Act this sub-committee should
address is that rclating to National Sccurity Letters (INSLs). NSLs arc
administrative  subpoenas requiring businesses to produce personal
communication, financial and credit records, but with no prior judicial
approval and with no required nexus to a suspected terrorist. Before the
PATRIOT Act, NSIs could only obtain information on suspected
agents of foreign powers such as terrorists or spies; but now can be
tssued to collect information on anyone and to obtain any records the
executive branch on its own determines to be “relevant” to an
investigation.

Audits conducted by the Justice Department’s Inspector General
released in 2007 and 2008 have confirmed fears of critics of these
provisions: unchecked powers are being used to collect information on
mnocent U.S. persons, which ultimately 15 stockpied in government
databases indefinitely, and is accessible by virtually unlimited numbers of
law enforcement and intelligence personnel. More than 143,000 NSL
requests were issued between 2003 and 2005, and the latest numbers
plumbed by the Inspector General (1G) confirm that a majornity of NSl.s
are now being issued about U.S. persons. That data is being stored in
government databases, including one containing over 560 million
scparate records, and another having over 30,000 authorized users.

The reports also document that FBI agents are issuing NSLs for people

two or three times removed from a suspected terrorist, even when there
1s no indication that those people are anything other than innocent links

4.
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ot share some common element with a known or suspected terrorist or a
known associate of a known or suspected terrorist.

The IG also found over 700 instances in which Federal Buteau of
Investigation (FBI) agents issucd so-called "exigent letters," claiming
emergency circumstances and the immediate need for records.
According to the teports, agents often lied about the existence of an
“emergency,” and never followed up with an actual legal request as
promiscd. The NSLs or grand jury subpocnas that could have legally
obtained the information never materalized. These exigent letters and
sham processes continued even in the face of legal advice from the FBI
General Counsel's office to cease.

While the I'BI has taken important steps to create more accountability
for, and internal checks and balances on NSLs, those changes do not
address the fundamental question of whether the FBI should have access
to information about pcople who arc not suspected of any criminal
wrongdoing or who are not or cannot be linked to terronists or terrorist
organizations. The FBI should not have easy or unfettered access to
such information; and only an amendment to the statute can create that
meaningful limitation. Tn fact, the Justice Department and the T'BT have
testified before this very committee that collecting innocent information
1s their goal. They claim that they must collect the information first, and
sift through it looking for evidence of wrongdomg later; a process that in
cssence turns the Fourth Amendment on its head.

Congress should exercise its oversight responsibility by requiring that
NSLs be used only to obtain information pertaining to suspected
terrorists or spics, and by re-cstablishing the previous, probable cause
requirement.

I have concerns also about the other two sections of the PATRIOT Act
that you will be voting on tomorrow. The first is the so-called “roving
John Doe wiretap,” that permits the Foreign Intelligence Surveillance
Court to 1ssue wiretap orders to monitor multiple phones or email
addresses that specify neither the person to be monitored nor the place
to be tapped. This violates the Fourth Amendment’s requirement that a
warrant state with particularity the things to be searched or seized. "Lhis
provision should be corrected to require that if the wiretap order does
not specify the location of the surveillance, then it must identify the
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target, ot vice versa, it order to meet constitutional muster. Otherwise,
the power should be allowed to sunset.

The other section is the so-called “lone woll authority” that permits
Forcign Intelligence Surveillance Act (FISA) surveillance of non-US
persons even if they are not suspected to be connected to a foreign
otganization, terrorist group or government. Lhis provision eliminated
the FISA requirement that surveillance propetly be conducted against
persons actually suspected of being agents of forcign powers or terrorist
organizations. As the Constitution Project has pointed out, “Under
FISA, the government can obtain a warrant without a showing of
probable cause that a crime is being committed or is about to be
committed. I'ISA’s authorization of sccret wiretaps and secret home
searches in the United States 1s an exception to traditional l'ourth
Amendment standards, which has been justified on the basis that these
extraordinary surveillance powers are limited to investigations of foreign
powers and their agents. By climinating the requirement to show a
connection to any foreign group, the ‘lone wolf” provision undermines
this justificatton for the lower FISA standards and raises serious
constitutional concerns under the Fourth Amendment.”

Considering that the Justice Department told Congress in March that the
government has never once relied upon this authority in conjunction
with the constitutional issues this provision raises, reauthotization is
impossiblc to justify with a straight face. Persons suspected of terrorist
activities would still be reachable and subject to traditional and
established criminal law and foreign intelligence gathering standards.

In sum, T urge this subcommittee and the full Judiciary Committee as
well, to allow the provisions of the USA PATRIOT Act that are set to
sunset at the end of this month to expire; or, at the very least, to reform
these provisions and bring them in line with the Constitution lest we
allow the exigencies of the day to undermine our libertics.

Though our Constitution and Bill of Rights have taken some hits in the
years since 9/11, it is not too late to reset the constitutional clock and
roll back cxcessive, post-9/11 powers. History has shown, as recently as
the Waco tragedy in 1993, for example, that government agents and
agencies do fall prey to abusing government powers.  Another
subcommittee of this Judiciary Committee took the lead in 1995 to
conduct extensive hearings on those abuses; and the full House refused

-6 -
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in 1996 to grant federal law enforcement many of the expanded powers
it asked for, partially in recognition of such abuses.

In many other countries, it is neither acceptable nor lawful to reflect
openly on and refine past action. In America, however, it 1s not only
allowable, it is our ebligation to regularly reexamine decisions made by the
federal government; especially perhaps, those enacted during the panic
of an event like the terrorist attacks of September 11" 2001. It is an
cssential responsibility of the Congress to review and reconsider powers
previously granted to the Executive branch; to determine whether such
authorities remain essential and necessary or whether they have been
abused and should be reined in.

Certainly, our (or any) country suffering through the immediate fallout
from the wortst terrorist attack on American soil ever 1s liable to make
some mistakes in responding legislatively thereto. To err isn’t just
human; it’s a dircct result of representative democracy. But also human,
is the ability to learn from and correc/ our mistakes.

Case in point: myself. I voted for the USA PATRIOT Act. I did so
only after T and a broad coalition of other Members and outside
organizations had secured a number of limiting amendments, and only
after receiving assurances the Justice Department would use the Act’s
extensive powers as a limited, if extraordinary measure to imeet a
specific, extraordinary threat.  Little did T or many of my collcagucs,
know it would shortly be used in contexts other than terrorism, and in
conjunction with a wide array of other, privacy-invasive programs and
activities.

That I can stand before you and urge the Act’s correction should serve
as a lesson to other lawmakers who might have voted for the USA
PATRIOT Act, and supported similar mitiatives. We all should be
unafraid to revisit past decisions. Indeed, it 1s an obligation — not only as
members of Congress with delegated oversight responsibilities, but as
American citizens with a duty to ourselves and our children to preserve
our liberties as the generations before us fought and died to do.

"Thank vou again for allowing me to testify today.
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Substantial Delays in the Intelligence Oversight Process

e From 2001 to 2008, both FBI and I0B oversight of intelligence activities was
delayed and likely ineffectual; on average, 2.5 years elapsed between a violation’s
occurrence and its eventual reporting to the I0OB.

Type and Frequency of FBI Intelligence Violations

e From 2001 to 2008, of the nearly 800 violations reported to the I10B:

o over one-third involved FBI violation of rules governing internal
oversight of intelligence investigations.

o nearly one-third involved FBI abuse, misuse, or careless use of the
Bureau’s National Security Letter authority.

o almost one-fifth involved an FBI violation of the Constitution, the Foreign
Intelligence Surveillance Act, or other laws governing criminal
investigations or intelligence gathering activities.

e From 2001 to 2008, in nearly half of all NSL violations, third-parties to whom
NSLs were issued — phone companies, internet service providers, financial
institutions, and credit agencies —contributed in some way to the FBI's
unauthorized receipt of personal information.

e From 2001 to 2008, the FBI engaged in a number of flagrant legal violations,
including:

o submitting false or inaccurate declarations to courts.
o using improper evidence to obtain federal grand jury subpoenas.

o accessing password protected documents without a warrant.

For further information on this report, contact Mark Rumold, markia
Lynch, jeni@eff.org.

off.org, or Jennifer

of robust FBI auditing and thorough oversight, cstimates such as these arc the only reasonable method to
approximate the scope of the FBT's investigatory misconduct.
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INTRODUCTION

EFF’s analysis of recently disclosed documents provides new insights into the Federal
Bureau of Investigation’s unlawful surveillance of Americans during intelligence
investigations conducted between 2001 and 2008.

In response to EFF FOIA requests issued in 2008 and 2009, the FBI released reports of
violations made to the Intelligence Oversight Board (IOB) — an independent, civilian
intelligence-monitoring board that reports to the President on the legality of foreign and
domestic intelligence operations. The nearly 2,500 pages of documents EFF received
include FBI reports to the I0OB from 2001 to 2008. The reports catalog 768 specific
violations arising from FBl monitoring of U.S. citizens, resident aliens, and non-
residents.

Following a series of government investigations into FBI intelligence abuses, EFF
submitted FOIA requests in an effort to obtain the FBI's IOB reports. In 2007, the
Department of Justice, Office of Inspector General released a report documenting the
FBI’s abuse of its National Security Letter (NSL) authority:* the report found, in an audit
of only 10% of national security investigations, that the FBI may have committed as
many as 3000 NSL violations and had failed to report many of those violations to the
10B> A 2008 OIG report confirmed and expanded the earlier report’s findings and
critically assessed the steps taken by the FBI to address the abuse of NSLs.”

Following the second OIG report in 2008, EFF submitted FOIA requests to eleven federal
agencies and agency components requesting all reports of intelligence violations made to
the IOB from 2001 to 2008. EFF submitted subsequent requests the following year for
violations reported to the 10B from 2008 to 2009. In July 2009, after many agencies
failed to respond to the request, EFF filed suit against eight defendants — including the
CIA, NSA, Department of Defense, Department of Homeland Security, Department of

> DEPARTMENT OF JUSTICE, OFTICE OF TIIE INSPECTOR GENERAL, A REVIEW OF TIIE FEDERAL BUREAU OF
INVESTIGATION"S USE OF NATIONAL SECURITY LETTERS (March 2007), available at

http://www justice. gov/oig/speeial/s0703b/final pdf.

3 See R. Jeffrey Smith, £Bf Violations May Number 3,000, Official Savs, WASH. POST., March 21, 2007,
available at hilps://www.washinglonpost.comy/wp-dyn/contenl/article/2007/03/20/AR200703200092 1. hunl.
4 DEPARTMENT OF JUSTICE, QFFICE OF TIE INSPECTOR GENERAL, A REVIEW OF TIIC FBI'S USE OF
NATIONAL SECURITY LETTERS: ASSESSMENT OF CORRECTIVE ACTIONS AND EXAMINATION OF NSL USAGE
IN 2006 (March 2008), availuble at hitp://www justice. gov/olg/special/sO803b/final. pdf. Even before the
01G’s official acknowledgement of FBI investigative abuscs, EFF, other civil libertics organizations, and
members of the media had documented numerous instances of improper govermment intclligence activitics
in the years following 9/11. For example, in 2003, a FOIA request seeking information about violations
related to 13 national sceurity investigations revealed numcrous instances of FBI misconduct stemming
from the Burcau’s newly expanded powers under the USA PATRIOT Act.

itier Fou
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Justice, Office of the Director of National Intelligence, Department of Energy, and
Department of State — demanding the agencies comply with the law and produce the
requested documents. In December 2009, the Court ordered the agencies to begin
processing EFF’s request. In July 2010, two years after EFF’s initial FOIA request, the
FBI began its release of documents. Over three separate installments in July, August, and
October 2010, the FBI released nearly 2,500 pages of documents related to reports of
intelligence violations to the 10B.

The documents released to EFF constitute the most complete picture of post-9/11 FBI
intelligence abuses available to the public. Among other findings, EFF’s analysis of the
documents shows that, from 2001 to 2008, significant delays occurred in the reporting of
FBI violations to the I0B. The analysis also provides new insights into the type and
frequency of violations committed by the Bureau. Most violations fell into one of three
broad categories: first, FBI failure to comply with oversight guidelines; second, abuse of
the FBI’s authority to issue National Security Letters; and, third, the FBI’s failure to carry
out investigations within the bounds of the Constitution or other federal statutes
governing intelligence-gathering. Finally, EFF’s analysis concludes that the FBL may
have committed as many as 40,000 violations in the 10 years since the attacks of 9/11.

THE INTELLIGENCE OVERSIGHT BOARD

The Tntelligence Oversight Board “was created in 1976 by President Ford in response to
recommendations made by the Rockefeller Commission calling for a Presidential-level
body with specific oversight responsibilities for the legality and propriety of US
intelligence activities.” The Commission’s recommendations came in the wake of a
series of congressional reports that revealed illegal and abusive intelligence activities
targeting American and foreign citizens. These reports found that intelligence agencies
had intercepted and read Americans’ mail, performed surveillance on civil rights leaders
and other dissidents, and had orchestrated assassination attempts on foreign leaders.

In light of the Commission’s recommendation, President Ford established the IOB to
provide an independent review of intelligence activities to better safeguard citizens’ civil
liberties against these types of abusive practices. The TOB consists of five civilian
members, all with top-level security clearances, selected by the President to serve on the
TOB from the larger intelligence-monitoring body, the President’s Intelligence Advisory

® President’s Intelligence Advisory Board and I[ntelligence Oversight Board. PIAR listory,
http://www.whitchousc. gov/administration/cop/piab/history.
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obtain grand jury subpoenas.* Other violations involved FBI’s use of a target’s username
and password to access and download account information® and a warrantless search of
password-protected files.**

Of the reports reviewed by EFF, however, this type of violation was also generally the
most redacted. One four-page report (on average, most reports are only one or two
paragraphs) is almost entirely redacted, with the exception of one paragraph that notes the
“scope of [the FBI agent’s] alleged offenses” warranted reporting to the 10B: the three
pages detailing the offenses, however, are almost entirely redacted.” Moreover, solely
from the documents provided to EFF, it is evident that the FBT is withholding information
on an inconsistent and arbitrary basis. For example, one IOB report, which details the
issuance of NSLs without proper authority in the wake of the attacks on September 11th,
was inadvertently included twice in the FBI’s document release: one is nearly entirely
redacted; the other, almost entirely free from redactions.”® Numerous documents
throughout the FBT's release provide similar evidence of the agency’s inconsistent and
arbitrary practice of redacting and withholding documents. *’

While the reports documenting the FBI's abuse of the Constitution, FISA, and other
intelligence laws are troubling, EFF’s analysis is necessarily incomplete: it is impossible
to know the severity of the FBI’s legal violations until the Bureau stops concealing its
most serious violations behind a wall of arbitrary secrecy.

TOTAL NUMBER OF VIOLATIONS FROM 2001 TO 2008

Both the frequency and type of violations revealed in the FBI's release to EFF are
staggering. At a minimum, these documents already demonstrate the need for greater
accountability and improved oversight mechanisms for American intelligence agencies.
Yet, at the same time, the FBI continues to withhold critical information on the
circumstances, rate of occurrence, and severity of these violations. And, if past
experience is any guide, it is likely that the FBI is either withholding or failing to report
many violations altogether.

4i FBI IOB Report 2002-72, Appendix 8; FBI IOB Report 2002-74, Appendix 9.

“ FBI IOB Reporl 2005-03, Appendix 10.

¥ FBI I0B Reporl 2007-1693, Appendix 11.

Y'FBI [OB Report 2006-224, Appendix 12.

" FBI 10B Report 2008-235. Appendix 13

" FBI IOB Report 2001-G9, Appendix 14.

¥ See Jenniler Lynch, FBI Arbitrarily Covers up Evidence of Misconduct: Is this the Transparency Obama
Promised?, Elcctronic Fronticr Foundation Decplinks, available at
https://www.cff.org/deeplinks/2010/12/fbi-arbitrarily-covers-cvidence-misconduct.
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and his campaign promise of unprecedented transparency within the executive branch has
gone largely unfulfilled — especially within the intelligence community.

Congress, however, has an opportunity to remedy these abuses: portions of the USA
PATRIOT Act expire in late February, and a bill has already been introduced in the
House of Representatives to reauthorize it. Instead of simply rubber-stamping the
intelligence community’s continuing abuse of American’s civil liberties, Congress should
seize this opportunity to investigate the practices of the FBI and other intelligence
agencies, and to demand greater accountability, disclosure, and reporting from these
agencies. Until then, the FBT's pattern of misconduct will continue.

Lor further information on this Report, contact Mark Rumold, mark'@eff.org, or Jennifer
Lynch, jen@efforg.
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Appendix 2—IOB Report 2001-46

AL SRFORRATLON £GTTATED - i ] ' '
FEREIN: §3 HELASSEFTRY EASEME
THERATSE

Ptk R T

R

CLASTIFIND, BY. 65190 Blipis i w‘
PEASHH: oK (%)
(OCLAZEITY GE T80 -2035

i ebridusting & :
o United States parscn
B G "h

Ehe s
¢ " g}, 1B.L rd. &l il .
N A area-fbsr 3 TiLH x:i;um mpror, thef o1
: W‘ g e —
- XTI S E3 eLTarhagd memor adun (LMY to thé Olfice of
Intellicense Pchcy axad Rewiew {OIPR) ., Depizement o

t 5 3T
xequized by the toyealized uﬁﬁxw s
| —— T LM wes ri«cm:i\mci iy the
fendl forwazdpc To OIPR fof review, The delayed X
) marly prmuluﬂs«d mzmln@ful oenraight and rcvmw zx:
AT VL

smiremenu Di M- e FOTG. - The
A el by the gnite &

o) lowing the d;.;ww:v ::n: tm

¢ thab-poreantial JOB watcaras | |

shall be reported with .1z days of dimcove hand¥itg of -

e .
e thia cass has . prted. to the PRE'E.0ffice of Professional
' oy - Rebponaibility. é .

;report the ex‘;nr to;—
wigtaks . FBI regulatione spee

Electys

17 AARA

ke




53

Appendix 3—IOB Report 2003-25
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Appendix 4—IOB Report 2006-246
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Appendix 5—IOB Report 2007-718
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Appendix 6—IOB Report 2004-80
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Appendix 7—IOB Report 2007-1209
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Mr. SENSENBRENNER. Mr. Fein?

TESTIMONY OF BRUCE FEIN, CAMPAIGN FOR LIBERTY

Mr. FEIN. Thank you, Mr. Chairman and Members of the Sub-
committee.

I would like to amplify on my prior colleague’s statement about
liberty and go back to first principles, because I think we have
turned them on their head in discussing the PATRIOT Act, na-
tional security, and otherwise.
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Now, as Thomas Paine who wrote, “It’s the duty of the patriot
to protect his country from his government,” and it is in that spirit
I wish to address the PATRIOT Act, because it seems to me its fun-
damental principles are upside down.

This country’s bedrock birth certificate was placing the liberty of
the individual above the powers of government. The Declaration of
Independence, we are all born with unalienable rights. We are en-
dowed with our Creator with a right to liberty. And the purpose of
government is to secure those rights. The purpose of government
is exhausted after it secures those rights.

And these were not marginal to the fight for our independence
from Great Britain. James Otis in 1761 deplored the British gen-
eral writs of assistance because they did not require probable cause
or particularity in searching persons’ homes. And it was John
Adams who said that was the bell that sounded the independence
march of the United States of America. And it’s Patrick Henry who
is noted for saying, what, “Give me liberty or give me death,” not
give me liberty, but give me bigger government to protect my lib-
erty.

And I underscore these things to emphasize that where you start
in asking the question determines where you end nine times out
of 10, why that is so important. And the Founding Fathers did not
cherish the right to be left alone just as an intellectual abstraction.
It was Justice Louis Brandeis who wrote in 1928, “The architects,
the makers of the Constitution, venerated man’s spiritual nature,
his moods, and his intellect. They sought to protect Americans in
their beliefs, their attitudes, seclusions, and challenges to conven-
tional wisdom. They crown citizens with the right to be free from
government encroachments, the hallmark of every civilized soci-
ety.” And he concluded, “Every unjustifiable intrusion by the gov-
ernment upon the privacy of the individual, whatever the means
employed, must be deemed a violation of the Fourth Amendment.”

Now, it is has been said by many, well, where are these court
decisions, saying the PATRIOT Act 1s unconstitutional. There have
been a few, but I can see there are few. But the Supreme Court
and courts err. In the opinion I was quoting from Justice Brandeis,
the court then held conversations were not even protected by the
Fourth Amendment, that the government could wiretap and surveil
free from any restraints because conversation was not in the text
of the Fourth Amendment that addressed persons, houses, papers,
and effects. Thirty-nine years later, the Supreme Court reversed.

And we all remember it was this body in 1988 told the Supreme
Court during World War II, they got it wrong when they said, you
could use race-based concentration camps for Japanese-Americans.
Courts can get it wrong. The Supreme Court itself has reversed
perhaps 200 times bedrock constitutional principles. So, we should
not be complacent with the fact that, well, where are the courts out
there?

Moreover, there are reasons why there would not be a plethora
of suits challenging the PATRIOT Act. Number one, a former attor-
ney general said, to criticize the Act was to aid and abet enemies
in terrorism. There is a climate out there that if you challenge the
government on the PATRIOT Act, you are then unpatriotic. You
then deserve a opprobrium, and that has been true with many who
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defended those who were detained at Guantanamo Bay. That is not
the United States of America that was born in 1776. Remember
John Adams? He defended the British soldiers accused in the Bos-
ton Massacre. He defended them. He did not say, well, this is time
when we have to be angry at Great Britain. Due process is out the
window. That explains why you do not have a mushrooming num-
ber of lawsuits, aside from the fact that in intelligence collection,
the target of the investigation is never alerted as they are in a
Title III case. How would they know that there is a violation?
There is just a huge database, and the fact that the database exists
is an abuse of itself.

Now, I want to address specifically the idea, the need to gather
just intelligence on Americans because need to protect against
international terrorist. Harlan Fiske Stone was appointed attorney
general in 1924. He was later appointed Chief Justice of the United
States, and he shut down all—all—of the FBI’s intelligence collec-
tion methods. He said, we have to limit this to law enforcement
only. There had been abuses. He styled what the Bureau is doing
as tyrannical. So, that is a red herring, in my judgment.

The United States lived securely for over 100 years without just
intelligence collection in databases, and I think we can do that
today. Probable cause to suspect of crime or the discovery of evi-
dence of crime? Of course the government can seek that kind of evi-
dence. But this is a free country, and the fact that we have limited
government, just as Robert Jackson said, does not mean we have
weak government. And this is very important. Justice Jackson, of
course, was a prosecutor at Nuremberg in addition to being on the
United States Supreme Court. And if you would indulge me, let me
read his opinion here, because I think

Mr. SENSENBRENNER. The gentleman’s time has expired.

Mr. FEIN. All right. Well, thank you.

[The prepared statement of Mr. Fein follows:]
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Mr. Chairman and Members of the Subcommittee:

I am grateful for the opportunity to speak on behalf of the Campaign for Liberty
about the USA Patriot Act. Provoked largely by the gruesome abominations of 9/11, the
legislation was bom of fear and uncertainty from abroad. Fear, however, is the fount of
tyranny. James Madison, father of the Constitution, warned centuries ago in opposing the
tyrannical Alien and Sedition Acts of 1798: “Perhaps it is a universal truth that the loss
of liberty at home is to be charged to provisions against danger real or pretended from
abroad.” At the constitutional convention of 1787, Madison similarly recognized the
inclination of government to wave a banner of foreign danger to excuse the destruction of
domestic liberties: “The means of defence agst. foreign danger, have been always the
instruments of tyranny at home. Among the Romans it was a standing maxim to excite a
war, whenever a revolt was apprehended. Throughout all Europe, the armies kept up
under the pretext of defending, have enslaved the people.”

The 342-page USA Patriot Act passed without inquiry into whether arming the
government with muscular investigatory tools justified the corresponding intrusions on
the right to be left alone—the right most valued by civilized people. The Patriot Act was
portrayed as a necessary defense against foreign agents and international terrorists.
Citizen liberties were relegated to extras in a Cecil B. De Mille cinematic extravaganza

Despite the good mtentions of its architects, the Patriot Act betrays bedrock
constitutional principles. The individual is the center of the Constitution’s universe.
Aggrandizing government is the center of the Patriot Act. The Constitution salutes

freedom and citizen sovereignty over absolute safety and citizen vassalage. The Patriot
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Act turns that hierarchy on its head. Where experience and facts are inconclusive as
regards the need for government authority, the Constitution’s default position is liberty.
Under the Patriot Act, if a threat passes a microscopic threshold of danger, a Big Brother
government is exalted, a descendant of the 1% doctrine. The authorization of “lone wolf”
surveillance under the Foreign Intelligence Surveillance Act (FISA) is exemplary. It has
never been employed, yet it is defended as a cornerstone of the nation’s defense against a
second edition of 9/11.

The Alien Act of 1798 was similar. It answered political or popular fears of
French immigrants. The President was empowered to deport unilaterally any immigrant
thought “dangerous to the peace and safety of the United States.” During its two-year
life, the President never once invoked the Act’s deportation authority. Congress sensibly
declined to renew it.

The makers of the Constitution venerated man’s spiritual nature, his moods, and
his intellect, to borrow from Justice Louis D. Brandeis. They sought to protect
Americans in their beliefs, their attitudes, their seclusions, and their challenges to
conventional wisdom. They crowned citizens with the right to be left free from
government encroachments, the hallmark of every civilized society. To protect that right,
Justice Brandeis sermonized, “[E]very unjustifiable intrusion by the Government upon
the privacy of the individual, whatever the means employed, must be deemed a violation
of the Fourth Amendment.” The Patriot Act, nevertheless, shrivels the right to be left

alone from Government snooping and surveillance. It sneers at Benjamin Franklin’s



74

admonition: “Those who would give up essential Liberty, to purchase a little temporary
Safety, deserve neither Liberty nor Safety.”

Patriot Act champions boast that only a handful of judicial rulings have cast a
cloud over its provisions, for instance, gag orders on National Sccurity Letter recipients.
But even the U.S. Supreme Court stumbles. In OQlmsiead v. United States (1928), the
Court held conversations were outside the ambit of the Fourth Amendment because its
text protected only “persons, houses, papers, and effects.” In Kaiz v. United States
(1967), thirty-nine years later, the Court overruled O/mstead and held the Amendment
protected “reasonable expectations of privacy.” As Saint Paul preached, “the letter
killeth, but the spirit giveth life.” 2 Corinthians 3; 6. The Supreme Court sustained the
constitutionality of race-based concenfration camps for Japanese Americans during
World War II. Congress repudiated the Court’s odious decisions in the Civil Liberties
Act of 1988.

No federal court voided the Sedition Act of 1798, despite its flagrant trespass on
free speech. Over 150 years later in New York Times v. Sullivan (1964), the Supreme
Court denounced the Act as unconstitutional. Many Patriot Act provisions hinge on the
decision of the High Court in U.S. v. Miller (1976), that bank records or other
information “voluntarily” shared with third parties are outside a suspect’s zonc of privacy
protected by the Fourth Amendment. The Miller precedent seems increasingly
anachronistic in the Age of the Internct in which a virtual diary of individual activities is

in the hands of third party Internet Service Providers.
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Moreover, extra-constitutional reasons explain the dearth of court challenges. The
lion’s share of information sought under the Patriot Act is aimed at third parties, not the
target of surveillance or investigation. The former have little or no incentive to incur the
legal costs and public opprobrium inherent in fighting the government. In addition, many
recipients of Patriot Act demands, like telecommunications companies or banks, are
motivated to cultivate government goodwill to preserve contracts or friendly regulatory
relations. The government has also sought to stigmatize any opponent of the USA Patriot
Act as semi-traitorous or un-American through its title or otherwise. Then Attorney
General John Ashcroft decried its critics as “aiding and abetting terrorists.” But in the
true Republic created by our Founding Fathers, the people censure the government; the
government does not censure the people. Finally, the vast majority of victims of illegal
or unconstitutional surveillance under FISA are never informed of the spymg. They do
not know the government has compiled a dossier against them.

In light of the hostility toward Patriot Act dissenters generated by the Government
and general concealment of violations, the dimmutive number of federal court cases is
readily understandable. Why bring a lawsuit and risk losing your neighbor, your friends,
your job, and your public standing? It might equally be said in defense of Jim Crow that
“separate but equal” must have been benign because so few blacks initiated lawsuits
seeking its reversal (at the risk of their homes, families, ostracisms, and lives).

At least one Member of Congress has insinuated that a constitutional violation is
harmless as long as the Government conceals the violation from the victim, for example,

an unconstitutionally seized and retained email or phone call. That assertion seems first



76

cousin to the nonsense that government assassinations are innocuous if the victims are
never acknowledged and their bodies are never found.

Every Founding Father—every Member of the Constitutional Convention of
1787—would have been appalled at the Patriot Act. They were electrified by patriot
James Otis” denunciation in 1761 of villainous Writs of Assistance—general search
warrants which empowered petty officers to invade privacy and liberty on bare suspicion
without oath. Otis elaborated: “It appears to me the worst instrument of arbitrary power,
the most destructive of English liberty and the fundamental principles of law that ever
was found in an English law book...Every one with this writ may be a tyrant; if this
commission be legal, a tyrant in a legal manner, also, may control, imprison, and murder
any one within the realm.” Patriot John Adams was awed, and remarked, “[T]hen and
there was the first scene of the first act of opposition to the arbitrary claims of Great
Britain. Then and there the child Independence was born."

The spirit of the Fourth Amendment was similarly captured in William Pitt’s
forceful address to the British Parliament which reverberated throughout the American
colonies: “The poorest man in his cottage may bid defiance to all the force of the crown.
It may be frail—its roof may shake—the wind may blow through it—the storm may
enter—but the King of England cannot enter. All his force dares not cross the threshold
of the ruined tenement.”

The Patriot Act was misnamed. Thomas Paine lectured: "It is the duty of the
patriot to protect his country from its government.” Accordingly, the true patriots of the

Constitution and the Republic are the “band of brothers”™ who stood or are standing in
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opposition. They understand that the secret of happiness is freedom. And the secret of
freedom is the courage to accept risk as inherent to an enlightened and civilized
existence. Proponents of the Patriot Act acted from weakness, not strength. I do not,
however, question their motives. They are all honorable men and women. But as Justice
Brandeis presciently observed: “Experience should teach us to be most on our guard to
protect liberty when the Government’s purposes are beneficent... The greatest dangers to
liberty lurk in insidious encroachment by men of zeal, well meaning but without
understanding.”

President John F. Kennedy taught, “Two thousand years ago, the proudest boast
was “civis Romanus sum.” Today, among the disciples of liberty, the proudest boast
should be, “l am an American.” On Gettysburg battlefield, seven score and eight years
ago, President Lincoln noted that our forefathers “brought forth upon this continent a new
nation, conceived in Liberty....” Repealing the Patriot Act would honor what they so
nobly begot.

Persons are born with unalienable rights to liberty. Liberty for its own sake is the
definition of America. Lectures that only citizens with something to hide would balk at
invasions of liberty are counter-constitutional and un-American. The whole purpose of
the Fourth Amendment is to saddle government with a heavy burden of demonstrating by
indisputable evidence a compelling need to disturb the domain of any citizen before
crossing his threshold.  Non-particularized roving wiretaps justified to prevent

surveillance targets from outfoxing the government miss the point. Making the
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convenience of law enforcement or intelligence collection subservient to liberty is the
Amendment’s whole purpose.

The Government has been endowed with Patriot Act authorities for a decade—
ample time to prove their indispensability to national security. Every provision should be
repealed forthwith absent proof by the executive that but for the authority conferred an
act of international terrorism would have succeeded. If the evidence is vague or
inconclusive, the Constitution’s default position favoring liberty dictates repeal.

Authorizing government to collect intelligence on citizens for non-law
enforcement purposes offends the spirit if not the letter of the Fourth Amendment.
Spying for domestic security predictably mushroomed during World War | and its
aftermath fueled by the “Red Scare.” President Calvin Coolidge appointed Harlan Fiske
Stone as Attorney General in 1924. Stone was later appointed Chief Justice of the United
States. His signature achievement was to terminate investigations or intelligence
collection by the Bureau of Investigation, except for law enforcement. Stone observed,
"The organization was lawless, mamtaining many activities which were without any
authority in federal statutes and engaging in many practices which were brutal and
tyrannical in the extreme.” He asked for the resignation of the Bureau Director Williamn
J. Burns, former head of the Burns Detective Agency, and directed that the activities of
the Bureau "be limited strictly to investigations of violations of law, under my direction
or under the direction of an Assistant Attorney General regularly conducting the work of

the Department of Justice."
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Citizen loyalty and love for the United States is the mainstay of national security.
It is fostered by the Government’s scrupulous adherence to constitutional limitations and
restraints, not by coercion or suspicion that every citizen could be a Benedict Arnold. As
World War 1II raged, Justice Robert Jackson observed: “Government of limited power
need not be anemic government. Assurance that rights are secure tends to diminish fear
and jealousy of strong government, and by making us feel safe to live under it makes for
its better support. Without promise of a limiting Bill of Rights it is doubtful if our
Constitution could have mustered enough strength to enable its ratification. To enforce
those rights today is not to choose weak government over strong government. It is only to
adhere as a means of strength to individual freedom of mind in preference to officially
disciplined umformity for which history mdicates a disappointing and disastrous end.”

Patriot Act defenders argue that the absence of “bodies on the sidewalk” proves its
respect for the Constitution and civil liberties. The argument misconceives the
fundamental premises of America. Every citizen is born with the unalienable 1ight to be
left alone. Government is instituted to secure that right, not to cripple it. Government in
the United States, as opposed to the People’s Republic of China, has no business
collecting or retaining information about citizens without “probable cause™ to believe that
a crime has been or will be committed by a target who is identified with “particularity; or,
that a particularized search will unearth evidence of crime. Each and every Patriot Act
investigation involving citizens triggered by less than probable cause or involving non-

particularized targets or searches is an abuse of government power. At present, the
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number of victims probably exceeds one million, including recipients of National
Security Letters or targets of section 215 surveillances.

Section 206 of the Patriot Act authorizing roving wiretaps to collect foreign
intelligence; section 215 authorizing orders to seize any “tangible thing” like books or
computer hard drives to protect against international terrorism or clandestine intelligence
activities; section 505 authorizing National Security Letters to seize custorner records of
financial institutions, credit bureaus, and telecommunications providers by the
government’s assertion of relevance to preventing international terrorism or clandestine
intelligence activities; and, section 6001 of the Intelligence Reforin and Terrorisin
Prevention Act of 2004 authorizing surveillance against hypothetical “lone wolf”
international terrorists are all abusive of citizen liberty because they encroach on the right
to be left alone without probable cause to believe the target is implicated in crime.

Since 9/11, the nation has witnessed approximately 170,000 murders. But that
ghastliness has not provoked the suspension of habeas corpus or civil liberties in a quest
for absolute safety. The Supreine Court lectured in United States v. United States District
Court, 407 U.S. 297, 314 (1972): “The price of lawful public dissent must not be a dread
of subjection to an unchecked surveillance power. Nor must the fear of unauthorized
official eavesdropping deter vigorous citizen dissent and discussion of Government
action in private conversation. For private dissent, no less than open public discourse, is
essential to our free society.”

The Patriot Act, in isolation, is no mortal blow to the Constitution. But James

Madison instructed: “It is proper to take alarm at the first experiment upon our liberties.
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We hold this prudent jealousy to be the first duty of citizens and one of the noblest
characteristics of the late Revolution. The freemen of America did not wait till usurped
power had strengthened itself by exercise and entangled the question in precedents. They
saw all the consequences in the principle, and they avoided the consequences by denying
the principle. We revere this lesson too much ...to forgetit.”

Many argue that the Constitution is an unaffordable luxury in confronting the
danger of Al Qaeda. The Supreme Court’s answer in /:x Parte Milligan (1866) is
unanswerable: “The Constitution of the United States is a law for rulers and people,
equally in war and in peace, and covers with the shield of its protection all classes of
men, at all times, and under all circumstances. No doctrine, involving more pernicious
consequences, was ever invented by the wit of man than that any of its provisions can be
suspended during any of the great exigencies of government. Such a doctrine leads
directly to anarchy or despotism, but the theory of necessity on which it is based is false;
for the government, within the Constitution, has all the powers granted to it, which are

. . 1
necessary to preserve its existence....”

! Violations of the Patriot Act compound the abuse inherent in investigations without probable
causc Lo suspecl crime. Estimating their [requency is problemalic. Implementation of the Act is shrouded
in secrecy; and, the involved parties have little incentive to disclose compounded abuses. The absence of
public documentation of a single sanction against a government official despite thousands of violations
publicly reported by the Inspector General of the Department of Justice is worrisome.

The climate of antagonism towards liberty fostered by the Patriot Act has facilitated abusive
application, as chronicled below.

A. Brandon Mayfield. Brandon Mayfield is an attorney, a veteran of the United States Army, a
Muslim, and a United States citizen. The government aggressively investigated him under the Patriot Act

for alleged complicity in the March 11, 2004 bombings of several commuter trains in Madrid, Spain,
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despite definitive exculpatory evidence supplied by the Spanish National Police. He was detained for two
weeks. He was subject to electronic surveillance with no showing of probable cause to believe he was
complicit in crime. His home was repeatedly invaded and scoured. He was consistently followed, and his
“shared and intimate” rooms were “bugged.” Personal information obtained as a result of the
investigation was shared among several intelligence agencies and stored in government databases.

B. Sami Al-Hussayen. Sami Al-Hussayen was known to his Moscow, ldaho community as a
family-oricnted father of threc who, shortly after the Sept. 11 attacks, organized a blood drive and a
candlelight vigil that condemned the attacks as an affront to lslam. The govemment investigated and
detained him for providing “expert advice or assistance™ to international terrorists outlawed by a Patriot
Act amendment to 18 U.S.C. 2339. His alleged crime was volunteering to use his computer skills to run
Websites for a Muslim charity. While the charity generally promoted peaceful religious teachings,
prosecutors alleged that buried deep within the Web sites were a handful of violent messages — written
by others — encouraging attacks on the United States and donations to terrorist organizations. Al-
Hussayen was eventually acquitted of all terrorism-related charges.

C. Tariq Ramadan. Tariq Ramadan is an Oxford University professor and a leading Muslim
scholar who advocates the peaceful integration of Muslim values and western culture. His lectures
include a discussion on “Why Tslam Needs a Feminist Movement™ and “Muslim Democrats in the West
and Democratization in the Muslim World: Prospects for Engagement.” In August 2005, at the invitation
of Prime Minister Tony Blair, Professor Ramadan accepted an invitation to join a U.K. government
taskforce to examine the roots of extremism in Britain.

Professor Ramadan has been a consistent critic of terrorism and those who use it. In October
2001, Professor Ramadan publicly deplored the Scptember 11 attacks, saying to fellow Muslims, “Now
more than ever we need to criticize some of our brothers . . . You arc unjustificd if vou usc the Koran to
justify murder.” Prolcssor Ramadan publicly condemned the kidnapping ol two French journalists in lraq
in August 2004; the atlacks on Jewish synagogucs in Istanbul in November 2003; and the terrorist
bombing in London in July 2003,

In January 2004, Professor Ramadan was offered a tenured position as the Henry R. Luce
Professor of Religion, Conflict and Peacebuilding at the University of Notre Dame’s Joan B. Kroc
Institute for International Peace Studies. Professor Ramadan was granted a specialized nonimmigrant
visa on May 5, 2004, but on July 28, just nine days before Professor Ramadan and his family were to
move to Indiana, he was informed that his visa had been revoked. Professor Ramadan was not directly
provided an explanation for the revocation and neither Professor Ramadan nor the University of Notre

Dame has ever received a written explanation. At a press conference on August 25, 2004, however, Russ
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Knocke, a spokesman for the Immigration and Customs Enforcement division of the Department of
Homeland Security, cited the ideological exclusion provision of the Patriot Act as the basis for the
revocation.

D. Wiretapping of Children. After FOTA requests and a review of FBI responses, the
Electronic Frontier Foundation discovered that, in 2005, FBT Agents devoted five consecutive days to

monitoring the telephone conversations of two “young children” under a roving wiretap mandate.

Mr. SENSENBRENNER. Mr. Mullins?

TESTIMONY OF ED MULLINS, PRESIDENT,
SERGEANTS BENEVOLENT ASSOCIATION OF NEW YORK

Mr. MULLINS. Mr. Chairman, Ranking Member Scott, and Mem-
bers of the Subcommittee, thank you for having me here today. I
am here as the head of a police labor organization representing my
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members and their family. I also speak with the perspective of a
sworn law enforcement officer with 30 years of experience.

I responded to the scene of the terrorist attacks on September
11th, 2001. I also responded in 1993 to the terrorists’ first attempt
to topple the Twin Towers.

I am a third generation New Yorker whose life was forever
changed by the terrorist attacks of 9/11. These unprovoked attacks
devastated New York City and the ranks of its fire and police de-
partments. The 2,973 innocent men, women, and children killed on
9/11 surpassed the death toll America suffered in the surprise at-
tack on Pearl Harbor that triggered our entry into World War II.

Sadly, the final casualty figures from 9/11 are not yet known.
Those terrorist acts continue right up to the present day to claim
the lives of more firefighters, police officers, construction workers,
and ordinary citizens who were caught in the events of that fateful
day. These are the people who, in the years after 9/11, have devel-
oped debilitating illnesses and died from their exposure to the tox-
ins released when the World Trade Center Towers collapsed.

The James Zadroga 9/11 Health and Compensation Act, passed
late last year to help discontinue victims, is a stark reminder that
while justice has been served on bin Laden, innocent Americans
continue to die and suffer as a result of his evil.

The USA PATRIOT Act was enacted in direct response to these
terrorist attacks for the purpose of preventing any repetition. I ap-
preciate the chance to help clear up some of the myths surrounding
the deliberations over whether to reauthorized three specific expir-
ing PATRIOT Act authorities. Let me begin by setting aside the
false clarities and simplicity that seek to impose on these delibera-
tions.

Reauthorizing these authorities is not a stark choice between
whether we place a greater value on our civil liberties than our se-
curity. It is not a choice between freedom and a police state. Let
us not lose sight of how much alike every one of us in this room
today really is. We share the same values. We are all Americans
who love our country and the liberties upon which it is founded.
We all hate seeing our fellow citizens slaughtered by bin Laden’s
demented disciples. None of us desire or intend to extinguish lib-
erty in the pursuit of security. We only differ as to how, not if, our
elected representatives should strike a balance between the uni-
versal value of protecting innocent lives from murderers and our
uniquely American notion of individual liberty.

Reauthorizing the three provisions set to expire later this month
strikes the right balance. By any historical yardstick, these au-
thorities are a measured response to an unprecedented and undeni-
ably real threat to our Nation. A generation learned from struggles,
the heroes of our past encountered imbalance in liberty and secu-
rity while reacting to the unprecedented threats. We did not re-
spond by rounding up and committing to internment camps all
members of the ethnic and religious minorities from which the per-
petrators of 9/11 were descended. We did not grant law enforce-
ment wholly unprecedented powers never before entrusted to police
on our shores. What we did was to extend the Federal agents hunt-
ing terrorist powers analogous to those that state and local enforce-
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ment have long used to investigate drug dealers, burglars, and
other common criminals.

In closing, let me dispel one final myth. We can let our guard
down and permit these authorities to sunset because bin Laden is
dead. The Pakistani Taliban, which was behind last year’s attempt
to bomb Time Square, has vowed revenge. They have bragged, “We
already have our people in America and are sending more.” Do not
allow our recent success to obscure the fact that 10 years ago in
less than 2 hours we lost more Americans at the hands of bin
Laden’s henchman than we did almost 70 years ago on the Island
of Guadalcanal.

Our enemies are more desperate than ever to replicate this hor-
ror. A generation faces an unprecedented threat from a new kind
of foe. Still, we are very fortunate. Responding to the great crisis
of our age does not require drafting citizens to fight. It has not ne-
cessitated the conversion of our economy to wartime footing. There
is no rationing of fuel, food, and other resources. Citizens are not
even asked to buy war bonds. It is a testament to America’s
strength that most citizens can go about their lives much as they
did before 9/11 and delegate defeating the terrorists who declared
war on us to a relatively small group of volunteers.

As cops, my members are among those volunteers. We pray that
as you debate the tools available to our Federal counterparts that
played a critical role in this mission, they will be pragmatic in bal-
ancing the defense of our Nation with the preservation of the free-
doms we cherish. We hope that you will not be seduced by rigid
ideologies that demand the sacrifice of one of the fundamental val-
ues of another.

As you know, this week is Police Week in our Nation’s capital.
As we recognize all those officers who made the ultimate sacrifice,
I beg that you do not disarm those sworn to protect you at a time
when our enemies are bringing a renewed fervor and new tactics
in their efforts to murder Americans.

[The prepared statement of Mr. Mullins follows:]
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Mr. Chairman, Ranking Member Scott, and Members of the Subcommittee:

Thank you for having me here today to provide the perspective of local law enforcement
concerning whether Congress should reauthorize the three Patriot Act authorities scheduled to
sunset at the end of this month.

1 am here as the head of a police labor organization representing my members and their
families. 1also speak with the perspective of a sworn law enforcement officer with almost 30
years of experience. I responded to the scene of the terrorist attacks on September 11, 2001. 1
also responded in1993 to the terrorists’ first attempt to topple the Twin Towers. I am a third
generation New Yorker whose life was forever changed by the terrorists attacks of 9/11. These
unprovoked attacks devastated New York City and the ranks of its Fire and Police Departments.
To put these attacks in historical perspective, the 2,973 innocent men, women and children killed
in less than two hours on 9/11 surpassed the death toll America suffered in the surprise attack on
Pearl Harbor that triggered our entry into World War 1. It is almost equivalent to the total
number of American troops killed in Iraq and Afghanistan over the last decade.

Among the dead on 9/11 were 343 firefighters and seventy-two federal, state and local
law enforcement officers, including, thirty-seven members of the Port Authority Police
Department and twenty-three members of the NYPD. According to the 9/11 Commission the
FDNY s losses were “the largest loss of life of any emergency response agency in history.™® The
losses of the Port Authority Police and the NYPD on 9/11 constitute the first and second “largest
loss of life of any police force in history.” *

Let us also not forget that the final casualty figures from 9/11 are not yet known. Those
terrorist acts continue right up to the present day to claim the lives of more firefighters, police
officers, construction workers, and ordinary citizens who were caught in the events of that fateful
day. These are the people who in the years after 9/11 have developed debilitating illnesses and
died from their exposure to the toxins released when the World Trade Center Towers collapsed.
The James Zadroga 9/11 Health and Compensation Act passed late last year to help this
continuing tide of victims is a stark reminder that while Seal Team Six has visited justice upon
bin-Laden, innocent Americans continue to die and suffer as a result of his evil. Let us also not
forget the many parents, children, sisters and brothers who have struggled for the last decade to
live their lives without a child, a parent or a sibling lost on that tragic day.

These heart-wrenching statistics are appropriate to dwell upon as we commemorate
National Police Week. They remind us that our countrymen have died in large numbers and
continue to die as a result of a very real war that terrorists declared upon America. They also

! According to the National Park Service 2.388 military personnel and civilians were killed in the attack on Pearl
Harbor December 7, 1941, hiipy//www.nps. gov/nr/iwhp/wwwips/lessons/1 8arizona/l Scharisi bim

2 According to the non-profit organization icasualtics.org, (o datc a total of 3,063 U.S. troops have been killed in
Iraq and “in and around” Afghanistan (1,572 in Iraq and 1.491 “in and around Afghanistan™).
hitp://icasualtics.org/QEF/lndex.aspx

* Report of the National Commission on Terrorist Attacks Upon the United States at 311 www.9-
11Conumission gov/repon/index bitm

1d.
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remind us that although the three expiring Patriot Act authorities are tools reserved for federal
agents, it is state and local first responders and the citizens we are sworn to protect and serve
who will suffer most of the consequences that may be realized if these authorities expire before
the War on Terror is won.

The USA PATRIOT Act was enacted in direct response to the 9/11 terrorist attacks and
to prevent their repetition. 1 have been dismayed to hear people avoid the serious and complex
questions involved in the discussion of whether to reauthorize the expiring authorities by
reverting to generalizations such as Benjamin Franklin’s statement that “[t]hose who would give
up essential liberty to purchase a little temporary safety deserve neither liberty nor safety.”
Reasonable minds can differ as to whether the expiring authorities, one of which cannot even be
used against U.S. citizens, implicate what Ben Franklin and the Founding Fathers would have
deemed “essential liberty.” No one, however, should trivialize the tragedy of 9/11 by describing
efforts to prevent its repetition as a quest for “a /ittle temporary satety.” To those content to
revert to sound bites divorced from the context of experience I counter with Abraham Lincoln’s
admonitions that “the dogmas of the quiet past are inadequate to the stormy present” and that:

If there ever could be a proper time for catch arguments, that time surely is not
now. In times like the present, men should utter nothing for which they would not
willingly be responsible through time and eternity.”

Let us set aside the false clarity and simplicity that some seek to impose on these
deliberations. My members and 1 are not timid souls begging some tyrant to take our liberties
from us if only he would guarantee our physical safety from an imagined threat. Reauthorizing
these expiring authorities is not a stark choice between whether some people place a greater
value on our civil liberties than on our security. It is not a choice between freedom and a police
state. Let us not lose sight of how much alike every one of us in this room today really is. We
share the same values. We are all Americans who love our country and the liberties upon which
it is founded. We all abhor seeing our fellow citizens slaughtered by bin-Laden’s demented
disciples. None of us desire or intend to extinguish liberty in the pursuit of security. We differ
as to how, not if, our elected representatives should strike a balance between the universal value
of protecting innocent lives from murderers and our uniquely American notions of individual

liberty.

As a citizen who values his liberty as much as any other, and as a police officer who has
witnessed the awful cost of letting one pitch from the terrorists get past us, it is my opinion that
reauthorizing the three provisions set to expire later this month strikes the right balance. By any
historical yardstick, these authorities are a measured response to an unprecedented and
undeniably real threat to our nation. Our generation learned from struggles the heroes of our past
encountered in balancing liberty with security at home in the face of unprecedented threats. We
did not respond by rounding up and committing to internment camps all members of the ethnic
or religious minorities from which the perpetrators of 9/11 were descended. We did not grant
law enforcement wholly unprecedented powers never before entrusted to police on our shores.
What we did was to extend to federal agents hunting terrorists powers analogous to those that

* Lincoln’s Sccond Annual Message to Congress Decernber 1, 1862.
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state and local law enforcement have long used to investigate drug dealers, burglars and other
common criminals who pose far less of a threat to society than bin-Laden’s followers.

You do not have to be a constitutional law scholar to make some observations about the
expiring specific Patriot Act authorities that ordinary people find pretty compelling:

There is no record of a pattern of abuse by federal law enforcement of these three specific
authorities.

The expiring authorities do not relate to National Security Letters, for which Congress
did have to tighten procedures and controls.

If abuses materialize, Congress can always make adjustments after reauthorization.

All three of the expiring authorities require the prior approval of a federal judge
experienced in criminal matters whose integrity, wisdom, and impartiality have been
scrutinized by your Senate colleagues during the confirmation process.

Under the Patriot Act it is more difficult for federal agents to get authority to use the
investigative tools the three expiring provisions extended to federal law enforcement
involved in terrorist cases than it is for local police officers to use similar techniques
when looking into drug dealers or mobsters.

Over the last decade none of the three authorities has been found unconstitutional.®

People like Mr. Barr and Mr. Fein play a valuable role in our society by ensuring that
Congress does not pass laws that are on their face unconstitutional or that are used in a manner
that violates constitutionally protected rights. For this I thank them. They keep us mindful of
how these authorities may be abused to deprive people of their rights. But let’s be clear that
concerns about systemic abuses of the three expiring Patriot Act authorities are a risk that has not
yet been realized. 1 wish 1 could say the same about terrorism on American soil.

Since 9/11 the United States has foiled no less that 32 terrorist plots to murder innocent
Americans.” While it’s been estimated that post-9//11 PATRIOT Act authorities were
instrumental in about one-sixth of these efforts,” the nature of diligent police work makes that a
hard thing to quantify. By its nature good police work is a mixture of the lucky-breaks that often
accompany hard work combined with facts gathered in myriad ways that come into clear focus
only with the application of experience and a seasoned intuition. It is tough to say just what
ingredient in this recipe makes it work. It may differ in each case. But even if the expiring

% In Mayfield v. U.S., a lederal district court in Orcgon did mule that the aspects of roving wirctaps under scction 206
may infringe on 4 amendment rights_ but this decision was vacated by the United States 9 Circuit Court of
Appeals in Mayfield v. U.S., 599 F.3d 964, 970 (9™ Cir. 2010) cert. denied, 131 S. CL 503, 178 L. Ed. 2d 369 (U.S.
2010).

? Ordinary Measures, Extraordinary Results: An Assessment of Foiled Plots Since 9/11.
hup:/americansecurityproject ot
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Patriot Act authorities have been the key ingredient in stopping just one or two more 9/11s, or
one or two more Pearl Harbors, that is significant.

The argument that since one of these authorities, the “Lone Wolf” provision, may never
have been used and therefore should be repealed does not make sense to me. We arm police
officers in this country because experience and common sense show it is necessary. We do not
take away a cop’s gun if he has failed to fire it after ten years. We rejoice that he has never had
to do so, but require him to remain proficient and able to use his weapon if he must.

With disclosure of plans for new plots and tactics found in bin-Laden’s lair we are
reminded that the terrorists are still intent on replicating the nightmare of 9/11. We are all
relieved that bin-Laden is dead, but many who subscribe to his hateful, anti-American ideology
remain. The Pakistani Taliban, which was behind last year’s attempt to bomb Times Square, has
vowed revenge. They’ve bragged “[w]e already have our people in America, and we are sending
more there.”” We should not dismiss these threats. In my experience when a crime family or a
street gang loses its leader, there is often a competition among his surviving followers to become
the new boss. The hallmark of such contests often takes the form of novel displays of brutality
and cruelty that gain the perpetrator the obedience of the group. I do not see any reason to
expect anything different from Al-Qaeda, except that instead of perpetrating their brutality on
each other or a rival gang, they will directit atus. As they seek to do so, | would argue that
federal agents will need more and not less flexibility to adjust and respond. Do not allow our
recent success to obscure the fact that ten years ago in less than two hours, we lost more
Americans at the hands of bin-Laden’s henchmen than we did almost seventy years ago at
Guadalcanal." Qur enemies are more desperate than ever to replicate this horror. Do not punish
law enforcement for the success it has had in pitching a shutout every day for the last ten years
by assuming that this success is the result of a half-hearted effort by a foe that has given up.

QOur generation faces an unprecedented threat from a new kind of foe. We have tough
fighting ahead. Still, we are very fortunate. Responding to the great crisis of our age has not
required drafting citizens to fight. It has not necessitated the conversion of our economy to a
war-time footing. There is no rationing of fuel, food, and other resources. Citizens are not even
asked to buy war bonds. Itis a testament to America’s strength that most citizens can go about
their lives much as they did before 9-11 and delegate defeating the terrorists who declared war
on us to a relatively small group of volunteers. But this strength poses a risk. This is the risk
that the vast majority of Americans are so far removed from the exertions and exactions of this
war that they do not fully appreciate the danger it presents or the commitment it requires.

As cops, my members are among those volunteers who understand the risk and what
must be done. We ask that as you debate the tools available to our federal counterparts to play
their critical role in this mission that you will be pragmatic in balancing the defense of our nation
with the preservation of the freedoms we cherish. We hope you will not be seduced by rigid
ideologies that demand the sacrifice of one of these fundamental values for the other. As you

1% According to the National Park Service the battle for Guadalcanal resulted in the death of 1,398 officers and meu
killed.” www.ups.eoyv/archive/wapa/indeptlvexiconienl/usme/pen-190-003117-00/scc6 hirn
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commemorate National Police Week and the sacrifices law enforcement makes to protect
America, we beg that you do not disarm those sworn to protect you just as our enemies are
bringing a renewed fervor and new tactics to their efforts to murder Americans.

Thank you again for considering my views.

Respectfully,

Edward D. Mullins

Pagc 6 ol 6

Mr. SENSENBRENNER. Thank you very much, Sergeant.

The Chair will now recognize Members alternatively by side for
5 minutes to ask questions of the members of the panel. And the
Chair has made note of the approximate order in which Members
have appeared, and will use that list in terms of recognizing folks.

And the Chair recognizes himself for 5 minutes.
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Mr. Barr, you voted in favor of the PATRIOT Act when it was
considered in the Committee, and then you voted in favor of an-
other version that was less favorable to civil liberties when it ap-
peared on the floor in October of 2001. The Committee has done
extensive oversight under both Republican and Democratic control.
Why do you think we failed, and why are you opposing just a sim-
ple extension of what has been the law since 2005 in these three
areas given your votes in favor of it?

Mr. BARR. I certainly, Mr. Chairman, would not deign to try and
speculate on what Members have done or not done or why. I can
certainly speak for myself.

Yes, I did vote both for the better version more protective of civil
liberties that was reported out unanimously by the full Judiciary
Committee. Subsequent to that, when a very different bill came to
the floor, I had several conversations, including some personal
ones, with the Attorney General and some other members of the
Department of Justice with regard to certain promises or assur-
ances that the provisions in the PATRIOT Act then to be voted on
would be used in certain ways for certain investigations that were
indeed important national security terrorism related investigations.
There were promises made that the executive branch, the Presi-
dent and the Attorney General, would report regularly and openly
and extensively on the use of the PATRIOT Act.

Mr. SENSENBRENNER. Oh, I think they did that after you left the
Congress. As a matter of fact, there was one time I cancelled a
hearing of Attorney General Ashcroft because he didn’t submit his
testimony on time. So, you know, maybe we were busy doing some-
thing else.

Let me ask you another question. There was an outstanding war-
rant against Osama bin Laden. You condemned the President for
sending a U.S. military unit to strike and kill him when the civil-
ian justice system was waiting to grind slowly away at him?

Mr. BARR. No, I think this was one of those instances in which
the resolution the use of military force does provide and did provide
proper authority for the presidential action of taking out Osama
bin Laden.

Mr. SENSENBRENNER. Okay. But should not the President have
used what you refer to as tried and true methods of capturing what
you gall a criminal-like bin Laden, like pursuant to an arrest war-
rant?

Mr. BARR. No, simply because an individual can be pursued ei-
ther through the criminal justice system or militarily in certain cir-
cumstances does not make it improper to choose one over the other.
And in this instance, I think the President chose wisely and prop-
erly, and it was properly authorized by the Congress, unlike some
of the other actions by the current and former Administration
using the resolution for the use of military force which does not
provide proper authority.

Mr. SENSENBRENNER. The PATRIOT Act was passed after 9/11.
Do you think the U.S. attorneys of New York, New England, and
Washington, D.C. could have prevented the 9/11 attack by using
traditional law enforcement methods?

Mr. BARR. Certainly not being privy to all of the information that
they had or did not have or the circumstances under which certain
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acts were authorized or not authorized, it does seem to me that
there was more than sufficient authority to have given us—the
U.S. government, that is—a much greater chance, likelihood of
having prevented the attacks had those proper preexisting authori-
ties been used. They were not used.

Mr. SENSENBRENNER. Well, the PATRIOT Act repealed the wall
that prevented the FBI and the CIA from exchanging information.
So, if the CIA knew that there were Al-Qaeda terrorists loose in
the United States and, specifically, in the New York City area, it
would have been a violation of the pre-PATRIOT Act law for the
CIA to walk that information across the hall and give it to the FBI.

Mr. BARR. Not necessarily.

Mr. SENSENBRENNER. Oh, yes, it would have. Yes, it would have.
Yes, it would have been.

Mr. BARR. And on circumstances under which it was required,
Mr. Chairman.

Mr. SENSENBRENNER. Well, if the circumstances were, you know,
that they acquired it overseas and then they found out that they
appeared in New York, it was still giving them intelligence that
they had found overseas. And the 9/11 Commission determined
that the wall prevented that, and they studied it extensively for a
couple of years.

Mr. BARR. Well, we also now know, and with hindsight, that
the—is the 19th or 20th hijacker—I forget the number—that had
the government gone before a court and sought a warrant to access
that person’s computer, which a court, based on the circumstances
we know now existed at the time, almost certainly would have
granted a warrant. The fact of the matter is, the government chose
not to do that. They made a policy error. It was not that the law
did not allow it. They made a policy error.

Mr. SENSENBRENNER. Well, you know, from what I have heard
you say, I think that you are advocating that before 9/11, the FBI
would have violated the law that that was put up by the Church
Commission if they ended up exchanging intelligence information.
And as a result of the PATRIOT Act, we do not have that any
more.

The gentleman from Virginia, Mr. Scott?

Mr. Scort. Thank you, Mr. Chairman.

One of the problems with the PATRIOT Act is understanding ex-
actly what it does. And so, Mr. Rowan, let me ask you a question.
In declaring someone to be a “Lone-Wolf”, where you can begin
surveilling them, what information and what standard is there that
you would not be able to get a run of the mill criminal warrant?

Mr. RowAN. Congressman, as you know, the FISA statute, with
respect to the “Lone-Wolf” definition, talks about an individual en-
gaged in activities relating to terrorism or preparation therefor. So,
potentially you could think of circumstances where an individual
was engaged in preparation for terrorist activities, and yet an Arti-
cle III judge looking at it from a criminal law enforcement perspec-
tive might determine that there is not probable cause.

But I agree with the thrust of your question, which is that most
of the circumstances one can conceive of would also describe a
crime that you could obtain a Title III wiretap under.
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Mr. Scort. Okay. Let me ask the same question about business
records. You've suggested it is the kind of same as criminal. What
kind of investigation could you get business records under PA-
TRIOT Act that you cannot get them under a regular criminal war-
rant?

Mr. RowAN. Well, when you say a warrant, I presume you mean
a grand jury subpoena. Certainly, a——

Mr. ScorT. Well, whatever the warrant, grand jury subpoena, or
however else you want to get it.

Mr. RowAN. Yeah. No, I think you are right, that you could get
all those tangible things with a grand jury subpoena. The critical
difference is obviously not what you can get, but the circumstances
under which you can get it. If you get it under a business records
under FISA, you have the opportunity to gather it covertly, to use
it for an intelligence investigation with far less risk that your in-
vestigation is going to be exposed.

Mr. ScotTT. And if you get it with a criminal warrant, you cannot
keep it secret?

Mr. RowaN. You cannot. I mean, with a grand jury subpoena,
you are in a position when it hand it to a third party custodian.
That custodian has every right and opportunity to turn around and
share it with whoever else he or she cares to include in the target.

Mr. ScoTT. And you cannot have an order prohibiting the dis-
semination of that information in the criminal court?

Mr. RowaN. I think what conventionally occurs is an AUSA will
write a letter. They will request the third party custodian not to
share the information. The actual getting an order from a judge,
there may be circumstances under which you can obtain that. I
think there are some judges that would provide it, others that
might not.

Mr. ScorT. Roving wiretap—who gets to approve it, and after ap-
proval, what kind of oversight is there that is different under the
PATRIOT Act that you cannot do in a normal criminal warrant?

Mr. RowaN. Well, a roving wiretap is obviously a FISA wiretap,
so the approval mechanism

Mr. ScorT. Well, no. Under FISA, you have to designate it to be
roving rather than kind of a stationary wiretap, or all wiretaps
under FISA roving wiretaps?

Mr. RowaN. No, they are not all roving wiretaps. The way it
kicks in is when you are asking the court—the FISA judge—what
sort of orders you are going to need, and that is when the cir-
cumstances under which you described this as being an occasion
where you need a roving wiretap. So, the approval mechanisms
there, both within the Department of Justice, they are higher for
a roving wiretap in a FISA context than you would have in an ordi-
nary Title III wiretap. The approval with respect to the judiciary
is going to be the same thing. It is going to be an Article III judge,
and one of them happens to sit on the FISA court, the other does
not.

Mr. ScoTT. Once you get personal information subject to surveil-
lance, exactly how many people have access to that information?

Mr. RowAN. When you say surveillance, you mean in the FISA
world.
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Mr. ScoTT. Yeah, in the FISA world, you got a FISA wiretap. In
Northern Virginia, a lot of people work for the “government.” How
many people get access to the private information that you have
listened into?

Mr. RowaN. As you know, in the FISA statute there are a re-
quirement for minimization procedures, which are procedures that
are approved by the FISA court, which restrict the government’s
dissemination of information. With the respect to——

Mr. ScorT. Well, the whole point of this is for the FBI to talk
to the CIA, to talk to everybody else. I mean, how many people get
access to this information?

Mr. SENSENBRENNER. The gentleman’s time has expired.

Gentleman from California, Mr. Lungren?

Mr. LUNGREN. Thank you very much, Mr. Chairman, and thank
you for these hearings.

Mr. Fein, you and I have been on the same side of arguments
before, but we find ourselves on the opposite side of the argument
this time. You make a statement that I hope is an overstatement,
where in your written testimony you say that repealing the PA-
TRIOT Act would honor what the Americans who fought in the
Civil War begot. Do you really favor repealing the entire PATRIOT
Act, even that section which dismantled the so-called wall between
law enforcement intelligence that the 9/11 Commission indicated
was one of the major vulnerabilities that we had, and one of the
reasons why we could not connect the dots so that we might be
able to prevent the kind of attacks that we saw on 9/11?

Mr. FEIN. I believe that the 9/11 Commission concluded that the
9/11 abominations would have been thwarted if the so-called wall
of separation had been absent. And I believe Jamie Gorelick, who
was on the 9/11 Commission, who was deputy attorney general, I
believe, when the alleged wall of separation was erected, denied
that there really was that wall. And I do not believe that in pass-
ing the USA PATRIOT Act, that this Congress made a finding that
if the wall was not erected, 9/11 would not have occurred.

Mr. LUNGREN. My question, though, is do you really favor repeal-
ing the entire PATRIOT Act?

Mr. FEIN. What I stated in the testimony, Mr. Congressman, was
that the burden is on the government in this country to dem-
onstrate the need and urgency to compromise the customary prob-
able cause to suspect crime to endow government with author-
ity

Mr. LUNGREN. So, you think the probable cause to suspect a
crime is sufficient to give us the kind of information necessary to
find out about the possibility of a terrorist act and thwart it before
it is carried out. You think the criminal law intelligence, criminal
law procedures that we have talked about are sufficient to do that?

Mr. FEIN. I believe the Constitution places the burden on govern-
ment, when it wants to encroach on liberties to be justified.

Mr. LUNGREN. No, I understand that. But what I am saying——

Mr. FEIN. And so, the burden

Mr. LUNGREN [continuing]. Are you telling us what we have are
sufficient to thwart terrorist attacks as opposed to gathering the
evidence after in fact is has occurred to be able to convict those
who may be involved in it?
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Mr. FEIN. Well, first of all, you can gather evidence before any
attack has concurred under the conspiracy laws. As you well know,
conspiracy can reach before you come close to even getting that at-
tempt.

Secondly, I have stated that if this Committee can establish by
empirical evidence, make a finding that these powers are indispen-
sable to preventing a terrorist attack, then you have a justification
for breaching the wall. But I do not have——

Mr. LUNGREN. Okay. So, do you have confidence in this Com-
mittee that we could make such a finding?

Mr. FEIN. Ordinarily findings should not be made out of trifles
}iai desaire, meaning you have got to define based upon evi-

ence——

Mr. LUNGREN. Well, I guess your answer is no. I guess you do
not trust us to be able to make that finding.

Mr. FEIN. No, I expect there to be empirical evidence with the
experts who would state, yes, if we had this power, this particular
investigation would have reached fruition and then blocked a ter-
rorism act, and otherwise could not have happened.

Mr. LUNGREN. Well, the predicate——

Mr. FEIN. Those decisions are made all the time.

Mr. LUNGREN. The predicate for wiretaps is not that a crime is
being committed, but that surveillance is necessary because the
person to be surveilled is a foreign power or agent of a foreign
power. It does not mean that they are involved in a crime at that
point in time? Do you not think that is a sufficient basis for being
able to have a wiretap?

Mr. FEIN. I think that Title III does require suspicion of implica-
tion in crime, and I think that ought to be the standard.

Mr. LUNGREN. So

Mr. FEIN. That is the standard that Harlan Fiske Stone, Chief
Justice——

Mr. LUNGREN. I understand.

hMr. FEIN [continuing]. And former attorney general adopted for
the——

Mr. LUNGREN. So, you are saying that we do not have the right
to spy on foreign powers in our own country unless we have evi-
dence that they are about to ready to commit a criminal act.

Mr. FEIN. Now, if you are spying on citizens on the United States
or people that are here lawfully, that is one thing. It is something
else if you are spying on diplomats who are involved in embassies
or otherwise. They are not loyal to the United States. They do not
have the same protection.

Mr. LUNGREN. And the definition of a U.S. person in this Act is,
someone who is a citizen or someone who is a permanent resident
alien. Other people are allowed under this, but those are not.

Mr. Mullins, you have had more than a slight participation in
the criminal justice system. Are you satisfied that the criminal
tools that are available to law enforcement are sufficient that we
do not the PATRIOT Act in our anti-terrorism efforts?

Mr. MULLINS. Not at all.

Mr. LUNGREN. Well, why is that? I mean, you use that every day.
If T listen to Mr. Barr and Mr. Fein, you should be very satisfied.
You guys are professional. You know what you are doing. You have




97

been able to do a great job in the city that you represent. Why do
we need this?

Mr. SENSENBRENNER. The gentleman’s time has expired.

The gentleman from Michigan, Mr. Conyers?

Mr. CoNYERS. Thank you. This is a quite interesting discussion
because what we are exchanging views on is whether the failure
of 9/11 was a failure of intelligence analysis or law enforcement.
And I hear Members on the Committee claiming that law enforce-
ment dropped the ball and that is how it happened. But I think
that it was failure of intelligence, and I would like you two to com-
ment on it, because since 9/11, of course, we have reorganized our
whole Federal law enforcement, given the FBI, for example, the
mission of preventing terrorism. And so, the failure of 9/11 was in
one sense a failure to connect the dots. It was a failure to use the
information that we had. And I would like you to expand on that.

Mr. FEIN. Representative Conyers, I do not know whether I
would be all that critical of the intelligence people. They make er-
rors make from time to time. 9/11 was unprecedented in many
ways. People did not think that that kind of dastardly abomination
would be plausible, but certainly think, and I think Mr. Barr men-
tioned, that Mr. Moussaoui, the 20th hijacker, there was clearly
probable cause to search his computer that could have uncovered
the plot, and simply was not exercised on that score.

And with regard, I think, to the general idea that anything that
makes it easier to thwart terrorism is justified, then you might as
well say, go into anybody’s home and spy whenever you want. And
if the question is, DoE sit make it more likely for us to thwart ter-
rorism, the answer is yes, but it destroys the country that we know
and we fought to maintain as a country give to freedom rather
than national security.

Mr. BARR. I would say probably, not to coin a phrase, but what
happened in the lead up to 9/11 was probably a perfect storm of
failures. I do not think that it was, nor is it the case today, that
these terrorists are all rocket scientists, and know exactly what
they are doing, and never make mistakes.

They got very lucky on 9/11. There were numerous opportunities,
from enforcing our immigration laws to enforcing the laws requir-
ing and establishing security at airports, to laws allowing the gov-
ernment to access computers, that were simply not exercised by the
government at all levels, state government as well as Federal Gov-
ernment. There were licenses that were obtained, driver’s licenses
based on false pretenses and false information that were never
checked out. There were immigration statuses that were overstayed
that the Federal Government did not enforce. There were not prop-
er steps taken to search the baggage and so forth. And the 20th
hijacker did not have his computer access, which the government
could have. There was authority to do that. Yet, I do not recall, and
maybe the Chairman does, but I do not recall that the post-9/11
hearings that we had leading up to the PATRIOT Act, any govern-
ment witnesses coming in and saying they had made a mistake.
They all paraded in here and said, oh, we did not have enough au-
thority. We did not have enough money. Give us more authority,
give us more money, rather than address the mistakes that had
been made by failing to use existing powers.



| EbeNew Hork Times

98

Mr. CONYERS. I ask unanimous consent to put in a New York
Times story that said that the leaders—“Bush Was Warned Bin
Laden Wanted to Hijack Planes.”

Mr. SENSENBRENNER. Without objection.
[The information referred to follows:]

Archives

i
{

BUSH WAS WARNED BIN LADEN WANTED TO HIJACK PLANES

By DAVID E. SANGER

i Published May 16, 2002

i

{ The White House said tonight that President Bush had been warned by American intelligence agencies in early August that Osama hin

Laden was seeking to hijack aireraft but that the warnings did not contemplate the possibility that the hijackers would turn the planes into
guided missiles for a terrorist attack.

"It is widely known that we had information that bin Laden wanted to attack the United States or United States interests abroad," Ari

| Fleischer, the president’s press secretary, said this evening. "The president was also provided information about bin Laden wanting to
; engage in hijacking in the traditional pre-9/11 sense, not for the use of suicide bombing, not for the use of an airplane as a missile.”

Nonetheless the revelation by the White House, made in response to a report about the intelligence warning this evening on CBS News, is
bound to fuel Congressional demands for a deeper investigation into why American intelligence agencies and the Federal Bureau of
Investigation had failed to put together individual pieces of evidence that, in retrospect, now seem to suggest what was coming.

In the past few days, government officials have acknowledged for the first time that an F.B.I. agent in Phoenix had urged the F.B.I.
headquarters to investigate Middle Eastern men enrolled in American flight schools. That memorandum also cited Mr. bin Laden by name
and suggested that his followers could use the schools to train for terror operations, officials who have seen the memorandum said.

Administration officials reached this evening said the warning given to Mr. Bush did not come from the F.B.I. or from the information
developed by the Phoenix agent. Instead, it was provided as part of the C.I.A. briefing he is given each morning, suggesting that it was
probably based on evidence gathered abroad.

The C.I.A. had been listening intently over the July 4 holiday last year, after what one investigator called "a lot of static in the system
suggesting something was coming.” But then the evidence disappeared as quickly as it had arisen, and by August, officials have said, little
was heard from Al Qaeda.

The warning of the hijacking was given to the president at his ranch in Crawford, Tex., where he was on vacation.

Taken together, the news of the C.1A. warning and the information developed separately by the F.B.I. explains Mr. Bush's anger after Sept.
11 that intelligence gathered on American soil and abroad was not heing centrally analyzed and that the agencies were not working well

! together.
i

| Several times he has told audiences that he is working on solving that problem, and these days he is briefed jointly by the F.B.I and the

C.IA,, ensuring that each hears information from the other agency.

It was not clear this evening why the White House waited eight months after the terrorist attacks in New York and Washington to reveal
what Mr. Bush had been told.

But Mr. Fleischer noted that in the daily flow of intelligence information the president receives, the warning of what appeared to be the
threat of a conventional hijacking was not as serious as it appears in retrospect. "We were a peacetime society, and the F.B.I. had a different
mission,” he said.

Mr. Fleischer said the information given to the president in Texas had prompted the administration to put law enforcement agencies on
alert. But there was no public announcement.

Nonetheless, a senior administration official said tonight that there was speculation within the governinent that heightened security -- if it
truly existed in August and September -- might have prompted the hijackers to use box cutters and plastic knives to avoid detection.

The C.I.A warning might also explain why Mr. Bush's aides were so certain that Mr. bin Laden was behind the attacks almost as soon as
they happened. "We never had any real doubt,” one senior official involved in the crucial decisions at the White House on Sept. 11 said

i several months ago.

of 2

i

i
Until recently, Mr. Bush has deflected demands for a lengthy and detailed investigation into the intelligence failures surrounding the Sept. 11 ;
attacks. White ITouse officials were concerned that the investigation would feed into demands by Senator Richard C. Shelby, the Alabama ;
Republican who is the vice chairman of the Senate Intelligence Committee, for the replacement of George .J. Tenet as director of central
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! intelligence. S ) ) S e

But the news that the hijacking warning was in the president’s brief, which Mr. Tenet sees and approves, and that it was linked to Mr. bin
Laden is almost certain to widen the scope of the investigation.

Already, several lawmakers who have read the Phoenix memorandum written by the F.B.L agent have described it as the most significant H
{ document to emerge in Congressional inquiries into whether the government might have been warned about possible hijackings.

{ Now those investigators are almost certain to demand the details of the president’s August briefing by the C.LA. and may ask to hear about !
how that evidence was developed.

Home | Tires fopics | Member Certer ;
Copyright 2011 The Nevr York Times Company | Privacy.Policy : Help | Gontact Us } Work for Us | Site Map | Index by Keyword

20f2

Mr. CoNYERS. Thanks, sir. And another one from the Washington
Post, the heading, “Two Months Before 9/11, an Urgent Warning
To Rice.”

Mr. SENSENBRENNER. Without objection.

[The information referred to follows:]
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Two Months Before 9711, an Urgent Warning o Rice hittp:/Awww washingtonpost.conviw p-dyn/eontent/article/2006/09/30....

The Washington Post
Two Months Before 9/11, an
Urgent Warning to Rice

Sunday, October I, 2006

On July 10, 2001, two months before the attacks on

the World Trade Centcr and the Pentagon, then-CIA

Director George J. Tenet met with his

counterterrorism chief, J. Cofer Black, at CIA

headquarters 1o review the latest on (Osama bin

Laden and his al-Qaeda terrorisi organization, Black

laid out the case, consisting of communications

intercepts and other top-secret infelligence showing

the increasing likelihood that al-Qaeda would soon

attack the United States. It was a mass of fragments and dots that nonctheless made a compelling case,
so compelling to Tenet that he decided he and Black should go to the White House immediately.

Tenet called Condoleezza Rice, then national security adviser, from the car and said he needed to see
her right away. There was no practical way she could refuse such a request from the CTA director.

For months, Tenet had been pressing Rice to set a clear counterterrotism policy, including specific
presidential orders called "findings" that would give the CIA stronger authority 1o conduct covert
action against bin Laden. Perhaps a dramatic appearance -- Black called it an "out of cycle” session,
beyond Tenet's regular weekly mecting with Rice -- would get her attention.

Tenet had been losing sleep over the recent intelligence he'd scen, There was no conclusive,
smoking-gnn intelligence, but there was such a huge volume of data that an intelligence officer's
instinct strongly suggested that something was coming. He and Black hoped to convey the depth of
their anxiety and get Rice to kick-start the government into immediate action.

e did not know when, where or how, but Tenet felt there was too much noise in the intelligence
systems. Two weeks earlier. he had told Richard A. Clarke, the National Security Council's
counterterrorism director: “Tt's my sixth sense. but T feel it coming. This is going to be the big one."

But Tenet had been having difficulty getting traction on an immediate bin Laden action plan, in part
because Defense Secretary Donald H. Rumsfeld had questioned all the National Sceurity Agency
intercepts and other intelligence. Could all this be a grand deception? Rumsfeld had asked. Perhaps it
was a plan to measure U.S. reactions and defenses.

Tenet had the NSA review all the intercepts, and the agency concluded they were of genuine al-Qaeda
communications. On June 30, a top-secrel senior executive intelligence brief contained an article
headlined "Bin Laden Threats Are Real.”

Tenet hoped his abrupt request for an immediate meeting would shake Rice. He and Black, a veteran
covert operator, had two main points when they met with her. First, al-Qaeda was going to attack

10f3 6/21°201111:33 AM
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American interests, possibly in the United States itself. Black emphasized that this amounted to a
strategic warning, meaning the problem was so setious that it required an overall plan and strategy.
Second, this was a major foreign policy problem that needed to be addressed immediately. They
needed 10 take action that momeni -- covert, military, whatever -- to thwart bin Laden.

The United States had human and technicai sources, and all the intelligence was consistent, the two
men told Rice. Black acknowledged that some of it was uncertain "voodoo” but said it was oflen this
voodoo that was the best indicator.

‘fenet and Black felt they were not getting through to Rice. She was polite, but they feli the brush-off.
President Bush had said he didn't want to swat a flies.

As they all knew, a coberent plan for covert action against bin 1L.aden was in the pipeline, but it would
take some lime, In recenti closed-door meetings the entire National Security Council apparatus bad
been considering action against bin Laden, including using a new secret weapon: the Predator
unmanned aerial vehicle, or drone, that could fire Hellfire missiles to kill him or his licutenants. It
looked like a possible solution, bui there was a raging debate between the CIA and the Pentagon about
who would pay for it and who would have authorily to shoot.

Besides, Rice seemed focused on other administration priorities, especially the ballistic missile defense
system that Bush had campaigned on. She was in a different place.

‘fenet left the meeting fecling frustrated. ‘though Rice had given them a fair hearing, no immediate
action meant great risk. Black felt the decision to just keep planning was a sustained policy iailure.
Rice and the Bush team had been in hibernation too long. "Adults should not have a system like this,”
he said later.

‘the }uly 10 meeting between Tenet, Black and Rice went unmentioned in the various reporis of
investigations into the Sept. 11 attacks, but it stood out in the minds of Tenet and Black as the starkest
wamning they had given the White House on bin Laden and al-Qaeda. Though the investigators had
access to all the paperwork on the meeting, Black felt there were things the commissions wanted to
know about and things they didn't want to know about.

Philip D. Zelikow, the aggressive executive director of the Sept. 11 commission and a University of
Virginia professor who had co-authored a book with Rice on Germany, knew something about the July
10 meeting, but it was not clear to him what immediate action really would have meant. In 2005 Rice
hired Zelikow as a top aide at the State Department.

Alterward. Tenet looked back on the meeting with Rice as a tremendous lost opportunity 1o prevent or
disrupt the Sept. 1 attacks. Rice could have gotten through 10 Bush on the threat. but she just didn't
get it in time, Tenet thought. He felt that he had done his job and had been very direct about the threat,
but that Rice had not moved quickly. He felt she was not organized and did not push people, as he
tried to do at the CTA.

Black later said, "The only thing we didn't do was pull the trigger to the gun we were holding to her
head.”

Editor's Note: How much effort the Bush administration made in going after Osama hin Laden

before the attacks of Sept. 11, 2001, became an issue last week after former president Bill Clinton
gecused President Busi's "neocons” and other Republicans of ignoring bin Laden until the attacks.
Rice responded in an interview that "what e did in the eighi months was at least as aggressive as

20f3 6/21/2011 11:33 AM
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what the Clinton administration did in the preceding years.”
View ali comments that have heen posted about this article.
€ 2006 The Washington Post Company
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Mr. CoNYERS. Thank you again.

Now, I want to dispel this misunderstanding that some Members
seem to be articulating up here. This is not about a hearing of
whether we have no PATRIOT Act or we continue the same PA-
TRIOT Act. I want to make that clear. This is about how we im-
prove the PATRIOT Act, and that is why I have a compromise bill
that I strongly suggest that we try to have some hearings on. We
are not having hearings on the bill itself. This a hearing called
“Dispelling the Myths.” That is not a hearing, and I insist that
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Mr. SENSENBRENNER. The gentleman’s time has expired. The
gentleman from Michigan knows full well that the Committee
Rules require advance notice of hearings so that everybody can be
prepared, and he dropped his bill last night, which was well after
the time deadline that was required for a hearing today. And the
full committee Chair has scheduled a markup tomorrow. So, I
think the gentleman is a little bit too late in meeting deadlines of
rules that everybody knows.

The Chair now recognizes

Mr. ConYERS. Would the Chairman allow me 30 seconds?

Mr. SENSENBRENNER. Certainly, without objection?

Mr. CONYERS. You dropped your bill Friday.

Mr. SENSENBRENNER. Mm-hmm.

Mr. CONYERS. I guess that makes your bill okay and my bill too
late.

Mr. SENSENBRENNER. My bill was dropped in time for the full
Committee Chair to notice the bill for a markup tomorrow, so we
complied with the rules on that. And everybody has now had 5
days to see what was in the legislation that I dropped. You dropped
yours last night. You did not see me on the floor. You did not see
the gentleman from Texas, Mr. Smith, the full Committee Chair,
on the floor. So, we got here today to find out that you dropped
your bill, and we found out a couple of hours before this hearing.

The gentleman from Florida, Ms. Adams?

Ms. Apams. Thank you, Mr. Chair. I will yield my time to the
gentleman from South Carolina.

Mr. SENSENBRENNER. Okay. The gentleman from South Carolina
is next up on the Republican side. Without objection, the Chair will
recognize the gentleman from South Carolina, Mr. Gowdy, for 10
minutes?

Mr. Gowpy. Thank you, Mr. Chairman, and I want to thank the
gentle lady from Florida for yielding and also for her service as a
distinguished law enforcement officer prior to coming to Congress.

Mr. Fein, I want to be very, very clear about this. I do not and
have never challenged the patriotism of anyone who holds a con-
trary viewpoint on this Act. In fact, I applaud you for probing and
questioning and challenging. And I would hope in that spirit that
you would also help those of us who have a contrary view on the
constitutionality of this Act to beat back the rhetoric, to instruct it
with fact. And when I read that this hearing is about national se-
curity letters, or jackbooted thuggery, or sneak and peak search
warrants when it demonstrably false, just as I would rise in de-
fense of your patriotism, I would hope that you would rise in de-
fense of the truth about what these hearings are about.

And as you mentioned, the spirit of the Fourth Amendment, that
is the conversation I would like to have with you, one grounded in
civility, but one about the depth and breadth and spirit of the
Fourth Amendment. Fair enough?

Mr. FEIN. That is fair enough.

Mr. Gowbpy. All right. You mentioned in your testimony, and I
will quote, “Government in the United States has no business col-
lecting or retaining information about citizens without probable
cause to believe that crime has been or will be committed.” So, you
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allow that there needs to be government involvement in the inves-
tigation of future crimes.

Mr. FEIN. Yes, conspiracy is a perfect example, yes, sir.

Mr. Gowpy. Right, and there are other examples. I mean, you
cannot wait until something happens to begin to investigate.

Mr. FEIN. Well, that is what conspiracy law is about. Conspiracy
means nothing has happened; you just have an agreement, and you
can investigate the agreement to commit an unlawful act, and that
is permissible.

Mr. GowDy. Well, the difference is, in a conspiracy case, nothing
ever has to happen. It is a crime just to conspire to commit an of-
fense. You can have conspiracies all day long and not ever have a
crime. Agreed?

Mr. FEIN. Well

Mr. GowbpY. I mean, there does not have to be

Mr. FEIN [continuing]. Some conspiracies you do not need any
overt action.

Mr. GowDY. You need no overt action Title XXI conspiracy.

Mr.. Fein. You can go ahead and prosecute, but all I am saying
is that you can begin an investigation before anything happens
under the criminal law.

Mr. Gowpy. Agreed, but you used the word probable cause in
that sentence. And then in another sentence you said the whole
purpose of the Fourth Amendment is to saddle government with a
heavy burden of demonstrating by indisputable evidence. Now, you
would agree with me, Mr. Fein, that is not the standard. Indis-
putable evidence is not the standard by which the Fourth Amend-
ment is judged.

Mr. FEIN. Indisputable evidence that the inquiry would produce
is focused on somebody who is probably implicated in crime or the
evidence unearthed would shed light on a crime.

Mr. Gowpy. Well, the word “indisputable” and “probably” do not
fit nicely in the same sentence. What is your definition of probable
cause?

Mr. FEIN. The one that the U.S. Supreme Court has said you
have got some reasonable foundation and suspicion that ordinary
people applying their intellect would conclude makes it substan-
tially likely that the individual is engaged in crime.

Mr. GowDy. It is a fair probability, right?

Mr. FEIN. Fair probability, yes.

Mr. GowpY. That is what the Supreme Court said, and that is
very different from indisputable evidence.

Mr. FEIN. Yes, but I believe my statement with regard to indis-
putable evidence is indisputable showing that this particular inves-
tigatory tool is necessary to investigate crime under those stand-
ards, not the standard for getting a warrant.

Mr. GowDY. But you will agree with me that there are several
areas of criminal law where the standard is not probable cause.
You do not have to have probable cause for a terry-like encounter
with law enforcement. You have a distinguished law enforcement
officer right beside you. If there were to be a police citizen encoun-
ter on the street, he does not have to have probable cause to frisk
me for weapons, right?
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. 1\/{{1". FEIN. And that is not viewed as a search. It is a stop and
risk.

Mr. GowDy. Well, you can remove weapons and contraband from
their hand or from their pocket under another exception to the
Fourth Amendment, which is the Plain Feel Doctrine. Do you agree
or disagree with the Plain Feel Doctrine?

Mr. FEIN. No. The Plain Feel is you have got plain evidence that
a crime or contraband is in your vision.

Mr. Gowpy. But you do not have a warrant.

Mr. FEIN [continuing]. Probable cause. No, I am not saying—
probable cause does not mean you have to get a warrant in every
circumstance. Sometimes you can act without a warrant, but you
viflou%d have to establish probable cause if it were challenged after
the fact.

Mr. GowDY. And you will agree that there are areas of criminal
law where well before the PATRIOT Act, all you had to have was
a reasonable suspicion or an articulable suspicion, or, in some in-
stances, just a hunch.

Mr. FEIN. With regard to full scale searches and seizures, no, sir,
I do not believe that is the law.

Mr. GowDny. Well, but then we get into a discussion of what is
a full scale search and seizure. Can I put a tracking device on an
automobile?

Mr. FEIN. I think that is in dispute now, depending upon wheth-
er the tracking device is there 24 hours a day. I believe that case
is just in the U.S. Court of Appeals for the District of Columbia.

Mr. GowDy. But there are courts of appeals, including the 4th
Circuit, which have said you can put electronic tracking devices on
automobiles, right?

Mr. FEIN. Yes, there are, and they may be wrong.

Mr. GowDY. They may be, but what if they find out in 10 years
we are all wrong?

Mr. FEIN. You have an independent judgment to make as well.
The Olmstead case in 1928 said wiretaps are free, that you do not
have to have any cause whatsoever, and it was overruled 309 years
later.

Mr. GowDY. Right.

Mr. FEIN. And this body has a tradition of looking at court deci-
sions and maybe overruling them. They did that with regard to
Eorematsu and Haribiyashi when they enacted the Civil Liberties

ct.

Mr. GowDy. We are having a hard time getting the laws we have
passed enforced right now with respect. This executive branch does
not enforce the laws we do pass, so the notion that we are going
to foresee

Let me ask you this. Do you agree that law enforcement should
be able to search the computer records of a suspected child pornog-
rapher who uses a taxpayer funded computer at a public library?

Mr. FEIN. If it satisfies probable cause, they will come up with
evidence of crime. Of course, yes.

Mr. GowDy. They have no—well, it does not have to be probable
cause. An assistant United States attorney can send a subpoena,
right? You do not have to have a search warrant.

Mr. FEIN. I am talking about probable cause. If it just
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Mr. Gowpy. I know you are talking about probable cause, but
what I am trying to establish is there is a rich jurisprudence in
this country where probable cause is not the only standard. An as-
sistant United States attorney can send a grand jury subpoena to
a library and get your library records today, correct?

Mr. FEIN. That is correct because the Supreme Court, and I
think they got it wrong, says that if the information is in the hands
of a third party, then you have no protectable

Mr. GowDY. You have no understanding.

Mr. FEIN [continuing]. Reasonable expectation—yeah.

Mr. GowDY. You have no expectation of privacy.

Mr. FEIN. I believe that is an incorrect interpretation of the
Fourth Amendment. In today’s Internet era, you can have your vir-
tual digital diary of everything you have done tracked in the hands
of third parties, and that doctrine enables then the government to
find—really look in your diary

Mr. GowDY. Or you can be on notice that the law is what it is
and not keep things that you have an expectation of privacy

Mr. FEIN. I think if you are an American, you are endowed with
liberty, and the burden is on the government to overcome your
right to be left alone, not the other way around.

Mr. GowDY. You think that you are endowed with the liberty to
use a taxpayer funded computer at a taxpayer funded library and
search for child pornography, and have standing to contest whether
or not the government can get those records.

Mr. FEIN. If the government is providing it and they place cer-
tain conditions that the government places certain conditions on
use, that may be different because you are then given alert that
you are using government property. It is like if you are living in
government operated house, they may say, well, then you are going
to be searched to make sure you do not have guns or something
in there. So, that changes

Mr. Gowpy. Well, that raises a wonderful point. Would you agree
with me that as a condition of probation, the government can say
we have the right to search you when we want to? As a condition
of parole or probation, you consent to be searched.

Mr. FEIN. If they wish to—if you have already established that
they violated the law, this is a privilege they have got now to go
out on probation. The government can set those conditions.

Mr. Gowpy. Well, wait a minute. You have already served your
debt to society.

Mr. FEIN. Well, with regard to parole, I am not sure——

Mr. GowDy. Or probation. There is no parole in the Federal sys-
tem.

Mr. FEIN [continuing]. That if you violate the conditions of pa-
role, you return to

Mr. Gowny. Could we make it a condition on admittance to this
country that you consent to be searched?

Mr. FEIN. If you are not a U.S. citizen, that is

Mr. GOwDY. So, you do not have a problem with that.

Mr. FEIN. The rule on border searches is that you do not have
to—yeah, you do not cause whatsoever. It is an exception to the
Fourth Amendment.
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Mr. GowDY. Border searches, probation searches. So, there has
already been an erosion in your judgment of the probable cause
standard, the warrant standard, of the Fourth Amendment.

Mr. FEIN. In very narrow circumstances, yes.

Mr. Gowby. All right. Do you disagree with the lawfulness of an-
ticipatory search warrants?

Mr. FEIN. Of what search warrants?

Mr. GowDY. Anticipatory. The crime has not even been com-
mitted yet, but law enforcement can go get a search warrant for
that crime.

Mr. FEIN. Well, as I say, if there is a conspiracy and there is sus-
picion

Mr. GowDy. Not a conspiracy case.

Mr. FEIN. No, I do not believe that you should just go out and
be able to spy on citizens because of somebody’s individual hunch.

Mr. Gowpy. Not a spy.

Mr. FEIN. Hey, maybe it will come out.

Mr. GowDy. It is not a spy. It is an undercover case where some-
body has ordered contraband, and it is going to be delivered to
their home. So, you go get a search warrant in anticipation of deliv-
ery. The crime has not been committed yet.

Mr. FEIN. No, if the search warrant is based upon probable cause
to believe you will uncover evidence of crimes, of course you can do
that.

Mr. GowDY. So, again, the strictures of the Fourth Amendment
do not require a warrant before every arrest, agreed?

Mr. FEIN. Right. Probable cause is different than a warrant.

Mr. GowDY. And they do not require a warrant for all searches,
agreed?

Mr. FEIN. Right, but they may require probable cause if——

Mr. SENSENBRENNER. The time of the gentleman has expired.
The gentlewoman from California, Ms. Chu?

Ms. CHu. Thank you, Mr. Chair.

I would like to ask Mr. Fein, pertaining to the business records
provision and gag orders, we know that secrecy is essential when
conducting any intelligence investigation. But Section 215 orders
come armed with significant gag orders that are the subject of the
order from discussing it with anyone. In fact, you have to wait an
entire year before you can even challenge the gag order in court.
And uninformed person might not even know that they actually
challenge it, or how to it.

Judicial review is the essential mechanism that we arm citizens
with to ensure that they can protect their rights, but under the PA-
TRIOT Act it is practically impossible to bring these cases to court.

How can we change the rules? What would be your recommenda-
tion with regard to changing the rules surrounding gag orders to
more adequately provide innocent Americans with an avenue to
challenge them in court?

Mr. FEIN. Well, I would authorize them certainly to consult with
lawyers and to bring court challenges without waiting, because 1
year all sorts of damage could happen in the interim, because I be-
lieve that the PATRIOT Act, again, is premised largely on the idea
that government generally never gets it wrong, and the burden is
on the citizen to establish their right to be free from government
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snooping rather than the burden on the government to say, why
are you crossing the threshold of the citizen.

And certainly there have been instances where the gag orders
were challenged. A couple of cases held that they were unconstitu-
tional because they interfered with the due process right to chal-
lenge an alleged violation of the law. And I do not believe that
there is any demonstration. In some of these instances when the
gag orders were lifted, the FBI just dropped the investigation with-
out showing that we had a terrorism crime that ensued because
there wasn’t that particular authority to keep the entire matter
under wraps, if you will. And I think that anyone who receives
some government issued document should have a right to go into
c%urt and challenge its legality. That is what the rule of law is
about.

Ms. CHU. You mean immediately without having to wait a year.

Mr. FEIN. Correct.

Ms. CHU. And also you discussed the fact that subjects are fre-
quently kept in the dark when they are the subject of these inves-
tigations because much of the information is requested directly
from third parties, such as telecommunication companies or Inter-
net service providers. And not only is the subject never told that
their information is being shared with the government, the third
parties hardly ever have any incentive to even question the govern-
ment’s actions. In fact, the legal costs for those third parties are
a strong barrier, and they find that it is just easier for them to co-
operate.

This essentially allows the government to compile information re-
garding individuals without notice, providing they claim it as rel-
evant to a national security investigation.

Should the government be required to give notice to the subjects
of these investigations?

Mr. FEIN. Yes. I believe that is true, and I believe in other cir-
cumstances, for instance when there are tax investigations or the
Bank Privacy Act, Congress went out of its way and, by statute,
did allow in limited circumstances the target of the investigation
to be notified, even though the target was not specifically the re-
cipient of the subpoena or for the investigative demand. And it
seems to me more, rather than less, urgent today to do that be-
cause so much of the data about any individual in the hands of
third party Internet service providers. It is hard to suggest that
you volunteer information on the Internet. It is hard to even run
or live today without having huge stores of information on the
Internet.

And without being cynical, you are exactly right. The incentive
of the provider of the information is to cooperate. They are regu-
lated by the government. They have huge amounts of contracts. I
think we discovered that with regard to the cooperation of the tele-
phone companies concerning the President’s terrorist surveillance
program, and they were eager. We will give you all of our phone
records even without asking for an attorney general assertion that
this is constitutionally mandated because they have got $10, $20
billion contracts with the Defense Department, and you cannot ex-
pect them—they are out for their interests—to defend the third
party target of the investigation.
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Ms. CHU. Mr. Barr, I wanted to ask a question about oversight.
At the end of last month, the Department of Justice submitted an
annual report that Congress had detailed a number of times that
the government want FISA support authority to conduct secret
electronic surveillance for access to certain business records and
the number of national security letters. And this report found out
that the government used these special tools much more often than
in the past years. For instance, they made 96 applications for ac-
cess to business records for foreign intelligence purpose, and that
is five times more than the year before. And the FBI used national
security letters to get information on over 14,000 different U.S. per-
sons; that is over double the individuals of the year before.

I am greatly concerned about the increase in government access
to personal information without the proper checks and balances.
And we know that there have been times when the FBI has abused
this——

Mr. SENSENBRENNER. The time of the gentleman has expired.

Gentleman from Virginia, Mr. Goodlatte?

Mr. GOODLATTE. Thank you, Mr. Chairman. Thank you for hold-
ing this hearing, and I want to thank all the panelists for their
contribution.

I want to start out, Mr. Rowan, and ask you to comment on what
I think is the core point that Mr. Barr and Mr. Fein have made
here. And that is that with regard to the business records provi-
sion, that there needs to be illegal activity or a known terrorist,
that somehow this legislation has broken the link between the
right to privacy and the requirement that the government show a
reasonable suspicion before being able to examine these third party
held business records. I wonder if you would comment on that.

Mr. RowaN. Well, I think that, first of all, there is a standard
in there. A statement of facts needs to be submitted to a judge
showing that there are reasonable grounds to believe that the

Mr. GOODLATTE. So, to be clear. No one is looking at anybody’s
business records without a judge first saying they are going to be
able to do so. Is that correct?

Mr. RowAN. Right. And, again, from the perspective of somebody
who knows how Federal criminal law enforcement investigations
go, this is an extraordinary bar. The director of the FBI and the
attorney general or his designate are signing off on these applica-
tions. This is such a more stringent mechanism in place

Mr. GOODLATTE. So, in order to look at somebody’s business
records, the top level people in our law enforcement agencies are
having to approve this.

Mr. ROwAN. That is right. These are being treated with the same
set of protections as a request for electronic surveillance under
FISA. And there is an application made to an Article III judge sit-
ting on a FISA court who is going to determine whether or not the
standard has been met.

The standard is, relatively speaking to electronic surveillance, it
is lower, but it needs to be lower because——

Mr. GOODLATTE. I understand there three categories it has to fit
into—foreign intelligence investigation—not just a whim, but there
is an actual investigation that this will be a part of—international
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terrorism or clandestine intelligence activity, all under Section
501(a). Is that correct?

Mr. RowaN. That is correct.

Mr. GOODLATTE. And then the court that this is brought to has
to make a number of specific findings before one can look at one’s
business records. And these are not business records held by the
individual; these are, as have been discussed here, business records
held by a third party.

Mr. RowAN. That is right, and keep in mind that in addition to
making those findings, the court is imposing minimization proce-
dures on the government effectively telling the government, if and
when you get these records, you need to take great care in how you
handle them. You need to determine whether or not they are in
fact intelligence information before you disseminate them. And,
moreover, there is going to be at the end of the year or whenever
it is appropriate, there is going to be a report made to the Congress
that is going to list this particular order as one of those that was
secured during the year. So

Mr. GOODLATTE. Now, let me interrupt you. Mr. Fein has said in
his testimony that every provision of the PATRIOT Act should be
repealed unless the government can prove that, “but for the au-
thority,” an act of international terrorism would have succeeded.
That is a pretty high standard to meet in terms of trying to look
forward to prevent something like 9/11 happening again, because
it will not happen exactly the same as it happened previously.

So, let me ask you. Are you confident that the PATRIOT Act has
helped to thwart acts of international terrorism since its enactment
in 20017

Mr. ROWAN. Yes, I am.

Mr. GOODLATTE. And in September 2004 before the Senate Judi-
ciary Committee, former Congressman Barr, my former colleague
and friend, and hopefully still a current friend, stated that a Fed-
eral agent could randomly wiretap an entire apartment complex. Is
there any legal authority in the PATRIOT Act or in the U.S. Code
anywhere that would authorize a court to authorize such a wire-
tap?

Mr. ROowAN. No.

Mr. GOODLATTE. And in your experience, have you ever heard of
such a wiretap taking place?

Mr. RowAN. No.

Mr. GOODLATTE. Sergeant Mullins, in your experience, do your
Federal law enforcement counterparts exercise care, restraint, and
discretion in the exercise of PATRIOT Act provisions?

Mr. MULLINS. Yes.

Mr. GOODLATTE. Do you want to elaborate?

Mr. MULLINS. Well, to my understanding, there has been ap-
proximately 32 events to which terrorist acts were about to in-
flicted upon Americans here in this country. And those events were
prevented as a result of the intelligence that was gathered by Fed-
eral authorities. And to date, again, my understanding, there has
been no Supreme Court decisions, no major court cases that have
challenged that.

Mr. GOODLATTE. Thank you.

Mr. SENSENBRENNER. The gentleman’s time has expired.
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The gentleman from Arizona, Mr. Quayle?

Mr. QUAYLE. Thank you, Mr. Chairman, and thanks to all the
witnesses for being here today.

Mr. Fein, I enjoyed your constitutional back and forth with Mr.
Gowdy, and obviously there is a differing of opinion between the
constitutionality of the PATRIOT Act. But aside from the constitu-
tionality, we just have to decide, even if we stipulate that it is con-
stitutional, I mean, the Constitution is a set of rights that cannot
be trampled on by the majority. So, even if you stipulate that it is
constitutional, you still have to figure out whether it is the right
thing to do.

Mr. FEIN. Correct.

Mr. QUAYLE. And I think that that sometimes is lost in this ar-
gument when people continue to say this is constitutional, so it is
constitutional, so it is okay to do. And I just wanted to say that
at the beginning because there are some concerns that I have.

And, Mr. Rowan, one of the things that I want to just get some
clarification on, when you are talking about the grand jury sub-
poenas that you had issued, and you said that they were obviously
issued without any court order and without any judicial oversight,
was that with a criminal investigation to a crime that already oc-
curred, or was it something that was to try to prevent a crime from
occurring in the future?

Mr. RowaN. Well, it would certainly be in the context of either
historical criminal activity or ongoing criminal activity. As Mr.
Fein has pointed out, you know, the conspiracy law is broad, and
you can be investigating a series of activities, including what you
think is going to happen in the future, in the context of a grand
jury investigation because you can identify somewhere in there an
offense that is going on at the time.

Mr. QUAYLE. Okay. And one thing that I was just wondering is,
with the Foreign Intelligence Surveillance Act of 1978, they re-
quired specific and articulable facts. Why do you think it is impera-
tive to have that removed from that level of relevancy and actually
having to be able to state, these are the facts that show the reason-
able grounds to go and get the business records of an individual or
to have a surveillance?

Mr. RowaAN. Well, I think there are two different things here. I
think that the factual showing that needs to be made for electronic
surveillance is higher in FISA than it is for business records, and
that is appropriate because it is far more intrusive than going after
third party documents.

With respect to Section 215, the business records provision, if
you are going to ask the FBI to do a lengthy factual narrative of
why they want these third party records, there is a huge disincen-
tive for the FBI to pursue that because it is a time consuming ac-
tivity. Remember, these orders are written by an agent in Phoenix,
who then forwards it to his supervisor, who forwards it to Wash-
ington, who takes it to the Justice Department. And the Justice
Department and the FBI headquarters work on it together, and
then they eventually say, this is good enough that it can be signed
by the director of the FBI and the attorney general and sent to a
Federal judge. All that takes time, and they can do it very quickly
when they have to. And they do it all the time very quickly when
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they need to. But when you are asking the agents to get a lengthy
factual narrative explaining exactly why you need these records,
that is a lot of work to do under circumstances where they have,
you know, potentially they may well decide, you know what? I
would rather risk exposing my investigation and using a grand jury
subpoena because I can get this quickly, and I need to move. I can-
not wait to go through everything that you are asking me to go
through to meet the standards of a 215 order.

That may not be a good thing, that agents make decisions like
that, but I think that is the real world of conducting national secu-
rity investigations.

Mr. QUAYLE. And I understand that, and I understand the im-
portance of being able to balance and give Federal law enforcement
officers and intelligence officers the ability to thwart attacks
against the United States. But the one thing that I have been look-
ing and reading about, sometimes when you have laws that are
vague or overly broad, it opens up to misuse by various agencies,
not to say that it would actually happen, but it actually has the
potential to have—when you have vague and overbroad laws. Do
you think that that is the case in this instance?

Mr. RowaN. I understand your general point, but I think that
when you consider all the informal and formal executive branch
oversight that exists for these orders, that the chances of abuse are
far—it is just not very likely, I think, under these circumstances.
I mean, if you look back at the history of the business orders, it
took the FBI and the Dod several years to even use this provision
because it was new, it was different, it asked them for things they
had not been required to do in the past. It took a long time for
agents to get comfortable with this approach. And to be blunt, if
you raise the bar further in terms of what needs to be provided,
it is even harder to see this used in the future.

Mr. SENSENBRENNER. The gentleman’s time has expired.

The Vice Chairman of the Committee, the gentleman from Texas,
Mr. Gohmert?

Mr. GOHMERT. Thank you, Mr. Chairman, and do appreciate
each of you being here and the attention that each of you have
given to this subject. Obviously there are differing opinions.

There is no question in my mind, and hopefully in yours, that
there are people who are war with us. They have declared war on
the United States and on western civilization. They feel like the
freedoms we have lead to debauchery and lead to things that can
be avoided if you have on religious zealot controlling what people
get to do. I do not want to get there. I believe God gave us freedom
of choice.

And yet when you are dealing with people at war with you, are
often different parts of the Constitution come into play. I have been
struck that people demand constitutional rights for people who
have declared war against us that actually are not constitutional
rights for them at all. The Constitution anticipates that in time of
war or in time of peace, our own military will not have the con-
stitutional rights. When I was in the Army, I did not have the con-
stitutional rights everybody else did. That is just all part of the
Constitution.
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I have been concerned about parts of the PATRIOT Act, but felt
that if it were pertaining to foreign non-U.S. citizens and we had
some terrific discussions about this back in my first term, 05 and
’06. But even then it needed to be properly monitored.

There were a couple of us that really pushed hard, some of us
harder than others, but really pushed for having sunsets so we
could have this discussion down the road. And I was pleased that
we got them in on anything in the House version so that when it
got to conference it could still be used.

But as the last 5 years have unfolded, it seems to be that the
biggest abuses have not come in 206 or 215, the “Lone-Wolf” provi-
sion, but in the national security letters. That is where we had the
IG report that was just devastating of how abusive that has been.
And that is not something that is up for renewal, but I have con-
cerns if maybe we ought to slide the NSL authority under the busi-
ness records provision. I am just uncomfortable after we saw how
easily abused that could be.

I think because of some of the presentations some have made in
public that America is confused about the report of the national se-
curity letter abuses, which have not been similarly abused that I
can find under 215 or 206.

So, I am curious. I asked in a prior hearing if one proponent
against NSLs, if he wanted to see them disappear because I was
entertaining that, and he said, oh, no, I do not think so.

How would you feel if NSL authority were somehow merged with
215 to at least give some requirement of court authority before you
could just send out what basically amounts to a subpoena for
records and other things? Yes, sir, Mr. Fein?

Mr. FEIN. Congressman Gohmert, the first thing I would like to
do before I get specifically that is read from this statement of the
unanimous consent ex parte Milligan about the idea of war chang-
ing the constitutional matrix. And this was, of course, after the ex-
istence of the republic had been shaken by the Civil War.

Mr. GOHMERT. I understand Milligan, and I understand, and per-
haps I did not make myself clear. I am not talking so much in war
there are different things that apply to prisoners of war, enemy
combatants, and things like that. But I would like to one answer
to my question.

Mr. FEIN. I think in one of the prior hearings, it was shown that
on a couple of occasions when 215 authority was sought and turned
down because the judge thought it was focused on First Amend-
ment activity, the government then went and got national security
letters to, in some sense, circumvent the standards of 215. And I
do not see any reason why the national security letters seem to me
historically the ones that have been most abused. They have the
most lax standards administratively. It is not like 215 where you
have to get a court involved, just the FBI goes out there and say
it is relevant. That covers about everything

Mr. SENSENBRENNER. The time of the gentleman has expired.

And the Chair will clarify is that the national security letters
were never a part of the PATRIOT Act.

Mr. GOHMERT. Right.
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Mr. SENSENBRENNER. They were originally enacted in 1986 on a
bill that was sponsored by Senator Leahy of Vermont and Rep-
resentative Kastenmeier of Wisconsin.

T{ﬁle Chair now recognizes the gentleman from George, Mr. John-
son?

Mr. JOHNSON. Thank you, Mr. Chairman.

Mr. Bob Barr, we have seen you many times here testifying on
behalf of liberty, Fourth Amendment issues particularly. And you
know well this area, having served as a U.S. congressman on this
Committee for a number of years, and then prior to that as a U.S.
attorney down in the northern district of Georgia, where, in my
opinion, you exercised prosecutorial authority in a nonpartisan
way. And I appreciate your service to the Nation.

I have just a few questions that I would like to ask you. Does
a relevance standard impose any real check on the government’s
ability to secretly collect information about American citizens using
Section 215? And cannot a good lawyer almost always come up
with a reason why information is relevant?

Mr. BARR. The standard that you refer to is virtually no standard
at all. To come before a judge or any other authority and say we
need this and you need to issue an order allowing us to access this
information because it is relevant to an investigation that we are
undertaking, in effect, means absolutely nothing. It is no standard,
and it is particularly problematic here because the relevance stand-
ard, so to speak, is being used to access information or may be used
to access information on individuals with no connection whatsoever
to a terrorist, a suspected terrorist, or even an associate of a known
terrorist.

Mr. JOHNSON. Well, let me ask you this question. If a terrorist
suspect—and before I do that, though, I must point out the fact
that as a congressman, you served as a Republican, and now I have
not heard you renounce your political leanings, so I assume you are
still a Republican with some libertarian leanings. But I will
not—

Mr. BAR. Probably a little more than that, but I am here today
in a nonpartisan capacity.

Mr. JOHNSON. Well, I do appreciate that, sir.

If a terrorist suspect used a U.S. online dating site and viewed
your profile or sent you a message, could the government collect
your online dating history or other records about you? And would
not such information be relevant to the investigation and possibly
even Q?resumptively relevant since it involved contact with a foreign
power?

Mr. BARR. I would like to make clear for the record that the con-
gressman is referring to a hypothetical, not a real situation.
[Laughter.]

Mr. JoHNSON. Well, I mean, many people use dating services
these days. [Laughter.]

Mr. BARR. With that understanding, I think probably in that
case, there would be a justification for accessing those records be-
cause there would be a link, certainly one that could be dispelled,
but certainly a link that would be apparent. You have a known or
suspected terrorist communicating with an individual, and that in-
dividual may have no connection whatsoever and may be entirely
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innocent. But I think in that situation, there probably would be an
appropriate justification for the government to look at those
records.

Mr. JOHNSON. And what if there was no message at all and there
was just a viewing of the records?

Mr. BARR. There was just what?

Mr. JOHNSON. A viewing of the records.

Mr. BARR. Well, that would establish nothing. If an individual
just goes online to a dating service, as I understand it—never hav-
ing used one—they can look at virtually an unlimited number of
persons with no connection whatsoever. So, in that situation, there
would seem to be no nexus whatsoever that would provide a jus-
tification for the government to then look at that other individual
and their data.

Mr. JoHNSON. Well, that is kind of using a reasonable standard,
but I guess someone could eke out a relevancy purpose.

Mr. SENSENBRENNER. The gentleman’s time has expired, and the
Chair will observe that the use of dating services, either hypo-
thetically or actually, is not within the purview of this hearing.

So, with that note, I would like to thank all of the witnesses for
their testimony today. And without objection, all Members will
have 5 legislative days to submit to the Chair additional written
questions for the witnesses, which we will forward and ask the wit-
nesses to respond as promptly as they can so that their answers
may be made part of the record.

Mr. SENSENBRENNER. Without objection, all Members will have 5
legislative days to submit any additional materials for inclusion in
the record.

Also without objection, letters from the Federal Law Enforcement
Officers Association, the Sergeants Benevolent Association of New
York City, the Society of Former Special Agents of the FBI, the FBI
Agents Association, Keep America Safe, the National Association of
Assistant United States Attorneys, and the National Fraternal
Order of Police in support of the reauthorization of the PATRIOT
Act, will be submitted to the record.*

And without objection those three requests are so ordered.

The gentleman

Mr. BARR. Mr. Chairman, I may have missed the beginning, but
might I ask permission to have my entire printed statement made
a part of the record?

Mr. SENSENBRENNER. Well, just to make clear, without objection,
the printed statements of all four of the witnesses will be made
part of the record at the beginning of their testimony.

And if there is no further business to be brought before the Sub-
committee, the Subcommittee stands adjourned.

[Whereupon, at 11:53 a.m., the Subcommittee was adjourned.]

*The submissions referred to are located in the Appendix of this hearing record.
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First and foremost, I would like to thank Chairman
Sensenbrenner and Ranking Member Scott for convening this very
important hearing on the Patriot Act and its expiring provisions.

I would also like to thank today’s witnesses for coming in and
sharing their expertise and experiences with us.

e Patrick J. Rowan, Partner, McGuireWoods LLP

¢ The Honorable Robert Barr, Former Congressman (GA-7)

¢ Bruce Fein, Campaign for Liberty

¢ Ed Mullins, President, Sergeants Benevolent Association of New

York City

In today’s hearing, we will have an opportunity to discuss the
expiring provisions of the Patriot Act and the Foreign Intelligence
Surveillance Act (“FISA”), particularly, the “roving wiretap,” “lone
wolf,” and “business records” provisions. Unless action is taken soon,
these provisions are due to sunset on May 27, 2011, after being
renewed for two months back in March to allow for more oversight,
investigation, and consideration.

We are not strangers to these provisions, as they become a
controversial topic of discussion in every debate about the Patriot Act

or FISA. As a matter of fact, just a couple of months ago we stood on

2
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constitutional and civil liberties concerns they raise as we debated
H.R. 514, which would have extended the expiring provisions.

As a member of the Homeland Security Committee, I
understand and appreciate the importance of national security, and
the challenges we face as we strive to protect our nation from foreign
threats. However, as an American citizen, I am deeply concerned
when our Constitutional rights run the risk of being infringed upon in
the name of national security.

To win the war on terror, the United States must remain true to
the founding architects of this democracy who created a Constitution
which enshrined an inalienable set of rights. These Bills Of Rights
guarantee certain fundamental freedoms that cannot be limited by
the government. One of these freedoms, the Fourth Amendment, is
the right of the people to be secure in their persons, houses, papers,
and effects against unreasonable searches and seizures.

We do not circumvent the Fourth Amendment, or any other
provision in the United States Constitution, merely because it is
inconvenient. While the PATRIOT Act is intended to improve our

ability to protect our nation, it needs to be revised and amended to

w2
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jewel of democracy. However, in their current state, the provisions
we are examining today do not do that.

First, we will look at Section 215 of the PATRIOT Act which
enlarges the scope of materials that may be obtained under FISA, and
lowers the standard required before a court order may be issued to
compel production. This is sometimes referred to as the “business
records” provision because it is often used to seize that type of
information. As the “business records” provisions is currently
written, an executive branch agent can obtain a FISA court order
requiring a person or business to produce essentially any record that
is relevant to a national security investigation without showing
probable cause or even a direct connection to a foreign power.

The second provision, known commonly as the “roving John
Doe wiretap,” allows the government to obtain intelligence
surveillance orders that identify neither the person nor the facility to
be tapped. Like the first provision, this, too, was addressed in the
Judiciary Committee during the last Congress, and is also contrary to
traditional notions of search and seizure, which require government

to state “with particularity” what it seeks to search or seize. If this
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should be done so to mirror similar and longstanding criminal laws
that permit roving wiretaps, but require the naming of a specific
target.

The third provision that H.R. 514 would extend is the “lone
wolf” provision, which permits secret intelligence surveillance of non-
US persons who are not affiliated with a foreign organization. This
type of authorization, which is only granted in secret courts, is subject
to abuse, and threatens our longtime understandings of the limits of
the government’s investigatory powers within the borders of the
United States. Moreover, according to government testimony, this
provision has never been used. Because of the potential for abuse
created by this provision, and the lack of need for its existence, it, too,
should be allowed to expire.

Issues surrounding these particular provisions are not a
stranger to us, for we have been dealing with them since 2001 when
the PATRIOT Act was introduced. In 2005, the Patriot was examined
in the Judiciary Committee. I, along with other Members of the
Judiciary Committee like Mr. Conyers and Mr. Nadler, offered

multiple amendments that not only addressed these three
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of intent.

Again, these same issues came before us in 2007. On August 3,
2007, I stood before you on the House floor discussing the Foreign
Intelligence Surveillance Act (FISA), another piece of law used in
conjunction with the PATRIOT Act and essential to combating the
war on terror, but one that was in need of improvements to protect
Americans’ Constitutionally enshrined civil liberties. On that day, I
said that, “we must ensure that our intelligence professionals have the
tools that they need to protect our Nation, while also safeguarding the
rights of law-abiding Americans,” and I stand firmly behind that
notion today.

When we were considering FISA, there were Fourth
Amendment concerns around secret surveillance and secret searches,
which were kept permanently secret from the Americans whose
homes and conversations were targeted. There were also concerns
such secret searches intended for non-U.S. citizens, could be used to
target Americans.

I offered amendments to ensure that any surveillance of an

American is done through established legal procedures pursuant to
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Intelligence Surveillance Court is indispensable and would play a
meaningful role in ensuring compliance with our constitution. I
stand here today urging my colleagues to consider allowing similar
amendments to the PATRIOT Act that better protect Americans’ right
to privacy before moving this legislation out of the House on
Representatives and onto the other legislative body.

Furthermore, a bill considering an extension of these provisions
was considered last year in the 111t Congress, and went through
oversight hearings and two days of mark-up in the Judiciary
Committee. Yet, none of those voted-on, bipartisan amendments that
resulted from those hearings have been included in any recent
legislation. In those hearings, multiple concerns were raised about
the breadth of the PATRIOT Act and the leeway it gives to infringe
upon an individual’s privacy and civil liberties.

In the mark-up, I personally introduced amendments that
would allow for greater transparency in the PATRIOT Act and
enhanced protection against violation of individuals’ civil liberties.

None of my amendments, or those introduced by any of my
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been included in any recent legislation.

As an American citizen, the security and safety of my
constituency is pinnacle, but I will never stand for legislation that
infringes on the basic rights afforded in our Constitution. When our
founding fathers drafted the constitution, after living under an
oppressive regime in Britain, they ensured that the American people
would never experience such subjugation. Where are the protective
measures for our citizens in the PATRIOT Act? Why are the
measures addressed in the last Congress not included in the bill?

Tomorrow, we will have an opportunity, once again, to make
substantive changes to these provisions to ensure that we are striking
the right balance between giving the Executive branch the powers it
needs while preserving the civil liberties and privacy of Americans.

There is nothing more important than providing the United
States of America, especially our military and national security
personnel, the right tools to protect our citizens and prevail in the
global war on terror. Holding true to our fundamental constitutional
principles is the only way to prove to the world that it is indeed

possible to secure America while preserving our way of life.
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From this hearing, it is my hope that we will come away with a
better knowledge of how to best address the needs of those agencies
which uphold our national security, while upholding constitutional
principles and protecting the rights of privacy of the American people.

I would like to thank the witnesses again for their testimony.

Thank you Chairman, and I yield back the remainder of my time.
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The Patriot Act
significantly
expanded
government
surveillance
authorities
with minimal
Congressional
deliberation.
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Introduction

Ir is nearly a decade now since Congress
respondled ro the terror atracks of 9/11 by
anting its hasty approval to the USA Pa-
iot Act, a sprawling piece of legislation
comprising hundreds of amendments o

an array of complex inelligence and law en-
forcement statuces. As the Washington Post
noted at the rime, “members of both p
ties complained they had no idea what they
were voting o, were fearful thar aspects of
the ... bill went too far—yet voted for irany-
way.”?

Recognizing that Patrior had signi
cantly expanded governmenr surveillance
authorities with minimal deliberation, Con-
gress established expiration dates for 16
of the Act’s most controversial provisions.
It similarly established a sunset for the so-
called “Lone Wolf” " the Inielli-
gence Reform and Terrc 1 Prevention Act

PX'GV
0f 2004, which allowed non-U.S. persons o
be menitored under the aegis of the Foreign
neelligence Surveillance Act even if they
were unaffiliated with any foreign power?
Tnn 2005, Congress macle 14 of those provi-
sions permanent, but retained sunsecs for
the Lone Wolf provision, as well as Patriot
Act provisions authorizing the secretive For-
eign Incelligenc Court to issue

ving wiretaps” and broad
orders compelling the production of busi-

warrants for

ness records or any other “tangible thing,
n the process, legislators added a number of
safeguards atmed, in part, at a
concerns of civil libertarians.

In lare 2009, as the sunset date loomed,
the judiciary committees of both the House
and Senate held extensive hearings to con-
been used
isting stat-

ssuaging the

der how these new powers &
and what modifications to the o
ures mighe be appropriate.® Additionally, in

response to a series of increasingly damr
reports from the Justice Departnent’s Office
of the Inspector General, showing large-scale
and systematic abuse of the Pacrior Act's ex-
panded authority to issue National Security

ng

¥

Lecrers,” Congress held furcher h
cused on these powerful tools, v v
the Federal Bureau of Investigation to de-
mand a wide array of relecommunicarions
and financial records without judicial ap-
proval ®

The hearings and asscciared debate gen-
erated both subscantial press coverage® and
an array of substantive reform bills.'” Uld-
mately, however, and despite a temporary
short-tarm  extension aimed at allowing
further debate, Congress passed—and Presi
denr Obama signed—a one-year reauchori-
zation of the expiring provisions without
modification.'!

The rationale for the limited reauthori-
zation was that the intervening time would
be used for fruitful deliberation on needed
reforms, bur that hope was not borne out.
Until February, there had been almost no
furcher debate in Congress concerning the
expiring Patrior provisions or the pressing
need for National Securry Lerter reform,
and press attention had been correspond-
ingly scant.

At least some legislarors, however, appear
to be growing weary of tk Is. The
same one-year reauthorization that casil
gamered the two-thirds majority required
for fast-track passage in 2009 fell short this
year, to the surprise of many observers.'?
Instead, Congress approve.
of the expiring provisions for just three
months, with leaders in boch parties pledg-
ing that there would now
ous deliberation on the need for subsrantive

ay

se defers

an extension

inally—be seri-

reform.**

As of this writing, most of the legislar
proposals that have been advanced involve
elther long-rerm reauthorization without
alteration or modest amendments. Sen. Di-
anne Feinstein (D-CA) supports reautho
zation through the end of December 2013,
along with an extension of the conrtroversial
FISA Amendments Act of 2008 to the same
dare,** while Sen. Chuck Grassley (R-1A) is
secking permanent reauthorization of the
exp.
(D-VT), meanwhile, has re

ive

-

ing provisions!® Sen. Pacrick Leahy
troduced the




relatively mild reform legislation he spon-
sored in 2009, which at the time was ap-
pm\ul by a biparrisan majority of the §
ate Ju muuuy Comun:me.l”

With additional time for deliberation,
however, Congress should consider more
far-reaching changes. With minor modifica-
tions, the voving wiretap provision can safely

Sen-

be made permanent, Droviding greater clar-
ity and cerraingy to intelligence investgarors,
The Section 215 “ta.ngublc things” provision
by contrast, requires additicnal Congressio-
pal scruein 1d be extended only in a
narrowed form, and with further reporting
and auditing require he Lone Wolf
provisioz, which as of last year the Justice
Deparrment aid had never been used, can
simply be allowed o expire. (Tn the event
that consensuis has not been a
the new deadline arrives, there is litle reason
o believe their expiration would cause any
near-term impedinient to intelligence gdrh—
ering: all three sunserring provisions have
been used fairly sparingly, and are, in any
grandfacher clause thar
would permit their conrinued use for investi-
gations already underway. 7y

Most importantly, Congress should nar-
row the scope of National Security Letrers,
which have already proven susceptible to
widespread abuse, and which federal courts
have already found to be seriously constiru-
tionally defective in their current form. A
an absolute minimum, a ser rocedur-
al safeguards that the Justice Deparcment
has already a ; eed to implement on a vol-
untary basis should be codified in scature.
Even with these added constraints, a new
sunset for expanded NSL auchorities should
be established, along with mandarory audic-
ing by the Office of the Tnspector General,
o ensure t} a [lky e subject ro adequare
con g* t’SS‘Oﬂ

shot

hieved when

event, subje

o 3

es of

review.,

I now tum to consider each « e sun-
setting provisions, as well as National Se-
curiry Leteers, in detail. While many of the
arguments below are framed in terms of the
CONSTLTLEOn:

1 limics on government surveil-

lance, they also provide policy grounds for
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rveform. Insofar as these provisions impose
heavier burdens on core privacy, speach, and
associarion interests than is necessary to the
protection of national security thar should
be sufficient reason to seck a better balance
regardless of where one comes down on the
legal question,

The Lone Wolf Provision

The exnamdmar} tools available to in-
arors under the Foreign I
vauhmu Act, passed over 30 yeats ago
response to revelations cn fendemic executive
abuse of sp pying powers,'® were originally de-
signed to cover only “agents of foreign pow-
ers” The Lone Wolf pxowsmﬂ severed that
necessary licck for the first time, authoric-
ing FISA spying within the United States on
any “non-U.S. person” " {thar is, anyone nota
f1ﬂ7\’h or 1L‘U'll Pewlildﬂ"ﬂrlk‘slu
gages in Internarioral terrorism or acty
preparation therefor,” and allowing the
s definivion of an “agent of a foreign
powet” to apply to suspects who, bluntly pus,
nts of any foreign power.
According to a f‘m sent to Senator Leahy
in September of 2009 by Assiscanr Attorney
General Roland Weich, the Lone Wolf provi-

srelligenc

>ﬂr) wil 10 “an-

ities

are not in fact agy

sion’s authority had never been invoked as of

that date, and there has been no indication
tha it has been used since.'”

As with many post-9/11 intelligence 1e-
forms, the Lone Wolf provision has its gen-
esis in the misguided assumption that every
ingelligence failure is evidence rhat investiga-
tors lack sutficient surveillance authori
ient scapegoat inrernal insti-

moml dysfuncrion often bears the lion's
hate of the blame ' In the aftermath of the
atracks, it was initially aileged chat FBI inves-
who had wanted ro obtain a warrant
the faptop of so-called “20th hijack-
1s Mous

—while

er” Zacari
because FISA Jacked suuh a Lene Wolf provi-

oui were unable to do so

sion. This claim, according to the Congressio-
ch Service, l,rovvmd the “historical

nal Res;
imperus” tor Lone Wolf authority. =

Congress should
narrow the scope
of National
Security Letters,
which have
already proven
susceptible to
widespread
abuse.



The problem

was not that
investigators
lacked Lone Wolf
powers, but that
they had not
properly applied
the powers they
already had.
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But a 2003 biparrisan report from the
ry Commitree tells a very dil-
ferent story.* Tt notes that on Seprember 11
2001, investigarors were able to obrain a con-
ventional warrant using the exact same evi-
dence that had previously been considered
insufficient. Worse, the Committee found
that supervisors at FBT Headquarters had
ailed to link related reports from different
field offices, or to pass those &
the lawyers tasked with determining when a
FISA warrant should be sought. Officials in
cha che Seriate reporr concluded, xnis\p—
plied such nu\ml legal standards as “prob-
able cause” and falsely bﬂluwd rhi' they
could not seek a FISA order unless the spe-
cific foreign cerror group with which a ra
was affilia Eed\m Hhe definitively identi
“In: performing chis faitly s Jqlmor«v;n'd
task,” the repert concludes, “FBI headquar-
rers personnel failed miserably™” In short,
wrmbl 11 was not that investigarors lacked
Lone Wolf powers, bur that they had not
properly applied the powers they alreadv bhacl.
Nevertheless, the new power was granc
That it had not been used at the tix
the last reauthorization debace suggests that
the provision remedied no dire gap in exist-
ing surveillance authoricies, but alse that
it has not }'I“"l(d any practical harm. The
Lone Wolf provision does, however. threaten
o blur the vital and cradiconal dis
in American law between the constra
strictly
tions and fore:

Senate Judicia

188

nCrion

s 011

domestic narional security investiga-

1 incelligence

Toreign Intelligence versus Domestic
Security

Courts ways extended greater
deference to the executive in the realm of
foreign incelligence than in cases involving
strictly domestic securiry concerns. Ir
inal ruling in whar has come to be known as
the Keith Case, a unanimous Supreme Couut
held that the Fourch Amendment’s war
requirement applied wirh full force to strict
ly domestic intelli gn rice invescigarions, even
where the national security was Anplicatcd.”
The Court did, however, echo the language

have

sem-

of prior rulings, suggesting that less strin-
gent limits nugh' apply where foreign pow-
ers were concarned:

Further, the instant
no judgment on the scope of the
President’s surveillance power with
respect to the activities of foreign
powers, within or wir]mu' this coun-
try. The Actomey General
in this case states that the surveillanc-
es were “deemed necessary to protect
the nation from acremprs of domestic
organizations 1o attack and subvert the
existing structure of Government”
(emphasis supplied). There is no evi-
dence of any involvement, directly or
indirectly, of a foreign power.?’

case requires

’s affidavic

The Court clearly saw the involvement of a
forﬂgn power as a crucial factor demarcar-
ing two consticutionally distinct realms, Pri-
or to 2005, the Foreign Intelligence Surv
lance Act rracked this dhnn(“on, enabling
Lroad surveillance—subject to the oversight
of a secret court, and governed by laxer v
scricrions than apply in domestic criminal
investigations—of persons demonstrated o
be tied o foreign powers, including inrerna-
tional terrorist groups.?® Absent the involve-
ment of such a foreign power, the salient
considerations bearing on investigarions of
true lone wolves are nearly indistinguish-
able from those thar apply o investigation
of domestic terrorists and violent criminals.
While the Keith Coure did suggest Congress
might create plocedures for domestic na-
arions distiner from
those governing criminal investigations, the
Lone Wolf provision simply adds an addi-
ional crigger condition o a framework oth-
usively used for investigations of
foreign powers.
FISA's definition of international terror-
ism still requires some foreign

rional securiry investi

“riexiss” be-
fore a sklskuted lone wolf can be rarg
but the statute pr ovides only the vague and-
ance thar its aims ot mechods “rranscend”

national boundaries. Construed strictly, this




might be sufficient re keep the boundary
between foreign and domestic intelligence
intact. But Justice Department officials have
suggesred that the definition would cover

a suspect who “self-radicalizes by means of
informarion and training provided by a va-
riety of international rerrorist cr'wupc via the
Interner,” which potendally makes a You-
Tube \l1p the distinction berween a domestic
chreat and an internacional one. i
“ins preparation” for terrorism, according to
the legisiative history, may include the provi-
sion of “personnel, rraining, funding, or oth-
" for either a particular act of rcr
rorism or for a group engaged in terrori
The FISA defimtions of an agent of a for-
eign power applicable to cirizens explicitly
require thata U.S. person targeted under the
staruire must knowingly assist a foreign pow-
er. They also prohibit nweﬁnganoni con-
ducted exclusiy vely on the basi
First Amendment activities
advocacy.” There are no such explicic limi-
tations in the Lone Wolf provision.
Moreover, while internatior:
ism is defined by starure, an analy
Syracuse University’s Transactional &cmrds
Access Clearinghouse, a research stitution
focused on governmenc oversight, suggests
that government entities apply the classifi-
cation inconsistently. Federal prosecutors
decline o bring charges in a substantial ma-
fority of the terrorism cases referred for pros-
ecution by intelligence and law enforcement
agencies, but in the recent cases where charg-
es have been broughr, more than a quarrer of
defendants idencified as terror relared by the
ice Deparument’s National Secuirity Divi-
sion were not so categorived by prosecurors
Only 8 percent of defendancs appeared on all
of three lists of terror-related cases indepen-
dently compiled by the Justice Department,
federal prosecutors, and federal coures.®” In
light of this discrepancy—and especially in
‘he absence of the scrutiny im pmed by asun-
set—chere gwunm to worry tha
ing the bright-line requirement of alink to a
fOlBlEL power may perniit the FISA process
to be invoked for investigations involving

er

suc h as }:011(1&11

Ju

resnov-
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non-ci

zens that would more properly be
classified as criminal inquiries.

The Broad Scope of FISA Surveillance
Though the evidentiary showing needed
to target a person under FISA is looser than
under criminal law, the
it affords are subscancially broader. So-called
“Title TP é“u]}‘s in criminal cases require
evidence of a “nexus” between sus
criminal acrivity and each location or com-
ity monitored.®! Even then,
agents are only supposed to record conve;
tions thar are pertinent to the investigation.
Once someone is designated as an agent
of a foreign power, by contrast, information
collection is “heavily weighted toward the
government’s need for fon
informarion,” mea;

surveillance powers

cted

munications fac

ign intelligence

arge amoutnts

ing rhat *
ofinformation are collected by automaricre-
co:dmg tobe mmumzed after the fact)” with
the mmnmz on of irrelevant information
ocewrring “hours, days, or weeks alter kohe' -
tion, ’/lr general, FISA%p i
of neatly all information from morn'oud
facility or a searched locarion ™ And as the
discussion of the other provisions analyzed
below should make clear, even casual associ-
ates of a target of FISA surveillance become
susceptible to acquisition of priva
detailing their acrivities.

Bven when informartion has been formally
minimized, it may remain, in practic
able to intelligence agencies. In the 2003 case
U.S. v. Sattar, the FBI had reported that it had
conducted FISA surveillance subsequent to
which “approximarely 5,173 pertinent voice
calls . .. were ot minimized.” When it came

2 records

&, avail-

time for the discovery phase of a crimin
al against the FISA ta t, the FBL

‘tmwved and disclosed to the defendants
. obtained through

over 85,000 audio files .
FISA surveillan
of Ticle IIT surveillance are typi
ally informed of the eavesdropping, after the
investigation has finished, FISA targers are
not—enhancing the secrecy of intelligence

Ly eventu-

practices, but removing 2 powerful check
against abuses.®

Removing the
bright-line
requirement
ofalinktoa
foreign power
may permit the
FISA process to
be invoked for
investigations
that would
more properly
be classified

as criminal
inquiries.



Serious

civil liberties
concerns remain
about the
specific statutory
language
authorizing
roving
intelligence
wiretaps,
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Recommendations
Tn surn, ar thorized under
FISA will rend to sweep quite broadly, collect-
ing a more substantial volume of
about innocent Americans than would be the
norm under T; fi
cant differences may make sense in the con-
text of spying aimead ar targers who have the
resources of a global rerror nerwork to draw
upor, and who wilt often be trained to employ
saphisticared countersurveillance protocols in
their communications with each other.
The need for s y is heighrened when
the target is a member of a larger group gen-
y beyond the immediate reach of U.S. au-

investigation

information

e I wireraps, These sige

radicional law en-
he interest in continued
f thar larger group—whether
ﬂﬂ\“l‘ig O 1TIOTTor
also means
that intelligence invesrigarions may not have
iminal prosecurion of the targer as their
. As a rule, these considerati
do net apply to gentine lone wolves.

apabilicy to ir
forcement systes
investigation
by turning or

y o

their agent in the Unired States

ns simply

In the absence of the special needs cre-

ated by the involvement of foreign powers,
then, l'cfli.]|]('l’ on Thf‘ more Sfl'iligf!lf pl'C\V -
sions of Tide III should be the norm. This
should pose no preblem for investigators,
because any application meeting the stan-
dard for the Lene Wolf provisien, if legiti-
mately construed to cover actual rerror plot-
ter: also meet the standards of Tidle (1]
Because Lone Wolf authority does not yet
appear to have been invoked, ir is difficulc
to gauge the appropriare level of cor
abour irs porential furure uses. Since, how-
ever, it does riot appear to have been neces-
saty in practice, and by its own cerms would
only properly apy parallel criminal
authoriries would also be available, there is
lizele good reason to leave it on the bocks.

wi

cern

Roving Wiretaps

Secrion 206 of the Patriot Act established
H.UTHOY{YY fOl' ﬂ‘ll]lfip(ﬂﬂf or i'OViﬂg \‘."ITEV:JPS

under the auspices of the Foreign ingelli-
gence Surveillance Act. The idea behind a
ing wiretap should be familiar to fans of
the acclaimed HBO series The Wire, in which
drug dealers rapidly cycled through dispos-
able “burner” cell phones to evade police
cavesdropping. A roving wirerap is used

et is thought to be employing

allows the eavesdropper to quickly begin lis-
tenin;

On wWhatever new phO‘JC liﬂi‘, or Inte
ount her quarry may be using, wich-
having ro go back to a juds
warrant every time. Tn 2009, FBI Director
Robert Mueller testified thar roving author-
ity under FISA had been used 147 times.*®

Roving wiretaps have existed for criminal
investigations since 1986.°7 There is broad
agreement, even among staunch civil lib-
tarians, that similar autherity should be
available for terror investigations conduct-
e under the supervision of the Foreign In-
telligence Surveillance Coure.™

Serious civil liberties concerns remain
abetir the specific statutory language atitho-
ing roving intelligence wirecaps, howev
To understand why, it's necessary te exa
ine some of the broad differences between
elecrronic surveillance warrants under FISA
and che Title I wiretaps employed in crimi-
nal investigations.

The Fourth Amendment imposes two
central reqUIreINENs On WATANts aurhoriz-
ing government searches: “probable cause”
and “particularity.”” Under Title III, that
means warrane applications must connect
the proposed surveillance to some specific
criminal ac, and must “pardcularly [de-
scribe] the place co be sea
sons or things to be seized” For an ordinary
non-roving wiretap, law enforcement satis-
thar requiremnent by establishing a nexus
berween evidence of a crime and a particular
place (such asa phone line, an e-mail address,
ora physical location). This will often involve
anamned target, bur it need not. For example,
nt might be obtained to bug a loca-
tion knowt w be used for

e for a new

hed and the per-

fie

A Warts

gang meerings,

or a mobile phone used to discuss criminal




activity with another targer alveady under
rveillance, even if the identit
sons making use of those facilities are not yet
known. The requirement of a demonstrable
nexus to criminal activity remains, however.
Aucherity to bug Tony Sopranc’s office will
not enrzil a power to eavesdrop on his ther.
edroom, absent good
iscussing mob acrivity

s of the per-

Py session or bug his
reason (o think he’s 4
in those places. Since places and communic
tions facilities may be used for both criminal
and innocent purposes, rthe officer
ing the facility is only supposed ro recor
what's pertinent to the investigacion.

When a roving wiretap is authorized un-
der Title I, things necessarily work some-
what differenitly “4 For ving raps, the war-
rant application shows a nexus berween the
ne and an idenrified rarger per-
son rather than a particular facilicy.
surveillance gers underway, the eavesdrop-
pers can “go up” on a line once inve
have “ascerrained” that the rarger is “proxi-
maze” to a lecation or communications fa-
cility. Perhaps in part because they require
an additional showing thar a rraditional fa-
cilities-based wirerap is unlikely to

monito

suspected cr

hen, as

icceed,
these broad warrants are used relatively spar-
ingly: only 16 were issued in 2009 at the state
level, and none at the federal level ¥

Problems of Parcicularity

A number of Fourth Amendment chal-
lenges have been raised ro Title I
roving wiretaps, on the grounds that a v
rant naming a targer, rather than a specific
place or facilig
tonal particularity requirement. In rejecting
such challenges, the courts have invariably
stressed char, in the modern convext, the sub-
stitarion of a named target for a named
a key fearure char allows Title 11 muld-
poing wiretap orders to pass the particularity

criminal

ity, cannot meet the constitu-

test. For instance, in United States v. Bianco,
the Court of Appeals for the Second Circuit
emphasized that:

unlike ocher orders under Title 10T,
which requires identification of the
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anticipated speaker only “if known,”
Section 2518(1)(b){iv), to satisly the
roving intercepr statute, the person
targered for roving interception muist
be identified, and only conversation
involving the spe dividual x
be intercepred

ified

Similarly, in United Szates v. Perti, the Ninth
Circuit wrote:

ide-
h,” and chere

The statute does not permit a
ging exploratory N
is virtually no possibility of abuse
or mistake. Only relephone facilicies
actually used by an identified speaker
may be subjecred to surveillance, and
the governmenc must use standard
minimization procedur

S to ensire
that only conversations relating ro a
crime in which the speaker is a sus-
pected partici

dant are intercepre

The Patriot Act’s roving wiretap provision,
however, includes no parallel requirement
thar an individual rarger be named ina FISA
warrant applic
abour what have been dubbed “John Doe”
warranes that specify meither a particular in-
terception facility nor a particular named
target.

An amendment in 2006 d
the requirement thar rhe description iden-
tify a specific rarger—which would appear to
entail that each target must be a particular
individual person, i
terminate group or cla

ion, giving rise ro concerns

| at least add

ather than some inde-
ss of persons satisfy

ization. Buc when the

ing a general characte
identity of the rarget cannot be determined
conclusively, this too becomes difficult ¢

guarantee. Se, for example, an applicarion
targering che person residing ar a p
lar location or using a parricular phol
be indeterminare in scope if (unbeknownst
to the applicant) muitiple people in fact fir
the des; ng the communica-
tions of these other (potentally innocent)
persons over multiple facilities susceprible

-

will

prion—rend

to interception. A similar error may cause an

Challenges have
been raised to
Title I criminal
roving wiretaps
on the grounds
that a warrant
naming a target
cannot meet the
constitutional
particularity
requirement.



An identity—

as opposed to

a description—
isakeytoa
broad universe
of records, and
thus provides

a multidimen-
sional stream of
information that
can be used for
error correction.
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agent to follow the wrong person to a new
facility in the case of a warrant with a named
—bur then, ar least, the fact chat there
clearly is a wrong person enables the error to

be corrected more readily and acquisitions
falling outside the scope of the warrant to
be decisively identified.

A reported intelligence violation uncov-
ered by a Freedom of Information Act re-
quest front the Elecrron

¢ Frontier Founda
ton provides a concrere illustration of the
point. Tn an investigation of an apparently
named, identified couple under FISA roving
authority, a clerical error resulted in a line
no longer used by the targets being included
in an order renewing electronic surveillance.
Subsequendy, a phone apparencly used by
a young child was monitored for five days
until agents realized the mistake. The error
was detected, in part, because rechnicians
noticed thar the subjeces identified in the
warrant had previcusly been assigned the
rargeted line, bur disconnected their servi
Knowledge of the identity of the subjects
gave analysts i arions
the parties to the communication,

@

as of expe

abot

against which the fruirs of surveillance
could be checked. An identity—as opposed
1o a description—is a key to a broad universe
of records, and thus provides a multidimen-
sional stream of information that can be
used for error correction. It might become
apparent, for example, thar a phone is mak-
ing calls from one location when the rarget
specified in the warrant is known to be else-

where. When the targer is known only by a
description sufficiently specific to enable
rargeting of a wiretap, robust error correc-

tion is far less likely.

The Risks of “John Doe” Warrants

e permiwing John Doe warrants
under Title 111 would be problemaric for all
these reasons, the risk of improper overcol-
er in the intelli-
gence context because, as discussed above in
the analysis of the Lone Wolf provision, FISA
is in general far broader than its
Title [T counterpare. “{L]arge amounts of in-

lection is actually far greal

surveillance

formarion are collected by auromaric record-
ing to be mimmized after the fact,” and that
after-the-fact “minimizarion” may notalways
entail the destriicrion of the “minimized” in-
formartion.” Had the case discussed ahove
occurred under Title ITT, real-time minimi-
zarion should have prevented recording of
communicarions on the targeted line unless
a known targer could be posirively identified
as party to the convers

This risk may be especially high when
itlance involves the use of sophisticat-
ed anline filtering rechnology a
unknewn facilities. Such ove
a risk even when a targec #s n.

[ala}

UV

1 array of
lection is
mei, because

thie global scope of the Internet increases the
likelihood that (for example) multiple users
with similar names, or who have connected
from the same IP address at different times,
will hold accounts at a new facility. In the
course of a recent criminal investigation, for
example, the FBI inadvercently obrained the
full e-mail archives of an unrelated persos
because of a typo in & warrant application.®
Bur the risk is greatly heighrened without
the anchor of a named rarget.

As an illustrarion, consider the hypother-
ical {but presumably representarive) wiretap
order described at a 2009 surveillanice con-
ference by atrorney Joel M. Margolis, who
handles government surveillance requests
for the telecommunications company Neu-
star.¥” Margolis outlined the difficulries an
[nternet service provider might face inter-
preting an order instructing an ISP to target
the keyword, or virrual identifier, “Red Wolf™
using Deep Packet Inspection technalogy.™

Targeti

on a virtwal idencifier will of

tent be perfect :
avidence that the person using that [D at a

ate, provided there is

bsite or online
foreign power. Indeed, in the
case of a warrant naming a specific facility,
he person using the ID RedWolf mighr be
an adequately specific ch i
the target within the conte
thar faciiity. But even when there i
idenified target, such monirori
1 gap berween the individual rarget

particular ervice is acring

aracterization of
1

di-

t of surveillance

Fec! n

creates an
inferent




and the mechanism used to acquire his com-
munications. John Doe
ond inferental gap
Investigators will presumably be fairly
sophisticated about this; they are likely o

warrants add a sec-

understand, for in
t to target RedWelf ac one particular site
will not by itself justify acquisition on thar
identifier elsewhere on the Internet. Buc the
probability of error is inevitably magnified
when a descriptive rarge
transplanted across facitivies, and especially
when the targer is unknown independently of
that description. We are, as a result, far re-
moved from the scenario in Pert,
was “vircually ne possibility of abuse or mis-
rake.”* Inlight of the range of powerful tools
that will already be available to investigarors
by the dme probable cause is established—
including wiretaps of specified facilicies,
Narional Securicy Lecrers, and Section 215
-it should be possible to derermine a
name for most targets withour an unaccept-
able delay. If this is not possible, however, we
should question whether the same tools that
are inadequare to yield a rarget’s identity will
permir thar ta
facility ro facilicy.

ting mechanism is

vhere there

orders

Why Ex Post Oversight Isn’t Enough
Congress made some effort to address
such concerns when it reauthorized Sec-
von 206 in 2005, adding the aforemen-
tioned requirement chac FISA applications
describe a specific target. Under the revised
roving stature, cavesdroppers must inform
the FISA Court within 10 days of any new
facility they eavesdrop on (60 days if cause
for delay is shown), and explain the
justifying a belief thar the rarget is using, or
is about to use, chat new facility or place.”™
That is a srep in the right direction, buc
back-end checks and oversight are unlikely
to be an adequarte substitute for front-end
Lire

facts

tions on the scope of covert surveil-

lance, and indeed, may te a false sense of
security.
“onsider that in fiscal year 2008 alone,

the FBI collec

ed 878,383 hours (or |
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over 100 vears) of audio, much of it in for-
eign languages; 1,610,091 pages of text; and
28,795,212 electronic files, the maj
pursuant to FISA warrants. A recenr audic
of FBI backlogs by the Qffice of the Inspec-
tor General found that fully 2 quarter of
the audio collected between 2003 and 2008
remained unreviewed (including 6 percent
of counterterror acquisitions and 31 per-
cent of counrerinrelligence
two categories covered by FISA wiretaps).
Meaningfu! independent review of this vol-
ume of intellig
tice, be fairly superficial. Tndeed, when the
target is known only by descr
taken:

acquisitions, che

51

ence celiection must, in prac-

iprion, a mis-
collection may not be mmediately

obvious even after the i

QOther seructural features of the criminal
justice system do provide a form of de facro
after-the-facroversight for electronic surveil-
lance in criminal investigations. Because Ti-
tle TIT wiretaps aim ag criminal prosecution,
investigators must anticipate thar they will
be subject to a distribured form of de facto
review by defense counsel, who have a right
to seek disco nd a powerfulinee:
idenrify any improprieties. Bven wher an in-
vestigation does not resule in charges being
broughe, wirerap rargets must be notified of
the surveillance after the facr.™

FISA surveillance, by contrast, is covert
by default, and often secks inrel
purposes other than criminal prosecution.™
Bven when the fruiss of FISA collection are
used at trial, discovery is far more limited >
Defenders of chis and other Patrior Act pry
visions often assert that they only provide
LT

igence for
ni

ligence agencies the same tools avail-
able in criminal investigations, buc alinost
invariably neglect the prefound structiral
inal and incelli-

becween crim

gence law.

Recommendations
Because FISA surweillance is in practice
ject to less rebust ex post scruti

ir is,

anything, more

MPOITANt [0 £Onstrain
the discretion of investigarors in selecring
target facilities ar the acquisition stage. Ide-

Defenders of the
FISA provision
and other Patriot
Act provisions
almost invariably
neglect the
profound
structural
differences
between

criminal and
intelligence law.



Third-party
custodians

of records

would have few
incentives beyond
sheer public-
spiritedness to
expend resources
challenging
Section 215
orders.
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ally, Congress should impose a requir
parallel to Ticle TT, that the target
ing wiretap be a named individual—as in all
likelihood is already the case for the vast ma-
jority of the 22 roving FISA wiretaps issued.
on average, each year. For the small number
of unnamed rargets, the artay of othet FISA
wols that would already be available—in-
cluding facilities-based wiretaps and author-
ity to acquire business records—should en-
able identification of the target before roving
surveillance begins. With that change, FISA
roving authority could safely be made per-
manent.

If experience with previous roving inves-
tigations suggests that greater flexibility is
truly essencial, FISA could permit a John Doe
application te make the showing needed to
justify roving authority, bur remain limired
upon isstance to a specified set of facilities.
Roving authority would be triggered enly af-
ter agents had posi ifiec the John
Doe target, and made a submission o the
FiSA Courr of the facts suppor
clusion that the rarger de: rhe initial
order had been identified. The FISA Court
would need to rs
in a relatively short period—10 days scems
reasonable—Dbur without the need to approve
an entircly new application. With the latrer
modification, roving authority conld be re-
newed, but should not be made pern 1t
rout a fiarther period of review.

in either case, the Justice Department’s
annual FISA report to Congress should be
ally of the number of
roving orders issued each year and, if appli-
cable, the number of these issued without
a named targer. To the extent possible, any
opinion of the FISC invelving substantive
interpretation of the scope of roving wire-
tap authoriry should be made available in a
public, redacred version. Finally, Congress
should direcr the Justice Department’s Of-
fice of the Tnspector General ro conduct pe-
irerap orders and
prepare reports on their use, which should
be redacted as necessary to permic public
release.

cment,
a rov-

ing the con-

required to include a

riodic audirs of rovi

Section 215 Orders

of the Patrior Act vastly ex-
panded the ability of investigarors to compel
the production of sensitive records. Between
1998 and 2001, FISA allowed the Foreign
Inrelligence Surveillance Couwrr to issue or-
ders demanding records from a few specified
categories of business, provided the FISC
found there to be “specific and ardculable
facts” supperting the belief chat the records
pertained to a “foreign power or an agent
of a foreign power ™" Dt me, the
buisiness records authority was invoked only

o

i

onc

e Patriot Act expanded this authority
three crucial respects. it removed the limni
tarion on the g
producrion orders could be issued; ir ex-
panded che items covered by the orders from
business records to any “tangibi
pt?l‘l][ 3§ IMOS imp(\rmn[lv ir rem;‘,vf‘d élny
requirement that the i
pertain to a person suspected of involvement
with terrorisin or a foreign government.

pes of businesses to which

ormation sought

These demands are subject to gag orders
m disclosing
their existence. Unlike National Security Let-
ters, these gag orders are at least imposed
by a federal judge, but their bre
the highly deferential standard of res
which they are subject paral
the NSL starutes thar has already been held
incompatible with the Fourth Amendment
by the U.S. Court of Appeals for the Second
Circuit.*” Third-party custodians of records
would have few incentives beyond sheer
public-spiritedness to expend resources chal-

prohibiting the recipients

hoand
1eW 10
ols language in

T

lengig these orders under ay circlunsranc-
es, and fewer still when the reviewing judges
wstructed o treat che mere assertion

ional securiry need
sive” S Ac
quites a willingness ro tilt at windmills wich
a gold-plated lance.

The initial wording of Section 215 re-
quired only that the records be sought for a
foreign-inrelligence investigation. Congress
subsequently raised this standard, requiring

for secrecy as “cor

Henge under such a stand

10



a recitation of facts providing “reasonable
grounds to believe” that the information is
relevant to an authorized investigation to
protect against terrorisin or an intelligence
investigation whose target is noc a U.S. per-
son™ This is “an undemanding smnd@r

thar req
the rangible things may hay
or produce information pr obanv of the
i uemghmor 8¢ Bue the FISC
qum d to find that 1em<‘d> ar

res the government to show that

garing on

an

genro faionlgu Iowu‘ ape
tact mrh anagentofa
activities of such an agent.®!

In the modern context, that standard
permits the acquisition of a wide array of
sensitive infor 'n'mon about an enormous
number of Anel
je) r{‘ﬂ"oﬂsﬂi, on []\f’ 0.]515 Of []1(‘ MOSL teny-
ous connection to any actual suspect. “When
combined with the broad sweep of the three
ible-things order is

gn power, or the

ans with no connectio

0

areas in which a rang
presumprively relevant,” according to the
manual coauthored by the former head of
the Justice Department’s National Securiry
Division, “FISA appears to allow the govern-
ment to obrain a rtangible-things order with a
minimal showing chac the items it seeks are
connected te the activities of a foreign power
or agent of a foreign power.” This might in-
clude, for p\Jhpb “the bank records of the
grade school teacher of the child of 2 person
who is suspected of being an agent of a for-
eign power.”%

Like Narional Security Letrers—which are
issued encirely withour adva ance judicial ap-
proval—Section 215 orders need ot be sup-
ported by the individualized susg
finding of probable cause notmally requized
for 2 Fourth Amendment search. In both
cases, the legal theory undery
procedure is the so-called “chird
trine,” which rests on the dubious pr

ion that persons normally waive their
when chey
i parties, even
tally or srar-
utorily w(\\md o confidentialiy 5

cion or

rea-

sonable expectation of priva
provide document i
when those parties are cos

11
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How Protected are Third-Party Records?
-

During the initial debate over the Patriot
Act, Senaror Leahy justified the expansion of
Section 215 on the grounds that “the Fourth
Amendment does not normally
uch rechniquies and the FBI has comparable
authority in irs criminal investigations.”®
Supporters of the provision, since the Act’s
‘3:155 S’(‘ ] Nave 1o Unﬂ(‘ly Aﬂ‘/OKCkl !sHTH ar {om-
parisons to such tools as administrative- or
iqury subpoenas, despite significant
differences berween these authoriries.
While a derailed analysis of the third-
party doctrine is beyond the smpe of this
aper, it bears noting thar it | ln':g Hsex
J) subject of blistering criticism oy
scholars, especially as rechnological (;L].Hy!
has increased the quantity of personal i
fo:‘matiou abourt each of us held by third
parties.” One of its lonely defenders in <
acadeny has charactcr;zed it as “the Fourth
Amendment t ml]rs lmx © lmre
the Lochner o”s
criticized as profoundly nnsgumcd
is state supreme courts have rejected
it, in whole or in pare, under state consi
tutional provisions parailel to the Fourth
Amendment.”®
If we stipulate the general validicy of the
third-party doctrine for the sake of argu-
ment, however, it is worth noting that it has
traditionally been applied precisely to records

ply to

gran:

al
al

»6

s

retained by firms whose employees have ac-
cess to them for ordinary business purposes.
It is not a blanket Fourth Amendment excep-
tion for eny item in the possession of a third
party. The exceprion does not, for instance,
extend to
lockers.®? A recent appellace ruling has sii-
larly suggested that it does nor apply to the
contents of remotely stored e-mail, which a
25-year-old federal starure had hitherto per-
mitted o be obrained without a prob
cause warrant in many ci

Bven within the category of records, ap-
pellate courcs have begun indicaring that
the third-party dectrine will not always ap-
ply. recently held that lo-
cation records held by mebile phone provid-

the conents of rented storage

imstances.”

The Third Circuic

The relevancy
standard permits
acquisition

of sensitive
information
about
Americans with
no connection
to terrorism.



There are a
range of First
Amendment
interests
implicated by
government
access to online
transactional
data and other
records that may
reveal expressive
activity.
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ers do enjoy Fourth Amendment protection,
inpare b cell phone customer has
voluntarily’ shared his location infor-
mation with a cellular provider in any mean-
ingful way.””" A parallel argumenc could
easily be made for much of the transactional
generated by on-
line acrivicy and collected by websites or ser-
vice providers.”? As these cases should make
clear, coures are sl in the eatly very
of grappling with the proper application of
the Fourth Amendment to the Internetera.
Moreover, there are 2 range of distinct
First Amendment interests implicated by
government access to online transactional
data and other r
pressive activity, which are explored in great-
er detail in the section dealing with National
Security Lerrers below.” In brief: numerous
courts have found thar heighrened scrutiny
is necessaty when the compulsory produc-
tion of records would burden the right to
speak, read, or associate anonymously. Judg-
es reviewing applications un 1

RCALISE

not

informartion, or metadara,

rds that may reveal ex-

ler Secrion 215
may, of course, take such considerations into
account sua sponte, but with respect to covert
national security investigations, recipients
of these orders will rypically have neither the
he informa-
ton necessary o mount an effective chal-
lenge on these grounds when appropriate.
Language in the amended Section 215
does explicicly limit the scope of orders o
itemns that could be obrained via grand-jury
subpoena or similar compulsory process.”!
Buc the se y surrounding the orders,
coupled with the broad scope of “rangible
things” aucherity, invires uses that push the

incentive nor—just as crucially—

boundaries of the already overbroad Fourrh
Amendment loophele upon which this au-
thority is premised, even as courts begin
ing to clarify and narrow ir. Secrer pro-
ceedings before the FISC are, to putit mildly,
not the ideal forum to test the ourer linics of
an evolving area of law.

mov

Section 215 in Practice
Forrunarely—and owing in pa

t to the

substantial controversy surrounding Sec-

UIMSPect in irs use
ority, limiting irself to seeking
actual business records during the period
covered by the Inspecror General’s audits.”
indeed, expanded Secrion 215 aurhority was
not used ac all fer two years afrer the passage
of the Patriotr Act, and appears to have been
used relatively sparingly since chen.™ More-
over, the FISC appears to be faiy active in
keeping the scope of Section 215 orders nar-

orders.”’

here are, nevertheless, several reasons
for cor i
that has been made of Section 215 may is
acrributable in large measure to the extraor-
dinary breadch of post-Patrior National Se-
curity Letrers, which make a wide array of
the most useful records available to inves-
tigarors without the need for a court order.
FBI agents interviewed by the Office of the
Inspector General have made it clear thar,
in light of the substantial delays associated
with Section 215 orders,” they ar
ed as a tool of “last resort,” employed only
when National Security Letters or other au-
thorities a: I

regard-

unavailable ™ Indeed, the first
uses of the authority appear to have been
motivated primarily by a desire ro justify its
existence to legislators: as a Justice Depart-
ment attorney explained to the Office of the
Inspector General, by the summer of 2003,

“there was a recognition that the FBI needed
S

te begin obtaining Section 215 orders be-
cause ... Congress would be scrutinizing the
FBI's use of the aurhority in determining
whether to renew the authority.™

Should NSLauthority be narrowed along
the lines recommended below, howeve {
Inghly probable thac a sharp increase i
use of Section 215 would ensue. This would
be an unambiguous improvement, insofar
as it substituted judicial authority for agen-
¢y fiat in compelling the production of re-
cords, but could lead to attenuated scruriny
unless adequace resources are allocated to

the application-review process.



Second, the Justice Deparements rela-
tively conservative approach to Secrion 215
appears to be, ar least in pare, a function of
the seruriny associated with the auchority's

sunset. In popular discourse, the provision
has often been referred to as the “library
provision™ because it has generated strong
opposition from Ii

ang chary of govern-

seeking production of library r were
rold that a “supervisor would not permit
cause of the po-
y surrounding 213 requests
ation from libraries.”" Thar reri-
cence could easily diminish were the provi-

the request to go forward be

sion: made permanent

Finally—and perhaps most worryingly—
imony from Justice Department offi-
cials during the 2009 reautherization de-
bate revealed that Section 215 “supports
an iﬂ‘lp(‘ﬂ"(&ﬂf SCﬂSI[‘:VE folleinIT p!'{‘rgl”(uﬂ"

about which a few sele
been briefed®® The heavily redacred public
versions of reports from the Office of the
specror General do not discuss uses of
on 215 connected with this program,
hin any event appears o postdate the
audit period. Lawmakers familiar with che
program, however, have suggested that cru-
cial “information abour rhe use of Section
215 orders tl Cengress and the Ameri-
can people deserve to know™ is absent from
the public debate.®

In 2008, legislative language narrowing
Section 215 autherity to require a facrual
showing that records being sought pertain
to rerrorists and spies, or their associates,

In

had been approved unanimously by both
the Senare judiciary Commirtee and the
full Senate, bur was ultimartely removed
from the reaurhorization bill signed by
the president. When 4 similar reform was
rejected in 2009, apparently as a resule of
assified briefing in which intelligence

ials alleged that such a medificarion
would interfere with chis “sensitive collec-
non program,” Sen. Richard Durbin (D-IL)
complained:
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[ TThe real reason for resisting this obvi-
ous, common-sense modification of
Section 215 is unfortunarely cloaked
in secrecy. Some day that cloak will
be lifted, and furure generations will
whether ask our acrions roday meet
the test of & democratic society: rrans-
parency, accountability, and fideliry co
the rule of law and our Constiturion.

The most troubling and direct stacement on
the subject came from former senator Russ
Feingold (D-WI), then a member of b
Tatelligence and Judiciary Committees, who
asserted thar he had become aware of spe-
cific abuses of Section 215 unknowr to
general public and, indeed, to most mem-
bers of Congress:

ch the

I recall during the debarte in 2003 cthat
proponents of Section 21§ argued
that these authorities have never been
misused. They ca swake that state-
ment nowy they have beew misused. | can-
borate bere, bur I recomimen

it

not
informa-
hasis

thar my colleagues seek mor
tion in a classified secring. {Emy
added J*

I short, while the limited public reporting
on the use of Section 215 indicates thar it
wrough
rere are ample grounds for concern

was used relacively conservacively
2008,
that the provision’s
far more sweeping informaticn collection
about innocent Americans—and, indeed,
there are hints that steps in this direction
may have already been raken.

broad language permits

Recommendations
Notwithstanding these con
furure reliance on a properly ci
Section 215—as a substitute, in many
for Natonal Security Les
adequate judicial supervi
stituee a significant improvement from a
civil Iiberries perspactive, and the Justice
Departmene and FISC should be allocated
such resources as may be necessary to render

CeTNS, g

ters, which lack
ion—would con-

Former senator
Russ Feingold
(D-WI) asserted
that he had
become aware of
specific abuses
of Section 215
unknown to the
general public.



Section 215
should be
tightened so
as to foreclose
the possibility
of fishing
expeditions
through the
sensitive records
of innocent
Americans,
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this feasible. In order to effecrively play this
role, Section 2135 authority thar is somewhat
more expa ansive than what existed under the
¢ A may be upumprmtc To

il

lme' ties i
ering, however, the scop
ders and the standard Ofl("“L’\V FISC judges
apply to them should be tightened so as to
foreclose the possibility of fishing expedi-
tions through the sensitive records of inno-
cent Americans only tenuously connecred to
TEITOT SUSPECLS

First, in light of the evolving state of ju-
risprudence concerning data encrusced to
third parties, Section 215 authority should
be explicicly rescricted ro business records
whose ~|1h]uri lack a Pourth Amendme
expectationof privac reir conrents. This
would clarify that Section 215 does not ap-
ply, for example, to privare documents held
by cloud-based storage systems, or to the in
creasingly precise and derailed informarion
abour a person’s day-to-day physical move-
ments that may be derivable from mobile-
device records. It would also tecognize ex-
plicitly that courts conrinie to glappk with
the question of how far citizens’ “reasonable
expectation of privacy” extends to other re-
cords created by third-party inform
processing, but not normally subjecr
man review™ FISA's physical searc
aurhorities, subject
to a probable-cause standard, would remain

herent in LO\T

cin

ation
hu-
1 and

electronic surveillane

available for protected records and other
tangible things.
L)(‘(Oﬂd 19 Pl\’v“"PnOﬂ f')l 1"1(’\"1“(?

for cerrain categories of records—which the

ALLOrNEY g
the ﬂl.uCE D‘*pa,ltmeﬂ' dees not uqunn—

eneral has previously ind

to cite specific ax*d r:rn'cul ble facts demon—
serating thar the records sought are bosh rel-

evant to ion gnd fall under one

11 investiga
of three caregories: records pertaining to a
suspected agent of a forcign power who is
the subject of an authorized invesrigarion,
to persons in contact with such suspecred

14

ageng, or to the acrivities of such a person
group when this

c s the least intrusive
available means of identifying the persons
involved in those activities.®
This dvai requirement would give FISC
judges a clearer basis for evaluatiz g the evi-
dcnmany showing in Section 215 applica-
tions, and ensure that something beyond
mere casual contact wich a suspect justifies
acquusition of Americans’ sensiti
At the same time, the relative laxity of the
relevance standard ensures that agents are
not burdened with too high an evidendiary
bar in the exploratory phases of an inves-
tigation. On the basis of the limited infor-
mation av;n“.Ll in the inspector general's
public repe pears highly probable
that most—if not all—of the Section 215 or-
ders issted berween 2003 and 2006 would
alveady meer this standard. Where there {s
a compelling ar| ent for broader rou
access to speci pes. of records, and
access v.ou‘d ha\'? m ml e

ve records.

loud L
along the lines of the rules governing impor-
precursor chemicals
for narcotics or explosives.

Finally, the process for challenging Sec
tion 215 gag orders should be explicitly
tered to comport with the Second Circuit’s
ruling in Doe v. Mukasey, which held that a
parallel review process in the National Se-
curity Leteer statutes failed ro adequarely
respect the First Amendment interests of
recipients.”® That standard requires recipi-
ents to wait a full year before "hallﬂwmg
a nendisclosure order, burdens them wich
establishing thac there is
believe disclosure “may” inrerfere with any
investigation or harm narional security, and
requires judges to treat cerrification by a
high-ranking Justice Departmenc official as
“conclusive”

Loxmh ¢ more nauo\\ly tai

tarion or sale of certal

“no reascn” to

or: that question.”

The required one-year delay should be re-
moved, and the burden of establishing some
realistic likelihood of an identfiable harm
shifted to the FISC judges will
naturally—and - appropriately—extend  sub-

government.



stantial deference to the government’s
sessment of such risks, but the “fiat o
governmental offizial, though senior in rank
and doubdless honorable ir
official durties, cannot displace the judicial
i enforce constitutional require-
ments”*? Nondisclosure orders should be
narrowly tailored and, whenever possible,
time limited to ensure recipients’
ned past rhe point nec-
essary to protect narional security. Similarly,
the one-year delay imposed on challenges ro
the underlying orders—which denies rec
ents access to judicial revi
the preduction of records—should also be re-
moved.

While Sectionn 215 could, in all likeli-
hood, be made permanent if modified along
these lines, it would be prudent to establish
art least one additional sunset period o en-
able the Office of the Inspecror General to
audit the use of the amended authority—es-
pecially given that modifications ro the Na-
rional Securiry Letter statutes may substan-
y increase r L

as-

a

the execurion of

speech

rights are not const

pi-

w until long aft

iance on Secn

its proponents assett, this provision is not
being sed ro engage in overbroad “lishing
expeditions,” these common-sense limita-
al effect

rions shoudd have a minimal praceic
on legitimate investigations.

National Security Letters

National Security Letters—once allbutun-
known to the general public—have emerged
as pert
lance rool augmented by
is successors, and g ? This
previously narrowly limited power was trans-
formed info a sweeping mechanism enabling
the FBI to ac judicial
approval, a wide array of sensitive informa-
ion abour Ameri ;
pected of any connection with te
with Secrion 215 orders, the recipients are
barred from disclosing the request. The en-
suing explosion of NSLs has beer: character-
ized by government officials as a “hundred-

aps the most controversial surveil-
e Patrior Act and

dvanc

ans who are not eve

E

orism. As
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fold increase over historic norms.” Perhaps
unsurprisingly, the expanded authority has
already been subjece to what the inspactor
general called “widespread and sericus mis-
use”™

NSLs have their origin in an exemption

from federal privacy sratutes creared in the

late 1970s, which permitted the voluntary
disclosure of otherwise prorected financial

records whe

1 they concerned a suspecred
forsign spy. They have evolved over time
into a set of extraordinarily broad compul-
sory tools akin to administ ibpoenas
NSLs now permit the FBI and certain other
o demand detailed financial re-
cords, consumer credit reports, and telecom-
tons transacrional
authorization.” While there are cur-
rently five distincr NSL authoricies, spread
across four federal statuges, this paper will
focus on the two types used exclusively by
the FBT that account for the overwhelming
majority of NSLs issued.

NSLs under the Right to Financial Priva-
cy Act” are used to compel the producrion
of records from “financial instirurions,” a
staturorily defined category now encompass-
ing a wide array of entities that, in the words
of former Assistant Attorney General David
Kris, “would not ordinarily be considered
financial institutions.™® NSLs under the
Elecrronic Communications Privacy Act™
are used to obrain relephone and interner
transaction records. They may be served on
traditional
inrernet service providers, bur also any other
online service that gives users “the ability to
send messages o.
parties”—such as Facebook, Gmail, or ACL
Instant Messenger """ The e range ofte-
cords that can be obtained with ECPA NSLs
rently conrested, bur the FBI has wadi-
tionally asserted the right to demand—and
has appa almost anything
101

tive

agencies

records withour

telecommunications flrms and

comimuications to third

is cur

ShOYT of ('XTU?\I COMMUITICATIONS CONtent.
The language of the stature refers to “toll
vecords”—traditionally meaning records of
telephone numbers dialed and r
in the modern era is generall

eived—bur

v understood

National

Security Letters
have emerged as
perhaps the most
controversial
surveillance

tool augmented
by the Patriot
Act with good

redasonn.



The problem was
not inadequate
information
collection, but
inadequate
sharing and
analysis of
information

already collected.
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to encompass Web [P addresses visited and
ent addresses, at the

e-mail sender and rec
very least.

The Pauiot Act and subsequent inrelli-
legislation vastly expanded these au-
thorities along multiple dimensions. The

gence

most significant is the removal of any re-
quirement of a link to a suspected foreign
power. Previously, NSLs applied only the re-
cords of persons suspected, on the basis of
“specific and articulable facts,” of being for-
eign spies {or to their contacts, if only basic
subscriber informarion was scughr).'" In
their current form, NSLs need on
that the records sought are relevant to an
authorived investigation, according to the

FBI's own decermination
As the Justice Department itsell explains,
this “minimal evidentiary predicare ... means
that the FBl—and other law enforcement or
Inrelligence Community agencies with access
o FBT databases—is able to review and store
information about American citizens and
others in the United Srates who are not sub-
jects of FBI foreign counterintelligence
vesrigations and abour whom che FBI has no
3

certify

in-

individualized suspicion ofillega Y.
While the more limited pre-Patricr authority
d direct approval by a high-ranking
cial at FBI headquarters, power to issue
NSLs has now been delegared to the Special
Agents in Charge of all 56 FBI field offices.""!

Bven the weak lir

ac

o

ration of a required

connection to an authorized investigation is
ultimately subyje
tion: two years affer the passage of the Patriot
Act, the Attorney General's guidelines for na-
tonal security investiga
permit “preliminary” inquiries—which the
EBl acknowledges are subject to “no particu-
lar standard of proof”—to count as “autho-
rized investigations.”™™ Though previously
restricred to full investigations, nearly half of
che NSL requests int the years following the
guideline change were issved in connection
y inquiries

Later amendments also dramatically ex-
panded the scope of NSLs for financial re-
cords, allowing them to be served not only

ct to executive branch discre-

rions were revised to
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with prelimina

on traditional financial institutions, such as
banks and credit card companies, but also:
insurance companies, pawnbrokers,
dealers in
ravel agencies, relegraph companies,

precious stones or jewels,

licensed money transfer companies,
automobile dealers, real estate closing
the Post Office,

comparies, Casinos

ernment agenc
transactions, and any other busi-
ress “whose cash transactions have a
high degree of usefulness in criminal
tax, or regulatory macrers.”Y7

1Al

efore, now cover “almost
he custody of “vircually any
that han-
»108

any record” in
COYF\H]PI'C]‘J] or gOVL‘l’ﬂlTﬂ’ﬂf L’ﬂfi'fy

dles cash transa th customers

The Explosive Growth of Post-Patriot
NSLs

Three extensive reports from the Office
of the Inspector General show that the dra-
matic expansion of these auchori
led to an equally dramaric case in their
use % While no reliable data exists for 2001~
2002, the QIG counted nearly 200,000 NSL
requests issued by the FBI from 2003-2006,
with more than 56,000 issued in a single
year—up from the 8,500 issued in 2000." As
the OIG notes, however, poor recordkeeping
and reporting in the early years mean char
the true Hgure is almost cer
tially higher. !

Moreover, the

ies has

inly substan-

proporticn of those re-
quests pertaining to U.S. persons has risen
sharply over time. In 2003, roughly 39 per-
cent of NSL requ ed to inves-
tigations of citizens or legal residents. By
2006, that figure had risen to 57 percent—
al of 11,517 Americans had
crutinized pursuant to NSL

e rel

SIS W

authoriries.''

The figures ilated by the OIG are not
strictly comparable ro those reperted to Con-
gress by the Department of Justice each year,
whil

include only NSL requests pertaining
to U.S. persons, and (perhaps more signifi-



antly) exclude requests for basic subscriber
information under ECPA's NSL authority.
Despire these limitations, more recent re-
ports suggest thar the FBI conrinues to rely
heavily on NSLs. In 2009, the most recent
year for which reporred figures are available,
the FBlissued 14,788 NSL requests for infor-
mazion about 6,114 U.S. persons (again, not
ing requests for basic subscriber infor-
martion}.

coun

The vast majority of those Amer
are almost certainly not even suspectec
involvement in espionage or rerrorisni.
then assistant attorney general David Kris
explained in 2009, NSLs are used to “sweep
more broadly than just the individual who
ma

ans

end up being the defendant or identi-
fied as a rerrorist precisely because |inves-

tigarors] are trying to develop the case ™
NSLs are cften used ro map a “communiry

ofingerest” based on an inirial suspecr

ing circle,” a process that may entail gather-

ing information abotir persons “rwo or three
rens removed” Fr he tareer’® Ofter
steps removed” from the targer.’”” Often
FBI officials who signed ofl on boilerplare
NSL language seeking broad “community of

interest” data “were not even

ware that they
were making such requeses” ' As the OIG
noted, given the staturory requirement thac
records be obtained via NSL only following a
derermination of relevance by designared of-

ficials, this practice “violared the ECPA, the
Atrormey General’s NSI Guidelines, and FBI
policy.”™”

More Letters, Diminishing Rerurns
Agents interviewed by the OIG have ger
y indicated that they find NSLs highly
useful—bur as with Section 215 orders,
much of this usefulness consists in generar-
is and then eliminating the prob-
able dead ends™*® While this is,
important goal, the ease of NSL information
gathering may also lower the direshold for

era

ing new lea

{course, an

which leads are worth pursuing. Tt may even

e, where

create a viciots ¢ g
information generates more leads, requiring
that still more information be collecred in
order to shrink the balisoning poel of po-

hering more
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tential suspeces. As Michael Woods, a former
senior FBI attorney by
on the post-9/11 climate ar the Bureau:

s explained, reflecting

Allof a sudden, every lead needed to be
looked at. The anmosphere was such
that you didn’t want to be the guy
who overlooked the next Moussaoui.
... If you're telling the FBI people
over and over you need to be preemp-
tive, you need to get out there before
mething happens, youw're pushing
people roward a fishing expedition.
We heard over and over again, connect
the dots, and we were pushing the
envelope and deing things that, in the
old days, would have scemed beyond

E

che pale.'t?

This makes sense, however, only if the inabil-
ity to exhaustively pursue a large number of
ower-thrashold le s asignificant cause of
intelligence failure. Bur there is lictle evidence
for this proposition. Several perpetrators of
the 9/11 rerror actacks—notably Khalid al-
Midhar and Nawaf al-Hazmi—were known
al Qaeda associates who had beer: moni-
tored by the Central Intelligence Agency well
before they entered the United Stares. The
failure to detect and disrupt that plot, then,
cannot be attribured to an excessively high
threshold for following up leads: chose indi-
viduals plainly met any reasonable threshold
for investigation, and indeed, could clearly
have been extensively monitored pursuant to
pre-Patriot authorities. As in the case o
arias Moussaoui, the problem was not inad-
equarte information collection, bur inadequare

sharing and analysis of information already
collected.'” Other provisions of the Pacriot
Actand subsequent legislarjat1 have properly
aimed to remedy some of wral
{and, indeed, culeural) problems—bur it is far
less clear that a paucity of raw dara prior to

the expansion of NSL authority was a genu-
ine problem requiring a solution.
Arnyroolused as frequently as NSLs will, of
retrospectively be seen to have played
a role in some successful investigations. But

Investigative
efforts are
expanding, with
easier access to
records enabling
a larger number
of investigations
to be pursued
with a lower
threshold of

suspicion.



Records were
improperly
obtained on
reporters for
the Washington
Post and the New
York Times—in
violation of
both the law
and internal
regulations,
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this is a poor metric of their general utility,
heir primary function is
ary filtering of large numbers of people
w identify individuals—such as terrorists—
with extremely low frequency in the popu-
lation, We do not normally test che general
public for very rare diseases, bec
very accurate test will rend to produce anun-
acceprably high number of false positives for
each accurate diagnosis. ' In incelligence no

pre-

se even a

less than in epidemiclogy, the proper policy
question is not whether any par v tool
generates some data that is useful in a suc-
cesstul investigarion, but whecher it provides
ary informarion ar the mar-
gin—information that could not have been
obrained using (for example) a combinarion
of narrower, pre-Parrior NSLs and judicially
aurhorized Secrion 215 orders—to justify
costs of diminished privacy and resources ex-
pended chasing false pesitives. On the basis
of"
review by an experr panel of the Narion
Research Council has cautioned againse reli
ance on predicnve data mining in the War on
Terror, 122

encugh nece

1w

ese very considerations, an independen

Though it is difficulr to say definitively
withourt access to classified records, publicly
available data provides some reason to believe
we have passed the point of diminishing re-
turns. Of the fraction of FBI terror investiga-
dons ultimarely referred to U.S. attermeys in
2001, immediately after the 9/11 arracks, 66
percent resulted in prosecutions in 2002, By
2009, the rrumber had fallen to 21 percen
meaning federal prosecutors were declin-
ing to pursue nearly 80 percent of the cases
referred to them by the FBL'** Tt
prison sencence for international rervorism
prosecutions resulting in convictions fell
from 40 months in 2004 to § months in 2006,
suggesting that the great majority involved of-
fenses substantially less serious than planned
attacks on Americans.'?*

Tn shaort, it seems at least plausible that
investigative efforts are expanding ro fill the
available space created by enhanced author-
ities, w

=
|

e average

sier access to records enabling

a larger number of investigations to be pur-

18

ved with a lower threshold of suspicion. If
tisargued that NSLs are necessary to quic
ly sort through large numbers of ulei
unproductive leads, we should at least insist
on evidence that there is some measurable
benefit to openinig so mary investigations i
the first place. Ir is telling, as the Americ
Civil Liberties Union notes, that “every time
an NSL recipient has challenged an NSL in
court, the government has ultimarely with-
drawn its demand for records”—a partern
that is exrremely difficult to reconcile with
ims that those demands are essential to
safeguard against rerror arracks. 2

After investigations are closed—and re-
gardless of whether they result in p
tion, or any grounds for suspicion ¢
persens whose records have been obrained
are guiley of anything—“once information is
obrained in response to a national security
Letrer, it is indefinitely rerained and retriev-
able by the many authorized personnel who
have access ro various FBI databases”
Some 13,000 users, wichin both the FBI and
other government agencies, have access to
the billions of records contained in one of
the most exrensive databases, the Investiga-
tive Data Warehouse.'*” As recent large-scale
releases of classified documents by the w
tleblowing website WikiLeaks have shown, a.
single user in the digiral era—whether acting
from misgt

ely

[

9

ed idealism or more sinister
moti

—may be able to extract enormous
quantitics of sensitive informarion, even

from putatively secure databases.'®

A History of “Widespread and Serious
Misuse”

Already, these sweeping authorities have
been subject to widespread misuse. A review
by Electronic Fronger Foundartion of
soine 800 violations of the law or internal
guidelines reported to the Intelligence Over-
sight Board from 2001-2006 found that
nearly a third involved National Security Let-
ters. ' Sdill more troub all sample
iewed by the OTG found thac
22 percent contained potential violations
that had #e

o
g,

been rep

rted, many involv-




ing the acquisition and retention of records
eyond the legitimate scope of the NSL.

Perhaps the most disturbing viola
the rules governing surveillance powers in-
volve the use of so-called “exigent letrers™ and
informal requests for telecommunications
dara to bypass the NSL appr
sight process. Berween 2003 and 2006, agents
in the FBI's Communicarions Analysis Unit
issued 722 of these exigenr lerrers to obrain
data from providers without appropriate le-
gal process, often indicating that an NSL or
subpoena would be provided lacer '™ While
ECPA does contain a provision covering dis-
L‘IOS\H‘(‘ m g(‘ﬂmne K‘!T‘f‘l’gl‘ﬂ(“f

Land over-

as when an

attack is believed to be imiminent, that excep-
tion was not invoked in these instances, and
would have applied to only a riny fraction of
the putatively exigent cases,'*? Among those
whose records were improperly obtained
wete reporters for the Washington Post and the
New Yerk Times—in violation of both rhe law
and internal regulations requiring thar che

atrorney general approve such requests.

Still more incredibly, investigators soughe
records pertaining o more than 3,500 cele-
phene vwmbers without any process ar o,
simply requesting records “verbally during
telephone calls or visits o the providers’
Communicarions Analysis Unit work sta-
tions, or on pieces of paper, such as Post-it
notes.”'?

FBI officials would later atrempr to cover
these impropricties after the face by issuing
blanket NSLs covering hundreds of phone
numbers.' ¥ But at Jeast 266 phone numbers
for which records were improperly acquired
“were related to crimi

)
domestic terrorism investigations for which
NSLs are not an authorized technique un-
der the BCPA NSL statute. the Artorney
General’s NSI Guidelines, or FB po. .

When the OIG interviewed the personnel
responsible for these practices, it found thac

“no one could satisfactorily explain their
instead offering only
unpersuasive excuses.”'?” Supervisors had,
arone poing, attempred to implemenr a da-
tabase to track requests to telecommunica-

actions,

e variety of

19
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tions providers, but agents refused to use
the new syste: e they did not want
the responsibil -inputting the daca”
While it is conceivable that this reluctance
stemmed from an exi ¢ aversion to cleri-
cal work, it may also indicare that ar least
some of them may have had doubrs abour
the legality of the prevailing practices. Tt is
similarly telling that when information ob-
tained by these

extralegal means was lacer
cited in the small sample of warrant applica-
tions to the secret Foreign Intelligence Sur-
veillance Couut reviewed by OIG, I
sennel filed inaccurate sworn daclarations
with the FISA Court to the effect thar the
subscriber or calling activity information
was obrained in response to NSLsora
jury subpoena, when in fact the infor
tion was obtained by other means, stich as
exigent lerrers ™ Again, while it is possible
to ascribe these false statements to innocent
0 consiseent \Vifh a deswe
uriny of the use of exigent
lecrers and informal requests.

arT

or-

error, they are al

te avoid F

The Nature of Intelligence Abuses

While the use of exigent letters was finally
formally barred in 2007, it seems clear that
the broad and discretionary narure of NSL
authority was a key factor in allowing the
practice to continue for several years—v
arcment of Justice
atrorneys became aware of it. While ;
ably this particalar form of abuse is not now
likely to continue, its scale and persistence
confirms the general tendency for admirably
dedicated investigators, precisely as a func-
tion of their dedication, ro strerch the limits
of their authoriry when unchecked by a neu-
tral and detached magistrate, It demands
oo much to expect agents properly focused
o whar is expedient in a specifi
tion to simultaneously balance their needs
against the aggregate interest in preserving a
general system of liberties and privacy pro-

after supervisors and De

FESULD-

C lnvestiga-

ons

Tndeed, from a systemic perspective, ex-
cessive focus on particular “abuses” may be
something of a red herring. It would, after

It would be
troubling if the
authority to
acquire records
were simply
broadened so
far that almost
nothing counted
as an abuse.



National Security
Letters permit
the collection
and retention
of an enormous
amount of
serisitive
information
about innocent
Americans for
the most part
innocent.

145

all, be far more troubling if the authority
to acquire records were simply broadened
so far thar almost nothing counted as an
abuse. The real issue is that even if used pre-
cisely as intended, NSLs permit the collec-
ton and retention of an enormotus antount
of sensitive information about innocent
Americans for the most part.

The histery of intelligence abuses in the
United Staces suggests the ce of
such large databases in itself increases the
risk of abuse, even if the inirial collection
irself is consistent wich the letter of the law.
While our system of checks and balances is
designed ro exclude improperly obrained in-
formation at trial, historical abuses of intelli-
gence surveillance have more often involved
the exrralegal use of informarion to intimi-
date or harass political dissidents, journal-
ists, and even judges and legislators.? As
the Senare committee headed by Sen. Frank

a

the existers

11

ized the resulis of its inten-
it the 1970s:

hurch sumne,

sive investigation

o mary people have been spied upon
by too many Government agencies

and too much information has been
collected. The Gover 1t has often
undertakern: the secrer surveillance of
citizens on the basis of their political
beliets, even when those beliefs posed
no threat of violer
on behalf of 4 hostile foreign power
The Government, operating primarily
through secret informants, but also

using other intrusive techniques suck

1T

ce or illegal acts

as wiretaps, microphone “bugs,” sur-
repritious mail opening, and break-
ins, has swept in vast amounrs of
information abour the personal lives,

views, and associari: of American

citizens. Investigations of groups
deemed porentially dangerous—and
ps suspected of associ
ing with potentially dangerous organi-
des,
daspire the fact that those groups i
not engage in L}m;n\'ful activity.
Groups and individuals have been

even of grou

zaticns—have continued for de

harassed and disrupted because of
their political views and their life-
styles. Tnvestigarions have been based
upon vague srandards whose breadch
made excessive collection inevitable.
Unsavory and vicious tactics have been
employed—including anonymeous at-
rempts o break up marriages, dis-
l'UPr |Tl(‘(‘riﬂg* OSLractze pﬁ’l’SOIXS F'OiTA
their professi and provoke targer
groups inco rivalries chat might resulc
in dearhs. Tntelligence agencies have
served the political and persor
tives of presidents and other high off-
cials. While the agencies often com-
mitted excesses in response to pressure
from high officials in the Bxecurive
branch and Congress, they also occa-
sionaily inic
and then concealed them from officials
whom they had a duty to inform,'!

oS,

al objec-

ed improper activities

in many cases—although not all—the initial
monitoring of domestic rargers was itself
improper, and there has been an under-
standable rendency to see this as che sine qua
non of abuse. Bur in a 21st- century teck
logical context, an enormous quantity of

no-

information about group political activities,
sich previously would have been obtain-
able only via rargeted direct surveillance,
ay be derivable by means of sophisric

wlh

red

analysis of telecommumications meradara
swept up in the course of facially legitimare
investigations, Under rules that pernit tl
sweeping collecrion of such data—especially
if dead-end leads are both numerous and
disproportionarely concern unpepular (but
aonviolent) political and religious groups—
the potential for inappropriate futuire use of
informagion will not necessarily be linked
with improper intent at the acquisition
inimization rules limiting recention
iortof data—which should be
strengthened—can mitigate this risk to some

exterit. Bur harms of this type are inherencl;
difficulr ro detecr, and the mere exisrence of
s has the potential to
chill protected political activity.

1;
such massive datab;
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Just Another Subpoena?

Like Section: 215 orders, Narional Secu-
rity Lerters are routinely defended on the
grounds char they only grant intelligence
investigators “the same” authority thar is
ailable to criminal in
mechanisms as administracive or grand-jury
subpoenas.** Even in the criminal context,
it bears noting that the routine investiga-
ove use of third-party document subpoe-
nas is a late 20ch-cenury development that
has occasioned fierce criticism from Fourth
Amendment scholars.'™ But these
gies alse rypically elide a number of impor-
tant and fundamental differences between
NSLs and the subpoenas typically used in
iminal investigations.

While the grand jury, as it exists roday, is
often subordin:

a such

/eSTIGALOLS v

alo-

[

re [0 Prosecutors in practice,
the “theory of its funcrion,” as Justice Anto-
nin Scalia has writren, “is chac it belongs to
no branch of che institutional Governmenr,
asakind of buffer or referse between
1 Tllis
tem”
ted to its broad investigaro-

serving
the Government and the people.
“anique role in our eriminal justi
narely
ry powers, which may be exercised in service
of “determining whether or net a crime has
been commirred.”*® This function bears
the greatest resemblance to the most fre-
quent use of National Security Letrers—
a ool for exhaustively following-up leads,
typically in order wo close off unpromising
avenues of investigation—except that recipi-
ents of grand-jury subpoenas are generally
not subject to indefinite gag orders barring
disclosure of their own testimony. Trial sub-
poenas issued ar the discretion of federal

1CE Sy

s

prosecurors, by contrast, are botnd by more
stringent procedural restrictions: they are
typically tied ro a particular criminal offense
char there are grounds for believing has been
or will be committed, and they are meant
be relatively narrowly calculated to pr
admissible evidence of that offense.*

Perhaps the most Important pra
difference, however, is that Nacional Secu-
riry Lerrers are fundamentally se
whose recipients are, in most cases, indefi-

cret tocls
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nitely bound from disclosing even their
existence to the general public. The details
of ¢
merely for the durarion of a specific inves-
tigarion, but effectively forever. This not
only removes one important kind of che
on the agents using che aurhority, buc also
importantly alrers the incentives fac
recipients of dernands for information.

Acor h the recenc case of Gon-
zales v. Goo re."” The In-
ternet search-giant Google moved to quash
a subpoena seeking a sample of user search
queries, which the government hoped would
be relevant to its defense of the controversial
Child Online Protection Act against a chal-
lenge by the American Civil Liberties Union.
The company made clear that a primary ba-
sis for irs challenge was the fear of losing us-
ers’ trust, and that “even a perception that
Google is acquiescing to the Government's
demands to release its query log would
harm Google's business.”'* Though r
ively unmoved by this “business goodwi
argument, the court sua sponte raised its in-
dependent concerns about the implications
of the requiest on the privacy of Goegle's us-
ors, an tely rejected che demand for
even anonymized query logs. While Google’s
veputarional interest did not prove decisive
in blocking the demand for informarion, it
did provide an imporrant motive for the ju-
dicial review thar allowed user privacy inter:
ests to be weighed against the government’s
need for information.

Contrast the track record of National Se-
curity Letrers, where in many cases employ-

heir use rypically remain shrouded, not

K

ing the

ALISOD W)

ees from ions firms

Iy

quests, bur

ajor telecommunic

not o

] proper re-
10 a substantial degree the
s In the
InY

sample of reporred viol
the Blecironic Frontier Foundartio
than Aalf of those related ro NSLs oceus
because “the private entity receiving the
NSL either provided more informari
vequested or turned over informartion with-
our re: lid legal justification from
the FBL?SY In one particularly egregious

n cthan

o

nga

The potential for
nappropriate
future use of
collected tele-
communications
metadata will not
necessarily be
linked with
improper intent
at the acquisition
stage.



In many cases
employees

from major tele-
communications
firms not only
failed to object
to improper
requests,

but were the
instigators of the
abusive practices.
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case, a provider responded to a request for
cader in ation” with “two CDs
containing the full content of all e-mails in
the accounts.”*! As BFF concluded:

e-ma

P,

Companies were all too willing to
comply with the FBI's requests, and
—in many cases—the Bureau read-
produced
informarion 1nto its investigatory
databases."*

ily incorporarec

€ ovel

This presents a potentiaily serious problem,
because even where che Fourth Amendment
does net protect data againse disclosure, gov-
ernment  searches of telecornmunications
records, in particular, may implicate distinet
F‘;l'Sf Aﬂ!(‘ﬂdﬂ]\‘ﬂf inn’r(’s(s. Th(‘ p?rmaﬂenr
secrecy surrounding Narional Security Let-
ters—which, again, appear to be used primarily
to obtain information abotir people who are
not ultimarely found o be engaged in wrong-
doing—means thar the recipients will typically
lack both the informarion that would be nec-
essary to determine when a challenige on First
Amendment grounds might be appropriate
and, as importantly, the incentive te do so.

Where the Fourth Amendment Meets
the First Amendment

As Justice Powell observed in his majoriry
the Keith case, national security
gations “often reflece a convergence
of First and Fourth Amendment values not
present ir t
the inv
stronger i also is there grear-
er jeopardy to constturionally protecred
speech. ™ These concerns are far from hy-
pothetical: in at leasc one case noced by the
Inspector Gene the FBI initially sought
tion 215 order for records, which the
FISA court denied on the basis of First
Amendment con Bureau then pro-
ceeded to obtain the very same records using

op
inves

ron. in

ses of ‘ordinary’ erime. Though

adve du

such cases, s0

of the execiitive may be

erns. The

Narional Securicy Letters, even though the
NSL sratuges are nominally subject to the
same Fisst Amendment constraints as Sec-
tion 215 orders. '

One obvious interest implicated by NSLs
seeking information about Triternet activi
is thar of anonymous speech. The Supreme
Couut has held that
ymous, like other decisions
concerning omissions or additons to the
conzent of a publication, is an aspect of the
freedom of speech protecred by the First
Amendment””" The Constiturion itself, af-
ter all, owes irs existence in no small parr o
the pseudonymously-published pamphlers
now know as The Federalist F'ap
For
courts

ies

1 auther’s decision

€0 Temain ano

this reason, a growing number of
have found it appropriate to apply
heightened standards te civil subpoenas
whose purpose is to uncover the identity of
an anonymots online speaker.** While the
precise scandards employed vary from court
to court, require-
ment of norice (via an intermediary) to the
defendant before his identity is disclosed to
the plaintiff, some prima facie showing to
establish the strength of the plainciff
and a judicial balancing of the plamtiff’s in-
terest against the burden on speech enrailed
by disclosure 17

The First Amendment protects not only
the right to speak, but als 2 corollary “right
to receive informarion and ideas.™® Thus,
some legal scholars have argued for a paral-
lel right to read anonymously, which could
similarly be burdened by NSLs targeting
websires hosting concroversial conrent !>
Here, o0, courts have suggested that sub-
poenas seeking to reveal the reading habies
ccr to heighrened
rerme Court of Colorado
ght-
cattse

commonfearures include

5 case,

of a targer would be su
scrutiny. % The Suy
has exrended this logic o impose hei
ened standards,
search warrants “directed o booksrores, de-
ading information about the reading his-
usromers,” on the grounds thar they
upon the First Amendment rights
mers and booksrores because com-
g records
threarens to destroy the anonymiry upon

$al

even upen probable

pelled disclosure of book-buyi

which many customers depend:
There is 1o obvious reason to think this
logic any less applicable to the Internet than



to bookstores—and, indeed, substancial

I

anything, more heavily on the sense of ano-
nymiry the Web provides. For example, 40
percent of Internet users, by one estimate,
visit pornegraphic websites each month. 1%
More than a third have visited sires related
to sensitive personal issues, such as online
support groups or sites providing infor-
mation about medical conditions.!® The
willingness of users to seek information on
such sensitive topics will often depend on
the belief cha: 1 ANoNymous in
doing so.

Finally, the Supreme Court has recog-
nized a First Amendment interest in “ex-
pressive association,” holding in NAACP v
Alabama chat “immunicy £
of membership lists” may be necessary o
preserve the “right of the members to pursue
their lawful private interests privarely and e
associate freely wich others in so doing.”'*!
is is, necessarily, an incerest that does not
wrn on whether a chird party encity has
access to the data in question. It is also an
interest especially likely to be implicated as
es use NSL-derived data
med precisely at inferring

E

1

hey rem.

rOI SLAte SCIULiny

gOvernment agenc
for link analysis ai
group SIrUCTULes

cotntmi-
nication. In the context of the War on Terror,
there is ample evidence thar the practice of
using NSLs to “follow every lead” is parricu-
larly likely to sweep in dara about members
of controversial (but peaceful} political and
religious groups, even if only for the purpose
of establishing the absence of a connection
with more dangerous groups that may hold
superficially similar radical views. '™
Obvictisly, as organizarions make use of e-
mail and the Internet to communicate with
and coordinate their membership, requests
for relecommunications metadata will often
tend to reveal such group associations—and
when the organization itself is targeted, will
be rantam

rom patterns of

t to straightforward acquisi-
ton of a membership roster. Suppose, for
example, an NSL “community of interest”
request takes as its starting point a member
of a group mailing list devored to political

cumstantial evidence that users rely, if’
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advocacy. The acquisidion of the “second!
degree” transactional records for the list’s e-
mail address will notonly, in effect, reveal the
full membership list of the group, bue is also
likely to provide fairly derailed informacion
abotir which are the most active parric
This is true not only with respect ro tradition-
al, formally incorporated political enticies,
but selforganizing ad-hoc groups, which le-
gal scholar Katherine Strandburg bas dubbed
riong*"* These kinds of
nformal, botrom-up associations may be es-
pecially sensidve to chilling effects, precisely
because they will often lack the nstituri
resources to protect themselves posst
more formal, traditional activist en
as the NAACP,

Nartional Security Letters, then, give us
an unfortunate confluence of fearures. Con-
ing Justice Powell’s warning, they seem
especially likely to incrude on protvecred do-
mains of religious or political speech and
ion, as they are used in a sweeping
effort o ly identify the miniscule
ber of dangerous needles in a largely
benign hayscack. The extreme secrecy sur-
rounding them, meanwhile, effectively
inates the pr 1 by which ju-
dicial scrutiny is often brought to bear when
those interests are implicated by (infrinsical-
Iy narrower) criminal investigations. All of
this coincides with massively increased ca-
pabilities to process, share, and indefinirely
store whatever dara is obrained, exacerbar-
ing the risk that the aggregate information
contained in government databases may be
subject to pernicious uses unforeseen—and
perhaps unforesee

Tic

“emergent associ

Precimprrve
nur

acrical mechanis

able—at che tine any par-

ticular piece of data is acquired.

Recommendations

There is lictle doube investgarors find
NSLs useful ar venient. Bue given the
risk to core civil-liberties interests posed by
such sweeping and discretionary tools, con-
venience is an inadequate justification. The
secret acquisition, wichout judicial approval,
of sensitive records pertaining te preswmp-
tively innocent Americans should not be

[

National Security
Letters seem
especially likely
to intrude

on protected
domains of
religious or
political speech
and association.



The secret
acquisition of
sensitive records
pertaining to
presumptively
innocent
Americans
should not be
countenanced
without clear
evidence that it

is necessary to
the prevention of
serious harm to
national security,
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countenanced wichoue clear evidence that
it is necessary to the prevention of serious
harm to national security, and that any more
lunired authority would be insufficient to
accomplish this goal. Nothing in the public
record suggests that this burden can be met.
Of the five types of National Secuss
ters, ECPANSLs for comr
present che maost serious threat to protecred
privacy incerests and civil-liberties interests.
The Patrict Acr's expansion of ECPA NSL au-
thority ro investigations designed ro protect
against international rerrorism should be re-
tained, along with the delegation of issuing
authority to field offices, assuming ongo-
d review. Its scope should oth-
erwise be returned ro its pre-Pacrior limits.
ECPA NSLs for “toll records” or their Tnter-
ner equivalenr should be limited to persons
believed, on the basis of specific facts, to be
agents of some foreign power. Any effort to
cope from toll records ro elec-

LIONIC COMUNUICAHONS transaction records

y Let-

nications records

ing centrali

expand thei

generally should be especially resisted, since
the practical implicarions for privacy inter-
ests of stuch broad auchority are effectively
impossible to predicr given the speed of tech-
nological change. More restricred NSL:
ing basic subscriber information, should be
available for persons in direct communica-
tion with those suspected agents

This scructure properly balance
for investigarive flexibilicy with the pri
interests of largely innocent parties. It al-
lows analysts to determine the identities of

Seek-

the need

persons with whom acrual investigarive sub-
jects are in contact, but does not permit the
exposure of potentally sensirive patrerns

of communication and association on the
basis of any casual link to a single suspect.
Tn combination with evidence obrained by
other investigative means, this should e
able agents to establish which persons re-
quire Further serutiny.

If there is some reason to think the re-
cords of particular parties in cor
rarger are relevant to the investigation, but
there are insufficient grounds for conclud-
ing that those parties are themselves agents

with a

ofa foreign power, the informarion ebrained
at that stage can be employed to make the
requisite showing to the FISA court for a
Section 215 order seeking more-derailed re-
cords. This structure @il grants enormous

flexibility to investigators, permitting
nt to a relatively per-
missive standard, but ensures that records
impli

cess to records pursts

ing core speech and association
inrerests are not routinely obrained aboutr
ii}lioccﬂf pCISOI‘AS \V“lwollf fhﬂ ﬂppi"ﬁvﬂl Qf
an independent magistrate. While it may
be rempting to insist that a court order be
obtained for gl records, this could have che
perverse consequence of yielding grearter in-

trusion, as agents would have an incentive
to sweep as broadly
order—obviating the need for multiple ap-
plicarions—ev
would suffice.

A similar process should obrain for fi-
nancial-record NSLs. That is, they should
permir investigators to obrain derailed re-
cords only for persons believed, on the ba-

s, to be agents of foreign
powers. They may also permit idenrificario
of other parties to those transactions—st
as the recipient of a wire transfer. Records
of these parties, however, should be acquired

possible in a single

en when more-limired records

sis of specific fa

se full ¢
stain less-sensi

edit reports
e and det
formation, and are attended by lesser expec-
tations of privacy, the current standard for

ed in-

m they are being usad
an appropriately narrow fashion

As with Section 215 orders, the gag provi-
sions of the NSL statutes should be modified
t1m to che ruling in Doe v, Mukasey.'”
ersight and minimization proce
which the Justice Department has already
agreed to implement on a voluntary basis
should similarly be codified in statute to
ensure they are net quietly eroded by the
decisions of future administrations.'®® Tn
particular, when an investigation is closed
without further legal or intell

ures

nce action
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g taken, records obrained in the course
of that investigation should be purged
FBI darabases, by <lefault, after some fixed
period of time. There is no legitimare reason
o indefinitely retain detailed information
about tens of thousands of Americans who
are not suspected of involvement in terror
or espionage. Noewithstanding any changes,
the myriad problems already identified with
the use of National Security Letters, and the
incredible scale of their use, suggests that
this expanded autherity should be subject
o a sunset and reg ing by the In-
specror General to ensure that they are sub-
it‘ff jis) L‘On(iﬂ‘.nng l'{"\“{’“i

om

Conclusion

It has become commonplace over the last
decade to speak of the need to balance priva-
cy and security intervests. While it is certainly
trite that trade-offs between these values are
sometimes incvirable, we should nor allow
the metaphor to mislead us into viewing
chem as inherently conflicring. Often we

an have both.

The refe paper are
giided by that principle: they seek o limir the
UO‘/C“ Pﬂ]“ﬂf s .1!|'._Y o IﬂVﬂdC Tlie pn‘\'acy DI
vnnor‘enr Am(’rira 18 “'lrh(“\“' ComprOmAUng
the effectiveness of ools the intelligence com-
munity truly reqw iires to detect and appr«lm’)d
L(‘ll(‘llsfs. n f,‘ A“Tl;lf(_ Ofpﬂﬂu ﬂﬂd uncer-
tainty following the artacks of 9/11—with
no clear understanding of how the arrackers
had gone undetecred, how many more might
be wairing to strike again, or whar methods
might prove necessary to detect them:
should not be surprising that we erred on the
sicle of gra nnﬂg GOVEINMmEnt more pOwer w
. Now, with the benefit of a
decade’s experience, we have an opporaunity
o do better.

ns proposed in this

fewer res

ons.
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Therefore, we urge Congress to reauthorize these three important provisions.

Sincerely,

((}rsi&w bt i‘@wﬁ

John Quinn

President of ASCIA

Director

Division of Criminal Investigation
State of lowa

www.ascia.org
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FEDERAL LAW ENFORCEMENT CFFICERS ASSOCIATION
P.O. Box 326 Lewisberry, PA 17339
www.fleoa.org
(7173 938-2300

March 8, 2011

The Honorable Lamar Smith

House Committee on the Judiciary
United States House of Representatives
Washington, DC 20515

G The Honorable John Conyers, Jr.
Ranking Member

House Committee on the Judiciary
United States House of Representatives
Washington, DC 20515

Dear Chairman Smith and Ranking Member Conyers:

On behalf of the 26,000 members of the Federal Law
Enforcement Officers Association (FLEOA), T am
prepared to support legislation that seeks to incorporate a
long-term solution to the USA PATRIOT Act’s
problematic reoccurring expiration date. It is of
paramount importance to federal law enforcement
officers that the online surveillance provisions of the
USA PATRIOT Improvement and Reauthorization Act
of 2005 continue, are protected from expiring and are not
degraded or impeded by any further restrictions of the
currently existing authorities. FLEOA is the largest non-
partisan, non-profit law enforcement association
representing over 26,000 federal law enforcement
officers from 65 federal agencies.

FLEOA has the distinct honor of representing the
interests of law enforcement officers from the
Department of Justice, Department of Homeland
Security, Department of State, Department of Defense,
Department of Treasury, and a host of other agencies.
These officers are the front-line guardians that protect
our nation from terrorist and criminal threats. They
are the ones that have used the provisions in the USA
PATRIOT Act to keep Americans safe under the
microscope of strict Agency and judicial oversight that
has yet to be cited as "excessive."
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The USA PATRIOT Act gave law enforcement 21st
Century tools to combat 21st Century crimes. In today's
world, terrorist and criminals use the internet, cellular
and satellite phones, phishing schemes, social
networking and wire transfers to affect their crimes.
Prior to the USA PATRIOT Act, law enforcement found
itself playing catch up to terrorists’ schemes. Today, as
has been evidenced by many recently thwarted terrorist
plots, federal law enforcement officers can be ahead of
violent criminals and better protect the American
citizenry, FLEOA sees this act as a crucial tool for law
enforcement, and not something that should periodically
expire.

Currently, there are a few legislative proposals that have
been introduced to extend the provisions of the USA
PATRIOT Act. Each would continue to allow roving
wiretaps of suspects who change computers or phone
numbers to avoid monitoring; tracking of individuals of
interest with no known links to terrorist groups; and
retrieval of records and other tangible evidence from
organizations with a court order. Unfortunately, they
only allow for a short-term fix, and do not provide any
long-term support for federal law enforcement officers.

Crime and terrorism will not "sunset" and terrorists don’t
need any "extension” to continue their heinous activities.
Just like handcuff's, this tool should be a permanent part
of the law enforcement arsenal. Arguments to the
contrary are flawed and don't recognize the reality that
the Act has been judiciously used and has kept
American's safe. The Department of Justice’s, Office of
Inspector General and the Inspectors General within the
Intelligence community, are staffed by dedicated Special
Agents who are capable of investigating any allegations
of abuse. With their professional oversight, there is no
need for a short-term expiration date.

As you move forward to a reauthorization of the act, we
strongly encourage you to pay close attention to any
amendments to law that might impede or degrade the
ability of law enforcement officers to act as swiftly as
possible. It is imperative to the effectiveness of law
enforcement’s ability to protect our communities that
they have timely and broad access to information and the
ability to put that information to use as they deploy.
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Those of us in law enforcement are well aware of the
crucial importance of the first three hours after a
kidnapping. Whether or not the victim survives often
depends on the actions of responding and investigating
officers during these crucial first three hours. Our society
has seen fit, based on the nature of that crime and the
exigent circumstances involved, to granting special
authorities and allowances to investigating officers when
responding to a kidnapping. We urge you to view the
investigation of terrorist acts in the same light and not to
place any further burdens on our Federal Law
Enforcement Officers while they conduct these
extremely important, dangerous, and time sensitive
investigations.

We thank you for your continued efforts to resolve issues
surrounding this important reauthorization and we stand
ready to offer any support you should need.

Respecttully yours,
Son Adler

J. Adler
National President
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murderous idealogy. The Pakistani Taltban has vewed revenge and bragged “{wle alrendy have
aur people i America, and weare ser ng more there:” We agtee with CIA Director Pinetis
recent statements it an incerview. with Brian Williams of NBC Nightly News thatse.should not
“kid ourselves thar killing Osama bis Laden kills 4 Qasde. . ., They'ts still soltg o fry to atlack
cur couniry. . .. Welve damaged them, but we still Tuve to defedtl them,™ Given this, we are
dismayed thatsome Members of e Unitert States House of Representatives may be bestturit to
suppottreastlorization ol theexpiring Patriol Act authorities.

W dind thut the concerns expressed about teauthorization roflect confusion about tie
natweof the expiring auihicriie Sy limportance in safeguarding Arerics frovn Turore
attacks.  Sectivn 215 of the Patriot Act has allowed luderal law extloreement 1o seek arders
requiring the production of business records that relate to foreign htelligence vperations or
international tercorisim. Under Scetion 206 of (he Act, lnw entoressent cai obtain wietap
orders only upon & showing af probuble cause for those whe attempt i evade garveilluhee by
using mudtiple communications devices: Fitially, the “lone wolf’ provision of the Tntelligence
Retorm and:- Terrorism Prevention Act of 2004 allows the FISA Court o issue surveillancs ordory
forthose non-1LS. persons ongaged i inferational terrorism or activities in prepatation of
verrorismy, Over the last decaile, out foderil Jaw caforcement counterparts have developed.a
recard of using these specific nformation gathering powers rosponsibly for their tatended
purpose of safeguanimg Amerwd fom another9-11,

We dlse (ind Huisgiided arguments that we must protect civil lihertics by Fixing in stature
srious internal procedures law enforeement agencies may ollow to etsure the respoiisilile use
efthe expiring Patrior Aut authorities. “Fixing an agency’s current internal prescedurcy to actual
legislative constraints s a bud ides bietause it ties the hands of our federsl compferparts. Th

especially dangerous fo do right now because law enforoeniont needs mvre flexibility than ever
i thewuke of our recent-success. As Al-Quedy and its symparhizers seek to avenge Bin-
Ladew's death wnid remesert thelt comtinund relevance nd efficacy; wenre likely to 'see significant
cliunges inhow they operate. These changes may neeessitate subtle dlierafions i how law
enforceinent ubilizes the expiring Patviot Aet authotities, F xing current procedures in legisiative
mandates could preglude such adjustme

od

The terrorist trganizativnie that dévhired war oh Awmerica sven before 411 are wounded
and-desperaie; but stitl dangerous. They are i encin ythat on =11 killed more Ardericans than
the:surpiise attack on Pearl Hacbor that Taunched World War 11 And they would ovenow, more
thar ever, to-carty out-another sachuatroeity on Amerisan soil, Thorelbre, we ask that before
House: Meimbers decline to-reziithorize or docide to- curtail authorities tradted to stop svich attacks
that they considerthst law enforcemerit needs these puwers tiow more than everto prevent
another 9:14 or something even worsd: Oue union appreciates your histarical suppiort of law
enfbrosnient: Weappreciate your attention to: our serious, concerms on this matter. Please di it
allow Amicriza’s recent Suceess-and the security from additional attacks it bur-armed forees,
aur intelligence contmunity, and federal, state, mdd local law-enforcoment bave provided sver the
almost ten ye e 9-11 to ull you into believiag that it i now saféeto puiaway of clitail the
wie altoolscredted after 9-11 to prevent anuther terrorist act on American soil.
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Sincerdly,

Fef Mullins
esident
Serpeants B

of New Y

valent Assoctation

ity
Menthers, Cagtitiuee on Uie Jediciny, T8, Hauke of Ry ntarives
Hon.Jolin Boelner, Speaker, UoS, House of Represeintatives

Hon. Naney Pefost, Minority Lester, TLS. House of Represent
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SOCIETY OF FORMER SPECIAL AGENTS
OF THE FEDERAL BUREAU OF INVESTIGATION, INC.

3717 FETTLER PARK DRIVE »* DUMFRIES, VIRGINIA 22025-2048
{BOO) 527-7372 » (703) 445-0026 * FAX {(703) 445-0039

May 5, 2011

The Honorable Lamar S. Smith
Chairman

U.S. House of Representatives
Committee on the Judiciary

2138 Rayburn House Office Building
Washington, D.C. 20515

Dear Congressman Smith:

On behalf of the 8000 members of the Society of Former Special Agents of
the Federal Bureau of Investigation, Inc. (Society), I am writing to inform you of our
views on the importance of permanently reauthorizing the three provisions of the
USA Patriot Act that are going to expire on May 28, 2011.

The Society was established in 1937 as a fraternal, educational, and
community-minded organization to preserve the FBI heritage in a spirit of friendship,
loyaity, and goodwill. As former and current Special Agents of the FBI, our members
are experienced in conducting sensitive criminal and terrorism investigations and are
concerned that any changes to the Patriot Act that would make it more difficult for
the FBI to fulfill its vital mission of protecting our great country.

In addition, the Society is concerned with the introduction of new issues that
could impede progress in reauthorizing these important national security provisions.
In view of the bipartisan consensus for the reauthorization of these provisions, we
hope that their expiration can be avoided.

Since the September 11, 2001 terrorist attacks, Federal law enforcement
agencies have effectively utilized three sections of the Patriot Act, namely: the
business records provision, the roving wiretap provision and the lone wolf
surveillance provision. These sections of the Patriot Act were adopted in direct
response to the September 11t attacks and to place new restrictions and
requirements on these sections of the Act would be detrimental to Federat law
enforcement efforts to detect and prevent future terrorist attacks.

The business records provision, Section 215 of the Patriot Act, allows
Investigators to apply to the U.S. Foreign Intelligence Surveillance Court (FISA
Court) for an order requiring the production of business records related to foreign
Intelligence operations or investigations of international terrorism. This provision is
utilized in specific and rare circumstances. However, despite the infrequent use of
the provision, the ability to access important records early in an investigation is
critical. The Society strongly encourages Congress to reauthorize this provision on a
permanent basis without limitations
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The roving wiretap provision, Section 206 of the Patriot Act, aliows the FISA
Court to issue wiretap authorizations that are not linked to specific telephones or
computers If-the subject of the surveillance demonslrates an intent to evade the
surveillance. It is absclutely essential to provide this ability to investigators dueto
the advanced technology employed by criminal and terrorism networks and
conspirators. The Failure to reauthcrize this provision of the Patriot Act or encumber
the provision with restrictions would jeopardize the impaortance of this valuable
investigative tool,

The lone wolf provision, Section 6001 of the Intelligence Reform and
Terrorism Prevention Act of 2004, provides the FISA Court with the authority to
approve surveillance of non-U.S. persons acting alone or not linked to ‘a foreign
entity who are engaged In international terrorism or activities in preparation of
terrorist acts. The lore walf provision provides law enforcement with an impartant
tool to ebtain necessary informatian to preverit dangerous terrorist acts from
occurring, The Society strongly encourages Congress not to allow this provision to
expire. or place restrictions on the pravision that would weaken this vital investigative
tool.

The Society respects and appreciates your leadership on these impartant
issues, ‘As former and current Special Agents of the FBI, our members are very
concerned with any changes to the Patriot Act that would make it maore difficult for
the FBI and other Federal law enforcement agencies to investigate terrorists and
their threats to our nation, We urge Congress to reauthorize the expiring provisions
of the Patriot Act permanently and without restrictions as the three expiring
provisions are essential to the security of our country,

Sincerely,
P 4 .
»\Z{L e ‘.{,‘;ifl«u«.,},z—{;

Lester A. Davis
President
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The Honorable Lamar Smith

House Commitlee on thie Judiciary
Utiited States House of chhst‘ntcm\ es
Washmumn DC 20515

‘The Honorable John Conyers, Ir:
Houise Comimittee on the Judiciary
United States House of Representatives
Washinaton, DC 20315

Dedr ( hairman Smith and Rdnlxmg Munher Lonveﬁ

The F'BI Agents. Assocmnon ("FBMA“) appreciates thm opporimm\ to submiit our views on
the importance. of  reauthorizing ‘the ~ expiring “provisions of the USA PATRIOT - Act
("PATRIOT ‘Act"y. The FBIAA is comprised of over 12,000 active duty and retired Agents.
nationwide and is the only professional association dedicated to advancing the goals of FBI
Agents: On behalf of the Special Agents of the FBL, we urge you to permanently reauthorize
the pmvmons of the PATRIOT Act and related laws thdt will expire on May 27, 2011

Bmme?s Rewrds

The !business recordq" provisioir.-§ 215 of the PATRIOT Act, allows criminal investigators
to apply to the U.S. Foreign Imelhécn\,c Surveillance Act Court ("FISA Court”) for an order
requiring the: producnon of business records related to- foreign intelligence operations. or ‘an
‘investigation of international terrorism. However, ne such order can be issued if it concerns
an investigation of a U'S. person based solely on that person’s exercise of his or her First
Amendment rights. : : .

This provision is used in specific and rare circumstances, As described by the Congressional
Research Service, the business records tool has been used “Sparingly and never o acquire
Tibrary, bookstores, medical or gun: sale ‘records.” Despite infrequent use. the ability to
access important bank. and telephane records: early-in investigations.is critical for eriminal
investigators, and leaders ‘in the Department of Justice and FBI have called the business
recards pravision a "vital tookin the war on ferror.” :

' Charles Doyle; Congtessional. Rc
2005y, lm’v WA
Service,

ch Serviee. USA PATRIOT “Act Sunset: ‘A Sketch {Jung 29,
i ?@e f!m Ed\xard €. lm Cnnuomonal Research

20711

Letter from-James' B. Camey: Deputy Attortey Lxemral w m. Hmmmblc 1 Dednis Hastett, 5pwhr
House of Representarives (July 6, 2004 available b bt o vodns il
Ot pdf mi

Post Office Box 1’61)0 ® Arhngton, Virginia 22219
A Nqn—GovernmcnpaI Association
(703) 247-2173 - Fax (703) 247-2175
E-mail: fbiaa@fbiaa.org ~  www.ibiaa.org
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Given that the provision has been used carefully and efféctively in investigations of térrorist
threats. the FBIAA récommends that Congress. reauihonfe {he Provision on. g permanent
basis'w Lth(mt new limitations on'its st

anfng ll~"r‘retrzgs

The 'roving wiretap" ‘provision, § 206 of the PATRIOT Act, allows the FISA Court to issue
wiretap orders that ‘are not linked to-specific phones or computers if the target of thL :
surveillance Has. dcmonstratcd anintent to evade surveillance.

The ability toobtain orders for-roving Wiretaps is absolutely essential to contemporary
¢rimiinal - and counterterrorism- investigations because  criminal nerworks have  become
technologically advanced and will oftén purchd%: and use many different mobile phones and
computers: i ordet to ‘evade Wll’CTap ctforts. ~ Law cnfoxcmmnt expetts-have. dusunbed the
‘roving: wiretap: provision as-a. "very critical measure" that" has - likely hel pui detect and
prevent-numerous terrorist-plots, including the plots o bomb multiple: synagogues in. New.
York City.

The FBIAA trges Congress to permanently: reauthorize the roving wiretap authority and niot
subject it to further restrictions. - The roving wiretap provision is already constramed by the
requirernents that the EISA Court must find probable cause that the target intends i evade
surveillanee to issue a wiretap: and thit mrinimization procedures ate followed tegarding the
collection, reterition; and dissemination -of mformation about: U.S. persons, A Tailure: (o
reauthorize the, Toving wiretap provision, or encumbering. the provigion with UNNeCessary
restrictions, would jeopardize the uuhtv of an impoftant investigative tool and could, a5
Direetor Mueller has warned, opm up a"gap in the law that...sophisticated terrorists ot spics
could easily uxploxt CHE ST I : :

Lone H"ol{SurveilIance'

The "lone wolf" provision, found in Section 6001 of the Intelligenice Reform and Terrorism
Prevention Act of 2004; allows the FISA Court 1o'issue:surveillance orders targeted at non-
LS. persons who engage in international terrorism. or activities it preparation of terrorism.
Prior to enactment of the lone wolf provision. the FISA Court could only issue surveillarice
orders if é’pecif ic evidence linked the targeted person 1o a foreign power or entitv. This meant
that non-ULS; individuals acting dlone could not be efféctively inv gstmatu_d even-if evidence
‘indicated that they were preparing to eng gage i infernational terrorism.

The FBTAA rccmnmend& that Congress permanenﬁv rﬂuthorm the lohe wolf. provision
because it is.a necessary part of combating contemporary terrorist. threats: (.c;mmmmauon
between individual terrorists and foreign governments and/or entities is often very-scarce.

2009,

SUSA Puprivr Act of SO0 I’euzmg Before ‘e Senare Seléct Compn. On itelfigence; 10" (kmgre,kﬁ
(July 0 20073 {statement. of FBI Direcror Rebery Mueller). .
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precisely because thése groups are sceking to-evade detection by law enforceraent, The'lone
wolf provision gives law enforcement an impunum tool to obtait the information necessary
to ensurc that threats are thwarted before tetrarists can act-on their plans. Congress should
not allow this pravision 16 expire, or place additional restrictions on the provision, as such
actions could make it more difficult fo investigate and prevent dangerous terrorist threats.

Coné]usiun

PBLAgents work dmmm to detect, investigate. and appr t‘hEﬂd m&\ uiua sund g
are engaged in a constant and evolving effort to-crafl and execute plots against the U
States and its citizens. - These expiring provisions of the PATRIOT Act and similar laws are
an'important part of the f’wht against terrorism, :

The: FBIAA appreciates vour ‘cansideration- of these ‘comments and: wrges Congress to

permanently reauthorize the expiring provisions of the PATRIOT Act without imposing new
“and unnccessary restnetions on their use. .

Very tiuly youss,

FBI Agents Association

/m/% L

konrad \/Iot\,l\d Presxdunt
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NATIONAL
FRATERNAL ORDER OF POLICE®

328 MASSACHUSETTS AVE., N.E.
WASHINGTON, DC 20002
PHONE 202-547-8189 « FAX 202-547-8190

CHUCK CANTERBURY JAMES 0. PASCO, JR,
NATIONAL PRESIDENT EXECUTIVE DIRECTOR
The Honorable F. James Sensenbrenner 11 May 2011
Chairman

Subcommittee on Crime, Terrorism and Homeland Security
Committee on the Judiciary

U.S. House of Representatives

‘Washington, D.C. 20515

Dear Mr. Chairman,

1 am writing on behalf of the members of the Fraternal Order of Police to advise you of our support
for H.R. 1800, the “FISA Sunsets Reauthorization Act,” which will be marked up this week.

This legislation would reauthorize, until 31 December 2017, two key provisions of the USA
PATRIOT Act--authorizations for roving wiretaps and orders for tangible things (commonly referred
to as “Section 215”)--which are set to expire in May of this year. The bill would also make permanent
a third provision which allows law enforcement to seek warrants against “lone wolf” terrorists,

These provisions enable law enforcement officers to use the same investigative tools used in criminal
cases against suspected terrorists seeking to attack our nation and its people. Without it, the
intelligence and law enforcement communities will be unable to share information about the ongoing
threats our nation faces and the ability of law enforcement to prevent futurc attacks will be
considerably lessened. Ensuring these vital {ools remain available to law enforcement is a priority for
the FOP, and we are prepared to work with the Administration and Congress to make other
improvements to the statute that may be needed. Terrorists and terrorist organizations are not a
static threat—they adapt and evolve, and the tactics and statutes we adopt to counter them must be
equally flexible.

‘We recognize that, in popular and media culture, the USA PATRIOT Act is portrayed as
controversial. This is an unjust and inaccurate portrayal. The law is one which has been carefully
considered and judiciously used and there is no record that any of the authorities granted by the Act
have been abused. It is a tool to catch terrorists and prevent terrorism, nothing more.  While the
United States won a significant victory by eliminating Osama bin Laden, we did not eliminate the
danger posed by al Qaeda and others seeking to do hann to the United States and her citizens.

It is our hope that the Subcommittee will act quickly on the legislation before we get any closer to the
expiration of these important provisions. As always, on behalf of the more than 335,000 members of
the Fraternal Order of Police, thank you for your leadership on this and so many other issues
nnportant to law enforcement. If I can provide any further information about the importance of this
issue, please do not hesitate to contact me or Executive Director Jim Pasco in my Washington office.

Clud Q€.

Chuck Canterbury

National President
—BUILD! ON A PROUD TRADITION—

wedliEn
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it is a tough reality that law enforcement agencies at every level are facing significant operational
challenges due to the tight budget environment. And yet our enemies are not shrinking in number, the
threats are not diminishing, and the sophistication of terrorists’ planning and communications methods is
not fessening. We are already doing more with less. Taking away investigative authorities will only make
matters worse.

We must not {et the fact that we have gone nearly 10 years without a major terrorist attack on U.S. soil {ull
us into complacency. We must redouble our efforts to detect and prevent acts of terrorism.
The MCSA urges Congress to reauthorize these three important provisions.

Sincerely,
Sheriff Doug Gillespie
President, MCSA
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National District Attorneys Association

$

;? % 44 Canal Conler Plaza, Suile 110, Alexandria, Virginia 22314
g . 2 703.549.9222/703.836.3195Fax
; :3& * www.ndaa.org

q&ﬂcvsl.\'\i“?ﬁv

May 11, 2011

Chairman Lamar Smith Ranking Member John Conyers
Housc Committee on the Judiciary Housc Committce on the Judiciary
2138 Rayburn Housc Office Building B351 Rayburn House Office Building
Washington, DC 20515 Washington, DC 20515

Dcar Chairman Smith and Ranking Member Convoers:

On behalf of the National District Attomeys Association, the oldest and largest organization
representing the interests of over 39,000 state and local prosecutors, we offer our full support
towards the rcauthorization of scveral cxpiring provisions of the USA PATRIOT Act.
Specifically, NDAA fully supports making the “lone wolf” definition in the existing statute
permanent, extending the roving wiretap provision for an additional six yvears and extending the
provision allowing law enforcement access to business records for an additional six vears.

Since the USA PATRIOT Act was passed by Congress and signed into law shortly after the
September 11, 2001 attacks on America, the three provisions listed above have been used
cffectively and judiciously by federal, state and local law enforcement to prevent another 9/11-
like attack from happening on American soil for nearly a decade. If any of these provisions were
allowed to expire, both domestic and international terrorists and terrorist organizations would be
ablc to usc substantial loopholcs in the United States Code to put America’s communitics at risk.
It is also important to notc that all branches of our government — Legislative, Exceutive and
Judicial — have performed routine oversight over cach provision since their implementation in
2001 and none of'the provisions have been deemed unconstitutional or have been found to be
abuscd by the government at any time.

With the recent apprehension and death of Osama Bin Laden at the hands of Amcrican forces,
many may feel that these provisions are no longer applicable which, in our view, couldn’t be
further from the truth. Osama Bin Laden was but one of thousands of terrorists in the world who
want to bring Amcrica harm by any mcans nccessary. With the radical advances with internet
and cell phone technology since 9/11. terrorists are more independent and mobile than they have
ever been before. By extending each of these provisions you will help maintain America’s ability
to protect our homeland by providing law enforcement the necessary tools to perform their jobs
safely and successfully.

The National District Attorneys Association urges you and your colleagues on the House
Judiciary Committee to extend each of the three provisions mentioned above when you meet to
mark-up the USA PATRIOT Act Reauthorizatior. Thank you for all that vou do for America’s
state and local prosecutors.

Respeetfully,
*‘-If’“m:”‘ M_TJ
S, M Y
James Reams
President

To Be the Voice of America’s Prosccutors and to Support Their Efforts to Protect the Riehts and Safety of the People



176

National Association of Assistant Imited States Attorngys
12427 Hedges Run Br. « Ste 104 <Lake Ridge, VA 22192-1715
 Tel: (800) 455-5661 » Tax: (800) 528-3492
Web: www.nRdusa.org:

May 11,2011

“The Honorable Lamar Smith

House Commities on the Judiciary
Vnited States House of Representatives
Waghington, DC 20515

“The Honorable John Cotiyers; Jr.
House Commiittee on the Judiciary

- Uhnifed States House of Representatives
‘Washington, DU 20515

: D“éa“r Chalrmat Smith and Ranking Member Conyé;r‘q‘:

1 write on behalf of the I\luhon.ai Association of Assistant United States Attorneys
{NAAUSA) to express our support for the reauthorization of the provisions ofthe :
PATRIOT Act and related laws that will expire-on May 27, 2011, We suppost H.R. 1800
and urge its prompt approval by the Congress. The legislation would extend expiring
provisions of the USA-PATRIOT Improvement and Reauthorization Act of 2005
relating to access to business records and roving wiretaps and to permanently

. extend expiring provisionis of the Intelligence Reform and Terrorism Prevention Act.
of 2004 relating to mdl\lxdual terrorists as-agents.of fmre;gn powers.

NAAUSA represents the mtexems of the 5,600 career Assistant United States
Attorneys employed by the Department of Justice, We ‘believe that the PATRIOT Act has
dermonstrated its value as an éssential law enforcement tool in defénding America and

- préservime public safety. As we noted ina 2005 letter 1o the House Fudiciary Committes’
i sipport of the PATRIOT ACT ¢ réanthorization at that time, It certarm y:15not
coincidental that the United States has not been attacked by terrorist forces since
Septemher 11,7 More than five years later that observation still rings true,

. Recent developments mvolvs.ug the death of Qsama Bin Laden makc it doubiy
eritical that Congress take the actions necessary 16 assure thiat Taw enforcement
authorities have the necessary tools to root out terrorism at home and abroad. Taw
eriforeement and Tntelligence agencies need the investigative:and security-telated

- authority to find ‘and bringto justice those that plet terror aimed at Americans, That -
authority is embodied in the three provisions < the Business recotds. rovmg swiretap. and
lone wolf survoillance provisions - extended by HLR. 1800; . These pmws]ons have
aided in-the discovery wnd thwarding of nuHerous terror piou. aned this saving of untold
Amem.an ives:

President: Vios Phosilert oy Polity: Viee Prosidentfor Tronsmer: Sobretiy:

Steven . Gook Ruliert E; Mydans: -  Operations and Membrsiip: - Robert ¢y Guthrie Rita R Vabiring

E1 of Taniasssn Distriet of Golorada John B, Nordin 1Y ED of (hiahionta,. KD of West Virginis
: : - UBof Califarnia : -
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fris vitd thatthe PATRIOT Act be reneword and that none of ts pru\mmns be
llowed to sunset.. Thank veu for your consideration of our comments.

- Sineerely;

Steven He Ccmk '
President
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