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This draft guidance, when finalized, will represent the Food and Drug
Administration’s (FDA’s) current thinking on this topic.  It does not create or confer
any rights for or on any person and does not operate to bind FDA or the public.  An
alternative approach may be used if such approach satisfies the requirements of
applicable statutes and regulations.
1

 Purpose 

e purpose of this draft guidance is to describe the Food and Drug Administration's

DA’s) current thinking regarding considerations in meeting the validation requirements of

rt 11 of Title 21 of the Code of Federal Regulations; Electronic Records; Electronic

gnatures.  It provides guidance to industry, and is intended to assist persons who are

bject to the rule to comply with the regulation.  It may also assist FDA staff who apply

rt 11 to persons who are subject to the regulation.

 Scope

is draft guidance is one of a series of guidances about part 11.  We intend to provide

formation with respect to FDA's current thinking on acceptable ways of meeting part 11

                                        
his draft guidance was prepared under the aegis of the Office of Enforcement by the FDA Part 11
mpliance Committee.  The committee is composed of representatives from each center within the Food
d Drug Administration, the Office of Chief Counsel and the Office of Regulatory Affairs.
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requirements to ensure that electronic records and electronic signatures are trustworthy,

reliable, and compatible with FDA's public health responsibilities.

Electronic record and electronic signature systems consist of both manual procedural

controls and technical controls implemented through computer systems.  This draft

guidance focuses on validation of computer systems.  It identifies key validation principles

and addresses some frequently asked questions, but it is not intended to cover everything

that computer systems validation should encompass in the context of electronic

record/electronic signature systems.  You can read more information about computer

systems validation in the documents listed in Appendix A - References.

2.1 Applicability

This draft guidance applies to electronic records and electronic signatures that persons

create, modify, maintain, archive, retrieve, or transmit under any records or signature

requirement set forth in the Federal Food, Drug, and Cosmetic Act (the Act), the Public

Health Service Act (PHS Act), or any FDA regulation.  Any requirements set forth in the

Act, the PHS Act, or any FDA regulation, with the exception of part 11, are referred to in

this document as predicate rules.  Most predicate rules are contained in Title 21 of the

Code of Federal Regulations.  In general, predicate rules address the research, production,

and control of FDA regulated articles, and fall into several broad categories.  Examples of

such categories include, but are not limited to, manufacturing practices, laboratory
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practices, clinical and pre-clinical research, adverse event reporting, product tracking, and

pre and post marketing submissions and reports.

2.2 Audience

We intend this draft guidance to provide useful information and recommendations to:

• Persons subject to part 11;

• Persons responsible for validation of systems used in electronic recordkeeping;

• Persons who develop products or services to enable implementation of part 11

requirements; and,

This draft guidance may also assist FDA staff who apply part 11 to persons subject to the
regulation.

3. Definitions and Terminology 

Unless otherwise specified below, all terms used in this draft guidance are defined in FDA’s

draft guidance document, “Guidance For Industry, 21 CFR Part 11; Electronic Records;

Electronic Signatures, Glossary of Terms,” a document common to the series of guidances

on part 11.

4. Regulatory Requirements; What Does Part 11 Require?

Section 11.10 requires persons to “employ procedures and controls designed to ensure the

authenticity, integrity, and, when appropriate, the confidentiality of electronic records, and

to ensure that the signer cannot readily repudiate the signed record as not genuine.”  To
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satisfy this requirement persons must, among other things, employ procedures and controls

that include "[v]alidation of systems to ensure accuracy, reliability, consistent intended

performance, and the ability to discern invalid or altered records." 

5. Key Principles

Here are some key principles you should consider when validating electronic recordkeeping

computer systems.

5.1 System Requirements Specifications

Regardless of whether the computer system is developed in-house, developed by a

contractor, or purchased off-the-shelf, establishing documented end user (i.e., a person

regulated by FDA) requirements is extremely important for computer systems validation.

Without first establishing end user needs and intended uses, we believe it is virtually

impossible to confirm that the system can consistently meet them.  Once you have

established the end user’s needs and intended uses, you should obtain evidence that the

computer system implements those needs correctly and that they are traceable to system

design requirements and specifications.  It is important that your end user requirements

specifications take into account predicate rules, part 11, and other needs unique to your

system that relate to ensuring record authenticity, integrity, signer non-repudiation, and,

when appropriate, confidentiality.   For example, as noted above, section 11.10 has a

general requirement that persons who use closed systems to create, modify, maintain, or

transmit electronic records must employ procedures and controls designed to ensure the
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authenticity, integrity, and, when appropriate, the confidentiality of electronic records, and

to ensure that signers cannot readily repudiate signed records as not genuine.  In addition,

section 11.30 requires persons who use open systems to employ procedures and controls

identified in section 11.10, as appropriate; persons who use open systems must also

implement special procedures and controls, such as document encryption and use of digital

signature standards, as necessary under the circumstances, to ensure record authenticity,

integrity, and confidentiality.

Other factors not specifically addressed in part 11 may also impact on electronic record

trustworthiness, integrity and system performance.  You should consider these factors and

establish appropriate requirements specifications for them, as well.  Here are some

examples:

• Scanning processes: where a paper record is scanned to create an electronic

record, scanner resolution, scanning rates, color fidelity, and the type of

hardware interface may impact the accuracy and reliability of the electronic

record as well as system performance.

• Scalability: in a networked environment, system performance may be affected

by the number of workstations and bandwidth demands of file size and types.

• Operating environment: sources of electromagnetic interference, radio

frequency interference, temperature/humidity, and electrical power

fluctuations may affect system performance.
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5.2 Documentation of Validation Activity

We consider thorough documentation to be extremely important to the success of your

validation efforts.  Validation documentation should include a validation plan, validation

procedures, and a validation report, and should identify who in management is responsible

for approval of the plan, the procedures and the report.

5.2.1  Validation Plan

The validation plan is a strategic document that should state what is to be done, the scope

of approach, the schedule of validation activities, and tasks to be performed.  The plan

should also state who is responsible for performing each validation activity.  The plan

should be reviewed and approved by designated management.

5.2.2  Validation Procedures

The validation procedures should include detailed steps for how to conduct the validation.

It should describe the computer system configuration, as well as test methods and

objective acceptance criteria, including expected outcomes.  The procedures should be

reviewed and approved by designated management.

5.2.3   Validation Report

The validation report should document detailed results of the validation effort, including test

results.  Whenever possible, test results should be expressed in quantified terms rather

than stated as “pass/fail.”  The report should be reviewed and approved by designated

management.
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5.3  Equipment Installation 

Prior to testing, you should confirm that all hardware and software are properly installed

and, where necessary, adjusted and calibrated to meet specifications.  User manuals,

standard operating procedures, equipment lists, specification sheets, and other

documentation should be readily accessible for reference.

5.4  Dynamic Testing

5.4.1  Key Testing Considerations

• Test conditions: test conditions should include not only “normal” or “expected”

values, but also stress conditions (such as a high number of users accessing a

network at the same time).  Test conditions should extend to boundary values,

unexpected data entries, error conditions, reasonableness challenges (e.g.,

empty fields, and date outliers), branches, data flow, and combinations of

inputs.

• Simulation tests: some testing may be performed using simulators, usually

conducted off-line outside of the actual user’s computing environment.

• Live, user-site tests: these tests are performed in the end user’s computing

environment under actual operating conditions.  Testing should cover

continuous operations for a sufficient time to allow the system to encounter a

wide spectrum of conditions and events in an effort to detect any latent faults

that are not apparent during normal activities.
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5.4.2  Software testing should include:

• Structural testing: this testing takes into account the internal mechanism

(structure) of a system or component.  It is sometimes referred to as “white

box” testing.  Structural testing should show that the software creator followed

contemporary quality standards (e.g., consensus standards from national and

international standards development organizations, such as those listed in

Appendix A of this guidance).  This testing usually includes inspection (or

walk-throughs) of the program code and development documents.

• Functional testing: this testing involves running the program under known

conditions with defined inputs, and documented outcomes that can be

compared to pre-defined expectations.  Functional testing is sometimes called

“black box” testing.

• Program build testing: this testing is performed on units of code (modules),

integrated units of code, and the program as a whole.

5.4.3  How test results should be expressed.

Quantifiable test results should be recorded in quantified rather than qualified (e.g.,

pass/fail) terms.  Quantified results allow for subsequent review and independent

evaluation of the test results. 
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5.5  Static Verification Techniques

While dynamic testing is an important part of validation, we believe that by using dynamic

testing alone it would be virtually impossible to fully demonstrate complete and correct

system performance.  A conclusion that a system is validated is also supported by

numerous verification steps undertaken throughout the system development.  These

include static analyses such as document and code inspections, walk-throughs, and

technical reviews.  Where available, knowledge of these activities and their outcomes can

help to focus testing efforts, and help to reduce the amount of system level functional

testing needed at the user site in order to validate that the software meets the user’s needs

and intended uses.

5.6  Extent of Validation

When you determine the appropriate extent of system validation, the factors you should

consider include (but are not limited to) the following:

• The risk that the system poses to product safety, efficacy, and quality; note that

product means the FDA regulated article (food, human or veterinary drug,

biological product, medical device, or radiological product);

• The risk that the system poses to data integrity, authenticity, and confidentiality;

and,

• The system’s complexity; a more complex system might warrant a more

comprehensive validation effort.
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5.7  Independence of Review

It is a quality assurance tenet that objective self-evaluation is difficult.  Therefore, where

possible, and especially for higher risk applications, computer system validation should be

performed by persons other than those responsible for building the system.  Two

approaches to ensuring an objective review are: (1) Engaging a third party; and, (2) dividing

the work within an organization such that people who review the system (or a portion of the

system) are not the same people who built it.

5.8  Change Control (Configuration Management)

Systems should be in place to control changes and evaluate the extent of revalidation that

the changes would necessitate.  The extent of revalidation will depend upon the change’s

nature, scope, and potential impact on a validated system and established operating

conditions.  Changes that cause the system to operate outside of previously validated

operating limits would be particularly significant.

Contractor or vendor upgrades or maintenance activities, especially when performed

remotely (i.e., over a network), should be carefully monitored because they can introduce

changes that might otherwise go unnoticed and have an adverse effect on a validated

system.  Examples of such activities include installation of circuit boards that might hold

new versions of “firmware” software, addition of new network elements, and software

“upgrades”, “fixes” or “service packs.”  It is important that system users be aware of such
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changes to their system.  You should arrange for service providers to advise you regarding

the nature of such revisions so you can assess the changes and perform appropriate

revalidation.

We consider regression analysis to be an extremely important tool that should be used to

assess portions of a system that were themselves unchanged but are nonetheless

vulnerable to performance/reliability losses that the changes can cause.  For instance, new

software might alter performance of other software on a system (e.g., by putting into place

new device drivers or other code that programs share.)  Regression testing should be

performed based on the results of the regression analysis.

6. Special Considerations

6.1  Commercial, Off-The-Shelf Software

Commercial software used in electronic recordkeeping systems subject to part 11 needs to

be validated, just as programs written by end users need to be validated.  See 62 Federal

Register 13430 at 13444-13445 (March 20, 1997.)  We do not consider commercial

marketing alone to be sufficient proof of a program’s performance suitability.  The end user

is responsible for a program’s suitability as used in the regulatory environment.  However,

the end user's validation approach for off-the-shelf software is somewhat different from

what the developer does because the source code and development documentation are

not usually available to the end user.  End users should validate any program macros and
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other customizations that they prepare.  End users should also be able to validate off-the-

shelf software by performing all of the following:

6.1.1  End User Requirements Specifications

End users should document their requirements specifications relative to part 11

requirements and other factors, as discussed above.  The end user’s requirements

specifications may be different from the developer’s specifications.  If possible, the end

user should obtain a copy of the developer’s requirements specifications for comparison.

6.1.2  Software Structural Integrity

Where source code is not available for examination, end users should infer the adequacy of

software structural integrity by doing all of the following:

• Conducting research into the program’s use history.  This research should

include: (1) Identifying known program limitations; (2) evaluating other end user

experiences; and, (3) identifying known software problems and their resolution;

and

• Evaluating the supplier’s software development activities to determine its

conformance to contemporary standards.  The evaluation should preferably be

derived from a reliable audit of the software developer, performed by the end

user’s organization or a trusted and competent third party.
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6.1.3  Functional Testing of Software

End users should conduct functional testing of software that covers all functions of the

program that the end user will use.  Testing considerations discussed above should be

applied.  When the end user cannot directly review the program source code or

development documentation (e.g., for most commercial off-the-shelf software, and for some

contracted software,) more extensive functional testing might be warranted than when such

documentation is available to the user.  More extensive functional testing might also be

warranted where general experience with a program is limited, or the software performance

is highly significant to data/record integrity and authenticity.  Note, however, we do not

believe that functional testing alone is sufficient to establish software adequacy.

6.2  The Internet

We recognize the expanding role of the Internet in electronic recordkeeping in the context

of part 11.  Vital records, such as clinical data reports or batch release approvals, can be

transmitted from source to destination computing systems by way of the Internet.

6.2.1  Internet Validation

We recognize that the Internet, as computer system, cannot be validated because its

configuration is dynamic.  For example, when a record is transmitted from source to

destination computers, various portions (or packets) of the record may travel along different



Draft Guidance for Industry - Not For Implementation

14

paths, a route that neither sender nor recipient can define or know ahead of time.  In

addition, entirely different paths might be used for subsequent transfers.

The Internet can nonetheless be a trustworthy and reliable communications pipeline for

electronic records when there are measures in place to ensure the accurate, complete and

timely transfer of data and records from source to destination computing systems.

Validation of both the source and destination computing systems (i.e., both ends of the

Internet communications pipeline) should extend to those measures.  We therefore

consider it extremely important that those measures are fully documented as part of the

system requirements specifications, so they can be validated.  Examples of such measures

include:

• Use of digital signature technology to verify that electronic records have not

been altered and that the sender’s authenticity is affirmed.

• Delivery acknowledgements such as receipts or separate confirmations

executed apart from the Internet (e.g., via fax or voice telephone lines.)
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Appendix  A  -  References

Much has been written about activities that support computer systems validation.  You may

find the following references useful to your validation efforts.
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Medical Devices, Office of Device Evaluation, Center for Devices and Radiological Health,
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Center For Devices and Radiological Health, Food and Drug Administration, May 1987.

Reviewer Guidance for a Pre-Market Notification Submission for Blood Establishment
Computer Software, Center for Biologics Evaluation and Research, Food and Drug
Administration, January 1997

Student Manual 1, Course INV545, Computer System Validation, Division of Human
Resource Development, Office of Regulatory Affairs, Food and Drug Administration, 1997.  
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of Regional Operations, Office of Regulatory Affairs, Food and Drug Administration, July
1987.
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