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CYBERBULLYING AND OTHER ONLINE
SAFETY ISSUES FOR CHILDREN

WEDNESDAY, SEPTEMBER 30, 2009

HOUSE OF REPRESENTATIVES,
SUBCOMMITTEE ON CRIME, TERRORISM,
AND HOMELAND SECURITY
COMMITTEE ON THE JUDICIARY,
Washington, DC.

The Subcommittee met, pursuant to notice, at 3:34 p.m., in room
2141, Rayburn House Office Building, the Honorable Robert C.
“Bobby” Scott (Chairman of the Subcommittee) presiding.

Present: Representatives Scott, Wasserman Schultz, Gohmert,
and Lungren.

Staff Present: (Majority) Bobby Vassar, Subcommittee Chief
Counsel; Karen Wilkinson, Federal Public Defender Office Detailee;
Joe Graupensperger, Counsel; Veronica Eligan, Professional Staff
Member; and (Minority) Caroline Lynch, Counsel.

Mr. ScotrT. The Subcommittee will now come to order.

I am pleased to welcome you today to the hearing before the Sub-
committee on Crime, Terrorism, and Homeland Security on
“Cyberbullying and Other Online Safety Issues for Children.”

The term “cyberbullying” has many different definitions and can
cover many different types of speech. It can consist of rumors or
lies, a publication of something meant to be private, or the imper-
sonation of another person. Or it can encompass more problematic
speech, involving threats, stalking, or predatory behavior.

The cyberbully can reveal his or her identity or remain anony-
mous. While perpetrators may appear anonymous, however, reports
indicate that targets often know who their perpetrators are. And
the perpetrators are often friends or, more likely, former friends.

The term “cyberbullying” commonly is used to refer to commu-
nications among children and youth. Adults may be involved in
cyberbullying, either as bullies or targets, but studies indicate that
the }nlnajority of those involved in cyberbullying are children and
youth.

Bullying and harassment can occur both online and offline. On
the playground, bullying may take the form of pushing, hitting,
threatening, or other assaultive conduct. On the Internet or on cell
phones, bullying comes in the form of speech. Targets of
cyberbullying may also be targets of offline bullying. One report
found that over 42 percent of youth who reported being
cyberbullied also reported being bullied at school.

o))
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Because cyberbullying has no clear definition, it is difficult to
measure. Lack of an agreed-upon definition also makes it difficult
to compare studies or determine trends. According to the Internet
Safety Technical Task Force, directed by the Berkman Center for
Internet and Society at Harvard University, bullying and harass-
ment by peers are most frequently threats that minors face both
online and offline.

All seem to agree that cyberbullying and harassment happens to
a significant minority of youth. Bullying appears to be more com-
mon than harassment. Sibling-based harassment also occurs, with
one study reporting that 30 percent of 7th- through 9th-graders re-
ported online victimization from a non-parent family member.

Some children and youth are involved in cyberbullying as both
victims and bullies. A recent study found that 27 percent of girls
who were bullied online retaliated back with their own
cyberbullying.

Much cyberbullying conduct is typical adolescent behavior, but
when it occurs online it is taken to a new level. Insults, harassing,
and bullying statements are broadcast to thousands of others in
seconds. Once it is out, statements cannot be taken back.
Cyberbullying can be devastating to youth and, for some teenagers,
can result in tragic endings, such as Megan Meier’s suicide.

Unchecked, the problem of cyberbullying likely will only grow
worse. We have two bills before us today that take two different
approaches to the problem.

H.R. 1966, the “Megan Meier Cyberbullying Prevention Act,” ad-
dresses the problem by creating a new Federal crime prohibiting
communications made with the intent to coerce, intimidate, harass,
or cause substantial emotional distress that use electronic means
to support severe, repeated, and hostile behavior. The new crime
provides for a felony penalty.

We want to do all we can do to protect our children and youth,
but we don’t want the unintended consequences of converting many
of our youth into criminals, particularly felons. The label “felon”
lasts a lifetime, and we need to be extremely careful before pro-
ceeding down this path.

Finally, as with any attempt to regulate speech, we must be care-
ful not to violate the constitutional right to free speech and due
process. So I look forward to hearing what our experts have to say
about these concerns.

H.R. 3630, the “Adolescent Web Awareness Requires Education
Act,” the “AWARE Act,” seeks to address the problem of online
safety issues for youth, including cyberbullying, through education
and prevention. It creates a grant program to be implemented by
the Attorney General in accordance with best practices and author-
izes $125 million for grants to carry out Internet crime awareness
and cyber-crime prevention programs.

While we don’t have any bills before us that focus on how tech-
nology companies can help with this problem, I am also interested
from hearing from our witnesses on this issue. We may need to re-
visit the immunity portion of section 230 of the “Communications
Decency Act” to determine whether the law went too far in pro-
viding immunity to service providers who intentionally allow or
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even encourage cyberbullying and harassment to flourish on their
sites.

This is a serious problem, and there is no easy solution. And I
appreciate the efforts taken by both the gentlelady from California,
Ms. Sanchez, and the gentlelady from Florida, Ms. Wasserman
Schultz, to address the problem. And I look forward to hearing
from our experts on how we can and should work together to ad-
dress the problem.

[The bills, H.R. 1966 and H.R. 3630 follow]:
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To amend title 18, United States Code, with respeet 10 cyberbullying.

IN THE HOUSE OF REPRESENTATIVES

APRIL 2, 2009
LiINpA T. SANCHEZ of (lalifornia (for herself, Ms. KAPTUR, Mr.
YarmUTH, Ms. ROYBAL-ALLARD, Mrs. Capps, Mr. BISHOP of New York,
Mr. BRALEY of Towa, Mr. Grrratva, Mr. HARE, Mr. HiGcGINg, Mr.
Cray, Mr. SARBANEs, Mr. DAvIs of Illinois, Mr. COURTNEY, and Mr.
KIrk) introduced the following bill; which was referred to the Committee
on the Judiciary

A BILL

To amend title 18, United States Code, with respect to
cyberbullying.

Be it enacted by the Senate and 1louse of Representa-
tives of the United States of America in Congress assembled,
SECTION 1. SHORT TITLE.

This Act may he cited as the “Megan Meier
Cyberbullying Prevention Act”.

SEC. 2. FINDINGS.

Congress finds the following:
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(1) Four out of five of United States children
aged 2 to 17 live in a home where cither they or
their parents access the Internet.

(2) Youth who create Internet content and use
social networking sites arc more likely to be targets
of cyberbullying.

(3) Electronic communications provide anonym-
ity to the perpetrator and the potential for wide-
spread publie distribution, potentially making them
severely dangerous and cruel to youth.

(4) Online victimizations are assoclated with
emotional distress and other psychological problems,
including depression.

(5) Cyberbullying can cause psychological harm,
including depression; negatively impact academic
performance, safety, and the well-being of children
in school; force children to change schools; and in
some cases lead to extreme violent behavior, includ-
ing murder and suicide.

(6) Sixty percent of mental health professionals
who responded to the Survey of Interncet Mental
Health Issues report having treated at least one pa-
tient with a problematic Internet experience in the
previous five years; 54 pereent of these clients were

18 years of age or younger.

+HR 1966 TH
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SEC. 3. CYBERBULLYING.

(a) IN GENERAL.—Chapter 41 of title 18, United
States Code, is amended by adding at the end the fol-
lowing:

“§881. Cyberbullying

“(a) Whoever transmits in interstate or foreign com-
merce any communication, with the intent to coerce, in-
timidate, harass, or cause substantial emotional distress
to a person, using electrouic means to support severe, re-
peated, and hostile behavior, shall be fined under this title
or imprisoned not more than two years, or both.

“(b) As used in this seetion—

“(1) the term ‘communication’ means the elec-
tronic transmission, between or among points speci-
fied by the user, of information of the user’s choos-
ing, without change in the form or content of the n-
formation as sent and received; and

“(2) the term ‘electronic means’ means any
equipment dependent on electrical power to access
an information serviee, including email, instant mes-
saging, blogs, websites, telephones, and text mes-
sages.”.

(b) CLERICAL AMENDMENT.—The table of sections

at the beginning of chapter 41 of title 18, United States

+HR 1966 TH
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1 Code, is amended by adding at the end the following new

2 item:

“881. Cyberbullying.”.

+HR 1966 TH
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To promote erime awareness and e¢ybercrime prevention initiatives, and for
other purposes.

IN TIHE IHOUSE OF REPRESENTATIVES
SEPTEMBER 23, 2009

Ms. WASSERMAN SCHULTZ (for herself and Mr. CTLBERSON) introduced the
following bill; which was referred to the Committee on the Judiciary

To promote crime awareness and cybercrime prevention

initiatives, and for other purposes.

1 Be it enacted by the Senate and House of Representa-
2 tives of the United States of America in Congress assembled,
3 SECTION 1. SHORT TITLE.

This Act may be cited as the “Adolescent Web
Awareness Requires Education Act” or the “AWARE
Act”.

SEC. 2. GRANT PROGRAM.

(a) AUTHORITY TO MAKE GRANTS.—

O 0 N Y W s

(1) IN GENERAL.—Subject to subsection (e)(1),

10 the Attorney General shall make grants to eligible
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1 entities to carry out an Internet crime awareness
2 and cybererime prevention program.

3 (2) PERIOD.—A grant under this section shall
4 be for a 2-year period.

5 (b) APPLICATION.—An cligible entity desiring a grant

under this section shall submit an application to the Attor-

6

7 ney General, which shall include—

8 (1) a deseription of the partnership arrange-
9

ments, if any, of the eligible entity relating to the

10 activities to be carried out with the grant,

11 (2) a description of the measurable goals of the
12 eligible entity relating to the activities to be carried
13 out with the grant;

14 (3) a description of how the Internet crime
15 awareness and cyvbercrime prevention program of the
16 eligible entity shall achieve the measurable goals de-
17 seribed in paragraph (2);

18 (4) a description of the plan of the eligible enti-
19 ty to continue to implement the Internet crime
20 awareness and cybercrime prevention program after
21 the grant under this section ends;

22 (5) a description of how funds under the grant
23 may be used and coordinated with Iuternet crime
24 awarcness  and evbererime  prevention  programs
25 being carried out on the date of enactment of this

«HR 3630 TH
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Act or other Internet crime awareness and
cybererime  prevention programs  cstablished with
grants under this section;

(6) a description of the target audience under
the proposed Internet erime  awarencss and
cybercrime prevention program;

(7) a certification that the eligible entity en-
forces the operation of measures which prevent the
Internet from being used to victimize children if the
eligible entity provides Internet access to minors;
and

(8) any other information or assurances re-
quired by the Attorney General.

(¢) PRIORITIZATION.—In making grants under this

section, the Attorney (feneral shall give priority to an eligi-

ble entity that—

(1) identifies and targets children at-risk of en-
gaging in eybercrimes or becoming erime vietims;

(2) works in partnership with the private sec-
tor, law enforcement, the philanthropic community,
the media, researchers, social services organizations,
or other community-based groups;

(3) provides Internet crime awareness and
cybererime prevention programs at no cost to stu-

dents or schools;

«HR 3630 TH
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(4) accommodates different languages and lan-
guage proficiencies;

(5) accommodates differing levels of techno-
logical sophistication; or

(6) has a wiable plan to sustain the Internet
crime awareness and cybercrime prevention program
after the grant program ends.

(d) USE OoF FUNDS.

An eligible entity may use a

erant under this section to—

(1) identify, develop, and implement Internet
c¢rime awareness and c¢ybererime prevention pro-
grams, ncluding educational technology, multimedia
and interactive applications, online resources, and
lesson plans;

(2) provide professional training to elementary
and secondary school teachers, administrators, and
other staff on crime awareness and cybercerime pre-
vention;

(3) educate parents about teaching their chil-
dren how to protect themselves from becoming vie-
tims of Internct erime;

(4) develop Internet crime awareness and

eybercrime preveution programs for children;

«HR 3630 TH
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5

(5) train and support peer-driven Internet
crime awarencss and cybererime prevention initia-
tives;

(6) coordinate and fund research initiatives that
investigate online risks to children and Internct
crinme awareness and eybercrime prevention; or

(7) develop and implement public education
campaigns to promote awareness of erimes against
children on the Internet and the prevention of such
crimes.

(e) GRANT GUIDANCE.

(1) INn GENERAL.—Before making grants under
this section, and not later than 1 month after the
date on which the study under paragraph (3)(A) is
completed, the Attorney General, in consultation
with education groups, Internet erime awareness and
cybererime prevention groups, and other relevant ex-
perts in the field of new media and child safety,
shall issue detailed guidance for the grant program
under this section.

(2) CONTENTS OF GUIDANCE.—The grant guid-
ance shall be implemented by the Attorney General
in accordance with best practices relating to Internet

crime awarencss and eybererime prevention and the

«HR 3630 TH
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research-based recommendations derived from the
study conducted under paragraph (3)(A).
(3)  INTERNET CRIME AWARENESS AND
CYBERCRIME PREVENTION RESEARCH.—
(A) INTTTIAL. RESEARCH.—The Attorney
General shall enter into contracts with 1 or
more private companies, government agencies,
or nonprofit organizations to complete a study,
not later than 6 months after the date of enact-
ment of this Act, regarding—

(1) the nature, prevalence, and quality
of  Internet ecrime  awareness and
cybercrime prevention programs and any
evidence-based research conducted relating
to the programs;

(i1) findings regarding which children
are most at risk of becoming erime vietims;

(iil) gaps in Internet crime awareness
and cybercrime prevention and youth on-
line risk research; and

(iv) any other arca determined appro-
priate by the Attorney General.

(B) ADDITIONAL RESEARCH.—Subject to
the availability of appropriations, the Attorney

General shall enter into contracts with private

«HR 3630 TH
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companies, government agencies, or nonprofit
organizations to conduct additional rescarch re-
garding the issues described in subparagraph
(A). Any research conducted under this sub-
paragraph shall be included in the reports
under subsection (g)(3).

(f) TECHNICAL ASSISTANCE.—The Attorney General
shall provide technical assistance to eligible entities that
receive a grant under this section, which may include
maintaining a Web site to facilitate outreach and commu-
nication among the eligible entities that receive a grant
under this section.

(2) REPORTS.

(1) ELIGIBLE ENTITIES.—An eligible entity
that receives a grant under this section shall submit
to the Attorney (General and make public an annual
report regarding the activities carried out using
funds made available under the grant, which shall
melude—

(A) a description of how the eligible entity
implemented the Internet erime awarencss and
cybercrime prevention program carried out with
the grant;

(B) a dectailed deseription of the audience

reached;

«HR 3630 TH
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(C) an analysis of whether and to what de-
gree the goals for the Internet erime awarcness
and cybercrinie prevention progranm were met;

(D) an analysis of the challenges, if any,
that interfered with achieving the goals de-
scribed in subparagraph (C);

(E) plans for future Internet crime aware-
ness and eybercrime prevention programs; and

(F) an accounting of the funds used.

(2) COMPILATION OF ANNUAL REPORTS FOR
REVISED GRANT GUIDANCE.—The Attorney General
shall—

(A) review the report under paragraph (1)
submitted by each eligible entity that receives a
grant under this section during the first fiscal
year for which grants under this section are
made; and

(B) not later than 6 months after the date
on which all reports described in subparagraph
(A) are submitted, modify, as appropriate, the
grant guidance based on the reports.

(3) REPORTS TO CONGRESS.—Not later than
27 months after the date on which the Attorney
General makes the first grant under this seetion,

and annually thereafter, the Attorney General shall

«HR 3630 TH



Rk W N

O 0 N N

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25

16

9
submit to Congress a report regarding the grant
program under this seetion, which shall include—

(A) a compilation of the information and
findings of the annual reports submitted under
paragraph (1);

(B) the findings and conclusions of the At-
torney General, including findings and conclu-
sions relating to the effectiveness of Internet
crime awareness and cybercrime prevention pro-
grams carried out using a grant under this sec-
tion; and

(C) best practices identified by the Attor-
ney General relating to Internet crime aware-
ness and cybercrime prevention.

(h) AUTHORIZATION O APPROPRIATIONS.—

(1) IN GENERAL.—There is authorized to be
appropriated to the Attorney General to carry out
this section $25,000,000 for each of fiscal vears
2010 through 2014,

(2) LIMITATION—Of amounts made available

5 pereent

to carry out this section, not morc than
shall be available to carry out subsections (e), (f),

and (2)(2).

SEC. 3. DEFINITIONS.

In this Act, the following definitions apply:

«HR 3630 TH



R W N

O 0 N N

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25

17

10

(1) ELIGIBLE ENTITY.—The term “eligible enti-
ty” means—

(A) a partnership between a State edu-
cational agency and 1 or more local educational
agencies (as those terms are defined in scetion
9101 of the Elementary and Secondary Edu-
cation Act of 1965 (20 U.S.C. 7801)) of the
State;

(B) a local educational agency;

(C) a nonprofit organization; or

(D) a consortium of elementary schools or
secondary schools (as those terms are defined in
section 9101 of the Elementary and Secondary
Education Act of 1965 (20 U.S.C. 7801)) col-
laborating with an entity described in subpara-
graph (A), (B), or (C).

(2) GRANT GUIDANCE.—The term “grant guid-
ance” means the grant guidance issued under sec-
tion 2(e)(1).

(3) INTERNET CRIME AWARENESS AND
CYBERCRIME PREVENTION PROGRAM.—The term
“Internet crime awareness and cybercrime preven-
tion program’’ means an age-appropriate, research-
based program that prevents children from becoming

the victims of Internet crime by encouraging safe

«HR 3630 TH
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and responsible use of the Internet, promoting an in-
formed, eritical understanding of Internet dangers,
and educating children, parents, and communities
about how to prevent or respoud to problems or dau-
gers related to the Internet or new media.
(4) NEw MEDIA.—The term ‘“‘new media’—

(A) means emerging digital, computerized,
or networked information and communication
technologies that often have interactive capabili-
ties; and

(B) includes email, instant messaging, text
messaging, Web sites, blogs, interactive gaming,
social media, cell phones, and mobile devices.
(5) NONPROFIT.—The term “nonprofit” means

an organization that is deseribed in section 501(c¢) of
the Internal Revenue Code of 1986 and exempt from

tax under section 501(a) of that Code.

o

«HR 3630 TH
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Mr. ScorT. I now recognize the Ranking Member of the Sub-
committee, the gentleman from Texas, Judge Gohmert.

Mr. GOHMERT. Thank you, Chairman Scott.

As long as there have been children in this world, there have
been bigger, meaner children who pick on them. As a small child,
often the smallest in my class, youngest in my class in elementary
school and junior high, I certainly know about that and about being
picked on by bullies.

But when I was in school, the bully could be found in the lunch-
room or the school yard, teasing kids, pushing others, or even tak-
ing things from them because they were big enough to do so. Times
have changed. Now we have chat rooms, social networking sites,
and use terms like “cyberbullying” and “cyberstalking.” It appears
the school bully has found a new playground.

According to the National Crime Prevention Council,
cyberbullying affects nearly half of all American teenagers.
Cyberbullies send mean text messages, broadcast insulting or de-
grading comments on the Internet, and even post pictures of the
victim for others to see.

My own family has been bullied on the Internet by political
bloggers trying to hurt me and my family because of my political
positions. Liberal blogs have called me all kinds of names and
made efforts to harass me. Some letters to the editor intended to
intimidate and harass have been sent by e-mail. So perhaps this
would be a way of stopping that.

But 13-year-old Megan Meier, we know her tragic case in which
she committed suicide after being told by a boy she had been talk-
ing to on MySpace that the world would be a better place without
her. As we know, the boy, “Josh,” was really the mother of one of
Megan’s classmates seeking retribution against Megan for allegedly
spreading rumors about the woman’s daughter.

Ryan Patrick Halligan, also 13, committed suicide after receiving
taunting and insulting messages from his middle school classmates
questioning his sexuality.

These tragedies are symptomatic of a much larger problem. Why
do our teenagers and even their parents think this is acceptable be-
havior? What are we teaching our young people in our homes and
schools about treating others with respect, as you would want to
be treated?

Today we will be examining two bills that seek to address this
new issue of cyber harassment. In the first, H.R. 1966, it proposes
a new Federal criminal offense for cyberbullying. Under this law,
a person could face up to 2 years in Federal prison for sending a
communication intended to coerce, intimidate, harass, or cause sub-
stantial emotional distress to another person.

This proposal raises several significant concerns, not the least of
which is its encroachment on protected speech. The Supreme Court
has identified those categories of speech that fall outside the pro-
tections of the first amendment, including fighting words, obscen-
ity, or what the court characterizes as, quote, “true threats,” un-
quote.

True threats of bodily harm are not protected. They are already
crimes. But statements intended to coerce, intimidate, harass, or
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cause substantial emotional distress, however unsavory, likely do
not fall within the category of true threats.

Moreover, are Federal criminal penalties warranted for
cyberbullying? Criminal law is or should be the purview of the
States because the Federal Government lacks a general police
power. As the Supreme Court noted back in 1903 in Champion v.
Ames, “To hold that Congress has general police power would be
to hold that it may accomplish objects not entrusted to the general
government and to defeat the operation of the 10th amendment.”
And, according to the Congressional Research Service, 26 States
have already enacted cyberbullying statutes, the majority of which
carry misdemeanor, not felony, penalties.

Unlike cyberstalking crimes, which typically involve a credible
threat of harm to the victim, cyberbullying does not. Cyberbullying
is characterized as intending embarrassment, annoyance, or humil-
iation to the victim. This conduct is deplorable, but the question is
whether or not it is criminal.

Most cyberbullies are teenagers or middle-school-age children.
The legislation proposes sending these young people to Federal
prison for embarrassing or humiliating a classmate. In fact, under-
age cyberbullies tried under this statute would most likely be adju-
dicated as juveniles and not tried as adults. And since there is no
juvenile detention facility in the Federal system, these juveniles
would be housed in State or private detention facilities, if at all.

The second bill before us today, H.R. 3630, creates a new grant
program within the Justice Department to fund Internet crime
awareness and cybercrime prevention programs. But I have to
question whether a new grant program is what we really need. A
number of organizations with expertise in this area already operate
Web sites to combat cyberbullying. The tips and tools offered by
these sites are free to parents, teachers, and teens.

H.R. 3630 requires the Justice Department to first undertake a
study on the nature, prevalence, and quality of Internet crime
awareness and cybercrime prevention programs. Then the Depart-
ment must consult with education groups, Internet crime aware-
ness, and cybercrime prevention groups and prepare detailed guid-
ance for the grant program. This seems like a burdensome task,
when we already have in place guidance from organizations like
the National Crime Prevention Council and others.

The question is whether we need to spend another $125 million
of Chinese money that we will have to borrow in order to insert the
Federal bureaucracy into a problem whose true resolution begins at
home. Congress should not try to replace the parent or the teacher.

We are currently involved in a truly bipartisan effort that in-
cludes efforts by the ACLU, with the Heritage Foundation and
Chairman Scott and I, attempting to begin dismantling the vast
overcriminalization under Federal law of between 4,000 and 5,000
Federal crimes.

Consider this: The playground still has bullies. When a bully
beats up a smaller student and the smaller student goes home, gets
on the Internet and says the playground bully is mean, ugly, and
stupid, it is the smaller student victim that has now probably com-
mitted a Federal felony under this proposed law.
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In our desire to address the problems of the day, Congress all too
often legislates without first getting to the bottom about any unin-
tended consequences and potential damages to the Constitution.

What happened to Megan Meier and Ryan Halligan is tragic, is
devastating. But Federal legislation does not seem to be the an-
swer. Responsible parenting would be a good answer. Account-
ability for our actions is the answer. Arming young people with
confidence and sense of self-worth to ignore the school Internet
bully may be the answer.

Although it is tempting because the proposal before us would
allow me to pursue and seek indictment and arrest for mean-spir-
i