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Preface

([HFXWLYH� 2UGHU� ������ HVWDEOLVKHG� WKH� 3UHVLGHQWªV� &RPPLVVLRQ� RQ� &ULWLFDO
,QIUDVWUXFWXUH� 3URWHFWLRQ� �3&&,3�� DQG� WDVNHG� LW� ZLWK� DVVHVVLQJ� WKH
YXOQHUDELOLWLHV� RI�� DQG� WKUHDWV� WR�� HLJKW� QDPHG� FULWLFDO� LQIUDVWUXFWXUHV� DQG
GHYHORSLQJ� D� QDWLRQDO� VWUDWHJ\� IRU� SURWHFWLQJ� WKRVH� LQIUDVWUXFWXUHV� IURP
SK\VLFDO� DQG� F\EHU� WKUHDWV�� � 7KH� ([HFXWLYH� 2UGHU� DOVR� UHTXLUHG� WKDW� WKH
3&&,3� FRQVLGHU� WKH� OHJDO� DQG� SROLF\� LVVXHV� UDLVHG� E\� HIIRUWV� WR� SURWHFW� WKH
FULWLFDO� LQIUDVWUXFWXUHV� DQG� SURSRVH� VWDWXWRU\� DQG� UHJXODWRU\� FKDQJHV
QHFHVVDU\�WR�HIIHFW�DQ\�VXEVHTXHQW�3&&,3�UHFRPPHQGDWLRQV�

7R� UHVSRQG� WR� WKH� OHJDO� FKDOOHQJHV� SRVHG� E\� HIIRUWV� WR� SURWHFW� FULWLFDO
LQIUDVWUXFWXUHV�� WKH� 3&&,3� XQGHUWRRN� D� YDULHW\� RI� DFWLYLWLHV� WR� IRUPXODWH
RSWLRQV�DQG�WR�IDFLOLWDWH�HYHQWXDO�LPSOHPHQWDWLRQ�RI�3&&,3�UHFRPPHQGDWLRQV
E\� WKH� )HGHUDO� JRYHUQPHQW� DQG� WKH� SULYDWH� VHFWRU�� � 7KH� 3&&,3� UHFRJQL]HG
WKDW�WKH�SURFHVV�RI�LQIUDVWUXFWXUH�DVVXUDQFH�ZRXOG�UHTXLUH�FXOWXUDO�DQG�OHJDO
FKDQJH� RYHU� WLPH�� � 7KXV�� WKHVH� DFWLYLWLHV� ZHUH� XQGHUWDNHQ� ZLWK� WKH
H[SHFWDWLRQ�WKDW�PDQ\�ZRXOG�FRQWLQXH�SDVW�WKH�OLIH�RI�WKH�3&&,3�LWVHOI�

7KH� /HJDO� )RXQGDWLRQV� VHULHV� RI� UHSRUWV� DWWHPSWV� WR� LGHQWLI\� DQG� GHVFULEH
PDQ\� RI� WKH� OHJDO� LVVXHV� DVVRFLDWHG� ZLWK� WKH� SURFHVV� RI� LQIUDVWUXFWXUH
DVVXUDQFH���7KH�UHSRUWV�ZHUH�XVHG�E\�WKH�3&&,3�WR�LQIRUP�LWV�GHOLEHUDWLRQV�
7KH�VHULHV�FRQVLVWV�RI����UHSRUWV�

�� /HJDO�)RXQGDWLRQV��6WXGLHV�DQG�&RQFOXVLRQV
�� 7KH�)HGHUDO�/HJDO�/DQGVFDSH
�� 7KH�5HJXODWRU\�/DQGVFDSH
�� /HJDO�$XWKRULWLHV�'DWDEDVH
�� ,QIUDVWUXFWXUH�3URWHFWLRQ�6ROXWLRQV�&DWDORJ
�� 0DMRU�)HGHUDO�/HJLVODWLRQ
�� $GHTXDF\�RI�&ULPLQDO�/DZ�DQG�3URFHGXUH��&\EHU�
�� $GHTXDF\�RI�&ULPLQDO�/DZ�DQG�3URFHGXUH��3K\VLFDO�
�� 3ULYDF\�DQG�WKH�(PSOR\HU�(PSOR\HH�5HODWLRQVKLS
��� /HJDO�,PSHGLPHQWV�WR�,QIRUPDWLRQ�6KDULQJ
��� )HGHUDO�*RYHUQPHQW�0RGHO�3HUIRUPDQFH
��� $SSURDFKHV�WR�&\EHU�,QWUXVLRQ�5HVSRQVH

DQG�WZR�VSHFLDO�VWXGLHV�
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• ,QIRUPDWLRQ�6KDULQJ�0RGHOV
• 3ULYDWH�,QWUXVLRQ�5HVSRQVH

/HJDO�)RXQGDWLRQV��6WXGLHV�DQG�&RQFOXVLRQV� LV� WKH�RYHUDOO� VXPPDU\� UHSRUW�
,W�GHVFULEHV�WKH�RWKHU�UHSRUWV�� WKH�PHWKRGRORJLHV�XVHG�E\� WKH�UHVHDUFKHUV� WR
SUHSDUH�WKHP��DQG�VXPPDUL]HV�WKH�SRVVLEOH�DSSURDFKHV�DQG�FRQFOXVLRQV�WKDW
ZHUH� SUHVHQWHG� WR� WKH� 3&&,3� IRU� LWV� FRQVLGHUDWLRQ�� � 7KH� VHULHV� KDV� EHHQ
VHTXHQFHG� WR� DOORZ� LQWHUHVWHG� UHDGHUV� WR� VWXG\� LQ� GHWDLO� D� VSHFLILF� DUHD� RI
LQWHUHVW�� � +RZHYHU�� WR� IXOO\� DSSUHFLDWH� WKH� VFRSH� RI� WKH� WRSLFV� VWXGLHG� DQG
WKHLU�SRWHQWLDO�LQWHUDFWLRQ��D�UHYLHZ�RI�WKH�HQWLUH�VHULHV�LV�UHFRPPHQGHG�
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Introduction

7KLV� UHSRUW� UHSUHVHQWV� WKH� ILUVW� HIIRUW� RI� LWV� NLQG� WR� FKDUDFWHUL]H� WKH� OHJDO� DQG
UHJXODWRU\� VWUXFWXUHV� RI� WKH� FULWLFDO� LQIUDVWUXFWXUHV� DV� WKH\� SHUWDLQ� WR
LQIUDVWUXFWXUH�DVVXUDQFH���$V�D�ILUVW�VWHS��VXUYH\V�ZHUH�VHQW�WR�WKH�WHQ�DJHQFLHV
UHSUHVHQWHG�RQ�WKH�&RPPLVVLRQ��WKH�'HSDUWPHQWV�RI�&RPPHUFH��'HIHQVH��(QHUJ\�
-XVWLFH��7UDQVSRUWDWLRQ��DQG�WKH�7UHDVXU\��7KH�&HQWUDO�,QWHOOLJHQFH�$JHQF\��WKH
)HGHUDO�%XUHDX� RI� ,QYHVWLJDWLRQ�� WKH� )HGHUDO� (PHUJHQF\�0DQDJHPHQW� $JHQF\�
DQG�WKH�1DWLRQDO�6HFXULW\�$JHQF\����7KH�VXUYH\V�DVNHG�DJHQF\�FRXQVHO�WR�LGHQWLI\
WKH� OHJDO�DXWKRULWLHV�DQG�PHFKDQLVPV�DVVRFLDWHG�ZLWK� WKHLU�DJHQF\� WKDW�UHODWHG
WR� LQIUDVWUXFWXUH� DVVXUDQFH�� � 7KH� VXUYH\� DOVR� DVNHG� WKDW� H[LVWLQJ� RU� SODQQHG
SURJUDPV�UHODWHG�WR�LQIUDVWUXFWXUH�DVVXUDQFH�DQG�RWKHU�DJHQFLHV�ZLWK�D�VWDNH�LQ
WKH�DFWLYLWLHV�EH�LGHQWLILHG���$IWHU�WKH�LQLWLDO�DJHQF\�VXEPLVVLRQV�ZHUH�UHFHLYHG��LW
ZDV� DSSDUHQW� WKDW� WKH� IHGHUDO� JRYHUQPHQWªV� DXWKRULWLHV� ZLWK� UHVSHFW� WR
LQIUDVWUXFWXUH� DVVXUDQFH� ZHUH� VSUHDG� DFURVV� D� YDVW� QXPEHU� RI� DJHQFLHV� DQG
GHSDUWPHQWV�� � $VVLVWDQFH�ZDV� WKHQ� UHTXHVWHG� IURP� DQRWKHU� WZHQW\�ILYH� IHGHUDO
RUJDQL]DWLRQV�

7KH�ILUVW�SDUW�RI�WKLV�UHSRUW�SURYLGHV�D�KLJK�OHYHO�RYHUYLHZ�RI�WKH�OHJDO�ODQGVFDSH
RI�HDFK�RI�WKH�FULWLFDO� LQIUDVWUXFWXUHV�� �7KRXJK�WKLV�HIIRUW�GRHV�LQFRUSRUDWH�VRPH
DGGLWLRQDO�VRXUFHV����LW�UHOLHV�SULPDULO\�RQ�WKH�VXEPLVVLRQV�UHFHLYHG��WKXV�IRFXVLQJ
RQ� WKH� IHGHUDO� JRYHUQPHQWªV� OHJDO� DQG� UHJXODWRU\� DXWKRULWLHV�� � 7KH� UHSRUW� WKHQ
SUHVHQWV�WKH�UHVXOWV�RI�WKH�WZR�VWDJH�DJHQF\�VXUYH\�SURFHVV���,W�SURFHHGV�DJHQF\�
E\�DJHQF\�DQG�� LQ�VRPH�FDVHV��RIILFH�E\�RIILFH�DQG�GHVFULEHV�HDFK�RI� WKH�UHOHYDQW
ERG\ªV� DXWKRULW\� DQG� MXULVGLFWLRQ� DQG� LWV� FXUUHQW� PHFKDQLVPV� DQG� SURJUDPV
UHODWLQJ� WR� LQIUDVWUXFWXUH�DVVXUDQFH�� � ,W�DOVR�DWWHPSWV� WR� LGHQWLI\�DXWKRULWLHV� RU
PHFKDQLVPV� DQG�� LQ� VRPH� LQVWDQFHV�� WR� PHUHO\� VSRW� LQIUDVWUXFWXUH� DVVXUDQFH�
UHODWHG� LVVXHV�� 7KH� HIIRUWV� WR� FKDUDFWHUL]H� WKH� OHJDO� ODQGVFDSH� RI� LQIUDVWUXFWXUH
DVVXUDQFH�KDV�OHDG�WR�WKH�LGHQWLILFDWLRQ�RI�PDQ\�OHJDO�DQG�SROLF\�LVVXHV�DQG�ZLOO
KHOS�GULYH�WKH�LPSOHPHQWDWLRQ�SURFHVV�IRU�WKH�&RPPLVVLRQªV�UHFRPPHQGDWLRQV�

                                                
1   Exec. Order 13010 (July 15, 1996); 61 Fed. Reg. 37347, 37348 (July 17, 1996).
2   The PCCIP Legal Authorities Database includes a broader range of materials including
relevant authorities at federal, state, and international levels as well as materials from the
private sector.
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Part One

The Critical Infrastructures

O v e r v i e w

$�QXPEHU�RI�GLIILFXOWLHV�DULVH�LQ�DQ\�HIIRUW�WR�FKDUDFWHUL]H�WKH�OHJDO�ODQGVFDSH�RI
LQIUDVWUXFWXUH�DVVXUDQFH���7KH�ILUVW�DQG�PRVW�IXQGDPHQWDO�FKDOOHQJH�DULVHV�ZLWK
UHJDUG�WR�LGHQWLI\LQJ�DQG�FROOHFWLQJ�LQIUDVWUXFWXUH�DVVXUDQFH�UHODWHG�DXWKRULWLHV�
7\SLFDOO\�DQ�DWWRUQH\�FRQIURQWHG�ZLWK�D�UHVHDUFK�SURMHFW�ZLOO�EH�DEOH�WR�UHFRJQL]H
WKH�LVVXH�DQG�LGHQWLI\�UHOHYDQW�ERGLHV�RI�ODZ���5HVHDUFK�WKHQ�PD\�FRQVLVW�PHUHO\
RI�W\SLQJ�D�ZRUG�RU�SKUDVH�LQWR�WKH�VHDUFK�HQJLQH�RI�D�OHJDO�GDWDEDVH��RU�HYHQ�WKH
,QWHUQHW���+RZHYHU��IRU�LQIUDVWUXFWXUH�DVVXUDQFH�WKHUH�LV�QR�H[LVWLQJ�ERG\�RI�ODZ¥
QR� NH\ZRUG� XQGHU� ZKLFK� WR� VHDUFK�� � 7KH� WDVN� WKXV� UHTXLUHV� DQ� XSIURQW
UHFRJQLWLRQ�RI�WKH�W\SHV�RI�LVVXHV�ZKLFK�PD\�LPSDFW��SRVLWLYHO\�RU�QHJDWLYHO\��WKH
IXOILOOPHQW�RI�FHUWDLQ�LQIUDVWUXFWXUH�DVVXUDQFH�REMHFWLYHV�

:LWK� HLJKW� LQIUDVWUXFWXUHV� QDPHG� LQ� WKH� ([HFXWLYH� 2UGHU� DQG� WKH� GLVSDUDWH
VXESDUWV� FRQWDLQHG� ZLWKLQ� HDFK� RI� WKRVH� FULWLFDO� LQIUDVWUXFWXUHV�� WKH� QH[W
FKDOOHQJH� LV� LQ�PDQ\�ZD\V�RQH�RI� VKHHU�YROXPH�� �0DVVLYH�DPRXQWV�RI� ODZ�KDYH
EHHQ� SURPXOJDWHG� DQG� LPSOHPHQWHG� XQGHU� WKH� DXVSLFHV� RI� WKH� FULWLFDO
LQIUDVWUXFWXUHV���1RQH�RI�WKHVH�ODZV�ZHUH�VSHFLILFDOO\�GLUHFWHG�DW�§LQIUDVWUXFWXUH
DVVXUDQFH�¨� EXW� PDQ\� LPSDFW� GLUHFWO\� RQ� LQIUDVWUXFWXUH� DVVXUDQFH� FRQFHUQV�
3K\VLFDO� VHFXULW\�� LQIRUPDWLRQ� VHFXULW\�� UHOLDELOLW\� DQG� VDIHW\� RI� VHUYLFHV�
HPHUJHQF\� DXWKRULWLHV�� ODZ� HQIRUFHPHQW�� LQWHOOLJHQFH� DQG� GHIHQVH� DFWLYLWLHV� DUH
MXVW� D� IHZ� RI� WKH� OHJDO� FRQVLGHUDWLRQV� ZKLFK� VKRXOG� EH� WDNHQ� LQWR� DFFRXQW� LQ
FRPSLOLQJ�WKH�OHJDO�ODQGVFDSH�

,Q� RWKHU� DUHDV�� WKH� ODZ� DQG� WKXV� WKH� VWUXFWXUH� DQG� DVVXUDQFH� OHYHO� RI� WKH
LQIUDVWUXFWXUHV�DUH�LQ�IOX[���5HFHQW�GHUHJXODWLRQ�DQG�UHVWUXFWXULQJ�HIIRUWV�LQ�VXFK
LQGXVWULHV� DV� WHOHFRPPXQLFDWLRQV� DQG� HOHFWULF� SRZHU� PD\� LPSDFW� WKHVH
LQIUDVWUXFWXUHVª� DELOLWLHV� WR� DGGUHVV� LQIUDVWUXFWXUH� DVVXUDQFH� FRQFHUQV�� � ,W� LV
GLIILFXOW�� WKRXJK�� WR� DQDO\]H� WKH� LPSDFWV� RI� VXFK� FKDQJHV� RQ� LQIUDVWUXFWXUH
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DVVXUDQFH� DQG� WKH� OHJDO� ODQGVFDSH� XQWLO� WKH� DXWKRULWLHV� DQG�PHFKDQLVPV� KDYH
EHHQ�PRUH�IXOO\�LPSOHPHQWHG�

7KLV�SUHOLPLQDU\�HIIRUW�VKRXOG�PDNH�FOHDUHU�WKH�DUHDV�ZKHUH�IHGHUDO�LQYROYHPHQW
LV�KLVWRULFDOO\�DQG�OHJDOO\�SUHFHGHQWHG�DQG�WKRVH�DUHDV�ZKLFK�DUH�EHWWHU�OHIW�WR�WKH
VWDWHV��DVVRFLDWLRQV��DQG��LQGLYLGXDO�RZQHUV�DQG�RSHUDWRUV���,W�PD\�EH�QHFHVVDU\
WR� H[DPLQH� WKHVH� UROHV�� SDUWLFXODUO\� DV� WKH\� HYROYH� LQ� WKLV� DUHD� RI� LQFUHDVHG
FRPSHWLWLRQ�� GHUHJXODWLRQ� DQG� UHVWUXFWXULQJ�� LQ� WKH� IXWXUH�� � 7KH� FXUUHQW� OHJDO
ODQGVFDSH�RI�LQIUDVWUXFWXUH�DVVXUDQFH�DSSHDUV�WR�SURYLGH�D�ULFK�ERG\�RI�UHVRXUFHV
WDSSHG�DQG�XQWDSSHG�IRU�PHHWLQJ�LQIUDVWUXFWXUH�DVVXUDQFH�REMHFWLYHV�

I n f o r m a t i o n  a n d  C o m m u n i c a t i o n s
I n f r a s t r u c t u r e

7R� WKH� H[WHQW� DQ\� RI� WKH� FULWLFDO� LQIUDVWUXFWXUHV� DUH� RZQHG� E\� WKH� IHGHUDO
JRYHUQPHQW�� IXOO� DXWKRULW\� H[LVWV� WR� SURWHFW� WKHP� IURP� SRWHQWLDO� WKUHDWV� DQG
YXOQHUDELOLWLHV�� � ,I� WKH� LQIUDVWUXFWXUH� LV� SULYDWHO\� RZQHG�� D� IHGHUDO� UROH� LV
JHQHUDOO\�SUHPLVHG�RQ�WKH�LQIUDVWUXFWXUHV�LQYROYHPHQW�LQ�LQWHUVWDWH�FRPPHUFH�

7KLV�LV�WUXH�LQ�WKH�DUHD�RI�WHOHFRPPXQLFDWLRQV���)RU�H[DPSOH�RQ�WKH�JRYHUQPHQW
VLGH�� WKH� *6$� DGPLQLVWHUV� WKH� IHGHUDO� WHOHSKRQH� V\VWHP� XQGHU� WKH� )76� ����
SURJUDP��� � 1&6� HQVXUHV� WKH� DYDLODELOLW\� RI� WHOHFRPPXQLFDWLRQV� VHUYLFH� GXULQJ
HPHUJHQFLHV�WKURXJK�*(76���16$�LV�FKDUJHG�ZLWK�WKH�VHFXULW\�RI�WKH�JRYHUQPHQW
WHOHFRPPXQLFDWLRQV� VHUYLFHV��� � 3URJUDPV� DUH� LQ� SODFH� IRU� RWKHU� PHDQV� RI
FRPPXQLFDWLRQV�DV�ZHOO�DV��VXFK�DV�17,$ªV�UROH�LQ�VSHFWUXP�DOORFDWLRQ�DQG�XVH�RI
VDWHOOLWHV� IRU� WKH�JRYHUQPHQW�� DQG�%/0ªV� HPHUJHQF\� UDGLR� FDSDELOLWLHV��� �2WKHU
IHGHUDO�JRYHUQPHQW�DJHQFLHV�DOVR�SOD\�PRUH�QDUURZ�DQG�GHILQHG�UROHV��VXFK�DV�WKH
8�6��6HFUHW�6HUYLFHªV�UROH�LQ�LQYHVWLJDWLQJ�DFFHVV�GHYLFH�IUDXG��

                                                
3   See infra p. 37.
4   See discussion of NSA authorities infra pp. 31-32.
5   See infra p. 25.
6   See infra p. 45.
7   See infra p. 35.
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T he Federal L egal L andscape:  Inform ation  &  Com m unications

T elecomT elecom

Presidential A uthorities
EO 12356

EO  124472
EO 12382

FC C
C om m unications A ct of 1934

Telecom  A ct of 1996

N SA
Telecom  Security

NC S
Federal Response Plan

C om m erce-N IST
Com puter Security A ct of 1987

O M B
Circular A -130

A gency CIO s
ITM RA

N R IC

N STA C

NTIA

NSTISSC

SPB

G SA
FTS 2000

Info Secu rityInfo Security

L aw  Law  
E nforcm entE nforcm ent

D O J

FBI
U .S. Secret Service

R adioR adio

BLM

G ETSB

CIO  C ouncil

Title 18 U .S.C.

-XULVGLFWLRQ� RYHU� SULYDWHO\�RZQHG� FRPPXQLFDWLRQV� PHGLD� LV� JLYHQ� WR� WKH� )&&
EDVHG� RQ� WKH� LQWHUVWDWH� FRPPHUFH� LPSOLFDWLRQV� RI� VXFK� FRPPXQLFDWLRQV�� 7KH
H[DFW� QDWXUH� RI� WKH� )&&ªV� MXULVGLFWLRQ� GRHV� YDU\� GHSHQGLQJ� RQ� WKH
FRPPXQLFDWLRQV�PHGLD�LQ�TXHVWLRQ����+RZHYHU��WKH�)&&ªV�JHQHUDO�PDQGDWH�LV�WR
HQVXUH�WKDW�VDIH�DQG�UHOLDEOH�FRPPXQLFDWLRQV�VHUYLFHV�DUH�ZLGHO\�DYDLODEOH�� �7R
DFFRPSOLVK� WKLV� PLVVLRQ�� WKH� )&&� KDV� UHJXODWRU\� DXWKRULW\� WR� LVVXH� OLFHQVHV�
PDNH� DSSURSULDWH� UHJXODWLRQV�� LVVXH� ILQHV� DQG� RWKHU� SHQDOWLHV�� � 7KH� )&&� XVHV
PDQ\�RI�WKHVH�DXWKRULWLHV�WR�HQVXUH�WKH�VDIHW\�DQG�UHOLDELOLW\�RI�FRPPXQLFDWLRQV�
KRZHYHU� WKHUH� PD\� EH� URRP� IRU� D� JUHDWHU� IRFXV� RQ� LQIUDVWUXFWXUH� DVVXUDQFH
REMHFWLYHV�� ,Q� DGGLWLRQ�� VWDWH� 3XEOLF� 8WLOLW\� &RPPLVVLRQV� �38&V�� JHQHUDOO\
UHJXODWH�IDFLOLW\�DQG�HTXLSPHQW�VLWLQJ�DQG�UDWH�VHWWLQJ���:KLOH�WKH�IRFXV�RI�ERWK
WKH�)&&��DW�WKH�IHGHUDO�OHYHO��DQG�WKH�38&V��DW�WKH�VWDWH�OHYHO��KDYH�WUDGLWLRQDOO\
EHHQ� RQ� SURYLGLQJ� XQLYHUVDO� VHUYLFH�� WKHVH� ERGLHV� DUH� QRZ� PRYLQJ� WKHLU� IRFXV
WRZDUG� DFFHVV� DQG� FRQWLQXLW\� RI� VHUYLFH�� � )RU� H[DPSOH�� WKH� )&&� FKDUWHUHG
1HWZRUN� 5HOLDELOLW\� DQG� ,QWHURSHUDELOLW\� &RXQFLO� FXUUHQWO\� KDV� UHSRUWLQJ
UHTXLUHPHQWV�LQ�SODFH�IRU�RXWDJHV��EXW�LV�FRQVLGHULQJ�ZKHWKHU�WKH�WKUHVKROGV�IRU
UHSRUWLQJ�VKRXOG�EH�FKDQJHG�LQ� OLJKW�RI� LQGXVWU\�UHVWUXFWXULQJ�DQG�VHFXULW\�DQG
UHOLDELOLW\� FRQFHUQV�� � $OVR�� WKH� LPSDFW� WKDW� VRPH� RI� WKH� SURYLVLRQV� RI� WKH
7HOHFRPPXQLFDWLRQV� $FW� RI� ������ VXFK� DV� QHZ� REOLJDWLRQV� IRU� LQWHUFRQQHFWLRQ�
XQEXQGOLQJ�RI�VHUYLFHV��DQG�UHVDOH�RI� LQIUDVWUXFWXUH�DFFHVV�RQ�H[LVWLQJ�SURYLGHUV
RI�ORFDO�H[FKDQJH�VHUYLFHV��ZLOO�KDYH�RQ�LQIUDVWUXFWXUH�REMHFWLYHV�LV�QRW�\HW�FOHDU
DQG�PD\�GHSHQG� RQ� WKH�PDQQHU� RI�)&&� LPSOHPHQWDWLRQ�� D�SURFHVV� WKDW� LV� VWLOO

                                                
8   See discussion of FCC authorities infra pp. 38-43.
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XQGHUZD\�� � ,Q� WKH� PHDQWLPH�� QHZ� WHFKQRORJLHV� DUH� EHLQJ� LQWURGXFHG� LQ� WKH
FRPPXQLFDWLRQV�DUHQD�HYHU\GD\�

)RU� SURWHFWLRQ� RI� LQIRUPDWLRQ� V\VWHPV� VSHFLILFDOO\�� PXFK� WKH� VDPH� SDWWHUQ� LV
IRXQG�� �*RYHUQPHQW� V\VWHPV�KDYH� D�ZLGH� DQG� GLYHUVH� JURXS� RI� IHGHUDO� HQWLWLHV
FKDUJHG�ZLWK�VRPH�DVSHFW�RI�WKHLU�SURWHFWLRQ�DQG�SURSHU�IXQFWLRQLQJ�� �1,67�KDV
WKH� SULPDU\� UHVSRQVLELOLW\� IRU� VHWWLQJ� VWDQGDUGV� IRU� LQIRUPDWLRQ� VHFXULW\��� EXW
RWKHU� HQWLWLHV� VXFK� DV� 16$�� 63%�� &663$%�� &,2� &RXQFLO�� DQG� *,76%�� SURYLGH
LQSXWV� DQG� SOD\� D� UROH� LQ� IHGHUDO� LQIRUPDWLRQ� VHFXULW\� HQGHDYRUV�� � ,QGLYLGXDO
DJHQFLHV��WKURXJK�WKHLU�&,2V��DOVR�EHDU�FRQVLGHUDEOH�UHVSRQVLELOLW\�IRU�WKHLU�RZQ
V\VWHPV�� � �6RPH�DJHQFLHV�KDYH�ULVHQ�WR�WKH�FKDOOHQJH�PRUH�UHDGLO\� WKDQ�RWKHUV�
)&&�� IRU� H[DPSOH�� KDV� LWV� RZQ� FRPSXWHU� HPHUJHQF\� UHVSRQVH� FDSDELOLW\� DQG
FRQGXFWV�§UHG�WHDPLQJ¨�DFWLYLWLHV���

,Q�FRQWUDVW��WKHUH�LV�QR�IHGHUDO�JRYHUQPHQW�IRFDO�SRLQW�IRU�SULYDWHO\�RZQHG�FULWLFDO
LQIUDVWUXFWXUH� LQIRUPDWLRQ� VHFXULW\�� � 1,67� DQG� 16$� PD\� SURYLGH� WHFKQLFDO
H[SHUWLVH�� EXW� DQ\� UHJXODWRU\� UHTXLUHPHQWV� DUH� GHULYHG� IURP� WKH� RYHUDOO
UHJXODWRU\� VFKHPH� RI� WKH� RYHUVLJKW� DJHQF\�� � )(5&�� IRU� H[DPSOH�� UHTXLUHV
LQWHUVWDWH� WUDQVPLWWHUV� RI� HQHUJ\� WR� OLQN� WR� WKH� 2$6,6� V\VWHP� DQG� KDV� SXW� LQ
SODFH� UHTXLUHPHQWV� IRU� WKH� VHFXULW\� RI� WKDW� V\VWHP���� � )HZ� DJHQFLHV� KDYH
PDQGDWHG� VXFK� UHTXLUHPHQWV�� WKRXJK� WKH\� PRVW� OLNHO\� KDYH� WKH� VWDWXWRU\
DXWKRULW\�WR�GR�VR�LQ�RUGHU�WR�SURWHFW�WKH�VDIH�DQG�SURSHU�RSHUDWLRQ�RI�WKH�FULWLFDO
LQIUDVWUXFWXUHV�WKH\�UHJXODWH�

:KHWKHU�JRYHUQPHQW�RU�SULYDWH�FRPPXQLFDWLRQV�V\VWHPV��WZR�QHHGV�DUH�FULWLFDO
WR� LQIUDVWUXFWXUH� DVVXUDQFH� REMHFWLYHV¦ODZ� HQIRUFHPHQW� DQG� HGXFDWLRQ� DQG
DZDUHQHVV�� � 7KH� 6HFUHW� 6HUYLFH���� WR� D� OLPLWHG� H[WHQW�� DQG� WKH� 'HSDUWPHQW� RI
-XVWLFH��� ERWK� KDYH� MXULVGLFWLRQ� RYHU� FULPHV� LQ� WKH� FRPPXQLFDWLRQV
LQIUDVWUXFWXUH�� � (GXFDWLRQ� HIIRUWV� IRU� SURSHU� XVH� RI� FRPSXWHUV� DQG� FRPSXWHU
HWKLFV�PD\� EH� IXQGHG� IRU� WKH� SULYDWH� VHFWRU� WKURXJK� 'HSDUWPHQW� RI� (GXFDWLRQ
SURJUDPV�����230�DQG�LQGLYLGXDO�DJHQFLHV�DUH�JHQHUDOO\�UHVSRQVLEOH�IRU�WUDLQLQJ
JRYHUQPHQW�HPSOR\HHV�RQ�VXFK�WRSLFV�

                                                
9   See infra p. 27.
10   See discussion of FCC Computer Security Program infra pp. 42-43.
11   For further discussion of OASIS system and FERC regulations see infra p. 55.
12   See infra p. 34.
13   See FBI summary infra pp. 15-16.
14   See infra pp. 35-36.
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P h y s i c a l  D i s t r i b u t i o n

7KH� WUDQVSRUWDWLRQ� LQIUDVWUXFWXUHªV� OHJDO� ODQGVFDSH� LV� SDUWLFXODUO\� GLIILFXOW� WR
FKDUDFWHUL]H� EHFDXVH� RI� WKH� XQLTXH� QDWXUH� RI� HDFK� RI� WKH� YDULRXV� � PRGHV� RI
WUDQVSRUWDWLRQ� LQYROYHG�� �5DWKHU� WKDQ�D� FHQWUDOL]HG�DQG� FRKHVLYH� VWUXFWXUH�� WKH
OHJDO� ODQGVFDSH� LV� IUDJPHQWHG�� � 7KH� 'HSDUWPHQW� RI� 7UDQVSRUWDWLRQ� LV� LWVHOI
EURNHQ� LQWR� D� QXPEHU� RI� LQGLYLGXDO� DJHQFLHV� WR� DGGUHVV� HDFK� RI� WKH� PRGHV� RI
WUDQVSRUW���� � 7KHVH� LQFOXGH� WKH� )HGHUDO� 5DLOURDG� $GPLQLVWUDWLRQ�� WKH� )HGHUDO
$YLDWLRQ� $GPLQLVWUDWLRQ�� WKH� )HGHUDO� +LJKZD\� $GPLQLVWUDWLRQ�� WKH� )HGHUDO
7UDQVLW� $GPLQLVWUDWLRQ�� WKH� 6XUIDFH� 7UDQVSRUWDWLRQ� %RDUG�� WKH� 8�6�� &RDVW
*XDUG�� DQG� WKH�0DULWLPH� $GPLQLVWUDWLRQ��0RUH� VSHFLDOL]HG� IHGHUDO� ERGLHV� DOVR
H[LVW� WR� DGGUHVV� VSHFLILF� HOHPHQWV� RI� WKH� WUDQVSRUWDWLRQ� LQIUDVWUXFWXUH�� VXFK� DV
WKH�6W��/DZHUHQFH�6HDZD\�����7KLV�PRGH�VSHFLILF�DSSURDFK�WR�JRYHUQDQFH�LV�HFKRHG
LQ�WKH�VWDWH�VWUXFWXUHV�ZKLFK�UHJXODWH�WUDQVSRUWDWLRQ�

The Federal Legal Landscape:  Physical Distribution

DOT

FAA
Aviation

FRA
Railroads

FTA
Mass Transit

HighwaysHighways

FHWA
Highways

USCG
Waterways

STB
Interstate 
Commerce

Maritime
Administration

Water Commerce & Ports

NRCNRC
Transport of Transport of 

Nuclear MaterialsNuclear Materials

State TransportationState Transportation
AuthoritiesAuthorities

St. LawrenceSt. Lawrence
SeawaySeaway

DevelopmentDevelopment
CorporationCorporation

FBIFBI

Law 
Enforcement

NTSBNTSB
AccidentAccident

InvestigationInvestigation

CustomsCustoms

GSAGSA
Federal MotorFederal Motor
 Vehicle Fleet Vehicle Fleet

RailroadsRailroads AviationAviationMass TransitMass Transit

DOEDOEEPAEPA

Oil & Gas
Transportation

RSPA
Pipelines

7KH�QDWXUH�RI� WKHVH�DJHQFLHVª�DXWKRULWLHV�RYHU� WKH�PRGHV�RI� WUDQVSRUWDWLRQ� WKH\
FRQFHUQ� DOVR� GLIIHU� WUHPHQGRXVO\�� � :KLOH� DLU� WUDQVSRUWDWLRQ� LV� PRUH� KHDYLO\
UHJXODWHG�E\�WKH�)$$��WKH�)HGHUDO�+LJKZD\�$GPLQLVWUDWLRQ�DQG�)HGHUDO�7UDQVLW
$XWKRULW\�SOD\�D�PRUH�LQIOXHQWLDO�UROH�WKURXJK�JUDQW�SURJUDPV�DQG�VWXGLHV�DLPHG

                                                
15   See infra pp. 19-22 for further discussion of DOT authorities.
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DW�VDIHW\�� �7KLV�PD\�EH�GXH� WR� WKH� LQWUDVWDWH�QDWXUH�RI�PDQ\�RI� WKHVH�PRGHV�RI
WUDQVSRUWDWLRQ��QHFHVVLWDWLQJ�D�PRUH�VWDWH�FHQWULF�DSSURDFK�WR�RYHUVLJKW�� �6WDWHV
DQG� ORFDO� JRYHUQPHQWV� EHDU� WUHPHQGRXV� UHVSRQVLELOLW\� IRU� WKH� WUDQVSRUWDWLRQ
LQIUDVWUXFWXUH��PXFK�RI�LW�EHLQJ�RZQHG�E\�WKRVH�JRYHUQPHQW�HQWLWLHV���+LJKZD\V
DQG� URDGV�� EULGJHV�� HYHQ� DLUSRUWV� DUH� XVXDOO\� RZQHG� DQG� PDLQWDLQHG� E\
PXQLFLSDO�RU�VWDWH�DXWKRULWLHV���+RZHYHU��WR�WKH�H[WHQW�WUDQVSRUWDWLRQ�LQYROYHV�D
VSHFLILF�IHGHUDOO\�UHJXODWHG�PDWHULDO��VXFK�DV�QXFOHDU�PDWHULDOV��D�VWURQJ�IHGHUDO
UROH�ZLOO�EH�GHILQHG�IRU�WKH�DJHQF\�SULPDULO\�UHVSRQVLEOH�IRU�VXFK� LWHPV¦LQ�WKLV
FDVH�WKH�1XFOHDU�5HJXODWRU\�&RPPLVVLRQ���

$Q�HIIHFWLYH�OHJDO�VWUDWHJ\�IRU�LQIUDVWUXFWXUH�DVVXUDQFH�PD\�QHHG�WR�EH�WDLORUHG�WR
HDFK� LQGLYLGXDO�PRGH� RI� WUDQVSRUW�� � $XWKRULWLHV� WR� FRQGXFW� LQVSHFWLRQV�� UHTXLUH
WUDLQLQJ��DQG�VHFXULW\�PHDVXUHV�PD\�H[LVW�DW�WKH�IHGHUDO�RU�VWDWH�OHYHO�IRU�DQ\�RI
WKH�HOHPHQWV� RI� WKH� WUDQVSRUWDWLRQ� LQIUDVWUXFWXUH�� �7KHUH�PD\�DOVR� EH� URRP� IRU
LPSURYHPHQW� LQ� WKHLU� FXUUHQW� LPSOHPHQWDWLRQ�� � )RU� H[DPSOH�� WKHUH� DUH� QR
VHFXULW\� UHJXODWLRQV� IRU� UDLO� SDVVHQJHU� WHUPLQDOV� VLPLODU� WR� WKRVH� IRU� DLUSRUWV���
,Q�DGGLWLRQ��WKH�LPSDFW�RI�LQIRUPDWLRQ�WHFKQRORJ\�DQG�DXWRPDWLRQ�ZLOO�KDYH�WR�EH
FDUHIXOO\�VWXGLHG�WR�GHWHUPLQH�WKH�SURSHU�XVH�RI�OHJDO�DXWKRULW\�IRU�LQIUDVWUXFWXUH
DVVXUDQFH� REMHFWLYHV�� � (OHFWURQLF� V\VWHPV� DOUHDG\� FRQWURO� DLU� WUDIILF� DQG� UDLO
WUDIILF��DQG�DUH�TXLFNO\�PRYLQJ�LQWR�XUEDQ�WUDIILF�FRQWURO�FHQWHUV���

B a n k i n g  a n d  F i n a n c e

'HVSLWH� WKH�FRPSOH[�ZHE�RI� ILQDQFLDO� LQVWLWXWLRQV�DQG�RWKHU�HQWLWLHV� LQYROYHG� LQ
WKH� EDQNLQJ� DQG� ILQDQFH� LQIUDVWUXFWXUH�� IHGHUDO� UHJXODWLRQ� DQG� FRQWURO� RI� WKH
LQIUDVWUXFWXUH�LV�IDLUO\�WLJKWO\�FHQWHUHG�DQG�PDLQWDLQHG�� �7KH�)HGHUDO�5HVHUYH��
DQG�)',&��� UHJXODWH�PDQ\�DVSHFWV�RI� WKH�RSHUDWLRQV�RI� WKH�EDQNV� WKH\�RYHUVHH�
7KHVH� RUJDQL]DWLRQV� KDYH� DOUHDG\� KDG� WR� UHVSRQG� WR� LPSRUWDQW� LQIUDVWUXFWXUH�
UHODWHG� FRQFHUQV� WKURXJK� WKHLU� UHJXODWRU\� VWUXFWXUH� ZLWK� WKH� LQFUHDVLQJ
SRSXODULW\� RI� HOHFWURQLF� FRPPHUFH�� � 7KH� )HGHUDO� )LQDQFLDO� ,QVWLWXWLRQV
([DPLQDWLRQV�&RXQFLO�LV�ZRUNLQJ�WR�VWDQGDUGL]H�WKH�SUDFWLFHV�DPRQJ�WKH�IHGHUDO
UHJXODWRUV�UHJDUGLQJ�HOHFWURQLF�IXQG�WUDQVIHUV���

                                                
16   See infra pp. 55-52.
17   See Argonne National Laboratory, Overview of the Impacts of Regulatory Agency
Practices on Critical Infrastructure Protection, Prepared for PCCIP § 7 (July 15, 1997).
18   Id.
19   See infra pp. 57-58.
20   See infra pp. 58-59.
21   See infra p. 59.
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The Federal Legal Landscape:  Banking and Finance

ThriftsThrifts

Taxes & Tax IncentivesTaxes & Tax Incentives

Insured BanksInsured Banks State Chartered State Chartered
Fed Reserve MemberFed Reserve Member

BanksBanks

Federally-CharteredFederally-Chartered
BanksBanks

Securities
Exchange 

Commission

LawLaw
EnforcementEnforcement

Securities & ExchangesSecurities & Exchanges
NYSE, AMEX, NASD, CBOTNYSE, AMEX, NASD, CBOT

National BanksNational Banks

Credit UnionsCredit Unions

Office 
Comptroller
of Currency

Federal 
Reserve FDIC

Financial Markets
Working Group

IRSIRS

OTSOTS

NCUANCUA

Federal Financial Institutions
Examination Council

InsuranceInsurance

Department of 
Treasury

FBI

DOJ

FTCFTC

CFTCCFTC

U.S. Secret
Service

ATF

FinCen

State Banking CommissionersState Banking Commissioners

7KH�6(&�DOVR�KDV�WKH�QHFHVVDU\�DXWKRULW\�WR�UHVSRQG�WR�LQFLGHQWV�GLVUXSWLQJ�WKH
WUDGLQJ�RI�VHFXULWLHV��WKRXJK�LW�KDV�QRW�\HW�EHHQ�IRUFHG�WR�LQYRNH�VXFK�DXWKRULW\���
7KH�'HSDUWPHQW� RI� 7UHDVXU\� KDV� DWWHPSWHG� WR� SOD\� DQ� LQWHJUDWLQJ� UROH� IRU� LWV
PDQ\� FRQVWLWXHQWV��2&&�� )',&�� ,56¦WKURXJK� VXFK� HIIRUWV� DV� WKH� )LQDQFLDO
0DUNHWV� :RUNLQJ� *URXS� ZKLFK� LV� GHVLJQHG� WR� VKDUH� LQIRUPDWLRQ� DQG� WR� ILQG
VROXWLRQV�WR�YDULRXV�SUREOHPV�LQ�WKH�EDQNLQJ�DQG�ILQDQFH�DUHD�����7KLV�JURXS�KDV
ODWHO\� EHJXQ� WR� IRFXV� RQ� LQIUDVWUXFWXUH� DVVXUDQFH�UHODWHG� WRSLFV� VXFK� DV
GLVUXSWLRQV�� �7KH�6HFUHW�6HUYLFH�KDV� MXULVGLFWLRQ�RYHU�FULPHV� LQYROYLQJ�FXUUHQF\
DQG�RWKHU�ILQDQFLDO�LQVWUXPHQWV�����7KH�)%,�DQG�'HSDUWPHQW�RI�-XVWLFH�DOVR�KDYH
MXULVGLFWLRQ�RYHU�IHGHUDO�FULPHV�LQ�WKH�EDQNLQJ�DQG�ILQDQFH�LQIUDVWUXFWXUH���

E n e r g y

$V�ZDV�GHPRQVWUDWHG�LQ�WKH�WHOHFRPPXQLFDWLRQV�DUHQD��IHGHUDO�DXWKRULW\�GLIIHUV
FRQVLGHUDEO\� IURP� JRYHUQPHQW� WR� SULYDWHO\� RZQHG� V\VWHPV�� � '2(� KDV� WKH
VWDWXWRU\� DXWKRULW\� WR� UHTXLUH� JRYHUQPHQW� HQHUJ\� IDFLOLWLHV� WR� PHHW� DQ\

                                                
22   See infra pp. 56-57 for discussion of SEC authorities.
23   See infra p. 28.
24   See infra pp. 34-35 for discussion of Secret Service jurisdiction.
25   See infra pp. 15-16.
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UHTXLUHPHQWV� QHFHVVDU\� WR� PHHW� LQIUDVWUXFWXUH� DVVXUDQFH� REMHFWLYHV���� � � :KLOH
WKHVH�FXUUHQWO\�LQYROYH�VRPH�SK\VLFDO�VHFXULW\�UHTXLUHPHQWV�� LW� LV�QRW�RWKHUZLVH
FOHDU�WR�ZKDW�H[WHQW�VXFK�REMHFWLYHV�DUH�FXUUHQWO\�WDNHQ�LQWR�DFFRXQW�

%RWK�'2(�DQG�)(5&�KDYH�VLJQLILFDQW�DXWKRULW\�RYHU�LQWHUVWDWH�HQHUJ\�IDFLOLWLHV
HYHQ� LI� SULYDWHO\� RZQHG���� 6WDWH� 38&V� KDYH� MXULVGLFWLRQ� RYHU� UHWDLO� VDOH� RI
HOHFWULFLW\�� � 7KLV� LQFOXGHV� WKH� DXWKRULW\� WR� LVVXH� SHUPLWV� DQG� VHW� VWDQGDUGV� IRU
FRQVWUXFWLRQ�� � 7KLV� DXWKRULW\� GLIIHUV� GHSHQGLQJ� RQ� WKH� HQHUJ\� VRXUFH�� � ,Q� IDFW�
QXFOHDU�HQHUJ\�LV�UHJXODWHG�DW�WKH�IHGHUDO�OHYHO�E\�WKH�15&�DOPRVW�H[FOXVLYHO\���

The Federal Legal Landscape:  Energy

Department of 
Energy

Government-Owned Facilities

Power Marketing
Administrations

Alaska Power Authority

Bonneville

Western Area

Southeastern

Southwestern

Electric Electric 

NuclearNuclear

Federal Energy
Regulatory Commission

NRC

North AmercianNorth Amercian
Electric ReliabilityElectric Reliability

CouncilCouncil

State PublicState Public
Utility CommissionsUtility Commissions HydroelectricHydroelectric

DOI

USCGArmy Corps
of Engineers

Dept. of Agriculture
Gas & OilGas & Oil

DOT
USCGUSCG

Tennessee Valley
Authority

DOI

EPA

*HQHUDOO\�� IHGHUDO� HQHUJ\� UHJXODWRUV�KDYH� OLFHQVLQJ�DXWKRULW\�� DELOLW\� WR� LPSRVH
UHSRUWLQJ� UHTXLUHPHQWV� DQG� WR� FRQGXFW� LQYHVWLJDWLRQV�� DQG� WR�PDNH� UHJXODWLRQV
IRU� RSHUDWLRQ� RI� HQHUJ\� IDFLOLWLHV�� � 7KH� '3$� SURYLGHV� SRZHUV� WR� DVVLVW� LQ
UHFRQVWLWXWLRQ� IROORZLQJ� DQ� HPHUJHQF\���� � $QG� VSHFLILF� SRZHUV� VXFK� DV� RUGHULQJ
LQWHUFRQQHFWLRQ� RU� H[SDQGHG� VHUYLFH� DQG� WDULII� UHYLHZ� FRXOG� EH� XVHG� IRU

                                                
26   Government-owned energy facilities are discussed infra pp. 16-17.
27   See infra pp. 16-19 (discussion of DOE authorities) and pp. 53-56 (discussion of FERC
authorities).
28   See discussion of NRC authorities infra pp. 51-52.
29   See, e.g., discussion infra p. 17.
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LQIUDVWUXFWXUH�DVVXUDQFH�REMHFWLYHV������:KLOH�VXIILFLHQW�DXWKRULW\�LV�LQ�SODFH��WKH
IHGHUDO�JRYHUQPHQW�KDV�QRW�\HW�UHTXLUHG�VXEVWDQWLDO�SK\VLFDO��RU�IRU�WKDW�PDWWHU
F\EHU��VHFXULW\�PHDVXUHV�IRU�QRQ�QXFOHDU�HQHUJ\�IDFLOLWLHV�

3LSHOLQHV� SRVH� PRUH� FRPSOH[� OHJDO� TXHVWLRQV� WKDQ� GR� RWKHU� W\SHV� RI� HQHUJ\�
UHODWHG� LQIUDVWUXFWXUHV�� �)(5&�KDV�DXWKRULW\�RYHU� WKH� LQWHUVWDWH� WUDQVSRUWDWLRQ
DQG�VDOH�RI�JDV�DQG�RLO���� �7KH�'HSDUWPHQW� RI�7UDQVSRUWDWLRQ� LV� UHVSRQVLEOH� IRU
WKH� VDIHW\� DQG� FRQVWUXFWLRQ� VWDQGDUGV� IRU� SLSHOLQHV�� LQFOXGLQJ� WKRVH� ZKLFK
WUDQVSRUW�RLO�DQG�JDV������7KH�(3$�DOVR�KDV�D�UROH�LQ�WKH�WUDQVSRUW�DQG�VWRUDJH�RI
RLO�DQG�JDV�� �%HIRUH� LQIUDVWUXFWXUH�DVVXUDQFH� REMHFWLYHV� UHODWHG� WR�SLSHOLQHV�DUH
LPSOHPHQWHG��WKH�UROHV�RI�WKHVH�DJHQFLHV�VKRXOG�EH�FODULILHG�

7KHUH� LV� VXIILFLHQW� DXWKRULW\� DW� WKH� IHGHUDO� OHYHO� WR� HQKDQFH� LQIUDVWUXFWXUH
DVVXUDQFH�ZLWKLQ�WKH�HQHUJ\�LQIUDVWUXFWXUH���+RZHYHU��DV�WKH�LQGXVWU\�FRQWLQXHV
LWV�PRYH�WRZDUG�FRPSHWLWLRQ�LQ�HOHFWULF�JHQHUDWLRQ�� � �FDUHIXO�FRQVLGHUDWLRQ�PXVW
EH� JLYHQ� WR� XVLQJ� WKRVH� DXWKRULWLHV� WR� HQVXUH� WKDW� LQIUDVWUXFWXUH� DVVXUDQFH
REMHFWLYHV�DUH�PHW�� � ,Q�DGGLWLRQ�WR�'2(��)(5&�DQG�15&��XQLTXH�UROHV�DUH�DOVR
SOD\HG�E\�WKH�'HSDUWPHQW�RI�$JULFXOWXUH�LQ�GHYHORSPHQW�RI�XQLYHUVDO�VHUYLFH� LQ
UXUDO� DUHDV����%/0� LQ� WKH� SURWHFWLRQ� RI� XWLOLWLHV� RQ� SXEOLF� ODQGV� DQG� OHDVLQJ� RI
ODQGV� IRU� SURGXFWLRQ� RI� RLO� DQG� JDV���� VWDWH� SXEOLF� XWLOLW\� FRPPLVVLRQV�� DQG
DVVRFLDWLRQV� VXFK� DV� WKH� 1RUWK� $PHULFDQ� (OHFWULF� 5HOLDELOLW\� &RXQFLO� �1(5&��
1(5&�� D� YROXQWDU\� DVVRFLDWLRQ� RI� XWLOLWLHV� IRUPHG� LQ� ������ LV� EHFRPLQJ� DQ
LQFUHDVLQJO\� LPSRUWDQW� SUHVHQFH� LQ� WKH� HQHUJ\� LQGXVWU\���� � 1(5&� MXVW� UHFHQWO\
YRWHG�IRU�LWV�UHOLDELOLW\�VWDQGDUGV�WR�EH�REOLJDWRU\�IRU�LWV�PHPEHUV����7KH�UROHV�RI
WKH�VWDWH�38&V�ZLOO�DOVR�EH�LPSRUWDQW�WR�IROORZ�DV�WKH� LQIUDVWUXFWXUH�XQGHUJRHV
WKLV� FKDQJH�� � 'XH� WR� WKLV� IUDJPHQWDWLRQ� RI� WKH� MXULVGLFWLRQ� RYHU� WKH� HQHUJ\
LQIUDVWUXFWXUH�� DOO� RI� WKHVH� OHJDO� DQG� UHJXODWRU\� HQWLWLHV� VKRXOG� EH� WDNHQ� LQWR
DFFRXQW�ZKHQ�HYDOXDWLQJ�WKH�OHJDO�ODQGVFDSH�

                                                
30   The potential uses for such regulatory authorities are discussed within the FERC summary.
See infra pp. 53-56.
31   See infra p. 55.
32   See infra p. 19.
33   See discussion of Department of Agriculture programs infra p. 56.
34   See infra p. 47.
35   NERC is discussed extensively in Argonne National Labs’ Regulatory Landscape Report
to the President’s Commission on Critical Infrastructure protection.  See supra note 16 § 4.
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Vi t a l  H u m a n  S e r v i c e s
( I n c l u d i n g  E m e r g e n c y  S e r v i c e s  a n d  C o n t i n u i t y  o f

G o v e r n m e n t  S e r v i c e s )

9LWDO�+XPDQ�6HUYLFHV� UHIHUV� WR� D�ZLGH� UDQJH� RI� DFWLYLWLHV� DW� IHGHUDO�� VWDWH� DQG
ORFDO�OHYHOV�WKDW�DUH�ERWK�FUXFLDO�IRU�HYHU\GD\�OLIH�DQG�QHHGHG�LQ�WKH�HYHQW�RI�DQ
HPHUJHQF\�� � 7KH� UHVSRQVLELOLWLHV� IRU� SURYLVLRQ� RI� VHUYLFHV� UHODWHG� WR� SROLFH�� ILUH�
DQG� PHGLFDO� FDUH� EHORQJ� SULQFLSDOO\� WR� ORFDO� DQG� VWDWH� JRYHUQPHQWV�� � 8QGHU
XQLTXH� FLUFXPVWDQFHV�� VXFK� DV� D� PDMRU� GLVDVWHU� WKDW� VWUDLQV� VWDWH� UHVSRQVH
FDSDELOLWLHV�� WKH� )HGHUDO� JRYHUQPHQW� KDV� WKH� DXWKRULW\� WR� UHVSRQG� XQGHU� WKH
6WDIIRUG� $FW���� � � (PHUJHQF\� IXQFWLRQV� DUH� DGPLQLVWHUHG� E\� )(0$�� EXW� LQYROYH
PDQ\� RI� WKH� IHGHUDO� DJHQFLHV� XQGHU� D� PDQDJHPHQW� VWUXFWXUH� VHW� RXW� LQ� WKH
)HGHUDO� 5HVSRQVH� 3ODQ�� � 2WKHU� DYHQXHV�� VXFK� DV� WKH� 1XQQ�/XJDU�'RPHQLFL
:HDSRQV� RI�0DVV�'HVWUXFWLRQ� OHJLVODWLRQ� RI� ������ SURYLGH� WUDLQLQJ� RU� DFFHVV� WR
HTXLSPHQW�IRU�ILUVW�UHVSRQGHUV�

The Federal Legal Landscape:  Vital Human Services

Law EnforcementLaw Enforcement

Emergency ResponseEmergency Response

Lead Agencies
Federal Response Plan

Lead Agencies
Federal Response Plan
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Emergency Alert System
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Emergency Alert System
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Title 18 U.S.C.
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Training State & Local
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DOD
Training State & Local
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Nunn-Lugar-Domenici

FEMA
Stafford Act

DPA

FEMA
Stafford Act

DPADOIDOI

Treasury
Financial

Management Service

Treasury
Financial

Management Service

NIST
Computer Security

State & Local
Fire, Rescue & Medical

7KH� JRYHUQPHQW� KDV� SODQQHG� IRU� FRQWLQXLW\� RI� LWV� RZQ� FRPPXQLFDWLRQV
FDSDELOLWLHV� WKURXJK� *6$�� 1&6� DQG� RWKHU� DYHQXHV� IRU� WKH� SURYLVLRQ� RI
WHOHFRPPXQLFDWLRQV�VHUYLFH�GXULQJ�DQ�HPHUJHQF\���� �7KH�)HGHUDO�5HVSRQVH�3ODQ

                                                
36   See infra pp. 23-24.
37   See infra p. 37.
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DQG� RWKHU� GRFXPHQWV� GLYLGH� UHVSRQVLELOLWLHV� GXULQJ� HPHUJHQFLHV� DPRQJ� WKH
IHGHUDO� DJHQFLHV�� � ,W� LV�QRW� FXUUHQWO\� FOHDU�ZKHWKHU� WKH� IHGHUDO� JRYHUQPHQW�KDV
DGHTXDWHO\� WDNHQ� LQWR� DFFRXQW� LQWHUGHSHQGHQFLHV� DPRQJ� WKH� FULWLFDO
LQIUDVWUXFWXUHV�LQ�LWV�RZQ�SODQQLQJ�IRU�HPHUJHQFLHV�

,QGLYLGXDO�DJHQFLHV��LQ�DGGLWLRQ�WR�*6$��KDYH�WDNHQ�PHDVXUHV�LQ�WKH�ZDNH�RI�WKH
2NODKRPD� &LW\� ERPELQJ� WR� LQFUHDVH� SK\VLFDO� VHFXULW\� RI� WKHLU� IDFLOLWLHV� DQG� WR
SUHSDUH� IRU� HPHUJHQFLHV�� � 6RPH� DJHQFLHV� KDYH� SUHSDUHG� HYDFXDWLRQ� SODQV� DQG
SODQV� IRU� UHFRQVWLWXWLRQ� DIWHU� DQ� LQFLGHQW���� � 'LVSDULWLHV� EHWZHHQ� DJHQFLHV� DUH
VLPLODU� WR� WKRVH� LQ� WKH� DUHD� RI� LQIRUPDWLRQ� VHFXULW\�� ZKHUH� VRPH� DUH� ZHOO
SUHSDUHG�WR�KDQGOH�D�FRQWLQJHQF\�DQG�RWKHUV�KDYH�QRW�WDNHQ�WKH�QHHG�IRU�VHFXULW\
SUHFDXWLRQV� DQG� DGYDQFHG� SODQQLQJ� DV� VHULRXVO\�� � $V� SURYLVLRQ� RI� JRYHUQPHQW
VHUYLFHV� PRYHV� LQFUHDVLQJO\� §RQ�OLQH�¨� DJHQFLHV� WKDW� SURYLGH� VXFK� VHUYLFHV� ZLOO
XQGRXEWHGO\�IHHO�SUHVVXUH�WR�HQVXUH�WKH�LQWHJULW\�DQG�UHOLDELOLW\�RI�WKRVH�VHUYLFHV
IURP� SRWHQWLDO� F\EHU�UHODWHG� GLVUXSWLRQV�� � +RZHYHU�� QR� JRYHUQPHQW� HQWLW\� KDV
FOHDU�DQG�DXWKRULWDWLYH� HQIRUFHPHQW�DXWKRULW\� RYHU� WKH� LPSOHPHQWDWLRQ� RI� VXFK
UHTXLUHPHQWV�

,I� D� FULWLFDO� LQIUDVWUXFWXUH� LQFLGHQW� UHDFKHV� D� OHYHO� ZKHUH� LW� LPSDFWV� QDWLRQDO
LQWHUHVWV�� VHYHUDO� IHGHUDO� PHFKDQLVPV� DQG� DXWKRULWLHV� DUH� DSSOLFDEOH�� � &URVV�
LQIUDVWUXFWXUH� VHUYLFHV� VXFK�DV� ODZ�HQIRUFHPHQW�DQG� LQWHOOLJHQFH� DUH� LPSRUWDQW
SDUWV�RI�DYHUWLQJ�QDWLRQDO�VHFXULW\� OHYHO� LQFLGHQWV�SHUWDLQLQJ� WR� LQIUDVWUXFWXUHV�
7KH� )%,��� DQG� &,$��� KDYH� DGHTXDWH� DXWKRULW\� WR� LQFOXGH� WKH� FULWLFDO
LQIUDVWUXFWXUHV�ZLWKLQ� WKH� DPELW� RI� WKHLU� QRUPDO� LQYHVWLJDWRU\� DQG� LQWHOOLJHQFH
UHODWHG� IXQFWLRQV�� � ,Q� IDFW�� WKH� )%,� KDV� WDNHQ� VHYHUDO� VWHSV� WR� LPSURYH� LWV
DZDUHQHVV�DQG�DELOLW\�WR�UHVSRQG�WR�FULWLFDO� LQIUDVWUXFWXUH�LQFLGHQWV�VXFK�DV�WKH
.H\�$VVHW�3URJUDP�DQG� WKH�&,7$&�ZKLFK�KRXVHV� WKH� ,QIUDVWUXFWXUH�3URWHFWLRQ
7DVN� )RUFH���� � 7KH� 'HSDUWPHQW� RI� 6WDWH�� &XVWRPV�� )HGHUDO� (PHUJHQF\
0DQDJHPHQW� $JHQF\�� 6HFUHW� 6HUYLFH�� WKH� SURVHFXWRUV� RI� WKH� 'HSDUWPHQW� RI
-XVWLFH��DQG�RWKHUV�PD\�DOVR�EH�LQYROYHG�LQ�DQ�LQIUDVWUXFWXUH�UHODWHG�LQFLGHQW�

7KH� IHGHUDO� JRYHUQPHQW� SOD\V� RQO\� D� OLPLWHG� UROH� LQ� SURWHFWLRQ� RI� WKH� GULQNLQJ
ZDWHU�VXSSO\���/RFDO�*RYHUQPHQWV�DQG�VWDWH�38&V�DUH�WKH�SULPDU\�DXWKRULW\�IRU
SURWHFWLRQ� RI� WKH� GULQNLQJ�ZDWHU� VXSSO\�� � +RZHYHU�� WKH� (3$� KDV� D� VWURQJ� UROH
UHODWHG� WR� NHHSLQJ� GULQNLQJ� ZDWHU� VDIH� DQG� FOHDQ���� � 7KH� (3$� VHWV� VWDQGDUGV
DGRSWHG� DQG� IROORZHG� E\� PRVW� ORFDO� ZDWHU� LQIUDVWUXFWXUH� RSHUDWRUV�� � 7KHVH
VWDQGDUGV�JHQHUDOO\�DGGUHVV�LVVXHV�VXFK�DV�YXOQHUDELOLW\�WR�LQGXVWULDO�RU�QDWXUDO

                                                
38   See, e.g., summary of U.S. Postal Service authorities and mechanisms infra p. 44.
39   See discussion of FBI authorities infra pp. 15-16.
40   See discussion of CIA authorities infra pp. 14-15.
41   See infra pp. 15-16 for further discussion of these FBI programs.
42   See supra note 16 at 97 (discussion of EPA role in drinking water infrastructure).
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FRQGLWLRQV�� EXW� GR� QRW� DGGUHVV� LQWHQWLRQDO� VDERWDJH� RI� GULQNLQJ� ZDWHU� TXDOLW\�
0RQLWRULQJ� RI� ZDWHU� TXDOLW\� ZLOO� OLNHO\� FRQWLQXH� WR� H[SDQG� XQGHU� WKH� H[LVWLQJ
OHJDO� UHJLPH�� � 7KH�8�6��*HRORJLFDO� 6XUYH\� DOVR� UXQV� D�1DWLRQDO�:DWHU�4XDOLW\
$VVHVVPHQW� SURJUDP���� � 7KH� %XUHDX� RI� 5HFODPDWLRQ� DOVR� LV� LQYROYHG� LQ� ZDWHU
RSHUDWLRQV� WKRXJK� XVXDOO\� RQO\� DW� WKH� RQVHW� RI� GHYHORSPHQW� RI� D� SURFHVVLQJ
RSHUDWLRQ���

C r o s s - I n f r a s t r u c t u r e  I s s u e s

0DQ\�RI�WKH�OHJDO�DXWKRULWLHV�FROOHFWHG�GXULQJ�WKH�VXUYH\�SURFHVV�GR�QRW�ILW�QHDWO\
LQWR� RQH� RI� WKH� FULWLFDO� LQIUDVWUXFWXUHV�� UDWKHU� WKH\� FXW� DFURVV� DOO� RI� WKH
LQIUDVWUXFWXUHV�LQ�VSHFLDO�ZD\V���/DZ�HQIRUFHPHQW�DQG�LQWHOOLJHQFH�IXQFWLRQV�DUH
WZR�VXFK�H[DPSOHV�ZKLFK�DUH�ZHOO�GRFXPHQWHG�ZLWKLQ�WKH�DJHQF\�VXEPLVVLRQV���
+RZHYHU�� WKHUH� DUH� RWKHU� H[DPSOHV� WKDW� SHUYDGH� WKH� ZD\� DOO� RI� WKH� IHGHUDO
DJHQFLHV�VXUYH\HG�DUH�FDUU\LQJ�RXW�WKHLU�PLVVLRQV��EXW�ZHUH�QRW�LQFOXGHG�ZLWKLQ
WKH�DJHQF\�VXEPLVVLRQV�� �5HFHQW� §5HLQYHQWLQJ�*RYHUQPHQW¨� LQLWLDWLYHV�� VXFK�DV
WKH� *RYHUQPHQW� 3HUIRUPDQFH� DQG� 5HVXOWV� $FW���� WKH� ,QIRUPDWLRQ� 7HFKQRORJ\
0DQDJHPHQW� 5HIRUP� $FW���� DQG� RWKHU� DXWKRULWLHV� WKDW� VHHN� WR� LQFOXGH� ULVN
PDQDJHPHQW� WHFKQLTXHV� LQ� WKH� UHJXODWRU\� VWUXFWXUH�� VHW� RXW� D� QHZ� ZD\� RI
FRQGXFWLQJ�JRYHUQPHQW�EXVLQHVV���� �7KHVH�DFWV�VHW�WKH�WRQH� IRU� IXWXUH� OHJDO�DQG
UHJXODWRU\� HIIRUWV� UHODWHG� WR� LQIUDVWUXFWXUH� DVVXUDQFH�

                                                
43   See infra p. 46.
44   See infra pp. 48-49.
45   See, e.g., infra pp. 14-15 (CIA); pp. 15-16 (FBI); pp. 33-34 (U.S. Secret Service); pp. 31-
32 (Customs Service); pp. 32-33 (ATF).
46   Pub. Law No. 103-62 (1993).
47   Pub. Law No. 104-106 (1996).
48   See, e.g., Pub. Law No. 104-304 (1996) (Accountable Pipelines Safety and Partnership Act
of 1996); see also supra note 16 at 54-55.
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Part Two

Summary of Agency Authorities

C e n t r a l  I n t e l l i g e n c e  A g e n c y

7KH� &,$� KDV� WKH� DXWKRULW\� WR� XQGHUWDNH� LQWHOOLJHQFH� DQG� FRXQWHULQWHOOLJHQFH
JDWKHULQJ�DQG�GLVVHPLQDWLRQ�DFWLYLWLHV�LQYROYLQJ�DQ\�RI�WKH�FULWLFDO�LQIUDVWUXFWXUHV
WR�WKH�H[WHQW�WKDW�WKHUH�LV�IRUHLJQ�LQWHOOLJHQFH�LQYROYLQJ�WKRVH�LQIUDVWUXFWXUHV�����,I
WKH� LQYHVWLJDWLRQ� RU� JDWKHULQJ� RI� VXFK� LQWHOOLJHQFH� DQG� FRXQWHULQWHOOLJHQFH� LV� WR
WDNH�SODFH�ZLWKLQ�WKH�8QLWHG�6WDWHV��WKH�&,$�HIIRUWV�PXVW�EH�FRRUGLQDWHG�ZLWK�WKH
)HGHUDO�%XUHDX�RI� ,QYHVWLJDWLRQ����7KH�&,$�GRHV�QRW�KDYH�SROLFH�� VXESRHQD�� ODZ
HQIRUFHPHQW�RU� LQWHUQDO� VHFXULW\�SRZHUV����+RZHYHU��D� UHFHQW�DPHQGPHQW� WR� WKH
1DWLRQDO� 6HFXULW\� $FW� DOORZV� WKH� ,QWHOOLJHQFH� &RPPXQLW\� WR� FROOHFW� LQIRUPDWLRQ
DEURDG� DERXW� QRQ�8�6�� SHUVRQV� LQ� RUGHU� WR� VXSSRUW� D� 8�6�� ODZ� HQIRUFHPHQW� RU
FRXQWHULQWHOOLJHQFH�LQYHVWLJDWLRQ�XSRQ�UHTXHVW�RI�D�8�6��ODZ�HQIRUFHPHQW�DJHQF\���

                                                
49   The National Security Act of 1947, 50 U.S.C. §§ 401 et seq., and the Central Intelligence
Agency Act of 1949, 50 U.S.C. §§ 403a et seq., define the CIA’s authority with regard to
collection of intelligence data.  Executive Order 12333 (1981), however, contains the specific
scope of the intelligence activities in which the CIA may engage and limits those activities to
the gathering of “foreign intelligence” and “counterintelligence.”  “Foreign intelligence” is
specifically defined in the Executive Order as “information relating to the capabilities,
intentions and activities of foreign powers, organizations or persons, but not including
counterintelligence except for information on international terrorist activities.”  Exec. Order
12333 § 3.4(d).  The Executive Order also defines counterintelligence as “information
gathered and activities conducted to protect against espionage, other intelligence activities,
sabotage, or assassinations conducted for or on behalf of foreign powers, organizations or
person, or international terrorist activities, but not including personnel, physical, document or
communications security programs.”  Exec. Order 12333 § 3.4(a).
50  Exec. Order 12333 § 1.8(a) & (c).� � See also infra pp. 15-16 (Federal Bureau of
Investigation Summary).  Similarly, the FBI, which is tasked with collecting
counterintelligence primarily within  the United States, must coordinate counterintelligence
gathering outside the U.S. with the CIA.  Exec. Order 12333 § 1.14(a) & (b).
51   50 U.S.C. § 403-3(d)(1).
52   50 U.S.C. § 403 (1996).
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$FWXDO�PHFKDQLVPV�LQ�SODFH�UHODWLQJ�WR�WKH�YDULRXV�LQIUDVWUXFWXUHV�DUH�OLPLWHG�WR
WKH� SURWHFWLRQ� DQG� UHFRQVWLWXWLRQ� RI� &,$ªV� RZQ� WHOHFRPPXQLFDWLRQV�� SRZHU�
HPHUJHQF\�VHUYLFHV��DQG�FULWLFDO�JRYHUQPHQW�RSHUDWLRQV���7KH�&,$�PD\�HQJDJH�LQ
FRYHUW� DFWLRQV� WR� §LQIOXHQFH� SROLWLFDO�� HFRQRPLF�� RU� PLOLWDU\� FRQGLWLRQV� DEURDG¨
ZLWK� WKH� DSSURYDO� RI� WKH� 3UHVLGHQW���� � 7KH�'LUHFWRU� RI� WKH� &HQWUDO� ,QWHOOLJHQFH
�'&,��SOD\V�D�SLYRWDO�UROH�LQ�LQWHOOLJHQFH�FRPPXQLW\��VLWWLQJ�RQ�WKH�&RPPLWWHH�RQ
7UDQVQDWLRQDO� 7KUHDWV���� DSSURYLQJ� DVVLJQPHQW� RI� IXQGV� XQGHU� WKH� 1DWLRQDO
)RUHLJQ� ,QWHOOLJHQFH� 3URJUDP���� DQG� FRRUGLQDWLQJ� UHODWLRQVKLSV� ZLWK� IRUHLJQ
JRYHUQPHQWV�����,Q�DGGLWLRQ��WKH�'&,�UHSRUWV�WR�&RQJUHVV�RQ�SRWHQWLDO�WKUHDWV�WR
WKH�QDWLRQDO� LQIRUPDWLRQ� LQIUDVWUXFWXUH� IURP�IRUHLJQ�SRZHUV�DQG��VHPL�DQQXDOO\
UHSRUWV� WR� &RQJUHVV� RQ� IRUHLJQ� QDWLRQVª� DFTXLVLWLRQ� RI� WHFKQRORJ\� UHODWLQJ� WR
ZHDSRQV�RI�PDVV�GHVWUXFWLRQ�DQG�DGYDQFHG�FRQYHQWLRQDO�PXQLWLRQV���

F e d e r a l  B u r e a u  o f  I n v e s t i g a t i o n

7KH�)HGHUDO�%XUHDX�RI� ,QYHVWLJDWLRQ� �)%,��KDV�EHHQ�GHOHJDWHG� WKH�DXWKRULW\� WR
LQYHVWLJDWH� DOO� FULPHV� DJDLQVW� WKH� 8QLWHG� 6WDWHV���� ,Q� IXOILOOLQJ� LWV� VWDWXWRU\
PDQGDWH�� WKH�%XUHDX� LV� WDVNHG�ZLWK�DFWLQJ�DV� WKH� OHDG�DJHQF\� LQ�DOO� FULPHV� IRU
ZKLFK� LW� KDV� FRQFXUUHQW� RU� SULPDU\� MXULVGLFWLRQ� DQG� ZKLFK� LQYROYH� WHUURULVW
DFWLYLWLHV���� � ,Q� DGGLWLRQ�� )%,� LV� WR� WDNH� FKDUJH� RI� LQYHVWLJDWLRQV� LQYROYLQJ
HVSLRQDJH�� VDERWDJH�� VXEYHUVLYH� DFWLYLWLHV� DQG� UHODWHG� PDWWHUV�� 7KH� RQO\
VXEVWDQWLDO� OLPLWV� RQ� WKH� VFRSH� RI� WKH� )%,ªV� LQYHVWLJDWRU\� DXWKRULW\� RYHU
YLRODWLRQV�RI�IHGHUDO�ODZ�FRPH�IURP�VSHFLILF�JUDQWV�RI�LQYHVWLJDWRU\�SRZHU�WR�RWKHU
LQYHVWLJDWLYH�DJHQFLHV�����$PRQJ�VXFK�SURYLVLRQV�LV�([HFXWLYH�2UGHU�������ZKLFK
UHTXLUHV� WKDW� WKH� )%,� FRQGXFW� FRXQWHULQWHOOLJHQFH� RXWVLGH� WKH�8QLWHG� 6WDWHV� LQ

                                                
53   50 U.S.C. § 413b(a) & (e).
54   50 U.S.C. § 402(I)(1) (1996).
55   50 U.S.C. § 403-3(c).
56   50 U.S.C. § 403-4(e).
57   H.R. 3259 §§ 310 & 711.
58   28 U.S.C. § 533 vests the Attorney General with the power to appoint officials to “detect
and prosecute crimes against the United States.”  The Attorney General has delegated the
investigatory authority to the FBI. 28 C.F.R. Part 0.85(a).
59   28 C.F.R. Part 0.85 defines “terrorist activities” as “unlawful use of force and violence
against persons or property to intimidate or coerce a government, the civilian population, or
any segment thereof, in furtherance of political or social objectives.”
60  See 28 C.F.R. part 0.85(a).
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FRRUGLQDWLRQ� ZLWK� WKH� &,$���� � � 7KH� )%,� VXJJHVWV� WKDW� ��� 8�6�&�� �� ���� LV
VXIILFLHQWO\� EURDG� WKDW� LW� PD\� EH� H[WHQGHG� EH\RQG� IHGHUDO� FULPHV� LQ� WKDW� LW
FRQWDLQV� D� SURYLVLRQ� WR� GHDO� ZLWK� §XQDQWLFLSDWHG� H[LJHQW� FLUFXPVWDQFHV�¨��� � ,Q
FRPELQDWLRQ�� WKH� YDULRXV� IHGHUDO� VWDWXWHV� DGGUHVVLQJ� SURWHFWLRQ� RI
LQIUDVWUXFWXUHV���DQG�WKH�DXWKRUL]DWLRQ�WR�FRQGXFW�FRXQWHULQWHOOLJHQFH�DFWLYLWLHV�
ZKLFK�VSHFLILFDOO\�LQFOXGH�SURWHFWLRQ�RI�FHUWDLQ�LQIUDVWUXFWXUHV����SURYLGH�D�EURDG
EDVLV�IRU�)%,�LQYROYHPHQW�LQ�LQIUDVWUXFWXUH�DVVXUDQFH�

7KH� EURDG� QDWXUH� RI� WKH� )%,ªV� DXWKRULW\� LV� HYLGHQW� IURP� WKH� YDULHW\� RI
PHFKDQLVPV� FXUUHQWO\� LQ� SODFH� ZLWKLQ� WKH� %XUHDX� DLPHG� DW� LQIUDVWUXFWXUH
DVVXUDQFH�� � 7KH� 6WUDWHJLF� ,QWHOOLJHQFH� 2SHUDWLRQV� &HQWHU� DOORZV� WKH� )%,� WR
PRQLWRU�LQFLGHQWV�DQG�FRRUGLQDWH�UHVSRQVHV�RQ�D�QDWLRQDO�DQG�SRWHQWLDOO\�ZRUOG�
ZLGH� OHYHO�� � � 7KH� )%,� KDV� GHYHORSHG� SODQV� WR� GHDO� ZLWK� XQFRQYHQWLRQDO� FULVLV
VLWXDWLRQV� LQFOXGLQJ� D�1XFOHDU�7HUURULVP�5HVSRQVH�3ODQ�� D�&KHPLFDO�%LRORJLFDO
,QFLGHQW� &RQWLQJHQF\� 3ODQ�� WKH� &ULWLFDO� ,QFLGHQW� 5HVSRQVH� *URXS�� DQG� WKH
+RVWDJH� 5HVFXH� 7HDP�� � 7KH� &RPSXWHU� ,QWUXVLRQ� DQG� ,QIUDVWUXFWXUH� 7KUHDW
$QDO\VLV� &HQWHU� ZDV� HVWDEOLVKHG� WR� KDQGOH� FRPSXWHU�FRPPXQLFDWLRQV� UHODWHG
LQIUDVWUXFWXUH� DVVXUDQFH� LVVXHV�� EXW� LWV� UROH� KDV� EHHQ� H[SDQGHG� WR� GHYHORS� WKH
H[SHUWLVH�QHFHVVDU\�WR�GHDO�ZLWK�DQ\�LQIUDVWUXFWXUH�WKUHDW�� �,Q�DGGLWLRQ�WR�WKHVH
SURJUDPV�� WKH� )%,� KDV� GHYHORSHG� DQ� ,QIUDVWUXFWXUH� 9XOQHUDELOLW\�.H\� $VVHW
3URJUDP�DV�D� FRXQWHU� WHUURULVP�PHFKDQLVP�� � �8QIRUWXQDWHO\�� WKLV�SURJUDP�KDV
QRW� UHDFKHG� LWV� IXOO� SRWHQWLDO� DQG� FXUUHQWO\� KDV� DQ� RXW�RI�GDWH� GDWDEDVH� RQ� WKH
NH\�DVVHWV�DQG�DQ�LQVXIILFLHQW�ZDUQLQJ�V\VWHP�WR�DOHUW�WKH�JHQHUDO�SXEOLF���

                                                
61  Exec. Order 12333 § 1.14(b).
62  See FBI Authorities for Critical Infrastructure Incident Response 1, fn. 1 (October 11,
1996).
63  Examples of such statutes include:  18 U.S.C. § 1030(a)(5)(A) (computer fraud and related
activities); 18 U.S.C. § 2511 (interception of communications);  18 U.S.C. §§ 793-94
(espionage); 18 U.S.C. § 641 (theft of government property); 18 U.S.C. § 2153 (sabotage).
64  The National Security Threat List (1995) includes foreign power sponsored or coordinated
intelligence activities directed at denial of communications services, unauthorized monitoring
of communications systems, unauthorized disclosure of information on a communications
system, etc.
65  See FBI Authorities for Critical Infrastructure Incident Response at 6-7.
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D e p a r t m e n t  o f  E n e r g y

Electrical Power Systems

7KH� 'HSDUWPHQW� RI� (QHUJ\� �'2(�� KDV� VWDWXWRU\� DXWKRULW\� WR� LPSOHPHQW
PHDVXUHV�IRU�SURWHFWLRQ�RI�WUDQVPLVVLRQ�DQG�UHODWHG�IDFLOLWLHV��WKH�PLQLPL]DWLRQ�RI
FRQVHTXHQFHV� RI� DWWDFN�� DQG� UHFRQVWLWXWLRQ� IROORZLQJ� DWWDFN� IRU� '2(�RZQHG
IDFLOLWLHV���� � � 7KLV� DXWKRULW\� LV� YHVWHG� LQ� ILYH� GLIIHUHQW� 3RZHU� 0DUNHWLQJ
$GPLQLVWUDWLRQV� �3:$V���� $ODVND� 3RZHU� $XWKRULW\�� %RQQHYLOOH� 3RZHU
$GPLQLVWUDWLRQ� 6RXWKHDVWHUQ� 3RZHU� $GPLQLVWUDWLRQ� DQG� :HVWHUQ� $UHD� 3RZHU
$GPLQLVWUDWLRQ�� 6RXWKZHVWHUQ� 3RZHU� $GPLQLVWUDWLRQ� ZKLFK� GHYHORSHG� WKH
PHFKDQLVPV�IRU�XVLQJ�WKHLU�LQIUDVWUXFWXUH�DVVXUDQFH�DXWKRULW\�RQ�DQ� LQGLYLGXDO
EDVLV�� � ,Q� DGGLWLRQ�� WKH�'HIHQVH� 3URGXFWLRQ�$FW� RI� �������PD\� EH� XVHIXO� LQ� WKH
FDVH�RI�DQ�HQHUJ\�HPHUJHQF\�� �,W�DOORZV�WKH�3UHVLGHQW�WR�UHTXLUH�SHUIRUPDQFH�RI
FRQWUDFWV� RQ� D� SULRULW\� EDVLV� DQG� WR� DOORFDWH� PDWHULDOV� DQG� UHVRXUFHV� DV
§QHFHVVDU\� RU� DSSURSULDWH� WR� SURPRWH� WKH� QDWLRQDO� GHIHQVH�¨��� ���8�6�&�� DSS�� �
�����F�� DXWKRUL]HV� WKH� 3UHVLGHQW� WR� PDNH� WKH� SULRULWL]DWLRQ� RI� FRQWUDFWV� RU
DOORFDWLRQ�RI�UHVRXUFHV�LQ�RUGHU�WR�PD[LPL]H�GRPHVWLF�HQHUJ\�VXSSOLHV���)HDWXUHV
RI�WKH�'3$��VXFK�DV�9ROXQWDU\�$JUHHPHQW�$XWKRULW\�DQG�WKH�'3$�ORDQ�DQG�JUDQW
IXQG��FRXOG�DOVR�EH�XVHG�IRU�LQIUDVWUXFWXUH�DVVXUDQFH�

:KLOH� '2(� KDV� QR� VSHFLILF� DXWKRULW\� IRU� LQIUDVWUXFWXUH� DVVXUDQFH� RYHU� QRQ�
)HGHUDO�IDFLOLWLHV��WKHUH�DUH�WZR�VWDWXWHV�ZKLFK�SRWHQWLDOO\�FRXOG�EH�XVHG�IRU�VXFK
SXUSRVHV�� � 7KH� 3XEOLF� 8WLOLWLHV� 5HJXODWRU\� 3ROLFLHV� $FW� �3853$�� JLYHV� '2(
DXWKRULW\� WR� JDWKHU� LQIRUPDWLRQ� DQG� PDNH� UHFRPPHQGDWLRQV� WR� LQGXVWU\
UHJDUGLQJ� HOHFWULF� HQHUJ\� WUDQVPLVVLRQ� V\VWHP� UHOLDELOLW\���� � � ([HFXWLYH� 2UGHU
������DOORZV�FRQGLWLRQV� WR�EH�DWWDFKHG�� §DV� WKH�SXEOLF� LQWHUHVW�PD\� UHTXLUH�¨� WR
SHUPLWV� IRU� HOHFWULFDO� SRZHU� WUDQVPLVVLRQ� DFURVV� WKH�8�6�� ERUGHU���� � � 6WDWXWRU\
YHKLFOHV� DYDLODEOH� IRU� WKH� UHFRQVWLWXWLRQ� RI� HOHFWULFDO� SRZHU� V\VWHPV� LQFOXGH� WKH

                                                
66  This authority is held by various Power Marketing Administrations (PWAs) and is
contained in their respective enabling acts.  See 16 U.S.C.  § 832 et seq; 16 U.S.C. § 838; 16
U.S.C. § 837-837h; 16 U.S.C. § 839; 43 U.S.C. § 620 et seq.; 16 U.S.C. § 837g-1; 16 U.S.C.
§ 825s.
67  50 U.S.C. app. § 2061 et seq.
68  50 U.S.C. app. § 2071(a).
69  16 U.S.C. § 824-2(b).
70  Exec. Order 10485 § 1(a)(3).
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'HIHQVH� 3URGXFWLRQ� $FW� RI� ����� DQG� WKH� )HGHUDO� 3RZHU� $FW���� � 7KH� ODWWHU
DXWKRUL]HV� '2(� WR� RUGHU� WHPSRUDU\� LQWHUFRQQHFWLRQV�� JHQHUDWLRQ� DQG
WUDQVPLVVLRQ�RI�HOHFWULF�HQHUJ\�LQ�HPHUJHQF\�VLWXDWLRQV�

'2(� DOVR� KDV� DXWKRULW\� ZLWK� UHVSHFW� WR� QXFOHDU� HQHUJ\� IDFLOLWLHV�� � 7KH� $WRPLF
(QHUJ\�$FW�RI�������$($����SURYLGHV�WKH�JHQHUDO�DXWKRULW\�IRU�PDLQWHQDQFH�DQG
SURWHFWLRQ� RI� QXFOHDU� IDFLOLWLHV� RZQHG� E\� WKH� 8QLWHG� 6WDWHV� DQG� XQGHU� '2(
FRQWURO�� � 7KH� $($� DOORZV� WKH� '2(� WR� SURPXOJDWH� UHJXODWLRQV� DQG� RUGHUV� WR�
SURWHFW�UHDO�DQG�SHUVRQDO�SURSHUW\��UHVWULFW�GDWD��JXDUG�DJDLQVW�ORVV�RU�GLYHUVLRQ
RI�VSHFLDO�QXFOHDU�PDWHULDO��DQG�JRYHUQ�GHVLJQ��ORFDWLRQ��DQG�RSHUDWLRQV�UHODWHG�WR
VXFK� IDFLOLWLHV�� � ,QFOXGHG�DPRQJ� WKHVH�SRZHUV� LV� D� OLPLWHG�DUUHVW� DXWKRULW\� DQG
DXWKRUL]DWLRQ� WR� DOORZ� FHUWDLQ� HPSOR\HHV� WR� FDUU\� ILUHDUPV�� � 7KH� $($� DOVR
DXWKRUL]HV� WKH� 3UHVLGHQW� WR� XVH� WKH� SRZHUV� RI� DQ\� JRYHUQPHQW� DJHQF\� DV
QHFHVVDU\� WR� SURWHFW� DJDLQVW� XQODZIXO� GLVVHPLQDWLRQ� RI� UHVWULFWHG� GDWD�� DQG� WR
VDIHJXDUG�'2(�IDFLOLWLHV��HTXLSPHQW��PDWHULDOV�DQG�RWKHU�SURSHUW\���'2(�QXFOHDU
IDFLOLWLHV� DUH� DOVR� SURWHFWHG� XQGHU� WKH� $($� IURP� XQDXWKRUL]HG� SKRWRJUDSK\�
PDSSLQJ�RU�GUDZLQJV���7KH�3UHVLGHQWªV�SRZHUV�LQ�HPHUJHQF\�VLWXDWLRQV�XQGHU�WKH
'HIHQVH�3URGXFWLRQ�$FW�H[WHQG�WR�QXFOHDU�IDFLOLWLHV��ERWK�XQGHU�'2(�FRQWURO�DQG
SULYDWH��DQG�PD\�EH�XVHG� WR�UHHVWDEOLVK�YLWDO� FDSDELOLWLHV�� �'2(�KDV�QR� IXUWKHU
DXWKRULW\�RYHU�QRQ�IHGHUDO�QXFOHDU� IDFLOLWLHV� WR� UHTXLUH� LQIUDVWUXFWXUH�DVVXUDQFH
PHDVXUHV��EXW�WKH�1XFOHDU�5HJXODWRU\�&RPPLVVLRQ�GRHV�KDYH�VXFK�DXWKRULW\�

2WKHU� JRYHUQPHQW� HQWLWLHV� ZLWK� D� VWDNH� LQ� HOHFWULFDO� SRZHU� V\VWHPV� SURWHFWLRQ
LQFOXGH�� 7KH� )HGHUDO� (QHUJ\� 5HJXODWRU\� &RPPLVVLRQ�� WKH� 7HQQHVVHH� 9DOOH\
$XWKRULW\�� WKH� 'HSDUWPHQW� RI� WKH� ,QWHULRU�� DQG� WKH� 8�6�� $UP\� &RUSV� RI
(QJLQHHUV�

Gas and Oil Storage and Transportation

:LWK�UHVSHFW�WR�'2(�RZQHG�IDFLOLWLHV��WKH�(QHUJ\�3ROLF\�DQG�&RQVHUYDWLRQ�$FW��
DQG� WKH� 'HSDUWPHQW� RI� (QHUJ\� 2UJDQL]DWLRQ� $FW��� DXWKRUL]H� WKH� 6HFUHWDU\� RI
(QHUJ\� WR� HVWDEOLVK�� RSHUDWH�� DQG� SURWHFW� WKH� SK\VLFDO� VHFXULW\� RI� WKH� 6WUDWHJLF
3HWUROHXP� 5HVHUYH� �635�� RLO� VWRUDJH� DQG� WUDQVSRUWDWLRQ� V\VWHPV� LQ� /RXLVLDQD
DQG�7H[DV���7KH�DXWKRULW\�WR�SURWHFW�WKH�635�LQFOXGHV�WKH�SRZHU�WR�WDNH�DFWLRQ�WR
GHWHU�WUHVSDVV�DW�WKRVH�IDFLOLWLHV�����7KH�6HFUHWDU\�RI�(QHUJ\�DOVR�KDV�DXWKRULW\�WR

                                                
71  16 U.S.C. § 791a et seq.
72  42 U.S.C. § 2011 et seq.
73  42 U.S.C. §§ 6231-6241.
74  42 U.S.C. §§ 7270a-7270b.
75  The statute conferring authority to make regulations prohibiting trespass, 50 U.S.C. §
7270b(a), and the regulations that actually prohibit trespass, 10 C.F.R. § 1048.5, define
trespass slightly differently.  The Secretary of Energy is given the broad power to issue
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RSHUDWH� DQG� SURWHFW� WKH� 1DYDO� 3HWUROHXP� DQG� 2LO� 6KDOH� 5HVHUYHªV� RLO� DQG� JDV
SURGXFWLRQ� V\VWHPV� LQ� &DOLIRUQLD�� 8WDK� DQG� :\RPLQJ���� � :LWK� UHVSHFW� WR
UHHVWDEOLVKLQJ�YLWDO�FDSDELOLWLHV�UHODWHG�WR�JDV�DQG�RLO�VWRUDJH�DQG�WUDQVSRUWDWLRQ�
WKH�'HIHQVH�3URGXFWLRQ�$FW�RI������PD\�EH�XVHG�LQ�PXFK�WKH�VDPH�ZD\�DV�ZLWK
HOHFWULFDO�SRZHU�V\VWHPV�

'2(�KDV�QR� VSHFLILF� DXWKRULW\� WR� UHTXLUH� LQIUDVWUXFWXUH� DVVXUDQFH�PHDVXUHV� RI
QRQ�IHGHUDO�IDFLOLWLHV��+RZHYHU��WKH�1DWXUDO�*DV�$FW��XQGHU�ZKLFK�'2(�KDV�WKH
SRZHU�WR�JUDQW�SHUPLWV�IRU�LPSRUW�DQG�H[SRUW�RI�QDWXUDO�JDV��PD\�KDYH�SRWHQWLDO
XVHV�IRU�LQIUDVWUXFWXUH�DVVXUDQFH�PHDVXUHV�LQ�WKDW�LW�DOORZV�WKH�)HGHUDO�(QHUJ\
5HJXODWRU\�&RPPLVVLRQ��)(5&����WR�JUDQW�WKH�SHUPLWV�VXEMHFW�WR�FRQGLWLRQV�DQG
PRGLILFDWLRQV� WKDW� LW� GHHPV� QHFHVVDU\� RU� DSSURSULDWH���� � 6LJQLILFDQW� VWDWXWRU\
DXWKRULW\�LV�LQ�SODFH�IRU�WKH�UHHVWDEOLVKLQJ�RI�YLWDO�FDSDELOLWLHV�RI�WKH�JDV�DQG�RLO
HQHUJ\� LQIUDVWUXFWXUH�� � 7KH� 'HIHQVH� 3URGXFWLRQ� $FW� RI� ������ DV� ZLWK� HOHFWULFDO
V\VWHPV�� JLYHV� WKH� 3UHVLGHQW� DXWKRULW\� WR� FUHDWH� SULRULWLHV� IRU� FRQWUDFW
SHUIRUPDQFH�DQG�DOORFDWLRQ�RI� UHVRXUFHV�XQGHU�DSSURSULDWH� FRQGLWLRQV�� �7KH�$FW
DOVR�IDFLOLWDWHV�FRRSHUDWLRQ�EHWZHHQ��JDV�DQG�RLO�VHUYLFH�FRPSDQLHV�LQ�WKH�FDVH�RI
HPHUJHQF\� E\� SURYLGLQJ� D� OLPLWHG� DQWLWUXVW� GHIHQVH� IRU� LQGXVWU\� SDUWLFLSDQWV
YROXQWDULO\�KHOSLQJ�WKH�8�6��ZLWK�HPHUJHQF\�SUHSDUHGQHVV������7KH�VDPH�$FW�DOVR
SURYLGHV�WKH�3UHVLGHQW�ZLWK�WKH�DXWKRULW\�WR�WUDLQ�DQG�HPSOR\�SHUVRQV�IURP�WKH
SULYDWH�VHFWRU�WR�IDFLOLWDWH�SODQQLQJ�IRU�DQG�UHVSRQGLQJ�WR�HPHUJHQFLHV������,Q�WKH
FDVH� RI� DQ� H[LVWLQJ� RU� LPPLQHQW� §VHYHUH� QDWXUDO� JDV� VKRUWDJH�� HQGDQJHULQJ� WKH
VXSSO\� RI� QDWXUDO� JDV�¨� WKH� 3UHVLGHQW� LV� DXWKRUL]HG� WR� DSSURYH� SXUFKDVHV� RI
QDWXUDO� JDV� DQG� WR� DOORFDWH� VXSSOLHV� RI� QDWXUDO� JDV� LQ� LQWHUVWDWH� FRPPHUFH���
8QGHU� LGHQWLFDO� FLUFXPVWDQFHV�� WKH�3UHVLGHQW� LV� DOVR� DXWKRUL]HG� WR� SURKLELW� WKH
EXUQLQJ� RI� QDWXUDO� JDV� E\� HOHFWULFDO� SRZHU� SODQWV� RU� PDMRU� IXHO�EXUQLQJ
LQVWDOODWLRQV���� � 7KH� 3RZHUSODQW� DQG� ,QGXVWULDO� )XHO� 8VH� $FW��� DOORZV� WKH
3UHVLGHQW�FRQWURO�RYHU�WKH�DOORFDWLRQ�DQG�EXUQLQJ�RI�FRDO�GXULQJ�§D�VHYHUH�HQHUJ\
VXSSO\�LQWHUUXSWLRQ�¨

                                                                                                                                                        
regulations relating to “the entry upon or carrying, transporting, or otherwise introducing or
causing to be introduced any dangerous weapon, explosive, or other dangerous instrument or
material likely to produce substantial injury or damage to persons or property.”   The actual
regulation prohibiting trespass addresses “willful unauthorized entry” and “willful
unauthorized introduction of weapons or dangerous materials.”
76  41 U.S.C. § 251 et seq.
77  See infra p. 53-56 discussing FERC’s authorities.
78  15 U.S.C. § 717b(a).
79  50 U.S.C. app. § 2158.
80  50 U.S.C. app. § 2160.
81  15 U.S.C. §§ 3362-3363.
82  15 U.S.C. § 717z & 16 U.S.C. § 2601 et seq.
83  42 U.S.C. § 8301 et seq.
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7KH� 2IILFH� RI� ,QWHOOLJHQFH� DQG� 6HFXULW\� �2,6�� RSHUDWHV� XQGHU� WKH� 6HFUHWDU\� RI
7UDQVSRUWDWLRQ�DQG�LV�FKDUJHG�ZLWK�DVVHVVLQJ�LQWHOOLJHQFH�LQIRUPDWLRQ�UHODWLQJ�WR
ORQJ�WHUP�WUDQVSRUWDWLRQ�VHFXULW\��GHYHORSLQJ�SROLFLHV�DQG�VWUDWHJLHV� IRU�GHDOLQJ
ZLWK� WKUHDWV� WR� WUDQVSRUWDWLRQ� VHFXULW\�� FRRUGLQDWLQJ� FRXQWHUPHDVXUHV� ZLWK
DSSURSULDWH� )HGHUDO� GHSDUWPHQWV�� DQG� VHUYLQJ� DV� WKH� SULPDU\� OLDLVRQ� ZLWK� WKH
LQWHOOLJHQFH� DQG� ODZ� HQIRUFHPHQW� FRPPXQLW\�� � 7KH� � SULPDU\� ODZ� HQIRUFHPHQW
DJHQF\�XQGHU�WKH�'HSDUWPHQW�RI�7UDQVSRUWDWLRQ� LV� WKH�&RDVW�*XDUG��ZKLFK�KDV
MXULVGLFWLRQ��RYHU�HQIRUFHPHQW�RI�FULPLQDO�ODZV�RYHU�WKH�KLJK�VHDV�DQG�ZDWHUV�RI
WKH�8QLWHG�6WDWHV�

Telecommunications

7KH�&RDVW�*XDUG�DQG�WKH�)HGHUDO�+LJKZD\�$GPLQLVWUDWLRQ�KDYH�LQWHUQDO��DQG�RU
GHSDUWPHQW�ZLGH� FRPSXWHU� VHFXULW\� PHDVXUHV� LQ� SODFH�� � 7KH� 6DLQW� /DZUHQFH
6HDZD\�'HYHORSPHQW�&RUSRUDWLRQ��6/6'&��KDV�HVWDEOLVKHG� �DQ�2SHUDWLRQV�DQG
&RQWLQJHQF\�3ODQ� FRQFHUQLQJ� VHFXULW\� DQG� GLVDVWHU�EDFNXS� UHFRYHU\�� � 7KH� )$$
DOVR�KDV�DQ� LQWHUQDO�VHFXULW\�SURJUDP�IRU� LWV� FRPSXWHU�V\VWHPV�DV� UHTXLUHG� WKH
&RPSXWHU�6HFXULW\�$FW�RI��������

Gas and Oil Storage and Transportation

7KH� 6HFUHWDU\� RI� 7UDQVSRUWDWLRQ� KDV� WKH� VWDWXWRU\� DXWKRULW\� WR� SUHVFULEH
PLQLPXP�VDIHW\�VWDQGDUGV�IRU��WUDQVSRUWDWLRQ�RI�JDV�DQG�KD]DUGRXV�OLTXLGV�DQG
IRU� RSHUDWLRQ� RI� SLSHOLQH� IDFLOLWLHV� JHQHUDOO\���� � 7KH� 5HVHDUFK� DQG� 6SHFLDO
3URJUDPV�$GPLQLVWUDWLRQ� �563$�� LV� FKDUJHG�ZLWK� UHJXODWLQJ� SLSHOLQHV� DQG� KDV
LPSOHPHQWHG�QXPHURXV�UHJXODWLRQV�WR�WKDW�HQG���563$�KDV�LQ�SODFH�UHTXLUHPHQWV
IRU� GHVLJQ� DQG� LQVWDOODWLRQ� RI� SLSH� FRPSRQHQWV�� RSHUDWLRQ� DQG� PDLQWHQDQFH
SURFHGXUHV� DGGUHVVLQJ� FRQWLQXLQJ� VXUYHLOODQFH� DQG� HPHUJHQF\� UHVSRQVH�� OLQH
SDWUROOLQJ��WUDLQLQJ��ILUHILJKWLQJ�HTXLSPHQW�DQG�VHFXULW\��DQG�GDPDJH�SUHYHQWLRQ
SURJUDPV���� � 6LPLODU� VWDWXWRU\� DXWKRULW\� DQG� UHJXODWRU\� UHTXLUHPHQWV� H[LVW� IRU

                                                
84  Pub. Law No. 100-235.
85  49 U.S.C. § 60102.
86  See, e.g., 49 C.F.R. Part 192, subpart D; 49 C.F.R. §§ 195.116, 195.254, & 195.258 (design
and installation of components); 49 C.F.R. § 192.613; 49 C.F.R. § 192.615; 49 C.F.R. §
195.402 (c)-(d) (surveillance and emergency response); 49 C.F.R. §§ 192.705 & 192.721 (line
patrol); 49 C.F.R. § 195.403 (training); 49 C.F.R. §§ 195.430 & 195.436 (firefighting and
security); 49 C.F.R. §§ 192.614 & 195.442 (damage prevention).
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OLTXHILHG�QDWXUDO�JDV�SLSHOLQH� IDFLOLWLHV� DV�ZHOO���� �7KH�2IILFH� RI�3LSHOLQH�6DIHW\
�236�� LV� FKDUJHG� ZLWK� HQIRUFLQJ� SLSHOLQH� VDIHW\� PHDVXUHV���� � $PRQJ� WKH
HQIRUFHPHQW�PHDVXUHV� DYDLODEOH� WR� 236� DUH� FLYLO� SHQDOWLHV�� FRPSOLDQFH� RUGHUV�
DQG�KD]DUGRXV�IDFLOLW\�RUGHUV���,Q�DGGLWLRQ�����8�6�&����������PDNHV�LW�D�FULPH�WR
NQRZLQJO\�DQG�ZLOOIXOO\�GDPDJH�RU�GHVWUR\�RU�DWWHPSW�WR�GDPDJH�RU�GHVWUR\��DQ
LQWHUVWDWH�WUDQVPLVVLRQ�RU�KD]DUGRXV�OLTXLG�SLSHOLQH�IDFLOLW\���236�FRRUGLQDWHV�LWV
WUDQVSRUWDWLRQ�VDIHW\�UHVSRQVLELOLWLHV�ZLWK�WKH�'HSDUWPHQW�RI�(QHUJ\���&XUUHQWO\�
236�LV�ZRUNLQJ�WR�GHYHORS�D�FRQWLQJHQF\�SODQ�WR�DGGUHVV�VHFXULW\�DQG�WHUURULVP
LVVXHV� ZLWKLQ� WKH� '27�� DV� ZHOO� DV� SDUWLFLSDWLQJ� LQ� LQWHUDJHQF\� VHFXULW\
LQIRUPDWLRQ�PHHWLQJV�

7KH�&RDVW�*XDUG� DOVR� KDV� DXWKRULW\� RYHU� WKH� WUDQVSRUWDWLRQ� RI� RLO� DQG� JDV� �DV
ZHOO�DV�RWKHU�KD]DUGRXV�OLTXLGV��WR�WKH�H[WHQW�WKH\�DUH�WUDQVSRUWHG�RYHU�WKH�KLJK
VHDV���� � 6DIHW\� UHJXODWLRQV� LQFOXGH� DGGLWLRQDO� UHTXLUHPHQWV� IRU� YHVVHOV� WKDW
WUDQVSRUW�RLO�RU�KD]DUGRXV�PDWHULDO� LQ�EXON�DV�FDUJR�RU�FDUJR�UHVLGXH�� LQFOXGLQJ
GRXEOH�KXOO� UHTXLUHPHQWV�� �7KH�&RDVW�*XDUG�KDV� DOVR� LPSOHPHQWHG� UHJXODWLRQV
DQG�UHTXLUHPHQWV�UHJDUGLQJ�WKH�WUDQVSRUWDWLRQ�RI�RLO�DV�SDUW�RI�DQ�HQYLURQPHQWDO
LQLWLDWLYH�DQG�RLO�SROOXWLRQ�UHVSRQVH�

6/6'&�DOVR�KDV�DQ�HPHUJHQF\�UHVSRQVH�SODQ�LQ�SODFH�IRU�HYHQWV�VXFK�DV�RLO�VSLOOV
WKDW�DIIHFW�WKH�6W��/DZUHQFH�6HDZD\�

Transportation

7KH� &RDVW� *XDUGªV� UROH� LQ� WKH� SURWHFWLRQ� RI� WKH� WUDQVSRUWDWLRQ� LQIUDVWUXFWXUH
UHODWHV�SULPDULO\�WR�ERDWLQJ���7KH�&RDVW�*XDUG�&RPPDQGDQW�KDV�DXWKRULW\�RYHU
ERDWLQJ� VDIHW\� DQG� PD\� VHW� DQG� UHTXLUH� FRPSOLDQFH� ZLWK� PDQXIDFWXULQJ
UHTXLUHPHQWV� DQG� VWDQGDUGV�� � %RWK� FLYLO� SHQDOWLHV� DQG� FULPLQDO� VDQFWLRQV� DUH
DYDLODEOH� DV� HQIRUFHPHQW� PHFKDQLVPV�� � 7KH� &RDVW� *XDUG� PD\� HQJDJH� LQ
VXUYHLOODQFH�DQG�ERDUGLQJ�DFWLYLWLHV�WR�PRQLWRU�FRPSOLDQFH�

7KH� )HGHUDO� +LJKZD\� $GPLQLVWUDWLRQ� �)+:$�� KDV� D� WKUHH�SDUW� UROH� LQ
WUDQVSRUWDWLRQ� LQIUDVWUXFWXUH� DVVXUDQFH�� � )+:$� SURYLGHV� IHGHUDO� ILQDQFLDO
DVVLVWDQFH� WR� 6WDWHV� IRU� FRQVWUXFWLRQ� DQG� LPSURYHPHQW� RI� KLJKZD\V�� LW
DGPLQLVWHUV�WKH�KLJKZD\�EULGJH� LQVSHFWLRQ�DQG�UHKDELOLWDWLRQ�SURJUDP��DQG�WKH
HPHUJHQF\�UHOLHI�SURJUDP�WR�DVVLVW�LQ�WKH�UHSDLU�RU�UHFRQVWUXFWLRQ�RI�)HGHUDO�DLG
KLJKZD\V�DQG�FHUWDLQ� IHGHUDO�URDGV�� �$V�SDUW�RI� WKH�(PHUJHQF\�5HOLHI�3URJUDP�
)+:$�PD\�SURYLGH�IXQGLQJ�IRU�HPHUJHQF\�UHOLHI�DIWHU�VHULRXV�GDPDJH�LV�FDXVHG

                                                
87  See 49 U.S.C. § 60103; 49 C.F.R. Part 193.
88  49 C.F.R. Part 190.
89  See, e.g.,  33 U.S.C. § 1225, 1231; 46 U.SC. § 3306; 46 U.S.C. § 3703; 49 U.S.C. app. §§
1801-19.
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WR� KLJKZD\V�� URDGV�� DQG� WUDLOV� WKDW� KDV� RFFXUUHG� DV� WKH� UHVXOW� RI� D� QDWXUDO
GLVDVWHU�RU�FDWDVWURSKLF�IDLOXUH�IURP�DQ\�H[WHUQDO�FDXVH���

7KH�1DWLRQDO�+LJKZD\�7UDIILF�6DIHW\�$GPLQLVWUDWLRQ� �1+76$�� LV� FKDUJHG�ZLWK
VHWWLQJ�DQG�HQIRUFLQJ�VDIHW\�VWDQGDUGV� IRU�PRWRU�YHKLFOHV�DQG�PDNLQJ�JUDQWV� WR
VWDWHV� WR� KHOS� RUJDQL]H� KLJKZD\� VDIHW\� SURJUDPV� LQ� RUGHU� WR� UHGXFH� GHDWKV�
LQMXULHV�DQG�HFRQRPLF�ORVVHV�UHVXOWLQJ�IURP�PRWRU�YHKLFOH�FUDVKHV�

:KLOH� WKH� )HGHUDO� 7UDQVLW� $GPLQLVWUDWLRQ� �)7$�� GRHV� QRW� FXUUHQWO\� KDYH� DQ\
PHDVXUHV�LQ�SODFH�VSHFLILFDOO\�DGGUHVVLQJ�LQIUDVWUXFWXUH�DVVXUDQFH��WKH�VWDWXWRU\
JUDQWV� RI� DXWKRULW\� WR� WKH� 6HFUHWDU\� RI� 7UDQVSRUWDWLRQ� UHODWLQJ� WR� WKH� )7$
PLVVLRQ���DUH�EURDG�HQRXJK�WR�HQFRPSDVV�LQIUDVWUXFWXUH�DVVXUDQFH�PHDVXUHV������
8�6�&���������SURYLGHV�WKH�JHQHUDO�DXWKRULW\�IRU�WKH�6HFUHWDU\�RI�7UDQVSRUWDWLRQ
WR�PDNH�JUDQWV�IRU�FULPH�SUHYHQWLRQ�DQG�VHFXULW\���*UDQWV�DUH�DOVR�DXWKRUL]HG�IRU
PDVV� WUDQVSRUWDWLRQ� VHFXULW\� SURMHFWV� VXFK� DV� LQFUHDVHG� OLJKWLQJ� DW� WUDQVLW
VWDWLRQV�� FDPHUD� VXUYHLOODQFH�� DQG� HPHUJHQF\� SKRQHV���� � 7KH� 9LROHQW� &ULPH
&RQWURO� DQG� /DZ� (QIRUFHPHQW� $FW� RI� ����� PDNHV� DYDLODEOH� XS� WR� WHQ� PLOOLRQ
GROODUV�LQ�JUDQWV�IRU�WKHVH�VDPH�SXUSRVHV����

6/6'&�KDV�DQ�HPHUJHQF\�UHVSRQVH�SODQ�LQ�SODFH�WR�GHDO�ZLWK�GDPDJH�WR�WXQQHOV
XQGHU�WKH�FDQDOV�RU�YHVVHO�DFFLGHQWV�LQ�WKH�6HDZD\�

7KH� 0DULWLPH� $GPLQLVWUDWLRQ� �0$5$'�� FRQGXFWV� D� SUHSDUHGQHVV� SURJUDP� IRU
LQGXVWULDO� PRELOL]DWLRQ� RI� DOO� PDWHULDOV� UHODWHG� WR� VKLSSLQJ� YLD� YROXQWDU\
DJUHHPHQWV� ZLWK� YHVVHO� DQG� HTXLSPHQW� RZQHUV�� � 'XULQJ� QDWLRQDO� VHFXULW\
HPHUJHQFLHV�� 0$5$'� LV� FKDUJHG� XQGHU� WKH� 'HIHQVH� 3URGXFWLRQ� $FW� ZLWK
FRQWUROOLQJ�SRUWV���,Q�DGGLWLRQ��0$5$'�PDLQWDLQV�WKH�1DWLRQDO�'HIHQVH�5HVHUYH
)OHHW�ZKLFK��ZKHQ� FDOOHG� WR� GXW\�� RSHUDWHV�XQGHU� WKH�1DY\�DQG� LV� DQ� HVVHQWLDO
SDUW� RI� WKH� QDWLRQDO� GHIHQVH� ZDWHUERUQH� VXSSO\� QHWZRUN�� � 0$5$'� LV� DOVR
UHVSRQVLEOH�IRU�GHYHORSPHQW�DQG�PDLQWHQDQFH�RI� WKH�0HUFKDQW�0DULQH�DW� OHYHOV
VXIILFLHQW� WR� FDUU\� WKH� QDWLRQªV� ZDWHUERUQH� FRPPHUFH� DV� ZHOO� DV� IRUHLJQ
FRPPHUFH�� DQG� WR� DFW� DV� D� PLOLWDU\� DX[LOLDU\� GXULQJ� D� QDWLRQDO� HPHUJHQF\�
0$5$'� FKDLUV� WKH� 6HFUHWDU\� RI� 7UDQVSRUWDWLRQªV� $G� +RF� :RUNLQJ� *URXS� RQ
0DULWLPH�6HFXULW\�$ZDUHQHVV�DQG�SURGXFHV� WKH�0DULWLPH�6HFXULW\�5HSRUW� RQ�D
TXDUWHUO\�EDVLV���7RJHWKHU�ZLWK�6HFUHWDU\�RI�'HIHQVH��0$5$'�ZRUNV�WR�SURPRWH
DQG� GHYHORS� SRUWV� DQG� WUDQVSRUWDWLRQ� IDFLOLWLHV� LQ� FRQQHFWLRQ� ZLWK� ZDWHU
FRPPHUFH�DQG�WR�DOOHYLDWH�SRUW�FRQJHVWLRQ�

                                                
90  23 U.S.C. § 125; 23 C.F.R. Part 668.
91  The FTA provides financial and planning assistance for the design, building, and operation
of rail, bus and paratransit systems.
92  See 49 U.S.C. § 5307(d)(1)(J)(i).
93  49 U.S.C. § 13931.
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7KH� )HGHUDO� 5DLOURDG� $GPLQLVWUDWLRQ� �)5$�� KDV� WKH� UHVSRQVLELOLW\� IRU� WKH
HVWDEOLVKPHQW�RI�VDIHW\�VWDQGDUGV�IRU�UDLOURDGV�DV�ZHOO�DV�LQYHVWLJDWRU\�DXWKRULW\
RYHU�UDLO�DFFLGHQWV���7KH�)5$�KDV�D�WZR�SDUW�UROH�LQ�WUDQVSRUWDWLRQ�LQIUDVWUXFWXUH
DVVXUDQFH�� � )LUVW�� GXULQJ� QDWLRQDO� HPHUJHQFLHV� WKH� )5$� LV� UHVSRQVLEOH� IRU� WKH
DFTXLVLWLRQ�RI� WUDQVSRUWDWLRQ�UHTXLUHPHQWV�� � ,Q�GRLQJ�VR�� WKH�)5$�PD\�GUDZ�RQ
WKH� 3UHVLGHQWªV� SULRULWL]DWLRQ� DXWKRULW\� XQGHU� WKH� 'HIHQVH� 3URGXFWLRQ� $FW�� � ,Q
DGGLWLRQ�� WKH� )5$� KDV� EHHQ� DFWLYH� LQ� D� FRXQWHU�WHUURULVP� HIIRUW� GHVLJQHG� DW
SURWHFWLQJ� WKH� UDLO� V\VWHP� IURP�DWWDFN�� �&ULPLQDO� VWDWXWHV� DUH� DOUHDG\� LQ� SODFH
ZKLFK� SURKLELW� WDUJHWLQJ� RI� RUJDQL]DWLRQV� HQJDJHG� LQ� LQWHUVWDWH� FRPPHUFH� RU
SURSHUW\�RI� WKH�8QLWHG�6WDWHV�� �7KURXJK�WKH�5DLOURDG�3ROLFH�5XOH�� LPSOHPHQWHG
XQGHU� WKH�&ULPH�&RQWURO� $FW� RI� ������ UDLOURDG� SROLFH� RIILFHUV� DUH� DXWKRUL]HG� WR
HQIRUFH�WKH�ODZV�RI�DQ\�VWDWH�ZKHUH�WKHLU�HPSOR\HU�RZQV�SURSHUW\�VR�ORQJ�DV�WKHLU
HQIRUFHPHQW� DFWLRQ� LV� IRU� WKH� OLPLWHG� SXUSRVH� RI� SURWHFWLQJ� UDLOURDG� SURSHUW\�
SHUVRQQHO��SDVVHQJHUV��RU�FDUJR���7KH�)5$�KDV�DOVR�GUDIWHG�DQ�DQWL�WHUURULVP�ELOO
WR�DIIRUG�WKH�UDLO�V\VWHP�JUHDWHU�SURWHFWLRQ�IURP�WHUURULVW�DWWDFN�

7KH� )HGHUDO� $YLDWLRQ� $JHQF\� �)$$�� LV� DXWKRUL]HG� WR� DGRSW� DQG� HQIRUFH
UHDVRQDEOH� UXOHV�� UHJXODWLRQV�� RUGHUV� DQG� PLQLPXP� VDIHW\� VWDQGDUGV� IRU� FLYLO
DYLDWLRQ�� � 7KH� )$$� KDV� DOVR� EHHQ� JUDQWHG� DXWKRULW\� RYHU� UHJXODWLRQ� DQG
HQIRUFHPHQW� RI� VFUHHQLQJ� SURFHGXUHV� RI� DLU� SDVVHQJHUV� DQG� FDUJR� IRU� ZHDSRQV�
RYHUDOO� IHGHUDO� UHVSRQVLELOLW\� IRU� DLU� SLUDF\�� DLUSRUW� VHFXULW\� LQFOXGLQJ� IRUHLJQ
DLUSRUWV��WUDQVSRUWDWLRQ�RI�KD]DUGRXV�PDWHULDOV��DQG�GUXJ�WUDIILFNLQJ�

Water Supply Systems

8QGHU� WKH� )HGHUDO�:DWHU� 3ROOXWLRQ� &RQWURO� $FW� DQG� WKH� &RDVW�*XDUGªV� IHGHUDO
ODZ�HQIRUFHPHQW�DFWLYLWLHV��'27�PD\�KDYH� VRPH�UHVSRQVLELOLW\� IRU�DVVXULQJ� WKH
VDIHW\�RI�WKH�ZDWHU�VXSSO\�

F e d e r a l  E m e r g e n c y  M a n a g e m e n t
A g e n c y  ( F E M A )

)(0$��XQOLNH�PDQ\�RI� WKH�RWKHU�DJHQFLHV�GLVFXVVHG�� LV�QRW�D�UHJXODWRU\�DJHQF\
DQG� UHOLHV�SULPDULO\� RQ�JUDQWV� WR� HOLFLW� FRPSOLDQFH�ZLWK� LWV� SURJUDPV�� �)(0$ªV
SURJUDPV� DUH� QRW� OLPLWHG� WR� GLVDVWHU� UHVSRQVH�� DQG� LQGHHG� HQFRPSDVV
SUHSDUDWLRQ�� PLWLJDWLRQ� DQG� FRRUGLQDWLRQ� DFWLYLWLHV�� )(0$ªV� SUHSDUHGQHVV� DQG
PLWLJDWLRQ� DXWKRULW\� DQG� DFWLYLWLHV� PD\� EH� PRUH� EHQHILFLDO� WR� LQIUDVWUXFWXUH
DVVXUDQFH�REMHFWLYHV�WKDQ�LWV�GLVDVWHU�UHOLHI�IXQFWLRQ�

)(0$�LV�DXWKRUL]HG�WR�VWXG\�DQG�GHYHORS�HPHUJHQF\�SUHSDUHGQHVV�PHDVXUHV�WR
SURWHFW� OLIH� DQG� SURSHUW\�� LQFOXGLQJ� UHVHDUFK� DQG� VWXG\� RI� WKH� §EHVW�PHWKRGV� RI
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WUHDWLQJ� WKH� HIIHFWV� RI� KD]DUGV�¨� §GHYHORSLQJ� VKHOWHU� GHVLJQV�¨� DQG� §GHYHORSLQJ
HTXLSPHQW� RU� IDFLOLWLHV� DQG� HIIHFWLQJ� WKH� VWDQGDUGL]DWLRQ� WKHUHRI� WR� PHHW
HPHUJHQF\� SUHSDUHGQHVV� UHTXLUHPHQWV�¨��� 7KLV� JUDQW� RI� SRZHU� LV� SDUWLFXODUO\
EURDG�ZKHQ�WKH�VWDWXWRU\�GHILQLWLRQV�RI� §KD]DUG¨�DQG�§HPHUJHQF\�SUHSDUHGQHVV¨
DUH�FRQVLGHUHG���$�§KD]DUG¨�LV�GHILQHG�DV�DQ�HPHUJHQF\�RU�GLVDVWHU�UHVXOWLQJ�IURP
HLWKHU�D�QDWXUDO�GLVDVWHU�RU�DQ�DFFLGHQWDO�RU�KXPDQ�FDXVHG�HYHQW�¨����§(PHUJHQF\
3UHSDUHGQHVV�¨�GHILQHG�LQ�WKH�VDPH�VHFWLRQ��LQFOXGHV�DOO�DFWLYLWLHV�§WR�SUHSDUH�IRU
RU�PLQLPL]H�WKH�HIIHFWV�RI�D�KD]DUG�XSRQ�WKH�FLYLOLDQ�SRSXODWLRQ��WR�GHDO�ZLWK�WKH
LPPHGLDWH�HPHUJHQF\�FRQGLWLRQV�ZKLFK�ZRXOG�EH�FUHDWHG�E\� WKH�KD]DUG��DQG� WR
HIIHFWXDWH� HPHUJHQF\� UHSDLUV� WR�� RU� WKH� HPHUJHQF\� UHVWRUDWLRQ� RI�� YLWDO� XWLOLWLHV
DQG� IDFLOLWLHV� GHVWUR\HG� RU� GDPDJHG� E\� WKH� KD]DUG�¨��� 6SHFLILF� PHDVXUHV
PHQWLRQHG� LQ� WKH� VWDWXWH� LQFOXGH�� � GHYHORSPHQW� RI� RUJDQL]DWLRQV�� RSHUDWLRQDO
SODQV� DQG� WUDLQLQJ� DQG� UHFUXLWPHQW� RI� SHUVRQQHO�� FRQWURO� RI� WUDIILF�� ILUH�� UHVFXH
DQG�PHGLFDO�VHUYLFHV��PRQLWRULQJ�IRU�GDQJHU�RI�VSHFLDO�ZHDSRQV��XQH[SORGHG�ERPE
UHFRQQDLVVDQFH�� DQG� HVVHQWLDO� UHSDLU� RU� UHVWRUDWLRQ� RI� YLWDO� IDFLOLWLHV���� ,Q
DGGLWLRQ�� WKH� SRZHUV� JUDQWHG� WR� WKH� 'LUHFWRU� RI� )(0$� IRU� HPHUJHQF\
SUHSDUHGQHVV�PHDVXUHV� LQFOXGH�FRRUGLQDWLRQ�DPRQJ� IHGHUDO�DJHQFLHV��SURPRWLQJ
GHYHORSPHQW� RI� LQWHUVWDWH� FRPSDFWV� IRU� GLVDVWHU� UHVSRQVH� DQG� GHYHORSPHQW� RI
HPHUJHQF\�FRPPXQLFDWLRQV�DQG�ZDUQLQJ�V\VWHPV���

:KHQ�DQ�DUHD�LV�GHFODUHG�D�GLVDVWHU�E\�WKH�3UHVLGHQW��)(0$�LV�DXWKRUL]HG�E\�WKH
6WDIIRUG� $FW� WR� PDNH� JUDQWV� WR� WKH� VWDWHV� RI� XS� WR� ��� SHUFHQW� RI� WKH� FRVW� RI
PHDVXUHV�GHVLJQHG�WR�VXEVWDQWLDOO\�UHGXFH�WKH�ULVN�RI�IXWXUH�ORVV�LQ�WKDW�DUHD����
$GGLWLRQDOO\�� )(0$� PD\� WDNH� DSSURSULDWH� DFWLRQ� WR� PLWLJDWH� IXWXUH� KD]DUGV
ZKHQ� LW� PDNHV� HPHUJHQF\� UHSDLUV� WR�� RU� UHEXLOGV�� EXLOGLQJV� GDPDJHG� E\
GLVDVWHU����� � )(0$� KDV� VWDWXWRU\� DXWKRULW\� IRU� � PLWLJDWLRQ� RI� IORRG���DQG
HDUWKTXDNH�KD]DUGV�����DQG�IRU�GDP�VDIHW\����

)(0$�LV�DXWKRUL]HG�E\�WKH�3UHVLGHQW�WR��FRRUGLQDWH��UHYLHZ��DQG�HYDOXDWH�SODQV
IRU�HPHUJHQF\�SUHSDUHGQHVV�E\�H[HFXWLYH�DJHQFLHV������7KLV�FKDUJH�LQFOXGHV�VXFK
                                                
94  42 U.S.C. § 5196(e).
95  42 U.S.C. 5195a(a)(1).
96  Id. § 5195a(a)(3).
97  Id.
98  See 42 U.S.C. § 5196(c), (g) & (h).
99  42 U.S.C. § 5170.
100  Id. § 5171(c).
101  42 U.S.C. § 4001 et seq.
102  42 U.S.C. § 7701 et seq.
103  33 U.S.C. § 467h.
104  See Exec. Order 12148 (1979).
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IDFHWV� RI� HPHUJHQF\� SUHSDUHGQHVV� DV� ZDUQLQJ� V\VWHPV�� VWDWH� HPHUJHQF\
SUHSDUHGQHVV� SODQV�� DQG� SODQQLQJ� WR� UHGXFH� WKH� FRQVHTXHQFHV� RI� WHUURULVW
LQFLGHQWV���:LWK�UHVSHFW�WR�QDWLRQDO�VHFXULW\�SUHSDUHGQHVV��)(0$�LV�WR�ZRUN�ZLWK
WKH�1DWLRQDO�6HFXULW\�&RXQFLO�DQG�FRRUGLQDWH�DFWLYLWLHV�ZLWK�IHGHUDO�DJHQFLHV�DQG
VWDWH�DQG�ORFDO�JRYHUQPHQWV����

)(0$� LV� DOVR� FKDUJHG�ZLWK� UHVSRQGLQJ� WR� GLVDVWHUV� E\� UHQGHULQJ� DVVLVWDQFH� WR
VWDWH� JRYHUQPHQWV� DQG� � RWKHU� IHGHUDO� DJHQFLHV� LQ� WKH� IROORZLQJ� FLUFXPVWDQFHV�
)(0$� PD\� DVVLVW� D� IHGHUDO� DJHQF\� GXULQJ� D� GLVDVWHU� E\� PDNLQJ� UHSDLUV� WR
)HGHUDO�IDFLOLWLHV������,Q�DGGLWLRQ��)(0$�PD\�UHQGHU�GLVDVWHU�DVVLVWDQFH�ZKHQ�WKH
3UHVLGHQW� GHWHUPLQHV� WKDW� WKHUH� LV� DQ� HPHUJHQF\� LQ� DQ� DUHD�ZKHUH� WKH�8QLWHG
6WDWHV�H[HUFLVHV�H[FOXVLYH�RU�SUHHPLQHQW�UHVSRQVLELOLW\����

D e p a r t m e n t  o f  C o m m e r c e

7KH� 'HSDUWPHQW� RI� &RPPHUFH� KDV� OLPLWHG�� EXW� LPSRUWDQW�� OHJDO� DXWKRULW\� IRU
SURWHFWLQJ� FULWLFDO�QDWLRQDO� LQIUDVWUXFWXUHV�� ,WV� UROH� LQ� LQIUDVWUXFWXUH�DVVXUDQFH�
LQ�PDQ\�LQVWDQFHV��LV�UHODWHG�WR�WKH�H[SRUW�RI�SURGXFWV��7KH�'HSDUWPHQW�SOD\V�D
FUXFLDO� UROH� LQ� FRQWLQXLW\� RI� JRYHUQPHQW� VHUYLFHV� WKURXJK� LQWHUQDO� DQG� H[WHUQDO
UHJXODWLRQV�UHJDUGLQJ�LQIRUPDWLRQ�DQG�WHFKQRORJ\�VHFXULW\�

Telecommunications

7KH� 1DWLRQDO� 7HOHFRPPXQLFDWLRQV� DQG� ,QIRUPDWLRQ� $GPLQLVWUDWLRQ� �17,$�� LV
DXWKRUL]HG� WR� DVVLJQ� UDGLR� IUHTXHQFLHV� WR� IHGHUDOO\�RZQHG� V\VWHPV� XQGHU� ��
8�6�&�� �� ����E�����$��� � � � 7KLV� SRZHU� LV� DGPLQLVWHUHG� WKURXJK� WKH� 2IILFH� RI
6SHFWUXP�0DQDJHPHQW���$OO�JRYHUQPHQW�IUHTXHQFLHV�DUH�FROOHFWHG�LQ�D�GDWDEDVH
FDOOHG�WKH�*RYHUQPHQW�0DVWHU�)LOH��*0)����7KLV�GDWDEDVH�ZLOO�EH�GXSOLFDWHG�DQG
VWRUHG� LQ�DQ�DGGLWLRQDO� ORFDWLRQ� LQ� RUGHU� WR� FUHDWH� UHGXQGDQF\�� �17,$�GRHV� QRW
DOORZ�UHPRWH�DFFHVV�WR�LWV�PDLQIUDPH�LQ�RUGHU�WR�SURWHFW�WKLV�GDWDEDVH�

([HFXWLYH� 2UGHU� ������ JRYHUQV� PDQDJHPHQW� DQG� DOORFDWLRQ� RI
WHOHFRPPXQLFDWLRQV�UHVRXUFHV�GXULQJ�ERWK�QRQ�ZDUWLPH�DQG�ZDUWLPH�FULVHV�DQG
HPHUJHQFLHV���7KH�-RLQW�7HOHFRPPXQLFDWLRQV�5HVRXUFHV�%RDUG��-75%���DV�FUHDWHG
E\� WKH� 2IILFH� RI� 6FLHQFH� DQG� 7HFKQRORJ\� 3ROLF\� �2673��� ZLWKLQ� WKH� ([HFXWLYH
2IILFH� RI� WKH� 3UHVLGHQW�� LV� JLYHQ� WKH� SULPDU\� DXWKRULW\� IRU� PDQDJLQJ

                                                
105  See Exec. Order 12656 (1988).
106  42 U.S.C. § 5171.
107  42 U.S.C. § 5191(b).
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WHOHFRPPXQLFDWLRQV� UHVRXUFHV� GXULQJ� QRQ�ZDUWLPH� HPHUJHQFLHV�� � 17,$� LV� D
PHPEHU�RI�WKH�-75%���7KH�WHOHFRPPXQLFDWLRQV�IXQFWLRQ�IRU�WKH�1DWLRQDO�6\VWHP
IRU�(PHUJHQF\�&RRUGLQDWLRQ��16(&��LV�SHUIRUPHG�E\�-75%�

'XULQJ�ZDUWLPH��17,$�PD\�ZRUN�ZLWK�WKH�1DWLRQDO�6HFXULW\�&RXQFLO��16&��DQG
2673�LQ�DGYLVLQJ�WKH�3UHVLGHQW�ZLWK�UHJDUG�WR�UDGLR�VSHFWUXP�SULRULWLHV������7KH
17,$� (PHUJHQF\� 5HDGLQHVV� 3ODQ� IRU� 8VH� RI� WKH� 5DGLR� 6SHFWUXP� LV� FXUUHQWO\
XQGHU� UHYLHZ�� � 7KH� SODQ� DGGUHVVHV� DFWLRQV� WKDW� PD\� EH� WDNHQ� WR� SUHSDUH� IRU�
UHVSRQG� WR�� RU� UHFRYHU� IURP�DOO� HPHUJHQF\� VLWXDWLRQV�� � 3DUW� ,,,� RI� WKH� SODQ�ZLOO
FRQWDLQ�WHOHFRPPXQLFDWLRQV�VHUYLFH�SULRULWLHV�IRU�5DGLRFRPPXQLFDWLRQV�IRU�XVH�LQ
D�3UHVLGHQWLDOO\�GHFODUHG�HPHUJHQF\�XQGHU�WKH�&RPPXQLFDWLRQV�$FW�RI�������DV
DPHQGHG����

8QGHU� WKH� &RPPXQLFDWLRQV� 6DWHOOLWH� $FW� RI� ��������� 17,$� PD\� PDNH
UHFRPPHQGDWLRQV� WR� WKH� 3UHVLGHQW� WR� HQVXUH� WKH� DYDLODELOLW\� DQG� DSSURSULDWH
XWLOL]DWLRQ� RI� WKH� FRPPXQLFDWLRQV� VDWHOOLWH� V\VWHP� IRU� JHQHUDO� JRYHUQPHQW
SXUSRVHV�� � 1R�PHFKDQLVPV� DUH� FXUUHQWO\� LQ� SODFH� IRU�PDNLQJ� RU� LPSOHPHQWLQJ
UHFRPPHQGDWLRQV�

7KH�%XUHDX�RI�([SRUW�$GPLQLVWUDWLRQ��%;$���WKURXJK�WKH�'HIHQVH�3ULRULWLHV�DQG
$OORFDWLRQV� 6\VWHP� �'3$6��� DGPLQLVWHUV� WKH�'HIHQVH� 3URGXFWLRQ� $FW� �'3$��� DV
DPHQGHG�E\�WKH�6WDIIRUG�$FW���8QGHU�WKH�DXWKRULW\�RI�WKHVH�VWDWXWHV��'3$6�PD\
VHW� SULRULWLHV� LQ� FRQWUDFWV� DQG� RUGHUV� IRU� LQGXVWULDO� UHVRXUFHV� WR� PHHW� QDWLRQDO
GHIHQVH� UHTXLUHPHQWV�� � §1DWLRQDO� GHIHQVH�¨� DV� GHILQHG� E\� WKH� 6WDIIRUG� $FW�
LQFOXGHV�FLYLO�§HPHUJHQF\�SUHSDUHGQHVV�¨��7KXV��SULRULW\�IRU�JRYHUQPHQW�FRQWUDFWV
DQG�RUGHUV�PD\�EH�XVHG�WR�SUHSDUH�IRU��UHVSRQG�WR��RU�UHFRYHU�IURP�ERWK�QDWXUDO
DQG�KXPDQ�PDGH�GLVDVWHUV�

Electrical Power Systems

7KH�%;$�PD\�XVH�LWV�SRZHU�XQGHU�WKH�'3$�IRU�FUHDWLQJ�SULRULW\�IRU�JRYHUQPHQW
FRQWUDFWV�DQG�RUGHUV�IRU�LQGXVWULDO�UHVRXUFHV�IRU�QDWLRQDO�GHIHQVH�UHTXLUHPHQWV�WR
UHFRQVWLWXWH�FULWLFDO�LQIUDVWUXFWXUHV�DIWHU�DWWDFN���7KH�6HFUHWDU\�RI�&RPPHUFH�KDV
DGGLWLRQDO�DXWKRULW\�XQGHU�WKH�,QWHUQDWLRQDO�(PHUJHQF\�(FRQRPLF�3RZHUV�$FW���
WR�LPSRVH�H[SRUW�FRQWUROV�RQ�GXDO�XVH�LWHPV����� �$�GXDO�XVH�LWHP�LV�RQH�WKDW�KDV

                                                
108  Exec. Order 12472 § 2(c).
109  47 U.S.C. § 606.
110  47 U.S.C. § 721(a)(6).
111  50 U.S.C. § 1701 et seq.
112  The structure of these export controls is based on a prior law, since lapsed, the Export
Administration Act of 1979 (EAA), 50 U.S.C. app. § 2401 et seq.  The International
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ERWK� SRWHQWLDO� FRPPHUFLDO� DQG� PLOLWDU\� DSSOLFDWLRQV�� � 7KH� H[SRUW� FRQWUROV� DUH
DGPLQLVWHUHG�E\� WKH�%;$�DQG�PD\�EH�XVHG� WR�SURWHFW�QDWLRQDO�VHFXULW\�� IRUHLJQ
SROLF\�� DQG� GRPHVWLF� VKRUWDJHV�� � &XUUHQW� UHJXODWLRQV� LQ� SODFH� LQFOXGH� H[SRUW
FRQWUROV� IRU� PRVW� W\SHV� RI� ZHDSRQU\�� FUXGH� RLO�� DQG� H[SRUWV� WR� FRXQWULHV
VXSSRUWLQJ�WHUURULVW�RUJDQL]DWLRQV����

Gas and Oil Storage and Transportation

6HH� GLVFXVVLRQ� RI� SULRULWLHV� LQ� FRQWUDFWV� XQGHU� (OHFWULFDO� 3RZHU� 6\VWHPV� VXSUD
S����

Transportation

6HH�GLVFXVVLRQ�RI�SULRULWLHV�LQ�FRQWUDFWV�XQGHU�(OHFWULFDO�3RZHU�6\VWHPV�VXSUD
S�����

Water Supply Systems

6HH�GLVFXVVLRQ�RI�SULRULWLHV�LQ�FRQWUDFWV�XQGHU�(OHFWULFDO�3RZHU�6\VWHPV�VXSUD
S�����

Continuity of Government Operations

7KH� 'HSDUWPHQW� RI� &RPPHUFH� KDV� PHDVXUHV� LQ� SODFH� IRU� WKH� FRQWLQXLW\� RI� LWV
VSHFLILF�JRYHUQPHQW�VHUYLFHV���7KH�%XUHDX�RI�&HQVXV�DQG�WKH�1DWLRQDO�7HFKQLFDO
,QIRUPDWLRQ� 6HUYLFH� KDYH�PHFKDQLVPV� LQ� SODFH� IRU� WKH� FRQWLQXLW\� RI� WKHLU� RZQ
IXQFWLRQV�DQG�IRU�WKH�SURWHFWLRQ�RI�WKH�LQIRUPDWLRQ�WKH\�VWRUH���&HQVXV�KDV�WKUHH
EDVLF�PHFKDQLVPV� IRU�SURWHFWLQJ� LQIRUPDWLRQ�DQG�HQVXULQJ� FRQWLQXHG�RSHUDWLRQ�
���8�6�&������HQVXUHV�WKH�FRQILGHQWLDOLW\�RI�GDWD�VXEPLWWHG�WR�&HQVXV�IURP�SXEOLF
GLVFORVXUH���,Q�DGGLWLRQ��WKH�%XUHDX�KDV�D�SODQ�IRU�WKH�SURWHFWLRQ�RI�YLWDO�UHFRUGV�
7KHVH� UHFRUGV� LQFOXGH� SODQV� DQG� SURFHGXUHV� IRU� DFFRPSOLVKPHQW� RI� PLVVLRQ�
VWDQGE\�HPHUJHQF\�GRFXPHQWV�DQG�GHOHJDWLRQV�RI�DXWKRULW\�� OLQHV�RI� VXFFHVVLRQ�
SURJUDP� GRFXPHQWDWLRQ� DQG� EXGJHW� HVWLPDWHV�� YLWDO� $'3� UHFRUGV�� SURJUDPV�
VRIWZDUH�� VSHFLILFDWLRQV�� FXVWRPHU� GLUHFWRULHV� DQG�PDLOLQJ� OLVWV�� VXUYH\� GHVLJQV�
GHPRJUDSKLF� DQG� HFRQRPLF� GDWD�� &XUUHQW� 3RSXODWLRQ� 6XUYH\�� &HQVXV� RI
0DQXIDFWXULQJ��DQG�JHRJUDSKLF�DQG�FDUWRJUDSKLF�UHIHUHQFH�ILOHV���&HQVXV�DOVR�KDV
D�GLVDVWHU�UHFRYHU\�FRQWLQJHQF\�SODQ���,W�LV�GHVLJQHG�WR�HQVXUH�FRQWLQXHG�QRUPDO
RSHUDWLRQ�GXULQJ�HPHUJHQFLHV���7KH�SODQ�LQFOXGHV�D�QXPEHU�RI�HOHPHQWV�VXFK�DV
SULRULWLHV��HPHUJHQF\�FKDLQ�RI�FRPPDQG��FRPSXWHU�V\VWHP�LQIRUPDWLRQ��D�SODQ�IRU

                                                                                                                                                        
Emergency Economic Powers Act (IEEPA), 50 U.S.C. § 1701 et seq., has replaced the EAA as
the relevant legal authority, but the implementing regulations have remained unchanged.
113  See 15 C.F.R. Part 730.
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GHDOLQJ�ZLWK�SK\VLFDO�GLVUXSWLRQV�LQFOXGLQJ�HOHFWULF�SRZHU��GHVFULSWLRQV�RI�DODUP
V\VWHPV��DQG�WKH�IXQFWLRQV�RI�WKH�YDULRXV�SRVW�GLVDVWHU�WHDPV�WKDW�DUH�QHHGHG�IRU
UHFRYHU\�

�7KH�1DWLRQDO�,QVWLWXWH�RI�6WDQGDUGV�DQG�7HFKQRORJ\��1,67��SOD\V�D�NH\�UROH�LQ
VHWWLQJ�JRYHUQPHQW�ZLGH�VWDQGDUGV�DQG�JXLGHOLQHV�WR�DVVLVW�)HGHUDO��DJHQFLHV�LQ
SURWHFWLQJ�WKHLU�LQIRUPDWLRQ�WHFKQRORJ\�UHVRXUFHV�XQGHU�DXWKRULW\�JUDQWHG�E\�WKH
,QIRUPDWLRQ�7HFKQRORJ\�0DQDJHPHQW�5HIRUP�$FW�RI���������� DQG� WKH�&RPSXWHU
6HFXULW\�$FW�RI����������7KH��ODWWHU�FKDUJHV�1,67�ZLWK�FUHDWLQJ�FRPSXWHU�VHFXULW\
VWDQGDUGV� IRU� WKH� IHGHUDO� JRYHUQPHQW�� 7KH� 2IILFH� RI� 0DQDJHPHQW� DQG� %XGJHW
&LUFXODU� 1R�� $����� PDQGDWHV� WKDW� JRYHUQPHQW� DJHQFLHV� IROORZ� WKH� 1,67
VWDQGDUGV�� � 1,67� LV� JLYHQ� DGGLWLRQDO� DXWKRULW\� WR� FRQGXFW� UHVHDUFK� DQG
GHYHORSPHQW��WR�FRRUGLQDWH�HIIRUWV�ZLWK�RWKHU�DJHQFLHV��DQG�WR�DVVLVW�WKH�SULYDWH
VHFWRU�DV�QHFHVVDU\� WR�HIIHFWXDWH� WKH�JRDOV� RI� WKH�&RPSXWHU�6HFXULW\�$FW�� �0RVW
UHFHQWO\��1,67� KDV� HQWHUHG� LQWR� D� SDUWQHUVKLS� DUUDQJHPHQW� ZLWK� WKH�1DWLRQDO
6HFXULW\� $JHQF\� WR� HVWDEOLVK� WHVWLQJ� PHWKRGV� DQG� REMHFWLYH� PHDVXUHV� IRU
FRPSXWHU� VHFXULW\� SURGXFWV� DQG� WR� DFFUHGLW� SULYDWH� ODEV� WR� FHUWLI\� VXFK
SURGXFWV����

7KH�17,$�DOVR�KDV�D�&RQWLQXLW\�RI�2SHUDWLRQV�3ODQ�ZKLFK� LV� FXUUHQWO\� LQ�GUDIW
IRUP�� � ,W� ZDV� FUHDWHG� SXUVXDQW� WR� 'HSDUWPHQW� $GPLQLVWUDWLYH� 2UGHU� �������
)HEUXDU\� ���� ������ � $GGLWLRQDO� UHTXLUHPHQWV� IRU� 17,$ªV� FRQWLQXLW\� SODQ� FRPH
IURP� )HGHUDO� 3UHSDUHGQHVV� &LUFXODU� ���� ZKLFK� UHTXLUHV� WKDW� 17,$� EH� DEOH� WR
IXQFWLRQ�RXW�RI�WKUHH�ORFDWLRQV�LQ�FDVH�RI�HPHUJHQFLHV�

D e p a r t m e n t  o f  t h e  Tr e a s u r y

7KH� 'HSDUWPHQW� RI� WKH� 7UHDVXU\ªV� OHJDO� DXWKRULW\� UHOHYDQW� WR� LQIUDVWUXFWXUH
DVVXUDQFH� LV� FRQFHQWUDWHG� LQ� WKH� DUHD� RI� EDQNLQJ� DQG� ILQDQFH�� � 7KH�7UHDVXU\ªV
DXWKRULW\�DQG�UHVSRQVLELOLW\� IRU�WKH� IHGHUDO�JRYHUQPHQWªV� ILQDQFLDO� WUDQVDFWLRQV�
ERWK� SD\PHQWV� DQG� FROOHFWLRQV�� DOVR� LPSDFWV� WKH� FRQWLQXLW\� RI� JRYHUQPHQW
RSHUDWLRQV�

                                                
114  Pub. Law No. 104-106.
115  Pub. Law No. 100-235.
116  See also discussion of NSA authorities and the National Information Assurance
Partnership infra p. 31.
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Banking and Finance

7KH� 'HSDUWPHQW� RI� WKH� 7UHDVXU\� FDQ� LQIOXHQFH� RU� FRQWURO� WKH� HIILFLHQF\� DQG
VHFXULW\� RI� WKH� ILQDQFLDO� PDUNHWSODFH� WKURXJK� GLIIHUHQW� PHFKDQLVPV�� � 7KH
3UHVLGHQWªV�:RUNLQJ�*URXS�RQ�)LQDQFLDO�0DUNHWV��)0:*���FUHDWHG�E\�([HFXWLYH
2UGHU��������LV�FKDLUHG�E\�WKH�6HFUHWDU\�RI�WKH�7UHDVXU\���7KH�)0:*�IDFLOLWDWHV
LQIRUPDWLRQ�H[FKDQJH�DPRQJ�WKH�JRYHUQPHQW�DJHQFLHV�ZLWK�UHVSRQVLELOLW\�IRU�WKH
ILQDQFLDO�PDUNHWV�DQG� UHJXODWLRQ�RI� VHFXULWLHV�DQG� FRPPRGLW\� ILUPV�DQG�EDQNV�
)0:*�KDV�DOUHDG\�EHJXQ�WR�IRFXV�RQ�GLVUXSWLRQV�RI� ILQDQFLDO�PDUNHWV�RU�PDMRU
PDUNHW� SDUWLFLSDQWV� IURP� ERWK� SK\VLFDO� DQG� F\EHU� FDXVHV�� � 7KH� *URXS� LV� LQ� D
SRVLWLRQ�ERWK�WR�PLWLJDWH�WKH�HIIHFWV�RI�GLVUXSWLRQ�DQG�WR�ZRUN� WR� OLPLW�V\VWHPLF
ULVN�DQG� ORZHU� WKH�GDPDJH� WKDW�DFFRPSDQLHV�GLVUXSWLRQ�� �:KLOH�)0:*�KDV�QR
VWDWXWRU\�DXWKRULW\�RI�LWV�RZQ��LW�LV�QRQHWKHOHVV�LQ�WKH�SRVLWLRQ�WR�LQIOXHQFH�SROLF\
ZLWK�UHJDUG�WR�EDQNLQJ�DQG�ILQDQFH�LQIUDVWUXFWXUH�DVVXUDQFH����

7KURXJK� LWV� VWDWXWRU\� DXWKRULW\� WR� UHJXODWH� JRYHUQPHQW� VHFXULWLHV� EURNHUV� DQG
GHDOHUV�� WKH�7UHDVXU\�PD\�EH�DEOH� WR� HQDFW�PHDVXUHV� IRU�JUHDWHU� LQIUDVWUXFWXUH
DVVXUDQFH�� �&XUUHQWO\��7UHDVXU\�KDV� UHFRUGNHHSLQJ� DQG� UHSRUWLQJ� UHTXLUHPHQWV
LQ� SODFH�� LQ� DGGLWLRQ� WR� UXOHV� UHJDUGLQJ� ILQDQFLDO� UHVSRQVLELOLW\� DQG� UHODWHG
SUDFWLFHV�� � 7KH� 7UHDVXU\� VXEPLVVLRQ� VXJJHVWV� WKDW� WKH� UHFRUGNHHSLQJ� DQG
UHSRUWLQJ� UHTXLUHPHQWV�� DQG� LWV� VWDWXWRU\� DXWKRULW\�� PD\� EH� EURDG� HQRXJK� WR
LPSRVH�VWDQGDUGV�IRU�SURWHFWLRQ�RI�LQIRUPDWLRQ�DQG�WHOHFRPPXQLFDWLRQV�V\VWHPV�

Continuity of Government Operations

7UHDVXU\� KDV� WZR� IXQFWLRQV� WKDW� UHODWH� WR� WKH� FRQWLQXLW\� RI� JRYHUQPHQW
RSHUDWLRQV� LQ� WKH� IDFH� RI� LQIUDVWUXFWXUH� GLVUXSWLRQ�� � )LUVW�� WKH� 'HSDUWPHQW� RI
7UHDVXU\� LV� FKDUJHG�ZLWK� WKH� LVVXDQFH� RI� 7UHDVXU\� GHEW�ZKLFK� LV� DGPLQLVWHUHG
WKURXJK� WKH� %XUHDX� RI� 3XEOLF� 'HEW�� � 7KH� 7UHDVXU\ªV� DXWKRULW\� LQ� WKLV� DUHD� LV
GHULYHG�IURP�D�YDULHW\�RI�VWDWXWRU\�VRXUFHV�LQFOXGLQJ����8�6�&���������HW�VHT���DQG
��� 8�6�&�� �� ����� � 6HFRQG�� WKH� )LQDQFLDO� 0DQDJHPHQW� 6HUYLFH� �)06��� ORFDWHG
ZLWKLQ�7UHDVXU\�� LV� UHVSRQVLEOH� IRU�PDNLQJ�SD\PHQWV� IRU� JRYHUQPHQW�SURJUDPV
DQG� SURYLGLQJ� WKH� V\VWHP� IRU� FROOHFWLQJ� JRYHUQPHQW� UHFHLSWV�� LQFOXGLQJ� IHGHUDO
WD[HV�� �%RWK� RI� WKHVH� IXQFWLRQV� UHO\� H[WHQVLYHO\� RQ� WKH� )HGHUDO�5HVHUYH�%DQNV�
7KH�EDQNV�XVHG�E\�WKH�)LQDQFLDO�0DQDJHPHQW�6HUYLFH�DUH�UHTXLUHG�E\�DJUHHPHQW
WR� FRPSO\� ZLWK� WKH� &RPSXWHU� 6HFXULW\� $FW� RI� ����� DQG� UHODWHG� VWDQGDUGV� DQG
JXLGHOLQHV���)06�FRQGXFWV�DXGLWV�WR�HQVXUH�FRPSOLDQFH�ZLWK�WKHVH�UHTXLUHPHQWV�

                                                
117  The Treasury submission notes that FMWG can wield influence both by raising visibility
of an issue and through the rule making roles of its member agencies.  The members of
FMWG include:  the Board of Governors of the Federal Reserve System, the Securities and
Exchange Commission, and the Commodity Futures Trading Commission.  Other agencies
that participate in FMWG meetings include:  the Comptroller of the Currency, the Federal
Deposit Insurance Corporation, Federal Reserve Bank of New York, the National Economic
Council, and the Council of Economic Advisors.
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D e p a r t m e n t  o f  J u s t i c e

7KH�'HSDUWPHQW�RI�-XVWLFH��'2-��SOD\V�D�XQLTXH�UROH�LQ�LQIUDVWUXFWXUH�DVVXUDQFH�
8QOLNH�PDQ\�RI� WKH�RWKHU�DJHQFLHV�DQG�GHSDUWPHQWV�VXUYH\HG�ZKLFK�KDYH�UROHV
UHODWLQJ� WR� SDUWLFXODU� LQIUDVWUXFWXUHV�� WKH� 'HSDUWPHQW� RI� -XVWLFH� DQG� � WKH
$WWRUQH\�*HQHUDO�DUH�H[SHFWHG�WR�SOD\�D�SULPDU\�UROH� LQ�UHVSRQGLQJ� WR� WHUURULVW
LQFLGHQWV�XQGHU�DXWKRULWLHV�VXFK�DV�3UHVLGHQWLDO�'HFLVLRQ�'LUHFWLYH�����3''����
DQG�WKH�7HUURULVP�,QFLGHQW�$QQH[�WR� WKH�)HGHUDO�5HVSRQVH�3ODQ�� �)RU� WHUURULVW
PDWWHUV� WKDW� RFFXU� ZLWKLQ� WKH� 8QLWHG� 6WDWHV� DQG� KDYH� QR� VLJQLILFDQW� IRUHLJQ
LQYROYHPHQW�� WKH�'HSDUWPHQW�RI�-XVWLFH�� WKURXJK�WKH�)%,��KDQGOHV� FRRUGLQDWLRQ
RI�IHGHUDO�DJHQF\�HIIRUWV�

3HUKDSV� WKH� PRVW� YLVLEOH� UROH� IRU� WKH� 'HSDUWPHQW� RI� -XVWLFH� ZLWK� UHVSHFW� WR
LQIUDVWUXFWXUH� DVVXUDQFH� LV� LQ� HQIRUFLQJ� IHGHUDO� ODZV� WKURXJK� WKH� LQYHVWLJDWRU\
DXWKRULWLHV�RI�WKH�)%,�DQG�SURVHFXWRULDO�UHVRXUFHV�RI�'2-�DQG�WKH�8QLWHG�6WDWHV
$WWRUQH\V
� 2IILFHV�� 7KH� 'HSDUWPHQW
V� ��� 8QLWHG� 6WDWHV� $WWRUQH\V
� RIILFHV� DUH
DFTXLULQJ�WKHLU�RZQ�H[SHUWLVH�LQ�WKHVH�LPSRUWDQW�DUHDV���:LWKLQ�WKH�SDVW�VHYHUDO
\HDUV��7KHVH�RIILFHV�KDYH�DSSRLQWHG��DQG� WKH�'HSDUWPHQW�KDV� VSHFLDOO\� WUDLQHG�
DWWRUQH\V� WR� KDQGOH� FULVLV� UHVSRQVH� LVVXHV� �$WWRUQH\� &ULWLFDO� 5HVSRQVH� *URXS
$WWRUQH\V��$&,5*V�� DQG� FRPSXWHU� DQG� WHOHFRPPXQLFDWLRQV�UHODWHG� FULPHV
�&RPSXWHU�DQG�7HOHFRPPXQLFDWLRQV�&RRUGLQDWRUV��&7&V��

2WKHU� 'HSDUWPHQW� FRPSRQHQWV� KDYH� UHVSRQVLELOLWLHV� ZLWK� LPSRUWDQW� WLHV� WR
LQIUDVWUXFWXUH� DVVXUDQFH� SROLFLHV�� � :LWKLQ� '2-
V� &ULPLQDO� 'LYLVLRQ�� WKH
&RPSXWHU� &ULPH� DQG� ,QWHOOHFWXDO� 3URSHUW\� 6HFWLRQ� DQG� WKH� 7HUURULVP� DQG
9LROHQW�&ULPH�6HFWLRQ�SOD\�D�SLYRWDO�UROH�QRW�RQO\�LQ�SURVHFXWLQJ�RIIHQVHV�DJDLQVW
WKH� FULWLFDO� LQIUDVWUXFWXUHV�� EXW� LQ� GHYHORSLQJ� SROLF\� LQLWLDWLYHV� DQG� OHJLVODWLYH
SURSRVDOV�WR�LPSURYH�ODZV�DQG�HQIRUFHPHQW�LQ�WKHVH�DUHDV�

,QFUHDVLQJO\��WKH�'HSDUWPHQW�RI�-XVWLFH��LQ�FRRUGLQDWLRQ�ZLWK�WKH�'HSDUWPHQW�RI
6WDWH�� LV� LQYROYHG� LQ� LQWHUQDWLRQDO� DJUHHPHQWV� WR� IDFLOLWDWH� 8�6�� HQIRUFHPHQW
HIIRUWV� FRQFHUQLQJ� F\EHU�FULPH� DQG� SK\VLFDO� WKUHDWV� WR� FULWLFDO� LQIUDVWUXFWXUHV�
%LODWHUDO�DQG�PXOWLODWHUDO�DJUHHPHQWV�DGGUHVV�LVVXHV�VXFK�DV�H[WUDGLWLRQ��PXWXDO
OHJDO� DVVLVWDQFH�� DQG� HYLGHQFH� VKDULQJ�� � ,QFUHDVLQJO\�� VXFK� DJUHHPHQWV� DGGUHVV
VXEVWDQWLYH� DQG� LQYHVWLJDWLYH� LVVXHV� UHODWLQJ� WR� FRPSXWHU� FULPH�� � 7KH
'HSDUWPHQW� RI� -XVWLFH� DOVR� DGPLQLVWHUV� D� UHZDUGV� SURJUDP� GHVLJQHG� WR
HQFRXUDJH�FRRSHUDWLRQ�ZLWK�FRXQWHUWHUURULVP�HQIRUFHPHQW�HIIRUWV�

7KH�2IILFH�RI�,QWHOOLJHQFH�3ROLF\�DQG�5HYLHZ�ZRUNV�FORVHO\�ZLWK�ODZ�HQIRUFHPHQW
DQG�WKH�LQWHOOLJHQFH�FRPPXQLW\�WR�IDFLOLWDWH�VKDULQJ�RI� LQIRUPDWLRQ�EHWZHHQ�WKH
FRPPXQLWLHV�� DQG� DOVR� DVVLVWV� LQ� WKH� LQYHVWLJDWLRQ� RI� WHUURULVP�UHODWHG� FDVHV
XQGHU� WKH�)RUHLJQ� ,QWHOOLJHQFH�6XUYHLOODQFH�$FW�� � 7KH� HOHPHQWV� RI� WKH�2IILFH� RI
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-XVWLFH� 3URJUDPV��� WKH� 1DWLRQDO� ,QVWLWXWH� RI� -XVWLFH�� WKH� %XUHDX� RI� -XVWLFH
6WDWLVWLFV�� DQG� RWKHUV� PD\� EH� LQYROYHG� LQ� IXWXUH� VWXGLHV� RI� LQIUDVWUXFWXUH
DVVXUDQFH�LVVXHV�DQG�HIIRUWV�WR�GHYHORS�D�EHWWHU�XQGHUVWDQGLQJ�RI�WKH�VFRSH�RI�WKH
SUREOHP�IDFLQJ�WKH�QDWLRQ�DQG�WKH�SURSHU�UROH�RI�ODZ�HQIRUFHPHQW���7KH�2IILFH�RI
-XVWLFH�3URJUDPV�DOVR�SURYLGHV�IXQGV�WR�VWDWH�DQG�ORFDO�ODZ�HQIRUFHPHQW�DJHQFLHV
WR�EROVWHU�SUHSDUHGQHVV�LQ�WKH�HYHQW�RI�D�WHUURULVW�DWWDFN�

:LWK�UHVSHFW�WR�LQIRUPDWLRQ�VKDULQJ��WKH�&LYLO�'LYLVLRQ�RI�'2-�VKRXOG�SOD\�D�UROH
LQ� SUHGLFWLQJ� WKH� OLDELOLW\� FOLPDWH� VXUURXQGLQJ� HIIHFWLYH� LPSOHPHQWDWLRQ� DQG
RSHUDWLRQ RI�DQ�LQIRUPDWLRQ�VKDULQJ�DQG�WKUHDW�ZDUQLQJ�FDSDELOLW\��7KH�$QWLWUXVW
'LYLVLRQ�FDQ�VHUYH�DV�D�IRFDO�SRLQW�IRU�LVVXHV�UHODWLQJ�WR�SULYDWH�VHFWRU�WR�SULYDWH�
VHFWRU�VKDULQJ�RI�WKUHDW�DQG�YXOQHUDELOLW\�LQIRUPDWLRQ�

N a t i o n a l  S e c u r i t y  A g e n c y

7KH� 1DWLRQDO� 6HFXULW\� $JHQF\� �16$�� LGHQWLILHG� LWV� UROH� LQ� LQIUDVWUXFWXUH
DVVXUDQFH�DV�GHULYLQJ�IURP�WKUHH�OHJDO�VRXUFHV���([HFXWLYH�2UGHU��������§8QLWHG
6WDWHV� ,QWHOOLJHQFH�$FWLYLWLHV�¨�1DWLRQDO� 6HFXULW\�'LUHFWLYH� ���� §1DWLRQDO� 3ROLF\
IRU� WKH� 6HFXULW\� RI� 1DWLRQDO� 6HFXULW\� 7HOHFRPPXQLFDWLRQV� DQG� ,QIRUPDWLRQ
6\VWHPV�¨�DQG�WKH�&RPSXWHU�6HFXULW\�$FW�RI������� �7KHVH�WKUHH�GRFXPHQWV�JLYH
16$�VXEVWDQWLDO�DXWKRULW\�IRU�WKH�FRPPXQLFDWLRQV�VHFXULW\�RI�WKH�8QLWHG�6WDWHV�

([HFXWLYH� 2UGHU� ������ GHVLJQDWHG� WKH� 6HFUHWDU\� RI� 'HIHQVH� DV� WKH� H[HFXWLYH
DJHQW� IRU� WKH� 8QLWHG� 6WDWHV� IRU� FRPPXQLFDWLRQV� VHFXULW\� DFWLYLWLHV�� H[FHSW� DV
OLPLWHG�E\�WKH�1DWLRQDO�6HFXULW\�&RXQFLO����� �16$�LV�DXWKRUL]HG�WR�FDUU\�RXW�WKH
6HFUHWDU\� RI� 'HIHQVHªV� UHVSRQVLELOLWLHV� IRU� FRPPXQLFDWLRQV� VHFXULW\� XQGHU� WKH
H[HFXWLYH�RUGHU�

&RQVLVWHQW�ZLWK�([HFXWLYH�2UGHU��������1DWLRQDO�6HFXULW\�'LUHFWLYH����DVVLJQV
WKH� 6HFUHWDU\� RI� 'HIHQVH� UHVSRQVLELOLW\� IRU� WKH� JRYHUQPHQWªV� 1DWLRQDO� 6HFXULW\
7HOHFRPPXQLFDWLRQV� DQG� ,QIRUPDWLRQ� 6\VWHPV� 6HFXULW\�� � $V� SDUW� RI� WKLV
'LUHFWLYH�� WKH�'LUHFWRU��16$�� LV�QDPHG� WKH�1DWLRQDO�0DQDJHU� IRU� WKLV� IXQFWLRQ�
$PRQJ�WKH�GXWLHV�WKLV�UROH�HQWDLOV�DUH�������H[DPLQLQJ�QDWLRQDO�VHFXULW\�V\VWHPV
DQG� HYDOXDWLQJ� WKHLU� YXOQHUDELOLW\� WR� IRUHLJQ� LQWHUFHSWLRQ� � DQG� H[SORLWDWLRQ�� ���
DFWLQJ� DV� WKH� 8�6�� JRYHUQPHQW� IRFDO� SRLQW� IRU� WHOHFRPPXQLFDWLRQV� DQG
LQIRUPDWLRQ� V\VWHPV� VHFXULW\� IRU� QDWLRQDO� VHFXULW\� V\VWHPV�� ���� � DVVHVVLQJ� WKH
RYHUDOO� VHFXULW\� SRVWXUH� RI� DQG� GLVVHPLQDWLQJ� LQIRUPDWLRQ� RQ� WKUHDWV� WR� DQG
YXOQHUDELOLWLHV� RI� QDWLRQDO� VHFXULW\� V\VWHPV�� ���� � UHYLHZLQJ� DQG� DSSURYLQJ� DOO
VWDQGDUGV��WHFKQLTXHV��V\VWHPV��DQG�HTXLSPHQW�UHODWHG�WR�WKH�VHFXULW\�RI�QDWLRQDO

                                                
118  Exec. Order 12333 § 1.11(e) (1981).
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VHFXULW\�V\VWHPV��DQG������FRRUGLQDWLQJ�ZLWK�WKH�1DWLRQDO�,QVWLWXWH�RI�6WDQGDUGV
DQG� 7HFKQRORJ\� �1,67�� LQ� DFFRUGDQFH� ZLWK� WKH� SURYLVLRQV� RI� WKH� &RPSXWHU
6HFXULW\�$FW�RI������

([HFXWLYH� 2UGHU� ������ DQG� 16'� ��� OLPLW� 16$ªV� UROH� WR� QDWLRQDO� VHFXULW\
V\VWHPV��ZKLFK�16$� UHFRJQL]HV� DV� D� SRWHQWLDO� OLPLW� RQ� LWV� UROH� LQ� DVVXULQJ� WKH
VHFXULW\� RI� WKH� QDWLRQªV� FULWLFDO� LQIRUPDWLRQ� LQIUDVWUXFWXUH�� �+RZHYHU��16$� KDV
DVVXPHG�D� UROH� LQ�DVVLVWLQJ�1,67�ZLWK� LWV� UHVSRQVLELOLWLHV� XQGHU� WKH�&RPSXWHU
6HFXULW\� $FW� RI� ������ � 16$� DQG� 1,67� KDYH� DJUHHG� RQ� D� GLYLVLRQ� RI� ODERU�
PHPRULDOL]HG� LQ� §0HPRUDQGXP� RI� 8QGHUVWDQGLQJ� %HWZHHQ� WKH� 'LUHFWRU� RI� WKH
1DWLRQDO�,QVWLWXWH�RI�6WDQGDUGV�DQG�7HFKQRORJ\�DQG�WKH�'LUHFWRU�RI�WKH�1DWLRQDO
6HFXULW\� $JHQF\� &RQFHUQLQJ� WKH� ,PSOHPHQWDWLRQ� RI� WKH� 3XEOLF� /DZ� ��������¨
0DUFK������������8QGHU�WKLV�028��16$�SURYLGHV�WHFKQLFDO�JXLGHOLQHV�WR�1,67�IRU
VHQVLWLYH� LQIRUPDWLRQ� LQ� IHGHUDO� FRPSXWHU� V\VWHPV�� FRQGXFWV� DVVHVVPHQWV� RI
KRVWLOH�LQWHOOLJHQFH�DQG�IRUHLJQ�H[SORLWDWLRQ�WKUHDWV�WR�LQIRUPDWLRQ�V\VWHPV�XSRQ
UHTXHVW�RI�IHGHUDO�DJHQFLHV��SURYLGHV�WHFKQLFDO�JXLGDQFH�DQG�HQGRUVHV�SURGXFWV�WR
VHFXUH�LQIRUPDWLRQ�V\VWHPV��DQG�VXSSRUWV�1,67�LQ�LWV�UROH�LQ�DVVLVWLQJ�WKH�SULYDWH
VHFWRU�ZLWK�LQIRUPDWLRQ�VHFXULW\�LVVXHV�

7KH� 16$�1,67� SDUWQHUVKLS� KDV� EHHQ� IRUPDOL]HG� UHFHQWO\� DV� WKH� 1DWLRQDO
,QIRUPDWLRQ�$VVXUDQFH�3DUWQHUVKLS���7KLV�3DUWQHUVKLS�LV�GHVLJQHG�WR�FRPELQH�WKH
H[SHUWLVH�RI�WKH�WZR�HQWLWLHV�WR�DVVLVW�ERWK�JRYHUQPHQW�DQG�WKH�SULYDWH�VHFWRU�LQ
LPSURYLQJ� WKH�TXDOLW\� RI� WKHLU� FRPSXWHU� VHFXULW\�� � 7R� DFFRPSOLVK� WKLV� JRDO�� WKH
3DUWQHUVKLS� LV�ZRUNLQJ� WR�HVWDEOLVK� WHVWLQJ�PHWKRGV�DQG�REMHFWLYH�PHDVXUHV� IRU
FRPSXWHU� VHFXULW\� SURGXFWV� DQG� WR� DFFUHGLW� SULYDWH� VHFWRU� ODEV� WR� FRQGXFW� VXFK
WHVWLQJ�DQG��XOWLPDWHO\��FHUWLI\�SURGXFWV�

U n i t e d  St a t e s  C u s t o m s  S e r v i c e

7KH�SULPDU\�PLVVLRQV�RI�WKH�&XVWRPV�6HUYLFH�RI�WKH�'HSDUWPHQW�RI�7UHDVXU\�DUH
WR� HQVXUH� WKDW� DOO� PHUFKDQGLVH� FRPLQJ� LQWR� WKH� 8QLWHG� 6WDWHV� LV� ODZIXOO\
LPSRUWHG�DQG�WR�SURWHFW�WKH�ERUGHUV�RI�WKH�8QLWHG�6WDWHV�� �7KH�&XVWRPV�6HUYLFH
HQIRUFHV� ODZV� UHODWLQJ� WR� WKH� LPSRUWDWLRQ� DQG� H[SRUWDWLRQ� RI� PHUFKDQGLVH
LQFOXGLQJ� ODZV� UHTXLULQJ�� WKH� FROOHFWLRQ� RI� GXWLHV� DQG� WD[� RQ� LPSRUWHG� JRRGV�
PRQLWRULQJ�WKH�FOHDULQJ�RI�DUULYLQJ�DQG�GHSDUWLQJ�YHVVHOV��YHKLFOHV�DQG�DLUFUDIW�
GHWHFWLQJ�DQG�SUHYHQWLQJ�VPXJJOLQJ�RSHUDWLRQV�DQG�IUDXGXOHQW�LPSRUWDWLRQV��DQG
VHL]LQJ� PHUFKDQGLVH� DQG� FRQYH\DQFHV� LQYROYHG� LQ� VXFK� DFWLYLWLHV�� H[FOXGLQJ
SURKLELWHG� PHUFKDQGLVH� �H�J��� XQOLFHQVHG� PXQLWLRQV�� IURP� HQWU\�� FRQWUROOLQJ
LPSRUWV� VXEMHFW� WR� TXRWDV� �H�J��� WH[WLOHV��� RWKHU� LQWHUQDWLRQDO� DJUHHPHQWV�� DQG
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LQWHOOHFWXDO�SURSHUW\�SURWHFWLRQ��DQG�HQIRUFLQJ�H[SRUW� ODZV�SHUWDLQLQJ� WR�FULWLFDO
WHFKQRORJ\��PXQLWLRQV�DQG�HPEDUJRHV����

,Q� DGGLWLRQ� WR� WKH� DXWKRULW\� WR� HQIRUFH� FXVWRPV� ODZV�� WKH� &XVWRPV� 6HUYLFH� LV
DXWKRUL]HG�WR�HQIRUFH�DOO�IHGHUDO�ODZV�DW�WKH�ERUGHUV�RI�WKH�8QLWHG�6WDWHV�� � �7KH
&XVWRPV�6HUYLFHªV�XQLTXH�SRVLWLRQ�DW� WKH�QDWLRQªV� ERUGHUV�DOORZV� � LW� WR� H[HUFLVH
EURDG� VHDUFK� DQG� VHL]XUH� DQG� DUUHVW� IXQFWLRQV�� � &XVWRPV� RIILFHUV� PD\� VHDUFK
SHUVRQV�� FRQYH\DQFHV�� EDJJDJH�� FDUJR�� DQG� PHUFKDQGLVH� HQWHULQJ� WKH� 8QLWHG
6WDWHV�ZLWKRXW�D�VHDUFK�ZDUUDQW�DQG�ZLWKRXW�VXVSLFLRQ�RI�FULPLQDOLW\�����&XVWRPV
RIILFHUV� PD\� VWRS� YHKLFOHV� DQG� ERDUG� YHVVHOV� DQG� DLUFUDIW� ZLWKRXW� ZDUUDQWV� WR
SHUIRUP� LQTXLULHV� DQG� VHDUFKHV����� � &XVWRPV� RIILFHUV� FDUU\� ILUHDUPV� DQG� DUH
DXWKRUL]HG� WR�PDNH� ZDUUDQWOHVV� DUUHVWV� IRU� DQ\� IHGHUDO� YLRODWLRQV� RFFXUULQJ� LQ
WKHLU� SUHVHQFH����� � ,Q� DGGLWLRQ�� D� FXVWRPV� RIILFHU� PD\� FRQGXFW� XQGHUFRYHU
LQYHVWLJDWLRQV� DQG� VHHN� DQG� REWDLQ� VHDUFK� ZDUUDQWV�� FRXUW� RUGHUV� DXWKRUL]LQJ
LQWHUFHSWLRQ� RI� FRPPXQLFDWLRQV�� DQG� DGPLQLVWUDWLYH� VXPPRQVHV�� � $Q\
PHUFKDQGLVH�RU�FRQYH\DQFH�LQYROYHG� LQ�D�&XVWRPV�YLRODWLRQ� LV�JHQHUDOO\�VXEMHFW
WR� FLYLO� IRUIHLWXUH� DQG�PD\� EH� VHL]HG� E\�&XVWRPV� RIILFHUV�ZLWKRXW� D�ZDUUDQW����
7KHVH�DXWKRULWLHV�DOVR�DSSO\�WR�RXWERXQG�JRRGV��FRQYH\DQFHV�DQG�SHRSOH����

7KH� &XVWRPV� 6HUYLFH� DOVR� KDV� HPHUJHQF\� SRZHUV�� � &XVWRPV� PD\� WDNH� WKH
IROORZLQJ� DFWLRQV� WR� SURWHFW� DJDLQVW� DWWDFNV� DQG� WR� PLQLPL]H� WKH� GDPDJH� IURP
VXFK�DWWDFNV�� �FORVH�SRUWV��UHPRYH�D�FXVWRPKRXVH�WR�D�VHFXUH�ORFDWLRQ��VHL]H�DQG
IRUIHLW� YHVVHOV� VHHNLQJ� WR� HQWHU� D� FORVHG� SRUW�� DQG� UHIXVH� WR� FOHDU� IRU� H[SRUW
YHKLFOHV�ZLWK�VXVSHFW�FDUJRHV����� �7KH�3UHVLGHQW�PD\�DXWKRUL]H� WKH�6HFUHWDU\�RI
7UHDVXU\�� ZKR� KDV� GHOHJDWHG� WKH� SRZHU� WR� WKH� &RPPLVVLRQHU� RI� &XVWRPV�� WR
H[WHQG�WKH�WLPH�SURYLGHG�XQGHU�WKH�7DULII�$FW�RI������IRU�WKH�SHUIRUPDQFH�RI�DQ\
DFW�DQG�DOVR�WR�DOORZ�IRU�WKH�LPSRUWDWLRQ�IUHH�RI�GXW\�RI�FHUWDLQ�VXSSOLHV�XVHG�LQ
HPHUJHQF\� UHOLHI� ZRUN�� � 8QGHU� WKH� ,QWHUQDWLRQDO� (PHUJHQF\� (FRQRPLF� 3RZHUV
$FW����� WKH� 6HFUHWDU\� RI� 7UHDVXU\�� RU� KLV� GHVLJQHH�� PD\� UHVWULFW� HQWU\�� SUHYHQW
PRYHPHQW��DQG�WDNH�RWKHU�DXWKRUL]HG�DFWLRQ�GXULQJ�WLPH�RI�QDWLRQDO�HPHUJHQF\�
,Q�DGGLWLRQ��GXULQJ�D�3UHVLGHQWLDOO\�GHFODUHG�HPHUJHQF\��UHVWULFWLRQV�RQ�LPSRUWV
DQG� H[SRUWV� PD\� EH� LPSRVHG� ZKHQ� WKHUH� LV� §DQ\� XQXVXDO� DQG� H[WUDRUGLQDU\
WKUHDW��ZKLFK�KDV� LWV�VRXUFH� LQ�ZKROH�RU� LQ� VXEVWDQWLDO�SDUW� RXWVLGH� WKH�8�6�� WR
                                                
119  See Title 19, United States Code.
120  See 19 U.S.C. §§ 482, 1499, 1581 & 1582.
121  See 19 U.S.C. §§ 482, 1467 & 1581; 19 C.F.R. Part 122.
122  19 U.S.C. § 1589a.
123  See 19 U.S.C. §§ 482, 1581 & 1595a.
124  See, e.g., 31 U.S.C. § 5317(b); 22 U.S.C. § 401; United States v. Ajlouny, 629 F.2d 830
(2d Cir. 1980).
125  50 U.S.C. §§ 219-226.
126  50 U.S.C. § 1701 et seq.
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WKH�QDWLRQDO�VHFXULW\�� IRUHLJQ�SROLF\�� RU� HFRQRP\�RI� WKH�8QLWHG�6WDWHV�¨� �'XULQJ
HPHUJHQFLHV�VXFK�DV�ZDU��LQVXUUHFWLRQ��LQYDVLRQ��RU�GLVWXUEDQFH�WR�LQWHUQDWLRQDO
UHODWLRQV�� WKH� 6HFUHWDU\� RI� 7UHDVXU\� PD\� DOORZ� WKH� &XVWRPV� 6HUYLFH� WR� WDNH
SRVVHVVLRQ�DQG�FRQWURO�RI�YHVVHOV�DZD\�IURP�RIILFHUV�DQG�FUHZV������7KH�6HFUHWDU\
PD\�DOVR�LPSRVH�VHYHUH�FRQWUROV�GXULQJ�WLPHV�RI�LQVXUUHFWLRQ���D�SRZHU�ZKLFK�KDV
QRW�EHHQ�XVHG�VLQFH�WKH�&LYLO�:DU����

B u r e a u  o f  A l c o h o l ,  To b a c c o  a n d
F i r e a r m s

7KH�%XUHDX�RI�$OFRKRO��7REDFFR�DQG�)LUHDUPV��$7)��RSHUDWHV�XQGHU�WKH�XPEUHOOD
RI� WKH� 'HSDUWPHQW� RI� 7UHDVXU\�� � 7KH� $7)ªV� SULPDU\� DXWKRULWLHV� UHOHYDQW� WR
LQIUDVWUXFWXUH� DVVXUDQFH� SHUWDLQ� WR� HPHUJHQF\� VHUYLFHV� DQG� FRQWLQXLW\� RI
JRYHUQPHQW�RSHUDWLRQV�

$7)ªV� PLVVLRQ�� DV� D� ODZ� HQIRUFHPHQW� DJHQF\�� LQFOXGHV� UHGXFLQJ� YLROHQFH�
FROOHFWLQJ�UHYHQXH��DQG�SURWHFWLQJ�FRQVXPHUV���,WV�MXULVGLFWLRQ�H[WHQGV�WR�DOFRKRO�
WREDFFR�� ILUHDUPV�DQG� H[SORVLYH�PDWWHUV�� �7KH�PRVW� LPSRUWDQW� DVSHFWV� RI�$7)ªV
UROH� LQ� LQIUDVWUXFWXUH� DVVXUDQFH� SHUWDLQ� WR� LWV� HQIRUFHPHQW� DXWKRULW\� IRU
SURYLVLRQV�RI� WLWOH�����8QLWHG�6WDWHV�&RGH�� UHODWHG� WR� LPSRUWDWLRQ��PDQXIDFWXUH�
GLVWULEXWLRQ� DQG� SRVVHVVLRQ� RI� ILUHDUPV� DQG� DPPXQLWLRQ����� H[SORVLYHV����� DQG
DUPV�DQG�LPSOHPHQWV�RI�ZDU����

U n i t e d  St a t e s  S e c r e t  S e r v i c e

7KH� 6HFUHW� 6HUYLFH� LV� D� ODZ� HQIRUFHPHQW� DJHQF\� XQGHU� WKH� 'HSDUWPHQW� RI
7UHDVXU\�DQG�LV�FKDUJHG�ZLWK�WKH�SURWHFWLRQ�RI�WKH�3UHVLGHQW�DQG�9LFH�3UHVLGHQW�
WKHLU�IDPLOLHV��IRUHLJQ�KHDGV�RI�VWDWH�DQG�WKH�:KLWH�+RXVH���7KH�6HFUHW�6HUYLFH�LV

                                                
127  50 U.S.C. § 191.  During World War I, Customs officials physically seized German
vessels in U.S. ports under this law.
128  50 U.S.C. §§ 205-226.
129  18 U.S.C. Chapter 44.
130  18 U.S.C. Chapter 40.
131  22 U.S.C. § 2778.
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DOVR� FKDUJHG�ZLWK� WKH� GHWHFWLRQ� DQG� DUUHVW� RI� LQGLYLGXDOV� ZKR� YLRODWH� FULPLQDO
ODZV�UHODWLQJ�WR�FRLQV��REOLJDWLRQV��DQG�RWKHU�VHFXULWLHV�RI�WKH�8QLWHG�6WDWHV�DQG
IRUHLJQ� JRYHUQPHQWV�� HOHFWURQLF� IXQG� WUDQVIHUV�� FUHGLW� RU� GHELW� FDUG� IUDXG�� IDOVH
LGHQWLILFDWLRQ� GRFXPHQWV�� DQG� IUDXG� FRPPLWWHG� DJDLQVW� FHUWDLQ� ILQDQFLDO
LQVWLWXWLRQV��VXFK�DV�WKH�)HGHUDO�'HSRVLW�,QVXUDQFH�&RUSRUDWLRQ�

Banking and Finance

7KH� 6HFUHW� 6HUYLFH� KDV� H[FOXVLYH� MXULVGLFWLRQ� IRU� LQYHVWLJDWLRQV� LQYROYLQJ� WKH
FRXQWHUIHLWLQJ�RI�FRLQV��REOLJDWLRQV�DQG�RWKHU�VHFXULWLHV�RI�WKH�8QLWHG�6WDWHV�DQG
IRUHLJQ�JRYHUQPHQWV������$PRQJ�WKH�REOLJDWLRQV�DQG�VHFXULWLHV�LQYHVWLJDWHG�E\�WKH
6HFUHW� 6HUYLFH� DUH� 8�6�� FRLQV� DQG� FXUUHQF\�� 7UHDVXU\� FKHFNV�� 'HSDUWPHQW� RI
$JULFXOWXUH� IRRG� VWDPSV� FRXSRQV�� DQG� SRVWDJH� VWDPSV�� � 7KH� FRXQWHUIHLWLQJ� RI
WKHVH�REOLJDWLRQV�DQG�VHFXULWLHV�LV�FULPLQDOL]HG�E\�WKH�SURYLVLRQV�RI�&KDSWHU����RI
7LWOH�����8QLWHG�6WDWHV�&RGH���,Q�RUGHU�WR�UHGXFH�RSSRUWXQLWLHV�IRU�FRXQWHUIHLWLQJ�
WKH�6HFUHW�6HUYLFH�ZRUNV� H[WHQVLYHO\�ZLWK� RWKHU� IHGHUDO� DJHQFLHV�� LQFOXGLQJ� WKH
%XUHDX�RI�(QJUDYLQJ�DQG�WKH�)HGHUDO�5HVHUYH�%DQN��DQG�EDQNLQJ�LQVWLWXWLRQV�WR
UDLVH� DZDUHQHVV�� SURYLGH� FRXQWHUIHLW� GHWHFWLRQ� VHPLQDUV�� LPSURYH� VHFXULW\� RI
FXUUHQF\�GHVLJQ��DQG�PDLQWDLQ�WKH�HIIHFWLYHQHVV�RI�FXUUHQF\�VRUWLQJ�HTXLSPHQW�

8QGHU� WKH�DXWKRULW\�JUDQWHG�E\����8�6�&�� �������DQG�3XEOLF�/DZ���������� WKH
6HFUHW�6HUYLFH�KDV�MXULVGLFWLRQ�RYHU�WKH�LQYHVWLJDWLRQ�RI�RWKHU�FULPHV�ZLWKLQ�WKH
EDQNLQJ�DQG�ILQDQFH�LQGXVWU\��LQFOXGLQJ�ILQDQFLDO�LQVWLWXWLRQ�IUDXG��DFFHVV�GHYLFH
IUDXG��DQG�FRPSXWHU�FULPH���7KH�6HFUHW�6HUYLFH�XVHV�LQYHVWLJDWLRQV�LQWR�ILQDQFLDO
FULPHV�DV�DQ� LPSRUWDQW�VRXUFH�RI�GDWD�UHJDUGLQJ�V\VWHPLF�YXOQHUDELOLWLHV�� �7KLV
LQIRUPDWLRQ�LV�VKDUHG�ZLWK�LQGXVWU\�LQ�DQ�HIIRUW�WR�UDLVH�VHFXULW\�DQG�DZDUHQHVV�

Telecommunications

7KH� 6HFUHW� 6HUYLFHªV� LQYHVWLJDWLYH� DXWKRULW\� XQGHU� ��� 8�6�&�� �� ������ $FFHVV
'HYLFH� )UDXG�� DQG� ���8�6�&�� �� ������&RPSXWHU� )UDXG�� DOORZV� LW� WR� LQYHVWLJDWH
FULPLQDO�DFWLYLW\�DIIHFWLQJ�FRPSRQHQWV�RI�WKH�7HOHFRPPXQLFDWLRQV�,QIUDVWUXFWXUH�

Continuity of Government Operations

7KH�6HFUHW�6HUYLFH�LV�UHVSRQVLEOH�IRU�WKH�VDIHW\�RI�WKH�3UHVLGHQW��9LFH�3UHVLGHQW�
WKHLU� LPPHGLDWH� IDPLOLHV��PDMRU� 3UHVLGHQWLDO� DQG� 9LFH� 3UHVLGHQWLDO� FDQGLGDWHV�
IRUPHU�3UHVLGHQWV��DQG�YLVLWLQJ� IRUHLJQ�KHDGV�RI� VWDWH����� �7KH�6HFUHW�6HUYLFH� LV
DOVR�FKDUJHG�ZLWK�SURWHFWLQJ�WKH�:KLWH�+RXVH�&RPSOH[�DQG�WKH�9LFH�3UHVLGHQWªV
UHVLGHQFH�� � $V� SDUW� RI� LWV� FKDUJH� WR� SURWHFW� WKH� 3UHVLGHQW�� WKH� 6HFUHW� 6HUYLFH

                                                
132  18 U.S.C. § 3056.
133  Id.; 3 U.S.C. § 202.
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LQYHVWLJDWHV�WKUHDWV�DJDLQVW� WKH�3UHVLGHQW�� VXFFHVVRUV� WR� WKH�3UHVLGHQF\�� IRUPHU
SUHVLGHQWV�DQG�FHUWDLQ�RWKHU�SHUVRQV�SURWHFWHG�E\�WKH�6HFUHW�6HUYLFH����

D e p a r t m e n t  o f  E d u c a t i o n

7KH�'HSDUWPHQW� RI� (GXFDWLRQ�PD\� SURYLGH� IXQGLQJ� IRU� WKH� HGXFDWLRQ� RI� VFKRRO
FKLOGUHQ�RQ�FRPSXWHU�HWKLFV�DQG�XVH�RI�WHFKQRORJ\���7KH�IXQGLQJ�DXWKRULWLHV�WKDW
PD\� EH� XVHG� IRU� WKHVH� SXUSRVHV� LQFOXGH� WKH� )XQG� IRU� WKH� ,PSURYHPHQW� RI
(GXFDWLRQ����� WKH�3DUWQHUVKLSV� LQ�&KDUDFWHU�(GXFDWLRQ�3LORW�3URMHFW����� DQG� WKH
7HFKQRORJ\�IRU�(GXFDWLRQ�$FW�RI�����������,Q�DGGLWLRQ��VWDWH�HGXFDWLRQDO�DJHQFLHV
PD\� VHHN� IXQGLQJ� WR� HGXFDWH� VFKRRO� FKLOGUHQ� LQ� FRPSXWHU� HWKLFV� WKURXJK�*RDOV
�������(GXFDWH�$PHULFD�$FW����

,Q� DGGLWLRQ� WR� WKH� IXQGLQJ� DYDLODEOH� IRU� HGXFDWLQJ� VFKRRO� FKLOGUHQ� RQ� FRPSXWHU
HWKLFV� DQG� WHFKQRORJ\�� WKH� 'HSDUWPHQW� RI� (GXFDWLRQ� DOVR� SOD\V� D� UROH� LQ
FRQWLQXLW\� RI� JRYHUQPHQW� RSHUDWLRQV�� � 7KH� 'HSDUWPHQW� KDV� LVVXHG� LQWHUQDO
SROLFLHV�UHODWLQJ�WR�F\EHU�GLVUXSWLRQV�

G e n e r a l  S e r v i c e s  A d m i n i s t r a t i o n

7KH�*HQHUDO�6HUYLFHV�$GPLQLVWUDWLRQ��*6$��SOD\V�D�FULWLFDO�UROH�LQ�WKH�FRQWLQXLW\
RI� JRYHUQPHQW� RSHUDWLRQV� LQ� PDLQWDLQLQJ� IHGHUDO� EXLOGLQJV� DQG� JRYHUQPHQW
WHOHFRPPXQLFDWLRQV���7KHVH�DFWLYLWLHV��DV�ZHOO�DV�RWKHUV�FDUULHG�RXW�E\�*6$��DOVR
KDYH�DQ�LPSDFW�RQ�WKH�DVVXUDQFH�RI�RWKHU�FULWLFDO�LQIUDVWUXFWXUHV�

                                                
134  18 U.S.C. § 871 & 879.
135  See 20 U.S.C. § 8001 (authority to carry out programs directly or to use grants or contracts
with state and local educational agencies, institutions of higher learning, and other public and
private agencies and organizations on programs authorized under 20 U.S.C. § 8003).
136  See 20 U.S.C. § 8003 (authority to provide grants to state educational agencies on
character education programs incorporating civil virtue).
137  See 20 U.S.C. § 6801 et seq. (designed to promote use of technology in education directly
or through contracts or grants with state or local educational agencies, institutions of higher
education, or other public or private organizations).
138  20 U.S.C. § 5801 et seq.
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Continuity of Government Operations

*6$�� XQGHU� DXWKRULW\� JUDQWHG� E\� WKH� )HGHUDO� 3URSHUW\� DQG� $GPLQLVWUDWLYH
6HUYLFHV�$FW�RI������DQG�WKH�3XEOLF�%XLOGLQJV�$FW�RI�������DFTXLUHV�DQG�PDQDJHV
SXEOLF�EXLOGLQJV�DQG�VSDFH������8QGHU�*6$ªV�FXUUHQW�DSSURSULDWLRQV�DFW�����*6$�LV
UHTXLUHG� WR� XVH� LWV� IXQGLQJ� IRU� FRQVWUXFWLQJ�� DOWHULQJ��PDQDJLQJ� DQG� SURWHFWLQJ
SXEOLF�EXLOGLQJV� WR�PHHW�PLQLPXP�VHFXULW\� VWDQGDUGV�SURYLGHG�E\� FXUUHQW� ODZ�
*6$� KDV� LQGLFDWHG� WKDW� LWV� SXEOLF� EXLOGLQJV�UHODWHG� UHVSRQVLELOLWLHV� FDQ� EH
OHYHUDJHG� WR� FUHDWH� VWUXFWXUHV� EHWWHU� DEOH� WR� DYRLG� RU� VXUYLYH� LQIUDVWUXFWXUH
DWWDFN�

,Q�DGGLWLRQ�WR�WKH�PDQDJHPHQW�RI� IHGHUDO�EXLOGLQJV��*6$�LV�DOVR�UHVSRQVLEOH� IRU
SURFXULQJ� DQG� VXSSO\LQJ� SHUVRQDO� SURSHUW\� DQG� QRQSHUVRQDO� VHUYLFHV� IRU� WKH
IHGHUDO�JRYHUQPHQW����8QGHU����8�6�&���������	������*6$��'2'�DQG�1$6$�KDYH
MRLQW�UHVSRQVLELOLW\� IRU� LVVXLQJ� WKH�)HGHUDO�$FTXLVLWLRQ�5HJXODWLRQ� �)$5���XQGHU
WKH�RYHUDOO�GLUHFWLRQ�RI�WKH�2IILFH�RI�)HGHUDO�3URFXUHPHQW�3ROLF\���7KH�)$5����LV
WKH� EDVLF� UHJXODWLRQ� IRU� DFTXLULQJ� VHUYLFHV� DQG� VXSSOLHV����� � *6$� KDV� LQGLFDWHG
WKDW�JRYHUQPHQW�SXUFKDVH�RI�VXSSOLHV�FDQ�EH�XVHG�WR�HQFRXUDJH�SULYDWH�LQGXVWU\
WR�GHYHORS�SURGXFWV�DQG�VHUYLFHV�EHWWHU�DEOH�WR�DFKLHYH�WKH�LQIUDVWUXFWXUH�JRDOV�RI
WKH�3&&,3�

8QGHU� ([HFXWLYH� 2UGHU� ������ RI� 1RYHPEHU� ������ *6$� LV� JLYHQ� OHDG
UHVSRQVLELOLW\�IRU�GHYHORSLQJ�1DWLRQDO�6HFXULW\�(PHUJHQF\�3UHSDUHGQHVV��16�(3�
SODQV�DQG�SURFHGXUHV�UHODWHG�WR�IHGHUDO�EXLOGLQJV��LQFOXGLQJ�VKHOWHU�PDQDJHPHQW
SURJUDPV��� DQG� VXSSOLHV� DQG� SXEOLF� XWLOLW\� VHUYLFHV� QHHGHG� E\� IHGHUDO� DJHQFLHV
GXULQJ�QDWLRQDO�HPHUJHQFLHV�

Continuity of Government Operations and
Telecommunications

*6$� KDV� WKH� FXUUHQW� UHVSRQVLELOLW\� IRU� PDQDJLQJ� WKH� )76� ����� SURJUDP� DQG
FRRUGLQDWLQJ� WKH� IROORZ�RQ� SURJUDP����� � 7KH� FXUUHQW� SURJUDP� SURYLGHV
JRYHUQPHQW�ZLGH� WHOHFRPPXQLFDWLRQV� VHUYLFHV� IRU� IHGHUDO� XVHUV�� SULQFLSDOO\
XQGHU� WZR� ORQJ�GLVWDQFH� VHUYLFH� FRQWUDFWV� H[SLULQJ� LQ� ������ � � ,Q� DGGLWLRQ� WR

                                                
139  See 40 U.S.C. § 471 et seq. & 40 U.S.C. §§ 601-619, 490.  Implementing regulations are
found in the Federal Property Management Regulations (FPMR) system, 41 C.F.R. Chapter
101.
140  Pub. Law No. 104-208.
141  48 C.F.R. Chapter 1.
142  GSA’s Federal Supply Schedules are located at FAR Subpart 8.4 and Part 38.
143  See Pub. Law No. 104-106, section 5124(b) (The Information Technology Management
Reform Act, or the Clinger-Cohen Act).
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PDQDJHPHQW� XQGHU� QRUPDO� FLUFXPVWDQFHV��*6$� LV� DOVR� GLUHFWHG� WR� HQVXUH� WKDW
IHGHUDOO\� RZQHG� RU� PDQDJHG� GRPHVWLF� FRPPXQLFDWLRQV� IDFLOLWLHV� DQG� VHUYLFHV
PHHW� WKH� 1DWLRQDO� 6HFXULW\� DQG� (PHUJHQF\� 3UHSDUHGQHVV� UHTXLUHPHQWV� RI
)HGHUDO� FLYLOLDQ� GHSDUWPHQWV�� DJHQFLHV� DQG� HQWLWLHV����� � *6$ªV� FXUUHQW
DSSURSULDWLRQV�ODZ�PDNHV�IXQGLQJ�DYDLODEOH�IRU�WKLV�SXUSRVH��VSHFLILFDOO\�IRU�§WKH
LQWHUDJHQF\� IXQGLQJ� RI� � >16�(3@� WHOHFRPPXQLFDWLRQV� LQLWLDWLYHV� ZKLFK� EHQHILW
PXOWLSOH� )HGHUDO� GHSDUWPHQWV�� DJHQFLHV�� RU� HQWLWLHV�� DV� SURYLGHG� E\� >([HFXWLYH
2UGHU������@�¨���

,Q�WKH�LPSOHPHQWDWLRQ�RI�)76�����DQG�WKH�SODQQHG�IROORZ�RQ�FRQWUDFWV�16�(3�LV
D� SULRULW\�� � ,Q� RUGHU� WR� HQVXUH� WKDW� WKH� QHWZRUN� LV� PDLQWDLQHG� LQ� D� VWDWH� RI
UHDGLQHVV�IRU�QDWLRQDO�HPHUJHQFLHV��FRQWUDFWRUV�PXVW�PHHW�UHTXLUHPHQWV�UHODWHG
WR� JUDGH� RI� VHUYLFH�� VHUYLFH� UHOLDELOLW\�� LQWHURSHUDELOLW\�� DQG� UHVWRUDWLRQ
FDSDELOLWLHV� �LQFOXGLQJ� JRYHUQPHQW�FRQWUROOHG� SULRULWLHV��� � &HUWDLQ� FULWLFDO� XVHUV
PD\�DOVR�XVH�1DWLRQDO�&RPPXQLFDWLRQV�6\VWHP� �1&6��*RYHUQPHQW�(PHUJHQF\
7HOHFRPPXQLFDWLRQV�6HUYLFH��*(76������7KH�LPSOHPHQWDWLRQ�RI�WKH�)76�SURJUDP
KDV�EHHQ�GHVLJQHG��WR�PHHW�WKH�JRDOV�RI�WKH�1DWLRQDO�,QIRUPDWLRQ�,QIUDVWUXFWXUH�
WR�VXSSRUW� LPSOHPHQWDWLRQ�RI� ,7�UHFRPPHQGDWLRQV�RI� WKH�1DWLRQDO�3HUIRUPDQFH
5HYLHZ��135���DQG�WR�SURYLGH�WKH�EXON�RI�WKH�WHOHFRPPXQLFDWLRQV�VHUYLFHV�IRU�WKH
HPHUJLQJ�*RYHUQPHQW�6HUYLFHV�,QIRUPDWLRQ�,QIUDVWUXFWXUH��*6,,��

Telecommunications

%\� 3UHVLGHQWªV� 0HPRUDQGXP�� §)DFLOLWDWLQJ� $FFHVV� WR� )HGHUDO� 3URSHUW\� IRU� WKH
6LWLQJ� RI� 0RELOH� 6HUYLFHV� $QWHQQDV�¨� $XJXVW� ���� ������ WKH� 3UHVLGHQW� GLUHFWHG
*6$�� DQG� RWKHU� IHGHUDO� DJHQFLHV�� WR� DVVLVW� LQ� §LQIUDVWUXFWXUH� EXLOGRXW¨� E\
GHYHORSLQJ� §SURFHGXUHV�QHFHVVDU\� WR� IDFLOLWDWH� WKH�DSSURSULDWH�DFFHVV� WR�)HGHUDO
SURSHUW\� IRU� WKH� VLWLQJ� RI�PRELOH� VHUYLFHV� DQWHQQD�¨� � 7KLV�0HPRUDQGXP�GLUHFWV
WKH� LPSOHPHQWDWLRQ� RI� WKH� DXWKRULW\� WR� §RXWOHDVH¨� IHGHUDO� URRIWRSV� XQGHU� WKH
3XEOLF�%XLOGLQJV�&RRSHUDWLYH�$FW�RI���������WR�SURYLGH�IHGHUDO�SURSHUW\��ULJKWV�RI�
ZD\��DQG�HDVHPHQWV�IRU�VLWLQJ�RI�QHZ�WHOHFRPPXQLFDWLRQV�VHUYLFHV�GHSHQGHQW�RQ
)HGHUDO� VSHFWUXP� ULJKWV� IRU� WUDQVPLVVLRQ� FRQWDLQHG� LQ� WKH�7HOHFRPPXQLFDWLRQV
$FW� RI� ��������� � $� )HGHUDO� 3URSHUW\� 0DQDJHPHQW� 5HJXODWLRQ� %XOOHWLQ� ZDV
VFKHGXOHG�IRU�LVVXH�LQ�0D\�RI������

                                                
144  See Exec. Order 12472, “Assignment of National Security and Emergency Preparedness
Telecommunications Functions.”
145  Pub. Law No. 104-208, Title VI at § 619.
146  See Exec. Order 12472 § 1.
147  40 U.S.C. § 490(a)(17)-(19).
148  Pub. Law No. 104-104 § 704(c).
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Transportation and Gas and Oil

3XUVXDQW� WR� WKH� )HGHUDO� 0RWRU� 9HKLFOH� )OHHW�� *6$� DFTXLUHV� DQG� PDQDJHV
DOWHUQDWLYH� IXHOHG� YHKLFOHV����� � *6$� KDV� LQGLFDWHG� WKDW� WKLV� SURJUDP� SOD\V� D
PRGHVW�UROH�LQ�LQIUDVWUXFWXUH�DVVXUDQFH�E\�UHGXFLQJ�WKH�QDWLRQªV�GHSHQGHQFH�RQ
RLO� ZKLOH� H[SDQGLQJ� WKH� DOWHUQDWLYH� IXHO� LQIUDVWUXFWXUH�� %XW�� LW� LV� D� YDOXDEOH
H[DPSOH� RI� KRZ� WKH� JRYHUQPHQWªV� SXUFKDVLQJ� SRZHU� FDQ� EH� XVHG� WR� GLYHUVLI\
FULWLFDO�FRPSRQHQWV�RI�WKH�HFRQRP\��WKHUHE\�OHVVHQLQJ�WKH�KDUP�WKDW�ZRXOG�EHIDOO
RQH�FRPSRQHQWªV�LQFDSDFLWDWLRQ�

F e d e r a l  C o m m u n i c a t i o n s  C o m m i s s i o n

7KH� )HGHUDO� &RPPXQLFDWLRQV� &RPPLVVLRQ� �)&&�� LV� DQ� LQGHSHQGHQW� IHGHUDO
DJHQF\�WKDW�UHSRUWV�GLUHFWO\�WR�&RQJUHVV�����7KH�)&&�KDV�JHQHUDO�MXULVGLFWLRQ�RYHU
LQWHUVWDWH�DQG� LQWHUQDWLRQDO� FRPPXQLFDWLRQV�E\� UDGLR�� WHOHYLVLRQ��ZLUH�� VDWHOOLWH
DQG�FDEOH������7KH�H[WHQW�RI�WKH�)&&ªV�UHJXODWRU\�MXULVGLFWLRQ�ZLWKLQ�HDFK�RI�WKHVH
DUHDV� GRHV� YDU\�� � 7KH� SDVVDJH� RI� WKH� 7HOHFRPPXQLFDWLRQV�$FW� RI� ����� DQG� WKH
DGRSWLRQ� RI� WKH� )HEUXDU\� ����� :RUOG� 7UDGH� 2UJDQL]DWLRQ� 7UHDW\� RQ� %DVLF
7HOHFRPPXQLFDWLRQV� PD\� ERWK� HIIHFW� LQIUDVWUXFWXUH� DVVXUDQFH� REMHFWLYHV�
DOWKRXJK�WKH�UHVXOWV�DUH��DW�WKLV�WLPH��XQNQRZQ�

Telecommunications Carriers

)&&� MXULVGLFWLRQ� RYHU� FRPPRQ� FDUULHUV� LV� VHW� RXW� LQ� 7LWOH� ,,� RI� WKH
&RPPXQLFDWLRQV�$FW�RI�����������7KLV�MXULVGLFWLRQ�LV�IRU�WKH�SXUSRVH�RI�UHJXODWLQJ
WKH�SURYLVLRQ�RI�LQWHUVWDWH�DQG�IRUHLJQ��LQWHUQDWLRQDO��WHOHFRPPXQLFDWLRQV�VHUYLFH
E\� FDUULHUV�� � §7HOHFRPPXQLFDWLRQV¨� LV� GHILQHG� E\� WKH� $FW� DV� §WKH� WUDQVPLVVLRQ�
EHWZHHQ� SRLQWV� VSHFLILHG� E\� WKH� XVHU�� RI� LQIRUPDWLRQ� RI� WKH� XVHUªV� FKRRVLQJ�
ZLWKRXW�FKDQJH�LQ�WKH�IRUP�RU�FRQWHQW�RI�WKH�LQIRUPDWLRQ�DV�VHQW�DQG�UHFHLYHG�¨���
7KLV� GHILQLWLRQ� RI� §WHOHFRPPXQLFDWLRQV¨� FUHDWHV� DQ� REOLJDWLRQ� RQ� WKH� SDUW� RI
FDUULHUV�WR�SURWHFW�WKH�LQWHJULW\�RI�WKH�LQIRUPDWLRQ�EHLQJ�FDUULHG���7KLV�REOLJDWLRQ

                                                
149  See 40 U.S.C. §§ 481 & 491 and 41 C.F.R. Part 101-38 (Federal Property and
Administrative Services Act of 1949); 42 U.S.C. § 6201 et seq. (Energy Policy and
Conservation Act); Pub. Law No. 102-486 (Energy Policy Act of 1992); Exec. Order 13031,
December 13, 1996 (Federal Alternative Fueled Vehicle Leadership); and Exec. Order 12844,
April 21, 1993 (Federal Use of Alternative Fueled Vehicles).
150  See 47 U.S.C. § 1 et seq. (The Communications Act of 1934).
151  47 U.S.C. §§ 201-276.
152  47 U.S.C. § 2(43).
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LPSOLFLWO\�UHTXLUHV�WKDW�WKH�FDUULHU�SURWHFW�LWV�LQIUDVWUXFWXUH�LQ�RUGHU�WR�VDIHJXDUG
WKH�LQIRUPDWLRQ�WUDQVPLWWHG������,Q�DGGLWLRQ��WKH�)&&�XQGHU�LWV�JHQHUDO�VWDWHPHQW
RI�SXUSRVH� IURP�&RQJUHVV�PD\�EH�DEOH� WR� WDNH� IXUWKHU�DFWLRQ�DV�QHFHVVDU\���� WR
IXOILOO�LWV�PDQGDWH�WR�§PDNH�DYDLODEOH��VR�IDU�DV�SRVVLEOH��WR�DOO�WKH�SHRSOH�RI�WKH
8QLWHG�6WDWHV���D�UDSLG�DQG�HIILFLHQW���&RPPXQLFDWLRQV�VHUYLFH�ZLWK�DGHTXDWH
IDFLOLWLHV�IRU� WKH� SXUSRVH� RI� WKH� QDWLRQDO� GHIHQVH�� DQG� IRU� WKH� SXUSRVH� RI
SURPRWLQJ� VDIHW\� RI� OLIH� DQG� SURSHUW\� WKURXJK� WKH� XVH� RI� ZLUH� DQG� UDGLR
FRPPXQLFDWLRQ�¨���� � �7KH�&RPPXQLFDWLRQV�$FW�RI������DOVR�JUDQWV�SRZHU� WR� WKH
3UHVLGHQW� LQ� WLPHV� RI� HPHUJHQF\� IRU� WKH� VHWWLQJ� RI� SUHIHUHQFHV� RU� SULRULWLHV� IRU
FRPPXQLFDWLRQV� DQG� WKH� VXVSHQVLRQ� RI� UXOHV� DQG� UHJXODWLRQV� DSSOLFDEOH� WR
VWDWLRQV�FDSDEOH�RI�HPLWWLQJ�HOHFWURPDJQHWLF�UDGLDWLRQV����

Wireline Telecommunications Carriers

7KH�)&&� UHTXLUHV�ZLUHOLQH� WHOHFRPPXQLFDWLRQV� FDUULHUV� WR� UHSRUW�PDMRU� VHUYLFH
GLVUXSWLRQV��JHQHUDOO\�GLVUXSWLRQV�WKDW�FDXVH�ORVV�RI�VHUYLFH�WR�PRUH�WKDQ�������
FXVWRPHUV�IRU�PRUH�WKDQ����PLQXWHV�������7KH�)&&ªV�)HGHUDO�$GYLVRU\�&RPPLWWHH�
WKH�1HWZRUN�5HOLDELOLW\� DQG� ,QWHURSHUDELOLW\�&RXQFLO� �15,&��� LV� UHVSRQVLEOH� IRU
DQDO\]LQJ�WKLV�GDWD���2I�WKH�����GLVUXSWLRQV�UHSRUWHG�LQ�������DOO�ZHUH�WUDFHDEOH
WR� SK\VLFDO� FDXVHV�� � 7KH�PRVW� VXEVWDQWLDO� SK\VLFDO� §WKUHDW¨� WR�ZLUHOLQH� FDUULHUV
DUH� GLJ�LQV� � XVXDOO\� DWWULEXWDEOH� WR� WKH� IDLOXUH� RI� WKH� H[FDYDWRU� WR� FRQWDFW� WKH
IDFLOLW\� RSHUDWRU�EHIRUH�EHJLQQLQJ�ZRUN�� �:KLOH�QR� UHSRUWHG�GLVUXSWLRQV�KDYH� WR
GDWH�EHHQ�DWWULEXWHG�WR�F\EHU�WKUHDWV��IUDXG�DJDLQVW�WHOHFRPPXQLFDWLRQV�FDUULHUV
DQG�WKHLU�FXVWRPHUV�LV�EHOLHYHG�WR�FRVW�EHWZHHQ���DQG���ELOOLRQ�GROODUV�DQQXDOO\�
7KH�'HSDUWPHQW�RI�-XVWLFH�DQG�WKH�6HFUHW�6HUYLFH�KDYH�SULPDU\�MXULVGLFWLRQ�RYHU
WKHVH�IUDXG�FDVHV���$PRQJ�WKH�FDXVHV�RI�WKHVH�ORVVHV�DUH�XQDXWKRUL]HG�DFFHVV�WR
FXVWRPHUVª� 3%;� QHWZRUN� IRU�PDNLQJ� ORQJ�GLVWDQFH� FDOOV�� FDOOLQJ� FDUG� WKHIW� DQG
YDULRXV� NLQGV� RI� SD\� SKRQH� IUDXG�� 15,&� LV� FXUUHQWO\� VWXG\LQJ� ZKHWKHU� WKH
7HOHFRPPXQLFDWLRQV� $FW� RI� ����� KDV� LQFUHDVHG� WKH� YXOQHUDELOLW\� RI� ZLUHOLQH
QHWZRUNV� WR� F\EHU� DWWDFN�� E\� SURYLGLQJ� JUHDWHU� DFFHVV� IRU� FRPSHWLWRUV� WR
WHOHFRPPXQLFDWLRQV� FDUULHU� WUDQVPLVVLRQ� HOHPHQWV�� VZLWFKLQJ� HOHPHQWV� DQG
RSHUDWLQJ�V\VWHPV��,WV�ILQDO�UHSRUW�ZDV�GXH�6XPPHU�RI������

7KH� )&&� KDV� DOVR� DWWHPSWHG� WR� SURYLGH� SURWHFWLRQ� IURP� KDUP� FDXVHG� E\
FRQQHFWLRQ� RI� WHUPLQDO� HTXLSPHQW� DQG� DVVRFLDWHG� ZLULQJ� WKURXJK� XQLIRUP

                                                
153  See 47 U.S.C. §§ 3(44) & 3(46).
154  47 U.S.C. § 4(i)  provides that the Commission may perform “any and all acts, make such
rules and regulations, and issues such orders not inconsistent with this Act as may be
necessary in the execution of its functions.”
155  47 U.S.C. § 1.
156  See 47 U.S.C. § 706.
157  See 47 C.F.R. § 63.100.
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VWDQGDUGV������8VLQJ�WHUPLQDO�HTXLSPHQW�WR�GHIHDW�WHOHSKRQH�ELOOLQJ�V\VWHPV�LV�D
KDUP� WR� WKH� QHWZRUN�� DQG� WR� SUHYHQW� WKHVH� KDUPV� WKH� &RPPLVVLRQ� KDV�� IRU
H[DPSOH�� UHTXLUHG� 3%;� PDFKLQHV� WR� UHWXUQ� DQVZHU� VXSHUYLVLRQ� VLJQDOV� WR� WKH
FHQWUDO�RIILFH���8QGHU�WKH�DXWKRULW\�RI�VHFWLRQ�����RI�WKH�$FW��WKH�)&&�PD\�KHDU
FRPSODLQWV�DJDLQVW�FDUULHUV���7KLV�DXWKRULW\�LV�XVHG�WR�DGGUHVV�ELOOLQJ�FRPSODLQWV
LQYROYLQJ�IUDXG�FDXVHG�E\�WKLUG�SDUWLHV��PRVW�RIWHQ�WKURXJK�3%;�V\VWHPV����

7KH�)&&ªV�UHJXODWLRQV�LQFOXGH�D�FRXSOH�RI�VHOGRP�XVHG�SURYLVLRQV�ZKLFK�FRXOG�EH
XVHG�IRU�LQIUDVWUXFWXUH�DVVXUDQFH�REMHFWLYHV�����8�6�&��������SURKLELWV�DQ\�SHUVRQ
DVVLVWLQJ� LQ� UHFHLYLQJ�RU� WUDQVPLWWLQJ� LQWHUVWDWH�RU� IRUHLJQ� FRPPXQLFDWLRQ� IURP
GLYXOJLQJ�WKH�FRPPXQLFDWLRQV�H[FHSW�WKURXJK�DXWKRUL]HG�FKDQQHOV�� �$OVR��XQGHU
WKH�DXWKRULW\�RI����8�6�&��������G���WKH�)&&�PD\�UHTXLUH��DIWHU�DQ�RSSRUWXQLW\�IRU
D� IXOO� KHDULQJ�� WKDW� D� FDUULHU� SURYLGH� LWVHOI� ZLWK� DGHTXDWH� IDFLOLWLHV� IRU� WKH
H[SHGLWLRXV� DQG� HIILFLHQW� SHUIRUPDQFH� RI� LWV� VHUYLFH� DV� D� FRPPRQ� FDUULHU�� � 7KLV
VHFWLRQ�KDV�D�IHZ�H[FHSWLRQV�ZKLFK�LQFOXGH�WKRVH�FDUULHUV�ZKR�SURYLGH�LQWHUVWDWH
VHUYLFH�RQO\�WKURXJK�LQWHUFRQQHFWLRQ�ZLWK�IDFLOLWLHV�RI�XQUHODWHG�FDUULHUV����

Wireless Telecommunications Carriers

7KH� SULPDU\� IRFXV� RI� WKH� )&&ªV� UHJXODWLRQ� RI� ZLUHOHVV� FRPPXQLFDWLRQV� LV� WKH
DYRLGDQFH�RI�UDGLR�IUHTXHQF\�LQWHUIHUHQFH���7KH�&RPPLVVLRQ�KDV�EURDG�DXWKRULW\
RYHU� UDGLR� VHUYLFHV� OLFHQVHHV����� � ,Q� DGGLWLRQ� WR� WKH� JHQHUDO� DXWKRULW\� RYHU
OLFHQVHHV��WKH�)&&�LV�VSHFLILFDOO\�JUDQWHG�WKH�DXWKRULW\�WR�§VXVSHQG�WKH�OLFHQVH�RI
DQ\�RSHUDWRU�XSRQ�SURRI�VXIILFLHQW� WR�VDWLVI\� WKH�&RPPLVVLRQ� WKDW� WKH� OLFHQVHH��
�&�� KDV� ZLOOIXOO\� GDPDJHG� RU� SHUPLWWHG� UDGLR� DSSDUDWXV� RU� LQVWDOODWLRQV� WR� EH
GDPDJHG�¨���� �7KLV�DXWKRULW\�FRXOG�VXSSRUW�DGGLWLRQDO� LQIUDVWUXFWXUH�DVVXUDQFH�
UHODWHG�UHJXODWLRQV�

15,&�KDV�UHFRPPHQGHG� WKDW�ZLUHOHVV� FDUULHUV� HVWDEOLVK�SURFHVVHV� IRU� UHSRUWLQJ
VHUYLFH� GLVUXSWLRQV�� EXW� KDV� QRW� UHFRPPHQGHG�� QRU� KDV� WKH� )&&� UHTXLUHG�
ZLUHOHVV�FDUULHUV�WR�IROORZ�WKH�UHSRUWLQJ�UHTXLUHPHQWV�SODFHG�RQ�ZLUHOLQH�FDUULHUV�
7HUUHVWULDO� ZLUHOHVV� FDUULHUV� GR� UHSRUW� GLVUXSWLRQV� RI� VHUYLFH� RI� ��� FRQWLQXRXV

                                                
158  See 47 C.F.R. Part 68.
159  Generally, the FCC has found the customer, rather than the telephone company, liable for
fraudulent charges where the customer had the capability to restrict access to and egress from
its PBX at all times, particularly where the customer took no steps available to it to detect or
prevent unauthorized calls.
160  See 47 U.S.C. § 2(b)(2).
161  See 47 U.S.C. § 303(r).
162  47 U.S.C. § 303(m)(1)(C).
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GD\V� RU� GLVFRQWLQXHG� VHUYLFH����� 6DWHOOLWH� ZLUHOHVV� FDUULHUV� ILOH� VHPL�DQQXDO
UHSRUWV�ZKLFK�LQFOXGH�GLVFXVVLRQV�RI�WKH�FDXVHV�RI�DQ\�XQVFKHGXOHG�WUDQVSRQGHU
RXWDJHV�ODVWLQJ�PRUH�WKDQ����PLQXWHV����

7HUUHVWULDO�ZLUHOHVV�FDUULHUV�DUH�SURWHFWHG�IURP�IUDXG�E\�FULPLQDO�SURYLVLRQV�VXFK
DV� ��� 8�6�&�� �� ������ � /DZ� HQIRUFHPHQW� DJHQFLHV� KDYH� MXULVGLFWLRQ� RYHU� WKH
FULPLQDO�SURVHFXWLRQV�RI�WKRVH�ZKR�VWHDO�SKRQHV�RU�DOWHU�HOHFWURQLF�VHULDO�QXPEHUV
RU� PRELOH� LGHQWLILFDWLRQ� QXPEHUV�� � 8QGHU� ��� 8�6�&�� �� ����G��� WKH� )&&� KDV
SURKLELWHG� WKH� LQWHUFHSWLQJ� RI� FHOOXODU� UDGLR� WUDQVPLVVLRQV� XVLQJ� FHUWDLQ
§VFDQQLQJ�GHYLFHV�¨� �6DWHOOLWH�ZLUHOHVV� FDUULHUV� DUH�SURWHFWHG� IURP�XQDXWKRUL]HG
DFFHVV� E\� ��� 8�6�&�� �� ����� ZKLFK� FULPLQDOL]HV� WKH� LQWHQWLRQDO� RU� � PDOLFLRXV
LQWHUIHUHQFH� ZLWK� WKH� RSHUDWLRQ� RI� D� VDWHOOLWH����� � 2WKHU� SURYLVLRQV� SUHYHQW
XQDXWKRUL]HG� XVH�� LQWHUFHSWLRQ� DQG� GLVFORVXUH� RI� FRPPXQLFDWLRQV� � VXFK� DV� ��
8�6�&���������SURKLELWV�XVH�RI�UDGLR�FRPPXQLFDWLRQV�ZLWKRXW�EHLQJ�§HQWLWOHG¨�����
8�6�&�� ��� ��������� DQG� ��� 8�6�&�� �� ���� �SURKLELWV� ZLOOIXO� RU� PDOLFLRXV
LQWHUIHUHQFH�ZLWK�OLFHQVHG�UDGLR�FRPPXQLFDWLRQV��

Non-Telecommunications Communications Facilities

7KH� )&&� DOVR� UHJXODWHV� EURDGFDVW� WHOHYLVLRQ�� EURDGFDVW� UDGLR� �$0� DQG� )0��
VKLSERDUG� UDGLR�� � RWKHU� VDIHW\� DQG� VSHFLDO� UDGLR� VHUYLFHV�� DQG� FDEOH� WHOHYLVLRQ�
7KH� (PHUJHQF\� $OHUW� 6\VWHP� �($6����� UHTXLUHV� EURDGFDVW� QHWZRUNV�� FDEOH
QHWZRUNV� DQG� SURJUDP� VXSSOLHUV�� $0�� )0�� DQG� 79� EURDGFDVW� VWDWLRQV�� /RZ
3RZHU�79�VWDWLRQV��FDEOH�V\VWHPV�DQG�RWKHU�HQWLWLHV�WR�RSHUDWH�RQ�DQ�RUJDQL]HG
EDVLV�GXULQJ�HPHUJHQFLHV�� �7KLV�V\VWHP�DOORZV� WKH�3UHVLGHQW��DQG� ORFDO� RIILFLDOV
GXULQJ� ORFDO� HPHUJHQFLHV�� WR� DGGUHVV� WKH� JHQHUDO� SXEOLF�� � 7KH� 3ODQ� IRU� WKH
6HFXULW\� &RQWURO� RI� $LU� 7UDIILF� DQG� $LU� 1DYLJDWLRQ� $LGV���� GHILQHV� WKH
UHVSRQVLELOLWLHV� RI� WKH� &RPPLVVLRQ� IRU� WKH� VHFXULW\� FRQWURO� RI� QRQ�IHGHUDO� DLU
                                                
163  See 47 C.F.R. § 22.317.  NRIC has studied terrestrial wireless service disruptions in
cellular radio service based on voluntarily provided data and has concluded that the primary
causes of service outages are software design, hardware failure, and procedural error.
Network Reliability-- The Path Forward, http://www.fcc.gov/oet/nric, Network Reliability
Performance at 6.3.  In addition, NRIC has reviewed the performance of terrestrial wireless
networks after natural disasters.  The Council found that the networks were fairly robust
because of the presence of multiple service providers and the mobility of the infrastructure.
Portable infrastructure can be imported into an impacted area and service can be quickly
restored.
164  See 47 C.F.R. § 25.210(j)(2).  New technologies in satellites-- onboard management of
individual switched subscriber connections, moving tracking antennas-- will create more
complex reliability issues and may necessitate further study.
165  18 U.S.C. § 1367 was in  response to an incident of unauthorized access to a satellite in
1986-- the so-called “Captain Midnight” event.  There was a second incident in 1987.
166  47 C.F.R. Part 11.
167  47 C.F.R. Part N, §§ 87.393-397.
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QDYLJDWLRQ�DLGV���7KH�3XEOLF�6DIHW\�1DWLRQDO�3ODQ����VSHFLILHV�VSHFLDO�SROLFLHV�DQG
SURFHGXUHV� JRYHUQLQJ� WKH� 3XEOLF� 6DIHW\� 5DGLR� 6HUYLFHV� DQG� WKH� 6SHFLDO
(PHUJHQF\�5DGLR�6HUYLFH�

Continuity of Government Operations

7KH�)&&�KDV�D�ZHOO�GHYHORSHG�LQWHUQDO�SURJUDP�IRU�SURWHFWLQJ�WKH�VHFXULW\�RI�LWV
RZQ� FRPSXWHU� QHWZRUNV� DQG� LWV� FRQWLQXHG� RSHUDWLRQ�� � )&&� ,QVWUXFWLRQ� �������
WKH� )&&� &RPSXWHU� 6HFXULW\� 3URJUDP�'LUHFWLYH� IRU� HPSOR\HHV� DQG� FRQWUDFWRUV�
VHWV� WKH� SROLF\� IRU� HQVXULQJ� WKH� DYDLODELOLW\� RI� GDWD� DQG� FRPSXWHU� V\VWHPV�� WKH
LQWHJULW\� RI� GDWD� DQG� V\VWHP�� DQG� WKH� FRQILGHQWLDOLW\� RI� &RPPLVVLRQ� GDWD����
7KH� )&&� &RPSXWHU� 6HFXULW\� 2IILFHU� PDLQWDLQV� D� 7ZR�<HDU� 6WUDWHJLF� 3ODQ
RXWOLQLQJ� PDMRU� ,QIRUPDWLRQ� 7HFKQRORJ\� &HQWHU� �,7&�� WDVNV� DQG� HVWDEOLVKHV
DSSURSULDWH� PLOHVWRQHV� DQG� DQWLFLSDWHG� H[SHQGLWXUHV�� � 7KH� &RPSXWHU� 6HFXULW\
2IILFHU�DOVR�FRQGXFWV� WUDLQLQJ� LQ�FRPSOLDQFH�ZLWK� WKH�&RPSXWHU�6HFXULW\�$FW� RI
�������7KH�)&&�UHTXLUHV�WKDW�FRQWUDFWRUV�ZRUN�ZLWK�WKH�&RPPLVVLRQ�WR�DELGH�E\
WKH�&RPSXWHU�6HFXULW\�3URJUDP�'LUHFWLYH�DQG�KDV�LQFRUSRUDWHG�WKLV�UHTXLUHPHQW
LQWR�WKHLU�FRQWUDFWV�

2Q�D�TXDUWHUO\�EDVLV��WKH�&RPSXWHU�6HFXULW\�2IILFHU�FRQGXFWV�DXWRPDWHG�DQDO\VLV
RI�NH\�V\VWHPV��LQ�IXOILOOPHQW�RI�WKH�UHTXLUHPHQWV�RI�WKH�&RPSXWHU�6HFXULW\�$FW�RI
������ � 7KH� UHVXOWV� DUH� XVHG� WR� HOLPLQDWH� SRWHQWLDO� V\VWHP� WKUHDWV� DQG� WR� EULHI
PDQDJHPHQW�� �3HULRGLF�DFFRXQW�DXGLWV�DUH�DOVR�FRQGXFWHG�RQ�FULWLFDO�V\VWHPV�DV
DQRWKHU�PHWKRG� IRU� FROOHFWLQJ� WKUHDW� LQIRUPDWLRQ�� � ,Q� ������ WKH� )&&� ,QVSHFWRU
*HQHUDO� DQG� WKH� &RPSXWHU� 6HFXULW\� 3URJUDP� EHJDQ� XVLQJ� §7LJHU� 7HDPV¨� WR
LGHQWLI\� V\VWHP� VHFXULW\� GHILFLHQFLHV�� � 7KH� &RPSXWHU� 6HFXULW\� 2IILFHU�� )&&
7HOHFRPPXQLFDWLRQ� 6\VWHP� 0DQDJHU� DQG� ,QVSHFWRU� *HQHUDO� DUH� ZRUNLQJ� RQ
DGGUHVVLQJ�VLPLODU�VHFXULW\�FRQFHUQV�IRU�WKH�)&&�WHOHFRPPXQLFDWLRQV�V\VWHP�

)&&� FRPSXWHU� KDUGZDUH� LV� SURWHFWHG� WKURXJK� WKH� )&&� 3K\VLFDO� 6HFXULW\� DQG
*XDUG� )RUFH� SURJUDP�� � 7KURXJK� D� VHULHV� RI� VHQVRUV�� PRQLWRU� VWDWLRQV�� FORVHG
FLUFXLW� FDPHUDV�� DQG� DODUPV�� )&&� 3K\VLFDO� 6HFXULW\� *XDUG� IRUFHV� DUH� QRWLILHG
ZKHQ� NH\� HOHFWURQLF� DVVHWV� DUH� SODFHG� QHDU� VWUDWHJLFDOO\� ORFDWHG� VHQVRUV�
&RPSXWHU�QHWZRUNV�PDQDJHG�E\�,7&�DOVR�KDYH�SURWHFWLYH�EDUULHUV���$FFRUGLQJ�WR
SUHVHW�FRQGLWLRQV��LQWUXGHUV�DUH�ORFNHG�RXW�DXWRPDWLFDOO\�ZKHQ�WKH�FRQGLWLRQV�RU
WKUHVKROGV�DUH�PHW���6\VWHPV�HLWKHU�DXWRPDWLFDOO\�UHVHW�DIWHU�D�SHULRG�RI�WLPH�RU
                                                
168  47 C.F.R. § 90.16.
169  The FCC Computer Security Program is designed to meet all requirements set forth in
Office of Management and Budget (OMB) Circular A-130, Appendix III, Security of Federal
Information Resources, Public Law 100-235, The Computer Security Act of 1987, and other
federal mandates for providing computer security support to Federal agency systems.  The
document details proper use and penalties for misuse of FCC systems, use of identification
and authentication for controlling access, as well as guidance on use of electronic mail,
intranet and Internet services.
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UHTXLUH�V\VWHP�PDQDJHPHQW�LQWHUYHQWLRQ�IRU�UHVHWWLQJ���7KH�)&&�DOVR�KDV�D�ILYH
OD\HU� SURJUDP� IRU� FRQWUROOLQJ� FRPSXWHU� YLUXVHV�� � 7KH� ,7&� KDV� SUHSDUHG� IRU
HPHUJHQFLHV� E\� HVWDEOLVKLQJ� D� &RPSXWHU� (PHUJHQF\� 5HVSRQVH� 7HDP� �&(57��
7KH� ,7&� &(57� UHVSRQGV� WR� LQFLGHQWV� UDQJLQJ� IURP� LQDSSURSULDWH� H�PDLO� WR
FRPSXWHU�LQWUXVLRQV���7KH�)&&�DOVR�SDUWLFLSDWHV�LQ�WKH�1,67��)HGHUDO�&RPSXWHU
,QFLGHQW� 5HVSRQVH� &DSDELOLW\� �)HG&,5&�� DQG� WKH� 1,67� )HGHUDO� ,QIRUPDWLRQ
6\VWHP�6HFXULW\�0DQDJHU�)RUXP�

U n i t e d  St a t e s  P o s t a l  S e r v i c e

Continuity of Government Operations

7KH�8�6��3RVWDO�6HUYLFH�LV�DQ�LPSRUWDQW�HOHPHQW�LQ�WKH�FRQWLQXLW\�RI�JRYHUQPHQW
RSHUDWLRQV�� DV� ZHOO� DV� WKH� FRQWLQXHG� FRPPXQLFDWLRQ� RI� SULYDWH� EXVLQHVVHV� DQG
LQGLYLGXDOV���7KH�3RVWDO�6HUYLFH��DQ�LQGHSHQGHQW�HVWDEOLVKPHQW�RI�WKH�([HFXWLYH
%UDQFK�� KDV� EURDG� DXWKRULW\� WR� DFFRPSOLVK� LWV�PLVVLRQ��� WKH� GHOLYHU\� RI� SDUFHOV
WKURXJKRXW� WKH� ZRUOG����� � ,Q� DGGLWLRQ� WR� WKH� DXWKRULW\� WR� SUHVFULEH� UHJXODWLRQV
QHFHVVDU\�DQG�DSSURSULDWH� IRU� FDUU\LQJ� RXW� LWV� IXQFWLRQ�� WKH�3RVWDO�6HUYLFH� DOVR
KDV�DXWKRULW\�WR�GHWHUPLQH�LWV�H[SHQGLWXUHV������3RVWDO�UHYHQXHV�DUH�SHUPDQHQWO\
DSSURSULDWHG�WR�WKH�3RVWDO�6HUYLFH�)XQG�DQG�WKH�3RVWDO�6HUYLFH�PD\�DOVR�ERUURZ
IXQGV�ZLWKLQ�FHUWDLQ�SUHVFULEHG�OLPLWV����

7KH�3RVWDO�6HUYLFH�DOVR�KDV�WKH�DXWKRULW\�IRU�WKH�LQYHVWLJDWLRQ�DQG�HQIRUFHPHQW
RI� DOO� FLYLO� DQG� FULPLQDO� VWDWXWHV� RI� WKH�8QLWHG� 6WDWHV� SHUWDLQLQJ� WR� WKH� 3RVWDO
6HUYLFH� DQG� WKH�PDLOV����� � 7KLV� DXWKRULW\� LV� GHOHJDWHG� WR� WKH� 3RVWDO� ,QVSHFWLRQ
6HUYLFH����� � ZKLFK� LQYHVWLJDWHV� DQG� HQIRUFHV� ERWK� JHQHULF� VWDWXWHV� JRYHUQLQJ
IHGHUDO�SURSHUW\��HPSOR\HHV��DQG�SURFHVVHV�DV�WKH\�SHUWDLQ�WR�WKH�3RVWDO�6HUYLFH�
DV� ZHOO� DV� SURYLVLRQV� WKDW� GHDO� VSHFLILFDOO\� ZLWK� WKH� 3RVWDO� 6HUYLFH� DQG� WKH
PDLOV����� � � � 7KH� 3RVWDO� 6HUYLFH� LV� FXUUHQWO\� QHJRWLDWLQJ� D� PHPRUDQGXP� RI
XQGHUVWDQGLQJ� ZLWK� WKH� 'HSDUWPHQW� RI� -XVWLFH� DQG� WKH� )HGHUDO� %XUHDX� RI

                                                
170  See 39 U.S.C. §§ 201, 403(a); see also 39 U.S.C. § 407 (international postal
arrangements).
171  39 U.S.C. § 401(2), (10); 39 U.S.C. § 401(3).
172  39 U.S.C. §§ 2003(b), 2401(a); 39 U.S.C. § 2005(a).
173  39 U.S.C. § 404(a)(7); 18 U.S.C. § 3061.
174  39 C.F.R. § 224.233.
175  Specific criminal statutes relating to the mails include:  18 U.S.C. §§ 876-77 (mailing
threatening communications); 18 U.S.C. §§ 1701-03 (obstruction of the mails); 18 U.S.C. §
1705 (destruction of a letter box or mail); 18 U.S.C. § 2115 (breaking into post office).
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,QYHVWLJDWLRQ�ZKLFK�ZLOO�JLYH�WKH�3RVWDO�6HUYLFH�MXULVGLFWLRQ�RYHU�FULPHV�LQYROYLQJ
HOHFWURQLF�FRPPHUFH�VHUYLFHV�RIIHUHG�E\�WKH�3RVWDO�6HUYLFH���7KH�JHQHUDO�SRZHUV�RI
WKH�3RVWDO�6HUYLFH�DOVR�LQFOXGH�VHFXULW\�JXDUGV�ZKR�PD\�H[HUFLVH�WKH�DXWKRULW\�RI
VSHFLDO�SROLFH�

8QGHU� WKH� 3DUW� ��� RI� ([HFXWLYH� 2UGHU� ������� $VVLJQPHQW� RI� (PHUJHQF\
3UHSDUHGQHVV� 5HVSRQVLELOLWLHV�� WKH� 3RVWDO� 6HUYLFH� KDV� OHDG� UHVSRQVLELOLW\� IRU
SODQV� DQG� SURJUDPV� WR� SURYLGH� HVVHQWLDO� SRVWDO� VHUYLFHV� GXULQJ� D� QDWLRQDO
VHFXULW\� HPHUJHQF\�� � 7KH� 3RVWDO� 6HUYLFH� ZRXOG� DOVR� DVVLVW� RWKHU� DJHQFLHV� LQ
ORFDWLQJ� DQG� OHDVLQJ� SULYDWHO\� RZQHG� SURSHUW\� IRU� IHGHUDO� XVH� LQ� VXFK� DQ
HPHUJHQF\�� � )HGHUDO� 3UHSDUHGQHVV� &LUFXODU� ���� &RQWLQXLW\� RI� WKH� ([HFXWLYH
%UDQFK�RI� WKH�)HGHUDO�*RYHUQPHQW�DW� WKH�+HDGTXDUWHUV�/HYHO�'XULQJ�1DWLRQDO
6HFXULW\� (PHUJHQFLHV�� GHVLJQDWHV� WKH� 3RVWDO� 6HUYLFH� DV� D� &DWHJRU\� ,
RUJDQL]DWLRQ�� UHTXLUHG� WR� SURYLGH� D� FDSDELOLW\� IRU� XQLQWHUUXSWHG� HPHUJHQF\
RSHUDWLRQV�GXULQJ�D�QDWLRQDO�VHFXULW\�HPHUJHQF\���3URFHGXUHV�IRU�LQGLYLGXDOV�SRVW
RIILFHV� DQG�+HDGTXDUWHUV� IRU� GHDOLQJ�ZLWK�GLVUXSWLRQV� RI�QRUPDO� RSHUDWLRQV� DUH
VHW� RXW� LQ� WKH� 3RVWDO� 6HUYLFHªV� +HDGTXDUWHUV� (PHUJHQF\� 3ODQ� �)HEUXDU\� �����
DQG�WKH�(PHUJHQF\�3ODQQLQJ�0DQXDO��'HFHPEHU���������%RWK�RI�WKHVH�SODQV�DUH
FXUUHQWO\�EHLQJ�FRQVLGHUHG�IRU�XSGDWH�

D e p a r t m e n t  o f  t h e  I n t e r i o r

7KH�EXUHDXV�DQG�RUJDQL]DWLRQV�WKDW�FRPSULVH�WKH�'HSDUWPHQW�RI�WKH�,QWHULRU�DUH
WKH�SULQFLSDO�IHGHUDO�DXWKRULW\�IRU�WKH�SURSHU�XVH�DQG�SURWHFWLRQ�RI�IHGHUDO�ODQGV�
7KH�'HSDUWPHQWªV�MXULVGLFWLRQ�UDQJHV�IURP�QDWLRQDO�SDUNV�WR�,QGLDQ�UHVHUYDWLRQV�
:KLOH� WKH� 'HSDUWPHQW� RI� WKH� ,QWHULRU� KDV� OLWWOH� GLUHFW� DXWKRULW\� UHODWHG� WR
LQIUDVWUXFWXUH�DVVXUDQFH��WKH�DXWKRULW\�WKDW�LW�H[HUFLVHV�RYHU�IHGHUDO�ODQGV�DIIHFWV
PDQ\� RI� WKH� FULWLFDO� LQIUDVWUXFWXUHV� LGHQWLILHG� LQ� ([HFXWLYH� 2UGHU� ������� � 7KH
'HSDUWPHQW� RI� WKH� ,QWHULRU� DOVR� KDV� D� OLPLWHG� UROH� LQ� ODZ� HQIRUFHPHQW� IRU� WKH
SURWHFWLRQ�RI�SXEOLF�VDIHW\�DQG�SXEOLF�ODQGV�DQG�UHVRXUFHV���7KLV�UROH�SURYLGHV�IRU
FRRSHUDWLRQ� ZLWK� RWKHU� ODZ� HQIRUFHPHQW� ERGLHV� DW� WKH� IHGHUDO�� VWDWH� DQG� ORFDO
OHYHOV������$XWKRULWLHV�UHODWHG�WR�,QGLDQ�ODQGV�DUH�DGPLQLVWHUHG�E\�WKH�%XUHDX�RI
,QGLDQ� $IIDLUV� �%,$��� � 7KHVH� DXWKRULWLHV� PD\� KDYH� DQ� LPSDFW� RQ� WKH
LQIUDVWUXFWXUH� SK\VLFDOO\� ORFDWHG� RQ� ,QGLDQ� ODQGV� RU� LQIUDVWUXFWXUH� VHUYLFHV
SURYLGHG� WR� WKH� LQKDELWDQWV� RI� ,QGLDQ�5HVHUYDWLRQV����� � 6LPLODUO\�� WKH�1DWLRQDO

                                                
176  See 446 DM Chapter 1; 43 U.S.C. § 1733, and BLM Law Enforcement General Order 23.
177  See, e.g., 25 U.S.C. §§ 311-328 and 25 C.F.R. Part 169 (right-of-way through Indian lands
for telecommunications purposes); Indian Mineral Development Act of 1982, 25 U.S.C. §§
2101-09 and 25 C.F.R. Parts 225-27 (oil and gas agreements); American Indian Trust Fund
Management Reform Act, 25 U.S.C. §§ 4001-4061; Indian Dams Safety Act, 25 U.S.C. §§
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3DUN�6HUYLFH��136��DQG�8�6��)LVK�DQG�:LOGOLIH�6HUYLFH��):6��KDYH�DXWKRULW\�WR
UHJXODWH� WKH� FRQGXFW� RI� FHUWDLQ� LQIUDVWUXFWXUHV� SK\VLFDOO\� ORFDWHG� RQ� 1DWLRQDO
3DUN�DQG�):6�ODQGV����

Emergency Services and Telecommunications

7KH�%XUHDX�RI�/DQG�0DQDJHPHQW��%/0��RZQV�D�UDGLR��VDWHOOLWH��DQG�PLFURZDYH
FRPPXQLFDWLRQV�V\VWHP��WKH�1DWLRQDO�,QWHUDJHQF\�)LUH�&HQWHU��1,)&���GHVLJQHG
WR�FRRUGLQDWH�LQIRUPDWLRQ�DQG�FRPPXQLFDWLRQV�UHOHYDQW�WR�ZLOGODQG�ILUH�ILJKWLQJ
RSHUDWLRQV�� � � � 7KH� %/0� DOVR� UHVSRQGV� WR� QDWXUDO� GLVDVWHUV� XVLQJ� WKH�1DWLRQDO
,QFLGHQW� 5DGLR� 6XSSRUW� &DFKH�� D� V\VWHP� RI� HTXLSPHQW� DQG� KXPDQ� UHVRXUFHV
WUDLQHG� DQG� PDLQWDLQHG� WR� WUDYHO� � ZRUOGZLGH�� � � � %/0ªV� SHUVRQQHO� DQG
WHOHFRPPXQLFDWLRQV�QHWZRUN�FDQQRW�DVVLVW�DQ\�VWDWH�RU� ORFDO� MXULVGLFWLRQ�DEVHQW
DQ�LQWHUDJHQF\�DJUHHPHQW�RU�UHTXHVW�E\�WKH�MXULVGLFWLRQ�

%/0�DOVR�KDV�DXWKRULW\� IRU�WKH�SK\VLFDO�SURWHFWLRQ�RI� LQIUDVWUXFWXUHV�XQGHU� ���
8�6�&����������ZKLFK�SURKLELWV� WKH�ZLOOIXO�RU�PDOLFLRXV� LQMXU\�RU�GHVWUXFWLRQ��RU
ZLOOIXO�RU�PDOLFLRXV�DWWHPSW� WR� LQMXUH�RU�GHVWUR\��DQ\�RI� WKH�ZRUNV��SURSHUW\��RU
PDWHULDO� RI� DQ\� UDGLR�� WHOHJUDSK�� WHOHSKRQH� RU� FDEOH�� OLQH�� VWDWLRQ�� RU� V\VWHP� RU
RWKHU� PHDQV� RI� FRPPXQLFDWLRQ� RSHUDWHG� RU� FRQWUROOHG� E\� WKH� 8QLWHG� 6WDWHV�
ZKHWKHU�VXFK�V\VWHP�LV�FRQVWUXFWHG�RU�XQGHU�FRQVWUXFWLRQ�� �,W� LV�DOVR�D�FULPH�WR
KLQGHU��GHOD\�RU�REVWUXFW�WKH�WUDQVPLVVLRQ�RU�FRPPXQLFDWLRQ�RYHU�VXFK�D�OLQH�RU
V\VWHP�� � %/0� KDV� DXWKRULW\� WR� HQIRUFH� FULPLQDO� ODZV� SURWHFWLQJ� VDWHOOLWHV� DQG
VDWHOOLWH�WUDQVPLVVLRQV������,WV��ODZ�HQIRUFHPHQW�RIILFHUV�DOVR�KDYH�DXWKRULW\�RYHU
VSHFLILF�DFWV�RQ�IHGHUDO�ODQG����

Emergency Services

%/0� KDV� WUDLQHG� SHUVRQQHO� DQG� HTXLSPHQW� UHDG\� WR� UHVSRQG� WR� HPHUJHQFLHV
LQYROYLQJ� %/0�RZQHG� IDFLOLWLHV�� � 7KHVH� UHVRXUFHV� LQFOXGH� ODZ� HQIRUFHPHQW�
ILUHILJKWLQJ�DQG�HQYLURQPHQWDO�UHVSRQVH�SHUVRQQHO�DV�ZHOO�DV�SROLFH�FDUV�DQG�ILUH
HQJLQHV�� � $PRQJ� WKH� PRUH� LPSRUWDQW� DXWKRULWLHV� JUDQWHG� WR� WKH� 6HFUHWDU\� RI
,QWHULRU�IRU�HPHUJHQFLHV�LV�WKH�SRZHU�WR�HQWHU�LQWR�FRRSHUDWLYH�DJUHHPHQWV�IRU�WKH
SURWHFWLRQ� RI� IHGHUDO� ODQGV�� ZKLFK� LQFOXGHV� PDQDJHPHQW� DV� ZHOO� DV� ODZ

                                                                                                                                                        
3801-3804 (maintenance and repair of dams located on Indian lands); Indian Law
Enforcement Reform Act, 25 U.S.C. §§ 2801-2809.
178  16 U.S.C. § 1 et seq.; See, e.g., 16 U.S.C. § 5 & § 79 and 36 C.F.R. § 14
(telecommunications facilities and electric power).
179  See 18 U.S.C. § 1367.
180  See, e.g., 18 U.S.C. § 1864 (prohibits use of a hazardous or injurious device on federal
land).
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HQIRUFHPHQW� IXQFWLRQV����� 8QGHU� FHUWDLQ� FLUFXPVWDQFHV�� WKH� 'HSDUWPHQW� LV
DXWKRUL]HG� WR� UHVSRQG� WR� HPHUJHQFLHV� DEVHQW� D� FRRSHUDWLYH� DUUDQJHPHQW�� � ��
8�6�&���������DOORZV�PXWXDO�DLG� LQ� ILUH�SURWHFWLRQ�DQG�HPHUJHQF\�DVVLVWDQFH� LQ
H[WLQJXLVKLQJ�ILUHV�LQ�WKH�YLFLQLW\�RI�DJHQF\�IDFLOLWLHV�

2WKHU� LPSRUWDQW� FRRSHUDWLYH� DUUDQJHPHQWV� H[LVW� EHWZHHQ� ,QWHULRU� DQG� RWKHU
IHGHUDO� DJHQFLHV�� � 9LD� DQ� LQWHUDJHQF\� DJUHHPHQW�� 15&� LV� DEOH� WR� XVH� %/0ªV
WHOHFRPPXQLFDWLRQV�V\VWHP�DQG�SHUVRQQHO�IRU�WKH�SURWHFWLRQ�RI�QXFOHDU�IDFLOLWLHV
XQGHU� LWV� MXULVGLFWLRQ�� � %/0� KDV� DOVR� PDGH� DQ� LQWHUDJHQF\� DJUHHPHQW� ZLWK
)(0$� WR� DVVLVW� VWDWH� DQG� ORFDO� JRYHUQPHQWV� GXULQJ� HPHUJHQFLHV� RU� GLVDVWHUV
XSRQ� WKH� UHTXHVW� RI� VXFK� JRYHUQPHQWV�� � 7KLV� LQWHUDJHQF\� DJUHHPHQW� LV� DOVR
WULJJHUHG� E\� 3UHVLGHQWLDOO\� GHFODUHG� GLVDVWHUV�� � %/0� DQG� 136� DUH� DOVR
VLJQDWRULHV� WR� WKH� ,QWHU�'HSDUWPHQWDO�028� DOORZLQJ� &URVV�'HSXWDWLRQ� RI� /DZ
(QIRUFHPHQW� SRZHU� ZLWKLQ� WKH� IHGHUDO� JRYHUQPHQW� LQ� DSSURSULDWH� FDVHV�
LQFOXGLQJ�UHTXHVWV� IRU�DVVLVWDQFH�PDGH�WKURXJK�WKH�,QFLGHQW�&RPPDQG�6\VWHP�
7KLV� 6\VWHP� LV� D� IHGHUDO� JRYHUQPHQW�ZLGH�PHWKRG� WKDW� LV� XVHG� LQ� DSSURSULDWH
FDVHV� IRU�DQ\�IHGHUDO�RIILFHU�RU�JURXS�RI� IHGHUDO�RIILFHUV�UHTXHVWLQJ�DVVLVWDQFH� LQ
DQ�HPHUJHQF\�

$W�WKH�VWDWH�OHYHO��%/0�KDV�028V�LQ�SODFH�ZLWK�ORFDO�DQG�VWDWH�ODZ�HQIRUFHPHQW
DQG� ILUH� SUHYHQWLRQ� RIILFHV�� � 6XFK� 028V� DQG� RQJRLQJ� UHODWLRQVKLSV� FRXOG� EH
UHOHYDQW� WR� WKH� SURYLVLRQ� RI� HPHUJHQF\� VHUYLFHV� LQ� WKH� HYHQW� RI� DQ� DWWDFN� RU
QDWXUDO� GLVDVWHU�� � 2QH� H[DPSOH� LV� WKH� ����� &RRSHUDWLYH� )LUH� 3URWHFWLRQ
$JUHHPHQW� LQ� WKH� 6WDWH� RI� $ODVND�� � 7KLV� DJUHHPHQW� GHVLJQDWHV� SUH�GHWHUPLQHG
ILUH�SURWHFWLRQ�UHVSRQVLELOLW\�DUHDV�LQ�$ODVND�UHJDUGOHVV�RI�ZKHWKHU�WKH�ODQGV�DUH
DGPLQLVWHUHG�E\�WKH�IHGHUDO�RU�VWDWH�JRYHUQPHQWV��QDWLYH�FRUSRUDWLRQV��ERURXJKV�
RU�WKH�PLOLWDU\���7KH�1DWLRQDO�3DUN�6HUYLFH�KDV�HQWHUHG�LQWR�VLPLODU�DJUHHPHQWV
IRU� FRRSHUDWLRQ�ZLWK� ODZ� HQIRUFHPHQW� DQG� ILUH� SUHYHQWLRQ� DJHQFLHV� DW� WKH� VWDWH
DQG�ORFDO�OHYHOV�����'�&��&RGH�������HW�VHT��SURYLGHV�VSHFLDO�DXWKRULW\�IRU�WKH�3DUN
3ROLFH�LQ�WKH�'LVWULFW�RI�&ROXPELD�DQG�LWV�HQYLURQV���7KH�136�PD\�DOVR�FORVH�SDUN
DUHDV�IRU�SXEOLF�VDIHW\�SXUSRVHV�

8QGHU� WKH�1DWLRQDO�:LOGOLIH�5HIXJH�6\VWHP�$GPLQLVWUDWLRQ�$FW� RI������ FHUWDLQ
):6�SHUVRQQHO�KDYH� ODZ�HQIRUFHPHQW�DXWKRULW\�RQ�6HUYLFH� ODQGV����� �$�ELOO�KDV
EHHQ� SHQGLQJ� LQ�&RQJUHVV� VLQFH� ����� WR� JLYH�%XUHDX� RI� 5HFODPDWLRQ� SHUVRQQHO
ODZ�HQIRUFHPHQW�DXWKRULW\�WR�EHWWHU�DGPLQLVWHU�5HFODPDWLRQ�ODQGV�

7KH� 8QLWHG� 6WDWHV� *HRORJLFDO� 6XUYH\� �86*6�� UHVHDUFK� DQG� GDWD� FROOHFWLRQ
IXQFWLRQV� PD\� DVVLVW� WKH� IHGHUDO�� VWDWH� DQG� ORFDO� JRYHUQPHQWV� GXULQJ
HPHUJHQFLHV���$PRQJ�WKH�PRUH�UHOHYDQW�IXQFWLRQV�WR�LQIUDVWUXFWXUH�DVVXUDQFH�DUH

                                                
181  See 43 U.S.C. 1737; Chapter XI-Law Enforcement Cooperation., H-9260-1 BLM Law
Enforcement Management.
182  16 U.S.C. § 668dd(f).
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WKH� *OREDO� 6HLVPRJUDSKLF� � 1HWZRUN� �D� QHWZRUN� RI� KLJK�TXDOLW\� GLJLWDO
LQVWUXPHQWV� WKDW� PHDVXUH� UHFRUG� JURXQG� VKDNLQJ�� ZKLFK� FDQ� VHUYH� DV� WKH
SULQFLSDO� VRXUFH� RI� SXEOLF� LQIRUPDWLRQ� RQ� HDUWKTXDNHV� DQG� H[SORVLRQV� RFFXUULQJ
LQWHUQDWLRQDOO\������ 1DWLRQDO� :DWHU� 4XDOLW\� $VVHVVPHQW����� DQG� &RPPLWWHH� RQ
&LYLO�$SSOLFDWLRQV�RI�&ODVVLILHG�2YHUKHDG�3KRWRJUDSK\��&$&�����

Electric Power

%/0�ODZ�HQIRUFHPHQW�RIILFHUV�DUH�DXWKRUL]HG�WR�HQIRUFH����8�6�&���������ZKLFK
PDNHV� LW� D� FULPH� WR� NQRZLQJO\� RU� ZLOOIXOO\� GDPDJH� RU� DWWHPSW� WR� GDPDJH� � DQ
HQHUJ\�IDFLOLW\���§(QHUJ\�IDFLOLW\¨�LQFOXGHV�D�FRPSDQ\�LQYROYHG�LQ�WKH�SURGXFWLRQ�
VWRUDJH�� WUDQVPLVVLRQ�� RU� GLVWULEXWLRQ� RI� HOHFWULFLW\�� IXHO�� RU� DQRWKHU� IRUP� RU
VRXUFH� RI� HQHUJ\�� RU� UHVHDUFK�� GHYHORSPHQW�� RU� GHPRQVWUDWLRQ� IDFLOLWLHV� UHODWHG
WKHUHWR�

7KH�6HFUHWDU\�RI�WKH�,QWHULRU�LV�UHVSRQVLEOH�IRU�SUHYHQWLQJ�§XQQHFHVVDU\�RU�XQGXH
GHJUDGDWLRQ�RI� WKH� >SXEOLF@� ODQGV�¨����7KH�6HFUHWDU\�DOVR�KDV� WKH�SRZHU� WR�JUDQW
ULJKWV�RI�ZD\�RYHU��SXEOLF�ODQGV�IRU�V\VWHPV�IRU�WKH�JHQHUDWLRQ��WUDQVPLVVLRQ��DQG
GLVWULEXWLRQ�RI�HOHFWULFDO�HQHUJ\����

Oil and Gas Storage and Transportation

8QGHU�WKH�0LQHUDO�/HDVLQJ�$FW����VLPLODU�DXWKRULW\�WR�WKDW�LQ�WKH�HOHFWULF�SRZHU
DUHQD�KDV�EHHQ�JUDQWHG�WR�WKH�6HFUHWDU\�RI�WKH�,QWHULRU�IRU�RLO�DQG�JDV�SLSHOLQHV�
%/0�HQIRUFHV����8�6�&���������IRU�RLO�DQG�JDV�IDFLOLWLHV�DV�ZHOO�DV�HOHFWULF�SRZHU
IDFLOLWLHV�� � ,Q� WKLV� FRQWH[W�� WKH� SRZHU� WR� JUDQW� ULJKWV�RI�ZD\� IRU� SLSHOLQHV� DOVR
LQFOXGHV� WKH� DXWKRULW\� WR� LPSRVH� VWLSXODWLRQV� DGGUHVVLQJ� GDPDJH� WR� SXEOLF� RU
SULYDWH� SURSHUW\� DQG� KD]DUGV� WR� SXEOLF� KHDOWK� DQG� VDIHW\����� � ,I� QHFHVVDU\� WR
SURWHFW� SXEOLF� KHDOWK�� VDIHW\�� RU� WKH� HQYLURQPHQW�� WKH� 6HFUHWDU\�PD\� RUGHU� WKH
LPPHGLDWH� WHPSRUDU\�VXVSHQVLRQ�RI�DFWLYLWLHV�ZLWKLQ� WKH�ULJKW�RI�ZD\�RU�SHUPLW
DUHD����

                                                
183  See 15 U.S.C. §§ 5652 (The Land Remote Sensing Policy Act of 1992); 42 U.S.C. §§
7701 et seq. (The Earthquake Hazards Reduction Act of 1977).
184  See Pub. Law No. 102-580 (Water Resources Act of 1992).
185  Authority for this program is set out is a classified Presidential Directive from 1975.
186  43 U.S.C. § 1732(b).
187  FLPMA § 501(a)(4).
188  30 U.S.C. § 185.
189  30 U.S.C. § 185(h).
190  30 U.S.C. § 185(o).
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7KH�6HFUHWDU\�DOVR�KDV�WKH�DXWKRULW\�WR�UHJXODWH�GULOOLQJ�DQG�VXUIDFH�GLVWXUELQJ
DFWLYLWLHV� RQ� SXEOLF� ODQGV�� � 7KH� 6HFUHWDU\� LV� UHTXLUHG� WR� VHW� VWDQGDUGV� IRU
UHFODPDWLRQ� DQG� UHVWRUDWLRQ� DIWHU� WKH� FHVVDWLRQ� RI� RLO� DQG� JDV� DFWLYLWLHV�� � 7KLV
VWDQGDUG�VHWWLQJ� DXWKRULW\� FRXOG� EH� XVHG� WR� UHJXODWH� WKH� UHEXLOGLQJ� DQG� WKH
FOHDQXS�SURFHVV�RQ�SXEOLF�ODQGV������7KH�0LQHUDOV�0DQDJHPHQW�6HUYLFH��006��LV
UHVSRQVLEOH�IRU�DOO�RI�'2,ªV�RLO�DQG�JDV�OHDVLQJ�DFWLYLWLHV�RQ�WKH�2XWHU�&RQWLQHQWDO
6KHOI� �2&6��� �8QGHU�WKH�2XWHU�&RQWLQHQWDO�6KHOI�/DQGV�$FW����� WKH�6HFUHWDU\�RI
WKH� ,QWHULRU� QRW� RQO\� PD\� OHDVH� 2&6� WUDFWV� IRU� JDV� DQG� RLO� H[SORUDWLRQ� DQG
SURGXFWLRQ�� EXW�PD\� DOVR� UHJXODWH� DQG� DSSURYH� DOO� SURGXFWLRQ� SODQV�� LQFOXGLQJ
VDIHW\� DQG� FRQVWUXFWLRQ� VSHFLILFDWLRQV�� LQVSHFW� DQG� UHTXLUH� UHSRUWV� VXIILFLHQW� WR
PDQGDWH� FRPSOLDQFH� ZLWK� UHJXODWRU\� VWDQGDUGV�� DQG� LPSRVH� FLYLO� SHQDOWLHV� RQ
OHVVHHV� QRW� LQ� FRPSOLDQFH�� � 7KLV� UHJXODWRU\� DXWKRULW\� H[WHQGV� WR� RSHUDWLQJ
SURFHGXUHV�� SLSHOLQHV�� DQG� RIIVKRUH� VWRUDJH� RI� RLO� DQG� JDV�� � 7KLV� DXWKRULW\� LV
LPSOHPHQWHG�E\����&�)�5��3DUW������2LO�DQG�*DV�DQG�6XOSKXU�2SHUDWLRQV�LQ�WKH
2XWHU�&RQWLQHQWDO�6KHOI�� � �2YHUODS� LQ� WKH�DXWKRULW\�RI� WKH�006�DQG� WKH�&RDVW
*XDUG� LV� JRYHUQHG� E\� D� 028� SURYLGLQJ� IRU� FRRUGLQDWLRQ�� � &RRUGLQDWLRQ� RI
RYHUODSSLQJ� MXULVGLFWLRQ�ZLWK� WKH�'HSDUWPHQW� RI�7UDQVSRUWDWLRQ� LV� JRYHUQHG� E\
DQ� 028� GDWHG� 'HFHPEHU� ���� ������ HQWLWOHG� §0HPRUDQGXP� RI� 8QGHUVWDQGLQJ
%HWZHHQ� WKH� 'HSDUWPHQW� RI� 7UDQVSRUWDWLRQ� DQG� WKH� 'HSDUWPHQW� RI� ,QWHULRU
5HJDUGLQJ�2&6�3LSHOLQHV�¨

Transportation

7KH�'HSDUWPHQW�RI�WKH�,QWHULRU�RQO\�KDV�DXWKRULW\�RYHU�WUDQVSRUWDWLRQ�UHODWHG�WR
IHGHUDO� ODQGV�� �+RZHYHU�WKH�DXWKRULW\�RYHU� WKH� WUDQVSRUWDWLRQ� LQIUDVWUXFWXUH�RQ
IHGHUDO� ODQGV� LV� TXLWH� EURDG�� LQFOXGLQJ� WKH� DXWKRULW\� WR� JUDQW� ULJKWV�RI�ZD\����
HQIRUFH� FULPLQDO� ODZV� SURWHFWLQJ� IHGHUDO� ODQGV����� WR� SHUPLW� RU� HYHQ� UHTXLUH
FRQVWUXFWLRQ�DQG�PDLQWHQDQFH�����DQG�WR�RUGHU�LPPHGLDWH�WHPSRUDU\�VXVSHQVLRQ
RI�DFWLYLWLHV�RQ�D�ULJKW�RI�ZD\�DUHD����

Water

7KH�%XUHDX�RI�5HFODPDWLRQ��5HFODPDWLRQ��GHYHORSV��PDQDJHV��DQG�SURWHFWV�ZDWHU
DQG�UHODWHG�UHVRXUFHV�LQ�DQ�HQYLURQPHQWDOO\�VRXQG�PDQQHU�LQ�WKH�LQWHUHVW�RI�WKH

                                                
191  See 30 U.S.C. § 226(g).
192  43 U.S.C. § 1331 et seq.
193  43 U.S.C. § 1763.
194  18 U.S.C. § 1361 (willful injury of any property of the U.S.); 18 U.S.C. § 1864 (use of a
hazardous or injurious device on federal lands).
195  43 U.S.C. § 1762(a)-(b).
196  43 C.F.R. § 2803.3.
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$PHULFDQ�SXEOLF�� �7KH�JHQHUDO�DXWKRULW\� IRU�5HFODPDWLRQªV�DFWLYLWLHV� LV� IRXQG� LQ
WKH� 5HFODPDWLRQ� $FW� RI� �������� DQG� WKH� 5HFODPDWLRQ� 3URMHFW� $FW� RI� ��������
8QGHU�WKHVH�DFWV�WKH�6HFUHWDU\�RI�WKH�,QWHULRU�LV�DXWKRUL]HG�WR�§SHUIRUP�DQ\�DQG
DOO�DFWV�DQG�WR�PDNH�VXFK�UXOHV�DQG�UHJXODWLRQV�DV�PD\�EH�QHFHVVDU\�DQG�SURSHU
IRU� WKH�SXUSRVH�RI� FDUU\LQJ� WKH�SURYLVLRQV�RI� WKLV�$FW� LQWR� IXOO� IRUFH� DQG� HIIHFW�¨
7KLV�LQFOXGHV�GHYHORSLQJ�DQG�GHOLYHULQJ�ZDWHU�VXSSOLHV�IRU�DXWKRUL]HG�SXUSRVHV�
8QGHU����8�6�&��������E�����K�F��	������WKH�6HFUHWDU\�PD\�HQWHU�LQWR�FRQWUDFWV
WR�VXSSO\�ZDWHU�IRU�SXUSRVHV�RWKHU�WKDQ�LUULJDWLRQ������5HVSRQVLELOLW\�IRU�RSHUDWLRQ
DQG� PDQDJHPHQW� RI� 5HFODPDWLRQ� SURMHFWV� PD\� EH� WUDQVIHUUHG� IURP� WKH
JRYHUQPHQW� WR�ZDWHU�XVHU� RUJDQL]DWLRQV�� � 7KLV� WUDQVIHU�PD\� LQFOXGH� SURYLVLRQV
IRU�WKH�SURWHFWLRQ�RI�ZDWHU�VXSSO\�V\VWHPV�YLD�FRQWUDFW�RU�UHJXODWLRQ����

7KH�5HFODPDWLRQ�6DIHW\�RI�'DPV�$FW����DXWKRUL]HV�WKH�6HFUHWDU\�RI�WKH�,QWHULRU�WR
SHUIRUP� VXFK� PRGLILFDWLRQV� RQ� 5HFODPDWLRQ� GDPV� DV� UHDVRQDEO\� UHTXLUHG� WR
SUHVHUYH� WKHLU� §VWUXFWXUDO� VDIHW\�¨� � ,Q� WKH� FDVH� RI� DQ� HPHUJHQF\�� RU� XQXVXDO
FRQGLWLRQV��WKH�&RPPLVVLRQHU�RI�5HFODPDWLRQ�PD\�XVH�HPHUJHQF\�IXQGV�VHW�DVLGH
IURP� WKH� 5HFODPDWLRQ� IXQG����� � )RU� WKLV� SXUSRVH�� §XQXVXDO� RU� HPHUJHQF\
FRQGLWLRQV¨�PHDQV��§�JHQHUDWRU�IDLOXUHV��GDPDJH�WR�WUDQVPLVVLRQ�OLQHV��RU�RWKHU
SK\VLFDO�IDLOXUHV�RU�GDPDJH��RU�DFWV�RI�*RG��RU�RI�WKH�SXEOLF�HQHP\��ILUHV��IORRGV�
GURXJKW�� HSLGHPLFV�� VWULNHV�� RU� IUHLJKW� HPEDUJRHV�� RU� FRQGLWLRQV�� FDXVLQJ� RU
WKUHDWHQLQJ� WR� FDXVH� LQWHUUXSWLRQ� LQ� ZDWHU� RU� SRZHU� VHUYLFH�¨���� 6SHFLILF
UHJXODWLRQV� JRYHUQ� WKH� FRQGXFW� DW�5HFODPDWLRQ�GDPV�� LQFOXGLQJ�SURKLELWLRQV� RQ
FDUU\LQJ�H[SORVLYHV�RU�ZLOOIXO�GHVWUXFWLRQ����

Continuity of Government Operations

2Q� RU� DERXW�2FWREHU� ��� ������ DOO� %/0� ODZ� HQIRUFHPHQW�PDQXDO� DQG� HOHFWURQLF
ILOHV�� ERWK� DW� WKH� QDWLRQDO� OHYHO� DQG� LQ� WKH� ILHOG�� ZLOO� EH� VZLWFKHG� RQ� OLQH� WR� D
V\VWHP� FDOOHG� /$:1(7�� � 7KH� V\VWHP� KDV� EHHQ� EXLOW� WR� GHQ\� DFFHVV� WR
§XQDXWKRUL]HG�SHUVRQQHO¨�DQG�WR�SURWHFW�WKH�LQIRUPDWLRQ�FRQWDLQHG�WKHUHLQ� IURP
SHQHWUDWLRQ�

                                                
197  43 U.S.C. § 373.
198  43 U.S.C. § 485i.
199  Authority to enter into contracts for irrigation is provided by 43 U.S.C. § 485h(d) & (e).
200  See 43 U.S.C. §§ 498-499.
201  43 U.S.C. § 506.
202  43 U.S.C. § 502.
203  43 U.S.C. § 503.
204  See, e.g., 43 C.F.R. § 421 (Rules of Conduct at Hoover Dam).
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7KHUH�DUH� DOVR� VHYHUDO� LQLWLDWLYHV� EHLQJ� VSRQVRUHG� DW� WKH�6HFUHWDU\� OHYHO�ZKLFK
PD\�LPSDFW�LQIUDVWUXFWXUH�DVVXUDQFH���7KH�'2,�$OO�+D]DUG�&RRUGLQDWLRQ�*URXS
�$+&*��KDV�UHSUHVHQWDWLYHV�IURP�DOO�VLJQLILFDQW�'2,�EXUHDXV�DQG�RIILFHV���$+&*
ZDV�FKDUWHUHG�LQ������WR�IDFLOLWDWH�LQWHUEXUHDX�DQG�LQWHUDJHQF\�VWDQGDUGL]DWLRQ
SULRU�WR�DQG�GXULQJ�WKH�FRXUVH�RI�D�PDMRU��FRPSOH[�LQFLGHQW���7KH�REMHFWLYHV�RI�WKH
JURXS� DUH� WR� SURYLGH� WLPHO\� LQIRUPDWLRQ� WR� SROLF\� RIILFLDOV� LQ� WKH� 'HSDUWPHQW�
$GPLQLVWUDWLRQ�DQG�&RQJUHVV��PLQLPL]H� WKH� ORVV�RI� OLIH��SURSHUW\�DQG�UHVRXUFHV�
PLQLPL]H�FRVWV�RI�UHVSRQVH��IXQFWLRQ�RQ�DQ�LQWHUDJHQF\�EDVLV�ZLWK�RWKHU�)HGHUDO
$JHQFLHV� DV�ZHOO� DV� LQWHUVWDWH�� VWDWH�� ORFDO� DQG� WULEDO� RIILFLDOV�� DQG� � UHVSRQG� WR
LQFLGHQWV�HIIHFWLYHO\�DQG�LQ�D�FRRUGLQDWHG�PDQQHU�WKURXJK�VKDULQJ�RI� UHVRXUFHV�
LQIRUPDWLRQ�DQG�SHUVRQQHO�ZLWKLQ� WKH�'HSDUWPHQW�� � ,Q�DGGLWLRQ�DQ� LQWHUDJHQF\
DJUHHPHQW� ZLWK� WKH� 86'$� SURYLGHV� IRU� FURVV�GHVLJQDWLRQ� RI� ODZ� HQIRUFHPHQW
RIILFHUV�WR�DOORZ�VXSSOHPHQWDWLRQ�RI�DJHQF\�ODZ�HQIRUFHPHQW�SHUVRQQHO�UHVRXUFHV
IRU� ODZ� HQIRUFHPHQW� HPHUJHQFLHV�� YLRODWLRQV� LQ� SURJUHVV�� RU� � QHHGV� VSHFLILFDOO\
LGHQWLILHG���)(0$�KDV�GHOHJDWHG�LWV�UROH�IRU�DOO�VWDJHV�RI�3UHVLGHQWLDOO\�GHFODUHG
GLVDVWHUV� XQGHU� WKH�6WDIIRUG�$FW� WR�'2,� XQWLO� )(0$�DUULYHV� �XVXDOO\� DIWHU� WKH
ILUVW����KRXUV��� �'2,�KDV�DOVR� �FUHDWHG�DQ�(PHUJHQF\�&RPPXQLFDWLRQV�3ODQ�IRU
$ODVND�2SHUDWLRQV���'2,�LV�FXUUHQWO\�LQ�WKH�SURFHVV�RI�DVVHVVLQJ�WKH�PDLQWHQDQFH
DQG� UHSDLU� LVVXHV� IRU� LWV� IDFLOLWLHV�� � 7KH� VWXG\� LV� EHLQJ� FRQGXFWHG� E\� WKH� '2,
3ODQQLQJ�� 'HVLJQ�� DQG� &RQVWUXFWLRQ� &RXQFLO� DQG� VKRXOG� EH� FRPSOHWHG� LQ� -XQH
�����

D e p a r t m e n t  o f  St a t e

7KH� 'HSDUWPHQW� RI� 6WDWH� DGPLQLVWHUV� LWVHOI�� RU� LQ� FRRUGLQDWLRQ� ZLWK� RWKHU
DJHQFLHV�� DXWKRULWLHV� GLUHFWHG� WRZDUG� GHWHFWLRQ� DQG� FRQWURO� RI� LQWHUQDWLRQDO
WHUURULVP� WKDW� FRXOG� EH� WDUJHWHG� DJDLQVW� DQ\� RU� DOO� RI� WKH� LQIUDVWUXFWXUH� DUHDV
OLVWHG�LQ�([HFXWLYH�2UGHU����������

Telecommunications

���8�6�&���������SURYLGHV�IRU�RYHUVLJKW�RI�IRUHLJQ�SROLF\�UHODWHG�WR�LQWHUQDWLRQDO
FRPPXQLFDWLRQV�DQG�LQIRUPDWLRQ�SROLF\��DQG�WKH�'HSDUWPHQW�RSHUDWHV�WKH�ZRUOG�
ZLGH�'LSORPDWLF�7HOHFRPPXQLFDWLRQV�6\VWHP�VHUYLQJ�SRVWV�RYHUVHDV�DQG�OLQNLQJ
WKHP�WR�:DVKLQJWRQ�

                                                
205  See, e.g., 18 U.S.C. § 113B; Pub. Law No. 99-399; 22 U.S.C. §§ 2711-12 & 2708; 22
U.S.C. Chapter 64 (aviation security); Pub. Law No. 101-298 (Biological Weapon Control);
22 U.S.C. § 3244 &  Pub. Law No. 99-399 (Nuclear Terrorism).
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Transportation, Gas and Oil Storage, Water Supply
Systems

([HFXWLYH�2UGHU�������DXWKRUL]HV�WKH�6HFUHWDU\�RI�6WDWH�WR�UHFHLYH�DSSOLFDWLRQV
IRU�SHUPLWV�DQG�WR�JUDQW�RU�GHQ\�SHUPLWV�IRU�IDFLOLWLHV�DW�ERUGHUV�FRQQHFWLQJ�WKH
8�6��ZLWK�D�IRUHLJQ�FRXQWU\��VSHFLILFDOO\�SLSHOLQHV�IRU�SHWUROHXP��ZDWHU�RU�VHZDJH
IDFLOLWLHV�� DQG� IDFLOLWLHV� IRU� WKH� WUDQVSRUW� RI� SHUVRQ� RU� SURSHUW\� �H�J��� PRQRUDLO��
7KH�6HFUHWDU\�RI�6WDWH�DOVR� LV�DXWKRUL]HG� WR�DGPLQLVWHU� WUDYHO� FRQWUROV� LQWR�DQG
RXW�RI�WKH�8�6��IRU�DOLHQV�DQG�FLWL]HQV����

Emergency Services

��� 8�6�&�� �� ����� DXWKRUL]HV� VSHFLDO� DJHQWV� RI� WKH� 'HSDUWPHQW� RI� 6WDWH� DQG
)RUHLJQ�6HUYLFH�WR�H[HUFLVH�VSHFLILF�SURWHFWLYH�DQG�DUUHVW�IXQFWLRQV�

Continuity of Government Operations

7KH� 'HSDUWPHQW� RI� 6WDWH� KDV� OHDG� UHVSRQVLELOLW\� XQGHU� 3DUW� ��� RI� ([HFXWLYH
2UGHU� ������ IRU� FRQWLQXLW\� RI� JRYHUQPHQW� DQG� RWKHU� QDWLRQDO� HPHUJHQF\
DFWLYLWLHV�WKDW�DIIHFW�IRUHLJQ�UHODWLRQV�

U n i t e d  St a t e s  I n f o r m a t i o n  A g e n c y

7KH�8�6��,QIRUPDWLRQ�$JHQF\��86,$��LV�UHVSRQVLEOH�IRU�RYHUVHDV�LQIRUPDWLRQ�DQG
HGXFDWLRQ� DQG� FXOWXUDO� H[FKDQJHV�� � 8QGHU� WKH� 3UHVLGHQWªV� PDQGDWHG
UHRUJDQL]DWLRQ� RI� )RUHLJQ� $IIDLUV� $JHQFLHV�� 86,$� ZLOO� EH� LQWHJUDWHG� ZLWK� WKH
6WDWH� 'HSDUWPHQW� ZLWKLQ� WKH� QH[W� WZR� \HDUV�� � 0XFK� RI� 86,$ªV� IXQFWLRQV� DUH
SHUIRUPHG�XVLQJ�FRPPXQLFDWLRQV�V\VWHPV�� LQFOXGLQJ�WKH�,QWHUQHW�DQG�HOHFWURQLF
GDWDEDVHV�DQG� UDGLR� DQG� WHOHYLVLRQ�EURDGFDVWV�� �86,$�XVHV� HOHFWURQLF�PHDQV� WR
OLQN�ZLWK�IRUHLJQ�PHGLD��JRYHUQPHQW�DQG�DFDGHPLD���,W�DOVR�FRQWUROV�DOO�8�6��QRQ�
PLOLWDU\�LQWHUQDWLRQDO�EURDGFDVWLQJ��LQFOXGLQJ�WKH�9RLFH�RI�$PHULFD���0DQ\�RI�WKH
EURDGFDVW� VHUYLFHV� DUH� GHSHQGHQW� RQ� VDWHOOLWHV�� � +RZHYHU�� 86,$� GRHV� QRW
FXUUHQWO\� KDYH� LQ� SODFH� DQ\� DXWKRULWLHV� UHODWLQJ� WR� LQIUDVWUXFWXUH� DVVXUDQFH
WKRXJK�WKH\�GR�KDYH�PDQ\�LQIUDVWUXFWXUH�UHODWHG�DVVHWV�

                                                
206  See 22 U.S.C. § 211a; 8 U.S.C. § 1185; 18 U.S.C. §§ 1541-1546.
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N u c l e a r  R e g u l a t o r y  C o m m i s s i o n

Electrical Power Systems

7KH� $WRPLF� (QHUJ\� $FW� RI� ����� �$($��� DV� DPHQGHG����� DQG� VHFWLRQ� ���� RI� WKH
(QHUJ\�5HRUJDQL]DWLRQ�$FW�RI���������SURYLGH�WKH�15&�ZLWK�OLFHQVLQJ�DQG�UHODWHG
UHJXODWRU\�DXWKRULW\�RYHU�FRPPHUFLDO�QXFOHDU�SRZHU�SODQWV���8QGHU�VHFWLRQ�����RI
WKH� $($����� WKH� 15&� LVVXHV� FRPPHUFLDO� OLFHQVHV� IRU� SURGXFWLRQ� RU� XWLOL]DWLRQ
IDFLOLWLHV� LQFOXGLQJ� QXFOHDU� SRZHU� SODQWV�� 7KH� 15&� PD\� LVVXH� DGGLWLRQDO
VWDQGDUGV� RU� LQVWUXFWLRQV� WR� JRYHUQ� WKH� SRVVHVVLRQ� DQG� XVH� RI� VSHFLDO� QXFOHDU
PDWHULDO�DV�QHFHVVDU\�RU�GHVLUDEOH�WR�SURPRWH�WKH�FRPPRQ�GHIHQVH�DQG�VHFXULW\
RU�WR�SURWHFW�KHDOWK�RU�PLQLPL]H�GDQJHU�WR�OLIH�RU�SURSHUW\������7KH�15&�DOVR�KDV
DXWKRULW\�XQGHU�WKH�$($�IRU�WKH�SURWHFWLRQ�RI�UHVWULFWHG�GDWD�����WR�JXDUG�DJDLQVW
WKH� ORVV� RU� GLYHUVLRQ� RI� VSHFLDO� QXFOHDU� PDWHULDO�� DQG� WR� JRYHUQ� DQ\� DFWLYLW\
DXWKRUL]HG� E\� WKH� $($�� � 7KH� 15&� PD\� UHTXLUH� UHSRUWV�� UHFRUGNHHSLQJ� DQG
LQVSHFWLRQV�IRU�DFWLYLWLHV�FRQGXFWHG�XQGHU�VHFWLRQ�����OLFHQVHV������7KH�15&�PD\
UHYRNH�OLFHQVHV�����RU�LPSRVH�FLYLO�SHQDOWLHV�IRU�YLRODWLRQV�RI�UXOHV��UHJXODWLRQV��RU
OLFHQVLQJ�SURYLVLRQV������&ULPLQDO�SHQDOWLHV�DUH�DOVR�DYDLODEOH�IRU�YLRODWLRQ�RI�$($
SURYLVLRQV�RU�DFWV�RI�VDERWDJH���7KH�$WWRUQH\�*HQHUDO�HQIRUFHV�VXFK�SURYLVLRQV����

7KHVH�VWDWXWRU\�DXWKRULWLHV�DUH�LPSOHPHQWHG�E\�FKDSWHU���RI�7LWOH����RI�WKH�&RGH
RI� )HGHUDO� 5HJXODWLRQV�� � 7KH� 15&� KDV� SURPXOJDWHG� UHJXODWLRQV� JRYHUQLQJ� WKH
FULWHULD� DQG� SURFHGXUHV� IRU� GHWHUPLQLQJ� HOLJLELOLW\� IRU� DFFHVV� WR� UHVWULFWHG� GDWD�
                                                
207  42 U.S.C. § 2011 et seq.
208  42 U.S.C. § 5811.
209  42 U.S.C. § 2133.
210  See 42 U.S.C. § 2201(b).
211  The NRC has further authority for prescribing rules and regulations necessary to prevent
unauthorized disclosure of a licensee’s or applicant’s safeguards information. See 42 U.S.C. §
2167.
212  This includes a provision of the Energy Reorganization Act of 1974 that requires that
directors and responsible officers of companies constructing, owning, operating, or supplying
components for AEA licensed activities report to the NRC that a facility, activity, or basic
component supplied to such facility fails to comply with AEA provisions or any applicable
NRC rule, regulation, order or license pertaining to safety hazards.  42 U.S.C. § 5846.
213  42 U.S.C. § 2236.
214  42 U.S.C. § 2282.  Injunctive relief for violations of the AEA, or regulations thereunder, is
also available with the assistance of the Attorney General of the United States.  42 U.S.C. §
2280.
215  See 42 U.S.C. § 2271 et seq.
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QDWLRQDO� VHFXULW\� LQIRUPDWLRQ�� VSHFLDO� QXFOHDU� PDWHULDO� DQG� � HPSOR\PHQW
FOHDUDQFH�� UHSRUWLQJ� RI� GHIHFWV� DQG� QRQFRPSOLDQFH�� GRPHVWLF� OLFHQVLQJ� RI
SURGXFWLRQ�DQG�XWLOL]DWLRQ�IDFLOLWLHV��SK\VLFDO�SURWHFWLRQ�RI�SODQWV�DQG�PDWHULDOV�
PDWHULDO�FRQWURO�DQG�DFFRXQWLQJ�RI�VSHFLDO�QXFOHDU�PDWHULDO��DQG�VHFXULW\�IDFLOLW\
DSSURYDO�DQG�VDIHJXDUGLQJ�RI�QDWLRQDO�VHFXULW\�LQIRUPDWLRQ�DQG�UHVWULFWHG�GDWD�

Transportation

,PSOHPHQWDWLRQ� RI� DXWKRULW\� WR� LPSRVH� UHTXLUHPHQWV� IRU� WUDQVSRUWDWLRQ� RI
QXFOHDU� PDWHULDOV� LV� OLPLWHG� WR� VDIH� SDFNDJLQJ� UHTXLUHPHQWV� WR� HQVXUH
UDGLRORJLFDO� KHDOWK� DQG� VDIHW\�� DQG� WR� VDIHJXDUG� UHTXLUHPHQWV� WR� DVVXUH� WKH
VHFXULW\�RI�GHVLJQDWHG� VKLSPHQWV� RI�QXFOHDU�PDWHULDO� IURP�VDERWDJH�� �7KH�15&
KDV�WKH�DXWKRULW\�WR�HVWDEOLVK�E\�UXOHV��UHJXODWLRQ��RU�RUGHU�VXFK�VWDQGDUGV�DQG
LQVWUXFWLRQV�WR�JRYHUQ�WKH�SRVVHVVLRQ�DQG�XVH�RI�VSHFLDO�QXFOHDU�PDWHULDO�DV�WKH
15&� PD\� GHHP� QHFHVVDU\� RU� GHVLUDEOH� WR� SURPRWH� WKH� FRPPRQ� GHIHQVH� DQG
VHFXULW\�RU� WR�SURPRWH�KHDOWK�RU� WR�PLQLPL]H�GDQJHU� WR� OLIH� RU�SURSHUW\����� �7KH
15&� PD\� DOVR� SURPXOJDWH� UXOHV� RU� UHJXODWLRQV� WR� JXDUG� DJDLQVW� WKH� ORVV� RU
GLYHUVLRQ� RI� VSHFLDO� QXFOHDU� PDWHULDO� DQG� WR� SUHYHQW� � VXFK� XVH� RU� GLVSRVLWLRQ
WKHUHRI� DV� WKH� 15&� GHWHUPLQHV� WR� EH� LQLPLFDO� WR� WKH� FRPPRQ� GHIHQVH� DQG
VHFXULW\����

F e d e r a l  E n e r g y  R e g u l a t o r y  C o m m i s s i o n

7KH� )HGHUDO� (QHUJ\� 5HJXODWRU\� &RPPLVVLRQ� �)(5&�� ZDV� HVWDEOLVKHG� E\� WKH
'HSDUWPHQW� RI� (QHUJ\� 2UJDQL]DWLRQ� $FW����� � )(5&� KDV� DXWKRULWLHV� UHODWLQJ� WR
PDQ\� DVSHFWV� RI� LQWHUVWDWH� HQHUJ\� JHQHUDWLRQ�� WUDQVPLVVLRQ� DQG� VDOH� FRYHULQJ
HOHFWULF�IDFLOLWLHV��K\GURHOHFWULF�IDFLOLWLHV��DQG�RLO�DQG�JDV�IDFLOLWLHV�

Electric Facilities (Non-Hydroelectric)

8QGHU�WKH�)HGHUDO�3RZHU�$FW��)3$������)(5&�KDV�WKH�IROORZLQJ�DXWKRULWLHV�RYHU
LQWHUVWDWH� WUDQVPLVVLRQ� DQG� ZKROHVDOH� VDOH� RI� HOHFWULF� SRZHU�� ���� � UHSRUWLQJ
UHTXLUHPHQWV������LQYHVWLJDWRU\�DXWKRULW\������DXWKRULW\�WR�UHTXLUH�LQWHUFRQQHFWLRQ

                                                
216  42 U.S.C. § 2201(b).
217  42 U.S.C. § 2201(i). The implementing regulations are located at 10 C.F.R. Parts 71
(packaging and transportation of radioactive material) & 73 (physical protection of plants and
materials).
218  42 U.S.C. §§ 7101-7352.
219  16 U.S.C. §§ 791a-825r.
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DQG�VHUYLFHV������UDWH�DQG�VHUYLFH�RYHUVLJKW�DXWKRULWLHV��DQG�����FRQVXOWDWLRQ�DQG
RWKHU�JHQHUDO�DXWKRULWLHV�

0RUH� VSHFLILFDOO\�� )(5&� KDV� WKH� JHQHUDO� DXWKRULW\�� GHOHJDWHG� IURP� '2(�� WR
UHTXLUH� SXEOLF� XWLOLWLHV� WR� ILOH� SHULRGLF� RU� VSHFLDO� UHSRUWV� §DV� QHFHVVDU\� RU
DSSURSULDWH� WR� DVVLVW� WKH� &RPPLVVLRQ� LQ� WKH� SURSHU� DGPLQLVWUDWLRQ� RI� WKLV� $FW
>)3$@�¨�����,Q�DGGLWLRQ��)(5&�KDV�WKH�DXWKRULW\�WR�UHTXLUH�SXEOLF�XWLOLWLHV�WR�PDNH
UHSRUWV� UHJDUGLQJ� DQWLFLSDWHG� VKRUWDJHV�� WR� PDNH� DQG� SHULRGLFDOO\� UHYLVH
FRQWLQJHQF\�SODQV�WR�GHDO�ZLWK�VKRUWDJHV��DQG�WR�DFFRPPRGDWH�DQ\�VKRUWDJHV�LQ�D
PDQQHU� WKDW� JLYHV� GXH� FRQVLGHUDWLRQ� WR� SXEOLF� KHDOWK� DQG� VDIHW\����� � 6XFK
VWDWXWRU\�DXWKRULW\�DQG�WKH�LPSOHPHQWLQJ�UXOHV�ZHUH�ZULWWHQ�WR�LQVXUH�FRQWLQXLW\
RI�VHUYLFH�WR�FXVWRPHUV�RI�SXEOLF�XWLOLWLHV���)(5&�DOVR�UHTXLUHV�LQIRUPDWLRQ�WR�EH
WUDQVPLWWHG�DQQXDOO\�E\�WUDQVPLWWLQJ�XWLOLWLHV�UHJDUGLQJ�DYDLODEOH�WUDQVPLVVLRQ
FDSDFLW\�DQG�NQRZQ�FRQVWUDLQWV����

�)(5&�KDV�DXWKRULW\�WR�FRQGXFW�LQYHVWLJDWLRQV�UHJDUGLQJ�YLRODWLRQV�RI�WKH�)3$�RU
LWV�UHJXODWLRQV�DQG�WR�DFTXLUH�LQIRUPDWLRQ�WR�VHUYH�DV�D�EDVLV�IRU�UHFRPPHQGLQJ
IXUWKHU�OHJLVODWLRQ������)(5&ªV�UXOHV�UHODWLQJ�WR�LQYHVWLJDWLRQV�DUH�FRQWDLQHG�LQ���
&�)�5��3DUW��E�

8SRQ� DSSOLFDWLRQ� RI� D� 6WDWH� FRPPLVVLRQ� RU� DQ\� SHUVRQ� HQJDJHG� LQ� WKH
WUDQVPLVVLRQ� RU� VDOH� RI� HOHFWULF� HQHUJ\�� )(5&� PD\� GLUHFW� D� SXEOLF� XWLOLW\� WR
HVWDEOLVK� SK\VLFDO� FRQQHFWLRQ� RI� LWV� WUDQVPLVVLRQ� IDFLOLWLHV� ZLWK� RWKHU� IDFLOLWLHV�
DQG� WR� VHOO�DQG�H[FKDQJH�HQHUJ\�� �7KLV�DXWKRULW\� LV� VXEMHFW� WR� D�SXEOLF� LQWHUHVW
VWDQGDUG��DQG�PD\�QRW�EH�XVHG�WR�FRPSHO�WKH�HQODUJHPHQW�RI�JHQHUDWLQJ�IDFLOLWLHV�
RU� LI� WKH� FRQQHFWLRQ� ZRXOG� LPSDLU� WKH� DELOLW\� RI� WKH� XWLOLW\� WR� UHQGHU� DGHTXDWH
VHUYLFH� WR� LWV� FXVWRPHUV����� �8QGHU� D� VLPLODU� SURFHGXUH�� DIWHU� D� FRPSODLQW� E\� D
6WDWH�&RPPLVVLRQ��)(5&�PD\�UHTXLUH�D�XWLOLW\� WR� SURYLGH�DQ�DGHTXDWH� OHYHO� RI
VHUYLFH�DV�GHWHUPLQHG�E\�)(5&����

)(5&ªV�UDWH�DQG�VHUYLFH�RYHUVLJKW�DXWKRULWLHV�DOORZ�UHYLHZ�RI�UXOHV��UHJXODWLRQV�
FRQWUDFWV�DQG�SUDFWLFHV�DIIHFWLQJ�UDWHV�ZLWKLQ�LW�MXULVGLFWLRQ�WR�GHWHUPLQH�ZKHWKHU
WKH\�DUH�XQMXVW��XQUHDVRQDEOH��RU�XQGXO\�GLVFULPLQDWRU\�� �8SRQ�VXFK�D� ILQGLQJ�

                                                
220  16 U.S.C. § 825c (by delegation from DOE per Delegation Order No. 0204-1).
221  See 16 U.S.C. § 824a(g); 18 C.F.R. Part 294.
222  16 U.S.C. § 8241; 18 C.F.R. § 141.300 (requiring filing of Form No. 715).
223  16 U.S.C. § 825f; 16 U.S.C. § 825j (by delegation from DOE per Delegation Order No.
0204-1).
224  See 16 U.S.C. § 824a(b); see also 16 U.S.C. § 824i (additional interconnection
authorities).
225  16 U.S.C. § 824f.
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)(5&� PD\� GHWHUPLQH� MXVW� DQG� UHDVRQDEOH� WHUPV� WR� EH� WKHUHDIWHU� REVHUYHG����
)(5&� QRWHG� WKLV� DXWKRULW\� DV� KDYLQJ� SRWHQWLDO� DSSOLFDWLRQV� IRU� DGGUHVVLQJ
UHOLDELOLW\� FRQFHUQV�� � )(5&� KDV� XVHG� UHODWHG� DXWKRULWLHV� WR� SURPXOJDWH� UXOHV
UHJDUGLQJ�WKH�UHTXLUHPHQWV�IRU�UDWH�VFKHGXOHV���RIIHU�RI�QRQ�GLVFULPLQDWRU\�RSHQ
DFFHVV� WUDQVPLVVLRQ����� DQG� XWLOLW\� SDUWLFLSDWLRQ� LQ� HOHFWURQLF� LQIRUPDWLRQ
V\VWHPV����

8QGHU�3853$��'2(� LV� WR� FRQVXOW�ZLWK�)(5&�ZLWK� UHVSHFW� WR� UHTXHVWLQJ�� IURP
WLPH� WR� WLPH�� WKH� UHOLDELOLW\� FRXQFLOV� RU� RWKHU� DSSURSULDWH� SHUVRQV� �LQFOXGLQJ
IHGHUDO�DJHQFLHV��WR�H[DPLQH�DQG�UHSRUW�FRQFHUQLQJ�DQ\�HOHFWULF�XWLOLW\�UHOLDELOLW\
LVVXH��DQG�UHFRPPHQGLQJ�LQGXVWU\�VWDQGDUGV�IRU�UHOLDELOLW\�WR�WKH�HOHFWULF�XWLOLW\
LQGXVWU\�� LQFOXGLQJ� VWDQGDUGV�ZLWK� UHVSHFW� WR� HTXLSPHQW�� RSHUDWLQJ�SURFHGXUHV�
DQG�WUDLQLQJ�RI�SHUVRQQHO�

,Q�DGGLWLRQ�WR�WKHVH�DXWKRULWLHV��)(5&�DOVR�KDV�JHQHUDO�DXWKRULW\�WR�§SHUIRUP�DQ\
DQG� DOO� DFWV�DV� LW� PD\� ILQG� QHFHVVDU\� RU� DSSURSULDWH� WR� FDUU\� RXW� RI� WKH
SURYLVLRQV� RI� WKLV� $FW� >)3$@�¨���� � � )(5&� PD\� VHHN� FRXUW� RUGHUV� WR� HQIRUFH
SURYLVLRQV�RI�WKH�)3$�RU�DQ\�UXOH�RU�RUGHU�WKHUHXQGHU�

)(5&�2UGHU�1R���������UHTXLUHV�WKDW�SXEOLF�XWLOLWLHV�WKDW�RZQ��FRQWURO��RU�RSHUDWH
LQWHUVWDWH� WUDQVPLVVLRQ� IDFLOLWLHV� WR� SDUWLFLSDWH� LQ� DQ� HOHFWURQLF� LQIRUPDWLRQ
V\VWHP��2$6,6�� LQ�RUGHU� WR�GLVVHPLQDWH� WUDQVPLVVLRQ� LQIRUPDWLRQ�RQ�D�XQLIRUP
EDVLV�� � )(5&� LQFOXGHG� LQ� WKH� UXOH� VHFXULW\� PHDVXUHV� WKDW� ZHUH� SURSRVHG� E\
LQGXVWU\�LQFOXGLQJ�GDWD�HQFU\SWLRQ��ILUHZDOOV��DQG�XVH�RI�SDVVZRUGV���7KH�LQLWLDO
SKDVH� RI� FRPSOLDQFH� ZLWK� WKHVH� UHTXLUHPHQWV� ZDV� WR� EH� FRPSOHWHG� LQ� -DQXDU\
�������)(5&�LV�FRQVLGHULQJ�D�VHFRQG�SKDVH�RI�LPSOHPHQWDWLRQ�WKDW�ZRXOG�UHTXLUH
DGGLWLRQDO� IXQFWLRQV� DQG� SHUIRUPDQFH� UHTXLUHPHQWV�� � )(5&� GRHV� QRW� YLHZ
SRWHQWLDO� F\EHU� WKUHDWV� DV� SRVLQJ� D� VLJQLILFDQW� GDQJHU� WR� WKH� 2$6,6� V\VWHP
EHFDXVH�LW�LV�QRW�GLUHFWO\�OLQNHG�WR�LQGXVWU\�RSHUDWLQJ�V\VWHPV�

Hydroelectric Facilities

)(5&ªV�DXWKRULW\�WR�LVVXH�OLFHQVHV�IRU�K\GURHOHFWULF�IDFLOLWLHV�LQFOXGHV�UHJXODWLRQV
UHJDUGLQJ�WKH�NHHSLQJ�RI�UHFRUGV��LQYHVWLJDWRU\�DXWKRULWLHV��DQG�UHTXLUHPHQWV�IRU
FRQVWUXFWLRQ��PDLQWHQDQFH�DQG�RSHUDWLRQ�� � �0DQ\�RI�)(5&ªV� UHJXODWLRQV� LQ� WKLV

                                                
226  See 16 U.S.C. §§ 824d & 824e.
227  See 18 C.F.R. Part 35.
228  See 18 C.F.R. Part 37.
229  16 U.S.C. § 825h.
230  61 Fed. Reg. 21,737 (May 10, 1996), FERC Stats. & Regs. Para. 31.035 (1996), order on
reh’g, Order No. 889-A, 62 Fed. Reg. 12,484 (March 14, 1997), FERC Stats. & Regs. Para.
31,049 (1997), reh’g pending.



60

DUHD� UHTXLUH� FRRUGLQDWLRQ� RU� DGKHUHQFH� WR� RWKHU� IHGHUDO� HQWLW\� UXOHV� RU
UHJXODWLRQV��)(5&�ZRUNV�FORVHO\�LQ�WKLV�DUHD�ZLWK�PDQ\�RWKHU�LQWHUHVWHG�SDUWLHV�
VXFK� DV� WKH� 8�6�� &RDVW� *XDUG�� 8�6�� $UP\� &RUSV� RI� (QJLQHHUV�� WKH� %XUHDX� RI
5HFODPDWLRQ�� 15&�� '2(�� )(0$�� DQG� WKH� :DVKLQJWRQ� 6WDWH� 'HSDUWPHQW� RI
(FRORJ\���7KHVH�HQWLWLHV��DQG�DGGLWLRQDO�UHJLRQDO�DJHQFLHV��ZHUH�DOO�LGHQWLILHG�E\
)(5&�DV�KDYLQJ�D�VWDNH�LQ�LQIUDVWUXFWXUH�DVVXUDQFH�IRU�K\GURHOHFWULF�IDFLOLWLHV�

Gas and Oil Storage and Transportation

)(5&�KDV�DXWKRULW\��GHOHJDWHG� IURP�'2(�� WR� DSSURYH� RU� GLVDSSURYH� WKH� VLWLQJ�
FRQVWUXFWLRQ� DQG� RSHUDWLRQ� RI� QHZ� GRPHVWLF� IDFLOLWLHV� DW� WKH� SODFH� RI� HQWU\� IRU
LPSRUWV� RU� H[LW� IRU� H[SRUWV�� XQOHVV� WKH� $VVLVWDQFH� 6HFUHWDU\� H[HUFLVHV� WKLV
GLVDSSURYDO� DXWKRULW\�� � )(5&�DOVR� KDV� DXWKRULW\� RYHU� WKH� UDWHV� DQG� FKDUJHV� RI
QDWXUDO� JDV� FRPSDQLHV�� �5DWHV�PXVW� EH� ILOHG�ZLWK�)(5&�DQG�PXVW� EH� MXVW� DQG
UHDVRQDEOH��,W�KDV�DXWKRULW\�WR�DOWHU�QDWXUDO�JDV�WDULIIV�LI�IRXQG�QRW�WR�EH�MXVW�DQG
UHDVRQDEOH��DQG�WR�UHTXLUH�QDWXUDO�JDV�FRPSDQLHV�WR�H[WHQG�RU�LPSURYH�WKHLU�JDV
WUDQVSRUWDWLRQ� IDFLOLWLHV� DQG� WR� HVWDEOLVK� SK\VLFDO� FRQQHFWLRQV� ZLWK� RWKHU
IDFLOLWLHV�� � )(5&� PXVW� SURYLGH� DSSURYDO� EHIRUH� DQ\� QDWXUDO� JDV� FRPSDQ\� FDQ
XQGHUWDNH� RU� FRPSOHWH� FRQVWUXFWLRQ�� RSHUDWLRQ�� DFTXLVLWLRQ�� H[WHQVLRQ�� RU
LPSURYHPHQW� RI� IDFLOLWLHV� XVHG� IRU� WKH� WUDQVSRUWDWLRQ� RI� JDV� LQ� LQWHUVWDWH
FRPPHUFH��,W�PD\�LPSRVH�UHDVRQDEOH�FRQGLWLRQV�RQ�VXFK�DXWKRUL]DWLRQV���$OO�VXFK
DXWKRULWLHV�DUH�GHULYHG�IURP�WKH�1DWXUDO�*DV�$FW��1*$�����

)(5&�DOVR�KDV�DXWKRULW\�RYHU�WKH�UDWHV�DQG�SUDFWLFHV�RI�RLO�SLSHOLQHV�SXUVXDQW�WR
WKH�,QWHUVWDWH�&RPPHUFH�$FW������)(5&ªV�DXWKRULW\�WR�UHYLHZ�RLO�FRPSDQ\�WDULIIV
DQG� WR� LPSRVH� WHUPV� DQG� FRQGLWLRQV� FRXOG� EH� XVHG� WR� IXUWKHU� LQIUDVWUXFWXUH
DVVXUDQFH�REMHFWLYHV�

D e p a r t m e n t  o f  A g r i c u l t u r e

7KH� 'HSDUWPHQW� RI� $JULFXOWXUH� �$JULFXOWXUH�� KDV� QXPHURXV� JUDQW� DQG� ORDQ
SURJUDPV�LQ�SODFH�WR�DVVLVW�UXUDO�DUHDV�LQ�UHFHLYLQJ�LPSRUWDQW�VHUYLFHV�WKDW�WRXFK
RQ�PDQ\�RI�WKH�FULWLFDO�LQIUDVWUXFWXUHV���7KH\�LQFOXGH�WKH�5XUDO�8WLOLWLHV�6HUYLFH�
WKH�5XUDO�+RXVLQJ�6HUYLFH��DQG�WKH�5XUDO�%XVLQHVV�&RRSHUDWLYH�6HUYLFH�� �7KHVH
ORDQ�DQG�JUDQW�SURJUDPV�DUH�XVHG�WR�IRVWHU�WHOHFRPPXQLFDWLRQV��HOHFWULF��RLO�DQG
JDV�� ZDWHU�� WUDQVSRUWDWLRQ� DQG� EDQNLQJ� DQG� ILQDQFH� UHODWHG� VHUYLFHV� LQ� UXUDO
DUHDV���/RDQV�DQG�JUDQWV�DUH�DOVR�DYDLODEOH�WR�LPSURYH�HPHUJHQF\�VHUYLFHV�VXFK
DV� ILUH� DQG� UHVFXH� VTXDGV�� � 7KHVH� SURJUDPV� XVXDOO\� UHTXLUH� FRPSOLDQFH� ZLWK

                                                
231  15 U.S.C. §§ 717b et seq.
232  49 U.S.C. §§ 1(5), 2, 6, 15(1) & 15(7).
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$JULFXOWXUH�UHJXODWLRQV�LQ�FRQVWUXFWLQJ�RU�RSHUDWLQJ�IDFLOLWLHV�ZLWK�ORDQ�RU�JUDQW
IXQGV���7KH�'HSDUWPHQW�RI�$JULFXOWXUH�FXUUHQWO\�QRWHV�WKDW�WKHVH�UHJXODWLRQV�GR
QRW�VSHFLILFDOO\�WDNH�LQWR�DFFRXQW�WKH�QHHG�WR�ZLWKVWDQG�SK\VLFDO�RU�F\EHU�DWWDFN�
RU� RWKHU� LQIUDVWUXFWXUH�DVVXUDQFH� UHODWHG� LVVXHV�� �$GGLWLRQDO� SURJUDPV�� VXFK�DV
WKH�'LVWDQFH�/HDUQLQJ�DQG�7HOHPHGLFLQH�SURMHFW�PD\�DOVR�QHHG�WR�EH�UHYLHZHG�WR
HQVXUH� WKDW� WKH\�DGHTXDWHO\� WDNH� LQWR�DFFRXQW� F\EHU�DQG� RWKHU� WKUHDWV� LQ� WKHLU
RSHUDWLRQV�DQG�UHJXODWLRQV�

T h e  S e c u r i t i e s  a n d  E x c h a n g e
C o m m i s s i o n

7KH� 6HFXULWLHV� DQG� ([FKDQJH� &RPPLVVLRQ� �6(&�� KDV� YDULRXV� DXWKRULWLHV� WR
UHVSRQG� WR� HPHUJHQFLHV� XQGHU� � WKH� 6HFXULWLHV� ([FKDQJH� $FW� RI� ����� DQG� WKH
,QYHVWPHQW� &RPSDQ\� $FW� RI� ������ � 7KH� 6(&ªV� HPHUJHQF\� DXWKRULWLHV� PD\
JHQHUDOO\�EH�LQYRNHG�ZKHQ�WKHUH�LV�D�PDMRU�PDUNHW�GLVWXUEDQFH�FKDUDFWHUL]HG�E\
WKH�RFFXUUHQFH�RU�VXEVWDQWLDO�WKUHDW�RI�HLWKHU�VXGGHQ�RU�H[FHVVLYH�SULFH�YRODWLOLW\
RU� VXEVWDQWLDO� GLVUXSWLRQ� RI� WKH� VDIH� RU� HIILFLHQW� RSHUDWLRQ� IRU� FOHDUDQFH� DQG
VHWWOHPHQW������,Q�WKH�HYHQW�RI�VXFK�DQ�HPHUJHQF\���WKH�6(&�PD\�������VXVSHQG�DOO
WUDGLQJ� LQ� QRQH[HPSW� VHFXULWLHV� RQ� DQ� H[FKDQJH� RU� RII�H[FKDQJH� IRU� XS� WR� ��
FDOHQGDU�GD\V������VXVSHQG�WUDGLQJ�RI�QRQH[HPSW�LQGLYLGXDO�VHFXULWLHV�DQG�JURXSV
RI� VHFXULWLHV� IRU� QR�PRUH� WKDQ� ��� EXVLQHVV� GD\V�� ���� DOWHU� H[LVWLQJ� &RPPLVVLRQ
DQG� VHOI�UHJXODWRU\� RUJDQL]DWLRQ� �652�� UXOHV� RU� LPSRVH� QHZ� UHVWULFWLRQV� DQG
DSSURYH� 652� UXOHV� RQ� DQ� H[SHGLWHG� EDVLV�� DQG� ���� WDNH� HPHUJHQF\� DFWLRQ�ZLWK
UHVSHFW� WR� PXWXDO� IXQG� UHGHPSWLRQV�� � 7KH� &RPPLVVLRQ� LV� DOVR� DXWKRUL]HG� WR
DSSURYH� 652� UXOHV� ZKLFK� DOORZ� VRPH� H[FKDQJHV� WR� FRQGXFW� WUDGLQJ� KDOWV� LQ
UHVSRQVH�WR�QDWLRQDO�VHFXULW\�VLWXDWLRQV�� � ,QGLYLGXDO�652�WUDGH�KDOWV�KDYH�EHHQ
XVHG� LQIUHTXHQWO\��EXW�KDYH�EHHQ� VXFFHVVIXO� HQRXJK� WR� REYLDWH� WKH�QHHG� IRU� WKH
6(&�WR�LQYRNH�LWV��DXWKRULW\�WR�KDOW�WUDGLQJ�

B o a r d  o f  G o v e r n o r s  o f  t h e  F e d e r a l
R e s e r v e  S y s t e m

7KH� %RDUG� RI� *RYHUQRUV� RI� WKH� )HGHUDO� 5HVHUYH� 6\VWHP� �)HGHUDO� 5HVHUYH�� KDV
DXWKRULW\�UHODWHG�GLUHFWO\�WR�RQO\�RQH�RI�WKH�FULWLFDO�LQIUDVWUXFWXUHV�EHLQJ�VWXGLHG

                                                
233  15 U.S.C. § 781(k)(6).
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E\� WKH�&RPPLVVLRQ¦EDQNLQJ� DQG� ILQDQFH�� �+RZHYHU�� WKH� )HGHUDO� 5HVHUYH� DOVR
PD\� H[HUFLVH� FHUWDLQ� SRZHUV�� VXFK� DV� PDNLQJ� SURSHUO\� VHFXUHG� ORDQV� WR
LQGLYLGXDOV��SDUWQHUVKLSV�RU�FRUSRUDWLRQV��ZKLFK�PD\�LQGLUHFWO\�LPSDFW�WKH�RWKHU
FULWLFDO�LQIUDVWUXFWXUHV�OLVWHG�LQ�([HFXWLYH�2UGHU����������

Banking and Finance

7KH�)HGHUDO�5HVHUYH�KDV�DXWKRULW\�WR�H[DPLQH�FHUWDLQ�GHSRVLWRU\�LQVWLWXWLRQV�DQG
RWKHU� ILQDQFLDO� LQVWLWXWLRQV� IRU� WKH� SXUSRVH� RI� DGGUHVVLQJ� WKH� VDIHW\� DQG
VRXQGQHVV�RI�WKHLU�EXVLQHVV�SUDFWLFHV���7KH�LQVWLWXWLRQV�LQFOXGH�PHPEHU�EDQNV�RI
WKH�)HGHUDO�5HVHUYH�6\VWHP����� UHJLVWHUHG�EDQN�KROGLQJ� FRPSDQLHV�����(GJH�$FW
FRUSRUDWLRQV� DQG� DJUHHPHQW� FRUSRUDWLRQV����� IRUHLJQ� EUDQFKHV� RI� 8�6�� PHPEHU
EDQNV����� 8�6�� EUDQFKHV�� DJHQFLHV�� DQG� DIILOLDWHV� RI� IRUHLJQ� EDQNV����
UHSUHVHQWDWLYH�RIILFHV�RI�IRUHLJQ�EDQNV�����DQG�)HGHUDO�5HVHUYH�EDQNV�������$PRQJ
WKH� HQIRUFHPHQW� DFWLRQV� WKDW� WKH� )HGHUDO� 5HVHUYH� PD\� WDNH� DJDLQVW� WKHVH
ILQDQFLDO� LQVWLWXWLRQV� DUH� FHDVH� DQG� GHVLVW� RUGHUV����� RUGHUV� RI� UHPRYDO� DQG
SURKLELWLRQ����� DQG� RUGHUV� RI� DVVHVVPHQW� RI� FLYLO� PRQHWDU\� SHQDOWLHV����� %DQN
6HUYLFH� &RUSRUDWLRQV� DUH� DOVR� VXEMHFW� WR� H[DPLQDWLRQ� DQG� UHJXODWLRQ� E\
DSSURSULDWH�IHGHUDO�EDQNLQJ�DJHQFLHV����

7KH�%DQN�3URWHFWLRQ�$FW����SHUPLWV�WKH�)HGHUDO�5HVHUYH��WKH�&RPSWUROOHU�RI�WKH
&XUUHQF\�� WKH� )HGHUDO� 'HSRVLW� ,QVXUDQFH� &RUSRUDWLRQ�� DQG� WKH� 'LUHFWRU� RI� WKH
2IILFH�RI�7KULIW�6XSHUYLVLRQ�� WR� LVVXH� UXOHV�HVWDEOLVKLQJ�PLQLPXP�VWDQGDUGV� IRU
EDQNV� DQG� VDYLQJV� DQG� ORDQ� DVVRFLDWLRQV� ZLWK� UHJDUG� WR� WKH� LQVWDOODWLRQ�
PDLQWHQDQFH�� DQG� RSHUDWLRQ� RI� VHFXULW\� GHYLFHV� DQG� SURFHGXUHV�� LQ� RUGHU� WR

                                                
234  See, e.g., 12 U.S.C. §§ 343 & 347c.
235  12 U.S.C. §§ 325-326.
236  12 U.S.C. § 18439c.
237  12 U.S.C. §§ 625 & 602.
238  12 U.S.C. § 602.
239  12 U.S.C. § 3105.
240  12 U.S.C.. § 3107.
241  12 U.S.C. § 248(j), 485.
242  12 U.S.C. § 1818(b).
243  12 U.S.C. § 1818(e).
244  12 U.S.C. §§ 1818(i) & 1847.
245  See 12 U.S.C. §§ 1861-67.
246  12 U.S.C. §§ 1881-84.
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GLVFRXUDJH�UREEHULHV��EXUJODULHV��DQG�ODUFHQLHV�DQG�WR�DVVLVW�LQ�WKH�LGHQWLILFDWLRQ
DQG�DSSUHKHQVLRQ�RI�SHUVRQV�ZKR�FRPPLW�VXFK�DFWV����

7KH� )HGHUDO� 5HVHUYH� KDV� VHYHUDO� XQLTXH� DXWKRULWLHV� WKDW� PD\� DOORZ� IRU
UHFRQVWLWXWLRQ� RI� WKH� EDQNLQJ� DQG� ILQDQFH� LQIUDVWUXFWXUH�� �8QGHU� VHFWLRQV� ���E�
DQG� ������ RI� WKH� )HGHUDO� 5HVHUYH� $FW����� D� )HGHUDO� 5HVHUYH� %DQN� PD\� PDNH
DSSURSULDWHO\�VHFXUHG�DGYDQFHV�WR�PHPEHU�EDQNV�DW�DSSURSULDWH�UDWHV�VXEMHFW�WR
UXOHV� DQG� UHJXODWLRQV� RI� WKH� 5HVHUYH� %RDUG����� � 7KH� %RDUG� RI� *RYHUQRUV� PD\
VXVSHQG�� IRU� D� SHULRG� QRW� WR� H[FHHG� WKLUW\� GD\V�� DQ\� UHVHUYH� UHTXLUHPHQWV
VSHFLILHG� LQ� WKH� )HGHUDO� 5HVHUYH� $FW����� � 7KH� %RDUG� LV� DOVR� UHVSRQVLEOH� IRU� WKH
FLUFXODWLRQ�RI�VXIILFLHQW�FXUUHQF\�WR�PHHW�WKH�QHHGV�RI�WKH�HFRQRP\������,Q�DGGLWLRQ
WR�LWV�UXOHPDNLQJ�DXWKRULW\�IRU�WKH�DXWRPDWLRQ�RI�WKH�FKHFN�SURFHVVLQJ�V\VWHP����
WKH� )HGHUDO� 5HVHUYH� PD\� VXVSHQG� FHUWDLQ� UHTXLUHPHQWV� UHJDUGLQJ� WKH
DYDLODELOLW\� RI� IXQGV� GHSRVLWHG� E\� FKHFN� LQ� WKH� HYHQW� RI� DQ\� LQWHUUXSWLRQ� RI
FRPPXQLFDWLRQ�IDFLOLWLHV��VXVSHQVLRQ�RI�SD\PHQWV�E\�DQRWKHU�LQVWLWXWLRQ��ZDU��RU
RWKHU�HPHUJHQF\�EH\RQG�WKH�FRQWURO�RI�WKH�GHSRVLWRU\�LQVWLWXWLRQ����

F e d e r a l  D e p o s i t  I n s u r a n c e  C o r p o r a t i o n

7KH�)HGHUDO�'HSRVLW�,QVXUDQFH�&RUSRUDWLRQ��)',&��WDNHV�D�YHU\�DFWLYH�UROH�LQ�WKH
DVVXUDQFH� RI� WKH� EDQNLQJ� LQIUDVWUXFWXUH�� � 7KURXJK� LWV� UHJXODWRU\� DXWKRULW\� WR
FRQGXFW�H[DPLQDWLRQV�RI� LQVXUHG�EDQNV�DQG�GHSRVLWRU\� LQVWLWXWLRQV����� WKH�)',&
KDV�SXW�LQ�SODFH�UHJXODWLRQV�DQG�SROLFLHV�LQWHQGHG�WR�UHVSRQG�WR�WKH�ULVNV�SRVHG�WR
EDQNV�E\�WKH�LQWHJUDWLRQ�RI�FRPSXWHU�WHFKQRORJ\� LQWR�UHWDLO�EDQNLQJ�RSHUDWLRQV�
,Q� )HEUXDU\� ������ WKH� )',&� LVVXHG� � � WKH� (OHFWURQLF� %DQNLQJ� 6DIHW\� DQG
6RXQGQHVV�3URFHGXUHV�DQG�)LQDQFLDO�,QVWLWXWLRQ�/HWWHU��),/��������WR�DOO�LQVXUHG
ILQDQFLDO� LQVWLWXWLRQV�� � � 7KH� LVVXDQFH� UHVXOWHG� IURP� UHTXHVWV� � RI� WKH� EDQNLQJ
LQGXVWU\�IRU�JXLGDQFH�RQ�VDIHW\�DQG�VRXQGQHVV�RI�SUDFWLFHV�LQ�HOHFWURQLF�EDQNLQJ�
7KH� 3URFHGXUHV� QRW� RQO\� LGHQWLI\� ULVNV�� EXW� DOVR� UHTXLUH� H[DPLQHUV� WR� PRQLWRU
EDQN�SUDFWLFHV�WR�HQVXUH�WKH�DSSURSULDWH�VDIHJXDUGV�DUH�LQ�SODFH���7KH�VDIHJXDUGV

                                                
247  See Regulation P, 12 C.F.R. Part 216.
248  12 U.S.C. §§ 347b & 347.
249  See generally Regulation A, 12 C.F.R. § 201.
250  12 U.S.C. § 248(c).
251  12 U.S.C. §§ 411-421 & 428(o).
252  12 U.S.C. § 4008 (Expedited Funds Availability Act).
253  12 U.S.C. § 4003(d); 12 C.F.R. § 229.13(f).
254  See, e.g., 12 U.S.C. §§ 1819-1820 & 1868.
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LQFOXGH� FDSDELOLWLHV� WR� GHWHFW� DQG� SUHYHQW� XQDXWKRUL]HG� DFFHVV� DQG� GXSOLFDWH
WUDQVDFWLRQV���7KH�3URFHGXUHV�DGGUHVV�������V\VWHP�SODQQLQJ�DQG�GHSOR\PHQW�����
V\VWHP�RSHUDWLQJ�SROLFLHV�DQG�SURFHGXUHV������WUDQVDFWLRQDO�DXGLW�SURFHGXUHV�����
OHJDO�DQG�UHJXODWRU\�PDWWHUV�� ����DGPLQLVWUDWLRQ�DQG�V\VWHPV�RSHUDWLRQ��DQG����
YHQGRUV�DQG�RXWVRXUFLQJ�

,Q�DGGLWLRQ��)',&�LVVXHG�JXLGDQFH�LQ�-XO\������HPSKDVL]LQJ�WKH�QHHG�WR�SODQ�IRU
WKH� UHVWRUDWLRQ� RI� VHUYLFH� UHVXOWLQJ� IURP� DQ\� LQWHUUXSWLRQ� RI� D� NH\� LQIRUPDWLRQ
V\VWHP����� � 7KH� )',&� SROLF\� UHIOHFWV� WKH� UHYLVHG� SROLF\� JXLGDQFH� RI� WKH
LQWHUDJHQF\� )HGHUDO� )LQDQFLDO� ,QVWLWXWLRQV� ([DPLQDWLRQ� &RXQFLO� �)),(&�� RQ
&RUSRUDWH� %XVLQHVV� 5HVXPSWLRQ� DQG� &RQWLQJHQF\� 3ODQQLQJ�� � 7KH� )',&� SROLF\
VSHFLILFDOO\�QDPHV� WKH�ERDUG�RI�GLUHFWRUV�DV�EHLQJ� UHVSRQVLEOH� IRU� HQVXULQJ� WKDW
DSSURSULDWH� SODQV� KDYH� EHHQ� LPSOHPHQWHG� IRU� HDFK� ILQDQFLDO� LQVWLWXWLRQ�
&RQWLQJHQF\� SODQV� DUH� HYDOXDWHG� E\� H[DPLQHUV� GXULQJ� UHJXODU� VXSHUYLVRU\
UHYLHZV�RI�LQVWLWXWLRQV�

7KH� )',&� VXEPLVVLRQ� DOVR� QRWHG� WKDW� EDQNV� DUH� UHTXLUHG� WR� UHSRUW� NQRZQ� RU
VXVSHFWHG�FULPLQDO�YLRODWLRQV�RI�IHGHUDO�ODZ�RU�VXVSLFLRXV�WUDQVDFWLRQV�UHODWHG�WR
PRQH\� ODXQGHULQJ� DFWLYLW\� RU� D� YLRODWLRQ� RI� WKH� %DQN� 6HFUHF\� $FW����� � 7KH
6XVSLFLRXV�$FWLYLW\�5HSRUWLQJ� �6$5�� LV� FXUUHQWO\�DGPLQLVWHUHG�E\� WKH�)LQDQFLDO
&ULPHV�(QIRUFHPHQW�1HWZRUN��)LQ&(1��RQ�EHKDOI�RI� IHGHUDO�EDQNLQJ�DQG�FUHGLW
XQLRQ�UHJXODWRUV��LQFOXGLQJ�)',&��2&&��276��)HGHUDO�5HVHUYH��DQG�WKH�1&8$��
)LQ&(1�DFWV� DV� D� FHQWUDO� FROOHFWLRQ� SRLQW� DQG� LQFOXGHV� DOO� 6$5V� LQ� D� GDWDEDVH
DYDLODEOH�WR�ODZ�HQIRUFHPHQW�DQG�UHJXODWRU\�DJHQFLHV�

I n t e r n a t i o n a l  Tr a d e  C o m m i s s i o n

7KH� ,QWHUQDWLRQDO� 7UDGH� &RPPLVVLRQ� �,7&�� LV� DQ� LQGHSHQGHQW�� TXDVL�MXGLFLDO
DJHQF\� HVWDEOLVKHG� WR� JRYHUQ� WUDGH�UHODWHG� PDWWHUV�� � ,7&� KDV� YDULRXV
LQYHVWLJDWLYH�DQG�DGMXGLFDWLYH�SRZHUV�UHODWHG�WR�XQIDLU�WUDGH�SUDFWLFHV��LQFOXGLQJ
LPSRUW� SUDFWLFHV� WKDW� KDUP� 8�6�� EXVLQHVVHV�� SDWHQW� LQIULQJHPHQW�� HFRQRPLF
HIIHFWV�RI�WUDGH�DJUHHPHQWV�DQG�FROOHFWLRQ�RI�WUDGH�UHODWHG�GDWD�DQG�VWDWLVWLFV�

7KH�SULPDU\�DUHD�RI�,7&�RSHUDWLRQV�FRQFHUQHG�ZLWK�LQIUDVWUXFWXUH�DVVXUDQFH
UHODWHV�WR�WKH�LQWHUQDO�VHFXULW\�RI�WKH�DJHQF\��ZKLFK�LQFOXGHV�ERWK�SK\VLFDO�DQG
LQIRUPDWLRQ�VHFXULW\���,QIRUPDWLRQ�VHFXULW\�LV�JRYHUQHG�E\�D�VHULHV�RI�,7&
'LUHFWLYHV���8�6��,7&�'LUHFWLYH��������HVWDEOLVKHG�DQ�,QIRUPDWLRQ�6HFXULW\
&RPPLWWHH�FRPSRVHG�RI�PDQDJHPHQW��JHQHUDO�FRXQVHO��DQG�H[WHUQDO�UHODWLRQV
                                                
255  See FDIC, Financial Institution Letter 68-97 (July 14, 1997).
256  See 12 U.S.C. §§ 1818-1819; 31 U.S.C. § 5318; 12 C.F.R. Part 353.
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UHSUHVHQWDWLYHV���7KH�&RPPLWWHH�LV�UHVSRQVLEOH�IRU�GHYHORSLQJ��GHILQLQJ�
LQVSHFWLQJ�DQG�DGYLVLQJ�RQ�WKH�DJHQF\ªV�IDFLOLWLHV��SURFHGXUHV�DQG�FRQWUROV�IRU
VDIHJXDUGLQJ�QDWLRQDO�VHFXULW\�LQIRUPDWLRQ��VHQVLWLYH�LQIRUPDWLRQ��DQG
FRQILGHQWLDO�EXVLQHVV�LQIRUPDWLRQ�LQ�WKH�SRVVHVVLRQ�DQG�FRQWURO�RI�WKH�,7&�
,QFOXGHG�ZLWKLQ�WKH�,7&�LQIRUPDWLRQ�VHFXULW\�GLUHFWLYHV�DUH�UHTXLUHPHQWV�WKDW
HPSOR\HHV�UHSRUW�DOO�SRVVLEOH�FRPSURPLVHV�WR�,7&�GDWD�DQG�VSHFLILF�SHQDOWLHV�IRU
YLRODWLRQV�RI�,7&�SROLF\�



66

Conclusion

7KHUH� DUH� VRPH� YHU\� JHQHUDO� FRQFOXVLRQV� WKDW� FDQ� EH� GUDZQ� IURP� WKLV� IHGHUDO
§ODQGVFDSLQJ¨� H[HUFLVH�� � )LUVW�� WKHUH� DUH� PDQ\� UREXVW� ODZV� DQG� UHJXODWLRQV� LQ
SODFH�WKDW�VHUYH�WR�SURWHFW�DQG�DVVXUH�RXU�QDWLRQªV�FULWLFDO�LQIUDVWUXFWXUHV���0DQ\
RI� WKHVH� ODZV� DQG� UHJXODWLRQV� ZHUH� SXW� LQ� SODFH� ZLWK� REMHFWLYHV� RWKHU� WKDQ
LQIUDVWUXFWXUH� DVVXUDQFH� LQ� PLQG�� EXW� WKH\� QRQHWKHOHVV� FRQWULEXWH� WR� WKH
LQIUDVWUXFWXUHVª� UHVLVWDQFH� WR� WKUHDWV� RI� PDQ\� NLQGV�� � +RZHYHU�� WKH� HPHUJLQJ
F\EHU� WKUHDW� KDV� RQO\� EHHQ� DGGUHVVHG� LQ� YHU\� GLVFUHWH� DUHDV�� � $QG� DV� DJHQFLHV
EHJLQ� WR� DGGUHVV� WKH� F\EHU� WKUHDW� WKH\� GR� VR� LQ� D� ODUJHO\� XQFRRUGLQDWHG� HIIRUW
DFURVV�WKH�IHGHUDO�JRYHUQPHQW��&RRUGLQDWLRQ�LV�JRLQJ�WR�EH�FUXFLDO�IRU�VXFFHVVIXO
LQIUDVWUXFWXUH� DVVXUDQFH� HIIRUWV� EHFDXVH� RI� WKH� ODUJH� QXPEHU� RI� IHGHUDO
RUJDQL]DWLRQV�LQYROYHG��QRW�WR�PHQWLRQ�VWDWH�DQG�ORFDO��LQWHUQDWLRQDO��DQG�SULYDWH
FRQFHUQV�� � 7KLV� UHSRUW� FDQ� DFW� DV� DQ� LPSRUWDQW� URDGPDS� LQ� FRQVLGHULQJ� ZKR
VKRXOG� EH� EURXJKW� WR� WKH� WDEOH� IURP� WKH� IHGHUDO� JRYHUQPHQW� WR� SODQ� DQG
FRRUGLQDWH�XVH�RI�SDUWLFXODU�VHWV�RI�OHJDO�DXWKRULWLHV�

$V�LQIUDVWUXFWXUH�DVVXUDQFH�HIIRUWV�SURJUHVV�LQWR�WKH�IXWXUH��DGGLWLRQDO�OHJDO�ZRUN
LV� JRLQJ� WR� EH� FUXFLDO�� � 7KLV� ILUVW� DWWHPSW� WR� VXUYH\� DQG� SUHVHQW� WKH� OHJDO
DXWKRULWLHV�RI�IHGHUDO�DJHQFLHV�ZLWK�PLVVLRQV�UHODWHG�WR�LQIUDVWUXFWXUH�DVVXUDQFH
KDV�RQO\�EHHQ�D�VPDOO�SDUW�RI�WKH�PXFK�ODUJHU�WDVN���7KH�ODUJHU�WDVN�WKDW�VKRXOG
EH� DFFRPSOLVKHG� LV� FORVHU� UHYLHZ� RI� WKH� UHOHYDQW� DXWKRULWLHV�� PHFKDQLVPV�� DQG
SURJUDPV� WR� HQVXUH� WKDW� WKH\� DUH� DSSURSULDWHO\� FRPSDWLEOH�� WKDW� WKHUH� DUH� QRW
XQQHFHVVDU\� UHGXQGDQFLHV�� WKDW� MXULVGLFWLRQDO� ERXQGDULHV� KDYH� EHHQ� GUDZQ
SURSHUO\��DQG�WKDW�HDFK�FUXFLDO�FRPSRQHQW�KDV�IRXQG�D�KRPH�ZLWKLQ�D�UHVSRQVLEOH
IHGHUDO�RUJDQL]DWLRQ���7KLV�UHSRUW�PD\�DFW�DV�D�VWDUWLQJ�SRLQW�IRU�WKLV�DFWLYLW\�E\
IRFXVLQJ� DWWHQWLRQ� RQ� VXFK� DUHDV� DV� SULRULWLHV� LQ� UHVWRUDWLRQ� RI� VHUYLFH�� QHZ
LQIUDVWUXFWXUH�DVVXUDQFH�FRQFHUQV�VXFK�DV�LQWHUGHSHQGHQFLHV��DQG�GHPRQVWUDWLQJ
WKH� OLQN� EHWZHHQ� LQIUDVWUXFWXUH� DVVXUDQFH� DQG� DJHQF\� PLVVLRQV� WKDW� PD\� EH
VXLWDEOH� IRU� LQFOXVLRQ� LQ� DJHQF\� VWUDWHJLF� SODQQLQJ� HIIRUWV�� � ,Q� DGGLWLRQ�� IXWXUH
HIIRUWV�VKRXOG�EHJLQ�WR�IROG�VWDWH�DQG�ORFDO��LQWHUQDWLRQDO�DQG�SULYDWH�DXWKRULWLHV�
PHFKDQLVPV� DQG� SROLFLHV� LQWR� WKH� ODUJH� SLFWXUH� RI� WKH� OHJDO� ODQGVFDSH� IRU
LQIUDVWUXFWXUH�DVVXUDQFH�
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