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HOMELAND SECURITY

WEDNESDAY, APRIL 10, 2002

U.S. SENATE,
COMMITTEE ON APPROPRIATIONS,
Washington, DC.

The committee met at 10 a.m., in room SH-216, Hart Senate Of-
fice Building, Hon. Robert C. Byrd (chairman) presiding.

Present: Senators Byrd, Inouye, Leahy, Harkin, Mikulski, Kohl,
Murray, Dorgan, Durbin, Johnson, Landrieu, Reed, Stevens, Coch-

ran, Domenici, Bond, Burns, Gregg, Bennett, Campbell, and
DeWine.

OPENING STATEMENT OF CHAIRMAN ROBERT C. BYRD

Chairman BYRD. The committee will come to order. A scant 212
days ago, on September 11, our country was dealt a vicious blow,
the nature of which was inconceivable to most Americans until that
fateful day. In a space of a few hours our view of ourselves, and
of the world around us, changed. In the most graphic and horrific
way, Americans came face to face with the fact that their country
is extremely vulnerable to attacks of unspeakable horror by mad-
men and terrorists.

How we as a Nation deal with that knowledge is the ultimate
test of our leadership and of our wisdom. The preamble of the
United States Constitution speaks to certain broad goals for the
Federal Government: “to establish justice, ensure domestic tran-
quility, provide for the common defense, promote the general wel-
fare and to secure the blessings of liberty to ourselves and to our
posterity.” In this new age, those words have a special meaning.
They go to the very survival of our Nation and of our way of life,
both of which may now depend on our increased ability to respond
to threats, understand the complexities of our vulnerabilities, and
still preserve the individual freedoms that we cherish.

A comprehensive evaluation of every aspect of homeland defense
is essential. We must anticipate the soft spots and act quickly to
shore them up. If the United States is going to be able to prevent
future terrorist strikes, cooperation must exist on all levels. Co-
operation will be essential at all levels in responding to the havoc
of a successful attack.

The swift commitment of resources at the Federal, State, and
local levels is essential. Cooperation at every level will be key to
our success in this regard. Last September this Congress acted
very quickly to enact a $40 billion appropriations bill within 3 days
to respond to the awful events of September 11—within 3 days of
the attacks. I repeat, that was done.

o))
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Of that money, $10 billion was made available to the President
upon enactment of the bill. The President could allocate, after con-
sultation with Congress, the next $10 billion. The last $20 billion
required further Congressional action which occurred as a part of
the Defense Appropriations bill last December. I might add that
the Senate Appropriations Committee reported the legislation on
]%ec%nlllber 4, 2001, in 6 days—6 days after the House had acted on
the bill.

The full Senate passed this legislation 3 days later. All of this
was accomplished despite the fact that this institution was seri-
ously crippled in October and November because of heinous an-
thrax attacks in the country—and on the Congress, which were de-
livered through the postal system. My office, along with several
other offices of Senators, was closed for weeks—3 months. Congress
was crippled and yet we acted in the Senate. We were not slow to
WE(lllk up to the plate, and we appropriated that money within the
3 days.

The Federal Government has already committed substantial
emergency resources in the defense of our homeland. But experi-
ence and knowledge are our best allies in the service of maximum
effectiveness. We've only just begun to digest the scope of the chal-
lenges that face us. Senator Stevens and I have called these hear-
ings because this committee, the United States Senate, and the
American people are watching. We need to understand these new
challenges more fully.

Today and tomorrow the Senate Appropriations Committee will
hear from mayors and Governors about the real obstacles that they
face in preparing for a variety of security threats which are par-
ticular to their circumstances. We also will hear from men and
women who will be on the front lines in responding to any future
terrorist attacks: National Guardsmen, police officers, fire fighters,
public health personnel. The committee will listen to these so as to
understand the security needs of the Nation’s communities in order
to better prioritize our funding decisions to best protect the safety
of our citizens.

Everyone understands that the States will confront serious budg-
etary problems. Hard budgetary choices will have to be made at the
Federal level as well. Senator Stevens and I and all the members
of this committee want to make sure that funding for the homeland
defense of our citizens is our top priority.

We talk about defense. This is defense of the homeland, where
you live and where I live, where my great grandchildren live and
those who will come after us. We also wish to understand the
threats to our domestic security well enough to fund the right pri-
orities in the most effective way.

It is essential that the American people have confidence that
their Government is acting swiftly and intelligently to address
their concerns. The President has sent us his budget for the fiscal
year 2003. In that document he makes requests for substantial ad-
ditional resources for homeland security. This committee and the
Congress will certainly give those requests thorough and thought-
ful consideration.

We'll be working at night, while some people in the country are
sleeping, confident that we will do our duty. There ought to be bi-
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partisanship in this endeavor, and there is bipartisanship here.
There is no partisanship on this committee, there is no middle aisle
on this committee. When Senator Stevens was chairman I was his
good right hand man, so to speak. I worked with him with full co-
operation, and I'm receiving that same full cooperation now.

The coming fiscal year does not begin until October 1. Assuming
that the appropriations bills are signed into law by that date, it
would still take time for States and communities to apply for the
funding, and even more time for the agencies and the departments
to process the applications. As a result, the homeland defense
funds in the fiscal year 2003 appropriations bills may not actually
be available for nearly 1 year from now. That delay represents val-
uable time wasted.

The committee is concerned about the needs here and now. Lives
may depend upon rapid response, here at the Federal level as well
as at the State and local levels. The President sent Congress a sup-
plemental request for the current fiscal year, totalling $28.6 billion.
Of that amount, $5.3 billion is for homeland defense, with $4.39
billion aimed at airport security.

The holes in the Nation’s airport security are well documented.
But airports are not our only concern. The litany of potential secu-
rity risks is long and it is daunting. It is our hope that the wit-
nesses we will hear throughout these hearings will help us to sort
out and sort through the vulnerabilities and determine not only
what we need to do, but also what we need to do immediately.

I thank all of our witnesses for coming to Washington to share
with the Senate Appropriations Committee their insights and their
judgments about homeland security at the State and local levels.
We look forward to learning from all of you who are testifying this
afternoon and tomorrow in this room. I now recognize my friend
and colleague Senator Ted Stevens, the ranking member of this
committee, for any remarks that he may wish to make.

Following Senator Stevens’ remarks we will hear from our first
witnesses. And because of scheduling problems that have arisen for
some of our witnesses this morning, it is the Chair’s intention to
call the witnesses for the morning session to come to the witness
table at this time. Is Governor Engler in the room?

Governor BARNES. Mr. Chairman, I think Governor Engler is—
I think he is a little late. I'm told he is delayed.

Chairman BYRD. Alright.

Governor BARNES. Mr. Chairman, I think Governor Engler is
here. He is across the hall at the Senate Finance Committee.

Chairman BYRD. Okay. When he comes, someone will help him
to his chair at the table, please. After we hear from Senator Ste-
vens we will then hear from each of our five witnesses, and then
we will have a round of questions by members of this committee.
We will hear from our Nation’s Governors this morning, who
present the views of the National Governor’s Association on home-
land security issues.

Governor John Engler of Michigan is currently serving as chair-
man of the National Governor’s Association. Governor Engler was
first elected as Governor in 1990 and that makes him now the Na-
tion’s most senior Governor. Governor Roy Barnes of Georgia was
elected Governor in 1998 and is now serving as Georgia’s 80th Gov-
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ernor. Georgia is one of the original 13. I recall that William Few
and Abraham Baldwin of Georgia signed the Constitution of the
United States.

Governor BARNES. Along with Burton Gwinnett.

Chairman BYRD. No, no, just two. Those two signed the—there
were others that attended, but only those two signed. Governor
Gary Locke of Washington was elected as Washington’s 21st Gov-
ernor in 1996. He was re-elected in 2000 to a second term. These
Governors are on the front lines in our Nation’s homeland security
effort. We want to hear from them. We want to hear about what
is happening at the State level. We know the homeland security
initiative won’t work unless all levels of government are working
together.

We also have Dr. Stephen Gale from the University of Pennsyl-
vania. Dr. Gale is an associate professor of political science at the
University and also the director of the organizational dynamics
program. He is an expert on the subject of terrorism, having done
extensive research on it. He also is a consultant on security and
terrorism issues.

We are also privileged to have Dr. Ashton Carter from Harvard
University’s Kennedy School of Government. Dr. Carter is the Ford
Foundation Professor of Science and International Affairs at the
Kennedy School. He serves as co-director, with former Secretary of
Defense William Perry, of the Harvard-Stanford Preventive De-
fense Project. He served as Assistant Secretary of Defense for
International Security Policy from 1993 to 1996.

We welcome all of you. We thank you all for coming. So, I now
turn to my colleague, the ranking member of the Appropriations
Committee, Mr. Stevens, for any comments he wishes to make.

STATEMENT OF SENATOR TED STEVENS

Senator STEVENS. Thank you very much, Mr. Chairman. I wel-
come the opportunity to join you in convening these hearings before
our committee. And I'm going to ask that my full statement appear
in the record as so read, because I'm sure that others have com-
ments to make too, and I want to get along with our hearing.

I want to re-emphasize that the Chairman has conferred with me
on all of the witnesses and we have attempted to respond to the
wishes of national organizations, such as the Governor’s Council
and other organizations, to pick representatives of national com-
mittees to show that we have the views of those who are deeply
concerned with homeland defense. I think the actions that have
been taken by our President and Congress reflect a level of co-
operation and mutual trust that has not been witnessed since the
Second World War. And we really have a deep problem now to pur-
sue the requests that have been made by the President and to get
the information we need to really determine how the funds that are
requested should be reflected in the actions of this committee, and
how they should be treated, really.

We have a $27 billion request from the President to fight terror-
ists abroad, and we also have a package of $38 billion in homeland
defense initiatives presented by the President. It is a combination
of $65 billion. It reflects the largest commitment of Federal re-
sources to any security threat since the Vietnam War, and signifi-
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cantly exceeds the $15 billion appropriated by the President during
the Gulf War.

We have to reassure the public that the Congress and the Presi-
dent are prepared to make available whatever resources are needed
to meet the threats. Mr. Chairman I look forward to not only these
hearings, but I am sure there will be follow-on hearings where we
will hear from various representatives of the administration to at-
tain their views on the testimony taken here now. But again, I
want to commend you, Mr. Chairman, for your approach to this.

It is a bipartisan hearing. It has been scheduled and the wit-
nesses represent—maybe not exactly the witnesses I would have
had the revolution not taken place last year—but they certainly re-
flect our judgment on the balance that is necessary to pursue this
very complicated subject. So again, I thank you very much and look
forward to this hearing.

[The statement follows:]

PREPARED STATEMENT OF SENATOR TED STEVENS

Mr. Chairman, I welcome the opportunity to join you in convening these hearings
before our committee.

In response to the horrific attacks against our nation on September 11th, we have
all learned how vulnerable our nation was to the actions of determined, suicidal
murderers.

We have also witnessed the strength of the character of the American people, who
while mourning our dead, sought justice and security for the living.

The actions taken by our President and Congress reflect a level of cooperation and
mutual trust not witnessed since the Second World War.

In a matter of days following the attacks against New York and Washington, the
Congress and the White House joined in a $40 billion package to set the nation on
the right course to respond to the humanitarian crisis in New York, secure our bor-
ders and air space, and go after the Al Queda and Taliban terrorists.

By any definition, that effort in the intervening seven months has been an ex-
traordinary success.

Our work in this regard is far from finished.

While we have made great progress in the war against terrorism, we have taken
only the initial steps in a comprehensive campaign to ensure our nation is secure
at home, as well as militarily powerful abroad.

This committee is uniquely charged with allocating resources among federal agen-
cies to address these threats.

The testimony by non-governmental witnesses over the next two days will shed
considerable light on the perceived threats and challenges at every level of govern-
ment in our nation, and by those who will be called upon first to respond to any
potential future attacks.

Before the committee now is a $27 billion request by the President for these next
steps in the fight against terrorism, at home and abroad.

Later this year, the committee will consider a package of $38 billion in homeland
defense initiatives presented by the President.

This combination of $65 billion reflects the largest commitment of federal re-
sources to any security threat since the Vietnam War, and significantly exceeds the
$15 billion appropriated by Congress for the gulf war.

Our job is to consider these requests, and make sure the money goes to meet the
most pressing needs, and will deliver real security for the taxpayers of this nation.

It is my hope the chairman will follow these hearings with sessions where senior
administration officials will testify, and explain the priorities reflected in this pack-
age of $65 billion in counter-terrorism and homeland defense priorities.

There is no question the Congress and the President are prepared to make avail-
able whatever resources are need for this fight.

We must equally be vigilant that the federal resources provided focus on the as-
Fects of this war that the federal government should, and must take responsibility
or.

I look forward to the testimony by the witnesses scheduled for today and tomor-
row, and again thank the chairman for taking this initiative.
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ADDITIONAL SUBMITTED STATEMENTS

[CLERK’S NOTE.—Several members have asked that their sub-
mitted statements be made part of the record.]

PREPARED STATEMENT OF SENATOR CHRISTOPHER S. BOND

Thank you, Mr. Chairman, for calling these two days of hearings on homeland se-
curity with a primary focus on state and local capabilities and needs with regard
to acts of terrorism. The VA/HUD Appropriations Subcommittee has held four hear-
ings since September 11th on homeland security issues which included testimony
from mayors on local needs and capacity, testimony by the EPA on anthrax and the
clean-up of the Senate Hart building, testimony on the needs of America’s fire-
fighters, and testimony by FEMA on its role in terrorism response. Nevertheless,
there are many issues and concerns that need to be addressed as we move forward
on the President’s budget request for fiscal year 2003 and the fiscal year 2002 Sup-
plemental and these hearings are critical to a better and more complete under-
standing of the issues and costs.

While the President has advanced a plan since September 11th which the Con-
gress has begun to fund, there is still significant work to be finished before we have
in place the necessary protection and capacities to respond to both the threat of acts
of terrorism and the consequences of such acts. In particular, we need a statutory
structure that will enable the various agencies of both the states and the federal
government to coordinate and build a federal, state and local capacity to fully re-
spond to acts of terrorism, including acts involving weapons of mass destruction.

We must do more to ensure that states and localities have the needed resources,
training and equipment to respond to threats and acts of terrorism and the con-
sequences of such acts. In response, the President is proposing to fund FEMA at
an unprecedented $3.5 billion for fiscal year 2003 to ensure that the Nation will not
be caught unaware again by a cowardly act of terrorism and is fully capable of re-
sponding to both the threat and consequence of any act of terrorism. More recently,
the President has requested $327 million in the fiscal year 2002 Supplemental ap-
propriation as an additional downpayment this year for FEMA to provide equipment
and training grants to states and localities to improve terrorism and chemical-bio-
logical response capabilities. These funds include $50 million for the President’s new
Citizen Corp initiative.

Despite the response to September 11th, the current capacity of our communities
and our First Responders vary widely across the United States, with even the best
prepared States and localities lacking crucial resources and expertise. Many areas
have little or no ability to cope or respond to the consequences and aftermath of a
terrorist attack, especially ones that use weapons of mass destruction, including bio-
logical or chemical toxins or nuclear radioactive weapons.

The recommended commitment of funding in the President’s Budget for fiscal
years 2002 and 2003 is only the first step. There also needs to be a comprehensive
approach that identifies and meets state and local First Responder needs, both rural
and urban, pursuant to federal leadership, benchmarks and guidelines.

As part of this approach, I introduced S. 2061, the National Response to Ter-
rorism and Consequence Management Act of 2002. This legislation is intended to
move the federal government forward in developing that comprehensive approach
with regard to the consequence management of acts of terrorism. The bill estab-
lishes in FEMA an office for coordinating the federal, state and local capacity to re-
spond to the aftermath and consequences of acts of terrorism. This essentially rep-
resents a beginning statutory structure for the existing Office of National Prepared-
ness within FEMA as the responsibilities in this legislation are consistent with
many of the actions of that office currently. This bill also provides FEMA with the
authority to make grants of technical assistance to states to develop the capacity
and coordination of resources to respond to acts of terrorism. In addition, the bill
authorizes $100 million for states to operate fire and safety programs as a step to
further build the capacity of fire departments to respond to local emergencies as
well as the often larger problems posed by acts of terrorism. America’s firefighters
are, with the police and emergency medical technicians, the backbone of our Nation
and the first line of defense in responding to the consequences of acts of terrorism.

The legislation also formally recognizes and funds the urban search and rescue
task force response system at $160 million in fiscal year 2002. The Nation currently
is served by 28 urban search and rescue task forces which proved to be a key re-
source in our Nation’s ability to quickly respond to the tragedy of September 11th.
In addition, Missouri is the proud home of one of these urban search and rescue
task forces, Missouri Task Force 1. Missouri Task Force 1 made a tremendous dif-



7

ference in helping the victims of the horrific tragedy at the World Trade Center as
well as assisting to minimize the aftermath of this tragedy. These task forces cur-
rently are underfunded and underequipped, but, nonetheless, are committed to be
the front-line solders for our local governments in responding to the worst con-
sequences of terrorism at the local level. I believe we have an obligation to realize
fully the capacity of these 28 search and rescue task forces to meet First Responder
events and this legislation authorizes the needed funding.

Finally, the bill removes the risk of litigation that currently discourages the dona-
tion of fire equipment to volunteer fire departments. As we have discovered in the
last several years, volunteer fire departments are underfunded, leaving the fire-
fighters with the desire and will to assist their communities to fight fires and re-
spond to local emergencies but without the necessary equipment or training that is
so critical to the success of their profession. We have started providing needed fund-
ing for these departments through the Fire Act Grant program at FEMA. However,
more needs to be done and this legislation is intended to facilitate the donation of
used, but useful, equipment to these volunteer fire departments.

Thank you, Mr. Chairman.

PREPARED STATEMENT OF SENATOR TIM JOHNSON

I would like to thank Chairman Byrd and Senator Stevens for holding this series
of hearings on homeland security. There is no issue of more importance to the long-
term safety of the American people than our ability to establish and coordinate an
effective homeland security policy. As we begin to consider our budgetary priorities
for fiscal year 2003, it is appropriate for the full Appropriations Committee to con-
duct a detailed examination of the complex issues surrounding our homeland secu-
rity needs. By relying on the information and expertise of a broad array of on-the-
ground experts, I am hopeful these hearings will highlight not only what we are
doing right, but areas in which Congress must better focus attention and resources.

Our country’s reaction to the tragedies of September 11 was nothing short of re-
markable. Despite the devastating attacks and the fear of an uncertain future, there
was no panic in the streets. Instead, the American people were somber and resolute
in our commitment to honor those who had died, to rebuild from the destruction,
and to ensure that we would decrease our vulnerability to future terrorist attacks.

In confronting the challenges presented by homeland security, we face two major
obstacles. First, the very idea of defending the entire United States from future at-
tacks is daunting because our nation is so large and the threats are so diverse.
From airport security to public health, from food safety to improved border control,
homeland security requires a comprehensive strategy. The complexity of the prob-
lem and the need to define the scope of the threats is one of the reasons why these
hearings are so important.

The second major challenge of homeland security is coordinating the efforts of fed-
eral, state, and local agencies. This means ensuring there is compatibility between
the various agencies, and that local entities have sufficient funding to fulfill their
homeland security missions. Work in this area has already begun, thanks in large
part to Senator Byrd’s insistence that we make a down payment on homeland secu-
rity needs in last year’s budget.

As a result of that money, the South Dakota Division of Emergency Management
is providing equipment acquisition grants to South Dakota cities to identify, isolate,
and clean-up hazardous materials. FEMA is providing grants to local firefighters to
make certain they have the equipment necessary to respond to new threats. Federal
dollars are being used to upgrade ambulance services across the state with new
computers and software that will streamline data collection and improve commu-
nications. These resources will allow the ambulance services to communicate and
share information in the event of a widespread bio-terrorism attack. Over the last
few years, I have worked to secure federal funding to upgrade the NOAA weather
radio system in South Dakota. In addition to providing timely information about
dangerous weather, this system will also be used to distribute official notices and
instructions in the event of a bio-hazard or bio-terrorism attack.

Not only should we focus on providing resources to new efforts, we should also
utilize existing programs and activities to strengthen our homeland security re-
sponse initiatives. The Disaster Mental Health Institute (DMHI) at the University
of South Dakota provides mental health services to communities following major
tragedies. The DMHI is a truly “one-of-a kind” Center of Excellence whose members
have literally served around the world in response to emergency situations, includ-
ing New York City in the wake of the September 11 attacks.

I would also like to note that the University of South Dakota School of Medicine
will be holding a 2-day symposium in May on the risk and response to bio-terrorism.
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This symposium is designed to help medical personnel, hospital administrators, law
enforcement, first responders, and elected officials discuss the importance of multi-
disciplinary disaster planning and to develop active steps for the next level of dis-
aster planning.

These are just a few examples of how state and local entities in South Dakota
are beginning to address the challenges of homeland security. As we look to build
upon the funding approved in fiscal year 2002, we must keep in mind the needs of
rural America. Often faced with geographic isolation, low population density, and
poor economic conditions, many rural areas confront the same risks as urban cen-
ters, but lack the funds needed for proper equipment and training. As we prepare
to defend America, we cannot let rural America fall further behind.

Let me also take a few moments to talk about one of the most important federal-
state partnerships that is already yielding benefits in the effort to secure our nation.
The National Guard is the oldest component of our Armed Forces. Since its earliest
days, the Guard has served a dual, federal-state role. The National Guard provides
states with trained and equipped units available to protect life and property during
emergency situations. In addition, the Guard provides the federal government with
military units trained and available to be called up to active duty to defend our na-
tion. Since September 11, more than 50,000 members of the National Guard have
been called up by the states and federal government to provide homeland security
and to fight the war on terrorism. As we speak, the National Guard can be found
protecting our nation’s airports, assisting at critical U.S. border checkpoints, flying
protective missions over U.S. cities, and providing disaster preparedness in the
states. I am certainly proud of the men and women serving in the South Dakota
National Guard. Their contributions to the security of the people of South Dakota
and the nation are greatly appreciated.

One of the most important lessons learned over the last few months is that home-
land security is not just an issue for the federal government—the front lines are in
our local communities, whether that community is New York or Aberdeen, South
Dakota. Almost immediately after September 11, in small towns and big cities
across the country, communities began to come together to examine what they need-
ed to do to protect themselves and their families. The challenges are enormous. Yet,
I have no doubt about our ultimate ability to prevail against terrorism both abroad
and here at home. Once again, I thank Senators Byrd and Stevens for holding these
hearings and for their leadership on this committee. I look forward to hearing the
ideas of our witnesses and to working with my colleagues to ensure Congress pro-
vides the resources necessary to keep the American people safe.

Chairman BYRD. Governor Locke, would you proceed first?
STATEMENT OF SENATOR PATTY MURRAY

Senator MURRAY. Mr. Chairman, before the Governor speaks, if
I could just have a moment just to welcome the Governor from my
home State of Washington here. He has travelled a long way to be
here this morning and I really appreciate his coming and joining
us. He has a great deal of expertise to share with this committee
this morning. Washington State has an international border. We
have major seaports, major airports, critical defense installations.
As the members of this committee know, we have had first hand
experience with potential terrorists when in December of 1999 an
al Qaeda insider named Ahmed Ressam came across our border
and was apprehended. So I really appreciate the Governor coming
here today and sharing his expertise with all of us, and I am
pleased to be able to introduce him to this committee today.

Chairman BYRD. The Chair thanks Senator Murray. Governor
Locke, would you——

Senator STEVENS. Mr. Chairman, could I interrupt?

Chairman BYRD. Mr. Stevens.

Senator STEVENS. I note that there’s only cameras on this side
of the aisle—of our table. I wonder why the gallery on the other
side is not open for the press also?

Chairman BYRD. We don’t do that.
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Senator STEVENS. Well I'd like to be informed later, thank you.
I thank you very much Senator.

Chairman BYRD. I had nothing to do with the placement of the
cameras, certainly. And I want my Republican friends to have
equal billing here. That has always been my position.

Senator STEVENS. Thank you.

Chairman BYRD. Governor Locke.

STATEMENT OF HON. GARY LOCKE, GOVERNOR, STATE OF WASH-
INGTON

Governor LOCKE. Thank you very much, Chairman Byrd, Senator
Stevens, Senator Murray and members of the Senate Appropria-
tions Committee. Thank you very much for the opportunity to tes-
tify on homeland security on behalf of the State of Washington and
its citizens. I especially want to thank you all for continuing to
make homeland security a top priority, a non-partisan priority, and
especially as it involves State and local governments.

September 11th dealt a very hard blow to Washington State’s
economy and our State’s budget situation. Because of our heavy re-
liance on the aerospace industry, the nature of the September 11th
attacks and their devastating impact on air transportation across
our country, plunged our State into recession. The national reces-
sion, which was severely aggravated by the events of September
11th, has cost Washington over 70,000 jobs, and sent our unem-
ployment rate soaring to a high 7.6 percent, the second highest in
the Nation.

At the same time, the national unemployment rate was around
6 percent. And while it appears that the national economy is begin-
ning to rebound, Boeing is not yet half way through its announced
lay offs of some 30,000 aerospace jobs in the State of Washington.
The economic recovery in our State will significantly lag the rest
of the Nation.

Washington State has also had to close a $1.6 billion deficit. We
accomplished this with over $700 million in painful cuts in human
services and education programs, layoffs of State employees and
other measures. Despite these challenges, Washington State is
strongly committed to partnering with the Federal Government to
ensure strong homeland security.

Our agencies and public health jurisdictions have already spent
an additional $8 million since September 11th on a wide range of
terrorism response measures, including increased overtime pay for
public health and law enforcement personnel, new equipment,
statewide vulnerability assessments and response plans, protection
of our ferrys and other transportation facilities, and other preven-
tion measures. But the national recession and severe budget short-
falls experienced by some 40 States across our country place real
limits on what the States can do. We must have sustained Federal
financial assistance, since the Federal Government has the primary
responsibility for homeland security.

For our State that means an immediate and long term financial
commitment to bolster the security of our seaports and other infra-
structure, such as railroads, highways and bridges. Washington
State, with its extensive coastline, is vulnerable and has already
experienced the smuggling of human cargo through its inter-
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national ports. I urge the committee’s favorable consideration of the
administration’s request for additional funding for the United
States Coast Guard.

There’s also an urgent need for sustained Federal support for
bioterrorism preparedness, including support to the States and
local communities to develop plans and hold terrorism response ex-
ercises. Since these new threats are long term the United States
must adopt new approaches that ensure multi-year Federal fund-
ing, much as the Congress has historically done for the Department
of Defense.

One of the issues of critical importance include the need to share
critical intelligence and security information with key State and
local officials who must partner with the Federal Government to
prevent terrorism. Governors need timely and secure access to in-
telligence information from a number of Federal agencies, and
those agencies need to share information with one another as well
as with State officials. It is both costly and grossly inefficient to re-
quire our officials to obtain a separate security clearance from each
separate Federal agency or for one Federal agency to refuse to rec-
ognize the security clearances granted by another Federal agency.
And that, Mr. Chairman, is the current situation.

For example, State agencies are trying to get security clearances
from FEMA. And should those be granted, the clearances will not
allow us to receive similar intelligence information from the FBI.
Federal security clearances should be standardized and reciprocal
between agencies and levels of government.

Border security is absolutely critical for our State, which has one
of the busiest border crossings in the Nation. While Washington
State has not had a single credible terrorist threat against it, its
people or any installations within the State of Washington, a docu-
mented terrorist was apprehended entering Washington State from
Canada just before the new millennium. Ahmed Ressam was ar-
rested getting off a car ferry at Port Angeles on his way to commit
a terrorist attack against LA International Airport. His car was
loaded with explosives.

I am therefore grateful for the authorization of increased Federal
staffing along the United States-Canadian border. However, I and
many other Governors along the United States-Canadian border
are still concerned about one, the length of time it is taking to add
trained border agents along our United States-Canada border. And
two, until additional border agents are in place we are concerned
about the decision to Federalize the National Guard troops for bor-
der duty. And we also have grave concerns about the decision to
have these troops serve unarmed. That decision results in the inef-
ficient deployment of our National Guard men and women, and
adds an undue burden on Federal agencies to provide force protec-
tion when they should be focused on preventing suspicious mate-
rials and people from entering the country.

Here is an example. Some of our border crossings are closed at
night, but they are still monitored by armed border agents. But be-
cause our National Guardsmen are unarmed, under the terms of
their Federal deployment, they cannot be be the sole security force
at night. They cannot free up these Federal agents for re-deploy-
ment to other, busier parts of our border, thereby helping provide
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greater security and ease and speed up the flow of people across
our borders.

The National Guard troops should be activated under Title 32,
or State control, in the same manner the States activated the
Guard for airport security. Under State authority the Nation’s Gov-
ernors provided immediate assistance to the Federal Government
at the airports within days of the September 11th attacks. Under
the Federalization approach it has taken almost 6 months to get
relief at our Nation’s border crossings.

Finally, Mr. Chairman, I emphasize the important role of the
States in managing and coordinating homeland security funding.
Although a large percentage of funds clearly must support commu-
nity-based emergency preparedness and first responders, those
funds should be channeled through the States to ensure a cal-
culated and collaborative statewide strategy. In Washington State
for example, we have an Emergency Management Council that in-
cludes representatives of our cities, counties, fire chiefs, police
chiefs, sheriffs, Federal agencies, National Guard, seismic safety
experts, public health, search and rescue personnel, and the private
industry.

The Emergency Management Council, in turn, has a committee
on terrorism that has been meeting monthly for the past 22 years.
It includes 60 people including Federal agents. These groups advise
the adjutant general and me on emergency preparedness strategies
and policies. And our State is using these groups to oversee the dis-
tribution and allocation of FEMA and Department of Justice grant
monies, and other Federal funds, to ensure a coordinated and col-
laborative strategy for using Federal funds to enhance our prepara-
tion and response to any acts of terrorism.

Only in that manner can programs be implemented consistently
and comprehensively to raise capacity throughout all regions of our
Nation. And because of the severe deficits faced by some 40 States,
and most local governments within those States, traditional Fed-
eral match requirements, including so-called soft-matches, may be
difficult if not impossible for jurisdictions to achieve. We ask that
you consider that as you make any appropriations and provide any
Federal assistance to the States and local governments.

Mr. Chairman and members of the committee I urge you to de-
velop a consistent, long term funding structure that helps State
and local governments prepare for this new era of global terrorism.
And, I thank you for your leadership to help our States and our
Nation respond to this new but very real threat to our peace and
freedoms. Thank you very much.

[The statement follows:]

PREPARED STATEMENT GOVERNOR GARY LOCKE

Chairman Byrd, Senator Stevens, and members of the Committee, I appreciate
this opportunity to submit testimony to you regarding homeland security impacts
on the State of Washington and its citizens.

I want to thank you for your kind invitation to present this testimony in person
to the full committee. And I want to thank you all for continuing to make support
for state and local government homeland security a top national priority.

SEPTEMBER 11 AND WASHINGTON’S ECONOMY

It is important to place the impact of the September 11 terrorist attacks within
the context of Washington’s economy and the pressures placed on it in recent
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months. Because our state is so heavily reliant on the aerospace industry, the at-
tacks had a particularly severe impact on Washington. The nature of the attacks
and their devastating effects on air transportation dealt a more severe blow to our
economy than to the economies of most other states and the nation.

Prior to September 11, the state was already in the midst of an aerospace down-
turn, which had resulted in the loss of 27,400 jobs between 1998 and 2000. That
downturn appeared to be over. But, in the wake of the attacks, Boeing announced
20,000 to 30,000 additional lay-offs. The majority of those were in Washington,
home of the commercial airline unit.

The events of September 11 exacerbated the national economic downturn and, due
mostly to cutbacks in aerospace, plunged Washington into recession.

These impacts have been felt in our employment rates. Since September 11,
Washington has experienced deep declines in employment. Payroll employment fell
at a 3.2 percent rate in the fourth quarter of 2001. That followed a 2.4 percent drop
in the third quarter and a 2.5 percent reduction in the second quarter. Only twice
in the last 40 years has Washington seen such a precipitous decline in its employ-
ment rates.

Altogether, the national recession, severely aggravated by the events of September
11, has cost Washington over 70,000 jobs and sent its unemployment rate soaring
to a high of 7.6 percent, the second highest in the nation. At the same time, the
national unemployment rate was six percent.

Washington, like other northern tier states, has an extensive and largely unpro-
tected border with Canada. For that reason, border security is a critical priority for
our state, which has one of the busiest border crossings in the nation. While we
have not had any credible terrorist threats, Washington has had instances where
known terrorists, like Ahmed Ressam, have been apprehended while trying to enter
the United States from Canada.

In addition, our communities bordering Canada were severely impacted by heavy
traffic congestion and delays at border crossings in the wake of September 11
events. Early estimates from border communities showed that they experienced a
50 percent reduction in retail sales attributable to Canadian shoppers immediately
after September 11. They have not yet recovered.

Washington and other northern tier states sincerely appreciate the additional fed-
eral staffing that has been authorized at Canadian border crossings as a result of
actions taken by this Committee and the special efforts of Senators Murray and
Cantwell.

All of these devastating effects have caused severe budget problems for the state.
In December of 2001, our General Fund budget problem stood at more that $1 bil-
lion. By mid-February of this year, the projected problem had risen to $1.6 billion.
The Legislature closed the gap for this biennium with almost $700 million in painful
budget cuts and a mixture of other equally difficult measures. The aftermath of Sep-
tember 11 will continue to present difficult fiscal challenges even in the next bien-
nium.

Coping with these budget problems has been a daunting task for our state agen-
cies, which are now faced with a hiring freeze and extensive layoffs to erase the red
ink.

STATE HOMELAND SECURITY EFFORTS AND NEEDS

In spite of these challenges, our agencies and local public health jurisdictions re-
sponded to the call for increased homeland security. They are facing unprecedented
responsibilities in providing for sustained security and protection of critical infra-
structure. They have expended an additional $8 million on terrorism response ac-
tivities, ranging from increased overtime pay for public health and emergency per-
sonnel, purchasing new specialized equipment and gear, preparing risk and vulner-
ability assessments and response plans, protecting transportation facilities such as
our state ferries, enhancing electronic monitoring capacity, and other actions.

Faced with declining economies and severe budget shortfalls, Washington, like
other states, must receive sustained financial assistance from the federal govern-
ment, which has the primary responsibility to provide for homeland security.

Security of our nation’s seaports and related infrastructure must receive imme-
diate and long-term federal attention and funding. Washington, with its extensive
coastline, is particularly vulnerable and has already experienced smuggling of
human cargo through its ports. I, therefore, urge the Committee to give favorable
consideration to the Administration’s request for additional funding for the U.S.
Coast Guard.
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PUBLIC HEALTH NEEDS AND THE BIOTERRORISM THREAT

Public health and homeland security are absolutely critical. In the post-September
11 world, we must assume that a major bioterrorism attack is a likely occurrence.
It is our responsibility to prepare and train accordingly. But states need a sustained
financial commitment to preparedness, so we can be ready to protect public health
during a bioterrorism incident, an infectious disease outbreak, and during other
health emergencies.

Preparedness is an expensive but essential investment. Every part of our state
must be ready. Our citizens live near unprotected borders, major dams, nuclear
sites, and military bases. We need the resources to plan for emergencies, train the
people who will be responding first, and practice so we are prepared.

We have identified several immediate needs that must have a continued source
of funding if we are to successfully address bioterrorism threats. These include in-
creased local and state communicable disease surveillance to detect bioterrorism
events, training of clinicians, hospital staff, and first responders, secure statewide
communication systems, and enhanced public health laboratory capacity.

The National Pharmaceutical Stockpile is an integral part of preparedness. How-
ever, states urgently need resources so they can be ready to use it. States and local
communities must develop and exercise plans for receiving the stockpile and distrib-
uting the medication to people quickly and efficiently.

We are grateful that Congress and your committee recognized the importance of
these needs and that we will be receiving funding for many of them in fiscal 2002.
But, it is critical these programs receive continued funding in future years.

During our nation’s civil war, President Abraham Lincoln cautioned, “As our
cause is new, we must think anew and act anew”. We now face unprecedented
threats to our homeland security. As these threats are new, we must think anew
and act anew. And as these threats are long term, we must adopt a long-term oper-
ational and fiscal plan for defending against and defeating those who would attack
our citizens. This new approach will require programmed, multi-year federal fund-
ing for homeland security and bioterrorism protection, much as we have done his-
torically for the Department of Defense.

SHARING CRITICAL SECURITY INFORMATION

A second critical need involves sharing of sensitive information on terrorist
threats from all federal sources with Governors and other key state officials and
local public safety officials. The sharing of intelligence is critical if we are to make
informed decisions at all levels of government regarding terrorist threats, and effec-
tively defend against them. Most of this information comes from federal sources, and
there must be a system that provides timely access to it in order to prevent or miti-
gate terrorist attacks.

At the request of my office and the State Attorney General’s office, Washington’s
Legislature recently approved legislation that modified our open public records law
to expand restrictions on the release of sensitive terrorism-related documents, in-
cluding those received from federal agencies. We now have much greater assurance
that these documents will be protected and not end up in the hands of those who
would harm our citizens.

CROSS RECOGNITION OF SECURITY CLEARANCES

A related and equally important issue is the need to ensure that federal security
clearances for key state and local officials are standardized and reciprocal between
agencies and levels of government. It does not make sense for state and local offi-
cials who need access to critical terrorism-related intelligence to be required to ob-
tain a separate security clearance from each separate federal agency or for one fed-
eral agency to refuse to recognize security clearances granted by another federal
agency. That is what is currently happening and it is costly and grossly inefficient.

As Governor, I need timely and secure access to intelligence information from a
number of federal agencies and those federal agencies need to be able to share infor-
mation with one another and with me and other key state officials, such as Adju-
tants General, state Secretaries of Health, and state police chiefs, as well as with
key local officials, such as mayors and county executives.

BORDER SECURITY AND THE FEDERALIZATION OF THE GUARD

With respect to border security, we are grateful for the increased federal staffing
that has been authorized and for the use of National Guard troops to augment other
federal resources on the borders. However, we continue to have concerns about the
decision to federalize these troops under Title 10 of the United States Code, and



14

have grave concerns about the decision to allow these troops to serve unarmed. That
decision places these troops in unnecessary danger and adds undue burden on fed-
eral agents to provide force protection when they should be focused on preventing
suspicious materials and people from entering the country.

We believe these troops should be activated under Title 32 in the service of the
United States in the same manner as the Guard was activated for airport security
immediately following the September 11 attacks and as the Guard has been used
to support law enforcement agencies for more than a decade under the National
Guard Counter-Drug Program. Title 32 duty allows the Guard to be used in the
service of the federal government while retaining a meaningful role for the gov-
ernors and the states in overall mission execution. Title 32 duty also assures equal

ay and benefits for equal service regardless of a Guard member’s duty location.
Title 32 facilitates use of the entire National Guard, both Army and Air, as has been
done for airport security, as opposed to use of one service component only, as has
been done with federalization of the Army National Guard for border security. Using
the entire National Guard force, both Army and Air, under the state’s Title 32 force
management authority significantly enhances our ability to assist the federal gov-
ernment while assuring our preparedness for state emergencies.

Finally, Title 32 duty is far more cost efficient, flexible, and responsive in meeting
federal needs than is Title 10 duty. The nation’s governors provided no-notice assist-
ance to the federal government in deploying Air and Army National Guard troops
to 420 airports within days of the September 11 attacks. This mission has been car-
ried out in direct support of the designated lead federal agency, the FAA, and has
been executed flawlessly and in a uniform manner at airports in every state, terri-
tory, and the District of Columbia.

By contrast, in October and November 2001, border state governors proffered, and
federal agencies such as the Border Patrol, Customs and the INS specifically asked
for, Title 32 National Guard assistance for enhancing security and speeding private
and commercial vehicle passage at our nation’s land border crossings. Because of the
Defense Department’s insistence on federalizing the Army National Guard for this
mission, a costly national command structure had to be created and the mission has
taken more than six (6) months to get off the ground. Under Title 32, the federal
government had critical National Guard assistance at our airports in less than six
days; under Title 10 it has taken more than six months to get relief at our nation’s
border crossings.

FEDERAL FUNDING AND THE STATE’S ROLE

Finally, I wish to address the important issues of how federal funding is made
available to state and local governments and what restrictions or qualifications
should be placed on eligibility for homeland security assistance. It is critical that
federal funding for homeland security be allocated to the states for distribution to
local governments. Although a large percentage of homeland security funding should
be earmarked for enhancing the preparedness of our community-based emergency
management organizations and emergency responder agencies, it must be channeled
through the states in order to insure enhancement of regional intra-state improve-
ments in our domestic security infrastructure.

In Washington, for example, we have a state Emergency Management Council
that includes representatives of our cities, counties, fire chiefs, police chiefs, sheriffs,
National Guard, seismic safety experts, public health, building officials, search and
rescue, and private industry. The Emergency Management Council, in turn, has a
Committee on Terrorism that has been meeting monthly for the past two and one
half years. The Committee on Terrorism includes representatives from more than
60 federal, state, local and private sector organizations. These bodies function under
state law to advise the Adjutant General and me on emergency preparedness strate-
gies and policies.

We also use these bodies to oversee the distribution and allocation of FEMA and
Department of Justice grant monies and other federal funds to assure a conscious,
calculated, and collaborative strategy for using federal funds to enhance our commu-
nity and regional intra-state preparation for natural and manmade disasters. Only
in that manner can programs be implemented consistently and comprehensively to
raise capacity throughout all regions of the nation.

I began my testimony by acknowledging the daunting financial challenges the at-
tacks of September 11 have thrust upon the state of Washington. Governors, legisla-
tors, and local officials throughout the nation are confronted with similar challenges
and, like Washington, are unable to generate revenues sufficient to meet the new
demands of homeland security while still satisfying the other mandates of state and
local governance.
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As the threat to our national security is new, so we must think anew and act
anew. The federal government must take a new approach in order to “jump start”
national preparedness for further terrorist attacks. It is imperative that homeland
security funding for the next two to three fiscal years (what I refer to as the critical
transformation period for assuring homeland security) not be tied to traditional fed-
eral matching requirements. Under current economic conditions, and in light of new
national security demands, traditional matching requirements are simply a bridge
too far and will preclude states and local governments from taking the steps nec-
essary to enhance our national security. As much as we recognize the need for en-
hancing our emergency response infrastructure, many states and local governments
will not be able to take advantage of federal transformation initiatives because of
a lack of matching funds.

Given the sheer size of the national problem and the magnitude of the funding
that Congress has recognized is needed, so-called “soft matches” may be equally dif-
ficult or impossible to achieve. I, therefore, urge you to develop a transformation
strategy for making necessary funds available to the states, and through the states
to local governments, for enhancing state, local, regional and national preparedness
for this new era of global terrorism.

Thank you, Mr. Chairman.

BIOGRAPHICAL SKETCH OF GOVERNOR GARY LOCKE
MAKING WASHINGTON A BETTER PLACE TO LIVE, WORK, AND RAISE A FAMILY

Gary Locke was elected Washington’s 21st governor on Nov. 5, 1996, making him
the first Chinese-American governor in U.S. history. As governor, he has worked to
make Washington public schools the best in the nation, promote jobs and economic
development in rural and urban areas, and fight juvenile crime. On Nov. 7, 2000,
the governor, a Democrat, was re-elected to his second term.

Born into an immigrant family on Jan. 21, 1950, Gary spent his first six years
in Seattle’s Yesler Terrace, a public housing project for families of World War II vet-
erans. His father, James Locke, served in the 5th Armored Division of the U.S.
Army under General George Patton and landed on the beaches of Normandy shortly
after D-Day. Following the war, James Locke met his wife, Julie, in Hong Kong and
settled in Seattle, where they raised their five children.

Gary worked in his father’s grocery store. He worked hard, became an Eagle
Scout, and graduated with honors from Seattle’s Franklin High School in 1968.
Then, through a combination of part-time jobs, financial aid and scholarships, Gary
attended Yale University, where he received his bachelor’s degree in political science
in 1972. After earning a law degree from Boston University in 1975, he worked for
several years as a deputy prosecutor in King County, prosecuting people for crimes
such as robbery and murder.

In 1982, Gary was elected to the Washington State House of Representatives,
where he served on the House Judiciary and Appropriations committees, with his
final five years as chairman of the House Appropriations Committee. As chairman,
Gary negotiated bipartisan budgets that increased college and university enroll-
ments, improved children’s health-care services, and strengthened environmental
protections.

Gary was elected chief executive of King County in 1993 and took on all of the
challenges facing Washington’s most complex urban area. During his term, he cut
the budget, expanded transit services, established a program to reward county de-
partments for saving money, and developed a nationally acclaimed growth manage-
ment plan.

As governor, Gary has worked to make Washington a better place to live, work,
and raise a family. Believing that education is the great equalizer, he has made it
his top priority. He created Washington’s Promise Scholarships for top high school
students from working, middle-class families. He has pushed to hire more teachers
and to reduce class size in the K-12 system. He appointed an Academic Achieve-
ment and Accountability Commission to help identify and improve schools that are
struggling in the effort to raise test scores. He also created the Washington Reading
Corps to help students who are struggling as they learn to read. And his Youth
Safety Summit brought together educators, community leaders, students, and law
enforcement leaders to begin addressing school violence.

In 1997, Gary signed into law a landmark welfare reform bill that puts work first
and has reduced the number of families on welfare by almost a third. He helped
roll back business and occupation taxes for businesses, and in 1999 refunded $200
million in taxes from the injured workers fund. He has also put forward a Rural
Economic Development proposal to help rural economies grow by making vital funds
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available for infrastructure development and work force training. Gary proposed a
transportation plan in 1998 that provides strategic solutions for congested traffic
corridors in urban areas, focusing on basics such as maintenance and highway im-
provements. His Offender Accountability Act will increase the supervision of felons
after they have served their time.

Gary and his wife, Mona Locke, a former reporter for KING 5 television in Se-
attle, were married on Oct. 15, 1994. They are the parents of Emily Nicole, born
on March 9, 1997, and Dylan James, born on March 13, 1999.

Chairman BYRD. Thank you. Governor Engler we are glad to see
you this morning. We thank you for your appearance. You've al-
ready been introduced. Why do not you proceed please?

STATEMENT OF HON. JOHN ENGLER, GOVERNOR, STATE OF MICHI-
GAN

Governor ENGLER. Thank you, Mr. Chairman, Senator Stevens,
members of the committee. I apologize for my late arrival. I was
in front of Senator Rockefeller and Senator Grassley, and either
their question or my answer was too long. But I am honored to be
here this morning and to join my colleagues, Governor Locke from
Washington and Governor Barnes of Georgia. I'd also like to sub-
mit for the record more extensive testimony that represents the po-
sition of the National Governors Association.

Chairman BYRD. Your testimony will appear in the record as
though stated.

Governor ENGLER. Thank you. I want to thank this body for its
willingness to work in a bipartisan basis with the administration
and America’s Governors as we develop a comprehensive national
strategy to protect our people from acts of terror. When it comes
to homeland security it is not about Republican or Democrat prior-
ities, simply American priorities. And the National Governors Asso-
ciation is grateful to the Congress for its focus on homeland secu-
rity.

The National Governors Association also commends Governor
Ridge for his accessibility to Governors, his willingness to work
closely with State and homeland security officers as we develop co-
ordinated national security plans. And that is not a trivial point.
As we emphasize in the written testimony, for our Nation’s re-
sponse to be comprehensive in both theory and practice the 50
States must be the locus of interaction with the Federal homeland
security effort.

As a common clearinghouse for funding and program implemen-
tation, as Governor Locke just testified very eloquently, the States
are willing to take on the responsibility of making sure every com-
munity is covered. This will not be the case, though, if homeland
defense funding is scattered to other levels of government that are
more limited in scope. There have been recent news stories on
some of the Justice Department funds, and I think those are unfor-
tunately maybe the tip of the iceberg on some of this. But, that was
before 9/11 and now it is a different day.

I think Governors recognize that the first responders are often
our local partners. There is no question about that. Significant
funding will need to be passed through to local government to as-
sure they are trained, equipped and ready to go. However, without
the statewide coordination, there will be gaps in the emergency-
based system. And our people, this country, cannot risk those gaps.



17

So, if we are to prevent and to respond to another terror attack,
then the preparation must be comprehensive and across the board,
leaving no community or potential target unprotected. I'd also like
to stress the point that again is in our submitted testimony, but
it regards the interoperability of communication systems. I think
this is a special challenge that we face.

In this regard, the committee may be interested to learn just last
month in Michigan we enacted a comprehensive strategy to speed
deployment of broadband, high speed Internet connections. And we
think, certainly, there are economic and educational opportunities
that result from broadband deployment and high speed internet,
but enhancing homeland security was also a very key component
of our initiative. The ability to share data across government agen-
cies, including law enforcement, at every local level, the emergency
management hospitals, county health departments—absolutely crit-
ical. We have invested in the recent years—we are just bringing
online the last aspect of a state of the art 800 megahertz radio
communications system, nearly $200 million of State money to
build this system out across the State, operated by our Michigan
State Police.

Now we have made it available for use by local law enforcement
and other State and local agencies, and many of them have come
on to this system. But, I guess the point I would make is that the
investment needed to have this kind of communications capability,
to have it done at the right speed across all agencies, is a substan-
tial cost. And then you add to it, as we saw in—so important in
New York—the need for redundancy and back up systems, that
adds more. And so, State and local governments are going to strug-
gle trying to bear these costs alone. I don’t think they can handle
this all by themselves.

But, the benefits of this interoperability will spill over far beyond
homeland security, and I think it will have a positive effect in help-
ing all these agencies be better equipped to serve the public and
carry out there respective ongoing missions on a day to day basis.
But, the Federal investment is very important, and it is needed.

And I want to stress at the same time, there has been this in-
vestment. But the State coordination is essential because we can
no longer afford or accept the Federal funding that results in the
creation of separate unconnected systems. We literally have in the
State of Michigan examples where different agencies within the
Justice Department in the past had funded different local commu-
nities with systems which couldn’t talk to each other. And today,
I think that is a luxury we can no longer afford.

With regard to bioterrorism expenditures, within 3 months of
September 11th the Michigan experience, through our Department
of Public Health, some $2.6 million were spent responding to an-
thrax threats crisis, to bolstering all of our response capabilities.
And we are budgeting now, on a statewide basis, nearly $29 million
in additional immediate investment at local hospitals, at health de-
partments, and again, in State laboratories. And again, we are aw-
fully grateful because it has been the leadership and support from
the Congress that formed the Kennedy-Frist legislation. That
makes a big difference, that helps.
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As with bioterrorism preparedness, there are a lot of other home-
land security initiatives too, and our testimony details some of that
and you will hear from each of us. We have spent, our estimate is,
something in the order of $31 million directly responding to home-
land security needs that have been put in front of us, again, since
9/11. Recurring costs to support necessary program initiatives are
probably going to be in that $30 million range on an annual basis.

I think, Governor Locke, you have two of us—I think we both
have busy border crossing points. If Governor Pataki were here
he’d be the third one on the Canadian northern border. But we cer-
tainly appreciate the commitment that has been made by the Presi-
dent and the Congress to add personnel to the borders.

We do need improvements in the staffing. We need a lot of sys-
tems improvements as well. And frankly, this is a scenario where
{,)hedCanadians have done a better job, historically, on the northern

order.

Following September 11 the traffic at Michigan’s border crossing
with Canada slowed to a crawl. We had delays that were 12 hours
or more at border crossings. We operate in the auto industry on
something called just in time. Well, nothing was in time and on
time in those days. While it has gotten back to a little bit of nor-
malcy now, we still have far more delay than we need.

Surprisingly, given the amount of trade between the United
States and Canada, it is about $1.3 billion a day, but 43 percent
of the traffic flows through Detroit or Port Huron. And we need
that. We need that for the economy. We cannot have it slowed at
the border. We sent in Guard members. We were asked to do that,
and then later on additional Guard were Federalized and brought
in all to assist Customs.

It was amazing to me just adding Guard who were not trained
to be border agents, how much more contraband was being discov-
ered, what kind of stops were being made that maybe were not in
the past. So, we have got some issues, but we believe—and I think
Governor Locke would agree because he has had some experience
going out of Washington with technology—that manpower alone is
not enough. There has been a lot of discussions about what would
be a smart border approach. And Mr. Chairman and members, we
think that there are some smart strategies, innovative strategies at
the border where you use new technology, you do a lot more infor-
mation exchange and resource sharing, the kind of things we need
with Federal and State agencies. But at the border, we can do a
lot.

That is a Federal responsibility. The States do not maintain the
borders. I mean, I often hear let the States do it. On the borders
I am perfectly happy to say that is the Federal Government’s—that
is your job. And we want to provide whatever we can in the way
of support to improve the way that is done. And we recognize that
it is going to cost some money. It is going to take an investment,
but we have got to make the borders better.

And they do have a lot to do with security. In fact, President
McPherson, Peter McPherson at Michigan State who has spent a
lot of time on United States-Canada relations, suggests that maybe
what we really need to look at is the coordination with the Cana-
dians to the point that we look at the security in the hemisphere
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where it really is the water that becomes the natural boundary.
And so, some of that coordination on an international level to make
sure than somebody who is coming to this hemisphere is actually
being appropriately admitted up in Canada or in the United States.
And that might even make our northern border, at least those
problems be a little bit less.

Mr. Chairman, that really is my testimony. I thank you for the
opportunity to be here on behalf of the Governors Association.

[The statement follows:]

JOINT PREPARED STATEMENT OF GOVERNOR JOHN ENGLER, GOVERNOR ROY E.
BARNES, AND GOVERNOR GARY LOCKE

Mr. Chairman, Senator Stevens, and members of the Committee: The nation’s
Governors appreciate this opportunity to discuss the issue of homeland security.
Since September 11, states have responded in every possible way and at great ex-
pense without any certainty of reimbursement despite the most significant budget
shortfalls of at least a decade—nearly ten percent of state operating funds, or $40
billion overall, with an expectation this will increase to $50 billion this fiscal year.

Governors are grateful for the Administration’s and this committee’s efforts to
make support for state and local government homeland security a top priority. The
federal government should provide adequate funding, support, and information
sharing to ensure that homeland security needs are met. In addition to significant
initial federal investment, ensuring homeland security cannot be a one- or two-year
effort, but rather requires a more permanent recognition of the vastly changed re-
sponsibilities we all confront.

The Office of Homeland Security should have the ultimate authority to coordinate
policy and funding levels from which grants to states could be provided for sus-
tained state capacity. A well-developed national strategy and work plan, reflecting
the experiences and needs of local, state, and federal policy officials, should guide
the development and approval of national programs and policies. Maximum re-
sources must be combined with state and local efforts to achieve a truly effective
national capability to prepare and manage the consequences of terrorism.

We want to emphasize how critical it is that federal homeland security funds be
funneled through the Governor or a designated state agency. The ability to coordi-
nate through a single agency or office is crucial if we are to address the complexity
of directing and coordinating resources towards protecting our citizens.

Before proceeding Mr. Chairman, America’s Governors wish to thank you for your
leadership in providing additional funds as part of the Defense Appropriations bill
in the fiscal year 2002 budget directly to states to immediately enhance the capacity
and preparedness to the state and local public health systems to respond to biologi-
cal and chemical attacks, and we appreciate the speed with which your committee
is moving to consider the President’s supplemental request for homeland security.
While each Governor works diligently to address public health threats, they all
know that their best response is to develop and maintain a strong public health in-
frastructure. Governors hope to continue a partnership with you to accomplish this
objective.

The September 11th terrorist attacks have moved the issue of terrorism to the top
of everyone’s agenda. Dealing with the threat of terrorism is a complex challenge
that will not be accomplished overnight; nor will it be inexpensive or easy to accom-
plish. It has and will require significant costs—human and fiscal—at every level of
government. It will also require intergovernmental preparedness and interagency
::iooperation at all levels of government to prevent loss of life and major property

amage.

The Governors are pleased that President Bush selected one of their colleagues
to be the Director of Homeland Security. Governor Ridge recognizes and continues
to emphasize the need for a comprehensive homeland security strategy that is truly
national in scope—a strategy that takes into account the requirements of state and
local response entities, but recognizes that the central coordinating role must be at
the state level through the Governor’s office. Many Governors have appointed direc-
tors of homeland security and task forces to coordinate state activities regarding se-
curing the infrastructure. These individuals have been consulted often by the Office
of Homeland Security. More importantly, Governor Ridge met with our Executive
Committee last December and with all Governors at their Winter meeting in Feb-
ruary to ensure the greatest possible mutual coordination and cooperation. The Di-
rector has been directly accessible to Governors in attempts to find answers to ques-
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tions such as reimbursement for National Guard security activities or specific ques-
tions concerning infrastructure protection.

The magnitude and urgent nature of the September 11th terrorist attacks and
subsequent anthrax crisis and national alerts have led Governors to initiate their
own efforts to coordinate and implement a comprehensive state-based strategy to de-
tect, prepare for, prevent, protect against, respond to, and recover from terrorist at-
tacks within their borders. This great challenge comes at a time when Governors
are “tightening belts” in order to balance their state budgets. But when it comes
to protecting the citizens of their states and the critical infrastructure, Governors
believe that as homeland defense priorities are set, they must be accomplished. That
is true whether the funds have been made available yet or not and even though the
circumstances were not foreseen.

States have borne unprecedented costs to ensure that the nation’s critical infra-
structure and citizens are protected from terrorist attacks. These costs involve:
building up the nation’s public health system to respond to and recover from a bio-
logical, chemical, or other attack using weapons of mass destruction; developing an
interoperable communications system; securing the critical infrastructure, from air-
ports to border crossings, water supply to pharmaceutical labs, bridges and tunnels;
and securing and protecting crops and food supplies vital to the health and safety
of citizens.

Mr. Chairman, this is a tall order and as stated earlier, states have and are pay-
ing a substantial price for homeland security. The National Governors Association
estimates that the first-year costs alone could reach $5 billion to $7 billion nation-
wide, with $3 billion of this cost devoted to bioterrorism preparedness and emer-
gency communication, and $1 billion devoted to guarding critical infrastructure.
These costs will vary from state-to-state because of the different critical infrastruc-
ture and geographic location. But all states, from Maine to California and from Iowa
to ’ll"lexas, have a story to tell about the costs of beefing up security since September
11th.

Public Health System—Building a Capacity to Deal with Bioterrorism

The attacks of September 11th and subsequent anthrax scares highlighted the im-
portance of developing and maintaining a strong public health infrastructure in
every state and territory. In the months following the attacks, states spent millions
of dollars in unbudgeted funds expanding the duties and work schedules of many
public health employees to prepare for and respond to public health emergencies.
In addition, Governors assessed and strengthened hospital surge capacity and capa-
bility, as well as public health laboratory capacity to analyze accurately and identify
agents of chemical and biological terrorism.

As you know, Mr. Chairman, our nation’s public health system is built and sup-
ported by state and local governments. State governments conduct a range of dis-
ease surveillance and detection activities necessary for identifying public health
threats quickly. States also coordinate, train, and deploy medical supplies and
human resources required for treating victims of public health emergencies. How-
ever, most systems are currently tailored to respond to routine medical situations,
not bioterrorist attacks.

Mr. Chairman, as stated earlier in this testimony, late last year this committee
led the Congress to appropriate funding to improve immediately our nation’s capac-
ity to respond to bioterrorist attacks. The nation’s Governors are especially encour-
aged that this committee recognized the importance of state and local governments
in building public health emergency systems that can adequately protect our nation.
Indeed, states will receive more than $1 billion in fiscal year 2002 to begin to de-
velop comprehensive statewide and regional plans for responding to public health
threats. The nation’s Governors applaud the commitment of the Administration and
Congress in providing this immediate financial relief for states. States are currently
developing comprehensive, statewide plans in anticipation of funding for laboratory
build-up and other public health necessities. We all understand there is no way to
predict whether an attack will occur in a metropolitan or isolated rural area—the
need to coordinate an unprecedented response on little notice is critical. The Admin-
istration and Congress should build upon these current programs and recognize that
states need substantial additional resources to protect citizens from bioterrorism,
provide a mechanism for ensuring that funds are fairly allocated across states and
territories, and recognize that Governors bear the ultimate responsibility and ac-
countability for the development, implementation, and coordination of state plans.
During a conversation with Governors at their 2002 winter meeting, Governor Ridge
emphasized the essential role of states in coordinating funding.

The most important step that Congress can take at this time to protect our nation
against public health threats is to commit to continue funding for this important
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state-based initiative well into the future. States are working to implement long-
term comprehensive plans to protect Americans from the threats of terrorism today
and into the future. These long-term goals will not be realized unless states can rea-
sonably expect that Congress will not eliminate or diminish financial support in fu-
ture years.

Developing a Communications System

The current focus on security has elevated the demand for public safety commu-
nications and information sharing needs in emergency situations. There must be
interoperability of equipment between first responders—fire, police, emergency med-
ical workers, and lab teams—with and between state and local police, across county
and city jurisdictions, and with federal enforcement officials. These individuals must
be able to communicate in a timely manner. There must not be another incident
as that described by New York City officials when they warned about the imminent
collapse of one of the World Trade Towers on September 11th, but the individuals
receiving the information could not reach fire officials in the Tower with their radio
equipment. Instead they had to rely on the 19th century method of sending a mes-
senger across long distances only to arrive less than a minute before the first tower
fell. Mr. Chairman, this shouldn’t happen in the 21st century with the availability
of top notch equipment and technical expertise.

Communication interoperability is the foundation for improving communications
among public safety and emergency service agencies and, in turn, for reducing the
lapsed time between receipt of, and response to, calls for assistance from citizens.
It is at the heart of efforts to ensure rapid, clear, and secure voice and data commu-
nications. In an interoperable environment, communications are seamless, coordi-
nated, and integrated. Also, security improvements are made to guard against cyber
attacks on essential government and other critical sector operations.

Although interoperability is a national objective, it can only be achieved on a
state-by-state basis. Therefore, the state must play a central role in designing and
advancing the standards and objectives of the system.

Building an interoperable communication system will not be an easy task and will
require a long-term commitment of federal and state resources to accomplish. Fur-
thermore, the Governors want to ensure that funds are not squandered on the
“wrong” equipment and that limited personnel and resources are not wasted on in-
complete or redundant equipment and training. There should be no duplication of
effort—resources are too limited. Rather this must be a short- and long-term sus-
tainable effort to address the immediate and future public safety needs of interoper-
able communications.

Action must be taken at the federal level to ensure that there are adequate radio
frequencies, known as spectrum, dedicated to public safety needs. Under the exist-
ing law, allocations are governed by the Federal Communications Commission
(FCC). Currently, there is inadequate available dedicated public safety spectrum.
The situation will rapidly become worse as states develop more comprehensive com-
munications systems designed to transmit voice and data targeted at incident pre-
vention and emergency response.

In 1996, Congress gave broadcasters a portion of valuable public broadcast spec-
trum temporarily and at no cost for the auspicious purpose of conversion from ana-
log to digital signals in the move toward high definition television (HDTV). At the
same time the giveaway was under consideration, state and local governments sub-
mitted comments to the FCC urging prompt public safety action to allocate 24 mega-
hertz of spectrum exclusively for state and local public safety including police, fire,
and emergency medical services. On September 17, 2001, in the shadow of the worst
terrorist attack in this nation’s history, the FCC issued a decision that will allow
21 broadcast companies to resell spectrum to the wireless industry. According to the
FCC action, these channels will not be available for public safety use until 2006,
if ever. In the meantime, state and local governments remain starved for adequate
broadcast spectrum for public safety.

Mr. Chairman, the resulting situation puts states and local emergency responders
in a serious situation with critical fiscal implications: what equipment should states
and local governments purchase, lacking any certainty whether the public safety
spectrum promised by Congress will, in fact, ever be available? The federal govern-
ment must recognize that dedicated spectrum for state and local government public
safety use is a part of the nation’s national defense strategy and must make imme-
diate plans for its accommodation.

Protecting the Critical Infrastructure

Since September 11th, states have spent millions of dollars to ensure that the na-
tion’s public and critical infrastructure are protected. These costs involve state and
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local law enforcement personnel, including the National Guard, who provide secu-
rity for energy supplies, water resources, bridges, tunnels and inland waterways,
ports, nuclear plants, borders and chemical laboratories. Governors believe that se-
curing the infrastructure represents the first line of defense in homeland security.

Subsequent to September 11th, the President asked Governors to use the National
Guard in augmenting security at the nation’s commercial airports. Although there
has been reimbursement for some of these expenses, Governors did not limit their
use of the National Guard or other security personnel to only that which was man-
dated at the President’s request, but also to meet federal requests for expanded se-
curity to protect aircrafts in hangars and airfield perimeters.

In addition to augmenting airport security, Governors were asked to provide as-
sistance at several of the nation’s ports of entry and border crossings. This assist-
ance was needed to expedite the trafficking of goods and services. Some border
states had commercial venders who were experiencing slowdowns because they
could not receive parts and other materials needed for production in a timely man-
ner.

Another critical security need is the energy infrastructure—power plants, refin-
eries, and transmission and distribution networks—that is vulnerable to risks asso-
ciated with threats from terrorist attacks and weapons of mass destruction. Man-
aging and securing the energy infrastructure, including oil and gas pipelines, is an
essential element of the nation’s economic well-being, environmental protection, and
community safety. States will need additional resources to work closely with federal
agencies and the private sector in taking the necessary measures to protect our crit-
ical energy infrastructure.

Another infrastructure in need of protection is the public drinking water and
wastewater systems. Nationwide, there are approximately 168,000 public drinking
water systems. The nation’s wastewater infrastructure consists of approximately
16,000 publicly-owned wastewater treatment plants, 100,000 major pumping sta-
tions, 600,000 miles of sanitary sewers, and another 200,000 miles of storm sewers.
Significant damage to this infrastructure could result in loss of life, catastrophic en-
vironmental damage to rivers, lakes, and wetlands, contamination of drinking water
supplies, long-term public health impacts, destruction of fish and shellfish produc-
tion, and extreme disruption to commerce and the economy. The best protection for
the water sector lies in common sense actions to increase security and reduce
threats from terrorism, including conducting vulnerability assessments, enhancing
physical and electronic security, and implementing emergency response and recov-
ery procedures. Because these actions often take place at the state level, it is imper-
ative that Congress and the U.S. Environmental Protection Agency (EPA) provide
the states with increased funding to implement them.

Likewise, food safety is a major challenge to the nation’s overall security in deal-
ing with bioterrorism and the infrastructure, given the possible use by terrorists of
crop dusters for spreading defoliants or other chemicals or biological agents on
crops, livestock, and the overall population. The introduction of diseases such as
hoof-and-mouth, anthrax, and brucellosis through livestock or plants to the popu-
lation at large would create a loss of confidence in the integrity of food production
systems that could send economic and financial shockwaves across the country. The
impact would be devastating and take industry years to recover.

In February 2001, the General Accounting Office (GAO) reported that during
1999, state food safety programs alone provided more than $301 million in resources
to food safety and accounted for approximately two million inspections utilizing
more than 5,700 staff years. This represents a tremendous state role in the food
safety/public health protection system, especially since states account for more than
80 percent of the food safety enforcement actions that are accomplished.

In order to deal with an attack on the food supply, sufficient funding for labora-
tory and scientific capacity is needed in states. This capacity is essential to trace
potential food borne illness outbreaks and for detecting food contamination and in-
fectious animal diseases.

Finally, protecting the infrastructure will be costly for first responders, and states
must coordinate and assist in meeting these costs. According to a survey of first re-
sponders conducted by the National Emergency Management Association (this orga-
nization represents state directors of emergency management) approximately $2.1
billion is needed to assist local first responders in building overall capacity and ca-
pability to respond to disasters. The first responder community must develop their
emergency operating centers (EOCs) and communications and warning capabilities
to complement the proposed alert system from the Office of Homeland Security.
Also, more local emergency management personnel are needed to perform the func-
tions of administration, planning, public education and awareness, exercises, and
training. Additional fulltime local directors of emergency management and appro-
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priate support staff could cost more than $140 million annually. And the total cost
for establishing primary and alternate local EOCs needed to provide coordinating
facilities for local response operation could cost more than $1.5 billion according to
the survey.

Other Issues of Concern to Governors

Mr. Chairman, there are a number of issues we would like to raise for your con-
sideration, including identification security, intergovernmental intelligence sharing,
and the duration and reimbursement of federal assistance. Each has importance fis-
cal impacts for states.

The nation’s Governors are aware of several proposals regarding citizen identifica-
tion security, including a national identification card, or requiring certain biometric
markers or other identifiers on drivers’ licenses. While the Governors applaud these
efforts to consider options for enhancing security, Congress and the Administration
should approach this issue with caution. Moving to such a system would be very
costly for states, especially the driver’s license issue, and should be discussed more
with Governors and Secretaries of States. The technology and enforcement of signifi-
cant new responsibilities would have significant fiscal impacts. In approaching the
issue, very careful consideration must be given either to providing full funding to
implement such a system or allowing maximum flexibility to states.

Another area that Governors, Congress and the Administration must work to-
gether on is intelligence sharing. A method must be developed to get critical infor-
mation into the hands of first responders who can and must act on it in order to
protect the nation. Governors understand and appreciate that there is information
critical to the nation’s security that must be guarded at the highest levels. But it
should be understood that state and local officials and responders can facilitate ef-
forts at apprehending potential terrorists or others who pose a threat to the nation
if they have the necessary information. Agencies such as the FBI and/or Immigra-
tion and Naturalization Service (INS) would be required to share information and
data bases with state and local officials. There will be a cost to state and local gov-
ernments for additional personnel to assist federal authorities in carrying out the
security mission. But human and fiscal savings would be achieved through pre-
venting potential terrorists from reaching their targets.

As states near or have adopted our budgets for next year, they have raised the
issues of reimbursement and whether we have the authority to stretch federal funds
beyond October 1, 2003. Issues like building public health care infrastructure will
require a long-term commitment, but currently there is little certainty about what
the federal role will be from the fiscal perspective after fiscal year 2002 and 2003.
We believe your committee could help on both fronts by clarifying federal intent on
these important issues.

Conclusion

In conclusion Mr. Chairman, states have made a major commitment to homeland
security since September 11th. A few examples are:

—The Commonwealth of Kentucky anticipates spending $3 million alone in over-
time costs to guard airports. Improvements in the state’s communications sys-
tem start at $60 million, and the state has spent $1.6 million on purchasing
new equipment such as vehicles, laboratory equipment, secure communications
and other specialized gear.

—Municipalities in the State of Maine have incurred an estimated $1.6 million
in overtime and other costs for security and for responding to hundreds of an-
thrax scares.

—The State of Michigan has spent $2.6 million for epidemiologists, microbiolo-
gists, and laboratory personnel to bolster the state’s response capabilities for
anthrax and other potential types of bioterrorism.

—In West Virginia, National Guard troops have been called up, and state employ-
ees have been asked to patrol and protect highways, bridges, waterways, refin-
eries, and public buildings at a cost of more than $4 million.

Mr. Chairman, these and other states have been spending funds at a time when
States are facing budget shortfalls of at least $40 billion overall, with an expectation
that—notwithstanding national economic recovery—this shortfall will increase to
$50 billion this fiscal year.

Therefore, the Governors urge Congress to make support for state and local gov-
ernment efforts a top priority. The federal government should provide adequate fed-
eral funding, support, and information sharing to ensure that homeland security
needs are met. In addition to significant initial federal investment, ensuring home-
land security requires yearly maintenance-of-effort by the federal government.
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Finally Mr. Chairman, we understand the difficult task of developing a homeland
security strategy for the nation. The Governors stand ready to work in partnership
with the federal government to meet these challenges, but we need your assistance
to ensure that we have the authority and funding to succeed.

BIOGRAPHICAL SKETCH OF GOVERNOR ROY E. BARNES

Birth Date: March 11, 1948
Family: Married; three children
Religion: Methodist

Spouse: Marie

Party: Democrat

Elected: November 1998

Term Expires: January 2003

Roy E. Barnes was born in Mableton, Georgia. He attended the University of
Georgia, earning a bachelor’s degree in history in 1969 and a law degree in 1972.
After serving in the Cobb District Attorney’s office for two years, he was elected to
the first of eight terms in the state senate. After two terms, he was named chairman
of the Judiciary Committee. Barnes served as administration floor leader from 1982
through 1989. He also served on the Governor’s Growth Strategies Commission and
was senate chairman of the Constitutional Revision Committee. Returning to the
legislature in 1993 after a run for governor in 1990, he represented the 33rd house
district. He served as vice chair of the House Judiciary Committee and as a member
of the Rules and Banks and Banking Committees. He also was a senior partner in
the law firm of Barnes, Browning, Tanksley, and Casurella in Marietta, Georgia.

BIOGRAPHICAL SKETCH OF GOVERNOR JOHN ENGLER

“Gov. John Engler has had more impact on the lives of Michiganians over the past
decade than any other single person, and his deep imprint will be evident well into
the new century.”——The Detroit News, April 9, 2001.

First elected in 1990 as Michigan’s 46th governor, Governor John Engler is now
America’s most senior governor. Engler was elected chairman of the National Gov-
ernors Association in August 2001.

A common sense Midwestern conservative who believes strongly that every child
should have the chance to succeed, Engler has made improving education Michi-
gan’s number one priority. With boldness and vision for the future, Governor Engler
also cut taxes, reformed welfare, right-sized government and implemented the big-
gest road repair and rebuilding plan in state history. Under his watch, the quality
of Michigan’s water, land and air resources has steadily improved.

In 1994, Engler led the fight to enact Proposal A—a ballot proposal overwhelm-
ingly approved by voters to fund schools fairly and cut property taxes. Now, all chil-
dren have a foundation grant that follows them to the public schools of their choice,
including more than 180 charter public schools. With funding issues resolved, high
standards and rigorous assessments have helped improve student performance. To
encourage academic achievement, Governor Engler created the Michigan Merit
Award—a $2,500 scholarship for college or training—that is awarded to high school
students who pass their proficiency tests in reading, writing, science and math.

Governor Engler has signed 31 tax cuts into law, saving taxpayers more than $25
billion. The state inheritance tax and capital gains taxes have been eliminated. Per-
sonal exemptions for children, seniors and the disabled have been increased. The
personal income tax rate is being reduced to 3.9 percent—the lowest level in a quar-
ter century—and Michigan’s main tax on business is being phased out completely.

Engler’s economic policies have helped to create more than 900,000 jobs in Michi-
gan, cutting the state’s unemployment rate from over 9 percent the year he took
office to 3.4 percent in 2000—the lowest annual level ever recorded. For an unprece-
dented four years in a row, Michigan has won the prestigious Governor’s Cup for
the most new factories and expansion projects in the nation. As part of the nation’s
most forward-looking economic development strategy, $1 billion is being invested in
a “Life Sciences Corridor” from Ann Arbor to Grand Rapids, and a high-tech
cybercourt to hear business disputes is also in the works.

Governor Engler has strengthened Michigan’s role as guardian of the Great
Lakes, fought water diversions and invested more in clean water than any governor.
Thanks to reforms of environmental laws, Michigan leads the nation in reclaiming
contaminated brownfield sites while preserving green space and farmland.

Other highlights of the Engler administration include:

—passing the $675 million Clean Michigan Initiative to reduce pollution, fix up

state parks, improve water quality and clean up contaminated sites;
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—trimming state government personnel by more than 20 percent (excluding state

troopers, prison guards and other public safety workers);

—transforming the $1.8 billion deficit he inherited to a $1.3 billion surplus;

—restoring Michigan’s AAA credit rating;

—helping nearly 300,000 families achieve independence from cash welfare and re-

ducing welfare rolls by nearly 70 percent;

—restructuring the regulation of energy and telecommunications industries to in-

crease consumer choice and reduce rates;

—investing a record-high $1.54 billion to fix our roads in 2001 alone—more than

four times the amount spent in 1990;

—reducing violent crime by more than 25 percent;

—serving an additional 45,000 patients annually with mental health services;

—giving Detroit’s mayor authority to appoint the local school board and speed up

the pace of reform,;

—increasing K-12 education spending by 84 percent; and,

—dramatically improving student reading and math test scores.

Engler, 53, is a graduate of Michigan State University with a degree in agricul-
tural economics and earned a law degree from the Thomas M. Cooley Law School.
He was recently elected to the Board of Trustees of the Gerald R. Ford Foundation
and named a Public Official of the Year by Governing Magazine. Michigan’s First
Lady, Michelle Engler, is also an attorney. They are parents of seven-year-old triplet
daughters—Margaret, Hannah, and Madeleine.

Chairman BYRD. Thank you for your statement. Governor
Barnes.

STATEMENT OF HON. ROY BARNES, GOVERNOR, STATE OF GEORGIA

Governor BARNES. Well thank you, Mr. Chairman and Senator
Stevens and other members of the committee for giving me an op-
portunity to come here this morning and talk about some of the
challenges we face and some of the things that we are doing in
Georgia—in the South—to protect the security of our citizens. I
also want to thank you for allowing us to share our views on not
only our problems, but something that has been touched on by Gov-
ernor Locke and Governor Engler, is how to better coordinate the
resources that exist between the State government and the Federal
Government.

We all know that the madmen who killed thousands of people on
September 11th, and those who contaminated our mail with deadly
anthrax, were not just targeting New York City or Washington.
They were attacking the United States of America. The victims left
loved ones in all 50 States, including the State of Georgia. And now
we realize everywhere that it could happen anywhere.

And so as Americans, we are fighting side by side in this war on
terrorism. The fight, I suggest to you as you heard earlier, will re-
quire planning for the possibility of future attacks. And it will re-
quire, and if I can stress this even more than what the other
speakers have said to try to heighten it, the sharing of information
and the standardization of the sharing of information.

And it also will require constant, real-time communication be-
tween different agencies of the Federal Government, and also dif-
ferent agencies of the State government. But most of all, it will re-
quire a commitment of resources. Now we recognize there is going
to be some commitment of resources that have to come from the
States. And as Governor Engler talked about and Governor Locke
talked about, we are willing to do that.

But, we also need assistance from the Federal Government be-
cause we also realize—and I think you do—State and local govern-
ments are on the front lines of this war and we do not have all the
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ammunition we need to fight it. And it will require something else,
and that is flexibility, because even though we are all fighting the
same war every State has unique security priorities. I will just give
you a couple of examples in Georgia.

We have the Centers for Disease Control in Atlanta, Georgia. It
is a major target from protesters to terrorists. I mean, everybody
is there that has a gripe with the United States Government or
particularly what they are doing. Or, and during times of ter-
rorism, of course they are the heartbeat for the rest of the Nation.
We have some specific and unique circumstances to provide secu-
rity there. We do that in the State government for the CDC.

We also have two major seaports on the Atlantic coast. We have
12 military bases, to which we are thankful, by the way. And we
also have the Nation’s largest airport. In fact, on September 11th
when I was asked to evacuate the Atlanta Airport we had over
20,000 people in the Atlanta Airport at that time.

Now like Governor Locke and Governor Engler, we also felt par-
ticularly keenly the effects of the recession. Georgia will take in
less this fiscal year—$500 million less than what it took in last
year in taxes, which is the first time that has occurred since 1953,
because we have been a high-growth State. But, we are willing to
establish and have established the priorities to make sure that we
meet our responsibility in providing the security for our people.

Let me give you a couple of things that we have done and some
of the problems that we see and how I think they can be corrected.
Shortly after September 11th we put together, as most States did,
a homeland security task force, which had representatives of our
law enforcement agencies, National Guard and otherwise; and also
a liaison to work hand in hand with our Federal agencies. This
task force includes the State agencies responsible for public safety,
emergency management, public health, environmental protection,
transportation and defense, as well as local law enforcement offi-
cials and fire chiefs.

I asked them to come up with recommendations to us to better
provide the security for our people. And based upon those rec-
ommendations we have included $6.3 million in this year’s budget.
Now that is on top of the regular public safety and public health
increases, to try to put into some of the specific suggestions that
they had dealing with homeland security.

Let me give you some of those that we are spending money on.
We have created the Georgia Information Sharing and Analysis
Center, which will gather intelligence on terrorism threats and it
will operate in tandem with the FBI’s Joint Terrorism Task Force
in Georgia. In fact, this is a good example of the Federal and State
working together. The FBI Joint Terrorism Task Force that is lo-
cated in Atlanta will be housed in a State facility—that houses this
information sharing facility and intelligence gathering.

But, also we are having the same problem about the standardiza-
tion of security clearances that Governor Locke talked about. What
clears security for one agency does not clear security to another. In
fact, on September 11th my adjutant general came to me and he
said I've got to get you to fill out this security clearance so I can
talk to you about some of the threats that we may have. And since
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I hire and fire him, I said that is an interesting thing, but I will
fill it out and I did so.

And I do not mind doing that, and I do not think anybody else
minds doing so, but there has to be among the agencies that are
cooperating so standardized way of clearing security so that we can
allow our State and our Federal agencies to work together. Some
of the other things we have done with the State funds so far that
we have appropriated, is to provide the additional staff needed by
existing agencies to handle increased security responsibilities and
to provide back up for the CDC.

Our State lab, our Department of Human Resources laboratory,
public health laboratory, acts as the back up lab for the CDC.
When they are overburdened we undertake it. In the anthrax scare
we were covered up because CDC was covered up. And we operated
our public health lab 24 hours a day almost.

The FBI moved into our State laboratory, which was fine, and we
wanted them to do so. At one time we had over 2,000 pieces of mail
in our State laboratory that we were doing for the CDC to go
through to test for anthrax. Now all of them turned out to be nega-
tive, but you still have to go through that process.

The reason I tell you that is we do not mind—the States—do not
mind providing the cooperative effort to keep our people safe. And
in exchange what we ask is a constancy of funding and the flexi-
bility to address some of those individual needs that we have in our
States. I will give you one more example in Georgia. I am sure it
is not unique, but it is of concern to us.

We have 33 counties in Georgia out of 159—don’t ask me why
we have so many counties—we have 33 counties out of 159 that do
not have a 9-1-1 emergency response system. And, of course, 9—
1-1 is pretty well the very first level of emergency response. We
need the flexibility to be able to meet some of those needs.

So, these are the things that we have done on a financial basis.
Most of us have also undertaken to introduce and pass legislation
to give our public health departments and directors new com-
prehensive powers to deal with bioterrorism attacks, something
that Governors did not even consider less than 1 year ago. This in-
cludes the ability to declare an immediate quarantine and the
power to require large scale vaccination and compel medical exami-
nations. And because the CDC is there, and we are proud to have
it there, it is also a concern to us to be able to respond to any at-
tack that may occur on the CDC and anything that may come out
of that.

We know, as President Bush has told us and that we all realize,
that this war against terror is not going to be won in the imme-
diate future. It is a long term fight and will require a long term
commitment, and that is what we are asking from you. We are
willing to commit long term because we are on the front lines. We
protect our people and we are going to protect our people. We ask
for Federal assistance and Federal assistance on a long term basis
rather than just one shot so that we can do some planning around
it.

We are doing our part and we ask the Federal Government to do
theirs. We need resources, yes, and the commitment to resources
over a multi-year period. But, we also need the flexibility to do the
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things that are best suited for the unique circumstances in each of
our States. Georgia has critical needs for equipment, supplies and
technical support. But the most critical need is for staff to establish
and maintain a bioterrorism preparedness and response program,
for the training to our counties and our cities and our State offi-
cials that first respond.

We need to be able to hire staff, and in order to do that we need
an ongoing commitment of funds. And we need guidelines that are
consistent from one program to the next and as standardized as
possible to make sure that we are getting results. We do not need
micromanagement of our State agencies and we are willing to be
accountable for the results that are required of us without micro-
managing us.

In closing, I believe that a comprehensive State terrorism strat-
egy is the best and most appropriate framework for the delivery of
Federal programs and funding. All Federal resources, programs
and activities involving State and local government should be co-
ordinated through the Nation’s Governors and their appropriate
State agencies so that we can make sure that we do not duplicate
our funding resources and that we do not duplicate what is nec-
essary and that we can coordinate into one plan everything that is
being done. I suggest to you that bypassing the States would only
lead to gaps or to wasteful overlaps and redundancies, two things
that we cannot afford in this war that we are all fighting. Thank
you Mr. Chairman.

Chairman BYRD. Thank you, Governor Barnes. Dr. Carter, you
have already been introduced. Would you please proceed?

STATEMENT OF DR. ASHTON CARTER, FORD FOUNDATION PRO-
FESSOR OF SCIENCE AND INTERNATIONAL AFFAIRS, KENNEDY
SCHOOL OF GOVERNMENT, HARVARD UNIVERSITY

Dr. CARTER. Thank you, Senator and members of the committee
for having me before this committee, but above all for holding this
hearing because it emphasizes the need to give some coherence to
the homeland security investment program over all, and that in
fact is the theme of the brief comments I would like to make. My
statement, Mr. Chairman, is drawn from an article that I pub-
lished in “International Security” in the winter issue, which has at-
tracted some attention. And that is going to be the basis for what
I have to say. If I may I would like to enter that in the record as
my written statement.

Chairman BYRD. That will be included, without any objection.

Dr. CARTER. Thank you. The main purpose of the article, which
was written in November, was to define the Governor Ridge job.
How can this new position add value, and make a contribution and
to protect the Nation against terrorism, which is a struggle which
is going to be with us as far into the future as we can see? The
conclusion of the article was that to make a contribution Governor
Ridge should not try to be a coordinator; should not be a czar;
should not be an agency head; certainly should not be a spokes-
man; but instead an architect, an architect of the capabilities we
do not now have but urgently need to build. The architect of what
we need to build.

I will not describe why these other job descriptions which I
named would fail, but I want to concentrate on the architect role.
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The main thing an architect would do is to create a multi-year,
multi-agency program plan—and those of you from defense back-
grounds like me know what a program plan is—which is an invest-
ment plan to build new capabilities. To see what I mean, think of
a single piece of paper in which on the left hand side you have the
various agencies of the Federal Government that play a role in this
process.

You have the States and the localities, their important roles. You
have the private sector, which owns and operates critical infra-
structures that need to be protected. And along the top of the piece
of paper you have the various tasks that need to be accomplished
in a competent national effort to combat terrorism.

My favorite way of arraying them is to think of a timeline that
goes from before an incident to after an incident. And before an in-
cident you need to worry about detection and surveillance and in-
telligence and prevention and protection. And then when an inci-
dent is imminent, about interdiction. And after an incident, about
consequence management, attribution and forensics and learning
from what has happened to you.

So imagine those tasks arrayed across the top of the paper, and
it looks like a little matrix. And in every box the architect would
fill in what capabilities need to be built in each of those boxes so
that the Nation overall has the set of capabilities it needs, pre-
scribing for each box what new money and new organizations are
needed to get the job done.

So that, in the simplest terms, producing that chart is the job
that would add value. That is the simplest description I can give
it. It is not rocket science or Werner von Braun, the physicist. Wer-
ner von Braun said the job of the rocket scientist—the goal of the
rocket scientists at Pennemunde was to make sure that it was
more dangerous to be at the predicted impact point than to be at
the launch point. By that standard of rocket science that is prob-
ably all we need to produce that chart.

Now Governor Ridge, hypothetically if he took on this definition
of his job, would get the President to approve his chart. The Presi-
dent would direct the agency heads at the Federal level to reflect
the contents of that chart in their budget submission, and to pro-
vide the funding, the inducements and the regulation which may
be required so that State and local levels and private entities do
their part. And then send that package up to the Hill where it
would, of course, be your job to make the final disposition.

The chart I have described and the process I described stand in
sharp contrast, I think, to the process that produced the fiscal year
2003 budget, which process I think can be described charitably as
the result of agency, contractor and Congressional initiative, many
of them very good, but not a plan. There is a lot of useful stuff in
there, but it is the result of a lot of people hammering and sawing
without an architectural blueprint.

Next, if Governor Ridge took on that definition of his job, what
does it take, what does he need to do a competent job of creating
an architectural plan? A small White House staff, however capable,
is in my judgment not enough to produce a good plan in an area
that is so large, so new, so complicated and so vital. They will not
have the knowledge across all the domains. They will get
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outgunned by the agencies who have a more partial view of the
problem. We saw that in the skirmish over the creation of a border
agency, for example.

They will not be able to do the Red Team-Blue Team work which,
I describe in the article and again I draw from my defense experi-
ence, is so crucial to figuring out, to be one step ahead and smarter
than the people who would do damage to us. They will not be able
to do the systems engineering, the design of the cross-cutting
things that are no agency’s individual responsibility, but that are
necessary to make the whole thing work together.

They will not be able to help the agencies that we are now show-
ering with money but that have no tradition of spending large
sums of money on engineering programs and large technology pro-
grams and systems efforts to help those agencies develop the capa-
bility capably to spend that money. And above all, they will not be
able to provide a framework for deciding who pays for all this stuff.
Who is going to pay for all this protection? What mix? How are we
going to apportion the cost between the Federal level, the State
and local level, and all the private actors? Somebody has to design
that architecture.

To do all this well, Governor Ridge, who decided he was going
to be an architect, would in my judgment need the kind of capa-
bility that was represented in defense for many years by institu-
tions like Rand, the Mitre Corporation, the Mitretek Systems Cor-
poration, Aerospace Corporation, and so forth, not-for-profit institu-
tions that were not part of the Government, but were not part of
the for-profit sector either, and that were capable of providing in-
depth analysis program planning and systems engineering to the
Government when we had another complex job, which was to win
the cold war.

And I think that some kind of capability like that, perhaps a con-
sortium of the ones that exist, maybe a new founding, will be nec-
essary to make Governor Ridge all he can be.

Now I have some of my views, Mr. Chairman, and members,
about what that plan if it were well done would contain. I won’t
sellly what they are except to, if I may, note two things, and then
I'll stop.

The first is that this is a pretty serious problem for the country
and we have to look to what our strengths are. We have a lot of
weaknesses as a society. We're open, we're complicated and fragile.
We're comfortable. So we have to ask, what are our comparative
advantages as a society in beating this thing.

And it seems to me that one key strength that no other society
on Earth has as much as ours does is the inventiveness and the
science and technology capabilities that this country has. I just
want to stress the importance of that for this homeland security
mission.

You know, when we were taking on the Warsaw Pact and my
boss, former boss and now collaborator and friend, former Sec-
retary of Defense Bill Perry used to make this point all the time.
When we went against the Warsaw Pact, we didn’t try to compete
with them man for man, tank for tank. We knew we couldn’t do
that. And instead, we decided to make a military that was better
than, not larger than theirs, and it was going to be better through
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science and technology. And that was the approach that played
upon our national strengths and won the cold war. And we need
similarly to marshal science and technology in this war.

In many cases, moreover, not only is it successful, but in many
cases the application of science and technology can relieve us of the
need to adapt in other ways that would be detrimental, procedural
ways that would be detrimental to our way of life or to our civil
liberties.

Though science and technology, applied right, can give us a way
out here, I understand the National Academy of Sciences is work-
ing on a science and technology plan, I'm a member of that com-
mittee, and that’s just one contribution, but I commend their work
to your attention.

I'd like to close, Mr. Chairman, with a final idea which is a big
idea about the international coalition effort against terrorism and
where it meets the subject of this hearing, especially the question
of weapons of mass destruction terrorism. This is an idea that for
all T know might already have occurred to Senator Domenici, who
is an expert on this subject; I've heard it sketched in a speech by
Senator Lugar; I saw it also in a speech by former Senator Nunn.
It was a Senate Foreign Relations testimony that curiously enough
preceded September 11 by a few days. But it goes like this.

There’s a lot of talk about what’s the next phase in the inter-
national war against terrorism, is it Iraq, is it—who’s next? And
that’s an important discussion to have, but let me ask you to imag-
ine a different kind of next phase, not an alternative to those oth-
ers, but in addition to those others, whose object is not root out
cells of al Qaeda, but to root out cells of unsecured wherewithal to
do weapons of mass destruction, be they fissile materials, germ cul-
tures, the scientific knowledge that goes with that.

Imagine such a coalition, a coalition of nations including us, our
European and Japanese allies, Russia, China, India, maybe even
Pakistan, who set standards for safe custodianship of these mate-
rials and assist those who need help to meet those standards the
way the Nunn-Lugar program has assisted the Soviet Union. Like
a Nunn-Lugar, but which is global in scale, in scope rather, and
global in participation.

I think, Mr. Chairman, the United States needs to lead a coali-
tion of that kind also, because I know enough about nuclear weap-
ons in particular, to know that once they’re here, we're cooked.
They’re very difficult to find. And the only way to stop those
threats—by far the most desirable way, is at the source, and I'd
like to see that be another phase in the international coalition as
well. Thank you. Thank you all.

[The information follows:]

THE ARCHITECTURE OF GOVERNMENT IN THE FACE OF TERRORISM

On September 11, 2001, the post-Cold War security bubble finally burst. In the
preceding ten years, the United States and its major allies failed to identify and in-
vest in the prevention of “A-list” security problems that could affect their way of
life, position in the world, and very survival. Instead they behaved as if gulled into
a belief that the key security problems of the post-Cold War era were ethnic and
other internal conflicts in Bosnia, Somalia, Rwanda, Haiti, East Timor, and Kosovo.
Peacekeeping and peacemaking in these places, although engaging important hu-
manitarian concerns, never addressed the vital security interests of the United
States, and none of these conflicts could begin to threaten its survival. As if to con-
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firm this point, the official military strategy of the United States during the last
decade centered not on peacekeeping but on the challenge of fighting two Desert
Storm reruns, one in Korea and one in the Persian Gulf, at the same time. The two-
major-theater-war doctrine at least had the virtue of addressing threats to vital U.S.
allies and interests. But as the decade wore on, it was increasingly apparent that
although important interests were at stake in both major theaters, in neither was
U.S. survival in question. The A-list seemed empty, so policy and strategy focused
on B- and C-level problems instead.!

A-list threats, such as the threat posed by the Soviet Union for the preceding half-
century—were indeed absent, but only if threat is understood as the imminent pos-
sibility of attack defined in traditional military terms. If taken instead to denote
looming problems that could develop into Cold War-scale dangers, the A-list con-
tained at least four major underattended items in the Government 1990s: (1) the
collapse of Moscow’s power, (2) the growth of Beijing’s military and economic might,
(3) proliferation of weapons of mass destruction, and (4) the prospect of catastrophic
terrorism. Upon taking office, George W. Bush and his administration claimed to
be formulating their strategy around the first two of these items, in a self-pro-
claimed return to big power realism. But in the wake of the World Trade Center
and Pentagon attacks of September 11, the Bush administration is instead finding
its agenda dominated by catastrophic terrorism, for which it appears no more or less
prepared than its predecessor Bush, Sr., and Clinton administrations.

The challenge of catastrophic terrorism is destined to be a centerpiece of the field
of international security studies, and thus of the readers and writers of the pages
of this journal, for the foreseeable future. Today the focus is a particular nest of Is-
lamic extremists operating freely from the lawless failed state of Afghanistan. But
the last time that a building in the United States was destroyed in a terrorist at-
tack, the Alfred P. Murrah Federal Building in Oklahoma City in April 1995, the
perpetrator was homegrown, an embittered American nihilist operating in the vast
anonymity of modern society. One month earlier, an obscure cult in Japan put sarin
nerve gas in a Tokyo subway and attempted an airborne anthrax release. Indeed
the varieties of extremism that can spawn catastrophic terrorism seem limitless,
and they have not been studied as thoroughly by social scientists as have the dy-
namics of great power rivalry. What is clear 1s that war-scale destructive power is
becoming increasingly available as technology advances. The same advances height-
en the complexity and interconnectedness of civilization, making society more vul-
nerable at the same time it delivers to small groups destructive powers that were
formerly the monopoly of states. Thus if security is understood to be the avoidance
and control of mass threat, catastrophic terrorism must occupy a central place in
security studies, a status that “ordinary” non-mass terrorism never achieved.2

1This argument and the corresponding A-, B-, and C-lists are derived from Ashton B. Carter
and William J. Perry, Preventive Defense: A New Security Strategy for America (Washington,
D.C.: Brookings, 1999).

2Studies dealing with catastrophic terrorism include: Richard A. Falkenrath, Robert D. New-
man, and Bradley A. Thayer, America’s Achilles’ Heel: Nuclear, Biological, and Chemical Ter-
rorism and Covert Attack (Cambridge, Mass.: MIT Press, 1998); “A False Alarm (This Time):
Preventive Defense against Catastrophic Terrorism,” in Carter and Perry, Preventive Defense,
pp. 143-174; Ashton B. Carter, John M. Deutch, and Philip D. Zelikow, “Catastrophic Terrorism:
Tackling the New Danger,” Foreign Affairs, Vol. 77, No. 6 (November/December 1998), pp. 80—
94; Robert T. Marsh, John R. Powers, Merritt E. Adams, Richard P. Case, Mary J. Culnan,
Peter H. Daly, John C. Davis, Thomas J. Falvey, Brenton C. Green, William J. Harris, David
A. Jones, William B. Joyce, David V. Keyes, Stevan D. Mitchell, Joseph J. Moorcones, Irwin M.
Pikus, William Paul Rodgers, Jr., Susan V. Simens, Frederick M. Struble, and Nancy J. Wong,
Critical Foundations: Protecting America’s Infrastructures: The Report of the President’s Com-
mission on Critical Infrastructure Protection (Washington, D.C., October 1997); The Gilmore
Commission, James S. Gilmore III, James Clapper, Jr., L. Paul Bremer, Raymond Downey,
George Foresman, William Garrison, Ellen M. Gordon, James Greenleaf, William Jenaway, Wil-
liam Dallas Jones, Paul M. Maniscalco, Ronald S. Neubauer, Kathleen O’Brien, M. Patricia
Quinlisk, Patrick Ralston, William Reno, Kenneth Shine, and Ellen Embrey, First Annual Re-
port to the President and the Congress of the Advisory Panel to Assess Domestic Response Capa-
bilities to Terrorism Involving Weapons of Mass Destruction I: Assessing the Threat (Washington,
D.C., December 15, 1999), http://www.rand.org/nsrd/terrpanel/terror.pdf; The Gilmore Commis-
sion, James S. Gilmore III, James Clapper, Jr., L. Paul Bremer, Raymond Downey, Richard A.
Falkenrath, George Foresman, William Garrison, Ellen M. Gordon, James Greenleaf, William
Jenaway, William Dallas Jones, Paul M. Maniscalco, John O. Marsh, Jr., Kathleen O’Brien, M.
Patricia Quinlisk, Patrick Ralston, William Reno, Joseph Samuels, Jr., Kenneth Shine, Hubert
Williams, and Ellen Embrey, Second Annual Report to the President and the Congress of the
Aduvisory Panel to Assess Domestic Response Capabilities to Terrorism Involving Weapons of
Mass Destruction II: Toward a National Security for Combating Terrorism (Washington, D.C.,
December 15, 2000), http:/www.rand.org/nsrd/terrpanel/terror2.pdf; and The National Commis-
sion on Terrorism, Ambassador L. Paul Bremer III, Maurice Sonnenberg, Richard K. Betts,
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The resulting agenda of analysis and policy development is wide. First, the moti-
vations and root causes of catastrophic terrorism—inscrutable as they may now
seem—must eventually yield at least in part to careful study.3 Second, the potential
of catastrophic terrorism to transform traditional international relations should also
be studied and its policy consequences propounded, as the great powers—the United
States, Europe, Japan, Russia, and China—set aside some of the lesser issues that
divide them and acknowledge a great common interest in protecting their home-
lands.4 This article concerns a third dimension of policy: the need to reengineer the
architecture of governance—security institutions and their modes of operation—
when warscale damage results from terrorism.5

THE GOVERNANCE ISSUE

Post-Cold War complacency was only one reason that the United States found
itself so surprised by, and so unprepared for, the onset of catastrophic terrorism and
the mission of homeland security. A deeper reason is that the security institutions
of the U.S. federal government are particularly ill-suited to deliver homeland secu-
rity. Greater awareness of the threat since September 11 alone will not rectify this
problem. There is a fundamental managerial inadequacy, as basic as that of a cor-
poration with no line manager to oversee the making of its leading product.

Pundits have been debating whether the campaign to prevent catastrophic ter-
rorism is a “war” or not. If one sets aside semantics and asks the practical manage-
rial question, Can U.S. preparations for war be easily adapted to preparation for
catastrophic terrorism? the answer is no. Preparations for war in the military, diplo-
matic, and intelligence senses are the province of institutions—the Departments of
Defense and State, and the intelligence community—whose focus and missions have
been “over there” in the fields of Flanders, the beaches of Normandy , the jungles
of Vietnam, and the desert of Kuwait. Their opponents have been foreign govern-
ments, and even against them they have not been asked to defend the U.S. home-
land in recent history except through the abstraction of nuclear deterrence.

If catastrophic terrorism cannot really be treated as a war, then perhaps it should
be conceived as a crime. But the U.S. law enforcement paradigm is also ill-suited
to deal with catastrophic terrorism. This paradigm centers on the post facto attribu-
tion of crimes to their perpetrators and to prosecution under the law. So deeply en-
trenched is this model that four weeks after the September 11 attacks, the attorney
general had to prod the Federal Bureau of investigation publicly to shift its efforts
from “solving the case” to preventing another disaster.® Additionally, if the focus of
the war model is foreign perpetrators, the focus of the law enforcement model is the
American citizen. Neither model encompasses the transnational drifter that is char-
acteristic of the al-Qaeda operative.

Early in the Bush administration, the new director of the Federal Emergency
Management Agency (FEMA) asserted that catastrophic terrorism was not a war or
a crime, but a disaster, and thus the province of his agency, even obtaining a presi-
dential directive to that effect.” In so doing, he reversed the previous FEMA man-
agement, which regarded catastrophic terrorism as a new mission with no funding
and thus to be avoided. But even armed with a presidential directive, FEMA seemed
unable to convince anyone that acts of God and acts of terror were similar enough
that a managerial solution was to be found in combining them.

Wayne A. Downing, Jane Harman, Fred C. Ikl¢, Juliette N. Kayyem, John F. Lewis, Jr., Gard-
ner Peckham, and R. James Woolsey, Countermg the Changing Threat of International Ter-
rorism, report of the National Commission on Terrorism (Washington, D.C., June 5, 2000), http:/
fwww.fas. org/irp/threat/commission.html.

3 Jessica Stern, The Ultimate Terrorists (Cambridge, Mass.: Harvard University Press, 1999);
and Philip B. Heymann, Terrorism and America: A Commonsense Strategy for a Democratic So-
ciety (Cambridge, Mass.: MIT Press, 1998).

4See Stephen M. Walt, “Beyond bin Laden: Reshaping U.S. Foreign Policy,” in this issue.

5Ashton B. Carter and William J. Perry with David Aidekman, “Countering Asymmetric
Threats,” in Carter and John P. White, eds., Keeping the Edge: Managing Defense for the Future
(Cambridge, Mass.: MIT Press, 2001), pp. 119-126; and The Hart-Rudman Commission, Gary
Hart, Warren B. Rudman, Anne Armstrong, Norman R. Augustine, John Dany, John R. Galvin,
Leslie H. Gelb, Newt Glngrlch Lee H. Hamilton, Lionel H. Olmer, Donald B. Rice, James
Schlesinger, Harry D. Train, and Andrew Young, Road Map for National Security: Imperatwe
for Change: The Phase III Report of the U.S. Commission on National Security/21st Century
(Washington, D.C., February 15, 2001).
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Thus the federal government lacked a managerial category for catastrophic ter-
rorism, which is neither war, crime, nor disaster, as conventionally understood.
Preparations for mass terrorism therefore proceeded haltingly in the 1990s. Some
progress was made when preparedness was tied to specific events, such as the 1996
Atlanta Olympics.8 But elsewhere the preparations were more the result of the ef-
forts of a few well-placed individuals—in the Departments of Defense, Justice, and
Health and Human Services—who had become concerned about the problem, than
of any overall managerial scheme. As the decade wore on, money did begin to flow
to such programs as training state and local governments in weapons of mass de-
struction.® But these efforts were largely the result of congressional initiative and
inevitably reflected constituent interests. They did not lead to the development of
a program to build a national capability for combating catastrophic terrorism.

Outside the federal bureaucracy, even less was done. State and local governments,
key to both prevention and response to this new threat, generally lacked the re-
sources and specialized knowledge to combat catastrophic terrorism. The role of the
private sector—for example, in protecting critical infrastructures such as commu-
nications and power networks from disruption or in funding protection through in-
surance—remained undefined.

Before September 11, 2001, therefore, the U.S. government did not have a mana-
gerial approach (i.e., a framework for bringing responsibility, accountability, and re-
sources together in sharp focus) to deliver a key public good—security in the home-
land against catastrophic terrorism. This managerial deficiency was not unique to
catastrophic terrorism. The post-Cold War world spawned a host of novel security
missions for government: peacekeeping and post-peacekeeping civil reconstruction,
counterproliferation, threat reduction, information warfare, and conflict prevention
(or “preventive defense”). Although it is widely agreed that the United States needs
to be able to accomplish these missions (even if debate continues over exactly when
and where it should perform them), no fundamental changes have been made in the
security architecture to create better institutions and capabilities for them.

Indeed, at least on paper the federal structure has changed little since the first
burst of innovation in the aftermath of World War II and the onset of the Cold War.
No comparable burst occurred in the 1990s. It is as though corporate America was
managing the modern economy with the structures of the Ford Motor Company, the
Bell System, and United Fruit. Company managements spend a great deal of
thought and energy on organizing their functions to align executive authority with
key products. The federal government disperses executive authority so thoroughly
that few individuals believe they are accountable for any of the government’s key
security outputs. People rise to the top of the Washington heap because of their pol-
icy expertise, not their managerial expertise. Those senior executives who are
managerially inclined find their tenures so short and precarious that there seems
to be little reward in making changes in “the system” that will make it possible for
their successor’s successor to be more effective.10

Above all, the federal government in the past few decades has eschewed creating
new institutions for new missions such as preparedness for catastrophic terrorism.
The political climate in the United States has been hostile to “big government,” and
existing cabinet departments staunchly defend their heritages and authorities,
many of which are enshrined in two hundred years of statute. The sense of depart-
mental entrenchment is mirrored on Capitol Hill, where separate authorization and
oversight committees protect each “stovepipe”—national security, law enforcement,
disaster relief, public health, and so on—as jealously as the executive agencies
themselves.

It is not surprising, therefore, that the specter of catastrophic terrorism occasions
deep reflections on the nature and structure of governance in the United States.
What needs to be done next cannot be understood without reference to these prob-
lems, and to past attempts to overcome them.

8 Kennedy School of Government case authored by John Buntin, Parts A-C: “Security Prep-
arations for the 1996 Centennial Olympic Games (Part A),” Case No. C16-00-1582.0; “Security
Preparations for the 1996 Centennial Olympic Games: Seeking a Structural Fix (Part B),” Case
No. C-16-00-1589.0; and “Security Preparations for the 1996 Centennial Olympic Games: The
Games Begin (Part C),” Case No. C16-00-1590.0.

9 Defense against Weapons of Mass Destruction Act 1996 (Nunn-Lugar-Domenici), Public Law
104201 (H.R. 3230), September 23, 1996, National Defense Authorization Act for Fiscal Year
1997, 104th Cong., 2d sess., http:/www.fas.org/spp/starwars/congress/1996/p1104-201-xiv.htm.

10 Ashton B. Carter, “Keeping the Edge: Managing Defense for the Future,” in Carter and
White, Keeping the Edge, pp. 1-26.
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FOUR FAILED APPROACHES

In broad outline, four approaches to managing the mission of homeland security
have been proposed: the command and control approach of the Clinton administra-
tion, the lead agency approach, the establishment of a Department of Homeland Se-
curity, and the appointment of a White House coordinator or “czar.” To date, the
Bush administration appears to be focusing on the last, which like the other three
has inherent deficiencies.

The Clinton administration defined its approach in command and control terms:
Which federal agency should be in charge of dealing with catastrophic terrorism?
Initially, the administration determined that the Department of Justice would “have
the lead” in domestic terrorist incidents, while the Department of state would do
so in incidents abroad. This approach both reinforced the false distinction between
domestic and foreign terrorism and focused on acts in progress rather than on ad-
vance detection, prevention, and protection. Later, the Clinton administration pro-
mulgated two presidential directives, PDD-62 and PDD-63, which further appor-
tioned the matter of “who’s in charge” among the existing agencies according to
their traditional functions.!! Thus, for example, PDD-63 assigned protection of the
financial system to the Treasury Department. The fact that this department had no
funds, no technology, and little authority to regulate in the field of cybersecurity did
not deter the authors of PDD-63. In fact, by focusing on the question of who is in
charge, the command and control approach presumed that the government pos-
sessed the capabilities to combat catastrophic terrorism; all that was required was
to marshal them effectively under a clear command system. The result was the cre-
ation of a host of unfunded mandates, responsibilities assigned with no plan for pro-
viding the means to fulfill them. The administration made no provision to build new
capability, which was—and remains—the crux of the matter.

A second approach considered was to designate a single lead agency as having the
homeland defense mission. In this approach, the proposed lead was usually the De-
partment of Defense. DOD was presumed to have already much relevant technology,
an ample budget, and a reputation for carrying out its mission more effectively than
most other government agencies.2 But this approach failed because too much of the
relevant capability—for example, for surveillance of potential terrorists on U.S. ter-
ritory—fell beyond DOD’s traditional purview. The Pentagon shared the disinclina-
tion to arrogate such sweeping new authorities to itself and proclaimed itself willing
to take a strong, but follower, role if another agency would lead the effort.

A third approach called for the creation of a Department of homeland Security.13
This approach sought to escape the problem of interagency coordination by concen-
trating the catastrophic terrorism mission in a single agency. It recognized that
none of the existing cabinet departments was a natural lead agency, and that their
ingrained cultures would not easily incline them to adopt the new mission. The fal-
lacy in this approach is that interagency coordination could be thus avoided. Sup-
pose, for example, that the Department of Homeland Security sought to develop a
more rapid means of determining whether someone was exposed to anthrax. It
would soon discover that this effort was redundant with DOD’s efforts to develop
the same detector technology for battle field exposure in accordance with its tradi-
tional mission. The problem of interagency coordination would not have been elimi-
nated, but only complicated by the introduction of a new agency. Aggregating func-
tions such as customs, immigration, border patrol, and coast guard into a new agen-
cy might be efficient, but it can hardly be said that such an entity should have the
lead in homeland defense, or that its creation eliminates the inherently interagency
nature of catastrophic terrorism.

A fourth approach to organizing the federal government for catastrophic terrorism
is to appoint a White House coordinator or “czar.” President Bush named Pennsyl-
vania Governor Tom Ridge to such a post within a month of September 11. This
approach is the least problematic, because it recognizes that the essence of the solu-
tion is the coordination of a wide range of government functions behind a new pri-
ority mission. White House czars, however, have usually been ineffective. With no
resources or agencies of their own, they are easily reduced to cajoling cabinet de-
partments into doing what the czar prescribes. The czar’s instructions inevitably

11 Address by President Bill Clinton at the U.S. Naval Academy, May 22, 1998; White House
fact sheet, Combating Terrorism, PDD/NSC-62, Protection against Unconventional Threats to
the Homeland and Americans Overseas, May 22, 1998, http:/www.fas.org/irp/offdocs/pdd-
62.htm; and White House fact sheet, PDD/NSC-63, Critical Infrastructure Protection, May 22,
1998, http: //www.fas.org/irp/offdocs/pdd/pdd-63.htm.

12See Joseph S. Nye, Jr., Philip D. Zelikow, and David S. King, eds., Why People Don’t Trust
Government (Cambridge, Mass.: Harvard University Press, 1996), p. 9 and references therein.

13 Hart-Rudman Commission, Road Map for National Security.



36

compete with other needs and tasks of the department, and the final outcome of the
competition is determined by the cabinet secretary (invoking legal authorities, usu-
ally of long standing) and the relevant committees of Congress, not the czar. After
the czar is thus overridden a few times, lower-level bureaucrats conclude that the
czar’s directives can be ignored. As the Washlngton saylng about czars goes, “The
barons ignore them, and eventually the peasants kill them.”

THE CRUX OF THE MANAGERIAL CHALLENGE

A solution to the managerial challenge of catastrophic terrorism should have two
features that the approaches outlined above lack. First, it should acknowledge the
inherent and ineluctable interagency nature of the problem and abandon any idea
of creating a single lead agency.'* Second, the approach should begin the long proc-
ess of providing the United States with a stock of essential capabilities—tactics,
technology, and institutions—that the federal departments, state and local govern-
ments, and private sector currently lack. Interagency coordination implies a White
House focus. But this focus should not be a “czar” who tries to assume or direct the
daily functions of all the agencies involved but an “architect” who designs the capa-
bilities that these agencies need to address the problem. This approach gives the
architect budgetary authority (the key to his influence) and applies that influence
where it is needed most: to creating needed capabilities rather than stirring up
empty command and control disputes over who is in charge of capabilities that are
woefully inadequate or do not exist at all. In short, the important function of the
White House architect is program coordination, not policy coordination or command
and control. The program in question is a multiyear, multiagency effort to develop
tactics, technology, and where required new institutions for the ongoing struggle
against catastrophic terrorism.

Perhaps the most apt analogy for the job required of the White House is provided
not by any war that the United States has fought, but rather by the Cold War. In
1949 Josef Stalin’s Soviet Union exploded an atomic bomb over the steppes of
Kazakhstan. Although no U.S. citizens died in that distant blast, Americans were
suddenly gripped by the prospect of warlike damage being visited upon their home-
land by a shadowy enemy with global tentacles. George Kennan warned of a long
twilight struggle that would test U.S. patience and resolve. The nation mobilized
over time a response that was multifaceted, multiagency, and inventive. Nuclear
bombers, missiles, and submarines were built for deterrence and retaliation. Spy
satellites were launched for warning. Air defenses were deployed around the na-
tion’s periphery, and missile defenses were attempted, to raise the price of attack.
Civil defense programs sought to minimize casualties if the worst happened. Special
relocation sites and procedures were instituted to ensure continuity of constitutional
government if Washington was destroyed. NATO and other alliances were formed
to get more friends on the U.S. side, and the Marshall Plan sought to ensure that
economic desperation did not become an ally of Stalin. U.S. leaders further recog-
nized that this new reality was so dangerous that they needed a capacity to analyze,
reflect, and learn, not merely react. They founded such think tanks as the RAND
Corporation to devise innovative methods for coping with the era’s new danger. In
time, ideas such as the theory of deterrence and the theory of arms control were
elaborated that were not obvious in 1949 but that helped navigate the world
through fifty years of Cold War. With difficulty and many mistakes, the nation also
learned to deal with fear of a threat at home without hunting “reds” in the State
Department and Hollywood. The Cold War effort was massive, extended throughout
most of the federal government, and was coordinated by the White House.

Designing a similar long-range program to counter catastrophic terrorism is the
task of the Bush White House in the aftermath of September 11, 2001. The National
Security Council (NSC) cannot do the job for two reasons. First, it does not normally
convene the full range of departments, especially Justice and Health and Human
Services, required for this effort. The NSC has largely focused on foreign problems.
More fundamental, since Dwight Eisenhower’s day the NSC has slowly lost the ca-
pacity for program coordination and become a policy coordination body only.1> That
is, it brings the national security agencies together to decide upon a common policy

14This does not rule out the possibility of creating an agency that combines the functions of
such border-related agencies as the Coast Guard, Border Patrol, Immigration and Naturaliza-
tion Service, and Customs. Accomplishing this bureaucratic feat, however useful, would require
the fulltime attention of a senior manager with presidential and congressional support. If Gov-
ernor Ridge were to assume this task, he would have no time for anything else.

15 John Deutch, Arnold Kanter, and Brent Scowcroft with Chris Hornbarger, “Strengthening
the National Security Interagency Process,” in Carter and White, Keeping the Edge, pp. 265—
284.
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but does not oversee or influence their internal capabilities or budgets. Indeed the
NSC’s staff is renowned for its diplomatic and policy expertise, but few have experi-
ence managing programs or agencies.

President Bush was therefore correct not to give the homeland security job to the
NSC, but instead to found the Office of Homeland Security with a broader member-
ship, chaired by Governor Ridge. It is up to Governor Ridge to avoid the fate of
White House czars who try to “run things” from the White House. Instead of taking
a command and control approach, Ridge should adopt the architect’s programmatic
approach, designing a multiyear, multiagency plan that will materially increase the
capabilities of the existing departments and agencies so that they can play their
part in the campaign against catastrophic terrorism. Such an approach would have
the additional salutary effect of overriding the tendency, prevalent as the fiscal year
2002 budget was finalized in the aftermath of September 11, for individual agencies
and their oversight committees to craft their own response to the counterterror chal-
lenge. In many cases, these responses amounted to little more than long-standing
budgetary requests to which the label “counterterrorism” was conveniently applied.
Elsewhere, multiple agencies vied to make redundant subscale investments where
a single large investment by only one of them is needed.

The homeland security program might be organized functionally according to a
time line extending from before a hypothetical incident of catastrophic terrorism to
its aftermath. In the first phase, the United States needs better capabilities for de-
tection of catastrophic terrorism. This involves surveillance of persons and mo-
tives—a delicate matter—but also surveillance of potential means of destruction
such as crop dusters, germ cultures, and pilot instruction. Surveillance of means
raises far fewer civil liberties issues than does surveillance of persons, and it might
be much more effective. A group that evades surveillance becomes subject to preven-
tion by efforts to keep destructive means out of their hands. The Nunn-Lugar pro-
gram to safeguard Russian nuclear weapons and fissile materials is an example of
a prevention program. The next stage is protection, making borders, buildings, air-
planes, and critical infrastructures more difficult to breach, disrupt, or destroy
through technical design and procedures. Protection might also mean making people
more resilient to disease through vaccination and other public health measures.
Interdiction or “crisis management” seeks to disrupt and destroy potential perpetra-
tors of catastrophic terrorism and their base of support before they can mount an
attack, as in the current campaign in Afghanistan. Containment or “consequence
management” means limiting the level of damage and the number of casualties by
organizing emergency response, public health measures, and restoration of critical
functions in the aftermath of a terrorist attack. Attribution refers to the capability
to find the perpetrators of an act (e.g., by typing an anthrax culture or performing
radiochemical analysis of nuclear bomb debris) and choosing retaliation, prosecu-
tion, or other response. Finally, as with the RAND Corporation in the Cold War,
the nation will need a capacity for analysis and invention: studying terrorist tactics
and devising countermeasures, understanding motivations and modes of deterrence,
drawing lessons from past attacks, creating new technologies, and developing a sys-
tematic plan.

Schematically, the result of such an effort by the Office of Homeland Security
would resemble a simple matrix, in which functions are arrayed in columns and the
agencies involved in carrying them out in rows (see Figure 1). In each box would
appear the agency’s responsibility, if any, for possessing capability in that function,
with a plan to develop that capability over a period of years. The president would
approve such a matrix for each fiscal year extending five years into the future, and
would send it to the Congress with his annual budget submission. Although Con-
gress would of course have the last word on the budget, experience shows that it
makes only marginal adjustments where there is a strong and clear presidential
program on a subject of great national importance.
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Figure 1. Dimensions of a Homeland Security Program: The Architect's Program Plan.
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KEY INGREDIENTS OF THE HOMELAND SECURITY PROGRAM

The homeland security program will have many key components. Below are a few
illustrative examples.

Red team, blue team

Most Americans were probably not shocked to learn on September 12 that the
U.S. government did not have advance information about the dozen or so individuals
residing in the country who plotted and took part in the airline suicide attacks of
September 11. They probably were deeply disturbed to learn, however, that the gov-
ernment was as heedless of the tactic used as it was of the perpetrators. The airline
security system inspected for guns and bombs, not knives; aircrews were trained to
deal with hijackers who sought hostages or conveyance to Cuba, not kamikaze at-
tack. In retrospect, a huge gap existed in the U.S. air safety system. Terrorists de-
tected it before the security system did—and exploited it.

To avoid tactical surprise of this kind, the homeland security effort needs to adopt
a standard mechanism of military organizations: competing red and blue teams. The
red team tries to devise attack tactics, and the blue team tries to design counter-
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measures. When the United States developed the first stealth aircraft, for example,
the air force created a red team to try to detect and shoot them down. When the
red team identified a weakness in the stealth design, the blue team was charged
to fix it, systematically balancing risk of detection against the cost and inconven-
ience of countermeasures.

A comparable red/blue team mechanism should be the central feature of the pro-
gram for homeland security. To work, the mechanism must be systematic and insti-
tutionalized, not ad hoc. It must be independent of the interests—airlines, for exam-
ple—that stand to be inconvenienced by its findings. It must have the money to con-
duct experiments, tests, and inspections, not just paper studies. It must be knowl-
edgeable about the technologies of terrorism and protection. Above all, it must be
inventive. These criteria all argue for a new institutional founding outside of, but
close to, government. Models include the National Academies of Sciences, the RAND
Corporation, the Mitre and Mitretek Systems Corporations, the Institute for Defense
Analyses, and other nonprofit research organizations established during the Cold
War.

Science and technology

American society has many weaknesses in the battle against catastrophic ter-
rorism. It is large and open. Its infrastructures are complex and interconnected. It
values free movement, free speech, and privacy. Its commanding international posi-
tion is a lightning rod for many international grievances. The United States must
therefore draw on its key strengths in ensuring homeland security, among which in-
ventiveness, deriving from its huge science and technology base, is probably most
important. The U.S. military has long sought to use superior technology to offset
opponents’ favorable geography, superior numbers, and willingness to suffer casual-
ties.1® The homeland security effort requires a program of contract research and
technology development that should be conducted outside of government, in univer-
sities and private companies. The contracting methods should permit small and en-
trepreneurial commercial companies that are the drivers of new technology, and not
just large government contractors, to participate in the effort. Biotechnology compa-
nies, which unlike the aerospace and information technology industries have never
had strong ties to national security, should be induced to participate.l” Finally,
“centers of excellence” in counterterrorism should be established. These centers
should set out to develop the same depth of expertise represented by the Los Ala-
mos, Livermore, and Sandia National Laboratories in the field of nuclear weapons
design during the Cold War.

Transnational intelligence

A number of studies have called attention to the problem of combining informa-
tion derived from foreign intelligence collection with information derived from do-
mestic law enforcement.!8 The rules governing collection in the two categories differ
for the important reason that U.S. persons enjoy protections from surveillance that
do not apply to the overseas activities of the intelligence community. There is no
reason, however, why information of both types collected by the U.S. government
in accordance with the respective rules for each cannot be combined and correlated.
The barriers to doing so are largely bureaucratic. These barriers need to be sur-
mounted in an era when individuals move easily across borders, and when groups
fomenting terrorism are likely to be transnational in their membership.1°

Intelligence of means

Surveillance of the means that terrorists employ is potentially more important
than surveillance of persons, and raises far fewer civil liberties issues. Placing all
Middle Eastern male noncitizens resident in the United States under surveillance,
for example, is both objectionable and impractical. But inquiring after all those per-
sons, of whatever nationality, who take flying lessons but are not interested in
learning to take off or land, who rent crop dusters, or who seek information on the

16 William J. Perry, “Desert Storm and Deterrence,” Foreign Affairs, Vol. 70, No 4. (Fall 1991),
pp. 64-82; and Ashton B. Carter with Marcel Lettre and Shane Smith, “Keeping the Techno-
logical Edge,” in Carter and White, Keeping the Edge, pp. 129-163.

17 Joshua Lederberg, ed., Biological Weapons: Limiting the Threat (Cambridge, Mass.: MIT
Press, 1999), chap. 1.

18 Gilmore Commission, First and Second Annual Reports to the President and the Congress;
Carter, Deutch, and Zelikow, “Catastrophic Terrorism”; Hart-Rudman Commission, Road Map
for National Security; and Heymann, Terrorism and America.

19 A specific proposal for combining CIA and FBI intelligence on transnational terrorism is
contained in “A False Alarm (This Time),” pp. 143-174; and Carter, Deutch, and Zelikow, “Cata-
strophic Terrorism.”
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antibiotic resistance of anthrax strains or the layout of a nuclear power plant is fea-
sible and might be extremely useful.

Likewise, it is undesirable to restrict access by citizens to the Capitol building and
congressional office buildings, but there is no fundamental technical barrier to seed-
ing these buildings with sensors that would promptly, and with a low rate of false
alarms, detect the presence of anthrax on surfaces and in ventilation systems. Nu-
clear weapons are much harder to detect, but the streets in the vicinity of the White
House could be laced with sensitive detectors that would stand a good chance of
finding a nuclear weapon or radiological weapon. Although these detectors would in-
dividually have a high rate of false alarms, when networked so that their outputs
are correlated in space and time, they could comprise an effective warning system.
Such a system is preferable to registering truck drivers or other methods of
surveilling persons in the White House vicinity. control of weapons and materials

Ten years into the Nunn-Lugar program to safeguard nuclear, chemical, and bio-
logical weapons and materials in the former Soviet Union, a job remains to be com-
pleted.2? In addition to continuing to support and greatly expand this program, the
effort must be extended to Pakistan, where an arsenal of substantial size might fall
prey to growing extremism.

The costs of protection

Protective measures for homeland security cover a wide spectrum of possibilities:
vaccines, air defenses around the White House and nuclear power plants, electronic
firewalls around information networks, to name just a few examples. The invest-
ments required could be enormous. Who will pay? Private investment could be man-
dated by regulation. Government could bear or subsidize the costs. Or apportion-
ment of risk and blame could be left to the insurance marketplace and tort court-
rooms. The answer will vary from case to case, but the federal government needs
to devise a strategy. Crafting the right regulation and legislation, as well as putting
the right subsidies in the federal budget, will be a key responsibility of the home-
land security architect. national information assurance institute

A major ingredient of the protection effort must be safeguarding the information
infrastructure that resides overwhelmingly in private hands. Developing protective
tools and techniques, sharing information on threats between government and pri-
vate network operators, and establishing the proper balance between regulation and
government spending to strengthen networks will require a public-private partner-
ship. These objectives could be accomplished through a nonprofit institution dedi-
cated to this purpose and funded jointly by government and participating private
network operators. Several such institutions have already been proposed.2!

Iterdiction

Soon after September 11, President Bush enunciated a principle of U.S. policy
against catastrophic terrorism that, if pursued to its logical conclusion, would estab-
lish interdiction as an ongoing effort rather than an episodic response to actual at-
tacks. In his first major public pronouncement following the September attacks, the
president said, “Either you are with us, or you are with the terrorists.” 22 This would
seem to imply the need for a continuing program to preempt attack from groups
that profess an intention to carry out mass terrorism and to apply pressure, includ-
ing attack, against those who actively support or harbor them. Taken literally, such
a program of interdiction would have profound consequences for U.S. foreign policy,
fNor alliances such as NATO, and for international organizations such as the United

ations.

Public health surveillance and response

Containment of the damage from an incident of mass terrorism requires that the
public health and agricultural systems establish capabilities that go well beyond
their accustomed mission of protecting against naturally occurring dangers. The
powers of the public health authorities to mandate disease surveillance and impose
such remedies as quarantine are broad, a holdover from the nineteenth century.
These authorities need to be updated to encompass man-made pandemics. The pri-

20 See Matthew Bunn, The Next Wave: Urgently Needed New Steps to Control Warheads and
Fissile Material (Washington, D.C., and Cambridge, Mass.: Carnegie Endowment for Inter-
national Peace and Harvard Project on Managing the Atom, April 2000); and Howard Baker and
Lloyd Cutler, cochairs, A Report Card on the Department of Energy’s Nonproliferation Programs
with Russia (Washington, D.C.: U.S. Department of Energy, Secretary of Energy Advisory
Board, January 10, 2001).

21“A False Alarm (This Time),” pp. 164-165.

22 President George W. Bush, Address to a Joint Session of Congress and the American Peo-
ple, U.S. Capitol, September 20, 2001.
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vate health care system overall, which under the doctrine of managed care is de-
signed to have the least possible excess capacity during normal times, will need to
provide such surge capability as extra hospital beds and stockpiled medications
carefully chosen and sized for possible bioterrorism. state and local first response

The Nunn-Lugar-Domenici legislation, passed in 1996, began providing state and
local first responders with the equipment and training needed to enhance their vital
role in consequence management.23 Defining the ongoing federal role in supporting
state and local government is a major task of the counterterrorism program.

Forensics for attribution

Ever since the U.S. Air Force sampled the first residue from the Soviet Union’s
nuclear weapons testing in the 1950s and deduced their detailed design,
radiochemical analysis of bomb materials and debris has developed into a sophisti-
cated science. A corresponding effort to type bioterror agents and their chemical
preparations is required to attribute attacks to their perpetrators. At this time the
FBI, DOD, and the Centers for Disease Control and Prevention all have forensic
programs, but none is adequate for counterterror purposes. The counterterror pro-
gram architect will need to decide which of these programs will be funded to provide
the greatly expanded capability the nation needs.

Mobilization and sunset

Until the mid-twentieth century, successful prosecution of war depended on the
ability to mobilize nations and armies. A similar concept is useful in the war on ter-
rorism. In the face of reasonably credible and specific information about actual or
imminent mass terrorism, extraordinary measures might be advisable that are un-
desirable when there are no such warnings. In an emergency, the government will
assume special authorities, restrict movement and other freedoms, and impose eco-
nomic disruptions as the nation hunkers down. It is important to the quality of civil
society in the long run that this mobilized state be clearly distinguished in statute
and procedures from “normal” times when catastrophic terrorism is an ever-present,
but not specifically anticipated, contingency. Experience in the United Kingdom dur-
ing its century long struggle against Irish terrorism suggests that even in liberal
democracies, powers granted to the government in the name of imminent terrorism
are seldom rescinded when the threat recedes.2¢ It is therefore important to write
into any statute or regulation conferring extraordinary powers on the government
a sunset clause describing the time and method of demobilization, placing the bur-
den for extending the mobilization squarely on the government’s ability to produce
credible and specific information of imminent threat.

CONCLUSION

Merely coordinating the existing capabilities of the United States to counter cata-
strophic terrorism is not adequate to protect the nation or the international order
from this major new challenge, because the existing capabilities fall far short of
what is needed. Nor is it practical to imagine having someone in the federal govern-
ment who is truly in charge of a mission that inherently cuts across all agencies
of the federal government, state and local government, and the private sector. What
is required instead is a multiyear, multiagency program of invention and investment
devised in the White House, embedded in the president’s budget submissions and
defended by him to Congress, and supported by appropriate law and regulation.
This program should cover all phases in the war against catastrophic terrorism—
detection, prevention, protection, interdiction, containment, attribution, and analysis
and invention. If President Bush’s director of homeland security assumes the role
of architect of such an effort, he will provide future presidents with the tools they
will need to cope with this enduring problem.

23 Falkenrath, Newman, and Thayer, America’s Achilles’ Heel; and Richard A. Falkenrath,
“The Problems of Preparedness: Challenges Facing the U.S. Domestic Preparedness Program,”
BCSIA Discussion Paper 2000-28, ESDP Discussion Paper 2000-05 (Cambridge, Mass.: Belfer
Center for Science and International Affairs and Executive Session on Domestic Preparedness,
John F. Kennedy School of Government, Harvard University, December 2000).

24Laura K. Donohue, “Civil Liberties, Terrorism, and Liberal Democracy: Lessons from the
United Kingdom,” BCSIA Discussion Paper 2000-05, ESDP Discussion Paper 2000-01 (Cam-
bridge, Mass.: Belfer Center for Science and International Affairs and Executive Session on Do-
mestic Preparedness, John F. Kennedy School of government, Harvard University, August
2000).
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Chairman BYRD. Thank you, Dr. Carter. Dr. Gale.

STATEMENT OF STEPHEN GALE, ASSOCIATE PROFESSOR, POLITICAL
SCIENCE DEPARTMENT, UNIVERSITY OF PENNSYLVANIA

Dr. GALE. Mr. Chairman, Senator Stevens, members of the com-
mittee, I really thank you for the opportunity to be here today. A
lot of what I have to say actually is an amplification on some of
the remarks made by Senator Byrd this morning, and I was very
impressed. I've been asked to present my views on the status of
homeland security since the events of September 11 and comment
on the ways I believe we need to change that will effectively lead
to types of threats that should be expected in the future.

As you know, many of the steps taken over the last several
months to enhance homeland security have been quite public, for
example, the creation of the Office of Homeland Security, and the
changes in airport screening. Others have been less visible: modi-
fications in the policies and operations of State and local govern-
ments, Federal agencies, private sector firms.

To the extent that the military actions in Afghanistan and var-
ious diplomatic initiatives throughout the world have been directed
at minimizing the probability of future acts of terrorism in the
United States, I suppose that those, too, can be included under the
rubric of homeland defense. As potentially valuable as these steps
may appear, it is my opinion that they not only fall short of meet-
ing their specific immediate objectives, but also based on critical
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misconceptions, about the kinds and sources of threats that the
United States faces from terrorist groups in the future.

In many ways, our current situation I see analogous to that of
a man whose only tool is a hammer, and therefore treats every-
thing as if it’s a nail. We have misdirected many of our efforts sim-
ply because we have not come to terms with the objectives and
methods of the attackers, and have assumed that the strategies for
prevention and mitigation that have served us in the past are
going to apply equally well to threats of the type that we now face.
Unless those misconceptions are corrected and our policies revised,
I believe that they will ultimately result in a continued
misallocation of resources devoted to homeland security and will
continue to leave us highly vulnerable to acts of terrorism.

Having spent the past 25 years involved in research, teaching
and consulting about terrorism and security, the sources of those
misconceptions, at least to me, are clear as a proverbial sore
thumb. What’s not as obvious are the steps that we’re going to
need in order to correct the situation.

According to the Executive Order which established the Office of
Homeland Security, “The Office shall work with the executive de-
partments and agencies, State and local governments and private
entities to ensure the adequacy of the national strategy for detect-
ing, preparing for, preventing, protecting against, responding to
aSnd recovering from terrorist threats or attacks within the United

tates.”

It seems to me that Congress has also got to play a role in pro-
viding for the security of the United States by insuring that our
Nation’s resources are effectively and efficiently invested in home-
land security. And what I hope is that my remarks here can assist
you in helping to refocus our efforts, and that your deliberation
process and decisions will be guided by the very real possibility
that these attacks can occur at any time.

Whatever else we may think of the actions on September 11,
there is no doubt that they should be viewed as a clear indication
of the type and scale of the terrorist attacks that I believe we will
experience in the future. al Qaeda has not only demonstrated the
will to attack the U.S. homeland directly, but with massive, well
organized attacks designed to directly support its goals. It’s not a
media event; they are trying to reach their objectives directly.

What should also be understood is that the attacks on September
11 required relatively modest efforts and resources, at minimal
cost—certainly no more than half a million dollars—and with a
very simple tactical plan. The United States suffered and continues
to suffer major personal, financial, material and psychological dam-
age; the financial impact alone is capitalized by some in the tril-
lion-dollar range.

Notwithstanding the level of damage and disruption caused by
the events of September 11, I believe that we will not be as quote,
“fortunate,” unquote, in the future. Unlike many other terrorist or-
ganizations, with its extensive global network of operational and
support cells, al Qaeda is not interested simply in presenting its
case to the media or using the fear of terrorism as a source of le-
verage in negotiations to acquire, say, land or the return of pris-
oners. Let me be clear: the long-run goal of al Qaeda is the creation
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of an independent, pan-Islamic society based on the commitment to
Islamic faith and Islamic law. Osama bin Laden has clearly de-
scribed this society as the reinstitution of a caliphate.

But regardless of what its institutional structure is, al Qaeda’s
goals must be understood as the critical driving force in its plan-
ning for future acts of terrorism. al Qaeda’s leadership believes
that the key element of their plan for a pan-Islamic society is to
ensure that the West, and the United States in particular, is de-
feated and unable to threaten any Muslim.

By creating a situation wherein the United States and its allies
are in a state of mass disruption and chaos, not necessarily death,
chaos and destruction, and focused on domestic control rather than
on our relationships throughout the world, al Qaeda believes that
it will be able to proceed with the next phases of its strategy, which
is the polarization of Islam to ensure that the new society is led
only by the faithful and local revolutions to eliminate those nation
States which they see as having been imposed on Islam by the
West. This is this comment about the past 80 years, referring I
suppose to the League of Nations.

It’s important to recall here that the U.S. Department of De-
fense’s perspective on terrorism is framed in terms of asymmetrical
warfare, the attempt to “circumvent or undermine U.S. strengths
while employing its weaknesses, exploiting its weaknesses, using
methods that differ from the usual mode of U.S. operations.”

Whatever we may believe about its morality and legitimacy, how-
ever, asymmetric warfare is simply warfare that employs nontradi-
tional operations and strategies. And just as the U.S. position dur-
ing the cold war was based on the strategy of mutually assured de-
struction, what we called MAD, my colleagues and I, perhaps in a
moment of macabre humor, see al Qaeda’s strategy in terms of
lg/IUD, Multilateral Unconstrained Disruption on a permanent

asis.

Based on Osama bin Laden’s statements, I fully expect that the
next round of attacks from al Qaeda will almost certainly be di-
rected at disrupting, and possibly disabling the U.S. economy. And
as far-fetched as this may sound on the surface, I believe that this
threat is not only real, but at least under the current U.S. policies
regarding homeland security, disturbingly feasible, even in the
near term.

Now, my colleagues and I have explored a number of scenarios,
of which I'm just going to make a few to make my point. I'm not
a movie director or movie writer, these are serious considerations,
I'm going to only omit a few of the details because in the past peo-
ple have accused me of giving too much information out.

The potential of a physical or cyber attack directed at the com-
puting facility responsible for coordinating and balancing the loads
of the electrical grid in the eastern United States can be readily ac-
complished. It’s one building guarded by two contract guards. And
it would result in the total loss of electrical service throughout the
entire grid, save for Texas because it’s on a separate system, for
the foreseeable future. And should anyone doubt the reality of this
threat, note that the elements of this attack were outlined in mate-
rials found in Afghanistan and published on the front page of the
New York Times about 1 month ago.
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As my colleague to my right has said, special nuclear materials
are also important, but not necessarily nuclear weapons. They can
be used in attacks ranging from the detonation of what are popu-
larly referred to as “dirty” nuclear bombs to the contamination of
water supplies of one or more major metropolitan areas and poten-
tially the disruption of health care systems, transportation, food
distribution and other critical national functions.

Estimates of the amounts of nuclear materials available vary,
but based on materials found in Afghanistan and the al Qaeda
training manual, it’s clear that al Qaeda has given serious consid-
eration to such attacks, and we believe they have access to those
materials. But note that even without the use of special nuclear
materials, by using conventional nonnuclear explosives, many of
the same objectives can be achieved, particularly if a large number
of facilities such as regional shopping centers, major hospitals, or
entertainment centers were simultaneously targeted.

The idea is disruption. Not necessarily that—the use of the larg-
est number of surface to air missiles which are readily available
throughout the world, in a strategy of ongoing hits at take off, and/
or landing from about 1 mile away, can easily be used to further
disrupt and potentially end passenger and other commercial air
traffic in the United States. Even a limited number of strikes cou-
pled with the threat of continued actions could easily lead to the
discontinuation of both passenger and package flights, and a major
disruption of the U.S. economy.

Attacks based on dispersing environmentally dangerous mate-
rials in major cities can easily cause massive disruption and finan-
cial damage, and in many cases without any loss of life. And with
it, massive destruction of our way of life as Americans and a sig-
nificant loss of Government credibility.

As is clear from the enormous Federal, State and local invest-
ments in roads, ports, airports, public transportation systems, the
U.S. economy depends on transportation. Raw materials and ma-
chinery, intermediate goods, services, retailing are all fundamen-
tally dependent on the continued operation of the entire system,
not just individual legs of a journey. And even before the docu-
mentation was found in Afghanistan, it was clear that terrorists
fully appreciate that attacks on special facilities, critical inter-
changes, choke points such as bridges, tunnels, trestles, inter-
changes, port facilities, would produce catastrophic impacts on the
U.S. economy.

Many of these attacks would require even more modest resources
than the events of September 11 to produce an even greater disrup-
tion and damage. In a number of cases the result would be a total
collapse of one and more sectors of the economy. For example,
roughly 80 percent of the manufacturing and distribution of health
care products depends on the operation of a highly integrated
transportation system on the east coast.

For virtually all the Fortune 2000, maintenance of the efficiency
of today’s global supply chain depends on the continued operation
of what are called enterprise systems, these are the software sys-
tems created by SAP and Oracle. The dark side of technological im-
provements and economic efficiency, however, is increased vulner-
ability.
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Governor Engler pointed this out when he spoke of problems of
just in time inventory. Attacks aimed at enterprise systems could
result in not only in significant long-term disruptions to our econ-
omy, but to severe disruption of military logistics and operations,
since they are on the same systems.

The list is obviously abbreviated. I could go on. And it also omits
a lot of details, but what I want you to recognize is that none of
these potential threats depends on the technologies or weapons
that are found in science fiction novels. Nor do they depend on
using classified information, special techniques or financial re-
sources that are not generally available to terrorist groups such as
al Qaeda. Instead, as with the events of September 11, I believe
that future terrorist attacks will be based on the simple application
of the principle of leverage, that is to say, terrorists will use very
modest actions which are simple in planning, resources, technology,
and execution, to achieve major highly disruptive consequences.

Equally important, either directly or through the loss of credi-
bility in Government, any of these actions could result in precisely
the kind of broad disruption and chaos al Qaeda regards as critical
in meeting its goals. In fact, given what we now know of the train-
ing methods and operational plans, all that al Qaeda needs at this
point to implement any or all of these actions is organization and
coordination. There should be little doubt that they have the will
and the resources.

Given the very real threat of acts of terrorism in the future, my
colleagues and I have approached the problem of enhancing home-
land security in terms of the following observations. First, the fu-
ture actions of terrorist organizations such as al Qaeda will be the
continued use of attacks that meet their goals. This is not a media
event. They’re going to be constrained only by their available re-
sources and their perception of the vulnerabilities in the United
States and the West.

Planning for homeland security must in turn recognize that our
investments in security decisions needs to be based on the analysis
and understanding of the objectives and resources of organizations
such as al Qaeda and the variety of specific actions that they’re
going to use to achieve their long-run goals, not just what we imag-
ine that they should be doing because we know how to protect it.

Understanding terrorist actions through examining the relation-
ships among an organization’s goals, strategies, and tactics is the
hallmark of an albeit nontraditional military, not criminal, anal-
ysis. And as with the use of military actions to promote inter-
national security, effective homeland security depends on devel-
oping, coordinating, and implementing security measures that meet
realistic expected threats, rather than assuming that the threats
will be determined by the security that we choose to employ.

Remember, just because we know how to use a hammer doesn’t
mean that everything is a nail. If we had used marshals and snip-
ers to protect the World Trade Center and Pentagon because of,
say, a threat on September 8, it would not have done any good. The
success of policies and programs aimed at homeland security for
the United States depends directly on our ability to make decisions
based on the effective and efficient use of national, State and local



47

resources and the effective coordination of those decisions as part
of a consistent national effort.

As explained by the President in his remarks on October 8, 2001
at Governor Ridge’s swearing in ceremony, “In the war on terror,
knowledge is power. We will strengthen and help protect our trans-
portation systems, our food and water systems and our critical in-
frastructure by making them less vulnerable to attack.”

Fortunately, the United States has actually taken steps in this
effort. In its reports to congressional requesters on combating ter-
rorism, the GAO recommends the use of a set of procedures for
threat and risk assessments that assist in prioritizing and tar-
geting program investments for homeland security. Based on quan-
titative and qualitative threat risk assessments, the procedures
known as VAM views the application of specific threat postures,
and estimates the net present value, the return on investment, re-
sulting from investments in security. Think of it as a kind of secu-
rity impact statement.

However, in order to make direct use of risk and threat assess-
ments and estimate value added, there must also be a commitment
to structuring the Office of Homeland Security in a manner capable
of supporting comprehensive reviews of findings, developing pro-
grams and plans, and effectively coordinating and implementing
the decisions through public and private sectors across all branches
of government.

And as with other wartime efforts and at least in this regard, the
war on terrorism wasn’t misnamed, clear institutional responsi-
bility, authority and operational control is critical to success. Gov-
ernor Ridge actually said as much on November 27, 2001. He told
a gathering of aerospace executives, “There’s no question that
American ingenuity, know-how and technology will be a key to win-
ning this new war on terrorism. Our national strategy for home-
land defense will identify our objectives in precise and measurable
terms. The first step in developing a strategy is to identify your
goals.”

This is as true of homeland security as it is in military planning
and military strategy. In short, I believe that at least until all the
elements of al Qaeda and all the similar groups have been elimi-
nated, and the United States is able to support expanded homeland
security through extensive intelligence and the implementation of
coordinated security measures, the Nation must commit to ensur-
ing homeland security for a policy of effective and efficient invest-
ments, and those security measures that are likely to mitigate the
effects of threats from al Qaeda.

Given the likelihood of continuing threats from terrorist organi-
zations, I believe that the United States must take steps to ensure
that substantial resources are invested in security and the Nation
has an authoritative organizational focus for homeland security ef-
forts. Thank you very much.

[The statement follows:]

PREPARED STATEMENT OF DR. STEPHEN GALE

Mr. Chairman, Senator Stevens, members of the Committee on Appropriations,
thank you for this opportunity to testify today. It is a pleasure to be here in the
United States Senate.
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I have been asked to present my views on the status of homeland security since
the events of September 11th and to comment on the ways in which I believe it will
need to change in order to effectively meet the types of threats that should be ex-
pected in the future.

As you know, many of the steps taken over the past several months to enhance
homeland security have been quite public—for example, the creation of the Office
of Homeland Security and the changes in airport screening. Others have been less
visible modifications in the policies and operations of state and local governments,
federal agencies, and private sector firms. To the extent that the military actions
in Afghanistan and the various diplomatic initiatives throughout the world have
been directed at minimizing the probability of future acts of terrorism in the United
fS‘tates, I suppose that these, too, can be included under the rubric of homeland de-
ense.

As potentially valuable as these steps may appear, it is my opinion that they not
only fall short of meeting their specific, immediate objectives, but also are based on
critical misconceptions about the kinds and sources of threats that the United
States faces from terrorist groups in the future. In many ways, the situation is anal-
ogous to the case of the man with a hammer who treats everything as a nail: we
have misdirected many of our efforts simply because we have not come to terms
with the objectives and methods of the attackers and have assumed that the strate-
gies for prevention and mitigation that have served us in the past will apply to the
types of threats we now face. Unless these misconceptions are corrected and our
policies revised, I believe that they will ultimately result in a continued
misallocation of the resources devoted to homeland security and will leave us highly
vulnerable to acts of terrorism.

As one who has spent the past twenty-five years involved in research, teaching,
and consulting about terrorism and security, the sources of these misconceptions are
as clear to me as the proverbial “sore thumb.” What is not as obvious are the steps
that will be needed to correct the situation.

According to the Executive Order which established the Office of Homeland Secu-
rity, “The Office shall work with executive departments and agencies, State and local
governments, and private entities to ensure the adequacy of the national strategy
for detecting, preparing for, preventing, protecting against, responding to, and recov-
ering from terrorist threats or attacks within the United States.” (emphasis added)

It seems clear to me that Congress should also have a role in providing for the
security of the United States by ensuring that our nation’s resources are effectively
and efficiently invested in homeland security. I hope that my remarks can assist you
in helping to refocus our efforts—and that your deliberation process and decisions
will be guided by the very real possibility that attacks could occur at any time.

Whatever else we may think of the actions on September 11th, there is no doubt
that they should be viewed as a clear indication of the type and scale of the terrorist
attacks that I believe we will experience in the future. Al Qaeda has not only dem-
onstrated the will to attack the U.S. homeland directly, but with massive, well orga-
nized attacks designed to directly support its goals. What should also be understood
is that the attacks on September 11th were relatively modest efforts. At minimal
cost and with a very simple tactical plan, the United States suffered—and continues
to suffer—major personal, financial, material, and psychological damage.

Notwithstanding the level of damage and disruption caused by the events of Sep-
tember 11th, I believe that we will not be as “fortunate” in the future. With its ex-
tensive global network of operational and support cells, Al Qaeda is not interested
simply in presenting its case in the media or using the fear of terrorism as a source
of leverage in negotiations. The long-run goal of Al Qaeda is the creation of an inde-
pendent, pan-Islamic society based on a commitment to Islamic faith and Islamic
law (the Shari’ah). Usama bin Laden has described this new society as a reinstitu-
tion of a “caliphate” but, regardless of its specific institutional structure, Al Qaeda’s
goals must be understood as the critical driving force in its planning for future acts
of terrorism.

Al Qaeda’s leadership believes that the key element of their plan for a pan-Islamic
society is to ensure that the West—and the United States in particular—is “defeated
and unable to threaten any Muslim.” With a sufficiently weakened United States,
with a United States and its allies in a state of mass disruption and chaos—focused
internally rather than on its relationships throughout the world—Al Qaeda believes
that it will then be able to proceed with the next phases of its strategy: polarization
of Islam to ensure that the new society is led by the faithful and local revolutions
to eliminate the nation states imposed on Islam by the West.

It is important to recall here that the U.S. Department of Defense’s perspective
on terrorism is framed in terms of “asymmetrical warfare”—the attempt “to cir-
cumvent or undermine U.S. strengths while exploiting its weaknesses, using meth-
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ods that differ from the usual mode of U.S. operations” (DOD Annual Report, 1999).
Whatever we may believe about its morality and legitimacy, however, asymmetric
warfare is simply warfare that employs non-traditional operations and strategies.
And just as the U.S. position during the cold war was based on a strategy of Mutu-
ally Assured Destruction (MAD), my colleagues and I see Al Qaeda’s strategy in
terms of “MUD,” Multilateral Unconstrained Disruption.

Based on bin Laden’s statements, I fully expect that the next round of attacks
from Al Qaeda will almost certainly be directed at disrupting—and possibly dis-
abling—the U.S. economy. As far-fetched as this may sound on the surface, I believe
that this threat is not only real but, at least under current U.S. policies concerning
homeland security, disturbingly feasible—even in the near-term. My colleagues and
I have explored many scenarios, of which I will use just a few to make my point.
(Please note that I have omitted the details in order to limit the identification of
specific areas of vulnerability.)

—A physical or cyber-attack directed at the computing facility responsible for co-
ordinating and balancing the loads of the electrical grid in the Eastern United
States can be readily accomplished and result in the total loss of electrical serv-
ice throughout the entire grid (save for Texas) for the foreseeable future.
(Should anyone doubt the reality of this threat, note that elements of this at-
tack were outlined in materials found in Afghanistan and published in the New
York Times about a month ago.)

—Special nuclear materials (not nuclear weapons) can be used in attacks ranging
from the detonation of what are popularly referred to as “dirty nuclear bombs,”
to the contamination of the water supplies of one or more major metropolitan
areas, to the disruption of health care systems, transportation, food distribution,
and other critical national functions. Estimates of the amounts of available ma-
terial varies but, based on materials found in Afghanistan and the “Al Qaeda
Training Manual” it is clear that Al Qaeda has given serious consideration to
such attacks and has access to such materials. Note that even with the use of
conventional explosives, many of the same objectives could be achieved—par-
ticularly if a large number of facilities such as regional shopping centers, major
hospitals, and entertainment centers were simultaneously targeted.

—The use of a modest number of surface-to-air missiles in a strategy of on-going
“hits at take-off and/or landing” can easily be used to further disrupt—and po-
tentially end—passenger and other commercial air traffic in the United States.
Even a limited number of strikes coupled with the threat of continued actions,
for example, could easily lead to the discontinuation of both passenger and
package flights and a major disruption of the U.S. economy.

—Attacks based on dispersing environmentally dangerous materials in major cit-
ies can easily cause massive disruption and financial damage—in many cases,
without any loss of life or even serious health threat—and, with it, massive dis-
ruption of our way of life and a significant loss of government credibility.

—As is clear from the enormous federal, state, and local investments in roads,
ports, airports, and public transportation systems, the U.S. economy depends on
transportation. Raw materials, machinery, intermediate goods, services, and re-
tailing are all fundamentally dependent on the continued operation of the entire
system. As was clear even before the documentation was found in Afghanistan,
terrorists fully appreciate that attacks on specific facilities, critical inter-
changes, and choke points (e.g., bridges, tunnels, trestles, interchanges, port fa-
cilities) would produce catastrophic impacts on the U.S. economy. Many of these
attacks would require even more modest resources than the events of Sep-
tember 11th to produce even greater disruption and damage. In a number of
cases, the result would be a total collapse of one or more sectors of the economy.
(For example, roughly 80 percent of the manufacturing and distribution of
health care products depends on the continued operation of the highly inte-
grated transportation system on the East Coast.)

—For virtually all of the Fortune 2000, maintenance of the efficiency of today’s
global supply chain depends on the continued operation of what are called En-
terprise Systems (e.g., SAP, Oracle). The “dark side” of improvements in eco-
nomic efficiency, however, is increased vulnerability. Attacks aimed at Enter-
prise Systems can result not only in significant long-term distortions to our
economy, but the severe disruption of military logistics and operations. (To the
extent that we can assume that Al Qaeda is familiar with the critical role of
such systems in business processes, attacks on Enterprise Systems probably
constitute a true threat to the stability of the United States and Western econo-
mies.)

This list is obviously abbreviated—and omits many details. What I would like you

to recognize, however, is that none of these potential threats depends on tech-
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nologies or weapons that are found only in science fiction novels. Nor do they de-
pend on using classified information, special techniques, or financial resources that
are not generally available to terrorist groups such as Al Qaeda. As with the events
of September 11th, I believe that future terrorist attacks will be based on the appli-
cation of the “principle of leverage:” the use of modest actions—simple in planning,
resources, and execution—to realize significant, highly disruptive consequences.

Equally important, either directly or through the loss of credibility in government,
any of these actions would result in precisely the kind of broad disruption and chaos
Al Qaeda regards as critical in meeting its goals. In fact, given what we now know
of its training methods and operational plans, all that Al Qaeda needs at this point
to implement any or all of these actions is organization and coordination. There
should be little doubt that they have the will and the resources.

Given the very real threat of acts of terrorism directed at the United States in
the future, my colleagues and I have approached the problem of enhancing home-
land security in terms of the following observations:

—The future actions of terrorist organizations such as Al Qaeda will be continue
to be directed toward the use of attacks that meet their goals, their resources,
and their perceptions of the vulnerabilities of the United States and our allies.
Planning for homeland security must, in turn, recognize that our investments
in security decisions need to be based on an analysis of the objectives and re-
sources of Al Qaeda and other groups and the ways in which specific actions
will assist them in achieving their long-run goals.

—Understanding terrorist actions through examining the relationships among a
group’s goals, strategy, and tactics is the hallmark of (albeit non-traditional)
military, not criminal, analysis. And, as with the use of military actions to pro-
mote international security, effective homeland security depends on developing,
coordinating, and implementing security measures that meet expected threats
rather than assuming that the threats will be determined by the security we
choose to employ.

—The success of policies and programs aimed at homeland security for the United
States depends directly on our ability to make decisions based on the effective
and efficient use of national, state, and local resources—and the coordination
of these decisions as part of a consistent national effort.

As explained by the President in his remarks on October 8, 2001 at Governor
Ridge’s swearing-in ceremony, “In the war on terror, knowledge is power. [We will]
Strengthen and help protect our transportation systems, our food and water systems
and our critical infrastructure by making them less vulnerable to attack.”

Fortunately, the United States has already taken steps to support this effort. In
its Report to Congressional Requesters on “Combating Terrorism” (GAO/NSIAD-98—
74), the GAO recommends the use of a set of procedures for threat and risk assess-
ments that assists in prioritizing and targeting program investments for homeland
security. (The process was developed through a joint effort initiated over five years
ago and is currently used by at least one major oil company and the Department
of Energy.) Based on both quantitative and qualitative threat and risk assessment
procedures, this system (VAM) reviews the application of alternative security strate-
gies to specific threat postures and estimates the net present value (net benefits)
resulting from investments in each of the alternative strategies.

In order to make direct use of risk and threat assessments and estimate the
value-added of alternative security measures, however, there must also be a commit-
ment to structuring the Office of Homeland Security in a manner capable of sup-
porting a comprehensive review of findings, developing programs and plans, and co-
ordinating the implementation of its decisions throughout the public and private
sectors, and across all agencies and branches of government. As with other wartime
efforts—and, at least in this regard, the “war on terrorism” has not been mis-
named—clear institutional responsibility and operational control is critical to suc-
cess.

Governor Ridge has said as much. On November 27, 2001, he told a gathering or
aerospace executives, “There is no question that American ingenuity, know-how and
technology will be a key to winning this new war on terrorism. Our national strat-
egy for homeland security will identify our objectives in precise and measurable
terms. . . . the first step in developing a strategy is to identify your goals. This is
as true in homeland security as it is in military planning and military strategy.”

In short, I believe that, at least until all of the elements of Al Qaeda have been
eliminated and the United States is able to support homeland security through vast-
ly improved intelligence and the implementation of coordinated security measures,
the nation must commit to ensuring homeland security through a policy of effective
and efficient investments in those security measures that can mitigate the likely
types of threats from Al Qaeda. Given the likelihood of continuing threats from ter-
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rorist organizations such as Al Qaeda, I believe that the United States must there-
fore take immediate steps to ensure that its substantial resources are wisely in-
vested in security and that the nation has a visible, authoritative organizational
focus for its homeland security efforts.

Thank you.
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QUESTIONING BY CHAIRMAN ROBERT C. BYRD

Chairman BYRD. Thank you Dr. Gale. The chair thanks all the
witnesses for their excellent statements. The committee will now
proceed with questions. And Senators will be limited to 7 minutes.
I shall begin.

Dr. Carter, this Nation is facing huge challenges domestically
and overseas. But our budget for addressing all of these challenges
including the new relatively undefined issue of homeland security
is very limited. Given the cost and the long-term nature of home-
land security efforts, some national priorities will not be funded.
Others will have to be cut. How do you recommend to this com-
mittee that we prioritize among all of our many and varied funding
decisions?

Dr. CARTER. That’s a very good question. I can only give you a
partial answer to that. I do think that in the area of homeland se-
curity, I can’t speak to all the national priorities as broadly as you
can, Mr. Chairman, but within the homeland security plan, that’s
one of the vital tasks of the architect. We can’t cover all of these
contingencies. We can’t be everywhere all the time on top of all
these things. We have to put some order into this house and figure
out what kinds of scenarios we’re going to invest in disproportion-
ately and what the best cost exchange ratio is for a given invest-
ment.
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That’s precisely the kind of thing which isn’t going to just bubble
up by the agencies all by themselves which busy people like you
who have a much broader profile cannot do. And that’s what this
architect needs to do. Otherwise, it isn’t going to happen and we
will be making investments willy-nilly. Not only will they cost more
than we can afford, but they won’t protect us in the long run.

Chairman BYRD. Thus far, do you see this architect doing that
prioritizing?

Dr. CARTER. I think it’s been a slow start. I'm just making infer-
ences from the outside, but I believe that it is becoming apparent
to Governor Ridge’s office that the architect’s role is in fact where
he can leave a legacy and that trying to coordinate that which we
already have is something you can’t do from the White House and
beside the point, because that which we have is not sufficient. Try-
ing to run your own agency is okay, and we may need some new
agencies here and there, but even if we create a new agency or sev-
eral new agencies, the problem of coordination will remain. There
will still remain a need for an architect, even if we rejigger the
agencies better. So that role isn’t going to go away.

It is now more than 6 months since the event. I think that it
would be easier to get a head of steam with this job description
were it November and not April, but we’ve got to wish him well,
because it’s the only Government we’ve got, and he will be occu-
pying the role of Director of Homeland Security even if he’s not
doing the function. So I certainly do wish him well and I hope he
takes the architect’s role and not any of these other roles as the
way he can leave a legacy.

Chairman BYRD. Dr. Gale, would risk assessments, at the Fed-
eral level, using intelligence capabilities not available to State and
local officials, be a logical way to begin to prioritize our
vulnerabilities?

Dr. GALE. The way in which this is phrased makes it a little dif-
ficult to answer, largely because the coordination of all the efforts
is yet to be done, and we don’t really understand precisely how an
Office of Homeland Security is operating.

At this point, however, what we have is an opportunity to use
methods that have already been developed, for example by the De-
partment of Energy in its security efforts, to try and prioritize pre-
cisely the efforts of the architect that Mr. Carter is speaking about.
The difficulty is to coordinate that with the kind of intelligence
that we believe we can actually coordinate from all of the other
agencies that are collecting information and bringing it together
within this very, very complex Government.

I think the most surprising thing to me in the aftermath of Sep-
tember 11 is that we’ve continued to use a lot of the kinds of stove-
pipe organizational mechanisms that have been so successful for us
in balancing the efforts and the needs of this enormous Nation. At
the same time during time of war I expect that there will be tre-
mendous amount of change in the cross-cutting across those agen-
cies, and at this point the question of setting priorities is one that
will necessarily have to await the kind of coordination that goes
into an agency like the Office of Homeland Security at the outset.

Chairman BYRD. Let me ask either of you two gentlemen, is any
Federal entity as far as you know now doing risk assessments?



53

Dr. CARTER. Sure.

Dr. GALE. Sure. The Department of Defense does risk assess-
ments, but right now as far as I know, the Department of Energy
has an extensive program. They also have a mechanism for deter-
mining not just priority, but the return on investment from secu-
rity.

Chairman BYRD. Do you know if that information is being shared
with State and local people?

Dr. GALE. As far as I know, the only agency that has been exten-
sively involved in it is the Department of Energy, although I must
say that in March of 1998 I did make a presentation on that meth-
od to the director of FAA security, and he told me that we could
not protect ourselves from meteorites.

Chairman BYRD. My time is limited. I would like to ask a ques-
tion of the Governors. The Department of Justice’s Office of the In-
spector General recently released a report on the Office of Justice
programs, State and local domestic preparedness grant programs.
And one of the major conclusions of the report is that the funds
provided for equipment grants are not being disbursed to the
States in a timely manner.

One of the primary reasons for the delay is that States have been
required to submit a 3-year State plan prior to grant funds being
released. Although this requirement has been in existence since fis-
cal year 2000, only four States submitted their plans prior to Sep-
tember 11, 2001. Since that time, 46 of the States have submitted
their plans, of which 44 have been approved.

Given that these funds have been available to your States for 2
years, what took the States so long to submit the 3-year plans?
Were there any problems with the Federal rules? Any one of you
three or all three, if you please.

Governor ENGLER. I know that in our case—and I'm not sure of
the dates, so I don’t have the dates, I wasn’t aware that that was
the reason that funds had not been allocated out of these programs.
I know that we have been receiving allocations. I saw the article
as well, and I was concerned. I had focused on the allocations that
had been made of money to local units where the equipment wasn’t
in inventory or the training hadn’t been done and I looked at that
as one of those issues where again the lack of coordination was the
program.

I think one of the things that’s happened since 9/11 is there’s
been a significant change in bioterrorism. For example, I under-
stand that those are different threats. We had not felt I think prior
to 9/11 that we were short on funds. So I would think that we
would argue before 9/11 that some of the funds being made avail-
able were not coordinated very well. In response to, to elaborate
just on one of the previous questions, we have not had any sharing
at the State level with the Governors of any type of risk assess-
ment from Federal officials. There’s been no security type briefing
that would go beyond what we would read in the papers. So we
have no special knowledge.

All of us individually I think have said to our State police and
our adjutant generals what do you think the risks are in our State?
But there’s nothing that’s been brought to us on the basis of any
information gathered internationally or nationally.
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Chairman BYRD. Governor Locke and Governor Barnes, let me
repeat the question. The Department of Justice’s Office of the In-
spector General recently released a report on the Office of Justice
programs, State and local domestic preparedness and grant pro-
grams. Given that these funds have been available to the States for
2 years, what took the States so long to submit the 3-year plans?
Were there any problems with the Federal rules? Governor Locke?

Governor LOCKE. Mr. Chairman, I would have to get back to you
to find out exactly what the status was with respect to our State
of Washington. I know that we did receive, many of our local law
enforcement agencies did in fact receive Department of Justice
funds for equipment. And whether or not our State or the local gov-
ernment entities had fully complied with the Federal rules and
whether or not we were taking too much time, I'd have to find out.

But I have to say that shortly after September 11 as we looked
at all of our response plans and as we looked at the issue of bioter-
rorism, I would have to say that the State of Washington felt
pleased with respect to the response by the Justice Department in
terms of ensuring and making available grant funds for equipment
purchases by local law enforcement personnel.

Our concern has been as we looked at some of these purchases
and the equipment that was made available to local law enforce-
ment, is again the lack of coordination in making sure that there
was in fact a comprehensive strategy among local government enti-
ties. And that’s one thing I'd like to just stress if I could, Mr.
Chairman.

With respect to bioterrorism, it’s important that there be a state-
wide strategy, because for instance, if there is to be some sort of
bioterrorism event in the city of Seattle or in any other city, the
hospitals within that particular community will not be able to re-
spond fully. We’re going to have to use the services and the avail-
ability of the medical facilities and expertise from entire commu-
nities many miles away. So we need to make sure that whatever
grant monies are available are blocked through the State for such
a coordinated, comprehensive strategy, knowing that there’s no one
city that can respond in any of itself.

Chairman BYRD. Governor Barnes, would you respond to the
question, please, and then I'll call on Senator Stevens.

Governor BARNES. All right, sir. First, I don’t think any of us
ever thought about coming up with a terrorism plan before Sep-
tember 11. We had been receiving, just like Governor Locke said,
equipment funds from the Department of Justice and I don’t think
it was ever marketed to us, you know, when you sent out the infor-
mation, that this should be to come up with some statewide ter-
rorism plan. And so the idea that you come up with some 3-year
terrorism plan before September 11, you know, hindsight is 20/20,
but it just wouldn’t have been on your radar screen.

Chairman BYRD. Well, if you’re expecting grants from the Fed-
eral Government and you're required to do certain things in order
to qualify for those grants, wouldn’t you know something about
that?

Governor BARNES. Yes, sir, we would. And we have a whole staff
that does nothing but tries to see what the individual requirements
are for each of the grants. But we interpreted the grant application
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to be more on issues, if you really want to know the truth, that

dealt with those that had international borders. And we did not.

Now that might have been a misapprehension on our behalf, but

that’s what we looked at that part of the grant program as being.
Chairman BYRD. Senator Stevens.

QUESTIONING BY SENATOR TED STEVENS

Senator STEVENS. Thank you, Mr. Chairman. In the last Con-
gress, we had a joint hearing here in the Senate, a series of hear-
ings. We found that the terrorism subject, and I guess that’s what
we're really talking about, a strategy against terrorism, was frag-
mented—leadership was fragmented among 42 Federal agencies,
14 congressional committees, hundreds of State and local first re-
sponder entities. We also found that on the Federal front, the De-
partment of Justice, the FBI had the lead in prevention and pre-
paredness and crisis management, and FEMA, the Federal Emer-
gency Management Agency, I believe had the lead in consequence
management—that, is disaster relief. We didn’t have a single na-
tional strategy. We now have two Presidential decision directives,
the Attorney General’s 5-year plan, two Federal response plans,
one by FBI and the other by FEMA.

So really what we’re dealing with is how to set this up. I hope
eventually we’ll get around to creating a basic system whereby a
President nominates somebody, we confirm them by the Senate and
give a firm direction to coordinate all of these plans.

I have several concerns I would like to ask you gentlemen, if I
could. First with regard to your abilities as Governors, do you think
we should have some specific authority in the terrorist area to au-
thorize States to enter into compacts on a regional basis?

Governor BARNES. Yes. I generally favor regional basis, regional
compacts on almost everything, but particularly, for example, Geor-
gia and Florida, because of the long coast line that exists, would
be very helpful for us to be able to do that.

Senator STEVENS. Governor Locke?

Governor LOCKE. Well, I very much believe that we should have
the authority to enter into regional compacts and also perhaps
some international compacts as well, given the situation we have.

Senator STEVENS. That was going to be my next question. Gov-
ernor Engler?

Governor ENGLER. Agreed, and we already do that in terms of
the response to the incident. What you're suggesting is how do we
prevent. Can we do more together, and I agree with that strongly.

Senator STEVENS. The strategy for prevention seems to me to be
more effective on a regional basis than it would be national, but
I don’t know if you would agree. With regard to the border, and you
mentioned that, Governor Locke, it does seem to me that we have
some basic problems along the border. We have about the same
border with Canada as all the rest of the whole United States. But
when you get down to it, have you all had—you’re both border
States with Canada. Have you had talks with Canada? Can you tell
us how we’re progressing in terms of aligning our national strate-
gies with our northern neighbor?

Governor LOCKE. Actually, the State of Washington and our offi-
cials including Senator Patty Murray have had numerous conversa-
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tions with Canadian officials. There’s use of technology that will be
available soon to help expedite the movement of people and freight,
people who have had background checks and are already entered
into computer systems using technology. And so that’s proceeding,
but we're still waiting. We're still waiting for the deployment of
trained border agents and Customs official to the United States-Ca-
nadian border. In the meantime, we have the deployment of the
National Guard.

Senator STEVENS. Is it only going to be on our side, Governor?
What about Canada?

Governor LOCKE. No, no. Canada is also involved in that and
they’re also involved in the partnership of the deployment of that
technology, so that its people, whether Canadians or U.S. citizens,
who routinely go back and forth across the border.

Senator STEVENS. I know you have probably more cross-boundary
employment than anyone in Michigan, Governor.

Governor ENGLER. That’s true.

Senator STEVENS. How are you working with them?

Governor ENGLER. We've talked to the Ontario officials. Recently
I've had a conversation with Premier Harris on this. We have not
kept up with the Canadians. We are understaffed compared to the
Canadian side.

Senator STEVENS. Senator Inouye and I have taken some inter-
national trips this year to central Asia and not just through the Pa-
cific region, along the Asian coast. In Singapore we found that be-
cause of the alertness of one local policeman, a whole ring of people
that were designing to use 100 tons of explosives and destroy a
considerable number of U.S. installations in a three-nation basis
there was discovered. It brought home to us that in the final anal-
ysis, only an informed and alert public really can make this system
work, and we should be more concentrating on prevention than
upon, God forbid we also need the help, but concentration ought to
be on prevention rather than the needs of the first responders.

Now I want to ask all of you if you have any ideas of what, how
we might work in the system the ability of all of the entities, local,
county, State and Federal, to analyze the reports of concerned citi-
zens to be sure that reports of suspicious activity are seriously
treated. In Singapore, they were lucky. A cop made a report and
someone reacted immediately and that whole ring was broken up.
I fear that we are really not emphasizing the role of individual citi-
zens in prevention, and I would like to have your comments. What
can we do, this committee, to help make certain that reports of con-
cerned citizens are treated immediately so that we know, we have
the ability to react under the circumstances, if God forbid, some-
thing like Singapore’s situation is brought to the attention of any-
one in any one of our States.

Governor ENGLER. Senator, I think that most States would wel-
come the opportunity to have our key law enforcement agencies
fully briefed by the Federal agencies. We still have, while we have
seen improvements and we have seen improvements specifically
since 9/11, we still do not have, I think, a level of confidence that
there is a full briefing that takes place. And whether that’s with
a select number of law enforcement officers, or some fashion that
that’s determined, somebody has got to know. We could have the
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citizen file the report today but the agency might not have any clue
that that was what might be linked to something, because you
know, they may not know the key information from the Federal
agency. And that, in talking to our law enforcement agencies, is
still a problem because I mean, you have territory among agencies
at the Federal level, but we certainly have it inter-governmentally,
Federal to State.

Dr. GALE. You're talking about a massive effort. Singapore is a
much smaller society where the communication from a policeman
even up to the chief of police takes a relatively modest amount of
time.

Senator STEVENS. I agree, but we don’t have any coordination at
all, do we?

Dr. GALE. That was the word that I have heard pretty much
interspersed through everyone’s discussion: Where is the coordina-
tion? And quite frankly, it is the kind of thing where we imagine
what happened right after Pearl Harbor, that coordination sprang
into place somehow whole cloth. I believe, if I know my history at
all, we worked real hard to put a coordinated effort together, but
by March of 1942, there was a substantial amount of coordination
and no longer the reliance on a lot of the stovepipes that we have
been talking about today. A lot of the difficulty is that we have a
bunch of stovepipe agencies and we all are using exactly the same
procedures we have always used

Senator STEVENS. Thank you

Dr. GALE [continuing]. Even though there’s a gun to our head.

Senator STEVENS. Dr. Gale, sorry. The chairman and I lived
through that period. I want you to know there was a lot more vol-
unteerism after the events of Pearl Harbor than there is now. We
had people—I lived in California then and we had people walking
the beach every night, and up in Alaska we had the territorial
guard, a volunteer group, and we had all over the country volun-
teers. I don’t see many volunteers coming out of the woodwork
right now, and what we’re looking at now is demands, I've had de-
mands from almost every small village and city in my State to get
a new fire truck or a new police car, or new communications sys-
tem.

What are we going to do to create a volunteer system to assist
law enforcement in detection and prevention?

Dr. GALE. The first thing the public has to understand is what
we're fighting here. As far as we’re concerned, I mean at least as
I read the national spirit right now, it’s over and done with, we
took care of them when we had victory in Afghanistan, and as far
as a good percentage of the people on my campus at least, there
are a lot of people who say we deserved it.

Senator STEVENS. My time is up. Thank you very much, Mr.
Chairman.

Chairman BYRD. Thank you, Senator Stevens. Senator Murray.

QUESTIONING BY SENATOR PATTY MURRAY

Senator MURRAY. Thank you very much, Mr. Chairman, and
thank you to all of our guests today.

Let me start with Governor Locke and Governor Engler. Both of
you have mentioned in your comments today about the need to
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work within your own regions in terms of organizing any kind of
response and preventive action. When it comes to bioterrorism, our
regions include the northern border. Are you working with Canada
in any way in terms of bioterrorism, in any way of coordinating
plans with them if there were to be an anthrax, smallpox or other
kind of bioterrorism activity?

Governor ENGLER. Senator, before I answer the question I would
like to ask the chairman’s permission to after I do answer it, to be
excused to see Secretary Thompson before I catch my plane.

Chairman BYRD. Surely.

Governor ENGLER. Thank you.

Chairman BYRD. And we want to thank you too for your appear-
ance here today.

Governor ENGLER. Senator, thank you for holding this hearing
and your keen interest.

We are not walking with Ontario in any formal fashion yet. I
mean, there may be informal communications my health officials or
law enforcement agencies have had, but there is nothing that’s for-
malized with the provincial leaders in Ontario relative to that
threat. Nor frankly is there with Ohio.

So I mean, this is a gap that’s so new to us in one sense. We're
still struggling even within communities. We found in one commu-
nity, a mayor told me he found each of his hospitals seeking to
order enough doses of a vaccine that would cover their whole area
and he said, well, we don’t need three times the vaccine for the
community, let’s have you three hospitals get together. That’s the
level of coordination that just historically has not been there.

We've got a very big job to do and I think what you're hearing
today from all of us is, tell us which part you want us to take
charge of and then actually put us in charge, and we’ll do it. That’s
really where we are. It’s a very good question, Senator.

Chairman BYRD. Governor, before you leave, HHS sent out their
request for plans in January. Only 2 of the 50 States have sent
HHS—you’re going to be talking with the Secretary of HHS—their
bioterrorism plans. I am sure that the committee would urge the
Governors across the country to move these plans along, move
them along.

Governor ENGLER. Thank you.

Chairman BYRD. Thank you.

Senator MURRAY. Governor Locke?

Governor LOCKE. Thank you, Senator Murray. In response to the
Federal allocation for bioterrorism we have, I believe, submitted
our plan to the Federal Government, to HHS. But that regional ap-
proach understands and emphasizes the fact that we are going to
have to cross State borders as well as international borders.

As I indicated in an earlier response, we know that when we ask
the States to be able to coordinate and insure a comprehensive
strategy so that cities are not going at this alone in terms of re-
sponse to bioterrorism, that there has to be a coordinated regional
approach. That also recognizes that for instance, Vancouver, Wash-
ington is really part of the Portland, Oregon metropolitan area, and
that whatever happens in Portland is also going to depend across
the river with Vancouver, Washington. The same thing with Bel-
lingham, Washington, which is right next to the Canadian border,
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that we’re going to have to rely on the systems and response by
hospitals and public health authorities with respect to the authori-
ties in British Columbia. Also, eastern Washington with Idaho.

And so our response plan contemplates multistate as well as
multination coordination.

Senator MURRAY. So are we working with Canada on any kind
of formal contract or agreement in terms of bioterrorism?

Governor LOCKE. Not in terms of a government to government
contract, but in terms of response planning, my understanding is
that we are working with Canadian officials and Canadian commu-
nities to respond in the event of any type of bioterrorism threat.

Senator MURRAY. Governor Locke, I wanted to ask you because
as you know, the Federal Government has issued several alerts fol-
lowing the September 11th attacks, and I would really appreciate
in front of this committee your very frank assessment of the Fed-
eral Government’s ability to keep you informed about threats to
Washington State and other relevant information.

Governor LOCKE. Well, we have been able to have very good ac-
cess with Governor Ridge, and when we have had some problems
along the way, we have been able to immediately contact Governor
Ridge and he has been able to respond and iron out those difficul-
ties with some of the other Federal agencies. We wish that we had
not had to go to Governor Ridge, but you know, to be very candid,
there was a time when one of the major TV networks report and
broke a story that Seattle was the target of some threats based on
pictures that were discovered in the caves of Afghanistan. And
shortly after that, various Federal agencies, unnamed people with-
in Federal agencies gave interviews to the press and kept saying
that there were pictures of specific buildings or companies or land-
marks that were found.

They were all contradictory, and we were having a hard time get-
ting to the bottom of it and wondering if certain Federal agencies
were withholding information and not sharing that information
with the State. And finally we were able to get hold of Governor
Ridge and we were—he immediately ordered that the copies of
those pictures be made available to the members of the congres-
sional delegation, to the State officials, to sheriffs and police chiefs.
And so we convened one big meeting, had those copies of those pho-
tographs brought to us so that we could all see them.

But it took a while for those photographs to reach us. And it
wasn’t until Governor Ridge intervened that we were able to have
those almost instantaneously delivered to us, and we were able to
view all those pictures and get to the bottom of it, to report that
there were no credible threats against the State of Washington, ei-
ther facilities or installations or people.

So again, we need that better coordination among the Federal
agencies working with State agencies, and we should not have to
go up to Governor Ridge to have these things sorted out.

Senator MURRAY. Thank you for that. I heard Dr. Gale talk
about the threat to the electrical system or the transmission sys-
tems for energy sources, and I know in our area, Governor Locke
and I are hearing that the administration wants to move towards
what’s called a regional transmission organization that would be a
centralized command over our entire electrical system. And this
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has not been discussed in terms of vulnerability to terrorist attack,
and after hearing Dr. Stephen Gale, I would just like to ask Gov-
ernor Locke whether he would share my concern that this is some-
thing we should consider before moving to that kind of system.

Governor LOCKE. Well, I think we are all very concerned in the
Pacific Northwest, whether you’re from Oregon, Washington or
Idaho, and even Montana, about the integrity of the BPA system
and the transmission facilities, and that it’s a very unique, very
local system that’s working well. It needs improvements, and that’s
why BPA has asked for additional borrowing authority, to make
the upgrades to their transmission facilities.

But it’s a very unique system, far different from what occurs in
other parts of the country, and we need to make sure that the
unique features of the BPA transmission system are protected and
enhanced, and so we would be very very concerned about some of
the proposals from FERC and others to have a west coast wide or
a western United States wide regional transmission organization.

Senator MURRAY. Dr. Gale, would you share that concern?

Dr. GALE. My concern here is that this attack may be coming at
pretty much any time, and the way in which we are discussing it
seems as if it’s kind of theoretical at this time, and over the long
haul we are going to find some mechanism to try to make the sys-
tem work in a little bit more protective fashion.

Think of it this way. In a sense, these hearings are a way of try-
ing to figure out what we have to do to avoid martial law if one
of those attacks that I described actually occurs, because any of
those could seriously disable this entire economy and with it, the
entire Nation. And certainly BPA, that’s the entire west coast, and
we could not afford to have a 2-month degradation or elimination
of electrical service on the west coast.

I mean, in a sense the question is, how do you actually put to-
gether a security system that’s going to react now and one that will
protect that entire structure. They are not going to bomb large
dams, can’t do that very easily. But there are coordinating facilities
for all of these efforts, for all of the energy systems, and those are
easily targetable. And the question is, where do we want to put our
efforts right now to insure that we can get the maximum leverage
out of our security, and certainly BPA is on the top of everybody’s
list.

Right now we'’re all still talking about the same problem of co-
ordination, how would you ever get it done, and given the fact that
it can happen tomorrow, how can we put it in place and time.

Senator MURRAY. I see that my time is up, Mr. Chairman. Thank
you very much.

Chairman BYRD. Thank you, Senator Murray. Senator Dorgan, I
believe you were next.

QUESTIONING BY SENATOR BYRON L. DORGAN

Senator DORGAN. Mr. Chairman, thank you. This panel has been
just an excellent panel. I really appreciate the testimony you have
offered, and I think it is a good start to these set of hearings.

Dr. Gale, are you optimistic or pessimistic?

Dr. GALE. About what?
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Senator DORGAN. Well, about the future, about our ability to pre-
vent the kinds of scenarios you described in your testimony? Your
testimony describes some pretty grim opportunities for terrorists.
Tell us your feeling about the future.

Dr. GALE. I'm a realist.

Senator DORGAN. What does that mean?

Dr. GALE. 'm a pragmatist. Actually, I'm a fighter. I believe that
there are always threats to the United States and to people and
that our objective, national security and at local security levels, is
to insure that we can be optimistic about talking to our kids. This
kind of legacy for our children is insane, and we could have pre-
vented it, and at this time there are real reasons to be optimistic
if we invest in security in the right ways and use the resources and
the volunteerism that Senator Stevens was talking about.

Where’s the spirit behind all of this that motivates anybody for
defense? I haven’t seen very much of that, and I've heard a lot
about overtime pay for people. This is a time of serious national
crisis and I really think we’re talking about it as if it’s business as
usual. And on September 11th, if there was only one message that
should have come through, it’s that there will be no business as
usual until those people who are capable of doing actions like that
have been stopped and eliminated, and that’s not going to be any
time soon.

So from my point of view, I'm really optimistic because I love a
good problem and I like fighting, but do I think there aren’t going
to be problems? Absolutely not. I think there will be lots of them.

Senator DORGAN. Governor Locke, before September 11th this
committee, through the subcommittee that I chair, had a northern
border security initiative that we funded, to begin the long process
of trying to provide some semblance of security on the northern
border. You know that we have a 4,000-mile border between the
United States and Canada. While we have 9,125 Border Patrol
agents along the United States and Mexico border, we only have
622 Border Patrol agents between the United States and Canada,
a 4,000-mile expanse.

You at Port Angelos, of course, have had the experience of having
an alert agent catch the millennium bomber coming through, who
would have caused substantial damage here in this country, and
undoubtedly loss of life. I think you and Governor Engler certainly
would know that we have much more to do all across the northern
border. Yet, we are not able to station Border Patrol agents, INS
or Customs Service people every quarter mile on the northern bor-
der, so it is a long and porous border.

Do you feel with what you have heard of our discussions in Con-
gress that we are moving in the right direction? We are obviously
now talking about substantial additional resources in all of the
agencies, Border Patrol, INS, and Customs. Is there more we
should do, and if so, what is it?

Governor LOCKE. Well first of all, I do want to congratulate and
compliment the Members of Congress and the Senators along the
United States-Canadian border for their incredible interest and
perseverance in making sure that there’s adequate funding to ad-
dress the security issues along our United States-Canadian border.
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I did have a meeting with Deputy Prime Minister Manley a few
weeks ago, who is the Canadian counterpart to Governor Ridge,
and we were talking about some of the improvements that we can
expect along the northern border.

Senator Patty Murray, I think took a tour of some of those tech-
nologies and innovations, and reviewed the progress of that.

Clearly there will be need for more technology, and there have
been a lot of news reports and explanations about how even if you
don’t have a person at a particular place, the use of technology
alerts border guards and border agents and Customs people to any
movement along the border, and that enables them to respond. We
have to be smarter in the deployment of people by using tech-
nology, and so I really applaud the commitment of the Congress to
adequately fund the deployment of that technology.

Senator DORGAN. Senator Stevens talked about the cooperation
with Canada. You have two countries that have a common interest
in that border. It seems to me there’s much more capability with
both countries to use technology and the combination of manpower
from both countries to achieve a common objective.

Mr. Chairman, I must cut my questioning short because of an-
other commitment, but again, I think this panel has provided some
outstanding testimony. I deeply appreciate your willingness to be
here today to provide it. Mr. Chairman, thank you very much.

Chairman BYRD. Thank you, Senator Dorgan. Senator Kohl, you
have been patient and you have been here a long time. Please pro-
ceed.

QUESTIONING BY SENATOR HERB KOHL

Senator KOHL. I thank you, Senator Byrd.

Dr. Gale, you touched upon the topic of food distribution in your
remarks. Food safety has long been an area of interest for this com-
mittee but the events of September 11th turned our interest obvi-
ously to imperative. The Food and Drug Administration has pri-
mary food safety responsibilities for almost 100 percent of the food
products in our country. And yet, they have the capability to in-
spect only about 1 percent of imported food items.

Furthermore, there is a great potential for tampering with do-
mestic food items that presents immediate threats to public health
and long-term harm to consumer confidence. Would you comment
on the adequacy of current Federal efforts to protect our food sup-
ply? Do you think that these could be improved, for example, by
giving agencies a mandatory recall authority which they do not
have at this present time?

Dr. GALE. The complexity of our food supply is extraordinary. In
a previous life before I began college, I spent 2 years as a dairy
farmer. I know it from the bottom end and I also obviously con-
sume it, and I have watched Pioneer Hybrid, I was doing work for
them. You're talking about an extraordinarily complex highly di-
verse system which right now not only is regulated by the FDA,
but an enormous number of agricultural agencies and pricing struc-
tures.

In order to—we keep saying the word coordinate—in the food dis-
tribution sector alone, we are talking about trucking companies
that are responsible, seed companies. We are talking about all of
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the producers of chemical protection, or chemical weed control and
defoliants. If you are going to be looking at this in terms of recall,
that’s after it appears. That’s the Tylenol problem.

What we have to be able to do is to insure that critical food sup-
ply points, where there can be a massive disruption of our food
supply, are protected. Of course we ought to be able to recall food
that’s been contaminated instantly, but that’s sort of after the fact.
And I can describe to you, for example, an attack that could be
used with these enterprise systems in which someone can identify
precisely the containers that are going, say, to the 7th Fleet, infect
them with botulism, and bring down the 7th Fleet with one person,
who could be a janitor.

Food supply is an extraordinarily complex effort, and simply
looking at it in terms of recalls from the FDA doesn’t span the
issue that I think is in back of what Mr. Carter is speaking about
in terms of an architect. You've got to have a different architecture
for approaching terrorism, not the same types of actions that we’ve
taken in the past, FDA.

Senator KOHL. Would you then comment on our current capa-
bility of inspecting only 1 percent of all imported food items? Is
that something that needs to be addressed?

Dr. GALE. Not only inspecting it in its entirety, but inspecting it
before it gets here. And I think this was the point that was made
by Governor Engler. There is no sense in our trying to do all the
inspections on U.S. territory. Quite frankly, some of that stuff may
be infectious when it gets here. What we want is a system which
protects and inspects these commodities before they even get here.

But that’s an extraordinary change. We would have to have a
very different approach to foreign policy. Our Customs inspectors
would have to be located internationally, and the determination as
to whether or not that can actually be done and whether it’s effi-
cient and we have the resources for it is again, we need some kind
of coordination to even start this process.

And to look at it as if we have our existing agencies and our ex-
isting policies, and we only have to amend them a little bit, is ig-
noring the fact that this is a major big shift in the kinds of attacks
that we’ve had in the past.

Senator KOHL. Dr. Gale, naturally we are mostly concerned
about international terrorism, but should that be the main focus
for every State? Should different States and regions be focused on
different threats, both domestic and international? Are there cur-
rent threat assessment investigations being done to more clearly
determine what States and what regions are the most at risk for
domestic and international terrorism?

Dr. GALE. Well, international terrorism, if we are talking about
al Qaeda, which is the big topic of conversation in the terrorism
world today, pretty much any State can be affected. In fact, quite
frankly, I would expect that the next round of attacks would try
to affect all of the States for that kind of purpose of disruption.

On the domestic terrorism side, I've read some rather unusual
stuff recently. 1994. Terry Nichols and Ramsi Yusef apparently had
a meeting in Manila prior to the bombing in Oklahoma City. Is
there a tie-in between al Qaeda and domestic terrorists in the
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United States? You would think that they would be polar opposites
in their approach to things.

They both have an approach of wanting to disrupt and severely
disable pieces of the United States, and my enemy may be in fact
my friend. And I see the domestic terrorism problem, although it
was the real focus of attention during the Clinton administration,
is coming back to be a major source of difficulty for the United
States simply because it could be easily coordinated with inter-
national terrorism.

I fully expect that Osama bin Laden believes that domestic ter-
rorists will pick up some of the burden from him in causing the
massive disruption that he needs.

Senator KOHL. One last question for all of you to speculate on,
and I would be interested in your response. Many, many, many
Americans are hopeful, and maybe would suggest that what hap-
pened on 9/11 is not going to be repeated, and that all of these con-
versations that we’re having, while useful, will hopefully not have
to be dealt with.

Are you in your own mind fairly certain? Are you Governors fair-
ly certain that we are going to have to deal with the actuality of
the things that we’re talking about here in the future, that this is
not any sort of a theoretical discussion but something that our
country will be facing in terms of things that do occur? Dr. Carter?

Dr. CARTER. Well, it’s not theoretical and we will see incidents
once again, and they will come from domestic sources. Let me just
remind you that as we all sit here today, we don’t know who did
the anthrax attacks. It’s entirely possible that it was an American.
It’s entirely possible that it was a cleared American. It’s also en-
tirely possible that it was a cleared American acting alone, with
motives so obscure to the rest of us that he or she doesn’t even
seem fit to take credit for the act up until now.

So what we’re seeing is the increasing fragility of society and
also with the progress of technology, the ability of destructive
power to fall into the hands of smaller and smaller groups of
human beings, powers formerly reserved to nation States. Now
small groups and individuals exhibit a much wider variety of moti-
vations and behavior than do large groups of people.

And so, you've got all kinds of people out here. Remember the
ones who put on sneakers and purple cloths a few years ago, and
decided to join the Comet’s Tail? There are a lot of motivations out
there that are not just al Qaeda, that can be rageful, Messianic and
destructive, and destructive power falls into the hands of groups
that are deviant and bizarre from our point of view.

Everything about technology says that that trend is going for-
ward and will be with us as long into the future as we can see.
That doesn’t make me despair because there is a lot we can do to
fight back. Some of these examples we’re talking about, we can’t
change our foreign policy to protect our food supply.

We have a panel, the National Academy’s effort, of which I'm a
member, that has looked in detail at the food supply. I think
there’s a reasonable strategy towards that which does look at choke
points, as Dr. Gale said, does some random sampling elsewhere,
which is a reasonable deterrent. In other words, there is a reason-
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able posture that provides a reasonable level of protection and al-
lows us to keep on keeping on.

And the electrical grid. We’ve looked at the electrical grid in de-
tail as well, and that also, most of the interruptions that can be
caused in the electrical grid are transitory, disruptive but not mas-
sively destructive. The only thing you need to worry about there,
the principal thing to worry about, is interruptions that result in
the non-repairable destruction of hardware, for example, high volt-
age transformers. And so if you look at this—and for that purpose,
you buy some spare high voltage transformers and you would be
prepared to insert them if there’s destruction.

So I think this is a matter where systematic looking in a calm
spirit, urgent but intelligent, infrastructure by infrastructure, we
can mount a defense which allows us to keep on living our lives
reasonably and makes these events not never, but rare and man-
ageable. We can do that. To that extent, Senator Dorgan is gone
now, but I'm an optimist.

Governor BARNES. Let me just reply to that——

Chairman BYRD. May we have shorter answers, please? We have
several other Senators here who have been waiting.

Governor BARNES. In 1996, as you know, at the Olympics in At-
lanta, we had an act of domestic terrorism. We never have caught
that guy. So it’s real to us. And we know that we have to be pre-
pared.

Governor LOCKE. Senator Kohl, let me just say that even before
9/11, our State of Washington put together a civil support defense
team, a full-time unit of the National Guard that’s able to respond
within almost an hour anyplace in the State of Washington to any
biological, chemical or even radioactive threat, and they have been
called out several times since September 11th. Thank goodness,
false alarms even after local law enforcement had raised it to a
level that was beyond their determination.

This civil support defense team was actually requested by the
Federal agencies to be deployed to the World Series game in Ari-
zona, and our civil support defense team, full-time National Guard
people with all the suits, all the mobile laboratories, worldwide
communications gear, this was up and running almost 1 year be-
fore September 11th.

So we take the threat of terrorist activities very real. We hope
it never occurs, but I'm not a person who’s going to bank the future
safety of the people of the State of Washington and take a gamble,
and so we're responding whether it’s the Federal dollars, for bioter-
rorism we’re taking this very real, we’re not going to use this
money just to buy fire trucks for local agencies. This is to make
sure that we have prevention plans and response plans in place
that are coordinated throughout the State and with neighboring
States and other communities.

Senator KOHL. Thank you. Thank you, Mr. Chairman.

Chairman BYRD. I think Dr. Gale has already stated that he
feels that we’re dealing with situations that may happen earlier
rather than later, and that we should be prepared.

Senator Bennett.
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STATEMENT OF SENATOR ROBERT F. BENNETT

Senator BENNETT. Thank you, Mr. Chairman. I appreciate your
holding these hearings and I appreciate the opportunity to partici-
pate in them, and I intend to take the majority of my time in a
statement rather than questions, not because my ego insists on
that but because I feel there’s one factor that has been left out of
this discussion. I say that without any criticism whatsoever of the
discussion so far. I have gone through your testimony and your
comments, and I think they have been extremely useful.

But when we get to the issue, and I think it was you, Dr. Carter,
who was talking about going over this infrastructure by infrastruc-
ture, if we talk about critical infrastructure in this country, 90 per-
cent of it is in private hands. It is not in Federal hands, it is not
in State hands, it is not in local government hands, it’s in private
hands.

And I have not seen a discussion of the role of the private sector
in protecting its infrastructure. If the private sector assumes that
Government will do it, and they do not need to focus on their own
security activities, we will have enormous problems. Osama bin
Laden has made it clear post 9/11 that his target is the U.S. econ-
omy, and anything he can do to damage the U.S. economy he wants
to do and is urging all of his people to do.

Now perhaps it comes out of my parochial role as a member of
the Banking Committee, but if I wanted to do this country, if I
wished this country ill, I would not fool around with kinetic weap-
ons to blow up buildings. I would try to figure out a way to get into
the Fed wire and shut down the Fed wire through the tele-
communications system, all of which is in private hands.

I have had this conversation with Chairman Greenspan and he
said yes, if you were able to shut down the Fed wire, you would
probably do more damage to the economy immediately, and if you
could keep it shut down for any period of time long-term, than you
would if you set off an explosive device in lower Manhattan Island.

I know how, if somebody can get me in by hacking computers,
I know how to shut down the New York Stock Exchange, with a
very simple software fix, or unfix if you wish, that would scramble
all trading on the New York Stock Exchange for months, if not
longer, if you could keep it up.

The whole question of cyber attack through our computers fo-
cused primarily on the private sector and those aspects of the pri-
vate sector that are critical to the function of the economy is a
question that hasn’t been raised in these hearings yet, and I want
to raise the voice that it be raised and that it be talked about.

We have been holding hearings in the Joint Economic Com-
mittee, we have been holding hearings in the Banking Committee,
we have been holding hearings wherever we can to try to focus on
this problem, and the more we dig into it, the more we find out
how vulnerable we are.

Now, this brings me to one of your themes that you have been
talking about on the panel, or two actually, information sharing
and risk assessment. Senator Byrd has asked about risk assess-
ment and some of your testimony has been about information shar-
ing.
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In this arena of cyber terrorism, there is a very great reluctance
to share information with the Federal Government, because they
are convinced it will be made public. I have anecdotal evidence of
public utilities that are very reluctant to do any risk assessment
for fear it will then be made public and become a road map for ter-
rorists.

I have a bill, if I can be shameless about shilling for my own leg-
islation here, I have a bill that would permit the private sector to
share information about cyber attacks with the Federal Govern-
ment without having that information be made public. We have an
example of an industry that shared information about the extent
of the industry with the Federal Government that was then pub-
lished on the web site of the requesting agency until someone from
Governor Ridge’s office called them up and said, will you please
take that down off your web site, because it tells the terrorists
every single check point in your industry that could be attacked
that would produce massive economic difficulty.

So, I simply want to inject into all of these discussions the rec-
ognition that we are the most vulnerable wired Nation in the
world. It is one of the reasons we are the most productive Nation
in the world, because we have gone further than anybody else in
terms of technology and the technological advances that come
through computers. But with that advance has come a vulner-
ability that at some point some terrorist is going to exploit.

The attractiveness of it is that a terrorist can exploit it sitting
in his cave tapping on his laptop. He does not have to go through
customs, he does not have to come to the United States physically.
He can break into our network, cyber network, and attack all of
these critical infrastructures. Again, 90 percent of which are in pri-
vate hands.

So when we talk about risk assessments and we talk about infor-
mation sharing, I simply want to raise the flag on behalf of more
information sharing, more information security within the Govern-
ment, which means if my bill passes, a sharper definition of what
happens under FOIA, the Freedom of Information Act, than is
there today. I'm not repealing FOIA, I'm not setting FOIA aside,
I'm just trying to sharpen the definition so that we can be pro-
tected from this kind of attack.

And Mr. Chairman, I wanted to get that into the discussion here
because I think it is something without any impropriety on any-
body’s part, simply has not been raised until now.

Chairman BYRD. Well, thank you, Senator Bennett, for raising
this flag to freedom’s breeze unfurled. You may have fired the shot
heard round the world.

Senator BENNETT. When the chairman starts quoting poetry, you
know you’ve made a point. I thank you.

Governor LOCKE. Mr. Chairman, if I could?

Chairman BYRD. Yes.

Governor LOCKE. To Senator Bennett, I just wanted to make one
comment. We in the State of Washington were very concerned
about the use of Freedom of Information Act or public disclosure
laws to get at those types of vulnerability assessments and reports
that might be collected by our State agencies, or even source codes
of computer programs and things like that.
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And so, I'm pleased to report that in our State of Washington,
I recently signed into law legislation that was passed by the legis-
lature, requested by the attorney general’s office and my office,
that exempts that vulnerability assessments and source codes, and
a variety of very sensitive information from any type of Freedom
of Information Act.

Chairman BYRD. Thank you. Senator Durbin.

Senator DURBIN. Thank you, Mr. Chairman, and thank you to
the panel.

Chairman BYRD. Before the Senator begins, do I understand that
Dr. Carter has to leave?

Dr. CARTER. I apologize, Mr. Chairman and members. I do, un-
less the airplanes can wait for me, or they’ll let me through faster
than they’re letting us through these days, I do need to excuse my-
self.

Chairman BYRD. You have made a fine contribution here this
morning, and the committee thanks you very much for your con-
tribution. Thank you for your time, for your statement, thank you
very much.

Senator Durbin.

QUESTIONING BY SENATOR RICHARD J. DURBIN

Senator DURBIN. Thank you very much. Mr. Chairman, relative
to the statement just made by Dr. Carter, there are very few com-
mon American experiences which everyone shares, rich or poor,
young or old. One of those experiences is voting in this country, but
another one since September 11th has been the presentation of a
photo ID. We are now in a society which expects each of us to
present on a regular basis a photo ID to establish our identity. It
has become the threshold piece of evidence in a system designed
for security.

And so while we have the Governors here and other witnesses,
I would like to explore what is the most common form of identifica-
tion, the driver’s license, issued by 50 different States. States also
issue identification cards, but I would think the most prevalent
form of identification that I have noticed is the driver’s license.

We also know from experience that the driver’s license has been
terribly abused when it comes to providing a source of identifica-
tion. Timothy McVeigh used a fake driver’s license to rent a Ryder
truck for the Oklahoma City bombing. Of the 19 terrorists on Sep-
tember 11th, there was 1 who had neither a driver’s license nor an
ID card; 11 had at least one driver’s license; there were 12 of them
that had at least two different driver’s licenses; and there were 6
of them that only had State IDs.

We have come to understand that leaving it to the States to es-
tablish standards for issuing the most important piece of identifica-
tion, which we rely on as a threshold requirement in our security
system, is an invitation to disaster. What happened in the State of
Virginia and Florida with the terrorists on September 11th tells us
that there are ways to defeat this system.

In the case of Virginia, it was $50 in a parking lot to get a nota-
rized statement from someone saying this is who this person is and
this is where they live, and that was good enough. They were in
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the system, they had a Virginia ID card and they were off to the
races, in this case off to the airports.

And so what I'm asking the Governors in particular, and Dr.
Gale as well, is to think with me about legislation that I'm working
on. If we are resistant to a national identification card but we now
have a card that is a nationwide identification card—State driver’s
licenses—what is a reasonable thing to ask of the States in terms
of making certain that they have a common standard for identifica-
tion for the issuance of driver’s licenses? What is a reasonable
thing to ask of Governors and State governments when it comes to
the verification of that person’s identity when they apply for a driv-
er’s license?

Is it reasonable for us to establish national standards or a na-
tional model, provide some resources for not only creating these
verification procedures but also creating a more counterfeit-proof
driver’s license and State ID card?

If you go to the city of Chicago, which I am honored to represent,
down Michigan Avenue every morning at about 8 a.m. and you get
to right about Wacker Drive, you are going to see hundreds of peo-
ple standing in all sorts of weather. They are Mexicans who are
trying to get into the Mexican Consulate to get a “matricula.”
Matricula is their national ID card, and with it they can get into
the banking system and a lot of things. It is a card which, frankly,
surpasses most of our State driver’s licenses in terms of how good
it is, the information it contains, and they have very strict stand-
ards on issuance.

What do you think, as Governors, would be a reasonable stand-
ard to work with the States to impose to make the driver’s license
a better form of identification?

Governor LOCKE. Well, let me just say that I think that first of
all, I mean, if youre contemplating national legislation, what
you’re really looking at is some sort of common minimum proce-
dures or thresholds that the States should utilize so that we know
that Joe Blow on a Virginia license plate is really Joe Blow. And
that if the State of Washington has a higher standard, that you're
not able to circumvent that higher standard, higher verification
process because a person had to go to another State. So that’s one
issue, and what are those common procedures, requirements that
n}llay be imposed upon the States, and people might argue about
that.

The second issue, obviously, is how do you address driver’s li-
censes for legal residents, whether students from abroad and peo-
ple who are here visiting or working, and what type of documenta-
tion must those individuals have. And of course, I've heard of peo-
ple saying that we need to have verification of their immigration
status, but immigration is notorious in terms of not getting us that
information, and so we're asked to rely on a status by Federal
agency or verification by a Federal agency that says that their in-
formation is years and years behind. So that’s a problem or a bot-
tleneck that has to be confronted.

The third issues might be, you know, if a police officer from one
State encounters a citizen with a driver’s license from another
State, how do you determine that it’s not been altered or forged,
how do you really understand, how can you access the information
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about that individual that might be encrypted? And so, do you have
some sort of common encryption of information on the back, mag-
netic cards or whatever, or bar coded information on the back, that
goes beyond or simply verifies electronically what is on the face of
the card, because the information that’s printed on the face of the
card may have been altered or forged, and so do you have a way
of determining or verifying that information.

So those are just some of the issues that are raised, and I am
not here to take a position on any of those issues or have thoughts
about it, but clearly I do know that with respect to the issue, the
dilemma of verifying immigration status, the States are not able to
do that because we have to rely on Immigration and Naturaliza-
tion, and their databases are so woefully behind.

Senator DURBIN. I agree with that completely.

Governor BARNES. There is one other thing. Of course, Governor
Ridge, we have all talked to, and when we met with him this is
one of the issues, as you probably know, that he is considering.

Senator DURBIN. We are anxious to meet with him too.

Governor BARNES. So I've read.

One of the other things in that same regard that you should con-
sider is some type of central national database. In other words, all
the States have information about their drivers that are licensed,
and they generally exchange information, violation information be-
tween States, there are compacts between States. But there is no
really central database that would allow information to be
accessed, for example, someone coming from Illinois to Georgia, on-
line. It may come later, but not on-line, and if you are going to cre-
ate those standards, you should seriously consider creating some
type of central on-line national database for all people that are reg-
istered.

Senator DURBIN. The most common reasons people seek fake
driver’s licenses are fairly obvious. If they’ve had their license sus-
pended or revoked in some place——

Governor BARNES. That’s correct.

Senator DURBIN. If they’re underage and want to buy tobacco or
alcohol. If they're trying to create a new identity for deception and
fraud, and certainly for terrorist and criminal purposes. So we have
to give Georgia and Illinois the ability to communicate with one an-
other. When I say I've just moved to Georgia and I used to live in
Illinois, well, I should be able to establish in your State of Georgia
whether I have a valid driver’s license or suspended or revoked. I'm
sure you in the State of Georgia would like to know that.

Governor BARNES. True. And it should be on-line. We get that in-
formation now, but it’s delayed.

Senator DURBIN. It’s later.

Governor BARNES. Yes.

Dr. GALE. Senator Durbin, at the risk of being disagreeable, I
think that the cost of doing it the way you are describing it, which
is a coordination of State efforts, would probably be catastrophic
compared to the institution of a national level system. I think
you’re going to be duplicating an enormous amount of energy and
effort that’s already been put in, and the coordination of databases
like this, with very different procedures that are sort of built into
the various State systems, I don’t think is going to have the kind
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of protection that you want from the kind of terrorism that we’re
talking about.

I imagine that at the local level, if you do it State by State, you
can probably do pretty well in preventing kids from drinking un-
derage, but we’re talking about something that has a much dif-
ferent function and if you’re going to do it piecemeal, probably the
cost will be far far higher than doing it through a national level
system.

And T've got to tell you, going on an airplane recently, several
times, people are carrying their passports as often as they are driv-
er’s licenses. If we’re going to be carrying passports, then we really
do have a national ID card anyway; the only difficulty is that a
passport can’t be read electronically and doesn’t have any other
functions. Maybe we just ought to fold those two things together;
people are using passports and maybe that’s what we really have
a need for at this time.

Senator DURBIN. I've noticed more and more passports too.
Thank you. Thank you, Mr. Chairman.

Chairman BYRD. Thank you, Senator Durbin. Senator Reed.

Senator STEVENS. Pardon me. I want to correct you, Dr. Gale. We
do have readable passports now; the new ones are.

Dr. GALE. But it isn’t swipable for all sorts of other functions.
Yes, we can read the code on it but we can’t use it for example,
as a cash machine card. And a lot of these things would be pretty
much entre to any kind of facility, and that was the reason those
national cards were designed. I'm not advocating it, but I know the
costs that we’re talking about on a piecemeal effort would be phe-
nomenal.

Chairman BYRD. Senator Reed.

QUESTIONING BY SENATOR JACK REED

Senator REED. Thank you, Mr. Chairman, and thank you gentle-
men for your testimony today.

I know you have thought hard about all of these issues since
September 11th and before September 11th, and there has been
lots of research and study and thought. It strikes me, though, that
until you actually try to operationalize these ideas and see where
the pieces fit or don’t fit that you really don’t have a handle on the
problem.

Up in Rhode Island about 2 weeks ago, my State had a statewide
emergency preparedness exercise at the Naval War College on a
bioterrorism attack, and it’s the process of drilling and exercising.
And it seems to me that we can go around and have hearings and
discussions, and think tanks operating, but until we actually try to
figure out in a real scenario what you have, then we really haven’t
engaged. And I just wonder of the Governors, if you could comment
about in your States and in other States, whether this process of
going out and having full-blown exercises and seeing what you're
missing and what you have is taking place, and then, Mr. Gale, you
might comment also.

Governor BARNES. Yes, we have, and I think most States have
gone through that. But this kind of segues, I guess, into a state-
ment that Senator Stevens made earlier, and that is about the pre-
vention. There is a difference, as has been pointed out, of reaction
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and preventing. That’s what we have been trying to concentrate on
mostly. Yes, we have been going through training and exercises.

One of the reasons that we created this central information cen-
ter that I talked about, and invited the FBI terrorism task force
in Georgia to be located there, is so that we could have them close,
and try to get over some of these issues that we deal about stove-
pipe agencies, not exchanging information.

We figured if they were close, and they have been very coopera-
tive with us, and I want to be very complimentary, we had them
close and they were there, and they were talking to our Georgia
Bureau of Investigation and Law Enforcement, that when a citizen,
as Senator Stevens pointed out, sent some information in, there
would be one central point, a clearing house, for that, and there
would be State law enforcement folks there and the Federal law
enforcement folks there, and they would be in one physical loca-
tion, and they could make sure that that citizen’s suspicion was ad-
dressed.

I think that’s much more important. I think the exercises are im-
portant; yes, we are going through that, and yes, we are trying, we
have come up with all these scenarios about smallpox quarantine.
We have had exercises and everything else. But the sharing of in-
formation is what leads to the prevention.

Senator REED. Governor Locke?

Governor LOCKE. Yes, we've already had many communities even
prior to September 11th engage in exercises on bioterrorism and es-
pecially after our WTO experience in Seattle several years ago. And
that’s, again, why we also formed our civil support team, a full-
time unit of the National Guard that’s able to respond to any bio-
logical, chemical or radioactive threat. That was up and running al-
most 1 year before September 11th.

Nonetheless, we are planning on even more intensive drills and
exercises, but I'd like to repeat what Governor Barnes indicated.
We need to engage the citizens all across the country in terms of
being more vigilant, being more watchful, being more observant,
and reporting suspicious activities, anything out of the usual or the
ordinary to local law enforcement, and we need that to prevent any
type of activities in the first place.

But that, again, that’s what we at the State official level can do,
and it’s up to the Members of Congress along with such luminaries
as Dr. Gale and Dr. Carter to talk about the national strategy.

Senator REED. I will now call on a luminary.

Dr. GALE. Clearly, training works. The problem is, training in
what? We don’t know what standards we are trying to measure up
to right now in terms of training. The kinds of attacks that we're
used to training with reflect incidents that pretty much are out-
dated at this time. I'm not sure that we have an idea of how we
would train people to respond to major electrical outages over a
long period of time and the reinstallation of transformers; we've
never done it.

So the training part of it has to start with some, call it an imagi-
native approach, or view of what it is that we think we can put in
place, and what is effective and efficient to do. I mean, in large
part, a lot of those exercises that I've seen, A Team, B Team, Red,
Blue, all of these things are based on archetypes of responses that
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really don’t apply to the kinds of attacks that we are going to face
in the future. We are going to be training on old issues rather than
an expectation of what we really anticipate in the future.

Senator REED. It seems to me that based upon the Rhode Island
experience that one of the great learning lessons, regardless of the
reality of the scenario, is the difficulty of communicating with dif-
ferent parts of the response team on a tactical basis because of the
lack of interoperability of radios and computers, and on a proce-
dural basis simply because people don’t know who to talk to at a
given point. And that’s something I believe that the Federal level,
certainly with resources to not only encourage exercises but also to
provide hardware, software, and maybe even procedural advice
could be very useful.

And perhaps my final point, and Dr. Gale and the Governors,
you could comment on this interoperability issue.

Dr. GALE. I completely agree, but what you are talking about is
a very different form of coordination, control and authority by the
Federal Government at this time, and pretty much everything I
have heard today would require a very different posture for the
Federal Government rather than what we have done on a piece-
meal basis for purely important Constitutional reasons in the past.
You're talking about a very different, very significantly different
kind of coordination effort.

On the other hand, if you imagine that a major attack like this
happens and that the alternative is martial law, I guess it would
be worthwhile to make some changes now before we actually ran
into that kind of dilemma.

Senator REED. Governor Locke?

Governor LOCKE. Well, obviously we run into this problem not
just at a national level, from one State to another, one computer
system to another, but even just within local governments. Dif-
ferent police agencies within our State have different methods of
communicating and they can’t all talk to each other. So we’re talk-
ing about a huge paradigm shift in terms of setting national stand-
ards, and you’re talking about setting national standards among
the private sector as well as the public agencies, and that would
be a very contentious debate as to who sets the standard and
whose standard are we going to use.

You know, I mean just think of the law enforcement, all the dif-
ferent radio systems. Who gets to pick, and everybody will be fight-
ing and advocating for their particular system and their viewpoint,
and I can see this occurring, you know, multiplied many many
times and all across the Nation. But it’s a discussion that we have
to have. It’s a discussion that we have to have.

SeI})ator REED. Thank you. Governor Barnes, did you have a com-
ment?

Governor BARNES. The only thing, I agree with Gary. It is a dis-
cussion we need to have, and this is not just a Federal problem,
it’s a State problem too. We have problems coordinating between
agencies, communicating between agencies, and such, and there’s
a problem expending Federal funds.

I will just give you an example. Some Federal funds deal with
child welfare. The money that is given to the State, appropriated
to the States for technology, cannot be intermixed with a State
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technology. In other words, it has to be kept separate. Those kinds
of things are things we fight all the time.

And I guess what has happened by September 11th, and this will
be my final comment, is that September 11th has finally told all
of us, you'd better sit up and listen, because you don’t have the lux-
ury of time to worry about whether folks can communicate with
each other and coordinate with each other. You're either going to
do it or you're going to have problems in surviving.

Senator REED. Thank you, Governor, and thank you, Mr. Chair-
man.

Chairman BYRD. Thank you, Senator.

The committee thanks each of you gentlemen for your fine pres-
entations. The committee is very much aware of the responsibilities
that you carry at the State level, Governors, and that you Dr. Gale
and Dr. Carter, carry in your professorial work. You have given
your time. You have made interesting informative statements.

I was born during the administration of Woodrow Wilson. He
said, if I may paraphrase, that the informing function of the legis-
lature, the informing function of the legislative branch is as impor-
tant as the legislative function. And so you have helped us, and you
have helped to inform the American people. After all, they are the
people to whom we have to answer.

Thank you very very much. You have come at some sacrifices to
yourselves and you have spent your time, and we are very grateful.

Now the committee——

Senator STEVENS. Senator, could I just add one word?

Chairman BYRD. Yes.

Senator STEVENS. I think we all have to look back and realize
what great freedom we had before September 11th and see what
we can do to get us back to that freedom. I'm reminded just sitting
here listening to the conversation of the fact that came out, one of
the terrorists that died on 9/11 had rented a car in Florida and had
some 6,000 miles on that car. Yet, we go to great lengths to put
up barriers to getting on airplanes. I don’t know of any barriers we
put on highway travel to track where people go. He had several dif-
ferent credit cards, so we couldn’t track where he went.

But I do hope we don’t sacrifice the freedom of this country in
our rush to try and put up barriers to activities of terrorists when
we can’t predict their actions. We have to find some way, again, Dr.
Gale, to resurrect the volunteerism of this country, to report
strange activities and the people involved. For instance, as soon as
I heard about the crashes, I as a pilot said find out where they
were trained. Who in the world would believe that we would accept
$20,000 from people who wanted to get trained to fly jumbo jets,
and only learn how to make turns and fly straight and level?

Now somehow or another, the concept of awakening the public of
the need for information flowing into Government, I think is much
greater than our role of trying to take actions to try to prevent
these things happening by Government alone. I do hope that we
can focus on these things, and you all as Governors, and Dr. Gale
too, I think you have done us a service today by raising a lot of
flags, but let’s not forget freedom as we do, and I think that’s got
to be the watch word for all of us. Thank you, Mr. Chairman.

Chairman BYRD. Thank you, Senator Stevens.
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The Chair thanks all members of the committee for their attend-
ance and their attention, and for their contributions. Thank you,
Senator Stevens.

COMMITTEE RECESS

The committee will recess until 2 p.m.—2:15, because there is a
roll call vote scheduled for 2:00, at which time the second panel on
the subject of city and county homeland defense needs will meet.
Honorable Martin O’Malley, Mayor of Baltimore, Maryland and Co-
Chair of the Federal-Local Law Enforcement Task Force, U.S. Con-
ference of Mayors. He will be joined by the Honorable Michael
Guido, Mayor of Dearborn, Michigan, and Co-Chair of the Working
Group on Homeland Security, National League of Cities. The third
on the panel is the Honorable Javier Gonzales, Commissioner,
Santa Fe County, New Mexico, and President of the National Asso-
ciation of Counties.

Thank you one and all.

[Whereupon, at 12:52 p.m., Wednesday, April 10, the committee
was recessed, to reconvene at 2:15 p.m., the same day.]






(AFTERNOON SESSION, 2:23 P.M., WEDNESDAY, APRIL 10, 2002)

Chairman BYRD. The committee will come to order. This after-
noon we continue our full committee hearings on homeland secu-
rity. This is the second session of our hearings. This morning we
heard from three of our Nation’s Governors about the challenges
they face at the State level in dealing with the threat of domestic
terror. We heard from Governors Engler of Michigan, Barnes of
Georgia, and Locke of Washington. We also heard from Professor
Stephen Gale, of the University of Pennsylvania, an acknowledged
expert on the whole matter of terrorism. Professor Gale informed
the committee about some of the potential threats facing our coun-
try, and I think we all agree that they are considerable.

We also heard from Dr. Ashton Carter of the Harvard Kennedy
School about some of the ways that the Federal Government should
organize itself to address these problems, very good testimony. The
Federal Government has already committed substantial resources
in the defense of our homeland, but much more remains to be done,
as we look ahead to a long-term commitment, designed to protect
our homeland. I have called these hearings because this committee,
the United States Senate, and the people of this country need addi-
tional information.

The committee will listen to those who best understand at the
local level these recurring needs in the Nation’s communities with
one simple goal in mind, namely, to determine how best to use the
resources to protect and respond to future terrorist attacks. I thank
all our witnesses for coming to Washington to share with the com-
mittee your insights concerning the needs in homeland security at
the local level.

Our panel this afternoon is made up of city and county elected
officials who are clearly on the front lines in the battle against do-
mestic terrorism in this country. The committee has before it
Mayor Martin O’Malley of Baltimore, the co-chairman of the Fed-
eral-Local Law Enforcement Task Force of the U.S. Conference of
Mayors. He was elected mayor in 1999. We have also Mayor Mi-
chael Guido, of Dearborn, Michigan, the co-chairman of the Work-
ing Group on Homeland Security of the National League of Cities.
He was first elected in 1986. He is now serving his fifth term in
office.

We have Mr. Javier Gonzales—is that the way you pronounce
your name?

Mr. GONZALES. Perfect, Mr. Chairman, thank you.

Chairman BYRD. Would you pronounce it for me?

Mr. GONZALES. Javier.

Chairman BYRD. Javier?

Mr. GONZALES. Yes, sir.

(77)
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Chairman BYRD. All right, thanks—dJavier Gonzalez, Commis-
sioner of Santa Fe County, New Mexico. Santa Fe, that is a com-
munity that has been around a long time.

Mr. GONZALES. Over 400 years, sir.

Chairman BYRD. Yes, almost as long as that city in Florida that
was founded in 1565, St. Augustine, and Santa Fe was around be-
fore the pilgrims set foot on these shores.

Mr. GONZALES. Yes, sir.

Chairman BYRD. And you’re still here.

And you’re the Commissioner:

Mr. GONZALES. Thank the Lord.

Chairman BYRD [continuing]. Of Santa Fe County, New Mexico,
and president of the National Association of Counties. You've
served since 1994, and you are now serving your second term. You
were elected as the president of the National Association of Coun-
ties in July 2000.

The committee welcomes all three of you. I now recognize my
friend and colleague, Senator Ted Stevens, the ranking member of
the committee for any remarks he may wish to make.

Senator STEVENS. Senator, I made my remarks this morning. I
welcome the mayors and Mr. Gonzalez. It is a beautiful country
down there in New Mexico, Senator. Thank you very much. Nice
to have you all here.

Chairman BYRD. Thank you, Senator Stevens.

All right, let us begin with Mayor O’Malley.

Senator MIKULSKI. Mr. Chairman, may I have an
opportunity

Chairman BYRD. Oh, absolutely. Absolutely. Let me turn to the
distinguished Senator, or junior Senator—she is a front line Sen-
ator, whatever it is, from Baltimore, Maryland. I used to be a weld-
er in a shipyard in Baltimore. We built Victory ships and Liberty
ships.

Now to my guide, philosopher, and friend, Senator Mikulski.

STATEMENT OF SENATOR BARBARA A. MIKULSKI

Senator MIKULSKI. Thank you very much, Mr. Chairman, and
once again thank you for holding these hearings on how we best
achieve the goal of homeland security. I am so pleased this after-
noon that you have invited the people who represent local govern-
ment, the National Association of Counties, and Mayors.

Mr. Chairman, I am so pleased that the National Conference of
Mayors has asked Mayor O’Malley to testify, because he comes
with first-hand experience, and he will share with you really what
it is like to represent a big city with a small wallet, and at the
same time face the contributions that are necessary for homeland
security. I come from local government. I am so sympathetic to all
three of the people who testify. I was on the Baltimore City Coun-
cil. The newspapers nicknamed us the Pothole Parliament.

Now, why did they call us that? Because our job was to fix pot-
holes, but it was to educate our children, and keep school libraries
open and hope alive. Now with homeland security they are asked
to be the defenders against terrorism, and the stress is on first re-
sponders, the public health infrastructure, critical infrastructure
like railroads and our port, putting not only great stress on their
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personnel but indeed great stress on their wallets. So I am looking
forward to hearing from both Mr. O’Malley, who will be unabashed
in what he has to tell us about what he considers the unfunded
mandate, but also from our local people, and from one pothole part-
ner to another, we can say a very cordial welcome.

Chairman BYRD. Thank you, Senator. Mayor, please proceed.

STATEMENT OF HON. MARTIN O’MALLEY, MAYOR OF BALTIMORE,
MARYLAND; AND CO-CHAIR, FEDERAL-LOCAL LAW ENFORCE-
MENT TASK FORCE, U.S. CONFERENCE OF MAYORS

Mr. OMALLEY. Thank you, Mr. Chairman, thank you, Senator
Mikulski, my fellow refugee from the Baltimore City Council.

Mr. Chairman, my name is Martin O’Malley, mayor of Baltimore
City. I am here today on behalf of the U.S. Conference of Mayors,
as you have mentioned, where I am delighted to be able to serve
as co-chair of the Federal-Local Law Enforcement Task Force dur-
ing these challenging times for our country.

I want to thank you and the other Senators for calling this hear-
ing, as well as all the members of the committee for giving us the
opportunity to discuss this very, very pressing and urgent topic fac-
ing our republic. Today we are fighting a different kind of war, and
it is going to be fought on two fronts, one on the forward front,
where we have the best technology, the best equipment, and no ex-
pense is spared, but for the first time in nearly 200 years, that sec-
ond front is here at home, and it is in the streets of America’s cities
and our population centers, and to date that is where it is at and
where we have seen the greatest loss of life, and yet we are doing
very little thus far to provide for counterdefense in America’s cities.

The fact is, local government is the front line of defense on the
home front, and we desperately need your help. There are no Fed-
eral or State fire departments or paramedics, and while there are
about 11,000 FBI agents, that compares to 650,000 local law en-
forcement agents throughout this country, and as we saw in New
York, there is no time to bring in people and equipment when a
terrorist strikes. For those critical first few hours, we are on our
own, those critical first few hours when there is also the greatest
opportunity to save lives.

In Baltimore, we have chosen to make the investment to make
our city as safe as we possibly can. We are not waiting for Annap-
olis, we are not waiting for Washington, and Mr. Chairman, as a
student of history, as a man who built the Liberty ships in our city,
you know that in Baltimore if we had waited for the Federal Gov-
eanment back in 1812, we would all still be singing God Save the

ueen.

So we have started now on this. We have started facing up to our
responsibilities, even though we are facing some very, very tight
budget concerns, but we have faith that our Federal and State gov-
ernments will catch up to where our responsibilities lie.

We calculate that the prudent steps we have taken since Sep-
tember 11 improving our intelligence, improving our security, and
improving our emergency response capabilities, have already cost
us about $6.5 million in the city of Baltimore. When we go on alert,
our police department still has to fight crime. The chemical attacks
that have taken 6,000 of our fellow citizens’ lives over the last 10
years was not anthrax, it was the chemical attacks of cocaine and
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heroin, so rather than pulling officers away from their duties, we
call the officers back, or we ask them to work 12-hour shifts, and
through the end of the fiscal year we expect to spend an additional
$4.4 million largely on police overtime, guarding critical areas of
our infrastructure, guarding vulnerable points.

As a tradeoff to help pay for these unbudgeted costs, we have im-
plemented tight spending controls across every other agency and
city government. We have frozen hundreds of positions.

The fiscal year 2002 defense appropriations bill which the Presi-
dent signed in December included $20 billion for homeland secu-
rity, and included in this bill was a total of $39 million for the
State of Maryland to in part protect our Nation’s capital. This
money was provided solely to the State of Maryland and the two
jurisdictions adjacent to Washington, D.C., yet not one dime of that
has come to the largest city in our State, the city of Baltimore.

The Conference of Mayors, Mr. Chairman, released a survey find-
ing that from September 11 through the end of 2002 America’s cit-
ies will spend an additional $2.6 billion on new homeland security
priorities, including equipment, overtime, and training. Mayors
know the importance of public safety, and we are 100 percent com-
mitted to doing our part in defending the homeland in this war on
terrorism, but we must forge a new Federal-local partnership to
make sure that our domestic groups, our police, our fire-fighters,
our paramedics, and other city employees have the resources and
support they need to provide for our defense.

Mayors appreciate the administration proposing $3.5 billion for
first responders, and we want to work with Congress to make sure
dollars are provided in the most efficient and effective manner. To
that end, it is our firm belief that funding must be provided di-
rectly to metropolitan areas, to cities’ and counties’ first respond-
ers, rather than route it through the States, with all the delay and
all of the bureaucracy and redtape that that entails.

A recent Department of Justice Inspector General’s report that
the agency’s domestic preparedness grant program has a 7- to 29-
month lifetime—7- to 29-month lifetime between when funds are
appropriated by Congress and when theyre actually awarded to
the States, and that does not even include the subsequent lag
through the State and the local level. That is no way to win a war.

This is largely the result of delays in almost every State in devel-
oping a required comprehensive preparedness plan, plans that
most cities already provided. In Maryland, these funds were de-
layed by nearly 3 years, with fiscal year 2000 funds only recently
being released. With our Nation at war, if Congress wants to see
its actions reflected in additional security now for our constituents
in a timely manner, direct funding to large and medium sized cities
and counties is the only prudent course of action.

We also have to ensure that the funding can be used not only to
prepare for proximal attack, but also to prevent future attacks. Our
police departments have to have access to funding, and officer de-
ployments such as overtime should be specifically authorized to co-
incide with times of heightened alert. For example, Mayor’s boards
strongly supported the more detailed terrorist alert system un-
veiled by Governor Ridge, but these alerts will continue to require
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more officers on the streets, in essence, national security being pro-
vided by local law enforcement.

That is why the Conference of Mayors strongly supports legisla-
tion sponsored by Senator Clinton, Senate bill 2038, and several
other Senators to create a highly flexible $3.5 billion homeland se-
curity block grant. Homeland defense, currently, is nothing but an-
other unfunded mandate and, sadly, from our perspective I do not
believe we are a whole lot further along in forging the new rela-
tionship the protection of our country requires than we were on
September 12.

You are asking cities to wage a new war against terrorism, and
oftentimes it is almost implicit that we are being asked to pull bod-
ies from fighting crime into homeland defense, and we cannot do
that. As of last year, violent crime was estimated to be at a 20-year
low, nationwide. Mayors strongly believe that major factors in
crime reduction were the additional officers on the street, along
with new technology, greatly assisted by the COPS program and
the local law enforcement block grant program.

Over the past few years, Baltimore has achieved a 21-percent re-
duction in crime, and I can assure all of you that we would not
have been able to do that without help from our Federal Govern-
ment, but now as crime is starting to rise in many cities and
States, we find it counterintuitive that OMB is proposing to cut
COPS by 80 percent and eliminate the block grant by merging it
into the State-funded Byrne grant program, or the State-directed
Byrne grant program. This comes on top of the 25-percent reduc-
tion in the local block grant last year. We simply cannot fund
homeland defense by defunding local law enforcement, and we
strongly believe that one of the best ways to prevent terrorism is
to have more officers on the streets armed with better technology.

We are already organized on the metropolitan level. We have
mutual aid agreements with our fire departments and officer juris-
dictions, mutual aid agreements when it comes to police protection,
we coordinate all the time with regard to our water supplies and
so many other things. We need the Federal Government to join us
there at the metropolitan level where American citizens reside in
greatest numbers.

I want to make one final point in conclusion. Although our Air
Force is fighting thousands of miles away, this war is not primarily
about Afghanistan or even Osama bin Laden or al Qaeda. It is
about how strong we are as a Nation, and whether we can rise to
this new challenge. We have to safeguard our Nation, but we also
have to continue to invest in our people’s protection and in our cit-
ies. This is not and cannot be an either-or situation, and clearly
there is no easy answer, and I do not think that this Nation has
ever faced a war in which we did not call upon our people to make
greater sacrifice.

But we are up to this challenge. We are as up to it now as we
were in the past, and we need your help. Now is the time for all
parties, cities, States, and Federal Government, along with the pri-
vate sector, to rise to this challenge. We have to think differently,
we have to form tighter partnerships, and we have to do it down
at the metropolitan level.

Thank you.
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Chairman BYRD. Mayor, you also have some important points
that you make in your prepared statement with reference to airport
security, passenger and freight rail security, and without objection
the entire statement will be included in the record.

Mr. O'MALLEY. Thank you, sir.

[The statement follows:]

PREPARED STATEMENT OF MARTIN O’MALLEY

Good afternoon. I am Martin O’Malley, Mayor of Baltimore, Maryland. I am here
today on behalf of The U.S. Conference of Mayors, for which I am Co-Chair of the
Federal-Local Law Enforcement Task Force.

I want to thank Chairman Byrd and Senator Stevens for calling today’s hearing,
as well as the entire Committee.

Thank you for the opportunity to join you today to discuss a topic critical to our
nation’s cities and to our nation: in protecting our people in the wake of the tragic
events of September 11th, how do elected officials address unmet needs and how can
the Federal government work more effectively with cities to assist in meeting these
needs?

The New Paradigm For Homeland Security

Today, we are fighting a different kind of war—on two fronts. One front is in Af-
ghanistan, where we have the best technology, the best equipment, the best intel-
ligence being sent right to the front, and no expense is spared.

But for the first time in nearly 200 years, the second front is right here at home.
And to date, it’'s where we've seen the greatest loss of life. Yet, we have insufficient
equipment, too little training, and a lack of intelligence sharing with federal au-
thorities—although, on this last point, we’re working with Homeland Security Direc-
tor Ridge and FBI Director Mueller to make it better. And currently, we have very
little in the way of national funding targeted for homeland defense where it is truly
needed—at the local government level.

Local government must be the first line of defense on the home front. It can’t be
a federal or state function. There are no federal or state Fire Departments or med-
ics. There are about 11,000 FBI agents compared to 650,000 local police officers.
And as we saw in New York, there is no time to bring people and equipment in
from somewhere else when terror strikes. For those critical first hours—when there
is the greatest opportunity to save lives—local governments are largely on their
own.

Today, in the new world in which we live, every mayor has a choice to make: your
city can be prepared or not; it can be a hard target or it can be a soft target; you
can make a huge unanticipated investment now to keep your people safe, or you
can cross your fingers, wait for help from a higher level of government, and hope
for the best.

In Baltimore, we have chosen to make the investment. We are not waiting for An-
napolis. We are not waiting for Washington. If our city had waited for advice on
self-defense from Washington in the war of 1812, all of us would be singing “God
Save the Queen.”

Baltimore’s Interim Homeland Security Response

Baltimore is a fairly typical city in terms of our vulnerability—but somewhat
unique in terms of our greatness. I think what we are doing today provides a good
illustration of what cities are being asked to do in our nation’s defense. We are mov-
ing forward on three fronts:

On the Intelligence front:

—Recruited Richard Hunt, retired Chief of Criminal Intelligence for the FBI.

—Created and formalized a statewide security intelligence network, working with
other law enforcement agencies.

—Engaged in ongoing dialogue with the FBI and Department of Justice to im-
prove intelligence sharing.

—DMet daily with Federal authorities to obtain intelligence.

—Created a web-based surveillance system to provide real time reporting from
hospitals, ambulances, animal control, school attendance and over-the-counter
medicine to track common symptoms in uncommon amounts—as well as hos-
pital bed availability.

—Tested reservoirs and the water system several times daily.

Second, on the Security front, we have:

—Completed a citywide assessment of infrastructure vulnerabilities.
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—Completed a deployment plan to secure and protect City’s vulnerabilities, such
as major buildings, water system, stadiums, major rail and interstate highway
bridges and tunnels.

—~Called daily security briefings with Police, Health, Fire, Public Works, Trans-
portation and IT Departments and State officials almost every day.

—Bolstered police and security presence at City buildings.

—Arrested and charged people who make bomb threats.

Third, on the Emergency Response front:

—Recruited a civil preparedness expert, former NYPD Chief Louis Anemone to
update our emergency preparedness blueprint, with four graduated levels of re-
sponse.

—Recruited experts like the U.S. Army Soldier and Biological Chemical Command
(SBCCOM) in Aberdeen at Aberdeen and the Center for Civilian Biodefense at
Johns Hopkins University to advise the Security Council.

—Implemented a bio-terrorism plans with hospital CEO’s.

—Met with local news directors to discuss City’s ongoing preparedness and dis-
semination of information in the event of an emergency.

—Completed an assessment of personal protective equipment requirements for all
emergency responders and submitted unified request for said additional equip-
ment to MEMA.

Local Homeland Security: Extraordinary Costs

We calculate that the prudent steps we've taken since September 11th already
have cost the city approximately $6.5 million. When we go on alert, our Police De-
partment still has to fight crime. The chemical attack that has taken the most lives
in Baltimore still is heroin and cocaine. So rather than pulling officers away from
their duties, we call other officers back, or they work 12-hour shifts.

Through the end of the fiscal year, we expect to have to spend an additional $4.4
million—largely on police salaries. We consider it our patriotic duty to step up to
the plate. But when we approved our budget for this fiscal year, we did not antici-
pate that our police, fire and emergency responders would double as local militia
in a war on terrorism. We need to strengthen our supply lines from Washington.

In addition to the approximately $11 million I've mentioned, we also have a $3.5
million request pending with the Maryland Emergency Management Agency for per-
sonal protective equipment. Right now, our first responders are not fully equipped.
And our water utility plans to spend an additional $24 million in capital funds to
convert chlorine gas to bleach at all of our water and waste water facilities. As a
tradeoff to help pay for these unbudgeted costs, we have implemented tight spend-
ing controls in virtually every program area except for public safety and criminal
adjudication. We have frozen more than 250 vacant General Fund positions City-
wide. This freeze affects everything from our ability to fully staff our recreation cen-
ters to our efforts at collecting mixed refuse and maintaining our roads and
streetlights—all very important quality-of-life issues for the people of Baltimore and
high priorities for me as Mayor. We have also put a hold on approximately $6 mil-
lion worth of non-personnel spending Citywide for contractual services as well as
the purchase of materials, supplies and equipment.

Aid from the Federal Government

Back in November, the State along with the big seven jurisdictions submitted a
comprehensive funding request to Congress for such things as equipment, overtime
costs, renovation of the backup emergency operations center and training.

As a result of this request, in the fiscal year 2002 Defense Appropriations bill,
which President Bush signed in December, $20 billion was appropriated for home-
land security. Included in this bill was a total of $39 million for the State of Mary-
land to in part, protect the Capitol. As indicated, the funding was only provided to
the State of Maryland and the two jurisdictions adjacent to Washington, DC. The
funds were distributed as follows:

—$8.5 million to Montgomery County for police and fire vehicles, bio-terrorism re-

sponse, vaccines and reimbursement from 9/11,

—$7.9 million to Prince George’s County for hazmat vehicles, vaccines and fire

and police operations and equipment,

—$10.5 million for State Department of Health and Mental Hygiene for bio-ter-

rorism response, vaccines, training and computer upgrades,

—$7 million to the Maryland State Police for inoperability and IT systems, com-

uter upgrade and patchwork of crime watch list,

—53.5 million for the Maryland State Police for bomb squad unit, bomb squad ro-

bots and a helicopter,
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—$986,000 to the Maryland State Police for Baltimore Washington International
Airport bomb and canine team,

—$508,000 to the Maryland State Police for field operation system,

—$9,000 to the Maryland State Police for crime lab equipment and training.

The Conference of Mayors released a survey which found that from September 11,
2001 through the end of 2002, cities will spend an additional $2.6 billion on new
homeland security priorities including equipment, overtime and training.

Mayors know the importance of public safety and are 100 percent committed to
the homeland war against terrorism. But we must forge a new federal-local partner-
ship to make sure that our domestic troops—police, fire, emergency workers and
other city employees—have the resources needed for this new challenge.

Let me touch on just a few points contained in our National Action Plan on Safety
and Security.

Supporting Our First Responders

Mayors appreciate the Administration proposing $3.5 billion for first responders,
and want to work with Congress to make sure that those dollars are provided in
the most efficient and effective manner.

To that end, it is our belief that funding must be provided directly to city and
county first responders, rather than all flowing through the states.

I know that this Committee heard from governors this morning, so I want to
stress this point. I am very concerned that despite the best intentions of the Admin-
istration in developing its plan, the needs of the local first response community will
not be met unless funding is provided directly to medium and larger sized cities and
counties.

We must also ensure that the funding can be used to not only prepare for a pos-
sible attack, but to also help prevent future attacks. Our police departments must
have access to the funding, and officer deployments such as overtime should be spe-
cifically authorized.

For example, mayors called for and support the more detailed terrorism alert sys-
tem unveiled by Governor Ridge, but these alerts will continue to require more offi-
cers on the streets—in essence national security being provided by local law enforce-
ment.

This is why the Conference of Mayors strongly supports legislation sponsored by
Senator Clinton (S. 2038) and several other Senators to create a highly flexible $3.5
billion Homeland Security Block Grant.

I also want to thank Congress and the Administration for the recent infusion of
new funding focused on building the nation’s public health infrastructure. But we
must remain vigilant in understanding that most of the capacity needs to respond
to chemical and biological events are at the local level.

The Ongoing Fight Against Crime

While we wage the new war against terrorism, we must not retreat from the ongo-
ing fight against crime.

As of last year, violent crime was estimated to be at a 20-year low nationwide.
Mayors strongly believe that major factors in this crime reduction were additional
officers on the streets, the deployment of new technology, and a new focus on com-
munity policing—all of which were greatly assisted by the COPS program and Local
Law Enforcement Block Grant (LLEBG).

Over the past two years, Baltimore has seen a 24 percent reduction in crime
which I can assure you would not have been possible without the help of these fed-
eral resources.

But crime is still a major issue in cities, and key indicators, such as the economy
and return of more than 600,000 ex-convicts annually to our cities, have led some
experts to predict an upswing in crime rates.

That is why we find it counterintuitive that OMB is proposing to cut COPS by
80 percent and eliminate the block grant by merging it into the state Byrne Grant
program. This comes on top of a 25 percent reduction in the local block grant last
year.

We simply cannot fund homeland defense by de-funding local law enforcement,
and we strongly believe that one of the best ways to prevent terrorism is to have
more officers on the streets armed with better technology.

Airport Security

We are pleased that many of our aviation security recommendations are being im-
plemented by Congress and the Administration, in particular federalizing airport
screeners, screening all checked baggage and the year-end requirement to have ex-
plosive detection systems in place.
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I cannot stress enough the importance of honoring the language and timetables
of the aviation security law. Installation of sophisticated explosive detection systems
at all 429 commercial airports by December 31 is a top priority of the nation’s may-
ors.

And, I want to urge Congress to appropriate funding for the reimbursement of se-
curity costs incurred by local government in meeting federal security mandates at
our airports.

Transit Security

Second, with more than nine billion trips logged on the nation’s public transit sys-
tems each year, securing these systems and protecting riders from potential ter-
rorist activities must be a high priority.

To increase security while not compromising our ability to meet growing demand
for public transit, we have called for new resources for security personnel; the de-
ployment of new technologies; and infrastructure improvements including secure
transit control facilities, fencing and barriers.

Passenger and Freight Rail Security

Third, The U.S. Conference of Mayors strongly supports Amtrak’s fiscal year 2003
request of at least $1.2 billion. Eliminating long distance routes would have a dev-
astating impact on the nation in normal times of travel; and much more so in the
event of a national emergency as we saw on September 11.

Funding should also be supported to improve Amtrak’s security.

Now, more than ever, we must strengthen our nation’s passenger rail system, not
dismantle it.

A New Federal Response is Needed

Fighting terrorism and safeguarding our citizens from terrorism always has been
a national challenge. But now the paradigm has changed—our homeland is vulner-
able. Without a dramatic shift in how we finance a portion of our homeland security,
protecting our homeland will become an unfunded mandate on local governments.

Federal support today for local homeland security is a patchwork of programs.
They are largely uncoordinated and provide no common standards for how states
and localities should best use these funds. Even the programs that have the highest
potential impact—like FEMA’s FIRE Grant programs—meet only a fraction of local

overnment needs. FEMA provided just $100 million last year, and is providing
%360 million this year, despite nearly $3 billion in applications from fire depart-
ments in the first round of the program.

Local governments need stable funding for this effort. We also need a one-stop
shop to turn to for assistance in gearing up for this war.

Conclusion

Finally, I would like to make one more point in conclusion. Although our armed
forces are fighting thousands of miles from our shores, this war is not primarily
about Afghanistan or Osama Bin Laden. It is about how strong we are as a nation—
about what we are willing to do to maintain our way of life—which is being threat-
ened in very real ways, as people have died going about their daily routines.

The people who flew airliners filled with innocent people into buildings filled with
innocent people were not uneducated—they were not acting alone—and they were
not unprepared to die trying to destroy our way of life.

They will not relent. So the question remains: what are we willing to do to protect
our way of life? How will America rise to the challenge, and how will we become
even stronger?

We must safeguard our nation. But we also must continue to invest in our people
and our cities. This is not and cannot be an either or situation.

Clearly, there is no easy answer to how we fund the war on the homefront. Over-
coming the overwhelming task can be accomplished. This country has done it before
and can do it again.

Now is the time for all parties—cities, states, the federal government and our pri-
vate sector partners—to rise to the challenge. And, we must succeed.

BIOGRAPHICAL SKETCH OF MARTIN O’MALLEY

On November 2, 1999, after an energetic, hard-fought campaign that captured the
hopes and imaginations of families throughout the city, Martin O’Malley was elected
as the youngest Mayor in Baltimore’s history with an overwhelming 91 percent of
the vote. Two months earlier, he garnered 53 percent of the vote in the Democratic
primary, winning all six of Baltimore’s City Council Districts and besting a 17-can-
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didate field that included the sitting City Council President and a former City Coun-
cilman and School Board member, who were the campaign’s early frontrunners.

Following through on his campaign themes of accountability, change and reform,
Mayor O’Malley has made improving public safety, education, and economic develop-
ment—downtown and in each of Baltimore’s celebrated neighborhoods—the corner-
stones of his covenant with the people of Baltimore. Within a week of taking office,
he also kicked off an ambitious drive to make Baltimore America’s cleanest city.

Prior to his election as Mayor, Martin O’Malley served on the Baltimore City
Council from 1991 to 1999, and as an Assistant State’s Attorney for the City of Bal-
timore from 1988 to 1990.

After winning election to a 3rd District City Council seat in 1991, the Mayor rap-
idly rose through the ranks to become Chairman of the Legislative Investigations
Committee and Chairman of the Taxation and Finance Committee.

Mayor O’Malley, a graduate of Catholic University and the University of Mary-
land School of Law, is a member of the Maryland Bar Association.

Mayor Martin O’Malley and his wife Katie Curran O’Malley live in Baltimore’s
Beverly Hills community with their two daughters, Grace and Tara, and son Wil-
liam. They are members of St. Francis of Assisi Church.

CITY OF BALTIMORE SUMMARY OF EMERGENCY PREPAREDNESS COSTS FOR FISCAL YEAR
2002

(ENDING JUNE 30, 2002)

TABLE 1.—SUMMARY OF EMERGENCY PREPAREDNESS COSTS INCURRED BY CITY AGENCIES
FROM SEPTEMBER 2001 THROUGH MARCH 2002

Agency Personnel Ex-  Non-Personnel ~ Subtotal All

penses Expenses Expenses

Police DEPartmMent ..........ccooooorveeomrreeeereeeeceeseseeeeseesseeesssesseeseenes $3,045,281 $51,306  $3,096,587
Fire DEPAMENT .....oovoeececececcce ettt 432,415 203,079 635,494
Health Department ...... 383,463 162,858 546,321
Office of Transportation ...... 45,027 5,011 50,039
Public Works—General Services ...... 51,127 119,275 170,402
Bureau of Water and Waste Water .. 116,020 1,654,453 1,770,473
Circuit Court ....vveverevereeeeeeeees [ 58,000 58,000
Sheriff’s Office ...coovvvvvereceeeeeereeeans 158,548 158,548
Mayor’s Office of Information Technology .........cccocevveveveerrrnnnns 2,963 2,963

TOTAL oot 4,234,844 2,253,982 6,488,826

Note: All figures presented here are preliminary and subject to change.

TABLE 2. SUMMARY OF ANTICIPATED REMAINING COSTS FOR EMERGENCY PREPAREDNESS IN
FISCAL YEAR 2002

Personnel Ex-  Non-Personnel  Subtotal All

Agency penses Expenses Expenses

Police DEPAMtMENT ..........oerveeeeeeeeeeeeee e $2,639,059 $379,234  $3,018,293
Fire Department 32,139 1,920 34,059
Health Department .........coovcevveeeeeeeeeeeeee e 94,500 256,250 350,750
Office of Transportation ..o e 61,100 61,100
Public Works—General Services e e 70,000 70,000
Bureau of Water and Waste Water ..........cccoovvvvevceececeeseseene 48,971 493,791 542,762
CIFCUIE COUMt erveveveeeee ettt snseneans evnssssssansaneans 215,000 215,000
Sheriff’'s OffiCE .uvveieeierieieeecees et 75355 75,355

TOTAL oottt 2,890,024 1,477,195 4,367,219

Note: All figures presented here are preliminary and subject to change.
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CITY OF BALTIMORE AGENCY ACTIVITIES SINCE SEPTEMBER 11TH
(ENDING JUNE 30, 2002)

1. Police Department—General Fund

Actual expenses—$2,527,827.

Anticipated expenses—$2,815,393.

Activities/costs include:

—$2,527,827 spent in personnel costs—regular time, overtime and benefits—and
non-personnel costs including consultant payments—$6,200 to Lou Anemone
and $34,566 to Richard Hunt.

—$2,815,393 anticipated in personnel costs with an estimate that the City will
spend $235,000 per pay period for 2 pay periods and another $1.77 million for
one pay period, assuming there is another attack. There is also $383,744 for
non-personnel costs such as plant traffic barriers and additional payments to
the consultants.

II. Police Department—Water and Waste Water Fund

Actual expenses—$568,760.

Anticipated expenses—$202,900.

Activities/costs include:

—$578,760 spent on regular time, overtime and benefits.

—$202,900 anticipated future costs based on $50,000 per pay period times four
pay periods.

II1. Health Department

Actual expenses—$546,321.

Anticipated expenses—$350,750.

Activities/costs include:

—$546,321 spent consists of personnel costs—regular time, overtime and bene-
fits—diverted to bioterrorism activities, including personnel sent to work at an-
thrax testing and clinic sites.

—$350,750 anticipated costs include minimal ongoing personnel expenses for clin-
ics and bioterrorism response as well as funding to strengthen the bioterrorism
surveillance network (add staff, more training for hospitals, web based reporting
system).

1V. Fire Department

Actual expenses—$635,494.

Anticipated expenses—$34,059.

Activities/costs include:

—$635,494 spent for regular time, overtime and benefits for use of the fire boat
in the Port and response to hazmat calls. Non-personnel costs relate to mainte-
nance of the fire boat and Battalion truck responding to hazmat calls with an
additional amount for equipment and supplies.

—$34,059 anticipated costs reflect decision to cease fireboat patrol. Costs are esti-
mated based on weekly level of hazmat calls and maintenance.

V. Transportation Office

Actual expenses—$50,039.

Anticipated expenses—$61,000.

Activities/costs include:

—$50,039 spent consists of personnel—regular time, overtime and benefit—costs.

—$61,000 anticipated cost is for camera modification at the Emergency Oper-
ations Center and other City buildings (City Hall, Benton).

VI. Bureau of Water and Waste Water

Actual expenses—$1,770,474.

Anticipated expenses—$542,762.

Activities/costs include:

—$1,770,474 spent represents costs for increased security and monitoring, includ-
ing sample testing of the water distribution system, storm center coverage and
labor and materials for welding manholes closed.

—$542,762 anticipated costs consist of ongoing personnel based on the average
costs for four-week period for water sampling and security and additional costs
for fencing, cameras, barricades, electronic door lock monitors, front entrance
security, card readers, traffic barriers, automated gates and security contract
costs.
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VII. Department of Public Works—General Services

Actual expenses—$170,402.

Anticipated expenses—$70,000.

Activities/costs include:

—$170,402 spent in personnel functions—regular time, overtime and benefits—for
renovating the Emergency Operations Center as well as $10,000 in overtime
costs as the Central Garage in the days following 9/11.

—$70,000 anticipated for installation of the ground source heat pump at the
Emergency Operations Center.

VIII. Sheriff’s Office

Actual expenses—$158,548.
Anticipated expenses—$75,355.
Activities/costs include:
—$158,548 spent in overtime salaries and wages, along with benefits.
—$75,355 anticipated personnel costs based on a $10,000 per pay period plus
overtime and benefits.
IX. Circuit Court

Actual expenses—$58,000.
Anticipated expenses—$215,000.
Activities/costs include:
—$58,000 spent for video cameras in the judges chambers.
—$200,000 anticipated cost for new, more secure garage doors for Courthouse
East.
—$15,000 anticipated for video cameras in the Family Court division.
X. Mayor’s Office of Information Technology

Actual expenses—$2,963.

Anticipated expenses—$0.

Activities/costs include:

—$2,963 spent for personnel overtime and benefits.

Chairman BYRD. Now, Mayor Michael Guido.

STATEMENT OF HON. MICHAEL GUIDO, MAYOR OF DEARBORN, MICHI-
GAN; AND CO-CHAIR, WORKING GROUP ON HOMELAND SECU-
RITY, NATIONAL LEAGUE OF CITIES

Mr. Guipo. Thank you very much, sir, Mr. Chairman, distin-
guished members of the committee. My name is Michael Guido. I
am mayor of the city of Dearborn, and I co-chair the Task Force
on Homeland Security for the National League of Cities.

The National League of Cities is the Nation’s oldest and largest
association representing municipal governments in Washington,
D.C. NLC’s membership includes more than 135,000 local elected
officials in 18,000 big and small cities, representing 225 million
Americans. The National League of Cities is pleased to have this
opportunity to share its view on the administration’s budget pro-
posal, as well as the fiscal year 2003 appropriations process for
homeland security programs.

Since the September 11 terrorist attacks, cities across America
have heightened security for infrastructure, for events, and for
transportation. @ They have assumed responsibility for
counterterrorism in partnership with Federal law enforcement
agencies, and revamped emergency preparedness plans. Cities have
also responded to anthrax threats and incidents. They have also
purchased new equipment and have shouldered significant costs in
overtime pay.

According to a recent survey of NLC members, cities could spend
more than $2 billion this year to cover unbudgeted homeland secu-
rity needs. For the city of Dearborn, we have spent more than
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$500,000 on overtime costs, training, and other related expenses
stemming from the terrorist attacks.

The lessons that we learned from September 11 indicate the need
for better coordination among all levels of government. In Dear-
born, we thought that it was in our community’s best interest to
create a homeland security position, called the community pre-
paredness officer, within our police department. Among his duties,
this officer coordinates information along with the State and Fed-
eral agencies.

The municipal governments have supported the creation of the
White House Office of Homeland Security, and the proposals to in-
crease FEMA’s capacity to help State and local governments pre-
pare, plan, and train.

Mr. Chairman, we applaud your willingness to improve funding,
coordination, and information-sharing, actions which hopefully will
prevent such catastrophic acts of terrorism in the future. In order
to achieve this objective, however, we realize that there must be
significant improvements made at and among all levels of govern-
ment. In this regard, I would like to discuss both long and short-
term municipal priorities for domestic preparedness that the Na-
tional League of Cities believes should be addressed.

Funding is needed now to assist in planning to cover overtime
expenses of our first responders and to improve emergency commu-
nications systems. We strongly urge you to appropriate funding for
these immediate needs through supplemental appropriations for
fiscal year 2002. If local governments have access to resources for
these purposes, we will be in a much better position to maximize
the use of proposed funding such as the Homeland Security Block
Grant Act, or first responder initiative, in fiscal year 2003.

Coordination is essential as States develop and submit their
emergency preparedness plans to FEMA, and as the jurisdictions
orchestrate mutual aid agreements, proper funding for emergency
management is critical.

It is also important to manage threats of bioterrorism. We realize
that States recently received the first round of grants for bioter-
rorism preparedness, and we know that a House-Senate conference
committee is meeting to finalize the Bioterrorism Preparedness
Act. However, we have concerns about how much of this funding
will actually reach county and municipal levels. More direct fund-
ing to local governments and certain performance guidelines are
needed. In most situations, cities are the first responders, and they
may be on the scene for at least 6 hours before outside resources
arrive.

In Dearborn, when we had an anthrax scare at our post office,
our hazmat team responded, our police department responded, our
fire department responded. We had no one from the Postal Service
respond at all. We secured the scene and found out that it was a
hoax. There was no help from the State police, and no one of any
other agency helped us in that particular incident.

Having the proper training, the equipment, communications, and
planning place is extremely crucial for local governments. As you
know, all levels of government are experiencing significant budget
constraints. Homeland security is one of the most serious factors
affecting municipal budgets. Deficits at the State level, coupled
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with the uncertainty of exactly how much cities will receive
through the proposed first responder initiative, will certainly im-
pact our budget. These circumstances could be made worse with
the severe budget cuts and restructuring plans the administration
is proposing for two crucial programs, community-oriented policing
services, the COPS program, and the local law enforcement block
grant. Programs like these should not be jeopardized, because they
directly impact homeland security and local public safety.

The National League of Cities advocates direct block grants file
funding to cities for first responder preparedness. We believe the
administration’s proposed 25 percent in-kind match in the first re-
sponder initiative may discourage some cities from requesting
funds. NLC believes a Federal agency with the capacity to admin-
ister a block grant for counterterrorism, such as Senate bill 2038,
the Homeland Security Block Grant Act, is needed. This agency
would ideally function as both a grants management center and as
an information clearinghouse on counterterrorism resources.

Mr. Chairman, the National League of Cities strongly advocates
direct funding to cities, but it is our understanding that the pro-

osed first responder initiative would allocate 75 percent of the

53.5 billion program to local governments through States based
upon population. If this program is funded, we urge you to waive
the 25-percent matching funds requirement. We also would like
you to ensure, through statutory language in the appropriations
bill, that the States forward the 75 percent to cities and counties
within the 30-day period after receiving the grants.

Another point we want to emphasize involves our grave concerns
about the lack of a coordinated emergency communications system.
Because emergency responders do not share common broadcast fre-
quencies, lives are at risk. Different jurisdictions use different
broadcast frequencies, and incompatible equipment. Within my
own city, the police and the fire departments have very limited ca-
pacity to communicate with each other because they use different
frequencies.

We believe that this situation is unacceptable. Cities need fund-
ing for the creation of a seamless energy communications network
linking all public safety entities.

Mr. Chairman, allow me to tell you about our interactions with
the new Office of Homeland Security as it has been established.
NLC’s leadership, members, and staff, have met with the Office of
Homeland Security on multiple occasions to discuss the priorities
that I have outlined. We have expressed our support for the office’s
monumental task of overseeing the coordination of domestic secu-
rity activities and, in return, Director Tom Ridge and his staff have
been accessible to NLC’s staff and members. NLC has supported
the Homeland Security Advisory System on March 12 and, addi-
tionally, the National League of Cities has supported the Prepared-
ness Against Domestic Terrorism Act, which would provide con-
gressional oversight for a mnational council or agency for
counterterrorism.

We continue to support this goal to ensure accountability as well
as effective coordination among all levels of government. We under-
stand that this committee is not directly responsible for sanctioning
programs or operations. However, the NLC urges Congress to au-
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thorize the Office of Homeland Security as a Cabinet-level agency
with its own budget authority and congressional oversight. We
want the agency to have the authority to direct all Federal spend-
ing and activities related to terrorism prevention and response.

In closing, I would like to reiterate that our counterterrorism
plan must provide a significant increase in direct funding to local
governments. Again, the National League of Cities appreciates this
opportunity to discuss its homeland security priorities with you,
and we look forward to working with you to achieve these goals
throughout the appropriations process.

I am happy to answer any questions at the appropriate time.
Thank you, Mr. Chairman.

[The statement follows:]

PREPARED STATEMENT OF MICHAEL A. GUIDO

Chairman Byrd and members of the Appropriations Committee. I am Mayor Mi-
chael Guido of Dearborn, Michigan, co-chair of the National League of Cities’ (NLC)
task force on homeland security and a member of the League’s Board of Directors.

The National League of Cities is the nation’s oldest and largest association rep-
resenting municipal interests in Washington, DC. NLC’s membership includes more
than 135,000 local elected officials and 18,000 cities and towns representing 225
million Americans throughout the United States. Our member cities range in popu-
lation from the nation’s largest cities of New York and Los Angeles to its smallest
towns and villages.

The National League of Cities is pleased to have this opportunity to share its
views on the Administration’s budget proposal and the fiscal year 2003 appropria-
tions process for homeland security programs.

Since the September 11 terrorist attacks, cities and towns across America have
strengthened security for physical infrastructure, events management and transpor-
tation. They have significantly increased surveillance activities, assumed respon-
sibilities for counterterrorism in partnership with federal law enforcement agencies,
revamped emergency preparedness plans, responded to anthrax threats and inci-
dents, purchased new equipment and have shouldered significant costs in overtime
pay for first responders. According to a recent survey of NLC member cities, could
spend more than $2 billion this year to cover unbudgeted homeland security needs.

The lessons we learned, from both the tragic bombing of the Murrah Building in
Oklahoma City in 1995 to the terrorist attacks on the World Trade Center and the
Pentagon, indicate the need for better coordination among all levels of government
in order to achieve an effective state of national domestic preparedness. From the
creation of the White House Office of Homeland Security to the proposals to in-
crease FEMA’s capacity to help state and local governments prepare, plan and train,
and the recently enacted PATRIOT Act—municipal governments support these ac-
tions and applaud your willingness at the federal level to improve funding, coordina-
tion and information sharing, preparedness levels and training so that we can hope-
fully prevent such catastrophic acts of terrorism in the future. Mr. Chairman, to
achieve this objective, however, we realize that there must be significant improve-
ments made at and among all levels of government. In this regard, I would like to
discuss both long- and short-term municipal priorities for domestic preparedness
that NLC believes should be addressed.

Funding is needed now to assist in planning, to cover overtime expenses of our
first responders, and to improve emergency communications systems. We strongly
urge you to appropriate funding for these immediate needs through supplemental
appropriations for fiscal year 2002. If local governments have access to resources for
these purposes, we will be in a much better position to maximize the use of proposed
funding such as the Homeland Security Block Grant Act or First Responder Initia-
tive in fiscal year 2003.

Planning and coordination are essential as states develop and submit their emer-
gency preparedness plans to FEMA. However, it is our experience that many cities
have not been engaged in developing these state response plans in the past, and
we hope this will not be the case this time.

As jurisdictions orchestrate mutual aid agreements to facilitate disaster response
in an expedited and cost-effective manner, proper funding for emergency manage-
ment and planning is critical along with resources to strengthen coordination be-
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tween local first responders and public health systems to manage threats of bioter-
rorism.

We realize that states recently received the first round of grants for bioterrorism
preparedness and that a House-Senate conference committee is meeting to finalize
the Bioterrorism Preparedness Act, which would provide funds for drinking water
vulnerability assessments and emergency preparedness plans and upgrades. These
measures are indeed essential; however, we do have concerns about how much of
this funding will actually reach county and municipal levels. More direct funding
to local governments and certain performance guidelines are needed.

For example, the Office of Management and Budget’s Annual Report to Congress
on Combating Terrorism, submitted May 18, 2000, reported that local governments
received less than four percent of the total federal budget of over $9 billion for
counterterrorism in fiscal year 2000. We hope that this will not be the case after
September 11.

Cities need direct federal funding for preparedness and must be recognized as the
focal point for all disaster mitigation and recovery activities in any strategic
counterterrorism plan. In most situations it is local first responders who are man-
aging the emergency response and recovery operations for a disaster for at least six
hours before outside resources arrive. Having the proper training, equipment, com-
munications, and planning in place for crisis and consequence management is ex-
tremely crucial for local governments.

As you know, all levels of government are experiencing significant budget con-
straints. Homeland security is undoubtedly one of the most serious factors affecting
uncertain municipal budgets with decreased revenues and increased expenditures.
Unlike the federal government, cities cannot operate at a deficit. Deficits at the
state level, coupled with the uncertainly of exactly how much funding cities will re-
ceive through the proposed First Responder Initiative for homeland security and re-
lated programs, will certainly impact local revenue shortages. These circumstances
could be exacerbated even more with the severe budget cuts and restructuring plans
that the Administration has proposed for existing programs in fiscal year 2003 such
as Community Oriented Policing Services (COPS) and the Local Law Enforcement
Block Grant—two programs that directly impact homeland security and local public
safety. These and other existing programs should not be jeopardized.

Cities provide the most efficient means for building effective homeland security.
Each has unique security needs and emergency response networks, and spending
decisions must be controlled by local governments rather than by states.

In this regard, NLC advocates direct block-grant style funding to cities for home-
land security, and is concerned that the Administration’s proposed 25 percent in-
kind match in its First Responder Initiative may discourage some cities from re-
questing funds for first-responder preparedness.

NLC believes a federal agency with the capacity to administer a block grant for
counterterrorism, such as S. 2038, the Homeland Security Block Grant Act, is need-
ed. This agency would ideally function as both a grants management center and as
a clearinghouse in providing a composite list of all federal grants, training pro-
grams, and technical assistance available to local governments for counterterrorism,
which are located in more than 40 federal agencies. The administering agency
should have the capability to educate local jurisdictions about successful examples
of regional planning and mutual aid agreements, vulnerability assessments, infor-
mation sharing, model procedures, terrorism consequence plans, and other relevant
guidance.

It is our goal that better coordination at the federal level and direct assistance
to local governments will enable us to avoid duplication of effort, gain greater clari-
fication about the types of federal counterterrorism programs available to assist
local governments, and ultimately improve early detection, warning, and response
capabilities against the use of weapons of mass destruction.

Mr. Chairman, although NLC strongly advocates direct funding to cities and
towns for domestic preparedness, it is our understanding that the proposed First
Responder Initiative would allocate 75 percent of the $3.5 billion program to local
governments through their respective states, based upon population guidelines. If
this program is funded, we urge you to waive the 25 percent matching funds re-
quirement and include statutory language in the appropriations bill that would en-
sure that the states forward the 75 percent to cities and counties within 30 days
of receiving the grant. This would be important to reassure cities and towns that
have failed to receive adequate funding through state block grants in the past, and
it would help ensure that smaller jurisdictions are not overlooked and receive proper
assistance.

Another point we want to emphasize involves our grave concerns about the lack
of interoperability capabilities among first responders and emergency communica-
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tions systems. In the wake of the Oklahoma City bombing, first responders resorted
to runners who relayed critical information to various command centers throughout
the city because they could not communicate with federal, state, and local authori-
ties using the existing communications systems. These same problems were experi-
enced during the response activities for September 11. Because emergency respond-
ers don’t share common broadcast frequencies, lives are at risk. Law enforcement,
fire departments, and emergency medical systems need to rely on instant radio com-
munications. But different jurisdictions use different broadcast frequencies and in-
compatible equipment.

This is unacceptable. Cities need the immediate allocation of proper spectrum
channels for public safety and the necessary funding for deployment of interoperable
equipment to create a seamless emergency communications network that would effi-
ciently link all public safety entities in times of emergency.

Mr. Chairman, I believe you have also inquired about the level of contact that the
new Office of Homeland Security has established with cities. NLC’s leadership,
members, and staff have met with the Office of Homeland Security on multiple occa-
sions to discuss the priorities outlined above and express support for its monu-
mental task of overseeing the coordination of domestic security activities. Director
Tom Ridge and his staff have been accessible to NLC and have offered direct sup-
port to several cities regarding information and planning requests. NLC has sup-
ported the recent Homeland Security Advisory System announced on March 12. This
is a welcome first step in helping the federal and local levels communicate effec-
tively on homeland security, providing more clarification about what to prepare for
during a level of alert with guidelines for local officials and first responders so they
can best direct their resources and receive critical information for preparedness that
would otherwise remain classified. We are reviewing the details of the announce-
ment and corresponding Presidential Decision Directive, and look forward to pro-
viding feedback about the alert levels.

Additionally, NLC has supported the Preparedness Against Domestic Terrorism
Act, which would provide congressional oversight for a national council or agency
for counterterrorism. Our policy continues to support this goal to ensure effective
coordination among all levels of government as well as accountability. We do under-
stand that this Committee is not directly responsible for sanctioning programs or
operations.

However, with the need for a federal agency with the capacity to administer a
block grant as mentioned earlier in my testimony, NLC urges Congress to authorize
the Office of Homeland Security as a Cabinet-level agency with its own budget au-
thority and congressional oversight, and the authority to direct all federal spending
and activities related to terrorism prevention and response.

In closing I would like to reiterate that any strategic counterterrorism plan must
provide a significant increase in direct funding to local governments for prepared-
ness and response activities, including training, threat and vulnerability assess-
ments, effective emergency communications systems and public health systems, and
critical infrastructure protection. Again, NLC appreciates this opportunity to discuss
its municipal priorities for homeland security, and looks forward to working with
you to achieve these goals throughout the appropriations process. I am happy to an-
swer any questions at the appropriate time.

Thank you.

Addenda:

—NLC Resolution for a National Strategic Counter-Terrorism Plan; and

—NLC survey report on Homeland Security In America’s Cities and Towns: Crit-

ical Issues, Responses, and Costs.

BIOGRAPHICAL SKETCH OF MICHAEL A. GUIDO

Michael A. Guido has been the Mayor of his hometown since Jan. 1, 1986. He’s
now serving his fifth term in office after winning reelection in the year 2001 with
80 percent of the vote.

The son of Italian immigrants to America who adopted the hometown of auto-
motive pioneer Henry Ford as their own, Mayor Guido is a lifelong city resident and
a product of Dearborn Public Schools (Fordson High School, class of 1972).

Early on, the Mayor recognized and developed a deep appreciation for Dearborn’s
enviable way of life. This appreciation fueled a passion in him for serving the citi-
zens of this special city and a deep commitment to helping it prosper.

In 1977, at the age of 23, he became the youngest person ever elected to the Dear-
born City Council, serving two four-year terms until becoming the youngest Mayor
in the city’s history. Today, more than 16 years later, he still claims that being the
mayor of his hometown is the greatest job and greatest honor anyone could have.
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Since day one, Mayor Guido has based his administration on values of public serv-
ice, accountability and accessibility. He’s remained true to Dearborn’s tradition of
quality public services, while blending this commitment with a focus on successfully
implementing innovative new programs, facilities and technologies that deliver
those services more effectively and efficiently. The Mayor’s vision and leadership
have strengthened the city’s neighborhoods, bolstered its downtown business dis-
tricts and catalyzed continued growth in Dearborn’s industrial, manufacturing and
technology sectors.

And he’s done it all with a track record of fiscal responsibility. The city’s operating
tax rate has remained the same or been cut in each of the last 12 years, and Mayor
Guido has balanced every city budget he’s been responsible for.

Here are a few of Dearborn’s many success stories that Mayor Guido’s helped to
forge:

—The city’s overall crime rate has dropped by 33 percent since 1990 alone. Some
crimes have declined even more: burglary, for example, is down by 44 percent
since he took office.

—Advanced Life Support (ALS) technology has been installed in emergency med-
ical rescue vehicles, shortening the time it takes to bring potentially lifesaving
treatment to victims of car accidents or medical emergencies. In the year 2001
alone, emergency responders used ALS to extend the lives of almost 2,000 peo-
ple in critical need.

—The total assessed value of all property in the city has increased by two and
one half times what it was when the Mayor took office: from $1.84 billion to
an all-time high of more than $4.46 billion in the year 2001. New construction
has averaged more than $155 million a year for each of the last 16 years.

—New neighborhoods and retail centers have been built—two examples are
Georgetown Commons ($23 million) and West Village ($11 million)—thanks to
Mayor’s Guido’s leadership in working with private sector developers to make
them happen.

—The year 2001 marked the grand opening of Dearborn’s Ford Community & Per-
forming Arts Center, North America’s largest municipally-owned community
recreation and cultural complex. The $43 million facility is five times the size
of the city’s former Civic Center.

Throughout his life, a key priority for Mayor Guido has been helping to make
Dearborn an even greater place to live by serving as an active member and sup-
porter of the city’s many community service organizations. Many of these organiza-
tions have expressed their appreciation for his decades of dedicated service. Some
of the honors he has received are: Optimist Club of Dearborn Key Award, Dearborn
Exchange Club Distinguished Service Award, Michigan Jaycee Outstanding Young
Man of Michigan Award, Outstanding Young Man of America Award, Rotary Inter-
national Paul Harris Fellowship, Henry Ford Community College Community Serv-
ice Award, Detroit College of Business Outstanding Community Service Award and
the University of Michigan-Dearborn Distinguished Leadership Award.

The Mayor’s leadership and track record of success have contributed to his emer-
gence as a national leader helping to shape the public policies affecting America’s
urban centers.

Mayor Guido has served as a member of the Board of Directors of the National
League of Cities (NLC) since the year 2000. In the wake of the attacks on America
of September 11, 2001, he was asked to co-chair the NLC’s Homeland Security Com-
mittee with Acting Mayor Mary Poss of Dallas, Texas.

Mayor Guido serves as a member of the governing executive committee of the
United States Conference of Mayors, and chairs one of the Conference’s 10 standing
committees (Urban Economic Policy Committee), and the Conference’s telecommuni-
cations subcommittee.

He is a past president of the Michigan Association of Mayors, and a past presi-
dent and past member of the Board of Directors of the Michigan Municipal League
(MML). For his dedicated service, the League in 2001 awarded Mayor Guido its
highest distinction by naming him an MML Honorary Life Member. He also serves
as a member of Federal Communications Commission’s Local & State Government
Advisory Committee and as a member of the Amtrak Mayors’ Advisory Council.

Mayor Guido earned his Bachelor of Arts degree from Wayne State University,
and is a graduate of the Mayor’s Leadership Institute at Harvard University’s Ken-
nedy School of Government. Born on July 3, 1954, he and his wife, Kari, have two
sons: Michael, Jr., and Anthony.



95

NATIONAL LEAGUE OF CITIES RESOLUTION #2002—41
NATIONAL STRATEGIC COUNTER-TERRORISM PLAN

WHEREAS, the terrorist attacks in America on September 11, 2001, caused mas-
sive casualties and major damage to infrastructure critical to national defense and
the economy; and

WHEREAS, the police, firefighters, and medical services personnel in New York,
Virginia, and Pennsylvania responded immediately to the attacks on the World
Trade Center, the Pentagon, and in Pennsylvania, risking their lives to rescue vic-
tims and perform recovery operations; and

WHEREAS, many cities throughout the world sent public safety personnel to as-
sist local first responders in the aftermath of the attacks; and

WHEREAS, Americans have a diminished sense of security and physical safety
because of the nature of the recent attacks and subsequent potential threats that
have been identified; and

WHEREAS, terrorist activities can involve both conventional devices and weapons
of mass destruction, such as chemical, nuclear, and biological agents or cyber ter-
rorism that could potentially affect numerous communities; and

WHEREAS, local governments and states do not receive the federal funding and
resources needed for domestic terrorism preparedness and are currently seeking sig-
nificant federal guidance and resources for training, equipment, and information to
pr(()iperly prepare for terrorist attacks, including nontraditional methods of rescue;
an

WHEREAS, many emergency medical response systems are ill-prepared to re-
spond to large-scale public health emergencies resulting from terrorist use of biologi-
cal and chemical agents because of the absence of a clear strategic national plan;
and

WHEREAS, EMS and other local emergency medical response teams and proce-
dures are in place, but not all response personnel are trained to identify lethal tox-
ins or to properly treat citizens exposed to biological agents using appropriate isola-
tion and decontamination equipment, and appropriate medical treatment; and

WHEREAS, our nation’s defense must be coordinated among all levels of govern-
ment with proper safeguards against threats to critical infrastructure and institu-
tions, such as telecommunications and information networks, banking and financial
systems, power grids, energy systems, transportation networks, water distribution
systems, medical and health systems, schools and other educational facilities and
emergency response services; and

WHEREAS, the federal government has failed to provide adequate security for the
transport of hazardous materials and weapons.

NOW, THEREFORE BE IT RESOLVED that the National League of Cities sa-
lutes the heroism of the first responders to the attacks on September 11, and recog-
nizes that local officials and first responders are on the front line of defense against
terrorism and must be prepared; and

BE IT FURTHER RESOLVED that the National League of Cities calls on Con-
gress to authorize and oversee a Cabinet-level agency, with specific appropriations,
to fully implement, in consultation and partnership with all levels of government,
a coordinated national preparedness and response plan, ensuring:

—that prevention and mitigation are the highest priorities of our nation’s defense;

—Ilocal government will be the focal point for all disaster mitigation and recovery
activities;

—a significant increase in funding to local governments for preparedness and re-
sponse including processes to resolve equity issues in disaster relief efforts;

—the restructuring of airport security, as stated in the NLC Resolution on Na-
tional Aviation Security;

—special resources devoted to any facilities and densely populated areas that
have the potential to be terrorist targets;

—agricultural counterterrorism and food safety efforts are sufficiently funded;

—strict standards and enforcement for the transport of hazardous materials and
weapons;

—procedures for sharing sensitive intelligence with local governments, as needed,
without jeopardizing national security;

—the development of a comprehensive evaluation of risk factors for potential ter-
rorist targets;

—specialized training and resources, including rapid test methods for public safe-
ty, health officials, and hospital personnel to properly identify and treat any
threats to public health resulting from terrorists’ use of biological, chemical, and
nuclear weapons of mass destruction;
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—Ilocal and regional coordination of emergency room readiness and response, with

special response devoted to biological threats and access to antidotes; and

—the resolution of barriers to communication both technical and practical.

BE IT FURTHER RESOLVED that the National League of Cities calls on the
telecommunications industry to fully develop and fund wireless emergency locater
services and tracking systems, and lead efforts to resolve interoperability problems
that affect emergency communications systems throughout the nation.

Adopted on December 8, 2001, National League of Cities’ Annual Business Meet-
ing, Atlanta, Georgia.

HOMELAND SECURITY IN AMERICA’S CITIES AND TOWNS

CRITICAL ISSUES, RESPONSES, AND COSTS

«

‘. . . Since Sept. 11, cities and counties have rapidly and somewhat awkwardly
adapted. Police departments are behaving like intelligence agencies, interviewing
foreigners and surveying the infrastructure for weaknesses that might be exploited
by the enemy. Local governments are appointing liaisons to neighboring agencies—
like diplomats who negotiate regional treaties in the event of an attack. Hazardous
material teams have become front-line soldiers, responding to the smallest hints of
bioterrorism.

“The new security and public health costs—defense budgets in practice if not in
name—are expected to total as much as $4 billion for state governments and $3 bil-
lion for localities by the end of this year. These obligations have left city councils
and county supervisors facing a dilemma once reserved for those in Congress: If we
spend more money on defense, where do we cut? ‘If you're a city or a town, you can’t
wait for the federal government, you can’t wait for Tom Ridge,” says University of
Wisconsin professor Donald F. Kettl, referring to Bush’s recently appointed director
of homeland security. ‘If you're the mayor of Appleton, you're the real Tom Ridge
anyway.’

“To interview 5,000 young Middle Eastern men about terrorism, the Justice De-
partment relied on police departments around the country. Security updates on city
halls, courthouses, water and electric plants are taking place. Across the nation, the
cost of vigilance is mounting.

“Localities can’t expect direct help from states, either. Thirty-six states face a
combined shortfall of $40 billion; a figure that the National Governors Assn. pre-
dicts could reach $50 billion, or 10 percent of all state revenues, by early next year.
That picture is far bleaker than during the 1990 recession . . .” (Excerpt from the
Los Angeles Times, December 27, 2001, Home Edition)

1. Cities, particularly smaller cities, report an increased emphasis on regional ap-
proaches to homeland security—by “regional,” we mean increased cooperation with
other cities, towns, counties, etc., as well as with private sector groups, nonprofits,
and civic organizations.

Silsbee, TX (pop. 6,400)

The Emergency Management team is county wide and includes about 60 people
from industry, police, fire, schools, EMT, and city representatives. It meets about
every 2 months and has thus far revised the emergency awareness handbook to in-
clude more information on terrorist preparedness.

Jupiter, FL (pop. 39,000)

After a post office in Jupiter received a suspicious package in October, the city
decided to step up its terrorist preparedness through cooperation with other cities,
levels of government, and agencies. Fire Department Lt. Peter Allen said, “The fire
department has been training and preparing for events such as these for some time
now. We are working closely with surrounding departments as well as county, state
and federal agencies to maintain the highest level of preparation.” In addition, the
city takes part in a state effort. Fire-Rescue Chief James Weinand is Palm Beach
County’s representative to Gov. Jeb Bush’s Domestic Terrorism Task Force, so the
department receives constant up-to-date information on threats and suspected ter-
rorist activities in the state.

Foley, AL (pop. 7,600)

The agreement between the city and the U.S. Navy base within the city has been
changed to create a joint jurisdiction over the base between the Navy and the city’s
police department. In the past, the arrangement was proprietary. There has been
no specific resolution that has designated funds, but the mayor estimates that a
minimum of $100,000 has been spent for police officer overtime.
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Terrell, TX (pop. 14,000)

City department heads from the administration, finance, public works, police, fire,
utility, and municipal development meet with area entities to discuss their emer-
gency plans of action, to make sure they are able to work with one another in case
of an emergency. In addition, this committee plans to meet with representatives
from the following entities: Public Schools, State Hospital, County, Public Hospital,
Mark Hardin (FBO), Red Cross, Department of Public Safety, Major Industries
(Madix, Vistawall), and shelter owners to ensure sustainable cooperation. Also, de-
partment heads are working with local entities to ensure that they will have an
ample number of supplies, as well as a number of locations to purchase supplies in
case of an emergency.

Boston, MA (pop. 589,000)

The Boston Police Bomb Squad has done security training with businesses, hos-
pitals, and universities encouraging them to have a plan in place to deal with emer-
gency situations, and to contact 911 about any threat or perceived threat.

Los Angeles, CA (pop. 3,700,000)

The City Attorney’s Office will be partnering with the Building Owners and Man-
agement Association, Staples Center, leading public safety officials and private sec-
tor leaders to commission a study of security and emergency measures that are cur-
rently in place in the city. The study will also make recommendations on safety and
security procedures for potential private sector terrorist targets in Los Angeles.

Minneapolis, MN (pop. 383,000)

Since Sept. 11, Minneapolis has and continues to collaborate and cooperate with
federal, state and county law enforcement. Minneapolis’ Chief of Police meets regu-
larly to share and gather new information as it becomes available concerning the
City of Minneapolis. Federal authorities assigned to this region have been providing
continuous updates about any new information.

Bismarck, ND (pop. 56,000)

Bismarck has been the leader for the western half of the state, assisting with out-
reach, assuring businesses, citizens of domestic preparedness resources, and work-
ing with state and county emergency managers.

Various areas:

Five Pacific Northwest states and three Canadian provinces are putting together
a joint plan for how to respond to an attack. So are the governors of North and
South Carolina.

2. Cities and city officials are taking on roles they haven’t played before, such as
appointing “homeland security officers” in their city to coordinate security efforts.
Some are assisting the Justice Department in the interviewing of individuals who
may pose a risk, while others are increasing security at the U.S. borders with Mex-
ico and Canada.

Appleton, WI (pop. 70,000)

Before Sept. 11, Appleton’s police Lt. Rudy Nyman had served as “operations coor-
dinator.” He supervised traffic and towing, ran a “crime prevention through environ-
mental design” initiative and organized special events, including the Largest Flag
Day Parade in America. But in early October, he was told to form plans for defend-
ing Appleton from terrorist attack. The mayor now introduces Nyman as “chief of
homeland security.” Nyman’s first task was defining potential targets. He worked
his way past the obvious targets, such as large gathering places, and gradually
added railroad facilities, highways and most government buildings. So far the list
has more than 100 sites.

Chula Vista, CA (pop. 174,000)

The city immediately heightened security at the Mexican border.
Jupiter, FL (pop. 39,000)

Plain-clothed officers have been ordered to wear their uniforms and drive marked
cars to increase visibility on the streets. The sheriff’s office is also restructuring the
tactical and special weapons units to deal with the increased terrorist threat, includ-
ing the creation of two 10-member emergency response teams. The new teams will
be on duty seven days a week to respond to emergencies.

Arlington, TX (pop. 333,000)

In Fort Worth, police have conducted assessments of all department buildings. Ar-

lington’s police and fire departments are in the process of conducting inspections of
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some 150 city-owned structures and buildings. Arlington Police Deputy Chief Mi-
chael Ikner, who is overseeing the project, said patrol sergeants have been charged
with the task of assessing facilities in their beats. He said the project will take sev-
eral weeks to complete. A cost estimate is not yet available.

3. There is a need for additional training for all cities. Larger cities seem to have
already had some form of anti-terrorism training, usually through FEMA (see San
Jose report below). However, the smaller cities report that they have not had this
type of training and it is too costly for them to obtain on their own. For smaller
cities, most of the additional public safety costs are coming in the form of overtime
for police and fire personnel. This is true for larger cities, however many of them
are also reporting increases/improvements in infrastructure and/or equipment.

San Jose, CA (pop. 895,000)

As one of the nation’s 27 largest cities, San Jose was approached in 1997 to take
part in a federal preparedness program. Receiving federal funds and classified intel-
ligence information on credible terrorist threat scenarios, the city was asked to de-
vise a response plan to everything from anthrax attacks on bridges and water sys-
tems. Under the guidance of Frances Edwards-Winslow, Director, Office of Emer-
gency Services, San Jose was the first city to complete the Pentagon’s training pro-
gram for terrorism preparedness in 1998 and fully coordinate community emergency
services. The federal government has presented San Jose’s terrorism response plan
as a national model for 120 other cities designing similar civil defense protocols.
Listed on several secure federal Web sites, the plan has inspired scores of calls from
areas that want to emulate San Jose. This program cost $1.4 million in federal
funds and millions more from of its own funds.

Orlando, FL (pop. 186,000)

The City Council approved a $2.5 million installment on the city’s security plan
that includes funding for its new Urban Search and Rescue truck, equipment and
team.

Tempe, AZ (pop. 159,000)

The city has concentrated on enhancing security measures such as increasing se-
curity personnel, installing advanced security alarms, improving communication
strategies in the case of an emergency plan and developing new mail handling pro-
cedures. The estimated cost of these changes is approximately $200,000. Addition-
ally, enhanced security measures are taken at all public events at a cost of approxi-
mately $50,000 per event.

Arlington, VA (pop. 190,000)
The county board has appropriated $280,000 to the Arlington Fire and Police De-

partments for the purchase of chemical, biological and radiological detection and de-
contamination equipment.

Foley, AL (pop. 7,600)

The agreement between the city and the U.S. Navy base within the city has been
changed to create a joint jurisdiction over the base between the Navy and the city’s
police department. In the past, the arrangement was proprietary. There has been
no specific resolution that has designated funds, but the mayor estimates that a
minimum of $100,000 has been spent for police officer overtime.

4. To the extent that the federal government steps in to help fund increased secu-
rity measures in cities, city officials are stressing that this support needs to be an
ongoing, dedicated stream of money—not a 2-year or 3-year federal program that
cities are later expected support through their existing tax bases.

Silsbee, TX (pop. 6,400)

The small population of this city tax contributions do not allow an adequate tax
base for heavy expenditures on security preparedness. Mayor Dean Robinson noted
too that it is important to keep in mind that even if federal programs were allocated
to small cities, their tax base would not allow for maintenance of these programs
without continued federal support.

5. Cities are heavily involved in increasing their hazardous materials prepara-
tions, largely as a result of the anthrax scare. Examples of cities dealing with dras-
tically increased numbers of “suspicious white powder” threats are common, and the
costs of dealing with these threats can be large. Cities also report increases costs
of obtaining the protective suits for dealing with biohazards, which can also be quite
expensive.
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Various cities

For years, about the only new expense on city and county public safety budgets
was for police cars and fire engines. Since the terrorist attacks of Sept. 11, a new
but necessary item has appeared: biohazard suits. Local governments are expected
to foot the bill for their biohazard suits. The suits can range from as little as $60
to $70 for used suits, to top-of-the-line models ranging from $500, to more than
$2,000 each for high-tech suits with a special breathing apparatus.

Los Angeles, CA (pop. 3,700,000)

City council adopted legislation suggested by its Threat Preparedness Task Force

to improve its’ anti-terrorism readiness. Some of the new developments include:

—Purchase of 1,700 emergency masks for the LAPD and 1,300 for the LAFD and
four additional bomb detection technicians and canines for the LAPD’s Bomb
Squad at a cost of $1 million.

—The permanent assignment of LAPD and LAFD representatives to the L.A.
County Operational Area Terrorism Early Warning Group (TEW).

—Additional 516 Hazmat suits and equipment for the LAPD, including bio-detec-
tion equipment costing $351,000 to increase hazardous materials detection ca-
pabilities by the LAPD and LAFD.

—Motion (not approved to date) for $2.3 million to expand the LAFD’s urban
search and rescue unit by 12 people and hire 10 more security officers.

—Motion (not approved to date) for $140,000 for four vehicles for the LAPD’s
hazmat unit.

Appleton, WI (pop. 70,000)
With federal officials urging citizens to call 911 when anthrax contamination is
suspected, area police officers and sheriffs have collected as many as 30 bags of sus-

icious powder a week and sent them to a state lab for testing. Cost to taxpayers?
§1,000 per bag.
Riverdale, GA (pop. 12,000)

In addition to the purchase of biohazard suits, city fire officials said they faced
an added cost of acquiring a storage trailer for them. The two suits on order are

$1,200 each, but an additional $7,000 was part of the bill to securely and safely
store the suits.

Fayette County, GA (part of Atlanta metro area)

A potential threat at a local post office resulted in the team’s spending about
$3,000 to determine no threat existed. Afterward, the team spent several weeks re-
sponding to an average of a half-dozen similar calls a week. The county has some
disposable biohazard suits costing around $600 each.

Durham, NC (pop. 187,000)

In late October Durham voted to use federal grant money on new police equip-
ment, namely bioterrorism suits, as opposed to adding additional police officers. The
grant will provide almost $100,000 for 96 biohazard suits and 280 state-of-the-art
gas masks. The grant will also allow for over $150,000 in crime prevention equip-
ment and $1 million to buy land for a substation and other police operations.

Columbus, OH (pop. 711,000)

The city has already spent $320,000 in overtime related to calls for anthrax scares
and reports of suspicious packages.

Jupiter, FL (pop. 39,000)

The Jupiter Town Council approved $12,500 to be spent on 98 helmets, gas masks
and protective shields for officers who might have to respond to the scene of an at-
tack.

6. Some cities, particularly the larger cities, report that they have conducted or
are engaged in public education efforts about how to deal with terrorist threats and
emergencies. Examples include the use of city websites to distribute information and
campaigns to distribute leaflets/pamphlets with directions for how to react in the
case of an emergency.

Arlington, VA (pop. 190,000)

Soon after the terrorist attacks, the county organized a community forum on
emergency preparedness and bioterrorism in which county officials met with the
public to answer questions about public safety, health, schools and other topics.
They also provided a twelve-page home guide to emergency preparedness in seven
languages which can be accessed on their website.
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Boston, MA (pop. 589,000), Denver, CO (pop. 555,000), and Minneapolis, MN (pop.
383,000,

Cities that have made educational pamphlets, useful emergency links, fact sheets,
etc. available their website.
Olympia, WA (pop. 43,000)

The city website was restructured to allow people to gain easy access to informa-
tion pertaining to security and community preparedness. In addition, a pamphlet
about mail handling was distributed to all homeowner associations (approx. 40) and
all downtown business associations (approx. 120) to then copy and distribute to their
clientele. The cost associated with this activity included payment for staff time and
mailing expenditures. People of the city interested in further information could also
attend a community preparedness class. All city employees received a mail handling
class.

7. Many cities mentioned stepping up security around airports, water and electric
supplies, and in some cases, nuclear power plants. Various cities also mentioned
stepped up security measures around port facilities.

Manitowoc County, WI (city of Manitowoc pop. 34,000)

The sheriff’s office is spending $2,000 a day in overtime to provide 24-hour protec-
tion for the Point Beach nuclear power plant.

Watertown, SD (pop. 20,000)

The city immediately moved to protect its water facilities, which include a water
filtration plant and a 6,000-acre lake. In an effort to prevent water contamination,
the city will most likely will turn to a regional approach of water testing, working
with the state to centralize the testing process and procedures, and coordinating
this effort among local governments.

Bismarck, ND (pop. 56,000) and Hickory, NC (pop. 37,000)
Insured and/or increased water supply security.

Carlisle Borough, PA (pop. 18,000)

Implemented a very detailed security plan for their water plant which ultimately
will cost the rate payers a substantial sum in order to fully realize.

Fort Lauderdale, FL (pop. 152,000)

In addition to enhanced security at city buildings, the city secured their water
treatment plants, water tanks and well fields, wastewater treatment facilities, and
executive/general aviation airport. The total estimate for the period of Sept. 11-Nov.
20, including these measures and others was almost $327,000.

Worcester, MA (pop. 173,000)

City Manager Thomas Hoover stated that the cost of increased security at Worces-
ter Regional Airport since September 11 has been averaging $30,000 to $35,000 per
week. Police patrols were increased around and near what were determined to be
high-risk targets, such as high-rise buildings, public utilities, the Worcester Cen-
trum Centre and other facilities that draw crowds, and religious institutions. Police
has watched the Muslim mosque on Laurel Street and businesses owned by Arab-
Americans closely, the city manager said. Total costs for new security measures are
not yet available.

Kodiak, AK (pop. 6,000), Fort Lauderdale, FL (pop. 152,000), Savannah, GA (pop.
132,000) and Portland, ME (pop. 64,000)

Increased security at port facilities.

Terrell, TX (pop. 14,000)

The city has established a comprehensive plan of action since the events of Sep-
tember 11. Included are provisions for increased protection at water plants. At City
Lake Pump Station at Elmo these include: (1) Three locked gates along drive to
plant; (2) Buildings remain locked at all times; (3) Intruder alarm monitored by
Water Plant computer; (4) Radio telemetry used to operate pumps and to show
pump station status and; (5) Radio communication link continuously monitored by
Water Plant computer.

8. In addition to looking at overall safety concerns, many cities have concentrated
on the response of health specialists in the case of an emergency, as well as the
planning and coordination of medical supplies and equipment.
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Allentown, PA (pop. 107,000)

If Allentown is the site of a bioterrorism attack, city health officials said, a small
army will receive and distribute a shipment of medical supplies that could protect
and treat about 375,000 people. The shipment, known as a “push pack,” is part of
the National Pharmaceutical Stockpile, which provides antibiotics, antidotes, intra-
venous lines, ventilators and vaccines to disaster sites anywhere in the nation with-
in 12 hours.

Each push pack is more than 100 containers regularly restocked by the U.S. Cen-
ters for Disease Control and Prevention in Atlanta. Collectively, they weigh more
than 50 tons, consume more than 5,000 square feet of floor space and hold supplies
valued at more than $3 million. For security reasons, the eight stockpile locations
and designated receiving areas are not disclosed, he said, but the emergency man-
agement people who need to respond know where they are. It is estimated that the
more than 200 sites within the county will be sufficient to serve as mass casualty
sites. These would include schools, community halls and churches, in which to break
down and dispense medical supplies to those exposed but not sick.

9. Some cities are encountering new expenditures and pursuing new ways of rais-
ing revenues.

Vancouver, WA (pop. 144,000)

The Vancouver city council met with representatives from the Southwest Wash-
ington Health District, which resulted in a proposal of a $127,000 program to im-
prove detection, response and communication in the event of a future terrorist at-
tack involving anthrax, smallpox or other infectious agent. The health district has
asked Vancouver to provide $50,879, or 40 percent of the cost. The Southwest Wash-
ington Medical Center board of trustees voted to provide $127,000 to cover first-year
expenses, so Vancouver will consider providing dollars beginning in 2003.

Columbus, OH (pop. 711,000)

The City Council is expected to approve a smaller budget than the previous year
for the first time in memory and will only be providing an increase to the Depart-
ment of Public Safety. All others will be cut, says Mayor Michael Coleman. Coleman
said Columbus plans to spend $1.5 million for additional security in city buildings,
plus training people in workplace safety, preparing for public-health emergencies,
updating response plans in city buildings and holding drills with schools and hos-
pitals and other communities. Also in the safety budget will be two new police class-
es with 80 officers and a class of 25 firefighters.

The city also will buy a police helicopter for $1.1 million, replacing an old one.
It will spend $848,000 on a radio system to ensure that Columbus police and fire-
fighters are on the same frequency and are able to communicate not only with each
other, but with more than 100 other emergency and government agencies, including
suburban communities and the Franklin County Sheriff’s Office, said Assistant Pub-
lic Safety Director Barb Seckler. Health Commissioner William C. Myers said the
Metropolitan Medical Response System has stocked up on antibiotics in case of a
biological attack. That includes Cipro in case anthrax is detected. He also said six
trailers have been positioned throughout the county to decontaminate people in a
biological or chemical attack.

Kansas City, MO (pop. 442,000)

Two ordinances were introduced that would ask Kansas City voters in February
for a quarter-cent sales tax increase for police and a 5-cent-per-pack cigarette tax
increase for bioterrorism response. If approved, the proposal would raise about $276
million to upgrade police facilities and hire 130 to 150 additional officers. However,
the plan wouldn’t raise all the $110.8 million police were seeking for building; it
would generate $85 million to $90 million for capital improvements. The cigarette
tax ordinance, introduced by Councilman Ed Ford, would raise about $1.5 million
annually for the Fire Department’s hazardous materials team and for other emer-
gency preparedness activities. The quarter-cent sales tax increase would cost a fam-
ily of four with an annual income of $50,000 about $30 a year. The cigarette tax
would rise from 10 cents per pack to 15 cents per pack.

Seattle, WA (pop. 563,000)

Seattle police Chief Gil Kerlikowske said that since Sept. 11, his department has
identified several measures needed to beef up his agency’s domestic security pre-
paredness, including the purchase of bomb-sniffing dogs.

To cover such costs, King County Executive Ron Sims proposed a one-time, 1.2
percent property tax increase as part of his 2002 budget plan. The revenues would
help to create a reserve fund to cover countywide domestic-security costs, such as
unexpected police, court, jail and public-health costs arising from the international
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situation. The monies would also help pay salaries of county employees in the mili-
tary reserves who are called to active duty. Property taxes would increase between
$3 and $4 per $100,000 of assessed value.

However, the proposal was blocked by a voter-approved initiative barring govern-
ments from increasing base property-tax collections by more than 1 percent a year
unless voters approve more.

On the bright side, the county’s council did agree to spend $162,000 to hire a con-
sultant and a one-year city employee who will study the city’s preparedness for
emergencies and recommend changes.

Sims plans to revisit domestic-security funding issues early next year, and will
likely try to redirect money from other programs or win federal grants. In the mean-
time, financing domestic security will mean reprioritizing existing resources. About
$450,000 for gas masks, biohazard moon suits and other equipment and training
was included in the budget however with slipping tax revenues and a troubled econ-
omy, difficult choices are being made.
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Chairman BYRD. Thank you, Mayor Guido.

Commissioner Gonzalez.

Senator DOMENICI. Mr. Chairman.

Chairman BYRD. The Senator from New Mexico.

Senator DOMENICI. Might I just introduce the speaker?

Chairman BYRD. Please do that, yes.

Senator DOMENICI. Mr. Chairman and fellow Senators, this is
Javier Gonzales from the City of Santa Fe. It would be enough to
have that behind his name. We would welcome him. But in addi-
tion, the county commissioners of our country have elected him as
tSheir chairman of all the county commissioners in the United

tates.

That is a pretty robust group over the last 15 or 20 years. They
have had to do more and more work that looks and feels like being
a city, and we have a good county that works with the city. We
have a pretty good arrangement in these United States, and I was
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just so pleased that he got a chance to get up here that I wanted
to introduce all of you to this very, very successful young man in
a city where it is very difficult to be a successful politician. He
seems to thrive in it, and I am sure he will represent the county
commissioners well.

Thank you, Mr. Chairman.

Chairman BYRD. Thank you. Commissioner, you are in the front
seat in the front row now, with that kind of an introduction.

Senator DOMENICI. I noticed Mayor Guido did have the agendas
a{:tachgd to his statement. Would you place those in the record, too,
please’

Chairman BYRD. Yes, indeed. They will be placed in the record.

STATEMENT OF HON. JAVIER GONZALES, COMMISSIONER, SANTA FE
COUNTY, NEW MEXICO; AND PRESIDENT, NATIONAL ASSOCIA-
TION OF COUNTIES

Mr. GONZALES. Mr. Chairman, thank you for your kind words
about our community. Member Stevens, I, too, had the privilege of
touring your State with my peers. We toured the Alaska National
Wildlife Refuge in Prudhoe Bay, and your State is beautiful, and
Senator Domenici, thank you for your enormous contribution to our
State as a citizen in New Mexico, I will forever be grateful for what
you have done and certainly what you will do for us in the future,
so thank you.

Thank you for inviting me, Mr. Chairman, to testify on an issue
of paramount importance to counties across the country, securing
our homeland against the threat of terrorism.

As you are aware, counties are first responders to terrorist at-
tacks, natural disasters, and other major emergencies. County pub-
lic health, law enforcement, fire, and emergency management per-
sonnel have major responsibilities for planning preparedness, re-
sponse and recovery actions. Counties also own, operate, and secu-
rity key aspects of the Nation’s infrastructure such as airports,
transit systems, water supplies, courts, schools, and hospitals.
Elected county officials like myself, along with our emergency man-
agers, provide the essential regional leadership, planning, and co-
ordination function in preventing, preparing for, and managing our
community’s response to emergency events.

In the wake of the terrorist attacks of September 11, 7 months
ago today, I appointed a NACO Task Force on Homeland Security.
The task force, comprised of 45 top county officials from across the
country, was formed to provide a forum for county officials to ad-
vise the Federal Government about the roles and concerns and fi-
nancial needs of counties regarding homeland security as we in-
crease prevention and security measures in our communities.
NACO’s task force met three times, and I would like to share the
problem statements and policy recommendations from those meet-
ings with you as summarized in an eight-page publication, First
Responders Counties Secure America, which, Mr. Chairman, I offer
for the record.

Let us discuss public health. In the public health area, there are
two major problems, the need to rebuild critical elements of our
Nation’s public health system, and the restoration of the State-local
infrastructure. County officials are calling on the Congress to pro-
vide adequate funding for bioterrorism preparedness, and to pro-
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vide a modest down-payment in restoring essential elements of the
Nation’s public health system. NACO believes that an appropria-
tion of a minimum of $1.8 billion is needed to implement the law
fully and effectively, with at least $940 million dedicated to re-
building and maintaining local and State public health infrastruc-
tures, including increasing the capacity of local public health de-
partments to respond to disease outbreaks, including bioterrorism
events.

State and local plans are due April 15, and Mr. Chairman, I can
report to date, based on information NACO has received from our
affiliate organization, the National Association of County and City
Health Officials, that the record of collaboration between States
and counties is mixed, adding to the need for a strong local public
health capacity. After we review the State plans, we will have a
much clearer sense of the extent States will be addressing local
needs, particularly sustainable staffing and training at the local
level.

Now, as regional governments, counties are in the unique posi-
tion to provide the leadership, planning, and coordination function
needed to prevent, prepare for, and manage the response to bioter-
rorism events. NACO recently conducted a survey of county health
departments, and the results of that survey show that less than 10
percent—less than 10 percent—of the county health departments
in the country are fully prepared to respond to a bioterrorism crisis
in their communities. Of the counties with populations about
250,000, none said that they are fully prepared, 21 percent of the
counties say that they are not prepared at all to handle a bioter-
rorism crisis at all.

Most of the counties in this category are the small, rural coun-
ties. For a chemical warfare crisis, only 5 percent say they are fully
prepared, and 43 percent say they are not prepared at all. County
public health departments have had considerable experience in re-
sponding to infectious disease outbreaks, but we have a long way
to go in terms of developing the capacities we need to detect and
respond to acts of bioterrorism accurately and quickly, yet every
dollar we spend on bioterrorism will yield huge dividends in terms
of strengthening the communities’ public health system in such
critical areas of surveillance, communications, data management,
and in creating systems for mobilizing the community.

I would now like to discuss a local antiterrorism block grant.
NACO’s Task Force on Homeland Security called on the Congress
to enact a $3.5 billion local antiterrorism block grant. Under the
task force’s recommendations, Mr. Chairman, the funds should flow
directly, as stated previously, from the Federal Government to local
governments, with funding and priority decisions being made using
a county-facilitated collaborative effort within the existing all-haz-
ards emergency management planning process.

NACOQO’s concept of the block grant would enable local govern-
ments to enhance regional planning and coordination by pre-
venting, preparing for, and managing an area-wide response to ter-
rorism. The block grant should enable counties to greatly expand
the implementation of emergency management plans, improve ca-
pacity to respond to a whole range of emergencies, fight fires, in-
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crease law enforcement intelligence of terrorist activities, and raise
security levels for key local facilities.

Counties are, by their nature, regional governments, and are
often engaged in county-wide and multicounty solutions. In fash-
ioning highly specialized responses to terrorist activities, multi-
county plans, teams, and interagency agreements need to be devel-
oped and implemented. Thousands of municipalities already con-
tract with their county for a variety of regionalized services, and
look to the county for leadership in expanding emergency capac-
ities.

In placing greater responsibility in FEMA, President Bush has
proposed to spend $3.5 billion in fiscal year 2003 to dramatically
enhance the homeland security response capabilities of America’s
first responders. The administration’s plan will provide $2 billion
to State and local governments to pool resources and equipment to
prevent a terrorist attack.

In addition to committing $2 billion for equipment, the White
House plan would allocate approximately $1.1 billion to train fire-
fighters, police officers, and emergency medical technicians to re-
spond and operate in a chemical or biological environment. It
would also designate about $245 million to support a coordinated,
regular exercise program to improve response capabilities, practice
mutual aid, and assess operational improvements and efficiencies.

The White House strategy is similar to NACO’s approach in that
it places major emphasis on elevating the existing emergency man-
agement system and in connecting comprehensive planning to
funding levels. We are pleased to see that the supplemental appro-
priations bill has requested $327 million for planning and manage-
ment, and that Governor Ridge has requested the plans before
funding decisions are made. Without sophisticated planning and
management systems to provide the foundation for the wise ex-
penditure of block funds, how can we intelligently purchase equip-
ment or adequately train emergency management personnel?

At the heart of this new system of regional collaboration is the
need for highly sophisticated planning and management building
upon the existing integrated emergency management system. It
has been conservatively estimated that it would take an invest-
ment of $500 million at a minimum to staff and develop the kind
of advance planning and management systems that is required.
The supplemental request of $327 million is a good first start, but
more is needed.

In summary, Mr. Chairman, NACO believes that an appropria-
tion of a minimum of $1.8 billion is needed to improve our public
health system, with at least $940 million dedicated to building and
maintaining local and State public health infrastructures, and it
needs to be a continuing funding priority in the out-years. We also
need a local antiterrorism block grant along the lines of the Presi-
dent’s $3.5 billion first responders initiative to meet the long-term
needs of local and State governments. This should be a priority.

Mr. Chairman, prevention must be a key objective. NACO’s Task
Force on Homeland Security has called for the creation of a new
and highly sophisticated planning and management system at the
city, county, and multicounty level to strengthen the existing IEMS
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system, which has been poorly funded for years. This is why we
call for an additional $500 million for this effort.

Let me leave you with these important thoughts. Mr. Chairman,
we are pleased that local governments will be full participants in
supporting our homeland security, but I want to draw your atten-
tion to some concerns local governments have experienced in the
past. It is critical that funding provided by this committee get to
intended recipients as soon as possible. The Office of Homeland Se-
curity has suggested that 75 percent of the money proposed in the
first responders initiative go to local governments. This is appro-
priate, and we believe that FEMA has the knowledge and expertise
to give funding to the local governments in a timely fashion so that
it can be used in the most flexible manner possible for the purposes
intended. That is, of course, if the States do not intervene by delay-
ing their decisionmaking responsibilities, attempt to use the fund-
ing for purposes other than those intended by appropriators, or at-
tempt to leverage some of the funds for their own purposes. It must
be made clear through this process that funds appropriated for
homeland security at the local level are not considered offsets for
other existing commitments from the States to local governments,
such as revenue-sharing.

I only mention this, Mr. Chairman, because of the dire budget
situations in many States, and I certainly am not pointing the fin-
ger at any State in particular, but these types of situations have
occurred in the past.

I hope we have been able to offer the committee some important
information about local government needs for homeland security.
Thank you, Mr. Chairman.

[The statement follows:]

PREPARED STATEMENT OF JAVIER GONZALES

Chairman Byrd, Ranking Member Stevens and 