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SHOULD THE OFFICE OF HOMELAND
SECURITY HAVE MORE POWER? A
CASE STUDY IN INFORMATION SHARING

WEDNESDAY, APRIL 17, 2002

UNITED STATES SENATE,
SUBCOMMITTEE ON ADMINISTRATIVE OVERSIGHT
AND THE COURTS,
COMMITTEE ON THE JUDICIARY,
Washington, DC.

The Subcommittee met, pursuant to notice, at 9:36 a.m., in Room
SD-216, Dirksen Senate Office Building, Hon. Charles Schumer,
Chairman of the subcommittee, presiding.

Present: Senators Schumer, Sessions, and Specter.

STATEMENT OF HON. CHARLES E. SCHUMER,
A U.S. SENATOR FROM THE STATE OF NEW YORK

Chairman SCHUMER. Good morning, everybody. The hearing will
come to order.

We have consulted with Senator Sessions’ staff, and because of
our timing issues and particularly a few of our witnesses have to
catch planes, we are going to start now. We will probably have a
quick vote at 10 o’clock, and so we are going to try to move things
along as quickly as possible.

I want to thank all of our witnesses for coming to what I think
is a very interesting and important hearing. I hope you will
agree—all of you in the audience—after you hear what we have to
say.

And here is Senator Sessions now. Jeff, I am just going to begin
my opening statement, because we have some time constraints.

Since the events of September 11th, every local, State and Fed-
eral Government agency has been scrambling to repair the holes in
our homeland defense that were revealed on that fateful day.

Our homeland defense situation is comparable to the story of the
little Dutch boy who single-handedly tried to keep the floods from
breaking through the dike and destroying Amsterdam. He was suc-
cessful, but we have many more holes than that one little hole in
the dike. All of them have to be plugged up rather quickly.

Try as we might, every time we plug one hole, another pops up.
Whether it is the discovery of a terrorist with a shoe bomb who
made it onto a plane, or sending student visas to known terrorists,
we keep discovering hole after hole, and that translates into threat
after threat and risk after risk.
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That is something we clearly cannot afford in the post-9/11
world. Our world changes, and we have to adapt to it.

There are over 40 Federal agencies charged with law enforce-
ment and intelligence gathering. Our safety relies in good part
upon each and every one of them. When the left hand does not
know what the right hand is doing, you have a problem. When you
have 20 left hands and 20 right hands and none of them know
what the other is doing, you have a potential disaster in the mak-
ing.

That is what we are facing right now.

The backbone of homeland defense is good information sharing
and coordination between Federal law enforcement and intelligence
agencies. It is clear that we need some kind of body to coordinate
government-wide policy on information sharing. We need an entity
that can answer questions like: Where are we most vulnerable?
Who can supply the right information about those vulnerabilities?
Who needs to know about our weaknesses? And who is going to tell
them?

These sound like simple, basic questions, but in a bureaucracy
like ours, unless someone is keeping an eye on things, the answers
get lost pretty quickly.

The Administration, in my judgment, was headed in the right di-
rection when Tom Ridge was sworn in as the first Director of the
Office of Homeland Security. Director Ridge was charged with de-
veloping and coordinating a comprehensive national strategy to
strengthen protections against terrorist threats or attacks in the
United States.

Though the idea is a good one, I am afraid that the con-
sequences, intended or not, have resulted in OHS becoming a little
bit akin to something like a toothless tiger.

Everybody has tremendous respect for Tom Ridge. I certainly do.
We served in the House together, and he is an exemplary man and
I am glad he is in that position.

But at this point in time, he does not have the tools or the power
to get what needs to be done, and this hearing will just show one
little aspect of that.

If OHS is meant to be more of a policymaking agency, then it
needs to acquire the appropriate authority and be subject to con-
gressional oversight.

We are not taking any sides on whether Mr. Ridge ought to tes-
tify here or not; that is not the issue. The issue is what the scope
of his office ought to be as it relates to information sharing and
other issues.

But OHS in this case needs to be able to prod or even direct the
different Federal agencies into changing their management deci-
sions and removing the blinders that stop agencies from thinking
outside their own parameters. Each agency and bureau needs to
think beyond its own functions, beyond its own databases, and
work to connect to other departments.

It is very hard to do this on your own. I am not blaming any of
the agencies here for not doing it on their own. I am not blaming
anyone in the Administration or in the House or Senate that we
did not do this before. This is a brave new world and nobody had
the foresight to know what we had to do. But now we do know
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what we have to do. And that is why we have to improve things
and act.

Various proposals have been laid out on how this entity, a new
entity, an agency that is responsible for making sure there is co-
ordination of information, be structured. And I look forward to
hearing from our witnesses today on what they think.

But whatever form it takes, I strongly believe that we need to
empower one agency, one entity, to coordinate information sharing
between and among the different Federal law enforcement and in-
telligence agencies for the purposes of homeland defense. Having
an agency that coordinates information from different agencies is
the first problem. Then having technology to help them do it is the
second.

I have been told the technology exists to vastly improve our
agencies’ databases so appropriate agency officials can access infor-
mation in real time, both within their own agencies and, just as
importantly, with other State, Federal, and local agencies.

Before the recess, I introduced the idea of a supercomputer to co-
ordinate Federal law enforcement intelligence gathering activities.
While we would have to address the obvious privacy concerns in
developing such an idea as this one, that is hardly beyond the pale.
You can deal with privacy issues because you cannot just be
Luddite and say do not make coordination better, do not have the
best computers. You rather would have them, and then make sure
that privacy concerns are protected as you use them.

Now, we might need three or four of these computers, each one
for a separate security purpose. In a recent interview, Larry Ellison
of Oracle blamed a lot of our security problems on fragmented data.
He said, “We knew that Mohammed Atta was wanted. We just did
not check the right database when he came into the country.” And
that sums up the problem as good as anybody can.

For the most part, we have the right information. We know who
to go after. We just keep stumbling into our own bureaucracy.

About 6 weeks ago, I requested a complete list of the unclassified
information databases used for law enforcement and intelligence
purposes from 10 different law enforcement and intelligence agen-
cies. I did not request what is in the databases, just what the data-
bases are. I made follow-up call after follow-up call. I received the
final lists only yesterday—6 weeks just to get a list of what the
databases are, so we would know how to coordinate them.

What does that say about our organizational capabilities? I have
been told that our intelligence community is light years ahead of
our law enforcement community in terms of the organization of in-
formation sharing and its technology. Well, everyone has to be
brought up to speed and maybe the intelligence agencies can share
some of their wisdom and what they have done with our law en-
forcement agencies.

Intelligence gathering does not help if we do not have the law en-
forcement capability to deal with that information.

Finally, we have to look at the culture in our Federal agencies
and put a stop to the rivalries that get in the way of protecting our
country. It is a well-known fact that cultural differences between
the different law enforcement and intelligence agencies hinder
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proper information sharing. The CIA does not want to share with
the FBI. The FBI does not want to share with the INS.

My message to all of these groups is: Get with it. We are in a
new and different world, and those rivalries cause us to pay a real
price or could cause us to pay a real price. This is not about a turf
war between Federal agencies. It is about preventing terrorists
from murdering innocent civilians. If you cannot see that, then you
need to take a good, hard look and figure it out.

I very much look forward to hearing from our witnesses today
from both inside and outside the government. And working to-
gether—this is not a partisan issue in any sense—we can repair
our defenses and make our Nation a safer one.

Thank you.

[The prepared statement of Senator Schumer follows:]

STATEMENT OF HON. CHARLES E. SCHUMER,
A U.S. SENATOR FROM THE STATE OF NEW YORK

With over forty Federal agencies conducting homeland security-related law en-
forcement or intelligence gathering activities, and no one entity actually in charge
of coordinating and directing all of them, the Courts Subcommittee today held a
hearing to explore whether the Office of Homeland Security has the authority it
needs. Schumer pointed to frequent terrorist threats that can and are slipping
through the cracks and examined why major mistakes like granting student visas
to terrorists occur and whether the Federal Government is doing enough to develop
a supercomputer to coordinate homeland security activities.

The following is Schumer’s statement from the hearing:

Since the events of September 11th, every local, State, and Federal Government
agency has been scrambling to repair the holes in our homeland defense that were
revealed on that fateful day.

Our homeland defense situation is comparable to that story of the little Dutch boy
who singlehandedly tried to keep the floods from breaking through the dike and de-
stroying Amsterdam. Though I think he was successful, we’re having a much harder
time defending our own.

Try as we might, every time we plug one hole, another one pops up. Whether it’s
the discovery of a terrorist with a shoe bomb who made it onto a plane or sending
student visas to known terrorists, we keep discovering hole after hole, and that
tr%?ns(%ates into threat after threat, risk after risk. That’s something we clearly can’t
afford.

There are over forty Federal agencies charged with law enforcement and intel-
ligence gathering. Our safety relies, in some part, upon each and every one of them.
When the left hand doesn’t know what the right hand is doing, you’ve got a problem.
When you have 20 left hands and 20 right hands and none of them knows what
the other is, you've got a disaster in the making. And that’s exactly what we're fac-
ing right now.

The backbone of homeland defense is good information sharing and coordination
between Federal law enforcement and intelligence agencies. It’s clear that we need
some kind of body to coordinate governmentwide policy on information sharing. We
need an entity that can answer questions like: Where are we most vulnerable? Who
can supply the right information about those vulnerabilities? Who needs to know
about our weaknesses? And who is going to tell them? These may sounds like sim-
ple, basic questions, but in a bureaucracy like ours, unless someone is keeping an
eye on things, the answers get lost pretty quickly.

The Administration was headed in the right direction when Tom Ridge was sworn
in as the first director of the Office of Homeland Security. Director Ridge was
charged with developing and coordinating a comprehensive national strategy to
strengthen protections against terrorist threats or attacks in the United States.

Everyone has tremendous respect for Tom Ridge, but he needs the power to carry
out his mandate: protecting the American people. If OHS is meant to be more of
a policymaking agency, then it needs to acquire the appropriate authority and be
subject to Congressional oversight. OHS needs to be able to prod the different Fed-
eral agencies into changing their management decisions and remove the blinders
that stop agencies from thinking outside their own parameters.

Each agency and bureau needs to think beyond its own functions, beyond its own
databases, and work to connect to other departments. It’s very hard to do this on
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your own. That’s why we need an agency who’s responsible for making sure it hap-
pens.

Various proposals have been laid out for how this entity should be structured and
I look forward to hearing from our witnesses today on what they think.

But whatever form it takes, I strongly believe that we need to empower one agen-
cy, one entity, to coordinate information-sharing between and among the different
Federal law enforcement and intelligence agencies for the purposes of homeland de-
fense.

Having an agency that coordinates information from different agencies is the first
problem. Having the technology to help them do so is the second.

T've been told that the technology exists to vastly improve our agencies’ databases
so that the appropriate officials can access information in real time both within
their own agencies and with other Federal, State, and local agencies. Before the re-
cess, I introduced the idea of a supercomputer to coordinate Federal law enforce-
ment intelligence-gathering activities. While we would have to address the obvious
privacy concerns in developing an idea such as this one, it’s not beyond the pale.
We might need three or four of these computers, each one for a separate security
purpose.

In a recent interview, Larry Ellison of Oracle blamed a lot of our security prob-
lems on fragmented data. “We knew that Mohammed Atta was wanted,” he said.
“We just didn’t check the right database when he came into the country.”

For the most part, we have the right information. We know who to go after. We
just keep stumbling into our own bureaucracy. About 6 weeks ago, I requested a
complete list of the unclassified information databases used for law enforcement and
intelligence purposes from 10 different Federal law enforcement and intelligence
agencies.

After making follow-up call after follow-up call, I received the final lists only yes-
terday. What does this say about our organizational capabilities?

I've been told that our intelligence community is light years ahead of our law en-
forcement community in terms of the organization of information-sharing and its
technology. Everyone has to be brought up to speed. Intelligence gathering doesn’t
help if we don’t have the law enforcement capabilities to deal with the information.

Finally, we have to look at the culture in our Federal agencies and put a stop
to the stupid rivalries that get in the way of protecting our country.

It’s a well known fact that cultural differences between the different law enforce-
ment and intelligence agencies hinder proper information sharing. The CIA doesn’t
want to share with the FBI, the FBI doesn’t want to share with INS. My message
to all of them is this: grow up. This isn’t about turf wars between Federal agencies.
It’s about preventing terrorists from murdering innocent civilians. If you can’t see
that, then you need to take a good, hard look and figure it out.

I look forward to hearing from our witnesses today, from both inside and outside
the Government. Together, we can repair our defenses and make our Nation a safer
one.

Chairman SCHUMER. Now let me call on my colleague and friend,
Senator Sessions.

STATEMENT OF HON. JEFF SESSIONS,
A U.S. SENATOR FROM THE STATE OF ALABAMA

Senator SESSIONS. Thank you, Senator Schumer, and thank you
for your courtesy in working with us on putting this hearing to-
gether. We do not always work as well as we should in the Senate
sometimes, but you have always been extremely courteous and
open about what the purposes of a hearing would be and what you
hoped to accomplish.

I believe it is an important issue. How we go about making sure
that we have the right kind of unified information-sharing system
is a critically important issue.

I have believed for some time that we have a number of problems
there. DEA can do certain things. They do not input their intel-
ligence information, but if there is a warrant or an arrest warrant
for someone, they will flag it so that if that person is ever arrested,
at least they would call the Drug Enforcement Administration,
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then they would know that this person has been arrested, and they
would not have to share their most sensitive intelligence informa-
tion on the NCIC or some other system.

I believe we have to utilize the NCIC more. We have some
600,000-plus State and local law enforcement officers, and, for ex-
ample, 12,000 FBI agents. So not to enlist them in this effort is a
colossal error. They have got to be. They are out there every day
making arrests, making stops for people. And it is just a tragedy
if they make an arrest of a seriously wanted individual, to not
know it and release them.

We have systems today that a person who has been stopped, you
can put their thumb or finger on a machine, and it would tell their
criminal history from the police officer’s car. It is amazing.

So we have some capabilities here that we need to make sure
that we are utilizing fully. I look forward to asking some questions
about how our computer data systems are working, how they actu-
ally work today, because I am not sure I fully understand it. But
there are gaps, and it is a good thing to talk about.

With regard to the homeland security organization, that is a
matter of great complexity and importance. How we go about that,
I do not know. I am not convinced we need to create a large, per-
manent Cabinet-level or even semi-Cabinet-level agency at this
point. But we are going to have to decide how to do that, how we
can improve our homeland security, so it will be good to talk about
those issues, too.

Mr. Chairman, thank you.

Chairman SCHUMER. Thank you, Senator Sessions.

I want to just repay the compliment. We are from different parts
of the country. We are different ideologically. But we work together
well, and it is a tribute to Jeff. He is straightforward and fair, and
I very much appreciate that all the time.

Now let’s call on our witnesses and try to get right to the point
here. I am going to ask each of the witnesses to really—their entire
statements will be read into the record—but each witness to try
and limit the testimony to 5 minutes and get to the point, so we
can ask questions, because I think we are going to have a vote at
10 o’clock. As I say, we have some plane schedules from some of
our future witnesses to catch. We could not put them on first, be-
cause the protocol is always that you guys go first. So I just ask
your cooperation.

So let me introduce all three witnesses, and then we will have
each of them testify.

Mr. Vance Hitch is the CIO, the Chief Information Officer, for
the Department of Justice. He was appointed by Attorney General
Ashcroft in March. He is leading the development of an IT, infor-
mation technology, strategic plan that provides direction for the
Department of Justice’s future IT investments. Before coming to
Dod, Mr. Hitch was a senior partner with Accenture, where he de-
veloped the IT strategic plan for the State of Maryland, comprehen-
sive reengineering and automation of the city of Philadelphia’s
records. He has worked with other agencies, such as the Depart-
ment of State, the NSA, the CIA, and the DoD, to name a few ini-
tials, and multiple State and local governments.
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Mr. Robert Jordan, our second witness, heads the information
sharing task force for the FBI. He is the section chief in the Gov-
ernment and Civil Rights section. He is a 22-year-old veteran of the
FBI and was most recently in Newark, New Jersey, where he su-
pervised the white-collar crime and corruption program for that en-
tire State. Before that, he was a supervisory special agent in San
Diego, where he initiated a large-scale judicial corruption case.

Our third witness is Mr. Scott Hastings. He is the associate com-
missioner of the Office of Information Resource Management and
the deputy chief information officer of the INS. As the associate
commissioner, Mr. Hastings is responsible for the service’s informa-
tion technology programs, including all established ADP functions,
telecommunications, and electronic enforcement technology pro-
grams.

He has considerable experience with outsourcing of government
operations. In his current position, he is examining the role of Fed-
eral information technology organizations and their future configu-
rations and structure.

Prior to this position, he was the assistant commissioner for the
Office of Record Services at the INS, during which time he created
a national records facility and centralized operation for holdings in
excess of 25 million active files.

So you can see all three gentlemen are very accomplished in this
field and in the government. We are lucky to have all three of you.
Each of your statements will be read into the record. I am going
to try to stick to the 5 minutes.

Mr. Hitch, you may proceed.

STATEMENT OF VANCE HITCH, CHIEF INFORMATION
OFFICER, DEPARTMENT OF JUSTICE, WASHINGTON, DC

Mr. HitrcH. Thank you.

Mr. Chairman and Members of the Subcommittee, I am pleased
to appear before you today to discuss information sharing, as you
requested. I will take just a few minutes to briefly summarize my
prepared statement.

Last month, the Attorney General appointed me as the chief in-
formation officer of the Department of Justice. In announcing my
appointment, the Attorney General stated: A critical element in our
battle against the terrorist threat is the effective use of information
technology to share information across law enforcement.

To pursue this mission, my mandate, I believe, is very clear: Up-
grade the department’s information technology program to better
enable core mission accomplishment and use information tech-
nology as a tool for collaboration among the Justice components
and between Justice and other Federal agencies, as well as Fed-
eral, State and local law enforcement.

Improving and expanding the department’s use of information
technology is a key component of the Attorney General’s wartime
reorganization of the department, which he announced last Novem-
ber 8. Just last week, the Attorney General ordered the Justice
components to take further actions to institutionalize the depart-
ment’s ongoing efforts to coordinate information relating to ter-
rorism.
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Specifically, he asked for four things. First, expand the informa-
tion about known or suspected terrorists in existing law enforce-
ment databases, such as the FBI’s National Crime Information
Center, or NCIC, the Department of State’s TIPOFF system, and
the Customs Service’s Interagency Border Inspection System or
IBIS. Number two, establish procedures to obtain on a regular
basis identifying information on terrorists known to other coun-
tries. Three, establish a secure system for sharing information with
State and local agencies. And four, standardize procedures for shar-
ing sensitive information and implementing the information shar-
ing provisions of the U.S. Patriot Act.

But even prior to 9/11, the department was involved in several
efforts to improve information sharing. For example, the El Paso
Intelligence Center, or EPIC, is an interagency center that provides
tactical drug intelligence to Federal, State and local users. A tele-
phone call, fax or teletype provides the requester real-time informa-
tion access to EPIC from many Federal databases and EPIC’s own
internal system. The IDENT/IAFIS project is integrating the INS’s
IDENT system with the FBI's IAFIS fingerprint database. The in-
tegration project will increase the apprehension and effective pros-
ecution of criminal aliens. Finally, the JABS, or the Joint Auto-
mated Booking System, is streamlining the identification and book-
ing of persons in Federal custody. JABS enables the department’s
law enforcement components to share arrest information electroni-
cally and update the FBI’s crime master file in a real-time mode.

In direct response to the deadly attacks on the World Trade Cen-
ter and the Pentagon, the President directed the department also
to create a foreign terrorist tracking task force, or FTTTF, a multi-
agency group that leverages expertise, information, and technology
to identify, locate, remove or deny entry to foreign terrorists and
their supporters.

Among the participating agencies are the CIA, the INS, FBI,
State, Customs, Social Security and many members of the intel-
ligence community.

The President also directed that the Attorney General and the
Director of Central Intelligence ensure to the maximum extent per-
mitted by law that the task force has access to all available infor-
mation necessary to perform its mission. The task force is gath-
ering and analyzing data contributed by participating agencies,
using advanced techniques to mine the data, establish patterns,
and calculate risk parameters. The results of these analyses are
provided to the relevant agencies for appropriate enforcement ac-
tion.

Although the task force is still in the early stages of its work, it
offers an especially promising model for information sharing and
collaboration associated with terrorism.

Despite these efforts, it is clear that more needs to be done. We
must fundamentally rethink how information systems are de-
signed, developed, and managed, so that information technology
fosters rather than hinders collaboration.

This really means creating a Department of Justice information
architecture, as well as infrastructure and the management ap-
proach that promotes both information sharing, as well as informa-
tion security at the same time.
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I am confident that the organizational and cultural roadblocks to
information sharing are being remedied. We know that to succeed
we must work together. Our long-term goal and one that tech-
nology can help make a reality is that the Department of Justice
and members of the law enforcement community, whether State,
Federal or local, be able to communicate and collaborate with one
another fully, easily, and securely.

One of the Attorney General’s top 10 management goals, which
he announced in his initial reorganization letter, and one of his ini-
tial assignments to me, is the development of a comprehensive in-
formation technology plan for the department. We are working on
this plan as we speak and expect to have it completed within the
next several months.

Among the major goals of this plan are removing any technical
barriers to information sharing, building a department-wide secu-
rity infrastructure, and developing an enterprise architecture that
ensures secure access to data by all authorized users, and promotes
sharing and collaboration across organizational lines.

I can assure this Subcommittee that the Department of Justice
is committed to moving away from the stovepipe systems and over-
coming unnecessary obstacles to information sharing, and working
closely with the Office of Homeland Security, the Federal agencies
and others, to fully and securely share sensitive law enforcement
information.

Again, thank you for the opportunity to discuss this matter of
critical importance to the Justice Department and to all law en-
forcement. I would be pleased to respond to your questions.

[The prepared statement of Mr. Hitch follows:]

STATEMENT VANCE HITCH, CHIEF INFORMATION OFFICER, JUSTICE MANAGEMENT
D1visioN, UNITED STATES DEPARTMENT OF JUSTICE

Mr. Chairman and Members of the Committee, I am pleased to appear before you
today to discuss information sharing. I am both honored and grateful for this oppor-
tunity.

Last month, the Attorney General appointed me Chief Information Officer (CIO)
for the Department of Justice. In announcing my appointment, the Attorney General
stated: “A critical element in our battle against the terrorist threat is the effective
use of information technology to share information across law enforcement.” To pur-
sue this mission, my mandate is clear: upgrade the Department’s information tech-
nology program to better enable core mission accomplishment, and use information
technology as a tool for collaboration among Justice components, between Justice
and other Federal agencies, and among Federal, State, and local law enforcement.

In the aftermath of the September 11 terrorist attacks, it is clear that information
sharing is critical to our Nation’s safety. The Attorney General recognizes clearly
that access to accurate and timely information is crucial to supporting the Depart-
ment’s critical law enforcement responsibilities, and especially in protecting against
acts and threats of terrorism. Improving and expanding the Department’s use of in-
formation technology are key components of the Attorney General’s wartime reorga-
nization of the Department, announced on November 8, 2001.

Just last week, the Attorney General directed key Justice components to take fur-
ther actions to institutionalize the Department’s ongoing efforts to coordinate infor-
mation relating to terrorism. Specifically, he ordered the investigating components
to establish procedures to provide, on a regular basis and in electronic format, the
names, photographs and other identifying data of all known or suspected terrorists
for inclusion in the State Department’s TIPOFF system, the FBI’s National Crime
Information Center (NCIC), and the Customs Service’s Interagency Border Inspec-
tion System (IBIS). He also ordered the Assistant Attorney General for Legal Policy
to work with the components to draft for his consideration procedures, guidelines,
’?‘I]%{% C;"rle‘gxlations to implement the information sharing provisions of the USA PA-

ct.
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Historically, information systems have been developed and implemented to meet
the particular business needs of a specific component organization. The result, as
you know all too well, is a number of legacy stovepipe systems that impede cross
component information sharing. However, even before 9/11, the Department was in-
volved in several efforts to improve sharing or to consolidate systems. For example:

* El Paso Intelligence Center (EPIC). The Department of Justice established
the El Paso Intelligence Center (EPIC) in 1974, staffed by representatives of the
INS, the Customs Service, and the DEA, to provide a common information resource
on drug movement and immigration violations. Today, EPIC has grown to include
15 Federal agencies, the Texas Department of Public Safety, and the Texas Air Na-
tional Guard. In addition, EPIC maintains information sharing agreements with
other Federal law enforcement agencies, the Royal Canadian Mounted Police and
each of the 50 States and serves law enforcement agencies throughout the western
hemisphere. A telephone call, fax, or teletype from any of these agencies provides
the requestor real-time information accessed through EPIC from many different
Federal data bases, plus EPIC’s own internal database.

« IDENT/IAFIS. The IDENT/IAFIS project was established to integrate the INS
IDENT system with the FBI'’s IAFIS. The integration project will directly enhance
the Department’s ability to meet its mission through increased apprehension and ef-
fective prosecution of criminal aliens. It is a major cross-cutting initiative and will
provide improved INS identification services to determine whether a person they ap-
prehend is the subject of a posted Want or Warrant or has a record in the FBI’s
Criminal Master File. Similarly, it will provide law enforcement agencies with all
reflevant immigration information as part of a criminal history response from a sin-
gle FBI.

* Joint Automated Booking System (JABS). JABS is another major cross-cut-
ting initiative involving the Bureau of Prisons, the U.S. Marshals Service, the INS,
the FBI, and the DEA. JABS streamlines the identification and processing of Fed-
eral offenders by providing the means to electronically collect, store, and transmit
photographic, fingerprint, and biographical data.

More recently, and in direct response to the deadly attacks on the World Trade
Center and the Pentagon, the President directed the Department to create a Foreign
Terrorist Tracking Task Force (FTTTF). This is a multi-agency Task Force that
combines agency expertise, information and advanced technologies to identify, lo-
cate, and remove or deny entry to foreign terrorists and their supporters. There are
several Federal agencies that are already participating (e.g., the FBI, the INS, the
State Department, the Customs Service, the Social Security Administration, and ele-
ments of the Intelligence Community). These agencies are joint participants with a
common mission of neutralizing the threat of terrorist aliens.

The President also directed that the Attorney General and the Director of Central
Intelligence “ensure, to the maximum extent permitted by law, that the Task Force
has access to all available information necessary to perform its mission.” The Task
Force is both gathering and analyzing data contributed by participating agencies,
using advanced methods to mine the data, establish patterns, and calculate risk pa-
rameters. Results of these analyses are provided to the relevant agencies for appro-
priate enforcement action. Although the Task Force is still in the early stages of its
work, it offers an especially promising model for information sharing and collabora-
tion.

Despite these efforts, it is clear that more needs to be done. To meet the new
threats and challenges we face today, we must fundamentally rethink how informa-
tion systems are designed, developed and managed so that IT fosters, rather than
hinders, collaboration. This means creating a Dod information architecture, infra-
structure, and management approach that promote both information sharing and in-
formation security.

It is important that we move forward on both the sharing and security fronts si-
multaneously. Sharing information depends in no small measure on our ability to
assure that the information will be protected from unauthorized disclosure. A pri-
mary obstacle to sharing has been, and remains, concerns about the security of the
information once it is outside the control of the agency that “owns” it.

The Department has a long ways to go, but I am confident we are headed in the
right direction. I am convinced that organizational and cultural roadblocks to infor-
mation sharing are being remedied. In part, this is because of executive branch and
Congressional leadership; in part, it is because of the sheer magnitude and com-
plexity of the threat. We know that to succeed we must work together. Our long-
term goal—and one that technology can help make a reality—is that the Depart-
ment of Justice and all members of the law enforcement community, whether Fed-
eral, State, or local, be able to communicate and collaborate with one another fully,
easily, and securely.
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One of the Attorney General’s top ten management goals, and one of his initial
assignments to me, is the development of a comprehensive Information Technology
Plan for the Department. We are working on this Plan and expect to complete it
\Czlvithin the next month. However, let me briefly outline the Plan’s major themes and

irections:

Information Sharing

There are three key technical barriers to information sharing within the Depart-
ment of Justice: (1) insufficiently modernized office automation systems; (2) inad-
equate networking; and (3) applications and data stores that cannot be accessed by
other components or agencies. Overcoming these barriers is a long-term effort, but
progress has and is being made. For example, the components are in various stages
of updating their office automation and networking infrastructures and, as men-
tioned earlier, there have been some, albeit limited, efforts to share information and
integrate systems.

1Cdritical areas in support of information sharing to be addressed in the plan in-
clude:

e Upgrading our telecommunications infrastructure to improve cross component
access to intranet sites and other data stores, meet projected demands for band-
width, and ensure wireless and remote access to the DodJ network;

 Accelerating the completion of component office automation upgrades; and

* Modernizing access methods, such as through Web-like interfaces, collaboration
platforms, and systems consolidation.

I want to elaborate on the last point. Of great concern to this Committee is wheth-
er agencies are sharing information related to foreign nationals who want to enter
this country, or are already here, and who may be threats to national security. One
of the difficulties is that the INS has an array of heterogeneous systems that does
not provide a full and complete picture of a foreign national’s travel to and from
the United States or critical events during his or her period of stay. For this reason,
the Department is exploring with the Office of Homeland Security and affected
agencies the creation of a consolidated database that would be organized by person
rather than immigration event and would be accessible to all parties, including the
State Department and the Customs Service.

Information Security

Information systems must be protected from inadvertent or deliberate disclosure
of sensitive information to unauthorized users, from attacks on the infrastructure
that deny services, and from attempts to alter or otherwise falsify information. Se-
curing our information systems has rightfully become the focus of increasing scru-
tiny by the Congress and others.

We need to improve information security by building a long-term departmentwide
security infrastructure that will ensure that information systems are secure from
day one, rather than requiring continuous patches and fixes. In the meantime, we
will take two immediate steps:

* First, we need to make sure that existing systems are as well protected as they
should be by identifying vulnerabilities and taking corrective action. The Depart-
ment is carefully monitoring and tracking component progress in this regard.

* Second, we need to build infrastructure-based capabilities, such as public key in-
frastructure, available for use throughout DoJ and scalable to the broader law en-
forcement and judicial communities.

IT Planning and Management

We also intend to strengthen the way we plan for and manage our IT invest-
ments. Here again, progress has been made but more work is needed. Among my
priorities will be developing an enterprise architecture that is linked to investment
management and provides a foundation for ensuring that IT systems meet mission
requirements, identifies redundancies and opportunities for consolidation, and en-
sures cross component sharing of common assets, services, and solutions. It will be
an architecture that ensures secure access to data by all authorized users and pro-
motes sharing and collaboration across organizational lines. Relatedly, I will be em-
phasizing the development of Departmentwide standards and policies, as well as
stronger oversight of priority initiatives.

This is an ambitious agenda, one that will take time, resources, and cooperation
to implement fully. But I can assure this Committee that the Department of Justice
is committed to moving away from stovepipe information systems, overcoming un-
necessary obstacles to information sharing, and working closely with the Office of
Homeland Security, Federal agencies, and others to fully and securely share sen-
sitive law enforcement. We simply cannot afford to do otherwise.
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Again, thank you for the opportunity to discuss this matter of critical importance
to the Justice Department, and to all law enforcement. I would be pleased to re-
spond to your questions at this time.

Chairman SCHUMER. Thank you, Mr. Hitch.
Mr. Jordan.

STATEMENT OF ROBERT J. JORDAN, CRIMINAL INVESTIGA-
TIVE DIVISION, FEDERAL BUREAU OF INVESTIGATION,
WASHINGTON, DC

Mr. JOoRDAN. Thank you. Good morning, Mr. Chairman and Sen-
ator Sessions.

My name is Bob Jordan and I serve as the head of the FBI’s in-
formation sharing task force. With me today is Gene O’Leary, act-
ing Assistant Director of the FBI's Information Resources Division,
and Ken Ritchhart, Chief of the Data/Information Management
Section of IRD.

We welcome this opportunity to meet with you today about the
status of the FBI's information sharing initiatives within the bu-
reau and with other government agencies for homeland defense
purposes.

The FBI is an organization in change. Not only are we struc-
turally different, but in very fundamental ways, Director Mueller
has revamped our approaches to counterterrorism and prevention.

Since 9/11, we have seen massive shifts in our resource deploy-
ments. Our missions and priorities are being redefined to better re-
flect the post-9/11 realities. As an agency, we are committed to de-
voting whatever resources are necessary to meet our prevention
mission and continue to sustain a dramatically enhanced world-
wide counterterrorism effort.

A substantial component of this approach is information sharing,
not only at the Federal level, but also within the entire law en-
forcement and intelligence communities.

Over the last several years, much has improved, but this seem-
ingly simple issue is actually a complex myriad of technology, legal,
policy, and cultural issues. Since the tragic events of 9/11, this sin-
gle issue which is critical to public safety is receiving the sustained
high-level attention necessary to ensure that everything that can
be done on every facet of the issue is being done.

In that regard, I am happy to say that the spirit of collaboration
and willingness to exchange data has never been stronger or more
pronounced than it is today. Many of the legal and policy impedi-
ments that kept us from more fully exchanging information in the
past have been or are now being changed.

The Patriot Act has greatly improved our ability to exchange
data with the intelligence community and across law enforcement.
In addition, the Attorney General’s recent directive to increase the
coordination and sharing of information between the Department of
Justice, the FBI, INS, the Marshals Service and the Foreign Ter-
rorist Tracking Task Force on terrorist matters, and to establish
secure means of working with State and local officials, are major
n%fi‘lestones in improving our information-sharing and collaboration
efforts.

Equally important, the difficult technology challenges we all face
are on top of everybody’s priority list. This is especially so at the
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FBI. Under Director Mueller’s leadership, the FBI on every front
is hard at work, carrying out the Attorney General’s information-
sharing directive.

Within the FBI, Director Mueller has personally taken on the
challenge of improving information sharing and has directed FBI
executive management to develop every means necessary to share
as much information as possible with other agencies, as well as
State and local law enforcement. Years of experience have dem-
onstrated that joint terrorism task forces, our JTTFs, have proven
to be one of the most effective methods of unifying Federal, State
and local law enforcement efforts to prevent and investigate ter-
rorist activity by ensuring that all levels of law enforcement are
fully benefiting from the information possessed by each.

There are currently 47 JTTFs. We are working expeditiously to
establish JTTFs in each of the FBI’s 56 field offices. In 1996, there
were only 11 of these task forces. The creation of 21 new JTTFs
this year is resulting in an expanded level of interaction and co-
operation between the FBI and their Federal, State and local coun-
terparts, as well as an enhanced flow of information between the
participating law enforcement agencies.

Among the full-time Federal participants on JTTFs are the INS,
the Marshals Service, Secret Service, the FAA, the Customs Serv-
ice, ATF, the State Department, Postal Inspection Service, IRS,
and the U.S. Park Police. State and local agencies are heavily rep-
resented.

The FBI has a long tradition of exchanging unclassified informa-
tion with Federal, State and local law enforcement agencies on
wants and warrants, fingerprint identification, forensic informa-
tion, and watch lists. The last few years has seen dramatic in-
creases in the exchanges of specific case-related information due in
large part to the proliferation of task forces. Now we are improving
our sharing of classified information, again through such mecha-
nisms as the JTTFs.

Following the terrorist attacks of September 11, FBI head-
quarters compiled what became known as the Project Lookout
Watch List. The project was successful in identifying a number of
individuals potentially connected to the PENTTBOM investigation.
Due to the success of this effort and in recognition of the need to
maintain a centralized repository of names in the investigative in-
terests related to terrorism investigations, Director Mueller in-
structed the establishment of a permanent terrorism watch list,
TWL, to serve as the FBI’s single integrated listing of individuals
of investigative interest that will be accessible throughout the law
enforcement intelligence communities.

We anticipate the full implementation of the TWL within the
next 60 to 90 days, replacing the stopgap system now resident in
NCIC. The TWL will consist of a compendium of names based on
information identified through FBI and JTTF investigations, U.S.
intelligence community reporting, and Department of Defense intel-
ligence gathering, as well as information provided by cooperating
foreign governments.

Director Mueller has undertaken several other initiatives that ei-
ther directly or indirectly enhance the FBI’s information sharing
capacity. All of these efforts are designed around the recognition
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that post-9/11, the FBI has adopted both a new focus and priorities
that recognize the substantial investment being made in preven-
tion.

A few examples include:

Director Mueller has recently named Louis Quijas, currently the
Chief of Police of High Point, North Carolina, to be the FBI Assist-
ant Director for Law Enforcement Coordination.

An Office of Intelligence is now part of the FBI's organizational
structure.

The FBI has undertaken a major recruiting and hiring initiative
to bring into the FBI private sector IT experts who can greatly as-
sist in designing and managing our sizeable IT projects recently
funded by Congress.

The FBI’s future ability to deter and prevent crimes requires the
use of current and relevant IT. We have several critical initiatives
underway to upgrade our IT infrastructure and investigative appli-
cations, such as Trilogy program, data warehousing and data min-
ing, and our information assurance initiative.

Funding these programs is essential to providing our investiga-
tors and analysts with improved IT resources and tools to support
criminal and national security investigations, enabling improved
and more expeditious data sharing and active collaboration.

That concludes my prepared remarks, Mr. Chairman. I will be
happy to respond to any questions.

[The prepared statement of Mr. Jordan follows:]

STATEMENT OF ROBERT J. JORDAN, FEDERAL BUREAU OF INVESTIGATION

Good morning, Mr. Chairman and Members of the Subcommittee. My name is Bob
Jordan and I serve as the head of the FBI’s Information Sharing Task Force. With
me today is Gene O’Leary, Acting Assistant Director of the FBI's Information Re-
sources Division (IRD) and Ken Ritchhart, Chief of the Data/Information Manage-
ment Section of IRD. We welcome this opportunity to meet with you today about
the status of the FBI’s information sharing initiatives within the Bureau and with
other Government agencies for homeland defense purposes.

The FBI is an organization in change. Not only are we structurally different but,
in very fundamental ways, Director Mueller has revamped our approaches to
counterterrorism and prevention. Since 9/11, we have seen massive shifts in our re-
source deployments. Our missions and priorities are being redefined to better reflect
the post-9/11 realities. As an agency, we are committed to devoting whatever re-
sources are necessary to meet our prevention mission and continue to sustain a dra-
matically enhanced worldwide counterterrorism effort. A substantial component of
this approach is information sharing, not only at the Federal level but also within
the entire law enforcement and intelligence communities: Over the last several
years much has improved, but this seemingly simple issue is actually a complex
myriad of technology, legal, policy and cultural issues. Since the tragic events of
September 11, this single issue, which is critical to public safety, is receiving the
sustained, high-level attention necessary to ensure everything that can be done on
every facet of the issue is being done.

In that regard, I am happy to say that the spirit of collaboration and willingness
to exchange data has never been stronger or more pronounced than it is today.
Many of the legal and policy impediments that kept us from more fully exchanging
information in the past have been or are now being changed. The USA Patriot Act
(Pub. L. 107-56) has greatly improved our ability to exchange data with the intel-
ligence community and across law enforcement. In addition, the Attorney General’s
recent directive to increase the coordination and sharing of information between the
Dod, the FBI, the INS, the USMS, and the Foreign Terrorist Tracking Task Force
(FTTTF) on terrorist matters and to establish secure means of working with State
and local officials are major milestones in improving our information sharing and
collaboration efforts. Equally important, the difficult technology challenges we all
face are on the top of everyone’s priority list. This is especially so at the FBI. Under
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Director Mueller’s leadership, the FBI, on every front, is hard at work carrying out
the Attorney General’s information-sharing directive.

Joint Terrorism Task Forces

Within the FBI, Director Mueller has personally taken on the challenge of improv-
ing information sharing and has directed FBI executive management to develop
every means necessary to share as much information as possible with other agencies
as well as with State and local law enforcement. Years of experience have dem-
onstrated that Joint Terrorism Task Forces, JTTFs, have proven to be one of the
most effective methods of unifying Federal, State and local law enforcement efforts
to prevent and investigate terrorist activity by ensuring that all levels of law en-
forcement are fully benefiting from the information possessed by each.

There are currently 47 JTTFs. We are working expeditiously to establish JTTFs
in each of the FBI’s 56 field offices. In 1996, there were only 11 of these task forces.
The creation of 21 new JTTFs this year is resulting in an expanded level of inter-
action and cooperation between FBI Special Agents and their Federal, State and
local counterparts, as well as an enhanced flow of information between the partici-
pating law enforcement agencies.

Among the full-time Federal participants on JTTFs are the INS, the Marshal’s
Service, the Secret Service, the FAA, the Customs Service, the ATF, the State De-
partment, the Postal Inspection Service, the IRS, and the U.S. Park Police. State
and local agencies are heavily represented.

In addition to the JTTFs, the Regional Terrorism Task Force (RTTF) initiative
serves as a viable means of accomplishing the benefits associated with information
sharing without establishing a full-time JTTF. FBI Special Agents assigned to
counterterrorism matters meet with their Federal, State and local counterparts in
designated alternating locations on a semi-annual basis for common training, dis-
cussion of investigations, and to share and discuss intelligence. The design of this
non-traditional terrorism task force provides the necessary mechanism and struc-
ture to direct counterterrorism resources toward localized terrorism problems within
the United States. There are currently six RTTF's: the Inland Northwest, the South
Central, the Southeastern, the Northeast Border, the Deep South and the Southwest
RTTFs.

The FBI has a long tradition of exchanging unclassified information with Federal,
State and local law enforcement agencies on wants and warrants, fingerprint identi-
fication, forensic information and watch lists. The last few years have seen dramatic
increases in the exchange of specific case-related information due, in large part, to
the proliferation of task forces. Now, we are improving our sharing of classified in-
formation again through such mechanisms as the JTTFs.

Terrorism Watch List

Following the terrorist attacks of September 11, 2001, FBI Headquarters compiled
what became known as the “Project Lookout Watch List.” The project was successful
in identifying a number of individuals potentially connected to the PENTTBOM in-
vestigation. Due to the success of this effort and in recognition of the need to main-
tain a centralized repository of names of investigative interest related to terrorism
investigations, Director Mueller instructed the establishment of a permanent Ter-
rorism Watch List (TWL) to serve as the FBI’s single, integrated listing of individ-
uals of investigative interest that will be accessible throughout the law enforcement
and intelligence communities. We anticipate the full implementation of the TWL
within the next 60 to 90 days, replacing the stop-gap system now resident in NCIC.
The TWL will consist of a compendium of names based on information identified
through FBI and JTTF investigations, U.S. Intelligence Community reporting, and
Department of Defense intelligence gathering, as well as information provided by co-
operating foreign governments.

The TWL will be designed to assist both the intelligence and the law enforcement
communities in their investigations of terrorist groups/individuals and, equally im-
portant, to alert officers or agents should a person of interest in a terrorism matter
be encountered by another agency. TWL staff will coordinate with the FBI’s Crimi-
nal Justice Information Services (CJIS) Division to ensure the utilization of appro-
priate NCIC files. This capability will provide all State and local law enforcement
agencies ready access to this information. Information in the TWL will also be
shared with U.S. Government agencies that operate comparable tracking systems.
As I describe these new databases and our plans for sharing them, please remember
that the FBI will by complying with the Privacy Act and the detailed regulations
that govern our law enforcement, counterterrorism, and counterintelligence activi-
‘(ciies,bwhich ensures proper protection for the rights of Americans in the use of the

atabases.
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The TWL will be divided into three distinct categories. The first category will in-
clude the names of individuals for whom formal criminal charges or indictments
have been issued (e.g., the 22 individuals on the Most Wanted Terrorist list). The
second category will include the names of individuals of investigative interest to the
FBI.

The third category of the TWL will include the names of individuals provided by
the Intelligence Community and cooperating foreign governments.

Other FBI Initiatives

We have recently developed an FBI-wide and Dod-wide capability to electronically
share case information. Our Integrated Intelligence Information Application (IITA)
database is another example of major improvements in information sharing. It uses
information derived from many different sources including the Department of State
and INS. IITA provides analytical support for Counterintelligence and
Counterterrorism programs. It is a real-time collection system that houses over 33
million records. In the aftermath of 9/11 and PENTTBOM, IIIA has been asked to
provide electronic search support to units within the FBI as well as to the critical
FTTTF. To satisfy these requests, multiple programs have been written to stand-
ardize incoming data arriving in differing formats and to package the responses to
accommodate the requesters’ needs.

Director Mueller has undertaken several other initiatives that either directly or
indirectly enhance the FBI’s information sharing capacity. All of these efforts are
designed around the recognition that post-9/11, the FBI has adopted both a new
focus and priorities that recognize the substantial investment being made in preven-
tion. A few examples include:

e Director Mueller has named Louis Quijas, currently Chief of Police of High
Point, North Carolina, to be FBI Assistant Director for Law Enforcement Coordina-
tion. Chief Quijas has as his single mission fully exploiting State and local law en-
forcement support through enhanced information sharing and ensuring that State
and local law enforcement have a strong voice within the FBI as we work on ter-
rorism, prevention and major investigations.

* An Office of Intelligence is now part of the FBI’s organizational structure. This
office has as part of its mission not only to ensure the vigorous and fluid flow of
information within the FBI but also to ensure that intelligence goes elsewhere with-
in the law enforcement and intelligence communities in every instance when it is
appropriate to do so.

¢ The FBI has undertaken a major recruiting and hiring initiative to bring into
the FBI private sector IT experts who can greatly assist in designing and managing
the sizable IT projects recently funded by Congress. These projects, such as Trilogy,
are vital to any robust information sharing program.

* A Records Management Division has been established, headed by an outside
records expert, to put in place the “information management” policies and mecha-
nisms critical to effective sharing programs.

e The FBI is detailing personnel to other agencies, and vice versa, to ensure that
information both is both shared and understood within both agencies. These efforts
are critical to programs like the National Infrastructure Protection Center (NIPC),
the Counterterrorism Center at CIA, and others.

Information Security

One equity we must balance with our desire to share information as freely as pos-
sible is the need for the security of information. As recently detailed in Judge Wil-
liam Webster’s report, we must keep in mind that we are keepers of information
that is highly classified and controlled by “need to know” principles. Access to highly
confidential information will be in accordance with the FBI's broad, new security
policies. Access control mechanisms, such as identification and authentication will
provide accountability for those individuals having a need to know restricted infor-
mation. In addition, audits of this access will be routinely conducted. The lives of
agents, informants and innocent victims often rest upon the safekeeping of their in-
formation. The need for information security must be balanced by the driving need
of the criminal investigator to be able to follow any and all avenues in an investiga-
tion.

The Webster Commission report accurately points out that the FBI’s information
technology (IT) recapitalization effort, Trilogy, includes funding for only the
foundational elements of Information Assurance (IA). At rollout, Trilogy will provide
more security than the FBI’s current IT backbone. The goal, however, is to develop
the TA Program to be on par with other world-class information systems security
efforts. Significant coordination has taken place between the Trilogy Program and
personnel assigned to the IA Program to ensure that the Trilogy security architec-
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ture will support the utilization of the future IA technologies we plan to employ.
So, while Trilogy and related applications will give the FBI a vastly increased capa-
bility to use, analyze, exploit and share information collected in investigations, it
will be designed and deployed in a manner that addresses the shortcomings appar-
ent in the Hanssen matter.

Challenges

Today, information sharing is technologically feasible. Advances in information
technology have made it possible to link the information systems of agencies that
are operating with different hardware and software. The improvements in informa-
tion sharing that are at the heart of these initiatives, however, require that agencies
participating in integration initiatives come together and agree upon a governance
structure to manage decisionmaking in an integrated environment. Federal, State
and Local law enforcement must address the considerable challenge of developing
a formalized organizational framework within which participating agencies will
share responsibility for making and executing overarching decisions on such issues
as budgeting, hardware and software purchases, and the development of policies,
procedures, and protocols that effect the operational integrity of the information
sharing system. Our systems were originally designed to comply with a complex set
of regulations restricting what can and cannot be shared amongst Federal, State
and local agencies. We are committed to redesigning our systems and making what-
ever changes are necessary to ensure the effective and efficient exchange of informa-
tion within the law enforcement community.

At the same time, we still need to further improve our ability to share information
between our own applications and our own multitude of databases. Our Data
Warehousing project will provide us with the capability to finally combine informa-
tion from all our applications into a coherent whole and provide advanced data min-
ing, analytical and visualization tools. We are also working with the Office of Home-
land Security on improving horizontal information sharing, developing common data
standards, and improving collaboration capabilities.

The FBI’s future ability to deter and prevent crimes requires the use of current,
and relevant IT. We have several critical initiatives underway to upgrade the FBI
IT infrastructure and investigative applications such as the Trilogy Program; Data
Warehousing & Data Mining; our Collaboration Initiative; and our Information As-
surance initiative. Funding these programs is essential to provide our investigators
and analysts with improved IT resources and tools to support criminal and national
security investigations, enabling improved and more expeditious data sharing and
active collaboration.

That concludes my prepared remarks, Mr. Chairman. I will be happy to respond
to any questions you may have.

Chairman SCHUMER. Thank you, Mr. Jordan. I want to thank
both witnesses. I know you condensed your testimony.
Mr. Hastings. I presume you will do the same thing.

STATEMENT OF SCOTT O. HASTINGS, DEPUTY ASSOCIATE
COMMISSIONER FOR INFORMATION RESOURCES, IMMIGRA-
TION AND NATURALIZATION SERVICE, WASHINGTON, DC

Mr. HASTINGS. I will certainly do that.

I appreciate the opportunity to appear today to discuss this issue.
In any discussion about moving Federal agencies to a more effec-
tive information-sharing environment, technical solutions need to
be only a part.

The Department of Justice approach and the approach of the Of-
fice of Homeland Security are similar: build a solid planning re-
quirements base before identifying technical solutions, at the same
time implementing tactical interim successes that make sense to
support the immediate threats. Business needs and objectives that
may be expressed in enterprise architectures must be established.

Following that process, decide the information that is required by
the operation and how to deliver it, identify technology alternatives
to deliver that information, create utilities that support that proc-
ess, and invest.
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Finally, select, control, and manage those utilities, and then cre-
ate knowledge-management capability.

The INS is clearly one of the core agencies that requires en-
hanced information-sharing capabilities. The data we collect are
crucial to the law enforcement and intelligence communities, who
are now integrating their functions to combat the threat of ter-
rorism. Consequently, we are deeply involved in efforts to overcome
the barriers to appropriate and secure exchange of data, and equal-
ly important to convert that data to useful information that sup-
ports clear operational objectives.

The Office of Homeland Security, in conjunction with OMB, is
overseeing initiatives that provide information sharing between
Federal agencies horizontally, and then promote agencies vertically
to State and local governments, as well as selected private indus-
tries. INS is a working partner in those efforts.

Attorney General Ashcroft has made the prevention of terrorist
activities an overriding priority in the Department of Justice and
its components. With this goal in mind, he directed us to review
and strengthen our policies and procedures to ensure that informa-
tion sharing and analysis and coordination of activities with other
Federal agencies, as well as our State and local partners, to combat
terrorism.

This mandate, coupled with new legislation, such as the USA Pa-
triot Act, has provided us with greater authority to share informa-
tion as appropriate. We are implementing technical linkages as we
speak with other Federal agencies to integrate the data required to
support the act.

We have also been directed by the Attorney General to step up
our efforts to coordinate information activities in the common effort
to prevent and disrupt terrorism, and we are full participants in
the departmental efforts to improve data sharing.

Federal agencies maintain a number of databases that provide
real-time information to officials at U.S. diplomatic posts abroad,
offices at ports of entry, and the interior law enforcement officials.
We work closely with agencies to prevent terrorists from entering
the United States, to deny them entry across our borders, and to
detect and apprehend those already in the country, and to gather
intelligence on the plans and activities of terrorist conspiracies.

We provide, in electronic format, biographic, biometric, and asso-
ciated data for inclusion in several external agency databases to
better identify these terrorists.

For many years, INS has taken steps to enhance the exchange
of information through greater cooperation amongst the law en-
forcement community. An example of this is the law enforcement
support center, available 24 hours a day, 7 days a week, to provide
State law enforcement with data and information from INS data-
bases. We also verify immigration status for State and local benefit
granting agencies, some employers and some State drivers license
bureaus.

Finally, we are working internationally to develop better ways of
sharing information that will support enforcement intelligence op-
erations. The U.S. government recently signed agreements with the
governments of Canada and Mexico to further these initiatives.
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I cannot overemphasize the commitment of INS and the other
Federal agencies to work together to achieve a more supportive and
comprehensive information support environment. In each of these,
we need to be sensitive to the legal limitations on sharing informa-
tion, security and privacy concerns, and who are the appropriate
users of the information.

With all the initiatives, there are no quick fixes, technological or
otherwise, to problems we face. We must work with advanced tech-
nology to improve our systems. But technology alone cannot solve
our problems.

In order to leverage our resources and maximize our capabilities,
technology must be coupled with strong intelligence information-
gathering distribution systems. This will require seamless coopera-
tion amongst the agencies involved. It is crucial we focus on the ef-
forts exemplified by Dod, the Department of Justice, and the Home-
land Security Office that solidify the planning and administrative
structures that are required, while continuing to support the imme-
diate requirements levied every day by ongoing intelligence and en-
forcement operations. In this way, the INS can help ensure a more
dependable outcome that takes advantage of the wealth of tech-
nology solutions that already exist, but that may be embedded
within individual agencies. Without these structures, we will be
unable to interlace these solutions together in a meaningful way.

Thank you for the opportunity to testify.

[The prepared statement of Mr. Hastings follows:]

STATEMENT OF SCOTT O. HASTINGS, ASSOCIATE COMMISSIONER FOR THE OFFICE OF
INFORMATION RESOURCES MANAGEMENT, U.S. IMMIGRATION & NATURALIZATION
SERVICE, WASHINGTON, D.C.

Mr. Chairman and Members of the Committee, I appreciate the opportunity to ap-
pear before you to discuss the important issue of how technology and information
can best support our efforts to reduce the threat of foreign terrorist activity.

The Immigration and Naturalization Service (INS) is clearly one of the core agen-
cies that will require enhanced information sharing capabilities. The data we collect
are crucial to the law enforcement and intelligence communities that are now inte-
grating their functions to combat the threat of terrorism. The INS will need to take
advantage of additional external sources of data to support our enforcement and in-
telligence functions.

Consequently, we are involved deeply in efforts to overcome barriers to the appro-
priate and secure exchange of data and, equally important, to convert that data to
useful information that supports clear operational objectives. The Office of Home-
land Security, in conjunction with the Office of Management and Budget, is coordi-
nating agency initiatives that promote information sharing among Federal agencies
horizontally, and then from those agencies, vertically, to State and local govern-
;nents as well as selected private industries. INS is a working partner in those ef-

orts.

Attorney General Ashcroft has made the prevention of terrorist activities an over-
riding priority of the Department of Justice and its components. With this goal in
mind, he directed us to review and strengthen our policies and procedures to ensure
information sharing and analysis and coordination of activities with other Federal
agencies, as well as our State and local partners, to combat terrorism. This man-
date, coupled with new legislation such as the USA PATRIOT Act of 2001, has pro-
vided us with greater authority to share information with Federal officials to assist
in the performance of their duties. We are implementing the technical linkages with
other Federal agencies to integrate data required to support this Act.

The Attorney General has also directed Department of Justice components to step
up our efforts to coordinate information and activities in the common effort to pre-
vent and disrupt terrorism. We are participating in Department efforts to improve
data sharing.

Federal agencies maintain a number of databases that provide realtime informa-
tion to officials at U.S. diplomatic outposts abroad, officers at ports-of-entry, and in-
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terior law enforcement officials (e.g., the State Department’s TIPOFF program). We
work closely with these agencies to prevent terrorists from entering the United
States, to deny them entry across our borders, to detect and apprehend those al-
ready in the country, and to gather intelligence on the plans and activities of ter-
rorist conspiracies. We provide in electronic format biographic, biometric, and asso-
ciated data for inclusion in several external agency databases to better identify sus-
pected terrorists. For example, through the Interagency Border Inspection System
(IBIS), the primary automated screening tool used by both the INS and U.S. Cus-
toms Service at ports-of-entry, access is provided to many databases, including the
FBI National Crime Information Center (NCIC). NCIC is the Nation’s principal law
enforcement automated information sharing tool. It provides on-the-street access to
information to over 650,000 U.S. local, State, and Federal law enforcement officers.

Additionally, the INS works to share information through the Integrated Auto-
mated Fingerprint Identification System (IAFIS) and other appropriate law enforce-
ment databases to assist in detecting and locating foreign terrorists.

We have successfully integrated wants and warrants from the NCIC and the FBI
into our own IDENT system. Through this joint endeavor, since August 15, 2001,
we have identified a total of 891 individual aliens at the border who were wanted
on outstanding criminal charges. With the expansion of IDENT to INS offices in the
énterior, we have been better able to identify criminal aliens residing in the United

tates.

On October 30, 2001, the President directed the Department of Justice to estab-
lish the Foreign Terrorist Tracking Task Force (FTTTF). The mission of the FTTTF
is to keep foreign terrorists and their supporters out of the United States by pro-
viding critical and timely information to border control and interior enforcement
agencies and officials. To do so requires electronic access to large sets of data, in-
cluding the most sensitive material from law enforcement and intelligence sources.
The INS works closely with the FTTTF to discern patterns and probabilities of ter-
rorist activities and to ensure that data is properly shared.

For many years, the INS has taken steps to enhance the exchange of information
through greater cooperation amongst the law enforcement community. An example
of this is the Law Enforcement Support Center available 24 hours a day, 7 days
a week to provide State law enforcement with data and information from INS data-
bases. We also verify immigration status for State and local benefit granting agen-
cies, some employers, and some State driver’s license bureaus.

Finally, we are working internationally to develop better ways of sharing informa-
tion that will support enforcement and intelligence operations. The U.S. Govern-
ment recently signed agreements with the governments of Canada and Mexico to
further these initiatives.

I cannot over-emphasize the commitment of the INS and other Federal agencies
and other participants to work together to achieve a more supportive and com-
prehensive information support environment.

In each of these data sharing initiatives we must be sensitive to the Privacy Act
and other relevant legal limitations on sharing information. When making informa-
tion available to other entities, security, privacy concerns and appropriate user ac-
cess are primary considerations for us. We have created a standing reviewing body
to ensure all these issues are addressed with each type of data-sharing request.

All of our efforts to better share data need to take place in a sound planning and
investment management process in order to succeed. Prior to September 11, the INS
was developing mid- to long-range plans in response to growth in both its mission
responsibilities and information sharing. Specifically, the INS has long-term plans
to guide and align infrastructure and technology to accomplish this mission. The
INS has undertaken several major initiatives to improve the planning and integra-
tion of its information technology environment, including an INS Enterprise Archi-
tecture Plan, a technology architecture, strategic information technology plans, and
a 5-year records management plan. One goal of these plans is to ensure enhanced
data sharing that is secure, accurate, and timely, and that meets the enterprise’s
operational objectives, not individual and “stove-piped” business functions. Other
goals of these plans include:

Additional agent support equipment and technology enhancements and expanded
access to biometric identification systems, such as a mobile IDENT system.

Implementation of automated access to the National Crime Information Center
Interstate Identification Index (NCIC III) through the Advance Passenger Informa-
tion System to enable primary inspectors at ports-of-entry receiving Advance Pas-
senger Information to identify, prior to admission, aliens with criminal histories.

Improved system checks for the adjudication of applications at INS Service Cen-
ters and District Offices.
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Improved accessibility to all Department of State visa data and photographs in
electronic form at ports-of-entry so that visa information will be available at the
time of actual inspection.

Expanded implementation of alternative inspection systems to facilitate admission
of low-risk travelers while focusing on high-risk travelers. Deployment of the Stu-
dent Exchange Visitor Information System, an Internet-based system that provides
tracking and monitoring functionality on non-immigrant students and exchange visi-
tors. Implementation of an entry and exit data system that will record the arrivals
and departures of foreign nationals visiting the United States.

Continued cooperation with the State Department to replace old border crossing
cards with the new biometric border crossing card and deploy card readers to our
ports-of-entry.

Even with each of these initiatives, there is no quick fix, technological or other-
wise, to the problems we face. We must work with advanced technology and improve
our systems. But technology alone cannot solve our problems. In order to leverage
our resources and maximize our capabilities, technology must be coupled with a
strong intelligence and information-gathering and distribution system. This will re-
quire seamless cooperation among the many Federal agencies involved.

The most compelling progress in this arena has been the formalization of the
planning and management processes needed to achieve the necessary level of infor-
mation sharing among Federal, State, and local entities. These structures will bring
discipline to the development and application of technology and will ensure that the
INS defines what our operational objectives should be, identifies the data and the
data sources needed to support those objectives, and applies the appropriate tech-
nology solutions to deliver that information.

It is crucial that we focus on the efforts exemplified by the Department of Justice
and the Homeland Security Office that solidify the planning and administrative
structure, while continuing to support immediate requirements levied every day by
ongoing intelligence and enforcement operations. In this way, the INS will ensure
a more dependable outcome that takes advantage of the wealth of technology solu-
tions that already exist, but that may be embedded within individual agencies.
Without these structures, we will be unable to interlace those solutions together in
a meaningful way.

Thank you for the opportunity to testify before the Committee this morning. I wel-
come your questions.

Chairman SCHUMER. Thank you, Mr. Hastings.

As you can probably see, we had a vote called. Senator Sessions
has gone to vote, so we do not have to interrupt, because we know
the deadlines.

So I am going to begin asking questions. The minute Senator
Sessions gets back, I will break my questioning. He will ask ques-
tions. I will go vote, and then we will resume in that way.

And however Arlen wants to fit into this will be fine with me in
any way.

I guess the first question I have is a preliminary one. You have
all outlined some ambitious plans for information sharing and all
of that, which obviously requires more dollars in terms of both
hardware, machinery, computers, et cetera, as well as more per-
sonnel.

First, how much would each of you estimate it will cost to even-
tually do this over the period of years? I guess Mr. Hitch would
probably know this for all of Justice, and then just Mr. Jordan and
Mr. Hastings, in your respective agencies.

And second, is lack of money a problem at all? I would presume
it is not at this point in time.

Mr. Hitch.

Mr. HiTcH. Yes, sir. Right now, we do not have definitive esti-
mates to respond to your question. However, I would say, the way
I have been talking about this to my counterparts in Justice, is we
need to view this as the Defense Department would a new aircraft
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carrier. It is a big effort to implement the kind of systems that are
going to be necessary to protect our citizens. The number is—

Chairman SCHUMER. It is in the billions, you would say?

Mr. HiTcH. It is probably in the billions, yes.

Chairman SCHUMER. That is within the Justice Department.

Senator SPECTER. Mr. Chairman, could I just say a word?

Chairman SCHUMER. Please.

Senator SPECTER. I am going to be departing in a moment for the
vote, but I just wanted to thank you for scheduling this hearing.

I believe the issue of homeland security is one of enormous im-
portance. It cuts across many of our Committee lines. It is my hope
that we will see some legislation in the field that will strengthen
the operation, make it a Cabinet officer.

And I think that a hearing like this is very constructive toward
finding out what we ought to be doing.

Thank you, Mr. Chairman.

Chairman SCHUMER. Thank you, Senator Specter.

Do you expect that you will have all the dollars that you need
to do this? You have been told by the Attorney General or others
to make the best system and do not let finances get in the way?

Mr. HiTcH. At this point, finances have not gotten in the way.
I think the U.S. Patriot Act was really a landmark piece of legisla-
tion in helping us along that way. It provided a lot of seed money
for a lot of things to get under way that we currently have under
way. I think ongoing support is going to be necessary, but I think
we have got enough to get us going in the right direction, to do the
best we can without regard to that issue.

Chairman SCHUMER. Right.

Mr. Jordan, how much do you think it will cost and do you have
the resources you need to do what you need to do in the FBI?

Mr. JORDAN. We have a budget request for fiscal year 2003 in
this area of approximately $411 million. With that, we would have
what we need.

Chairman SCHUMER. And has the Administration put that in its
budget?

Mr. JORDAN. That is correct. It has.

Chairman SCHUMER. It will continue to be at about that level
over the next several years, by the way, Mr. Jordan.

Mr. JORDAN. That is my understanding.

Chairman SCHUMER. Okay, Mr. Hastings.

Mr. HASTINGS. We received specific funding for specific projects
in the counterterrorism supplemental. We have a 2003 budget re-
quest, which I do not have the details in front of me, but there are
some large efforts that we have yet to put dollars to. The exit-entry
system alone will be a significant investment, and it is really very
difficult to predict at this point.

I know that the department will be helping us orchestrate and
integrating these requests to ensure that we are not duplicating ef-
forts, and we are making the best use of the funds from a depart-
mental standpoint.

CI})airman SCHUMER. Is yours in the hundreds of millions for this
year?

Mr. HASTINGS. I would say so.

Chairman SCHUMER. Yes, okay.
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Well, Jeff is not here, and I think we have about a minute or two
left to vote. So what I am going to do is just call a brief recess. I
will run vote and come right back.

But if Senator Sessions comes, we will let him start his ques-
tioning, and then I will resume mine when he finishes.

We are calling a short recess.

[Recess.]

Senator SESSIONS. If you do not mind, we will get started again.
Senator Schumer told me to go ahead and get started with some
questions that I might have.

I would just like to ask some fundamental questions that sort of
go to where we are in terms of information sharing.

My personal view is the National Crime Information Center, the
NCIC, is accessible by police officers in their vehicles anywhere in
America, by police departments and sheriff’'s departments. It is se-
cure in the sense that anybody that leaks that information is sub-
ject to a criminal penalty. But it is not secure, not greatly secure,
in terms of the intelligence community, I am sure, because so many
thousands of people have access to it and could obtain access to it
in any police department surreptitiously to run any name that they
would like to run.

So it has tremendous potential to help local law enforcement be
the eyes and ears and hands of our effort to maintain security in
our country, but it has some difficulties, too.

Mr. Hastings, with regard to INS, let me ask you a few simple
questions. If an individual who comes here overstays his visa or is
otherwise declared to be illegally in the United States, is that infor-
mation made available to local law enforcement through the NCIC?
Is any of that information placed in NCIC, which is the primary
information center for law enforcement throughout America?

Mr. HASTINGS. The information would be available through our
LESC, which is available 24 by 7 to law enforcement communities.
We can provide that on a case-by-base basis.

And we also have begun including absconder information, where
folks have gone through deportation proceedings and are still
known to be in the country.

Senator SESSIONS. Prior to September 11, that was not the case.
Is that correct?

Mr. HASTINGS. That is correct.

Senator SESSIONS. So prior to September 11, we did not have any
database accessible to local law enforcement to identify people who
they may be apprehending for some minor offense, but that would
tell them that person was an illegal entrant or overstayer in the
United States.

Mr. HASTINGS. By accessing the LESC, it would be the—

Senator SESSIONS. Now let’s pursue the changes you have made.
What is the LESC?

Mr. HASTINGS. The Law Enforcement Support Center. I am sorry
for the acronym.

Senator SESSIONS. Is that available to a local police officer?

Mr. HASTINGS. Yes, it is.

Senator SESSIONS. And is it, therefore, part of the NCIC? Or does
he have to do a double access?
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Mr. HASTINGS. The LESC will access a multiplicity of data
sources to provide information that we have according to the query
that is generated by the local law enforcement.

Senator SESSIONS. Let me get that straight. I just want to know
what it is like for the police officer out there trying to do his duty.
He stops someone. Does that officer have to run two different sys-
tems from his vehicle or from the police station where he may have
taken a person for some maybe minor crime? Or will one access to
the general NCIC kick out a hit for that individual? Do you know?

Mr. HASTINGS. If he runs NCIC, and we have put information
such as the absconder in that database, he will have access to that.
He might want to make a further inquiry to determine whether or
not we have additional information on this individual, in which
case that is when he would contact our Law Enforcement Support
Center.

Senator SESSIONS. With regard to absconder information and so
forth, what if a person is eligible to stay in the country one year
and they overstay and they are here 18 months. Is that going to
be normally in your system under your current policy today?

Mr. HASTINGS. In the NCIC?

Senator SESSIONS. Yes.

Mr. HASTINGS. Not at this point.

Senator SESSIONS. So who would go in that system, then? You
say you will put some of the absconders or others in there. How
do you determine who will go in the system made available to local
law enforcement?

Mr. HASTINGS. Sir, you are getting into an area—I am the tech-
nologist, and I am really not able to give you the policy decisions
behind how we make the decisions. I know that information is re-
viewed before it goes into the NCIC to make sure it is appropriate
to go there.

We can certainly follow up with a detailed explanation of what
types of information at this point we put in there and how it is
done, if I can defer that to a follow-up.

Senator SESSIONS. All right. That is very important to me.

Mr. HASTINGS. We will make sure you get that information.

Senator SESSIONS. What we have done in this country with re-
gard to illegal immigration, we have said the words, and we have
passed generalized statutes that deal with immigration. But when
it gets down to the grassroots level where it actually succeeds or
does not succeed, we have created roadblocks and problems that
have eviscerated the capability of enforcing our statutes.

Well, I guess, Mr. Hastings, I will ask you. Maybe some of the
others would comment. What happens if a police officer in Hagers-
town stops a person that he identifies as being an illegal alien, but
has not violated any serious Federal crimes? Do you know what
that officer does, Mr. Hastings, with the person he has appre-
hended, who he determines to be illegally here?

Mr. HASTINGS. I suspect that will be a case-by-case decision on
their part.

Again, sir, I would want to defer to our operations and investiga-
tions folks to give you the specifics on that.

Senator SESSIONS. That may not your area of responsibility.

Mr. Hitch, would you like to opine on that question?
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Mr. HiTcH. Sir, I would have to defer to the INS on exactly how
it works today. What I have been working on is the future vision
of how this would work. Certainly, our objective is to do exactly
what you are talking about, to have a tiered system where that po-
lice officer would know exactly what the situation for that person
is. The top tier would be the 10 most-wanted terrorists, but along
the line there would be the people who are on an overstay situa-
tion, with specific directions, action codes to tell the police officer
how to react to that situation.

Senator SESSIONS. We are going to get to the bottom of that
question pretty soon.

Mr. Jordan, what is your view on it?

Mr. JORDAN. Currently, right now, there is a stopgap system in
place, wherein absconder information can be accessed through
NCIC, and it is currently dependent on INS putting that informa-
tion into the absconder file.

Senator SESSIONS. Will the FBI accept any INS information indi-
cating illegal aliens and absconder information that they wish to
put in it? Or does the FBI refuse to accept—would have to approve
that? Or do you object to receiving such information?

Mr. JORDAN. My understanding is that absconder information,
where the person has been adjudged to be an absconder, that that
information we will enter, if it is provided to us by INS.

As I said in my opening statement, we have a terrorism watch
list, which is being integrated into NCIC. And it will be fully imple-
mented within this next 60 to 90 days, to bridge the gap that I
think you are making reference to.

Senator SESSIONS. Well, I just want the American people to know
something. What the American people need to know is that all over
America, when a police officer or sheriff's deputy stops someone,
unless they have some high degree of notoriety, that is illegally in
this country, they turn them loose. They do not even bother to call
INS, from what I understand, because INS has no interest in it.
They will not come and pick them up and process them, because
they say they are too busy.

And so we have these rules that people think are working, but
actually out there on the ground, they are not working.

So it makes a mockery, really, of the immigration laws in Amer-
ica.

So let’s go back. You say absconder information; that deals with
a circumstance, if I am not in error, in which a full court hearing
has been held and an individual has been declared to be illegal and
has been ordered to remove himself from the country and fails to
do so, but absconds and hides in the United States.

Mr. JORDAN. That is correct.

Senator SESSIONS. Those are very, very few. That would be less
than 1 percent of the people here illegally, would it not, Mr. Jor-
dan?

Mr. JORDAN. I would not know the numbers, but it is certainly
a distinction between someone who just overstays and someone ad-
judged to be an absconder.

Senator SESSIONS. Well, I think it is going to be exceedingly
small, probably less than one-tenth of 1 percent, but I may be in
error about that.
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Overwhelmingly, the people that are here illegally have not been
taken to court and been officially declared to be illegal. This is
when they have contested it in some fashion or maybe got in trou-
ble and there was an official court hearing.

I have information, Mr. Hastings, that there are some 321,000
people who have been ordered deported, but only 2,000 names have
been put in NCIC. What would you say about that?

Mr. HASTINGS. I am not sure of those statistics. I believe that
those cases are being reviewed. There are procedures that need to
be followed before we enter individuals into NCIC, to make sure it
is appropriate that they are there. Again, I will include the exact
statistics in the follow-up that I can give you on where we stand
in terms of how many have actually been entered.

Senator SESSIONS. Well, that is the information I have. Cer-
tainly, prior to September 11, that is what the circumstances were,
if not worse than that, which just indicates to me that we are not
serious about this.

There are people who say, well, we cannot do anything about
people who are here illegally. It is just hopeless. One reason it is
hopeless is because we are not taking the steps necessary to see
that we enforce the law.

To me, as a Federal prosecutor for 15 years enforcing the law
and prosecuting a number of immigration cases, America has got
to enforce the law fairly. It is just not right to have somebody who
patiently waits their turn to come into the United States, and to
have their slot, their spot, taken by somebody who is here illegally
and who cuts the corners and goes around it.

So I just think that in the course of all this it will help us in se-
curity. It will help us also just in maintaining the rule of law in
this country.

With regard to approval for a person, let’s say from Iran, who
would like to come to the United States, what does the American
embassy in Iran, what kind of information do they have as they
evaluate whether or not that person is a potential good person to
trust to come into the country? Do they have access to your com-
puter system?

Mr. HASTINGS. They do not have direct access to our computer
systems. There are databases that they utilize—TIPOFF is one—
to inform the decision-making. We are working with them to in-
clude, again, additional information and make that available. We
are working aggressively with a Department of State initiative to
establish a collaboration zone to enhance the data sharing and in-
formation available to those decisions made before these individ-
uals reach our shores.

Senator SESSIONS. Well, what if an individual that has been ap-
proved for admission into the United States from Iran, and I just
say that because there are some people in that country that would
be dangerous, although normally I think most Iranians reject all
terrorism and that kind of thing, but let’s just say some country
that we know has an indigenous terrorist network that perhaps
may be trying to operate there illegally, and that after they have
been approved for entry into the United States it is discovered by
the consulate that they may be connected to al Qaeda, what is
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don;z? Are they taking any action to identify or apprehend that per-
son?

Mr. HASTINGS. Is State Department taking any action?

Senator SESSIONS. Yes. Would they contact INS and say, “The
person that we approved for entry we now think may be dan-
gerous.”

Mr. HASTINGS. I cannot testify to specific steps the State Depart-
ment takes. I do know that information that is being developed co-
operatively between intelligence and enforcement agencies 1s that
there is an effort to include that in the inspectional access, the sys-
tems that we use as the inspections, to determine whether or not
that information can be communicated at the point of inspection.
I am not sure what the procedure is at State Department in a case
like that.

Chairman SCHUMER. I just had a follow-up here, related to Jeff’s
question, which I think is on the money.

Right now, and I would ask this of Mr. Hastings and Mr. Hitch,
right now if, say, the FBI Counterterrorism Bureau suspects some-
body of being a terrorist, and they would be on this list that I think
Mr. Jordan mentioned, what you called TWL, and they apply for
a visa in any country—they are a foreign national—does that show
up on the INS computers right now?

Mr. Jordan.

Mr. JORDAN. Right now, the State Department, when they re-
ceive an application for a visa, prior to them approving it, they
send that information on the application to the FBI, and we proc-
ess that through our databases to include databases that have in-
formation about terrorism.

Chairman SCHUMER. So every single person who applies for any
kind of visa would go through your TWL list?

Mr. JORDAN. Yes. That is going on right now.

Chairman SCHUMER. Through the State Department.

Mr. JORDAN. Right. That is correct.

Mr. HASTINGS. And the INS gets access to it. A Border Patrol or
somebody at a port of entry would have access to the IBIS system,
which contains the same information. These are coordinated data-
bases that would contain information about——

Chairman SCHUMER. Right. That is what I was asking. So at the
border, you would have exactly that information.

Mr. HASTINGS. Yes.

Chairman SCHUMER. So right now we could say that every per-
son on this list—we do not know if we have everybody who might
be a terrorist on this list—but anyone we have on this list would
be known immediately as they apply to come into the country by
both the State Department and the INS, whether it is at the border
or in the embassies. Is that fair to say?

Mr. HitcH. I think that is fair to say that that is certainly the
intent, and in the post-9/11 world, the Attorney General specifically
asked for a review of all those procedures to make sure that if
there was anything that could be done, it was done. He followed
up just this past week to institutionalize all those procedures to
make sure that that is happening.

Chairman SCHUMER. And what is the answer? I know he wants
to make sure.
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Mr. HiTcH. The answer is yes.

Chairman SCHUMER. Yes, okay. And you both agree with that?

Sorry, Jeff.

Chairman SESSIONS. What about where there is a visa waiver in
our relationship with a country? Many countries have that.

First, if you know how many we have a visa waiver system with?
And does this procedure you have just described work in those
cases? Do they check?

Mr. HircH. The visa waiver countries, there are a lot of them.
There are something like 29 or 30.

Mr. HASTINGS. Twenty-eight countries.

Mr. HircH. Twenty-eight visa waiver countries. Those countries
basically what they have is a speedy process of getting into the
United States based on treaties that have been negotiated. Those
procedures do not apply to them. They can come if they have a
passport.

So I think that is an area that, for our future look at what we
are doing, what we are planning to do is to tighten up on those visa
waiver people also, because that is a significant hole in our secu-
rity.

However, that is going to require renegotiation of those agree-
ments.

Mr. HASTINGS. We do have access to advance passenger informa-
tion, and we are utilizing that in the inspectional process. And by
the fall, we will have that fully integrated in that IBIS environ-
ment as well, again, as an interim step, knowing that we have still
have an entry-exit system in a very large scope to be planned and
developed over the next several years. These are the interim meas-
ures that we have taken.

Chairman SCHUMER. But you are basically saying that your sys-
tem at the borders is a lot better than your system internally in
the country. I mean, the kind of thing we read about with the two
people, the two terrorists who posthumously got the approval of
their visas, shows that things are not in good shape. What you are
leading us to believe is that, if they were coming into the country
at this point in time, not 9/11, and they were on some kind of list—
that is a different issue, how good our lists are—that they would
have been blocked.

Mr. HASTINGS. I think that is safe to say. As a matter of fact in
those cases, at the point of inspection and the point of adjudication,
there was no reason to believe in any of the data that was avail-
able in our databases that there was a record that these folks were
of interest.

Chairman SCHUMER. Right. Okay.

Senator SESSIONS. The shoe bomber came in the country through
another country that we have a visa waiver system for. Mr. Hitch,
would our system today catch that or not? Or would that be a
weakness in our system today?

Mr. HiTcH. I believe that is a weakness in our system today that
we are fully aware of and trying to figure out ways to best fill it.

As I mentioned before, the long-term answer is some renegoti-
ation of the visa waiver agreements. I think the passenger mani-
fests that were mentioned by Mr. Hastings are a step in the right
direction.
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But unless we had some reason to suspect him, the passenger
manifests would not have shown up anything.

Mr. HASTINGS. Mr. Hitch is correct in that. I do want to articu-
late that, in that case, we would check the advance passenger in-
formation against what we have in our databases. The question
would be, would there be information in those databases that
would have suggested that this individual was someone we should
be looking for?

Chairman SCHUMER. As I remember, he was an American cit-
izen, right? The shoe bomber?

Mr. HASTINGS. I think he was a British citizen.

He was traveling on a British passport.

Chairman SCHUMER. A British passport.

Mr. HiTcH. I do believe that that is a weakness that has to be
plugged up. The visa waiver issue has to be plugged up from a pol-
icy standpoint.

Senator SESSIONS. Just one more.

Mr. Jordan, with regard to the National Crime Information Cen-
ter, let’s say an individual came here from the United Kingdom.
There is no evidence that they pose any threat to America, but
under our new system that INS is going to be putting together, I
trust he is identified as an overstayer or is identified as a person
that otherwise has violated the terms of his entry and is therefore
illegally entering here. Does the FBI have any objection to entering
all of those people’s names into the system?

Mr. JORDAN. Give me one minute, Senator?

Our NCIC system is managed by an oversight panel that is
staffed by local chiefs, who work with us in establishing what goes
in and what does not go in NCIC files. One of the things we want
to make sure is that the information is relevant and useful and
mature enough to be disseminated.

Senator SESSIONS. Has the FBI opposed that information coming
in? Or is it INS that has no desire to put it in?

Mr. JORDAN. I do not know that sitting here this morning, Sen-
ator, I can answer that question.

Senator SESSIONS. Well, the answer I guess fundamentally is, it
is not going in. And it is either that the INS is not putting it in
or there has been an objection from NCIC to receiving it. If it over-
whelmed the computer system, I could understand that. Otherwise,
I think it should be in there for whatever value it can provide to
a local officer.

I think we, ultimately, if we have any respect for law in America,
if we have any respect for fairness and justice, will try to make
sure that people who are here illegally are not allowed to continue
in that status. And to do so, we have to enlist the local law enforce-
ment, and they have to be able to access it on the computer.

I do not mean to belabor that. That may be a subject for a dif-
ferent hearing, because you are the technicians, you are not the
policymakers on this deal.

Thank you, Mr. Chairman.

Chairman SCHUMER. Thank you, Senator Sessions.

I have so many questions, but we are going to move it along.
This was all helpful.
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Just one final question on this level, Mr. Hastings. I remember
back in 1993 when the outcry occurred because the sheik came in
through Khartoum, I believe it was, and there was not a computer.
I take it every one of our embassies has a computer now, whether
INS or State Department. There are no just handwritten lists. And
what we are talking about is available in any point of access.

Mr. HASTINGS. I know that our staff overseas has access to com-
puters. Again, I am not sure where the State Department is, but
I assume that is correct.

Chairman SCHUMER. Do you know, Mr. Hitch?

Mr. HitcH. I cannot speak for the State Department.

Chairman SCHUMER. Right. OK.

Let me ask you, Mr. Hitch, a couple of questions.

Do you have the authority to order all the various agencies in the
Justice Department to do things so that their computers are in
greater sync or so that their coordination is in greater sync? How
does that work?

Let’s say you go to the FBI and then you go to the INS—both
Justice Department components—and they have good reason, each
of them, to say, “No, no, no, they have to do it my way, or I cannot
do it.” Each agency says that. Do you have the ability to order
them to develop a system to coordinate?

Mr. HiTcH. I believe I do, sir. But that is a new position. I have
only been around for a month, but in my discussions with the At-
torney General when I accepted the position, I made it clear that
I thought that was necessary in order to be successful.

Chairman SCHUMER. Right. OK. And so your authority

Mr. HitrcH. And he has asked me to define an organization to
make that happen.

Chairman SCHUMER. I see. Good.

Now, what if the same problem occurs from without your agency?
In other words, Justice to State or CIA to Justice or DIA to Justice.
What happens? What will happen if, say, we need information from
DIA or NSA and they, “We are not giving it to any of your Justice
Department components,” and you say you need it? How does that
work?

Mr. HitcH. Well, the way it is working right now, and I can
speak from experience on this, even though it is short, is we ap-
proach the department directly, and we are participating in what
are called these policy coordination committee meetings of the
homeland security, associated with a lot of different topics. On this
one, it would probably be called horizontal sharing, which is the
sharing of information among Federal agencies. On a regular basis,
we would discuss those issues and come to resolution of those
issues.

Chairman SCHUMER. And someone from the Homeland Security
Office is there?

Mr. HitcH. Yes.

Chairman SCHUMER. OK. What if there is an impasse? You may
not have had that yet in your short history.

Mr. HiTrcH. There has not been an impasse in my short history.
Basically, I asked that same question and was told that we will
work it out, and basically Homeland Security will help us broker
the agreement.




31

Chairman SCHUMER. Okay. So we do not know, but at this point,
you have not come across it. I take it neither of you have either,
where someone outside of the Justice Department purview, you feel
you need certain information from them, and you cannot get it. Be-
cause of their own internal reasons, they will not give it to you. I
am sure that has happened in the past.

Is that correct, Mr. Jordan? You do not have to give me any spe-
cifics, but I am sure it has, right?

Mr. JOrRDAN. That is correct.

Chairman SCHUMER. And how about now? Is it better?

Mr. JORDAN. Our Director has told us that we are going to share
information unless there is a specific or legal reason not to. That
has been a sea-change for us at the FBI.

Chairman SCHUMER. Yes. And how about the other agencies
sharing it with you, intelligence agencies in particular?

Mr. JORDAN. It is a tremendous change there. I can tell you that
in my position as the chief of the corruption section, I brief up all
the cases that we have in the presence of CIA and DEA personnel
that are assigned to FBI headquarters. They sit in without any res-
ervation on all those kinds of briefings.

Chairman SCHUMER. Mr. Hitch, which agency in your purview
needs the most help in terms of bringing its computers up to date,
its entry and all of that? Which one is the furthest behind where
you want them to be?

Mr. HitcH. Within Justice?

Chairman SCHUMER. Yes.

Mr. HiTcH. Obviously, the two largest agencies and the two at
the center of this issue are here at the table with me, and so I am
looking very closely at both of those and trying to get involved very
deeply in all the projects associated with this topic.

Chairman SCHUMER. When we hear that there are mess-ups at
the INS, the people in the INS are often quoted in the press saying,
“Well, what do you expect? Our computer system is so backward
that it doesn’t work. It doesn’t do what we need.” You hear that
sometimes from FBI, too, although I think there have been greater
efforts to update the FBI computers.

Again, this is not to blame anybody here. We are all new to this.

Would it be fair to say that INS is considerably behind most of
the others?

Mr. HitcH. I think INS needs a lot of improvement in terms of
its computer system. I think it is fair to say that.

Comparing it to others, I have a difficult time doing that at this
point, based on my short tenure.

But I am trying to work with them to improve what they have.

Chairman SCHUMER. I have one final question for all of you. I
have more questions that I will submit in writing.

But there has been talk of one sort of supercomputer, where all
the information is almost automatically shared. You would have to
have privacy safeguards. But, again, that is who manipulates the
computer, not what the computer says.

What do you think of that idea? I would ask each of you, given
your experience in this, what you think of that idea? What do you
think of the idea of the fellow from Oracle who came in and said,
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“You just let me do it. I will do it for free, and I will have you all
coordinated in no time.”

Easier said than done, obviously. When you are worth $10 bil-
lion, you can——

Mr. HiTcH. Having been in this business for 28 years so far, I
certainly respect Larry Ellison. However, it is easier said than
done.

From my perspective, I am trying to understand what the busi-
ness issues are and what the impediments to doing what we want
to do are. I do not think it is technology.

We are looking into all different alternatives—supercomputers,
data mining. We are looking into distributed databases. We are
looking at all the options. And I do not feel that that is the obstacle
at this point.

Chairman SCHUMER. But I do think, and you tell me what you
think of this, right now there is an era of cooperation because of
9/11. The way the world works, the way bureaucracy works, if, God
willing, there is no new terrorist incident a year from now, that
could fade back into the old bureaucratic mentalities, unless a sys-
tem is in place that ensures that sharing. If you believe, as I know
the President does and I do, that this terrorism is going to be with
us for decades—it is not an al Qaeda phenomena; it is a technology
phenomena that we have to deal with.

It would be good to have a system in place that makes sure that
there is no slide-back. Do you buy that?

Mr. HiTcH. Absolutely. Absolutely.

Chairman SCHUMER. And do you think we will have one in a
year or two?

Mr. HiTrcH. I think putting in place the long-term solution to
these issues is going to take more than a year or two. I would
couch the problem a little differently than you have. As opposed to
the technical solution being a supercomputer, I think the real solu-
tion—as a couple of us, Scott and I, mentioned—is looking at enter-
prise architecture, because that is really where you design into the
systems the ability to share information, making sure that you do
not have redundancies, making sure that the business functions
that are related get related in the system. That is the real answer.

So my long-term approach is to make sure that we are doing that
kind of an approach to building systems at the Justice Department.

Obviously, in the shorter term, we have to look to what I would
call patches, things to physically integrate information that was
not previously in the same database.

Chairman SCHUMER. And have you in the short time that you
have been there had disagreements among your component agen-
cies about how to solve some of these problems?

Mr. HitcH. I would not call them major disagreements. I would
call them heated discussions about approaches.

I have been involved very significantly in this entry-exit system
that is being developed at the INS. I would say we have come up
with a collaborative effort that I am pretty proud of.

Chairman SCHUMER. Okay, thank you.

I want to thank the entire panel for being here, and I would ask
unanimous consent the record be held open for approximately a
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week so others might submit written questions or some of us
might, but it was very helpful.

Senator SESSIONS. Mr. Chairman, can I ask one thing?

Chairman SCHUMER. Please.

Senator SESSIONS. Regional Organized Crime, they have a data-
base system too, don’t they, Mr. Jordan? The Regional Organized
Crime group?

Mr. JORDAN. Yes.

Senator SESSIONS. State systems have data systems.

I really think that we have to do better about getting it all in
one system.

You listed, Mr. Hitch, here a number—EPIC and IDENT and
JABS. There are a lot of them out there, and how you make this
come together in a coherent way is real important.

These systems are sources of power for the individual entities.
They create them. They work at them. They put their information
in them. They tend to be very jealous of them.

So we want you to know we are behind you in trying to work
that out. I think that is fair to say.

Chairman SCHUMER. One hundred percent.

Senator SESSIONS. They have some legitimate concerns, but for
the most part, unifying this system is going to be good for America.

Mr. Hastings, with regard to the two individuals—I will just say
it this way. You will hear from the people at the top echelons of
the Department of Justice and INS and Customs and State and all
that; they are looking at this level up here. I do not think they un-
derstand or have given nearly enough thought to the grassroots
level where you have got two terrorists stopped for speeding in
Maryland. They were on those planes that killed American citizens.

Had that information been in the system available to those local
police officers when they ran NCIC, which they invariably do when
they stop somebody, there would have been a hit, would it not, Mr.
Hitch?

Mr. HiTcH. Yes.

Senator SESSIONS. And, Mr. Hastings, I know there are policies
now, with regard to what you can put in the system and you can-
not put in the system. Let’s say you have an individual that has
been approved properly to come into the United States, and some-
where along the way the embassy or State Department or another
agency determines that that person has connections to al Qaeda.
You find out that they have overstayed in the United States, but
they have committed no provable crime at that point. Can you put
in the system legally today, according to our rules and regulations,
that information, so any police officer stopping them would know
to hold them?

Mr. HASTINGS. It is my understanding in that case, where we
have developed specific information, that that would find its way
into our watch list and be accessible.

Just the overstay with no other negative information I think is
a policy that has yet to be established.

Senator SESSIONS. So a mere overstay with intelligence informa-
tion.

Mr. HASTINGS. I believe that if the intelligence community has
uncovered information that we need to know about, they would be
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working through the FBI, and that information would be reviewed
and made available in a watch list environment. In that case, I do
not think we would be the lead agency on getting that done.

Senator SESSIONS. And, Mr. Hitch, what about a local police offi-
cer? Can they hold the individual?

Let’s say it comes up on the NCIC—an overstay, flag, contact
FBI before releasing—something to that effect is what it ought to
say. What power does a local police officer have to hold a person
who is illegally in the United States?

Mr. HiTcH. Sir, I am not the best person to answer that question,
but I do recall just in the past couple of weeks that the Attorney
General has made some statements about pilot projects in Florida
and elsewhere, where they are empowering the local police to be
extensions of the INS in some ways. I know it is a very sensitive
topic, but that is happening right now.

Senator SESSIONS. Well, it is not that complicated. Police officers
hold people for all kinds of crimes, and if they can hold them for
shoplifting, if they can hold them for absconding and not answering
warrants for traffic tickets, they can hold them for being in the
country illegally.

This is a political deal. It is a political deal that undermines the
realistic ability of our country to enforce our immigration laws. So
we passed a law, but we create a system so it cannot be effectively
enforced.

So we need to deal with that. I think the Attorney General’s
steps are in the right direction, but it really needs to go a lot fur-
ther, to me.

And I do not think police officers need 2 weeks of training on
how to hold an illegal alien. If you do that, you have basically made
it very difficult for them to do it.

Chlairman SCHUMER. And on that strong note, we thank the
panel.

We are now going to combine the next two panels, so we are
going to call all four people up—Congressman Panetta, Mr.
Terwilliger, Mr. Anderson, and Mr. Light. What we are going to do
is, because Mr. Panetta came here with the proviso that he had a
plane to catch, we are going to let him testify, ask him questions,
and then go to the other three, if that is okay with you, Jeff. Great.

We put you closest to the door so you can get to that plane.

Is Dr. Anderson here as well? Yes. Great.

Okay, thank you. And I want to thank very much this panel for
coming and very much appreciate Senator Sessions’ participation
and good questions. So what I am going to do is introduce Leon Pa-
netta, let him testify. We will ask him questions, and then we will
go to the other three, if that is OK with everybody. Is that all
right? Thank you.

Because of his time commitment, I am going to be brief in my
introduction. Leon Panetta is co-founder and director of the Pa-
netta Institute, a nonpartisan center for the study of public policy.
He has had a very long, very distinguished career, starting in poli-
tics in appointed office in his 20s; serving in the House of Rep-
resentatives for 16 years, four as Chairman of the Budget Com-
mittee; and then serving President Clinton as both the head of
OMB and then Chief of Staff.
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In addition, he was my roommate for 12 years, and he is a man
of hard work, intelligence, integrity—just the kind of public servant
you want.

So, Leon, welcome. It is great to see you again, and your entire
statement will be read in the record and you may proceed as you
wish.

STATEMENT OF LEON E. PANETTA, DIRECTOR, PANETTA
INSTITUTE, MONTEREY BAY, CA

Mr. PANETTA. Thank you. Thank you, Mr. Chairman, Senator
Sessions.

Thank you for asking me to provide my views on the issue of the
Office of Homeland Security and whether or not it should have
more power in trying to meet this challenge of information sharing
within the executive branch.

Let me preface my remarks by saying that obviously I am going
to provide these views from the White House perspective. I realize,
as with the testimony that you just received, that there are a num-
ber of efforts, I am sure, that are going on between the various de-
partments to try to improve the situation.

Chairman SCHUMER. We wanted the first panel sort of to be a
little bit of a case study, and now to take it to the larger issue.

Mr. PANETTA. That is why I would like to kind of address it from
the larger perspective. Just let me get to the point very quickly.

I do not think there is any question that if you want to have an
Office of Homeland Security be effective, it has to have additional
power to be able to effectively coordinate the information and ac-
tivities that are so necessary to protecting this country against the
threat of domestic terrorism.

Part of the problem, obviously, is developing more effective tech-
nology. We understand that. They do have to develop more effective
databases and better computers to put this information into and
igrealter ability to share that information, obviously, at the local
evel.

And part of the problem is also organizing common policy be-
tween a very large number and a diverse number of agencies and
departments that you have to work with to try to develop some
kind of common strategy.

But make no mistake about it, the biggest problem to central-
izing command and control here is the basic culture of the Federal
bureaucracy. You have to be able to break through that. You have
to be able to deal with a culture that basically resists the kind of
coordination and sharing that is so essential to effective law en-
forcement.

As Chief of Staff to the President, I was responsible for policy de-
velopment and, obviously, the flow of crucial information to the
President of the United States. It is my experience that in the ab-
sence of a clear line of authority and a clear chain of command,
that the sharing of information within the Executive Branch is
haphazard at best.

When a crisis happens or when the White House directly says,
“I want information, and the President wants information on a par-
ticular issue or a particular crisis,” the agencies and departments
are obviously forthcoming.
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As an example of that, based on my own experience, when Okla-
homa City took place and the bombing occurred there at the Fed-
eral building, what I did as Chief of Staff was convene a task force
at the White House that included the representatives, obviously, of
all of the responsible agencies involved with what had happened
there for the specific purpose of making sure that they were shar-
ing and coordinating crucial information on that crisis. We also
needed to have a single place in which information flow could then
go to the public.

In the absence of that kind of presidential mandate or when that
kind of crisis begins to—as you see in the present situation—as it
begins to move away from public attention, information is largely
provided at the discretion of each department or agency.

I always found as Chief of Staff that good news can travel very
quickly to the White House. People are willing to tell you if it is
good news. But if it is bad news, usually it winds up on the front
page of The Washington Post or the New York Times, and then you
wonder why you did not hear about it or why the information was
not shared—because nobody wants to provide that kind of bad
news, obviously.

So regardless of Administration, I want you to consider the kind
of deep and intractable factors that involve the operations of the
bureaucracy.

Obviously, the first is protection of turf. There just is a natural
instinct in every department and agency to try to protect their ju-
risdiction. I understand that. There is a loyalty that develops that
is necessary for their particular operation. There is a certain com-
petitiveness that is involved to try to sharpen their mission. Every
secretary, every director basically talks about the special unique-
ness of that particular operation. But the first loyalty is obviously
to the President and the overall policy of the Administration and
obviously to the American people, and that is a fundamental prin-
ciple that is so often forgotten.

The size of the bureaucracy, the sheer numbers of departments
and agencies that share responsibility for a given area are just
overwhelming. Homeland security, as you know, involves well over
40 agencies. When there are that many involved, it is just very dif-
ficult to determine who knows what. There are different databases.
There are different operations. You have heard some of that this
morning. Even within a large department, it was my experience
that information can have a difficult time just making its way
through the internal chain of command that is within that depart-
ment. I have had secretaries tell me, when something has hap-
pened that was of concern to the White House, I have had secre-
taries tell me that they had no idea that a certain policy decision
was being made at a certain level or that a certain fact had taken
place, just because of the sheer immensity of the bureaucracy with-
in that department.

Security of information, you will hear a lot of that on issues that
involve, obviously, national security or law enforcement. There is
a concern about sharing that information, a concern about compro-
mising an action or mission. And obviously, this is a legitimate con-
cern, but there is no reason why that information cannot be shared
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with those that have the proper credentials, particularly at the
White House level or at the Homeland Security level.

Fighting for funding is another major problem, because every de-
partment and agency understands that their lifeblood is funding.
They have developed their own approach to White House aides, to
OMB aides, and to Members of Congress for the purpose of funding
their particular programs. The dependence on certain Members and
aides and programs just often inhibits the sharing of information.
They basically understand that they have got to go to certain Mem-
bers to basically make sure that those Members and those aides
are working for them and not working for others.

And obviously, there are personality differences. This is some-
thing that is true everywhere, I am sure. But in a large operation
like the Federal Government, if you have friction and political com-
petition between personalities, that can seriously affect commu-
nications and operations. There has got to be a way to cut through
that, and obviously, you do not expect that kind of behavior from
professionals. But if they have vital information, it can be used to
undermine each other, and that is a reality.

Recognizing the need for command and control, then, and coordi-
nated information and response capability, what can be done to try
to break through these bureaucratic barriers and try to accomplish
the vital goal? I think the U.S. Commission on National Security
in the 21st Century basically made this recognition before Sep-
tember 11, and I think it is still relevant, that we have to create
a national homeland security agency with “the responsibility for
planning, coordinating, and integrating various U.S. Government
activities that are involved in homeland security.” They rec-
ommended the agency be built on the capabilities of FEMA, the
Federal Emergency Management Agency, and include the Customs
Service and the Border Patrol and the Coast Guard. I think it can
be designed in different ways, but you need to establish some kind
of agency, department agency, that has a Cabinet officer that has
responsibility in this area.

The appointment of a Director of Homeland Security, as the
President has done, obviously is an important step. But unless that
Director has direct line authority over the policies and funding of
the agencies involved in homeland security, it is just very difficult
to control and coordinate the effort. I do not care how likable that
person. I do not care how nice that person may be. The reality is
that he can persuade, he can try to convince people, but he cannot
enforce, and you have to have the ability to enforce actions.

Even with the blessing of the President, the primary instinct of
agencies and departments is to protect their own information and
their own operations. The reality is that they will do that because
there is little threat of consequences.

Funding and line authority primarily rest with each department
and agency, so it makes them behave more like independent con-
tractors than team players.

At the very least, and this is a suggestion that I make from my
own experience as Director of OMB, Tom Ridge obviously has to
have broader authority over funding. I can tell you it would be my
view that he would be more effective if you made Mr. Ridge a dep-
uty director at the Office of Management and Budget, responsible
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for the budgets of the homeland security agencies, than just being
another presidential assistant. At least in that position, you know
that he has to oversee those budgets and that he can control the
recommendations as to what those agencies ultimately get in their
budgets.

A better approach, of course, would be to have and establish a
national homeland security agency. Again, I recognize there is no
silver bullet here, but having that kind of agency and having better
control and coordination and having a clear line of responsibility,
not just for the country, not just for the Administration, but for the
Congress. You cannot have a situation where you have a Homeland
Security Director who, for whatever reason, will not testify to the
Congress. You have to have somebody who has the ability to come
here, to share information with the Congress, and to be the pri-
mary spokesman to the country.

As a former Member of Congress, I recognize the difficulties of
establishing any new agency. I know the turf battles that will go
on, even in a situation that involves a national crisis. But I do not
think that we can afford to simply have the internal politics of the
Executive or Legislative Branch prevent the Nation from doing
what is essential here to our security.

So, Mr. Chairman, you have a choice. You can either go with the
status quo as it exists and try to beat up different agencies and de-
partments as they come up here one at a time. Or you can try to
centralize this in a homeland security agency with the power to do
the job.

I think it is an important decision that hopefully you will proceed
with.

[The prepared statement of Mr. Panetta follows:]

STATEMENT OF HON. LEON E. PANETTA, DIRECTOR, PANETTA INSTITUTE,
WASHINGTON, D.C.

Mr. Chairman and Members of the Judiciary Committee:

Thank you for your invitation to provide my views on the issue of the Office of
Homeland Security and whether it should have more power in meeting the chal-
lenge of information sharing within the Executive Branch.

Let me get to the basic point quickly: There is absolutely no question but that
the Office of Homeland Security must have additional power if it is to effectively
coordinate the information and activities relevant to protecting our country against
the threat of domestic terrorism.

Part of the problem of coordination is developing more effective technology and
part of the problem is organizing common policy among a large group of agencies
and departments. But make no mistake—the biggest problem to centralizing com-
mand control is the basic culture of the Federal bureaucracy.

As Chief of Staff to the President and therefore responsible for policy development
and the flow of crucial information to the President of the United States, it is my
experience that absent a clear line of authority and chain of command, the sharing
of information within the Executive Branch can be haphazard at best.

In a crisis or when the White House demands information on an issue, the agen-
cies and departments are generally forthcoming. As an example, following the Okla-
homa City bombing at the Federal Building, I convened a task force at the White
House of all the responsible agencies and each day would meet for the specific pur-
pose of sharing and coordinating crucial information on this crisis.

In the absence of that kind of Presidential mandate, information is provided
largely at the discretion of the department or agency. Good news generally seems
to flow much faster to the White House. Bad news seems to usually wind up first
on the front page of the Washington Post or the New York Times.

Why is this? Regardless of Administration, there are some deep and intractable
factors that characterize the operations of the bureaucracy.
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(1) Protection of Turf. There is a natural instinct in each department or agency
to protect their jurisdiction. Loyalty is an important quality necessary to the esprit
of any Federal operation. And competitiveness can sharpen the performance of a
mission. But the first loyalty is to the President and to the overall policy of an Ad-
ministration and too often, that fundamental principle is forgotten.

(2) Size of Bureaucracy. The sheer numbers of departments and agencies that
share responsibility for any given area can be overwhelming. Homeland security
alone involves well over 40 agencies. When that many are involved, it is difficult
to determine who knows what. Even within a large department, information can
have a difficult time making its way through the internal chain of command.

(4) Security of Information. In areas that involve national security or law enforce-
ment, there is a concern about protecting information so as not to compromise an
action or mission. While this can be a legitimate concern, there is no reason why
information cannot be shared with those in authority at other agencies or the White
House who have the proper security credentials.

(5) Fighting for Funding. Because the lifeblood of each department and agency is
money, each has developed its own approach to White House aides and the Congress
for funding programs. Obviously, this dependence on specific members, aides and
programs often inhibits the sharing of information between agencies if they believe
it can hurt their particular budgets.

(6) Personality Differences. In any large operation, particularly in government,
friction and political competition between personalities can seriously affect commu-
nications and operations. Withholding vital information can be one of the ways peo-
ple try to undermine each other. Again, there is no excuse for this kind of behavior
by professionals, but it can be a reality.

Recognizing the need for command control and a coordinated information and re-
sponse capability for effective homeland security, what steps can be taken to over-
come these bureaucratic barriers and accomplish this vital goal?

The U.S. Commission on National Security in the 21st Century laid out the most
important step—the creation of a National Homeland Security Agency with “respon-
sibility for planning, coordinating and integrating various U.S. Government activi-
ties involved in homeland security.” They recommended building this agency on the
capabilities of the Federal Emergency Management Agency and including the Cus-
toms Service, Border Patrol and Coast Guard.

While the President has appointed a Director of Homeland Security within the
White House, unless that Director is given direct line authority over the policies and
funding of the agencies involved with homeland security, it will be very difficult to
control and coordinate their efforts. He can persuade but he cannot enforce.

Even with the blessing of the President, the primary instinct of these agencies
and departments will be to protect their own information and operations first be-
cause there is little threat of any real consequences. Funding and line authority will
primarily rest within each department and agency, and that makes them act more
like independent contractors than team players.

In the very least, Tom Ridge needs broader authority over funding. As a former
Director of the Office of Management and Budget, it is my view that it would be
more effective to make Mr. Ridge a Deputy Director at OMB in charge of the budg-
ets for the homeland security agencies rather than just another Presidential assist-
ant.

The better approach is for the President to support and the Congress to establish
a National Homeland Security Agency. Not only would this ensure better control
and coordination within the Executive Branch, it would establish a clear relation-
ship with the Congress and the country as to who is responsible for overall home-
land security policy.

As a former Member of Congress, I recognize the difficulties of establishing any
new agency, even one essential to dealing with a national crisis. But if September
11 told us anything, it is that we cannot afford to allow the internal politics of either
the Executive or Legislative branches prevent the Nation from doing what is essen-
tial to its security.

Mr. Chairman and Members of the Committee you have two choices: You can ac-
cept the status quo—a Homeland Security Director with little or no direct line au-
thority; or you can establish a single Homeland Security Agency with the power
needed to do the job. This is not just a political decision; it is a national security
decision that will determine whether we can more fully protect our citizens from
acts of terrorism. I urge you and the Congress to make the right choice.

Chairman SCHUMER. Well, thank you, Leon Panetta, and once
again your remarks are excellent. Whether one agrees or not, they
are just laid out terrifically.
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Let me ask you this. The report that you refer to that was made
before 9/11 gave rather limited agencies. You know, there were a
few there—the Border Patrol and FEMA and others. Would you,
just off the top of your head, think other agencies would have to
be part of this, or at least parts of other agencies?

And the second question is, there are some agencies you would
not want to put under the direct authority of the Office of Home-
land Security, but you would certainly want that person to have
authority to get certain things done. Take information sharing be-
tween the FBI and the State Department, let’s say. How do you ac-
complish that in this kind of an office as well?

Mr. PANETTA. Well, obviously there would be, I think, at least
parts of other agencies that I think that ought to be included here.

Having seen efforts to try to get the Coast Guard located in a
number of other areas, it is impossible to do. I mean, with all re-
spect to the commission, that is going to be tough to do. But in the
very least, if you could get an element of Coast Guard that is asso-
ciated with enforcement located there, I think that would be impor-
tant, and the same thing is true for these other agencies.

I think building it on FEMA does make sense, just because
FEMA has the responsibility for emergency response, and I think
that is true for others, so I would look at that.

In addition, I do think that you need a council at the White
House. I would have the head of the Homeland Security Agency
chair that council. But the difference is that as a Cabinet member
and a lead Cabinet member, that person would have greater au-
thority then to get responses from the other agencies at the table.

So the way to get at having the Defense Department, having the
CIA, having DIA, having these other agencies at the table would
be make sure that you, in addition to establishing a Homeland Se-
curity Agency, that you formalize a council within the White House
for that purpose.

Chairman SCHUMER. Let me ask you, does it make sense to have
a strong and statutory national chief information officer, maybe
under the homeland security person, to deal with the problems that
we face? I mean, the model is so obvious.

Mr. Hitch talked about now how he has authority within the Jus-
tice Department, which no one had ever had before, to sort of
knock heads and get one information-sharing system. But of
course, if that model works, then the obvious question is, why don’t
you use a similar model when you go interagency as opposed to
intra-agency in this kind of chief information officer, on the area
of information would make sense. What do you think of that?

Mr. PANETTA. I think either a directorate or an assistant director
responsible for coordinating that information would be very impor-
tant, because again, even though within the departments there will
be efforts now to try to better coordinate information, you have to
be able to establish a larger information base in which different
agencies can be able to share information, and you can require that
information to be shared.

Right now, there is no central location for that kind of informa-
tion. In the absence of that, you basically have to go hat in hand,
then, to Justice, to CIA, to these other departments and say, “What
do you know about this and what is happening?”
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Chairman SCHUMER. What about the answer to this?

And I have read in the paper now that the White House is actu-
ally considering upgrading Tom Ridge’s office, which my guess is,
if they were to propose it, it would pass the House and Senate like
a hot knife through butter.

But what about the alternative answer, which says, look, the
President is in charge of this. You do not really need this Cabinet-
level officer, because that is his job to do. If he wants it done, he
will get it done, and if he does not want it done, no matter who
you have there, he will not get it done.

Mr. PANETTA. The President of the United States has responsi-
bility in a number of areas each day. He is dealing obviously with
foreign policy crises. He is dealing with legislative issues. He is
going out on political trips. He is going here. He is going there. Ad-
mittedly, the President of the United States appoints somebody as
an assistant to oversee that, but the problem is that the agencies
and departments know very well that unless the President is call-
ing on every issue that the Homeland Security Director is trying
to enforce, that they can basically nod, say “yes”, and walk away
and nothing happens.

You have to have line authority. And the only way you really
have line authority is controlling the purse strings.

Chairman SCHUMER. So you would say that this office has to
have authority, but budget authority as well?

Mr. PANETTA. Absolutely. Absolutely.

Chairman ScHUMER. OK. I know you are in a hurry. We very
much appreciate your remarks. I am going to ask the other wit-
nesses what they think of them, and have a safe flight.

Mr. PANETTA. Thank you, Mr. Chairman.

Chairman SCHUMER. Thank you. Great.

Okay, now let’s introduce our next three witnesses and hear from
them and see what they have to say about chief of staff, Congress-
man Panetta’s fairly strong views on these issues.

First, we are honored to have somebody just like Leon Panetta,
who stands for excellence in government and has been there a long
time in many different capacities, even though now he is out of
government. My guess is he will be back at some point or another.
But George Terwilliger is a partner now in the office of White &
Case, which is an international law firm. He represents institu-
tional clients in dealings with the U.S. Government. During 15
years of public service, Mr. Terwilliger was the Deputy Attorney
General of the United States, second-ranking in the Department of
Justice. He was the U.S. Attorney in Vermont and Assistant U.S.
Attorney in Washington, DC, and in Vermont. On policy matters,
he was a principal in the highest councils of government charged
with addressing a broad array of legal, policy issues arising in the
Executive Branch. Mr. Terwilliger has served as counsel to a U.S.
Senate investigation, outside general counsel to Federal commis-
sions, as well as confidante and counselor to elected and appointed
officials.

We are also honored to have Dr. Phil Anderson. He is a senior
fellow in the international security program at CSIS, the Center for
Strategic and International Studies. He specializes in homeland se-
curity studies and was previously Director of Defense and Aero-



42

space Content for the Intellibridge Corporation, a provider of cus-
tomized Internet-based intelligence and advisory solutions. He also
served 23 years in the Marine Corps, and his military experience
includes leadership of operational organizations, from platoon
through battalion, with deployments worldwide. He was the prin-
cipal operations adviser to the commander of the U.S. Marine
Corps Forces Atlantic, where he conducted research and onsite
analyses, resulting in successful antiterrorism force protection
plans for the U.S. forces assigned to Haiti.

And finally, Dr. Paul Light is the founding director of the Center
for Public Service and Vice President and Director of Governmental
Studies at Brookings. After serving as director of studies at the Na-
tional Academy of Public Administration from 1984 to 1997, he
came to Capitol Hill as a senior staffer to the Senate Governmental
Affairs Committee. He then became Associate Dean and Professor
of Public Affairs at the University of Minnesota’s Hubert H. Hum-
phrey Institute and was Director of the Public Policy program at
the Pew Charitable Trust in Philadelphia. Dr. Light has written 15
books, including “Thickening Government,” “The Tides of Reform,”
and “The True Size of Government.”

Each of your entire statements will be read into the record.

And, Mr. Terwilliger, you may proceed.

Senator SESSIONS. Mr. Chairman?

Chairman SCHUMER. Please.

Senator SESSIONS. If I could have a moment of personal privilege
to welcome my good friend George Terwilliger. He used to be my
boss; he was the Deputy Attorney General.

But more than that, what we liked about him, and all the pros-
ecutors out around the country liked, he had been a line pros-
ecutor; personally tried hundreds of cases and knew all about that,
and then had served in Vermont as a United States Attorney,
where he was a hands-on United States Attorney.

So not only did he have a view from the high echelons of the De-
part‘iglent of Justice, but he knows what it is like out in the real
world.

George, it is great to have you before us.

STATEMENT OF GEORGE J. TERWILLIGER III, PARTNER,
WHITE & CASE, WASHINGTON, DC

Mr. TERWILLIGER. Thank you, Jeff, Senator Sessions, and thank
you, Mr. Chairman. I do appreciate being invited here.

I cannot help but observe, in light of your kind introduction and
Senator Sessions’ remarks, that Jeff and I shared duties at the Jus-
tice Department on the Attorney General’s Advisory Committee of
United States Attorneys when we were both United States Attor-
neys. Regretfully, I must say that some of the very information
sharing-issues, and the effect of information sharing on how things
really work out in the real world where the rubber meets the road,
were topics of more than a few of those meetings, some of the self-
same issues we are here to talk about today.

Chairman SCHUMER. Which might give us cause for pessimism.

[Laughter.]

Mr. TERWILLIGER. Well, actually, I think what it may be is that,
for all of the tragedy of September 11, it may in fact be the impetus
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to change some things that will not only help us in dealing with
terrorism, but with a lot of other national problems.

Mr. Chairman, thank you for taking my statement for the record.
I will try to briefly summarize a couple of the points that I have
here, in the interests of time.

I do want to say at the outset that despite your very generous
introduction, I do not claim to have all the answers, maybe not
even some of them. I am not sure I even know all the questions,
but I will share some observations.

My statement goes into some detail about the importance of in-
telligence historically to success in our military endeavors. Today,
while we may be in a different kind of war, we are in a war, and
this is not a metaphorical war. I have heard some people recently
describe it that way. We are really facing a new paradigm of war-
fare.

But it is a war, and it is a war where our fundamental liberty
interests are what is at stake. In my view, knowledge is the most
important weapon we have to be able to fight that war against ter-
rorists.

We can tighten our borders. We can improve aviation security.
We can do a bunch of other things that will improve infrastructure
security. But there is a real danger, I think, in concentrating on
those tangible and visible improvements that we could develop a
Maginot Line-type mentality that will lull us into a sense of secu-
rity based on what we see, but does not protect us from the real
threat.

The fact of the matter is, Mr. Chairman, I believe that we cannot
remain the kind of free and open society that we exist to be with-
out remaining vulnerable to people who are both willing to subvert
the rule of law and to surrender their own lives or perhaps the
lives of others to create mayhem and destruction in our midst.

What this means is that intelligence, information about who our
foe is, what they are planning to do, how they operate, is what is
essential to victory in order to preempt further attacks. I would
also observe that, as we divide the response to terrorism into pre-
vention or preemption and consequence management, intelligence
has great value on the consequence management side as well. We
cannot prepare for everything that we have to deal with. It makes
more sense to know more about what we are most likely to face
and prepare for that.

So the first question for me in terms of how the government is
organized in terms of dealing with counterterrorism—how it is best
organized—is how can we improve our counterterrorism intel-
ligence effort. I think first the fact that this hearing is being held
and that this topic is before the Congress and before the Adminis-
tration is important, because we simply have to recognize and un-
derstand how important information is to our eventual success.

On a more practical level, somebody has to be in charge of that
function. It is one of the principal functions of the counterterrorism
effort, and somebody has to be in charge of it. I think if you asked
the question today, “Who is in charge of counterintelligence intel-
ligence functions within the government?” the answer would be a
lot less clear than it ought to be.
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There are also several policy issues that may inform a reasoned
judgment about how to best organize the government to deal with
this. For example, is this a law enforcement function? I would say,
not entirely. Is it a military function? Not necessarily, but perhaps
sometimes. Is it largely a national security function? Arguably so.

I do not think these are academic points. The need to defend our-
selves here at home, based on information to be acquired both here
and abroad, diminishes the traditional distinctions between
counterterrorism responsibilities of law enforcement agencies and
those in the intelligence community.

In addition to that, I think when we talk about reorganizing the
law enforcement functions of some of our major agencies to focus
on counterterrorism, we should not lose sight that even though
counterterrorism, as you remarked before, Mr. Chairman, will be
with us for decades, it is not going to be here forever.

I see my light is on, so I will submit the rest of my statement
for the record, if I may just make a couple of closing points.

I think we ought to consider some other kind of an agency to per-
form at least the intelligence function in counterterrorism. It is
clear that somebody has to be in charge. It is clear that it has to
be someone that bears the President’s authority and can direct the
activities of other agencies, coordinate with State and local govern-
ments, and, indeed, the private sector, as I mention in my state-
ment.

The idea of having an agency or a unit or a combination of agen-
cy functions to do this is not inconsistent, as Mr. Panetta men-
tioned, with also having a council that is a domestic analog to the
National Security Council at the White House performing this
f?nﬁtion with someone bearing the President’s authority in charge
of that.

I do not think it is a good idea to take what is essentially now
Governor Ridge’s office and make it operational. The White House
should not run operations.

Thank you, sir.

[The prepared statement of Mr. Terwilliger follows:]

STATEMENT OF GEORGE J. TERWILLIGER III, PARTNER, WHITE & CASE,
WASHINGTON, D.C.

Mr. Chairman and Members of the Committee: I was asked to assist your consid-
eration of government organizational issues related to counter-terrorism. I thank
you for the invitation, but let me say at the outset that I do not claim to have a
lot of answers, nor even to know all the questions. Thus, I offer no advice to anyone.
Rather, I am pleased to share some observations based on my experience that I hope
will assist consideration of how to best defend the United States from terrorist at-
tack. Biographical material concerning my background is attached for your ref-
erence.

Tomorrow is the 226th anniversary of one our fledgling Nation’s early intelligence
successes. When Paul Revere rode through the Massachusetts countryside awak-
ening the citizen army, he was functioning as intelligence officer, analyst and dis-
seminator of product. Observation of the British fleet, signaling the enemy’s inten-
tions from the tower of the North Church and a call to arms from horseback com-
bined to provide and disseminate the intelligence that made the following day a suc-
cess for the colonial forces fighting a war.

Today we are in a different kind of war, but a war nonetheless. This is not a met-
aphorical war. We are confronted with a new paradigm of warfare.

It is one where we face a clandestine foe using tactics that include the use of com-
mon instrumentalities of our commerce as weapons against us. It is every inch a
war to defend our country from fundamental threats to liberty.
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In my view, knowledge is the most important weapon we have in the war against
terrorists. We can and should tighten our borders, improve transportation security,
increase immigration controls and take a host of other security measures. However,
there is a danger of developing a “Maginot Line mentality” that would mistake
these tangible and visible improvements to security as a complete defense against
the terrorist threat. We cannot remain a free society without also remaining vulner-
able to those willing to subvert the rule of law and surrender their own lives in
order to create mayhem and destruction. The only way to best such people is to
know who they are, what they are planning and to stop them.

This gives us something in common with our colonial predecessors. It means that
intelligence—information about who our foe is, how it operates and what its plans
are—is essential to our victory. Today the objective is to acquire the information
necessary to preempt further attacks. Large, clandestine outlaw organizations can-
not be completely eliminated. But their capabilities to operate can be greatly dimin-
ished and even destroyed if we understand who they are and how they function. In-
telligence also has value in helping those who must manage the consequences of at-
tack anticipate what particular challenges they are most likely to face.

So, for me, the first question concerning how the government is organized to deal
with terrorism today is how can we improve our counter-terrorism intelligence ef-
fort? I have a few observations.

First, we need to simply recognize and understand how important the intelligence
effort is to success. If one accepts the premise that our counter-terrorism program
requires detailed information about our foes, then it must be asked, who is in
charge? Perhaps because perception of the current threat has emerged gradually
and only become a matter of great urgency in recent months, I think the answer
to that question may be less clear than it ought to be.

Second, there are several policy issues that may inform a reasoned judgment
about how the Government would be best organized to fight terrorism today. Chief
among these is the issue of defining clearly the nature of the current counter-ter-
rorism mission here in the United States. Is this a law enforcement function? Not
entirely. Is it a military function? Not necessarily. Is it a largely national security
function? Arguably so.

I do not intend an academic discussion. These questions, and other related issues,
have very practical implications. The need to defend ourselves from attack at home
with knowledge of what is going on both here and abroad may diminish the tradi-
tional distinction between the counter-terrorism responsibilities of law enforcement
agencies and those of the intelligence community. For example, is the FBI gathering
information in criminal investigations or for other intelligence purposes? Can the
CIA and other community agencies share classified terrorism information with Fed-
eral law enforcement agencies?

Likewise, we might bear in mind that while making us safe from terrorist attack
will take time, it is a mission that is more limited than the general Federal law
enforcement responsibility. Thus, one might question whether the broad powers and
authorities necessary for counter-terrorism measures should be provided as general
law enforcement authority. This could result in relatively extraordinary powers
being applied to a wide range of investigative activities having nothing to do with
terrorism. Conversely, the authority necessary to effectively combat terrorism may
be withheld out of concern that we not expand law enforcement powers in general.
In my view, despite some current modernizing that is necessary, the FBI and other
Federal law enforcement agencies have built well deserved reputations for excel-
lence in making this Nation more safe from crime. For all these reasons, I believe
we should be cautious in fundamentally altering the role and authority of Federal
law enforcement agencies.

My third observation is that, given the foregoing considerations, it maybe worth
considering a new organizational approach to counter-terrorism, especially as to the
intelligence function. This could be a new organization, or new unit or task force
made up of a combination of parts of existing agencies. What to me renders this
worth considering are three principal factors:

1. The counter-terrorism intelligence challenge today is a domestic-international
hybrid which may obviate the utility of traditional distinctions between domestic
and international terrorism,;

2. Preempting further attacks and neutralizing terrorist capabilities are likely to
necessitate intrusive investigative activities at home and unprecedented coordina-
tion of domestic and international intelligence functions.

3. The organizations and the people performing these tasks must have clear and
unambiguous legal authority for their work.

A smaller organization dedicated to counter-terrorism intelligence may be both
more nimble in, and more accountable for, the use of more powerful investigative
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authority that also crosses traditional legal, policy and agency jurisdictional lines.
This may not be any answer at all, but we should not let the way we have been
organized to date dictate what we do going forward without consideration of alter-
natives.

My fourth point is that, regardless of the organizational structure used, we must
improve the quality and quantity of information made available to those upon whose
work our security depends. We cannot allow their work to be hindered by systemic
inadequacies. For example, putting terminals from multiple information systems in
one room and calling it an “intelligence center” is no substitute for true systems in-
tegration. Our Nation is in the forefront of information technology and our intel-
ligence agencies should have state-of-the-art information systems. If government
procurement procedures are an impediment to keeping these vital functions on the
cutting edge of this rapidly changing technology, then the way government acquires,
maintains and updates this technology needs to change.

My fifth and final observation is that further organizational changes in govern-
ment to address the terrorist threat must account for the necessary involvement of
many Federal agencies, State and local governments and the private sector as both
contributors and consumers of counter-terrorism intelligence. Federal agencies of
limited jurisdiction, such as Immigration, Customs, BATF and others make ex-
tremely important contributions to counter-terrorism, including by collection of valu-
able intelligence in the ordinary course and by executing specific tasks in further-
ance of intelligence objectives. Each performs part of a critical intelligence function
that must be, in my judgment, not just coordinated, but directed.

The same premise is true as to State and local governments, including their law
enforcement components. While Federal direction is not called for, coordination in
counter-terrorism is. Time and again State and local authorities, which have the
most frequent and routine encounters with the general population, discover informa-
tion that, when placed into a bigger picture, may be critical to counter-terrorism ob-
jectives.

The private sector’s potential to contribute should not be overlooked. Experience
has shownthat the terrorist organizations and their support networks make consid-
erable use of private sector services, educational and employment opportunities.
Business can be a great help, but the effort needs Federal leadership and assistance.

Are we doing a better job of all of this today then before September 11? While
I have no access to non-public information, I am sure that we are doing better,
much better. I would not be surprised to learn at some point in the future that our
government and our allies have succeeded in stopping one or more significant ter-
rorist episodes in the last several months. The recent capture of a key terrorist lead-
er is a reminder that there are many people whose names we will probably never
know, and whose faces we will never harm’s way in distant places so that see, going
we and our families may sleep in safety and security. If something more can be done
here, we owe it to them to do it.

Thank you.

Chairman SCHUMER. Thank you, Mr. Terwilliger, again, for your
intelligence and being right to the point.
Dr. Anderson.

STATEMENT OF PHILIP ANDERSON, SENIOR FELLOW, INTER-
NATIONAL SECURITY PROGRAM, CENTER FOR STRATEGIC
AND INTERNATIONAL STUDIES, WASHINGTON, DC

Mr. ANDERSON. Good morning, Mr. Chairman, Senator Sessions.
It is an honor to be here this morning, and I thank you for accept-
ing my longer statement into the record.

I would like to begin by saying that we are barely 7 months into
what I believe to be a much deeper examination of the homeland
security issue.

The President has given Governor Ridge the task of developing
a national strategy for homeland security, and it is important to
note that despite the criticism in the media and on Capitol Hill
that the Office of Homeland Security is understaffed and has no
budget authority or power to make decisions. I believe that the
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public should understand that the Administration has really not
been given enough time to fully address this new challenge.

While time is of the essence, this new environment demands
some patience to allow a comprehensive strategy to emerge. In the
absence of a comprehensive strategy, there can be no clear under-
standing of the threat to be addressed or any real sense of the pri-
orities from which specific requirements will emerge. Assuming the
Office of Homeland Security can produce a comprehensive strategy
this year, once it is published, the debate can begin on implementa-
tion.

Although there are numerous challenges associated with secur-
ing the homeland, the following are a few that I believe should be
given priority going forward.

First, a national strategy as the basis for initiating government
reform. In the absence of a comprehensive national strategy which
addresses all aspects of waging an ongoing war against terrorism—
to include detection, preparation, prevention, protection, response,
and recovery—there can be no framework for establishing clear pri-
orities or defining requirements to base decisions on how to orga-
nize the government and spend the taxpayers’ money.

With real threats to the homeland and agreement that we are
unprepared to deal with those threats, what is needed is continued
leadership in the Administration to finish a comprehensive na-
tional strategy. Significant organizational reform cannot happen
without all the strategic underpinnings—the strategy and all its
interrelated parts that enables government to make decisions on
how best to move forward.

Second, a national strategy that addresses the principal obstacles
to information sharing and coordination. No one disagrees the co-
ordination and the sharing of information is absolutely essential in
this environment, but there is little mention or debate about the
cultural barriers that exist both within the Federal Government
and between the Federal Government and the State and local gov-
ernments, and between all aspects of government and the private
sector. With extremely large agencies like those in the intelligence
community, the senior leadership has their own business interests
and their own relationships with customers and capabilities that
they think they are protecting, that truly are the source of their in-
fluence.

The CIA is a good example, and in many ways is supposed to be
the focal point for the intelligence community. The CIA has privi-
leged access to the President of the United States and privileged
access to the Congress. Why would the Director of Central Intel-
ligence want to cooperate fully with other intelligence agencies and
give up the power that he has as CIA Director?

That said, I believe that behavior can be changed through incen-
tives and disincentives. Leadership is critical to cultural change—
leaders who see the broader need, the greater good, and aggres-
sively pursue them to initiate change in their organization and
across government.

The inherent distrust between the Federal Government and
State and local governments is another obstacle that will have to
be overcome. In this new environment, State and local assets will
play the lead role in responding to and managing the consequences
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of an attack. With the exception of some specialized Federal capa-
bility in the Department of Energy for nuclear weapons and in the
Department of Defense’s capability for chemical and biological re-
sponse, the majority of first response assets will come from State
and local governments.

It would seem that much attention has been focused on the Fed-
eral apparatus, but the national strategy, to be comprehensive,
must establish the framework for effective communication and co-
ordination at every level of government.

The terrorists who attacked the World Trade Center and the
Pentagon on September 11th were able to move information, peo-
ple, and finances across a sophisticated terrorist network. The fact
that government at all levels is not networked must be addressed.

The intelligence community again offers a good example. There
are 14 agencies in the intelligence community doing analysis. Co-
ordinating intelligence across those disparate agencies involves
moving information across those agencies.

The terrorists of September 11th proved that they could beat us
at this game. On September 12th, if you were employed by the Nu-
clear Regulatory Commission, for example, you were getting re-
ports about Osama bin Laden’s potential attack against nuclear fa-
cilities. Most assuredly, those reports came from a newspaper or
from CNN, but not from the intelligence community.

We are still in the infancy stage of determining how best to do
this, but in the context of homeland security, if you are a fireman
or if you are a policeman, you certainly do want and should expect
relevant information and effective communication from your Fed-
eral government. As the concern about security abates, as it inevi-
tably will, networking the Federal Government with State and
local government functions must be aggressively pursued.

Third, a national strategy that provides for private sector in-
volvement. A good example of the complexity of initiating public-
private cooperation can be seen in the containerized shipping in-
dustry. Approximately 7.5 million containers enter the United
States each year, and the Customs Service only inspects 2 percent
of those. The contents of these containers originate with approxi-
mately 450,000 shippers globally. This would appear to represent
an unworkable number, but I believe that there are steps that can
be taken now to reduce this vulnerability. An interesting statistic
is that the contents of 60 percent of those shipping containers en-
tering the United States originate with just 1,000 large shipping
companies worldwide. This would seem to be a workable number
where cooperation between government and the private sector
could again make a difference and drastically reduce our overall
vulnerability.

Recently, and I think it was just yesterday, 60 large corporations
agreed to work with the government as part of the Customs Trade
Partnership Against Terrorism to ensure adequate security of
goods entering the United States, in exchange for faster passage
through border checkpoints.

Much of the Nation’s strength rests on its privately owned crit-
ical infrastructure, but the private sector does not just own and op-
erate the Nation’s critical infrastructure. The private sector owns
a lot of expertise that could improve the way in which government
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approaches the information-sharing problem. The Y2K problem is
a good example, where the private sector did a much better job in
understanding the problem in developing responses to it.

And I will wrap this up quickly.

Networking is an area that the private sector has mastered.
They proved that during the Y2K situation.

In the National Security Council or Homeland Security Council,
you will not find our Federal agencies networked in the same way
that you would find similar functions networked in the private sec-
tor. Developing public-private partnerships is complicated by the
need to protect sensitive information and the lack of information
sharing and coordination between the numerous agencies of the
Federal Government with responsibility for homeland security.

The national strategy must be the vehicle for simplifying the
communication and coordination problem within government and
between government and the private sector. The private sector
should be included in the development of the strategy, and the
strategy must formalize the means to ensure private sector involve-
ment in its implementation.

In conclusion, Mr. Chairman, over the long term, in the absence
of a comprehensive national homeland security strategy, there can
be no clear understanding of the threat to be addressed or any real
sense of priorities from which specific requirements will emerge.

Mr. Chairman, my time is way passed up. We appreciate the
Committee’s leadership on this issue and we look forward to help-
ing in any way we can at CSIS.

[The prepared statement of Mr. Anderson follows:]

STATEMENT OF PHILIP ANDERSON, SENIOR FELLOW AND DIRECTOR, HOMELAND
SECURITY INITIATIVE, CENTER FOR STRATEGIC AND INTERNATIONAL STUDIES

I. Introduction.

Good morning, Mr. Chairman, Members of the Committee, it is an honor to be
with you today, to present my views on “Should the Office of Homeland Security
Have More Power? A Case Study in Information Sharing.” Let me begin by saying
that the statement I am about to give represents my views and in no way should
be taken as the institutional view of CSIS. Before beginning though, let me provide
you with some background on the work we are doing at CSIS.

CSIS has completed a number of homeland security projects both prior to and
since the tragic events of September 11. In January 2001, CSIS released a report
on the results of an 18-month study, Homeland Defense: A Strategic Approach. In
June 2001, CSIS co-directed Dark Winter, a high-level simulation of a smallpox at-
tack originating in Oklahoma City. In the immediate aftermath of September 11,
CSIS convened an internal task force on terrorism, the results of which were pub-
lished in To Prevail: An American Strategy for the Campaign Against Terrorism.

CSIS is currently working on two projects in the area of Critical Infrastructure
Protection:

(1) A comprehensive series of events to address critical infrastructure issues fac-
ing the United States establishing the foundation for a report that will focus on
what business and government can accomplish together to meet future threats—
pulling together public-private partnerships.

A simulation exercise, patterned after our Dark Winter effort—to focus on energy
infrastructure in the United States. Rather than consequence management, this
simulation exercise will focus on the less understood—and explored—scenarios in
which policymakers must decide on whether and how to act in the case of a credible
threat against critical energy infrastructure.

II. Overview.

In the 7 months since the tragic events of September 11, there has been a great
deal of momentum, both inside and outside of government—and it would seem that
we are all developing a clearer understanding of the Homeland Security problem in
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all of its complexity—but most often, solutions remain out of reach—which should
be expected at this point—as we are barely 7 months into a much deeper examina-
tion of the issue which in most ways represents the most daunting challenge the
United States has ever had to address.

In this new and very dangerous environment, it is clear that government reform
will be necessary to ensure clear lines of authority, responsibility and most impor-
tantly, accountability to unify the efforts of the 46 Federal agencies that, to varying
degrees, have responsibility for Homeland Security. With responsibility spread
across so many agencies, effective communication and coordination is extremely
complicated and will only become more difficult in the long term as threats to the
homeland increase. This is made far more complex by the additional requirement
for the Federal Government to coordinate and communicate efforts with State and
local governments and further, to develop the means to work with, and cooperate
with the private sector.

The most important question to consider at this juncture is: When should reform
be initiated? Some would argue that there is no time to waste and that well-in-
formed decisions should be acted on immediately in this environment. However, the
President has given Governor Ridge the task of developing a strategy for National
Homeland Security and as such, the Office of Homeland Security should be allowed
some time to fully address the problem. In the absence of a comprehensive strategy,
there can be no clear understanding of the threat to be addressed or any real sense
of priorities from which specific requirements will emerge. If the strategy that
emerges is truly comprehensive, the debate that will follow will certainly involve the
appropriate organization of government to address the problem.

It would seem that with each passing day, the Administration, in the process of
developing a National Strategy, is learning that organizational and process reform
will be necessary to streamline the process of coordination and communication. At
a Senate hearing on April 11, to address Senator Lieberman’s proposal to create a
Department of National Homeland Security and a White House Office to combat ter-
rorism, at which I was also fortunate to testify, OMB Director Mitch Daniels Jr.,
told the Senate Government Reform Committee that President Bush “has said from
the outset that the structure for organizing and overseeing homeland security may
evolve over time . . . should the ongoing strategy review ultimately recommend to
the President a different homeland security structure, there is a chance it may re-
semble Senator Lieberman’s bill.” Among the many organizational issues the strat-
egy will have to address, the following would seem most important:

Create a foundation for unifying the efforts of the Federal Government or at least
establish the conditions for effective cooperation and coordination.

(2) Point the way for those agencies of the Federal Government, with direct re-
sponsibility for Homeland Security, to effectively cooperate, coordinate and commu-
nicate with State and local governments.

(3) Establish the conditions for every level of government to effectively cooperate
with the private sector since they own and operate most of the critical infrastructure
in the United States and as such, are ultimately responsible for securing it.

Developing a National Homeland Security strategy that points the way toward ef-
fectively addressing these issues is no small task, it is truly a daunting challenge—
the likes of which have never been faced at any other point in our Nation’s history.
It is important to note that despite the criticism in the media and on Capitol Hill—
that the Office of Homeland Security is understaffed and has no budget authority
or power to make decisions—the public should understand that the Administration
has really not been given enough time to fully address this new challenge. While
time is of the essence, this new environment demands some patience to allow a
strategy to emerge. The strategy should serve as the basis to initiate government
reform and allocate resources and assuming the Office of Homeland Security can
produce a comprehensive strategy this year—and once it is published—the debate
can begin on implementation.

II1. The Challenges.

Although there are numerous challenges associated with securing the homeland,
the following are a few that should be given priority going forward:

A National Strategy as the basis for initiating government reform: There have
been numerous commissions and studies conducted—the Hart-Rudman Commission,
the Gilmore Commission, the Bremer Commission, and the Center for Strategic and
International Studies Working Group on Homeland Defense—that addressed the
lack of coordination among the 46 Federal agencies that have specific responsibil-
ities for Homeland Security. There have also been a number of proposals floating
around in the Administration and in Congress that call for consolidating some of
the agencies responsible for securing the homeland. The Administration’s proposal
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to consolidate Immigration and Naturalization Service, Customs and the Border Pa-
trol in one agency and Senators Lieberman and Specter’s proposed National Home-
land Security and Combating Terrorism Act of 2002 are just two examples. Gov-
ernor Ridge’s original proposal also included the Coast Guard and border-related
parts of the Agriculture Department. In addition, many commissions and studies
recommended that Congress develop the means for reviewing the President’s policy
and budget for Homeland Security. The lines of responsibility are unclear in the Ex-
ecutive Branch but they are just as unclear in the Legislative Branch given the ex-
igsting }fommittee structure that further complicates coordination in the Executive
ranch.

Most importantly, in the absence of a comprehensive National Strategy which ad-
dresses all aspects of waging an on-going war against terrorism to include, detec-
tion, preparation, prevention, protection, response and recovery, there is no frame-
work for establishing clear priorities and defining requirements to base decisions on
how to organize the government and spend the taxpayers’ money. With real threats
to the homeland and agreement that we are unprepared to deal with those threats,
what is needed now is leadership in the Administration to finish a comprehensive
National Strategy. Significant organizational reform cannot happen without all the
strategic underpinnings—the strategy in all its interrelated parts—that enables gov-
ernment to make decisions on how best to move forward.

A comprehensive threat assessment as the basis for the National Strategy: It would
seem that the Administration has, since September 11, taken a “vulnerabilities-
based” approach to the problem. That is, in the absence of a strategy, they have at-
tempted to identify the Nation’s critical vulnerabilities and focus attention and re-
sources accordingly. Unfortunately, at this juncture, this is exactly the condition the
public should expect where everything appears to be a critical vulnerability. This
situation will not resolve itself until the Nation has a comprehensive Homeland Se-
curity strategy.

At the heart of any effort to develop a strategy is the requirement to address the
likely threats. The strategy that emerges at the end of the development process will
need to be first and foremost, threat-specific. However, defining likely threats in this
new environment is problematic in that they will likely derive from multiple sources
with different objectives and various means to do us harm. Defining the threat is
risky but absolutely necessary to developing a coherent National Strategy to fully
address the problem. It is hard to develop plans, organize and allocate resources to
address the myriad vulnerabilities that exist without taking an informed position
on potential threats.

While we remain extremely vulnerable in many areas, most do not represent crit-
ical vulnerabilities simply because they are not likely targets. How many people
would argue, at this point, that commercial aviation is a critical vulnerability? On
the other hand, private aviation with 500,000 private pilots and 200,000 private air-
craft operating from approximately 18,000 airfields could represent a critical vulner-
ability. Some would argue that the nuclear power industry is critically vulnerable.
I would submit that the nuclear power industry, the most regulated in the United
States, is far less vulnerable than other aspects of energy infrastructure to include,
liquid natural gas operations, refineries and petro-chemical operations. Without an
informed assessment of how those that would do us harm may act, the ability to
organize and allocate resources effectively is extraordinarily difficult, if not impos-
sible. Another important point relates to the way in which the current organization
of government looks at the threat. FEMA is a good example—with an organizational
culture that has, for the most part, addressed natural disasters rather than a think-
ing enemy.

A National Strategy that addresses the principal obstacles to information sharing
and coordination: There are numerous obstacles that stand in the way, culture cer-
tainly not the least among them. No one disagrees that coordination and the sharing
of information is absolutely essential in this environment but there is little mention
or debate about the cultural barriers that exist both within the Federal Government
and between the Federal Government and State and local governments, and be-
tween all aspects of government and the private sector. With extremely large agen-
cies, like those in the intelligence community, the senior leadership has their own
business interests and their own relationships with the customers and capabilities
they think they are protecting that are the source of their influence. The CIA is a
good example and many ways is supposed to be the focal point for the intelligence
community. CIA has privileged access to the President of the United States, and
privileged access to the Congress. Why would the Director of Central intelligence
want to cooperate fully with the other intelligence agencies and give up the power
that he has as the CIA director? However, behavior can be changed through incen-
tives and disincentives. Leadership is critical to cultural change—leaders who see
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the broader need—the greater good—and aggressively pursue them to initiate
change in their organizations and across government.

The inherent distrust between the Federal Government and State and local gov-
ernments is another obstacle that will have to be overcome. In this new environ-
ment, State and local assets will play the lead role in responding to and managing
the consequences of an attack. With the exception of some specialized Federal capa-
bility in DOE for nuclear weapons and DoD’s specialized chemical and biological ca-
pabilities, the majority of first response assets will come from State and local gov-
ernments. It would seem that the Federal Government is primarily focused on the
Federal apparatus, but the national strategy, to be comprehensive, must establish
the framework for effective communication and coordination at every level of gov-
ernment.

The terrorists who attacked the World Trade Center and the Pentagon on Sep-
tember 11 were able to move information, people, and finance across a sophisticated
terrorist network. The fact that government at all levels is not networked must be
addressed. The intelligence community again offers a good example. There are at
least 11 agencies in the intelligence community doing analysis. Coordinating intel-
ligence across those disparate agencies involves moving information across those
agencies. The terrorists of September 11 proved that they could beat us at this
game. On the September 12, if you were employed by the Nuclear Regulatory Com-
mission, you were getting reports about Osama bin Laden’s potential attack against
nuclear facilities. Most assuredly, those reports came from a newspaper or from
CNN not from the intelligence community. We are still in the infancy stage of deter-
mining how best to do this, but in the context of homeland security, if you're a fire-
man or policeman, you certainly do want and should expect relevant information
and effective communication from your Federal Government.

As the concern about security abates, as inevitably it will in our society, net-
working the Federal Government with State and local government functions must
be aggressively pursued. To effectively respond to threats to the homeland, govern-
ment at every level is going to have to be networked.

A National Strategy that accounts for the primary missions of Federal agencies as-
sociated with Homeland Security: The national strategy must establish the frame-
work to account for large gaps in missions that potentially stand in the way of uni-
fying around the homeland security mission. Most agencies that are now focused on
homeland security have other primary missions that will have to be accounted for.
The Customs Service is a good example because its mission is as a revenue-gener-
ating agency, focused on goods and trade, not on security. Last year, the Customs
Service collected in $23.5 billion in taxes, fees, and penalties, second only to the In-
ternal Revenue Service in generating government income. The Coast Guard is an-
other good example with non-homeland security missions associated with routine
law enforcement, fisheries, and deep-water drug and political refugee interdiction.

A National Strategy that provides for private sector involvement: A good example
of the complexity of initiating public-private cooperation can be seen in the contain-
erized shipping industry. Approximately 7.5 million containers enter the United
States each year. The Customs Service only inspects 2 percent. The contents of
these containers originate with approximately 450,000 shippers globally. This rep-
resents an unworkable number, but there are steps that can be taken now to reduce
our vulnerability. Recently more than 50 large corporations agreed to work with the
government to ensure adequate security of goods entering the United States in ex-
change for faster passage through border checkpoints. An interesting statistic is
that the contents of 60 percent of shipping containers entering the United States
originate with just 1000 large shipping companies worldwide. This would seem to
be a workable number where cooperation between government and the private sec-
tor could again make a difference and drastically reduce our overall vulnerability.

Much of the Nation’s strength rests on its privately owned critical infrastructure,
but the private sector does not just own and operate the Nation’s critical infrastruc-
ture, the private sector owns a lot of the expertise that could improve the way in
which government approaches the homeland security problem. The private sector
does not just have interest in working with the government, the government abso-
lutely has to have help from the private sector. The Y2K problem is a good example
where the private sector did a much better job in understanding the problem and
developing responses to it. Networking is an area that the private sector has mas-
tered. In the National Security Council or Homeland Security Council, you won’t
find our Federal agencies networked in the way you would find similar functions
networked in the private sector.

Developing public-private partnership is complicated by the need to protect sen-
sitive information and the lack of information sharing and coordination between the
numerous agencies of the Federal Government with responsibility for homeland se-
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curity. The national strategy must be the vehicle for simplifying the communication
and coordination problem within government—and between government and the
private sector. The private sector must be included in the development of the strat-
egy and the strategy must formalize the means to ensure private sector involvement
in its implementation.

IV. Conclusion

Mr. Chairman, over the long term, in this new and very dangerous environment,
government reform must be initiated to ensure unity of effort and clear lines of au-
thority, responsibility and most importantly, accountability. In the absence of a com-
prehensive national homeland security strategy, there can be no clear under-
standing of the threat to be addressed or any real sense of priorities from which
specific requirements will emerge. The strategy should be the vehicle that estab-
lishes the framework for every aspect of government to move forward together in
a unified and coordinated way to fully address what is surely the most complex
problem our government has ever had to face.

Mr. Chairman, the road ahead remains complex and dangerous with numerous
challenges yet to be addressed. The Center for Strategic and International Studies
is ready and willing to help.

Organizing effectively to secure the American homeland is essential to our coun-
try’s prosperity and to the prosperity of our allies. We appreciate the Committee’s
leadership on this issue, and we look forward to helping in any way we can.

Chairman SCHUMER. Thank you, Dr. Anderson. I very much ap-

preciate your testimony as well.
And finally, Dr. Light.

STATEMENT OF PAUL C. LIGHT, VICE PRESIDENT AND DIREC-
TOR, GOVERNMENTAL STUDIES, BROOKINGS INSTITUTION

Mr. LIGHT. It is nice to have the last word again on this issue.

As you know, the Governmental Affairs Committee is considering
legislation to create both a Cabinet department and a statutory Of-
fice of Homeland Security.

Before I go into a brief summary of my statement, I should note
that there already is a de facto national chief information officer.
That individual is the deputy director of the Office of Management
and Budget for management. That is a position that has been va-
cant for 16 months. There is no nominee currently pending before
the United States Senate. There is no individual who has been an-
nounced for that position.

Last week, this Committee received testimony from the Webster
Commission about streamlining and improving the FBI review
process for appointees. We have over in the Governmental Affairs
Committee now legislation co-authored by Senators Lieberman and
Thompson that was favorably marked up earlier this session called
the Presidential Appointments Improvement Act.

I cannot speak for those two Senators, obviously, but a friendly
amendment to ask the FBI to accelerate and make less burden-
some the review process for presidential appointees might improve
the odds that we would actually get somebody into the position
that you clearly have heard a case made for today.

My statement here basically argues that there is not necessarily
too little information in the Federal Government today regarding
potential threats, but possibly too much. Perfect hindsight suggests
that government often has the information it needs to make deci-
sions, but that it cannot sort it, integrate it, or interpret it. I think
that historians 20 or 30 years from now will be making that argu-
ment regarding September 11th.
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The Office of Homeland Security does not appear to have the
power to break down the barriers and address the most serious
problems facing those who desire to harm this country.

Interestingly enough, in my analysis of the Office of Homeland
Security, it may be young, it may be new, it may be understaffed,
but let me tell you, Senator, it is thick. The organization chart for
this young office is one of the most complicated organization charts
for a White House unit or for a departmental unit that I have seen
in my career. I make a career of pointing at organization charts,
and I have just never seen on what appears to have been designed
to complexify the movement of knowledge.

I do not question Governor Ridge’s sensibilities in putting to-
gether this organization chart. I just point out that it is a rather
novel and complicated organization chart that may make the pro-
curement, production, and integration of information more difficult
than it needs to be.

My statement looks at seven components of an integrated infor-
mation chain that the Office of Homeland Security might need. I
talk about production of information, which the office does not do
and does not have the power to do. I talk about the procurement
of information. The office does not have the authority to order, pur-
chase, or otherwise gain information that does not currently exist.
It cannot order the study of a particular issue. It cannot analyze
a particular body of information.

The word “coordinate” appears 33 times in the Executive Order
establishing the office. The word “investigate” appears once. The
word “analyze” appears not at all. The word “study” appears not
at all.

The office does appear to have considerable authority to collect
information, but as my colleagues have argued at Brookings and
elsewhere, there is not enough staff or capability in the office right
now to basically crunch that information into meaningful analysis.
It does not have the power to assess the quality of information or
the capability to assess the quality of information. It does not have
the capability to assess trends, to do analysis. It absolutely does
have the authority to disseminate information, but ironically—and
this is an important issue for this Committee and for the Senate
as a whole—the President’s assistant for homeland security does
not have one authority to disseminate information to the United
States Congress. He may not disseminate information through for-
mal hearing or testimony before the United States, and I think
that is a weakness in the office, which can be easily remedied by
making that position a Senate advise and consent position.

The director does have the power to classify information as Top
Secret, but does not have the power to declassify information that
he deems to be in the national interest to be declassified.

My recommendations in my testimony are, number one, to give
the office a statutory base. That is the coin of the realm. You want
to go toe-to-toe with these agencies, you have to have a statutory
base which means Senate confirmation. You need additional staff-
ing. You need the dollars and the authority to produce and procure
information, and you need to be able to coordinate an information
technology plan for the agencies of government.
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I submit my testimony for the record and am open to any ques-
tions you may have.
[The prepared statement of Mr. Light follows:]

STATEMENT OF PAUL C. LIGHT, THE BROOKINGS INSTITUTION,
WASHINGTON, D.C.

I am pleased to appear before the Subcommittee today to consider options for
strengthening the Office of Homeland Security. I believe this Subcommittee is right
on target in asking whether and how the office might improve the flow of informa-
tion to and from key decisionmakers. Although there are many causes of the Sep-
tember 11 tragedy, none was so easily addressed as the failure to collect, interpret,
and share information.

I believe the question of information sharing involves two discrete parts. First, is
the Federal Government currently producing the right information? Second, is that
information available to the right people at the right time?

The Immigration and Naturalization Service is a perfect case in point. It suffers
from a dearth of high-quality information on potential threats to national security,
and has serious vulnerabilities in making sure that high-quality information
reaches the right people at the right time. Bluntly put, even if the agency were to
discover a potential threat, it is not clear that the information would make it to key
law enforcement and security officials in time to prevent a tragedy.

We know, for example, that the INS does not have the information technology to
track visitors to the United States. The agency simply does not have the right infor-
mation about who is entering the country under what conditions and for what pur-
pose, nor does it know where current visitors might be located, or whether they
have over-stayed their welcome. Although there is nothing the Office of Homeland
Security can do at this point to better coordinate, share, or monitor information that
does not exist, I believe there are ways that the office can better control the produc-
tion of information through expanded authority.

We also know that the INS does not have the technology to share the information
it does have with the right people at the right time. We know, for example, that
information about the individuals involved in the September 11 attacks on New
York City and Washington, D.C., did not make it to the right people at the right
time in the Immigration and Naturalization Service and its contractors. Otherwise,
one would be hard-pressed to explain last month’s extraordinary news that ACS,
Inc., had mailed visa notices on behalf of Mohamed Atta and Marwan Al-Shehhi.
Although one can argue that there was no harm, and, therefore, no foul, the lack
of communication up and down the INS hierarchy speaks to the extraordinary prob-
lems in sharing information in a timely fashion.

Deja Vu

The INS is hardly the only Federal agency with problems collecting and sharing
the right information. Indeed, recent Federal history is replete with examples of
breakdowns caused by either bad information or good information ignored, including
the security problems at the Nation’s nuclear weapons laboratories and the taxpayer
abuse at the Internal Revenue Service. Looking back with perfect hindsight, we can
now see the outlines of a remarkable information breakdown at the core of the Sep-
tember 11 attacks, not the least of which were bits and pieces of evidence from
flight schools and simulation centers. As in so many similar cases, from Pearl Har-
bor to Vietnam, we are likely to discover that the Federal Government had signifi-
cant information about the potential threat, but could not put the pieces together
in time.

The fact is that the Federal Government, indeed most organizations, almost al-
ways have the information to prevent failure, but not the analysis or communication
chains. That was the case in the 1980s with the HUD scandal and the savings &
loan debacle, in the 1990s with espionage at the nuclear weapons labs and taxpayer
abuse at the Internal Revenue Service, and the early 2000s with the INS. Sadly,
I have made a living out of showing the problems associated with communication
failures in the Federal Government. We see the same problems over and over and
over again as information gets lost, distorted, mishandled, improperly classified, or
misinterpreted up and down the ponderous Federal hierarchy. See the appendix of
this testimony for a side-by-side confirmation of my conclusion.

Assessing the Case at Hand

Our task today is not to look back for culprits, but to look forward to solutions.
Simply asked by the Subcommittee, should the Office of Homeland Security have
more power? As I and my colleagues at the Brookings Institution have argued, the
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answer is “yes.” Much as one can credit Governor Ridge with substantial success
in shaping the budgets of the agencies involved in homeland security, his office does
not provide the levers that are essential for coordinating, let alone assuring the flow
of high-quality information in real time. He should be congratulated for having
made the best of a very difficult situation, but should be fully empowered to make
sure that the Federal Government has the information it needs.

Unfortunately, I do not believe Governor Ridge has the authority to prevent com-
munication failures in the future. Even a cursory review of the Office of Homeland
Security organization chart confirms the problem. According to the latest available
Yellow Book listing, the office is structured around an assortment of titles whose
primary tasks focus more on outreach than information collection or analysis: (I
have numbered the layers within the office using conventional nomenclature.)

1. Assistant to the President for Homeland Security (Ridge)
2. Deputy Assistant to the President and Deputy Director
3. Deputy Assistant to the President (Communications & Legislative Affairs)
4. Deputy Assistant to the President for Legislative Affairs
Senior Associate Counsel to the President and General Counsel
5. Special Assistant and Senior Director for Information Integration and Chief
Information Officer
Special Assistant and Senior Director for Policy & Plans
6. Special Assistant and Executive Secretary
Special Assistant for External Affairs
7. Protection & Prevention Senior Director
Response & Recovery Senior Director
8. Special Assistant and Director of Communications
9. Special Assistant for External Affairs
Special Assistant for Public Liaison
10. Assistant Director for Intergovernmental Affairs
11. Communication Strategy Director
12. Staff Assistant

Much as one might question the problems associated with 12 discrete layers in
the office, and much as one might ask whether the special assistant for information
integration and chief information officer is (1) placed high enough in the bureau-
cratic pecking order, and (2) has too many competitors for access, the more impor-
tant question at hand is whether Governor Ridge and his team have the authority
needed to assemble the information they need. The answer appears to be “no.” At
best, information collection and analysis is but one of many competing priorities in
the Office of Homeland Security. At worst, it appears to reside in a single unit that
has multiple responsibilities, not the least of which is ensuring that the office itself
has adequate computer technology, which is the traditional concern of chief informa-
tion officer posts across government. At a minimum, I would recommend splitting
the information integration and chief information officer posts, while raising the
former to the level of deputy assistant to the President.

An Inventory of Authority

More importantly, however, I worry that the office as currently constructed does
not have the authority to implement an aggressive information collection, analysis,
an&i dissemination strategy. Let me suggest the following problems facing the office
today:

1. Production. The Office of Homeland Security does not have the authority to
produce information that it deems essential to its planning process. Although it does
have a talented, albeit small staff, the office does not have the internal capacity to
investigate or study problems that Governor Ridge deems essential. To the extent
words have meaning, “coordinate” appears 33 times in the President’s Executive
Order establishing the Office of Homeland Security, while the word “investigate” ap-
pears only once. “Study” and “analyze” do not appear at all.

2. Procurement. The Office of Homeland Security does not have the authority to
order or purchase information, whether through private contractors such as the
RAND Corporation, which has extraordinary capacity for conducting the kind of ex-
ploratory analysis that Governor Ridge might find particularly useful in anticipating
potential threats, or through government intelligence agencies. Nor does the Office
of Homeland Security have the dollars to make such purchases. If Governor Ridge
wants a special analysis of trends across or within agency databases, one presumes
he must ask.

3. Collection. The Office of Homeland Security appears to have adequate mecha-
nisms for tapping into the Federal Government’s vast inventory of information. The
question is whether an office composed of a scant 100 or so individuals, many of
whom are dedicated to prevention, outreach, legislative affairs, communications,
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etc., can hope to swallow from the fire-hydrant of information that currently courses
through government. I do not see, for example, the capacity to evaluate the quality
of information flowing into the office, nor do I see the ability to reach down into
agencies to demand the release of information that already exists. Even more impor-
tantly, I do not see the capacity needed to compel the release of information that
agencies might or might not know they have.

4. Quality. I do not see firm evidence that the Office of Homeland Security has
the internal capacity to assay the quality of information flowing from inside or out-
side government. At least for the time-being, the office must rely on its sources to
validate information.

5. Analysis and Interpretation. The Office of Homeland Security does not appear
to have adequate mechanisms for analyzing information. That might mean, for ex-
ample, resolving disputes between different portraits of threats, or pulling strands
of analysis together into a particular whole. Such analysis requires a much greater
staffing complement than currently exists. By way of comparison, I would point the
Subcommittee to the National Security Council staff, which contains a series of well-
staffed directorates for monitoring international threats, as well as a well-developed
administrative infrastructure. Although it is fair to argue that it has taken more
than a half century to develop, the Nation does not have another 50 years to wait.
This problem is particularly significant given the office’s role in maintaining the
Homeland Security Advisory System, which assigns threats on a green (low) to red
(highest) level.

6. Dissemination. The Office of Homeland Security appears to have adequate ca-
pability for disseminating information about potential threats.

7. Classification and Declassification. Although the Office of Homeland Security
has ample authority to classify information as “top secret,” it does not have parallel
authority to order the immediate declassification of information that it deems in the
national interest.

Recommendations for Action

I do not believe statutory authority can solve all of these problems. However, it
can improve the odds that the Office of Homeland Security can produce the right
information at the right time. At a minimum, I strongly recommend that the office
be given the authority, and budget, needed to produce and procure its own analysis.
Some may argue that such analysis would merely duplicate already existing infor-
mation. I would argue to the contrary. The Office of Homeland Security has a spe-
cial obligation to examine information through a very broad lens and from a vantage
point that no other agency of government has.

I also strongly recommend that the office be given enough staff to interpret, ana-
lyze, and assay the information that it currently receives, and to make recommenda-
tions to Congress and the President regarding improvements in the information sys-
tem. That might mean, for example, that Congress would provide the funding for
a minimum staff floor, or create a special information directorate within a new Of-
fice of Homeland Security. That might also mean that Congress would require the
office to conduct an information audit of the Federal agencies it coordinates, and
make recommendations regarding the technology investments needed to assure se-
cure, high-quality information. Finally, I recommend that the director of Homeland
Security be given limited authority to declassify information deemed in the public’s
interest.

These authorities will be wasted, however, if the current office or its statutory
successor is allowed to thicken with needless bureaucracy. The thickening has al-
ready begun. Being lean and flat is not just a value that the President himself es-
poused in the 2000 Presidential campaign; it is also the sine qua non for effective
information sharing. For whatever reason, the current Office of Homeland Security
has already become one of the thickest units in the White House. That not only
weakens communication within the office, it merely adds to the extraordinary thick-
ening of other units of government. To the extent the President relies on Governor
Ridge to stay in touch with the front-lines at the INS, for example, he is staring
govgn an information chain with 30-35 links. That is more than the Nation can af-
ord.

Chairman SCHUMER. Thank you again. I think all three of you
really helped contribute.

Let me start off with one question. Our first panel gave a pretty
sanguine view of how information sharing was going within the
Justice Department. You could argue that that makes the argu-
ment all three of you have made in different ways that we ought
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to do the same thing within the whole Federal Government, be-
cause we do have a new person here, Mr. Hitch, who has the
power, which I did not know until this testimony, to order all the
agencies to share information within Justice, and can tell the INS
and FBI, et cetera, to coordinate.

First, do you think things are going as well within the Justice
Department, based on your experience, as they say?

And second is the analogy that I am making: If it is good for
within the Justice Department, which has traditionally had prob-
lems with information sharing, then it is probably good for the
whole government as well.

Mr. Terwilliger.

Mr. TERWILLIGER. Senator Schumer, let me observe that I think
it is no particular insight to say there is no issue more critical than
information management to this effort, and there is no weakness
that has traditionally been greater in government, particularly in
the Justice Department and law enforcement, than information
management. So the steps taken seem to be ones very much in the
right direction.

I am not sure that I am in a position to know whether it is work-
ing or not, maybe no one is at this point.

Chairman SCHUMER. You have been aware of all the turf prob-
lems when you were there.

Mr. TERWILLIGER. Yes, painfully.

Chairman SCHUMER. And do you think that the advent of 9/11
and a new person, who seems a fairly capable fellow who has done
this in the private sector and other places very well, would be
enough?

Mr. TERWILLIGER. No. I think that they both will be important
reasons for things to change, but there are systemic issues that will
get in the way of accomplishing what Mr. Hitch and the Attorney
General and others are setting out to do—how the government pro-
cures technology, how it designs it, how it uses it. All of those are
systemic issues that giving someone license and authority are sim-
ply not going to be sufficient to solve.

The biggest problem, in my view—and I will just confine my re-
marks to the Justice Department for the time being—in informa-
tion management is that every agency wants to own the solution.
If it is not an idea that has been homegrown and developed by that
agency, then largely it is not a good one. There is precious little
attention to how the use of that information may affect the func-
tions and responsibilities of other components.

Chairman SCHUMER. In the model that we have seen, doesn’t Mr.
Hitch have the ability to say, okay, even though this was developed
by FBI, INS, you have to use that system.

Mr. TERWILLIGER. Yes, I hope so. And I guess I would, to quote
another famous American, say: I trust his testimony, but I would
verify that that will happen.

Chairman SCHUMER. Right.

Dr. Anderson or Dr. Light, either one?

Mr. ANDERSON. My perspective as an outside observer is that
there is a far greater awareness clearly among those in government
that this is important. I think that within departments, there has
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been some progress made, but it is between departments where the
problem still exists.

There is all kinds of great technology out there that will allow
you to address this problem, but there is not any technology that
is going to influence the willingness of people to contribute to input
the system.

You can appoint an information czar, but I am not convinced that
even though they may have the legal authority that it is going to
make a lot of difference.

I think that this is truly a function of leadership. You have got
to get the leaders involved in trying to change the cultures of their
organizations such that they can work department to department
and between multiple agencies of government that would have to
try and solve this problem.

Chairman SCHUMER. Do you think an Office of Homeland Secu-
rity with Cabinet authority, budget authority and statutory basis
could do that?

Mr. ANDERSON. I think it would be a good start. I am convinced
at this point that the strategy is going to point in that direction.
I think that to the extent that you can reduce the number of agen-
cies or at least consolidate a number of those agencies in one de-
partment, it is probably a step in the right direction. But a word
of caution there relates to the primary missions of these agencies.

If you look at Customs, they are a revenue-generating agency,
second only to Internal Revenue. So that function is going to have
to be accounted for in any organizational structure or any organiza-
tional reform.

The Coast Guard has a deepwater mission. There are a lot of
other missions non-homeland-security-related that are going to
have to be accounted for.

That said, the most important concern at this point is homeland
security. So you deal with that problem first, and then resolve the
secondary tertiary missions after the fact.

Chairman SCHUMER. Dr. Light.

Mr. LiGHT. I have watched the chief information officer concept
develop over the last 12, 14 years. The first CIO was created in the
Department of Veterans’ Affairs back in 1988.

It is a slender reed on which to build a policy for integrating in-
formation. These offices are staffed by talented individuals, but 80
percent of their expenditures now are contracted out, and they are
primarily concerned with systems.

This augmentation of the CIO’s office in Justice with a policy
function is a novel departure from prevailing practice. We will just
have to see how it works. I would rather see it as a higher level
within the agency and combining both systems and policy.

Chairman SCHUMER. Each of you had sort of different rec-
ommendations, but similar and not as grand, I guess, as the Office
of Homeland Security. There could be an addition to it, obviously.

Mr. Terwilliger is a chief counterintelligence officer at the White
House, and I believe Dr. Light said let’s build this deputy director
for management who could help coordinate a lot of this. I take it
both of you feel that that is necessary, but not sufficient.

Mr. TERWILLIGER. Yes, I think that is right. Just to be clear, I
would not recommend putting the intelligence function for
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counterterrorism in the White House. I would put it out somewhere
in an agency that is dedicated to that task, whether it is an exist-
ing agency or whether it is—and I would frankly prefer to see a
new agency dedicated to that function in one form or another.
There is, frankly, a model among some of our allies for that type
of thing.

I think we will quickly recognize, if we do not already, that what
we are doing now is not enough.

Chairman SCHUMER. By the way, is there a model for a country
that does this better? Obviously, we are probably the largest with
the number of people, the amount of money spent, responsibilities.

Mr. TERWILLIGER. Yes.

Chairman SCHUMER. But is there a smaller country that does a
better job of this that we should look at, on intelligence, informa-
tion sharing particularly when it comes to intelligence.

Mr. TERWILLIGER. You put your finger on the biggest problem we
have, Mr. Chairman, and that is just the size of the problem and
the breadth of the information we have to deal with. But in terms
of conceptual models, when you talk to the people who are really
experts in this and the professionals, they point, as much as it may
strike some as odd to say so, to some of our European allies such
as France, who at times appear not to have been totally supportive
of some of the things we are doing in counterterrorism, but when
they had a problem with terrorists who were threatening to blow
up their symbols of democracy, they empowered their domestic se-
curity agency—I have worked with them in my days at the Justice
Department—they are very effective. And they created a small
cadre of very special investigating magistrates, who are the equiva-
lent of our prosecutors, to be totally focused on terrorism and gave
them extraordinary investigative authority.

Chairman SCHUMER. Were they geographically—I mean, was one
for Paris, one for Marseilles?

Mr. TERWILLIGER. That is a good question that I do not know the
answer to. But the point is I think that the danger of giving these
extraordinary powers to law enforcement in general is that they
then become available for a lot of problems that have nothing to
do with terrorism. Conversely, if that is where we talk about repos-
ing the power, we may not give them the authority they need to
get the job done out of that very concern.

Chairman SCHUMER. Dr. Light, I had asked you also about this
deputy director for management, which is necessary, but I take it
you would say hardly sufficient.

Mr. LIGHT. It’s a pivot point to note that we have serious prob-
lems in the presidential appointments process. I have a colleague
behind me who would be very disappointed if I did not make some
segue here to argue for presidential appointee reform.

I am a strong supporter of putting a statutory base under the Of-
fice of Homeland Security. I think that is essential.

Chairman SCHUMER. One final question, and then I will turn to
Jeff. Each of you has pointed out that even if we were to do that,
you would still have many of these barriers and it would take a
long time and you all have years of experience either doing this or
studying it. And so let me go back to the question I asked I think
it was the first panel.
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What about this idea to make this—I understand that you need
more than technology. But if you have a technological direction, a
lot of the other things fall by the wayside. So what about this idea
of a single computer, a supercomputer, that Ellison model that says
all our intelligence information is shared on this one thing, and ev-
erybody—it is not their only computer, but that has all their intel-
ligence. If you require them to input the information and then the
selected agencies have access to it, it makes information sharing—
it overcomes a lot of the cultural barriers, technological barriers,
turf issues, et cetera.

So I think it is more than just a technology. In a sense, it is sort
of a tool to overcome the age-old barriers that each of you has very
aptly pointed out. There is a privacy issue, obviously, but I am not
sure that is dispositive.

The final question is each of your views on that.

Mr. TERWILLIGER. I think that is a good vision. The answer prob-
ably is not—and I know you do not intend it to be as simple as you
say, just technology or a computer.

This is a problem that is not new. This is just a different subject
matter to which it applies. We had this problem when Senator Ses-
sions and I were at the Justice Department with drug intelligence.

And our solution, one of which I frankly spilled a lot of blood in-
ternally within the Administration over, was to create a fusion in-
telligence center, to have a computer system where information
from all the agencies that had drug-related intelligence would fuse.
It has worked to a certain degree, but it only works as well as
someone forces people to contribute to the knowledge base that is
in that system. I think that the system without the authority—
frankly, the authority of the President over it—that you must con-
tribute this kind of information to that knowledge base, will not
solve the problem. So I think it is going to take both.

Chairman SCHUMER. What if you had the authority?

Mr. TERWILLIGER. If you have the authority, yes, because we
have to remember where we are trying to go here. We are trying
to find out what our enemy is up to here and stop them before they
do it. The ability to do that will follow naturally from having the
information.

Chairman SCHUMER. Dr. Anderson.

Mr. ANDERSON. I agree completely. I would like to say, though,
that there are no 100 percent solutions in this environment.

Chairman SCHUMER. In this area, we would settle for 50 percent.

Mr. ANDERSON. Senator, I think that is the most important point.
We need to do what we can do now. If we can address 60 percent
of the containers that are coming into the country, we need to do
that. The airport analogy is a great one because any one of us goes
to an airport, we are all treated the same way. But the bottom line
is, through some simple identification means and methods, we
could probably reduce that number to 30 or 40 percent. And how
much better would we be in scrutinizing that percentage of the en-
tire population? A lot better.

So we do what we can do now. And to the extent that we can
get people to input a central system, we ought to do it, but I do
not think we are going to get 100 percent willingness and ability,
short of forcing agencies of government to contribute.
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Chairman SCHUMER. Last word, Dr. Light.

Mr. LIGHT. It is kind of a “Field of Dreams” phenomenon, isn’t
it? I mean, if we build it, will it come? And the answer is that I
think that if you build an integrated system and you put authority
behind it, I think we will probably do better than 50 percent, less
than 100 percent. It is part of a broad attack on this particular
problem, which has an asymmetry to it. We do not know where the
next attack will come from. All we can do is be prudent and use
due diligence to respond.

So if it can be built and it does not cost every last penny in our
coffers, I would say let’s try.

Chairman SCHUMER. Jeff.

Senator SESSIONS. Thank you.

Chairman SCHUMER. I thank all of you.

Senator SESSIONS. It is very interesting and a great discussion.

The best example I know of, of really uniting behind a concept,
was when your former Mayor, Rudy Giuliani, was Associate Attor-
ney General, he declared that we did not want Federal agencies in
Washington setting the policy of every one of the offices in Amer-
ica, that each region would meet and set their priorities. And it
caused quite a stir, because the FBI thought they should decide
what their priorities were. So did DEA, and so did Customs.

But because the President said, we are going to do it, and Rudy
Giuliani’s drive and vision, he just overcame the bureaucracy. And
it just happened.

And it is still out there functioning. I do no think quite as well.
I think the agencies have sort of stovepiped since then. But for a
glorious time there of several years, there was real unity within
Federal law enforcement.

If you create a new Cabinet position, there is just one more Cabi-
net position. That Cabinet position cannot order the Attorney Gen-
eral or the Secretary of Treasury or the Secretary of Transportation
to do anything. It is ultimately the President.

So I do not think we should dismiss entirely what is happening
now with Mr. Ridge, because I think that what the President es-
sentially said was, “This needs a lot of time, a lot of personal atten-
tion. There are a lot of bureaucratic problems out there. I want to
be personally engaged in it, but I cannot personally do everything,
so I am choosing somebody I trust to be engaged in it, to advise
me. All of this is an Executive Branch function, and they are to
come to me and we will make sure that things happen.”

The way I understand what Mr. Ridge has done and does do, is
he meets with agencies where there is a dispute—like you used to
do, George—within the Department of Justice, but he is doing it
within the whole government.

He says, “Well, having heard all this, I think Treasury, you
should give it up to Justice.” And they say, “No, we are not going
to do it. You do not have any legislative authority.” And what does
Mr. Ridge say? “Well, let’s just go meet with the President, and we
will talk about it.” Well, then the agency heads say, “Well, maybe
we need to settle this thing. We really do not want to go to the
President, bickering over some jurisdictional matter.” And things
do happen that way.
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So a good, strong leader, who has the personal confidence of the
President, could even in some ways be more effective because he
is known to speak directly to the President of the United States.
If he is given one more Cabinet head, I am not sure that would
have as much clout in this area.

It is a complex deal, and I can remember the battles over intel-
ligence within the Department of Justice—just brutal sometimes.

I would say, you mentioned, Dr. Light, and I know Mr. Panetta
did, and I am sorry I did not have time to question him, but there
is a lot of power in the OMB, within the Administration. In other
words, if an agency asked for money to start their intelligence sys-
tem and another agency is asking for money to do theirs, and the
President has to submit a budget, and he picks the one he wants.
Could you explain the power of OMB and how that could be a vehi-
cle for eliminating duplicity and creating some coherence in our
government?

Mr. LIGHT. In theory, the budget requests move up from the bot-
tom of that agency and eventually reach a decision point where
somebody, a program associate deputy, would basically say, there
is a conflict here, or we need to integrate.

I think where Governor Ridge has had his greatest influence has
been affecting the movement of budget information regarding the
homeland security function.

Currently within OMB, there is nobody per se who integrates
across the various program associate program levels to say, okay,
here is the homeland security issue. That goes all the way up to
the Director’s office, which would be Mitch Daniels, and one as-
sumes that he looks at every budget request through the lens of
what is the total for homeland security.

Senator SESSIONS. But I guess the point is, assuming you had it
staffed properly, that is traditionally thought to be the spot where
duplications in organizations get fixed. Is that right? Or at least it
has that potential.

Mr. LiGHT. On information technology, there is no question that
Congress has given OMB responsibility for integrating and mod-
ernizing our computer systems. No doubt about it whatsoever. We
have the Office of Federal Procurement Policy within OMB, which
has been responsible for streamlining the way we purchase tech-
nology. The deputy director for management is theoretically re-
sponsible for convening the council of CIOs from around govern-
ment.

I mean, this all is supposed to happen within OMB. But you
know, it is a moving process, and if you do not get the attention
to it, and if you do not focus on it, we do not get the result we
want.

Senator SESSIONS. Mr. Terwilliger, sometimes OMB does not
catch it, or maybe it is below their radar screen. Do you remember
the duplication between ATF and FBI over forensic analysis of fire-
arms? To me, that was a classic unfortunate event when two Fed-
eral agencies were competing around the country, trying to get
their system chosen throughout the country.

Mr. TERWILLIGER. That is true. And as you know, Senator Ses-
sions, there have been a number of those. When the FBI was devel-
oping automated fingerprint identification, one of the Treasury
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agencies started a program to do that. In fact, Attorney General
Barr and I at one point tried to create a law enforcement tech-
nology council and budgetary function with the blessing of OMB.
Every law enforcement agency in the government, including our
own, objected to it.

But I think that those experiences have to be put in a proper
perspective. What we are really grappling with here is that we
have never had this particular issue before, at least since 1812.
And if we had this problem at the beginning of the 19th Century,
we would call the Army and ask them to go take care of it. That
is not, for a number of reasons, a very good idea right now.

So what we are really talking about is, how do we deal with a
pernicious, serious threat to the security of the homeland of the
United States? The President has chosen to create a domestic ana-
log to the NSC. But the NSC largely—I have sat at the table in
the situation room of the deputies committee of the NSC—and the
NSC largely has a policymaking function, and then the agencies at
the table carry that policy out, and that policy carries the Presi-
dent’s authority.

I think what we are talking about in terms of the tasks that in-
volve homeland security, it does certainly involve policy, but it is
much more than that, particularly when it comes to information
management, consequences management, and preemption of at-
tack.

Senator SESSIONS. Mr. Chairman, we tend to blame the Execu-
tive Branch, but a lot of these things are congressionally created.
We have said, “Secret Service, you have this jurisdiction. You have
this authority.” “Coast Guard, you have this authority by law.” So
Mr. Ridge—or whoever is in charge of trying to work this—has got
to utilize existing agencies, unless we intend to do the most monu-
mental reorganization of agencies the government has ever seen,
and maybe that is not a bad idea.

Chairman SCHUMER. Everyone talked about turf in the Executive
Branch—something unheard of in the Congress.

[Laughter.]

Senator SESSIONS. Well-said.

So I mean probably the best way to do this thing is to make sure
that the Border Patrol agent, the Customs agent on the docks, the
DEA agent who may be monitoring an international smuggling or-
ganization, the FBI agent who is doing counterintelligence in orga-
nized crime and those kind of things, probably we are going to be
stuck with this solution, making sure that they are moving rel-
evant information promptly to the right places when it is uncov-
ered in the course of their work, and perhaps giving each one of
them some expanded additional duties with regard to homeland se-
curity, enhancing that as a priority of theirs.

So then how do you at the top fix that? Do you try to create a
separate Cabinet agency that basically is going to be dealing with
all the other Cabinet secretaries and their subordinate units? Or
does the President try to have his personal coordinator to try to co-
ordinate? Do you have any comments on that?

Mr. TERWILLIGER. Senator, if I may just make an observation?
You have several times brought your perspective of how decisions
here in Washington affect how the people we are depending on in
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the street do their jobs. One of the things from talking to some of
those people since 9/11 that I think is critically important for the
Congress to bear in mind and deal with is, we have to give them
thed clear and unambiguous legal authority for what we ask them
to do.

Right now, I think there are law enforcement agents and others
out in the field doing things that they have been asked operation-
ally to do that they are not sure they really have the authority to
do, or at least there is uncertainty. That is not fair to them, and
it 1s not very efficacious in the long term.

Senator SESSIONS. And that is our responsibility as Congress to
give them that legislative authority.

All our agencies are limited, Mr. Chairman. They are given juris-
diction over certain kinds of crime and only those kinds of crimes.
And sometimes that does impede their ability to reach their max-
imum effectiveness.

Mr. LiGHT. I suspect that what we are going to end up with a
border control agency and a statutory adviser for Homeland Secu-
rity. I suspect that is where this confluence of debate is heading,
that we do not have the wisdom to put together a Cabinet depart-
ment just yet, but there is this old saying that if it ain’t broke,
don’t fix it, and then, if it ain’t broke, don’t break it.

Well, you have a couple of agencies under this Committee’s juris-
diction that are pretty badly broken, and you are going to have to
do something. The INS problems are going to lead inevitably to-
wards reorganization. Where does that take us in terms of a border
control agency? And on the other side, we want a strong policy ad-
viser who is allowed to testify before Congress.

I do not know what the shape is going to be, but I would put
money on that particular outcome sometime later this year.

Chairman SCHUMER. But we are not sure that would deal with
the information sharing, which is, to me, at least, the most impor-
tant one of them all.

Mr. LIGHT. And I think that you, the Subcommittee here, should
be working on the tasking on this particular issue. It is a fun-
damentally important question that you are raising in this hearing,
and it is one that is not being worked anywhere else in this con-
versation that I know of.

If you can come up with that supercomputer or you can come up
with that answer, put it in a bill and get it through. Nobody is
working this issue with diligence.

Chairman SCHUMER. Because we are all divided, too. We had
Justice and all of their agencies, but there are lots of others.

Senator SESSIONS. And we have legislation. We have at least four
or five bills now with different ideas about how to organize this
thing. So there are a lot of different ideas out there.

Sooner or later, we have to be realistic and do something that
makes a big step forward, which I believe we can do. I do not think
that anybody would disagree that, if we focused on it, we can make
a large improvement from our current status.

Mr. ANDERSON. I do not think this really, Senator, should be
viewed in general terms any differently than the way we view na-
tional security. We have a number of different Cabinet secretaries
with very clearly defined responsibilities, and departments with
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very clearly defined functions. They coordinate through the Na-
tional Security Council and there is a National Security Advisor. It
would seem to me that we should have the equivalent on the home-
land security side and at least one Cabinet secretary, who consoli-
dates potentially the border responsibilities, which seem to be at
this point our most critical vulnerability.

But it would seem in general, and certainly this is far more com-
plex and involves far many more agencies, but the national secu-
rity apparatus would probably be, in my view, a good starting point
for the way to approach this problem organizationally going for-
ward.

Chairman SCHUMER. Jeff has a few more questions. I have a 12
o’clock appointment, so I am just going to excuse myself, thank the
witnesses, and let Jeff continue to chair the hearing and close it.

Senator SESSIONS. Thank you, Mr. Chairman, for your leader-
ship.

Chairman SCHUMER. I really appreciate it. It was really excel-
lent, and it is getting us thinking.

Senator SESSIONS. It is important for us to be thinking about
this.

I am inclined to think the National Security Council adviser
model may be the right approach, too, Mr. Anderson. In other
words, this would be a person that answers directly to the Presi-
dent. It today coordinates international matters, and advises the
President from the multiplicity of sources of information that come
in. A good bit of information comes in outside of the State Depart-
ment, so State should not be the only person advising the President
on foreign policy issues. So you could do that for homeland secu-
rity.

Would the three of you like to briefly just comment on that model
as a potential? You already have, Mr. Anderson. Would the other
two like to comment on that?

Mr. LicHT. The analogy is often made between the Office of
Homeland Security and the NSC. I think there are some areas
where the analogy is appropriate, and other areas where it is not.

The Office of Homeland Security has a public face to it that the
NSC and the National Security Advisor do not. Governor Ridge has
a dissemination and a public awareness function, a coordination
function, that is fairly significant, and I think leads us more to-
wards thinking of him as we would the Director of OMB or the
international trade representative or the drug czar. But I think
that takes us a somewhat different direction.

Mr. TERWILLIGER. I think, Senator Sessions, that at least the
President intended to mirror in many respects the NSC model and
the NSC adviser’s model in creating the current Office of Homeland
Security and Governor Ridge’s position. But because there is no one
else to do a lot of the other things that go with the issue and the
tasks of homeland security, I think that office has been inundated
with responsibility that goes well beyond anything we would expect
in the national security arena for the National Security Advisor to
do.

So it may very well be that we will always need that kind of
function, a domestic security adviser at the White House. The ques-
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tion remains whether we need something else in addition to that.
There are two ways to go about that.

Senator SESSIONS. Well, you could put those within existing
agencies.

Mr. TERWILLIGER. Exactly. Or you can create some new agency,
which would mean taking some functions from other agencies.

When I was Deputy Attorney General, I would attend the TREVI
ministers conference, which is the G-7 nations international organi-
zation to deal with terrorism and immigration. And most of my
counterparts at those meetings were from the ministry of the inte-
rior in the European nations, for example. Their chief legal officers
do not function as our Attorney General does. They do not run the
police. They do not handle internal security. That is in a separate
ministry.

We have just evolved in a different way. It may be that, given
time, I think—I am not advocating for or against this—it just may
be that given time and maturity, that the idea of having someone
of Governor Ridge’s authority under presidential order as a domes-
tic analog to the National Security Advisor may work.

The question that I have about that is whether we have the time
to let that mature, given the threat that we are facing.

Senator SESSIONS. Dr. Light, just briefly, you mentioned the dis-
tinction between the National Security Advisor and the drug czar.
Are you aware of their legislative powers and how they are dif-
ferent, and why one might be preferable to the other?

Mr. LiGHT. The drug czar, as well as the international trade rep,
are subject to Senate confirmation, which I think is important. The
drug czar has some certification authorities regarding budgets. I
think if we look at the drug czar and say, you know, “Gee, how suc-
cessful has that been in the war on drugs?” I am not sure we would
all say that is the model. But you look at the international trade
rep and the OMB Director and other Executive Office of the Presi-
dent’s positions, and there is that legal basis for action.

I am reminded here that, you know, the Office of Homeland Se-
curity is currently responsible for the homeland security advisory
system, which alerts the American public to the level of threat. But
again, we are in a situation where the adviser himself cannot come
before Congress to explain why it is that we are in one level of
threat or another.

I agree with my colleague here that a lot of responsibilities have
flowed into this office that have gone there because there is no
place else to go, in a sense.

Senator SESSIONS. Any other thoughts on that subject?

Well, it is a difficult matter, how to organize this government. As
a United States Attorney, you represent the United States Govern-
ment, and I used to have a little phrase. It would say something
like: “Here are the agencies; the United States of America is one.
It can only speak with one voice.”

But the agencies become so independent over the years that they
think that they have a right to do policies contrary to another
agency’s policies and conflict with them and fight with them. But
they have no authority to do that. They were created to be part of
one government, and when you get to court, there is only one posi-
tion the United States can take.
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So it always has taught me a lesson that there is only one goal
for our agencies, and that is to serve the United States’ interest.
And how we do it is very difficult.

I remember writing Associate Attorney General Rudy Giuliani a
wonderful letter I spent days writing, telling him that he should
merge not DEA with FBI, but merge ATF with DEA. ATF and
DEA—that would be a perfect match. And he said “It cannot be
done.” T said “why?” And he said, “Well, that is Treasury and Jus-
tice. We cannot even merge people within Justice. How are we
going to get the Secretary of Treasury’s agency to merge with Jus-
tice?” That was a lesson for me in how a bureaucracy works and
how difficult it is to overcome.

Thank you very much for your insight. We have to continue to
wrestle with this. I thank Senator Schumer for his leadership in
calling this hearing. I know, having suffered as he did in New
York—the pain of all of that—he feels a particularly strong mission
to make sure that we do everything we can to make sure that does
not happen again.

If there is nothing else, we will stand adjourned.

[Whereupon, at 12:18 p.m., the hearing was adjourned.]

[Submissions for the record follow.]
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SUBMISSIONS FOR THE RECORD

STATEMENT OF SENATOR PATRICK LEAHY,
U.S. SENATOR FROM THE STATE OF VERMONT

Today the Senate Judiciary Subcommittee on Administrative Oversight and
Courts holds an important hearing on the sharing of information and the power of
the Office of Homeland Security, and I thank Senator Schumer for his focused at-
tention on this issue. The Judiciary Committee has a critical oversight responsibility
to ensure that counterterrorism information is properly shared among Federal Gov-
ernment agencies and that homeland security functions are managed effectively.
The apparent mission and authority of the Office of Homeland Security relate exten-
sively and directly to the Department of Justice and to Federal law enforcement and
border control operations for which the Judiciary Committee has legislative and
oversight jurisdiction. Strong leadership is needed to bring together the necessary
organizations, both within and outside the Justice Department, and design proce-
dures, with adequate safeguards against abuse, for sharing information across agen-
cies that have different missions, information technologies, policies and cultures.

Policies for sharing counterterrorism information were among the most controver-
sial issues during congressional consideration of the USA PATRIOT Act last year.
There was wide agreement on the principle that unnecessary barriers to the sharing
of intelligence and law enforcement information on international terrorism should
be removed. At the same time, there was great concern that sensitive information,
such as information derived from grand juries or surreptitious wiretaps, should not
be shared without close supervision by Federal judges who have traditionally played
an important role in overseeing the grand jury and electronic surveillance process.
Another controversial issue was the scope of information sharing that would be per-
mitted for purposes beyond counterterrorism.

As enacted, in Section 203, the USA PATRIOT Act reduced but did not completely
eliminate the role of the courts in the sharing of grand jury information. The Act
also provided for the sharing of foreign intelligence information from criminal inves-
tigations for national security purposes beyond counterterrorism, but definitions and
procedural safeguards were included in an effort to minimize the dissemination of
“foreign intelligence” about lawful activities of United States persons and domestic
groups acquired incidentally in criminal investigations. The new law, in Section 905,
also requires law enforcement agencies to notify the Intelligence Community when
a criminal investigation reveals information of foreign intelligence value.

I noted upon passage of the USA PATRIOT Act that the Judiciary Committee has
a responsibility to exercise careful and continuing oversight with respect to imple-
mentation of the information sharing provisions of the USA PATRIOT Act. On April
11, 2002, the Attorney General made an announcement on information sharing that
directed “the Assistant Attorney General for Legal Policy, in consultation with the
Justice Department’s Criminal Division, to draft for consideration and promulga-
tion, procedures, guidelines, and regulations to implement Sections 203 and 905 of
the USA PATRIOT Act in a manner that makes consistent and effective the stand-
ards for sharing of information, including sensitive or legally restricted information,
with other Federal agencies.” The Attorney General stated, “Those standards should
be directed toward, consistent with law, the dissemination of all relevant informa-
tion to Federal officials who need such information in order to prevent and disrupt
terrorist activity and other activities affecting our national security. At the same
time, the procedures, guidelines, and regulations should seek to ensure that shared
information is not misused for unauthorized purposes, disclosed to unauthorized
personnel, or otherwise handled in a manner that jeopardizes the rights of U.S. per-
sons, and that its use does not unnecessarily affect criminal investigations and pros-
ecutions. The standards adopted will govern the coordination of information directed
by this memorandum, and [sic] well as other voluntary or mandated sharing of
criminal investigative information.”

I welcome the Attorney General’s assignment of responsibility for the drafting of
these information sharing procedures, and I look forward to consultation by the De-
partment of Justice with this Committee before rules are promulgated on such an
important matter.

Information sharing involves technology and cultural issues as well as policy con-
siderations. Over the past month the full Judiciary Committee has held two hear-
ings on the FBI that highlighted the weaknesses in the Bureau’s information tech-
nology and security. On March 21, 2002, the Justice Department Inspector General
described serious information management problems that contributed to the delay
in producing documents in the Oklahoma City bombing case. On April 9, 2002,
Judge Webster discussed his Commission’s report findings on information security
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flaws that helped make it possible for FBI Agent Robert Hanssen to commit espio-
nage undetected. At both hearings, senior FBI officials described the challenges they
face in designing and deploying new information technologies and management tools
to meet the operational and security needs of the FBI.

Today’s hearing reminds us that the FBI cannot function in isolation from the rest
of the Justice Department or from other Federal agencies. Other Justice Depart-
ment components such as the Immigration and Naturalization Service, the Criminal
Division, the Office of Intelligence Policy and Review, and the new Foreign Terrorist
Tracking Task Force share responsibility for counterterrorism and homeland secu-
rity and are at different stages in their development and use of information tech-
nologies. The appointment of Mr. Vance Hitch as new Chief Information Officer for
the Department of Justice is a welcome opportunity for leadership that integrates
the work of Departmental components internally and with other agencies. I encour-
age all elements of the Justice Department to work closely with Mr. Hitch to
achieve as much collaboration as possible in the design of technologies and informa-
tion sharing policies that achieve shared national counterterrorism and homeland
security objectives.

Many of those national objectives and required actions have been set out by the
President in a series of policy directives based on the advice of Governor Ridge, with
the support of the staff of the Homeland Security Office. Presidential decisions on
homeland security are coordinated through interagency bodies chaired by Governor
Ridge and his staff. Several witnesses today will testify as to the advantages and
disadvantages of various legislative proposals to enhance or supplement the limited
powers that Governor Ridge and his office currently have under Presidential direc-
tives.

Whatever may be the legislative route, however, it is important to stress that the
Department of Justice and law enforcement agencies generally have the principal
domestic role in the operational implementation of the President’s counterterrorism
and homeland security policies. If any new Senate-confirmed positions are estab-
lished to lead counterterrorism or homeland security organizations that directly and
substantially affect Federal law enforcement, either in the White House office or in
a new department or agency, the Judiciary Committee has the duty to ensure that
the nominees are qualified to perform the functions of their office and to oversee
their performance. In any event, this Committee, both through the work of the full
Committee and the capable leadership of its subcommittee chairmen, will continue
to monitor and engage in constructive and productive dialog with the Administra-
tion and Justice Department in this important work.

DEPARTMENT OF JUSTICE,
Washington, DC., April 26, 2002.

HON. CHARLES SCHUMER, Chairman,

Subcommittee on Administrative Oversight and the Courts,
Committee on the Judiciary,

U.S. Senate, Washington, DC.

DEAR MR. CHAIRMAN: I am writing to clarify two statements that were made con-
cerning the admission of Mohammed Atta and the issuance of Forms I-20 to Atta
and Marwan Al-Shehhi during opening remarks at the April 17, 2002 hearing of the
Senate Judiciary Committee, Subcommittee on Administrative Oversight and the
Courts. I ask that you enter this letter into the hearing record.

In your opening statement, you said that, “since September 11, 2001 every local,
State, and Federal Government agency has been scrambling to repair the holes in
our homeland defense,” and cited “sending student visas to known terrorists” as an
example. On March 19, 2002, before the House Committee on the Judiciary, Sub-
committee on Immigration and Claims, Commissioner Ziglar testified that, contrary
to some reports, the Immigration and Naturalization Service (INS) did not recently
approve the applications for Atta and Al-Shehhi to change their non-immigrant sta-
tus. Adjudication of Atta’s change of status application took place on July 17, 2001,
and adjudication of Al-Shehhi’s change of status application took place on August
9, 2001. What Huffman Aviation International School received on March 11, 2002,
were file copies of paperwork originally prepared on behalf of Atta and Al-Shehhi.
No new visas were issued and no new decisions were reflected in the documents
sent to them.

It has been acknowledged that prior INS procedures and contract terms for data
entry and the mailing of student approvals were not effective or desirable—both
have changed. Commissioner Ziglar has ordered that student notifications (I-20s) be
mailed directly to the schools at the time of adjudication. In addition, INS proce-
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dures and the related contract have been modified to ensure that schools are
promptly notified when a student enters the United States at a port-of-entry.

You also summarized your perception of the information-sharing problem by
quoting Larry Ellison of Oracle, who said that, “We knew that Mohammed Atta was
wanted. We just didn’t check the right database when he came into the country.”
As the Commissioner has testified, Atta was not the subject of a lookout or watch
list at any time that he was admitted into the United States. Again, let me empha-
size that the INS had no intelligence information that Atta was a potential terrorist.

Thank you for the opportunity to explain this information to you. Please contact
me if you have additional questions or concerns about this or any other immigra-
tion-related matter.

Sincerely,
JOSEPH KARPINSKI,
Director, Congressional Relations
and Public Affairs,
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