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YOU'VE GOT MAIL—BUT IS IT SECURE? AN
EXAMINATION OF INTERNET VULNERABILI-
TIES AFFECTING BUSINESSES, GOVERN-
MENTS AND HOMES

THURSDAY, OCTOBER 16, 2003

HOUSE OF REPRESENTATIVES,
COMMITTEE ON GOVERNMENT REFORM,
Washington, DC.

The committee met, pursuant to notice, at 10:02 a.m., in room
2154, Rayburn House Office Building, Hon. Tom Davis (chairman
of the committee) presiding.

Present: Representatives Tom Davis of Virginia, Ose, Platts,
Turner, Blackburn, Waxman, Cummings, Tierney, Watson, Van
Hollen, Sanchez, Ruppersberger, and Norton.

Staff present: Peter Sirh, staff director; Melissa Wojciak, deputy
staff director; Ellen Brown, legislative director and senior policy
counsel; Randall Kaplan, counsel; David Marin, director of commu-
nications; Victoria Proctor, senior professional staff member; Drew
Crockett, professional staff member; Teresa Austin, chief clerk;
Brien Beattie, deputy clerk; and Corinne Zaccagnini, chief informa-
tion officer; Michelle Ash, minority counsel; Nancy Scola, minority
professional staff member; Earley Green, minority chief clerk; Jean
Gosa, minority assistant clerk; and Cecelia Morton, minority office
manager.

Chairman Tom DAvViS. Good morning. A quorum being present,
the Committee on Government Reform will come to order. I would
like to welcome everybody to today’s hearing on Internet
vulnerabilities and the threat they pose to our national security,
public health and safety, and economy.

Citizens, businesses and governments rely on the Internet for a
variety of activities: business transactions, acquisition of goods and
services, and the collection and dissemination of information, to
name just a few. This morning the committee will review what
steps these disparate groups are taking to create a more secure
cyber-environment, with particular attention to the Federal Gov-
ernment’s response to this growing cyber-threat.

My primary goal today is one of public education. Computer secu-
rity can no longer be relegated to the back benches of public dis-
course, or remain the concern solely of governments or corporate
technology experts. Think of electronic tax filing or online license
renewals. The fact that we are all ever-more “interconnected”
means we are all in this battle together. What affects one system
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could very well affect all of us, and the unfortunate reality is that
the Internet is inherently a breeding ground for malevolent actors.

Congress has taken some strides to help Federal agencies protect
their information systems from security breaches. I sponsored
FISMA, the Federal Information Security Management Act of 2002,
which was enacted last year as part of the E-Government Act of
2002. FISMA provides a strong framework for information security
in the Federal Government by requiring Federal agencies to use a
risk-based management approach to secure their information sys-
tems.

This year, Chairman Putnam and his subcommittee will closely
oversee implementation of FISMA, including new OMB guidelines,
and the establishment of agency testing and evaluation plans, and
the development and promulgation of information security stand-
ards. FISMA is a step in the right direction for Government, but
the threat is still great.

As we have seen in recent months, computer viruses and worms
can cause significant damage to home and work computers. Loss of
files and data can cause irreparable financial damage, mar a busi-
ness reputation and even shut down operations in a private or Gov-
ernment enterprise. Furthermore, hackers are able to divert traffic
from Web sites and steal information, including personally identifi-
able information, patients’ medical records, and financial details.
The financial impact of such attacks is estimated to range from
hundreds of millions into the billions of dollars. Other intentional
threats include electronic eavesdropping or scanning to uncover
passwords and other data.

But there are also unintentional threats that can be caused by
flaws in computer software. From chief information officers to stu-
dents to small business owners, everyone needs to know how to re-
spond to cyber attacks. When a new flaw is identified in ubiquitous
software like Microsoft operating systems, users need to take pre-
emptive action to minimize damage from the inevitable hacker at-
tacks. For example, security patches released by software manufac-
turers can be installed in systems to correct these flaws. When
patches are announced, one has to act quickly to install them. So
does the average computer user know what software he is running?
Does he know if the alert applies to him? If so, does he know where
to find the patch and how to apply it? The committee is examining
these questions as part of the information security effort in the
Federal Government.

The aggressive push to implement e-government initiatives
means that Federal computer systems are communicating with
computers in homes and businesses. If non-Federal computers are
not adequately secured, there is an added risk to our Federal sys-
tem. The challenge for the Federal Government is to promote elec-
tronic government initiatives while ensuring the integrity of its
systems.

Educating all computer users about cyber security is critical. It
is a matter of public safety, and our outreach needs a sense of ur-
gency. When you connect to another computer, you are connecting
to every computer that computer has ever connected to. Now, for
most computer users, security is an issue that they may address
at work, but most people are lax about securing a home computer
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that is connected to the Internet. The average user needs to under-
stand the full range of threats. For example, how software such as
peer-to-peer file sharing applications leave computers defenseless
against cyber attacks. For instance, the recent Swen worm circulat-
ing in Europe purports to be a Microsoft security alert and enters
computers as an e-mail attachment on an e-mail “delivery failure”
notice. Then it tries to spread to other computers through the
Kazaa peer-to-peer file-sharing network. Because of the
interconnectivity of the information systems and the increased reli-
ance on computers for transactions via the Internet, this type of
worm has the potential to cause significant damage to home com-
puters as well as those in businesses, financial institutions, and
governments.

Even our Nation’s critical infrastructure sectors depend on infor-
mation systems to protect the Nation’s water supply, oil and gas
pipelines, electrical grids, and other critical infrastructure. Signifi-
cant damage to these systems could have a devastating impact on
our national security, public health and safety, and economy. In
fact, terrorists have already expressed their intent to attack our
critical infrastructure, prompting the GAO to include cyber critical
infrastructure protection on its high-risk series for the first time in
January 2003.

We have three distinguished witnesses with us this morning to
help shed some light on this important issue. On our first panel,
the committee will hear from Ms. Karen Evans, the Administrator
of the Office of Electronic Government at OMB. This is her maiden
testimony before this committee. She will testify about the Federal
Government’s response to this growing cyber threat. Welcome,
Karen. We are happy to have you here. You come here with a great
reputation from the Department of Energy, so we are pleased to
hear what you say and look forward to working with you.

Our second panel is Dr. Tom Leighton, the co-founder and chief
scientist of Akamai Technologies, and Mr. Kenneth Ammon, presi-
dent and co-founder of NetSec. Akamai will give a demonstration
of the “Slammer” worm’s effect in elapsed time and its estimated
impact on individual computers and networks. A presentation from
NetSec will show the ease with which the average computer user
can obtain names, Social Security numbers, and other sensitive in-
formation through popular search engines like Google.

I would like to thank all of our witnesses for appearing before
the committee. I look forward to their testimony. I now yield to Mr.
Waxman for his opening statement.

[The prepared statement of Chairman Tom Davis follows:]
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Opening Statement
Chairman Tom Davis
Committee on Government Reform
You’ve got mail — but is it secure?
Internet Vulnerabilities Affecting Businesses, Governments, and Homes

Good moming. A quorum being present, the Committee on
Government Reform will come to order. T would like to welcome everyone
to today’s hearing on Internet vulnerabilities and the threat they pose to our
national security, public health and safety, and economy.

Citizens, businesses, and governments rely on the Internet for a variety of
activities: business transactions, acquisition of goods and services, and the
collection and dissemination of information, to name a few. This morning
the Committee will review what steps these disparate groups are taking to
create a more secure cyber-environment, with particular attention to the
Federal government’s response to this growing cyber-threat.

My primary goal today is one of public education. Computer security can
no longer be relegated to the back benches of public discourse, or remain the
concern solely of governments or corporate technology experts. Think of
electronic tax filing, or online license renewals. The fact that we are all
ever-more “interconnected” means we are all in this battle together. What
affects one system could very well affect us all, and the unfortunate reality is
that the Internet is inherently a breeding ground for malevolent actors.

Congress has taken some strides to help federal agencies protect their
information systems from security breaches. I sponsored FISMA (the
Federal Information Security Management Act of 2002), which was enacted
last year as part of the E-Gov Act of 2002. FISMA provides a strong
framework for information security in the federal government by requiring
federal agencies to use a risk-based management approach to secure their
information systems.

This year, Chairman Putnam and his subcommittee will closely oversee
implementation of FISMA, including the development of new OMB
guidance, the establishment of agency testing and evaluation plans, and the
development and promulgation of information security standards.
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FISMA is a step in the right directions for the government. But the threat is
still great.

As we have seen in recent months, computer viruses and worms can cause
significant damage to home and work computers. Loss of files and data can
cause irreparable financial damage, mar a business’ reputation, and even
shut down operations in a private or government enterprise.

Furthermore, hackers are able to divert traffic from websites and steal
information, including personally identifiable information, patients’ medical
records, and financial details. The financial impact of such attacks is
estimated to range from hundreds of millions to billions of dollars.

Other intentional threats include electronic eavesdropping or scanning to
uncover passwords and other data.

But there are also unintentional threats that may be caused by flaws in
computer software. From Chief Information Officers to students to small
business owners, everyone needs to know how to respond to cyber attacks.
When a new flaw is identified in ubiquitous software like Microsoft
operating systems, users need to take preemptive action to minimize damage
from the inevitable hacker attacks.

For example, security patches released by software manufacturers can be
installed in systems to correct these flaws. When patches are announced,
one has to act quickly to install them. So, does the average computer user
know what software he is running? Does he know if the alert applies to
him? If so, does he know where to find the patch and how to apply it? The
Committee is examining these questions as part of the information security
effort in the federal government.

The aggressive push to implement e-government initiatives means that
federal computer systems are communicating with computers in homes and
businesses. If non-federal computers are not adequately secured, there is
added risk to our federal systems. The challenge for the federal government
is to promote electronic government initiatives -- while ensuring the
integrity of its systems.

Educating all computer users about cyber secunity is critical. It’s a matter of
public safety, and our outreach needs a sense of urgency. When you connect
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to another computer, you’re connecting to every computer that that computer
has ever connected to.

For most computer users, security is an issue they may address at work, but
most people are lax about securing a home computer connected to the
Internet. The average user needs to understand the full range of threats — for
example, how software such as peer-to-peer file sharing applications leave
computers defenseless against cyber attacks.

For instance, the recent Swen worm circulating in Europe purports to be a
Microsoft security alert and enters computers as an ¢-mail attachment or an
e-mail “delivery failure” notice. Then it tries to spread to other computers
through the Kazaa peer-to-peer file-sharing network. Because of the
interconnectivity of information systems and the increased reliance on
computers for transactions via the Internet, this type of worm has the
potential to cause significant damage to home computers as well as those in
businesses, financial institutions, and governments.

Even our nation’s critical infrastructure sectors depend on information
systems to protect the nation’s water supply, oil and gas pipelines, electrical
grids, and other critical infrastructures. Significant damage to these systems
could have a devastating impact on our national security, public health and
safety, and economy. In fact, terrorists have already expressed their intent to
attack our critical infrastructure, prompting the General Accounting Office
to include cyber critical infrastructure protection on its high-risk series for
the first time in January 2003.

We have three distinguished witnesses with us this morning to help shed
some light on this important issue.

On our first panel, the Committee will hear from Ms. Karen Evans,
Administrator of the Office of Electronic Government at OMB. She will
testify about the Federal government’s response to this growing cyber-threat.
1understand this is her first congressional appearance; welcome.

On our second panel is Dr, Tom Leighton, Co-Founder and Chief Scientist
of Akamai Technologies and Mr. Kenneth Ammon, President and Co-
Founder of NetSec. Akamai will give a demonstration of the “Slammer”
worm’s effect in elapsed time and its estimated impact on individual
computers and networks. A presentation from NetSec will show the ease
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with which the average computer user can obtain names, Social Security
numbers and other sensitive information through popular search engines like
Google.

I would like to thank all of our witnesses for appearing before the
Committee, and I look forward to their testimony. And I now yield to Mr.
Waxman for his opening statement.
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Mr. WAXMAN. Thank you, Mr. Chairman. I want to commend you
for holding this hearing. This hearing today is another important
hearing on computer security.

Earlier this year we held a series of hearings on the risks of
peer-to-peer file sharing programs, including how they could be
used to find all kinds of personal data about computer users. This
then led to the introduction and passage in the House of the Gov-
ernment Network Security Act of 2003, which requires Federal
agencies to assess the risk posed by peer-to-peer file sharing pro-
grams.

Today we are exploring another aspect of computer security: how
worms and viruses spread rapidly across the Internet, finding un-
protected computers. We also will learn how millions of people are
using wireless networks, many unaware that their computers are
vulnerable to attack. Business, governments, and individual home
users are at risk for computer invasion. Efforts must be taken by
all users to make the Internet more secure.

There is an important role for government in protecting families
from the risks of worms, viruses, and other malicious files. Amer-
ican families do not have computer experts on staff, or even easy
access to training. If the family is lucky, it has a teenager who un-
derstands computers, but even that is not enough. The Government
can help by providing the public access to the vast wealth of infor-
mation on computer security developed by our Government agen-
cies.

Computer software manufacturers can help also. Patch manage-
ment on home computers is becoming more automated, but it is not
clear that the majority of the public understands the importance of
installing these patches and what the patches do. It would be bet-
ter if the software had fewer holes when it was shipped.

The Internet is a communal good. No one person or organization
can secure it; it can only be secured by a joint effort. That effort
needs active participation from businesses that work on the Inter-
net as well as businesses that produce computer software. And
there is a role for Government both in securing its own computers
ani in educating the public of the risks and how to handle those
risks.

Mr. Chairman, the hearings you have held on these important
topics have helped inform Congress and the public and provided
the foundation for legislation. I want to commend you for your
leadership on these issues, and I look forward to the hearing.

[The prepared statement of Hon. Henry A. Waxman follows:]
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Statement of Rep. Henry Waxman, Ranking Minority Member
Committee on Government Reform
Hearing on
“You’ve got mail -- but is it secure? An Examination of Internet
Vulnerabilities Affecting Businesses, Governments, and Homes.”

October 16, 2003

Today the Committee is holding another important hearing on

computer security.

Earlier this year, we held a series of hearings on the risks of peer-
to-peer file sharing programs, including how they can be used to find all
kinds of personal data about computer users. This then led to the
introduction and passage in the House of the Government Network
Security Act of 2003, which requires federal agencies to assess the risks

posed by peer-to-peer file sharing programs.

Today we are exploring another aspect of computer security: how
worms and viruses spread rapidly across the Intemnet finding unprotected
computers. We also will learn how millions of people are using wireless

networks; many unaware that their computers are vulnerable to attack.
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Businesses, governments, and individual home users are at risk for
computer invasion. Efforts must be taken by all users to make the

Internet more secure.

There is an important role for government in protecting families
from the risks of worms, viruses, and other malicious files. American
families do not have computer experts on staff or even easy access to
training. If a family is lucky, it has a teenager who understands
computers, but even that is not enough. The government can help by
providing the public access to the vast wealth of information on

computer security developed by our government agencies.

Computer software manufacturers can help also. Patch
management on home computers i1s becoming more automated, but it is
not clear that the majority of the public understands the importance of
installing these patches or what the patches do. It would be better if the

software had fewer holes when it was shipped.
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The Internet is a communal good. No one person or organization
can secure it. It can only be secured by a joint effort. That effort needs
active participation from businesses that work on the Internet as well as
businesses that produce computer software. And there is a role for
government both in securing its own computers and in educating the

public of the risks and how to address those risks.

Mr. Chairman, the hearings you have held on these important
topics have helped inform Congress and the public and provided the
foundation for legislation. 1 commend you for your leadership on these

issues, and I look forward to the hearing.
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Chairman ToMm DAvis. Thank you very much.

Any other Members wish to make statements? Ms. Sanchez.

Ms. SANCHEZ. I would like to commend Chairman Davis and
Ranking Member Waxman for calling this important hearing today,
because I know, firsthand, how tedious and cumbersome computer
infections can be. In the past year I have had several computer vi-
ruses, and, as a result, every time my computer screen freezes, I
am paranoid that I have another virus.

Through an e-mail list serve that I have called the Washington
Update, I update my constituents on a regular basis about what is
happening in Washington, DC, and when I wrote to my constitu-
ents about today’s hearing and requested that they share with me
some of their experiences with computer viruses, the results were
immediate and resounding. I was inundated with e-mails about the
economic, social, and personal toll computer viruses have on the
lives of my constituents, and I just want to share a really quick
sampling of some of those stories before we begin.

A gentleman by the name of Mark Patton, who owns a business
in my community, wrote to me and said, “Our business was victim-
ized by a number of computer viruses on one occasion. We had
hired an IT consultant to provide maintenance for our network,
but, unfortunately, they were not keeping up with our virus protec-
tion. As a result, we had to replace our server, upgrade our system,
and subsequently fire our IT consultant. The entire episode cost
our small business over $10,000, without even considering the lost
time we incurred. Viruses are a threat to all businesses. The lesson
is buyer beware when hiring an IT consultant, but, more impor-
tantly, as businesses become more and more dependent on the
Internet, Internet security becomes a very important issue.”

The Mission Hills Mortgage Bankers Gateway Business Bank
wrote to me and said, “At the height of the virus infected e-mail
epidemic, Mission Hills Mortgage Bankers Gateway Business Bank
Web mail site was swamped with thousands of virus-laden e-mails
a day in August and September. Fortunately, our firewall and virus
software caught and cleaned up our e-mail system, but the
unsanitized e-mail was passed through to the individuals to whom
it was addressed. Personally, I was deleting 30 to 50 e-mails a day,
both annoying and time-consuming. What I didn’t know was how
vulnerable a home computer with DSL or cable access is without
a firewall, even with virus checker software. I wasn’t aware that
viruses can come through to your computer in ways other than on
an e-mail until I got one. That was a month ago. I purchased and
installed a firewall right away, but I am still experiencing a prob-
lem with my computer. Apparently the damage to files can remain
after the virus is cleaned up.”

And this problem has not only affected the businesses that wrote
to me, but Rio Hondo Community College wrote to me: “We were
hit hard by the worm at Rio Hondo College during the first week
of our semester this fall. Our mainframe computer and every desk-
top computer on campus was unusable for a week. We could not
register students, certify athletic eligibility of athletes, process fi-
nancial aid requests, conduct many of our classes, or function in
any capacity for a whole week. Eight weeks later we are still trying
to get computers and printers and e-mail functioning for everyone.”
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This particular little anecdote very much moved me. A constitu-
ent by the name of Mark Katt wrote: “I like to take pictures of my
daughter, who is currently 2 years old. I use my digital camera to
take a picture of her from the moment she was born and every sin-
gle month until she reached her first birthday. I stored all of those
pictures in my hard drive, so when I would be ready I would sort
them all out and have them developed and make a nice album that
I could show my daughter when she grew up, and maybe play a
slide show during her 18th birthday party. But my computer was
hit by the virus just before I got them developed. My 1 year worth
of project, my dream and my gift to my daughter, are all gone, to-
gether with the pictures. I would pay, no matter what the price,
if I could retrieve all of those pictures. They were priceless, and
you cannot bring back the hands of time.”

Diane Schumacher from my district wrote: “I had a virus in Sep-
tember of this year. It was the “So Big” virus. I got it when I pur-
chased an item over the Internet that came with an attachment.
I have been laid off. The last thing I needed was to be out of con-
tact not only with the EDD, the Employment Development Depart-
ment, but also with my job search and support groups, not to men-
tion the expense of trying to repair the damage.”

The stories that I have just shared with you today underscore
the prevalence of computer infections. Furthermore, computer vi-
ruses are a very real problem not just for businesses, but home
users are also affected by this burdensome and costly problem. An
unemployed constituent, a community college, a bank, and a father
all have been victimized by computer viruses. They affect every-
body. There is much work ahead of us to eradicate the threat of
computer infections, so I want to thank each of the witnesses for
being here today to discuss this important topic, and I look forward
to their testimony.

Again, I would like to thank the chairman and the ranking mem-
ber for holding this hearing.

[The prepared statement of Hon. Linda T. Sanchez follows:]
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Opening Remarks:
“You’ve Got Mail—But is it Secure? An Examination of

Internet Vulnerabilities Affecting Businesses,
Governments, and Homes”

Rep. Linda T. Sanchez
July 18, 2003

e [ would like to commend Chairman Davis and
Ranking Member Waxman for calling this important
hearing today.

o [ know first hand how tedious and cumbersome
computer infections can be. In the past year, I’ve had
several computer viruses. As a result, every time my
computer freezes [ automatically think I have another
virus.

e Through my email list serve, the Washington Update,
I update my constituents on a regular-basis about
what’s happening in DC.

¢ When I wrote to my constituents about today’s hearing
and requested that they share with me some of their
experiences with computer viruses, the response was
immediate and resounding.
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¢ | was inundated with emails about the economic,
social, and personal toll computer viruses have on the
lives of my constituents.

e Let me share a sample of these stories with you today
to highlight the impact viruses can have on our daily
lives.

Mark Patton who owns a business in my
community- Our business was victimized by a
number of computer viruses on one occasion. We
had hired an IT consultant to provide
maintenance of our network, but unfortunately
they were not keeping up with our virus
protection. As a result we had to replace our
server, upgrade our system, and subsequently fire
our IT consultant. This episode cost our small
business over $10,000 without considering the
lost time we incurred. Viruses are a threat to all
businesses...The lesson is buyers beware when
hiring an IT consultant, but more importantly as
businesses become more dependant on the
Internet, Internet security becomes a very
important issue.

Mission Hills Mortgage Bankers/Gateway
Business Bank wrote:

During the height of the virus-infected e-

mail, Mission Hills Mortgage Bankers/Gateway
Business Bank webmail site was swamped

with thousands of virus-laden e-mail a day in



16

August and September. Fortunately, our firewall
and virus software caught and cleaned up the e-
mail, but the sanitized e-mail was passed through
to the individuals to whom it was addressed.
Personally, I was deleting 30 to 50 e-mails a day,
both annoying and time consuming.

What I didn't know was how vulnerable a home
computer with DSL or cable access is without a
firewall even with virus-checker software. I
wasn't aware that viruses can come thru to your
computer in ways other than on an e-mail until 1
got one. That was a month ago. I purchased and
installed a firewall right away. But I am still
experiencing a problem with my computer.
Apparently, the damage to files can remain after
the virus is cleaned up.

¢ This problem has not only affected businesses:
Rio Hondo College wrote--We were hit hard by
the "worm" at Rio Hondo College during the first
week of our semester this Fall. Our mainframe
computer and every desktop computer on campus
were unusable for a week. We could not register
students, certify athletic eligibility of athletes,
proces