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MR. KEAN: Yesterday the Conm ssion received testinony
from nmenbers of Congress and from expert w tnesses about the
U.S. civil aviation security systemthat operated in the period
| eading up to Septenber 11, 2001.

Today we nove forward with the first | ook at the 9/11
hi j acki ngs thensel ves and the security system s perfornmance of
that day. Qur final panelists will then address the changes
whi ch have been made in aviation security since 9/11 and al so
options for further inprovenents in the current system

Bef ore we proceed further, | want the record to be nade
very clear that the Conmi ssion is intensely aware of any nunber
of reports indicating failures outside the area of the aviation
security system These would include failures in intelligence,
| aw enforcenent and border security, which may have played a
maj or part in making 9/11 possible. The Comm ssion has a
statutory nandate and will be exam ning those areas as well.
They may even be the subject of future hearings.

Qur focus today, however, is the field of civil
avi ation. Today's first -- where we start, we pick up the story
of the hijackings on Septenber 11lth itself. How did the civil



avi ation security systemoperate that day with respect to the 19
hi j ackers? What weapons and tactics did they enploy to defeat
the systen? Wy couldn't we stop themor, at least in the three
out of four cases that reached their target, prevented
successful conpletion of their m ssion?

This hearing record will remain open for 14 additional
cal endar days for any of the witnesses who want to to submt
additional material and perhaps for the comm ssion to send
fol |l ow up questions.

W are very pleased with the group of witnesses who are
here today, particularly our first witness. And we're going to
hear fromthe secretary of Transportation, with a long record of
public service in the United States Congress, Secretary M neta.

MR. M NETA: Thank you very nmuch, Chairman Kean, Vice
Chai rman Ham | ton and di sti ngui shed nenbers of the Comm ssion,
for this opportunity to testify before you.

| want to conplinment the Conm ssion on its intention to
collect and provide the informati on on the circunstances

surroundi ng the tragedi es of Septenber 11th, 2001. | would |ike
to provide the Commi ssion with a brief account of what happened
on Septenber 11th, 2001. | believe | can be nost hel pful to

this Comm ssion by providing information in which I have
per sonal know edge and a few observations fromny perspective as
Secretary of Transportation.

There are many events that occurred on Septenber 11lth
that | do not have personal know edge of, though | have | earned
about themin subsequent investigations and reports. | know
this comm ssion wll be speaking to the sane agenci es and
i ndi vidual s that provided nme with that information, so | wll
| et the Comm ssion collect that information fromthose primary
sour ces.

However, | do want to conment on what | believe is an
i nportant responsibility of this conm ssion, and that is to add
to the understanding of the Arerican peopl e about what we call
terrorismand the threat that it poses. | have seen terrorism
in several forns and from several vantage points over the years,
as an intelligence officer in the United States Arny during the
era of the Korean conflict, and in Congress as one of the early
menbers of the House Permanent Select Comrittee on Intelligence.
Like a nutating virus, | have seen terrorismtake different form
over the years in an effort to defeat the safeguards that have



been devised to protect against it. And | believe it is
critical to recognize this inportant truth about terrorism The
threat of terrorismis constant, but the nature of that threat
changes, because to be successful, terrorismnust continually
change how it operates.

On Tuesday norning, Septenber 11th, 2001, | was neeting
with the Belgian transport mnister in ny conference room
adj acent to ny office, discussing aviation issues. Because of
t he agenda, FAA Adm ni strator Jane Garvey was also in
att endance.

Alittle after 8:45 a.m, ny chief of staff, John
Fl aherty, interrupted the neeting. He asked Adm nistrator
Garvey and nme to step into ny office, where he told nme that news
agenci es were reporting that sonme type of aircraft had fl own
into one of the towers of New York's World Trade Center

Information was prelimnary, so we did not know what

kind of aircraft nor whether or not it was intentional. Jane
Garvey i medi ately went to a tel ephone and contacted the FAA
operations center. | asked to be kept infornmed of any

devel opnments and returned to the conference roomto explain to
the Belgian prinme mnister that our neeting m ght have to be
post poned.

In an incident involving a major crash of any type, the
O fice of the Secretary goes into a major information-gathering
response. It contacts the node of adm nistration overseeing
what ever node of transportation is involved in the incident. It
nonitors press reports, contacts additional personnel to
accommodate the surge in operations, and centralizes the
information for ne through the chief of staff.

In major incidents, it will follow a protocol of
notification that includes the Wiite House and ot her agencies
involved in the incident. These activities, albeit in the
nascent stage of information-gathering, took place in these
initial mnutes.

A few mnutes after ny return to the conference room
my chief of staff again asked ne to step back into my office.
He then told nme that the aircraft was a commercial aircraft and
t hat the FAA had received an unconfirnmed report that a hijacking
of an Anerican Airlines flight had occurred.



Wiile M. Flaherty was briefing ne, I watched as a
| arge comercial jet flewinto the second tower of the Wrld
Trade Center. At this point things began to happen quickly. I
once nore returned to the conference roomand i nforned the

m ni ster of what had happened and ended the neeting. | received
a tel ephone call fromthe CEO of United Airlines, Jack Goodman,
telling me that one of United' s flights was mssing. | then

called Don Carty, the CEO of Anmerican Airlines, and asked himto
see if Anerican Airlines could account for all of its aircraft.
M. Flaherty reported to ne that Jane Garvey had phoned to
report that the CEO of Delta Airlines had called the FAA and
said it could not yet account for all of its aircraft.

During this tinme, ny office activated the Departnent of
Transportation's crisis nmanagenent center, which was | ocated on
the 8th floor at that time of the Departnment of Transportation
headquarters, and provides for senior DOT personnel to conduct
surge operations in a coordi nated manner.

By this time, ny office had contacted the Wite House.
A brief nmoment |ater, the Wiite House called ny chief of staff
and asked if | could cone to the Wite House and operate from
that | ocation. | decided that, given the nature of the attack
and the request, that | should be at the White House directly
providing the president and the vice president with information.

When | got to the Wiite House, it was bei ng evacuat ed.
| met briefly wwth Richard Cark, a National Security Counci
staff nenber, who had no new information. Then the Secret
Service escorted me down to the Presidential Emergency
Operations Center, otherwi se known as the PECC. | established
contact on two lines, one with ny chief of staff at the
Departnment of Transportation, and the second with Mnty Bel ger,
the acting deputy adm nistrator of the FAA and Jane Garvey,
both of whom were in the FAA operations center.

And as the m nutes passed, the devel oping picture from
air traffic control towers and radar screens becane increasingly
nmore alarmng. Sone aircraft could not be contacted. Wile on
a normal day that may be just a conmunications snafu, we were
faced with trying to quickly sort out mnor problens from
significant threats. W did not know how many nore attacks
m ght be in progress.

The FAA began to restrict air travel in the Northeast
United States by a conbination of actions which included
sterilizing air space in certain regions and at various



airports, and ultimately a nationw de ground stop of al
aircraft for all locations, regardl ess of destination.

Wthin a few m nutes, American Flight 77 crashed into
t he Pentagon. At this tine, as we discussed the situation with
the North Anmerican Aerospace Defense commander and his staff, we
considered i npl ementing an energency system of coordinated air
traffic managenment to all ow maxi mum use for defensive
activities.

It was clear that we had to clear the air space as soon
as possible to stop any further attacks and ensure donestic air
space was avail able for energency and defensive use. And so at
approximately 9:45 a.m, less than one hour after | had first

been notified of an airplane crash in New York, | gave the FAA
the final order for all civil aircraft to |l and at the nearest
airport as soon as possible. It was the first shutdown of civil

aviation in the history of the United States.

Wthin mnutes, air traffic controllers throughout the
nati on had directed 700 donestic and international flights to
energency but safe |andings. Wthin another 50 mnutes, air
traffic controllers, working with skilled flight crews, nade
sure anot her 2800 airplanes returned safely to the ground.

By shortly after noon, |less than four hours after
the first attack, U S. air space was enpty of all aircraft
except mlitary and nedical traffic. A total of approxinmately
4500 aircraft were | anded without incident in highly stressful
conditions. Additionally, all international inbound flights
were diverted fromU. S. air space and U. S. airports.

Unfortunately, during this tine we also | earned that
United Flight 93 crashed in Stony Creek Township, Pennsyl vani a.
As Anerica knows, but it is inportant to keep repeating, that
aircraft never reached the terrorists' target due to the heroic
actions taken by the passengers and crew on United Flight 93.

A question has been asked whether or not there is
evi dence that other hijackings and attacks were prevented by the
actions that were taken that day. There are classified reports,
medi a reports and investigative docunents that indicate that
ot her attacks nmay have been planned. But the evidence on this
guestion is specul ative at best, and | do not believe anyone can
assert that other attacks were thwarted on that day unless he or
she is the one who either planned the attack or planned to carry
it out.



| also want to tell the Comm ssion that although the
focus of this comm ssion's interest is on the airplane crashes
on Septenber 11th, as secretary of the United States Coast
Guard, | was involved that day in the mass evacuati on of nore
t han 350, 000 people from Manhattan. |In addition to the |argest
maritime evacuati on conducted in the history of the United
States, our departnment's agencies were working with the various
New York authorities on the devastating infrastructure danage
suffered there.

Over the next few days, our departnent spent hours
working with various state, |local and federal agencies to reopen
roads, tunnels, bridges, harbors and railroads while getting
essential relief supplies into the area. | have tal ked about
the staff at the Departnment of Transportation and how proud | am
of how they responded on Septenber 11th and in the days and the
nont hs afterward.

| also want to remark on the famlies, friends, the
victins of that tragic day and those who were injured physically
and enotionally. | share in nuch of their grief and heartache,
al though | can never experience the depth of it. The
consequences of Septenber 1l1lth affected all of Anmerica, but the
greatest effect was on these people. And | have spent a great
deal of physical and enotional effort this past year trying to
make sure that what happened on that day does not happen again.

W nust do everything we can to try and prevent other
Americans fromenduring the pain that these famlies and friends
have suffered. But in that work, we nust never forget those
famlies and that pain and anguish. | know | don't. It helps
me in the work I continue to do. They are in ny thoughts and
prayers.

Thank you very nuch.

MR. KEAN:. Thank you, M. Secretary. When you were
being prepared in the sense of preparing yourself to take your
role in the Cabinet, were you briefed in any way, or what part
of the possibility of terrorismoccurring was part of your
preparation? | nean, as you' ve |ooked at all the vast things
you have to understand for your position, was the possibility of
terrorismand what you mght have to do in the result of
terrorisma large part of that briefing, a small part of that
briefing?



MR. M NETA: The nature of what was happening in the
civil aviation industry in the United States at that tinme did
not put terrorismhigh on the list of priorities. W were stil
dealing with the whol e i ssue of delays, of congestion, of
capacity issues, and so terrorismwas really not sonething that
| was prepared to deal with except as it canme up on that tragic
day.

MR. KEAN. So you had to inprovise, in a sense, based
on what was happening and the news reports you were getting.

MR. M NETA: Absolutely. And in terns of what
notivated nme to bring all the aircraft down, as you see one
t hi ng happen, that's an accident. Wen you see two of the sane
thing occur, it's a pattern. But when you see three of the sane
thing occur, it's a program And so at that point | decided to
bring all the aircraft down.

MR. KEAN: But in a sense, what I'mtrying to get at, |
guess, is the governnment was really unprepared for this kind of
event. Nobody had anticipated it, this event or any kind of
maj or terrorist event. So this was not a major preparation. You
weren't prepared. You had to do your best under very difficult
ci rcunst ances.

MR. M NETA: That's correct, sir.

MR. KEAN:. There's been sone confusion as to the issue
of box cutters. You testified, | gather, that as of Septenber
11t h, the FAA did not prohibit box cutters, before Congress.
Yesterday we got testinmony fromthe ATA that in checkpoint
operation guides, box cutters were classified as restricted
items, which could be kept off an aircraft if identified. What
was the status of box cutters within the aviation systemas a
whol e, and certainly in Boston, where those checkpoints were?

MR. M NETA: The FAA regul ation referred to bl ades of four
i nches or greater as prohibited items. And so a box cutter was
really less than four inches. Now, on the other hand, the
airline industry had a guideline. And in that guideline, they
did prohibit box cutters, as it was in that guideline. But in
the FAA regul ations, that was not the case. All they referred
to was the length of the blade, and that was four inches. And
so under the FAA regul ations, box cutters would have been okay
on an airpl ane.



MR. HAM LTON: M. Secretary, we're very pleased to
have you here this norning. | understand your tine is short and
you'll only be able to spend a few mnutes with us. W're
grateful for the tinme that you're able to nake available. It
m ght very well be that we'll have sonme questions that we woul d
want to submt to you in witing subsequently.

MR MNETA: And | will submt those to the Conmi ssion
in witing.

MR. HAM LTON:. W thank you for that. | wanted to
focus just a nmonent on the Presidential Energency Operating
Center. You were there for a good part of the day. | think you

were there with the vice president. And when you had that order
given, | think it was by the president, that authorized the
shooti ng down of commrercial aircraft that were suspected to be
controlled by terrorists, were you there when that order was

gi ven?

MR. M NETA: No, | was not. | was nade aware of it
during the tinme that the airplane comng into the Pentagon.
There was a young nman who had cone in and said to the vice
president, "The plane is 50 miles out. The plane is 30 mles
out." And when it got down to, "The plane is 10 mles out," the
young man also said to the vice president, "Do the orders stil
stand?"” And the vice president turned and whi pped his neck
around and said, "OF course the orders still stand. Have you
heard anything to the contrary?" Well, at the time | didn't know
what all that nmeant. And --

MR, HAM LTON: The flight you're referring to is the --
MR. M NETA: The flight that cane into the Pentagon.
MR. HAM LTON: The Pentagon, yeah.

MR. M NETA: And so | was not aware that that
di scussi on had already taken place. But in listening to the
conversation between the young man and the vice president, then
at the tine | didn't really recognize the significance of that.

And then later | heard of the fact that the airplanes
had been scranbled fromLangley to cone up to DC, but those
pl anes were still about 10 m nutes away. And so then, at the
time we heard about the airplane that went into Pennsyl vani a,
then | thought, "Oh, ny God, did we shoot it down?" And then we



had to, with the vice president, go through the Pentagon to
check that out.

MR HAM LTON: Let nme see if | understand. The pl ane
t hat was headed toward the Pentagon and was sone niles away,
there was an order to shoot that plane down.

MR, M NETA: Well, | don't know that specifically, but
| do know that the airplanes were scranbled from Langley or from
Norfol k, the Norfolk area. But | did not know about the orders
specifically other than listening to that other conversation.

MR. HAM LTON: But there very clearly was an order to
shoot commercial aircraft down.

MR. M NETA: Subsequently | found that out.

MR. HAM LTON: Wth respect to Flight 93, what type of
i nformati on were you and the vice president receiving about that
flight?

MR. M NETA: The only informati on we had at that point
was when it crashed.

MR HAMLTON: | see. You didn't know bef orehand about
t hat ai rpl ane.

MR M NETA: | did not.

MR. HAM LTON: And so there was no specific order there
to shoot that plane down.

MR. M NETA: No, sir.

MR. HAM LTON: But there were nilitary planes in the
air in position to shoot down commercial aircraft.

MR. M NETA: That's right. The planes had been
scranbled, | believe, fromQis at that point.

MR. HAM LTON: Could you help ne understand a little
the division of responsibility between the FAA and NORAD on t hat
nor ni ng?

MR MNETA: Well, FAAis in touch with NORAD. And
when the first flight from Boston had gone out of communi cations
with the air traffic controllers, the air traffic controller



then notified, | believe, Qtis Air Force Base about the air
traffic controller not being able to raise that Anmerican
Airlines flight.

MR HAM LTON: A final question and then we'll |et
ot her conm ssioners ask a question. And this is kind of a
broad, sweeping one. Wat worries you nost about transportation
safety today? Wat are the nost vul nerabl e points, do you
think, in our transportation systemtoday? A |ot of steps have
been taken, obviously, to inprove security, a |ot of progress
made. Wat woul d be towards the top of your list? O would
there be two or three itens that worry you the nost?

MR. M NETA: | would say today the nost vul nerable
woul d be the maritime ports. Wth the nunber of containers
comng into this country, we really don't have a good handl e on
what's in those containers. And to ne that is one that we still
haven't really been able to put our hands on.

I know that the Transportation Security Agency is
| ooki ng and working on that matter diligently. But with the
nunber of containers that cone off of ships every day, sonething
like 16 mllion a year, it's a form dabl e task

MR. HAM LTON: M. Chairman, thank you very nuch. |
understand the secretary's tine is very tight now.

MR. KEAN: | have one final question and then we'l
go to Comm ssioner Roener. |Is there one recomrendation that you
know of that's pending now, either in the adm nistration or in
t he Congress or other, that you believe would be nobst inportant
to making the traveling public feel safer?

MR. M NETA: | suppose, in ternms of aviation, | think
that we are probably as confident about the security relating to
aviation issues today in terns of where we were before the 11th
of Septenber and inprovenents that were nmade subsequent to the
11t h of Septenber and in terns of each nonth, each day it gets
better.

But, again, | would go back to ny maritine containers
as still the nost vul nerable and the one that really needs the
funding to get to the bottom of that issue.

MR. KEAN: Thank you, M. Secretary. Conm ssioner
Roener .



MR. ROEMER. Nice to see you, M. Secretary, and nice
to see you feeling better and getting around as well, too.

| want to follow up on what happened in the
Presi dential Enmergency Operations Center and try to understand
that day a little bit better. You said, if | understood you
correctly, that you were not in the roonm you were obviously
comi ng fromthe Departnment of Transportation, where you had been
busy in a neeting in official business, but you had not been in
the room when the decision was made -- to what you inferred was
a decision made to attenpt to shoot down Flight 77 before it
crashed into the Pentagon. |s that correct?

MR. M NETA: | didn't know about the order to shoot
dowmn. | arrived at the PEOC at about 9:20 a.m And the
president was in Florida, and | believe he was on his way to
Loui siana at that point when the conversation that went on
bet ween the vice president and the president and the staff that
the president had with him

MR. ROCEMER  So when you arrived at 9:20, how nmuch
| onger was it before you overheard the conversation between the
young nman and the vice president saying, "Does the order stil
stand?"

MR. M NETA: Probably about five or six mnutes.

MR. ROEMER: So about 9:25 or 9:26. And your inference
was that the vice president snapped his head around and sai d,
"Yes, the order still stands.” Wy did you infer that that was
a shoot -down?

MR. M NETA: Just by the nature of all the events going on
that day, the scranbling of the aircraft and, | don't know, I
guess, just being in the mlitary, you do start thinking about
it, an intuitive reaction to certain statenents bei ng nade.

MR. ROEMER: Who was the young man with the vice
presi dent ?

MR. M NETA: Frankly, I don't recall

MR. ROEMER: And was there another |ine of
communi cati on between the vice president -- and you said you saw
M. Richard Clark on the way in. Ws Cark running an
operations center as well on that day?



MR. M NETA: Dick was in the Situati on Room

MR. ROEMER  So there was the Situati on Room meki ng
deci si ons about what was going to happen on shootdowns --

MR. M NETA: | don't believe they were --

MR. ROEMER: -- as well as the PECC?

MR. M NETA: | don't believe they were nmaki ng any
decisions. | think they were nore information-gathering from

vari ous agenci es.

MR. ROEMER  Could it have been in the Situation Room
where sonebody in the Situation Roomrecommended the shoot - down
and the vice president agreed to that?

MR. M NETA: Conmmi ssioner Roener, | would assume that a
deci sion of that nature woul d have had to be made at a nuch
hi gher | evel than the people who were in the Situation Room

MR. ROEMER: So take me through that. The Situation
Roomis nonitoring the daily mnute-by-m nute events and they
find out that Flight 77 is headed to the Pentagon. Sonebody's
got to be getting that information. The Situation Roomis then
communi cating with t he PECC and saying, "W've got another
flight that's on its way toward the Pentagon. Here are the
options." Then the vice president talks to the president and
says, "Here are the options; we have a shoot-down
recommendation. Do you agree, M. President?"” 1|s that what
happens?

MR. M NETA: Again, that would be specul ation on ny
part as to what was happening on that day, so | just wouldn't be
able to really answer that -- on that inquiry.

MR. ROEMER | know, because you had been conducti ng
of ficial business, and I'msure you were hurriedly on your way
over there.

MR. M NETA: As | was listening --

MR RCEMER |I'mjust trying to figure out how the
Situati on Room which was gathering the m nute-by-mnute
evidence and information and tal king probably to a host of
di fferent people, and how they're interacting with the PEOC and
then how the PEOCC is interacting with the president, who is at



that point on Air Force One, how a decision is nade to shoot
down a commercial airliner.

And then would you say -- let's say we're trying to put
that part of the puzzle together. Then would your inference be
that they scranbled the jets to shoot down the comercia
airliner, it failed, and the commercial airliner therefore
crashed into the Pentagon, the jets were not able to get there
intime to succeed in a mssion that they' d been tasked to do?

MR M NETA: |I'mnot sure that the aircraft that were
scranbled to cone up to the DC area from Norfol k were under
orders to shoot the airplane dowmmn. As | said, | just --

MR. ROEMER: But it was an inference on your part.

MR. M NETA: It was an inference, without a doubt. And
that's why, in thinking about the United plane that went down in
Pennsyl vani a, the question that arose in nmy mnd --

MR. ROCEMER: R ght away was "Was that shot down?" And
did you ever get an answer to that?

MR. M NETA: Yes, sir. The vice president and | talked
about that. W then made the inquiry of the Departnent of
Def ense. They then got back to us saying, "No, it was not our
aircraft.”

MR ROEMER: No shots were fired and no effort was nade
to shoot that down.

MR. M NETA: That's correct.
MR. KEAN: 1'mgoing to go to another questioner.
MR. RCEMER: Thank you

MR. KEAN: The secretary's tine is |limted.
Comm ssi oner Lehman.

MR, LEHVAN: M. Secretary, | have one question, and
that is, we had testinony yesterday that there were nany
intelligence reports leading up to 9/11 and actual plots
uncovered to use aircraft as mssiles.

Do you feel that the systemset up to provide to you as
secretary of Transportation the |latest intelligence bearing on



your responsibilities, such as that subject, was adequate before
9/11? If not, have neasures been taken to see that you are
provided with the best possible product on a daily basis as to
threats to the broad range of transportation assets under your
purview? Could you comment on before and after?

MR. M NETA: Well, | do get a daily briefing, intelligence
briefing. And | did during that tinme period, prior to the 1lth
of Septenber and subsequent to the 11lth of Septenber. And
there's no doubt that the nature of the intelligence data has

i mproved.

And so -- but again, there was nothing in those
intelligence reports that woul d have been specific to anything
t hat happened on the 11th of Septenber. There was nothing in
the preceding tinme period about aircraft being used as a weapon
or of any other terrorist types of activities of that nature.
And so -- but | do get briefings, and | think that since the
11t h of Septenber, 2001, the nature of the briefings have
i nproved.

MR. LEHVAN: Just to follow up, M. Secretary, given
the fact that there were, in the preceding couple of years,
about half a dozen novel s and novi es about hijacki ngs bei ng used
as weapons and the fact that there were reports floating around
inthe intelligence comunity, did you personally think that
that was a possibility, that it could have happened? O when it
happened, did it just take you totally by surprise? Because
yesterday we had testinony fromthe fornmer FAA adm nistrator
that, in effect, it never entered her m nd.

MR M NETA: Well, | would have to, again, say that |
had no thought of the airplane being used as a weapon. | think
our concentration was nore on hijackings. And nost of the
hi j acki ngs, as they occur in an overseas setting, or the
hijacking, if it were to be a donestic one, was for the person
to take over the aircraft, to have that aircraft transport them
to some other place. But | don't think we ever thought of an
ai rpl ane being used as a mssile.

MR. LEHVAN. G ven that there was so nmuch intelligence,
not a specific plot, but of the possibility and the fact that
sone terrorists had, in fact, started planning, wouldn't you
view it as a failure of our intelligence community not to tell
the secretary of Transportation that there was such a
concei vabl e threat that the people |like the Coast Guard and FAA
shoul d be thi nking about?



MR M NETA: W had no information of that nature at

all. And as to whether that was a failure of the intelligence
agencies, | think it would have been just even for themhard to
i magi ne.

MR. KEAN: Thank you. W recognize your tine
constraints. W have two nobre conm sSsioners --

MR. M NETA: Absol utely.

MR. KEAN. -- who have questions. Conm ssioner
Gorelick and then Comm ssioner Fiel ding.

M5. GORELICK: Secretary M neta, again, thank you
for being here. W all know that in the spring and sumer of
2001, the intelligence community was putting out reports of a, |
woul d say, near-frantic |level suggesting that we were expecting
there to be sone type of terrorist attack somewhere in the world
-- we didn't know where, we didn't know the nodality, but a very
hi gh | evel of concern.

My first question to you -- and I'll just give themto
you all at once, is, one, were you called to any neeting or
summoned at a Cabinet |level, or was there any sort of cross-
functional group put together across the governnment to say, Wat
can we do as a governnment to respond to this very hei ghtened
| evel of intelligence warning that we are getting generally?

Second, even though in response to Conm ssi oner
Lehman's questions you have indicated that this particul ar
nodal ity of attack was not nmade known to you clearly, hijackings
and use of aircraft, bonbings, bonbs on aircraft, were a
favorite tool, if you will, of terrorists. Did you yourself do
anything within the agenci es under your control to seek out
mechani sns for being on alert and for hei ghtening our security
in this period of reporting? Wat did you know, what was anyone
telling you, and what did you do in response?

MR. M NETA: First of all, on the first question
woul d say, no, that we had no neetings of an interagency nature
given the nature of intelligence that you' re describing. |
t hi nk nost of the response at that tine was to what you m ght
call the chatter, because the chatter is really just increased
comuni cati on between people, but nothing specific as to the
nature of the kind of attack that mi ght be coming. W're at
orange | evel now, and what pronpted that was again increased



chatter. But it wasn't anything specific about the nature of
what the threat m ght be.

M5. GORELICK: Well, let nme just contrast perhaps the
chatter, the sane kind of chatter |evel right in advance of the
mllennium As | understand it, that information was w dely
di ssem nated in the governnent. There were Cabinet-Ievel and
sub- Cabi net-1 evel neetings, and each agency essentially searched
to do what they could to harden our country agai nst attacks.

Now, clearly when you don't know where the attack is comng from
or what node will be used, it's difficult. But what | am asking
essentially is: Didthis higher |evel of chatter, the what |
believe to be a frantic quality to the intelligence warnings,
result in any action across the government, and particularly in
the area of transportation? | take it your answer to that is
no?

MR. M NETA: That's correct.
MR. KEAN: Commi ssi oner Fi el di ng.

MR. FIELDING M. Chairman, | would like further
expl anation of the division of responsibility between the FAA
and NORAD on the norning of 9/11, because there seens to be sone
confusion about that. 1'd like the secretary's views, but 1'd be
very happy in respect to his tinme to submt that in witing to
hi m

MR. M NETA: Al right, 1I'll submt that in witing.
MR. KEAN. M. Secretary, thank you very much

MR. M NETA: Very well. Thank you very nmuch to the
Comm ssi on.

MR. HAM LTON: M. Chai rman?
MR KEAN: M. Ham |l ton.

MR. HAMLTON: | just wanted to be recognized for a
nmoment to comrent on a headline really in The WAshi ngt on Post
that appeared this norning. The headline states that a -- and
|'"'m quoting it now -- "New Panel, |ndependent of 9/11
Comm ssion, |Is Sought," end of quote. And |I want to observe
that | don't see howit is possible to get that headline out of
the article. And the article really does not say anything at
all about a separate panel.



Wien | first saw the headline it occurred to nme that
maybe | had attended a different neeting yesterday than The
Washi ngt on Post reporters and headline witers had attended.
But | hope the Post will see fit to promnently correct that
headl i ne which is quite erroneous.

MR. KEAN: Thank you very nuch. | would certainly
agr ee.

Il would Iike to have Major Ceneral Craig MKinl ey,
commander, 1st Air Force, Continental U S. NORAD, here
representi ng NORAD.

GEN. MCKI NLEY: Governor Kean, Congressman Hami|lton and
nmenbers of the conmittee, thank you for the opportunity to
appear before you today on behal f of the conbatant commander,
United States Northern Command and North Anerican Aerospace
Def ense Command, to provide testinony on the events surroundi ng
the events of Septenber 11th, 2001, when our nation was attacked
fromwithin by foreign terrorists using commercial aircraft as
weapons of nmass destruction.

It is an honor to represent the thousands of nmen and
wonen fromthe Air National Guard, the active duty forces and

the Air Force Reserves still serving around the cl ock defending
America fromfurther attacks in support of the North American
Aer ospace Defense Conmand. | personally was inside the Pentagon

on Septenber 11th, and | personally know what it feels like to
be attacked by hostile forces. Although over 18 nont hs have
passed since that tragic day, our vigilance remai ns focused. W
have fl own al nost 30,000 airborne sorties in support of
Operation Noble Eagle in the continental United States al one.

Every day Anericans and Canadi ans work side by side in
NORAD to defend North Anerica. W have forged unprecedented
relationships with in the U S. governnment, with federal agencies
to strengthen our ability to detect and defend agai nst further
attenpts to harmour nation fromthe air. W are now patterned
with the new United States North Conmand to extend and perfect
our mission in both honel and defense as well as civil support
m ssions. W are proud to be a part of this team focused on
def endi ng our nation against all threats, and supporting our
governnent in its role, primary role, of protecting its
citizens.



First Air Force is a subordinate command of Air Conbat
Command, and is responsible to the North Anerican Aerospace
Def ense Commander for the execution of the air defense m ssion
to protect our nation. First Air Force, as NORAD s conti nent al
United States NORAD region, is responsible for the air defense
of the continental United States under the NORAD agreenents.

| personally took conmand of 1st Air Force in the
continental United States's NORAD regi on on August 1st of 2002,
and then becane the joint force air conponent commander for
General Eberhardt. This was 11 nonths after the attacks. | am
pl eased to say today that when | saw the nature of your
guestions, that | asked General Eberhardt's perm ssion, and
received it, to invite Major Ceneral Retired Larry Arnold, the
past conmander of 1st Air Force, and the comrander on the day of
the attacks, that |led the command through those trying days
during and after the event. He is wth us today, and has
vol unteered to be part of this comm ssion's hearings. | also
asked for probably the best subject natter expert | could find
on the chronol ogy, the series of events that is so vital to this
commi ssion, to be with us today with your concurrence to wal k us
t hrough the NORAD tineline.

| also have with ne today Major Don Arias to show you
t he human nature of this. Don's brother, Adam was killed in
the South Tower 2. He was talking to his brother at 8:59 on the
11t h of Septenber, '01, and M. Arias is our public affairs
officer. Please stand up, Don.

|"d like to thank the Conmi ssion staff, especially
Ml es Kara, for his help in preparing for this. The conmttee
has posed many questions regarding the events surroundi ng the
9/ 11 attacks. Qur intention is to provide the chronology first
to the events leading up to Septenber 11th, as well as taking
your questions to give you a detailed | ook at how NORAD s
response was made on 9/ 11, and any subsequent questions you may
have on our posture since. M. Comm ssioner, that concludes ny
formal statenment. The rest will be provided for the record.
And, with your indulgence, sir, | would Iike Col onel Scott
(ret.), Alan Scott, to walk you through the tineline.

MR. SCOIT: Good norning, M. Chairman, com ssioners.
It is ny pleasure to be here with you today. General Arnold and
| worked together that day on Septenber the 11th.

VWhat | will walk you through here is a chronol ogy of
the attacks, and |'ve presented it in a matrix form And the



only thing | lay claimto is having studied all of the attacks
and how they are interwoven together. This was not a |inear
sequence of events where one attack began and ended and then a
second attack began and ended. This was a coordi nated, well-

pl anned attack. W had nultiple airplanes in the air. The fog
and friction of war was evi dence everywhere in the country, both
on the civil side as well as the mlitary side. And this
hopefully will show you how t hose i nterwoven events canme about.

Il will tell you the tinmes on this chart come from our
|l ogs. The time on the chart is the tine that's in the log. It
may not be the exact tinme the event happened. It may be the
time when the | og-keeper was advi sed or becane aware of the
event .

The first thing that happened in the norning related to
the events at 9:02, or I'"'msorry 8:02 a.m, Eastern Standard
Time, is when Anerican Airlines 11 took off out of Boston.
American Airlines 11 was a 767, and it was headed, | believe, to
Los Angeles. Fourteen mnutes later, also com ng out of Boston
Logan, United Airlines 175, a 757, also headed to Los Angel es,
took of f out of Boston, and initially took roughly the sane
ground track as Anerican 11. Three mnutes later, American
Airlines 77 took off out of Dulles here in Washington, also
headed to Los Angeles, and also a 757, and proceeded west bound
toward the West Coast. So now the first three airplanes are
ai rborne together. The first tine that anything untoward, and
this was gl eaned from FAA response, that anything out of the
ordi nary happened was at 8:20, when the electronic transponder
in Arerican Airlines 11 blinked off if you will, just
di sappeared fromthe screen. Coviously the terrorists turned
that transponder off, and that airplane, although it did not
di sappear fromthe radarscope, it becane a nuch, nuch nore
difficult target to discern for the controllers who now only
could look at the primary radar return off the airplane. That
was at 8: 20.

At 8:40 in our logs is the first occasion where the FAA
is reporting a possible hijacking of Arerican Airlines Flight
11. And the initial response to us at that tine was a possible
hi j acki ng had not been confirned. At that sane noment, the F-15
alert aircraft at Ois Air Force Base, Massachusetts, about 153
mles away, were placed imedi ately on battle stations by the
Nort heast Air Defense Sector commander. At 8:43, as this is
going on, the fourth airplane, United 93, takes off out of
Newar k, New Jersey. It's a 757. It is headed for San
Franci sco. At 8:46, our next |og event, we get the |last, and,



by the way, nmuch of this radar data for these primary targets
was not seen that day. It was reconstructed days |ater by the
84t h Radar Eval uation Squadron, and other agencies like it who
are professionals at going back and | ooki ng at radar tapes and
then given that they are | oaded with know edge after the fact,
they can go and find things that perhaps were not visible during
the event itself.

At 8:46, the |last data, near the Trade Center, 8: 46,
the first inpact on the Trade Center. At that mnute is when
the Ois F-15s were scranbled. And, again, they were 153 mles
away. And that scranble cane, and General Arnold, | am sure can
address this, based on a conversation between the Northeast
Sector commander and hinself. Those F-15s were airborne in six
mnutes. That is well inside the tinme that is allowed for them
to get airborne. But because they were on battle stations, the
pilots were in the cockpits ready to start engi nes, that
scranble time was shortened by a significant anount of tinme.

At 8:53, that's a minute later, in the radar
reconstruction, we are now picking up the prinmary radar contacts
off of the F-15s out of Ois. At 8:57, which is seven m nutes
after the first inpact is, according to our |ogs when the FAA
reports the first inpact. And about this tinme is when CNN
coverage to the general public is beginning to appear on the TV,
not of the inpact, but of the burning towers shortly thereafter.
So you can see what in the mlitary I am sure you have heard us
talk to the fog and friction of war, and as the intensity
increases the lag tends to al so increase for how quickly
i nformati on gets passed.

9:02 -- United 175, the second airplane, which by the
way never turned off its transponder before inpact, crashes into
the North Tower at 9:02.

The di stance of those fighters which had been scranbl ed
out of Ois, at that particular point they were still 71 mles
away, about eight m nutes out, and going very fast.

At 9:05, FAA reports a possible hijack of United 175.
Again, that's three mnutes after the inpact in the tower.
That’s how long it is taking now the information to flow through
the systemto the conmand and control agencies and through the
command and control agencies to the pilots in the cockpit. At
9:09, Langley F-16s are directed to battle stations, just based
on the general situation and the breaki ng news, and the general
devel opi ng feeling about what's going on. And at about that



same tinme, kind of way out in the West, is when Anerica 77

which in the neantine has turned off its transponder and turned
| eft back toward Washi ngton, appears back in radar coverage.

And ny understanding is the FAA controllers now are beginning to
pick up primary skin paints on an airplane, and they don't know
exactly whether that is 77, and they are asking a | ot of people
whether it is, including an a G130 that i s westbound toward
Chio. At 9:11 FAAreports a crash into the South Tower. You
can see now that lag tinme has increased fromseven mnutes from
inmpact to report; nowit's nine mnutes frominpact to report.
You can only inmagi ne what's going on on the floors of the
control centers around the country. At 9:11 -- | just nentioned
that -- 9:16, now FAA reports a possible hijack of United Flight
93, which is out in the Chio area. But that's the last flight
that is going to inpact the ground.

At 9:24 the FAA reports a possible hijack of 77.
That's sonmetinme after they had been tracking this primary
target. And at that nonent as well is when the Langley F-16s
wer e scranbl ed out of Langl ey.

At 9:25, America 77 is reported headed towards
Washi ngton, D.C., not exactly precise information, just general
informati on across the chat |ogs; 9:27, Boston FAA reports a
fifth aircraft mssing, Delta Flight 89 -- and many peopl e have
never heard of Delta Flight 89. W call that the first red
herring of the day, because there were a nunber of reported
possi bl e hijackings that unfol ded over the hours imedi ately
follow ng the actual attacks. Delta 89 was not hijacked, enters
the system increases the fog and friction if you will, as we
begin to ook for that. But he | ands about seven of eight
m nutes later and clears out of the system

At 9:30 the Langley F-16s are airborne. They are 105
mles away fromthe Washington area; 9:34, through chat, FAA is
unable to precisely locate Anerican Airlines Flight 77; 9:35, F-
16s are reported airborne. And nmany times, reported airborne is
not exactly when they took off. [It's just when the report cane
down that they were airborne. At 9:37 we have the |ast radar
data near the Pentagon. And 9:40, immediately follow ng that,
is when 93 up north turns its transponders off out in the West
toward Chio, and begins a left turn back toward the East.

At 9:49, FAA reports that Delta 89, which had been
reported as mssing, is now reported as a possible hijacking.
So again he is --



VR. . That's 9:41, sir.

MR. SCOTT: I'msorry, 9:41. Again, he is in the
system He is kind of a red herring for us.

Now, the only thing that I would point out on this
chart is this says 9:43, Anerican Airlines 77 inpacts the
Pentagon. The tineline on the inpact of the Pentagon was
changed to 9:37 -- 9:43 is the tinme that was reported that day,
it was the tine we used. And it took about two weeks to
di scover in the parking |lot of the Pentagon this entry canera
for the parking | ot, which happened to be oriented towards the
Pentagon at the tine of inpact, and the recorded tine is 9:37.
And that's why the tineline went from9:43 to 9:37, because it
is the best docunented evidence for the inmpact tinme that we
have. Getting toward the end now, 9:47 is when Delta 89 clears
the systemby landing in Ceveland. So he is not a hijack.
Lots of things are going on nowin the systemas the sectors
begin to call both units that are part of 1st Air Force and
NCRAD, as well as units that have nothing to do with us. W are
begi nning to call everyone now and the 103rd Air Contr ol
Squadron, for instance, stationed in Connecticut, is an air
control squadron, a radar squadron, and they got their radar
online, operational, and begin to link their radar picture into
t he Northeast system They are not normally part of NORAD
This is really the initial part of a huge push the rest of that
day to link as many radars in on the interior as we can, and to
get as nany fighters on alert as we can.

At 10:02, United 93 | ast radar data and the esti nated
inmpact time for United 93 is 10: 03.

At 10: 07 FAA reports there may be a bonb on board 93 --
that's four mnutes after the inpact. At 10:15 they report that
it's crashed. And you can see now that fog and friction | ag
time has increased fromseven mnutes to nine mnutes to 15
m nutes, because of the level of activities that are going on.
And there are notations here about other airplanes as we begin
to divert other airplanes that are just out were intended for
training that day. W' re picking up the phone, calling
Syracuse, the Air National Guard. They're beginning to get
flights airborne. They're beginning to armthose aircraft wth
what ever weapons they have handy so we can posture that defense.

That is how the tinmeline unfolded. As you can see, it
is a fabric of interwoven actions. This is not just a linear



event. So lots of things going on, lots of activities, and lots
of C2 centers. Sir, that conpletes ny piece.

GEN. MCKI NLEY: M. Chairman, we thought right up front
we'd put that on the record so we can have that as a departure
poi nt for your questions. |'d again caveat by saying that this
is the North Anmerican Aerospace Defense Conmand and conti nent al
NCRAD region tineline. O her agencies may have other |ogs that
may have different tines. But this is the best and npst
accurate data that we could piece together for your Conm ssion,
sir. Wth that, | open up to questions.

MR. KEAN: Thank you very much. Conmm ssioner Ben-
Veni st e.

MR. BEN VENI STE: Good norning, gentlenen. First |
woul d Ii ke to personally comend each of you and the dedi cated
men and wonmen who serve our nation through NORAD. 1'd like to
explain to you what you probably know al ready, and that is that
our mandate as a conmi ssion is to provide the nost detail ed and
accurate exposition in our final report of what occurred |eading
up to the 9/11 tragedy and the events subsequent thereto. And
so pl ease understand that our questions may be very pointed. W
mean no di srespect, but we have our mi ssion as well. Now,
General McKinley, is it fair to say that the m ssion and the
primary responsibility of NORAD is to defend our honel and and
our citizens against air attack?

GEN. MCKI NLEY: On the day of Septenber 11th, 2001, our

m ssion was to defend North Anerica, to surveil, to intercept,
to identify, and if necessary to destroy, those targets which we
were posturing were going to cone from outside our country. In

fact, that tracks originating over the | andmass of the United
States were identified friendly by origin. Therefore those
alert sites that were positioned on the norning of Septenber
11th were looking out primarily on our coasts at the air defense
identification zone, which extends outward of 100 to 200 mles
of f our shore. So that was the main focus of NORAD at the tinme.

MR. BEN VENI STE: | asked you about your
responsibilities, sir, and | ask you again, whether it was not
your responsibility as NORAD to protect the United States and
its citizens against air attack.

GEN. MCKINLEY: It is, and it was, and | would just
caveat your comment by saying that our mssion was at that tine
not designed to take internal FAA radar data to track or to



identify tracks originating within our borders. It was to | ook
outward, as a Cold War vestige, primarily devel oped during the
Cold War, to protect against Soviet |ong-range bonber
penetrati on of our intercept zone.

MR. BEN VENI STE: Well, | think, sir, that you have
used a good term not good for the United States, but accurate,
in terms of the vestigial mandate operationally to | ook outward
toward the borders rather than inward. And as vestigial you
mean, | amsure, as a result of our decades of confrontation
with the former Soviet Union.

GEN. MCKI NLEY: Correct, sir.

MR. BEN VENI STE: And so on the day of Septenber 11th,
as you can see these dots -- | knowit may be difficult to see -
- NORAD was positioned in a perineter around the United States,
but nothing in the central region, nothing on the border with
Canada?

GEN. MCKINLEY: That's correct, sir.

MR. BEN VENI STE: Now, |et ne ask you, sir, whether the
concept of terrorists using an airplane as a weapon was
sonet hi ng unknown to the intelligence conmunity on Septenber
10t h, 2001.

CEN. MCKI NLEY: Very good question, and | --
MR. BEN VENI STE: Thank you.

GEN. MCKINLEY: -- | asked our staff to provide nme sone
data on what they had that norning. As | said, General Arnold
was at the helmthat norning. But basically the comrents I
received fromny staff was that there was no intelligence
indication at any |level within NORAD or DOD of a terrorist
threat to commercial aviation prior to the attacks. And
information fromthe daily Joint Chiefs intelligence report on
the norni ng of Septenber 1l1lth indicated no specific dangers or
threats within the country.

MR. BEN VENI STE: My question, sir, and | nean no
di srespect, but we'll save tinme if you listen to what | ask you.
My question is: The concept of terrorists using airplanes as
weapons was not sonet hi ng which was unknown to the U. S
intelligence cormunity on Septenber 10th, 2001, isn't that fair
to say?



GEN. MCKINLEY: 1'd like the intelligence conmunity to
address that. | would find it hard to believe that they hadn't
specul ated against that. But it was unavailable to us at the
tinme.

MR. BEN-VEN STE: Well, let's start, for exanple,
with Septenber 12th, 1994, a Cessna 150L crashed into the South
Lawn of the Wiite House, barely m ssing the building, and
killing the pilot. Simlarly, in Decenber of 1994, an Al gerian
arnmed Islamc group of terrorists hijacked an Air France flight
in Algiers and threatened to crash it into the Eiffel Tower. 1In
Cct ober of 1996, the intelligence comunity obtained information
regarding an Iranian plot to hijack a Japanese pl ane over | srael
and crash it into Tel Aviv. In August of 1988, the intelligence
comunity obtained informati on that a group of unidentified
Arabs planned to fly an expl osive-laden plane froma foreign
country into the Wrld Trade Center. The information was passed
on to the FBI and the FAA

In Septenber of 1998, the intelligence community
obt ai ned i nformati on that Osama bin Laden's next operation could
possi bly involve flying an aircraft | oaded with explosives into
a US airport and detonating it. In August 2001, the
intelligence comunity obtained information regarding a plot to
either bonb the U. S. Enbassy in Nairobi froman airplane, or
crash an airplane into it. In addition, in the Atlanta
A ynpics, the United States governnment and the Departnent of
Justice and ny col |l eague Jam e Gorelick were involved in
pl anni ng agai nst possible terrorist attacks at the O ynpics,
whi ch included the potential of an aircraft flying into the
stadium In July 2001, the G8 summt in Cenoa, attended by our
president, anong the neasures that were taken were positioning
surface-to-air mssile ringing Genoa, closing the Genoa airport
and restricting all airspace over CGenoa.

Was not this information, sir, available to NORAD as of
Sept enber 11th, 20017

GEN. MCKINLEY: It's obvious by your categorization
that those events all took place and that NORAD had t hat
information. | would only add, sir, that the intelligence data
that we postured our forces for and the training and the tactics
and the procedures that we used to prepare our m ssions for
support of the conbatant conmander of NORAD had hijacking as a
primary intercept tactic. And we have sone of the finest fighter
pilots, as you know in the world, who are sone of the best



people in the world who can do their mission extrenely well. But
we had not postured prior to Septenmber 11th, 2001, for the
scenari o that took place that day.

MR. BEN VENI STE: Well, obviously it would be hard to
i magi ne posturing for the exact scenario. But isn't it a fact,
sir, that prior to Septenber 11th, 2001, NORAD had al ready in
the works plans to sinulate in an exercise a simultaneous
hijacking of two planes in the United States?

GEN. MCKI NLEY: Col onel Scott, do you have any data on
that? |I'mnot aware of that, sir. | was not present at the
tinme.

MR. BEN VENI STE: That was Operation Amal gam Virgo.

MR. SCOTT: Yes, sir. Specifically Operation Amal gam
Virgo, which I was involved in before | retired, was a scenario

using a Third Wrld united -- not united -- uninhabited aerial
vehi cl e | aunched of f a rogue freighter in the Gulf of Mexico.
CGeneral Arnold can back me up -- at the tine one of our

greatest concerns was the proliferation of cruise mssile
technol ogy and the ability for terrorist groups to get that
technol ogy, get it close enough to our shores to launch it. In
fact, this exercise -- in this exercise we used actual drone --
NQW 107 drones, which are about the size of a cruise mssile, to
exercise our fighters and our radars in a Qulf of Mexico
scenari o.

MR. BEN VENI STE: You are referring to Amal gam 01, are
you not ?

MR. SCOTT: Yes, sir, Amalgam 01

MR. BEN-VENISTE: | amreferring to Amal gam 02, which
was in the planning stages prior to Septenber 11th, 2001, sir.
| s that correct?

MR SCOTT: That was after | retired, and | was not
i nvol ved in 02.

MR. BEN VENI STE: WII| you accept that the exercise
i nvol ved a si nul taneous hijacking scenari 0?

MR. SCOTT: | was not involved in 02.



GEN. MCKINLEY: Sir, | do have sone informati on on 02,
if you would allow ne to read it for the record.

MR. BEN- VEN STE: Pl ease.

GEN. MCKI NLEY: Amalgam Virgo in general, 02, was an
exercise created to focus on peacetine and contingency NORAD
m ssions. One of the peacetine scenarios that is and has been a
NORAD mi ssion for years is support to other governnent
departnments. Wthin this mssion falls hijackings. Creativity
of the designer aside, prior to 9/11, hijack notivations were
based on political objectives -- i.e., asylumor rel ease of
captured prisoners or political figures. Threats of killing
host ages or crashing were left to the script witers to invoke
creativity and broaden the required response for players.

MR BEN VENI STE: Well, isn't that a bit fatuous given
the specific information that I've given you? It wasn't in the
m nds of script witers when the Al gerians had actually hijacked
t he plane, which they were attenpting to fly into the Eiffel
Tower. And all of the other scenarios which | nentioned to you.
| don't nmean to argue with you. But ny question is, sir, given
t he awareness of the terrorists use of planes as weapons, howis
it that NORAD was still focusing outward protecting the United
States against attacks fromthe Soviet Union or el sewhere, and
was not better prepared to defend against the hijacking
scenarios of a comrercial jet |aden with fuel used as a weapon
to target citizens of the United States? Wen you say our
training was vestigial, | think you said it in capsulated form
But woul d you agree that on the basis of the information
avai l abl e that there could be, could have been better
preparedness by NORAD to neet this threat?

GEN. MCKINLEY: In retrospect, sir, | think I would
agree with your comment.

MR. BEN VENI STE: Wth respect to the bases that were
avai l abl e for protecting the East Coast, you -- and Col onel
Scott has gone through the scranbling of aircraft -- | wanted to
focus just on one flight, Flight 77, and then Secretary Lehman
wi |l ask you sone nore specific questions. Wth respect to
Flight 77, sir, you testified previously before the House Arned
Services Commttee, and General Eberhardt was questioned -- you
are famliar with his testinony?

GEN. MCKI NLEY: Yes, sir.



MR. BEN VENI STE: kay. He was questioned about Fli ght
77, and because of the use of Langley Air Base, which is 105
mles fromour capital, as opposed to, say, Andrews Air Force
Base, which is in the nei ghborhood, the question arises again
about the positioning and the thought behind the positioning of
fighter planes to protect our capital in an enhanced terrori st
situation such as existed on Septenber 10th, Septenber 9th,
2002.

Let me ask you about Flight 77 again. The question was
the tineline we have been given is that at 8:55 on Septenber
11th American Airlines Flight 77 began turning east away from
its intended course, and at 9:10 Flight 77 was detected by the
FAA radar over West Virginia heading east. That was after the
two planes struck the Trade Center towers. |Is that correct,

Col onel Scott?

MR. SCOTIT: Yes, sir.

MR. BEN VENI STE: Now, 15 minutes later, at 9:25, the
FAA notified NORAD, according to this statenent, that Flight 77
was headed toward Washington. Was that the first notification,
9: 25, that NORAD or DOD had that Flight 77 was probably
hijacked? And, if it was, do you know why it took 15 m nutes
for FAAto notify NORAD? General Eberhardt said, "Sir, there's

one mnor difference: | sawit as 9:24, which you do as well,
that we were notified, and that's the first notification we
received." "Do you know if that was the first notification to
DOD?" "Yes, sir, that's the first documented notification that
we received." And | want to focus on the word "docunented,"

because it's very inportant for us to know when NORAD actually
recei ved notification, given the fact that planes had al ready
crashed into the World Trade Center, and given | amsure the
assunption that these were terrorist acts and there could be
nore com ng, nore planes com ng.

Is it in fact correct, sir, that the first notification
of any type that NORAD received was not until 9:24 with respect
to Flight 77?

GEN. MCKINLEY: Wth your concurrence, sir, | would
like to ask General Arnold to address that. He was on the fl oor
t hat norni ng.

GEN. ARNOLD: Thank you. The sinple answer to your
guestion is | believe that to be a fact: that 9:24 was the
first tinme that we had been advised of Anerican 77 as a possible



hi jacked airplane. Qur focus -- you have got to renenber that
there's a ot of other things going on sinultaneously here, was
on United 93, which was being pointed out to us very
aggressively I mght say by the FAA. Because our radars | ooking
outward and not inward, the only way for us to know where
anything was was for the FAA to pass along that information to
us.

MR. BEN VENI STE: Well, is it not the case, Ceneral
Arnol d, that there was an open |ine established between FAA,
NORAD and ot her agencies, including CIA and FBI, that norning?

GEN. ARNOLD: Well, | wasn't on that line at that
particular time if that were the case. 1In fact, there is an
open line established between our sectors at really the tactical
| evel where they are controlling the aircraft talking to the FAA
controllers fromtine to tine. W did not have an open |line at
that time with the FAA. That is not accurate.

MR. BEN VEN STE: You did not. You were not -- NORAD
was not in contact --

GEN. ARNOLD: The continental United States NORAD
regi on, ny headquarters, responsible for the continental United
States air defense, did not have an open line with the FAA at
that tine.

MR. BEN- VEN STE: Was there sone NORAD office that had
an open line with the FAA --

GEN. ARNOLD:  Qur --

MR. BEN VENI STE: Excuse ne. Let nme finish ny
guestion, please. Was there sonme NORAD office -- and you'l
forgive us because we had asked for this information prior to
the hearing from FAA and did not receive it -- but we are
advi sed that there was indeed an open |line between either the
net or some other nanme given to a -- essentially an ongoi ng
conference where under, in real tinme, FAA was providing
information as it received it, imediately after the first crash
into the Towers, we were told, with respect to each of the
events that were ongoing of any renarkable nature? | see
Ceneral McKinley is nodding.

GEN. MCKINLEY: 1'd like to, if I may, address this, based
on ny research and review for this conmssion. It's ny
understandi ng that the FAA was in contact with our Northeast Air



Def ense Sector at Rone, New York. Understanding the

rel ati onship of how we defend North Anerica fromthreats, NORAD
| ocated in Peterson Air Force Base, Col orado Springs, our
continental NORAD region, our air operations center |ocated at
Tindel Air Force Base in Florida -- that's where the joint force
air conponent commander resides. And then we have three sectors
based on the size and volune of our country that handle that. It
is ny understanding fromtalking with both FAA and our
supervisors at the Northeast Air Defense Sector in Rone, that
those lines were open and that they were di scussing these

i ssues.

MR. BEN-VENI STE: So, is it fair to say that at
| east the NORAD personnel in Ronme, New York, had information
available to it inreal time once it saw-- and we were advi sed
that this occurred at 9:02, which was then 22 mnutes earlier
that Flight 77 first was observed deviating fromits course,
sonet hing which in the context of what was going on that day
woul d be quite interesting, if not remarkabl e? Col onel Scott,
any comments?

MR. SCOTT: Sir, | think it's also inportant to
understand that |ike the CONUS region, the FAA is al so broken
down into subordinate command and control centers as well. |
know t hat the Boston center was talking directly to the
Nort heast sector. | don't believe Flight 77 was in Boston
Center's airspace. They were in C evel and.

GEN. MCKINLEY: | think the FAA can report accurately
on this, but | believe 77 was in C evel and Center airspace when
it devel oped the problemwhere they lost its radar imge. And |
believe -- and the FAA again can testify better to this -- they
woul d take action based on losing that identification in
Cl evel and.

MR. BEN VENI STE: Well, actually | think according to
the informati on that we have, the first indication was not a
| oss of radar contact but rather a course deviation with respect
to Flight 77.

Now, | don't nean to take up any nore tinme on this,
because we are going to want to follow up on all of this
information in great detail. But let nme ask whether there is

regularly made a tape recording of these open-line
comuni cati ons.

GEN. ARNOLD: (?) Not to nmy know edge.



GEN. MCKI NLEY: Not to ny know edge.

MR. BEN VENI STE: Does FAA to your know edge keep a
recording of these crisis situations?

GEN. ARNCLD: (?) | amunaware, but | would certainly
direct that to them please.

MR. BEN VENI STE: To the best of your know edge, you
don't have anything further to shed |light on when you first
| earned -- you, NORAD -- first learned of Flight 77"s probable
hijack status prior to 9:24 a.m?

GEN. ARNOLD: (?) | can provide that for the record. | do not
have any further know edge at this tine.

MR. BEN VENI STE: We woul d ask that you do so.
GEN. ARNOLD: (?) Yes, sir.

MR. BEN VENI STE: Thank you, M. Chairman. | wll have
sonme ot her questions after.

MR. KEAN: Secretary Lehman.

MR. LEHVAN: Thank you. General, | would also like to
echo ny col | eagues' expression of great admration for you and
your predecessor, your command and your pilots, even though they
m ght require |ong runways to | and.

GEN. MCKI NLEY: We under st and.

MR. LEHVAN: One of the nobst serious responsibilities
we have in addition to air security is identifying the real
dysfunctions in our intelligence systemthat contributed to the
tragedy. And we had prior as you know to your testinony
Secretary M neta, who indicated despite the fact of this |ong
litany of events and intelligence reports of the grow ng
probability that aircraft would be used as weapons, nothing ever
got to him and nothing apparently got to you, and | assune,
CGeneral Arnold, nothing got to you. This would seemto be a
pretty significant failure of our system because it exists to
provi de product precisely to you, the nost inportant users
tasked with defending it. So | would like to ask -- we'l
provi de you a copy of this, which is fromthe Joint Inquiry
staff statenent -- if you could give us your studi ed assessnent



of what went wong in the way you interact with, your comrand
interacts with the intelligence comunity, and why the product
did not get to you. These were pretty dramatic events, facts

and intelligence reports. It would be very helpful to us to
have your assessnents as a custoner of the systemto what went
so seriously wong that you were still only | ooking out.

There's another, an issue that | would ask perhaps
Ceneral Arnold to address, because there's a great deal of
unease and distress, | think understandably, anbng many of the
famlies that sonmehow those aircraft should have been shot down
i f people had not made m stakes. And | wonder if you woul d just
take us through each flight, given the posture that NORAD was in
at the time, which was national policy and not whatever based on
erroneous intelligence perhaps. But given that posture and
given the tinmes that NORAD was notified of the deviation from--
the possibility of hijacking, could the aircraft on alert for
instance at Gis have intercepted? And then if you could al so
take us through 77 and 93 as well with the F16s, which -- and
if you would tell us as you take us through what the arnmanment
was on the F-15s and the F-16s that were scranbl ed agai nst 77
and 93.

CEN. ARNOLD: Thank you, sir, and | wll try to do that to
the best of nmy ability. And perhaps General MKinley has sone
data that he could shed |ight on, because | have been retired a
little while, and do not have access to the staff for some of
the very specifics on that. But | will try to do ny best.

As you know from previous testinmony from CGenera
Eberhardt to Congress, we were in the mddl e of a NORAD exerci se
at that particular tinme, which means that basically our entire
staff was focused on being able to do the air operations center
m ssi on, which was our job to do. W had just conme out of a
video tel econference with the NORAD staff and with our fol ks at
that particular tinme, when | was handed a note that we had a
possi bl e hijacking at Boston center, and it had come fromthe
Nort heast Air Defense Command, Col onel Bob Mahr (ph), who is
commander up there, and he had requested that |I call him
imediately. And | was upstairs in our facility, imediately
went downstairs, picked up the phone, asking on the way to ny
staff, "Is this part of the exercise?" Because quite honestly,
and frankly we do do hijacking scenarios as we go through these
exercises fromtinme to tine. But | realized that it was not.
This was real life.



And | also renmenbered as | went downstairs, before
even talked to him that it had been a long tine since we had
had a hijacking, but the fact that we had reviewed the
procedures of what it is we do for a hijacking, because we were
in the mddle of an exercise. So we were pretty well famliar
with those procedures, and of course we have our own checkli st
t hat we foll ow

As | picked up the phone, Bob told ne that Boston
Center had called possible hijacking within the system He had
put the aircraft at Gtis on battle stations, wanted perm ssion

to scranble them | told themto go ahead and scranble the
ai rplanes and we'd get perm ssion later. And the reason for
that is that the procedure -- hijacking is a | aw enforcenent

issue, as is everything that takes off fromwthin the United
States. And only | aw enforcenent can request assistance from
the mlitary, which they did in this particular case. The route,
if you follow the book, is they go to the duty officer of the
national mlitary center, who in turn nmakes an inquiry to NORAD
for the availability of fighters, who then gets perm ssion from
soneone representing the secretary of Defense.

Once that is approved then we scranble aircraft. W didn't
wait for that. W scranbled the aircraft, told them get
ai rborne, and we woul d seek clearances later. | picked up the
phone, called NORAD, whose battle staff was in place because of
the exercise, talked to the deputy commander for operations. He
said, you know, "I understand, and we'll call the Pentagon for
those particular clearances.” It was simnultaneous al nost for
t hat decision that we nmade that | am | ooking at the TV nonitor
of the news network and see a snoking hole in what turned out to
be the North Tower of the World Trade Center, wondering, Wat is
this? And |like many of us involved in that, Does it have
anything to do with this particular incident? Wich we didn't
think it did, because we were tal king Boston Center, and we were
not thinking of the inmediate New York netropolitan area.
Shortly after that, of course our airplanes becane airborne. It
just so happens that Col onel Duffy, who was a pilot of that
first F-15, had been involved in some conversation because, as
t el ephone calls were nade, he was aware that there was a
hijacking in the system It's kind of interesting because he
concl uded that that indeed m ght have been that airplane
hi msel f, and [he]elected to hit the afterburner and to speed up
his way towards New York.

It was then very shortly thereafter that we saw on
tel evision the second airplane, United 175, crash into the South
Tower. And the first thing that | think nost of us felt was, was



this a rerun of the first event? And then it turned out to be
the second event. We had no warning of that whatsoever. In
fact, that airplane was called possibly hijacked |l ater on, which
as General McKinley referred to, as the fog and friction of war,
actual ly caused further confusion, because we were not aware
which aircraft actually crashed into the towers. W just knew
that by now we had two airplanes that have crashed into the
towers. W have two airplanes that are called hijacked. Again,
we are still mnutes away -- | think the record said ei ght

m nutes away from New York Cty with F-15s that are noving very
rapidly in that direction.

Now we have, before | get to 77, if it were, we get a
call of United Flight 93.

MR. LEHVAN. Before you go to that, | just wanted to
just make -- there was no possibility given the |ateness with
whi ch you were notified from FAA of a possible hijacking that
those airplanes in full after burner flying supersonic could
have gotten there in tinme to intercept either of those two
flights. [Is that correct?

GEN. ARNOLD: That's correct. That's correct. The
first aircraft, of course, Anmerican 11, crashed before our
interceptors were airborne. W ordered the scranbl e al nost
si mul t aneousl y; our records show the sane mnute. [|'mnot even
sure which occurred first, but it was al nost sinmultaneous that
we ordered the scranble of the aircraft, and the inpact into the
North Tower had occurred. And so by the tinme even the pil ot
accelerating to 1.5 mach, noving pretty fast, was still eight
m nutes out by the time the second aircraft had crashed into the
tower. And though when the second aircraft crashed into the
tower, by now, you know, I think Secretary Mneta said, this
beconmes a pattern certainly. | would like to tell you that |
was absolutely certain at that tine that we were under an
attack, but | was not absolutely certain we were under attack at
that particular time. But we knew that this pattern had to be
dealt with at that particular tinme. And then very shortly
thereafter we got a call fromon the United 93 flight being a
possi bl e hijacking. And that aircraft, as you -- well, | don't
know i f you know, but it wandered around. That aircraft
wandered around and flew up over the northern part of
Pennsyl vania and Chio. Mxed in with this was a call about a
Delta flight that was possibly hijacked. So now our focus is we
are under attack. What are we going to do in order to be in
position to i ntercept another aircraft should it threaten



sonmeplace in the United States? That place of course, we would
not know.

In the Northeast at this particular time we had no
other aircraft available. The aircraft out of Ois had taken
off. We |looked at aircraft that were returning froma M chigan,
an Air Mchigan National Guard aircraft returning fromthe
range, because at one tinme we thought either the Delta flight or
the United 93 m ght pose a threat to Detroit. W tried to get
ai rpl anes airborne out of the Toledo Air National CGuard at that
particular time. Can you get anything airborne? Because we
have this United 93 and this Delta. W need to intercept it and
see what is going on with those particular aircraft.

Syracuse, New York Air National Guard unit -- we
inquired with them their ability to get airborne, and
ultimately they did somewhat |ater at that particular tine.

And so in the record you see the tinme when we were
notified of the American Flight 77 as being a possible hijack.
And | can tell you that I did not know, and | don't believe
anybody in the NORAD system knew where that airplane was. W
were advised it was possibly hijacked. And we had | aunched
al nost sinultaneously with that, we | aunched the aircraft out of
Langl ey to put them over top of Washington, D.C., not in
response to Anerican Airline 77, but really to put themin
position in case United 93 were to head that way. They were the
cl osest fighters we had, and we started vectoring themto nove
towards the Washington, D.C. area, to --

MR. LEHVAN. Did they also go into burner?
GEN. ARNOLD:  No, sir.

GEN. MCKINLEY: Sir, they, based on their
configuration, traveled at .98 Mach, roughly 575 knots, 660
m | es per hour, about 10 nautical mles per nnute.

MR, LEHVAN. |f they had gone into burner, could they
have gotten there in tine to get 777

GEN. ARNOLD: | think if those aircraft had gotten
airborne imediately, if we were operating under sonething other
t han peacetine rules, where they could have turned i medi ately
toward Washington, D.C., and gone into burner, it is physically
possi bl e that they could have gotten over Washington, D.C.



MR. LEHVAN:. Why did they head out to sea first?

GEN. ARNOLD: Qur standard -- we have agreenents with
the FAA, and by the way we are | ooking outward. This is an
advantage to us, and so we'd have agreenents for clearance.

When we scranble an aircraft, there is a line that is picked up,
and the FAA and everyone is on that line. And the aircraft take
of f and they have a predeterm ned departure route. And of
course, it's not over water, because our m ssion, unlike |aw
enforcenent's mssion, is to protect things com ng towards the
United States. And | might even add in all of our terrorist
scenarios that we run, the aircraft, if we were to intercept
aircraft, it is usually always fromoutside the United States
com ng towards us.

So our peacetinme procedures, to de-conflict with civil
aviation's, so as to not have endanger civil aviation in any
particul ar way.

GEN. MCKI NLEY: Secretary Lehman, also if | may add,
the conplexity of the air traffic over the Northeast corridor is
so conplex that to just launch fighters, as you know, sir, from
your background, into that air traffic system can cause
potential damage or mdair collision. So we rely on the FAA to
de-conflict those corridors. And that is another reason why it
vectored east originally.

MR LEHMAN: The armanent on the F-15s and the F-16s
was ?

GEN. ARNCLD: The armanent, as | recall, and Ceneral
McKi nl ey can correct ne on that, we had full-up armanent on al
those aircraft with both radar and heat-seeking mssiles as well
as guns.

GEN. MCKI NLEY: AIM-7,-8,-9.

MR, LEHVAN: So, to continue with 77, it's fair to say
if you had got a nore tinely notification from FAA, and
particularly wth regard to where it was heading, that those F-
16s | aunched from Langl ey coul d possibly have gotten there
before they hit the Pentagon?

GEN. ARNOLD: It is certainly physically possible that
they could have gotten into the area. And the speculation is as
to whet her we could actually have intercepted the aircraft by
that tinme, because everything that we were doing, renenber, was



being relayed fromthe FAA. W had no visibility on those
aircraft -- couldn't see, we had no radars, couldn't talk to our
pilots. FAA did a marvel ous job during that period of time in
doing radio relays and assisting us with being able to control

t hem

MR LEHVAN: Now, had 93 not crashed, would it not have
been possible for the F-16s to have intercepted 93, and do you
t hi nk they woul d have?

GEN. ARNOLD: It was our intent to intercept United
Flight 93. And in fact ny own staff, we were orbiting now over
Washi ngton, D.C. by this tinme, and I was personally anxious to
see what 93 was going to do, and our intent was to intercept it.
But we decided to stay over Washington, D.C., because there was
not that urgency. And if there were other aircraft comng from
anot her quadrant, another vector, we woul d have been pulled off
station, and we woul d not have been able to -- there m ght have
been an aircraft that popped up within the system cl oser that
woul d have posed a |l arger threat to the Washington, D.C. area.
So we elected to remain over D.C. until that aircraft was
definitely com ng towards us. And, as you know, the brave nen
and wormren who took over that aircraft prevented us from naking
the awful decision which the young nen that were flying those
aircraft would have lived with for the rest of their lives if
they had to do that.

MR, LEHVAN. In a short answer, why with the previous
attenpt of a light plane to hit the White House, wasn't Andrews
Air Force Base with F16s and Marine F-18s avail able, part of
the alert? And | understand, and |1'd also |ike to have you
comment on what the role of the Secret Service was in scranbling
t hose F-16s.

GEN. ARNCOLD: Are you tal king about scranbling the --
MR, LEHVAN. Andrews --

GEN. ARNCLD: The Andrews airplanes. It is ny
under standi ng that the Secret Service -- obviously they work
with the 113th, because the president's Air Force One is |ocated
out at Andrews Air Force Base. So they had personal know edge of
t hose, of the people out there and the tel ephone nunber, and
were— cannot specul ate whether they knew what we were doing or
not, but in the urgency to get sonething done they made a phone
call to the 113th, | learned later -- | did not know that at the



time -- and asked themto get anything they could airborne, and
| think the quote was "to protect the House."

GEN. MCKINLEY: And the 113th is the 113th Fighter Wng
at Andrews, the District of Colunbia Air National Guard F- 16
W ng.

GEN. ARNOLD: And not part of NORAD.

MR. LEHVAN: Now, you said that the clear delineation
was you were | ooking outward, and to do anything i nward you had
to get authorization froma |aw enforcenent agency. And that is
covered, as | understand it, by JCS instruction 3610 on aircraft
piracy. In that instruction, as | read it, which | believe is
still in effect --

GEN. MCKI NLEY: That's correct, sir.

MR. LEHMAN. -- you don't have any del egated authority
tointerdict. |In fact, there is no nention of interdiction, and
it's purely an escort function. This is still in effect. Now,

presumably you are not following it to the letter, and I woul d
like you to speak to what the chain of command is now. Wo has
authority to interdict, to shoot down, where is it del egated,
and are there published rules of engagenent as to what criteria
apply to nmake that decision?

GEN. MCKINLEY: Sir, |1'd be happy to answer that, and |
t hank General Arnold for the comments about the actual data. |
appreci ate himbeing here today. Quite frankly, sir, since
Sept enber 11th, 2001, the Departnent of Defense, United States
Air Force has put a lot of resources into what we call Operation
Nobl e Eagle. As President Bush said, it's the second front on
the war on terrorism And, as | said in ny opening remarks, we
have flown 30,000 sorties. |In fact overhead today here our
Nobl e Eagle pilots are flying, in addition to bei ng suppl anted
wi th ground-based air defense artillery.

A lot of effort has gone into taking a | ook at the
things that were not done right prior to prepare ourselves for
the aftermath. And it is an honor for me to represent the nen
and wonen who do that.

Quite frankly, our rel ationshi ps began at 9/11, and
the aftermath, with General Arnold and our staff to work with
the Federal Aviation Adnministration to bring in those radar
facilities so our controllers at our Northeast, Southeast and



Western Air Defense sectors had visibility internally now. And
t hat has been conpleted. In addition to seeing internally to the
United States, we nust be able to conmunicate to the pilots who
fly our interceptor mssions, so we can have clear |ines of
control back to our command el enent, Ceneral Eberhart, in

Col orado Spri ngs.

MR. LEHVAN. Just to interrupt now, on the radar
visibility, are you dependent on the FAA radars, which can have
very little capability in a non-transponder environnment, or can
you, do you have the better air defense radar?

GEN. MCKINLEY: Sir, we try to put the best radars in
effect for the mssion. Mst of those are FAA radars. Most of
them are ol d radars, but they've been maintained properly, and
we are actually putting Departnent of Defense people out to make
sure those radars are calibrated for our mssion. So therefore
we are using their radars. W are using air control squadrons,
both active duty Guard and Reserve, to supplenent those. W in
fact use the United States Navy every chance we can, because
their Aegis cruisers are so capable that we link their pictures
into our air conbat command center at Tindel. So we are doing
t he absolute best job with the resources we have been given to
make sure that internal picture nowis transparent to our air
battl e managers, so that mlitary controllers, when asked now,
can pinpoint imediately an aircraft in distress, that we can
find the nearest suitable fighter Iocation, which I can say is

substantial today. |In open testinony I would not |like to go
into the details of the nunbers of alert facilities, but it goes
up and down depending on the threat. It is internal nowto the

United States, which it wasn't on the 11th of Septenber.

So this capacity, this Operation Noble Eagle, which
gives the mlitary far nore responsibility and |latitude to do
this mssion now, has allowed us to be far nore capable. And we
have been involved in every airline incident that we have been
asked to performwith, with the Federal Aviation Adm nistration
subsequent to 9/11, whether there be a disturbance onboard,
whet her it be an aircraft enmergency, whether it be to protect
critical infrastructure, our major population centers. W are
t here.

MR, LEHVAN. To follow up on that, General Arnold, did you
have authority to shoot down 93 when it was headi ng towards
Washi ngton? And where did you get it?



GEN. ARNOLD: A lot of discussion on that. Qur intent
on United 93 -- the sinple answer is, to ny know edge, | did not
have authority to shoot that aircraft down. W were inforned
after the airplane had already hit the ground. That's the
si npl e answer.

M5. GORELICK: |I'msorry, could you say that again?
You were informed of what after it hit the ground?

GEN. ARNOLD: W were informed of presidentia
authority sone five mnutes after that aircraft had hit the
ground, according to our records.

MR. LEHVAN: So you were given it after the fact,
presidential authority to shoot it down?

GEN. ARNOLD: To ny know edge. Now, | can tell you that
in our discussion with the NORAD staff at that particular tine
that we -- you know, we intended to intercept that aircraft at
some point intinme, attenpted to deviate that aircraft away from
t he Washington, D.C. area. There was discussion at that
particular tinme whether or not that aircraft would be shot down.
But we, | did not know of presidential shoot down authority
until after that aircraft had crashed.

MR. LEHVAN.  Mmm hnmm And, General MKinley, could you
take us to the present and where those authorities |lie now?

GEN. MCKI NLEY: Yes, sir. Subsequent to 9/11, the
presi dent delegated to the secretary of Defense, delegated to
t he conbat ant commander at NORAD, and now United States Northern
Command, has the authority to declare a hostile target. Qur
fighter interceptors will be in position to accept that hostile
decl aration, and the clearance authorities will be passed up to
t he highest authority. W have inproved our comuni cations
equi pnmrent. We have secure tel ephones that allow us to contact
i medi ately the powers in the chain of command. And |, as the
joint force air conponent conmmander, have del egat ed ener gency
authority in the very rare occasion where a tel ephone fails or
we cannot get authority, and under energency powers can exercise
that authority. So the clearances now are in place. Cenera
Eberhart is in place in Colorado Springs, or his designated
representative. W exercised this in real world, not exercise,
probably between eight and 15 tinmes a week. So it's been well
docunented. Any national security event will bring together the
forces and those |ines of communication are open now.
Cl earances are there.



MR. LEHVAN: Thank you. As you know, our rules of
engagenent are many V-1, so |l will take rest and let ny
col | eagues go at you

MR. KEAN: Commi ssi oner Ben- Veni st e.

MR. BEN VENI STE: Thank you, M. Chairman. Foll ow ng
up on this shootdown authority, Ceneral Arnold, fromwhat source
did you receive the shootdown authority?

GEN. ARNOLD: | did not receive shootdown authority.

MR. BEN VENI STE: You say it was received subsequent to
t he crash of 93?2

GEN. ARNOLD: Yes, that's correct.
MR. BEN- VENI STE: From what source was that received?

GEN. ARNCLD: It was passed down to us fromthe NORAD
from Cheyenne Mountain, that they had recei ved shoot down
authority. And then, you know, the tinmefrane escapes ne at the
nmoment, but you know for exanple over the Washington, D.C. area
it was declared a no-fly zone by clear -- just by the fact that
any aircraft was present, if we could not determne if that
aircraft was friendly, then we were cleared to shoot that
aircraft down.

MR. BEN VENI STE: When was the declaration of no-fly
zone aut hori zed?

GEN. ARNCLD: | don't know. It was shortly during that
timefrane.

MR. BEN VENI STE: So are you saying that that
decl arati on gave you shoot down aut hority?

GEN. ARNOLD: It gave us -- that particular declaration
that | amreferring to is a class bravo airspace within the
Washi ngton, D.C. area that was shut down to aviation, except for
mlitary or for |aw enforcenent energency response aircraft at
that particular tine.

MR. BEN VENISTE: To hel p me understand, does it nean
once that condition exists, that unless you were able to



determne that this was a friendly aircraft, which under the
circunstances | suppose neans under the control of the
terrorists at that time making it an unfriendly aircraft, that
you had authority --

GEN. ARNOLD: That's correct.

MR. BEN VENI STE: -- by whatever neans to bring that
down?

GEN. ARNOLD: Yes. The --

MR. BEN VENI STE: At what tinme during this process was
that order issued, and who issued it?

GEN. ARNOLD: | do not know who issued it. It is ny
understanding it was issued by the president, or the vice
president in his stead, that that order was issued. And it was
i ssued around the tinme that we decided to put all the aircraft
on the ground, as Secretary Mneta had referred to, at that
particular tine. So --

MR. BEN VENI STE: We woul d ask you to suppl enent your
testinony today wth specific informati on about that. At what
poi nt was, to the best of your know edge, any order received
fromeither the president or the vice president of the United
States with respect to action to be taken by the mlitary in
connection with the ongoing situation?

GEN. ARNCOLD: It was mny understandi ng that that
occurred, the direct communication, to me. | can't answer if it
was done at a higher level at sone point in tinme around five
m nutes after the United 93 had crashed into Pennsyl vani a.

MR. BEN VENI STE: And so you will be able to check the
records of NORAD generally, or the DOD generally, to find out
when a presidential directive was issued?

GEN. ARNCLD: | amsure General McKinley will do that
for ne.

MR. BEN VENI STE: Thank you. And if | understand the
context of what you said about closing the perineter around
Washi ngton, the president's directive or the vice president's
directive woul d have been noot, because of the prior order,
whi ch woul d have enabl ed you to shoot down an unfriendly plane
in that sector?



GEN. ARNOLD: W devel oped a certain -- | guess the
short answer again, that is correct. But it's very specifically
in the Washington, D.C. area by presence that aircraft was
hostile unless we could determne it was friendly.

MR. BEN VENI STE: Let ne go to the issue again to
revisit Flight 77, because as we understand it, tragically, it
appears that that was the only plane which reached its intended
target which m ght have been interdicted that day, if everything
had gone right. Are you in agreenent with that?

CGEN. ARNCOLD: | think, froma physics perspective, yes.

MR. BEN VENI STE: Let's go beyond physics for a nonent,
and |l et ne ask you about the planes which were scranbl ed from
Andrews Air Force Base.

VR. . Langl ey.

MR. BEN VENI STE: No, from Andrews Air Force Base by
the Secret Service of the United States. Wo gave the order to
scranble jets -- F-16s also, | believe -- out of Andrews?

GEN. ARNOLD: It's ny understanding that the Secret Service
requested that they |launch anything they could to get them
ai rbor ne.

MR. BEN VENI STE: O whomdid they nake that request?

GEN. ARNOLD: I'mnot sure if it's General Dave Wrl ey
(ph), and | think they actually talked to him And | did not
know this at tinme of course, but they called himup and said,
What do you have that you can get airborne? He had sone
ai rplanes returning fromthe range on training m ssion.

MR. BEN VENI STE: What would be the flight tinme from
Andrews Air Force Base of two F16s to the Pentagon?

GEN. ARNOLD: Fromthe tine they were notified?
MR. BEN VENI STE: Yes.
GEN. ARNOLD: Probably 15 to 20 m nutes, because it

t akes about 10 mnutes to get airborne, and they are not set up
on alert or scranbled. |In fact, it could have taken, f they



didn't have any airplanes inmmediately ready to go, it could have
t aken them 20, 30 m nutes.

MR. BEN VEN STE: And under the circunstances --

GEN. ARNOLD: They al ready had airplanes airborne. By
the time those airplanes were airborne we had airpl anes over
Washi ngton, D.C

MR. BEN VENI STE: Right. Now if the order had been
given to Andrews, even sinultaneously with the order that you
gave to scranble your planes, is it not fair to say that those
pl anes woul d have reached the Pentagon sooner?

GEN. ARNCLD: They m ght have, but they woul d have been
unar ned.

GEN. MCKI NLEY: Sir, what would be ny coment, sir, is
those aircraft are not prepped or built up for that m ssion.

MR. BEN VENI STE: And in fact we have received reports
that are alnost incredible in ternms of the bravery of the two
pilots who went up that day in unarned aircraft with the
m ssion, | presune authorized sonewhere in the executive, to use
their airplanes to bring dowmn Flight 77 or 93 if they could
interdict them That neans to clip their wings, crash into
them perhaps the pilots at the risk of their own lives. 1Is
that correct?

GEN. MCKINLEY: Sir, as | evacuated the Pentagon that
norning, as | canme out the river entrance and | ooked up,
virtually simultaneously those F-16s com ng back fromthe range
had been airborne, had dropped their weapons, were returning |ow
on fuel -- were visible to 10 to 15,000 people, and it was a
very heartening sight to see United States Air Force fighters
overhead the Pentagon. And it is ny understanding fromthe
review of the records that that was their guidance.

MR. BEN VEN STE: And who provided t hat gui dance to
then? Was that a decision nmade internally by Secret Service, or
did Secret Service require higher executive order in order to
| aunch those planes on that m ssion?

GEN. ARNOLD: | do not know that.

GEN. MCKI NLEY: | am unaware of the answer to that, sir.



MR. BEN VENI STE: M. Chairman, thank you very nuch,
gent | enen.

GEN. MCKI NLEY: Thank you.

MR. KEAN: One question. Suppose for a mnute that
this weekend, God forbid, that sonme terrorists got on board
anot her plane in Boston and headed for New York. What woul d be
different?

GEN. MCKINLEY: Sir, | amvery proud to say that |
think the interagency process has worked very, very well. The
Transportation Security Adm nistration, under the direction of
Secretary Ridge, has inplenented stringent procedures on the
ground. Let's face it: solving this problem before the
terrorists get on the airplane, | think, is the nost critical
step to protecting conmercial aviation, because once the
airplane is in the air, then it resolves back to the Departnent
of Defense to take the appropriate action. So TSA deserves a
great deal of credit. The Federal Aviation Administration, with
their procedures, and they way they are | ashed up with us now
and the mlitary, and the formation of the Northern Conmand, |
think is vitally inportant to the security of the United States

of Anerica. | think those things in context make it far |ess
likely for this to happen. But, as ny boss says, we are not 100
percent safe. W can never be 100 percent safe. | take nothing

for granted when | amin our air operations center when any
aircraft fails to communicate or fails to make a turn or fails
to do what its flight plan said it was supposed to. So we are
very, very serious today about what's happening in the skies
over Anmerica.

MR, KEAN. But if it were able to get into the air,
headed for New York, what procedures exist now that didn't exist
then? Wuld you be able to intercept thenf

GEN. MCKINLEY: It's my understanding and firm belief
that the Federal Aviation Adm nistration would i mredi ately
notify us at the first sign of any inpropriety, in any aircraft,
whether it's commercial, cargo or civilian. W would
i medi ately take action to get our fighters airborne fromthe
nearest suitable l|ocation -- and we have that |ocation set now
where we didn't have it prior to the 11th. W should be able to
protect our critical infrastructure, our major population
centers. But there is, as in any case of a mlitary effort,
there are sone risks. But we are postured to accept that
responsibility. The exanple you gave us out of Boston is the F-



15s out of Ois would be imredi ately scranbl ed, they would
i mredi ately intercept the aircraft, and we would stand by for
further authorities fromthose above us.

GEN. ARNOLD: And | want to just point out that if the
guestion was if it were to happen today, you have airborne
interceptors that would be vectored into that aircraft to
i ntercept.

MR. KEAN: Conmmi ssi oner Ham | ton?

MR HAMLTON: | just want to clarify a few things
after listening to all this testinony. |It's not all that clear
to me. As of Septenber 11th, only the president had the
authority to order a shootdown of a comrercial aircraft.

GEN. ARNOLD: That's correct, sir.
MR. HAM LTON: And today who has the authority?

GEN. MCKI NLEY: We see the president delegated to the
secretary of Defense, delegated to the conbatant conmmander of
Nort hern Command and t he North Anerican Aerospace Comrand, and
there are energency authorities if that fails.

MR. HAM LTON: So you have the authority?
GEN. MCKI NLEY: Yes, sir, and others.
MR. HAM LTON: And how many ot hers?

GEN. MCKINLEY: | prefer not to say in this forum sir,
but | can provide it for the record.

MR. HAM LTON: And you do not have to go up the chain
of command at all in the event of a --

GEN. MCKINLEY: We certainly will try, we will make
every effort to try.

MR. HAM LTON: |'msure you would. But you don't have
to?

GEN. MCKINLEY: In an energency situation we can take
appropriate action, yes, sir.



MR. HAM LTON: Now, one of the things that's curious to
me, CGeneral Arnold, you said that you did not |earn of the
presidential order until after United 93 had al ready crashed.
That was about a little after 10 o' clock in the norning. The
first notice of difficulty here was at 8:20 in the norning when
a transponder goes off on the Anerican Flight 11. | don't know
how significant that is, but 20 mnutes |ater you had
notification of the possible hijack. So there's a |long | apse of
time here between the tine you are initially alerted and you
receive the order that you can shoot that aircraft dowmn. Aml
ri ght about that?

GEN. ARNOLD: That's correct.

MR HAM LTON: In your tineline, why don't you put in
t here when you were notified?

GEN. ARNCLD: O which flight, sir?

MR, HAM LTON:. Getting the notification fromthe president
of the United States that you had the authority to shoot a
commercial aircraft down is a pretty significant event. Wy
woul d that not be in your tineline?

GEN. ARNOLD: | don't know when that happened.

MR, HAM LTON: Had you ever received that kind of a
noti ce before?

GEN. ARNCLD: Not to ny know edge.

MR HAMLTON. So this is the first time in the history
of the country that such an order had ever been given, so far as
you know?

GEN. ARNCLD: Yes, sir. I'msure there's a |og that
would tell us that, and | appreciate the question.

MR. HAM LTON: Maybe you could [ et us know that.
And then, finally, as |I understand your testinony, it

was not possible to shoot down any of these aircraft before they
struck. |Is that basically correct?

GEN. ARNCLD: That is correct. In fact, the Anerican
Airlines 77, if we were to have arri ved overhead at that



particular point, | don't think that we would have shot that
aircraft down.

MR. HAM LTON: Because?
GEN. ARNOLD: Well, we had not been given authority --
MR, HAM LTON: You didn't have authority at that point.

GEN. ARNOLD: And, you know, it is through hindsight
that we are certain that this was a coordi nated attack on the
United States.

MR. LEHVAN: But had you gotten notified earlier, 77's
devi ance, about when it turned east, for instance, certainly you
coul d have gotten the F-16s there, and certainly there would
have been tinme to communicate to either get or deny authority,
no? -- for 777

CGEN. ARNOLD: | believe that to be true. | believe
that to be true. That had happened very fast, but | believe
that to be true.

MR. BEN VENI STE: What efforts were nade that day to
contact the president to seek that authority?

GEN. ARNOLD: | do not know.

MR. BEN VENI STE: Wio woul d have been in the chain of
command seeking authority fromthe president with whom anyone at
NORAD was commruni cati ng? GEN. ARNOLD: Can you answer that?

GEN. MCKI NLEY: The command director in Cheyenne
Mountain is connected with the conmbatant conmmander who woul d
have had the tel ephone |lines open at that point. But | don't
have know edge of what happened that day. But that would be the
way it would be done.

GEN. ARNOLD: The flow woul d be through the secretary
of Defense obviously, and to --

MR. BEN VENI STE: Well, the secretary of Defense was
under attack in the Pentagon.

GEN. ARNOLD: He was evacuating, yes, sir.



MR. BEN VENI STE: Now, in ternms of anything you know
t oday | ooki ng backwards, including all the after-action reports
and various studies which | am sure have been conducted
internally, and I am sure which we will wish to review, can you
not tell us whether there was any effort nade to contact the
president to seek authority in dealing with what appeared to be
a coordi nated attack?

GEN. MCKINLEY: | don't have know edge at this tine to
make a comment, sir.

GEN. ARNOLD: | don't have know edge of that. Qur
actions were to try to get aircraft in position to intercept if
necessary.

MR. BEN VENI STE: Now, just going back, because now |'m
confused by on the one hand your statenent that the closing of
t he airspace over Washington provided de facto authority to take
what ever neasures were necessary to deal with hostile aircraft,
and your statenment that we probably would not have shot down 77
if we had arrived in tine.

GEN. MCKI NLEY: The airspace had not been shut down
over Washington, D.C. at that tine.

MR. BEN- VENI STE: But what tine was that? |s that on
the tineline?

GEN. MCKINLEY: | believe it is. | believe it was
reported by Secretary Mneta ,the tineline that that occurred.

MR. BEN-VENI STE: It's not on your tineline?
MR SCOIT: No, sir, it's not.
MR. BEN VENI STE: But do you know what tine that was?

MR. SCOIT: Sir, the only thing I've seen is we have a
copy provided by General Wrley (ph) of an Andrews tower
transm ssion that announced to all aviation traffic that the
Class B airspace was closed and that air traffic that did not
cooperate woul d be shot down.

MR. BEN VEN STE: What tinme was that, Col onel Scott?



MR. SCOIT: Sir, we'd have to go to the tower logs. W can
get that for you. The tower log will show us what tine that
transm ssion was nmade. | don't know what tine it was nade.

MR. BEN VENI STE: And on whose order was that directive
given, that any plane in this sector would be shot down?

MR. SCOIT: Unknown to ne, sir.

MR. LEHVAN: Would you be able to provide that to the
best of your abilities to --

GEN. MCKINLEY: We'll do everything we can to provide
that for the record, sir.

MR. LEHVAN: From hi gher authority as well, so we can
get on the record the chain of conmand during that period.

| have one |ast question on 175. It never turned its
transponder off, and apparently you were never notified that it
was a possible hijacking. Ws that because it continued to
conmmuni cate with ATC? O did it deviate fromits course?

CEN. ARNOLD: | can't tell you why we weren't notified.
You'd have to ask the FAA. But that aircraft was a very, as |
understand it, a fairly short flight, and we were not notified.
| can't tell you why.

MR. KEAN: Comm ssi oner CGorelick?

M5. GORELI CK: Thank you, M. Chairman. |'d actually
like to follow up on sone of your questions about the respective
rol es of NORAD, Northern Command, the Defense Depart nent
general ly vis-a-vis |law enforcenent. As Comm ssi oner Ben-

Veni ste averted to, when | was at the Justice Departnent and we
were planning for the Atlanta A ynpics, we rehearsed a nunber of
scenarios with the Defense Departnent and the vari ous components
t hereof who were responsible for providing support to the

A ynpics. And when we got to the scenario of a donestic

hi jacking of a plane headed into a stadium and | asked what

t hey thought the proper division of |abor should be, I was told,
and it won't cone as any surprise to you, General Arnold, given
your testinony, that this is a |aw enforcenent matter, and that
t he armed services would provide technical support to the FBI to
shoot the aircraft down. And ny response of course was, That's
preposterous. And in fact, General Arnold, | amglad to see and
hear that when faced with the judgnent of whether you should do



your job in defending the United States or wait for someone from
the FBI to call you, you decided to get the authority | ater
because that is the only rational response. |t probably could
have gotten you court-martialed. But one appreciates that sort
of leadership. | say this because it is clear that before
Septenber 11th we know that the Defense Depart nent discussed
for decades what the appropriate role of our mlitary should
be in defending the donestic United States. This was not a new
question. It was discussed up and down and across. And | see
General MKinley nodding. Anyone who has been in the service
for the period of tinme that you gentl enen have been, know that.
And clearly Septenber 11th served, if anything else, if nothing
el se, to break the resistance that had occurred to having a
different view of what the appropriate role of the mlitary
shoul d be.

So with that background, | would [ike to be very clear
as to what has changed and what has not. As | understand it,
the requirenent of prior |aw enforcenent requests has been
elimnated. |Is that correct?

GEN. MCKI NLEY: We are able under Operation Nobl e
Eagl e, which we are under presently, to respond to an event as a
mlitary entity to be in position to support. As you said
el oquently, we don't have tinme to wait anynore to |aunch our
fighters. So we have to take proactive action to do that.

MS. GORELI CK:  Thank you for that. Second of all, your
radars are now, as you put it, are pointed inward as well. 1Is
t hat correct?

GEN. MCKI NLEY: We have incorporated the radars that
were there all along so that our mlitary controllers can now
see them see those tracks of interest.

M5. GORELICK: You remain reliant to a certain extent
on the efficacy of the FAA' s radar system as Secretary Lehman
poi nted out. Are you conpletely confortable that they are nore
t han adequate to your m ssion?

GEN. MCKINLEY: Ma'am you are absolutely right, we are
dependent upon the FAA. W are working closely with them and
their programrers, because there are sone financial disconnects.
The FAA | ooks at radar differently than the mlitary does. They
are optimzing their radar to control traffic for cormerce. W
the mlitary need to see very specific data which the FAA
doesn't need. It costs noney to do that. Qur programmers al ong



with the FAA have identified some di sconnects and programmatics,
and senior |eadership is aware of those di sconnects. W want to
make sure that the radars |last so that this m ssion can be done
properly and effectively.

M5. GORELICK: | would ask you to supply for the
record, if you could, a statenent of what would be necessary in
t he professional opinion of you and your coll eagues, to bring
the FAA system upon which you are nowreliant, up to the
standards that you think are required to defend the donestic
United States.

GEN. MCKI NLEY: Yes, nmm'am

MS. GORELI CK: The other issue which you've raised in
your testinony is that of conmunication between the FAA and
NORAD, or lack thereof. And one of the questions that cane
imrediately to mind is why you woul d not be co-located with FAA
so that there is no such comuni cation issue. Are you now
co-located with FAA and have a presence in its conmand center
t hat opens up when there is an energency managenent ?

GEN. MCKI NLEY: Ma'am we have done a little of both.
After General this tragedy that occurred on the 11th, the FAA
provided us with liaisons at all our air defense sectors, our
conti nental NORAD region and at NORAD, so we have real-tine
peopl e that we can turn to and say, Please use your
comuni cati ons channel so that we can get information. In
addition, the national capital region has stood up a
coordi nation center at Herndon, Virginia, in the FAA buil ding,
where we have military personnel, nmenbers of Transportation
Security, the Secret Service and other federal agencies, where
t hey can coordinate the efforts in this area. So that has
hel ped us trenendously, and we think we can continue to do that.

M5. GORELI CK:  Thank you for that answer. And finally
inny list, are you confortable that you now have the pre-
pl acenent of your resources, in terns of aircraft, et cetera,
where they need to be to adequately defend our critical
infrastructure in the United States?

GEN. MCKINLEY: Yes, ma'am | believe at the present
time we have an adequate force structure to do that. The
requi renents change daily, weekly, based on the event. For
exanple, if a space shuttle were to take off, we would want to
have aircraft at the Cape. So whenever we have a security event
-- the Aynpics, the State of the Union -- we nove our fighters



around in a flexible manner to respond to that. So we do have
the capability based on intelligence and real - world need to do
t hat .

M5. GORELICK: W may want to follow up in cl osed
session on that issue. As the charter for NORAD and the
exi stence of Northern Conmand were bei ng changed and created,
there clearly woul d have been debate within the Pentagon over
what the scope of that charter should be -- and | speak of
sonmeone who served there twice and | can i magi ne what sone of
t hose di scussions m ght have been. Wat authorities were
contenplated to be given to Northern Command that haven't been?
And what authorities, if you were witing that charter on your
own, would you give it?

GEN. MCKINLEY: Well, ma'am | don't nean to dodge the
question, but I don't know if | have the | evel of know edge t hat
you require for that answer. | wll tell you as a conponent
commander who needs to enploy resources in defense of United
States citizens, | will tell you that the bi-nationa
arrangenment wth Canada that NORAD has had for over 40 years has
wor ked exceptionally well, for the threat period that we went
t hrough, the Cold War and subsequently.

The stand-up of Northern Command has given us the
ability to now tailor our forces and to work with local |aw
enforcenent so that we can respond to a critical need far nore
quickly. And we do it in a joint fashion with Navy, Marine
Corps, Arny, our Quardsnen, our Reservists and our United States
Air Force. So the Northern Command framework as | see it -- and
we are still ininitial operating capability -- we will becone
fully operational capable when General Eberhart says they are.
We are |learning, we are training together and exercising
together, and from ny perspective working exceedingly well.

M5. GORELICK: And one final question, General Arnold.
We get sone of our nost candid advice from peopl e who have taken
off their uniform And | use that phrase as well for civilians
who no | onger play whatever role they happened to have pl ayed.
Havi ng |ived through the searing nonents of 9/11, and having had
t he awesone responsibilities that you had on that day, and
having had Iimted resources, as you had on that day, |egal and
physical, to help prevent harm what advice do you have for us
about changes that we shoul d make as a country?

GEN. ARNOLD: Wwell, | wote a paper -- no, | didn't
wite a paper on that, but | think one would have to -- that is



probably where you are going to go. W are very fortunate that
we have a country with so many resources. And |let ne point, out
if I could, the -- while you mght -- there could be criticism
of what we did in response, it worked pretty well in terns of
the after-action reports. Airplanes were getting airborne
because people knew they had to get airborne. And | don't have
the tinelines for all of these things. But as the president
told the mlitary to prepare to defend the country, we started
gathering up all the aircraft that traditionally had not
supported NORAD. And as soon as we could get armanent to them

we put themon orbit. As you recall, we were on orbit for sone
ti me throughout the country. The Navy responded magnificently
as well. It was in the press. Vice Admral Dawson called ne.

He was on the George Washington at the tine, and he said, W
understand that General Eberhart is the supported CINC, and that
you have been appointed the JFAC, the joint force air conponent
commander, and we want to roll under your air-tasking order.
Vice Adm ral Buckey (ph) of the Third Fleet, who was stean ng
the aircraft carrier towards the West Coast to do the sane
thing. So the systemin terns of mlitary cooperation worked
tremendously wel l.

I would al so hasten to say that during the course of
time that we were on orbit and our resources were extrenely
[imted in many cases, because we initially could not see even
what the FAA could see, we used our very strained AWACs
aircraft, our warning aircraft that are used all over the world,
and Brigadi er General Ben Robi nson was stretched very thin, but
he continued to do what he coul d.

The United States Custons provided us with E-3s, with
radars that gave us coverage in other parts of the area. And,
as General MKinley alluded to, we were able to bring in units,
Air National Guard and active duty theater area control units,
units that are designed to be deployed, and integrate theminto
our air picture, not only for air, but also for voice. So we
did a lot of things early on. But the things that were m ssing
in particular imediately were, nunber one, we couldn't see into
the interior of the country, we couldn't talk to our aircraft
that were airborne to the interior of the country, and we did
not have a command and control systemthat would absorb the
nunber of radars. And we were able to do that very rapidly.
That, coupled with the creation of the Departnent of Honel and
Security and with the Northern Conmand, has provided defense in
depth, in ny opinion, to protect this country in a way that it
has never been defended before. It's in depth at the present
tinme.



We need to continue down those avenues. | amsure there
are ways to inprove it. | amsure General MKinley wll find
t hose ways. Ceneral Eberhart is engaged in that as well. But |
feel confortable that we have done those things that we ought to
have done in order to provide security before a certain
hi j acki ng woul d occur. And of course, God forbid, if that were
to occur again, we are now positioned to be able to see, to be
able to talk, to be able to provide the command and control, and
we have exercised repeatedly our capability to pass an order, a
mlitary order, down to the pilot in the airplane, or the
sol dier next to his air-defense artillery.

M5. GORELI CK:  Thank you very nuch.
MR. KEAN. Qur |ast questioner is Congressnan Roener.

MR. ROEMER  Thank you, M. Chairman. M. Chairman,
want to again conmend you and our vice chairman and the staff
for all the work that you put into this hearing, especially this
panel. This is very helpful to us, and plow ng ground that the
Joint Inquiry did not get into. And | just want to make sure
that you recogni ze how inportant that is. And we are very
grateful for your tine, gentlenen, and your help, and the good
work that has gone into setting this hearing up.

CGeneral Arnold, you were there that day, correct?
GEN. ARNCLD: Yes, sir.
MR. ROEMER  And you had been there how | ong?

GEN. ARNCLD: | had been a commander since Decenber the
19t h, 1997, so | had been there for sone tine. | was
approaching the end of ny tour.

MR. ROEMER: Let ne keep you on the hot seat, as Jam e
Gorelick has put you there, and ask you a questi on about
mlitary threats, threats to the United States, and the way we
try to get intelligence as the world changes froma Cold War to
terrorist threats that can conme at us from al nost anywhere at
any time, in ninble quick dynami c ways. Wre you aware at al
of the fatwa that Osama bin Laden had put out in February of
1998 that said that he wanted to kill Anericans, all Americans
everywhere he could, whether that was in the Mddle East or in
the United States of Anerica?



GEN. ARNCLD: The answer to that is yes, and we had
briefings, our own briefings. | think we could even provide a
date back to 1998 where we call ed Gsama bin Laden the nost
dangerous man in the world. And our focus, with the dem se of
t he Sovi et Union and Warsaw Pact, in accordance with the Hart-
Rudman study, was that we felt Iike the greatest threat to the
United States would cone froma terrorist, a rogue, or a rogue
nation, or | should say a nation of concern.

MR. RCEMER: And then were you aware of Ceorge Tenet's
statenent in Decenber of 1998 that the United States was "at
war" with Osama bin Laden and al Qaeda?

GEN. ARNCLD: | don't recall that, but | suppose | was
generally aware of that, that the United States was at war with
terrorismaround the world.

MR. ROEMER. One of the frustrations is that in |ooking
at this issue very carefully over the |ast year and a half, that
a |l ot of our people responsible for these kinds of things did
not know of Ceorge Tenet's declaration or did not know of GCsamm
bin Laden's declaration. If Vladimr Putin had nade that
decl aration as the | eader of a nation-state, we would probably
all be aware of it. If KimIl Jong of North Korea or Saddam
Hussei n had nade those statenents in 1998, we woul d probably al
be aware of it. And that conbined with the intelligence that
was conming in over the decade of the 1990s that pointed to
pl anes as weapons, we need to | ook back. Not to bl ame anybody,
but to try to make sure that this information can get in the
right hands in the future so that we can respond ninbly and
quickly to this very ninble and quick threat that is directed
directly at the heart of America. And | would be very, very
attentive to any suggestions you woul d have now t hat you have
stepped away fromthat nost inportant job that you took on for
our country and for our people, and perfornmed very well, | am
sure. Wat do we need to do to break down these barriers of
comuni cati on and increase the exchange of information so that
we can respond quickly to this threat that will continue to cone
at us?

GEN. ARNOLD: M. Conmissioner, | think I've stated
that earlier what | thought we have done in terns of the
intelligence conmmunity and awareness. | think we are at a
greater awareness today than we ever were before. 1'd |eave
that up to perhaps General MKinley, not trying to duck the
guestion, but I think I've answered that pretty much before.



MR. ROEMER: Well, if you think of nore specific
answers, please provide those for the record.

Let me ask you a question about the tinme difference
bet ween the scranbling and the battle stations and getting
airborne. The F-15s at Ois, which was about -- Wat was the
total timeframe there for the F- 15s at Ois?

GEN. ARNOLD: | believe that fromthe tine they were
notified to scranble it was six mnutes.

MR ROEMER Six mnutes? Notified, scranbled and then
ai rbor ne?

GEN. ARNCLD: Noti fied, scranbled and airborne.
beli eve that was six m nutes, as Col onel Scott has --

MR ROEMER: So a total of --

GEN. ARNOLD: You're not talking -- now, they were on
battl e stations because the Northeast air commander put them on
battle stations. But once we said scranble, then | believe it
was si X m nutes.

MR. ROEMER: Then, conparatively, for the F 16s at
Langl ey, what was the total time it took to --

GEN. ARNOLD: Again, if | can |look at our data here, |
believe it was -- they were reported airborne at 9:35, and |
think we would show that we actually --

MR. SCOTT: W got first radar data at 9:30. | believe
they were ordered to scranble at 9:24. The 9:35 report is when
they were reported to have been airborne.

GEN. ARNCLD: Correct, correct, six mnutes.

MR. ROEMER: Six m nutes again.

GEN. MCKI NLEY: And these fighters, sir, have up to 15
mnutes to get airborne. And it's very intricate, as Secretary
Lehman knows, to get an airplane wthout anybody in it, started,

cranked, inertia line, to the runway, get a clearance, get in
the air. Six mnutes is exceedingly quick.

MR. ROEMER: So at 9:35, those F16s are airborne?



MR. SCOTT: They were airborne, sir --

GEN. ARNOLD: | think they were airborne at 9:30
actually, and that they were reported airborne at 9:35 — correct
my error here if | could, please.

MR. ROEMER: Okay. You were in the room when Secretary
Mneta talked a little bit about arriving at the Wiite House at
about 9:20, and then overhearing a conversation at about 9:24 or
9: 25 between the vice president and a young ai de, where he
inferred that there was already an order in place for shootdown,
and he assuned it was for American Airlines 77. So sometine
even before 9:20 there was an order in place that he overheard
in the presidential executive operations center that had sone
exchange between, | assune the vice president and the president
and maybe the special ops, the situation room and they had
determ ned that they have would the authority comuni cated to
sonebody to shoot down Anerican Airlines Flight 77. Wre you at
all aware of anything sonetine after 9:15 or 9:20 to shoot down
Anmerican Airlines Flight 77?

GEN. ARNOLD: | was never aware of any order given to
shoot down Anerican Airlines 77.

MR. RCEMER: So not hing was ever conveyed to you by the
White House or by the FAA administrator or by the secretary of
transportation on Flight 77?2
GEN. ARNOLD: That's correct.

MR, ROEMER: So the only time you ever received
i nformati on on a shootdown was on Flight nunber 93, and that was

GEN. ARNCLD: After the fact.
VR. ROEMER: Excuse ne?
GEN. ARNOLD: After the fact.

MR. ROEMER:. That was after the fact, and that was
after 10 o' cl ock.

GEN. ARNOLD: That's correct.

MR. ROEMER: And that was from who?



GEN. ARNCOLD: It was from Cheyenne Mountain. | assuned
fromthe commander of the North American Aerospace Defense
Command.

MR. RCEMER:  Your assunption is that the Wiite House
communi cated that to Cheyenne Muntain, and then Cheyenne
Mount ai n communi cated that to you?

CEN. ARNOLD: Through the National MIlitary Command
Center.

MR. ROEMER:. Right. And when you had that after the
fact, as Conm ssion Ham | ton asked you, that was at what tine?

GEN. ARNOLD: | believe the tinme -- we do not have a
record on this. | renmenber the tinme being sonewhere around
10: 05, but we do not show that in this.

GEN. MCKINLEY: And we'll try to find that accurately
and depict it for the record, sir, because that's probably an
inportant tine you'd |like to have.

MR ROCEMER | think it's critically inportant.
Col onel Scott, where you in on any of that information about the
presidential authority to shoot down Flight 937

MR. SCOTT: At the time | was upstairs with the crisis
t eam

MR. ROEMER: And General MKinley?

GEN. MCKINLEY: | was trying to get out of the
Pent agon, which was on fire, sir.

MR. ROEMER  So, General Arnold, with respect to this
decision, if you could get any nore details on the timng and
any information on Flight 77, that would be very hel pful to us.
Thank you again for your great service to the country.

MR. KEAN:. General Scott, General Arnold and Mj or
CGeneral McKinley, thank you very much. You' ve been very hel pful
today, we appreciate it, and thank you.

GEN. MCKI NLEY: Thank you, M. Chairman and nenbers of
t he Conmi ssion. Thank you very nuch.

MR, KEAN: Li eut enant General Canavan i s next.



Al'l right, could we reconvene pl ease? Lieutenant
General M ke Canavan, forner associate admnistrator for Cvil
Avi ation Security.

MR. CANAVAN. Good norning, M. Chairman, M. Vice
Chai rman, nenbers of the Conmi ssion. Thank you for inviting ne
to speak before the National Conm ssion of Terrorist Attacks
upon the United States. | sincerely hope that any input will be
useful in increasing the safety and security of our flying
public. M nane is M ke Canavan. From Decenber of 2000 unti
Oct ober of 2001, | served as the associate adm nistrator for
civil aviation security at the Federal Aviation Adm nistration.
Upon joining the FAA, ny first order of business was to review
our maj or nandates and policies, and determ ne where inmediate
i mprovenents to civil aviation security could be nade, both
short and long term Since the FAA was a regul atory agency and
not an enforcenment agency, | knew a chall enge would |lie ahead to
work with the airline industry and those outside the federal
government maki ng sure every effort was nade to ensure the
security of the flying public.

The chal | enge would cone in terns of devel opi ng and
reconstructing this long established partnership. Additionally,
out side the FAA but within the federal governnent, | worked
closely with nmy counterparts within the counterterrori smand
intelligence communities. Wile the FAA is considered part of
the counterterrorismcomunity and intelligence conmunities, it
partici pated only when issues arose that involved aviation-
related matters. It should be noted that the FAA was a consumer
of intelligence and not really an intelligence collector. This
is an inportant distinction, as we relied conpletely on the
intelligence community to provide the best quality of raw and
anal yzed intelligence so that when appropriate we were able to
turn it into an actual intelligence by which we could take
corrective actions to enploying counterneasures, transmtting
advi sories, warnings, et cetera.

During ny tenure at the FAA, ny staff and | interacted
routinely with the intelligence and | aw enforcenent comuniti es.
We were advised of current and possible future threats agai nst
civil aviation, and worked actively to inplenent neasures to
protect the flying public against those threats. Throughout
2001, as the intelligence reporting volune increased, the
overwhel m ng nmajority was focused on likely targets overseas,
particularly in the Mddle East. Throughout this period ny
office issued at least 15 information circulars to authorize the



avi ation industry, security professionals, corporate security
directors, senior managenent personnel, ground security

coordi nators and supervi sory personnel at overseas |ocations,
and as appropriate to local airline nmanagers and | aw enf or cenent
personnel on a need-to-know basis. Otentines these were issued
in concert with the Departnent of State public announcenents and
FBI national |aw enforcenent transmttals. Information
circulars contained data derived from|aw enforcenment and
intelligence information, focusing on donestic and international
terrorismthreats directly against aviation.

The information circulars updated U.S. carriers against
continuing violence against Arerican citizens and interests
around the world, with a particular interest on the Mddle East,
and encouraged airlines to practice a high degree of awareness.
For exanple, one information circul ar described a plot to target
a public area in the Los Angeles Airport term nal by Ahnmed
Rassam who was arrested in Decenber 1999 while attenpting to
enter the United States from Canada. Another information
circular issued in the sunmer of 2001 updated airline security
personnel of devel opnments that terrorists and crimnals had in
di squi sing firearns.

Addi tionally, nmy organization within the FAA i ssued
security directives which required the airlines and security
organi zations to inplenment nodifications or upgrades to their
current security postures based on a variety of factors,

i ncl udi ng changes in the threat environnent.

The threat environnment throughout 2001. As | recall
the threat reporting during early to md 2001 centered on U S.
targets abroad. In June and July of 2001, the FAA was incl uded
in many interagency counterterrorismsecurity group neetings, or
CSG held at the White House by the National Security Counci
staff regarding possible attacks in the Arabian Peninsul a,
| srael and Europe. 1In early July, the NSC chaired a neeting at
whi ch the interagency was briefed about additional intelligence
indicating that terrorist attacks seemed i nm nent. The
intelligence community briefers enphasized attacks would Iikely
take place overseas. Wile we all agreed that attacks within
the U S. could not be ruled out, there was no indication from
the intelligence community that attacks focused specifically
against airlines. Nonetheless, the entire CI community,
i ncluding |aw enforcenent and intelligence agencies, were placed
on the highest alert, and we all sent out notifications for
hei ght ened security neasures to be put in place inmediately



wi thin our organi zations. The FAA sent out security directives
and information circulars to all interested parties.

During ny ten nonths at the FAA | was determned to
instill a renewed sense of dedication and inportance throughout
the civil aviation security organization. |In the airline and
ai rport industry, that security of the flying public was our
principal directive. A few exanples include traveling to every
CADEX airport -- that's our largest airports, there are 20 --
briefing all civilian aviation security airline and airport
staffs regarding conmtnent to aviation security, and traveling
to several international airport |locations to ensure that host
nati ons understood the U S. governnment's commtnent to civil
avi ation security.

| also nmade it a priority to draft and obtain buy-in
fromall FAA civil aviation security staff and agents on a
strategic plan that articulated our security mssion fromthe
present forward. Additionally, | directed ny policy staff to
devel op a long-termstrategy planning effort out to the 2010
timeframe. In the short term| served at the FAA | firmy
bel i eve we began inproving the state of the FAA civil aviation
security posture.

Sonme suggestions for aviation security inprovenments.
O course, it is one's hope to deter, disrupt or prevent every
crimnal or terrorist attack on the ground or in the skies.
While this is the ultinate goal to which we all inspire,
realistically this cannot happen as |long as we continue to live
in a free and open society. W nust therefore strike a bal ance
that allows a free and open society with sound and common- sense
approaches to security.

There are sonme aviation security prograns that deserve
attention and may provide inprovenents to the flying public.
For exanple, the use of red teanms. During ny tenure at the FAA
| supported conpletely the concept of the red teamto test and
eval uate the overall state of readiness to domestic and
international airports. Fromny tine in the mlitary |I was used
to this thing that we do call red teanms. Although no airport
security systemcan be flawl ess, in order to devel op and
i mpl enent i nprovenents it is necessary to work with rather than
to punish airport and airline personnel when defects were found
by the red team But you need to devel op an inprovement plan
together. W are the experts.



Based on the red teamfindings, the airport authorities
and airline industry should be nade part of the inprovenent
process, rather than be punished only with fines and then
al l owed to wal k away w t hout naking the overall system better.
This is another exanple of why it is inperative that the airline
i ndustry never be allowed to transfer all of its security
responsibilities to the federal governnent. This nmust always be
a shared responsibility.

Federal air marshals. The strength of this prograns
foundation is based on naintaining the anonymty of the FAMs.
Wth the significant increase of FAMs depl oyed on donestic
flights over the past 20 nonths. The FAMs are now as or nore
likely to be called upon to deal with unruly passengers as they
are a threat to the cockpit crew and perceived threat to the
cockpit crew and passengers. There is an inportant distinction
between the security of the aircraft, its crew, passengers,
versus a disorderly passenger. Disclosing the FAMs identity
underm nes the very prem se under which they are operating. This
i s anot her exanple where the airline industry should share
responsibilities by handling unruly passengers, then the FAMs
only to be used as the last resort. Then the FAMs are all owed
to execute their m ssion and provide security of the aircraft,
its crews and its passengers.

The airline industry's responsibilities. Since
Sept enber 11th of 2001, the federal governnent has taken
additional responsibilities which have been previously been air
carriers' and operators' responsibilities for nore than three
decades. It seens there is little burden sharing. The concept
to share responsibility for good security is sonetines a
menory. The airport and airline personnel are the first
responders by virtue of them being the eyes and ears on the
ground at these airports. They will be imediately directly
awar e of questionabl e behavior and potential threats. Now,
however, the airline industry is no |longer responsible for
screeni ng passengers, and are currently trying to relieve
t hensel ves of CAPPS and baggage screening, and are opposed to
usi ng hardened contai ners or advanced equi pnment, as a few
exanpl es.

The airlines nust be responsible for some neasure of
security throughout this process. The governnent cannot and
shoul d not be held accountable for all things aviation. The
concept of comon and shared responsibility for security can be
degraded in this manner.



Avi ation security abroad at international airports.
Forei gn governnents and airlines hire the personnel responsible
for screening in overseas |ocations. Wile we may have nmade
significant inprovenents donestically, we may not have yet dealt
wth the airports abroad. | understand that a recommendati on
was made to enploy nore than 70 expl osive trace detection
devices in airports overseas to screen footwear after Richard
Reid' s failed attenpt |ast year to explode an aircraft has yet
to be acted upon. This equipnment is used donestically, and we
shoul d i nprove our aviation security overseas for flights to the
United States and el sewhere.

Wien | joined the FAA | was inpressed with many of the
dedi cat ed enpl oyees at headquarters and in the field. However,
| recogni zed that we would be facing a form dabl e chal |l enge
working within the FAA structure, and at the sanme tine in a
envi ronnent where partnership with the industry took on a whole
new nmeaning. | tried to begin breaking new ground during this
time. Not a single day passes when | do not think about
decisions, theories and intelligence that m ght have possibly
made sone difference to the outconme of Septenber 11th.

| hope that ny testinony today and any information that
| offer the National Comm ssion will assist in making the
traveling public and aviation in general nore safe and secure.
| take full responsibility for any and all FAA security failures
on 11 Septenber 2001. Thank you.

MR. KEAN: Thank you very much, GCeneral
Congr essman Hami | t on?

MR. HAM LTON: Ceneral, thank you for your testinony
this norning. You' re pretty tough on the airlines, aren't you?

MR, CANAVAN. Well, again, sir, it's back before the
rul es changed after 2001. It was a shared responsibility.

MR HAMLTON: You think it should be?
VR CANAVAN: Yes.

MR. HAM LTON:. So what we have seen over a period of
time is all of the responsibility for airline security shifted
to the governnent, and taken off the shoulders of the airlines?
|s that the general trend?



MR. CANAVAN: Yes, sir, that's how | see it.

MR HAMLTON. And that's to the detrinent of the
flying public?

MR. CANAVAN:. | think so, because when you take the
airports or the airlines out of it, it's |ike those airports are
small cities and those airlines, they are there, the airports
are there. \Wen you start taking chunks away fromwhat | think
i s comon know edge of what's going on in your neighborhood --
everyone knows their nei ghborhood. You know when a stranger
wal ks in there, you know when things change and that type of
thing. Wen you take any responsibility away from soneone |ike
that, then at that point in tine there's really no one watching.
That's nmy whol e point.

MR, HAM LTON: | see.

MR. CANAVAN. And, to continue on that, for years in
this country you had two people in charge of an airport. You
had the airlines and you had the airport officials. So you had
two folks, and they didn't al ways cone together. The airport
manager, you know, he was worried about security, all these
ot her things, making sure people had a place to eat, perineters,
all those things. The airlines -- and | understand it they are
there to make noney, and they were there to get people on
ai rplanes. So anything that stopped themfromgetting you from
the parking lot to your airplane in a tinely manner, you know,
they had -- that was difficult for them

Wher eas sone of the European nodels, there's one person
in charge of an airport, so as you know, when you have two
people in charge of sonmething in the mlitary parlance, then you
start to have gaps in your perinmeter, and people can obviously
slip through those gaps. So that's ny point on that.

MR HAM LTON: So you think airports should be
organi zed in such a way that one person is in charge?

MR. CANAVAN. Yes, sir.

MR. HAM LTON: To go back to a question that has cone
up here fairly frequently, did the FAA ever consider the
possibility that a plane could be used as a weapon prior to
9/ 117



MR. CANAVAN. | would say that over tine the answer to
-- first of all, yes. | dealt with terrorists all over this
world, and |'ve seen the results of what people want to do when
they want to push their agenda, unfortunately. And when you
| ook at possible scenarios, well, yes, you could take an
aircraft and fly it into sonmething. The Aynpics in '84 were
menti oned. That aircraft in that scenario was really a crop
duster. There wasn't a big w de-body airplane. But then you
have to -- then you look at it and you say, Okay, here's al
these threats. Now, can you guard against all of then? Do you
have the resources and the noney and the people and the tine and
the effort? And a lot of times you have to say, no, you don't.
So then you have to put it in priority. You know, when
historically you went back and | ooked at hijackings of U S.
aircraft over the years, of which 107 were hijacked.

MR. HAM LTON: Prior to --

MR. CANAVAN. Prior to 11 Septenber. At no tine was an
aircraft ever used to fly into sonething. Now I'mtalKking
commer ci al airplanes. You know, we had the thing with the small
the Piper Cub at the Wite House. In 1994, 1995, when the Air
France aircraft was hijacked out of Algiers, and ended up in
France, at that tinme | was in command of all of our special
operations forces in Europe, so | was always hooked into all of
our counterparts. The French debriefed us on that. What those
people really wanted to do, what they thought at that tinme, the
best guess by the French intelligence people, were that they
wanted to use it as an aerial bonb. They wanted --

MR. HAM LTON: But in your consciousness, had you
considered prior to Septenber 11th the possibility that a
commercial airliner could be used as a weapon?

MR. CANAVAN: | knew there -- | knew there was a
possibility, but it wasn't --

MR. HAMLTON: Not a high priority?

MR. CANAVAN:. Not a high priority. Wat | thought --
usually aircraft are taken to take hostages, they're taken for
transportation, they are taken to rel ease sonmeone who nay be in
jail that's part of the organization.

MR. HAM LTON: Do you renenber any publication or any
trai ning exerci se where a conmercial airliner was used as a
weapon?



MR. CANAVAN:  No.

MR. HAM LTON: And then after you becane head of the
FAA's civil aviation security, did you take actions prior to
Septenber 11th to make the system nore effective?

MR. CANAVAN. Yes. M actions -- first of all, | got
smart in what really our mandate was. That was in the
headquarters. | went to every CADEX airport except for
Honolulu, visited airlines, airports, and ny own FAA agents in
the field. | talked to airline, airports, security personnel,

FBI, CIA Departnent of State, and tried to get a feeling of
what was out there in terns of what was rubbi ng up agai nst
peopl e.

MR. HAM LTON: Do you feel that your activities
strengthened the systemin that period of tine?

MR. CANAVAN. Yes. During that period of tine we canme up -
- first time that we came up with this strategic plan for at
| east five years that | ooked in the areas of airport and airline
security, air cargo, people and technology to inprove all this,
and cone up with a gane plan. At the sane tine --

MR. HAM LTON: Well, was the plan inplenented?

MR, CANAVAN. Yes, the plan was ongoing, on target.

MR. HAM LTON: Ongoing. It was being inplenented?

MR. CANAVAN. It was being inplenmented. It had been
briefed to everyone in the field, and we were tracking it at
headquarters. It was part of our weekly neetings as to how we
were doing on the strategic plan in these four areas, which we

all felt were very inportant.

MR HAM LTON: So your initiatives were well received
and supported by the FAA?

VR CANAVAN: Yes.

MR HAM LTON: Can you be a little nore specific about
t he kinds of things you recomrended?

MR. CANAVAN.  Well, we want to inprove the testing in
the field. W wanted to inprove testing of screeners. W wanted



to inprove the access control regulations that we had out there
inthe field. W wanted to do -- we inproved special enphasis
testing. |In other words, you'll go to, like in the Southeast
during that period, over about a three-nonth period, we did
10,000 tests on both access and X-ray and EDS machi ne
operations. That's what |I'mtal king about. O course the red
team was going on at this tine, and that was happeni ng.

| was talking to a lot of the major airlines security,
my counterparts. W needed to inprove the screeners operation.
We needed to pay them nore noney. W needed to get better
trai ning, better supervision. There were nore people naking
noney at McDonald's in airports they were maki ng noney wor ki ng
the screening line. So they were hearing this fromnme all the
time. | was concerned about why we had so many foreign
nationals working in these airports, as screeners. | nean, at
that time you did not have to be a U S. citizen. You just had a
background check. That concerned me. | worked real hard to
tell the airlines, you know, the threat is out there. Up until
2001, the last najor airline we had hijacked was in '85, a Pan
Am flight in Pakistan. So 15, 16 years had gone by. And as you
know when peopl e perceive that the threat is not out there, when
these airline security personnel, they wanted information from
me, because they wanted to go to their bosses and say, The
reason why |I'masking for all this noney is based on this, this,
and this. So we pushed real hard to get everything we got from
the intelligence community into the field to include com ng up
with an FOU on CD-ROM that ny intelligence chief went around to
all the airports, talked to all the people -- everyone got this
CD-ROM and briefed themon the threat.

MR HAM LTON: So your feeling is that prior to
Septenber 11th the airlines, which had principal responsibility
for security, were | ax?

MR. CANAVAN. ['mnot -- sone of themwere |ax. |
mean, |'ll be honest with you, their priority as time went by
wi t hout an incident went to other areas. But at the sane tine -
- but that's not all the airlines and that's not all the
airports. Depending on how -- and sone were better than others.
| don't know any other way to explain it. W were pushing for
themto take our expl osive detection systens, our trace
machi nes, our TIC (?) machines --

MR HAMLTON: Well, I'mtenpted to ask you to be
specific, but 1'Il defer that, at |east for the nonent. Thank
you, M. Chairnan.



MR. KEAN: Secretary Lehman?

MR. LEHVAN: Yes, general, | note after the increase in
the chatter that people previously tal ked about on previous
panels, with the clear raising of the threat, that you issued a

security directive prior -- | guess during the sunmmer of 2001 --
reflecting that, and directing the airlines to get alittle nore
vigorous in their security. In your judgnent, did they respond

to that? Were your initiatives in intelligence sharing and
increased trying to get themto conformto the existing

regul ations, did they doit? Didthat nakes things a little
better?

MR. CANAVAN. Sir, yes they did, because this was on
t he heels of our road show tal ki ng about that there's still a
threat out there, and here is the threat. This is a very
intensive briefing. And at the sanme tinme with our special
enphasis areas in trying to keep bonbs and guns of f of
ai rpl anes, we went at thempretty hard. And, now agai n, sone
did better than others. But there was an interest |evel there
that, yes, there is a threat out there, and this is the type of
information the security nanagers wanted to go to their bosses
and say, Ckay, we are going to have to put sone nore resources
here. So | -- the summer, because again of the threat 1Cs we
kept giving these folks. It went up. It got better.

MR, LEHVAN. The disturbing picture that has been
emerging fromour testinony yesterday and previous information
t hat has been uncovered is that the response of industry to
activist people in FAAlike yourself, and to the initiatives
devel oped by the results of the red teans, was basically to do
what you just described: shape up until you sort of wal k away,
and then it's back to business as usual. | nean, the initiatives
that | recall during the '90s, after the two, the TWA
particularly, to put in Kevlar doors, to |lock the cockpit doors,
and a nunber of others that would have certainly di mnished the
vul nerability. Al, as soon as people went onto other things,
t hey di sappeared. The cockpit doors got open again. The keys
were | ost, doors never got put on. Part of the description we
got from w tnesses yesterday was that there sinply aren't enough
teeth in the rul e-maki ng enforcenent for the FAA to see that
once good things are identified and ordered that they are
actually carried out, the fines are mniml and enforcenent | ax.
Is that a fair description?



MR. CANAVAN. | think that's a fair description.
t hi nk what happens sonetines with the airlines is let's just
tal k about the doors. You can -- if you use the nodel of
| srael, they had two doors. They have a catch. You have to go
t hrough one door before the second door opens. It has to close
behind you. But ny point is -- | wasn't there when all this was
bei ng ki cked around, but |I'mtold, because nunmber one it was
going to weigh a lot, and every tine you added wei ght to an
ai rpl ane you took away revenue seats. So there's your problem
Anyt hing that stood -- and, again, the airlines are out there to
make noney and they, probably based on their history -- well,
when's the | ast tine soneone really kicked dowmn a door? --
because you have to renmenber that up until 2001 the airline
personnel were trained, and when soneone threatened a flight
attendant or a passenger or you, you just went along, because
nost hij acki ngs ended up -- obviously the plane | anded on the
ground sonewhere for the nost part, and it was either negoti ated
out, or at sonetinme, when that fell apart, then sonebody storned
the airplane. So you have to keep it in mnd what they're --
t hey woul d cone back and say, Well, why do we want to do this?
Because, you know, now we are just going to |land the planes, so
why do | want to have this heavy door? Well, obviously 9/11 if
you had had a heavy door -- but even if you had a door on 9/11,
you still would have had to change the training of the crew. In
ot her words, you will never open that door, regardl ess of what
happens in the back of the plane, you land it. So there's a
little dichotomy there.

But, again, we | ooked at inproved |uggage containers in
the belly of the airplane with Kevlar. So if you had a suspected
bag, or even though you checked soneone out, but you are still a
little | eery about what they were carrying, you could put at
| east those bags inside those containers. W did testing. W

knew how much expl osives that they could handle -- you know,
things like that. But in terns of the teeth, you could find --
there's a certain level -- | don't renenber what it is, but

there was a certain level of fining for different offenses. And
after a while the airlines accunul ated huge anounts of noney,
and then the | awers would get at a hold of it, between the
airlines and the Departnent of Transportation, and they would
figure out sone conpromi se. The thing that they never wanted
was for you to go public and say Airline X has been fined X
nunber of dollars because of A, B, and C. That was t he bi ggest
hammer you had. So a lot of this would get negotiated out. And
of course this was frustrating in the field, because here |I had
all nmy agents out there trying to be all they could be and be
fair and everything el se, and then they would find things wong



and then at the end of the day sonetines they felt that nothing
happened.

MR, LEHVAN: Now, if |I were a conpany, regardless of
industry, and | felt that stupid things were being done by the
bureaucracy that | didn't agree wwth, what | would do would be
to hire a good | obbyist and to get ny industry association to go
use some chips to see the secretary of this or the adm nistrator
of that and get this troubl esone bureaucrat overrul ed, or at
| east, you know, let's study it for another six nonths. D d
t hat happen in the case of these aircraft security nmeasures?

MR. CANAVAN:.  You nean people going to the H Il and
| obbyi ng to change t henf?

MR. LEHVAN: Not just the Hill, but the senior people,
the admi ni strati on?

MR. CANAVAN: | don't know. But | do know -- | don't
know about within FAA or within -- | amsure that --

Let me begin again. | amsure within the FAA -- and |

know Ms. Garvey was under a |ot of pressure, when we would cone
up and --

MR LEHVAN.  From the industry?

MR. CANAVAN.  Fromthe industry, as we were pushing,

trying to get either the fines paid or get certain things -- get
rules, get rules out of the lawer's office, |ike checked
baggage and bag match and screener conpanies -- all those things

that were just kind of laying out there. And we did get them
out eventually. But so that was that pressure.

There was the pressure of the industry again where
security measures were slow ng down the people getting on the
ai rpl anes. Because during the summer of 2001, or the sunmer
before I think -- | don't quite renmenber. But renenber the
airline system the eight air traffic control just all bogged up
-- late arrivals, late this, late that. So there was a |ot of
pressure fromthat point.

The ot her pressure cane from where the | obbyi st groups
would go to the Hill and hit key nenbers on the Hi Il and say,
You know, we have got this Gore Conm ssion here, and we don't
really agree fully with this finding. And what happened -- and
after it, you know, sone of these things would get watered down.



One exanpl e was the expl osive detection systens. Now, they'l
find -- for the nost part they're pretty good. There was only
one conpany that nade good nmachines. W had anot her conpany
that was trying to catch up, but it was going to take a while

al ong the process to get this thing operational. And we told
this conpany that and said, Hey, we'll put it out there. You
know, you can do a deno, we'll put it in a couple airports, and
we'll run bags through it and we'll see how it works. Well, that
wasn't good enough. They didn't want to do all the steps that
the other conpany did to make sure they had a good product, so
they go to the HlIl. And then | anguage conmes out that says,
Every time | buy Al have to buy a B. So then you are with two
choi ces: You either have zero EDS nmachi nes or you have a 50
percent solution. So those are sonme of the pressures |I'mtalKking
about that | think you may be alluding to where people get in
there and for whatever reason try to sway thinking and judgnent.

MR. LEHVAN:  You nentioned in your testinony, and you
are known as an advocate of red teanming. And certainly ny
experience, and I amsure yours in the Pentagon with red teans
are they are trenmendously effective, but have a half life. They
are effective as long as they are backed up by the senior person
in charge. And as soon as that person noves on, the red team
tends to di sappear and the nenbers are sent to Siberia. |'m
sure you are famliar wth the Navy red team experience. So
it's built into the bureaucracy, yet it's the only answer, in ny
judgnment, to the function that you were trying to do. W had
testinony yesterday that there was no cover-up, and -- on the
one hand -- that was the official FAA position. On the other
hand we had pretty conpelling testinony that whatever nane you
put on it it had the effect of a cover-up. But the former FAA
adm ni strator basically said that the results -- she said |
t hi nk nore than 90 percent of the recommendations of the red
teans were passed on to the airlines and they are the ones that
did nothing to inplenment them Yet there was obviously, since
the fact that the red teamwas in effect disestablished, there
was hostility within the senior managenent of the FAA at the
time. Could you comment on that? And then tell us what can be
done to institutionalize the red teamfunction without this
al nost inevitable half life. |If they are doing their job,
everybody hates themwho are in senior positions, because they
get enbarrassed.

MR. CANAVAN: Right. | can only talk about it fromthe
10 nonths | was there. Wen | arrived, | was briefed on the red
team and talked to the red team nenbers. In fact, | talked to

the person who was in here yesterday. He told ne their



frustrations. | looked into it. And the changes | nade was,
nunber one, because there were people within the FAA and even ny
organi zation that wanted to do away with the red team-- | said
that's not going to happen. W're going to continue, we are
going to fund them The second thing we are going to do is when
t hey conme back from an overseas mssion or a United States

m ssion, all their findings would be briefed, and we woul d pass
themout to the various organizations in ny staff to start

| ooking at these things. At the sane tine, before they left
where they were doing their testing, they were sitting down with
airline and airport personnel, and saying, This is what we
found. Because | did find over tine that some of the
frustration on the airline and airports part was they were
getting fined for sonething or finding out their m stake, but
they didn't know what it was. They would read about it later.

So | asked the red team personnel to debrief these
fol ks before they left. And then the last thing we did -- and
think it was the first tinme in nmenory, because this is what I
was told fromthe airline security personnel -- | brought al
the major airline security managers into the office here in
Washi ngton, and we had the red team debrief them on what we had

been finding. It was about a two-hour briefing -- handouts and
everything -- and at the end of that they said, you know, this
is great, this is what we want. So that's how | | ooked at the

red team So | used it.

When you have a red team as you know, you have to
watch out a little bit. You have to nonitor these guys, because
sonetimes you get a thing called creeping excellence. If the
rule says this, this is what the rule says. You don't add to it
or you don't subtract fromit. So any elite organization, so to
speak, that | have been associated with, you know you got to
al ways watch that and | think sonmetinmes we had a tendency to go
above and beyond what really the rule was. And | think that was
alittle frustration on the red team part and probably on the
custoner's part.

In terns of at least institutionalizing sonething |ike
this, the red teamhas to work directly for the person in charge
and not be subordi nat ed underneat h anot her organi zation. So
they are | ayered down, so that everything that they find, it
never really pops up to the top. And we were in the mdst of a
reorgani zation within ACS wwth ny staff and that was going to --
we never got to that because of 9/11, but that was one of the
t hi ngs we were going to do.



But | think you need it, | think you need good peopl e,
| think there has to be a tineline on their termof service in
the red team and then to nmake sure that the person you hired
initially is a red team nenber two years later, is still the
sane person two years |ater. Because sonetines -- again ny
background in elite forces, you know the person you hired
initially changes overtinme for a lot of different reasons. And
then put them up under soneone where they have direct contact
with the boss, and there is no filter. So that is how | would
institutionalize it.

MR. LEHVAN: Thank you. | just have two nore
questions. One, your responsibilities in civil aviation also
extended to general aviation. It is ny understanding today that

there is a huge hole in the real mof charters, that an al Qaeda
team could call up and charter a BBJ, a Boeing 737 |oaded with
fuel to go to Japan. Nobody woul d check their |1Ds, nobody would
put them through TSA screening, and they could take off, and we
coul d have another 9/11 on our hands. Wy is that and what can
be done about it?

MR. CANAVAN. Right after Septenber 11th, the FAA
tightened up the rules for general aviation. You either couldn't
fly in some areas, they had to go through a screening
checkpoint, they had to be verified with ID and mani fest and al

t hese other things. That was done at that tinme. Again, | left
in Cctober, so | have no idea what has happened to genera
aviation since | left and I'mnot, probably not the right person

to ask that question.

MR. LEHVAN. My second question is, first, the first
part of it, was there a full after-action report done, and is
t hat available to us?

MR. CANAVAN. Sir, again, | wuld have to go back and
ask the powers to be now, because right after Septenber 11th a
| ot of things were going on, and I'm sure that we were | ooking
at | essons | earned, but not immediately -- | nean we were
reacting to things, getting the airlines back up, you know,
getting the aircraft back into the air and that type of thing,
and taki ng added neasures at airports. But |I'msure that was
done. And if you ask them they should be able to give you that
report.

MR. LEHVAN. We have a copy of an executive sunmary,
and let ne read you the second paragraph of the discussion of
Flight 11. "At approximately 9:18 a.m, it was reported that



the two crew nenbers in the cockpit were stabbed. The flight

t hen descended with no comruni cation fromthe flight crew
menbers. The Anmerican Airlines FAA principal security inspector
was notified by Suzanne Cl ark of the American Airlines corporate
headquarters that an onboard flight attendant contacted an
American Airlines operations center and informed themthat a
passenger |ocated in Seat 10B shot and killed a passenger in
seat 9B at 9:20 a.m The passenger killed was Dani el Lew n,
shot by passenger Saddam Al Sugam . One bullet was reported to
have been fired.

I n subsequent requests to the FAA, we have been unabl e
to confirmthat that took place.

MR. CANAVAN. Sir, | |ooked into that question, and the
PSI did wite down what the thought she heard over the plane in
the conmand center, wote it down in the log or fromthe cel
phone call. This was Anerican Airlines -- the conmand center
people | ater went out, | believe also to the FBI |ater went back
to Anerican Airlines to revisit that question, and everyone
deni ed no knowl edge. This did not happen. They said it was
erroneous reporting, that there was no gun, that there was no
evi dence found later. They talked to the person involved, and
that's all | know about that.

MR. LEHMAN: Ckay, that's all.

MR KEAN: Conm ssi oner Ben-Veni ste, then Comm ssi oner
CGorelick, and finally Comm ssioner Fielding.

MR. BEN VENI STE: Good afternoon, General, and thank
you so nmuch for your candor and your help. Just follow ng up on
Secretary Lehman's | ast question, was the information correct
With respect to the identities of the passengers in connection
with that incident?

MR, CANAVAN: I do not have that infornation. | don't
know.

MR. BEN VENI STE: So in checking it through there
wasn't any indication of whether there were circunstances that
were corroborated ot her than the issue of the gun and the firing
of the gun?

MR. CANAVAN. Yes. They couldn't corroborate anyt hing.
| nmean, they later went back to American Airlines and said, as
far as ny understanding of this now, | didn't find this out, you



know, the three weeks follow ng Septenber 11th, but |'ve asked
since then and the answer was they couldn't substantiate any of
this, that this took place.

MR. BEN VENI STE: And to your know edge were there tape
recordi ngs of these conversations that were maintai ned?

MR. CANAVAN. To ny know edge there were cockpi't

recorder tapings. | don't know if people on the ground
receiving cell phone calls were taping them | don't know about
t hat .

MR. BEN- VENI STE: This woul d have been a conversation
between a flight attendant and an airline representative?

MR. CANAVAN. Yes, that's to the best of ny know edge.
Soneone picked up a phone fromthe airplane and called down to
t he ground.

MR. BEN VENI STE: So the question of whether a tape
exi sts of that call sonewhere is a question mark in your m nd?

MR, CANAVAN: Yes.

MR. BENVENI STE: We'll follow up on that. Let nme
briefly follow up on a couple of things that Ms. Garvey was
guesti oned about yesterday. First of all, was there an after-
action report produced by the FAA?

MR. CANAVAN. Again, | amgoing to assunme there was. |
never saw one, because by the tinme | left there obviously
wasn't. If it was ongoing, it wasn't conplete. But they should
-- nost organi zations |'ve been involved in, this is what you
do: you sit down and figure out what happened and what went
wrong and what do you need to fix. | would be surprised if they
didn't have one sonewhere.

MR. BEN VENI STE: W have focused very heavily on
Flight 77 which ultimately crashed into the Pentagon, because on
the basis of everything we've heard, that was the one flight
which hit its target which could have possibly been intercepted.
What is your understanding of the first tinme FAA notified NORAD
of the fact that this was a possible hijack or that it had
devi ated from course, or that there was sone anonmaly about
Flight 77 in the context of everything else that was goi ng on
t hat day?



MR. CANAVAN. Here's ny answer -- and it's not to duck
the question. Nunber one, | was visiting the airport in San
Juan that day when this happened. That was a CADEX airport, and
| was down there also to renove soneone down there that was in a
key position. So when 9/11 happened, that's where | was. | was
abl e to get back to Washington that evening on a special flight
fromthe Arnmy back from San Juan, back to Washi ngton. So

everything that transpired that day in ternms of tines, | have to
-- and | have no information on that now, because when | got
back we weren't -- that wasn't the issue at the tine. W were -

- when | got back it was, What are we going to do over the next
48 hours to strengthen what just happened?

MR. BEN VENI STE: What woul d be, putting aside the
issue, and | think we've covered it extensively, about the
preparedness for the potentiality of a terrorist attack using a
pl ane as a weapon, and | think we heard very candidly from
CGeneral McKinley that basically the systemin place was a
vestige of the Cold War as opposed to | ooking inward at the
United States to anticipate this kind of a problem basically
| ooki ng the wong way on Septenber 11th. \What is the nornal
procedure? What was the normal procedure on Septenber 11th in
the event of a hijacking in terns of the point in tine at which
FAA woul d notify NORAD?

MR. CANAVAN.  Well, ny experience as soon as you know
you had a hijacked aircraft, you notify everyone.

MR. BEN VENI STE: There seens to be a gap of 15 or 20
m nut es between the tinme where there was a substanti al
i ndi cation which was, | suppose, supported by the other events
t hat al ready occurred, which would put into question whether
Flight 77 had been conprom sed. Can you explain to us what
woul d have accounted for such a delay between the tine FAA
received the information of deviation fromflight pattern and
notification of NORAD?

MR. CANAVAN. Again, well, based on my experience, when
sonet hi ng happens a lot of tines the first reports are wong.
So people will wait alittle while to find out, Is this really
going on? And |I'mbasing this on experience in the field, and
not so much the FAA nodel. So | think just the fog of, nunber
one, do we have a hijacked aircraft? Because on several
occasi ons over the years, the pilots have hit the panic button,
and all of a sudden he's beeping, he's squawki ng hijacked, and
you find out that that's really not the case. So when these
aircraft -- | just as soon when the aircraft either beeped or



went off the airs there's mnutes that go by where the air
traffic controller, he's not thinking hijack. He's trying to
call the airplane, and he's talking around to his other
controllers, Do you see so-and-so? And he's talking to pilots
inthe air, Do you see -- say, the plane behind the other -- Do
you see Flight X?

So | think if you look at it like that that eats up
your time. And then when you finally find out, yes, we do have a
probl em then obviously then the standard notification is it
kind of gets broadcast out to all the regions, it gets broadcast
to the interagency, it gets broadcast right up to DOI. | nean,
t hose t hi ngs happen.

MR. BEN-VENI STE: Well, we asked that question
yesterday, and Ms. Garvey was not at that time prepared to
respond. Last evening she did conmunicate with the staff at ny
request, and we were provided a statenent which comes from FAA,
which 1'd Iike to read into the record, M. Chairman. And it
is, | amtold, authored by two individuals, high |evel
i ndividuals at FAA) M. Asnus and Ms. Schuessler. And it's
entitled FAA Comruni cati ons with NORAD on Septenber 11th, 2001
"Wthin mnutes after the first aircraft hit the Wrld Trade
Center, the FAA immedi ately established several phone bridges
that included FAA field facilities, the FAA conmand center, FAA
headquarters, DOD, the Secret Service and other governnent
agencies. The U S. Air Force liaison to the FAA i medi ately
j oi ned the FAA headquarters phone bridge and established contact
with NORAD on a separate line. The FAA shared real-tine
i nformati on on the phone bridges about the unfolding events,

i ncluding informati on about | oss of conmmunication with aircraft,
| oss of transponder signals, unauthorized changes in course, and
ot her actions being taken by all the flights of interest,
including Flight 77. Oher parties on the phone bridges in turn
shared i nformati on about actions they were taken. NORAD | ogs
indicate that the FAA made formal notification about American
Flight 77 at 9:24 a.m But information about the flight was
conveyed continuously during the phone bridges before the formal
notification.” So now we have in gquestion whether there was an
informal real-time conmuni cation of the situation, including
Flight 77's situation, to personnel at NORAD. Can you give us
from your experience -- obviously you were not there on the 11th
-- but on your experience what this phone bridge comunication
is all about, and whether it is likely in view of this

comuni cati on we have just received, that there was sone

i nformal conmuni cation of the distress of Flight 77?



MR. CANAVAN. Well, this sounds to ne when they went
into the command center they started calling up these different
organi zations. That's the phone bridge. And they were probably
doing the right thing, because they didn't have all the
information to bring in -- it sounds |like they brought in the
LNO. He opened up his bridge to NORAD. So then you get these
organi zations tal king to one another while above you people are
trying to figure out, Wiat do we really have here? That's what
it sounds like to ne.

MR. BEN VENI STE: So woul d there be an expectation that
the mlitary personnel on this phone bridge, which is that
anot her nanme for a conference call? MR CANAVAN. Yes, or it

could be a VIC, it could be anything that -- anything that --

MR. BEN VEN STE: But in the nature of a conference
call ?

MR, CANAVAN: Yes.

MR. BEN- VENI STE: -- in which parties dial into a
central

MR. CANAVAN. Yes, and in our JOC there you call up,
you get a phone bridge, and that's an open |ine to that
or gani zati on.

MR. BENVENISTE: So if the mlitary were apprised, as
FAA is nowtelling us, inreal tine of what FAA is seeing on its
radars, and now focusing specifically on Flight 77, that would
nmean that someone at NORAD was advi sed of the deviation from
course, which is substantially earlier than the fornal
notification of hijacking. Wuld it have been expected that
receiving that information the mlitary personnel or NORAD
personnel on that phone bridge, would comruni cate with other
NCORAD facilities, apprising themof the information he or she
was |learning in real time?

MR. CANAVAN. | think, to answer your question, | would
think that they would pass it to sonmeone within the NORAD
command center, because that person on that phone is a radio
operator, and he takes the |l og, and he turns around and he gives
it to someone and says, W have a problem He may not know what
the problemis. Al they knowis an airplane is deviating from
course, and they are not too sure why, and, Ckay, nore to
foll ow



MR. BEN VENI STE: Wuld it be expected that the people
participating in this phone bridge that day woul d thensel ves
have maintained a | og of what they were hearing?

MR. CANAVAN: | would think so.

MR. BEN VENI STE: Wuld it also be expected that there
woul d be a tape recording of that phone bridge?

MR. CANAVAN: | don't know about that. | don't know
about a tape recording.

MR. BENVENI STE: | think these are sone profitable
areas for us to explore as we request additional information.
Thank you very much

MR. CANAVAN:  You're wel cone.

MR. BEN VENI STE: Thank you, M. Chairnman.

MR. KEAN. Ms. Corelick.

MS. GORELI CK: General Canavan, thank you for your
testinony here today. Just so | can locate you within the
bur eaucracy, your title was "associate adm nistrator"?

MR. CANAVAN: Yes.

M5. GORELICK: Did you report to Adm nistrator Garvey
directly?

MR. CANAVAN:. | reported to her deputy and also to M.
Garvey.

M5. GORELICK: kay, and Ms. Garvey reported directly
to the secretary, or --

MR. CANAVAN: | believe she did, yes.

M5. GORELICK: Al right, so you were four |evels down
in the bureaucracy? |s that about right?

MR. CANAVAN.  Well, | would say three.

MS5. GORELICK: Three. Al right, three to four, that's
fine. | aminterested in the CSGs, the counterterrorism



security group neetings that you attended. That's a worKking
group within the National Security Council ?

MR. CANAVAN: Par don ne?

M5. GORELICK: That's a working group within the
National Security Council?

MR. CANAVAN. Yes, it's a working group, and it's an
on-call neeting of the interagency, again, chaired by the
Nat i onal Security Council.

M5. GORELICK: Al right. And these neetings were
chaired by Dick C arke?

MR. CANAVAN: Dick darke nost of the tine. Sonet i nmes
-- well, the ones | went to Dick was the chair.

M5. GORELICK: After those neetings, your action was to
send out notices to the airlines?

MR. CANAVAN. Yes, if we felt it had -- the reason why
| was there was because there nmay have been an aviation piece to
it. |If there wasn't an aviation piece, | did not attend these
t hi ngs.

M5. GORELICK: So clearly the NSC t hought that there
ei ther would be or could be an aviation security piece to the
energency that was triggered by this very high |evel of warning
and chatter and threat reporting that was conming in. Is that
correct?

MR. CANAVAN: Yes, that's correct.

MS5. GORELICK: And the response of the FAA was to send
out a notice, a circular? 1Is that correct?
MR. CANAVAN: Yes, information circul ar.

M5. GORELICK:  An information circular. And you had
sent out sone, | take it fromyour testinony, about 15 of those
over the course of 2001? So the airlines received one of 15
circulars. Secretary Mneta stated this norning that there was
no action at the Cabinet level in response to this crisis, no
nmeeting of that sort. Are you aware of any neeting above your
| evel convened by the National Security Council or otherw se to
deal with this crisis?



MR, CANAVAN. |I'mthinking here. The fact that -- |I'm
going to assune sonething here, but the fact that they had a
CSG and they thought it was inportant enough to get all the
right people in the room to include State, CI A DOD, FBI, FAA
et cetera, that, and knowi ng Dick Cl arke, he just didn't have a
meeting to have a neeting. He was passing out information, and
he was al so sonetinmes he was asking for nore information from

sonme of these organizations -- that there was a probl em out
there. And | would believe that these people would go back to
their organi zations and then they would tell, you know woul d

pass up that there may be a probl em here.

M5. GORELICK: Did you brief Secretary M neta yourself
on this issue?

MR. CANAVAN. No. | passed up the ICs through ny
chain, which they would go up from | would sign them They
would go up to Monty. He would do it. They would go up to Jane.
And then at that point in tine it was up to them You know, |
could brief it or they could go over there and brief it
t henselves. It's up to them-- depending on just how critica
it was.

M5. GORELI CK:  So you passed the information circular
up the line and your assunption is that that piece of paper
noved up the three or four levels within the organization?

MR CANAVAN: Yes.

M5. GORELICK: In answer to sone questions about the
red teans, | think you said that when reports formthe red teans
went up the line, that as they went up two and three and four
| ayers, that the reports mght |ose sonme of their intensity,
that they could get watered down in inpact. Can you inagine
that the same thing m ght have happened with an information
circular that you copied up the line, and then they --

MR. CANAVAN. No. They would have to conpletely
rewite it, and then they would have to sign it.

M5. GORELICK: Ch, |I'mnot suggesting that -- |'m
sorry, | amnot suggesting that the witing would get changed,
but just the level of intensity, if you were sitting there as
Secretary M neta that you mght not see it as intense if, A you
don't hear it in person fromthe National Security Council; or,
B, you get sonething from soneone of considerable responsibility



at your | evel, but neverthel ess several |ayers down in the
organi zati on?

MR. CANAVAN. Well, they can read it. | mean, it was
pretty cut and dried. It said, for the one on July 18th, “we
have no specific information on threat to civil aviation. The
FAA urges all civil aviation security personnel to continue to
denonstrate a hi gh degree of alertness.” Again, these things go
out based on what we're being told.

To get back to the red team |'mthe one that
passes out the information on the red teamfor the staff and to
the airlines and that. D d Ms. Garvey see sone of the red team
results? Probably not. But these were things we were worKking
internally to fix where we knew there was a probl em

M5. GORELICK: What I'mtrying to get at is the |evel
of intensity of response to the threat warnings that were com ng
into our governnent as a whole. And we know from your testinony
and fromother information that is already in the public record
that there were these counterterrorismsecurity group neetings.
We are unaware of any neetings above the CSGlevel. And so just
for the record I'masking you — you’ ve specul ated, and | am
aski ng you, Do you know of any neetings above your |evel?

MR. CANAVAN:  No.

M5. GORELICK: Do you know of any instruction to the
intelligence agencies to surge their intelligence? Do you know
of any alert that went to NORAD to be particularly on the alert
as a result of these neetings?

MR. CANAVAN:  No.

MS5. GORELI CK: Thank you. One other question. Soneone
of your background and tenure who is brought into the civilian
agency at the level you were brought in at mght be assuned to
serve nore than ten nonths. And | knowthis is a sensitive
question, but | really just want to ask you whether you cane to
a substantive parting of the ways with your superiors at FAA and
t he Departnent of Transportation.

MR. CANAVAN. We had a di sagreenent on an issue that |
couldn't support. That's really all "Il say in this forum

MS. GORELI CK:  Thank you.



MR. KEAN: And finally, Comr ssioner Fielding.

MR. FIELDING Yes, General, thank you for being with
us. Sonme of ny coll eagues have asked you sone of the questions
that | was going to ask, so | would just briefly -- obviously
we'll want to follow up with you on your | ast answer, however.
But it seens to nme in |ooking at this and the security systens
wi th which you were involved that screening is a very vital part
of the security systemand a very vul nerable juncture in the
security process. And yet prior to 9/11 screeners were only
required to have three hours of on-the-job training, as we
understand it. Now, is there a way to reconcile that with the
intensity and the sensitivity of the mssion they were
perform ng?

MR. CANAVAN: Sir, as | renenber it, it was 12 hours of
formal instruction, and 40 hours of QJT under supervision on the
site. That was the standard.

MR, FIELDING That's very hel pful, thank you. The
other thing is that in your prepared testinony, and your
testi nony today, you said that -- you were tal king about the
counterterrorismsecurity group neetings that Commi ssioner
Gorelick was just asking you about, and you said, "Nonethel ess,
the entire CIG comunity, including | aw enforcenent,
intelligence agencies, were placed on the highest alert. W al
sent out notifications that heightened security neasures be put
into place imedi ately.” The FAA sent out SDs and I1Cs to al
interested parties. Didinterested parties include the
airlines?

MR. CANAVAN: No, that's not a good term It went out
to every -- airlines, airports, all officials, all security
officials that we had regul atory oversight.

MR. FIELDING So --

MR. CANAVAN. That's not very well stated. It went to
everyone who was supposed to get a copy of it.

MR. FIELDING And the ‘supposed to get a copy of it’
i ncl uded the airlines?

MR. CANAVAN. Yes, of course.

MR. FIELDING The reason |I'masking is that M. My,
on behal f of ATA yesterday, his testinony indicated that the FAA



provided the airlines with no specific guidance and credible
i nformati on about hijackings during all of 2001 up to and

i ncludi ng Septenber 11th, and that you issued no rel evant
security directives in that regard.

MR. CANAVAN: The security directives -- we had five
that were still -- you have to, when you open up a security
directive, you have to close it. So you have a continuation of
security directives over time, and until you close it that
security directive was still in force. And a |lot of what we saw
this summer -- those security directives were still out there
and they were in force. The only information we had -- again,
it gets back to the intelligence piece -- we really had no
credi ble or actionable intelligence that told us this was really
going to happen. In other words, this is a real threat, we are
hearing, this, this, this, this and this fromthis organization.
It was just again in the chatter piece so to speak. None of it
was ever tal ked about being held in the United States. It was
all overseas -- Israel, Europe and sone other -- | f or get
where else. So that's with these -- when we put out these SDs,
and also the information circulars are the same type of thing --
it says like on January 1st, "Alert U S. carriers to the
continuing possibility of violence against American citizens and
interests throughout the world due to the unrest in the Mddle
East.” |In other words, if you are flying into the Mddle East -
- Delta Airlines, then, you know, pay attention. Up your |evel
of alertness there at Tel Aviv when you are boardi ng passengers.
That type of thing.

But, again, there was no actionable intelligence that
even hinted to nme, or to anyone within nmy organi zation, that

there was a threat to aviation. Wat we did -- again, you know,
you just kind of ook at it and say, Well, in 1998 there was the
fatwa and that thing was still out there. Bin Laden did say he

wanted to do certain things. And so a prudent person says,

Ckay, this is what we are reading, this is what we are seeing.
So, you know, pay attention to what you are doing here. And we
also -- this went out to the agents too, and that's where -- and
when you do that you increase your inspections also. So those
are certain actions that take place.

| don't know if |I'manswering your question, but --

MR. FIELDING Well, but | amtrying to determ ne
whet her in fact you issued during the year 2001 to the airlines
security directives dealing with anything having to do with
terrorism



MR. CANAVAN.  Yes. | don't have themin front of ne.
MR. FIELDING No, but could you supply themto us?

MR. CANAVAN. Sure. W had five, | believe -- 15 IGCs
and five SDs during that period of tinme that discussed what you
are tal ki ng about.

MR. FIELDING Well, thank you very nmuch. That's all |
had, M. Chairnman.

MR. KEAN. Ceneral, thank you very nuch for your tine
today and for your service. W appreciate it.

MR. CANAVAN. Thank you

MR, KEAN: 1'd ask M. MHale, Myjor General Steele,
Ms. Schi avo.

This is now Stephen MHal e, deputy adm nistrator
Transportation Security Adm nistration. TSA has assuned
security responsibilities not only for aviation, but a nunber of
ot her transportation nodes as well. Following himwll be
Retired Major General O K Steele. W have asked himto focus
especially on the Lockerbi e/ Pan Am Conmm ssion recomrendati ons in
hi s perspective as associate adm nistrator for civil aviation
security when the report was issued in 1990. Qur final wtness
-- or whatever order you go in -- | know you've got a tine
problem [|'d ask everybody to summarize and just get into
guestions. Ms. Schiavo?

M5. SCH AVO Schi avo.

MR. KEAN:. Schiavo. Forner inspector general for the
Departnent of Transportation, and she has a nunber of
perspectives on these various issues. So who would |ike to go
first?

M5. SCHHAVO | have a tinme problem so -- MW
instructions were to summarize in three mnutes. |s that
correct?

MR. KEAN:. Yes, go ahead. Move things along, and I
apol ogi ze to the w tnesses.



M5. SCHI AVO. That's all right. Wth your perm ssion
then I will just submt ny entire statenment for the record with
the attachnents, and I will summarize it very briefly.

Just following up on a couple of things that the
previous witness said, | think I can shed light on a few
guestions. For exanple, you asked him and he conmented about,
t he negotiating down of the fines and the problens that were
found. Wen | was inspector general we actually investigated
that. W | ooked at what was the result of the fines that were
proposed for very serious violations and what happened to them
Wiy was no one ever held accountable? And the problemwas that
it turned out to be about 10 cents on the dollar. You would see
a lot of big fines proposed, a |ot of saber-rattling, a |ot of
tough tal k. But nonths or years down the pike, when all the
attention of the hour went away, the real result was about 10
cents on the dollar. And I did put in ny testinony over the | ast
three years preceding the 9/11 attacks both the carriers,
American and United, did have record nunbers of fines, one at
$3.4 million and one at 3.6. But when you consider that's about
ten cents on the dollar, that would recognize a really
staggeri ng nunber of violations. And, as the previous w tness
said, in sonme cases it becane paying as opposed to inproving,
because it was easier to pay the fines and go on without a big
i nvest ment .

Anot her thing that is very, very inportant to note, and
| nmust take a little bit of issue wth sone of the previous
testi nony, and because it's a very comon public m sconception,
is that the responsibility and the obligation for security is
now passed fromthe airlines to the TSA. Nothing could be

further fromthe truth. | have put in ny testinony what the
current lawis. The current lawis very simlar to the previous
law in that both airlines and airports do still share security

responsibility. And | agree with the previous witness it is
absolutely inperative. You cannot possibly lift that fromthe
airlines or airports, because then you have | ost a very

i nportant conponent of your triad for safety and security in
this country. But it is still the |law that they are responsible
for it. And that's why the actions commttee is so very

i nportant, because what we have seen tine and tine before is
that there really isn't any accountability. You have these
tragedies -- and | put in ny testinony sone -- hopefully sone
rat her sobering nunbers. W hear a |ot of testinony, a lot of
public urban | egend about nothing like this has ever happened
before. It hasn't happened in the United States. Planes have
never been used as weapons of terror or destruction. And in



many cases | had to resort -- and | want to point this out
because it was very inportant -- in nmany cases to do our
original research we had to result to nedia reports because,
anong other things, |lots of obscure governnent regul ations

sonetines inhibit good institutional nenory -- for exanple, the
sundown rul es on governnment records. W very routinely -- and
was a governnent enployee nyself for, | suppose if you add al

the service together, alnost two decades. But the problemis is
you toss out your records, you send them off to Boyers,

Pennsyl vani a, you shred themup in the shredder -- legally, I

m ght add, after three years. And there goes your institutional
menory. Parties change, people nove on, people retire, and
everyone ceases to renmenber what has really happened.

And if, with your permission, I'll stand up here
for a second, because | think I can shed sone |ight on sone of
t hese now erroneous m sconceptions about security. First of

all, about the warnings -- and I put this in ny testinony --
everybody said, Well, nobody knew about any direct threats. W
t hen had Condol eezza Rice tal k about 15 very -- there's an
argunent over define "specific" -- but they are pretty specific
warnings. In fact, we had in the Federal Register on July 17,

2001, sone rather alarm ng |anguage. And, by the way, the
carriers were alerted to this, because they responded to this
noti ce of proposed rul emaki ng, conpl ai ni ng about the expense
that the security would cost them So they were very clearly
put on notice, because they conplained. And, in particular,
this Federal Register, published for all to see, clearly still
out there for us |lawers to go get, said, "The terrorist threat
level in the United States over the next decade will remain at
| east as high as it is and will probably rise. Expanding

geogr aphi cal range of terrorist activity is increasingly
evident. Menbers of foreign terrorist groups, representatives
fromstate sponsors of terrorism and radical fundanmentali st

el enents are present in the United States."” This particular
Federal Register goes on at length. |Indeed, there were
addi ti onal pages tal king about the threat, and in particular it
poi nted out the threat events in Asia in 1995 in which attacks
on 12 jetliners and attacks on buil dings was anti ci pat ed.

And finally, it goes on to nention that civil aviation,
and | quote, "Civil aviation targets may be chosen by terrorists
even if alternative, and softer targets are avail abl e,
especially since an attack on aviation seizes the public's
i mgi nation to a degree unequal ed by other types of attacks."
Sol find it interesting that a |ot of after-the-fact facts are
being created, but there it was in the Federal Record.



Another thing that's inportant to point out is what the
threat really is. And | think the m stake we have made so many
times in the past is that as a nation we continue to respond to
the | ast attack. So we were busy tal ki ng about bonbs in
sui tcases, when there were many other things going on. And so |
put in there, and again, for a |ot of these, because the
institutional nenory is gone, we had to resort to public
accounts of things that have happened. And we had many things
happen. [In 1970 to 2001, hijackings, cockpit intrusions were,
contrary to what people say, conmmon -- bonbi ngs, shootdown and
air rage incidents.

In the short nonths just preceding 9/11, we had 30
cockpit intrusions. The thought that you can't get into the
cockpit is belied by the facts. There they were, 18 nonths.
Now, we are all talking about bonbs on jetliners, bonbing the
pl ane, sonething we are all busy as a nation and as a gover nnent

focused on on 9/11. Indeed, | was able to find 31 from 1970 to
2001. But there were nmany other things going on. 1In
particular, there was lots of air raging -- things going on in
airplanes. | use United' s own nunbers for that: 531, 621, 454

-- and they didn't have any data for 2001. The FAA didn't match
even United' s, which was interesting. The FAA s range from 320
to 266. There was a whole | ot going on on those airplanes,

i ncludi ng cockpit intrusion that our data wasn't coll ecting.

In particular, the air rage incidents often turned ugly

and violent. Indeed, passengers and others were harnmed -- or
died -- before 9/11. Wwen | resorted to |ooking, not on our

of ficial governnent reports, but |ooking to the First Amendment
for sone real data, | got an astoundi ng 47,402 from 1994 to

2001. And the nost astonishing figure of all to ne, and a real
alarm and | know it's not exactly what the hearings are about,
but the whole idea is to protect Americans was this nunber.

Wien | resorted to | ooking at reports other than official
governnment reports to find instances where planes were shot at
or shot down, in particular two weeks ago or a few weeks ago we
heard about the incident against the Israeli plane, and people
were saying, Well, that's hasn't been done before. It has -- 59
times | found when | resorted to data other than just governnment
data where that's occurred.

And finally, the biggest shock, when | did research
across the board, is | cane up with 823 airlines hijacked from
70 to 2001; 115 of those hijackings the passengers or the crew
were able to overcone them were able to fight back. Look at



t hat savings there. They were able to save their |ives, save
the plane, save the carrier, in those incidences. So in this
country we had all these supposed these warnings, these things
t hat went out, but no one was allowed to know. Even now after
the fact they are saying, Wll, these are all secret, you can't
know t hem  Sonet hi ng coul d have been done, even with
information. Informati on nmay have i ndeed been the nost powerf ul
weapon we had, and not only was it not told to the persons who
m ght actually been able to do sonething about it; now, in
retrospect, it's all a big secret.

Finally, we had 109 airlines on U S. soil; 58 on
foreign soil. Surprisingly, 11 foreign on U S. soil.

And probably the biggest or nost alarm ng urban | egend
that has cone out, and | have a difficult time figuring or
excusing that was accidental -- is the after-the-fact statenents
that no rules were broken on 9/11. What could you have done?
Not hi ng was wong. Nobody viol ated any | aws, nobody vi ol at ed
any federal regulations. That is absolutely false. 1In ny
statenment | go over the various federal regulations that require
security on the various carriers and obligations on them And
t hen of course we all heard, including persons you have heard
from who went on the nedia to say box cutters were all owed.
They were not, nost assuredly not, allowed. This cones fromthe
regul ati ons and the guidelines that the carriers use to do their
security. And, by the way --

MR. KEAN: We're exceeding the three mnutes a bit.
(Laughter.)

M5. SCH AVO. Ckay. And neither was pepper spray.
Pepper spray absolutely not allowed. Two, we know for a fact
they didn't find any of them because certain events are
supposed to happen when you find those. None of those events
happened. So there's a |lot of urban | egend out there going on,
but it's inportant to get the facts out so this isn't repeated,
and to |l ook at the other possibilities.

MR. KEAN. Thank you
MS. SCHI AVC.  Thank you.
MR KEAN: M. MHal e?

MR. McHALE: Good norning, Governor Kean and
di stingui shed comm ssioners. | am happy to be here on behal f of



Adm ral Janes Loy, the admi nistrator of the Transportation
Security Admnistration. Unfortunately, he wasn't able to be
here today, but | amsure he will be glad to answer any
guestions you may have for himat a |ater date.

At the outset, on behalf of all TSA | want you to know
t hat each day our thoughts are with the famlies and friends of
t hose who perished in the terrorist attacks on Septenber 11th.
Their | oss has steeled our determnation to fulfill the
responsibilities that the president and Secretary R dge,
Secretary Mneta, Congress and the Anmerican peopl e have
entrusted to us.

The nine stars and el even stripes behind the Anerican
eagle on our logo are a daily rem nder to us of the inportance
of our responsibilities. Using a systens approach, we have
established a network of overlapping |layers to prevent and deter
terrorists fromusing our aviation systemas a target or a
weapon. Today, highly trained federal enployees screen every
bag and every passenger at al nost 450 conmmercial airports.

Ai rport checkpoints are redesigned. W use state-of-the-art X-
ray systems and netal detectors. Explosive detection systens
are installed in airports across the country. W have expanded
the federal air marshal service fromjust 33 on 9/11 to the

| argest, best trained and nost professional air protective force
in aviation history. Bonmb-sniffing canine teanms work the entire
ai rport environnment, randomy screening checked baggage, cargo
mai |, searching unattended bags, responding to bonb threats, and
at higher threat |evels checking vehicles approaching termnals.

The Federal Aviation Adm nistration has ensured that
cockpit doors are hardened on all passenger aircraft. And just
recently TSA has begun depl oyi ng volunteer armed pilots as
federal flight deck officers. And through our 19 overseas
of fices, we continue to work aggressively with our foreign
counterparts to ensure the security of international aviation.
Most inportantly, we have dramatically increased intelligence
collection and sharing on threats to transportation. Qur
Transportation Security Intelligence Service receives, assesses
and distributes intelligence on threats to transportation and
operates an around-the-clock watch tied to all national and | aw
enforcenent intelligence prograns. W have direct connections
with our field operations across the country and security
centers of major transportation stakehol ders.

As part of DHS, we are now integrating our intelligence
anal ysis and products with other intelligence communities of the



department. The top DHS and TSA | eaders receive daily
intelligence briefs. W know that our enemes are alert and
resourceful, perpetually probing for weaknesses in our systens,
and TSA reassesses its operations and policies to seek

i nprovenent to neet new and evolving terrorist threats. W have
tried as hard as we can to learn the | essons of 9/11, and we
have tried to build theminto our corporate culture.

To help TSA maintain a high | evel of performnce and
continual ly inprove, TSA conducts aggressive covert testing --
we don't use the term"red team"” but perhaps that's an easy
shorthand for you -- conducts aggressive covert testing of al
avi ation security systens, including screening checkpoints,
access control, baggage screening systens and catering security.
These tests are intentionally designed with a high probability
of beating the system sone of the tinme. |If we were not so
aggressive we would not be able to identify vulnerabilities and
avenues for inprovenment. Admral Loy and | and other senior
menbers of TSA are briefed on the results of those tests. These
tests provide instantaneous feedback, and after the tests are
conpleted in an airport, the testers sit down with the screening
managers and the screeners thenselves to explain how they beat
t he system when they' ve beaten the system so that there can be
i nstant feedback and opportunities for on-site training of
airport security personnel.

Let nme address, if | could, M. Chairman, those airport
security personnel. W are inmmensely proud of our screener work
force, and they conme fromall walks of [ife and are notivated by
a strong desire to make sure that nothing Iike 9/11 happens ever
again. But as with any large work force put together in such a
short tine, we face challenges. The first is budgeting -- the
need to bal ance payroll agai nst operational support needs. It
does no good to hire the best and to give themthe best training
if you cannot support themon the job. W nust provide them
with continuous training and recertification. W nust give them
the best tools to do the job, and we nust maintain those tools.
And we nust al so ensure that all airports are properly staffed.
Accordingly, and with nuch internal pain, over the next three
nmonths we will be reducing our work force by 6,000 screeners, to
ensure that the 49,000 who remain are well supported and we are
distributing the screener work force from sonme over-staffed
airports to sone under-staffed ones. But in managing this
reduction, our nunber one concern is to maintain the highest
| evel of security. W are also going to extraordinary |engths
to check our screeners' backgrounds, and we continue to do so.
Al'l screeners are fingerprinted and checked agai nst FBI records.



They are also subjected to Choice Point and OPM background
checks. Virtually all had the FBI and Choice Point checks
before they started work. And as we now conpl ete the | onger,
nore detailed OPM checks, we are noving quickly to address any
probl ens that are uncovered.

Looki ng ahead in aviation security, TSA is pursuing a
dual path of inproving its core security prograns at comercia
airports, while launching new neasures to protect aviation
facilities, air cargo and general aviation from possible attack.

To identify potential airport perineter
vul nerabilities, we are conducting inspections of facilities and
critical assets at each airport, and devel opi ng count er neasure
to thwart potential threats. For exanple, we are conducting
detailed site assessnents at over 50 airports to identify areas
of vulnerability to shoul der-launched air defense mssile
systens, and we are educating | ocal |aw enforcenent
organi zations to that threat.

TSA is noving forward to increase security of maritine,
transit, highway, rail, and pipeline systens, and | detail sone
of those efforts in ny witten testinony. W are working on
many ot her fronts, such as awarding grants to i nprove the
security of ports and cargo, and working with the Coast Guard
and other parts of DHS and DOT to design a terrorist risk
assessnent tool tailored specifically to maritine and surface
transportation facilities. W are working with our other
federal partners to ensure internodal consistency in setting
assessnent and security inprovenent standards proportionate to
risk for the national transportation system

In acconplishing our mssion, we are acutely aware of
t he chal l enge in maintaining bal ance between freedom and
security, and between security and customer service. Qur
mssion is sinply stated: it is to ensure the fundanental
Anerican freedom the freedom of novenent for people and
commerce. We will neet the needs and expectations of the
Anmerican people with the greatest consideration for their
privacy and the | east disruption to their routine behavior. But
we must protect themfromterrorist attacks so they feel free to
nmove. Qur top priority is providing nmaxi mum security with
m ni mum i ntrusion.

Thanks to the teamwork of TSA and our partners in
private industry at DHS and DOT and in state and | ocal
governnments, our nation's transportation systemis nore secure



today than it was yesterday, and it will be nore secure tonorrow
than it is today. W look forward to working with the

conmmi ssion in the com ng nonths as you devel op recommendati ons
for aviation and trading partner security, and of course |'m

pl eased to answer any questions you nay have.

MR. KEAN: Thank you for that. GCeneral Steele.

MR. STEELE: Governor Kean, distinguished nenbers of
the Commi ssion, | am Major Ceneral OK Steele, United States

Marine Corps, retired. | served as the assistant adm nistrator
for civil aviation security from1l Novenber of 1990 to 1
Novenber of 1993. You have ny statenent in the record. | tried

to highlight those years that | was in active service; in the
second part | try to address the future.

That summarizes mne, except that | would like to nake
one correction fromwhat you heard yesterday. Your | ast
wi t ness, M. Dzakovic, nentioned that he believed that | was
fired or had to | eave under force or sonmething |ike that.
That's not actually true. Wen | was hired as ACS they had to
do it under a somewhat very quickly and under a kind of
energency situation. And under the rules provided, | believe by
the Ofice of Personnel Managenent, the secretary of the
Treasury or the secretary of transportation had that authority,
and he could vet nme as an ACS without having to go into any sort
of conpetitive selection process. And that's what was done.
But it could only be done for up to three years and then had to
be re-vetted. It was ny choice to | eave after three years.

MR. KEAN: Thank you. Congressnan Roener?

MR. ROEMER: Thank you, M. Chairman. Thank you again
for your testinony here this afternoon. And, M. Schiavo, |
hope you can stay with us a little while. Your testinony is
very intriguing and extrenely interesting to us. Let ne start
wi th the whol e concept here of your background. For those that
don't know, you were appointed by President Bush -- is that
right?

MS. SCH AVO  That's correct, the first one.

MR ROEMER: The first President Bush. And the first
President Clinton, if that's a termto be used -- | don't know
if that's --

M5. SCH AVO. | guess we could say that.



MR. RCEMER: President WIliamJefferson Cinton
appoi nted you or kept you in place --

M5. SCH AVO. The nmal e one.

MR. ROEMER. -- as the inspector general at the
Departnment of Transportation, is that correct?

SCHI AVO That's correct.

RCEMER:  And you were there from 1990 to 19967

> D B

SCH AVO That's al so correct.

MR. ROEMER. And we are going to hear a lot | think
over the course of the next 12 nonths about actionable
intelligence and strategic intelligence and predictive
intelligence, and maybe even prescriptive intelligence.
Actionable intelligence, if it is what M. MHale mght think it
is -- is that, Ms. Schiavo, when sonebody says, "John Brown is
going to bonb the Hoosier Donme in |Indianapolis on August the
16t h, 2004"?

M5. SCH AVO. Wl l, that depends who you ask.
Including the tines that | was in the Departnent of
Transportation, the Federal Bureau of Investigation is the
entity that makes the threat assessnent and then provides the
additional intelligence, which of course the FAA fans out to the
airlines. But the difference in that, or the key in that
statenent is the regulations, the security regul ations, the
operational effect at the airports and the airlines is not

supposed to fall down to illegal levels, if I may say that.
Because, frankly, when you don't neet the federal aviation
regul ations you are operating illegally. And so the threat

assessnment was not supposed to be used to say, Ckay, today you
really do have to do your job, as opposed to the other 364 days
of the year when you can slop off, go to sleep, and hire felons
to do your security. So | think one of the biggest problens we
have, if everybody is tal king about actionable intelligence, but
for the levels that we are tal king about at the airport, they
aren't intelligence officers. And so | think in sone ways it's
a msnoner to get hung up on who said what to whom

MR. ROEMER. So warnings coming in, if | understand
what you just said, warnings comng in can take all kinds of
different variations that can be threats overseas, it can be



chatter in the intelligence, it could be sonething that happened
in the Philippines or other places. |Is that correct?

M5. SCH AVO.  Sure.

MR. ROEMER  So we coul d have information circulars and
security directives triggered by these little bit nore vague
activities that seemto be occurring nore and nore and nore as
we reach the spring and the sumer of 2001. |Is that correct?

M5. SCH AVO. Well, that's correct. And | think that
you have seen that in the 15. For exanple, one was very
speci fic about cell phones and others were | ess specific, |ike,
people are training to hijack

MR. RCEMER: Let nme get there. Let nme then with that
in mnd, back in 1994 and '95 it was discovered that Gsama bin
Laden had a plot, called the Bujinka plot, that was discovered
on a hardware drive in Manila, that outlined the possibility of
blowing up 12 airliners over the Pacific, and also crashing a
pl ane into Langley in the donestic United States. He also
specul at ed about testing that, and had a bonb on a pl ane, that
t he bonb went off, the plane |Ianded, | think one person was
killed. You were in the Departnent of Transportation as |G at
that point. D d you recommend any changes after that took
place? Did this hit your radar screen? Did the governnent in
t he Departnent of Transportation do anything about this warning?

MS. SCHI AVO.  Actually during that period of tine we
did two major security reviews, and we nmade a nunber of
recommendations. The first one resulted in Congressiona
hearings in | believe "92 or '93. The second one resulted in
hearings in '96. And so we had two ongoi ng overall reviews for
that, and I will say that probably the sort of highest |evel of

attention still centered on events that were closer to honme in
terms of things that actually affected the United States. There
was still a ot of work on the Pan Am aftermath, trying to get

t he Pan Am recommendati ons inplenented -- which sonme of them
never did get inplenented -- and working on the buildup to the

Atl anta d ynpics.

MR. RCEMER: So in your two nmmjor investigations, did
anything change as a result of the attention that you brought to
t hese deficiencies?

M5. SCHI AVO Tenporarily. Wen we would investigate,
when we woul d nmake these findings, and we were very simlar to



t he gentl enmen you heard fromyesterday fromthe red team we did
very simlar work, and people would get sort of excited and
there would be a I evel of enthusiasm For exanple, we did it
twice in six years, and then it would cal mdown, and people
woul d sort of lose their drive. The big problemwe had on our
second major investigation is we learned |ater, and the extent
of which I had only | earned fromsone of Bogdan's testinony --
t he second investigation that we did probably was not as
accurate as it could have been, because many of the airports
were warned that we were coming, including by the FAA. So sone
of that was conpron sed.

MR RCEMER So, if | could fairly sumup what you' ve
sai d, epheneral tenporary changes, nothing that permanently
woul d alter the way that sonebody could exploit the system at
t hat point.

M5. SCH AVO I n docunentable, statistical changes they
reverted quickly to their old patterns.

MR. ROEMER Let's start to junp ahead then to right
into the spring of 2001 and the summer of 2001. | think
Commi ssi oner Ben- Veniste and nyself outlined a host of
different intelligence discovering by the intelligence community
that started popping up through the next five or six years,
including the Los Angeles incident at the m |l ennium where
sonmebody was going to explode a bonb in the LA Airport.

Then we conme into the spring, and there are 15
information circulars issued, and there are five security
directives issued in a fairly conpressed tine period. 1Is this
hi ghly unusual, this nunber 20? |Is this standard? G ve ne sone
sense of how these peopl e readi ng these kinds of security
directives mght be alarnmed at this, or sinply this is just
standard operating procedure for them

M5. SCHHAVQ That's a -- | nmean, | don't call it
chatter. | nean, that's a lot of information, and that's a | ot
of warnings. And you know | have sone information that doesn't
stemfromny service in the governnent. For exanple, | nean now
a lot of people call me with i nformati on because of the work
that | do correct. And, for exanple, | have |l earned that there
was sone di scussion, that there was extra attention, if you
will, during that period of tinme, and there was a hei ghtened --
| don't want to say "alert,” but there was -- and "chatter”

seens to be the word that everybody uses. So there was sort of
a heightened chatter level, and things were going on. There was



di scussi on about the situation and training, et cetera. But,
again, you got down to the problemof intelligence doesn't go to
the [ ower | evel people who are supposed to be doing their jobs.
So did that translate into operational success? Cearly not.

MR. ROEMER  You nentioned in your testinony, in your
witten testinony on page 13 anyway, an August circular, and you
mention the national security advisor, Condol eezza Rice, in
this, and she nentions the possible use of cell phones and key
chai ns and pens as weapons and so forth. |Is this sonmething you
cite because it happened at that tinme, or is this sonething that
the national security advisor explained after Septenber 11th?

M5. SCHI AVO. No, | mean -- that happens to be one
of the ones |'ve seen. | nean, that was one of the warnings
that went out during that tine. The reason | used her sunmary
fromthe news nmedia is obviously including in the litigation we
have not been able to get those warnings yet.

MR. RCEMER: And what l|itigation are you involved in?

M5. SCHIAVO CQur firmrepresents a nunber of the
passenger famlies who perished on 9/11, and that litigation is
proceeding in New York City.

MR. ROEMER;, And just to be clear for the record, how many
peopl e do you represent in that?

M5. SCH AVO.  Forty-seven.
MR ROEMER  Forty-seven.
M5. SCH AVO. Only passengers.

MR. ROEMER: You al so nmentioned in your testinony --
you tal k about citing information that credited FBI sources with
respect to pre-positioned weapons, a targeted fifth plane, the
possession by terrorists of ranp passes, security badges and
pilot credentials. |Is this information that you gathered from
medi a accounts and nedia sources, or is this sonething that you
got from ot her accounts? Can you be nmuch nore specific as to
what you have evi dence of here?

M5. SCHIAVO Right. Certainly nost of the things
credited to the FBI sources, as | nentioned they were credited
in public or nmedia reports w thout persons' nanes attached to
t hem



MR. ROEMER Do you have anything else that you can add
to that?

M5. SCHI AVO. Again, the information that we have in
the litigation has not come fromactual litigation, because so
far the governnment has said it's sensitive security information
But | have talked to certain other witnesses. But in terms of
actually getting the FBI reports, no, we do not. W do not have
t hose reports.

MR. ROEMER  You nmentioned, and | think M. MHale
mentioned red teans. | think M. MHale referred to them as
"covert teans," or "covert testing progranms.” W had a wtness
here yesterday that you call a hero in your witten testinony.
He is very critical of these red teanms' perfornmances. That the
information doesn't get to the appropriate people. And he al so
went on to say that they are not aggressive at all now, | think
it's fair to state -- not quoting him but paraphrasing him!l
think that's what he finally said. Do you think that these red
teans are aggressive enough today to test the systemthoroughly,
to make people feel safe?

M5. SCHI AVO |t depends who their |eader is and how
much support they get. | had the sanme kinds of teans, and m ne
were very good, but they got very disillusioned |ike Bogdan,
because when you woul d see that the admi nistration didn't
respond to what you found, they got quite disillusioned. But we
t hought they were quite successful, and we, for the ones that I
had, we got sone really tremendous findings and | ocated sone
vulnerabilities. | thought they were successful.

MR. ROEMER. And how do you nake sure -- how do you
ensure that these red teans are successful in the future? How
do you, as an inspector general who is sonmewhat insulated in the
system for very specific institutional reasons, how do you try
to make sure the red teans have the autononmy to do their job
well, to potentially enbarrass people and get good results of
weaknesses in the system w t hout being punished for that? Were
is the balance there? How did you achieve it in your tenure
t here?

M5. SCHHAVO Well, | awarded those who did it. But |
was criticized for that too. | was called "The Gotcha IG" So
| nean | rewarded them | liked it. They certainly weren't

puni shed for making great findings, and they were rewarded for
that. But | wasn't in the line-up of the FAA. | was an



i ndependent, had an independent organi zation. W didn't have to
answer to the FAA and technically not even to the secretary of
transportation. So ny enpl oyees were rewarded and renai ned |
think pretty tough

MR. ROCEMER: Well, again, | don't want to take up a | ot
of time. | want other comm ssioners to be able to ask sone
guestions as well, too. But we appreciate your testinony, and I
W ll turn over the rest of that tinme to Conm ssion Gorton.

MR, GORTON: M. MHale, you are wel conme here, and I
hope and trust that you can answer the w dest range of
questions. You won't be offended by our view that we really do
need your boss. W need the admiral. You' ve said that that wll
be the case in the future, but I think | need to begin this by
rem nding you of that. W are going to need the nunber one
person here. But | think you can probably answer nost of the
guestions that I'"'mgoing to have. And | begin with this: What
per cent age or what nunber of boardi ng passengers have been in
the recent past stopped because they were discovered with
prohi bited articles? Qut of every thousand passengers, say who
attenpt to board, how many are stopped and not just exam ned,
but are actually found to have prohibited articles on their
person?

MR. MCHALE: We actually -- 1 think I look at the
nunber a little bit differently than that, because what we | ook
at is the nunber of things that we recover. | amnot sure |
have a specific per one thousand passenger nunber for you. But
we have recovered well in excess -- alnost | believe 2,000

firearns since we took over security. W have recovered hundreds
of thousands of knives. W recover a |ot of other kinds of
prohibitive itens, some of which are greater or |esser threats.
Passengers --

MR, GORTON: At this point I'mtrying to get at the
psychol ogy of that enpl oyee of yours who is doing this
repetitively, you know, hour after hour, day after day.

MR. MCHALE: | would say there are a significant nunber
-- even at a good busy checkpoint there are checkpoint there are
mul ti ple recoveries of prohibited itens every day. Most of
those are relatively small itens, sharp objects, things |ike
that. Firearns would be rarer, but at our major airports every
single one of our major airports nakes nultiple recoveries of
firearns every year.



MR. GORTON. How many or what share, say the people
that are stopped wth sone prohibited itemare carrying
sonething that is so serious or otherw se regarded as serious
enough security risk so that they are not permtted to board,
even after you have taken those articles away fromthenf

MR, MCHALE: Well, usually all. Generally people who
are carrying firearns or |arge knives generally are arrested, so
t hey obviously don't proceed. People that are carrying smal
items that may have been overl ooked in their packing or things
like that generally are going to be treated as just the item
will be taken and they will be allowed to proceed, although the
airline is consulted on that. There nay be instances where you
have sonmebody who tries to conceal the fact that they are
carrying a prohibited item even a small relatively innocent
prohibited item Wth that kind of conceal nent we will generally
stop them interview them They may be arrested. They're
al nost certainly in that circunstance going to mss their
flight, and it will be up to the airline whether they rebook
t hem or not.

MR, GORTON: Well, let ne again try to get you to be a
little bit nore precise. Qut of every thousand or hundred
t housand boardi ng passengers, how many are arrested?

MR. MCHALE: ©Oh, we have alnobst two mllion passengers
a day, and we probably have two or three arrests a day.

MR. GORTON: So approaching -- it's not nuch nore than
one in a mllion?

MR. MCHALE: Yes, right.

MR, GORTON: As sensitive as this question may be, what
is your current estimate of the nunmber of prohibited articles
that you m ss every day out of those alnost two mllion
passengers?

MR MCHALE: It's always very hard to estinmate what you
m ss, because you don't have it. W do sone -- we do do sone
checking, continue to do gate screening recoveri es.

MR, GORTON: Well, you have your --

MR. MCHALE: W have not generally recovered -- we have
actually rarely in those instances recovered |larger items, |ike
| arge knives and guns, although we have recovered those after



t he checkpoint. There was a very well known incident in New

Ol eans where that happened | ast year. But generally the itens
that are recovered at the checkpoint are the smaller itens. It
is a small percentage, probably in the --

MR. GORTON: Well, you have your checkers or your red
teans now who are testing. Wat's their share of success in
getting away with what they are carrying in the way of
prohibited itens?

MR. MCHALE: The red teans, we want the red teans to
break the system

MR. GORTON: | understand you do.

MR. MCHALE: So we send themout to break the system
When their success rate drops bel ow 50 percent, we tell themto
get harder. We tell themto work harder at getting it through -
- find other ways to get the itens into the system That's
their goal. So that's what we try to do with them W try to
find any possible way to get a prohibited iteminto the system

MR. GORTON:  All right, if your goal for your red team
is 50 percent --

MR. MCHALE: Right.

MR GORTON: -- isn't it likely that 50 percent of
those who are deliberately attenpting to beat the system and
have rehearsed for a while are not going to have the sane degree
of success?

MR. MCHALE: They might. Qur red team of course
under stands the system probably better than any terrorist does.
So they probably have an advantage over that. Wat we | ook at
is we want to make it as hard as possible for sonebody
intentionally to get sonething into the system basically so
that it becones al nost inpossible for themto plan to get
sonething into the system That way they will go to another
target.

Al so, | think the second thing, and very inportant to
point out here, is screening is just one |l evel of security.

MR GORTON: | will get to that in a nonent. Wth respect
to screening, however, is perfection obtainable?



MR, MCHALE: No.

MR. GORTON: How nmuch closer to perfection do you think
you can get?

MR. MCHALE: W are going to try to get as close as
we can. But it will never be perfect at all. There's no way it
coul d be. You have human factors, you have technol ogy
limtations, and you have the trenendous pressure of the crowd.
As | mentioned, we have alnost 1.8 mllion passengers a day. W
have huge nunbers of bags. So it's a huge job every day to
screen those people. | think we have to strive for perfection
but I think we would be fooling ourselves.

MR, GORTON: |'ve spoken so far of passengers and the
passenger checking. Could you give ne conparable answers with
respect to baggage checking? How nmuch checked baggage do you
stop because it has prohibited articles in then? And how
successful are your tests in getting things through that systenf

MR. MCHALE: There are obviously far fewer prohibited
items in checked baggage in the sense that there are few itens
on the list of things that are prohibited. Wat we do recover
occasionally are firearns that are in checked bags that are not
properly packed. You can pack a firearmin checked baggage if
you do it correctly and notify the airplane. W find several of
t hose a day, and take action agai nst the passenger, if
appropriate, with | aw enforcenent. W occasionally find things
i ke pepper spray or mace, which are regarded as hazardous
mat eri al and dangerous to put into checked baggage. W have not
found any bonmbs. W have only been doing it for about three
nont hs.

MR. GORTON: Let nme go to one other level, and | would
i ke you to describe what you think both the functions and the
effectiveness of the marshal systemis. \What share of flights
now, whether all flights or relatively |ong-distance flights in
which an aircraft taking off has a | arge anount of fuel on board
actually are protected by an on board marshal ?

MR. MCHALE: W don't discuss in open session the
depl oynment of the air marshals. | would be happy to provide
that in a classified forum | can tell you though that air
mar shal s today, unlike prior to 9/11, fly both donestically and
internationally, and we do cover a significant portion of the
flights.



MR. GORTON. Have there been any -- you can tell ne
whether this is classified as well -- have there been any air
mar shal arrests or interdictions of what appeared to be not
passenger rage but actual attenpts at hijacking or destroying
aircraft?

MR. MCHALE: There have been arrests of passengers who were
considered to be a potential threat. As far as | know there
have not been any attenpt to hijack U S. donestic aircraft since
we have been out there. So | think I'd probably have to | eave
it at that.

MR. GORTON: To what extent is TSA experinmenting wth
or considering either additional or certain fornms of profiling,
and tell me what they are at one end, and at the other end a
trusted travel er progranf

MR. MCHALE: The FAA has been using for years, really I
think since al nost shortly after Pan Am 103, sonething called
the CAPPS | system The CAPPS systemit is called -- conputer-

assi sted passenger pre-screening. It started off being used for
baggage screeni ng purposes -- what bags should be screened. But
it was expanded after 9/11 to help identify passengers. It's a

bit of an old system [It's an old technology based on airline
reservation systens, and frankly isn't up to the task that we
need it to do today.

We are replacing that over the sumer with what we call
CAPPS I1. CAPPS Il is an intelligence-based systemon the
governnment conputers. W will be using intelligence data
basically to devel op systens prograns to help us identify
patterns of terrorismand identify terrorists through that. It
is not, however, a systemthat draws on racial profiling or
anything like that. That's not really a very useful way to find
terrorists, if you | ook today at the Jose Padillas and the
Ri chard Reids, that kind of ethnic profiling could well |ead you
in the wong direction potentially. So we don't -- that's not
sonmething we really rely on

In ternms of registered traveler, that is probably --
the way we | ook at that today is that will probably be a portion
sonehow i ntegrated into CAPPS |1. Registered travel er system
woul d give us an ability to do a background check on a passenger
that would be far greater than anything we could do in the
commerci al environnment in which CAPPS has to operate. If we
could get a significant |evel of confidence in that, it would
hel p assure us that the passenger does not need to be subjected



to additional security nmeasures. But our expectation at this
time is that we will always maintain a certain | evel of security
screening for all passengers, regardl ess of whether they are
regi st ered.

MR. GORTON:. What's the source of your intelligence for
CAPPS 117?

MR. MCHALE: The intelligence community, the FBI --
basically the entire intelligence comunity.

MR GORTON: And is that a relationship with which you
are confortable that you are getting what you need?

MR. MCHALE: W have actually -- yeah, we have a very good
relationship today with the intelligence coomunity. W have
liaisons at all the nmajor agencies. Qur people there, their
peopl e, sone of their people, with us. There's a trenendous
flow of information. | was not at the FAA on Septenber 11th. |
came to DOT at the end of 2001. But talking to the people who
work for nme who were there, ny inpression is that the flow of
intelligence is far, far better today.

MR, GORTON: All of ny questioning -- ny questioning of
you and the earlier questioning has been directed at airline and
aircraft security. Close to 90 percent of your noney, as
understand it, goes into that formof transportation security?

MR, MCHALE: That's right.
MR. GORTON: And nore than half of that into screening.
MR, MCHALE: That woul d be about right.

MR, GORTON: I n your |ong-range point of view, is that
an i ndependent division of your resources? Does it reflect the
threat and the scope and seriousness of the threat when you take
transportation safety, which is the nane of your agency as a
whol e?

MR. MCHALE: Transportation Security. Yeah, we do. The
budget that we have, the division we have is required to neet
the legislative mandates that we have. One of the things |
addressed in ny opening remarks was the need to bring bal ance to
that, to bring balance to our very high payroll costs, to bring
operational support. And a piece of that also is to free up part
of our budget to drive it over to the other parts of our



m ssion, to look at the other parts of the transportation
system Asking a governnent bureaucrat whether he wants nore
money is kind of like putting a kid in a candy store. But, |
mean, | think -- | nean, the reality is we could use nore noney,
but we'll divide it up.

MR, GORTON: Yeah, but if you were not subject to
Congressi onal constraints and you had the anount of noney that
you did not, would you distribute it in the fashion that it is?

MR. MCHALE: | amnot sure that we'd reduce the anmpunt
of noney we are spending on aviation security.

MR. GORTON: But you might use an increase as sonmewhat
di sproportionately for other --

MR MCHALE: That's correct, that's correct.

MR. GORTON: General Steele, you were in at the
beginning in a very real sense of facing these problens over the
first three years. You' ve been an observer ever since, and you
see M. MHale who is in at the present tinme. Just in genera
ternms, how effective and how dramatic in your view have the
changes been? 1|s, given the nature of sone of the changes and
the threat, are we better off now t han we were when you started?
And if you just had one or two things to say we ought to have as
i medi ate priorities, what would they be?

MR, STEELE: 1'd be happy to answer that, Senator.
First of all, I have -- | amnot privy to the figures that are
com ng back fromtheir testing, whether that be done
el ectronically using the TIPS system which is both the training
vehicle as well as it can be used to eval uate screener
performance. | know what it was when | was there, but | don't
know what they are getting. So how much better are they is a
very, very good question. This much better? This nuch better?
That much better? | don't know.

I think instinctively everybody believes that the fact
that they are federal enployees and they have hi gher standards
now. They feel nore confortable about it with the security
conpani es. But they are the only ones who can really say that.
|, fromwhat | read though in the paper, and when | say close to
it, | say they're still being penetrated too often too easily,
even by the press and others who are out there to eval uate or
test the systemand publicize it. So that bothers ne.



A few other things, if I may. | happen to be a
believer in the CAPPS system but I was a believer in CAPPS I
The way M. MHale is describing CAPPS I, | am not saying when
that's going to be very successful. CAPPS | was sinply
devel oped by the airlines based on information they had to
separate the knowns fromthe unknowns. The president of Ford
Mot or Conpany is a mllion mler going through, we don't have to

spend nmuch time on him So it's a way to -- you know, the whole
system noves with bags and people at about every six seconds.
So it's a winnowing effect. |If we can get the knowns through

very, very quickly, that offers us an opportunity to spend nore
time on the unknowns. And that's what that was about. That
seens to have been reversed with CAPPS |1, and now they are
trying to identify a real threat out there, and | don't think
there is any way to do that frankly, w thout going into sone
very, very intrusive things which | don't think our society is
ever going to accept.

I could go on to sonme other things on --

MR, GORTON: Well, | asked you for your two highest
priorities.

MR, STEELE: Well, | would -- is that the |ast question
| am going to get fromthe Conm ssion?

MR. GORTON: | don't think so.

MR. STEELE: 1|'ve got sone views on a few other things,
on red teans and that sort of things as well, but I'll be happy

to respond.

| would Iike to nmake a point also -- | think the
guestion is about standards. Are we going to get 100 percent?
And of course | agree with M. MHale's response. And | think
you'll find everybody has said that, including the Chapter VIII,
as you |l ook at Pam McLaughlin's report also. She stresses that

point on national will. And | think everybody will say that.
Even the security guards at EIl Al will tell you exactly the sane
t hi ng.

But even on the EDS, the automated expl osive detection
systens, none of those systens were designed, nor did we certify
themto be 100 percent. W had to accept a probability
detection rate |less than that when we designed those. | won't
give it to you exactly what it is, but I amsure your, sone of



your staff will tell you. But none of it is designed to be 100
percent, even in our equipnent.

MR, GORTON: M. MHale, | had one other perhaps
phi | osophi cal question for you. How do you keep your screeners
interested and al ert when one out of one mllion passengers is
going to have a dangerous gun and be arrested for it? It just
seens to me the job is so routine that to keep people alert
constantly, when of course the only neasure of their success is
negative, you know, that nothing bad happens. How do you dea
with that?

MR MCHALE: That has been a concern of all of us |

t hi nk who have been in this business. It certainly has been a
concern of ours as we have built this work force and as we go
forwards. First of all, when we say one in a mllion, renenber

that we have alnpst two mllion a day, so that's a |ot of people
goi ng through the system So, you are right, it sounds |ike not
much, but as Ceneral Steele said it's really one person every
si x seconds goi ng through sone of these major checkpoints. It's
not actually all that unusual to find sonething significant.

But that's actually not what we rely on.

What we rely on is every day we send out to all our
airports, as well as all our air marshal bases, intelligence
briefs. They are actually brought down to a very |low | evel of
classification, since there's security information, so it can be
w dely shared. But they identify things that have occurred
around the world, or itens that have been found at airports, or
ways things have been conceal ed, or other sorts of information,
to |l et the people know every day that there is sonething, you
know, that things are happening out there, to rem nd them every
day that this is in fact a real war they are in, it's an ongoi ng
t hi ng.

We rely on our federal security directors, many of whom
have a sense of mlitary or police or |aw enforcenent
experience, used to working with teans and notivating teans. W
rely on themto notivate their screeners. And of course we
test. We test the system Not only do we do the covert testing,
but we have a nore routine formof testing that goes on at al
the airports. Plus General Steele nmentioned the TIPS system
which is critical. It's one that we were challenged frankly to
get it on to every explosive detection machine in the country as
we went out | ast year and increased the production r ate from 40
a year previously to over a thousand |ast year. W are putting
those on all the machi nes throughout this year. Qur planis to



have those all hooked up so that we can downl oad new i mages.
The TIPS system just very briefly, if you don't know what it
is, is asystemthat basically puts up a fal se i mage
occasionally of a threat itemin a kind of hidden way that's a
little difficult to see, and it puts that up on the X-ray
screen, and then we can actually neasure how often our X-ray
technicians actually identify that item So that helps with X-

ray screening. But we have to test all the other systens -- the
wandi ng, we have to recalibrate the netal detectors. So that is
very inmportant to us. It is a human engineering issue, and it's

one that we work very hard to keep our people alert.

MR. STEELE: May | also just followin on that, if I
may, sir? The answer is, first of all, it's not in noney. The
answer is in that's, what we call the CSS, the supervisor. He
is the key or she is the key. And | found in the years that |
was there if that supervisor was good you had a pretty strong
defense. And conversely it wasn't why then you could penetrate
it. Do you renenber the novie "The Sands of Iwo Jina." And you
remenber Sergeant Stryker who took these 12 young Marines and
trained themand got themready for the battle of Iwo Jima, and
what he did and the coaching he did, and what he knew about the
strengt hs and weaknesses of each one of those youngsters. Wat
we need is a Sergeant Stryker at every one of our checkpoints,
whenever that checkpoint is open, who knows the people, knows
them knows that when you put sonebody on that screen that you
need to warmup. You go out and play tennis, you don't go out
and just play tennis, you warmup. W do the sane for the
screeners. Now, there are limts to how |l ong. But we found that
when they made their errors was when they first went on the
machi ne. So you take your weak ones, and you take it when
you' re not being surged but kind of the slower tines, put your
weaker one on there, throw those test objects at him train him
put the arm around the shoulder. That's -- getting them trained.

And then, conversely, just |ike we went to sea and you
were at general quarters, you had a battle staff up on the
bridge. During the search tinmes you got the varsity back out
doi ng those things. That's the person who knows and who can
understand those rhythnms is what we really need. And it takes a
long time. And it's |eadership. That's all it is, pure and
sinple. A lot of human factors at work, which | hope you go
into, is involved here, and we really are pushing it at the end,
and particularly in ny last year was encouraging the air
carriers, that's where you need to nake your investnent. And
woul d say TSA needs to follow through on that one. It's not
noney.



MR. MCHALE: | couldn't agree nore, and obvi ously
that's what we do try to follow through on. W also nove the
peopl e around too. W don't want to | eave sonebody on any task
too long. That causes themto |ose their edge, if you | eave
themat the X-ray machine for hour after hour. So we rotate
t hem around, try to encourage them

And | think one last thing though that's inportant is
you al so do need experience. And one of the problens that we
found -- we managed the contract screening operation for about
si x nmont hs before we brought out the federal screeners, from
February until al nost Novenber. And one of the problens we
found was whenever there was any testing that reveal ed that an
item got through the checkpoint, the screeners were all fired
who were responsible for it. And that becane kind of the
expected thing: if sonething gets through the checkpoint, fire
t he screener.

One of the things we tried to do is look at this as a
system |If sonething gets through the checkpoint that shoul dn't
have gotten through the checkpoint, we need to | ook at the
entire system Was the X-ray nachine calibrated correctly? Was
the nmetal detector calibrated correctly? |Is our training good
enough? Wat are we doing? Wat are we doing wong? Wat is
it -- | nean, obviously if the screener is asleep we are going
to fire the screener. But that's not -- | think there was a
reaction, certainly in the tine after 9/11, sort of imrediately
after 9/11. 1 don't know what was done before -- that was every
time there was a | apse at the checkpoint you fired the screener.
The result of that was you end up firing a | ot of experienced
peopl e, and not necessarily getting to the real cause of the
problem So that's sonething else we | ook at very hard.

MR. STEELE: | found that wonen, for exanple -- senior
wonen were absolutely the best screener. [It's sonething in
their -- in their pattern recognition-- | don't knowif it's in
their pattern analysis, sonething that they do. But they they
found things that | | ooked at -- | would have | ooked at it for
mllion years and never see anything. But they could pick it out
inan instant. | don't know why it is. But those are little
tips, you know, the things you learn over tinme -- not all of

them But they also had great ability to concentrate, and
that's what you need is sonebody who is concentrating in that
time that they are on those machines. Conversely, they nay not
like to neet the public, so that's not the person to put out and



hand- wand or anybody el se. Those are the little things, you
know.

MR. ROEMER M. Chairman, could | just? Just as
Ceneral Steele took us back to Sergeant Stryker, let ne take us
back for just an instant to CAPPS II. W constantly here this
bal ance between civil liberties and civil rights and the
security needs in this newterrorist world. You nention that in
CAPPS Il we m ght be working with your |iaison, which you feel
is strong in CIA and FBI. W just read reports recently that the
FBI has new powers to occasionally be able to go to libraries
and check up on what people are reading. W understand that the
CIA may be running the TTIC, the Terrorist Threat Integration
Center.

In light of this, and in light of Anericans' concerns
about this, can you be nore specific as to what CAPPS Il is
going to be looking at? Are we tal king about watch-1isting
information? Are we tal king about private sector databases?
Are we tal ki ng about |aw enforcenent information? Exactly what
are we tal king about, M. MHale?

MR. MCHALE: | can't be too specific in an open forum
but again that's sonething we can provide the comm ssion as
appropriate. But let me just say --

MR. ROEMER: Can you be vague?
MR. MCHALE: | can be vaguely specific.

MR ROEMER And |'d be very interested in the foll ow
up on this in private.

MR. MCHALE: Sure. W are checking all sorts of
dat abases. W are checking public and we are checking private
dat abases to get a sense of what we have. But the systemis

actually designed -- it's been designed actually in a |lot of
consultation with the privacy groups. And in fact, although we
-- the technical termis "ping" -- although we ping off the

publ i ¢ databases to run sone of these algorithns and things, we
do not actually get that private data into a government conputer

dat abase. W do not build a database with CAPPS II. So | think
| need -- that's -- it's actually quite an interesting and
conplicated systemto explain. |It's very hard to do it here.

But | --

MR ROEMER: Yes, | think we can do this --



MR, MCHALE: It's inportant for you to understand that.

MR. ROEMER And it's inportant for the American people
to understand the debate on sone of this as well, too.

MR. MCHALE: That's correct. W're going to -- there
is obviously going to be debate and di scussion of this. But we
are very, very sensitive to the privacy side of this. And,
frankly, that's sonething that's inportant.

I'"d just like very briefly to address sonethi ng that

Ceneral Steele suggested. W actually also see CAPPS || as a
system for focusing our resources, and really a |arge part of
what it will do is identify the vast, vast, vast mpjority of

peopl e who should just nove quickly through security. And
that's really what it does. But then it works your way down to
a point where you also get sone red flags up as people who need
consi derably nore scrutiny.

MR. ROEMER: M | ast question, Ceneral Steele. 1 |ove
testinmony that is futuristic and challenges us to | ook at
threats, you know, ten years fromnow. On page seven of your
testinony you outline four, and you |l ook at such things as the
shoul der-1 aunched m ssiles and a coordinated terror canpaign
agai nst cargo flights using snmaller bonbs. You tal k about
driving a car or a truck up to a termnal and exploding it.
Congress at sone point, as we heard yesterday, is going to say
to us, W have |imted resources, we don't have all the noney in
the world to fund every one of your recommendations, whether it
be screening, ports, airports, termnals, outside term nals for
cars, equipping airliners with the necessary defensive
mechani sns for shoulder-fired mssiles. Specifically how woul d
you prioritize a future threat in this industry, but maybe ot her
threats in other industries that we are going to have to | ook
at? Look broader than just the industry that you are here to
talk to us about, and anticipate what we are going to be faced
with in 12 nonths, recommendi ng to Congress how they try to
spend resources on the nost likely threats across the board.

MR. STEELE: Well, despite the dramatic events of 9/11,
| still believe the weapon of choice for -- and the one that is
really the nost difficult to defeat -- is still an inprovised
expl osi ve devi ce probably in checked baggage, given the nunber
of checked bags that pass through the systemevery day, and the
fact that there are bonbers, very artful bonbers out there, who



can nmeke those al nbst undetectable, and with out sone sort of a
person, but an automated systemthat would alert us to it.

And so until we really have those out there
depl oyed -- and not only here, but also, as | nentioned in ny
statenent, abroad, because we have got to have parallel systens
over there or all we are going to do is squeeze the bubble here,

and it will pop out over there. | think that is really the nost
inportant. And then also containers. W really need to get sone
containers. It was comng on line when | was there in '91, we
pushed it further, and we still don't have any depl oyed, except

for a few out there as test cases. W need to get busy on that.

But we nust al so know, and you know M. Roener
especially, that once you close out one avenue then there wll
be a new threat vector as sure as anything. For exanple, when
they tal k about future threats in our profiles and what we were
seeki ng on passengers, it used to be a nmale, and particularly
froman Arab nation and a certain age and everything el se,
excluding fenal es. Now from what we now see coning out of the
M ddl e East, we have to include the females, don't we? W can't
excl ude those. That's an exanpl e.

We started thinking in ny |ast year there, Listen, we
are going to have EDS out there sone day, and what are they
going to do? And what we were already seeing was an energi ng
t hreat of MANPADs, or surface-to-air mssiles that we were
recei ving out of places |like Athens. They had knocked down a
couple of airplanes in Africa-- cargo, not comrercial -- and
clearly that was going to be kind of on the horizon,
particularly when we closed that avenue, and we had to start at
| east intellectually beginning to figure out what we were going
to do. So |l still think that is the greatest threat. | think
the cargo business is nore kind of nuisance, panic, snaller
bonbs that we nay have to face out there that -- not
catastrophic |l oss of an airplane necessarily, but just to tell
the American people, this is, you know, we are still capable of
doing this at a fairly low risk way of introducing sonething.

MR. KEAN: Senat or Gorton?

MR. GORTON:. M. MHale, | have a question that cane
here froma Senate office. It's really quite interesting: Wat
percentage of md- and senior |evel staff at TSA have actually
wor ked physical security at an airport?



MR. MCHALE: | don't have a percentage for you. Quite
a few at different places. Qur federal security director in
Phoeni x is the fornmer head of the Phoenix police unit that ran
that. Qur federal security director, that ran the airport unit
in Seattle is a fornmer enployee of the FAA civil aviation
security. We have a | ot of people who have got mlitary
security backgrounds. Sonme of them provided airbase security.
We have a | ot of people with security backgrounds and | aw
enforcenent backgrounds. | don't have a specific percentage for
you on that.

MR. KEAN. | have one question. This is a question
guess that the public ought to be interested in. People go
through airports a | ot see certain people pulled out of Iine.

We had witnesses yesterday who said what we should be really
concentrating on is people, not things, and indicated | gather a
formof profiling is what we should be after now. Well, right
now we are pulling out grandnothers and grandfathers and teenage
girls and people who it's very hard to conceive of any threat.
|"ve been pulled out a couple of times, but maybe I fit. But
what is it? People are interested. Wy are these people pulled
out who | ook |ike no threat whatsoever?

MR MCHALE: Two reasons. One is the CAPPS | system
does and al so sone of the watch lists have -- the CAPPS | system
does result in a fairly high nunber of false positives. Plus,
the watch |lists have a |ot of common nanmes on it. The third
nmost normal reason people are pulled out is because there may be
some sort of alarmor sone sort of indication they are not sure
what's in the bag or whatever it is. W need to renenber that
terrorists have used dupes. Perhaps the nost fanpbus one was the
Irish tourist in Israel who becane pregnant and whose
Pal estinian fiance hid a bonb in her checked baggage, and
luckily the Israeli security agency talked to her, uncovered
that. That's a very fanmous story, but it's one that rem nds us
t hat dupes are out there and we see that quite frequently as a
fairly common, potential tactic.

Al so, there is no easy ready profile of a terrorist.

You need to look at a variety of things. |In Israel there have
been 65-year-ol d suicide bonbers. So we need to think about al
of that. W have had -- the I RA used to snuggl e explosives in

the bottomof children's strollers under sleeping babies. So we
cannot fall asleep. W need to | ook at a w de range of things.
But do we pull over too many grandnothers and too nmany ki ds?
Yes.



MR. KEAN: Last question from Secretary Lehnan.

MR. LEHVAN. Well, | -- you stole ny thunder on that
one, because --

MR, KEAN: Sorry.

MR. LEHVAN. Because | thought that was one of the nost
telling things that canme out of yesterday's testinony that it's
all very well we have to concentrate on counting things and
metrics and things that are neasurable and X-raying and so
forth. But we have been overlooking, and | agree with M. My,
t he industry spokesman who nmade this point, we have got to | ook
at people. And as another w tness yesterday was pointing out,
it's the other side of the coin that CGeneral Steele was saying
on the people of our side of the fence. You have got to | ook at
t he human bei ng and people that fit a profile, not because the
conputer spits themout, although you can use that too, but
because if there is an Arab, a young Arab male or female, and a
little old | ady from Pasadena, you pick the Arab to pull aside
and talk to him Talk to himas a human being -- not neasure
himor see if he's carrying a knife. Because as the point is
made, an effective well-trained terrorist doesn't need a knife,
doesn't need a box cutter.

So it worries ne. Your testinony, M. MHale, worries
me that the systemis once again falling prey to the netrics,
the fallacy of netrics, as opposed to the human factor that
General Steele was --

MR, MCHALE: Well, | think a lot of the testinony -- ny
testinmony certainly in the questions |I've answered, but just
listening to the testinony and readi ng sonme of the ports from
yesterday's testinony, often focuses on the screeni ng checkpoi nt
and the screeners and what they do. And | think that gives you
a false inpression of what aviation security is all about. It
is perimeters within perinmeters. W have intelligence, we have
intelligence reporting. They tell us what to | ook for. W have
airport police who are trained in surveillance detection. Qur
federal air marshals are trained in surveillance detection
| ooki ng at people who may wel |l be planning or surveiling an
airport. W deal with obviously the checkpoints. W try to
train our people about what to look for. |In addition to that we
have obviously the air marshals. W have the hardened cockpit
doors today that are hard to get through. Frankly, we have the
passengers. Sonebody referred to that earlier today, and |



think we have to recogni ze that the passengers thenselves are a
part of our security. And then we have the arned pilots.

What | regard this as is a series of hurdles. | think
if you |l ook at security as a series of hurdles going all the way
out to the farthest reaches of the intelligence comunity,

i ncludi ng the novenent of noney. At sonme point a terrorist nust
pop up over those hurdles. And our hope in security is that we
catch them when they pop over one of those hurdles. No one
hurdle is going to be enough. You have to have a whol e system
You have to work it as a whole system and keep the bad guys off
t he pl ane.

MR. LEHMAN:. How can you assure us that the systemyou
have, which sounds very good in description, isn't just as
toothl ess as the systemthat preceded it, which we heard from
witness after witness really had no teeth -- fines ended up
being a tenth of what was assessed, | obbying pressures prevented
the issuing of rules, things like the | ocked doors that went
into the nenory hole over tinme. Wat teeth do you have that FAA
didn't have before 9/11?

MR. MCHALE: | think that the best thing that we have
i s people, and people who are rem nded and renenber 9/11. That
is ultimtely what is going to be about.

MR. LEHVAN: They don't have any nore teeth?

MR. MCHALE: Well, we have nore teeth. | nmean, we have
a lot nore federal presence. W have very good, very senior
peopl e who are the heads of security at all our mmjor airports.

MR. LEHVAN:  Though what |1'mtal king about is
enf orcenent when, as you said, you have got to keep the industry
as an essential partner. |If after things settle down,
hopefully, and there are no nore incidents, a couple of years go
by, just like after the '95 and the Pan Am 103, the doors start
SW ngi ng open again, people start forgetting. And even though
the red teans -- and you know ny | ast question -- | know you
want to tal k about red teans, because you nade a great
reputation as being very aggressive when you were there and very
effective with the kind of red team approach. But there has
been no real teeth in enforcing people who get negligent. |I'm
not tal king about the people who work for TSA. | amtalking
about the industry, the airport people. How are you going to
put the fear of God in themthat if they get conplacent, or they



talk thenselves into thinking that something is not cost
effective -- therefore we don't have to pay attention to it?

MR, MCHALE: Well, you know, |I'mnot actually all that
famliar with what the teeth were of the FAA before. So let ne
tell you what our teeth are, and you can deci de whet her we have

nore. | do know that the civil penalties have been increased,
that we can assess the anobunts the penalties have been
increased. But they are still $25,000 per violation for an air

carrier, and $10,000 per violation for a passenger. You can
actually pick up a lot of violations if you go after sonebody.

But in addition to that we do have the authority given
to the admnistrator by the Aviation and Transportation Security
Act to prohibit a flight comng into the United States. W have
turned flights around. W have done a significant anount of
reverse screening. W have delayed flights. W have dunped
passengers off flights for re-screening if appropriate. There
are a lot of different things we can do. | can tell you when
you have a breach of a concourse, and you dunp the entire
concourse to re-screen all the passengers, that is a nmulti-
mllion dollar inmpact on the airline, if it's a big concourse.
So there are a lot of -- and we have done a lot of that. |
mean, there's a |ot of those kinds of things. | do not know the
extent to which FAA had all those things available to them or
used themin the past.

MR, LEHMAN: General Steele, red teans.

MR. STEELE: Thank you, M. Secretary. Also, |let
me just clarify something that Mary Schiavo said. She tal ked
about her red teans. | don't think she understood. She didn't
have red teans. She was the |G and she had inspectors, but they
were not the red teans that we had had which really were former
counterintelligence people, a |lot of experience in the field,
who used all the guile and everything el se, which nade it even
nore enbarrassi ng when her inspectors were able to penetrate.
But, nevertheless, they really weren't in the sense of the word
red teans who were going to out to really evaluate the system
and give you an honest answer.

My viewis that, yes, certainly TSA needs its red teans
to be able to give feedback on equi pnent buys, policy decisions

and that sort of thing. But you also need -- and | think
perhaps -- and |I've given this a |lot of thought, and I want you
to know it's a serious proposal. |In fact, | started thinking

about it when the the House bill and the Senate bill were out



there and you renenber the House bill still kept the private
sector versus the |arge nunber of people.

My feeling was then you did not probably have to create
a huge new work force of federal people, that you could probably
still use the system But to build in it a very, very robust
red teamcapability that ought to be not only just aviation, but
probably all nodes of transportation. And | would naybe put it

under the secretary of Honeland Security versus the TSA. In
ot her words, a nore independent view. You would still need
strict protocols. This is not cowboy stuff. | mean, you are

going to keep themtight, and you probably have to rotate them
around. But you would send themout to evaluate let's say an
airport. And if in their findings that there are serious gaps,
and particularly if nore than two or even three |ayers had
failed and continued to fail, and that that becones kind of a
consi stent report, then that secretary -- it would have to be a
Cabi net officer -- notifies the secretary of transportation that
you either get that fixed in 48 hours or we are shutting you
down. And you will shut down maybe perhaps that term nal,
perhaps that entire airport, or perhaps that cargo area or maybe
an airline. But that's the tinme you' ve got to get it fixed, and
we'll be back. And then you do it. In ny forner life of a
Marine | learned the |l esson early that there's no I esson in the
second kick of a nule. There's a lesson in the first one. But
this beast has kicked us now a couple of tines, and it's |ike
this a couple of other times. And I'mreally hoping that your
comm ssion is going to be able to get a hobble around it this
time. And | offer that as very constructive neans of doing
this. W do this internationally. Dd you know-- | nean, if
you | ook at the Foreign Airport Assessnment Act, and we didn't do
it in quite such a dramatic way, but we have a neans where our

i nspectors, the TSA inspectors today find the airport in Athens
for exanple not neeting the | CAO m ni mum st andards on one of
their inspections, and the secretary of Transportation issues a
war ni ng through the State Departnent that they've got 90 days to
get that, and we'll work with them And we did this a nunber of

times. | was there in Bogota, and we did it in Barcel ona during
the A ynpics, because there was a | ot of construction and the
pl ace | eaked like a sieve. It was -- so you have -- and then

you do work with them and they' ve got 90 days. And if they pul
up their socks and earnestly pull that in there, then you may or
may not. If they don't, then advisories start going out, and
then the secretary of Transportation says no U.S. airplane wll
fly into your airport. Boy, that gets thembusy. So there are
incentives for doing that, and it can't be just done
arbitrarily, and it's got to be kind of worked out. But | think



we are at that point right now, and it's got to be done at the
hi ghest | evel, because we know the costs. And | think that
woul d be a terrific way to be able to kind of keep this

conpl acency from com ng back

MR. KEAN: General Steele. Thank you. |1'mglad we
got that in, because that's inmportant. | want to thank the
W t nesses very nuch, General Steele, M. MHale. 1'mglad, by

the way, that all the witnesses over the |ast couple of days
have been with us and have done it in open session, because |
think it's very inportant whenever we can in our work that the
Aneri can people are allowed to see the evidence and see the

ki nds of things we're discovering.

I would remnd all of those who are interested in the
wor k of our comm ssion that we are still in our early stages,
but we will be issuing our final report just not nuch over a
year fromtoday. So with the help of the kind of people we have
had with us the | ast few days, both as w tnesses and the
audi ence, have increased confidence that we will neet that
deadl i ne and have a report that the Anerican people can be proud
of. So thank you all very, very nuch. And thank you all for
comng to be with us.
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