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March 1, 2004

The Hon. Donald H. Rumsfeld
Secretary of Defense
Department of Defense

1000 Defense Pentagon 3E880
Washington, DC 20301-1000

Dear Secretary Rumsfeld:

In February 2003, you appointed the Technology and Privacy Advisory Committee to
examine the Terrorism Information Awareness program and to develop safeguards “to ensure that
the application of this or any like technology developed within DOD is carried out in accordance
with U.S. law and American values related to privacy.” We are pleased to provide you with our
final report.

TIA was only one of the programs within DOD and elsewhere in the government in-
volved, or with the potential for being involved, in data mining concerning U.S. persons. The
committee believes that data mining plays a critical role in the fight against terrorism, but that it
should be used—and can be effectively—only in ways that do not compromise the privacy of U.S.
persons. That is the goal of our recommendations. We believe our recommendations both protect
privacy and facilitate the appropriate, effective, and efficient use of data mining tools to fight
terrorism.

While we have focused on DOD, we do not believe that all of the necessary safeguards
are within the power of the Secretary of Defense. Some of our recommendations therefore en-
courage you to recommend to the President and Congress actions we believe are necessary to
ensure meaningful privacy protection not only in DOD, but throughout the government. These
recommendations are designed to create a consistent, government-wide standard to facilitate the
sharing of information among agencies that is critical to fighting terrorism.

The committee’s deliberations have been substantive, wide-ranging, and collegial. The
committee is unanimous in most of its recommendations. A separate statement from William T.
Coleman, Jr., reflecting his opposition to some of the committee’s conclusions, is appended to our
report. A separate statement from Floyd Abrams, which highlights why the committee disagrees
with many of the views expressed in Mr. Coleman’s statement, is also appended. Those statements
and the seriousness of our discussions reflect the importance and difficulty of these issues.

The committee’s work was greatly aided by the testimony of 60 witnesses from DOD,
other government agencies, private industry, academia, and advocacy groups, and by extensive
briefings for individual committee members and staff from many other individuals. These people
are acknowledged individually in our report, but we wish to take this opportunity to thank them
once again for their dedicated and selfless public service. Finally, I express my gratitude for the
commitment, cooperation, and tireless work of the committee members; Lisa Davis, the commit-
tee’s Executive Director and Designated Federal Official; and Professor Fred H. Cate, the com-
mittee’s Reporter.

Yours sincerely,

Yatm b Inimow”

Newton N. Minow
Chairman
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List of Abbreviations and Defined Terms

ARDA

“General Crimes Guidelines”

CAPPS I

CIA

DARPA

“Data Mining”

DHS
DOD
ECPA
FBI

FISA
FTC
GAO
IAO

INS

IT
MATRIX
OECD
“OECD Guidelines”

OMB
SSNs
TALON
TAPAC
TIA
TSA

“U.S. person”

USA PATRIOT Act

Advanced Research and Development Activity

Attorney General’s Guidelines on General Crimes, Racketeering Enterprise and
Terrorism Enterprise Investigations

Second generation Computer-Assisted Passenger Prescreening System, a TSA project
Central Intelligence Agency
Defense Advanced Research Projects Agency

Searches of one or more electronic databases of information concerning U.S. persons,
by or on behalf of an agency or employee of the government

Department of Homeland Security

Department of Defense

Electronic Communications Privacy Act

Federal Bureau of Investigation

Foreign Intelligence Surveillance Act

Federal Trade Commission

General Accounting Office

Information Awareness Office, a former DARPA office
Immigration and Naturalization Service

Information technology

Multistate Anti-Terrorism Information Exchange
Organization for Economic Cooperation and Development

Guidelines on the Protection of Privacy and Transborder Flows of Personal Data
issued by the OECD Committee of Ministers in 1974

Office of Management and Budget

Social Security Numbers

Threat Alerts and Locally Observed Notices

Technology and Privacy Advisory Committee

Terrorism (formerly “Total”) Information Awareness, a former DARPA project
Transportation Security Administration

Defined by Executive Order 12333 as an individual who is a US. citizen or permanent
resident alien, a group or organization that is an unincorporated association
substantially composed of U.S. citizens or permanent resident aliens, or a corporation
incorporated in the United States (except if directed and controlled by a foreign
government or governments). Because TAPAC is concerned only with the privacy
interests of individuals, the report uses the term to refer only to a US. citizen or
permanent resident alien.

Uniting and Strengthening America by Providing Appropriate Tools Required to
Intercept and Obstruct Terrorism Act
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EXECUTIVE SUMMARY

[Terrorism| poses extraordinary risks to our security, as well as to our constitutional

freedoms, which could all too easily be compromised in the

fight against this new and deadly terrorist threat.

TAPAC’S CREATION AND CHARGE

The United States faces, in the words of British
Prime Minister Tony Blair, “a new and deadly
virus.”! That virus is “terrorism, whose intent to
inflict destruction is unconstrained by human
feeling and whose capacity to inflict it is enlarged
by technology.”

As the murderous attacks of September 11 painfully
demonstrated, this new threat is unlike anything
the nation has faced before. The combination
of coordinated, well-financed terrorists, willing to
sacrifice their lives, potentially armed with weap-
ons of mass destruction, capable of operating with-
in our own borders poses extraordinary risks to our
security, as well as to our constitutional freedoms,
which could all too easily be compromised in the
fight against this new and deadly terrorist threat.

To help guard against this, Secretary of Defense
Donald Rumsfeld appointed the Technology and
Privacy Advisory Committee (“TAPAC”) in
February 2003 to examine the use of “advanced
information technologies to identify terrorists
before they act.”

Secretary Rumsfeld charged the committee with
developing safeguards “to ensure that the
application of this or any like technology devel-
oped within [the Department of Defense] DOD
is carried out in accordance with U.S. law and
American values related to privacy.”**

The decision to create TAPAC was prompted by
the escalating debate over the Terrorism Infor-
mation Awareness (“TTA”) program.” TIA had

*U.S. laws apply to surveillance, searches, and seizures of personally identifiable information conducted or authorized by govern-

ment officials within the United States. Those laws apply outside of the United States only if the surveillance, search, or seizure

involves a U.S. citizen (although not necessarily a permanent resident alien).

This report focuses exclusively on the privacy issues posed by U.S. government data mining programs under U.S. law to U.S.

persons, which are defined under U.S. law as U.S. citizens and permanent resident aliens. It does not address data mining concern-

ing federal government employees in connection with their employment.

T When first announced, the program was entitled “Total Information Awareness.” The title was changed to “Terrorism Information

Awareness” in May 2003.
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TIA was not unique in its potential for data mining. . .. [M]any other programs in use

or under development . .. make similar uses of personal information concerning

U.S. persons to detect and deter terrorist activities.

been created by the Defense Advanced Research
Projects Agency (“DARPA”) in 2002 as a tool to
“become much more efficient and more clever in
the ways we find new sources of data, mine
information from the new and old, generate in-
formation, make it available for analysis, convert
it to knowledge, and create actionable options.”

TIA sparked controversy in Congress and the press,
due in large part to the threat it was perceived as
posing to informational privacy. On September 25,
2003, Congress terminated funding for the
program with the exception of “processing, analy-
sis, and collaboration tools for counter-terrorism
foreign intelligence,” specified in a classified annex
to the Act. These tools may be used only in
connection with “lawful military operations of
the United States conducted outside the United
States” or “lawful foreign intelligence activities con-
ducted wholly overseas, or wholly against non-
United States citizens.”® This language makes clear
that TIA-like activities may be continuing,

THE SCOPE OF GOVERNMENT
DATA MINING

TIA was not unique in its potential for data
mining.* TAPAC is aware of many other pro-
grams in use or under development both within
DOD and elsewhere in the government that
make similar uses of personal information con-
cerning U.S. persons to detect and deter terrorist
activities, including;:

* DOD programs to determine whether data
mining can be used to identify individuals who
pose a threat to U.S. forces abroad

* the intelligence community’s Advanced Research
and Development Activity center, based in the
National Security Agency, to conduct “advanced
research and development related to extracting
intelligence from, and providing security for,
information transmitted or manipulated by

electronic means”’

* the Computer-Assisted Passenger Prescreen-
ing System in the Department of Homeland
Security (“DHS”)

¢ the Treasury Departments Financial Crimes
Enforcement Network

¢ federally mandated “Know Your Customer” rules
* the “MATRIX” (Multistate Anti-Terrorism

Information Exchange) system to link law
enforcement records with other government
and private-sector databases in eight states

and DHS

* Congress mandate in the Homeland Security
Act that DHS “establish and utilize . . . a secure
communications and information technology
infrastructure, including data-mining and other
advanced analytical tools,” to “access, receive,
and analyze data detect and identify threats of
terrorism against the United States™

TAPAC’S CONCLUSIONS

After many public hearings, numerous background
briefings, and extensive research, TAPAC has

reached four broad conclusions:

TIA was a flawed effort to achieve worthwhile

ends. It was flawed by its perceived insensitivity to

* We define “data mining” to mean: searches of one or more electronic databases of information concerning U.S. persons, by or

on behalf of an agency or employee of the government.
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TIA was a flawed effort to achieve worthwhile ends. It was flawed by its perceived

insensitivity to critical privacy issues, the manner in which it was presented to the public,

and the lack of clarity and consistency with which it was described.

critical privacy issues, the manner in which it was
presented to the public, and the lack of clarity and
consistency with which it was described. DARPA
stumbled badly in its handling of TIA, for which
the agency has paid a significant price in terms of
its credibility in Congress and with the public.
This comes at a time when DARPA’ historically
creative and ambitious research capacity is more
necessary than ever. By maintaining its focus on
imaginative, far-sighted research, at the same time
that it takes account of informational privacy
concerns, DARPA should rapidly regain its bear-
ings. It is in the best interests of the nation for it
to do so.

Data mining is a vital tool in the fight against
terrorism, but when used in connection with
personal data concerning U.S. persons, data
mining can present significant privacy issues.
Data mining tools, like most technologies, are
inherently neutral: they can be used for good or
ill. However, when those tools are used by the
government to scrutinize personally identifiable
data concerning U.S. persons who have done
nothing to warrant suspicion, if they are conducted
without an adequate predicate they run the risk
of becoming the 2lst-century equivalent of
general searches, which the authors of the Bill of
Rights were so concerned to protect against.

To be certain, data mining has many valuable and
lawful uses in both the private and public sectors.
In many settings it may prove less intrusive to
privacy than other techniques for guarding against
terrorist threats. Moreover, the same technologies
that make data mining feasible can be used to
reduce the amount of personally identifiable data
necessary, facilitate data mining with anonymized
data, and create immutable audit trails and other
protections against misuse.

However, when data mining involves the govern-
ment accessing personally identifiable informa-
tion about U.S. persons, it also raises privacy issues.
The magnitude of those issues varies depending
upon many factors, including: the sensitivity of
the data being mined, the expectation of privacy
reasonably associated with the data, the con-
sequences of an individual being identified by
an inquiry, and the number (or percentage) of
U.S. persons identified in response to an inquiry
who have not otherwise done anything to warrant
government suspicion.

In developing and using data mining tools the
government can and must protect privacy. This
has never been more starkly presented than fol-
lowing the September 11 terrorist attacks, which
vividly demonstrated the need to deploy the tools

Data mining is a vital tool in the fight against terrorism, but when used

in connection with personal data concerning U.S. persons,

data mining can present significant privacy issues.
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necessary to protect and defend the nation without
violating our constitutional values in the process.

Striking a balance between security and privacy
is no easy task. Alexander Hamilton wrote in
Federalist Paper 8 in 1787 that “[s]afety from
external danger is the most powerful director of
national conduct. Even the ardent love of liberty
will, after a time, give way to its dictates.” “To be
more safe,” he concluded, nations “at length be-
come willing to run the risk of being less free.”
The Supreme Court wrote in 1963 that it is “under
the pressing exigencies of crisis, that there is the
greatest temptation to dispense with fundamental

constitutional guarantees which, it is feared, will
inhibit governmental action.”'?

This is precisely the challenge our nation faces
today, a challenge made immediate and critical by
the magnitude of the terrorist threat, its sustained
nature, and the fact that it comes not from an
identified enemy abroad but from a largely invisible
enemy that may be operating within our borders.

Existing legal requirements applicable to the
governments many data mining programs are
numerous, but disjointed and often outdated,
and as a result may compromise the protection

Data Mining Checklist
The Existence and Purpose of Data Mining

information about U.S. persons?

out data mining?

the purposes for which it is intended?

Data Mining Personally Identifiable Information

1 Is the proposed activity or system likely to involve the acquisition, use, or sharing of personally identifiable

2 What purpose(s) does the data mining serve? Is it lawful? Is it within the agency’s authority? Is it sufficiently
important to warrant the risks to informational privacy that data mining poses?

3 Is data mining necessary to accomplish that purpose—i.e., could the purpose be accomplished as well with-

4 Is the data mining tool designed to access, use, retain, and disseminate the least data necessary to serve

5 Is the data mining tool designed to use anonymized data whenever possible?

6

7

Are there specific and articulable facts that data mining personally identifiable information (or reidentifying
previously anonymized information) concerning US. persons will be conducted in a manner that otherwise
complies with the requirements of applicable laws and recommendations; is reasonably related to identifying or
apprehending terrorists, preventing terrorist attacks, or locating or preventing the use of weapons of mass des-
truction; is likely to yield information relevant to national security; and is not practicable with anonymized data?

The Sources and Nature of Data Concerning U.S. Persons

Are the data appropriate for their intended use, taking into account the purpose(s) for which the data were
collected, their age, and the conditions under which they have been stored and protected?

Are data being accessed or acquired from third parties in violation of the terms and conditions (usually re-
flected in a privacy policy) under which they were collected?

If data are being acquired directly from data subjects, have the individuals been provided with appropriate
notice, consistent with the purpose of the data mining activity?

SAFEGUARDING PRIVACY IN THE FIGHT AGAINST TERRORISM




Existing legal requirements applicable to the government’s many data mining programs

... may compromise the protection of privacy, public confidence, and the

nation’s ability to craft effective and lawful responses to terrorism.

of privacy, public confidence, and the nation’s
ability to craft effective and lawful responses to
terrorism. This is especially true in the setting on
which TAPAC focused—analyzing personally iden-

tifiable data to protect against terrorist threats.

The legal protections that have historically applied
in this context recognize distinctions between U.S.
persons and non-U.S. persons, and between law
enforcement and national security, and between
activities that take place in the United States as

10 Are data being sought in the order provided by Executive Order 12333—i.e,, from or with the consent of the
data subject, from publicly available sources, from proprietary sources, through a method requiring authori-
zation less than probable cause (e.g, a pen register or trap and trace device), through a method requiring a
warrant, and finally through a method requiring a wiretap order?

11 Are personally identifiable data being left in place whenever possible? If such data are being acquired or
transferred, is there a system in place for ensuring that they are returned or destroyed as soon as practicable?

The Impact of Data Mining

12 What are the likely effect(s) on individuals identified through the data mining—i.e., will they be the subject of
further investigation or will they be immediately subject to some adverse action?

13 Does the data mining tool yield a rate of false positives that is acceptable in view of the purpose of the search,
the severity of the effect of being identified, and the likelihood of further investigation?

14 Is there an appropriate system in place for dealing with false positives (e.g,, reporting false positives to devel-
opers to improve the system, correcting incorrect information if possible, etc.), including identifying the
frequency and effects of false positives?

Oversight of Data Mining

15 Are data secured against accidental or deliberate unauthorized access, use, alteration, or destruction, and
access to the data mining tool restricted to persons with a legitimate need and protected by appropriate
access controls taking into account the sensitivity of the data?

16 Does the data mining tool generate, to the extent technologically possible, an immutable audit trail showing
which data have been accessed or transferred, by what users, and for what purposes?

17 Will the data mining tool be subject to continual oversight to ensure that it is used appropriately and lawfully, and
that informational privacy issues raised by new developments or discoveries are identified and addressed promptly?

18 Avre all persons engaged in developing or using data mining tools trained in their appropriate use and the
laws and regulations applicable to their use?

19 Have determinations as to the efficacy and appropriateness of data mining been made or reviewed by an offi-
cial other than those intimately involved with the development, acquisition, or use of the data mining tool?
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Clear, uniform laws and standards governing data mining are necessary .. .

to use data mining tools effectively and aggressively in the fight against terrorism.

opposed to those that take place beyond our
borders. This “line at the border” approach to
privacy law and to national security is now increas-
ingly inadequate because of the new threat from
terrorists who may be operating within our bord-
ers, and advances in digital technologies, including
the Internet, that have exponentially increased the
volume of data available about individuals and
greatly reduced the financial and other obstacles
to retaining, sharing, and transferring those data
across borders. These developments highlight the
need for new regulatory boundaries to help pro-
tect civil liberties and national security at the
same time. It is time to update the law to respond
to new challenges.

The stakes could not be higher. Clear, uniform laws
and standards governing data mining are necessary
to empower DOD and other government agencies
to use data mining tools effectively and aggressively
in the fight against terrorism. Those laws and
standards are also necessary to protect informa-
tional privacy, which is both important in its own
right and is often critical to a range of fundamen-
tal civil liberties, including our rights to speak,
protest, associate, worship, and participate in the
political process free from government intrusion
or intimidation.

RECOMMENDATIONS CONCERNING
DOD DATA MINING

We believe it is possible to use information
technologies to protect national security without
compromising the privacy of U.S. persons. The
answer lies in clear rules and policy guidance,
adopted through an open and credible political
process, supplemented with educational and
technological tools, developed as an integral part
of the technologies that threaten privacy, and

enforced through appropriate managerial, politi-
cal, and judicial oversight.

RECOMMENDATION 1
DOD should safeguard the privacy of U.S. per-

sons when using data mining to fight terrorism.

RECOMMENDATION 2
The Secretary should establish a regulatory

framework applicable to all data mining
conducted by, or under the authority of, DOD,
known or reasonably likely to involve personally
identifiable information concerning U.S. persons.
The essential elements of that framework include
a written finding by agency heads authorizing
data mining; minimum technical requirements
for data mining systems (including data minimi-
zation, data anonymization, creation of an audit
trail, security and access controls, and training for
personnel involved in data mining); special pro-
tections for data mining involving databases from
other government agencies or from private indus-
try; authorization from the Foreign Intelligence
Surveillance Court before engaging in data min-
ing with personally identifiable information con-
cerning U.S. persons or reidentifying previously
anonymized information concerning U.S. persons;
and regular audits to ensure compliance.

We recommend excluding from these requirements
data mining that is limited to foreign intelligence
that does not involve U.S. persons; data mining
concerning federal government employees in
connection with their employment; and data
mining that is based on particularized suspicion,
including searches to identify or locate a specific
individual (e.g., a suspected terrorist) from airline
or cruise ship passenger manifests or other lists
of names or other nonsensitive information about

U.S. persons.
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Summary of TAPAC Recommendations
Recommendations Concerning DOD Data Mining

RECOMMENDATION 1

DOD should safeguard the privacy of US. persons when using data mining to fight terrorism. “Data mining” is
defined to mean: searches of one or more electronic databases of information concerning U.S. persons, by or on
behalf of an agency or employee of the government.

RECOMMENDATION 2

The Secretary should establish a regulatory framework applicable to all data mining conducted by, or under the
authority of, DOD, known or reasonably likely to involve personally identifiable information concerning U.S. per-
sons. The requirements of this section apply to all DOD programs involving data mining concerning U.S. persons,
with three exceptions: data mining (1) based on particularized suspicion, including searches of passenger manifests
and similar lists; (2) that is limited to foreign intelligence that does not involve U.S. persons; or (3) that concerns
federal government employees in connection with their employment. Data mining that is limited to information that
is routinely available without charge or subscription to the public—on the Internet, in telephone directories, or in
public records to the extent authorized by law—should be conditioned only on the written authorization described
in Recommendation 2.1 and the compliance audits described in Recommendation 2.5. All other data mining con-
cerning US. persons should comply with all of the following requirements:

RECOMMENDATION 2.1

Written finding by agency head authorizing data mining. Before an agency can employ data mining known or
reasonably likely to involve data concerning U.S. persons, the agency head should first make a written finding that
complies with the requirements of this recommendation authorizing the data mining.

An agency head may make the written finding described above either for programs that include data mining
as one element, and data mining concerning US. persons may occur, or for specific applications of data mining
where the use of information known or likely to concern US. persons is clearly anticipated.

RECOMMENDATION 2.2

Technical requirements for data mining. Data mining of databases known or reasonably likely to include per-
sonally identifiable information about U.S. persons should employ or be subject to the requirements of this
recommendation (i.e,, data minimization, data anonymization, audit trail, security and access, and training).

RECOMMENDATION 2.3

Third-party databases. Data mining involving databases from other government agencies or from private
industry may present special risks. Such data mining involving, or reasonably likely to involve, U.SS. persons, should
adhere to the principles set forth in this recommendation.

RECOMMENDATION 2.4

Personally identifiable information. It is not always possible to engage in data mining using anonymized data.
Moreover, even searches involving anonymized data will ultimately result in matches which must be reidentified
using personally identifiable information. The use of personally identifiable information known or reasonably likely
to concern U.S. persons in data mining should adhere to the following provisions:

An agency within DOD may engage in data mining using personally identifiable information known or
reasonably likely to concern US. persons on the condition that, prior to the commencement of the search, DOD
obtains from the Foreign Intelligence Surveillance Court a written order authorizing the search based on the exist-
ence of specific and articulable facts that meet the requirements of this recommendation.

DOD may seek the approval from the Foreign Intelligence Surveillance Court either for programs that include
data mining as one element, and data mining of personally identifiable information known or likely to include
information on US. persons may arise, or for specific applications of data mining where the use of personally
identifiable information known or likely to include information on U.S. persons is clearly anticipated.

An agency may reidentify previously anonymized data known or reasonably likely to concern a U.S. person on the
condition that DOD obtains from the Foreign Intelligence Surveillance Court a written order authorizing the reidentifi-
cation based on the existence of specific and articulable facts that meet the requirements of this recommendation.

Without obtaining a court order, the government may, in exigent circumstances, search personally identifiable informa-
tion or reidentify anonymized information obtained through data mining if it meets the requirements of this recommendation.
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RECOMMENDATION 2.5

Auditing for compliance. Any program or activity that involves data mining known or reasonably likely to include
personally identifiable information about U.S. persons should be audited not less than annually to ensure compliance
with the provisions of this recommendation and other applicable laws and regulations.

RECOMMENDATION 3

DOD should, to the extent permitted by law, support research into means for improving the accuracy and
effectiveness of data mining systems and technologies, technological and other tools for enhancing privacy
protection, and the broader legal, ethical, social, and practical issues in connection with data mining concerning
US. persons.

RECOMMENDATION 4
The Secretary should create a policy-level privacy officer.

RECOMMENDATION 5

The Secretary should create a panel of external advisors to advise the Secretary, the privacy officer, and other
DOD officials on identifying and resolving informational privacy issues, and on the development and implemen-
tation of appropriate privacy protection mechanisms.

RECOMMENDATION 6
The Secretary should create and ensure the effective operation of meaningful oversight mechanisms.

RECOMMENDATION 7

The Secretary should work to develop a culture of sensitivity to, and knowledge about, privacy issues involving U.S.
persons throughout DOD'’s research, acquisition, and operational activities.

Recommendations Concerning Government Data Mining

RECOMMENDATION 8

The Secretary should recommend that Congress and the President establish one framework of legal, technological,
training, and oversight mechanisms necessary to guarantee the privacy of U.S. persons in the context of national
security and law enforcement activities.

RECOMMENDATION 9

The Secretary should recommend that the President appoint an inter-agency committee to help ensure the
quality and consistency of federal government efforts to safeguard informational privacy in the context of national
security and law enforcement activities.

RECOMMENDATION 10

The Secretary should recommend that the President appoint a panel of external advisors to advise the President
concerning federal government efforts to safeguard informational privacy in the context of national security and
law enforcement activities.

RECOMMENDATION 11

The Secretary should recommend that the President and Congress take those steps necessary to ensure the
protection of US. persons’ privacy and the efficient and effective oversight of government data mining activi-
ties through the judiciary and by this nation’s elected leaders through a politically credible process. Specifically,
Congress and the President should authorize the Foreign Intelligence Surveillance Court to receive requests for
orders under Recommendations 2.4 and 8 and to grant or deny such orders, and each house of Congress should
identify a single committee to receive all of the agencies’ reports concerning data mining.

RECOMMENDATION 12

The Secretary should recommend that the President and Congress support research into means for improving
the accuracy and effectiveness of data mining systems and technologies; technological and other tools for enhanc-
ing privacy protection; and the broader legal, ethical, social, and practical issues involved with data mining
concerning US. persons.
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In addition, we recommend that data mining that
is limited to information that is routinely available
without charge or subscription to the public—on
the Internet, in telephone directories, or in public
records to the extent authorized by law—should
be subject to only the requirements that it be
conducted pursuant to the written authorization of
the agency head (as specified in Recommendation
2.1) and auditing for compliance (as specified in
Recommendation 2.5).

RECOMMENDATION 3
DOD should, to the extent permitted by law,

support research into means for improving the
accuracy and effectiveness of data mining sys-
tems and technologies, technological and other
tools for enhancing privacy protection, and the
broader legal, ethical, social, and practical issues
in connection with data mining concerning

U.S. persons.

RECOMMENDATION 4
The Secretary should create a policy-level privacy

officer.

RECOMMENDATION 5

The Secretary should create a panel of external
advisors to advise the Secretary, the privacy officer,
and other DOD officials on identifying and re-
solving informational privacy issues, and on the
development and implementation of appropriate
privacy protection mechanisms.

RECOMMENDATION 6
The Secretary should create and ensure the

effective operation of meaningful oversight
mechanisms.

RECOMMENDATION 7

The Secretary should work to ensure a culture
of sensitivity to, and knowledge about, privacy
issues involving U.S. persons throughout DOD
and all of its research, acquisition, and opera-
tional activities. To aid the Secretary in this
important task we offer a checklist of questions
as a useful guide for identifying specific infor-
mational privacy issues related to data mining.

RECOMMENDATIONS CONCERNING
GOVERNMENT DATA MINING

While TAPAC focused on TIA and related
DARPA programs, it is counterproductive to the
protection of both privacy and national security
to address only these, while ignoring the many
other government programs that use personal
information on U.S. persons. Moreover, the pri-
vacy issues presented by data mining cannot be
resolved by DOD alone. Action by Congress, the
President, and the courts is necessary as well. Final-
ly, because DOD is the only federal department to
have an external advisory committee to examine
the privacy implications of its programs, TAPAC
occupies a unique position. We therefore direct our
recommendations to the broad range of govern-
ment data mining activities.

RECOMMENDATION 8
The Secretary should recommend that Congress

and the President establish one framework of
legal, technological, training, and oversight mech-
anisms necessary to guarantee the privacy of U.S.
persons in the context of national security and
law enforcement activities. A government-wide
approach is desirable to address the significant

While TAPAC focused on TIA and related DARPA programs, it is counterproductive

to the protection of both privacy and national security to address only these, . . .

ignoring the many other government programs that use personal information.
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privacy issues raised by the many programs under
development, or already in operation, that involve
the use of personally identifiable information con-
cerning U.S. persons for national security and law
enforcement purposes.

We therefore believe that the provisions of
Recommendation 2, which concern DOD’s pro-
grams that involve data mining, should also be
implemented across the federal government and
made applicable to all government departments
and agencies that develop, acquire, or use data
mining tools in connection with U.S. persons
for national security or law enforcement purposes.

We do not suggest that the resolution of infor-
mational privacy issues will be the same in every
setting. Clearly, some modifications will be
necessary. We believe, however, that government
efforts to protect national security and fight crime
and to protect privacy will be enhanced by the
articulation of government-wide principles and a
consistent system of laws and processes. National
standards will also help provide clear models for
state and local government efforts as well.

RECOMMENDATION 9
The Secretary should recommend that the

President appoint an inter-agency committee to
help ensure the quality and consistency of fede-
ral government efforts to safeguard informational
privacy in the context of national security and
law enforcement activities.

RECOMMENDATION 10

The Secretary should recommend that the
President appoint a panel of external advisors to
advise the President concerning federal govern-
ment efforts to safeguard informational privacy
in the context of national security and law
enforcement activities.
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RECOMMENDATION 11

The Secretary should recommend that the
President and Congress take those steps necessary
to ensure the protection of U.S. persons’ privacy
and the efficient and effective oversight of
government data mining activities through the
judiciary and by this nation’s elected leaders
through a politically credible process. This includes
adopting new, consistent protections, along the
lines of these recommendations, for information
privacy in the law enforcement and national
security contexts. In addition, we believe Congress
and the President should work together to enact
the legislation necessary to authorize the Foreign
Intelligence Surveillance Court to receive requests
for orders under Recommendations 2 and 8 and
to grant or deny such orders.

There is also a critical need for Congess to exer-
cise appropriate oversight, especially given the fact
that many data mining programs may involve
classified information which would prevent
immediate public disclosure. We believe that each
house of Congress should identify a single
committee to exercise oversight of data mining
activities, and that each agency’s privacy officer
and agency head should report jointly to those
committees at least annually.

RECOMMENDATION 12
The Secretary should recommend that the

President and Congress support research into
means for improving the accuracy and effec-
tiveness of data mining systems and technologies;
technological and other tools for enhancing
privacy protection; and the broader legal, ethical,
social, and practical issues involved with data
mining concerning U.S. persons.
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Impact of TAPAC Recommendations on Government Data Mining

(i.e., searches of one or more electronic databases of information concerning U.S. persons, by or on behalf

of an agency or employee of the government)

Type of Information

New Recommended Requirements

Data mining that is not known or reasonably likely
to involve personally identifiable information about
US. persons (i.e., US. citizens and permanent residents)

Data mining limited to foreign intelligence that
does not concern U.S. persons.

Data mining known or reasonably likely to involve
personally identifiable information about U.S. persons:

* If based on particularized suspicion about a
specific individual, including searches to identify
or locate a specific individual (e.g., a suspected
terrorist) from airline or cruise ship passenger
manifests or other lists of names or other
nonsensitive information about U.S. persons.

® If concerning federal government employees that
is solely in connection with their employment.

° If limited to searches of information that is
routinely available without charge or subscription
to the public—on the Internet, in telephone
directories, or in public records to the extent
authorized by law.

* If conducted with deidentified data (i.e., data
from which personally identifying elements
such as name or Social Security Number
have been removed or obscured)

* If conducted with personally identifiable
information.

No new requirements

No new requirements

No new requirements

No new requirements

1 Administrative authorization (set forth in
Recommendation 2.1), which may be granted
on a “per program” or “per search” basis; and

2 Regular compliance audits (set forth in
Recommendation 2.5).

All new requirements apply (i.e., administrative
authorization, compliance with technical requirements,
special rules for third-party databases, and regular
compliance audits, as set forth in Recommendations 2.1,
22,23, and 2.5), except for need to obtain a Foreign
Intelligence Surveillance Court order (set forth in
Recommendation 2.4).

All new requirements apply (as set forth in
Recommendations 2.1-2.5), including application
to the Foreign Intelligence Surveillance Court
(Recommendation 2.4), which can be made on
a “per program” or “per search” basis.
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Our goal in these recommendations is to articulate a framework

of law and technology to enable the government simultaneously

to combat terrorism and safeguard privacy.

CONCLUSION

Our goal in these recommendations is to articu-
late a framework of law and technology to enable
the government simultaneously to combat terror-
ism and safeguard privacy. We believe rapid action
is necessary to address the host of government
programs that involve data mining concerning
U.S. persons and to provide clear direction to
the people responsible for developing, procuring,
implementing, and overseeing those programs.

While these recommendations impose additional
burdens on government officials before they em-
ploy some data mining tools, we believe that in the
long-run they will enhance not only informa-
tional privacy, but national security as well. They
are designed to help break down the barriers to
information-sharing among agencies that have
previously hampered national security efforts, to
provide sufficient clarity concerning access to and
use of personal information concerning U.S. per-
sons so that DOD and other government offi-
cials can use such information appropriately, and
to ensure that scarce national security resources
are deployed strategically and effectively.

This broader, more comprehensive approach is
essential if our nation is to achieve its goal of
combating terrorism and safeguarding the priv-
acy of U.S. persons. We must not sacrifice liberty
for security, because as Benjamin Franklin warned
more than two centuries ago, “they that can give
up essential liberty to purchase a little temporary
safety deserve neither liberty nor safety.”!! Franklin
might well have added that those who trade liberty
for safety all too often achieve neither.
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