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A REVIEW OF COUNTER-TERRORISM LEGIS-
LATION AND PROPOSALS, INCLUDING THE
USA PATRIOT ACT AND THE SAFE ACT

WEDNESDAY, SEPTEMBER 22, 2004

UNITED STATES SENATE,
COMMITTEE ON THE JUDICIARY,
Washington, DC.

The Committee met, pursuant to notice, at 9:35 a.m., in room
SD-226, Dirksen Senate Office Building, Hon. Orrin G. Hatch,
Chairman of the Committee, presiding.

Present: Senators Hatch, Kyl, Sessions, Craig, Cornyn,
Chambliss, Leahy, Kennedy, Feinstein, Feingold, Schumer and
Durbin.

OPENING STATEMENT OF HON. ORRIN G. HATCH, A U.S.
SENATOR FROM THE STATE OF UTAH

Chairman HATCH. Good morning, and welcome to today’s hear-
ing. This Committee must be vigilant in overseeing the legal tools
Congress gives to the Federal Government to protect the American
people from acts of terrorism. Senator Leahy, the ranking Demo-
cratic member of the Committee, and I, along with all members of
the Judiciary Committee, have worked together in a bipartisan
fashion to review the adequacy of the legal tools available in the
war on terrorism. During the 108th Congress, the Senate Judiciary
Committee has remained active in its oversight and evaluation of
terrorism issues. We have held over 25 terrorism-related hearings
in this Congress.

We have just marked the third anniversary of the September 11
attacks on our country. That somber anniversary and the recently
released 9/11 Commission report remind us that the stakes in this
war on terror are immense and that the enemy we face is ruthless
and evil. We are also reminded that the terrorist threat to our
country is as real today as it was back in September of 2001. Fail-
ure to grasp this reality would be a dangerous misunderstanding
of our enemy’s plans.

Only weeks ago, we all witnessed the horror of parents in
Beslan, Russia, who rushed to the school, only to learn that their
children were being held hostage. Later, watching some of the chil-
dren, clad only in their underwear, escape death, seeing the cov-
ered bodies of the many who could not escape and viewing the
stunning videotape of the terrorists who flaunted explosives before
their helpless victims, provided an unfiltered view of the inhumane
enemy we are facing.
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While we cannot be ruled by our fears, events like these must
never be far from our minds as we carry out our oversight of the
war on terror. We must do all we can to make sure that we do not
face another September 11 attack or Beslan-like tragedy in this
country.

The USA PATRIOT Act has been one of the key legislative tools
in our fight against terrorism. As the 9/11 Commission report
noted, quote, “Many of the act’s provisions are relatively non-con-
troversial, updating America’s surveillance laws to reflect techno-
logical developments in a digital age. Some executive actions that
have been criticized are unrelated to the PATRIOT Act. The provi-
sions in the act that facilitate the sharing of information among in-
telligence agencies and between law enforcement and intelligence
appear, on balance, to be beneficial. Because of concerns regarding
the shifting balance of power to the government, we think that a
full and informed debate on the PATRIOT Act would be healthy,”
unquote.

I hope today’s hearing advances this debate in a constructive
fashion. As we examine the PATRIOT Act and the proposals to
alter it, I frequently look to see if the tools we seek in the war on
terror are already available in the narcotics or organized crime con-
text.

For example, the criminal law has long permitted investigators
to obtain business records by grand jury subpoena if the records
may be relevant to a criminal investigation. The PATRIOT Act
adopted a similar relevance standard for investigators who seek
records via a FISA, or Foreign Intelligence Surveillance Act, court
order in terrorism cases.

One proposal we will hear about today, the SAFE Act, would re-
quire a higher standard in terrorism cases. To obtain business
records, the SAFE Act would require the Government to show spe-
cific and articulable facts to believe that the person to whom the
records pertain is a foreign power or agent of a foreign power, a
much higher standard than showing the records may be relevant
to an investigation.

I am skeptical about efforts to impose a greater burden on the
Government in terrorism cases than in less serious, but neverthe-
less significant criminal cases. It seems to me that we should not
make it any harder to go after suspected terrorists than after sus-
pected drug dealers.

Another example that we will hear about today is delayed notifi-
cation search warrants. Delayed notice warrants have been allowed
in criminal cases for at least 15 years. The PATRIOT Act codified
this authority, permitting delay if the Government satisfies an Ar-
ticle III judge that delay is necessary in enumerated instances; that
is, a Federal district court judge, or it could be under certain cir-
cumstances a Federal circuit court judge.

The SAFE Act would forbid delay in some circumstances pre-
viously allowed by the courts, including those instances where no-
tice would result in the intimidation of witnesses or would seri-
ously jeopardize an investigation. Again, I have to say I am highly
skeptical about the need to limit the use of tools that have been
available to criminal investigators for years. If delayed notification
warrants are good enough for drug dealers, white-collar criminals
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and organized crime syndicates, I will have to be convinced that
they should not apply to terrorism investigations.

As we move forward, many issues must be weighed: how best to
preserve our traditional civil rights while strengthening our ability
to disrupt terrorist plots; whether we should reconcile our mass
transportation laws to ensure that terrorists who may attack a
train are treated the same as those who may attack a school bus;
whether our laws adequately punish those who possess missile sys-
tems designed to destroy aircraft; and whether we should update
a host of other anti-terrorism laws. In all these areas, we must re-
main innovative in examining our terrorism laws and stay a step
ahead of the terrorists.

Let me be clear. I certainly do not question the motives of anyone
who wants to alter the PATRIOT Act. However, I do disagree with
the facts cited to support many of the changes that have been advo-
cated to date. I am especially skeptical about changes that would
leave our counter-terrorism investigators less well equipped than
their criminal investigator counterparts.

I look forward to hearing from our witnesses on how we can con-
tinue to move forward to achieve our shared goal of making Amer-
ica safer while retaining our cherished civil liberties. We are
pleased today to have two significant members of this Committee
to present their views on some of the changes they would like to
see in the PATRIOT Act. I respect, naturally, both of these fine
gentlemen—Senator Craig, from Idaho, who has worked very, very
diligently and in a very, very effective way on this Committee, and
Senator Durbin, who is one of the leaders on the Committee on his
side of the table, and certainly a very bright man who has a tre-
mendous knowledge of law.

[The prepared statement of Senator Hatch appears as a submis-
sion for the record.]

So we are grateful to have both of you here. We will look forward
to hearing your testimony. I guess we will start with you, Senator
Craig.

STATEMENT OF HON. LARRY CRAIG, A U.S. SENATOR FROM
THE STATE OF IDAHO

Senator CRAIG. Well, Mr. Chairman, thank you very much. I am
pleased to be at the table with my counsel today, Senator Dick
Durbin, from the great State of Illinois. I want to thank you for
convening this important hearing on—

Chairman HATCH. That automatically gives me some real pause
here that you are with your counsel.

Senator CRAIG. I am here with my counsel, Mr. Chairman. This
is the Judiciary Committee and I do want the arguments to be
clear and to the point.

I do want to thank you especially today for convening this hear-
ing on the USA PATRIOT Act and the SAFE Act. I welcome the
distinguished panelists who are coming after us. I appreciate their
being here and look forward to their testimony.

A recent news article described me as a “rock-ribbed” conserv-
ative Republican stalwart from Idaho. I liked that. Accordingly, I
am a supporter of this President and the PATRIOT Act. However,
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that does not mean there is not room for legitimate debate about
civil liberties in the war on terror and during an election year.

It is not pandering to hysteria to respond to the legitimate con-
cerns that I and my constituents and the cosponsors of the SAFE
Act and their constituents have regarding certain PATRIOT provi-
sions that pose recognized risks to American civil liberties. It is
law-making, and my responsibility as a U.S. Senator is just that.

Several provisions in the PATRIOT Act will sunset in 2005. The
SAFE Act clarifies and amends in minor ways the PATRIOT Act’s
most troubling provisions. This bill is my bid to open debate on this
important and very present issue so that we are better prepared
to deal with the PATRIOT Act a second time around.

But many have distorted this effort, Mr. Chairman. Initially, crit-
ics said that any attempt to amend the PATRIOT Act was based
on misinformation. It simply is irresponsible to say that anyone
who finds imperfections in a 350-page law does so only because
they are misinformed.

The Department of Justice itself, in a hearing on the PATRIOT
Act’s material support statute earlier this year, suggested ways in
which the material support statute could be improved. That is the
Department of Justice asking for change in the PATRIOT Act.

The President, in a speech in Hershey, Pennsylvania, in April,
recommended changes in the PATRIOT authorities in the form of
administrative subpoenas and presumptive denial of bail in ter-
rorist cases and allowing the death penalty for terrorist crimes that
result in death.

The Department of Justice followed suit with the Tools to Fight
Terrorism Act of 2004 and other legislative proposals that would
change or add to the law enforcement authorities provided for in
the PATRIOT Act. It seems that the PATRIOT Act is not a perfect
law, seen through the eyes of the Justice Department.

Critics also said that any attempt to amend the PATRIOT Act
are legislative proposals based on fear of potential abuses rather
than actual abuses under current law. This is a Government of
laws, Mr. Chairman, not men. While I trust the men and women
of this administration—and I do trust them—I do not know who
comes next or 10 years or 20 years from now.

When I am told that in the case of several powerful provisions
of the PATRIOT Act, law enforcement can, but will not use them
in a particular way, I grow skeptical, and so do my constituents.
When the Department of Justice states on its website that ter-
rorism investigators have no interest in the library habits of ordi-
nary Americans and that we must simply trust that they do not,
that is not the way this Government works before, during or after
a war on terrorism. I therefore see the need to proceed not with
fear but with caution, not with hysteria but with reasonable and
sound logic.

More recently, I have heard some say that there has been no in-
formed debate on the PATRIOT Act, no informed debate on the PA-
TRIOT Act. Mr. Comey, a panelist before the Committee today, tes-
tified at the April 14 Judiciary hearing entitled “Preventing and
Responding to Acts of Terrorism: A Review of the Current Law,”
that there has been “no real informed public debate on the PA-
TRIOT Act over the last 18 months to 2 years. Instead, we have
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found ourselves in a situation where town councils across the coun-
try have voted to repeal the PATRIOT Act and where people stand
around at dinner parties and nod when someone talks about how
awful the PATRIOT Act is”. It was also reiterated that it is impor-
tant that we have the discussion now, and for that I thank you,
Mr. Chairman. I do believe this is the beginning of what needs to
be a very thorough and open discussion.

Since the passage of the PATRIOT Act in 2001, lawmakers, con-
stituents, interest citizens groups and various associations and or-
ganizations on the local, State and national level have met, con-
ducted public forums, attended conference events, written letters,
issued statements and drafted legislation on the PATRIOT Act and
related issues.

They have said that now is the time to correct some of the provi-
sions of the USA PATRIOT Act by passing the SAFE Act. The
American Conservative Union has agreed. The Gun Owners of
America have agreed. The Free Congress Foundation has agreed.
The ACLU has agreed. The Center for Democracy and Technology
has agreed. The League of Women Voters has agreed. The Elec-
tronic Frontier Foundation has agreed. The American Booksellers
Foundation for Free Expression has agreed. The American Library
Association has agreed.

I assure you it has been discussed and continues to be discussed
not here in Congress to any great degree, but all over this country.
But the Department of Justice is not discussing it. As my col-
league, Senator Feinstein, pointed out in last week’s hearing, after
3 years we have received no reports on the sunsetted provisions.
Instead, what we have received is a veto threat.

Instead, the Department of Justice is requesting additional law
enforcement authorities in the form of administrative subpoenas,
FISA warrants for lone wolf terrorists, automatic provisions for
confidential requests for Classified Information Procedures Act pro-
tection, and the list goes on.

Instead, they have said that if people find the space in American
life to have an actual informed understanding of the PATRIOT Act,
they will realize that it is so smart, and I want to emphasize so
ordinary. “Ordinary” with respect to roving wiretaps would be to
extend the criminal wiretap authority to intelligence cases rather
than creating a John Doe wiretap, which does not require law en-
forcement to specify the target of the wiretap or the place to be
wiretapped.

“Ordinary” with respect to sneak-and-peek warrants would be to
reserve their use for a limited set of circumstances in which there
is statutorily mandated judicial oversight. “Ordinary” with respect
to FISA orders for personal records would be to preserve the re-
quirement that the FBI state specifically articulable facts showing
reason to believe that the person to whom the records related was
a terrorist or a spy, rather than reducing this to merely requiring
the FBI to clarify that the records are sought for an international
terrorism or intelligence investigation—a standard even lower than
relevance.

“Ordinary” with respect to the national security letters for per-
sonal records would be to clarify that a library is not a wire or com-
munications service provider, while still allowing the FBI to obtain
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the same information regarding e-mails or other communications
that took place at libraries by issuing an NSL to the library’s wire
or communications service provider.

And, lastly, “ordinary” with respect to sunsetting Sections 213,
216, 219 and 505 of the PATRIOT Act would be to ensure that
there is a future discussion about the nature and use of some of
the most controversial provisions of the law.

The SAFE Act would restore the ordinary and necessary tools to
fight a successful war on terrorism and eliminate those extraor-
dinary PATRIOT powers that pose a threat to American civil lib-
erties.

I want to show you something that is posted on the wall at the
Boise, Idaho, library. The sign says, “Notice: Under Section 215 of
the Federal U.S. PATRIOT Act, records of your Internet computer
use and/or records of the books and other materials you use or bor-
row from this library may be obtained by Federal agents. The Fed-
eral law prohibits library staff from informing you if records about
you have been obtained by a Federal agent.”

That is the sign of Big Brother, and, Mr. Chairman, that is the
sign that should come down from all of America’s library walls.
That is why I am here today, that is why my colleague is here
today, and that is why the SAFE Act is a part of what must be-
come a new and reauthorized PATRIOT Act.

Thank you, Mr. Chairman.

Chairman HATCH. Thank you, Senator.

Senator Durbin, we will turn to you now.

STATEMENT OF HON. RICHARD J. DURBIN, A U.S. SENATOR
FROM THE STATE OF ILLINOIS

Senator DURBIN. Thanks, Mr. Chairman, and thank you for keep-
ing your word. You promised us that you would have this hearing
and the SAFE Act would be discussed, and we appreciate it very
much, and the opportunity to testify.

Chairman HATCH. Let me say I always try to keep my word, and
I appreciate that.

Senator Leahy is going to defer a statement until after you finish
yours. So I just want people to realize that I am not being discour-
teous to my counterpart on the Committee.

Senator LEAHY. You never are.

Chairman HATCH. Senator Durbin.

Senator DURBIN. Thank you.

I am sure that anyone who follows C—SPAN is trying to figure
out why Senator Durbin would be sitting next to Senator Craig at
the same table cosponsoring a piece of legislation.

Chairman HATCH. It is a puzzlement.

Senator DURBIN. This is truly an odd couple on Capitol Hill.

Chairman HATCH. It may be the other way around. People are
wondering why in the world is he sitting next to you.

[Laughter.]

Senator DURBIN. Well, it could be.

Senator CRAIG. I have already clarified that, Mr. Chairman.

Chairman Hatch. Yes, I think you did.

Senator CRAIG. He is my counsel.
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Senator DURBIN. Senator Sununu, who is a cosponsor of this leg-
islation, when he looked at the lead sponsors said it tells us one
of two things, either that this is truly a bipartisan attempt or that
one of these Senators hasn’t read the bill.

I would tell you that we have read the bill. We understand the
SAFE Act and it is a bipartisan effort, and it is amazing what we
have brought together in this effort. Whether you are on the left
end of the political spectrum or the right end of the political spec-
trum, you are going to find support for the SAFE Act.

There is one thing that binds us together in the U.S. Senate, only
one, and that is our sworn allegiance to the Constitution. I think
Senator Craig may view some portions of it a little differently than
I do, but we understand the basic responsibility that we face here,
and that is why we introduced this bill.

We start with the same premise both from the Democratic and
Republican side, and that is that we have basic rights and liberties
to privacy, for example, in this country and the government has to
make the case when it takes away your rights and liberties. If you
start with that premise, as the 9/11 Commission did, then I think
you can understand the SAFE Act. It is what we are all about.

I would like today to ask that we call a truce in the war over
the PATRIOT Act. Almost since the day that it was passed, sup-
porters and critics have been engaged in trench warfare. Some peo-
ple have resorted to falsehoods and scare tactics. I know everyone
on this Committee rejects those tactics, and I think we should
move beyond them.

There are some things that I think we can basically agree on.
First, the PATRIOT Act is a deeply misunderstood law. It is a real-
ly complicated, highly technical statute, 130 pages long. Most
Americans haven’t read it; and many Members of Congress may
not have had the time to read it.

One critic said trying to read the PATRIOT Act and understand
it is like standing outside a library in the middle of the night lis-
tening to the mice chewing on the books and trying to figure out
what the contents of the books happens to be. That is not a
misstatement or an over-statement, I think, when you consider
some of the vague references and technical references in the PA-
TRIOT Act.

Many policies people attribute to the PATRIOT Act have nothing
to do with it. Let me give you an example: the detention of U.S.
citizens an enemy combatants. I have been critical of this policy,
but let’s be clear. That doesn’t have a thing to do with the PA-
TRIOT Act.

Chairman HATCH. Right.

Senator DURBIN. Second, the fact that the PATRIOT Act is mis-
understood does not mean that public concerns about civil liberties
can be dismissed. As I said earlier, if you start with the premise
that we have certain rights and liberties, God-given, and that the
government has to justify taking away those rights, this is truly a
legitimate inquiry as to whether the PATRIOT Act went too far.

Third, the PATRIOT Act shouldn’t be a political football. Let’s be
clear. The PATRIOT Act sunset clause applies to less than 10 per-
cent of the law, only 15 of the 158 sections. These provisions are
scheduled to expire on December 31, 2005, over 15 months from
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now. We picked that date, which is not during an election year, for
good reason. We wanted to keep the PATRIOT Act out of politics.

Let me at this time salute you, Mr. Chairman, as well as Senator
Leahy. I remember how the PATRIOT Act was born. It was a bi-
partisan effort at a very worrisome time in America’s history, and
I thought the two of you did your level best to come together and
present something to us which was bipartisan, but to provide with-
in the law sunset provisions so if we made a mistake in our fear
or in our haste, we could correct it.

Fourth, Congress should debate the PATRIOT Act thoroughly be-
fore reauthorizing it. I think that is something that goes without
saying.

Fifth, as I said earlier, the burden of proof for retaining the ex-
panded powers of the Government under the PATRIOT Act is on
the Government, not on the American people. The American people
should not have to prove that they have a right to privacy. The
American people should not have to prove that before their Govern-
ment can search their homes or tap their phones, the American
peoplf1 have the responsibility of establishing why they shouldn’t be
tapped.

Here is where we disagree, and our debate over the PATRIOT
Act is really limited to a small number of controversial provisions.
We understand the PATRIOT Act was passed at a time of national
crisis. The White House came to Congress and asked us to pass it
to give our Government more power to protect us from another 9/
11. As I said earlier, members on both sides of the aisle worked to
improve it.

I want to at this point really salute one of my colleagues who is
here today, and that is Senator Feingold. During the course of the
debate on the PATRIOT Act, I thought he offered amendments on
the floor of the Senate which were thoughtful amendments which
really get to the heart of some of the issues that are addressed in
the SAFE Act. It was not an easy time to offer those amendments
and to suggest that the Government was going too far in the pas-
sage of the PATRIOT Act.

Senator Feingold, thank you for your courage and your leader-
ship. I think, frankly, more of us should have been more carefully
attuned to some of your arguments during that particular moment.
Mr. Chairman, there is no perfect law, with the possible exception
of the Ten Commandments and several laws that you have au-
thored.

[Laughter.]

Chairman HATcH. Well, it is nice to have recognition of that.

Senator DURBIN. Thank you.

Now, with almost 3 years of hindsight, isn’t it appropriate that
we ask some important questions? I think Senator Craig has really
gone to the specific issues and we can point to a broad coalition of
groups that ask the very same questions.

When the American Conservative Union and the American Civil
Liberties Union are standing together asking these questions, I
think it points to the legitimacy of what we are about with the
SAFE Act.

Unfortunately, the SAFE Act has been caught up in the war over
the PATRIOT Act. I can’t remember a time in over 20 years that
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I have been on Capitol Hill when any administration has an-
nounced in advance when a bill was introduced that they were
going to veto it, but they did on the SAFE Act. Before there was
a single hearing, before there was a single amendment offered, the
administration announced the President will veto this bill. I think
that is a singular distinction. I don’t know if it is a singular honor,
but I can’t recall this ever having occurred.

The administration said this bill would eliminate some PATRIOT
Act powers and, quote, “make it even more difficult to mount an
effective anti-terror campaign than it was before the PATRIOT Act
was passed.” These objections from the administration are just not
accurate.

The SAFE Act does not repeal one provision in the PATRIOT
Act. It doesn’t amend pre-PATRIOT Act law. It retains the ex-
panded powers created by the PATRIOT Act, but it places impor-
tant limitations. Senator Craig has spelled them out.

When it comes to roving wiretaps, it would eliminate the John
Doe roving wiretap. It would say to the Government, specify the
person or the phone that you are going to tap. That is all.

On sneak-and-peek searches, it would say that after a period of
time, 7 days, the Government would notify you that your home has
been searched. And we put provisions in there for exceptions. For
example, if someone’s life is at stake; evidence is about to be de-
stroyed. There are exceptions to that notification.

When it comes to the library issue, if you had been home and
met with librarians to discuss this issue, you understand why the
Boise Public Library has put this notice up and why many libraries
across America are warning Americans that what they do in a pub-
lic library may be compromised by the PATRIOT Act. That is an
indication to me that we need to sit and take a look at this.

These are not wild-eyed people. These are folks in libraries who
are committed to some of the most basic principles and freedoms
of America—the right to privacy. When they are this concerned, as
has been expressed by Senator Craig and many others, we owe it
to them to step back and take notice.

Mr. Chairman, I am not suggesting our SAFE Act is perfect. Sen-
ator Craig and I are open to suggestions. I hope this Committee
will be willing to work with us in a good-faith, bipartisan effort to
really come up with a modification of the PATRIOT Act which does
not compromise national security, but preserves and protects the
rights and liberties of the people of this country.

Thank you, Mr. Chairman.

Chairman HATCH. Well, thank you, and I am convinced that both
of you are very sincere in this effort and we will certainly work
with you to see if there is some way we can resolve the differences
that we have over this.

I would like to get to General Comey, so why don’t you folks
come up on our dais and we will turn to Senator Leahy, our Demo-
crat leader on the Committee.

STATEMENT OF HON. PATRICK J. LEAHY, A U.S. SENATOR
FROM THE STATE OF VERMONT

Senator LEAHY. Thank you, Mr. Chairman, and I will try not to
hold up the Deputy Attorney General.
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After all, he is one of the few people in Government who is taller
than I am and I wouldn’t want to do that.

I want to just open by stating my respect and admiration for
both Senator Durbin and Senator Craig. I remember different
times I have worked with Senator Durbin. He has so carefully and
consistently gone through each piece of legislation here and worked
on it.

Sometimes we have agreed, sometimes we have disagreed. I have
a}llways been influenced, though, by his reasoning and his work on
that.

Senator Craig and I worked together when I was the Democratic
leader of the investigation that happened on Ruby Ridge. I couldn’t
help but think, in speaking with Senator Craig at that time and
with many of his constituents, of some of the concerns that they
expressed about the Government’s involvement in their life, or even
more specifically the Government’s involvement in their privacy. It
would be easily interchangeable with the people in Vermont, a
State which greatly, greatly holds to its privacy.

About the only article ever written about me that I actually
saved and framed was a sidebar to a major New York newspaper
that sent somebody up to do a profile of me. The sidebar talks
about the little town I live in. I live on a dirt road, in an old farm-
house, with a farm family that has known me since I was a child
next door. They hay the fields and what not.

The article went almost exactly like this. On Saturday morning,
a New York reporter pulls up in a New York-licensed car. An old
farmer is sitting on the porch, and he says does Senator Leahy live
up this road? The farmer looked up and said are you a relative of
his? He said no. He said, well, are you a friend of his?

Well, not really. Is he expecting you? No. The farmer looks him
right in the eye and says never heard of him. That is our sense of
privacy.

Senators Durbin and Craig have been vocal proponents for a
thoughtful change in the PATRIOT Act. They have identified sec-
tions in the law that deserve vigorous debate; specifically, with re-
gard to Section 215 of the PATRIOT Act, the national security let-
ters. I think that is important.

I wish—and this is nothing against Mr. Comey, who is very well-
respected, but I wish the Attorney General would be here, not least
because of his oversight obligation to his former colleagues on this
Committee. We see him appearing at press conferences, announce-
ments of indictments. We read about his travel to Bellagio and
Lake Como, near that beautiful portion of northern Italy from
which my Italian grandparents emigrated. He seems to have time
for everything but appearing before the oversight Committee. As
members of the Committee know, this chronic scarcity touches also
on the question of 9/11.

So I do look forward to hearing Mr. Comey’s views on the SAFE
Act, but I am also interested to hear his response to rising public
concern over the fact that the Bush administration continually calls
for more Government power, while leaving many available authori-
ties under-utilized. There is the matter of establishing a real civil
liberties protection board to serve as a watchdog to the agencies of
the executive branch. So today’s hearing is an important.
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The Durbin-Craig SAFE Act is a substantive bill that merits our
attention. But this hearing is also significant because it is the first
hearing in this Committee on these matters since the release of the
9/11 Commission report, which wrote that the burden of proof for
retaining a particular governmental power should be on the execu-
tive. It said that the executive must explain how the powers of the
PATRIOT Act actually materially enhance security, whether there
is adequate supervision of the executive’s use of those powers to en-
sure protection of civil liberties, that there are adequate guidelines
and oversight to confine its use. So there should be answers to
questions on this topic.

The hard truth is, even as we mark the third anniversary of the
terrible, terrible September 11 attacks, we have not seen basic ac-
countability for these tragic acts. Vice President Cheney recently
spoke about a number of things, but he recently spoke of the likeli-
hood that terrorist attacks would occur if a Democrat were elected
President. That is outrageous. He told supporters that terrorists
will strike again if we make the wrong choices on election day. I
was a youngster during the McCarthy era, but I still remember
some of the slurs that came out at that time. This remark is not
only irresponsible and outrageous, but it shows fear-mongering.

It is also incredibly ironic that it was given by the top adminis-
tration official who was on watch on September 11 when the first
attack happened, and we have yet to see any acceptance of respon-
sibility for that attack or the missteps leading up to it or the fail-
ure to capture Osama bin Laden. We seem to think that the admin-
istration could squander the unity of the American people and our
international allies by deviating from the fight against terrorism by
choosing instead to topple the regime of Saddam Hussein, a hor-
rible man. But I am far more interested in getting the people who
struck at us.

I really worry. I have seen the Republican Speaker of the House
and the Republican candidate for the Senate in South Dakota fol-
low these charges. After all, everybody here, Republican and Demo-
crat, are patriotic. There is not a single one of us who wants to see
us get attacked again, and these outrageous statements really do
go back to a dark time in our history of Joseph McCarthy. I men-
tion this because it was a Senator from my State, Ralph Flanders,
who had the courage to stand up and submit the articles of censure
against Mr. McCarthy.

The facts are that the Bush administration resisted this Commit-
tee’s efforts to examine what led to the tragedy. They resisted cre-
ation of the Department of Homeland Security. They resisted the
formation of the 9/11 Commission. They resisted the efforts of the
9/11 Commission while carrying out its task, and they continue to
resist important recommendations of the 9/11 Commission.

Regarding the topic of today’s hearing, the administration has
done little but resist oversight of the PATRIOT Act’s implementa-
tion, despite bipartisan concerns. After all, I remember what Gov-
ernor Kean said that there is probably no substitute for the over-
sight of the Congressional committees. He said vigorous oversight
is needed to make sure the public can be assured the PATRIOT Act
is being used properly. We have been trying to get updated infor-
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mation from the Department on implementation issues of the PA-
TRIOT Act, including the use of national security letters.

We recognize that some of the most controversial provisions of
the PATRIOT Act will sunset at the end of 2005. Because of that,
the 9/11 Commission said we should have a healthy debate over
the extension of those provisions next year.

In case anybody wonders how that sunset provision came about,
then-Republican Leader Dick Armey and I put that in. Now, that
is an interesting ideological line-up, but the two of us joined to put
this in. We did it so that there would be oversight.

The Attorney General has said that no one has challenged the
Government’s use of authority and no court had found the Govern-
ment had overreached. Perhaps he chose not to be with us today
because the list of reversal of the Government’s policies and prac-
tices has become so extensive over the last couple months and
years. From the Department’s involvement in rewriting our coun-
try’s adherence to the Geneva Convention and the Convention
Against Torture which contributed to the breakdown at Abu Ghraib
prison and elsewhere, to the Supreme Court’s rejection of the ad-
ministration’s Guantanamo practices, there is a lot that needs at-
tention.

In fact, the Justice Department has accumulated one loss after
another in terrorism cases. We have seen just recently the unravel-
ing of the Department’s first post-September 11 prosecution of a
terrorist sleeper cell in Detroit. That followed on the heels of a
growing list of losses in questionable cases.

The wrongful arrest of a Portland attorney based on a fingerprint
mismatch—great fanfare announcing this arrest. Whoops, sorry,
got the wrong guy. The acquittal of a Saudi college student who
was charged with providing material support to terrorists. The re-
lease on bail of two defendants in Albany, New York, after the Gov-
ernment admitted having mis-translated a key piece of evidence.
The evidence referred to one defendant as “brother,” not “com-
mander,” as originally represented. The Supreme Court’s repudi-
ation of the administration’s claim that it can hold citizens indefi-
nitely as unlawful combatants without access to counsel or family.

There have been really very few victories in cases that brought
terrorism charges since September 11, and those seem to have been
foreshadowed by seemingly half-hearted prosecutions. Justice De-
partment officials say their record since the 2001 attacks reflect a
successful strategy of catching suspected terrorists, even if that in-
volves charging them with lesser crimes.

I am not going to contest that lesser crimes are being charged.
I can’t think of a greater crime than what happened to us on Sep-
tember 11. If we look at the TRAC record of the approximately 184
cases that we are told were international terrorism matters, 171 of
them got sentences of less than a year. In my State, you can get
sentences like that for drunk driving, not for terrorism.

What happens to a suspected terrorist that spends 6 months in
prison and then is deported to his country of origin in the midst
of a war that has no end in sight?

Does it really squelch deadly plots?

The administration has yet to answer questions about the depor-
tation of Nabil Al-Marabh to Syria, a nation that is a state sponsor
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of terrorism. He was at one time number 27 on the FBI’s list of
most wanted terrorists. Experienced prosecutors wanted to indict
him, but instead he was released. He shared an address with de-
fendants in the Detroit case. Now, what are they facing? Document
fraud charges. The Twin Towers were hit, the Pentagon was hit;
a plane came down in Pennsylvania. We are going to get somebody
on document fraud charges and send number 27 on our list of most
wanted out of the country.

I am waiting to see what the Government does with the Hamdi
case. Will the Justice Department release and send to Saudi Arabia
someone they said was so dangerous that he had to be held for
years in a military stockade and couldn’t be allowed to consult with
a lawyer?

I would like to have asked the Attorney General about the fright-
ening announcement from Moscow that they arrested Jose Padilla,
as if the Government had miraculously averted a nuclear device
from being detonated in our heartland. The Attorney General had
to go immediately on television in Moscow to tell us about this.

Mr. Comey represented in the Federal courts a few months ago
that the Government no longer even contends that Mr. Padilla was
engaged in a dirty bomb plot.

We have yet to see any criminal charges against him, but I do
remember all the programs on television here being stopped imme-
diately so we could hear about the nuclear attack that was diverted
when the Attorney General announced it from Moscow. We see a
lot of these press conferences. I would like to find out what hap-
pens when it turns out that the charges weren’t backed up.

The reason I mention all these things is that if we are going to
give the Government more powers to add to the Federal arsenal,
let’s find out what has been happening so far, not just the press
conferences announcing some spectacular arrest, but what hap-
pened later on when somebody got a charge that is similar to a
drunk driving charge, or the charges are dropped or we say,
whoops, forget those major headlines that went on for day after day
after day; we made a mistake.

I want to know what tools are actually being used and how they
are working, and which are subject to abuse and which need to be
modified. As I have said before, I am a former prosecutor and I
want to give prosecutors a lot of tools, but I don’t want them to go
into the privacy and independence of Americans without knowing
what we are getting in return.

Th?lnk you, Mr. Chairman. I will put my full statement in the
record.

[The prepared statement of Senator Leahy appears as a submis-
sion for the record.]

Chairman HATcH. Thank you, Senator. I am going to put you
down as being against the Vice President and the Attorney Gen-
eral, and I will—

Senator LEAHY. No. I am against anybody who would go up and
say one of the most outrageous statements, and every Republican
should condemn what the Vice President said to say if we elect a
Democrat, we are going to have a terrorism attack similar to what
happened during this Republican administration.

Chairman HATCH. I don’t think he said that.
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Senator KYL. Mr. Chairman?

Chairman HATCH. You know he didn’t say that, and I think that
is a misrepresentation of what the Vice President said and I would
direct you to read the record and read what he said. And what he
said is true, and frankly I don’t think there should be distortions
like that.

But be that as it may, we—

Senator KyL. Mr. Chairman.

Chairman HATCH. Yes?

Senator KYL. I am sorry. Could I just ask unanimous consent
that the Vice President’s actual words be inserted in the record at
this point?

Chairman HATCH. Without objection.

Senator LEAHY. I am all in favor of that.

Chairman HATCH. Well, so am 1.

Now, we are pleased to have Mr. Comey. Mr. Comey runs the
Department on a day-to-day basis under the direction of the Attor-
ney General.

There is nobody who has better knowledge or better information
or a better ability to understand the PATRIOT Act than Mr.
Comey. So we welcome you as the Deputy Attorney General to this
hearing. We are fortunate to have you.

Mr. Comey has experience ranging from line prosecutor to ter-
rorism prosecutor, U.S. Attorney for the Southern District of New
York, one of the most prestigious positions in the whole Justice De-
partment, to now the second highest ranking official in the Depart-
ment of Justice and the person who runs the day-to-day Depart-
ment of Justice.

So we are pleased to have you here. We are pleased to have your
opening statement and we look forward to allowing both sides to
ask any questions they desire of you, and we will go from there.

STATEMENT OF JAMES B. COMEY, DEPUTY ATTORNEY
GENERAL, DEPARTMENT OF JUSTICE, WASHINGTON, D.C.

Mr. CoMEY. Thank you, Mr. Chairman, Senator Leahy, members
of this Committee. Mr. Chairman,

I would ask that my full statement be made part of the record.

Chairman HATCH. Without objection, we will put your full state-
ment in the record.

Mr. CoMEY. Thank you, Mr. Chairman for holding this hearing.
I traveled to the beautiful State of Utah for the first time ever not
long ago to attend another hearing of this Committee devoted to
the PATRIOT Act, and I did that because I care so much about the
discussion about the PATRIOT Act and about how the Government
is using its powers.

I was honored to follow Senator Craig and Senator Durbin and
listen to their remarks. I respect them. I hear in their remarks
what I otherwise know, which is their passion for the rule of law
and for a close inspection of how we are using our Government
powers.

Senator Craig quoted me accurately at the Utah hearing. I think
I did say there has been no informed discussion. I should have said
there has been little informed discussion, because I have been part
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of some of that discussion about the PATRIOT Act over the last 18
months, as have my colleagues.

This is hard stuff. As Senator Durbin said, the PATRIOT Act is
long and complicated, and affects many, many provisions of the
criminal law and many of our tools to fight terrorism and foreign
intelligence efforts in the United States.

There are folks, though, around this country who I believe don’t
know enough about the PATRIOT Act. I believe those are the folks
who call for its repeal. No one who has read the PATRIOT Act and
who understands what is in it calls for its repeal, because people
who have read it know that it provides additional money for the
families left behind by first responders killed responding to ter-
rorism. It does something earth-shattering and ground-breaking,
and that is it lowers the wall between intelligence and criminal in-
vestigations so that we can work together to attack terrorism.

I believe very strongly that both sides in this debate need to en-
gage in this debate in a careful, respectful manner that gets beyond
bumper stickers. I think too often we have shouted past each other
in this debate, and folks on both sides have questioned the motives
of people who disagree with them.

I am somebody who believes it is right to question government
power. Our country was founded by people who had major concerns
about how the government would use its power, and 200 years and
more later it is filled with people who care about how the govern-
ment exercises its power and I am one of them.

I believe that the government should explain what it is doing to
the extent it can in an open forum, and if it can’t in an open forum,
then in a closed forum that respects intelligence sources and meth-
ods, and defend ourselves and explain how we are using powers be-
cause sunshine is the greatest disinfectant in the world. I should
not be doing something as Deputy Attorney General that I can’t ex-
plain and I can’t defend, and I pledge to you that I have not and
I will not.

As Senator Craig quoted me, I do believe that if we have an in-
formed debate about the PATRIOT Act people will take the time
at a cocktail party before they nod reflexively about how evil the
Act is, if people take the time to say what do you mean specifically,
what are the details there, or folks at conferences or folks in court-
rooms or folks at hearings demand those details, they will see that
the Act is, as I have said, smart, ordinary and constitutional, and
that we need it.

What I would like to do is just touch briefly on a couple of areas
that have people very concerned and that people ask me about
quite frequently.

Sneak-and-peek search warrants. We in law enforcement—I
spent my career as a prosecutor—we don’t call them sneak-and-
peek search warrants. We call them delayed notification search
warrants. Just the label “sneak-and-peek,” I think, connotes the
government going through your sock drawer late at night and then
sneaking off not to tell you about it, and obscures the fact that we
never obtain a search warrant, whether it is a delayed notification
search warrant or a regular search warrant, without a sworn show-
ing of probable cause to a Federal judge, who then issues a warrant
and has jurisdiction over that matter.
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Chairman HATCH. You never do?

Mr. CoMEY. Never.

Chairman HATCH. That is important.

Mr. CoMEY. There are circumstances in which searches are done
under exigent circumstances, emergency.

Someone is rushing into a building and they are chased before
they can flush drugs down the drain. But the warrant requirement
of the Fourth Amendment is part of our being; it is part of the fab-
ric of the Department of Justice and every prosecutor and investi-
gator in the United States.

Delayed notification search warrants aren’t used a lot, but they
have been used for decades and only when it matters most. I have
used them myself as a practicing prosecutor before I became a bu-
reaucrat. I was Assistant U.S. Attorney in Richmond, Virginia, and
there was a drug gang moving into Richmond from New York,
where before I was U.S. Attorney I used to say all bad things come.

The drug gang moved into Richmond, dealing lots and lots of
crack. We didn’t know much about them, except they were big, they
were bad, they were dangerous and they were new. We had a sin-
gle informant who told us about them and told the DEA that they
had just delivered five kilos of cocaine to an apartment in the west
end of Richmond. We didn’t know much more about it. We had a
reliable informant. We could make out probable cause based on his
track record and the specificity of what he said.

So we had a choice to make. Do we get a search warrant and go
in and seize those drugs, alert this organization that we are on to
them, jeopardize the informant and blow the investigation, or do
we let five kilos of cocaine walk onto the streets of Richmond? We
didn’t have to make that choice, though, because we had a judi-
cially-created rule that has been in effect since before I was a law-
yer and that has been upheld by the Supreme Court that allows
a court to delay notice.

So we went to a Federal judge. The DEA laid all that out that
I just told you in a sworn affidavit, and the judge gave the Drug
Enforcement Administration permission to search and to make it
look like a burglary, to delay notice. So the DEA went in, they
found the five kilos where the informant said it was. They took the
TV, they took the stereo, they broke a window. And in a theatrical
flourish, they took three beers and poured them down the sink and
set them around, and then they waited.

The two leaders of this organization came to the apartment and
they called the cops, and we sent a black-and-white unit, a marked
unit, with a briefed police officer and went there and answered the
call for service and said what is the problem? And they said, well,
there has been a burglary. Who are you? I am so-and-so, and can
I see your driver’s license? He got full identifiers on these two char-
acters. Whose apartment is this? It is ours. What was taken?
Stereo, TV, and these people even drank our beers; the nerve of
these burglars. Anything else taken? No, sir, nothing else taken.

Sixty days later, we had identified the full extent of this drug or-
ganization and we locked them all up. More than 30, as I recall,
were locked up. That delayed notification search warrant allowed
us to take the drugs off the street, to protect the informant’s life
and to identify all the bad guys.
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Now, my frustration is that that took me four minutes to explain.
Finding the space in American life for folks at cocktail parties, at
conferences and at hearings in court to listen to that to understand
what that tool is and why it matters so much is our great chal-
lenge. That is a burden on me and other members of the Depart-
ment of Justice and we are going to work very hard at it.

Section 215 that Senator Craig mentioned, the document provi-
sion of the PATRIOT Act that allows foreign counter-intelligence
and foreign counter-terrorism investigators to obtain records by
going to a Federal judge and getting an order for records or tan-
gible things, has caused great controversy.

It has become known as the library provision for reasons that I
cannot figure out.

I cannot figure out how 215 got associated with libraries. They
are not mentioned in 215. It is not something we lie awake at night
thinking about.

When I look at 215, what I think of is what most trained inves-
tigators think of—our ability to get credit card records, our ability
to get travel records, our ability to get rental car records, hotel
records. But folks are absolutely right that under this provision, a
Federal agent could, based on a sworn affidavit, get permission
from a Federal judge to obtain tangible things, books and records,
that might be at a library.

The only thing I would say to folks is that we need to start from
the premise that we don’t want libraries to be a sanctuary in this
country. Nobody does, if they think about it. But I think we have
gotten to a point where somehow this debate has become so spun
up that people whom I respect tremendously, librarians, which is
why their concern causes me such pain, have found themselves in
a position where they are calling for sanctuary in libraries.

We recently had an al Qaeda associate that we were tracking in
New York and very concerned about who had a computer at home
that we were monitoring, and he kept going to a library to use the
computer.

We couldn’t figure out what was going on. To make a long story
short, we found out after we locked this guy up that he was going
there because that library’s hard drives were scrubbed after each
user was done, and he was using that library to e-mail other al
Qaeda associates around the world. He knew that that was a sanc-
tuary. When I heard that, my reaction was what are we doing?
How has it moved from a debate that should be rational to a place
where we are creating a sanctuary?

I am happy to engage with librarians and anyone else about Sec-
tion 215. What that section simply does is give powers to counter-
intelligence investigators and counter-terrorism investigators that
criminal investigators have had for decades to obtain records with
process, except it does one thing. It makes it harder for them to
get the records than for a criminal investigator using a grand jury
subpoena.

Chairman HATcH. Would you repeat that again, because I think
those are things that a lot of people just don’t seem to understand?

Mr. CoMEY. I have given grand jury subpoenas—hundreds, prob-
ably thousands in my career as a Federal prosecutor—to Federal
agents to go and obtain records. I don’t think I have ever done it
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with a library, but we would if the crime led us there. The showing
required is the investigation is open and I think and the agent
thinks this might be relevant to the investigation. We don’t have
to go to a judge; we don’t have to involve the court at all.

Section 215 requires that same agent who wants those same
records, but for a foreign counter-terrorism or foreign counter-intel-
ligence investigation, to go to a Federal judge who sits on the For-
eign Intelligence Surveillance Court, write out an application as to
what he wants and representing that it is for a foreign counter-in-
telligence investigation or a foreign counter-terrorism investigation,
and then get a court order for it.

It is a much, much bigger hassle to do that than it is for a grand
jury investigator to get the same subpoena which is stroked by an
Assistant U.S. Attorney. So I think folks don’t realize those details
that it allows people conducting, frankly, investigations that are
more important than your garden-variety criminal cases access to
the records—it simply makes it harder for them.

The one thing it does that concerns a lot of good people is the
court order mandates that whoever gets this and provides these
books and records—and as I said, I think of rental car agencies, ho-
tels, but let’s say it was a library. There is a gag order, a non-dis-
closure order. I have tried to discuss this at great length with a lot
of librarians. Anybody who cares about privacy, as all of us do,
would not want an FBI agent going to a rental car place or a li-
brary and saying we are investigating Jim Comey and it is a for-
eign counter-terrorism thing and so we are going to need these
records and that is what it is about. Nobody would want that to
happen, so everybody would have to recognize that the librarian or
the hotel operator is not going to have the facts.

So why should, in our highest-stakes investigations, that person
be in a position to make the call whether to tell Jim Comey that
his records have been obtained? I mean, it is complicated to think
about, but if folks follow the thread through, they will understand
that a non-disclosure order is an important part of our foreign
counter-intelligence and foreign counter-terrorism investigations.

The SAFE Act does not, as the Senator said better than I ever
could, talk about repealing the PATRIOT Act. It actually proposes
modest changes to provisions of the PATRIOT Act. My concern
about it is this: I approach all of the criminal tools that I use and
ask, is something broken? If nothing is broken, then I don’t see a
reason to change it.

I don’t believe that the sneak-and-peek, the delayed notification
search warrant provision is broken. I don’t believe that the John
Doe roving wiretap provision is broken. So many of these other pro-
visions that the Senators have raised and raised, and explained in
a very, very—

Chairman HATCH. I don’t mean to interrupt you, but what about
Senator Craig’s concern that he trusts you and this administration,
but there might be a subsequent administration that might abuse
it?

Mr. CoMEY. Well, I guess you could trust me personally, but you
should not trust me institutionally because we are a Nation of
laws. I have devoted my life to that.
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Chairman HATCH. What he is saying is he doesn’t trust the insti-
tution, or at least—

Mr. CoMEY. And I think all of us should have a healthy maybe
not distrust, but skepticism of government power. I believe it is ad-
dressed in the PATRIOT Act because the PATRIOT Act is chock
full of judicial supervision, Congressional supervision and inspector
general supervision. I have all three of those watchdogs in my life
whenever I want to use the key tools of the PATRIOT Act.

As I said, the document provision, 215, requires Federal agents
to go to Federal judges. Grand jury subpoenas don’t involve Federal
judges. We make reports every 6 months to the Congress how we
are using it, and as everyone knows, the last time we declassified
that, we had never used Section 215. But we make detailed reports.

Our inspector general, who is a very competent and very aggres-
sive person, scrubs us from head to toe on how we are using the
PATRIOT Act and entertains criticisms of how we have used it. To
my knowledge, there has been no finding by a court or by our in-
spector general that there has been an abuse of the PATRIOT Act.

We had one court strike down a provision of the material support
statute that was in the PATRIOT Act as vague, and we are still
pursuing that.

Our inspector general continues to investigate the Mayfield mat-
ter that Senator Leahy referred to.

I don’t know exactly how the PATRIOT Act would figure there,
but that is one he said he is looking at. But beyond that, there is
level after level after level of review and safeguard that is not
present in the thousands and thousands of criminal investigations
that we conduct everyday.

I don’t want to appear rigid or like some sort of maniac, but my
approach to it is if something is broken, I will look to fix it. If it
is not broken, I don’t think we should look to fix it.

What I worry is really broken is people’s understanding of de-
layed notification search warrants or Section 215. I would prefer
that rather than change the statute to try to give them comfort
that people like the Justice Department engage them and explain
what these tools are and how we are using them rather than
change the law.

So I thank you so much, Senator, for having this debate. I look
forward to it and I look forward to taking your questions.

[The prepared statement of Mr. Comey appears as a submission
for the record.]

Chairman HATCH. Well, thank you. These are legitimate ques-
tions that have been raised by our colleagues, but many people
have expressed concern about Section 213 of the PATRIOT Act
which permits courts to issue delayed notification search warrants
in certain narrow circumstances. I have two questions about this
provision.

First, could law enforcement investigators obtain delayed notifi-
cation search warrants before the passage of the PATRIOT Act?

Mr. COMEY. Yes, sir. For at least 40 years—

Chairman HATCH. Used all the time?

Mr. COMEY. Yes, and it was 1979—

Chairman HATCH. Used in all types of crimes?

Mr. CoMEY. Yes, Senator.
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Chairman HATCH. Do you see any reason why it shouldn’t be
used, delayed notification, in the case of terrorism investigations?

Mr. CoMEY. Oh, certainly not. It doesn’t get used a lot, but it is
used when it matters most.

Chairman HATCH. Do you know of any abuses?

Mr. CoMEY. No, sir, and again I would be hard-pressed to see
how there could be abuses when each of them requires an applica-
tion to a court and supervision by a court.

Chairman HATCH. And the court does supervise?

Mr. COMEY. Yes, sir.

Chairman HATCH. When you are talking about the court, you are
talking about a Federal court?

Mr. COMEY. Yes, a Federal district court.

Chairman HATcCH. The second is could you explain why it is
sometimes necessary for delaying notice of search warrants when
there is a belief that witnesses may be intimidated or an investiga-
tion may be seriously jeopardized?

Mr. CoMEY. Yes, Senator, and there are examples. I realize that
is one of the areas that the SAFE Act proposes to address to limit
it to lives in danger, destruction of evidence, and to eliminate in-
timidation of witnesses or serious jeopardy to an investigation.
Again, that doesn’t change the world, but it changes it at the mar-
gins where it matters most.

We had a major drug investigation called Candy Box, a huge Ec-
stasy case. We were about to lock up about 170 drug dealers and
one of them came across the Canadian border, I believe, into New
Hampshire and our informant said he has a huge load of Ecstasy
in a fake gas tank.

We had a choice to make again, as I did in Richmond. If we grab
that guy and serve him with notice of the search warrant, we will
jeopardize the entire investigation because when we show up the
next morning, a lot of these 170 are not going to be in their beds
where we need them to be. So what we did was we got, again, a
delayed notification search warrant and the agent stole the guy’s
car.

He stopped at a rest area to go in and get a snack or something.
He didn’t steal it, but with court permission took the car and then
sprinkled broken glass around the parking lot. And then the next
day, we locked up all of these drug dealers and then made disclo-
sure to this guy that your car wasn’t stolen; the Government has
it and you are welcome to make application to have it back.

Chairman HATCH. Well, what I am hearing you say is that this
delayed notification, very similar to what you are talking about in
the PATRIOT Act, has been used for decades. It has been used in
common criminal investigations, in drug investigations, in pornog-
raphy investigations and in rape investigations, and so forth.

I think if I understand you correctly, you are saying why would
we, the Federal Government, be deprived of this same right to not
notify the criminals that we are coming after them and thus ruin
a whole investigation in the case of anti-terrorism matters. Is that
right?

Mr. CoMEY. That is absolutely correct, and in counter-terrorism
cases you can imagine how it might be even more important than
in others where we—
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Chairman HATCH. But what is wrong with the SAFE Act? They
say that they will give you 7 days.

Mr. CoMEY. Well, nothing is intrinsically wrong with that, except
I don’t know why we would do that. Federal judges now decide
what is a reasonable period of time and that is their case.

Chairman HATCH. You are saying why should we bind our hands
if it takes 7 1/2 days or 10 days or 11 days?

Mr. CoMEY. That is correct, Senator. As I said, I am not saying
that is a crazy idea or there is something unreasonable or intrinsi-
cally bad about it.

Chairman HATCH. It is not crazy at all.

Mr. CoMEY. I don’t see anything broken with having Federal
judges decide, given each investigation being different, what is a
reasonable period of non-disclosure.

Chairman HATCH. Do we put a similar limitation on these other
domestic criminal activities?

Mr. COMEY. A similar limitation, Senator?

Chairman HATCH. A similar seven-day limitation.

Mr. CoMEY. Not that I am aware of.

Chairman HATCH. In other words, it is up to the courts.

Mr. COMEY. Yes, sir.

Chairman HATCH. And we trust the courts to supervise this and
to make sure that it is not abused?

Mr. CoMEY. Yes, Senator.

Chairman HATCH. Plus, you are telling me you don’t know of one
abuse with regard to the use of delayed notification under normal
domestic criminal activity, or even under the anti-terrorism inves-
tigations.

Mr. CoMEY. That is correct, Senator, and something a lot of ordi-
nary folks don’t realize is the warrant requirement that requires us
to show probable cause to a Federal judge is in the Constitution.
The notice requirement is not in the Constitution. It is in a rule,
Rule 41 of the Federal Rules of Criminal Procedure. So there is no
constitutional issue implicated by the delay for a reasonable period
of notice.

These are all warrants that are obtained—again, I have to keep
saying it because people don’t seem to realize it who are not law-
yers or engaged in these issues, that Federal judges issue these
warrants based on a showing of probable cause to believe that a
crime is being committed and the fruits of the crime will be found
at the scene.

Chairman HATCH. I, like you, wonder why would we want to re-
strict our Federal investigators and prosecutors with regard to
anti-terrorism investigations when we don’t restrict them, other
than getting a court order and the court supervision, with regard
to normal domestic anti-crime investigations.

Isn’t that a fair summary? Why would we want to do that?

Mr. CoMEY. Well, it is a fair statement, Mr. Chairman, and the
way we approach this is exactly as you said that the tools ought
to be at least as strong on the foreign counter-terrorism and foreign
counter-intelligence side as on the criminal side.

Chairman HaTcH. Without the

PATRIOT Act, they wouldn’t be as strong?

Mr. CoMEY. No, sir.
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Chaé?rman HATCH. And with the SAFE Act, they would not be as
strong?

Mr. CoMEY. That is correct. I mean, as I said, they would be
modified at the margin, but modified in significant ways.

Chairman HATCH. What you are saying is that the SAFE Act
would make it even more difficult for Federal prosecutors and in-
vestigators to investigate terrorism matters than they currently
have and the difficulties they have investigating normal domestic
criminal activity.

Mr. CoMEY. That is a fair statement. I don’t want to overstate
it, but I do believe that it would make it marginally more difficult.
And as I said, I approach that by asking why, if I don’t think it
is broken, I would change it.

Chairman HATCH. Critics of the PATRIOT Act, and specifically
Section 215, have called the Foreign Intelligence Surveillance
Court a rubber stamp. Do you agree with that characterization?
Why or why not?

Mr. CoMEY. Definitely not. The Foreign Intelligence Surveillance
Court is made up of Federal judges who, whether they are sitting
in district or an appellate court or in the Foreign Intelligence Sur-
veillance Court, are never rubber stamps, no matter how long they
have been on the bench or where they came from.

I think we have publicly disclosed that last year they rejected
four of our applications for Foreign Intelligence Surveillance Act
tools, and they modified, substantively changed, 79 of them. So
these folks are not just receiving it and saying, okay, Comey’s sig-
nature is on it or Attorney General Ashcroft’s signature is on it, so
we are good to go. They are a very, very challenging audience, as
they should be.

Chairman HATCH. Now, just so we all understand it, with regard
to libraries, before and after the PATRIOT Act—but before the PA-
TRIOT Act, with regard to domestic criminal activities, there was
absolutely nothing stopping you, as long as you showed probable
cause and got a warrant, from going into a library and inves-
tigating domestic criminal activity. Is that right?

Mr. CoMEY. It would not even require a warrant, Senator.

Chairman HATCH. You could do it under grand jury subpoena?

Mr. CoMEY. That is right, and we have done it in child pornog-
raphy investigations, for many reasons. People who want to use a
computer for illicit purposes are attracting to libraries. We did it
in the case of this fellow named Regan, who was a spy for the Navy
who was in a library using the computer to do research related to
his spying activities. We have approached libraries to try and get
records to try and verify that Ted Kaczynski was the Unabomber.

Chairman HATCH. As a matter of fact, that was one of the meth-
odologies you used to catch Ted Kaczynski, the Unabomber, right?

Mr. CoMEY. That is my understanding, Senator. He referred in
his so-called manifesto to some obscure texts, and after his brother
said he thought he was the one, investigators confirmed that Ted
Kaczynski had checked out some of these very, very obscure texts.
Again, a library is not a sanctuary. Nobody would want it to be.

Chairman HATCH. Did you have a warrant to go into the library
to get that material on Ted Kaczynski?

Mr. CoMEY. No, certainly not.
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Chairman HATCH. You had a grand jury subpoena, right?

Mr. COMEY. Yes, that is my understanding.

Chairman HATCH. In other words, under our domestic anti-crime
laws, grand jury subpoenas are sufficient enough to go into a li-
brary and obtain information that might possibly convict or be used
against a domestic criminal. But before the PATRIOT Act, you
could not do the same for a terrorism investigation.

Mr. CoMEY. The counter-terrorism investigator would have to try
to get a criminal case opened and then try to get a grand jury sub-
poena because he didn’t have the availability of process the other
way.

Chairman HATCH. So it was much more difficult, is what I am
saying, to do the terrorism investigation than it was to do the nor-
mal domestic criminal investigation.

Mr. CoMEY. That is fair, Senator.

Chairman HATCH. And what we have done in the PATRIOT Act
is require you to do even more than what has to be done in the
domestic area, or what is usually done in the domestic anti-crime
area, because we require you to go to the Foreign Intelligence Sur-
veillance Act and get a warrant before you can go in and inves-
tigate the possible terrorist use of library facilities.

Mr. CoMEY. That is correct, Mr. Chairman and we don’t require
a showing of facts that the person is guilty of something before we
can get the records with a grand jury subpoena, or else we would
never get off the ground with criminal investigations. And that is
one of our concerns with heightening a standard on the foreign
counter-intelligence and foreign counter-terrorism side.

Senator FEINGOLD. Mr. Chairman how long are these rounds?

Chairman HATcH. How has the PATRIOT Act worked, in your
opinion, with regard to these two provisions, in particular?

Senator FEINGOLD. Twenty-minute rounds?

Mr. CoMEY. I think it has worked very, very well.

Senator FEINGOLD. This is a little unreasonable.

Chairman HATcH. I have never talked to you—

Senator FEINGOLD. I get similar time.

Chairman HATCH. You take all the time you want. Go ahead. My
gosh, I have never denied the minority one minute.

Senator FEINGOLD. I am just asking.

Chairman HATCH. And I am getting chewed up because I am one
minute and 30 seconds over.

Senator FEINGOLD. Mr. Chairman, all I asked you is how long
the round was.

Chairman HaTcH. Well, that is fine. It is 5 minutes.

Senator FEINGOLD. That is all I said to you, Mr. Chairman, and
that is a fact.

Chairman HATcH. I apologize for taking longer, but I think this
is a line of questioning that has to be done.

Senator FEINGOLD. I just wanted to know how long the round
was. That is all I said, Mr. Chairman.

Chairman HATcH. All right. I know what it was said for. Go
ahead.

Mr. CoMEY. I think that these tools, particularly the delayed no-
tification search warrant and the Section 215, are very important
tools that work very well.
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Chairman HaTcH. Well, thank you.

I have taken seven minutes, two minutes more than I should, as
Chairman of the Committee. I am going to give you eight minutes.
How is that?

Senator FEINGOLD. Mr. Chairman, I obviously had no problem
with as much time as the Chairman would want.

Chairman HaTcH. Well, it obviously irritated me.

Senator FEINGOLD. I just wanted to know how long I would have.

Chairman HATCH. Take whatever time you need.

STATEMENT OF HON. RUSSELL D. FEINGOLD, A U.S. SENATOR
FROM THE STATE OF WISCONSIN

Senator FEINGOLD. Thank you, Mr. Chairman.

Where to begin on this? I respect your comments, Mr. Comey,
about the way in which this law has been distorted on both sides
across the country, but I would submit to you the reason it has got-
ten so bad with regard to the critics of the bill is the constant in-
ability of this administration to talk about the actual issues within
the provisions. And I regret that you just continued that practice,
I am sure not intentionally, but let’s take the examples of the pro-
visions that were just discussed.

Chairman Hatch walked you through a number of questions in
order to try to determine under Section 213, the sneak-and-peek
provisions, that, in fact, delayed notification is something we need.
No one disputes that; no one has ever disputed that. This is a tech-
nique that is being used on this legislation over and over again in
the Attorney General’s appearances around the country to take a
red herring. Whether it be the unanimity on taking the wall down
between the CIA and the FBI or the need for delayed notifications
or the need to be able to use roving wiretaps, they say, well, we
need this. Well, everyone agrees. That is not the issue here.

You said it took you four minutes to explain it. Well, you didn’t
get at the heart; you didn’t get at the issue that Senator Craig and
Senator Durbin carefully explained, which is the problem here is
not that we don’t believe there are many cases, many of which I
support, where we need delayed notification. It is that the notifica-
tion put in the statute is indefinitely delayed.

There is no time limit. You guys don’t have to come back to the
judge in 7 days, as many of the circuits prior to this required, and
say we need this renewed. There is no limit; a reasonable time, but
there is no actual limit. That is the issue.

So when the Chairman tries to raise the rhetoric here by sug-
gesting that somehow there is somebody on this panel, or frankly
anybody who believes we shouldn’t have delayed notification in
some cases, that is not the issue. You are going to continue to have
this public relations problem, and you have got a big one unless
you guys start talking about what the actual issue is here.

Of course, the other issue with regard to Section 213 is how you
get in that window. As I said, some of these exceptions—flight from
prosecution, destruction or tampering with evidence—obviously,
those are the kinds of provisions I support.

But there is another exception: otherwise seriously jeopardizing
an investigation or unduly delaying a trial. I would suggest that
that is so broad—and my colleagues, 20 of us, agree on this, includ-
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ing many Republicans, as well as members of this panel, that that
is so broad that it really does undercut what I think most Ameri-
cans believe is their Fourth Amendment right not just to a search
warrant, but to notice for that search warrant, except for in very
limited circumstances. So that is the issue on Section 213 and it
has not been addressed this morning.

All we are trying to do here is to fix it. It is actually a very con-
servative position to try to fix that.

The same thing with Section 215. I am intrigued by your won-
dering why this could become the library provision. I understand
and have always understood that it has much broader implications.
The library is a very special place on Main Street America. The
sanctity of the library has always been something that all of us
grew up to believe in. That is sort of the ultimate place where you
feel that your right to privacy and your First Amendment rights
exist. So it should come as no surprise to this administration, if
they are listening to people, that this is scary to people.

Again, when you talk about the provision and when the Chair-
man talks about the provision, you ignore the fundamental fact.
No, the court is not a rubber stamp. The rubber stamp is written
into the statute. There is no standard of proof or even relevance,
as there is in a grand jury proceeding. All it requires is the FBI
has to say that the information is sought in connection with a ter-
rorism investigation, and the judge has no discretion, Mr. Chair-
man. The judge has no discretion. The judge must issue the order.

Why is this different than a grand jury proceeding? The Chair-
man was walking through the whole grand jury issue and it made
me wonder when I was going to get a chance to respond. You know
much better than I do, but I know enough to know that in a grand
jury proceeding the subject of the subpoena knows that the sub-
poena has come to him or is coming his way. He has a chance to
challenge that before the judge; he has a chance to quash it. Under
this law, the person isn’t even told that this is happening. That is
a world of difference between a grand jury proceeding and this se-
cret court proceeding.

So I want everybody to know that what we are trying to deal
with here is not stopping the Government’s ability to get at library
records. I tell people at my town meetings, look, if any one of you
had lunch with somebody from al-Qaeda last week, I want the Gov-
ernment to get everything you have got.

But for the FBI to have the ability to walk in to a judge and say,
look, you are giving this to me, and have no discretion, is a fright-
ening intrusion, a frightening concession of power that goes
against, in my view, the Constitution of this country.

So, Mr. Chairman, I apologize for my eagerness, but this is ter-
ribly important stuff.

And I respect every one of my colleagues. You all disagreed with
me on whether to vote for the bill or not. I respect that. That was
a tough call. We didn’t have very much time. I took extra time, be-
cause I was Chairman of the Constitution Subcommittee and I
thought, well, it is my job, and I didn’t like what I saw.

Well, I admire my colleagues here for their willingness to say,
look, let’s fix it. That is all I ever wanted to do. I thought I was
going to be able to vote for the bill. When I saw the good work of
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the then-ranking member and Chairman Leahy at the time, I
thought these problems would be resolved. Unfortunately, the proc-
ess melted down.

But, today, some very reasonable Senators are simply asking
that you honestly engage in a discussion about how to fix these
provisions in a way that does not in any way, shape or form harm
your goals with regard to delayed notification or with regard to le-
gitimate opportunities to get at people’s business records or library
records.

So, Mr. Chairman, I appreciate the additional time and let me
move to a question for Mr. Comey.

Last month, in response to a question at the Judiciary Com-
mittee hearing on the 9/11 Commission report, Vice Chair Lee
Hamilton was discussing the need for a civil liberties oversight
board and he commented on powers that Congress had given the
FBI, DHS and other agencies after 9/11 and how those powers have
been used. He said, quote—and I don’t know if people heard this
comment by Mr. Hamilton, but I thought it was pretty amazing. He
said, “It is highly classified. I can’t talk about it except to say it
is an astounding intrusion into the lives of ordinary Americans
that is routine today in government.”

In your testimony for this hearing today, you said the PATRIOT
Act provides for ample judicial, Congressional and public oversight
to ensure that the civil rights and civil liberties of all Americans
are protected. And then you go on to list the various efforts of the
Department of Justice to provide oversight.

Now, I am a Member of Congress and I am on this Committee
and I don’t know what Lee Hamilton was referring to. Almost all
the steps you mentioned that are being taken to protect the privacy
and civil liberties of Americans involve people already within the
administration. It is as if we in Congress have been asked to trust
the foxes to guard the hen house.

What is the Department doing to ensure that Congress has the
necessary information to make real assessments about whether or
not privacy and civil liberties of the American people are protected,
and what steps beyond those already required by law do you be-
lieve should be taken to ensure that the American people can trust
that their rights are being protected?

Mr. CoMEY. Thank you, Senator. We care, as the members of this
Committee do, passionately about the civil liberties and the free-
doms of our fellow Americans.

We are addressing concerns about how we are using our authori-
ties by complying with—one of the ways is by complying with our
oversight obligations to make sure that Congress knows how we
are using FISA in a classified setting, if necessary; how we are
using the PATRIOT Act, how often we are using 215 and things
of that sort.

We are cooperating with our inspector general, who is charged
with, under Section 1001 of the PATRIOT Act, as I recall, with en-
tertaining, receiving and investigating complaints of abuses under
the PATRIOT Act. We are answering to Federal judges and seeking
to use these tools the way they are designed, which is through Fed-
eral judges and through making showings in writing and under
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oath to obtain warrants and process and many of the things that
you have mentioned.

With respect to the Civil Liberties board, I Chair that board and
I am somebody who takes very, very seriously my commitment to
my oath to uphold the Constitution of the United States, and that
board is not going to be some sort of Potemkin board. You are abso-
lutely right. It is made up of people inside the Government, but,
in my experience, people who care passionately about this and who
are, many of them, career people like myself who care so much
about the reputation of our great institution, the United States De-
partment of Justice, and our Government as a whole.

I know there have been proposals for a board created of out-
siders, and frankly I don’t that is necessary to create a board that
is outside the structure of our Government, when the executive
branch has an obligation and the legislative branch has an obliga-
tion to oversee our actions.

Senator FEINGOLD. Mr. Hamilton is not known as somebody that
sort of exaggerates in his comments. What can you say in a public
setting about his words that there are astounding intrusions on the
people’s personal liberties? Do you have any idea what that is?

Mr. CoMEY. Maybe I missed it in clips, but the first time I have
heard the statement was when you quoted it, Senator, and I don’t
know what he is referring to.

Senator FEINGOLD. Let me ask you quickly, and then again I will
wait for another round. We talked about the reports and you were
talking about how your agency is coming up with the information
with regard to the PATRIOT Act. But the PATRIOT Act requires
the Attorney General to provide Congress with semi-annual reports
on the use of Section 215, the so-called library or business records
provision.

The latest report covering the period July through December
2003 has still not been received by the Committee. It was due at
the end of June. The Department already told us last year that it
had never used Section 215 as of mid-September 2003. That means
we only have three-and-a-half months left in that reporting period.

How could it be so hard to pull together this report and submit
it to Congress? I would like to know what the hold-up is, especially
in light of the fact that suddenly Mr. Goss, who will undoubtedly
be confirmed today as our CIA Director, said the other day sud-
denly that the provision has been used. Why aren’t we getting the
reports required by Congress and when will we get them?

Mr. CoMEY. Well, Senator, you are exactly right. The report has
not come in yet and I have asked that same question myself. The
Section 215 report—I am not permitted in this forum to say the
number, but would not take long to assemble.

I think what is happening is the Department has an obligation
to report on FISA broadly, and so the preparation of the report
about FISA searches and FISA electronic interceptions is very com-
plicated. And so they are putting it all together in one package, as
is their obligation. I have asked why don’t we just sever off 215 and
send it? I am told that I am never supposed to commit to any par-
ticular dates in a bureaucracy, but I believe by this Friday, that
report will be to Congress.
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Senator FEINGOLD. Thank you, Mr. Comey. Thank you, Mr.
Chairman.

Chairman HATcH. Thank you, Senator.

Let me just clarify one thing that I think I didn’t make clear in
our interchange. The delayed notice was available in criminal cases
before the PATRIOT Act. But now that the PATRIOT Act provision
on delayed notice—that is, Section 213—governs, it governs both
criminal and terrorism cases.

I am right on that, aren’t I?

Mr. COMEY. Yes, you are, Mr. Chairman.

Chairman HATCH. So the SAFE Act would make it even more dif-
ficult to get delayed notice in criminal and terrorism cases, not just
terrorism cases, but in criminal cases as well; in other words, hard-
er than it was to get delayed notice before the PATRIOT Act.

Mr. COMEY. It covers both kinds of cases, yes, Mr. Chairman.

Chairman HATCH. So in other words, it would be even more
stringent even on domestic crime, and certainly more stringent
than the PATRIOT Act on terrorist—

Mr. COMEY. Yes, Senator. As Senator Feingold noted, it would re-
move two provisions that allow delayed notice where there is a risk
of serious jeopardy to an investigation or undue delay of a trial or
intimidation of witnesses, both of which were part of, in different
circuits, the judicially-created delayed notification rule.

Chairman HATCH. I just wanted to have that made clear.

Senator FEINGOLD. Mr. Chairman, can I clarify that point?

Chairman HATCH. Sure.

Senator FEINGOLD. It is my understanding that Mr. Comey is
right that we do eliminate the provision relating to jeopardizing an
investigation or unduly delaying a trial. But intimidation of poten-
tial witnesses—all right, fine, all right. Strike that. I stand cor-
rected.

Chairman HATCH. Okay, thank you.

Senator Kyl.

Senator KYL. Thank you, Mr. Chairman. I have got four specific
questions. I think I can get them all done.

Chairman HATCH. Excuse me. I think Senator Craig was next.

Senator KYL. Oh, I am sorry.

Chairman HATCH. So, Senator Craig, we will turn to you.

Senator KYL. Go ahead.

Senator CrRAIG. Well, I will be very brief because, first and fore-
most, Mr. Comey, I tremendously respect your experience and your
talent. I feel handicapped when talking about these issues because
I am not an attorney, and that says therefore I have never had
need to study the law or to practice it in detail the way you have.

But I do think I have some understanding of how it works, and
on the issue of delayed notice or sneak-and-peek—and I can under-
stand why you choose not to use the words “sneak-and-peek”—I
was sitting here applying it to the circumstance that you were giv-
ing us of actual practice as it related to that drug crowd moving
into Richmond. And I was saying is there anything in the SAFE
Act and its provisions that would have stopped you from continuing
to do exactly what you did with the way you did it and the success-
ful way you accomplished it. I concluded there was not.
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Now, I would suggest this: Our provision does not tie your hands
with a heavy cable. It ties your hands with a satin ribbon. There
is a slight tug in 7 days. You have go to back to the judge and
therefore gain an extension, and another and another. And in the
circumstance that you so vividly painted, would you suggest that
a judge would not have extended that?

Now, let me add to that. We went to the Justice Department and
asked what is the average time that a judge allows, and the word
was 7 days. If it takes 8 or 10 days, if that is more practical, I am
willing to amend or adjust or change. But to suggest that an un-
controlled extension of time or no time, and to suggest that a judge
is going to be dutiful in saying, gee, I think it was about 7 days
they came to me, I had better check in on that—that is not going
to happen either.

But the question is simply this: Would these provisions—and I
think you accurately said they are adjustments around the edge—
would it have changed your ability to do what you did in Rich-
mond?

Mr. CoMEY. No, I don’t believe that it would have, except as you
said, Senator, we would have to go back to the judge. Rather than
him saying—and I can’t remember exactly whether you can extend
it for 60 or 30. We would have to go back every seven.

The case that I mentioned with the seizure of the Ecstasy—I
think that would be affected. In the Richmond case we could use
the “lives in danger.” The one with the Ecstasy case where the in-
terest was in making sure that we were able to arrest all the bad
guys the next day, I think, although I could make arguments to try
and shoe-horn it someplace else, that I would need that “serious
jeopardy to an ongoing investigation” prong there.

But you are exactly right. The 7 days is not the end of the world,
and I explained in my opening why I approach it, though, from a
presumption that it is not appropriate.

Senator CRAIG. I look at it from a different perspective. I don’t
want your hands to be tied, but I want to make sure that you rec-
ognize the importance of the law and the right of a free citizen. So
there has to be a little test, a stronger test, a slightly tougher test,
not a trip wire, but a tether rope that tugs at you and causes you,
the law, to do the right thing.

I have never questioned you not doing the right thing. I am too
respectful of you and the work you have done, and I say that both
to you individually and collectively. But I know why you are good
at what you do, because the law is specific. If it were not, you
would do it differently in certain circumstances and certain cases,
under certain conditions, because you are human, and so am 1.

We want the law to go beyond that and that is what we try to
do in making slight adjustments.

Senator Feinstein was right. We don’t repeal. I am for the PA-
TRIOT Act, but I am for some slight safeguards along the way.

Now, let me ask this in relation to Section 215. Opponents of the
SAFE Act are emphasizing the involvement of FISA judges. How-
ever, how much discretion does a judge really have when the
threshold standard sought for an international terrorism or intel-
ligence investigation is so low and the possible result of obtaining
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sweeping records is so severe? I think Senator Feinstein put it one
way and I put it a slightly different way.

Mr. CoMEY. I think that Senator Feingold stated it accurately
that the judge is not required to make any finding other than that
the application meets the requirements of section 215. That is true,
though, in a host of provisions under which we obtain information,
for example, pen registers to record the numbers dialed from a
phone and the numbers received from a phone. All we have to do
as criminal investigators is represent that it is relevant to our in-
vestigation and the judge has no discretion to deny a pen register.

The reason that I don’t think that should concern people is peo-
ple need to focus on what is being obtained. We are obtaining pre-
existing records under 215 that can be obtained, frankly, with no
showing under a grand jury subpoena. I think folks tend to mix to-
gether searches and things of that sort. This involves going to
someone who has preexisting records, serving process on them and
obtaining that.

On the criminal side, as I said, that requires no involvement of
a judge. In 215, it involves a judge reviewing a representation that
it is sought in connection with the appropriate investigation.

Senator CRAIG. So you see that the adjustments we have made
to 215 in the proposed SAFE Act amendments as tremendously
tying your hands, or just causing you a little tougher test?

Mr. CoMEY. Well, the express insertion of a relevancy test would
not significantly tie our hands, because it is implicit anyway. That
is the way we read it already.

What would tie our hands is if there is a requirement than an
investigator make a showing of specific and articulable facts to be-
lieve that the person is a terrorist.

We are often getting anonymous tips and going out secretly, be-
cause we don’t want good people to be smeared, to get records in
criminal cases and in counter-terrorism cases. If we ever have to
make a showing before we can get the records to check out the tip,
we have established a very serious hurdle.

That is the part that concerns me most.

Senator CRAIG. I don’t dispute that that is a tough call.

That is also what protects a lot of free citizens.

Thank you.

Chairman HATCH. Senator Durbin.

Senator DURBIN. Thank you very much.

Mr. Comey, thank you for being here and thank you for serving
our Nation. I have to tell you that though I have many differences
with the Department of Justice, I have the highest respect for you.
I think you have served our Nation well in many capacities and
continue to do so to this day. Thank you for joining us.

Let me also say that I am relieved to hear you say that the
SAFE Act, in your words, would result in a modest change to the
PATRIOT Act. That is a dramatic change in tone from the state-
ment made by the Attorney General, who described the SAFE Act
as, quote, “unilaterally disarming American defenses,” “risking
American lives,” “eliminating some of the PATRIOT Act’s most crit-
ical new tools.”
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I think you are right. I think our changes are modest and are
specific, and we are prepared to discuss with you and with every
member of the Committee the best way to deal with them.

Let me say, as well, that I would like to go through three or four
areas that we have talked about here and then leave it open if you
WOlﬂd like to make a note or two at the end for your comments on
each.

Section 213, delayed notification. You said at one point, keep in
mind that we are talking not about a constitutional right to notice,
but a right created by Federal rule; I believe you said Rule 21. Yet,
if you read one of the circuit decisions in Freitas, here is what they
said: “The absence of a notice requirement in the warrant presents
a much more difficult issue. While it is clear that the Fourth
Amendment does not prohibit all surreptitious entries, it is also
clear that the absence of any notice requirement in the warrant
casts strong doubt on its constitutional adequacy. We resolve these
doubts by holding that in this case the warrant was constitu-
tionally defective in failing to provide explicitly for notice within a
reasonable, but short, time subsequent to the surreptitious entry.
Such time should not exceed 7 days, except upon a strong showing
of necessity.”

So the court disagrees with you. They argue it is a Fourth
Amendment issue, it is a constitutional issue. We all envision a
person knocking on the door saying, I have a warrant to search
your home. That is notice. Now, we are talking about a situation
where agents search your home and you don’t know it. You don’t
know they have been in your files, in your computers, in your clos-
ets, that they have looked at everything in your life. The court has
said that really is in the area of unreasonable search and seizure,
and I think that is important.

Secondly, when it comes to this issue about libraries and whether
they are overreacting, I think there is a clear difference, as Senator
Feingold pointed out, between grand jury subpoenas. You are given
notice of a grand jury subpoena that they are about to take your
records. You can go to the court to quash that subpoena and say
it should not issue.

Secondly, you clearly aren’t dealing with a gag order situation.
Finally, the standard in the PATRIOT Act, I hope you will concede,
is lower than the standard of relevance that is required when it
comes to grand juries. In other words, the Government has to make
less of a case to seize library records, a lower standard that they
currently do under a grand jury subpoena, which at least requires
relevance. As Senator Feingold has said, these records are being
sought for a terrorism investigation.

When we asked you how do we know that we can trust the Gov-
ernment, you said, and I think accurately, a lot of people are look-
ing over your shoulder—judicial supervision, Congressional super-
vision, inspector general supervision. But the point made by Sen-
ator Feingold is a relevant point.

The reports that you are supposed to give us so that Congress
can look over your shoulder are long overdue. I am glad to hear
that Friday they will be coming, and I think that that is important.

There is also an argument made on your side that since we have
really had no complaints about the PATRIOT Act, and there have
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been no lawsuits filed, why all the stir, why all the furor? Well, a
lot of the people who are being investigated under the PATRIOT
Act may not know it. They may not know that they are the targets
of a roving wiretap or an undisclosed search of your home or an
undisclosed search of records at a library or a business.

So I don’t know if you made your case very strongly by saying
people who are not aware that their rights are being violated
haven’t filed lawsuits.

The last point I would like to make to you relates to the Civil
Liberties Board. I think that the 9/11 Commission got it right.
They said, “At this time of increased and consolidated government
authority, there should be a board within the executive branch to
oversee adherence to the guidelines we recommend and the com-
mitment the government makes to defend our civil liberties.” They
went on to say, “Our history has shown us that insecurity threat-
ens liberty. Yet, if our liberties are curtailed, we lose the values we
are struggling to defend.”

The Civil Liberties Board which you have said you support by ex-
ecutive order is a dramatic contrast from the one that is being en-
tertained by the Governmental Affairs Committee upstairs. The
difference is this: The Civil Liberties Board that the President has
created by Executive order to guard our liberties is a board that
is made up of people already in the administration and in the Gov-
ernment. It is as if we are saying to a baseball player, call your
own balls and strikes.

Really, what we need is what Governor Kean said when I asked
him directly this question, whether the executive order served the
purpose stated in the 9/11 Commission report. He said that he be-
lieved—and I agree—we need “a disinterested perspective;” we
need someone with objectivity, someone with knowledge when it
comes to civil liberties to really look long and hard at what is being
done by the Government to see if they have gone too far.

I think the executive order creates an in-house operation, chaired
by the Department of Justice, which will not bring this objectivity
to the question. The Governmental Affairs Committee is going to
change that, I hope.

I invite your response to all or any part of that.

Thank you.

Mr. CoMEY. Thank you, Senator, and perhaps I could start with
the Civil Liberties Board. I think the Department of Justice has
earned over centuries a little bit more of a reasonable doubt on
this, a little bit of presumption of regularity that we can call balls
and strikes in-house, because we do it every single day.

We prosecute political corruption. We investigate employee mis-
conduct. We prosecute civil rights cases all over this country that
involve Government officials. We clean our own house very aggres-
sively; we clean the houses of other agencies very, very aggres-
sively. This is what we do.

The only thing I would ask with respect to the Civil Liberties
Board is, given that track record, folks would give us a chance.

We created these institutions of Government to be able to ad-
dress issues about civil liberties and concerns about civil liberties,
and I believe that we can and that we have a record that shows
that.
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Senator DURBIN. If I could just make one comment, I am old
enough to remember the era of J. Edgar Hoover. Thank God, it is
gone. Thank God, we don’t have an FBI Director—instead, we have
a wonderful man, a great public servant in Bob Mueller.

But we have to be sensitive, as Senator Craig has said, to the
fact that administrations change, directors change. And if we are
going to guard basic liberties, don’t we want someone on the out-
side looking in, as opposed to someone on the inside that may have
the mind set of a darker era of the Hoover at the FBI?

Mr. COMEY. Senator, if I could just briefly address what I think
is some confusion about how criminal investigators obtain docu-
ments compared to counter-intelligence investigators using 215,
when we issue a grand jury subpoena, we do not give notice to the
person whose records we are seeking. In other words, if we go to
a rental car agency and seek the records of Jim Comey, we don’t
tell Jim Comey we are seeking it. The rental car agency knows we
have seized the records. We have no obligation to notify the citizen.

Gag orders are major feature of criminal investigations. When we
serve a bank with a subpoena for Jim Comey’s bank records—and
I hate to keep using me, but if they are seeking my records, that
bank is required by statute not to tell me. It used to be we had
to give them non-disclosure orders, and then it was written into the
law they cannot tell me that they have sought my records. That
lslappens literally thousands of times every year in the United

tates.

The reason is important is that secrecy. We investigate a lot of
innocent people and we don’t want them smeared. We also inves-
tigate a lot of guilty people; we don’t want them to know we are
coming. I think what we have done with the PATRIOT Act is sim-
ply take that concept and put into the world of counter-terrorism
and counter-intelligence.

Chairman HATCH. Senator Kyl.

STATEME OF HON. JON KYL, A U.S. SENATOR FROM THE
STATE OF ARIZONA

Senator KyL. Thank you, Mr. Chairman, and I want to thank
Senator Cornyn for allowing me to go before him.

Just two quick comments, and then I have four specific questions
and I think they can all be answered fairly quickly. I now notice
that to one degree or another, I think you have addressed all of
them in some way.

Let me just make two preliminary comments. Those who served
with then-Senator, now Attorney General John Ashcroft know that
he is a person very strongly personally committed to privacy rights
and civil rights. I know because I had some disagreements with
him when we were dealing with the Internet, and he is a tiger
when it comes to protecting privacy rights. He worked, I know,
with Senator Feingold on racial profiling and the like. I just want
to make it clear that I know he has instilled that same strong sup-
port for privacy rights in his Department and that nobody can sug-
gest that he is not committed to that.

Secondly, the reason I wanted to put Vice President Cheney’s
comments in the record is that when the Ranking Member used
words like “outrageous” and “dark side,” and even invoked the
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name of Joe McCarthy to smear the Vice President, I didn’t think
that he was being accurately quoted.

Chairman HATCH. You mean the Vice President.

Senator KyL. Did I say the Vice President?

Chairman HATCH. No. You didn’t think the Vice President—

Senator KYL. The Vice President was accurately quoted. So I
think his comments need to be put in the record and I will see that
that is done.

Let me just ask four specific questions, since I am not going to
be able to be here for Congressman Barr’s testimony. But in his
written testimony, he says that the PATRIOT Act, and I am
quoting now, “is the only criminal statute Congress has ever passed
that authorizes law enforcement agents to get a warrant to secretly
search a person’s home for evidence of a crime.”

Now, it is my understanding that it was 36 years ago that the
Crime Control and Safe Streets Act was enacted, and in this Con-
gress enacted delayed notice authority when it authorized the use
of wiretaps in criminal investigations.

Am I correct or is Congressman Barr correct?

Mr. CoMEY. You are correct, Senator, with respect to wiretaps
and notice about whether someone was intercepted on a wiretap.
He is correct in that the rule about delaying notification of search
warrants was judicially created by judges from all political parties
because it was needed.

Senator KYL. So it is not a criminal statute, but it has been judi-
cially created. Got it.

Second, at page 8 of his written testimony, he states that the PA-
TRIOT Act’s codification of judicial common law allowing delayed
notice searches—I guess this is now what he would be referring to
there—“is so overly broad that it cannot help but be over-used.”
Those are his words.

You have noted that it requires periodic reports by the inspector
general, the current one, by the way, having been appointed by
President Clinton. The PATRIOT Act also allows that any ag-
grieved individual can bring a civil action in the event of abuses
of the PATRIOT Act.

Are you aware of any evidence that the PATRIOT Act’s delayed
notice provisions have been abused?

Mr. CoMEY. No, Senator.

Chairman HATcH. All right. At page 10 of his written testimony,
former Congressman Barr states that the PATRIOT Act’s extension
of roving wiretap authority to terrorism investigations, quote, “al-
lows FBI agents to engage in investigative fishing expeditions
against anyone who meets the general physical description in the
surveillance order.”

It is my understanding that even though the Government may
not know the actual name of a target of a PATRIOT Act wiretap
that the wiretap can still only apply to a specific person, even if
the Government only knows his alias.

Is that correct or is Congressman Barr correct?

Mr. CoMEY. That is correct, and we have to provide—as we do
when we indict John Does, for example, we have to provide a de-
scription, everything we know about the person, because we are fo-
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cused on an individual terrorist. I read Congressman Barr’s testi-
mony and I don’t think he fairly characterized it.

This is a tool that would be very rarely used, but when you need
it, you really, really need it because you have got a terrorist. You
know who he is, you know his physical description.

You don’t know his name and you know he is jumping from
phone to phone, and that is the kind of thing that keeps me up at
night.

Senator SESSIONS. Senator, people are indicted under the name
John Doe. You indicated that. Is that correct?

Mr. CoMEY. Yes, Senator. In the Khobar Towers bombing case,
I indicted the Lebanese bomb-maker who I know has a tattoo in
a particular place. And I can describe him; I know his eye color.
I don’t know his name, so I indicted him as John Doe and then de-
scribed him in the indictment.

Senator KYL. Good, thank you. And a final question: at page 11
of former Congressman Barr’s testimony, he states that the PA-
TRIOT Act would allow, and I am quoting him again, “randomly
wiretapping apartments in an apartment complex because they
have a hunch that a single suspect fitting their general description
might be in one of them.”

Is there any circumstance that you know of under which that
could be true?

Mr. ComEY. That is what I meant when I said I don’t think he
accurately described it. I can’t imagine how we would be able to do
that using the authorities of the PATRIOT Act.

Senator KyL. Well, I want to thank you for your clear testimony.
I know it may take four minutes to describe some of this, but it
is very, very important that people with direct experience like you
relate that experience to compare what authority you have under
existing criminal laws and how that has been used with the in
many cases more restrictive authority granted to try to go after ter-
rorists, but which authority is nevertheless very, very important.
And it may be rarely used, but when it does need to be used, as
you have pointed out, it is critical that that authority exists. I also
appreciate your reference in your written testimony to the numer-
ous safeguards that we have embedded in the PATRIOT Act as
well.

So thank you for your service, and thank you, Mr. Chairman and
Senator Cornyn.

Chairman HATcH. Thank you, Senator Kyl.

Senator Feinstein.

Senator FEINSTEIN. Thanks very much, and thank you, Mr.
Comey, for being very straight in your answers. I appreciate it very
much. It is also my understanding that DOJ will send a report this
Friday that will inform Congress how often Section 215 has been
used.

Is that correct?

Mr. CoMEY. That is correct, Senator.

Senator FEINSTEIN. I appreciate that.

Mr. CoMEY. I said that I have been told you don’t ever want to
give exact dates, but I have pressed the troops and I am confident
we are going to get it up here on Friday.
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Senator FEINSTEIN. All right, fine. Section 1001 of the PATRIOT
Act requires DOJ to collect and investigate allegations of civil
rights and civil liberties abuses by DOJ employees through the of-
fice of the IG. The OIG reports many of the allegations and the res-
olutions on its website for the public to view.

My question is can you tell us how many civil rights complaints
under the PATRIOT Act have been referred to OIG, to the Civil
Rights Division of DOJ, for criminal prosecution?

Mr. CoMEY. I am not aware of any, Senator. I believe that the
inspector general has reviewed all of them and found either they
are patently ridiculous or relate to something not on the PATRIOT
Act. But I am not aware of any that he has found of sufficient
credibility to refer for criminal investigation.

Senator FEINSTEIN. That is one of the problems that I have had
for a long time, is when you really look into complaints, you find
that they are really not related to the PATRIOT Act.

Now, the second question is can you tell us, of the cases referred
to the Civil Rights Division, how many cases resulted in criminal
prosecution for violation of civil rights under the PATRIOT Act?

Mr. CoMEY. Well, there have been none, Senator, as we have dis-
cussed, because I am not aware of any referrals to the Civil Rights
Division.

Senator FEINSTEIN. Now, Section 412 states that if an alien has
been detained solely under that section because he is a threat to
national security, but his removal from the United States is un-
likely in the foreseeable future, the Attorney General may continue
to detain him for an additional period of up to 6 months.

According to a booklet prepared by your Department called “The
US PATRIOT Act: Myth Versus Reality,” to date the AG has not
used Section 412, but believes that this authority should be re-
tained for its use in appropriate situations.

Is that true? What would the appropriate situations be? And
since it has not been used thus far, should we keep it?

Mr. CoOMEY. Senator, I am aware of the report where it hasn’t
been used. I think that is true as of today that it hasn’t been used.
I think it is one of these tools, as I mentioned with respect to the
John Doe roving wiretap, that you are not going to need much. But
when you need it, you really need it.

The situation I envision is where you have a person whose depor-
tation would lead to him harming people overseas or reentry into
the United States and you can’t use the normal tools of the immi-
gration system to continue to detain him. That would be an ex-
traordinarily unusual situation, as evidenced by the fact that the
AG has never had to do it. But to me, that doesn’t counsel in favor
of taking it off the books.

Senator FEINSTEIN. Now, I want to ask you a question about the
SAFE Act. As you know, we had a hearing last week on the SAFE
Act, which has been introduced by my friend and colleague, Sen-
ator Kyl. We got on the subject of administrative subpoenas, which
I know the FBI feels is a need.

The question I would have is, as a kind of check measure, would
there be a problem in the case of an administrative subpoena if the
law required the sign-off of a United States Attorney? In the event
that a grand jury is not meeting, a call would be to a U.S. Attorney
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and that U.S. Attorney would be required, day or night, to sign off
on an administrative subpoena?

Mr. CoMEY. I think it is in the Tools for Fighting Terrorism Act
that Senator Kyl has introduced. I don’t know that that would be
the end of the world, but I think the reason that the FBI—and they
articulated it, I think, quite well—believes that they need this ad-
ministrative subpoena ability is to be agile when they are not able
to hook up with an Assistant United States Attorney or a grand
jury is not in session.

I think they can make a strong case that we need it for those
circumstances where we are in the middle of nowhere and we have
to igive somebody process to be able to obtain a record that is crit-
ical.

Senator FEINSTEIN. Thank you. Let me correct something I said.
It wasn’t the SAFE Act. It was Tools for Terrorism, which is kind
of a compendium of additional measures. At least in my view, it is
a bit premature to take those additional measures right now, until
we have, I think, our oversight hearing on the PATRIOT Act and
make a decision on the 16 sections that expire, with the one pos-
sible exception of this administrative subpoena.

I would have a hard time giving the administrative subpoena
right without some kind of check. In talking with people about it
in law enforcement, they say, well, it is given in other areas such
as health care law, and the real need for it is as an aid to, say,
a hotelier who may be reluctant to provide a certain record of hotel
use without subpoena power.

Yet, if you really think about that subpoena power, it could be
used incorrectly, as well. Therefore, I think the sign-off by a U.S.
Attorney, particularly because most grand juries are not in session
all the time, is warranted.

Senator SCHUMER. You can always reach a U.S. Attorney.

Senator FEINSTEIN. Yes, you can always reach a United States
Attorney.

You are raising your eyebrows. You don’t think so?

Mr. CoMEY. No. I obviously have a bias toward U.S. Attorneys.
That is what I do for a living, and I like the FBI to be involved
in my life, but there are times—and I don’t mean that in a per-
sonal way.

Senator SESSIONS. Trust me, there is history here.

Mr. CoMEY. Yes, but I think I articulated the argument in favor
of it and it is the situation that you alluded to, Senator, that you
have got a hotel desk clerk; it is the middle of the night. You need
to see that registration book and he is not going to give it to you,
and he says I need some sort of process.

Well, the argument for the administrative subpoena is I need to
be able to cut that, give it to him, and the risk of over-use would
be addressed by a reporting requirement that a list of every time
that we have done it be provided to the oversight committees, the
circumstances and when.

Senator FEINSTEIN. Thank you. My time is up. Thanks, Mr.
Chairman. Thank you, Mr. Comey.

Chairman HATcH. Thank you, Senator.

I forgot to put Senator Durbin’s remarks into the record imme-
diately following his question period.
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Senator Cornyn.

Senator CORNYN. Mr. Comey, if that hotel desk clerk doesn’t give
you the registry, what happens next in response to an administra-
tive subpoena? You have to go to a judge, right?

Mr. CoMEY. And seek enforcement of it, yes.

Senator CORNYN. So there is judicial review both under this de-
layed notification search warrant that we have heard called sneak-
and-peek, and under the administrative subpoena. We have always
got a? judge in the picture providing judicial review. Would you
agree?

Mr. CoMEY. Yes, Senator. Judges are all over my life, and that
is also a good thing.

Senator CORNYN. Mr. Comey, if I truly believed that the USA
PATRIOT Act had deprived Americans of their civil liberties, I
would be outraged, and I and my colleagues here would be all over
you and everybody else whom we thought perhaps was aiding and
abetting the abuse of the civil liberties of the American people. But
I don’t believe it based on what the evidence is.

But I do think it is good for us to have a debate, a discussion
of the SAFE Act, even though I am not for it, and a discussion of
the USA PATRIOT Act, for the very reason that you said earlier,
because people just flat are misinformed about what the PATRIOT
Act contains and what it has done and how it is responsible for
making the American people safer. So I think responsible debate
is good, and discussion, to help educate everybody, including us.

But I think irresponsible suggestions—you know, I don’t know
why we got into, when the Ranking Member started speaking, talk-
ing about enemy combatants and the Vice President’s statement. I
am not asking you to comment on any of that, but let me just ask
you this. The 9/11 Commission 3 years after 9/11 said America is
safer but not yet safe.

Do you recall that phrase?

Mr. CoMEY. Yes, Senator.

Senator CORNYN. And I would submit to you, Mr. Comey, the
reason why America is safer is because Congress and the adminis-
tration did not wait 3 years to begin to respond to the deficiencies
we saw that allowed 9/11 to occur; for example, creation of the De-
partment of Homeland Security, creation of the Terrorism Threat
Integration Center, passage of the PATRIOT Act, which, as we
heard during some rather famous bits of testimony before the 9/11
Commission, tore down the wall that prevented the sharing of in-
formation between intelligence agencies and law enforcement.

Indeed, the one thing that sunk in the most to me was we no
longer regard terrorism as strictly a criminal act. We are out to
stop the bad guys before they hit us. Indeed, I believe that the 9/
11 Commission said it quite eloquently, and indeed we are safer as
a result of these actions. That doesn’t mean there is not more that
we can do, but indeed I think the SAFE Act, with all due respect—
a}rlld I certainly do respect the suggestions, but I just disagree with
them.

I don’t think that the SAFE Act would make us any safer.

Indeed, I think it is a solution in search of a problem in many
respects because I am reminded of something that Senator Fein-
stein said during a previous hearing. She said she had gotten tens
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of thousands of complaints from constituents and others about the
PATRIOT Act. But being the diligent Senator that she is, she did
an investigation to see whether there had been any actual abuses
of the PATRIOT Act, and indeed came up with a big goose egg,
that there had been no demonstrated abuses of the civil liberties
or the rights of the American people as a result of the USA PA-
TRIOT Act.

So I worry in this area that what we are not left with is rational
debate and discussion which helps elevate the level of under-
standing of the American people and the U.S. Congress, but unfor-
tunately some despicable tactics used by groups, frankly, to raise
money and to engage in ideological attacks.

Indeed, I have received at my residence at least two mailings
from the

American Civil Liberties Union demonizing the PATRIOT Act
and the Attorney General of the United States. So I am struck by
what a wide gulf there appears to be between the facts and ration-
al discussion, as we should have, and the kind of hysteria and ac-
cusations without foundation that we see in this area.

So I do applaud you and the Department of Justice for the work
you are doing. I think the work you are doing and have done has
helped to prevent another attack on our own soil, and for that I ap-
plaud you and everyone who is working so diligently throughout
the U.S. Government to make us safe.

I think what we ought to do is look at issues. There was some
reference to the Tools to Fight Terrorism Act, which would enhance
the criminal penalties for possession and trafficking in weapons of
mass destruction, the use and trafficking of man-held surface-to-air
missiles that could endanger civil aviation.

I know we are not talking necessarily about the Tools to Fight
Terrorism Act here, but I know you are familiar with it. Could you
just comment generally, please, on how you believe, if you do, that
that Act would help make us even safer today?

Mr. CoMEY. I think in a number of smart and fairly ordinary
ways, such as creating a presumption against release for someone
charged with a terrorism offense. As I explained earlier, the admin-
istrative subpoena tool is one that wouldn’t be used a lot, but that
might matter very, very much in an important investigation. So I
see those as important supplements to the work that we are doing.

Senator CORNYN. Thank you. I see my time has expired.

Senator SESSIONS [PRESIDING.] Senator Schumer.

STATEMENT OF HON. CHARLES E. SCHUMER, A U.S. SENATOR
FROM THE STATE OF NEW YORK

Senator SCHUMER. Thank you, Mr. Chairman.

I want to thank you, Deputy Attorney General, for doing the ex-
cellent job that you are doing. Many of us have some disagree-
ments with your boss, not so much within the confines of the PA-
TRIOT Act. I think most of the complaints are outside the confines
of the PATRIOT Act and they get lumped together.

I think the argument that we heard from my good friend, whom
I don’t agree with on this issue all the time, is—and I hear it all
the time—how can they subpoena your records and not let you
know? Well, that has been done in criminal justice forever. In fact,
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if you are a potential criminal and they let you know, you are going
to cover your tracks. So why should it be different for terrorists
than for anybody else?

There are all these hues and cries that are way beyond what has
actually happened.

That is not to say the PATRIOT Act probably doesn’t need some
changes. I think you can find an Assistant U.S. Attorney any time,
anywhere. Your experience with criminal justice is much greater
than mine, but I know enough that at three in the morning when
a police officer or a detective needs something, they find somebody.

We ought to try to have procedural safeguards, not change the
way we criminally investigate, but procedural safeguards to make
sure that things aren’t abused. I think we can find a happy-me-
dium common ground here that keeps the basis of the PATRIOT
Act and modifies it where there are some excesses.

But I do have to say as somebody on the left side, some of the
hues and cries on the left remind me of some of the hues and cries
on the right from the NRA and others; you know, nose under the
camel’s tent; well, doing this isn’t bad, but it might lead to some-
thing way down the road. That is not the way we should govern.
That is not the way we should legislate.

I was against when our Chairman wanted to renew the PA-
TRIOT Act. We said let it sunset because there is a very delicate
balance between liberty and security in this terrorist age. We
should go over it, but we should go over it carefully with the facts.
I find myself in some agreement with my colleague from California
here. So I am not going to get into the SAFE Act now. I think we
should do a comprehensive review when the time comes, although
I appreciate the hearing.

I would just like to do two things. One, at the request of Senator
Leahy, I would like to verify that this transcript of Vice President
Cheney’s remarks he has referred to earlier be put in the record,
because there was some dispute as to what he said.

Senator SESSIONS. I believe Senator Kyl indicated he will offer it
and we will put it in the record.

Senator SCHUMER. Well, I am offering it right now. I ask unani-
mous consent that it be put in the record.

Senator SESSIONS. So ordered.

Senator SCHUMER. I am going to read the operative clause be-
cause Senator Leahy was right in what he said. Here is what the
Vice President said, not that it is relevant to this hearing: “We're
now at that point where we’re making the kind of decision for the
next 30 or 40 years, and it’s absolutely essential that 8 weeks from
today, on November 2nd, we make the right choice, because if we
make the wrong choice, then the danger is that we’ll get hit again,
that we’ll be hit in a way that will be devastating from the stand-
point of the United States, and that we’ll fall back into the pre-9/
11 mind set, if you will, that, in fact, these terrorist attacks are
just criminal acts and we’re not really at war. I think that would
be a terrible mistake for us.”

Senator SESSIONS. Do you want to make that a part of the
record?

Senator SCHUMER. Yes.
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Senator SESSIONS. I think how we handle the war on terrorism
could well increase the risk to the people of the United States.

Senator SCHUMER. Well, no one would dispute that. That is not
what was the point of contention about what the Vice President
said, as we all know. I have a few other questions.

Since we get you here so infrequently and your boss even less
frequently, I am going to go a little bit afield and ask you. As you
know, I have been really concerned about our relationship with
Saudi Arabia, and I think there were are close to not tough
enough. We are talking about the PATRIOT Act here, but I think
we let a lot of things just go undone.

One of the areas that has troubled me greatly is the way we han-
dle the investigation of possible Saudis who are in this country.
Last month, the GAO reported that U.S. law enforcement and in-
telligence agencies failed to review thousands of Saudi visa applica-
tions submitted and approved during the 2 years prior to the 9/11
attacks for possible connection to terrorism. In other words, there
still may be Saudi terrorists in the U.S., but there is no way we
would know because we have made no effort to track them down.
That, to me, is unconscionable, unacceptable, and frankly unbeliev-
able.

Three years after these families lost their loved ones, 3 years
after the PATRIOT Act, 3 years after we structured law enforce-
ment’s counter-terrorism unit to be more proactive, thousands of
Saudi visa applications remain unexamined for any possible con-
nection to terrorism.

Ifwanted to ask you how did this happen and what is being done
to fix it.

Mr. CoMEY. Senator, I do know something about that. I don’t be-
lieve I can discuss it in this forum, but I would be happy to find
a way.

Senator SCHUMER. Okay. If we could, if we have to meet up in
407, you know, the cone of silence room or whatever, I would like
a commitment from you to come and give me an explanation of
that, if that is okay.

Senator FEINSTEIN. I would like to hear it, too.

Senator SCHUMER. And invite any of my colleagues who wish to
come. The Senator from California indicates that she would like to
be part of that.

Let me give you another one. Last month, the GAO reported that
nine of the ten officers who have staffed or are staffing the U.S.
visa security office in Saudi Arabia don’t speak or read

Arabic. The GAO commented that this illiteracy in Arabic limits
their effectiveness and reduces their contribution to the security of
the visa process. That seems like an understatement to me, so I
want to know why are we sending Americans who can’t speak or
read Arabic to run the Saudi visa office.

Mr. CoMEY. That one I don’t know anything about, Senator. I as-
sume from the visa office it is a State Department function. I can
make inquiry and—

Senator SCHUMER. But it relates to the Justice Department and
who comes into this country and who doesn’t. If you could get me
an answer to that, I would appreciate it.

Mr. CoMEY. I will follow up on that, Senator.
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Senator SCHUMER. Thank you, Mr. Chairman. My time is up.

STATEMENT OF HON. JEFF SESSIONS, A U.S. SENATOR FROM
THE STATE OF ALABAMA

Senator SESSIONS. I believe it is my time, and then I believe Sen-
ator Kennedy is next.

Mr. Comey, I want to first say to you I think you are one of the
finest witnesses that has appeared before this panel in many years.
You understand law enforcement, you understand the history of it.
You understand the PATRIOT Act. You understand its practical
implications. If people would just listen to what you have said,
their blood pressure is going down.

This is, as I have always said, mainly an incremental act, mainly
giving to FBI investigators and terrorist investigations powers that
already existed throughout the Government by all kinds of inves-
tigators, but not available in terrorist cases. If we had to have en-
hanced law enforcement powers for any one single case, it would
be terrorism cases, I think all of us would agree.

But we haven’t gone beyond, as I can see, any principle of law
in terrorism cases. We just have made sure that those judicially ap-
proved, historically approved, Supreme Court-approved procedures
are available in terrorism cases. Is that basically the case?

Mr. COMEY. Yes, Senator.

Senator SESSIONS. Now, on delayed notice, you talked about in
this Candy Box example how there were Ecstasy tablets of large
numbers and you didn’t want them to go on and be put on the
streets, but you weren’t prepared to break the investigation wide
open. Everybody that was involved would scatter and you would
never find them. I have been a prosecutor. I know exactly what
that means.

In fact, one of the key decisions, is it not, in any major investiga-
tion is when to make the arrest, when to have the take-down? And
don’t you always want to do it at a time when the leaders are most
available for arrest?

Mr. CoMEY. Absolutely, Senator.

Senator SESSIONS. Now, let me just say this. Based on your expe-
rience, could there not be absolutely critical points in an investiga-
tion in which 3,000 or more American lives are at stake and you
would need to be able to delay notification in a terrorist case, a de-
layed notification procedure that is available right now in drug
cases?

Mr. CoMEY. You are absolutely right, Senator. It is a tool that
is not used much, but when it is used, it very much matters. And
I described the changes proposed by the SAFE Act I think as mod-
est change, and that is fair, except that it would have a potentially
devastating effect in some very, very important cases. But as I said
to Senator Craig, not a huge number of cases, but in a number of
cases it would have a very significant effect if it had not that catch-
all for serious jeopardy to an investigation, for example.

Senator SESSIONS. Well, I think you have been perfectly honest
with this panel, and if you had a 7-day limit of time or 14 days
or whatever, this could be a burden and a complexity in the inves-
tigation. But maybe you could live with that.
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But let me ask you this. The other parts of the SAFE Act to me
appear to be even more critical, far more dangerous. It eliminates
the basis for a delayed notification search warrant based on the
question of whether or not it would jeopardize an ongoing inves-
tigation. So that can be a very critical matter, could it not, for an
investigator that you would like to do this—first of all, you have
to have probable cause to do the search warrant. Is that correct?

Mr. COMEY. Yes.

Senator SESSIONS. You cannot do the search until you have prob-
able cause and a judge certifies that.

Mr. CoMEY. That is correct.

Senator SESSIONS. Now, if you do a search, you can go in and
seize all the records in a person’s house under normal cir-
cumstances.

Mr. CoMEY. That are within the scope of the warrant.

Senator SESSIONS. Within the scope of the warrant that is rel-
evant to the crime involved. And so to me, it is no big deal, no huge
alteration of that procedure to say you are able to enter the resi-
dence, to examine the residence, to see if there are weapons of
mass destruction, bomb parts, or other things, and not seize them
at that moment because it could, in fact, upset the investigation
andh;ﬂlow the terrorist to escape. Is that the issue we are dealing
with?

Mr. CoMEY. It is one of the issues.

Senator SESSIONS. One of the issues we are dealing with.

Mr. CoMEY. That is why that authority is so important.

Senator SESSIONS. And it also changes the standard to requiring
that it will endanger life or physical safety of an individual, will
result in flight, will result in destruction of or tampering with evi-
dence; whereas, the standard under the PATRIOT Act is it may re-
sult in that. Could that be very critical in whether or not a warrant
is obtained?

Mr. CoMEY. Yes, and because it might be interpreted by a judge
to require a quantum of proof well beyond even probable cause to
believe these things, which, as you know from your experience,
Senator, early in an investigation it is often very difficult to dem-
onstrate it.

Senator SESSIONS. And, in fact, an approved search warrant can
find evidence that would strengthen your ability to gain other in-
formation.

Let me ask this. On administrative subpoenas, is it not true that
probably 50 times this day—I may not be exaggerating—a DEA
agent has issued an administrative subpoena to get bank records,
motel records, and telephone records on suspected drug dealers?

Mr. CoMEY. Absolutely.

Senator SESSIONS. Without approval of a court of grand jury?

Mr. CoMEY. That is correct.

Senator SESSIONS. And that IRS agents can seize bank records
and that health care investigators can seize health care records by
administrative subpoena?

Mr. CoMEY. That is correct.

Senator SESSIONS. And these have been appealed to the Supreme
Court for many, many years and have been sustained, and it is a
part of accepted law in America today.
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Mr. COMEY. Yes, Senator.

Senator SESSIONS. But an FBI agent cannot issue an administra-
tive subpoena to get a motel record in the middle of the night that
might involve the death of thousands of American citizens.

Mr. CoMEY. That is correct, Senator.

Senator SESSIONS. Well, I do not think it is any threat to liberty
that they be given that power in a case involving terrorism. If
there is any case that power ought to be available, it should be in
terrorism cases. And I believe next is Senator Kennedy.

Senator KENNEDY. Thank you very much, Mr. Chairman. I join
with those that pay tribute to our witness. It is a unique position
that you are in in terms of all the accolades you have received, but
I think you have done a very professional job and we welcome your
responses to these questions. We have respect for you.

We have limited time, and there are a number of areas I would
like to cover if I could.

One is on hate crimes. We have passed now in July on the de-
fense authorization by a 2:1 majority hate crimes legislation, 18
Republicans. It has been out here since 1997, legislation that was
introduced, myself and Senator Specter, the support of 175 law en-
forcement officials. The administration has yet to have a position,
and it is in the conference at this particular time. A majority, Re-
publicans and Democrats, of the House support it. More than two-
thirds of the Members of the Senate supported it.

I did not indicate prior to this meeting that I would ask you this
question, but can you give us what your position is, what the ad-
ministration’s position is on the hate crimes legislation that is now
in the conference on the defense authorization?

Mr. COMEY. Senator, I do not know the answer to that, but I will
look into it and follow up on it.

Senator KENNEDY. All right. Second, on the voting rights, there
were two recent reports, in the New Yorker magazine, also the
Washington Post, that the current Justice Department is under-
mining, perverting the function of the voting rights for partisan po-
litical purposes. There is the 1995 regulations, Federal prosecution
of election offenses, and this sets out the guidelines for the Justice
Department. And on page 60 and 61, it says, “Non-interference
with the elections.

Except for matters involving racial discrimination, the Justice
Department does not have statutory authority to prevent’—under-
lined—“suspected election crime.” It continues: “Federal prosecu-
tors shall be extremely careful to not conduct overt investigations
during a pre-election period or while the election is underway.”

Can you give us the assurances that the Justice Department, and
particularly the Civil Rights Division, will not in any way be in-
volved in any political pressure on individuals in terms of their vot-
ing rights, but will meet its historical and traditional and rightful
position in terms of protecting the voting rights of citizens, access
to voting rights for our citizens?

Mr. COMEY. Yes, Senator, and I believe that is what we are try-
ing to do, which is fill two roles that the Department, as you said,
has filled historically; that is, to protect people’s access to the polls
and, where we come across it, to investigate and prosecute fraud.
And we are as prosecutors very eager not to have any effect on an
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election or put ourselves in a position where even a credible allega-
tion can be made that we were doing something for political rea-
sons.

So, yes, I pledge that to you.

Senator KENNEDY. These articles, both in the New Yorker Maga-
zine and the Washington Post, at least suggest—and I would like
you to have a chance to read through them and draw your own fair
conclusion—that in many instances the integrity issues have meant
harassment to many in these—has been sort of a code word to use
it. I am not suggesting that you would support such a matter, but
at least they mention the various steps that have been taken. At
least they draw some conclusions.

I believe that these guidelines are still in effect, January 1995,
in terms of guidance on the Voting Rights Act. Would you be just
good enough to read through both those articles—and I will give
you the references—both in the New Yorker and the Washington
Post and just having read those, still give us the reassurance? I
would appreciate it if you would do that.

Mr. CoMEY. Certainly, Senator. I have actually, I think, in my
briefcase copies of them. I have not had a chance to read them yet.

Senator KENNEDY. I understand. You were instrumental in get-
ting the special prosecutor with real independence investigating
the White House, Valerie Plame, CIA role, and we commend you
for that, and I know that you have disclaimed any supervisory role
in that case. But can you tell us whether there has been any in-
terim report that Mr. Fitzgerald has made that permits you to tell
us when we can expect the action in that case?

Mr. CoMEY. I do not think it would be appropriate for me to com-
ment, even if I knew. But as you said, Senator, Mr. Fitzgerald has
all the powers of the Attorney General, and so he is truly inde-
pendent of—certainly of me, and I guess I ought to leave it there.

Senator KENNEDY. All right. But can you give us assurance that
the timing of the investigation report will not be influenced by any
political campaigns?

Mr. CoMEY. What I can assure you is that Mr. Fitzgerald is the
finest prosecutor I have ever met and will conduct himself in ac-
cordance with the highest standards of the Department of Justice.

Senator KENNEDY. Well, he has been highly regarded and re-
spected, and so we would expect him to follow that line.

On assault weapons, the ban now has lapsed. The distinguished
Attorney General of New York, Bob Morgenthau, stated in a letter
to the New York Times, “Assault weapons kill dozens in the blink
of an eye. Terrorists know this, know our laws, recovered training
manuals, urged them to obtain assault weapons in the United
States, where we really make their mission easier 3 years after 9/
11.”

Is the Justice Department taking any steps to respond now to
the availability and accessibility of these assault weapons to poten-
tial terrorists in terms of protecting the American homeland?

Mr. CoMEY. With respect to the particular weapons, Senator, I
do not know of anything with respect particularly to those. But as
you know we are very, very aggressive on investigating and pros-
ecuting guns in the hands of bad guys, obviously terrorists, but also
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drug dealers, drug addicts. We have a zero tolerance policy when
it comes to that.

Senator KENNEDY. Has the administration given up on trying to
get the assault weapons ban renewed?

Mr. CoMEY. I am not in a position to know, Senator.

Senator KENNEDY. My time is up, Mr. Chairman.

Senator SESSIONS. Thank you, Senator Kennedy.

You know, Senator Leahy—I wish he had not made the com-
ments he did about the Vice President. I do not think it was the
right forum for that. But this is the quote from the Vice President:
“If we make the wrong choice, then the danger is we will get hit
again, that we will be hit in a way that will be devastating from
the standpoint of the United States, and we will fall back into the
pre-9/11 mind-set, if you will, that these terrorist attacks are just
criminal acts and we are not really at war.” And then he issued
a clarification. Some said it was a retraction. But whatever, he
issued a clarification to make sure that he did not mean to offend
anyone by those comments, and we will make this a part of the
record, and people can make their own judgment about it.

Senator Feingold, I think you wanted to follow up.

Senator FEINGOLD. Thank you, Mr. Chairman, I have many other
questions, but I am just going to make a couple comments and ask
you one more question, Mr. Comey. And I do thank you—

Senator SESSIONS. I just recognize you as our Ranking Member
to aslk these extra questions, because we do need to go the next
panel.

Senator FEINGOLD. I understand, and I thank the Chairman.

I do appreciate this, and I think even though we have some
strong disagreements, I see at least the germ of some possibility
that some of the changes suggested in the SAFE Act could perhaps
be something we could come together on. And I hope that happens.

But I am also very concerned about misstatements and
mischaracterizations that have been made in defense of the USA
PATRIOT Act. Some people accept these factual lapses as part of
our political process, but I cannot.

Earlier this month, in my own State, the U.S. Attorney for the
Western District of Wisconsin, J.B. Van Hollen, reportedly told the
Hudson, Wisconsin, Rotary Club that, “In fact, September 11th
would not have happened if the delayed search notice, a part of the
PATRIOT Act, had existed at that time.” I think that is an out-
rageous claim, particularly when it is made by one of the chief law
enforcement officers in Wisconsin.

No one, not even other administration officials, the 9/11 Commis-
sion, has claimed that the September 11th attacks would not have
occurred if the delayed notice provision, also known as “sneak-and-
peek,” in the PATRIOT Act had been in place. More importantly,
the delayed notice provision was a well-established legal tool avail-
able to law enforcement prior to 9/11, something we have been dis-
cussing this morning. That was one of the major arguments made
by the administration for including that provision in the PATRIOT
Act. In addition, the FISA law that applied to intelligence inves-
tigations also allowed for secret searches prior to 9/11.

Mr. Comey, do you agree that delayed notice searches were al-
lowed under the law before 9/11?
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Mr. COMEY. Yes, Senator. As I said earlier, it was a judicially
created doctrine that existed across the country.

Senator FEINGOLD. Sir, what action will you take to address Mr.
Van Hollen’s misstatement? And what steps will you take to accu-
rately inform the people of Wisconsin of what the law and the facts
were before 9/11?

Mr. COMEY. Senator, I am not familiar, obviously, with what J.B.
might have said at that event, whether he is quoted accurately, so
I am really not in a position to say. I know him. I know he is a
very fine prosecutor and U.S. Attorney. Beyond that, I do not feel
I am equipped to comment.

Senator FEINGOLD. The words that I quoted from him, though,
you would not agree that the delayed notification provisions would
have prevented 9/11, would you?

Mr. CoMEY. I do not know what that means, Senator. I am not
aware of an issue with respect to delayed notification and 9/11.

Senator FEINGOLD. You have no reason to believe that would be
true.

Mr. CoMEY. I have no reason to believe there is a connection
there.

Senator FEINGOLD. Thank you, Mr. Chairman.

Senator SESSIONS. Thank you.

Senator CRAIG. Mr. Chairman?

Senator SESSIONS. Senator Craig?

Senator CRAIG. No questions. Very briefly I want to thank the
Deputy Attorney General again for his presence here and for a
level of objectivity that is refreshing on this issue, because I am a
strong supporter of the Attorney General and the work the Justice
Department is doing that, in my mind, is not in question.

Let me say one final thing, Mr. Chairman. This report, the 9/11
Commission report, is not the Bible. It may be as thick as the
Bible, but it has some very valuable statements in it, and I think
some valuable findings that all of us are poring over in an attempt
to make this country a safer country. Here is one of its rec-
ommendations: “The burden of proof for retaining a particular gov-
ernmental power should be on the executive to explain (a) that the
power actually materially enhances security, and (b) that there is
an adequate supervision of the executive’s use of the powers to en-
sure protection of civil liberties. If the power is granted, there must
be adequate guidelines and oversight to properly confirm its use.”

That is something that none of us disagree with, whether it be
oversight or guidelines, and sometimes those guidelines are nec-
essary within the law. I would like to characterize the SAFE Act
as some of that. You and I may disagree on that.

The current Chairman may disagree. But one of our jobs without
question is to make sure that you do it right, and the other job is
to make sure the law is instructive, controlling, and shaping.

And that is the attempt of what we are doing here, and I thank
you very much for being with us.

Mr. CoMEY. Thank you, Senator.

Senator SESSIONS. Thank you very much. We will have the next
panel, and, again, thank you for extraordinary testimony. You are
a professional and you know the law. You understand how it
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works, and I think you have helped us all understand it far better
than we did before. Thank you.

I do have a commitment and will have to leave in a few minutes,
and I expect Senator Hatch will be back in a few minutes. But I
think we would want to go on and get started, and I would like to
welcome former Congressman Bob Barr to our hearing today.

Prior to serving in the House, he was United States Attorney for
the Northern District of Georgia, in Atlanta, and we worked to-
gether when I was the United States Attorney in Alabama at that
time, and I got to know you, Bob, at that time and respect you very
much. You are now an attorney in private practice, and you occupy
the 21st Century Liberties Chair for Privacy and Freedom at the
American Conservative Union and consult on privacy matters for
the American Civil Liberties Union.

I also want to welcome former Associate Deputy Attorney Gen-
eral Daniel Collins to the Committee today. While in the Office of
the Deputy Attorney General he served as the department’s chief
privacy officer and coordinated the Department’s policies on privacy
issues. Mr. Collins is now a partner with Munger, Tolles and Olson
in Los Angeles, California.

So we would like to thank you both for appearing here today, for
caring about the issues that are important to America. We do have
threats to our country. We have criminals out there and we have
terrorists out there. Some of them go beyond being criminals.

They are unlawful combatants, for whatever that means.

Bob Barr, thank you, and we would be glad to hear your state-
ment at this time.

STATEMENT OF HON. BOB BARR, FORMER REPRESENTATIVE
IN CONGRESS FROM THE STATE OF GEORGIA

Mr. BARR. Thank you very much, Mr. Chairman. I would like to
thank you and certainly Chairman Hatch, who is now joining us,
for the courtesies always extended to me whenever I have the
honor of appearing before this body as a witness. And I appreciate
very much the opportunity to appear today to talk about the PA-
TRIOT Act, the SAFE Act, and related issues, and to hear the out-
standing testimony that I have been listening to in the office next
door earlier today from the witnesses and from the Senators on
this panel.

I would like, Mr. Chairman if I could, to request that my entire
testimony as submitted to the Committee be included in the record.

Chairman HATCH. Without objection, and I am certainly happy
to see you again. Sorry I could not be here right at the beginning.

Mr. BARR. Well, I appreciate the Chairman rushing back just to
listen to me. I appreciate that honor.

Chairman HATCH. Well, I did, as a matter of fact.

Mr. BARR. But I know that the Chairman, as the other members
of the Committee, having served in the other body myself, are ex-
tremely busy, and I certainly appreciate the opportunity to be here
to submit my statement for the record, which I will not read in its
entirety, but just refer to a few things, and then answer either
today or any subsequent questions posed to me by yourself, Mr.
Chairman, or any other members of the Committee.
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I think it is important to emphasize, for the American people pri-
marily, a fact certainly known to this Committee, but which I think
bears repeating, and that is that the American people are not left
with any impression that prior to enactment of the PATRIOT Act,
this Government had no tools with which to fight terrorism or to
prosecute crimes involving terrorism. The full range of powers,
both procedural as well as substantive, with which acts of ter-
rorism could be investigated and prosecuted were available to the
Government prior to the enactment of the PATRIOT Act in 2001.
Those tools all remain available today. The PATRIOT Act, of
course, supplemented that very broad range of powers that the
Government already had. And I and many others, including Sen-
ators Craig and Durbin, as they have testified to today, do not in
any way seek to dismantle that very carefully crafted range of sub-
stantive and procedural powers that have been and are available
to the Government to fight terrorism. We are not talking about dis-
mantling the additional powers that were made available to the
Government under the PATRIOT Act, simply consistent, I think,
with the views of this Committee and the Senate and the House,
to take a continuing look at those powers. That is the reason why,
of course, the Congress in its wisdom included sunset provisions for
many of these—not all, but many of the powers in the PATRIOT
Act, and we are simply in support of the SAFE Act, for example,
doing, I think, precisely what Congress recommended and codified
that we do, and that is to take a regular and constant and con-
tinuing look at these powers.

When, for example, one looks, Mr. Chairman at sort of the three
stages of what brings us here today—and that is the pre-PATRIOT
Act powers the Government has, the powers currently exercised by
the Government pursuant to the PATRIOT Act, and other provi-
sions of law, and the SAFE Act—I think it is important to keep in
mind just a few things, and that is that before 9/11, that is, before
the PATRIOT Act, the Government had roving wiretap power
which it could exercise in cases involving terrorism, as well as
other criminal cases. It was a carefully circumscribed power, but it
was a power that was available in terrorism cases.

Similarly, Mr. Chairman, regarding sneak-and-peek powers, so-
called delayed notification search warrants, I think it is important
to emphasize that prior to the PATRIOT Act, the Government did
have limited sneak-and-peek powers, that is, the ability to execute
a search warrant, to search premises and seize evidence pursuant
to that warrant. Chairman HATCH. But in both cases, Bob, much
more limited than the PATRIOT Act.

Mr. BARR. Yes, sir, absolutely.

Chairman HATcCH. I just want to make that clear.

Mr. BarRr. With regard to the securing of library and other
records, such as Section 215 of the PATRIOT Act provides, prior to
9/11 the Government did have, again, more limited powers but cer-
tainly had powers in any instance in which it had credible evi-
dence, reasonable suspicion that an individual or group of individ-
uals were committing or were conspiring to commit acts of ter-
rorism or other criminal acts, it could get those records.
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And, finally, with regard to so-called national security letters or
administrative subpoenas, prior to the PATRIOT Act the Govern-
ment, the FBI, had the power to secure those.

Currently, as the Chairman correctly has noted, in all of these
different areas—roving wiretaps, sneak-and-peek or delayed notifi-
cation search warrants, library and other personal records, and na-
tional security letters—the Government continues to have those
powers, but much broader, in a much broader range of cir-
cumstances. And under the SAFE Act, I think it is important also
to emphasize, as the Chairman certainly knows but to emphasize
for purposes of the record here, that in none of these areas of Gov-
ernment power—roving wiretaps, sneak-and-peek, access to per-
sonal records such as library records, and national security or ad-
ministrative subpoenas—the SAFE Act would not curtail in any
significant way, I do not believe, any of these powers. All of them
would remain available to the Government. The Government would
simply have to do something that I would think we would all agree
on if we really stop and think about it, and that is simply to have
a reasonable linkage between the records on an individual being
sought and some credible suspicion, reasonable suspicion that that
individual or those individuals have committed a violent—not a
violent act but a criminal act, including acts of terrorism.

My written testimony indicates, provides additional detail of the
circumstances in which this would be the case, and I would be most
happy to answer any questions by the Chairman or other members
today, or anything submitted in writing hereafter.

[The prepared statement of Mr. Barr appears as a submission for
the record.]

Chairman HATCH. Well, thank you. I think we will submit ques-
tions in writing. I know that you have another appointment, so I
am going to accommodate you, and if you would care to, you can
leave anytime you—

Mr. BARR. I appreciate that, Mr. Chairman. I am okay time-wise
right now. I do have a flight back down to Atlanta to catch. I ap-
preciate the Chairman keeping that in mind.

Chairman HATCH. All right. Thank you.

Mr. Collins, we will take your testimony.

STATEMENT OF DANIEL P. COLLINS, MUNGER, TOLLES AND
OLSON, LLP, LOS ANGELES, CALIFORNIA

Mr. CoLLINS. Thank you, Mr. Chairman I appreciate the oppor-
tunity to testify here today. There are few subjects more important
than the prevention of terrorist attacks, and the question whether
or not we have the appropriate tools to prevent terrorist attacks in
a way that respects and enhances liberty and security is a very im-
portant topic.

In my written testimony, I have identified a number of principles
that I think should guide that inquiry. I would like to just point
to three of them and then discuss some of the specific provisions
of the SAFE Act in light of those principles.

First, of course, is unwavering fidelity to the Constitution, and
I have not heard—I have listened to all of the comments today. I
have not heard anyone contend that any of the provisions of the
PATRIOT Act that would be changed by the SAFE Act are in any
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way constitutionally infirm. There was some discussion of whether
or not the elimination of notice altogether in the search warrant
context might violate the Fourth Amendment. But that is not
something that the PATRIOT Act does, and so that really is not
the question before this Committee.

Second—and I think this is a very important principle—if a tool
exists in existing law to fight other types of crime, then the burden,
I believe, is on those who deny it to fighting terrorism. If it is good
enough for fighting the Mob, if it is good enough for fighting health
care fraud, it is good enough to fight terrorism. If the balance is
thought to be sufficient in existing law in those contexts, it is suffi-
cient with respect to terrorism.

And third is the principle of technological neutrality. There
should not be in the law disparities between the legal regimes that
govern one type of communications in one medium and those that
govern in another, because that just creates incentives to shift from
one medium to the other.

Now I would like to talk about some of the specific provisions.

Section 215 of the PATRIOT Act provides much needed authority
on the FISA side, the Foreign Intelligence Surveillance Act side, to
obtain business records, and it is comparable to an authority that
exists for a very long time on the ordinary criminal side in terms
of the grand jury subpoena authority. It is different in certain re-
spects because a court order is required. The court is not merely
a rubber stamp because the statute specifically states that the
court has the authority to modify the application and the order be-
fore it is issued. It has a narrow scope, cannot be used to inves-
tigate domestic terrorism, and explicitly provides for protection of
First Amendment rights. It has nothing to do on its face with li-
brary records as a particular focus of interest.

Section 4 of the SAFE Act would amend the FISA so that the au-
thority conferred by Section 215 could only be exercised if there are
“specific and articulable facts giving reason to believe that the per-
son to whom the records pertain is a foreign power or an agent of
a foreign power.” This is much too narrow a standard. It simply
cannot be said in advance that the only important business records
that might be needed in an intelligence investigation are records
pertaining to the FISA target. That is not at all how business
records subpoenas work in the grand jury context. The standard,
when it is articulated in other contexts, whether it be relevance or
in some statutes there is a heightened standard for particular
types of records, is always in terms of the importance to the inves-
tigation. Sometimes records about other persons, third parties or
related persons other than the target themselves, may be needed
for the investigation. To limit on the face of the statute to only
records that pertain to the target seems much too strict. Even if
one were to believe that some additional reticulation of the stand-
ards here were appropriate, that standard is clearly much too
strict.

Second, 213 of the PATRIOT Act codifies longstanding authority
for delayed notification of search warrants and codifies that with
a number of important safeguards: The court must independently
find reasonable cause to justify the delay, and the court must set
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forth in the warrant the reasonable period for such delayed notice,
and the deadline can be extended only by a showing of good cause.

The SAFE Act would change this by requiring—first, eliminating
some of the grounds that are specified in the PATRIOT Act for ob-
taining a delayed notification authorization from the court and
would limit it to 7 days.

Now, some of the comments I heard during the hearing this
morning reflected, I think, a misunderstanding of the PATRIOT
Act. There was an assumption that the court can grant a delayed
notification without specifying any period in the warrant. It will
just specify a reasonable period. I do not think that that is what
the statute actually says.

Chairman HATcH. That is right. That is right.

Mr. CoLLINS. The court will determine a period, a period certain
that it believes is reasonable in the circumstances of the case and
put that in the warrant. Otherwise, the existing provision on exten-
sion would make no sense if the court were leaving it indetermi-
nate.

Chairman HATCH. Where the SAFE Act would set a 7-day period,
and then you would have to keep going back to get additional time.

Mr. Collins. Every 7 days.

Chairman HATCH. And you would have to find a U.S. Attorney,
you would have to go to court, you would have to interrupt your
investigation. That is one of the things I find to be a flaw in the
SAFE Act, and I think almost everybody in law enforcement thinks
that is a flaw as well. But be that as it may, you are pointing out—

Mr. CoLLINS. I believe it is too inflexible. I would expect based
on the existing case law that predates the PATRIOT Act that 7
days will likely be the presumptive standard.

Chairman HATCH. And probably in most cases they will get it
done within 7 days, but that is not always the case.

Mr. CoLLINS. That is right, and it leaves it up to the discretion
of the Federal judge to determine what under those circumstances
is the reasonable period.

Chairman HATCH. Let’s say the 7 days expire, and they have got
to find a U.S. Attorney, they have got to find a judge, they have
got to do all the things that require going back in to get additional
time, which they may or may not get.

That may be time enough for the terrorists to escape or to com-
mit terrorist attacks.

Mr. CoLLINS. That is correct. There is a need for flexibility here.
I think the courts will be strict.

Chairman HATCH. One of the things—I do not mean to keep in-
terrupting you. I guess I do, but one of the things that bothers me
is that some who have been proponents of the SAFE Act are con-
sistently saying, well, civil liberties might be violated. Well, I do
not know of many criminal laws where civil liberties, you know,
could not be violated if you have rogue police officers or you have
rogue prosecutors or you have people who are not willing to abide
by the law. You could say that about almost every criminal provi-
sion.

Mr. CoLLINS. I believe, Mr. Chairman you are correct that it re-
flects a sort of zero-sum thinking. Every tool that you give to the
Government can potentially be abused, and so every—
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Chairman HATCH. They almost come across like, well, with this
Act this is going to be misused because these powers are given to
the fight against terrorism, even though basically most of the pow-
ers have been in existence for domestic anti-crime purposes for a
long time.

Mr. CoLLINS. And there are mechanisms in existing law in terms
of judicial review and oversight of the Congress.

Chairman HATCH. Sure.

Mr. CoLLINS. I would like to make, if I can—I see my time has
expired—one further comment.

Chairman HATcH. I have interrupt you. Go ahead.

Mr. CoLLINS. It is about Section 2 of the SAFE Act on roving
wiretaps, because I think the theory of that provision is to incor-
porate the specification requirements that are existing in Title III
into FISA. But I do not think that the translation works, and the
reason why is a little bit technical, and I have alluded to it in my
testimony. But I wanted to call attention specifically to it.

There is a requirement in the FISA—it is Section 105(a)(3)(B)—
the court must find before issuing an order that there is probable
cause that “each of the facilities or places at which the electronic
surveillance is directed is being used, or is about to be used” by the
target. So even though you cannot specify in advance every par-
ticular one, because that is only required under FISA “if known,”
there still is this general requirement that there be some sufficient
understanding on the part of the court as to where the intercep-
tions will be made so that the court can find probable cause that
the target will be using those and give the authorization.

There is no comparable language in Title III to that. Indeed, the
comparable provision of Title III, which is in Section 2518(3)(D), is
waived in the case of a roving wiretap. There is a specific clause
that waives it for roving wiretaps. It is not waived in FISA. It is
instead this general requirement, and I think that that difference
is an important one and justifies allowing a John Doe warrant,
with a detailed description—and perhaps there can be discussion
about whether or not there might be some additional specification
of how good the description must be. But you could have a John
Doe warrant with a roving wiretap situation where you have this
probable cause requirement. I think that that is a different balance
from Title III, but I think it is an adequate balance.

[The prepared statement of Mr. Collins appears as a submission
for the record.]

Chairman HATCH. Well, I appreciate both of you taking time to
be with us. I am going to have to recess now, but we will keep the
record open for written questions and any additional statements
you would care to make.

Mr. BARR. Could I mention, begging the Chairman’s indulgence,
just one or two very, very quick points for the record? And I will
be glad to supplement those in writing.

In taking up Mr. Collins’ challenge, I do wish to go on record that
I do believe that some of the provisions in the PATRIOT Act are
constitutionally infirm. I think where you have, for example, as in
Section 215, the Government now having the ability to secure evi-
dence against individuals who would otherwise be covered by the
Fourth Amendment reasonableness provision without showing any
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link whatsoever between that person and suspected criminal activ-
ity, I do believe that that is violative of the letter if not the spirit
of the Fourth Amendment.

With regard to roving wiretaps, I do believe, Mr. Chairman,
under the present situation regarding use of the PATRIOT Act for
roving wiretaps that it does sweep broadly, so that a person who
might simply be in the facility—I think Senator Kyl in his earlier
questioning referred to whether or not a person in an apartment
complex could have their phone tapped if the Government simply
believed that a target might be in that complex. I believe that
clearly the roving wiretap provisions in the PATRIOT Act would
allow for that scenario, and very clearly, a person against whom
the Government has no suspicion whatsoever under the Fourth
Amendment standard, or any standard, simply happens to have a
phone that might be in proximity to a target known only by general
description to the Government or a facility only known by general
description to the Government could have their conversations lis-
tened in on. And I believe that that, too, would be violative of the
Fourth Amendment.

I believe the provision that has been talked a great deal about
today, Mr. Chairman, regarding a court’s ability to modify a Sec-
tion 215 application, while certainly provides the court to have
some input into how the order is going to be executed, there still
under Section 215 is absolutely no provision in the law for the
judge to look behind the application. The judge, so long as the Gov-
ernment makes the general assertion to the library or to the pawn-
shop, the gun shop, or the medical office, whatever it is, that it is
part of an ongoing terrorism investigation, no link to the particular
person on whom the evidence is being sought, the judge cannot
look behind that. And that is the problem with the so-called rubber
stamping, that the judge cannot refuse to issue the order. The
judge can modify it in some degree.

And, finally, Mr. Chairman, just to reiterate, all of these provi-
sions under FISA, I think it is important to recognize, are in addi-
tion to the whole range of powers that are and would remain under
the SAFE Act fully available to the Government to go after terror-
ists, that were available to the Government to go after terrorists
pre-PATRIOT Act, and simply because the Government might not
have executed or used those powers consistently or made some bad
policy decisions, as in the case of not seeking the access to
Moussaoui’s computer, does not mean, I do not think, that we
should not continually take a look at these powers and make sure
that they fit properly within the bounds of the Constitution, as I
believe that the SAFE Act would help ensure.

Chairman HATCH. Thank you, Mr. Barr.

Mr. Collins, you will have the last word.

Mr. CorLLINS. Okay. The Supreme Court has held that there is
no Fourth Amendment right to privacy of a person in business
records held by a third party. That is why business records in ordi-
nary criminal investigations are obtained by grand jury subpoenas
and not by warrants. Given that 215 is aimed at getting business
records, the argument that it is constitutionally infirm is, I think,
insubstantial. And the concern that roving wiretaps could be placed
on a very vaguely defined set of instruments without any control
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or supervision of the FISA court as to how the items are placed or
the surveillance is actually conducted is inconsistent with the lan-
guage that I read from Section 105 of FISA, which, as I said, dif-
fers from Title III in a material respect and does, I think, limit the
ability to place items and conduct surveillance other than in con-
formity with what it says.

Chairman HaTcH. Okay.

Thank you.

Let me just close with these remarks. I am simply not prepared
to heighten the requirements for obtaining documents in terrorism
cases beyond that which applies in ordinary criminal cases. If
criminal investigators can get them in ordinary criminal investiga-
tions, we should not add to the requirements in terrorism inves-
tigations. I believe that is one of your major points.

I am also not prepared to prohibit Federal judges from having
the authority to decide that providing immediate notification of a
search would result in the intimidation of witnesses or seriously
jeopardize an investigation. I do not think we should strip that au-
thority from Article III judges.

I also do not believe that we should hinder our terrorism inves-
tigators with extra constitutional obligations beyond those regula-
tions applicable in ordinary criminal investigations.

In the crucial area of terrorism investigations, I do not think we
should raise the hurdles once the Government has probable cause
to believe a suspect is an agent of a foreign power.

Now, there are so many other things I would like to say, and I
will put my further remarks in the record.

Let me just also put in the record a letter from ONDCP, the Of-
fice of National Drug Control Policy, and the DEA, the Drug En-
forcement Administration, supporting Section 213 on delayed noti-
fications—in other words, supporting the PATRIOT Act; a letter
from the FOP, the Fraternal Order of Police, supporting Section
213; a letter from the Department of Justice regarding al Qaeda
using Internet services at public libraries; a letter from DOJ, the
Department of Justice, supporting Section 215; a letter from DOJ
supporting Section 213 with a delayed notice search warrant re-
port.

I will put in a resolution from the National Associations of Police
Organizations representing 236,000 rank-and-file officers and 2,000
police unions throughout the United States; a resolution from the
Board of County Commissioners of Collier County, Florida, sup-
porting the PATRIOT Act and its renewal; a resolution of the
Pennsylvania Chiefs of Police Association supporting the PATRIOT
Act; a resolution of the National Troopers Coalition supporting the
PATRIOT Act and its renewal; and a resolution of the National
Sheriffs Association supporting the PATRIOT Act.

We have others, but I think I will let it go at that for today.

This has been an interesting hearing to me, and I just want to
personally express my gratitude to both of you for being here, for
Deputy Attorney General Comey for being here, and, of course, the
sincerity on the part of those who believe that there ought to be
what I consider to be major changes in the PATRIOT Act. I under-
stand the sincerity, but I think the overwhelming weight of evi-
dence is that the PATRIOT Act is working very well. Now, that
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does not mean we cannot continue to look for ways of strength-
ening it or ways of carefully changing some terms. We are certainly
in the process of trying to do that. And to that degree, both of you
have been very helpful. I just want you to both know that and I
appreciate both of you being here.

We will keep the record open for one week for people to submit
any questions in writing and, of course, any resubmissions of state-
ments that you would care to make.

So, with that, we will recess until further notice.

[Whereupon, at 12:30 p.m., the Committee was adjourned.]

[Questions and answers and submissions for the record follow.]
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QUESTIONS AND ANSWERS

November 8, 2004

The Hono+able Ortin G. Hatch
Chairman, Committee on the Judiciary
United States Senate

224 Dirksen Senate Office Building
Washington, D.C. 20510

Dear Mr. Chairman:

The following are my responses to the questions submitted by the
Comimnittee members as you requested in your letter of October 1, 2004:

1. Section 4 of the SAFE Act wonld amend the FISA so that the anthority
conferred by Section 215 conld only be exercised if “there are specific and
articulable facts giving reason to believe that the person to whom the records
pertain is a foreign power or an agent if a foreign power.” Suppose that the
FBI agents suspected that an as-yet-unidentified individual foreign agent may
have consulted certain specific technical titles on bomb-making or nuclear
power facilities, or oi: water treatment facilities and they are informed that 5
persons have checked out those specific tifles from public libraries in the
relevant area and time period. Would Section 4 bar the agents from getting
those records for all 5 persons? Why or why not?

The hypothetical situation the question provides includes a number
of specific and articulable facts, and, in all probability and based on
my former experience as a federal prosecutor, such a search would be
approved if even the SAFE Act were enacted into federal law. These
specific facts include that there is intelligence information suggesting
a specific (but not yet identified) foreign agent is in the country, that
the information is limited to a specific time period and location, and
that the agent has consulted “technical ttles,” rather than general
titles, and that only five people have checked out these tides.



58

"The Honotable Orrin G. Hatch
November 8, 2004
Page 2

The “specific and articulable facts” standard has been described by
the courts as more than hunch, but less than probable cause. The
facts described seem to meet that standard precisely — it is certainly
mote than a hunch, but possibly would not yet amount to probable
cause.

It is impottant to temember that the “specific and articulable facts”
standard, while it is an important check on the government’s power,
is not a high one. The standatd is drawn from the Supreme Court
case of Terry v. Obio, which held that police on the beat do not need a
warrant or probable cause to brefly stop and frisk a suspicious
character on the street. These “stop and frisk” cases, the courts have
said, involve less than a full arrest and less than a full search, and so
do not require full probable cause.

The hypothetical in the question posed, is obviously constructed to
test what level of probability “specific and articulable” facts would
require. Is a one-in-five chance enough? There is no absolute right
answer to this question, because courts are asked to apply their
judgment to real life cases based on all the factual circumstances
rather than using a mathematical formula that can be rigidly applied
to law-school hypotheticals but cannot be used so easily in the real
wotld. T have no doubt that the judges of the Foreign Intelligence
Surveillance Court will — if given a proper standard that allows them
to do what judges should do - be able to make the right call; and that
they would and could continue to do so if the SAFE Act was
enacted.

2. I agree that there have been distortions that inkibit a reasonable and well
informed debate about the Patriot Act and that there has been incomplete
information about the Patriot Act as mentioned in your written testimony. 1
also appreciate you citing in your testimony the 9/ 11 Commission’s report
where, as you are aware, the report also called for a “full and informed debate
on the Patriot Act” As you know, Congress is currently in the midst of a
bi-partisan review of the 9/ 11 Commission’s report and its recommendations.
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Recently, the ACLU ran a television advertisement claiming that the Patriot
Act permits the government to search house without providing notice. As
_your testimony notes, the governments is required, in all cases, fo give
notice of a search or seigure, the Patriot Act codified a delayed notice
requirement.

In the interest of full disclosure, do you believe that the ACLU commercial
should have informed viewers that the Patriot Act requires the giving of notice
in all cases?

I strongly support the 9/11 Commission’s call for a “full and
informed debate” on the Patriot Act, and believe that without such a
debate, we are fated to enact additional and unnecessary expansions
of federal policing power. Like this Committee, I too am concerned
at the increasing amount of misinformation circulating on the Pattiot
Act. 1 sincerely hope that the distortions that often accompany
discussion of the law abate following the November 2004 election.

As to the ACLU’s advertisement, I would make two points. First, it
Zs true that the Patriot Act expanded the government’s ability to
conduct secret physical searches and never tell the target. Section
218 applies equally to FISA’s physical search power as it does to its
electronic surveillance authority.

Second, if, in fact, the ACLU’s advertisement refers to Section 213, it
simply omits mention of the /ndefinite delay on notice; it does not
claim that these secret searches are notice-less. Frankly, this strikes
me as a relatively minor detail given the nature of public concern with
the sneak and peck provision.

To be clear, Section 213 authorizes the government to seek a wartant
allowing agents to break into Americans’ homes, search their
belongings, peruse the contents of their computers, seize propetty on
a showing of “reasonable necessity” and leave without telling anyone,
for an undefined period of time, that they were there. Wortse, the
government can do so in any case if it simply makes the claim that
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notice would delay a trial or jeopardize an investigadon. From my
perspective, whether notice is forthcoming within a month or a year
matters little; notice delayed is notice denied. If government agents
are allowed in virtually any or every case, to conduct a search without
affording contemporancous notice, then it has effectively denied the
target of the search any ability to contest either the constitutionality
of the search or the accuracy thereof (ie., the possibility that the
agents are executing the warrant at the wrong address). Ultimately
what concerns me and so many others is that it can be delayed at all
under so vague a standard.

I would also draw your attention to the Justice Depattment’s most
recent piece of literature about sneak and peek warrants, the
September 2004 report titled “Delayed-Notice Search Warrants: A
Vital and Time-Honored Tool for Fighting Crime.” This report is a
subjective treatment of an extremely complex issue. For instance, in
the initial cover-letter to Speaker Dennis Hastert, Assistant Attorney
General William E. Moschella refers to the sneak and peek seatches
authorized in the Patriot Act as a “time-honored tool” and claims
they are like normal search warrants in every respect save that the
government can “temporarily” delay notice.

This analysis glosses over the fact that while sneak and peek searches
have been available to the government in limited circumstances for
quite some time, this authority was dramatically expanded in the
Patriot Act, making these secret search watrants far mote accessible.
Indeed, given the fuzzy justfication mentioned above, one could
argue that post-Patriot sneak and peek watrants are not “time-
honored” tools, but entirely new creatures that bear little resemblance
to the delayed-notice watrants — based on unusual circumstances —
issued before the statutory authotization in the Patriot Act.

3. Your testimony supports raising the evidentiary hurdle for obtaining business
records in terrorism cases to a “spectfic and articulable facts” standard. What
15 your view of using the grand jury standard for obtaining business records in
terrorism investigations so that the obtaining business records in terrorism
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cases is the same as that in garden variety crimiinal investigations, but not
more onerous than criminal investigations, such as fraud, bank robbery or
assault?

The question makes the common error of presuming that “terrorism
investigations” and “foreign intelligence investigations” are the same
thing. Critics of the Patriot Act have been accused of inaccuracy, but
boosters of the Patriot Act have made this error time and time again,

It is simply wrong, and quite misleading, to state that grand jury
subpoenas and other standard criminal powers are not available to
the government in terrotism investigations, or that they were not
available prior to 9/11. They are available to ctiminal investigators
for all crimes, including terrorism. Every power the government had
ptior to 9/11 to investigate “otdinary” crime could be used to
investigate terrorism crimes.

In international terrorism investigations, the government has (and did
have), in addition to its criminal powers, the surveillance powers of
the Foreign Intelligence Surveillance Act. The FISA was amended in
1998 to permit the government to obtain a court order requiring
certain business recotds be turned over to the government. Foreign
intelligence investigations are different from criminal investigations
because they are not limited to the investigation of criminal activity,
and therefore are much more likely to intrude on constitutionally-
protected activities. As a result, when the FISA records provision
was originally enacted, it included a modest safeguard — that there
must be “specific and articulable facts™ that the records pertained to a
terrotist, spy ot other foreign agent.

While any powet can be abused, grand juty investigations provide
three important checks that are not provide in FISA. First, the grand
jury itself — an ancient institution composed of common citizens, not
government officials — is supposed to provide a check on
prosecutorial overreach.  Second, grand jury investigations are
supposed to involve crimes. Because these checks are not present in
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FISA investigations, an individual suspicion standard is essential to
ensure against abuse of the FISA records power. Thirdly, while grand
juries function on a day-to-day basis without interference from the
disttict coutt, they are subject to the court’s direction and, if need be,
the court can and will step in to supervise and ensure the grand jury
operates within constitutional bounds.

4. You mention in your testimony that you previously served as the United States
Attorney for the Northern District of Georgia. During your tenure as the
Uhnited States Attorney, did you or members of your staff ever seek a delay in
providing notice of searches because member s of yon staff believed that notice
may result in intimidation of witnesses or seriowsly jeopardize an
investigation?

During my tenure as the US. Attorney for the Northern
District of Georgia (1986 — 1990), I do no recall specifically if any
Assistant U.S. Attorneys in my office sought a delay in providing
notice of a search. However, it would not surprise me if such action
did occur in unusual circumstances. The fact is, I have always
supported the ability of the government to request of a court that it
be authorized to conduct a delayed-notice search in extraordinaty
circumstances, including intimidation of witnesses or serious jeopardy
to an investigation. My concern is that under the Pattiot Act, the
exception becomes the rule; the government now is able to seek and
obtain delayed-notice searches in virtually any case it wants, not just
those involving extraordinary circumstances ot vital national security
concerns.

5. Among the alterations made by Section 3 of the SAFE Act is prohibiting
Article III judges from delaying notice in instances where immediate
notification of a search might result in the intimidation of witnesses. Why do
_you believe notice should not be delayed in this instance?

It is my understanding that the drafters of the SAFE Act assumed
that witness intimidation would be covered adequately under 18
U.S.C. § 2705(a)(2)(A), which allows delay if notice would endanger
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the “life or physical safety of an individual.” If that is insufficient, it
should be fixed.

6. The 9/11 Commission Report finds the Patriot Act’s removal of the barrier
separating intelligence and law enforcement to be beneficial. The report also
states that the Patriot Act's update of the surveillance laws to reflect
technological developments are “relatively nom-controversial.” Do you agree
that removal of the wall was beneficial? You also support adding a sunset fo
those provisions which addressed the pen register and trap and trace authority.
Do you advocate repealing or altering the changes mad to the trap and
trace/ pen register anthority made by the Patriot Act?

First, support for the sunset provisions does not necessarily mean
suppott for the repeal of certain provisions. When voting on the
measure, we all supported the sunsets because we wanted to give
ourselves a second-chance in case the external stresses of 9/11
derailed the deliberative process. If the sunsets are abandoned, that
second chance is lost forever.

Moteover, this and other committees have frequently complained
about the Justice Department’s poor cooperation with congressional
oversight efforts. The sunsets arguably are the best piece of leverage
the Committee has to force the Administration into the committee
room to defend its record and disclose how it has used the most
controversial sections of the Patriot Act. For this reason alone, the
president’s call to remove the sunsets should be rejected.

As to the pen register and trap and trace provisions, 1 believe
Congress needs to clarify what bits and pieces of electronic
communications qualify as “content” for the purposes of these
investigative tools.

And, regarding the so-called “wall,” T believe the FBI was right to
revisit the internal guidelines that unduly hampered the exchange of
information between criminal and intelligence investigators, but I do
not believe that Section 218 was necessaty to accomplish this greater
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fluidity in information exchange (cither internal to the FBI or
between it and other agencies). Moreover, I remain quite concerned
about the potential that criminal prosecutors will use their greater
access to the counter-intelligence toolbox to side-step Fourth
Amendment limitations. Section 218, as interpreted by the 2002
Foreign Intelligence Surveillance Court of Review, is directly
responsible for this greater access.

If T might be of further assistance, please do not hesitate to contact me.
With warm personal regards, I remain,

very truly yours,

BOB BARR

Member of Congtess, 1995-2003

21st Century Liberties Chair for Freedom and Privacy
The American Conservative Union

BB:tj

cc: Members, Committee on the Judiciary, United States Senate
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Answers to Questions from Chairman Hatch to Dan Collins
September 22, 2004 Hearing of the Senate Judiciary Committee
on “A Review of Counter-Terrorism Legislation and Proposals,

Including the USA PATRIOT Act and the SAFE Act”

Q.1: In your written testimony you discuss the safeguards built into the delayed notice
provision. You also indicated that passage of the SAFE Act’s revision to section 213
woiild make the law in this area worse than it was before passage of the Patriot Act.
Specifically, how would the law be worse?

Answer:

Section 3(a)(1)(A) of the SAFE Act would limit the grounds upon which a court could
authorize delayed notification of the execution of a search warrant. Under the current version of 18
U.S.C. § 3103a(b), as added by the PATRIOT Act, delayed notification may be granted if the court
“finds reasonable cause to believe that providing immediate notification of the execution of the
warrant may have an adverse result (as defined in section 2705).” Section 2705, in turn, defines an
“adverse result” as any one of the following five things: (1) “endangering the life or physical safety
of an individual”; (2) “flight from prosecution”; (3) “destruction of or tampering with evidence™;
(4) “intimidation of potential witnesses”; or (5) “‘otherwise seriously jeopardizing an investigation
or unduly delaying a trial.” 18 U.S.C. § 2705(a)(2)(A)-(E). Section 3(a)(1)(A) of the SAFE Act
would strike the phrase “may have an adverse result (as defined in section 2705),” and would instead
require that the court find reasonable cause to believe that immediate notification “will” do one of
three things: (1) “endanger the life or physical safety of an individual”; (2) “result in flight from
prosecution”; or (3) “result in the destruction of, or tampering with, the evidence sought under the
warrant.” The SAFE Act would thus eliminate entirely the last two grounds for delayed notification
in existing law, i.e., “intimidation of potential witnesses” and “otherwise seriously jeopardizing an
investigation or unduly delaying a trial.” In addition, the SAFE Act would narrow the third
enumerated ground by requiring that the court find reasonable cause to believe that immediate
notification will “result in the destruction of, or tampering with, the evidence sought under the
warrant” S. 1709, § 3(a)(1)(A) (emphasis added). Under the SAFE Act, the fact that other
evidence would be destroyed or tampered with is irrelevant.

There can be little doubt that this leaves the law worse than it was before the PATRIOT Act
codified the pre-existing judicially crafted caselaw on delayed notification. To illustrate this point,
one need look no further than the examples cited by Deputy Attorney General Comey in his oral
testimony. He described two incidents, one pre-PATRIOT Act and the other post-PATRIOT Act,
in which agents seized evidence and delayed notification by making the seizure appear to be a theft.
On the facts of the two cases, Mr. Comey stated that, had the SAFE Act been on the books, the
narrowing of the permissible grounds might have made a difference in the ability to get delayed
notification in one case, but not the other. Moreover, it is worth noting that, because “the evidence
sought under the warrant” was seized in both cases, it could not possibly be said that that evidence
could have been tampered with or destroyed as a result of immediate notification. In other words,
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under the SAFE Act, covert seizure operations such as those described by Deputy Attorney General
Comey could be undertaken only if one of rwo grounds were present — i.e., only if immediate
notification would “endanger the life or physical safety of an individual” or would “result in flight
from prosecution.” This is substantially more restrictive than pre-PATRIOT Act law. Cf. United
States v. Villegas, 899 F.2d 1324, 1338 (2d Cir. 1990) (emphasizing the importance of the covert
search and noting that failure to delay notification would prematurely terminate an ongoing
investigation: “[t]he agents showed good reason to believe that Villegas had numerous
coconspirators who had not yet been identified”).

Q.2: In your written testimony you state that some argue that there is always tension
between law enforcement and privacy. Did the Patriot Act address this tension in ways
where law enforcement tools were upgraded and privacy protected?

Answer:

The PATRIOT Act correctly rejects “zero-sum” thinking about law enforcement tools and
privacy protection. Not every expansion in law enforcement authority necessarily threatens privacy;
it is possible to have both increased law enforcement authority to act in appropriate cases and
increased privacy protection. Thus, in creating or expanding a particular law enforcement tool, the
task confronting the Congress is to fashion the substantive standards and procedural requirements
governing that tool so as to ensure borh that (1) the tool will be available in those cases where it is
needed and (2) the opportunities for abuse of the tool are properly restricted. As technologies
change, and as terrorists and other criminals become more resourceful, needs will arise from time
to time for new tools and new ways of doing things. In such circumstances, a “zero-sum” approach
is neither sensible nor constructive; the task is iow to provide the needed tools in a way that respects
and enhances privacy.

The PATRIOT Act contains numerous examples in which Congress, in providing new or
upgraded tools, also acted to ensure that necessary and appropriate safeguards were included. A few
examples will illustrate the point.

. Federal statutory law (“Title III"’) contains an appropriately stringent set of standards
governing the interception of live communications by wiretapping. The PATRIOT
Act leaves unchanged the full panoply of substantive protections provided by Title
III. Instead, it merely extends this pre-existing set of strict standards so that
wiretapping will be authorized in terrorism cases under the same standards that it was
already authorized in organized crime cases. One of the requirements of Title Il is
that the investigation must involve an offense that is on Title III’s list of offenses that
are eligible for wiretapping. 18 U.S.C. § 2516. The PATRIOT Act simply adds to
this list six terrorism offenses, unlawful possession of chemical weapons, and
computer fraud and abuse. Pub. L. No. 107-56, §§ 201, 202, 115 Stat. at 278. But,
as noted, it leaves unchanged the full range of substantive protections in Title IIL,
including the extensive judicial oversight provided for in Title III. I suppose that,

2
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under a “zero-sum” approach, one could conceive of this increased wiretap authority
as being literally a loss of “privacy” for that subset of persons with respect to whom
there is enough evidence to persuade a federal judge to find probable cause of
criminal involvement in chemical weapons and other serious crimes. But that shows
why it makes no sense to think that every increase in law enforcement authority is
necessarily a threat to privacy.

Section 216 of the PATRIOT Act upgrades the laws governing pen registers —
devices to capture routing and signaling information, but not content — in order to
make clear that these laws apply, in an even-handed way, to both electronic
communications and telephonic communications. In doing so, however, it also
contains specific provisions that are tailored to unique practical concerns that are
presented only in the context of electronic communications. Much has been said
about the specific privacy concerns raised about the use of government-installed
programs to implement pen register orders in the context of electronic
communications. To take account of these legitimate concerns, the Act provides for
Jjudicial oversight of such deployments by requiring detailed reporting to the court
whenever such a government-installed program is used to implement a pen/trap order
involving electronic communications. 18 U.S.C. § 3123(a)(3). This is another good
illustration of upgrading law enforcement tools in a manner that is designed to
preserve and enhance privacy. The SAFE Act would make the mistake of sunsetting
this eminently sensible provision.

In conferring authority to obtain business records in the FISA context, the PATRIOT
Act does not follow the grand jury subpoena model, but instead requires prior
Jjudicial authorization, limits the types of investigations in which such records can be
obtained, and provides explicit protection for First Amendment rights. 50 U.S.C.
§ 1861(a)-(c).

The PATRIOT Act further eliminates the loophole in prior law under which kackers
were arguably protected by the wiretap law from law-enforcement monitoring
authorized by the operators of the computers they invade. Pub. L. No. 107-56, § 217.
This law enforcement tool may infringe on the “privacy” of hackers, but it has
obvious privacy-enhancing aspects for the rest of us.
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Q.3: The 9/11 Commission recommended that the government bear the burden to prove
that it should retain, and presumably add, a particular power. Do you believe the
government has carried that burden with respect to the provisions in the Patriot Act?
Also, do you have an opinion of whether the government has carried that burden in
relation to its support of S. 2679, Senator Kyl’s “Tools to Fight Terrorism Act”?

Answer:

This recommendation, which is contained on page 394 of the 9/11 Commission report, has
in my view been somewhat misunderstood. The Commission’s recommendation on this score was
as follows:

The burden of proof for retaining a particular governmental power
should be on the executive, to explain (a) that the power actually
materially enhances security and (b) that there is adequate supervision
of the executive’s use of the powers to ensure protection of civil
liberties. If the power is granted, there must be adequate guidelines
and oversight to properly confine its use.

I do not think that this language can be, or should be, read to create some sort of rebuttable
presumption in favor of going back to the inadequate pre-PATRIOT Act set of tools for fighting
terrorism. There is no such presumption in favor of reviewing and restricting the tools to fight, say,
health care fraud, and it seems unimaginable that the Commission was in any way intending to
suggest that Congress should be stricter and stingier when it comes to providing tools to fight
terrorism than it is in providing tools to fight other crimes. If anything, the opposite is true.

Rather, it seems to me that the Commission, being mindful of the fact that many key
provisions of the PATRIOT Act will need to be affirmatively renewed and extended (due to the
current sunset provision), was articulating a standard for approaching that looming question of
reauthorization. Viewed from that more limited perspective, the Commission’s recommendation is
quite sensible. Under our Constitution, it is of course the Executive Branch that carries out the laws,
and it therefore necessarily falls to that branch (as the Co