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CODE YELLOW: IS THE DHS ACQUISITION
BUREAUCRACY A FORMULA FOR DISASTER?

THURSDAY, JULY 27, 2006

HOUSE OF REPRESENTATIVES,
COMMITTEE ON GOVERNMENT REFORM,
Washington, DC.

The committee met, pursuant to notice, at 10 a.m., in room 2154,
Rayburn House Office Building, Hon. Tom Davis (chairman of the
committee) presiding.

Present: Representatives Tom Davis, Waxman, Duncan, Gut-
knecht, Higgins, Ruppersberger, Porter, Kucinich, Platts, Watson,
Norton, Van Hollen, and Cummings.

Staff present: Keith Ausbrook, chief counsel; Jennifer Safavian,
chief counsel for oversight and investigations; Steve Castor, coun-
sel, Rob White, communications director; Andrea LeBlanc, deputy
director of communications; Edward Kidd, professional staff mem-
ber; John Brosnan, procurement counsel; Teresa Austin, chief
clerk; Michael Galindo, deputy clerk; Phil Barnett, minority staff
director/chief counsel, Karen Lightfoot, minority communications
director/senior policy advisor; Jeff Baran and Margaret Daum, mi-
nority counsel; Earley Green, minority chief clerk; and Jean Gosa,
minority assistant clerk.

Chairman ToM DAVIS. Good morning. The committee will come
to order.

No one thought that merging 22 disparate functions, personnel
systems and cultures into the new Department of Homeland Secu-
rity would be quick or easy. But we did expect that by now critical
acquisition functions would be well integrated and well managed—
an efficient engine driving the Department’s evolving mission. In-
stead, through aggressive oversight, we have uncovered clear evi-
dence of huge cost overruns, chronically lax contract management
and preventable vulnerability to waste, abuse and mismanagement.

In a very bipartisan effort here, the staff report provided to our
committee today documented large-scale systematic flaws in the
Department of Homeland Security’s acquisition management. A
fractured purchasing system is hobbling the Department’s ability to
meet core missions in border security, emergency management, in-
formation sharing and other key issues.

Now, in reaching these conclusions, we reviewed over 6,000
pages of documentation. Through a formal document request, the
committee obtained copies of audits, reports and other assessments
that cast doubts on contractor cost estimates, billings, accounting
and estimating systems in contract performance. In five separate
productions, DHS provided 196 unique oversight documents, 149 of
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which were prepared by DCAA, the Defense Contract Audit Agen-
cy.
Throughout this effort, we worked with the ranking member and
his staff, and I want to commend my good friend and colleague,
Henry Waxman, for his persistence and constructive approach.
This i1s a textbook example of bipartisan oversight that gets results.

This committee has been concerned about DHS acquisition chal-
lenges for quite some time, initiating a GAO study as early as De-
cember 2003. The subsequent report, released in April 2005, con-
firmed many of our initial fears about acquisition dysfunction at
DHS. GAO found procurement responsibilities scattered through-
out the Department, with no clear lines of authority, decision-
making or accountability. The lack of trained and skilled acquisi-
tion professionals compounded DHS acquisition ills.

An alphabet soup of DHS elements: TSA, the Transportation Se-
curity Administration; CBP, the Customs and Border Protection
Bureau; ICE, the Immigration and Customs Enforcement Bureau;
FPS, the Federal Protective Service; FEMA, the Federal Emer-
gency Management Association; and NDPO, the National Domestic
Preparedness Office, and others, must be supported by an enor-
mous array of goods and services provided under contracts valued
at almost $10 billion a year. DHS buys everything from major in-
formation systems, cutting edge technologies and sophisticated
technical support services to mundane commodities like bottled
water and blue roof tarps.

These diverse and complex procurements are supported by a dis-
jointed management structure that does not integrate the acquisi-
tion function across the Department under a single official with re-
sponsibility to manage and oversee the multi-million dollar enter-
prise.

That lack of overall accountability and control has spawned a sad
succession of disastrous acquisitions. A $104 million TSA contract
for training airport screeners tumbled out of control, eventually
costing over $700 million. Poorly defined requirements resulted in
airport bomb detection machines that continually produce false
alarms. Billion dollar technology contracts have yet to deliver basic
telecommunications infrastructure to many of our Nation’s airports.
And as the Katrina Select Committee found, FEMA lacked the scal-
able contracting and logistics capacity needed in the wake of cata-
strophic loss.

Just last week, GAO concluded a weak control environment ex-
posed the Department to rampant abuse in the use of purchase
cards. For want of final purchase card, up to 45 percent of pur-
chase cards transactions during last year’s hurricane relief efforts
lacked proper authorization.

This morning, we are going to focus on several troubled DHS ac-
quisitions as cautionary tales and guideposts for reforms. What les-
sons should be gleaned from troubled TSA contracts to assess and
hire airport passengers screeners, screen luggage at commercial
terminals and upgrade airport computer networks? What would
have improved Customs and Border contracts for radiation detec-
tion equipment, for the Integrated Surveillance Intelligence Sys-
tems or the America’s Shield Initiative? We will ask what needs to
be done to create a coherent organization within DHS that will fa-
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cilitate successful management of the successful acquisition func-
tion.

DHS has been tasked with critical missions subject to hard dead-
lines. Addressing our myriad vulnerabilities requires the Depart-
ment to acquire complex, high-risk state-of-the-art solutions likely
to have problems even under an ideal management structure. But
with so much at stake, and so little room for error, the size or the
difficulty of the challenge can be no excuse for a failure to put an
effective management structure in place.

[The prepared statement of Chairman Tom Davis follows:]
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Opening Statement of Chairman Tom Davis
Government Reform Committee Hearing
“Code Yellow: Is the DHS Acquisition Bureaucracy a Formula for Disaster?”

July 27, 2006, 10 a.m.

No one thought merging twenty-two disparate functions, personnel systems and
cultures into the new Department of Homeland Security (DHS) would be quick or easy.
But we did expect that by now critical acquisition functions would be well-integrated and
well-managed — an efficient engine driving the Department’s evolving mission. Instead,
through aggressive oversight, we have uncovered clear evidence of huge cost overruns,
chronically lax contract management and preventable vulnerability to waste, abuse and
mismanagement.

In a bipartisan staff report provided to Committee Members today, we document
large-scale systemic flaws in DHS acquisition management. A fractured purchasing
system is hobbling the Department’s ability to meet core missions in border security,
emergency management, information sharing and other key areas. In reaching these
conclusions, we reviewed over six thousand pages of documentation. Through a formal
document request, the Committee obtained copies of audits, reports, and other
assessments that cast doubts on contractor cost estimates, billings, accounting and
estimating systems, and contract performance. In five separate productions, DHS
provided 196 unique oversight documents — 149 of which were prepared by the Defense
Contract Audit Agency (DCAA).

Throughout this effort, we worked with the Ranking Member and his staff, and I
want to commend my good friend and colleague Mr. Waxman for his persistence and
constructive approach. This is a textbook example of bipartisan oversight that gets
results.

This Committee has been concerned about DHS acquisition challenges for quite
some time, initiating a GAO study as early as December 2003. The subsequent report,
released in April 2003, confirmed many of our initial fears about acquisition dysfunction
at DHS. GAO found procurement responsibilities scattered throughout the Department,
with no clear lines of authority, decision-making or accountability. The lack of trained
and skilled acquisition professionals compounded DHS acquisition ills.

An alphabet soup of DHS elements :

TSA (the Transportation Security Administration),

CBP (the Customs and Border Protection Bureau),

ICE (the Immigration and Customs Enforcement Bureau),
FPS (the Federal Protective Service),

FEMA (the Federal Emergency Management Agency),
NDPO (the National Domestic Preparedness Office),
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and others — must be supported by an enormous array of goods and services provided
under contracts valued at almost $10 billion per year. DHS buys everything from major
information systems, cutting edge technologies, and sophisticated technical support
services, to mundane commodities like bottled water and blue roof tarps.

These diverse and complex procurements are supported by a disjointed
management structure that does not integrate the acquisition function across the
Department under a single official with the responsibility to manage and oversee that
multi-billion dollar enterprise.

That lack of overall accountability and control has spawned a sad succession of
disastrous acquisitions. A $104 million TSA contract for training airport screeners
tumbled out of control, eventually costing more than $700 million. Poorly defined
requirements resulted in airport bomb-detection machines that continually produce false
alarms. Billion dollar technology contracts have yet to deliver basic telecommunications
infrastructure to many of our nation’s airports. And, as the Katrina Select Committee
found, FEMA lacked the scalable contracting and logistics capacity needed in the wake
of catastrophic loss. Just last week, GAO concluded a weak control environment
exposed the Department to rampant abuse in the use of purchase cards. For want of a
final purchase card manual, up to forty-five percent of purchase card transactions during
last year’s hurricane relief efforts lacked proper authorization.

This morning we will focus on several troubled DHS acquisitions as cautionary
tales and guideposts for reforms. What lessons should be gleaned from troubled TSA
contracts to assess and hire airport passenger screeners, screen luggage at commercial
terminals, and upgrade airport computer networks? What would have improved
Customs & Border Patrol contracts for radiation detection equipment, for the Integrated
Surveillance Intelligence System (ISIS), or the America’s Shield Initiative? We will ask
what needs to be done to create a coherent organization within DHS that will facilitate
successful management of the essential acquisition function.

DHS has been tasked with critical missions subject to hard deadlines. Addressing
our myriad vulnerabilities requires the Department to acquire complex, high-risk, state-
of-the-art solutions likely to have problems even under an ideal management structure.
With so much at stake, and so little room for error, the size or difficulty of the challenge
can be no excuse for a failure to put an effective management structure in place.
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Chairman ToM DAvVIS. At this time, I would ask unanimous con-
sent to submit into the record a bipartisan staff report entitled
Waste, Abuse and Mismanagement in Department of Homeland Se-
curfi\}y Contracts, and a summary of the DCAA audits prepared by
staff.

Without objection, so ordered.

[The information referred follows:]
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EXECUTIVE SUMMARY

At the request of Reps. Tom Davis and
Henry A. Waxman, this report examines
procurement spending at the Department of
Homeland Security. The report identifies 32
DHS contracts, collectively worth $34.3
billion, that have experienced significant
overcharges, wasteful spending, or
mismanagement.

Key findings in the report include the
following:

¢ Contract Spending Is Growing
Rapidly. Procurement spending at DHS
has surged 189% since the creation of
the new Department, rising from $3.5
billion in 2003 to $10 billion in 2005,
During this period, procurement
spending at DHS has grown 11 times
faster than the remainder of the
discretionary federal budget.

¢ Noncompetitive Contracts Have
Soared. Sole-source and limited-
competition contracts have grown even
faster than overall DHS procurement
spending. In 2003, DHS awarded $655
million in contracts without full and
open competition. By 2005, this figure
had ballooned to $5.5 billion, an increase
of 739%. In 2005, over 50% of the
dollar vatue of DHS contracts was

awarded without full and open
competition.

Contract Mismanagement Is
Widespread. The growth in DHS
contracts has been accompanied by
pervasive mismanagement. DHS has
repeatedly failed to engage in
responsible contract planning, including
the determination of government needs
and program requirements.
Compounding this problem, the
Department lacks both adequate trained
contract officials to oversee its
burgeoning spending on contracts and a
coherent organization for acquisition
management across the Department.

The Costs to the Taxpayer Are
Enormous. This report identifies 32
DHS contracts collectively worth $34.3
billion that have been plagued by waste,
abuse, or mismanagement. In the case
of each of these 32 contracts, reports
from GAOQ, Pentagon auditors, agency
inspectors general, or other government
investigators have linked the contracts to
major problems in administration or
performance.

i | WASTE, ABUSE, AND MISMANAGEMENT IN DHS CONTRACTS
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. PURPOSE AND METHODOLOGY

At the request of Reps. Tom Davis and Henry A. Waxman, the Chairman and Ranking Member
of the Government Reform Committee, this report examines contracting at the Department of
Homeland Security. The report is based in large part on a review of over 350 reports from
government auditors and investigators, many of which have not been publicly released. The
audit reports reviewed by Committee staff include:

. 149 reports prepared by the Defense Contract Audit Agency, the agency responsible
for performing contract audits for the Department of Defense and other government
agencies;

. 112 reports prepared by the Government Accountability Office, the independent,
nonpartisan auditors and investigators working for Congress; and

. 71 reports prepared by several agency inspectors general, who are charged by law
with oversight of agency management and administration.

This report also reflects interviews with outside experts, as well as investigations into contract
abuses conducted by Committee staff and investigative reporters.

The report relies on the Eagle Eye Federal Prime Contracts (FPC) Database, a federal
procurement database application published by Eagle Eye, Inc., for data on trends in DHS
contract spending. The FPC database contains data from 1999 to 2005 that is compiled from the
Federal Procurement Data System (FPDS), the federal contract tracking system established by
the General Services Administration.! GAO has identified problems with the completeness and
accuracy of the FPDS, but according to GAO, the FPDS is “currently the only system providing
information on over $300 billion in annual government spending”? and is the best available data
set for assessing “the impact that governmentwide acquisition policies and processes are having
with respect to specific geographic areas, markets, and socio-economic goals.”

1 Unless noted otherwise, data is given for the fiscal year, not the calendar year.

2 Letter from Katherine Schinasi, Managing Director, Acquisition and Sourcing Management, U.S.
Government Accountability Office, to Office of Management and Budget Director Joshua B. Bolten {Sept.
27, 2005) {online at www.gao.gov/new.items/d05960r.pdf).

3 Letter from William T. Woods, Director, Acquisition and Sourcing Management, U.S. General Accounting
Office, fo Office of Management and Budget Director Joshua B. Bolten {Dec. 30, 2003} {onfine at
Www.gao.gov/new.items/d04295r.pdf).

1 | WASTE, ABUSE. AND MISMANAGEMENT IN DHS CONTRACTS
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iI.  DHS CONTRACTING TRENDS

A. Growth in Contract Spending

The Department of Homeland Security was established in 2003 by combining 22 different
federal agencies and agency components into one new Department.¢ In the three years since the
Department’s creation, procurement spending has surged. Spending on federal contracts at DHS
increased from $3.5 billion in 2003 to $10 billion in 2005, an increase of $6.5 billion.s The total
number of contracts entered into by DHS during this period grew from 14,000 in 2003 to 63,000
in 2005.

In percentage terms, DHS procurement spending increased by 189% between 2003 and 2005, In
comparison, inflation increased by just 6% during this period.¢ The increase in DHS
procurement spending also grew 11 times faster than the growth of the rest of the government.
Between 2003 and 2005, other federal discretionary spending rose by 17%.7

B. Growth in Noncompetitive Contracts

Competition in federal contracting protects the interests of taxpayers by ensuring that the
government gets the best value for the goods and services it buys. Competition also discourages
favoritism by leveling the playing field for competitors while curtailing opportunities for fraud
and abuse.

Federal law recognizes that there are occasions when full and open competition is not feasible.
Under the Competition in Contracting Act, agencies can award sole-source contracts in cases in
which only one source can provide the needed goods or services. Agencies can also limit
competition when emergency circumstances require immediate contract awards.® But these and
the other permissible exceptions are intended to be limited. The Federal Acquisition Regulation
provides that “contracting officers shall promote and provide for full and open competition in

“ Department of Homeland Security, DHS Organization History (online at
hitp://www.dhs.gov/dhspublic/interapp/editorial/editorial_0133.xmi} {occessed July 24, 2004).

3 Unless otherwise noted, data in this report comes from the Eagle Eye Federal Prime Conftracts (FPC)
Database, a federal procurement database application published by Eagle Eye, Inc.

4 U.S. Department of Labor, Bureau of Labor Stafistics, inflation Calculator {online ot hitp://data.bls.gov/cgi-
bin/cpicale.pl) {accessed July 25, 2006).

7 Office of Management and Budget, Budget of the United States Government, Fiscal Year 2007, Historical
Tables [Feb. 2006) {onfine ot www,whitehouse.gov/omb,/budget/fy2007 /pdf/hist pdf).

# See Congressional Research Services, Irag Reconstruction: Frequently Asked Questions Concerning the

Application of Federat Procurement Statutes (June 23, 2003); 10 U.S.C. § 2304(c); 40 US.C. § 253(c): 48
C.FR. § 6302

2 | WASTE, ABUSE, AND MISMANAGEMENT iN DHS CONTRACTS
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soliciting offers and awarding Government contracts.”™ Contracting officers using one of the
exceptions must submit a written justification and, for procurements over $500,000, gain the
approval of a more senior official.10

Despite the advantages to the taxpayer of full and open competition, contracts awarded without
full and open competition have grown rapidly at the Department of Homeland Security. In 2003,
DHS spent $655 million on these contracts.'! By 2005, spending on contracts awarded without
full and open competition had grown by $4.8 billion to $5.5 billion, an increase of 739%. By
comparison, overall federal spending on contracts awarded without full and open competition
increased 36% during the same time period,

This growth in sole-source and limited-competition contract spending significantly outstripped
the growth in overall procurement spending at DHS, causing noncompetitive contract dollars to
represent a rising share of contract dollars. In 2003, 19% of DHS contract dollars ($655 million)
was awarded without full and open competition. In 2005, 55% ($5.5 billion) was awarded
without full and open competition. See Figure 1.

FIGURE 1:'Percentage of DHS Noncompetitive Contract Spending Mas Increased

2003 2004 2005

Of the $5.5 billion in contracts awarded by DHS without full and open competition in 2005, $2.1
billion was awarded as sole-source contracts, without any competition. The remaining $3.4

? 48 C.F.R. § 6.101. Unike the rest of DHS, the Transportation Security Administration {TSA) is exempt from the
requirements of the FAR. (P.L. 101-71 § 101).

1048 CF.R. § 6.303-6.304.

1! For the purposes of this report, a "noncompetitive" contract is defined as o confract awarded without fult
and open competition,
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billion was awarded under conditions of limited competition, under which only a small number
of contractors were permitted to submit proposals.

lll. CONTRACT MISMANAGEMENT

The surge in contract spending at DHS has not been accompanied by responsible, competent
contract management. To the contrary, government reports and audits have documented failures
in many aspects of the Department’s contract management.

A, Poor Contract Planning

Responsible procurement spending should begin with sound planning. But this has rarely
occurred at DHS. The DHS Inspector General recently reported that DHS procurements have
suffered because contract technical and performance requirements were not adequately defined.
The Inspector General warned that “[bly approving programs without adequately defined
technical requirements, DHS risks likely adverse cost and schedule consequences.”2

The former Chief Procurement Officer of the Department of Homeland Security made similar
comments when he met with Committee staff in September 2005. He was asked to explaina
series of wasteful homeland security contracts, including the Transportation Security
Administration contract to hire passenger screeners at airports. He said that in many cases, the
primary problem lay in poor contract planning. Because Department officials did not properly
define what they wanted to purchase, enormous sums were misspent on technologies and
services that never achieved their objectives.’?

Rather than learn from these mistakes, DHS officials are poised to repeat them. In March 2006,
DHS issued a Request for Proposal (RFP) for SBlnet, a new $2 billion federal contract to design,
build, test, and operate a massive border security system as part of the Secure Border Initiative.
According to the RFP, the system’s main substantive requirements are to be “highly reliable,
available, maintainable, and cost effective solution(s) to manage, control, and secure the border
using the optimal mix of proven current and next generation technology, infrastructure,
personnel, response capabilities and processes.”'

In its RFP for SBlnes, DHS makes exactly the same mistakes that expert auditors have cautioned
against: the agency is launching a multi-billion dollar procurement program with only a vague

2 Depariment of Homeland Security, iInspector General, Department of Homeland Security's Procurement
and Program Management Operations {Sept. 2005) {OIG-05-53).

13 Briefing by Gregory D. Rothwell, Chief Procurement Officer, Department of Homeland Security, fo House
Government Reform Committee Staff {Sept. 19, 2005},

4 SBinet Request for Proposal.
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idea of its requirements. As DHS Deputy Secretary Michael Jackson told potential competitors
for SBlnet in January 2006: “We’re asking you to come back and tell us how to do our business.
... {T]his is an invitation to be a little bit, a little bit aggressive and thinking as if you owned and
you were partners with the CBP.™s

The DHS Inspector General recently warned that the SBIner contract is a high-risk acquisition
strategy. In July 2006, Chief Inspector Carlton Mann identified “loose contract requirements”
and “unstable operational requirements” as two of the “tremendous challenges and risks” facing
the implementation of SBlner. Mr. Mann added that the RFP’s “broadly defined Statement of
Objectives approach coupled with undefined requirements leaves programs vulnerable to faiture
and cost overruns.”

In an interview with Committee staff, former DHS Inspector General Clark Kent Ervin was
astonished by the approach DHS is taking to SBiner and said:

Einstein said insanity is doing the same thing over and over again and expecting a different
result. They never learn anything. It’s just crazy. It’s turning logic on its head. No wonder costs
are out of control.'7

B. Inadequate Coniract Oversight

Another persistent problem at DHS is the lack of a sufficient number of contract officials to
oversee the surging spending on federal contracts, as well as the lack of a coherent organization
for acquisition management across the Department. While spending on contracts has grown by
189% since 2003, the size of the acquisition workforce at DHS has increased by less than 20%,
from 911 contracting officials at DHS in 2003 to 1,068 in 2005.%8 As a result, the average value
of the contracts overseen by each official more than doubled during this time period.

In 2004, when the Office of Procurement Operations at the Department of Homeland Security
handled approximately $2 billion in federal contracts, each procurement officer in the office was

'S Department of Homeland Security, U.S. Customs and Border Profection, Statement of DHS Deputy
Secretary Michael Jackson, SBinet Indusiry Day {Jan. 26, 2006).

'¢ House Committee on Homeland Security, Subcomittee on Economic Security, Infrastructure Protection,
and Cyber-Security, and House Committee on Government Reform, Subcommittee on Criminal Justice,
Drug Pelicy, and Human Resources, Testimony of DHS Office of Inspector General Chief inspector Carlton
Mann, Joint Hearings on Expanding the Border Fence {July 20, 2006).

V7 Telephone interview between former DHS Inspector General Clark Kent Ervin and House Government
Reform Committee Minority Staff {May 22, 2006}.

s Off]ce of Personnel Management, Central Personnel Darta File: Status File {Sept. 2000). There isno clear
definition for the acquisition workforce that is recognized by all agencies. This report defines the acquisition
workforce as the following occupations: General Business; Contracting Series; Purchasing Officer;
Procurement Clerical Support: and Industrial Specidfist.
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responsible for overseeing over $100 million in federal procurement spending.” In an interview
with staff, Clark Kent Ervin, the former Inspector General at DHS, said that taxpayers were
“taken to the cleaners” because of the lack of sufficient experienced acquisition personnel.20
Today, the office still remains understaffed, with only 58% of the contracting officers it is
authorized to have.?!

The lack of sufficient personnel has been aggravated by a lack of adequate training for many of
the existing contract officials. The DHS Inspector General reported that the Department suffers
from an acute lack of qualified program managers. The IG found that only half of the
Department’s program managers are certified as having received the training in contract
management required for their level of responsibility. In many of the Department’s constituent
agencies, the lack of training is even more pronounced. The IG reported that only 3 out of 23
program managers at the Customs and Border Patrol are certified, as are only 6 out of 37
program managers in the Office of Procurement Operations. According to the Inspector General,
“the need for effective department-wide standards for program management processes should not
be underestimated.”22

The DHS 1G also found that DHS contracting officers do not receive sufficient training in ethics.
The IG raised concerns that the “close relationship” between procurement officials and the
private sector rendered insufficient even the “minimal” ethical training received by DHS
employees, and he recommended that program and procurement officials receive “expanded
training and guidance on their procurement ethics responsibilities.™

These deficiencies are magnified by the fact that DHS lacks a unified contract management
structure. Despite a 2004 management directive delegating the management, administration, and
oversight of acquisition across the Department to the Chief Procurement Officer, DHS still has
no single official with responsibility for these functions. Instead, according to GAO, these
responsibilities are spread throughout the Department’s disparate organizations, without
centralized oversight or accountability. GAO also found that the various acquisition
organizations within DHS lack guidance on department-wide policies and procedures.2¢

The consequences of the lack of trained contract officials and the lack of a coherent management
structure that integrates the acquisition function across DHS under a single responsible official

' Amid Wider Procurement Woes, Rothwell Gets High Marks Upon His Departure, CQ Homelond Security —
Industry & Ceniracting (Dec. 1, 2005).

2 Telephone interview between former DHS Inspector General Clark Kent Ervin and House Government
Reform Committee Minority Staff {May 22, 2006).

2 Amid Wider Procurement Woes. Rothwell Gefs High Marks Upon His Departure, CQ Homeland Security ~
Industry & Contracting {Dec. 1, 2005).

2 Department of Homeland Security inspector General, Department of Homeland Security's Procurement
and Program Management Operations {Sept. 2005) {OIG-05-53).

2 id,

24 .S, Govermnment Accountability Office, Homeland Security: Successes and Challenges in DHS’s Efforts fo
Create an tffective Acquisition Organization {March 2005} {GAO-05-179)
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became particularly apparent during the response to Hurricane Katrina. At the time the hurricane
hit, the Federal Emergency Management Agency had only 36 acquisition officials, far short of
the minimum of 172 procurement officials that experts have recommended for the agency.?
According to GAO, FEMA lacked sufficient personnel to perform adequate oversight on the
contracts reviewed.? This lack of oversight put the agencies “at risk of being unable to identify
and correct poor contractor performance ... [and] paying contractors more than the value of the
services performed.”” The DHS Inspector General agreed, saying, “Inadequate contracting staff’
and a shortage of Contracting Officer Technical Representatives (COTRs) hampered FEMA’s
ability to effectively monitor Katrina response contracts,”?

C. Credit Card Abuse

In 1994, Congress passed legislation providing the basic authority for federal employees to use
credit cards to buy small amounts of goods or services directly from vendors.? These charge
card programs are designed to provide an easy, efficient means for government agencies to make
small, routine purchases while avoiding the requirements of the contracting regulations.?

While the use of purchase cards can increase flexibility and streamline acquisition procedures,
careful supervision to prevent abuse has been lacking at the Department of Homeland Security.
A series of audits and investigations has found that the DHS’s failure to properly manage and
oversee the use of the cards has resulted in the waste of millions of doliars.3'

GAO has documented numerous instances of waste, abuse, and mismanagement with purchase
cards. Examples include the unnecessary purchase of 2,000 sets of canine booties at a cost of
more than $68,000, the expenditure of $7,000 for Apple iPods, tens of thousands of dollars for
training at golf and tennis resorts, and the purchase of beer brewing equipment and ingredients
for Coast Guard Academy parties. According to GAO, “fundamental breakdowns” in controls
over purchase card transactions left DHS vulnerable to waste, fraud, and abuse. GAO also found

% Select Bipartisan Committes fo Investigate the Preparation for and Response to Huricane Katring, A
Failure of Inifiative: The Final Report of the Select Bipartisan Committee to Investigate the Preparation for
and Response fo Humicane Katrina {Feb, 18, 2004}

26 1LS, Government Accountabiiity Office, Agency Management of Confractors Responding fo Hurricanes
Katrina and Rita [Mar. 16, 2006} {GAO-06-461R}.

7 d.

2 Senate Committee on Homeland Security and Governmental Affairs, Testimony of Matt Jadacki, Speciat
inspector General Gulf Coast Huricane Recovery, Hearings on Katrina and Confrocting {Apr. 10, 2006}.

¥ Federal Acquisition Streamiining Act of 1994 {FASA}, Pub. L, 103-355 § 4301,

¥ U.5. General Accounting Office, Purchase Cards: Increased Management Oversight and Controf Could
Save Hundreds of Milions of Dollars (Apr. 28, 2004) {GAC-04-717T).

31 U.S. General Accounting Office, Purchase Cards: Increased Management Oversight and Control Could
Save Hundreds of Millions of Dollars {Apr. 28, 2004} (GAO-04-7171); U.S. Govemnment Accountability Office,
Purchase Cards: Control Weaknesses Leave DHS Highly Vuinerable to Fraudulent, Improper, and Abusive
Activity {July 19, 2006).
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that DHS lacks adequate staffing, sufficient training, and effective monitoring of its purchase
card program.®

IV. WASTEFUL DHS CONTRACTS

Contract mismanagement at DHS has a steep cost for the taxpayer. Waste, abuse, and
mismanagement have squandered hundreds of millions, if not billions, of dollars. The discussion
below provides a summary of 11 wasteful contract programs at DHS and its predecessor
agencies. An appendix to the report identifies 32 contracts that have been examined by
government anditors and investigators and found to contain significant waste or abuse or to have
been poorly managed. The total value of the costs incurred or projected to be incurred under the
32 problem contracts is $34.3 billion,

A. The Contracts for Private Airport Screeners

In February 2002, the Transportation Security Administration (TSA) awarded several contracts
to private security firms for passenger and baggage screening at airports throughout the country.
These contracts were to remain in place until late 2002, when TSA employees would begin
conducting the screening themselves. The contracts ultimately were worth over $788 million.

Federal auditors examining these passenger screening contracts identified substantial questioned
and unsupported costs. DCAA audited 17 contracts and challenged significant costs under 11 of
those contracts. The total amount of questioned and unsupported costs under the 11 contracts
was $127.4 million, or 21% of the total amount billed to TSA.

The auditors detected a variety of problems under these contracts, including overstated labor and
overhead costs. When DCAA reviewed a contract with U.S. Airways, DCAA challenged $5.6
million out of $7.1 million in claimed costs, 79% of the total.® The auditors found that a major
U.S. Airways subcontractor, Argenbright, “already had contracted with U.S. Airways to perform
screening services at specified labor rates, [but] charged rates significantly higher on invoices
submitted” under the TSA contract. When DCAA “requested renegotiated screener contracts
from U.8. Airways to reflect the higher labor rates, [they] were told that none existed.”s

32U.8. Govemment Accountability Office, Purchase Cards: Control Weaknesses Leave DHS Highly
Vulnerable to fraudulent, Improper, and Abusive Activity {July 19, 2008},

* Defense Confract Audit Agency, Application of Agreed-Upon Procedures {No. 6331-2003D117900002)
{Apr. 11, 2003).

3 idd,

B,
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Similarly, DCAA questioned $331,000 out of $536,000 in costs claimed by Sky Aviation
Services under its contract. In addition to challenging 62% of the Sky Aviation’s costs, DCAA
found the contractor’s accounting system to be “inadequate.”3s

B. The Contract to Hire Airport Screeners

In February 2002, TSA also awarded a $104 million contract to NCS Pearson, Inc., to test and
hire airport passenger and baggage screeners. In less than one year, the contract ballooned to
$741 million According to press accounts, despite this expenditure, the rate at which screeners
fail to detect weapons has remained unchanged for over four years.3

Federal auditors examining the Pearson contract have reported multiple problems. According to
the DHS Inspector General, TSA’s failure to develop a project management plan, an acquisition
plan, or an acquisition baseline meant that the agency began the contract without having
finalized the number of screeners, the schedule, or the budget.»

An audit by the Defense Contract Audit Agency questioned at least $297 million of the $884
million in costs identified by Pearson under the contract.#0 The DCAA audit called into question
spending by Pearson on luxury hotels, long distanice phone calls, and noncompetitive
subcontracts. Among the disputed charges were $526.95 for one phone call from the Hyatt
Regency O’Hare in Chicago to Iowa City and $8,100 for elevator operators at the Marriott
Marquis in Manhattan.« One of the subcontracts challenged by DCAA paid the chief executive
of an “event logistics” company — newly formed by two former travel agency employees —
over $5 million for just nine months of work.

¥ Defense Confract Audit Agency, Report on Audit of Time and Material Proposal {No. 6701-
2002E21000005) {Oct. 31, 2002).

7 Letter from Peter A. lovino, Assistant Administrator for Legisiative Affairs, Department of Homeland
Secunty, fo Rep. Henry A, Waxman {Sept. 2, 2005).

38 Contracting Rush for Security Led fo Waste, Abuse, Washington Post {May 22, 2005}.

¥ Department of Homeland Security Inspector General, Review of the Transportation Security
Administrafion's Management Confrols Over the Screener Recruitment Program {Dec. 2005} {OIG-06-18).
“ Letter from Peter A, lovino, Assistant Administrator for Legisiative Affairs, Depariment of Homeland
Security, to Rep. Henry A. Waxman (Sept. 2, 2005); Defense Controct Audit Agency, Audit Report on Cosfs
Recorded Through November 2, 2002 Conlract No. DTSA20-02-C-00400 {May 3, 2004} {Audit Report No.,
3541-2002A10100001}.

4 Defense Contract Audit Agency. Audit Report on Costs Recorded Through November 2, 2002 Contract
No. DTSA20-02-C-00400 {May 3, 2004} {Audit Report No. 3541-2002A 10100001 ).

“ Defense Confract Audit Agency, Audit Report on Costs Recorded Through November 2, 2002 Contract
No. DTSA20-02-C-00400 (May 3, 2004) (Audit Report No. 3541-2002A10100001}.
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A Pearson employee who supervised Pearson’s hiring efforts at 43 sites in the United States
admitted in a media interview: “There was abuse of the taxpayers’ trust. We didn’t get the bang
for our buck.”#

In December 2004, TSA agreed to pay Pearson $741 million, withholding only $143 of the $297
million in costs challenged by DCAA .+

C. The Contract to Screen Airport Luggage

In June 2002, TSA awarded a large cost-plus contract to Boeing for the installation and
maintenance of luggage screening equipment at commercial airports. The contract was
structured to allow Boeing to function as project manager while subcontracting over 90% of the
work, mostly to two companies that made the baggage screening machines. TSA estimated the
contract value to be $508 million for an initial period of seven months. But the costs ballooned
to at least $1.2 billion and the performance period was extended by an additional 18 months. 4

According to press accounts, the baggage screening equipment installed under the contract has
suffered from high false alarm rates. After p gers and airline gers complained of
delays due to the false alarms, the machines were calibrated to be less sensitive. Although this
has lowered the rate of false alarms, the decreased sensitivity has also made the machines far less
effective at detecting bombs.#

GAQO testified that the screening machines also suffer from a variety of other operational
“inefficiencies,” including the fact that baggage must be moved manually from the conveyor belt
to the machine and back again.# According to GAO, TSA will have to spend an additional $3
billion to $5 billion to upgrade to more efficient in-line machines that rely on the latest
technology

Boeing’s award fee evaluations also identified significant performance problems. In a January
2004, award fee memorandum, TSA discussed several Boeing “weaknesses.”™® TSA stated that
“some costs were higher than initially estimated” and noted “a slower than expected start by

#3The High Cost of a Rush o Security, Washington Post {June 30, 2005).

44 Letter from Peter A. lovino, Assistant Administrator for Legislative Affairs, Department of Homeland
Security, to Rep. Henry A, Waxman (Sepf. 2, 2005).

4 Department of Homeland Security Inspector General, Evaluation of TSA's Confract for the Instaliation and
Maintenance of Explosive Detection Equipment at United States Airports (Sept. 2004} {OIG-04-44);
Conftracting Rush for Security Led to Waste, Abuse, Washington Post (May 22, 2005).

“ Contracting Rush for Security Led to Waste, Abuse, Washington Post {May 22, 2005).

47 U.5. General Accounting Office, Aviation Security: Challenges Exist in Stabilizing and Enhancing
Passenger and Boggage Screening Operations [Feb. 12, 2004} {GAO-04-440T}.

8.5, General Accounting Office, Aviation Security: Better Planning Needed fo Optimize Deployment of
Checked Baggage Screening Systems (July 13, 2005) {GAO-05-8967),

“ Transportation Security Administration, Memorandum: Period 1 Aword Fee Defermination {Jan, 13, 2004).
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Boeing and some significant last-minute inefficiencies due to subcontractor work.” TSA also
stated that “Boeing’s schedule reporting was often late, inaccurate, and subject to frequent
change” and criticized Boeing for “late and inconsistent reporting of program status and progress
information.” Despite these problems, Boeing received a rating of “good” for its first two award
fee periods and award fees totaling $54.6 million.s

The DHS Inspector General has been critical of the contract too. The IG found that TSA did not
follow sound contracting practices in the award and management of the contract with Boeing.
Until December 2003, according to the IG, TSA paid all of Boeing’s costs and based Boeing’s
profit on a percentage of total costs, creating a prohibited “cost-plus-a-percentage-of-cost”
contract.5!

In addition, the IG found that TSA paid Boeing $44 million in award fees without evaluating
Boeing’s performance, removing any incentive to improve performance that the award fee might
have provided. The IG also reported that TSA paid Boeing a disproportionate amount of profit
compared to Boeing’s costs and risks. Under the contract, Boeing subcontracted 92% of the
work but earned profits on all contract-related costs, including the subcontractors’ costs. In
2003, for example, Boeing itself incurred only $39 million in direct costs, but the company
received $82 million in profit based on costs incurred by the subcontractors. The IG found at
least $49 million of Boeing’s profit to be “excessive.”s2

D. The Contract fo Upgrade Airport Computer Networks

In August 2002, TSA entered into a $1 billion contract with Unisys Corp. to upgrade airport
computer networks. This contract, however, has been marred by significant cost problems.s3

According to published accounts, the Defense Contract Audit Agency found that Unisys
“overbilled taxpayers for as much as 171,000 hours worth of labor ... by charging up to $131 an
hour for employees who were paid less than half that amount.” DCAA also found that Unisys
had billed for 24,982 hours of overtime that may not have been appropriate under the contract.s¢

% d.; Transportation Security Administration, Memorandum: Period 2 Award Fee Determination {July 20,
2004},

St in & “cost-plus-o-percentage-of cost” contract, the contractor receives its profit as a percentage of the
confractor's actual costs. This type of contract is prohibited under federal law. See 10 U.S.C. §130¢; 41
U.5.C. §254{b). This differs from a cost-plus-award-fee contract, in which the contractor’s fee may include
both a base fee, fixed at the inception of the contract [often as o percentage of the estimated costs), plus
an additional fee based on the contractor's compliance with criteria set forth in the confract, See FAR §
16.3-16.4.

52 Department of Homeland Security Inspector General, Evaluation of TSA's Coniract for the installafion and
Maintenance of Explosive Detection Equipment at United States Airports {Sept. 2004) {OI1G-04-44}.

53 Department of Homeland Security Inspector Generdl, Transportation Security Adminisiration’s information
Technology Managed Services Contract (Feb. 2006} {OIG-06-23).

4 Department of Homeland Security inspector General, Transportation Security Administration's Information
Technology Managed Services Contract {Feb. 2006) {OIG-06-23).
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In a report released in February 2006, the DHS Inspector General reported that by September
2005, less than halfway through the contract period, TSA had already spent $834 million on the
Unisys contract, over 80% of the contract ceiling. An additional $106 million had been spent by
other DHS agencies on the project.ss

An additional problem involving the Unisys contract is that it appears that DHS officials misled
Congress about the true costs of the contract. According to the IG, contract officials at TSA
estimated that the contract costs would reach $3 billion to $5 billion, but decided to set an
artificial ceiling of $1 billion.® According to press accounts, the former chief information
officer at TSA said that he was instructed by senior administration officials to cite the $1 billion
cost figure to congressional officials, which was “a number out of the air” that “would be more
palatable.”s”

E. The Contract for Radiation Detectors

In 2003, the Department of Homeland Security awarded an indefinite-delivery/indefinite-
quantity contract to Science Applications International Corporation (SAIC) to manufacture
radiation detection machines for the nation’s borders and ports. As of December 2005, the
Office of Customs and Border Protection had bought 670 of the machines, called radiation portal
monitors, at a cost of about $286 million, approximately $427,000 each.5®

According to press accounts, the radiation portal monitors supplied by SAIC are so highly
sensitive to radiation that they cannot distinguish between weapons-grade nuclear material and
items that naturally emit radioactivity, including cat litter, granite, porcelain toilets, and bananas.
As a result, the machines set off so many false alarms that customs officials were compelled to
decrease the machines’ sensitivity levels.s

The Department of Homeland Security has conceded that the main problem with the radiation
portals is their inability to discriminate among nuclear materials. According to Vayl Oxford, the
acting director of the Domestic Nuclear Detection Office at the Department of Homeland
Security: “today’s equipment lacks a refined capability to rapidly determine the type of
radioactive materials it detects.” Moreover, Mr. Oxford testified that increasing the sensitivity

S id,
5 id,
7 Coniractor Accused of Overbilling U.S., Washington Post {Oct. 23, 2005}.

% U.S. Government Accountabitity Office, Combating Nuclear Smuggling: DHS Has Made Progress
Deploying Radiation Detection Equipment at U.S. Porfs-of-Entry, but Concerns Remain {Mar. 2006) {GAQ-06-
389); U.S. Government Accountability Office, Combating Nuclear Smuggling: Challenges Focing U.S. Efforts
fo Deploy Radiation Detection Equipment in Other Countries and in the United States {Mar. 28, 2006} (GAO-
06-558T).

5 U.S. fo Spend Billions More to Alter Security Systems, New York Times [May 8, 2005).
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level would not guarantee that the machines will recognize all potentially harmful materials
because high-density shields made from lead or steel successfully block the machine’s ability to
detect uranium.&

DHS’s failure to manage the detection system has further limited the machines’ effectiveness.
According to GAO, DHS allowed trucks to pass through the monitors in 2005 at speeds too high
for accurate screening.4 Moreover, the majority of cargo entering the United States is not
screened at all. According to press reports, on an average day at the combined ports of New
York and Newark, only 6% to 7% of the shipments are run through the radiation portals.s2

According to press accounts, DHS recently awarded contracts valued at $1.2 billion to Canberra
Industries, Raytheon, and Thermo Electron to buy and install new radiation screening monitors
at a cost of approximately $500,000 each.¢® According to GAO, the new machines, called
Advanced Spectroscopic Portals, have yielded mixed results in early tests. Although the new
monitors were able to identify and dismiss most naturally occurring radioactive material, they
were no better than the current monitors at detecting smaller amounts of radiation ¢

F. The Contract for Border Surveillance

The Office of Border Patrol has deployed thousands of cameras and sensors to monitor activity
on the Mexican and Canadian borders through a program known as the Integrated Surveillance
and Intelligence System (ISIS). The ISIS contract was awarded in 1997, but much of the
spending under the contract has occurred over the last five years, with over $429 million having
been spent to date.®s A typical surveillance site under the ISIS contract consists of a 60-foot pole
mounted with seven to ten cameras and costs over $300,000.¢ The contract was initially
awarded to International Microwave Corporation, but is now held by L-3 Communications,
which acquired IMC in 2003,

€ House Homeland Security Commitiee, Testimony of Vayl Oxford, Acting Director, Domestic Nuclear
Detection Office, Department of Homeland Security, Hearings on Detfecting Nuclear Weapons and
Radiological Materials {June 21, 2005).

$1ULS. Government Accountability Office, Combating Nuclear Smuggling: Efforts fo Deploy Radiation
Detection Equipment in the Unifed States and in Other Countries (June 21, 2005} {GAO-05-840T).

2 On the Waterfront, CBS News {Feb. 26, 2006).

3.5, fo Spend $1.2 Bilion on Detecting Radiation, New York Times {July 15, 2006).

54 1.8. Government Accountability Office, Combating Nuclear Smuggling: DHS Has Made Progress
Df_;;iloying Radiation Detection Equipment at U.S. Ports-of-Entry, but Concerns Remain {Mar. 2006) {GAD-04-

¢ Department of Homeland Security Inspector General, A Review of Remote Surveillance Technology
Along U.S. Land Borders {Dec. 2005} {OIG-06-15).

“House Homeland Security Committee, Testimony of L-3 Communications President Joseph A. Saponaro,
Hearings on the Mismanagement of the Border Surveillance Systern and Lessons for the New America’s
Shield inifictive {June 16, 2005).
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In December 2003, the GSA Inspector General reported substantial problems with the ISIS
contract. The auditors found cameras and other pieces of equipment that did not work and
surveillance sites where no equipment had been delivered and no work performed.#” According
to press accounts, the auditors also reported substantial cost overruns, including $13 million in
potential overcharges by L-3 Communications.¢¢ According to press accounts, in one case, the
Office of Border Patrol paid $20 million for malfunctioning camera systems at eight border
patrol zones and for poles, cameras, and gear that were never installed. The GSA IG reportedly
concluded that lack of oversight “placed taxpayers’ dollars and ... national security at risk.”70

A recent audit by the DHS Inspector General reported that the ISIS system is largely ineffective.
Because the remote video surveillance cameras do not have the ability to detect movement
automatically, illegal activity goes unnoticed unless border patrol personnel are monitoring the
cameras at the time. The cameras are also vulnerable to power outages and many sites do not
have back-up power sources. The cameras malfunction when exposed to snow, ice, humidity,
and extreme temperatures. Moreover, the remote video surveillance system can cover only 5%
of the border. As a result, the IG concluded that the surveillance system has hobbled field
operations. 7!

The Office of Border Patro} has acknowledged that the existing system is inadequate. On
January 5, 2006, DHS announced its plan to address these deficiencies with new “highly mobile
detection systems.” The Office of Border Patrol reportedly described the ISIS system as “no
longer state of the market” and several steps behind the current state of technology. As a result,
the agency is “significantly challenged by the ever-changing threat environment.””2

G.  The Contract for US-VISIT

In June 2004, the Department of Homeland Security awarded a ten-year, $10 billion contract to
Accenture to implement US-VISIT, a program designed to collect and store personal, travel, and
biometric information (fingerprints and photographs) from foreign nationals entering the United
States.”s Although DHS promised to create a “virtual border,” auditors and inspectors general
have found serious and ongoing problems with the program.

7 House Homeland Security Committee, Hearings on the Mismanagement of the Border Surveiliance
System and Lessons for the New America'’s Shield Initiafive (June 16, 2005},

& Probe Faults System for Moniforing U.S. Borders, Washington Post {Apr. 11, 2005},

.

id,

7! Department of Homeland Security Inspector General, A Review of Remiote Surveillance Technology
Along U.S. Land Borders {Dec. 2005} {OIG-06-15).

72 Homeland Security Seeks Proposals for Border Technology, Government Executive (Jan. 5, 2006).

7 De_pcrfmenr of Homeland Security Inspector Generdl, implementation of the United States Visitor and
Immigrant Status Indicator Technology Program at Land Border Ports of Entry {Feb. 2005) [OIG-05-11).
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According to GAO, US-VISIT lacks the “capability to track the entry and exit of persons
entering the United States at air, land, and sea ports of entry.”7* GAO concluded that “the
program continues to invest hundreds of millions of dollars for a mission-critical capability
under circumstances that introduce considerable risk that cost-effective mission outcomes will
not be realized.””s

One cause of these repeated problems is US-VISIT s reliance on out-of date and ineffective
technologies. For example, US-VISIT uses a fingerprint identification system that is not fully
integrated with the system used by the FBI. As a result, according to GAQ, US-VISIT lacks full
access to the FBI’s master criminal database. Moreover, because US-VISIT’s database of travel
and biometric information is not linked to other law enforcement systems, border officials must
search multiple systems to determine a foreign national’s identity and eligibility for entry.7
DHS has announced its intention to address this lack of interoperability and integration in the
coming months.””

A recent review of US-VISIT by the DHS IG found both technological and management issues
that could compromise the program’s security and integrity. The IG reported that the system’s
security has multiple weaknesses that leave it vulnerable to unauthorized access. The IG also
found that the lack of communication and coordination between and among the US-VISIT
program and other DHS branches has weakened information security and security management.”®

Even when US-VISIT functions correctly, it may not prove to be an efficient or effective tool for
securing the nation’s borders. According to GAOQ, the Department of Homeland Security has yet
to demonstrate that US-VISIT is the “right solution” for immigration and border management”
GAO also found that DHS still has not approved a strategic plan for how US-VISIT will operate
with other border and homeland security initiatives, nor performed cost-benefit analyses that
justify the Department’s expenditures on the US-VISIT program.&

7.8, Government Accountability Office, Homeland Security: Some Progress Made, but Many Challenges
Remain on U.S. Visitor and Immigrant Status indicator Technology Program (Feb. 2005) {GAC-05-202),

75 id.

7¢ Department of Homeland Security Inspector General, implementation of the Unifed States Visitor and
Imrigrant Status indicator Technology Program at Land Border Ports of Entry {Feb. 2005) (OIG-05-11); US.
Govemment Accountability Office, Homeland Security: Visitor and immigrant Status Program Operating,
but Management Improvernents Are $iill Needed {Jan. 25, 2006} {GAO-06-318T).

77senate Commitiee on Appropriations, Testimony of Jim Witiams, US-VISIT Program Director, Depariment of
Homeland Security, United States Eniry/Exit Tracking: Is the United States Visitor and Immigrant Status
Indicator Technology (US-VISIT) On Track for Success? {Jan. 25, 2006).

78 Department of Homeland Security Inspector General, US-VISIT System Security Management Needs
Strengthening (Dec. 2005) (OIG-06-18}.

77 4.5, Government Accountability Office, Homeland Security: Visitor and Immigrant Status Program
Operating, but Management Improvements Are Still Needed {Jan. 25, 2006) (GAO-04-318T).

# U.S. Government Accountability Office, Recommendations to Improve Management of Key Border
Security Program Need fo Be implemented {Feb. 2006} {(GAO-04-296}
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H. The Contract for the Transportation Security Operations Center

From February to April 2003, TSA entered into contracts to lease and renovate an empty facility
to house its crisis management operations unit. The renovation was completed in July 2003, but
an audit by the DHS Inspector General found that TSA’s management and oversight of the
building’s renovation resulted in waste and abuse.®!

The IG found that TSA spent over $19 million to equip the facility lavishly. The building itself
has 55 offices, 150 workstations, 12 conference rooms, 7 kitchens, and a fitness center, yet only
80 employees and 60 contract employees are expected to use the space. The project manager
and facility operations officer paid $500,000 to a tool company for artwork and decorative items,
including $29,032 for an art consultant and her assistant and $30,085 for silk plants. Moreover,
an unnecessary decision to accelerate the construction deadline cost TSA between $400,000 and
$600,000, not including approximately $575,000 in unjustified “approved construction change
orders.”s

In addition, two TSA employees spent over $136,000 on purchase cards for personal
convenience items such as leather briefcases without proper authorization. The employees also
used the purchase cards to acquire tables, chairs, loveseats, and armoires for the office, despite
TSA’s express prohibition against the purchase of furniture with purchase cards.s

L The Contracts for Manufactured Homes and Trailers

In the aftermath of Hurricane Katrina, FEMA purchased 24,967 manufactured homes and 1,755
modular homes at a cost of $915 million to provide housing and temporary office space for
hurricane victims and relief workers.® But according to the DHS Inspector General, as of
January 2006, only 4,600 manufactured homes and 100 modular homes had been used for
housing or office space. Not one of the homes had been sent to the most ravaged parts of
Louisiana and Mississippi because FEMA’s own regulations prohibit the use of the homes in
flood plains. More than 2,360 of the manufactured homes cannot be used by FEMA at all

8! Department of Homeland Security inspector General, Iregularities in the Development of the
Transportation Security Operations Center {Mar. 2005} {OIG-05-1 8}.

82d,

8id,

8¢ President's Council on Integrity and Efficiency, Executive Council on integrity and Efficiency, Oversight of

Gulf Coast Hurmicane Recovery: A Semionnual Report fo Congress {Apr. 30, 2006}; Commitiee on

Homeland Security and Governmental Affairs, Testimony of Department of Homeland Security Inspector

(CFBenerGI Rich;:rd L. Skinner, Hearings on Humicane Katrina: Waste, Fraud and Abuse Worsen the Disaster
eb.13, 2006},
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because they exceed FEMA’s size specifications. Nearly 11,000 homes worth over $301 million
are sitting on the runways at one Arkansas airport.ss

Similar mismanagement characterized the contracts to buy travel trailers. After Hurricane
Katrina, FEMA spent $1.7 billion to purchase 114,000 travel trailers.86 FEMA bought at least
27,000 of those trailers “off the lot,” without negotiating either price or specifications.” Yet
over 23,700 of these travel trailers sit unused. Moreover, because FEMA has not maintained the
trailers, they are losing their value as housing or for eventual resale.s

In December, FEMA'’s Federal Coordinating Officer in Louisiana for Hurricanes Katrina and
Rita testified before the Senate that the entire concept of purchasing trailers for temporary
housing was flawed. According to the official, Scott Wells, the cost to house a family for 18
months (the limit for FEMA-financed temporary housing) can reach $90,000 to $100,000 for
housing in a mobile home or $30,000 to $40,000 for housing in a travel trailer. Mr. Wells
testified that if FEMA had simply given the families $26,200 in cash for housing, which is the
maximum entitlement for hurricane victims, this would “allow them to quickly get on with
rebuilding their lives and afford them a permanent housing solution” while saving the taxpayer
hundreds of thousands of dollars.®

J. The Contract with Carnival Cruise Lines

In September 2005, the Military Sealift Command, acting on behalf of FEMA, awarded Carnival
Cruise Lines three contracts worth a combined $236 million to provide temporary housing to
Hurricane Katrina evacuees. These contracts proved wasteful for the federal taxpayer, costing
more than $50,000 to house a single person for six months, more than $300 per person for each
night’s lodging 5

One reason for the high costs of the Carnival contracts was their terms. Under the contracts,
Carnival received the same level of profit from the government contract as it would have
received under normal operating conditions. Rather than being paid based on the cost of housing
evacuees, this company was compensated for both the revenues the company would have earned

# Senate Homeland Security and Govermnmental Affairs Committes, Testimony of DHS Inspector General
Richc):(d L. Skinner, Hearings on Hurricane Katrina; Waste, Fraud and Abuse Worsen the Disaster {Feb. 13,
2004).

8 id.

7 president's Councit on Integrity and Efficiency, Executive Council on Integrity and Efficiency, Oversight of
Guif Coast Hurricane Recovery: A Semionnudl Report to Congress {Apr. 30, 2004).

#1d.; see also FEMA's Trailer ‘Boneyard’ Blasted, The Sun Herald {Dec. 13, 2005} {online ot
www.sunherald.com/mid/sunheraid/13394657.htm).

# Senate Homeland Security and Governmental Affairs Committee, Testimony of Scott Wells, Deputy
Federai Coordinafing Officer, FEMA, Hearings on Hurricane Kating: Perspeciives of FEMA's Operations
Professionals {Dec. 8, 2005).

 Letter from DHS Inspector General Richard L. Skinner to Rep. Henry A. Waxman [June 29, 2006).
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under normal operations and any additional expenses that Carnival incurred under the contract.
As a result, the taxpayer reimbursed the company for both the cost of housing the evacuees and
the revenues the ships would have earned from their casino operations, liquor and drink sales,
and on-shore excursions if they were operating normally. The $236 million contract value also
did not take into account all the cost savings that Carnival realized under the contract, such as
avoided entertainment and navigational expenses.®!

K. The Coniract for Base Camps

In September 2005, FEMA awarded an $80 million contract to Clearbrook LLC to build and
supply base camps for emergency workers responding to Hurricane Katrina.?? In November, the
government reportedly suspended payments on the contract.? The DHS IG reported a “complete
lack of documentation supporting price reasonableness” and found that $4.9 million had been
paid for work performed before the effective date of the contract.” The IG also found that
Clearbrook had billed FEMA for over $3 million in overcharges based on mathematical error.%s

V. CONCLUSION

This report examines contracting at the Department of Homeland Security. It finds that that
contract spending by DHS has surged since 2003, with spending on noncompetitive contracts
growing by over 700%; that contract mismanagement has been widespread, due in part to
shortages of trained contract officials and the lack of an acquisition management structure that
provides for a single responsible acquisition official for all of DHS; and that the cumulative costs
to the taxpayer are enormous. The report and its appendix identify 32 DHS contracts worth
$34.3 billion that have experienced waste, abuse, or mismanagement.

¥t Camival Cruise Lines Operating Company, Financial Review {Jan. 2002); see aiso Letter from Rep. Henry
A. Waxman to Secretary of Hometand Security Michaet Chertoff (Oct. 20, 2005}.

72 Depariment of Homeland Security Inspector General, Clearbrook, LLC Billing Emors Under Contract
Number HSFE-06-05-F-6232 {Nov. 2005) {GC-LA-06-07).

* Payments on Kafrina Coniract Halted After Biling Questions, Washington Post {Nov. 17, 2005).

%4 Department of Homeland Security Inspector General, Clearbrook, LLC Biling Emors Undler Contract
Number HSFE-06-05-F-6232 {Nov. 2005} {GC-LA-06-07).
9Sid.
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APPENDIX A: PROBLEM CONTRACTS

Total Number of Contfracts: 32
Total Estimated Value: $34.3 Billion

This Appendix lists 32 contracts that the U.S. Government Accountability Office, agency
inspectors general, the Defense Contract Audit Agency, or other government investigators have
found to involve waste, abuse, or mismanagement. In each case listed, auditors found that
contract abuses or mismanagement occurred during the last five years.

The cumulative estimated value of these 32 contracts is approximately $34.3 billion. Estimated
value is defined as the total program cost or contract ceiling. When contracts have been
completed and actual costs are known, or if total program costs or contract ceilings are unknown,
value is estimated as the most recent contract costs cited by federal auditors.

In some cases, agency auditors have not publicly released the identity of contractors to which
their audit reports refer. In these cases, this Appendix notes that the contractor’s name is “Not
Released.” The Appendix provides citations to all listed audit reports, as well as electronic
hyperlinks for all listed audit reports that are publicly available on the Internet.

1 Contractor: Accentiure {and partners).
Sub-Department: Border and Transportation Security.
Estimated Value: $10 biifion.
Confract Description: United States Visitor and Immigrant Status Technology {US-VISIT).
Selected Audit Reporl(s): Department of Homeland Security inspector General,

Implementation of the United States Visitor and Immigrant Status Indicator Technology

Program at Land Border Ports of Entry {Feb. 2005) (OiG-05-11}; Department of Homeland
Security Inspector General, US-VISIT Systern Secyrify Management Needs Strengthening

(Dec. 2005) (OIG-06-16); U.S. Government Accountability Office, Recommendations to

Improve Management of Key Border Security Program Need to Be Implemented {Feb.

2006) {GAO-06-29¢),

Problem(s) with Confract: Lack of Defined Requirements; Wasteful Spending:
Mismanagement,
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Contractor: Aviaiion Safeguards.

Sub-Department: Transportation Security Administrotion.
Estimated Value: $41.5 miliion.

Coniract Description: Airport screening.

Selected Audit Repori(s): DCAA, Reportf on Audit of Definitization of TSA Letter Confract
No. DTFAQ1-02-C-04008, No. 2201-2002B21000038 {Dec. 4, 2002).

Problem(s) with Contract: Substantial challenged costs.

Contractor: BearingPoint.

Sub-Department: Not Available.

Estimated Value: $8.9 miflion.

Contract Description: eMerge2.

Selected Audit Report(s): U.5. Government Accountability Office, Financial

Management Systems: DHS Has on Opportunity to Incorporate Best Practices in
Modernization Efforfs (Mar. 29, 2006} {GAO-06-5531); House Government Reform
Committee, Testimony of Scott Charbo, Chief Information Qfficer, Depariment of
Homeland Security, and Eugene Schied, Deputy Chief Financial Officer, Department of
Homeland Security, Hearings on eMerge2 (Mar, 29, 2006).

Problem(s) with Confract: Lack of Defined Requirements; Wasteful Spending;
Mismanagement.

Coniractor: Bechtel National, Inc.

Sub-Department: FEMA.

Estimated Value: $100 million.

Contract Description: Manage Temporary Housing for Katrina Evacuees.
Selected Audit Report(s): Department of Homeland Security Inspector General,

Management Advisory Report on the Major Technical Assistance Contracts {Nov. 2005)
{OIG-06-02).

Problem{s) with Confract: Mismanagement; Wasteful Spending.

Contractor: Boeing Service Company.

Sub-Depariment: Transportation Security Administration.

Estimated Value: $1.2 billion.

Contract Description: Installation and Maintenance of Baggage Screening Machines.
Selected Audit Repori{s): Department of Homeland Security Inspector General,

Evalyation of TSA's Contract for the Instaliation and Maintenance of Explosive Detection
Equipment at Unifed States Airports (Sept. 2004) (OIG-04-44).

Problem(s) with Contract: Wasteful Spending: Mismanagement.
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Contractor: Camival Cruise Lines.

Sub-Depariment: FEMA.

Estimated Value: $82.7 million.

Contract Description: Cruise Ship Housing for Kalrina Evacuees (Ecstasy).

Selected Audit Reporl(s): Naval Audit Service, Chartered Cruise Ships {Feb. 2006} {Audit
Report N2006-0015}; Department of Homeland Security Inspector General,

Manggement Advisory Report on the Acquisition of Cruise Ships for Hurricane Katrina
Evocuees (Feb. 2006) (Report No. GC-HQ-06-11).

Problem(s) with Coniract: Wasteful Spending.

Contractor: Camival Cruise Lines.

Sub-Department: FEMA.

Estimated Value: $62.2 million.

Contract Description: Cruise Ship Housing for Kaftina Evacuees {Holiday).

Selected Audit Repori{s): Naval Audit Service, Charfered Cruise Ships (Feb. 2006} {Audit
Report N2006-0015}); Department of Homeland Security inspector General,

Management Advisory Report on the Acquisition of Cruise Ships for Hurricane Kalring
Evacuees (Feb. 2006) {Report No. GC-HQ-06-11).

Problem(s) with Contract: Wasteful Spending.

Coniractor: Camival Cruise Lines.

Sub-Depariment: FEMA,

Estimated Value: $91.1 million.

Confract Description: Cruise Ship Housing for Katrina Evacuees (Sensation).

Selected Audif Repori(s): Naval Audit Service, Chartered Cruise Ships (Feb. 2006) {Audit
Report N2006-0015); Department of Homeland Security inspector Generat,

Manggement Adyisory Report on the Acquisition of Cruise Ships for Hurricane Katring
Evacuges (Feb. 2006) (Report No. GC-HQ-06-11).

Problem(s) with Contract: Wasteful Spending.

Contractor: CH2M Hill Constructors, Inc.

Sub-Depariment: FEMA.

Estimated Value: $100 million.

Contract Descripfion: Manage Temporary Housing for Katrina Evacuees.
Selected Audit Repori(s): Department of Homeland Security Inspector General,

Management Advisory Report on the Major Technical Assistance Confracts {Nov. 2005)

{O1G-06-02}.
Problem(s) with Contract: Mismanagement; Wasteful Spending.
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Contractor: Clearbrook, LLC.

Sub-Depariment: FEMA.

Esfimated Value: $80 million.

Contract Description: Food and Lodging at Base Camps for Hurricane Katrina.,

Selected Audit Reporl(s): Depariment of Homeland Security inspector General,
Ciearbrook, LLC Billing Erors Under Contract Number HSFE-06-05-F-6232 (Nov. 2005).

Problem(s) with Contract: Lack of Defined Requirements; Wasteful Spending;
Mismanagement.

Contractor: Delta Air Lines.

Sub-Department: Transporiation Security Administration.
Estimated Value: $17.7 million.

Contract Description: Airport screening.

Selected Audit Reporl(s): DCAA, Report on Audit of Proposai for Definitization of
Transportfation Security Administration’s Letter Coniract No. DTFA01-02-C-04014, No.
1101-2002L21000006 {Nov. 22, 2002).

Problem(s) with Contract: Substantial Challenged Cosis.

12,

Contractor: Fluor Enterprises, Inc.

Sub-Depariment: FEMA,

Estimated Value: $100 miliion.

Contract Description: Manage Temporary Housing for Katrina Evacuees.
Selected Audit Repori(s): Department of Homeland Security Inspector General,

Management Advisory Reporf on the Major Technicat Assistance Confracts {Nov. 2005}
{OIG-06-02).

Problem({s} with Contract: Mismanagement; Wasteful Spending.

Confractor: Globe Aviation Services Corporation,
Sub-Department: Transportation Security Administration.
Estimated Value: $255.8 million,

Contract Description: Airport screening.

Selected Audit Repori{s): DCAA, Report on Audit of Price Proposal for Airport Screening
Services, No. 3511-2003P21000002 {Feb. 12, 2003}.

Problem(s) with Confract: Substantial Challenged Costs.
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14,

Contractor: Jackson Hole Airport Board.
Sub-Department: Transportation Security Administration.
Estimated Value: $850,000.

Coniract Description: Airport screening.

Selected Audit Repori(s): DCAA, Report on Incurred Costs for Fiscal Year Ended 6-30-
2004, No. 3121-2004J10100002 {Sept. 23, 2005).

Problem(s) with Contract: Substantial Challenged Costs.

18,

Contractor: 1-3 Communications.

Sub-Department: Office of Border Patrol.

Estimated Value: $429 million.

Coniract Description: Integrated Surveiliance Intelligence System (iSIS).

Selected Audit Report{s): Department of Homeland Security Inspector General, A
Review of Remote Survelllance Technology Along U.S. Land Borders {Dec. 2005} {OIG-
06-15): U.S, Govermment Accountability Office, Border Security: Key Unresolved issues
Justify Reevaluation of Border Surveillance Technology Program {Feb. 2006) (GAO-04-
295).

Problem(s) with Contract: Wasteful Spending; Mismanagement,

Contractor: Lockheed Martin Northrop Grumman Joint Venture.
Sub-Departiment: Coast Guard.

Estimated Value: $17 billion.

Contract Description: Deepwater.

Selected Audit Report(s): U.S. Government Accountability Office, Department of
Homeland Security: Financiol Management Challenges [Jul. 8, 2004) (GAO-04-945T).

Problem(s) with Coniract: Wasteful Spending; Mismanagement.

Contractor: Multiple Confractors.

Sub-Depariment: FEMA.

Estimated Value: $915 million.

Contract Description; Monufaciured/Modular Homes for Katrina and Rita Evacuees,

Selected Audit Repori(s): Department of Homeland Security Inspector General, Mobile
Homes and Modular Homes ot Hope and Red River {Feb. 2006} {Report No. GC-HQ-06-
12}; Department of Homeland Security inspector General, Oversight of Gulf Coast

Hurricane Recovery, A Semignnual Report to Congress (Apr. 30, 2006); Senate
Committee on Homeland Security and Governmental Affairs, Testimony of Repartment

of Homeland Security Inspector General Richard L. Skinner {Feb. 13, 2006).

Problem(s) with Confract: Lack of Defined Requirements; Wasteful Spending;
Mismanagement,
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18. Contractor: Multiple Contractors.
Sub-Department: FEMA,
Estimated Value: $1.7 billion.
Contract Description: Travel Trailers for Katrina Evacuees.
Selected Audit Repori(s): Department of Homelond Security inspector General,
Qversight of Guif Coast Hurricane Recovery, A Semiannual Report to Congress {Apr. 30,
2006); Senate Committee on Homeland Security and Governmental Affairs, Testimony
of Department of Homeland Security Inspector General Richard L. Skinner (Feb. 13,
2006).
Problem{s) with Contract: Wasteful Spending; Mismanagement; Lack of Competition,
19. Contractor: NCS Pearson, Inc.
Sub-Department: Transportation Security Administration.
Estimated Value: $741 million.
Contract Description: Test and Hire Passenger Screeners for Airports.
Selected Audit Repori{s): Department of Homeland Security Inspector General, Review
of the Transportation Security Administrotion's Management Controls Over the Screener
Recruitment Program {Dec. 2005) {O1G-06-18).
Problem(s) with Conlract: Lack of Defined Requirements; Wasteful Spending;
Mismanagement.
20. Confractor: Not Released.
Sub-Department: Transportation Security Adminisiration.
Estimated Value: $19 million.
Contract Description: Transportation Security Operations Center.
Selected Audit Repori(s): Department of Homeland Security Inspector General,
Imegularities in the Development of the Transportation Security Operations Center
{March 2005) {OIG-05-18).
Problem(s) with Contract: Wasteful Spending; Mismanagement.
21, Confractor: Olympic Securily Services, Inc.

Sub-Department: Transportation Security Administration,
Estimated Value: $34.9 miflion.
Contract Description: Airport screening.

Selected Audit Repori(s): DCAA, Report on Audit of Definitization Proposal Letter
Confract No. DTFAQ1-02-C-04037, No. 4261-2003521000002 {Dec. 20, 2002}

Problem(s) with Contract: Substantial Challenged Cosis.
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22,

Contractor: Prospect Airport Services, inc.
Sub-Department: Transporiation Security Administration.
Estimated Value: $16.6 milion.

Contract Description: Airport screening.

Selected Audit Report{s): DCAA, Report on Audit of T&M Propesal Submitted Under
Letter Confract No. DTFAQ1-02-C-04039, No. 3141-2002821000009 (Dec. 31, 2002}.

Problem(s) with Confract: Substantial Challenged Costs.

23.

Contractor: Scotia Prince Cruise Line.

Sub-Department: FEMA,

Estimated Value: $13 mitlion,

Contract Description: Cruise Ship Housing for Katrina Evacuees.

Selected Audit Repori{s): Naval Audit Service, Chartered Cruise Ships {Feb, 2006) (Audit
Report N2006-0015); Department of Homeland Security inspector General,
Management Advisory Report on the Acquisition of Cruise Ships for Hurricane Katring
Evacuees {Feb. 2006} {Report No. GC-HQ-04-11}.

Problem({s) with Contract: Wasteful Spending.

24,

Contractor: Shaw Environmental, inc.

Sub-Depariment: FEMA,

Estimated Value: $100 million.

Contract Description: Manage Temporary Housing for Katrina Evacuees.
Selected Audit Reporl(s): Department of Homeland Security inspector General,

Management Advisory Report on the Major Technjcal Assistance Contracts {Nov. 2005}
{OIG-06-02).

Problem(s) with Confract: Mismanagement; Wastefu! Spending.

25.

Contractor: Sky Aviafion Services, inc.

Sub-Department: Transportation Security Administration.
Estimated Value: $536,000.

Contract Description: Airport screening.

Selected Audit Repori{s): DCAA, Report on Audit of Time and Material Proposal, No.
6701-2002E21000005 (Oct. 31, 2002).

Problem(s) with Contract: Substantial Challenged Costs.
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26,

Condractor: STC Constructors, LLC.

Sub-Department: Custormns and Border Patrol,

Estimated Value: $1.5 milion.

Contract Description: Construction at Corpus Christi Naval Air Station.

Selected Audit Repori(s): DCAA, Report on Audit of Price Adjustment Claim, No. 3521-
2003V17200003 {Feb. 20, 2004).

Problem(s) with Confract: Substantial Challenged Costs.

27.

Contractor: Summit Security Services, Inc.
Sub-Department: Transportation Security Administration.
Estimated Value: $16.5 miflion.

Contract Description: Airport screening.

Selected Audit Repori(s): DCAA, Report on Audif of Definifization of TSA Letter Contract
No. DTFA01-02-C-04042, No, 2201-2002-G21000008 {Nov. 26, 2002).

Problem(s) with Contract: Substantial Challenged Costs.

28.

Contractor: U.S. Alrways.

Sub-Department: Transportation Security Administration.
Estimated Vaive: $7.1 miflion.

Contract Description: Airport screening.

Selected Audit Repori(s): DCAA, Application of Agreed-Upon Procedures, No. 6331-
2003D179200002 {Apr. 11, 2003).

Problem(s) with Contract: Substantial Challenged Costs.

29,

Contractor: Unisys.

Sub-Department: Transportation Security Administration.

Estimated Value: $1 billion.

Contract Description: Airport Telecommunications.

Selected Audit Repori(s): Department of Homeland Security Inspector General,

TIransportation Security Adminisiration's Information Technology Managed Services

Contract {Feb, 2006) {OIG-06-23).

Problem(s) with Confrack: Lack of Defined Requirements; Wasteful Spending:
Mismanagement,
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30.

Confractor: Wackenhut Corporation.

Sub-Department: Transportation Security Administration.
Estimated Value: $106.6 milfion,

Contract Description: Airport screening.

Selected Audit Reporl(s): DCAA, Report on Audit of Review of Letter Contract No.
DTAF01-02-C-04112, No. 1271-2002P21000007 {Oct. 25, 2002).

Problem(s) with Contract: Substantial Challenged Costs.

31.

Contractor: Worldwide Flight Services.

Sub-Department: Transporiation Security Administration.
Estimated Value: $20.8 million.

Coniract Description: Airport screening.

Selected Audit Repori(s): DCAA, Supplement fo Report on indefinite Delivery indefinite
Quantity Proposal, No. 3511-2002M2100001781 {Nov. 13, 2003).

Problem(s) with Contract: Substantial Challenged Costs.

32.

Contractor: Worldwide Security Associates, Inc,
Sub-Department: Transportation Security Administration.
Estimated Value: $82.4 mition.

Conhract Description: Airport screening.

Selected Audit Repori(s): DCAA, Audit of T_RM Proposal to Definitize Letter Contract, No.
4181-2003A21000001 {Nov. 22, 2002).

Problem(s) with Confract: Substantial Challenged Costs.
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Chairman ToM DAvis. Before I recognize our distinguished rank-
ing member, let me just say, this Congress either tonight or tomor-
row is going to go through a lengthy discussion and debate over
legislation passed out of this committee last week that takes a look
at all Federal programs across the board and should they be there,
can we effectively combine them, and the like. The reaction of Gov-
ernment so many times when we have to lose weight or cut budg-
ets is to cutoff fingers and toes.

But what we see here is that the fat in Government is layered
throughout the bureaucracy in the way we do business. I would
gather that there are billions of dollars in losses and just general
procurement and business management practices where you have,
I think, far greater losses than you had just cutting programs, Mr.
Waxman. That is the tragedy of this as we look at it, is that we
are just not running as efficiently as we should.

Again, I want to thank you and your staff for helping put this
together. I look forward to your opening remarks. Thank you.

Mr. WaxMAN. Thank you very much, Mr. Chairman. I want to
thank you for holding this important hearing to examine homeland
security contracts. I think you are absolutely right, this committee
has operated in a bipartisan way in developing this report that we
£a‘Lre putting out today and taking seriously the job that we have be-

ore us.

With literally billions of dollars and the security of the American
people at stake, congressional oversight is urgently needed and
long overdue. Since the attacks of September 11, 2001, the Depart-
ment of Homeland Security and its predecessor agencies have gone
on a spending spree. In 2003, the Department entered into 14,000
contracts worth $3.5 billion. By 2005, the Department’s spending
on contracts swelled to 63,000 contracts worth $10 billion.

Our Nation has pressing security needs. If the money were well
spent, it would be a good investment. But the problem is, hundreds
of millions of dollars are being squandered. The taxpayers are
being taken to the cleaners and our security is not being protected.
Boondoggle contracts may enrich private contractors, but they
drive us deeper into debt and leave our borders unprotected and
our ports and airlines vulnerable to attack.

Today, the chairman and I are releasing a new report assessing
the administration’s record on homeland security contracts. The re-
port describes a pattern of reckless spending, poor planning and in-
effective oversight that is wasting taxpayers’ dollars and undermin-
ing our homeland security efforts. The report is entitled, “Waste,
Abuse and Mismanagement in Department of Homeland Security
Contracts.”

There are key findings in our report. First, we are spending more
and more each year on Homeland Security contracts. In just the 3-
years since the creation of the Department of Homeland Security,
contract spending has increased 189 percent from $3.5 billion in
2003 to over $10 billion in 2005. Homeland Security spending is
growing 31 times faster than inflation. It is even growing 11 times
faster than the rest of our ballooning Federal budget.

Second, most of the new spending is occurring through non-com-
petitive contracts, many of them no-bid contracts. In the 3-years
since the creation of the Department of Homeland Security, the
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dollar value of non-competitive contracts has grown by an astro-
nomical 739 percent. Last year over half of the Department’s con-
tract spending was awarded without full and open competition.
Competition protects the taxpayers by driving prices down and
quality up. But the administration squelches full and open competi-
tion so it can offer lucrative deals to hand-picked contractors.

Third, the report finds that there is no effective system of con-
tract management at the Department of Homeland Security. There
is little contract planning and only meager contract oversight.

Fourth, the costs to the taxpayers are enormous. The report iden-
tifies 32 Federal Homeland Security contracts worth $34.3 billion
that have experienced significant waste, fraud, abuse or mis-
management. In February 2002, the Transportation Security Ad-
ministration awarded $104 million contract to hire airport screen-
ers. In less than 1 year, the contract ballooned to $741 million, yet
the rate at which screeners detected weapons never improved and
Government auditors identified hundreds of millions of dollars in
unjustifiable charges.

Several months later, TSA awarded a $1.2 billion contract to
Boeing to install and maintain luggage screening equipment at air-
ports. But the baggage screening equipment never worked right.
GAO says the taxpayer will now have to spend an additional $3 bil-
lion to $5 billion to upgrade to more efficient machines. Unfortu-
nately, I can go on and on and on.

As described in the committee’s bipartisan report, the Depart-
ment has botched the contracts to upgrade airport computer net-
works, detect nuclear devices and create a virtual border. What is
most inexcusable is that no one in the executive branch seems to
care. The same mistakes happen over and over again. This admin-
istration treats the taxpayer as its own piggy-bank.

A striking example is the Department’s new Secure Border Ini-
tiative, which is its new high-tech plan to protect the border. I
want to read to you the request for proposal, also called the RFP,
that the administration released earlier this year. The RFP is a re-
markable document, because it is devoid of any substance. Instead
of identifying specific Government needs, it takes the fairy god-
mother approach to the immensely difficult task of protecting our
border.

Here is the only substantive requirement in the RFP. The De-
partment wants private contractors, not Government officials, but
private contractors, to figure out “highly reliable, available, main-
tainable and cost-effective solutions to manage, control and secure
the border, using the optimal mix of proven, current and next gen-
eration technology, infrastructure, personnel, response capabilities
and processes.” In case the contracting community missed the
point, DHS Deputy Secretary Michael Jackson told potential bid-
ders for the new Secure Border Initiative, “We are asking you to
come back and tell us how to do our business.”

Well, that is not good governing, that is not planning. It is ut-
terly incompetent, and it is going to cost the taxpayers billions. Mr.
Chairman, in closing, I want to commend you for your leadership.
You have approached this issue with bipartisanship and put the in-
terests of the taxpayers first. This committee is doing an important
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public service by exposing the astronomical levels of wasteful
spending at the Department of Homeland Security.
[The prepared statement of Hon. Henry A. Waxman follows:]
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Opening Statement of
Rep. Henry A. Waxman, Ranking Minority Member
Committee on Government Reform
Hearing on “Code Yellow: Is The DHS Acquisition Bureaucracy a
Formula for Disaster?”

July 27, 2006

Mr. Chairman, thank you for holding this important hearing to
examine homeland security contracts. With literally billions of dollars
and the security of the American people at stake, congressional oversight

is urgently needed and long overdue.

Since the attacks of September 11, 2001, the Department of
Homeland Security and its predecessor agencies have gone on a
spending spree. In 2003, the Department entered into 14,000 contracts
worth $3.5 billion. By 2005, the Department’s spending on contracts
swelled to 63,000 contracts worth $10 billion.

Our nation has pressing security needs, and if the money were well

spent, it would be a good investment.

But the problem is, hundreds of millions of dollars are being
squandered. The taxpayers are being taken to the cleaners, and our

security is not being protected.
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Boondoggle contracts may enrich private contractors, but they
drive us deeper into debt and leave our borders unprotected and our

ports and airlines vulnerable to attack.

Today, the Chairman and I are releasing a new report assessing the
Administration’s record on homeland security contracts. The report
describes a pattern of reckless spending, poor planning, and ineffective
oversight that is wasting taxpayer dollars and undermining our homeland

security efforts.

There are four key findings in our report. First, we are spending
more and more each year on homeland security contracts. In just the
three years since the creation of the Department of Homeland Security,
contract spending increased 189% ... from $3.5 billion in 2003 to over
$10 billion in 2005.

Homeland security spending is growing 31 times faster than
inflation. Itis even growing 11 times faster than the rest of our

ballooning federal budget.
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Second, most of the new spending is occurring through
noncompetitive contracts, many of them no-bid contracts. In the three
years since the creation of the Department of Homeland Security, the
dollar value of the noncompetitive contracts has grown by an

astronomical 739%.

Last year, over half of the Department’s contract spending was

awarded without full and open competition.

Competition protects the taxpayer by driving prices down and
quality up. But the Administration squelches full and open competition
so it can offer lucrative deals to hand-picked contactors.

Third, the report finds that there is no effective system of contract
management at the Department of Homeland Security. There’s little

contract planning and only meager contract oversight.

Fourth, the costs to the taxpayer are enormous. The report
identifies 32 federal homeland security contracts worth $34.3 billion that

have experienced significant waste, fraud, abuse, or mismanagement.
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In February 2002, the Transportation Security Administration
awarded a $104 million contract to hire airport screeners. In less than
one year, the contract ballooned to $741 million. Yet the rate at which
screeners detected weapons never improved, and government auditors

identified hundreds of millions of dollars in unjustified charges.

Several months later, TSA awarded a $1.2 billion contract to
Boeing to install and maintain luggage screening equipment at airports.
But the baggage screening equipment never worked right. GAO says
the taxpayer will now have to spend an additional $3 to $5 billion dollars

to upgrade to more efficient machines.

Unfortunately, I could goon ... and on ... and on. As described in
the Committee’s bipartisan report, the Department has botched the
contracts to upgrade airport computer networks, detect nuclear devices,

and create a “virtual border.”

And what is most inexcusable is that no one in the executive
branch seems to care. The same mistakes happen over and over again.

This Administration treats the taxpayer as its own private piggy bank.
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A striking example is the Department’s new Secure Border
Initiative, which is its new high-tech plan to protect the border. I want
to read to you the “Request for Proposal” — also called the “RFP” —
that the Administration released earlier this year. The RFP is a
remarkable document because it is devoid of any substance. Instead of
identifying specific government needs, it takes the fairy godmother

approach to the immensely difficult task of protecting our border.

Here is the only substantive requirement in the RFP. The
Department wants private contractors — not government officials — to

figure out (and I quote):

Highly reliable, available, maintainable, and cost effective
solution(s) to manage, control, and secure the border using the
optimal mix of proven current and next generation technology,

infrastructure, personnel, response capabilities and processes.

In case the contracting community missed the point, DHS Deputy
Secretary Michael Jackson told potential bidders for the new Secure

Border Initiative: “We’re asking you to come back and tell us how to do

our business.”
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That’s not governing. That’s not planning. It’s utter
incompetence, and it’s going to cost the taxpayers billions.

Mr. Chairman, in closing I want to commend you for your
leadership. You have approached this issue with bipartisanship and put
the interests of the taxpayer first. And this Committee is doing an
important public service by exposing the astronomical levels of wasteful

spending at the Department of Homeland Security.
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Chairman ToMm DAvis. Mr. Waxman, thank you very much.

The gentleman from Tennessee, Mr. Duncan.

Mr. DUNCAN. Thank you very much, Mr. Chairman, and thank
you for calling this hearing on this very important report. You and
the ranking member have both given outstanding statements and
have mentioned several things that I would have mentioned.

But I can tell you that just a few days ago, the Department of
Homeland Security came out with a terrorist target list that imme-
diately or very quickly became a joke around the entire Nation. It
had 8,591 sites listed in Indiana, including the Amish Country Pop-
corn Factory, but only 3,212 sites in California.

But what got my attention, it had in my district the Sweetwater,
Tennessee Flea Market. And I can assure you, the Department of
Homeland Security became the laughingstock of Sweetwater and
east Tennessee for a couple of days. That was a total waste. They
might as well have just put out a report saying that any place that
more than two or three people are gathered was a target list.

Now we get this report which is not really a laughing matter.
Anybody who is not really sickened or horrified by the things that
are in this report cannot legitimately call themselves a conserv-
ative Republican or a fiscal conservative in any way. The chairman
and the ranking member have already mentioned the $104 million
TSA contract that went to over $700 million to train airport screen-
ers, the contracts awarded without competition that increased 739
percent between 2003 and 2005.

The report has so many other things, the two TSA employees
that used Government purchase cards to buy $136,000 worth of
personal items, $297 million of questionable or improper charges by
NCS Pearson on a contract to hire airport screeners. The GAO
found that FEMA cannot locate 22 printers and 2 GPS units worth
$170,000, as well as 12 boats the agency bought for $208,000. It
just goes on and on and on.

The Department, if the top people of the Department are not em-
barrassed by this, something is wrong. Something has to be done,
and I think this hearing is the start of it. I can tell you, if these
types of things were going on in a private company, heads would
roll, people would be fired, action would be taken. So I eagerly
await to see what is going to be done by the Department in re-
sponse to what is a scandalous report of waste, fraud and mis-
management in this contracting by the Department of Homeland
Security.

Thank you very much, Mr. Chairman.

Chairman ToMm DAvis. Thank you very much.

Any other Members wish to make opening statements? Mr. Gut-
knecht.

Mr. GUTKNECHT. Just briefly, Mr. Chairman. I just want to con-
gratulate you and Ranking Member Waxman, because if there is
one area where Congress has sort of let its guard down, it is in
terms of the oversight responsibility we have. Frankly, I think
Americans deserve better answers that they have received. I think
this hearing is a very important step in the right direction.

I yield back.

Chairman Tom Davis. Thank you very much.
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Me(rinbers will have 7 days to submit opening statements for the
record.

We are now going to recognize our first panel. We have Mr. Mi-
chael Sullivan, who is the Director, Acquisition Sourcing and Man-
agement, at the Government Accountability Office. Thank you for
your work. Mr. David Zavada, who is the CPA, Assistant Inspector
General’s Office of Audits, Department of Homeland Security.
Thank you for being here. And Elaine Duke, the Chief Procurement
Officer at the Department of Homeland Security. She is accom-
panied by Mr. John Ely, who is the Chief Procurement Officer,
Customs and Border Protection Service at the Department of
Homeland Security, and Mr. Richard Gunderson, the Acting Assist-
ant Administrator for the Office of Acquisition at the Transpor-
tation Security Administration at the Department of Homeland Se-
curity.

It 1s our policy to swear everyone in before they testify. So if you
would rise with me and raise your right hands.

[Witnesses sworn.]

Chairman ToMm DAvis. Thank you very much.

Mr. Sullivan, we will start with you and then we will move to
Mr. Zavada and then to Ms. Duke. I thank you all again for being
with us today. Your entire statement is in the record. I know you
have a lengthy analysis you have done. That is all in the record.
So if we could try to keep to 5 minutes. I am going to apologize,
because at about 10 of, I have to leave for a few minutes to go over
to the Senate and introduce two nominees from my district that are
up, and then I will be back for questions. But I will want to get
my first questions in.

Go ahead and start, Mr. Sullivan.

STATEMENTS OF MICHAEL J. SULLIVAN, DIRECTOR, ACQUISI-
TION AND SOURCING MANAGEMENT, U.S. GOVERNMENT AC-
COUNTABILITY OFFICE; DAVID M. ZAVADA, ASSISTANT IN-
SPECTOR GENERAL FOR AUDITS, U.S. DEPARTMENT OF
HOMELAND SECURITY; AND ELAINE C. DUKE, CHIEF PRO-
CUREMENT OFFICER, U.S. DEPARTMENT OF HOMELAND SE-
CURITY, ACCOMPANIED BY, JOHN ELY, EXECUTIVE DIREC-
TOR OF PROCUREMENT FOR CUSTOMS AND BORDER PRO-
TECTION AND RICHARD GUNDERSON, ASSISTANT ADMINIS-
TRATOR FOR ACQUISITION, TRANSPORTATION SECURITY
ADMINISTRATION

STATEMENT OF MICHAEL J. SULLIVAN

Mr. SULLIVAN. Thank you, Mr. Chairman, for the opportunity to
appear here today to update you on GAQO’s work on the Department
of Homeland Security’s acquisition policies and practices.

As you know, we designated the establishment of the Depart-
ment and its transportation as high-risk, and pointed out that not
effectively addressing management challenges could have serious
consequences for national security. My testimony today is based on
recent GAO work concerning various aspects of the Department’s
acquisitions. I will address areas where the Department has had
some success and where it still faces challenges.
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The Department has some of the most extensive acquisition
needs within the U.S. Government. In fiscal year 2005, it obligated
almost $17.5 billion to acquire a wide range of goods and services.
Its acquisitions included sophisticated screening equipment, tech-
nologies to secure the Nation’s borders, trailers to meet the housing
needs of hurricane victims and the upgrading of the Coast Guard’s
entire offshore fleet of service and their assets.

In March 2005, we found and reported on two acquisition areas
where the Department had achieved some success. DHS’s organiza-
tions collaborated to leverage buying power for various goods and
services such as office supplies, boats, energy and weapons, and re-
corded about $14 million in savings across the Department.

Also, the Department has had success with its small business
program, which is felt across DHS. It recorded that about 35 per-
cent of its contracting dollars went to small businesses, exceeding
its goal of 23 percent.

Much more must be done, however. In 2005, we also reported
that DHS’s efforts to create a unified accountable acquisition orga-
nization had been hampered by policies that create ambiguity
about who is accountable for acquisition decisions. Further, we
found that acquisition organizations across DHS were still operat-
ing in a disparate manner, with oversight left primarily up to each
individual organization.

Today, DHS continues to face challenges in these areas. For ex-
ample, the policy directive intended to integrate the acquisition
function still relies on a system of dual accountability for acquisi-
tions between the chief procurement officer and the heads of each
DHS component, and still does not apply to the U.S. Coast Guard
and the Secret Service.

Also, although the chief procurement officer has recently issued
guidance providing a framework for acquisition oversight and
added five staff to carry it out, implementation has been limited.
We have work ongoing in this area now and will be updating the
status of this policy in the near future.

Finally, staffing shortages in the Office of Procurement Oper-
ations, which handled about $4 billion of the Department’s con-
tracting activity last year, led this office to rely on outside agencies
for contracting support for about 90 percent of its obligations, often
for a fee. The Office also did not have adequate internal controls
in place to effectively oversee this interagency contracting.

There has been some improvement in this area recently. The Of-
fice recently increased its staffing level from 42 to 120, and the
interagency agreements have now fallen from 90 percent to 72 per-
cent of the Department’s obligations. However, it still lacks inter-
nal controls to oversee these interagency agreements.

To protect its major acquisition investments, DHS has put in
place an investment review process that adopts best practices to
help the Department reduce risks. However, the process does not
include two critical management reviews: the first, to reduce tech-
nological risk by helping to ensure that the right technologies and
funding will be ready to develop the program or product prior to
beginning; and second, to reduce design risk by hoping to make
sure the product or program’s design will perform as expected be-
fore moving into mass production.
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In addition, the Department’s policy does not require critical in-
formation to be delivered at program reviews for these major in-
vestments. For example, before a program is approved to begin,
DHS has no policy to require cost and schedule estimates for the
acquisition based on knowledge from preliminary information or
designs. Our prior reports on large DHS acquisition programs, such
as TSA’s Secure Flight program and the Coast Guard’s Deepwater
program have highlighted the need for improved oversight.

In closing, I believe that DHS has taken some strides toward
putting in place a more effective acquisition organization. However,
they are not enough to ensure that the Department is effectively
managing the acquisition of the multitude of goods and services it
needs to meet its mission. More must be done to fully integrate the
Department’s acquisition function, pave the way for the chief pro-
curement officer’s responsibilities to be effectively carried out, and
put in place internal controls needed to manage interagency agree-
ments, activity and large, complex investments. DHS’s top leaders
must address these challenges or continue to exist with a frag-
mented acquisition organization that can only provide stop-gap, ad
hoc solutions.

Mr. Chairman, this concludes my statement.

[The prepared statement of Mr. Sullivan follows:]
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R
HOMELAND SECURITY

Challenges in Creating An Effective
Acquisition Organization

What GAO Found

Since its establishment in March 2003, DHS has been faced with assembling
23 separate federal agencies and organizations with multiple missions and
cultures into one department. This mammoth task involved a variety of
transformational efforts, one of which is to design and implement the
necessary management structure and processes for the acquisition of goods
and services. We reported in March 2005 that DHS had opened
communication among its acquisition organizations through its strategic
sourcing and small business programs. With strategic sourcing, DHS'
organizations quickly collaborated to leverage spending for various goods
and services-—such as office supplies, boats, energy, and weapons—without
Josing focus on small businesses, thus leveraging its buying power and
increasing savings. Is small business program, whose reach is felt across
DHS, is also off to a good start. Representatives have been designated in
each DHS procurement office to ensure small businesses can cormpete
effectively for the agency's contract dollars.

We also reported that DHS’ progress in creating a unified acquisition
organization has been hampered by policy decisions that create ambiguity
about who is accountable for acquisition decisions. To a great extent, we
found that the various acquisition organizations within DHS were still
operating in a disparate manner, with oversight of acquisition activities left
primarily up to each individual organization. DHS continues to face
challenges in integrating its acquisition organization. Specifically, dual
accotntability for acquisitions exists between the Chief Procurement Officer
(CPO) and the heads of each DHS component; a policy decision has
exempted the Coast Guard and Secret Service from the unified acquisition
organization; the CPO has insufficient capacity for department-wide
acquisition oversight; and staffing shortages have led the Office of
Procurement Operations, which handles a large percentage of DHS'
contracting activity, to rely extensively on outside agencies for contracting
support—often for a fee. We found that this office lacked the internal
controls to provide oversight of this interagency contracting activity. This
last challenge has begun to be addressed with the hiring of additional
contracting staff.

Some of DHS' organizations have major, complex acquisition prograras that
are subject to a multi-tiered investment review process intended to help
reduce risk and increase chances for successful outcomes in terms of cost,
schedule, and performance. While the process includes many best practices,
it does not include two critical management reviews, namely a review to
help ensure that resources match customer needs and a review to determine
whether a program’s design performs as expected. Our prior reports on large
DHS acquisition programs, such as the Transportation Security
Administration’s Secure Flight program and the Coast Guard’s Deepwater
program, highlight the need for improved oversight of contractors and
adherence to a rigorous management review process.

United States A

Office
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Mr. Chairman and Members of the Committee:

Thank you for inviting me here today to discuss the Department of
Homeland Security’s (DHS) acquisition organization. Since its
establishment in March 2003, DHS has been faced with assembling

23 separate federal agencies and organizations with multiple missions,
values, and cultures into one cabinet-level department. This mammoth
task—one of the biggest mergers ever to take place within the federal
government— involved a variety of transformational efforts, one of which
is to design and implement the necessary management structure and
processes for the acquisition of goods and services.

DHS has some of the most extensive acquisition needs within the U.S.
government. In fiscal year 2005, the department reported that it has
obligated almost $17.5 billion to acquire a wide range of goods and
services. The DHS acquisitions portfolio is broad and complex. For
example, it has purchased increasingly sophisticated screening equiprent
for air passenger security; acquired technologies to secure the nation's
borders; purchased trailers to meet the housing needs of Hurricane
Katrina victims; and is upgrading the Coast Guard’s offshore fleet of
surface and air assets. DHS has been working to integrate the many
acquisition processes and systems that the disparate agencies and
organizations brought with them while still addressing ongoing mission
requirements and emergency situations such as responding to Hurricane
Katrina. As you know, we designated the establishment of the department
and its transformation as high risk;' we also pointed out that not
effectively addressing DHS’ management challenges and program risks
could have serious consequences for our national security.

Based on work done for this committee last year,’ today 1 would like to
discuss areas where DHS has been successful in promoting collaboration
among its various organizations and areas where it still faces challenges,
such as integrating and unifying the acquisition function across the
department. I will also discuss our assessment of the department’s
progress in implementing an effective review process for its major,
complex investments, highlighting some recent GAO work related to these
issues. This testimony is based on GAO reports and testimonies that were

' GAO, High-Risk Series: An Update, GAO-03-119 (Washington, D.C.: January 2003).

% GAO, He land Security: S and Chall in DHS’s Efforts to Create an
Effective Acquisition O ization, GAO-05-179, (Washington, D.C.: Mar. 28, 2005).

Page 1 GAO-06-1012T
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done in accordance with generally accepted government auditing
standards.

Summary

Designing and implementing the necessary management structure and
processes for the acquisition of goods and services for 23 separate federal
agencies and organizations, with multiple missions and cultures, has been
a mamunoth task for DHS and, while it has had some success, there are
many challenges remaining. DHS has opened communication among its
acquisition organizations through its strategic sourcing and small business
programs. DHS' organizations quickly collaborated to leverage spending
for various goods and services without losing focus on simall businesses,
thus leveraging its buying power and increasing savings.

We reported in March 2005 that DHS’ efforts to create a unified,
accountable acquisition organization have been hampered by policies that
create ambiguity as to who is accountable for acquisition decisions.
Further, we found that, to a great extent, the various acquisition
organizations within the department are still operating in a disparate
manner, with oversight of acquisition activities left primarily up to each
individual organization. DHS continues to face challenges in creating a
more effective acquisition organization. For example:

A policy directive intended to integrate the acquisition function relieson a
system of dual accountability for acquisitions between the Chief
Procurement Officer (CPO) and the heads of each DHS component. This
directive does not apply to the U.S. Coast Guard and the Secret Service,
which is likely to hinder the formation of a unified acquisition
organization.

Although the CPO has issued guidance providing a framework for
acquisition oversight, implementation of the oversight program has been
limited due to insufficient staffing in the CPO’s office.

Staffing shortages in the Office of Procurement Operations, which handles
a significant portion of DHS' contracting activity-—over $4 hillion last
year-—have led this office to rely heavily on outside agencies for

© contracting support, often for a fee. The office did not have adequate

internal controls in place to effectively oversee this interagency
contracting. Due to the challenges associated with interagency contracts,

Page 2 GAO-06-1012T
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we recently designated interagency contracting as a government-wide high
risk area’

To protect its major, complex investments, DHS has put in place an
investment review process that adopts many best practices—that is,
proven methods, processes, techniques, and activities—to help the
department reduce risk and increase the chances for successful
acquisition outcomes. However the process does not include two critical
management reviews that would help ensure that (1) resources match
customer needs prior to beginning a major acquisition and (2) program
designs perform as expected before moving to production. We also found
that some critical information is not addressed in DHS’ investment review
policy or the guidance provided to program managers. For example,
before a program is approved to begin, DHS does not require that cost and
schedule estimates be established for the acquisition based on knowledge
from preliminary designs. The review process also does not fully address
how program managers are to conduct effective contractor tracking and
oversight. Our prior reports on large DHS acquisition prograrus, such as
the Transportation Security Administration’s (TSA) Secure Flight program
and the U.S. Coast Guard’s Deepwater program, have highlighted the need
for improved oversight of contractors and a management review that
provides decision makers with critical information at the right time.

Early Initiatives to
Leverage Buying
Power and Small
Business Programs
Fostered
Collaboration Among
DHS Organizations

In the three years since its creation, DHS realized some successes among
its various acquisition organizations in opening communication through its
strategic sourcing and small business programs. Both efforis have involved
every principal organization in DHS, along with strong involvement from
the CPO, and both have yielded positive results. DHS’ disparate acquisition
organizations quickly collaborated on leveraging spending for various
goods and services, without losing focus on small businesses. This use of
strategic sourcing—formulating purchasing strategies to meet
departmentwide requirements for specific cormodities, such as office
supplies, boats, energy, and weapons—helped DHS leverage its buying
power, with savings expected to grow. At the time of our March 2005
review, DHS had reported approximately $14 million in savings across the
department. We also found that the small business program, whose reach
is felt across DHS, was off to a good start. In fiscal year 2004, DHS
reported that 35 percent of its prime contract doliars went to small
businesses, exceeding its goal of 23 percent. Representatives have been

* GAO, High Risk Series: An Update, GAO-05-207 {Washington, D.C.: January 2005).
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designated in each DHS procurement office to help ensure that small
husinesses have opportunities to compete for DHS' contract doliars.

However, some officials responsible for carrying out strategic sourcing
initiatives have found it challenging to balance those duties with the
demands and responsibilities of their full-time positions within DHS.
Officials told us that strategic sourcing meetings and activities sometimes
stall because participants must shift attention to their full-time positions.
Our prior work on strategic sourcing shows that leading commercial
companies often establish full-time coramodity managers to more
effectively manage commodities. Commodity managers help define
requirements with internat clients, negotiate with potential vendors, and
resolve performance or other issues arising after a contract is awarded
and can help maintain consistency, stability, and a long-term strategic
focus.

DHS Faces Key
Challenges In
Creating An
Integrated Acquisition
Organization

DHS continues to faces challenges in creating a unified, accountable
acquisition organization due to policies that create ambiguity as to
accountability for acquisition decisions, inadequate staffing to conduct
department-wide oversight, and heavy reliance on interagency contracting
in the Office of Procurement Operations, which is responsible for a large
portion of DHS' contracting activity.

Policy Directive Relies on
Dual Accountability and
Exempts Coast Guard and
Secret Service

Achieving a unified and integrated acquisition system is hampered because
an October 2004 policy directive relies on a system of dual accountability
between the CPO and the heads of the department’s principal
organizations. Although the CPO has been delegated the responsibility to
manage, administer, and oversee all acquisition activity across DHS, in
practice, performance of these activities is spread throughout the
department, reducing accountability for acquisition decisions.

This system of dual accountability resuits in unclear working relationships
between the CPO and heads of DHS' principal organizations. For example,
the policy leaves unclear how the CPO and the director of Immigration
and Customs Enforcement are to share responsibility for recruiting and
selecting key acquisition officials, preparing performance ratings for the
top manager of the contracting office, and providing appropriate resources
to support CPO initiatives.

Page 4 GAO-06-1012T



56

The policy also leaves unclear what enforcerent authority the CPO has to
ensure that initiatives are carried out because heads of principal
organizations are only required to “consider” the allocation of resources to
meet procurement staffing levels in accordance with the CPO’s analysis.
Agreements had not been developed on how the resources to train,
develop, and certify acquisition professionals in the principal
organizations would be identified or funded.

While the October 2004 policy directive emphasizes the need for a unified,
integrated acquisition organization, achievement of this goal is further
hampered because the directive does not apply to the U.S. Coast Guard
and U.S. Secret Service. The Coast Guard is one of the largest
organizations within DHS, with obligations accounting for about $2.2
billion in fiscal year 2005, nearly 18 percent of the department’s total. The
directive maintains that these two organizations are exempted from the
directive by statute. We disagreed with this conclusion, as we are not
aware of any explicit statutory exemption that would prevent the
application of the DHS acquisition directive to either organization. We
raised the question of statutory exemption with the DHS General Counsel,
who shared our assessment concerning the explicit statutory exemptions.
He viewed the applicability of the management directive as a policy
matter.

Chief Procurement
Officer’s Staffing for
Oversight Is Insufficient

DHS’ goal of achieving a unified, integrated acquisition organization is in
part dependent on its ability to provide effective oversight of component
activities. We reported in March 2005 that the CPO lacked sufficient staff
to ensure compliance with DHS’ acquisition oversight regulations and
policies. To a great extent, the various acquisition organizations within the
department were still operating in a disparate manner, with oversight of
acquisition activities left primarily up to each individual organization. In
December 2005, DHS implemented a department wide management
directive that establishes policies and procedures for acquisition oversight.
The CPO has issued guidance providing a framework for the oversight
program and, according to DHS officials, as of May 2006, five staff were
assigned to oversight responsibilities. We have ongoing work in this area
and will be reporting on the department’s progress in the near future.

Page 5 _ GA0-08-1012T
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The challenge DHS faces overseeing its various components’ contracting
activities is significant. For example, in May 2004* we reported that TSA
had not developed an acquisition infrastructure, including organization,
policies, people, and information that would facilitate successful
management and execution of its acquisition activities. The development
of those areas could help ensure that TSA acquires quality goods and
services at reasonable prices, and makes informed decisions about
acquisition strategy.

Office of Procurement
Operations’ Heavy Use of
Interagency Agreements

To support the DHS organizations that lacked their own procurement
support, the department created the Office of Procurement Operations. In
2005, we found that, because this office lacked sufficient contracting staff,
it had turned extensively to interagency contracting to fulfill its
responsibilities. At the time of cur review, we found that this office had
transferred almost 90 percent of its obligations to other federal agencies
through interagency agreements in fiscal year 2004. For example, DHS had
transferred $12 million to the Department of the Interior’s National
Business Center to obtain contracior operations and maintenance services
at the Plum Island Animal Disease Center. Interior charged DHS $62,000
for this assistance.

We found that the Office of Procurement Operations lacked adequate
internal controls to provide oversight of its interagency contracting
activity. For example, it did not track the fees it was paying to other
agencies for contracting assistance. Since our report was issued, the office
has added staff and somewhat reduced its reliance on interagency
contracting. Recently, DHS officials told us that the office has increased its
staffing level from 42 to 120 employees, with plans to hire additional staff.
As reported by DHS, the Office of Procurement Operations’ obligations
transferred to other agencies had decreased to 72 percent in fiscal year
2005.

* GAO, Transportation Security Administration: High-Level A ion Needed to
Strengthen Acquisition Function, GAO-04-544 (Washington, D.C.: May 28, 2004).
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Review Process for
Major Investments,
Despite Use of Best
Practices, Was
Inconsistent and
Lacked Some
Management Controls

To protect its major, complex investments, DHS has put in place a review
process that adopts many acquisition best practices—proven methods,
processes, techniques, and activities—to help the department reduce risk
and increase the chances for successful investment outcomes in terms of
cost, schedule, and performance. One best practice is a knowledge based
approach to developing new products and technologies pioneered by
successful commercial companies, which emphasizes that program
managers need to provide sufficient knowledge about important aspects of
their programs at key points in the acquisition process, so senior leaders
are able to make well-informed investment decisions before an acquisition
moves forward.

While DHS’ framework includes key tenets of this approach, in March 2005
we reported that it did not require two critical management reviews. The
first would help ensure that resources match customer needs before any
funds are invested. The second would help ensure that the design for the
product performs as expected prior to moving into production. We also
found that some critical information is not addressed in DHS’ investment
review policy or the guidance provided to program managers. In other
cases, it is made optional. For example, before a program is approved to
start, DHS policy requires program managers to identify an acquisition’s
key performance requirements and to have technical solutions in place.
This information is then used to form cost and schedule estimates for the
product’s developraent to ensure that a match exists between
requirements and resources. However, DHS policy does not establish cost
and schedule estimates for the acquisition based on knowledge from
preliminary designs. Further, while DHS policy requires program
managers to identify and resolve critical operational issues before
proceeding to production, initial reviews—such as the system and
subsystem review-—are not mandatory.

In addition, while the review process adopts other important acquisition
management practices, such as requiring program managers to submit

- acquisition plans and project management plans, a key practice—

contractor tracking and oversight—is not fully incorporated. We have
cited the need for increased contractor tracking and oversight for several
large DHS programs. While many of DHS major investments use
cormercial, off-the-shelf products that do not require the same level of
review as a complex, developmental investment would, DHS is investing in
a number of major, complex systems, such as TSA's Secure Flight program
and the Coast Guard's Deepwater program, that incorporate new
technology. Our work on these two systems highlights the need for

Page 7 GA0-06-1012T
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improved oversight of contractors and greater adherence to a best
practices approach to management review. Two examples follow.

We reported in February 2006° that TSA, in developing and managing its
Secure Flight program, had not conducted critical activities in accordance
with best practices for large scale information technology programs.
Program officials stated that they used a rapid development method that
was intended to enable them to develop the program more quickly.
However, as a result of this approach, the development process has been
ad hoc, with project activities conducted out of sequence. TSA officials
have acknowledged that they have not followed a disciplined life cycle
approach in developing Secure Flight, and stated that they are currently
rebaselining the program to follow their standard systems development
life cycle process, including defining system requirements. TSA officials
also told us they are taking steps to strengthen contractor oversight for the
Secure Flight program. For example, the program is using one of TSA’s
support contractors to help track contractors' progress in the areas of
cost, schedule, and performance and the number of TSA staff with
oversight responsibilities for Secure Flight contracts has been increased.
TSA reports it has identified contract management as a key risk factor
associated with the development and implementation of Secure Flight.

The Coast Guard's ability to meet its responsibilities depends on the
capability of its deepwater fleet, which consists of aircraft and vessels of
various sizes and capabilities. In 2002, the Coast Guard began a major
acquisition program to replace or modernize these assets, known as the
Deepwater program. Deepwater is currently estimated to cost $24 billion.
We have reported® that the Coast Guard’s acquisition strategy of relying on
a prime contractor (“system integrator™) to identify and deliver the assets
needed carries substantial risks. We found that well into the contract's
second year, key components for managing the program and overseeing
the system integrator’s performance had not been effectively
implemented. As we recently observed, the Coast Guard has made
progress in addressing our recommendations, but there are aspects of the
Deepwater program that will require continued attention. The program
continues to face a degree of underlying risk, in part because of the

¥ GAO-05-356 and GAO-06-374T.

® GAO Coast Guard; Changes to Deepwam Plan Appear Sound, and Program

H 5 d, bt Conti I Monitoring Is Warranted, GAO-06-546
(Washmgton D.C.: Apr. 28, 2006 Conmact Management: Coast Guard’s Deepwater
Program Needs I ased Atlenti and Contractor
Quersight, GA0-04-380 (Washington, DC Mar. 9, 2004).
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unique, system-of-systems approach with the contractor acting as overall
integrator, and in part because it is so heavily tied to precise year-to year
funding requirements over the next two decades. Further, a project of this
magnitude will likely continue to experience other concerns and
challenges beyond those that have emerged so far. It will be important for
Coast Guard managers to carefully monitor contractor performance and to
continue addressing program management concerns as they arise.

In closing, I believe that DHS has taken strides toward putting in place an
acquisition organization that contains many promising elements.
However, the steps taken so far are not enough to ensure that the
department is effectively managing the acquisition of the multitude of
goods and services it needs to meet its mission. More needs to be done to
fully integrate the department’s acquisition function, to pave the way for
the CPO’s responsibilities to be effectively carried out in a modern-day
acquisition organization, and to put in place the strong internal controls
needed to manage interagency contracting activity and large, complex
investments. DHS' top leaders must continue to address these challenges
to ensure that the department is not at risk of continuing to exist with a
fragmented acquisition organization that provides stopgap, ad hoc
solutions. DHS and its components, while operating in a challenging
environment, must have in place sound acquisition plans and processes to
make and communicate good business decisions, as well as a capable
acquisition workforce to assure that the government receives good value
for the money spent.

Mr. Chairman, this concludes my statement. I would be happy to respond
to any questions you or other Members of the Committee may have at this
time, For further information regarding this testimony, please contact
Michael Sullivan at (202) 5124841 or sullivanm@gao.gov.

(120584) Page 9 GAD-06.1012T
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Chairman ToMm DAvis. Thank you very much.
Mr. Zavada, thank you for being with us.

STATEMENT OF DAVID M. ZAVADA

Mr. ZAvADA. Thank you. Good morning, Mr. Chairman, Ranking
Member Waxman and members of the committee. Thank you for
inviting me to testify before this committee today on DHS acquisi-
tions.

We have reported acquisition management as a major manage-
ment challenge for the Department of Homeland Security. DHS
must have an acquisition management infrastructure in place that
allows it to effectively oversee the complex and large dollar pro-
curement critically important to achieving the Department’s mis-
sion. We have also completed a number of reports in this area. I
will focus my comments today on some common themes that have
emerged from our work.

Acquisition management is not just the wording of a contract,
but an entire process that begins with identifying a mission need
and developing a strategy to fulfill that need through a thoughtful
and balanced approach that considers cost, schedule and perform-
ance. The Department must develop a cadre of skilled program and
acquisition personnel, as well as robust business practices and in-
formation systems to effectively meet DHS’s schedule demands and
complex program objectives.

Expediting program schedules and contract awards necessarily
limits time available for adequate procurement planning and devel-
oping of technical requirements, acceptance criteria and perform-
ance measures. The urgency and complexity of the Department’s
mission, coupled with the Department’s current program of pro-
curement management capabilities, creates an environment in
which many programs have undertaken high-risk acquisitions.
Common patterns that we have seen in our reviews are the domi-
nant influence of meeting an accelerated schedule, poorly defined
requirements and inadequate oversight. This can lead to higher
costs, schedule delays and systems that do not meet mission objec-
tives.

DHS is beginning to improve its acquisition management capa-
bility. In a 30 day acquisition management assessment we com-
pleted for Secretary Chertoff in 2005, we made recommendations to
DHS to expand procurement and ethics training, create and staff
an organization to develop program management policies and pro-
cedures, and ensure sufficient procurement staff in the Bureau and
at the Department level. DHS has concurred with each of these
recommendations and has taken steps to implement them.

The urgency and complexity of the Department’s mission will
continue to demand rapid pursuit of major investment programs.
While DHS continues to build its acquisition management capabili-
ties, the business of DHS goes on and major procurement continue
to move forward. One of those major procurement is SBInet.

Our review of SBInet is underway, but based upon our past
work, we believe CBP faces some tremendous challenges and risks
in pursuit of SBInet. These challenges and risks include one, an ex-
pedited time. The Department has set a tight deadline of Septem-
ber 2006, requiring CBP to press hard to meet the deadline while
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mitigating risks and avoiding mistakes. To mitigate these risks,
CBP must have an institutional capacity to plan and implement a
new program, administer this complex contract and establish cost,
schedule and performance controls.

Second, defining operational or contract requirements. High-risk
acquisition strategies call for mitigators and controls. The use of a
statement of objectives type of contract is made risky by broadly
defined performance requirements and limited program manage-
ment capabilities. Translating the Border Patrol’s operational re-
quirements effectively into contract requirement entails thoroughly
identifying the problems with status quo border control, commu-
nicating that problem to industry, negotiating a best value solution
and applying measures of performance and effectiveness to gauge
success.

Third, building an organizational oversight capacity. Building a
program office entails not only recruiting and contracting for quali-
fied acquisition managers and technical experts, but also establish-
ing robust business processes. The SBInet acquisition strategy calls
for scoping a series of task orders over a number of years, entailing
vigilant contract administration.

Acquisition management will continue to be a priority area for
the OIG. We plan a proactive approach to identify the risks that
we see and provide recommendations to help the Department avoid
wasteful spending and obtain the right equipment and services to
achieve DHS’s mission.

Mr. Chairman, this concludes my prepared remarks. I would be
happy to answer any questions.

[The prepared statement of Mr. Zavada follows:]
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Good morning Chairman Davis, Ranking Member Waxman, and Members of the
Committee. ‘ '

I am David M. Zavada, Assistant Inspector General for Audits of the Office of
Inspector General (OIG) for the Department of Homeland Security. Thank you
for the opportunity to discuss OIG work related to DHS acquisitions and common
themes that have emerged from our work.

Office of Inspector General Partnerships

The Office of Inspector General partners with the Secretary of Homeland Security
and Congress to ensure that the Department accomplishes its mission in the most
effective, efficient, and economical manner. We provide independent, objective
information and analysis to identify issues and opportunities for cost-effective
improvements. We share with the Chief Procurement Officer a vision of a world-
class acquisition function that delivers the best value products and services to
support the critical mission of DHS. Acquisition managément is a high-priority
area for our office — it is an area where we will have an ongoing and proactive
presence.

In the area of acquisition management, one of our oversight partners is the
Defense Contract Audit Agency (DCAA). DCAA’s pre-award surveys and post-
award incurred cost audits complement the audit and review work that we and the
Government Accountability Office (GAO) perform. Just as the possibility of an
IRS audit increases voluntary compliance with the tax code, the possibility of a
DCAA audit serves as an integral part of the internal control structure surrounding
the acquisition management function.

Acquisition Management is a Major Challenge for DHS

We have identified a number of issues related to the challenge of building an
effective acquisition management infrastructure for the significant level of
contracting activities in the Department. DHS must have an acquisition
management infrastructure in place that allows it to oversee effectively the
complex and large dollar procurements critically important to achieving the
Department’s mission. Acquisition management is not just awarding a contract,
but an entire process that begins with identifying a mission need and developing a
strategy to fulfill that need through a thoughtful and balanced approach that
considers cost, schedule, and performance.
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OIG Review of Program and Procurement Management

In 2005, Homeland Security Secretary Chertoff asked us to assess DHS’s program
and procurement management operations and report back to him within 30 days.
In that short time, we identified significant risks and vulnerabilities that might
threaten the integrity of those operations. We reported a general need for more
comprehensive acquisition guidance and oversight'. The vulnerabilities we
described fall into three general categories: adherence to ethical conduct, program
management, and procurement management.

Ethical Conduct

In the area of ethical conduct, we reported that senior program managers and
procurement officials would benefit from expanded training and guidance on their
procurement ethics responsibilities. DHS’s many partnership arrangements with
the private sector suggest that the minimal initial and annual government ethics
training DHS requires may be insufficient.

Program Management

Effective program management is essential to obtaining the right equipment and
systems to accomplish the DHS mission. Complex and high dollar contracts
require multiple program managers often with varying types of expertise. Several
DHS procurements have encountered problems because contract technical and
performance requirements were not well defined. We identified the need for
more certified program managers; department-wide standards for program
management; a strengthened investment review board process to provide greater
independent analysis and review; better defined technical requirements; and, a
more balanced approach to schedule, cost and performance when expediting
contracts. Across the department, the number of acquisition program managers
ranged from one to 62, but only 22 percent of the program managers had achieved
appropriate certification, and only the Transportation Security Administration
(TSA) and the U.S. Coast Guard (USCG) had more than two qualified program
managers, while the Secret Service and Federal Emergency Management Agency
(FEMA) had none.

1 DHS 0IG, Department of Homeland Security’s Procurement and Program Management
Operations, Office of Audits, OIG-05-53, September 2005.
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Procurement Management

We identified a number of issues related to the management capabilities of DHS
procurement offices. Integrating its many separate components into a single,
effective, efficient, and economical department remains one of DHS's biggest
challenges. Today’s DHS procurement function reflects the legacy DHS inherited
from the 22 previously independent or departmental agencies that became the
Department of Homeland Security.

In their transition into DHS, seven agencies retained their procuremﬁht functions,
including USCG, FEMA and TSA. The expertise and capability of the seven

procurement offices mirrors the expertise and capability they had before creation
of the department. This capability ranged from 21 to 346 procurement personnel.

DHS established an eighth acquisition office, the Office of Procurement
Operations (OPO), under the direct supervision of the Office of the Chief
Procurement Officer (OCPO), to service the other DHS components and manage
department-wide procurements. Many DHS procurement offices reported that
their lack of staffing prevents proper procurement planning and severely limits
their ability to monitor contractor performance and conduct effective contract
administration.

A second issue we identified in this area relates to OCPQ oversight within the
department. In addition to actually awarding contracts, the OCPO is tasked to
provide procurement oversight to help DHS components ensure adherence to
standards of conduct and federal acquisition regulations in their award and
administration of contracts. This oversight role involves developing department-
wide procurement policies and procedures and enforcing those policies and
procedures through active awareness of ongoing procurement actions.

Both our office and GAO have reported that the OCPO needs more staff and
authority to effectively carry out its general oversight responsibilities.? GAO
reported in 2005 that OCPO had only two people to oversee the eight
procurement offices, which handled nearly $10 billion in procurement activity
during fiscal year 2004. GAO recommended that DHS provide OCPO with
sufficient resources and enforcement authority to enable effective department-

* DHS 016, Major Management Challenges Facing the Department of Homeland Security
(Excerpts from the FY 2005 DHS Performance and Accountability Report), Office of Audits, OIG-
06-14, December 2005

* GAO, Homeland Security Successes and Challenges in DHS’s Efforts to Create an Effective
Acquisition Organization, GAO-05-179, March 2005, at page 15.
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wide oversight of acquisition policies and procedures. We made a similar
recommendation.

Expedited Schedules and Poorly Defined Requirements

‘We have conducted audits and reviews of a number of individual DHS contracts,
such as TSA’s screener recruiting, TSA’s information technology services, and
CBP’s Integrated Surveillance Intelligence System. Common themes and risks
emerged from these audits, primarily the dominant influence of expediency,
poorly defined requirements and inadequate oversight.

Little disagreement exists about the need for our nation to protect itself
immediately against the range of threats, both natural and manmade, that we face.
At the same time, the urgency and complexity of the Department’s mission create
an environment in which many programs have acquisitions with a high risk of
cost overruns, mismanagement or failure.

The Department’s lack of institutional capacity for managing such risks is a
common theme in the audits we have conducted. The Department lacks a cadre
of skilled program and acquisition management personnel, as well as robust
business processes, and information systems, to meet quickly and effectively
DHS’s urgent schedule demands and complex program objectives.

Programs developed at top speed sometimes overlook key issues during program
planning and development of mission requirements. Also, an over-emphasis on
expedient contract awards may hinder competition, which frequently results in
increased costs. Finally, expediting program schedules and contract awards
necessarily limits time available for adequate procurement planning and
development of technical requirements, acceptance criteria, and performance.
measures. This can lead to higher costs, schedule delays, and systems that do not
meet mission objectives.

184 Hiring of Airport Security Screeners

TSA faced particular performance specification, scheduling, and cost growth
challenges in administering the NCS Pearson contract for hiring airport security
screeners.! TSA had not finalized screener staffing requirements prior to the.
contract solicitation. Within a month of awarding the contract, TSA significantly
changed the scope of the contract. Rather than use NCS Pearson’s existing

* DHS-OIG, Review of the Tr ransportation Security Adminisiration’s Management Controls Over
the Screener Recruitment Program, OIG-06-18, December 2005,
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assessment centers, TSA directed the contractor to establish about 150 temporary
assessment centers.

The establishment of temporary assessment centers; delays and revisions in
issuance of the airport federalization schedule and staffing requirements,
including the requirement for a ready pool of approved applicants beyond those
initially hired; and, higher than expected applicant rejection rates significantly
increased NCS Pearson’s costs to establish and operate the assessment centers.
By the contract’s end, NCS Pearson had assessed more than nine times the
number of screeners originally estimated in less than half the time originally
allotted. Consequently, the increased candidate volume increased the size of
assessment centers needed and the length of time those centers had to be
available. These factors contributed to increasing contract costs from the original
estimate of $104 million to a final settlement amount of $741 million.

TS84 Acquisition of Information Technology

Another example of where an expedited schedule led to DHS acquisition
deficiencies is TSA’s information technology managed services contract with
Unisys.” In 2002, TSA started the rollout of security operations at airports under
congressionally mandated short timeframes with significant budget constraints.
To quickly establish an information technology and telecommunication
infrastructure needed to support its employees at headquarters and airport
locations across the United States, TSA awarded a $1 billion contract to Unisys
using a broad statement of objectives to describe the requirements. At the time,
the TSA Office of Information Technology (OIT) and Contracting Office had
small staffs overseeing numerous high value acquisitions, including the Unisys
contract.

By the beginning of fiscal year 2006, TSA had spent most of the contract ceiling,
83 percent, without receiving many of the contract deliverables critical to airport
security and communications. OIT issued numerous requests for specific tasks
and deliverables, but did not always ensure that technical proposals included all of
the required contracting elements such as statements of work with delivery due
dates and acceptance criteria. TSA did not have adequate performance measures
on the Unisys contract two years into the contract. Performance measures have
evolved and improved over the life of the contract through TSA’s efforts to
improve them, but performance measures were limited to a small portion of

* DHS-0IG, T ransportation Security Administration’s Information Technology Managed Services
Contract, O1G-06-23, February 2006.
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contract work and were added too late in the contract cycle to be effective in
assessing the contractor’s performance.

FEMA'’s Award of Post-Katrina Contracts

We also reviewed contracts awarded in the aftermath of Hurricane Katrina.
FEMA’s core mission is to respond to emergencies and procure emergency
supplies and equipment. Therefore, planning for these types of procurements
would be sound business practice. Because of the unpredictable nature of
emergency operations, such planning cannot always be used to select specific
sources in advance of a disaster. However, our review of post-Katrina major
contract awards found that:

FEMA scrambled to purchase supplies, commodities, equipment and other
resources to support emergency and disaster response efforts from numerous
vendors because requirement planning prior to Katrina was inadequate;

Call or standby contracts with pre-negotiated prices, quantities, terms and
conditions, and specifications could have greatly facilitated post disaster
procurement operations, but were not implemented;

In many instances, the government did not pay a reasonable price for its
purchases, because competition was limited; and,

The government’s contract oversight and monitoring was inadequate, resultiﬁg in
cost and price variations.

DHS Begins to Improve its Acquisition Management Capacity

In our 30-day assessment for Secretary Chertoff, we recommended that DHS

(1) require expanded procurement ethics training for senior program and
procurement officials; (2) monitor departmental procurement activities for
potential standards of conduct violations; (3) create and staff a DHS organization
to develop program management policies and procedures; provide independent
technical support and share best practices; (4) optimize procurement organization
resources across DHS; and, (5) provide OCPO with sufficient staff and resources
to effectively oversee DHS procurement operations.

DHS concurred with each of these recommendations. To a great extent, the Chief
Procurement Officer’s agenda reflects the issues in our report. Specifically, the
OCPO is developing a training class on procurement ethics for senior program
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and procurement officials that is emphasizing real examples of procurement fraud
in addition to teaching applicable regulations. The OCPO’s December 2005
management directive on acquisition oversight increases the Department’s ability
to monitor procurement activities for standards of conduct violations.

In May 2004, DHS instituted a program management certification process that
requires increasing levels of certification based on training and experience. A
higher-level certification is required to manage higher dollar value programs. For
example, Level I certification is required for programs with annual costs ranging
from $5 million to $50 million or life-cycle costs ranging from $20 million to
$100 million. Level III certification is required for programs with annual costs
exceeding $100 million or life-cycle costs exceeding $200 million.

In December 2003, the Office of the Chief Procurement Officer issued a DHS
management directive on acquisition oversight and is hiring additional staff to
oversee the acquisition offices.

Risks Related to Major Acquisitions Underway

The urgency and complexity of the Department’s mission will continue fo
demand rapid pursuit of major investment programs. While DHS continues to
build its acquisition management capabilities in the component agencies and on
the department-wide level, the business of DHS goes on and major procurements
continue to move forward. One of these major procurements is SBInet.

On November 2, 2005, the Department announced a multi-year strategy to secure
America’s borders and reduce illegal immigration, called the Secure Border
Initiative (SBI). We are paying close attention to SBI procurements due to their
size and scope and issues raised in our previous audits related to similar programs.
We see risks and vulnerabilities similar to those identified in previous OIG audits
and reviews.

SBInet Procurement Risks

The Department issued a request for proposal to select a system integrator for
SBInet using an indefinite quantity/indefinite delivery performance-based
acquisition strategy. Requirements are described in a broad statement of
objectives to the bidders, providing the flexibility for them to propose innovative
solutions. It remains to be seen whether the proposed solutions fully address the
Border Patrol’s needs, what measures of performance and effectiveness can be-
applied to the contract, how soon the program can be implemented, and what a
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reliable estimate of the program’s cost would be. We anticipate scrutinizing the
program’s performance management plan, acquisition program baseline,
schedules, cost controls, and cost estimates when they are prepared. We will also
assess the effect on the program and its costs as CBP’s operational requirements
are set and adjusted after award.

In general, based upon our past audit work and experience with large acquisition
programs, we believe that CBP faces some tremendous challenges and risks in
pursuit of SBInet. These challenges and risks include:

An Expedited Timeline

The Department has set a tight deadline of September 2006, requiring CBP to
press hard to meet tight deadlines while mitigating risks and avoiding mistakes.
To mitigate these risks, CBP needs an institutional capacity, including a cadre of
acquisition management personnel and robust business processes, to accomplish
the tasks needed to set-up and implement a new program, administer the contract,
and establish cost, schedule, and performance controls.

Building an Organizational Oversight Capability

Building a program management office entails not only recruiting and contracting
for qualified acquisition managers and technical experts, but also establishing
robust business processes. The SBlnet acquisition strategy calls for scoping a
series of task orders over a number of years; therefore, entailing not only vigilant
contract administration but also continuing program decisions, systems
engineering efforts, and business case analyses, all of which necessitate a
substantial program management office capability.

Defining Operational and Contract Requirements

The department has adopted a high-risk acquisition strategy for SBInet that
underscores the need for risk mitigation and controls. The use of a statement of
objectives type of contract is made high-risk by broadly defined performance
requirements. Translating the Border Patrol’s operational requirements
effectively into contract requirements entails thoroughly identifying the problems
with status quo border control, communicating the problem to industry,
negotiating a best value solution, and, applying measures of performance and
effectiveness to gauge success. A broadly defined statement of objectives
approach coupled with undefined requirements leaves programs vulnerable to
failure and cost overruns.
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Acquisition Management a Priority Area for the OIG

We are currently developing our work plan for fiscal year 2007. Depending on
available resources, we expect the plan to include audits and reviews that will
examine crosscutting acquisition issues, in addition to individual programs and
contracts. Acquisition management is a priority area for OIG and an area where
we plan a proactive approach to identify the risks we see to avoid wasteful
spending and obtain the right equipment and services to achieve DHS’s mission.
We intend to initiate a review of the Department’s use of sole source contracts.
DHS’s current advance acquisition plan lists eight non-competitive procurements
valued at more than $10 million each. Non-competitive procurements require
Justification and additional management controls to ensure that the procurements
are in the best interest of the government and provide taxpayers the best value.
Additionally, we plan a series of projects on Deepwater, SBI, and other major
acquisitions. We look forward to conducting these projects and providing the
results to Congress and the Secretary.

Mr. Chairman, this concludes my prepared remarks. I would be happy to answer
any questions that you or the Committee Members may have.

10
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Chairman ToMm DAvis. Thank you very much.
Ms. Duke, thank you for being with us.

STATEMENT OF ELAINE C. DUKE

Ms. DUKE. Good morning Chairman Davis, Ranking Member
Waxman and members of the committee. Thank you for the oppor-
tunity to appear before you to discuss the Department of Homeland
Security acquisition program.

I am a career executive and have spent my 23 years of public
service as an acquisition professional. On January 31, 2006, I was
selected as the Department’s Chief Procurement Officer.

Accompanying me today are Mr. John Ely and Mr. Rick Gunder-
son. Mr. Ely is the Executive Director of Procurement for Customs
and Border Protection. Mr. Gunderson is the Assistant Adminis-
trator for Acquisition for the Transportation Security Administra-
tion.

My two main priorities as the DHS Chief Procurement are to:
No. 1, build the DHS acquisition work force; and No. 2, enhance
acquisition planning. These priorities, detailed in my written testi-
mony, are designed to mitigate the challenges the Department
faces due to significant increases in contract spending, shortages of
acquisition personnel and mission urgency driving aggressive
schedules.

Since our establishment in 2003, the Department has seen sig-
nificant growth in its acquisition program. In less than 3 years, the
Department has grown from $6.7 billion to over $17 billion in obli-
gated contract dollars in fiscal year 2005, with 66,000 contract ac-
tions with 15,000 prime contractors.

The Chief Procurement Officer has initiated staffing solutions to
resolve personnel shortages and build in-house capacity to handle
contracting actions. Balancing the appropriate number of DHS con-
tracting staff with the growth of the contracting requirements has
been a challenge. My office has taken the lead department-wide to
create a centralized recruiting system for contracting personnel
within DHS components and enhance the DHS Acquisition Fellows
program, targeting recruitment efforts to recent college graduates.

As a new department, it has been a challenge to grow DHS, since
our mission requires the infrastructure to be built while simulta-
neously meeting operating requirements. But despite the challenge,
the Department has had significant accomplishments in securing
the vital infrastructure, products and services that ensure the secu-
rity of the American public.

Each initiative is guided by an acquisition process that includes
three key factors: performance, cost and schedule. These factors
comprise the major elements of procurement decisionmaking and
valuation. Balancing performance cost and schedule requirements
is challenging for all agencies, and is especially challenging for
DHS, given its mission and current contracting staffing levels.
When necessary due to urgency of mission, DHS has entered con-
tracts for goods and services in short periods of time to provide im-
mediate relief to meet pressing humanitarian needs and protect life
and property.

Since DHS operation is in a rapid acquisition environment, it
must prioritize its acquisition planning beyond what is generally



75

expected of a non-emergency response agency to ensure that deci-
sions are made properly and timely. It is critical that DHS con-
tinue to develop an acquisition system that includes professionals
in all disciplines forming an acquisition team, including program
management.

DHS has initiated a program management counsel to build this
necessary cadre of professionals in the Department. We want to
make sure we have accountability at DHS, so that we are respon-
sible stewards of the public funds. But we want to make sure that
we can act quickly to save lives.

The challenges DHS has experienced since its inception have
tested our capabilities, but have also demonstrated our resolve,
strengthened our determination, increased the urgency of our ef-
forts and underscored a solemn responsibility that all of us may
face.

In closing, I would like to express my gratitude to Chairman
Davis and Mr. Waxman for working with DHS to develop better
business practices at the Department. I look forward to continuing
to work with the committee on developing solutions to current and
future issues, including the ones we are discussing today.

I am glad to take any questions and thank you.

[The prepared statement of Ms. Duke follows:]
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TESTIMONY OF
ELAINE C. DUKE
U.S. DEPARTMENT OF HOMELAND SECURITY
CHIEF PROCUREMENT OFFICER
BEFORE THE U.S. HOUSE OF REPRESENTATIVES
COMMITTEE ON GOVERNMENT REFORM
July 27, 2006

Chairman Davis, Congressman Waxman and Members of the Committee, thank you for
the opportunity to discuss the Department of Homeland Security (DHé; acquisition
program and our contracting procedures. | am the Chief Procurement Officer for the
Department of Homeland Security (DHS). | am a career executive and | have spent
most of my 23 years of public service in the procurement profession. On January 31,

20086, | was selected as the Department’s Chief Procurement Officer.

Accompanying me today are Mr. John Ely and Mr. Rick Gunderson. Mr. Ely is the
Executive Director of Procurement for Customs and Border Protection and manages the
organization that provides procurement services to ensure the security of our nation’s
borders. He joins me today to answer any questions that this committee may have
concerning CBP. Mr. Gunderson is the Assistant Administrator for Acquisition for the
Transportation Security Administration and manages the procurement operations to
ensure the security of our nation’s transportation systems. He joins me today to answer
any questions that this committee may have conceming TSA. Mr. Ely and Mr.
Gunderson are both career executives with extensive careers in acquisition and public

service.
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In addition to CBP and TSA, as the Chief Procurement Officer (CPO), 1 provide
oversight and support to six other procurement offices within DHS including,
Immigration and Customs Enforcement (ICE), Federal Emergency Management Agency
(FEMA), the Federal Law Enforcement Training Center (FLETC), United States Coast
Guard (USCG), United States Secret Service (USSS), and the Office of Procurement

Operations.

As the CPO, my primary responsibility is to manage and oversee the DHS acquisition
program. | provide the acquisition infrastructure by instituting acquisition policies and
procedures that allow DHS contracting offices to operate in a uniform and consistent
manner. The use of strategic sourcing commeodity councils across the eight contracting
offices also allows DHS to secure volume discounts whenever possible. Corbmodity
councils are cross departmental teams of subject matter experts that focus on
developing the best strategy for acquiring groups of products and services. While |
provide the infrastructure, the responsibility for properly planning and executing
procurements rests with the components since, with the exception of the DHS' Office of
Procurement Operations, each contracting office reports directly to the heads of the
component it supports. Because seven of eight contracting offices report to the heads
of their components, | strive to achieve functional excellence among the offices primarily
through collaboration. | use the DHS Chief Acquisition Officers Council, comprised of
the heads of each contracting office, to integrate the contracting function while

maintaining the components’ ability to meet their customers’ unique needs.
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My top four priorities for the DHS program are:

« First, to build the DHS acquisition workforce to enhance the Department’s
acquisition program.

»  Second, to establish an acquisition system whereby each requirement has a well
defined mission and a management team that includes professionals with the
requisite skills to achieve mission results. a2

» Third, to ensure more effective buying across the eight contracting offices
through the use of strategic sourcing and supplier management.

+ Fourth, to strengthen contract administration to ensure that products and

services purchased meet confract requirements and mission need.

Priority 1: Build the DHS acquisition workforce to enhance the Department’s

acquisition program.

Challenges:

Balancing the appropriate number of DHS contracting officials with the growth of DHS
contracting requirements has been a challenge. At times, the gap between Department
spending and staffing levels has placed increased demands on procurement officials. A
study conducted by the Government Accountability Office (GAO) in 2004 revealed that
the Office of Procurement Operations’ contracting staff on average handled $101 million
per employee. FEMA in particular has experienced difficulties in hiring staff in this area.

To address the lack of in-house capacity, the Office of Procurement Operations has
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used interagency agreements with outside agencies for contracting assistance to

effectively support the mission.

Solution:

Within the DC area competition for procurement personnel is substantial. On July 15,
2006 there were 45 job announcements in the DC area for acquisition personnel on
USAJobs.gov, the website for posting federal employment opportuniiies. DHS has
initiated staffing solutions to resolve personnel shortages. In particular, the Office of the
Chief Procurement Officer has taken the lead Department-wide to create a centralized
recruiting system for contracting personnel within all DHS components, enhance the
DHS Acquisition Fellows Program which aims to recruit recent college graduates, and
work with Human Resources to streamline the direct hire process. The FY 2007 Budget
requests funding to hire additional procurement personnel. Higher staffing levels will
improve DHS’ ability to monitor department contracts and effectively identify and correct

poor contractor performance.

DHS is also building in-house capacity fo handle contracting actions so as to reduce
reliance on interagency agreements, which typically require significant fees. In order to
ensure that internal controls are in place when using interagency contracting, DHS
issued a management directive that sets forth a number of oversight and management
requirements. From 2004 to 2005, the percentage of dollars the Department sent to
other agencies decreased based on total spend by 14% aithough the total dollars

increased by 8.2%.
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Priority 2: Establish an acquisition system whereby each requirement has a well
defined mission and a management team that includes professionals with the requisite

skills to achieve mission resuits.

Challenges:

Three factors guide the acquisition process: Technical, Cost and Schedule. These
factors comprise the major elements of procurement decision-making and evaluation.
On occasion, due to urgent and compelling circumstances, DHS enters into contracts
for goods and services in short periods of time in order to provide immediate‘relief to
meet pressing humanitarian needs and protect life and property. Balancing technical,
cost and schedule requirements is challenging for all agencies, and is especially
challenging for DHS given its mission and current contracting staffing levels. Since
DHS operates in a rapid acquisition environment, it must prioritize acquisition planning ~
beyond that generally expected of an agency that does not have emergency response

as a primary responsibility — to ensure that decisions are made properly and timely,

While an increase in contracting staff is critical to the success of the DHS program, also
important is the development of an acquisition system that includes professionals.from
all disciplines to form an acquisition team, including program management. Without
proper program management, contracting officials are unable to meet schedule

requirements or adequately track and evaluate cost and technical criteria. While the
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number of program management certified personnel is steadily increasing there are still

a number of investments that are not managed by certified program managers.

Solution:

In order to mitigate the challenges that result from accelerated procurement schedules,
the Office of the Chief Procurement Officer is currently promoting the use of an advance
procurement planning system that should allow better program planrii’ng. Tofacilitate
the cdntracting process, it is important that alf parts of the acquisition program function
correctly so that requirements are adequately defined, properly procured, and effectively
managed to avoid misspending on technologies and services that may not achieve their
objectives. In an effort to drive planning, the Department is strengthening its acquisition
program by emphasizing acquisition planning throughout the entire procurement

lifecycle including research and development, program management, and contracting.

The Office of the Chief Procurement Officer issued a management directive in May
2004, which mandated that all program managers meet the Department's certification
and training requirements. Since the release of this directive, the number of personnel
certified as program managers has increased dramatically from 0 in May 2004 to 348 in
July 2006. Additionally, during this same time period, the number of certified program
managers by investment level has increased from 0% to 23%. Recognizing that only
23% of investments have program management certified program managers, the Office
of the Chief Procurement Officer is assessing the assignment of program management

positions. The Office of the Chief Procurement Officer has also led the formation of a
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Program Management Council as part of the Program Management Center of
Excellence that is working to develop the policies, procedures and other tool sets
needed for DHS Program Managers to succeed. A key component of this effort is the
DHS Program Management certification program that is being used as the model for a
government-wide certification program. Finally, DHS has implemented Earned Value
Management (EVM) within high priority programs and a Program Management Periodic

Reporting process to assess the performance of all major investments ‘each quarter.

Priority 3: Ensure more effective buying across the eight contracting offices through

the use of strategic sourcing and supplier management.

Challenge:

As a maturing organization, DHS faces challenges in conveying to its components the
importance of consolidating requirements and collaborating procurement efforts. As the
organization matures it is essential that DHS’ strategic sourcing program work to

promote the leveraging of buying activities within the Department.

Solution:

Strategic Sourcing is the process of leveraging an organization’s buying power and the
managing of strategic procurement spending in logical categories in order to emphasize
various characteristics and achieve efficiencies and economies of scale. These
characteristics include peiformance, price, total life cycle management costs, socio-

economic goals, and stakeholder coliaboration. DHS' strategic sourcing has added
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value to the DHS investment review process, improved the quality and timeliness of the
delivery of goods, and generated Department-wide savings on commodities such as
aviation, boats, information technology, uniforms, weapons and office supplies. Since
FY 2004, DHS has seen $201 million in price savings and $9 million in cost avoidance
for a total of $210 million in strategic sourcing program savings to date. For example, a
strategic sourcing initiative for weapons and ammunition resulted in price reductions of
35%, two awarded confracts — one to a small business, $1 million in ’éost avoidance for

testing, and an extended warranty period.

Priority 4: Strengthen contract administration to ensure that products and services

purchased meet contract requirements and mission need.

Challenge:

As DHS continues to work to align processes and resources within the Department, it is
important that the organization procure goods and services that meet their required

objectives to facilitate effective post-award contract administration and oversight.

Solution:

In order to ensure that contract technical and performance requirements are adequately
defined and developed, DHS uses a knowledge-based approach to program and
acquisition management. The Department’s investment review process provides for
discretionary milestone reviews based on risk as well as key milestone decision reviews
prior to entering each new acquisition phase. Each component has oversight

responsibility for all of their programs, regardless of acquisition level. Additional
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departmental oversight is exercised through the Joint Requirements Council and the
Investment Review Board. These groups are supported by an Integrated Program
Review Team consisting of subject matter experts representing the Chief Procurement
Officer, Chief Financial Officer, Chief information Officer and the Chief of Administrative
Services to provide better decision support. To improve oversight on major complex
investments, DHS requires an investment review prior to prototyping a solution, which is
a key decision point required prior to entering the concept and technology development
phase. Similarly, the department may require a milestone review to assess the results
of prototyping and readiness to proceed with a low rate production. In accordance with
recent changes to the Federal Acquisition Regulation, DHS has begun a rigorous
program requiring each major investment to report on the ongoing progress of its
programs and its associated contracts against predetermined cost, schedule and
performance measurements, including a provision for alerting senior department
management to any potential breaches of any threshold level. During the fiscal year
this process provided oversight for 53 major investments, each with total acquisition
costs exceeding $50 million. DHS is making progress towards the goals outlined in the
external reviews, such as those provided by the GAQ, but we recognize that more

improvement is needed in order {o reduce risks.

CONCLUSION:
in closing, accomplishing these key objectives requires collaboration and strong working
relationships with all DHS stakeholders, to include private industry, other federal

agencies, and members.of Congress, to ensure DHS meets its mission as effectively as
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possible. | am committed to continuing with fostering those relationships. Thank you
for the opportunity to testify before the Committee about DHS contracting procedures
and | am glad to answer any questions you or the Members of the Committee may

have.

10
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Chairman ToMm DAvis. Thank you very much.

Mr. Ely and Mr. Gunderson, do you want to make brief state-
ments?

Mr. ELY. I just want to say good morning, Chairman Davis, to
you and Ranking Member Waxman and the distinguished members
of the committee. I am John Ely, that has been said before, and
I am the Chief Procurement Officer of Customs and Border Protec-
tion. I just want to let you know that I am pleased to be here today
to answer any of your questions.

Thank you.

Chairman ToMm DAvis. Thank you.

Mr. GUNDERSON. Just a couple of minutes, please.

Chairman ToM DAVIS. Sure.

Mr. GUNDERSON. Chairman Davis, Congressman Waxman and
members of the committee, thank you for the opportunity to dis-
cuss the Transportation Security Administration’s acquisition and
contracting programs. As the Assistant Administrator for Acquisi-
tion, I provide direction and oversight of TSA’s acquisition pro-
gram, including the award and administration of contracts, grants
and financial assistance. Since TSA was enacted, it has obligated
more than $2 billion per year for supplies, services and financial
assistance in support of various TSA missions.

As you are aware, through its enacting legislation, TSA was
faced with significant mission challenges. To meet those challenges,
TSA awarded several large contracts to industry teams in an ab-
breviated time period with minimal staffing. Major contracts in-
cluded the purchase, deployment and maintenance of security
screening equipment at more than 440 airports, the outfitting of
TSA operations with the necessary information technology equip-
ment and the recruitment, assessment and hiring of screeners.

While these contracts resulted in the successful accomplishment
of the missions, they came at a higher cost than originally esti-
mated. The increases were due to several factors, but changing re-
quirements was the primary driver. As a result, the final cost of
these contracts should not be compared to the original amounts
without considering the original work performed. These major con-
tracts, awarded in the stand-up phase of TSA, have been replaced
with new contracts that implement a more streamlined approach,
greater opportunities for small businesses, and a greater emphasis
on performance-based measures.

For example, maintenance of our security screening equipment
was originally accomplished through a single large integrator con-
tract but has since been replaced with several contracts that have
fixed price terms and eliminated unnecessary layers of contractor
support. As a result, TSA has transferred cost risks to industry and
lowered the maintenance costs per machine.

I will continue to strengthen the acquisition program at TSA
through the implementation of policies and procedures targeted to
provide greater effectiveness and oversight, implementing new
business strategies to decrease costs and increase performance, and
building a stronger acquisition work force.

Thank you for the opportunity to testify before the committee,
and I would be pleased to address any questions you may have.
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Chairman ToM DAvis. Thank you. Let me start the questions,
because I am going to have to run.

I understand there are changes in scopes in contracts and that
is what causes them to grow on many occasions. It is not just al-
ways that they bid low, do a buy-in and then try to come back. Of
course, one of the difficulties is when you bid the contract out origi-
nally and it comes in at $104 million and then grows to $700 mil-
lion, it is not competitive all the way through. You might have got-
ten a different outcome had you known what you wanted in the
first place. Is that a fair comment?

Mr. GUNDERSON. Yes.

Chairman ToM DAviS. I had been in Government contracting for
15 years before I came to Congress. I was the general counsel for
a billion dollar company that did a lot of Government contracts. I
understand where it goes right and where it goes wrong.

The other thing that really alarmed me, just looking here on the
macro, was the number of contracts that were awarded that were
sole source, without full and open competition. It seems to have ex-
ploded here. Not just in your agency, but I am saying, across the
Department.

Now, I wouldn’t be sitting here complaining about that, because
I understand the need to do that on occasion, you get a unique
technology, you need it quickly, you can go out and respond to an
unsolicited proposal or whatever. And we even set up something in
the Department of Homeland Security called Other Transactions,
the OT, where people who aren’t used to selling to the Government
can come in and do it. So I don’t think it is inherently bad, but
when you are getting terrible results like this, we have to ask the
question, and assume that maybe that is part of the problem.

Ms. Duke, do you want to address that?

Ms. DUKE. I would agree with you, Mr. Chairman, competitive
contracting is the preferred way to go. We did have a dip in our
competitive numbers, primarily due to the Katrina contracting in
FEMA. Our numbers were at about 76 percent competitive at the
onset of the hurricane season.

What we are doing to counteract that is putting the contingency
contracts in place, in FEMA specifically, and improving our plan-
ning so we have the contracts competitively.

Chairman Tom DaAvis. But let me just add, to get back to
Katrina, as you know, I was the author of the investigative report.
One of the problems we found there is that we were giving out
these large contracts, contingency contracts, and at the end of the
day we didn’t make use of locals, there were a lot more efficient
ways we could have done this downstream. It really wasn’t thought
through. We gave it to these big companies and they add surcharge
after surcharge as it moves on down. You get the local guys doing
the work, but you have a huge markup along the line.

I think we have learned, hopefully, we have learned our lessons
from that.

Ms. DUKE. Yes, we have. We have national strategies for imme-
diate response for regional or local. But we also have regional pro-
grams in place, for instance, the maintenance and deactivation of
trailers is all being done now by local contractors in the Gulf re-
gion. So we do agree with you on that strategy.
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Chairman Tom DAvis. We got a letter today from FEMA on the
trailers. I don’t know if anybody can answer this, but basically they
are telling us something different from what the IG has said.
FEMA puts out this fact sheet. They say, FEMA is unaware of a
termite problem in any of the 95,000 trailers that are currently de-
ployed along the Gulf Coast, with the exception of just one report.
A random sample of 200 trailers also negative results for termites.

My understanding is, and I haven’t been there, that at the site
in Arkansas where we have stored literally thousands of trailers
that we have a number of termite-infested trailers there. Can any-
body shed any light on that?

Ms. DUKE. I do know that in the Gulf region termites are an
issue, and there is a quarantine in 11 of the parishes for Formosan
termites. FEMA has procedures in place to ensure that as those
trailers are moved in the Gulf region that we have the appropriate
compliance with the Louisiana

Chairman ToM Davis. Well, here is what I want to ask, and if
you don’t have the answer today, I would like to send a couple of
people down to go through those trailers that are sitting down
there in Arkansas. We purchased a lot of trailers that it doesn’t
look like will ever be used. I understand sometimes contingency
planning and storage and things go awry and that appears to have
happened in this case.

But my question is, are any of those trailers that we have stored
for “future use” that American taxpayers have paid for, have we
stored them in a way down there that they are termite-infested?
If you can’t answer that, I would like you to just give us a straight
answer.

Ms. DUKE. I do not have information about the stored trailers in
Arkansas.

Chairman ToMm DAvIS. Could you please check on that?

Ms. DUKE. Yes.

Chairman ToM Davis. That again would just be—I don’t want to
dwell on it, but just go back and check that, because we have infor-
mation that they are. We would be happy to send an inspector
down. I know Members have been denied that right. Mr. Waxman
and I and Mr. Duncan would be, we just want to see what has hap-
pened, what has gone wrong here. Maybe there are better places
to store them. We understand what happened with Katrina, it is
the largest reported storm in history. And the response just was
not as efficient as it might have been had we been more prepared
and seen it coming and everything else, so I don’t want to dwell
on that.

I want to ask you just a couple of other questions. Do you have
enough trained procurement personnel, or do you need more?

Ms. DUKE. We need more. We have an increase coming in the
current 2007 budget of about 200 additional. We are working to-
ward needing even more over time. As you know, Mr. Chairman,
our spending is increasing. We increased 35 percent just between
2004 and 2005.

Chairman ToM DAvis. Well, you are darned if you do and darned
if you don’t. I remember when we started up, contractors were
lined up, when is Homeland Security going to start coming out
with all these contracts. I think the philosophy at the top was, we
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are going to wait until we know what the mission is, what our re-
quirements are before we go out and spend money. I think on that
stage we did a good job.

The problem is, once they came out, some of the oversight and
everything else, and particularly emergency response has just been
a little sloppy. My concern is, a procurement officer in the Govern-
ment is worth their weight in gold. If we can buy what we want
and get the best value for the taxpayer, we are going to save tens
of billions of dollars annually. We don’t spend enough time doing
that. It is not your fault, Ms. Duke, but Government-wide, this just
has not been given the appropriate attention. In fact, some of it has
been tied from Congress. We have Members who think, to save
money, we are going to cut procurement officers. And that makes
it very difficult to give appropriate oversight to contracts.

But more importantly, that contracting officer is not always in
touch with what the agency needs, and doesn’t always use the best
vehicle. I think Mr. Waxman and I would say, competitive vehicles
are usually best, because it offers you an array of choices and com-
petition tends to bring costs down for the taxpayers.

I don’t want the agencies to come up here and say we haven’t
given them enough resources and that we are asking you to do
more with less. I understand you are a career employee that they
have sent up here today to answer for some of these things. But
these mistakes start at the top where they have just not kept their
eye on the ball, haven’t committed the resources here. Yet TSA in
particular, we gave them particular flexibilities in hiring that no
other agency in Government has to try to get to this.

And I just think on the procurement shop, from this committee’s
perspective, we don’t have jurisdiction over all of the funding and
everything else. We need to know what you need. Because one
huge cost overrun or $100 million ends up costing more than hiring
25, 100 good people that could have overseen this thing and done
it right. Is that a fair comment?

Ms. DUKE. It is. And as we prepare our fiscal year 2008 budgets,
I am looking at each’s component’s budget and how they are budg-
eting for acquisition work force members, and am taking a consoli-
dated Department look at that to make sure that we are putting
into our budget the right amount of contracting basics.

Chairman ToM Davis. How much buying do you do off the GSA
schedules?

Ms. DUKE. I don’t have an exact number, but a considerable
amount.

Chairman ToM DAvis. Ballpark?

Ms. DUKE. If I had to guess—we could get you an exact number.
But I would say of dollars, potentially up to 30 percent.

Chairman ToM DAvis. When you give the schedules, do you usu-
ally go to two or three groups to shop around, right?

Ms. DUKE. Yes.

Chairman Tom DAvis. It is not just one. How much do you do
off of GWACS, off of wider contracts? What percent, ballpark?

Ms. DUKE. Mostly in the IT area, like integrated wireless. I
would say in IT dollars, a lot of those vehicles are new, so less, 10,
15 percent maybe.
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Chairman Tom Davis. OK. I have a lot of other questions, but
I have to run over to the Senate, so I am going to give Mr. Wax-
man a few minutes, and I am going to turn the Chair over to Mr.
Duncan.

I appreciate your being here. This is a serious, serious problem,
and it is a black eye for the administration to have these things.
We just need continued oversight. And don’t hesitate to ask. We
don’t want to just keep you out there, and if you are not getting
the tools you need, we need to know about it. But the oversight
that has come from the top here has ended up costing us billions
of dollars that we could have better spent on a lot of other items.
We will go over and fight on the floor over $20 million or $10 mil-
lion sometimes on a program or an earmark or something like that,
while billions get wasted just in the way we are doing business.
That is what we are trying to get at today, and I appreciate your
being here.

Mr. Waxman.

Mr. WAXMAN. Thank you, Mr. Chairman.

One of the frustrating parts of all of this to me is how this ad-
ministration and its approach to Federal contracts is that no one
seems to learn from their mistakes. We have seen incredible waste
in Iraq. We have seen the same thing in response to Hurricane
Katrina and now we see it at the Department of Homeland Secu-
rity.

A good example is how this administration approaches border se-
curity. Under a deeply flawed contract called Integrated Surveil-
lance and Intelligence System [ISIS], the Customs and Border Pro-
tection Office wasted enormous sums on a high-tech surveillance
system that never worked. Now, instead of learning from these
mistakes, the Department wants to enter into an even bigger con-
tract called the Secure Border Initiative, which will cost taxpayers
$2 billion. In my questions in this round, I want to focus on these
two contracts.

Under the ISIS contract, over $400 million was spent on thou-
sands of cameras and sensors to monitor our borders. Most of this
money was spent during the past 5 years. The idea was that this
would be a high-tech, state-of-the-art surveillance system for pro-
tecting our borders. Mr. Zavada, the Inspector General examined
the ISIS contract and the equipment purchased under it. I would
like to ask about your findings. Weather conditions on the border
can be demanding. How well did the cameras function when ex-
posed to snow, ice, humidity and extreme temperatures?

Mr. ZAvADA. We reported problems with the functioning of the
equipment in our report.

Mr. WAXMAN. They malfunctioned, in other words?

Mr. ZAvADA. Yes. Some issues with the operation of the equip-
ment.

Mr. WAXMAN. I understand that another problem was power out-
ages. Did the cameras experience this problem?

Mr. ZAVADA. I am not aware of that.

Mr. WAXMAN. What we found out was that even if the cameras
systems were working, I understand that they didn’t detect move-
ment automatically. Instead, the Border Patrol officials had to be
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mo}rlli“goring the cameras at all times, which rarely happened, is that
right?

Mr. ZAVADA. 1 believe that was the case.

Mr. WAXMAN. When you took all these factors into account, what
did you conclude? Was the ISIS system an effective system?

Mr. ZAVADA. I think from a contract management standpoint, we
found problems with the way that the program managers managed
that contract. There were communication problems, that was a con-
tract that GSA was the contracting officer for that. What we re-
ported in our report was that there were communication issues be-
tween the Border Patrol program people and the GSA contracting
officers that inhibited effective program management.

Mr. WaxMAN. The taxpayers spent $400 million on this system,
which didn’t work. Even if the cameras had worked, they only cov-
ered 5 percent of the border, leaving 95 percent unprotected. This
hardly sounds like a dependable state-of-the-art equipment.

Mr. Ely, do you agree that this equipment was inadequate?

Mr. ErLy. Yes, sir, but I would like to qualify that with a little
bit of personal experience. I have been down on the border and I
have watched the cameras and sensors. It is interesting to see that
it does expand the capability of Border Patrol agents to keep an
eye on particular geographical areas.

I did study the ISIS situation. You are correct with many of the
things that you say. But I would like to swing back to the contract
management issue. That is a gigantic issue, not just in Homeland,
but I believe in Government, that we think we are there when we
sign a contract, but the delivery is the really important part. We
have to manage these carefully.

Border Patrol was working through GSA, GSA is not what I
would call a “family member” when it comes to managing con-
tracts. They work hard, they do a good job. But they are not in-
house procurement experts.

Mr. WAXMAN. Well, let me go through this issue, because audi-
tors for the General Services Administration Inspector General con-
cluded that the dismal oversight of this program placed taxpayers’
dollars and national security at risk. Rather than learn from this
mistake, DHS officials seem poised to repeat them. Because in
March of this year, DHS asked contractors for proposals for a new
Secure Border Initiative [SBI]. It will be a $2 billion Federal con-
tract to design, build, test and operate a massive border security
system.

Here is the only requirement DHS established in its request for
proposals. DHS wants “highly reliable, available, maintainable and
cost-effective solutions to manage, control and secure the border,
using the optimal mix of proven, current and next generation tech-
nology, infrastructure, personnel, response capabilities and proc-
esses.” Mr. Zavada, in your opinion, does that adequately define
technical and cost requirements?

Mr. ZAVADA. In terms of SBI, we have, based upon the past work
that we have done, we have identified three risk areas related to
that contract. The first one is the accelerated schedule. Certainly
the accelerated schedule to meet the September deadline, combined
with the program management capabilities, as they stand, is a po-
tential risk area.
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Mr. WAXMAN. Do you think it is a problem that it is such a vague
description of what 1s needed to create this program?

Mr. ZavaDA. That was the second risk area that we pointed out.
The contract objectives in the past, in our past reports we pointed
out that broad contract objectives can be problematic and have cre-
ated issues in other contracts.

Mr. WAXMAN. Mr. Sullivan, do you agree, this $2 billion contract
rests on deeply flawed contracting philosophy. In January, Sec-
retary Michael Jackson told potential bidders for SBI, we are ask-
ing you to come back and tell us how to do our business. That is
incredible. There is no plan. There is no attempt to do the hard
thinking about what needs to be done to secure our borders. In-
stead, DHS is outsourcing the job of Government to private con-
tractors.

What is your view on that?

Mr. SULLIVAN. It is interesting, because one of the reasons I am
here testifying today for GAO is the work that I have done in the
area of the Department of Defense and some of the major acquisi-
tions that it has to make for weapons systems. In doing the work,
I did the work looking at DHS’ major investments and some of the
strategic sourcing and things that I talked about.

There are so many similarities, it seems to me, including the cost
schedule and performance outcomes that I hear, in the Department
of Defense I would say that there are very similar problems. The
requirement setting process at both the strategic level and at a tac-
tical level for a specific weapons system is flawed, very similar to
what Mr. Zavada explained for the DHS.

Mr. WAXMAN. It seems that the Department is asking private
contractors to tell the Department what it needs, rather than the
Department defining its own needs. It doesn’t make sense to me,
and I would be curious whether it makes sense to you, do you real-
ly think it is a good idea to launch a multi-billion dollar procure-
ment program without adequately defining technical or cost re-
quirements?

Here is the problem as I see it. The Department, in fact the
whole administration thinks private contractors are like fairy god-
mothers. You tell them we want a certain thing done, we want to
protect our borders, we want to keep these illegal aliens from get-
ting in here or terrorists getting into the country. It is a hard prob-
lem. It is a hard problem to rebuild Iraq. It is a hard problem to
restore the Gulf Coast, making our country secure, it is hard.

But the administration assumes that private contractors will be
able to wave a magic wand and solve the problem.

Mr. SULLIVAN. Yes, sir. I think when you are setting require-
ments for systems and programs as complicated as what we are
talking about here, you are going to have perhaps a limited indus-
trial base. So in order to do that, you have to set requirements, you
have to study requirements, you have to study the needs, the mis-
sion needs of the DHS, and understand very thoroughly, I think,
what you need, rather than asking them to supply that information
for you.

And then in addition to that, because I think you are asking for,
in many cases, systems that aren’t necessarily going to have other
markets or are going to be technologically challenging and risky,
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you need to have way more internal controls in place than it ap-
pears DHS has when you put an RFP out for a contractor. You
need to do, for example, you need to ask them for cost data. If they
are going to come back with a proposal to meet your requirements,
they should provide the cost. You are in a sole source environment
because perhaps the technology is proprietary or very limited and
very risky. Sole source means that the Government needs to under-
stand how much it is costing that contractor to bid those kinds of
proposals, so that a fair and equitable price can be determined.

Mr. WAXMAN. Well, the net result of all this is the contractors
get rich, the problem doesn’t get solved and taxpayers get stuck
with the bill. That is what our concern is, and I think it is shared
by everyone on this panel.

Thank you, Mr. Chairman.

Mr. DUNCAN [presiding]. Thank you, Mr. Waxman.

Let me ask you this. Both the chairman and the ranking member
mentioned this $104 million airport screener contract that ran to
$740 million that NCS Pearson did. The report says in addition
that NCS Pearson had $297 million worth of very questionable
costs.

Then we have the L3 Company that came up with the $400 mil-
lion surveillance system that apparently doesn’t work. Is the De-
partment still doing business with those companies? Has any ac-
tion been taken toward either one of those companies or other com-
panies that have huge cost overruns or questionable costs?

Ms. DURE. The screener hiring contract, the $104 million, that
ended in December 2002. So it was just used during the initial roll-
out, from April to December 2002.

Mr. DUNCAN. But that wasn’t my question. Is the Department
still doing other business with NCS Pearson, or was any kind of
action taken against them?

Ms. DUKE. I don’t know of any major contracts with—I know we
don’t have any major contracts. We might have a small one. I could
check on that. But we do not have any major hiring contracts with
NCS Pearson at this time.

Mr. DUNCAN. What about the L3 Communications Company that
provided this $400 million surveillance system that is not working?

Mr. GUNDERSON. Are you referring to the explosive detection sys-
tems? Yes, we still have contracts with L3 for the delivery of sys-
tems.

Mr. DUNCAN. So you are not taking any action against companies
that have these huge cost overruns or provide equipment that
doesn’t work?

Mr. GUNDERSON. With respect to the effectiveness of the ma-
chines, there was no cost overruns on the production of the ma-
chines. The increased costs associated with that program was with
the deployment of the machines, outfitting the airports to install
the machines.

With respect to the effectiveness of the machines, the chief tech-
nology officer is best to address those issues. What we have done
in other areas from a contracting perspective is incentivized the
contractor to improve the reliability of the machines, as far as how
often it breaks down.
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Mr. DUNCAN. So you mean when they provide equipment that
doesn’t work, you give them extra money, incentive money to come
in and make sure the equipment works?

Mr. GUNDERSON. I would term it as disincentives. If the ma-
chines do not achieve a certain amount of reliability, then they
would lose money from their profit.

Mr. DUNCAN. Let me ask you this. We have a later witness that
says that all contracts should be competed, even when the dollar
amount is under the legal threshold. What do you think about
that? Mr. Sullivan. Ms. Duke.

Mr. SULLIVAN. I think that contracts should be competed. I think
there are situations where it might not be possible to always have
competition in cases where you have proprietary technologies or
risky technologies or where you might have to go to a cost plus ar-
rangement to push technology or something like that. But other
than that, I think competition is always the most healthy way to
purchase things.

Mr. DUNCAN. Ms. Duke, when you referred a few minutes ago to
the 76 percent competition, were you talking about 76 percent of
all contracts over the limit, or 76 percent of all contracts total?

Ms. DUKE. Of all our DHS contracts.

Mr. DuncaN. That was counting even those under the legal
threshold, is that what you are saying?

Ms. DUKE. We are required to compete. The competition in con-
tracting as a statute kicks in over $100,000. But even under
$100,000, we are required by regulation to compete those or justify
not competing them.

So there are different guidelines, one is statute, one is regu-
latory. But our requirement is to compete all contracts as a stand-
ard business practice.

Mr. DUNCAN. And this later witness says under no circumstances
should the Department allow contracts to become de facto, illegal,
c}(;st?plus percentage of cost contracts. What do you think about
that?

Ms. DUKE. I agree with that, that cost plus percentage of cost
contracts are illegal and should not be done.

Mr. DUNCAN. All right. He says it was done in this Boeing $1.2
billion contract to install and maintain explosive detection systems.

Ms. DUKE. I believe the IG report said that there was an appear-
ance of that. Because of the urgency of awarding that contract, the
award fee provisions were not negotiated until after award. And
some provisional award payments were made. That was corrected
during the performance of the contract. So there was an appear-
ance, but it was not a cost type percentage of cost contract.

Mr. DUNCAN. And finally, he is recommending that when the
bulk of the work is being done by subcontractors, that as much as
possible the middleman should be cut out. I can tell you that I got
a call from a trailer manufacturing company, not in my district,
but from Tennessee back when all the Katrina stuff was going on.
This was a company making a lot of these trailers that we have
heard so much about. This company owner said that they were
having to provide DHS these trailers through a middleman who
was doing nothing to the trailers but adding $4,000 to the cost of
each one.
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He said he would like to find somebody, he said he was perfectly
willing to sell these trailers directly to DHS and save that $4,000
per trailer. But they wouldn’t let that be done. What I am wonder-
ing about, it would have been so simple for one person at DHS to
handle something like that. Has that gotten any better?

Ms. DUKE. I think whether you should layer or not is really a
value proposition. It is similar to if you are having remodeling in
your home and you are deciding whether you want to have a gen-
eral contractor [GC], or you want to contract directly with a plumb-
er and electrician. But I do think it is a decision that should be
consciously made on each program and that we shouldn’t add
layering unless there is that value of management or integration.

Mr. DUNCAN. Let me mention one other thing. The day before
yesterday we had the third in a series of hearings pointing out tre-
mendous waste by the Department of Defense selling items, even
items that cost $120,000 or $200,000 for just almost nothing to peo-
ple in the private sector. Some of these things were brand new.
One of the smaller items was they sold $23,000 and some odd dol-
lars worth of brand new boots that had never been worn for $69
to this one company. Not $69 per pair of boots, but $69 for the
whole $23,000 and some hundred dollars.

I hope that you will make sure that we don’t start selling these
thousands of trailers that are sitting unused for just pennies on the
dollar.

Ms. DUKE. The current plan is to use the manufactured homes
that have not been used yet for future disasters. There is no cur-
rent plans to resell them.

Mr. DUNCAN. Let me ask one final question. The major problems
that plague DHS acquisition, these are not new. Since the Depart-
ment started, these problems have been the subject of hearings in
both the House and Senate, reports by the Inspector General, by
the GAO, by the press. Yet despite the fact that everyone hears
about and reads about and knows about these things and every-
body says they are terrible and scandalous, they never get fixed.
Do you have an opinion, Mr. Sullivan, on why we are not seeing
more progress? It is just not possible for a gigantic bureaucracy to
handle an acquisition program in a cost efficient, effective way?

Mr. SULLIVAN. In fairness, I think we should remember, it is still
a young organization and its mission, it is probably still working
very hard to bring these 22 or 23 different cultures together and
be able to put in unified policies into that.

But that said, I think it is possible, obviously, to do better. I
think the things that the organization has to focus on are some of
the things we discussed here. They need to understand the mission
needs, they need to be able to articulate requirements for the goods
and the services and the big acquisitions that they have to make.
They need people in place who understand that. And then they
need internal controls to ensure that the industrial base that is
supplying these is supplying them to them at reasonable cost and
with reasonable performance.

Mr. DuNcaN. All right. I think Mr. Ruppersberger is next.

Mr. RUPPERSBERGER. A couple of things. We do have a serious
problem in Homeland Security. A lot of it is because of what you
just said, it is a young organization, we don’t have our systems
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down completely, and I think because of the fact that we are talk-
ing about Homeland Security, there is a lot of rushing to get equip-
ment that hasn’t been properly tested, and that we really need to
maybe move forward with pilot programs, or even a contract if we
could get it in there, a penalty if a contractor is saying this equip-
ment works and it turns out that it doesn’t.

Would you think that we could have that? I guess I would ask
you, Mr. Ely, about the possibility of a penalty clause in a contract
for our contractors that are supplying radiation equipment or other
equipment that just isn’t working.

Mr. ELY. Yes, sir, I think you have hit it right on the button,
what you are telling us, and I agree with you 100 percent, it is
post-award management. Penalties are doable under Government
contracts. And we are moving in this direction very similarly to
what you are discussing, by building post-award management capa-
bility that will allow us to be even closer to the results of these con-
tracts, and penalize contractors when they should be penalized and
incentivize them when they should be incentivized.

Mr. RUPPERSBERGER. We need to have you get back to us on that
from our oversight point of view. There are cases, and I just want
to name a few here, your airport screeners contract, baggage
screening equipment contract, airport computer network contract,
radiation detector contracts, the cruise ship area where we prob-
ably could have sent a family to a top-rated hotel in Las Vegas
than where we were now.

Now, I understand we were working under difficult situations
and Homeland Security is new. But sooner or later, we are going
to have to step up, because there is just not, we can’t continue to
lose billions, not millions, of dollars. I am asking you all to come
back to us, and with the help of GAO, to let us know what the
proper systems are. Your internal controls, things of that nature.

Let me, since we only have a short time, just to review one area.
I don’t know if I can get to another. I represent the Port of Balti-
more and am the co-chair of the Port Security Caucus, the congres-
sional caucus. I want to talk to you about the radiation detector
contracts. Again, we have an issue there that the contract that was
given out, I think $286 billion to a major contractor, really turned
out to be wasting a lot of money. The machines turned out to be
so sensitive to radiation that they can’t distinguish between weap-
ons-grade nuclear material and items that naturally emit radi-
ation, like cat litter, porcelain toilets, bananas, things like that.

Mr. Ely, would you agree that this major contract that has pro-
vided the radiation detector contracts cannot quickly determine the
type of radioactive material they detect?

Mr. ELY. Sir, the best I can do to answer that question is to clar-
ify that with the RPMs, we are actually——

Mr. RUPPERSBERGER. With the what?

Mr. ELY. Radiation portal monitors. We are actually engaged in
a contract through an interagency agreement with DOE. Energy
provides other services, along with bringing in the portal monitors,
radiation monitors. It is an ongoing test and evaluation environ-
ment.

So unlike a direct contract between Customs and Border Protec-
tion and a commercial firm, we are working with another Govern-
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ment agency. The rules are a bit different in working that way. But
from what I have gleaned, this is a continuous development and
learning process in the application of these devices. We can enforce
these, but only working through Department of Energy.

Mr. RUPPERSBERGER. Do you agree that there is technology that
is out there that can provide the detection we need for nuclear com-
ponents?

Mr. ELy. Sir, I am not qualified, I am a procurement guy. But
what I have learned in talking to the CBP program people is that
it is constantly evolving. The Department, and DNDO in particular
is looking at a higher level machine right now. It looks like we are
moving toward working more with this new type of technology.

Ms. DUKE. The Advanced Spectroscopic Portals [ASP], we just
awarded three contracts through Domestic Nuclear Detection Of-
fice. That is a new technology, and has a much lower false alarm
rate and better detection. And ASP is the new generation of the
machines you are talking about now.

Mr. RUPPERSBERGER. I had occasion, right after the Dubai Port
issue, to go to Dubai and to meet with their port security people
and to also observe equipment that they have, which is probably
some of the best equipment in the world. When we decide to move
forward and to try new equipment, do we look at other equipment
throughout the world? Do we test it? Or are we again jumping into
an area where we are going to spend millions and millions of dol-
lars and we find out that it doesn’t work?

Because the first set of equipment that is there, we wasted all
that money. The contractor got paid and we don’t have the money
to use for something else. So you need a system to make sure that
you are getting what is out there, the top technology, and to do
your research throughout the world. Do we do that? Is the system
in place to do that now?

Ms. DUKE. I agree with you, we need to do that. I think that was
the reason for setting up the Domestic Nuclear Detection Office, to
make sure we have that centralized, cohesive strategy that is not
just a DHS office, it is a Federal-wide office, housed within the De-
partment of Homeland Security. So I do believe that is an initiative
to support what you are saying.

Mr. RUPPERSBERGER. Do you work with the Department of En-
ergy in that regard?

Ms. DUKE. No, that is not through the Department of Energy.

Mr. SuLLIVAN. I would just say, on this generally speaking, in
terms of technologies like this where we are going to spend mil-
lions, hundreds of millions and maybe even billions of dollars, one
of the things that we found when we did our work in 2005, and
we still find deficient in their policies for big acquisitions, is the
need to have thorough reviews and testing of technologies before
you start a program like this. I think that is one thing.

When you look at the investment review board policy that DHS
has right now, they could strengthen, that is a control they could
use right now to strengthen their major investment, their major ac-
quisitions, is to focus on technology readiness before they let those
contracts.

Mr. RUPPERSBERGER. And also the possibility of a pilot program.

Mr. SULLIVAN. Yes, absolutely.



98

Mr. RUPPERSBERGER. It seems to me that GAO should be in the
picture before instead of after. We might be a lot better off.

Mr. SuLLIVAN. We try.

Mr. RUPPERSBERGER. Well, it didn’t work here.

Is my time up? I can’t see the clock. I yield back my time.

Mr. DuNncAN. Well, thank you very much, Mr. Ruppersberger.
For 18 years, I have heard, every time a Government agency
messes up, either they are under-funded or their technology is out
of date, although the Federal Government has much newer comput-
ers and technology than in the private sector.

Mr. GUTKNECHT. Thank you, Mr. Chairman.

Let me just first of all offer a couple of observations. In response
to something that Mr. Waxman said earlier, I think he made the
reference that the contractors’ response to most of our problems is
to throw more money at it. Well, the truth of the matter is, we are
responsible for that as well. I think that many times is the re-
sponse here in Congress.

I was a healthy skeptic of the whole idea of combining these 22
agencies into one super-agency. I remember, and I am not that old,
I can still remember what the argument was, that there would be
efficiencies and this would be less expensive in the long run. Well,
that was then and this is now, I guess.

The other point I would like to make in response to something
that you said, Chairman Duncan, and that is, as we do dispose of
some of this equipment, whether it be trailers or boots, and I am
a licensed and bonded auctioneer, so I have a vested interest in
this in some respects, but I understand what the Federal Govern-
ment just resists every step of the way is hiring auctioneers to get
rid of some of this surplus equipment.

I am going to make that comment. I have said it a hundred
times, and I will keep making the point. Because it is one way that
you can at least ensure there is some competition, instead of selling
all these boots for $69. You would have gotten fair value, I think,
if they had been willing to pay an auctioneer 10 percent of the pro-
ceeds, they would have made a lot of money for the taxpayers.

Anyway, my real issue, and I am going to come to you, Mr.
Zavada, and I want to say a special thank you to one of our col-
leagues who can’t be here today, and that is Congressman Platts
from Pennsylvania. He has really been a leader in trying to bring
about more accountability, not only in this Department, but in Gov-
ernment in general. I want to call your attention, I am sure you
are aware of Public Law 108-330, Mr. Zavada.

I will just give you a little background. My daughter and her
husband are both CPAs. One works in the private sector, one
works on the public side. One of them loves Sarbanes-Oxley and
the other one hates it. But essentially that act, if I understand and
remember correctly, was about bringing some of those kinds of
standards to bear on the Department of Homeland Security.

One of the things that is in that law is the requirement that they
create—I want to make sure I use the right term here—but they
have internal controls. We have had a process, we understand
there are a lot of problems, but I wonder if you could talk about
the quarterly reports and the progress that you see being made
under Public Law 108-330.
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Mr. ZAVADA. I assume you are talking about in the area of finan-
cial management?

Mr. GUTKNECHT. Exactly.

Mr. ZAVADA. Right now, the Department needs to focus on correc-
tive action plans. We have been working with them and providing
some guidance through some audits that we have been doing to di-
rect them toward the corrective action plan process. What they
have done to date is put together, or are working on putting to-
gether a Department-wide corrective action plan and corrective ac-
tion plans in particular focus areas.

There are some signs of progress. To a large extent, the CFO suf-
fers from the same issues that we are talking about today in rela-
tion to the chief procurement officer, staffing and capabilities. But
there are some signs of progress in some of the bureaus.

Mr. GUTRNECHT. Well, in October, don’t they have to come for-
ward with a full financial report?

Mr. ZAVADA. Yes, in November, yes.
lkM?r. GUTKNECHT. Any idea of what that report is going to look
ike?

Mr. ZAVADA. I am hopeful that there will be some marginal signs
of improvement. But to a large extent, correcting many of the ma-
terial internal control weaknesses that the Department has is
going to take a long-term effort.

Mr. GUTKNECHT. I am always skeptical when I hear about this
long-term thing. Mr. Sullivan said, well, the Department is still rel-
atively young. I always remind people, we won World War II in 3%
years. This country can do big things. But we have to raise our ex-
pectations.

I think one of the weaknesses we have had here in Congress is
we have been too willing to accept low expectations in some of
these departments, in managing their funds and being accountable
for the taxpayers’ dollars that we give them.

So I really am glad we are having this hearing. I hope we have
a lot more hearings. And again, I want to congratulate my col-
league, Congressman Platts, for what he has been doing on his sub-
committee to try and hold more of these departments more ac-
countable.

I yield back the balance of my time.

Mr. DuNcaN. Thank you very much, Mr. Gutknecht.

Mr. Kucinich.

Mr. KuciNicH. Thank you very much, Mr. Chairman.

I am looking at the title of this report. If I walked into this hear-
ing just cold, from nowhere in particular, and I looked at the title
of it, Waste, Abuse and Mismanagement in—fill in the blanks. The
blanks could be filled in, it could be Waste, Abuse and Mismanage-
ment in the Department of Defense, Waste, Abuse and Mismanage-
ment in the Administration of Contracts in Iraq, Waste, Abuse and
Mismanagement in Army Surplus Material. I have heard this so
many times before, and someone comes here and tries to pass it off,
well, we are just a new agency, apparently you are not new at all,
because you are doing what everyone else does.

I am offended when I hear this stuff. People in our district work
real hard to pay their own bills, and they pay their taxes and what
they get is this kind of thing. I am looking at the appendix, Mr.
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Chairman, and I am looking at some of the biggest companies in
America. They don’t know how to run a contract? Or is it that they
feel it is Government money, taxpayers’ money, they just take the
taxpayers for a ride? Accenture and Partners, $10 billion contract,
here is what the investigation says, lack of defined requirements,
wasteful spending, mismanagement. Bechtel, $100 million contract,
mismanagement, wasteful spending. Boeing Service, $1.2 billion
contract, wasteful spending, mismanagement. Carnival Cruise
Lines, $82 million contract, $62 million contract, $91 million con-
tract, wasteful spending, wasteful spending, wasteful spending.

I mean, what is going on here? This is like Government as a
scam. It really is. And we shouldn’t stand for it.

Another thing we ought to look at, Mr. Chairman, and you know,
I say this having voted against the creation of this monstrosity
known as the Department of Homeland Security, I said it would
take them 20 years to figure out what the left and right hand are
doing. And that goes beyond the corruption.

This raises issues. I am a former mayor. And I understand what
happens when you start passing contracts around and you don’t
have oversight. You have people who are just making themselves
rich at the taxpayers’ expense.

We ought to go a little bit deeper on this committee. We ought
to find out who the executives are in these corporations, we ought
to find out who their attorneys are and who their accountants are.
We ought to find out if they are giving contributions to any politi-
cal parties or if they are giving contributions to any individuals.
We ought to be looking at the stock options of these executives. We
ought to be looking at their pension benefits. We ought to be look-
ing at who their lobbyists are. There is a whole system here. We
are just scratching the surface.

I would like to ask the representative of the Inspector General
here, Mr. Zavada, I would like to ask you a couple of questions in
this regard. When you review these contracts, do you interview the
companies that are involved as far as their conduct with the Gov-
ernment’s money?

Mr. ZAVADA. I think it would depend on the circumstances in-
volved in the particular contract.

Mr. KuciNicH. Well, let’s start with Accenture. Did you interview
anybody at Accenture?

Mr. ZAVADA. 1 don’t know the answer to that, but I would be
happy to get back to you on that.

Mr. KuciNICH. How is it possible that you can talk about the ad-
ministration of a contract and not talk to the people who have the
contract?

Mr. ZAVADA. I think many of the issues that we pointed out deal
with the oversight, with the program management and the procure-
ment management and the risks in those areas. So the focus of our
reports have primarily been on the staffing in both of those areas.

Mr. KuciNIicH. Well, you have reported here that these contracts,
the administration of contracts is woefully understaffed, right?

Mr. ZAVADA. Yes.

Mr. KuciNicH. If then it is woefully understaffed, then that
means they can’t really see how the contractor is performing, right?
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Mr. ZAVADA. That has been a problem. The combination of broad-
ly defined contracts with the oversight issues, the lack of staffing,
we mix acceleration, an accelerated time line in there, and that is
a high risk formula.

Mr. KuciNICH. So Mr. Chairman, this is kind of like a multi-bil-
lion dollar honor park. When you have an honor park, some people
come in, they pay what they are supposed to do, because they are
good citizens. But nobody really watches, because it is an honor
park.

We have reduced Federal contracting kind of like honor parks. If
you have people that are of good intention and goodwill, they do
the right thing. But if they are not of good intention and good will,
they rip the taxpayers off for billions of dollars.

Why aren’t you interviewing the people who are actually execut-
ing these contracts as contractors? Do you intend to do that?

Mr. ZAVADA. 1 think the focus of our work and the problems we
have seen to date in many respects has been in the way that the
objectives are defined in these contracts. That would involve both
the way the Department and the contractor define—the Depart-
ment defines what it wants and then measures the contractor’s
performance in getting what they intended.

Mr. KuciNIcH. I thank you for pointing that out, but Mr. Chair-
man, we have only half of the equation here. Think about it. We
are acting as though, well, these contractors, they just don’t know
what to do, they don’t know how to run a business, and it is only
if the Government tells them what to do. We are not keeping an
eye on the contractors, is what it amounts to, because we don’t
have enough personnel.

I think that we need to haul in front of this congressional com-
mittee some of these contractors, such as the Halliburtons of the
world, the Bechtels, the Accentures, the Boeings, if necessary, the
Carnival Cruise Lines. All of these people are ripping off the tax-
payers. And put them, have them raise their right hand, put them
under oath, ask them how come this contract has gotten out of
hand, how did you execute the contract, how did you manage it.

The Government didn’t do its job. You pointed that out. But this
takes two to tango here. You have contractors who know, well, the
Government is not watching me, ha, ha, ha. So I think that we
have a moral obligation here to the taxpayers of this country who
not only expect better, but they demand better. And on their be-
half, I am speaking. I am saying that this is criminal.

And Mr. Chairman, I just would suggest to you respectfully that
our committee, this isn’t a partisan matter. This is something we
can agree on. The taxpayers are getting ripped off. We don’t have
to buy that for a second. And I don’t want anyone coming to this
committee and saying, well, we are kind of new at the job. Right.
Handling multi-billions of dollars, oh, well, we are just kind of new
at the job. No, no, no, that doesn’t work here.

Mr. DuNcAN. Thank you very much, Mr. Kucinich. Almost every
major Federal contract is a sweetheart deal of some sort or an-
other. In fact, that is why all these big companies hire these high
level Federal employees when they leave their offices, it is why all
the defense contractors hire all the retired admirals and generals,
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and then they come back and get the offices that they headed up,
or the departments they headed up, to give them contracts.

Mr. KUCINICH. Amen.

Mr. DUNcCAN. That is what it is all about. And it is not right, but
unfortunately, it is the way it is.

Ambassador Watson.

Ms. WATSON. Mr. Chairman, I really want to thank you for hold-
ing this hearing. The Congress, since I have been here, hasn’t done
much oversight. We are the protectors of the tax dollars, sup-
posedly. And we have given five tax breaks. So that pile of money
is being decreased. So we have to really zero in.

I am bewildered as to why we are still giving out no-bid con-
tracts. I must apologize, Mr. Chairman, for not being here earlier,
so I probably missed a lot of the testimony from these witnesses.
So please forgive me if I am being redundant, and just let me know
that you have already responded.

But I would like to go to Mr. Zavada, about the no-bid contracts
and what your overall response is to the no-bid. Do they place our
taxpayers at risk? Why do we do so much of that no-bid? I can go
all the way back to the Iraqi war, when Halliburton was on the
ground before we as policymakers knew it. I understand that after
Katrina they were on the ground down in New Orleans before we
knew it. They have a big, big chunk of the money that is allotted,
in many cases, without accountability. We have had some hearings.
And we know that they have not, in every case, provided the kinds
of services that they were contracted for in a timely manner.

So if you could talk about the no-bid contracts and the risks that
we are under, but why we do so much of it.

Mr. ZAVADA. I can address the issue of risk with those contracts.
Certainly, they are not the preferred way of doing business. They
are higher risk contracts, and they require mitigating controls,
other steps that you have to take to make sure that the Govern-
ment is getting the best value for their money.

So from our standpoint as an auditor, we would certainly see
those types of contracts as more high-risk type contracts.

Ms. WATSON. I have not read the GAO report, but I have read
former reports. They will give you an example. Halliburton was
supposed to deliver ice and cold drinks out on the front, and they
charged $65 to the Government for a case of Coca-Cola. So some-
body, and there is a $9 billion amount of missing dollars, and they
just kind of pass it off. So I don’t know, in your no-bid process, why
we continue to choose the same companies. I heard because they
have the experience. But I do know personally that there are com-
panies lined up to do the job, and they don’t get a chance at them
because of the no-bid process.

So is there a mechanism for very quickly going to competitive
bidding, so that we can get the best bang for our buck?

Mr. ZAvADA. 1 think that is a good question, it is probably one
best addressed by the Department’s Chief Procurement Officer.

Ms. WATSON. Is there someone here? I do know that each one of
you comes from a specific department. Can anyone address that?
If not, I will wait.

Ms. DUKE. Yes, I can address in general. I am the Chief Procure-
ment Officer for the Department of Homeland Security. We do pre-
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fer competitive. Our numbers for doing competitive solicitations are
actually a little bit better than the Federal Government average.
But we need to get better as a Federal Government.

We can do limited competitions under urgent circumstances. So
you don’t have to jump from everyone competing to just one. So
that is a preference.

The other thing we are trying to do is put contracts competitively
in place before, in the case of disaster type, before they hit. So I
do agree with you.

Ms. WATSON. That is really the kind of answer I wanted to hear.
Because I would think now, after September 11th, and after the
creation of this humongous department, which I thought was going
to be too sluggish in moving, so you have to go to the people you
know can do the job, but I would think you would start lining up
those providers who can then immediately, if given a contract,
move in.

Hurricane Katrina was a disaster in more ways than one. If that
is an example of how we respond to a natural or man-made disas-
ter, we are going to perish. That was an absolute disaster. It is
really scary to think that we are no better prepared.

I represent the west coast. There is an airport adjacent to my
district. We have bridges, we have freeways and so on. I don’t see
us having the resources to move in and protect them. Homeland se-
curity is not really about the land, it is about the people on the
land. We need to be sure that those services are there when there
is an emergency.

Thank you so much, Mr. Chairman.

Chairman ToMm DAVIS [presiding]. Thank you very much.

Ms. Norton.

Ms. NORTON. Mr. Chairman, first I want to thank you and the
ranking member for this report, which exposes this extraordinary
boondoggle, that means that this war has been a boondoggle for ev-
erybody except the troops who are stuck in Iraq. I wanted to stop
by amidst other duties this morning, and hope that during the
course of the testimony and the questions you have uncovered why,
how this long after the war over half the contracts have been no-
bid contracts, whether there is something structural. I can’t believe
that wasn’t somehow attempted to be answered.

I must say, Mr. Chairman, that this report comes late in the
war. But I want everybody to remember that during World War II,
World War II, a war that had unanimous, shall I say, or virtually
unanimous support of the American people, Harry Truman held
hearings on contracting irregularities, during that war, when his
party controlled the Senate, when his party controlled the White
House. He held those hearings. Oversight of contracts, in the midst
of a war that was supported by the American people. That is the
way, it seems to me, is the pattern that this Congress has finally
to assume.

By the way, Harry Truman, instead of being punished for that,
later became Vice President of the United States. That I think——

Chairman ToM DaAvis. I think he went higher than that. [Laugh-
ter.]
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Ms. NorTON. Ultimately he went even higher than that. So it
does show you that exposing such problems, Mr. Chairman, may
not get you into trouble, it may help you.

Mr. Chairman, I must tell you, you and I have shared the con-
cern that in the national capital region that you and I both share
as Members of Congress, we have shared the outrage that there
has been a 40 percent cut in funds to this region, and would you
believe, to New York City, so that when you read of homeland secu-
rity contracts and the overruns that have come out in the report
and the no-bid contracts that have continued, and you live where
Al Qaeda has most targeted, your outrage is very special.

I have only one question, and I asked whether this question has
been answered, and I am told it hasn’t been answered. It is really
about perhaps one reason that at least the airport screeners con-
tract cost so much more than it should have. That is something of
interest to me also in my role on the Aviation Subcommittee. I am
also with the chairman on the Homeland Security Committee as
well. So it is very painful to see this waste in contracts.

I understand this may be a question for Mr. Gunderson, I am not
certain. But I would like to know why, and the testing that was
done was not done at the assessment centers, at Pearson’s assess-
ment centers, but apparently at hotels, some of them luxury hotels.
Individuals at expensive hotels in cities like New York, where
these were tested, cost the taxpayers, who are responsible for a
good deal of the cost to the taxpayers, I understand that in New
York City, TSA spent $14,000 for each person hired. That sounds
pretty high.

But I am truly interested in this testing, and whether or not TSA
decided, or why this testing was done in hotels instead of an as-
sessment center, why it was done in hotels where you had to rent
the space, to test this equipment.

Mr. GUNDERSON. Yes, I will address that. It fundamentally starts
with the requirements. When the contract was awarded, the esti-
mated value was just over $100 million. It was premised on the use
of the Pearson recruiting model for assessing them and the other
various aspects before you hire a screener, which was a decentral-
ized process, meaning that the screeners would have to show up at
wherever Pearson had established a center, they would be sent off
to get whatever medical testing was required, and the other as-
pects.

There was a decision made shortly after the contract award that
determined that the best way to do the recruiting was to use a dif-
ferent model, which focused on getting closer to the airports, within
a couple of hours, I believe was the baseline. That is what resulted
in the changed model to end up using hotels.

Ms. NORTON. Did you ask if there was Government space that
could be used in New York City and other places to do this testing
of individuals to be screeners?

Mr. GUNDERSON. I am not aware.

Ms. NORTON. Well, you can see my concern. I can see why people
turn to hotels generally. But when you consider what the price, the
cost of the most expensive place, the most expensive space in a
place like New York City are hospitals, if you want to stay in a
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hospital or a hotel room or space to be rented in a hotel room.
Thank you very much, Mr. Chairman.

Chairman ToMm DAvis. Thank you all very much.

Mr. Van Hollen, do you want to ask some questions?

Mr. VAN HOLLEN. Thank you, Mr. Chairman.

I apologize for missing the testimony. I was next door at another
hearing, in another committee. But I did want to thank the chair-
man and the ranking member and the staff for their report on this
very important issue and trying to make sure that we don’t have
the kind of rampant abuse of taxpayer dollars.

I just wanted to focus on one issue that was raised in this report,
and if I could, Mr. Zavada, I will ask you a question regarding the
TSA contract with Unisys. I understand it was a $1 billion contract
to upgrade computer networks at various airports.

If you could just give us a sense of your assessment of how quick-
ly money is being spent on this particular contract. There is appar-
ently an issue on the payout schedule.

Mr. ZAVADA. Yes. I don’t remember the exact numbers. But when
we conducted our review, we found that much of the money that
was on the contract was spent far in advance of the schedule. I
think a lot of that was attributed to this issue of changing require-
ments. This was at a point when TSA had a very limited procure-
ment operation. The combination of the changing requirements
with the lack of oversight resulted in the high costs.

Mr. VAN HOLLEN. Well, let me ask you about that question of
changing requirements, or whether there was sort of an under-
standing up front that there were going to be changes and a failure
to anticipate the costs associated with those changes. Because as
I understand it, and I want to know if this is true, TSA officials
estimated the contract costs would reach $3 billion to $5 billion,
but decided to set an artificial contract ceiling at $1 billion, despite
expectation that it would be much higher.

Mr. ZAvADA. What we said in our report was that at the billion
dollar amount, we could not identify specific requirements that
were attributed to that number.

Mr. VAN HOLLEN. Well, let me just make sure I understand that.
Did you find that there was a belief or understanding that in fact
the costs would be higher than $1 billion, or did you not find that?

Mr. ZAvADA. My recollection from the report is that the ceiling
on the contract was constrained, I think, by the budget.

Mr. VAN HOLLEN. Well, let me ask you this. As I understand it,
there was a former chief information officer at TSA who said that
he was instructed by senior administration officials to cite the $1
billion cost figure to Congress and that they “pulled a number out
of the air” that would “be more palatable.” Was that part of your
finding?

Mr. ZAvADA. Well, again, what I will say is that we could not
identify specific requirements attributable to that billion dollar
amount. So it was suspect in our mind.

Mr. VAN HoLLEN. Well, there is a reference that it would be
more palatable. So that raises a question, more palatable compared
to what. And the implication is more palatable compared to the
higher number that everybody agreed would be more reasonable.
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You didn’t find as part of your determination that there was a be-
lief that it would be higher?

Mr. ZAvADA. 1 believe we said in our report that some TSA offi-
cials did tell us that it might be between $3 billion and $5 billion
in total. I believe that is in our report.

Mr. VAN HOLLEN. And despite that assessment that they had at
theht;me, Congress was told that it would be $1 billion, is that
right?

Mr. ZAVADA. T don’t know what was communicated to Congress.

Mr. VAN HOLLEN. You don’t know what the figure provided to
Congress for the cost? Because my understanding is that Congress
was told that it would be $1 billion. Does anyone have any knowl-
edge of that at the table here?

Ms. DUKE. I don’t know if it was communicated to Congress, but
that was the ceiling on the contract. So that was the maximum
amount we could award under the Unisys contract.

Mr. VAN HOLLEN. I am just interested in a response. Here we
have a situation where internally, according to testimony of people
who were there, there was an understanding that the cost of this
contract would be between up to $3 billion to $5 billion. And yet
a ceiling on the contract was set at $1 billion. It just seems to be
a case of obvious effort to mislead people with respect to what the
true costs were. I am just interested in a response. I don’t know
who was involved.

Mr. GUNDERSON. I wasn’t there in the summer of 2002. I joined
TSA in December 2002. But my understanding from a require-
ments standpoint, when TSA was trying to assess what is that
what I called the realm of IT requirements, they were having a dif-
ficult job trying to get their hands around that.

Ultimately, there was a decision made that OK, we know that we
are going to have this billion dollar need, and that is what we are
going to move forward with. Whether there might have been some-
thing else beyond that, there may have been. But the decision was
to award a contract that was able to be kind of geared toward the
billion dollar ceiling.

Mr. VAN HOLLEN. Let me ask you this. Is the job going to get
done for $1 billion?

Mr. GUNDERSON. In some of the other contracts we have had, as
TSA’s mission evolved, the requirements changed. So what may
have set out to be done at $1 billion, other things came in and took
different priorities.

Mr.?VAN HOLLEN. Were you personally involved in this whole de-
cision?

Mr. GUNDERSON. No.

Mr. VAN HOLLEN. Because what you are saying really contradicts
what I understand the record found. You are saying that it was $1
billion, you set it and then there were changes that you discovered
later on that caused this cost overrun. The testimony in the find-
ings as I understand it, from the IG, are very different. It is that
there was an understanding up front that this was going to cost
more than $1 billion, and yet a contract ceiling was put on for $1
billion, knowing full well that wasn’t going to be the case.

Do you have information to suggest that is not what happened?
Do you agree with the assessment that there were people inside
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the Department of Homeland Security who knew full well that the
costs were going to be more than $1 billion at the time they set
a contract cap of $1 billion?

Mr. GUNDERSON. What was written in the IG report is what I
know with respect to a number larger than $1 billion. I don’t know
gf anything in my discussions at TSA that support the larger num-

er.

Mr. VAN HOLLEN. All right. Well, thank you. Thank you, Mr.
Chairman.

Chairman Tom Davis. Thank you very much. Just a couple
wrap-ups and I will let you go.

Ms. Duke, let me just ask you, who has contractual authority
within the Department of Homeland Security? As the Chief Pro-
curement Officer, do you have any warrants yourself, or do you just
kind of oversee policy?

Ms. DUKE. I do not have a warrant. I oversee policy and I also
directly supervise one of the eight contracting shops.

Chairman Tom DAviS. Does the CIO have any contracting au-
thority?

Ms. DUKE. No.

Chairman ToM DAvis. He has no warrants, either?

Ms. DUKE. Correct.

Chairman ToMm DAvis. Now, if someone has a product that they
think they should sell, is it appropriate for them to talk to the CIO,
or to you, to say, what are the needs of the Department?

Ms. DUKE. Yes, either.

Chairman ToM DAvIS. And you don’t consider that selling to the
Government, that is more of an information type of meeting?

Ms. DUKE. Yes.

Chairman ToMm DAvis. If they actually want to sell it, they would
have to talk to a procurement officer, isn’t that correct?

Ms. DUKE. Yes.

Chairman Tom Davis. OK. There is a lot of misunderstanding
about what you do. But you are kind of the policy shop at this
point. A real problem comes down a couple tiers where you get to
the people who are contracting who, you tell us you don’t have
enough people, they need appropriate training. Do you have enough
tools? Do you need more tools for contracting, like more share on
savings contracts, more fixed price vehicles? Give us any thought
on the vehicles that you have available for contracting.

Ms. DUKE. Share in savings or that type of methodology is some-
thing we are looking at where, because of some new mission re-
quirements we don’t have the up-front capital to deploy technology.
So we are looking internally at how we could possibly do a share
in savings type.

Chairman ToMm DAvis. That limits your downside, doesn’t it?

Ms. DUKE. It does. But it is the standard argument of whether
it is more expensive to do a lease-utility type of arrangement. But
we are looking at that in the preparation of the fiscal year 2008
budget submission.

Chairman ToM Davis. Mr. Zavada, two of the contracts high-
lighted in our staff report were managed by TSA. Congress has ex-
empted TSA from the competitive acquisition laws. Do you think
that TSA’s exemption helped or hurt its ability to award and man-
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age the contracts for airport screeners and information technology
infrastructure?

Mr. ZAVADA. From my perspective, it seemed that the problems
were so fundamental in terms of shifting requirements and lack of
oversight that they might not have been related to the differing au-
thority.

Chairman ToMm DAvis. OK. What does that mean? [Laughter.]

Mr. ZAVADA. 1 guess what I am saying is that in those two con-
tracts, the pattern was similar. They had changing requirements,
they had a lack of oversight. They were both at a time when TSA
had just begun their operations and they were doing things on a
very accelerated time table.

Chairman ToMm DAvis. Thank you.

Mr. Ely, let me just ask you, how is U.S. VISIT coming? That is
the largest procurement, I think, from this Department, one that
had some controversy in the House. How is that coming together?
How is the oversight of that? How are contractors performing? How
is the schedule? Can you give me a brief overview? Or if you can’t,
I will ask Ms. Duke.

Mr. ELY. Yes, this is more her area, sir.

Chairman Tom DAvis. That is a higher level, what you are kick-
ing it up to.

Ms. DUKE. There was a recent report on U.S. VISIT in terms of
contract management. It was rated as the contracts that DHS is
administering itself are going actually well. Only about half of
those are done by DHS and there are some done by other agencies.

The main criticism has been whether it is an effective program.
We are dealing with U.S. VISIT in terms of new credentialing pro-
gramming office and trying to deal with it that way. But there
have been questions about the effectiveness of the program.

Chairman ToM Davis. The reason I ask is, you mentioned the
GAO released a report stating that the Department’s management
and oversight of U.S. VISIT related contracts are not yet at the
level they need to adequately ensure success. We have a lot of the
top contractors in the country working on this who have a lot of
innovative—you have to rein them in and direct them. So often
when these things go south it is the fact that we are not on top
of them. I can’t emphasize enough how important it is that this
contract work and that we bring this in. Can you assure us we are
doing everything we can to oversee this, at least from your Depart-
ment?

Ms. DUKE. Yes.

Chairman ToM Davis. I think that is all I have. Anyone else?
Mr. Van Hollen.

Mr. VAN HOLLEN. Mr. Chairman, just a couple of things. First
of all, I want to say to Ms. Duke, welcome. I know you are rel-
atively new to the Department and I wish you all the best.

Chairman ToMm DAvIS. She is a career employee, too, so they sent
her up here today.

Mr. VAN HOLLEN. Yes, I know, and I wish you all the best as you
try and clean up a lot of the mess that we have been talking about
today. I hope all of us can work together to make sure that we ad-
dress the serious problems that have come to light.
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Just for the record, Mr. Chairman, with respect to the Unisys
airport contract I was talking about, I would like to just point out
that in the Office of Inspector General’s report that was issued in
February, they said, “Several TSA officials said they never ex-
pected to complete all of the contract objectives within the original
contract ceiling and originally estimated the contract could cost be-
tween $3 billion to $5 billion, but set the contract ceiling at $1 bil-
lion.” And in a Washington Post article dated October 23, 2005,
Patrick Schambach, who is the former chief information officer at
TSA who managed the project, said that it was just a guess and
that Government officials who spoke at a background briefing said
that they knew at the time that the project would cost closer to $3
billion, but used the $1 billion figure because it would be more pal-
atable to Congress. Schambach said senior Transportation Depart-
ment officials told him to cite the $1 billion figure.

It is just outrageous, actually, that people would be trying to
game Congress and trying to game the American people by provid-
ing a number to the Congress that they know at the time they sub-
mit it is wrong. We have unfortunately seen this in other legisla-
tion and we don’t need to talk about the prescription drug bill and
the changing estimates, one known at the administration at the
time to be much higher in terms of cost to the American people
than the number that was provided to Congress.

But this kind of thing has to end, and I hope, Ms. Duke, on your
watch it will certainly end with respect to procurement issues at
the Department of Homeland Security.

Thank you, Mr. Chairman.

Chairman ToMm DAvIiS. Would you like to add anything?

Ms. DUKE. I am committed to working honestly and openly with
this committee and Congress. I thank you for that opportunity.

Chairman ToMm DAvis. Thank you very much. We will dismiss
this panel and take a 2-minute break and get our next panel.
Thank you.

[Recess.]

Chairman ToMm DAvis. The meeting will come to order.

We have our second witness up today, no stranger to this com-
mittee, Clark Kent Ervin. He is the director of the Homeland Secu-
rity Initiative at the Aspen Institute. We very much appreciate
your being here today. Of course, you have had prior work at
Homeland Security to this.

It is our policy that we swear you in. If you would rise and raise
your right hand.

[Witness sworn.]

Chairman ToMm DAvis. Thank you very much.

We expect a vote momentarily, but why don’t you go ahead, get
your statement in and try to get through as quickly as we can.
Thank you for your patience in being here today.

STATEMENT OF CLARK KENT ERVIN, DIRECTOR, HOMELAND
SECURITY INITIATIVE, THE ASPEN INSTITUTE

Mr. ERVIN. It is my pleasure, Mr. Chairman, and thank you very
much, and ranking member all the members of the committee, very
much for having me. Thank you for holding this hearing on a very
important topic, needless to say.
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Though the Department is only 3 years old, it has already firmly
established a reputation, needless to say, as one of the more dys-
functional agencies in Government. This is especially true in the
area of procurement. This is not just a matter of wasting precious
taxpayer dollars, as bad as that is, especially at a time of tight
budgetary circumstances, it also constitutes a gap in our security
that terrorists can exploit to kill Americans and harm our economy.
Because every dollar wasted on a flawed contract or flawed con-
tracting process is a dollar that could have been spent to make our
Nation more secure.

If that is the bad news, the good news is that lessons can be
learned from the last 3 years. These lessons translate into several
common sensical principles, as follows.

First, the lesson to take away from FEMA’s disastrous perform-
ance during Katrina and from TSA’s $19 million contract to set up
an elaborate operations center is that all contracts should be com-
peted, even when the dollar amount is under the legal threshold,
to ensure that the best possible value is obtained for the American
people. In the past, emergencies have been used to justify no-bid
contracts. But emergencies, especially at a Department of Home-
land Security, should be anticipated and planned for in advance by
putting in place competitively bid contingency contracts, so that the
Department is not forced to do in extremis what it would not will-
ingly do under normal circumstances.

Second, one lesson to take away from the Boeing Company’s $1.2
billion contract to install and maintain explosive detection systems
at airports is that under no circumstances should the Department
allow contracts to become de facto illegal cost plus percentage of
cost contracts. Such contracts are illegal for a good reason: because
the higher the contract’s cost, the greater the contractor’s profit.
There is no incentive for contractors to economize, and every incen-
tive for them to overcharge.

Third, another lesson to take away from that particular contract
is that when the bulk of the work under a contract is to be done
not by the prime contractor but by subcontractors, the Department
should save money by cutting out the middleman and contracting
directly with the subcontractors.

Fourth, the lesson to take away from the $1 billion Unisys con-
tract, which we have talked about, and also the $2 billion Secure
Border Initiative contract, is that under no circumstances should a
contractor be allowed to define contract requirements. If we leave
it up to contractors to determine what Government agencies need,
chances are high that contractors will decide that the agencies
need more expensive things than they actually do.

Fifth, under no circumstances should contractors in the business
of providing the very goods and services at issue oversee the work
of fellow contractors.

Sixth, one of the lessons to take away from the contract to pro-
vide limousine services to DHS personnel that has been linked to
the Duke Cunningham congressional bribery case is that back-
ground checks should be required not only on those of the contrac-
tor’s employees who are to provide services under the contract, but
also on the contractor’s officers, directors and major shareholders.
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Seventh and finally, penalties should be built in contracts for
failure to perform, tardiness, bonuses, performance awards and
other incentives should be paid only when earned.

In addition to the foregoing, the number of procurement officers
in the Department should be significantly higher than it presently
is. It is not just a question of throwing more bodies at the problem.
The people hired should have years of Government contracting ex-
perience. Otherwise, there will simply be more DHS procurement
officials for more experienced private sector procurement experts to
take advantage of.

Further, part of the problem with procurement is that the De-
partment’s Chief Procurement Officer does not have the authority
that her title implies. The CPO, as we just heard, lacks presently
and should be given the power to hire, fire, and otherwise direct
the work of the component procurement heads. Otherwise, compo-
nents will continue to make discrete purchases that are not in the
overall interest of the Department.

I will submit the rest of my statement for the record, Mr. Chair-
man, and will be happy to take your questions. Again, thank you
very much.

[The prepared statement of Mr. Ervin follows:]
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TESTIMONY OF CLARK KENT ERVIN BEFORE THE. HOUSE COMMITTEE
ON GOVERNMENT REFORM ON THE SUBJECT OF ACQUISITION
REFORM AT THE DEPARTMENT OF HOMELAND SECURITY, JULY 27. 2006

Thank you, Mr. Chairman and Mr. Ranking Member, for inviting me to testify today on
the state of contracting at the Department of Homeland Security. Though the department
is only three years old, it has firmly established a reputation as one of the more
dysfunctional agencies in government, and this is especially true in the area of
procurement. This is not just a matter of wasting precious taxpayer dollars, as bad as that
is, especially now at time of significant budgetary challenges. It also constitutes a gap in
our security that terrorists can exploit to kill Americans and harm our economy, because
every dollar wasted on a flawed contract or flawed contracting process is a dollar that
could have been spent to make our nation more secure.

If this is the bad news, the good news is that lessons can be learned from the last three
years. These lessons translate into several commonsensical principles, as follows.

First, the lesson to take away from FEMA’s disastrous contracting performance during
Katrina, and from the TSA’s $19 million contract to set up an elaborate operations center,
is that all contracts should be competed, even when the dollar amount is under the legal
threshold, to ensure that the best possible value is obtained for the American people. In
the past, “emergencies™ have been used to justify no-bid contracts, but emergencies,
especially at a Department of Homeland Security, should be anticipated and planned for
in advance by putting in place competitively bid contingency contracts so that the
department is not forced fo do in extremis what it would not willingly do under normal
circumstances.

Second, one lesson to take away from Boeing’s $1.2 billion contract to install and
maintain explosive detection systems at airports is that under no circumstances should the
department allow contracts to become de facto illegal “cost plus percentage of cost”
contracts. Such contracts are illegal for a good reason - because the higher the contract’s
cost the greater the contractors™ profit there is no incentive for contractors to economize
and every incentive for them to overcharge.

Third, another lesson to take away from that contract is that when the bulk of the work
under a contract is to be done not by the prime contractor, but by subcontractors, the
department should save money by cutting out the middleman and contracting directly
with the subcontractors. )

Fourth, the lesson to take away from the $1 billion Unisys contract to supply TSA with
an IT system is that under no circumstances should a contractor be allowed to define
contract requirements. If we leave it up to contractors to determine what government
agencies need, chances age high that the contractors will decide that the agencies need
more expensive things than they actually do.
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Fifth, under no circumstances should contractors in the business of providing the very
goods and services at issue oversee the work of fellow contractors.

Sixth, one of the lessons to take away from the contract to provide limousine services to
DHS personnel that has been linked to the Duke Cunningham congressional bribery case
is that background checks should be required not only on those of the contractor’s
employees who are to provide services under the contract but also on the contractor’s
officers, directors, and major shareholders.

Seventh, penalties should be built in contracts for failure to petform and tardiness, and
bonuses, performance awards, and other incentives should be paid only when earned.

In addition to the foregoing, the number of procurement officers in the départment should
be significantly higher than it presently is. And, it’s not just a question of throwing more
bodies at the problem; the people hired should have years of government contracting
experience. Otherwise, there will simply be more DHS procurement officials for more
experienced private sector procurement experts to take advantage of.

Further, part of the problem with procurement is that the department’s “Chief”
Procurement Officer” does not have the authority that her title implies. The CPO should
be given the power to hire, fire, and otherwise direct the work of the component
procurement heads; otherwise, components will continue to make discrete purchases that
are not in the overall interest of the department. This has been a problem since day one,
not only with regard to the Chief Procurement Officer, but also with regard to the Chief
Financial Officer and the Chief Information Officer. Secretary Ridge was never willing to
fix the problem, and despite a “second stage review” that promised to fix problems like
this one, Secretary Chertoff has likewise failed to address it.

Moreover, I suggest investigating the degree to which DHS, relative to other agencies its
size, relies on contractors to perform its core functions. (This suggestion was prompted
by my surprise recently when, to request that a department official attend a meeting I had
to make the request through a contractor who keeps his schedule.)

Finally, it is critical that the department’s Office of Inspector General have the resources
necessary to audit major department contracts. To ensure that the OIG has the resources
to do so, consideration should be given to setting aside a small percentage of each
increase in the annual DHS budget to fund such OIG oversight.

Thank you, again, for your invitation, and I look forward to answering your questions.

Clark Kent Ervin

Former Inspector General

United States Department of Homeland Security
Director, Homeland Sectirity Initiative

The Aspen Institute
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Chairman Tom Davis. I will just say, I think your testimony
speaks for itself. I think you have given us some very good sugges-
tions.

Mr. Waxman.

Mr. WAXMAN. Thank you, Mr. Chairman. I also agree with the
chairman. I think you have given us very specific, important sug-
gestions for improving the way contracts are handled.

You have been the Inspector General for DHS. You have exam-
ined several of the most problematic Homeland Security contracts.
I want your frank insights as to what went wrong and how we can
fix it, so that future contracts increase our security and protect the
taxpayer.

I asked the previous panel about contracts for border security.
They had this contract called ISIS. Over $400 million was spent on
thousands of cameras and sensors to monitor our borders, and then
these cameras malfunctioned. If the weather was bad, it didnt
work at all. And it only covered 5 percent of the border.

So they realized that is not going to protect our border. Now
DHS, after botching this one, is trying to develop another contract.
But they didn’t seem to learn their lessons. Instead, they have this
vague proposal, request for proposals, with words like, we want
something that is highly reliable, available, maintainable, cost ef-
fective, to manage, control and secure the border using the optimal
mix of proven, current and next generation technology, infrastruc-
ture, personnel response capabilities and processes.

Now, that sounds good, but it is so vague. Does this adequately
define technical or cost requirements? Aren’t they just making the
same mistake over and over again?

Mr. ErRVIN. You are absolutely right, Mr. Waxman. Einstein de-
fined insanity as doing the same thing over and over again and ex-
pecting a different result. In fact, it is not just ISIS. Before ISIS,
or rather, before the Secure Border Initiative, right after ISIS,
there was the American Shield Initiative that was intended to do
the very same thing, a combination of more border patrol agents
and greater use of technology.

So essentially, we have the same thing with the Secure Border
Initiative, but arguably it is worse in this instance, because as you
say, of the vagaries of the contract mechanism let here. Under no
circumstances, as I say, it seems to me, should any department, es-
pecially the Department of Homeland Security, leave it up to con-
tractors to define exactly what it is the Department should obtain,
because needless to say, it is pretty clear that the contractors are
going to decide that the Department needs more expensive tech-
nology than it actually does. It is highly questionable whether in
the end the technology will actually work.

Mr. WAXMAN. Well, it is really amazing to me. The Republicans
are saying, we have to do something to protect our borders, we
have all these people coming to the borders, it is an open border,
in effect, even terrorists can get through. But certainly millions of
illegals are getting through.

So they are going around the country holding hearings on this
problem. Some of them have suggested already they passed the bill
before they had the hearings. We ought to build this huge fence.
Now, can you imagine what it would be like if they follow these
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kinds of procedures? They are going to say to contractors, give us
a contract, we will spend whatever billions it takes to build a
fence? Do you think that is a clear enough idea of how to protect
the borders?

Mr. ERVIN. Absolutely not. It is the job of Government to decide
how to execute policy. If the policy judgment has been made that
we need to secure our border, and certainly, we do need to secure
our border, and I support that policy judgment, needless to say,
then it is up to the Government to determine exactly how that
should be done, and then to define contract requirements for con-
tractors to follow, not the other way around.

Mr. WAxXMAN. Well, I want to commend you for your work as In-
spector General, your testimony to us today. I hope this hearing
will serve as a wakeup call for the administration. This utter in-
competence has to stop. Americans deserve better than more of the
same, and we need to head in a new direction.

I yield back. Thank you.

Chairman Tom Davis. Thank you.

Mr. Cummings.

Mr. CUMMINGS. Just very briefly. I too agree that you have done
a great job here.

But I am just wondering, is this basically incompetence? Is it a
lack of—it seems like it is deja vu all over again. I am just trying
to figure out, is it that we are hiring the wrong people? Is it struc-
tural? In other words, the structure of the process. Is it a systemic
process?

I just want to get down to the nitty-gritty of it, the bottom line.

Mr. ERVIN. I think that is a key question, Mr. Cummings. I guess
I would start by saying that all of these problems that we are talk-
ing about here today were anticipated at the very beginning. I
wrote a memo, or attempted to write a memo, to the then-Sec-
retary, Secretary Ridge and to the Deputy Secretary, Gordon Eng-
land, on March 18, 2003, which was less than a month after the
Department was officially established. In that memo, I said, two
areas that DHS needs to get control of early to minimize waste and
abuse are the procurement and grant management functions, get-
ting the right leadership and systems in place for both functions
should be made a high priority. Early attention to strong systems
and controls for acquisition and related businesses processes will
be critical to ensuring success and maintaining integrity and ac-
countability.

I subsequently found out that this memo actually did not make
it to the Secretary and the Deputy Secretary because it was held
up in the clearance process, even though Inspector General memos
are not to be held up, uniquely, unlike any other communication
from any other official in the Department, by, of all people, the
Under Secretary for Management. Her rationale, I subsequently
learned, for having done that, was that she knew that the controls
I was recommending were not in place and she didn’t want the Sec-
retary to know that.

So the seeds of all this were laid at the beginning. To answer
your question directly, I think it is a combination of things. First
of all, incompetence, as you say. Two, I think under-funding. And
I say that as a conservative Republican who typically does not call
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for greater Government spending. But you can’t do anything on the
cheap, and you certainly can’t do homeland security on the cheap.
And a key part of homeland security is procurement. There were
too few, at the beginning, there were too few and there remain too
few procurement professionals. As I say, it is not just a question
of numbers, but we need people who are also experienced and ex-
pert in this area.

Finally, I would say it is a question of accountability. There are
no consequences when on a repeated basis these kinds of things
happen. One of the questions in the earlier round was whether
there had been any penalties meted out against the companies that
failed to perform in these instances. We heard in prior testimony
that at least one of these companies continues to perform contracts
for the Department.

And by the way, finally, I would say, people in the Department
of Homeland Security who oversaw these functions subsequently go
on to the private sector to some of the very companies that have
taken advantage of the Department.

So unless and until we get to these root problems, this kind of
thing will happen again and again.

Mr. CUMMINGS. Mr. Chairman, I will submit some written ques-
tions.

[The prepared statement of Hon. Elijjah E. Cummings follows:]
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U.S. House of Representatives
109" Congress

Opening Statement
Representative Elijah E. Cummings, D-Maryland

Full Committee Hearing:
“Code Yellow: Is the DHS Acquisition Bureaucracy a Formula for Disaster?”
Committee on Government Reform

July 27, 2006

Mr. Chairman,

Thank you for holding this vitally important hearing on waste, fraud and mismanagement
in contracting practices at the Department of Homeland Security (DHS).

As you know, since its inception, DHS and its predecessor agencies have entered into
contracts worth well over $20 billion. Last year alone, it entered into over 63,000
contracts worth $10 billion. Notably, more than half of those were no-bid contracts.

The opportunity for waste under such a system is great.

Officials at DHS have proven time and again that they will dole out taxpayer dollars to
contractors that are unable, or unwilling to get the job done. Worse yet, they continue to
do so without seeking the best price available.

Efforts to secure our borders illustrate this point.

Last week in the Subcommittee on Criminal Justice, Drug Policy and Human Resources,
on which I serve as ranking member, we held a joint hearing with Subcommittee on
Economic Security, Infrastructure Protection and Cybersecurity entitled, “Fencing the
Border: Construction Options and Strategic Placement.”

During that hearing we heard testimony on how much it would cost to build a fence on
our Southern border. Under most estimates, it would be about $1 million per mile—
that’s about $380 million under in the Senate bill, and at least $700 million in the House
version. It’s no small project.

As I listened to the witness’s testimonies, I could not help but consider the potential for
waste, fraud and mismanagement associated with such a project.

If past experience is any indication, the outlook is not good. The Office of Border Patrol
in 1997 spent $429 million to deploy thousands of cameras and sensors on the Mexican
and Canadian borders that don’t work.
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The program known as the Integrated Surveillance and Intelligence System (ISiS) is
largely ineffective because the cameras used do not have the ability to detect movement
automatically, allowing illegal activity to go unnoticed unless border patrol personnel are
monitoring the cameras at the time.

Furthermore, the cameras frequently lose power, they malfunction when exposed to
snow, ice, humidity, and extreme temperatures—and they only cover about 5 percent of
the border.

I think we can assume that DHS could have anticipated at least some of these problems
before it spent $429 million on the project.

And yet, the department appears to have learned little from this mistake. DHS is
preparing to award a new $2 billion contract to secure the border—but DHS has not yet
determined how it intends to accomplish this goal. Shouldn’t this be determined before a
$2 billion contract is awarded?

Incredibty, DHS Deputy Secretary Michael Jackson told potential bidders for the
contract: “We’re asking you to come back and tell us how to do our business.”

That is a statement we simply cannot justify to the American people. No businessman in
his right mind would award a contract of that magnitude for an undefined project. There
is no reason why government officials should act differently.

We have an obligation to be good stewards of taxpayer dollars, and to run government as
effectively and efficiently as possible. Unfortunately, it consistently fails to live up to
that standard.

I'want to thank the Chairman and the Ranking Member for their attention to this vitally
important issue.

Tlook forward to the testimonies of today’s witnesses and yield back the balance of my
time.
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Chairman ToMm DAvis. Thank you very much.

Mr. Van Hollen.

Mr. VAN HOLLEN. In light of the time, I will be very brief as well.
I want to thank you for your testimony. I think it is particularly
valuable, because as others have said, you have some very specific
recommendations in here that I would hope on a bipartisan basis
we could implement as soon as possible.

Your last remark suggested that if maybe the memo had gotten
to the top, maybe someone would have done something about it. I
do believe leadership starts at the top. I do know elsewhere you
have said that in fact you were able to at least have a conversation
with Secretary Ridge about this, and sort of the response you got
at the time was, why are you always being so critical. Well, if your
early warning had been heard then, we might be in a better posi-
tion today.

Can you just briefly, that was the response you got from the very
top leadership, what are you so worried about, why are you always
carping about this. Can you just respond to that?

Mr. ERVIN. That unfortunately is an attitude that I found time
and again at the Department of Homeland Security. Rather than
seeing these kinds of recommendations as being helpful and as the
kind of thing that if put in place could reflect well on the Depart-
ment, on the administration, instead, as you suggest, all too often
it was taken the wrong way.

But the good news, as I say, is that it is not too late. We can
prevent these kinds of abuses from going forward in the future if
the recommendations that I am advancing today are put in place.

Chairman Tom DAvis. I was going to ask you how you got the
name Clark Kent Ervin before we started, but you have certainly
shown yourself bullet proof to some of the occurrences during your
career. [Laughter.]

Thank you. You have given us a lot of food for thought on this.
This is not a political issue, it is our job as oversight. We appre-
ciate you coming forward, and others, trying to identify problems.
We are trying to solve them for the American people and solve
them money. This has been very, very helpful to us. Thank you for
your patience and thank you for your great testimony.

Thank you.

At this point, I think we have, Mr. Waxman thanks me for ask-
ing you about the Clark Kent question. [Laughter.]

At this point, I think this has exhausted us, and I am going to
adjourn the hearing. Thank you very much.

[Whereupon, at 12:15 p.m., the subcommittee was adjourned.]

[The prepared statement of Hon. Todd Russell Platts and addi-
tional information submitted for the hearing record follows:]
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COMMITTEE ON GOVERNMENT REFORM

STATEMENT OF

REP. TODD RUSSELL PLA 778, P4-19
CHAIRMAN, SUBCOMMITTEE ON GOVERNMENT MANAGEMENT, FINANCE AND ACCOUNTABILITY

For Immediate Release: Contact: Tabetha Mueller
July 27, 2006 (202) 225-3741

Thank you for holding this important hearing, Mr. Chairman.

The problems that have been detailed today are concerning, and they are precisely the reason I
introduced the DHS Financial Accountability Act {P.L. 108-330] during the 108" Congress, which the
President signed into law on October 16, 2004. That law puts DHS under the most stringent audit
requirements of any Federal agency.

The contracting problems we are hearing about today are the result of breakdowns in internal
controls — the checks and balances that should be in place to ensure that every transaction is done
properly. Under the DHS Financial Accountability Act, the Department has to document their internal
controls and have an auditor attest to the effectiveness of those controls.

This type of review — the equivalent of going through DHS accounting practices with a fine-
tooth comb ~ is the only way to get to the root cause of contracting problems. The reviews are
underway as we speak, and the internal controls audit opinion and accompanying report will be issued
on November 15, 2006.

Perhaps more important than the report is the work that is going on right now. Itismy
understanding that the Office of the Inspector General has been working to present its findings
quarterly to the Office of the CFO - providing clear recommendations and measuring progress during
the fiscal year. This internal controls audit report will assist the Committee in its oversight efforts, but
most importantly will help DHS management improve the effectiveness of internal controls and go a
long way toward providing a long term solution to the problems we are hearing about today.

Thank you, Mr. Chairman, for your help in passing the DHS Financial Accountability Act, both
as an original cosponsor of the bill and as a champion of its passage in Committee and the House.

e
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Febroary 13, 2002

The Honorable Tom Ridge
" Assistant to the President for Homeland Security
Office of Homeland Security
The White House
1600 Pernsylvania Avenue, N.W.
Washington, DC 20500

Dear Governor Ridge:

Lam writing on behalf of Mr, Glen Gaylinn, who is President of the Liberty K9 Detection Teams
Program and a resident of Norwalk, Connecticut. .

Mr. Gaylim contacted my office concerning ihe need for more bomb sniffing dog teams for
increased security in airports and other facilitics throughout the country. He believes bis program
provides & unique approach 1o training large numbers of K9 teams to meet the demand for these
services. Please.find enclosed a copy of Mr. Gaylinn’§'correspondence with my office. As this is
& matter under your jurisdiction, I am referring his letter to you for an appropriate response.

Thank you for your care and attention to this matter.
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(CONGRESS OF THE [ NITED STATES

May 11,2005

Mr. Dave Kontny m

Dircstor, Department of Homeland Security

Office of the National Explosives Detcction Canine Team
TSA HQ: TSA~18601 South 12(h Street

Aslington, Virginia 22202-4220

Dear Dave:

1 am writing on behaif of Glen Gaylinn, Prosident of Liberty K9
Detection Teams, who has presented me with a program to irain
and implement K9 detoction teams, According to Mr. Gaylinn,
his program would produce unprecedented nunbers of those
teams for the deployment of bomb and chemical/biological
detection in the field.

Mr. Gaylina believes that K9 detection teams are the moat
effoctive means of detocting cxplosives and chemical/biological
agents, both in terms of pexformance and cost-effectivencss. His
rescarch finds current conventional methods used to wain those
teams is not sufficient to meet post-9/1 1 security demands, and 1
feel his research merits consideration.

Mr. Gaylinn aud his associates have expressed their willingness
to meet with you at your convenience to further explain and

represent their proposal, He can be reached at:

Liberty K9 Detection Teams Program
177 MacDougal S1. Suite #3

New York, NY 10011
Glen74@aol.com  212/375-1712

Thank you for your consideration. I I can be of further
assistance in this mater, please do not hesitate to contact my
Chief of Staff, Betsy Hawkings, at 202/225-5541.

83 ,
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0.5, Department of Homeland Secrity

AU 3 8 2003

Tha Honorable Joseph 1, Lieberman
United States Senate
Washington, D.C, 20510

Dear Senator Lieberman:

Thank you | for your leﬂsr on behalf of your constituent, Mr. Glsn Gaylinn. In your

sted that we review Mr. Gaylinn's concems about the
need for bomb snﬂlng cfog teams for the Department of Homesland Security (DHS).
The Bureat: of Customs and Bordar Prolaction {CBP) has recently completed #ts
review of this matler. Please allow me to outline our findings.

Tha U8, Customs Service, U.3. Border Patrol, and pars of the U.S. Inwnigmﬁon
and Naturalization Service and the U.8. Dep 1t of Agriculture d on
March 4, 2003, and became CBP. Thammemsu!tedlnthecormﬁdatbnof
resoumesblncmdecanm ofﬁcersand caﬁnetramng ac:edemiesofeach

“legacy” sg of these d the
effectivaness and eﬁclem:y of ¢anine enforcament acﬁvity all across our Nation's
borders,

The CBP Canine Program has increased in both size and significancs to support
our antHterroriem mission. Our currant staffing includes more than 1,381 canine
taams covering 72 ports of entry. Thres canine enforcement fralning centers
operate round-the-clock and have the capacity to train a sufficient number of
canine teams annually for Federal, State, and local law enforcement agencles.

The CBP mission of deterring terrorist attacks within-the tlnited States and
reducing America's vulnerabllﬂyto termnsm 6 well supported‘hv the ongoing
efforts of our axph curaney and fad
human detector dog neams The CBP canine enforcement program will continue to
sat the highest standard In the training of detector dogs.

Faskinglon, 5. C, 20528
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_Atthis time, CBP s not offering fedaral grants for canine-specific endeavors.
However, our resesrch does indicate that the Bureau of Alcohol, Tobacsd,
Firearms and Explosives may hava a federal gramt available fot the “training of
stateandbcal!awenbwemMsgenciesinmmncﬂonwmmnhmm
scquisition of canines for explosives and fire accelerants.”

{ appreciate your interest in the Department of Homeland Securlty, and we look forward
1o working with you on future homeland security issues. I we may be of further
assistance, please contact the Office of Leglsistive Affoirs et (202) 2054412,
Sinceraly,

Palnala J. Tumer

Assistant Secretary for Legislative Affairs
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Detection Teams Program .

July 21, 2006

Dear House Committee Members:

On behalf of my associates and as President of Liberty K9 Detection Teams Association,
I am submitting this testimonial to relate our frustration at interacting with the DHS.

Our association, comprised of some of this country’s foremost experts in K9 bomb
detection, offers a program which can output 15X the current federal rate of production
of quality bomb dog teams at a cost lower than the current federal allocation, (proposal
attached). Several house committee members have reviewed, and were all intrigued at
the design and merits of our program. They each commented that DHS was set up to
jump-start programs such as ours due to the new terrorism paradigm of 9/11. We were
advised to submit our proposal to the DHS as an “unsolicited proposal”.

12/2001: Faxed our proposal to the Homeland Security Office as they instructed, (2X).
2/2002: Sen. Lieberman requested a review of our program from Tom Ridge, (attached).

6/2002: D.C. Police Sgt. Process Server is not granted an appointment to make delivery
of our proposal to the Homeland Security Office, (notarized statement attached).

2003-2005: Our proposal is submitted on three occasions to the DHS in exact
compliance as an “Unsolicited Proposal”, (certified return receipt ID’s attached).

3/2005: DHS Dir. Kontny confirms via phone that he is in possession of our proposal.

5/2005: Congressman Shays’ Chief of Staff; Betsy Hawkings, wrote to Dir. Kontny at
DHS requesting a review of the Liberty K9 proposal, (attached).

2/2006: Ms. Snyder, (asst. to DHS Dir. Kontny), requested that we submit our proposal
yet a fourth time. We did so on 4/20/2006. This time DHS has not returned the
receipt of delivery, but | have attached the proof of certified mail receipt.

Our 26 page proposal has been submitted for review to the DHS on 9 occasions and has )
not received a legitimate review or critique of our program to date.

On 4/2006, DHS sent us a copy of a brief “review” to Senator Lieberman dated 8/2003,
(attached). The note states that their findings are that the consolidation of the resources
of the new DHS has “increased the effectiveness and efficiency of canine enforcement
activity all across our Nation’s borders”, and that they “have the capagcity to train a
sufficient number of canine teams annually.” There was no review or reference to our
proposal in the brief and seemingly defensive note.

Interestingly, On 9/28/2005, the findings of a House Committee hearing: “Sniffing Out
Terrorism: The Use of Dogs in Homeland Security”, (with testimonial given by
Department Directors of DHS), as well as an extensive research report conducted by our
association directly refuted the above contention.

177 MacDougal Street Suite #3 % New York, NY 10011
Phone: (212) 375-1712 % Fax: (801) 788-1824
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Detection Teams Program .,

It is our deepest hope that this committee will seriously take the steps necessary to
eradicate the cumbersome bureaucratic red tape at the DHS and help to allow more
creative thinking from the private sector to assist in defending our nation from a most
threatening adversary.

If 1 can be of any further assistance to the committee on this matter, it would be my
honor to avail myself to you.

Sincerely,

Glen Gaylinn, President

Liberty K9 Detection Teams Program © 2001
177 MacDougal St. Suite 3

New York, NY 10011

(212) 375-1712

177 MacDougal Street Suite #3 % New York, NY 10011
Phone: (212) 375-1712 % Fax: (801) 788-1824
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LIBERTY K9

Detection Teams Program

Output of 1,000 Teams Per Year
(10X Current National Rate)

Proposal for implementation to the
Department of Homeland Security

Copyright ©2001
Glen Gaylinn, President
{212) 375~ 1712
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EXECUTIVE SUMMARY

Liberty K9 Detection Teams Program offers a viable solution to remedy
an acute shortage in production of K9 Detection Teams, due to the incredible
demand for them since 9/11/2001. These teams have been proven for decades
to be the most effective, reliable, and efficient means of terrorism prevention.
They also serve as a visible deterrent to terrorists as well as an obvious and
acceptable statement to the citizenry of our anti-terrorism efforts.

Our proposal asks to assist in consulting the United States Government’s
Department of Homeland Security on their current Bomb Dog Production.
Liberty K9 offers to either on its own, or working with the current federal
program in a consulting role; develop and operate a restricted compound which
will supply upwards of 1,000 quality Detection K9 Teams per year. Each team
consists of a trained and certified Detection K9 and Handler.

Our program will revolutionize the entire process for development of such
teams. The Liberty K9 compound will operate as an institution which will bring
together a staff of over 70 of the nation’s most highly skilled professionals in K9
Detection Training and in K9 care. We will work with approximately 200
Detection Teams at a time, over a 10-week course. This uniqueness will allow
us to create the mentioned 1,000 quality K9 Detection teams each year.

These K9 Detection Teams can then be deployed under contract by
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the Federal Government, (Department of Homeland Security), as well as by the

private sector, to protect the public and to preserve the liberties of our citizens.

Our team is comprised of our nation’s foremost leading innovators and
experts in the fields of K9/Handler Detection Training and K9 care. Our
reputations in our respective and applicable fields are unmatched nationwide.
Our creative, ground-breaking insights within our professions and our strict
adherence to quality leads us to contend that we are the best candidates for

this noble and necessary task.
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PROBLEM

Our civil liberties have been compromised due to the reality that
terrorism is now, and will always be, a constant threat in our society. More
broadly, the way in which we go about our lives will be bogged down in
cumbersome individual personal searches and screenings such that we will not
be able to enjoy the fruits of the standard of living that this country has
afforded us before September 11, 2001.

The following is an elementary and partial list of categories that will now
be compromised by the current inefficient methods of insuring our safety from
terrorist activities: Airports, Train & Bus Stations, Bridges, Tunnels, Borders,
Sea Ports, Sport Stadiums, Concert Arenas, Theaters, Shopping Malls, Schools,
Factories, Power Plants, Hospitals, Fuel Depots, Governmental Facilities,
etc...

The current methods of screening individuals, vehicles, and containers
are both grossly inefficient and understaffed. Thorough Pat /Scan searches for
individuals entering events such as the 2001 World Series at Yankee stadium
took patrons 4 ¥ hours to enter after 9/11. Furthermore, the irony of many
current methods of protection of our civil liberties end up actually infringing

on our civil liberties, as in the cases of racial profiling and intrusive, empty
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investigations. Manpower alone is clearly not the answer to the problem.
The new technology vapor scanning devices, (while only marginally

effective), are currently making erroneous and unproven claims, {according to

most detection experts, including those listed in this writing). The U.S. ‘
Government has not approved most of these devices. They remain incredibly
expensive at over one million dollars per unit to install. There are over 2,200
airport terminals in this country, equaling a cost of over 2.2 billion dollars for
just this institution’s security needs alone.

The only proven and reliable bomb and accelerant detection method
currently in use today is Detection K9 Teams. It should be noted that such
teams are also capable of detecting some forms of the current bio-terrorist
threat, as in “Dirty Nukes”, as there must be an explosive device used to
disperse the radiation. Clearly there are not enough K9 Detection Teams to
meet the pressing needs of our nation.

Currently, the existing federal bomb dog program reports on their
website, that they are planning to ramp up their operations to put out about
120 Detection K9 Teams per year at an annual cost of about 17 million dollars,
While Liberty K9 has tremendous respect for their efforts and personnel; they
are simply not set up to mass-produce the Quality K9 Detection Teams

needed to adequately secure our nation.
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STATEMENT OF NEED

1. Secure and build a suitable, (sizable), training compound.

2. Attract the most competent K9 Detection Trainers.

3. Establish an on-site Veterinary Hospital and staff,

4. Establish an on site DEA/ATF certified Explosives Laboratory and staff.

5. Establish and staff eight separate security kennels, capable of safely
housing twenty six, (26), K9s each.

6. Establish and staff a K9 “Screening and Preparatory”, (S&P). facility for
acquiring suitable K9s, and readying them for Detection Training,

7. Constructing multiple training staging sites on compound.

8. Acquiring competent K9s for Detection Training.

9. Constructing dormitories and appropriate living facilities for the K9
Handlers during their course.

10.Constructing and staffing the needs of the operational administration,
{Includes staff directors, legal, marketing, recruitment, & accounting depts.)

11. Contracting a capable security team in and around the compound.
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OPERATIONAL DESCRIPTION

Liberty K9, Inc. will operate a unique high security compound which will
supply upwards of 1,000 certified Detection X9 Teams for use by the Federal
Government each year. These teams will then be employed for use by the
Federal Government. Liberty K9 will also train additional teams to operate as
Independent Contractors for use by the private sector, as needed. All Detection
Teams produced by Liberty K9 will be required to obtain “individual use”
approval from the Federal Government.

Detection K9 teams will be trained specifically for the limited use as
Chemical Accelerant and Explosive Detection Screeners. This may include some
forms of Bio-Chemicals and “Dirty Nukes” radiation detection as well.

Liberty K9’s Screening and Preparatory staff will scour the over-crowded
dog shelters of the U.S. for capable detection K9s. A donation will be given to
participating shelters. Liberty K9 will also purchase K9s from breeders to meet
demand, as well as commence large scale breeding of competent Detection K9s.
The S&P staff will then prepare the K9s and their handlers for a one week

period, to ready the K9s for the Detection Training Program.
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K9s will be kept in Liberty K9’s secured kennels. An on-site veterinary
hospital, staff and kennel staff will provide around the clock supervision.

Initially the program will attract and screen qualified handlers, similar
to the current U.S. Sky Marshall Program. It will seek primarily retired police

and inactive military personnel. Handlers will pay a tuition of $15,000 for a

career as a K9 Detection Handler. The program will consist of a 10-week
training course at the Liberty K9 facility. Handlers will be supplied by
Liberty K9 with ownership of a certified Detection K9.

Liberty K9, Inc. will provide living accommodations for the Handlers on

premises for the 10-week course duration.

Private individuals, (male or female), wishing to become handlers will be
screened by the U.S. Government for approval in the program, and will be
responsible for their own tuition. The U.S. Government may choose to fund it’s
ex-military and law enforcement retirees the tuition for this career.

A staff of 25 of the most highly qualified K9 Detection Trainers on our
staff will train 200 teams per 10-week period. They will consist of squads of 10
teams per trainer, (5 trainers will rotate out). Each K9 will bond/train with

a handler on a OQNE ON ONE BASIS ONLY during the 10-week training

period, to ensure effective quality control.

The training methods and course curriculum will be staff supervised,
in concert with the Vcountry’s leading expert authorities in Detection Training.
The compound will offer the most realistic mock-up scenarios of vulnerable
institutions and facilities. At conclusion, the teams will be fully capable of

mecting current DEA/ATF tests for Detection K9 Teams and will be granted for
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certification by the DEA/ATF.
Liberty K9 will require that ALL of its graduates return once every 18
months for a three day re-certification and “methods update” mini-program.

There will be a $500 fee to independent contractors for this refresher program.
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LIBERTY K9 COMPOUND LAYOUT
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TIME LINE

Days 1 - 60:1)Secure lease on compound property.
2)Commence construction of temporary kennels, training sites
and essential facilities.
3)Recruit Detection training staff.

4)Recruit and screen K9s.

Days 61-90: 5)Recruit and screen Handlers.

6)Commence training first group on trial run.

Months 4-6: 7)Certify first graduates of Liberty X9 Detection Teams and place
them for use with direction from Dept of Homeland Security.
8)Commence construction of permanent compound facilities.
9jContinue with next cycle of K9 Detection Teams, {recruitment

and training).
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ANNUAL OPERATIONAL BUDGET

REVENUE:

1000 Detection Teams per year at $15,000 each, (tuition).

+ Refresher training/re-certification intervals at $500.

(EST.) $16,000,000

EXPENSES:
Utilities $250,000
Supplies, (from Vets.to dog food to training) $500,000

Dormitory, (foodservice/housekeeping for 300) $3,500,000

Marketing/Advertising $300,000
ASPCA Donations & Purchases from Breeders $650,000
Insurance $400,000
Salaries:
Project Administrator, (Org. CEQ) $225,000
Attorney, (CEO) $200,000
Director of Detection Training, (CEQ)} $200,000
Accountant $100,000
Marketing team (2 x &75k) $150,000
Veterinarians (2 x $100k) $200,000
Veterinary Techs. (3 x $40k) $120,000
Detection Trainers (25 x $100k) $2,500,000
Screening/Prep.(S&P) Trainer $75,000

DEA Cert. Accelerant Specialists (2 x $75k) $150,000

Kennel Staff (16 x $35k) $560,000
Training Site Engineers (2 x $75k) $150,000
Compound Security (6 x $35k) $210,000
Maintenance crew (4 x $35k} $140,000
Secretaries (4 x $40k) $160,000
Health Plan 71 employees: $120,000
TOTAL ANNUAL EXPENSES: $10,860,000
ANNUAL NET OPERATING SURPLUS: * $4,140,000
***OPENING START UP COSTS:
Property: $1,500,000
Initial emergency setup $500,000
Entire compound facilities $22.,000,000
TOTAL START UP COST: * $24,000,000

ESTIMATED DEBT RETIREMENT PERIOD: 6 years; * (24/ 4)



UBERTY K8 DETECTION TEAMS PROGRAM

Projectad Tesms Initiated
REVENUE:

Tuition

Refresher fees

Tolal Revenue

COST OF GOODS SOLD
Facilities
Cost of Dogs
Supplies

COST OF GOODS SOLD
GROSS PROFIT

OPERATING EXPENSES
Salaries
Diititiss! Tataphona
Insurance
Exteminating/Trash removal
Paymil Taxas
Cleaning
Advertising/Promation
Rapairs and Mainkenance
Real Estate Taxes
Accounting & Legal
Offics Supplies
Miscelianeous

Intevest expense { See Note)
Faclity

TOTAL OPERATING EXPENSES
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Forecasted Budget as a Private Company:
1sl Year Month Month Month Month Monih Month

ANNLIAL 1 2 3 4 6
240 40 o 4]
3,600,000 0 a g 600,000 o o
1] 0 o g o 0 0
3,600,000 0 0 4 600,000 2 9
2375000 +) @ 125,000 250,000 250,000 250.000
480,000 4] 0 [+ 80,000 0 [
75,000 [ [ Q 41,687 41,667 41,687
3.230,000 1 0 126,000 371,867 2Q3.687 291,667
370,000 1] ¢ {125,000} 228,333 (291,887} (281,667)
4570,834 200,000 250.000 412,084 412,083 412,083 412,084
150,000 12,500 12,500 12,500 12,500 12500 12,500
360,000 25,000 25,000 25.000 25,000 25000 26,000
36,000 3,000 3.000 3,000 3.000 3,000 3.000
360,000 30,000 30,000 30,000 30,000 30,000 30,000
80,000 5,000 5,000 5000 5,000 5.000 5,000
200.000 18.8687 16,867 18,867 16,667 46,887 16,667
60,000 5,000 5000 5000 5,000 5,000 5.000
£0,000 5000 5,000 5000 5,000 5.000 5.000
£0.000 5,000 5,000 5,060 5,000 5000 5000
30.000 2,590 2500 2,500 2500 2,500 2500
12,000 1,000 1,000 1.000 1,000 1,000 1,000
1,100,000 0 100,000 100,000 100.000 100,000 100,000

17,008,000 17,000,000

23,998,834 17,310,687 480,667 822,751 822,750 822 750 622,751
{17,310,667) (480,667) {747,751} {384 416} (914,415} “14.417}

INCOMEQLOSS) BEFORE TAXES (23,628.834)

Noto: Intgrest based un 30,000,000 at 4%
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FORECASTED BUDGET
LIBERTY K9 DETECTION TEAMS PROGRAM
st Year Month Month Wonth Month Month Month
ANNUAL 7 8 ] 10 11 12
Projected Teams Initiated 240 0 80 o 0 [ 120
REVENUE:
Tution 3.600.000 0 1,200,000 o o 0 1500000
Refresher fees [+] 0 [ [ [ o 0
Total Revenue 3.600,000 9 1200000 o Q ¢ 1.800,000
GOST OF GOODS SOLD
Facilities 2,375,000 260,000 250,000 250,000 250,000 250,000 250,000
Gost of Doags 4806000 0 180,000 4] 0 ¢ 240,000
Supplies 375,000 41,667 41,867 41,687 41,6567 41 867 41,887
COST OF GOODS SOLD 3,230.000 291,887 451,667 281657 291,867 291,887 531,667
GROSS PROFIT 370,000 (291,667} 748333 (291 867 (291807}  (201.887) 1268333
OPERATING EXPENSES
Selafiss 4.570,834 412,082 412,083 412,084 412,083 412,083 412,084
Utilties/ Telephone 150,000 12,500 12,500 12,500 12.500 12,600 12,500
Insurance 300,000 25,000 25,000 25,000 25,000 25,000 25,000
Exterminating/Yrash removal 38,000 3,000 3,000 3000 3000 3,000 3.000
Payroll Taxes 360,000 30,000 30,000 30,000 30,000 30,000 30,000
Claaning 80,000 5000 5,000 5000 5,000 5000 5.000
Adverising/Prometion 200,000 16,667 16,867 16.667 16867 18,667 18,867
Repairs and Maintenance 69,000 5000 5008 5.000 5,000 5.000 5.000
Real Estate Taxes 60,000 5,000 “ 5000 5000 5,000 5,000 5,000
Accounting & Lagal #0,600 5,000 5,000 5000 5,000 5,000 5,000
Qffice Supplies 30,000 2500 2,500 2500 2,500 2500 2500
Miscallaneous 12,000 1.000 1.000 1000 1,000 1,000 1,000
interest sxpense ( See Nots) 1.100,000 100,000 100,000 100,000 100,000 100,000 100.000
Facility 17,000,000
TOTAL OPERATING EXPENSES 23,998,834 622,750 622,750 822,751 522,750 822,750 622,784
INCOME(LOSS) BEFORE TAXES {23,628.834) {914 416) 126,584 {91417 (914,418} {314,416} 645,583

Note: Interest based on 30,000,000 at 4%



FORECASTED BUDGET

LIBERTY X9 DETECTION TEAMS PROGRAM

Projected Teams initiated
REVENUE:

Tuition

Refresher fass

Totsl Revenue

COST OF GOODS S0LD
Facities
Cost of Doga
Supplies

COST OF GOUDS 501D
GROSS PROFIT

OPERATING EXPENSES
Salaries
Utilities/Telephone
Ingurance
Exterminating/Tresh removal
Payrolt Taxes
Cleaning
Advertising/Fromation
Repairs and Maintenanoe
Real Estate Taxps
Accounting & Legal
Office Supphies
Miscellaneous

Interest expansa { See Note}
Fadility
TOTAL OPERATING EXPENSES
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15t Year Yesr Year Yaar Year Year Yesr
ANNUAL 2 3 4 5 6 7
240 450 1,000 1.000 1,000 1.000 1,000
3600000 15000000  15.000000 15000000 15000000 15000000 15000000
Y 80.000 250,000 825,000 950,000 1,250,000 1,500,000
3600000 15,080,000 15,250,000 15625000 15850000 15,250,000 16,500,000
2375000 3,090,000 3,182,700 3,278,181 3,376,528 3477822 3.582,157
480,000 976000 1,060,000 250,000 250,000 250,000 257,500
375,000 386,250 397.838 409,773 422,068 434,728 447,770
3,230,000 4,451,250 4,580,538 3,937,854 4,048,592 4,152,550 4287427
370000 11,810000 11817200 11,721,818 11823474 11522178 11417843
4,570,834 5,083.358 5,248,159 5403544 5,565,660 §.732620 5,504,508
180,000 154,500 168,135 163,909 168,625 17380 179,308
300.00G 308,000 318.270 327,818 337.653 347,782 368,216
38,000 37,080 3 33,333 40,518 41,734 42,986
380,006 370,800 381,924 ez 405,183 417,239 429 859
60,000 61,800 61654 83,564 67,531 69.556 71.643
200,600 206000 212,180 218,845 225,102 231,855 238,810
60,000 61,800 63654 65.564 67.531 69,558 71,642
60,000 51,800 - 83,854 65,564 57531 §9.558 .843
60.000 61,800 83,664 65.564 87.531 69,558 71643
30,000 30,900 31,827 32,782 33,765 34,778 36822
12,000 12.360 12,731 13,113 13,506 13.811 14,329
1,100,000 1,200,000 1,000,800 500,000 600,000 400,000 200,000
17,000,000
23,998 834 7,881,198 7.656,034 7.664.685 7,880,328 7572136 7,690.300
4,248,802 4,162,208 4,087,134 3,863,148 3,850,042 3727544

INGOME{LOSS) BEFORE TAXES (23.626,834)

Nobe. Interest based on 30,000,000 at 4%
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ORGANIZATIONAL STRUCTURE
: Organization >
CEO
/ \ Training
CEO

S&P Detection D
‘ Vets. 2) > Trainer Trainers(25) Ch?&)

Site Ene.

Vet. Techs

Kennel
Staff (16)

Security
©



146

18

CONSULTANTS’ CURRICULUM VITAE

Glen Gaylinn:

Jan Scofield:

Det.Timothy Dinan:

Det. Kenneth Silva:

Sgt. Frank Holland:

Renee Payne:

Dr. Edward Kurose:

Dr. David Santisi:

Wiiliam Tolhurst:

John Weagle:

David Barrett:

Andrew Wittenstien:

Patented K9 Facilities Inventor and Developer

Owns and operates NYC’s largest modern K9 training
and care facilities for over 12 years.

Veterinary Technician

BBA Degree University of MA, Amherst 1984.

Master Trainer; N, American Police Work Dog Assoc.
FBI Academy, Quantico, Va.

Kennedy Space Center K9 Specialist for Ordinance
and Narcotic Searches

Sheriff, Under-sheriff, and Investigator; including
bombs and hazardous devices for Yates County, NY
(See attached C.V. following this page)

NYPD Bomb Squad K9 Trainer and Handler

12 Years experience Explosive Detection K9 training
Graduate of FBI Hazardous Devices School,
Huntsville, AL

NYPD Bomb Squad K9 Trainer and Handler

12 Years experience Explosive Detection K9 training
Graduate of FBI Hazardous Devices School,
Huntsville, AL

Norwalk Police Bomb Squad K9 Trainer and Handler

7 years experience as a certified K9 Obedience
trainer and Behavior Therapist in New York.

Veterinarian, Owning Partner of Strawberry Hill
Animal Hospital, Norwalk, CT

Veterinarian, Owning Partner of Strawberry Hill
Animal Hospital, Norwalk, CT

President; Nat. Police Bloodhound Assoc. 1972-75
Author of N.P.B.A. Training Manual

Training Officer for N.P.B.A. for 14 years.

President of N. American Search Dog Network 1990
Attorney at Law

Attorney at Law

M.LS. specialist, B.S., Syracuse University 1985
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1748 Singieton Ave. Phone 3231-268-5%20
Tausvile, Fionda 32706 Fox 3212541821
E-mat ksjangbaci.com
Jan S. Scofield
Education 1968 - 1870 Menroe Comm. College, Rochester NY
AAS Folice Sceroa
1683 FB! Academy, Quantico , VA
Professional 1998-Present Titusville Police Depariment, Tiusviile, FL
experience
1902 - 1998 EGAG of Florida, Kennedy Space Center
Canine Specialigt
= Main dities are Ordnance and Narcotic Searches
1970 —1991 Yates County Sheriff, Penn Yan,New York.
Sheriff, Undershesiff, Investigatr, and Deputy. Numerous schools on
enminal irvestigation, phofography, fire & arson investigation, bombs &
hazardous devices, and evidence colledlion,
Professional Master Trainer with North American Police Work Dog. Assoc.
memberships

State Cerlitying Official of the National Narcotic Detector Dog Assoc.
Pant instructor, Trainer, and Examiner for Canine Teams for the Bureaw of

Municipal Police in New York State. Assisted in developing the training and
certification program in offect in New York State today.

I have trained approximately 400 K8 teams during my career.

The maicrity of these have gone on to reach certification with New York
State, NAPWDA, or NNDDA,

During the last twelve months | have tested approaximately 60 teams for
these orpanizations.

Lewrently own, train, & handle my own ordnance and narootic canines.
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JAN 8. SCOFIELD
1748 Singleton Ave.,
Titusville, FL 32786
Tel, 321.268-5528 Fax 321-284.1823
E Mail keisn@aol.com

February 28, 2002

ToWhom It May Concerm,
Reference: Liberty K9 Detection Teams Program

My name is Jan Scofield; | have been a Police Officer for 30 yoars snd have besn training
dogs for abowt that same period of time. { am curently 8 Master Trainer for the North American Police
Work Dog Association, a State of Florida Cartifying Official for the National Narcotic Detector Dog
Association. While | was the Sheriff In Yates County, New York, § assised in writing and enacting that
States’ Police KO Evaluation Process, which is in place todayl  Upon my refirement from the
Department in New York | moved to Florida. | was employed by EG&G of Florida at the Kennedy
Space Center a5 a Canine Specialist untit | came to the Titusvifle Police Dapartment which is where |
am employed today. | have trained hundreds of Patrol, Narootics., Omdnance, Cadaver and a few Arson
(hydrocarbon) Detection dogs aver the years,

For the last saveral weeks | have been reviewing 3 proposal by Glen Gaylinn to corsate a
unigue K3 training compound, with knowtedgeable trainers. This afl in an effart to help reliove the
Courtry’s curent reed for detector k@'s. | envision this proposal as the first step toward
LUNIFORMALLY r=ining teams and holding them to a stendard of proficiency that we can alt be proud
of. Curently there are multitudes of KS's being sold as detecter dogs. Uniortunately some of these are
net trained properly when they are purchesed. Some of the othere are merely placad with a handler
and put to work searching without any handler/k@ training). | belisve that this proposal, with the number
of rainers stated, is theoretically sound. It would be possible to achieve the number of finished teams
as stated, with this type of instruction and viable K9 candidaies.

| do not believe there are any Local, County, State, or Federal Agencies that are operating
there training with this type of concept. | alss do not believe that any would be able 1o tum out the
numbers of creditable teams nesded to fill the void that has been created. Also 10 my knowledge there
has been no effort to address the kS training needs of the private sacurity companies thet asre currently
deing much of the searching in our Ports, private corporations, and other homoland security needs.
This proposal wolld also help to address thase issues, and again prwvide Uniformity and proficiensy.

If 1 may be of any further assistanice in this matter pieas%wsimte 0 cortact me,

QUALITY OVER QUANITY
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February 11,2002

Mr. Glen Gaylinn
177 MacDougal St.
NewYork,NY 10011

Mr. Gaylinn,

My name is Timothy M. Dinan and I am a Detective, currently
working with the New York City Police Department Bomb Squad.Along
with my parmer,Detective Kenneth Silva we have over 24 years experience
in Explosive Detection Canine training, In addition to our canine training,
we are both graduates of the FBI’s Hazardous Devices School, in Huntsville
Alabama. The advantage of being a Bomb Technician,as well a3 a trainer
Is that you have a full understanding of, not only the canine aspect of
Detector Dogs, but the Explosive side of the equation.

Det. Silva and I have reviewed your proposal to start a Detector Dog
Company, and in our opinion it is a very well thought out,feasible plan of
Action. The highlights that jumped out at us were the importance of
Dedicated handlers, and qualified trainers. We also liked your idea of
Obtaining canines from shelters and rescue groups, as we have done this for
years with great success. In this time of heightened security, the need for
well trained, properly handled Explosive Detection Canines is on the rise
And we believe this trend will continue. Your proposal addresses this
shortage head on.We wish you much luck with your proposal and any future
endeavors.

Det. Kenneth Silva
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Swawberry Hill Animal Hospital LLC
Edward W. Kurose DVM
350 Westport Avenue
Norwalk, CT 06851
(203) 847-5875

February 10, 2002
To Whom It May Concern:

T am the founder and managing partner of Strawberry 11ill Animal Hospital
in Norwalk, CT. Glen Gaylinn approached me several years ago with a
proposal to start up a business within our animal hospital. He presented 2
plan for a business to be known as *The Dog Wash” which was a novel idea
for the area and which he had obviously thoroughly researched. He
impressed me with his knowledge ofall the details and ramifications of what
he was proposing. This, with his drive and enthusiasm, convinced me to
enter into this venture with him. The business has been a great success for
us. Glen had accurately assessed the time it would 1ake to construct the
facility and his business plan alse accurately predicted anticipated costs and
revenues. His ability to manage and motivate staff was a huge factor in the
success of the business.

T can wholehearted recommend Glen as an individual who thoroughly
researches his ideas and then carefully constructs a business plan to assurc
its viability. He is a man of unquestioned character and integrity.

If you have any further questions with regard to our experience in working
with Glen, please feel free 10 cali the'above number.

Sincerely,
< /7/ 7

Edward W. Kurose DVM

22
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WALK THIS WAY

CANINE BEHAVIOR THERAPY™

212} 260-8423
v cogglecoudch.

com
January 16, 2002

To Whom i May Concern,

I've worked with Glen Gaylinn for just ever a year, myself s private contractor
conducting training classcs oul of his establishment. 1 first approached Glen based on his
repulation and the buzz, about his store. 1"ve stayed with him because of his sharp
business and marketing sense, his commitment to his staff and clientele, his genuine
concern for the carc of dogs and countless other reasens. Ina nutshell, he has a rare
combination of impeccable business, people und animal skills.

Glen's proposal of the Liberty K9 Detection fcam Propram is another step in his ongoing
lisi of innovative ideas. T vead his proposal and, although I knew that it would be
carefully planncd, I wus quite impressed by the magnitude of the project and his ability to
put every picce of the puzzle into place. -

The need for this kind of program is evident in every newscast and newspaper report
about our country’s uew dilemma in keeping our citizens safe from ferrorist attacks.
Living in New York, I scc countless examples every day of how much casier this safety
would be guaranteed if there were more detection dogs available, From the lack of
trashcans in subway stutions to the searching of cars at bridges and tunnels to the 4-hour
wait to get into a2 World Series game at Yankee stadi um, there are hundreds of places for
these dogs in NYC alone.

Glen's layout of the Liberty Program covers every base in the process of being able to
turn out thousands of detection dogs. My role would be at the beginning stage, finding
appropriaic dogs, most of them sitting in sheliers wailing for euthanusia, T would train
the dogs in basic obedience and ready them for the next stape where Glen and others that
were trained in tracking would ready them in a short period of time to go on the job.
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‘The proposal of the program is perfectly drawn out, with the physicat siructure of the
facility allowing everyone from veterinarians to trainers and executives to have access fo
the kennel and training area. Looking at it on paper and comparing it to how smoothly
Glen’s current animal care facility runs, I feel confident thut the efficiency and delivery
will be enormous.

The Liberty Program would provide more than homeland security. It would also provide
countless jobs and & partial solution o the couniry’s pet averpopulation problem. I fully
support the project and lcok forward (o doing a goud thing for our country and for dogs.

you far your time,

Renee Payne
Canine Behavior Therapist
Owner, Walk This Way, Inc.
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Strawberry Hill Animal Hospital
350 Westport Ave.
Norwalk, CT 06850
203-847-5875

Febwunry 8, 2002

To whom it may concern;

1 have read the proposal sent to me by Glen Geylinn regarding the Liberty K9 Detection
Teams Program, and he has asked me to comment at this time. Although | am a veterinarian and
do not have specific experience regarding detection training, | am able to render an opinion about
the feusibility of this plan wilh respect to animal care and housing. The veterinary, technician,
and kennel staff hudget figures and manpower considorations for this endeavor appear 1 be
accurate annual estimates in my opinion,

I have known Glen Gaylinn for nine years during which time he has worked exclusively
with dogs. 1 consider him an energetic and honorable person with an excellent knowledge of
canine behavior combined with a keen business sense, Therefore 1 would ider him & strong
candidate to initiate and oversee the aforementioned detection program.

Since 9/11/01, it has become very obvious to all Americans that canine deteciion wiil
continus to be an invaluable tool in thwarting terrorism. Mr. Gaylinn's ideas and concepts truly
make sense to me. To this end, t am willing to assist in any way possible. Feel free to eall should
any other questions arise.

Sincerely,

P/

David 8. Santist, DVM

25
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DEPARTMENT OF POLICE SERVICE

February 19, 2002

Mr. Glen Gaylirn
177 MacDougal St.
New York, NY 10011

Mr. Gaylinn,

I writing you this letter of endorsement regarding your Liberty K9
proposal. I was quite impressed with the overall package. The faciliry you
propose would be one of a kind. Dedicated to producing top quality
detection canines in a time where America, as well as the world, are in need
of such a resource.

1 have been a police canine handler 5t the past ten years, I work for
the Worwelk, Connecticut Police Department. | am very versed in the
idiosyncrasies of training detection dogs, as well as patrol dogs. T have
attended many training seminars to keep up 1o date with various trzining
methods and case law regarding police canines.

Iam nationally accredited instrustor of petice service dogs with the
North American Police Work Dog Association, along with the Gonnecticut
Police Work Dog Association. My field of expertise is detection and patrol
canines.

I have instructed numerous recruit level, and re-certification classes, I
feel, given the type of facility you propose, turning out the number of service
dogs you've quoted in your proposal is a realistic number.

I wish you the best of luck in your endeavor, and offer my assistance
in anyway possible. [ ¢an be reached at the following number:

{203) 521-0319.
fa.MQ

PO F. Holland
Norwalk, CT Police
NAPWDA Trainer
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ELLJAH E. CUMMINGS
77 DISTRICT, MARYLAND

2235 RAYBURN HOUSE OFFICE BUILDING
THASHINGTON, DC 20615

o a7 Congress of the Tnited States

FAX: (202) 225-3178

commTEE ON PHouge of Repregentatives
THANSPORTATION AND
INFRASTRUCTURE TWaghington, BE 20515
COMMITTEE ON
GOVERNMENT REFORM

SUBCOMMITTEE ON CRIMINAL JUSTICE,
DauG POLICY AND HUMAN RESOURCES.

XING MEMBER July 31, 2006
JOINT ECONOMIC COMMITTEE

SENIOR WHIP

Mr, Clark Kent Ervin, Director
Homeland Security Initiative
The Aspen Institute

One Dupont Circle, NW
Washington, DC 20036

Dear Mr. Ervin:

This letter is being sent as a follow-up to the July 27, 2006 hearing of the
Committee on Government Reform entitled “Code Yellow: Is the DHS Acquisition

DISTRICT OFFICES:

{1 1010 PARK AVENUE
SUHTE 105
BALTIMORE, MD 21201
{410} 685-5199
FAX: (410} 6853389

{71 754 FREDERICK ROAD
CATONSVILLE, MD 21228
(a10) 719-8777
FAX: (410) 455-0110

1 8267 MAIN STREET
ROOM 102
ELLCOTT CITY, MD 21043
(219} 465-8259
FAX: {410} 4658740

wrww house govicummings

Bureaucracy a Formula for Disaster.” Enclosed are questions that I have submitted for

the record.

T look forward to receiving your response to these questions by August 27, 2006.

Please send your response by mail to the Committee majority staff in 2157 Raybumn

House Office Building, to the minority staff in 350A Rayburn House Office Building,
and to my office in 2235 Rayburn House Office Building. If you have any questions,
please call Danielle Grote in my office at (202) 225-4741. Thank you for your attention

to this request.

Sincerely,

i) €

Elijah E. Cummings
Member of Congress

Enclosure

cc: The Honorable Tom Davis, Chair
The Honorable Henry A, Waxman, Ranking Member

PRINTED ON RECYCLED PAPER
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Congressman Elijah E. Cummings
Additional Questions for the Record
Government Reform Committee Hearing
“Code Yellow: Is the DHS Acquisition Bureaucracy a Formula for Disaster?”
July 27, 2006

Additional Questions for Mr. Clark Kent Ervin

1. In your book, Open Target: Where America Is Vulnerable to Attack, you are
critical of DHS contract management. Since you left DHS in July 2005, have you
seen any signs of improvement?

2. Inresponse to my question regarding the root of the problem at DHS, you pointed
to several factors, including incompetence and pervasive, institutional
weaknesses.  What do you see as the potential solutions to the problems you
identified?
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DCAA Audit Findings

]Dah Description
%LCM 9/4i2008/DCAA reviewsd Nebraska's Department of Correctional Services' actuat and estimated

daifly detention rates. DCAA did not adjust the actual or estimated dstention rates,

Shaw Environmental & Infrastructure, inc.

DCAA

found that 's biled costs on first vouchers are acceptable as submitted,

[Shaw Environmental & infrastructure, Inc,

DCAA

BI30/2006 @mmmn of the proposal disclosed questioned costs, including laber and lndwed
posal is far liation of a fair und

significant i mun resuits are qualified because they did not receive results of me

technical evaluation of labor, direct materisl, equipment, other diract costs,

subcontracting, and travel: labor costs are questioned due to the differencs of the

contragtor applying average labor rates instead of actuat labor rates; questioned indinect

Lifecare Management

DCAA

Lifecars’ ign
prospective contract. DCAA noted deﬂeienchs in the design of the accounting system
na controls in place for proper segregation of costs, identification of indlrect poot and
base costs not specified in accounting system, and Lifecare does not post contract
costs on a monthly basis, Lifecare's response was not adequate in all instances.

{Shaw Environmental & Infrastructurs, Inc.

DCAA

8/15/2006 | Contractor's billed costs from 4, 2005 through 25, 2005 are
acceptable as submitted.

CH2M Hll, inc.

§/14/2006]Audit questioned the prapased travel costs and the related questioned GBA expenses.

[CH2M M, Inc.

6/14/2006|CCH asserts that proposed costs were based on costs Incurred from 10/2005 through
3/2006, plus estimated costs. Audit found that “incurred 2005 & 2006" costs were.
actually commiments to subcontractor and estimates of costs, not actual costs booked
to COL books and records. Questis costs refated to di betwesn proposed
|and recorded subcontract incurred costs; questioned costs related fo other direct costs
proposed as incurred, compared to actual costs recorded to thelr books and records.

Michast Baker Jr. (MBJR)

DCAA

6/1472008]DCAA evaluated MBJR'S i DCAA then
exammed whelhe( MBJR comp!led with dcpmdsﬁon of Tangible Capital Assats, and
Part DCAA found MBIR

complied in all maferial respects,

Shaw Environmental & infrastructure, inc.

6/9/2006 | Contractor's billed costs from inception through December 31, 2005 are acceptable as
submitted.

[Shaw Emvironmenta & infrasiructure, i,

67912006 Offeror has submitted adequate cost or pricing data except for qualifications {technical
ion not supplied). proposed labor categories; labor hours and labor mix; types

and quantities of direct materials and/or equipment; other direct costs; subcontracting;
and number of trips and days, destinations, method of trave!, and local transportation.
Qualifications significant enough to materially impact results of audit. Recommended

mntmdmnogoﬁnhmsnmmmdudedmﬁ results of the evaluation ars

Shaw Environmental & Infrastructure, Inc.

B/8/2006] Oﬁ’em submitted adequata cost or pricing data except for: proposed fabor categories;
jabor hours and jabor mix; types and quantities of direct materials and/or equipment;
other direct costs; subcontracting, and number of trips and days, destinations, methad

{Shaw Environmental & infrastructure, e,

of fravel, and local fras
572672008 Examination of proposal disclosed questioned costs. Questioned costs includs;
isubcontracior costs and indirect expenses. Significant issues; results are qualified
because they did not receive technical evaluation of fabor, direct materiss, sqvlpmam.
other direct costs, ing, and travel; costs ara
a duplicate charge of @ subcontraclor invoke and the mcon'actenmpleﬁondme
eonmeiu‘s accounts payab!e hvoh:e and questionad indirect expenses are a resuit of
the

CH2M Hill, Inc.

5/22/2008 | Audit determined offeror has submnttad unequah cost or pricing daeu in support of its
forwiard peicing indirect rates. Proposal was

[Shaw Environmental & infrastructare, Inc.

4&1@{0&% examined Shaw's cost-plus-fixed-fee proposat to determine if the proposed costs
are acceptable as 2 basis o negotiate a fair and reasonable contract price ~ the
proposal is for staff support services to the Disaster Recovery Centers In Houston, TX in)
auppoct of peopie displaced by Hurricanes Katrina and Rita. DCAA took no exceptions;
however, it noted that the results are qualified to the extent that costs may be

questioned based on the technical evaluation that is being performed on the more
specific costs.

[CH2M Hill, Inc.

A{7/2006 |Audit determined that contractor had submitted adequate cost or pricing data in support

cCl

tnt its forward pricing direct labor rates,
373112006/ DCAA evaluated CC's over $100 million proposal to determine If part of the proposal is
acceplabie as a basis to negotiate a fair and reasonabie price. CCI submitted the
proposal for tasks for the individual assistance and technical assistance assoclated with
Hurricane Katrina relist. DCAA quesuoﬂed CCPs proposed costs, including costs
related and to G8A,

ICH2M Hill International Services, Inc.

/2372006 Audit found direct jabor differences due fo 8 more curment FPRA; CHIS is aware that
there is a more current INC FPRA because proposal was prepared. Labor escalation of
3.7 parcent is consistent with rates supported by the currant fourth quarter. Indirect
rates ware 2iso with cyrrent rates at fime of proposal.

Mote: Figures

Page tof 11
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DCAA Audit Findings

By

[Contractor
(CH2M Hill Constr. Inc. {CC1)

DCAA

Date Dascription
FH12006{DCAA evaluated CCI's cost plus fixed-fee proposal o detarmine ¥ the part of the

proposat examined was acceptable a3 a basis to negotiate a fair contract price, DCAA
examined the direct labor rates; service center rates; equipment, material, and supplies
costs; other direct costs; travel costs; and indirect rates. DCAA questioned proposed

Revedt imaging Technologies

[BCAR

SEO.&EP“S and idenified unsuy costs,

344 DCAA examined Reveals financial condition and capabifity 1o determina if the contractod
has adequate financial resources to perform on Govt contracts. To do 30, DCAA
|evaluated their prepared audited financial statements for FY 2003 and 2004, unaudited
financial statements for FY 2005, and cash flow forecast through 2008, DCAA found
Reveal's financial condition to be acceptable for performing on Govt contracts.

FFS

2/23i2006{DCAA evaluated FFS' rough order of magnitude (ROM} PNWSM for a task undenm
contract by verifying the proposed

documentation; verifylng the proposed nrsncommutbn m&u nnd al appikzbla
burdens used to develop tha proposed coats;

status of the accounting, biling and other systems and mmud capabdlity. DCAA
identifiad a difference In the proposed burden and overhead rates applied to tha base

infozen, tnc.

{Shaw Environmenta) & Infrastruciure, inc.

contract

2/21/2006 | Evaluatior: limited $o certain contractor estimating practices used in preparing its
proposals submitted. Contractor unable to provide the basis for the proposed direct
hmmmwwwn«pmmmmepmwmmwm
Fom&agmumsfound € did not pfepﬁmand bid

reviews; pricing did not

m:mmmtmmdammmwnmmwmbmmm

abor costs by category. Audit follow its own
policies and procedures; deficiencies would be corrected if the contract would do so.

FFS

2/3/2006 DCAA evaluated four FFS public vouchers by verifying the dlaimed cosis to the
SAP/summary casts racords; the T&M rates; other direct cost to the datalied support;
mathematicat accuracy of the public vouchers; and the subcontraciar's invoics to the
subcontractor's books and records. DCAA took exception to the T&M mtes.

Universal Project Management Inc, (UPM) DCAA

1/26/2006|DCAA evaluated UPM's accounting system to delermine whether the system design is
acceptable for the award of a prospective contract. DCMlmmdmasystemdesim
nadequate in that it could adversely affect recording, procassing, summarizing, and
reporting cost mmamdmmmfmndmwemw:m

{OPM

112720081DCAA d UPM's with FFS by bused labos
rate, indirect cost rate, other direct costs and fee costs, DCAA found that UPM had
Incormectly caloulated its indivect factor and that UPM's other and trave! cosis were
untraceable. DCAA took exception % heusing/per dism and laplop costs.

JATCS Serv,

DCAA

/i 1F2608{ This s = supplemental DUAA, Teport replacing the above (#12) in its entrely. DOAA
further evaluated ATCS' labor costs - direct and indirect. As to direct labor rates, DCAA]
appliad the FY 2004 overhead, G8A, material handling, and profit to actual labor rates
determine a fully burdaned rate for each category and siifl level. As to indirect rates,
DCAA found the overhead and GA rates for 2005 were based on projections from
aciuet 2002 rates, and determined that these projections were not ixdicative of actual
expenses incurred. DCAA took no exception 10 the propesed material handling rate.

7S

DCAA

1/1072006] DUAA evaluated FFS' proposel for & task under the contrack by verkying direc fabor
costs 1o books and records; venMngsupporthproponi’:d
and

costs; stotus of the
{atcounting, biling and omer systerns and financial capabiity, DCAA took no

ATCS Serv.

12/23/2005DCAA evaluated the reasonableness of ATCS' proposed labor rates on a subcontract.
DCAA took exception to the proposed labor mates, proposed overhead, and G8A rates.
DCAA did not take exception to the proposed matsrial handiing rate.

Shaw Environmental & Infrastructure, Inc,

12/2112005 ] Except for qualifications for the audit of Part VIli disciosure statement revisions currently
Propesal

BNI

iderad
12/18/2005 {Audit determined that axeept {or qualifications regarding the reaulu of a government
technical evaluation and the impact of BNP's proposed schedule extansion, BN!
submitted edequate cost or pricing data. DCAA questioned ather direct costs, including
equipment, GEA mqeanses, and FCCM. BNi concurred with findings.

FFS

1Z1I2ﬁ§iDCM evaiuated several FFS public vouchers. DCAA compared claimed costs to the

costs reconds; claimed on & test basia, to the
contractor's detailed support; and verified the mathematical actiwacy of the public
ivaughers, DCAA fook po i

Pags2of 11
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DCAA Audit Findings

MBJSR

ICOntm:(or ‘@w

By
DCAA found MEJR

lied in 28 material respacts

{Fiuor Federal Serv. Inc. (FFS) DCAA 11 DCAR svaluated two FFS conbract tasks by verifying proposed labor ates and T8M
rates; comparing proposed indirect rates o the established forward pricing rate
agreement; verifying support for the proposed other direct costs; and evaluating the
status of accounting, billing and other systams of financial capsbility. DCAA lowered
FFS'T&M lmde&Am&nmmmdemmhoknoumm

18 proposed labor it
Shaw Environmental & Infrastructurs, Inc. DCAR 11/18!2005 apptmd twu labor rates under Task Order 15 and one iabor rate
under Task Order 17. Under 15: rate for Project Manager 1} - Field and rate for Field
HES Tech Il - Field. Under 17 rate for Administrative Assistant 2. No other exceptions

ore taken.
DCAA evaluated BNI's cost-plus-fixed-fee proposal for Group Site Design Services to
abtain the bases of estimates, verified the mathematical accuracy of the proposal, and
traced proposed costs to DCAA took ption fo BMI's
cmefdlreot costs and subcontracting costs fo which BN# agreed and submitted revised
caorvect the errors,
Bechte! National inc DCAA 1171012005  Audit medsd significant dﬁm In proposal of over $100 mmon including

Bachte! Nationa! Inc. (BNI} DOAA 11116

Shaw Environmentat & infrastructure, Inc, DCAA 11/4/2005|Foracasted FY 2008 bidding rates wefa reviewed and approved by CACO, Contractor
did not include proposed cost of money for task order 12; contractor admitted omission

andagmedmwﬂofnmcyshouwbehmdlnml wrror Kentified on task order

ined
MBJIR DCAA 10/31/2005, DCM ovaluated MBJR's certified final lmﬂrect oost proposal, revised schedules, and
mhmboaksandmordsformmbummofﬁzmmumdwﬁs The purpose of|
the was to of direct and indirect costs and
offioes indirect cost rates. DCAA questioned the
proposed indirect state income taxes costs. DCAA alao questioned) proposed indirect

cororate admin sliocations,

|Michael Baker Jr., inc. (MBJR) DCAA 10/28/2005{ DCAA evaluated MBJR's certified final indirect cost proposal, revised schedtdes, and

related books and records for reimbursement of FY 2002 costs, The purpose was fo

detetmine the sliowabifity of direct and indirect costs and recommend contracting officer-
indirect cost rates. MBJR's indirect rates were acceptable as adjusted by

the sxamination. The claimed direct rates were acceptable and provisionally approved.

MBJR did e in misclassifying other direct costs as subcontract costs.

CH2M Hill Constructors, Inc. CAA 10121ROD§fF—(epon fimited to direct labor rates, indirect rates, equipment and ODC. Except for
s audit found offeror adequate cost or pricing data,
non receipt of the fechnical regarding proposed

labor hours and material quantities (considersd essential for review of labor and material
cosis); rasulls qualified related to propessd CCI indirect rates {proposal was submitted
prior to FEMA effort, which would significantly affect proposed indirect rates).

{Ftucr Foderal Services, inc. DCAA 40/19/72005| Audit discovered diffsrence in labor rates, specifically in the FEMA Hourly Rate
schedule,
AKAL Security DCAA 8/30/2008, The s ling system is not for the award of the prospective

contract. The significant issues listed by the auditors included: 1) sccounting system is
not configured {o allocate indirect costs to contracts; 2) contractor's timekeaping system
for {ancked Jythe ‘s ing system is not

and aliowable costs; 4) inadequate intarnat

8,
Covenant Aviation Sec. {BCAR sl:swzca_si DCAA examined Covenant's final indirect cost rate proposal and related records for
Mmbummenlofmwmdmismdmmmmaﬁmsmnydmaﬂd indirect costs
and officer ined indirect cost rates. DCAA found
Covenant's accounting system adequate for accumutating, reporing, and biling costs
on oovemment contracu. DUAA questioned Covenant’s overhead costs and genaral

[Siemens Maintenance Servioss, LLC DCAA 973072005 DCAA uesnoned ecsh were a result of large subcontract being reclassified as other
{Siemens Maintenance Services, LLG BCAR
Invizion, inc. DCAA 872012005/ DCAA ined invizion's system to ine whether the system's design|

was acceptable for the award of a pfo;pecﬁvewcmet DCAA found Invizion's systom
unaecephﬂefwmawaddawnvadulnmdoesno(aloeawmmeosu

based on a and final cost
ImvizbnhasmtpreparedaWmsbudommawnmmymno{meomnhd
ihe Dases and pools,
Page of 11
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DCAA Audit Findings

lcmmr
Startech

ined StarTech's system fo line whether the design of the
syshm was acceptable for the award of a prospective contract, DCAA found StarTeci's)
©on 9 counts for the award of 8

PrimeFlight Aviation

8128200 DCAAexamimd PrimeFlight's final .mmmpmpowmwmmnor
rcknbursammdhwadwshm the homa
dﬂeewsﬁsand home office FirstFlight's

home office {legal fees, ionsl services) wers acceptable
as adiusted by DCAA

DMJM Aviation, Inc.

/2! indirect rates are accaptable as proposed. Claimead direct rates are acceptable and
ts that are|

approved, Ci Aliowable
considered aflowable under the listed contract and therefore reimbursable.

SMS Holdings Corp.

DCAA

9/28/2005]DCAA examined SMS’ revised finat incurred cost propasal and related books and
records for reimbursement of FY 2002 incurred home offics costs and allocations.
DCAA found SMS' accounting system to be inadequate because of the risk of
unalfiowable costs being included. The audit also included expanded testing to provide al
reasonable basis for DCAA's opinion,

[Whetan Security Co.

BCAA

The. systemmnm beeauseudoesmxcompiywm

Tr tion Secutity i System. This can

adveueiynﬂec(ahin!ywmmrd process, summuize and report costs in & manner that
contract laws and

Jackson Hola Airport Board

’HAE oraited & proposs) for of FY 2004 costs. DCAA questioned
claimed diract iabor for paid lunch breaks. The contractor did not concur,

{Siemens Dematic Corp.

/2072005 DCAA Siemens' C with the of CAS 409, D
of Tangible Capital Assets to €he compiied with the

of CAS 409, and any i FAR Part 3t during FY 2003. DCAA found]
Siemens complied, in ol material respacts, with the raquirements of CAS 409,

]Siemens Damatle Corp.

9/20/20051DCAA ined Siemens’ L with the of Cost

Standards to determine if they complied with the requirements of CAS 404, and any
|applicable FAR Part 31 requirements during FY 2003. DCAA found Siemens. complied,
ma!!matemmsped: with the i of CAS 404, Capil of Tangitle

{Waiden Securty

9/16/2005(DCAA Waldena system fo whether the system’s design|

mmphbieformmofapmpoﬁivewmmfmsecumyguard anvices,
DCAA determined that the design was not acceptable for the award of a prospective
contract because employees do not certify their time sheets and Waiden doss not
identify and segregate unaliowable costs as required by contract provisions.

GE Jon Track

8/13/2005DCAA applied numerous agreed-upon procedures {o GE's direct labar and indirect
rates. The procedures mu)\ed in a decrease in drbcthbormh and a decrease of

Basing Service Company

inal amounts
8/6/2005| Accounting system and related intemal and eommx poticies and procedures are
inadequata in part due to the significant deficiencies in the company's control
lenvirenment and related mhmal conuel poﬁuss and procedures. Five si
o of potential

that couid be associawd with certain cthml violations uncovered during invesﬁgaﬁms
{2} Inadequate policies related to hirng curent and former government empioyees; 3y

poficies and regarding integrity and hifing of format|

it (4) access to factual Normanon from

legal investigations that the. oompany considers privBegsd and {5) inadoquate legal
ide inves! tacking system.

Asset Protaction and Security Services, LP

DCAA

§/2/2005 The auditors found that the ing system was not for the award of
prospecBve contract. Also, there were two significant deficiencles in APRSS's
amcumm system that could result in misstated costs,

[Execitive Securly

systern is not Thera
daﬁdenuc;mmrammﬂng system. Aithough there was no comprehensive
examination of the system, audifors determined that the deficiencies could advarsely
affect the organization's abliity 1o record, process, summarize, and report costs.

{Rapiscan Systems, inc. (RST)

SlzmﬁaaAudkibunddiﬂerwmsas follows: Direct Labor Rates: negative differances in
comparison of subcontractor's proposed direct labor esealation rates versus direct labor
escalation rates obtained from Globat insight. Proposed escalation rates were lower
than the rates by GI. Negativa differences between proposed indirect expense rates
versus current actual indirect expense rates because the proposed rates are lower than
the actual rates,

Bechtel Systems and Infrastructure, inc.

B/19/2005 ]| Audit remsd indirect cost and aflocation base projections and evaluated cost
methods. During May 2005 review, audit found that BS!P's 2005 forecast
significantly meosad its 2005 Long Term incentive Program and bonus payout o
executives over the 2004 amount. BSH significantly understated its sxclusion of
specifically unaliowable labor costs In excess of the stututory salary cap. BSH concurred
with the findings and agreed to recomputed the executive salary cap and bonus amount.
Auditer found the Aua, 2005 revised prooosalto be.

Page 4of 11
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DCAA Audit Findings

[By

Dats

E‘mm

DCAA

/120206

Descr)

DCAA examined the direct labor and indirect expense rates of Surescan's to determine
if the part of the proposal examined is acceptable as a basis to nagotiate a fair and
reasonable contract price. DCAA racommended an overall upward adjustment to the

{abor overhead and the base gensral and administrative costs to account for
questioned incantive bonuses and a math eror in the general and administative pool

{Reveal imaging Technologies

8/5/2005)

Shaw Environmental & Infrastructure, Ing.

DCAA applied numerous agreed-upon procedures - raced direct labor costs proposed
and

negatiation of a fair and mmmwwmmew

 Tumer Construction Company

DCAA

{Sslct, nc.

Based on svaluation of Incurred cost submission, audit questioned following rates: (1)
overhead/GAA rats. 4.13% of proposed overhead; quastioned overhead expenses of
which a significant amount is expressly unallowabls expense under the FAR; {2}
Employee Benefit Expense (EBE] rate. questioned 0,19% of the proposer EBE rate.
questioned the EBE pool some of which was related to supplamental compensation and
another part was related to pension costs which were not computed in accordance with

M.imﬂﬂmmllmﬁ_
6/10/2005/DCAA exarnined Select, Inc.’s accounting system to determine whether the system's

design was acceptable for the award of a prospective contract. DCAA found that
Seleet’s accounting system was not acceptabls for the award of & contract — Select does]
not include a job cost system. If Select is awarded the contract, they plan 1o take the
proposed, adequate corractive actions suggested by DCAA. DCAA will follow up to.
check on the comactive actions # Select is awarded the contract.

Care Core LLC

DCAA

{Nat, U, Manag. Corp,

T6CAA

teveal Imaging Technologies, inc,

evaal Imaging Technologios

DCAA determined the cost realism and possible understatemeant of Care Core’s direct
fabor, Indirect rates, and other costs for their Nurse Case Managament Services. DCAAJ
found that Cere Core was unable 1o provide adequate support for the soms annual costs]

ro) a tion ceview.

DCAA examined NUMC's accounting system 1o determine whether the systom’s

was accoptable for the award of a prospactive TSA contract, DCAA found that NUMC's
design was not acceptable for the award of & coniract ~ NUMC does not have adsquate
timekeeping policies, does not segregate direct from Indirect costs, does not computa
indirect rates, does not have job cost ledgers, and does not have procedures t identify

sxpressiy. sosts,
 Auditors found that the contractor may have difficulty meeting its near-term financial
obligations and may not be capabls of performing on its government contracts without
L extraordis et actions,
DCAA examined Reveal's accounting system to determine whether & is adequate for
aewmlaﬂnq costs under ncwemmem confracts and whether the billing procsdures are
claims, Le., interim public
vouchen and progress paymanu DCM found Reveal's amnuuﬂm system to be
and billing costs under contracts.

Tumer Construciion Co.

ocaa

" 5/16/2005]DCAA examined Tumers indirect cost proposal and relatad books and records for

reimbursement of FY 2003 incurred costs to determine aliowability of the Indirect cost
rate and astablish audit determine indirect cost rates for 2003. DCAA questioned
overhead expenses for FY 2003 related to unailowabis phantom stock option costs,
reversal of add-back credits, and excess executive compensation. Of the totat

several million dollars s listed as expressly unaliowable per specific FAR
ciauses. The questioned amounts resulied in a questioned Overhead Rate in FY 2003,

|Shaw Envirnmentat & infrastructure, nc.

5/13/2008]

Audit found !ha1 umsmf submitted ndequate cost of pricing data. Considered proposal
and forward pricing rate

-3 Communications

mm-m
31291200§§DOM applied numerous agreed-upon procedires ta L-3's direct labor rates and

{proposesd indirect rates. As to direct labor rates, DCAA found L3 did not propose
jescalation of the rates for the three year proposal. As to indirect rates, DCAA found the
proposed customer service overhead rate and the G&A rate ware not computed in
accordance with the contractar's FY 2004 budget calcudations for the Security and
Detection System Division,

Cooperative Personnel Services.

Unisys Corperation

BN}

$I10/2008

372 Out of several million of claimed costs, a portion was questioned and a significant
amount was unrasolved.
321/2005{DCAA examined Unisys’ multi-million dollar modification propasal to provide core sffort

to Jead and manage the cument TSA enterprise. DUAA guestioned 20% of the

proposed costs and found that 8.8% were unsupported

Audit rovealed the folowing changes to baseline astimates: Se roads, Preliminary and
Deta Design, Fire Protection System, Perimeter Protection, Utility Connection.

Shew Environmental & Infrastructure, fnc.

DCAA

21872008

Shaw E&'s overall i systoma o be adequate with
the following qualifications: conlractotchamed the basis for affocating low vatue
equipment (additional costs In the LVFE rate may be questioned based on the resuits of
the audR of the cost impact); contractor submitted revision no. 13 and no, 14 to several
parts and audits are currently in pr costs were omitbed i estor by the

rogress; comporate
contractar in the first proposal, detailed evaluation of proposad comorate costs could not
be

Note: Figures have b
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DCAA Audit Findings

2/1472005|Contractor's indirect rate is acoeptable. Claimed direct costs are acceptable. Auditor

Deacr)

questioned direct costs proposad under vontracts. A negative

specific contracts are pressnted In notes. Direct costs not questioned are L

approved. Cumulative Aliowable Cost Warksheet {CACWS) considered aowable and
i Penatties for casts was not included in the subcontract,

mnudmdmmquuﬂomdhmnlnmmluwmwﬁumdedh

[Robert Uoyd Eiectric Company, ine.

2/10/200:

St 's indirect rate is 's indirect rato Is limited on
direct costs incurred through August 11, 2003. Subcontractor is entitied to full rate on
dlrect costs incurred effective August 14, Claimed direct costs are acceptabls, Costs of]
cumulative allowable costs are considersd allowabls under listed subcontracts and are
ralmbursable, Indirect Costs subject o penalty not included In audit,

[Ricondo & Assodiats, Tne,

17772608/ Examination of cost propasal for FY 2006 disciased questioned 2nd for

costs and questioned overhead costs. Auditor reciassified direct trave! costs to
subcontract casts and reclassified direct labor costs to overhead costs. The incusred
cost ion is 25 a basis for i of indicect rates. However,
significant issues re: Appendix 3 - Cumulative Aliowabie costs for EY 2002 and FY 2003

OMJIM Aviation inc.

12/16/2004]

DMJM Aviation Inc.

12/3/2004]

DCAA evaluated DMJIM's invoiced direct iabor and other direct costs under 18 Bosing
Subcontract, o determina if the subject costs are in compliance with applicable

ions of the FAR and the subcontract. DCAA found the direct labor and ODC costs
claimed on the nvoices were in CFY 2002and in

[DCAA examined DMIM's final indirect cost rate proposal and related books and records.
MmbummdFYmadmmmym-BuemSmboCompw
Subcontract. DCAA questionsd DMJM's direct labor and DMIM's other direct costs, but
otherwise found DMIM's claimed direct costs acceptable as adjusted,

The Boeing Company

DCAA

11/17/2004] Bowing's control s i in part. disciosed 6
| deficiencies that impact Boeing’s control that may resultina
control of

and costs at tha Boeing segments.
Issues: (1) i and of potential time
mischarging that could be associated with certain sthical violations uncovered during
i @ policies and related to hiring current and
former 3 policies and regarding
procurement integrity and hiring of former competitors’ employees; (4) restricting
govemment access to factual information from jegal investigations that the company
i 4  {5) not i ing DOD Hotline Posters as required; (6) inadequate
tracking

andlack of & wide

aystpm

INCS Pearson, Inc.

10126/2004]

Applying agreed-upon-procedures, the audit resulted in Labor costs being negotiated
from $46,569,005 to §$16,003,956. in travel, the audit negotiated from $30,560,382 to
$1,662,715. Subcontractor statistics were not provided at the time of the audit.

Siemens Dematic Corp.

10/5/2004| DCAA examined Siemens’ Alr Cargo & Security division's bifling system and refated

}DMJM Aviation inc.

9/29/2004;

internal controls to assure it compiied with appiicable laws and regs, are effective over
with taws and and are adequute and operating
effectively. DUAA found the biing system and related internal controt policies and
ures ade A
DCAA examined DMJM's final indirect cost rate proposat and refated books and records
for reimbursement of FY 2002 direct costs only, to detanmine aliowablity, Except for the
Hfication on through the s
syntams.datmsddmwmmmamp&mmdmwhbnmawwedmdimﬁn&l
DCAA did findd that the schedule of direct costs by contract/subcontract
and fis schedule of govemment participation in indirect expense paols were incorrect
ing the assk of costs io the poot.

Siemens Dematic Corp,

9128/2004]

08711-578 (Yarrow)

DCAA examined Siemens' Al Cargo & Security division's final tndiract cost proposs)
and refated books and records for reimbursement of FY 2002 Incurred costs to
determins allowability of direct and indirect costs. DCAA found the indirect rates and
diract

DCAA questioned costs of Yarrow's proposal for consulting services, Specifically,
DUAA questioned Yarrow's proposal costs for dirsct labor, ‘pverhead, and fravel

Stemens Dematic Alrport Cargo & Security
Oparations Division

DCAA

Fluor Federal Services

DCAA

7130/2004

{Differences in Overhead (home), in Overhead (field), and in G&A; other direct costs

Nses,
DCAA examined Siamens' Akport Cargo & Securlfy Operations’ complianca with the
requirements of CAS 418, Allocation of Direct and Indicect Costs, to determine # the
contractor complied with the requirements of CAS 418, and any applicable FAR Part 31
i during FY 2003. DCAA found Siemens compiied, in all materiai respects,

|with the requirements of CAS 418,

[Audit discovered differences in propased and actual composite tirect iabor rates;
Contractor did not have current FPRR for their direct labor rates. Audit of subcontractor
disclased differencas only for the proposed TRS subcontractor direct fabor rates {chart).

included difference in akfare. Contractor reserved commant.

Note: Figur b p

propriviary
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DCAA Audit Findings

[Centractor TBy Jiiate TDescription
Tumer Construction Company DCAA 6/25/2004{Offeror has submitied adequate invoice cost data. However, subcontractor's bifing
system has some inadequacies which could result in the subcontractor biling the
govemment mppmpnawy Vouchers were not prapared in all respects in accordance
with impact of i
refatively insi Vouchers are for payment. TCU's practice of billing
for costs prior to being posted to the ladger could result in the govemment being double
bifted. Recommend that in the fulure Tumer should only bilt costs after & has been
posted to the ledger, Recommend Turner implement controls to prevent the

{Siemens Dematic Corp. DCAA 6 DCAA examined Siemans' public voucher request under a Boeing Subcontract 1o verify
the amount claimed to Siemens’ books and recards a8 a basis for approving subtontracy
financing in with the of the DCAA took no excaption

to clalmed costs. DCAA did note two lssues: (1) that the subject bifing was prepared
using budgeted FY 2003 direct labor rates and indirect expense rates, and (2) whie the
billzd labor costs reflect actual labor hours incurred they do not refect actual tabor costs.

1M Giobal Serv, Fed. DCAA S§114/2004{DCAA BM's propesal by ining the direct iabor and indirect
expense rates, hardware, software, trave) and web hosting sesvices. DCAA took
exception to the proposed fower-tier subcontractor direct labor rates and questioned the
call conter costs.
INCS Pearson, Inc. DCAA 5132004 [NCS Pearson, Inc. submitted a proposat for costs Incumred of $607,978,807.0CAA
questioned $287,712,435 in deficient costs including In-housefinterdivisional fabor,
subcontractiemporary agency jabor, travel, and other direct costs. The contractor has
the findings in detal,
| Tumer Construction Company DCAA 5372004 | Based on evaluation of incurred cost submission, audit questioned following rates: (1)
averhead/GEA rate. the proposed overhead rete. Questioned overhead expenses as
FAR unallowable expense; {2) EBE rate: questioned the proposed EBE rate.
questioned the EBE poot related to pension costs which were not computed in
was

Alrbome 1 Corp. DCAA

Covansys Corp. DCAA A119/2004 DCN\ evaluated Covansys' proposed direct fabor rates, indirect expense rates,
rates and selected DCAA adjusted the previously

overstated
abor overhead rate and the general and administrative expensa rate, and reduced the
travel expenses.
DCAA

{Siemens Dematc Ajrport Carge & Security 478/2004] DCAA avaluated Siemens Alr Cargo & Security division to perform physical
Operations Division observations {for checks) and dmrm(ng that employens are actually at work, that they
ar ing In their assigned and thelr time is charged to the

e jobs, DCAA found oenasn confract !abor pramus required corrective ncdon
to improve the reliabiity of the s ¥ system -
pﬁor 10 end ofwcrk week; not al ime was mcordad msuiﬂdam employee tralnhn, and

Tumner Construction DCAA 275/2004| DCAA reviewed Tusner's indirect cost proposal and related books and records for
rulmbursemamafmmrmdeosu DCMsmvkwmsmumqueshmedmead
(dinner, etc.), to which DCAA reduced Tumer's

rate.
Turner Construction Co. DCAA wyzooa‘nc;u examined Tumer's indirect cost proposal and related books and records for
jreimbursement of FY 2002 incurred costs. The purpose was to determine sfiowability
and allocabifity of indirect cost rate and establish sudit determined indirect cost rate for
2002, DCAA questioned the proposed overhead rate and overhead expenses as FAR

C ble 6
Homeland Security Corp. DCAA 37472004 DOAA evaluated Homeland Security's claimed costs under 2 contract providing for the
training of federal air marshnh DCAA quastioned costa related to airfare and rental car
with the cost except for those
mil_@maa to the rental of & U-Hau,
Fnber! Uoyd Elsctric Company, ne. DCAA 3/1/2004{Report pertains only to the of agreed-upon: o verify the
amounts claimed on Pay Appilcation Number 33, Auditor did not perform an

examination on the subject matter of the report. Application of pon procedures
disclosed no significant exceptions in the amounts claimed on Pay Application Number

{§7C Construction, LLC DCAA 2720120041 Alt proposed costs wers questioned These included: subcontractor claims, extended
Tield ovarhead, unabsorbed overhead, additional enginsaring costs, Jost sbam VECP
savings rounding, the costs wara either not supported, or their were induded in wrong
catepories.

Firstline Transporiation DCAA 2/18/2004{ Examination revealed questioned costs. The costs primarfy refated to adnistments to
GEA. The applied a GE&A rate. Adjusted GSA rate due
to voluntary reduction in lhe aflocation of PrimeFlight Aviation Services expenses by the
contractor.

L-3 Communications DCAA 1/15/2004/DCAA examined L-3's me and material proposal and firm-fixed-price portion to

mmmimemwmmmmmasnmummammm
reasonable contract price. The costs ane for vices and
msebngstowppmmepumhaaecusaprswsdsmcﬁonsymzm DCAA found
the proposat of 3 fair and price. However, there
|was an error in the pmpoul for costs related to the Training Speaal‘m. and SDS
calculated indirect charge personnel as direct in arriving at some costs,
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DCAA Audit Findings

[Contrastor
1-3 Security Detection

o

Date
171512004

Description

DCAA audited L-3's estimated price for engineering services and meetings t0 suppart
the purchase of 43 explosive detection systsms umu DCAA found the eostlpndnq dﬁia
inadequate in part, howaver, becauss th are
pmmbanmmammmbrmgchaﬂmofaiuw raasonable price.

Leo A Daly Company

11272004 lndlredmesamawemab}caspmposea Direct costs were acceptabie as adjustad by
direct

mduok:mmblmgbyonedbdy‘l

Contractor Direct costs not
approved, Evaluation also found that Daly acquired computer equipment and charged
dweahomeBomgsubeonm Da!ykhd&@eqummmpanqu isposition

from the prime Because
under subcontract, audit did not question any costs associated with them,

Philip Wiltiams

12/17/2003]DCAA axamined the direct labor rales and indirect rate of Phillp Witiams & Associates

proposal 1o FEMA. DCAA found that Philip Williams’ cost/pricing data in support of the
rates were inadequate in part. The proposal, as adjusted by DCAA audh, is now
as & basis for iation of falr and pricing.

{Ricondo & Assodlates, frc.

DCAA

12/8/2003/DCAA sxamined Ricondo's certified final indirect costs proposal and related books and

mcordsformmbummnthYzaozncumdeosts dm«nmwmbinyofw
and indirect costs and direct costs for

2002, DCAA i costs, DCM iso i) costs and clagsified
others as unresolved in 2nd tier subcontract costs related to 3rd tier subcontract assist
audits, The questioned subcontract costs was due to questioned divect labor costs and
joverhead costs, The development of the indirect rates included questioned costs due to

costs and & tion of payroll variance from base cost to the

Laigh Fisher Associates, LLP {LFA)

TBCAR

axpanse pool
12172 szmmmdwamhkawepmbhmpmpmed Except for qualifications,

claimed direct costs are accepiable. Questioned claimed direct 3rd tier subcontract
costs. Classified 2 unresolved claimed indirect costs by Arup pending accounting firm
mmplwng its evaluation of actual indirect costs, Dvrpdcott:mtquesmmdm

X approved. Qi 3rd tler letter
subcontracts, cannot reach definitive conclusion on the nﬁawubls amounts on these

; SSMTS has not submitied its incurred cost for costs incurrsd
on 3ed unable o assess of time and material typs
u\uusadbbinabornnddlmdmu DCAA will not receive in-process audit by
MacDonnet & Dodd, Classitying costs as unrescived pending receipt of the assist audi,
expected prior to Dac. 31, 2003,

{Gomez Construciion Co.

OCAA

11/25/2003|DCAA sxarmined Gomez's accounting system to determing whether it is adequate for

secumulamg costs under a Gov't contract, and whether the biing procedures are
of cost claims, L.e,, interim public vouchars

and prognsss payments, DCAA found Gomez's accounting system inadequate in part for]
accurmlatmg costs/bifing under a Gov't contract - deficient in completing timesheets;

or FAR31.2 costs; does not complie
pwllappﬂﬁble bases for indirect rate computations; has a subsidiary job cost ledger
summarizing it costs incumed; does not book costs to contract on a fine item by fine
Ttern basls; and biks the Gov't a % of compietion method, not based on costs incurred.

{S5TMES, Inc.

1472512003 DCAA appiied agreed-upon procedures to SSTMS, Inc's direct inbor costs, Indirect

expense fates and other direct costs under & prime contract. DCAA was unable to verify|
the hourly rates because the subcontractor traated labor as 2 time and material contract

and the labor rates were loaded rates. Therefors, they only verified the total hours.
incurred,

Acceptance inc. db/a MAXaero

TH21/200

 Appiication of agresd-upon 10 evaluate costs, of
these procedures identified a number of adjustments, Labwmmnd}usted
upwards racognizing contract rate versus billing rate and not recognizing biling rate
after completion of contract, Other direct costs were adjusted whers paid costs were
above the celling for direct costs. The audit did not find any fabor charging problems.
Auditor believes TSA has potential recovery for excess home office rates,

 Turmer Aviation Security

1412112003} Report pertains only to th of agreet-upon o evaluate rates

and factors, using ana&yhcal procedures, contained in the initial proposai and

Did not pertain to subject matter
roport. Subcontracior dala estimates that are primarily the basis for undefinitized and

R

[Woridwide Fiight Ssrvices

14/13/20

Mmde Flight Setvben submitted a proposal for pre-hoard screening of passengers

carry-on baggage at eight airports from Feb 17 2002 through Dec 31 2002. DCAA.
qmmmmmmwdmmbovme&,xm bonuses, DG, and SUTA
rates. The their until

Corgan Associates, Inc.

1071472003

Audit determined subcontractor’s indirect rate is acceptable as proposed. Claimed
direct rates are acceptable wyd are provisionally approved pending final acceptance.

Nots:
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DCAA Audit Findings

lconmtor FB}
Northrup Grumman Mission Systems (formerly| DCAA

[TRW Systems)

Date Description
9/29/2003 DCAA examined the contractor's voucher no. § to delerming the allowable cost under a

T&M subcontract for modeling, analysis and simulation support from June 17, 200210
Dec 31, 2002. They found that the contractor's voucher Is not acceptable for

due to coste which are otherwise aliowable but are in excess of subcontract limitations,
The contractor states that they have been reassured the additional funding wilf be
torthcoming and they wii be paid in good faith for the work performed.

[State of Nebraska DCAA

slmﬂmhmmmuleaﬂondagmmmmm They included: 1) verification of

accuracy of 2}Mrermdonmdconstdemdhmﬂ
costs to evaluate DOS’s rates; and 3} svai DCS's
dmxnmmmmmmmummnmnmmnmmw Thuydks
not perform examination and did not express any opinions.

Lioyd Electric Company, nc, DCAA

8/28/2003] Contmdm‘s indiract rate Is acceplable as adjusted. Claimed direct costs are accopiabied
nd provisionally approved. Indirect costs questioned are believed to be subject to
pemmes provided in FAR 52,242-3. Audit found exprassly unaliowable costs subject to
the penalty in the indirect rate. Because the subcontractor was only aliowed to bi the
government with an indirect rate, the: did not bit the using the
mdlrect sate that included the FAR unallowable costs. Auditor believes panalties can be

US Alrways DCAA

003 DCM disaiiowed US Alrways' claimed interest on invoices unpaid for more than 30

Corgan Associates, inc. DCAA

6/25/200 Fbordned(sd’mmedno it in the st ing or
iabor system. Report pertains only fo ting the
pmeedummdpedomdﬂwrdmk: Auduaxmundnaopmbncnma

Lec A, Daly Company DCAA

8/23/2003| Certal Intmekeepln dhbo(ohammgpmﬁmmquhmncﬁmhlmpmvs
the reliability of Daly's labor Hing system. {1) require

{o complete their on a dally basls; (2) require employees fo
record all hours worked whether paid or not; (3) coliect compieted timeshests no eadior
than the final work day of the pay eried.

Leo A. Daly Company DCAA

Gllalzoﬂmumlnn system is adequate for accumulating costs under govermnment contracts.
Examination imited to determining whether Daly's accounting system is adequate for
costs under contracts. Did not perform
of s overalt ing system and its related

[Riconda & Associate, inc. 1DCAA

iternat contrals. Audit on such,
8/17/2003/ Contractor's accounting system is adequmtor accumuiating costs under Government

fimited to ik meRleondos accounting systom is
for costs umhf contracts, Audntordid
of the 's overall

Tumer Aviation Security DCAA

ot perform a
svstem and its related internal controls,
B8/3/2003 St 's system is i in part; disclosed 2
nTAS's system that coukd result in misstated costs.
Recommend disspproval of these portions of TAS accounting system, Significant
Issues: {1)subcontractor aliocating salary to the subcontract, applicable to
salaried/exempt employess, based on & 40 hour work week, as opposed to an allecation|
of salary based on total actus] hours, does not consider impact of uncompensated
overtime hours; (2) TAS is charging vacation, sick leave and holiday costs diract to the
subcontract and is not property aliocating these benefifs amang projects when an
employee works on more than one project a month; (3) subcontractor has reserved
comments untd & further review by upper management of the business unit.

Corgan Associates, inc. DCAA

5/23/2003{CAl's accounting system Is adequate for accumulating costs. Examination was imited
1o detarmining whether CAl's accounting system is adequate for accumutating costs
under govemment contracts, Auditor did not perfonn a comprehensive examination of
the subcontractor's overall accounting system and its refated intermal controis. No

Turner Aviation Security DCAA

opinicn on these controls w:
5718/2003|Certain {abor practices require o increase the refiability of

the ing system, Inciude: (1) TAS does not
mmemmnAwammPWmmprmmwhmmnpoﬁdu
and procedures - creats ane; (2) develop writtan procedures, applicabie to smployess
and supervisory personnel, for the proper issuance and control of employee timesheets
prior to certification; develop written procedures for proper commection of timeshest
entries prior to cerfification; (4) develop a single timeshoet that wit identify el hours
[worked by each employee by using a coding system for Kentifying the projects being

Lioyd Electric Company, Ina. DCAA

4/28/2003{Certain {abor practices req action o improve reliabiity.
Deficiencies noted in reuwnmmdirsdcoataunngﬂoord\adu 10 employees did not
sign paychecks, thereby not certifying accuracy of timesheets, 57 of 88 examined
timeshaets ware missing one or both signatures, Thisis an unacceptably high rats of
165 percent srror. Auditor will perform follow-up evaluation ofaubconhmra
timekeeping internat controls and determine status of the cited
actions, and impact of deficiencies on the overali adequacy of the subcontractor's

" .

Pagafof 11

Note: Fi propristary



166

DCAA Audit Findings

Contractor

United Alrlines, World Headquartars

& Date Description
DCAA 4/28/2003{ Audit resulted in The auditor the amounts billed by

UAL did not include profit for the work performed By UAL employees. The bilings for
mmedmmrmrammaummwmmmsmmmmm
biiled labor rates. Took exception to the direct labor costs for the

¢l di

American Eagle Airfines, Inc.

DCAA

in cunty A
American Eagle Alriines, I submitted a proposal for costs incurred, DGAA questioned
costs that they said was unsupported by the terma of the OTA {Other Transactions
Agreement) including dimct labor cost, The contracior's representative initially
hameﬁnamwwmmnmbmdmnmm

Continental Airiines, Inc,

DCAA

U.8. Airways

mllzooamwbwmawlmwmmm.mwesﬁmsdmwmsddm
unsupported by the terms of the OTA (Other Transactions Agreement) including

mmwdhbmmm»miraxmmbmeﬂu.mmmmmmm
2 downward adiustmes
471112003 USAiwtysaubmmedapmposalfwmhwm.DCquﬁwnﬂMﬂnysﬁd
was unsupported by the terms of the OTA (Other Transactions Agreement) Including
direct labor, overhesd, security vendors, G & A costs, and the cost of interest. The
contractor did not concur with the results,

[Norifwest Alriines

4/3/2003{DCAA found NWA erroneously billed management labor hours, overtima premium costs |
and retention bonuses, resutting in & downward adjustment.

Amarica West Alrlines

DCAA

41272003 DCAArwndAWAbi!edsnvbe: at the Tampa, FL. location, which was not
included on the original OTA listing of alrport screening locations. The finding resutted
;] 't

Southwest Alrfines

in & downward adiustre:
3/4/2003( Southwest developed a separate systom to manually account for genaral and
|administrative costs incurred and biled under an Other Transaction Agreament (OTA),
DCAA investigated the system, finding two ications in iwoices with
i#ity (a lower.-tier g in a downwa

Huntieigh USA Corporation

& ement). resulting e aciustmy
The contractor billed for costs incurred. The significant issues include; 1) biled
amm“mmmmrwammmnmmwwmwm
accounting data. 2) Labor dollars were understated because the contractor
underestimated actugl labor hours on the vouchers and applied incorrect rates to regular]
and overtime hours, 3) SUTA, FUTA, workers compensation, and frings benefis were
overstated. 4} The auditors set out severance pay, royalties, and shutdown costs in
their enfirety because the contracior did not record any severance pay or shutdown
costs or demonstrated that royalties are based on cost incurred as required by AMS
Policy Guidance, 5) pay was ata of total wage dollars
plus FICA expanses ~ however, no severance coats were incurred. 6) Shutdown costs
wera estimated to be ~ no mecord of shutdown costs. 7} G8A expenses associated with
adjusted base amounts are also adjusted.

2/21/2003;

Giobal Avistion Services Corporation

| Audit of disclosed questioned costs, including Labor, Sales tax, in Airport Faees, and in
incentive Payments,

‘Pmspeot Alrport Services

Audit of proposal disclosed questioned costs including Labor Hour/T&M Labor Rate

Adjustments and Other Direct Costs. Significant issuas included labor hour

adjustments, questions of uniform costs and parking costs ~ it is unciear f amployees

mnﬂdebpayhrmmmhwﬂmmrﬁmbummamfmmmﬂw«. inwhich case
bie for costs.

|MAKAERD

12/20/2002 Maxplus, Incorporated BBA MAXaero submitted 3 proposal for concourse and gote-
scrmening services at various alrport locations from Feb 17 2002 through Nov 19 2062
-DCAA questioned costs related to the composite iabior rate. The contractor
representative reserved comment. DCAA recommended that contract price
notbe until a technical of the

of the|

Olympic Security Services, e,

| US 2 by
12/20/2002{Olympk: Security Services, 1 ibmitted a proposal for sirport security services at 30
usnrponsfmmFab172002%uqh$epl30182002.0CMques&medecmmhhd
to workers ion s taxes, overhead costs, G & A costs,
amphmmeosh,Dchédno(prwidomuimpuaofmairaudﬁwngam
proposed biling rates in a mesting with the contracior's representatives. DCAA
recommendad ihat contract price negofiations not be concluded unth a technicat
m-mn(dﬁemwmbhvmmﬂwwoposedhbwmmiusmpeﬂomdand
by,

IAviation Safeguards

officer,
12/4/2002}Costs ware questioned relating to direct labor hours and foaded fabor rates, The
contractor’s accounting system Is not adequate for accumulating costs undes

Aviation Safeguards

contracts,
12/4/2002  Aviation Safeguards submitted a proposal for alrport screening services from Fel 17
2002 through Nov 19 2002. DCAA questioned costs related to direct labor hours snd
loaded labor rates, ﬂmwnvammymm-waedwmm'swjummd
the proposed labor hours but ieft the rates and other mattera to further negoliation,

{nternational Yotat Services, Inc.

1472612002 intemational Total Services, inc. submitted & voucher for airpoit passenger screening

services from Fab 17 2002 through August 2002, DCAA Guastionsd costs including
dupiication of racords for direct labor wages, questionabie payrok tax calculations,
unafiowable biling of port fees and sales tax, closed sita fees and administrative fess
which wers not provided for in the contract, boaus costs not billed according to the FAA-|
appraved Bonus Plan, and o base cost. The has agreed io
retroactive changes of certain terms of the contract in a Nov 15, 2002 letter from the
TSA but DCAA has not quantified what impact these changes will have.

Pege 100f 11
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DCAA Audit Findings

TEy

w
Summit Security Service, inc.

DCAA

lDﬂh m
11/26/2002{ Summit Security Services Inc. submitied a proposal for airport screening services from

Feb 17 2002 through Nov 19 2002, DCAA questioned costs related to dirsct lahor hours
and loaded Jabor rates. The DCAN'S
dmwumhwnmmmmdeMbmm«m

DAL Giobal Services, inc.

DCAA

1112212062| DAL Giobal Servico' Inc. prmadpvmshyp ing Security screening ot 18
US from Feb 17 2002 through Nov 18 2002,
Dwmwwdummammmmmmmmm
and fring: -mm it

it TCAA tiations not be wnelmfod
mamummﬁmmmdmmwxmmm
heen peformed and considered by the contracting officer.

Wﬂé ‘Sacurity Associates, Inc,

11mmmmmm inc. submitted a proposal for airport passengers’ pre-
board security screening services at 11 US airports from Feb 17 2002 through Nov 18
2002, DCAA questionsd costs related o the proposed tabor hours and indirect rates,
maummuemm:hmdmnmmmmmmm

netbe

DCAA
ﬂnmwuwsmwdhmmmnmdmammm
by the

hours has been

10/31/2002; Audit of proposal discosed questioned costs including Loaded Labor costs and Other
direct costs (98% over estimated deficiencios)

Ey ‘Aviation Services, Incorporated
Wackenhut Gorp.

IDCAA
DCAA

10/25/2002{ The Wackenhut Corporation proposed providing concourse and gate-screening services)
n(whusdmﬂlmﬂmifmnFeb172002‘\mugth192002.DGMquesﬁoﬂod
costs including adjusting proposed labor hours 10 actuat labor hours.
m!d\mhnmbymoTSa\mdedmwwmd uni’mmclamngeom
iwhich ara not by the and for applyingthe G & A
andmngmssmeo{ptsﬂx o ODC funds, The contraclor sgreed to eliminate the
incentive bonusas and non-reimbursed uniform cla-n[ng costs for a downward

i DCAA pricer not be conciuded untit

1 technk of the "'mtpmpoced\aborhnumhasbsm
d consi by the ing officer.
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