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THE PROMISE OF REGISTERED TRAVELER
PART 1

Thursday, June 9, 2005

HOUSE OF REPRESENTATIVES,
COMMITTEE ON HOMELAND SECURITY,
SUBCOMMITTEE ON ECONOMIC SECURITY,
INFRASTRUCTURE PROTECTION, AND CYBERSECURITY,
Washington, DC.

The subcommittee met, pursuant to call, at 11:05 a.m., in Room
2318, Rayburn House Office Building, Hon. Daniel Lungren [chair-
man of the subcommittee] presiding.

Present: Representatives Lungren, Linder, Rogers, Dicks,
DeFazio, Jackson-Lee, and Thompson.

Mr. LUNGREN. [Presiding.] The Committee on Homeland Security
Subcommittee on Economic Security, Infrastructure Protection and
Cybersecurity will come to order.

The subcommittee is meeting today to receive testimony on the
Registered Traveler Program being implemented by the Transpor-
tation Security Administration, TSA. The purpose of the hearing is
to examine whether the Registered Traveler Program is living up
to its promise of enhancing security and improving efficiency in
screening operations at airport checkpoints.

I would like to welcome everybody today to this hearing.

The Registered Traveler Program is an important initiative,
which, when fully implemented, I believe, should improve both the
effectiveness and efficiency of the T'SA airport security screening
process. Registered Traveler will allow travelers who undergo back-
ground checks and submit themselves to biometric verification to
go through expedited security screening procedures.

Unfortunately, however, this program does not appear to have
progressed as Congress had intended. I, along with many other
members of Congress, continue to be frustrated by this lack of ap-
parent progress with the Registered Traveler Program.

Congress imagined that this program would be an additional
layer of voluntary screening and that, as a result, it would reduce
the number of unknown individuals, alleviate much of the need for
secondary screening and other checkpoint inconveniences and in-
dignities and, most importantly, permit TSA resources to focus on
the small percentage of travelers who are not frequent travelers
and who do not voluntary submit adequate information to confirm
identity.

Sadly, as it is currently structured, the program may not provide
any of the originally envisioned operational benefits to TSA, the
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airlines or the traveling public. Instead, it appears that we may
have in our midst a program of questionable benefit.

Today, we will hear from the perspectives of industry observers,
outside experts and current program participants on problems of
the current system and ways it could be made more effective. We
will have a follow-up hearing next week with the Department of
Homeland Security to discuss the issues raised here today.

With that, I would like to thank our witnesses for appearing be-
fore us today. I look forward to hearing your perspectives on the
Registered Traveler Program, and now I would recognize the rank-
ing member of the full committee, Mr. Thompson of Mississippi, for
any comments he might like to make.

PREPARED OPENING STATEMENT OF THE HONORABLE DANIEL E. LUNGREN

JUNE 9, 2005

[Call hearing to order]

I would like to welcome everyone today to a hearing of the Committee on Home-
land Security Subcommittee on Economic Security, Infrastructure Protection, and
Cybersecurity. This morning, we will focus on the Transportation Security Adminis-
tration’s (TSA) Registered Traveler program.

The Registered Traveler (RT) program is an important initiative, which, when
fully implemented, should improve both the effectiveness and efficiency of the TSA
airport security screening process.

RT will allow travelers who undergo background checks and submit themselves
to biometric verification to go through expedited security screening procedures.

Unfortunately, this program has not progressed as Congress had intended.

I, along with many other Members of Congress, continue to be frustrated by the
lack of apparent progress with the Registered Traveler program.

Congress imagined the RT program as an additional layer of voluntary screening
that would reduce the number of unknown individuals, alleviate much of the need
for secondary screening and other checkpoint inconveniences and indignities, and ?
most importantly ? permit TSA resources to focus on the small percentage of trav-
elers who are not frequent travelers and who do not voluntarily submit adequate
information to confirm identity.

Sadly, as it is currently structured, RT may not provide any of the originally envi-
sioned operational benefits to TSA, the airlines, or the traveling public.

Instead, T'SA has created a program of questionable benefit.

Today we will hear the perspectives of industry observers, outside experts, and
current program participants on problems with the current system and ways it can
be made more effective.

We will have a follow up hearing next week with the Department of Homeland
Security to discuss the issues raised here today.

With that, I would like to thank our witnesses for appearing before us today. I
look forward to hearing your perspectives on the Registered Traveler program.

I now recognize the Ranking Member of the Subcommittee, Ms. Sanchez.

Mr. THOMPSON. Thank you, Mr. Chairman. Thank you very
much, Mr. Chairman.

Like you, I look forward to the testimony of the panelists, and
I look forward also to learning more about the Registered Traveler
Program.

Whichever airport I find myself in, I pretty much hear the same
thing from my fellow travelers, “There has to be a better, more effi-
cient way to process passengers at the checkpoints.” I, too, share
their frustrations. I actually bought a special pair of shoes that the
salesman told me were checkpoint friendly. I cannot say that they
have been all too friendly to me. If you have ever gone out of Na-
tional Airport, the first thing they tell you is take your shoes off,
and, if you have had the frustration of asking why the policy exists,
you get the extra check for asking the question.
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So maybe biometrics is the answer. I am not sure. But I look for-
ward to it and the public will demand, that we come up with some-
thing. I am interested in the civil liberties aspect of whatever we
do.

We are now understanding that more and more people are trav-
eling than they did before 9/11. What are we doing to move people
along? What are we doing from a temporary standpoint of per-
sonnel, a number of issues that we tend to look at, Mr. Chair, but
not really force the agency and others involved to do what they
need to do so that the public is not inconvenienced, but they also
are kept safe?

So I look forward to the testimony, and I yield back the balance
of the time.

Mr. LUNGREN. I thank the gentleman for his comments. I want
the gentleman to reflect the gentleman used the expression “fellow
traveler,” and I did not.

Other members of the committee are reminded that opening
statements may be submitted for the record.

PREPARED OPENING STATEMENT OF THE HONORABLE CHRISTOPHER COX, A
REPRESENTATIVE IN CONGRESS FROM THE STATE OF CALIFORNIA, AND CHAIRMAN,
HOMELAND SECURITY COMMITTEE

JUNE 9, 2005

Thank you Mr. Chairman.

I am a strong supporter of the Registered Traveler concept. This program should
be key to the Transportation Security Administration’s efforts to return efficiency
to airport security screening and minimize long waits at security checkpoints.

Congress intended for TSA to use Registered Traveler as a risk management tool,
whereby TSA could improve overall security by decreasing the pool of unknown
travelers and focusing security resources on higher-risk passengers. It should be the
first step towards applying a more rational process to screening air travelers. By
some estimates, the eight million frequent flyers, roughly, 10 percent of all trav-
elers, account for nearly half of all passenger trips, which means half of all check-
point screening. This fact suggests that an optimally functioning, voluntary Reg-
istered Traveler program could enhance security, save money, improve efficiency,
and reduce passenger frustration and inconvenience.

Today’s hearing will focus on whether the Registered Traveler Program is living
up to the promise envisaged in the Aviation and Transportation Security Act. From
reports to the Committee so far, the answer to this question appears to be a re-
sounding “no”.

The current TSA pilots have been so limited and constricted in nature that they
have provided few, if any, benefits to Registered Travelers—I know, because I am
one of them—and have not even begun to really test the visionary potential of such
a program. I was pleased to learn about the new structure for the most recent pilot
program in Orlando—which will harness the capabilities of the private sector to pro-
vide a more flexible and innovative approach to registered travel—and I look for-
ward to hearing testimony today from Orlando and other program participants and
experts on how we can quickly and securely expand Registered Traveler programs.

Certainly, TSA needs to leverage the security gains from other DHS and Federal
credentialing or security screening programs and apply them to Registered Traveler.
It should take immediate action to include in Registered Traveler other categories
of air travelers that have undergone an extensive background check or security
clearance process (such as airline pilots, flight attendants, and government and mili-
tary employees), which could safely expand this program to the point where it could
produce real benefits to airports and airlines, and to the American taxpayer.

Despite the difficulties faced so far, the concept behind Registered Traveler is
quite simple—individuals who voluntarily submit personal background information,
including biometric samples, successfully undergo security background checks, and
who travel frequently without incident or raising any concerns should not be treated
as though they were a potential terrorist in waiting. There should be streamlined
security screening process at airport checkpoints and separate lanes for such trav-
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elers, in order to expedite their travel and reduce backlogs at the other checkpoints
as well.

Of course, there is some risk in this approach, but there is risk in our current
approach, too. And the alternative is to continue to engage in an irrational and cost-
ly screening system that drains resources and attention from greater risks.

Registered Traveler offers a step towards the kind of policy that TSA should be
adopting—one that moves more and more blocks of travelers out of extensive check-
point screening through the use of advance credentialing and biometric identifica-
tion. If implemented as envisioned by Congress, Registered Traveler would enable
TSA to focus on the fraction of travelers who are genuinely of interest.

I would like to thank the witnesses for appearing today, and I look forward to
hearing your perspective on this vital program and how we can work together to
improve it.

Mr. LUNGREN. We are pleased to have an expert panel of wit-
nesses before us today on the important topic. Let me please re-
mind the witnesses that their entire written statements will appear
in the record, and we ask that you would strive to limit your oral
testimony to the 5-minute time period allotted.

The Chair would now recognize Mr. C. Stewart Verdery, Jr.,
principal, Mehlman Vogel Castagnetti, Inc., to testify.

Sir?

STATEMENT OF C. STEWART VERDERY, JR., PRINCIPAL,
MEHLMAN VOGEL CASTAGNETTI, INC.

Mr. VERDERY. Chairman Lungren and Ranking Member Thomp-
son and members of the committee, I thank you for the opportunity
to return to your committee to discuss the future of the Registered
Traveler Program.

I am currently a principal at the consulting firm Mehlman Vogel
Castagnetti. I am also an adjunct fellow at the Center for Strategic
and International Studies.

As you know, I served as assistant secretary for border and
transportation security policy and planning until my resignation
from the Department of Homeland Security in March of this year.
In that capacity, I was responsible for policy development for immi-
gration and visas, cargo security, law enforcement, as well as
transportation security that was normally handled in the field by
TSA and Customs and Border Protection and other BTS agencies.

Before discussing the specific topic of today’s hearing, I would be
remiss if I did not thank the committee for its excellent and ex-
tremely important efforts to support the department during my
tenure.

As Secretary Chertoff has discussed eloquently in recent months,
the essential nature of homeland security is risk management. In
nearly every area where the government has assumed the lead role
in protecting the public from the possibility of a terrorist incident,
our programs reflect a degree of risk management.

In areas such as the vetting of foreign nationals for entry to our
country, inspection of cargo, distribution of preparedness funds,
many other areas, risk management, for better or for worse, is the
best and only way to focus our immense, but ultimately limited re-
sources on how to reduce the terrorist threat.

However, for the prescreening and physical screening of aviation
passengers, the government has not yet deployed an effective set
of programs demonstrating a similar system of risk management.
Anyone who has watched an elderly grandmother, a young child or
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the business road warrior who flies the same route every week go
through the same checkpoint process as the rest of us can recognize
this fact.

Now the fledgling RT pilots that were mentioned underway
should not be evaluated as a precursor to what a full-fledged pro-
gram should look like. They were baby steps to ascertain public in-
terest and develop operational experience with the use of bio-
metrics in a busy airport setting. The pilots have been largely well
managed and have met expectations, but nobody should be sur-
prised if we are somewhat underwhelmed by a series of small and
stovepipe pilots.

I may be an atypical participant, but, since I was enrolled at
Reagan Airport in RT and I have this card, I have flown about 50
times around the country, and I have used RT once, and that, un-
fortunately, is the fact when you have these small number of pilots.

However, I am confident we are nearing a time when DHS, in
partnership with the private sector and the traveling public, should
be able to deploy new programs to bring a true measure of risk as-
sessment to passenger screening. Indeed, the prior leadership of
BTS was designing the expansion of RT, and that effort has now
been folded under the larger departmental second-stage review un-
derway at DHS.

As an introductory point, it is not wise to review RT without con-
sidering how it should and could work in conjunction with the Se-
cure Flight passenger prescreening program under development at
DHS and the existing CAPPS program administered by air car-
riers.

Secure Flight is designed to collect passenger name record infor-
mation from air carriers about travelers to allow the government
to take over the function of administering and enforcing the no-fly
and terrorist watch lists.

In addition, at least part of the existing CAPPS program that de-
termines who is selected for secondary screening is likely to remain
in place. Under this system, air carriers evaluate characteristics
about the way tickets were purchased to differentiate between nor-
mal and elevated risk passengers.

So, via Secure Flight and CAPPS, TSA and air carriers will be
receiving small but important amounts of passenger information,
things like name and date of birth and address, that could be uti-
lized in various ways to conduct risk management, and it is crucial
to remember that the information collection and vetting mecha-
nisms we will employ that are key should be complementary with
CAPPS and Secure Flight.

Now, in my view, the ideal end state for RT would be an effective
public-private partnership between the federal government, air car-
riers, airport authorities, contractors and profit-motivated program
managers. Under no circumstances would I advise policymakers to
attempt to execute a wholly federalized program or to hand over
complete responsibility for RT to any private-sector entity.

Instead, the private sector should be allowed to generate a vari-
ety of options to present the travelers to attract them initially to
a home airport program with approved participants granted RT
privileges at any and all TSA checkpoints that are operational in
any other location. Such a model will allow the government to real-
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ize enhanced efficiencies at the checkpoint, freeing up screener re-
sources to focus on less-known individuals, and will provide trav-
elers willing to provide personal information with an improved air-
port and checkpoint experience and allow airports and air carriers
and their partners opportunities to offer innovative and profit-
based solutions.

My written testimony details recommendations about these end-
state principles, and I will just summarize a couple of them here.

The government should provide the underlying decision as to the
existence of derogatory information that would disqualify inter-
ested program participants from any expedited security procedure.

Applicants would provide a full slate of 10 fingerprints to be run
against the Terrorist Screening Center, IDENT and IAFIS.

Populations being vetted by DHS for other purposes, such as
HAZMAT drivers or International Registered Travelers or with cur-
rent security clearances, should be also offered a chance to partici-
pate in RT.

DHS should maintain a common database of RT enrollees to en-
sure that as enrollees in one location are cleared for participation,
they are cross-enrolled in other locations.

While amenities of an RT Program such as free parking or non-
security measures may be attractive add-ons to the program, at its
core, RT is and should be a security program and must reflect that
principle at the checkpoint.

Thus, TSA should be required to review the specific security
measures taken at the checkpoint and ascertain which can be
eliminated for RT participants, and some of these are things with
jackets and shoes and how laptops are treated and how you present
your documents and how they deal with minors and other people
that might be traveling with you.

Without demonstrable changes at the checkpoint to facilitate the
transit of vetted individuals, RT will not succeed.

Launching RT generally and operations related to particular air-
ports and air carriers will require significant amounts of marketing
and other activities that are better handled by the private sector.
As has been demonstrated by the interest in Orlando that we will
hear about later, there is no shortage of models to attract par-
ticular participants.

For some flyers whose principal airport suffers from screening
delays, merely offering the checkpoint procedure may be enough. In
others, it may take the checkpoint changes plus airport or airline
amenities.

One sensitive issue relates to how participants are confirmed at
the checkpoint. I envision a baseline procedure where RT partici-
pants should provide a single print to a fingerprint reader to as-
sure a one-to-one match against the enrolled participant. The
Smart Cards, including biometric, biographic information, may be
useful to speed up that match, but only a real-time check of the in-
dividual’s fingerprint can satisfy the one-to-many check that we
need, and US-VISIT has provided an excellent real-world case
study as to the feasibility of real-time use of biometrics.

The cost of development and deploying RT should be borne across
several sectors. Participants should pay a one-time base application
fee to cover the cost to the government of their security review. Ad-



7

ditional amounts should be added to reflect the non-security amen-
ities offered by particular RT providers.

In conclusion, RT is a program that shows great, but unfulfilled
promise. With proper oversight and direction from DHS, the pri-
vate sector should be unleashed to satisfy air travelers begging for
a smarter approach to security.

I thank you for the opportunity to appear and look forward to
your questions.

[The statement of Mr. Verdery follows:]

PREPARED STATEMENT OF C. STEWART VERDERY, JR.

INTRODUCTION

Chairman Lungren and Ranking Member Sanchez, I thank you for the oppor-
tunity to return to your committee to discuss the future of the Registered Traveler
(RT) program. I am currently a principal at the consulting firm Mehlman Vogel
Castagnetti, Inc. I also serve as an Adjunct Fellow at the Center for Strategic and
International Studies, although the views in this testimony are my own and do not
represent CSIS which does not take policy positions.

As you know, following confirmation by the Senate in 2003, I served as Assistant
Secretary for Border and Transportation Security Policy and Planning until my res-
ignation from the Department of Homeland Security in March of this year. In this
capacity, I was responsible for policy development within the Border and Transpor-
tation Security Directorate, reporting to Under Secretary Asa Hutchinson and Sec-
retary Tom Ridge. BTS was created to coordinate policy development and oper-
ational activities in the fields of immigration and visas, transportation security, law
enforcement, and cargo security which largely were carried out in the field by BTS
agencies—U.S. Customs and Border Protection, U.S. Immigration and Customs En-
forcement, and the Transportation Security Administration.

Before discussing the specific topics which are the subject of this important hear-
ing, I would be remiss if I did not thank this Committee for its extremely important
efforts to support DHS during my tenure at the Department. Among other accom-
plishments in this regard were the intelligence reform bill enacted last year, which
included significant sections on border and transportation security, and day-to-day
oversight of our activities which helped focus our priorities and responsiveness to
the American people.

As a last introductory point, to the extent that legitimate analysis finds fault with
the transportation security measures implemented by DHS over the past two years,
I accept my share of responsibility for those shortcomings. I am proud of the efforts
the first leadership of the Department under Secretary Ridge. I strongly believe our
initiatives have reduced the vulnerability of our country to terrorist attacks, but I
also recognize that the country is still at the front end of a lengthy effort to craft
policies and develop operational capabilities before we might be able to declare vic-
tory in this fight.

BACKGROUND

As Secretary Chertoff has discussed eloquently in recent months, the essential na-
ture of homeland security is risk management. In remarks to the George Wash-
ington University Homeland Security Policy Institute on March 16, the Secretary
said: “IWle need to adopt a risk-based approach in both our operations and our phi-
losophy. Risk management is fundamental to managing the threat, while retaining
our quality of life and living in freedom. Risk management must guide our decision-
making as we examine how we can best organize to prevent, respond and recover
from an attack.”

Thus in nearly every area where the government has assumed a lead role in pro-
tecting the public from the possibility of a terrorist incident, our programs reflect
a degree of risk management. In areas such as vetting of foreign nationals for entry
to our county, for inspections of cargo, for distribution of preparedness funds, for de-
velopment of next generation tools of anti-terrorism devices and services, and many
others, risk management, for better or for worse, is the best way to focus our im-
mense, but ultimately limited, resources on how to reduce the terrorist threat.

However, for the prescreening and physical screening of aviation passengers, the
government has not yet deployed an effective set of programs demonstrating a simi-
lar system of risk management. Anybody who has flown in the past several years
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and watched an elderly grandmother, young child, or the business “road warrior”
who flies the same route every week undergo the same checkpoint procedure as the
rest of us can recognize that we have not found a truly effective way to conduct risk
management at the checkpoint.

Following the tragic events of September 11, 2001, the Congress passed the Avia-
tion and Transportation Security Act (ATSA) government which created the Trans-
portation Security Administration and the new regime of federalized aviation secu-
rity measures. This Act and subsequent statutory and regulatory mandates have es-
tablished the legal framework which requires aviation passengers to undergo a se-
ries of prescreening and physical screening measures to identify potential terrorists
and other persons who might threaten the safety of an aircraft or fellow passengers
and to detect objects that might be utilized to endanger the aircraft or passengers
or turn the aircraft itself into a weapon.

Congress also realized that appropriate risk management suggested that TSA be
allowed to develop innovative programs such as RT to fulfill both the security and
facilitation missions of the agency. Thus TSA launched a series of five RT pilots in
2004, each with a single air carrier partnering with a single airport, with small
numbers of enrollees selected for invitation by the air carrier from their frequent
flyer membership lists. While the pilots have proved popular with the small number
of enrollees, they have not yet blossomed into the more comprehensive program that
the traveling public desires and that DHS should pursue. This result is largely due
to the facts that even for enrollees the availability of RT is restricted to only a hand-
ful of gates at a particular airport and that the pilots were not interoperable.

This result is not to point a finger at TSA or the vendors selected by TSA to assist
the pilots as they have managed the program with a very small appropriation and
under direction from DHS and BTS not to expand the pilots until a broader and
cohesive program could be formulated. As the review process was underway last fall
and winter, DHS was developing the proposed Screening Coordination and Oper-
ations office unveiled in the fiscal year 06 budget which would take ownership of
RT. The process was further complicated by a necessary coordination with a pro-
posed international RT pilot operating between the Netherlands and the United
States. Finally, the transition in DHS leadership this winter, followed by Secretary
Chertoff’s valuable Second Stage Review, has halted further deployments until pol-
icy and structural decisions are made. It is worth noting that the existing pilots
have provided valuable lessons about the public’s interest in RT and the use of bio-
metrics.

However, we are nearing a time when DHS, in partnership with the private sector
and the traveling public, should be able to deploy new programs to bring a true
measure of risk management to passenger screening.

INTERACTION WITH SECURE FLIGHT

While the subject of this hearing is the Registered Traveler program, it is not pos-
sible or wise to review RT without considering how RT should work in conjunction
with the Secure Flight passenger prescreening program under development at DHS
and the existing CAPPS program administered by air carriers. Secure Flight is the
final version of the prescreening program formerly known as CAPPS II. Secure
Flight is designed to collect passenger name record (PNR) information from air car-
riers about air travelers before boarding. The primary mission of the program is to
have the government, via TSA, take over the mission of comparing passenger infor-
mation against appropriate “no-fly” and terrorist watchlists to ensure that such in-
dividuals are detected and not allowed to board aircraft or to ensure they undergo
enhanced physical security checks in secondary processing. As part of the proposal,
TSA has announced plans to test the viability of comparing passenger data to com-
mercial data sources to resolve “false positive” hits arising from the no-fly and
watchlist review. In prior versions of CAPPS II, TSA had proposed to compare avail-
able intelligence about threats to passenger information to develop a “risk” score for
each passenger to help steer screening resources to “unknown” travelers.

Meanwhile at least part of the existing CAPPS system to determine who is se-
lected for secondary screening likely will remain in place. Under this system, air
carriers evaluate characteristics about the way tickets were purchased to differen-
tiate between normal and elevated risk passengers. While I anticipate that the clas-
sified criteria currently utilized in CAPPS will be reviewed and amended as Secure
Flight becomes operational, it is important to remember that the information re-
viewed is solely based on the characteristics of the ticket transaction, not the indi-
vidual purchasing the ticket.

The key point of this discussion for this hearing is that via Secure Flight and
CAPPS, TSA and air carriers will be receiving small but important amounts of pas-
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senger information—name, date of birth, address, etc—that can be utilized in var-
ious ways to conduct risk assessment. Under the currently announced implementa-
tion plan for Secure Flight, that information will only be utilized for the task of
finding matches on the “no-fly” and terrorist watchlists and thus will be not used
for any broader purpose. However, as the government looks at how to deploy RT,
it is crucial to remember that the information collection and vetting mechanisms it
employs may be duplicative in part with the existing CAPPS and proposed Secure
Flight programs.

REGISTERED TRAVELER: PROPOSED END STATE

The ideal end state for Registered Traveler would be an effective public-private
partnership between the federal government, air carriers, airport authorities, con-
tractors, and profit-motivated program managers. Under no circumstances would I
advise policymakers to attempt to execute either a wholly federalized program or
to hand over complete responsibility to RT to any private sector entity or set of com-
panies. Instead, the private sector should be allowed to generate a variety of options
to present to travelers to attract them initially to a “home” airport program, with
approved participants granted RT privileges at the TSA checkpoint in any other do-
mestic RT location. Such a model will allow the government to realize enhanced effi-
ciencies at the checkpoint, freeing up screener resources to focus on less known, less
vetted travelers, will provide travelers willing to provide personal information with
an improved airport and checkpoint experience, and allow airports, air carriers and
their partners opportunities to offer innovative, profit-based solutions.

I 1recommend that an end state RT program operate under the following prin-
cipals:

Government Decides Eligibility

The government’s primary responsibility is to identify terrorists or others who
should be denied access to flights or be subjected to enhanced physical scrutiny. The
government, led by the TSC, maintains the database of terrorist lookout information
and must provide the underlying decision as to the existence of derogatory informa-
tion that should disqualify interested program participants from any expedited and
streamlined security procedure. Applicants should provide a full slate of ten finger-
prints so that DHS can screen applicants against names in the Terrorist Screening
Center’s Terrorist Screening Database (TSDB), DHS IDENT system, and DOJ’s
IAFIS system and can screen applicants’ biometrics against IDENT and IAFIS. Ap-
plicants should be refused whose biometric or biographic information indicate any
indicia of connection to terrorism, prior felony conviction, or pending indictment or
warrant for a felony. However, due to the small differential in screening procedures
applied to RT enrollees compared to non-enrollees, enrollment in a RT program
should normally not require an interview with a TSA or other DHS official.

DHS should maintain a common database of RT enrollees to ensure that as enroll-
ees from one location are cleared for participation, they are cross enrolled in other
RT locations. Such a common database will also allow continual revetting of partici-
pants as new terrorist watchlist and criminal database information is added.

In addition, because DHS will be privy to any disqualifying information about a
particular applicant, redress procedures akin to those currently offered by TSA to
the general public related to the “no-fly” list should be offered to those who feel they
were rejected for entry into RT by DHS. While participation in RT should be consid-
ered a privilege, not a right, American citizens deserve an opportunity to have law
enforcement officials review potentially incorrect “false positives” before their ability
to receive government benefits such as RT is jeopardized.

Within DHS, I strongly support the creation of the proposed Screening Coordina-
tion & Operations Office which was designed by the Administration to harmonize
how screening and vetting programs within the department are developed and oper-
ated. This office should be the focal point for the following RT responsibilities:

*Promulgation of standards for eligibility for RT (i.e. what constitutes disquali-
fying information or prior criminal activity);

*Promulgation of standards for cross-enrollment of other vetted persons into
* Management of enrollee database;

*Point of contact for private sector partners (airlines, airports, marketers, con-
sortiums);

*Entrance point for applicant information and DHS portion of fees collected
from applicants; and

* Interface with TSC to determine applicant eligibility.
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Government Offers Reduced Screening

While amenities of a RT program such as free parking or non-security measures
may be attractive add-ons to the program, at its core RT is a security program and
must reflect that principle at the checkpoint. Thus, TSA should be required to re-
view the specific security measures taken at the checkpoint and ascertain which can
be eliminated for RT participants. The list of specific security measures which
should be reviewed include: removal of jackets and shoes; treatment of electronic de-
vices such as laptops; presentation of identification documents and boarding passes;
the ability to be rescreened following an initial alarm; and the treatment of accom-
panied minors and other reduced risk populations. Without demonstrable changes
at the checkpoint to facilitate the transit of vetted individuals and to shift the
screening burden to less known travelers, RT will not succeed. Moreover, in an envi-
ronment where the checkpoint procedure has not changed, the government should
not be involved with the provision of non-security amenities to travelers.

Government Offers SAFETY Act Coverage

For obvious reasons, it is absolutely critical that DHS quickly provide SAFETY
Act coverage to any qualified RT program and its partners. So long as TSA controls
the physical checkpoint and handles the vetting of enrollees, private sector entities
should bear no risk for their participation in RT.

Ié’larketing and Non-Security Aspects Should Be Handled by the Private
ector

Launching RT generally and operations related to particular airports and air car-
riers will require significant amounts of marketing, advertising, branding and other
activities that are better handled by the private sector. The government should not
be in the business of deciding how potential applicants are to be approached or what
non-security benefits are to be offered to participants. As has been demonstrated by
the creativity of the private sector in responding to interest by the Orlando Airport
to launch a privately-run RT pilot, including the teams headed by Verified Identity
Pass and Lockheed Martin and by EDS and Unisys, there should be no shortage
of models to attract potential participants. For some flyers whose principal airport
suffers from routinely long screening delays, merely offering a streamlined check-
point process may be sufficient to attract interest. For others, it may take the check-
point changes plus an easier passage from one’s arrival at the airport to the check-
point including preferred or free parking or other airport amenities. For others, re-
ceiving perks from air carriers in areas such as preferred counter procedures, expe-
dited baggage handling, access to lounges, or flight amenities such as upgrades or
in-flight services may be attractive to add to the checkpoint improvements. It is en-
tirely possible an entire menu of RT classes might develop with varying non-security
amenities, but always built on the premise that a vetted individual can receive an
enhanced checkpoint experience at any participating RT airport.

Domestic RT Should be Linked to International RT

The same reasons that make domestic RT programs a smart idea apply in the
international realm as well. U.S. Customs and Border Protection appropriately has
been developing registered or trusted traveler programs for travel between the U.S.
and Mexico, Canada, and Europe. While the overlay of the government’s responsi-
bility to screen incoming foreign visitors as to their eligibility to enter the U.S. adds
additional dimensions to such programs, enrollees in any international RT program
should be cross-enrolled in all domestic RT sites as well. Such a program to facili-
tate travel by international visitors may go a long way to dispelling the “Fortress
America” perception that has developed unfortunately in many quarters of the
globe. It will be especially important to harmonize CBP and TSA operations at
major international gateway airports. DHS will need to provide a smooth travel and
security experience for U.S. citizens and foreign visitors who are enrolled in the
international RT and thus domestic RT program as they transition through U.S.
customs and immigration processing onto a domestic flight.

Effective Use of Biometrics

While a ten-print collection is appropriate for the application stage, RT partici-
pants appearing at the checkpoint should provide a single print to a fingerprint
reader to ensure a one-to-one match against the enrolled participant. While program
cards including biometric and biographic information may be useful for the other as-
pects of the RT program, including demonstrating that participants should be al-
lowed access to designated lanes, the best one-to-one match should come directly
from the individual at the checkpoint. US-VISIT has provided an excellent real
world case study as to the feasibility of real-time use of biometrics and that model
should be replicated if possible in RT. To the extent that operational testing indi-
cates that a backup biometric is necessary to positively identify travelers, an iris
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or hand geometry biometric may be useful. I do not support a system based on a
non-fingerprint biometric as a baseline biometric for the simple reason that our
criminal and terrorist databases are fingerprint-based.

Airport Connectivity Is Required

One of two major weaknesses of TSA’s current RT program is a lack of real-time
connectivity to the checkpoint to ensure that the latest terrorist and criminal infor-
mation can be compared against participants. Building out connectivity to the
checkpoint is an ongoing TSA priority and would provide assurances that the most
accurate information is available to find enrollees who have been identified after en-
rollment as posing a threat. The US-VISIT system has demonstrated the value of
this connectivity to our CBP ports of entry and a corollary system needs to be imple-
mented by TSA. If such connectivity is not feasible at the time that RT is otherwise
ready for deployment, manual updates to checkpoint kiosks may be sufficient as an
interim measure.

Shared Costs

The costs of developing and deploying RT should be borne across several sectors.
Participants should pay a one-time base application fee to cover the costs to the gov-
ernment for their security review, probably in the $50 range. Additional amounts
may added to the fee to reflect non-security amenities offered by particular RT pro-
viders. Fees should be collected by each “host” airport or their designee with appro-
priate amounts remitted to DHS for their expenses and other revenues distributed
as negotiated among partners in each venture. In addition, for airports where check-
point delays are a continual problem and where new lane construction is logistically
feasible, private sector partners should be encouraged to use such fee revenues to
build such designated lanes and/or to pay for dedicated TSA screeners.

Linkage to Other Vetting Programs

DHS is operating a number of additional vetting programs, including hazardous
material truck drivers, airport workers, and the TWIC program for other transpor-
tation workers. In addition, numerous government employees and contractors un-
dergo vigorous security vetting as part of their clearances for access to sensitive fa-
cilities and/or information. In an effort to allow TSA to prioritize its screening atten-
tion against lesser known individuals, RT should be designed to allow individuals
who have passed an equivalent measure of security review the opportunity to par-
ticipate in RT.

CONCLUSION

In conclusion, the Registered Traveler program continues to show great but un-
filled promise. With proper oversight and direction from DHS based on risk manage-
ment at the checkpoint, the private sector should be unleashed to provide air trav-
elers begging for a smarter approach to security a range of options that meet the
particular conditions at their airport. As is the case with all aspects of aviation secu-
rity since September 11, 2001, both the burden and benefits of RT must be shared
by the government, the private sector entities operating our complex aviation sys-
tems, and air travelers themselves.

I congratulate the Committee and Subcommittee for its continued cooperation
with and oversight of DHS and its component agencies. I thank you for the oppor-
tunity to appear before you today and look forward to your questions.

Mr. LUNGREN. Thank you much, Mr. Verdery.
The Chair would now recognize Mr. William Connors, the execu-

tive director of the National Business Travel Association, for 5 min-
utes.

STATEMENT OF WILLIAM CONNORS, EXECUTIVE DIRECTOR,
NATIONAL BUSINESS TRAVEL ASSOCIATION

Mr. CONNORS. Good morning, Mr. Chairman, Ranking Member
Thompson, distinguished members of the subcommittee.

Mr. Chairman, let me open by bringing you greetings from our
chapter in Sacramento. I spoke to the leadership of the Sacramento
Business Travel Association yesterday, and they wanted me to con-
vey their support for the Registered Traveler Program and also
personal greetings to you, sir.
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Ladies and gentlemen, my name is Bill Connors, and I am the
executive director and CLO of the National Business Travel Asso-
ciation. I come here representing the world’s largest association of
corporate travel managers and travel buyers.

Our 2,500 members annually purchase more than $170 billion
worth of travel services for their corporations. They purchase and
manage the travel for a majority of the Fortune 1,000 companies
in this country, and, therefore, indirectly represent 10s of millions
of frequent business travelers.

We are pleased that this subcommittee saw NBTA as an impor-
tant contributor to this discussion on the Registered Traveler Pro-
gram. For the past 3 years, we have been strong proponents of the
program, and I thank you for including NBTA in this hearing.

We have submitted our official testimony for the record, but I
would like to add some personal observations, if I may.

I am here not only as the spokesman for the National Business
Travel Association, but also as a registered user of the system my-
self. I am a Registered Traveler here at Reagan National Airport,
just like Stewart, and I would like to add I am a satisfied customer
when I can, indeed, use the program.

NBTA has participated in the launches of the pilot program at
airports in Minneapolis, Boston and here at Reagan National.
NBTA strongly supports the extension of the Registered Traveler
Program far beyond the current limited pilot project.

I would like to make seven quick points, if I might.

Number one, NBTA has supported and will continue to support
the expansion of the RT program, as long as it remains an opt-in
program and as long as it has dedicated security lines for partici-
pants and, finally, as long as safety and security concerns are first
and foremost.

Number two, although wait times at airports have improved, the
hassle factor is still part of the business traveler’s vocabulary.
Forty-eight percent of our members still report that security has-
sles at airports are hurting the U.S. business travel climate and
negatively impacting the healthy conduct of commerce in this coun-
try.

Number three, in another NBTA study, 14.8 million business
travelers reported that they would participate in a paid Registered
Traveler Program. So there is, indeed, a demand for this product.

Number four, our members indicate that corporations continue to
increase their use of charter aircraft and corporate jets largely to
avoid commercial travel hassles.

Number five, providing dedicated lines for frequent business
travelers will ease congestion in lines for all business travelers.

Number six, NBTA is not opposed to efforts by the private sector
to provide Registered Traveler services, like those being planned in
Orlando, providing federal authorities oversee and sanction such
programs.

And, finally, number seven, NBTA would advocate that a pri-
vate-sector advisory board be established to gather input on all
issues related to travel security and travel facilitation, and we
would be eager and willing participants in such an initiative.

With that, Mr. Chairman, the National Business Travel Associa-
tion applauds this subcommittee for bringing this issue to the peo-
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ple. Further, we applaud the members of the Department of Home-
land Security and TSA for making our transportation system the
safest and most convenient in the world.

Thank you, Mr. Chairman.

Thank you, members.

[The statement of Mr. Connors follows:]

PREPARED STATEMENT OF BILL CONNORS

Good morning Mr. Chairman and Members of the Subcommittee, I am honored
to testify before you today. I appreciate the opportunity to present the views and
concerns of the customer at today’s very important hearing on the Registered Trav-
eler Program. My name is Bill Connors, and I am the Executive Director & COO
of the National Business Travel Association (NBTA).

The National Business Travel Association is the authoritative voice of the busi-
ness travel community, representing more than 2,500 corporate travel managers
and travel service providers who collectively manage and direct more than $170 bil-
lion of expenditures within the business travel industry, primarily for Fortune 1000
companies.

NBTA believes in strong, effective travel security that does not place unnecessary
burdens on travelers. We believe that there are technological possibilities that
would allow the more than 6 million frequent business travelers a more rapid
screening process. As such, we have been a strong supporter of the Registered Trav-
eler concept for over three years.

NBTA has participated in the Registered Traveler openings at airports in Min-
neapolis, Boston and Washington, DC. In addition, I, myself, am a member of the
Registered Traveler pilot program here at Reagan National Airport.

We are currently experiencing a return of business travel to levels seen in 2000.
The dip in business travel began with the downturn in the economy, and it was ex-
acerbated by the terrorist attacks of September 11, 2001 and other world events.
The business travel slump continued into 2003, with security concerns and the “has-
sle factor” having negative impacts, along with economic conditions. We saw the be-
ginnings of a recovery in 2003 and into 2004, and that recovery continues today.

Concerns about safety/security, and the impact of security procedures on travel
have changed booking patterns. For example, more companies are using corporate
jets and charters than ever before. That trend continues today, for most companies,
time and value issues are second only to safety concerns. In 2002, 26% of companies
were using corporate jets and charters. In 2004, that number had grown to 33%,
and a recent NBTA online poll indicates that trend continues.

In another NBTA survey conducted in 2004, 48% of members stated that the secu-
rity hassle at airports is a factor that is hurting the U.S. business travel climate.
In another survey done jointly between NBTA and the Travel Industry Association
released early in 2005, 53% of members stated that they would like to participate
in a pay Registered Traveler program.

It is therefore no surprise that business travelers and corporate travel managers
are strong supporters of programs like Registered Traveler, which would speed the
process at airports, and offer voluntary participation. Travel security can be both
effective and efficient. Providing business travelers the option of strong, expedited
screening will help make our businesses, our economy and our country even strong-

er.

As I stated previously, NBTA has supported the Registered Traveler Program
since the pilot program was rolled out, and we applaud the Department of Home-
land Security, the Transportation Security Administration, and all of the airlines
and airports involved in the Registered Traveler Pilot Program for their efforts to
improve the security screening process. NBTA would also strongly encourage those
who are responsible for managing this program to make it permanent and nation-
ally available.

NBTA is encouraged by expansion of the program to include a private sector op-
tion. The Known Passenger Program in Orlando will offer the first large-scale test
of the Registered Traveler concept. If successful we encourage TSA to offer similar
programs to travelers around the country as soon as possible, if the program proves
to expedite the screening process while ensuring the security of the entire system.

As a member of the Registered Traveler Pilot program here at Reagan National
Airport, I can tell you from experience that the program is currently a welcome op-
portunity for registered users here in DC. Having used the system on several occa-
sions myself here at Reagan airport, I have been a satisfied customer. It is hard
to say how the program here at DCA has performed with limited participation, but
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based on my experiences, we would be happy to see the program expanded dramati-
cally.

I would like all of you to know, from the perspective of someone who hears from
the business travel community daily, and is responsible for bringing their views to
you here today, that it has been a good beginning. Now I would urge you, as quickly
and efficiently as possible, to build on that foundation to enable every airport
around the county to offer this service to its frequent travelers.

It’s time we allowed all and frequent travelers who wish to participate in the Reg-
istered Traveler Program to do so. We need to safely facilitate the healthy conduct
of commerce in this county, which only serves to make our economy stronger, and
our nation more secure.

Thank you again for giving me the opportunity to come before you today and pro-
vide the views of the business travelers, corporate travel managers and travel serv-
ice providers. The National Business Travel Association would be more than willing
to serve in an advisory capacity on any and all issues related to passenger screening
and the Registered Traveler Program. On a broader level, NBTA would recommend
the establishment of an advisory group to liaise with all government agencies work-
ing to make our transportation system as efficient and safe as possible.

Thank you.

Mr. LUNGREN. Thank you, Mr. Connors.
The Chair would now recognize Mr. Jim Harper, director of infor-
mation policy studies at the CATO Institute.

STATEMENT OF JIM HARPER, DIRECTOR OF INFORMATION
POLICY STUDIES, THE CATO INSTITUTE

Mr. HARPER. Thank you, Chairman Lungren, Ranking Member
Thompson, members of the subcommittee.

I am pleased to be here to share my views with you about the
Registered Traveler Program. I think you have a wide variety of
important perspectives, and I appreciate being one of them today.

At the CATO Institute, I study information policy, things like
privacy, identification, surveillance, from a civil liberties and lim-
ited government perspective, and I have looked at Registered Trav-
eler from that angle.

From that perspective, it summarizes like this: The long delays
and uncertainty at airports amount to a substantial tax on trav-
elers’ time when they seek to move about within the country. Reg-
istered Traveler seeks to lower the tax on their time using personal
information. That is travelers spend personal information, spend
privacy in order to get back their wasted time.

Now consumers often give up privacy in exchange for conven-
ience, so it is not a drop-dead proposal for that reason, but giving
up privacy to government is a lot more consequential than giving
up privacy to a private actor.

There are a number of civil liberties concerns with Registered
Traveler that I want to return to, but, first, I want to try to be a
nice guy and pick out a feature of the Orlando version of Reg-
istered Traveler that I find fairly attractive.

Orlando is slated to use a private company to manage the pro-
gram and particularly to issue biometric cards. A privately issued
identification card, I think, is a big deal because companies like
Verified Identity Pass, which will issue the biometric card in Or-
lando, issue privacy policies, and these privacy policies are not just
nice statements. These privacy policies are contracts, and they are
subject to law.

The Verified Identity Pass privacy policy says in particular—
their contract says—that they will get rid of travel information
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within 24 to 48 hours and maintain it only at the airport during
that time.

That is an important anti-surveillance feature that I think is one
we need to understand and look at because the homogeneous iden-
tification systems that are growing in this country, uniform identi-
fication systems, like the state-issued driver’s license, in the future
digital age are more and more going to be a surveillance tool, use-
ful both to the public sector and the private sector.

So the use of a privately issued identification card is a step to-
wards an essential heterogeneous identification system in the
United States, and I think it is very important to have that kind
of thing to preserve the freedom and civil liberties that we all
enjoy.

Now picking out this one good element of Registered Traveler
will certainly raise hackles among my friends in the privacy advo-
cate community, so let me be clear that privately issued IDs are
not a panacea, they do not solve all the civil liberties concerns with
Registered Traveler or with data collection in general, and Reg-
istered Traveler does have a number of substantial concerns that
go with it.

One is the inequity of using the Transportation Security Agency
to help segregate travelers, the general public from preferred trav-
elers who sign up for the Registered Traveler Program. I think it
is unseemly at least to have government authorities dividing people
up along these lines.

Under its current iteration, the Registered Traveler Program of-
fers users no redress whatsoever. There is no due process, no re-
sponsibility for fairness. There may be redress procedures in the fu-
ture, but they need to be robust.

Privacy Act protections do not apply to Registered Traveler at
the current time. These are some of the few insufficient protections
that Americans have when governments collect information about
them. That should be resolved.

Most importantly, I think, the voluntariness of the Registered
Traveler Program cannot be guaranteed—cannot be guaranteed—
because none of us know the future, and a government program
under some unfortunate circumstance in the future could be ex-
panded quite quickly into a mandatory program.

Now everybody is searching for common sense, of course. Let me
put forward some common sense so strong that it hurts. The funda-
mental problem that brings about these civil liberties concerns is
the provision of federal law enforcement to a private industry, to
the private air transportation industry.

I understand completely the emotional and political justification
for having federal authorities serve as security guards for airlines,
but this is a massive in-kind subsidy that may not bring us the
best possible security.

For more than 30 years, responsibility for airline security has
been mixed between the government and the private sector. In fact,
it was on September 11, 1970, that President Richard Nixon an-
nounced a large expansion of federal involvement in air security
based on hijackings in the Middle East.

Unclear lines of authority tend to degrade results, and we should
ask if it is really best to have so-called public-private partnerships
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responsible for security where the accountable parties are never
certain.

To summarize, I think the Registered Traveler Program is a lit-
tle bit like putting a strawberry on liver and onions. It is meant
well, we are working to improve it, but it does not make the overall
package welcome. Registered Traveler is not something I would
sign up for and it is not something I would recommend, but I cer-
tainly appreciate the effort to improve our Transportation Security
System.

Thank you.

[The statement of Mr. Harper follows:]

PREPARED STATEMENT OF JIM HARPER

Chairman Lungren, Ranking Member Sanchez, and Members of the Sub-
committee—

Thank you for examining the Registered Traveler program through today’s hear-
ing. I appreciate the opportunity to share my views with you.

I am Director of Information Policy Studies at The Cato Institute. The Cato Insti-
tute promotes fundamental American principles of limited government, individual
liberty, free markets, and peace. The Jeffersonian philosophy that animates Cato is
often called “libertarianism” or “market liberalism.” It combines an appreciation for
entrepreneurship, the market process, and lower taxes with strict respect for civil
liberties, and skepticism about the benefits of both the welfare state and foreign
military adventurism.

At Cato, I study, write, and speak about the difficult challenges of adapting law
and policy to the unique problems of the Information Age. My areas of study include
privacy, data security, identification, surveillance, and cybersecurity, as well as in-
tellectual property, telecommunications, and Internet governance.

I am also the Editor of Privacilla.org, a Web-based think-tank devoted exclusively
to privacy. On the Privacilla site, there are hundreds of pages of material about pri-
vacy, including book reviews and discussions of privacy fundamentals, privacy from
government, and topics such as online privacy, financial privacy, and medical pri-
vacy.

Recently, I was appointed by the Secretary of the Department of Homeland Secu-
rity to serve as a member of the Department’s Data Privacy and Integrity Advisory
Committee. This group is constituted to advise the Secretary and the DHS Chief
Privacy Officer on programmatic, policy, operational, administrative, and techno-
logical issues within DHS that affect individual privacy, as well as data integrity,
data interoperability and other privacy-related issues.

The Privacy Advisory Committee will have its second meeting in Boston next
week. We are only beginning our work and deliberations so nothing in my testi-
mony, oral or written, reflects the views of the Privacy Advisory Committee or any
other member of the Committee. I am confident, however, that the Privacy Advisory
Committee appreciates the attention being paid us by Members of Congress. Mr.
Thompson, the Ranking Member of the full Homeland Security Committee and an
ex-officio Member of this Subcommittee, was good enough to come speak to our first
meeting in early April, as did Mr. Cannon of Utah, who serves on the Judiciary and
Government Reform Committees.

I am currently writing a book on identification called IDENTITY CRISIS: HOW IDEN-
TIFICATION IS OVERUSED AND MISUNDERSTOOD. IT IS SLATED FOR PUBLICATION EARLY
NEXT YEAR AND WILL ADDRESS MANY OF THE ISSUES IN CURRENT AIRLINE SECURITY
PROGRAMS ON AT LEAST A THEORETICAL LEVEL.

In my testimony below, I have first done what I can to highlight the good ele-
ments of the Registered Traveler program. I have many reservations about Reg-
istered Traveler, which I address second. My deep misgivings about the entire sys-
tem that Registered Traveler tries to fix come last, but please consider these equally
as carefully. Their position at the end of my testimony should not suggest that they
are my least important contribution. Indeed, they are probably the most important.

Though I am highly concerned with, and critical of, our current approach to air-
line security, I acknowledge without reservation that the people working on these
policies at the Department of Homeland Security and the Transportation Security
Administration do so in good faith, with the best interests of our country, its people,
and our tradition of freedom in their hearts.

Registered Traveler Summarized
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Like the beneficent motives of the people at DHS and TSA, there is no doubt
about the good intentions behind the Registered Traveler program. Some relief from
the uncertainty and delay for travelers at airports is certainly in order. Anything
tlflf?t will restore our air transportation system to better functioning is a welcome
effort.

Registered Traveler amounts to the following “deal” for air travelers: If you sub-
mit information to the government and pass a background investigation (also paying
a fee in some cases), you will be given slightly less inspection, on average, at airport
checkpoints. Registered Travelers will generally have their own lines at checkpoints
and will not be subject to random secondary screening and other security measures
in place for the general population.

Stated in different terms, the program works like this: Airport checkpoints now
amount to a tax on travelers’ in two ways: in travelers’ time and in their privacy/
anonymity. Users of Registered Traveler will pay a privacy/anonymity fee by hand-
ing information over to the government (the fee, paid in lost privacy, is higher than
the tax, because more personal information is used), and a cash fee in some cases.
In return, less of their time will be taxed away through waiting in lines at airports.!

People often trade privacy for convenience which is why some estimates of Amer-
ican travelers’ participation are relatively high. Though there are many reasons for
concern, there are interesting potential benefits from a version of Registered Trav-
eler slated to begin soon in Orlando, Florida.

The Innovative Orlando Version: Privately Issued Identification

The Orlando version of Registered Traveler includes what I think is a fascinating
and welcome innovation: the use of a privately issued identification card. The Great-
er Orlando Airport Authority has entered into an agreement with a private identi-
fication card issuer called Verified Identity Pass, Inc. This company will market,
iscslue, and operate Orlando’s Registered Traveler card under the brand name
“«, ear.”

Clear will collect information from applicants for Registered Traveler, including
fingerprints and iris images. These are highly accurate biometric identifiers that
machines can read fairly well today. It will forward applicants’ personal information
to the TSA so that the TSA can investigate the applicants. (As discussed below, con-
ditioning travel on government investigation is not OK, but my focus in this section
is what is good in Registered Traveler.) Once the applicant has been approved by
the T'SA, the Clear card can be used to access airport concourses.

At the airport, the Clear member will place the card in a reader and allow his
or her finger or iris to be scanned. The scan will be compared to the biometric infor-
mation embedded in the card using an algorithm designed for matching these bio-
metrics. Meanwhile, a unique identifier on the card will be compared to a database
of members’ identifiers. If the card information matches the person carrying it, and
if the card identifier is on the list of approved cards, the Clear member will continue
through the expedited Registered Traveler line.

Privately Issued Identification Cards are Good

Reading the privacy policy on the Verified Identity Pass Web site illustrates why
privately issued identification is superior. It is for a reason that might be surprising:
because the Verified Identity Pass privacy policy is a contract. It gives Clear mem-
bers enforceable legal rights and it gives potential applicants information that they
can rely on when deciding whether to use it. A private identification issuer like the
Clear program submits itself to enforceable contractual terms and commits itself to
future actions consistent with its contract.

Neither of these things is true of government privacy policies or the Privacy Act
notices published routinely in the Federal Register. Privacy Act notices can be
changed merely by a new publication. Congress and Federal agencies can change
the privacy commitments they have made, denying recourse to citizens, because
these government entities are lawmakers not law subjects.

A program like the Orlando Registered Traveler, operated as it is by a private
identification card issuer, can be much more protective of privacy than a govern-
ment operated program, about which future privacy consequences cannot be pre-
dicted. And, as I discuss below, the Clear program is more protective of travel infor-
mation than the government programs we have seen.

1The plans of Verified Identity Pass, Inc., at the Orlando, Florida, airport are discussed in
detail below. According to the Washington Post, the company expects to have 3.3 million cus-
tomers for its “Clear” Registered Traveler identification card within six years at annual mem-
berships fees of $100. This estimate holds that far in excess of 330 million dollars worth of con-
sumer time each year is wasted by the wait times and uncertainty of wait times at airports.
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For years, the American Association of Motor Vehicle Administrators has been
trying to build the role of Departments of Motor Vehicles in American life and com-
merce. They are among a small few who seem to recognize that identification is an
important and useful economic and social tool. AAMVA and the DMV bureaucrats
they represent are seeking to use the power of government to perpetuate the hap-
penstance—the mere historical accident—that the most common and recognized
identification services are provided by governments. It does not have to be this way,
and it should not be this way.

Uniform Identification Systems Are Bad

In my forthcoming book, I summarize and build on the work of many scholars and
advocates who have shown that uniform identification systems have significant neg-
ative consequences for important interests that Americans cherish, both as citizens
and as consumers.

Uniform identification systems enable surveillance by both public and private en-
tities. They are a tool that undermines the privacy and obscurity people enjoy every
day. That is, governments use uniform identification to watch and record the move-
ments and actions of citizens, often contrary to their interests. Likewise, companies
and marketers watch and study consumers. This is usually done for the purpose of
improving customer service, product design, marketing, and so on, but many people
object to it. They are free to do so and would be better able to prevent such moni-
toring if there were more choice among different identification systems.

Exacerbating the problem, the existence of uniform identification systems makes
it easier for more institutions to demand identification than otherwise would. Most
consumers accede to requests for identification when they check into hotels, enter
buildings, and so on because it is easier to do so than to ask why or to refuse. For
this reason, identification is becoming overused. It is often not actually necessary
or useful for a transaction, but it gets added for marginal-to-nonexistent security
reasons, or to create the impression of security. This kind of identification allows
further surveillance. All private surveillance creates data that, in the current legal
environment, government authorities may readily seize.

Uniform identification systems expose consumers and citizens to significant dan-
gers. Our national identifier, the Social Security Number, and traditional second
identifiers like the mother’s maiden name are used too often by too many institu-
tions. This makes identity fraud easier and more profitable. It means that a fraud
on one identification system can multiply and by used in many systems, including
security systems. If each institution used distinct identification mechanisms, iden-
tity fraud would drop in number and in both cost and consequence. (This measure
is not without costs itself, of course.)

Likewise, uniform identification systems expose citizens to the risk of official con-
fiscation. Currently, access to more and more goods, services, and infrastructure is
being made contingent on showing a single identification, the driver’S license. With
this trend, there is an increasing risk that authorities may—legally or illegally—
take away identification documents, effectively depriving people of their ability to
function in society.

Most totalitarian governments in history have used uniform identification systems
as a powerful administrative tool. Totalitarianism does not arise because of uniform
identification, but uniform identification systems help totalitarian governments be
that way. We are better off, and our freedom stands on stronger footing, if we have
heterogeneous identification systems, including things like the Clear identification
card.

Privately issued identification cards like the Clear card slated for use in Orlando
will help create the heterogeneous identification system that we need in the United
States. Though not entirely sufficient—not by a long shot—diversity of identification
systems is one bulwark of liberty that will pay Americans enormous dividends in
freedom and autonomy during the rapidly advancing digital age.

Private identification systems can put people, as both consumers and citizens, in
a better position to control information about themselves. The alternative is mas-
sive, uncontrolled information sharing and data pooling that empowers governments
and corporations over individuals.

Clear Under the Microscope

I have sung the praises of private identification cards like Clear, noting particu-
larly that they are subject to law rather than the whim of lawmakers. This does
not mean they are flawless. Along with some particular benefits, there are potential
drawbacks to the Clear identification system, particularly in its interaction with the
TSA program.
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Foremost, the Clear system appears designed for resistance to surveillance of
travelers’ movements. This is an attractive feature, laid out in the privacy policy as
a firm contract with members. Specifically, Verified Identity Pass tells us:

For purposes of real-time maintenance and customer support (e.g., if your
card doesn’t work, we need to be able to run tests to understand why), we
will maintain “log files” of entrances to local venues. However, we keep
such records only at that location, we purge these records automatically
every 24-48 hours, and we have designed our network so that neither
Verified ID nor its subcontractors, including Lockheed Martin Corporation,
can track and record Members’ activities from location to location.

Assuming the Clear system works as stated—and if it does not Verified Identity
Pass is on the hook for deceiving its customers—this is a tremendous anti-surveil-
lance feature that has never been seen in government operated programs.

To the extent they revealed information in their Privacy Act notices, programs
like CAPPS II and Secure Flight have been ambiguous about how long they would
maintain information about Americans’ travels in their records. Indeed, the Privacy
Act notice for the Registered Traveler pilot, covering TSA’s portion of the program,
says that data will be retained “in accordance with a schedule to be approved by
the National Archives and Records Administration.” This is both perfectly ambig-
uous and subject to change by a subsequent Federal Register notice, whether or not
participants in Registered Traveler might object.

Clear’s contractual promise to use a surveillance-resistant data destruction policy
is a major improvement over the alternatives we have seen so far.

Clear’s system is not unambiguously good. I note that they collect and store dig-
ital images of applicants’ fingerprints and irises, apparently passing those on to the
TSA as well. The data used to compare a Clear member with biometric data on a
Clear card is not an image of the biometric itself but a sort of mathematical descrip-
tion of the biometric. Keeping a copy of fingerprint and iris images themselves may
expose Clear members to future high-tech iterations of identity fraud if Verified
Identity Pass’ systems or TSA’s systems are hacked or otherwise compromised.
There 1s no obvious rationale for saving images of these biometrics or for sharing
copies with the TSA.

Another concern is an apparent conflict between different sections of the Verified
Identity Pass privacy policy. In section 5, it says it will comply with valid sub-
poenas, court orders, or other legal processes that require sharing of Member infor-
mation with others. This suggests, without stating clearly enough, that it will share
information only in these cases. In section 8(C), the policy says that Verified Iden-
tity Pass will share information “[i]f the government asks us” in cases when a mem-
ber is removed from TSA’s list of approved Registered Travelers. Loose wording in
these two sections combine to create flimsy privacy protections against government
entities for users of the Clear card.

Of greatest concern, of course, Clear passes identity and background information
to the TSA, which is subject to none of the obligations in the Clear privacy policy.
This problem arises from, and inheres in, government-provided security programs,
discussed in detail below.

It is not for me to decide whether Clear provides adequate privacy-protective
terms to prospective members. Privacy advocates, a watchdog press, the exposure
brought by this Subcommittee’s hearing, and many other actors and events will
shape whether this product meets with the acceptance of consumers. Happily,
though, these questions will be decided in a marketplace, where consumers have
choices, as opposed to a government process where they do not.

Next, I will discuss how this marketplace can be improved.

Avoid Picking Winners and Losers

Too often with government programs and regulations, winners and losers are cho-
sen through superior lobbying or luck rather than the merits of how well they serve
consumers. In at least two respects, Registered Traveler, and the Orlando version
of it, can be improved so that competition forces providers to serve consumers bet-
ter.

Below, I will discuss the relatively large expense of Registered Traveler and Clear
cards, particularly for people who travel rarely. This could create the impression of
inequity—a class system—that carries the apparent approval and backing of the
TSA. I have written above about concerns with the privacy terms offered by Verified
Identity Pass to Clear users, though they are generally good. Competition can both
lower the price and broaden the appeal of Registered Traveler, and potentially im-
prove the privacy protections in private identification systems like Clear.

Registered Traveler should operate using uniform, neutral, and published
(though, of course, secure) standards and protocols for biometric algorithms and for
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communication between cards and readers. This would enable other identification
card issuers to enter the market, competing to serve Orlando customers and trav-
elers at other airports as they come into the program. Uniform standards and proto-
cols would also allow the identification cards used for Registered Traveler to be used
in other settings such as office buildings.

Under the monopoly granted by the Orlando airport authority, Verified Identity
Pass appears positioned to collect a relative windfall of $80 to $100 per customer
per year, according to reports and the company’s Web site, just for issuing the Clear
card. (Some of this may go to the TSA to pay for investigations.) In the face of com-
petition among identification card issuers, the price to the Orlando air traveler could
drop quickly. Competitive identification card issuers would also likely pick at each
others’ privacy and anti-surveillance offerings and try to cater better to consumers’
concerns, to the extent the TSA’s terms allow them to do so.

Imagining further what might happen in a competitive environment, airlines
might offer branded Registered Traveler cards to their customers for free to build
loyalty. They may group cards with other concierge services for their best travelers.
This 1s fine for private companies to do, though not for the government to affiliate
itself with (as discussed below). Other card issuers may seek the low end of the mar-
ket and offer Registered Traveler cards as inexpensively as possible to the occa-
sional vacation traveler.

There is a wide array of possibilities and I cannot predict how the market for
identification services would take shape. None of these beneficial practices would
overcome the deep flaws in the current government-provided air security system dis-
cussed below. The background investigations done by the TSA could and should also
be competitively provided based on full permission from travelers. But, so long as
this system exists, there are potential benefits to consumers and to society as a
whole from a private identification market. These benefits should be harvested.

Likewise, if it expands Registered Traveler, TSA should offer the programs to air-
ports based on neutral standards rather than superior lobbying and relationships.
It should expand into markets rather than airports, so that one airport in a market
is not given competitive advantage over another.

People often confuse free-market advocacy like mine with pro-business advocacy.
In fact, unhampered markets are very tough on businesses because they force busi-
nesses into sharp competition with one another to serve consumers. Subjecting the
identification business to competition will help ensure that it is attractive to con-
sumers and oriented to serve their interests, including privacy. Doing whatever is
possible to prevent distortion of competition among airports should also be a goal
of Registered Traveler.

Registered Traveler has some merits—in particular, the use of a privately issued
identification card. It has plenty of demerits that must be considered as well.
Problems with Registered Traveler

Having sought the good from Registered Traveler, I now turn to the bad. There
a variety of problems that attach to the program, some of which have been alluded
to above. It is difficult to intermingle the government and private sector as closely
as Registered Traveler does. In the final sections of my testimony I argue against
that entire approach. What follows here is a discussion of several issues that arise
from that policy as it manifests itself in Registered Traveler.

Inequity

Users of the Registered Traveler system to date have been invitees of the airlines
and regular business travelers much more than average or occasional flyers. It ap-
pears that Registered Traveler will ultimately be funded by fees, and the version
of Registered Traveler being adopted in Orlando will be based on an $80 annual fee.
In light of the fees and inconvenience of joining the program, Registered Traveler
will probably not be used by occasional travelers and travelers of limited means.
Thuls,hRegistered Traveler will have all the hallmarks of a benefit reserved for the
wealthy.

It is discomforting that TSA agents will be actively involved in, and associated
with, segregating “preferred” passengers from everybody else in the flying public.
Airlines should be free to segment their customers, of course, and business travelers
are certainly a valuable segment, but Registered Traveler appears likely to put the
government’s imprimatur on these divisions.

According to the Washington Post, Verified Identity Pass, the company that will
be providing Clear cards for Orlando, will share 29% of the revenue with the airport
authority and as much as 22.5% in succeeding years, as well as 2.5% of Clear’s fu-
ture nationwide revenue. This puts the airport authority in a position to benefit
from moving travelers from the regular line into Registered Traveler.
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The easiest way to do this is to maintain consistent long lines for non—Registered
Travelers. Eliminating wait times and uncertainty for the general public would re-
duce the attraction of the Registered Traveler program and the airport could lose
Clear revenues by doing so.

At the least, the Orlando airport’s incentive structure will be clouded by this ar-
rangement. The incentives created by the arrangement between Clear and the Or-
lando airport authority may exacerbate long lines and the sense of inequity created
by the Registered Traveler program, a sense that will be inextricably linked to the
TSA and U.S. government.

If airline security were handled by airlines themselves, of course, this problem
would disappear. Some airlines specifically target the business segment and others
target the low-fare traveler. Each could customize their security programs to meet
the tastes and demands of their customers.

Fairness, Due Process, and Privacy

According to the Privacy Impact Assessment for the Registered Traveler pro-
gram’s pilot phase, applicants for the Registered Traveler program who are denied
will not be given the opportunity to appeal or have other redress. As the program
expanlds, a significant number of people may be unable to participate in Registered
Traveler.

If the system goes forward without a full-fledged redress procedure, this will be
at least unfair to many people. When government action affects property or impor-
tant liberty interests, this triggers the requirements of the constitution’s Due Proc-
ess clause. Given the long-recognized liberty interest in travel, it is likely that deny-
ing people the right to participate in the Registered Traveler program without ap-
peal or redress will violate Due Process. Attempting to participate in the program,
but being denied, may mark a traveler for future difficulties when he or she at-
tempts to fly.

This would be equally true in the Orlando version of the program, in which a pri-
vate company would collect personal information from applicants, forward it to the
government for the investigation, and deny an application based on the government
findings. The interposition of a private company does not affect the constitutionality
or fairness of denying applications without recourse.

There are many other interests that Registered Traveler denies to volunteers. In-
deed, in a Federal Register notice published just yesterday, TSA exempted the sys-
tem from many protections of the Privacy Act, including the right to an accounting
of disclosures, the right to access one’s records, and the requirement that informa-
tion in a traveler’s file be relevant and necessary to the TSA’s statutory purpose.

Volunteers for the Registered Traveler program may be seeking better treatment
at airports, but they may end up getting substantially worse treatment by their gov-
ernment.

Voluntariness

Speaking of volunteering, the Registered Traveler brochure on the Transportation
Security Administration’s Web site calls participation in the program “completely
voluntary.” This is true at the present time, of course, and nobody intends for Reg-
istered Traveler to be mandatory—just like no one intended the Social Security
Number to be used for identification.

No one can predict the future and no one—lawmaker, bureaucrat, or seer—can
say for certain that the Registered Traveler program would never become manda-
tory. Indeed, there is good reason to object to the program in its entirety simply be-
cause it builds a traveler surveillance infrastructure and conditions people to accept
government investigation as a prerequisite for traveling within the United States.
After some future attack on the United States with significant loss of life, Reg-
istered Traveler may quickly be extended in any number of directions and made
mandatory—without regard to its real utility in terrorism prevention.

In addition to the possibility that registration might be mandated directly in the
future, the “voluntariness” of Registered Traveler can be eroded by maintaining con-
sistently bad, slow service in the non—Registered Traveler lines at airports. As dis-
cussed above, the Orlando airport will have mixed incentives under its arrangement
with Verified Identity Pass. Were airports and the Transportation Security Adminis-
tration to continually maintain sub-standard service in the standard passenger
lanes, Registered Traveler could remain voluntary in the technical since while be-
comilng practically mandatory if a traveler actually wants to get somewhere on an
airplane.

The risk that Registered Traveler could become mandatory is grave.

Registered Traveler has some merits that I have featured above. A number of
problems with the program exist. They are rooted in the provision of air security
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to the airlines by the government. This premise is a deep and fundamental flaw that
I have reserved to the latter part of my testimony.

Providing Government Security Services to Private Industry is Error

Though I have done my best, the Registered Traveler program can not be dis-
cussed in isolation. The program is intimately bound up with the provision of gov-
ernment security services to the airline industry, at taxpayer expense. It is also pre-
mised on the existence of government checkpoints that condition Americans’ access
to travel, an important and long-recognized liberty interest. To travel by airplane
today, one must submit to seizure and search by government officials and one must
show identification to government officials as well.

Though there are plenty of emotional and political justifications for it, there is no
principled security-based or economic rationale for it. Putting government in the pri-
vate security business opens the door to substantial incursions on civil liberties,
which are occurring at airports daily.

The instinct to bring the full weight of the government into securing air travel
is understandable. Attacks on air transportation have often had political motiva-
tions. The first recorded attack, in May 1930, saw Peruvian revolutionaries seizing
a Pan American mail plane with the aim of dropping propaganda leaflets over Lima.

Hijackings and other terrorist acts often spur knee-jerk, and often wasteful or
misdirected, responses. In that sense, terrorists often succeed at injuring their tar-
gets even when the direct effects of their actions may be small.

Because it is so important to understand this, I have attached to my testimony
an article from the Fall, 2004 issue of Regulation magazine called “A False Sense
of Insecurity?” In it, Ohio State University national security expert John Mueller
shows that leadership in the fight against terror involves informing the public of
the real risks from terrorist acts rather than just catering to public fears.

The rash of hijackings to and from Cuba in the late 1960’s had obvious political
motivations and consequences. A spate of eight hijackings in January 1969 brought
the Federal Aviation Administration into the air security business with the creation
of the Task Force on the Deterrence of Air Piracy. The Task Force developed a hi-
jacker “profile” to be used along with magnetometers to screen passengers.

In the first few days of September 1970, two American planes, a Swiss plane, and
a British plane were hijacked and destroyed with explosives on the ground in Jor-
dan and Cairo. The perpetrators in the Popular Front for the Liberation of Palestine
had an obvious political motive. They elicited a super-prompt response in the United
States which was very unlikely to have been carefully calculated for optimal ter-
rorism suppression. On September 11, 1970, just days after these bombings, Presi-
dent Richard Nixon rushed out a comprehensive anti-hijacking program that in-
cluded a Federal marshal program. Since then, the Federal Government has had its
hand in airline security, mandating various security practices and supplying guards
at taxpayer expense to commercial passenger airlines.

The attacks of September 11, 2001—thirty-one years to the day from President
Nixon’s move to bring the government into commercial air security—horrified all
Americans and filled us with anger and dread. Congress reacted to the provocation
with natural protectiveness. The Aviation and Transportation Security Act, signed
into law a little more than two months after the attacks, increased the government’s
role in airline security even further.

This politically appealing response was not necessarily the best. Had the lines of
authority for transportation security never been blurred by Federal Government in-
volvement, the al-Qa‘ida killers planning the 9/11 attacks might have faced a het-
erogeneous and unpredictable security system operated by multiple airlines, each
one motivated by the fact that their continuing operations relied on keeping their
passengers safe and secure.

This 1is not to say that airlines with full responsibility for security would have had
perfect anti-terror records or even would have defeated the 9/11 plot. The
weaponization of planes—a destructive technique not seen since the kamikaze at-
tacks by Japanese forces in World War II—was a risk that no institution, public or
private, seems to have considered. At best, though, the responsibility for airline se-
curity was mixed on 9/11. Unclear responsibility tends to degrade results.

The situation got worse with the airline bail-out, creation of the victims’ com-
pensation fund, and creation of the Transportation Security Agency. These steps
have contributed to “moral hazard” (in the lexicon of insurance economics) around
terrorism prevention: Decision-makers in the companies that control most of Amer-
ica’s important infrastructure have seen that failing to protect themselves from ter-
rorist threats may result in substantial immediate subsidies, release from liability,
and an ongoing government subsidy of their security operations. The fate that the
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airlines “suffered” after 9/11 was a substantial infusion of various kinds of corporate
welfare.

Airport Checkpoints and Identification Requirements Are Suspect

With good intentions and for good reasons, the Registered Traveler program seeks
to overcome flaws in the Transportation Security Administration’s screening pro-
gram. But it addresses only a narrow part of one flaw: the substantial time delay
for travelers. There are many others.

Foremost, TSA screening areas are government checkpoints that may be unconsti-
tutional and that are certainly defective policy. When government officials stop and
inspect citizens and their belongings, these are Fourth Amendment searches and
seizures which, according to the terms of that Amendment, must be reasonable.

Two lines of Supreme Court cases are relevant. In one line (Terry v. Ohio), au-
thorities have some level of suspicion about particular people that they have
stopped. This is clearly not applicable to TSA checkpoints at which government offi-
cials stop and search everyone. The other line addresses checkpoints—in which ev-
eryone passing through a particular area is seized, if briefly, based on no particular
suspicion whatsoever.

The most recent case, Indianapolis v. Edmond (2000), struck down a checkpoint
set up for general law enforcement purposes. The Supreme Court specifically de-
clined to decide whether its decision applied to airports or government buildings.

The future case that addresses checkpoints at long-distance transportation centers
will have high stakes on both sides if it squarely addresses whether exercising the
liberty to travel can be conditioned by government officials on submitting to search
and seizure. If suspicionless searches and seizures at airports are reasonable under
the Fourth Amendment because of the substantial danger to the public involved,
this limitless rationale will validate checkpoints wherever some gross crime could
or does occur: shopping malls, tunnels, factories, subways and so on. This is a road-
map for terrorists who wish to sap our economic strength and the vitality of our
free people.

Overlaying these issues is the question of government-mandated identification at
checkpoints. The recent Hiibel case which validated the requirement that someone
tell an officer his or her name tracks to the Terry v. Ohio Fourth Amendment cases
because the subject in that case was under suspicion. Suspicionless identification re-
quirements have not been tested in the courts. A prominent case called Gilmore v.
Gonzales pending in the Ninth Circuit may reveal what law or regulation, if any,
actually requires the showing of identification at TSA checkpoints, and whether
such a law is constitutional.

The constitutional questions about checkpoints and government-mandated identi-
fication underscore important policy questions that deserve careful, rational consid-
eration. The Fourth Amendment is a constitutional rule, but also a sensible policy
guideline. Searching the 99.99% of Americans who are 110% in support of the
United States against the terrorists may be a waste of resources and time. These
resources might be better devoted to far more selective and particularized searching,
developing human intelligence, following leads, and tracking down genuine suspects
of crime, terrorism, and related conspiracies.

The theory of identification-based security has significant flaws. People tend to be-
lieve that knowing who a person is reduces that person as a threat. This is true
in normal life because in normal life people who are known can be held accountable.
Terrorists are not accountable, however. They are willing to die. Capturing the iden-
tity of all who would board an airplane does nothing to thwart committed terrorists.
Checking identification may prop up the mistaken feeling the general public has of
being safer sitting next to someone who the government has “checked out.” It is dis-
respectful folly to deceive the American people this way.

Checking identification for the purpose of comparing air travelers to lists of sus-
pects or no-flyers is also deeply flawed and unlikely to interdict committed terrorist
groups. An MIT study called “Carnival Booth: An Algorithm for Defeating the Com-
puter—Assisted Passenger Screening System,” has shown that terrorists can defeat
screening programs. By traveling multiple times before carrying out an attack, ter-
rorists can determine whether or not they are subject to special screening. Those
who are not subject to screening can be assigned to act. Again, this brittle security
policy provides a roadmap to terrorists.

If terror suspects are known, watch lists are analogous to placing wanted posters
in Post Offices—and then waiting for the criminals to go to the Post Office. True ter-
ror suspects should be sought out, investigated, arrested, and prosecuted. Non-sus-
pects should be free to travel.

Identification can have some role in suppressing the risks of terrorist attacks.
There is probably a close, but imperfect inverse correlation between “depth” in the
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community—children, family, ownership, liberal education, etc.—and propensity to
terrorism. Identification and investigation can reveal such background, but people
have consistently rejected the background checks envisioned for CAPPS II and Se-
cure Flight. Background checking should be a consensual service, provided by air-
ports and airlines. Because the correlation is imperfect, of course, securing infra-
structure against tools and methods of attack will always be needed. Searching for
weapons or bombs should probably remain a part of the security practice in commer-
cial aviation for the indefinite future.

This all presumes that weaponization of a plane remains a risk. It does not. Hard-
ened cockpit doors have driven that risk down substantially. In fact, that risk was
virtually eliminated by 9:57 a.m. on the morning of September 11, 2001. That was
the time that the passengers on United 93 attacked the cockpit. They realized that
the airline security system had failed them and cooperating with the hijackers
would not save them. Indeed, it would take the lives of others. These passengers
at least ensured that their flight would not be used as a giant bomb like the others.
No joy comes from recounting this event, but it does illustrate the better result
when security is provided by interested parties with a real stake in the outcome.

To do airline security best, it should be done by the airlines themselves, in ways
that they find to best protect their, and their passengers’, interests. They are the
ones who have something on the line. In case that is a subject of doubt: no air car-
rier is insurable post-9/11, and thus no air carrier is operable, if it does not take
precautions fully sufficient for the risks to passenger aviation we all now recognize.

Likewise, in a fully private system, every major investigative news operation
would be poring over airline security and sneaking dangerous items onto planes so
that they could report on airlines’ failings. The threat this publicity would bring to
passenger levels and revenues would put airlines in a security frenzy. Airline secu-
rity would be better and more creatively tested by the nation’s enterprising report-
ers under a private system than it is today in the monolithic government systems
we are limping along with. The strongest tools our society has to fight terror are
still lying on the ground, unused.

Airlines are not subject to constitutional limitations like the Fourth Amendment.
Were airline security restored to private hands, the airlines could condition travel
on search, identification, or whatever other measure they thought would protect
their airplanes and passengers. They would implement these security practices in
ways that nest with and balance passenger comfort and privacy, good customer
service, profitability and all the other interests that businesses must serve in order
to survive. Each passenger, informed by our watchdog press, could choose the airline
which he or she believed to be most secure.

Despite my deep reservations about the current stance of airline security, I have
endeavored to constructively highlight what is good and bad about the Registered
Traveler program. The emergence of a privately issued identification system, subject
to contractual obligations that protect privacy and resist travel surveillance, is a
welcome innovation. Whether it will appeal to the public is an open question that
has many facets. And whether Registered Traveler will or should survive is another
question. Probably, it should go away as airlines retake responsibility for a security
role that is properly theirs.
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How does the risk of terrorism measure up
against everyday dungers?

A False Sense
of Insecurity?

By Jon

v MUELLER

Ohin Stat University

ETERMINING HOW TORESPOND TO
the terrorist challenge has become a
major public policy issue in the United
States over the st three years. It has
been discussed endlessly, many lives
have been changed, a couple of wars
have been waged, and huge sums of
maney have been spent — often after little contemplation —
to deal with the problem

Throughout all this, there is a perspective on terrorism that
has been very substancially ignored. It can be summarized,
somewhat crudely, as follows:

#  Assessed in broad but reasonable context, terrorism
generally does not do much damage.

s The costs of terrorism very often are the result of
trasty, ii-considered, and overwrought reactions.

Assensible policy approach to the problem might be to stress
thatany damageterrorists are able waccomplish lkely canbe
absorbed, however grirnly. While judidous protective and
policing measures ave sensible, extensive fear and anxiety over
what may at base prove to be a rather limited problem are mis-
placed, unjustified, and counterproductive.

TERRORISM"
For all the attention it cvokes, terrorism actually causes
rather litle damage and the likelihood that any individuat
will become a victim in most places is microscopic. Those
adept at hyperbole like to proclaim that we live in "the age
of terror.” However, while obviously deeply tragic for those

Joke Biuelter holds the Yooty Hayes Ghalr of Hationat Semirity Studies 3t the Nberthen
eniter at Ohia State tisversity, fbs st ricent book, The Remnernts of Wor, has jusl
beon published by Cornell University Pres. Ha may be contacted by i) at
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direcily involved, the number of people worldwide who die
s a resolt of international terrorism is gencrally only a few
hundred a year, ting compared to the numbers who die in
most civil wars or from sutomobile accidents. In fact, in
almaost alt years, the total number of people worldwide who
die at the hands of international terrorists anywhere in the
world is not much more (han the number who drown in
hathtubs in the United States.

Intit 2001, far fewer Americans were killed in any group-
ing of years by all forms of international terrorism than were
kifled by lightning, and almost none of those terrorist deaths
occurred within the United States itsell. Even with the Sep-
tember 11 attacks included in the count, the aumber of
Americans killed by international terrorism since the late
1960s {which is when the State Department began counting)
is about the samie as the number of Americans killed aver the
same period by lightning, accident-causing deer, or severe
allergic reaction to peanuts.

Some of this is definitional. Whertterrorism becornes real-
Iy extensive, we generally no longer call it terrorism, but war.,
But Americans seem to be concerned mainly about random
terros, not sustained warfare, Moreover, even using an expan-
sive definition of terroristm and including domestic tesrorism
in the mix, it is lkely that far fewer people were killed by ter-
rorists in the entire world over the fast 100 years than died in
any number of unnoticed civil wars during the century.

Obviously, this condition could change if international ter-
roristsare able to assemble sufficient weaponry or devise new
tactics to kill masses of people, and they come to do so rou-
tinely. That, of course, is the contral fear. As during the Cold
War, co ors are adept at spinming out elaborate d
day and worst<ase scenarios. However, although not impos-
sible, it would take massive efforts and even more stupendous
fuck for werrurists regularly to visit substantial destruction upon
the United Statcs.
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HISTORICAL RECORD Itshould be kept in mind that Septem-
brer 11 continues to stand out as an extremce event. Until then,
and since then, no more than 329 people have ever been killed
i de terrorist arack fina 1985 Air tadia explosion). And
extreine events often remain exactly that -~ aberrations, rather
than harbingers.

A bomb planted in a piece of checked luggage was respen.
sibde for the explosion that caused a Pan Am jet to crash into
Lockerbie, Scottand in 1988 killing 270 people. Since that time,
hundreds of biflions of pieces of luggage have been transport-
od un American carriers and none have exploded to down an
aircraft. {And millions of passengers who checked bags at hotels
and retrieved them before heading to the airport have routine-
Iy lied to sirline agents when answering the obligatory question
about whether their fuggage had at all times been in theie pos-
session.} This does not mean that one should cease worrying
about luggage onairiines, but it does suggest that extrerme events
do not necessarily assure repetition any more than Timothy
McVeigh's Oklahoma City bombing of 1995 has.

Stnce its alarming release of poison gas in the Tokyo sub-
way in 1995, the apocalyptic group Aum Shinrikyo appears
to have abandoned the terrorism business and its example has

sequent punishment. And terrorism likely will never go away
completely; it has abways existed and presumably always will,

A cenwral issue, however, is whether such spectacularly
destructive terrorist acts will become commoanplace. Although
there have been many deadly wrrorist incidents in the world since
2001, all ithus far, at least) have relied on conventional methods
and have not remately challenged September 11 quantitatively.
1, as some purported experts repeatedly claim, chemical and bio-
togical attacks are so easy and attractive to terrorists, it {s impres-
sive that none have so far been used in Israel (where four times
asirany people dw from automobile accidents as from terrorism).
Acrually, it is somewhat strange that so rmuch emphasis hasbeen
put onthe dangersof high-tech weapons in the first place. Some
of that anxiety may come from the post-Septensber 11 anthrax
scare, even though thatevent kifled only  few people. The bomb-
ings of September 11, by contrast, were kably low-techand
could have happened long ago; both skyscrapers and airplanes
have been around for a century now.

RESPOHOING YO TERROQRISM
Franez Fanon, the 20th century revolutionary, contended that
“the aim of teerorismis to rerrify.” i that is so, terrorists can be

Terrorists can be defeated simply by not
becoming terrified — that is, anvthing that enhances
tear effectively gives in to them.,

notbeen followed. Some sort of terrorist inoculated Tvlenol
capsules with cyanide in 1982, killing seven people. Howev-
er, that frightening and much-publicized event (it generated
125,000 stories in the print media alone and cost the manu-
facturer more than $1 billion) failed to inspire much in the
way of initation,

{do not want 1o suggest that alf extreme events prove to
be the lastin their line, of course. Atits time, the *Great War™
of 1914~18 was the worst war of its rype, yet an even more
destructive one followed. Mareover, while Aum Shinrikyo
may be under contral, Al Qaeda and like-minded rerrorist
groups are unlikely to die out any time scon; September 11
marked, after all, their sccond attempt to destroy the World
Trade Center.

Much of the current alarm is generated from the knowledge
that many of today's terrorigts stmply want to kifl, and kittmore
orlessrandomly, for revenge or asan act of what they take to be
war. At one time, it was probably sale to conclude that terranisiu
wus committed principally for specific political demands or as
aform of political expression. In the oft-repeated ohsesvation of
terranism oxpert Brian fenkins, “Terrorists want afot of people
warching, nota lot of people dead.” Moreover, the suicidal nature
of many attacks, while notnew, can be very unsettling because
the would-be perpetrator cannot be deterred by the threwt of sub-

defeated simply by not becoming werrified -~ that is, anything
that enhances fear effectively gives in to them.

The shock and tragedy of September 11 does demand a
focused and dedicated program 1o confront intesrnational ter-
rorisan and 10 sttempt 1o prevent a repeat. But it seems sensi-
ble to suggest that part of this reaction should include an effort
by paliticians, officials, and the media to inform the public rea-
sonably and reatistically about the terrorist context instead of
playing into the hands of terrorists by frightening the public.
Whatis needed, as one statistician suggests, issome sortof con-
vincing, coberent, informed, and nuanced answer to a central
question: “How worried should I be?” Instead, the message the
nation has received sofar is, as a Homeland Security official put
{or caricatured) it, *Be scared; be very, very scared —but goon
with your lives.” Such messages have led many people to devel-
op what Leif Wenar of the University of Shefficld bas apiy
labefed a false sense of insecurity”

HYPERBOLIC OVERREACTION For example, thereis at pres-
ent a great and understandable concern about what would
happes if terrorists were to shoot down an American aitliner
or two, perhaps with shoulder-fired missiles. Obviously, that
would be a major ragedy. But the ensuing public reaction to
i, many fear, could come close to destraying the industry.
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Accordingly, it would scem to be reasonable for those in
charge of our safety to inform the public about how many
aitliners would have to crash before flying becomes as dan-
gerous as driving the same distance in an automobile. it turns
out that someone has made that calcalation: University of
Michigan transportation researchers Michael Sivak and
Michael Flannagan, in an article last year in American Scien-
tist, wrote that they determined there would have to be one
set of September H crashes a month for the risks to balance
ou. More generally. they caleulate that an American's chance
of being killed in one nonstop airline flight is about one in
13 million {even taking the September 11 crashes into
account), To reach that same level of risk when driving on
America’s safest roads ~ rural interstate highways — one
would have to travel a mere 112 miles,

Or there ought to be at least some discussion of the almost
completely unaddressed but patently obvious observation
that, in the words of risk analyst David Banks, “It seems
impossible that the United States will cver again experience
takeovers of commercial flights that are then turned into
weapons — nao pilot will heontrol, and p pers
will fight.” The scheme worked in 2001 because the hijeck
ers had the element o surprise working for them; previous
airline hijackings had mostly been fairly harmiess as hijack-
ers generally landed the planes someplace and released the
passengers. The passengers and crew on the fourth plane on
September 11 had fragmentary knowledge about what had
occurred carlicr that day and they prevented the planc from
reaching its target. Similar responses are likely for future

pred hijackings. Nonetheless, notes Banks, “enormous
resources are beiny invested to prevent this remote contin-
gency.” There is a distinction, he argues, “between reslistic
reactions w plavsible threats and hyperholic overreaction to
Improbable contingencies.”

Morcover, any problemscaused by radiological, chemical,
orperhaps biological weapons are likely to stem far more from
the fear and panic they may cause than from the weapons
themselves. While a “dirty bomb” might raise radiation 25 per-
cent over background levels in an area and therefore into a
range the Environmental Protection Agency considers unde-
sirable, there ought to be some discussion about whether that
really constitutes “contamination” or much of a danger at all,
given the somewhatarbitrary and exceedingly cautious levels
declared 1o be scceptable by the EPA, The potential use of such
bumbs apparently formed the main concern during the
Orange Alert at the end of 2003, Because the bombs simply
raise radiation levels somewhat above normal background lev-
elsinagmall area, a common recommendation from nuclear
scientsts and engincers is that those exposed should calmly
walk away. But this bit of advice has not been advanced promi-
nently by those in charge. Effectively, therefore, they encour-
age panic. As one nuclear engineer points out, "If you keep
telling them you expect them to panic, they will oblige you.
And that's what we're doing.”

POORRESULTS For their part, biological and chemical weapons |
have not proven o be great killers. Although the basic science |
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abiout them has been well known for a century at least, both
kinds of weapons are notoriously difficult to create, control,
and focus (and even more so for nudlear weapons).

To this point in history, blological weapons have killed
almast no one. And the notion that Jarge numbers of people
would perish if a stall number of chemical weapons were 1o
be set off is highly questionable. Although they can be huge-
tylethal when released in gas chambers, their effectiveness as
weapons has been unimpressive. In World War 1, for example,
chemical weapons caused less than one percent of the wtal
combat deaths; onaverage, ittook aton of gas to produce one
tatality. In the conclusion to the official British history of the
war, chemical weapons are relegated to a foomote that asserts
that gas “made war uncomfortable...to no purpose.” A 1993
analysis by the Office of Technology Assessment finds thata
terroristwould have to deliver a full ton of Sarin nerve gas per-
fectly and ander absolutely ideal conditions over a heavily
populated area o cause between 3,000 and 8,000 deaths —
something that would require the nearsimultaneous deto-
nation of dozens. even hundreds, of weapons. Under slightly
less ideal circumstances — if there were a moderate wind or
if the sun were out, for example — the death rate would be
only one-tenth as grear. The 1995 chemicat artack launched
in Tokyo by the well-funded Aum Shinrikyo {attempted only
after several etforts 10 use biological weaponry had failed com-
pletely) managed w kill only 12 people.

Thus far at least, terrorism is a rather rare and — inappro-
priate, comparative context — not 4 very destructive phe-
nomenon, However, the enormous surrs of money being spent
10 deal with the threat have in part been diverted from other,
possibly more worthy, endeavors. The annual budget for the
Department of Homeland Sccurity, for example, now tops $30
billion, while state and local governments spend additional bil-
fions. Some of that money doubrless would have been speat on
sinilar ventures under earlier budgets, and much of it likely has
wider benefits than simply securing the country againsta rather
Hmited threat. Butmuch of it, as well, has very likely been pulled
away from more beneficial uses.

Accordingly, three key issues, set out by risk analyst Howard
Kunreuther, require careful discussion but do not scem ever to
getit:

= How much should we be willing to pay for a small
reduction in probabilities that are already exwremely
Tow?

w How much should we be willing to pay for actions
that are primarily reassuring but do little to change the
actual risk?

= How can measures such as strengthening the pub-
tic health system, which provide much broader bene-
fits than thos against terrorism, get the attention they
deserve?

As Banks puts it, “If terrorists force us o redirect resources
away from sensible programs and future growth in order to
pursue unachievable but politically popular levels of domes-
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e security, then they have won an important victory that
martgages our future,” For instance, measures that delay air-
Tine passengers by half an hour could cost the economy $15bil-
fion 4 year, calculates econamist Roger Congleton,

Filmmaker Michael Moare happened to note an ¢85’ popu-
Lar 60 Minutes last year that “the chances of any of us dying in
a terroristincident is very, very, very smadl.” His interviewer,
Bob Simon, prompiy admunished, “But no one sees the
world like that.” Both statemonts, remarkably, are true —the
Jirst only a bit more so than the second.

Tt would scem to be reasonabie for someone in authority to |

1y to rectify this absurdity. In Kunreather's words, "More atten-
Hon needs to be devoted to giving people perspective on the
remote likelibood of the wrrible constqquences they bmagine.”
That would seern to be at least as important as boosting the sale
of duct tape, issuing repeared and castly color-coded alerts
based on vague and unspecific intelligence, and warning peo-
phe to beware of Grecks bearing almanacs.

What we need ismore pronouncements like the one in arecent
bowk by Sen, John McCain R-Artz.): “Get on the damn clevatar?
Fly on the damn plane! Calculate the odds of being harmed by a
tervorist! s still sboutas likely as being sweptouttoscaby audal
wave. Suck itup, for erying out foud. You're almost certainly going
10be okay. Andinthe unlikely event you're not. do you really want
o spend your last days cowering behind plastic sheets and duce
wpe? That's not a fife worth living, is it

But admonitions like that are exceedingly rare, almost non-
existent. What we mostly getis fearmongering, some of it bor-
dering on hysteria. Some prominent commentators, like David
Gergen, argue that the United States has beeome “vulugrable,”
even “fragile,” Others. Jike Sen. Richard Lugar (R-Ind }, are piven
10 proclaiming that terrorists armed with weapens of mass
destruction present an “existential” threat to the United States
or even, in colummnist Charles Krauthamer's view, w0 "civi-
lization” A best-selling book by an anenymous Cia ufficial
assures us that our “survival® is at stake.

The cosmic alarmism reached a kind of official pinnacte dur-
ing last winter's Orange Alert. Atthe time. Homeland Sevuri-
ty czar Tom Ridge declared that"America is a country that will
antbe bent by terror. Americais s country that will notbe bro-
kenby fear." Meanwhile, however, Gen. Richard Myers, chair-
man of the joint Chiefs of Staff, was telling a television sudience
that if terrorists bie 10 enginerr a cat phiic event that
killed 10,000 people, they would successfully “do away with our
way of life.” The sudden deaths of that many Americans —
although representing luss than four-thousandths of one per-
cent of the population ——would indeed be horrifying and trag-
i, bur the only way it could “do away with our way of life”
would be if we did that 10 ourselves in reaction.

Allsocieties are “vulnerable™ to tiny basds of suicidal fanat-
ics in the sense that it is impossible 1o prevent every terrorist
act. Butthe United States is hardly “vulnerable” tn the sernse that
it can be expunged by dramatic acts of terrorist destructian,
even extreme ones. In fact, the country can readily, if grimly,
overcome thatkind of damage — as it overcomes some 40,000

deaths each year from atomobile accidents. As RAND's Bruce
Hoffman put it, "Unfortunately, terrorism is just another fact
of modern fife, I's something we have w lve with.”

POLITICIANS AND THE MEDYA

A problem with getting coherent thinking on the risk of
terrotism is that reporters and politicians find extreme
and alarmist possibilities so much more appealing than
discussions of broader context, much less of statistical
realtty, That is, although hysteriz and alarmism rarcly
make much sense, politicians and the media are often nat-

; veatly drawn to them.

Thereis no reason to suspect that President Bush's concern
aboutrerrorism is anything but genuine. However, his approval
rating did receive the greatest boost for any president in history
in September 2001, and it would be politicatly unnatural for
hirn not to notice. His chief political adviser, Karl Rove, declared
last year that the “war” against terrorism will be central
Bush's reelection campaign. The Democrats, scutrying to keep
up, have stumbledail over cach other with plans to expend every
more of the federat budget on the terrorist threat, such as it s,
than President Bush,

This process is hardly new. The preoccupation of the media
and of fimmy Carter’s presidency with the hostages taken by
Iran in 1979 o the exclusion of almost everything else may look
foolish in retraspect, as Carter's secretary of state, Cyrus Vance,
concaded in his memoirs. Rut it doubtless appeared to be good
poditics atthe e -~ Carter's dismal approval rating scared
whenthe hostages were scized. Simtfarly, in the 1980s the Rea-
gan administration became fixated on a handful of American
hostages held by terrorists in Lebanon. At the tme, Reagan's
normally judicious secretary of state, George Shulz, was
screaming that we needed desperately to blast somebody
somewhere "or a momen’s notice” -~ even without adequate
evidence -— in order to avoid looking like the indecisive “Ham-
fet of nations.” He apparently preferred the King Lear approach.
Mormally, however, unly iunatics and children rail a1 storms;
sensible people invest in umbrellas and lightning rods.

Since Seprember 11, the American public has been treated
toendless yammering about wrrorisi in the media. Politicians
may believe tht, given the public voncern on the issue, they
will lose votes if they appear insensitively to be downplaying
the dangers of terrorism {though this fear docs niot seem to have
infected Sen. McCain). However, the media like to tout that they
are devoted top ing fair ard balanced coverage of impor-
tant public issucs. { may have missed it, but { have never heard
anyone in the media stress thatin every year except 2001, only
& few hundred people in the entire world have died as a result
of international terrorism.

As often noted. the media appear to have a congenital
incapacity for dealing with issues of risk and comparative
probabilities — cxcept, of course, in the sports and financial
seclions. Hut even in their amazingly rare efforts to try, the
issuc —-one that would seem to be absolutely central 1o any
rounded discussion of terrorism and terrorism policy —
never goes very far. For example, in 2001 the Washington Post
published an article by a University of Wisconsin economist
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that atteinpted guantitatively to point out how much safer
it was to travel by air than by automobile, even under the
heightened atmosphere of concerninspired by the Septem-
ber 11 attacks. He reports that the article generaced a couple
of media inguiries, but nathing more. Gregg Easterbrook's
cover story in the October 7, 2002, New Republic forcefully
argued that biological and chemical weapons are hardfy
capable of creating “mass destruction,” a perspective relevant
not only toterrorism but also to the drive for war against hrag
that was going on at the thme. The New York Times asked him
to fashion the article into an op-ed picee, but that was the
only interest the article gencrated in the media,

in addition, it should be pointed out that the response to
September 11 has created 2 vast and often well-funded ter-
rorismindustry. lts members would be nearly out of business
ifterrorism were to be back-burnered, and accordingly they
have every competitive incentive {and they are nothing if not
competitive) 1o conclude that it is their civicduty to keep the
pot boiling.

Moreover, there Is more reputational danger in under-
playing risks than in exaggerating them, People routinely
ridicule futurist H.G. Welly” prediction that the conflict
beginning In 1914 would be “the war that will end war,” but
not his equally confident declaration at the end of World War
It that “the end of everything we caltlife is close at hand > Dis~
proved doomsayers can always claim that caution induced
by their warnings prevemted the predicted calamity from
occurring, {Call this the YK effect.) Disproved Pollyannas
have no such convenient refuge.

The challenge, thus, is a difficult one. But it stilf seems sen-
sible to suggest that officials and the press at least once in a
while ought to assess probabilities and put them in some sort
of contextrather than simply 1o stress extreme possibilitics so
much and so exclusively.

KHOW YOUR AUDIENCE [tiscasy to blame politicians and the
media for the di 4 and context-free condition under which
terrorism s so often discussed. in many respects, however, that
circumstance arises not 50 much from their own proclivities,
but rather from those of their customers. Hysteria and
alarmism often sefl.

The record with respect to fear about crime. for example,
suggests that efforts to deal responsibly with the risks of ter-
rosism will prove difficult. Fear of crime rose notably in the
mid-1990s, even as statistics were showing crime tobe in pro-
nounced decline. When David Dinkins, running for re-clection
as mayor of New York, pointed to such numbers, he was
accused by A. M. Rosenthal of the New York Times of hiding
behind "triviatizing statistics” that “are supposed to convince
usthat crime is going down.* New Yorkers did eventually come
to feel safer from crime, but that was probably less because
crime rates actually declined than becawse of atmospherics as
graffisi, panhandlers, aggressive windshield washers, and the
homeless were banished or hidden from view. So it may have
made sense in the months after the September 11 attacks to
have armed reservists parading around in airports. it isnot clear
how they prevented terrorist attacks, and pulling them from
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productive jobs hardly helped the economy. But if they pro-
vided people with a sense of security, their presence rmay have
been worth it.

Inthe end, it is not clear how one can deal with the public’s
often irrational —or at least erratic — fears abotst remote dan-
gers. Somwe people say they prefer comparatively dangerous
forms of rransportation like the private passenger automobile
{the cause of over 3 million American deaths during the 20th
century) 1o safe ones like commercial airliners because they feel
they have more "control.” But they seem tofeel no fear on buses
and trains~-- which actually are more dangerous than airliners
— even without having that sense of control and even though
derailing 3 speeding train or crashing a speeding bus s likely to
be much easier for a terrorist than downing an airdiner. And peo-
pletend to be more alarmed by dramatic fatalitics —which the
September 11 crashes certainly provided — than by ones that
cumulate statistically. Thus, the 3,000 deaths of September 11
inspire farmore grief and fear than the 100,000 deaths from suto
accidents that have taken place since then, In some respects, fear
ol serrar may be something like playing the lottery except in
reverse: the chances of winning the lottery or of dying from ter-
rorism may be microscopic, but for monumental events that
are, or seem, random, one can irrdlevantly conclude that one's
chances anc just as good, or bad, as those of anyone else.

‘The communication of risk, then, Is no casy task, Risk ana-
Iyst Paul Slovic points out that people tend greatly to overesti-
mate the chances of dramatic or sensational causes of death,
that realistically informing people about risks sometimes only
makesthem more frightened, that srong beliefs in thisarea are
very difficuit fo modify, that a new sort of calamity tends to be
saken as harbinger of future mishaps, that a disaster tends to
increase fears not only about that kind of danger but of alf
kinds, and thit people, even professionals, are susceptible to the
way risks arc expressed — far Jess likely, for example. te choose
radiation therapy if told the chances of death are 32 percent
rathur than that the chances of survival are 68 pereent.

But risk asscssment and conimunication should at least be
part of the policy discussion over terrorism, something that
may well prove ta be a far smalfer danger than is popularly por-
trayed. The constant, unnuanced stoking of fear by politicians
and the media is costly, enervating, potentially counterpro-
ductive, and unjustified by the facts.

EONCLUSION

The policy perspective toward terrorism 1 suggest may not
be more valid than other ones, and no one knows, of course,
how the problem will play out in future years. However, the
policy advanced here scems to me a sound and sensible one,
and for there w0 be 3 really coherent policy discussion, it
should be part of the mix.

Deep concern aboot extreme events Is not necessarily
unrcasonable or harmful, Thus. efforts to confront terrorism
and reduce ts Incidence and destructiveness are justified. But
hysteriais hardly required. Asalways, there are uncertainties
and risks out there, and plenty of dangers and threats. But
none are existential. The sky, as it happens, is unlikely to fall
anytime soon,
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Mr. LUNGREN. Thank you, Mr. Harper.
The Chair now recognizes Ms. Bridgette Goersch, the director of
security at the Greater Orlando Aviation Authority.

STATEMENT OF BRIGITTE GOERSCH, DIRECTOR OF
SECURITY, GREATER ORLANDO AVIATION AUTHORITY

Ms. GOERSCH. Chairman Lungren, Ranking Member Thompson
and distinguished members of the House Committee on Homeland
Security Subcommittee on Economic Security, Infrastructure Pro-
tection and Cybersecurity, the Greater Orlando Aviation Author-
ity—the authority—greatly appreciates the opportunity to submit
testimony on the promise of Registered Traveler. We respectfully
appreciate your subcommittee’s interest and support of the Reg-
istered Traveler Program.

Orlando National Airport operated by the Greater Orlando Avia-
tion Authority is the fourth largest origin and destination airport
in the United States, with a commitment to excellence and cus-
tomer service, as Florida’s busiest airport with over 31 million pas-
sengers annually. Orlando was recognized recently by J.D. Powers
and Associates as the number one airport for customer service in
North America and number two in the world behind Hong Kong.

We are honored to have been approached by the Transportation
Security Administration, TSA, to initiate a pilot program exploring
the feasibility of a private-sector Registered Traveler concept. This
program will provide convenient, efficient and speedy access to the
security screening process for Registered Travelers. It is distin-
guished from TSA’s Registered Traveler Pilot Programs currently
in place at five airports across the country in that it divides respon-
sibility for implementation between the airport and TSA.

Under the program, TSA has responsibility for standards, secu-
rity and screening oversight for all aspects of the program. The air-
port’s responsibilities incorporate the concept of private-sector part-
nership to market, operate and maintain the program consistent
with TSA guidelines. The program is funded and sustained by the
private-sector users. The benefits of the program are improved
throughput at the checkpoint and a predictable travel time sched-
ule for passengers, allowing TSA to focus their resources.

After completing a memorandum of understanding with the
Transportation Security Administration, the authority initiated a
request for a proposal process to select a service provider partner.
The board selected the Verified Identity Pass—Lockheed Martin
team on June 1, 2005.

We anticipate beginning enrollments for Registered Traveler Pro-
gram participants by the end of June with actual operations begin-
ning mid—July. The pilot program is to operate at Orlando for a pe-
riod of 6 to 12 months. It is the intent to seek TSA approval to ex-
tend the pilot project into a permanent nationwide program with
ability to use at many of our country’s airports.

The design of the Registered Traveler Program at Orlando em-
bodies three principles: enhance security, encourage commerce and,
three, protect the privacy of passengers’ information. A key feature
of the Orlando Registered Traveler Program is that it will be open
to all travelers on all air carriers departing Orlando International
Airport.
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A check-in kiosk will be located at our security checkpoints for
Registered Travelers to present their card for biometric verification
and expedited access to security screening. The card will be a
Smart Card with an embedded computer chip allowing the storage
of information, and I have a card here for each of you to share with
you today.

In order to enroll, an applicant submits two forms of U.S. govern-
ment-issued identification, provides personal and biometric infor-
mation in the form of fingerprints and iris scans, and consents to
a government security threat assessment. Successful applicants
will be issued their official enrollment card by mail.

A unique feature of using biometric identifiers in this program
is that the card can only be used by the Registered Traveler as fin-
gerprints and irises are unique to each individual. The key ele-
ments to success of the Registered Traveler Program are focused on
privacy concerns and demonstration of real benefits.

Our service provider found in initial surveys that the number
one concern of passengers as it related to Registered Traveler is
privacy. We have taken an aggressive approach in partnership with
our service provider to emphasize the protection of information.

The aviation community is very supportive of the Registered
Traveler Program, if real benefits can be demonstrated. These real
benefits include use at multiple airports, dedicated lines for secu-
rity screening and certain exemptions for additional security
screening.

In addition, this program could be a venue to accelerate the oper-
ational testing of new technologies at Registered Traveler lanes,
adding real benefits while improving security processes.

By expediting the passengers’ screening process for those en-
rolled in the program, it should help ease possible congestion at the
security checkpoints for all travelers. We respectfully request your
support and look forward to exploring and integrating these con-
cepts with TSA at Orlando International Airport.

In closing, we remain steadfast in our commitment and purpose
to assist our nation in its mission to protect our borders and home-
land while enabling safe, efficient and timely movement of pas-
sengers and commerce. Travel is one of our most important free-
doms. The ability for all citizens to travel safely and efficiently is
all of our responsibility.

The Registered Traveler Program reinforces Orlando Inter-
national Airport’s commitment to excellence in customer service. I,
as a representative of the authority, want to express my gratitude
for the opportunity to present this testimony to your subcommittee
today. We look forward to working with you in building the Reg-
istered Traveler Program to benefit the traveling public, and I
would be happy to answer any questions you have.

[The statement of Mr. Goersch follows:]

PREPARED STATEMENT OF BRIGITTE RIVERA GOERSCH

Chairman Lungren and distinguished members of the House Committee on Home-
land Security, Subcommittee on Economic Security, Infrastucture Protection, and
Cybersecurity:

The Greater Orlando Aviation Authority (“the Authority”) greatly appreciates the
opportunity to submit written testimony on “The Promise of Registered Traveler.”
The Authority remains a steadfast partner in ensuring the highest standards of
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public safety and security of our homeland and deeply appreciates the leadership
and efforts put forth by you and your Subcommittee to advance this mission.

The Authority respectfully appreciates your Subcommittee’s interest and support
of the Registered Traveler Program.

I. Registered Traveler Private Sector Program Background

Orlando International Airport, operated by the Greater Orlando Aviation Author-
ity, is the 4th largest origin and destination airport in the United States with a
commitment to excellence in customer service as Florida’s busiest airport with over
31.1 million passengers in 2004. Orlando was recently recognized by J.D. Powers
and Associates as the number one airport for customer service in North America
and number two in the world behind Hong Kong. We are honored to have been ap-
proached by the Transportation Security Administration (TSA) to initiate a pilot
program exploring the feasibility of a private sector registered traveler concept.

This program will provide convenient, efficient, and speedy access to the security
screening process for registered travelers. It is distinguished from TSA’s Registered
Traveler pilot programs, currently in place at five airports across the country, in
that it divides responsibility for implementation between the airport and TSA.
Under the program, TSA has responsibility for standards, security, and screening
oversight for all aspects of the program, including the completion of security threat
assessments and control of checkpoint operations. The airport’s responsibilities in-
corporate the concept of the private sector partner to design, construct, market, op-
erate and maintain the program, consistent with TSA guidelines. The program is
funded and sustained by the private sector users. The benefit of the program, as
capacity returns to the airways, is improved throughput at the checkpoint, for pas-
sengers a predictable travel time schedule, and allowing TSA to focus resources.

In February 2005, the Authority executed a Memorandum of Understanding with
the TSA. The Authority initiated a request for proposal process to select a Service
Provider partner. The Authority Board approved the selection of the Verified Iden-
tity Pass, Inc./Lockheed Martin Team on June 1, 2005. We anticipate beginning en-
rollments for Registered Traveler program participants by the end of June with ac-
tual operations beginning mid July. The pilot program is to be operated at Orlando
International for a period of six to twelve months. It is the intent to seek TSA ap-
proval to extend the pilot project into a permanent nationwide program with ability
to use at many of our airports.

II. The Program at Orlando International Airport

The design of the Registered Traveler Program embodies three principles: 1. En-
hance security; 2. Encourage commerce, and 3. Protect the privacy of passengers in-
formation. The components of the program are security assessment, enhanced tech-
nology using biometric identifiers, faster throughput at the checkpoint and ulti-
mately, customer satisfaction.

A key feature of the Orlando Registered Traveler Program is that it will be open
to all travelers on all air carriers departing Orlando International Airport. A check-
in kiosk will be located at our security checkpoints for Registered Travelers to
present their card for biometric verification and expedited access to security screen-
ing. The card will be a “smart” card with an embedded computer chip allowing the
storage of information. In order to enroll, an applicant submits two forms of U.S.
government issued identification, provides personal and biometric information in the
form of fingerprints and iris scans and consents to a government security threat as-
sessment. Successful applicants will be issued their official enrollment card by mail.
A unique feature of using biometric identifiers in this program is that the card can
only be used by the Registered Traveler as fingerprints and iris’ are unique to each
individual.

II1. Challenges of the Private Sector Registered Traveler Program

The key elements to success of the Registered Traveler Program are focused on
privacy concerns and demonstration of real benefits. Our service provider found in
initial surveys that the number one concern of passengers, as it related to Reg-
istered Traveler, is privacy. We have taken an aggressive approach in partnership
with our service provider to emphasize the protection of information.

The aviation community is very supportive of the Registered Traveler Program,
if real benefits can be demonstrated. These real benefits include use at multiple air-
ports, dedicated lines for security screening, certain exemptions for additional secu-
rity screening, such as allowing coats and shoes to remain on and laptops to stay
in carry-on luggage. In addition, this program could be a venue to accelerate the
operational testing of new technologies at Registered Travelers lanes, adding real
benefits while improving security processes. By expediting the passenger screening
process for those enrolled in the program, it should help to ease possible congestion
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at the security checkpoint for all travelers. We respectfully request your support and
look forward to exploring and integrating these concepts with TSA at Orlando Inter-
national Airport.

IV. Closing

Orlando International Airport remains steadfast in its commitment and purpose
to assist our nation in its mission to protect our borders and homeland while ena-
bling safe, efficient and timely movement of passengers and commerce. The Reg-
istered Traveler Program reinforces Orlando International Airport’s commitment to
excellence in customer service.

Travel is one of our most important freedoms. The ability for all citizens to travel
safely and efficiently is all of our responsibility. The Registered Traveler Program
facilitates that right through the enhancement of security, the encouragement of
commerce and the protection of passengers privacy.

I, as a representative of the Authority, want to express my gratitude for the op-
portunity to present this testimony to your Subcommittee. We look forward to work-
ing_% 1\.)vith you in building the Registered Traveler Program to benefit the traveling
public.

Mr. LUNGREN. Thank you very much for your testimony.
The Chair will now recognize Mr. Robert Isom, the senior vice
president for customer service at Northwest Airlines.

STATEMENT OF ROBERT ISOM, SENIOR VICE PRESIDENT FOR
CUSTOMER SERVICE, NORTHWEST AIRLINES, INC.

Mr. IsoMm. Chairman Lungren, Ranking Member Thompson and
distinguished members of the subcommittee, thank you for the op-
portunity to present today.

My name is Robert Isom. I am senior vice president for customer
service at Northwest Airlines.

Northwest has long been an advocate for the Registered Traveler
concept. So, today, it is with some disappointment that I have to
say that we have some real concerns about the state of the pro-
gr%m, and we question whether the program should even be contin-
ued.

The key objective of the Registered Traveler Program as origi-
nally envisioned was to find a way to provide the necessary level
of security for our passengers, while simultaneously trying to make
the passenger security checkpoint screening process as simple and
quick as possible for as many passengers as possible.

Working with both Congress and the administration, Northwest
believed the Registered Traveler Program would produce net bene-
fits for everyone. Passengers would enjoy quicker movement from
curbside to the gate; the TSA would be able to allocate its screener
personnel and equipment and financial resources more efficiently,
concentrating more heavily on the areas of potential greater risk;
and carriers like Northwest would benefit from our passengers
being able to go through airport screening faster, resulting in an
improved travel experience.

Of course, Northwest’s assessment of the cost and benefits of the
Registered Traveler Program were based on two important assump-
tions: first, that this program would be run by the U.S. govern-
ment; and, second, that travelers who committed to the program,
paid their processing fees and successfully passed the background
checks would receive some benefit in exchange as they went
through the airport checkpoints at each airport.

Both of these assumptions are called into question today. It has
been proposed that the role of the U.S. government in this security
endeavor be diminished and that the Registered Traveler Program
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be operated going forward as a form of public and private partner-
ship, with a very large portion of the program and funding deci-
sions being made by private companies rather than the govern-
ment.

The private companies are seeking to turn the security program
into a for-profit business opportunity. Meanwhile, there are cur-
rently no screening benefits provided to the Registered Travelers,
though we understand that TSA still is actively pursuing this.

Northwest is particularly concerned by some of the proposals
that have been made on how Registered Traveler might attract
travelers into the program by offering them ancillary services, rath-
er than simply providing a more efficient checkpoint experience.

For example, it has been proposed that prospective Registered
Travelers be enticed with offers of new airport lounge areas, new
valet parking services, new preferred automobile parking areas,
new discounts at airport stores and restaurants, new tie-ins with
products offered by financial services companies, discounted maga-
zine subscriptions.

Northwest believes that it would be a mistake to let the Reg-
istered Traveler Security Program be transformed into a club mem-
bership organization like this.

The purpose of these enticements, we are told, is to convince
travelers to sign up for the program, and at least one private com-
pany has proposed that fees for joining the Registered Traveler
Program to get these benefits be started at $80 and moved up to
$100 over the next couple of years, with any background check fees
to be charged by the TSA added on top of those amounts.

Northwest believes it would be a mistake to allow vendors pro-
posing these ancillary benefits and services to skew public policy
debate on this matter by offering substantial financial paybacks to
airports and others that agree to retain their services.

The Greater Orlando Aviation Authority, for example, just last
week accepted the proposal of a vender team that promises to give
the authority a cut of between 18 percent and 29 percent of Reg-
istered Travelers’ enrollment fees depending on how the fee is cal-
culated and, on top of that, 2-1/2 percent of all revenues received
from other airports.

The vendors propose to do all of this while also offering revenue
shares to credit card companies, trade associations and other affin-
ity groups. The traveler, on the other hand, does not receive any
benefit in terms of screening. There are no new security lines. The
travelers will still have to remove shoes, laptops from their bags,
coats and so on.

This sort of financial model for the Registered Traveler Program
is unacceptable. Registered Traveler was supposed to be a program
that enhances domestic homeland security. Northwest is still com-
mitted to the original purpose behind the Registered Traveler Pro-
gram, but this program is and must remain a security program.
The program must generate real benefits on its own rather than
rely on the sale of ancillary benefits to entice travelers to register.

If the Registered Traveler Program does not remain a security
program or is not financially sustainable on its own, it should be
discontinued so the U.S. government’s resources can be redirected
to other important efforts to facilitate passenger movement through
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airport screening lanes as well as to enhance the overall quality of
security provided to our passengers.

Thank you again for the opportunity to present our views to the
subcommittee. I would be happy to answer any questions you
might have.

[The statement of Mr. Isom follows:]

PREPARED STATEMENT OF ROBERT D. Isom

Chairman Lungren, Ranking Member Sanchez, and distinguished members of the
Subcommittee, thank you for the opportunity to testify here today. My name is Rob-
ert Isom, and I am Senior Vice President for Customer Service at Northwest Air-
lines.

Northwest Airlines has long been an advocate for the Registered Traveler concept.
So today, it is with some disappointment that I have to say we have some real con-
cerns about the current state of the program, and we question whether the program
should even be continued.

The key objective of the Registered Traveler program, as originally envisioned,
was to find a way to provide the necessary level of security for our passengers while
simultaneously trying to make the passenger security checkpoint screening process
as simple and quick as possible for as many passengers as possible. Working both
with Congress and the Administration, Northwest believed that the Registered
Traveler program would produce net benefits for everyone. Passengers would enjoy
quicker movement from curbside to their gate. The Transportation Security Admin-
istration would be able to allocate its screener personnel, equipment, and financial
resources more efficiently, concentrating more heavily on the areas of potentially
greater risk, and carriers like Northwest would benefit from our passengers being
able to go through airport screening faster, resulting in an improved travel experi-
ence.

Of course, Northwest’s assessment of the costs and benefits of the Registered
Traveler program were based on two important assumptions. First, that this secu-
rity program would be run by the U.S. Government. And second, that the travelers
who committed to the program, paid their processing fees, and successfully passed
the background check process would receive some benefit in exchange, as they went
through the checkpoints at each airport.

Both of these assumptions are called into question today.

It has been proposed that the role of the U.S. Government in this security endeav-
or be diminished and that the Registered Traveler program be operated going for-
ward as a form of public-private partnership, with a very large portion of the pro-
gram and funding decisions being made by private companies rather than the Gov-
ernment. The private companies are seeking to turn this security program into a
for-profit business opportunity. Meanwhile, there are currently no screening benefits
provided to the registered travelers, though we understand TSA is still actively pur-
suing this.

Northwest is particularly concerned by some of the proposals that have been made
on how Registered Traveler might attract travelers into the program by offering
them ancillary services, rather than simply providing a more efficient airport check-
point screening experience. For example, it has been proposed that prospective reg-
istered travelers be enticed with offers of:

o New airport lounge areas.
New valet parking services.
New preferred automobile parking areas.
New discounts at airport stores and restaurants.
New tie-ins with products offered by financial services companies.
Discounted magazine subscriptions.

The purpose of these enticements, we are told, is to convince travelers to sign up
for the program. And at least one private company has proposed that fees for joining
the Registered Traveler program to get these benefits be started at $80 and moved
up to $100 over the next two years, with any background check fees to be charged
by TSA being added on top of these amounts.

Northwest believes that it would be a mistake to let the Registered Traveler secu-
rity program be transformed into a club membership organization like this.

Northwest also believes that it would be a mistake to allow the vendors proposing
these sorts of ancillary services to skew the public policy debate on this matter by
offering substantial financial paybacks to the airports and others that agree to re-
tain their services. The Greater Orlando Aviation Authority, for example, just last
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week accepted the proposal of a vendor team that promises to give the Authority
a cut of:
o 23-29% of the registered travelers’ enrollment fees (depending on how the fee
is calculated) for the first 30,000 who register at Orlando. And 18-22.5% of the
enrollment fees for subsequent enrollees there.
e 2.5% for all enrollment and renewal revenues that the vendors receive from
registered travelers at airports other than Orlando.

And the vendors propose to do all of this, while also offering revenue shares to
credit card companies, trade associations, and other affinity groups that can be per-
suaded to solicit their members and customers to join Orlando’s registered traveler
program! The traveler on the other hand does not receive a benefit in terms of
screening. There are no new security lines, so as more people sign up, the registered
traveler line is just as long as the non-registered traveler line. There is no change
in procedure while going through the line that we are aware of. Travelers will still
have to remove shoes, laptops, coats, etc.

This sort of financial model for the Registered Traveler program is unacceptable.
Registered Traveler was supposed to be a program that enhances domestic home-
land security.

Northwest Airlines is still committed to the original purpose behind the Reg-
istered Traveler program. But this program is, and must remain, a security pro-
gram. The program also must generate real benefits on its own rather than rely on
the sale of ancillary benefits to entice travelers to register. If the Registered Trav-
eler program does not remain a security program or is not financially sustainable
on its own, it should be discontinued so the U.S. Government’s resources can be re-
directed to other important efforts to facilitate passenger movement through airport
screening lanes, as well as to enhance the overall quality of security provided to our
passengers.

Thank you again for the opportunity to present Northwest’s views to your Sub-
committee. I would be happy to answer any questions that you might have.

Mr. LUNGREN. I thank you very much.

And I thank all the witnesses on the panel for their testimony.

At this time, I will recognize myself for 5 minutes to start the
questioning, following which members will be recognized in their
order of appearance at the time that we started.

Mr. Connors, you heard Mr. Isom talk about some of the sug-
gested perks that would be provided to travelers. It strikes me, as
one who is a frequent traveler, that I do not care about all that
stuff. All I want to do is move through.

I want security, obviously. This program hopefully will enhance
security, but, if all it did was maintain the level of security we had,
but actually provided a more rapid movement through for all, as
you suggest would happen if you had this program for some, I
would be pleased.

From the surveys you have from your organization, does it ap-
pear that is what people are looking for? Are they looking for all
these perks?

Mr. CoNNORS. That is exactly what they are looking for, Mr.
Chairman, and, if you look at our organization, our organization
represents big corporations, and one of the considerations when
they send their travelers out on the road is: Are our travelers, are
my employees going to be productive?

If they can save an hour or a half an hour in an airport and do
not have to show up at that airport two hours in advance and per-
haps if they are in this program only show up 30 minutes in ad-
vance, then that is productivity for the corporation, that is produc-
tivity for that person who is on the road.

So, yes, I think the number one concern of our members and the
members that they represent, the actual travelers, is getting
through that checkpoint quickly.
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Mr. LUNGREN. Mr. Isom, you were describing perks that were
being identified by certain vendors who were proposing to do this?

Mr. IsoM. Yes.
| N(Ilr.?LUNGREN. Ms. Goersch, is that what is contemplated at Or-
ando?

Ms. GOERSCH. Not at this time. There are no additional features
contemplated in the program other than expedited security screen-
ing process.

Mr. LUNGREN. Mr. Verdery, I realize you no longer represent
TSA, so I am not going to try to hold you to where they are now,
but, hopefully, you can give us some guidance.

You mentioned that there ought to be several different programs
you thought that could work in concert to assist in this, and yet
you keep referring to the CAPPS program. When I ask TSA, “Why
does a 2-year-old granddaughter of mine get a secondary search?”
they say, “Well, that is part of the old program.”

When 1 say, “How come members of Congress who, by the very
nature of our job, often change our purchases and we purchase
through an organization that is obviously identified as selling to
members of Congress, get secondary searches?” I am not asking us
to be treated specially.

What I am trying to say is does that make any sense whatso-
ever? When you ask this question, the answer is, “Well, that is part
of CAPPS.” You just have to realize until we do something else, it
is going to continue to be.

Is CAPPS something that is sort of hermetically sealed such that
no changes can be made until such time as, you know, we break
the seal?

Mr. VERDERY. No, CAPPS, again, is different than CAPPS II,
which was the old prescreening program that has now been
morphed into Secure Flight. CAPPS is still running, run by the
carriers, and it has criteria—I believe they are technically classi-
fied, but they are well known in many cases—that put people in
secondary screening.

They have been changed, and my understanding is that they will
undergo a thorough review with probably lots of changes as Secure
Flight is unveiled and begins operations, but that parts of CAPPS
will continue to exist.

Mr. LUNGREN. Okay. Now you suggest that we need a private-
public partnership, and I usually like that, but every time I have
had a question about why there has been a screw-up, TSA says it
is the airline’s fault, and, when I go to the airlines, they say it is
TSA’s fault. That is the public-private partnership I see right now.

Mr. VERDERY. Well, that is the whole point of Secure Flight, is
to pull the job of matching travelers against watch lists, get it off
the airlines’ backs and bring it into the government sphere and
have TSA do it, and that is under development. The regulations are
being developed as we speak.

This program, as you probably know, has a long kind of tortured
past, but it is being rolled out this year.

Mr. LUNGREN. I am worried about the tortured present and fu-
ture.

Mr. VERDERY. Well, I strongly believe Secure Flight will work
and will hopefully minimize those kinds of horror stories that you
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mentioned, but it requires passengers turning over information to
TSA so they can do that scrub.

Mr. LUNGREN. Maybe you can explain this to me. When I have
asked TSA why children, who are obviously under 12 years old, are
being taken out for secondary search, they tell me that the orders
to the airlines are that if it comes up on a ticket for secondary
search and the airline sees it is somebody who is under 12, they
are supposed to remove secondary search.

They say, well, they do not do that, and my observation is, if you
are a TSA employee or supervisor right there at the check stand
and you see someone in a diaper that is about, you know, 25
pounds, no more than 25 pounds, it might occur to you that that
person is under 12.

Even though the airline has not told you that that person is
under 12, what is wrong with changing the program to suggest
that we allow TSA people to exercise discretion and say, “You
know, I think that person is under 12. Even though the airline did
not tell me not to secondarily search him, we are not going to sec-
ondarily search him.”

Is there something in the regulations that prohibits that?

Mr. VERDERY. I am not sure, Mr. Chairman. I believe that there
is flexibility given to these FSDs at each airport to have discretion
given to their screeners to deal with those kinds of situations with
kids and the like.

Mr. LUNGREN. Okay.

Mr. VERDERY. I do not believe that it is kind of an ironclad rule
that they have to search everyone who is marked for secondary be-
cause of the way their ticket was purchased.

Mr. LUNGREN. Okay. I mean, I am not taking it out on you. It
is just that I am going to keep asking this question until I finally
get an answer. We will worry about the business traveler. I am
also worried about the families that are traveling and making it so
onerous for families to travel that they are going to give up on
traveling or we make it just an unfavorable experience.

The gentleman from Mississippi, Mr. Thompson, is recognized for
5 minutes.

Mr. THOMPSON. Thank you very much, Mr. Chairman.

I would like to follow the comment made by Mr. Isom, on wheth-
er or not the Registered Traveler Program is really going to benefit
the traveling public. If, in fact, I get in this fast lane and I still
have to take my shoes off and a lot of these other things, what is
the benefit?

Mr. Isom. That is the same question that we are asking. When
we are dealing with a limited pool of resources, not in terms of just
screeners at the airport, but also in terms of airport real estate and
this positioning of screening lanes.

If we were to dedicate lanes to a select set at the detriment of
the vast majority of people that need to transit, we do, in fact, run
into problems with getting people through screening, unless there
were some enhancements, like not having to take out laptops, not
having to take off shoes, not having to take off overcoats where we
could see the benefit as well.

Unfortunately, though, even in our test program in Minneapolis
where we have been pioneering that, those benefits are not there.
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So the program is simply just an access lane that is used by a very
low number of people and simply offers access to a lane where you
still go through all security provisions.

Mr. THOMPSON. Now, as I understand the program in the pilot,
it is only geared toward certain airlines and not everybody. So, if
I am traveling Continental, I have to still go through all of the
hoops. Am I correct?

Mr. IsoM. That is the case. In Minneapolis, our pilot program
covers about 2,300 customers. It involves one checkpoint, and it is
Northwest passengers.

Mr. THOMPSON. Thank you.

Now the other point that I am concerned about is whether or not
the cost of this program. How much of it would Northwest, to your
knowledge, be willing to pick up at this point?

Mr. IsoMm. In terms of creating a Registered Traveler Program?

Mr. THOMPSON. Yes.

Mr. IsoM. None, especially as designed currently. It offers no
benefit to our passengers, does not improve our operations in the
least. We do not perceive that it provides a tangible security ben-
efit, and, for that reason, we are very opposed to paying for it and
as well having anyone else establish means by which to extract
revenue or dollars from our flying customers.

Mr. THOMPSON. Okay. Thank you very much.

Mr. Harper, from the standpoint that we have had a lot of prob-
lems lately with identity theft, do you see this potentially either
from that aspect or a civil liberties aspect that this is Registered
Traveler Program could very well create some problems for us?

Mr. HARPER. One of the concerns I expressed in my written testi-
mony is that in the Orlando program—and I assume in other
iterations of RT—a biometric image is collected by both the vender
and transferred to the TSA, saved by the TSA.

The biometric image may be very valuable in the future as an
identifier, and having an image of it is not good practice. The com-
parisons are made using algorithms. Those are mathematical de-
scriptions of the thumbprint or the iris, and that is okay to save
because you cannot reconstruct a thumbprint from an algorithm.
That is a concern, a futuristic concern, but an important one.

I do think, though, that the use of heterogeneous identification
systems will ultimately be the solution to the identify fraud prob-
lem. Identity fraud is premised on the fact that there are just a few
important identifiers in use today. The Social Security number is
the most important one. It is very useful economically to have that.
It is just equally useful for criminals to use it.

So using a variety of different identification systems will overall
in the long run suppress the amount of identity fraud. It is a dif-
ficult crime to tackle, obviously.

Mr. THOMPSON. I yield back.

Mr. LUNGREN. The gentleman yields back.

The gentleman from Alabama, Mr. Rogers, is recognized for 5
minutes.

Mr. ROGERS. Thank you, Mr. Chairman.

I would like to ask Ms. Goersch. You heard Mr. Isom’s descrip-
tion of the Registered Traveler Program. Is that an accurate de-
scription of your experience in Orlando?
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Ms. GOERSCH. Well, the program has not started yet. In ref-
erence to benefits?

Mr. ROGERS. Well, the benefits. Yes.

Ms. GOERSCH. The Registered Traveler will have, we are envi-
sioning, an expedited screening process, a lane that is eventually
going to be a dedicated lane for the passengers to go through.

We also agree that there need to be real benefits added to that
in the form of some of the security screening processes that are al-
leviated, for example, the laptops out of the bags. Those things
need to be added. The surveys have said over and over again these
are things that the passengers want in order to grow this program
and to facilitate this program.

Currently, one of the things our service provider is offering on
the privacy issue is absolutely huge. That is one of the other big-
gest concerns. Real benefits and privacy are what the passengers
want to see to be part of this program.

What we are going to do in Orlando is offer an identity theft war-
ranty, and what that means is that if somebody as being part of
this Registered Traveler Program is a victim of identity theft that
they will be made whole by the service provider, and we think that
is really large, the issue of templates versus the biometric informa-
tion.

The sample card that you have, you will see where the gold area
is. That is where the computer chip is going to be. On that card,
the only things that are going to be stored are an identifier of who
you are in the system, a picture of you—a digital picture—and a
template. That biometric will be stored in a template, not in its
original form.

Social Security numbers are currently the leading way of identity
theft today, and the Social Security numbers will not be kept in the
system. We have to collect Social Security numbers only to give to
TSA for the security threat assessment part. Social Security num-
bers are eliminated after that.

Passengers’ movements are not tracked. Social Security numbers
are eliminated, very limited information on the cards, only tem-
plates that are unique to you and can only be identified with you.

So let’s say a card gets lost. Someone is not going to be able to
extract and become you or get information off the card to become
you, Mr. Rogers. It is worthless, and a new card could be issued
with the template information and just the number to identify and
reference the individual.

Mr. ROGERS. Trust me. I know becoming me would become
worthless. I believe that.

Mr. Connors, do you agree with the assessment Mr. Isom offered?

Mr. CoNNORS. I have to be careful, Congressman. Northwest Air-
lines is a good member of NBTA.

[Laughter.]

I agree with what Mr. Isom said about conceptually Northwest
being in favor of this program, as long as it provides real benefits
to the users, and we agree with that. As long as you are actually
saving time, getting through and making it more convenient, we
agree with it 100 percent.

Mr. ROGERS. His indication was he does not see that happening,
and that is what I wanted to talk about.
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Mr. CONNORS. Well, I can talk to you as a user here at Reagan
National, and I have used the system in the pilot program, and it
has been a great timesaver for me.

Mr. ROGERS. What have you been the benefits that you have re-
alized?

Mr. CoNNORS. Well, I can give you a specific example. I was on
a flight on American Airlines, and there was a security line about
50 people long, and I went right to the Registered Traveler booth,
put my finger on the scanner, and—poof—walked right through.
Now I do not avoid the magnetometer. I still have to go through
that, but I went to the head of the line, so to say.

Mr. ROGERS. Did you have to take your shoes off still, take your
coat off?

Mr. ConNORS. Correct. Correct.

Mr. ROGERS. It was just a shorter line.

Mr. CONNORS. Yes. But our issue with the current test program
is the fact that there is only a handful of people in it. Now I think
it is only 10, 12 people that could pass through there a day at
Reagan Airport.

Mr. ROGERS. So, if a lot of people participated in that, we would
have the same problem in that line that we have in every other
line.

Mr. CONNORS. Well, again, for the good of the order, you are tak-
ing people out of that main line and putting them into this other
line that hopefully will expedite things. You do not have to go
through the background checks and all that sort of thing.

Mr. ROGERS. Yes, yes.

Mr. Isom, did you want to say something?

Mr. IsoM. Just real quick, you know, I can speak specifically
about the Minneapolis test, and that was a program, again, that
was designed for 2,300 customers—only 2,300—one single dedi-
cated checkpoint line. On any given day, you know, the average
number of those customers traveling ranges between 100 and 300,
a lot of capacity dedicated for one specified group, and, of course,
there was very seldom line waits.

But to expand that, you will be drastically cutting into the check-
point capacity of the vast majority of customers that travel through
Minneapolis or any other airport, and that is the primary benefit
today, is the line wait, and we understand that, we like that, but
you cannot duplicate it across the entire system.

Mr. ROGERS. Do any of you see any benefit other than a shorter
line?

Mr. VERDERY. Well, Congressman, essentially, there are three
ways to get to the same goal. If the goal is to speed people through
who have gone through some vetting, there are three ways essen-
tially to do that.

You can either speed up the actual physical check, you know, at
the magnetometer, what happens there, which is key, as I men-
tioned.

The second is to have some type of dedicated lane and/or addi-
tional screeners. I mean, you could have these private-sector pilots
paying for screeners, federally trained, federally hired, but paid for
off budget.
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The third is kind of the way that it works now, that essentially
you go through the same process, but you go to the head line.

I mean, that is the three ways to do this, all of them or a com-
bination. Different ones may work in different places.

Mr. RoGERS. Okay.

Thank you, Mr. Chairman.

Mr. LUNGREN. The gentleman from Washington, Mr. Dicks, is
recognized for 5 minutes.

Mr. Dicks. Basically, you are saying that not all of the airports
are going to have this program. Is that right? I mean, it would
have to be universal if it is going to be effective, right? And that
is going to cost a lot of money, I would think, as well. Who pays
for this?

Mr. IsoM. Congressman, may I respond?

Mr. Dicks. Yes.

Mr. IsoM. You know, when you speak of “It is not universal,” it
really is a problem. Take an airport like Kansas City, okay, where
there are three separate terminals, and, actually, the security
checkpoint checking is done at every single gate. It would be impos-
sible to have a Registered Traveler line and also a normal pas-
senger line for screening purposes. It would be very difficult.

In response, Mr. Chairman, to a question you asked earlier, how
will it be paid for, the models that we have seen have solely been
reliant on ancillary services, and I can speak to discussions with
Mascorp and also discussions with Verified ID who approached
Northwest as well to sponsor a program for one of our two major
hub airports, Minneapolis and Detroit. Certainly, in those pro-
posals, it was a way to get additional revenues for non-core services
and certainly services that did not pertain to security.

Mr. DIicks. But you are saying there that the companies would
pay for it themselves and get money back from the fee that is paid
by the participants. So it would be self-sustaining where it was ex-
istent?

Yes, Ms. Goersch?

Ms. GOERSCH. The TSA currently has the five Registered Trav-
eler Program pilots that they have initiated which are about 2,000
people at each airport with one air carrier, and that is funded by
the TSA. That is a federally funded pilot program.

This is the first self-funded, in other words private-sector, part-
nership where it is funded by the private sector. TSA does not pay
for any part of this program. In fact, they make sure that we say
that any monies that are collected are not to go to TSA. These are
self-sustained programs. So it is paid by the users.

This is the first program that TSA has authorized as a private-
sector pilot program. So it is the first airport TSA has said, “Okay.
We are going to try this at one airport.” So TSA is going to be the
one who authorizes the expansion of the program to other airports.

Mr. Dicks. Thank you.

Thank you, Mr. Chairman.

Mr. LUNGREN. Mr. Linder is recognized for 5 minutes.

Mr. LINDER. Thank you, Mr. Chairman.

Mr. Connors, you went through a background check?

Mr. CONNORS. Yes, sir.

Mr. LINDER. And you get a thumbprint through the speedy line?
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Mr. CONNORS. Yes, sir.

Mr. LINDER. Does that mean they assume you are probably a
pretty honest guy and you are not going to bomb the airplane?

Mr. CONNORS. I hope so.

Mr. LINDER. Then why do you have to take off your shoes?

Mr. CoNNORs. Well, that is a good question, sir, and my under-
standing is as these programs roll themselves out, whether they
are public, private, that perhaps there will be technologies where
we will not have to take off our shoes.

Again, I think it is up to you as lawmakers to make the deci-
sions. Again, our association is no different than anybody else. We
have people in our association who are very concerned about pri-
vacy issues and who would never be part of this program in a mil-
lion years, but we have probably a majority of our folks who say,
“I will do anything to get in this program. I will give you back-
ground. I will give you a lock of my hair. I will give you DNA sam-
ples. I will do whatever it takes to save a couple of minutes at that
airport.”

So the voluntary nature of this is really the key to its success,
I think, and, if it is successful and if people are willing to pay for
it—and we think people will be willing to pay for it—perhaps there
will be ancillary benefits thereafter.

Mr. LINDER. If that is the case then, Mr. Isom, let me ask you
this. Why are you so offended that somebody wants to make a prof-
it?

Mr. IsoM. It is a profit on security, and security, in our opinion,
is something that is certainly a basic right of everyone. To the ex-
tent that we can speed customers up, that is fantastic, we love that
idea, but not to the extent that there is an artificial mechanism for
a private entity to use security to profit.

Mr. LINDER. Only the people who volunteer for it.

Mr. IsoM. Only people who volunteer for it, but, if the mecha-
nism is in the airport and you can regulate how long lines are, for
instance, making a very short Registered Traveler line at the ex-
pense of all other lines, in doing that almost setting the dial to how
much revenue you want to bring in, how much discomfort you want
to put other customers through, that is where the problem comes
in.
Mr. LINDER. Mr. Verdery, why do we care what the name is of
the person on the airplane?

Mr. VERDERY. Why do we care what the name is?

Mr. LINDER. Yes.

Mr. VERDERY. Well, you want to do a check and see if they are
on the no-fly or terrorist watch list.

Mr. LINDER. Do you think they are going to come in with their
own identification?

Mr. VERDERY. Well, they very well could. There are many folks
that, you know, do not know that we have good intelligence on
them.

Mr. LINDER. Many people do not know, but do you think the ter-
rorists know?

Mr. VERDERY. Some of them probably do, and some do not. That
is the point of the layered system, and that is why they are trying
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many different mechanisms. Again, this is a layered system of se-
curity, and this is only one part of it.

Mr. LINDER. But we cannot profile?

Mr. VERDERY. Well, the CAPPS system is a profiling system in
a sense. It depends what you mean by that, but it does profile
based on ticket characteristics.

Mr. LINDER. But not on personal characteristics?

Mr. VERDERY. It does not. It is based on how you bought the tick-
et largely.

Mr. LINDER. Why are we always looking for things when we
should be looking for people?

Mr. VERDERY. Well, again, I am not here to defend the depart-
ment that I do not work for anymore, as much as I enjoyed my
time and think we did a good job, but, I mean, when I was there,
there were a number of programs being developed to try to get
more names into watch lists and like-to-finds to build out systems
that would allow you to target resources.

Mr. LINDER. If you think for a moment a terrorist is going to get
on there without a fake ID and disclose himself to the public and
be caught, I think you are nuts!

You wanted to comment, Mr. Harper?

Mr. HARPER. I did, Mr. Linder, in response to your question, why
would a Registered Traveler have to take off their shoes. That goes
to the weakness of identity-based security, the study at MIT called
the Carnival Booth because it is “Step right up. Step right up.”

A terrorist cell runs all of its people through the travel lanes, es-
pecially Registered Traveler because it is a little bit faster and
easier, and they figure out who is not being selected for screening.
That is the group that they send forward when they want to actu-
ally act.

Identity-based security seems stronger, but it is quite brittle. It
is very breakable. You have to have a perfect system in order for
it to work. So the better approach is not to identify people, take
their names. If you are going to do that, it needs to be perfect and
it cannot be.

The thing to do is to look for tools and methods of attack, screen
for weapons, screen for residues, that kind of thing. That is going
to be the only real solution.

The faith we have put in everybody has to be identified, it fits
with ordinary life because in ordinary transactions, the fact that
we know who somebody is makes them accountable to us a little
bit. We can track them down again. We can call the cops if we need
to. It’s not true in the case of terrorism. That is why they were so
astoundingly successful on 9/11.

Mr. LINDER. What bothers me most about this country is we are
always fighting the last war, spending the vast majority of our
money on airlines when 10 times as many people travel on trains
and more people have been killed on trains. It is almost as though
this Department of Homeland Security has become a wholly-owned
subsidiary of the airline industry. There is no proportionality what-
ever to it.

Thank you, Mr. Chairman.

Mr. LUNGREN. The gentleman from Oregon, Mr. DeFazio?

Mr. DEFAZIO. Thank you, Mr. Chairman.
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Mr. Connors, I think you are familiar with this statistic. It is a
fairly small percentage of people take a large number of flights.
Can you give me that number?

Mr. CoNNORS. Well, I cannot give it to you specifically, Congress-
man, but I know about 18 percent of all travel is frequent business
travel. I do not have that number.

Mr. DEFAZIO. The number I have seen in the past has been
somewhere between 6 percent and 7 percent take nearly a quarter
of the flights, and that is our target group here, as I understand
it.

I do not know how much you travel, Mr. Isom, and, granted, it
is a really lame program the way it has been implemented by TSA.
I go an extra hour early for very early flights at National because
sometimes the lines are half the length of the terminal.

I have seen one person use the Registered Traveler Program, and
they went to the front of the line. They did not have to stand in
line an hour, and they did not have to go there an extra hour early.
That is an incredible benefit, the predictability of that is an unbe-
lievable benefit, and I would pay a lot of money for that!

But, since I do not fly American out of National, I cannot do it.
I fly United or America West or Delta out of National, so I am not
eligible for the program.

I mean, the way it has been implemented is unbelievably lame,
so I do not think you have a good sample to judge it on, and, to
me, it is pretty simple. Business travelers want predictability. You
are going to get more predictability.

If we can take a small percentage of the people who take a large
number of the flights and divert them from the passenger flow,
then the TSA can spend all of their time going over the people who
fly infrequently, your grandchildren, and those people who they see
are potential threats because they are not registered.

I would not be quite as de minimis about the potential of it. I
mean, as run so far, it is useful. We are piloting a technology that
is in commercial use. It is used in nuclear plants. It is used at mili-
tary bases. It is used by some corporations.

But we have to do pilots and test out this technology and see
how it might work before we can move forward. It has been unbe-
lievably frustrating to me that we have not been able to just imple-
ment a national program.

Mr. IsoM. Congressman, I could not agree with you any more in
terms of the benefits that we want to offer. Our customers tell us
exactly the same thing, okay. However, we do not see any effi-
ciencies in the way the program is structured. We have not heard
anything about any improvement.

The only thing that we have heard about is how this new pro-
gram for this select group in the same system will be funded, and,
ultimately, we view that as yet another tax on the airline business.
Our customers that now have to pay to receive security screening,
okay, through the very entities that, you know, in the past, wheth-
er it be clubs or whether it be retail shops that have paid part of
the bill of the airport. And now we are setting up this special club
in which an outside vendor, a third party now, can take a skim off
the top, and that is a problem.
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Mr. DEFAZIO. I share your concern about that. In particular, if
it starts to become some sort of amenity card with amenities I do
not want, then we are going to have to regulate the private vendors
and say, “Look, you are going to have to give basic service.”

Business travelers who just want to get to the front of the secu-
rity line do not want to pay for the club membership over here be-
cause they already belong to the Red Carpet Club or they already
belong to, you know, whatever. I mean, there is all that.

So there is, I think, a potential problem, and, if the government
refuses to adequately fund the program, put in enough screeners,
expedite the process. The Appropriations Committee has acted to-
tally arbitrarily to restrict the number of screeners, if we are look-
ing at some sort of private-sector emollient to that, it is going to
have to be regulated pretty closely because I do not think a lot of
your business travelers are really interested in all that ancillary
Junk, right?

They want to get to the front of the line. They want to get
through the airport. That is all they care about. They can take care
of themselves.

Mr. VERDERY. Right.

Mr. ConNORS. I think the marketplace will take care of certain
issues that I know Congressman Rogers raised, that if you just
move everybody out of one line and go to the other line, you are
not going to save any time.

But my hunch is that the marketplace will take care of that. If
the line got so long that it is not worth me paying 100 bucks any-
more, I am not going to pay 100 bucks. The same thing happens
with airport lounges right now. If they become overcrowded, they
are going to jack up the price a bit.

So I think the marketplace will take care of some of the issues
that I think you raised, Congressman.

Mr. DEFAZIO. Yes. Or it may need to be better run by the govern-
ment.

Just on the basic issues that Mr. Harper raised, you know, I am
in some agreement there. If we had better technology, a lot of this
problem would go away, and, if we were screening for actual
threats, as opposed to non-threats, a lot of the problem would go
away, I mean, if we had technologies in place that can detect explo-
sives, expedite people through.

Look at just the primitive X-rays they are using. I am sure you
have been there. They say, “Can I take your bag and put it back
through?” Yes. That means you have to have a screener dedicated
to walking the bag back to the beginning, interrupting the flow,
putting it on, the person looking at it, turning it in a different di-
mension because they do not have a machine like we have right
downstairs here that can look at the bag in different dimensions
because we have not paid for it.

So, I think you are right. Ultimately, we want to have a system
where we can move everybody through quickly, and we can go after
the real threats on those people, but I still think, at that point,
there will still be a place in a voluntary system for Registered
Travelers.

Mr. HARPER. True, but I think the weakness of Registered Trav-
eler, like the weakness of most government programs that use per-
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sonal information, is that the terms of the deal can change arbi-
trarily. Federal Register Privacy Act notices can be changed with
the new issuance of a Privacy Act notice. That is something that
does not occur in the private sector. You folks, good intentions not-
withstanding, can change the law that affects what happens with
data about travelers any time you want. Under duress, no doubt
that can happen.

Mr. DEFAZ10. Yes, but the private sector has had some problems.
I mean, I think ChoicePoint had a little problem with people’s data
recently.

Mr. HARPER. I did not hear about that one.

[Laughter.]

Mr. DEFAZIO. Yes. So I am not quite as confident as you are. Per-
sonally, there are times when I am more comfortable with the gov-
ernment having the personal information.

Mr. LUNGREN. I would just like to ask a question of the entire
panel, and that is my sense is that, right now, since it is a pilot
project and not too many people use it, the main benefit is you get
to go to the front of the line. If we had an expanded program where
you would have lines of some significance, it may lose its utility.

So the question would be: Could they possibly allow you not to
take your shoes off, to have your coat on the rack, those sorts of
things? Based on your unique perspectives, each of you, would you
see a fundamental problem with the TSA allowing that to happen?

We are going to ask TSA that, too, but I am talking about from
your perspectives right now, would you see a fundamental problem
with that being part of it?

In other words, there is enhanced security protection given by
virtue of the identity. I know it is not 100 percent, but our ma-
chines are not 100 percent either. Does that calculus goes into the
fact that we, therefore, let these people do these other things,
maybe not have to take their shoes off, maybe keep their coats on,
that sort of thing?

Mr. Verdery?

Mr. VERDERY. Mr. Chairman, in my testimony, I talked about ex-
actly those things of trying to ratchet back the security, and, again,
you think of each little point as you go through there, and they
need to look at each single one and see which one of those could
be essentially dialed back or turned off.

There may be particular ones due to specific threat intelligence
at a particular time you would not want to do, but I think, in the
main, if you think of all the little things that happen at the check-
point, some of those could be ratcheted back for people that we
have a good sense of security about.

Again, it should not just be people who, you know, want to enroll
at a private thing. It should be the people who have already gone
through some other vetting by the government—HAZMAT drivers,
security, federal workers who have security clearances. We ought
to get as many people off of the haystack as we can and into the
quicker process.

Mr. LUNGREN. Mr. Connors?

Mr. ConNORS. Well, Stewart mentioned the haystack, and, if you
look at the current system, you have a huge haystack of multiple
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people going through the system, and, therefore, it is like looking
for a needle in a haystack.

If you can vet out a significant number of those people and put
them in a quicker line—again, those are regulatory issues, whether
or not you wear your coat and take your shoes off—I would think,
just having gone through the vetting system myself of enrolling in
this program where they ask you all sorts of questions, where your
last five addresses were, personal interview, actual photo, iris scan,
at least with those protections, you would actually be enhancing se-
curity a little bit and allowing the T'SA to concentrate on a smaller
haystack of people who are unknown.

Mr. LUNGREN. Mr. Harper?

Mr. HARPER. Can people keep their shoes on and their coats on?
You can do that. But recognize the risk that you adopt when you
do that. It has to do with how well the machines can scan under
those circumstances, and you make the program that much more
attractive to somebody who wants to do harm.

The way to do real identity-based security is to do deep, deep
background checks into people, know everything about them, where
were they educated, what do they think about stuff, how many kids
do they have.

hMr. LUNGREN. Right, but we are not going to do that. You know
that.

Mr. HARPER. That is exactly right. We are not going there. Total
information awareness is premised on that. CAPPS II tried to do
that and just completely created it on a privacy basis. So you actu-
ally cannot rely on identity-based security. People do not trust the
government.

Mr. LUNGREN. But if you are going to have a pilot who is going
to take over the aircraft, which seems to me to be a far more dan-
gerous weapon than if the pilot is bringing a fingernail clipper on
or even a knife on, does it make sense to have that pilot remove
his shoes or his coat and so forth? Then, after he does, you put him
behind the aircraft with all that amount of fuel. I mean, that, to
me, is just dumb. Maybe I am wrong.

Ms. Goersch?

Ms. GOERSCH. Passengers have told us that this is what they
want as a real benefit. If you take the time to register, give all this
background information, private information, they want to see
some real benefits come out of it. So, yes, I think that is something
that the passengers definitely want and can be done if TSA allows

it.

Additionally, this may be a venue to, on these Registered Trav-
eler lanes, look at new technologies as you are looking at not just
using identity, but integrating your technologies as new ones
evolve that are more efficient. Maybe these are the lanes to bring
those new and to showcase and to try those out.

Mr. LUNGREN. Maybe part of the money that would be required
for you to pay to participate in the program would go towards the
development or the purchase of some of these machines such that
they would be used earlier rather than later.

Ms. GOERSCH. I think some of those concepts are definitely worth
exploring.

Mr. LUNGREN. Mr. Isom?
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Mr. IsoM. Mr. Chairman, in terms of overall security, we will
continue to work in conjunction with the TSA to try to figure out
what is best and most appropriate.

If the question is in regard to efficiency of processing customers
and speed at which you can transit, by all means, the continuous
running of X-ray belts, reducing the amount of secondary screen-
ing, clearing selectees, not having to take PCs out of bags, not hav-
ing to take off coats, not having to take off shoes, all those will ab-
solutely improve the efficiency of processing customers. All those
are essential to putting together an effective Registered Traveler
Program.

Mr. LUNGREN. Thank you very much.

Mr. Thompson, any further questions?

Mr. THOMPSON. Yes, Mr. Chairman.

Mr. Connors, you went through the Registered Traveler Program
according to your testimony. How long did it take you to get ap-
proved?

Mr. CONNORS. I want to say about 4 weeks.

Mr. THOMPSON. About 4 weeks. Okay.

Ms. Goersch, if we bring this program on line in July in Orlando,
do you have any idea how long it is going to take to get someone
cleared?

Ms. GOERSCH. We have asked TSA that question. They have told
us 8 to 10 days to get the security threat assessment back from
TSA, and then we need to issue the card, which will take, let’s say,
a week, so it would be 2 to 3 weeks.

Mr. THOMPSON. So we have gone from 4 weeks to 2 weeks.

Mr. CONNORS. I was in the very first initial pilot program. So
glad to hear that it is more efficient.

Mr. THOMPSON. You have about 50 carriers operating out of your
airport. Am I correct?

Ms. GOERSCH. Yes, sir.

Mr. THOMPSON. You are going to have about 30,000 people who
come under the program?

Ms. GOERSCH. TSA has initially limited us to 30,000 for this
year.

Mr. THOMPSON. So how do you plan to pick them?

Ms. GOERsCH. They have authorized another 30,000 for next
year, and we are hoping to expand the program. If we need more,
we were told to come back and ask them for an increase.

Mr. THOMPSON. So have you picked the 30,000 for this year?

Ms. GOERSCH. We have not started enrollment yet. It is on the
21st.

Mr. THOMPSON. Is it voluntary?

Ms. GOERSCH. It is a voluntary program, yes, sir. It is a vol-
untary program, so we are hoping to capture all 30,000 this year.

Mr. THOMPSON. They will pay a fee, and that fee will afford them
the opportunity to get in the fast lane?

Ms. GOERSCH. That is correct.

Mr. THOMPSON. How many terminals do you have?

Ms. GOERSCH. We have two security checkpoints. Four airsides,
but two security checkpoints.

Mr. Dicks. Would the gentleman yield?

Mr. THOMPSON. Yes.
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Mr. Dicks. Would you have a Registered Traveler Program in
each of the security checkpoints?

Ms. GOERSCH. That is correct. Each security checkpoint will have
a Registered Traveler kiosk where you check in, where you present
either your iris scan or your fingerprint.

Mr. Dicks. So that would cover all 50 airlines? So everybody
would be in the program?

Ms. GOERSCH. That is correct. The unique thing about this pilot
program is it is on all carriers, so all passengers can participate,
not just limited to Northwest.

Mr. Dicks. Even Mr. DeFazio could get on this one, right?

[Laughter.]

Ms. GOERSCH. You are welcome in Orlando, Mr. DeFazio.

Mr. Dicks. Thank you.

Mr. THOMPSON. Mr. Isom, can give me your experience with get-
ting people into the program if the carrier did not participate in
that?

Mr. Isom. All right. We did participate in that program. We of-
fered incentives to sign up customers, and we focused on our most
recent business travelers, not only because they would see the ben-
efit, but also because they are frequent travelers, they know how
to approach a security checkpoint, they know what they should
have on their person and what they should not, and having that
select group has actually been very beneficial. If we were to con-
tinue a Registered Traveler Program, we would look to our fre-
quent travelers again, but it required some enticement with mile-
age in our frequent flyer program to encourage them to sign up.

Mr. LUNGREN. Mr. Dicks?

Mr. Dicks. If 4 million people enter the program as some have
projected, does TSA have the capacity to do background checks on
4 million people?

Mr. Verdery, do you want to take a crack at that?

Mr. VERDERY. The number is not the hard part. Running a
name-based and fingerprint-based check is not time consuming.
The dilemma is when you have a name hit. It could be a false posi-
tive.

You know, if Fred Smith applies and there is a Fred Smith on
the watch list, do you bother to figure out if it is the same guy or
do you just say no? I think most Americans would want you to do
a little due diligence and find out if it is the same guy. It is prob-
ably not, but you want to check.

Those kind of background investigations take time. If you are
just going to do the first scrub, though, it is very quick and running
those names is not hard. It costs money. I mean, TSA is going to
have to be compensated, and this has to be a fee-based system at
some point with TSA being paid to run those checks. They do cost
money.

Mr. Dicks. So that would be part of the membership cost, I
mean, being a RT?

Mr. VERDERY. Under most theories, yes. Yes.

Mr. Dicks. You know, there has been mentioned here there is a
cap of 45,000 airport screeners. Does TSA have the screener capac-
ity to operate designated lanes for these 4 million people? Obvi-
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ously, they would be coming out of the total, but do you think they
can handle that, Mr. Isom?

Mr. IsoM. Yes. I think I can speak to that just from experience
at Memphis and Minneapolis and Detroit and all the other airports
that we operate at in the United States, over 180, and, by and
large, we run into issues in almost every airport that we serve, be-
cause of restrictions to the throughput and capacity of overall
screening.

I would venture a guess that there are very few airports that
would tell you that they have line waits that are always, you know,
below 5 minutes, and, in fact, at many airports in the United
States, we still have lines on a regular basis far exceed 20 and 30
minutes.

Part of the problem that goes with that, if we were to invest in
another program that does not offer any kind of increase in effi-
ciency, is it will take up real estate that would have otherwise been
used and then again exacerbate the problem we are having at other
airports.

Mr:) Dicks. So it actually could make the situation worse in some
cases?

Mr. IsoM. Potentially.

Mr. Dicks. Thank you, Mr. Chairman.

Mr. LUNGREN. Peter, do you have something?

Mr. DEFAz10. Ms. Goersch, I guess we have a problem. We had
Mr. Linder extolling the virtues of the free market, but it is not a
free market when you choose a monopoly vendor and the monopoly
vendor then charges whatever they want.

How is this fee going to be set, their profitability going to be set,
and your take going to be set, since you are getting a percentage
of it?

I am a little concerned here that when we choose a monopoly
vendor, and even if we expanded it beyond your airport it is not
likely TSA is going to want to have to administer contracts with
some kind of secure system with a whole bunch of different vendors
who are actually driving market prices.

So can you tell me how this fee is going to be set because I un-
derstand people are going to have to pay for the background check
and then pay for the card?

Ms. GOERSCH. That is correct. Competition is very good. It is a
good thing.

Mr. DEFAZIO. But it is not competition because it is a monopoly
vendor chosen by you and you get a percent of their take! How is
that competition?

Ms. GOERSCH. This is the first pilot program, the first airport. It
is the starting point.

Mr. DEFAZIO. Right, but how is the fee going to be set at your
airport?

Ms. GOERSCH. The service fee is set at $79.95.

Mr. DEFAZIO. How was that determined?

Ms. GOERSCH. It was determined by a market survey and anal-
ysis done.

Mr. DEFAzZIO. That is what people would pay, but, I mean, how
does that relate to the cost, the profitability or your take? You fig-
ured out people will pay that much, so that is great. So you are
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extracting what would be called the maximum rent from these peo-
ple in a monopoly system because they want to get to the front of
the line. Does that relate to the cost of the program?

Ms. GOERSCH. I understand. As the program expands to other
airports, we anticipate that there would be a market that is created
for not just one vendor, or service provider, but others to enter into
this. The key is that TSA has to set the standards of how it oper-
ates from airport to airport so many others can participate and not
just one vendor.

Mr. DEFAZIO. But if you are going to have interoperability and
multiple vendors, enough to establish a free market, I am not sure
how that is going to work.

Mr. Harper, did you want to say something?

Mr. HARPER. When 1 first saw the system, I looked at it and I
said, “Rent seeker. Rent seeker. Rent seeker,” riding on top of this
government program, the inefficiencies created by this government
security to extract money. Based on the estimates that Verified
Identity Pass put forward, they are planning to extract $330 mil-
lion per year out of inefficiency created by this security system.

My solution, which made me more content with the problem, is
neutral standards put forward by the TSA for the readers, the
cards, the algorithms, the biometrics. Then anyone can enter into
the card business and knock what I think looks like a windfall
profit down to size. Ideally, you get a lot of card issuers in there,
and the amount of money the user pays is just a hair above the
actual cost of providing the service.

1(\1/171‘. VERDERY. Congressman, can I just jump in for just one sec-
ond?

I mean, I think the absolute key thing is that it is great if you
have vendors out there, whether they are operating in a single lo-
cation or lots of locations, but, from the enrollees’ perspective, it
has to work everywhere.

That is where TSA or, actually, even better the new screening
and coordination office, which I think should really run this, in
DHS would allow cross-enrollment across all the pilots, so it would
work anywhere you go. Otherwise, I think the public is going to be
confused, and it will not make any sense.

Mr. DEFAZIO. Thank you, Mr. Chairman.

Mr. LUNGREN. OKkay. I thank the witnesses for their valuable tes-
timony and the members for their questions.

The members of the committee may have some additional ques-
tions for the witnesses, and we will ask you to respond to them in
writing if we would send them to you. The hearing record will be
held open for 10 days.

We, once again, thank the members of the committee and our
witnesses, and the committee stands adjourned.

[Whereupon, at 12:26 p.m., the subcommittee was adjourned.]
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Thursday, June 16, 2005

HOUSE OF REPRESENTATIVES,
COMMITTEE ON HOMELAND SECURITY,
SUBCOMMITTEE ON ECONOMIC SECURITY,
INFRASTRUCTURE PROTECTION, AND CYBERSECURITY,
Washington, DC.

The subcommittee met, pursuant to call, at 1:00 p.m., in Room
210, Cannon House Office Building, Hon. Dan Lungren [chairman
of the subcommittee] presiding.

Present: Representatives Lungren, Linder, Rogers, Pearce,
Sanchez, Dicks, DeFazio and Thompson (Ex Officio). 7?7

Mr. LUNGREN. The Committee on Homeland Security Sub-
committee on Economic Security Infrastructure Protection and
Cybersecurity will come to order.

The subcommittee is meeting today to hear further testimony on
the Registered Traveler Program. Before I say something about
that, I would just like to say that 16.5 years ago, I left the House
of Representatives as someone who had profound respect for this
institution and the Members in it. That has not diminished in any
way, shape or form.

After 9/11 decided to come back to this institution. I came with
the idea that I would work on a bipartisan basis with all Members
to solve the challenges that are before us and, as Chairman of this
subcommittee, I intend to treat Members with full respect and give
them all opportunity to ask questions and participate in the proc-
ess.

Yesterday, when we had a meeting scheduled for 2 o’clock, bells
rang at 1:55 calling us over to the floor, and I made decision that
we would go over to the floor and come back as quickly as possible
for Members to vote.

When we did come back, I exercised my discretion to allow the
ranking member to come back rather than start it precipitously,
which I thought was the appropriate thing to do, I was then called
to go over to the floor to debate other issues. Every effort was made
to try and make sure that Members had full opportunity to ask
questions as we will continue to do.

We had unusual circumstances yesterday with a series of votes
at 2 o’clock, which caused us not to convene until 3 o’clock. We
then had a series of votes at 5, and also an invitation to attend an
event at the White House for all Members of Congress, Republican
and Democrat, including their families It was my sincere desire
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that Members fully participate but also have the opportunity to
enjoy their families at the White House.

That was our effort yesterday. And that will continue to be our
effort, granting Members full opportunity to ask questions, includ-
ing several rounds of questions. We will continue to proceed that
way. I would hope that we could continue to work in a bipartisan
basis in that way, showing respect for one another.

PREPARED STATEMENT OF THE HONORABLE DANIEL E. LUNGREN

JUNE 16, 2005

[Call hearing to order]

I would like to welcome everyone to our second hearing on the Registered Trav-
eler Program. Last week, we heard from Registered Traveler’s stakeholders and out-
side experts as to how the program may be made more effective. This afternoon, we
will hear the Transportation Security Administration’s (TSA) perspective on these
ideas, and its plan for improving and expanding Registered Traveler.

Congress envisioned the Registered Traveler (RT) program to be an important
risk management initiative, which, if implemented correctly, would improve the ef-
fectiveness and efficiency of the airport security screening process, while reducing
threats to aviation security.

Congress originally envisioned the RT program as an additional layer of voluntary
screening that would reduce the number of unknown individuals, alleviate much of
the need for secondary screening and other checkpoint inconveniences and indig-
nities, and—most importantly—permit TSA resources to focus on the small percent-
age of travelers who are not frequent travelers and who do not voluntarily submit
adequate information to confirm identity.

Unfortunately, the Registered Traveler program has not progressed to become the
effegti&re passenger screening and resource allocation tool that Congress had in-
tended.

As it is currently structured, RT may not provide any real operational benefits
to TSA, the airlines, or the traveling public.

Last week, we heard from stakeholders and commentators about the concerns
with the current pilot programs and problems that may loom ahead.

Chief among those concerns were the lack of any measurable benefits for program
participants and interoperability of the system.

Today, we will hear from a senior Transportation Security Administration official
regarding the Registered Traveler program’s current and future status.

In particular, I would like to discuss how TSA will address the concerns raised
by industry stakeholders.

I thank our witness for appearing before us today and now recognize, the Ranking
Member of the Subcommittee, Ms. Sanchez.

Mr. Dicks. Mr. Chairman, I want to just say that I want to com-
mend you for having these hearings. I think it is very important
that we have these hearings. And I know there was a misunder-
standing yesterday on the part of one Member. But I just want you
to know, that at least from my perspective, I think having those
hearings is very important, and I encourage you to keep it up.

Mr. LUNGREN. I thank the gentleman. I should just inform the
Members that we are probably scheduled to have votes on floor in
about 30 to 40 minutes. So we will proceed until that time, then
we will have a series of votes on the floor, and then come back, if
necessary.

So with that, I would like to welcome everyone to our second
hearing on the Registered Traveler Program. Last week, we heard
from registered traveler stakeholders and outside experts as to how
the program may be made more effective from their standpoint.

This afternoon, we will hear the TSA’s perspective on these ideas
and its plans for improving and expanding Registered Traveler.
Congress envisioned the Registered Traveler Program to be an im-
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portant risk management initiative which, if implemented cor-
rectly, would improve the effectiveness and efficiency of the airport
security screening process while reducing threats to aviation secu-
rity.

Congress originally envisioned the RT program as an additional
layer of voluntary screening that would reduce the number of un-
known individuals, hopefully alleviate much of the need for sec-
ondary screening and other checkpoint inconveniences and indig-
nities and, most importantly, permit TSA resources to focus on the
small percentage of travelers who are not frequent travelers and
who do not voluntarily submit adequate information to confirm
identity.

Unfortunately, in the view of some, including myself, the Reg-
istered Traveler Program has not progressed to become the effec-
tive passenger screening and resource allocation tool that Congress
had intended.

As it is currently structured, it may not provide any real oper-
ational benefits to TSA, the airlines or the traveling public. Last
week, we had the opportunity to hear from stakeholders and com-
mentators about concerns with the current pilot programs and
problems that may loom ahead.

Chief among those concerns were the lack of any measurable
benefits for program participants or interoperability of the system.
In the first instance some were suggesting that if in fact you had
a full program, there would be no benefit, because while you would
go into one line, it would not make it any faster than the other
lines that were available. As for the interoperability of the system,
it is a system that one must have access to at more than one or
several airports and more than one of the airlines.

Today, we will hear from a senior Transportation Security Ad-
ministration official regarding the Registered Traveler Program’s
current and future status. In particular, I would like to discuss
how TSA will address the concerns raised by the industry stake-
ho&ders. We certainly thank our witness for appearing before us
today.

I would recognize now for any time she may consume, the rank-
ing member of the subcommittee, Ms. Sanchez.

Ms. SANCHEZ. Thank you, Mr. Chairman. And, again, I would
like to say, just about yesterday, that you and I have been able to
agree on most things, and I appreciate yesterday when I was a lit-
tle tardy coming back from the House floor on votes and you wait-
ing for my arrival before you began. I know that most of the after-
noon you were on the House floor, and Mr. Cox was able to chair
the committee for you.

And I just want to again to thank you for the fact that you have
been working with us and that we are doing many more hearings
than we certainly did in the last couple of years that I was on the
Select Committee, even though we asked for those hearings over
and over. It is about time we got to work. I am just glad that we
are doing this together.

This past week, this subcommittee heard testimony on the Reg-
istered Traveler Program from a wide group of stakeholders. Unfor-
tunately, I was detained in another hearing and was unable to
make it to that hearing. But I am sure, as I was told by some of
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my colleagues, that they painted the picture that Registered Trav-
eler is not all it was promised to be.

And as a frequent flyer myself, I have a special interest in this
program. Three years ago, back when the program was first being
discussed, the promise of a Registered Traveler Program was that
any American who submitted to TSA’s known traveler program
could clear airport security checkpoints faster.

So the interest in this program, believe me, is still high. It is
high by people like me who use airports all of the time, and it is
high by many of our business travelers, in particular because the
business of America is business. And we do it face to face. I think
it is incredibly important that we get this program done the correct
way in order to ease the pain of this for our business travelers.

But that is not the reason why we should be interested in it. In
particular, we should be interested because we have limited re-
sources. We have a lot of people to check through at the airport,
and we should devote those limited resources to people who are
real potential problems for us, and that is why we were so inter-
ested in making this program work.

So far, it has only got about 10,000 travelers that are able to par-
ticipate. There are 1,300 United frequent flyers that participate at
LAX who have the benefit of being processed at a separate des-
ignated lane. They go to kiosks where, once their biometric cards
are matched against their iris and fingerprint scans, they are
waved over to a special security line.

But they still go through the same screening as everybody else.
They still have to take off their shoes, their coats, their laptops,
their computer bags. The process for them is a little bit quicker,
but we are still spending a lot of resources on going through these
people.

And unfortunately, when they come back to LAX, they do not
have the same privilege at whatever airport they have gone to, to
try to get back to LAX. So I think we need to, I am hoping you
are going to tell me we have really thought this out and that we
are really going towards a program that in particular helps us to
eliminate or to move faster those people that do not have an associ-
ated risk with them, quite frankly, and allows us to use our limited
resources on those people that we really need to check out.

When I look at a report that the USA Today published that Reg-
istered Travelers at Orlando, the new program that you are putting
in, will not only be provided expedited processing but incentives,
like preferred parking and access to special lounges, I mean, those
add-on programs are not a security program. And I don’t think that
is a business that TSA, and we should be in.

We need to talk about how we move people through so that we
can concentrate our real resources on those people who mean to do
the system harm. So I am anxious to hear how the program is,
from your standpoint, moving along, and I thank you for being be-
fore us today.

Mr. LUNGREN. I thank the gentlelady.

And the chair now recognizes the ranking member of the full
committee, the gentleman from Mississippi, Mr. Thompson, for any
statement he may have.
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Mr. THOMPSON. Thank you very much, Mr. Chairman, and rank-
ing member.

And I want to welcome our witness here today. I appreciate you
being here at this time of transition for TSA. I understand that
TSA is in between administrators right now.

Unfortunately, for the country and this committee, transition at
TSA seems to be the rule and not the exception. And, in fact, Mr.
Hawley will be the fourth TSA administrator in just over 3 years.
Those of us who serve on the committee are not surprised that the
Registered Traveler Program has not lived up to its expectations.

Without consistent leadership and an active strategic vision,
there is little hope that the promise of Registered Traveler will
ever be realized. Congress directed TSA in 2001 to create a known
traveler program; 4 years later, TSA has only managed to do a
10,000 participant pilot. Why has TSA failed to get very far on Reg-
istered Traveler? Were there technology limitations? Is it that TSA
lacks the budgetary resources to get the job done? Or is it that TSA
lacks the vision and leadership to get the program deployed?

These are questions that Congress and the American flying pub-
lic deserve to have answered. I, like so many of my colleagues in
Congress, am on airplanes every week. On days I fly home to Mis-
sissippi or back to Washington, I spend a good portion of my time
in airports standing in line waiting to be screened. Unfortunately,
we do not have Registered Traveler at Jackson, Mississippi, nor do
I fly American Airlines out of Reagan National, so I don’t have the
benefit of the Registered Traveler Program that is being experi-
mented with at National.

But I have talked to some people, and they said, well, it is good,
but it is an experiment. What happens if all of us belonged to the
Registered Traveler Program? The ranking member talked about
Orlando. I think that is something that we look forward to study-
ing. With that many individuals going through the airport, we just
might have long lines with Registered Travelers.

As I understand it, you still have to take your shoes off and do
a lot of other things that you have to under the other programs.
So I just wonder what happens under that? So I look forward to
the testimony that we are here for this afternoon. And I look for-
ward to some of those questions being answered. Thank you, Mr.
Chairman.

Mr. LUNGREN. I thank you. The other Members of the committee
are reminded that opening statements may be submitted for the
record. We are pleased to have a distinguished witness before us
today on this important topic.

PREPARED OPENING STATEMENT OF THE HONORABLE CHRISTOPHER COX

JUNE 16, 2005

Thank you, Mr. Chairman.

It has been three and a half years since Congress directed the Transportation Se-
curity Administration to develop a registered traveler program.

I have been a strong supporter of the Registered Traveler (RT) concept since the
beginning. In fact, I volunteered to take part in the pilot program at Reagan Wash-
ington National.

The Registered Traveler program should be the cornerstone of TSA’s effort to im-
prove airport screening and minimize long waits at security checkpoints. Congress
intended for TSA to use RT, as the program is known, as a risk management tool,
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whereby TSA could improve overall security by decreasing the pool of unknown
travelers and focusing security resources on higher-risk passengers. Unfortunately,
that has not been the case.

Today’s hearing continues our oversight into whether the Registered Traveler pro-
gram, as operated by TSA, is living up to the promise envisaged in the Aviation and
Transportation Security Act. From reports to the Committee so far, including last
week’s hearing, the answer to this question appears to be a resounding “No.”

I am deeply disappointed by the current pilot programs. They have been so lim-
ited and constricted that they provide no benefits to TSA and few, if any, measur-
able benefits to the Registered Travelers in terms of expedited screening and re-
duced security procedures.

We should note that TSA routinely uses background checks as a layer of security
and, in some cases , as the only layer of security for other purposes. A background
check can get you unescorted—and often unscreened—access to the aircraft, the
ramp, and other sensitive areas of the airport. With a background check, you can
drive a tanker full of chlorine gas into a heavily populated area. With a background
check, an alien can come into the United States and learn to pilot an aircraft. So
W}})y isn’t a background check sufficient for a Registered Traveler to keep his shoes
on?

Despite the difficulties faced thus far, the concept behind Registered Traveler is
quite simple and sound—individuals who voluntarily submit personal background
information, including biometric samples, successfully undergo security background
checks, and who travel frequently without incident or raising any concerns should
not be treated as though they were a potential terrorist. TSA should be able to
streamline the security screening process for these fully-vetted individuals.

Frequent flyers represent roughly 10 percent of all travelers and account for near-
ly half of all passenger trips. This fact suggests that an optimally functioning, vol-
untary Registered Traveler program could enhance security, save money, improve
efficiency, and reduce frustration and inconvenience for all passengers by permitting
TSA to focus its resources where they belong—on unknown or suspicious travelers.

I would like to thank Mr. Blank for appearing today. I look forward to hearing
TSA’s perspective on this vital program and how we can work together to improve
it.

Mr. LUNGREN. It is now my pleasure to recognize Mr. Thomas
Blank, the acting deputy director of the TSA at the Department of
Homeland Security to testify.

And, Mr. Blank, your written testimony will be put in the record

in its entirety. And you may proceed as you wish.

STATEMENT OF THOMAS BLANK

Mr. Brank. Thank you, Chairman Lungren, Congresswoman
Sanchez, Members of the subcommittee, thank you for the oppor-
tunity to speak with you on our domestic Registered Traveler Pro-
gram.

The RT Program now being tested in five and soon to be six pi-
lots should prove to be an important part of our layered system of
systems approach to aviation security.

The mission of the RT Program is to expedite travel for those
who qualify to participate while enhancing aviation security. RT
provides TSA with valuable information to conduct threat assess-
ments and verify traveler identity enabling TSA to concentrate its
resources more effectively.

Participating travelers voluntarily provide personal information
that serves as the basis of security assessments and biometric data
which are used for identity verification. When approved partici-
pants travel from their host airports, their identity and partici-
pating status is confirmed at RT kiosks located near the security
checkpoint.

They then go through normal security screening at the check-
point, but unless they alarm the screening equipment, they are not
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subjected to additional screening. Because RT travelers are largely
exempt from selectee screening and have access to dedicated or
designated security lines and lanes, they move through the check-
point screening system more quickly than the general public.

TSA is successfully operating five RT pilots in partnership with
four airlines and with the management assistance of two private
contractors. Beginning in the summer of 2004, pilots were rolled
out in Minneapolis St.—Paul, Los Angeles, Houston, Boston, and
Washington, D.C.

We have extended all five pilots through September 2005 to
allow further operational analysis. The pilot programs were struc-
tured specifically to test different operational and technological
configurations, and so were not intended to be interoperable. In de-
veloping the biometric component of the RT pilot program, TSA in-
corporated the use of dual biometrics, fingerprint and iris, using
both current and emerging biometric standards.

The use of advanced commercial off-the-shelf (COTS) technology
for gathering and authenticating biometrics and biographical infor-
miltion has allowed the program to avoid delays in launching the
pilots.

TSA has been able to concentrate its energies on testing different
configurations of COTS systems and various operational models,
assessing the results and compiling best practices.

TSA understands that the traveler’s ability to take advantages of
the benefits of the program at any RT-capable airport is critical for
the program’s success. TSA is fully engaged with its vendors on
creating interoperability at all five original RT pilot airports in the
current second phase of the pilot. We anticipate demonstrating
interoperability by the end of Fiscal Year 2005.

We are now building upon the experiences of the five Federal pi-
lots and exploring whether to incorporate greater private-sector
participation. Development of the Private Sector Known Traveler
Pilot, in partnership with the Greater Orlando Aviation Authority
(GOAA) at Orlando International Airport, began in September
2004, and we anticipate it will become operational this summer.

In this pilot, the GOAA and its contracted entities will be respon-
sible for procurement and operational and marketing functions con-
sistent with TSA guidelines. However, all essential security func-
tions will be performed by TSA. The operational aspects of the Or-
lando pilot are designed to be similar to the five federally- run RT
pilots so that Orlando may eventually become interoperable with
the existing RT pilot sites if the model proves replicable and sus-
tainable for nationwide rollout, and if that is the direction of the
Department of Homeland Security when final policy decisions are
made later this year.

We want to ensure that RT can achieve the necessary interoper-
ability, scalability, privacy protection, data transmission and stor-
age, and public-private sector partnerships to fulfill RT’s objectives
of enhancing customer service and achieving greater efficiencies in
screening at airport security checkpoints.

A fully operational program would be expected to be self-sus-
taining through the generation of fees from the voluntary partici-
pants. In addition to the pilots I have already discussed, we are
very close to approving several new RT sites that will operate
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under a public-private partnership model. A schedule for the roll
out of these sites will be finalized by the end of Fiscal Year 2005.

We are also preparing an options package for consideration by
the DHS leadership regarding easing some security measures for
RT participants. Possible elements might include RT participants’
exemption from requirements to remove jackets, coats, and shoes,
and to have to take computers out of their cases.

Ultimately, TSA’s primary mission is to secure our Nation’s
transportation networks. The Registered Traveler Program offers
an enhanced travel experience for travelers who wish to participate
with no compromise of security.

This concludes my oral statement. I will be pleased to take any
questions you may have.

[The statement of Mr. Blank follows:]

PREPARED STATEMENT OF TOM BLANK

Chairman Lungren, Congresswoman Sanchez, and members of the Subcommittee.
Thank you for this opportunity to speak with you on our domestic Registered Trav-
eler (RT) Program. The Transportation Security Administration’s (TSA) mission—
to protect the Nation’s transportation systems to ensure the freedom of movement
for people and commerce—continues to be a vital one, nearly four years after the
tragic events of 9/11 that motivated TSA’s creation. As you know, since its inception
TSA has relied upon a layered “system-of-systems” approach to aviation security, be-
cause no single security layer can be guaranteed to be 100% effective.

The RT Program should prove to be an important part of our layered system-of-
systems. The Aviation and Transportation Security Act (ATSA), P.L. 107-71 di-
rected TSA to explore options for expedited travel at airports. The mission of the
RT Program, now being tested in five pilots, is to expedite travel for those who qual-
ify to participate while enhancing aviation security.

The Registered Traveler Concept and Benefits

The RT Program is a security program that provides customer service benefits,
while enhancing aviation security. The program provides TSA with valuable infor-
mation to conduct threat assessments and verify identity, and enables it to con-
centrate its resources more effectively, while offering qualified applicants an expe-
dited travel experience. To participate, applicants provide personal information
which will serve as the basis of a security assessment. That assessment includes a
name-based check against Federal government watch lists and databases of out-
standing wants and warrants. Applicants also provide biometric data (fingerprints
and iris data) which are used for identity verification. When an approved partici-
pant travels from his host airport, his identity and status under the program is con-
firmed at RT kiosks located near the security checkpoint.

While approved participants experience expedited security screening, they still go
through normal security screening at the checkpoint. However, unless they alarm
the screening equipment, they are not selected for additional screening. Because RT
travelers are largely exempt from selectee screening and have access to dedicated
or designated security lines and lanes, they move through the checkpoint screening
system more quickly than the general public. Additional benefits to participants, in-
cluding exemption from requirements to remove shoes and jackets and to take com-
puters out of their cases, will be considered in the future. The decision on whether
to include these or other benefits will, of course, be security based.

The RT Program enhances security by allowing TSA to concentrate resources
where they will be most effective. Essentially, because RT Program participants are
“known,” that is they have already undergone a security threat assessment and bio-
metrically verify their identities every time they fly, TSA can focus enhanced screen-
ing at the airport on “unknown” individuals. Reducing the population of “unknown”
travelers enhances security by allowing a greater correlation between resource allot-
ment and passengers who are more likely to potentially pose a threat.

Furthermore, less time spent on “known” low risk travelers frees resources to
process the general public more rapidly, creating a secondary benefit in terms of
easing checkpoint congestion. Thus, Registered Traveler should strengthen both se-
curity and customer service at the Nation’s airports. A more efficient screening
shouldhbfneﬁt not only Registered Travelers directly but also the traveling public
as a whole.



61

And, overall, TSA is committed to protecting the privacy interests of travelers.
The respect for these interests infuses all our decision-making, including determina-
tions of how we collect personal data and how that data is stored. I would like to
emphasize that that the RT Program is and will be wholly voluntary and eventually
will be funded through fees to participate in the program—only those who wish to
take advantage of the program will be required to provide personal data. Participa-
tion in the program is in no way required as a condition of travel.

Five Federal Pilot Programs

TSA, in partnership with Northwest, United, Continental, and American Airlines,
and with management assistance of private contractors, Unisys and EDS, is cur-
rently successfully operating five Registered Traveler pilots. Beginning in the sum-
mer of 2004, the pilots were rolled out in Minneapolis-St. Paul (MSP), Los Angeles
(LAX), Houston Intercontinental (IAH), Boston (BOS), and Washington, D.C. (DCA).
Each pilot has enrolled roughly 2,000 participants. The pilots were designed to be
consistent with the objectives they sought to test. Due to the variances of systems
being tested at each airport, re-enrollment of the pilot populations was deemed like-
ly once the end solution was determined. The total number of enrollees of approxi-
mately 10,000 “very frequent” fliers was selected in order to minimize any inconven-
iences (i.e., time, cost, and confusion) necessitated by more sizeable re-enrollment
population. While originally planned to be 90-day pilots, we have extended all five
pilots through September 2005 to allow further operational analysis.

The RT Pilot Program introduces the use of biometric technology and a voluntary
security assessment process for the U.S. domestic traveling population. In devel-
oping the biometric component of the RT Pilot Program, TSA incorporated the use
of dual biometrics (fingerprint and iris). In establishing the pilots, TSA incorporated
current and emerging biometric standards. The use of advanced commercial-off-the-
shelf (COTS) technology for gathering and authenticating biometrics and biographi-
cal information has allowed the program to avoid unwarranted delays in launching
the pilots. Consequently, the agency has been able to concentrate its energies on
testing different configurations of COTS systems and various operational models,
assessing the results, and compiling best practices.

The efficacy of the pilot programs, in terms of effect on both security and service,
is being analyzed this summer. This analysis will include a metrics analysis exam-
ining enrollment, checkpoint operations, overall operations, biometrics, call centers/
cus(fiomer service, security assessments, systems integration, and use of tokens/
cards.

The pilot programs were structured specifically to test different operational and
technological configurations; therefore they are not interoperable. As a result, we
learned a key lesson. COTS technologies are not necessarily interoperable—even if
they fully comply to the same Federal standards. TSA is working with the pilots’
vendors to create a replicable path to interoperability at the pilot airport sites.
While this process requires more time than it would to require vendors to use a set
of specific products, TSA believes that our approach will achieve interoperability
without sacrificing the potential for technological innovations.

Ultimately, TSA understands that the traveler’s ability to take advantages of the
benefits of the program at all RT-capable airports is critical for the program’s suc-
cess. TSA is fully engaged with its vendors on creating interoperability at all five
original RT pilot airports in the current second phase of the pilot. We hope to dem-
onstrate interoperability by the end of FY 2005.

In conjunction with the RT pilots, we are operating Registered Armed Law En-
forcement Officer (LEO) “proof of concept” pilots in Los Angeles and Washington,
D.C. These pilots began in the fall of 2004; the Intelligence Reform and Terrorism
Prevention Act of 2004 subsequently mandated the establishment of a travel creden-
tial for armed LEOs that incorporates biometric identifier technology. Although this
program is not identical to the RT Program, we are able to successfully share the
program elements and assets that are common to each.

Public-Private Sector Pilot Program

The five current pilots have successfully proven the operational feasibility of the
RT concept, processes, and technologies in a practical environment. We are now
building upon the experiences of these pilots and exploring whether to incorporate
greater private sector participation, by launching the Private Sector Known Traveler
(PSKT) pilot. Development of this pilot in partnership with the Greater Orlando
Aviation Authority (GOAA) at Orlando International Airport (MCO), began in Sep-
tember 2004, and we anticipate it will become operational this summer.

Although the PSKT Pilot will be privately administered at the airport, TSA will
remain in control of all of the security aspects of the program. The airport authority
and its contracted entities will be responsible for procurement, and operational and
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marketing functions, consistent with TSA guidelines. They will advertise the pro-
gram, enroll participants and incorporate the mechanics of the biometrics (cards, ki-
osks, etc.), and maintain staffing at the PSKT line and kiosk. However, all essential
security functions will be performed by TSA, including defining policies and oper-
ational and technical standards for all aspects of the pilot; conducting the security
assessments and adjudications for all enrollees; maintain checkpoint operations at
the PSKT lane; and overseeing PSKT pilot performance and compliance.

TSA is exploring the private sector partnership portion because it has potential
to offer many benefits over a purely Federal model. The private sector is able to
offer greater flexibility in meeting customer expectations and has a financial incen-
tive to do so. It can allow more rapid expansion due to its ability to provide rapid
decisions on capital investment. Finally, it is often able to operate much more close-
ly to the local market than a centrally managed system.

The operational aspects of the PSKT pilot are designed to be similar to the five
federally-run RT pilots, so that Orlando may eventually become interoperable with
the existing RT pilot sites. TSA is closely monitoring the progress and performance
of this public-private sector sub-pilot to determine if it will provide a replicable and
sustainable model for a nationwide rollout, should the Department choose to move
in this direction.

The Next Steps

TSA is currently in the process of analyzing the data from the pilot airports (and
PSKT data when available) to incorporate best practices into future plans regarding
Registered Traveler. In cooperation with stakeholders and other agencies in DHS,
TSA is developing solutions to facilitate full-scale implementation of the program.
These efforts seek to ensure that RT can achieve the necessary interoperability,
scalability, privacy protection, data transmission and storage, and public-private
sector partnerships to fulfill RT’s symbiotic objectives of enhancing customer service
and achieving greater efficiencies in screening at airport security checkpoints. If the
program becomes fully operational it is envisioned as becoming self-sustaining
through the generation of fees from participants.

Relationship to Other Department of Homeland Security (DHS) Initiatives

Our focus with respect to the RT program, of necessity, is on the continued refine-
ment of a fully operational domestic program. However, we continue to work with
other DHS components to determine where systems, equipment and database shar-
ing might be feasible, with a view toward potential future integration with various
international travel facilitation programs managed by Customs and Border Protec-
tion (CBP) and the U.S. VISIT Program.

Conclusion

Ultimately, TSA’s primary mission is to secure our Nation’s transportation sys-
tems. The RT Program offers an enhanced travel experience for travelers who wish
to participate. But, there is no compromise on security.

In 2005, TSA has pursued several avenues to further refine and enhance the Reg-
istered Traveler Program. TSA has been gathering and analyzing data from the five
federally run pilots to ensure an accurate and secure solution that is accessible to
the U.S. domestic traveling population. TSA has developed and will shortly deploy
the PSKT subpilot at Orlando International Airport to test the functionality of a pri-
vate sector partnership model and conduct market analysis with a larger popu-
lation. The program is undertaking the preparatory work needed to meet all regu-
latory requirements necessary to implement the Department’s and Congress’s deci-
sion about the future of Registered Traveler. Finally, in partnership with other vet-
ting programs, TSA has been developing a scalable infrastructure for data screening
and vetting to provide the capacity to allow program expansion, if approved.

Thank you for the opportunity to provide this information. TSA looks forward to
working with the Subcommittee as we continue our efforts to strengthen homeland
security. I will be pleased to answer any questions you may have.

Mr. LUNGREN. Thank you very much, Mr. Blank. I appreciate it.
I will start off the questions with 5 minutes.

And I mean this seriously, but, I just mentioned a conversation
I had with my dad. He would have said, “we rolled across Nor-
mandy and we defeated Germany in less time than it has taken to
do five pilot programs on the Registered Traveler Program.”

What I am trying to say is, why has it taken so long? It is not
the volume that you would have to deal with? We certainly have
enough passengers to work through over a period of time. Has
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there been a lack of attention, a lack of direction? Has there been
a fear on the part of TSA that this is something imposed by the
Congress that you would rather not do? Or is it an integral part
of your approach to trying to deal with the problem of security
without unduly affecting the efficiency and effectiveness of the
traveling public?

Mr. BLANK. TSA and DHS support, fully support, the Registered
Traveler Program. We have proceeded as we have because, as you
know, TSA in ATSA was given an awful lot of priorities, and for
the first 2 years of our existence, we were pretty much subject to
the three deadlines for the program, the baggage checks and na-
tionalizing the checkpoints and so forth.

The Registered Traveler Program is in ATSA as something that
we are authorized do, but not required to do. It is in a section of
the law where we are authorized to do things, but we are not re-
quired to do them. So it did not rise to the level of a vital program.

But we did begin, in 2004, in April of 2004, to conceive the pilots
and to get them rolled out last summer. And what we have been
doing during this period of time is building an infrastructure,
which is not a plug-and-play infrastructure. In other words, if we
are going to have a gateway whereby we can receive biometrics
from airports all across the country, it takes some time, from a
technology perspective, to be able to build that gateway.

Likewise, if we are going to be able to properly maintain the bio-
metric and other data that we get in our transportation vetting
platform, it takes some time to get that organized and to develop
it from a technological perspective. And so we have been consumed
with doing that.

We now have the infrastructure to be able to run a Registered
Traveler Program, and it is scalable. And we know it works. We
just got our evaluation from BearingPoint this week, and we are
beginning to see their assessment of the various technologies and
so forth.

We are at a point where we are beginning to get the data to give
the DHS leadership so that they can make informed policy deci-
sions on a variety of matters. We should be able to present to you
the precise path ahead and answer the questions by the end of the
fiscal year.

Mr. LUNGREN. By the end of the fiscal year?

Mr. BLANK. Yes, sir.

Mr. LUNGREN. You mentioned two things as the purposes of a
Registered Traveler Program. One is to expedite the process; the
other is to enhance security. There are some that have suggested
that by expediting the process, we run necessarily into a contradic-
tion with enhancing the security. And that is, even though we have
all of this background information on these people, even though we
have identified them as lower risk, that this would not allow us to
give them any benefit at the time that they actually go through by
some lesser standard of check.

But yet you state in your testimony that TSA is considering the
provision of additional benefits, quote, “including the exemption
from the requirements to remove shoes and jackets and to take
computers out of their cases,” to RT participants.
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I take it from that, you do not find a necessary contradiction be-
tween those two aims, in that at least you are seriously considering
the possibility that a true benefit would be that one would not have
to take coats off, one would not perhaps have to take shoes off or
computers out of their cases.

Mr. BLANK. Those are critical policy decisions that we will be
working on with the DHS leadership. Both the Secretary and Dep-
uty Secretary are fully engaged and supportive of RT, and we are
working with them to come to the necessary conclusions about the
kind of benefits that we would see.

We are at a place in our domestic civil aviation system where we
are seeing increasing passenger loads. We are seeing new pas-
senger terminals come on line. We are seeing increased demands
for TSA security services. As we rely more on RT and expanding
the Registered Traveler Program, that will allow us to pay less at-
tention, to those known passengers and focus more attention with
the resource base that we have out there, on the unknown pas-
sengers. That would become a very real benefit both to security and
to convenience.

Mr. LUNGREN. I thank the gentleman.

The gentlewoman from California is recognized for 5 minutes.

Ms. SANCHEZ. Thank you, Mr. Chairman. Mr. Blank, I guess I
want to start off by asking you the question, if we had—if we were
able to put in a program that really worked, I mean, worked from
all of our viewpoints—because the Business Travel Coalition re-
cently did a survey where business travelers said they would be
willing to pay a little bit more or pay some fee or something if they
could have easier access to get through the airport, et cetera.

But I am very concerned about this issue that the Chairman
brought up with respect to, why would we not have them take off
their coats, take off their shoes, et cetera? I guess I am trying to
figure out, what does the Department really think an expedited
traveler looks like?

Because, I mean, I am a congresswoman. You would think that
I could sign up for this travel program. I still think it would be a
good thing if you really thought that people hide bombs in their
shoes or what have you, or you got a bad computer, why would you
think you would exempt even somebody like me because, you know,
I cguld get mad some day and maybe go crazy and bring something
on?

Mr. BLANK. Well, Congresswoman, I indicated that we were
going to consider that. Now, it may be that, in the context of that
consideration, looking at the threats that the leaders of the Depart-
ment may come out and say, we are not comfortable in doing that.

But if we are not able to do that, then there may be some reason
to question whether the Registered Traveler Program has a real
value. I might also say that one of the reasons that we have
brought this along at the pace that we have is the fact that TSA
has been able to maintain pretty reasonable wait times across the
system and received pretty high customer service marks, meaning
that the idea of being able to offer only a short line there hasn’t
been a great pressure to do that.

But you are right on the policy decision. That is absolutely crit-
ical. And we do not think we could make the decision without some
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experience in handling these people and doing the background
checks, and rerunning them periodically. In other words, if you are
a Registered Traveler, periodically we are going to see if you have
done something that would cause us to question your security via-
bility. We will rerun that. Until we get some experience with all
of that, we were not comfortable in making these policy decisions
about what lesser security measures are acceptable.

Ms. SANCHEZ. When do you think we may have some policy
changes of that type coming out of the Department?

Mr. BLANK. The end of the fiscal year is when we have com-
mitted to providing a clear path forward with a policy decision. We
are now at the point where we have the infrastructure built, the
gateway; the platform is there, and it is scalable. It can handle
30,000 people now in Orlando, 30,000 more in 2006, and we can
begin to do incrementally more as we get the program opened up.

Ms. SANCHEZ. I have two other really quick questions. One is,
what do you have planned after Orlando so far, given one policy
or the other? And, secondly, you know, when I go to the airport,
there is the special line, but when I go, which is usually to take
the red eye, the special line is closed.

So I might be a Registered Traveler, but I end up being in the
long line. Do you not keep it open 24 hours at these places? Is
there a limited amount? I mean, how are you working that?

Mr. BLANK. There are operational differences in each of the five
pilots. Are you talking about Los Angeles?

Ms. SANCHEZ. Yes.

Mr. BLANK. I can get you the precise times that the lanes are
open. But it is not a 24-hour service. We are too limited in the
available resources to make it 24 hours.

Ms. SANCHEZ. Okay. And then plans for after Orlando.

Mr. BLANK. There are a couple of things. We, first of all, have
to see how this private-sector pilot works. We have a Federal pro-
gram at five now. We are going to do a partnership, and we have
to see how we feel about that.

The Members of the subcommittee have raised some questions
about that already. And we want to see how that works out. Then
we have got to get the five and possibly the sixth one interoperable.
That is not a small thing. Most people who use biometrics do not
want more than controlled access at an office building or some
other limited application that does not require inter-operability.

And then we would like to be able to examine the feasibility of
going to a couple of other airports over the next several months
with some additional pilot programming.

Ms. SANCHEZ. Thank you.

Mr. LUNGREN. Mr. Linder.

Mr. LINDER. Thank you, Mr. Chairman.

Last week we had testimony from an individual who is part of
the Registered Traveler Program here in Washington at Reagan
Airport. And he said he puts his thumbprint or fingerprint in the
kiosk and then walks in a line and takes his coat off and takes his
computer out of the case and goes through the normal screening.
Is that still the case?

Mr. BLANK. He would—it is. But he would not be subjected to
secondary screening unless he alarmed.
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Mr. LINDER. What is the point—.

Mr. BLaNK. Well, the point—.
| M?r LINDER. What is he gaining over going through a regular
ine?

Mr. BLANK. Well, for purposes of the pilot program, he is gaining
about 4 to 5 minutes in line time, according to the results that we
are getting. That is the benefit for right now.

Mr. LINDER. When you do the background check, do you find out
whether this is an honest guy and not a bad actor? Is that what
it is all about?

Mr. BLANK. We do a name-based background check. And I would
consider classified exactly what would disqualify somebody, but we
would be pleased to provide that information to the subcommittee
outside of the public setting. But we are looking for ties to ter-
rorism.

Mr. LINDER. If you clear the background check, you think the guy
might still get on the airline and blow it up?

Mr. BLANK. Well, we would have less concern about that, which
is why we would not have that individual going through secondary
screening unless there was an alarm for purposes of the pilot pro-
gram.

Mr. LINDER. We spend about one-fifth—one-eighth of the entire
budget of the Department on airlines; that was for 690 million pas-
sengers in 2004.

We spend one-forty-fifth of it on rail that had 9 billion pas-
sengers. Where is your sense of proportion here?

Mr. BLANK. I don’t think that, when we look at what we put into
rail, that we can count just Federal dollars. I think that for TSA’s
part, our role is risk mitigation, vulnerability assessment, plan-
ning, information exchange, and intelligence analysis. That does
not necessarily cost a lot of money.

But, if I take that information and I give it to the operations cen-
ter at the American Association of Railroads or the Union Pacific
Corporation Operations Center, they use it to give to their private
police force to provide track security; I am leveraging it.

So I think that you have to look at a lot of other private and local
police at the State level, and what that costs you, so you can get
a picture of what resources we are really putting into that.

Mr. LINDER. If a terrorist was going to make a trip on an airline,
do you think he would come in with his recognizable identification,
or do you think he would get a fake ID?

Mr. BLANK. Well, we do not know. That is why—.

Mr. LINDER. What do you think?

Mr. BLANK. What do I think?

Mr. LINDER. Yes.

Mr. BLANK. I think that we have a system of layered security,
because there are some of those layers out there that can be pene-
trated; that is why we are not doing one thing. So I wouldn’t rely
on identification that gets printed. And that is why I would not rely
on just a background check. It is why we have hardened cockpits,
pilots with guns, Federal Air Marshals, and the like.

Mr. LINDER. So do you not think that those, the hardened doors,
the pilots with guns, Federal marshals, do you not think they
would be able to stop any airplane from hitting a building again,
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not to mention the passengers who would stop it as they did in
Pennsylvania?

Mr. BLANK. Well, I think it is better to be safe than sorry. I think
that we have a good solid line of defense for the cockpit. I think
we have dropped down the likelihood, but we always say that secu-
rity is a filter, not a guarantee.

And I am not prepared to tell you that a hardened cockpit door
and some of those other things alone are a guarantee that a bad
thing will never happen again.

Mr. LINDER. Nor is there a guarantee that somebody won’t put
a bomb in the cargo and blow up the plane. You do not even look
for that, do you?

Mr. BLANK. Yes, we do. The electronic baggage screening is look-
ing specifically for explosive devices in checked baggage.

Mr. LINDER. What percentage of the cargo is screened?

Mr. BLANK. Well, again, you are asking me for some numbers
that are classified, that I would be happy to give you.

Mr. LINDER. Why is that classified?

Mr. BLANK. Because we do not want to let any bad guys know
the amounts. But we would be happy to give it to you. I will tell
you this, that as of the middle of the next month, the amount that
1s physically inspected will be tripled over what it was at the begin-
ning of the year.

Mr. LINDER. You mentioned you are getting high customer serv-
ice—.

Mr. Dicks. Will you yield? Is that cargo or baggage? Can you
give us an either/or on that?

Mr. BLANK. 100 percent of all checked baggage is screened elec-
tronically using explosive detection system equipment or explosive
trace equipment.

But the cargo that is carried in the belly of a passenger aircraft
is screened by the Known Shipper Program, and then a percent of
that is also physically screened. When we have resources in the air-
ports at non-peak times, we do use our screeners and our EDS
equipment to provide additional electronic screening.

Mr. Dicks. Thank you for yielding.

Mr. LINDER. One point, Mr. Chairman.

You mentioned you get high customer service remarks. I would
like to meet that person.

Mr. BLANK. Okay. I will provide you with the BearingPoint study
results, sir.

Mr. LUNGREN. The gentleman, Mr. Dicks, from Washington is
recognized.

Mr. Dicks. You know, in your statement, you say in your written
statement, Mr. Blank says, if the program becomes fully oper-
ational.

If? Now, that tells me you are not yet sure. I think that is rea-
sonable based on what we heard. I am not sure this is worth doing,
frankly. I know it would be helpful to Members of Congress and
other people and a lot of my friends. But is there some doubt about
going forward with this?

Mr. BLANK. There is no doubt that it will go forward. The ques-
tion and the caveat I am getting at is how quickly it will go for-
ward, how quickly it will expand, and how quickly will it ramp up.
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That has to do with a couple of things. One, I am not prepared to
tell you whether we will commit to a Federal program model or a
public-private partnership model.

That policy decision has a great deal to do with how quickly the
program expands. I also am not prepared to tell you precisely what
the resource level is that we are able to put toward it. I need to
fg‘et a rulemaking completed and put in place before we can collect
ees.

So there are a couple of questions that we have to get to before
I can tell you or give you a solid feel for how quickly we are going
to go from where we are now to fully operational.

Mr. Dicks. At some airports today that are not part of the pilot,
they are letting frequent flyers for particular airlines go through a
special lane. Are you aware of that?

Mr. BLANK. I am. And that is according to policy of TSA in this
sense. TSA’s responsibility begins at the checkpoint. The line be-
longs to the airline, and that person that is checking ID and your
boarding pass ahead of the line is an airline contractor that we re-
quire to be there to do that function.

Where airlines have determined that they want to have a special
line available for their frequent flyers, we permit them to do that
within reason in some places.

Mr. Dicks. Now, that may be an alternative. Could not that be
an alternative strategy to dealing with this issue?

Mr. BLANK. Well, if we look just on the customer service side, sir,
yes. But what we are trying to get to here is that a Registered
Traveler program has a real security value, because if we can pay
less attention to these people, we can do a more thorough job for
people that are not known.

Mr. Dicks. But you still have the same level of security checking
them, the RTs, as you do with the regular person, which I am not
necessarily against.

Mr. LUNGREN. The one point that you did make, though, is that
they are taken out of automatic secondary screening.

Mr. BLANK. That is correct.

Mr. LUNGREN. So if their name pops up under the other program
we have, where they would go to secondary screening, they bought
the ticket late, they are one way and so forth, they would not have
the automatic. That is the only thing that I see that is different
right now.

Mr. Dicks. I appreciate you making the point.

Now, let me go to the hard realities of all of this. What is the
limit that we have on the number of screeners now, 45,0007 What
is the number?

Mr. BLANK. Well, the number is 45,000 FTEs. That is a dollar
number. But it is a hard limit. It is not a body count; it is a dollar
number.

Mr. Dicks. Now, if we have that hard limit, and we go ahead
with the Registered Traveler Program, are we not just going to
make the line that the average citizen has to go through longer?
Because, we do not have the resources to add additional people if
necessary to put this thing in place.

Mr. BLANK. Well, first of all—.

Mr. Dicks. Do you guys support this 45,000 limit?
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Mr. BLANK. We have just in this year hired up to that number.
This is the first fiscal year that we have had that amount deployed.
What we are seeing across the system, with that amount deployed,
is very favorable wait time numbers across the system.

Now, are we concerned about the summer when we are going to
see load factors go up? Yes, we are concerned about that. We are
working closely with the airlines and airports to figure out what it
is that we are going to do about that. We have concerns, because
of the 4 to 6 percent growth that we are seeing in passenger loads
right now, and what the impacts on customer service will be as we
see that growth.

Blut it is something we will have to look at and deal with accord-
ingly.

Mr. LUNGREN. The gentleman’s time has expired.

Mr. Pearce, the gentleman from New Mexico, is recognized for 5
minutes.

Mr. PEARCE. Thank you, Mr. Chairman.

As one of the holders of the Registered Traveler Program, I
would hope that you continue to do it, because I can see the benefit
for me. I fail to see the benefit for TSA. How many random checks,
as a percent, do you impose in the system?

Mr. BLANK. Once again, that is a classified number, which I will
be happy to give you.

Mr. PEARCE. It is very small.

Mr. BLANK. It is very small.

Mr. PEARCE. That is the only benefit. So you take the number
of Registered Travelers, and multiply times a very, very small per-
cent, that is the benefit.

What is the cost of the Registered Traveler Program right now?
What does it cost?

1}/111". BLANK. By the end of the fiscal year, we will have spent $17
million.

Mr. PEARCE. So you get $17 million, and you then figure the ben-
efit, one small percent, classified, times the number of Registered
Travelers. So if there are 1,000 Registered Travelers, and you save
1 percent, you saved the amount of secondary screening time for
10 people basically, which, if secondary screening is 2 minutes, you
save about 20 minutes for $17 million. As you expand it, you can
see the geometric progression because I go through.

By the way, your testimony needs to be changed. It is not from
a host airport; it is from the host terminal.

Mr. BLANK. Yes, sir.

Mr. PEARCE. I can only depart from one terminal through the
Registered Traveler Program. None of the other airlines partici-
pate.

You have mentioned that your wait times are becoming more fa-
vorable. Do you have a measure of employee time that is not spent
screening?

Mr. BLANK. I don’t have it at my fingertips. I suppose that we
can provide it.

Mr. PEARCE. My point is, if you continue to hire enough people,
you can get your absolute wait time down to zero, but you could
also have people standing around. And that is the complaint I get
from airline employees. And they will show me, they will see I am
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a Member of Congress because we are met at the gates, and they
will say, look over there. I am making $7, and I work my heart out
all day long. They are making $16, and they are standing over
there all day long never turning a tap.

So if you are not measuring the amount of productive time, it is
just another flabby government bureaucracy at play.

Mr. BLANK. Well, here is what I can say. After having 2 to 3 solid
years experience with a new function, we recognize that there are
some airports that are not properly staffed. Some are understaffed,
and some are overstaffed. We have begun a process that will con-
tinue through the summer to reallocate that workforce, so that it
will be properly utilized and be at the right airport at the right
place at the right time.

Mr. PEARCE. Do you have any estimates, Mr. Blank, about the
cost of the Registered Traveler Program if you do the geometric ex-
pansion that you say is capable?

Mr. BLANK. Well, let me put it this way. First of all, let me ad-
dress the $17 million. The §17 million will not be recurring costs.
In other words, we built some infrastructure for this program. We
have built a capability to collect biometrics. We have put the pri-
vacy protections in place. We have allocated space on a platform.
So those will not recur. What we expect is that the cost of doing
a background check, which will remain in Federal hands, will be
scl)meglace between $30 and $50 to get the background check com-
pleted.

So it will make a big difference as to whether we choose a Fed-
eral program model or whether we choose a private-sector program
model. If the Orlando model is how this goes forward, we will be
able to go literally to a million or more people.

If we choose the more expensive, the Federal program model, it
will be considerably less than that.

Mr. PEARCE. Any idea of the recurring cost per person? $30 to
$50 for a background check. How much for the day-to-day oper-
ational components? Any ideas on that?

Mr. BLANK. Again, if it is the private-sector model, that would
be upfront. I would have to do a little math, but I could get you
that number, because we have the experience with the pilots as to
precisely what that upfront cost is.

Mr. PEARCE. Again, it is important to measure the benefit. And
the only benefit I see for the TSA is the number of random checks
multiplied times the number of people who are in the Registered
Traveler Program multiplied times the time that the random
checks take, approximately 2 to 3 minutes. And you wind up with
a large expenditure and a very small benefit. Thank you, Mr.
Chairman.

Mr. LUNGREN. Thank you.

The gentleman from Oregon, Mr. DeFazio.

Mr. DEFAZ10. Thank you, Mr. Chairman.

Mr. Blank, on the—you know, you talk about the cost comparison
between Federal and private-sector programs. I do not quite under-
stand. I mean, I understand there is an appropriations process, and
then there are capital costs which could be cranked into the fees.

Why couldn’t you have a Federal program that would be self-fi-
nancing? We estimate—we have the surveys. We know approxi-
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mately how many frequent flyer travelers there are, business trav-
elers, how many people would register at a reasonable amount.

The Federal Government could figure that all out and figure out
what they would need to charge to recoup the upfront investment
costs and the costs of the program, just the same way the private
sector is going to do. That is one question.

The second question is, how are you going to deal with—and I
asked this question last week—the monopoly characteristics? Or-
lando is a sweet deal for the airport; they get a cut. You get a pri-
vate company that has got a monopoly, and they are charging the
calculated fee, which was determined not by the cost of the pro-
gram or the benefits of the program but by how much the market
would bear. They did a market survey and figured out people
would pay $79.95 to get to jump the line.

Now, that is a heck of a way to run the system which is basically
a security system, but it is also a system which hopefully will ini-
tiate a return of business travelers to the airlines and away from
this flood toward private jets and all of that that we are having,
which are continuing to hurt the industry, because I want to main-
tain a robust national industry.

How would this expand beyond Orlando? Or are we going to give
a nationwide unregulated monopoly to one company? Are you going
to have multiple entrants? If you have multiple entrants, how are
you going to control that and supervise that? Wouldn't it be quite
expensive for the agency, if you have 50 private vendors who are
issuing 50 different cards, but they are interoperable? You have got
to supervise them and make sure that none of them are owned by
al-Qa‘ida.

You make it sound like the private sector can do this and expand
to a million just like that. So one company is given a nationwide
monopoly? Is that how it would work? No bidding. How are you
going to set the fees? I mean, market survey or real costs, rate of
return on investment, all of that stuff?

Mr. BLANK. First, with regard to your comments about the Fed-
eral program, you are correct. We could do that. And I should clar-
ify, to acknowledge, that your point is quite right.

The issues you articulated so very well are precisely what is on
our plate right now, to figure out and determine the answers to
that between now and the end of the fiscal year. There are not sim-
ple questions or simple answers. And we had a lot of unexpected
things happen in the pilot program and in how it developed in the
front end in Orlando.

But, we did not want to interfere with how the private sector
might want to bring a product to the marketplace. But what I
would say is, remember that it is a pilot program. It is not our in-
tent to urge that it be replicated across the country, and certainly,
we have an interest in the American public being provided a fair
and reasonably-priced Registered Traveler program.

If the private sector is to be involved, we would recognize the pri-
vate sector is entitled to make a profit and wouldn’t oppose that.
But there is no Registered Traveler Program that is going to work
without a TSA partnership, because they could not get the back-
ground check. If the natural forces of competition do not keep it in
line, or if somebody is going to defraud the public or make some
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sort of obscene profit, we would always have the capability to shut
that down simply by not recognizing that particular vendor’s card,
biometric, and not by providing them any further background
checks.

Mr. DEFAzIO. Orlando gets a cut. It is a sweet deal for them.
They get $700,000 up front. They are going to get a percentage of
every card sold at $79.95, not $80, and you so there would not be
a perverse incentive, I think, the airport is also involved in the de-
cision to have the special line.

As far as I know, at Portland International, it was the airport
working with the airline vendors who determined they could have
a special line for the frequent flyers, which is as good as Registered
Traveler for me. When I go to Portland, I can go to the front of the
line. At my home airport, I can’t.

So if I was the airport, I would say, hey, close that down, we
don’t get a cut of the frequent flyer program from United, but we
are going to get a cut on the Registered Traveler, get those people
to the back of the line and make them pay $79.95 or $109.82 for
the card.

Mr. BLANK. We have to think that through very, very carefully.
And the point is well made.

Mr. LUNGREN. The gentleman’s time has expired.

Mr. Thompson, the gentleman from Mississippi, is recognized for
5 minutes.

Mr. THOMPSON. Thank you very much, Mr. Chairman.

Mr. Blank, I understand the layered security comments earlier
and what TSA is doing, and why you are doing things with fre-
quent travelers.

But all individuals are still being screened. Can you just tell me
why we screen everybody except the people who are cleaning the
planes?

Mr. BLANK. I am sorry? Why we are screening everyone that
comes through the checkpoint?

Mr. THOMPSON. Right.

Mr. BLANK. ATSA requires us to.

Mr. THOMPSON. To screen them?

Mr. BLANK. To screen them.

Mr. THOMPSON. Why do we not screen the people who clean the
plane?

Mr. BLANK. All airline and all airport workers, again, because of
requirements in ATSA, have been subject to background checks,
very thorough background checks, name-based and criminal history
records. So we feel that we can have a higher degree of confidence
in those people because they have been subjected to that back-
ground check.

Mr. DEFAZIO. Those are just name-based checks?

Mr. BLANK. For a Registered Travel they are name-based checks.
I believe, Congressman, that the airline and airport workers—

Mr. DEFAzIO. Now, some airports are doing fingerprint checks.
Others are doing name-based checks. It is not consistent.

Mr. THOoMPSON. Well, thank you, Mr. DeFazio. I appreciate it.
But my point is, am I screened or checked each time I go to a
plane, or is it just one check?
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Mr. BLANK. No, you are not. If you are an airline employee, some
airline employees are screened every time they go to the aircraft.
And those would be pilots and flight crews. Others that have re-
sponsibilities on the AOA, the Aircraft Operations Area, for pur-
poses of practicality have been background-checked, and we allow
them to access the aircraft based upon their job needs.

Mr. THOMPSON. Well, let me ask it another way. We screen Reg-
istered Travelers. We screen and check pilots and people who fly
for the first time. But the workers do not get screened.

Mr. BLANK. That is correct, sir.

Mr. THOMPSON. You do not see that as a vulnerability?

Mr. BLANK. We will continue to review our requirements in
terms of the threats that we see that are present. We are trying
to find a balance between security and keeping the aviation system
operating. That inherently means that we have to accept some de-
gree of risk.

And when you think of the expense, and when you think of the
personnel that are necessary, if we were to require a physical
screening at every perimeter access point on an airport or every se-
curity identification area door, it is our view that, with the back-
ground check, that that is a reasonable risk to accept.

Mr. THOMPSON. Well, if I am not mistaken, and the record will
reflect it, are we not picking up—is not ICE picking up people who
perform those jobs for various illegal situations?

Mr. BLANK. Along with ICE and other agencies, we would con-
stantly be double-checking whether or not an individual is truthful
gbout his or her immigration status. Another thing that we have

one—

Mr. THOMPSON. Excuse me. So if I am not truthful, then you do
not stop me from working at the beginning?

Mr. BLANK. We may—it is not a perfect system. We may not be
able to positively determine that you have lied in your employment
application.

Mr. THOMPSON. Well, you said, we do these background checks.
I would assume that you would not employ someone before the
background check is completed.

Mr. BraNK. For TSA’s purposes, we will employ someone for a
short period of time on a name-based check until the fingerprint
background check is completed.

Individuals that are airline and airport employees have the
name-based check and, in many instances, also have the finger-
print check before they are allowed access to secure areas.

Mr. THOMPSON. So in other words, I can go to work, and then
if my background does not check out, I lose my job?

Mr. BLANK. That could potentially happen. Yes, sir.

Mr. THOMPSON. But in the interim, I am working?

Mr. BLANK. Yes, sir.

Mr. THOMPSON. I yield back.

Mr. LUNGREN. If I can follow-up on that. We talked about how
TSA does background checks on airport workers as the standard
for granting unescorted access to some sensitive areas of the air-
port.

TSA subjects Registered Travelers to background checks and has
their identities verified through biometrics. And yet they have to
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go through the full screening right now. What are the differences,
if you can tell us, if this is not classified, between the extensiveness
of the background checks on the airport workers versus the Reg-
istered Travelers? Because it suggests that you do far more back-
ground checks on the workers than you do the travelers, therefore
you grant them this access.

Mr. BLANK. We have to between now and the end of the fiscal
year bring our policies into alignment. I would say that our policies
with regard to background checks, screening levels, and security
measures should be viewed in the context of a pilot program and
not in what we will require when we go fully operational with this.
We have Secretary and Deputy Secretary input to say—and it is
a very real question—these individuals had a background check,
they don’t get screened, but the registered travelers do. And we
would say, well, that is something we have look at. We have to
nﬁake some sense out of that. But we haven’t done it in the pilot
phase.

Mr. LUNGREN. Let me get it clear in my own mind. For Reg-
istered Traveler, you do not get the registration. You do not actu-
ally qualify for Registered Traveler until your background has been
completed, correct?

Mr. BLANK. That is correct. For purposes of the pilot, we are
doing a name-base check only. That can happen very quickly. An-
other policy decision we are going to have to make is, if we are to
grant less security measures at the checkpoint, will we require a
registered traveler to also be subjected to a 10-fingerprint-base
criminal history record check.

Mr. LUNGREN. You haven’t made that determination yet?

Mr. BLANK. No, sir.

Mr. LUNGREN. And it would be a 10-print background check?

Mr. BLANK. If we decide to require it, it would in all likelihood
be a 10-print.

Mr. LUNGREN. If you are going to use this for a model for other
programs, it would be my suggestion that you do go to a 10-print,
because that would be the most effective one and the ones most
compatible with background checks that would allow us to utilize
other databases, including foreign databases if we ever needed
that. I would hope that we would look at that very, very seriously.

Gentlelady from California is further recognized for further ques-
tions.

Ms. SANCHEZ. Okay. I am trying to understand who has access
to the plane. So you are telling me that if I am a—if I purchased
a first class ticket and I didn’t have an SSS on it—whatever the
symbol is for pulling me over to secondary check—I can go through
the, say, United first class premier line or what have you, which
by the way I believe is the same line for registered travelers to get
expedited—given if that line is open—if that line is open during the
time that I happen to be at the airport. So I can either be a first
class ticket holder, I can be a registered traveler, if it happens to
be a program that is in there and I go through that line; otherwise
I sit in the normal line, but we all get checked in the same way
when we go through the security. The only thing I am going to get
as a registered traveler is not have a secondary check on me; is
that correct?
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Mr. BLANK. That is correct, for the pilot program, yes, ma’am.

Ms. SANCHEZ. If I am a worker that is putting meals on the
plane or what have you, I get a background check. I may be hired
before the background check is completed. I am hired by the air-
line, so it is not a TSA program and I have an ID. And when I
come to the airport to work for the day, do I pass through any type
of security screen that says this is me?

Mr. BLANK. When you come you have a credential which you
must display. You are subjected to being confronted by other em-
ployees and ground security supervisors that are employees of the
airlines. It is called challenge procedures. They are required to do
this. But when you come to work, you will pass through a door that
we regulate as part of the airport security program. It will have
some sort of security on it. In some airports it is a biometric. At
other airports it will be a swipe card. So you will come through a
security door. Some are observed by cameras. And you will come
in and perform your responsibilities as a baggage screener or a
baggage handler or what have you.

Ms. SANCHEZ. It is a possibility that I could get a job at the air-
line without my background being completely checked out, start to
work, have a card, a swipe card or what have you, go in through—
not have a metal detector or anything so I could be possibly bring-
ing a gun through this screen door or this security door that you
have, because you didn’t tell me that you have a checkpoint like
you do with the flyers.

Mr. BLANK. Right. I want to make sure that I am precisely accu-
rate on this, Congresswoman. And I want to verify this, because I
am not certain as I sit here whether the airline and airport work-
ers can access the secured identification area before the full back-
ground check is completed.

Ms. SANCHEZ. But I certainly can go through whatever the secu-
rity point is, and isn’t necessarily checking to see if I am carrying
a gun for the day?

1 Mr. BLANK. That is correct. Now let me tell you what we have
one.

Ms. SANCHEZ. The pilots have to go through the normal process.

Mr. BLANK. The flight crew.

Ms. SANCHEZ. We have postal workers. There is a saying, he
went postal. The same thing could happen with an airline person
who goes through the day with a gun strapped to their leg and
what have you, and we don’t have that screening for them.

Mr. BLANK. Two things. Number one, I testified earlier that secu-
rity is a filter and not a guarantee. We are not ever going to take
the risk down to 100 percent until we put the airplanes on the
ground. Now, what we can do—and Congressman DeFazio was
very instrumental in this—we can and have greatly reduced the
number of access points. We have closed a lot of doors. What we
can do is make sure that the security forces that we have in
place—whether those be LEOs that are on patrol there, and they
are required to do that: whether it is airline security officers, and
they are required to do that: on challenge procedures and so
forth—that we concentrate them on just the bare minimum number
of access points at a particular airport so that it can maintain prop-
er functioning.
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Ms. SANCHEZ. I understand. And I think it is a good idea that
we have limited access, and this is not the registered travel pro-
gram, but this is just because I am interested in this other subject,
but what you are really telling me is I can be somebody—this sys-
tem is assuming that if you are an employee of the airport or the
airline that doesn’t go through the checkpoints but goes through
this other door, that because I have had a security background, I
am going to have less of a security check when I come to work than
anybody else, where, in fact, as an employee, I may not have had
my background checked yet. That is a possibility, right?

Mr. BLANK. That is what I want to verify.

Ms. SANCHEZ. That is not the subject of this congressional hear-
ing, but it is an interesting fact that I have just heard.

Mr. LUNGREN. Lady’s time has expired. The gentleman from
Georgia, Mr. Linder, is recognized for 5 minutes.

Mr. LINDER. If a person goes through one of these portals at
some airport where the swipe card is used instead of a thumbprint
or a fingerprint, does that swipe card show up on some monitor the
face of that person who is holding it?

Mr. BLANK. That is one of the technologies we have tested as far
as the pilot is concerned. That occurs at a number of the airports,
but not at every one. So we have that capability.

Mr. LINDER. Is there somewhere that the swipe card is used and
it doesn’t show a picture?

Mr. BLANK. Yes.

Mr. LINDER. What is the point?

Mr. BLANK. Well, because we have biometric data. The picture is
a higher and better degree of security, but you don’t often fool the
fingerprint biometric. It pretty much identifies you every time.

Mr. LINDER. I thought you said that some places the fingerprint
is used, and other places just a swipe card is used.

Mr. BLANK. I am sorry. I thought we were back to the registered
traveler program. There are some airports that have access to se-
cured areas that use a swipe card. We are about ready—but some
airports have not gone to the biometric technology. Most will, be-
cause they have the concern that standards haven’t been published.
We will have standards published to assist these airports, and
moving to biometrics within the next several months. That is a re-
quirement of the intel reform bill.

Mr. LINDER. You mentioned a BearingPoint study that just re-
cently has been done. There is another Bearing Point study that I
would like you to refer to. It was studying Kansas City screening
operation which is privately run—one of the five pilots in this coun-
try that are privately run. And my recollection is that the Bearing
Point study said that the privately run TSA screening operation
with TSA’s regulations, but privately run hiring and overseeing
staff, saved $8 million that year in Kansas City versus the cost of
government running it. Is that true?

Mr. BLANK. I am familiar with that BearingPoint study, but I am
not familiar with that finding. I would be pleased to check and
come back to the committee.

Mr. LINDER. Please.

Mr. LUNGREN. Would the gentleman yield? I have been informed
we have eight votes on the floor. So I would be predisposed not to
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come back, but we will keep going for a few minutes if that is the
pleasure of the committee.

Mr. LINDER. I have two more comments on the Bearing Point
study. Is it still the case that you have on any given day 17 percent
of your screeners that just don’t show up for work?

Mr. BLANK. I don’t believe that is correct, but I am not familiar
with that statistic.

Mr. LINDER. Is it still the case you have about a 28 percent an-
nual turnover?

Mr. BLANK. That is not correct. It is about 23 percent annualized.
That is the same as the Ritz Carlton Hotel chain, for example.

Mr. LUNGREN. That is the first comparison I have heard of TSA
to the Ritz Carlton.

Mr. Dicks is recognized.

Mr. Dicks. When is the decision going to be made about this reg-
istered traveler? You say by the end of the next fiscal year?

Mr. BLANK. Yes.

Mr. Dicks. And the decision will be whether we go nationwide
or how we are going to ramp it up?

Mr. BLANK. How we are going to ramp it up, what is the role of
the private sector, how will we achieve interoperability, what will
you have to submit, 10 prints plus a name check, and whether less
security measures would be acceptable.

Mr. Dicks. By the way, on the fingerprints there is no doubt in
my mind, having heard a lot of testimony in this committee that
the 10 prints are much more reliable than the two prints we use
for U.S. VISIT, which I think was a terrible tragic mistake. But
what are you going to do on that? Are you going to use 10 prints?

Mr. BraNK. I think it is entirely likely that we will. That is a
decision that belongs to my bosses to make, but I think it is highly
likely we will.

Mr. LUNGREN. Will the gentleman yield? I think you will find
support on both sides of the aisle on that.

Mr. Dicks. I think the case here is overwhelming. We made a big
mistake on U.S. VISIT. Even though we did let them know ahead
of time that this was mistake, they still went ahead and did it,
which I think we will have to pay for and change. I yield back.

I just say to Mr. Pearce, one other benefit of this is the short
line. That, to me, for all the guys way back, and you are up there
right quick, I think that is benefit.

Mr. LUNGREN. Gentleman from New Mexico, Mr. Pearce, is rec-
ognized.

Mr. PEARCE. Absolutely. That is the reason I said please keep it
in effect. But if everyone has a registered traveler—and I think
something like 80 percent of the travelers are frequent fliers and
so they would probably be registered travelers—now the lines are
going to be just as long for the registered traveler program.

Mr. DEFAZzIO. It is 8 percent of the people take 25 percent of the
flights. So it is a large percentage of people who are infrequent
travelers.

Mr. PEARCE. My question, I suspect if you are going to imple-
ment something the first of the year, Mr. Blank, you probably have
estimates of what the costs would be to implement that nationwide.
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We have discussed the cost of the pilot program. What are the costs
of the full program?

Mr. BLANK. It is going to be run by fees. Our 2006 request is for
422.5 million in fees. We expect to have some carryover money to
sustain the program in 2006. And if we use the private sector
model, and we are at that fee level, we could potentially get up to
a million registered travelers.

Mr. PEARCE. If you have a million travelers and 22.05 million in
fees, what is—how many airports will you be taking care of?

Mr. BLANK. We have to figure that out between now and the end
of the fiscal year. But I would say we would very likely concentrate
on category X and category 1 airports where we have most of the
passengers and where we would have most of the strains on re-
sources.

Mr. PEARCE. Mr. Blank, the number of airports you would guess
would be how many?

Mr. BLANK. Eighty.

Mr. PEARCE. Eighty airports. Okay. Thank you, Mr. Chairman.

Mr. LUNGREN. Mr. DeFazio is recognized for 2 minutes.

Mr. DEFAzI0. Hopefully in establishing the registration process,
however, you won’t restrict it to people who are resident and origi-
nating in those airports, as the current program I described last
week, where, although I fly out of the same terminal that has a
registered traveler device at National, I can’t use it because I
wasn’t on that airline at that airport. I am just a 180,000-mile-a-
year guy with other airlines. Hopefully you will accommodate a
wider perspective.

At London Heathrow, their philosophy was, as I was being very
vigorously frisked as a Member of Congress with a member of Par-
liament being vigorously frisked, every time we went in and out of
security. They make no exceptions. They go through everybody’s
toolbox and go through everything that goes in or out of the secure
area of the airport. I said, well, why would you do that? They said,
Yeah, but a guy got in trouble, got blackmailed or whatever else,
and he is smuggling something in today. So situations change.
They don’t consider the one layer or the background check.

On background checks, my understanding is that at San Fran-
cisco they fingerprint everybody. Other airports, they just take
your name, you work for this catering company, the catering com-
pany clears you by name check only and no prints at all. That, it
seems to me, should be consistent among airports and should be
something more meaningful and not just a name check, but a name
check where the fingerprints are associated with the criminal and
other databases, and that is not being done.

Mr. BLANK. I would like to come back to the committee on that,
because I am not fully familiar with the regulations.

Mr. DEFAzIO. I think there is some discretion that is given. We
need to distinguish here. You get a name and you don’t know that
that is that person. I tried to explain that to another representative
at TSA. But she never got the idea that someone could have her
name and clear it through a background check and it may not be
her. The point is that associating at least with employees’ finger-
prints, you might find you can still fake the name, but you may be
in the databases for other purposes. That still isn’t foolproof, be-
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cause without doing a real FBI background check, we don’t know
that you are that person or have been that person at those resi-
dences, et cetera, et cetera. So thank you.

Mr. LUNGREN. I thank the gentleman. We would like to thank
Mr. Blank for your valuable testimony and the Members for their
questions. The members of the committee may have additional
questions for you and we would ask you to respond to these in writ-
ing. The hearing record will be held open for 10 days.

And, without objection, the committee stands adjourned.

[Whereupon, at 2:15 p.m., the subcommittee was adjourned.]
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U.S. HOUSE OF REPRESENTATIVES,
COMMITTEE ON HOMELAND SECURITY,
SUBCOMMITTEE ON ECONOMIC SECURITY,
INFRASTRUCTURE PROTECTION, AND CYBERSECURITY,
Washington DC, June 23, 2005

Re: June 9 Testimony: The Promise of Registered Traveler

To Whom it May Concern:

I appreciated the opportunity to share my views with the Com-
mittee at the June 9 hearing entitled “The Promise of Registered
Traveler.”

Since that time, allegations have surfaced that the Transpor-
tation Security Administration has collected and maintained exten-
sive personal information about airline passengers for testing of the
Secure Flight program even though Congress forbade it and the
TSA said it would not do so.

While the exact allegations are unclear and have not been prov-
en, I believe the consequences may be quite serious. The American
public and Congress rely on agencies’ Privacy Act notices and re-
lated publications as describing accurately what they will do with
Americans’ personal information.

In preparing for the June 9 hearing, I reviewed and relied on the
TSA’s June 1,2004 Privacy Act System of Records Notice, 69 Fed.
Reg. 30948, regarding the Registered Traveler program and the
Registered Traveler Pilot Privacy Impact Assessment dated June
2%A2004. My testimony assumed that such documents bind the
TSA.

Had I known of allegations that the TSA ignores the Privacy
Act’s requirements and its own promises about American travelers’
privacy in the Secure Flight program, I certainly would have in-
cluded this information in my testimony. Unaware of the allega-
tions, I may have misinformed the Subcommittee, understating the
risks to privacy from programs like Registered Traveler and. Se-
cure Flight.

Sincerely,

THE CATO INSTITUTE,
JIM HARPER,
Director of Information Policy
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