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TRANSPORTATION SECURITY
ADMINISTRATION’S OFFICE OF
INTELLIGENCE: PROGRESS AND CHALLENGES

Wednesday, June 14, 2006

U.S. HOUSE OF REPRESENTATIVES,
COMMITTEE ON HOMELAND SECURITY,
SUBCOMMITTEE ON INTELLIGENCE, INFORMATION
SHARING, AND TERRORISM RISK ASSESSMENT,
Washington, DC.

The subcommittee met, pursuant to call, at 2:40 p.m., in Room
311, Cannon House Office Building, Hon. Rob Simmons [chairman
of the subcommittee] presiding.

Present: Representatives Simmons, Gibbons, Pearce, Lofgren,
Lowey and Langevin.

Mr. SiMMONS. The quorum being present, the Committee on
Homeland Security, Subcommittee on Intelligence, Information
Sharing, and Terrorism Risk Assessment will come to order. Today
the subcommittee meets to hear testimony on the Transportation
Security Administration’s Office of Intelligence and its integration
within the DHS intelligence enterprise.

We will be hearing testimony from two witnesses today. Our first
panel, we will be hearing from Mr. William B. Gaches, TSA’s As-
sistant Administrator for Intelligence. Welcome, Bill. Good to have
you here.

And our second panel, we will hear from Ms. Cathleen Berrick,
Director of Homeland Security and Justice, U.S. Government Ac-
countability Office.

I thank Mr. Gaches for being here this morning, and I also want
to thank you for hosting our visit to your facility on Monday. The
tour provided the subcommittee with insight for a look at how your
office carries out its mission to identify, deter, and mitigate threats
against our Nation’s transportation infrastructure. And I look for-
ward to continuing the discussion that we began on your role in
protecting our Nation.

I also look forward to hearing from you today on the roles and
responsibilities of the TSA Office of Intelligence and its role in the
DHS intelligence enterprise. TSA’s Office of Intelligence was cre-
ated to mitigate the risk of terrorism against aviation. Formed in
the wake of the 1988 Pan Am Flight 103 bombing over Lockerbie,
the legacy Federal Aviation Administration’s Office of Civil Avia-
tion Security Intelligence was eventually transformed into a 24/7
operation during the Gulf War. However, the fate of the FAA’s In-
telligence Office was tragically changed on September 11, 2001.
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Given these events, I found it very interesting and encouraging
that one of the mantras of personnel from TSA’s Office of Intel-
ligence is, and I quote, zero tolerance for failure; no successful at-
tacks against U.S. transportation based on failure by TSA intel-
ligence to warn or inform.

The culture of TSA intelligence is emblematic of DHS itself. It
is a culture of men and women that readily accept the responsi-
bility to protect our Nation against the threat of terrorism. When
I visited the office on Monday, I met a gentleman who worked for
you, and I asked him why he chose TSA instead of the more tradi-
tional intelligence agencies like CIA or FBI, and he told me, and
I quote, because here I am defending the homeland, unquote.

The good men and women that work in intelligence at TSA work
hard every day to defend us against attack. That work is impor-
tant. We must ensure as a Congress and as a government that they
have the tools and policies in place to get the job done.

I would now like to recognize the Ranking Member of the sub-
committee Ms. Lofgren for any statement she may have.

Ms. LOFGREN. I am pleased we are turning our attention today
to the Transportation Security Administration’s Office of Intel-
ligence. The Department’s Chief Intelligence Officer Charlie Allen
recently testified before us about one of his key goals making all
the Departments’ intelligence offices work together. Put simply,
Mr. Allen wants intelligence folks and TCB and to be on the same
sheet of music when it comes to the intelligence agenda. To get
there he needs the various intelligence offices falling under his
leadership to share information with each other and to draw on
each other’s expertise in order to produce unique intelligence prod-
ucts, products that advise the Department’s State, local, tribal, and
private sector partners about what steps to take to protect people
and property from terrorist attacks.

I therefore welcome the testimony here today and look forward
to Mr. Gaches’ testimony about the work he is doing. I look forward
to asking both witnesses about the practical impact that TSA’s in-
telligence shop has on everyday Americans. Specifically, I am inter-
ested with TSA’s ongoing involvement and its impact on TSA’s Se-
cure Flight program.

Most Americans are well aware of news stories about senior citi-
zens, babies, nuns and even Members of Congress being stopped at
airports because they share the same or similar name as a terrorist
on a watch list. In fact, a member of my own family is routinely
stopped by certain airlines whenever he flies. I understand that
TSA intelligence analysts are stationed at the Terrorist Screening
Center at this very moment and are assisting in the monumental
task of manually reviewing the tens of thousands of names in-
cluded on the watch list based upon information we have recently
received from the Department of Justice’s inspector general. How-
ever, this manual review process will take 5 or 6 years to complete.
We simply don’t have 5 or 6 years to read through records to get
the data right.

A similar data problem apparently plagues TSA’s planned Secure
Flight program. Ms. Berrick testified this past February the pro-
gram, as presently envisioned, will rely upon the Terrorist Screen-
ing Center’s terrorist watch list to conduct automatic name checks



3

to see if a passenger with an airline reservation is a terrorist or
not. If the records on the watch list are inaccurate or incomplete,
TSA’s intelligence analysts along with their colleagues at the Ter-
rorist Screening Center will have to perform a manual review of
passenger records on sometimes very short time frames in order to
see if they can figure out who is who. The same manual review will
be needed if the airlines that submit passenger information to se-
cure flights somehow muck up the data during the reservations
process. Not only will this lead to delays, but I fear it won’t protect
us. Terrorists could game the Secure Flight system and also the
current watch system.

As Ms. Berrick states in her prepared testimony today, Secure
Flight was not designed to protect people using stolen identities
from boarding airplanes. Given the millions of veterans’ records re-
cently stolen from the Department of Veterans Affairs complete
with names, dates of birth and Social Security numbers, this vul-
nerability is a particularly serious one. Now that TSA has an-
nounced that its going back to the drawing board on Secure Flight,
it might make sense to figure out how to address the identity theft
problem as well as the inadequacy of name checks before getting
too far ahead of itself. I therefore look forward to Mr. Gaches’ com-
ments not only about the work he is doing to stand up TSA’s Office
of Intelligence, but also how he is gearing it up to prepare for Se-
cure Flight and to address the problems that Ms. Berrick and oth-
ers at GAO have identified.

Welcome to you both, and I yield back, Mr. Chairman. Thank
you.

Mr. SIMMONS. Thank you very much. And as the other members
of the subcommittee know, they have an opportunity to insert any
opening statement for the record that they may wish to insert.

Mr. SIMMONS. And it is a pleasure to have the distinguished gen-
tlewoman from New York here with us this afternoon.

Our first witness will be William Gaches, who is the Assistant
Administrator for Intelligence, Director of Intelligence and Anal-
ysis, Transportation Security Administration. He assumed this re-
sponsibility in February of 2006 and is the senior intelligence offi-
cer for the Transportation Security Administration.

From the year 2003 to 2004, Mr. Gaches headed the DCI’s Ter-
rorist Threat Integration Center, Analysis and Production Depart-
ment, and was responsible for managing and overseeing all of
TTIC’s publication and analysis efforts. He is a 30-year veteran of
the National Security Agency, has earned his BA in political
science from Westminster College, received a master of liberal arts
from Johns Hopkins University, and advanced certificate in Amer-
ican public policy from the University of Maryland in Baltimore. It
is good to have you here.

We will put a 5 minute light on. We have your full testimony,
so you don’t have to read it. And if you wish to summarize in 5
minutes, we look forward to hearing your testimony.
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STATEMENT OF WILLIAM GACHES, ASSISTANT ADMINIS-
TRATOR FOR INTELLIGENCE, TRANSPORTATION SECURITY
ADMINISTRATION, U.S. DEPARTMENT OF HOMELAND SECU-
RITY

Mr. GAcHES. Thank you, Mr. Chairman, Ranking Member
Lofgren, for the kind opening comments. Members of the sub-
committee, thank you for this time. It is an opportunity to talk to
you about the Office of Intelligence at the Transportation Security
Administration, our mission, our capabilities and some thoughts
about how we use intelligence to help secure the transportation
networks of America.

As I have not appeared as a witness before this subcommittee
prior to today, allow me to a little bit more formally introduce my-
self. As Chairman Simmons said, I arrived at TSA in February of
2006. For over 31 years I served at home and abroad as an officer
of the National Security Agency, including being the NSA produc-
tion manager for counterterrorism from 2000 to 2003.

In 2003, as Chairman Simmons pointed out, I was indeed asked
to be one of the founding leaders of the President’s Terrorism
Threat Integration Center, or TTIC, which later became the Na-
tional Counterterrorism Center, or NCTC, and in this 2003 to 2006
timeframe, I did, in fact, run the analytic element of those organi-
zations.

Along the way I became committed to the concept of team play,
and also I became a colleague and, I dare say, a friend of Charlie
Allen, DHS’s Chief Intelligence Officer. As I headed, I thought,
from NCTC back to NSA, Charlie Allen asked me if I would be in-
terested in helping TSA improve their intelligence department. For
me, a guy who wished to be a pilot in younger years and a college-
age summer hire of a national airline, this would be too good an
opportunity to pass up, action-oriented intelligence work coupled
with transportation.

Administrator Hawley and I met, and by early February I was
an assignee at TSA headquarters, but my commitment to TSA has
steadily grown since that time, and on Friday, 12 May, I resigned
frf(f)‘m NSA and the following Monday came back to work as a TSA
officer.

The mission of the TSA Office of Intelligence is, in fact, formally
outlined in the Aviation and Transportation Security Act of 2001
and, in short, directs TSA to receive, assess and distribute intel-
ligence information related to transportation security. This dy-
namic, multifaceted effort by TSA must be done in concert with the
efforts of the DHS’s Chief Intelligence Officer, his staff and DHS’s
other component intel shops. We cannot operate so independent as
to preclude coordination and consultation with and across DHS,
and we are, in fact, fully committed to the Secretary’s objective as
stated before the full committee this past October by Charlie Allen
regarding integrating the intelligence elements of the Department,
creating a unified intelligence culture, and improving the flow and
reporting of intelligence.

This architecture building is, in my humble opinion, comparable
to DOD’s joint staff model. We are in the JCS/J2, work hand in
glove with the J2s of the combatant commanders in the field, and
each field commander’s intel chief has their autonomy and their re-
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sponsibilities, but one of those responsibilities is to work in concert
with the JCS/J2 back in the Pentagon.

The intelligence office at TSA is comprised of 99 government per-
sonnel and about 40 contractors. We operate on a budget of about
$21 million, most of which is used to pay for salaries, IT support
and the critical IT linkage to the field and our customers. Organi-
zationally we have three major components: a 24-by-7 watch oper-
ation at TSA headquarters, as well as intelligence officers at TSA’s
operation center in Herndon, Virginia; an analytic effort, which I
view as our core purpose; and a business management team to help
us run right and run straight.

Many of my analysts have prior intelligence and/or law enforce-
ment backgrounds either in the military or at agencies such as
FBI, DIA and CIA. Our products are transportation focused, and
we strive to issue much at the lowest classification level possible,
frequently to include unclassified reports.

We have two primary customer sets. First, the major transpor-
tation industries, aviation, mass transit and rail, maritime, cargo,
highway, and plpehne and our second primary customer is the
operational element of TSA, almost the rest of TSA, which includes
150 TSA Federal security directors and 40 ,000 transportation secu-
rity officers, formerly known as screeners, supporting 450 federal-
ized airports and associated intermodal transportation activities
across the country, as well as 21 Federal air marshal field offices.
Working together, we help to operationalize the intel and put it to
work to secure our transportation networks.

We also interface daily with and draw upon the U.S. Intelligence
Community as well as other U.S. Government agencies. We con-
sider all forms of intelligence as critical to our mission, and we also
rely heavily on open-source information to include information gar-
nered by the transportation industry, and by TSA officers in the
field at passenger checkpoints, and by TSA’s Federal Air Marshal
Service.

We are not, nor should we be, construed as experts in all things
terrorism, but we need to know where to go to get that expertise,
then operationalize this intelligence and make it work for our cus-
tomers. The intelligence analysts at TSA needs to comprehend fac-
ets of transportation and simultaneously the implications of the in-
telligence covering terrorists’ intentions, plans and activities.

In conclusion, the future for the Office of Intelligence will be
challenging, as is any Office of Intelligence engaged in the global
war on terrorism. Our adversary is determined, learns from its
mistakes and is flexible in many ways. We will focus on training
our workforce and on continuing to work with DHS, the U.S. Intel-
ligence Community, and our customers. This is a battle that cannot
be won by one agency or even two or three. It will take a collabo-
rative and cooperative approach across DHS and across the U.S.
Government. As the Assistant Administrator For Intelligence at
TSA, you have my pledge that I will do all that I can within au-
thorities in law to ensure the safety of the United States’ transpor-
tation networks.

Thank you for this opportunity, and I welcome your questions.

Mr. SIMMONS. I thank you for that testimony.

[The statement of Mr. Gaches follows:]
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PREPARED STATEMENT OF WILLIAM GACHES

Good morning, Chairman Simmons, Ranking Member Lofgren, and members of
the Subcommittee. Thank you for this opportunity to speak with you about the
Transportation Security Administration’s Office of Intelligence (OI) and its crucial
role in assuring transportation security. OI serves the Assistant Secretary, key TSA
staff, TSA field elements and a select, specialized set of stakeholders located mainly
in the transportation sector. As such, its efforts complement and are coordinated
with the broader mission of the Department of Homeland Security (DHS). Today,
I would like to address who we are, what we do and our ongoing efforts to improve
intelligence at TSA.

Our Mission

The layered approach to security seeks to identify and deter threats well before
they reach America’s airports, railways, highways, mass transit, and ports and pipe-
lines. United States government agencies work with others around the globe to iden-
tify and disrupt terrorist activities at their source. U.S. Customs and Border Protec-
tion activities further identify potential terrorists and bar their entry into the
United States. Federal, State, and local law enforcement work together with the FBI
in Joint Terrorism Task Forces across the United States to identify and disrupt ter-
rorist activities within the country. Intelligence activities are vital to the success of
this effort and TSA’s OI is a key part of the intelligence team.

Although many of TSA’s most visible programs, like aviation checkpoint screen-
ing, are intended to deter and physically prevent terrorists from carrying out a
planned attack, the reality is that much of what TSA does is focused on stopping
terrorists before they launch an attack. OI is absolutely critical to that effort be-
cause information, analyzed and shared, is the very heart of this defense. That is
why we are working to enhance TSA’s role as an information resource to support
our partners and stakeholders in transportation security. Our goal is to make sure
that our government and private sector partners receive timely information from us
and communicate directly with us so we can achieve maximum effectiveness in our
response to terrorism and ideally in its prevention.

OI is legislatively mandated by the Aviation and Transportation Security Act of
2001 (ATSA), further revised by the Homeland Security Act of 2002. ATSA directs
TSA to receive, assess, and distribute intelligence information related to transpor-
tation security; assess threats to transportation; develop policies, strategies, and
plans for dealing with threats to transportation security; [and] act as the primary
liaison for transportation security to the intelligence and law enforcement commu-
nities. . .”

OI is the intelligence organization for TSA, providing an organic capability to re-
view, synthesize, and analyze transportation specific intelligence. It is the only fed-
eral intelligence entity focused solely on security of the transportation sector. OI co-
ordinates closely and shares information with other DHS components, the intel-
ligence and the law enforcement community, other government departments and
agencies such as DOT and FAA, and the transportation industry. To facilitate col-
laboration with the intelligence community and provide rapid analysis and notifica-
tion of threats, this office has placed liaison officers with key intelligence community
and law enforcement agencies across the Federal government.

OI is critical to TSA’s overall risk-based security strategy. Its products provide a
threat framework to prioritize security resources which is regularly used by the Fed-
eral Air Marshal Service, Federal Security Directors and the transportation indus-
try. The office operates and maintains a twenty-four hour a day, seven days a week
intelligence capability for TSA and, in conjunction with the Transportation Security
Operations Center (TSOC), disseminates warnings and notifications of credible and
imminent threats.

In order to perform its mission, OI provides and maintains the information tech-
nology (IT) infrastructure for interfacing OI with U.S. Government classified net-
works. It also maintains secure electronic connectivity to over 190 TSA field ele-
ments via the Remote Access Security Program (RASP) that provides the TSA field
with access to classified information in a timely and secure manner.

It must be stated that TSA’s OI is one part of the team at a complex and multi-
functional Department of Homeland Security. We are fully committed to the Sec-
retary’s objective as stated before the full committee this past October by Charlie
Allen, DHS’s Chief Intelligence Officer, of integrating the intelligence elements of
the Department so as to create a unified intelligence culture, improving the flow of
intelligence information both horizontally and vertically throughout the organiza-
tion, and improving the reporting of intelligence information from the Department’s
operating components and providing actionable, relevant analysis back to them.
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The Office of Intelligence consists of two Divisions. The Intelligence Watch and
Outreach Division functions as a 24/7 watch, providing indications and warning in-
formation related to transportation security while fulfilling vital communication and
liaison roles. The Current Intelligence and Assessments Division assesses current
and emerging threats across all modes of transportation and creates products that
are key to shaping security policy and developing and implementing counter-
measures.

Intelligence Watch and Outreach

Our Intelligence Watch and Outreach (IW&O) Division employs a cadre of experi-
enced intelligence officers who operate and maintain a 24/7 intelligence watch capa-
bility for TSA. The essential goal of their efforts is to identify and assess the credi-
bility of any security threat(s) to U.S. transportation, to alert OI and TSA managers
and staff to these threats, and to support OI, TSA, and other U.S. Government orga-
nizations in their efforts to deter and prevent credible planned or actual attacks
against U.S. transportation by providing Intelligence indications and warning sup-
port and crisis management assistance.

To support this mission, IW&O maintains a full-time liaison officer presence at
seven key Intelligence Community (IC) and Law Enforcement (LE) nodes including
DHS’s Office of Intelligence and Analysis, the Director of National Intelligence’s
(DNI) National Counter Terrorism Center, the FBI’s National Joint Terrorism Task
Force, Customs and Border Protection’s National Targeting Center, the National Se-
curity Agency (NSA), the DEA-administered El Paso Intelligence Center (EPIC) Air
Watch, and the Terrorist Screening Center (T'SC). These liaison relationships facili-
tate the timely analysis and exchange of intelligence relating to transportation secu-
rity and also provide these other entities with valuable expertise in transportation
security as well as real time access to our experts and capabilities in the OI.

In addition to the Headquarters Watch operation, IW&O also maintains an OI of-
fice (24/7) at TSA’s TSOC. In that capacity, it provides direct intelligence support
to the TSOC and the Federal Air Marshal Service’s Mission Operations Center. The
office also develops and executes all OI field support and Intelligence Operations
outreach programs.

Current Intelligence and Assessments

OT’s Current Intelligence and Assessments (CI&A) section is a well experienced
group of intelligence officers whose products and programs focus on the terrorist
threat to transportation. These professionals perform valuable functions in support
of daily security readiness and long term strategic planning. Among their products
are:* The Transportation Intelligence Gazette (TIG), Weekly Field Intelligence Sum-
mary (WFIS), Suspicious Incidents Report (SIR);* Specialized analytic assessments
focused on terrorist groups, weapons, explosives, Chemical, Biological, Radiological,
Nuclear, or High-Yield Explosive threats (CBRNE), modus operandi, tactics and
trends;* Baseline modal threat assessments, updated as developing information
warrants; and* Special reports and other products as needed to support the intel-
ligence needs of TSA, DHS, and the intelligence and law enforcement community.

Significantly, CI&A provides intelligence support for other TSA Assistant Admin-
istrators, notably Transportation Sector Network Management (TSNM) and its
modal general managers, Security Operations, and Law Enforcement/Federal Air
Marshal Service. CI&A products assist these critical TSA components in assessing
risk, to include consequence, criticality and vulnerability, and developing appro-
priate security programs, countermeasures, mitigation strategies and protection
guidance.

CI&A’s focused examination of data to identify new or unrealized threats in the
transportation domain assists TSA leadership in understanding the strategic threat.
Analytical products are used in the development of security policies and the setting
of program priorities. Transportation intelligence assessments often serve as the key
ingredient in shaping Security Directives (SDs) and Emergency Amendments (EAs)
to stakeholders and support decisions on countermeasures. Frequently, CI&A coordi-
nates on issues related to the National Infrastructure Protection Program (NIPP),
National Strategy for Transportation Security (NSTS), National Planning Scenarios,
Strategic Homeland Infrastructure Risk Assessment (SHIRA), Transportation Secu-
rity Operational Plan (TSOP) and other similar programs. CI&A also plays a critical
role in the development and coordination of interagency security initiatives. The Di-
vision’s Director serves as TSA’s technical advisor to the Overseas Security Advisory
Council (OSAC) of the Department of State and directs TSA’s Chemical and Biologi-
cal Task Force, which, in turn, provided countermeasures support to the TSA Pan-
demic Influenza Task Force.

OI directs TSA’s Red Cell activity to identify potential vulnerabilities in the trans-
portation system through the use of adversarial (terrorist) role playing and scenario
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development. All major offices of TSA participate in the Red Cells, to include TSA
field personnel, Office of Security Operations, TSNM, OI, Internal Affairs, Informa-
tion Technology, Operational Process and Technology, Office of Chief Counsel, and
Office of Law Enforcement/Federal Air Marshal Service. Red Cell members reflect
TSA’s broad knowledge, expertise and ability to think creatively and outside-the-
box. The purpose of the TSA Red Cell is to provide TSA leadership with threat sce-
narios that could affect the U.S. transportation infrastructure so that mitigation
strategies are developed to counter these vulnerabilities. Following the presentation
of the Red Cell scenarios to TSA senior leadership, other TSA offices conduct criti-
cality and consequence analysis, determine appropriate counter measures and vali-
date mitigation strategies. U.S. transportation sector representatives and industry
stakeholders are made aware of these Red Cell scenarios which pinpoint potential
vulnerabilities to the transportation system so that they may assist TSA in the de-
velopment of mitigation strategies.

In support of transportation stakeholders, CI&A coordinates with Information
Sharing Analysis Centers (ISACs) to ensure awareness of and maintain a baseline
understanding of threats to all modes of transportation. The Department, working
with the Federal Transit Administration (FTA), coordinates information and threat
sharing for rail and transit through the Surface Transportation Information Sharing
and Analysis Center (ST-ISAC) in partnership with the Association of American
Railroads (AAR) and the American Public Transportation Association (APTA). As
part of the significant partnership that has developed, TSA hosts ST-ISAC rep-
resentatives at the TSOC. Similarly, CI&A, in coordination with security program
officials at DHS, TSA, and DOT, shares threat information with highway, trucking,
and motor carrier stakeholders through the Highway Watch program. The TSOC
maintains a working area and supporting equipment for this program as well.

Across the critical infrastructure sectors, including transportation, DHS is stream-
lining governmental organizational structure and processes to improve coordination
and engagement with industry stakeholders. Government Coordinating Councils
(GCCs) have been established to implement the public-private partnership envi-
sioned by the National Infrastructure Protection Plan. The Transportation Sector
GCC formed in January 2006. That council is establishing its membership and oper-
ating procedures, direct formation of modal GCCs, and facilitating outreach to
stakeholders to foster development of equivalent Sector Coordinating Councils (SCC)
for each of the transportation modes and the sector as a whole. Membership in-
cludes TSA as Chair, DHS, Department of Transportation (DOT), Department of De-
fense (DOD), and the Department of Energy. GCCs in each of the modes are devel-
oping strategies, plans, and initiatives for transportation security.

The intelligence professionals at TSA OI provide essential all-source, all modal,
foreign and domestic transportation threat intelligence analysis capability in the
United States Government.

The Path Forward

The spectrum of its transportation security responsibilities, TSA seeks opportuni-
ties to enhance security posture and activities through targeted deployment of re-
sources. In the intelligence field, OI has established a Pilot Program to enhance re-
porting of information obtained incidental to law enforcement and security oper-
ations, by deploying Field Intelligence Officers to a select group of airports including
Boston, New York (JFK International Airport), Miami, Chicago (O’Hare Inter-
national Airport), Los Angeles (Los Angeles International Airport), Phoenix and Dal-
las Fort Worth. Our goal is to improve intelligence support, coordination, and com-
munication between TSA Headquarters, our Federal Security Directors (FSDs) and
our modal stakeholders. After a one year trial, the Pilot Program will be evaluated.

The Field Intelligence Officers will serve as the principal advisor to FSDs and
their staffs on all intelligence matters. Other responsibilities will include developing
and maintaining a working relationship with local, federal, state, and private enti-
ties responsible for transportation security, regardless of mode. It is important to
note here that while our officers will be based at the airports, they will still inter-
face with the security elements from the local rail, mass transit, highway, and port
and pipeline (where applicable) modals to facilitate the sharing and exchange of rel-
evant threat information among these modals. TSA Field Intelligence Officers will
gather pertinent law enforcement and intelligence information and ensure it is dis-
seminated throughout the National Intelligence Community. Law enforcement infor-
mation will be vetted, validated, and formatted as Homeland Intelligence Reports
(HIRs) by TSA’s Office of Intelligence HIR program. Upon approval, the HIRs will
be disseminated to the Intelligence Community.

Field Intelligence Officer core competencies will include:* delivery of intelligence
briefings to FSDs, senior staff, airport workforce and partner agencies;* service as
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intelligence liaisons with applicable federal, state, and local intelligence offices;* the
facilitation of intelligence data sharing from TSA Headquarters via the Office of In-
telligence; and* submission of field intelligence reports to TSA Headquarters via the
Office of Intelligence.

Staffing for the Field Intelligence Officers will rely on highly competent and expe-
rienced personnel. These officers are expected to interact and coordinate with mul-
tiple levels of government and non-government personnel at each site. The Field In-
telligence Officers will serve as the face of TSA’s Office of Intelligence for thousands
of TSA employees working at the airports.

Operational support derives from the TSA Assistant Administrator for Operations
and the FSDs at the seven participating airports. TSA’s Office of Intelligence has
sufficient staffing to support the Pilot Program.

Conclusion

TSA’s Office of Intelligence serves a select, specialized community of TSA leader-
ship and key stakeholders. Our position within the government draws upon the ex-
pertise of experienced intelligence officers whose focus on the transportation indus-
try provides the intelligence and law enforcement communities with valuable re-
sources with which to prevent a terrorist attack. By providing an organic capability
to review, synthesize, and analyze transportation specific intelligence, we make an
absolutely critical contribution to our nation’s security which complements the ef-
forts made in the Department as well the government as a whole.

Thank you again for this opportunity to inform the subcommittee of our efforts.
I would be happy to respond to any questions that you might have.

Mr. SIMMONS. In my opening statement, I referred to the TSA’s
Office of Intelligence slogan, I guess you could say, zero tolerance
for failure. You know, air traffic is one of those modes of transpor-
tation where somebody like myself who is inherently scared of fly-
ing wants to make sure that the takeoff, the flight, and the landing
are done 100 percent perfectly. We don’t want 95 ercent of the
takeoffs, the flights, and the landings to be successful, you know.
That 5 percent of lack of success is what scares us all when it
comes to flying.

And certainly after 9/11, great efforts have been made by the
U.S. Government and by TSA intelligence to improve the security
of those flights. But in so doing, we also have to balance the pri-
vacy issues of the traveling public with efficiency issues, the effi-
ciency of getting people through the security process and to their
Eir(ﬁ'afts in a timely fashion so that they don’t—they don’t miss the

ight.

What do you see as the principal challenges of your office, of TSA
intelligence, and in balancing that security with that efficiency’

Mr. GAcHES. The challenges that I see in that particular case,
Mr. Chairman, would be largely surrounding first and foremost, we
are concerned about the privacy of the American citizen, and as the
recipient of the no fly and selectee list from the Terrorist Screening
Center and the responsible agent for forwarding that on to the U.S.
airlines in which they do the actual matching with oncoming pas-
sengers, we work as hard, as Ms. Lofgren pointed out, and also in
a very manually intense system right now to try and ensure the
privacy balanced against what we know is out there trying to work
through our system. And it becomes very difficult because, as I
pointed out in my oral testimony, this is an ever-changing enemy;
this is an enemy that is becoming increasingly difficult to identify.
This is an enemy that was not quite what it was in September of
2001 or before that.

So this is a constant balancing act between where we are trying
to preserve the rights and the privacy of American citizens while
still being able to determine where the bad person is, if you will,
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and how they are trying to get through whether it is the aviation
or any other transportation system, a constant balancing act. A lot
of training for our analysts to be witting of privacy concerns. It is
done on an annual basis. So we are trying on many different facets
to balance between both of those very important tasks for the of-
fice.

Mr. SIMMONS. And I am sure you have heard of the stories about
the little baby whose name is Osama bin Laden, or, in my case, the
treasurer of the Connecticut Education Association whose name is
Michael Freeman, whose name matches the name of somebody
else, and when they get slowed down in the process, then we have
to try to correct those holdings for those individuals.

How efficient and how effective do you feel we have been in ad-
dressing those issues?

Mr. GAcHES. I think we have made some progress. I think we
have a long way to go yet, in all honesty. This is a very complicated
process, in an open hearing and unclassified. I know that you all
are familiar with the basic tenets of how this works, the informa-
tion that we receive from the TSC, how that information is fed to
the TSC in the first place. It is a process that when you just look
at it almost in a flow-chart fashion has room, unfortunately, for
error just because of the complexity and the volume and the variety
of the input of the information.

I would certainly welcome you, Mr. Chairman, and Ranking
Member Lofgren, to TSA for a classified sort of A-to-Z review of
this process. There are things that I would be perhaps incorrect in
a public forum to detail about some of the checks and balances that
we can take, and certainly don’t want to give those away in an
open forum, but would be happy to have all of the members of this
subcommittee visit us and have members from the TSC and from
the National Counterterrorism Center and other parts of the com-
munity have a discussion about this entire process. I think you
might find that very useful and helpful and also answer some of
the questions that might be difficult to address in an open forum
here.

Mr. SIMMONS. I appreciate that.

One final question. We all hear about the exceptions to the rule
where the wrong person is identified or stopped or delayed. Am I
correct in assuming that there have been instances where the right
person or a person who is on a terrorist watch list has also been
identified and either detained or otherwise questioned?

Mr. GACHES. Absolutely. A very recent and exciting adventure
that we took part in, actually led a few weeks ago, where through
other sources we had six individuals, five individuals identified on
a particular flight, and, in fact, they were on that list that we call
the no fly List. They were bona fide flyers. They had unfortunately
gotten onto the flight because it was coming from an overseas loca-
tion, so because we knew who they were, we could confirm that.
They were greeted accordingly and followed accordingly by law en-
forcement agencies to determine what they were up to, et cetera.
And, again, wouldn’t want to go into any further detail, but I would
say certainly several times a month we are getting positive hits on
this system.
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Mr. SiMMONS. Thank you. My time has expired, and I recognize
the distinguished Ranking Member.

Ms. LOFGREN. Thank you, Mr. Chairman.

I am wondering, Mr. Gaches, the GAO recently concluded that
TSA’s response to the problems in Secure Flight raise more ques-
tions really than it answered. And I am wondering, they pointed
particularly to the accuracy and completeness of the records in-
cluded in the Terrorist Screening Center’s master terrorist watch
list in the database as well as the protocols for handling airline res-
ervation information in a way that facilitates the TSA-based Secure
Flight automated name-checking process; and then also the role of
TSA OI analysts in ensuring that false positive, innocent people
are identified and then dealt with effectively. Can you address
those GAO criticisms here in a public session?

Mr. GACHES. Thank you for that question and the opportunity to
make a left turn.

Let me say in all honesty, I am clearly not the Secure Flight ex-
pert, and, in fact, it is not a direct responsibility of the Office of
Intelligence. It is a complicated process, as you are aware, because
of the vast number of inputs and the variety of agencies that input
to the TSC and eventually in the case right today of the no fly and
selectee list.

Certainly the Secure Flight program first and foremost is being
revamped and built from privacy up to standpoint, and our goal is
to do it right and not do it fast. And as I think you are aware, we
are rebaselining that program, and I am sure Cathy will have more
words to say about that from the GAO perspective.

I think that in the entire—if I may say that in the entire war
on terrorism, it is difficult to always have precise information on
the individuals that you are looking for, and the details on precise
information, that probably should be left out of this open hearing.
And we would welcome you again to go through in a classified ses-
sion what we use criteriawise, why we encounter problems, and
some thoughts that we have, and perhaps solicit thoughts from you
that we should employ in making this a better and faster system,
because clearly we do have room for improvement.

Ms. LOFGREN. I am wondering, you mentioned in your testimony
that you have information on a daily basis from the Intelligence
Community. To what extent do you have connectivity with the In-
telligence Community? What kind of interface do you have that
permits the full sharing that we expect?

Mr. GACHES. Thank you for that.

As I mentioned, I have come out of that Intelligence Community.
I have accrued a few friends and contacts that will still talk to me
even in the non-IC status that I now hold.

As you know, the TSA Office of Intelligence is not one of the for-
mal 16 members of the U.S. Intelligence Community. Formally,
however, let me point out perhaps one of the most critical things,
even though it sounds somewhat elementary.

Each morning the Administrator and I start our intel day by at-
tending a televised secure videoconference with, I will just say, lots
of folks talking about lots of things, and it is hosted by the Na-
tional Counterterrorism Center, and Admiral Redd, Retired Admi-
ral John Scott Redd, is the host of that. And in that forum we have
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the opportunity to sort of have the huddle, have the scorecard
check, if you will.

That doesn’t stop at that time. There are other video telecon-
ferences then the rest of the 24-hour day involving very many of
the same organizations, usually different sets of players, if you will.
That is one of the best ways to keep connected. We are an active
participant in the Interagency Intelligence Agency on Terrorism.
We are an active participant and supplier, if you will, of liaison of-
ficers, who—I will just say from various parts of the Intelligence
Community, and, of course, there is the thing, this network, of just
keeping in touch with those you used to work with.

Ms. LOFGREN. Well, could I ask just more in a systemic way—
systematic way, I don’t want to denigrate those informal, because
I am sure those are very important, but I am interested, we have
accumulated or supposed to have accumulated intelligence informa-
tion, various databases, one of which is the customs enforcement
arm, Immigration Customs Enforcement. To what extent do you
have technology that can interface with ICE and utilize that data-
base to inform the decisions on the terrorist watch list? And can
you talk about specifically the computer systems and other soft-
ware programs that you have?

Mr. GACHES. I apologize. I could not very well address the com-
puter systems of the IT connectivity between specifically ICE and
those databases that are used in the watch list process, or even to
the Office of Intelligence. That is clearly an area that we need to
grow our connectivity to CBP, to ICE, and the Coast Guard is an
area that both my Deputy and I are very interested in trying to
move forward and bring a closer connectivity between the compo-
nent intel parts of DHS as well as to DHS’s own IA central activ-
ity.

Ms. LoOFGREN. I wonder if you could follow up subsequent to this
hearing with the details on that question.

Mr. GACHES. Sure. I would be happy to do that.

Ms. LOFGREN. Thank you.

Mr. SiMMONS. Chair recognizes the gentlelady from New York.

Mrs. Lowey. Thank you, Mr. Chairman.

And thank you very much for appearing before us, and I would
like to pursue this line of questioning because in my district, there
have been at least five different examples of constituents that have
contacted my office about possibly being placed on a watch list, and
in each case, it seems as though they are a false positive and don’t
deserve extra screening.

One case in particular, which I think we finally sorted out, this
person was a Peace Corps worker in Africa 20 years ago, and he
rides first class, he rides frequently. He has an international busi-
ness. He lives in Westchester County. He must have names similar
to others on the watch list, and each case he still has to arrive sev-
eral hours before he boards the plane. And I hope the most recent
effort that my office has made will take care of this.

But it seems to me that your intelligence office has or should
have a central role in TSA’s current redress process, and my under-
standing is that innocent travelers now supply additional informa-
tion about themselves to TSA to distinguish themselves from those
on the terrorist watch list.
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And we want you to do your job because we understand that the
safety and security of the public is at stake here; however, this par-
ticular case and a half dozen others that have been brought to my
attention just seem to me to be a lack of efficiency, or that is what
I am trying to find out. What is going on? Could you tell me the
average amount of time it takes for an innocent traveler to clear
his name?

Mr. GACHES. Thank you. No, I could not, because the Office of
Redress is the one that has those statistics and runs that activity
where an individual who wants to fill the paperwork out and the
forms to have their name or similar name, if you will, removed and
clarify them as not being the party of interest, they maintain that.
It is an entirely separate operation from me. We occasionally get
involved, depending on the particulars of the case at hand.

I am not familiar with the individual that you mention from
Westchester. I would be happy to take additional information per-
haps after this or through your staff and personally look into this
on your behalf, but the general process is that the Office of Redress
at TSA will take the information from an individual. They will re-
turn to us and to the TSC to compare that information with that
which is held in the databases, and then we can go from there. We
have gone to some—at some points issuing letters for individuals
to carry to explain to the carriers. This takes—sometimes this will
take, unfortunately, a lot of time to get the records cleared all the
way back through the various carriers.

Mrs. Lowey. But, Mr. Gaches, don’t you have a voice in who
makes the no fly list? Has the Terrorist Screening Center drawn
the expertise of your office from making decisions?

Mr. GACHES. In this setting I would just say that the preponder-
ance of the no fly and selectee individuals are nominated by other
agencies, and TSA has a limited role in doing that because this
comes from, we will say, core intelligence agencies and law enforce-
ment agencies. We at TSA Office of Intelligence seldom—certainly
not in the 4 months I have been there—have nominated individuals
for either of these lists.

Mrs. LOwEY. Well, one of my concerns, not just with DHS, but
I have seen this happen with many of the agencies of government,
is the lack of coordination, and it seems to me that we have had
three attempts at least to put in place an automated passenger
screening system, and if you don’t know the role and responsibil-
ities of your people, how would the program be designed in ways
so they are going to work together’ Because it seems that the inte-
gration of these offices should have been addressed in the planning
stages of the program.

Maybe you can explain how that works, and if someone is apply-
ing for redress, shouldn’t the Intelligence Office be involved’
Shouldn’t an intelligence analyst look at what evidence there is
and what questions should be asked, and who else has the back-
ground and knowledge at TSA to inform the discussion of who is
and who is not a terrorist?

Mr. GACHES. I would again comment that our office’s purpose is
more in the liaison with the airlines’ at the beginning. On a redress
issue, we would have—we could help facilitate going back to the
originator of that individual being placed on the list, and 99 per-
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cent of the time, 99-plus percent of the time, that is not the TSA
Office of Intelligence who nominated that person in the first place.
So we would have to go back to the originating agency and ask
them for further details, tell them the information that the Redress
Office has.

And I take your point. We could perhaps be more proactive in fa-
cilitating that between the Office of Redress and whatever element
of the Intelligence Community or law enforcement community nom-
inated the name in the first place. But by and large, that is not
a role that we have had a leading role in, if you will.

Mrs. LOWEY. My time is up, but let me just say, Mr. Chairman,
if I may, I am concerned that we are not doing enough to examine
these names, and if we ever reach a time where we need to focus
our resources on an imminent threat, the terrorist list will be need-
lessly populated by people who pose no threat, and we will not
have separated those individuals who should not be on the list
from those who should; and that we are going to be overwhelmed
by a list which is so long and unrefined that it defeats the very
purpose of a list, which is to focus on the real threats.

So I am concerned that there are so many of these units that
have particular responsibilities, and I wonder about the overall co-
ordination and what your office is actually doing to refine these
lists, but I guess we can take that up another time unless the
Chairman—maybe you could pardon? Okay.

Mr. SiMMONS. We plan to have a second round of questions. I
think the gentlelady’s comments are well taken, and I think that,
as I understand the process both from the witness and talking to
others, the Office of Redress goes back to the originator of the in-
formation, and in these particular instances, if TSA intelligence is
not the originator of the information, let us say it is FBI or CIA
or somebody else, they would not be directly involved.

But I think what you are suggesting, which is quite correct, is
that we have to facilitate and improve the process of cleaning up
these lists, because if my constituent is on the list with several
other people by his name, and one of those people is a dangerous
person, we want to make sure that it is the dangerous person that
is being apprehended and not everybody else. And, you know, that
goes to the issue of trying to improve the process, and that is what
oversight is all about.

And now I yield to my friend from Rhode Island, the distin-
guished gentleman Mr. Langevin, who has been very patient.

Mr. LANGEVIN. Thank you, Mr. Chairman.

And, Mr. Gaches, thank you for your testimony today. And I echo
the sentiments and comments of many of my colleagues. We are
concerned—we obviously want the potential terrorist watch list to
be accurate, and the sooner we can make sure that that list is
culled and that we have an adequate redress process, the better,
because I don’t think there is a member in Congress that hasn’t
had a constituent or someone they know directly that has been on
that list and shouldn’t be because they were looking for a list—the
list itself was looking for someone else.

Turning to another front, though, we have heard from Chief In-
telligence Officer Charlie Allen about his plans for a new Office of
Intelligence and Analysis, and his plans to integrate the various in-
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telligence components as a united intelligence operation. So it
seems to me that IA must decide if it is going to be either a stra-
tegic-type operation that focuses on setting an agenda, policies, and
representing intelligence components like your shop to the wider
Intelligence Community, or an operational shop that is going to be
creating its own intelligence products.

So my question is what path is IA taking, in your view, and what
path should it be taking, and how is IA’s approach working for
your shop?

And my other question would be how does TSA’s Office of Intel-
ligence work to ensure that your analyst expertise informs what IA
is producing, and what challenges have you encountered in this
area?

Mr. GACHES. Thank you, sir, for those questions. On the first—
I think that the DHS IA approach to being the strategic sort of om-
budsman for the Department in having cognizance of and looking
at the strategic assessing of issues related to the component intel
parts is the way to go. DHS IA has to cover everything in regards
to the homeland. I am somewhat of a specialist. I am the transpor-
tation systems or networks intel officer. I am not saying that I
don’t care about other aspects of the terrorism problem, but that
is where my focus really has to be, and I am much more tactical
than the DHS IA activity in the sense that I am on the phone or
my folks are on the phone with someone at Amtrak, someone at a
particular airline, whatever the case may be. DHSIA, I see them,
and I am hoping, and I think from conversations with—Charlie
Allen sees them more of a strategic view.

Now, we are just beginning, as I mentioned in my opening com-
ments. This is an architecture that is a work in progress, and we
have got some load-smoothing to do and some bumps to iron out,
but that would be my response to the first part of your question.

As far as how we sort of work, I think your second question,
more almost on a day-to-day, how do we fit into IA as far as ensur-
ing analytic conversations and collaboration, we are in no small
part in constant contact both visibly and physically, if you will,
with the individuals at Nebraska Avenue. Each of my modal trans-
portation analysts have an individual or individuals IA that they
have the ability to reach out to. We try and inform and in many
cases coordinate on the work that we do. They are the recipients—
they, being IA, are the recipients of everything that the Office of
Intelligence at TSA produces. So I think, you know, we are pro-
viding them everything that we are doing. We certainly have access
to all that they produce, but I would just ask you to consider keep-
ing in mind that we are servicing that very focused area—not
small, not insignificant by any stretch of the imagination, but we
are transportation focused, and DHS IA has to look across the
gamut of things that are homeland security issues.

So we are actually complementing each other, and as I said
again in my opening comments, not too dissimilar from the JCS/
J2 model where if you are the J2 at the Pentagon, and you want
to know something about what is going on in Bolivia, as an exam-
ple, chances are you are going to reach out to the J2 at
SOUTHCOM who really has some expertise and is focussing in on
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there, and then that relationship exists between those two, just like
it does between Charlie Allen’s folks and myself.

Mr. LANGEVIN. Within the Department, do you believe that you
have timely access to the accumulated DHS intelligence base’ That
is, can you easily retrieve—I mean, manipulate information or in-
telligence that, for example, Immigration and Customs Enforce-
ment, for example, has collected; and if so, by what means do you
access this information’ Specifically which systems do you use?

Mr. GACHES. Thank you.

In all honesty, I don’t know the names of the systems, if you will.
But we do have the ability to reach out and electronically obtain
the Customs and Border Patrol reports, the ICE reports, the Coast
Guard reports, all of the DHS components, as well as the Intel-
ligence Community component reporting.

Now, there are limitations. I can’t say that we have access to 100
percent of everything that is out there. And in some respects we
probably don’t even need access to 100 percent of everything out
there because of our niche approach, if you will, to a lot of the
issues. But I feel comfortable that my analysts are able to go
through both the classified and the open source through our IT
connectivity, which is very robust, with all of component intel parts
of DHS, as well as with the Intelligence Community members
themselves, and I feel fairly comfortable in the way and the speed
with which we can do that. And that is in addition to conferences
and meetings and just telephone conversations, and very often like-
minded analysts or subject matter experts gravitate together and
exchange information as well.

That is sort of the informal network. So I think we have it fairly
well covered for both informal as well as electronic connectivity.

Mr. LANGEVIN. I thank you.

I see my time has expired, but, again, thank you for the answers
to my questions, and we certainly look forward to working with you
to make sure that this effort is as robust as possible to make sure
the work that you are doing is maximized. Thank you.

Mr. GACHES. Thank you.

Mr. StMMONS. I thank the gentleman for his questions.

The chair now recognizes the gentleman from Nevada.

Mr. GiBBONS. Thank you very much, Mr. Chairman.

Mr. Gaches, thank you very much for being here today and for
your testimony.

Basically what distinguishes or differentiates TSA’s intelligence
from Homeland Security intelligence?

Mr. GACHES. Thank you, sir. If I may, I am assuming you mean
specifically how do we differ from intelligence and analysis——

Mr. GIBBONS. Analytical.

Mr. GACHES.—IA, if you will, at DHS headquarters.

I would offer that we are very focused on transportation. That is
our niche. That is our lane, if you want to call it, in the road. TA
is very much looking across the board of all sorts of issues related
to homeland security that may or may not have a transportation
and terrorism nexus. I think we are also much more tactical in
many respects.

One of my goals and one of the Office of Intelligence’s goals is
this doesn’t do us any good, this intelligence, if we can’t get it out
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to somebody who can use it and make a difference, whether that
is in the industry, or whether that is an operating element of TSA,
such as the Transportation Security officers at the airports, the
Federal security directors located across the country, the Federal
air marshals. Any of those thousands of people are our customers
as well as the transportation industry folks themselves. So we are
that short link or we are that last mile between intelligence that
could be operationalized and be worked on by a customer to take
a positive action, and we have done that clearly in a number of
cases since I came on board in February; not because of me, but
I can cite this as an example.

I have lived through—we have informed at least three U.S. car-
riers about—we will just call them in an open hearing nasty situa-
tions in certain parts of the world. We were the ones who took it
from the high classified side, worked a story down that is deliver-
able to the airlines in this case, explained to them the problem in
some cases face to face, and then watched them take whatever ac-
tions they thought were appropriate. I think that is a more deliver-
able kind of intelligence that we are responsible to to the transpor-
tation industry of America than what I consider the IA approach,
if you will, or focus, is very much a strategic and very much com-
pletely across the board of homeland defense.

Mr. GIBBONS. Mr. Gaches, are you saying that homeland security
doesn’t do transportation analysis of its intelligence?

Mr. GACHES. Oh, no, sir, not at all.

Mr. GIBBONS. What you are saying is you are a second set of eyes
on the same intelligence or the same analysis that homeland secu-
rity does?

Mr. GACHES. Sir, I probably misspoke in that what I mean is lots
of folks get the same intelligence reports wherever they are derived
from. We at TSA will get similar or identical reports as to what
DHS IA does and many other people within the community or in
the U.S. Government.

What I was trying to say was I think unlike DHS IA, who I have
seen tends to take a more strategic across-the-board look at some-
times—a larger look at even a given subject, we are very much
more in the tactical—tactical environment with our customer set on
a daily basis.

Mr. GIBBONS. Very briefly because my time is limited. From that
standpoint, where would you suggest improvement in TSA’s analyt-
ical intelligence efforts?

Mr. GAcHES. I think that we have a lot of room to improve in
just the taking a lot of the tactical information that we get, a lot
of which comes from the field that TSA is in. In other words, we
have two different reports in particular in which TSA officers,
wherever they may be in the U.S. system, but as TSA, provides at
least 60 percent of the information that comes into us to put those
reports together, and I believe that we probably need to take that
information and step back just a little bit, not too far, and start to
look more at trends in different transportation networks; see if
there are patterns, compare across transportation networks and see
if there are more similarities between, say, aviation and rail activi-
ties, et cetera, still not in that larger assessment role that I see
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8HS IA doing, but clearly we have some room to grow in that TSA
I

Mr. GiBBONS. What keeps you awake at night, Mr. Gaches?

Mr. GACHES. A lot of things in this business after a lot of years.
But in all seriousness, sir, a great question. I think right now there
are probably two things that I will sort of generalize in an open
forum, and that is if you look at London, if you look at what has
happened in Canada recently, the phrase comes about that we use
“home-grown,” and I think that is a that is a field ripe for study
and for analysis about home-grown individuals wanting to engage
in the terrorist activity as opposed to awaiting the next shipment,
if you will, from an overseas location. That certainly is one thing.

The other thing that I find very challenging, and I, in fact— Mr.
Chairman and I were speaking about this the other day. I can’t
find an answer, and it has to do with sometimes the lack of certain
types of activity in this country, and you know, we sometimes won-
der with what we see overseas, particularly the use of suicide
bombers and improvised explosive devices overseas, we certainly
wonder and stay up at night questioning about the lack of that in
the U.S., and that is what keeps me up. Some of the things we do
about that would best be said in a classified session at another
time. I would be happy to take that on.

Mr. StMMONS. Thank you, Mr. Gaches. The Chair recognizes the
gentleman are from New Mexico, Mr. Pearce.

Mr. PEARCE. Thank you, Mr. Chairman. Appreciate the testi-
mony and the opportunity to ask questions.

If you were to look at the structure around the intelligence sec-
tion of TSA, how far do you have to go around the director, admin-
istrator in charge, to find somebody with an intelligence back-
ground instead of, say, a lawyer or whatever? What is the manage-
ment structure?

Mr. GACHES. Specifically within TSA’

Mr. PEARCE. Yes.

Mr. GacHES. Thank you, sir, for the question. Of course you
know Mr. Hauley, the Administrator, is literally right above me as
the Assistant Administrator and Director of Intel, and he is a very,
very strong advocate of his entire staff understanding that he
wants intel to drive a lot of the decisions, policy formulations and
actions taken by TSA as opposed to we are just going to do it be-
cause it seems like a good idea. A very strong advocate.

Mr. PEARCE. I didn’t ask if he is an advocate, I asked if he has
got background.

Mr. GACHES. I am not familiar with Mr. Hauley’s background to
that degree. I am unaware of it.

Mr. PEARCE. When TSA started 2, 2 1/2 years ago when they
first arrived we were asking the same question. You could go for
five or six layers without finding anybody but lawyers, so then the
administration program began not to be directed so much at out-
comes but in processes and legal defenses and things that really in
my mind compromised the ability of the program to work to really
protect the American people, and instead appeared to have proc-
esses to protect the TSA from outside intervention.

Mr. GACHES. Sir, if I may, I have only been there for 4 months
but my access to the Administrator is unfettered by any other As-
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sistant Administrator or by his Principal Deputy. We start the TSA
day off in my area of intel with all of the other assistant adminis-
trators and what we call general managers in attendance of a
morning briefing. It is an intel briefing.

I think there is a greatly improved presence of intel and intel
usage by TSA in the past 4 months. I am impressed by how an or-
ganization in which I am a very, very, very small minority, gets an
awful lot of attention from all of the elements of TSA.

I hope that helps clarify, but I am optimistic about the way intel
is going at TSA at this time in the administrative sense.

Mr. PEARCE. If I were to ask the local sheriffs in my district—
I have got a very rural district, right on the southern border of the
country—the last time they got any evidence through the channels,
the intel channels rather than through the local news or CNN or
Fox News, do you think that they would respond that they ever
hear from you all, that there is any mechanism to communicate
down to the people on the front lines?

Mr. GACHES. Sir, I honestly don’t know about literally the local
sheriff, but we do push our information as low as the unclassified
level. We literally have hundreds of thousands of recipients of those
reports that come out on a weekly basis and those are pushed down
as far as any of the operational elements at TSA or DHS Central
wish to, and if there is an element that is not hearing from us that
anyone feels should, I would be more than happy to have that con-
versation and probably end up providing that information.

Mr. PEARCE. I wonder, a lot of times TSA begins to contemplate
how to respond based on projecting the threat and projecting how
the threat is going to arrive. Do we really believe that we can
project what the terrorists are going to think next? In other words,
mostly we respond to what has happened in the past, so today ev-
erybody takes off their shoes because of one shoe bomber.

They are not going to come with shoes the next time, they might
come with a shirt or something next time. You can follow it from
there. But even with a light touch, too, it just seems like the ability
to project what is in the terrorist mind is really unusual.

I see my time has expired. You can answer if the Chairman per-
mits.

Mr. SiMMONS. Please.

Mr. GACHES. In an open forum I will be very careful and say
there is a lot that we look back over our shoulder. The old adage
that history teaches, et cetera, I think applies in this case. I think
we are not in the clairvoyant stage, but I think we have some good
sense about the future, and I would like to leave it in an open ses-
sion at that, and I would love to have a classified hearing at great-
er detail.

Mr. StMMONS. Thank you.

We are prepared to do a second round if members are so inter-
ested, and, if so, I will start with a couple of questions of my own.
You have used the word “tactical” as opposed to “strategic” in
drawing the difference between TSA intelligence and, let’s say, INA
at a DHS level. There has also been reference to planning and de-
veloping policies, procedures, and applying resources to the prob-
lem of the past as opposed to perhaps a current or future threat.
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We have put literally billions of dollars into aviation security, we
have heard tens of thousands of people, we have got all kinds of
equipment and policies and procedures, and anybody who travels
in America has encountered those up close and personal. America
is airborne, and, as a consequence, that is a legitimate area to
focus, especially after 9/11.

I also have concerns about Amtrak and the national passenger
rail system, about Metro in the Northeast, and other computer rail
systems like BART. We have got pipelines. I believe all of these dif-
ferent systems come within your purview in one form or another.

Focusing specifically on rail, I serve on the Railroad Sub-
committee and there is a tremendous lack of rail security per-
sonnel, whether it is Amtrak or whether it is the other systems.
And I wonder if you could talk for a minute or so on the staffing
that you have to focus on the rail target, if you will, and maybe
give us a sense of what those risks are, given London, the Spain
and Japanese experiences that we have had.

Mr. GAcCHES. Thank you, Mr. Chairman, for that question. In-
deed our analysts are roughly divided across the different modes.
They are not all aviation-oriented or one mode over the other, and
we do have a few that can go in different directions.

Certainly the lessons of London, Madrid, and, from the nineties,
Tokyo, have made it very clear to us that rail and mass transit are
areas that we need a lot of attention and, in all honesty, are prob-
ably areas that we could even increase our attention in the future.

We are trying very hard to reach out directly from the Office of
Intelligence to the rail and mass transit industries, if you will. We
are also utilizing other elements of TSA where there are general
managers, if you will, as they are called for the different transpor-
tation modes to work through them.

As I mentioned before, we have a series of reports that we issue
on a weekly basis that talk about suspicious incidents, observa-
tions, surveillances, et cetera. Those are flowing back to all of the
sectors, to include rail and transport. And as I also mentioned, a
lot of that information is gathered, if you will, or observed by TSA
individuals, but also can come to us from an Amtrak or another
private rail company or whatever the case may be.

Again, we are trying to keep this a fairly tactical level. This is
not necessarily something that we are quite ready, nor probably
will we be for some time, to go into the large, large assessment; al-
though twice a year for each one of the modes, if you will, of trans-
portation that I articulated in my opening comments, we do pre-
pare a classified and unclassified assessment from what we have
seen at the tactical level and we provide that to many people in-
cluding, DHS IA who can then take it on to even a further level.

So I think we have fairly robust effort with the rail activity. It
is one that we are building. I certainly can’t say that it is as robust
as aviation for some of the obvious reasons that you have articu-
lated in our past, but we are clearly looking at that as an area of
future concern in trying to react accordingly and increase our in-
volvement with that sector.

Mr. SiIMMONS. Thank you. Very briefly, you spent 30 years with
the National Security Agency, one of the key components of the
U.S. Intelligence Community, with the CIA, FBI, DIA, the military
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services and so on. TSA, as you mentioned, is not one of the 16
members, TSA Intelligence. What motivated you to move from one
of the 16, one of the premier, to a relatively small, relatively new,
relatively unknown component of intelligence?

Mr. GACHES. Thank you, sir. Small, unknown and those other
things, that is a challenge. But in all honesty, d truly I mean this
in all honesty and frankness, you can sit outside the DHS family
and you can make criticism, or you can join the team and help
make it better. I was headed back to NCTC and potentially, prob-
ably, retirement. And when Charlie said, would you have any inter-
est in doing this, it was just too good to be true, and I couldn’t get
down to Arlington, Virginia fast enough.

I find it exciting, challenging, good workforce, dedicated group of
folks where homeland focused. In those 30 years—and I mentioned
doing counterterrorism at NSA—I spent my fair time doing other
things that might not be homeland focused, and it is pretty reward-
ing to try and apply that knowledge, if I may be so bold as to say
there is knowledge to specifically the homeland environment. It
was an easy choice, it truly was.

Mr. SIMMONS. Thank you. The Chair recognizes the Ranking
Member.

Ms. LOFGREN. Thank you. I want to get back to the terrorist
watch list, because as has been discussed here, it is important. We
can’t get it perfect, I think we know that. We need to do the best
that we can. We need to probably err on the side of caution. So I
don’t think there is disagreement on those basic points.

On the other hand, the GAO has told us that we are—I don’t
want to say starting over, but going through manually the entire
list, and I think TSA and TSC is going through it, but it is going
to take 5 or 6 years, according to GAO, to complete that. And it
strikes me that that, therefore, means it is a never-ending task be-
cause as that review is going through manually, more information
is1 1going to be coming in and we will have to go through that manu-
ally.

Have you thought about this and what we could do that might
make that more efficient and accomplishable in the near term?

Mr. GACHES. Not as much as I probably should, ma’am, to be
perfectly honest. I think that there are so many entities now in-
volved in the watch list process that it is probably time for us to
once again sit down and examine the roles of the individual agen-
cies, entities, and talk about this very subject of taking so much
time to go through this list and revet it. Because you are absolutely
correct, we will get through the list. By the time we get to the Zs
there will be a whole new group of As, Bs and Cs.

I have no particular straight substantive answer for you except
the promise to look at this, to become more involved in this, and,
as I said earlier, would really welcome the opportunity to talk to
the subcommittee in a classified session with others who are in-
volved in the process, because I could easily misspeak or misinform
you by trying to address some of the areas that you have brought
E[i that I think fall outside of my specific office area’s responsi-

ility.

Ms. LOFGREN. Let me ask, it is not just the government but it
is all of the private sector partners that have to be aligned on one
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mission, which is to keep us safe; but the private sector actors are
pretty reliant on the information we give them. And it strikes me—
I am sure you wouldn’t disagree—to the extent that we are stop-
ping babies whose name is Osama, we are wasting our time and
effort that should be focused on real threats, and we don’t have
enough time to spare to divert ourselves for things that don’t work.

I was listening to the Chairman talk about the redress com-
mittee and I think it is important from an individual’s point of
view that if you are unable to fly and you are the wrong guy, that
you be able to get that fixed. None of us quarrel with that.

What has always bothered me is, once it is fixed, it is important
not just for the individual but for the system itself so we don’t di-
vert our efforts to things we don’t need to look at. So, for example,
if you have Sean O’Casey on the IRA and on the watch list, a Sean
O’Casey who is complaining that he was born in 1935 and he is not
the real guy, somehow that information needs to get into the sys-
tem so that the airlines cannot waste their time on the older Mr.
O’Casey and be looking for the real Mr. O’Casey.

It seems to me we don’t have enough data in the system to allow
for the corrections itself. Have you thought strategically how to
layer that information so that we can actually focus our efforts on
the people we are really worried about?

Mr. GACHES. In an open forum I will see if I can give you an an-
swer, ma’am, that makes sense, because I agree with the premise
that you just outlined. Because we go from the classified to the un-
classified world, there is a fair amount of information that drops
off, as you would expect when you get to the unclassified.

I think it would be useful for intelligence officers to step back
and see what else could be added to the, quote, unclassified world
to make it easier to have the right person stopped, not the wrong
person, and also not have the wrong person stopped in the future.

I am not sure that we have even gone down that path, but as
you spoke I think you certainly gave me an idea about dropping
back on this and looking at what else could be done as identifiers
of the individual besides the current paradigm, if you will, and I
wouldn’t want to go much deeper into those elements.

Ms. LOFGREN. We had a hearing in the last Congress on the fact
that name checks alone were not good enough. I realize in some
cases the intelligence—we may not have the whole rich amount of
intelligence, and maybe that is all we have got, but that is not al-
ways the case. Just seems to me we need to build a system that
will utilize the data that we do have, just put aside the individual’s
interests, I don’t want to say that is not important, but in our own
interest in keeping the country safe. And if we are going to have
a watch list that really works, we certainly want to fine-tune that
if we are going to use that for rail systems, anything else with a
ticket and a name that we might expand.

I see my time is up, but I would just like to close with a request
for information either in writing or, if necessary, in a closed session
about what technology is being considered by yourself to share the
kind of information that you are receiving with our private sector
partners in keeping us safe, that would respect the sources and yet
get that information out.

I thank the Chairman.
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Mr. SIMMONS. In response to that, I would be happy to schedule
a follow-up meeting or briefing in a secure environment for any
members of the subcommittee or other subcommittees of the full
committee who are so interested. And the Chair now recognizes the
gentlelady from New York.

Mrs. LOwEY. Thank you, Mr. Chairman, and thank you again,
Mr. Gaches. On another area, we have invested billions of dollars
in screening passengers, and certainly the Chairman and all of us
are happy to take off our shoes or jackets or whatever is necessary
to go through the system.

However, airports are allowed to issue SITA badges to those
workers who work in the secure areas. They don’t have to go
through the metal detectors. They work in food catering, they work
in the mechanics of the plane. And as I understand it, in fact, it
is a fact that they don’t have to go through the screening in most
situations.

Now as I understand in Europe, at the largest airports, everyone
has to go through the screening. At LaGuardia there are over
20,000 SITA badges that have been issued.

Now, in addition, I think it is important to note that the back-
ground checks on workers include only criminal background checks
and a watch list. They don’t ask for the Social Security numbers.
So they don’t have any identification.

We know what happened, I think it was about 2 years ago at
JFK, there were several airport workers that were arrested for
smuggling drugs. Could have been explosives instead of narcotics.

Are you concerned about this and what is happening about this?
I have to say with all fairness to Mr. Gaches, I understand you are
there for 4 months but I have been talking about there for 4 years.
And to me it just doesn’t make any sense. If European workers
have to be screened and go through those metal detectors, seems
we should be able to do it here.

By the way, I mentioned LaGuardia, 20,000 SITA badges; San
Francisco International, 16,536; in Las Vegas, 21,912; in Hartford
Bradley Airport, 4,133. I am sure they are all good, hardworking
people, but why shouldn’t everybody have to go through the metal
detector and could you please comment what you are thinking
about doing about it; are you concerned about it; what should be
done about it?

Mr. GACHES. Thank you, ma’am. The role of my office in this par-
ticular scenario that you have outlined is probably the role that
you could really like us to be and hope that we are, and that is
that we are pointing out similar concerns and deficiencies which I
would like to elaborate upon in perhaps the closed session, that the
Chairman will arrange on the no fly and selectee list issues, be-
cause there is a similar process, if you will, for transportation
workers, the vetting process. It really would be unfair to talk about
that.

But what I am saying is we recognize that there is an issue with
issuing SITA badges and we understand that there is a differentia-
tion between a SITA worker and the public individual who goes
through a different treatment. And we are looking at that and we
are looking at what the threats are associated potentially, and in
some cases real, in both those scenarios and those populations. But
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it would be remiss of me to go into great detail about our action
plan or thinking in an open forum, for obvious reasons, but I would
welcome the opportunity to walk you through that in greater detail
at another time or in written response.

Mrs. Lowey. I would be delighted to follow up on this, Mr. Chair-
man, because it seems to me it is like installing an expensive home
security system and leaving the back door open. We are happy to
go through these metal detectors, but this is an issue I have been
talking about for a long time, and you probably can’t discuss in this
setting whether there is any security threat that could come from
an airport worker, could you?

Mr. GACHES. I think that would probably be remiss of me to go
into any detail on that. Yes, ma’am.

Mrs. LOWEY. Perhaps I can give you another follow-up question.
Is your office doing anything to analyze potential threats from a
terrorist who could gain almost unfettered access to airports by ob-
taining a SITA badge, or is that for a follow-up hearing as well?

Mr. GACHES. Yes and yes. How is that?

Mrs. LowEY. Maybe you can answer a follow-up question. I know
you are only there 4 months. I am just a Member of Congress but
I have been concerned about this for years, especially since 9/11,
and then after what happened with the arrest at JFK with nar-
cotics, and we know that this is a risk. Have your predecessors
been focused on this at all, have they left you any information, or
are y‘;)u just starting from scratch and just became aware of this
issue?

Mr. GACHES. No, ma’am. I would say there is a good portion of
TSA not represented by my office that worries about the issuance
and the processes for the SITA badges specifically, and certainly
that has been ongoing work and revisions and improvements to
that process are being looked at and worked on. And certainly from
an intelligence standpoint, I certainly believe that my predecessor
was quite aware of the potential for this area and looked at that
and compared all of the available intelligence information that
might exist in that particular realm.

Mrs. LoweY. Mr. Chairman, I know my time is up and I will con-
clude. Can you give me one reason, possibility, from reviewing
this—because this is an important issue—as to why someone with
a SITA badge shouldn’t have to go through a metal detector, one
possible reason? Why wouldn’t they? Why wouldn’t they give the
benefit of the doubt to the possibility of a threat. Why should some-
one get a SITA badge, not have it reissued for a couple of years,
go into a secure area, service the plane, whether it is in food, cater-
ing or mechanics, have access to that plane, when you don’t have
their Social Security number, no one is sure that they haven’t
passed the badge to someone else? Has anyone recommend that
this be changed?

Mr. GACHES. Again, ma’am, I believe that that whole process is
being &reviewed at this time; the criteria for those badges being re-
viewed.

Mrs. LOowEY. How long is this review going to take? I have been
asking for this review for the last 3 years.

Mr. GACHES. No, ma’am. I apologize. I do not know where they
are at in that particular review process. I do think there is a sense
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of urgency that has been applied to it just before my arrival, if you
will, because clearly it was one of the first issues that I heard out-
side of the Intel Department of TSA being discussed about in ear-
nest, and our role is to try and contribute some thoughts about if
you are going to revise this, what can we the, intel folks, provide
to you, the ones that are making the SITA policy; how would you
improve it; what are the things you should be looking for, checking
for? I kind of leave it at that in open session.

Mrs. LoweEY. Mr. Chairman, perhaps Mr. Gaches could get back
to the committee before the next hearing with some kind of time
frame. I am still waiting for the Standards—from the Department
of Homeland Security—for Interoperability, and I hope we don’t
have to wait another 3, 4 years for you to conclude this evaluation.

Good luck to you. I know you have only been there for 4 months.

Mr. SiMMONS. I thank the gentlelady for her questions. I agree
with the thrust of her comments. And I think we all have that con-
cern, that people who are badged but in and out on a regular basis,
sail on through. From my own background and experience, food can
be configured in many different ways, not just to eat, but to do
other things. And so that can be an issue. Certainly issues relative
to mechanics and maintenance are important.

I am not convinced that Mr. Gaches’ office is the central focus for
this activity, but I would be happy to invite him back to a closed
session with other participants to see what the delay is and see
what we can do to expedite it.

Mrs. Lowey. If I may just respond to one thing, my concern here
is if Mr. Gaches’ office doesn’t have the responsibility, who does?
My experience is there is a great big bureaucracy out there, and
so if you can find the answer to that question, let us now how long
this investigation——

Mr. SiMMONS. I think what we will probably find is that site
managers probably have substantial discretion, whether they
should have it or not. But I feel badly for my colleague from Ne-
vada who has been waiting so patiently, and I now recognize him.

Mr. GiBBONS. Thank you very much, Mr. Chairman, and I will
try to not take too long.

I wanted to go into an issue of the area of information sharing,
simply because over the last many years there has been a question
not so much about agency to agency, although there still is this,
I don’t know, obstacle between sharing when people want to take
pride in their work product and credit for what they do, but infor-
mation sharing from the Federal level down to the State and local
level in transportation issues, whether it is airport, rail, highway,
whatever.

Talk to me a little bit about whether or not that information
sharing responsibility is through the TSA or only through Home-
land Security.

Mr. GACHES. No, sir. It is a combination, and what I mean by
that is we view that the DHS IA has a very, very strong charge
to work with the State Homeland Security advisors and the local
government elected officials and advisors. That does not preclude
TSA, who is a strong participant on the transportation side, with
two different bodies, if you will, ISACs, which are really the trans-
portation network and private sector companies, if you will, getting
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together, whether it is highway or rail or aviation. And those are
localized as well as nationalized. They are helping to push informa-
tion down.

There is also another fairly new adventure with the government
councils in which we are trying to facilitate the pushdown of infor-
mation to State and local transportation authorities, and DHS is
working with the Homeland Security advisors; and as long as we
are working together with DHS IA, we are trying to ensure that
all of the appropriate State and local, be they elected or private in-
dividuals involved in transportation, are aware of some version in
a form that is useful of threat, new developments. And I harken
back to the report that I mentioned that we send out on a weekly
basis on both fueled intelligence activities, as we call it, and also
suspicious incident reporting. Those are to be shared widely
amongst State and local, both government and private sector enti-
ties.

I mentioned perhaps earlier that very little of this information
should be viewed as so secret that some version of it can’t be
shared with that furthermost point, and I am certainly interested
in trying to solve the sheriff's problem of your colleague, because
every time we hear this we are going to find gaps where we are
not quite there yet in getting that information out and down. But
it certainly is one of the highest goals of the Office of Intelligence
at TSA to ensure that happens and that we don’t have surprises
at the distant end of the system, if you would.

Mr. GIBBONS. I suppose that T'SA, then, as well as Homeland Se-
curity, have their own protocols for sharing information.

Mr. GACHES. But they are concurrent protocols in how we do that
and we do that together.

Mr. GIBBONS. Current, meaning?

Mr. GACHES. The protocol is such that I believe they understand
our role with the transportation industries and associated State
and local transportation activities. I think we understand their
slightly upper-level approach to the State and local government of-
ficials. And when I say “protocols,” concurrent is probably the
wrong word, more “complementary,” so that there is coverage for
all and not unnecessary duplication across entities from DHS Cen-
tral, if you will, and from the DHS office.

Mr. GIBBONS. Are there times you have to seek permission or au-
thority from Homeland Security to share information vertically?

Mr. GACHES. We have had occasions where when we have in-
formed DHS Central that we wanted to send something out, they
have asked if they could look at it to make it a better informed
product. If someone can make it a better informed product at DHS
IA, I am willing to do that. We have sent many other things out,
including the weekly reports that I have mentioned, and there is
no—we have to get permission to do it before we send it.

Mr. GIBBONS. Sometimes States do undertake their own analyt-
ical fusion centers. California is doing that, I think Nevada is look-
ing at doing something similar to that as well. Do you actually ei-
ther have an individual that coordinates or is in place in those fu-
sion centers on the State level that is either trained to look at or
to work through your details and your information?
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Mr. GACHES. No, sir; we do not. DHS is working with those State
fusion centers and Charlie Allen is working on a program, I be-
lieve, to have IA intelligence analysts deployed to those State fu-
sion centers. TSA Office of Intelligence, as I have described, is not
overly large; appropriately sized for what we are tackling.

But one of the things we are going to experiment with in this
year, in fact we started at the beginning of June, is to deploy a
TSA Office of Intelligence analyst to six of the Federal security di-
rectors who happen to be located at airports. But they are inter-
modal-thinking people, if you will, and we want to see if there is
a value in putting one of our headquarters folks out a little more
at the pointy end of the spear, where that individual can do two
things for us in a very rough sense: one, make sure the intelligence
that T'SA Office of Intelligence is producing is being used and being
understood at that particular location; and, conversely, those obser-
vations, that information which is occurring in that geographic
area where that person is assigned again to the TSA Federal Secu-
rity Director, gets back into my analyst in Arlington so we can be
better informed.

We will weigh the pros and cons of that after trying it for 6 to
12 months and see where we go with that in conjunction with what
Charlie Allen is doing with his infusion of analysts to the fusion
centers of the States.

Mr. GiBBONS. Mr. Chairman, I appreciate the time you have
given. There are certainly a number of questions I could have
asked, but I will yield to anyone else at this point in time who
wishes to ask further questions.

Mr. StMmmoONS. I appreciate that. Your time has expired but the
Chair is happy to recognize the gentleman from New Mexico for his
time.

Mr. PEARCE. Thank you. I thank the gentleman for yielding ex-
pired time to me. People do that with parking meters all the time.

If you would explain to me about how you achieve the risk-based
security strategy—in other words, what is the quantitative meas-
urement of that risk base, in very short form, because I have 3 or
4 minutes’ worth of questions. How do you achieve that internally;
how do you look and evaluate the risks?

Mr. GAcHES. I wince because it is a great question. At the same
time it makes me nervous, I think from my background, to try and
give you a solid answer. But let me take a shot. Any of the threats
that we are concerned about at any given time are constantly eval-
uated, and our evaluation compared to others who are evaluating
the same risk. As I mentioned earlier, lots of us receive a lot of
those initial intel reports to sort of chew on and think about, and
that is a good thing, actually, because you don’t want just one, if
you will, leading the way all the time.

So we look at the veracity of the reporting of the sourcing, et
cetera. We do take into consideration the vulnerability of the poten-
tial target. We also take into consideration the likelihood of the sce-
nario.

I for one am less concerned at proving the veracity of the likeli-
hood because people can be very inventive, and just because it
doesn’t make sense to us doesn’t mean it hasn’t made sense to
someone else. So it is a combination of factors that lead us to deter-
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mine those three major areas: the sourcing, the vulnerability, and
I would also say somewhat along the line of the likelihood of this
being a situation that is actually capable of being executed by the
adversary.

You add the particulars of those together and it gives you some
sense, at least in my opinion, of what the risk is to that potential
target.

Mr. PEARCE. That is fair enough. If we look at the sourcing, 1
would suspect that if we looked in Iraq and we looked at al Qaeda
and their past actions, that might be a source. They have had a
tendency to blow up refineries and pipelines, then we look at the
vulnerability of the pipelines. There are major pipelines running
out of New Mexico into California that are significant, in likelihood,
again going back to their past actions in Iraq.

I would suspect that TSA has not—and I don’t want to make
statements in an open meeting—I would just think that they don’t
get very high on your vulnerability list on your risk assessment. I
suspect that pipelines are not in full view. And you can either con-
firm or say that you can’t deal with that.

Mr. GACHES. I would say in this forum, sir, that it probably
would be best left to a closed session. But at the same time, I do
want to give you a sense, and it is difficult because currently we
have concerns about pipelines, and I will be happy to give you
those details.

Mr. PEARCE. I appreciate that. Then we were discussing the local
sheriffs and the sharing of information, and I will accept that there
is probably not much percolation down there. But going to your lay-
ered approach, that is, trying to stop the threats as far away as we
can, seems like that you would be seeking information from local
sheriffs. In other words, the local sheriffs at a meeting told me we
routinely have people that have brown skin and black hair that
can’t speak a word of English or a word of Spanish. They have
given themselves a Spanish surname, but the chance is they are
really Arabic, and maybe Middle Eastern, coming in. And yet no
one seems to care that they are interdicting these people and under
the catch-and-release they are back out.

They stopped four or five people with Middle Eastern accents re-
cently; I mean with Middle European. They felt like they were
probably from the Soviet Union or something around there. And it
doesn’t seem that anybody is interested. Do you at least have an
e-mail address where these locals out here can share information
so that your layered approach can begin to utilize scattered, ran-
dom sightings or information sources? Do you have something like
that?

Mr. GAcHES. Sir, I would strongly recommend the connection
there, and we do make use of this information and I am personally
aware of it being used, if you will. That type of information, that
scenario that you just described, really needs to be reported to the
Border Patrol and perhaps the Customs, but particularly Border
Patrol, because we do get reports of those crossings.

Mr. PEARCE. They called Border Patrol and they told them they
are busy, they would check on it tomorrow. I am telling you, the
system has broken pretty badly on the border and it seems like at
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some point we would really work on passing this information up
and down.

I see my time has gone. Thank you very much.

Mr. GACHES. Mr. Chairman, if I may comment, happy is perhaps
not the right word, but I will take that concern back and the Bor-
der Patrol reaction back to CBP, because we are dependent on
them to be the ones who are in fact gathering that information
from the local authorities along the border and funneling that into
a system that we at TSA can access, and see if that plays into, per-
haps in this case, a pipeline issue or another transportation net-
work issue. So I will take that on to get with CBP and hopefully
get back to you, sir.

Mr. PEARCE. It may be in transition, but I can tell you in the
past there has been almost no desire for information from local law
enforcement officers by CBP. And it begins at the interdiction of
criminals, and if you are an illegal into Mexico and if you commit
an illegal act, you are turned loose because the judge is not going
to convict. In fact, they have predescribed limits for illegal drugs.
I think it takes 120 pounds of marijuana to reach the threshold
where the judge and the system will actually accept the complaint.

So I am just telling you that sitting here in Washington, you may
not know how badly the system is disrupted, for whatever pur-
poses. It may be in the process of changing, and I have good strong
hope that it is, because we have had just recent visits with Mr.
Aguilar. But in the past, it has been this way, up until 2 months
ago, when we had a last public meeting of about 30 different local
law enforcement officers discussing these various issues, informa-
tion sharing.

Again, thank you for your indulgence, Mr. Chairman.

Mr. SiMMONS. I want to thank the members of the subcommittee
and our panelist, Mr. Gaches, for being here today. You have an
important challenge. You have heard some very important concerns
expressed from the podium. There will be follow-up to what we
have discussed here.

I hear there are going to be votes around 5 o’clock, so we want
to get our second panel going. But at the same time, I want to en-
courage you, Mr. Gaches, to continue to work hard. We are trying
to build something here. We are trying to build something that will
serve to preserve and protect the safety and security of our citi-
zens, and, at the same time, protect their civil liberties. And this
is not easily done. You are charged with an important responsi-
bility. So we wish you all the best in this endeavor and we look for-
ward to our future interactions. And thank you very much for
being here today.

Mr. GACHES. Thank you, Mr. Chairman, Ms. Lofgren, members
of the subcommittee. And I too look forward to working with you
in the future, hoping to answer more questions in other sessions
at your leisure. Thank you again.

Mr. SiMMONS. The next panel will be made up of one person,
Cathleen A. Berrick, Director of Homeland Security and Justice, at
the U.S. Government Accountability Office. I want to thank her for
sitting here for several hours and thank her for her accommoda-
tion. She is a senior executive with GAO’s Homeland Security and
Justice team, and in this position she oversees GAO’s reviews of
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aviation and surface transportation security matters and has devel-
oped a broad knowledge of transportation security practices and re-
lated Federal policies and Federal and private sector roles and re-
sponsibilities.

In the year 2005 she was awarded the William A. Jump Memo-
rial Foundation’s Meritorious Award for Exemplary Achievement in
Public Administration. Congratulations for that. She has also held
previous positions at the Department of Defense and in the U.S.
Postal Service.

Welcome. We look forward to hearing your testimony. We will
ask you to speak for 5 minutes or so. We have your written testi-
mony for the record and we look forward to hearing what you have
to say.

STATEMENT OF CATHLEEN A. BERRICK, DIRECTOR,
HOMELAND SECURITY AND JUSTICE, U.S. GOVERNMENT
ACCOUNTABILITY OFFICE

Ms. BERRICK. Thank you Mr. Chairman, Ranking Member
Lofgren, and members of the committee for inviting me to discuss
TSA’s Secure Flight program, a program that will match airline
passenger information against terrorist watch lists to identify pas-
sengers who should be denied boarding or undergo additional secu-
rity scrutiny prior to boarding a domestic flight.

Secure Flight, which has not yet been fielded, represents a prac-
tical application of the use of terrorist watch lists and the impact
that intelligence information and its use has on the traveling pub-
lic. In addition to utilizing terrorist watch lists, Secure Flight will
also be supported by intelligence analysts from TSA and the Ter-
rorist Screening Center, who will determine whether potential
matches to the watch list are in fact actual matches during the
prescreening process.

Currently, prescreening for domestic passengers is conducted by
air carriers. Air carriers match passenger information against in-
formation contained in TSA’s no fly and selectee list, which are pro-
vided by TSA prior to passengers boarding a flight. Secure Flight
is being developed to take over the prescreening function from air
carriers. By taking over this function, TSA will use one common
prescreening system for all domestic passengers, rather than each
carrier using their own and sometimes differing systems, as is the
case today. Secure Flight will also use an expanded terrorist watch
list during the prescreening.

My testimony today focuses on the development and oversight of
Secure Flight, key factors that will influence the program’s effec-
tiveness, and TSA’s coordination with key stakeholders who are
critical to the program’s success. Overall, our work has found that
TSA faces significant challenges in implementing Secure Flight,
and that the program was at risk in not meeting its goals. Due in
part to these issues, TSA announced in February that it was halt-
ing development of Secure Flight and was rebaselining the pro-
gram. During rebaselining, TSA is reassessing the program goals,
requirements and schedule, and these efforts are ongoing.

Related to systems development, we found that TSA had not con-
ducted critical activities consistent with best practices for large-
scale IT systems. For example, officials declared the design phase
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of Secure Flight complete before fully defining system require-
ments.

We also found that TSA must still make key policy decisions that
will influence the program’s effectiveness. These decisions include
determining what passenger information air carriers will be re-
quired to collect to support name matching and how data quality
issues with passenger and terrorist watch list information will be
mitigated.

These decisions will influence a number of potential matches
against terrorist watch lists, the number of passengers who may be
inappropriately inconvenienced during the prescreening process,
and the ability of the program to appropriately identify individuals
actually on the terrorist watch list.

TSA must also determine the level of support needed from TSA’s
Office of Intelligence and the Terrorist Screening Center to resolve
questionable matches of passenger information to terrorist watch
lists.

We also found that TSA has collaborated with key stakeholders
whose participation is critical to support Secure Flight. However,
these stakeholders, to include the Terrorist Screening Center, have
stated they need more information about Secure Flight require-
ments in order to able to support the program.

In light of TSA’s rebaselining efforts, two air carriers we spoke
with were moving forward with making improvement to their cur-
rent passenger prescreening system because they stated they were
unsure when or if Secure Flight will become operational. While
these efforts may improve individual systems, the modifications
could result in further differences that already exist among the ex-
isting air carriers systems. These differences may result in varying
levels of effectiveness in the name-matching process against ter-
rorist watch lists.

Since we testified on these issues in February of 2006, in addi-
tion to rebaselining the program TSA has taken several actions to
instill more discipline into the development of Secure Flight. We
are encouraged by these efforts and believe TSA should not move
forward with implementing the programs until these issues are re-
solved and requirements are defined.

This concludes my opening statement. I will be happy to respond
to any questions.

Mr. SiMmMONS. Thank you very much for the opening statement.

[The statement of Ms. Berrick follows:]
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AVIATION SECURITY

Management Challenges Remain for the
Transportation Security Administration’s
Secure Flight Program

What GAQO Found

For over 3 years, TSA has faced challenges in developing and implementing
the Secure Flight program, and in early 2006, it suspended Secure Flight's
development to reassess, or rebaseline, the program. TSA’s rebaselining
effort is currently under way, and final decisions regarding the future
direction of the program have not been made. In our most recent report and
testimony, we noted that TSA had made some progress in developing and
testing the Secure Flight program, but had not followed a disciplined life
cycle approach to manage systems development or fully defined system
requirements. We also reported that TSA was proceeding to develop Secure
Flight without a program reanagement plan containing program schedule
and cost estimates. Oversight reviews of the program had also raised
questions about program management. Secure Flight officials stated that as
they move forward with the rebaselined prograr, they will be following a
more rigorous and disciplined life cycle process for Secure Flight. We
support TSA's rebaselining effort, and believe that the agency should not
move forward with the program until it has demonstrated that a disciplined
life cycle process is being followed.

We also reported that TSA had taken steps to collaborate with Secure
Flight stakeholders whose participation is essential to ensuring that
passenger and terrorist watch list data are collected and transmitted to
support Secure Flight. However, key program stakeholders—including
the U.S. Customs and Border Protection, the Terrorist Screening Center,
and air carriers—stated that they needed rore definitive information
about system requirements from TSA to plan for their support of the
program.

In addition, we reported that several activities that will affect Secure
Flight’s effectiveness were under way or had not yet been decided. For
example, TSA conducted name-matching tests that compared passenger
and terrorist screening database information to determine what type of
passenger data would be needed for Secure Flight’s purposes. However,
TSA had not yet made key policy decisions that could significantly
impact program operations, including what passenger data it would
require air carriers to provide and the name-matching technologies it
would use.

Further, Secure Flight’s system development documentation did not fully
identify how passenger privacy protections were to be met, and TSA had
not issued the privacy notices that described how it would protect
passenger data once Secure Flight became operational. As a result, it was
not possible to assess how TSA is addressing privacy concerns. Secure
Flight officials stated that they plan to address privacy issues and finaliz.
its redress polices in conjunction with rebaselining the program.

United States itity Office
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Mr. Chairmean and Members of the Comumittee:

Thank you for inviting me to participate in today’s hearing on the
Transportation Security Administration’s (TSA) intelligence efforts and the
integration of its programs that will affect the traveling public, such as
Secure Flight. The purpose of Secure Flight is to enable our government to
protect the public and strengthen aviation security by identifying and
scrutinizing individuals suspected of having ties to terrorism, or who may
otherwise pose a threat to aviation, in order to prevent them from
boarding commercial aircraft in the United States, if warranted, or by
subjecting them to additional security scrutiny prior to boarding an
aircraft. The program also aims to reduce the number of individuals
unnecessarily selected for secondary screening while protecting
passengers’ privacy and civil liberties.

My testimony today summarizes the progress TSA has made to develop
and implement Secure Flight and the challenges it continues to face as it
moves forward with (1) developing, managing, and overseeing the Secure
Flight program; (2) coordinating with federal and private sector
stakeholders who will play critical roles in Secure Flight operations;

(3) addressing key factors that will impact system effectiveness; and

(4) minimizing program impacts on passenger privacy and protecting
passenger rights. Since I last testified on these issues in February 2006,
TSA announced that it was rebaselining the Secure Flight program. This
rebaselining effort includes reassessing program goals to be achieved,
expected benefits and capabilities, and estimated schedules and costs.

My testimony is based on our March 2005 report,” other past reviews of the
Secure Flight program (see app. I for a list of GAQO products issued on
Secure Flight), and preliminary results from our ongoing review of

*10 issues related to the develop and impl tation of Secure Flight,
as mandated by Public Law 109-90, and as requested by eight

*GAO, Aviation Security: Signi M Challenges May Adversely Affect
Implementation of the Transportation Security Administration’s Secure Flight Program,
GAO-06-374T (Washington, D.C.: Feb. 9, 2006).

*GAO, Aviation Security: Secure Flight Development and Testing Under Way, but Risks
Should Be Managed as System Is Further Develaped, GAO-05-356 (Washington, D.C.:
March 2005).

Pagel GAO-06-864T
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congressional commnittees.” (See app. Il for a description of the 10 issues
and app. I for additional information on the scope and methodology for
this review.) In March 2005, we reported that TSA had made progress in
developing and testing Secure Flight, but had not completed key system
testing, had not finalized system requirements or determined how certain
aspects of the program would operate {such as the basis on which
passengers would be selected for preflight scrutiny), and had not clearly
defined the privacy impacts of the program. At the time, we recommended
that TSA take several actions to manage the risks associated with
developing and implementing Secure Flight, including finalizing system
requirernents and test plans, privacy and redress requirements, and
program cost estimates. In February 2006, we testified that TSA had
committed to take action based on our recommendations that the agency
manage the risks associated with developing and implementing Secure
Flight. Although we noted that TSA had made some progress in these
areas, we reported that it had not completed any of the actions that were
scheduled o be accomplished and long-standing issues related to systems
development and testing, program management, and privacy and redress
protections remained. Following our February 2006 testimony, TSA
announced a temporary suspension of Secure Flight's development to
rebaseline the program.

Summary

For over 3 years, TSA has faced significant challenges in developing and
implementing the Secure Flight program, a federal passenger prescreening
initiative. As we testified in February 2006:

TSA had not conducted critical development activities, such as following a
disciplined life cycle approach for all phases of development, in

Section 518 of the Department of Homeland Security Appropriations Act, 2006 (Pub. L.
No. 109-90) requires GAO to report to the Comumittees on Appropriations of the Senate and
House of Representatives on the 10 issues listed in § 522(a) the Department of Homeland
Security Appropriations Act, 2005 (Pub. L. No. 108-334), not later than 90 days after the
Secretary of the Department of Homeland Security certifies to the above-named
committees that Secure Flight has satisfied the 10 issues. These 10 issues relate w system
development and implementation, effectiveness, progr and o ight, and
privacy and redress. We are also conducting our ongoing review in response 1o requests
from the United States Senate: the Commitiee on Commerce, Science, and Transportation,
,and its Subcommxmee on Aviation; Committee on Appropriations, Subcormittee on

4 A on Homeland Security and Governmem.a) Affairs;
Comrmttee on Jud)cxary, also the House of R onTy i
and Infrastructure, Committee on Homeland Security; and me Chairman of the Comxmttee
on Government Reform.

Page 2 GAO-06-864T
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accordance with best practices for large-scale information technology
prograras, potentially putting the program at risk of failure. In addition,
TSA had not maintained up-to-date program schedules or developed cost
estimates for the program.

TSA had made progress in coordinating with stakeholders—U.S. Custorns
and Border Protection (CBP), Terrorist Screening Center (T'SC), and air
carriers—but additional information and testing were needed before
stakeholders could be in a position to provide the support required for
Secure Flight to function as intended.

TSA made some progress in evaluating factors that could influence Secure
Flight's effectiveness. However, key policy decisions—such as what data
TSA will require air carriers to collect to support Secure Flight
operations—and related efforts, to include operational testing, had not
been completed.

Secure Flight's system documentation had not fully addressed how
passenger privacy protections were to be met, and therefore potential
impacts on privacy could not be d. Such an t will not be
possible until TSA determines, among other things, what passenger data it
will require for Secure Flight operations. We further reported that TSA had
not yet determined how it would include a process of appeals for travelers
erroneously singled out as part of the prescreening process.

TSA has acknowledged these challenges and, based in part on our prior
recommendations, has been taking corrective actions. In early 2006, TSA
suspended development of Secure Flight and initiated a reassessment, or
rebaselining, of the program, to be completed before moving forward. This
rebaselining effort is currently under way, and decisions regarding the
future direction of the program have not been made. We support TSA’s
rebaselining effort, and believe that the agency should not move forward
with the program until it demonstrates that it is following a disciplined life
cycle process.

Background

TSA is responsible for securing all modes of transportation while
facilitating commerce and the freedom of movement for the traveling
public. Passenger prescreening is one program among many that TSA uses
to secure the domestic aviation sector. The process of prescreening
passengers—that is, determining whether airline passengers might pose a
security risk before they reach the passenger-screening checkpoint—is
used to focus security efforts on those passengers that represent the

Page 3 GAD-06-864T
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Transportation Vetting Platform (TVP)'—the underlying infrastructure
(hardware and software) developed to support the Secure Flight
application, including security, communications, and data management
and, the Secure Flight application was to perform the functions associated
with receiving, vetting, and returning requests related to the determination
of whether passengers are on government watch lists. This application
was also to be configurable—meaning that it could be quickly adjusted to
reflect changes to workflow parameters. In May 2006, TSA officials stated
that the agency was considering other approaches for integrating the
Secure Flight TVP and application functions in a different configuration as
part of rebaselining the program. In its rebaselining effort, this and other
aspects of Secure Flight are currently being reviewed, and policy decisions
regarding the operations of the program have not been finalized.*

Overview of TSA's Plans to
Operate Secure Flight as of
February 2006

As envisioned under Secure Flight, when a passenger made flight

arrang ts, the organization accepting the reservation, such as the air
carrier’s reservation office or a travel agent, would enter passenger name
record (PNR) information obtained from the passenger, which would then
be stored in the air carrier’s reservation system.® While the government
would be asking for only portions of the PNR, the PNR data could include
the passenger’s name, phone number, number of bags, seat number, and
form of payment, among other information. Approxinately 72 hours prior
to the flight, portions of the passenger data contained in the PNR would be
sent to Secure Flight through a secure network connection provided by

"'SA planned to use this centralized vetting capability to identify terrorist threats in
support of various DHS and TSA programs. In addition to Secure Flight, TSA planned to
use the platform to ensure that persons working at sensitive locations; serving in trusted
positions with respect to the transportation infrastructure; or traveling as cockpit and
cabin crew into, within, and out of the United States are properly screened depending on
their activity within the transportation system. In addition to supporting the Secure Flight
and Crew Vetting programs, TSA expected to leverage the platform with other applications
such as TSA screeners and screener applicants, commercial truck drivers with hazardous
materials endorsements, aviation workers with access to secure areas of the airports, alien
flight school candidates, and applicants for TSA’s domestic Registered Traveler program.

*The lntelhgence Reform and Terrorism Prevenuon Act of 2004 requires that TSA begin to
assume for the pr ing function within 180 days after the
completion of testing. Pub L. No. 10815 8 § 4012, 118 Stat 3638, 3714-19 {(codified as
amended at 49 U.S.C. § 44903()(2)).

®This deseription of the Secure Flight system, as well as the graphic illustrating the systers
in figurel, is based on TSA’s draft June 9, 2005, concept of operations, a document that
gives a high-level overview of the Secure Flight system.
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DHS'’s CBP. Reservations or changes to reservations that were made less
than 72 hours prior to flight time would be sent immediately to TSA
through CBP.

Upon receipt of passenger data, TSA planned to process the passenger
data through the Secure Flight application running on the TVP. During this
process, Secure Flight would determine if the passenger data matched the
data extracted daily from TSC's Terrorist Screening Database (TSDB)—
the information consolidated by TSC from terrorist watch lists to provide
government screeners with a unified set of terrorist-related information. In
addition, TSA would screen against its own watch list composed of
individuals who do not have a nexus to terrorism but who may pose a
threat to aviation security.” :

In order to match passenger data to information contained in the TSDB,
TSC planned to provide TSA with an extract of the TSDB for use in Secure
Flight and provide updates as they occur. This TSDB subset would include
all individuals classified as either selectees (individuals who are selected
for additional security measures prior to boarding an aircraft) or no-flys
(individuals who would be denied boarding unless they are cleared by law
enforcement personnel).” To perform the match, Secure Flight was to
compare the passenger data, TSDB, and other watch list data using
autornated name-matching technologies. When a possible match was
generated, TSA and potentially TSC analysts would conduct a manual
review comparing additional law enforcement and other government
information with passenger data to determine if the person could be ruled
out as 2 possible match. TSA was to return the matching results to the air
carriers through CBP. Figure 1 illustrates how Secure Flight was intended
to operate as of February 2006.

"*TSA also planned to utilize 2 cleared Hist as part of the walch list matching process; the
cleared list was to be ¢ d of individuals who are fr 1y maisi ified as being on
the TSDB and who have applied, and been approved, to be on the list.

“These measures may include additional screening or other law enforcement actions.

Page 6 GAO-06-864T
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Figure 1: Planned Operation of Secure Flight as of February 2006
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“information about confirmed no-fys and certain selectees are shared with appropriate federat
gencies which f the law

As shown in figure 1, when the passenger checked in for the flight at the
airport, the passenger was to receive a level of screening based on his or
her designated category. A cleared passenger was to be provided a
boarding pass and allowed {o proceed to the screening checkpoint in the
normal manner. A selectee passenger was to receive additional security
scrutiny at the screening checkpoint.” A no-fly passenger would not be
issued a boarding pass. Instead, appropriate law enforcement agencies
would be notified. Law enforcement officials would determine whether
the individual would be allowed to proceed through the screening
checkpoint or if other actions are warranted, such as additional
questioning of the passenger or taking the passenger into custody. Based
on its rebaselining effort, TSA may modify this concept of operations for
Secure Flight.

TSA Had Not
Foliowed a
Disciplined Life Cycle
Approach or Fully
Defined System
Requirements,
Schedule, and Costs

As we testified in February 2006, TSA had not conducted critical activities
in accordance with best practices for large-scale information technology
programs. Further, TSA had not followed a disciplined life cycle approach
in developing Secure Flight, in which all phases of the project are defined
by a series of orderly phases and the development of related
documentation. Program officials stated that they had instead used a rapid
development method that was intended to enable them to develop the
program more quickly. However, as a result of this approach, the
development process had been ad hoc, with project activities conducted
out of sequence. For example, program officials declared the design phase
complete before requirements for designing Secure Flight had been
detailed.

Our evaluations of major federal information technology programs, and
research by others, have shown that following a disciplined life cycle
management process decreases the risks associated with acquiring
systems. As part of the life cycle process, TSA must define and document
Secure Flight's requirements—including how Secure Flight is to function
and perform, the data needed for the system to function, how various

“Some selectees were to receive a boarding pass from air carriers, but be required to
undergo secondary screening prior to boarding the aircrafi, while other selectees were to
first be met by law enforcement personnel, who would determine if the individual should
receive a boarding pass. In addition, air carriers, through their application of the CAPPS
rules, could also desi a as asel
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systems interconnect, and how system security is achieved. We found that
Secure Flight's requirements documentation contained contradictory and
missing information. TSA officials acknowledged that they had not
followed a disciplined life cycle approach in developing Secure Flight, but
stated that in moving forward, they would follow TSA’s standard
development process. We also found that while TSA had taken steps to
implement an information security managerment program for protecting
Secure Flight information and assets, its efforts were incomplete, based on
federal standards and industry best practices. We reported that without a
completed system security program, Secure Flight may not be adequately
protected against unauthorized access and use or disruption, once the
program becomes operational.

Further, TSA had proceeded with Secure Flight development without an
effective program management plan that contained up-to-date program
schedules and cost estimates. TSA officials stated they had not maintained
an updated schedule in part because the agency had not promuigated a
necessary regulation requiring commercial air carriers to submit certain
passenger data needed to operate Secure Flight, and air carrier responses
to this regulation would irapact when Secure Flight would be operational
and at what cost. While we recognized that program unknowns introduce
uncertainty into the program-planning process, uncertainty is a practical
reality in planning all programs and is not a reason for not developing
plans, including cost and schedule estimates that reflect known and
unknown aspects of the program.

Prior to TSA’s rebaselining effort of Secure Flight, several oversight
reviews of the program had been conducted that raised questions about
program management, including the lack of fully defined requirements.
DHS and TSA had executive and advisory oversight mechanisms in place
to oversee Secure Flight, including the DHS Investment Review Board—
designed to review certain programs at key phases of development to help
ensure they met mission needs at expected levels of costs and risks.
However, the DHS Investment Review Board and other oversight groups
had identified problems with Secure Flight’s development. Specifically, in
January 2005, the Investment Review Board withheld approval of the TVP,
which supported Secure Flight operations, to proceed from development
and testing into production and deployment until a formal acquisition plan,
a plan for integrating and coordinating Secure Flight with other DHS
people-screening programs, and a revised acquisition program baseline
had been completed. In addition, an independent working group within the
Aviation Security Advisory Coramittee, composed of government, privacy,
and security experts, reported in September 2005 that TSA had not

Page s GAO-06-864T
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produced a comprehensive policy document for Secure Flight that could
define oversight or governance responsibilities, nor had it provided an
accountability structure for the program.

TSA has taken actions that recognize the need to instill more rigor and
discipline into the development and management of Secure Flight, and
suspended its development efforts while it rebaselines the program. This
rebaselining effort includes reassessing program goals and capabilities and
developing a new schedule and cost estimates. Although TSA officials
stated that they will use a disciplined life cycle approach when moving
forward with the rebaselined program, officials have not identified when
their rebaselining effort will be completed.

TSA Had Made
Progress in
Coordinating with
Critical Stakeholders,
but More Work
Remains

As we testified in February 2006, TSA had taken steps to collaborate with
Secure Flight stakeholders—CBP, TSC, and domestic air carriers—whose
participation is essential to ensuring that passenger and terrorist watch list
data are collected and transmitted for Secure Flight operations, but
additional information and testing are needed to enable stakeholders to
provide the necessary support for the program. TSA had, for example,
drafted policy and technical guidance to help inform air carriers of their
Secure Flight responsibilities, and had begun receiving feedback from the
air carriers on this information. TSA was also in the early stages of
coordinating with CBP and TSC on broader issues of integration and
interoperability related to other people-screening programs used by the
government to cornbat terrorism.

Prior to its rebaselining effort, TSA had conducted preliminary network
connectivity testing between TSA and federal stakeholders to determine,
for exarple, how information would be transmitted from CBP to TSA and
back. However, these tests used only dummy data and were conducted in
a controlled environment, rather than in a real-world operational
environment. According to CBP, without real data, it was not possible to
conduct stress testing to determine if the system could handle the volume
of data traffic that would be required by Secure Flight. TSA acknowledged
it had not determined what the real data volume requirements would be,
and could not do so until the regulation for air carriers was issued and
their data management role had been finalized.

All key program stakeholders we interviewed stated that additional

information was needed before they could finalize their plans to support
Secure Flight operations. Although CBP, TSC, and air carrier officials we
interviewed through January 2006 acknowledged TSA’s outreach efforts,
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they cited several areas where additional information was needed from
TSA before they could fully support Secure Flight. Several CBP officials
stated, for example, that they could not proceed with establishing
connectivity with all air carriers until DHS published the nile—the
regulation that would specify what type of information was to be provided
for Secure Flight—and the air carriers submitted their plans for providing
this information. In addition, a TSC official stated that until TSA provided
estimates of the volume of potential name matches that TSC would be
required to screen, TSC could not make decisions about required
resources.

TSA’s ongoing coordination of prescreening and name-matching initiatives
with CBP and TSC could impact how Secure Flight is irmplemented and
require stakeholders to alter their plans made to support the program. In
January 2006, TSA officials stated that they are coordinating more closely
with CBP’s international prescreening initiatives for passengers on flights
bound for the United States. The Air Transport Association and the
Association of European Airlines—organizations representing air
carriers—had requested, among other things, that both domestic and
international passenger prescreening function through coordinated
information connections and avoid unnecessary duplication of

cor ications, progr: ing, and information requirements.” In
addition, TSC has an initiative under way to, among other things, better
safeguard watch list data. At present, TSC exports watch list data {o other
federal agencies for use in their screening efforts or processes for
examining documents and records related to terrorism. However, TSC is
currently developing a new system, Query, whereby watch list data would
not be exported, but rather would be maintained by TSC. Query would
serve as a coramon shared service that would allow agencies to directly
search the TSDB using TSC’s name-matching technology for their own
purposes. If TSC chooses to implement Query, TSA may be required to
modify the system architecture for Secure Flight in order to accommodate
the new syster.

Due to delays in Secure Flight's development and uncertainty about its
future, officials from two air carriers told us after our February 2006
testimony that they were enhancing their respective name-matching
systems because they were unsure when and whether TSA would be

¥Correspondence to the Honorable Michael Chertoff, Secretary, Department of Homeland
Security, October 27, 2005.
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taking over the name-matching function through Secure Flight." While
these efforts may improve the accuracy in each air carrier’s individual
name-matching system, the irprovements will only apply to their
respective systems and could further exacerbate differences that currently
exist among the various air carriers’ systems. These differences may result
in varying levels of effectiveness in the matching of passenger names
against terrorist watch lists, which was a primary factor that led to the
government's effort to take over the name-matching function through
Secure Flight.

Key Factors That
Could Influence the
Effectiveness of
Secure Flight Remain
to Be Finalized or
Resolved

As of February 20086, several activities were under way, or were about to
be decided, that would affect Secure Flight's effectiveness. For example,
TSA had tested name-matching technologies to determine what type of
passenger data would be needed to match against terrorist watch list data.
These tests had been conducted using historical data in a controlled,
rather than real-world environment, but additional testing was needed to
learn more about how these technologies would perform in an operational
environment. TSA also had not yet conducted stress testing to determine
how the system would handle peak data volumes. Further, due to program
delays and the program rebaselining, TSA had not conducted a
comprehensive end-to-end testing to verify that the entire system would
function as intended, although it had planned to do so by the middle of
2005.

Prior to its rebaselining effort, we further reported that TSA had not made
key policy decisions for determining the passenger information that air
carriers would be required to collect, the name-matching technologies that
would be used to vet passenger names against terrorist watch list data,
and thresholds that would be set to determine the relative volurae of
passengers who are to be identified as potential matches against the
database. For example, TSA will need to decide which data attributes air
carriers will be required to provide in passenger data to be used to match
against data contained in the TSDB, such as full first, middle, and last
name plus other discrete identifiers, such as date of birth. Using too many
data attributes can increase the difficulty of conducting matching, while

*The interviews with officials from the two air carriers is part of on-going work that
includes collecting information about name-matching systems currently used by air
carriers to match passenger names with those on the no-fly and selectee lists in the TSDB.
Information provided by the officials from the two air carriers cannot be generalized to
other air carriers.
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using too few attributes can create an unnecessarily high number of
incorrect matches due to, among other things, the difficulty in
differentiating among similar common names without further information.
In addition, TSA must determine what type or combination of name-
matching technologies to acquire and implement for Secure Flight, as
different technologies have different capabilities. For example, earlier TSA
PNR testing showed that some name-matching technologies are more
capable than others at detecting significant name modifications allowing
for the matching of two names that contain some variation. Detecting
variation is important because passengers may intentionally make
alternations to their names in an attempt to conceal their identities. In
addition, unintentional variations can result from different translations of
non-native names or data entry errors. TSA had planned to finalize
decisions on these factors as system development progressed. However,
until TSA completes its program rebaselining, data requirements for the
program will remain unknown.

As we reported in February 2006, two additional factors will play an
important role in the effectiveness of Secure Flight. These factors include
(1) the accuracy and completeness of data contained in TSC's TSDB and in
passenger data submitted by air carriers, and (2) the ability of TSA and
TSC to identify false positives and resolve possible mistakes during the
data-matching process to minimize inconveniencing passengers. Regarding
data quality and accuracy, in a review of the TSC’s role in Secure Flight,
the Departmnent of Justice Office of Inspector General found that TSC
could not ensure that the information contained in its TSDB was complete
or accurate. To address accuracy, TSA and TSC had planned to work
together to identify false positives—passengers inappropriately matched
against data contained in the terrorist-screening database—by using
intelligence analysts to reonitor the accuracy of data matches. Related to
the accuracy of PNR data, we reported that TSA had planned to describe
the required data attributes that must be contained in passenger data
provided to TSA in a forthcoming rule. However, the accuracy and
completeness of the information contained in the passenger data record
will still be dependent on the air carriers’ reservations systems, the
passengers themselves, and the air carriers’ modifications of their systems
for transmitting the data in the proper forrat. Prior TSA testing found that
many passenger data records submitted by air carriers were found to be
inaccurate or incomplete, creating problems during the automated name-
matching process.

Prior to its rebaselining effort, TSA had also reported that it planned to
work with TSC to identify false positives as passenger data are matched
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against data in the TSDB, and to resolve mistakes to the extent possible
before inconveniencing passengers. The agencies were to use intelligence
analysts during the actual matching of passenger data to data contained in
the TSDB to increase the accuracy of data matches. When TSA’s name-
matching technologies indicated a possible match, TSA analysts were to
manually review all of the passenger data and other information to
determine if the passenger could be ruled out as a match to the TSDB. If a
TSA analyst could not rule out a possible match, the record would be
forwarded to a TSC analyst to conduct a further review using additional
information. Until TSA completes its rebaselining effort, it is uncertain
whether this or another process will be used to help mitigate the
misidentification of passengers. An additional factor that could impact the
effectiveness of Secure Flight in identifying known or suspected terrorists
is the system’s inability to identify passengers who assume the identity of
another individual by committing identity theft, or who use false
identifying information. Secure Flight was neither intended nor designed
to address these vulnerabilities.

Secure Flight Privacy
Notices and
Passenger Redress
Process Cannot Be
Finalized Until
Program
Requirements Are
More Fully Defined

TSA is aware of, and plans to address, the potential for Secure Flight to
adversely affect travelers’ privacy and their rights. However, as we
testified in February 2006, TSA, as part of its requirements development
process, had not clearly identified the privacy impacts of the envisioned
system or the full actions it planned to take to mitigate them. Because
Secure Flight's system development documentation did not fully address
how passenger privacy protections were to be met, it was not possible to
assess potential system impacts on individual privacy protections, as of
February 2006. Further, such an assessment will not be possible until TSA
determines what passenger data will be required and how privacy
protections will be addressed in the rebaselined program.

The Privacy Act and the Fair Information Practices—a set of
internationally recognized privacy principles that underlie the Privacy
Act—limit the collection, use, and disclosure of personal information by
federal agencies.” TSA officials have stated that they are committed to
meeting the requirernents of the Privacy Act and the Fair Information
Practices. However, it is not evident how this will be accomplished
because TSA has not decided what passenger data elements it plans to

“*Privacy Act of 1974, Pub. L. No. 93-579, 88 Stat. 1896 (codified as amended at 5 US.C.
552a).
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collect, how such data will be provided by stakeholders, or how a
restructuring that may result from its program rebaselining will irmpact its
requirements for passenger data. Prior to the rebaselining effort, TSA was
in the process of developing but had not issued the systems-of-records
notice required by the Privacy Act, or the privacy impact assessment
required by the E-Government Act, that would describe how TSA will
protect passenger data once Secure Flight becomes operational.’®
Moreover, privacy requirements had not been incorporated into the Secure
Flight system development process to explain whether personal
information would be collected and maintained in the system in a manner
that complies with privacy and security requirements. In our review of
Secure Flight's systera requirements prior to TSA announcing its
rebaselining, we found that privacy concemns were broadly defined in
functional requirements documentation, which states that the Privacy Act
must be considered’in developing the system. However, these broad
functional reguirements had not been translated into specific system
requirements. Until TSA determines the relevancy of these requirerments
and notices, privacy protections and impacts cannot be assessed.

Further, Congress mandated that Secure Flight include a process whereby
aviation passengers determined to pose a threat to aviation security may
appeal that determination and correct erroneous information contained
within the prescreening system.” While TSA has not yet determined how it
will meet this congressional mandate, it currently has a process in place
that allows passengers who experience delays under the current
prescreening conducted by air carriers to submit a passenger identity
verification form to TSA and request that the agency place their names on
a cleared list. If, upon review, TSA determines that the passenger’s identity
is distinct from the person on a watch list, TSA will add the passenger’s
name to its cleared list, and will forward the updated list to the air carriers.
TSA will also notify the passenger of his or her cleared status and explain

% The E-Government Act of 2002 requires agencies to conduct a privacy impact assessment
before developing systems that collect, maintain, or disseminate information in an
identifiable form. Pub. L. No. 107-347, 116 Stat. 2899.

¥ See Pub. L Nos. 108-334, § 522(2)(1); and 10990, § 518(a).
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that in the future the passenger may still experience delays.” Recently,
TSA has automated the cleared list process, enabling the agency to further
mitigate inconvenience to travelers on the cleared list. GAO has an
ongoing review examining TSA’s redress process for assisting passengers
misidentified under the screening program.

According to TSA officials, no final decisions have been made regarding
how TSA will address redress requirements, but information on the
process will be contained within the privacy notices released in
conjunction with the forthcoming regulation. In May 2006, Secure Flight
officials stated that concems for privacy and redress were being addressed
as part of their rebaselining effort.

Concluding
Observations

TSA has recognized the challenges it faces in developing Secure Flight and
has undertaken efforts to rebaseline the program. We believe this
rebaselining effort is a positive step in addressing the issues facing the
program. To make and demonstrate progress on any large-scale
information technology program, such as Secure Flight, an agency must
first adequately define program capabilities that are to be provided, such
as requirements related to performance, security, privacy, and data
content and accuracy. These requirements can then in turn be used to
produce reliable estimates of what these capabilities will cost, when they
will be delivered, and what mission value or benefits will accrue as a
result. For Secure Flight, well-defined requirements would provide a guide
for developing the system and a baseline to test the developed system to
ensure that it delivers necessary capabilities, and would help to ensure
that key program areas-—such as security, system connectivity, and
privacy and redress protections—are appropriately managed.

When we reported on Secure Flight in March 2005, TSA had committed to
take action on our recommendations to manage the risks associated with
developing and implementing Secure Flight, including finalizing the
concept of operations, system requirements, and test plans; completing
formal agreements with CBP and air carriers to obtain passenger data;

*® In our February 2006 testimony, we stated that TSA's Office of Transportation Security
Redress (OTSR) managed redress for the current watch list matching process conducted
by the air carriers. At that time OTSR was developing an agency-wide policy for redress
and had interviewed TSA officials as paxt of that effort, but found that Secure Flight
requirements were not sufficiently defined for use in drafting the new policy. TSA officials
stated that they would continue to discuss the Secure Flight redress process with OSTR.
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developing life cycle cost estimates and a comprehensive set of critical
performance measures; issuing new privacy notices; and putting a redress
process in place. When we {estified in February 2006, TSA had made some
progress in all of these areas, including conducting further testing of
factors that could influence system effectiveness and corroborating with
key stakeholders. However, TSA had not completed any of the actions it
had scheduled to accomplish. In particular, TSA had not developed
complete sy requi nts or conducted important system testing,
made key decisions that would impact system effectiveness, or developed
a program management plan and a schedule for accomplishing program
goals.

In conjunction with its rebaselining effort, TSA has taken actions that
recognize the need to instill more rigor and discipline into the
development and management of Secure Flight, including hiring a program
director to administer Secure Flight and a program manager with
information systems program manageraent credentials. We support these
efforts and believe that proceeding with operational testing and
completing other key program activities should not be pursued until TSA
demonstrates that it has put in place a more disciplined life cycle process
as part of its rebaselining effort.

Mr. Chairman, this concludes my prepared statement. I will be pleased to
respond to any questions that you or other members of the commiitee
have at the appropriate time.
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Appendix II: Legislatively Mandated Secure
Flight Issues to be Certified by DHS and
Reviewed by GAO

Legislative mandated issue
{short title)

Description of mandated issue

Redress process

A system of due process exists whereby aviation passengers determined
to pose a threat are either delayed or prohibited from boarding their
scheduled flights by TSA may appeal such decisions and correct
erroneous information contained in CAPPS Il or Secure Flight or other
follow-on/successor programs.

Accuracy of databases and
effectiveness of Secure Flight

The underlying error rate of the government and private databases that
will be used to both establish identity and assign arisk level to a
passenger will not produce a large number of false positives that will
result in a significant number of passengers being treated mistakenly or
security resources being diverted.

Stress testing

TSA has stress-tested and demonstrated the efficacy and accuracy of all
search technologies in CAPPS Il or Secure Flight or other follow-
on/successor programs and has demonstrated that CAPPS I or Secure
Flight or other follow-on/successor programs can make an accurate
predictive t of those p gers who may constitute a threat to
aviation.

Internal oversight

The Secretary of Homeland Security has established an internal oversight
board to monitor the manner in which CAPPS I or Secure Flight or other
follow-on/successor programs are being developed and prepared.

Operational safeguards

TSA has built in sufficient operational safeguards to reduce the
opportunities for abuse.

Security measures

Substantial security measures are in place to protect CAPPS I or Secure
Flight or other follow-on/successor programs from unauthorized access
by hackers or other intruders.

Oversight of system use and
operation

TSA has adopted policies establishing effective oversight of the use and
operation of the system.

Privacy concerns

There are no specific privacy concerns with the technological
architecture of the system.
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Legislative mandated issue
(short title)

Description of mandated issue

Modifications with respect to
intrastate travel to accommodate
states with unique air
transportation needs

TSA has, in accordance with the requirements of section 44903 (j)(2)(B)
of title 49, United States Code, modified CAPPS H or Secure Flight or
other follow-on/successor programs with respect to intrastate
transportation to accommodate states with unique air transportation
needs and passengers who might otherwise regularly trigger primary
selectee status.

Life cycle cost estimates and
expenditure plans

Appropriate life cycle cost estitnates and expenditure and program plans
exist.

Source: GAG.
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Appendix III: Scope and Methodology

The results discussed in this testimony are based on our review of
available documentation on Secure Flight's systems development and
oversight, policies governing program operations, our past reports on the
program, and interviews with Department of Homeland Security officials,
TSA program officials and their contractors, and other federal officials
who are key stakeholders in the Secure Flight program. Throughout our
ongoing reviews of Secure Flight, we have reviewed TSA’s System
Development Life Cycle Guidance for developing information technology
systems and other federal reports describing best practices in developing
and acquiring these systems. We also reviewed draft TSA documents
containing information on the development and testing of Secure Flight,
including concept of operations, requirements, test plans, and test results.
We also reviewed reports from the U.S. Department of Justice Office of the
Inspector General that reviewed the Secure Flight program and reports
from two oversight groups that provided advisory recoramendations for
Secure Flight: DHS's Privacy and Data Integrity Advisory Committee and
TSA’s Aviation Security Advisory Committee Secure Flight Working
Group. We interviewed senior-level TSA officials, including
representatives from the Office of Transportation Threat Assessment and
Credentialing, which is responsible for Secure Flight, and the Office of
Transportation Security Redress, to obtain information on Secure Flight's
planning, development, testing, and policy decisions. We also interviewed
representatives from the U.S. Customs and Border Protection and
Terrorist Screening Center’ to obtain information about stakeholder
coordination. We also interviewed officials from several air carriers and
representatives from aviation trade organizations regarding issues related
to Secure Flight's development and implementation. In addition, we
attended conferences on name-matching technologies sponsored by
MITRE (a federally funded research and development corporation) and
the Office of the Director of National Intelligence.

'TSC was established in accordance with Homeland Security Presidential Directive-6 to
consolidate the government’s app h to terrorism ing, including the use of
terrorist information for screening purposes. TSC is an interagency effort involving DHS,
Department of Justice, Department of State, and intelligence community representatives
and is administered by the Federal Bureau of Investigation.
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This testimony includes work accoruplished for our March 2005 report’
and our February 2006 testimony,’ and work conducted from February
2006 to June 2006 in accordance with generally accepted government
auditing standards.

2GAO, Aviati Security: Signi Me Chall Moy Adversely Affect
Implementation of the Transportation Security Administration’s Secure Flight Program,
GAO-06-374T (Washington, D.C.: February 9, 2006).

*GAO, Aviation Security: Secure Flight Development and Testing Under Way, but Risks

Should Be Managed as System Is Further Developed, GAO-05-356 (Washington, D.C.:
March 2005).
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Mr. SIMMONS. You heard some of the concerns that have been ex-
pressed by the subcommittee to the previous panelist and I guess
I would be interested in your assessment of the role in the past of
TSA Intelligence in cooperating or coordinating with the Secure
Flight system and whether you think that role needs to be en-
hanced, changed in some fashion, or whether we are dealing with
a somewhat larger problem involving different entities of TSA and
the private carriers.

Ms. BERRICK. Thank you. To answer your larger question, I think
we are dealing with a larger problem that I will talk about in a
little bit. But with respect to TSA’s Office of Intelligence role with-
in the current prescreening process right now, air carriers are
doing the actual matching of names against terrorist watch lists.
If they conduct a match that is questionable, they don’t know
whether or not this is in fact a match, they would contact intel-
ligence analysts at TSA to look up additional information to try to
determine this person’s identity.

If TSA can’t make that determination, they will contact the Ter-
rorist Screening Center and the Terrorist Screening Center would
help them do that. So that is the intelligence analyst’s role right
now within the current prescreening process.

Under Secure Flight, intelligence analysts will still need to main-
tain that role in TSA to resolve potential matches. Although TSA
is taking over the actual name-matching function, they will still
run into similar situations where they might have a potential
match, they are not certain. In those cases, we will need to utilize
intelligence analysts within TSA to make that determination, and,
again, if they can’t make that determination, they will have to
work with the Terrorist Screening Center.

But your larger question about this beyond TSA Office of Intel-
ligence’ It is. There are some overarching issues with Secure Flight
that need to be addressed. Some of you had asked about data qual-
ity. That is certainly one important issue both with the Terrorist
Screening Center’s database, the no fly and selectee list, but also
an issue with passenger data, which is the data that is being used
to match against the Terrorist Screening Center’s database.

There are no standards for collecting passenger data. Each air
carrier does it a little bit differently. That greatly influences the ef-
fectiveness of the matching process.

Another key factor that can influence how effective these
matches are the matching algorithms or software used to conduct
the matches. They may try to make a perfect match, as some air
carriers do, or some will look for name permutations to try to ac-
count for misspellings in names or things along those lines.

So all of those policy decisions have yet to be made in terms of
what passenger data will Secure Flight use, what matching algo-
rithms will they use; and all that has the bigger impact, I think,
on how effective it will be.

Mr. SIMMONS. What you are saying is that in some respect the
approach of the carriers to the problem can affect the efficiency
with which the system works. And let me ask you this. I fly South-
west a lot. Let’s say there is a hit. Now, do they go back through
the system to TSA, to the analyst or to the Terrorist Screening
Center, if an automated fashion? Is it something that is relatively
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quick because there is connectivity, or do they use telephonic sys-
tems or other types of more cumbersome systems? Where are we
on that respect?

Ms. BERRICK. It depends on the individual air carrier. Some have
better connections than others. But when there is a positive match
either to the no fly or selectee list, the air carriers are required to
contact TSA and let them know, and TSA in turn will contact the
Terrorist Screening Center. So that is in place.

Now, more often than actual matches are questionable matches,
and in those cases the air carriers again need to contact TSA, work
with the intelligence analyst, and depending on the carrier, that
may be electronically, or it may be over the phone. But the more
frequent contact is when we have these potential matches that
need additional information from TSA on who this individual, is so
they can clear them and let them board or take the appropriate ac-
tion such as calling law enforcement.

Mr. SiMMONS. How effective is the system if somebody buys the
ticket at the last minute?

Ms. BERRICK. They are still prescreened under the current proc-
ess and will be under Secure Flight. It is envisioned, even at the
last minute, they would have to get their boarding pass, and go
through this process. In addition to this prescreen process, there
are other layers of security, as you know, to try to protect aviation
security.

You mentioned buying tickets at the last minute. There are other
procedures in place that try to augment the current prescreening
process that would protect against some vulnerabilities.

Mr. SiMMONS. Thank you. The Chair recognizes the Ranking
Member.

Ms. LOFGREN. Thank you. I appreciate your testimony and the
report. Rebaselining, does that mean we are starting over?

Ms. BERRICK. What TSA has told us about rebaselining --

Ms. LOFGREN. Is that a word?

Ms. BERRICK. According to our IT folks at GAO they do believe
it is a word, and different organizations may define it differently.
What TSA has told us is that everything is on the table with the
program. They may make changes, they may not. They are going
to look at the requirements, look at their goals.

Ms. LOFGREN. So they are starting over pretty much. The ques-
tion I have is as we are starting over, it is a new opportunity to
not make the same mistake over and over again. I was very inter-
ested in your comments about what this has been the history of
this Department, where they rush off without figuring out what
they are doing, and then several years later you have to start all
over again. Waste of money, waste of time, and the Nation has
been left unprotected.

And it sounds like that is what has happened here again, with-
out the IT systems being defined, you rush off and do it. Same
thing happened with the biometrics, how we were going to have
consistency. Everybody rushed off and we are going to have to redo
that, I am sure ultimately, to the tune of billions of dollars.

The data quality issues and what information is going to be in-
cluded was not decided upon. And so it seems to me that if you
could make some recommendations to us and to the Department
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ibrl quhlat could and should be included, that would be enormously
elpful.

We got a report in the 108th Congress, I believe, suggesting that
names alone were never going to cut it. There needs to be more
than just the raw name. And especially in this time of increased
identity theft exposure, to use names alone is a huge risk, it seems
to me.

So I would appreciate very much if you could tell us right now
what your recommendation would be as we start from scratch.
That would be useful. And also if you have any information—Mr.
Gaches has only been here a short period of time, did not know off
the top of his head the technology questions. But do they have ac-
cess, for example, to those biometrics or do they not’ Can you an-
swer those questions?

Ms. BERRICK. In terms of recommendations for TSA as they move
forward with Secure Flight, the first recommendation that we have
made to them and I would continue to make is that we support this
rebaselining effort. We believe they need to establish a disciplined
and rigorous development process which hasn’t been in place to
date. And TSA has stated that they have followed an expedited
process in order to field this program quickly. We think they need
to slow down to define the requirements and do this more system-
atically.

In terms of determining what data elements they should be using
to support Secure Flight, we think what TSA needs to do is appro-
priate testing, matching different combinations of passenger data
against the watch list to determine what results in the most effec-
tive match. TSA has done some limited testing. They have a lot
more testing that they need to do before they can make that deci-
sion.

And the third point I would make related to TSA moving forward
is they need to coordinate with their stakeholders, with the Ter-
rorist Screening Center, with Customs and Border Protection on
how this program is going to work and how they are going to sup-
port it, and also need to make some key policy decisions that are
going to affect this program.

Ms. LOFGREN. Wouldn’t there be some simple things to save time’
For example, if you have got Sean O’Casey, the IRA guy—if the
person before you is 7 years old, that you don’t have to go through
a big exploration; that the baby is not who you want to stop, or the
toddler. I mean, just some baseline things just to clear this out.
Couldn’t we use common sense like that?

Ms. BERRICK. TSA, Mr. Gaches was mentioning they have a re-
dress office.

Ms. LOFGREN. Not redress, not for the sake of the baby but for
the sake of the rest of us; that we are not wasting our time focus-
ing and spinning our wheels about the toddler.

Ms. BERRICK. The quality related to the Terrorist Screening Cen-
ter database is more, I believe, a T'SC issue rather than it is TSA.
TSC does have some efforts underway to try to improve the quality.
They are doing a record-by-record review. They have some other
things in place.

I think it is important that they move forward. As you mention,
that will take a while to do. In the meantime, because we are ap-
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plying these watch lists today, we want to make sure they are as
accurate as they can be. I think the individual agencies have a re-
sponsibility to make sure they are doing this responsibly. And in
TSA’s case, in the case of Secure Flight, I think they can do that
by looking at the passenger data that they are getting from air car-
riers, what are they going to provide them, and coming up with the
appropriate mix and software to determine what is going to result
in the best match, while separately these data quality issues at the
Terrorist Screening Center are being worked.

I think they are both important.

Ms. LoFGREN. I will just close by saying my mother always used
to tell me, take your time and do it right, because it is actually
quicier than doing it over and over again wrong. Thank you very
much.

Ms. BERRICK. Thank you.

Mr. SIMMONS. Your mother was a very smart lady.

Mr. SiMMONS. The chair recognizes the gentleman from New
Mexico.

Mr. PEARCE. Thank you.

Do you know what kind of cost has been associated with the Se-
cure Flight program up to this date?

Ms. BERRICK. TSA hasn’t been able to identify how much money
they have actually spent on Secure Flight and its predecessor pro-
grams. We estimate about $120, $130 million but that is an esti-
mate. We don’t have an exact figure. TSA estimates are right in
that ballpark, too.

Mr. PEARCE. That is close enough. What is your measure of suc-
cess? In other words, you have got to be—U.S. GAO had to be look-
ing with some parameters to decide that the program is not reach-
ing success. So what is your measure of success?

Ms. BERRICK. We are looking at a lot of areas related to Secure
Flight, and we have different criteria for each of those areas. Let
us take systems development. We are looking at best practices for
the development of IT systems and measuring TSA against that.
TSA itself has their own policies for developing major IT systems,
and we have looked at, what is their criteria for developing these
types of systems?

We found that, in the case of Secure Flight, they weren’t fol-
lowing their own systems development guidance. Instead, they had
a rapid development approach where some activities were con-
ducted out of sequence. They didn’t define requirements, and we
believe that was the cause of what has resulted and some of the
problems that they are facing right now.

In other areas, for example in privacy and redress, we are look-
ing to what extent they are complying with the Privacy Act, the E-
Government Act, fair information principles. So each of these areas
we have specific criteria that we are measuring them against, and
we are also very open with TSA on what this is. We want to help
them be successful and are open with how we are reviewing this
program.

Mr. PEARCE. If we go back to that word successful, helping them
be successful. Has anyone in the system defined success as some-
thing other than compliance’ In other words, to me, success would
be not knocking down any airliners for a given period of time. So
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did TSA set this as an objective evaluation that we are trying to
set up a system that will keep us from losing an airliner due to
b}?d %assengers doing bad things for the next 7.2 years or some-
thing?

Ms. BERRICK. One of the concerns we raised-- and I think your
point gets back to requirements-- what do they ultimately want
this program to achieve’ And we found that, over the 3 years that
this program has been in process, the requirements have changed.
So it hasn’t been entirely clear to us what the goals of the program
were.

Now, TSA is saying today that they agree with that. They know
that they need to finalize the requirements before moving forward.
So, I guess my short answer would be, I don’t think the goals have
been clearly defined, and they have changed somewhat over time.

Mr. PEARCE. If we are to just take, take the position that it is
no aircraft losses due to passenger intervention during the next 10
years, I mean, setting aside spelling of names, algorithms, privacy
rights and all that jazz, which has nothing to do with keeping air-
liners in the air, we are trying to set up a system for expediting
passengers. And yet we know in sleeper cells that they sometimes
are deactivated, that humans are deactivated for a period of 10
years, 20 years. How in the world can you have a program with all
the right algorithms and spellings of names and all that jazz’ How
can we do this’ I mean, it seems ludicrous that we spend the first
hundred million dollars not even thinking that we want what we
want to achieve, but the fact that we would go ahead and say,
okay, just design it right, forget the fact that it can’t be done be-
cause these people that are willing to do these acts of terror are
willing to put backpacks on their kids and stick them in the air-
planes and blow them up with I mean, so how why are you sug-
gest‘i?ng to cure the algorithms when it might not be a curable ques-
tion?

Ms. BERRICK. I think that is a very good point. Secure Flight is
just one specific program of many that TSA has implemented to en-
sure the security of aviation security, and it is not intended to be
the be all, end all. There are many other security layers that TSA
pays attention to. So I think it is appropriate to put this in the
proper context. It is not intended to do everything. There are other
programs in place, but I think that is a very good point, and I
agree with that. This is just one program, and it should be viewed
in that context.

Mr. PEARCE. What program is set up to stop the 20-year silent
nonparticipant and the al Qaeda cell that is waiting to just have
his number dialed and say, today’s your day’ What program is
there to stop that person?

Ms. BERRICK. In addition to intelligence, TSA’s building in un-
predictability into their procedures. For example, in their screening
procedures at airports, they are making things a little bit more un-
predictable, and that is geared towards the thought that terrorists
are going to change their tactics. You may not know what the
threat exactly is. This is another tool that they are using to try to
get at those types of points where you can’t predict where your
next threat is, and they have got some other efforts underway, too,
along those lines.
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Mr. PEARCE. Okay.

Thanks, Mr. Chairman.

Thanks a lot Ms. Berrick.

Mr. SiMMONS. Thank you for those insightful questions. The
chair recognizes the lady from New York.

Mrs. LOwWEY. I thank you, and I thank you for your presentation
and the new vocabulary that you are sharing with us. There was
CAPPS I, CAPPS II, now Secure Flight. You say that you think we
have spent about $120 to $130 million. I can think of a lot of good
uses for $120 to $130 million. The list just gets bigger. There are
more errors. Can you give us confidence that as a result of—this
is called the rebaseline assessment. Can you give us confidence
that if they are rethinking this again, will Secure Flight be any
more successful’ What directives have you given them’ Is it worth
even investing the $120 to $130 million’ Perhaps you can clarify for
me why we, as appropriators, some of us are on this committee,
should even think about $120 to $130 million when the agency
can’t even figure out what they did with the money’ And it is puz-
zling to me how you who are auditing it can even find the money.
So should we go ahead with this’ I think we are all saying this in
different iterations because it is so puzzling.

Ms. BERRICK. Thank you. To first relate it to the benefits of Se-
cure Flight. You asked whether or not we should be moving for-
ward with this.

Mrs. LOowEY. No. No. I think it is important, but do you have any
confidence that one strike, two strike, here we go again, that they
are going to spend the money any better’ Just give us confidence
with the directives that you would offer them, that this can be ac-
complished and at what price?

Ms. BERRICK. Since TSA initiated their rebaselining efforts, we
have seen some very positive steps. They brought in new leader-
ship responsible for the program. They brought in people with in-
formation systems credentials that they didn’t always have prior to
that. There has been a commitment from the head of TSA, Kip
Hawley, that he really wants to do this right. He wants to slow
down. This is an important program. He is going to build this with
discipline and rigor. Based on hearing GAQO’s concerns, Kip Hawley
actually initiated an special review of the program, identified the
same issues pretty much that we have identified, and that is why
they are rebaselining the program. So in terms of the history of
this program, I have seen very positive steps lately that are en-
couraging, and I am looking forward to when TSA completes this
rebaselining effort to see how they are going to move forward, but
I have seen some very positive actions since the rebaselining was
announced.

Mrs. LOWEY. Could you discuss the oversight procedures that
have been put in place, so a year from now, you can tell us, yes,
they have spent the money, be it— I hate even to think—$100 to
$300 million?

Ms. BERRICK. The fiscal year 2006 appropriation legislation re-
quires that GAO report on Secure Flight 90 days after DHS cer-
tifies that the system has satisfied its requirements that are
spelled out in legislation. So GAO is statutorily mandated to report
on the program once TSA certifies that they have met these re-
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quirements. So we will be issuing report or testifying on those re-
sults at some point in the future after TSA certifies the system,
and we are continuing to review the program based on other re-
quests that we have gotten from various committees. So we have
a continual presence looking at Secure Flight. After they certify the
system, we will be reporting on it.

Mrs. LOwWEY. I have found, Mr. Chairman, that as Members of
Congress, be it appropriators or not, we look to GAO when all else
fails. I guess what I am trying to understand is, do you feel there
are appropriate accounting procedures in place as the process
moves forward’ Or are we going to have to depend on your over-
sight to make sure that TSA is spending the money appropriately?

Ms. BERRICK. I think there needs to be several oversight mecha-
nisms, and GAO is one. There are also oversight mechanisms at
the Department of Homeland Security level. They have an invest-
ment review board where they look at these types of programs.
They are becoming more involved in Secure Flight. That is a level
of oversight. There are also some independent groups that are
made up of TSA employees and private sector people that provide
advice and counsel to TSA on the program. And in addition, there
are often congressional hearings, oversight hearings on Secure
Flight and related programs. Most recently before the Senate Com-
merce Committee in February, TSA and GAO testified on these
same issues so. So there seems to be some various mechanisms for
oversight, and I think it is important to have all of those as TSA
moves forward.

Mrs. LowEey. Is that same oversight procedure, the same as the
one that was in place with the CAPPS I, CAPPS II?

Ms. BERRICK. We were—GAO specifically was mandated to look
at CAPPS II. The requirement was a little bit different. That re-
quired us to report on the program essentially once every year. It
wasn’t driven by when TSA certified it. So we were so essentially
providing a status update once a year under the old legislation.

Mrs. Lowey. Well, thank you, Mr. Chairman. I do hope we can

et something that is tangible and that works out of this program,;

100 to $130 million is a lot of money, and we can think of many
uses for it. So thank you very much.

And thank you, Mr. Chairman.

Ms. BERRICK. Thank you.

Mr. SiMMONS. I thank the gentlelady from New York for her con-
tinued interest and rigorous oversight activities on these issues.
She, like me, shares the memories of 9/11 and probably lost many
constituents on that day. So this is something that we all have a
deep concern for.

I appreciate your testimony. There will be a follow up on this
hearing. We will make an effort to pull together the TSA, the TSC
and the CBP into one room, and bring members in and see if we
can get our arms around this a little bit, a little bit better.

So I thank all of my colleagues for their participation.

I thank you, Ms. Berrick, for your testimony. Members will have
I believe 5-10 working days to submit additional questions and
comments for the record. And there being no further business,
without objection the committee stands adjourned.

Ms. BERRICK. Thank you, Mr. Chairman.
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Mr. SiMMONS. Thank you.
[Whereupon, at 4:45 p.m., the subcommittee was adjourned.]
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