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AN OVERVIEW OF THE CREDIT BUREAUS AND
THE FAIR CREDIT REPORTING ACT

THURSDAY, JULY 12, 2018

U.S. SENATE,
COMMITTEE ON BANKING, HOUSING, AND URBAN AFFAIRS,
Washington, DC.

The Committee met at 10:04 a.m., in room SD-538, Dirksen Sen-
ate Office Building, Hon. Mike Crapo, Chairman of the Committee,
presiding.

OPENING STATEMENT OF CHAIRMAN MIKE CRAPO

Chairman CrRAPO. The Committee will come to order. The Com-
mittee hearing today is entitled “An Overview of the Credit Bu-
reaus and the Fair Credit Reporting Act”.

Credit bureaus play a valuable role in our financial system by
helping financial institutions assess a consumer’s ability to meet fi-
nancial obligations and also facilitating access to beneficial finan-
cial products and services.

Given this role, they have a lot of valuable personal information
on consumers and, therefore, are targets of cyberattacks.

Last year, Equifax experienced an unprecedented cybersecurity
incidlent which compromised the personal data of over 145 million
people.

Following that event, the Banking Committee held two oversight
hearings on the breach and consumer data protection at credit bu-
reaus. The first hearing with the former Equifax CEO examined
details surrounding the breach, while the second hearing with out-
side experts examined what improvements might be made sur-
rounding credit reporting agencies and data security.

This Committee also recently held a hearing on cybersecurity
and risks to the financial services industry. These hearings dem-
onstrated bipartisan concern about the Equifax data breach and
the protection of consumers’ personally identifiable information, as
well as support for specific legislative measures to address such
concerns.

Some of these were addressed in Senate bill 2155, the “Economic
Growth, Regulatory Relief, and Consumer Protection Act”, which
included meaningful consumer protections for consumers who be-
come victims of fraud.

For example, it provides consumers unlimited free credit freezes
and unfreezes per year. It allows parents to turn on and off credit
reporting for children under 18 and provides important protections
for veterans and seniors.
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Last month a New York Times article commenting on the bill
noted that “one helpful change . . . will allow consumers to ‘freeze’
their credit files at the three major credit reporting bureaus—with-
out charge. Consumers can also ‘thaw’ their files, temporarily or
permanently, without a fee.”

Susan Grant, director of consumer protection and privacy at the
Consumer Federation of America, expressed support for these
measures, calling them “a good thing.”

Paul Stephens, director of policy and advocacy at the Privacy
Rights Clearinghouse, similarly noted that the freeze provision
“has the potential to save consumers a lot of money.”

But there is still an opportunity to see whether more should be
done,dand today’s hearing will help inform this Committee in that
regard.

Today I look forward to hearing more from the witnesses about
the scope of the Fair Credit Reporting Act and other relevant laws
and regulations as they pertain to credit bureaus; the extent to
which the Bureau of Consumer Financial Protection and the FTC,
whom the two witnesses represent today, oversee credit bureau
data security and accuracy; the current state of data security, data
accuracy, data breach policy, and dispute resolution processes at
the credit bureaus; and what, if any, improvements could be made.

States have begun to react in their own ways to various aspects
of the public debate on privacy, data security, and the Equifax data
breach.

Two weeks ago, California enacted the California Consumer Pri-
vacy Act which will take effect on January 1, 2020. The act, which
applies to certain organizations conducting business in California,
establishes a new privacy framework by creating new data privacy
rights, imposing special rules for the collection of minors’ consumer
data, and creating damages frameworks for violations and busi-
nesses failing to implement reasonable security procedures.

Many members are interested in learning more about what Cali-
fornia and other States are doing on this front.

Additionally, 2 weeks ago, eight State banking commissioners
jointly took action against Equifax in a consent order requiring the
company to take various actions regarding risk assessment and in-
formation security.

I have long been concerned about data collection and data pri-
vacy protections by the Government and the private sector.

Given Americans’ increased reliance and use of technology where
information can be shared by the swipe of a finger, we should be
careful to ensure that companies and Government entities who
have such information use it responsibly and keep it safe.

Senator Brown.

OPENING STATEMENT OF SENATOR SHERROD BROWN

Senator BROWN. Thank you, Mr. Chairman. Thanks very much
to our witnesses. Thanks for holding this hearing today. I hope my
colleagues would excuse me to particularly welcome Ms. Twohig to
our Committee. She is from the Consumer Protection Bureau, grew
up in Fairview Park, a westside suburb of Cleveland. She grad-
uated from Ohio State. She worked for the Cleveland Foundation,
the preeminent community foundation in the United States of
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America. She has a long career as a public servant with the FTC,
the Treasury Department, and was an early employee of this ter-
rific agency, the Consumer Financial Protection Bureau. And not to
leave you out, but thank you both for joining us.

The consumer credit reporting system is stacked against Ameri-
cans. A bad credit report can keep you out of a job; it can put you
on a list where you will be targeted with expensive credit cards or
high-cost loans. You are almost powerless to do anything about it.

Americans have basically no control over these reports that can
dictate their lives and their family’s plans for the future. They
often do not know whether they are accurate or whether they are
inaccurate.

Six years ago I chaired a Subcommittee hearing where consumer
advocates in the CFPB identified problems in the credit reporting
industry. We have had several hearings in this Committee over the
last year on credit reporting companies and on data privacy. In the
meantime, breach after breach has occurred.

Last year, as we know, 148 million Americans had their sensitive
data stolen as hackers exploited a known security flaw that
Equifax did not fix. Millions more have been affected by breaches
at banks like JPMorgan Chase, stores like Target, Whole Foods,
even Trump hotels. Congressional efforts, including provisions in-
cluded in S. 2155, have not done anything meaningful to address
accuracy of credit reports, to fix privacy concerns, or to give con-
sumers controls over their own personal data.

At the same time, big tech companies continually add more and
more of our personal information to their digital warehouses. They
have financial and personal details about hundreds of millions of
Americans. They see the potential for a big payday in selling that
data to credit reporting companies. These companies are amassing
more and more of our data, but still seem totally unprepared to
deal with cyberattacks. They are building virtual, shall we say, sil-
ver platters for hackers.

People want and deserve a lot more control over their personal
information. Credit reporting presents a unique problem because
often Americans do not even know these corporations collect their
data in the first place. Right now consumers cannot vote—as many
of my colleagues like to say, cannot simply vote with their feet
when a company does not treat them well, when a credit bureau
fails to protect their privacy. Congress passed the Fair Credit Re-
porting Act in the first place to rein in credit bureaus that origi-
nally functioned as unsupervised supervisory agencies collecting
personal information that we would be appalled to see in someone’s
credit report today.

After scandals at Facebook, people are rightfully worried about
big companies once again compiling and selling piles of personal
data on every American without our knowledge, out of our control
or our consent. More Americans would be surprised at how lenders
are putting this data to use. Last week the Washington Post ran
a story about a company called “Mariner Finance” that uses a loop-
hole in the FCRA to look at people’s credit records without their
permission and then targets them with scams. Mariner sends
checks for thousands of dollars to struggling families that can be
cashed the day they are plucked from the mail. But the checks are
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really just expensive loans waiting to trap the consumer who
cashes them.

Now, Mariner will tell you they are increasing “access to cred-
it”—their term. But that was exactly what we were told about
subprime loans. Some will say, including potentially your boss at
the CFPB, that the market will take care of that. Well, the market
clearly has not. The fact is Mariner is weaponizing people’s credit
history to target them with an expensive loan and making huge
profits for the hedge fund that owns it. Your credit report can be
used to force you into court, rightly or wrongly, to settle debts. But
what if your credit card company or your cable provider erro-
neously reports a missed payment or defaulted account? They are
protected. You cannot take them to court at all. And that is just
absolutely outrageous.

It turns out that is a big problem. A CFPB paper found last year
that credit reporting companies have not been doing enough to en-
sure the information they get is accurate. They are protected and
consumers are not, in part because of the behavior of this U.S. Sen-
ate and because of a Supreme Court that moves more and more to
protect corporate interests. What incentive do these companies
have? The people they hurt will not be able to have their day in
court.

We have heard all this before. The credit reporting system is
backward. Like so much of our economy, it works for big corpora-
tions. It works for people with privilege. It does not work for reg-
ular Americans.

The Fair Credit Reporting Act is 50 years old. The amount and
type of information collected today would have been unthinkable
when it was created. It is time for a serious overhaul that puts
Americans in control of their own data. I have introduced bills and
so have many of my colleagues that would do just that. I hope the
Committee will not only listen to the advice we get today, but will
also take action to give people control over what should be their
personal information.

Thank you, Mr. Chairman.

Chairman CrAPO. Thank you, Senator Brown. We will now move
to our witnesses and their testimony.

First we will hear from Ms. Peggy Twohig, who currently serves
as the Assistant Director for Supervision Policy in the Division of
Supervision, Enforcement, and Fair Lending at the Bureau of Con-
sumer Financial Protection. The Office of Supervision is respon-
sible for developing strategy across bank and nonbank markets and
ensuring that policy decisions are consistent across markets, char-
ters, and regions.

After that we will hear from Ms. Maneesha Mithal, who serves
as the Associate Director for the Division of Privacy and Identity
Protection in the Bureau of Consumer Protection at the Federal
Trade Commission. In this capacity she supervises the work in the
area of data security, identity theft, credit reporting, and behav-
ioral advertising and general privacy.

We appreciate both of you joining us today, and we will proceed
in the order that you were introduced. Ms. Twohig.
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STATEMENT OF PEGGY L. TWOHIG, ASSISTANT DIRECTOR, OF-
FICE OF SUPERVISION POLICY, DIVISION OF SUPERVISION,
ENFORCEMENT, AND FAIR LENDING, BUREAU OF CON-
SUMER FINANCIAL PROTECTION

Ms. TwoHIG. Good morning, Chairman Crapo, Ranking Member
Brown, and thank you for that special introduction. I am very
proud of my Cleveland roots. And thank you for the opportunity to
testify today about the work of the Bureau of Consumer Financial
Protection to address consumer protections in the credit reporting
market. My name is Peggy Twohig, and I am Assistant Director for
Supervision Policy at the Bureau.

Credit reporting plays a critical role in consumer financial serv-
ices and has enormous reach and impact. Over 200 million Ameri-
cans have credit files with tradelines furnished voluntarily by over
10,000 providers. This information is used by creditors and other
types of businesses to make decisions about individual transactions
with consumers. In particular, creditors rely on this information to
decide whether to approve loans and what terms to offer. Accurate
credit reporting is important to creditors and other businesses to
make good business decisions. For an individual consumer, an ac-
curate credit report can be even more important given the signifi-
cant impact that information can have on that consumer’s ability
to obtain financial and other products and services.

Because of the importance of accuracy to businesses and con-
sumers, the structure of the Fair Credit Reporting Act creates
interrelated legal standards and requirements to support the policy
goal of accurate credit reporting. These requirements anticipate
that all reports will not be perfect; instead, the FCRA requires that
credit reporting agencies, or CRAs, have “reasonable procedures to
assure maximum possible accuracy” of reports. It also imposes cer-
tain accuracy obligations on furnishers of credit report information.
And the FCRA has a dispute and investigation framework, with ob-
ligations on both CRAs and furnishers, to ensure that potential er-
rors are investigated and errors are corrected promptly.

The written testimony of the Bureau reviews the legal authority
of the Bureau to supervise and enforce the Federal consumer finan-
cial laws applicable to CRAs. I will focus here on the work the Bu-
reau has done exercising these authorities.

In both its supervision and enforcement work, the Bureau has fo-
cused on credit reporting accuracy and dispute handling by both
CRAs and furnishers. As discussed in a special edition of Super-
visory Highlights published last year, the Bureau’s supervisory
work has prioritized reviews of key elements underpinning accu-
racy. As a result of these reviews, the Bureau directed specific im-
provements in data accuracy and dispute resolution at one or more
CRA, including: improving oversight of incoming data from the fur-
nishers; instituting quality control programs of compiled consumer
reports; monitoring furnished dispute metrics to identify and cor-
rect root causes; improved investigations of consumer disputes, in-
cluding a review of relevant information provided by consumers;
and improving communication to consumers of dispute results.

In supervising bank and nonbank furnishers, the Bureau has
found furnishers that were not complying with their FCRA obliga-
tions and directed them to comply, including developing reasonable
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written policies and procedures regarding the accuracy of informa-
tion they furnish; taking corrective action when they furnished in-
formation they determined to be inaccurate; and bringing their dis-
pute handling practices into compliance. The Bureau has also
brought enforcement actions and entered into a number of settle-
ments related to violations of the FCRA’s accuracy and dispute in-
vestigation requirements.

Turning to data security, CRAs hold a tremendous amount of
sensitive information about consumers. If CRAs do not protect this
data, it may lead to data breaches, creating the risk of substantial
harm to consumers, including the risk of identity theft. Since the
Equifax breach, the Bureau has increased its attention to data se-
curity issues in our supervisory and enforcement work.

The Bureau has the authority to conduct data security investiga-
tions and to conduct examinations at certain nonbanks, including
larger CRAs. This authority includes assessing the facts and cir-
cumstances to determine whether a CRA’s data security practices
constitute a violation of Federal consumer financial law, including
the prohibition against unfair, deceptive, or abusive acts and prac-
tices, or the FCRA.

Our supervisory, enforcement, and consumer education efforts
will continue in this important area. Consumers should have con-
fidence that their credit reports are secure and comply with all ap-
plicable legal requirements.

Thank you again for the opportunity to testify today at this im-
portant hearing. I would be happy to answer your questions about
the Bureau’s work related to credit reporting.

Chairman CraPO. Thank you very much.

Ms. Mithal.

STATEMENT OF MANEESHA MITHAL, ASSOCIATE DIRECTOR,
DIVISION OF PRIVACY AND IDENTITY PROTECTION, BUREAU
OF CONSUMER PROTECTION, FEDERAL TRADE COMMISSION

Ms. MiTHAL. Thank you. Chairman Crapo, Ranking Member
Brown, and Members of the Committee, my name is Maneesha
Mithal, and I am the Associate Director of the Division of Privacy
and Identity Protection at the Federal Trade Commission. I appre-
ciate the opportunity to appear before you today to discuss the Fair
Credit Reporting Act, credit bureaus, and data security.

As you know, the FCRA is intended to help consumers in three
ways.

First, it helps consumers prevent the misuse of sensitive con-
sumer report information by limiting recipients to those who have
a legitimate need for it.

Second, it works to improve the accuracy and integrity of the
consumer reporting system.

And, third, it promotes the efficiency of the Nation’s banking and
consumer credit systems.

Now, the Commission has played a key role in the implementa-
tion, enforcement, and interpretation of the FCRA since its enact-
ment. Let me mention three key examples.

First, in 2012 the Commission published a study of credit report
accuracy. According to the study findings, one in four consumers
identified errors on their credit reports that might affect their cred-
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it scores. Four out of five consumers who filed disputes experienced
some modification to their credit report. And 5 percent of con-
sumers experienced a change in their credit score that could impact
their credit risk classification.

The second activity that the FTC engages in is enforcement. En-
forcement continues to be a top priority for the Commission. Since
2011, the Bureau has been examining the nationwide credit bu-
reaus. As a result, the FTC has focused its FCRA law enforcement
efforts on other entities in the credit reporting area and other as-
pects of the consumer reporting industry more broadly. One exam-
ple is enforcing a law against furnishers that are not supervised by
the Bureau. The FTC has settled cases against data furnishers that
allegedly had inadequate policies and procedures for reporting ac-
curate information to CRAs.

Another example is employment background screening CRAs.
For instance, in the InfoTrack case, the Commission alleged that
a background screening CRA failed to have reasonable procedures
to ensure the maximum possible accuracy of the consumer reports
it provided, and as a result, it provided inaccurate information sug-
gesting that job applicants may have been registered sex offenders
when they were, in fact, not.

Third, the Commission continues to educate consumers and busi-
nesses on their consumer reporting rights and obligations under
the FCRA. One example is our publication “Credit and Your Con-
sumer Rights”, which provides an overview of credit for consumers,
explains consumers’ legal rights, and offers practical tips to help
solve credit problems.

Now, let me close by mentioning the importance of credit bu-
reaus maintaining reasonable security of the consumer information
that is entrusted to them. Since 2001, the Commission has under-
taken substantial efforts to promote data security in this and other
sectors. We enforce several laws requiring companies to maintain
reasonable security, including the FTA Act, the Gramm-Leach—Bli-
ley safeguards rule, and certain provisions of the FCRA. The Com-
mission has brought over 60 law enforcement actions against com-
panies that allegedly engaged in unreasonable data security prac-
tices.

Last year the Commission took the unusual step of publicly con-
firming its investigation into the Equifax data breach due to the
scale of the public interest in the matter. And although we aggres-
sively enforce our data security laws, I believe there are some gaps
in our authority. For example, we cannot seek civil penalties for
violations of most data security laws. To fill in these gaps, the
Commission has supported Federal data security legislation on a
bipartisan basis for over a decade. My written testimony discusses
these issues in further detail, and I am happy to answer any ques-
tions you might have.

Chairman CRrRAPO. Thank you, Ms. Mithal. And my first question
is for you. This is primarily just sort of a housekeeping item, but
as I indicated in my opening statement, the Economic Growth, Reg-
ulatory Relief, and Consumer Protection Act has some significant
provisions in it in this arena in terms of protecting consumers with
the ability to place security freezes on their credit files with credit
bureaus. This provision will empower consumers to protect their
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credit in the event of future data breaches or incidents of identity
theft. I am just seeking your commitment that you and the FTC
will move expeditiously to implement these credit bureau provi-
sions in Senate bill 2155.

Ms. MITHAL. Absolutely, you have our commitment to implement
those provisions expeditiously, and we have already begun. We
issued a consumer blog post, and we have begun our rulemaking
process, so thank you.

Chairman CraPO. Thank you.

Ms. Twohig, credit bureaus—well, let me put it this way: I have
long been concerned about the ever increasing amounts of big data
that are being collected, both in the private sector and in the public
sector by the Government. And as you know, one of the agencies
that I have been worried about is the Consumer Financial Protec-
tion Bureau.

Are credit bureaus required to provide data to the Bureau?

Ms. TWOHIG. So, Senator, thank you for that question. In our su-
pervisory work, they are required to respond to our requests when
we are conducting an examination, and the requests that we make
of the credit bureaus are similar to the requests we make of other
financial service providers that we oversee through our examina-
tion authority. So that would be we request information such as
how they are complying with the law and their compliance man-
agement systems, so, for example, their board and management
oversight, their policies and procedures, their monitoring, their
training, what audits they are doing. So all the elements that go
into a compliance management system, we ask for that general in-
formation.

And then more specifically, we ask for more specific information
when we are determining particular compliance with particular
provisions of the law. So, for example, we may need specific infor-
mation about consumer files when we are doing transaction testing
to ensure, for example, that they were complying with the law in
following up on a consumer’s dispute.

Chairman CrRAPO. My understanding is that the agency is seek-
ing to collect specific credit card transactional data on hundreds of
millions of accounts. Is that not correct?

Ms. TwoHIG. My understanding, Senator, is that a separate part
of the Bureau, its research arm, collects in a credit panel de-identi-
fied information on consumers for research purposes.

Chairman CRAPO. But you are not in a position to describe ex-
actly what they are collecting?

Ms. TwoHIG. Correct. We would need to follow up with you and
get you the details on that.

Chairman CrAPO. All right. Let me go back again to the informa-
tion that you are familiar with. Is the data that you are requiring
provided by mandate or is it purchased?

Ms. TWOHIG. So the area that I work in, Supervision, the legal
requirement under Dodd-Frank is that they are required to re-
spond to supervisory requests for the information we need to con-
duct the examination.

Chairman CrAPO. All right. And are there other private sector
entities that are required to provide data in addition to the credit
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bureaus? And what are they? For example, credit card companies,
banks, others?

Ms. TWOHIG. So there are various provisions of different kinds of
law that do require reporting to the Bureau. I believe, for example,
under the CARD Act, credit card issuers are required to provide
their agreements that then the Bureau posts on the website. I am
not familiar, sitting here right now, with all the different provi-
sions that might require reporting to the Bureau, but there are a
number of different requirements that would come into play.

Chairman CrAPO. All right. I appreciate that. And just quickly,
I have only got about a minute left, so if you could each give me
about a 30-second answer, sort of a high-level answer as to what
have we learned from the Equifax data breach about what we need
to do from here?

Ms. TWOHIG. So, Senator, I can tell you that even though the Bu-
reau’s investigations are not public, in this instance it is a matter
of public record that the Bureau is investigating Equifax. We are
coordinating with the FTC on that investigation, so that is in proc-
ess. So I think it is premature to really answer that question.

Chairman CRAPO. All right. Ms. Mithal.

Ms. MITHAL. Like Ms. Twohig, I cannot comment on the specifics,
but what I can say is two things.

One is that we have learned that credit bureaus do hold the most
sensitive information about consumers available in the market-
place, and it is incumbent on these credit bureaus to protect that
information.

And, second, I think that in terms of the big data breaches, I
think the FTC could use more authority to seek civil penalties
against companies that violate the laws that we enforce.

Chairman CRAPO. All right. Thank you.

And Senator Brown has indicated that he wants to yield his first
slot to Senator Schatz, so, Senator Schatz, please go ahead.

Senator SCHATZ. Thank you, Chairman, and thank you to Rank-
ing Member Brown. I promise I will not make a habit out of this.
I appreciate it very much.

Thank you very much for your testimony. Ms. Twohig, I wanted
to follow up on something Ms. Mithal described. There was an FTC
report that found that 5 percent of credit reports contain confirmed
material errors. So these are confirmed material errors. There are
more errors than that. But even if it is just 5 percent, that is the
bare minimum of confirmed material errors. You are talking about
10 million people. And worse than that, 2 years later 84 percent
of those errors remained on the credit reports.

Can you tell me a little bit about what your supervisory work is
entailing and what you found as it relates to accuracy and dispute
resolution?

Ms. TwoHIG. Thank you for that question, Senator. I would be
happy to talk about that.

As 1 said, because of the concerns about credit report accuracy,
the Bureau did its first rule to identify what larger participants in
the marketplace it was going to establish a nonbank supervision
program for that was not already in a statute with respect to credit
bureaus, consumer reporting agencies, because of the priority that
the Bureau gave to look into that market and to be able to apply
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first ever supervisory authority on that industry. So they had
never, before the Bureau, been examined by any Federal or State
regulator. We prioritized that, and we have been conducting that
work. And so we have been very focused on looking at their compli-
ance with the accuracy and the dispute resolution provisions of the
FCRA.

Senator SCHATZ. And what have you found?

Ms. TwoHiG. We found that, in general, as a big-picture matter,
supervision is an attempt to get companies to have a preventive—
to prevent law violations, to have a proactive approach to compli-
ance, to make sure that they have their compliance house in order
so that violations do not occur in the first place. We think we have
made progress in shifting their attitude and culture toward more
of a proactive compliance posture. But we have found problems
with their compliance with the law, and we have given them direc-
tives to improve where we have found they have fallen short, and
we have seen improvements over time. But that is not to say there
is not more work to do, Senator.

Senator SCHATZ. Thank you.

Ms. Mithal, Senator Kennedy and I have a bill that would give
consumers more tools to manage their credit reports, and I think
it is really important for this Committee, especially for Republicans
on this Committee, to recognize that we all know that we cannot
blow up the system, that although there are consumers problems
related to these credit bureaus, we still need some measure of cred-
itworthiness, and we are not intending to be so disruptive as to cre-
ate problems in lending. But there are some basic things that we
can do to empower consumers, and I want to make sure that—they
are not customers. They have not enlisted. People generally speak-
ing do not sign up with these credit bureaus. But they are con-
sumers, and our bill tries to empower consumers to, for instance,
know what the credit bureaus know, be able to see those same
lines, and to have an online portal that is no labyrinthine that al-
lows a person to resolve any dispute in a straightforward manner.

Is it fair to say, Ms. Mithal, that you support the goals of this
legislation?

Ms. MiTHAL. Absolutely. I think credit report inaccuracy issues
continue to harm those consumers that are affected by it. Not only
is it the lack of credit in the future; it is the time and expense it
takes to clear up their credit report. So I think the tools that you
are aiming to provide consumers through your bill, those are the
types of tools that are absolutely worth considering.

Senator SCHATZ. Can you talk a little bit about the importance
of an online portal?

Ms. MITHAL. Sure. So I think one of the problems for consumers
is that it is very difficult to know how to navigate the credit report-
ing system, and so I think the easier we can make it for consumers,
the more tools we could provide for them, the more one-stop shops
we can provide for them, I think that is very useful, consistent
with, as you said, the kind of free flow of credit information.

Senator SCHATZ. One final question, which I think I will take for
the record for both of you. It is sort of twofold.

First, we should draw a distinction between breaches which cre-
ate credit score problems and credit inaccuracies, and the endemic
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problem of these credit bureaus basically getting it wrong any-
where from 5 to 15 percent of the time, but at least 5 percent of
the time in a material way. So although the Equifax breach caused
us to think about these bureaus and focus on that question, this
is not a cybersecurity question exclusively. It is also a basic con-
sumer rights question.

So my question for the record is: What specifically are the pain
points for consumers as they go about trying to resolve these ques-
tions?

Senator SCHATZ. And I have run out of time, and I appreciate the
indulgence of the Chair and the Ranking Member.

Chairman CRAPO. Thank you.

Senator Scott.

Senator SCOTT. Thank you, Mr. Chairman. And thank you to the
witnesses for being here today.

I have worked for the last 6 or 7 years on something called the
“opportunity agenda,” trying to find a way to empower those folks
living in distressed communities. As you probably both know, we
have about 50 million Americans today who live in those distressed
communities, and as I think about ways to empower those folks liv-
ing in distressed communities, the access to credit issue jumps out
very clearly.

The BCFP has found that 26 million Americans are credit invis-
ible; another 19 million Americans are unscorable because their in-
formation is either insufficient and/or just too old. It should come
as no surprise that there is a strong correlation between your in-
come and whether you have a credit score or a credit record. Al-
most 30 percent of Americans living in low-income areas are credit
invisible. An additional 15 percent of Americans living in those
areas are unscorable. In South Carolina, when you combine those
two numbers together, that means about nearly one out of every
four South Carolina adults are in that category.

A solution to bring credit invisibles out of the shadows is S. 3040,
the Credit Access and Inclusion Act. Credit invisibles regularly
make payments for their rent, gas, water, electricity, and cell
phones. New credit scoring models recognize these payments are
payments that are predictive of your actual credit risk.

Unfortunately, the FCRA ensures that missed payments and col-
lection are reported to the credit bureaus, but not necessarily the
ones you make on time.

The Brookings Institution states that the consideration of this
payment data will lead to a 21-percent increase to prime credit for
those earning less than $20,000 a year and a 15-percent increase
to prime credit for those earning between $20,000 and $30,000 a
year. That will make a huge difference for creditworthy folks trying
to climb the economic ladder, and my bill helps us get there.

Ms. Twohig, what is the impact on a consumer of being credit in-
visible when it comes to interest rates, applying for a job, or find-
ing an apartment?

Ms. TwoHIG. Senator, first of all, I want to say that the Bureau
shares your concern about access to credit. In fact, one of the Bu-
reau’s strategic goals is to ensure that all consumers have access
to consumer financial services.
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With respect to the particular impact, the particular impact will
vary for each consumer and what they are applying for and what
they are trying to do in the particular credit or other markets. But
I think it is fair to say that if a consumer does not have a credit
file with one of the national credit reporting companies or if it does
not have enough in that file to score, then that consumer is basi-
cally shut out of the mainstream credit markets.

Senator ScoTT. Well, that kind of leads to my second question.
The BCFP has suggested that more of this information at the cred-
it bureaus will help credit invisibles access mainstream credit
sources. It sounds like you would concur that that would be accu-
rate?

Ms. TWOHIG. So alternative data of the type you are discussing
is also something that the Bureau is interested in learning more
about and is monitoring. In fact, the Bureau issued last year a Re-
quest for Information from the public to get information about dif-
ferent kinds of alternative data and the aspects of that alternative
data and how it could help consumers and access to credit. We re-
ceived over 100 comments. We are currently monitoring that infor-
mation and studying that information and learning more about it.
But I think also it is fair to say that if that information is accurate
and predictive, then that could be part of the solution to increase
access to credit.

Senator SCOTT. Thank you.

I will just say to my Chairman and the Ranking Member, who
I know both have a passion for finding ways to bring those folks
who are today credit invisible out of the shadows and into a place
where they can rely on a strong credit score to be able to have
lower interest rates, greater access to better jobs, and certainly be
able to find places to live in higher-quality communities, and all
that is anchored in your credit score and not being credit invisible.
So hopefully S. 3040 will be on the top of the docket for both of
you. Thank you both.

Chairman CraPO. Thank you, Senator Scott.

Senator Menendez.

Senator MENENDEZ. Thank you.

Ms. Twohig and Ms. Mithal, let me start off by asking you each
to give me the last four digits of your Social Security number.

. Ms. TwoHIG. Senator, I really do not want to do that in a public
orum.

Ms. MITHAL. I have the same reaction.

Senator MENENDEZ. All right. How about telling me which stores
you opened credit cards with?

Ms. TwoHIG. Which stores?

Senator MENENDEZ. Yeah.

Ms. TwoHIG. I do not think I have opened any credit cards with
a store lately.

Ms. MITHAL. That is not something I would be willing to share
in a public forum.

Senator MENENDEZ. Or maybe can you tell us the outstanding
balance on your home mortgage loans?

Ms. TwOHIG. Senator, I would prefer not to share that kind of
information either.

Ms. MITHAL. Same.
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Senator MENENDEZ. I am not surprised. But that information,
which I am sure you would not want to be shared or sold without
your permission, and yet under current law consumer reporting
agencies like Equifax can share and sell your information, where
you live, where you pay your bills, and whether you pay on time,
what you filed for, whether you filed for bankruptcy, without ever
having to get your consent. Isn’t that right?

Ms. MiTHAL. That is correct, although there are certain limita-
tions on how they can use the data.

Senator MENENDEZ. Now, American consumers are at the mercy
of three megacompanies who control the security and safety of
their personal information, and that makes no sense. Consumers
should have the ability to control when, how, and to whom their
data is shared, just like you wanted to control it here in this public
forum.

Last year a massive Equifax data breach laid bare the systemic
problems with the credit reporting industry. Its failure to guard
sensitive data left 145.5 million Americans exposed to identity theft
and fraud.

Ms. Mithal, Equifax waited an inexplicable 6 weeks to disclose
a breach that had occurred. Worse, over months after the breach,
millions of consumers were still unaware of the breach in part be-
cause there is no national requirement to alert consumers. My bill,
S. 2188, the Consumer Data Protection Act, would require con-
sumer reporting agencies to quickly notify the Federal Trade Com-
mission, the CFPB, law enforcement, and consumers of a breach
fvhile keeping intact existing strong State consumer protection
aws.

Generally speaking, does the FTC support the idea of requiring
companies to provide notification to consumers where there is a
data security breach?

Ms. MITHAL. Absolutely, and the Commission has done so for al-
most—for over a decade on a bipartisan basis.

Senator MENENDEZ. Now, let me ask you, another issue we need
to address here is the ability to hold consumer reporting agencies
accountable when there is a breach, when they have clearly failed
to protect consumers’ personal data. My legislation also provides
FTC the authority to pursue fines against a consumer reporting
agency such as Equifax that negligently, knowingly, or willingly
causes a data breach.

In your view, would the institution of a monetary penalty frame-
work incentivize consumer reporting agencies to better secure con-
sumer data?

Ms. MITHAL. Yes.

Senator MENENDEZ. Let me ask another question for both wit-
nesses. Given the unique and varied nature of consumer harm that
results from a data breach at a consumer reporting agency, which
includes everything from identity theft to difficulty purchasing a
home or securing employment, would it be helpful to have a com-
prehensive study analyzing both the immediate and long-term costs
and damages to individuals affected by data breaches at consumer
reporting agencies?

Ms. MITHAL. So I think that there is no question that there is
tremendous harm to consumers from data breaches of their sen-
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sitive information, and I think it would be worth considering a
study to quantify that harm.

Senator MENENDEZ. Ms. Twohig.

Ms. TwoHIG. I would agree with Ms. Mithal, and to the extent
the Bureau can be helpful providing technical expertise in ana-
lyzing that topic, we would be happy to do so.

Senator MENENDEZ. Well, thank you. I really did not want to
know your Social Security numbers, by the way, or your balances
on your mortgages, which I hope is virtually nil. But this is the
very essence of what we are talking about as we deal with this
issue here today.

Thank you, Mr. Chairman.

Chairman CRAPO. Senator Kennedy.

Senator KENNEDY. Thank you, Mr. Chairman.

Ms. Mithal, can we agree that the work of the CRAs facilitates
commerce in America?

Ms. MITHAL. Absolutely.

Senator KENNEDY. Do you agree with that, too, Ms. Twohig?

Ms. TWOHIG. Yes.

Senator KENNEDY. And I think we can also agree, can we not,
that that is a good thing in our free enterprise system?

Ms. MITHAL. Yes.

Ms. TWOHIG. Yes.

Senator KENNEDY. When the CRAs gather information about me,
do they ask my permission?

Ms. MITHAL. No.

Ms. TwoHIG. No.

Senator KENNEDY. Do they pay me for the information?

Ms. MITHAL. No.

Ms. TWOHIG. No.

Senator KENNEDY. They gather this information, and they assign
me a score basically making an evaluation, a judgment about me,
whether I am a creditworthy person or not. Is that correct?

Ms. MiTHAL. Correct.

Senator KENNEDY. And in 5 to 10 percent of the cases, they get
it wrong. They have some bad data. Is that correct?

Ms. MITHAL. Yes.

Senator KENNEDY. If they have bad data and I call them up and
I say, “Hey, you have got bad data on me. You did not talk to me
first. I could have fixed this up front, but you did not talk to me.
But you have got some bad data on me, and it is affecting my life
and my family’s life,” and the CRA says, “OK. We will get back to
you,” and they never get back to me, or they get back to me and
say, “We disagree.” What is my recourse?

Ms. MITHAL. So under the FCRA there is a dispute process where
credit reporting agency is required to respond within a particular
amount of time, and though at the end of the day, when the credit
bureau says that, “No, you, in fact, owe this debt,” the consumer
owes the debt.

Ms. TwoHIG. That is right. The consumer can put a statement
on their credit report if they are not satisfied with the results of
the dispute investigation.

Senator KENNEDY. How long does that take?
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Ms. MITHAL. I believe under the FCRA the investigation process
is 30 to 45 days.

Ms. TwoHIG. That is right.

Senator KENNEDY. I have to fill out a bunch of forms, do I?

Ms. MITHAL. Yes.

Senator KENNEDY. OK. How long do you think it takes to fill out
all those forms and make the phone calls and say, “Hey, you have
got my information wrong”?

Ms. MITHAL. So I think there is certainly some time it takes on
the part of the consumer to kind of understand the dispute process,
to go through the dispute process, and to implement it.

Senator KENNEDY. And if I have got a day job, I cannot do that
at work, right?

Ms. MITHAL. Yes, it is certainly a lot of time and expense to dis-
pute——

Senator KENNEDY. I might do it at night or on the weekends?
Can I call them up on the weekends? Do the CRAs work on the
weekends, do you know?

Ms. TwOHIG. I believe they have an online portal that you can
file a dispute online and submit documents. Now the consumers
can submit documents in support of their dispute online.

Senator KENNEDY. OK. And let us suppose at the end of the proc-
ess they come back to me and they say, “No, we are not changing
anything,” or—I know this does not happen very often, but you get
somebody having a bad day, and they say, “Hey, we are not chang-
ing anything. And, by the way, we do not care because we do not
have to. You are not my customer.” What do I do?

Ms. MITHAL. So I think speaking for

Senator KENNEDY. Do I file a complaint with the FTC?

Ms. MITHAL. Sure, you can file a complaint with the FTC, and
we have

Senator KENNEDY. Do I need a lawyer?

Ms. MITHAL. No, you do not need a lawyer.

Senator KENNEDY. Does it take time? I bet it is not a one-page
form.

Ms. MITHAL. Yes, it takes time.

Senator KENNEDY. It is not a one-page form, is it?

Ms. MITHAL. It is multiple pages.

Senator KENNEDY. And how quickly would the FTC act?

Ms. MiTHAL. It would take a while.

Senator KENNEDY. Like how long is “a while”?

Ms. MITHAL. It could take—so let me just clarify. We do not act
on behalf of individual consumers.

Senator KENNEDY. I understand. How long would it take?

Ms. MITHAL. It would take several months to investigate, prob-
ably——

Senator KENNEDY. It could take a year, couldn’t it?

Ms. MITHAL. Sure.

Senator KENNEDY. It could take 2 years sometimes, doesn’t it?

Ms. MITHAL. Sure.

Senator KENNEDY. In the meantime, they have got bad data
about me, and they did not pay me for it. They did not even ask
me.
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Now, I think the CRAs perform an important service and do fa-
cilitate commerce. But it seems to me that we ought to be smart
enough, particularly with technology, to come up with a system
that says we are going to make it as easy as possible for the people
with respect to whom the CRAs have bad information so those peo-
ple can get it fixed and they can get it fixed quickly and they can
get it fixed efficiently and they can get it fixed inexpensively and
they can get it fixed so they do not have to miss their kids’ ball
games.

Now, I think Senator Schatz and I have a bill that will do that.
What is wrong with that bill? You think it is a good bill, don’t you?

Ms. MITHAL. I do think it is a good bill, and I would support the
goals of the legislation, which is, as you articulated, to make it a
lot easier for consumers to file disputes with consumer reporting
agencies.

Senator KENNEDY. Ms. Twohig.

Ms. TWOHIG. Senator, I would say that all the issues you have
just pointed out are the reason why we have prioritized at the Bu-
reau supervising both the CRAs and furnishers——

Senator KENNEDY. Yes, ma’am, I know you prioritized, and I am
not fussing at you, but you are still part of the bureaucracy. And
it is pretty intimidating for the average American who did not ask
to be brought into this system—it is a good system, but it is pretty
intimidating when the CRAs get it wrong. And we ought to make
it as easy as possible for them to get it fixed. That is good for them.
That is good for the companies. That is good for the free enterprise
system. And I think we can do better.

Thank you, Mr. Chairman.

Chairman CraPO. Thank you.

Senator Warner.

Senator WARNER. Well, thank you, Mr. Chairman. First of all,
thank you for holding this hearing. I think you are hearing bipar-
tisan concern. I want to thank the Ranking Member for also yield-
ing to us. I also want to point out, though, that Ms. Twohig and
Ms. Mithal are long-time career professionals. I think they would
lean in to being willing to try to help us fix this problem. But they
cannot fix this problem on their own without Congress acting.

So I want to reiterate what I think a lot of Members have said.
I had no choice in Equifax having my data. Senator Menendez
raised this, Senator Kennedy has, Senator Schatz has. To me, as
a former business guy, it is remarkable that a data breach based
upon sloppy cybersecurity standards that took place over a year
ago that the public was not notified until 11 months ago, that we
still—and this is not your fault at this point, because Congress has
not acted—that they have paid no penalty to date. They took a lit-
tle bit of a hit in the market, but they have almost recovered from
that because they do not expect Congress to do its job to give the
FTC the ability to put a civil penalty process in place.

Now, Senator Warren and I have a very comprehensive bill that
I am sure she will speak to as well that would put a liability re-
gime in place that would particularly in the event of negligent be-
havior put a real incentive to make sure that credit reporting agen-
cies up their game.
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Let me just again, for the record, Ms. Mithal, the FTC at this
point does not have the ability to put any civil penalty on a CRA
based on performance, do they?

Ms. MITHAL. Not on the basis of data security violations gen-
erally, no.

Senator WARNER. So unless the Congress acts, whether it is Sen-
ator Warren’s bill, Senator Menendez’s bill, Senator Kennedy’s bill,
Senator Schatz’s bill, you do not have the tools. As a matter of fact,
if we go and look at the so-called Safeguards Rule—and we have
heard from Ms. Twohig’s testimony that CFPB does not have au-
thority under the Safeguards Rule to examine or look at the prac-
tices of the CRA. Ms. Mithal, does the FTC have the authority
under the Safeguards Rule to examine credit reporting agencies to
ensure that that rule is being followed?

Ms. MITHAL. So just to be clear, we do not have examination au-
thority, but we can investigate CRAs to make sure that they are
following the Gramm-Leach—Bliley Safeguards Rule. But, signifi-
cantly, as you point out, we do not have the authority to seek civil
penalties under the Safeguards Rule.

Senator WARNER. Right, and if memory serves, I am sure Sen-
ator Kennedy remembers as well, FTC indicated they had opened
an investigation into the Equifax breach, but here we are over a
year after the breach took place and 11 months after the public
was finally notified, yet we still do not have a result. And even if
you come up with a result, you do not have the ability to impose
penalties because you have no liability regime in place.

Ms. MITHAL. Not under data security, yes.

Senator WARNER. Well, Mr. Chairman, I think this is an area,
because I can assure you, sitting from the intel side, this is a prob-
lem that is not going to go away. This is a problem that is going
to only exponentially increase. And Senator Menendez went down
the path of would you be willing to offer your personal information,
you wouldn’t. But if somebody has hacked in and got that informa-
tion from Equifax and contacts you with that personalized informa-
tion and you combine that with the next realm of misinformation
and disinformation, and you suddenly have a live stream video of
what appears to be a face of somebody you recognize popping up
on your social media account asking you to do something, either in-
vest in some company or vote for some candidate, you put those
two together, and you have a potential crisis that goes well beyond
just financial concerns. And if we do not act, I think we are going
to be irresponsible in ensuring that kind of activity does not take
place, because I agree with Senator Kennedy, the incentives are
not there at all for any CRA to clean up its act at all. There are
no civil penalties, there is no liability regime. And I think we can
do better, and I think these career professionals actually would
want us to do better if we would give them the tools.

Let me just say in my last 30 seconds, Senator Scott raised a lit-
tle bit of this question about some of the folks who are unbanked.
I am concerned as well, as we think through—Ms. Mithal, this is
for you. As we start looking at the use of artificial intelligence, ma-
chine learning, you know, there are going to be a lot of tools used
particularly by nonbank financial institutions who may provide
credit lending, how we make sure that we ensure fairness in this
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new regime. But at this moment in time, again, I do not believe
the FTC has the appropriate ability to look at a nonbank financial
institution who is using Al techniques to grant a loan under FCRA.
Is that correct?

Ms. MITHAL. So we did do a report on this issue a few years ago,
and we did mention that there are certain circumstances when
companies use Al technology to make decisions about credit or
housing or employment eligibility that we would have authority to
take action under the FCRA, but that is against a limited set of
entities that are third parties using the information. So there are
some gaps there.

Senator WARNER. And I would only say, Mr. Chairman and
Ranking Member, that if we think what is happen with Equifax
was something, wait until you see the nonbank financials start to
use Al in the sophisticated way. And if we do not get ahead of this
in terms of we ought to be able to use good data and good informa-
tion, but if we do not put some rules in place, the Equifax breach
will pale in comparison to what the next generation of attacks will
look like.

Thank you, Mr. Chairman.

Chairman CRrAPO. I share your concerns, Senator Warner.

Senator Warren.

Senator WARREN. Thank you very much, Mr. Chairman. Thanks
for holding this hearing. Thank you, Ranking Member Brown, for
letting us go ahead of you here.

I want to pick up on the same theme that my colleagues have
been talking about. After Equifax disclosed its massive data breach
last year, I sent letters to Equifax and the other large credit bu-
reaus and Federal regulators seeking information about the breach
and the options for holding Equifax accountable.

My staff compiled that information in an investigative report
that my office issued in February, and I would like to submit a
copy of that report for the record, Mr. Chairman. Mr. Chairman?

[Laughter.]

Senator BROWN. Without objection.

Senator WARREN. Without objection.

Chairman CraPO. Without objection.

Senator WARREN. Thank you, Mr. Chairman. Thank you.

Chairman CraPO. What did I just agree to?

[Laughter.]

Senator WARREN. So we put this report together, and one of the
key findings of this report is that Federal agencies do not have the
legal tools they need to stop data breaches at credit bureaus and
hold credit bureaus accountable for compromising sensitive per-
sonal information. As Senator Warner was just pointing out, the
FTC has some authority to oversee data security at credit bureaus,
but it currently has no authority to seek civil penalties against the
bureaus for compromising consumer information.

So let me just ask, Ms. Mithal: Do you think the FTC should
have that authority?

Ms. MITHAL. Yes.

Senator WARREN. Good. Thank you. In fact, the response the
FTC sent to my letter specifically requested legislation that would
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“allow the FTC to seek civil penalties to help ensure effective deter-
rence of cybersecurity breaches,” so asking for it.

Meanwhile, the CFPB has some supervisory authority over large
credit bureaus, but limited ability to issue rules on how the bu-
reaus must safeguard sensitive consumer data. Is that right, Ms.
Twohig?

Ms. TwoHIG. That is correct.

Senator WARREN. Good. In other words, even if the CFPB spots
serious cybersecurity problems at the credit bureaus it supervises,
it (ifu‘l?n()t issue new rules to try to address these problems. Is that
right?

Ms. TwoHIG. So we do not have the authority under the safe-
guards provisions of the Gramm-Leach—Bliley Act or the Safe-
guards Rule.

Senator WARREN. OK. So in response to my letter to the CFPB,
then-Director Cordray said that the agency supported new legisla-
tion because “Federal laws that are applicable to data security
have not kept pace with technological and cybersecurity develop-
ments.” In other words, want the authority to do this.

So after receiving these responses, Senator Warner and I spent
months working with each other and with experts in the field to
develop the Data Breach Prevention and Compensation Act. Our
bill would authorize the FTC to impose large and automatic pen-
alties on any large credit bureau that allowed sensitive consumer
information to be accessed. The way we see it, if credit bureaus col-
lect our personal information without our permission, then they
should have an absolute obligation to protect that data from hack-
ers and thieves.

The bill would also create a new Office of Cybersecurity at the
FTC with the responsibility to establish cybersecurity standards at
credit bureaus and supervise compliance with those standards.

Ms. Mithal, do you think the FTC would be better equipped to
oversee how credit bureaus protect sensitive information if Senator
Warner’s and my bill became law?

Ms. MITHAL. So I certainly do think we have the expertise. I
think it is a question of resources. And so if your law comes with
resources, that would be welcome.

Senator WARREN. OK, good. Fair enough. Fair enough. But you
have got to have the authority, or you cannot do anything.

Ms. MITHAL. Correct.

Senator WARREN. So thank you.

Mr. Chairman, I know that you and many of your Republican
colleagues on this Committee are concerned about the lack of ade-
quate protection of consumer data at credit bureaus, and I hope
you will work with Senator Warner and with me to push this legis-
lation forward.

Our Federal agencies have made absolutely clear that they need
more legal authority to protect consumers. We cannot just cross our
fingers and hope that another breach does not happen because an-
other breach will happen. And if we fail to act, then we bear some
responsibility for that. More of our constituents will be harmed un-
less Congress acts.

So I urge you to join with Senator Warner and me and others
on this Committee to try to push our bill forward.
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Thank you, Mr. Chairman.

Chairman CraPO. Thank you, Senator Warren.

Senator Cortez Masto.

Senator CORTEZ MASTO. Thank you. Thank you, Mr. Chair and
Ranking Member for, I agree, this important discussion. And thank
you to both of you for being here and all of the work that you do.

I am curious. I want to talk a little bit about exclusive contracts.
Last October, right after the announcement of Equifax’s massive
data breach, the New York Times ran an article about how Equifax
and Freddie Mac have an exclusive relationship that harms both
consumers and small businesses. I am curious if either one of you
are familiar with that article or familiar with this concept that
there are exclusive contracts.

Ms. MITHAL. I am not.

Ms. TwoHIG. I am not familiar either.

Senator CORTEZ MASTO. So this is not something that either one
of your organizations is looking into as something that is harmful
to individual consumers or small businesses?

Ms. MITHAL. I can only speak to privacy and cybersecurity
issues, and that is not something that is on our radar screen.

Senator CORTEZ MAsTO. OK.

Ms. TwWoOHIG. And for the Bureau of Consumer Financial Protec-
tion, as I said at the outset, we can confirm that we are inves-
tigating Equifax’s data security practices in coordination with the
FTC. Beyond that, our investigations are not public.

Senator CORTEZ MASTO. Thank you very much.

Ms. Twohig, let me jump back then to the concept of—and I
agree with my colleagues—this concern that all of this data is
being collected on all of us individually, and we have no control
over it. So, Ms. Twohig, let me start with you. As you well know,
credit systems around the world have differing standards for con-
sumer control of their own privacy. For instance, the new privacy
laws in the European Union provide more privacy options than we
do here in the United States. In fact, Americans have really little
say over what data can be aggregated by these credit bureaus.

If an opt-in system for credit bureaus was established, how
would that impact people, our communities, and our economy? In
other words, also—and as you address that, what is the reaction
we are seeing to the implementation of the general data protection
regulations in the European Union? And the reason I bring this up
is because we have all been talking about opt-in, but there is this
concern that somehow it is going to have an impact on our econ-
omy, on our businesses, and so I am curious if you have any insight
into that, either one of you. Let me start with you, Ms. Twohig.

Ms. TWOHIG. So at the outset, I would say that the Economic
Growth, Regulatory Relief, and Consumer Protection Act provides
additional important consumer protections in my view to allow con-
sumers to get a free security freeze. And so even though that is not
exactly what——

Senator CORTEZ MASTO. That is not an opt-in.

Ms. TwoHIG. That is not an opt-in, but it is one step toward more
control if consumers choose to exercise it.

Senator CORTEZ MASTO. But it is less than what the European
Union requires?
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Ms. TWOHIG. I believe so.

Senator CORTEZ MASTO. Any other——

Ms. MITHAL. Yes, I guess I would say that I would have a bit of
a concern about an across-the-board opt-in. I could see people who
have a bad credit history or who have criminal records or bank-
ruptcies not wanting that information to be reported and thus not
opting into the system, and I think that could raise the cost of cred-
it across the board. So I do have some concerns about that.

I agree with the general concept that consumers should have
more control, but there are other potential means of accomplishing
that.

Senator CORTEZ MASTO. Do you think that some of the legislation
you have heard today gives more of that control to consumers?

Ms. MITHAL. I think there are some very interesting options
worth exploring through that legislation.

Senator CORTEZ MASTO. Thank you. I appreciate that.

And let me also then go back to this idea, I agree with my col-
league Senator Scott and the concern about too many adults have
credit invisible and unscorable credit, and I think that is harmful
in so many different ways. But I also understand, Ms. Twohig,
from what you said that you are studying the issue or the agency
is studying the issue on alternative data. Can you talk a little bit
more about that and when you are going to anticipate completion
of that study and what your intent is after the study is completed?

Ms. TwOHIG. So I do not have a particular date, and I am not
sure there is a particular study. It is just something that the Bu-
reau is very interested in and has requested information so we
could learn more about that. I can tell you the Acting Director has
created an Office of Innovation with the goal of seeing what the
Bureau can do to spur innovation in all kinds of ways, and that
would include the use of alternative data and avenues for increas-
ing access to credit.

Senator CORTEZ MASTO. OK. Thank you.

One final question. I know that a number of States just recently
announced a consent order last week with Equifax, and I believe
these States really took the lead on this and did their necessary in-
vestigation. One of the reasons why I have concerns that there
needs to be more of this collaboration between States and the Fed-
eral Government in this area is because I have seen here, as we
have had these hearings, that State oversight is even more nec-
essary now. What I have seen from Director Mulvaney and really
the CFPB nominee Kraninger have not shown any willingness to
challenge the financial services industry.

So given what I know and what I have seen here, let me ask you
this: There is legislation in the House—it is H.R. 3626—and it re-
quires enhancing information sharing between the Federal and
State regulators when conducting the TSP exams. Would that be
something you would support? And I am asking both of you.

Ms. TWOHIG. So I can say as a general matter that—and I have
been with the Bureau since its beginning in the Supervision Pro-
gram. We have placed a priority on developing relationships with
State regulators, and my enforcement colleagues the same for the
State Attorneys General, and so we have close and cooperative re-
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lationships with those regulators, and the Acting Director has said
he wants to improve that even more.

Senator CORTEZ MASTO. That is wonderful to hear. Thank you.

Ms. MITHAL. And I would echo that sentiment, and I just want
to also say that I think we have been talking a lot about gaps in
the FTC’s authority, but I do want to say whatever authority Con-
gress gives us, we exercise very aggressively. So we have brought
over 60 data security cases, and we have looked at a variety of sec-
tors. So I did not want to make it sound like we were sitting on
our hands.

Senator CORTEZ MASTO. Thank you. And I notice my time is up.
Thank you both.

Chairman CraPO. Thank you.

Senator Jones.

Senator JONES. Thank you, Mr. Chairman, and thank you to the
witnesses for coming here today.

I want to mention something about—I want to go back to cyber-
security like so many others, but from a little bit different angle.
I appreciate all of the colleagues on this Committee concerned with
the Equifaxes of the world and the holders of this information. But,
you know, I am an old prosecutor, and when we had a bank rob-
bery, we just did not focus on what happened at the bank. We fo-
cused on who got the money and trying to catch those folks. So my
question is: We have heard a lot today about Equifax and the
CRAs. Is law enforcement involved in that investigation? If they
are not, I would like to know why. And if so, can we have an expec-
tation at some point when the investigation is released that there
has been an effort and we hopefully can find out who did this? Be-
cause I agree with Senator Warner, this problem is not going away,
and we need to focus on perpetrators as much as those holding the
data. I will give that to both of you.

Ms. MITHAL. So I do not think I could talk about this in the con-
text of a specific nonpublic investigation, but what I can say is that
we work very closely with criminal authorities. I think it is a kind
of one-two punch type situation where we want to make sure as a
civil matter that agencies and companies that are entrusted with
consumer data are doing everything they can to protect it, and at
the same time we work with criminal law enforcement authorities
to catch the bad guys and to try to share information to accomplish
that. So I agree it is a very important part of the equation.

Senator JONES. All right.

Ms. TwoHIG. And that would be the same for the Bureau of Con-
sumer Financial Protection in terms of coordinating with criminal
law enforcement agencies.

Senator JONES. All right. When this investigation is public,
would you expect there to be some element of the report about the
culprits in this particular Equifax matter?

Ms. MITHAL. I really cannot speak to that.

Senator JONES. All right. That is fair enough.

The other thing I would like to mention is that a recent study
showed that Alabama, my State, ranked third from the bottom in
terms of average credit scores, and I know there are a lot of things
that impact credit scores. But what seemed clear is that there were
also regional differences that have remained kind of static, and one
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of the—CFPB and FTC both have tools to educate customers,
which I think is as important as anything in trying to get folks to
get their scores up. I see TV ads all the time. But that is not the
same—you know, trying to get your free credit score is not the
same as trying to say get your free credit score up.

So could you both briefly describe some of the tools that your
agencies have with regard to education and what you believe could
be the most effective way to educate the public about how to main-
tain a good credit score?

Ms. MITHAL. So I can start with that. We have what I believe
is a world-class Office of Consumer and Business Education, and
one of the things we do is we put out financial literacy materials,
materials about credit scores and how to check your credit reports,
and I think what we recognize is that a lot of people will not know
the FTC, and so they will feel a lot more comfortable getting this
information from their local communities, their churches, their
schools, their libraries. And so we do not copyright our information.
We put it out there for the local communities to put out in their
own communities, and we would be happy to work with your office
to get our materials out. We are also members of the Interagency
Financial Literacy Task Force. So, again, I think we are trying—
I absolutely agree that education is a very important part of what
we do, and we need to get the word out to consumers so they can
help protect themselves.

Senator JONES. Great. Do you want to address that, Ms. Twohig?

Ms. TwoOHIG. Same for the Bureau. Consumer education is a very
important part of what we do, and we have materials and edu-
cation materials about how to create a credit file so consumers can
have access to mainstream credit. Our Community Affairs Office is
also doing active work in certain communities to try to help the
communities understand what they can do locally to help con-
sumers understand how they can create and build their credit files
and positive credit history.

Senator JONES. Great. Well, thank you both, and my staff will
reach out to you so that we can do some affirmative things in Ala-
bama.

In the remaining moment, I would just like to follow back up
with what Senator Scott said about the bill that he and I have in-
troduced on the Credit Access Inclusion Act. And, Mr. Chairman
and Senator Brown, I would also urge this Committee to get in-
volved and try to get that bill out. A companion bill that I think
is identical passed the House unanimously, and in an era in which
the divide over Supreme Court nominations and things like are
about to get greater, I do not want a bill that is a truly bipartisan
bill to fall through the cracks like this, and I would urge the Com-
mittee to take some action and let us get that done. So thank you.

Thank you, Mr. Chairman.

Chairman CRAPO. Thank you, Senator Jones.

Senator Van Hollen.

Senator VAN HOLLEN. Thank you, Mr. Chairman and Ranking
Member, and thank you both for your testimony here today.

We have talked about a number of things. Two of the categories
we have talked about are: one, how do we create more incentives
to discourage or prevent or deter credit rating agencies from be-
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coming victims of data breaches? Obviously no one has an interest
in having a big data breach, but the cost-benefit analysis needs to
be changed, and that is what Senators Warner and Warren have
been talking about.

The other issue, which Senator Kennedy and Senator Schatz
have been talking about, is the accuracy of the information col-
lected by the credit rating agencies, and I want to focus on that for
a moment because, yes, I absolutely agree that we should make it
easier for consumers to try to get their complaints submitted and
processed more quickly. But it still appears to me that when you
look at the sort of incentives of the CRAs, when they get it wrong,
other than making the consumer whole again or correcting the
error, they do not seem to have any penalty applied. So let me
know if there is a current penalty that can be applied when they
get it wrong. And we already know that in 5 percent of the cases
they get it wrong, which represents millions and millions of Ameri-
cans, which can have a devastating impact on their lives. So it
seems to me in addition to making it easier to remedy the situation
from the point of view of a consumer, we should also create greater
incentives for the CRAs to get it right in the first place so that the
burden is on them when they get it wrong, that there is some pen-
alty to be paid for getting it wrong.

Are there any penalties right now that either of you can apply
when you just find that they are getting it wrong a lot?

Ms. MITHAL. So we do have the authority to seek civil penalties
for companies that do not have reasonable procedures to have max-
imum possible accuracy. So I have been clarifying that under the
FCRA we do not have the authority to get penalties under data se-
curity, but for accuracy we do, and we have gotten those civil pen-
alties. But I just want to emphasize the statutory standard is rea-
sonable procedures for accuracy, so it is not that every inaccuracy
in a credit report will get a civil penalty.

Senator VAN HOLLEN. Right. Would it make sense to think of
those—applying more of a penalty when people get it wrong? In
other words, as I understand it right now, if you are a consumer
who believes you have bad information that is negatively affecting
your credit report, you go through this long process, right? You get
on the phone. You may be put on hold. You do what you said. It
may take a couple years. At the end of the day, what you, the FTC,
determines is whether or not the consumer’s complaint was correct,
right?

Ms. MITHAL. So we look to see whether the company’s procedures
were reasonable.

Senator VAN HOLLEN. Oh, you just look at the reasonable nature
of that. And if you find that they were unreasonable, what do you
do to the company?

Ms. MITHAL. So we have gotten civil penalties against several
companies. One was a couple of years ago against a company. We
got about a $2.6 million civil penalty. There is another check au-
thorization company; we got about a $3.5 million civil penalty. So,
again, it depends on the facts and circumstances, and we look at
several statutory factors in determining the appropriate penalty
amount.



25

Senator VAN HOLLEN. Would it be worth looking at greater sort
of deterrent mechanisms so that there is more of a burden on the
CRAs to get it right in the first place? And if so, what kind of sug-
gestions would you have?

Ms. MITHAL. So I certainly kind of sympathize with the goal of
making it easier for consumers to dispute credit report inaccuracy
and also to make the whole process easier for consumers. And I
think that is a goal worth exploring, and I would be happy to work
Witlll your staff and others on this Committee to accomplish that
goal.

Senator VAN HOLLEN. All right. Anything else?

Ms. TWOHIG. So, Senator, similarly, the Bureau can get penalties
where there has been noncompliance with the FCRA’s reasonable
procedures provisions. In fact, it brought a case against a consumer
reporting agency and got, I believe, about $5 million in penalties
for their failure to comply with that part of the law.

More generally, I think I also sympathize with the problems you
are pointing out, and that is exactly why we have used this new
supervisory authority that has never existed before until the Bu-
reau was created to prioritize looking at the national credit report-
ing agencies and other consumer reporting agencies to ensure that
they are looking at all aspects of accuracy. There are various dif-
ferent components of really what it takes to get a quality data con-
trol system. There is the incoming information. There is compiling
it, and there is monitoring any indications of problems after the
fact. We have broken it down and looked at various aspects and
worked through our supervisory authority to require improvements
in each part of those pieces of the system.

Senator VAN HOLLEN. Good, because I think until—let us say
you are CRA. Until you have to suffer—right now, a consumer goes
through this complaint process, and the CRA at the end of the day,
OK, they have got to make them whole, right? “Oh, we made a mis-
take 2 years ago that has affected your life.” But there is no other
penalty to be applied unless they somehow have a system that you
determined has met this—that has been shaky. And even with
those systems today, as we know, 5 percent error rate which affects
tens of millions of people.

So, anyway, I look forward to working with the Chairman and
the Ranking Member and all of you. Thanks.

Senator BROWN [presiding]. Thank you, Senator Van Hollen.

My questions are for both of you. I have a couple of questions.
A lot of people, as we know, work hard every day, sometimes peo-
ple are working multiple jobs to keep up with their bills. If they
are injured or if they fall ill, we do not have—many, many, many
companies in this country do not have any kind of leave policy.
Some do not have good health insurance, so when people are in-
jured or fall ill, huge unexpected medical costs can haunt their
credit report for years.

Given this type of debt is generally out of a person’s control—
they obviously did not choose this—should we not pause medical
debt reporting, at least until more Americans have access to afford-
able insurance? We will start with you.

Ms. TWOHIG. So, Senator, I think it is correct that medical debt
is different than other kinds of debt. It can cause special problems
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for consumers. They can be subject to medical debt collection when
they are just waiting for reimbursement. So I think it is a different
kind of debt than regular debt.

Senator BROWN. Go ahead.

Ms. MITHAL. I agree with that, and I think S. 2155 was an excel-
lent start in at least excluding certain medical debt for veterans,
and I think that this is an idea worth exploring.

Senator BROWN. But it should be broader than that.

Ms. MITHAL. I think that is an idea worth exploring, yes.

Senator BROWN. Partially a follow-up to Senator Cortez Masto,
I mentioned Mariner Finance in my opening statement. It is a com-
pany that sends cashable checks to people who might be in finan-
cial trouble, but the check is, as we know, a high-cost loan. The in-
dustry claims these prescreened offers that are allowed by the
FCRA help borrowers get a better deal, but it looks like shady
lenders fundamentally are taking advantage of a loophole to target
struggling families. Wouldn’t consumers be better off and less like-
ly to face predatory lending practices if they had to opt into these
offers, had to opt in rather than having to take steps to opt out?
We will start with you.

Ms. MITHAL. Sure. So I also read the article, and I was very trou-
bled by the practices. I cannot speak on any particular company,
but the types of practices described in the article were very trou-
bling. So under the FCRA, prescreened offers are permitted if they
are a firm offer of credit, and so that is something that the statute
specifically allows. If Congress were to determine to change that,
we would enforce that requirement as well. So that is something
that the law currently requires, but, again, we would be ready to
work with Congress on any potential changes to that.

Senator BROWN. Ms. Twohig.

Ms. TwoHIG. I would agree with that. Consumers now have a
right to opt out, but as you suggest, Senator, that is different than
having the default the other way, and we would be happy to work
with you to consider whether there is a policy determination you
think would be better for consumers.

Senator BROWN. That is mostly yes?

Ms. TwoHIG. We would be happy to work with you to consider
the pros and cons of going that direction.

Senator BROWN. So it is not quite a yes.

Ms. TwoHIG. Not quite a yes.

Senator BROWN. OK. The Fair Credit Reporting Act protects com-
panies that provide information to credit bureaus. Consumers can-
not take them to court to get fixes. We know that. We have all
heard the horror stories of someone trying to fix inaccurate data on
a credit report. If consumers were allowed to have their day in
court, would providers be more careful ensuring the data they re-
port to credit bureaus as accurate? Ms. Twohig.

Ms. TwoHIG. So there is a private right of action under the Fair
Credit Reporting Act, and there are private actions filed by con-
sumers if they believe that their information is inaccurate. So I just
want to make sure I understand what you are

Senator BROWN. There is a private right of action, but that pri-
vate right of action has been, to put it mildly, diluted by this Con-
gress and by decisions made by Government, correct?
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Ms. TwWoOHIG. I cannot speak to that. What I can say is that we
are well aware at the Bureau of our obligation to ensure compli-
ance with the law, which is indeed why we have prioritized super-
vising and enforcing in that area.

Senator BROWN. I agree with you, and I appreciate that, and I
appreciate your service over the years. But don’t providers—the
credit providers fundamentally know there is not a particularly ef-
fective private right of action. Do they not know that?

Ms. TWOHIG. I cannot speak to what they know.

Senator BROWN. Well, yeah, you can. The credit providers know
about forced arbitration. The credit providers know how the laws
have changed. The credit providers know where the power in this
society resides. It is not with consumers. It is not with employees.
It is with employers. It is with credit reporting companies. You
have had a string of really important jobs. You are obviously a
really bright woman. You do recognize that, correct?

Ms. TwoHIG. I recognize that it can be hard for an individual
consumer, and that is actually why I have spent my career in pub-
lic service trying to do what I can do——

Senator BROWN. I get all that, and thank you again for that. But
you are not willing to say that the credit providers would be more
careful ensuring the data they report to credit bureaus is accurate
if the laws were written to give consumers more power in the mar-
ketplace?

Ms. TwoHIG. They probably would be more careful if the laws
were written that way.

Senator BROWN. Would you like to respond to that, too?

Ms. MITHAL. I agree with what Ms. Twohig said.

Senator BROWN. Which part? The part of——

Ms. MITHAL. That companies would be more likely to shore up
their practices if consumers had more power.

Senator BROWN. I guess I do not know why a simple “yes” is not
clear there. When credit providers know that the law is mostly—
the power of the law is mostly on their side and not on the con-
sumer side. You know, Anatole France said, ah, the majesty of the
law. It prohibits rich people as well as poor people from sleeping
under bridges. Yeah, it does. Well, that tells you a lot about where
the power in society is, and the power more and more is residing
with those with more and more power and influence and privilege.
And consumers have less and less of that. It is just so clear to me
that the credit providers act worse because the law so often is on
their side and the power resides in them.

Senator Donnelly.

Senator DONNELLY. Thank you, Mr. Chairman. Thank you to the
witnesses.

On May 24th, the Economic Growth, Regulatory Relief, and Con-
sumer Protection Act was signed into law. I negotiated and wrote
that legislation along with Chairman Crapo and several of my col-
leagues here. This new law includes important new consumer pro-
tection related to the credit bureaus to benefit servicemembers, vet-
erans, and all Americans. The law provides free credit freezes,
credit monitoring for servicemembers, and protections for veterans
from VA billing delays.
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I would like to highlight these consumer-friendly provisions and
receive feedback and updates from you on efforts to oversee the im-
plementation and enforcement.

The new law includes a provision to provide free credit moni-
toring for active-duty servicemembers. The FTC was provided 1
year to complete the rulemaking which will help shape the credit
monitoring services provided.

Ms. Mithal, I expect the FTC to complete its rulemaking as soon
as possible so troops can start receiving this important service.
What is the FTC’s expected timeline for the rulemaking?

Ms. MITHAL. So, Senator, I can assure you we are working as ex-
peditiously as possible to complete the rulemaking, and I am hop-
ing that we would have a Notice of Proposed Rulemaking out by
hopefully at least the fall. I do not have complete control over that,
but that is what I am committing to.

Senator DONNELLY. Obviously, the sooner the better.

Ms. MITHAL. Absolutely.

Senator DONNELLY. Section 301 of the new law includes a section
I authored with Senator Perdue to allow every American to freeze
and unfreeze their credit free of charge and set year-long fraud
alerts. Additionally, the FTC and the major credit bureaus have to
set up web pages where consumers can easily freeze their credit,
set a fraud alert, and opt out of prescreened credit offers. These
provisions allow Americans to take control of their credit files. The
law requires compliance by September 21st. These provisions will
make things easier for consumers.

Could you please speak about the provisions generally and your
expectation for the level of communication and collaboration that
will occur between your agencies and the credit bureaus during im-
plementation to ensure consumers benefit as was intended? If you
could each respond.

Ms. TWOHIG. So I can assure you, Senator, that the Bureau is
going to work expeditiously to update—to implementation what it
needs to do in implementing the Economic Growth, Regulatory Re-
lief, and Consumer Protection Act. That would include updating
the summary of rights that goes to consumers so that when they
get their credit report, they have the information about these im-
portant new protections available to them, as well as educating
consumers. We work collaboratively with the FTC and share infor-
mation about that kind of information, as well as, of course, over-
seeing the compliance with these new provisions.

Senator DONNELLY. Ms. Mithal.

Ms. MITHAL. And I would say, first of all, I think these are very
important rights, and they give important tools to consumers, so
thank you for your work on that.

As to our implementation, we have put out some guidance to con-
sumers informing them of the new updates to the law that will
take place in September, and we have already begun discussions
with the CRAs about creating an online portal to effectuate all
those tools for consumers. And so we are hoping to be ready—or
we will be ready by September when the law goes into effect.

Senator DONNELLY. OK. Section 302 of the new law is based off
the Protecting Veterans Credit Act, which I introduced with Sen-
ator Rounds to ensure veterans are not wrongly penalized by med-
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ical bill payment delays at the Department of Veterans Affairs.
Many veterans had their credit scores damaged when the VA was
late to pay medical bills. That will not be a problem any longer due
to this new law.

Your agencies, again, have oversight and enforcement authority.
Can you speak as to how this provision will ensure that veterans
are not wrongly penalized for medical debt that is actually the VA’s
responsibility? Ms. Twohig.

Ms. TWOHIG. Senator, you can be sure that we will be looking for
compliance with those important new provisions.

Senator DONNELLY. Ms. Mithal.

Ms. MITHAL. And, again, I think the provisions provide very im-
portant new rights for veterans. I think there have been recent
studies showing the lack of predictiveness of medical debt, and so
I think that is a very important provision, and we will do every-
thing we can to support it.

Senator DONNELLY. All right. Thank you, Mr. Chairman.

Senator BROWN. Thank you, Senator Donnelly.

I ask unanimous consent to enter into the record a letter from
several consumer advocacy groups. Without objection.

Thanks for being the last guy standing.

[Laughter.]

Senator DONNELLY. Ready to help anytime.

Senator BROWN. That concludes the questioning for today. Ques-
tions for the record are due from Senators in 1 week, by Thursday,
July 19th. We ask the two of you to respond to those questions as
quickly as possible.

Thank you for joining us. This concludes the hearing.

[Whereupon, at 11:29 a.m., the hearing was adjourned.]

[Prepared statements, responses to written questions, and addi-
tional material supplied for the record follow:]
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PREPARED STATEMENT OF CHAIRMAN MIKE CRAPO

Today’s hearing is entitled “An Overview of the Credit Bureaus and the Fair
Credit Reporting Act”.

Credit bureaus play a valuable role in our financial system by helping financial
institutions assess a consumer’s ability to meet financial obligations, and also facili-
tating access to beneficial financial products and services.

Given this role, they have a lot of valuable personal information on consumers
and therefore are targets of cyberattacks.

Last year, Equifax experienced an unprecedented cybersecurity incident which
compromised the personal data of over 145 million Americans.

Following that event, the Banking Committee held two oversight hearings on the
breach and consumer data protection at credit bureaus.

The first hearing with the former Equifax CEO examined details surrounding the
breach, while the second hearing with outside experts examined what improvements
might be made surrounding credit reporting agencies and data security.

This Committee also recently held a hearing on cybersecurity and risks to the fi-
nancial services industry.

These hearings demonstrated bipartisan concern about the Equifax data breach
and the protection of consumers’ personally identifiable information, as well as sup-
port for specific legislative measures to address such concerns.

Some of these were addressed in S. 2155, the Economic Growth, Regulatory Relief
and Consumer Protection Act, which included meaningful consumer protections for
consumers who become victims of fraud.

For example, it provides consumers unlimited free credit freezes and unfreezes
per year.

It allows parents to turn on and off credit reporting for children under 18, and
provides important protections for veterans and seniors.

Last month, a New York Times article commenting on the bill noted that, “one
helpful change . . . will allow consumers to ‘freeze’ their credit files at the three
major credit reporting bureaus—without charge. Consumers can also ‘thaw’ their
files, temporarily or permanently, without a fee.”

Susan Grant, director of consumer protection and privacy at the Consumer Fed-
eration of America expressed support for these measures, calling them “a good
thing.”

Paul Stephens, director of policy and advocacy at the Privacy Rights Clearing-
house, similarly noted that the freeze provision “has the potential to save consumers
a lot of money.”

But there is still an opportunity to see whether more should be done, and today’s
hearing will help inform this Committee in this regard.

Today, I look forward to learning more from the witnesses about: the scope of the
Fair Credit Reporting Act and other relevant laws and regulations as they pertain
to credit bureaus; the extent to which the Bureau of Consumer Financial Protection
and the FTC, whom the two witnesses represent, oversee credit bureau data secu-
rity and accuracy; the current state of data security, data accuracy, data breach pol-
icy, and dispute resolution processes at the credit bureaus; and what, if any, im-
provements could be made.

States have begun to react in their own ways to various aspects of the public de-
bate on privacy, data security, and the Equifax data breach.

Two weeks ago, California enacted the California Consumer Privacy Act which
will take effect on January 1, 2020.

The Act, which applies to certain organizations conducting business in California,
establishes a new privacy framework by creating new data privacy rights, imposing
special rules for the collection of minors’ consumer data, and creating a damages
framework for violations and businesses failing to implement reasonable security
procedures.

Many Members are interested in learning more about what California and other
States are doing on this front.

Additionally, 2 weeks ago, eight State banking commissioners jointly took action
against Equifax in a consent order requiring the company to take various actions
regarding risk assessment and information security.

I have long been concerned about data collection and data privacy protections by
the Government and private industry.

Given Americans’ increased reliance and use of technology where information can
be shared by the swipe of a finger, we should ensure that companies and Govern-
ment entities who have such information use it responsibly and keep it safe.
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PREPARED STATEMENT OF PEGGY L. TWOHIG

ASSISTANT DIRECTOR, OFFICE OF SUPERVISION PoOLICY, DIVISION OF SUPERVISION,
ENFORCEMENT, AND FAIR LENDING, BUREAU OF CONSUMER FINANCIAL PROTECTION

JuLy 12, 2018

Chairman Crapo, Ranking Member Brown, thank you for the opportunity to tes-
tify today about the work of the Bureau of Consumer Financial Protection (Bureau)
to address consumer protections in the consumer reporting market. My name is
Peggy Twohig, and I am the Assistant Director for Supervision Policy at the Bureau.
The Office of Supervision Policy is responsible for developing supervision strategy
across bank and nonbank markets and ensuring that policy decisions are consistent
across markets, charters, and regions.

Prior to my work at the Bureau, I was Director of the Office of Consumer Protec-
tion at the Department of the Treasury (Treasury), where I worked on the proposal
to create a new consumer agency as part of financial regulatory reform. Immediately
before joining Treasury, I served as Associate Director of the Division of Financial
Practices at the Federal Trade Commission (FTC). My 17-year tenure at the FTC
focused on enforcement and policy issues related to consumer financial services. I
have also worked as a litigator in private practice with the firm of Arnold & Porter
in Washington, DC.

Credit Reporting System

The consumer reporting market plays a critical role in the overall consumer finan-
cial services market and has enormous reach and impact; over 200 million Ameri-
cans have credit files with tradelines furnished voluntarily by over 10,000 providers.
This information is used by many different types of businesses, including creditors,
insurers, landlords, telecommunications providers, and employers, to make decisions
about individual transactions with consumers. In particular, creditors rely on the in-
formation in consumers’ credit files to make decisions as to whether to approve a
variety of credit transactions, including mortgages, credit cards, student loans, and
auto loans. And, when extending credit, creditors use that information to determine
what terms to offer.

Accurate consumer report information is therefore important to creditors and
other consumer report users to make good business decisions. For any individual
consumer, an accurate consumer report can be even more important, given the sig-
nificant impact that information can have on the consumer’s ability to obtain or pay
for financial and other products and services. Despite the impact credit reports can
have on a consumer, consumers do not get to choose who collects and sells consumer
report information about them.

Because of the importance of consumer report accuracy to businesses and con-
sumers, the structure of the Fair Credit Reporting Act (FCRA) creates interrelated
legal standards and requirements to support the policy goal of accurate credit re-
porting. These requirements anticipate that all reports will not be perfect; instead
the FCRA requires that credit reporting agencies (CRAs) have “reasonable proce-
dures to assure maximum possible accuracy” of reports.! It also imposes certain ac-
curacy obligations on furnishers.2 The FCRA also sets forth a dispute and investiga-
tion framework, with obligations on both CRAs and furnishers, to ensure potential
errors are investigated and corrected promptly, if necessary.3 This dispute resolu-
tion framework is important to the efficient operation of credit markets, as it pro-
vides a standard mechanism for identifying and resolving inaccuracies when they
occur.

Bureau Authority Over Consumer Reporting Agencies and Furnishers

Congress authorized the Bureau to assess compliance with the requirements of
Federal consumer financial laws as part of its supervision of both depository institu-
tions and nondepository institutions. As defined by the Dodd-Frank Wall Street Re-
form and Consumer Protection Act (Dodd—Frank Act), Federal consumer financial
laws include most provisions of the Fair Credit Reporting Act.4 The FCRA is the
primary statute that governs consumer reporting by CRAs, furnishing information
to CRAs, and using reports generated by CRAs. Together with its implementing reg-
ulation, Regulation V,5 the FCRA imposes obligations on the compilation, mainte-

LFCRA Section 607(b), 15 U.S.C. 81681e(b).
2FCRA Section 623(a). 15 U.S.C. §1681s-2(a) .
3FCRA Section 611, 15 U.S.C. §1681i; FCRA Section 623(b), 15 U.S.C. §1681s-2(b).

41d. at §5481(14), (12)(F).
512 CFR part 1022.
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nance, furnishing, use, and disclosure of information associated with credit, insur-
ance, employment, and other decisions made about consumers.

Federal consumer financial laws also include substantive provisions of Title X of
the Dodd—Frank Act.® One of these provisions is the prohibition on a covered person
or service provider from engaging in unfair, deceptive, or abusive acts or practices
(UDAAP).7” Many CRAs are “covered persons” under the Dodd-Frank Act because
they collect, analyze, maintain, or provide consumer report information or other ac-
count information used or expected to be used in connection with decisions regard-
ing the offering or provision of consumer financial products or services and deliv-
ered, offered, or provided in connection with a consumer financial product or serv-
ice.® Depending on the facts and circumstances of any given transaction, CRAs
might also be considered service providers. 2

The Bureau has supervisory authority over consumer reporting agencies that are
larger participants in the consumer reporting market. In July 2012, the Bureau pro-
mulgated the first larger participant rule to define larger participants in the con-
sumer reporting market because of the importance of this function to efficient credit
markets. 10 The larger participant rule defines a larger participant of the consumer
reporting market as a nonbank covered person with more than $7 million in annual
receipts resulting from relevant consumer reporting activities.!! The Bureau esti-
mated 30 companies that account for about 94 percent of the market’s annual re-
ceipts met the larger participant threshold. 12

Participants in this market include nationwide consumer reporting companies,
consumer report resellers, and specialty consumer reporting companies. 13 The Bu-
reau reviews the operations of these larger participants for compliance with Federal
consumer financial laws, including the FCRA and Regulation V. The Bureau also
has supervisory authority over a substantial number of entities that furnish credit
information to CRAs. As part of its exercise of this authority, the Bureau reviews
compliance with the FCRA’s furnishing requirements at other institutions subject
to the Bureau’s supervisory authority, such as large banks. The Bureau also has en-
forcement authority over nearly every person, regardless of status as a supervised
entity, who violates the FCRA. 14 The Bureau is the first Federal or State agency
to have both supervisory and enforcement authority over CRAs and the other par-
ticipants in the consumer reporting market.

In addition to enforcement and supervisory authority over CRAs, the Bureau has
broad authority to promulgate rules “as are necessary to carry out the purposes of’
the FCRA. 15 The Bureau’s rules are applicable to any person subject to the FCRA,
except certain motor vehicle dealers.1® The Bureau does not, however, have rule-
making authority (or supervisory or enforcement authority) under Sections 615(e)
and 628 of the FCRA. These provisions direct the Federal banking agencies, the Na-
tional Credit Union Administration, the FTC, the Commodity Futures Trading Com-
mission, and the Securities and Exchange Commission to promulgate regulations re-
lating to Red Flags, and Disposal of Records. The FTC used its authority under
these provisions of the FCRA to promulgate its ID Theft Red Flags Rule!7 and its
Consumer Report Records Disposal Rule. 18 Other agencies have promulgated com-
parable rules pursuant to these sections.

CRAs and other participants in the consumer reporting market may also be sub-
ject to other laws within the Bureau’s authority, such as the Gramm-Leach-Bliley
Act’s (GLBA) notice and opt-out and privacy provisions. GLBA gives the Bureau

612 U.S.C. §5481(14).

712 U.S.C. 885531, 5536(a).

81d. at §5481(5), (15)(A)(ix).

91d. at 85481(26) (defining “service provider” as “any person that provides a material service
to a covered person in connection with the offering or provision by such covered person of a con-
sumer financial product or service . . .

10 https: | | www.consumerfinance.gov /pochy compliance | rulemaking / final-rules / defining-larg-
er-participants-consumer-reporting-market /.

1112 CFR 8§1090.104.

12 https: [ | www.consumerfinance.gov | about-us [ newsroom | consumer-financial-protection-bu-
reau-to-supervise-credit-reporting | .

13The term “consumer reporting company” means the same as “consumer reporting agency,”
as defined in the Fair Credit Reporting Act, 15 U.S.C. §1681a(f), including nationwide consumer
reporting agencies as defined in Section 168la(p) and nationwide specialty consumer reporting
agencies as defined in Section 1681a(x).

14E.g., Section 1029 of the Dodd—Frank Act excludes certain motor vehicle dealers from the
Bureau’s rulemaking, enforcement, or other authority.

1515 U.S.C. §1681s(e)(1).

1612 CFR §1022.1(b)(2).

1716 CFR Part 681.

1816 CFR Part 682.
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rulemaking and enforcement authority over these provisions. 19 (Since these provi-
sions are Federal consumer financial laws they are also within the Bureau’s super-
visory authority under section 1024 of the Dodd-Frank Act.) The Bureau cannot,
however, implement GLBA section 501(b), which requires that financial institutions
develop, implement, and maintain comprehensive information security programs
that contain administrative, technical, and physical safeguards.20 The Bureau has
no supervisory, enforcement, or rulemaking authority with regard to GLBA section
501 (b) or its implementing rules; that section is excluded from the definition of Fed-
eral consumer financial law.2! Section 501(b) is implemented by rules and guide-
lines promulgated by the FTC and other agencies and include the FTC’s GLBA Cus-
tomer Information Safeguards Rule. 22

Bureau Credit Reporting Work

In both its supervision and enforcement work, the Bureau has focused on credit
reporting accuracy and dispute handling by both CRAs and furnishers.

In March 2017, the Bureau issued a special edition of its Supervisory Highlights
publication in which it reported out on the supervisory work undertaken in con-
sumer reporting.23 As discussed in the report, the Bureau has focused its super-
visory work on the key elements underpinning accuracy. As a result of these re-
views, the Bureau directed specific improvements in data accuracy and dispute reso-
lution at one or more CRA, including:

e improved oversight of incoming data from furnishers;

e institution of quality control programs of compiled consumer reports;

e monitoring of furnisher dispute metrics to identify and correct root causes;
e enhanced oversight of third-party public records service providers;

e adherence to independent obligation to reinvestigate consumer disputes, includ-
ing review of relevant information provided by consumers; and

e improved communication to consumers of dispute results.

In addition, the Bureau directed both bank and nonbank furnishers, consistent
with the FCRA’s requirements, to develop reasonable written policies and proce-
dures regarding accuracy of the information they furnish and to take corrective ac-
tion when they furnished information they determined to be inaccurate. The Bureau
also found that furnishers foiled to either conduct investigations or send results of
dispute investigations to consumers and demanded that these furnishers bring their
dispute handling practices into compliance with legal requirements.

In addition to supervisory work, the Bureau has brought enforcement actions and
entered into settlements related to institutions’ violation of the FCRA’s accuracy
and dispute investigation requirements. 2¢ The Bureau will continue to examine and
investigate CRAs and furnishers, using the authority and tools provided by the
Dodd—Frank Act and other statutes.

The Bureau is also focused on educating consumers by providing consumers with
tools and information to help them know what to do when they encounter a prob-
lem, or how to avoid problems in the first place. For example, we provide informa-
tion to consumers about how they can obtain access to their credit reports to check
their accuracy and dispute any information they believe to be incorrect. 25

1915 U.S.C. 886804(a)(1)(A) and 6805(a)(8). The Bureau’s GLBA authority does not extend to
certain motor vehicle dealers. 12 CFR 81016.1(b)(1).

2015 U.S.C. §6801(b).

2115 U.S.C. §5481(12), (14).

2216 CFR Part 314.

23 hitps: | [ www.consumerfinance.gov | documents /2774 [ 201703-cfpb-Supervisory-Highlights-
Consumer-Reporting-Special-Edition.pdf.

24See, e.g., htip://files.consumerfinance.gov/f/201510 cfpb consent-order general-infor-
mation-serviceinc.pdf; http:/ /files.consumerfinance.gov/f/201512 cfpb consent-order clarity-
services-inc-timothy-ranney.pdf;  https:/ /files.consumerfinance.gov /f/documents/bcfp security-
group-inc__consent-order 2018-06.pdf; https:/ /files.consumerfinance.gov /f/ documents |
201701 cfpb CitiFinancial-consent-order.pdf.

25 For information about how to access your credit reports and how to dispute errors: Attps://
www.consumerfinance.gov [ consumer-tools / credit-reports-and-scores [ ; For information about ob-
taining credit reports: Atips:/ /www.consumerfinance.gov /ask-cfpb | how-do-i-get-a-copy-of-my-
credit-reports-en-5/;  For  information about how to dispute errors: hitps://
www.consumerfinance.gov | ask-cfpb | how-do-i-dispute-an-error-on-my-credit-report-en-314/;  For
information about common credit issues: https://www.consumerfinance.gov/about-us/blog/3-
common-credit-issues-and-what-you-can-do-fix-them /.
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Data Security

CRAs hold a tremendous amount of information about consumers, including sen-
sitive financial information. If CRAs do not protect this data, it may lead to data
breaches and other unauthorized access to it. Unauthorized access to data at con-
sumer reporting agencies creates the risk of substantial harm to consumers, includ-
ing the risk of identity theft. Because of these risks, since the Equifax breach, the
Bureau has increased its attention to data security issues in our supervisory and
enforcement activities.

The Bureau has the authority to conduct data security investigations and exami-
nations at nonbanks over which it has supervisory authority, including CRAs.

Data security reviews conducted by the Bureau are comprised of three specific in-
quiries, consistent with the three prongs of the Bureau’s general examination au-
thority. 26 First, the Bureau assesses the facts and circumstances to determine
whether a nonbank’s data security practices and policies constitute violations of
Federal consumer financial law, including violations of the Dodd—Frank Act’s prohi-
bition against unfair, deceptive or abusive acts and practices (UDAAP)27 and of the
Fair Credit Reporting Act.28 Second, the Bureau obtains information about compli-
ance management systems and procedures relating to data security practices. Third,
the Bureau detects and assesses risks posed by potential data security lapses to con-
sumers and to markets for consumer financial products and services.

In addition to this work, the Bureau website has a list of resources and informa-
tion for consumers about data breaches to help consumers understand what steps
or actions they can take to protect their personal information.2° The Bureau also
provides resources to help consumers protect themselves from identity theft,3° to
help military personnel and their families secure their identities, 3! and specific re-
sources on the Top 10 ways to protect yourself in the wake of the Equifax data
breach. 32 In addition, the Bureau’s online tool, Ask CFPB, has provided consumers
with answers to frequently asked questions about a variety of topics, including iden-
tity theft, credit freezes, fraud alerts, and credit and identity monitoring. 33

Conclusion

Large breaches call for a coordinated response, and the Bureau will continue to
coordinate with other Federal and State agencies. We will also continue to exercise
our authority to examine and investigate credit reporting companies and furnishers
of information, and to educate consumers about important consumer financial
issues. Consumers should have confidence that their credit reports comply with all
applicable legal requirements.

Thank you again for the opportunity to testify today at this important hearing.
I would be happy to answer your questions about the Bureau’s work related to cred-
it reporting.

26 Section 1024 of the Dodd—Frank Act grants the Bureau the authority to conduct examina-
tions of certain nonbank financial institutions, including larger participants in the consumer re-
porting market, under its risk-based supervision program for the purposes of: (a) assessing com-
pliance with the requirements of Federal consumer financial law; (b) obtaining information
about the activities and compliance systems or procedures of such person; and (c) detecting and
assessing risks to consumers and to markets for consumer financial products and services. 15
U.S.C. 85514.

27Both courts and executive branch agencies have found that, in certain circumstances, insuf-
ficient data security can constitute an unfair or deceptive practice. FTC v. Wyndham Worldwide
Corp., 799 F.3d 236 (3d Cir. 2015); FTC v. AshleyMadison.com, No. 1:16-cv-02438 (D.D.C. filed
Dec. 14, 2016); available at https:/ /www.ftc.gov /enforcement [ cases-proceedings | 152-3284 [ ash-
ley-madison.

28 FCRA Section 607(a), 15 U.S.C. 1681e.

29 https: | |www.consumerfinance.gov | equifaxbreach.

30 https: | [www.consumerfinance.gov / about-us | blog | identity-theft-protection-following-equifax-
data-breach /.

31 https:/ [www.consumerfinance.gov / about-us / blog | servicemembers-should-secure-their-iden-
tity-after-equifax-data-breach /.

32 https: | |www.consumerfinance.gov [ about-us | blog | top-10-ways-protect-yourself-wake-
equifax-data-breach /.

33 Available at http:/ |www.consumerfinance.gov | askcfpb | search [ ?selected-facets=tag-
exact%3Aidentity+theft.
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Introduction

Chairman Crapo and Members of the Committee, my name is Maneesha Mithal,
and I am the Associate Director for the Division of Privacy and Identity Protection
at the Federal Trade Commission (Commission or FTC).1 I appreciate the oppor-
tunity to appear before you today to discuss the Fair Credit Reporting Act, credit
bureaus, and data security.

Congress enacted the Fair Credit Reporting Act2 (FCRA) in 1970, recognizing the
importance of “fair and accurate credit reporting” to maintain “the efficiency of the
banking system” and “the public[’]s confidence” in that system, while at the same
time balancing the “need to insure that consumer reporting agencies exercise their
grave responsibilities with fairness, impartiality, and a respect for the consumer’s
right to privacy.”3 The FCRA helps to (1) prevent the misuse of sensitive consumer
report information by limiting recipients to those who have a legitimate need for it;
(2) improve the accuracy and integrity of consumer reports; and (3) promote the effi-
ciency of the Nation’s banking and consumer credit systems. Since the FCRA’s pas-
sage, Congress has amended the statute to address developments in the consumer
reporting system and the marketplace and to increase consumers’ rights and protec-
tions with respect to the collection and use of their data. 4

The Commission has played a key role in the implementation, enforcement, and
interpretation of the FCRA since its enactment.? In the last decade, the Commis-
sion has brought over 30 actions to enforce the FCRA against consumer reporting
agencies (CRAs), users of consumer reports, and furnishers of information to CRAs.
As the consumer reporting system evolves and new technologies and business prac-
tices emerge, vigorous enforcement of the FCRA continues to be a top priority for
the Commission, as well as consumer and business education concerning applicable
rights and responsibilities under the statute.

This testimony first provides background on the FCRA. Next, it discusses market-
place developments related to credit report accuracy. It then discusses the Commis-
sion’s work to enforce the accuracy provisions of the FCRA and educate consumers
and businesses about their respective rights and responsibilities under the statute.
Finally, it discusses the data security requirements applicable to credit bureaus and
the FTC’s efforts to promote data security in this sector.

Background on the FCRA

CRAs assemble or evaluate consumer data for third parties to use to make critical
decisions about the availability and cost of various consumer products and services,
including credit, insurance, employment, and housing. ¢ These consumer reports are
often used to evaluate the risk of future nonpayment, default, or other adverse
events. For example, complete and accurate consumer reports enable creditors to

1While the views expressed in this statement represent the views of the Commission, my oral
presentation and responses to questions are my own and do not necessarily reflect the views
of the Commission or any individual Commissioner.

215 U.S.C. §81681-1681x.

31d. §1681(a).

4The Consumer Credit Reporting Reform Act of 1996, Title II, Subtitle D, Chapter 1, of the
Omnibus Consolidated Appropriations Act for Fiscal Year 1997 (Public Law No. 104-208, Sept.
30, 1996), made extensive revisions to the FCRA, including expanding the duties of consumer
reporting agencies, increasing obligations on users of consumer reports, and adding furnishers
of information to consumer reporting agencies as a category of entities with statutory obliga-
tions. There were a number of more modest revisions over the next 7 years, the most significant
of which was a 1999 amendment that specifically authorized the Federal financial agencies to
promulgate regulations for the banks and other entities subject to their jurisdiction. The Fair
and Accurate Credit Transactions Act of 2003, Public Law No. 108-159 (Dec. 4, 2003) (FACT
Act), added several sections to assist consumers and businesses in combating identity theft and
reduce the damage to consumers. The Commission, often in conjunction with the Federal finan-
cial agencies, issued numerous rules to implement the various FACT Act provisions.

5As enacted, the FCRA established the Commission as the primary Federal enforcement
agency, with wide jurisdiction over entities involved in the consumer reporting system; the pri-
mary exceptions to the Commission’s jurisdiction are federally regulated financial institutions.
See 15 U.S.C. 8§1681s(a)-(b). Pursuant to the Consumer Financial Protection Act of 2010 (CFPA),
Title X of Public Law 111-203, 124 Stat. 1955 (July 21, 2010) (The Dodd-Frank Wall Street Re-
form and Consumer Protection Act), the Commission shares its FCRA enforcement role with the
Bureau of Consumer Financial Protection (Bureau) in many respects.

615 U.S.C. §1681a(d) and (f).
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make informed lending decisions, benefiting both creditors and consumers. Errors
in consumer reports, however, can cause consumers to be denied credit or other ben-
efits or pay a higher price for them. Errors in consumer reports can also cause credit
issuers to make inaccurate decisions that result in declining credit to a potentially
valuable customer or issuing credit to a riskier customer than intended.

The FCRA imposes a number of obligations on CRAs. For example, to protect the
privacy of sensitive consumer report information, CRAs must take reasonable meas-
ures to ensure that they provide such information only to those who have a statu-
torily specified “permissible purpose” to receive it. 7 CRAs must also comply with re-
quirements to help ensure the accuracy of consumer reports, including requirements
that CRAs (1) maintain reasonable procedures to ensure the “maximum possible ac-
curacy” of consumer reports 8 and (2) maintain procedures through which consumers
can dispute and correct inaccurate information in their consumer reports. ¢

Under the FCRA, if a consumer disputes the completeness or accuracy of informa-
tion contained in his or her file, the CRA must complete a reasonable investigation
within 30 days. The CRA must notify the furnisher of the disputed information
within five business days. If a disputed item is found to be inaccurate or incomplete
or cannot be verified, the CRA must delete or modify the information and notify the
furnisher. In general, the CRA must provide the consumer with written notice of
the results of the investigation in accordance with the procedures set forth in the
statute within 5 business days after the completion of the investigation.

In addition, the FCRA imposes obligations on those who furnish information
about consumers to CRAs, such as entities extending credit. For example, furnishers
have a duty to report accurate information and investigate consumer disputes of in-
accurate information. 10

Users of consumer reports have obligations under the statute as well. For exam-
ple, if a user of a consumer report takes an adverse action against a consumer—
such as a denial of credit or employment—based on information in a consumer re-
port, the user must provide an adverse action notice to the consumer, which ex-
plains how the consumer can obtain a free copy of the report and dispute any inac-
curate information in the report. 11

Credit Report Accuracy

In 2012, the Commission published a study of credit report accuracy mandated
by the FACT Act, which amended the FCRA.12 It was the first major study that
looked at all of the primary groups that participate in the credit reporting and scor-
ing process—consumers, furnishers (e.g., creditors, lenders, debt collection agencies),
the Fair Isaac Corporation (which develops FICO credit scores), and the national
credit bureaus. 13 To implement the study, researchers worked with approximately
1,000 consumers to review their free credit reports from the three major credit bu-
reaus. The researchers helped consumers identify and dispute possible errors on
their credit reports. According to the study findings, 25 percent of consumers identi-
fied errors on their credit reports that might affect their credit scores and 80 per-
cent of these consumers who filed disputes experienced some modification to their
credit reports. Overall, 13 percent of consumers experienced a change in their credit
scores after a dispute and 5 percent of consumers experienced an increase in their
credit scores such that their credit risk tier decreased and the consumer may be
more likely to be offered a lower loan interest rate.

There have been significant changes in the marketplace aimed at increasing credit
report accuracy since the Commission published its study. For example, the Bureau
has been exercising its supervisory authority over the nationwide credit bureaus
and it periodically publishes Supervisory Highlights describing its findings. Last
year, it published an edition focused on accuracy issues in credit reporting and the

71d. 81681b(a), (c). Permissible purposes under the FCRA include, but are not limited to, the
use of a consumer report in connection with a determination of eligibility for credit, insurance,
or a license; in connection with the review of an existing account; and for certain employment
purposes.

81d. 81681e(b).

91d. §1681i(a)—(d)(1).

101d. §1681s-2(a)—(b).

111d. §81681m(a). The adverse action notice also must include a statement that the CRA that
supplied the consumer report did not make the decision to take the adverse action and cannot
give the consumer any specific reasons for the decision. Id. §1681m(a)(2)(B).

12 Public Law No. 108-159 (Dec. 4, 2003).

13 Section 319 of the Fair and Accurate Credit Transactions Act of 2003: Fifth Interim Federal
Trade Commission Report to Congress Concerning the Accuracy of Information in Credit Re-
ports (Dec. 2012), available at https://wwuw.ftc.gov/reports/section-319-fair-accurate-credit-
transactions-act-2003-fifth-interim-federal-trade.



37

handling and resolution of consumer disputes, and it pointed to several specific im-
provements it directed in these areas. 14

In addition, in 2015, the nationwide credit bureaus announced a Nationwide Con-
sumer Assistance Plan (NCAP) as a result of a settlement with over 30 State attor-
neys general, with a number of provisions designed to improve the accuracy of credit
reports. 1> These provisions include requiring all data furnishers to use the most
current reporting format; removing any previously reported medical collections that
have been paid or are being paid by insurance; requiring debt collectors to regularly
update the status of unpaid debts and remove debts no longer being pursued for col-
lection; and implementing an enhanced dispute resolution process for consumers
that are victims of fraud or identity theft or are involved in mixed files (where two
consumer files are mistakenly mixed together). NCAP contained a phased imple-
mentation plan scheduled to be completed this year.

FTC Activities To Promote Credit Report Accuracy

Law Enforcement

FCRA enforcement continues to be a top priority for the Commission. With the
advent in 2011 of the Bureau’s supervisory authority over the nationwide credit bu-
reaus and the coordination efforts between the agencies, the FTC has focused its
FCRA law enforcement efforts on other entities in the credit reporting area and
other aspects of the consumer reporting industry more broadly.

For example, the FTC settled cases against furnishers that allegedly had inad-
equate policies and procedures for reporting accurate credit information to CRAs. In
Credit Protection Association, LP, the Commission alleged that a debt collector
failed to have adequate policies and procedures to handle consumer disputes, did not
have a policy requiring notice to consumers of the outcomes of investigations about
disputed information, and in numerous instances failed to inform consumers of the
outcome of disputes. 16 The settlement included $72,000 in civil penalties. 17 And, in
Tricolor Auto Acceptance, LLC, the Commission alleged that the loan-servicing de-
partment of an auto dealer failed to have written policies and procedures designed
to ensure that the credit information it reported to CRAs was accurate and failed
to properly investigate consumer disputes regarding the accuracy of credit informa-
tion. 18 The settlement included $82,000 in civil penalties.

In addition, the FTC has settled cases against background screening CRAs that
compile background reports on consumers that may include driving records, employ-
ment and education history, eviction records, and criminal records for use in making
employment and housing decisions. These settlements include allegations relating
to inaccuracies in consumer reports, as well as failures to protect the privacy of con-
sumer reports by ensuring permissible use. For example, in InfoTrack Information
Services, Inc., the Commission alleged that a background screening CRA failed to
have reasonable procedures to ensure the maximum possible accuracy of consumer
report information and, as a result, provided inaccurate information suggesting that
job applicants potentially were registered sex offenders.!® The settlement included
$1 million in civil penalties, which was suspended upon payment of $60,000 based
on inability to pay. In Instant Checkmate, Inc., the Commission alleged that the
CRA compiled public record information into background reports and marketed its
services to landlords and employers but failed to comply with several FCRA provi-
sions, including failing to maintain reasonable procedures to ensure the accuracy of
its reports, failing to have reasonable procedures to ensure that those using its re-

14See Supervisory Highlights Consumer Reporting Special Edition (Mar. 2, 2017), available
at https:/ /www.consumerfinance.gov / data-research [ research-reports | supervisory-highlights-con-
sumer-reporting-special-edition /.

15See, e.g., National Consumer Assistance Plan, News Release (Jun. 9, 2016), available at
http:/ |www.nationalconsumerassistanceplan.com [ news [ news-release /.

16 U.S. v. Credit Protection Association, LP, No. 3:16-cv-01255-D (N.D.Tex. filed May 9, 2016),
available at https://wwuw.ftc.gov/enforcement/cases-proceedings/142-3142 / credit-protection-as-
soctation.

17 As specified by the Federal Civil Penalty Inflation Adjustment Act of 1990, 28 U.S.C. §2861,
as amended by the Debt Collection Improvements Act of 1996, Public Law 104-134, 831001(s)(1),
110 Stat. 1321-373, in relevant part, civil penalties under the FCRA are capped at $3,500 per
violation for violations occurring before August 1, 2016, $3,756 per violation for violations occur-
ring between that date and January 23, 2017, and $3,817 for violations occurring on or after
January 24, 2017.

18U.S. v. Tricolor Auto Acceptance, LLC, No. 3:15-cv-3002 (N.D.Tex. filed Sept. 16, 2015),
availzlilble at htips:/ /www.fte.gov | enforcement | cases-proceedings | 142-3073 / tricolor-auto-accept-
ance-llc.

19U.S. v. Infotrack Information Services, Inc., No. 1:14-cv-02054 (N.D.IIl. filed Apr. 9, 2014),
available at hAttps:/ /wwuw.ftc.gov/enforcement/cases-proceedings/122-3092 [ infotrack-informa-
tion-services-inc-et-al.
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ports had permissible purposes for accessing them, and providing reports to users
that it did not have reason to believe had a permissible purpose to receive them. 20
The settlement included $525,000 in civil penalties.

The FTC has also brought cases against check authorization CRAs for failing to
comply with their accuracy obligations. Check authorization companies compile con-
sumers’ personal information and use it to help retail merchants throughout the
United States determine whether to accept consumers’ checks. In its settlements
with Telecheck?2! and Certegy,22 two of the Nation’s largest check authorization
companies, the Commission charged these companies with failing to follow FCRA
accuracy procedures, failing to follow proper procedures for consumer disputes, and
failing to establish and implement reasonable written policies regarding the accu-
racy of information the companies furnish to other CRAs. The FTC obtained $3.5
million in civil penalties against each company.

Business Guidance and Consumer Education

The Commission also continues to educate consumers and businesses on their con-
sumer reporting rights and obligations under the FCRA. The FTC has published
guidance for employment and tenant background screening companies regarding
their obligations under the FCRA, including with respect to accuracy and consumer
disputes. 23 For furnishers, the FTC publication Consumer Reports: What Informa-
tion Furnishers Need To Know provides an overview of obligations under the
FCRA. 24 Similarly, for users of consumer reports, FTC guidance includes publica-
tions for employers, landlords, insurers, and creditors, as well as guidance on secure
disposal of consumer information for all businesses. 25

The FTC also has a number of user-friendly resources for consumers designed to
inform them of their rights under the FCRA and assist them with navigating the
consumer reporting system. The publication Credit and Your Consumer Rights pro-
vides an overview of credit, explains consumers’ legal rights, and offers practical tips
to help solve credit problems.26 The FTC also has publications that explain how
consumers can obtain their free annual credit reports from each of the nationwide
consumer reporting agencies2? and use the FCRA’s dispute procedures to ensure
that information in their consumer reports is accurate.28 For consumers seeking
employment or housing, the FTC has materials on employment background

200U.S. v. Instant Checkmate, Inc., No. 3:14-cv-00675-H-JMA (S.D.Cal. filed Apr. 9, 2014),
available at https:/ /www.ftc.gov /enforcement | cases-proceedings | 122-3221 [ instant-checkmate-
inc.

21U.S. v. TeleCheck Services, Inc., No. 1:14-cv-00062 (D.D.C. filed Jan. 16, 2014), available
at htips:/ /www.fte.gov | enforcement | cases-proceedings | 112-3183 | telecheck-services-inc.

227.S. v. Certegy Services, Inc., No. 1:13-cv-01247 (D.D.C. filed Aug. 15, 2013), available at
https:| |www.ftc.gov | enforcement [ cases-proceedings | 112-3183 | telecheck-services-inc.

23 See “What Employment Background Screening Companies Need To Know About the Fair
Credit Reporting Act” (Apr. 2016), available at https:/ /www.ftc.gov [ tips-advice | business-center |
guidance [what-employment-background-screening-companies-need-know-about; “What Tenant
Background Screening Companies Need To Know About the Fair Credit Reporting Act” (Oct.
2016), available at https:/ /www.ftc.gov [ tips-advice | business-center | guidance | what-tenant-back-
ground-screening-companies-need-know-about-fair.

24See Consumer Reports: “What Information Furnishers Need To Know” (Nov. 2016), avail-
able at https:/ /www.ftc.gov/tips-advice | business-center | guidance | consumer-reports-what-infor-
mation-furnishers-need-know.

25See Consumer Reports: “What Employers Need To Know” (Oct. 2016), available at htips://
wwuw.fte.gov [ tips-advice | business-center | guidance | using-consumer-reports-what-employers-need-
know; Consumer Reports: “What Landlords Need To Know” (Oct. 2016), available at https://
www.fte.gov [ tips-advice [ business-center | guidance | using-consumer-reports-what-landlords-need-
know; Consumer Reports: “What Insurers Need To Know” (Nov. 2016), available at https://
www.fte.gov [ tips-advice [ business-center [ guidance [ consumer-reports-what-insurers-need-know;
“Using Consumer Reports for Credit Decisions: What To Know About Adverse Action and Risk-
Based Pricing Notices” (Nov. 2016), available at hétps:/ /www.ftc.gov /tips-advice | business-cen-
ter /| guidance [ using-consumer-reports-credit-decisions-what-know-about-adverse; “Disposing  of
Consumer Report Information? Rule Tells How” (Jun. 2005), available at https:/ /www.ftc.gov/
tips-advice | business-center | guidance / disposing-consumer-report-information-rule-tells-how.

26“Credit and Your Consumer Rights” (June 2017), available at https://
www.consumer.ftc.gov [ articles | pdf-0070-credit-and-your-consumer-rights.

27“Free Credit Reports” (Mar. 2013), available at htips://www.consumer.ftc.gov/articles/
0155-free-credit-reports.

28See “Disputing Errors on Credit Reports” (Feb. 2017), available at https://
www.consumer-ftc.gov [ articles | 0151-disputing-errors-credit-reports.
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checks 29 and tenant background checks. 30 The Commission continues to update and
expand its materials as new issues arise.

Data Security

The FTC is committed to protecting consumer privacy and promoting data secu-
rity in the private sector. The Commission is the Nation’s primary data security reg-
ulator and enforces several statutes and rules that impose data security require-
ments on companies across a wide spectrum of industries, including credit bureaus.
Since 2001, the Commission has undertaken substantial efforts to promote data se-
curity in the private sector through enforcement of Section 5 of the FTC Act, which
prohibits unfair or deceptive acts or practices, such as businesses making false or
misleading claims about their data security procedures, or failing to employ reason-
able security measures.3! The Commission is also the Federal enforcement agency
for the Children’s Online Privacy Protection Act (COPPA), which requires reason-
able security for children’s information collected online. 32

Further, the Commission’s Safeguards Rule, which implements the Gramm-—
Leach—Bliley Act (GLB Act), sets forth data security requirements for financial insti-
tutions within the Commission’s jurisdiction, which includes credit bureaus.33 The
Safeguards Rule requires financial institutions, or companies that are significantly
engaged in offering consumer financial products or services, to develop, implement,
and maintain a comprehensive information security program for handling customer
information. The plan must be appropriate to the company’s size and complexity,
the nature and scope of its activities, and the sensitivity of the customer information
it handles. The FTC has exclusive enforcement authority with respect to nonbank
consumer financial services providers.

Finally, the FCRA requires consumer reporting agencies to use reasonable proce-
dures to ensure that the entities to which they provide consumer reports have a per-
missible purpose for receiving that information34 and also requires the secure dis-
posal of consumer report information. 3> This section describes the FTC’s efforts to
enforce these laws, educate consumers and businesses, and develop policies in this
area.

Law Enforcement

The Commission has brought over 60 law enforcement actions against companies
that allegedly engaged in unreasonable data security practices. Last year, the Com-
mission took the unusual step of publicly confirming its investigation into the
Equifax data breach due to the scale of public interest in the matter.

The FTC has significant experience with enforcing data security laws against
CRAs. In 2006, the FTC brought the seminal Choicepoint case against a CRA that
sold consumer reports to identity thieves who did not have a permissible purpose
to obtain the information under the FCRA, as well as failed to employ reasonable
measures to secure the personal information it collected and misrepresented its se-
curity practices under Section 5 of the FTC Act.36 The complaint alleged that
ChoicePoint failed to monitor subscribers even after receiving subpoenas from law
enforcement authorities alerting it to fraudulent activity. The settlement included
injunctive relief, as well as $10 million in civil penalties—the largest FCRA civil
penalty in FTC history—and $5 million in consumer redress. A few years later, the
FTC settled another action against the company when it suffered a data breach be-

29 See “Background Checks” (Mar. 2018), available at htips:/ /www.consumer.ftc.gov /articles/
0157-background-checks.

30See FTC Consumer Blog, “Renting an Apartment? Be Prepared for a Background Check”
(Nov. 2016), available at https://www.ftc.gov/tips-advice | business-center /guidance /disposing-
consumer-report-information-rule-tells-how.

3115 U.S.C. &45(a). If a company makes materially misleading statements or omissions about
a matter, including data security, and such statements or omissions are likely to mislead rea-
sonable consumers, they can be found to be deceptive in violation of Section 5. Further, if a com-
pany’s data security practices cause or are likely to cause substantial injury to consumers that
is neither reasonably avoidable by consumers nor outweighed by countervailing benefits to con-
sumers or to competition, those practices can be found to be unfair and violate Section 5.

3215 U.S.C. 886501-6506; see also 16 CFR Part 312 (COPPA Rule).

3316 CFR Part 314, implementing 15 U.S.C. 86801(b).

3415 U.S.C. §1681e.

35]d. §1681w. The FTC’s implementing rule is at 16 CFR Part 682.

367.S. v. Choicepoint, Inc., No. 1:06-cv-00198-GET (N.D.Ga. filed Jan. 30, 2006), available at
https:/ |www.ftc.gov | enforcement | cases-proceedings | 052-3069 | choicepoint-inc.
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cause it turned off a key electronic security tool used to monitor access to one of
its databases, in violation of the Commission’s order. 37

The Commission has also brought actions against companies for failing to dispose
of consumer report information securely. For example, in the PLS Financial Serv-
ices, Inc. case, the FTC alleged that the company violated the FCRA Disposal Rule
by failing to take reasonable steps to protect against unauthorized access to credit
reports in the improper disposal of the consumer information, violated the Safe-
guards Rule requirements for financial institutions to develop and use safeguards
to protect consumer information, and violated the FTC Act by misrepresenting that
it had implemented reasonable measures to protect sensitive consumer informa-
tion. 38 The settlement included injunctive relief and $101,500 in civil penalties.

Business Guidance and Consumer Education

In addition to law enforcement, the FTC provides extensive business guidance on
data security. The agency’s goal is to provide information to help businesses protect
the data in their care and understand what practices may violate the laws the FTC
enforces. The FTC provides general business education about data security issues,
as well as specific guidance on emerging threats.

In 2015, the FTC launched its Start with Security initiative, which includes a
guide for businesses, 39 as well as 11 short videos, 4° that discuss 10 important secu-
rity topics and give advice about specific security practices for each. In 2016, the
FTC published a business advisory on how the National Institute of Standards and
Technology Cybersecurity Framework applies to the FTC’s data security work 41 and
released an update to “Protecting Personal Information: A Guide for Business”,
which was first published in 2007.42 Last year, the FTC published its Stick with
Security blog series offering additional insights into the Start with Security prin-
ciples, based on the lessons of recent law enforcement actions, closed investigations,
and experiences companies have shared about data security in their business. 43

In addition to data security guidance, the FTC provides business guidance related
to data breaches. In September 2016, the FTC released Data Breach Response: A
Guide for Business,** and a related video, which describes immediate steps compa-
nies should take when they experience a data breach, such as taking breached sys-
tems offline, securing physical areas to eliminate the risk of further harm from the
breach, and notifying consumers, affected businesses, and law enforcement. The
guide also includes a model data breach notification letter businesses can use to get
started.

The FTC also provides businesses with specific guidance on emerging threats. For
example, most recently the FTC released a staff perspective and related blog post
to help businesses prevent phishing scams. 45 Following a workshop, 46 the FTC pub-
lished a blog post describing ransomware, 47 how to defend against it, and essential

37U.8. v. Choicepoint, Inc., No. 1:06-cv-00198-JTC (N.D.Ga. filed Oct. 19, 2009), available at
https:| |www.ftc.gov | enforcement [ cases-proceedings | 052-3069 | choicepoint-inc.

38U.S. v. PLS Financial Services, Inc., No. 112-cv-08334 (N.D.IIL. filed Oct. 17, 2012), avail-
ablel at https:/ /www.ftc.gov/ enforcement/ cases-proceedings /1023172 [ pls-fi nancial-services-inc-
et-a

39“Start With Security: A Guide for Business” (June 2015), available at htips:/ /www.ftc.gov/
tips-advice | business-center | guidance | start-security-guide-business.

40“Start With Security: Free Resources for Any Business” (Feb. 19, 2016), available at
https:/ |www.fte.gov | news-events | audio-video | business.

41FTC Business Blog, “The NIST Cybersecurity Framework and the FTC” (Aug. 31, 2016),
available at https:/ /www.ftc.gov/news-events/blogs/business-blog /2016 /08 [ nist-cybersecurity-
framework-ftc.

42“Protecting Personal Information: A Guide for Business” (Oct. 2016), available at Atips://
wwuw.fte.gov | tips-advice | business-center | guidance | protecting-personal-information-guide-busi-
ness.

43FTC Business Blog, “Stick With Security: A Business Blog Series” (Oct. 2017), available at
https / www.ftc.gov [ tips-advice | business-center | guldance/ stick-security-business-blog-series.

4“Data Breach Response: A Guide for Business” (Oct. 2016), available at htips://

wwuw.fte.gov [ tips-advice | business-center | guidance | data-breach-response-guide-business.

45FTC Staff Perspective, “Businesses Can Help Stop Phishing and Protect Their Brands
Using Email Authentication” (Mar. 2017), available at https:/ /www.ftc.gov /reports | businesses-
can-help-stop-phishing-protect-their-brands-using-email-authentication-ftc-staff, FTC Business
Blog, “Want To Stop Phishers? Use Email Authentication”, Mar. 3, 2017, available at https://
www.ftc.gov [ news-events / blogs/business-blog/2017/03/want-stop-phishers-use-email-authen-
tication.

46 Fall Technology Series: “Ransomware” (Sept. 7, 2016), available at htips:/ /www.ftc.gov/
news-events [ events-calendar /2016 / 09/ fall-technology-series-ransomware.

47Ransomware is malicious software that infiltrates computer systems or networks and uses
tools like encryption to deny access or hold data “hostage” until the victim pays a ransom.
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steps to take if businesses become victims.48 Further, the FTC develops targeted
guidance for companies in specific industries. For example, staff developed specific
security guidance for debt buyers and sellers. 49

The Commission also educates consumers on security. For example, the FTC has
provided guidance for consumers on securing their home wireless networks, a crit-
ical security step for protecting devices and personal information from compromise.
These resources are accessible on the FTC’s consumer guidance website, con-
sumer.ftc.gov. The FTC also assists consumers affected by data breaches through its
identitytheft.gov website that allows consumers who are victims of identity theft to
quickly file a complaint with the FTC and get a free, personalized guide to recovery
that helps streamline many of the steps involved. In the wake of the announcement
of the Equifax data breach last year, the agency published numerous materials and
created a dedicated page on its website, ftc.gov/Equifax, with resources to educate
consumers about fraud alerts, active duty alerts, credit freezes and locks, credit
monitoring, and how to reduce the risk of identity theft.

Policy Initiatives

The FTC engages in a variety of policy initiatives to enhance data security. The
FTC has hosted workshops and issued reports to highlight the privacy and security
implications of new technologies. For example, last year the FTC hosted a workshop
to examine consumer injury in the context of privacy and data security and various
issues related to the injuries consumers suffer when information about them is mis-
used. 59 Most recently, the Commission announced plans to hold a series of public
hearings on the impact of market developments on competition and consumer pro-
tection enforcement, including the Commission’s remedial authority to deter unfair
and deceptive conduct in privacy and data security matters. 51

Conclusion

Thank you for the opportunity to provide the Commission’s testimony on credit
report accuracy and security. We look forward to continuing to work with Congress
and this Committee on these important issues.

48 FTC Business Blog, “Ransomware—A Closer Look” (Nov. 10, 2016), available at htips://
www.ftc.gov | news-events [ blogs | business-blog /2016 / 11/ ransomware-closer-look.

49“Buying or Selling Debts? Steps for Keeping Data Secure” (Apr. 2015), available at htips://
www.fte.gov [ tips-advice [ business-center | guidance | buying-or-selling-debts-steps-keeping-data-se-
cure.

50 Informational Injury Workshop (Dec. 12, 2017), available at https://www.ftc.gov/news-
events /events-calendar /2017 | 12 | informational-injury-workshop.

51Press Release, “FTC Announces Hearings on Competition and Consumer Protection in the
21st Century” (June 20, 2018), available at https:/ /www.ftc.gov /news-events/press-releases/
2018/ 06/ ftc-announces-hearings-competition-consumer-protection-21st.
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RESPONSES TO WRITTEN QUESTIONS OF SENATOR SCOTT
FROM MANEESHA MITHAL

Q.1. I greatly appreciated the FTC’s guidance and technical assist-
ance as I authored legislation, the Protecting Children From Iden-
tity Theft Act (S. 2498), to stamp out synthetic ID fraud. Your
team has long been a leading voice on this issue. Thanks to Chair-
man Crapo, the legislation was included in the Economic Growth,
Regulatory Relief, and Consumer Protection Act (Section 215 of S.
2155) and enacted into law this May.

Please answer the following with specificity:

For the benefit of this Committee, could you explain what syn-
thetic ID fraud is and who predominantly falls victim to this crime?

A.1. Synthetic identify theft is a technique used by some identity
thieves in which they apply for credit using a mixture of real,
verifiable information of an existing person with fictitious informa-
tion, thus creating a “synthetic” identity. Often these identity
thieves use real Social Security numbers (SSNs) of people they
know are unlikely to have existing credit files, such as children or
recent immigrants. Using a consumer’s SSN to apply for loans, util-
ity accounts, property accounts, driver’s licenses, and vehicle reg-
istrations can have long-term consequences that can leave victims
burdened with unauthorized debt and a flawed credit history. This
type of identity theft has been on the rise in recent years and was
a topic of discussion at the Federal Trade Commission’s 2017 Iden-
tity Theft conference.

Q.2. How exactly will the Protecting Children From Identity Theft
Act cut down on synthetic ID fraud?

A.2. Synthetic identity theft often happens because there is no con-
venient mechanism to ensure that an SSN matches with other in-
formation provided by an applicant for credit or other services.
Currently, the SSA’s Consent-Based Social Security Number
Verification system—while created to fight synthetic identity theft
and other fraud—requires financial institutions to obtain a physical
written signature from a consumer before making a request to
verify an SSN with the SSA. This requirement has been time con-
suming and has undermined the effectiveness of the verification
system. In an era where many consumers expect instant access to
credit, financial institutions will be more likely to take verification
measures when the process is quick and efficient.

The Protecting Children From Identity Theft Act, which was in-
corporated into Section 215 of the Economic Growth, Regulatory
Relief, and Consumer Protection Act, allows certain financial insti-
tutions, including credit reporting agencies (CRAs), to receive cus-
tomers’ consent by electronic signature to verify their name, date
of birth, and Social Security number with the Social Security Ad-
ministration (SSA). It also directs SSA to modify their databases
to allow for the financial institutions, including CRAs, to electroni-
cally and quickly request and receive accurate verification of con-
sumer data. These measures will result in a quicker and more effi-
cient verification process that will help reduce synthetic identity
fraud.
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ADDITIONAL MATERIAL SUPPLIED FOR THE RECORD

STATEMENTS AND LETTERS SUBMITTED BY CHAIRMAN CRAPO

July 12,2018

Senator Mike Crapo, Chairman

Senator Sherrod Brown, Ranking Member

Senate Committee on Banking, Housing & Urban A ffairs
U.S. Senate

Washington, DC 20510

Re: 8. 2362, the Control Your Personal Credit Information Act of 2018
Dear Senator Crapo and Senator Brown:

The undersigned consumer groups write in support of 8. 2362, the Control Your Personal Credit
Information Act of 2018. 8. 2362 would amend the Fair Credit Reporting Act to give consumers,
not credit burcaus or banks, the ultimate decisionmaking power over our credit reports. It
addresses a paradox repeatedly pointed out in the aftermath of the Equifax data breach - that the
credit bureaus hold vast amounts of sensitive information about hundreds of millions of
American consumers, which they sell for hefiy profits, yet we have very little control over how
this information is used or disseminated. S. 2362 provides this control to consumers.

S. 2362 requires that credit bureaus first obtain the consumers’ permission in order to release
their credit reports and scores to lenders, insurers, and others. Requiring permission to access
credit reports is neither new nor overly burdensome. For decades, the FCRA has required
employers to obtain consumers’ permission to use credit and consumer reports for employment
purposes. The State of Vermont requires lenders to obtain consumers” permission to access
reports, and credit appears not to have been hampered in that state.

As an additional measure to prevent identity theft, $.2362 requires the common-sense step of
requiring consumers to provide proof of identity to the credit bureau when granting permission to
access a credit report o score, using the standard in Section 610(a) of the FCRA, 15 US.C. §

168 1h(a). This is the same section of the FCRA that establishes the proof of identity
requirements when consumers order their own credit reports, such as through
www.annualcreditreport.com, and the same type of proof would be required, Given that
consumers must provide proof of identity to obtain their own credit report, it is illogical and
unreasonable for the CRAs to argue that it is too burdensome to require this same documentation
to prove their identity when credit or insurance is being sought. The goal is the same - to protect
the security of the consumer’s credit report information and prevent identity theft.

As for claims that this would make unavailable web-enabled credit and insurance applications,
that is simply not true. Authentication can all be done online, the same way consumers can order
their credit report online through www.annualereditreport.com. 1fit’s good enough for
consumers ordering their own reports, it’s good enough for them in order to prevent identity theft
when applying for credit or insurance online. As for instant retail credit and auto financing,
these are in-person transactions where identity validation could be conducted using actual
identity documents, such as a driver’s license. Finally, we expect that the credit bureaus would
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develop new authentication measures to make the process more seamless, just as they have
developed credit “locks” as a new measure.

As for the proposed revision to FCRA Section 604(c)(3), this is also intended to give consumers
more control over their own information. Currently, the ability of lenders and insurers to use
credit reports for marketing “firm offers” of credit - which are not very firm at all, being little
more than advertising — has resulted in huge amounts of unwanted junk mail generated using
personal private information. Switching from an opt-out to an opt-in system with affirmative
written consent doesn’t limit options; it gives consumers the right and ability to decide whether
to accept use of their credit reports and scores for marketing.

Thank you for your attention. If you have any questions about this letter, please contact Chi Chi
Wu (cwu@ncle.org or 617-542-8010).

Sincerely,

Americans for Financial Reform

Consumer Action

Consumer Federation of America

Consumers Union

National Association of Consumer Advocates

National Consumer Law Center (on behalf of it low-income clients)
Public Citizen

U.S. PIRG

cc: Senator Jack Reed
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July 12, 2018

The Honorable Mike Crapo, Chairman
Banking, Housing & Urban Affairs
534 Dirksen Senate Office Building
Washington, DC 20515

The Honorable Sherrod Brown, Ranking Member
Banking, Housing & Urban Affairs

534 Dirksen Senate Office Building

Washington, DC 20515

Dear Chairman Crapo and Ranking Member Brown:

The National Multifamily Housing Council (NMHC) and National Apartment Association (NAA)
applaud the Committee for calling a hearing entitled “An Overview of the Credit Bureaus and the
Fair Credit Reporting Act.” As an industry that relies heavily on accurate consumer and eredit
reporting, we appreciate the Committee exploring these issues.

For more than 20 years, the National Multifamily Housing Council (NMHC) and the National
Apartment Association (NAA) have partnered on behalf of America's apartment industry.
Drawing on the knowledge and policy expertise of staff in Washington, D.C., as well as the
advocacy power of more than 160 NAA state and local affiliated associations, NAA and NMHC
provide a single voice for developers, owners and operators of multifamily rental housing. One-
third of all Americans rent their housing, and 39 million of them live in an apartment home.

There has been a fundamental change in our nation’s housing dynamics as changing
demographics and lifestyle preferences have driven more people away from the typical
suburban house and towards the convenience of renting, Fueled by a growing population,
demand for rental housing by younger Americans, immigration trends, and Baby Boomers and
other empty nesters trading in single-family houses for apartments, apartment renter demand
keeps growing: 2017 saw the biggest pickup in apartment renting since 2000.

Apartment owners and operators have long called for policymakers and the consumer reporting
industry, together, to better enable our nation’s renters the ability to build a financial profile that
allows them to attain the many benefits that come with it. Historically, credit reporting agencies
have not captured a complete picture of the financial performance of renters. Existing credit
scoring models that drive approvals, interest rates and other terms of apartment leases, car loans,
insurance products, home mortgages and other financial products often do not accurately reflect
the creditworthiness of renters, Apartment living now attracts a wide variety of Americans and
will continue to do so making it all the more important that credit reports and scoring models are
modernized and adopted so as not to prevent our nations renters from being put at a financial
disadvantage.

In fact, in a study released in 2015 by the Consumer Financial Protection Bureau, over 45 million
consumers were either credit invisible or were unscorable by existing credit models.' This
disparity has drawn the attention of the financial industry and regulators who began to seek ways

! Data Point: Credit Invisibles, The CFP8 Office of Research, May 2015, page 6
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to incorporate more financial data into credit decisions. As an example, as part of the 2015 and
2016 Enterprise Scorecards the Federal Housing Finance Administration (FHFA) has directed
Fannie Mae and Freddie Mac to begin looking for ways to evaluate and underwrite a mortgage
when a borrower does not have a credit score. In another example from 2013, Experian created
Rent Bureau, a credit reporting system targeted to the multifamily industry whereby apartment
owners can voluntarily report rental payment information for its residents and allow a more
complete financial profile to be built.

NMHC/NAA, Page 2

Today more credit reporting agencies and central data aggregators are collecting alternative data
such as rental pavments, medical payments, utility payments and other payment records. The
credit reporting industry has migrated towards collecting the required information to create a
deeper financial picture of the broader population. The limitation that remains today is that the
most widely used credit scoring model- FICO Classic - does not incorporate this additionally
reported data. Credit scoring models are evolving to include this new data as well as to update
their existing algorithms for evaluating credit decisions, NMHC/NAA applaud this movement as
it will improve and inform credit decisions regarding renters who may have been credit invisible,
unscorable or whose payments may not have been recognized previously in existing credit scoring
models.

NMHC/NAA urge policymakers to recognize the many benefits of alternative credit scoring models
that incorporate a broader and more complete financial picture of renters. Again, we thank you for
holding this important hearing and for the opportunity to present the views of the multifamily
industry.

Sincerely,
.
Douglas M. Bibby Robert Pinnegar, CAE
President President & CEQ
National Multifamily Housing Council National Apartment Association

APARTMENTS, WE LIVE HERE.  mrstyest,iw, suset00. | Waskingion, 0 20006 | 200977500 WeAreApriewiatiorg
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July 12, 2018

The Honorable Mike Crapo, Chairman
Banking, Housing & Urban Affairs
534 Dirksen Senate Office Building
Washington, DC 20515

The Honorable Sherrod Brown, Ranking Member
Banking, Housing & Urban Affairs

534 Dirksen Senate Office Building

Washington, DC 20515

Dear Chairman Crapo and Ranking Member Brown:

The National Multifamily Housing Council (NMHC) and National Apartment Association (NAA)
applaud the Committee for calling a hearing entitled “An Overview of the Credit Bureaus and the
Fair Credit Reporting Act.” As an industry that relies heavily on accurate consumer and eredit
reporting, we appreciate the Committee exploring these issues.

For more than 20 years, the National Multifamily Housing Council (NMHC) and the National
Apartment Association (NAA) have partnered on behalf of America's apartment industry.
Drawing on the knowledge and policy expertise of staff in Washington, D.C., as well as the
advocacy power of more than 160 NAA state and local affiliated associations, NAA and NMHC
provide a single voice for developers, owners and operators of multifamily rental housing. One-
third of all Americans rent their housing, and 39 million of them live in an apartment home.

There has been a fundamental change in our nation’s housing dynamics as changing
demographics and lifestyle preferences have driven more people away from the typical
suburban house and towards the convenience of renting, Fueled by a growing population,
demand for rental housing by younger Americans, immigration trends, and Baby Boomers and
other empty nesters trading in single-family houses for apartments, apartment renter demand
keeps growing: 2017 saw the biggest pickup in apartment renting since 2000.

Apartment owners and operators have long called for policymakers and the consumer reporting
industry, together, to better enable our nation’s renters the ability to build a financial profile that
allows them to attain the many benefits that come with it. Historically, credit reporting agencies
have not captured a complete picture of the financial performance of renters. Existing credit
scoring models that drive approvals, interest rates and other terms of apartment leases, car loans,
insurance products, home mortgages and other financial products often do not accurately reflect
the creditworthiness of renters, Apartment living now attracts a wide variety of Americans and
will continue to do so making it all the more important that credit reports and scoring models are
modernized and adopted so as not to prevent our nations renters from being put at a financial
disadvantage.

In fact, in a study released in 2015 by the Consumer Financial Protection Bureau, over 45 million
consumers were either credit invisible or were unscorable by existing credit models.' This
disparity has drawn the attention of the financial industry and regulators who began to seek ways

! Data Point: Credit Invisibles, The CFP8 Office of Research, May 2015, page 6
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to incorporate more financial data into credit decisions. As an example, as part of the 2015 and
2016 Enterprise Scorecards the Federal Housing Finance Administration (FHFA) has directed
Fannie Mae and Freddie Mac to begin looking for ways to evaluate and underwrite a mortgage
when a borrower does not have a credit score. In another example from 2013, Experian created
Rent Bureau, a credit reporting system targeted to the multifamily industry whereby apartment
owners can voluntarily report rental payment information for its residents and allow a more
complete financial profile to be built.

NMHC/NAA, Page 2

Today more credit reporting agencies and central data aggregators are collecting alternative data
such as rental pavments, medical payments, utility payments and other payment records. The
credit reporting industry has migrated towards collecting the required information to create a
deeper financial picture of the broader population. The limitation that remains today is that the
most widely used credit scoring model- FICO Classic - does not incorporate this additionally
reported data. Credit scoring models are evolving to include this new data as well as to update
their existing algorithms for evaluating credit decisions, NMHC/NAA applaud this movement as
it will improve and inform credit decisions regarding renters who may have been credit invisible,
unscorable or whose payments may not have been recognized previously in existing credit scoring
models.

NMHC/NAA urge policymakers to recognize the many benefits of alternative credit scoring models
that incorporate a broader and more complete financial picture of renters. Again, we thank you for
holding this important hearing and for the opportunity to present the views of the multifamily
industry.

Sincerely,
.
Douglas M. Bibby Robert Pinnegar, CAE
President President & CEQ
National Multifamily Housing Council National Apartment Association
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CONFERENCE OF STATE BANK SUPERVISORS
STATEMENT FOR THE RECORD
FROM THE
CONFERENCE OF STATE BANK SUPERVISORS
TOTHE
SENATE BANKING, HOUSING AND URBAN AFFAIRS’
HEARING ON
“OVERVIEW OF THE CREDIT BUREAUS AND THE FAIR CREDIT REPORTING ACT”

JULY 12,2018

Conference of State Bank Supervisors (CSBS) is the nationwide organization of banking and
financial regulators from all 50 states, American Samoa, the District of Columbia, Guam, Puerto
Rico, and the U.S. Virgin Islands. The mission of CSBS is to support the leadership role of state
banking supervisors in advancing the state banking system; ensuring safety and soundness;
promoting economic growth and consumer protection; and fostering innovative state regulation
of the financial services industry.

State regulators charter and supervise 79 percent of all banks in the United States. In addition,
state regulators license and supervise a variety of non-bank financial services providers,
including fintech, mortgage lending, money transmission, and consumer finance. CSBS, on
behalf of state regulators, also operates the Nationwide Multistate Licensing System (NMLS) to
license and register those engaged in mortgage, money transmission, and other non-bank
financial services industries.

CSBS appreciates the opportunity to submit this statement for the record on recent efforts by
state regulators related to credit bureaus. The recent special multi-state examination demonstrates
the responsivencss of the state financial regulatory system working together to protect
confidential personal information.

Consent Order with Equifax

On June 25, 2018, state financial regulatory agencies entered into a Consent Order with Equifax
Inc., requiring the company to take specific action to protect confidential consumer information
in the wake of an extensive security breach last year. Equifax, one of the country’s three major
credit reporting agencies, disclosed in September 2017, that a vulnerability in one of its websites
was exploited by criminal hackers in May 2017 to gain access to the personal information of an

1129 20™ Street, N.W. » Ninth Floor « Washington, DC » 20036
www.csbs.org + 202-296-2840 « FAX 202-296-1928
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estimated 146 million U.S. consumers. Data accessed through this eybercrime event included
individual customer names, Social Security numbers, birth dates, addresses, and related
personally identifiable information.

In response to this breach, an examination team composed of state financial regulators from
Alabama, California, Georgia, Maine, Massachusetts, New York, North Carolina, and Texas
initiated a multi-state examination of the company in November 2017 to evaluate the company’s
information security and cybersecurity controls. The states’ examination evaluated the
company’s cybersecurity, internal audit, risk management and controls.

In the Consent Order, Equifax agreed to improve how it protects personally identifiable
information. The company will undertake a restructuring of its risk management processes,
strengthening of internal controls and processes, and enhanced oversight by the Board of
Directors on the information security program. The corrective actions will apply to Equifax’s
operations nationwide. Compliance with the consent order will be subject to regulator approval
and follow-up reports are required from the company. Additionally, the consent order preserves
the right of individual states to bring additional actions.

The order requires the Equifax Board and/or Management to:

+ Review and approve a written information security risk assessment.

o Improve the oversight of their audit function by establishing a formal and documented
internal audit program that effectively evaluates IT controls.

¢ Approve a consolidated written Information Security Program and review and an annual
report on the adequacy of that program.

¢ The Board must enhance its oversight of the company’s information security program.

¢ Improve oversight of critical vendors consistent with the guidance from the Federal
Financial Institutions Examination Council’s (FFIEC) “Outsourcing Technology Services
IT Examination Handbook™ and in the “Payment Card Industry Data Security Standards.”

¢ Improve standards and controls for supporting the patch management function and
implement an effective patch management program to reduce the number of unpatched
systems and instances of extended patching time frames.

o Enhance oversight of disaster recovery and business continuity.

o Submita list of all remediation projects planned or in process in response to the 2017
breach to the Multi-state Regulatory Agencies.

¢+ Require an independent third party to validate all such remediation projects and provide
notice to the Multi-state Regulatory Agencies.

¢ Provide progress reports on a quarterly basis to the Multi-state Regulatory Agencies.

As part of required ongoing supervision, the company is required to file written reports with state
bank regulators detailing progress with the various provisions of the order on a quarterly basis,
and quarterly written progress report submissions will continue until the regulators release the
provision.

1129 20™ Street, N.W. « Ninth Floor « Washington, DC « 20036
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Amendment to Bank Service Company Act

Moving forward, CSBS encourages enactment of H.R 3626, the Bank Service Company
Examination Coordination Act. This legislation will enhance state and federal regulators ability
1o coordinate examinations of and share information on banks’ technology vendors in an
effective and efficient manner. Banks partner with third-party technology service providers
(TSPs) to outsource a wide variety of critical banking services. The Bank Service Company Act
(BSCA) authorizes federal regulators to examine TSPs to assess the potential risks they pose to
individual client banks and the broader banking system. Currently, 38 states have similar
authority under state law. The BSCA is silent regarding authorities and/or roles of state banking
regulators, limiting the ability of federal and state regulators to share information on TSPs.
Amending the BSCA to appropriately reflect states” authority to examine TSPs will improve
state-federal coordination and information sharing and promote more efficient supervision of
TSPs that provide eritical services to a broad range of banks.

We look forward to working to with the Committee on these issues, another other issues vital to
the financial services industry.

1129 20™ Street, N.W. « Ninth Floor « Washington, DC « 20036
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REPORTS AND LETTERS SUBMITTED BY SENATOR SCOTT

PERC

RESULTSAND SOLUTIONS
9 July 2018

The Honorable Mike Crapo The Honorable Sherrod Brown
Chairman Ranking Member
Committee on Banking, Housing Committee on Banking, Housing
& Urban Affairs & Urban Affairs
U.S. Senate U.S. Senate
Washington, DC 20510 Washington, DC 20510

Re:  S. 3040, the Credit Access and Inclusion Act
Dear Chairman Crapo and Ranking Member Brown:

On behalf of the nearly 50 million Credit Invisible Americans—largely comprised of
Millennials, elderly Americans, lower income earners, members of minority
communities, and legal immigrants—ve write to thank you for your continued leadership
on the problem of Credit Invisibility. Those without a credit history, or for whom no
score can be generated owing to a lack of sufficient predictive data, face daunting
challenges when trying to secure affordable sources of mainstream credit,

Mainstream lenders, unable to assess an applicant’s risk, automatically reject Credit
Invisibles, forcing them to have their real credit needs met by high-priced alternative
financial services providers (AFSPs). Many among the 50 million are never able to break
out from the “Credit Catch 22,” that in order to qualify for credit you have to already
have eredit. Consequently, the dream of homeownership or owning a small business
remains just that—a dream and not a reality.

Worse still, non-financial service creditors are able and do today report late payment
data—defaults, charge offs, delinquencies, and collections—to nationwide consumer
reporting agencies, directly or indirectly through collection agencies. What's missing is
timely payment data—the overwhelming majority of total payment data. As a result,
people are being punished for their credit transgressions, but not receiving any benefit for
their good credit behavior.

The Credit Access and Inclusion Act recognizes the seriousness of the problem of Credit
Invisibility, and seeks to rectify the temible economic injustice from reporting negative
data but not positive data. By clarifying that the Fair Credit Reporting Act permits non-
financial service creditors—energy utilities, telecommunications and media firms,
landlords and property management firms—to fully report customer payment data o
nationwide reporting agencies, including positive payment data, a significant
first step is being taken to end this problem for the 50 million Credit Invisibles.

6409 Fayetteville Road, Ste. 120- 1
240 WWW.perc.nef
Durham, NC 27713 USA +1(919) 338-2798

infoi@pere.net
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There are abundant reasons why we support this bill, and why we urge all members of
Congress to get behind this important piece of legislation. Key reasons include:

o The solution—clarifying that non-financial payment data is already permitted
under the Fair Credit Reporting Act and thereby eliminating evident regulatory
uncertainty—is a pen-stroke solution that will cost the American taxpayer exactly
nothing to implement;

o The solution is supported by over a decade of empirical research on millions of
Americans lucky enough to have had this data fully reported at one or more
nationwide consumer reporting agencies. For any given default rate, more credit
is extended—resulting in sustained economic growth and job creation.

o The largest net beneficiaries from the solution included in S. 3040 are the Credit
Invisibles, who are overwhelmingly comprised of lower income Americans (as
many as 40% of whom would qualify for some form of prime credit), members of
minority communities (African Americans and Hispanics experience a 21% and
229% increase in access to mainstream credit), Millennials and the above 66
populations (14% increase in mainstream credit access), and lower income
persans (24% for those eaming less than $20,000 and 15% for those eaming
$20,000 10 529,999 annually).

This solution has been used in more than 90 countries as diverse as Britain, China,
Colombia, Germany, and New Zealand. In some cases, non-financial payment data has
been used in credit reports for more than a half-century to great suceess. In fact, the
World Bank even endorses the inclusion of fully-reported non-financial payment data in
their General Principles for Credit Reporting.!

In summary, S. 3040 offers consumers a powerful tool to build and/or rebuild their good
credit history, enabling dramatically improved access to affordable sources of
mainstream credit. This will empower individuals with the necessary resources to build
assets and generate wealth by owning a home or a small business. The scourge of Credit
Invisibility will be nearly eliminated, and tens of millions of deserving and hard working
Americans will finally escape the “Credit Catch 22.”

There is a research consensus around this solution.* Now is not the time to further study
the transformative power of altemative data on Credit Invisibility. Instead, Congress must

act forcefully and authoritatively in support of S, 3040.

Sincerely,

6409 Fayatteville Road, Ste. 12 S

10 Www.pere.niet
Durham, NC 27713 USA +1(919) 338-2798
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Michael A. Tumner, Ph.D.
President and CEQ

ORGANIZATIONS SUPPORTING USE OF
ALTERNATIVE DATA IN CREDIT REPORTS

180 Degrees, Minneapolis, Minnesota

Asian Economic Development Association, Minnesota

Association for Enterprise Opportunity

The Abilities Fund, Florida

Ashoka: Innovators for the Public, Washington DC

Asset Builders of America, Inc., Wisconsin

Asset Building Policy Project (The Michigan Asset Building Coalition),
Michigan

BMO Harris Bank, Illinois

Bread for the World, Washington DC

Community and Shelter Assistance Corp (CASA) of Oregon, Oregon
Capital Area Asset Builders, Washington DC

Center for Financial Services Innovation (CFSI), Illinois
Collaborative Support/Community Enterprises, New Jersey
Colorado Community Action Association, Colorado

Community Economic Development Association of Michigan (CEDAM),
Michigan

Community Financial Resources, California

Connecticut Voices for Children, Connecticut

Council on Crime and Justice, Minneapolis, Minnesota

Credit Builders Alliance, Washington DC

CRIF Lending Solutions, Atlanta, Georgia

Doorways to Dreams (D2D) Fund, Massachusetts

Dun & Bradstreet Pty Ltd., New Jesey

EARN, California

ECDC, Virginia

Experian, California

Financial Services Innovation Coalition Consortium, Washington, D.C.
Financial Services Roundtable, Washington DC

The Family Conservancy, Kansas

Good Work Network, Louisiana

6409 Fayetteville Road, Ste. 120-

s
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Heartland Alliance for Human Needs & Human Rights, Illinois
Hope Communities, Inc., Colorado

IDA and Asset Building Collaborative of NC, North Carolina
Insight Center for Community Economic Development, California
Jewish Community Action, Minnesota

Kansas Action for Children, Kansas

Minnesota Credit Union Association

Michigan IDA Partnership / OLHSA, Michigan

Micro Mite, Florida

Mission Asset Fund, California

The Midas Collaborative, Massachusetts

National Association of Home Builders, Washington DC
National Association of Realtors, Washington DC

National Black Caucus of State Legislators

National Coalition for Asian Pacific American Community Development
National Consumer Reporting Association, Illinois
Neighborhood Partnerships, Oregon

Asset Building Program of the New America Foundation, Washington DC
NewWell Fund, Virginia

Okanogan County Community Action Council, Washington
OnTrack Financial Education & Counseling, North Carolina
Opportunity Finance Network, Pennsylvania

Policy and Economic Research Council (PERC), North Carolina
PolicyLink, New York

Prosper, California

Prosperity Now, Washington DC

RAISE Kentucky, Kentucky

RAISE Texas, Texas

RentBureau, Georgia

Rural Dynamics Inc., Montana

Sunrise Banks, Minnesota

SVT Group, California

TransUnion LLC, Illinois

United Way of Forsyth County, North Carolina

U.S. Bancorp, Minnesota

Washington Asset Building Coalition

The Women's Center, Washington DC

6409 Fayetteville Road, Ste. 120- 4
40 www.perc.net
Durham, NC 27713 USA +1(919) 338-2798
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Five Ways Alternative Data Can Expand Credit Access

By Rep. Keith Elison (D-MN)

Millions of Americans lack credit scores or have scores that are too low to gain access to affordable
credit. This problem disproportionately affects young people, African-Americans, Latinos and
immigrants, many of whom can't establish a credit score without taking on debt. Congress can help
address this issue by providing companies with affirmative permission to thicken credit reports with
predictive alternative data.

According to the Consumer Financial Protection Bureau, at least 45 million Americans cannot access
affordable mainstream sources of credit because they either have no credit report or have insufficient
credit histories to be scored. These Americans are known as "eredit invisibles.” They encounter

difficulties when trying to rent an apartment or to take out 4 loan to obtain low-cost consumer credit.

But there is a solution. Many credit invisibles regularly make payments on their gas, water, electric,
heating oil, cable TV, broadband, wireless cellphone bills and pay rent on their apartments or homes,
These payments are recognized as credit and predictive of risk. However, this payment information is
typically reported to a credit bureau when the customer is in collection, not when people pay their bills on
fime,

Reporting this alternative payment data would substantially reduce credit invisibility and enable an
estimated 40% of credit invisibles to qualify for some variant of prime credit. According to research by
the Policy and Economic Research Council and the Brookings Institution, using a sample of more than
four million actual eredit reports with fully reported nonfinancial payment data, simulations showed that
the inclusion of the nonfinancial data would enable credit acceptance to increase 22% for Hispanics, 21%
for African-Americans, 21% for the lowest income houscholds, and 14% for people under 23 years old
and those over 66.

While these increases seem large, one should consider that the CFPB has found that 28% of Hispanics
and African-Americans and 45% of individuals in the lowest-income census tracts are unscorcable with
traditional credit scores and data. Credit reports that take into account when people pay their bills on time
help the Americans who need credit the most.

lam now championing legislation in Congress which would clarify that energy utility firms,
telecommunications companies and property management firms and landlords can report on-time
payment data to nationwide credit reporting agencies. While such reporting is not illegal, regulatory
uncertainty has hindered its practice.

My bill, the Credit Access and Inclusion Act of 2013, enables the addition of positive payments. There is
nothing in the bill that would require or incentivize utility companies to start reporting late payment
differently.

A recent op-ed by Chi Chi Wu published in American Banker cautioned that there may be pitfalls to using
alternative data to help credit invisibles. However, my proposal would greatly benefit underserved
Americans. Here are five substantiated and incontrovertible facts about how altemative data can help
promote access to credit.



57

Fact #1: The status quo harms credit invisibles. Credit invisibles currently have their credit needs met by
pawnshops, payday lenders and check-cashing services, These Americans pay an estimated $4 billion per
year in fees, further entrenching their financial difficulties.

Fact #2: Credit scoring has made lending fairer and more inclusive. Study after study shows that
automated underwriting better predicts risk than manual underwriting, and is more inclusive for
traditionally underserved populations.

Fact #3: Reporting bills paid on time makes the system more forgiving and more inclusive. The nature of
the problem is not that credit reporting and credit scoring are inherently discriminatory and promote
exclusion, but rather that our national credit burcaus only have information on people who are already
banked. Therefore credit scores are limited as a tool for promoting financial inelusion. In short, the
problem is one of data, not discrimination.

Fact #4: Having a low score is better than no score. If you are a credit invisible, you will almost always
be denied access to affordable credit, In this context, having any score —even a low one —is superior to
having none at all. The notion that having no score may somehow be helpful in finding an apartment or
employment or getting a more affordable insurance rate is also highly contestable. When applying for
insurance, an apartment and a job, a credit report is one piece of information considered among many
others.

Fact #5: Predatory and subprime lenders already seek data on credit invisibles. It is mainstream lenders
who tend to overlook this population for prime offers and in traditional underwriting. To create a two-
tiered system in which alternative data is used only for the otherwise unscoreable, as suggested in Wu's
op-ed, is a bad idea. One tier would be reserved for mainstream lenders offering competitive loans
serviced by the main credit bureau databases. Another tier would be designated for higher-priced niche
lenders that use special databases to market to the credit invisibles. Not only would this segregate society,
it also would result in consumer confusion and erode important consumer rights and protections,
Therefore we should strive to bring all consumers into the same mainstream lending system where
possible.

For all of these reasons, it is important that Congress provide affirmative permission to add on-time utility
and telecommunications payment data to credit reports and scores. This would open up eredit, housing

and employment opportunities for tens of millions of Americans and make our current credit system more
inclusive and accurate.

Rep. Keith Ellison is a member of the House Financial Services Commitree,
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»  Kenneth P. Brevoort
* Philipp Grimm
*  Michelle Kambara

This is another in an occasional series of publications from the Consumer Financial Protection
Bureau's Office of Research. These publications are intended to further the Bureau’s objective of
providing an evidence-based perspective on consumer financial markets, consumer behavior,
and regulations to inform the public discourse.
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1. Introduction

Consumers with limited credit histories reflected in the credit records maintained by the three
nationwide credit reporting agencies (NCRAs) face significant challenges in aceessing most
credit markets.' NCRA records are often used by lenders when making credit decisions. In
particular, lenders often use credit scores, such as one of the FICO or VantageScore scores, that
are derived entirely from NCRA records when deciding whether to approve a loan application or
in setting a loan’s interest rate. Ifa consumer does not have a credit record with one of the
NCRAs or if the record contains insufficient information to assess her creditworthiness, lenders
are much less likely to extend credit. Asa result, consumers with limited credit histories can
face substantially reduced access to credit.

In broad terms, consumers with limited credit histories can be placed into two groups. The first
group is comprised of consumers without NCRA eredit records, We refer to this group as “credit
invisibles.” The second group includes consumers who, while they have NCRA credit records,
have records that are considered “unscorable,” meaning they contain insufficient credit histories
to generate a credit score. Generally speaking, a credit record may be considered unscorable for
two reasons: (1) it contains insufficient information to generate a score, meaning the record
cither has too few accounts or has accounts that are too new to contain sufficient payment
history to calculate a reliable credit score; or (2) it has become “stale” in that it contains no
recently reported activity, The exact definition of what constitutes “insufficient” or “stale”
information differs across credit scoring models, as each model uses its own proprietary
definition. Our analysis is based on a commercially-available eredit scoring model that we
believe uses a relatively narrow definition of a “scorable” credit record, but one that we believe is
consistent with most eredit scores used today. We refer to these records as “unscored” rather

" The three NCRAs are Equifax, Experian, and TransUnion.

4 CFPB DATA POINT: CREDIT INVISIBLES
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than “unscorable” to reflect the fact that other credit scoring models might generate scores for
these records. Nevertheless, we believe our estimates of the population with unseored eredit
records accurately reflect the circumstances faced by consumers with limited credit histories.

The challenges that credit invisibles and consumers with unscored records face in accessing
credit markets has generated considerable attention from researchers and industry participants,
Several studies have explored the potential of various types of “alternative data” to supplement
the information contained in the NCRA credit records and allow credit scores to be generated
for these consumers.2 Stakeholders have debated the implications of doing so for those with
limited credit history as well as those with scorable files whose credit profiles might change with
the addition of such data. Several industry participants have also developed scoring products
that are aimed specifically at these populations.s

Despite all of this attention, very little is known about the number or characteristics of credit
invisibles or consumers with unscored credit records. This Data Point documents the results of
a research project undertaken by Staff in the Office of Research of the Consumer Financial
Protection Bureau (CFPB) to better understand how many consumers are either credit invisible
or have unscored credit records and what the demographic characteristics of such consumers
are.

This analysis was conducted using the CFPB’s Consumer Credit Panel (CCP), a 1-in-48
longitudinal sample of de-identified credit records purchased from one of the NCRAs and
representative of the population of consumers with credit records. This dataset contains
information on almost 5 million consumer credit records. While these data contain no direct-
identifying information (such as name, address, or Social Security Number), for each credit

2 Forexample, see Turner, et al. (2006), Experian (2014), and Schneider and Schutte (2007) for utility payments,
Experian RentBureau (2014) for rental payments, and CFPB (2014) for remittances.

3 For example, FICO recently announced that it is launching a pilot project that extends the number of consumers
whose records can be scored using alternative data on utility and telecommunication bill payments and property
record data (FICO, 2015). LexisNexis has also introduced a credit scoring model, RiskView, that uses alternative
data to expand the number of credit records that can be scored (Feinstein, 2013). The new version of the
VantageScore, version 3.0, uses alternative data when it is available on a eredit record to expand the number of
consumers whose records can be scored (VantageScore, 2013). For other examples, see Jacob and Schneider
(2006).

5 CFPBDATA POINT: CREDIT INVISIBLES
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record we observe the consumer's census tract, year of birth, and a commercially-available
credit score.

We use these data from December 2010 to estimate the number of credit invisibles in each tract
by taking the difference between the number of adults living in the tract according to the 2010
Decennial Census and the number of credit records in each tract, as estimated from the CCP.
Since the 2010 Census publishes data on population by age, and since the CCP contains year of
birth, we estimate the number of credit invisibles in each tract for each of thirteen different age
groups. For each of these age groups, we also caleulate the number of consumers with unscored
credit records in each traet using the CCP. Then using variation across census tracts in the
racial and ethnic composition of the population and their household incomes, which we take
from the 2008-2012 American Community Survey, we estimate how the incidence of being
credit invisible or having an unscored credit record differs across these demographic
characteristics.

Key findings of this report include:

o Asof 2010, 26 million consumers in the United States were credit invisible, representing
about 11 percent of the adult population. An additional 19 million consumers, or 8.3
percent of the adult population, had credit records that were treated as unscorable by a
commercially-available credit scoring model. These records were about evenly split
between those that were unscored because of an insufficient credit history (9.9 million)
and because of a lack of recent history (9.6 million).

o There is a strong relationship between income and having a scored credit record. Almost
30 percent of consumers in low-income neighborhoods are credit invisible and an
additional 15 percent have unscored records. These percentages are notably lower in
higher-income neighborhoods. For example, in upper-income neighborhoods, only 4
percent of adults are credit invisible and another 5 percent have unscored credit records.

+  Blacks and Hispanics are more likely than Whites or Asians to be eredit invisible or to
have unscored credit records. About 15 percent of Blacks and Hispanics are credit
invisible (compared to 9 percent of Whites and Asians) and an additional 13 percent of

Blacks and 12 percent of Hispanics have unscored records (compared to 7 percent of
Whites). These differences are observed across all age groups, suggesting that these
differences materialize early in the adult lives of these consumers and persist thereafter.

] CFPB DATA POINT: CREDIT INVISIBLES
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2. Data

2.1 Data Sources

The data used in this study come from three sources. The first is the CFPB’s Consumer Credit
Panel (CCP), a longitudinal sample of approximately 5 million de-identified credit records that
is nationally representative of the credit records maintained by one of the NCRAs. This study
primarily uses data from December 2010; however, as described below, we also use information
for these same consumers from December 2014 in cleaning the data.

For each time period, the entire credit record is supplied in the CCP, excluding any direct-
identifying personal information (such as name, address, or Social Security Number). In
addition to the credit records, the CCP includes a commercially-available credit score, which we
use to indicate which records were scored and which were not. For each unscored record, an
“exclusion code™ is provided indicating why the record could not be scored using the model for
the commercially-available credit score.

Like most credit scoring models, the model that generated the scores in the CCP was built to
predict future eredit performance (that is, the likelihood, relative to other borrowers, that a
consumer will become 9o or more days past due on a credit obligation in the following two
years).s In some cases, the model builders will determine that a credit record does not contain
enough information to make a suitably reliable prediction. During score development, these
records are excluded and are unscored by the model going forward.

4This is a generic definition of “credit performance” used in credit scoring models. The exact definition used will vary
from one eredit scoring model to another. For more information on f perf in credit scoring
models, see Board of Governors of the Federal Reserve System (2007).

1 CFPB DATA POINT: CREDIT INVISIBLES
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There are two types of unscored records in the CCP.5 The first, “insufficient unscored” records,
do not contain enough information to generate the score, meaning either that the record
contained too few reported accounts or accounts that did not have a sufficiently long credit
history. The second type, “stale unscored” records, do not contain any recently reported
information. Our analysis examines these two types of unscored eredit records separately.

When available, a year of birth is included in the CCP for each record.® We use this information
to calculate the age of each consumer at the end of 2010, This allows us to examine how the
incidence of being credit invisible or having an unscored credit record varies with age. Though
credit records in the CCP do not include address information, each consumer’s census tract
using 2010 census definitions is provided. This allows us to measure how credit records are
distributed across the country.

The second source of data used in this study is the 2010 Decennial Census, conducted by the
U.S. Census Bureau. The Decennial Census indicates the number of consumers in each census
tract. Italso provides information on the racial and ethnic mix of each tract. In our analysis, we
focus on four different racial or ethnic groups: Hispanics or Latinos (“Hispanics™), Non-
Hispanic Asians (“Asians”), Non-Hispanic Blacks or African Americans (“Blacks™), and non-
Hispanic Whites (“Whites”). All other non-Hispanic racial groups, which include American
Indians or Alaska Natives, Native Hawaiians or Other Pacific Islanders, or multi-racial
individuals, are included in a category labelled “Other.”

The third source of data comes from the 2008-2012 American Community Survey (ACS), which
is also conducted by the U.S. Census Bureau. Among other information, the ACS includes the
median household income in each tract, county, and Metropolitan Statistical Area (MSA). We
use this information to calculate the “relative income” of each tract. Relative income is defined
as the ratio between the median household income of the tract and the median household
income of the surrounding area, which is the MSA for urban tracts or the county for rural tracts.
Following the definitions used in the Community Reinvestment Act, we then characterize each

3 Credit records in the CCP will also be unscored if the record belongs to 2 deceased consumer, Our analysis focuses
on living consumers whose records will only be unscored for these two reasons.

5Though eredit records also contain the month and day of birth for consumers, the CCP does not include this
information to help maintain the privacy of the consumers in our sample.

& CFPB DATA POINT: CREDIT INVISIBLES
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tract as low, moderate, middle, or upper income, depending on whether the tract’s relative
income is below 50 percent, between 50 and 80 percent, between 80 and 120 percent, or above
120 percent.

2.2 Dataset Creation

Estimating the number of eredit invisibles is complicated by the fact that almost no data exists
specifically for this population. Some datasets that collect data on a representative sample of the
entire population, like the Survey of Consumer Finances or the ACS, certainly include
information on credit invisibles, but do not collect information that allows one to determine
which sample observations are credit invisible. Datasets like the CCP generally have good
information about consumers with credit records but by definition cannot include consumers

without credit records.

QOur approach is to estimate the number of credit invisibles by comparing the adult population

in the U.S. from the 2010 Decennial Census with an estimate of the number of adults who have a
credit record at the NCRAs. While this may seem straightforward, it is actually a complex
undertaking, The reason is that many consumers have multiple credit records within the data of
the NCRAs. As a result, comparing the number of credit records maintained by the NCRAs with
the U.S. population would be misleading. For example, the CCP in 2010 contained 4.91 million
credit records. Given the 1-in-48 sampling rate used by the CCP, this implies that there were
about 236 million credit records at the NCRA, more than the 235 million adults in the U.S.
according to the Census. By itself, this would suggest that there are no consumers without credit
records.

The reason that some consumers have multiple credit records is the existence of “fragment
files.” These are credit records containing a portion of a consumer’s credit history that exist
outside of the consumer’s primary file. Take for example a consumer with a credit record who
opens a new credit card. When the lender or servicer first reports the account, the NCRA
attempts to mateh it with the correct credit record using a proprietary algorithm, If, based on
that algorithm, the NCRA is unable to find any credit records that mateh, or is unable to find a
unigue match, perhaps reflecting erroneous or incomplete information reported with the new
account, then the newly reported credit card will be placed in its own credit record. Most of
these fragment files are temporary. Over time, as more information comes in, the NCRA may
determine that the eredit record is a fragment and that the accounts in the record belong toa
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consumer with an existing credit record. When this happens, the information in the fragment
file gets subsumed in the consumer’s primary eredit record and the fragment file ceases to exist.

Fragment files present an interesting challenge for estimating the number of consumers who
have credit records at the NCRAs. An accurate measurement requires pruning from the data
those records that are likely to be fragment files; otherwise, we will overestimate the number of
consumers with a credit record and underestimate the number of credit invisibles. For example,
as discussed above, without any pruning the CCP (or other data based on credit records) would
imply that all Americans have credit records or, possibly, that there are more records than
people.

Our process of cleaning the data involves the following exclusions. First, since we are
comparing credit records to the U.S. population, we exclude credit records that indicate the
consumer was living outside of the fifty states. Second, we exclude the credit records of
consumers who appear to be deceased in December 2010.

We then use hindsight to identify fragment files. We discard any credit record from December
2010 that does not appear in the December 2014 data as well, suggesting that the record had
been purged from the database or merged into another record during this time. Finally, we
exclude any credit record that had no reported year of birth in either December 2010 or
December 2014. Birth dates tend to be an important characteristic in matching accounts to
credit records. Accounts that lack this information are less likely to be (uniquely) matched to an
existing credit record and are more likely to be placed into a fragment file. Any CCP record that
was missing year-of-birth information for four years should also have been missing date-of-birth
information in the records maintained by the NCRA over this period, which suggests that these
records are fragments containing accounts that could not be linked.” We discuss these
exclusions in more detail in Appendix A.

Once we have removed the likely fragment files, we estimate the number of credit invisibles in
each tract as the difference between the tract’s adult population according to the 2010 Decennial

7This is further supported by the prevalence of authorized useraccounts in these files. Authorized users are people
who are permitted to use a revolving account, like a credit card, without being legally liable for any of the charges
that are incurred. Lenders generally do not require a lot of detail on these consumers and, based on our
conversations with industry participants, their accounts often end up in fragment files as a result. For more
information on authorized user accounts and the issues involved, see Brevoort, Avery, and Canner (2012).
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Census and our estimate of the number of consumers in the tract who have a credit record. Since
the 2010 Decennial Census provides tract-level information on population by age, we are able to
calculate the number of credit invisibles for each of thirteen different age groups: Eleven age
groups are defined vsing five-year spans of ages from 20 through 74 (i.e, 20 to 24, 25 to 29) and
the remaining two contain 18-to-19 year olds and those 75 or older. We also estimate the
number of consumers with insufficient-unscored and stale-unscored credit records from the
CCP for each tract at each of the 13 age groups.

These estimates of the number of credit invisibles and consumers with unscored credit records
depend erucially on the exclusions described earlier in this section. To the extent that some of
the excluded eredit records may have been the primary records of consumers, our estimates of
the number of eredit invisibles will be overstated and the number of consumers with a credit
record (scored or unscored) will be understated. In contrast, if we have failed to exclude some
credit records that are fragment files, then our estimates will tend to understate the number of
credit invisibles and potentially overstate the number of consumers with credit records. One
exclusion that we considered imposing, but decided against, was removing consumers whose
onlyitem on their credit record was a third-party debt collection or public record (such as a tax
lien). While some of these are likely fragment files, our analysis suggested that removing these
would likely exclude too many primary files, Asa result, we believe that our estimate of the
number of credit invisibles is likely low and our estimate of the number of consumers with
unscored credit records likely overstated slightly since debt-collection-only or publie-record-
only credit records tend to be unscored. We provide additional detail on the consequences of
each of these exclusions for our estimates of the number of credit invisibles and consumers with
unscored records in Appendix A.
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3. How Many Americans Have
Limited Credit Histories?
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Our estimates suggest that approximately 188.6 million Americans have eredit records at one of
the NCRAs that can be scored by the commercially-available model that informs our analysis.
This represents over 80 percent of the adult population. An additional 19.4 million Americans,
representing 8.3 percent of the adult population, have credit records that cannot be scored.
These are almost evenly split between consumers with credit records that are insufficient
unscored (9.9 million) and those that are stale unscored (9.6 million). The remaining 11 percent
of adults, or about 26 million Americans, are credit invisible.

Credit history is something that consumers establish over the course of a lifetime. As a result,
one would expect the problem of limited credit history to be more concentrated among the
young,. This pattern is observed in the data. Panel (A) of figure 1 shows the share of consumers
in each age group that are credit invisible, have unscored records because of insufficient
information, or have unscored records because of a lack of recently reported information. As
shown, over 80 percent of 18 or 19 year olds are credit invisible or have unscored records. This
percentage drops substantially for older consumers, falling below 4o percent in total for the 20
1o 24 year old age group. After age 60, the number of consumers that are credit invisible or that
have an unscored record increases with age. With our existing data, it is difficult to determine to
what extent this reflects an age effect (a greater tendency of credit histories to shrink or become
stale with age), a cohort effect (in which people born earlier than 1950 had thinner credit
histories over the course of their lives, possibly reflecting less credit reporting during the periods

of their lives when they were actively using credit), or some combination.
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FIGURE 1:  INCIDENCE AND NUMBER OF CONSUMERS THAT ARE CREDIT INVISIBLE OR HAVE RECORDS
THAT ARE UNSCORED
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The data shown in panel (A) also indicate that the causes of an unscored credit record differ
substantially by age. The share of consumers with an unscored credit record because of an
insufficient credit history declines with age. Only a small percentage of consumers aged 65 or
older have records that are unscored because of an insufficient history; instead, most of the
unscored records for these older consumers are the result of a lack of recent information.
Interestingly, having a stale-unscored credit record is not strongly related to age. In fact, the
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incidence of a stale unscored record is higher for consumers aged 25 to 49 than it is for
consumers older than 50.

As this suggests, most consumers that are credit invisible or that have an unscored eredit record
are young. Panel (B) of figure 1 shows the distribution of the number of consumers who are
credit invisible or have unscored records, Over 10 million of the estimated 26 million credit
invisibles are younger than 25. Consumers in this age group also account for a disproportionate
share of insufficient-unscored credit records. In contrast, most consumers with stale-unscored
records are middle aged. Consumers aged between 25 and 50 account for over half of stale-
unscored credit records.

Other characteristics besides age may also affect the likelihood of being credit invisible or having
an unseored eredit record. Among these is income. If higher-income consumers have an easier
time qualifying for traditional credit, even without credit histories, then they may be more likely
than lower-income consumers to open credit cards, auto loans, or other forms of credit that are
frequently reported to the NCRAs. Relatedly, if lower-income consumers have a more difficult
time qualifying for traditional credit and, as a result, rely on non-traditional sources like payday
or auto-title lenders, then this will exacerbate the differences by income as these non-traditional
sources of credit generally do not report information to the NCRAs.

Exploring the relationship between income and the incidence of being credit invisible or having
an unscored record is complicated by the fact that credit records do not contain income
information. As a result, we do not know the income levels of the consumers whose credit
records are in the CCP and, thus, rely on the relative income of each census tract as an
alternative measure. Panel (A) of figure 2 shows the number of consumers that are credit
invisible or have an unscored credit record who live in census tracts with each of the four
relative income levels: low, moderate, middle, or upper. As shown, middle-income tracts
account for a larger portion of the credit invisible and unscored population than any of the three
other income groups. Consumers from low- and upper-income neighborhoods, in particular,
make up a notably smaller share of the eredit invisible and unscored population.
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FIGURE 2:  NUMBER AND INCIDENCE OF CONSUMERS THAT ARE CREDIT INVISIBILE OR HAVE AN
UNSCORED CREDIT RECORD BY CENSUS TRACT INCOME LEVEL
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By and large, these numbers reflect varying population sizes in each income category. There are
many more consumers in middle-income tracts than in low-income traets, so it is not surprising
that so many of these invisible and unscored consumers come from middle-income tracts.
Instead, if we look at the share of consumers who are credit invisible or have an unscored credit
record at each of these income levels, shown in panel (B), we see a very different pattern.
Almost 50 percent of consumers in low-income tracts appear to either lack a credit record
entirely or have an unscored credit record (mostly because of an insufficient credit history). At
higher-income levels, this incidence falls sharply. In comparison, fewer than 10 percent of
consumers in upper-income tracts are credit invisible or have unscored records. So while low-
income tracts appear to comprise a relatively small share of the credit invisible or unscored
population (about 5 million of the total 45 million consumers), this represents a significant
share of the population in those tracts.
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4. Patterns of Limited Credit
History by Race and
Ethnicity

4.1 Patterns by Race or Ethnicity

Another eharacteristic that has been mentioned in connection with consumers that are credit
invisible or have unscored credit records is race or ethnicity. As with income, credit records do
not contain any information about the race or ethnicity of the consumer. As a result, we do not
observe this information for the consumers whose credit records are in the CCP and, unlike
income, we cannot easily segment census tracts into different racial or ethnie groups. This
analysis, therefore, requires a different approach than we used in the previous section.

To explore how the incidence of being credit invisible or having an unscored record varies with
race or ethnicity, we examine cross-tract variation in the racial composition of census tracts and
in the number of consumers who are credit invisible or have unscored records. Specifically, for
each tract, we estimate the number of consumers in each of the thirteen age groups who are
credit invisible. We then use the racial mix of the tract in each age group from the 2010
Decennial Census to estimate the racial or ethnic mix of credit invisibles, assuming for these
purposes that the distribution of credit invisibles in any given tract is proportionate to the racial
and ethnic composition of the tract (i.e., that members of each racial or ethnic group in a given
tract have an equal chance of being credit invisible). For example, if we find that a tract has 100
credit invisibles in a given age group, and that tract’s population in that age group is 15 percent
Black, 10 percent Hispanic, 5 percent Asian, and 70 percent White, then we would assume that
15 of these credit invisibles were Black, 10 were Hispanic, 5 were Asian, and the remaining 70
were White. We make this calculation for each tract, at each age level, and aggregate the
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numbers nationally. We estimate the racial and ethnic mix of consumers with unscored records
using the same method.

FIGURE 3:  NUMBER AND INCIDENCE OF CONSUMERS THAT ARE CREDIT INVISIBILE OR HAVE AN
UNSCORED CREDIT RECORD BY RACE OR ETHNICITY
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The results of these aggregations are shown in figure 3. Panel (A) shows our estimate of the
distribution of consumers who are credit invisible or have unscored records across the five
different racial or ethnic groups used in this study. The patterns are largely consistent with the
overall shares of these racial or ethnic groups in the population at large. Most consumers who
are credit invisible or have unscored credit records are White. Minorities account for a smaller
share of the population that is credit invisible or has an unscored record, largely reflecting the
fact that minorities make up a smaller portion of the overall U.S. population.

Panel (B) shows the percentage of consumers from each of the five racial or ethnic groups who,
using our estimates, are credit invisible or have an unscored credit record. Whites are the least
likely racial or ethnic group to be credit invisible or to have an unscored eredit record, though
the rates for Asians are almost identical. Blacks and Hispanics, as well as those included in the
“Other” racial category, are notably more likely to be credit invisible or to have an unscored
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record than Whites. Though Hispanics are slightly more likely than Blacks to be credit
invisible, Blacks appear to be more likely than Hispanics to have unscored records.®

In calculating these estimates of the racial and ethnic mix of consumers with limited eredit
histories, we assumed that, within each census tract, consumers of each race or ethnicity had an
equal likelihood of being credit invisible or having an unscored record, Our results suggest that
consumers in census tracts with relatively more Blacks or Hispanics are more likely to be credit
invisible or have an unscored credit record. Since we observe this pattern across tracts, it is
likely that a similar pattern holds within tracts as well. If true, our estimate of the number of
Blacks or Hispanics who are eredit invisible or have an unscored credit record is likely
underestimated and the number of Whites or Asians overestimated.

4.2 Racial or Ethnic Patterns by Age

The results by race or ethnicity suggest that minority populations, other than Asians, are
generally more likely to be credit invisible or have unscored credit records. As shown in the
previous section, the incidence of these forms of minimal credit history is strongly correlated
withage. To better understand how these differences across racial or ethnic groups emerge over
the course of a lifetime, we also compare the incidence of being credit invisible or having an
unscored record by age across the different racial or ethnic groups. Because we do not observe
how credit records change with age, we are unable to disentangle the effects of age from cohort
effects, such as the different macroeconomic environments that consumers in different age
groups have faced. Nevertheless, while not conclusive, the results of this analysis may provide
some evidence about whether these differences emerge at young ages and, if so, whether they
tend to dissipate with age.

8 One factor that may distort these figures is the undercounting of minorities (and overcounting of Whites) in the
2010 Decennial Census, The Census Bureau's post-enumeration survey for the 2010 Census found that, while the
2010 Census was the most accurate to date, the White population may have been overcounted by 0.85 percent.
Blacks may have been undercounted by 2.1 percent and Hispanics by 1.5 percent (Mule, 2012). These results would
suiggest that we are overcounting the number of White credit invisibles and undercounting the number of Black or
Hispanic eredit invisibles. These changes would not have had a notable effect on the number of consumers with
unscored records, though the percentage of Blacks and Hispanics unscored records would be slightly smaller.

18 CFPB DATA POINT: CREDIT INVISIBLES



76

FIGURE 4 INCIDENCE OF BEING CREDIT INVISIBLE BY AGE AND RACE OR ETHNICITY
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The share of consumers in each age group who are eredit invisible is shown for four racial or
ethnic groups in figure 4.% For most racial or ethnic groups, the age patterns are very similar, so
we present the results slightly differently to sharpen the contrasts. The graph on the left, panel
(A), shows the results for Whites, which we use as the baseline group. The results suggest that
the incidence of being credit invisible is very high for 18-19 year olds, but then falls sharply. The
share holds relatively steady after age 25, until it begins to increase with age after 6o.

The graph on the right, panel (B), which is shown at a magnified scale, shows the results for
Asians, Blacks, and Hispanics relative to the pattern for Whites. For example, among
consumers who are aged 25-29, Blacks are 5 percentage points more likely than Whites in the
same age group to be credit invisible. From the left graph, panel (A), we can see that about 6
percent of Whites are credit invisible, which means that 11 percent of Blacks are credit invisible
at this age.

9 Results for the “Other” racial group are omitted from the remaining graphs of this section to reduce the amount of
clutter; however, they are provided in the tables in Appendix B.

19 CFPB DATA POINT: CREDIT INVISIBLES



77

The patterns in this graph indicate that Blacks and Hispanics are more likely than Whites to be
credit invisible at almost every age. While we are unable to determine with our existing data
whether these reflect age or cohort effects, these patterns suggest that the relatively higher
incidences of being credit invisible for Blacks and Hispanics emerge at young ages and tend to
persist over time. The difference between Whites and Asians is much less consistent across
ages. Like Blacks and Hispanics, Asians younger than 30 or older than 60 are more likely to be
credit invisible than are Whites; however, Asians aged 30 to 59 have a lower incidence of being
credit invisible. This suggests that the relative equality between Whites and Asians in terms of
the aggregate incidences of being credit invisible (shown earlier in table panel (b) of figure 3)
conceals significant differences across ages.

Figure 5 shows a similar analysis for the incidence of unscored credit records. The left panels
show the incidence for Whites of having an unscored record because of an insufficient credit
history, panel (A), or a lack of recent history, panel (C). The right panels, (B) and (D), show the
patterns by age for the other three racial or ethnic groups relative to Whites for these two types
of unscored records, respectively.

The results indicate that the share of Whites with a credit record that is unscored because of an
insufficient credit history declines steadily by age, as shown in panel (A). Blacks and Hispanics
have consistently higher likelihoods of having an insufficient unscored credit record (panel (B)).
The differences are largest at younger ages. While they decline for older consumers, Blacksand
Hispanics of all ages are more likely than Whites to have an insufficient-unscored eredit record.
While young Asians are less likely, and older Asians more likely, than Whites to have an
insufficient-unscored credit record, the gap between Asians and Whites remains less than one
percentage point across all age groups.
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INCIDENCE OF HAVING AN INSUFFICIENT-UNSCORED OR STALE-UNSCORED CREDIT

RECORD BY AGE AND RACE OR ETHNICITY
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The patterns by age for records that are stale-unscored are somewhat different. For Whites, the
likelihood of having a stale-unscored record increases with age until around 25-34 (panel (C)).
It then declines with age thereafter. The share of Black or Hispanic consumers who have a stale-
unscored record is consistently higher than Whites at almost all age levels (the exception being
18-19 years of age, when the likelihood of having a stale unscored record is near zero for all
consumers). This gap increases with age until the mid-40s and declines thereafter. While the
gap with Whites declines at older ages, Blacks and Hispanics appear to be consistently more
likely to have a stale-unseored eredit record.

Like the pattern observed for insufficient-unscored credit records, young Asians are less likely,
and older Asians more likely, than Whites to have stale-unscored credit records. Again,
however, the gap between Asians and Whites remains within 1 percentage point at all age levels,
suggesting that the patterns for Asians and Whites are similar.

Taken together, these results suggest that Blacks and Hispanics are more likely to be eredit
invisible or to have unscored credit records. These differences are observed for all age groups,
which suggests that these differences emerge at young ages and persist over the lifetimes of
these consumers.

FIGURE 6:  INCIDENCE OF HAVING A SCORED CREDIT RECORD BY AGE AND RACE OR ETHNICITY
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The combined effects of being credit invisible or having an unscored credit record are shown in
figure 6, which depicts the share of consumers at each age with a scored credit record. Again,
the left panel shows the pattern by age for Whites and the right panel shows the relative patterns
for Asians, Blacks, and Hispanics.

Panel (A) of this figure shows that the share of Whites with a scored credit record increases
sharply with age up to around age 30 and then increases more gradually through age 60. At
older ages, the incidence of having a scored credit record decreases somewhat with age. Blacks
and Hispanics, shown in panel (B), are less likely than Whites to have a scored credit record at
very early ages. This gap widens with age, becoming greater than 10 percentage points for ages
25-29 for both groups, and remains large thereafter, though it does narrow (particularly for
Hispanics around 50 vears of age, though this narrowing is not observed at older ages). As our
earlier results would suggest, the pattern for Asians is somewhat different. At early ages, they
are less likely to have scored credit records than are Whites; however, this gap shrinks during
their 20s and disappears in their 30s to 50s, during which time they are more likely to havea
scored credit record than Whites in the same age group. Asians older than 54, however, are less
likely to have credit records than Whites.

Overall, these patterns suggest that the problem of limited credit history affects all racial or
ethnic groups. Nevertheless, Blacks and Hispanics appear more likely to be credit invisible or
have an unscored record. These differences are observed across all age levels,
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5. Conclusions

The three NCRAs have traditionally been the sole source of information used to calculate credit
scores like the scores produced by FICO or VantageScore. Consumers with limited credit
histories established in the records of the three NCRAs generally have a harder time obtaining
credit as a result because many lenders do not extend credit to consumers without a scored
credit record or do so only in quite narrow circumstances. While there has been a lot of
attention paid to the problem of limited eredit history and to various forms of alternative data
that might mitigate it, very little is known about the number of consumers who are affected and
even less is known about their demographic characteristics.

This report uses data from the CFPB's Consumer Credit Panel and aggregate information from
the 2010 Decennial Census and 2008-2012 American Community Survey, both conducted by
the U.S. Census Bureau, to construct estimates of the number of consumers with limited credit
histories. Our results suggest that there are 26 million adults in the United States without a
credit record. This amounts to 11 percent of U.S. adults. Additionally, our results suggest that
another 19 million adults (about 8 percent) have credit records that are considered “unscorable”
by the commercially-available credit seoring model used in this analysis. These records are
almost evenly split between those that are unscored because of an insufficient credit history (too
few accounts) and those that are unscored because of a lack of recently reported credit history.

Our results also suggest that there is a strong relationship between income and having a eredit
record. Almost 30 percent of consumers in low-income neighborhoods are eredit invisible and
an additional 16 percent have unscored records. These percentages are notably lower in higher-
income neighborhoods. For example, in upper-income neighborhoods, only 4 percent of the
population is credit invisible and another 5 percent has an unscored record.

Additionally, our results suggest that there are significant differences in the incidence of having
alimited credit history across racial and ethnic groups. While Whites and Asians are almost
equally likely to be credit invisible or have an unscored record, the shares of Blacks and
Hispanics with limited credit history are much larger. About 15 percent of Blacks and Hispanics
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are credit invisible (compared to 9 percent of Whites and Asians) and an additional 13 percent of
Blacks and 12 percent of Hispanics have unscored records (compared to 7 percent of Whites).
This elevated incidence of being eredit invisible or having an unscored credit record is observed
across ages, suggesting that these differences across racial and ethnic groups materialize early in
the adult lives of these consumers and persist thereafter. These results suggest that the
problems that accompany having a limited credit history are disproportionally borne by Blacks,
Hispanics, and lower-income consumers,
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APPENDIX A:

Effect of Fragment File
Exclusions

Estimates of the number of credit invisibles or consumers with unscored eredit records depend
crucially on the decisions about which credit records in the sample to identify as likely fragment
files. In this Appendix, we provide detail about the exclusions that were applied in pruning the
data of likely fragment files and the effects that these had on our results.

Before identifying likely fragment files, we excluded credit records for consumers living outside
of the United States. Most of these were credit records for consumers living in Puerto Rico and
other U.S. territories. About 44,000 records were exeluded for this reason. We also excluded
credit records that indicated the consumer was deceased in 2010. These exclusions were
necessary to focus on the population of interest and make the credit record population as
comparable to the Census data as possible.

Once these exclusions were made, this left a sample with 4.7 million credit records. From these
we removed two groups of credit records that we believed were most likely fragment files. The
first of these groups included credit records that disappeared between December 2010 and
December 2014. In total, there were 242,727 records excluded for this reason. These records
were split into two subgroups. The first subgroup included 138,152 credit records that were
identified as having been consolidated into existing credit records, which is a direct identifier of
a fragment file. The second subgroup included an additional 104,575 eredit records that, while
we could find no record of having been consolidated into an older eredit record disappeared
during the four years.

The second group included the credit records of consumers whose credit records were missing
year-of-birth information in both December 2010 and December 2014. There were 153,152
records excluded for this reason. Date of birth is an important factor used by the NCRAs in
matching reported account information to credit records. The fact that these files had no year-
of-birth information in the CCP indicates that the credit record maintained by the NCRA did not
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have a date of birth and suggests that these files contain account information that the NCRA was
unable to uniquely match to a primary file. Consistent with this, most of these credit records
contain authorized user accounts.

In addition to these exclusions, our estimates were also affected by records that were not
excluded, but that might have contained a large share of fragment files. In particular, we
considered excluding those credit records that only contained information reported by third-
party debt collectors or information from public records. Based on conversations with industry
participants, we believe that NCRAs have a more difficult time finding unique matches for
information from these sources. This suggests that these types of records may contain a large
number of fragment files. Nevertheless, we believe that excluding all such records would have
excluded too many primary credit records and chose to include these records in our estimates.

Table 1 shows the effect that each of these exclusions and inclusions had on our estimates of the
number of consumers who are credit invisible or have an unscored credit record. The first line
of the table shows our estimate presented in the body of this Data Point. The following lines
show the effect that each exclusion or inclusion had on the overall estimate. For example, the
decision to exclude credit records that were missing in 2014 because they likely were fragment
files had the effect of decreasing our estimate of the number of scored records by 4.3 million and
increasing our estimate of the number of credit invisibles by 11.7 million. Similarly, our decision
to include credit records that contained only third-party debt collection accounts increased our
estimate of the number of consumers with a scored credit record by 0.1 million and decreased

our estimate of the number of credit invisibles by 2.1 million.
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TABLE 1: EFFECTS OF SAMPLE EXCLUSIONS AND INCLUSIONS

Baseline Estimate 1886 % 96 99

Exclusions:

Missing in 2014 (Total) 43 +H17 A7 57
‘Observed Merge -30 68 12 24
Disappeared 12 +5.0 05 33

Missing Age 65 474 04 05

Inclusions:

Debt Collection Only +0.1 21 +0.09 +9

Public Record Only +0.01 04 +0.01 +03
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APPENDIX B:

Data Used in Figures

This Appendix provides the underlying data used to produce each of the figures in the text.

TABLE2: SHARE OF CONSUMERS THAT ARE CREDIT INVISIBLE OR UNSCORED, DATA FOR FIGURE 1(A)

1810 19 years 645 04 189
2010 24 years 202 38 15
2510 29 years 89 59 59
3010 34 years 55 6.1 49
3610 39 years 76 56 39
40 to 44 years 51 54 34
4510 48 years 74 47 30
50to 54 years 64 40 24
5510 59 years 6.3 34 17
60 to 64 years 27 3 13
650 69 years 86 23 09
T0to 74 years 1.1 20 06
75 years and over 178 2.0 04
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TABLE 3: THE NUMBER OF CONSUMERS THAT ARE CREDIT INVISIBLE OR HAVE AN UNSCORED CREDIT
RECORD BY AGE, DATA FOR FIGURE 1(B)

1810 19 years 58 0.0 17
2010 24 years 43 08 25
2510 29 years 19 12 12
300 34 years 11 A 10
3510 39 years 15 11 0.8
401044 years 14 11 07
451049 years 17 11 07
501054 years 14 08 05
55 10 59 years 12 07 0.3
601064 years 05 05 02
65 to 69 years 1.1 0.3 0.1
7010 74 years 10 0.2 0.1
75 years and over 33 0.4 0.1

TABLE 4: NUMBER OF CONSUMERS THAT ARE CREDIT INVISIBLE OR HAVE AN UNSCORED CREDIT
RECORD BY CENSUS TRACT INCOME LEVEL, DATA FOR FIGURE 2(A)

Low a7 09 12
Moderate 84 28 31
Middle 112 41 39
Upper 26 18 1.7
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TABLE 5: INCIDENCE OF BEING CREDIT INVISIBLE OR HAVING AN UNSCORED CREDIT RECORD BY
CENSUS TRACT INCOME LEVEL, DATA FOR FIGURE 2(8)

Low 289 6 95
Moderate 176 58 65
Middle 11.0 4.1 38
Upper 36 25 24

TABLE 6: NUMBER OF CONSUMERS THAT ARE CREDIT INVISIBLE OR HAVE AN UNSCORED CREDIT
RECORD BY RACE OR ETHNICITY, DATA FOR FIGURE 3(A)

Black 40 16 20
Hispanic 53 18 21
Asian 11 04 04
Other 07 03 03
White 147 55 54

TABLE7: INCIDENCE OF BEING CREDIT INVISIBLE OR HAVING AN UNSCORED CREDIT RECORD BY RACE
OR ETHNICITY, DATA FOR FIGURE 3(8)

Black 148 58 72
Hispanic 158 55 64
Asian 98 36 37
Other 137 46 59
White 94 35 32
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TABLE 8: INCIDENCE OF BEING CREDIT INVISIBLE BY AGE AND RACE OR ETHNICITY, DATA FOR

FIGURES 4(A) AND 4(B)

dmeCow e Bk Hwaic A O
1810 19 years 63.9 86.6 64.0 65.6 65.3
20 to 24 years 18.0 220 235 26.1 210
2510 28 years 6.0 1.1 15.5 9.2 93
3010 34 years 33 6.7 114 25 55
3510 39 years 6.7 84 1.3 39 73
40 to 44 years 4.0 13 86 14 56
4510 48 years. 68 107 85 34 95
50 o 54 years 56 10.7 75 37 79
55 o 59 years 53 1.2 89 42 8.1
60 to 64 years 15 80 66 30 48
85 to 69 years 73 4.8 136 9.1 102
7010 74 years 94 17.8 18.0 155 134
75 years and over 16.5 239 239 225 20.0
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TABLE 9: INCIDENCE OF HAVING AN INSUFFICIENT-UNSCORED CREDIT RECORD BY AGE AND RACE OR
ETHNICITY, DATA FOR FIGURE 5(A) AND 5(B)

1810 19 years 18.0 19.9 209 171 189
20 to 24 years 103 151 134 94 124
2510 28 years 50 9.1 87 47 6.3
30 1o 34 years 39 83 5.7 a7 5.2
3510 39 years 31 6.7 48 28 44
40 to 44 years 27 6.2 44 25 41
4510 48 years. 23 56 4.0 24 35
50 o 54 years 19 48 34 20 30
55 o 59 years 13 38 27 16 22
60 to 64 years 10 28 22 13 18
85 to 69 years 07 22 18 14 14
7010 74 years 05 14 1.3 0.8 1.0
75 years and over 0.3 1.0 0.9 08 0.8
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TABLE 10: INCIDENCE OF HAVING A STALE-UNSCORED CREDIT RECORD BY AGE AND RACE OR
ETHNICITY, DATA FOR FIGURE 5{C) AND 5(D}

1810 19 years 04 04 05 04 0.4
20 to 24 years 35 46 44 30 39
2510 28 years 54 74 6.6 44 6.1
3010 34 years 55 8.0 71 45 6.4
3510 39 years 50 75 6.8 43 6.0
40 to 44 years 47 15 B8 43 58
4510 48 years. 41 69 62 41 52
5010 54 years 35 63 55 38 47
55 o 59 years 29 54 48 3 39
60 to 64 years 21 49 45 32 a7
65 o 69 years 20 37 37 27 29
7010 74 years 17 33 34 2.2 23
75 years and over 18 34 29 20 23
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TABLE 11: INCIDENCE OF HAVING A SCORED CREDIT RECORD BY AGE AND RACE OR ETHNICITY, DATA
FOR FIGURE 6{A) AND 6{8)

181019 years 171 134 146 168 154
2010 24 years 682 583 59.0 615 627
2510 29 years 836 724 712 817 783
3010 34 years 872 769 758 89.3 828
3510 39 years 853 74 772 89.0 823
401044 years 886 79.0 80.4 9.7 845
451049 years 863 768 813 90.1 818
50 to 54 years 89.0 781 836 90.7 844
5510 50 years 905 796 836 908 853
60 1o 64 years %3 83 8.7 925 899
8510 69 years 200 793 80.9 871 855
7010 74 years 884 775 756 815 833
75 years and over 813 720 723 749 770
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EXECUTIVE SUMMARY

Despite the vast accomplishments of the American credit system,

approximately 35 million to 54 million Americans remain outside

the credit system. For a variety of reasons, mainstream lenders have too little information on

them to evaluate risk and thereby extend credit. As a result, those in most need of credit often turn to

check cashing services and payday loan providers, with effective interest rates as high as 500 percent.

The lack of reliable credit places them at a great disadvantage in building assets (such as homes, small

businesses, or loans for education) and thereby improving their lives.

This study offers a feasible market solution to bring
those outside the mainstream credit fold within it.

Mainstream lenders can use “alternative” or “nontradi-

tional” data, including payment obligations such as
rent, gas, electric, insurance, and other recurring
obligations, to evaluate the risk profile of a potential
borrower.! Qur findings indicate that alternative data,
if widely incorporated into credit reporting, can bridge
the information gap on financial risk for millions of
Americans. More concretely, considering that many of
these millions outside the credit mainstream are
poorer, less advantaged A the inf

make a variety of credit decisions. The scores, or pre-
dictions, of these models were then compared with
payment/bankruptey outcomes observed during the fol-
lowing year.

Key findings include:

* Those outside the credit mainstream have similar
risk profiles as those in the mainstream when
including nontraditional data in credit assessments.
The evidence suggests that most individuals in this
are not at high risk in terms of lending. Using

can direct markets toward a faster alleviation of
poverty in this country.

We examined a sample of approximately 8 million
TransUnion credit files with a strong focus on con-
sumers outside of the credit mainstream. The con-
sumers include populations with thin credit files
(fewer than three sources of payment information, or
trade lines) on payment timeliness, as well as
“unscoreable” segments whose risk cannot be deter-
mined owing to insufficient information. The credit
report files. which contained alternative or nontradi-
tional utility and telecommunications payment infor-
mation, were applied to models used by lenders to

nontraditional data lowered the rate of serious default
by more than 20 percent among previously unscore-
able populations. The risk profile of the thin-
file/unscoreable population—after energy utility and
telecommunications data sets are included in their
credit files—is similar to that of the general population
{as measured by credit score distribution),

¢ Nontraditional data make extending credit easier.
Including energy utility data in all consumer eredit
reports increases the acceptance rate by 10 percent,
and including telecommunications data increases the
aceeptance rate by 9 percent, given a 3 percent target
default rate.
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¢ Minorities and the poor benefit more than
expected from nontraditional data.

Including alternative data was especially beneficial for
members of ethnic communities and other borrower
subgroups. For instance, Hispanics saw a 22 percent
increase in acceptance rates. The rate of increase was
21 percent for Blacks; 14 percent for Asians; 14 per-
cent for those aged 25 or younger: 14 percent for
those aged 66 older; 21 percent for those who cam
$20,000 or less annually: and 15 percent for those
carning between $20,000 and $29,999. In addition,
renters (as opposed to homeowners) saw a 13 percent
increase in their acceptance rate, and those who prefer
Spanish as their primary language saw a 27 percent
increase in their aceeptance rate.

* Nontraditional data decrease credit risk and
increase access.

The addition of the alternative data moves 10 percent
of the analysis sample from being unscoreable to
scoreable. Sizable segments would see their credit
scores improve—22.4 percent in the utility sample and
11 percent in the telecommunications sample. Most
remarkable is that two-thirds of both the thin-file
utility sample (60.3 percent) and the thin-file telecom-
munications sample (67.7 percent) become scoreable
when alternative data are included in their credit files.
Preliminary evidence strongly suggests that the inclu-
sion of alternative trade lines in conventional credit
reports improves access to mainstream sources of con-
sumer credit. In a one-year observation period, 16 per-
cent of thin-file borrowers whose credit report
included nontraditional data opened a new credit
account compared with only 4.6 percent of thin-file
borrowers with only traditional data in their credit
mpuns.

* Nontraditional data have little effect on the eredit
mainstrean.

One worry is that including nontraditional data will be
counterproductive, harming more in the mainstream
that helping those now excluded. The results of simu-
lations reported here suggest that little will change for
the mainstream population.*

GIVE CREDIT WHERE CREDIT IS DUE

¢ More comprehensive data can improve scoring
models.

This migration greatly affects the performance of
examined scoring models. For example, in our study, in
one set of calculations we assume that creditors inter-
pret little or no credit information as the highest risk.
As a result, when fully reported utility or telecommuni-
cations trade lines are added to credit reports, we see a
significant rise in the KS statistic—an industry gauge
to the model perf Specifically, we
see a 300 percent rise for a sample of thin-file con-
sumers, and a nearly 10 percent rise for the general
sample. In the most conservative case, in which the

general sample is used but unscoreable credit files are
excluded from the calculations, we still find a modest
2 percent imp in model perf: with the
addition of alternative data.

* More data can reduce bad loans.

Including fully reported energy utility and telecommu-
nications trade lines (i.c., different accounts) in tradi-
tional consumer credit reports measurably improves
the performance of loans for a target acceptance rate.
For example, by integrating fully reported energy utility
data, a lender's default rate (percentage of outstanding
Ioans 90 days or more past due) declines 29 percent,
given a 60 percent target acceptance rate. Similarly,
adding telecommunications data reduces the default
rate by 27 percent. These reductions allow lenders to
make more capital available and improves their mar-
gins, capital adequacy, and provisioning requirements,
Such improvements could have further positive econo-
mywide effects.




D Jp.
=

In summary, nontraditional data promise to bring mil-
lions into the credit mainstream and improve their
chances of building assets. Although using alternative
data in consumer credit reports affects how the data
appear in a host of credit scoring models, nothing
about the data subjects has changed, What has
changed is the availability of information. Whenever
an information gap exists, markets fail to thrive. The

100

The benefits of using nontraditional data will not be
instantaneous. Information must first be gathered and
implemented, new models optimized for such data
must be built and old models modified. Some models
must be altered to not treat utilities and telecommuni-
cations accounts as a financial trade. The steps, while
few, are imy Simply bringing the inft

online will spur many of the steps; without it, there is

use of alternative data in {and jal)
credit reports can close an information gap that has
negatively affected the lives of millions of thin-file and
unscoreable Americans who reside in urban areas and
elsewhere.

no incentive to take them. Public officials can play a
positive role by removing barriers to reporting where
they exist. B
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OVERVIEW

o Section I provides a brief overview of the impact of the U.S. credit system, those left behind,
and the role of information in bringing those outside the credit mainstream into accessible, afford-
able credit channels,

o Section [T describes the abjectives, data sources, and methodology of the study.

o Section 1T shows how the addition of utility and telecommunications trades has affected
consumers’ credit profiles, focusing on the number of consumers who can be scored and the
resulting distribution of credit scores.

* Section [V compares the number and size of new accounts that were opened by consumers
with an existing utility or telecommunications trade (the “analysis” sample) to the number and
size of new accounts that were opened by otherwise similar consumers without such trades (the
“validation” sample).

® Section V examines the impact of utility and telecommunications trades on the predictive
power of several scoring models and the implications for both the cost and availability of credit.

e Section VI examines the demographic groups that would most likely be affected by a more
systematic reporting of utility and telecommunications data.

® Section VII summarizes the empirical results and concludes with a discussion of their implica-
tions for public policy.

o Section VIII offers directions for future research.

Appendix A describes the analysis sample in more detail and assesses the extent of potential

biases. Appendix B presents the complete results of our model simulations,

GIVE CREDIT WHERE CREDIT IS DUE 5
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[. INTRODUCTION

EXCLUDED FROM THE MIRACLE

The American credit system is in many ways the envy of the world.

The steady development of information-sharing, automated credit scoring, and easy entry by new com-

petitors have extended credit to tens of millions of Americans. In the years since the financial services

industry began using standardized payment information for scoring, homeownership rates have grown

and credit has become available to those for whom credit was reserved for the elite.

The national credit reporting system has become the
basis for “automated underwriting,” a practice that has
become so successful that former Federal Trade
Commission Chairman Tim Muris referred to it as
“the miracle of instant credit.” The former Federal
Reserve Board Chairman Alan Greenspan said that
stich a system and technologies using it had “a dra-
matic impact...on consumers and househelds and their
access to credit in this country at reasonable rates.”
This success ranges from those applying for a home
mortgage loan or refinancing an existing mortgage to
those applying for a credit card or a retail store card.
Thus, the national credit reporting system touches the
lives of millions of Americans each day, The robust and
full-file data d by ¢ porting agen-

cies have contributed to a significant expansion in con-

sumer and small-business lending without increasing
risk in the national credit system.

Despite the impressive track record of the national
credit system under the Fair Credit Reporting Act—
record homeownership, fairer lending across all seg-
ments of society, a democratization of access to
credit—an estimated 35 million to 54 million
Americans remain outside of the mainstream national
credit system. This group is excluded from instant
credit because there is little or no credit information in
their credit files. As a result, mainstream lenders, lack-
ing sufficient information for automated underwriting
tools, equate a lack of information with unacceptably
high eredit risk.
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THE INFORMATION
CYCLE

system are trapped in a catch-22 by their lack of a

credit history: how does one build a credit history
when denied access to credit? Lenders currently lack
the right tools to adequately assess the credit risk,
credit capacity, and credit-worthiness of tens of mil-
lions of “thin-file” (that is, those with little credit his-
tory) and “unscoreable” Americans. The lack of tools

In one sense, those outside the mainstream credit

stems from 2 gap in adequate information on which to
make credit decisions about these individuals.

104

Identifying inf gaps, developing solutions to
bridge them, and educating decision makers in new
ways to better understand underserved credit markets
requires a clear understanding of the process of knowl-
edge creation, or the information cycle.” Although
decision makers begin with raw data, they must ana-
lyze it, or add value 1o it, to make it useful information.
Prior to 1970, lenders gained information by assessing
the capacity, collateral, credit, and character of bor-
rowers. In today's world of automated credit underwrit-
ing, data are turned into information by external
consultants—consumer credit bureaus. Consumer
credit bureaus have become powerful information

sources and “translators” of the potential of consumer

credit markets.

The Information Cycle

Knowledge spurs action in urban markets

Collection
Data and Informeation . | Actess
Reporters [~ [*Repori-to” [~ | Analysts Tools
Agencies

The Information Cycle maps how observations
(data) are turned into actionable knowledge for
urban market actors to use in decision making.

URBAN MARKET ACTORS

Butionss | Covenment |  People

Because each step is based on the previous phase, hﬂ!
biases that occur in the left hand side of the cycle
Trave a magnified effect on the knowledge and
ultimately the action that is taken by market actors.

Healthy Urban Communities
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In eredit decisions, lender's analytic teams and model-
ing capabilities provide a customized understanding of
the market context to use in turning the information
they receive into knowledge on which to act. Although
automation has enabled a deeper penetration of some
markets, it customarily overlooks the thin-file and
unscoreable populations. The lack of data and infor-
mation on these populations can lead to “knowing-
doing” gap: the gap between a lender’s perception of a
particular individual's potential and the reality of his or
her credit risk, credit capacity, and credit-worthiness.'
Many lenders, who are aware that this is not the case,
are often forced to treat these borrowers as excessively
risky simply for want of better information.

NONTRADITIONAL DATA
CAN BRIDGE THE
INFORMATION GAP

ne potential solution to the credit Catch-22 is
O pervasive reporting of nontraditional or alter-

native data in consumer credit reports.” In this
study, PERC singled out energy utilities (gas, clectric,
heating oil, water) and telecommunications as the
most promising data sets to help bring consumer out-
liers into the fold. These two data sets ranked highest
along three metrics—coverage, concentration, and
being credit-like. They were also likely to yield results
for a large segment of the 35 million to 54 million
thin-file/unscoreable individuals, as the penetration
rates for these services are frequently 90 percent or
more. The utility and telecommunications industries
are relatively concentrated, making data collection
more feasible. Finally, exchanges in these two indus-
tries involve “credit-like” transactions—that is, a good
ided of a pay and the

or service is p in ad

payments are made in regular installments.

GIVE CREDIT WHERE CREDIT IS DUE

Other alternative data sets—such as auto insurance,
remittance payments, and rental data—did not score
as highly as utility and telecommunications data.
These sets may have value, but their near-term prom-
ise for the thin-file/unscoreable population is not as
evident. For simplicity’s sake, throughout the course of
this study, the terms “alternative data” and “nontradi-
tional data” refer exclusively to utility and telecommu-
nications data, unless otherwise specified.

This study tests the hypothesis that including utility
and telec credit
reports can achieve the following results:

ications data in ¢

(1) Increased ability of mainstream lenders to ade-
quately assess credit risk, credit capacity, and
credit-worthiness of the thin-file/ bl
population;

(2) Increased access to affordable mainstream credit
for thin-file/unscoreable population;

(3) Thin-filefunscoreable individuals will derive the
greatest benefit from including alternative data,
while the credit effects on “thicker-file” individu-
als will be less evident; and,

(4) Increased fairness in lending, especially for
minority communities and younger borrowers.



THE CRITICAL ROLE OF
CREDIT FILES
plays a eritical role in determining both the

I amount and the terms of credit that they receive,
Behind this simple Fact is an issue of considerable
importance, for the claim can be extended to “and
thereby shape the ability of individuals to build assets
and thus alter their life chances.” The use of informa-
tion in credit decisions, especially via automated mod-
els, has extended credit to millions, increasing
homeownership rates, aceess to education, and small
business formation. This payment information there-

nformation contained in consumers’ credit files

fore plays a significant role in shaping the social for-

106

A recent report by the Information Policy Institute
examined the feasibility of collecting these and other
types of nontraditional credit data on a widescale
basis. OF the different sources considered, utility and
telecommunications trades again appeared to be most
promising, for among other reasons, the concentration
of the data. Relatively few data furnishers must be
engaged, unlike with rental information, which is
widely dispersed among diverse landlords. Although
some ulility and telecommunications companies cur-
rently report data to credit bureaus, the majority do
not. In fact, in some states, the reporting of such data
is prohibited by law or regulation, and in many others,
uncertainty about the reaction of regulators inhibits
utilities from reporting.

None of this is to suggest that other types of alterna-

tunes of individual Americans. In general,
who have demonstrated a history of timely payments
on several different accounts, or trade lines, are more
likely to be granted credit at more favorable terms than
those with spotty payment records or with little, if any,
established credit.

Unfortunately, those with no credit histories and those
with poor credit are often treated similarly. The net
effect is that millions of Americans remain outside the
credit and are Iy handicapped
in their ability to access credit and improve their lives.
Moreover, many are forced to turn to providers who
charge as effective rates as high as 500 percent.

Alternative or nontraditional data offer one possible
solution to the problems posed by no credit histories.
The financial services industry has long recognized the
need to find alternative ways of evaluating the credit-
worthiness of thin-file consumers, For example, some
in the mortgage industry now accept a “nontraditional
credit report” based on the consumer's demonstrated
performance in meeting such ongoing obligations

as rent, utilities, and telephone bills.* Although such
payments are not credit obligations in the traditional
sense; they are generally believed to reflect a con-
sumer’s willingness and ability to repay credit-like
obligations.

POLITICAL AXD ECONOMIC RESEARCH COUNCIL

tive pay infor auto i , rents, and
so forth—are of less value, just that utility and
telecommunications data may be one effective way of
folding in those outside the credit mainstream. From a
standpoint of practicality, utility and telecommunica-
tions payment data may be the Fastest way to extend
credit to underserved communities,

The promise is that new data sources can help tens of
millions of Americans take a step toward asset forma-
tion. Considering that many of these millions are
poarer, less advantaged Americans, the information
can help alleviate poverty in this country. That is, it
promises a market solution to problems of credit
access. What follows is an attempt to measure that

promise.
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[I. METHODS

OBJECTIVES

This report examines the impact that the broader reporting of telecommunications and

utility trades could have on consumers' access to different types of credit. In our analysis, “utility” trades

include payments for electricity, gas, and heating oil, while “telecommunications” trades refer to tradi-

tional telephone service (i.e., land lines) and mobile phones. Although precise statistics are diffieult to

assemble, the number of consumers who would likely be affected by the reporting of these trades is

undoubtedly very large, as the consumption of these services is nearly universal.

It should be noted that there have been previous
attempts to encourage the utilities to report to the
credit bureaus. Yet, to date, the scale of the impact

d one without t. This study aims
to fill that gap and to provide clear estimates of the
impact of reporting. In doing so, industry and policy
makers can assess what is at stake and chart viable
courses to assist those who have poor or no access to
mainstream credit.

Increasing the reporting of utility and telecommunica-
tions trades could affect consumers in at least two dif-
ferent ways:

* First, it wonld increase the number of consumers
who can be scored, and who thereby can access
credit. Although the industry has develaped several
alternative approaches for evaluating the credit-wor-
thiness of thin-file borrowers, many traditional scor-
ing models require at least one valid trade. All of the
models used in this study require just one trade to
produce a score. Nonetheless, using a rep i
sample of credit files, we found, 13 percent of credit
files had no payment histories, and 19.4 percent had
only one or two payment trade lines. Because the

GIVE CREDIT WHERE CREDIT IS DUE

systematic reporting of utility and telecommunica-
tions data should add one or more trade lines to the
credit profile of the typical consumer, the number of
potential borrowers with thin credit files should be
reduced. By increasing the number of trade lines
that can be used to score consumers, the predictive
power of scoring models should be improved, which
in turn should lead to higher acceptance rates, lower
costs, or a combination of the two.

Second, the systematic reporting of utility and
telecommunications trades could affect the distri-
bution of credit scores. Depending on the con-
sumer’s payment record and overall eredit profile,
the impact on an individual's score could be positive
or negative, Althaugh the impact on consumers with
well-established credit histories would likely be mini-
mal, the impact on consumers with little or no estab-

lished eredit could be large.

To the extent that this information leads to better lend-
ing, we might also expect reductions in the average
price of credit. We do not, however, undertake a direct
measure of this expected reduction, but rather esti-
mate changes in the performance of portfalios, which
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Table 2.1. Distribution of Consumers by Number of Telecommunications and Utility Trades:
2005 Analysis Sample
Number of Trades Consumers with Utility Trades  Consumers with Telecom Trades
No. % No. %
1 5,076,811 67.5 545,826 924
2 1414501 188 38.127 6.5
3 608,502 8.1 5,025 09
45 419.206 56 1,817 0.3
Total 7,519,020 1000 590,795 100.0

are a major component of loan pricing. The research
presented in this report has been designed to estimate
the probable magnitude of these different effects and
to identify the types of consumers who are maost likely
to be affected.

Although not quantified in this study, another benefit
of including altemative data in consumer credit reports
is that the uncertainty associated with a given credit
score should decline. For example, a lender deciding
whether to estend credit o two individuals with identi-
cal credit scores—the first of which uses alternative
data in addition to traditional credit data—will be
more likely to lend to the first applicant, all else equal,
because the additional data reduces uncertainty about
the credit score. The lender may even prefer to extend
credit to an individual with a more accurate but lower
credit score than to an individual with a less accurate
but higher eredit score. As is evidenced in this and
other studies, adding predictive information to a credit
scoring model reduces the uncertainty of eredit scores.
It is therefore reasonable to expect that lenders would
extend credit more deeply™ than the estimates gener-
ated in this study, This may be particularly true for
these with thin credit files. A lender may be more
likely to lend (and at better rates) to an individual of a
given risk level if they know that risk level with greater
certainty.

THE DATA FOR THE
SIMULATIONS

O

* An analysis sample of approximately 8.1 million con-
sumers with at least one “fully reported” utility (gas,
electric, or fuel) or teleccommunications trade (wire-
less or land line) as of March 31, 2005.

ur analysis uses a data set constructed by
TransUnion from the detailed eredit reports of
two mutually exclusive samples of consumers:

* Avalidation sample of app ly 4 million ran-
domly selected individuals designed to represent the
broader population of consumers with no fully

ported utility or telec ications trades on
March 31, 2005.

“Fully reported” trade lines include information on the
timely payment of bills as well as any derogatories
{e.g., delinquent accounts referred to collection agen-
cies.) Although most utility and telecommunications
inely report coll , the reporting of

|
timely payments is far less common,

Table 2.1 shows the number and distribution of con-

sumers in the analysis file by the number of utility and

telecommunications trades. As shown in the chart,

most of the records in the analysis file have a utility as
 to a telec ications trade. Just over 7.5

125
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million consumers in the analysis file have at least one
fully reported utility trade, and about one-third have
more than one (for example, consumers who use a
combination of gas and electricity in their homes.) In
contrast, only 391,000 consumers in the analysis file
have a fully reported telecommunications trade, and
only § percent have more than one. Because there is
relatively little overlap hetween the two groups (only
about 1,500 records have both a utility and a telecom-
munications trade), they are treated separately
throughout this report.

We collected detailed information from the ¢

APPROACH

his study examines the impact of including
Taltcrnatirc data in consumer credit reports

on credit scoring models and on credit access
by various communities. Specifically, the analysis
focuses predominantly on the 35-54 million
Americans outside the credit mainstream. Attention
is paid to the credit profiles and score distributions of
this group as well as access to credit with and without
alternative data. Then credit scoring model perform-

credit reports for both the analysis and the validation
samples at two points in time: March 31, 2005 (the
date that was used to generate the samples) and
March 31, 2006. The intervening year is the “perform-
ance period,” during which the predictions of the
model were evaluated. We augmented the credit
bureau data in two ways:

* We used a variety of credit scoring models to score
each consumer in the sample with and without his
or her utility and telecommunications data.

* We sent the data to an independent service provider,
who appended information on the individual's race,
ethnicity, age, and household income.”

The resulting data set contains a wealth of information
on the credit profiles of consumers, their demographic
characteristics, and the effect of any reported utility
and telecommunications trades on a variety of credit
SCoTes.

We took deliberate steps 1o ensure the privacy and
confidentiality of individual consumers. Specifically,
the data contain no identifying information of individ-
ual consumers (that is, no names, addresses, social
security numbers, or account numbers). Once the
demographic data were merged with the credit reports,
we purged all identifying information from the file.

GIVE CREDIT WHERE CREDIT IS DUE

d Il‘!’ the Kol Smirnov {K'S)
statistic, is examined. Several commercial grade scor-
ing models were analyzed to determine model predic-

tiveness, Finally, credit access is probed through a

ance, as

comparative analysis of new accounts opened by those
with and without alternative data and an examination
of acceptance rates for various communities.

The next step in the analysis examined the impact of
removing the telecommunications and utility trades on
the consumer’s credit score. This analysis used a
“VantageScore,” a generic scoring model recently intro-
duced by the three national credit bureaus (Experian,
Equifay, and TransUnion). We used the model to
derive a credit score for each consumer, with and with-
out the utility or telecommunications trades. We then
compared the distribution of these hypothetical scores
with the score hased on the consumer’s existing credit
file (that is, including the telecommunications and
utility trades).”

The third step in the analysis focused on the impact
that utility and telecommunications data would have
on consumers’ access to credit. We also compare the
actual experiences of the consumers in the analysis
and the validation files over a 12-month time period:
March 31, 2005 (the date that the samples were
drawn) and March 31, 2006 (the end of the perform-
ance period.) In particular, we compared the number
and size of new accounts that were opened by con-
sumers with an existing utility or telecommunications
trades (the analysis sample) with the number and size
of new accounts opened by otherwise similar con-
sumers without such trades (the validation sample.)



That is, does this information impact credit behavior?

We then examined how the reporting of utility and
telecommunications trades would affect the predictive
power of several generic and industry-specific scoring
models, and estimated the impact that this would have
on both the availability and cost of credit." Credit
scores are the principal means by which credit is allo-
cated in the United States to consumers. The scoring
maodels considered in this report include:

* VantageScore, which predicts the probability that a
consumer will have at least one 90-day delinquency
on a new or existing account over a two-year period;

® TransRisk New Account, which predicts the proba-
bility that a consumer will have at least one 90-day
delinquency on a new account over a two-year
period:

* Two separate bankruptey scores (one from a large
financial institution and one from TransUnion"),
which predict the probability that a consumer will
declare bankruptey in a two-vear period; and

110

* A mortgage screcning model developed by a major
lender that exclusively relies on credit bureau data
and predicts the probability that a consumer will
have at least one 60-day delinquency on a mortgage

account over a two-year period.”

We used these different models to score consumers
with and without their wtility and telecommunications
trade line(s), and test the extent to which the resulting
scores accurately predict consumer performance over a
12-month period: April 1, 2005 to March 31, 2006."
In general, if the presence of utility and telecommuni-
cations trades helps to improve the models’ accuracy,
this should ultimately lead to higher acceptance rates,
lower deling rates, or a combination of the two.

The final step in the analysis explored how different
demographic groups are likely to be affected. We first
d the relative imp ¢ of energy utility and

telecommunications trades for different demographic
groups by examining each group’s share of total trades.
We next estimated the probable impact of such trades
on aceeptance rates within each group. The impact on
acceptance rates again reflects the estent to which the
predictive power of scoring models improves with the
addition of utility and telecommunications trades.
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LIMITATIONS

he analysis has a few limitations that should be
Tnuled. Most relate to the underlying character-

istics of the analysis sample and the scoring
models.

SAMPLING ISSUES

Because of the local nature of both utility and
telecommunications providers, we knew from the start
that the analysis sample would not be representative.
In fact, 84 percent of our data on consumers with util-
ity trades is concentrated in the three states—Illinois,
Wisconsin, and Pennsylvania—where several large
local utilities have begun to report their data. Likewise,
81 percent of the records with telecommunications
data were from Pennsylvania and Texas.

The validation sample was designed to test the extent
to which the analysis file is representative in other
ways, for example, the number of trades in the con-
sumer’s files excluding telecommunications and utili-
ties. The results of this analysis are presented in
Appendix A. As discussed there, the analysis file
appears to be broadly representative of all consumers
in terms of their overall credit profiles and demo-
graphic mix. In general, however, consumers with util-

The analysis sample is also limited in two other
respects, The analysis file is necessarily restricted to
consumers with either a utility or telecommunications
trade. As a result, the findings they cannot be used to
make inferences to the broader population, which
includes an unk number of ¢ with nei-
ther a utility nor a telecommunications account. In
addition, consumers in our analysis file are unlikely to
have all of their utility and telecommunications trades
reported. Despite the fact that many consumers pay
both a utility and telephone bill, there is relatively little
overlap between the two trade accounts in our sample.
Furthermore, the telecommunications data are domi-

nated by wireless accounts and may therefore underes-
timate the full effects of reporting both land lines and

cell phone accounts. As a result, our analysis will likely
underestimate the potential impact of full reporting.

MODELING ISSUES

It is important to recognize that many of our findings
are based on the current versions of existing scoring
models, In the event that utility and telecommunica-
tions data were more broadly reported, many scoring
madels would undoubtedly be optimized to reflect this
important change. However, on the basis of an earlier
analysis of a similar issue,” we believe that any biases
introduced by this simplification will not affect our
overall conclusions regarding the probable impact of

ity or telecommunications trades seem to have strongy
credit profiles than the general population, although
this is less true for ¢ with telec ica-
tions trades.

GIVE CREDIT WHERE CREDIT IS DUE

full reporting. This limitation likely means our findings
will tend to err on the side of caution, attenuating the
actual impact we would expect with increased report-
ing of alternative trades.” M
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[1I. IMPACT ON
CONSUMERS’ CREDIT

PROFILES

The full reporting of utility and telecommunications data would

clearly affect the credit profiles of most consumers by adding one or more trade lines to their

files. Logically, consumers with little, if any, “traditional” forms of credit would have the most to gain.

(Simulations below suggest that this is in fact the case.) This section details the results of our estima-

tion of the potential magnitude of these effects by examining the impact of the utility and telecommuni-

cations trades on the consumer’s total number of trade lines as well as their credit score.

Table 3.1 compares the distribution of consumers by
their total number of trade lines, with and without any
utility or telecommunications trades.” The first two
columns refer to the sample of 7.5 million consumers
with an existing utility trade. Column 1 shows the dis-
tribution of these consumers on the basis of the total
number of trades that currently appear in their credit
files (that is, including any utilities.) Column 2 pres-
ents the counterfactual, the distribution of these same
consumers when their utility trades are excluded. The
last two columns present comparable information for
the sample of 590,795 consumers with at least one
fully reported telecommunications trade. Column 3
shows the distribution of these consumers based on
the information currently appearing in their files (i.e.,
including any telecommunications), while column 4
illustrates what this distribution would have looked
like had the telecommunications trades not been
reported.

As shown in Table 3.1, the reporting of hoth utility
and telecommunications trades has a sizable impact on
the eredit profiles of the consumers in our sample. For
example, when utilities are included in consumers’
credit reports (column 1), about 12 percent of the
sample can be classified as having 2 thin credit file
(fewer than three established trades). However, when
the utility trades are removed from their credit records
(colurn 2), the proportion of thin-file borrowers rises
to 17 percent, and about 10 percent of the sample
have no reported trade lines at all.”

The impact of adding the telecommunications trades is
similar, although the impact on the share of con-
sumers with no established trade lines is more pro-
nounced, For example, when their telecommunications
trades are reported (column 3}, about 18 percent of
the sample would be classified as having a thin credit
file. However, when their telecommunications trades
are removed (column 4), the share rises to 23 percent,
and 14 percent of the sample would have had no
established trades.
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Differences in the impact of telecommunications and
utility trades most likely reflect underlying differences
comparon o the undering et pofles of the o
groups of consumers (columns 2 and 4) suggests that
consumers with telecommunications trades have a
smaller number of teaditional trade lines than con-
sumers who are responsible for utility payments. In
this respect, consumers with telecommunications
trades appear to be more similar to the general popula-
tion than do consumers with utility trades (see
Appendix A). Because it s easier 10 get a cell phone
than to rent or buy a home, this pattern makes sense.

Figures 3.2¢ and 3.2d show the impact of adding the
wtility and telecommunications trades to the con-
sumer’s VantageScore. (This score ranges from 501 to
990, with higher scores signifying lower credit risks).
Figures 3.2a and 3.2b show the distribution of con-
sumers by the change they experience when adding
- i s —
their scores. In general, a change of more than 25
points in the VantageScore, or a change from an

GIVE CREMIT WHERE CREDIT 15 DUE

“unscoreable” to a “scoreable” situation, should be
viewed as a significant change. Where along the score
range the change occurs is also important. For
instance, a consumer gaining 50 points and moving
from 900 to 950 may gain little in practical terms rela-
tive to a consumer also gaining 50 points but moving
From 630 to 700.

One would expect the reporting of utility and telecom-
munications data to increase the number of consumers
who could be scored by increasing the their trade
lines. However, there is no a priori reason to expect
that the reporting of urility or telecommunications
data will change a consumer’s existing eredit score in
‘one direction as opposed to another. Although a good
payment history on a larger number of trades will tend
to increase a consumer’s score, a poor payment history
on additional trades would most likely reduce it.
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Adding utility data to the consumer's credit report
decreases the proportion of consumers who cannot be
scored, from about 12 percent to 2 percent. However,
among consumers who could be scored without their
utility trade lines, the share whose score increased by
more than 25 points with the addition of the utility
trades (4.6 percent) was about the same as the share
whose score decreased by more than 25 points (5.2
percent). In fact, the inclusion of the utility data had
little or no significant effect on about 69 percent of

GIVE CREDIT WHERE CREDIT IS DUE

“The impact of adding utility
and telecommunications trades
is considerably greater for
thin-file consumers than for

the population at large.”

the sample, resulting in no change or changes less
than 10 points. It should be kept in mind that lenders
often place unscoreable consumers among the highest
risk. That is, a share of the 12 percent would be
treated as belonging to the lowest-risk tiers, given that
they have little on which to base their decisions.
(Some lenders of course will attempt to collect infor-
mation to get a better sense of the applicant’s risk, but
this track is far more costly.)
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Figure 3.3. Impact of Utilities and Telecommunications Trades on VantageScore
Consumers with Less than 3 Traditional Trades

Figure 3.3a Impact of Utility Trades
on VantageScore Change
(Consumers with Less than 3 Traditional Trades)

Figure 3.3¢ Impact of Utility Trades
on VantageScore
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Roughly comparable patters can be observed in the
sample of consumers with telecommunications data.
Again, the primary impact of including telecommuni-
cations data appears to be on the proportion of con-
sumers who cannot be scored, which drops from 17
percent to 1 percent. However, among the consumers
who could be scored without their telecommunications
data, the share who experienced an increase of more
than 25 points in their score (3.2 percent) was only
about one-half the proportion of consumers who expe-
rienced a decline (7.1 percent.) Although the number
significantly affected was higher than it was for the
utility data, telecommunications data had little or no
effect on the credit scores of about 63 percent of the

population.

Figure 3.3 presents comparable statistics for borrowers
with less than three traditional trades (or more pre-
cisely. less than three trades. excluding any telecom-
munications and utility accounts.) This segment
represents the population of most interest, as many of
these horrowers have difficulty accessing mainstream
credit. As expected, the impact of adding utility and
telec ications trades is considerably greater for
thin-file ¢ than for the population at large,
and the primary effect is to increase the percentage

of consumers who can be scored. For example,

adding utility data reduced the percentage of thin-file
consumers who could not be scored from about

65 percent to just 4 percent. The reporting of telecom-
munications data had an even greater effect, declining
from 68 percent to less than 1 percent. W

“The primary effect [of using alternative data] is to increase the
percentage of consumers who can be scored”

GIVE CREDIT WHERE CREDIT IS DUE 1
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IV. OBSERVED
DIFFERENCES IN
ACCESS TO CREDIT

All else equal, one would expect that the full reporting of utility and
telecommunications data would increase access to credit by reducing the propartion of
consumers with thin credit files and increasing the proportion of consumers who can be scored.
Although we the impact on consumers with a well-established eredit history is relatively modest, the

impact on consumers with less than three traditional trades was quite pronounced.

To estimate the potential impact of the utility and
telecommunications trades on the consumer’s access
to credit, we compare the actual experiences of con-
sumers in the analysis and validation files over a 12-
month period beginning April 1, 2005 and ending on
March 31, 2006. Because consumers in the validation
sample have no reported utility and telecommunica-
tions trades, they provide a convenient, although
imperfect “control” for assessing the potential effects
of full reporting.™

The results of this analysis are presented in Table 4.1.
In addition to comparing the proportion of consumers
who opened a new account within this period, we also
looked at other indicators of credit use, including the
average change in the consumer’s total outstanding
credit balance (ie., credit use) and the average change
in the consumer's aggregate credit limit. The first three
columns in Table 4.1 describe the results for the three
populations groups. The last three columns restrict the
analysis to thin-file consumers.
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Table 4.1. New Credit Accounts Opened February 2005 to January 2006

All Borrowers Thin-Fille (<3 Traditioual Trades)

Comsumers  Consumers Consumers  Consunsers

with Utility  with Telecom  Validation  with Utiliy  with Telecom  Validation

Trades (#1)  Trades (#2 e (#3)  Trades (#4] Trades (#5)  Sample (46
Pet with new accounts 50.92% 48.73% 220% 16.44% 16.42% 4.61%
Ave. no. trades opened 114 107 0.93 0.27 0.26 0.05
_ Total outstanding balance + 53936 + 51466 + S8489 +51972 + 5891 - 8402
_ Total available credit + 56973 83192 +512309  +52466  +S1094 - 3382
Sample size 6,211,323 504,481 3,785,681  1,036,3%6 113,240 1,030,357

Data Seurce: March 31, 2005 and March 31, 2006 Credit Files for Aalysis Sample

In general, widespread reporting of wtility and telecom-
ications data i access to credit.
Although the proportion of consumers who opened a
new account over the observation period was higher
for all consumers with a fully reported utility or
telecommunications trade, the impact was significantly
greater for thin-file borrowers. For example, only about
5 percent of thin-file borrowers in the validation sam-
ple (column 6) opened a new account between April 1,
2005, and March 31, 2006, compared with 16 percent X .
of thin-file cansumers who had either a reported utility Thin-file consumers with utl'lty

or telecommunications trade (columns 4 and 35,

respectively). and telecommunications data

Coimpared with thi e e ithait such increased their credit limits”
trades, those with a fully reported utility or telecom-
munications trades also experienced greater increases
in their use of and access to credit. In fact, thin-file
consumers with utility and telecommunications data
increased their credit limits by about $2,500 and
$1,100, respectively, over the 12-month period, while
thin-file consumers without such trades experienced a
small decline ($382). However, the pattern for all con-
sumers shows the opposite effects, with larger

i observed for in the validati

sample. B

GIVE CREDIT WHERE CREDIT IS DUE I
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V. IMPACT ON
SCORING MODELS

Another way to assess the probable outcome of full reporting is to

examine its impact on the reliability or ability to rank risk within the scoring models. In gen-

eral, reporting utility and telecommunications trades should affect consumers’ access to credit if the

additional information provided improves the ability of credit issuers to identify a good credit risk. As

shown in prior research, greater accuracy in estimating credit performance should lead to lower credit

costs for lenders, higher acceptance rates, or some combination of the two.” Moreover, if better per-

formance reflects better capacities of borrowers to pay, it limits over-indebtedness.

IMPACT ON PREDICTIVE
POWER

o examine these potential effects, we relied on
Tsercral commercial scoring models, including

the VantageScore model: a generic new account
maodel; two bankruptey models: and a mortgage screen-
ing model Although none of these models specifically
listinguishes telec ications or utility trades from
other types of accounts, the scores of each model will

be affected by the consumer’s performance on all
reported trade lines, including any utility or telecom-
munications accounts.

We began by scoring consumers in the analysis file
with and without their reported telecommunications
and utility trades. We then used the resulting scores to
rank consumers according to their predicted risk, and
compared the different rankings with consumers’ per-
formance over a 12-month period (April 1, 2005, to
March 31, 2006). The accuracy of the various scores

was summarized by their Kolmogorov-Smirmnoy (K-S)
statistic, a commonly used metric designed to capture
a models ability to distinguish between two different
groups, in this case, performing and nonperforming
accounts.” The K-S statistic ranges from 0 to 100,
with higher values signifying a greater ability to distin-
guish between good and poor eredit risks.

In calculating the KS statistics, we first assumed that
consumers who could not be scored would be treated
as a higher risk than consumers with the minimum
applicable score. In reality, however, some credit
issuers, primarily those lending for mortgages, would
attempt to validate the credit-worthiness of no-score
applicants by examining nontraditional sources of
credit. Our analysis, therefore, may oversimplify the
decision-making process of credit-issuers in some
instances, such as for mortgages, and overstate the
benefits that arise when consumers move from
unscareable to scoreable.
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Table 5.1. Impact of Utilities and Telecommunications Trades on K-§ Statistics: General Population Models

Consumers with Unility Trades Consumers with Telecom Trades
Including Excluding Including Excluding

Model Utilities (#1) Utilities (#2) Telecoms (#3) Telecoms (#4)
VantageScore 1.098 1.000 1.085 1.000
TransRisk new account 1,051 1.000 1.048 1.000
TransRisk bankruptcy 1.135 1.000 1.214 1.000
Bankruptcy model I1 1138 1.000 1.262 1000
Sample size 6,211,323 6,211,323 504,481 504,481

Data Seurce: March 31, 2005 and March 31, 2006 Credit Files for analysis sample.

With these caveats in mind, Table 5.1 shows the esti-
mated impact of adding the utility and telecommunica-
tions trades on the predictive power of the various
models (For reasons described below, the mortgage
maodel has been treated separately.) To protect the pro-
prietary nature of the models, the K-S statistics for
cach of the models has been scaled to equal 100 when
the utility and telecommunications trades are excluded
from the consumers’ credit files. Values above 100
when the utility or telecommunications trades are
included indicate a relative improvement in the
model's predictive power.

As shown Table 5.1, adding utility and telecommunica-
tions data increases the overall accuracy of the scoring
models by a significant amount.” For example, adding
the data to the VantageScore model increases its over-
all K-S statistic by 9.8 percent and 8.5 percent, respec-
tively. Results for the other general population models
are similar, ranging from a 5 percent inerease for the
second generic model to nearly a 14 percent increase
for the bankruptey scores in the utility sample and
increases of more than 20 percent for the hankruptey
scores in the telecommunications sample.

The improvement in the model's predictive power with
the addition of the utility and telecommunications
trades appears primarily to be driven by the greater
ability to score previously unscoreable consumers,
rather than to a better risk-ordering of those who can

GIVE CREDIT WHERE CREDIT IS DUE

be scored without the addition of the alternative data.
This is evident from comparing the results in Table 5.1
and 7, which are based on calculations from samples
composed of only those who can be scored with or
without the alternative data, and thus only captures
the reordering effect from the addition of the new
data. The greater [ift (that is, increase in the KS statis-
tic) in Table 5.1 when previously unscoreable con-
sumers are scored and moved out of the greatest risk
category. This reflects the fact that the average rate of
serious delinquencies among such ¢ is rela-
tively low compared with the scoreable consumers at
the bottom of the score distribution. Hence, these con-
sumers do not belong (as a group) in the highest-risk
category. For example, consumers who were unscore-
able without their utility trades had a delinquency rate
of 14 percent, which is only slightly greater than the
rate observed among consumers with scores in the 680
to 740 range of the VantageScore, and well below the
rates observed among consumers with lower scores
(whose delinquency rates ranged between 33 percent
and 60 percent).

As mentioned, also caleulated changes in the K-S sta-
tistic for samples of consumers who could be scored
with and without the alternative data. These calcula-
tions, thus, make no assumptions regarding how those
with no score should be classified, but they do exclude
those who would most benefit from the inclusion of
the alternative data. Nonetheless, it is useful to explore
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Table 5.2. Impact of Utilities and Telecommunications Trades on K-S Statistics: Excluding Unscoreables™

Consumers with Utiity Trades  Consumers with Telecom Trades |

Including Excluding Including Excluding
Model Utilities (#1) Utilities (#2) Telecoms (£3) Telecoms (#4)
VantageScore 1022 1.000 1.012 1.000
TransRisk New Account  1.025 1.000 1010 1.000
TransRisk Bankeuptey 1005 1.000 0.987 1.000
Bankruptey Model Il 1.008 1000 1003 1.000
Sample Size 5,439,844 5439844 421,915 421915

how the models’ performance is affected when includ-
ing alternative data for those who can be scored with-
out it. These results are shown in Table 5.2.

Table 5.2 makes it clear that for those who can already
be scored without the alternative data, we should
expect, on average, only a modest improvement in
score model performance (at least with current nonop-
timized models). This should be expected given that,
for instance, more than three-quarters of the con-
sumers in the utility subsample used had seven or
more traditional trade lines. Therefore, the addition of
another (alternative) trade line for the average con-
sumer should have little effect.

Because the purpose of the study is to determine
whether and how the addition of altemative data in
credit files can benefit those traditionally underserved
by the mainstream financial sector, we now look at
model performance for those with little or no tradi-
tional trade lines—the thin-file consumers.

As befare, we first treated those with no score as the
highest-risk consumers (they were placed at the bot-
tom of the score distribution). In the absence of the
utility and telecommunications data, only 36 percent
and 32 percent, respectively, of such consumers regis-
tered a score for the VantageScore model. With the
addition of the data, the number of no-scores declined
to a minimal amount, and the model’s ability to predict
the credit perf e of thin-file ¢

increased dramatically.

As shown in Table 5.3, the K-S statistic for
VantageScore model rose by more than a factor of 3
with the addition of the utility data and by more than a
factor of 4 with the addition of the telecommunica-
tions trades. The results for the other models are
roughly the same order of magnitude. These findings
underscore the eritical nature of such trades in evalu-
ating the credit perf ¢ of thin-file |

Table 5.4 shows the change in model performance
when scoring thin-file consumers who are scoreable
with and without utility and telecommunications
data, that is, when scoring consumers with ane or
two traditional trade lines, We see a larger average lift
with the addition of the alternative data for the thin-
file consumers than for the general sample results in
Table 5.2, reflecting the greater importance of addi-
tional trade lines to consumers (and those trying to
estimate their level of risk) with few trade lines.
Again, we should expect a lift from adding utility and
telecommunications data ta the credit files of the
thin-file consumers when the scoring models are

optimized for such data,
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Table 5.3. Impact of Utilities and Telecommunications Trades on K-S Statistics:

Thin-File Borrowers Only
Consumers with Utility Trades Consumers with Telecom Trades
Including T P Exchding
Model Utilities (#1) Utilities (#2) Telecoms (#3) Telecoms (#4)
VantageScore 3.294 1.000 4.281 1.000
TransRisk New Account 2,932 1.000 4.993 1.000
TransRisk Bankruptey 3358 1.000 5,297 1.000
Bankruptey Model 11 3.595 1.000 6.783 1.000
Sample Size 1,280,353 1,280,553 137,256 137,256

Data Sanrce: March 31, 2005 and March 31, 2006 Credit Files for Avalyss Sample

Table 5.4. Impact of Utilities and Telecommunications Trades on K-8 Statistics:
Thin-File Borrowers Only, Excluding Unscoreables

Consumers with Utility Trades Consumers with Telecom Trades
ineliding R VLR AL

Model Utilities (#1) Utilities (#2) Telecoms (#3) Telecoms (#4)
VantageScore 1.078 1.000 1.021 1.000
TransRisk New Account  1.061 1.000 1.024 1.000
TransRisk Bankruptcy 1.035 1.000 0.978 1.000
Bankruptey Model 11 1.050 1.000 0.971 1.000
Sample Size™ 369,903 369,903 36,506 36,506

These findings are consistent with what one would MORTGAGE

expect with the addition of alternative data; namely,

that (1) the largest impact would be for those who SCREENIN G M 0 DEL
become scoreable after adding the new data; (2) thin-

file consumers who were scoreable without the new

data would experience a smaller, but noticeable, Ithough the results are quite robust for the
impact; and (3) consumers with thick files would see generic scoring models, applying the same
relatively little change. pproach to the mortgag ing models

LI, g

proved p Rag g mod-
els are designed to predict the incidence of 60+ days
mortgage delinguencies, the samples we used to esti-
mate the K-S statistics were limited to consumers with

mortgage trades at the beginning of the performance

GIVE CREDIT WHERE CREDIT IS DUE ki



period. Not surprisingly, all of the ¢ in these
subsamples had at least one established traditional
trade (their mortgage), and the great majority had
thick credit files. For example, 95.6 percent of mort-
gage holders in the utility sample had seven or more
traditional trades (i.e., excluding utility trades), com-
pared with 70.5 percent in an overall sample of con-
sumers, Likewise, fewer than 1 percent of mortgage
holders in the utility sample had thin credit files com-
pared with about 17 percent in the overall sample.

Given that including utility and telecommunications
data had relatively little impact on a model's ability to
predict the performance of thick-file horrowers, it is
therefore not surprising that these data had relatively
little impact on the K-S of the mortgag
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ADDITIONAL RESULTS
ON THE PREDICTIVE
POWER OF ALTERNATIVE
DATA

‘e would expect that alternative payment data
i ; ‘ f would contain some information useful in
predicting future payment outcomes. If an
individual has been making his or her utility or telecom-
munications payments on time for a period of time, we
would expect they would be more likely to make timely
P ({in the present and the future) on a variety of

screening models, on the basis of the observed perform-
ance of consumers with morigages. In fact, the addition
of the utility data led to a 0.4 percent decline in the K-
§ statistic of 2 mortgage screening model designed for
homeb while the telec ications data led to
0.9 percent decline.”

To gain a better understanding about how utility and
telecommunications data could enhance a mortgage
lender's ability to identify credit-worthy borrowers, we
recaleulated the K-S statisties for the mortgage screen-
ing models using an alternative performance measure:
the incidence of any 90+ day delinquency. We based
this analysis on the entire sample of consumers,
whether or not they had a mortgage trade, The results
of this analysis were similar to the generic scoring
models. In particular, we found that utility and
telecommunications data increased the K-S statistics
of the homebuyers model by 13.4 percent and 3.2 per-
cent, respectively. Although these results should be

i gage models are specifi-
cally designed to predict mortgage performance not
performance across all trades—they nevertheless sug-
gest that the improvements observed for the generic
eredit models are likely to apply to models specifically

preted with caution:

designed for mortgage loans.

their obligations compared with someone who had fallen
hehind on payments. That we see a rise in the K-S statis-
tic in the overall samples or in the thin-file samples. and
including or excluding the unscoreable populations,
paints to this. In addition, and more simply, we could
look at the correlations between a serious delinquency
on an alternative trade and a serious delinquency on a
traditional trade.

Specifically, using the sample of consumers with utility
trade lines who also had traditional trade lines, we cal-
culated the correlation b a serious delinquency
(90+ days) on a utility trade and on a traditional trade
line between March 2004 and March 2005. We simi-
larly calculated serious delinquencies for telecommuni-
cations trade lines. The respective correlations were
.288 and .292 and, not surprisingly given the very large
sample sizes, they were statistically significant.” The
results indicate that a serious delinquency on either a
utility or telecommunications trade is weakly to moder-

ately correlated with a serious delinquency on a tradi-
tional trade. These results refute any notion that utility
and telecommunications payments are unrelated to
traditional payments. The correlation does not, how-
ever, explain whether alternative payments are a good
predictor of future payments.
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Table 5.5. Regr Results, Dependent Variable: Whether a Consumer Had a Serious Delinquency
on Any Trade During March 2005 and March 2006 (Standard Ervors in Parentheses)
Consumers with Utility Consumers with Telecom
and Traditional Trades and Traditional Trades
Variables (#1) (#2) (#3) (#4)
Constant 082 106 110 130
oo (0002 ) (0006
| Whether a Traditional (90+ DPD)
Delinquency, March 04-March 05 412 0511 A4 0485
1.0004) {0004] {0014} (.0014]
Whether a Utility (90+ DPD)
Delinquency, March 04-March 05 Al0
(0005
Whether a Telecom (90+ DPD)
Delinquency, March 04-March 05 247
(oo}
R-Squared 0.3009 0.2136 0.2506 0.2143
Sample Size 5,631,146 5,631,146 436,140 436,140

The correlation between having a serious delinquency
on a utility trade during March 2004 and March 2005
and having such a delinquency on any trade the follow-

The results in Table 5.5 indicate that with the addi-
tion of the utility data, the predictive power or good-
ness of fit of this admittedly crude model rises by 40%

ing year is 0.42. Sucha ¢ for tel 2
tions delinquencies during is 0.32. The correlation for
delinquencies on a traditional trade is 0.46. The corre-
lation b ac ’s serious deli y and

as 1 by the R-squared. With the addition
of the telecommunications data, the goodness of fit
of the model rises by 17% also as measured by the
R- 'l

serious delinquencies on a traditional trade, a utility
trade, or a telecommunications trade are quite similar,

It could be the case that the predictive information
alterative trades embody is already captured in the
information from traditional trades, and therefore
adding such alternative trades to traditional trades may
not add any predictive power. To test this, we ran
regressions to determine whether adding alternative
trade information would improve predictability

GIVE CREDIT WHERE CREDIT IS DUE
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OF course, this is anly suggestive of how the addition
of utility and telecommunications payment informa-
tion would affect model fit in a reoptimized commer-
cial-grade scoring model. A commercial model would
be more sophisticated, take into account much more
detailed information, and do a much better job of
predicting. Nonetheless, it appears that utility and
telecommunications payment data contain informa-
tion that could be useful in predicting future pay-
ment outcomes.

kil



IMPACT ON
DELINQUENCY AND

ACCEPTANCE RATES
n a competitive market, consumers could benefit
I from an increase in the accuracy of scoring models
in two different ways. On the one hand, credit
issuers could increase their acceptance rates and heep
the rates that they charge the same. Increasing their
acceptance rate without increasing rates and fees is
possible because the default rate associated with a
given aceeptance rate will necessarily decline with an
improvement in the model’s predictive power.
Alternatively, lenders could maintain their existing
acceptance rates but lower their rates and fees. Again,
a price reduction would be possible because the
default rate that is associated with a given acceptance
rate will decline with improvements in the model's pre-
dictive power. In short, the trade-off between the size

of the lender’s market and the performance of their
portfolios becomes less steep.
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Although it is difficult to predict the market outcome,
the types of trade-offs that credit issuers face with full
porting of utility and telec ications trades are
illustrated in Tables 5.6 and 5.7, Although the data in
the tables are based on the VantageScore model,
results for the other models are generally similar and
are presented in Appendix B. As before, we have
assumed that lenders would put consumers who can-
not be scored in the highest-risk category.” This
assumes that the unscoreable population is essentially
excluded from consideration (given that they are put at
the bottom of the risk distribution) but nonetheless
count as potential borrowers/consumers (their pres-

ence is felt in the numerator of the acceptance rate).

Table 5.6 shows how the performance associated with
a given acceptance rate could improve with the addi-
tion of utility and telecommunications data.” For
example, suppose that a credit issuer wished to main-
tain an acceptance rate of about 50 percent, a rate
that is more or less in line with the current acceptance
rates among credit card issuers. With this target
aceeptance rate, serious delinquencies would fall by
about 22 percent (from 2.3 to 1.8 percent) with the

Table 5.6. Serious Deling

ies by Target A

<

Rates: VantageScore Model

Consumers with Utility

Consumers with Telecom-

Trades Telecommunications Trades

Including Excluding Including Excluding
Utilities Utilities Telecoms- Telecoms-

Acceptance Rate (#1) (£2) Telecommunications Telecommunications

30% 0.90% 1.10% 1.10% 1.30%

40% 1.20% 1.50% 1.70% 2.20%

50% 1.80% 2.30% 3.30% 4.60%

60% 3.00% 4.20% 740% 10.10%

70% 5.40% 8.10% 12.40% 16.20%

80% 9.50% 13.80% 15.90% 20906

90% 13.80% 17.70% 18.20% 21.60%

0 POLITICAL AND ECOXOMIC RESEARCH COUNCIL + THE BRODKINGS 1NSTITUTION URBAX MARKLTS INITIATIVE



127

addition of wtility data, and by about 28 percent (from
4.6 to 3.3 percent) with the full reporting of telecom-
munications accounts. In a highly competitive market,
the savings associated with these declines would ulti-
mately be passed through to consumers in the form of
lower rates.

Table 5.7 takes the opposite perspective, and shows
what would happen to acceptance rates if issuers
wished to maintain their current level of risk (as meas-
ured by the incidence of serious delinquencies) and
expand their business base. For example, acceptance
rates could rise from 54.9 to 60.4 percent with the
addition of utility data using a targeted delinquency
rate of about 3 percent—the approximate average for
credit cards. With the addition of the telecommunica-
tions data, acceptance rates could rise from about 44.9
ta 49.0 percent without increasing projected losses.

As noted earlier, many credit issuers attempt to create
alternative credit histories for thin-file borrowers by
turning to non-traditional credit sources. As a result,
the findings presented in Tables 5.3 and 5.4 may tend
to overestimate the actual impact on acceptance rates,

but they may do so only slightly. Nevertheless, our
analysis clearly illustrates the potential impact of such
reporting, and the value it can bring to underserved
markets. B

Table 5.7. Acceptance Rates by Targeted Delinquency Rates:
VantageScore Model
Consumers with Utility Consumers with Telecom
Trades Trades
Delinquency Rate % Uilities (#1) Utilities (#2) Telecoms (#1)  Telecoms (#2)
2 524 47.2 434 388
3 604 549 4.0 449
4 654 59.6 526 484
5 69.1 63.1 553 51.0
6 720 65.7 574 533
i 745 67.9 59.4 550

GIVE CREDIT WHERE CREDIT IS DUE
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VI. DEMOGRAPHIC
IMPACTS

Figure 6.1 shows how changes in acceptance rates would vary across
different demographic groups™ assuming that the risk tolerance of lenders remains the
same. To simplify the presentation, we again present our results for just one model—the VantageScore

model— and use a “targeted” delinquency rate (3 percent) that approximates the average for credit

cards. However, as before, the results are much the same when other models or risk cut-offs are used.”

In general, minorities, lower-income groups, and
vounger (18 to 23 years old) and older (66+ years)
consumers are most affected by the addition of utility
and telecommunications data. Again, although the
results are roughly similar for the wtility and telecom-
munications trades, the largest impact is associated
with the addition of the utility data. The addition of
the utility trades would increase acceptance rates for
both black and Hispanic borrowers by about 21 per-
cent, more than twice the increase observed for whites
(see Figure 6.1a). Likewise, acceptance rates would
rise by about 25 percent for consumers earning less
than $20,000 per year (see Figure 6.1b), by about

13 percent for consumers under the age of 25, and by
14 percent for those over age 63 (see Figure 6.1¢). We
were curious whether the 65+ group was evidence of
“widow effect,” where a widow is left with little credit
history because bills had been in her hushand's name.
We did not, however, find any difference by gender.
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Figure 6.1, Impact on Accept:

Rates by D
(assumes 3 percent serious delinquency rate)

i
P

Group:

Figure 6.1a Consumers by Race with Utility Trades

Figure 6.1c Consumers by Age with Utility and Telecom Trades
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Table 6.2, Reported Trades by Borrower Characteristics
Consumers with Uty Tades __ Consumerswith Tekecom Trades |
< Mean Utilities as < Mean Telecoms as
traditional Number Percent of traditional Number Percent of
trades (%) of Trades  Total Trades trades of Trades Total Trades
All 17% 17.32 9% 3% 15.04 7%
Race
Asian 2% 17.02 8% 18% 17.54 b
Black 28% 12.46 1% 48% 791 13%
Hispanic 32% 13.24 1% 0% 10,16 1%
Other 16% 18.12 9% 20% 16.21 i3
White 14% 18.35 9% 19% 16.21 %
Gender
F 14% 18.19 9% 2% 15.33 7%
M 12% 18.44 9% 16% 16.74 7%
Age _ |
18-25 1% 1111 13% 36% 888 12%
26-35 10% 19.19 9% 18% 16.29 %
36-45 9% 2157 8% 13% 18.85 6%
46-55 9% 20.81 8% 12% 19.21 6%
56-65 8% 20.19 8% 10% 19.39 6%
b6+ 18% 13.83 1% 18% 1325 8%
Income .
<520,000 3% 11.01 14% 38% 9.13 12%
$20000-29999  20% 13.92 1% 4% 12.49 9%
$30,000-549,999 13% 16.88 9% 16% 1551 7%
$50,000-599,999 7% 20.89 8% 8% 2054 5%
$100,000+ 4% 2422 7% 4% 2424 5%

“Minorities, lower-income consumers, and the young and the old
are more likely to be thin-file borrowers.”
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Renters, who presumably are less in the financial
mainstream than homeowners, saw their acceptance
increase at nearly twice rate as homeowners with the
addition of the utility data. Renters may also find
improving their credit files particularly important if
they hope to become eventual homeowners.

Finally, language preference reveals that those who
prefer Spanish as their primary language experience a
27 percent increase in their acceptance with the addi-
tion of the alternative data. This is probably a better
measure than ethnicity of the underserved immigrant
population from Latin America. Although similar pat-
terns for all conditions are observed for the telecom-
munications data, the estimated impact were not as

large.

Differences in the estimated impact on different demo-
graphic groups reflect differences in their underlying
credit profiles. As shown in Table 6.2, minorities,
lower-income consumers, and the young and the old
are more likely to be thin-file borrowers. As a result,
the addition of utility and telecommunications trades
to their credit records will have a larger effect on their
overall credit profiles,
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VII. SUMMARY AND
POLICY IMPLICATIONS

The results of our analysis lend strong support to the suggestion that the sys-

tematic reporting of telecommunications and utility trades would benefit consumers and increase their

access 1o low-cost credit. Assuming that our sample is reasonably representative of all consumers with

such trades, the impact is likely to be large.

The primary effect of fully reporting energy utility

and telecommunications data appears to be on the
number of consumers who could be scored. Based

on the tri-hureau VantageScore model, the percentage
of unscoreable consumers would decline from 13 per-
cent to 2 percent when adding utility data, Likewise,
adding telecommunications data reduces the number
of unscoreable consumers from about 17 percent to

1 percent.

ENCOURAGING
ALTERNATIVE DATA

REPORTING
n our view, these findings provide a strong public

:[policy rationale for encouraging the full reporting
of utility and telecommunications payment data to

porting agencies. The net result of Full

Scoring models and credit scores are relatively unaf-
fected by additional information on utility and
telec ications trades for ¢ who can be

scored without them. In other words, for consumers
with a relatively thick credit files, the addition of these
trade lines has little, if any, effect—either positive or
negative—on their credit scores or their access to
credit. As a result, it seems safe to assert that relatively
few consumers would be harmed by the full

reporting should be positive for consumers and busi-
ness alike. Thin-file consumers would stand to gain by
having a more accurate assessment of their credit-wor-
thiness, and credit issuers would stand to gain by
enhancing their ability to expand their markets without
a concurrent increase in risk.

s ]

of such data.

In contrast, the impact on otherwise unscoreable con-
sumers would be significant. For example, based on
the V; maodel, we that overall
acceptance rates could rise by as much as 10 percent
with the full reporting of utility and telecommunica-
tions trades. Significantly larger gains would go to
minorities, low-income groups, and consumers at the
two extremes of the age continuum—the relatively
voung (18 to 25 years) and the relatively old {over 65).

<,
5

PERC surveyed the of the National
Association of Regulated Utility
{NARUCY) in 2003, and identified four states where
the transfer of customer data to third parties was
statutorily prohibited. Although these laws were writ-
ten with other concerns in mind—in most cases they
are privacy rules—they clearly preclude sharing cus-
tomer data with consumer reporting agencies (CRAs).
We believe that lawmakers in those states should care-
fully review those laws in light of the findings reported
here. Any privacy concerns should be carefully

ighed against the d d social and economic

i
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benefits. Specifically, we encourage state lawmakers in
those few states to carve out an exemption in existing
law for reporting payment data—not detailed account
information such as customer proprietary network
information or CPNI—to accredited consumer report-
ing agencies.

The NARUC survey identified regulatory uncertainty
as the primary policy barrier to sharing energy utility
and telecommunications data with CRAs. Given that
the majority of states have no law on the books either
precluding or permitting data sharing with CRAs, and
given an environment of heightened sensitivity to data
privacy and data security concerns, regulators are
unwilling to provide energy utility and telecommunica-
tions firms with explicit permission (especially written
permission) to share customer payment data with
CRAs. In fact, in some cases, despite the absence of a

GIVE CREDIT WHERE CREDIT IS DUE

statutory prohibition, some regulators have told inquir-
ing energy utility and telecommunications firms that
they were not permitted to share customer payment
data with CRAs. In these states, we advocate the pas-
sage of a law clearly permitting the sharing of cus-
tomer data with CRAs.

PRESERVE VOLUNTARY
REPORTING

n considering data-sharing legislation, it
is important to preserve the valuntary
nature of the national credit reporting sys-

tem. Mandating the reporting of energy wility,
telecommunications, or other alternative data will
result in a radical and disruptive paradigm change to
the world's most successful credit reporting regime.
The decision of any energy or telecommunications
providers to become a “full file reporter” must ulti-
mately be driven by a combination of each firm’s self-
interest (in reducing account delinquencies)™ and by
the understanding that doing so helps to promote
access to mainstream credit markets for previously
underserved groups.

Interestingly, for years, energy utility and telecommu-
nications firms have been major consumers of eredit
reports from the big three national eredit bureaus.
Most of these firms, however, either report only nega-
tive information (delinquencies, defaults, and collec-
tions), or do not report at all. Such an imbalance in
using pay history inf but not ib
ing to it, is particularly costly to those consumers who
have no traditional payment histories, given that they
will be building no positive payment histories by using
the utility or telecommunications services, and they
will likely be charged a relatively high deposit because
they have no payment history. For some uses of con-
sumer credit files, such as for marketing and pre-
sereening lists, there is a principle of reciprocity, where
companies wishing to use the information must have
contributed to it. But these benefits may hold litle




value to entities, such as utilities, that provide senices
typically considered necessities and often face little or
no competition.

Nonetheless, as the value of consumer payment data
from nontraditional sources becomes more evident,
efficient market responses may emerge by data aggre-
gators and credit bureaus to bring the nontraditional
data online. As potential furnishers of nontraditional
data realize how providing payment data not only helps
their bottom line, but also their customers, they will
likely become more i l in supplyi
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REPORTING ENHANCES
DEVELOPMENT OF
COMMUNITIES

and unscoreable population confirmed beliefs

about the characteristics of this group. It is
composed largely of members of ethnic minorities,
many of whom are economically disadvantaged and are
recent immigrants. Many of these individuals reside in

“d i ing markets"—urban markets and

The sociodemographic analysis of the thin-file

data. However, these market responses can happen
when statutory prohibitions are 1 or ded,
and more imj when regulatory and legislati
uncertainties surrounding the transfer of such data
are cleared up:

Without sufficient credit

history, it is impossible to
begin the process of asset
building and wealth creation.

poorer, industrial and rural areas, For those living in
such areas, the ability to improve one’s life often
depends on access to credit. Without sufficient eredit
history, it is imp to purchase a car for traveli
to work, to secure a student loan for the college of

choice, to secure a home mortgage loan or a small
business loan to begin the process of asset building
and wealth creation.

A recent study analyzed credit scores, eredit use, and
delinquency patterns for low- to moderate-income
individuals (LMIs) for 50 metropolitan areas.” Key
findings from this analysis of more than 14 million
partial credit files during a one-year period indicate
high variance across metropolitan areas in credit use,
score distribution, and credit management. Most rele-
vant for this study was the finding that the portion of
borrowers with extremely weak credit scores (scores
lower than 75 percent of the total population) was
considerably higher in urban markets than the national
average. For low- to moderate-income persons in urban
areas, nearly 41 percent have credit scores in the bot-
tom quarter for the nation, Given the concentration of
LMI households in most urban areas, and the preva-
lence of automated underwriting among mainstream
lenders, this translates to a substantial barrier to
accessing affordable capital to build assets in these
urhan markets.
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The results from this study offer great promise for

community development in d ging mar-
kets, especially in urban areas, Not only are the credit
scores of a majority of thin-file and unscoreable
Americans improved by using alternative data, but
credit access for LM borrowers is dramatically
improved. Thin-file borrowers with one or more alter-
native trade lines in their credit files accessed capital
at four times the rate of thin-file borrowers without
any alternative trade lines. In short, preliminary evi-
dence strongly suggests that using alternative data in
consumer credit reports makes a difference in credit
access and fairness in lending. Enhanced access to
affordable, mainstream credit—albeit just one part of
the solution—can greatly assist with the economic
development of urban markets.

GIVE CREDIT WHERE CREDIT IS DUE

Given the size of this population, and its risk profile
when alternative data are considered, in an environ-
ment of penasive alternative data reporting everything
changes. First, if—and this is a big if—alternative data
are reported in sufficient quantity in the near term
{currently, a small but growing minarity of energy util-
ity and telecommunications firms fully report customer
payment data to one or more credit bureaus), then
credit bureaus, analytics firms, and lenders will have
the data necessary to build new alternative scoring
models or optimize eisting scoring models. In short,
lenders will have the tools to process the newly avail-
able information to make credit decisions. Empowered
with new tools and information, lenders can profitably
expand into previously overlooked markets—markets
that may even become competitive.

Perhaps most important, millions of credit-worthy bor-
rowers in urban areas whao previously had to rely on
check-cashing, payday lenders, or other predatory
lenders can gain access to affordable mainstream
credit. The miracle of instant credit can palpably affect
the lives and life chances of millions, making possible
the dream of homeownership and the ability to secure
a secure a small business loan to launch a new enter-
prise, two avenues for asset-building. In an environ-
ment of pervasive alternative data reporting, the
landscape of consumer banking in urban areas should
fundamentally change to the benefit of those who live
there. This, in turn, can have deep and systematic
affects on community develop and asset-building,
lting in i ity and quality of life. B
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VIII. FUTURE
RESEARCH
DIRECTIONS

Evidence presented in this study supports the use of alternative data
as one means to help bridge the credit information gap for millions of thin-file and unscoreable
Americans. Although alternative data can be held out as a promising potential solution to the problem

of too little credit information, it is not an easy solution.

First, there is a chicken-and-egg quality to alternative
data. That is, consumer reporting agencics are not
actively exhorting energy utility and telecommunica-
tions firms to fully report data because their major
clients—large financial institutions—are not demand-
ing alternative data and alternative scoring models.
Lenders are not demanding alterative data and alter-
native scoring models because so little alternative data
is fully reported. By one estimate, just under 5 per-
cent of all credit files have one or more alternative
trade lines, and alternative data composes less than

1 percent of all trade lines in a major credit bureau’s

database.

There does appear to be interest in using alternative
payment data in the market, One example is Payment
Reporting Builds Credit (PRBC), which uses self-
reprted (but verified) alternative payment informa-
tion, thus sidestepping legal and regulatory barriers
and accessing payment information not in standard
credit reports. However, the advantage of this model
(selF-reported data) also likely limits its impact in
bringing useful alternative data online.” Fair lsaac’s
Expansion Score and First American’s Anthem model
are scoring models specilically designed to use alterna-
tive payment data. These two models rely on data from
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niche aggregators, and remain somewhat of a black
box. However, that a small number of important
lenders are beginning to use them in credit decision
suggests that a demand for alternative scoring models
exists. Demand will likely grow as more alternative
data come online, For instance, while the reporting of
utility and telecommunications payments is Far from
pervasive, the TransUnion database nonetheless had
more than 8 million consumer files with at least one
alternative payment reported for at least a year as of
March 2005, making this study possible.

It is clear, however, that much more needs to be done
to jump-start a cycle of alternative data use and report-
ing, leading to its broad use. Data furnishers—in this
case utility and telecommunications companies—must
be convinced that reporting data to CRAs, and assum-
ing Fair Credit Reporting Act data furnisher obliga-
tions, is in their best interest. Aneedotal evidence
suggests that fully reporting customer data to credit
bureaus, and consistently communicating the benefits
of reporting to customers, can lead to a dramatic
reduction in delinquencies and charge-offs, At a 2005
Brookings Urban Markets Initiative roundtable on
alternative data and credit scoring. WE Energies and
Verizon stated that fully reporting customer data,
directly or in part, led to a substantial reduction in
delinquencies.” Similarly, Nicor Gas reported a 20 per-
cent reduction in delinquencies one year after it began
fully reporting customer data to TransUnion.”

A systematic survey of energy utility and telecommuni-
cations firms on their experience reporting data to con-
sumer reporting agencies could identify hurdles to
reporting. From a policy perspective, the results of
such a survey and analysis could serve as the basis for
a national outreach program to expedite an environ-
ment in which alternative data are pervasively
reported. Such an outcome could go a long way toward
helping untold millions of thin-file and unscoreable
Americans build assets and create wealth in a sustain-
able fashion. W

GIVE CREDIT WHERE CREDIT IS DUE

Data furnishers—in this case
utility and telecommunications
companies—must be convinced
that reporting data to credit
reporting agencies, assuming
Fair Credit Reporting Act
guidelines, is in their best
interest.

41
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APPENDIX A. SAMPLE
CHARACTERISTICS

This appendix compares the characteristics of the analysis file with
the characteristics of the validation sample. Teble Al compares the demographic
characteristics of the consumers in each sample, Table A2 compares their credit profiles excluding their
utility and telecommunications trades. Table A3 presents the distribution of the samples by state. In

presenting the statistics on the analysis file, consumers with utility trades are distinguished from those

with telecommunications trades. Although there is a small overlap between the two groups, they are

essentially separate groups and have been treated as such throughout this report.

DEMOGRAPHIC DIFFERENCES

Table A1 compares the samples based on the race,
gender, age and income of the consumer. In general,
the three population groups look remarkably similar.
While consumers with telecommunications trades tend
to have somewhat lower incomes and a higher propor-
tion of males compared to validation sample, their
other characteristics are about the same. Likewise,
consumers with utility trades tend to have a higher
proportion of males, a lower proportion of Hispanics
and a higher proportion of blacks than the population
at large (as measured by the validation sample), but
again, these differences are not pronounced.

CREDIT DIFFERENCES

Table A2 compares the characteristics of the samples
on the basis of credit profiles of consumers. In making
these comparisons, we removed the utility and
telecommunications trade lines from the credit reports

of consumers contained in the analysis file. Removing
these trade lines enabled us to compare the different
samples on an “apples to apples” hasis, and assess the
extent to our analysis file is representative of the
broader population of consumers in terms of their
underlying credit profiles.

Again, the three population groups look fairly similar,
although some different differences can be observed.
In general, consumers with either a utility or telecom-
munications trades have somewhat stronger credit
profiles than the general population as measured by
their total number of trades (excluding utilities and
telecommunications) as well as their credit scores.
Although the differences are relatively modest for
consumers with telecommunications trades, they are

more p | for with a reported util-
ity. This pattern is not surprising given that the latter
primarily reflect household heads or individuals living
on their own.
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Appendix Table AL Distribution of Samples by Demographic Characteristics
Consumers with Consumers with Validation
Uility Trades (%) Telecommunications Trades (%) Sample (%)
Race
Asian 3.6% 1.7% 42%
Black 85 58 63
Hispanic 89 117 12,1
Other 11.9 10.2 95
White 67.1 70.6 68.0
Total 100.0 100.0 100.0
-_Ge_n-der
F 0.8 46.8 50.4
M 59.2 53.2 49.6
Total 100.0 100.0 100.0
Age
18-25 1.7 23 26
26-35 155 16.8 14.3
36-45 234 244 213
46-55 M5 24.1 253
36-63 16.1 15.3 172
66+ 18.8 17.1 19.1
Total 1000, 1000 1000,
Income
<520,000 17.8 25.3 18.6
$20,000-529,999 9.0 115 10.1
$30,000-549,999 18,9 203 200
$50,000-599,999 36.5 30.7 34.0
$100,000+ 17.8 12.3 173
Total 100.0 100.0 100.0
Sample Size 7,519,020 590,795 3,985,525

GEOGRAPHIC DIFFERENCES

Table A3 presents the distribution of the three popula-
tion groups by state, As expected, the samples are not
representative in terms of their geographic location.
Consumers with utility trades are concentrated in
Illinois (44 percent}, Pennsylvania (16 percent) and
Wiscansin (24 percent.) The telecommunications sam-
ple is also primarily in Pennsylvania (69 percent) and
Texas (13 percent).

GIVE CREDIT WHERE CREDIT IS DUE 43
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Appendix Table A2, Distribution of Samples by Credit Profiles of Consumer:
Excluding All Utility and Telecommunications Trades

Consumers with Consumers with \alidation

Utility Trades (¢ Telecommunications Trades (%) Sample
% Distribution by No.
of Traditional Trades
0 9.6 140 13.1
1 4.0 49 13.9
2 34 4.1 20
3 32 37 ER]
4 31 3.5 34
5 31 33 32
6 31 3.2 0
T+ 70.5 63.3 339
All Consumers 100 100 100
% Distribution by VantageScore*
851+ 273 219 206
801-850 10.6 8.0 9.4
T41-800 101 7.7 11.2
681-740 10.9 8.6 123
621-680 9.5 94 94
561-620 10.1 129 9.0
501-360 87 14.6 6.7
No Score 12.6 16.9 214
All Consumers 100 100 100
Sample Size 7,519,020 590,795 3,985,522

a The scone was obtained by removiug the wibity and tel ications trades froms h cedit files
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APPENDIX B.
DETAILED
MODEL RESULTS

Appendix Table B1. Serious Delinquencies by Target Accep Rates; VantageScore, Excluding U bl
Consumers with Usility Consumers with Telecom
Trades Trades
Including Excluding Including Excluding
Utilities Utilities Telecom Telecom
Acceptance Rate (£1) (%) (#2) (%) (#1) (%) (#2) (%)
30 0.9 1.0 0.9 1.1
40 1.1 1.3 1.3 1.3
50 135 1.7 22 24
60 24 2.7 44 47
70 42 43 9.1 9.1
80 78 8.1 147 145
90 129 131 18.9 18.8
Source: PERC
Appendix Table B2, Accep Rates by Targeted Deling; Rates: VantageS Excluding U bl
Consumers with Utility Consumers with Telecom
Trades Trades
Including Excluding Including Excluding
Utilities Usillties Telecom Telecom
Acceptance Rate (#1) (%) (#2) (%) (#1) (%) (#2) (%)
2 56.6 539 483 46.4
3 64.4 62.7 54.8 53.7
4 69.5 68.1 588 57.8
5 729 720 618 61.0
6 759 75.0 64.2 63.7
7 783 775 66.3 65.8
Source: PERC
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Appendix Table B3. Serious Deli ies by Target Acceptance Rates: TransRisk New Account Model
Consumers with Utility Consumers with Telecom
Trades Trades
Excluding Excluding
Rate (% All Trade (%) Utility Trades All Trades (%) Telecom Trades
All
30 0.9 L1 1.2 13
40 1.2 1.5 1.8 21
50 19 23 38 4.6
60 35 4.1 79 10.1
70 59 7.9 108 159
80 95 13.2 148 205
90 13.7 17.6 17.9 219
Excluding Unscoreables
30 0.9 1.0 1.0 L1
40 L1 13 1.3 15
50 15 1.8 22 25
60 24 27 4.9 50
70 44 4.7 9.7 9.7
80 82 84 148 147
90 13.1 132 193 19.0
Saurce: PERC

Appendix Table B4. Accep

Rates by Targeted Deling

v Rates: TransRisk New Account Model

Consumers with Utility Cansumers with Telecom
Trades Trades
Excluding Excluding
Delingquency Rate All Trade Uitility Trades All Trades Telecom Trades
All
2 50.7 47.2 412 388
3 57.3 35.0 459 4.7
4 62,5 59.7 50.6 484
5 66.4 62.9 335 50.8
6 70.6 65.8 560 53.0
7 73.3 68.1 58.1 54.8
Excluding Unscoreables
2 56.8 53.2 485 45.7
3 64.0 61.9 54.1 52.7
4 68.5 67.2 377 57.1
5 716 70.8 60.1 59.9
6 745 740 62.6 625
7 770 76,5 646 64.7
Sonrce: FERC

GIVE CREDIT WHERE CREDIT IS DUE
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Appendix Table B5. Bankruptcies by Target Acceptance Rates: TransRisk Bankruptcy Model

Consumers with Utility Consumers with Telecom
Trades Trades
Excluding Excluding
Acceptance Rate (%) All Trades (%) Utility Trades (%) All Trades (%) Telecom Trades (%)
30 0.07 0.06 0.07 0.07
40 0.07 0.06 0.07 0.11
50 0.08 0.09 0.14 0.25
60 0.12 0.19 0.25 0.52
70 0.21 0.38 0.41 0.83
80 0.38 0.74 0.60 144
90 0.69 1.28 1.02 1.76
Excluding Unscoreables
30 0.06 0.06 0.06 0.07
40 0.06 0.06 0.06 0.07
50 0.07 0.07 0.12 0.13
60 0.11 0.11 0.28 0.27
70 021 022 0.52 0.30
80 0.41 041 0.75 0.75
90 0.70 074 L17 118

Source: PERC

Appendix Table B6. Acceptance Rates by Targeted Bankruptcy Rates: TransRisk Bankruptcy Model

Consumers with Utility Consumers with Telecom
Trades Trades
Excluding Excluding
Bankruptey Rate (%) All Trade (%) Utility Trades (%) All Trades (%) Telecom Trades (%)
025 727 63.9 60.6 50.0
050 85.0 743 744 59.1
075 90.9 80.0 84.5 67.6
1.00 96.3 844 88.7 73.1
Excluding Unscoreables
025 721 719 583 589
0.50 83.7 835 68.8 69.7
0.75 90.3 90.0 795 79.7
1.00 94.8 94.9 86.0 86.2

Source: PERC
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Appendix Table B7. Bankruptcy Rates by Target Acceptance Rates: Bankruptey Model 11
Consumers with Utility Consumers with Telecom
Trades Trades
Excluding Excluding
Acceptance Rate (%) All Trades (%) Utility Trades (%) Al Trades (%) Telecoms Trades (%)
30 0.03 0.03 0.04 0.05
40 0.06 0.06 0.07 0.12
50 0.08 0.11 0.12 0.25
60 0.14 021 022 0.47
70 0.23 0.39 0.37 0.76
80 0.40 0.69 0.56 1.23
90 0.70 1.29 0.90 L76
Excluding Unscoreables
30 0.03 0.03 0.03 0.03
40 0.04 0.04 0.06 0.06
50 0.07 0.07 0.14 0.15
60 0.13 0.13 0.28 0.27
70 0.23 0.24 045 0.46
80 039 0.40 0.67 0.68
90 0.64 0.66 1.00 1.03
Source: PERC
Appendix Table BS. Acceptance Rates by Targeted Bankruptcy Rates: Bankruptcy Model 11
Consumers with Utility Consumers with Telecom
Trades Trades
Excluding Excluding
| Bankruptey Rate (%) All Trades (%) Utilty Trades (%) All Trades (%) _Telecoms Trades (%)
0.25 7l 62 62 30
050 84 74 i 61
0.75 91 81 86 70
1.00 95 86 92 76
Excluding Unscoreables
0.25 n 71 58 59
0.50 85 84 73 72
0.75 93 92 83 8
1.00 97 97 90 89
Sanrce: PERC
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Appendix Table BY. Impact on Acceptance Rates by Demographic Group (TransRisk New Account):
{Assinses 3% Seripus Delingusticy Rate)

Consumers with Utility Consumers with Telecom
Trades Trades
Including Excluding Including Excluding
Utilities (#1) Unilities (#2) Telecoms (#1)  Telecoms (#2)
All Consumers 1.04 1.00 1.03 1.00
Race
Asian 1.05 1.00 1.02 1.00
Black 1.06 1.00 1.02 1.00
Hispanic 1.08 1.00 1.03 1.00
Other 1.04 1.00 1.03 1.00
White 1.04 1.00 1.03 1.00
Gender
F 1.04 1.00 1.03 1.00
M 1.04 1.00 1.03 1.00
1825 108 100 104 100
26-35 1.03 1.00 1.02 1.00
36-45 1.03 1.00 1.02 1.00
16-35 1.03 1.00 1.02 1.00
5665 1.03 1.00 102 1.00
66+ 105 100 104 10
Income
<§20,000 1.09 1.00 1.07 1.00
$20,000-$29,999 1.06 1.00 1.03 1.00
$30,000-549,999 1.05 1.00 1.03 1.00
§50,000-599,999 1.03 1.00 1.02 1.00
$100,000+ 1.02 1.00 1.01 1.00
Source: Jonnary 31, 2005 Cradit Files for Anasis sample
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Appendix Table B10. Impact on Acceptance Rates by Demographic Group (TransRisk Bankruptey):

(Assumes 0.25% Bankruptcy Rate)
Consumers with Utility Consumers with Telecom
Trades Trades
Uilities (#1) _ Urilites (#2) Telecoms (F1)__ Telecoms (£2)

All C 1.14 1.00 1.21 1.00
Race

Asian 1.19 1.00 117 1.00

Black 1.39 1.00 2,67 1.00

Hispanii: 1.43 1.00 1.70 1.00

Other 112 1.00 1.18 1.00

White 1.10 1.00 116 1.00
Gender

F 1.09 1.00 118 1.00

M 1.08 1.00 1.11 1.00

18-25 i) 100 136 100

26-35 1.07 1.00 1.13 1.00

36-45 106 1.00 1.09 1.00

46-55 1.06 1.00 1.08 1.00

56-65 1.06 1.00 1.07 1.00

e 2w e

Income o -

<520,000 1.32 1.00 151 1.00

$20,000-$29,999 1.16 1.00 1.24 1.00

$30,000-549,999 1.09 1.00 1.13 1.00

$50,000-599,999 1.05 1.00 1.06 1.00

$100,000+ 1.02 1.00 1.03 1.00

GIVE CREDIT WHERE CREDIT IS DUE
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Appendix Table BI 1. Impact on Acceptance Rates by Demographic Group (Bankruptcy Model 11):

(Assumes 0.25% Bankruptey Rate)
Consumers with Utility Consumers with Telecom
Trades Trades
Including Excluding Including Excluding
Utilities (#1) Unilities (#2) Telecoms (#1)  Telecoms (#2)

All Consumers 1.14 1.00 1.25 1.00
Race

Asian 11§ 1.00 121 1.00

Black 132 1.00 240 1.00

Hispanic 1.36 1.00 1.69 1.00

Other 113 1.00 1.21 1.00

White 1.10 1.00 119 1.00
Gender

F 110 1.00 1.24 1.00

M 1.09 1.00 1.14 1.00

1825 119 100 158 100

26-35 1.08 1.00 1.19 1.00

36-45 1.06 1.00 112 1.00

16-35 1.07 1.00 1.10 1.00

5665 1.07 1.00 1.09 1.00

66+ 113 100 e
Income

<§20,000 1.29 1.00 1.54 1.00

$20,000-$29,999 L.16 1.00 1.27 1.00

$30,000-549,999 110 1.00 117 1.00

§50,000-599,999 1.06 1.00 1.07 1.00

$100,000+ 1.03 1.00 1.04 1.00
Source: PERC
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ENDNOTES

See Michael Tumer, ctal., The Fair Cradit Reporthug Act:
Access, Effciency aid Opponunity, (Washington, DC: The
National Chamber Foundation, June 2003), available at
hisphwwwinfopslicyoryiplffer._report pdf

Such changes in the actual value of the scores are shost-rn
effects of bringing new data online. Because the scores represent
somse probability of default, and the new data would change this
probability for cach score (consumers would be resarted), the
seores would need to be rescaled so that a score of 700 before the
addition of the new data meant the same thing as a score of 700
with the new datn. To gauge the lengererm effecis of bringing
new data online, one should focus on the results that show that
the addition of the new data helps to better sort consumers by risk.
We find that better sorting leads to increased aceess to credit, par-
ticularly among low-income consumers, ethnic mingrities, the
soung, and the old.

Pari Sabety and Virginia Carlson, “Using [nformation to Drive
Change: New Ways of Moving Markets” (Washington: Brookings
Institution, 2003).

Dana Nottinghan opening keynote speech at the 2006 UMI
Forum

Michael A. Tumer, “Giving Underserved Consumers Better Access
to the Credit System: The Promise of Non-traditional Data.”
Information Policy Institute. New York Cite: July 2005,

Credit providers and commercial scoring firms have also developed
scoring models for thin-file borrowers. For cxample, Fair lsaacs &
Co. (FICO) recently introduced a FICO Expansion Score using
nontraditional credit data. According to Fair Issacs, the score “can
effectively predict isk for the growing mumber of U.S. consumers
that fail 1o receive a vraditional FICKO score due to non-cxistent or
‘thin’ credit histories.” Alihough FICO does not reveal the underly-
ing drivers of its score, nontraditional credit data generally capture
the consumer’s peeformance on obligations such as rent-te-own.
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Ghriing Underserved Better Access to the Credit Systems: The Promiise
of Non-Traditional Data. (New York: Information Policy Insttute,
July 2005}

This statistic is based on the credit rocords of approximately 4 mil-
lion randomly selected consumens in the validation sample. See
Appendix A. Since some consumees are not included in credit
burca files {e.g, they have no established credit and have never
been reported by a collection agency), 13 percent is most likely a
lower bourd estimate.

TransUnion and financal instinutions providing the scores did not
conduct the demographic analysis, and da not have this sort of
sociodemographic data in their credit files.

None of the models in this study has been optimired specifically
for utility or tel icati thing that will
undoubtedly occur s the reporting of susch data increxses. The
models instead treat these trades as general trades.

data,

. Our approach was similar to one employed in an carlier

Information Policy Institute study, which examined the impact
al'ddningnm;in types of derogatory data from consumers’
credit files. See “The Fair Credit Reporting Act: Access, Efficiency,
and Opportunity” (Washington: Information Policy Institute,

June 2003).

TransRisk Bankuptcy model.

The mortgage screening model is based entirely o data found in
the s credit report and contains o information on the
characteristics of the mongage fself (e.g,. loan-to-value ratio}. It is
used as an initial sereen 1o process boans, as opposed to credit
decision tool.

Although most scoring models use a 24-month performance period,
we used a 12 month period to capture a larger aumber of consumers
with an established telecommunications or utility trade at the begin-
ing of the performance period (March 31, 2005) The number of
proniders reparting such trades has increased significantly in the
past two years, and we wanted (o caplure as many consumers as
possible. Even so. because many wireless companies began reporting
in mid- 1o late 2003 our sample will exchide many individuals who
now Il:néalqmled wtility or telecommunications trade.
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Giving Underserved Better Access to the Credit Systems The

Promise of Nontraditional Data (New Yok Infor Policy
Institute, July 2005), available online www.infopolicyorg/pdil
nontrad.pdf

The nanoplimized models do, gencrally, a better job scparating the
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based on the number of cho experienced a banknp
within the obsenvation period. Thus, while our performance period
differs, the performance measure used to assess the impact of the
utility and the telecommunications trades on  given model was

the same as that used to construct the model.

in Table 1, multiple wilty e te
reflected in the consumer's wtal number of trades.

trades and traditional rades.

blished. but

tions trades,

Policy Insiitute, Sepiember 2002), available at
wwwinfopolicyorg/pdffinstitute_fera_ptiLpdf

many consumers as pessible in our analysis file. For example, the
new account model is designed to predict the probability that a
consumer will experience a 9-day delinquency on a new account
over a two-year period, In wsessing the impact on the model, we
based our analysis on the occurrence of at least %-day delin:
quency on a new account between Apel 1, 2005, and March 31,
2006, Likewise, our of two bank

models was

good risks from the had risks with the inclusion of the altemative. 23, In general, increases of more than 10 percentage points in a
data. Therefore, we take this performance as the flooe of what we model’s K-S statistic are considered significant by model develop-
should expect from models reoptimized for this data. ers.
", Same consumers have more than one reported utility or telecom- 24, These calculations are based on subsamples ing of individu-
munications trade. Although they are treated a5 a single category als who had scores with and without the alternative data {utility or
el I fcations rades). These subsamples, therefore, con-
sisted of indisduats with atbeast one tradtional trade.
. Total number of trades includes both the number of lternative 2% Thiks sample st correspond it the. Vantagd e el st
scorcablity differs across models.
In arder to be selected for our cample, a consumer had to have at 26. These sample sizes comespand to the VantageScore model since
least one fully reported utility or telecommumications trade. Thus. scorcablity differs across models.
by definition, their cument credit profiles (Columas 1 and 3in
“Table 2) will include at kst one reported trade line. 27. The lender also has screcning models designed for refinancing,
as well as for thin-file consumers and CRA loans. The results
Ideally, any control sample would be restricied to consumers with observed for these models are similar o those described in
ported el or utility trade. the teat.
Hawever, it was impossible (o deteemine the evtent to which con-
sumers in the validation sample have such accounts. If one 28, The pvalues were less than 001,
assumies that consumers who have such accounts have stronger
eredit profiles than these who do not, our comparisons may overes- 29, Because the dependent variable is dichotomous, we also ran a logit
timate the manginal impact of reposting utility and telecommunica- regression and found that the goodness-of-fit of the models
(Nagelkerke R-Squared) rose by 40 percent and 17 percent,
respectively, with the addition of the alternative utilitics and
.. See Michael Turner et al, The Fair Credit Reporting Act: Access, telecommunications data.
Efficiency & Oppartunity Part 1. (New York: The Information
30. Results when the caleulations are limited to consumers whe can
e scored with or without their utility and telecommunications.
trades are presented in Appendix B. In general, the marginal
The performance measure used (o assess the sccuracy of a given impact of the utility and tek jions trades s considerabh
kel s e 0 e specific pipose o it aodél: abiough Sualee whey s restiethon s smpesed.
we limited the performance period 1o 12 months to capture as
31. Fora given acceplance rate, the rate of serious delinquencies that

i observed for consumers with utility trades is Jower than itis for

with tek trades. This patter i consis-
tent with our earlier finding that consumers in the utility sample
genenlly have stronger eredit profiles than consumers with
telecommunications trades.
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LETTER SUBMITTED BY SENATOR REED

July 12,2018

Senator Mike Crapo, Chairman

Senator Sherrod Brown, Ranking Member

Senate Committee on Banking, Housing & Urban Affairs
U.S. Senate

Washington, DC 20510

Re: §. 2362, the Control Your Personal Credit Information Act of 2018
Dear Senator Crapo and Senator Brown:

The undersigned consumer groups write in support of 5. 2362, the Control Your Personal Credit
Information Act of 2018. S. 2362 would amend the Fair Credit Reporting Act to give consumers,
not eredit bureaus or banks, the ultimate decisionmaking power over our credit reports. It
addresses a paradox repeatedly pointed out in the aftermath of the Equifax data breach - that the
credit bureaus hold vast amounts of sensitive information about hundreds of millions of
American consumers, which they sell for hefty profits, yet we have very little control over how
this information is used or disseminated. $. 2362 provides this control to consumers.

S. 2362 requires that credit bureaus first obtain the consumers’ permission in order to release
their credit reports and scores to lenders, insurers, and others. Requiring permission to access
credit reports is neither new nor overly burdensome. For decades, the FCRA has required
employers to obtain consumers” permission to use credit and consumer reports for employment
purposes. The State of Vermont requires lenders to obtain consumers” permission to access
reports, and credit appears not to have been hampered in that state.

As an additional measure to prevent identity theft, $.2362 requires the common-sense step of
requiring consumers to provide proof of identity to the credit bureau when granting permission to
access a credit report or score, using the standard in Section 610(a) of the FCRA, 15 US.C. §
1681h(a). This is the same section of the FCRA that establishes the proof of identity
requirements when consumers order their own credit reports, such as through
www.annualereditreport.com, and the same type of proof would be required, Given that
consumers must provide proof of identity to obtain their own credit report, it is illogical and
unreasonable for the CRAS to argue that it is too burdensome to require this same documentation
to prove their identity when credit or insurance is being sought, The goal is the same — to protect
the security of the consumer’s credit report information and prevent identity theft.

As for claims that this would make unavailable web-enabled credit and insurance applications,
that is simply not true. Authentication can all be done online, the same way consumers can order
their credit report online through wwiw.annualereditreport.com. 1fit’s good enough for
consumers ordering their own reports, it’s good enough for them in order to prevent identity theft
when applying for credit or insurance online. As for instant retail credit and auto financing,
these are in-person transactions where identity validation could be conducted using actual
identity documents, such as a driver’s license. Finally, we expect that the credit bureaus would
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develop new authentication measures to make the process more seamless, just as they have
developed credit “locks” as a new measure.

As for the proposed revision to FCRA Section 604(c)(3), this is also intended to give consumers
more control over their own information. Currently, the ability of lenders and insurers to use
credit reports for marketing “firm offers” of credit - which are not very firm at all, being little
more than advertising — has resulted in huge amounts of unwanted junk mail generated using
personal private information. Switching from an opt-out to an opt-in system with affirmative
written consent doesn’t limit options; it gives consumers the right and ability to decide whether
to accept use of their credit reports and scores for marketing.

Thank you for your attention. If you have any questions about this letter, please contact Chi Chi
Wu (cwu@ncle.org or 617-542-8010).

Sincerely,

Americans for Financial Reform

Consumer Action

Consumer Federation of America

Consumers Union

National Association of Consumer Advocates

National Consumer Law Center (on behalf of it low-income clients)
Public Citizen

U.S. PIRG

cc: Senator Jack Reed
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Exegutive Summary

Equifax, one of the nation’s largest credit reporting
agencies, revealed on September 7, 2017, that the
company had allowed an extraordinary breach of
personal information. Sensiive information belonging
to over 145 million Americans was exposed as a result
of the breach - one of the largest and most significant
dara securiry lapses in history.

One week after Equifax revealed the breach, Senator
Elizabeth Warren opened an investigation into the
causes, impacts; and response to the exposure of
millions of Americans' personal dara. She questioned
Equifax execurives in Senate hearings, consulted
outside experts, and sent letrers containing dozens
of questions to Equifax, to federal regulators, and to
other credit rating agencies. The information they
provided, and information obtained from additional
sources, allowed the staff to reach a series of robust
andimp findings. This repore p the
results of Senators Warren's Equifax investigation. It
finds thar:

+  Equifax Set up a Flawed System to Prevent and
Mitigate Data Security Problems. The breach
was made possible because Equifax adopred weak
cybersecurity measures that did not adequarely
protect consumer data. The company failed to
prioritize cybersecurity and failed to follow
basic procedures that would have prevented or
mitigared the impact of the breach. For example,
Equifax was warned of the vulnerability in the web
application software Apache Struts chat was used
to breach its system, and emailed staff to tell them
to fix the vulnerability - but then failed to confirm
that the fixes were made. Subsequent scans only
evaluated part of Equifaxs system and failed to
identify that the Apache Struts vulnerability had
not been remediated.

+  Equifax Ignored Numerous Warnings of
Risks to Sensitive Data, Equifax had ample
warning of weaknesses and risks to its systems.
Equifax received a specific warning from the
Department of Homeland Security abour the
precise vulnerabilicy that hackers took advantage
of to breach the company’s systems. The company
had been subject to several smaller breaches in the
years prior to the massive 2017 breach, and several

outside experts identified and reported weaknesses
in Equifax’s cyber defenses before the breach
occurred, Bur the company failed to heed - or was
unable to effectively heed - these warnings.

Equifax Failed to Notify Consumers, Investors,
and Regulators about the Breach in a Timely
and Appropriate Fashion. The breach occurred
on May 13, 2017, and Equifax first observed
suspicious signs of a problem on July 29, 2017.

But Equifax failed to notify consumers, investors,
business pareners, and the appropriate regulators
until 40 days after the company discovered the
breach. By failing to provide adequate information
in a timely fashion, Equifax robbed consumers

of the ability to rake precantionary measures o
protect themselves, materially injured investors
and withheld markeemoving information, and
prevented federal and state governments from
taking action to mirigate the impaccs of the breach.

Equifax Took Advantage of Federal Contracting
Loopholes and Failed to Adequately Protect
Sensitive IRS Taxpayer Data. Soon after

the breach was announced, Equifax and the

IRS were engulfed in controversy amid news

that the IRS was signing 2 new $7.2 million
contract with che company. Senator Warren's
investigation revealed thar Equifax used
contracting loopholes to force the IRS into signing
this “bridge” contract, and the contract was finally
cancelled weeks laer by the IRS after the agency
learned of additional weaknesses in Equifax
security that potentially endangered taxpayer daa.

Equifax's Assistance and Information Provided
to Consumers Following the Breach was
Inadequate. Equifax took 40 days to preparea
response for the public before finally announcing
the extent of the breach - and even after this delay,
the company failed to respond appropriately.
Equifax had an inadequate risis management
plan and failed to follow their own procedures

for notifying consumers. Consumers who called
the Equifax call center had hours-long waits. The
website set up by Equifax to assist consumers was
initially unable o give individuals clarity other
than to tell them that their information “may”
have been hacked - and chat website had 2 host of
security problems in its own right. Equifax delayed

Bad Credit: Uncovering Equifax’s Failure to Protect Amsericans’ Personal Infornation
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their public notice in part because the company
spent almost two weeks trying to determine
precisely which consumers were affected by the
breach ~but then failed to provide consumers
with any specific information to determine if their
dara was breached. And while Equifax continues
to publicly state only thar data was "accessed,”
the company has confirmed that the dara was
exfiltrated - stolen - from their systems and
downloaded by the hackers. Equifax appeared to
be more focused on using the breach as a profie-
making opportunity for other company services
rather than providing redress to ¢

« Federal Legislation is Necessary to Prevent and
Respond to Future Breaches. Equifax and other
credit reporting agencies collect consumer dara
wichour permission, and consumers have no way to
prevent their data from being collected and held by
the company - which was more focused on its own

company first became aware of the breach in July
2017; cha che first breach occurred months earlier,
in May 2017; and that the cause of the breach wasa
vulnerability in 2 web-application software, Apache
Struts, that was used by Equitax and many other
companies.’

Equifax announced a series of actions when the
company publicly revealed che breach or soon
thereafter, including monitoring of consumer credit
files; the ability to access, review, and lock Equifax
credit files; an insurance policy that covers out-
of-pocket expenses stemming from identity theft;
and ongoing review for misuse of consumers’ social
security numbers.' The company also announced

on Seprember 15, 2017, that two top executives
tesponsible for the company’s cybersecurity were
immediately “retiring,” and on September 26, 2017,
announced the retirement of CEO Richard F. Smith.

profits and growth than on p ing the
personal information of millions of

C concerns about the Equifax breach were
icularly stark because the company - along with

This breach and the response by Equifax illustrate
the need for federal legislation that (1) establishes
appropriate fines for credit reporting agencies

chat allow serious cybersecurity breaches on their
watches; and (2) empowers the Federal Trade
Commission to establish basic standards to ensure
that credit reporting agencies are adequarely
protecting consumer daca.

I INTRODUGTION

On Seprember 7, 2017, the massive credit reporting
company Equifax publicly revealed a breach of the
company's computer systems - described as “one of
the largest risks to personally sensitive informarion

in recent years” - that exposed dara from over 145
million Americans to criminal hackers.' The company
indicared chat a vast trove of sensitive data - including
social security numbers, credi card numbers, passpore
numbers, and driver’s license numbers ~ may have been
compromised. The incident was the hfth recent data
breach of Equifax or its subsidiaries that endangered
American’s personal informarion.”

A subsequent incernal investigation released by
Equifax revealed addirional information: that the

the two other large credit reporting agencies, Experian
and TransUnion - occupy a unique place in the
financial world: chey obtain and use massive amounts
of data on millions of consumers, bur consumers have
licele to no power over how this data is collected, how
it is used, or how it is kept safe.

As aresult of these concerns, Senator Warren opened
an investigation into the causes of, response to, and
impact of the Equifax data breach. She sent several
leteers to Equifax seeking information; she questioned
the former Equifax CEO in a Senate hearing;

she wrote to Experian and TransUnion seeking
information on their cybersecurity practices; she wrote
to federal regulators seeking information on their
authority to prevent and respond to cybersecurity
breaches; she wrote to the Internal Revenue Service
with Senator Ben Sasse to get information and
answers surrounding the agency’s decision to award

a contract to Equifax to verify taxpayer identities;

her staff reviewed internal investigations of the
Equifax breach conducted by the cybersecurity firm
Mandiant; and her staff consuleed with independent
cybersecurity experts.” This report presents the results
of Senaror Warren's derailed investigation of the
Equifax cybersecurity breach.

Bad Credir: Uncovering Equifax's Failure to Protect Amsericans’ Personal Information
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. FINDINGS

A. Equifax Failed to Take Adequate Steps to
Prevent the Data Breach

L. Equifax Set up a Flawed System to Prevent and
Mitigate Data Security Problems

This investigation finds that the breach was made
possible because Equifax adopted weak eybersecurity
measures that failed to protect consumer data-a
symprom of what appeared to be the low priority
afforded cybersecurity by company leaders. The
CEQ ar the time of the breach, Richard Smith,
testified char despite record profics in recent
years, Equifax spent only a fraction of its budger
on cybersecurity - approximately 3 percent of its
operating revenue over the last three years.” In
contrast, Equifax paid nearly twice as much in

dividends to shareholders.”

Cybersecurity experts consulted by Senator Warren
staff indicated that a large company that holds
sensitive data, such as Equifax, should have multiple
layers of cybersecurity. Equifax should have had (1)
frequently updated tools to prevent hackers from
breaching their systems; (2) controls cha limiced
hackers'ability to move throughout their systems

in the event of an initial breach; (3) restrictions on
hackers’ ability to access sensitive data in the event
of an iniial breach; and (4) procedures to monitor
and log all unauthorized access in order ro stop the
intrusion as quickly as possible. Despite collecting
data on hundreds of millions of Americans withou
their permission, Equifax failed ro fully and effectively
adopt any of chese four security measures.

This investigation identified the following weaknesses
in Equifax’s cybersecurity:

+  Faulty Parch Management Procedures: For
many vulnerabilities chat arise in its software

and applications, Equifax only has to deploy a
software “patch” that will fix the vulnerabilicy and
restrict access to the susceptible system. It's like
purting a Band-Aid on a cuc - simple, effective,
and cheap. Yet Equifax let numerous software
valnerabilities sit un-parched for months at a cime,
leaving weaknesses through which hackers could
gain access.” The failure to fully deploy a free

Apache Struts patch led directly to the breach that
compromised the data of millions of Americans.”
Equifax failed to effectively use these simple,
low-cost patches ro protect consumer data.”" In
abriehng provided to Banking Committee staff,
Equifax explained how this happened: they were
warned of the vulnerability, and emailed staff to fix
it.”* But ot all staff received this email, meaning
not all necessary updates were in place - and
Equifax failed to perform appropriate checks

that would have identified this egregious error.’”

A subsequent security scan only covered part of
Equifax’s system, missing that the Apache Struts
vulnerability was still present.”

Feeble Monitoring of Endpoint and Email
Security: Hackers often exploit weaknesses in

the securiy of individual users of a system - for
example, with spear phishing acracks over e-mail.
In order to detect atcacks on its system, Equifax
must monitor laptops and other network devices
that have access to its systems. But Equifax
failed to adopt strict endpoint and email securicy
measures. While Equifax has now indicared
that they are making improvements to their
cybersecurity measures, it is too late to prevent
the breach that put over 145 million Americans at
risk.

Exposure of Sensitive Information: In addicion

to adopting weak external security measures that
allowed hackers to breach its systems, Equifax
also failed o effectively secure sensitive consumer
information." When a bank locks its doors at
night, it doesn't leave the money on the front
counter in the assumption that nobody will

break in. It Jocks the cash in the vault. Equifax,
on the other hand, retained sensitive consumer
information on easily accessible systems. Once the
hackers exploited the Apache Struts valnerabilicy
and gained access to Equifax’s system, they found
atreasure trove of consumer information ar their

fingertips.

Weak Network Segmentation: Equifax also
failed to put security measures in place that would

prevent hackers from jumping from insecure,
internet-facing systems to backend databases that
contain more valuable daa.” In other words,
putting your valuables in a vault daesn't do much
good if you forget to lock ic. Equifax's network

Bad Credir: Uncovering Equifax's Failure to Protect Amsericans’ Personal Information
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segmentation measures failed to keep hackers
from accessing consumer informarion because the
company did not adopt adequately serict measures
to protect valuable dara.”

+ Inadequate Credentialing: Equifaxs

cybersecurity failures extended to their internal
security, Each user on Equifax’s system receives a
set of privileges. Under a stric security standard,
Equifax would limit access to the most critical
darabases to just a handful of necessary users. This
would protect the company from internal ateacks
and further bolster the company’s overall data
security regime. After gaining access to Equifax's
system, hackers then acquired user credentials-a
username and password - and aceessed 2 huge
quantity of sensitive information using just

those credentials.” The company did not adopt
adequarely strict security measures to properly
restrict user access to sensitive dara.”

+ Logging: Equifax neglected the use of robust
logging techniques that could have allowed the
company to expel the hackers from their systems
and limited the size and scope of the data breach.”
Logging is a simple but crucial cybersecuricy
technique in which companies monitor their
systems, continuously logging network access in
order to identify unauthorized users. Logging
cannot necessarily prevent a breach, but just as
a security camera can monitor access to a bank
and allow a quick response when a break-in is
identified, a robust monitoring system can identify
and carch a hacker more quickly, allowing security
to shut down the system and prevent future access.
Equifax allowed hackers to continuously access
sensitive data for over 75 days, in part because
the company failed to adopr effective logging

techniques and other securicy measures.”

Equifax was making huge profics but failing ro protect
consumers’ data safery and security. Equifax adopted
ineffective cybersecurity measures for sensiive data
belonging to millions of Americans. As a company
that has “data on approaching a billion people,” and
“manage[s] massive amounts of very unique data,” as
CEO Rick Smith pu it two weeks after learning of
the breach, Equifax failed to take the necessary effores
to protect that dara.” While Equifax has found no
evidence that this informarion has been sold, their
actions put millions ac risk of identity cheft for the rest

of their lives."* Equifax's goal, as stated by its CEQ just
weeks before he disclosed the breach, was to go from
“$4 billion in revenue to $8 billion” in approximately

5 years.” Equifax prioritized growth and profits - but
did not appear to prioritize cybersecurity.

2. Equifax Ignored Numerous Warnings of Risks to
Sensitive Data

‘The Equifax dara breach did not come out of the blue.
The company had ample warning of potential risks

to its systems and potential weaknesses. Equifax was
subject to several smaller breaches in the years prior
to the massive 2017 breach and received a specific
warning from the Department of Homeland Security
about the Apache Struts vulnerability that was used
by the hackers to breach the company's systems. Bur
Equifax failed to heed - or was unable o effectively
heed - these warnings.

Equifax received the first notification of che Apache
Seruts vulnerability via a specific warning from the
Depattment of Homeland Security U.S. Computer
Emergency Readiness Team (CERT) on March 8,
2017 Richard F. Smith, former Equifax CEQ,
testified thac the company disseminated the U.S.
CERT warning the next day, ‘requesting that
applicable personnel... upgrade their software...
within a 48 hour time period.”*’ One week later, the
company ran a series of internal scans that “should
have identified any systems that were vulnerable”

to that weakness. ™ These scans did not reveal any
problems. The unparched vulnerability remained for
two months, until hackers used it to breach Equifax’s
network on May 13.” Equifax later admitted that the
company failed to close the loop and confirm whether
the fixes were made, and revealed that the subsequent
scans only evaluated part of Equifax’s systems. *'

Equifax had other warnings of porential problems.
Prior to the breach revealed in Seprember 2017, there
were four differenc instances when company data was
accessed by hackers beeween 2013 and 2017, Hackers
accessed credivreport data held by Equifax between
April 2013 and January 2014; Equifax discovered
“that it mistakenly exposed consumer dara as a result
of a technical error that occurred during a software
change in 20157; a breach compromised information
on consumers’ W-2 forms that were stored by Equifax
units in 2016 and 2017; and Equifax reported in
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February 2017 that 2 technical issue “compromised
credit information of some consumers who used
identity-theft protection services from a customer.”™

Press reports also revealed that four independent
analyses of Equifax cybersecurity, conducted either
before or immediately after che breach, identified

important weaknesses.

(1) In April 2017 - the month before the
breach - Cyence, a cyber-risk analysis firm,
“rated the danger of a data breach at Equifax
during the next 12 months at 50%. It also found
the company performed poorly when compared
with other financial-services companies.”

(2) SecurityScorecard, another securicy monitoring
firm, identified the precise weakness that was
used by the hackers to breach the Equifax
system, reporting that “Equifax used older
software - such as the Apache Struts tool kit...
and often seemed slow to inseall patches.””

(3) An outside review by the Fair Isaac Corp. rated
Equifax’s “enterprise security score” based on
three elements: hardware, network security, and
web services. The score declined from 550 oue
of 800 ar che beginning of the year to 475 in
mid-July when the breach had already occurred.
According to reports, “By July, 14 public-facing
websites run by Equifax had expired certificates,
errors in the chain of certificates, or other web-
security issues.”™

(4) A fourth independent review released just after
the breach was revealed identified significanc
problems with Equifax cybersecuricy. This
report by BitSight Technologies gave the
companyan “F in application security anda D’
for software parching”

B. Equifax Failed to Notify Consumers,
[nvestors; and Regulators about the
Breach in a Timely and Appropriate
Fashion

Equifax was first warned about the vulnerabilicy

that led to the breach on March 8, 2017; the breach
occurred on May 13, 2017, and Equifax first observed
suspicious network traffic on July 29; Equifax’s CEOQ
first learned of the suspicious activity on July 31; and

Equifax engaged a cybersecurity consulting firm,
retained a law firm, and coneacted che Federal Bureau
of Investigation on August 2. Equifax knew of the
major breach, and knew it was significant, buc spent
almost two weeks trying o identify precisely which
customers were affected - all while saying nothing

to regulators or the public.” By August 11, Equifax
knew that hackers likely accessed 2 database table
containing a large amount of consumers’ PIL*"
Equifax failed to notify consumers, investors, business
partners, and other regularors until September 7,

40 days after the company initially discovered the
breach.”

In addition, Equifax has publicly stated on numerous
occasions thar dara was "accessed” - leaving it unclear
if hackers merely obtained access to, or actually stole
the data. Burin a December 11 Banking Commitree
staff briefing, Equifax officials confirmed chat, in
fact, dara tables were “exfilrared” - stolen - by the

hackers.”

By failing to provide adequare information abour the
breach - either publicly, or privately to regulators and
other business pareners - Equifax robbed consumers
of the ability to take precautionary measures to protect
themselves; materially injured investors and withheld
market-moving information; and prevented the

federal government from taking action to remedy the
situation and cut ties with Equifax in other contracts.
Equifax failed to notify the following parties ina
timely fashion:

+  Consumers: Equifax exposed the sensitive
personal information of over 145 million
individuals, yet the hackers that stole this
information had more than a month to take
advantage of consumers who had no idea they were
at risk. Equifax did not give consumers a chance
to obtain credit freezes, cancel their credit cards,
place fraud aleres or credic monitoring on their
accounts, or take any number of precautionary
measures to ensure their financial safery.
Furthermore, Equifax failed to disclose the face
that the hackers gained access to consumers’
passporc numbers.” And four months after the
breach, Equifax still has not affirmacively notified
all individual consumers chat were impacted by the
breach.”

Bad Credir: Uncovering Equifax's Failure to Protect Amsericans’ Personal Information
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+ Investors: According to the SEC's cybersecurity
guidance, Equifax has a duty to disclose
information that a “reasonable investor would
consider important to an investment decision.””
This includes “costs or other consequences”
of a breach, including the potential costs of
remediation, protection, lost revenues, and
repurational harm.* Afcer first learning of
suspicious activity on its network, Equifax waited
40 days to inform investors - fling an 8-K form
with the SEC on the same day it made a public
announcement.” And Equifax missed other key
opportunities to inform investors of risks.

In particular, Equifax held an investor
presentation on August 16, more than two weeks
after the initial discovery and one day after
Equifax CEQ Rick Smith learned that consumer
personally identifiable information had been
stolen in the breach.” Equifax neglected cheir
duty to investors by failing to inform them of the
breach during thac presentation, and continued
to withhold material information that had a large

impact on the company for more than three weeks.

+ Government Regulators: The Federal Trade
Commission (FTC) and the Consumer Financial
Protection Bureau (CFPB) regulate Equifax.

The FTC has primary auchority to enforce

the Gramm-Leach Bliley Act, which provides
dara security requirements for non-bank
financial insticutions. The FTC and the CFPB
have concurrent authority to enforce the Fair
Credit Reporting Act, which requires credic
reporting agencies to maincain “reasonable
procedures” to protect consumer data, but are
not specifically designed to address cybersecuricy
threats.” And while the FTC can bring lawsuits
against companies that have allowed data to be
compromised, the agency does not have authority
to provide ongoing supervision of company
practices. The Department of Homeland
Security also addresses cybersecuriry threats,
and warned Equifax about the vulnerabilicy

that hackers eventually urilized to breach che
company’s networks and access consumer dara.
Yet Equifax failed to notify its regulators for more
than a month after fiest learning of suspicious
activity, leaving them behind the curve in helping
consumers deal with the consequences. The FTC,
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the CFPB, and DHS only learned of the breach
when it was disclosed to the public.”

The FTC was forced to hastily address the
regularory and public incerest concerns rather
than having time to prepare a response. The FTC
released an advisory to consumers after Equifax’s
public announcement of the breach that eventually
became the most viewed webpage in the federal
government.” If Equifax had informed the agency
sooner, the FTC could have worked to make sure
consumers were prepared and protected, and
advised chem immediately following Equifax’s
announcement.

Equifax also failed ro inform stare agencies and
Attorneys General of the breach, delaying action
at the state level under appropriace state laws.”

+  Federal Contractors: Equifax also failed to
inform government agencies wich which the
company holds federal contracts of the breach. For
example, Equifax did not notify the IRS of its data
breach for 40 days after first learning of suspicious
activity.” Although reviews conducted by the
IRS after the breach indicated that there was no
consumer tax dara exposed to hackers, Equifax's
delay potentially placed chis data ac risk.

C. Equifax took advantage of federal
contracting loopholes and failed to
maintain adequate protections for
sensitive IRS taxpayer data

Over the last decade, Equifax has been awarded 2,106
Federal contracts worth over $120 million.” These
contracts have been awarded by dozens ofagencies,
including the General Services Administration, the
Department of Justice, the Deparcment of Homeland
Security and the Equal Employment Opportunity

Commission,”

Equifax was involved in the exposure of consumer
data in several instances while it was performing
Federal contracts. In some cases, these contracts
involved particularly sensitive personal information.
For example, in 2013, the Center for Medicare and
Medicaid services awarded a five year, $329 million
concract to Equifax to verify income and employment
information for Americans who applied for subsidies
under the Affordable Care Act.”
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A recent controversial contract was awarded to
Equifaxin 2015* by the Internal Revenue Service
(IRS) to verify taxpayers’ identities in an online porral
that allows taxpayers access to their tax documents.”
This contract - and the IRS - became the subject of
intense criticism when it was announced that it would
be renewed soon after Equifax revealed the breach

in Seprember 2017.” Several weeks later, the IRS
reversed itself and suspended the contract on October
12, 20177

This investigation reveals thar Equifax used loopholes
in Federal procurement law to obrain this extension,
gouging taxpayers in the process and placing data

at risk. In response to a request, the IRS provided
Senator Warren's scaff wich a briefing on this matcer.
In this briefing, staff learned that che IRS suspended
this contract after the agency learned of 2 number of
additional flaws in how Equifax was handling sensitive
raxpayer dara.”

In June 2017, the IRS asked companies to bid fora
contract to verify raxpayers’ identities on its online
portal.” Equifax had won the previous contract in
2015 and bid again, bu Experian underbid Equifax,
asking for less than a third of Equifax's bid -a savings
of more than $1.7 million in taxpayer dollars to
provide the same services.” But barely a week after
the contract was awarded to Experian in late June,
Equifax protested the award.” Federal procurement
law gives the Government Accountability Office 100
days to resolve che dispure.”" Even after it announced
the massive security breach, Equifax continued its
protest.”” And because of the protest, the IRS couldn®
start the 2-3 month process of integrating Experian
into its system s che new contracror.”

Because of this delay, the IRS was forced to seek

a “bridge conract” to keep the online porcal open
during the appeal, when victims of Hurricanes Harvey
and Maria were relying on the portal to ger access

to financial documents chey had lost. Equifax took
advantage of the IRS during chis period by raising
their price for the bridge contract.” In fact, the

total bridge contract, which included a three-month
contract with two additional three month options,
would cost taxpayers $7.3 million — more than nine
times as much as Experian will charge for a full year of
service ($795,000). This bridge contract was awarded
on Seprember 29.”

The IRS found out about the breach at the same time
as the American public.” Within a day, the IRS was
on the phone with Equifax, and within two weeks
IRS staff was on the ground checking the Equifax
systems to make sure no taxpayer information had
been compromised.” The IRS determined that no
dara was compromised in this case - buc the six-week
delay in informing the [RS of the breach could have
left caxpayers vulnerable to hackers.”

On Ocrober 13, a lictle over one week after
announcing the bridge contract, the IRS reversed
itselfand ed chat it was suspending the
bridge contract with Equifax.” This was because
Equifax announced new information that put raxpayer
informarion ac risk.™

There is no indication that any IRS daca was exposed
in the breach. Bur because of the delays, the IRS was
forced to give Equifax an expensive bridge contract,
and belatedly discovered - weeks after they should
have been warned - that Equifax was not able to
effectively protect raxpayer dara to IRS standards.

D. Equifax’s assistance to consumers
following the breach was sorely inadequate

On September 7, 2017, when Equifax publicly
announced the breach, then-CEQ Richard Smith
wrote that “[w]e...are focused on consumer protection
and have developed a comprehensive portfolio of
services to support all U.S. consumers, regardless of
whether they were impacted by chis incident.™

But after failing to prevent the breach, the company
then failed to effectively respond to it and provide
adequate assistance to the millions of Americans

put at risk. Equifax did not have an adequate crisis
management plan in place, and che company failed

to follow the procedures they did have in place for
notifying consumers affected by the breach.” From
the start, the victims of the breach were faced with an
obstacle course riddled with teaps and frustrations.

In fact, as of November 21, 2017, the CFPB handled
“over 7,500 complaints” related to the breach, and "2
large number of complaints involved specific problems
with Equifax's pese-breach response.” According

to the CFPB, “Consumers described difheulty in
reaching Equifax's call centers and in accessing their
security freeze PIN when adding a freeze online.
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Consumers mentioned lengthy hold times, dropped
calls, agents not calling back as promised, and call
centers that were not helpful.”™ These failures
occurred despite the fact that Equifax had 40 days
after learning of the breach to prepare their public
response.

L Failure to Adopt or Follow an Effective Breach
Response Plan

Equifax confirmed, in response to questions from
Senator Warren, that the company has “several plans
and procedure guides chat address cybersecurity
incidents,” including che company’s Security Incident
Handling Procedure Guide, Security Incident
Response Team Plan, and Security and Safety Crisis
Action Team Plan.”” While Equifax provided my

risk - perhaps explaining why Equifax did not inform
the public uncil over 40 days after the incident.

Finally, it appears thar Equifax failed to follow its own
procedures for informing the public of breaches. These
procedures require that notice be provided to affected
customers “in a clear and conspicuous manner,

either by relephone or in writing"' But according

to information provided to Senator Warren's scaff
Equifax provided such notice only to 2.5 million
affected consumers - the remaining 140 million-plus
consnmers received notice of the breach only if they
went to the company website on their own volition.

2. Problems with the Equifax Call Center

From the stare, the Equifax call center had major

office with a 150-page Corporate Crisis M
Plan,” including a full chapter on Security Incident
Handling Policy & Procedures, there are a number of
problems with chis plan.

The Security Incident procedures are dated October
2014, indicating that they have not been updated in

P C imes waited up to an
hour, if not more, to speak to a representative.”
Equifax took advantage of the hold rime ro advertise
for various Equifax products.” When Equifax
representatives eventually got on the phone, chey
were unable to give consumers even the most basic

informarion about whether their daca had been

over three years.” Moreover, this Crisis M:
Plan appears to place lirele emphasis on protecting

the well-being of the millions of individuals whose
data are used by Equifax, and often appears more
focused on physical security threats and shareholder
value ** than protecting the victims of cybersecurity
breaches. For example, the three key overarching
principles listed in the Crisis Management Plan are

to “Place the highest priority on Life Safey...protect
our assets and preserve our ability to operate and
supply our customers, [and] mainain a strong Equifax
reputation through ethically and socially aware
behaviors that ultimately preserve shareholder value”
These principles say nothing abou protecting sensitive
consumer data that earn Equifax hundreds of millions
in revenue per year.

The specific “Unauthorized Access Incidenc Handling
Checklist” in the Equifax Security Incident Handling
Policy & Procedures does not include informing
customers of potential access to their personal dara.”!
Instead, these procedures are listed separately in the
crisis response handbook —and even then, are not
appropriately detailed. For example, there is no clear
required deadline or timeline ro inform customers
about a breach that places their personal data ac

ised. Callers who wanted to put a fraud alert
on or freeze their account were also ouc of luck - or
at least in for 2 merry-go-round of additional roll-free
numbers and dropped calls that even if successful, cost
consumers hours of time and aggravation.” The CFPB
received numerous complaines describing “difficuley
in reaching Equifax’s call centers and in accessing
their security freeze PIN[]" as well as “lengchy hold
times, dropped calls, [and] agents not calling back as
promised.”

3. Problems with EquifaxSecurity2017.com

Equifax set up a website, EquifaxSecurity2017.com,
and instructed consumers to visit to determine whether
their data were compromised and to learn about the
products the company was presumably providing to
help them protect chemselves from the effects of the
hack.™ But the website asked consumers for some of
the very same information that Equifax had already
lefe vulnerable to hackers, including the last six digits
of consumers’ social security numbers.”” Then ic
misled consumers, telling most visitors the same ching:
that cheir information may have been compromised,
and instructing them to enroll in the Equifax credit
monitoring program at some later date.”
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And to make matters worse, according to
cybersecurity experts consulted by Senator Warren's
staff, EquifaxSecurity2017.com had major security
vulnerabilities: the site Equifax took weeks to put

up to handle inquiries and allow consumers to sign
up for services that could protect cheir financial
furures, was itself vulnerable. The main problem was
that the site’s design and web address made it easy
for others to imp and collect ¢ ¥
information.” To demonstrate this, a cybersecurity
expert created a website with a nearly identical web
address - www.securityequifax2017.com - which
looked so similar to the actual website’s link thar
Equifax directed consumers to the fake site multiple
times.”

In addition, experts consulted by Senator Warren's
staff identified numerous other technical flaws in the
website design. They reported that the website was
se up to run on a stock installacion of Wordpress,
which didn't include the necessary security feaures
to protect the sensitive information consumers
submitted, and that the™ website's Transport Layer
Security certificate also did not perform proper
revocation checks, which would have ensured tha it
was establishing a secure connection and protecting
auser’s data. And then, on October 12, Equifax was
forced to take down a web-page where people could
learn how to ger a free credit report when a security
analyst reported that che site’s visitors were targeted
by malicious pop-up ads.” After failing to protect

data, Equifax subsequently set up a website
that put their customers in even greater danger.

4. Equifax Forced Arbitration Requirements

In the wake of the breach, Equifax urged all
consumers to sign up for one year of free credit
monitoring from TrustedID Premier, a product
Equifax owned. But to sign up for this service,
Equifax initially required consumers to sign a forced
arbitration agreement and give up their right to go to

court if Equifax cheated them in the future.” And

5. Equifax Used the Breach as a Moneymaking
Opportunity

Rather than acting solely to help customers after the
breach, Equifax instead used it as 2 moneymaking
opportunity, actempting to profic off of their own
failures. Equifax initially charged consumers to
freeze cheir credit.” A credit freeze prevents a credic
reporting agency from providing a consumer’s credit
file to a third parcy thar does not already have the
consumers as a customer, and is often the best tool
for to protect themselves against identity
thefe. At first, Equifax was charging customers che full
amount allowed - up to $30.95 per credit bureau - ro
freeze cheir credit in che wake of the breach.™ Equifax
was raking in these fees unil the public backlash
forced it to provide free freezes - bu only until it
releases a new “credic lock” product in 2018, which
provides some of the same services without the legal
protections.””’ Equifax concrols its own credit lock
product, which means it can control what services the
product provides, whether customers are able to sue
if Equifax provides data notwithstanding the lock,
and whether it remains free after the public attention
dissipates.

The problem for consumers is that risks will continue
until well after Equifax’s free service ends, and if chey
want to fully protect themselves, they may have little
choice but to sign up for the new produce. According
to the FTC, “if certain types of information - such as
Social Security numbers - are exposed due to a breach,
the risks to consumers could certainly continue

for longer than one year. ...Given that Equifax has
chosen to provide free credit monitoring for only one
year, some consumers may choose to pay for credic
monitoring services after that period.”

Equifax also made money on other companies
products afeer the breach. Frustrated customers who
were fed up by Equifax’s customer service or didn't
trust Equifax’s protection flocked to other companies

like Lifelock, which reporced a tenfold increase in

deep in the fine print of the ag was api

that allowed Equifax to charge customers if they didn’t
cancel the service within a year.”” Equifax ultimately
eliminated both requirements by Seprember 10, after
a public outery.”

I during the month after the Equifax
breach." As Former Equifax CEO Rick Smith
confirmed under questioning by Senator Warren,
Lifelock uses Equifax to monitor its customers’ credic
and pays Equifax on a per customer basis for use of its
services.™
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Former Equifax CEO Richard Smith said in

August - after Equifax had discovered the

breach - that fraud "is a huge opportunity” for
Equifax.”” Equifax sells products to businesses and
governments to help them prepare for and recover
from data breaches."™ They also sell credit monitoring
products to help mitigare damages when breaches
happen. As Senator Warren pointed out during a
Banking Commitcee Hearing on October 4, 2017, “So
far, 75 million people have signed up for free credic
monitoring through Equifax since the breach. If juse 1
million of them buy just one more year of monitoring
through Equifax at the standard rate of $17 a month,
that is more than $200 million in revenue for Equifax

because of this breach.”"

E. Federal Legislation is Necessary to Protect
Consumers

Equifax and other credit reporting agencies collect
consumer data withour permission, and consumers
have no way to prevent their data from being collecred
and held by the company.™ Equifax recencly
confirmed to Senator Warren that the company “will
net offer consumers the opportunity to delete their
personally identifiable information...” ' Equifax
adopted weak cybersecurity measures thar did not

do enough to protect that data. This investigation
conducted in the aftermath of the recent massive
security breach reveals thar the company failed ro
safeguard consumer data and was unable or unwilling
to address persistent weaknesses in their system,

even when notified by multiple parties, including the
Department of Homeland Security. Afer hackers
took advantage of one of these weaknesses to access
the personal data of over 145 million consumers,
Equifax caused consumers, investors, and the federal
government even more problems by waiting 40 days to
notify interested parties. And after finally announcing
the breach, Equifax abandoned consumers once again
by offering shoddy, unreliable assistance that failed to
fix their problems and, in some cases, increased their
risk.""

Individual companies have a responsibility to protect
personal information. But federal legislation is
necessary to give regularors and consumers the tools
they need to ensure thar credic reporting agencies,
including Equifax, put consumer financial safery above
their bottom-line. Legislation should:

+  Impose Appropriate Penalties in the Event

fa Breach of Consumer Data

The federal government cannot presently issue fines
against credit reporting agencies when they fail ro
protect personal information and put consumer safety
and financial security at risk - even when, like Equifax,
they do so despite having ample warning of problems,
In fact, the FTC has requested legislation char would
“allow the FTC to seek civil penalties,”because these
penalties would “help ensure effective deterrence” of
cybersecurity breaches.” """ The CFPB also supports
such legislation, claiming that “federal laws that are
applicable to data security have not kepe pace with
technological and cybersecurity developments...

it is imperative for Congress to take steps to ensure
that the regulatory framework s adequate to meet”
the challenges posed by cybersecurity threars,

and adding thac *federal laws...have not kepe pace
with...cybersecuricy developments.™" There have
been breaches at all three credit reporting agencies

in the last several years, and hundreds of millions

of consumers have been impacted.”"” When credit
reporting agencies collect personal data without
consumer permission, the burden should be on them
to protect thar dara. If they fail to protect thar data,
they should be punished.

Consumer lawsuits do not provide adequate deterrence
for companies like Equifax. While che average
consumer recovers less than $2 chrough civil lawsuits
in response to data breaches, Equifax is actually set to
make money off their recent breach. If our laws don't
punish companies like Equifax for their failure to
protect sensitive consumer data, these companies will
continue to adope sub-standard security measures.

+ Set Strict Cybersecurity Standards and

Empower the FTC to te and Monitor
these Standards

No single agency currently has the appropriace
authority to both establish basic cybersecurity
requirements and monitor companies’ adherence

to those standards. The FTC itself has stated that
“additional tools are necessary.""* Equifax didn't just
fall victim to a sophisticared attacker; Equifax failed
to provide basic security for the personal information
belonging to millions of Americans. Congress

should empower the FTC to establish requirements
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for fundamental cybersecurity measures at credit
reporting agencies.

The FTC should also have supervisory authority to
monitor credit reporting agencies and ensure they
are following these standards, If they aren’, the FTC
should be able to obrain an injunction requiring them
to update their security procedures, If a company
like Equifax has a breach and the FTC finds chac
they weren't following the appropriate standards,

the penalties should be increased for every consumer
exposed in the breach. That is the only way to make
sure credit reporting agencies take the security of
consumer data seriously.

Equifax and other credit reporting agencies have taken
advantage of consumers for years, collecting their dara
without permission and turning a huge profit while
failing to adequarely protect that data. These practices
won't change without federal legislation that forces
Equifax and its peers to put appropriate emphasis on

protecting consumer data.

Bad Credir: Uncovering Equifax's Failure to Protect Amsericans’ Personal Information

Prepared by the Staff of Senator Elizabech Warren



170

| Back to linking page |

Endnotes
1 Equnl’-a:. Equax Annomou Cyhrsecumy]nc:dmr [nvoivmg Conmmr]nfomman (Sep. 7, 2017}

2 AnnaMariz Mdmﬂs and RnberthMﬂJan, 'Equlfax SecurlrySh«m:dSlgus ofTroublc Months Befm Hack' W:llStmt
Journal (Sept. 26, 2007) (hueps: fwwwasi.co |

5 Prepared Tesmmny orfRnclurd E. Smith beﬂm the U.S. Sen:he Commlme an Bmklng, Housmg, and Urban Affairs

4 1

6  Senator Elizabeth Warren, Warren Launches [nmngmm into Eqmﬁ.x Breach with Letcers to Equifax, TransUnion, Experian,
FTC, CFPB, GAO (Sep. 15, 2017) {hups://wwwowarren.senate.gov/#p=press_releaseiid=1838); Senavor Elizabeth Warren,
Warten Presses Former Equifax CEQ Richard Smith for More Answers on Data Breach (Oct. 12, 2017) (hegps/fwwwawareen,
senategov/ip=press releasellid=1954); Senator Elizabech Warren, Semmr Warren Asks Former Equuﬁx CEO :fBlw:h Created
New Business Opportunities for the Company (Oce. 4, 2017) (hurps/fwwwwarren senare, it 8

7 "Former Equifax CEOQ Faces Congress,” Wall Street Journal (Oct. 4, 2017) {M&R&M.!M&MWM
hearing-1003/card /1507123932); “2016 Annual Report,” Equifax {hueps:/finvestorequifax.com/~/media/Files/E/Equifax- IR/
Annpals20Repores/2016-annual-reporrpdf); “2015 Annual Report,” Equifax (hsgps:/finvestor.equifax.com/~/media Files/E/
Wﬂ&mﬁﬂﬂiﬂmhmﬂﬂ

8 "2016 Annual Report,” Equifax (heeps://i sl E ‘e "
report.pdl); 2015 Annual Report,” Equifax (hgrps.’,f couifax.com f~diiedis/Ei P 3
annuibreport.pdf). el ElEaiiaac R Amon AR paccs e

9 See AnnaMaria Andriotis and Robere MtMlllm. 'Equ:ﬁxSccmrSlwwdS:gnsuiTroubk MunﬁsBeforel-ia&. Wall
Steeet Journal (Sepe. 26, 2007) (hrepssfwwws i 0 ke
1506437947 mod=¢2ew); Consultarion with Independ E:pem

10 Supra note 5.

11 Equifax Response o Senaror Warren and Execurive Summary,” Mandiant and Equifax (received Oct. 1, 2017).

12 Equifax Briefing for Senate Banking Commiteee Staff, Dec. 11,2017,

13 Id

4 i

15 Supea note 1.

16 1d.; Supranote 5.

17 Supra note 11; Consulration with Independent Experts.

18 Id

19 Id

20 M

21 Seeld.

2

23 "Rick Smith, CEO, Equifax,” YouTube (Aug. 22, 2017) (hups:/fwwwyourube.com/warch?e=|ZzqUnQg-Us).

24 Supranote 12,

25

%

Supra note 23.

“Prepared Testimony of Richard F. Srmth befm the U.S. Senate Commlmeon Banlung. Hnuslng, and Ud:s.n A&n.
us. Scmu(Oor 4, 2007) (heeps: g 20

I
B

Bad Credit: Uncovering Equifax’s Failure to Protect Amsericans’ Personal Infornation

Prepared by the Staff of Senator Elizabeth Warren 12 »



171

Back to linking page |

9

30 "Forensic Investigation and Remediation,” Briefing from Russ Ayres, Chicf Security Officer of Equifax (Dec. 11, 2017).
3 Supranote 1.

1.

I

1.

I

“Prepared Testimony of Richard F. Smith before the US. House Commiteee on Energy and Commerce Subeommitsee on Digical
Commerce and Consumer Protection,” U.S. House of Representatives (Oct. 3, 2017) (hutp:/idocs house gov/meetings/1E/
IE17/20171003/106455/HHRG-115-TF17-Wstate-SmithR-20171003 pdf).

37 Supranote 12.

38 Answer to Question 27, Equifax’s Response to Banking Committee Questions for the Record (provided on January 2, 2017).

39 Supra note 35.

40 Supranote 12,

41 See Answer to Question 103, Equifax's Response to Banking Commirree Questions for the Record (provided on January 2, 2017)
42 "Consumer Notice,” Equifax Security 2017 (heeps:/fwww.cquifaxsecurity2017.com/consumer-notice/).

5. °CF Dlsdosun Guld:nre Top!: No.2” SEC Dlmaon ofCurpor:mn Finance (Qter. 13, 2011).

S <

s 'Equu INCCWnyFlllngs, SEC EDGAR(Iur:mmdNuv 1,2017) {heeps:dfwww.sec gov/egi-bin/browse-edgarfacrion=get
0 defiling ,'Forms K,'SECEDG.\R(Scpr 7,2017)

47 Leteer from AmngChammn Maureen Ohlhausen to Senator Elizabech Warren, Qctober 3, 2017,

48 "Bureaus & Offices,” Federal Trade Commission (hurps://wwwfrcgov/abour-frc/bureaus-offices).

49 Leteer from King and Spalding, LLP vo Senator Elizabech Warren, Ocrober 1, 2017,

50 Letter from Acting Chairman Maureen Ohlhausen to Senator Elizabeth Warren, October 3, 2017,

51 Leteer from King and Spalding, LLP, Counsel for Equifa to Senaror Elizabeth Warren, October 1, 2017.
52 October 18, 2017 IRS Briefing for Senator Warren's staff

53 “Search Results” USA Spending (number current as of Dec. 4, 2017)

(haepse/fww dinggov/Pages/AdvancedSearchaspuk=FEquifax)

54 1.

55 Evan Sweency, ‘ACA data unscached in Equifax breach as lawmakers oon:tmplm munors ngoms cybersecurity negulamms,
Fierce Healthcare (Sepr. 12, 2017) (hreps://wwwfiercehealtheare.com/privacy-sec athed-equifard heas:
lawmakers-contemplate-more-rigorous).

56 USA Spmdlug, Equlfa: Rcsn]ts Summary Rmnld GanSﬂD{humMmﬂmm;&mﬁmh

Bad Credir: Uncovering Equifax's Failure to Protect Amsericans’ Personal Information

Prepared by the Staff of Senator Elizabeth Warren 13 ’



172

| Back to linking page |

59 Julia Horowitz, “IRS suspends its contract with Equifax amid new security concerns,” CNN (Ocr. 13, 2017)
(heep/imoney.can.com/2017/10/13/news/equifax-rs-conteact-<uspended/index huml).

5

60 October 18, 2017 IRS Briching for Senator Warren's staff.
61 Id.

62 I

63 "Decision: Equifax Informarion Services, LLC,” Government Accountabilicy Office (Ocr. 16, 2017)
(heeps:ffwww.gao.gov/; [690/687765.pdf),

64 Id.
I

66 Under federal law, the IRS could nat begin this process unless it found that “compelling circumstances that significantly affect
interests of the United States will not permit waiting for the decision,” 31 USC §3553, 2 standard chat courcs have interpreted to be
a high theeshold and IRS lawyers believed was not mer. Ocrober 18, 2017 IRS Briefing for Senaror Wareen's suaff.

67 October 18, 2017 IRS Briefing for Senaror Warren's staff
68 Id; Frank KnmlneL 'GﬁO Dcnlcs Equlfax Bld Protect on IRS Cmm:r.'Nm'gw [Oct. 16, 2017)

S

69 "Letter me Senators Elizabeth Warren and Ben SmwAtnngIRS Commmonu]ﬁn Koskinen,” (Oct. 5, 2017)

AR VAT fin=:
70 Ocrober 18, 2017 IRS Bricfing for Senavor Warren's staff.
7 I
721

73 Meredich Somers, “IRS suspends Equaxconmcus pwmmnarys«p fa]lawmgcmdmgmq-sdaubmdb Fed:mlNcw:
Radi (O 13 zum pecpcllfeder .

74 October 18, 2017 IRS Briching for Senator Warren's staff.
Eqnt[ax Announces Cybemnqr Incident Inm]vmg Cmnsnmers hﬁ:mamm Equlﬁ: (Sept. 7, 2017)
s i s 7/09-07. (00

G\’

3

See Equax Clms Managzm.cm Phn. Version 5.0 (May 2017) [pmnded in response to Banking Commitcee Questions for the
Record).

Cansumer Financial Procection Bureau's Response to Senator Warren's Lecver, Nov. 21, 2017,

I

Supra note 11.

Equifax Crisis Management Plan, Version 5.0 (May 2017) (provided in response to Banking Commiteee Questions for the Record).
Equifax, Security Incident Handling Policy and Procedures (October 2014) (provided in response to Banking Commiteee
Questions for the Record)

82 Equifax Crisis Management Plan, Version 5.0 (May 2017) (Bates # EFXCONG-SBC000000022) (provided in response to Banking
Committee Questions for the Record).

Equifax, Securiry Incident Handling Policy and Procedures (Qctober 2014) (Bates # EFXCONG-SBCO00000156) (provided in
response to Banking Commireee Questions for the Record).

84 Equifax, Security Incident Handling Policy and Procedures (Octaber 2014) (Bates # EFXCONG-SBC000000156) (provided in
response to Banking Committee Quesn'ms for the Record).

=z 8 & 2 3

8

&

85 Brian Fung, "1 called Equifax with 2 simpl ion. This is what b d." Washingron Post (Sepe. 13, 2017) (hropse/fwww,
washi fnewsfthe- “l!thf\\bfwl’fl -called: uu_hx-w-:hasamv' -question-this-is-whath df).

8 Id.

87 1d.

Bad Credir: Uncovering Equifax's Failure to Protect Amsericans’ Personal Information

Prepared by the Staff of Senator Elizabeth Warren 14 ’



173

Back to linking page |

88 Supra note 73.
89 Supra note L

90 Hamza Shaban and Hayley Tsuk:'_rama Equlfansksmsummforpemnal |nfo. even afrer massive d:.tabm:h Washmgm Post
(Sepe. s,:um os:lfsrws
91 Sarah Bubr, "PSA: num.tnerwhal Equlfax myu“fuu}unv:bunlmpacmdbylbe’lxk"red Cnmdl (Sepr 8,2017)
ps: 09/08/ps ‘ 5 & petell-yo DECTL =[le-NACK

97 Carla Herreria, qulﬁxclanﬁﬁPahcyﬂfur()mrr(}vn(:msnmm Legal Paghts FollumngHach' Huﬁngmn]’usk
(Sept. 9, 2007) (hrps:/fww g ges-d
us 59b364facdb0dfaafefBLb{7).
% anFung,'Equnfa:ﬁmllyresgondsmswu!mgoemmsmr ’kgalnghu"" hing Pos:(Sepl 10.201‘?}
N AT W a1 l' 8/ what-to- n-check-equifaxs-da -websil

WWW,

Manclla Moon.'Equm: waives mchtfrem &eufur &clng ba.ddash' Enydgct (Sepr 13,2017)
(heps://wwwengadger.com/2017/09/1 3/equifar-waives-credifreese-fees/).

101 Oﬂavm Bl;ﬂm,'Wl\lemdlrFrun I.s Better Thana Ctedu].od(, Cnnsunm Reporzs{SepL 28 m7)

}adue Wﬂlﬂt&, 'Equnfax wuﬁcr fm Mﬂm to lod: and ulLTock cvodlt liies fotltfc CNN Mornqr (Sepe. 27, 2017)
Tinew:

102 Letter from Maureek K. Ohlhausen, Acting FCC Chairman, to Senator Warren (Oct 4, 2017).

103 Hearing Transcrips, Ocoober 4, 2017 pg 44 In 1; Polly Mosendz, “Afeer the Equifax Hack, LifeLock Sign-ups Jump Tenfold,”
Bloomberg[Sch 13, 201?)

105 Supra note 23.
106 *Equifax Breach Products,” Equifi (hrep: hwwequifur.com/business/equifischreach produces/).
107 Hearing Transerips, Oceober 4, 2017 pg 43 In17-24.
108 Answer to Question 162, Equifaxs Response to Banking Committee Questions for the Record (provided on January 2, 2017).
109 Answer to Question 162, Equifax’s Response to Banking Committee Questions for the Record (provided on January 2, 2017).
110 Selena Lamn. Eqml’a: is dnlmgwnrh ymmﬁur securny:sm. T CNN (Ocr 12,2017)

0 { ad hemf)-

Bad Credit: Uncovering Equifax’s Failure to Protect Amsericans’ Personal Infornation

Prepared by the Staff of Senator Elizabeth Warren 15



174

Back to linking page |

111 "FTC Letter to Senator Warren,” Federal Trade Commission (Oct. 4, 2007).
112 Supra note 73,
113 Robere We.srem'lr “Equifax, Orher Credu Bumus ﬂckntwdedgc D:ra Breach,” CRN (M:: 13, 2013)

(k 83/equifixothereredichureans-ackno
Experm Bmd: Mfects 15 M“Ilmn Cnnsumzrs. KubsonSecnmy (Or.r 2,2015}
Wsﬁm&ﬁﬂhmmﬂ

m&mmamm
; Thomas leimm. A BngFH:mry oEEqmFaSuumy Fails,” Forbes (Sept.

114 FTCL«wrmScnamWarm Federal Trade Commission (Ocr #,10]7]

Bad Credit: Uncovering Equifax’s Failure to Protect Amsericans’ Personal Infornation

Prepared by the Staff of Senator Elizabeth Warren 16 ’



		Superintendent of Documents
	2022-07-05T12:35:09-0400
	Government Publishing Office, Washington, DC 20401
	Government Publishing Office
	Government Publishing Office attests that this document has not been altered since it was disseminated by Government Publishing Office




