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ROUNDTABLE REAUTHORIZING DHS:

POSITIONING DHS TO ADDRESS NEW AND
EMERGING THREATS TO THE HOMELAND

WEDNESDAY, FEBRUARY 7, 2018

U.S. SENATE,
COMMITTEE ON HOMELAND SECURITY
AND GOVERNMENTAL AFFAIRS,
Washington, DC.

The Committee met, pursuant to notice, at 10:01 a.m., in room
SD-342, Dirksen Senate Office Building, Hon. Ron Johnson, Chair-
man of the Committee, presiding.

Present: Senators Johnson, Portman, Lankford, Daines,
McCaskill, Heitkamp, Peters, Hassan, Harris, and Jones.

OPENING STATEMENT OF CHAIRMAN JOHNSON

Chairman JOHNSON. Good morning. This roundtable of the Sen-
ate Committee on Homeland Security and Governmental Affairs
will come to order.

I want to welcome our participants, we will call them. I guess
they are witnesses, but we have the Honorable Elaine Duke, the
Honorable Claire Grady, Mr. George Scott, and Mr. John V. Kelly
from the Department of Homeland Security (DHS), the Govern-
ment Accountability Office (GAO), as well as the Office of Inspector
General (OIG).

This roundtable will discuss the attempt to reauthorize DHS.
The House has passed their bill. They had a memorandum of un-
derstanding (MOU) to consolidate that entire process under the
Committee of Homeland Security in the House.

It is a little more messier here in the Senate, which is not un-
usual. The Commerce Committee has taken up and passed author-
ization for the Transportation Security Administration (TSA) and
the U.S. Coast Guard (USCGQG). The Judiciary has a number of com-
ponents. We have, my staff keeps telling me, somewhere around 40
to 50 percent of DHS under our Committee’s authorization. That
is really what we are here to talk about today.

I think it is accurate to say that what the House authorization
does is—and this is what you need to do in these authorizations—
take what DHS currently does and codify it, take the recommenda-
tions from the GAO and the Inspector General (IG). And by the
way, reading your testimony, it is actually pretty pleasing to see
how many of the recommendations the Department has addressed
over a number of Administrations to improve their operation.
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And let us also admit that this has not been an easy Department
to establish and operate—22 agencies cobbled together, different
missions trying to develop that unity of mission. We helped, I
think, a little bit in the last Congress in working on some of the
authorization of that Unity of Effort.

But again, we are trying to codify these things. There are, I
think, a couple of key changes or new departments that want to
codify the Countering Weapons of Mass Destruction (CWMD) office.
I think we want to figure out some way to take National Protection
and Programs Directorate (NPPD), focus its mission, do the renam-
ing, and we have talked a little bit about doing that on a must-pass
piece of legislation, or we do this on this authorization. I think
there is a great deal of desire to do it. It is just a matter of how
do we get those efforts signed into law.

A couple of items need to be worked out. Authorization for Fed-
eral Emergency Management Agency (FEMA) grants. What are we
going to do with Federal Protective Service? We will continue to
have those discussions. Maybe that is something we can determine
and come to conclusion with voting in a markup.

My last point is I do want to talk about the one glaring omission
out of the House authorization and something that maybe it is too
controversial, but it is something I think that the Department real-
ly needs, is a very serious look at all of the committees of jurisdic-
tion to have that you are responsible to.

In my briefing, we got this little chart of all the committees,! and
I do not think, how many committees and subcommittees do have
that responsibility to report to and that have jurisdiction over
DHS. But some of the information is pretty interesting.

The number of hearings that DHS personnel have participated in
prior Congresses, 304 in the 111th, 289 in the 112th, 219 in 113th,
211 in the 114th Congress. Witnesses are in the 400 levels; the
briefings, thousands. I mean 4,000, the 111th Congress; over 4,000
in the 114th.

Now, as the oversight committee, we strongly believe in agency
responsibility in terms of reporting to us and transparency, all
those types of things, but it needs to be more streamlined. So one
of the things I think we are suggesting is—I am really not real
nuts about commissions, but I am not quite sure of any other way
of doing this. I am open to other ideas, but some kind of commis-
sion to work with House committees and Senate committees to re-
duce that burden because from my standpoint I want to make sure
the Department is focusing on its primary mission, which is keep-
ing America safe and secure.

So, with that, I do ask unanimous consent that my written open-
ing statement be entered into the record.2

With that, I will turn it over to our Ranking Member, Senator
McCaskill.

1The chart referenced by Senator Johnson appears in the Appendix on page 70.
2The prepared statement of Senator Johnson appears in the Appendix on page 39.
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OPENING STATEMENT OF SENATOR MCCASKILL

Senator MCCASKILL. Thank you, Mr. Chairman.

I am a little confused as to why this is a roundtable instead of
a hearing. I hope someone can speak to that. This is an Adminis-
tration that prides itself on getting rid of senseless regulations, and
I am being told that the reason we did a roundtable is because you
did not have time to get testimony approved by the Office of Man-
agement and Budget (OMB).

Is that right? Is that why it is not a hearing?

Chairman JOHNSON. I think it was just a conversation between
staff and DHS in terms of what would be the best format to have
these discussions to prepare for a markup to actually pass this
piece of authorization. To me, it is not a big difference one way or
the other.

Senator MCCASKILL. Well, I think it is really important, the re-
authorization of DHS. I think it rises to the level of a hearing, but
you and I may just have a disagreement about that. I did not know
that it was under the impression it was something that the Depart-
ment did not have ample opportunity to prepare for a hearing be-
cause of the approval of OMB, but if it was just a choice of the
Chairman, then you and I just have a difference of opinion about
whether or not this rises to the level of a hearing.

I have a number of things I would like to take time to talk about
today. I probably will not have time to talk about all of them. Obvi-
ously, I continue to be very concerned about acquisition and how
well the Department handles acquisition.

We see press about the most egregious examples. Obviously, the
recent one, we have a contractor who clearly has a very troubled
history with the Federal Government, but yet we entered into a
contract for them to deliver meals, and clearly they did not deliver
on that contract. They did not perform under that contract. I think
we have to really drill down on debarment and suspension and why
this is such a hard thing to do in the Federal Government.

I can assure you my colleague, the Chairman, if it was his com-
pany, if it was a private business and you had somebody that was
a supplier and they screwed up time after time after time, do you
know what that private business would do? They would quit doing
business with the supplier, but the Federal Government seems to
never quit doing business with anybody who screws up. And I do
not get it. I would like us to get to the bottom of that.

I also obviously have questions that I will spend some time on.
I am very concerned about the privilege dispute in the IG report.
This is groundbreaking, it is unprecedented, and it is very bad.
And I want to get to the bottom of it.

And I also will put my written statement in the record! since we
have great attendance this morning, and I think everybody has
questions. Let us move to questions

Chairman JOHNSON. Again, it is my understanding you will each
have an opening statement, so why do we not just start with the
Honorable Elaine Duke. She is the Deputy Secretary of the Depart-
ment of Homeland Security.

1The prepared statement of Senator McCaskill appears in the Appendix on page 40.



4

TESTIMONY OF THE HONORABLE ELAINE C. DUKE,! DEPUTY
SECRETARY, U.S. DEPARTMENT OF HOMELAND SECURITY;
ACCOMPANIED BY HONORABLE CLAIRE M. GRADY, UNDER
SECRETARY FOR MANAGEMENT, U.S. DEPARTMENT OF
HOMELAND SECURITY; AND CHRISTOPHER KREBS, SENIOR
OFFICIAL PERFORMING THE DUTIES OF UNDER SEC-
RETARY, NATIONAL PROTECTION PROGRAMS DIREC-
TORATE, U.S. DEPARTMENT OF HOMELAND SECURITY

Ms. DUKE. OK. Thank you. I will just give one opening statement
for the Department.

Thank you for having both of us here. Claire Grady, as the
Under Secretary for Management, is our Chief Management Offi-
cer, and I as the Deputy Secretary and acting as our Chief Oper-
ating Officer. And there is a strong linkage to that, and hopefully
with the two of us, we can cover all the areas today.

You have been great partners, and we are really looking forward
to having some open and honest dialogue.

The purpose for DHS is clear. It is even clearer now with the
threats against our country, and we welcome an Authorization Act
that would give us updated authorities, updated support, and up-
dated accountability for the country which we support.

We recognize that we have to ensure that we carry out the mis-
sion on behalf of the country and that we are serving even our em-
ployees, our 240,000 employees right, and we think passage of the
Authorization Act would be helpful in us executing our authorities
and responsibilities.

Over the past year at DHS, I have been working on a Unity of
Effort at DHS, and this is critical. And hopefully, we will have time
to talk about it today, but it is really looking at how we as the
headquarters operate to enable and support the headquarters.

And I see three roles for the headquarters elements: leading a
community of practice, being subject-matter experts, and servicing
the headquarters. And I think that your proposal, Mr. Chairman,
of consolidating some of the committees would really be a great
parallel to what we are trying to do in headquarters and align and
streamline even better. We have made great progress. We have to
do more in this area.

What we are looking for in an authorization bill overall is some-
thing that does what you say and codifies some of the efforts we
are making already, the leadership commitment, but it does not go
so far as to dictate and legislate areas that really would be difficult
to change or take away key and essential flexibilities of the Sec-
Eetlary and the leadership of the Department, so finding that right

alance.

We do feel like areas in an authorization bill that would help us
with personnel, things such as hiring retention and separation
flexibilities and management of our employees would be helpful,
and we can discuss those in a level of detail either now or in subse-
quent discussions with you and the Ranking Member later.

Also, the Department’s Cyber and Infrastructure Security, we do
have the senior official performing the duties of the Under Sec-
retary, Chris Krebs, with us here today to talk about the NPPD

1The prepared statement of Ms. Duke appears in the Appendix on page 43.
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area and the Countering Weapons of Mass Destruction. So we are
looking forward to coming up with some agreements that can pro-
vide you information that will help inform your authorization bill.
Thank you.
Chairman JOHNSON. Mr. George Scott is the Managing Director
for the U.S. Government Accountability Office, Homeland Security
and Justice team. Mr. Scott.

TESTIMONY OF GEORGE A. SCOTT,! MANAGING DIRECTOR,
HOMELAND SECURITY AND JUSTICE, U.S. GOVERNMENT AC-
COUNTABILITY OFFICE; ACCOMPANIED BY CHRIS CURRIE,
DIRECTOR, EMERGENCY MANAGEMENT AND NATIONAL
PREPAREDNESS ISSUES, U.S. GOVERNMENT ACCOUNT-
ABILITY OFFICE

Mr. Scorr. Thank you, Chairman Johnson, Ranking Member
McCaskill, and Members of the Committee. I am pleased to be here
today to discuss opportunities to further strengthen the Depart-
ment of Homeland Security.

Over the past 15 years, DHS has implemented a range of home-
land security operations while making significant progress in ad-
dressing the high-risk area of transforming the Department and
strengthening its management functions. In fact, we now consider
DHS to be a model for how other agencies should work to address
their high-risk issues.

That said, there are a number of key areas where the Depart-
ment needs to continue to improve. Reauthorization provides the
opportunity to reflect on the progress the Department has made
and also how best to align the DHS missions, roles, and respon-
iQ,ibicllities to better counter new and emerging threats to the home-
and.

I would like to briefly discuss some specific examples where we
think legislation to reauthorize the Department would help.

In terms of departmental organization, codifying the roles and re-
sponsibilities of the National Protection and Programs Directorate
would help strengthen DHS’s focus and responsibilities on
cybersecurity. Also, renaming the office to better reflect those re-
sponsibilities would be a positive step.

In the area of protecting critical infrastructure, Congress could
require DHS to evaluate the assistance and information it provides
to stakeholders regarding cybersecurity protections, particularly
those sectors that work with the Department on a voluntary basis.

It is important for DHS and the Congress to better understand
to what extent those efforts are yielding positive results. While the
Department has made progress addressing financial management
issues, including receiving a clean audit opinion on its financial
statements for 5 consecutive years, significant challenges remain.
In particular, the Department continues to struggle with its finan-
cial szflstem modernization efforts, and additional oversight is war-
ranted.

DHS also needs to continue to develop a financial management
workforce with the skills necessary to uphold a strong internal con-

1The prepared statement of Mr. Scott appears in the Appendix on page 46.
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trol environment, and the Congress could require the Department
to develop a comprehensive strategy for doing so.

Finally, no discussion of Department would be complete without
touching on the area of acquisition management. The Department
has taken a number of important steps in response to GAO rec-
ommendations to improve oversight of its acquisitions.

For example, it reestablished the Joint Requirements Council
(JRC). Codifying the role of the JRC, as recently proposed by Sen-
ator McCaskill, and ensuring that the Department continues to fol-
low sound acquisition practices will help increase accountability for
the billions of dollars that the Department spends each year.

This concludes my statement, and I look forward to answering
any questions that you have. Thank you.

Chairman JOHNSON. Thank you.

Our final participant witness is Mr. John V. Kelly. He is the Act-
ing Inspector General for the Department of Homeland Security’s
Office of Inspector General. Mr. Kelly.

TESTIMONY OF JOHN V. KELLY,! ACTING INSPECTOR
GENERAL, U.S. DEPARTMENT OF HOMELAND SECURITY

Mr. KELLY. Good morning, Chairman Johnson, Ranking Member
McCaskill, and Members of the Committee. Thank you for inviting
me to discuss DHS’s Reauthorization Act and positioning DHS to
address new and emerging threats.

Since its establishment, DHS has progressed in addressing chal-
lenges to accomplish its mission. However, to fulfill its vital mis-
sion of successfully protecting and securing our Nation, DHS must
continue to overcome challenges that hinders its efforts.

Over the last few years, my office has issued numerous reports
that address the challenges that face DHS. Many of those chal-
lenges, Congress addressed in H.R. 2825, the DHS Reauthorization
Act. With implementation of our recommendations and your legis-
lation, DHS can continue to improve its operations and reduce
fraud, waste, and abuse. However, if the Department ignores these
challenges, it will be difficult for DHS to effectively and efficiently
address new and emerging threats to the homeland.

In our last two annual reports on DHS’s major management and
performance challenges, we highlighted two of the most significant
longstanding challenges. First, DHS’s leadership must commit
itself to ensuring DHS operates more as a single entity rather than
a confederation of components.

The Department leadership must also establish and enforce a
strong internal control environment. The current internal control
environment is relatively weak, and it affects all aspects of the De-
partment’s missions, including border protection, immigration en-
forcement, protection against terrorist attacks, natural disasters,
and cybersecurity. Fortunately, the DHS Authorization Act rein-
forces the need for the Department unity by streamlining over-
sight, accountability, and eliminating redundancy.

Another important area is acquisition management. In fiscal year
(FY) 2017, DHS spent more than $33 billion on contractual serv-
ices, supplies, and assets; thus, DHS’s acquisition management sys-

1The prepared statement of Mr. Kelly appears in the Appendix on page 58.
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tem is critical in fulfilling its mission. However, implementing an
effective acquisition management system is inherently complex.

DHS annually spends tens of billions of dollars on a broad range
of assets and services, including ships, aircraft, surveillance towers,
nuclear detection equipment, financial and human resources (HR)
systems, and information technology systems. To its credit, DHS
has improved some of the acquisition processes; however, chal-
lenges remain. Provisions of the DHS Authorization Act would
strengthen the role of the Under Secretary of Management, imple-
ment efficiencies across components, and better ensure oversight
and accountability, thus, safeguarding billions of taxpayer dollars.

DHS must also strengthen aviation security. Nowhere is the
asymmetric threat of terrorism more evident than the area of avia-
tion security. The Transportation Security Administration cannot
afford to miss a single genuine threat without potentially cata-
strophic consequences, yet terrorists need only to get it through
once.

The detection of dangerous items on people and baggage requires
reliable equipment, effective technology, and well-trained transpor-
tation security officers. Our work has identified vulnerabilities in
TSA’s screenings operations. We have conducted nine covert pene-
tration testing audits on passenger baggage and screening oper-
ations.

I cannot provide the results in an unclassified setting but can
characterize them as troubling and disappointing.

TSA’s failures were caused by a combination of technology and
human error.

I am pleased that TSA’s leadership understands the gravity of
our findings and is moving to address those.

We recently audited the Federal Air Marshals Service (FAMS)
contributions to TSA’s security. Although the detailed results are
classified, I can state that some of the funding for FAMS could be
discontinued and reallocated to higher priority areas.

Finally, a primary focus of DHS is the integrity of the roughly
240,000 departmental employees. While the vast majority of DHS’s
employees and contractors are honest and hardworking public serv-
ants, much of our investigative caseload concerns allegations of cor-
ruption on part of DHS law enforcement personnel and government
contractors.

While the DHS Authorization Act implicitly grants the OIG the
right to first refusal, we suggest that Act explicitly grant that right
to us.

Inspectors General play a critical role in assuring transparent,
honest, effective, and accountable government. The American pub-
lic must have a fundamental trust if the government employees are
held accountable for crimes and serious misconduct by an inde-
pendent fact-finder.

Mr. Chairman, this concludes my comments. You are welcome to
answer questions.

Chairman JOHNSON. Thank you, Mr. Kelly.

One of the reasons I like this roundtable approach is, in general,
in the past, it allows pretty free flow of questioning, and we can
stay on one topic.
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So the way I want to approach this is we do have a timer here.
It is set for 5 minutes. I think the yellow light goes off when there
is 1 minute left, and the red light goes when your time is up.

But I do want to accept or encourage, but if you have a follow-
on question that is pertinent to what another Member is asking,
so we can cover the topic right then and there as opposed to 15
minutes, half hour later, bring up the topic again and rehash it,
just raise your hand. But, again, I really want to discipline kind
of one shot per member on a particular topic, and it has to be perti-
nent, OK? So, again, I think that will just add to the discussion.

So I will defer my questioning. I will turn it over to Senator
McCaskill, and we will see if this thing works.

Senator MCCASKILL. I am a little confused about the process
here, but we will forge ahead.

Chairman JOHNSON. It will be good.

Senator MCCASKILL. If this is going to be a roundtable, I sure
hope we are not cutting people off from being able to ask as many
questions as they want.

Chairman JOHNSON. No.

Senator McCASKILL. OK. Let us start with something that con-
cerns me because of my work with the IG community as a former
auditor.

The Inspector General conducted an extensive review of the De-
partment’s implementation of the President’s travel ban. The co-
operation hit a roadblock when Inspector General Roth took steps
to release his findings. Not only did it take months for the Depart-
ment to respond to the Inspector General regarding the Depart-
ment’s privileged claim so the report could be released, in the end,
the Department decided to assert a privilege that had never been
used before, invoking a deliberate process privilege.

Now, the irony is that you are invoking a deliberate process
privilege in the implementation of the travel ban. If there was ever
anything that was not deliberate, it was the travel ban because it
occurred without adequate notice to the Department, without ade-
quate preparation to the Department. Anybody with common sense
could look at it and see that.

So the irony is that you are using a deliberative process privilege
to block information from the public. Are we allowed to see this in-
formation, Ms. Duke?

Ms. DUKE. The concern over the deliberative process was it has
to be protective. We have to be able to have discussions with the
President, the Administration. That is process.

Additionally, it is under litigation, and that is the issue here. It
is important that we protect this.

Yes, we will provide the report as it is to the Congress. I think
that the important thing to note is that even with the redactions,
it does state what the process was, and we believe that even with
the deliberative process, it gives adequate information about what
happened with the travel ban.

Senator MCCASKILL. I mean, I just think it is outrageous. I do
not understand it. Government is sued all the time. We cannot use
litigation as an excuse to stop information from the Inspectors Gen-
eral. We cannot do that because every Department will then say,
“Oh, we are under litigation. We cannot”—and is this an executive
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privilege, or is this a deliberative process privilege? Is this the
White House that is exerting this privilege, or is it your Depart-
ment?

Ms. DUKE. There were different pieces of the report that came
under different privileges. Some were executive. Some were delib-
erative process.

The IG got all that information. It was an issue of whether it
could be made public through a public report. So the IG does have
the information.

Senator MCCASKILL. But the IG cannot share that with me?

Ms. DUKE. Correct.

Senator MCCASKILL. Or the Chairman of this Committee?

Ms. DUKE. We would be happy to have a discussion about that
with you if you would like to go over the findings of the report. I
will commit to you that we will come in and talk to you about the
report.

Senator McCASKILL. Well, I am going to need more explanation
about this because this could be a trend. All of a sudden, we could
have IGs all over government encountering Departments saying,
“Well, this was a deliberative process. We cannot talk about this,”
and then, all of a sudden, our oversight is gone.

Ms. DUKE. Right. We find it highly unusual for an IG report to
be solely focused on discussions within the Executive Branch be-
tween—a lot of the report was focused on email notifications, those
type of things, where normally an IG report would be focused on
how did DHS implement the travel restriction.

Senator MCcCASKILL. Well, as somebody who has read probably as
many IG reports as anybody in this room and as many GAO re-
ports as anybody in this room, emails are always a part of those
reports.

Ms. DUKE. And emails regarded to how we implemented it, I
think would be appropriate. I think the deliberative process refers
more in the early stages of how we converse pre-decisional, if you
will, within the Executive Branch over how decisions were made.

Senator McCASKILL. Well, I am going to ask for a one-on-one
briefing on this. If we have to do it in a classified setting, whatever.
I want to know what is being hidden from the public, and then we
can go from there.

On acquisitions, the recruiting contract, we have asked for infor-
mation on this recruiting contract for Customs and Border Protec-
tion (CBP). We asked on January 3. We still have not gotten any-
thing. Was it competitively bid?

Ms. GRADY. Yes, ma’am, it was.

Senator McCASKILL. OK. So the best deal we could get was pay-
ing $40,000 for every job that pays $40,000?

Ms. GRADY. So we looked at it from the perspective of competi-
tive selection and that representing what best met our needs at a
fair price.! So when we looked at it, we looked at it in its entirety.

As you know, we have struggled to hire the necessary staff for
border patrol agents, border patrol officers, Air and Marine, and
even despite the efforts of using a range of options, including reten-
tion incentives and different things we had done from a recruiting

1The information for the Record from Ms. Grady appears in the Appendix on page 148.
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perspective, we have an average, a net loss of about 400 positions
for border patrol agents every year.

This year, first quarter, we are down another 100. We needed to
do something above and beyond what we were able to do, particu-
larly with the intent to hire an additional 5,000 border patrol
agents. We looked at it carefully and said this is a surge need. We
still need to continue to push on all of the flexibilities from an HR
perspective we have to meet our staffing needs, but to meet the
surge, we needed assistance over and above what we had. And we
had awarded a contract to a company who has a proven track
record for ability to accomplish just that.

Senator McCASKILL. Well, $40,000 per employee is outrageously
high. We are paying $40,000 to hire somebody we are going to pay
$40,000. For folks from where I live, for people who think the gov-
ernment has lost its mind, this would be Exhibit A.

Ms. GrRADY. I understand the concern, and one of the things that
was important to us about that contract is structuring it so that
we pay for actual onboarding when we get formal job offers. We are
not paying for effort; we are paying for delivering results.

Senator MCCASKILL. $40,000 per?

Ms. GRADY. Approximately. That includes initial startup costs
that are granted toward the recruiting efforts, safeguarding infor-
mation associated with personally identifiable information (PII),
and all of the branding and efforts up front. So if you do on that
net division, you could come up with a figure close to that, but
what we were really focused on is getting the results. And it is a
scalable contract. It is an indefinite delivery indefinite quantity
(IDIQ) contract.

Senator McCASKILL. Well, I will be anxious to get the contract
file. Will it come soon?

Ms. GRADY. We are going to share that information with you,
and we would be happy to discuss the specifics of the contract.

Senator McCASKILL. Well, we sent the letter on January 3. Will
it come soon?

Ms. GraDpy. I will look into the exact date we are going to get
it back to you.

Senator MCCASKILL. Can we get it in 2 weeks?

Ms. GRADY. We will have issues associated with protected infor-
mation within that competitive source selection information, but we
are committed to providing that information to you and being
transparent about the processes.

Chairman JOHNSON. Senator Heitkamp?

Senator MCCASKILL. I hope you have an answer.

Ms. GRADY. Yes, ma’am.

Senator MCCASKILL. Two weeks?

Ms. GRADY. Two weeks.

Senator MCCASKILL. All right.

OPENING STATEMENT OF SENATOR HEITKAMP

Senator HEITKAMP. there is a boatload of money that is coming
your way, and if we cannot trust that you are spending it right, if
we cannot trust that the decisions are being made based on evi-
dence-related factors and by professionals, this is not going to go
well. And so these issues that we are confronting today are critical,
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and I think Senator McCaskill has done a great job outlining just
two areas where we have concern because if we cannot see an IG
report and all the attachments, we are not doing oversight, right?

And if we have a problem hiring people, you have a problem re-
taining people, what are you doing? Who are you talking to? What
are the other strategies that are being deployed to maintain staff?

We spend a lot of time. I spend a lot of time, as you know, on
the Northern Border. I hate to sound like a—and I talk to border
patrol, and I talk to the challenges. And with a few tweaks, you
could get them to stay. Instead of paying $40,000, you could walk
into a high school and recruit high school students. You guys are
not being creative enough.

And this is hard work, and it is going to require different think-
ing, but $40,000 to hire a job that pays $40,000? There is no one
who thinks that is a good idea.

Ms. DUKE. Senator, you raise a good point about retention and
other activities.

So you may have heard about our leadership year. That is fo-
cused on exactly having a concerted effort on why are we losing
people and looking at that from both a leadership and management
and a supervisor perspective.

The fact that we went up in the Federal Employee Viewpoint
(FEV) survey, the largest increase in government, I think, shows
that is working. We are hearing from our employees what they
want from a cultural perspective, and we are addressing that. And
we can talk more about that if you want the time.

Additionally, in border patrol especially where we have high at-
trition and difficult to recruit, a lot of that has to do with certain
duty stations, and we are looking at legislative proposals that
might help and some things including if someone goes to a location
where it is not desirable, can they have first choice. So we are look-
ing at what we can do internally and what we might have similar
to Department of Defense (DOD).

Senator HEITKAMP. You need to get this house in order

Ms. DUKE. Yes.

Senator HEITKAMP [continuing]. Because, like I said, we are
being asked to authorize and appropriate a lot of money.

Ms. DUKE. Yes.

Senator HEITKAMP. And if that money is just going to be poofed
and we look back on this time and say in our rush to get this done,
we did not do the right oversight, then shame on us.

I want to talk a little bit about Chairman Johnson’s chart,! and
I want to talk about the 9/11 Commission. I did not know that you
mentioned it, but this was one of the recommendations, improving
this, government oversight, somehow by bringing in more of a de-
fense authorization structure to the Department of Homeland Secu-
rity. I think that is the direction that we need to head, and that
was the recommendation that the 9/11 Commission made that was
never followed through, partly because we got jurisdictional turf
battles that go with this, right?

Chairman JOHNSON. Nobody wants to give it up.

Senator HEITKAMP. Yes, right.

1The chart referenced by Senator Heitkamp appears in the Appendix on page 70.
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If we are going to do the right kind of oversight, we cannot have
this kind of disparate jurisdictional challenges, and this is probably
more to the Chairman and the Ranking Member. We have to start
asserting our jurisdiction here, and we have to start talking about
how we are going to do a broader oversight.

If it makes sense for you guys to be consolidated into the agency
that you are consolidated into, it makes sense for the Committee
on Homeland Security to have broad and consistent oversight with
the mission of the agency, and when we do not have that, we do
not have a plan. We do not have oversight when we have not fig-
ured this out, and maybe there is ways to tear down these barriers
between the committee chairs.

I know that the House is trying a different kind of select com-
mittee or whatever method. Can any of you comment on the kind
of authorization process that the House is going through and
whether you think that is working to give you a more narrow fo-
cused point of contact on oversight?

Ms. DUKE. We agree. I cannot specifically comment on the House
process, but we agree on the consolidation of authority, and we are
hoping an authorization bill would be a step in that direction.

What we see from this Committee is a holistic look. So when you
talk about acquisition, for example, Senator, you talk about a pro-
gram, but you also talk about the system. And the reason you are
talking about the system is because of your Committee, and in oth-
ers, they have just such a narrow slice, that we are not looking at
the full system. And so I agree with everything you are saying.

I know the House is trying to do a similar effort to consolidate
some of the authority, and we think we would get more comprehen-
sive oversight with a consolidation of jurisdiction.

Senator HEITKAMP. Right. I mean, you cannot force that. We
have to assert jurisdiction here.

But let us not pretend that we are going to get a broad reauthor-
ization oversight capacity here with this kind of mixed jurisdiction,
and so I really encourage this Committee to start asserting its ju-
risdiction and start talking about this as a problem.

Chairman JOHNSON. We also cannot pretend that we are going
to solve that problem overnight. It is going to require, I think

Senator HEITKAMP. But, Ron, how old is the agency?

Ms. DUKE. It is 15 years.

Senator HEITKAMP. How old?

Mr. KELLY. Fifteen years.

Senator HEITKAMP. Fifteen years. It is not overnight.

Chairman JOHNSON. Oh, no. I realize

Senator HEITKAMP. Let us quit pretending.

Chairman JOHNSON. Pussy-footing around.

Senator HEITKAMP. Right. Let us quit pretending that 15 years
of dispersed jurisdiction here is acceptable and we have to wait
longer. We have to get this problem fixed.

Especially when you are going to get 25 billion extra dollars.

Chairman JOHNSON. It is why we are, I think, recommending
some kind of commission with highly respected individuals serving
to point out we are literally putting our Nation’s security at risk
by having DHS so scattered in terms of—and answer the same
question with different committees.
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Senator HEITKAMP. Guess what? We had a commission. It was
called the 9/11 Commission, and they told us what we should do.

Chairman JOHNSON. I understand. Right. And Congress did not
follow it.

Again, we are on the same page here. We agree it is how you fix
it. Senator Peters.

OPENING STATEMENT OF SENATOR PETERS

Senator PETERS. Thank you, Mr. Chairman.

I think I will follow on the theme of accountability, which has
been a big part of the last two questioners, and that deals with
some of the grant making that occurs within your agency. Cer-
tainly, tens of billions of dollars of money have been put out in var-
ious grants since 9/11, and certainly the taxpayers have a right to
know whether that money has actually made us safer or not. And
if it has not, then we need to make some changes accordingly.

Mr. Kelly, I understand FEMA is currently reviewing the Threat
Hazard Identification and Risk Assessment (THIRA), which is the
process that agency and States use to undertake each year. Is it
true that these THIRAs are not being currently used to drive grant
allocations?

Mr. KeLLy. I will have to get back to you on that specific. I do
not have that answer to you right now.

Senator PETERS. OK. So that would be important because I think
we need to look at that, and my understanding is they are not, and
yet they are making these assessments. At some point, they should
get to the point where you actually have data, as was mentioned,
the actual metrics to be looking at before grants are provided.

Mr. KeELLY. Conceptually, I would agree with you on that, but I
cannot give you the actual answer right now to that question.

Senator PETERS. Great.

Mr. Scott, related to that, does the language in the draft legisla-
tion require assessments and information? The State prepared its
reports in the THIRA. Do they have the potential? I know you have
looked at that issue. Do you believe that they have

Mr. ScoTT. I am not exactly familiar with that.

I will call on my colleague, Chris Currie.

Chris, do you have any responses?

Mr. CURRIE. Yes, Senator Peters.

So, in general, the House bill does essentially what we have been
recommending for over a decade, which is encourage FEMA to bet-
ter assess from year to year the effect of the preparedness grants.

You mentioned the THIRA process. FEMA does use that, but
that is mostly developed by the State, and then FEMA relies on the
State’s assessment.

So what we do not know year in and year out is how these grants
are making us safer and building our capabilities. So, in short, we
do not know what our investment of $50 billion over the last 15
years is really buying us year in and year out.

Senator PETERS. Well, that is pretty troubling. If we do not know
what $50 billion has actually bought us, what would be your rec-
ommendation?

Mr. Currik. Well, what we have been saying for over a decade
now is that FEMA needs to come up with its own quantitative
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measure year to year of how these preparedness grants are build-
ing our capabilities, and that is what is not being done now. And
that is what we would like to see.

And I think another important point is with all this investment
on preparedness and pre-disaster grants, it is not clear what the
impact is on the post-disaster side because that is exploding. We
are spending more and more very year on that too.

So right now, it may not be buying down the cost on the back
end either post disaster.

Senator PETERS. Great. Thank you. I appreciate that.

The question also back to Mr. Kelly and Mr. Scott, there has
been proposals to consolidate some of this grant process, which his
right now really fragmented. Has the OIG or the GAO done assess-
ment as to whether the action of consolidation would increase the
efficiencies in these programs and perhaps also better align them
to national priorities? Is that something you have looked at?

Mr. KELLY. We have not initiated a review in that area. We have
been looking at some of the preparedness grants, and we do a lot
of work on the disaster assistance grants. We have identified a
number of challenges that exist.

We sent actually Chairman Johnson and Senator McCaskill a
letter in June making suggestions on how FEMA can improve their
structure and oversight of the disaster assistance grants. There
were a number of legislative proposals, administrative changes in
that proposal.

Senator PETERS. OK. Mr. Scott.

Mr. ScorT. Well, to the extent that across various grant pro-
grams, there are opportunities to harmonize requirements, oppor-
tunities to streamline reporting requirements. There is always op-
portunities, I think, to wring out additional efficiencies, both in the
grant-making process, but also in the grant administration process.
So, as a matter of practice, I think to the extent that actions can
be taken to streamline grant making, I think that is generally a
positive thing, as long as that goes with the necessary oversight of
the grants. It is important not just to get the money out the door
but to make sure we have the necessary oversight mechanisms in
place to ensure the grant money is properly spent.

Senator PETERS. Great. Thank you.

Honorable Elaine Duke, a question for you related to
cybersecurity. When we are dealing with cyber-threats, really the
challenge is making sure that we are hardening the weakest link
because the bad guys are always looking for the weakest link. And
my concern is that although the Federal Government certainly has
a lot to do to strengthen our cybersecurity efforts, I am very con-
cerned about State and local governments that simply do not have
the same kinds of resources that we have here at the Federal level
and are certainly that weak link in the overall system.

I am working with a colleague of mine in a bipartisan way, Sen-
ator Perdue, to look at ways in which we can get the Department
of Homeland Security to work with State and local governments
that are voluntarily asking for assistance and expertise within your
Department. If you could talk a little bit about what you believe
we can do from the Department to help State and local govern-
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ments and if there are any specific actions we should be taking
here in the Committee to assist you in your efforts.

Ms. DUKE. Yes. Thank you, Senator.

We agree that State and locals can be assisted by the Federal
Government on a voluntary basis. We also think the same for crit-
ical infrastructure segments. That the Federal Government can
play a role in the integration, not in an involuntary way.

I think the NPPD, the Cybersecurity Agency Act will help with
that, and what we are looking at is we already have deployed tools.
That is the number one thing that we can do, is let State and
locals, let critical infrastructure use some of the tools that we have
deployed. That could be done more. We are looking at that.

We are doing evaluations. The election subsector is an example
of when asked, we are going out and doing risk assessments of
structures for the State governments or the local governments.

We think the collaboration—what we are looking at overall—and
then training is another area. We are giving training, and then we
have pre-position protective security agents (PSA), put PSAs
throughout the jurisdictions to do onsite assist and help and reme-
diation, and those are NPPD Federal employees that are out there.

We think more needs to be done in this area. We agree. And one
of the things with the NPPD Act, we think it would do that by hav-
ing critical infrastructure and cyber and realizing that cyber is a
cross-cut across everything. It is not a stand-alone function.

Senator PETERS. Great. Thank you.

Chairman JOHNSON. Senator Peters, one thing we do know about
FEMA grants, the State and local governments love them. So com-
bine that with the fact that we do not know whether they are real-
ly actually working, it definitely is a concern. Senator Portman.

OPENING STATEMENT OF SENATOR PORTMAN

Senator PORTMAN. I would like to piggyback on that cyber issue
because one of the questions I wanted to ask was about workforce.
As you know, back in 2014, we wrote bipartisan legislation—this
Committee strongly supported it—to upgrade your abilities in the
cyberspace, very concerned about the lack of retention and also
being able to attract top-flight talent.

That was 3 years ago. We asked that the GAO do a report 3
years out.! I am pleased to say, Mr. Scott, that we got the report
just a few days ago, which is great. I saw it for the first time last
night, and your report basically says that DHS has missed all
kinds of deadlines.

So I understand the need to help State and local. I understand
the need to harden our own, but if we do not have the personnel
to do it, it makes it incredibly challenging.

So just quickly, Mr. Scott, tell us what are your specific rec-
ommendations right now as to how we get DHS back on track and
begin to attract this workforce we need.

Mr. Scort. Thank you, Senator Portman.

As you mentioned, just yesterday, we issued a report really high-
lighting the urgent need for the Department to take additional

1The GAO report referenced by Senator Portman appears in the Appendix on page 71.
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steps to identify its cybersecurity positions and critical skill re-
quirements.

In summary, then Department has made some progress catego-
rizing and signing certain codes to some of its cybersecurity posi-
tions.

There are some concerns with the accuracy of some of the infor-
mation they provided. For example, I think they estimate about 95
percent of the positions were identified. We came in and did an
analysis and found it is really around 79 percent because the De-
partment basically excluded some of the vacant positions. They did
not count those in the math.

We made six recommendations, including for DHS to enhance
the procedures around identifying these vacant positions, improv-
ing the workforce data, and developing specific plans to identify
and report on the critical cyber needs.

The Department concurred with all six of the recommendations,
so our expectations within the next 2 years or so that they should
be ?rther along in addressing some of its critical cyber workforce
needs.

Senator PORTMAN. That is great.

Ms. Grady and former Secretary, Acting Secretary, and now Dep-
uty Secretary Duke here, one of your recommendations was to have
accountability; in other words, have someone responsible for every
component. And I think that is something that you two should
focus on, given your management responsibilities.

Second, I was involved in 2002 in the legislation that created the
Department, as some of you know, and I have wondered sometime
since then whether we have created a behemoth, something that is
just too difficult to manage.

But having said that, the risk that we face in an increasingly
dangerous and volatile world, I think require us to have one agency
to just focus on keeping it safe, and at the time, we did try to align
the Committee structure with the Department, unsuccessfully.

Again, in a 9/11 report, this was talked about, but I agree with
what the Chairman and other colleagues have said about that, is
that it is difficult for you. And the Chairman talked about the
number of testimonies you have had to give over the last year and
the inability for you all to focus on your core function because you
are dealing with so many different committees and subcommittees.

So I do think it is a good idea, Mr. Chairman, and the first step
in it is to have an authorization from this Committee because we
have the bulk of the jurisdiction, and if we are not taking that ju-
risdiction seriously and ensuring that we do have authorizations,
we are going to continue to have even more erosion of that respon-
sibility.

So this is good. We tried this back in 2011. Susan Collins and
Joe Lieberman tried it. We were able to get it out of Committee.
We were never able to get it across the floor, and so I am glad you
are doing this. And this authorization, as I understand, is going to
be a little more narrow, to try to avoid issues, and I hope we can
do this in a bipartisan basis as kind of the first step toward a much
broader issue here, which is how do you manage this Department
that has so many different siloes, as Mr. Kelly said earlier, and
make it work better as a single entity. And this will help.
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On oversight, I have to raise, as Chairman of the Permanent
Subcommittee on Investigations, you all have not been responsive
in a few of our requests, and we push. We write letters, but let me
just give you three quickly.

One is way back in April 2017, we asked some questions about
the management of the Chief Information Officer (CIO), and I am
not going to get into the details because we do not make these in-
vestigations public typically until we report, but we need that in-
formation. We have been given a minimal amount of documents,
nlllOSt of which are not at all responsive to the request, so need help
there.

Second is back in December, we asked about your privately run
immigration detention facilities. Again, not to get into the details,
but we need that information, and you guys have not been respon-
sive. You have not produced any documents. We have made phone
calls. We have sent emails, status updates. We need that informa-
tion. That is back in December 6.

Then finally, in January of this year, just a couple of weeks ago,
we asked you guys for information on the procedures to protect un-
accompanied alien children. You remember we had this hearing
and a report on this topic and deep concern about the lack of ac-
countability. This was with Senator McCaskill and myself. We were
simply looking for what we were told at the time you all were
doing, which was a memorandum of agreement that you were going
to have between the Department of Health and Human Services
(HHS) and DHS. We were told that would be done a year ago al-
most, February 22, 2017. You still have not done it. So we need to
figure out a way to get that information to us, figure out why you
have not accomplished that, and what we can do to push DHS and
1I;II;S to get that memorandum of understanding to protect these

ids.

So on all those issues, can I get a commitment from you all
today? I will not ask for 2 weeks. I am going to be much more gen-
erous. I will ask for 4 weeks, but we need to have a response.

Ms. DUKE. I apologize, Senator. I was not personally aware of
that, and I do commit that to you. I will give you, this Committee,
an update next week on all three and a timeline for getting you
that information.

Senator PORTMAN. OK.

Finally, Mr. Chairman, this is going to be my last point. With re-
gard to the hearing and report from last week on the fact that dan-
gerous chemicals, synthetic opioids are coming into our country
through our own U.S. mail system and your Customs and Border
Protection people are not able to stop it because they do not have
the information, but we need to pass the Synthetics Trafficking and
Overdose Prevention (STOP) Act.

My colleagues, for the most part here, are cosponsors of that and
I think would agree with me, but we also asked for some other
things in that report, which is that DHS work better with the Chi-
nese government to shut down these labs, to stop the shippers, to
deal with it in China.

And I know you were along with Attorney General Sessions at
a session on this broader issue of security issues with China last
year. Can you tell us what has happened with regard to China and
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their willingness to help us to stop this poison coming into our com-
munities by stopping it at the source?

Ms. DUKE. We have made progress with China. The biggest thing
is that the percentage of packages that we can track, which is key
to shutting it down, has over doubled, and we are making more
progress. We need to be able to track all of them, but the Chinese
government has been very cooperative in that.

Senator PORTMAN. It has not been very cooperative?

Ms. DUKE. They have been very cooperative in being able to
track packages.

Senator PORTMAN. How have they been cooperative?

Ms. DUKE. They are helping us institute a tracking system with
the mail service. We do not have a mail service tracking system in
the United States, and there is not an international one. So we
have very good tracking of like Dalsey, Hillblom and Lynn (DHL),
United Parcel Service (UPS), and Federal Express (FedEx).

Senator PORTMAN. You have 100 percent tracking there because
we require them to do it, and we should require the post office to
do the same thing, but only half the packages coming in of that in-
creased volume admittedly from China has that kind of advanced
electronic data on it. So they are not there yet, just so you know.

And my goal is not just to have that tracking information, which
is very important and that is what the STOP Act focuses on, but
how do you actually get China to do what they say they want to
do, because after our hearing in this committee room, the Chinese
government official spokespeople said, “Yes, we want to cooperate
more with the United States.” To me, that was an extension of
some kind of an olive branch to you all to get with them and to
begin to crack down, not just to have the codes and to have the in-
formation, but to actually stop these labs.

There are thousands of them in China. We know that. They are
creating this poison that is coming into our community and to
begin to prosecute some of these people who are involved.

We have two indictments. They have yet to arrest these individ-
uals that we have indicted over here who are Chinese nationals. So
my question is what more can we do on that front, and what have
you done?

Ms. DUKE. I mean, we have been working with them regularly
in terms of—principally through the Department of State in terms
of working with China, but it is not just a China problem. We have
an opioid conference going on now in Miami that I leave for tonight
to look at how we can do enforcement.

As you know, it is hard to discuss everything in this environ-
ment, but the transit to some countries, we are looking at that, and
stopping it not only in China but the transit, and then also the
President’s council on trying to do the deterrence for opioids.

So we support the STOP Act. We are hitting it from many an-
gles. It is a challenging problem.

Senator PORTMAN. Yes. Well, we could go on and on, but I would
just say your own people tell us that primarily in our own mail sys-
tem and primarily from China right now and understandably there
is a lot of transshipment going on and maybe even some new
routes that are being developed, but we know we have a huge issue
here. It is the number one killer in my home State of Ohio. Now
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60 percent of overdose deaths this last year were from fentanyl and
carfentanil.

So thank you for pushing the Chinese more on helping to stop
this at the source.

Chairman JOHNSON. Thank you, Senator Portman. Again, you
are doing great work on that. Senator Hassan.

OPENING STATEMENT OF SENATOR HASSAN

Senator HASSAN. Thank you very much, Mr. Chairman, and
thank you all for being here today.

I will just add to what Senator Portman said. Enforcement deter-
rence on fentanyl coming into the country is obviously important.
So is treatment so that we can reduce the demand in this country
for opioids, so if you would take that back to your colleagues
throughout the Administration. We cannot arrest our way out of
this. We have to do everything to get out of this, and we would love
the Administration’s help.

Secretary Duke, I wanted to just start. I have three areas to ex-
plore this morning. You talked about election securities, critical in-
frastructure, and I wanted to ask you to please share with us in
more detail the scope of activities that DHS has undertaken to help
secure our Nation’s election infrastructure. What specific actions
has the Department taken in 2017 and 2018 to advance the mis-
sion?

Ms. DUKE. And I will have Chris come up to the table to get into
more specifics, but principally, we are doing assessments of the sys-
tems, as requested by the State and local governments.

We have also made available our Systematic Alien Verification
Entitlements (SAVE) system for checking rosters, but on the crit-
ical cybersecurity side, it is principally focused around assess-
ments.

And I think you all know Chris Krebs.

Mr. KrREBS. Good morning, ma’am.

Senator HASSAN. Good morning.

Mr. KREBS. Senior Official performing the duties of the Under
Secretary for NPPD.

Senator HASSAN. Can you say that again? [Laughter.]

Mr. KrREBS. Hoping to change that.

Chairman JOHNSON. Faster.

Mr. KrEBS. Three principal lines of effort: information sharing,
technical support, and incident response planning.

On the first line with information sharing, we are working close-
ly with the Multi-State Information Sharing and Analysis Center,
which has direct relationships with State and locals, to provide
best practices, information on strategic and targeted risks to elec-
tion infrastructure, but also providing security clearances to State
and local officials.

Senator HASSAN. That was going to be my next question.

Mr. KrREBS. Yes, ma’am.

Senator HASSAN. So you are working to ensure that State elec-
tion officials have the appropriate security?

Mr. KrREBS. And we have kicked off that line of effort. We have
a number of the 50 senior election officials, where about 37 into at
least getting into the interim
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Ms. DUKE. And just adding to that, on clearances, while we are
making progress on the longer clearances, we are giving 1-day
clearances as an interim gap.

Senator HASSAN. And are you working to provide election offi-
cials with access to Sensitive Compartmented Information Facility
(SCIF)?

Mr. KrREBS. Yes, ma’am. That is part of the relationship with the
Federal Bureau of Investigation (FBI). We are not going to give
them SCIFs, but we are going to coordinate ways that they can
come into SCIFs, whether here in DC. or in their local offices.

Senator HASSAN. OK. And are you working to ensure that State
election officials are coordinating with both the State’s homeland
security advisor and the State’s chief information officer?

Mr. KrREBS. Yes, ma’am. So, as a part of every State, in the learn-
ing experience over the last year, rather, we have come to under-
stand that there is essentially a triumvirate per State, and you
have just highlighted—the senior election official, the State CIO,
and the homeland security advisor. And so each State has a bit of
a different arrangement, particularly on the senior official side; we
are developing separate and individual information sharing proto-
cols per State.

Senator HAassAN. OK. I may follow up on this a little bit with Mr.
Scott and Mr. Kelly about your own assessment about whether
DHS is doing enough, but I want to, just because of time, move on
to a couple of other issues. And then we may be able to talk some
more about that.

To Secretaries Duke and Grady, I would like to touch upon an
initiative being spearheaded jointly by the DHS Office of Intel-
ligence and Analysis and DHS’s Chief Information Officer.

As I understand it, the DHS Data Framework Initiative is the
Department’s effort to unify your disparate datasets under one
technological architecture in order to enhance DHS’s ability to
identify terrorist threats in our travel system.

As I understand it, our existing framework is still in its initial
phase of development, but it promises to bring important capabili-
ties to DHS analysts in their effort to try to keep out foreign fight-
ers and those who wish to do us harm.

Can you describe for us the value of the DHS Data Framework
project and the priority the Department places on this initiative?

Ms. DUKE. I cannot tell you how strong, and it is a top priority.

The Data Framework is essential for moving forward against ter-
rorism, TCOs, drugs. So what it does, it does several things. One
is a systems issue at kind of the pipes area. The second is we are
looking at better communicating between law enforcement-sen-
sitive and intelligence information and also coordinating intel-
ligence.

Under Secretary Glawe has a major initiative as part of this data
network to really be the Chief Intelligence Officer of the Depart-
ment. It is part of the overall Unity of Effort, and that is going to
be helpful, but then also not just having intelligence, but having
intelligence communicate with law enforcement at the law enforce-
ment-sensitive level.

And the timeliness and the accuracy, things are moving at light-
ning speed and especially with something like a radicalization. We
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do not have the years of tracking a criminal anymore. We are all
focused on this. It requires management from the pipe standpoint,
me from a leadership and Under Secretary Glawe.

Senator HASSAN. Well, certainly, there are those of us who want
to support you in the effort, and I would look forward to working
with you on that.

I had one other issue, and maybe—I assume we are going to get
some other questions. I see it, Mr. Chair.

But you have been talking about the NPPD change and wanting
to put cybersecurity kind of into the title. I am a little concerned
that cybersecurity is more important than that, and I am won-
dering what authorities would an independent operational
cybersecurity component need to retain from NPPD in order to be
successful and would any of NPPD’s non-cyber functions suffer if
the cybersecurity mission was pulled out and turned into an inde-
pendent DHS component.

I am over time. If you want to give a very brief answer and then
work it into the rest of the discussion on this, that would be great.

Ms. DUKE. I think that the NPPD reorganization and name
change is not just a name change. It does come with the authorities
and the Under Secretary.

I do think that cyber and critical infrastructure together work
well. We can talk more about that.

Senator HASSAN. All right. Thank you.

Chairman JOHNSON. Senator Lankford.

OPENING STATEMENT OF SENATOR LANKFORD

Senator LANKFORD. Thank you, and thanks to all of you. I know
we have lots of questions we are peppering you with, but it was in-
teresting that we bring all these issues. And some of this is 15
years of pent-up energy and of questions, but for GAO to begin a
report, which GAO typically brings us all the bad news first, and
GAO led with there is a lot of good news here. And there is a lot
of things that are changing and making those adaptations.

We had hearings just 2 years ago talking about the HR system
and about how difficult this has been for DHS, and now I am hear-
ing that the numbers are changing as far as the time period for
hiring.

It used to be for Customs and Border Patrol, it was about 350
days-plus. It got up close to 400 days for a while to be able to hire
one agent. Where are we now in that process?

Ms. GRADY. So those numbers are definitely coming down, and
the other thing that we look at is the number of applicants. We
need to hire a single person, and that number was well into triple
digits. We have that now into double digits, which is still way too
high, but using a combination of streamlined processes, meaning
combining multiple steps in a single site at a recruiting event and
other actions that we have taken, we have been able to drive that
down. It is still too long.

One of the things that we are looking at is we have been keeping
the numbers as a complete average on a metric. In some cases, an
individual can be an extreme outlier with 800 days. That is lit-
erally the worst I have seen. So we are looking at what is the aver-
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age for, say, the 80 percent so that we do not have outliers driving
the metric.

It is headed in the right direction, not as fast as we would like.
It continues to be a focus, and I meet with the head of Human Cap-
ital and the Chief Financial Officer (CFO) for each of the compo-
nents that have hiring challenges and mission-critical operations to
track that number.

Senator LANKFORD. That is something that Senator Heitkamp
and I have worked on a lot, and it is something we are still com-
mitted to be able to work on. If there are specific legislative re-
quests that you have for that, we need to know, and so we can help
work through that process.

There are 120 different hiring authorities that are sitting out
there. It is a complicated mess to be able to go through the process.

If there are things that you see—we are doing our own work, but
if you see things, we are glad to be able to hear those as well.

Ms. GRADY. We appreciate that, sir.

Ms. DUKE. Senator Lankford, we do have a couple. One would be
expanded authority to waive polygraphs; for instances, for local law
enforcement that have been cleared and we can give you more de-
tail and also some expanded hiring authorities.

We would like to be a delegated special hiring authorities similar
to Department of Defense, and I can articulate those for you or
your staff to be able to do some flexibilities without having to ask
permission.

Senator LANKFORD. OK.

Chairman JOHNSON. I will stop your time. Talk about the poly-
graphs because in talking to CBP, there have been improvements
there, and it is more streamlined. We are not rejecting so many,
but still, I think getting the good information.

Ms. DUKE. Right. First of all, we went to the FBI to get some
best practices and time and the types of polygraph they do. We
changed the type of polygraph, and it has been still effective, but
it has pushed up the numbers.

Additionally, we were looking for the ability to waive on certain
classes of low-risk people, and that would include local law enforce-
ment. We have the DOD with current top secret (TS) clearances.
Those type of things would be helpful. That does tend to be longer.

I think the all-in-one hiring that Mr. Grady talked about is really
helpful, but expanded ability to waive would be good.

Senator LANKFORD. Mr. Scott, you were going to mention as
well?

Mr. ScoTT. Yes. I just wanted to make the Committee aware, we
do have some ongoing work currently looking at the challenges the
Department is facing in terms of border patrol agent hiring, and
we anticipate reporting out on that later this year.

One of the things I would also caution, though, is that it is im-
portant to really understand the root causes, both in terms of what
is preventing you from hiring the right people and targeting them
initially, but also the need to sort of balance the goal of hiring addi-
tional agents and making sure we are not in some way potentially
compromising the quality

Senator LANKFORD. Right.

Mr. ScOTT [continuing]. Of the agents we are getting.
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And I know that is something—I am sitting here right next to
Claire. I know it is something they are well aware of, but I think
it is really important to emphasize. Having a goal to hire more is
one thing.

Senator LANKFORD. Right.

Mr. ScoTrT. Having a process to make sure you hire the right peo-
ple is a totally different thing, and I want to make sure that bal-
ance is not lost in the rush to hire additional agents.

Senator LANKFORD. And I would completely agree with that, and
I do not think there is anyone at this table that would disagree.

Mr. KELLy. If I could add an additional area that they have a
challenge in, and that is once they hire them, promptly train them,
and having the facilities available to provide the training to those
individuals.

Senator LANKFORD. Is there a specific need that you see already
at this point on the location and facilities for training?

Mr. KELLY. We are doing some work that is identifying limita-
tions and their ability to train the individuals that they are hiring.

Senator LANKFORD. Will there be recommendations attached to
that as well?

Mr. KELLY. Yes.

Senator LANKFORD. OK. When will we get that?

Mr. KELLY. I cannot give you a hard date.

Senator LANKFORD. Try.

Mr. KELLY. July.

Senator LANKFORD. July?

Mr. KELLY. Yes.

Senator LANKFORD. OK. That is great.

Ms. DUKE. And, Senator, also in Secret Service, there are train-
ing constraints. That is a critical path, and we are working on ex-
panding the facilities for Secret Service also.

Senator LANKFORD. OK. How much facilities sharing can we use?
Obviously, there is a lot of law enforcement training facilities na-
tionwide that we have that are Federal facilities. Are there any of
those that we can share facilities?

Ms. DUKE. Yes. The Under Secretary can talk more, but we are
looking at not only facilities, but—for initial training, but shooting
ranges and those type of facilities for consolidation.

Ms. GRADY. We have explored things like mobile firing ranges to
allow people to attain certain proficiencies and maintain that, and
we are looking at available facilities across Federal and local to
make sure that we are taking full advantage of what is available
rather than duplicating.

Senator LANKFORD. Yes. Again, there is no reason to rebuild
something that already exists.

Let me just make a couple of quick comments with this as well.
One is for Senator Hassan’s comments on cybersecurity, specifically
related under our elections, Senator Harris and I have done a lot
of work on this. I was very pleased to be able to hear your answers
of the cooperation.

It is one of the frustrations that we had in going through this,
was how long it took after the last election for individual States to
even be notified, and the common answer was “We do not have any
one with clearance,” “We do not have any method to do that.” So
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to hear you are proactively pursuing that is very helpful to know.
That is something we are trying to put into legislative language to
make consistent from here on out that there is that ongoing co-
operation.

So to Chris and what you had mentioned before and for you all,
thank you for doing that. We are going to continue to be able to
work cooperatively with you because we think that is exceptionally
important.

And I can just make this one comment here for Senator
McCaskill as well. As this whole table so far has talked about
metrics, I am very pleased to hear that. This Committee passed out
unanimously a bill that Senator McCaskill and I have called the
Taxpayer’s Right to Know that works on identifying the metrics
and programs and what is out there. It has come under this Com-
mittee unanimously. It is not across the floor, and if any way we
can get that done, that will help us all. It is a nonpartisan bill on
basic transparency on it, and we are looking forward to being able
to get that done.

Thank you, Mr. Chairman.

Chairman JOHNSON. Senator Harris.

OPENING STATEMENT OF SENATOR HARRIS

Senator HARRIS. Thank you, and I could not agree more, Senator
Lankford, and I thank you for your leadership on those points.

Secretary Duke, I have to tell you I was a bit troubled by the ex-
change you had with Senator Portman when he asked if you were
familiar with the requests that he as a member of the U.S. Senate
has made to your Department, and you were not personally aware.
I would imagine that before you come to testify before the U.S.
Senate, you would have done an inventory to find out if there are
any requests that have come in, what is the status of those, and
have they been answered.

On the issue of election, cybersecurity, as you know, the midterm
elections are coming. They are around the corner. In fact, in Texas,
I believe that voters will go to the polls on March 6, and while DHS
has provided a risk and vulnerability assessment to some States,
other States remain on a long waiting list, I am told, the waiting
list being as long as 9 months.

And I would like to know what is your timeline for getting these
done.

Ms. DUKE. OK. Chris will talk about the specific timeline, but we
have made measures in terms of both prioritizing and making the
list short.

Senator HARRIS. Can you give me a date by which it will be
done?

Mr. KREBS. So, first off, starting with the 9-month wait list, that
is actually probably about 6 months old, and in fact, what we have
done is we have reprioritized. That is the benefit of the critical in-
frastructure designation, I can take election infrastructure and put
it at the top of the list.

Senator HARRIS. Great.

Mr. KREBS. So we have done that.

Senator HARRIS. When will they get done?
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Mr. KREBS. So we have conducted five. We have another 10 or
11 in the hopper, ready to schedule through probably about the be-
ginning of April.

The dependency here is whether we get requested for risk and
vulnerability assessments. There are States—South Carolina, for
example—that has the capacity to conduct their own technical as-
sessment of the security of their networks.

So while some States have their own abilities, we are focusing
and doing a lot of awareness on those States that need additional
help, so that is what we are focused on right now.

Senator HARRIS. How many? How many States have requested
that it be done?

Mr. KREBS. At this point, as I mentioned, five have been done.
Another 11 are in the queue.

Senator HARRIS. So my question is, how many States have re-
quested?

Mr. KREBS. Sixteen.

Senator HARRIS. Sixteen.

Mr. KrREBS. Yes, ma’am.

Senator HARRIS. And when will all 16 be completed?

Mr. KrREBS. My understanding of the scheduling, probably about
mid-April.

Senator HARRIS. Do you have a date certain?

Mr. KrREBS. I do not have an April 15 or anything like that, but
April is the timeline for completing the requested.

And my hope is that we have more come in and over the course
of the next several weeks, in fact, but we will prioritize

Senator HARRIS. But where is Texas on that list since their pri-
maries are March 6?

Mr. KrREBS. I would have to get back to you on that. I do not
have that information.

Senator HARRIS. OK. I would want to know that you are aware
of the 16 States at least and what their dates are for their pri-
mary——

Mr. KrREBS. Yes, ma’am.

Senator HARRIS [continuing]. And that it would be your goal to
have their assessment complete before their primaries actually
occur and before those voters go to the polls.

Mr. KrREBS. Yes, ma’am.

Senator HARRIS. And I am concerned that you do not know the
timeline. Given that we have unanimous consensus among our in-
telligence community that Russia interfered in the election of the
President of the United States, it would seem to me that this would
be a high priority for the Department of Homeland Security, and
you would be clear about the timelines.

I have other questions. Part of my understanding is that the
delay in processing these requests are that you do not have skilled
workers to complete the scans. Is that correct, or is that not the
problem? I am trying to understand what the problem is with the
delay.

Mr. KREBS. Ma’am, the delay is that the risk and vulnerability
assessment capability is also servicing other critical infrastructure
sectors and in fact also Federal high-value asset assessment.
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So what we have done is put at the top of the pile the State and
local election officials right now. So we have deprioritized others
and put those at the top.

With more, I can do more. So we are looking at ways to increase
training, to bring additional personnel on, and also there is an
equipment requirement that we are procuring new—additional
equipment.

Senator HARRIS. So if we can be a little bit more precise, do you
have the necessary personnel and funding and other forms of re-
sources to provide the States with their request and get this com-
pleted in a timely manner?

Mr. KrREBS. For those that have requested right now, we have the
capabilities to conduct, as I mentioned, on the existing timeline.

Senator HARRIS. Great. How many State election officials have
applied for security clearances?

Mr. KrREBS. At this point, I believe it is 37 have submitted their
paperwork. We have one final secret issued. We have about 17, I
believe, interim secret. This changes on a daily basis. Again, the
opportunity to do daily 1-day read-ins on any issue that might
come up, and in fact, we are going to do a number of briefings over
the course of the next couple weeks for State election officials.

Senator HARRIS. So those daily 1-day readings

Mr. KREBS. One-day read-ins, yes.

Senator HARRIS [continuing]. Mean that if you wanted to have
some consistent information about what is happening, you would
have to call in every day to get a 1-day reading? Is that what you
are saying?

Mr. KREBS. It depends on the bulk of the information and the in-
telligence that we want to share, but it would require me to either
be in person with those folks or have local intelligence officials read
them in that day.

Senator HARRIS. That seems extremely bureaucratic.

Mr. KrEBS. Of course. That is the reason——

Senator HARRIS. And they are not in agreement.

Mr. KREBS. Yes, ma’am. And that is the reason we are——

Senator HARRIS. So the goal, then, is to get them permanently
receiving their security clearance?

Mr. KrReBS. Yes, ma’am. In fact, not just the senior election offi-
cial in the State, but also additional staff. So we are at the point
right now of one senior election official per State and two addi-
tional staff with security clearances.

Senator HARRIS. So what percentage of those that should receive
security clearances to completion, completing that process, have ac-
tually received those clearances?

Mr. KrREBS. The percentage, I do not have percentages in front
of me.

Senator HARRIS. About what number?

Mr. KreBS. I think we are probably at about a 30 percent rate
for the 50 senior election officials, and that is including an interim
secret level. And an interim secret gets you effectively the same ac-
cess as a permanent secret, but we have prioritized, again, this
process of vetting and issuing the clearances. And we will continue
to do so in advance of the 2018 election.
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Senator HARRIS. So let us just keep going with Texas as the ex-
ample. March 6 is their primary. Have they received their security
clearance?

Mr. KREBS. Ma’am, again, I would have to come back to you on
the specifics of Texas. Every State has

Senator HARRIS. OK. Please respond to this Committee and give
us a precise timeline on when they will be completed, and we
would like to see on that timeline when each of these States are
actually conducting their primaries to see if you are going to actu-
ally get this done by the time people start voting.

Mr. KrREBS. Yes, ma’am.

Senator HARRIS. Thank you.

I have nothing else.

Chairman JOHNSON. Chris, do not go away. Let me just follow
up.

I remember in 2016, I think one of the problems was just identi-
fying who to contact in the States, and so the question I have for
you, have we identified in every State the individual or individuals
that do need to be identified that can effectively handle whatever
information you provide them?

Mr. KrREBS. And that is what I mentioned earlier. We have an
individual State-by-State protocol for notifying, whether it is a
State commissioner of elections or a Secretary of State. So we are
working through those individual processes right now. Each State
will have, as I mentioned that kind of triumvirate of——

Chairman JOHNSON. Again, my question is, do we have those in-
dividuals identified for every State?

Mr. KREBS. Yes, sir.

Chairman JOHNSON. So now just going through the protocol of
getting them security clearances?

Ms. DUKE. Yes. We have them identified.

Chairman JOHNSON. OK. I want to make sure we at least cleared
that hurdle. Senator Jones.

OPENING STATEMENT OF SENATOR JONES

Senator JONES. Thank you, Mr. Chairman.

I want to go talk a little bit about the budgeting. I have been
really kind of focused on budgeting lately with all these continuing
resolutions (CRs). Obviously, it is kind of an unusual situation with
somebody sworn in as a U.S. Senator and we immediately start
shutting down the government with things, and that has bene a
concern, budgeting, I heard during the campaign.

We have heard Secretary Mattis being pretty focal about the De-
fense Department and the negative effects that these CRs have on
defense. Do you see that with Homeland Security? Is that a prob-
lem? And if you could outline the effects that some people call it
crisis budgeting. Some people call it hostage budgeting. Whatever
it is, from just kicking the can down the road, can you address that
a little bit?

Ms. DUKE. Shutdowns are disruptive. I will start with our em-
ployees. We have 240,000 employees that go through a period
where they are not sure if they are going to get paid or those that
must come to work have to come to work and others do not and
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probably still will get paid after the fact. So there is a true em-
ployee issue.

We have to focus on the mission, and because under a CR or a
shutdown, you are at last year’s level, it constricts us in adapting
to priorities, and we cannot do new starts. So if any emerging need
comes up, we cannot address it because we cannot start something
new. In a mission area so dynamic as homeland security, that is
very constricting.

It also, like the jurisdictional issue the Chairman talked about,
is disruptive. Our new Under Secretary has spent quite a bit of
time with planning and reacting to shutdowns. It is administra-
tively a huge burden that distracts from the mission.

Ms. GraADY. It is also a huge burden operationally because you
are operating under a continuing resolution. You do not know with
certainty what your budgets are going to be for the next year. You
have the problem with any new starts that you cannot begin. We
are in the middle of the second quarter of the fiscal year without
a full budget telling us what we have for the year.

So in terms of operational planning, in terms of moving out on
important hiring efforts, in terms of important acquisitions, we are
hamstrung until that gets resolved, and that has a ripple effect
throughout, especially when you try and compress spending of very
important resources for very important capabilities, and then it is
now in a compressed period of time potentially.

It has a huge operational impact. It adds administrative burden,
and it is just difficult to operate, especially a number of short-term
CRs.

Senator JONES. Does it add cost, administrative cost and other
cost?

Ms. GraDY. It absolutely does because you enter into short-term
decisions or short-term bridges, or you make short-term decisions
to accommodate what you have from a financial perspective that
you would not make if you had the full budget available at the be-
ginning of the fiscal year.

Senator JONES. Right.

Ms. DUKE. The Ranking Member mentioned acquisition, which is
always a high interest for all of us.

The Federal Government traditionally spends too much in the
fourth quarter anyway, and these short-term CRs push it even fur-
ther into awarding quickly in the fourth quarter and spending
maybe not in the most judicious ways.

Senator JONES. OK. Not to bring up probably a sore subject, but
this past week, a CNN reporter found some pretty sensitive docu-
ments in the back of an airplane, which could have jeopardized a
lot of things. What happened, and what all was found? And what
can be done to stop that? That was a pretty serious breach, in my
opinion.

Ms. DUKE. Yes. The actual leaving of the documents, we will be
handling under a personnel matter, similar to anything else that
is a breach of our responsibilities of our employees. We will handle
it that way.

In terms of the material and the documents, that is something
we are working on. It is old information. It is what we tend to call
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a hot wash of what we see and what we are looking forward to,
but that will be handled in our personnel system.

Senator JONES. Is there anything that can be done in this to try
to stop that? Are you looking at ways to try to figure out how to
keep that?

I know that may be an isolated incident, but still it could be a
pretty serious isolated incident.

Ms. DUKE. Yes. I mean, protecting both for official use only and
classified information is very important, and just reiterating it, I
think that this is a reminder to all employees when they hear
about it of how careful we have to be. An important responsibility
of being a civil servant is protecting that.

Ms. GRADY. So a slightly bigger response to that question from
an insider threat perspective, which is safeguarding the informa-
tion that has been entrusted to us. We have expanded our Insider
Threat program to go beyond classified information, to look at the
sensitive and unclassified information that are essential to our mis-
sions, to ensure that we are monitoring for usage and taking appro-
priate action if we identify a potential vulnerability.

So we have gone beyond the traditional definition of insider
threat, which would limit it to classified, to look across the infor-
mation that we can control and make sure that we are safe-
guarding against exfiltration and inappropriate use of that infor-
mation.

Senator JONES. OK. Great.

Thank you, Mr. Chairman.

Chairman JOHNSON. Thank you, Senator Jones.

I think we are waiting for Senator Daines to come back, but in
the meantime, I would just like to pick up on what Senator Jones
was talking about, shutdowns. What percent of the personnel in
DHS were considered essential and required to come to work? Ap-
proximate. I am not looking for

Ms. GRADY. It was about 70 percent. Most of the individuals that
were determined to be nonessential are individuals who work on
longer-term actions. We did nothing that would in any way, of
course, jeopardize national security, but individuals who were mov-
ing things forward in terms of critical policy initiatives, in terms
of planning for future budgets, in terms of just the longer-term
strategic efforts tend to be the individuals and the sorts of func-
tions that

Chairman JOHNSON. So you really did send about 30 percent of
your workforce home. They did not report.

Now, unfortunately, I have been around here, and we have had
a shutdown. The fact of the mater is everybody gets paid eventu-
ally. In our Senate office, we made them all essential because we
knew they were going to get paid.

Seems we are talking about authorization, have you thought of
during that shutdown anything we could do in the authorization to
make this more clear-cut and really protect your Department and
we can potentially talk about doing it governmentwide? I support
the End Government Shutdown Act, which would just—if we do not
get our act together, if we just keep funding government at the cur-
rent level, and then you start putting a little discipline in there
after 90 days or 120 days, something like that, but, I mean, set
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aside a governmentwide End Government Shutdown Act. Is there
something in this authorization we can take advantage of in the re-
cent rearview mirror?

Ms. DUKE. We actually had not considered that, but it is not just
the day of the shutdown. It is the weeks leading up to it where
there is angst.

Some of the biggest portions of our workforce, say transportation
security officers, are in the low end of the scale. So even having to
wait for the money could be critical for them.

Chairman JOHNSON. Well, give that some thought. I am hoping
to mark this bill up. If we cannot do it by next week, we are going
to be holding a markup, and maybe it will be the following week,
if we delay it, if there are more complex issues. But give that some
thought.

Ms. DUKE. Will do.

Chairman JOHNSON. Again, the reality of the situation is every
time there has been a government shutdown, everybody gets the
backpay, and it is incredibly unfortunate that there is this level of
dysfunction. But let us take a look at maybe addressing that here,
and it could be potentially an example for other parts of govern-
ment.

Ms. DUKE. If we may, too, while we are talking about personnel
and waiting for Senator Daines, disaster workforce flexibility is
something that could help us in responding to future disasters.

We have a major core workforce in FEMA that are not career
employees. We have no ability to transition the best of those into
the Federal workforce. That is one of the personnel provisions we
would look at under an authorization bill.

In addition, having some ability to do noncompetitive temporary
appointments, we are looking at some of the things with recruiting
from high schools and the Pathways program, but some of those
workforce structure flexibilities that we could have similar to
DODs.

Within CBP, I mentioned within border patrol specifically, we
are looking at incentives for families in some of the isolated areas.
Similar to DOD, give preference for spouses for Federal employee,
those type of things that would help make those not as non-desir-
able locations?

Chairman JOHNSON. So I know we have held something like 25
informational meetings with staff to engage us and majority and
minority staff. If those things are outside of comments made during
those meetings——

Ms. DUKE. OK.

Chairman JOHNSON [continuing]. Get a list of those compiled.
Get some proposals. I am assuming these things are not in the
House authorization bill.

Ms. DUKE. No, they are not.

Chairman JOHNSON. So, again, let us list all these things.

Ms. DUKE. OK.

Chairman JOHNSON. And if we can come to agreement here on
a bipartisan basis, I think those are some good initiatives. We
should include it here so that we can get this passed.

Ms. DUKE. OK. And we have a two-page list of what we would
call our ask, things that would be helpful for us that we think are
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in concert with not only you as the Committee but the IG and
GAO, and we will have those to you today.

Chairman JOHNSON. OK. You have those today?

Ms. DUKE. Yes.

Chairman JOHNSON. Good.

Ms. GRADY. And those have been largely a subject of the ongoing
conversations with staff, so that we can make sure that they are
being:

Chairman JOHNSON. OK. We can formalize it for the record here,
and again, we will get back with you on that. Senator McCaskill.

Senator MCCASKILL. Yes. Let us talk about this contract and sus-
pension and debarment. Was it bid for the Tribute meals in FEMA?

Ms. GRADY. Yes, ma’am.

Senator MCCASKILL. It was bid?

Ms. GRADY. Yes.

Senator MCCASKILL. This was not a small business situation?

Ms. GrRaDY. This was not a small business set-aside, no.

Senator MCCASKILL. OK.

Ms. GrADY. That is my understanding.

Senator MCCASKILL. And you all had no heads-up. You had no
ability to find the previous problems with their failure in the de-
faults?

Ms. GrRADY. We are dragging into this one right now and looking
at what happens. It was terminated quickly. I do not have informa-
tion that I have seen relative to the due diligence we did on the
front end for the responsibility determination. Obviously, that is
something that we are looking at and understanding what hap-
pened associated with that.

We do have a robust suspension and debarment program, but we
suspended and debarred about 190 people last year—or firms, the
largest in the Federal Government, and we are in the process of
updating our suspension and debarment instruction to make sure
that we are fully reflecting best practices, and at the IG’s rec-
ommendation, we are going to be moving to a case management
system to ensure that we have more complete documentation and
tracking.

Senator MCCASKILL. So Tribute is going to show up again, maybe
not at DOD, but at another agency. How are we going to ding them
so we quit hiring them?

Ms. GRADY. Anytime you terminate, there is a notification that
is provided. In addition, you provide the past performance informa-
tion to inform that and proceed with suspension and debarment ac-
tivities.

Senator McCASKILL. Why did not that happen? Maybe you guys
can speak to—they clearly had defaulted on a number of govern-
ment contracts. Now, they were much smaller, but there have been
a number of Federal Government contracts they defaulted on. But
from what I read about it, you all did not have any flag in the sys-
tem so it would have shown up.

Ms. GRADY. So my suspicion—and again, this is just based on my
professional judgment, not based on facts, so I want to make that
very clear—is because the dollar value, they were below the sim-
plified acquisition threshold, and that may be have been a loophole
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in terms of reporting, but again, that is my speculation, not infor-
mation that I have verified.

Senator MCCASKILL. Well, we are going to dig into it.

Ms. GRADY. As are we.

Senator MCCASKILL. And I know you all will. Let us work to-
gether and try to get to the bottom of it.

I would really like to know what we need to do to strengthen the
ability of the Federal Government for suspension and debarment
because I know that it has been byzantine at times in terms of the
process, and what has happened is rather than go through the
process of suspension and debarment, you just default the contract
and move on. And then that bad actor remains a viable contractor
in the Federal system.

Ms. GRADY. I agree. And the suspension and debarment, because
of due process, has probably been taken to an extreme, and the
length of time it takes to get somebody on the debarred list is inor-
dinate in terms of protecting the Federal

Senator MCCASKILL. How long do you think it takes?

Ms. GRADY. My estimate would be it is probably over 2 years be-
cause you typically allow things to go through the process. As is
the case of the contract we are discussing, the company has dis-
puted the termination, and so we are going through that process
under the Contract Disputes Act and working through that.

While that is being resolved, you cannot put them in the
debarred list. It would certainly reflect that their performance as
we saw it—and the company has the opportunity to present the in-
formation as they saw it relative to their performance, so that is
available to inform a source-selection decision, and we require our
contracting officers to look at the past performance of companies in
addition to suspension and debarment because our goal is to deal
with companies who perform will.

Senator MCCASKILL. But are you only looking within your De-
partment?

Ms. GRADY. Across Federal Government. My suspicion is because
of the very limited dollar value that they did not get reported, but
that is something that we are looking into.

Ms. DUKE. I was going to say on the responsibility determina-
tion, which is separate, there is a governmentwide repository of
past performance information.

Senator MCCASKILL. Right.

Ms. DUKE. Under your government affairs role, information is
not regularly entered in that. If you matched the number of gov-
ernment contracts against the number of contracts that are re-
ported in the performance system, it is woefully underreported.

Senator MCCASKILL. Woefully underreported.

Well, T would like to get to the bottom of this and see if we can-
not put something in this authorization of the Department that
would be helpful with this.

And the other thing I would say about FEMA, it is not like you
guys do not know you are going to have to buy meals, right? Can-
not you have some kind of standing, qualification for emergency
meal providing in FEMA that then you can draw on when these
occurrences happen?
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I mean, the idea that we would go with an unknown company
to deliver 30 million meals seems bizarre to me.

Ms. GrRADY. So we do have—and planned and have strategic big
vehicles available and also avail ourselves of the Defense Logistics
Agency, who has also a number of vehicles available. I think the
combination of the number of storms, the response, and the iso-
lated location in Puerto Rico put a particular challenge on the sys-
tem.

For example, another contract that did not go well was blue
tarps.

Senator MCCASKILL. Right.

Ms. GraDY. We had a number of instances where we went be-
yond what we would normally use. We had just the amount of re-
sponse and the amount of effort in multiple sites just tapped into
all the sources, so we were expanding sources beyond which we
would normally ever have to

Senator MCCASKILL. Because of the fact that you had three si-
multaneous

Ms. GRADY. Right.

Senator MCCASKILL [continuing]. Situations you were trying to
deal with.

Ms. GRADY. And the urgency and——

Senator MCCASKILL. That makes me feel a little better.

Ms. GrADY. Well, the meal mission in Puerto Rico was bigger
and longer than anybody had anticipated and quite frankly historic
in its nature.

Senator MCCASKILL. Yes. Thank goodness for all the charitable
work that went on to provide meals because clearly the government
fell down on the job.

Ms. GrRaDY. We always work closely with the non-governmental
organization (NGOs), and that is a key element associated with the
response and recovery of any disaster.

Senator MCCASKILL. I want to briefly ask about this vetting cen-
ter. I am a little worried about the vetting center. I mean, we have
six or seven different things in government that do this. Why are
we creating a new one?

1 Ms. DUKE. The intent of the National Vetting Center is a consoli-
ation.

Senator MCCASKILL. What are you consolidating?

Ms. DUKE. It has not been determined yet. The terms of the vet-
ting center are that we will do some consolidation, but the details
are to be worked out, now that the President has announced it.

What we are looking for is having intelligence, better available
for vetting and law enforcement people. That is one of the biggest
vulnerabilities right now is the difficulty in law enforcement and
vetting personnel to get intelligence information. That is one of the
problems we are trying to solve.

Senator MCCASKILL. OK. So some of these are going to go away.
We are not going to have the FBI Terrorist Screening Center, the
National Crime Information Center? We are not going to have the
National Counterterrorism Center, the Terrorist Screening Data-
base, the Terrorist Identified Data Environment, the State Depart-
ment Consular Lookout and Support System, Consular Consoli-
dated Database, and the National Targeting Center?
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Ms. DUKE. We are looking at reducing the need for all those
standalones by having a presence, a multiagency presence. I cannot
commit now. We can keep you apprised of what is going to be ongo-
ing:

Senator MCCASKILL. I am going to be cranky if it is just an add-
on. If you do not get rid of some of these, it is going to drive me
nuts.

Ms. DUKE. It will drive me nuts too.

Chairman JOHNSON. I cannot imagine that. [Laughter.]

Senator MCCASKILL. I mean, that 1s a lot.

Ms. DUKE. It is essential not only for efficiency, but it is essential
for the info sharing and the speed. We have to do a better

Senator MCCASKILL. Well, I want to be there, a fly on the wall,
when the FBI and State Department and all these people give up
their centers because if you can do that, then we can definitely get
jurisdiction away from Finance, Judiciary, and Commerce.

Chairman JOHNSON. Yes. Not a problem. [Laughter.]

Senator MCCASKILL. So we will watch you work, Secretary Duke,
and once you get this done, you can teach us how to do this be-
cause I have a bad feeling this is going to be an add-on and just
another layer of complexity and overlap in a system that frankly
still has gaps.

Thank you, Mr. Chairman.

Chairman JOHNSON. Just quick to clarify, what you are saying
is we went over the capacity of the predetermined suppliers al-
ready in place?

Ms. GrRADY. Yes, sir.

(&hairman JOHNSON. So we had to find additional suppliers
an

Ms. GrRADY. And we are always seeking to bring in new vendors
and also to compete requirements whenever possible to best meet
our needs.

Chairman JOHNSON. But again, you had the suppliers already
pre-vetted, preapproved. You just exceeded their capacity, which is
understandable. Senator Hassan.

Senator HASSAN. Thank you very much, and again, thank you for
{:)his roundtable, to all of you and to the Chair and Ranking Mem-

er.

I want to return to the issue of NPPD and cybersecurity. The ad-
vocates of the bill that passed the House said that NPPD needed
to be renamed in order to improve the morale of NPPD workers,
raise the profile of DHS’s cyber mission, and attract the best and
brightest cyber professionals.

I do have a hard time thinking that a name change really does
all that, and I understand that you are saying it is more than a
name change.

But just a year ago, the Cyber Policy Task Force at the Center
for Strategic and International Studies (CSIS) co-chaired by Senate
Whitehouse and Representative Michael McCaul called for an inde-
pendent operational cybersecurity component at DHS that was on
part with the Coast Guard or CBP. Beyond just changing the name
of NPPD, this Committee, I think, needs to hold hearings and spe-
cifically consider the possibility of creating a separate cybersecurity
component at DHS.
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So I will return to the question. I understand your first answer
to me was, look, it is all of a piece, and I do understand that, but
I think cybersecurity is as important as border security. It is im-
portant as marine security, and so I am having a hard time under-
standing why we would not follow the independent report and real-
ly elevate this to the command that it needs to be elevated to.

Ms. DUKE. So it is being elevated to an operating component, and
that is essential in the distinction that it will have everything it
needs to operate. So it will have its own CFO, its own procurement.
It will be now our eight operating agency. That is important be-
cause it carries authorities and mission support with it along with
mission.

And it is a judgment call, what goes together, and CBP, border
security is important, but we also have trade. We have customs
within it, because there was a decision that even though those are
independent, they go together. So it is a judgment call on cyber and
critical infrastructure. What are the benefits of those being to-
gether as opposed to being absolutely separate?

I think that in the current draft, having the Under Secretary of
Cyber and then having the cyber and the critical infrastructure
under two political appointees will allow for the integration but
also allow for one big piece of the organization to truly focus on
cyber. But it is a judgment call.

Senator HASSAN. And maybe just to follow up on that, Mr. Scott
and Mr. Kelly, have you all assessed the feasibility of creating an
independent operational cybersecurity component at DHS? Have
you assessed the likelihood that the name change at NPPD would
impact morale and recruitment efforts in the manner that the bill
suggested?

Mr. KeELLY. To answer whether or not we are looking into that?

Senator HASSAN. Yes.

Mr. KeELLY. The answer is yes. We are starting up an engage-
ment that is focusing on infrastructure protection, which would in-
clude the cybersecurity function.

Senator HASSAN. Thank you.

Mr. KELLY. Have we looked at the name change as being a mo-
rale issue? We have not.

Senator HAssAN. OK.

Ms. DUKE. I have actually.

Senator HASSAN. Have you?

Ms. DUKE. For instance, the Office of Field Operations (OFO),
they have lost their branding, and that is an issue to them. I think
that is why you see people with their—they love being part of an
organization. It is not a statistically—thing, but I think it is an
issue.

Senator HASSAN. Look, I wunderstand that, but again,
cybersecurity is a whole different kind of border. And it really does
concern me because it takes a different mindset and a different
kind of expertise than maybe protecting buildings does. So I think
it would be good for us to explore this more as a Committee.

And, Mr. Scott, you look ready to say something.

Mr. ScoTT. I am. Thank you, Senator Hassan.

Just a couple of things. In 1997, GAO designated Federal infor-
mation security as a governmentwide high-risk area. So we have
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been on this for a long time, and in 2003, we added on to include
the critical cyber aspect of this.

In terms of NPPD reorganization, we do believe that to focus on
cyber is needed, and to support Deputy Secretary Duke there, that
a name change will help in terms of clarifying its mission and also
in title recruitment.

I think it is also important that as we go through this trans-
formation of NPPD into the new organization—and also making an
operational component is very important, but in terms of once we
go through this transformation, it is also important to build in ca-
reer expectations as to what exactly the missions and roles are and
clear up measures of effectiveness. It is really important that
whenever we create something new that it is clear what it is we
want it to do and how will we know whether it is working or not.

Ms. DUKE. Ma’am, could I real quickly address your last com-
ment?

Senator HASSAN. Yes.

Ms. DUKE. Protecting buildings, Federal Protective Service, we
like the provision in the current draft that says that the Secretary
can consider moving that. We would support a similar provision for
the Office of Biometric Identity Management (OBIM), the Bio-
graphic Information System, to really look at whether that would
detract from the mission.

Senator HASSAN. Thank you very much.

Thank you, Mr. Chairman.

Chairman JOHNSON. Let me ask Chris Krebs to step up to the
plate here. My guess is you were itching to say something. [Laugh-
ter.]

Could you talk a little bit about your private-sector background
and then your perspective of how important the name change is.
You take a look at that and go not that big a deal, but just talk
about that and then the operational.

Mr. KREBS. So, ma’am, three quick things. I did come out of the
private sector to join the Administration in March from Microsoft,
where I directed cybersecurity policy for the U.S. Government Af-
fairs team.

What you are asking—and you are citing back to the CSIS re-
port—is exactly what the NPPD reorganization built. It creates an
independent cybersecurity and critical infrastructure component.

Now, the importance of the linkages of the two—physical security
and cybersecurity—that is how it is going in industry. They are in-
extricably linked. Yes, there is the logical, the digital side of secu-
rity, but when you look at how organizations manage risk, they
have to look across an entire enterprise and say, “What is our
physical risk? What is our cybersecurity risk?” And they are emerg-
ing, particularly when you think about things like Internet of
Things, industrial control systems and SCADA systems. So it is im-
portant that we keep them together because what I need to be
doing from a field force perspective is when I go and engage any
company out there, when we are knocking on the door, we need to
be a single point of entry.

So if they have physical requirements, we can work with those.
If they have infrastructure or cybersecurity requirements, we can
work with those. So it is not DHS knocking five times in the same
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day or day after day after day. So if we can consolidate those in
a single storefront somewhat, I think that is the way to do this.

Senator HASSAN. I appreciate that, and this has been helpful.
What I am just concerned about is the possibility of the cyber func-
tion kind of getting supplemented.

Mr. KrEBS. There is no greater risk right now to our country, at
least that is my perspective.

Senator HASSAN. Well, it is mine too.

Mr. KREBS. Others in the Department may disagree, but that is
the thing I think about if we are going to them, the first thing I
wake up in the morning. It is not going to be subordinated to any
other element.

Senator HASSAN. I mean, that is while I was Governor, I got re-
ports of the number of attempted attacks every day, and it is just
we need to keep on it, so thank you.

Mr. KREBS. Absolutely. Yes, ma’am.

Chairman JOHNSON. Senator Jones, do you have any further
questions?

Senator JONES. Just briefly.

The Committee was furnished with a June 30, 2017, GAO letter
suggesting a number of recommendations. Just briefly, how are you
coming with those, and specifically, are there any of those rec-
ommendations that you got, particular problems with, obstacles
that we can help with? Just briefly on that.

Mr. ScOTT. So, yes, we are trying to figure out was that ad-
dressed to GAO or——

Senator JONES. Whoever can answer it best.

Mr. Scott. Well, I will take a first shot at it, Senator Jones.

We do have a number. Every 6 months or so, we are sending
over priority recommendations letter to the Department, and thus
far, we have continued to receive strong, robust responses to the
issues we have raised in the priority recommendation letter. I give
the Department credit. Among the agencies, they really seem to
take this seriously, and I mean, they are continuing to make
progress.

Our expectation is we will be providing the Secretary a new pri-
ority recommendation letter within the next month or so.

Senator JONES. OK.

Ms. GRADY. So regarding the priority recommendations, we track
all the outstanding recommendations. The high-priority ones, obvi-
ously we focus on and make sure we are completing.

One of the things that is important to remember with the GAO
recommendations is some of them are short term, and some of
them take much longer. So if it is a recommendation that is going
to take 3 to 4 years to track, we track when it should be completed
and track milestones associated with completion of those. But not
all the GAO recommendations made are a quick fix. A lot of them
are systemic that take involved effort, and we work very closely
with GAO and making sure the instruction recommendation, that
we understand it will address the challenge, and that we follow
through and get that implemented and make meaningful progress
against it on a continual basis.
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Senator JONES. And if there is anything in that letter that you
think this bill could help with, please get that to us as soon as you
can.

Thank you, Mr. Chairman. That is all I have.

Chairman JOHNSON. Thank you, Senator Jones.

I do not think we have any further questions. Obviously, we
want that list. We want to work with you very closely, Members
and staff to do whatever we can to improve this authorization, add
the things that we can add that can be passed, so let us work, roll
up our shirt sleeves over the next couple of weeks, and we will get
this thing done, OK?

I want to thank all the witnesses for, first of all, your service and
coming here and spending some time and doing a good job answer-
ing our questions.

This roundtable is adjourned.

[Whereupon, at 11:43 a.m., the Committee was adjourned.]
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Opening Statement of Chairman Johnson
“Reauthorizing DHS:
Positioning the Department to Address New and Emerging Threats to the Homeland”

As submitted for the record:

This Committee’s mission is to enhance the economic and national security of America and
promote a more efficient, effective, and accountable government. Today’s roundtable will
consider the reauthorization of the Department of Homeland Security—a priority for the
Committee to achieve our mission. ’

Congress created DHS in 2002 by combining 22 individual government agencies into one new
department. Today, DHS has a workforce of more than 240,000 employees and a budget
authority of $65 billion, DHS is charged with some of the federal government’s most important
responsibilities: preventing terrorism, securing our borders, administering and enforcing
immigration laws, securing cyberspace, and supporting national resilience to disasters.

It is not surprising that a department cobbled together from so many separate agencies faces
difficulties executing its mission and managing its programs. Watchdogs like the Government
Accountability Office and the Department’s Inspector General have studied DHS’s challenges
and issued thousands of recommendations. This Committee has also provided oversight and
legislative fixes. But much more work remains, '

DHS must not only fix old recurring problems, but evolve to address new and emerging threats.
Former Secretary John Kelly said it best: the Department “cannot keep the United States and its
citizens secure with authorities drafted in a time before smart phones and social media. We need
updated authorities, updated support, and updated accountability for the world we live in today.”

Surprisingly, DHS has never been reauthorized—Ileaving many of the Department’s critical
programs without clear legislative guidance and lacking the resources needed to address ever-
changing threats. Reauthorizing DHS will help ensure that Congress is holding the Department
accountable and will provide DHS with the tools it needs to be successful. The bill we are
considering, the DHS Authorization Act, passed with bipartisan support in the House. It would
better position DHS to address today’s threats by streamlining outdated and unnecessary
programs, reorganizing key aspects of the Department’s operations, and strengthening unity of
effort across the Department.

This Committee has worked in a bipartisan fashion to strengthen DHS. Senator Carper and [
worked last Congress with former Secretary Jeh Johnson to enact legislation to strengthen DHS’s
management and unity of effort, and I appreciate the opportunity to work with Ranking Member
McCaskill in continuing this bipartisan tradition. Our staffs have held more than 25 joint
informational briefings with DHS officials and key stakeholders in the last few months to better
understand the challenges the Department faces. I look forward to gathering further input today
to make this legislation as strong as possible.

(39)
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U.S. Senate Homeland Security and Governmental Affairs Committee

“Reauthorizing DHS: Positioning DHS to Address New and Emerging
Threats to the Homeland”

February 7, 2018
Ranking Member Claire McCaskill

Opening Statement

Thank you, Mr. Chairman.

The Department of Homeland Security is the newest department in the
federal government, having been established in 2002 by combining 22 existing
agencies under one roof. Since its inception, the Department has never been
authorized as a whole, and DHS has had difficulty managing and integrating its
components into one cohesive Department. At the same time, the nature of the
threat we face has evolved. It is long past time to authorize DHS, and really, this is

something we should be doing much more often.

Many Americans might not realize the vast array of offices and
responsibilities that fall under the Department. Each office — served by their
hundreds-of-thousands of hard-working employees — is dedicated to the common
goal of protecting America, but getting these offices to work in concert has been a

challenge from the beginning of DHS. The authorization of the Department is an
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opportunity to bring them together by giving DHS management the authority they

need to create that cohesion.

On the management side, I want to just touch on a few priorities. This
authorization bill includes seiferal provisions that Senator Daines and I have
introduced to reform the procurement process at DHS. We’re all very familiar
with some of the higher profile procurement failures at DHS. I know there have
been improvements - the IG and GAQ have pointed to the progress as a result of
greater attention by leadership. The bills that Senator Daines and I have introduced

would make sure that the progress sticks regardless of who’s in charge.

We’ve also seen a significant change in the nature of threats since DHS was
established. In the 15 years since the Department was created, terrorists have
turned from airline hijackings to vehicle ramming attacks in New York and
Charlottesville and mass shootings in Orlando and Las Vegas. We’ve seen how
vulnerable our digitally connected world is with attacks like the WannaCry
ransomware attack, the OPM hack, and of course, Russian interference in the 2016
elections. So authorization is also an opportunity to ensure that DHS is organized
and capable of responding to today’s and tomorrow’s threats—not just those of

over a decade ago.
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The bill also authorizes counterterrorism funding, but one thing Id like to
hear from the witnesses today is whether the level of funding in the House bill is
appropriate. I have repeatedly discussed my concerns—including with DHS—
over this Administration’s plan to cut state and local counterterrorism programs
like the Homeland Security Grant Program. The House bill recognizes the
importance of these grants by authorizing $800 million in appropriations over the
next four years, but my understanding is that Chairman Johnson is hoping to
reduce the authorization levels funding our .ﬁrst responders. I certainly share his
commitment to being a good steward of taxpayer dollars, but [ want to make sure
that we’re striking the right balance between that and the safety of our
communities. This Department is at the forefront of many of our most contentious
political battles right now, and I want to know that we’re prioritizing homeland

security funding based on risk, not on politics.

I look forward to hearing from DHS, the IG and GAO about how this bill
will make DHS better, and what other provisions could improve the Department

and strengthen our security.

Thank you, Mr. Chairman.
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Opening Remarks
DHS Deputy Secretary Elaine Duke
DHS Authorization Roundtable before the
Senate Committee on Homeland Security and Governmental Affairs

February 7,2018

Since the Department was first authorized in the Homeland Security Act of 2002, DHS
has been on the frontlines of the government’s efforts to secure and protect our nation.

But the world has changed since 2002, in geopolitics, technology, and the threats we
face.

Terrorists now communicate through cell phone apps and social media—challenges we
couldn’t foresee in 2002.

To best protect the United States and its citizens, we need updated authorities, updated
support, and updated accountability for the world we live in today.

1t is time to ensure that the 240,000 DHS employees who work tirelessly to protect the
nation have the tools they need to carry out our mission.

Senate passage of a DHS Authorization Act is critical to our Homeland security and
mission success.

We need legislation that codifies the Department’s top initiatives and positions DHS to
better fulfill our complex missions, while ensuring the Department has the flexibility it
needs to adapt to evolving threats as time goes on.

1 commend the House of Representatives for passing legislation in July 2017 to
modernize the Department’s organization and authorities—the first significant overhaul
of the Department’s authorities since the Department’s inception.

The House-passed bill provides critically important authorities for the Department’s
components, including:

o the Federal Emergency Management Agency,

o the U.S. Citizenship and Immigration Services,
o the U.S. Coast Guard,

o the Transportation Security Administration, and

o the U.S. Secret Service.
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It also formally authorizes U.S. Immigration and Customs Enforcement for the first time.

The bill also empowers the men and women who protect our nation to better carry out
their wide-ranging missions.

1t allows us to study disaster preparedness and response, so we can find ways to help
communities recover faster, in a more cost-effective way.

It improves the Department’s information sharing capabilities, so our state, local, tribal,
and territorial partners can stay up to date on the threats facing our communities, in both
the cyber and the physical world.

And it recognizes the importance of the Department’s functional lines of business’
authority to provide appropriate oversight and leadership of critical mission-enabling
functions.

I'welcome the opportunity for DHS to work with the Committee to shape this legislation,
to make sure we get the best bill possible for our homeland and the American people.

If Congress were to pass a bill, it would underscore to the American people Congress’s
commitment to prioritize securing the Homeland, while affirming the importance of the
DHS mission to the men and women charged with carrying out that mission every day.

Therefore, the Department strongly urges the Committee to act swiftly and report a
strong bill for consideration by the full Senate,

Further, I encourage the Senate to pass a DHS Authorization Act.
DHS looks forward to working with the Committee as it moves forward with its bill.

I thank the Members of this Committee for their attention to this important effort.
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Gm .S, GOVERNMENT ACCOUNTABILITY OFFICE

Roundtable on Reauthorizing the Department of Homeland Security

Statement of George A. Scott, Managing Director, Homeland Security and Justice

Introduction

in the 15 years since the Department of Homeland Security’s {DHS) creation, the department has
implemented key homeland security operations, achieved important goals and milestones, and grown to
more than 240,000 employees and over $65 billion in budget authority. We have issued hundreds of
reports addressing the range of DHS’s missions and management functions, Our work has identified
gaps and weaknesses in the department’s operational and implementation efforts, as well as
opportunities to strengthen its efficiency and effectiveness. Since 2003, we have made approximately
2,700 recommendations to DHS to strengthen program management, performance measurement
efforts, and gement processes, among other things. DHS has implemented about 74 percent of
these recommendations and has actions under way to address others.

We also report regularly to Congress on government operations that we identified as high-risk because
of their increased vulnerability to fraud, waste, abuse, and mismanagement, or the need for
transformation to address economy, efficiency, or effectiveness challenges. in 2003, we designated
Implementing and Transforming DHS as high-risk because DHS had to transform 22 agencies—several
with major management challenges—into one department, and failure to address associated risks could
have serious conseguences for U.S. national and economic security.! Given the significant effort
required to build and integrate a department as large and complex as DHS, our original high-risk
designation addressed the department’s initial transformation and subsequent implementation efforts,
to include associated management and programmatic challenges.

Since 2003, the focus of the Implementing and Transforming DHS high-risk area has evolved in tandem
with DHS’s maturation and evolution. In our 2013 high-risk update, we reported that although
challenges remained for DHS across its range of missions, the department had made considerable
progress in transforming its original component agencies into a single cabinet-level department and
positioning itself to achieve its full potential.? As a result, we narrowed the scope of the high-risk area to
focus on strengthening DHS management functions (human capital, acquisition, financial management,
and information technology {IT)} and changed the name of the high risk area to Strengthening DHS
Management Functions to reflect this focus.

DHS also has critical responsibility in the high-risk area of Ensuring the Security of Federal information
Systems and Cyber Critical Infrastructure and Protecting the Privacy of Personally identifiable
information. Federal agencies and our nation’s critical infrastructures—such as energy, transportation
systems, communications, and financial services—are dependent on computerized {cyber) information
systems and electronic data to carry out operations and to process, maintain, and report essential

1GAQ, High-Risk Series: An Update, GAO-03-119 (Washington, D.C.: January 2003).

2GAQ, High-Risk Series: An Update, GAO-13-283 (Washington, D.C.: February 2013).
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information.? The security of these systems and data is vital to public confidence and the nation’s safety,
prosperity, and well-being. However, safeguarding federal computer systems and the systems that
support critical infrastructures—referred to as cyber critical infrastructure protection—has been a long-
standing concern. In 1997, we designated federal information security as a government-wide high-risk
area; we then expanded this high-risk area to include the protection of critical cyber infrastructure in
2003 and protecting the privacy of personally identifiable information {Pil) in 2015.% DHS is responsible
for securing its own information systems and data and also plays a pivotal role in government-wide
cybersecurity efforts.

Congress has been instrumental in supporting progress in individual high-risk areas and has also taken
actions to pass various laws that, if implemented effectively, will help foster progress on high-risk issues.
The Senate Committee on Homeland Security and Governmental Affairs’ consideration of DHS
reauthorization presents an important opportunity to establish mechanisms that can help further
strengthen DHS management functions and information security efforts.

2017 High-Risk Update Findings

Our criteria for removing areas from the High-Risk List guide our advice to DHS and our assessment of its
progress.® Specifically, it must have {1) a demonstrated strong commitment and top leadership support
to address the risks; {2) the capacity {that is, the people and other resources) to resolve the risks; (3} a
corrective action plan that identifies the root causes, identifies effective solutions, and provides for
substantially completing corrective measures in the near term, including but not limited to steps
necessary to implement solutions we recommended; (4} a program instituted to monitor and
independently validate the effectiveness and sustainability of corrective measures; and (5) the ability to
demonstrate progress in implementing corrective measures.

In our 2017 high-risk update, we reported on DHS’s progress and work remaining in the Strengthening
DHS Management Functions and Ensuring the Security of Federal Information Systems and Cyber Critical
Infrastructure and Protecting the Privacy of Personally identifiable Information high-risk areas.® We
found that DHS had made progress in both areas, but that more work remains to strengthen
management functions and the security over computer systems supporting federal operations and our
nation’s critical infrastructure.

In particular, we reported that DHS’s continued efforts to strengthen and integrate its acquisition, (T,
financial, and human capital management functions had resulted in the department meeting three

3Critical infrastructure includes systems and assets so vital to the United States that incapacitating or destroying them would
have a debilitating effect on national security. These critical infrastructures are grouped by the following 16 industries or
“sectors”: chemical; commercial facilities; ¢ ications; critical facturing; dams; defense industrial base; emergency
services; energy; financial services; food and agriculture; government facilities; health care and public heaith; information
technology (IT); nuclear reactors, materials, and waste; transportation systems; and water and wastewater systems,

SGAO, High-Risk List: An Update, GAO-15-290 {(Washington, D.C.: Feb. 11, 2015).

SGAD, Determining Perft e and Acc bility Chail and High Risks, GAO-01-1595P {Washington, D.C.: November
2000).

SGAO, High-Risk Series: Progress on Many High-Risk Areas, While Substantiol Efforts Needed on Others, GAO-17-317
{Washington, D.C.: Feb, 15, 2017},
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criteria for removal from the High-Risk List {(leadership commitment, a corrective action plan, and a
framework to monitor progress) and partially meeting the remaining two criteria (capacity and
demonstrated, sustained progress), as shown in table 1.

Table 1: GAO Assessment of Department of Homeland Security (DHS) Progress In Addressing the
Strengthening DHS Ma t Fi fons High-Risk Area, as of February 2017

Criterion for removal from Met" Partially met® Not met®
high-risk list

{.eadership commitment X

Capacity X

Action plan X

Framework to monitor X

progress

Demonstrated, sustained X

progress

Total 3 2 0

Source: GAO analysis of DHS documents, interviews, and prior GAQ reports. | GAO-17-408T

*Met" There are no significant actions that need to be taken to further address this criterion.
™partially met”: Some but not all actions necessary to generally mest the criterion have been taken.
“Not met™. Few, if any, actions toward meeting the criterion have been taken.

DHS’s top leadership, including the Secretary and Deputy Secretary of Homeland Security, demonstrated
exemplary commitment and support for addressing the department’s management challenges. For
instance, the department’s Deputy Secretary, Under Secretary for Management, and other senior
management officials frequently met with us to discuss the department’s plans and progress, which
serves as a model for senior level engagement and helps ensure a common understanding of the
remaining work needed to address our high-risk designation. Further, DHS established a framework for
monitoring its progress in its Integrated Strategy for High Risk Management, in which it has included
performance measures to track the implementation of key management initiatives since June 2012. In
addition, since our 2015 high-risk update, DHS had strengthened its monitoring efforts for financial
systems modernization programs that are key to effectively supporting the department’s financial
management operations, resulting in DHS meeting the monitoring criterion for the first time.

In our 2017 high-risk update we found that DHS had also issued updated versions of its Integrated
Strategy for High Risk Management, demonstrating a continued focus on addressing this high-risk
designation, and made important progress in identifying and putting in place the people and resources
needed to resolve departmental management risks. The integrated strategy includes key management
initiatives and related corrective action plans for achieving 30 outcomes, which we identified and DHS
agreed are critical to addressing the challenges within the department’s management areas, and to
integrating those functions across the department. In our 2017 high-risk report, we found that DHS had
fully addressed 13 of these outcomes, mostly addressed 8, partially addressed 6, and initiated the
remaining 3, as shown in Table 2.
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Table 2: GAO Assessment of Department of Homeland Security (DHS) Progress in Addressing Key
Qutcomes, as of February 2017

Fullx Mostl¥ Partlallyc i "

Key management function addressed addressed addressed Initiated Total
Acquisition management 2 2 1 §
Information technology 3 3 ]
management

Financial management 2 3 3 8
Human capital management 3 3 1 7
Management integration 3 1 4
Total 13 8 6 3 30

Source: GAD analysis of DHS documents, interviews, and prior GAD reports. | GAD-17-317

*“Fully addressed"”: Outcome is fully addressed.

Mostly addressed”™ Progress is significant and a small amount of work remains.

“Partially addressed™; Progress is measurable, but significant work remains.

Sinitiated™; Activities have been initiated to address the outcome, but it is too early to report progress.

Of the 13 outcomes DHS had fully addressed, the department had sustained 9 as fully implemented for
at least 2 years. For example, DHS had fully addressed one outcome for the first time by demonstrating
improvement in human capital management by linking workforce planning efforts to strategic and
program planning efforts. DHS also sustained full implementation of two other outcomes by obtaining a
clean audit opinion on its financial statements for 4 consecutive fiscal years. However, we reported that
considerable work remained in several areas for DHS to fully achieve the remaining 17 outcomes and
thereby strengthen its management functions. In particular, we found that addressing some of these
outcomes, such as those pertaining to improving employee morale and modernizing the department’s
financial management systems, are significant undertakings that will likely require multiyear efforts.

Additionally, we reported that DHS needed to make additional progress identifying and allocating
resources in certain areas—including financial systems modernization projects and acquisition and IT
staffing—to sufficiently demonstrate that it had the capacity {that is, the people and resources) to
achieve and sustain ail 30 outcomes.

in regard to the Ensuring the Security of Federal Information Systems and Cyber Critical Infrastructure
and Protecting the Privacy of Personally identifiable information high-risk area, we found in our 2017
high-risk update that:

e The Executive Office of the President (EOP) and DHS met the criterion of demonstrating top
leadership commitment. Specifically, DHS established the Critical Infrastructure Cyber
Community (C3) Voluntary Program to encourage entities to adopt the National Institute of
Standards and Technology’s {NIST) Framework for improving Critical Infrastructure
Cybersecurity.” As part of this program, DHS developed guidance and tools that were intended
to help entities use the framework. The C3 Voluntary Program also included outreach and
awareness activities, promotion of efforts targeting specific types of entities, and creation of
communities of interest around critical infrastructure cybersecurity.

TNIST, Framewaork for Improving Critical Infrastructure Cybersecurity (Feb. 12, 2014).
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s The EOP, DHS, and federal agencies partially met the criterion for implementing programs to
monitor corrective actions related to cybersecurity and Pl protection. Specifically, the EOP and
DHS developed and used metrics for measuring agency progress in implementing initiatives on
information security regarding continuous monitoring, strong authentication, and anti-phishing
and malware defense. In addition, the Office of Management and Budget (OMB) and DHS
continued to monitor agencies’ implementation of information security requirements using
Federal Information Security Modernization Act reporting metrics.

« The EOP, DHS, and federal agencies partially met the criterion to demonstrate progress in
implementing the many requirements for securing federal systems and networks. For example,
OMB and DHS conducted CyberStat reviews at federal agencies during fiscal years 2015 and
2016.% Nevertheless, we reported that federal agencies needed to consistently demonstrate
progress. Specifically, for DHS, in January 2016, we reported that DHS’s National Cybersecurity
Protection System? was partially, but not fully, meeting its stated system objectives of detecting
intrusions, preventing intrusions, analyzing malicious content, and sharing information.'® DHS
alsa had not developed metrics for measuring the performance of the system. In addition, we
reported in December 2015 that while DHS established the C3 Voluntary Program to encourage
entities to adopt NIST’s Framework for Improving Critical infrastructure Cybersecurity in the
critical infrastructure sectors, it had not developed metrics to measure the success of its
activities and programs.™

Updates from Subsequent GAO Monitoring and Reports

Since our February 2017 high-risk update we have continued to monitor and report on DHS's efforts to
resolve the risks presented by the Strengthening DHS Management Functions and Ensuring the Security
of Federal Information Systems and Cyber Critical infrastructure and Protecting the Privacy of Personally
Identifiable Information high-risk areas.

With respect to the Strengthening DHS Management Functions high-risk area, DHS continues to meet
three and partially meet two criteria for removal from the High-Risk List. In particular:

« DHS continues to meet the leadership commitment, corrective action plan, and framework to

monitor progress criteria. For example, DHS submitted two additional Integrated Strategy for

ScybarStat reviews are in-depth sessions with national security staff, OMB, DHS, and an agency to discuss that agency's
cybersecurity posture and discuss opportunities for collaboration.

The National Cybersecurity Protection System, operationally known as the EINSTEIN program, is an integrated system-of-
systems that is intended to deliver a range of capabilities, including intrusion detection, intrusion prevention, analytics, and
information sharing.

WGAQ, information Security: DHS Needs to Enhance Capabilities, Improve Planning, and Support Greater Adoption of its
National Cybersecurity Protection System, GAQ-16-294 (Washington, D.C.: Jan. 28, 2016}.

e further reported in our 2017 High-Risk update that the EOP, DHS, and federal agencies partially met the capacity and
corrective action plan criteria, Our findings focused primarily on EOP and OMB actions and not DHS actions.
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High-Risk Management updates—one for March 2017 and one for September 2017—which we
assessed and provided feedback on to DHS senior leadership.*?

& DHS continues to partially meet the capacity criterion. Specifically, DHS has continued its efforts
to identify and allocate resources for financial systems modernization projects and acquisition
and IT staffing, but additional progress is needed to fully identify the people and other resources
needed in these areas. For example, in our 2017 high-risk update we reported that DHS planned
to shift its IT paradigm from acquiring assets to acquiring services and acting as a service broker.
While DHS had issued a workforce planning contract to help the department transition to the
skillsets needed to accommodate the service broker model, department officials had not yet
defined what those skill sets were or analyzed the skills gaps resulting from the paradigm shift.

in May 2017, we recommended that DHS establish time frames and implement a plan for (1)
identifying the department’s future IT skillset, {2) conducting a skills gap analysis, and (3)
resolving any skills gaps identified.® DHS concurred and reported efforts underway to
implement this recommendation. However, until DHS completes these steps, the department’s
capacity to support the paradigm shift remains unciear.

s Further, DHS continues to partially meet the demonstrated, sustained progress criterion. Since
our 2017 high-risk update, DHS's efforts to achieve the 17 outcomes it had not fully addressed
have resulted in the department fully addressing an additional human capital management
outcome by demonstrating that DHS components are basing hiring decisions and promotions on
human capital competencies.

Conversely, DHS has not fully sustained its efforts related to an IT management outcome
focusing on investment management. We reported that DHS had fully addressed this outcome
for the first time in our 2015 high-risk update as a result of DHS annually reviewing each of its
functional portfolios of investments across the entire department, to determine the most
efficient allocation of resources within each of the portfolios. However, according to DHS
officials, for the past two fiscal years {during the development of the fiscal year 2018 and 2019
budgets), DHS reviewed its investments by portfolio only within a component, and not across all
components. As a result, the department’s ability to identify potentially duplicative investments
and opportunities for consolidating investments across the entire department may be limited.
DHS officials plan to provide evidence of other efforts they believe meet the intent of the
outcome, which we will assess upon receipt.

12The National Defense Authorization Act for Fiscal Year 2017 includes a provision for the DHS Under Secretary for
Management to report to us every 6 hs to d ble, le progress made in implementing DHS's
corrective action plans to address the Str hening DHS M Functions high-risk area until we submit written
notification of the area’s removal from the high-risk list to the appropriate congressional committees. See Pub, L. No. 114-328,
§ 1903(b}, 130 Stat. 2000, 2673 (2016) {classified at 6 U.5.C. § 341(a}{11}).

13GAO, Homeland Security: Progress Made to Implement IT Reform, but Additional Chief Information Officer Involvement
Needed, GAO-17-284 {Washington, D.C.; May 18, 2017},
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Although DHS’s mostly and partially addressed ratings for the remaining outcomes have not
changed, the department continues to make progress toward achieving them. For example, in
October 2016, DHS established the Acquisition Program Health Assessment, a process intended
to monitor major acquisition programs’ progress. The assessment methodology—which DHS is
in the process of implementing—consists of a number of factors, such as program management,
financial management, and contract management, which DHS deemed were important for
successful program execution.

Additionally, DHS has continued to strengthen its employee engagement efforts by
implementing our September 2012 recommendation to establish metrics of success within
action plans the department developed for addressing its employee satisfaction problems.™
Further, the Office of Personnel Management’s 2017 Federal Employee Viewpoint Survey data
showed that DHS's scores increased in four areas {leadership and knowledge management,
results-oriented performance culture, talent management, and job satisfaction) for the second
vear in a row; a considerable improvement over the department’s scores generally declining
from 2008 through 2015.

Nonetheless, significant work remains in certain areas. For example in May 2017, we reported
on DHS implementation of Federal information Technology Acquisition Reform Act (FITARA)
provisions. ™ We found that DHS faces challenges in implementing certain FITARA provisions—
including Chief information Officer {CIO) approval of contracts and agreements and CIO
evaluation of risk—and concluded that until DHS addresses these challenges, the goal of FITARA
to elevate the role of the department CIO in acquisition management will not be fully realized.
Additionally, in September 2017 we reported that better use of best practices, such as those for
managing project risks, could help DHS manage financial systems modernization projects that
are key to effectively supporting the department’s financial management operations. ¢

In regard to the Ensuring the Security of Federal Information Systems and Cyber Critical Infrastructure
and Protecting the Privacy of Personally identifiable information high-risk area:

o InFebruary 2017, we reported on DHS’s National Cybersecurity and Communications
Integration Center {NCCIC}, which is to provide a central place for the various federal and
private-sector organizations to coordinate efforts to address and respond to cyber threats.}” We
found that DHS had taken steps to perform each of its 11 statutorily required cybersecurity

YGAQ, Department of Homeland Security: Taking Further Action to Better Determine Causes of Morale Problems Would Assist in
Targeting Action Plans, GAO-12-940 {Washington, D.C.: Sept. 28, 2012).

15GA0-17-284; Pub. L. No. 113-291, tit. VIll, subtit. D, 128 Stat. 3292, 3438-50 (2014).

18GAQ, DHS Financial Management: Better Use of Best Practices Could Help Manage System Modernization Project Risks, GAO-
17-799 (Washington, D.C.: Sep. 26, 2017).

YIGAQ, Cybersecurity: DHS's National Integration Center Generally Performs Required Functions but Needs to Evaluate its
Activities More Completely, GAO-17-163 (Washington, D.C.: Feb. 1, 2017).
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functions.?® However, the extent to which the center performed its functions in accordance with
nine implementing principles established in the law was unclear because the center had not
determined the applicability of the principles to all 11 functions or established metrics and
methods by which to evaluate its performance against the principles. * While in some instances
NCCIC had implemented functions in accordance with one or more of the principles, in others
this was not the case. For example, NCCIC is to provide timely technical assistance, risk
management support, and incident response capabilities to federal and nonfederal entities;
however, it had not established measures or other procedures for ensuring the timeliness of
these assessments.

in addition, several factors impeded NCCIC’s ability to more efficiently perform several of its
cybersecurity functions. For example, NCCIC officials were unable to completely track and
consolidate cyber incidents reported to the center because they did not have access to all
relevant data, limiting the center’s ability to coordinate the sharing of information across the
government. Similarly, NCCIC may not have ready access to the current contact information for
all owners and operators of the most critical cyber-dependent infrastructure assets, We
recommended nine actions for enhancing the effectiveness and efficiency of NCCIC, including
determining the applicability of the implementing principles and establishing metrics and
methods for evaluating performance; and addressing identified impediments. DHS concurred
with our recommendations and continues to take action to address them.

* InSeptember 2017, we reported that DHS, in its role under the Federal Information Security

" Modernization Act of 2014, issued cybersecurity-related directives and continued to monitor
cybersecurity incidents.”® In particular, DHS developed several binding operational directives
that were intended to address critical cyber vulnerabilities and cyber incidents. Also, DHS
provided security capabilities for agencies to enhance the detection of cyber vulnerabilities and
protect against cyber threats through the National Cybersecurity Protection System and the
continuous diagnostic and mitigation program.

» Currently, we are assessing what is known about the extent to which 16 critical infrastructure
sectors established in federal policy, including 10 sectors for which DHS serves as the lead
agency, have adopted the National Institute of Standards and Technology's Framework for
Improving Critical Infrastructure Cybersecurity.' Additionally, we have ongoing work to examine

BNCCIC £ i fentified in the » i Cybersecurity Protection Act of 2014, Pub. L. No. 113-282, 128 Stat. 3066, and the
Cybersecurity Act of 2015, Pub. L. No. 114-113, div. N, 129 Stat. 2242, 2935-85, include, among others, {1) being a federal
civilian interface for sharing cybersecurity-related information with federal and nonfederal entities; {2) providing shared
situational awareness to enable real-time, integrated, and operational actions across the federal government and nonfederal
entities to address cybersecurity risks and incidents to federal and nonfederal entities; and (3) coordinating the sharing of
information related to cyber threat indicators, defensive measures, cybersecurity risks and incidents across the federal
government,

BNCCIC principles identified in the National Cybersecurity Protection Act of 2014 include, among others, (1) ensuring that
timely, actionable, and relevant information related to risks, incidents, and analysis is shared and {2} ensuring that when
appropriate, information related to risks, incid and analysis is integrated with other information and tailored to a sector.
Pub. L. No. 113-282, 128 Stat. 3066.

PGAQ, Federal information Security: Weaknesses Continue to Indicate Need for Effective Impiementation of Policies and
Practices, GAO-17-549 {(Washington, D.C.: Sept. 28, 2017}; Pub. L. No. 113-283, 128 Stat. 3073 (2014).

Bpresidential Policy Directive-21-Critical Infrastructure Security and Resilience {Washington, D.C.: Feb. 12, 2013).
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the extent to which DHS has identified