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DO NOT CALL: COMBATING ROBOCALLS AND
CALLER ID SPOOFING

FRIDAY, APRIL 27, 2018

HOUSE OF REPRESENTATIVES,
SUBCOMMITTEE ON DIGITAL COMMERCE AND CONSUMER
PROTECTION,
COMMITTEE ON ENERGY AND COMMERCE,
Washington, DC.

The subcommittee met, pursuant to call, at 9:03 a.m., in room
2123, Rayburn House Office Building, Hon. Robert Latta, (chair-
man of the subcommittee) presiding.

Present: Representatives Latta, Kinzinger, Lance, Guthrie, Bili-
rakis, Mullin, Costello, Duncan, Walden (ex officio), Schakowsky,
Dingell, Matsui, Welch, Kennedy, Green, and Pallone (ex officio).

Staff Present: Mike Bloomquist, Staff Director; Daniel Butler,
Staff Assistant; Margaret Tucker Fogarty, Staff Assistant; Melissa
Froelich, Chief Counsel, Digital Commerce and Consumer Protec-
tion; Adam Fromm, Director of Outreach and Coalitions; Ali
Fulling, Legislative Clerk, Oversight and Investigations, Digital
Commerce and Consumer Protection; Elena Hernandez, Press Sec-
retary; Zach Hunter, Director of Communications; Paul Jackson,
Professional Staff, Digital Commerce and Consumer Protection;
Bijan Koohmaraie, Counsel, Digital Commerce and Consumer Pro-
tection; Drew McDowell, Executive Assistant; Hamlin Wade, Spe-
cial Advisor, External Affairs; Greg Zerzan, Counsel, Digital Com-
merce and Consumer Protection; Michelle Ash, Minority Chief
Counsel, Digital Commerce and Consumer Protection; Jeff Carroll,
Minority Staff Director; Lisa Goldman, Minority Counsel; Jerry
Leverich, Minority Counsel; Caroline Paris-Behr, Minority Policy
Analyst; and Michelle Rusk, Minority FTC Detailee.

OPENING STATEMENT OF HON. ROBERT E. LATTA, A
REPRESENTATIVE IN CONGRESS FROM THE STATE OF OHIO

Mr. LATTA. Well, good morning. I would like to call the Sub-
committee on Digital Commerce and Consumer Protection to order.
And the chair now recognizes himself for 5 minutes for an opening
statement.

Good morning again. We thank our witnesses for being here. We
especially appreciate your patience and flexibility, adjusting your
travel plans after the hearing was rescheduled from last week.

We want to thank you for being here to help us explore the range
of solutions and strategies available to consumers to combat the
scourge of robocalls, caller ID spoofing, and telemarketing scams.

o))



2

It is critical that we help consumers understand their options when
it comes to robocalls and spoofing.

For example, consumers can download robocall-blocking apps for
their mobile phones and contact their landline and wireless pro-
viders for call-blocking options.

They can register their home or mobile phones with the national
Do Not Call Registry, which protects their number from legitimate
telemarketing calls they do not want to receive.

And there are other commonsense strategies, like not answering
your calls from unknown numbers and not following any prompts
if you do not know who the call is from. For example, do not “press
1 to take your name off this list.”

Good options are available, but I think all of us, including indus-
try, can and should do a better job of education, particularly with
our seniors, to make sure that new scam ideas are stopped quickly.

So what is a robocall? When the phone rings with an automated
prerecorded telemarketing message, that is a robocall. They are a
nuisance and they are illegal. Yet every day tens of thousands of
American consumers report receiving a robocall. And I would like
to just play a real quick “robocall” from the IRS.

[Audio recording played.]

Mr. LATTA. And that message goes on.

A staggering 3.2 billion robocalls were placed nationwide in the
month of March, according to one source, alone. InOhio’s 419 area
code alone, my area code, nearly 12 million robocalls were placed.
For every month in the past year robocalls made up the majority
of Do Not Call Registry complaints at the Federal Trade Commis-
sion.

As technology evolves allowing for a greater volume of robocalls,
so are the tactics used to trick consumers into answering. In the
past scammers would fake caller ID information to trick consumers
into thinking their bank was calling or the phone number was un-
known. Scammers are now deliberately falsifying caller ID informa-
tion knowing I am likely to answer a phone call that appears to
be local from my family, a doctor, or the church. Neighbor spoofing,
as it is known, is a deliberate tactic behind unwanted calls and
texts to both wireline and wireless phones.

Robocalls and spoofing have the potential for real financial harm.
Fraud from unwanted calls amounts to almost $9.5 billion annu-
ally, according to the FTC. It is not hard to see how scammers
could use deceptive tactics to convince people, often senior citizens,
to hand over their personal information or to purchase fraudulent
goods and services.

Take the IRS tax scam, for example. You get that unexpected
phone message claiming to be from the IRS. The call might say you
owe taxes that must be paid immediately with a credit card or a
debit card. Scammers have been known to use the threat of a law-
suit or arrest by the police to convince victims to hand over bank
account information.

Consumers may also get out-of-the-blue calls offering to help
them lower debt or interest rates or promising other limited-time
deals. Senior citizens are often targets of elderly-specific roboscams
relating to Medicare, healthcare, or funeral arrangements. But
they are not the only ones who fall victim to these scams.
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Fortunately, American consumers have options and strategies to
fight robocalls and caller ID spoofing and to protect themselves,
which we will explore today with our witnesses.

The technology and tactics used by scammers may change, but
as subcommittee chairman, I remain focused on empowering con-
sumers and keeping them safe from unfair, deceptive, and mali-
cious practices.

Again, I want to thank our witnesses for being here today.

And with that I will yield back and recognize the gentlelady from
Michigan for 5 minutes.

[The prepared statement of Mr. Latta follows:]

PREPARED STATEMENT OF HON. ROBERT E. LATTA

Good morning. We thank our witnesses for being here today. We especially appre-
ciate your patience and flexibility adjusting your travel plans after this hearing was
rescheduled from last week.

Thank you for being here to help us explore the range of solutions and strategies
available to consumers to combat the scourge of robocalls, caller ID spoofing, and
telemarketing scams. It is critical that we help consumers understand their options
when it comes to robocalls and spoofing.

For example, consumers can download robocall-blocking apps for their mobile
phones, or contact their landline and wireless providers for call-blocking options.

They can register their home or mobile phones with the National Do Not Call
Registry, which protects their number from legitimate telemarketing calls they do
not want to receive.

And there are common sense strategies like not answering calls from unknown
numbers and not following any prompts if you do not know who the call is from-
for example do not “press 1 to take your name off this list.”

Good options are available, but I think all of us, including industry, can and
should do a much better job of education, particularly with our seniors, to make
sure that new scam ideas are stopped quickly.

So what’s a robocall? When the phone rings with an automated, pre-recorded tele-
marketing message that’s a robocall. They’re a nuisance, and they're illegal. Yet,
every day tens of thousands of American consumers report receiving a robocall.

A staggering 3.2 billion robocalls were placed nationwide in the month of March,
according to one source. In Ohio’s 419 area code alone, my local area code, nearly
12 million robocalls were placed. For every month in the past year, robocalls made
up the majority of Do Not Call Registry complaints at the Federal Trade Commis-
sion.

As technology evolves allowing for a greater volume of robocalls, so are the tactics
used to trick consumers into answering. In the past, scammers would fake caller ID
information to trick consumers into thinking their bank was calling or the phone
number was “unknown.” Scammers are now deliberately falsifying caller ID infor-
mation knowing I'm likely to answer a phone call that appears to be local, from my
family, doctor or church. “Neighbor spoofing,” as it’s known, is a deliberate tactic
behind unwanted calls and texts to both wireline and wireless phones.

Robocalls and spoofing have the potential for real financial harm. Fraud from un-
wanted calls amounts to almost $9.5 billion annually, according to the FTC. It’s not
hard to see how scammers could use deceptive tactics to convince people—often sen-
ior citizens—to hand over their personal information or to purchase fraudulent
goods and services.

Take the IRS tax scam, for example: you get an unexpected phone message claim-
ing to be from the IRS. The call might say you owe taxes that must be paid imme-
diately with a credit card or debit card. Scammers have been known to use the
threat of a lawsuit, or arrest by the police, to convince victims to hand over bank
account information.

Consumers may also get out-of-the blue calls offering to help lower debt or inter-
est rates, or promising other “limited time” deals. Senior citizens are often targets
of elderly-specific robocall scams relating to Medicare, health care, or funeral ar-
rangements. But they are not the only ones who fall victim to these scams.

Fortunately, American consumers have options and strategies to fight robocalls
and caller ID spoofing, and to protect themselves, which we will explore today with
our witnesses.
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The technology and tactics used by scammers may change, but as subcommittee
chairman I remain focused on empowering consumers and keeping them safe from
unfair, deceptive, and malicious practices.

Thank you again to our witnesses for being here today for this important discus-
sion.

OPENING STATEMENT OF HON. DEBBIE DINGELL, A REP-
RESENTATIVE IN CONGRESS FROM THE STATE OF MICHI-
GAN

Mrs. DINGELL. Thank you, Mr. Chairman, and thank you for
holding today’s hearing on robocalls and spoofing.

And thank you to the witnesses for being here today.

Robocalls are a great annoyance for American families, especially
American seniors. One third of the calls now are unwanted
robocalls. Just in March, a record 3 billion robocalls were placed to
Anﬁerican consumers, and about a quarter of those calls are scam
calls.

We are now at a point in my household when the hard line rings
I tell my husband, “Don’t answer it.” And he thought I didn’t pay
our taxes. He got pretty upset with me actually. It took me a while
to convince him I had.

I hear repeatedly from my constituents that they want these
calls to stop. One constituent in Ann Arbor wrote:

“My landline and cell numbers are both on the Federal Do Not
Call Registry. I checked. I am so angry about all the calls from off-
shore call banks telling me that my computer is broken or that I
need help with medical insurance and my college loans.

“Exactly what does the Do Not Call list do? Not answering and
letting someone call back isn’t an option, as I have an elderly par-
ent who does call. I am also not wanting to go to the expense of
updating my phone system to get caller ID.”

There were many more just like this, and to no one’s surprise
there wasn’t one letter in support of robocalls.

Democrats on the Energy and Commerce Committee have been
listening to their constituents and we are taking action. This week
Democrats are introducing three bills to help stop robocalls.

Ranking Member Pallone introduced the Stopping Bad Robocalls
Act, which would strengthen the Telephone Consumer Protection
Act and help the FCC take action against robocallers.

Congresswoman Eshoo introduced the HANGUP Act, which
would require debt collectors contracted with the Federal Govern-
ment to get consumers’ permission before robocalling or auto dial-
ing consumers.

And last, but certainly not least, today we have released a dis-
cussion draft titled the CEASE Robocalls Act. This draft legislation
would lift the common carrier exemption in the Federal Trade
Commission Act so that the FTC can take action against these
smaller Voice over Internet Protocol, otherwise called VoIP serv-
ices, that are a huge player and heavily involved in illegal
robocalls.

I am looking forward to getting feedback from all of you today
about the discussion draft.

Today we will hear from witnesses about some of the exciting
and promising tools available to consumers wishing to block
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robocalls. But consumers don’t just need new tools. They need new
protections.

We have put forward commonsense ideas to stop Americans from
being harassed by unwanted calls. I hope we can all work together
to move this legislation forward and make progress on the issue be-
cause many of us are growing tired of having to leave their phones
on silent.

Thank you, Mr. Chairman, and I yield back my time.

Mr. LATTA. Thank you very much. The gentlelady yields back.

The chair now recognizes the gentleman from Oregon, the chair-
man of the full committee, for 5 minutes.

OPENING STATEMENT OF HON. GREG WALDEN, A REPRESENT-
ATIVE IN CONGRESS FROM THE STATE OF OREGON

Mr. WALDEN. Thank you, Mr. Chairman.

I share the passion of the rest of the members here about these
unwanted, unnecessary, and oftentimes fraudulent calls. I get them
on my cell phone all the time. They appear to be coming from I
think my home at times, they are that good anymore. And we have
got to do something about this. And we have. I am going the talk
about that in my opening statement here a bit.

And then we appreciate our witnesses for being here.

Robocalls and caller ID spoofing have exploded in recent years,
3 billion calls placed last month alone, they estimate. And we all
get them. And they interrupt our dinners, they interrupt our family
time, they interrupt meetings. They are real annoying, to say the
least.

At worst, they have the potential to scam and defraud both con-
sumers, seniors, and others. According to the Department of Jus-
tice, scams targeting the elderly are increasing dramatically and
fraudsters steal an estimated $3 billion from American seniors
every year. It is now more important than ever to educate con-
sumers on how to detect and avoid fraud stemming from these
robocalls.

The Federal Trade Commission and the Federal Communications
Commission, as well as our committee, have taken steps to protect
consumers from robocalls and spoofing. Both the FTC and the FCC
operate consumer complaint Web sites and hotlines where con-
sumers can report illegal telemarketing calls. Reporting can help
the agencies crack down on illegal callers and improve the data
they share with the industry players and telecommunications com-
panies, who then develop solutions. The Federal Trade Commission
also manages the Do Not Call Registry, where anyone can register
their home or mobile phone for free.

Here at the Committee we recently passed the RAY BAUM’S Act,
which includes provisions directing the Federal Communications
Commission to expand and clarify the prohibition on misleading or
spoofed caller ID information. It also requires that they, in con-
sultation with the Federal Trade Commission, create consumer
education materials on how to avoid this type of spoofing. These
provisions were signed into law by the President in March.

This is just one of many steps in the right direction. But as com-
munication technology continues to advance, so do the tools and
tactics of these illegal telemarketers, and they use those tactics and
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tools to evade existing protections. So we have to stay ahead of
them. So-called neighbor spoofing is one of the most effective new
tactics. It is particularly hard to detect. Scammers use phone num-
bers with your area code and/or an area code nearby, and that gets
your trust. Many consumers are likely to answer when it looks like
the call could be coming from, let’s say, their child’s school, their
local church, or their dentist’s office.

What do we need to do to stop these bad actors? As I said earlier,
I, for one, am pretty sick and tired of them.

We also finished up another tax season last week. IRS scammers
are going after taxpayers as well. Using the internet and social
media, fraudsters can convincingly portray IRS employees by nam-
ing a few identifying facts, like your home address or current city
of residence.

To avoid falling prey to these calls and others never give per-
sonal identifiable information over the phone. Government officials
will never ask you for your bank account information or Social Se-
curity number over the phone. Consumers should hang up and
then they should call the IRS office and check if it was a legitimate
call.

And the bad actors keep evolving. So we need to make sure that
our consumers have what they need to stay ahead of them. There
are a wide array of technical and marketplace solutions consumers
can use to block, avoid, or otherwise protect themselves from
robocalls or caller ID spoofing. There are now 500 call-blocking
apps for Android, Apple, and other devices. Many home phone pro-
viders offer the option to add robocall-blocking functions to their
service for free, and today, because of our witnesses, we will hear
from some of these innovators.

And again, we thank you for your work and your willingness to
be here.

I have found, too, if I just let it go to voicemail they never leave
voicemail, and then I know it is just a spoof.

So anyway, Mr. Chairman, I will yield back the balance of my
time. Thanks for having this hearing.

[The prepared statement of Mr. Walden follows:]

PREPARED STATEMENT OF HON. GREG WALDEN

Good morning and thank you to our witnesses for being here today. Robocalls and
caller ID spoofing have exploded in recent years, with over 3 billion calls placed last
month alone. We all get them. Whether they’re interrupting a family sitting down
to dinner in Bend, or ringing during a meeting in Washington, everyone experiences
the pervasive and invasive effects.

At best, these calls are annoying. At worst, they have the potential to scam and
defraud consumers, especially senior citizens. According to the Department of Jus-
tice, scams targeting the elderly are increasing dramatically, and fraudsters steal
an estimated 3 billion dollars from American seniors each year. It is now more im-
portant than ever to educate consumers on how detect and avoid fraud stemming
from robocalls.

The Federal Trade Commission and Federal Communications Commission, as well
as our own Committee, have taken steps to protect consumers from robocalls and
spoofing. Both the FTC and FCC operate consumer complaint websites and hotlines
where consumers can report illegal telemarketing calls. Reporting can help the
agencies crack down on illegal callers and improve the data they share with indus-
try players and telecommunications companies, who then develop solutions. The
FTC also manages the National Do Not Call Registry, where anyone can register
their home or mobile phone for free.
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Here at the Committee, we recently passed the RAY BAUM’S Act, which includes
provisions directing the FCC to expand and clarify the prohibition on misleading or
spoofed caller ID information. It also requires that they, in consultation with the
FTC, create consumer education materials on how to avoid this type of spoofing.
These provisions were signed into law by the president in March.

This is just one of many steps in the right direction, but as communication tech-
nology continues to advance, so do the tools and tactics illegal telemarketers use to
evade existing protections. So-called “neighbor spoofing” is one of the most effective
new tactics, and it is particularly hard to detect. Scammers use phone numbers with
your area code or an area code nearby to engender trust. Many consumers are likely
to answer when it looks like the call could be coming from their child’s school, their
local church, or their dentist’s office.

We also finished up another tax season last week. IRS schemes are on the rise
as scammers deceive individuals into giving up their personal or financial informa-
tion. Using the internet and social media, fraudsters can convincingly portray IRS
employees by naming a few identifying facts, like your home address or current city
of residence. To avoid falling prey to these calls and others, never give personally
identifiable information over the phone. Government officials will never ask for your
bank account information or social security number over the phone. Consumers
should hang up and call their local IRS office to check if the call they received was
legitimate.

The bad actors clearly keep evolving, and we need to make sure consumers stay
one step ahead. There are a wide array of technical and marketplace solutions con-
sumers can use to block, avoid, or otherwise protect themselves from robocalls and
caller ID spoofing. There are now over 500 call blocking apps for Android, Apple,
and other devices. Many home phone providers offer the option to add robocall
blocking functions to their service for free. Today, we’ll hear from a few of the
innovators in robocall blocking and advanced caller ID technology on how to imple-
ment these strategies for both landline and mobile phones.

There is no silver bullet to solve the problem of unwanted calls, but we owe it
to our constituents to present all the options available. Improving education and
awareness will be key to preventing consumer harm. I want to thank our witnesses
again for being here today, and I look forward to this important discussion.

Mr. LATTA. Thank you very much. The gentleman yields back.
The chair now recognizes the gentleman from Texas for 5 min-
utes.

OPENING STATEMENT OF HON. GENE GREEN, A
REPRESENTATIVE IN CONGRESS FROM THE STATE OF TEXAS

Mr. GREEN. Thank you, Mr. Chairman. I will be brief. I just want
to thank you and the ranking member for holding this hearing.

This is one of the biggest complaints I get from senior citizens.
And actually at my house, when I go back home after a week, I
get calls saying the IRS is going to come over and I owe taxes. And
I hear constituents complain about that, and I explain to them the
IRS doesn’t call you and tell you by phone. You will get a letter
and keep in touch with us.

The other frustration is that on my cell phone, I haven’t applied
for a loan for many years, but I keep getting texts saying: Your
$250,000 loan has been approved. I thought about saying: Send it
to me and I will go to Costa Rica or someplace.

But it is frustrating to seniors, particularly if you are home all
day, or young mothers who have children that they are worried
about with all these kind of calls. So we need both the two agen-
cies, the FCC and FTC, see what we can do. If they don’t have the
tools for it we need to do it.

And I thank you for having the hearing.

Mr. LATTA. Well, thank you very much. The gentleman yields
back.
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And that will conclude the member opening statements. The
chair would like to remind members that, pursuant to committee
rulesé1 all members’ opening statements will be made part of the
record.

And again, I want to thank all of our witnesses for being here
with us today, taking the time to testify before the subcommittee.
Today’s witnesses will have the opportunity to give 5-minute open-
ing statements followed by a round of questions from the members.

Our witness panel for today’s hearing includes Mr. Ethan Garr,
the Chief Product Officer of RoboKiller; Mr. Aaron Foss, Founder
of Nomorobo; Ms. Maureen Mahoney, the Policy Analyst at Con-
sumers Union; and also, Mr. Scott Hambuchen, the Executive Vice
President of Technology and Solution Development at First Orion.

So again, we want to thank you very much for being here.

And, Mr. Garr, you are recognized for 5 minutes. Thank you.

STATEMENTS OF ETHAN GARR, CHIEF PRODUCT OFFICER,
ROBOKILLER; AARON FOSS, FOUNDER, NOMOROBO;
MAUREEN MAHONEY, POLICY ANALYST, CONSUMERS
UNION; AND SCOTT HAMBUCHEN, EXECUTIVE VICE PRESI-
DENT—TECHNOLOGY AND SOLUTION DEVELOPMENT, FIRST
ORION

STATEMENT OF ETHAN GARR

Mr. GARR. I think we are going to begin with a clip.

[Audio recording played.]

Mr. GARR. Chairman Latta and members of the committee, I am
Ethan Garr from RoboKiller, and what you just heard was one of
our Answer Bots wasting a telemarketer’s time.

Answer Bots are the solution to the robocall epidemic, and on
June 19, 2021, RoboKiller and our Answer Bots will have solved
this problem. See, on that date, at our current trajectory, we will
have 10 million users deploying hundreds of millions of our time-
wasting Answer Bots.

This will reduce spammers’ revenue by more than 50 percent.
That is enough of a disruption to their bottom line to put them out
of business. We are attacking spammers where it hurts, in their
wallets.

RoboKiller answers the calls it blocks with these Answer Bots,
and they are smart. They know how to press 1 to reach the human
behind Rachel from Cardholder Services. They know how to turn
the tables on spammers and waste their time instead of yours. This
is time that they no longer have to scam and steal not just from
our users, but from anyone else, as well. This problem has gotten
worse despite call-blocking technologies, despite legislation and en-
forcement.

But we are different. Our call-blocking competitors have ap-
proached this problem from the caller ID angle. But spoofing, caller
ID blocking, and other tools limit the value of such approaches. It
is a cat-and-mouse game that can really never be won. We are not
interested in playing the game. We would rather steal the cheese
that the spammers are after.

The spammers’ business model is based on making billions of
calls, knowing that only a small percentage will get answered, and
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an even smaller percentage of those will connect human tele-
marketers with viable targets. They don’t have to be surgical in
their strikes. Robocalls let the most vulnerable in our society self-
select themselves as victims.

So a relatively small pool of humans, often on the other side of
the world, are just waiting for their auto-dialed robocall systems to
connect, waiting for someone’s grandmother to press 1 and say
“Hello.” But Answer Bots’ inanimate identities cannot be stolen.
Their invisible wallets can’t be infiltrated. They can keep
spammers wrapped up on calls for hours. And they are protecting
you even if you don’t have RoboKiller. Every minute our Answer
Bots are engaging telemarketers is a minute they don’t have to
speak to someone else.

Our competitors are helping their users, but they are also help-
ing scammers. Telemarketers are happy to skip a well-educated ex-
ecutive with a call-blocker app to get to the elderly grandmother
who they know is more likely to fall victim to their scams. With
Answer Bots our users are helping everyone.

Unfortunately, you can’t solve this problem with legislation
alone. A three-man IRS scam operation in a seedy, nondescript
room in another country isn’t worried that the long arm of the
American justice system is ever going to knock on their door. As
it became cheaper and cheaper to make calls, the incentive to de-
ploy more robocalls has increased exponentially, as did the incen-
tive to ignore the laws.

The Do Not Call Registry did exactly what it was supposed to do,
but, unfortunately, not at all what people expected it to do. So stop-
ping the tiny percentage of legal robocalls that fell under the Do
Not Call list purview was almost no help to consumers who were
expecting a panacea.

Beyond the Do Not Call list the government’s efforts have been
well intentioned and well executed. They just don’t have broad im-
plications on the problem. Despite the FCC and FTC’s well-pub-
licized multimillion dollar enforcement actions, with that estimated
$9.5 billion in yearly phone scam revenue these efforts are just not
a real deterrent.

No, the real solution to this problem is already in the app store,
and it is called RoboKiller. And you can take pride in the fact that
the government efforts have made this happen. We weren’t in this
fight until the FTC had the vision to look beyond legislation and
enforcement towards innovation.

When the FTC created the Robocalls: Humanity Strikes Back
competition in 2015 they got us, TelTech, into this fight. We have
been innovating for 14 years, helping consumers use technology to
protect their privacy and security on their phones.

From unmasking blocked calls with TrapCall, to recording calls
with TapeACall, to helping people keep their numbers secure with
SpoofCard, we have always been focused on giving people control
of their phones.

The robocall competition ignited our passion and is accom-
plishing your goals to help Americans end the robocall epidemic.

We have already started to see the impact. When we heard a
telemarketer say in an exasperated voice, “Oh, no, everyone has got
RoboKiller today,” we knew we had turned the tide. When we
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heard another angrily yell at one of our Answer Bots, “Oh, which
one are you, the guy with the baby, the guy on the movie set?” then
we knew we were winning the fight.

From an adorable Southern belle to a guy dealing with a gazelle
running around his apartment, our robots are hilarious, but just as
important, they are effective.

Earlier this week we were able to showcase RoboKiller and An-
swer Bots at the FTC and FCC’s joint technology expo, and today
we have the privilege of testifying in front of this subcommittee. If
you want us to help you solve this problem, please do more of this.
Help us get more attention so that we can speed up our growth.

We are not worried about putting ourselves out of business by
solving the problem. We have built a culture of innovation. So
when the scammers start ringing doorbells after we have solved
this problem we will have a solution for that, too.

Answer Bots wasted more than 25,000 hours of human tele-
marketers’ time last month. For 150,000 users that represented
hundreds of thousands of blocked calls and the peace of mind that
when their phone rang it wasn’t a harassing call from a scammer.
For thousands of other Americans who have yet to purchase
RoboKiller, that was 25,000 hours where they, too, were protected
from those otherwise engaged telemarketers.

This robocall problem has grown into a true epidemic. Ever since
I have been speaking, 2,700 unwanted calls are being made to
American citizens every second. But it is over. RoboKiller and our
Answer Bots are on the case.

Thank you very much.

[The prepared statement of Mr. Garr follows:]
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Digital Commerce and Consumer Protection Subcommittee Hearing
Do Not Call: Combating Robocalls and Caller ID Spoofing

Ethan Garr, RoboKiller
Chief Product Officer, TelTech Systems

Summary of Testimony:

RoboKiller is a unigue mobile application that is solving the robocall problem through disruption.
The app answers the calls it blocks on behalf of its users, then deploys Answer Bots, our own
army of robots designed to talk back to and waste spammers’ time.

Spoofing, caller 1D blocking, and other tools limit the effectiveness of solutions that simply block
numbers. These services protect their users, but make it easier for scammers and spammers to
skip over their savvy customer base to more quickly reach the most vulnerable Americans.

Our service turns the tables on telemarketers, engaging them in protracted conversations.
Answer Bots cannot be robbed of their wealth or identities, and the time they waste doesn't just
protect our users, it protects everyone else as it prevents {elemarketers from making additional
calls.

RoboKiller leverages several advanced technologies including audio-fingerprinting and machine
learning to power an algorithm that blocks more than 200,000 spammer’s numbers at any time.
But answering the calls we block is what allows us to deploy our Answer Bots to truly combat
the problem. ‘

Spammers make billions of robocalis knowing that only a smali percentage wiil get answered,
and even fewer will reach their human telemarketers. They don't have to be targeted because
robocalls let the most vuinerable in our society self-select themselves as victims. But last month
our Answer Bots fought back and stole an estimated 25,000 hours of time from spammers and
scammers.

This problem has reached epidemic proportions, and it is not going to be solved through
legislation or enforcement, though both of those efforts are important. This is a problem fueled
by inexpensive phone calls, and huge margins, so our solution focuses on impacting the
economics of spam calls.

We are here because the FTC put innovation to work when it held the Robocalls: Humanity
Strikes Back competition, which we were fortunate enough to win. The government can help
solve this problem by continuing to support creative solutions. This hearing and the FTC and
FCC’s technology expo next week will help us spread our message and grow, and ultimately
that will help us end the robocall scourge.
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RoboKiller Written Statement

Every day we are adding thousands of RoboKiller users to our service, which means we are

putting Answer Bots to work, hitting telemarketers where it hurts: in their wallets.

When our mobile application, RoboKiller, reaches 10 million users, we estimate we will have
reduced spammer’s revenue by more than 50%. We believe this is enough of a disruption to

their bottom line to put them out of business.

Robokitler doesn't just block unwanted calls, it answers the calls it blocks with Answer Bots, our
army of robots that know how to press one to reach the human behind "Rachel from Cardholder
Services." Answer Bots, turn the tables on scammers and spammers by wasting their time.

That is time that they no longer have to scam and steal from our users or anyone else.

Our competitors have approached this problem from the Caller ID angle, but spoofing, caller ID
blocking, and other tools limit the value of those approaches. It is a cat and mouse game that
can never be won. We are not interested in playing that game, we'd rather steal the cheese that

the spammer's are after; our approach is about cutting off their revenue.

RoboKiller blocks more than 200,000 spam and telemarketing calls from ever reaching our
hundreds of thousands of user’s phones, but more importantly we answer the calls we block
with these Answer Bots. From an adorable Southern Belle to a guy dealing with a gazelle
running around his apartment, our robots are as hilarious as they are effective. But don't

mistake entertaining for simplistic.
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Our service leverages several advanced technologies including audio-fingerprinting and

machine learning fo power an algorithm that blocks spammer’'s calls, then answers those calls
with Answer Bots. RoboKiller users can either create their own custom answer bots or choose
ones from our library. That means at any given time thousands of unigue Answer Bots can be

fighting back against spammers.

How effective are they? In a single day, we deployed one of our answer bots more than 1200
times, and it interacted with telemarketers for more than 5000 minutes. Last month we estimate

that Answer Bots wasted more than 25,000 hours of human telemarketer’s time.

And remember, these robots are protecting you even if you don’t have RoboKiller. Every minute
our Answer Bots are engaging telemarketers is a minute they don't have to speak to anyone

else.

The spammer’s business model is based on making billions of calls, knowing that only a small
percentage will get answered, and an even smaller percentage will connect their human
telemarketers with viable targets. They don't have to be surgical in their strikes, robocalls let the

most vuinerable in our society self-select themselves as victims.

So a relatively small pool of humans, often on the other side of the world, are sitting in seedy
call centers and back rooms just waiting for their auto-dialed robocall systems to connect.

Waiting for someone’s grandmother to say “hello”.

Answer Bots love to say hello, but their inanimate identities cannot be stolen. Their invisible

wallets cannot be infiltrated. They can keep spammers engaged in conversations for several
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minutes, and often much longer than that. Answer Bots are great revenge for our customers, but

they are great news for all of you on this panel.

You cannot solve this problem with legisiation alone. A three-man IRS scam operation in a
nondescript room in India isn't worried that the long-arm of the American Justice system will
ever knock on their door. And singutarly-focused call blockers may even help the scammers.
Scammers are happy to skip a well-educated young executive with a call blocker app to more

quickly get to a vulnerable elderly grandmother.

The real solution to this problem is already in the app store and it's called RoboKiller, and you
can take pride in the fact that government efforts made this happen. We weren't in this fight until
the FTC had the vision to look beyond legislation and enforcement towards innovation. When
the FTC created the Robocalls: Humanity Strikes Back competition in 2015 they got us,

TelTech, into this fight.

We have been innovating for 15 years, helping consumers use technology to protect their
privacy and security on their phones. From unmasking blocked calls with TrapCall, to recording
calls with TapeACall, to helping people keep their numbers secure with SpoofCard, we have
always been focused on giving people contro! of their phones. The robocall competition ignited

our passion, and it is accomplishing your goals to help Americans end the robocall epidemic.

We have seen telemarketers change their tactics because Answer Bots have started to impact
their bottom line. When we heard a telemarketer say in an exasperated voice, “Oh no,
everyone's got RoboKiller today,” we knew we had turned the tide. When we heard another
scammer angrily yell, “oh which one are you? The guy with the baby, the guy on the movie set?"

we knew we were winning the fight.
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Telemarketers have had their way for years. As it became cheaper and cheaper to make calls,
the incentive to deploy more robocalls increased exponentially and there was no way to fight
back. The Do Not Call Registry did exactly what it was supposed to do, but unfortunately not at

all what people expected it to do.

Stopping the tiny percentage of legal robocalls that fell under the Do Not Call list purview was
almost no help to consumers who were expecting and counting on the government to deliver a
panacea. In-fact, some have theorized that the Do Not Call list may even help spammers by

giving consumers a false sense of security when the phone rings.

Beyond the Do Not Call List the government’s efforts have been well-intentioned and well
executed, they just don't have broad implications on the problem. Despite the FCC and FTC's
well-publicized multi-million dollar enforcement actions, with an estimated $9.5 billion dollars in
yearly phone scam revenue, these efforts just are not a real deterrent. RoboKiller isn't a

deterrent either, it is a solution.

This week, you gave us the chance to testify for this subcommittee, which will help us to
promote our efforts further. Next week, the FTC and FCC are hosting a technology expo where
we will again present RoboKiller. Do more of this. Help us get more attention so that we can

speed up our growth.

At our current growth rate we will hit 10 million users in June of 2021. At that point telemarketers
will have seen a 50% decline in revenues and have no other choice but to move their scams

elsewhere.
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We are not worried about putting ourselves out of business by solving this problem. We have
built a culture of innovation, so when the scammers start ringing doorbells, we will have a

solution for that too!

Answer Bots wasted more than 25,000 hours of human telemarketer’s time last month. For our
hundreds of thousands of users that meant millions of blocked calls and the peace of mind that
when their phone rang it wasn't a harassing call from a scammer, For thousands of other
Americans who have yet to purchase RoboKiller, that was 25,000 hours where they too were

protected from those otherwise engaged telemarketers.

The robocall problem has grown into an epidemic. Today, 2700+ unwanted calls are being
made every second in the United States, but it's over. RoboKiller is on the case, and we will

solve this problem.
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Mr. LATTA. Thank you very much for your testimony today.
And, Mr. Foss, you are recognized for 5 minutes. Thank you.

STATEMENT OF AARON FOSS

Mr. Foss. Chairman Latta, Ranking Member Pallone, and mem-
bers of the committee, thank you for giving me the opportunity to
appear before you today.

My name is Aaron Foss. I am the founder of Nomorobo and the
winner of the FTC Robocall Challenge.

And since launching in 2013, Nomorobo has stopped almost 650
million robocalls from reaching American citizens. And while that
number is huge, it is a mere drop in the bucket of this problem.
According to our data, approximately 40 percent of all calls on a
landline network are unwanted robocalls.

So I am here today to give you a view from the trenches. And
let me start off by telling you the good news. The same technology
that created this problem, low-cost voice-over-IP service, is now
being used to successfully stop it.

In its first year Nomorobo stopped 15 million robocalls from
reaching American consumers. That was in the entire first year.
And we are now stopping double that amount every single month.
Thirty million robocalls a month are being stopped by Nomorobo.
And this is much better than the old solution of, “Only answer
numbers that you recognize.”

And when I first started this crusade carriers believed that FCC
regulations prohibited them from blocking robocalls. But since the
FCC clarified that those regulations do indeed allow robocall block-
ing, carriers have been quick to act. Today Nomorobo is supported
by most of the major VoIP carriers in the United States and di-
rectly integrated with some of the largest.

And mobile technology companies, like Apple and Google, have
also done a great job in making their smartphone ecosystems
robocall-blocker friendly. They now allow developers to create and
distribute robocall-blocking apps to hundreds of millions of users.
This wasn’t always the case, especially when I started.

And there used to be a lot of fear when it came to stopping
robocalls. Many people thought that technology couldn’t differen-
tiate between good and bad robocalls. And Nomorobo proved this
incorrect. The service is 97 percent effective, and our false positive
rate is only one-tenth of 1 percent.

So on the one hand I know that for over 1.6 million Nomorobo
users we have solved their robocall problem once and for all. Their
phones are now peaceful and quiet. And I wish I could stop my tes-
timony right there and we could end the conversation right now.

Unfortunately, I can’t. It is a jungle out there, and the
robocallers have started to use more advanced tricks and tactics.
We have to continually stay one step ahead of the bad guys. Simple
blacklists are no longer as effective in stopping robocalls as they
once are.

Last summer we noticed an explosion in neighbor spoofed calls.
These are the calls where the robocall caller uses a fake number
that looks very similar to the recipient’s number. Last summer
they used to represent less than 2 percent of all robocalls, but be-
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ginning in July of 2017 they represented almost 20 percent of all
robocalls. That is a 10x increase.

Now, luckily, technology like Nomorobo can quickly detect and
stop new robocalling patterns like neighbor spoofing. And while the
carriers are also working on a solution, verifying and certifying
caller ID, it is still years away.

Robocallers are flexible and quickly and continually change their
tactics. The tools to fight them also have to be flexible and adapt-
able.

We are at a very interesting point in the robocall battle. Tech-
nology has proven that it is the safe and effective solution in the
fight. Regulators have cleared the path for carriers to roll out
robocall-blocking solutions to their customers. Consumers have
shown that they want these services, they trust these services, and
are even willing to pay for these services.

And robocall blocking is a virtuous cycle. The more people that
use robocall blockers, the less effective robocalling becomes. The
less effective robocalling becomes, the less robocalls are made. Ev-
eryone wins, except for the robocallers.

And to close, I just want to remind everyone why we are solving
this problem. This isn’t just about stopping a minor annoyance.
Robocalls present a significant threat, particularly to some of our
most vulnerable citizens.

I was reminded of this the other day when I received the fol-
lowing email. As everybody knows, my testimony is sworn so I am
really not making this up.

It said: “My name is Phil. I just wanted you to know how thank-
ful T am for your service. I have a bad brain injury and the calls
I was getting fooled me. Thank you for offering the service for free.
My income has been tough to manage, and adding an extra cost,
even small, can add up each month.”

I thank the committee for continuing to do everything in its
power to make robocall-blocking solutions, like Nomorobo, available
to all Americans.

[The prepared statement of Mr. Foss follows:]
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Chairman Latta, Ranking Member Pallone, and members of the Committee, thank you for giving

me the opportunity to appear before you today.

My name is Aaron Foss. I'm the founder of Nomorobo and the winner of the FTC Robocall
Challenge. Since launching in 2013, Nomorobo has stopped almost 650 million robocalls from
reaching American citizens. And while that number is huge, it's a mere drop in the bucket.
According to our data, approximately 40% of all calls on the landline network are unwanted

robocalls.

I'm here today to give you a view “from the trenches.” Let me start off by telling you the good

news.

The same technology that created this problem, low cost voice-over-1P, is now being used to
successfully stop it. In its first year, Nomorobo stopped 15 million robocalls from reaching
American consumers. We're now stopping more than double that amount - 30 million robocalls -
every single month. This is much better than the old solution which was to “only answer

numbers that you recognize.”

When I first started this crusade, carriers believed that FCC regulations prohibited them from
blocking robocalls. But, since the FCC clarified that the regulations do indeed allow robocall
blocking, carriers have been quick to act. Today, Nomorobo is supported by most of the major

VolP providers in the US and directly integrated with some of the largest.
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Mobile technology companies like Apple and Google have also done a great job in making their
smartphone ecosystems robocall blocker friendly. They now allow developers to create and

distribute robocall blocking apps to hundreds of millions of users.

There used to be a lot of fear when it came to stopping robocalls, Many people thought that
technology couldn’t differentiate between good and bad robocalls. Nomorobo proved this

incorrect. The service is 97% effective with a false positive rate of only .1%.

So, on the one hand, I know that for over 1.6 million Nomorobo users, we've solved their
robocall problem once and for all. Their phones are now peaceful and quiet. And [ wish I could

stop my testimony right there and we could end the conversation right now.
Unfortunately, I can't.

It's a jungle out there and the robocallers have started to use more advanced tricks and tactics.
We have to continually stay one step ahead of the bad guys. Simple blacklists are no longer as

effective in stopping robocalls as they once were.

Last summer, we noticed an explosion in “neighbor spoofed” calls. These calls, where the
robocaller uses a fake number that looks very similar to the recipient’s number, used to represent
less than 2% of all robocalls. Begirming in July of 2017, neighbor spoofed calls represented

almost 20% of all robocalls. That's a 10x increase.

Luckily, technology like Nomorobo can quickly detect and stop new robocalling patterns like
neighbor spoofing. And while the carriers are also working on a solution - verifying and
certifying Caller ID — it’s still years away. Robocallers are flexible and quickly and continually

change their tactics. The tools to fight them also have to be flexible and adaptable.
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We're at a very interesting point in the robocall battle.

Technology has proven that it’s a safe and effective solution in the fight. Regulators have cleared
the path for carriers to roll out robocall blocking solutions to their customers. Consumers have

shown that they want these services and are even willing to pay for them.

Robocall blocking is a virtuous cycle. The more people that use robocall blockers, the less
effective robocalling becomes. The less effective robocalling becomes, the less robocalls are

made. Everyone wins.

To close, I just want to remind everyone why we’re solving this problem. This isn’t just about
stopping a minor annoyance. Robocalls present a significant threat, particularly to some of our
most vulnerable citizens. | was reminded of this the other day when I received the following

email:

“My name is Phil. I just wanted you to know how thankful [I am] for your service. I have
a bad brain injury and the calls I was getting fooled me. Thank you for offering the
service for free. My income has been tough to manage and adding an extra cost even

small can add up each month.”

I thank the committee for continuing to do everything in its power to make robocall blocking

solutions like Nomorobo available to all Americans.
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Mr. LaTTA. Well, thank you for your testimony.
And, Ms. Mahoney, you are recognized for 5 minutes.

STATEMENT OF MAUREEN MAHONEY

Ms. MAHONEY. Chairman Latta, members of the subcommittee,
thank you for the opportunity to speak today. I work for Con-
sumers Union, the advocacy division of Consumer Reports.

Since 2015, in response to complaints from thousands of con-
sumers who told us that robocalls were their top consumer com-
plaint, we have conducted our End Robocalls campaign, which calls
on the major phone companies to offer to all of their customers
free, effective tools to block unwanted robocalls.

Nearly three-quarters of a million people have signed this peti-
tion, and they have told us that they are overwhelmed by the
harmful, abusive, and irritating robocalls that intrude on their pri-
vacy, take their money, and allow scams to enter their homes.

Robocalls have reached epidemic proportions. Since 2006 the
number of complaints to the FTC about violations of the Do Not
Call list has exploded. And the volume of robocalls is on the rise,
as well. Last month, 3 billion robocalls were placed to consumers
in the United States.

Unwanted calls undermine the quality of the phone service for
which consumers pay dealer. For example, sometimes these
robocalling campaigns relentlessly target certain consumers. One
consumer told us that she received an estimated 100 calls in a sin-
gle day, which blocked incoming and outgoing calls for significant
periods of time. Others have told us that unwanted incoming
robocalls have delayed them from calling a medical professional.

And robocalls cost consumers money. Vulnerable consumers,
such as the elderly, may be unduly susceptible to telemarketing
pitches for products that they don’t want or need. Scam calls like
Rachel from Card Services also seek to separate consumers from
their money fraudulently.

Consumers with prepaid or limited-minute calling plans may end
up paying for robocalls. And often consumers have to pay for call-
blocking devices or services, which further push the costs of
robocalls onto consumers.

We appreciate the progress that the phone companies, the FCC,
and the FTC have made thus far in addressing robocalls. For ex-
ample, AT&T and T-Mobile have begun to offer free robocall-block-
ing tools to their customers. In addition, the FCC has approved
new rules that give phone companies the leeway to immediately
block certain clearly illegally spoofed calls that they see coming
through their networks. They have also opened an inquiry into the
development of caller ID authentication technology to address call
spoofing. And the FTC has initiated a series of contests, as my co-
panelists well know, to encourage developers to create and innovate
antirobocall technology.

But more action is needed to fully address the robocall problem.
The blocking under the FCC’s new rules will not reach the vast
majority of robocalls. Essential legal protections against robocalls
under the Telephone Consumer Protection Act, or the TCPA, re-
main at risk. And enforcement efforts have not been enough to stop
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illegal robocalling. Therefore, we support the following additional
reforms.

First, the FCC should require providers to offer technology to
identify and block spoofed and unwanted calls. Congress can assist
by supporting the ROBOCOP Act, which would direct the FCC to
develop rules to implement these technologies.

Second, ensure that consumers have strong legal protections
against unwanted calls. The D.C. Circuit Court of Appeals recently
struck down portions of the FCC’s 2015 rules covering the defini-
tion of an autodialer and the safe harbor for robocalls made to re-
assigned numbers. The FCC will likely open a proceeding to ex-
plore open issues related to the definition of an autodialer, and we
urge them to implement rules that maintain important protections
against unwanted robocalls so that consumers have a means of con-
trolling or stopping them.

Third, increase protections against unwanted debt collection
calls. Congress should pass the HANGUP Act to remove the ex-
emption placed in the TCPA for Federal debt collection robocalls.
While the exemption should never have been passed in the first
place, we urge the FCC to issue rules to implement the provision
to provide clarity and to ensure that consumers have a way to limit
and stop these calls.

And finally, empower the FTC to counter illegal calls. Congress
should allocate to the FTC greater resources for enforcement and
the development of antirobocall technology. It should also remove
the common carrier exemption in the FTC Act so that the FTC can
directly call on phone service providers to be part of the solution.

Thank you for your attention to this important consumer issue,
and I look forward to addressing any questions you have.

[The prepared statement of Ms. Mahoney follows:]
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Chairman Latta, Ranking Member Pallone, and members of the Subcommittee, thank you
for the opportunity to speak today. I work for Consumers Union, the advocacy division of
Consumer Reports.! Since 2015, in response to the complaints of thousands of consumers who
cited robocalls—unwanted, autodialed calls—as their top consumer concern, Consumers Union
has conducted our End Robocalls campaign, which calls on the major phone companies to offer
free, effective tools to all of their customers to block these calls.? Nearly three-quarters of a
million people have signed our petition to the phone companies to provide these tools. These
consumers have told us that they are overwhelmed by the harmful, abusive, and irritating
robocalls that intrude on their privacy, take their money, and allow scams to enter their homes.

We appreciate the progress that phone companies, the Federal Communications
Commission (FCC), and the Federal Trade Commission (FTC) have made thus far in addressing
robocalls. For example, AT&T and T-Mobile have begun to offer free robocall-blocking tools.?
In addition, the FCC has approved new rules that give phone companies the leeway to
immediately block certain categories of clearly illegally spoofed calls in their networks: calls
spoofed with an invalid number, calls spoofed with an unallocated or unassigned number, or at
the request of the owner of the spoofed number.* The FCC has also opened an inquiry into
developing technology that can confirm the validity of caller ID information.® And the FTC has
initiated a series of contests to encourage developers to create and innovate anti-robocall
technology.(’

! Consumers Union is the advocaey division of Consumer Reports. Consumers Union works for a fair, just, and safe
marketplace for all consumers and to empower consumers to protect themselves, focusing on the areas of
telecommunications, health care, food and product safety, energy, and financial services, among others. Consumer
Reports is the world’s largest independent product-testing organization, Using its more than 60 labs, auto test center,
and survey research center, the nonprofit organization rates thousands of products and services annually. Founded in
1936, Consumer Reports has over 8 million subscribers to its magazine, website, and other publications,

% Tim Marvin, No More Complaining. Let’s End Robocalls! ConsumersUnion.org (Feb. 17, 2015),
http://consumersunion,org/campaign-updates/no-more-complaining-lets-end-robocalls/,

¥ AT&T Mobile Security & Call Protect (last visited April 24, 2018),
https://www.att.com/features/securityapps.htmi; T-Mobile, Call Protection Solutions (last visited April 24, 2018),
https://explore.t-mobile.com/callprotection.

* In the Matter of Advanced Methods to Target and Eliminate Unlawful Robocalls, Report and Order and Further
Notice of Proposed Rulemaking, CG Docket No. 17-59 (Rel. Nov. 17, 2017), available at
https://ecfsapi.fec.gov/file/111717758568/FCC-17-151A1_Red.pdf.

® Fed. Commc’ns Comm’n, Call Authentication Trust Anchor, Notice of Inquiry (July 14, 2017) at Y14, available at
https://ectsapi. fee.gov/file/07141096201 120/FCC-17-89A1.pdf. The FCC has also proposed a reassigned number
database, to help cut down on the number of “wrong number” robocalls. In the Matter of Advanced Methods to
Target and Eliminate Unlawful Robocalls, Second Further Notice of Proposed Rulemaking (March 23, 2018),
https:/fectsapi.fee.gov/file/032399073325/FCC-18-31 Al.pdf. It has also announced new enforcement efforts. Fed,
Commc’ns Comm’n, Robocall Scammer Faces $120 Million Proposed Fine for Massive Caller ID Spoofing
Operation (June 22, 2017), https://apps.fcc.gov/edocs_public/attachmatch/DOC-345470A1.pdf.

& Still Ringing off the Hook: An Update on Efforts to Combat Robocalls, Before the United States Senate Special
Comm. on Aging, 114th Cong. at 13-15 (2017) {testimony of the Federal Trade Commission),

https://www. ftc.gov/system/files/documents/public_statements/1256863/p034412_commission_testimony_re_roboc
alls_senate_10-4-17.pdf. [hereinafter “Still Ringing Off the Hook™).
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But more action is needed to fully address the robocall problem. The blocking under the
FCC’s new rules will not reach the vast majority of robocalls. For example, it will not address
the problem of “neighbor spoofed” calls, in which the caller ID is spoofed with a number in the
recipient’s own area code and exchange, or other calls that are spoofed with numbers that are in
circulation. Moreover, scammers will likely simply stop spoofing numbers that they know are
more likely to be blocked. Essential legal protections against robocalls under the Telephone
Consumer Protection Act (TCPA) and FCC rules remain under attack and at risk. And
enforcement efforts have not been enough to stop illegal robocalling.

We support the following additional reforms:

e Require anti-spoofing, call-blocking technology: The FCC should require providers to
offer technology to identify and block spoofed and unwanted calls. Unblocking requests
should be evaluated by a required set of criteria to ensure that consumers’ wishes are
honored. Congress can assist by supporting the ROBOCOP Act,” which would require
the FCC to develop rules implementing this technology.

o Ensure that consumers have strong legal protections against unwanted robocalls:
The DC Circuit Court of Appeals recently struck down portions of the FCC’s 2015 rules,
covering the definition of an autodialer and the safe harbor for robocalls made to
reassigned numbers. The FCC will likely open a proceeding to explore open issues
related to the definition of an autodialer. We urge the FCC to implement strong rules that
maintain important protections against unwanted robocalls. ®

e Increase protections against unwanted debt collection calls: Congress should pass the
HANGUP Act,’ to remove the exemption in the Telephone Consumer Protection Act
(TCPA) for federal debt collection robocalls, and overturn the FCC’s Broadnet ruling that
effectively exempts robocalls made by federal contractors.!® We also urge the FCC to
implement strong rules limiting federal debt collection calls.

e Empower the FTC to counter illegal calls: Congress should strengthen the FTC’s
ability to stop abusive robocalling by allocating greater resources for enforcement and the

5. 2705, HLR. 5573 (2018)

§ Abusive Robocalls and How We Can Stop Them, Before the Senate Committee on Commerce, Science, and
Transportation, 115" Cong. {2018)(testimony of Margot Freeman Saunders), available at
https://consumerfed.org/wp-content/uploads/2018/04/testimony-on-problem-of-unwanted-robocalls.pdf [hereinafter
Saunders testimony].

%8, 564 (2017).

' In the Matter of Rules and Regulations Implementing the Telephone Consumer Protection Act of 1991, Petitions
for Declaratory Ruling by Broadnet Teleservices LLC, National Employment Network Association, RTI
International, Declaratory Ruling, FCC 16-72, CG Docket No. 02-278 (July 5, 2016), available at
http://transition.fec.gov/Daily_Releases/Daily _Business/2016/db0706/FCC-16-72A1 .pdf.
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development of anti-robocall technology. It should also remove the common carrier
exemption in the FTC Act so that the FTC can directly call on phone service providers to
be part of the solution.

We also generally support the recommendations made by the National Consumer Law
Center in their testimony before the Senate Commerce, Science, and Technology Committee on
April 18, 2018."" Below, I will describe how robocalls continue to plague consumers, and
expand on each of the recommendations listed above.

Unwanted robocalls continue to harass consumers.

Robocalls have reached epidemic proportions. Since 2006, the number of complaints
about violations of the Do Not Call list has exploded. "> Consumers filed at least seven million
complaints about violations of the Do Not Call list in fiscal year 2017, over twice as many
complaints as in 2014." This is reflected in FCC complaint data, in which unwanted calls
reliably rank as one of the top consumer complaints.™

Not only have complaints to the FTC increased, but the volume of robocalls is on the rise
as well. Aaron Foss of Nomorobo estimated in 2015 that over a third of all calls are unwanted
robocalls.® Last month, three billion robocalls were placed to consumers in the United States—
fifteen percent higher than in February 2018, and overall, the highest number since the call-
blocking company YouMail began tracking that data in 2015."® According to YouMail, as of
February 2018, the most common type of robocalls (32%) are payment reminders, followed
closely by alerts and other reminders (28%). Another 16% are from telemarketers in general.
Roughly a quarter of all robocalls—24%—are scam calls.!”

Unwanted calls are an assault on consumer privacy, and undermine the quality of the
phone service for which consumers pay dearly. For example, sometimes, these robocalling

! Saunders testimony, supra note 8,

2 National Do Not Call Registry Data Book FFY 2016, FED. TRADE COMM'N at 4 (Dec. 2016),
https://www.ftc.gov/system/files/documents/reports/national-do-not-call-registry-data-book-fiscal-year-
2016/dnc_data_book_fy_2016_post.pdf.

' National Do Not Call Registry Data Book FY 2017, FED. TRADE COMM*N at 6 (Dec. 2017),

https://www. fic.gov/sites/default/files/filefield_paths/dnc_data book fy2017.pdf.

' Fed. Comme’ns Comm’n, Consumer Complaint Center, Unwanted Calls (last visited April 14, 2018),
https://consumercomplaints.fce.gov/he/en-us/articles/115002234203-Unwanted-Calls

'* Rage Against Robocalls, CONSUMER REPORTS (July 28, 2015),
https://www.consumerreports.org/cro/magazine/201 5/07/rage-against-robocalls/index.htm,

' National Robocall Volumes Jump 15% in March to Topple Monthly Records, YOUMAIL (April 10, 2018),
https://www.prnewswire.com/news-releases/national-robocall-volumes-jump-15-in-march-to-topple-monthly-
records-300627110.html.

' YouMail Releases Detailed Breakdown of U.S. Robocalls in February, YOUMAIL (March 21, 2018),
https://www.prnewswire.com/news-rel 'youmail-rel detailed-breakdown-of-us-robocalls-in-february-
300616969 htmi.
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campaigns relentlessly target certain consumers. One consumer told us that she received an
estimated one hundred calls in a single day, which blocked incoming and outgoing calls for
significant periods throughout the day. Others have told us that unwanted incoming robocalls
have delayed them from calling a medical professional.

Moreover, robocalls cost consumers money. Vulnerable consumers such as the elderly
may be unduly susceptible to telemarketing pitches for products that they do not want or need.
Scam calls like Rachel from Card Services, in which the caller promises to lower interest rates
for a flat fee,'® or the IRS scam, in which the caller threatens arrest if the recipient does not
supply immediate payment for a bogus tax debt,'? also seek to fraudulently separate consumers
from their money. These and other telemarketing scams cost consumers an estimated $350
million in 2011, according to the most recent government data.?® Robocalls cost consumers in
other ways, too. Consumers with prepaid or limited-minute calling plans may end up paying for
robocalls. And often, consumers have to pay for call-blocking devices or services, which further
push the costs of robocalls onto consumers.

Existing robocall protections are not sufficient.

Enforcement, while important, has been inadequate to address the robocall problem.
About a quarter of these calls are coming from scammers, sometimes located overseas, and
difficult to track down.*’ These cailers intend to commit fraud, and they will completely ignore
the Do Not Call registry. They take advantage of low rates for calls on Internet-based platforms,
and use autodialers to engage in random and sequential dialing that can send out millions of calls
in a short amount of time.? They also engage in call spoofing, in which they input misleading
information in the Caller ID, to circumvent blocks and trick consumers into picking up the
phone, further challenging enforcement efforts. The financia! incentives for calling are so great
that as soon as one robocall scam outfit is shut down, others quickly pop up in their place.

Enforcement has also been insufficient to protect against unwanted robocalls from
otherwise legitimate actors. While the TCPA’s private right of action serves as an important

18 Andrew Johnson, The FTC Gets Rachel the Robocaller... Again, FED. TRADE COMM N (June 14, 2016),
https://www.consumer.fic.gov/blog/2016/06/ftc-gets-rachel-robocaller-again.

* Amy Hebert, Scammers Continuing to Pose as IRS Agents, FED, TRADE COMM'N (May 29, 2014),
https://www.consumer.ftc.gov/blog/2014/05/scammers-continuing-pose-irs-agents.

% Keith B. Anderson, Staff Report of the Bureau of Econontics, Fed. Trade Comm’n, Consumer Fraud in the United
States, 2011 The Third FTC Survey (April 2013),

https://www . fic.gov/sites/default/files/documents/reports/consumer-fraud-united-states-201 1-third-ftc-

survey/1304 19fraudsurvey_0.pdf. There were an estimated 3.5 million telemarketing fraud cases in 2011 (p. 38).
The median loss per case was $100 (p. 39). Therefore, an estimated $350 million was lost to telemarketing fraud in
2011,

2 &till Ringing off the Hook, supra note 6, at 7. For a description of the different categories of robocalls received by
consumers, see YouMail, supra note 17.

2 d. at 11-12.

*Id at8.
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deterrent to unwanted calls,™ and the FTC, for example, has properly engaged in major
enforcement actions against companies such as Dish Network for illegal robocalls made by their
contractors to consumers on the Do Not Call registry,” many consumers still receive unwanted
calls, potentially in violation of the law. For example, national consumer groups have called on
the FCC to take action against Navient for debt collection robocalls made without consumers’
consent.

Consumers also need tools to protect themselves from calls that may be legal but are
nonetheless unwanted. Most non-emergency autodialed calls to cell phones are illegal, unless the
caller has the consumer’s consent.”” However, exemptions threaten to chip away at these
protections. For example, an exemption was slipped into the Budget Act of 2015 for debt
collection calls made on behalf of the federal government, which could lead to more unwanted
calls to cell phones, even to consumers who do not owe any debt.”® And consumers do not have
as many legal protections for their home phones, even if the consumer is on the Do Not Call
registry. For example, political, charity, and debt collection calls are exempt from the Do Not
Call list,”® and are legal to home phones even without the consumer’s consent as long as the call
does not feature a pre-recorded message. *°

Providers must be required to offer anti-spoofing and call-blocking technology.

Consumers need effective relief from this onslaught of robocalling. Several phone
companies have begun to offer call-blocking tools to at least some of their customers, but most
consumers still lack access to these tools. Traditional landline users, in particular, lack effective
options to block unwanted robocalls. Furthermore, caller ID spoofing poses a challenge to
blacklist-based call-blocking. The FCC should require companies to move quickly to provide
technology that identifies and blocks spoofed and unwanted calls.

Robocall-blocking technology can be offered immediately to serve as an important line of
defense against unwanted calls. Advanced call-blocking technology has been available for years.
It has been offered in Canada, for both traditional landline and Voice over Internet Protocol

*47U.8.C. § 227(a)(3).

¥ FTC and DOJ Case Results in Historic Decision Awarding $280 Million in Civil Penalties Against Dish Network
and Strong Injunctive Relief for Do Not Call Violations, FED. TRADE COMM’N (Jun. 6, 2017),
https://www.ftc.gov/news-events/press-releases/2017/06/fte-doj-case-results-historic-decision-awarding-280-
million-civil.

% Letter from National Consumer Law Center et al. to Michael Carowitz, Chief of the Enforcement Bureau, FCC
(June 12, 2017), https://www.nele.org/images/pdfirobocalls/enforcement-letter-tepa-fec.pdf. [hereinafter NCLC
Letter]

747 US.C. § 227(b)(D(AXii).

8 Bipartisan Budget Act of 2015, Pub. L. No. 114-74, 129 Stat, 588 [hereinafter “Budget Act”].

* National Do Not Call Registry, FED. TRADE COMM'N (March 2015), https://www.consumer.ftc.gov/articles/0108-
national-do-not-call-registry.

47 US.C. § 227 (bY1)(B).
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(VoIP) phones, since 2007, for free.’' The Canadian technology is said to be adaptable to United
States networks.>? Another call-blocking technology became widely available as a third-party
service for VoIP phones in the U.S. in 2013.%® And app technology has proliferated. Robocall-
blocking apps had long been available for Android phones, and an iOS update in 2015 allowed
third-party apps to block calls on iPhones.** These technologies typically use information
reported to them by consumers and other sources to block calls identified as spam or scam
calls.

Consumers Union has long called for the phone companies to provide free robocall-
blocking tools to consumers, bolstered by an FCC decision in July 2015 that clarified that phone
companies can offer optional, advanced robocall-blocking tools to their customers without
violating their responsibilities to connect calls placed to them.*® Progress accelerated in 2016,
when then-FCC Chairman Wheeler called on the top phone companies and gateway providers to
offer robocall-blocking tools to consumers and to move forward with caller ID authentication
technology to address spoofmg.37 In response, the major phone companies joined the Robocall
Strike Force, the industry-led group conducted under the auspices of the FCC, which worked
toward those goals, as well as consumer education and a traceback initiative to more easily track
down robocalls through multiple carriers to their sources.’ s

Still, most consumers still do not have effective robocall-blocking tools. The FCC should
require the phone companies to offer robocall-blocking technology to all of their customers.
AT&T and T-Mobile began offering free robocall-blocking tools to at least some of their
customers, and Verizon and Sprint have rolled out paid products for smartphones.*’ But

3 Robocalls: All the Rage, An FTC Summit, FED. TRADE COMM'N at 219 (Oct, 18, 2012),
https:/fwww.ftc.gov/sites/default/files/documents/public_events/robocalls-all-
rageftesummit/robocallsummittranscript.pdf.

32 Brad Fisher, Senior Vice President of Marketing and Product, Primus Canada, cited in Maureen Mahoney,
Dialing Back: How Phone Companies Can End Unwanted Robocalls, CONSUMERS UNION at 7 (Nov. 2015),
hitp://consumersunion.org/wp-content/uploads/2015/02/Dialing-Back-Complete-Report-11.16.2015 pdf. [hereinafter
“Dialing Back™].

2 §iill Ringing Off the Hook, supra note 6, at 13.

3 Glenn Fleischman, New Call-Blocking Apps in iOS 10 Can Stop Spammers and Scammers Before They Reach
You, MACWORLD (Sept. 16, 2016), https://www.macworld.com/article/3119736/ios/new-call-blocking-apps-in-ios-
10-can-stop-spams-and-scams-before-they-reach-you html.

*5 Dialing Back, supra note 32, at 6.

% In the Matter of Rules and Regulations Implementing the Telephone Consumer Protection Act, Declaratory
Ruling and Order, CG Docket No. 02-278, at 154 (Rel. July 10, 2015),
hitps://apps.fee.goviedocs_public/attachmatch/FCC-15-72A1.pdf {hereinafter Declaratory Ruling and Order].

3 Tom Wheeler, Cutting Off Robocalls, FCC Blog (July 22, 2016), https://www.fcc.gov/news-
events/blog/2016/07/22/cutting-robocalls,

38 Robocall Strike Force Report at 2 (Oct. 26, 2016), https:/transition.fee.gov/cgb/Robocall-Strike-Force-Final-
Report.pdf.

% Industry Robocall Strike Force Report at 17-18 (April 28, 2017),
https:/www.ustelecom.org/sites/default/files/documents/Ex%20Parte-Strike-Force-Report-2017-04-28-FINAL.pdf.
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traditional landline users, in particular, have few options for blocking unwanted calls, and
options for them can be pricey.*

The FCC should also require the phone companies to implement technology that can
verify the accuracy of the Caller ID information, by a date certain. This is important because
caller ID spoofing poses challenges to blacklist-based call blocking. Callers often cycle through
different spoofed numbers in a short amount of time, making it difficult to stay one step ahead of
the robocallers.*! We are not prescriptive about the technology that should be implemented, but
it is important that it be able to protect all consumers, be able to block unwanted spoofed calls,
offer protection against calls originating from overseas, and be provided at no extra chargef12 In
addition, we recognize that there are legitimate reasons for masking the caller’s identity in some
circumstances. This technology should not prevent the blocking of caller ID information as
allowed under the Communications Act** and FCC regulations.** Finally, the deadline for
implementing this technology should take into account the different financial circumstances of
the phone service providers, while expediting implementation as feasible.

As these comprehensive blocking mechanisms are implemented, certain wanted calls
may be blocked. Our goal is to ensure that consumers receive the calls they want, while having
the ability to protect themselves from the calls they don’t. Thus, the FCC should establish a
system to manage the unblocking of legitimate calls. It should be guided by a set of principles to
ensure that the consumer’s wishes are not disregarded. The unblocked calls should be legal; the
caller ID information should be verified; and calls blocked by optional call-blocking systems
should not be unblocked without the consent of the called party. Finally, to ensure that the costs
of implementing this system are not passed along to be borne by consumers, the system should
be paid for by those in the calling industry who seek to benefit from it. 4

Ensure that consumers have strong legal protections agaihst unwanted calls,
We urge the FCC to ensure that the legal protections that currently exist in the Telephone

Consumer Protection Act against unwanted calls remain robust. Even with the best robocall-
blocking tools, consumers cannot effectively control unwanted calls without privately

* Robocall-Blocker Review, CONSUMER REPORTS (Aug. 14, 2015),
https://www.consumerreports.org/ero/magazine/2015/07/robocall-blocker-review/index.htm [hereinafter “Robocalt
Blocker Review”).

* Nomorobo, Background Updates (last visited April 24, 2018),
https://nomorobo.zendesk.com/he/enus/articles/115001498406-Background-Updates.

# Gee, Comments of Consumers Union et al, WC Docket No. 17-97 (August 11, 2017), available at
http://consumersunion.org/wp-content/uploads/2017/08/Robocalls-F