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OVERSIGHT OF THE YEAR 2000 PROBLEM AT
THE DEPARTMENT OF DEFENSE: HOW PRE-
PARED IS OUR NATION’S DEFENSE?

TUESDAY, MARCH 2, 1999

HOUSE OF REPRESENTATIVES, SUBCOMMITTEE ON GOV-
ERNMENT MANAGEMENT, INFORMATION, AND TECH-
NOLOGY OF THE COMMITTEE ON GOVERNMENT REFORM,
JOINT WITH THE SUBCOMMITTEE ON TECHNOLOGY OF
THE COMMITTEE ON SCIENCE,

Washington, DC.

The subcommittees met, pursuant to notice, at 10 a.m., in room
2154, Rayburn House Office Building, Hon. Stephen Horn (chair-
man of the Subcommittee on Government Management, Informa-
tion, and Technology) presiding.

Present: Representatives Horn, Morella, Ehlers, Gutknecht,
Biggert, Walden, Ose, Bartlett, Miller, Turner, Maloney, Mink,
Jackson Lee, Udall, Rivers, Stabenow, and Wu.

Staff present from the Subcommittee on Government Manage-
ment, Information, and Technology: Russell George, staff director
and chief counsel; Matt Ryan, senior policy director; Bonnie Heald,
director of information/professional staff member; Mason Alinger,
clerk; Faith Weiss, minority counsel, Committee on Government
Reform; and Jean Gosa, minority clerk, Committee on Government
Reform.

Staff present from the Subcommittee on Technology: Richard
Russell, staff director; Benjamin Wu, professional staff member;
Richard Lukas, intern; and Joe Sullivan, clerk.

Mr. HORN. A quorum being present, the joint hearing of the
House Subcommittee on Government Management, Information,
and Technology of the House Government Reform Committee and
the Subcommittee on Technology from the House Science Com-
mittee will come to order.

Only 304 days remain to reassure American citizens that the
Federal Government’s computer systems, those that are most crit-
ical to our lives, are year 2000 compliant. Unfortunately, even
today many governmental entities, as well as private organizations,
are only now recognizing the potential severity of this problem.
Some have just begun to fix their systems, leaving little, if any,
time for one of the most important aspects of this effort, adequate
testing. The problem is real. The deadline is unmovable. The House
Subcommittee on Government Management, Information, and
Technology has focused on the potential problem since April 1996.
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The year 2000 computer glitch, often called the “millennium
bug,” or simply “Y2K,” dates back to the 1960’s and 1970’s when
computers were bulky in size but small in memory. To conserve
limited space or memory, programmers began designating the year
by using two digits rather than four. The year 1967, for example,
appears as “67.” The first two digits are assumed to be “19.” Unless
corrected, these date-sensitive computer systems and microchips
embedded in countless mechanical devices may misinterpret the
two zeros in 2000 as 1900, or just have sheer confusion with the
“00.” This confusion could cause the systems to generate erroneous
information, corrupt other systems or possibly shut down.

Last week the subcommittee issued its seventh report card which
showed considerable improvement throughout the Federal Govern-
ment. Still, much work still remains. We will continue to stead-
fastly monitor the Federal Government’s year 2000 readiness, prod-
ﬁm% those departments and agencies that seem to be lagging be-

ind.

I view our Department of Defense as the Nation’s supreme na-
tional insurance policy. I sleep soundly every night, Mr. Secretary,
secure in the belief that our national defense is the best in the
world. However, the Department’s biggest battle currently resides
with its own computer systems that are paramount to its mission.
The year 2000 technology challenge confronts many organizations,
but Defense is especially critical to the Nation.

Given the Department’s size and vital mission, today we will
hear the testimony from Department officials about the status of
the Department of Defense’s year 2000 readiness. Since November,
and as shown in our most recent report card, the Defense Depart-
ment has reported modest improvement in making its mission-crit-
ical systems year 2000 compliant.

In December, the Department reported that 81 percent of its mis-
sion-critical systems were compliant. In February, the report of the
Office of Management and Budget in the Defense Department re-
ported only that 72 percent of its mission-critical systems are com-
pliant. This discrepancy shows that either the Department has
taken a huge step backward in its year 2000 readiness, or the De-
partment is inconsistent in what systems are critical to its mission.

Either way, I am concerned about this inconsistency. I hope that
we can clear it up this morning, as to what steps the Department
of Defense is taking to solve its year 2000 issues. The Department
of Defense also recently reported that it has more than 2,300 mis-
sion-critical systems. That awesome figure represents more than
one-third of all mission-critical systems in the Federal Government.

In addition, at last report the Department of Defense still had to
repair, test, and implement an additional 636 mission-critical sys-
tems. My concern is that while the Department has made good
progress, there remains much work to be accomplished and the
timeframe to do so is relatively compressed. January 1, 2000 will
not wait for anyone, not even the U.S. Department of Defense.

This morning we will hear from the Defense Department’s Office
of Inspector General, which has gone over 140 reports on the DOD
progress. We will also hear from the General Accounting Office,
which has been doing outstanding work for this subcommittee on
numerous Federal departments. Finally, we will hear from Dr.
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John Hamre, distinguished Deputy Secretary of Defense, who has
proved the importance of solid management leadership in solving
the year 2000 challenge. I look forward to delving into all of these
views and these issues this morning, and I welcome today’s wit-
nesses.

This is a joint committee hearing as I said earlier, with the
Science Technology Subcommittee. I will now yield for an opening
statement to the distinguished chairman of that committee, Mrs.
Morella of Maryland.

Mrs. MORELLA. Thank you. Thank you, Mr. Chairman. I am
pleased to participate with our subcommittee jointly with you in
the latest installment of our ongoing series of joint hearings on the
impact of the year 2000 computer problem on our Nation’s public
and private sectors.

This morning we turn our attention to a topic of very critical im-
portance to the country, our national security. The very same
doomsayers that initially told us that as the clock strikes midnight
on January 1, 2000, planes will fall out of the sky, would also have
us believe that missiles will be launched across the globe. We know
that is not true.

Just as we have been assured by the Federal Aviation Adminis-
tration that the safety of air transportation will not be com-
promised, we have already heard from the Department of Defense
that Y2K will not cause our nuclear arsenal to inadvertently be de-
ployed. What the millennium bug can do however, is potentially
render our defense systems inoperable so that we would not be able
to respond effectively to any challenges to our country’s security.

In this age of weapons of mass destruction delivered by missiles
and by terrorists, to be unprepared is to potentially jeopardize the
safety of our Nation, and by extension, the world. The United
States is a world leader, and we as a Nation are expected to lead
the world. There is no alternative. For there is no other country ca-
pable of organizing against an Iraqi dictator who wants to get
weapons of mass destruction. We are the one. There is no other
country capable of sustaining freedom against a North Korean dic-
tatorship actively seeking to get nuclear weapons. We are the one.

We cannot allow Y2K to compromise our Nation’s military pre-
paredness and readiness. We have American men and women who
across the globe are protecting our Nation and the principles for
which this Nation has been founded. For over 200 years, we have
placed these men and women in harm’s way to secure the peace
with a covenant that if they provide their courage and skill, we will
provide them with the effective equipment and support to do their
job. We must not let the Y2K bug sever that covenant.

We must do all the we can to ensure that military hardware and
the three “C’s,” command, control and communication, are not en-
dangered as a result of this computer glitch. I am concerned about
the IG and GAO reports that reveal the depths of the problems at
DOD, especially the Inspector General’s recent report about the
haphazard Y2K certification of our nuclear weapons stockpile. De-
fense is not a sector that can be taken lightly.

Last year, Congress appropriated $1.1 billion specifically for the
Department’s Y2K efforts because we understand the importance of
DOD’s mission to our Nation. We will not allow for our national se-
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curity to be jeopardized. We in Congress stand ready to help in any
way that we can. It is up to Secretary Cohen and the President
now to work with us to ensure that we can effectively maintain the
peace throughout the world as we ring in the new millennium.

I look forward to hearing our very distinguished witnesses today.
Thank you, Mr. Chairman.

Mr. HorN. Thank you very much. I now turn to the ranking mi-
nority member on the committee, Mr. Turner of Texas.

Mr. TURNER. Thank you, Mr. Chairman. I want to commend you
and Chairwoman Morella for your leadership in trying to be sure
that all of our Federal agencies are ready for the Y2K conversion
process. It is a very difficult task for both the public and the pri-
vate sector and certainly a great challenge for the Department of
Defense.

As we know, the Department of Defense is heavily automated. It
relies on more than 2,000 mission-critical systems. These systems
span diverse operational areas ranging from the Department of De-
fense command and control systems, satellite systems, the global
positioning system, all the way to detail systems relating to inven-
tory, transportation management, medical equipment and payment
and personnel records. Its weapons, equipment and facilities all
contain embedded microprocessor chips, some of which may have
the Y2K date problems.

As of February 1999, the Department of Defense reports that it
has repaired, validated and implemented 72 percent of its mission-
critical systems. However, that means that 632 mission-critical sys-
tems have not yet been fixed and implemented. As many as 220
mission-critical systems may miss the federally imposed deadline of
March 31 of this year. The Department of Defense also has over
2,000 non-mission-critical systems that still need to be repaired.
Clearly, there is much work to be done.

Last year, the Department of Defense Inspector General identi-
fied serious problems with the accuracy of some of the Depart-
ment’s reports on the number of Y2K-compliant systems. Today we
will hear that the Department of Defense has improved its ability
to track its Y2K work. But it will be difficult to know whether the
Department has properly classified its systems as mission-critical
or non-mission-critical until it completes its simulated year 2000
exercises and other planned testing. The Department of Defense
faces a huge challenge in its Y2K conversion efforts due to a late
start, the size of its systems, and their complexity. Although the
pace of repairs and testing has been improved, the Inspector Gen-
eral cautions that the number and severity of Y2K problems at the
Department of Defense cannot be quantified until, at least, June of
this year, when additional test results will be available.

What is more, the Inspector General expresses the concern that
the Department’s Y2K testing may be rigorous enough to catch se-
rious problems, given the compressed testing schedule. Each of us
looks forward to your testimony today. We hope to hear more about
the testing process, the operational evaluations that you have con-
ducted to date and the Department’s assessment of its own condi-
tion. I hope the Deputy Secretary of Defense will also address
whether our weapon systems will be repaired in time.
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The good news is that at the highest levels of the Department
there is an increased focus on Y2K. The Department has seen great
improvements in recent months. We appreciate each of our wit-
nesses being hear today. Again, Mr. Chairman and Mrs. Morella,
thank you for your leadership in this area.

Mr. HORN. Thank you very much. We will now yield for an open-
ing statement to the vice chairman of the Subcommittee on Gov-
ernment Management, Information, and Technology and that is
Mrs. Biggert of Illinois.

Mrs. BIGGERT. Thank you, Mr. Chairman. Thank you for your ex-
cellent work in putting together such a fine schedule of hearings
to highlight our Nation’s readiness for the year 2000. I too am com-
mitted to the oversight of our Federal departments and agencies.
I am pleased that so many of our agencies are making progress in
their efforts to become Y2K compliant. I am also concerned that
some of our departments, especially those with critical missions
such as our Nation’s defense, have much work to do before they are
ready for the year 2000 date change.

The Department of Defense operates about one-third of our Fed-
eral computer inventory. It has identified some 2,500 mission-crit-
ical systems. Yet, only 72 percent of these systems were Y2K com-
pliant as of February this year. Admittedly, the Department of De-
fense faces a heavy burden to ready itself for the year 2000. Our
Nation though is known for its military strength. Much of this mili-
tary advantage comes from the United States’ investment in infor-
mation technology. However, it is this same technology that must
be now updated, tested and readied for the year 2000 date change.

The Department of Defense, I believe, has made much progress
in its efforts to ensure continued computer capacity in the new mil-
lennium. I am interested to hear today’s testimony discussing the
Department’s progress on its command and control systems, sat-
ellite technology, global positioning systems and highly specialized
management systems.

I, too, thank today’s witnesses for coming to our hearing today.
I look forward to the testimony and the opportunity for questions.

Mr. HORN. Thank you very much. I now yield to the gentle-
woman from the Subcommittee on Technology, distinguished Mem-
ber from Hawaii, Mrs. Mink.

Mrs. MINK. Thank you, Mr. Chairman. I have no prepared state-
ment. I do want to say that this series of hearings that you have
called, Mr. Chairman, on this very important issue is certainly
keyed into the entire country’s concern about whether this Nation
is prepared for the looming coming of the year 2000. Nothing is
more important, in my opinion, than hearing from the Department
of Defense and all other agencies and entities related to our de-
fense, to see where the status of readiness is with reference to this
very important issue. So, I look forward to the testimony of all our
witnesses who are here and hope that we have made considerable
progress on the questions that have been raised last year and cur-
rently by the GAO. Thank you very much.

Mr. HORN. Now, the gentleman from California, Mr. Ose.

Mr. OsE. I do not have a statement, Mr. Chairman.

Mr. HorN. OK. Now we have the gentlewoman from Texas, Shei-
la Jackson Lee.
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Ms. JACKSON LEE. Mr. Chairman, thank you for your kindness.
I will only offer my appreciation to all of the chairmen and ranking
members for holding this very vital hearing. Let me say, Mr. Chair-
man, I have found out by being in the District that Y2K now is the
topic of discussion. This could not be a more vital area of oversight
for the American people. They are looking to this Congress for
guidance. They certainly are concerned about issues, not only of na-
tional security, which is the topic of this hearing, but our readiness
overall. We have a responsibility I think, Mr. Chairman, not only
to our citizens, but to the world. I will continue to work with you
in oversight of this issue for our commitment to ensure the safety
and quality of life that Americans have come to understand.

I would ask, Mr. Chairman, that I can submit my entire state-
ment into the record. I thank you for the time.

Mr. HORN. Thank you very much. Our next opener is Mr. Miller
of California.

Mr. MILLER. Thank you, Mr. Chairman. I really appreciate your
conducting this hearing today on the status of the Department of
Defense’s preparedness for facing the technical challenges associ-
ated with the year 2000. Of all the agencies, DOD’s Y2K compli-
ance, to me, is of most great concern. If the dooms-dayers are right,
and I am really praying that they are wrong about the seriousness
of the year 2000 problem, failure of the DOD to inoculate their sys-
tems against the Y2K bug could pose many major domestic and for-
eign safety issues.

I am particularly interested in hearing from the witnesses on
whether the DOD will be Y2K compliant and what the agency is
doing to prepare our forces here and overseas against those individ-
uals or governments who may try to take advantage of weak times.
The questions are: are we prepared to defend ourselves, our de-
ployed troops and our embassies? Moreover, are we prepared to as-
sist our allies if they are attacked in the year 2000? These are im-
portant questions whose answers need to be addressed. Once again,
Mr. Chairman, I thank you very much.

Mr. HorN. I thank you very much. Now I yield some time to the
gentlewoman from Michigan, Ms. Stabenow of the Subcommittee
on Technology.

Ms. STABENOW. Thank you, Mr. Chairman. I would just also echo
the thanks to both you and our Chairwoman Morella for holding
one more hearing on this critical issue. I have held two series of
meetings in my district in Michigan, one last year and one this
year. I find that the concerns certainly of my constituents have
risen. It is important that we have accurate information so that
people know how to prepare without overreacting and yet being
prudent.

One issue that comes up over and over again is the Department
of Defense, and grave concern about the progress that we have
been making and where we will be. I am very anxious to hear
today, and I know that my constituents are anxious to hear as well.
I appreciate all of you being here.

Mr. HORN. I thank the gentlewoman.

The gentleman from Oregon on our side, Mr. Walden, waives his
opening statement. We now turn to the other gentleman from Or-
egon, Mr. Wu.
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Mr. Wu. I have no opening statement, Mr. Chairman. Thank
you.

Mr. HorN. All right. Both of you go to the top of the line in the
chairman’s view. [Laughter.]

Good freshmen, they are. They are excellent Members.

Now, we finally get down to business. You all know where we are
coming from after our opening statements. So let me note to you
that the tradition of the Government Management, Information,
and Technology Subcommittee is to swear in all witnesses. So, la-
dies and gentlemen, if you will stand and raise your right hands.
Yes, and by the way, all the people behind you will take a micro-
phone so that I don’t do this 10 times this morning.

[Witnesses sworn.]

Mr. HorN. The clerk will note that all have taken the oath. We
are delighted to have all of you here. Everybody knows this is the
department about which we have the major concern, both for the
good of the world as well as the good of the United States. So, we
are going to start with the first individual from the Office of In-
spector General in the Department of Defense, Mr. Robert J.
Lieberman, who is the Assistant Inspector General for Auditing for
the Department of Defense. Mr. Lieberman will make the opening
statement.

Obviously, we would like you to summarize it. But, take your
time if you don’t want to summarize it. Give us the important
things. A number of Members probably just flew in to vote today
and have not had the chance to see the testimony. So, lay it all out
there.

STATEMENTS OF ROBERT J. LIEBERMAN, ASSISTANT INSPEC-
TOR GENERAL FOR AUDITING, DEPARTMENT OF DEFENSE;
JACK L. BROCK, DIRECTOR, GOVERNMENTWIDE AND DE-
FENSE INFORMATION SYSTEMS, U.S. GENERAL ACCOUNTING
OFFICE; JOHN J. HAMRE, DEPUTY SECRETARY OF DEFENSE,
DEPARTMENT OF DEFENSE, ACCOMPANIED BY GARY A.
AMBROSE, DIRECTOR, AIR FORCE YEAR 2000; KEVIN
MCHALE, DIRECTOR, YEAR 2000 PROJECT OFFICE, MARINE
CORPS; STEPHEN 1. JOHNSON, PROJECT MANAGER, YEAR
2000 PROJECT OFFICE, NAVY; MIRIAM F. BROWNING, DIREC-
TOR FOR INFORMATION MANAGEMENT, OFFICE OF THE DI-
RECTOR FOR INFORMATION SYSTEMS, ARMY; ROBERT F.
WILLARD, DEPUTY DIRECTOR FOR OPERATIONS FOR CUR-
RENT READINESS AND CAPABILITIES AND DIRECTOR, YEAR
2000 OFFICE, JOINT CHIEFS OF STAFF; AND R.F. SMITH, VICE
DIRECTOR, NORAD COMBAT OPERATIONS

Mr. LIEBERMAN. Good morning, Mr. Chairman, Madam Chair,
members of the subcommittees. Thank you for the opportunity to
discuss the challenge confronting the Department of Defense be-
cause of the so-called “millennium bug.” I would like to save time
by verbally highlighting some of the significant parts of my state-
ment and ask that the remainder be entered into the record.

Mr. HorN. I might say that every statement that anybody makes
in any hearing is automatically put into the record the minute we
introduce you. It is a unanimous consent motion, forever.
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Mr. LIEBERMAN. Thank you. The task of ensuring that there is
no significant impairment of the Department’s ability to execute its
missions is one of the most complex challenges ever faced by DOD
managers. This is primarily because of the sheer magnitude of the
DOD problem. In terms of size, complexity and diversity, no other
pulilic or private sector organization faces a Y2K problem of such
scale.

In addition, with the benefit of hindsight, it is clear that the
DOD Y2K conversion challenge has been made more difficult by a
combination of half-a-dozen or so factors related to DOD manage-
ment culture. The two most important of these factors, in my opin-
ion, are first the legacy of very decentralized information tech-
nology resources management, which led to the runaway prolifera-
tion of systems. It has made it doubly hard to establish a well-syn-
chronized and controlled DOD-wide Y2K conversion program.

Second, there was an initial tendency, particularly middle-man-
agement level of the Department, to view the millennium bug as
a purely technical problem that could be solved by information
technologists without a need for much involvement by managers
and commanders.

The IG approached the Department’s Chief Information Officer
in early 1997 with an offer to help in him achieving sufficient over-
sight and management control in those areas considered to have
the most risk. Based on the resulting informal partnership agree-
ment, we have provided 50 Y2K audit reports to the Department
over the past year-and-a-half. We are currently working on about
the same number of additional audits. Summaries of a few of these
reports are attached to my written statement.

In addition, we have coordinated Y2K efforts by the Military De-
partment Audit and Inspection Organizations, which have issued
over 90 reports in accordance with their own Y2K coverage agree-
ments or tasking within their services. We have also worked closely
with the GAO and exchanged information with our counterparts in
several countries.

I want to stress this morning that generally DOD managers and
commanders have been extremely cooperative and responsive to
audit advice. This includes taking measures to ensure better accu-
racy in reporting. Top DOD management’s encouragement of inten-
sive independent auditing of Y2K progress and its responsiveness
to audit results, positive or negative, deserve note.

Turning to the question of what these audits have shown. The
DOD clearly got off to a slow start. In hindsight, most managers
underestimated both the complexity of the problem and the com-
mitment of resources and executive managers’ time that would be
necessary. As late as last summer, audits were still indicating a
widespread lack of awareness, insufficient Y2K staffing at all levels
of the Department, and only rudimentary Y2K planning at dozens
of crucial organizations, including most combatant commands, most
functional area staffs within the Office of the Secretary of Defense,
many support commands and most installations. Although many
DOD organizations were working hard on the remediation of mis-
sion-critical information systems, a high percentage of remediation
plans provided for completion very late in calendar year 1999 and
large scale system of systems test plans were in vague conceptual
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form only. There was even some resistance to the notions of modi-
fying previously planned exercises to accommodate Y2K scenarios
or of planning for other large scale testing.

The decisive turning point came in early August 1998, when the
Secretary of Defense declared that progress up to that point had
been insufficient. His strong and unambiguous message that Y2K
was a genuine threat to readiness had the intended effect. The
number of mission-critical systems that have been certified as Y2K
compliant now stands at about 72 percent, as has been mentioned.
Somewhat behind plan, but considerably better than the 24 percent
figure from this time last year.

Equally important, efforts have finally accelerated over the past
few months to assess the Y2K readiness of DOD-owned infrastruc-
ture, of the private infrastructure on which the DOD also depends,
of the diverse range of data exchange partners and of host nations
abroad. In addition, one of the largest testing efforts ever under-
taken by the Department has now started and will continue
through calendar year 1999.

With sustained close management attention through 1999, we in
the IG’s office are confident that the Department can achieve its
goal of ensuring the continuity of critical operations and capabili-
ties as the millennium passes. However, I want to stress that much
work remains to be done. No assessments of overall progress can
be entirely credible in the absence of significant quantities of test
results, which will still not be available for a few more months. It
must also be recognized that the belated start in some areas has
caused a fairly high risk level to persist there.

In our opinion, those areas of continuing concern include, first,
the well over 600 mission-critical systems that remain Y2K non-
compliant. Second, the infrastructure, especially overseas. Third,
supplier readiness. Fourth, untested contractor off-the-shelf prod-
ucts. Fifth, contingency planning, particularly at the mission or
functional level. Sixth, mainframe computer platforms and seventh,
the greatly compressed testing schedules.

I would like to close with a few extra words on the testing chal-
lenge. The DOD Y2K conversion effort is unprecedented in many
ways. One is the scope of the critical Y2K testing that will continue
through the end of 1999. We cannot over-emphasize the need for
robust, in-depth testing. The huge number of systems involved, the
risk of incompatible Y2K fixes because of the number of different
firms and individuals involved in remediating code, the late field-
ing of many remediated systems, and the compression of this ambi-
tious testing schedule into just over a year, pose a formidable test-
ing management challenge. In our view, effective testing is the
most daunting of the remaining Y2K challenges.

In conclusion, we believe that the DOD is overcoming the in-
creased risk posed by its belated start in several facets of the Y2K
conversion effort. As the intensive effort continues, we remain com-
mitted to our partnership with the Department on this difficult
matter and will continue striving to provide DOD, the President’s
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Council on Y2K Conversion, the Office of Management and Budget,
and Congress with reliable, candid and timely feedback on Y2K
progress.

Thank you, and I would be happy to answer any questions.

[The prepared statement of Mr. Lieberman follows:]
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Mr. Chairman, Madam Chair and Members of the Subcommittees:

Thank you for the opportunity to discuss the challenge
confronting the Department of Defense (DoD) because of the so-
called Millenium Bug, which is the inability of many computers
to process certain dates, especially those ending with the
digits “00.” The Department’s extensive dependence on computing
technology for conducting both military operations and support
functions makes any potentially widespread disruption or
degradation of system performance a major concern. Therefore
the Secretary of Defense and Chairman, Joint Chiefs Bf Staff,
have appropriately termed the Millenium Bug a major threat to

military readiness.

Complexity of the Challenge

The task of ensuring there is no significant impairment of the
Department’s ability to execute its missions and day to day
functions is one of the most complex challenges ever faced by
DoD managers. This is primarily because of the sheer magnitude

of the problem. Consider that:

M The DoD uses about 28,000 information systems, of which

approximately 2,300 are mission critical.
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About 1.5 million DoD computers exchange data with
organizations as diverse as other DoD components,
allies, coalition partners, defense contractors,
financial institutions, the National Command Authority,

cther Federal agencies, and state governments;

Hundreds of thousands of pieces of equipment, ranging
from the largest weapon systems to hand held
electronics, contain tens of millions of microprocessor

chips, some of which are date sensitive;

The cost of the Dol year 2000 conversion effort is

estimated at $2.% billion:

The Department depends on hundreds of governments and
firms, domestically and abroad, to provide utilities
such as power, telecommunication links and water to over
500 major military bases, many of which have populations

equivalent to small cities;

When U.S. forces deploy,‘they depend on allies and host

nations for a wide range of additional logistical
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support services, as specified in thousands of

agreements with dozens of governments; and

8 The DoD purchases goods and services other than
utilities, often electronically, from tens of thousands
of contractors, 6,500 of which are considered critical

suppliers.

In addition, the DoD year 2000 conversion challenge has been
made considerably more difficult by a combination of facters

related to management culture. Those factors included:

B A legacy of very decentralized information technology
resources management, which led to a runaway
proliferation.of systems that was only recently

~

addressed;
B Inadeguate management visibility initially into what
comprised the systems inventory, which systems were

mission critical and what the interfaces were;

@ Lax configuration management policies:;
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B An initial tendency to view the Millenium Bug as a
purely technical problem that could be solved by the
information technologists, without a need for much

involvement by managers and commanders;

B Chronically poor documentation of systems and software
modifications, so that much old, date sensitive computer

code is hidden beneath newer code; and

B Resistance to reprioritizing resources to deal with the

year 2000 problem early, especially if diverting

resources would slow down other initiatives.

Audit and Inspection Community Role

The IG approached the Department’s Chief Information Officer in
early 1997 with an offer to help him achieve sufficient
oversight and management control in those areas considered to
have the most risk. The Chief Information Officer was very
receptive to the concept of relying extensively on DoD internal
audit capabilities to assure management awareness, validate
reported progress and identify inadequately addressed barriers
to mission continuity. Based on that informal partnership

agreement, we have provided 50 “Y2K” audit reports to the
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Department over the past year and a half, and are currently
working on about the same number of additional audits. Coverage
of Y2K conversion issues has been our top discretionary audit
priority in fiscal years 1998 and 1993. 1In addition, we have
coordinated Y2K efforts by the Military Department audit and
inspection organizations, which have issued numerous reports in
accordance with their own Y2K coverage agreements or taskings
within their Services. We have also worked closely with the
General Accounting Office and exchanged information with our

counterparts in several countries.

Generally, DoD managers and commanders have been extremely
cooperative and responsive to audit advice. To ensure that
senior officials are aware of our audit results and so that we
can effectively focus on high risk areas, we participate in
Office of the Secretary of Defense and Joint Staff Y2K
management conferences, workshops and planning sessions. I meet
_.personally with senior Chief Information Officer aides at least
twice a month and attend the Deputy Secretary of Defense Year
2000 Steering Group monthly briefings. Virtually all audit
findings and recommendations have resulted in prompt corrective
Vaction, which is often initiated by management while the
auditors are still on site and before a formal report is even

issued. 1In addition, when Deputy Secretary Hamre was apprised
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of repeated audit findings regarding inaccurate reporting of Y2K
progress, he promptly convened a special session of senior DoD
officials to hear our results and reemphasized the need to be
responsive to audit recommendations to improve the quality of
reporting. Top DoD management’s encouragement of intensive
auditing of Y2K progress and its responsiveness to audit
results, positive or negative, have been both gratifying and

challenging to the audit community.

Examples of our Y2K audit reports are summarized in the

attachment to this statement.

Slow Start, But Likely a Strong Finish

As reflected in the rather low grades that Chairman Horn gave to
DoD Y2K performance initially, the Department got off to a slow
start. In hindsight, most managers underestimated both the
complexity of the problem and the commitment of resources and
executive managers’ time that would be necessary. Aas late as
last summer, audits were indicating a widespread lack of
awareness; insufficient Y2K staffing at all levels of the
Department; and only rudimentary Y2K planning at dozens of

crucial organizations, including most combatant commands, most
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functional area staffs within the Office of the Secretary of
Defense, many support commands and most installations. Although
many DoD organizations were working hard on the remediation of
mission critical information systems, a high percentage of
remediation plans provided for completion very late in calendar
year 1999 and large scale “system of systems” test plans were in
vague conceptual form only. There was even some resistance to
the notion of modifying previously planned exercises to
accommodate Y2K scenarios or to plan for other large scale

testing.

A decisive turning point came in early August 1998, when the
Secretary of Defense declared that the Department’s progress up
to that point had been insufficient. Both the Secretary and the
Deputy Secretary prescribed a number of measures during that
timeframe to accelerate the Department’s effort and to move
accountability for Y2K success beyond the boundaries of the
information technology community to all senior managers and
commanders. The strong and unambiguous message that Y2K was a
genuine threat to readiness, which needed to be treated as such
by the leaders of the operating forces and the acquisition,
logistics, finance and other support communities, had the

intended effect.
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The number of mission critical systems that have been certified

as Y2K compliant has grown as follows:

February 1898: 708 (24%)
May 1998 : 812 {29%)
August 1998 : 1,236 {39%)
November 1998: 1,352 {52%)
February 1999: 1,670 (72%)

Bgually important, efforts have greatly accelerated over ths
past few months to assess the Y2K readiness of DoD-owned,
infrastructure; of the private sector infrastructure on which
DoD also depends; of the diverse range of data exchange partners
and of host nations abroad. In addition, one of the largest
testing efforts ever undertaken by the Department has now

started and will continue through calendar year 1399.

Inspector General, DoD, Assessments

In the Inspector General, DoD, semiannual report to the Congress
for the six month period ending September 30, 1998, and again in

a December 1988 summary report on 142 audit and inspection
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reports issued between ARugust 1997 and early December 1598, we
concluded that the Secretary of Defense assessment that progress
had been insufficient as of August 1998 had been well founded.
We also took note of the increased emphasis and progress by the

Department over the last few months of 1998.

We will be issuing another summary report this month. It will
reflect the results of audits and inspections conducted in late
1998 and early 1999. The results are generally much more
positive than those from last year and are another indicator
that the pace and effectiveness of the DoD Y2K program have
improved significantly. With sustained close management
attention through 1999, we are confident that the Department can
achieve its goal of ensuring the continuity of critical
operations and capabilities as the millenium passes. However,
much work remains to be done. WNo assessments of overall
progress can be entirely credible in the absence of significant
quantities of test results, which will not be available for a
few more months, and the belated start in some areas has caused

a fairly high risk level to persist there.

Those areas of continuing concern include:
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Well over 600 mission-critical systems that remain Y2K

non-compliant;

infrastructure, especially overseas;

supplier readiness;

untested contractor off the shelf products:;

contingency planning;

mainframe computer platforms; and

greatly compressed testing schedules.

The continuing concern that I would like to focus on today

relates

to the testing challenge. The DoD Y2K conversion effort

is unprecedented in many ways, one of which is the scope of the

crucial

Y2K testing that will continue through the end of 199%9.

In addition to the individual system/application testing that is

performed before a system is certified as Y2K compliant, the
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various DoD components are engaged in three kinds of “higher

level” testing:

® Intersystem integration testing at the Military Service
or lower organizational levels, either as special Y2K
tests or as part of routinely performed activity such as

Navy battlegroup system integration tests.

® More than 76 end-to-end system test events, covering 93
processes in functional areas such as finance or command
and control, and inveolving over 600 mission critical

systems;

W Approximately 31 operational evaluations by the unified
commands arougd the world.
. ~

We cannot over emphasize the need for robust(in—depth testing.
The sheer number of systems involved, the risk of incompatible
Y2K fixes because of the number of different firms and
individuals involved in remediating code, and the compression of
this ambitious testing schedule into just over a year pose a
formidable management challenge. In our view, it is the most
daunting of the remaining Y2K challenges. A significant portion

of our auditing emphasis will be directed to this area.



23

We will be locking for indicators of good test planning, such as
detailed written test plans; management controls to ensure
appropriate oversight of both the test plans and the reporting
of test results; and provisicn for sufficient technical support
before, during, and after the test. We fully anticipate that
numerous previously undetected and perhaps unanticipated
“glitches” will surface during each of the various types of
tests. If not, the rigor of the tests-—and their credibility-—
may be called into question. This is a significant mindset
change for many managers and commanders, who by habit and
training may tend to seek perfect scores. Identifying computer
code that is still not fixed is a victory, not a defeat, for the

testing process.

It is also important that managers be encouraged to seek out the
most effective available Y2K diagnostic tools and not hesitate
to test or retest their code, whether or‘not their systems are
mission-critical or are included in multi-system testing. More
and more powerful tools are entering the market place and can

provide extra assurance.



24

13

Conclusion

In conclusion, we believe that the DoD is overcoming the
increased risk posed by its belated start on several facets of
the Y2K conversion effort. As the intensive effort continues,
we remain committed to our partnership with the Department on
this difficult matter and will continue striving to provide DoD,
the President’s Council on Y2K Conversion, the Office of
Management and Budget, and Congress with reliable, candid and

timely feedback on Y2K progress.

Attachment
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‘Examples of Year 2000 Audit Results
Cffice of Inspector General, Dob

Report No. 99-086, Year 2000 Issues Within the U.S. Pacific
Command’ s Area of Responsibility: IIT Marine Expeditionary
Force, February 22, 1989. This was a good news report. The

II1 Marine Expeditionary Force had taken a2 proactive approach to
ensuring that its information systems will be compliant in the
year 2000. The III Marine Expeditionary Force had made progress
with actions to assess system compliance, implement corrective
actions, and accurately report status issues for potential vyear
2000-related failures. When the III MEF year 2000 conversion
effort is completed, including participation in further testing
and operational evaluation, the risk of mission capability
impairment because of year 2000 problems should be low.

Report No. 399-081, Tooele Chemical Agent Disposal Facility
Preparation for Year 2000, February 16, 1998. The Tooele
Chemical Agent Disposal Facility was considerably behind Army
and DoD schedules for assessing year 2000 vulnerability and
carrying out conversion measures., In addition, Tooele Chemical
Agent Disposal Facility had not prepared the required year 2000
documentation, which are the assessment plan, the contingency
plan, the risk management plan, and the validation plan and
schedule. During the audit, reporting errors were corrected
and Army management emphasis increased; however, estimated
completion dates for the conversion extended well into calendar
year 1899. Successful completion of all year 2000 conversion
measures is necessary to avold operational impairment and
obviate any safety concerns. The Army agreed and aggressive
measures are being taken to accelerate the conversion effort.

Report No. 99-079, Year 2000 Conversion Program at the Dugway
Proving Ground Major Range and Test Facility, Februaxry 9, 1999.
A good news report. The renovation of both business and test
systems was being effectively managed. Dugway Proving Ground
identified seven systems for assessment, developed contingency
plans, tested all systems and maintained all the necessary
documentation. The range met the Army's deadline of completing
the rencovation phase by September 1888. 8Six of the seven
systems completed the implementation phase by December 31, 1998,
The meteorology system completed the implementation phase in
February 1999.

Report No. 99-076, Year 2000 Posture of DoD Mid-Tier Computer
Systems, February 3, 1999. Good news report. Managers of the
14 mid-tier systems reviewed in the audit were actively managing
each primary element to achieve year 2000 compliance, and they
appropriately reported the year 2000 status of each mission-
critical computer system. The major reason that mid-tier
systems were appropriately managed and reported was because

the primary elements of each system were the responsibility of

a single manager. Additionally, Army and Air Force year 2000
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reporting guidance specifically requires that Service
sub-components track and report each primary element of

computer systems. Further, some program managers prudently
went beyond existing formal reguirements to employ further risk-
reduction tactics, such as testing vendor-validated products.
Accordingly, for the mid-tier systems reviewed, we judged that
the risk of system failure at the turn of the century because

of a primary element being overlooked was low.

Report No. 99-063, Global Positioning System Receiver Compliance
with Year 2000 Requirements, December 31, 1998. The Global
Positioning System (GPS) is & worldwide, satellite-based radio
navigation system developed by DoD. The system is able to show
a user’s position on or above the earth with great precision,
regardless of weather conditions. Dates and times are important
to GPS receivers. The receivers determine a pesition by
comparing the time generated by an internal clock to the times
received from the fleet of GPS satellites. The difference
between the times is used by the receiver to compute its
distance from the satellite and hence compute its location.

In February 1898, the Assistant Deputy Under Secretary of
Defense (Space Systems and Architectures) issued a memorandum,
"Global Positioning System Year 2000 Compliance,” tasking the
GPS Joint Program Office to assess the Y2K compliance status of
all DoD GPS receivers. The Assistant Deputy Under Secretary
also directed organizations that have procured non-validated
receivers from sources other than the program office to provide
the program office with the Year 2000 compliance status of those
receivers by April 30, 1998.

The audit indicated that the GPS Joint Program Office had not
completed the inventory and Year 2000 assessment of non-
validated GPS receivers procured directly by DoD organizations,
civilian Federal agencies,~Defense contractors, and allied
nations. The delay was primarily caused by lack of cooperation
by many of those organizations. In addition, DoD had not done
enough to mitigate risk by testing commercial receivers. As a
result, systematic distribution of reliable information on Y2K
compliance of the equipment to users has been hampered,
increasing the risk of mission disruption.

After expressing some initial concern about the need for testing
commercial receivers, management agreed with the report and is
taking action.

Report No. 99-059, Summary of DoD Year 2000 Conversion—Audit and
Inspection Results, December 24, 1998. This report summarized
Y2K issues identified in 142 General Accounting Office;
Inspector General, DoD; Army; Navy; and Bir Force Audit reports
from August 1997 to December 1998. It also included information
reported by the Inspector General, Navy, and the Inspector
General, Marine Corps. The Inspector General, Army, and the
Inspector General, Air Force, had not yet reported on Y2K.
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Year 2000 conversion problems were identified within the
following areas:

management oversight and awareness (95 reports),

reporting {79 reports),

assessment (97 reports},

resource requirements estimation {48 reports),

interface identification and agreements (74 reports),

prioritization (14 reports),

testing (83 reports),

contingency and continuity-of-operations planning
{104 reports),

. contracts (21 reports), and

* infrastructure (44 reports).

s e 5 8 8 36e

The results supported the DoD acknowledgements that the year
2000 conversion poses a high risk for a very wide range of DoD
functions and organizations and that the conversion progress

as of late FY 1998 had been insufficient. These results were
briefed to the Deputy Secretary of Defense and DoD Y2K Steering
Group in early December 1998.

Report No. 99-058, “Year 2000 Conversion of Defense Critical
Suppliers,” December 18, 1998. Until late FY 19398, outreach
efforts to suppliers of National Defense goods and services
were left to individual DoD components to organize, execute

and monitor. As a result, the emphasis put on outreach to
suppliers varied greatly among DoD acquisition and logistics
organizations. Many organizations had no organized outreach
effort, DoD faced an increased risk of production and delivery
disruptions because of the belated outreach focus to ensure
suppliers’ YZK conversion. If commercial suppliers of critical
supplies experience disruptions as a result of computer
failures, the logistics pipeline may be compromised.

During the audit, we worked with management to accelerate
efforts in this area. The DoD established a Joint Supplier
Capability Working Group. By October 1998, this team had
established the methodology for identifying critical items and
their suppliers, as well as a reasonable action plan for
assessing critical suppliers’ year 2000 compliance. A survey of
6,500 critical suppliers began in February 193%%. The Defense
Logistics Agency’s Defense Contract Management Command will
conduct most of the survey. The IG, DoD, is monitoring the
effort and providing particular assistance to Defense supply
centers,

Report No. 99-027, DoD Base Communications Systems Compliance
with Year 2000 Reguirements, October 30, 1998. 7The audit
indicated 131 non-compliant telecommunication switches would not
be replaced or made compliant by the March 31, 1999 deadline
established by the Cffice of Management and Budget. This high
risk developed because of inefficient identification of the

60~-621 - 99 - 2
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switch inventory, insufficiently high priority given to these
critical items, and funding problems. Management agreed and
additional emphasis was put on switch replacement or
remediation. The IG, DoD, is tracking progress on each switch
in every DoD component organization.

Report No. 99-022, Year 2000 Conversion at the Army Major Range
and Test Facilities, October 29, 1998. The three Army major

" range and test facilities visited, the Aberdeen Proving Ground,
the White Sands Missile Range, and the Yuma Proving Ground, were
on schedule. All required documentation and certification forms
for the compliant systems were completed as required by the Army
Action Plan and the DoD Management Plan.

Report No. 88-207, Year 2000 Contract lLanguage for Weapon
Systems, September 22, 1998, Of 16 weapon systems reviewed, 9
weapon systems had contracts that did not contain language from
Federal Acquisition Regulation 39.106, “Year 2000 Compliance.”
In July 1998, when the initial audit results were briefed, the
Under Secretary of Defense for Acquisition and Technology had
not yet issued Y2K guidance for weapcn systems. On August 7,
1998, the Secretary of Defense directed the Services and Defense
agencies to report on each major acquisition system under their
purview. Each report was to address areas of Y2K compliance or
noncompliance for each system. The Secretary of Defense also
directed that funds not be obligated for any contract for
information technology or national security systems that process
date-related information, if that contract did not contain Y2K
requirements specified in the Federal Acquisition Regulation.
During the audits, the program management offices took action

to ensure that the contracts and solicitations for the nine
deficient weapon system programs would include Y2K compliance
language.

Report No. 98-183, Evaluation of the Defense Megacenters Year
2000 Program, August 25, 1998. Although much progress had been
made in converting the Defense Megacenters systems and platforms
to Y2K compliance, problems remained in three areas: reporting,
testing, and contingency planning.

The Defense Information Systems Agency Western Hemisphere Y2K
status reports for mainframe executive operating software were
incomplete and could be misinterpreted. The reports showed that
the executive software product inventory was 60 percent
compliant, but did not show that the domain compliance itself
was zero percent. The Defense Information Systems Agency
Western Hemisphere and the Central Design Activities, which are
part of the Military Departments and Defense agencies, had joint
responsibility for fixing segments of the domains. ' However,
coordination needed improvement.

On July 2, 1998, the Deputy Secretary of Defense directed
written agreements between the Defense Information Systems
Agency and domain users. In addition, the Office of the
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Assistant Secretary of Defense (Command, Control,
Communications, and Intelligence) coordinated a Secretary of
Defense memorandum that stated funds were not tc be obligated
for any domain user that failed to sign explicit test agreements
with the Defense Information Systems Agency by October 1, 1998,
The memorandum, dated August 7, 1998, also states that the
Defense Information Systems Agency was to provide a report to
the Office of the Assistant Secretary of Defense (Command,
Control, Communications, and Intelligence) by October 15, 1998,
listing all domain users that failed to sign test agreements
with the Defense Information Systems Agency by October 1, 1998.
Finally, the Office of the Assistant Secretary of Defense
(Command, Contrel, Communications, and Intelligence) stated that
it would request that the Y2K compliance reports from the
Defense Information Systems Agency include items that would
identify domains, mission-critical systems, or national security
systems that had a high risk of Y2K noncompliance.

The IG, DoD, is continuing to monitor the year 2000 conversion
efforts at the Defense Megacenters.

Report No. 88-147, Year 2000 Certification of Mission-Critical
DoD Information Technology Systems, June 5, 1998. The audit
indicated that DoD components certified only 109 {25.3 percent)
of the 430 systems reported as Y2K compliant in November 1887.
Systems were not certified because DoD components did not
adequately implement and enforce the guidance in the DoD
Management Plan or their own Y2K guidance. Additionally, the
initial DoD Management Plan was not clear as to specific Y2K
certification requirements.

The Office of the Assistant Secretary of Defense (Command,
Contrel, Communications, and Intelligence) concurred with our
recommendations and instituted several measures, including the
following:

. requiring that all mission-critical systems have
independent tests and operational contingency plans,

. updating the DoD Management Plan in June 1998 with
better guidance on certification and testing, and

. developing a new Y2K database that would include the
target date to complete each phase of Y2K remediation
for each mission-critical system.

Report No. 88-065, DoD Information Technology Solicitations and
Contract Compliance for Year 2000 Requirements, February 6,
1998. The DoD initiated actions to address the new procurement
aspects of the Year 2000 issue in mid-19%6 in an Assistant
Secretary of Defense (Command, Conttol, Communications, and
Intelligence) memorandum, “Year 2000 Computing Problem with
Personal Ccmputers and Workstations,” May 8, 1996. Federal
Acquisition Regulation section 39.106, “Year 2000 Compliance,”
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subsequently provided mandatory guidance to assist agencies in
acquiring only those information technology products and systems
that are Year 2000 compliant.

The audit indicated that initial DoD compliance with the
requirements was poor. Twenty of the major 35 indefinite-
delivery/indefinite-quantity and indefinite-deliver-requirement
information technelogy contracts (for commercial off-the shelf
products) that were audited did not have the required Federal
Acquisition Regulation Year 2000 compliance language. None of
the 35 contracts required testing of purchased products. As

a result, DoD had no assurance that information technology
products purchased were year 2000 compliant. Additionally,
because 33 of the 35 contracts were available for use by other
Federal agencies, nonconforming contract deliverables could
negatively affect non-DoD systems.

Based on initial audit results, DoD issued stronger guidance on
December 18, 1997, before our final report was issued.
Subsequently, the DoD components reported that the 20 deficient
contracts had been modified. Guidance on testing was also
improved. Proper use of Y2K contract clauses is now routinely
checked in most Y2K audits; some isolated instances of continued
non-compliance have been reported and corrected.
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Mr. HorN. Thank you very much. We are going to withhold all
the questions until all the witnesses have testified. Our next pre-
senter is Mr. Jack L. Brock, the Director of the Governmentwide
and Defense Information Systems for the U.S. General Accounting
Office, the auditing on both finance and program arm of the Con-
gress and the legislative branch. Thank you.

Mr. Brock.

Mr. BROCK. Thank you, Mr. Horn. Thank you, Mrs. Morella and
members of the two subcommittees. I am pleased to be here today.

Before I start, I would like to say that we have worked very
closely with the DOD IG during the course of our audits and they
have done commendable work and I think have added an immense
amount of credibility to what the Department is trying to do to be
Y2K ready. I would also like to say that if we had testified last
year, our message would have been far more grim than it is today.
I would like to congratulate the Department on an incredible
amount of progress that has been made over the past year. A lot
of that progress has to do with the very much increased level in
presence of top management within the Department assuming
ownership and control over the problem.

It still faces major issues in being year 2000 ready. I think this
is a situation where the risks are so great and the need for insur-
ance is so great, it is like going to a party and you don’t want to
risk your pants falling. Not only do you want to wear a belt, but
you want to have suspenders on as well. What we would like to see
here are the presence of additional controls that will allow in-
creased assurance that risk will be minimized and that business
processes and war fighting processes will work. We are no longer
talking about systems, because the systems have to operate in an
environment of business operations. These operations depend on a
variety of factors, not just a system. I think the Department is
moving into that realm, but we have a few items of advice.

Mr. Lieberman I think correctly described the complex organiza-
tion that the Department is. It clearly, of all the Government agen-
cies and possibly of any entity in the world, has the most complex
set of operations to carry out. Many of the other hearings that you
have had on Y2K have dealt with agencies that are primarily en-
gaged in transaction processing, very complex operations that pale
in light of the complex command and control, weapon systems, and
other types of systems that the Department has to field and make
sure is ready.

In that backdrop, I would also like to say that the Department
has a history of very poor management over information tech-
nology. In fact, we would argue that some of its success has been
the ability to tap vast sums of money to overcome problems in de-
velopment. In fact, these poor controls in management process have
limited the effectiveness of their Y2K program. I think there are
lessons to be learned from this that we will address later, but this
was an initial barrier to the Department in getting on top of its
program.

I also agree with Mr. Lieberman that the program really began
to turn around last summer when both Deputy Secretary Hamre
and Secretary Cohen issued very strong letters to the Department
saying, “We are running behind. We need to make fixes. We need
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to start focusing on our key functional and operational capabilities
to make sure that these functional and operational capabilities will
be able to continue after the year 2000.”

I would like to highlight a couple of things that the Department
has done in that regard. First of all, it has had a very high level
of involvement in ownership of the problem by senior management.
Second, in turn the Department has now shifted its focus toward
ensuring the continuity of core business processes and military op-
erations. More specifically, I would like to identify five areas that
the Department has done.-

First, last summer the Secretary of Defense directed the com-
manders-in-chief to plan and execute a series of simulated year
2000 operational exercises. These exercises are essentially to deter-
mine whether the Department can carry out critical military tasks
with the systems’ clocks rolled forward to the year 2000. These are
such things as providing strategic early warning, deploying and
maneuvering forces, and employing fire power. Thirty-one such
evaluations are now scheduled through the fall of 1999. Second, the
Department is requiring its principal staff assistants, these are the
Under Secretaries and Assistant Secretaries that own the func-
tional areas of the Department or have responsibility for those, to
conduct end-to-end tests to ensure that the systems that they have
collectively support core business areas and can inter-operate in a
year 2000 environment.-

The Department originally designated five functional areas: com-
munications, health and medical, intelligence, logistics and per-
sonnel, and has since added weapons and finance to those func-
tional areas. Third, the military services commanders are con-
ducting integration testing of their systems. This testing is in-
tended to build upon completed systems renovation testing and cer-
tification, and ultimately is designed to reduce risk and ensure the
ability to execute critical combat missions in a year 2000 environ-
ment.-

Fourth, Defense directed installation commanders to ensure that
the 600-plus installations scattered all over the world will be ready
to house both the military and civilian work force, as well as the
weaponry and supporting activities that are necessary for national
defense.-

As you can gather from these four things, they are pretty com-
plex and diverse. Last, the Department has initiated what they call
“synchronization meetings” that are chaired by the Deputy Assist-
ant Secretary of Defense and the Joint Chiefs-of-Staff Year 2000
Task Force leader. These are designed to improve and facilitate co-
ordination of the activities that cut across organizational bound-
aries.-

Because of the complex interrelationships between these activi-
ties, we have recently begun additional audit work, Mr. Chairman,
to look at those relationships and to see how well they are being
carried out. While we don’t have a complete answer on their suc-
cess or on their progress, we do have a number of observations that
we are prepared to make on those.-

First of all, I would like to say that the initial operational eval-
uations carried out by the CINCs have been successful. The guid-
ance that was provided by the Joint Chiefs-of-Staff was excellent.
It was very much in line with our own criteria and we found it very
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useful in conducting our audits. The exercises that have already
been conducted at NORAD and the Strategic Command have gone
pretty well. Last week I had staff at NORAD and they were looking
at NORAD’s test of the missile warning operational evaluation. My
team there said that the test worked. It was primarily to look at
processing responses to airborne threats.

The operational evaluation was very carefully planned. They fol-
lowed the test script. The results showed no Y2K failure. There
were a number of relatively minimal system failures that were not
related to Y2K. The staff and personnel at NORAD were able to
take care of these and to successfully move the test on. As the
course of these operational evaluations continue, we will continue
to follow their progress as well.

However, because of the interrelationships of systems all across
the various commands and all across the functional areas of DOD,
many of these planned evaluations will require extensive support
from the functional areas, such as communications and logistics.
For example, when we were talking to officials at the Strategic
Command, who were doing a five-phase operational evaluation pro-
gram, they indicated that they required extensive support from
DISA. DISA is the agency within the Department of Defense that
supplies communication and computing support. They provide sup-
port to the Strategic Command on its communications backbone.
The initial phase of this plan had to be delayed because of one of
DISA’s programs not being ready for testing. There are all sorts of
dependencies that exist among these tests that have to be carefully
monitored to make sure that the tests can be completed.

Finally in this regard, our initial reviews of the plans for func-
tional areas, these are the health, personnel, finance, logistics, et
cetera, show these plans have mixed results. Our review has shown
mixed results. For example, while each of the functional plans dis-
cusses business functions supporting systems and testing require-
ments, many of the plans lack important details such as a test
schedule, complete data for contingency plans or detailed mapping
of systems and support activities to business functions.

While DOD has correctly shifted its emphasis to continuity of
business processes rather than the status of individual systems, its
controls and reporting mechanisms are still centered around indi-
vidual systems. To effectively manage the program in the future,
we believe that managers and executive decisionmakers need reli-
able information about the nature and status of year 2000 conver-
sion efforts from a core business process. This isn’t readily avail-
able in DOD.

For example, although the functional areas and commands have
been instructed to develop testing and contingency plans based on
business functions, the overall DOD Y2K management plan and
supporting guidance have not been updated to reflect reporting and
control mechanisms that need to be in place to reinforce this shift
in focus. It is entirely conceivable that every component, every com-
mand and every function is developing appropriate plans with an
appropriate level of control to ensure that the right thing is being
done at the right time. There is simply not a mechanism to provide
assurance. Our reviews, for example, of the functional plans, sug-
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gest an uneven level of planning and execution across the Depart-
ment.

We believe that the Department needs greater visibility into the
core business processes throughout the agency. Specifically, for
each core business process identified, the Department should deter-
mine the following. First, the status of each supporting information
system critical to that process, including its schedule for remedi-
ation and testing—this information is largely being gathered now.
Second, the source and year 2000 status of any suppliers or ven-
dors that are critical to that process. Third, the status of outside
dependencies that affect readiness. Fourth, interfaces with other
processes and outside organizations. Fifth, the scope and schedule
of end-to-end testing for the process. And sixth, the scope and
schedule for business continuity planning for that process to con-
tinue.

For any of these elements that are behind schedule, Defense
needs to know what steps will be taken to get the schedule back
in line, and what steps will be taken to minimize the risks that
might be associated with delay. Once the assessments are com-
plete, the Department is going to be in a better position to take an
overall look at their prospective readiness; to identify gaps or un-
necessary overlaps; to reallocate resources, if necessary, and to de-
velop comprehensive business continuity plans that cut across or-
ganizational lines.

Additionally, the Department needs greater assurance that the
information being provided is consistent, both in terms of content
and accuracy. To this end, the Department needs to provide stand-
ard expectations for both content and reporting requirements and
performance metrics for all of the above elements, and to establish
control mechanisms that ensure reported information is both com-
plete and accurate.

Finally, just to make a few remarks. I mentioned earlier that
GAO has long had a concern with the Department’s information
management. In fact, since 1995, this area has been on our high
risk list. One of the major barriers to effective information that we
have observed within the Department is their inability to cut
across stovepipes and overcome cultural inertia to change. They
have plenty of processes, but no action.

I think now we are seeing a shift. In the Y2K program, we have
seen a lot of shift in management attention, willingness to cut
across program lines—maybe not as many processes as we would
like—but a real shift. The lessons learned from Y2K can be trans-
ferred to their overall management of information technology.
While this might be an expensive lesson, it will be an important
one, and hopefully worthwhile for the Department.

That concludes my statement, Mr. Horn.

[The prepared statement of Mr. Brock follows:]
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Mr. Chairman and Members of the Subcommittse:

Thank you for inviting me to participate in today's hearing on the Department of
Detense’s stforts to confront the Year 2000 problem. This ditemma is particularly
daunting for Defense for two reasons. First, Defense's size and scope of operations,
criticality of mission, and heavy reliance on a diverse portfolio of information technology
is unparalieled in either the public or private sector. Second, despite considerable
pragress in the last 3 months, Defense is still well behind schedule, This is largely
because Defense did not have the necessary oversight and management framework for

handling large-scale departmentwide information technology projects.

Defense has recently taken steps 1o strengthen management of its Year 2000 program
by providing the contrals and guidance needed to fix and test systems; it also has
appropriately shifted its focus to core business readiness and operationat rigks through
{1) planning for the performance of end-to-end tests of key functional area business
pracesses, (2) executing a 'éeries\of simulated Year 2000 operational exercises, and (3}
conducting system integration tests at the military service level. Additionally, the Deputy

Sesretary has become actively engaged in directing and monitoring Year 2000 efforts.

We support these actions, but the key to their success rests in putting in place effective
cantrols for Defense to have the timely and reliable information to know what is going
right and what is gaing wrong so that corrective action can be swift and effective. These

controls, which our Year 2000 guides define, require Year 2000 program management
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1o define the appropriate perfonmance and progress measures and reporting
raquirements and fo ensure these requirements are met.  For Defense to minimize
risks in the 305 days remaining before the Year 2000 deadiine, it must act quickly and

decisively to impfement and enforce thess controls.

QOur tastimony today is based on our ongoing raview of Defense’s efforts to solve the
Year 2000 computer systems problem, which has spanned DOD headquarters; the
Armny, Navy, and Air Force; major components, including the Defense Logistics Agency,
the Defense Finance and Accounting Service; the Defensa Information Systems Agency
(DISA), the Joint Chiefs of Staff; and central design activittes. We also witnessed
operational tests recently conducted at the North American Aerospace Defense
Command (NORAD). Over the past 2 years, we have reviewed Defenge’s Year 2000
plans, guidance, and directives; discussed Defense’s efforts with the Dephty Secretary,
many DOD executives, and members of the Defense Science Board; and attended
DOD Year 2000 Steering Committee mestings. We have compared DOD's efforts to
criteria detailed in our Year 2000 Assessment Guide,' Business Continuity and )
Contingency Planning Guids,? and Testing Guide.® This guidance offers a structured
and disciplined approach to developing a Year 2000 program and managing the risk of

potential Year 2000-inducad disruptions to operations. To date, we have issued 11

! Year 2000 Computing Crisis: An Assessment Guide (GAO/AIMD-10.1.14). Published as an exposure draft in
Febtuaxy 1997 and finalized in September 1997,
* Year 2000 Cnmgun!g Crisis;_Business Coninuity and Contingency Planning (GAOG/AIMD-10.1.19). Published
& an exposure draft in March 1998 and finalized in August 1998,

Year 2000 Computing Crisis: A Testing Guide (CAQ/AIMD-10.1.21). Published as an exposure draft in June
1998 and finalized in November 1998,
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products’ and provided numerous briefings to Depariment officials and the Congress on

this important issue.

Likewise, auditors for the Department of Defense have been assessing Year 2000
progress at the mifitaty services, Defense agencies, and other DOD organizations.
Some 142 products have been issued by inspector Generat and other DOD auditors.
Recently, in December 1998, the Inspector General released a report summarizing the

results of combined Year 2000 audit and inspection coverage of the Department.®

BACKGROUND

Qur Year 2000 guidance defines structures and processes for effectively managing a
Year 2000 program, including (1) establishing central accountabiity and authority for
Year zocobeffons, (2} addressing system conversion in the context of core business
missions, (3) developing institutional plans and guidance governing conversion, testing,
and contingency planning, and (4) defining requirements for progress reporting. These
cantrols are nesded because the risk of Year 2000 failure extends weli beyond an
organization’s intemal information systems. For example, Defense depends on
information and data provided by thousands of business partners—including other
tederal agencies, international organizations, allies, and private sector contractors.

Moreover, it depends on services provided by the public infrastructure—inciuding

N Sce atachaen for 2 Histing of GAO products on Defense’s Year 2000 program.

" Summary of DOD Year 2000 Conversion—Audit and Inspection Resuls §(Repon No. 99-05%. Decamber 24,
1998}, Office of the Inspector General, Department of Defense.
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power, water. transportation, voice and data telecommunications. Defense aiso owns
hundreds of thousands of potentially vuinerable infrastructure devices that may fail
outside of the control of an individual unit. These include, for example, building and
base security systems, street lights at military instailations, elevators, and medical

equipment.

Last April, we reported® that Defense operations were threatened by slow progress in
fixing its mission-critical systems and mitigating Year 2000 risk, We also reported
Defense did not establish strong management mechanisms, such as a Year 2000
Program Office and a full-time Year 2000 executive and processes for validating
information on component progress. in addition, it was not addressing conversion
sfforts within the context of business areas. Furthermore, Defense did not initially
develop a detailed Year 2000 plan or guidance on developing interface agreements,
testing systems, and reporting on progress. Instead, Defense delegated responsibility
for addressing the problem to its components. Our reviews of individual component

Year 2000 efforts showed that, in turn, the components delegated this responsibility to

subcomponents and likewise neglscted to imp strong contrals.

Qur rect dations to Def {ocused on supporting remediation efforts with
adequate centralized program management and oversight. For example, we
racommended that DOD estabiish a strong department-levet program office, led by an

exacutive whose full-time job was to effectivaly manage and oversee Year 2000 efforts.

* Defense Computers:_Year 2000 Computer Problems Threaten DOD O; ions (GAQ/AIMD-98-72, April 30,
1998),
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This office should as a minimum have sufficient authority to enforce good management
practices, direct resources to specific probiem areas, and ensure the validity of data
being reported by components on such things as progress, contingency planning; and

testing.

In view of the Department’s status, the Office of Management and Budget (OMB)
designated Defense as a “Tier One” agency in May 1998, indicating that it was making
insufficient pragress in remediating its systems. Defense itself designated the Year
2000 effort as one of its most significant intemal management control problems for fiscal

year 1998,

The lack of pragress in effectively dealing with the Year 2000 problem was largely
rooted in the fundamental weaknesses in managing information technology that have
plagued Defense for years. Since 1995, when we first designated Defense's
management of information technology as a high-risk federal program,” we have
continually reported that D‘éiensg did not have controls and processes for (1) ensuring
that the costs and risks of muitimiifion dollar projects are jusﬁﬁ_ed, {2} monitoring
pragress and performance, and (3) stopping projects shown to be cost ineffective or

technicaily flawed.® Perhaps the biggest impediment to successful IT projects has been

ieh Risk Serigs: An Overview (GAG/HR.95-1, February 1995}, N
*For example, in 1996 we reported that one functionat area began, and later abandoned, 3 substantially flawed effort
10 develop a standard suite of information systems for materie] management after spending over $700 million
without sirong oversight. Qur reports also found that sorme functional areas did not account for various categories of
significant costs when making their sysiems decisions or adequately consider alternatives to developing systems in-
house. See, Defense IRM: Poor Implementation of Management Controls Has Put Migration § at Risk
{GAD/AIMD-93-5, Ociober 20. 1997); DOD Accountd wems: Effons 1o Improve Syster for Navy Need
DOverall Structurg (GAO/AMD-96-99, September 30, 1996); Defense {RM: Critical Risks Facing New Materiel
Masagement Strategy (GAQ/AIMD-96-109, Sep 6, 1996); Defense T jon: Migration Svstems
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Defense’s organizational environment, which has resisted deparimentwide efforts to
standardize business processes and information systems and to increase oversight and

visibility over information resources.

ACTIONS TAKEN TO ADDRESS WEAKNESSES
HAVE ENHANCED DOD'S YEAR 2000 PROGRESS

Since our April 1998 report, Defense has implemented our recommendations and taken
additionat actions to address the Year 2000 dilemma. Moreover, it has engaged top

managers in the initiative. For example, Defense:

« Established a depariment-iavel Year 2000 Program Office headed by a full-time
executive with a cusrent staff of more than 60 personnel.

« Improved its information systemns inventory to better track components’ progress.

o increased the frequency of Year 2000 Steering Comimittée meetings. This
committes, headed by the Deputy Secretary of Defense, who is an active participant,
is charged with reviewihg the progress of Defense components, providing guidance,
and making decisions on Year 2000 issues that have not been resolved at lower
levels. When we reported on DOD’s Year 2000 effart in April 1998, the committee

was not meeting regularly.

Selegted Without Adeouate Anelysis (GAOAIMD-96-81, August 29, 1996); and Defense Managemeny: Selection
of Depot Maintenance Standard System Not Based on Sufficient Anatvses (GAO/AIMD.93-110, July 13, 1995).
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Required that fiscal year 1899 information technology funding be contingent on
components (1) ensuring the accuracy of the Year 2000 database, (2) completing
interface agreements, {3) specifying Year 2000 requirements in contracts, and (4)
developing test agreements with Defense computer centers. This was done through
a series of memoranda issued by the Secratary of Defense; the Deputy Secretary of
Defense; the Assistant Secretary of Defense for Command, Control,
Communications, and Inteiligence; and the Comptroller; in August and Septembar
1998.

Increased its outreach efforts with state and local govemments, as well as the

international security sector.

While still behind in meeting govemmentwide target deadlines, Defenss reports that it is

now making much better progress in fixing and testing its systems. In its February Year

2000 quarterly status report to OMB, Defense reported that of its 2,387 mission critical

systems

1,670 systems, or 70 percent, were cornpliant,
225 systems were going to be replaced or retired,

8 syst were being d,

96 systemns were being fixed,
226 systems were being tested, and

162 systems were being implemented.
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Although Defense reports that the number of compliant systems has risen from about
50 parcent to 70 percent singe its November 1898 quarterly status report to OMB, its
remediation efforts are stil at significant risk. The number of systems that have fallen
behind schedule, for example, doubled from 65 1o 172, and the number not expected to

meet OMB’s target March 31, 1999, completion date almost tripled from 54 to 156.

Furthermore, Defense is behind in terms of renovating its facilities and installations.
Defense's February 1999 quarterly status report to OMB showed that only 269 of 638,

or 42 percent, of Defense’s it ions had leted r ¥ Year 2000

corrections. While an additional 317 facilities are to be completed by March 31, 1999,
47 more are not expected to be done until June 30, 1998, and 5 until September 30,

1999. According to Defense, there are another 600-plus buiidings used by Defense, but

controlled by the General Services Admini ion, that are considered at risk b
the lessor has not provided Year 2000 status information. In addition, Defense does not
yet have good data on the readiness of its overseas installations, which are dependent

an other nations for power, fuel, water, and other important services.

DEFENSE'S FOCUS IS APPHOPRIATELY
SHIFTING TO CORE BUSINESS AREAS

While the focus of most agencies has been di dat ing syst: the reat

tevel of Year 2000 assurance needs to be centered on business functions. That is,

agencies must be able to continue to provide key services and meat agency mission
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objectives at an acceptable level of performance. To this end, agencies should now be
focusing on end-to-end testing of business processes and developing business
continuity plans for those processes. Each of our Year 2000 guides define practices
and controls that are founded on first identifying core business processes, mapping
mission-critical systems to these processes, and then performing assessment,
renovation, testing, and contingency planning within the context of these core business

areas.

Defense has appropriately shifted its focus toward ensuring the continuity of core

business processes and military operations.

« First, in an August 7, 1998, memorandum, the Secretary of Defense directed the
Commanders in Chief (CINC) to plan and execute a series of simulated Year 2000
operational exercises. These exercises, which were required by Defense
appropriation and authorization legislation,’ are to assess whether Defense can stili
perform critical military tasks with system clocks rolied forward to the year 2000,
such as ensuring that Defensi-s can continue to perform a strategic early warning
mission, deploy and maneuver forces, and employ firepower. Thirty-one such

evaluations are scheduled through September 1899. ~

» Second, Defense is requiring its Principal Staff Assistants (PSAs) to ensure the

continuity of key functional area business processes. In response, the PSAs are

¥ The Dep: of Defense Appropriations Act, 1999 (Public Law 105-262) and the Strom Thurmond Nationat
Defense Authorization Act for Fiscal Year 1999 (Public Law No. 105-261) both required Defense to submit 2 plan
to the Congress by December 13, 1998, for e execution of simulated Year 2000 exercises. Specifically, Defense is
to conduct at least 25 simulation exercises, ensure that each of the Commanders in Chief conducts at least two of
these exercises: and ensure that all mission-critical systems that are expecied to be used in a major theater of war are
tested in at least two exercises. Defense has not vet submitted the required pian to the Congress.




45

planning to conduct end-to-end tests to ensure that systems that coliectively support
core business areas can interoperats as intended in a Year 2000 enviconment, In
an August 24, 1988, memorandurn, the Deputy Secretary of Defense provided
overall planning requirements and the expectation that all functional plans would be
completed by November 1, 1888, for five functional areas: communications,
health/medical, intelligence, logistics, and personnel. The Department has since

added weapons and finance to those functional areas.

Third, the military services are conducting integration testing of their systems. The °
testing is intended to build upon completed system's renavation, testing, and
certification, and uitimately, to reduce risk and ensure the ability to execute critical

cormbat missions in a Year 2000 environment.

Fourth, Defense directed installation commanders to ensure that all installations will
be fully functional at the year 2000, These installations are, of course, critical to
housing both the military and civilian workforce as well as the weaponty and

supporting activities necessary for national defense.

Fitth, the Department has initiated regular “synchronization” meetings—chaired by
the Deputy Assistant Secretary of Defense and the Joint Chiefs of Staff Year 2000
Task Force Leader—to improve and facifitate coordination of the many activities that

cut across organizational boundaries.
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Because of the need for close integration between the operational and functional
evaluations, we are now reviewing the interaction among the various tests and
evaluating the adequacy of relevant management controls. While we have not yet
finished our comprehensive evaluation of these tests and controis, we can make several

preliminary observations.

s The initial operational evaluations have been successful. We found the guidance
provided by the Joint Chiefs of Staff tor conducting the operations to be well-
developed and consistent with our own published guidance. Exercises have already
been conducted at the North American Aerospace Defense (NORAD) Command
and the Strategic Command. We had the opportunity to observe the planning and
execution phases of NORAD's missile waming operational evaluation. According to
NORAD officials, the purpose of this evaluation was to confirm the correct
processing of responses to airbome: threats systems and not to validate every
possible threat that could occur. Based on our observations, the operational
evaluation was well-planned and executed. The Year 2000 date rollovers worked
properly, and NORAD officials were able to recover and continue the mission when
testing problems occurred. For example, a tape drive failed at one of the sensor
sites, and fallout from one of the test missiles was incorrecty coded as a missile
Jaunch. These anomalies, however, were immediately detected and resolved by

NORAD officials at the time of the test.

» Since many systems and processes are outside the CINCs’ control, many of the

planned evaluations will require extensive support from the functional areas, such as
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communications and logistics. For example, the Strategic Command's five phase
operational evaluation program will require extensive support frorm DISA to plan,
schedule, and provide on-site technical support for more than 10 DISA-owned
systems that make up its communications backbone. One phase of this plan has
already been delayed 2 months to await DISA's instailation of Year 200G compatible
comporents. Defense is beginning to work on thess kinds of dependenciss through

the synchronization meetings with the PSAs and CiNCs.

= Qur initial reviews of the functional area readiness plans have showed mixed resuits.
For exampla, whiie each of the functional plans discusses business functions,
supporting systems, and testing requirements, the plans frequently lack important
details such as test schedules, completion dates for cuntingency plans, or detailed

mapping of systems and support activities to business functions.

£OD MANAGEMENT NEEDS BETTER
CONTROLS AND INFORMATION ON BUSINESS
QPERATIONS READINESS

DOD has correctly shifted much of its emphasis on continuily of business processes

rather than the status of individual systems. The Year 2000 Steering Committee,

chaired by the Deputy Sscretary and comprised of top r g it rep

from each of the Services and component agencies, has been instrumental in
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overcoming cuftural impediments that have historicafly fimited the Depariment's abiiity to

respond to Information management issuas.'®

Hawever, to effectively manage and averses Year 2000 orograms, managers and
axsoutive &ec;sionmakers need reliable information about the naturs and status of Year
2000 convarsion efforts from a core business perspective. This is not available in DOD,
Our Year 2000 guides recogrize the importance of such information. Accordingly, the
guides provide for establishing formal reporting mechanisms early in the Yaar 2000
program ife cycle ant using the information reported to overses and gantrol program
efforts, Additionally, the guides describe the need to specily the conlent and format of
the reports and the reparting fraquency and to establish managemeant controls (e.g., the
use of quality assurance and independent verification and validation groups) to ensure

that the information being raported is reliable.

The Department’s controls and reporting mechanisms are primarily stiff centered around
individual systems, Although the functional areas and commands have been instructed
to develop testing and comingenEy plans based on businass fundticns, the DOD Year
2000 management plan and its supporting guidance have not been updated to reflect
reporting and control machanisms that should be in place to reinforce this evolutionary

shift In focus,
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It is conceivable that each component, each command, and each function is developing
appropriate plans with an appropriate level of control fo ensure that the right thing is

" peing done at the right time. ;But there is simply no mechanism in place right now to
provide this assurance, and our initial reviews of the functional pians suggest uneven’

leveis of planning and execution across the Depariment.

The Department clearly needs greater visibility into the status of core business
processes throughout the agency. Speciﬁcélly, within the context of sach core business

area the Department should determine the

+ staws of each éupponing information system critical {0 that process, including its
schedules for remadiation and testing;
+ source and Year 2000 status of any suppliers or vendors critical to that process;

« outside dependencies (such as slectrical power) that affect readiness;

. i with other p and outside organizations;
» scope and schedule of end-to-end testing for the process; and

+ scope and schedule for business continuity planning for that process.

For any of these elsments that ars behind schedule, Defense needs 1o know what steps
witt be taken 1o get back on schedule or what sieps will be taken 1o minimize the risks

associated with thelr delay.

Onee these assessments are complete, top management can develop an overall

perspective of readiness, identify gaps or unnecessary overlaps among individual
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components, reailocate resources, and develop comprehensive business continuity

plans that cut across organizational lines.

Additionally, the Department nesds greater assurance that the information being
provided is consistent both in terms of content and accuracy. To this end the

Department should

s provide standard expectations for both conterit and reporting requirements and
performance metrics for all the above elements and
» establish contral mechanisms to provide assurance that reported information is

complete and accurate.

DEFENSE HAS GOOD OPPORTUNITY TO

APPLY YEAR 2000 LESSONS LEARNED TO

FUTURE INFORMATION TECHNOLOGY INVESTMENTS

The immediate focus for Defense over the next 305 days should be on ensuring
implementing and enforcing controls that focus on ensuring the continuity of operations
inta 2000. However, in the long term, Defense has a unigus opportunity to capitalize on
the valuable lessons it has leamed in its Year 2000 effort and apply them to its overall
management of information technolegy. Doing so, can enable the Depariment to

. acquire and deploy high performing, cost-affective systems and to avoid repeating

costly mistakes. For example:
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» Defense has leamed that Year 2000 efforts cannot succeed without the involvement
of tup-level managers, including the Deputy Secretary, senior information
management officials, the Comptroller, PSAs, and decisionmakers at Defanse
companents. Best practices’’ have shown that top executives need to be simiarty
engaged in periodic assessments of major information technolegy investments in
order to prioritize projects and make sound funding decisions. Such involvement is
also crifical to breaking down cultural and organizational impediments that hamper

Defense-wide IT efforts.

» Defense has realized that having a complete and accurale enterprisewide
information systems inventory can facilitate remediation, testing, and validation
efforts. Maintaining a reliable, up-to-date system invenitory is also fundamental to
well-managed information technology programs since it can provide senior
managers with timely and accurate information on systemn costs, schedule, and

performance.

« Dafense has spent 3 years identifying system interfaces and implementing controls
at the system level to pravent proliferation of Year 2000 problems between systems,
This effort should help Defense to prevent future data exchange problems in its

systems and resolve conflicts between interface partners.

" Executive Guide: Improving Mission Performange Through Stratesic information Managemens and Technology
(GAGIAIMD-34-115, May 1994} and Assessing Risks and Returns: A Guide for Evaluating Federal Agencies' IT
Investment Decision-making (GAO/AIMD-10.1.13, February 1997).
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» Defense has made some progress in identifying and prioritizing its mission-criticat
systems and is expected to further prioritize as operational and functional
evaluations highlight the systems that are truly critical to Defense operations. Once
the Year 2000 effort is completed, Defense can use this information to further

identify and retire duplicative or unproductive systems.
CONCLUSIONS

The Year 2000 program has been demanding on Defense because of the size and
scope of its operations and its heavy reliance on information technology, but also
because it began the effort with weak and undisciplined information technology
management processes. Defensa has since made strides in meating this chalienge
under the leadership of the Deputy Secratary, gamering the involvement of DOD-wide
managers, PSAs, CINCs, and component executives; putting controts and machanisms
in place to {acilitate system renovations; and undertaking the fonmidabie task of

conducting operational exercises and end-to-end tests on functional processes.

However, DQD still faces two significant challenges and z; fast approaching deadiine.
First, the Depariment must still “catch up” and complete ramediation and testing of
migsion critical systems. Second, it must have a reasonable fevel of assurance that key
processes {functional areas) will continus to work on a day to day basis and key
operational missicns necessary for nationai defense can be successfuliy accomplished.

Such assurance can only be provided if the Department takes steps to improve its
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visibility over the status of key business processes. This information is critical to identify
those areas where it faces the greatest risk of failure and criticat to providing the

necessary data for preparing overall business continuity plans.

Mr. Chairman, this concludes my statement. 1 will be happy to answer any questions

you or Members of the Subcommittee may have.
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Attachment Attachment

LIST OF GAQ PRODUCTS THAT
ADDRESS DOD'S YEAR 2000 PROBLEM

Defense Computers: DOD's Plan for Execution of Simulated Year 2000 Exercises
(GAO/AIMD-99-52R, January 29, 1999).

Defense Computers: Year 2000 Computer Problems Put Navy Operations at Risk
(GAC/AIMD-98-150, June 30, 1998).

Defense Computers: Amy Needs to Greatly Strengthen Its Year 2000 Program
(GAQ/AIMD-98-53, May 29, 1998).

Defense Computers: Year 2000 Computer Problems Threaten DOD Operations
{GAO/AIMD-98-72, April 30, 1998).

Defense Computers: Air Force Needs to Strengthen Year 2000 Oversight (GAQ/AIMD-
98-35, January 16, 1988).

Defense Computers: Technical Support is Key to Naval Supply Year 2000 Success
(GAO/AIMD-98-7R, October 21, 1997).

Defense Computers: LSSC Needs to Confront Significant Year 2000 Issues
(GAC/AIMD-97-149, September 26, 1997).

Defense Computers: SSG Needs to Sustain Year 2000 Progress (GAO/AIMD-97-120R,
August 19, 1987).

Defense Computers: Improvements to DOD Systems Inventory Needed for Year 2000
Etfort (GAO/AIMD-37-112, August 13, 1997).

Detense Computers: Issues Confronting DLA in Addressing Year 2000 Problems
(GAO/AIMD-97-106, August 12, 1997).

Defense Computers: DFAS Faces Challenges in Solving the Year 2000 Problem
(GAO/AIMD-97-117, August 11, 1997).

(511657)
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Mr. HorN. Thank you very much, Mr. Brock. The GAO always
gives us a lot of helpful comments. We appreciate it.

We now are going to the Deputy Secretary of Defense, Dr. John
Hamre, who is accompanied by a number of the program directors.
Now I am going to sort of have to juggle things here to let the Dep-
uty Secretary of Defense get back to work, because he is going to
be back up here this afternoon.

Mr. HAMRE. I have another hearing.

Mr. HORN. So, I think I am going to ask one question here, and
then give the statement. Then every Member will have a shot at
you here, so to speak. I would just ask this. You have heard the
IG and you have heard GAO. Do you have any reaction to their tes-
timony at this point?

Mr. HAMRE. Sir, I have a couple of reactions that I think will
come out in the context of the statement that I am going to give.

Mr. HOrN. OK, fine.

Mr. HAMRE. By and large, we have had a very open process. We
meet on a monthly basis, and Jack Brock sits through these end-
less sessions with me and has been at every single one of them. I
have been grateful to have him there, as has Bob Lieberman.

Mr. HORN. And he hasn’t won the Scowcroft Award by going to
sleep or anything? [Laughter.]

Mr. HAMRE. No. He has woken me up a few times, I must say.
I really thought this was going to be a hostile hearing, at first. You
started with an accusation that over at the Department we had too
much bulk and too little memory. I thought you were talking about
me.

Mr. HorN. I was talking about the 1960’s computers.

Mr. HAMRE. OK. Yes, our computers. I'm afraid I might qualify
as well. [Laughter.]

May I say at the outset, that the most important people—the
Secretary, you are right, was the catalyst that got the Department
focused. But we have four kinds of catalytic converters here. It is
Art Money, who is going to replace me when I have to get up and
leave, and he is our Assistant Secretary of Command Control Intel-
ligence; Marv Langston, who is his Deputy, has really been riding
shotgun over this, and his trusty agent, Bill Curtis, has been doing
absolutely all of the legwork for the Secretary. Bob Willard here
has been for the Joint Staff, really pulling the test environment to-
gether. These are the four individuals that I needed to highlight to
you. They have been absolutely instrumental and have done a ter-
rific job. I will ask Art to step in, very briefly, after I leave.

Sir, it is rare that any military organization knows exactly the
time and the place when the enemy will attack. Indeed, we are
largely preparing ourselves, in the strategic sense, for opponents
that we will confront. Rarely do we know exactly when the enemy
will attack and exactly where the enemy will attack. This is an ex-
ception. We know exactly where it is going to be and we know ex-
actly when it will happen. It isn’t a matter of just computer geeks
not keeping our computers running. It is warriors, like Bob Willard
and others, who are not going to be able to do their job if we are
not ready. So, this is not about management. This is about being
able to protect and defend the United States of America.
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I would like to put the bottom line right up front. We will be able
to protect and defend the United States of America on January 1,
2000, and on the second and on the third and every day after that.
That is not just our computer systems that run personnel records
or accounting. That is our war machines, those things which will
go out if we have to ask them, to take to combat the enemy. We
will be ready. I will go through that today.

With your permission, sir, I would like to go through a series of
charts just to try to illustrate what it is we are going to do. Can
I get the first chart please?

[Chart shown.]

Mr. HAMRE. This is where we stand right now and this is the
progress. If it is red, it is what we have reported. If it is the dash
line, it is where we are against our totals. We have 2,300 systems
that we need to have fixed if we are going to be able to carry out
our missions. This is across the board. This is everything from an
aircraft carrier and all the systems on the aircraft carrier, to intel-
ligence systems, to accounting systems, to finance for payroll, the
whole works.

At the end of December we had 1,673 systems. Today, I think it
is 1,730, something like that; 1,722 systems are fixed as of today,
and validated as being fixed.

Mr. HORN. On that point, “fixed” and “validated,” is there room
for testing here?

Mr. HAMRE. Yes, sir. That is all going through with the systems
testing, not the end-to-end operational functional tests that Jack
was talking about. But it is systems testing. So before they can
ever get permission to be put on that column as being “filled,” they
have to be fixed, and an independent source has to validate that
it has been fixed.

As you can see, we are stretching out. You will see by the next
chart we will be in 90 percent, 93-94 percent here by the end of
March. We will make 100 percent of our goal by the end of the
year.

Let’s go to the next chart, if we could.

[Chart shown.]

Mr. HAMRE. Seventy-three percent of the systems were totally
fixed and fielded. You see these bars here that have that little
shaded area at the top? That is meant to represent that the system
is fixed, but is not completely fielded. So, Brother Johnson is here
with all of the ships out in the Navy. Not all of the ships may be
completely fitted with a fix. But those that are going to war will
be fitted. What you are seeing here of that differential is the dif-
ference between: we know the software works. We know it works
when it is installed, but it isn’t in every single ship, for example.
Or it is not every piece of equipment. As you can see, it narrows
down and gets smaller.

By the end of the year, we will have six systems that are not
going to be year 2000 compliant out of the 2,300. In those six, the
fix is done. It is just a fielding issue. The ship may not go to sea
for another 14 months. So this is just an example of it’s fixed, not
fielded. But it doesn’t matter. OK?
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As you can see, we will by March have 93 percent of the systems
fixed. What I would like to do is to show three followup charts that
illustrate how we are tracking individually.

Let us go first to the Army.

[Chart shown.]

Mr. HAMRE. First of all, the bar when it is red, it is still being
fixed. When it is green, it is fixed but is still being fielded. So as
you see, the top three systems will all be fixed. They will be fixed
by the summer. It just takes virtually a day to get it installed. It
does not take any time.

For the systems below that, as you can see, there tends be a
longer implementation period. But in each case, we have got the fix
largely in hand and it is just being fielded.

Now these are the 10 most important systems out of the Army.
There are 24 all together that are not fixed right now. These are
the 10 most important. We are tracking every one of them. We
have got witnesses here that know every single fix, down to where
the electrons go. So if you want to ask any questions about them,
we can.

Mr. HorN. I understand from staff that we don’t have these
charts.

Mr. HAMRE. Be glad to give them to you.

Mr. HORN. I would like them put in the record at each part of
your presentation. I realize your color charts are way ahead of the
congressional and GPO charts. We have a little problem distin-
guishing green and red. It is always in versions of black.

Mr. HAMRE. I understand. We will annotate them. Could we go
b}?ck to the previous chart? I just wanted to make a point on some-
thing.

Mr. Chairman, in your opening statement you said that we were
reporting 81 percent fixed, but the report that you got from OMB
said that we were only 62 percent fixed, or something like that. I
will tell you what the problem is. It is a useless reporting require-
ment that is not doing anyone any good. We submit these reports.
They are a couple of months late by the time it goes through all
the building and writing a thick, darn report. Our preference would
be to have your staff come over and sit in on our monthly sessions.
You can see the data the day we do it.

Mr. HorN. I think some of them have.

Mr. HAMRE. Instead of us generating a report that is 2 months
late and does not give you information and just confuses you,
thinking that we are slipping back, I would rather have you there
looking at the stuff we are looking at. It would make a lot more
sense.

Mr. HorN. I will take your invitation up. We have had staff in
your meetings.

Mr. HAMRE. Yes, on several of them. We would be glad to have
them attend our monthly meetings. It would be great.

That is where we are today, 81 percent. We will be at 93 percent.
We will make 100 percent.

OK, let’s go two down to the Navy charts, if we could.

[Chart shown.]

Mr. HAMRE. Same situation, where we are showing you the 10
most important. In this case, as you see, largely it is a fielding
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issue. If it is a long, green bar, it is largely a fielding issue. In very
few cases, for example the backup mission planning system for
Navy SpaceCom, is one that is late. It is a backup system. It is not
our primary control system for our satellites.

OK, next chart. Let’s go to the Marine Corps.

[Chart shown.]

Mr. HAMRE. Only three systems. The thin red line. You know
they don’t have much, but they are getting it fixed. It is going to
be just fine.

OK, next chart, Air Force.

[Chart shown.]

Mr. HAMRE. Air Force is doing very well. As you can see, it is
largely fielding questions and will easily be done. Mrs. Morella
mentioned GPS, or Mrs. Biggert mentioned GPS. GPS will be fixed.
We have a somewhat additional, different problem. There is a thing
called the “end of week” problem that occurs this fall which we
have fixed. The satellites are fixed. The ground stations are fixed.
The Government-licensed receivers are fixed. But if people have
made a non-licensed receiver, they may have problems. We have
been trying to advertise this because it is an important technical
detail associated just with the GPS system. But we will be ready.
Any war machine will be ready for it. Again, we would be glad to
go into any of the details behind any of these.

Here is where we are with nuclear command and control sys-
tems. As you can see, the green bar is where it is completed and
totally fixed. The yellow is where it is completed and not com-
pletely fielded. As you can see here, by the end of March we are
going to have all but 12 systems completed, some in some various
phase of fielding. This is absolutely everything. This is from the
early warning satellites, to the radars, to the command and control
displays at NORAD here in town, down to the mission planning
systems for the nuclear systems, down to the stewardship custodial
systems that we have for individual warheads. Everything is being
tracked. We will be done and fully tested by the last quarter of the
fiscal year. There is no risk that the Department of Defense cannot
manage and control its nuclear weapons.

OK, next chart.

[Chart shown.]

Mr. HAMRE. I just would like to take a moment to explain. There
is a proposal that we have made to our counterparts in Russia. We
are not worried about their control over their nuclear weapons.
This is a country and a government that has emphasized control
over everything else. We are absolutely convinced that there will
be positive control over nuclear assets. We are less optimistic that
their early warning systems will function. We don’t think the early
warning systems are all of a sudden going to show satellite tracks
of attacking warheads or anything like that. We don’t know how
you would go from a computer glitch to trajectories of an attack
profile. We don’t think that will happen.

But it is possible that computer screens could go blank or could
be interrupted. In this world, we are not interested in having a lot
of confusion and doubt. So we have approached our counterparts in
Russia and have invited them to join us in a center for Y2K stra-
tegic stability. We will have an early warning center. We modeled
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this after the air traffic control center that we operated in Berlin
for 25 years.

For 25 years, when Berlin was still a divided city, the United
States, Russia, France and the United Kingdom jointly operated an
air traffic control center so that there would not be any confusion
in people’s minds about aircraft coming in. Every airplane had to
be logged in advance. There were coordination procedures. We felt
that the best thing to do was to do that together in one room. That
is our model for this. We will be ready this fall. We will be ready
in the last quarter. We have invited our counterparts from Russia
to come over and join us at the center. They will have their own
communication links so they can get back home secure, on their
own. They can look at our machines just in case there is any dis-
ruption that they might have. We think that this is an important
contribution to stability. This is something that we are pursuing
quite aggressively.

Mr. HorN. I would agree with you. Have you had a reception of
this that is positive?

Mr. HAMRE. Sir, yes, we have. There has obviously been a bit of
concern by both parties. You know, we are anxious to have them
join us. We have to do it in a way where they cannot look back up
our system and determine what the configuration of our system is
like and any vulnerabilities it might have. Similarly, they are al-
ways apprehensive that this is somehow a plot, you know. We are
going to spy on them or something. So there is a natural reticence
that always comes when we approach things like this.

We just had a team over, I think it was a week ago. They had
very good discussions. There are going to be followup discussions,
I think, next month. We have been talking with them more widely
about year 2000. Mr. Money can describe that to you because of our
efforts with them. But I think that we have received a good re-
sponse. I rather think this is going to happen. I think it is a con-
fidence-building measure that both parties understand and think
would be important. I might say that I think we are prepared to
offer this to other countries too, if we feel that we need to provide
a reassuring environment.

Mr. HorN. Well, that was going to be my next question. What
about some of the nuclear countries that are not too cooperative
with us?

Mr. HAMRE. I think our view is that this is a stabilizing contribu-
tion that would be useful to others. We of course have to work this
out collaboratively. We are open to discussing that with people.
There are no impediments on our side to wanting to talk to people
about that.

OK, let’s go to the next chart.

[Chart shown.]

Mr. HAMRE. I'll break this down. This is just general timelines.
There is no real precision to it. The axis at the bottom shows you
the dates. We started the remediation some time back. It will con-
tinue right up until probably November. I think some of the last
systems do not field until probably November. There has been con-
tingency planning going on along at the same time. Every one of
these systems has to have a contingency plan if there is failure.
These are the gents at the table here that are the individuals re-
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i%ponsible for developing those contingency plans, if we have prob-
ems.

Operational testing has begun. As a matter of fact, I will ask Ad-
miral Willard to describe a test that he just observed out at our
Southern Command. I would ask your permission, Mr. Chairman,
for Colonel Smith to give a brief report on the test we just did at
NORAD, both in December and just last week, to give you a sense
of what the operational testing environment is like.

We have designated the Y2K operations period from I think it is
September 1st through March 31st. There will be a special com-
mand and control, as it were, over our systems for that period. I
will describe the significance of that by going to the next chart.

[Chart shown.]

Mr. HAMRE. What you see here are test periods. Again, the axis
on the top shows you the months of the year. On the vertical axis
is our various military war fighting command. So, USACOM is the
Atlantic command. There is a Central Command, the European
Command, the Pacific Command, Forces Korea, all of our CINCs.
What the Secretary did was he said, “This is a war fighting issue.
Are we going to be able to defend the country or not? I am going
to put the CINCs in charge of testing, because they are going to
have to live with the results.” The first sense of discipline in the
system was to say that we were not going to take anybody’s word
except for the guys that are going to live or die if it does not work.

We put the CINCs in charge of testing. These are the test win-
dows. We are going to just discuss one of them when I ask Colonel
Smith to do it, down where you see where it says “NORAD,” the
third up from the bottom. There were some tests that were done
back in December. He has just done some tests in February and
I will ask him to give a brief description. We are doing literally
hundreds of tests. This is the most sophisticated testing environ-
ment that has been established, I think, in the Department to
prove out that this stuff works.

Let me go to the next chart.

[Chart shown.]

Mr. HAMRE. This shows you the testing that is being done in
functional areas, not just the war fighting systems. Now let me go
down in, for example, Finance. I used to be the Comptroller, so I
was concerned about this. An example of what we are doing in Fi-
nance is that we are doing an end-to-end test where the payroll
clerk will leave an earning statement for an individual and will see
that those electrons get over to the Defense Finance and Account-
ing Service to authorize payment. That will go to the Federal Re-
serve, which will take the electrons and pass them to the banking
system. The banking system will route them to a correspondent
bank, the correspondent bank into the service member bank. Then
we will see if all of the accounts clear.

That is the kind of end-to-end testing that we are doing, for ex-
ample, in the finance world. We are doing that kind of end-to-end
testing in each one of these areas. It is very extensive testing going
on here for the next 4 to 6 months. Now, generally, you will see
blocks. Some of them are designated as backup blocks in case we
uncover some problems. So far, what you will see is that the test-
ing has gone fairly well. In other words, the test fixes that we iden-
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tified when we did the systems tests and proved in the systems
tests have carried over to the end-to-end tests. That has largely
been our experience.

We have also found that in the systems tests that some of the
commercial products that we have been given that were told were
fixed, really were not fixed. We were able to quickly identify what
the problems were. This kind of a rigorous test environment is let-
ting us get on top of the problem and be able to get things turned
around very quickly.

Before we go to the next thing, I wonder if I could just ask Admi-
ral Willard to talk briefly about his experiences he just had watch-
ing the SOUTHCOM test.

Admiral WILLARD. Good morning, sir. I would like to talk about
a test that was conducted by the Commander in Chief (CINC) of
Southern Command (Southcom) and it had to do with their mission
in performing counternarcotics operations. Specifically in support of
that mission, they were examining their ability to detect, track,
and monitor both aircraft and vessels on the sea, as well as source-
zone targets in the countries of South America. They examined
their abilities to hand off to their joint counterparts, as well. It was
a collaborative effort between headquarters of SOUTHCOM and
the interagency task forces that exist to support counternarcotics
operations radar site, as well as aircraft and ships at sea that were
participating in the exercise.

In all, they tested over 30 systems, of which 24 in the architec-
ture included clocks or date functions. They encountered no hard
failures in any of their systems. They encountered one, what they
termed a “soft failure,” that was year 2000 related, having to do
with a message handling system and specifically, an archive func-
tion of the message handling system. Though it did not impact
their operations, it was nonetheless considered a Y2K minor fail-
ure. They also uncovered a couple of other systems failures that
were not associated with the year 2000 but, interestingly, were
date functions within all of the systems, whether they had Y2K re-
lated clocks or not. So they were uncovering a good deal about
themselves.

They published some very good lessons learned that we are shar-
ing with the other commanders in chief, the unified commanders,
who are readying for their own operations evaluations. Also, in
their preliminary report, they reported a number of ancillary bene-
fits that they have derived from this entire process: a better under-
standing of their own architectures; a better understanding of how
they interact with their supporting agencies; in fact, a better un-
derstanding of their entire mission area. We are finding that we
not only derive benefits in terms of our confidence level and our
ability to deal with the year 2000 issue, but we are deriving a num-
ber of other departmental benefits, as well.

Mr. HORN. Well, I am delighted to hear that because I have vis-
ited the Southern Command about 2 or 3 years ago, and watched
what they have been doing on narcotics. I was very impressed with
the coordination that has finally been occurring over the last few
years among all relevant agencies.

Have we still got so many flights ending up over the waters of
Puerto Rico that we had 3 years ago? It is really unbelievable.
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Admiral WILLARD. The answer to that is, yes, sir. We are con-
tinuing to be successful.

Mr. HORN. I am impressed by that end-to-end testing. I think
that has been our worry from day one. I agree with you completely.
This ought to be an exercise which cleans up the management flow-
through of decisionmaking and other things. Get rid of some and
keep the others. I hope that exercise has been just what you say
it is in other commands.

Mr. HAMRE. Sir, we will give you an example of that just shortly.
If I might go to, I think this is the last chart.

[Chart shown.]

Mr. HAMRE. I would like to explain something. We are shifting
over our focus. By the way, I agree with what Jack Brock said to
you. We do need to shift our focus from systems now to functional
agencies. I think we are doing that. I will be glad to sit down with
Jack to figure out if there are some things we need to improve in
our process. I think that is the right focus.

I would like to shift and conclude here by saying if there are
going to be problems, the Department of Defense is going to get
asked to try to help remediate them here in the United States.

FEMA doesn’t have its own helicopters. We have helicopters.
When there is flooding, they ask us to show up and do the relief
activity. If there are hurricanes that come ashore, we are the ones
that set up the tent cities and pump the clean water and deliver
food. So we know we are going to be called to respond if there are
problems in the United States.

We also know that we have to have a process where we do not
respond and put at risk our ability to fight a war if we have to.
So we have developed a system of priorities. The Secretary has ap-
proved this. We can allocate our resources, at least think about
them in a rational manner, when we are responding to the con-
sequences. Our first priority is to fight and win a war, if we have
to.

First of all, any unit, right now, its day-to-day mission is to carry
out an on-going military operation, to carry out on-going intel-
ligence operations, to protect and support the national command
authorities, to do those kind of “survival of the Nation” functions.
Any unit that is assigned to do that may not divert its resources
to anybody for anything, without getting the permission of the Sec-
retary of Defense. That is priority No. 1.

Priority No. 2 is any organization that is an early deployer for
a war, if we have to get involved, and by this we mean within the
first 60 days, we will let that unit commander help out locally. But
they may not consume material, resources, and supplies that can-
not be recovered within 60 days, without getting the permission of
the chairman of the Joint Chiefs. We are not going to compromise
or sacrifice our ability to get ready to deploy for a major war if we
have to.

After that, all commanders are authorized to make resources
available to help out locally. There is going to have to be some ra-
tionalization process. We think that the next most important thing
is, priority No. 3, supporting our sister agencies in the Federal
Government. We don’t want to have a problem with the Federal
penitentiaries. I am not forecasting there will be, but that is clearly
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an area where we are going to be helpful if we are asked to be
helpful. We want to help our brethren in the Customs Service if
something comes up in the FAA.

Let me give an example. We have the ability in the Department
of Defense, of course, to set up our own air traffic control. When
we send a deployment, for example, to Bosnia, we don’t necessarily
trust the local air traffic control system. So we set up our own,
complete with air traffic control towers and radars, approach ra-
dars, et cetera. We can do that for several dozen locations at once.
If we have problems here in the United States, we are prepared to
help set up air traffic control. But we need to know that we are
not going to do that and put at risk our ability to support a war
plan. It is that sort of rationalizing of scarce resources so that we
can make sure we can do it without jeopardizing our primary mis-
sion. That is the purpose of this process.

Mr. HORN. Has the FAA Administrator or the Secretary of Trans-
portation asked for help?

Mr. HAMRE. Sir, no, they haven’t. Everything we hear, and again
I am taking my knowledge from talking in detail with John
Koskinen, and John sits in with our monthly sessions, that we
think they are going to be OK. There could be some problems with
regional airports, more at the local level. We don’t know that yet.
I know that that is very much what they are turning their focus
to.

Again, we are saying that we have assets. We will support. We
will provide the supporting activity for the rest of the Government.
We are first going to have a process to make sure that we can af-
ford to do that from our primary war fighting mission.

Mr. HOrRN. Well after this hearing is over, I am going to phone
up and see why they aren’t calling you, because they should.

Mr. HAMRE. Well, sir, I think our preference would be is that we
do this together through the process John Koskinen has set up for
the Federal Government, rather than them just call us directly. Of
course they can call and we would be glad to respond. We would
like to have it in a coordinated manner through John. John is
doing a terrific job. We think that mechanism could work and could
work fairly well.

OK, I think that here is where we are. We will be ready on Janu-
ary lst. As I said, there are only six systems, and they are not cru-
cial for going to war because the systems are not going to be going
to war. Our war fighters are responsible for testing. So if there is
a problem with the guys that are going into combat, they have a
responsibility for telling us we have a problem. There are contin-
gency plans in place for every one of these systems.

Infidelity. This was one of those issues we worked earlier in the
year. I know the fidelity was less than it should have been earlier.
I think it has improved. I will have to rely on some continuing
input from the IG and GAO to help us identify that. We are very
open to doing it. The nuclear command and control system is fixed,
or is going to be fixed. It is going to be very scrupulously and rigor-
ously tested. We are prepared to support domestic activity and
overseas activity, if necessary. We are going to have to do that in
a very disciplined way. We have got lots of assets, but we don’t
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have anything close enough to cover it if it is a very, very wide-
spread problem.

Now, sir, with your permission I would like to ask Colonel Smith
to give you a summary of the testing that we did, one of those little
boxes. This was the little box that we did out at NORAD. It was
really the first, lead sophisticated testing. If I could indulge the
committee to take this briefing right now.

[The prepared statement of Mr. Hamre follows:]
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Introduction

Thank you Mr. Chairman and members of the Committee. I am honored to be here. I am
pleased to have the opportunity te discuss the potential impact of the Year 2000 problem on the
Department of Defense again this year. Iam also pleased to report that DoD will continue
operations and maintain military readiness before, during, and after 1 January 2000. Today I
would like to review briefly how the Y2K problem affects the Department of Defense,
summarize our efforts in 1998, highlight our plans for 1999, and finaily, outline how our work on
Y2K will affect future DoD information technology operations,

The Y2K Problem

I'think by now everyone is familiar with the origin of the Year 2000 problem. In the
1950’ and 1960’s, computer programmers, in order to reduce the need for expensive computer
memory, developed the convention of storing dates using only two digits for the year, assuming
that the software would be replaced long before the Year 2000. However, the silicon chip and
our dependence on computer software have become so pervasive that legacy systems rarely were
replaced; they just grew. The Year 2000 problem affects four aspects of computer systems:
software, hardware, firmware. and embedded chips.

The Year 2000 problem is an especially large, complex, and insidious threat for the
Department of Defense. We are an organization with roughly the population of metropolitan
Washington D.C.; the complexity of a small nation; the resources to sustain a global reach; and
an information infrastructure that relies heavily on old, legacy computer systems. The Y2K
problem is particularly critical because of DoD's dependence on computers and information
technotogy for its military advantage. The Department of Defense helped nurture the computer
industry, but now we must deal with the difficulties generated by retaining legacy systems.

As you know, of all the Departments in the Federal Government, DoD has the largest
number of computer systems. These are not simply weapons systems, the category best prepared
for Year 2000, but command and control systems, satellite systems, the Global Positioning
System, highly specialized inventory management and transportation management systems,
medical equipment. and important systems for payment and personnel records. The complexity
of DoD operations results in an enormous scope. variety and number of information technology
systems, all potentially vuinerable 1o the Y2K problem.

As of the 8th Quarterly Report to the Office of Management and Budget, DoD has
approximately 9.900 systems, of which 23 percent (or approximately 2,300) are active mission
critical systems. DoD also operates over 600 military bases, which are much like small towns,
where the infrastructure is also vulnerable to Year 2000 problems. Due to our extensive reliance
on information technology systems, there arc scvere consequences for not meeting deadlines for
YK preparedness. As a result, DoD spent much of last year getting its act together on fixing
systems.
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DoD’s 1988 Focus — Fixing Systems

As 1 testified last June, we spent much of 1998 getting a management structure and
strategy in place to focus DoD efforts on Y2K. I'd like to review our management efforts and
then go over our progress towards Y2K compliance through the end of 1998.

Management Focus

Qur management efforts last year were focused on four key enablers: publishing a DoD
Management Plan for Y2K, implementing effective management oversight, making Y2K a Chief
Executive Officer (CEO) problem rather than a Chief Information Officer (CIO) problem, and
getting accurate reporting mechanisms in place.

DoD Y2K Management Plan

We developed and published a DoD management plan that specified responsibilities for
fixing Y2K probiems and outlined DoD use of the five-phase OMB process for attaining Y2K
compliance for systems. We also made somne key decisions about how to track “systems” at the
Departmental level as well as categorizing systems as either Mission Critical, Mission Essential,
or Non-Mission Critical. This categorization was initially done by information technology
specialists on CIO staffs and provided an initial screening and prioritization mechanism.
Through the last quarter of 1998, that list was reviewed and scrubbed by CEO staffs and became
& much more reliable management tool.

Effective Senior Management Oversight

Every month I chair a DoD Y2K Steering Committee meeting to review our progress
toward achieving readiness for Y2K. Senior leaders from across DoD attend, to include Service
Under Secretaries and Vice Chiefs, Principal Staff Assistants (PSAs) from the O8D staff, and
department and defense agency CIOs. These meetings provide & corporate assessment of
collective progress, a mechanism to address key management issues, and a mean to reinforce that
¥2K is a CEO problem, not a CIO problem.

CEQ Involvement

The key event in energizing the Deparntment’s CEOs was publication of Secretary
Cohen's 7 August 1998 memorandum. This document firmly fixed responsibility for ensuring
DoD'’s capability to continue operations regardless of the Y2K problem on the shoulders of the
Department’s CEO leadership. In addition, on 24 August 1998, ] issued a memorandum that
further specified responsibilities for testing of functional capabilities, certification of systems,
and verification activities among the Chairman of the Joint Chiefs of Staff (CJCS),
Commanders-in-Chief (CINCs), PSAs, Defense Agencies, and Services. A key element of our
ability to track progress in these areas was implementation of a common DoD database of
systems.

Accurate Reporting Mechanisms

As has been frequently noted in many reports. DoD had to work hard 1o establish a stable
baseline and list of systems against which to measure progress. Based on some extremely hard
work by people throughout Do), we have significantly improved our ability to track Y2K
compliance from a single authoritative datab The culmination of those efforts is captured in
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the reports on our progress contained below. We are pretty much “there” in getting our reporting
mechanisms sorted out. Some additional work remains to be completed to ensure we can
accurately capture the results of our testing and evaluation efforts taking place this year.

Progress Report

Through much of 1998, DoD's engagement in Y2K preparations was extensively
documented in numerous reports. We have made significant progress from our former ‘Tier
One’ agency rating. I'd like to quickly review our progress against our original plan, where we
are and pian to be on key milestones, and finally, talk about our nuclear systems.

Our Plan and The Results

The Department has made steady progress in Y2K compliance for mission critical
systems. Figure | (below) summarizes DoD’s actual progress against our October projections.
DoD showed significant improvement during the last quarter as we approached our self-imposed
deadline of 31 December for mission critical systems.

Y2K Mission Critical System Plan
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Figure 1 DoD Y2K Compliance Forecasts and Results

Status at Key Dates

As you can see from Figure 2 (below). on 31 December 1998, 81% of our systems were
validated as being Y2K. Of that 81%. approximately 8% were still in the process of being
fielded. In addition, DoD forecasts that approximately 93% will be fixed by the OMB deadline
of 31 March 1999. Of that 93%, approximately 4% require further fielding beyond that date.
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For systems that did not meet our internal DoD deadline or will not meet the OMB deadline, we
have implemented an exceptional measure of management focus and oversight. The status and
impact of systems that slip or will be compieted after 31 March 1999 are briefed to me at each
Steering Committee meeting. While it is impossible to prevent all slippage, we are working hard
fo ensure every system that can be completed in time for CINC, PSA, or Service testing and
evaluation makes its target date. Systems that continue to slip may have development and
fielding efforts frozen, particularly if intended to replace an already compliant system.

Y2K Mission Critical System Plan
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Flgure 2 Do) Status at Key Milestones

Nuclear Systems .

T would also like to take this opportunity 10 state unequivocally that our nuclear command
and control system has been thoroughly tested and has performed superbly. We will continue to
further test and evaluate our systems involved in this most important function as our highest
priority. Later I will discuss our efforts with other nations in this sensitive area.

DoD’s Leadership Focus for 1999 — Ensuring Mission Capability

In early January of this year, we held 3 daylong meeting to review the results of our
efforts to fix systems in 1998. There are still important efforts 1o be made in getting all systems
Y2K compliant, particularly by the 31 March 1999 OMB deadline for mission critical systems.
Our management efforts in 1999, however. are shifting to end-to-end evaluations of functional
capabilities, contingency plan prep n and testing, and preparing for Y2K operations in the
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period surrounding the millennium change. As shown in Figure 3 below, this year our focus will
be m the following areas:

Evaluation and testing of our mission and functional capabilities

Preparation and testing of contingency and continuity of operations plans

Preparing our leadership for Y2K situation decision making

Supporting others in preparing for Y2K

¢ & o o »

o lanni andoperanonal reporting

" L ¥

Major DeD YZK Acmuties

Remediation

Contmgency Planning

Operational Testing -

Consequence Support Plannmg

Y2K Operahons
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Figure 3 - Major DoD Y2K Activities in 1999

Evaiuation and Testing of Capabilities

Qurcffons this year are principally focused on improving our confidence in the
Dep: 's ability to continue to execute the National Military Strategy. DoD has already
completed initial testing of most individual systems and their immediate interfaces. In 1999, the
*Year of Testing,” DoD> will raise the standard. We will concentrate on complex, real-world end-
to-end testing of DoD “business functions™ and Warfighter missions — the things that we do in
carrying out the national military strawegy, '

During 1999 we will test everything from paying service members to exercising vital
command and control capabilities from “sensor to shooter.™ This will involve a “thin line



73

thread” or “skein” of systems that must operate in concert in order to perform a function. Testing
in this manner is as complex as going to war and, therefore, involves all areas of the Department
of Defense: the Services, the functional areas overseen by the Principal Staff Assistants of the
Office of the Secretary of Defense, and the CINCs.

Qur evaluation and testing efforts will generally follow a pattern of increasing scope and
complexity. Therefore, the Services wiil be expected to test the Y2K performance of specific
weapons systems before the PSAs perform end-to-end supplier capability tests. Finally, the
CINCs, the Warfighters, have each selected among their own unique missions to devise real-
world operational evaluations {o exercise various warfighting missions.

The aumber and complexity of testing and evaluation efforts is managed in
synchronization sessions co-chaired by members of OSD and the Joint Staff. The DoD Inspector
General provides oversight and another review to search for holes in our evaluation program.
Finally, the GAO and the OMB provide a review by external auditors. The number of activities,
finite amount of key resources (particularly testing experts and time) and demands of real world
day-to-day operations have forced an iterative and highly centralized deconfliction of our
evaluation pian.

The key events in our evaluation plan are CINC Operational Evaluations, PSA functional
end-to-end evaluations, and Service end-te-end and integration testing.

Operational Readiness Evaluations

We are using the Department’s Warfighters, the CINCs, to evaluate operational readiness
to conduct operations unaffected by the Y2K problem. The Fiscal Year 1999 Defense
Authorization and Appropriations Acts require us to conduct at least 25 operational evaluations
with each unified or specified commander conducting at least 2 exercises. We exceed those
requirements and, as shown in Figure 4 (below), have 31 CINC opers ons already
scheduled.

om “sensor-io-
results from the
ng th

Cur approach has been to validate the complete warfighting proc
shooter” using the significant dates specifiad by the GAO Tesiing G

T

three slready conducted confiom that this kind of evaluation is essem e
additional assurance that our systems will remain operational over the s date change.
in addition to the CINC Operational Evaluntions, CICS is het es of

Centingency Assessments of our ability to execute warfighting operations that will be discussed
B AL

later under “Leadership Preparation for Decision-Making.”
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~ Operational Evaluations
Calendar Year 1999
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Figure 4 DoD Comb [« ¢ Operational Evaluation Activities in 1999
Functional End-to-End Evaluations
We are using the Dep ‘s Busi Process Managers ~ the Functional Proponents —
to evaluate our ability to continue core support functions despite Y2K. Each of our functional
process owners, logistics, finance, communications, intelligence, personnel, medical and others
will conduct end-to-end evaluations of their core business functions as shown in Figure 5 below.

In some functional areas. particularly logistics, the Services are conducting end-to-end
evaluations of their interrial functional systems prior to 2 DoD-wide functional evaluation. These
tests are in addition to the CINC operational evaluations and include, in many cases,
organizations and systems outside of DoD.
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- Functional End to End Evaluations
Calendar Year 1999
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Figure 5 - DoD Functional End-to-End Evaluations in 1999

Integration Testing

Service integration testing will fix responsibility with the Department’s System’s owners
- the Military Departments - to ensure continued functioning of other key processes that allow
for Title 10 functions of organizing. training. and equipping our forces. This testing is over and
above the five-phase OMB process each individual system must complete to be certified as Y2K
compliant.

The Services’ testing is critical to the ability of the CINC Service Components to carry
out their parts of the CINC warfighting plans. Service testing provides a useful foundation prior
to more complex, real-world CINC operational evaluations. The successful testing of several
weapons’ systems (Kiowa, Apache. Hellfire, and Multiple Launch Rocket System) at White
Sands, New Mexico. for example. provided an excellent basis for future CINC operational
evaluations. The testing conducted by the Military Departments is in addition to CINC
operational evaluations and functional proponent end-to-end testing. These tests are the third
method we are using to ensure depantmental compliance with the evaluation requirements
contained in the Defense Authorization and Appropriations Acts. Those Acts specify “all
mission critical systems that are expected to be used if the Ammed Forces are involved in a
conflict in a major theater of war are tested in al least two exercises.”
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Finally, OSD and the Joint Staff are working together to develop a configuration
management plan to ensure we maintain the hard won confidence in our systems that will result
from this comprehensive series of evaluations. While still under development, the underlying
tenet is a coordinated approach to configuration control involving the CINCs, PSAs, Services,
and the OSD and Joint Staff.

In summary, we have the largest and most comprehensive evaluation plan in the
Department’s history, and we are continuing to work on refining our pians and improve the
overall evaluation of core DoD functions. This plan will significantly improve our level of
confidence in our ability to carry on operations despite Y2K. While these extensive efforts will
mitigate our risk, the interconnectedness of everything guaraniees that Y2K will have an impact
on DoD. To deal with this reality, we must focus on realistic contingency planning and
continuity of operations planning.

System/Operational Contingency Planning

Contingency planning is a normal aspect of DoD operations. What we are doing is
applying our experience to the special case generated by the Y2K problem. The key elements of
our contingency planning effort involve common guidance, focusing on core missions and
functions, an adequate management oversight structure, and DoD engagement with other
agencies and activities.

Common Guidance

Using the GAO guidelines, we have published DoD policy and guidance that requires
every system, mission, and function owner to develop and test contingency and continuity of
operations plans.

Qur efforts 2t managing the individual component Contingency Planning activities arg
designed to ensure the Department as 2 whole can accomplish the eclectic and myriad rhissions
assigned. To ensuse that these pluns are adequate, oversight responsibility for these plans is
delegated to the Joint Staff for the CINCs and to the PSAs for ali other plans.

Focus on Core Missions and Functions
& key part of our planning process is a focus on core missions and functions. We are
using the CINCs to manage our core warfighting missions and the PSAs and Military
epartments to manage the core support functions,

Warfighting capability is the domain of the CICS and the CINCs. The CJCS and CINCs
use the Universal Joint Task List (UFTL) to hierarchicaliy group critical activities involved in
execution of CINC Operational Plans. UJTL tasks are apportioned across the CINCs for
evaluation during operational evaluations of “Thin-Line Threads” or core missions and
functions. I systems on the “thin line thread™ have not yet completed the YZK compliance
process, the sysiem contingency plan is used.

Enterprise-wide support is the domatn of the PSAs. Each core business function has
internally derived “mission critical” capabilities that must execute to accomplish the DoD
mission. Logistics, transportation, medical services, finance, procurement, supply, and a host of
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other proponents are charged with assessing vuinerability and interdependencies and developing
Contingency Plans to quickly restore services or otherwise accomplish the mission.

Core missions and capabilities not addressed by the CINCs or PSAs are bridged by Y2K
Contingency Plans developed by the various combatant activities charged with those missions.
For example, Title 10 Service missions address “training, organizing, and equipping” the
constituent components. Each Military Departraent has a series of business activities with core
missions and functions that serve this crucial need.

In summary, through a designed overiap of individual system contingency plans, CINC
warfighting contingency plans, PSA functional contingency plans, and Military Department
mission and functional contingency plans DoD achieves an overall coliective organizational
contingency plan.

Effective Management Oversight

To ensure that oversight is executed with a common standard, the OSD Y2K Program
Office is conducting a workshop on oversight activities. The target audience is senior Service,
Joint Staff, and PSA g2 and contingency pl and other oversight organizations
such as the DoD IG. We will generate questions and emphasis areas for management oversight
for use on subordinate Service. Command, and Agency activities.

The OSD Y2K Program office has conducted several workshops for Service, Command,
and Agency contingency planners detailing proven methodologies for developing viable systems
and operational contmgency plans. Content of these workshops includes risk assessment
techniques, interdep y g value-chain analysis, and the top 100 questions a
world-class contingency planner must ask/answer to assure organizational Y2K readiness.
Workshop plans in progress include comcnt dcvelopmem on “zero-day” response, preparations
and sk mitigation gies © diately before potential date outages to prepare
organizations for the roffover.

DoD Involvement with Others

Finally, DoD is engaged with external organizations for systems and operational
contingency planning. OSD is decisively engaged in developing an understanding of the
demands that might be placed upon the Department of Defense as a result of Y2K induced
disruptions in the US infrastructure. We are working closely with the White House, the National
Security Council, Federal Emergency Management Agency, and a variety of other organizations
to achieve a balance between DoD mission requirements and support to others. Do} must be
able to assure operational readi to react to chail to US National Securty while at the
same time assisting the Nation in such a fashion as may be necessary to negate disruptions to the
domestic infrastructure. This Intra-Governmental Contingency Planning is ongoing and likely to
continue up to and through 1 Yanuary 2000

Each system, function, and business process owner in Dol is responsible for developing,
testing, and refining contingency and continuity of operations plans that ensure DoD can carry
out its mission regardless of Y2K. Many of these plans will be exercised during the spectrum of
DoD evaluation activities that will occupy us for most of the 2° and 3™ calendar quarter. Certain
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common elements in many activity contingency plans highlighted the need for special efforts to
prepare decision-makers for potential Y2K situations.

Leadership Preparation for Decision-Kaking

There are two major activities in preparing DoD leadership for dealing with Y2K, Table
Top Exercises and the CICS-Sponsored Exercise POSITIVE RESPONSE Y2K (PRY2K).
Table Top Exercises

We announced the DoD plan for preparing the DoD leadership for the impact of Y2K on
national security in an 8 December 1998 memorandum titled, “Parnticipation in Department of
Defense and National Level Year 2000 Table Top Exercises.” The memorandum outlines the
exercise activities that will be conducted at the defense and national level, These exercises will
expose the participants to a reasonably worst case scenario induced by potential Y2K failures.
These activities will enhance participants' understanding of potential Y2K impacts on national
security; assist in the develop of policy reco dations; provide continuing impetus o
accelerate progress on fixing Y2K systems problems: and facilitate effective contingency
planning. The four-part program includes:

¢ Asetof three functionaily oriented one-day policy seminars held in November and
December that identified some 70-80 policy-level issues that formed the foundation
for further Table Top Exercise activities.

¢ Adaylong Table Top Exercise policy workshop held on 30 January. Participants
represented the key decision-makers of DoD (10 include myself), the State
Department, Federal Emergency Management Agency (FEMA), the President’s Y2K
Coordinator, and cc ional staffers.

¢ A DoD Defense/National Security game planned for April and to be completed prior
to the national level exercise, The DoD game will focus on policy and crisis
management in response o a national security emergency. The DoD senior
leadership will fully participate, including myself. the Vice-Chairman, Joint Chiefs of
Staff, the Service Under Secretaries. the DoD CIO, and selected Principai Staff
Assistants and Directors of specified Defense Agencies. State Department and
FEMA participation is planned also.

&

¢ This activity will lead up 10 4 National-level Y2K Table Top Exercise in June. This
will be a White House Y2K office inter-agency exercise, supported jointly by DoD *
and FEMA,

POSITIVE RESPONSE Year 2000

In addition 1o Table Top Exercises, CICS is conducting exercise POSITIVE RESPONSE
Year 2000 (PRY2K). PRY2K is a senes of four command post exercises scheduled from
February to September 199% and is the first national level exercise conducted under conditions of
multiple Y2K mission critical system failures. PRY2K assesses the ability of DoD to respend
with timely decisions in a Y2K environment and focuses on the strategic national tasks of
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mobilization, deployment, employment. intelligence-surveillance-reconnaissance (ISR), and
sustainment.

This series of exercises is designed to achieve senior participation in and awareness of the
operationai impact of Y2K mission critical systems failure during the mobilization, deployment,
employment, and sustainment processes. The concept is to remove mission critical systems and
capabilities from play during the conduct of a robust warfighting scenario and then assess DoD
ability to respond with timely decisions. In addition, the exercises assess the ability of the
Services to execute operational contingency plans and to mitigate problems associated with
Y2K. Finally, senior members of the warfighting community will share lessons learned and
other vital information via secure videoteleconference (SVTC). The Secretary of Defense,

- CICS, Service Chiefs, and CINCs will participate in the SVTC following the exercise with a
goal of recommending a strategy to the National Command Authority to mitigate the impact of
mission critical systems failure.

To date, these leadership preparation events have already surfaced several interesting
issues and we are working on solutions. In many cases, the situations result from likely requests
for DoD assistance from other agencies and activities. Consequently, as this year progresses, we
will become increasingly involved in DoD support to others.

Supporting Others

The principal focus of our efforts this year to ensure cross-organizational awareness and
coordination necessary for continued operations across the millennium change within the
Department of Defense, Federal Government. allies and coalition partners. In compliance with
The President’s Council on Y2K and other guidance, DoD has been fully engaged in assisting
other activities in preparing for Y2K. including other federal sectors, the National Guard’s work
with the States. and our intemational partners and allies.

Federal Sector Outreach

The Department of Defense engages in critical functions or shares unique interests with
other Federal participants. We have engaged thirteen Federal Sector Outreach Working Groups
that cover the full spectrum of business activities, from Health Care to Emergency
Management/Disaster Response 1o Benefits Payments: and International Trade.

A good example of our outreach engagement has been in the Health Care sector where
DoD is the lead agent for the Federal Government in the area of biomedical equipment.

DoD biomedical equipment is currently 96 percent Y2K compliant. The remaining 4
percent will be compliant by Mar 31, 1999. "Biomedical” means instruments and equipment
typically found in a clinic, hospital, doctor's or dentist's office. As an example, some
electrocardiogram (EXG) machines have a date function that could be affected by Y2K. The
EKG equipment. however, records analog signals that are not date-dependent. Thus, the
equipment deals with dates only to tag the data.

DoD Health Affairs has taken the lead on verifying biomedical equipment compliance
along with a multi-agency federal working group consisting of the Army, Navy, Air Force,
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Veterans Affairs, Indian Health Service, the National Institutes of Health, and Public Health
Service. The group has collaborated with equipment manufactorers to develop a database of
compliance information for biomedical equipment used in the military heaith system.

In Dob and jation efforts for biomedical devices allow other
users access 1o up-to-date Y2K compliance information. This spares the other users the time and
expense of duplicating Y2K compliance assessment.

Another area of focus has been 10 ensure critical functions and services on our
installations will continue uninterrupted during and beyond the Year 2000. We sngage Y2K )
topics at the state and local level for the following five Federal Sectors: Police/Public SafetyfLaw

. Enforcement/Crirninal Justice Sector; Energy (Electric Power); Water Supply and Wastewater;
_ Waste Management; and the Fire and Emergency Services Sector. Qur goal is to identify all
dependencies outside DoD within the Federal, State and Local Governmients that affect the
Department’s ability to perform mission critical activities.

These efforts in ensuring our instaliations are supported during the millennium change
are also refated to the National Guard Bureau's efforts in preparing for Y2K.

Mational Guard Planning for Y2K

As part of its contingency planning, the National Guard Bureau will conduct a
communications exercise this summer 1o test its, the high frequency radio network from the
headquarters {o the 54 States, Teritories, and the District of Columbia. Success is measured by
the National Guard Bureau's abilily to communicate with all states simultaneously,

States have been asked by the National Guard Bureau to ensure they are capable of
performing their federal missions as elements of the Army and Air Force. The States are also
asked to ensure that they can answer the call of the respective Governors, sheuld a call be

quired. YZ2K compliance is as ial to a blizzard response, carthquake, flood or other
disaster as it is to meeting the Governor's potential call for Y2K related incidents, should they
oceur.

There are ro federul plans to mobifize/recall the National Guard, Each State Govemor
makes a determination on calling the Natiowa!l Guard based on the needs of the respective State.
Several States have indicated they will alent elements of the National Guard in case they are
needed. Some states (Washingion and Oregon, for example) already have concluded detailed
agresments regarding Notional Guard response during a Y2K induced emergency. Analertor
call to State Active Duty is a State prerogative.

These and other issues have been ruised during our intemal DoD) Table Top Exercises
thus far and may continue to surface in subsequent exercises. In addition to our focus on
operational within the United States, we have been working hard to engage with our intemational
partners and allies on the Y2K issue.
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International Outreach to Allies

Much of DoD’s effort to ensure mission capability is directed toward organizations
outside DoD. We are encouraging allies and partners to address the Y2K problem vigorously in
an effort to mitigate the potentially destabilizing effects of international Y2K disruptions. Where
there are mission critical dependencies we are working to ensure continuity of operations )
through systems remediation and development of contingency plans.

DoD’s extensive participation in international outreach efforts is another example of
foresight in consequence management and contingency planning cfforts. These initiatives can be
categorized in five areas: Remediation, Testing, Table Top Exercises, Consequence
Management, and International Outreach. The first four have already been mentioned and I'd
like to briefly summarize our efforts in the international arena.

Most of DoD’s international outreach efforts have focused on Allies, Partners, and threat
reduction efforts. Additionally, the DoD IG recently recommended increased involvement of the
Defense Security Cooperative Agency in Y2K Outreach to nations that purchase military
equipment via Foreign Military Sales. Other direct involvement is as follows:

Allies and Partners

¢ Participated in a NATO conference hosted by Ministry of Defence (MOD) United
. Kingdom in mid-November 1998 to continue planning for Y2K-related exercises and
contingency plans.

¢ Conducted follow-up visits to SHAPE headquarters in Belgium in November 1998,

¢ Participated in UN Y2K conference on 11 December 1998, to initiate contact with
nations strategic to U.S. National Security interests. Contacted delegations from 42
nations impacting DoD missions.

¢ Participated in conference of economically and strategically vital Pacific Rim hosted
by Australian government, 15-23 February 1999.

+ Panticipated in a follow-up conference with Canadian officials on Y2K lessons
leamned, Coming Challenges, and Mission Critical Systems Status in February 1999,

¢ Broadened Canadian-US Y2K working groups to include Mexico.

Threat Reduction
¢ Joint Staff visit on threat reduction issues to Russia and Belgium in January 1999.

¢ Follow up DoD visit to Russia and Belgium on Y2K Threat Reduction pians in
February 1999.

Our dialog and plans with Russia on the critical area of nuclear weapons command,
control, and communications and shared early warning are continuing. DoD has had limited
dialog with other nations, and question about the specific status of other nations should be
referred to the intelligence community.
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Our work with other Federal Agencies and international partners highlight the potentially
significant demands that might be place upon DoD as the millennium change draws nearer.
Consequently, we began centralized planning and management of certain key aspects of our
responses to large-scale events affecting the nation

Consequence Management Planning

The Department of Defense, working with other Federal Agencies on contingency and
continuity of operations planning, has recognized the potential for multiple competing demands
for scarce resources. We began “consequence management” planning several months ago to deal
with the elements common to most mission and function contingency plans. Major components
are: planning, request management, and operations and reporting during the millennium change
period.

At my direction, the Department has just completed a review of its posture for Y2K
Consequence Management. We formed an Integrated Process Team (IPT) consisting of
representatives from all elements of DoD, including the Joint Staff, PSAs, the Military
Department, and the Director of Military Support (DOMS). The IPT reviewed current guidance,
processes, and procedures for Military Support to Civil Authorities (MSCA), organizational
structures to support MSCA, processes and procedures for disaster response overseas, and
several other issues that could impact the ability of the DoD to execute both its military
responsibilities and provide MSCA. Recommendations fell in three major areas:

Planning

6 Public affairs planning and guidance. Deals with the problem of expectation
management. For example, what are reasonable expectations about what will occur
and what should our leaders be issuing to their subordinates about prudent
preparations.

¢ Intemational issues. such as Host Nation Suppornt. These efforts are an in confluence
with our International Outreach efforts and also relate to our installations overseas
and their support from local communities.

Request Management
¢ Resource visibility and allocation. We are in the process of refining the list of assets
that have utility in MSCA within DoD. Because Y2K is a special case of MSCA in
that many concurrent emergencies may occur, special procedures may be required to
ensure the most effective use of these resources.

¢ Personnel policies. Personnel turbulence and rotation are common issues, particularly
with DoD’s military population. We are trying to hammer out workable policies that
ensure continuity of key personnel over the millennium event.

Operations and Reporting

¢ Developing the common lexicon and operational picture. This is an issue within the
Federal Government that has major implications for DoD’s normal reporting
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procedures and formats. We are fully d in helpi a common lexicon is

& 1 401

used for Y2K that can be applied 1o other potential national issues.

¢ Training. We need to ensure that everyone involved in MSCA knows the specific
means and methods for dealing with Y2K. In addition, we will need to rehearse and
exercise our procedures for request management and reporting.

As we continue to refine our plans for preparing for and managing the millennium event,
the Department’s reliance on activities and agencies outside DoD becomes key. In addition, we
can reasonably expect that DoD will be cailed upon to assist other agencies and activities during
this process. Towards that end, we have begun preparing the DoD leadership for the types of
decisions likely to be required during this period.

The Department’s reliance on other nations to conduct its missions and functions has
been an eye-opening outgrowth of the Y2K problem. In this regard, our work on the Y2K
problem has had several salutary effects and suggests several implications for future DeD
information technology operations.

Lessons Learned and Implications for the Future

We have learned many Jessons about managing information technology systems in the
course of dealing with the Y2K problem. Out of that hard work have come several “good news”
stories as well as some obvious next steps.

Good News

There have been many positive outcomes of the enormous amount of energy and effort
devoted to fizing the Y2K problem. As a result of our preparations for YZK, the Department
now has:

b

¢ An excellent inventory of all infor logy {IT) systems: hardware,
software, and emnbedded systems. In addition, we have the management structure in
place to deal with management of the approximately 9,900 systems in DoD.
-

¢ Improved procedures for managing IT assets. Of note has been a significant increase
in the awareness of issues associated with configuration management as a CEO issue
related to mission performance.

¢ More uniform, up-to-date versions of software throughout the organization. In
particular. many leng overdue upgrades were completed 1o achieve Y2K compliance
for our enterprise-wide support funcions.

¢ Adetailed map and agreements with interfaced organizations. The interface listing
provides a clear picture of where DoD relies upon others or is relied upon for data,
Coupled with the increased appreciation for configuration management issues, we are
better able to determine the true costs of issue associated with enterprise-wide

upgrades.

¢ Acontact network in place to deal with future enterprise-wide IT issues, Perhaps the
greatest benefit of this operation has been to educate DoD senior management of the

18
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consequences of failing to “'pay the bill"” to ensure our IT infrastructure keeps pace
with industry standards.

Developed the groundwork for network-centric warfare. In many ways, the Y2K
problem acts as a worldwide virus requiring everyone to respond. As a result of our
efforts on Y2K, DoD is much better prepared to deal with overt and covert attempts to
undermine our IT capabilities.

Next Steps

The enormity and pervasiveness of the Y2K challenge has caused us to focus almost
exclusively on the period surrounding the millennium change. As we continue these
preparations, the Department will be working to develop plan to implement the results of some
of our lessons learned from this process. In particular, many challenges will rernain to
completing resolution of issues generated by Y2K, including:

3

Cur reliance on legacy automation sysiems. In many cases, DoD has applied several
years’ worth of software upgrades in a very short period of time to achieve Y2K
compliance. The long-term costs of failing to budget for and execute an enterprise-
wide common configuration baseline have been crystal clear. It truly is a “pay me
now or pay me later” situation.

Replacing “windowing™ sclutions with reliable software code. Applying a sofiware
patch that told the compuiter to treat certain 2 digit dates as if they were indeed 4
digits completed many of our remediation efforts. By doing so, we’ve bought
ourselves a grace period, but not a final solution. During this grace period we must
either fully resolve the date managemernt code in the software or replace the system.

Completing fielding of systems delayed by Y2K efforts. Again, one outgrowih of our
Y 2K compliance efforts was to siow down development of some systems that did not
seem likely to be YZK compliant in time. We must desl with these system delays and
ensure that the subsequent development and fielding efforts do not undermine our
V2K compliance status.

[

Rescheduling work held in abeyance for the more urgent goal of V2K compliance. In
summary, there is a substantial opportunity cost for delaying the development of other
systems in order o pay for, schadule. attain compliance, and observe the
configuration control to ensuve continued Y 2K compliance. This cost has put DeD
very far behind in & field that introduces an new generation of technology every 18
rmonths, We must work hard 1o catch up and pay for it

Sustaining and improving our mapping of interfaces and reliance on systems and
organizations outside DoD. The August 1998 SecDef memorandum requiring signed
interface agreements for all systems was a critical step in jump starting our effosts.
e must continue the momentum developed during YZK to further refine and map
cur system and capability dependencies within and exterior to DoD.

Cominuing our efforts to replace stovepipe systems with enterprise-wide solutions.
As part of cur management approach, we fixed responsibility for enterprise-wide
business processes with the PSAs. As this process developed and each PSA worked
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to develop evaluation plans and report progress, it became clear that there were large
differences in the maturity of our consolidation efforts. In some areas, such as
logistics, the conversion from mainty stovepipe systems to common enterprise-wide
software was reasonably far along. In others, a bewildering Tower of Babel is still,
lamentably, the order of the day.

Continuing to replace expensive, proprietary systems with commercial off the shelf
(COTS) and government off-the-shelf (GOTS) products and modules. This effort will
promote more uniform and more current software, hardware, and system maps.

Continuing to centralize management of the Department’s “business processes”. such
as logistics, finance, and communications. In particular, our experience with
personnel systems during Y2K argues strongly for movement to an enterprise-wide
common group of systems. These efforts, while enormously difficult, hold the
potential for huge long-term payoffs for the Department.

Conclusion

DoD has recognized and attacked the Year 2000 problem as a threat to the core of our
military superiority. The superior ability of the United States Warfighters to obtain, process,
analyze, and convey information is our most powerful weapon on the battlefield. Itisa
comerstone of our military strategy captured in Joint Vision 2010.

The leaders in the Department respect the complexity and pervasiveness of the issue, and
recognize that the Y2K challenge requires:

¢ Our best leadership to motivate, educate. facilitate, and interface with the myriad

other Federal, State, civilian industry, Allied and international organizations upon
which we depend.

Support. recognition, and incentives both for successful program managers and for
the information technology workers who are doing the hard work. The software
engineers, in and out of uniform, who must slog through millions of lines of code to
repair our systems, are an important defense resource and there is no time to replace
or train more.

Meticulous prioritization and focus on the most important systems. We must
constantly fight to stay focused on our critical systems and not let our efforts become
diluted by attempting to fix everything at once. :

Ruthless stewardship of our most constrained resource —time. Time is critical. We
can't slow it down. We cannot change the deadline. The Department of Defense is
like a large ship headed toward an iceberg. We have successfully changed course to
avoid the tip but we must continue our efforts to ensure me miss the submerged
portion.

We have fixed most of our mission critical systems and are working hard on the
remainder. We are developing and exercising continuity of operations plans for all key functions
and processes. We are preparing our leadership and our organizations for Y2K operations. We
are working with those who rely on DoD and upon whom we rely. We have focused special

20
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attention on nuclear systems and have already tested them several times. We are looking ahead
- to leverage our Y2K experience for future DoD information technology operations.

DoD has gained a great amount of experience facing the Year 2000 challenge, and we
stand ready to support other Federal Agencies with which we interface. Rest assured, although
there will be increasing unpredictability and some degradation in some systems, the armed forces
will be ready to ensure national security before, on, and after the Year 2000.
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UNCLASSIFIED

US AIR FORCE YEAR 2000 (Y2K) PROGRAM

The Air Force will be fully mission-ready on 1 Jan 2000
~

Four principal focus areas for Air Force program: Systems, Installations, Mission Testing, and
C el M orking them simultaneously

Systems focus completing DoD's 5-phase resolution process—emphasis on moving to left
- Tracking over 3,300 weapon and information systems; more than 400 systems are mission critical
- Asof 31 Dec 98, AF reported 82% of mission critical systems compiete
—  Projecting 90% of mission critical will meet 31 Mar 99 OMB deadline
— No surprises, all estimated completion dates in time to test prior to 31 Dec 99
-~ AF leadership fully engaged—system V2K status has appropriate visibility

Installation focus promoting commander involvement at every level

~_ By 31 Mar 99 instaitation and Major C d (MAJCOM) commanders will certify that essential
systems are YZK compliant or have viable contingency plans

~ By 30 Jun 99 installations will test contingency plans and continuity of operations plans (COOPs)

~ By 30 Jun 99 wing commanders will provide “end of runway check”—assessment of ability to
execute critical missions, based on status of equipment, facilities, and contingency plans and COOPs

~ Encouraging installation commanders to bring local municipalities into their planning efforts and to
aggressively publivize Y2K preparations -

- Alr Force “strike teams™—teams of Y2K “consultants™--visit bases to assist instaliation
commanders in such areas as contingency planning and COOP development

- Air Force Audit Agency conducting Y2K-focused Management Advisory Services (MAS) at
numerous installations to ensure efforts on-track, to recommend areas for improvement, and provide
leadership at every level an of Y2K p at installation level
~ More than 50 bases visited so far, 20K+ contact hours; will visit 71 bases in Mar-Apr, including

all overseas bases; MAS results used to target HQ Air Force Y2K efforts

Mission testing of mission critical systems will ensure Y2K compliant systems remain interoperable

- Air Force Tasks outlined in Air Force Doctrine Directive 1-1 have been assigned to each Major
Command--have developed mission.threads and lists of systems essential to exccute those threads

- Systems will be tested in CINC Op Evals, functional end-to-end tests, and Air Force Op Demos

- Have already conducted several CINC Op Evals and system Ops Demos—to date we have
encountered no significant Y2K anomalies

- Although confident base telecommunications and LAN systems are compliant, we’ll test an entire
installation in May-Jun B

The first three areas are preparation for Y2K, Consequence Management is how we’ll handle events

~  Will use existing command and contro! structure to monitor and report

~ Envision anomaly and “ops normal” reporting; and we'll foed back what what’s being reported to
keep field units informed

~  Will have experts—Red Adairs”—in key areas of expertise {civil engineering, software experts,
ete} standing by 1o initiate workarounds and work long-term fixes, should anomalies ocour

Lt Col B. Pasierb, AFYZKO, 602-2217, 23 Feb 99

UNCLASSIFIED
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DepSecDef Testimony

House Committee on Government Reform

2 March 1999
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Y2K Mission Critical System Plan
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TBMCS V1.0
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Center for Year 2000 Strategic Stability
Plan

Designed to:

* reduce the risk of accidental or inadvertent release of nuclear
weapons during the Year 2000 roli over period

* allow U.S. and Russian personnel to observe, side-by-side, all
relevant missile launch events during the critical transition
period

* share other information that might be interpreted as threatening
national security

* be located in Colorado Springs

e be in operation only a short period of time

Malﬂl' Il(lll YZI( Activiues

Remedlatlon

Contmgency Plannlng

Qperatlonal Testmg

Consequence Support Planmng

Y2K Operatlons
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Uperational Evaluations
Calendar Year 1999
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BoD Operational Readiness and

Consequence Management Priorities

Priority 1: Units engaged in:
~ Direct Support to National Command Authority
— Conduct of ongoing or imminent military operations
-~ Conduct of ongoing or imminent intefligence operations
- Conduct of nuclear command and centrol

-~ Maintenance of Defense and commercial essential infrastructures to
suppott the above

Priority 2: Units assigned to support standing operations plans
and scheduled for early {within 80 days) deployment

Priority 3: Provision of DoD Support to Civil Authorities for the
Maintenance of public health and safety

Priority 4: Provision of DoD Support to Civil Authorities for the
Maintenance of the Economy and the Nation's Quality of Life

-

.

Summary

DoD completely ready on January 1, 2000
~ Demonstrated capability, not just words
The warlighters are responsibie for testing
- lLargest and most comprehensive test in DoD history
Contingenicy plans
~ Most systems plans are in place
~ Developing operationai contingency pians
Nuclear systems receiving special attention
-~ All under positive control
- Sharing information internationally

DoD supporting Federal efforts through the President’s Council on
Y2K Conversion
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Mr. HORN. Please, come to the table and take whichever one of
these sad microphones you can put your fingers on.

Colonel SMmiTH. Will that be sufficient?

Mr. HoRN. That is fine. Just speak into the mic.

Colonel SMITH. Mr. Chairman, Madam, for the next 5 minutes I
would like to give you some understanding of what your North
American Aerospace Defense Command has been doing for the last
4 or 5 months in the skirmish in the operational evaluation of the
Y2K problem.

I am going to show you a number of fairly technical charts. Your
staff will have those charts. I trust you understand my intention
is not to confound the committee and not to impress, but rather to
express the level of detail with which we have examined the prob-
lem, and the amount of rigor that has been applied to testing them
in the operational environment.

Next chart, please.

[Chart shown.]

Colonel SMITH. As you heard described, there are four parts to
the DOD Y2K plan. Each of the 11 combined and unified Com-
manders-in-Chief have been tapped with the responsibility of tak-
ing the work that has been done by the system program offices
doing individual technical testing and the services and agencies
and functional deputies doing various portions of their string and
functional area tests and apply that system’s approach to the ac-
tual mission environment.

In other words, take a sensor to shooter string of operational sys-
tems; apply an exercise scenario over the top of that; operate the
systems in the Y2K environment and ensure that we can conduct
the mission.

Next chart, please.

[Chart shown.]

Colonel SMmITH. These are the two critical missions that North
American Aerospace Defense Command has and General Myers is
responsible to you and to the American people for aerospace warn-
ing and aerospace control. Integrated tactical warning and attack
assessment is the warning of ballistic missile attacks, nuclear at-
tacks, atmospheric and space attacks. The control part is the air
sovereignty and air defense part. The portion of this chart shown
in red is the portion that we addressed in our December oper-
ational evaluation. The remainder was addressed in the last 2
weeks during our February operational evaluation, otherwise
known as Amalgam Virgo 99-2.

Next chart, please.

[Chart shown.]

Colonel SMITH. This is obviously a chart to choke a horse. Again,
the purpose of this chart is not to address in detail each of the sys-
tems involved, but to express the level of detail we went to to en-
sure that we understood the complete missile warning mission ar-
chitecture: every box, every connecting communication system that
is involved in that architecture.

From that architecture we carved out the minimum number of
systems, from sensor to shooter, if you will, required to execute
each of the two missions I showed you on the previous chart.

Next, please.



96

[Chart shown.]

Colonel SMITH. What that looks like in an operational sense is
that the global missile warning system, for example, to include the
radar sensor systems shown in yellow; the infrared satellite detec-
tion systems and their sensor processor systems, shown in blue; the
correlation centers where all of the radar and infrared information
is brought together and correlated shown in pink, principally Chey-
enne Mountain; and in green, the forward users or shooters, in this
case the principals being the National Military Command Center,
the National Defense Headquarters in Ottawa and CINCSTRAT’s
headquarters in Omaha.

Next chart, please.

[Chart shown.]

Colonel SmITH. This is what I call a blue box chart, if you will.
It is the thin line that we carve out of that, that is, the minimum
number of systems. This is what we looked at in December. We
looked at a representative sample of each of those three kinds of
radars that I showed you and the infrared processing system. We
processed it through the two correlation centers. In this case, prin-
cipally the alternate missile warning center at Offutt and forward
to STRATCOM headquarters to the National Military Command
Center. In participation with the Nuclear Command Control and
Communications process, we also forwarded that information to
site R to make sure one, that we had a good proof of process for
operational evaluations; and two, that we could take a look at some
of our systems. Each of the blue blocks that you see here rep-
resents a system that has a clock in it, whether it be a distribution
or a process system, or a SECURECOM interface or some kind of
a display.

Next chart, please.

[Chart shown.]

Colonel SMITH. What we found from that December operational
evaluation were no failures. Not only did we have good perform-
ance in the real-world environment, which suggested to us that,
whatever happens, our real-world system is going to operate prop-
erly for us. Our final report was posted on January 5th, 1999, and
that can be made available.

Next chart.

[Chart shown.]

Colonel SMITH. Having established a good proof of process for
operational evaluations and an understanding of our systems, we
went forward this last 2 weeks in our second operational evalua-
tion looking at all of that space and missile warning architecture,
as well as the air warning and control architecture. We ran runs
prior to clock rollovers, across the clock rollover, and after the clock
rollover for each of the four critical dates, the so-called 9/9/99 date,
dated September 9th, the December 31st rollover, and the two leap
years, February 28th and 29th.

We looked at a representative sample again at the IR missile
sites and space sites. In the air side, we looked at like and simu-
lated tracks to make sure that we had good redundant data, and
we looked again at the same environment there looking at critical
sites.

Next chart, please.
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[Chart shown.]

Colonel SMITH. This is a missile warning thin line. In addition
to what we did in December, we picked up that last ballistic missile
early warning radar system that we had not looked at. In addition,
we looked at several elements of the survivable endurable nuclear
command and control system to include the mobile ground stations
and the mobile consolidated command centers. We also brought for-
ward the national defense headquarters in the Canadian NORAD
Region, along with the Fylingdales radar station in the United
Kingdom.

Next chart, please.

[Chart shown.]

Colonel SMITH. The space warnings thin line is very much simi-
lar to that with the exception of the radar that we added at Eglin
Air Force Base.

Next chart, please.

[Chart shown.]

Colonel SMITH. Looking at that air warning system, the second
week, we took of the over 100 radars that ring the North American
continent for aerospace early warning, we took five representative
samples of the five key types of radars that constitute that entire
system.

Next chart, please.

[Chart shown.]

Colonel SMITH. What those look like when you apply them to
that thin line environment, is the radar processors that we looked
at through the radar display systems and processing systems at
each of the regions, CONUS, Canada, and Alaska, through Chey-
enne Mountain again, a slightly different display system, but es-
sentially the same processing through to those same forward users
or shooters at the National Command Center, STRATCOM, and
the NDHQ in Canada.

Next chart, please.

[Chart shown.]

Colonel SMITH. The summary, then, is that the first exercise of
Vigilant Virgo 99-1 went without a hitch. We had high confidence
based on nominal performance after that evaluation. We just com-
pleted our second evaluation of the entire mission string that we
require. Our quick look is that there were no hard failures for our
NORAD system. And, I will tell you that we were running some
non-mission-critical systems in the background to take advantage
of the architecture that we put together, and in one of those sys-
tems, we had a situation similar to what Admiral Willard described
with a message handling piece, but the system program office that
is responsible for that tells us that it will be 60 days or less before
we have that one fixed. And in any case, it is not a mission-critical
system. So, we were successful in finding some problems and in
time to have them fixed.

The last message that I would give you here is a continuity of
operations bullet. My point there is that, having completed our
operational evaluations, we at NORAD do not consider ourselves
finished. We are responsible now to put together a real-world oper-
ations plan so that we can deal with the actual dates as they occur,
so that we work with our local community to make sure that we
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have prioritization and sharing of resources to deal with unex-
pected consequences, that we have the right people in the right
place to deal with the systems, and that we are prepared to dis-
tribute messages throughout the system to validate the perform-
ance immediately after each rollover. So that we don’t have to wait
until a real-world event occurs to find out whether it is actually
working or not.

So, we are going to apply very rigorous process to that oper-
ational planning, so that we are prepared to deal not only with
what we have discovered in our test, but what happens in the real
world. The bottom line is the Commander-in-Chief, NORAD Gen-
eral Myers, is going to be able to provide that warning and control,
just as Dr. Hamre has described, on January 1lst and every day
thereafter.

Subject to your questions, that concludes my statement.

[The prepared statement of Mr. Smith follows:]
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Mr. HORN. Well, let just sum it up. You have had extensive test-
ing and interactions in a real-world environment for most of your
systems in NORAD, and you only have very few left to go. And as
I have looked at the basic Y2K mission-critical system, we are talk-
ing about the Army, at 10 out of 24, OK; USN, 10 out of 55; USAF,
10 out of 14, and then the nuclear side, of the 275, most will be
completed by the end of March, except for 12 different systems, as
I heard the testimony. So, how much is really left here after the
President’s date of March 31st?

Colonel SMITH. As far as our mission-critical systems——

Mr. HORN. Yes.

Colonel SMITH [continuing]. For NORAD? All of the mission-crit-
ical systems for NORAD, those that are supplied to us by the
Army, Navy, Air Force, are compliant. We have some non-mission-
critical systems of which only one will extend, as far as I under-
stand it, past the 31 March deadline.

Mr. HorN. OK, they are compliant and that is after the testing
in a regular real-world interaction going on around it?

Colonel SMITH. That is correct, sir.

Mr. HAMRE. Mr. Chairman, if I might just wrap up just to say
that I think Admiral Willard said something very important to me
while we were listening to R.F., and that was, we are glad that we
saw a couple of failures, because if they just came back and said
everything worked fine, we would think our testing wasn’t good. So
we look on failures not as a sign that we have got problems, but,
frankly, that the test environment is working. And I think that it
is very important.

Sir, that really wraps up what we wanted to say to you. Of
course, I got all the smart guys here to answer the real hard ques-
tions.

Mr. HORN. Since you are going to succeeded by Assistant Sec-
retary Money, is part of the problem why the Pentagon was de-
layed, the fact that General Paige retired as Assistant Secretary,
then his Deputy Assistant Secretary retired, then two Directors
under them retired, so, I taketh you have had a tough time filling
that area.

Mr. HAMRE. Well, sir, I think that in fairness, it is half right and
half wrong. What is right about it, is that you are absolutely right.
Art Money has made all the difference in the world to get in there.
And we went for a period of time of 8 months without having some-
body in the job. So, that was a huge change. I remember attending
my first Y2K session back about 4 years ago when I was a Comp-
troller, and it was very hard to get people to feel that this was
something other than just a computer geek problem. You know,
this was largely viewed as just a technical problem. And it really
took until last summer, when we said, and this isn’t about com-
puters; this is about fighting and winning wars; this is about peo-
ple; this is about leadership. And it was bringing them onboard,
and fortunately, what Art was able to do was to bring a discipline
process that he and Marv and Bill had worked out, so that we real-
ly could take advantage of that energy that the Secretary put into
the system.
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It is working. I think we are going to be OK. I don’t want to give
you the impression that we won’t have some surprises, but we are
going to be able to take care of this country.

Mr. HORN. Let me ask you one last question for me, and I will
yield to my colleagues. The microchip situation, not just the critical
mission bit. How many? You have probably got a billion or so

Mr. HAMRE. Yes, lots of them.

Mr. HORN [continuing]. Somewhere throughout the Department
of Defense. What are we doing on that?

Mr. HAMRE. Sir, some others here know. I think the answer is
we have done some testing already. We found that the problem
isn’t nearly bigger than we thought it was, and who

Admiral WILLARD. I can cover it in general. Sir, the process of
checking microprocessors is part of our remediation series of
events. It is actually handled in the management plan. And these
systems that you are seeing tested here are not strictly date func-
tions that are associated with software, but, indeed, date functions
associated with microprocessors as well. And you are right, there
are a great many of them in our systems. But, once again, as we
took the systems through testing and through remediation, in addi-
tion to our software requirements, microprocessors were part of
that entire checks-and-balances issue.

Mr. HORN. I yield 5 minutes to Mrs. Morella, the co-chairman of
the task force.

Mrs. MORELLA. Thank you very much. I thank you for your testi-
mony and the charts, and I think the testimony has been some-
what comforting.

I have a number of concerns. One was the personality; you have
tried to address that. Computer chips was another one. I am con-
cerned about the contractors that you deal with, knowing that you
deal with so many of them. How are you going to handle making
sure that not only they say they are compliant, but that they have
been adequately tested? I don’t know whether you have a special
department or group that are looking at that, or whether each of
the compartments is looking at its own, in terms of its contractors,
and have you found them reticent to respond to your inquiry in
terms of validating or assuring that they are compliant?

Mr. HAMRE. Mrs. Morella, of course, we have so many contrac-
tors.

Mrs. MORELLA. Yes.

Mr. HAMRE. I mean, several hundred thousands of contractors
that we work with, and, of course, all the utilities all around the
country, et cetera. So, it is not a process that we can run centrally.
This is one where we have to give individual organizations respon-
sibility to check with who they work with most and that sort of
thing. And everybody has been given that job.

And our answer is that, for example, if we have a contractor we
are not sure if they are going to be able to provide spare parts, you
know, in a Y2K environment, let’s not go out and stockpile a bunch
of spare parts. Let’s find a contractor who is. You know, let’s find
somebody. Let’s use the power of the marketplace here to get peo-
ple to fix their systems.

Now, we have found it difficult for companies to give us un-
equivocal answers about where they will be. And it is partly this
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fear of lawsuits, you know, that has frozen up so many people here
with year 2000. This is a big problem. This is a problem that,
frankly, rests—there is only one place in the world that you can
settle it; that is here in Congress, and that is to reconcile the rel-
ative priorities of the legal due process rights that belong with both
aggrieved parties and claimants and defenders versus the problem
we are having getting unequivocal answers to questions.

We are doing our best to work around that, but, frankly, the en-
vironment people that are in there are never going to give you 100
percent guarantees. I can understand that because of the environ-
ment we have. So, we work other ways of trying to get a handle
on, are they going to be ready; aren’t they? We ask to see, well, tell
us about your testing plan. Tell us about how you are going
through your internal procedures to confirm you will be compliant.
You can get a pretty good sense pretty quick. I mean, if they get
kind of a blank bovine and stare, you know that we are in trouble.

Mrs. MORELLA. I hope so, because I still find that daunting and
rather frightening. Are you also indicating that you feel some kind
of liability legislation is appropriate? I mean, you know we have
legislation that is saying that it is not a waiver of immunity; it
does not offer the immunity, not a waiver of liability, but it looks
at frivolous lawsuits, talks about alternative dispute resolution,
and has a series of other components that might well reduce that
chilling effect. Do you have a feeling about it?

Mr. HAMRE. Madam Chairwoman, I really have to defer to John
Koskinen, to speak on behalf of the administration, I think, for
that, rather than I don’t—the Department of Defense wouldn’t
have views independent of what the administration would have,
and I really need to have him answer that question.

Mrs. MORELLA. I understand the situation, and I guess I was just
kind of thinking personally.

Mr. HAMRE. And we would like to work together with you to get
that, yes.

Mrs. MORELLA. My other concern, and I would certainly invite,
if time allows, our Inspector General and GAO representative to
comment on—I am very concerned about other countries; you men-
tioned Russia; you mentioned trying to assuage their concerns and
to help them, and I assume this is Kazahkstan and all of the other
Republics, too, of the former Soviet Union. But, I also traveled in
Asia and even to Tokyo, to Japan, and of course, Indonesia and
Korea, and they are just so far behind in terms of remedying of
being compliant with Y2K. I don’t even think they understand all
the ramifications of it.

My concern is, of course, obviously, the interoperability, the fact
that we have bases on so many of those places, too. Are we placing
our own people in jeopardy about the world? Would you like to
comment further on that?

Mr. HAMRE. I will try to be very brief. We are not worried about
our war-fighting systems, because, frankly, they are kind of de-
signed to operate independently, wherever they are. But we are
worried about, you know, the living conditions and the support
functions that go on that we have overseas. We are apprehensive
about where things stand in Korea and Japan, not that they don’t
have very talented people to fix things; they do, enormously capa-
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ble people. But, you know, they have had their hands full with
some serious economic problems for the last year and a half and
they probably haven’t been spending as much attention to this as
have we. So, we are nervous about it. We have asked our Com-
mander-in-Chief for United States Forces in Korea to work with
the Koreans, and I believe that we really do have a good dialog
now established with the Koreans about it.

We are particularly worried about things like electrical power,
things of that nature, telecommunications. Probably our biggest
concern, if we have it overseas, is with nuclear power reactors in
the old Soviet Union. We don’t know that there are very good safe-
ty backup arrangements for them. That makes us worried. You
know, we are nervous about that. Again, it is not so much that it
affects our ability to operate our military ability, but I think in a
broader sense, I think Americans should worry about that.

Why don’t I see if our colleagues here have some followup notes.

Mrs. MORELLA. Thank you.

Mr. Brock. I think that is a very important area, Mrs. Morella.
The potential for Y2K disruptions in other countries I believe is
much greater than it is in the United States. I think that Deputy
Secretary Hamre is correct when he states that it might not have
an immediate impact on our forces, but it, obviously, has an impact
on economic relationships, on trade relationships, on our ability to
get goods and services into the United States, and on our ability
to have effective harmonious relationships with other countries
that might be having disruptions caused by large-scale failures.
The problem is, it is unlike the Department of Defense where we
are able to go in and identify the issues and come up before you
and discuss them; we don’t have that same level of visibility within
the international arena.

Mrs. MORELLA. Mr. Lieberman.

Mr. LIEBERMAN. Within the last few weeks, I have had people
doing extensive work in Korea and in the Middle Eastern coun-
tries, where we have forces stationed, and we have also done some
work in Europe. I would concur that most countries in the world,
other than most of the European countries, Australia, New Zea-
land, and Canada, are well behind us. We need to do a lot more
communicating with them than has been done in the past.

We have found basically a lot of situations where they are wait-
ing for U.S. officials to come talk to them and we have not done
that yet. So, the auditors have been trying to close those commu-
nication gaps.

Actually, I think the level of awareness is going up very steeply
in all of those countries, for a variety of reasons. There was a
World Bank report in January which shook up lots of countries
when the World Bank reported that they were not doing well in
Y2K. In the Republic of Korea’s case, they didn’t answer the mail
from the World Bank, so they got a blank on the chart which
showed whether or not you were doing anything, and they are very
upset, because they do have an active program now.

We are dependent on these foreign countries for everything from
air traffic control in Kuwait and using Kuwaiti hospitals to Repub-
lic of Korea railroads, power, water, all kinds of things. So, this is
a critical concern. And it is one of those areas that, as I mentioned
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in my statement, still has to be worked very intensively as the year
goes on. You probably couldn’t have done that much 6 months ago
because the countries simply weren’t ready to talk, but I think now
they are.

And all of those that are members of the Organization for Eco-
nomic Cooperation and Development, which include Japan, Korea,
and most of the European countries where we have bases, are
pushing forward much more vigorously with this now than they
were before the turn of the year.

Mrs. MORELLA. Thank you. I know my time has expired.

Mr. HORN. Thank you.

Mrs. MORELLA. China is another country, too, that, you know,
enormous proportions. Thank you.

Mr. HorN. Thank you. I now yield 5 minutes requesting to Mr.
Turner of Texas, the ranking member of the subcommittee.

Mr. HAMRE. If you will indulge me, sir, Mr. Money, who knows
everything, anyway, I am going to ask him to sit in my place.

Mr. HORN. Well, can you indulge me for 30 seconds?

Mr. HAMRE. Oh, yes, sir, of course; you are the chairman.

Mr. HORN. And I will tell you this: You will know with your ex-
perience on the Hill, but occasionally, a Member will throw in
something when they have got the big man in front of them. So,
this is a big man question that has come over from the Pentagon.
“For as long as anybody can remember, we Pentagon employees
have been walking from the parking lot to the building, no matter
how far from the building we have had to walk. Reason: it is
against regulations to use government vehicles for employment
commuting purposes, which is what a shuttle would be. Now, we
find out the Defense Supply Center in Columbus, Ohio, operates a
parking lot shuttle in a parking lot much smaller than the Penta-
gon’s. As justification, they site DOD Regulation 4500.36-R. If that
regulation can justify shuttle service for DOD employees in Colum-
bus, Ohio, then why can’t it justify the same service right here at
the Pentagon.”

I merely bring this up because they might be working on the
Y2K problem—[laughter]l—and if you would not mind, Mr.
Secretary——

Mr. HAMRE. I will look into it.

Mr. HORN [continuing]. Making sure there is an answer on dis-
parity of treatment with this Department.

Mr. HAMRE. I absolutely will look into it. It is in our interest to
get the workers there earlier. So, I will find out what is going on.

Mr. HOrN. OK. Thank you very much. [Laughter.]

Mr. Money, then, will replace you.

And, Mr. Money, tell us how long it took to, one, to get your ap-
pointment up there, and, two, to get confirmed?

Mr. MONEY. It is not even up there yet. [Laughter.]

Mr. HORN. Because we have all been wondering, you know,
where are you? And, I take it, it took rather lengthy or what?

Mr. MONEY. No, sir. I am still the senior civilian official.

Mr. HORN. I see. OK. So, you haven’t been confirmed yet?

Mr. MoNEY. I was confirmed about 3-plus years ago as the As-
sistant Secretary of the Air Force for Research, Development, and
Acquisition. Dr. Hamre asked me to come down about a year ago
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to take on this job. So, pending, if I am nominated and if I am con-
firmed, then I would be the Assistant Secretary, but today I am the
senior civilian official of the Department of Defense.

Mr. HORN. This is the Assistant Secretary C3 plus intelligence?

Mr. MONEY. Yes, sir.

Mr. HORN. Yes, we are glad to have you onboard.

Mr. MONEY. My pleasure.

Mr. HORN. And Mr. Turner now has the floor.

Mr. TURNER. Thank you, Mr. Chairman.

Secretary Money, after listening to Dr. Hamre, I think we all are
very much reassured that the Department of Defense has gotten
this house in order, and obviously, you are due much of the credit
for that. And I think we heard some very interesting proposals that
you are planning to implement, one of which I found very inter-
esting, and that is the idea that you are going to invite the Russian
military to come look over the shoulders of those who man our nu-
clear weapon systems on January 1. I wondered if that had ever
been ?done before. This seems like certainly a groundbreaking
event?

Mr. MONEY. Not in the nuclear area, to my knowledge, Mr. Turn-
er. The State Department is actually working that. We came up
with the idea several months ago, but it is being worked through
the State Department. As it was alluded to earlier; there have been
several groups going back and forth to Russia discussing this. Also,
I believe there is some discussion about bringing in anti-nuclear
power, so that in fact they can, in fact, see that, through our early
warning systems, if anything else is going on, to assure them that
if there are screens that go blank or all light up, whatever may be
a problem out of Y2K, that there is an independent or yet another
source of information to preclude any inadvertent reactions.

I might, if I could, just add onto a previous question that the IG
responded to. Mr. Curtis, back here, he has been overseas a lot. We
have had several workshops with various countries. In particular,
what comes to mind are several NATO allies. We have also gone
into Australia, Canada, into Russia, more recently. So, we have
had an outreach program from the DOD. But the overall outreach
program, and in fact it was being handled under the coordination
with the Y2K coordinator, John Koskinen, but of note, he has had
a meeting, I want to say, maybe 6 weeks ago, 2 months ago, up
at the United Nations, where there were over 100 countries
present, where the problem was talked about, awareness was
heightened, as a beginning to get other countries in the world more
aware, if not, into remediation.

So, there has been a fair amount of outreach, albeit, there always
could be more. But the State Department is also looking into that.
But, when it comes to Y2K, we look to John Koskinen as being the
defining authority on all those activities.

Mr. TURNER. What kind of potential problems do we face with
our NATO allies where we have joint operations, say Bosnia? What
kind of potential problem do we have, and have we done anything
to try to remedy that?

Mr. MONEY. Absolutely. We have the Supreme Allied Com-
mander, General Wes Clark. He is also CINC for European com-
mand. So, he has those two hats. He stands up in front of the Sec-
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retary and the Deputy on certifying that the United States Forces
in Europe are ready, but, also, we have looked at him and tried to
help in the NATO area.

Frankly, I have some concerns in NATO. Some of the countries
are going after the Y2K problem with a vengeance; others are less
so. The U.K., Netherlands, France, are very much up on Y2K. Ger-
many is maybe a little bit behind, and then some of the other coun-
tries are quite a ways behind. In particular, operations into Bosnia
today rely on circuits that are not Y2K compliant. We are trying
to get them to be Y2K compliant by the end of the year, but there
are some worries about that. We also have backups, though, from
a U.S. standpoint, that would help.

So, I can’t give you a blanket guarantee that all the communica-
tions and command and control of the NATO are up and compliant
to date because they are not. But there is effort being made against
those areas, albeit I think it is a little late and maybe too short,
not enough being done.

Mr. TURNER. So, the reports that we have been given today real-
ly are directed our own systems, and really do not represent an as-
sessment of what kind of problems we might have when we are
doing a joint operation with NATQ?

Mr. MONEY. You are absolutely right. What we are talking about
is what the DOD can do for operations when there is a coalition
or an allied operation; these folks will also look at that. So, let me
just give Admiral Willard here a chance, but, also, the people here
from the Army, Navy, Air Force, and Marine Corps.

Admiral WILLARD. I would say this: Very recently, the Y2K Task
Force lead for the North Atlantic Treaty Organization [NATO] vis-
ited us in the Pentagon, in fact, visited with me for some time just
to compare notes in terms of the approaches to our respective prob-
lems. He is from the United Kingdom and was assigned the respon-
sibility to oversee their remediation process and evaluation process.
And, as Mr. Money points out, they are not as far along as this De-
partment is right now, but are enthusiastic, and they understand
the process. If not in remediation of actual systems, then in build-
ing the necessary contingency plans to be able to work around
them. Also, we have an ongoing dialog between our European com-
mand and NATO, and NATO has an infrastructure that is, in fact,
in place to address the problem.

Mr. MoONEY. Admiral Johnson, you want to talk about the Navy,
and in particular, Mr. Turner’s question?

Admiral JOHNSON. We started last year recognizing that we had
to deploy ships year 2000 compliant at least 6 months ahead of
time because of the length of our cycle. The first year 2000 compli-
ant battle group is the Constellation. We just finished the year
2000 joint systems integration test. Well, actually we haven’t fin-
ished it. It is ongoing right now. But, New Year’s Day 2000 was
at 1600 local in the SOCAL operating areas on Saturday. I was
there. The clocks rolled over and flight operations and the man
overboard drill and everything else just continued, and they held
a New Year’s Eve party on board.

The HMCS Regina, a Canadian ship, is deploying with that bat-
tle group. She has been involved in our testing and planning. Much
of our C3 interoperability with our allies in the battle group envi-



113

ronment are the results of FMS sales. Our FMS offices have con-
tacted our allies, have informed them which ones of our sales are
year 2000 compliant, which ones aren’t, and what the fixes are. We
are providing that information to our allies so that they can imple-
ment those changes. Regina is an example where we had the Cana-
dians involved in our testing because they are going to deploy with
us, and have gotten her capability tested in a year 2000 environ-
ment.

Mr. HORN. General Ambrose.

General AMBROSE From the Air Force perspective, we are abso-
lutely sure that our systems and our people will be ready to go on
January 1, 2000. For foreign systems on the FMS side of things,
we do a very good job of telling foreign countries to whom we ex-
port technology, what the status of that equipment is. And we
know what the status of it is on the day that we transfer it to that
foreign country. Now, quite honestly, if that country chooses to
modify the equipment somehow or add a third country’s technology
to it, then we no longer know the status of it.

For that reason, interoperability has become an important issue
to us. And what we have done, is engaged our major commands,
most of whom are components to a commander-in-chief somewhere
in the world, and asked them to engage those commanders-in-chief,
because the approach that you take to interoperability will be dif-
ferent in every theater because of the mix of countries you have
there, because of the Y2K status of those countries, and there is
certainly no uniformity in that anywhere across the globe.

So, the right answer to this, I believe, is the approach we have
taken, and that is, to have the war-fighters engage our coalition
partners and allies and to work out those interoperability issues
with them in theater for the situation they encounter.

Mr. HORN. The answer to Mr. Turner’s question?

Ms. BROWNING. Good morning, Mr. Horn. First, let me tell you
that, as of right now, about 95 percent of the Army war-fighting
systems are compliant, and the rest of our systems, as has been
talked earlier, will be compliant toward the end of the year, be-
tween now and then.

Concerning the issue of interoperability, right now we are in the
process of going through all our war-fighting divisions. Our 10 divi-
sions are 4 corps, and we are testing all of the systems. Probably
the biggest issue we have, as has been indicated by my colleagues,
is the foreign military. We are working with our Army Materiel
Command. We are working with our partners both in Korea and
Europe to make sure that as we do the test not only in our corps
and divisions, but also with unified commanders, that the equip-
ment we are using in the coalition warfare, that information is
knowledgeable to these folks, they are looking at our implementa-
tion of that, and if they have a system they need to adapt, that we
provide them all the information in doing that. So, we guarantee
when the United States, when the Army weapons are given to
those other countries, we give them the status of the Y2K compli-
ancy of those weapon systems.

Mr. HORN. Colonel McHale.

Colonel McHALE. Thank you, sir. The Marine Corps presently
has fixed 84 percent of our mission-critical systems, and we are on
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track to finish the remainder prior to September of this year. The
way the Marine Corps is configured, we are more expeditionary
and less dependent upon overseas bases, so we don’t have the prob-
lems that the Army and the Air Force would have. We just com-
pleted an operational evaluation that we conducted in Norway,
which was not intended to be an interoperability exercise with the
Norwegians, but they observed our exercises, and we traded infor-
mation with them about the status of where they were, and came
away quite confident that they were taking similar measures, al-
though they are not on the same time line that we are. We dem-
onstrated some interoperability with them in Y2K systems, al-
though it was not part of a detailed technical plan, and again, came
away with the idea that they were on track and performing very
similar measures that we were.

Mr. HORN. Good. I thank the gentleman for that question, and
now yield the 5-minutes to the vice chairman of the Subcommittee
on Government Management, Information, and Technology, Mrs.
Biggert, of Illinois.

Mrs. BIGGERT. Thank you, Mr. Chairman.

Rear Admiral Willard, I had the opportunity 2 weeks ago to be
at the Southern Command on my way on counternarcotics, visiting
six countries in Central and South America, and was very im-
pressed with what was happening down there. You mentioned that
the Y2K problem was not jeopardizing their mission down there,
that they were able to do both at once. I wondered if, since it seems
to have been a lot of progress made down there and doing the end-
to-end testing, if they are providing help to other areas, if they are
sending anybody there to work on this problem or are all these
commands doing it separately?

Admiral WILLARD. In the case of Southern Command, the entire
area of responsibility for that CINC, the commands, both inter-
agency and within Southern Command proper, are all participating
in this event. That said, there is ongoing dialog with some of our
host nations to involve them in our year 2000 assessments, and it
has met with limited success. I would say that the true successes
have been with our Uniformed Services in the operating area, as
well as the Coast Guard and the other agencies down there that
we are coordinating with. But, as is the case in Europe and as is
the case in Asia, we find it challenging in the Southern Command
to ascertain the exact status of infrastructures in and around our
forces that are operating there, and we continue to strive to do
that.

Mrs. BIGGERT. I guess then my next question, is there a coordi-
nation between the different commands, like in Europe? Is there
anybody that is in charge of overseeing all of those areas and mak-
ing sure where there are successes in the testing of one area that
that is forwarded to the other areas and to see if there is any dif-
ference?

Admiral WILLARD. As you know, geographically, our world is di-
vided among our uniformed commanders in chiefs, and they are, in
fact, responsible for the conduct of the operations evaluations that
you have seen illustrated this morning. They all have a reporting
requirement not only insofar as their operations evaluations are
concerned, but also as an ongoing assessment of the status of their
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forces within those regions of the world. So they are maintaining
visibility on both the success of their operations evaluations as well
as the forces that are in country by the various Services.

And I would say too that the Uniformed Services individually
maintain a great deal of visibility on their foreign base and facili-
ties structures overseas and are continuously reporting their status
as the year 2000 is concerned.

Mrs. BIGGERT. I guess what I am asking is, at what point is
there coordination between all the services? At what level is there
someone who is coordinating all of the services?

Admiral WILLARD. That is Mr. Money.

Mrs. BIGGERT. Mr. Money would probably know.

Admiral WILLARD. It is also the Joint Staff to some extent. So,
though we focus primarily on the unified commands, the real focal
point of effort, the real coordinating effort within the Pentagon is
the conduct of the synchronization meetings that were described
earlier where the uniformed services are represented. We in the
Joint Staff represent our commanders-in-chief, and all of the agen-
cies are responsible for their functional areas, and their tasks are
also represented there, and we discuss at that level all of our inter-
actions.

Mr. MONEY. Ma’am, if I could just add to that—this admiral here
is the joint staff representative that also pulls all of that together.
And he and my deputy, Marv Langston, meet weekly now on these
harmonizing meetings, if you will, to sort those things out.

I also want to just mention, not one CINC stands alone. There
is supporting CINCs like transportation or space command, or
whatever; that information is also being brought to those CINCs.
By law, we have two tests for everything we are doing, and you can
see there is 27, going to 31 tests; there is 30 CINCs, so there is
a lot of duplication of support functions that are also being tested.
So, they are not totally standalone per se.

Mrs. BIGGERT. Thank you.

I guess then, Mr. Brock, you talked about the management func-
tion and how there needs to be improvement with that. Is this the
area that you are talking about?

Mr. BROCK. Yes, ma’am, exactly. The example you saw earlier re-
garding the NORAD operational evaluation, was an example of a
timely controlled test, well-defined test parameters, a well-defined
test script; a test script was followed, and things worked. When
things didn’t work, there was a way of going around it, and people
were able to track it. That, we have been finding, is fairly typical
of what we are seeing in the operational evaluations.

However, on the functional evaluations, and when we review the
plans of the functional evaluations—these are things like logistics,
health, personnel, accounting, processes that the Department de-
pends on on a day-to-day basis to support everything—and when
we review their plans, we don’t find that same level. I mean, we
see a lack of test schedules, a lack of identification of specific goals
and objectives, and it is more difficult to track what is going on
there.

I think the synchronization meetings that Mr. Money was talking
about go a long ways toward resolving some of these differences,
and we attend those synchronization meetings. But, to some de-
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gree, they are just reports of individual components and they are
not funneled in such a way that all the information comes in in the
same format or the same form that is easy for the top managers
to make decisions about, and to determine what is going wrong and
what is going right. So, this is the area that we are recommending
that they need to improve, the type of management information
coming in, so that there can be better oversight over these proc-
esses.

Mrs. BIGGERT. Thank you.

Mr. HORN. If I might just interject a minute, to clarify that an-
swer—you make a very good point, Mr. Brock. I would like to ask
Mr. Money and yourself if you have seen not only a report that
comes in on a regular cycle to the responsible manager—I would
be curious, Mr. Money, in answer to Mr. Brock’s answer to Mrs.
Biggert—to what degree do you have them on, say, weekly reports,
every other week, or monthly reports? What is our timetable there
to get a sense of urgency throughout the whole establishment?

Mr. MONEY. Let’s see, at the Department level, we meet monthly,
reviewing what has transpired according to a plan from the pre-
vious month. Each of these functional people or PSA’s, Principal
Staff Authorities, over whatever these functional areas are, are
meeting more often with whatever is going on in their particular
area.

I don’t dispute or find any deviation from what Jack is talking
about. Those plans aren’t as rigorous and robust as we’d like them.
We will continue to work with those folks. But I would say, this
is now getting daily attention at some level. It rolls up, and we will
have a roughly a 2-hour session with the Deputy Secretary once a
month. Your staff, other committee’s staff from Congress are in-
vited and attend, as well as the IG, GAO, and John Koskinen has
been very good at attending every one of those as well. So, it de-
pends on what level you are on. There are various daily to monthly
attention being given.

I want to just foot-stomp, if I might, what Dr. Hamre said; some
of the reporting, though, is obviously late, but also, it is burden-
some. Let me give you an example. Every time you put out a report
card for us, and when we were still at the “F” or the “D-minus”
level, my office, frankly, it would be the Secretary of Defense, or,
frankly, the President, would get letters from the general public.
Those would then go to the Secretary of Defense and eventually get
to my office. We have 10 people, or thereabouts, continuously re-
sponding to the private citizen. I would rather have those 10 people
off working on Y2K compliance versus answering mail, where our
policy is we will answer every piece of mail. So, that is part of the
additional duties, if you will, that maybe aren’t quite as productive
as we would like, but we will do that.

Mr. HorN. Well, if you are successful in getting all the mail an-
swered, we would like you to come over and spend a few weeks on
Capital Hill. They keep telling us why they can’t get it answered.

I now yield to the gentlewoman from New York, Mrs. Maloney.

Mrs. MALONEY. Thank you.

I would like to ask the IG, your office has completed 50 reports
on the Y2K efforts in DOD. You have already completed 50 reports,
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and I am told that you have an additional 50 reports in progress.
Is that true?

Mr. LIEBERMAN. Yes, ma’am.

Mrs. MALONEY. Well, then it is obviously, I would say, the high-
est priority of your office. I would like to know, has the Department
of Defense responded adequately to your concerns and the problems
that you have raised?

Mr. LIEBERMAN. Yes. I think it is fair to say that we probably
never have had as much responsiveness from the most senior levels
of the Department to any given body of audit work than we have
had to these Y2K audits.

References have been made to some of the positive outcomes or
silver linings in the cloud from Y2K—I think one of the lessons
learned is that a lot of managers in the Department have learned
how to use their internal auditors constructively, and to unleash us
instead of trying to keep us out of areas. I would say, with very
few exceptions, that there are mechanisms to work those excep-
tions, management has normally taken corrective action even be-
fore we formally report.

Mrs. MALONEY. As recently as last September, you found that 9
of the 16 weapon systems contracts that you reviewed, that they
did not contain the required language for Y2K 2000 compliance.
And this seems like a widespread problem due to DOD’s decen-
tralization of contracts and procurements in weapons systems. Do
DOD contracts now contain a standard Y2K compliance assurance
clause?

Mr. LiIEBERMAN. They are supposed to. We are still finding iso-
lated instances where they don’t, but I would say the problem basi-
cally is as close to being solved as it is going to be. We will still
look for that in every single audit that we do, but I think the De-
partment has come a long way. Initially, auditors were finding this
non-compliance quite frequently, but now it has become an isolated
exception.

Mrs. MALONEY. The DOD report to OMB, no longer contains in-
formation on the status of the intelligence community. And again,
I would like to ask the IG, the current status of the intelligence
computer system and whether there is a concern within the intel-
ligence community. And I would also like to add that possibly we
shouldn’t be asking detailed questions about the intelligence com-
munity in public hearings. If you would be more comfortable, I
have a series of questions in writing I could give to you on the in-
telligence community.

Mr. LIEBERMAN. That would be fine. And Mr. Money runs the Of-
fice of the Assistant Secretary of Defense (Command, Control, Com-
munications and Intelligence), so he can weigh-in also.

Mr. HORN. And if you can’t respond here, we will have Mrs.
Maloney’s questions go over to you, and at this point in the record,
without objection, the answers and questions will be put in.

Mr. MoONEY. Yes, sir, but I can give you an answer here. All
those numbers included every critical system that DOD needs to
conduct any operations, including intelligence systems. The data
base issue was dropped out, meaning it is handled at a classified
data base because we were concerned about how much information
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was present in that data base. So, it is still being reported as han-
dled in a classified manner.

Mrs. MALONEY. But I tell you, the report that you put up there,
it was quite comprehensive, and it had many tests taking place at
the same time.

Mr. MONEY. Yes, ma’am. And those included the intelligence sys-
tem that whatever that test needed.

Mrs. MALONEY. Right. OK, I will still put my questions in
though.

Mr. MONEY. And we will be glad to answer.

Mrs. MALONEY. On the weapons systems, again, I would like to
go back to the IG. How safe are we that we won’t have some weap-
on that goes off? And we have got some serious weapons now. I un-
derstand that most of our nuclear weapons have a manual process
that is required to launch them. They have to be manually acti-
vated, but that we have other serious weapons that aren’t manu-
ally operated, that are computer operated. And how safe are we?
What is the status of these weapons systems? Is it correct to say
that they will fail safe, that they will not accidently misfire? Have
you been reviewing all of these and making sure there won’t be a
problem?

Mr. LIEBERMAN. We have only looked at a small sampling of
weapon systems, I would say probably about 20. In none of those
cases were there any dangers of that type. Statistically, the Depart-
ment is reporting that about 90 percent of the weapon systems are
compliant at this point. There are 40 some that still need to be
worked through as the year progresses. But I would have to defer
to my colleagues here to the left to talk to those systems that the
IG hasn’t looked at.

Mr. MONEY. Let me answer one question and then pass it down,
because this is not only a joint staff answer, but each service.

But just go back a few weeks. We had missiles about to be in the
air, and we had positive recall in a command-and-control sense.
They may be an automated sense, but initially they are started,
and there is a person in the loop. Some of that requires Presi-
dential authority and release; others require CINC. So, it is not
just that things are all totally automatic; there is something that
starts it, and there is a human in that loop. But each of these peo-
ple can answer that as well.

Admiral WILLARD. With regard to weapons, I would just remind
everyone that it is a special functional area. It receives very par-
ticular oversight by Mr. Money. As well, we have a system where
each of our mission-critical systems and the weapons that fall into
that category have been or are being remediated and checked Y2K
compliant. Overarching that is the systems integration testing by
the Services and they are testing all of their weapons systems, and
above that, are the CINC operational evaluations that are testing
from sensor to shooter. So, these mission-critical systems are re-
ceiving not only the attention that they need to make them compli-
ant in the first place, but are undergoing rigorous integration and
warfighting testing, as well, in several ways. I would defer to the
Services to speak to their individual weapons systems, but you can
be assured that the weapons systems are getting all the attention
they deserve.
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Admiral JOHNSON. I want to emphasize that we have tried not
to put any new processes in place to try and resolve this problem.
We have used existing processes that have been proven over the
years—our weapons systems safety processes, our safety of flight,
our submarine safety programs, and the like. We know how to do
systems integration and systems engineering. We have added Y2K
aspects onto those, but our weapons systems are safe.

General AMBROSE. And I will add to what Admiral Johnson said
that safety is an important part of our business, day in and day
out. You can’t use something to defend the Nation if you are de-
stroying it yourself. So, we are very, very careful. Y2K is just one
more thing we are very careful about.

Now, when it comes to testing, we test our systems when we are
in the process of certifying them. But when we go into these oper-
ational evaluations, we will only test Y2K compliant systems. So,
we won’t be testing systems that we are not yet sure are absolutely
safe. In addition, I am not personally aware of very many weapons
that have date-sensitive functions in them. That doesn’t mean
there aren’t any, but I am just not aware of very many.

Finally, in our testing to date, the Air Force has not encountered
a catastrophic failure of any sort involving any weapons. So, our
weapons are all safe.

Ms. BROWNING. The Army is in very good shape on its weapons
systems. About 95 percent are already Y2K compliant. You need to
know, too, that the Army has no nuclear weapons. That is just a
fact. The Army started testing of its weapons systems and its divi-
sional units back in the fall. Let me just give you a brief snapshot
of some of those tests and what we found.

We did a lot of tests, as you know, at White Sands Missile
Range. We did live fire tests. We tested our helicopters, our infra-
structure, our command-and-control pieces. We found very few Y2K
errors. The one or two we did find, they were easily fixable and we
moved on.

We have also tested our first deployable forces of the 18 Airborne
Corps at Fort Bragg. We did a number of communications tests
back in the fall. They are part of our testing of our divisions and
our corps units. Again, we found very few, if any, Y2K problems.
We tested the 3rd Corps Field Artillery at Fort Sill, OK—that is
an ongoing test—and the 10th Mountain Division in Fort Drum,
NY, which will be deployed to Bosnia shortly. They have requested
a full Y2K test.

I would also echo what General Ambrose has said. Many of our
weapons systems do not process dates, so you can rest more com-
fortably with that. But the ones that do, we have tested them and
we are very confident that they will work.

Colonel MCHALE. The Marine Corps is a shopper, not a devel-
oper, of weapons systems; 49 percent of our weapons systems are
developed by the other services. The Army is the primary developer
of our ground combat systems, and the Navy is the developer of our
aviation systems. And we are tracking with them very closely on
the status of their systems, and we take their compliant reports
and ensure that the equipment is in fact certified, that we are
using them and that we have incorporated them into our oper-
ational evaluations.



120

We have conducted two operational evaluations to date, one in
December, and one just last month in Norway, that I mentioned
earlier, and have found no failures in any of the systems that we
are operating.

Mrs. MALONEY. Thank you.

Mr. HORN. Thank you. And I now yield 5 minutes to Mr. Ose,
the gentleman from California.

Mr. OsiE. Thank you, Mr. Chairman. I want to also share with
you that I was with Mrs. Biggert when we visited South Comm,
and thereafter on Chairman Mica’s reprise of the Bataan death
march for the rest of the trip. I am still tired.

I had a couple of questions, and I want to ask them in the con-
text of, are there things that Congress needs to provide to make
this happen, so that, come December 31, we have got it solved, this
Y2K problem solved? If I understood the testimony today, the bat-
tle groups that we have out on deployment operating independently
of any host-nation by virtue of being on international waters, they
are OK. Am I correct on that? Go ahead.

Admiral JOHNSON. We never operate independently. We are al-
ways in a combined environment of Naval forces or a joint environ-
ment, because we are always communicating with our Air Force,
Marine Corps, Army counterparts, as we do our operations and
supply maritime support from the sea. To that respect, we do rely
upon the shore infrastructure; we do rely upon the space infra-
structure. In the Constellation battle group test, we actually carved
out a separate communications node so that we could use our
Reachback Comms in the year 2000 testing environment this last
weekend and ongoing today.

So, to the extent that our forces are off the coast, and they are
using their own capabilities for surface surveillance, undersea sur-
veillance, air surveillance, and mission performance, yes, they are
independent. Like every force in a coalition or joint environment,
we are dependent upon the shore infrastructure and the other ca-
pabilities that might come to bear from either host nations or our
joint commanders. And we are testing those in our operational
evaluations.

Mr. OsE. Does our dependence on those joint operations impact
us to the degree that we are not capable? I thought I heard the tes-
timony today that said we are OK irrespective of those joint inter-
actions.

Admiral WILLARD. There are a couple of things to consider. The
battle groups themselves are being tested as an entity in the

Mr. OsE. That is the question that I am trying to get to.

Admiral WILLARD. The answer is, yes, very rigorously. In fact,
there is a sequence of five battle groups that will be tested, and the
testing is very rigorous and extends throughout the battle group to
ensure its Y2K compliance as an entity. In addition, the component
Services are all captured in both their individual integration test-
ing and unified command operations evaluations. So, those impor-
tant interfaces between Services and between headquarters in the
individual components’ Services are all part of this examination.

Mr. MONEY. The comments you have may be related to—I don’t
know if I made it or Dr. Hamre—when we are in garrison, if you
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will, in foreign countries, we are dependent on local power, and so
forth. When we go to the field, we are self-sufficient.

Mr. OsE. It was Dr. Hamre

Mr. MONEY. Yes.

Mr. OSE [continuing]. But I am most concerned about the de-
ployed battle groups, not the ones that are in drydock, and not the
ones spinning up for the next mission.

Admiral WILLARD. Sir, and again, I should defer to Admiral
Johnson, but the entire Navy approach currently is to ensure that
the integral battle group, to include the amphibious ready group
component, is Y2K compliant as a whole, and they are actually
being sequenced through their testing in accordance with their de-
ployment dates, to ensure that we don’t push a battle group across
the millennium that has not been fully integration tested and cap-
tured in our operations evaluation process that is not Y2K compli-
ant.

Admiral JOHNSON. Today, the Peleliu and the Constellation bat-
tle group are operating off the coast of southern California, and all
the clocks on those ships read, now it is January 2, 2000.

Mr. OSE. To reference the test they are doing.

Admiral JOHNSON [continuing]. And they are flying sorties. They
are conducting practice bombing runs. They are doing AAW. They
are doing man overboard drills, everything that they would nor-
mally do as part of their battle group qualifications, because PAC
Fleet is a force provider to the joint commanders, responsible that
those forces, when provided, will be fully certified to do their war-
fighting mission in a year 2000 environment.

Mr. Ose. We have battle groups that are nuclear; we have battle
groups that are non-nuclear. Are the battle groups that are nu-
clear, have the core reactors been tested?

Admiral JOHNSON. The Naval reactors, I won’t speak for Admiral
Bowman, except to say that the nuclear propulsion plants are year
2000 compliant.

Mr. OsE. Right. Mr. Chairman, I am not going to get to all of my
questions, but I do appreciate your patience. That gets me to my
second question.

On these operational evaluations for calendar year 1999, you
have the various command locations, and this is somewhat fright-
ening and I am actually understanding what the acronyms mean.
Some of them have primary; some of them have backup. The one
that does not have a backup is the transportation command down
at the bottom. Does that affect our logistics ability and what are
we doing about that?

Admiral WILLARD. In fact, Transportation Command—this may
be a slight error. Every unified command operations evaluation
must be backed up. So I would ask you to allow us to correct that
slide and provide you the dates of their backup period. In fact, it
was our requirement that, as they scheduled their operations eval-
uations, that they carve out an adequate period of time to handle
further remediation and retesting, if required. So, it is mandatory
that they have that available.

Mr. MoNEY. That is exactly right. That period from, roughly,
July 1st, through the end of the September, in fact, is being viewed
as, if we don’t, if something goes haywire the first time or two,
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then there is where it will be tested yet again. So, I think the chart
is wrong here.

Mr. OsE. All right, thank you. I have two more questions. My
time is going to expire, Mr. Chairman

Mr. HORN. No, it hasn’t.

Mr. OSE [continuing]. So I will get to one.

Mr. HORN. It hasn’t expired, and my rule is, if you can get the
question out, they can take a half hour to answer it.

Mr. Osk. Holy smokes. Hold on. Fasten your seatbelts. [Laugh-
ter.]

Two questions. The first is having to do with the communication
facilities for our forward-deployed units. I see we have on that
same page a primary system, but no back up. And my second ques-
tion is, with respect to Russia, I know that we talked about the
command control systems that are in place there, but with respect
to their perceived lack of civilian control in that country and the
third-party organizations that might operate, they are dependent
on computers. Does Y2K cause a problem in terms of, if you will,
proliferation of nuclear weapons or development of nuclear weap-
ons within countries that are now nuclear capable but who lack ci-
vilian control? That is two completely unrelated questions. I appre-
ciate the chairman’s dispensation on the communication.

Admiral WILLARD. Sir, I can handle the communication question
that you asked. The functional areas are being handled a little bit
differently than the unified command operations evaluations. These
functional end-to-end tasks, their detailed planning and the tests
are being executed by the agencies responsible for our DOD-wide
or, in some cases, national networks. They don’t fall under the
same categorization as the commander in chief OPEVALs (Oper-
ational Evaluations). And as such, they are being handled dif-
ferently.

You don’t see backup periods against all of them because they
are fairly extensive tests that occur within the timeframe that you
see, but in some cases stop and go leverage off of CINC OPEVALSs
on occasion, even venture into the public domain.

And we have collaborative efforts ongoing, for example, in the
public phone network, to check public switches with them. It is
being spearheaded by Mr. Money and his agencies, but, again, it
is being handled a little bit differently, and you don’t see nec-
essarily a backup date in there, but in fact there is adequate time
to remediate and retest.

Mr. OSE. Do we end up with a dual or a backup system, a backup
communication system for forward-deploying units?

Admiral WILLARD. We have numerous redundancies in our com-
munication systems and command and control systems, for that
matter, for deployments.

Mr. OSE. That are Y2K compliant?

Admiral WILLARD. Absolutely.

Mr. OsE. All right.

Mr. HORN. You want to ask a question?

Mr. MoNEY. I was just going to add, by law, we have two tests
for every one of these. So the charts are not showing you backup,
but we will guarantee you there will be two tests for every one of
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these systems as it goes through, whether it is an OPEVAL or a
functional end-to-end test, or, in some cases, it is duplicated.

Mr. OSE. Mr. Chairman, in the interest of time, I will yield back,
if I could submit in writing my other question for response.

Mr. HorN. Without objection, the questions and answers will be
put in at this part of the record.

[The information referred to follows:]
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OFFICE OF THE ASSISTANT SECRETARY OF DEFENSE
6000 DEFENSE PENTAGON
WASHINGTON, DC 20301-6000

April 15, 1999

Honorable Stephen Horn

Chairman

Subcommities on Government Management,
Information, and Technology

Committee on Government Reform

U.S. House of Representatives

2157 Rayburn House Office Building

Washington, DC 20515-6143

Dear Mr. Chairman:

This is in response to your March 16, 1999 letter to the Secretary of Defense
requesting written responses to additional questions from the March 2, 1999, joint
hearing. We have provided additional information amplifying Deputy Secretary of
Defense Hamre's prepared statement and oral testimony in the areas covered by the
additional questions.

We appreciate this opportunity to share with you our progress toward validating
our national security capabilities and the readiness of our forces in relation to the Year

2000,
Sincerely,
”’2&\ -
. Arthur L. Money
Senior Civilian Official
Enclosure
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1. Systems Not Tested in Operational Evaluation.

Please provide a list of all currently noncompliant systems that will not be tested in an
operational evaluation.

Attached at Appendix 1 is a list of systems that are noncompliant as of March 31, 1999. The list
indicates which of these systems are scheduled to be evaluated in either an Operational
Evaluation by a Unified Command, an End-to-End evaluation conducted by one of the Principal
Staff Assistants who are responsible for the “business functions” of the Department of Defense,
or in Military Department Integration Testing.

As of March 25, 1999, the Department of Defense had 164 systems not scheduled to be
compliant on March 31, 1999. Of these 164 systems, 37 were scheduled to be evaluated by
either Operational or End-to-End evaluation or Integration Testing. Of these 37 systems, 3 were
scheduled for Operational Evaluations.



128

2. Systems Tested by Functional Test.

Yiart

Please provide a list of all currently p systems (by fi ional unit) that
will be tested only by a functional test.

Attached at Appendix 2 is a list of systems that are noncompliant as of March 31, 1999, sorted by
primary function. The list indicates which of these systems are scheduled to be evaluated in
either an Operational Evaluation by a Unified Command, an End-to-End evaluation conducted by
one of the Principal Staff Assistants who are responsible for the “business functions” of the
Department of Defense, or in Military Depariment Integration Testing.

As of March 25, 1999, the Department of Defense had 164 systems not scheduled to be
compliant on March 31, 1999. Of these 164 systems, 37 were scheduled to be evaluated by
either Operational or End-to-End evaluation or Integration Testing. Of these 37 systems, 18 were
scheduled for End-to-End evaluation by a functional proponent.
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3. Status of Intelligence Systems.

Please provide a detailed explanation of the status of the intelligence community’s
computer systems. Please identify intelligence systems that are currently noncompliant,
and the estimated date they will be compliant. If this information is classified, please tell us
how we might obtain this information.

‘The detailed listing of intelligence systems with completion dates is classified and will be
forwarded under separate cover.
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4. Weapons Technology Proliferation.

You stated that Year 2000 readiness in Russia is a concern. Could Year 2000 disruptions
in Russia result in the leakage of classified weapons technology, which could lead to nuclear
proliferation? .

The Department of Defense (DoD) engagements with the Russian Ministry of Defense (MOD)
are in the preliminary stages and to date efforts have focused primarily on management
techniques and commercial solutions. The current emphasis is to assist the MOD in effectively
assessing the YEAR 2000 problem, making sound resource decisions, determining which
resources to dispose of, and the establishment of organization standards that continually address
critical YEAR 2000 issues. The application of competent management techniques and solutions
is important to the reduction in the risks of proliferation. One area of concern to the U.S. is the
impact of Y2K in the area of nuclear stockpile security, specifically the security of nuclear
materials. The DoD, through its Cooperative Threat Reduction (CTR) Program, currently
provides assistance to the MOD to improve the management of nuclear weapons stockpiles at
storage sites throughout Russia. One of the primary goals of this increased effort is the
continuous safe and secure storage, transport, and accounting of these Weapons of Mass
Destruction, especially during the Year 2000 transition. DoD will continue the YEAR 2000
dialog with Russia throughout the remainder of this year.
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5. Overseas Installations.

U.S. troops stationed abroad rely on the infrastructures such as power and water of foreign
countries for numerous services. Is the military taking precautions to ensure that U.S.
troops stationed abroad will be safe and that military bases will be fully operational in the
event that foreign infrastructures fail?

As noted in the prepared statement, DoD has over 600 installations around the world and in the
United States. Each of these installations is being tracked for YEAR 2000 compliance, and
information is available in our DoD YEAR 2000 database. Each installation is, in essence, a
small city with utility, services, and infrastructure issues similar to a metropolitan area.
Consequently, each installation has a different situation with regard to water supply, electrical
power, emergency services, support equipment, etc. Each installation commander is tracking the
YEAR 2000 compliance of the supporting utilities. In addition, the Defense Logistics Agency
(DLA) and the OSD staff are working these issues through the President’s Council on YEAR
2000 Conversion.

Some of the initiatives include establishing liaison with foreign governments, state governments,
and NATO. DLA is the DoD energy outreach representative for these issues on the President's
Council. Their efforts oversee the availability of energy supplies for installations both stateside
and overseas. DLA works closely with the Federal Energy Regulatory Commission (FERC) and
the North American Electric Reliability Council (NERC). As also indicated in the prepared
statement, we are working outreach to states via the National Guard Bureau as well as addressing
the issues of support to local areas by DoD Table Top Exercises, Chairman’s Contingency
Assessments, and Consequence Management Planning.

Within DoD, installations currently have emergency contingency plans in place. As part of their
YEAR 2000 compliance work, these plans are being reviewed to ensure that the base-level
mission can be supported under YEAR 2000 difficulties. The Services and DLA have
established an installation YEAR 2000 focus within their CIO and functional organizations.
They are working through established military chains-of-command to enable the installations to
produce water, waste water, energy, safety, and security products and services at base-level.
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Appendix 1 - Mission Critical Systems Completed after 31 March
1999, Evaluation Plans by Component
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Appendix2 - Mission Critical Systems Completed after 31 March
1999, Evaluation Plan by Function and Component

60-621 - 99 - 6
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MENRY A WAXMAN. CALIFORNA,
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ONE HUNDRED SIXTH CONGRESS A LmTOS. CAITORIA

Congress of the Wnited States EEEEER.

Touse of Representatives rrontle ot
T
COMMITTEE ON GOVERNMENT REFORM il
RoRR

2157 RavBuan House OFfFrcE BULDING DANNY X DAVIS. RLINOIS
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Monry | (202) 2265081
BERNARD SANDERS, VERMONT.

TNDEPENDENT

March 16, 1999

3
3

The Secretary of Defense >
Department of Defense
The Pentagon
Washington, D.C. 20301

Dear Secretary Cohen:

I would kike to thank you for designating Dr. John Hamre, Deputy Secretary to represent
the Department of Defense at the joint hearing of the Sub ittee on Go
Management, Information and Technology and the Sub ittee on Technology on March 2,
1999. Dr. Hamre’s comments were very helpful in our oversight of the department’s status in
solving the Year 2000 technology challenge. However, as I mentioned at the hearing’s
conclusion, there are several additional questions that we are formally submitting to you for a
written response (see attachment). :

Please send your resp to the sub ittee at B373 Rayburn House Office Building,
Washington, D.C. 20515, by Friday, April 2, 1999. If you have any questions about this request,
please have a member of your staff contact Matt Ryan of the subcommittee staff at (202) 225-
5147. .

Sincerely,

Sl Hro

Stephen Horn, Chairman
Subcommittee on Government Management,
Information, and Technology

SH:mdr
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ADDITIONAL QUESTIONS AND ISSUES FOR THE DEPARTMENT OF DEFENSE

Hearing on March 2, 1999

Questions for Dr. John Hamre

. Please provide a list of all currently noncompliant systems that will not be tested in an
operational evaluation.

. Please provide a list of all currently noncompliant systems (by functional unit) that will be
tested only by a functional test.

. Please provide a detailed explanation of the status of the intelligence community’s computer
systems. Please identify intelligence systems that are currently noncompliant, and the
estimated date they will become compliant. If this information is classified, please tell us
how we might obtain this information.

. You stated that Year 2000 readiness in Russia is a concern. Could Year 2000 disruptions in
Russia result in the leakage of classified weapons technology, which could lead to nuclear

proliferation?

. U.S. troops stationed abroad rely on the infrastructures such as power and water of foreign
countries for numerous services. Is the military taking precautions to ensure that U.S. troops
stationed abroad will be safe and that military bases will be fully operational in the event that
foreign infrastructures fail?
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Office of the Assistant Secretary of Defense
(Command, Control, Communications and Intelligence)

1 April 1999

MEMORANDUM FOR SENIOR CIVILIAN OFFICIAL

THROUGH: PRINCIPAL DEPUTY

¢~ DASD (CIO P&D) Y~ Y. 1 Thpeff
PRINCIPAL DIRECTOR, Y2K / 2 ot \qo\
l

FROM: Director, Y2K Financial Management and Reporting —s
(Prepared by Kevin Garrison, 602-0961, ext. 141)

SUBJECT:  Hearing on Subcommittee on Government Management, Information Technology
— ACTION MEMORANDUM

PURPOSE: To provide responses to Questions for the Record (QFR) from the House Committee
on Government Reform (Tab A).

DISCUSSION:

® The Deputy Secretary of Defense testified at a joint hearing of the Committee on
Government Reform, Subcommittee on Government Management, Information and
Technology, and the Subcommittee on Technology, on March 2, 1999. The QFR from the
hearing were forwarded to the Secretary of Defense on March 16, 1999 (Tab B).

® The QFR involve:
® Status of system Year 2000 compliance and testing efforts
= Status of intelligence systems
* Possibility of nuclear proliferation due to Y2K problems

® Status of efforts to ensure US installations overseas are protected from host nation
Y2K infrastructure problems

© Areas addressed by the QFR were covered in the prepared statement for the hearing as
well as in oral testimony. The responses to these specific questions are amplifications of
information already provided.
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4. Weapons Technology Proliferation.

You stated that Year 2000 readiness in Russia is a concern. Could Year 2000 disruptions in
Russia result in the leakage of classified weapons technology, which could lead to nuclear
proliferation?

The Department of Defense engagements with the Russian Ministry of Defense (MOD) are in the
preliminary stages and to date efforts have focused primarily on management techniques and
commercial solutions. The current emphasis is to assist the MOD in effectively assessing the

YEAR 2000 problem, making sound resource decisions, determining which resources to dispose

of, and the establishment of organization standards that continually address critical YEAR 2000
issues. The application of competent management techniques and solutions is important to the
reduction in the risks of proliferation. The-greatest- YEAR-2000 dangerts in the area of nuclear
stockpile security, specifically the security of nuclear materials. Fhe-Befénse Threat Reduction <"~
Ageney{DTRA), through its Cooperative Threat Reduction (CTR) P;ogram currently provides
assistance to the MOD to improve the management of nuclear weapons stockpiles at storage sites
throughout Russia. One of the primary goals of this increased effort is the continuous safe and
secure storage, transport, and accounting of these Weapons of Mass Destruction, especially
during the Year 2000 transition. -BFRA, will continue the YEAR 2000 dialog with Russia
throughout the remainder of this year.
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Mr. HoOgrN. Did any other service want to comment on this? If
not, I now yield time to the gentleman from Minnesota who is the
vice chairman of the Science Technology Subcommittee, Mr. Gut-
knecht?

Mr. GUTKNECHT. Thank you, Mr. Chairman. I think at this point
most of the important questions have been asked. But I do want
to come back to a very important point, and in fact, if Mr. Ose
would like, I would probably have time to yield to him, but I more
or less want to make a statement here.

I really do believe that our own Defense Department is doing an
excellent job, and I think you are all to be commended for the seri-
ousness that you take relative to this problem. I think the concern
that you have heard echoed in different ways is, what can we do
to affect both our allies and those who may not be particular
friendly toward us? There is a growing body of countries out there,
friendly and unfriendly alike, who are working around the clock to
develop intercontinental ballistic missiles, or at least different
venues to deliver weapons to other places around the world. And
my real fear, and I think the fear of Members of Congress, and I
think I speak on behalf of the American people, I think the biggest
concern about this is we really don’t have a contingency plan in
place if something should go wrong.

And part of the reason I have been a supporter through the years
of development and deployment of a strategic defense program is,
I think, highlighted by this circumstance. I mean, we are not just
talking about Russia here; we are talking about Red China; we are
talking about North Korea; we are talking about potentially coun-
tries in the Middle East. There is a growing list of potential prob-
lems out there whose technology is not necessarily what the United
States is.

And so, while I applaud what you folks are doing to solve these
problems relative to the United States, I really do think that we
need to do more on an international basis, either through the
United Nations, through our own State Department, whatever we
can do to make certain that we avoid the potentiality of a problem
on December 31st or January 1st, whichever way you look at it, so
that we don’t have a problem with an inadvertent launch or some
other mistake that may happen as a result of this particular com-
puter glitch.

And I don’t know if you really want to respond to that or not,
but I think it is something, Mr. Chairman and Madam Chairman,
that we need to continue to pursue and put pressure on our govern-
ment officials, as well as officials from around the country because
this is a very serious potential problem.

Mr. MONEY. Yes, sir, we do have a couple of comments, if we
might, Admiral Willard, and then I will add something.

Admiral WILLARD. I would just, sir, point out that only the
United States and Russia have extremely robust strategic early
warning systems that could be subject to the year 2000 failure. In
fact, though proliferation is all of our concern. The only countries
that you mentioned have somewhat limited early warning capacity.
So, from the standpoint of the initiative that was mentioned earlier
between the United States and Russia, it is focused on the partners
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that have the worldwide early warning capability to begin with
that could ever be prone to failure.

Mr. OSE. Would the gentleman yield?

Mr. MONEY. And if I just might add, you asked, and I failed to
answer your previous question about, or whoever brought up about
what can you all do. I encourage you in any interactions you will
have with your counterparts, for example, in the Duma and other
bodies that you may have some interaction with, to encourage them
to get on with the Y2K remediation, and in the particular case, for
the Duma support of this stability center.

We testified in front of Senator Bennett just the other day, I be-
lieve the Senate, and maybe you all would like to join in, is think-
ing about going over and having a conversation at the right time
with folks in the Duma, for example. My request is if that in fact
occurs. I would also recommend or ask you for your support to stop-
ping in locations where we have troops stationed—Germany, South
Korea, Southwest Asia—to encourage the local governments there
to help make sure that our interdependency on whatever power
water, telephones, and so forth, when we are in garrison and those
countries, is in fact up to snuff, so that will alleviate some of de-
mands on us. So, I would ask for that kind of consideration.

Mr. GUTKNECHT. Mr. Chairman, I yield

Mr. Horn. I think that is a very good suggestion, and I can as-
sure you a number of us will be doing that.

Mr. GUTKNECHT. Mr. Chairman, I will yield the balance of my
time to Mr. Ose.

Mr. Osi. If T could followup on one thing—the early warnings
systems joint effort with the Russians, is there any number of
hotspots around this world or countries who might not have an
early warning system, but might be receptive to the idea of having
access to, at that point and time, where the technological failure
is greatest, might welcome the chance to sit at this same table with
direct communications to their CINCs, or what have you? I wonder,
in particular, about you notwithstanding the recent comradery
about India, Pakistan, for instance?

Mr. MONEY. Yes, sir. In fact, that is being suggested. The State
Department, in fact, is working that. I could conceive this not just
being there only for the Y2K period, but being there in a perma-
nent sense. So, as countries develop nuclear weapons, they have
some idea what their neighbor may or may not be doing that
would, I think, add to the stability of that.

So, my recommendation, but it is a State Department action, is
any country that has nuclear weapons ought to be invited to be
there just to see what else is going on, so they have some assur-
ance that they are not under attack or whatever suspicion they
might have. So, I agree wholeheartedly with you, it ought to be
broaden.

Mr. Ose. Mr. Chairman, I would welcome the chance to sign a
letter of your aghast futilage to that effect, and I yield back the
rest of my time.

Mr. HORN. I think it is a good suggestion. Mrs. Morella and 1
would be glad to join you in that with maybe all of our colleagues
to get the message across. We do have relations, of course, with the
European community. We have discussed this with them when Mr.
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Gilman led the delegation over there. But, we also have a concern
about the lackadaisicalness of some of the countries on the domes-
tic side where they just sort of say, well, you know, if it happens,
it happens. I mean, they are still in a state of denial in a few in-
dustrial countries, and in the developing countries, they simply
don’t have the money or the technology know-how to get at the
problem on even the domestic side. So, I think we all face that
problem.

Does the gentleman from Texas have any other questions he
would like to ask?

Mr. TURNER. Mr. Chairman, maybe just a couple. And, I cer-
tainly want to commend our witnesses today for the testimony be-
cause I think it has been very reassuring to us. And, I think any-
one who listens objectively to what has been said here should rest
easier about the status of the Department of Defense and Y2K
compliance.

I wanted to ask Mr. Money, just could you give us an estimate
as to how much it will cost the Department of Defense by the time
we get through to comply with Y2K?

Mr. MONEY. Yes, sir, and this is an estimate. There is not a lot
of high precision behind this. But the current estimate, the latest
to the OMB is we are somewhere around $3 billion.

Mr. TURNER. $3 billion?

Mr. MoONEY. $3 billion.

Mr. TURNER. It always amazes me, and of course, we have had
many of these hearings with Federal agencies, but the price tag
that we have had to incur and pay to be sure we are Y2K compli-
ant has been enormous. It makes you realize that, no matter how
sophisticated we have become as a society, we are really not too
smart after all. [Laughter.]

Mr. MONEY. Whoever is here 1,000 years from now, I hope they
are not having the same problem.

Mr. TURNER. Right. One of the things that Mrs. Maloney asked
you about earlier was what kind of—I believed she asked the In-
spector General—what kind of contractual language do we have to
protect the Department and the Government against Y2K prob-
lems? Have you, in all of your efforts to remediate, and after you
will spend $3 billion to correct this problem, has any of the respon-
sibility ever been shouldered by any of our outside contractors or
suppliers of the various systems and computers that we utilize in
the Department of Defense?

Mr. MONEY. Oh, yes, sir. Let me start with the answer on the
contracts. As Bob mentioned, roughly a year—maybe it has even
been longer than that, language was to be put into every new con-
tract—whatever that contract was to deliver to the DOD, would be
Y2K compliant. We chose not to go back and notate all the previous
contracts. We said we would start from that point on.

Contractors, again, vary in degrees just like countries or maybe
departments and governments, that some are taking it more seri-
ously than others. But when systems are being delivered today,
they are being tested. They are tested at—the contractors will test
them. If they fall into a mission-critical system, some do, but not
many, what we call mission-critical is what we will go to war with
today or conduct any operation, whatever is called upon us. So that
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is pretty much equipment that is already in the inventory. So, all
that is being done. Some contractors are taking us on with a venge-
ance, some with more diligence than others, but I would say, by
and large, the private industry, and so forth, have come onboard
with what is needed.

I do worry about the 15th-tier supplier. We have talked with
primes and second-tier and third-tier, but you get down to several
tiers now. So I just picked the 15th-tier that supplies something.
We fully expect, because we have gone through just-in-time inven-
tories, regardless of who you are, in the government or contractor
sub-tier, and so forth, that some missing some deadline there, roll-
ing effect could, in fact, happen, and to me that is probably the big-
gest danger that we will be facing, and that is totally unpredict-
able. We can’t. So we just have to wait for that to occur, and then
we will react to it.

I can’t overemphasize, though, that your Department of Defense
can meet any operational problem that comes along, whether that
is humanitarian operations in Africa or whatever may be called
upon, or in Southwest Asia or Kosovo, wherever we may be in
armed conflict. We have the wherewithal to conduct those oper-
ations, and if one of these systems does fail, we have contingency
plans, and we are exercising those to back fill, so we can continue
to operate in any of these calendar disruption periods.

Mr. TURNER. I guess I might ask—this is my last question. Is
there any area of lingering concern that you have based on all your
oversight of this process of remediation in the area, lingering con-
cern, anything that still keeps you awake at night that you might
want to share with the committee, so we will be thorough, to have
examined every area of potential problem?

Mr. MoNEY. Well, you just said it. There is no way, time, money,
that we can examine every possibility. We talk about mission-crit-
ical systems, and then the thread through as you tie one to another
to another. We are not testing all the infinite combinations of those
threads. We are testing the threads that the CINCs are most likely
need to use. Consequently, there are things that we are not testing,
and that does worry me, but we are doing the best we can with the
resources. Frankly, the biggest resource we are lacking now is time
to pull all of this off. I am confident; I, frankly, do sleep at night.
It may not be as long as I like.

Nevertheless, Dr. Hamre mentioned my name a couple of times.
Frankly, these people down on the table here and the services are
the ones, and many, many, many people that aren’t here today—
essentially, the Department of Defense has really taken this on. I
admit there are some people maybe that don’t have quite the
awareness, but I believe everybody in the Department today at
least knows what Y2K means and how that might impact them.

The other part of this is—Bob Lieberman mentioned this—we
have learned how to use the auditors. We view these folks as addi-
tional, independent, clearly independent, but additional people on
the team to say what we are doing right or wrong because they
view things from a different prospective. So, it has really been a
total effort, including the GAO. That may not be often you hear
that over here from a DOD person, but it is true. We have opened
the door to everything we do, to whomever wants to come in, and
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consequently, because we do appreciate the perspective from people
when they see things from another viewpoint. So, I hope my, Dr.
Hamre, our mission today was—we are not arrogant; I don’t mean
it that way at all, but we are confident that we can ride through
any calendar disruption and conduct any operation the Nation may
call upon us.

Mr. TURNER. Thank you, Mr. Chairman.

Mr. HoORN. I just want to clarify one point in the answer. We
have heard so often that there is a danger of polluting our fixed
computers that are Y2K compliant. Is there any danger that the
non-critical mission plans and systems in the Department of De-
fense would interact with the critical mission systems which are
compliant, and is that a problem?

Admiral WILLARD. Sir, it is a good question. Frankly, the non-
mission-critical systems are undergoing the same rigorous testing
and remediation processes that our critical mission systems did,
and as well, they are part of the architectures that we are testing
in our operations evaluation process. So, first of all, they are being
remediated. Second, they are being captured in these large-scale in-
tegration tests that we are doing.

I think, to answer Mr. Turner’s question in the glass half full
sense, when you consider the relative successes that we are seeing
through the small number of operations evaluations that we have
completed thus far, I think our level of confidence is rising that
this rigorous process that we apply to each individual system is a
good one, and that together the systems will test satisfactorily.
That should give us a good deal of confidence, even of the systems
that are outside the bounds of these critical thin lines and architec-
tures that the commanders in chief, for example, are testing.

Mr. HORN. So, you have analyzed those systems that are just
regular business systems, or whatever; they can’t get into your
other systems that are compliant with the year 2000?

Admiral JOHNSON. If I could, sir—in the Constellation Battle
Group systems integration tests that we are doing right now, we
identified approximately 30 mission support systems that we
thought were necessary for the functionality of that battle group,
and included them in our testing. What we are finding is that we
have good program managers. We told them what to do; they went
out and did it, and they defined their interfaces; they tested those
interfaces, and then as we put those systems together, in fact, they
are performing the way we expect. We are finding that the kinds
of problems we have found in the last week on CONNIE, a display
on a COTS system, actually, that was certified to us by a supplier,
read 1900 instead of 2000. It still worked, just had a display error.
Those are the kinds of things that we are finding.

We are finding the systems operate. We may have a display
functionality wrong or a day functionality wrong, but in terms of
actually supporting the war-fighter, the systems work.

Mr. HORN. Any of the other services want to comment on this,
the separation of non-critical mission systems that are not compli-
ant or have not even been looked at because you are focusing cor-
rectly on the mission-critical systems? The Air Force?

General AMBROSE. Well, although the Air Force tracks a little
over 400 mission-critical systems, we are looking at about 3,400
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total systems. And, although all of them aren’t as far along as the
mission-critical systems, all of them will be Y2K compliant by Jan-
uary 1, 2000. So, we are confident that those systems won’t corrupt
the mission-critical systems.

Mr. HORN. The Army, Ms. Browning.

Ms. BROWNING. The Army tracks approximately 700 mission-es-
sential systems, and we are tracking them quite closely. One of the
things that we are doing both for our mission-critical and non-mis-
sion-critical, when we test them, we have to test all the interfaces,
so if a mission-critical system interfaces with a non-mission-critical
system, that is part of the test. So your concern about its cor-
rupting one another, we have already accounted for that. And our
main concern is the operational function that it is supporting, re-
gardless of whether the system is mission-critical or not.

The test we did at White Sands, the test we have done at Fort
Bragg and at Fort Sill, include both mission-critical and non-mis-
sion-critical in the threads that we are testing. In fact, our non-
mission-critical systems, if you will, are probably ahead of our mis-
sion-critical systems in compliancy because they are, frankly, less
complex and have less interfaces. So, we are very confident of
those. But right now, we see no potential for corruption since our
testing rules require that all the interfaces be done during the test.

Mr. HORN. Thank you. Colonel McHale, the Marines?

Colonel McHALE. As I mentioned earlier, the majority of our sys-
tems are operated and maintained by the other services, and we
are confident that they are tracking the right thing and we are
tracking them as they track those systems.

Mr. HORN. So, you see no danger of pollution out of your other
systems that are not critical?

Colonel MCHALE. And in the definition of mission-critical that
was taken into account when we defined the system as mission-
critical, and as Ms. Browning said, the interfaces are being tested
in all the operational evaluation scenarios.

Mr. HORN. We thank you. And now I yield to the gentlewoman,
the co-chairman of the Working Group Task Force, whatever we
are called now, Mrs. Morella.

Mrs. MORELLA. Well, it is ongoing. Thank you, Mr. Chairman.

I want to thank you all for your testimony, and the fact that it
reflects to us a commitment, and a commitment is what is really
necessary, I think, in compliance with this incredible challenge.

I go back to what Mr. Lieberman said in his testimony and oral-
ly, that the most daunting aspect of Y2K is testing. And, I think
we have heard that in different ramifications throughout—the idea
of, is it the right testing? Are we circumventing doing it the right
way in order to save time and to save money, inadvertently some-
times, the whole magnitude of testing? I am just wondering if you
have any comments on it?

I would like to also mention an article that came out in DOD
Computing. It refers to an IG report that is entitled, “Management
of the Defense Special Weapons Agency Year 2000 Program,” and
the IG audit has found that the weapons agency didn’t complete
independent testing of three mission-critical systems before
classifying them as ready. The articles goes on about the agency
tested one mission-critical system, the Nuclear Management Infor-
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mation System, and two have 10 non-mission-critical systems, but
the IG said the agency classified all 13 as 2000 ready. And it goes
on in that vein. This indicates something about the problem with
testing, and I would like to hear comments from you about how do
we attack this problem? What are we doing? Do you agree that this
is an enormous challenge? Maybe, should I start with you Mr.
Lieberman, the IG?

Mr. LIEBERMAN. Fine. That audit report was issued the day be-
fore Thanksgiving, so it was November, and it reflected the situa-
tion in that particular agency as of a few weeks before that. Those
particular systems, by the way, are back on track. The last two of
them will be

Mrs. MORELLA. Mr. Inspector General, this actually had been
published, though, on January 25th.

Mr. LIEBERMAN. The press article, yes. All of the systems dis-
cussed in the audit report will be implemented by the end of this
month, as a matter of fact. However, we had a lot of problems ini-
tially with the managers of systems prematurely certifying that
they had fixed and validated the fix on their systems. I think that
the problem is behind us. The Department went back and looked
at all the systems that we had not late last year, and quite a few
were moved backward in terms of the reporting. That is, they were
decertified. One of the reasons why the percentage of completed
systems had apparently dropped, and I would say that was to the
good, because it was a more accurate representation of where we
really were. We are now past the point where, for most systems,
we are talking about individual system level testing and certifi-
cation anymore. Now we are talking about group tests, end-to-end
tests, or system-of-systems tests.

Once again, I think you are absolutely right, we have to fight
against any tendency to replace numbers of tests for rigor of test-
ing, and there is a difference there. We have to do something to
make sure that all these tests have the proper technical support
while they are being run. An awful lot of things are happening at
the same. The crunch is going to come, particularly, in the May,
June, July timeframe, when the functional end-to-end tests kick in.
Right now, we are just doing a few of these operational evaluations,
so there is still a limited demand for technical expertise. But it is
going to be tough to support all these tests adequately at the same
time.

And the last thing I would say is that those commands that were
most ready to do good testing went first. So, we would agree,
NORAD did a fine job. Generally, the Space Command and the
Strategic Command are way ahead of the other unified commands.
So, they went first, did a good job, as would be expected, and had
good results.

There are other commands that have different kinds of chal-
lenges, and I think the overseas commands, the big combatant com-
mands, particularly, the Pacific Command, European Command,
Central Command, are going to have a much more difficult time,
for no other reason than they have real-world operational consider-
ations that are going to distract them constantly. So, that still re-
mains a big challenge. I am happy with my characterization of it
as the most daunting challenge.
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Mrs. MORELLA. Let’s take note of that. Would anyone else like
to comment on it? All right, Mr. Brock and then Secretary Money.

Mr. BROCK. Yes, I think there is another issue. Testing is going
to be daunting, and Mr. Lieberman is right that the two initial
CINCs that did the testing had somewhat of an advantage over
some of the others because they also controlled more of their own
systems they used. And so, they didn’t have as many interfaces or
dependencies on systems outside their control. But, nevertheless,
we did find the guidance for those processes to be very rigorous.
And I want to repeat that, that we were very pleased with the
guidance.

Other tests that are coming out, as I have also mentioned in my
statement, for some of the functional areas have not been defined
yet. And that is our concern. These tests probably aren’t as rig-
orous or require the same level of rigor found in operational tests,
but by the fact that they aren’t defined and some of them aren’t
scheduled, makes us wonder when they will be squeezed in.

Second, there is a whole issue which we really haven’t addressed
today, and that is the need to develop contingency plans or busi-
ness continuity plans. The vast number of mission threads or thin
lines or business processes that we have been talking about today,
for the most part, still need to be developed, and also need to be
tested. And so, the Department has a fair amount of work to do in
a relatively short period of time.

Mrs. MORELLA. Try to follow that Secretary Money.

Mr. HORN. Mr. Money. She has asked my questions, so take your
time.

Mr. MoNEY. Back to the article. The article suggested that there
was a fraudulent entry, and so forth. When that was published, the
Deputy Secretary and myself, we called every service, every De-
fense agency, into the room and the high-level people in each of
those services, like the vice chiefs and/or agencies attested to that
their reporting, in fact, is accurate and not fraudulent. There was
a misinterpretation, by the way, in the test plan. We requested
that there be an independent signoff, not just the program man-
ager or whoever was on the particular program. I believe we are
past that. By no means do I want to minimize the testing that we
performed.

I see a very important date, somewhere around the end of
March, March 31st, because we will have had the operational test,
at least one series of those. We will learn a lot from that. I don’t
expect that every one of these will fly through with no hiccups and
no problems. In fact, we will focus on some where those may be.

Let me use an example of a few months ago; we had a test down
at White Sands Missile Range, an end-to-end, and it flunked; it
failed miserably. Went back and fixed the systems, had another
one, roughly, I think it was about 3 months later—this is about 3
months ago—and it flew. We were even doing telemedicine to some
remote village. So, we will go through that.

Relative to the functional testing, those were addressed later. A
lot of the non-mission-critical area falls into there. But there are,
to varying degrees, contingency plans. Let me give you an example.

When Dr. Hamre talked about the DFAS going through the fed,
going to various banks, when that is exercised, if we see any prob-
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lem with that, we will then go back and buy check stocks so we
can issue checks the old way versus electronic funds transfer.
Frankly, I am holding onto that. That is $4 million I would rather
spend somewhere else. We will make that decision roughly the end
of June. That is time enough to get the checks in place, and so
forth. So, we are working through those. By no means do I want
to sit here and claim that we have this whipped, that we have
thought of every aspect.

One of you asked me earlier, what do I worry about? It is what
we haven’t thought of. You don’t know what you don’t know, what
is going to come back and bite us in that way. But through the var-
ious tests and the extensiveness that we are trying to address
those, we hope to uncover, discover, if you will, what is out there
that we need to fix.

Mr. HORN. Any other questions on that or other people?

Mrs. MORELLA. I think Admiral Willard wanted to comment on
that.

Admiral WILLARD. Mrs. Morella, I would comment that, with re-
gard to magnitude of testing, that there was a methodology applied
to determining what would be tested, for example, in the oper-
ational evaluations. And that methodology dealt with determining
the missions of each of our unified commanders and the tasks that
supported those missions and picking the most critical tasks. There
is no shortcut being applied to the architecture that supports that
taslk. So, it wasn’t arbitrary. On the contrary, it was very method-
ical.

With regard to the points that Mr. Lieberman made on the pau-
city of technical expertise, that is a challenge that we continually
face. By and large, when we have date functions in systems, we re-
quire the systems expert from the program manager of that system
to be present to assist us in rolling clocks forward and rolling
clocks back and restoring systems to 1999. It is a challenge associ-
ated with all of our evaluations, and we are spreading that exper-
tise thin, as you can imagine. The ratio of technical expertise to
systems with clocks averages about 0.75 to 1. I mean, we need
nearly as many technical experts as we have systems with clocks
as we step through these functional end-to-end tests and operations
evaluations. So, scheduling those individuals is crucial.

On the point that was made regarding the fact that the CINCs
that are farthest along are conducting their operations and evalua-
tions earliest is true. And we are doing that because our data base
captures the lessons learned and results of those evaluations, and
in turn, they are spread about the other CINCs. So, those CINCs
that are challenged the most, that are overseas, that are busy in
other areas of the world, or that have chosen the most difficult
tasks to OPEVAL, have the benefit of these earlier evaluations,
successes and failures to draw on. So, we are sharing lessons
learned across them all, and we hope that by the time we get to
the most difficult and most challenged unified commands, that they
would have absorbed a great many of the lessons from the earlier
evaluations. So that too, I think, is being done very methodically.

And then my last point would be this: Again, back to the mag-
nitude of testing, I think as the Services comment, you will find
that the rigor with which they are testing is generally through very
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time-tested methodologies to test their various systems. They are
not inventing a lot of new things. In the case of CINC OPEVALs
and picking architectures according to task, that was relatively
new to us. But many of the integration tests are leveraging off of
very rigorous integration tests that we have performed on our
weapons systems, and other systems for many, many years with
success.

Admiral JOHNSON. I would like to quickly address a couple of
things, sir. One of them is the concern about shortchanging testing.
A huge quantity of testing is completed by the program managers
in their validations. That is complete for about 91 percent of the
Navy systems right now. And now we are in the fielding business.
What our experience in operational evaluations has found is that
the testing was rigorous because we aren’t finding problems in our
operational validations.

The operational testing is being run by operational commanders.
They are defining the scope of testing, and they are calling upon
the SYSCOM commanders and other technical experts to provide
the support they need in order to satisfy them that the systems
that are being deployed, in our deployed units, are in fact, going
to work and provide them the capability they need.

Another comment, and I am shifting to a separate subject, and
that is on the area of contingency planning. We think we are very,
very far along in the area of contingency planning. We have worked
with our operational commands and our shore establishments to
develop a contingency planning guide which we published last No-
vember. Our operators already have casualty procedures and oper-
ating procedures in place to deal with system failures. They do that
on a daily basis. We have backup and redundant systems.

And what we are doing is exercising those capabilities they al-
ready have and their operational capabilities to shift to backup sys-
tems or backup methods in the event of a system failure, and we
are exercising those procedures in our operational evaluations. We
already have disaster preparedness plans at our bases. We are
looking at those in terms of year 2000, and making sure that those
disaster preparedness plans reflect the year 2000 aspect of it, and
will be ready to be implemented, if necessary. So we think the con-
tingency planning aspect of that is much farther along than a lot
of people think. And we are exercising all of those contingency
plans and continuity operational plans in our operational evalua-
tions.

Mr. HORN. Admiral, as you have mentioned, contingency plans,
and before General Ambrose does, I am reminded with Mr. Money’s
comment, they are going to go back to just writing out checks.
There is even an earlier contingency plan the Navy practiced,
which was just pay it out in cash and sign for it, which was what
the Senate did when I came there in the 1960’s. They had some
Navy officer, who is now comptroller of the Senate, to just passing
it out in cash. And I remember one basic commander, General Am-
brose, who paid the whole base in $2 bills. And believe me, commu-
nity relations went up with the Air Force when they saw thousands
of $2 bills out there.

But go ahead.
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General AMBROSE. Until about 4 months ago, I was the Com-
mander of Offutt Air Force Base in Omaha, NE, and fortunately,
we have had such a tremendous relationship with downtown, I
didn’t need to do the $2 bill thing, but it will be a good hip pocket
thing to hold.

I would just like to point out, just a couple of days ago, our audi-
tors presented a report to me on a phase validation we asked them
to do. Basically, we asked them to go back and take a look at a
sample of the systems that we have certified, across all criticalities,
not just mission-critical, and take a look at the process, and the
exit criteria for going through each step of the process, and make
sure we did that right. And they went out and looked at 267 sys-
tems, most of which were chosen at random, and they reported no
testing discrepancies of any kind, and in fact, only a couple of
]I;linor discrepancies of any kind, not a statistically significant num-

er.

In terms of OPEVALSs, and especially the end-to-end tests, we are
spending a lot of time right now making sure that when we test,
the quantity and the quality are both what they should be, and
that we are testing the right processes and the right systems. And
realistically, you can’t test every possible way that you will use
even your mission-critical systems. So, what you must do is ask
how do we use these in the preponderance of our operations and
that is what we will test.

Now, we are ready for the unexpected things that occur, because
we have told our program managers and, more importantly, we
have told our commanders that you need to take a look at all that
you do from the standpoint of what is it that you can’t stand to
shut down, and then have another way to do that thing. And that
is how, I think, the entire Department is approaching Y2K. So, if
the computers work, and we think they will, great. If they don’t
work, we will continue to do business because we have another way
to do it.

Mrs. MORELLA. If I just might mention one thing—with our very
distinguished military here, and Inspector General, and GAO rep-
resentative, I am reminded—I have mentioned this once before at
a hearing—of Admiral Grace Hopper. Remember the first woman
admiral? She is the one who devised COBOL. Don’t you wonder
what she is thinking now, from where she is up with St. Peter as
she looks down on the need for people who are skilled in using
COBOL and in remedying this problem that she was a little part
of?

And I thank you. Thank you, Mr. Chairman.

Mr. HORN. Ms. Browning.

Ms. BROWNING. Mrs. Morella, I would like to answer two of your
questions, one, whether we are testing the right stuff.

Mrs. MORELLA. Thank you.

Ms. BROWNING [continuing]. And two, about the veracity of our
certification? And by the way, I am sure Grace Hopper is laughing
in her grave; I would think that.

What I would like to give you—I don’t know if you want to enter
this into the record, but as to whether we are testing the right
stuff, the Army looked at its major battlefield functional areas, how
it does business. We have over 100, what we call, mission threads.
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We have boiled that down to 24 critical mission threads. This was
done not by the techs; this was done by the war fighters. So, these
are the threads; these 24 critical ones are the ones that we are
testing. And we are testing them at the division, at the corps; they
are being tested in the OPEVALSs, in the end-to-end tests.

We are also, in terms of testing the right stuff, the minimum we
are doing are four critical dates. And that is true across the De-
fense Department. The September 9, 1999 date, the crossover, the
midnight crossover on December 31, and there are two midnight
crossovers on the leap year. Those are the minimum. Some tests,
especially if they are complicated business systems, are testing
more. But we are testing those. In addition, we have a lot of man-
agement controls on the test. The Army has been using for over a
year and a half the Army Audit Agency. There are internal man-
agement consultants to Y2K from my office. They have been doing
very good work for us. They are out there asking the questions on
the contract compliance, on the interface agreements, et cetera, and
we constantly get reports and updates from them. In addition, for
our testing, we are going to use our operational tests and evalua-
tion command, to sit with us, the technical folks, the functional
folks, to do that.

Mr. HorN. Without objection, that exhibit is put in the record at
this point.

Ms. BROWNING. Thank you. Also, for all of our contingency plans
that we have for mission-critical systems, they not only have to
have a technical piece, but also a functional piece. So, we are look-
ing at that.

Your second question on the veracity of the certification, and this
is for the certification of our individual systems, for all mission-crit-
ical systems in the Army, we require either a senior executive serv-
ice or a flag officer signature on that. And we require it in two
channels, both the technical or the material developer channel, as
well as the functional channel.

We also, again, have those management controls. We have sent
some of those back from our front offices because they haven’t
l(})loked at everything. We also have the AAA working with us on
that.

One final thing, if you ask how I don’t sleep at night because of
Y2K, I would say the thing that probably bothers me the most is
the outside dependencies. I am very confident in the Defense De-
partment, not only in the Army, but the rest of the components. It
is the outside dependencies, whether they be our suppliers, wheth-
er they be foreign countries, and the more that we can do nation-
ally to get that message out and to educate people, I think the
more we minimize risks come this December.

Mr. HorN. Well, I take it you are looking at electricity, food
supply—

Ms. BROWNING. Yes.

Mr. HORN [continuing]. Water, et cetera. I mean, we might face
a Berlin airlift, I think, in some of these bases, but I would think
it1 depends on how distant they are from the main source of sup-
plies.

Ms. BROWNING. And how robust the infrastructure is around
them.
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Mr. HorN. Right. And that should be a worry, just in general.

Ms. BROWNING. Right.

Mr. HORN. So is the Army asking those questions on the contin-
gency plan? Because as I get the reports from the Department, and
all departments, all 24 of them, we hardly see any movement in
facing up to a contingency plan. Now, maybe they are just opti-
mistic and say, well, gee, we will finish by March 31st and we will
get the testing done and all of that. Very few contingency plans.
The one that you see in the domestic departments, perhaps the De-
partment of Defense, is we will use the United States Postal Serv-
ice. And the other day, we had the Postal Service in, and we said,
“What is your contingency plan?” I didn’t snidely say, “Is it a mail-
box?” I just let that pass. But, that is one of the problems on, say,
getting checks out and everything else to one’s employees, which
have mortgages to pay and all the rest of it. So, that is a worry,
and yet, I don’t see much movement on the contingency plan in its
reporting.

Colonel McHale, what about the Marine situation?

Colonel McHALE. Certainly. Ms. Browning mentioned the Army
developed the critical mission threads. Coincidentally, at the same
time, at a parallel independent path, the Marine Corps arrived at
the same conclusion in evaluating and constructing our OPEVALSs
much the same way the Army did. When I heard about the Army
system, I immediately suspected that we had taken a wrong turn
some place because we were doing the same thing, but it verified
that we were doing the right thing.

On contingency plans, the Marine Corps requires contingency
plans for all our mission-critical and all our mission support sys-
tems because of that interdependency of the two systems. And we
found that, in doing that, that causes us to be more rigorous about
the way we were evaluating our plans. You are concerned about
not having contingency plans, I believe, as the Department of De-
fense goes through this process of conducting the operational eval-
uations, conducting tabletop seminars, that that will cause us to
focus again away from the system-by-system evaluation and to
focus on the larger functional, and, in our case, the Marine Corps-
wide plan of how we are going to operate on day one, how we are
going to operate on January 1st, and those contingency plans will
evolve as we get away from the system-by-system analysis.

One comment about the operational evaluations that we are con-
ducting: I am amazed that it turns out that every Marine Corps
general officer was born in Missouri and they don’t want to take
anybody’s word for anything. So as we have developed our oper-
ational evaluation plan, we have said, these are the systems that
you have to test in a minimum configuration. And we have found
in all the operational evaluations that we have conducted or are
planning to conduct that they are additional systems, that our
Army systems or Air Force systems, that they want to be able to
have—if I can use the term “warm and fuzzy” feeling about—and
the Commandant has charged them at the time of this operational
evaluation cycle, which will complete for us at the end of July, that
each one of them needs to come back to the Commandant and say,
“I can do my mission.” And he is not really going to be concerned
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?b(l)u(‘i, well, it was an Air Force or it was a Navy system that
ailed.

A marine commander has to be able to do his mission regardless
of what systems he has to bring to bear, and that is what he is
evaluating. So, it far exceeds whatever the congressional require-
meléts are for systems that are only Marine Corps owned and oper-
ated.

Mr. HORN. Mr. Ose, any further questions? Mrs. Morella, any
further questions? Mr. Turner, any further?

Mr. TURNER. No, thank you.

Mr. HORN. I have one last question, and that is on the nuclear
i%u}()iply, and this is really directed at Mr. Money and Admiral Wil-
ard.

In terms of your weapons support and the use of the nuclear sup-
pliers in the United States, has the Department of Defense asked
these questions of its supplier or have they left it generally to the
Department of Energy as the cabinet department supplier, if you
will? Because some people are worried about some of our reactors
and are there microprocessors in there that lead in one condition
or the other by—let’s take it, we are in Illinois. Most of their elec-
trical power is generated by nuclear reactors. If we have blackouts,
which haven’t had anything to do with nuclear reactors at this
point—and sometimes we don’t have the slightest idea what con-
tributed to that blackout in either the San Francisco situation, the
New York situation; that was a decade ago. I am just curious, if
we are looking at suppliers, it seems to me the Defense Depart-
ment has a role in there, and are they worried or not?

Mr. MONEY. Yes, sir. If we start with the weapons versus the re-
actors generating power

Mr. HORN. Right.

Mr. MONEY [continuing]. DOE has that responsibility. DOD over-
looks that CINCSTRAT in particular.

Anything you want to add?

Admiral WILLARD. Yes, sir. There is a simple answer: By and
large, the facilities that are owned by the Department of Energy
[DOE] are being overseen by DOE, and the interfaces to those fa-
cilities are being checked by the Department of Energy. In those
areas where an interface exists between our strategic commands
and those vendors, then Strategic Command is maintaining visi-
bility. I think Admiral Mies would assure you of that.

Mr. MONEY. When it gets to reactors, then that is a power gen-
eration and that will be a DOE reporting up through John
Koskinen.

Mr. HorN. OK. We thank you. We will be pursuing that in a cou-
ple of months, and obviously, we have got a major concern on the
nuclear reaction in terms of supply for civilians, as well as military
indirectly, in some cases.

Let me just thank the people—and then I will have a few re-
marks here—thank the people that helped prepare this hearing: J.
Russell George is in the door down there, staff director and chief
counsel for the Subcommittee on Government Management, Infor-
mation, and Technology; Matt Ryan, senior policy director, right
behind me here for that subcommittee; Bonnie Heald, director of
information and professional staff member; and Mason Alinger, the
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clerk for the subcommittee; Richard Lucas, our faithful intern; and
for the Technology Subcommittee, Richard Russell is back of Mrs.
Morella, staff director; Ben Wu, professional staff; and Joe Sul-
livan, the clerk.

And for the minority we have Faith Weiss, the counsel, and Jean
Gosa, the clerk.

And for our faithful court reporter, it is Leslie Preer.

I think you have all given some very compelling testimony this
morning, and it, obviously, pleases all of us that both the Inspector
General of Defense and the GAO are working together, and every-
body in all the services seem to be working together. So, I com-
mend you for that.

Let’s face it, the safety of our country and other countries depend
on the Department of Defense’s mission-critical services, and we
have been concerned, obviously, that the Defense Department
seems to be behind schedule, but it could be that you are in the
Preakness or something and you are waiting for the last few laps.
I don’t know. I have sometimes said, with the administration, when
it took a long time to get them organized, that it was like the “Per-
ils of Pauline.” You know, she is strapped over the railroad, you
think she is a goner, next Saturday, she is doing great. [Laughter.]

And that is when movies were 10 or 15 cents.

I appreciate Secretary Cohen and Deputy Secretary Hamre, and
now, hopefully, Assistant Secretary-to-be Money, for the leadership
they are providing. I think that has absolutely been essential in
solving some of these problems.

But we remain concerned about the preparedness and potential
vulnerability of foreign military bases, and we are delighted with
the initiative the Secretary took in relation to the Russians. I hap-
pen to feel very strongly that, if we don’t win the Russians in with
us as part of the western democracy down the line, we would have
made the biggest mistake we could make in diplomacy in the last
part of this century. So, I am glad those relations were started
when General Powell was chairman of the Joint Chiefs of Staff; I
am glad they are going on.

And I thank all of you for testimony. It is good to know that
progress has been made within the executive branch. I think we
still see a lot that has to be done, and some of it relates to the na-
tional defense, and hopefully, with all of your hard work, we will
get that job done. And we thank you for coming.

With that, this meeting is adjourned.

[Whereupon, at 1:12 p.m., the subcommittee was adjourned.]
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