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A TICKING TIME BOMB: COUNTERTERRORISM
LESSONS FROM THE U.S. GOVERNMENT’S
FAILURE TO PREVENT THE FORT
HOOD ATTACK

TUESDAY, FEBRUARY 15, 2011

U.S. SENATE,
COMMITTEE ON HOMELAND SECURITY AND
GOVERNMENTAL AFFAIRS,
Washington, DC.

The Committee met, pursuant to notice, at 10:47 a.m., in room
SD-342, Dirksen Senate Office Building, Hon. Joseph 1. Lieber-
man, Chairman of the Committee, presiding.

Present: Senators Lieberman, Levin, Begich, Collins, Brown, and
Johnson.

OPENING STATEMENT OF CHAIRMAN LIEBERMAN

Chairman LIEBERMAN. Two weeks ago, Senator Collins and I
issued this report based on our bipartisan staff investigation. It
was, as we have indicated, into the Fort Hood massacre that left
13 innocent people dead and 32 others, including Sergeant
Lunsford, wounded.

Our report—titled “A Ticking Time Bomb: Counterterrorism Les-
sons from the U.S. Government’s Failure to Prevent the Fort Hood
Attack”—concluded, painfully, that the attack at Fort Hood was
preventable. The Department of Defense (DOD) missed several op-
portunities to reprimand and discharge Army Major Nidal Hasan
for his growing and surprisingly open embrace of violent Islamist
extremism, and the Federal Bureau of Investigation (FBI) ne-
glected to investigate him thoroughly after it learned that Hasan,
a member of the U.S. Armed Forces, after all, was communicating
with a suspected terrorist already the subject of a major FBI
counterterrorism investigation.

More broadly, our investigation uncovered a troubling lack of
awareness among some U.S. Government officials about violent
Islamist extremism, the ideology that inspires it, its manifesta-
tions, and how best we can prevent and confront it.

Today we are going to hear reactions to our report’s findings and
recommendations and discuss how our government must proceed if
it is to prevent future homegrown terrorism broadly and the loss
of innocent American life at the hands of violent Islamist extrem-
ists.

I want to particularly recognize, welcome, and, again, honor all
those members of the victims’ families, and Sergeant Lunsford, who

o))
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are here today and also to welcome our panel of witnesses. They
are really an extraordinary group of people with wide-ranging and
long experience.

Charlie Allen was the first Under Secretary of Homeland Secu-
rity for Intelligence and Analysis and Chief Intelligence Officer and
before that for a long time had been a top counterterrorism official
at the Central Intelligence Agency (CIA).

Phil Mudd is a former long-time CIA analyst and was the first
Deputy Director for National Security at the FBI as post-Sep-
tember 11, 2001, made itself into the lead U.S. Government agency
for counterterrorism purposes.

We are really honored to have Jack Keane with us, retired Vice
Chief of Staff of the U.S. Army and four-star general, to discuss the
military’s response to this challenge.

And Samuel Rascoff, Assistant Professor of Law at the New York
University School of Law and former director of the intelligence
analysis unit of the New York Police Department (NYPD), will
bring the other perspective of local government and academia to
the discussion.

Because we are starting late, I am going to ask that the rest of
my statement be included in the record.

And I will now call on Senator Collins.

OPENING STATEMENT OF SENATOR COLLINS

Senator COLLINS. Thank you, Mr. Chairman.

Let me begin my remarks by also expressing my personal thanks
to the family members and victims who have traveled from afar to
be with us today. As I told them in our meeting prior to this hear-
ing, they were the ones who kept us going throughout this inves-
tigation, even though at times we met with obstacles and a lack of
cooperation. And meeting with you today redoubles our determina-
tion to ensure that the recommendations in our report will become
a reality.

About a half a day, about 4 hours, that was the amount of time
that the Washington Joint Terrorism Task Force (JTTF) spent de-
termining whether a military officer in communication with a
known terrorist suspect amounted to a national security threat.
Underlying threat information was not shared with the Depart-
ment of Defense. Additional investigative actions were not taken,
even when the JTTF responsible for the lead called the investiga-
tion “slim” and pressed for more action.

This hasty decision to close the investigation cost the government
its last, best chance to identify the violent radicalization of Major
Nidal Hasan, the last, best chance to potentially prevent the No-
vember 2009 massacre at Fort Hood.

But well before this failure by the FBI, the Department of De-
fense itself had enough information regarding Hasan’s violent
radicalization to have disciplined or discharged him under current
personnel and extremism policies. Hasan’s extremist actions at
Walter Reed Army Medical Center were well known to his super-
visors and colleagues, and his poor medical performance was also
evident. Yet the Department took no action—laying the foundation
for the FBI’s cursory investigation which relied, in part, on Hasan’s
inadequate and misleading officer evaluations.
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Our report’s conclusion is alarming. It is a call to action. The De-
partment of Defense and the FBI collectively had sufficient infor-
mation to have detected Major Hasan’s radicalization to violent
Islamist extremism, but they failed to act effectively on the many
red flags signaling that he had become a potential threat.

I, too, am going to submit the rest of my statement for the record
since we are starting late, but I just want to make four quick
points.

First, the Administration still is refusing to acknowledge that
violent Islamist extremism is the ideology that fuels attacks.

Second, the FBI cannot go it alone. Its Joint Terrorism Task
Forces have been successful and deserve credit for thwarting plots
against our country, but they risk becoming another intelligence
stovepipe.

Third, detecting and disrupting homegrown terrorism will re-
quire a sustained leadership effort from the Attorney General, the
Secretary of Homeland Security, the Director of National Intel-
%igence, and active coordination across Federal, State, and local
ines.

Fourth and finally, the U.S. Government must develop and im-
plement an effective strategy to confront the violent Islamist ide-
ology that fuels terrorism.

Again, as I met with the families today, they renewed my per-
sonal commitment and I know that of the Chairman and all the
Members of this Committee. They deserve no less than our stead-
fast commitment to achieving the goals that we have set out in our
report. Thank you, Mr. Chairman.

Chairman LIEBERMAN. Thanks very much, Senator Collins.

Now we will go to the witnesses. Mr. Allen, great to welcome you
back. I think we are calling on you first, as we usually do, based
on seniority. And may I say you look great. I have not seen you
in a while, so welcome back.

TESTIMONY OF HON. CHARLES E. ALLEN,! FORMER UNDER
SECRETARY OF HOMELAND SECURITY FOR INTELLIGENCE
AND ANALYSIS AND CHIEF INTELLIGENCE OFFICER

Mr. ALLEN. Thank you, Mr. Chairman and Ranking Member Col-
lins. It is great to appear before this distinguished Committee
again. I have a longer statement for the record that I would like
to be entered into the record.

Chairman LIEBERMAN. Without objection, it will be.

Mr. ALLEN. The focus today, of course, is on the murder of 12
servicemen and one Department of Defense civilian at Fort Hood
by Nidal Malik Hasan, a U.S. Army major and a psychiatrist. But
beyond that event, I think there is the broader issue of the poten-
tial growth of violent ideological Islamist extremism in our home-
land, and Senator Collins just referenced that.

I found the section of the Committee’s special report on violent
Islamist extremism to be in accord with views that I have held
since 1998 when I was at the CIA working against al-Qaeda and
the global spread of Islamist extremism, along with Mr. Mudd. It
delineates the ideology of violent Islamist extremism—and that of

1The prepared statement of Mr. Allen appears in the Appendix on page 32.
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al-Qaeda its affiliates and others—from the belief in the religion of
Islam and its practice. And that is very important.

I am concerned, however, by the details in the report on the def-
erence given Major Hasan by his superiors at the Department of
Defense as he repeatedly persisted in studying Islamist extremism
in ways that suggested he endorsed under some circumstances vio-
lent acts, including suicide operations.

As this Committee is well aware, the United States has success-
fully continued very relentless efforts under two Administrations to
disrupt, dismantle, defeat, and destroy al-Qaeda, and it has been
remarkably successful. The new factor, however, that has come to
the fore over the last 2 years is a surge in homegrown extremism
here in the United States. The growth of extremism, especially
among young American Muslims, in 2009 and 2010 is very dis-
turbing. According to a RAND Corporation study published in
2010, there were 46 publicly reported cases of radicalization and
recruitment to jihadist terrorism between September 11, 2001, and
December 31, 2009. But 13 of these cases occurred in 2009, up from
an average of about four cases a year from 2002 to 2008. And the
individuals charged with involvement in terrorism were primarily
self-inspired, self-motivated. And with few exceptions, they were
not directed by al-Qaeda “central” or by al-Qaeda in the Arabian
Peninsula.

One cannot overstate the power of the Internet in fueling the
growth of this radicalization. It is the primary means by which al-
Qaeda markets its messages to hundreds of Web sites, commanding
Muslims to kill or support the killing of U.S. citizens to defend
Islam, which we know is a false statement.

Anwar al-Awlaki in his latest video, which I think was on No-
vember 9, 2010, had one simple message, and it was very direct:
“Kill Americans.”

Turning to the Committee’s report, I agree strongly with the
Committee’s views in praising the work of the military, the FBI,
and intelligence agencies, in disrupting and preventing attacks.
And I think the Committee is accurate in its judgment that there
is a need for a more comprehensive and coordinated approach to
countering radicalization and homegrown terrorism across all agen-
cies, including Federal, State, and local. If we are going to keep the
country safe, I think we have to have a unified intelligence effort.

We have talked about an integrated national intelligence enter-
prise to deal with domestic terrorism, but I think we are far from
one where we have firm resolution. There is no unified national in-
telligence collection plan or not even a set of recognized national
intelligence requirements relating to domestic terrorism. There are
fault lines across the Federal, State, and local governments and the
information sharing and building of trust among counterterrorism
authorities.

For example, the FBI is the country’s primary domestic intel-
ligence agency that has the responsibility to prevent and inves-
tigate acts of terrorism. It is a radically different agency from what
existed on September 11, 2001, it really has improved. It has estab-
lished the Joint Terrorism Task Forces, over a hundred of those.
It has established Field Intelligence Groups in each of the FBI's 56
field offices. But it is not clear to me that the analysts are as well
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integrated into FBI investigations and operations as they should
be, and it is especially important that they are not integrated with
special agents in pursuing leads where there may be suspicious ac-
tivity but no immediate predicate for investigation.

The Department of Homeland Security (DHS) and its intelligence
arm has yet to realize its full potential at the State and local level.
It must do more to enrich its relationship not only with the fusion
centers but with local police departments. Local police departments
are not yet fully utilized as part of the overall national intelligence
effort, even though they are well positioned to combat homegrown
terrorism. They know their neighborhoods, and they are very di-
verse.

It seems to me the lessons from Fort Hood are pretty clear. DOD
needs to have both a doctrine and strategy for dealing effectively
with the potential for Islamist extremism within our military serv-
ices, and I believe this can be done while ensuring that military
personnel have full freedom of religion, regardless of faith.

Both DOD and the FBI also had sufficient information between
them, if it had been acted upon—to have taken actions to prevent
the attack by Major Hasan. However, neither had a total view of
the potential threat posed by Nidal Hasan. More importantly, the
DOD officer assigned to the JTTF never had access to all of the
sensitive information involving Major Hasan’s communications
with a “suspected terrorist.”

It is essential that personnel assigned to the JTTFs from other
agencies, such as DOD, have “systems high” clearances if they are
to perform their jobs. Failure to share information and excessive
compartmentation have contributed to American casualties in the
struggle against terrorism, there are some examples of that in the
past.

I think the FBI is on its way to transformation, changing the Bu-
reau’s culture. But I believe the transformation is incomplete. It
needs to move even more to become an intelligence-driven organi-
zation from its case-driven model that it has prided itself on over
the years. I also believe that the JTTFs decentralized model has to
be re-examined to ensure that FBI Headquarters’ counterterrorism
leadership is more directly involved in potential terrorism leads
that could pose risks and the need for more intelligence colleague.

I look forward to your questions.

Chairman LIEBERMAN. Thanks very much, Mr. Allen, for an ex-
cellent opening statement.

General Keane, a pleasure to welcome you back. Thank you for
all your service to our country and for coming forward to talk about
this current challenge.

TESTIMONY OF GENERAL JOHN M. KEANE,! USA, RETIRED,
FORMER VICE CHIEF OF STAFF OF THE U.S. ARMY

General KEANE. Chairman Lieberman, Ranking Member Collins,
and distinguished Members of the Committee, thank you for invit-
ing me to testify today about the most significant threat to the se-
curity of the American people that I have seen in my lifetime—rad-
ical, violent Islamist extremism. I commend this Committee and

1The prepared statement of General Keane appears in the Appendix on page 41.
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the leadership of Senators Lieberman and Collins for their ongoing
work in identifying this dangerous ideology and developing ways to
protect against it.

My heart goes out to the family members of our murdered sol-
diers and civilian, and those who are here today. I hope you can
find some satisfaction in the excellent work done by this Com-
mittee.

The most recent work of the Committee on this challenge to our
national security is its investigative report on the Fort Hood mas-
sacre that took place on November 5, 2009. That report puts the
key issue front and center and confirms what many of us feared
after the attack. Self-radicalized violent Islamist extremists are not
just here in America; they have penetrated the U.S. military, which
is one of the last places you would expect to find people so violently
opposed to this country and its citizens.

I would like to discuss my two reactions to this much needed and
comprehensive report. First, I am shocked and disappointed by
what this report reveals about the failure of the Department of De-
fense to come to grips with violent Islamist extremism and the dan-
ger it presents to our troops. Second, I wholeheartedly endorse the
report’s recommendations for reform in DOD to better protect
against this threat.

I will start with my first reaction—just how unacceptable the
Army’s failure to deal properly with Hasan’s radicalization to vio-
lent Islamist extremism was. I reach this conclusion with sadness.
I was proud to serve in the Army, and while I did, I was involved
in helping the Army devise policies to protect against racial extre-
mism that turned deadly at Fort Bragg, North Carolina, where I
commanded. And I know the military is full of people at all ranks
who are dedicated to the protection of the men and women in serv-
ice. But this time, some of those people—including Hasan’s superi-
ors and colleagues—failed to do what was needed to root out a dan-
gerous extremist.

I agree with the report’s conclusion that Hasan’s open displays
of violent extremism was a violation of military rules calling for
good order and discipline. A list of things Hasan said and did in
that report, when you add them up, shows he was an extremist
who had no place in our armed services.

I want to caution here that I know that our military includes
thousands of brave and patriotic Muslim Americans who serve this
country with honor. Some have given their lives in service to our
country. When Hasan concluded that Muslim Americans might
commit fratricide, he was not talking about them, but he was giv-
ing a warning about himself. As the report states, Hasan’s extre-
mism was not a secret. The officer who assigned him to Fort Hood
told commanders there, “You’re getting our worst.”

What should have Hasan’s military superiors done? They should
have been able to put the information together and conclude that
Hasan believed the same things that the violent Islamist extremist
enemies of this country believe, and that meant he should have
been out of the military.

But instead of removing Hasan, his superiors promoted him,
graduated him from his residency and fellowship, assigned him to
Fort Hood, and even approved him for deployment to the conflict
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in Afghanistan. Instead of moving Hasan out, his Army com-
manders moved him up. This is exactly the opposite of what re-
sponsible officers should have done.

The report describes a series of reasons given by the Army for
failing to deal properly with Hasan. I do not find any of those rea-
sons credible. A pair of related reasons is that some of Hasan’s su-
periors believed his views were not problematic, and others actu-
ally believed he provided valuable insight into Islamist extremism.
This was a terrible misjudgment because the truth was that
Hasan’s views were problematic precisely because he was an ex-
tremist. It is hard to understand why senior officers did not see
that.

So why did Hasan’s superiors fail to take the action that was
necessary? That brings me to my second reaction to the report,
which is my agreement with the report’s recommendations about
changing military policies and training to identify the threat of vio-
lent Islamist extremism among service members and to require
that it be reported and dealt with.

When I testified at a hearing before this Committee at the begin-
ning of the investigation, I said this: “It should not be an act of
moral courage for a soldier to identify a fellow soldier who is dis-
playing extremist behavior; it should be an obligation.” This is as
true today as it was then. Unfortunately, the report reveals that
the military to this day still does not have policies and training
which identify what violent Islamist extremism is and what our
men and women should do when they see it.

I know a lot of good people in the military have reviewed the
Fort Hood attack to determine lessons learned, and some of their
work and recommendations do move us forward. But we have to di-
rectly address the threat we face exactly, and that threat is violent
Islamist extremism. Over a year after the Fort Hood attack, this
direct and honest step still has not been taken by the military. In-
stead, the military avoids labeling our enemy for what it is, rather
subsuming it under ambiguous terms such as “extremism” or try-
ing to call it something completely different such as “workplace vio-
lence.” That is not acceptable because it leaves our service mem-
bers vulnerable to more attacks from these extremists.

Clarity is all the more important here because of the complexity
of dealing with someone like Hasan, who commingles dangerous ex-
tremism with religion. Unless service members clearly understand
the difference between legitimate religious observance and dan-
gerous extremism, everyone in the military is in an unfair position.
The reason is that service members are understandably reluctant
to interfere with the practice of religion and that they are, rightly,
trained by the military to respect religious observance. But that
should never mean that violent Islamist extremism should be toler-
ated. The Department of Defense’s failure to identify the enemy
clearly causes service members at all ranks to avoid dealing with
extremists properly, just as they avoided the need to deal with
Hasan.

The lack of clarity is also deeply unfair to the thousands of Mus-
lims who serve honorably in the U.S. military. If service members
clearly understand the difference between their religion and the
dangerous radicalism of violent Islamist extremism, the patriotic
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Muslims in our armed services will be protected against unwar-
ranted suspicion. In fact, it was just that sort of awful, untrue
stereotype about Muslim soldiers that Hasan believed and pro-
moted in his statements. The best way to defeat that stereotype is
to educate our service members about the difference between the
legitimate, peaceful observance of Islam, which is respected and
protected, and the violent Islamist extremism which should lead to
reporting, discharge, and law enforcement intervention.

I endorse the changes that this report recommends because they
do what needs to be done to fix the problems I have described.
They are necessary to make, and they are not hard to make.

I know from experience that the changes this report recommends
could be made and implemented in a month or two if DOD chose
to do so. That sort of urgency is necessary because our men and
women in the military are vulnerable to a known danger and be-
cause DOD has an equal responsibility to protect its thousands of
brave and patriotic Muslim-American service members from un-
warranted suspicion by colleagues who have never been trained
about what violent Islamist extremism is and how it differs from
the peaceful exercise of Islam.

I welcome this Committee’s hard work to protect them, and I
hope that DOD will act immediately to follow the recommendations
in this investigative report, and I look forward to your questions.
Thank you.

Chairman LIEBERMAN. Thanks very much, General Keane. Excel-
lent statement, and it means a lot to our Committee to have your
support of the recommendations and the findings.

Next, Phil Mudd, we welcome you back, another familiar face.
We thank you again for your service and welcome your statement
now.

TESTIMONY OF J. PHILIP MUDD,! SENIOR GLOBAL ADVISER,
OXFORD ANALYTICA

Mr. MuDD. Thanks for having me, Senator. I do not really have
a statement. I just wanted to have a conversation with the Com-
mittee about what I think about this and—I have been out of the
business for 10 months—what my friends talk about when they
speak about this. There are 13 people are dead and we talk about
this a lot.

There has been a lot of complaining among my friends. They do
not like the tone, they do not like the title. Others say we need a
lot of accuracy in here, we ought to focus on the accuracy. I have
heard other sides, including staff, say we did not get full coopera-
tion.

I would like to put that aside and say, Look, it is an honor to
be here. I know families are behind me. Thirteen people are dead,
and 32 are injured. I am not going to focus on what I heard in
terms of bitching and moaning from my friends. I want to talk
about what we should do.

Chairman LIEBERMAN. Great.

Mr. MubpD. I think we should start by focusing on the problem
we face in terms of threat, and this is a good time to do this be-

1The prepared statement of Mr. Mudd appears in the Appendix on page 46.
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cause we are 10 years in. When I was sitting at the threat table
in 2001, 2002, and 2003, you were talking about looking at a point
target in a place like Pakistan and saying, do we understand the
point target well enough tactically to figure out if they are going
to send somebody to Chicago? That is Jose Padilla. So you could
focus on an intelligence target overseas and in essence look for the
point where that intelligence target was focusing in the United
States.

Flip that on its head right now and think now we have to look
for people in the United States who might be motivated by people
overseas, but in essence we are looking for a needle in a haystack
because the overseas guys are not sending people here anymore.
They are relying on the ideology of the revolution, to motivate
someone here. So what we have to do is say, how do we get down
from 20,000 people, or 50,000 or 1,000, to in the future find the
Major Hasans? So that is the premise I am going at this with.

What I would like to do is to offer some suggestions in seven or
eight areas that relate to things like field operations, that relate
to coordination among agencies, State and locals, and I have talked
to some of them about this at the FBI, CIA, and DHS. But every
one of the seven or eight comments I have relates to this question
of how do you find people in the field when you cannot presume
anymore that point targets overseas, that is, al-Qaeda leadership,
will give you the clues you need to solve the problem.

The fundamental transformation I am talking about is getting
CIA intelligence or the National Security Agency (NSA) intelligence
to penetrate al-Qaeda in Pakistan and Afghanistan versus getting
State and locals or a JTTF or a fusion center in Amarillo, Texas,
to tell you something is wrong here that we would never have seen
overseas.

A couple of broad categories I mention: When I think about this
as a manager, you think about how do people operate in the field;
how do we train them; what kind of guidance do we give them; how
does headquarters operate to drive them; and what kind of policy
background you have in terms of training when they enter serv-
ice—especially in dealing with this as a metastasized threat and in
dealing with this after conversations with friends in the Middle
East and Europe—who are, by the way, facing the same things and
talking about the same problems.

I want to end with a couple comments specifically about the
Internet because I think that is the biggest problem we have here,
both operationally and in terms of guidance and legislation.

In terms of field operations, as I said, I want to step through
seven or eight ideas. Each of these, I will offer a specific comment
about a way ahead that you could look at over 90 to 120 days with
your staff. I do not want to just lay a problem at your doorstep.
I want to give you a solution.

We have a metastasized threat where you cannot just focus on
a Federal group or a federally led group like a JTTF. You have to
focus on State and locals. You have something like 17,000 or 18,000
police departments. There is not a lot of staff on JTTFs. We need
to understand how we can get information from these State and
locals up.
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So point one, I think there needs, 10 years in, to be a conversa-
tion about coordination among JTTF, State and locals, and—we
have not mentioned this yet—fusion centers. Fusion centers are out
there. There are 70-plus. They operate differently. They are
charged with looking for these needles in haystacks. I would argue
more specifically that you talk to people like the International As-
sociation of Chiefs of Police (IACP), the major city chiefs, and talk
to them in conjunction with DHS and the FBI and say if the threat
is changing but we are still driving the leads down from Wash-
ington and operating in relatively small centers like JTTFs, do we
need to change that concept and what are your ideas from the peo-
ple who see this problem in the streets—that is, State and local en-
forcement.

I would argue second that you have to think about staffing there.
I know there are a lot of discussions on the Hill about budget cuts.
You understand the linkage between cutting off staffing for cops
and cops’ willingness to participate in Federal task forces. That is
sort of a one-to-one correlation. The cops I talk to understand budg-
etary issues, but they are saying with a lot of violent crime, it is
going to be increasingly difficult for us to participate in these intel-
ligence-sharing programs like fusion centers and JTTFs if we have
fewer and fewer cops to go on the streets. Believe me, behind the
scenes when we have a beer, they are not complaining about what
you have to do here; they are just saying we live in a reality. And
fpolice chiefs are saying, “I might have to pull back from task
orces.”

We also should look at joint training. CIA trains human intel-
ligence (HUMINT) officers; FBI trains HUMINT officers; FBI
trains investigators; the Defense Intelligence Agency (DIA) trains
analysts; CIA trains analysts; FBI trains analysts; fusion centers
train analysts. Unbelievable. I would argue that we take a city ap-
proach. You take a city like Houston, Dallas, or Los Angeles. Los
Angeles is a good example because they have a terrific counterter-
rorism program in the police out there. And say, should we think
about training in a different way—that is, hugely expensive. Bring
people back to a training facility near Washington, put them to-
gether with a problem set of how do you find extremism—and have
a standard process by which police, analysts, FBI agents, CIA offi-
cers, and DHS officers are sitting down saying, when we face a
problem, here is how we are going to train to attack the problem
and get out of this, having analysts and operations in an informa-
tion-sharing world train separately. So that is the second or third
thing I would ask the staff to do.

Let me shift quickly to talk about things like ideology, which is
a problem I talked about, again, in the Middle East and Europe.
We have a problem of extremism. Extremism is not a Federal viola-
tion, but it is the precursor for what we saw that led to the murder
of 13 people. I would argue that Members of the Committee might
want to talk to other places who have longer experience dealing
with hate speech, places like Western Europe—I am talking about
the Germans, the Dutch, the Swedes, and the Brits. The Aus-
tralians are having this problem. We have to think about not just
why one person murdered 13 people. We have to think about how
we take hate speech and indications of violence on the Internet and
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boil that down to find one person and what indicators we can use.
I am not talking about psychology. I am literally talking about
technical tools to boil that down. But part of that has to be comfort
from this side of the street to say that is OK, because people like
me are very nervous about this. They saw the PATRIOT Act debate
last week. They see people saying you are getting too intrusive in
our lives. And, meanwhile, they are getting the message to be more
intrusive as you look on the Internet. Very problematic for a practi-
tioner.

I will close quickly, but a couple other things.

First, as I close, a bit of an off-the-wall comment, but we are
looking for needles in haystacks, and a lot of these are coming from
new communities that are nervous about working with security
services. I would bring in DHS and say when we are bringing new
people in for things like swearing them in to this country, do we
have a conversation with them about how to be comfortable with
your national security apparatus; what numbers can you call; what
protection you have when you call someone. I think we ought to
have a quick conversation—this is sort of the royal “we,” but I am
suggesting your staff look into this—about how we talk systemati-
cally to new immigrants about how they can help integrate in this
society and prevent further isolation of their communities in the
event there is another attack, because this is bad for all of us, and
I think most of them would understand it is bad for their commu-
nities. They are just nervous about talking to the Federal Govern-
ment.

I think similarly we should have an imam training program. I
know this is government intruding into religion, but we are behind
the curve on this. Countries overseas are doing this. I am not sug-
gesting that we train imams about how to teach people about reli-
gion. I am suggesting that, similar to what I am talking about with
immigrants, we have a conversation with them—and people over-
seas have already done this—to say this is how we need help, this
is the message you should give to a kid who is considering violence,
this is who to call, this is what protections you have—because a lot
of them will say, “I am not going to call if the kid is just going to
get picked up.”

My last point is about the Internet. We need to go from an ocean
to a drop of water, because the number of people who are involved
in this Islamist violent revolution is in the tens or hundreds of
thousands. So to find people like Hasan, you are going to go from
10,000 or 20,000 people to one. I would suggest we consider looking
at the legislation and regulations that guide how people—people
like in the jobs I used to have—look at the Internet and how they
investigate potential violent activity on the Internet. Look at the
laws and regulations, and then ask people on the other end, people
like me, in a perfect world when you had no legislation, no regula-
tions, what would you do? Characterize that air gap and say, are
we comfortable giving people guidance to cover that air gap? Be-
cause I suspect—I am not sure about this—that you will find that
air gap is wider than you think.

But, again, it is an honor to be here. It is really an honor because
I used to be here because of the position I held, and now you in-
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vited me because maybe I know something. And I know the fami-
lies are behind me, and it is really a privilege, so thank you.

Chairman LIEBERMAN. Having heard your testimony, Mr. Mudd,
we made the right move in inviting you because you clearly do
know a lot. Your testimony was very helpful, and particularly the
f)pef{iﬁc recommendations you made, which I would like to come

ack to.

I do want to put an exclamation point around something you
said, and it builds on the numbers that Mr. Allen and General
Keane also talked about, which is that—and this is why we really
ought to talk about this directly. When we talk about violent
Islamist extremists, we are talking about a very small number of
people in the Muslim-American community. I think Mr. Allen’s
numbers said something like 46 cases since September 11, 2001, al-
though the escalation was to 13 cases in 2009.

Mr. ALLEN. In 2009.

Chairman LIEBERMAN. Yes, that was the number from Sep-
tember 11, 2001, through 2009. So that is a very small number of
cases.

On the other hand, of course, it does not take too many people
to do a terrible amount of damage, as we saw at Fort Hood, 13
dead, 32 injured, some quite seriously. So it puts our challenge in
context, but I think it also ought to encourage us to just be very
direct about who is the enemy and who is not the enemy, and to
enlist, as I think you are suggesting, members of new American
communities and the Muslim-American community to join us in
this effort to find the drops of water in the ocean, if you will.

Mr. MuDD. I know it is not time to respond, but I would quickly
say my sense is most members of the community do not know, and
I include both family and——

Chairman LIEBERMAN. Yes.

Mr. MupD. I watched hundreds of investigations, particularly at
the Bureau, but a few like this at CIA. And I know there are a lot
of questions about community participation and cooperation with
law enforcement, and I think there is some fair criticism to be
made. But I think mostly they do not know.

Chairman LIEBERMAN. Our final witness is Mr. Rascoff. You
have been before us before—I guess you were before us when you
were with the NYPD. Thanks from being here today.

TESTIMONY OF SAMUEL J. RASCOFF,! ASSISTANT PROFESSOR
OF LAW, NEW YORK UNIVERSITY SCHOOL OF LAW

Mr. RAscorr. Thank you, Chairman Lieberman, Ranking Mem-
ber Senator Collins, and distinguished Members of the Committee.
I am truly honored for the opportunity to testify today about as-
pects of the exceedingly important report that the Committee re-
cently issued examining the failures that led to the Fort Hood trag-
edy and making structural recommendations to ensure that such
an incident will not be repeated.

Mr. Chairman, I ask that my written statement be entered into
the record.

Chairman LIEBERMAN. Without objection.

1The prepared statement of Mr. Rascoff appears in the Appendix on page 48.
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Mr. RASCOFF. Thank you.

And let me also say that I am humbled to be addressing you in
the presence of a courageous survivor of the attack as well as rel-
atives of the brave women and men who lost their lives on that
truly awful day.

My goal this morning is to elaborate on three findings in the re-
port, with an eye to making constructive suggestions.

First, I would like to say something about certain challenges to
the achievement of meaningful collaboration or what I will call
“jointness” on the Joint Terrorism Task Force.

Second, I would like to comment about the proper role of the FBI
as an intelligence agency in relation to domestic counterterrorism
generally, and specifically as it pertains to the homegrown threat.

And, third, I would like to offer some preliminary thoughts on
the proper organization of American counter-radicalization and on
some lessons learned from the British experiment, with similar
strategies and programs.

Let me just say at the outset that the issues that I am going to
be talking about and that I have written about for the Committee
all grow out of the work that I do as a law professor focused on
issues of intelligence and counterterrorism, but certainly also are
informed by my practical experience as the founding head of the
NYPD’s intelligence analysis arm.

On the question of jointness in the JTTF, let me begin by saying
what many of us already know, which is that the JTTF has clearly
served as an indispensable facet of domestic counterterrorism from
well before September 11, 2001. The JTTF recently marked its
30th birthday and, if anything, has only become that much more
significant in the aftermath of September 11, 2001. So any account
of what we have done right in counterterrorism in this country over
the last decade would have to assign a prominent role to the insti-
tution of the JTTF. And yet, as the report properly observes, there
are aspects of the JTTF, and specifically with this question of
jointness to which the JTTF naturally and justifiably aspires, that
remain ill defined.

What is the proper role of detailees from local police depart-
ments, let us say, or other Federal agencies on JTTFs? Are those
detailees best thought of in the way of liaison between the FBI and
the astonishing variety of institutional actors who have a role to
play in counterterrorism?

Perhaps the real significance of detailees is the different perspec-
tives that they bring to bear on the work of the JTTF itself? Or
for that matter, and for a host of reasons that I am happy to get
into during the question-and-answer period, do detailees effectively
end up becoming viewed by their FBI managers as only so many
extra personnel to whom those habitually strapped leaders can
turn to perform tasks that might otherwise have fallen to FBI spe-
cial agents?

In my view, the most significant contribution that the report
makes in this area is in pointing out that the answers to many, if
not all, of these critical questions remain elusive. On the whole, I
think it is fair to say, JTTFs remain dominated by the strategic
outlook of the FBI and only imperfectly function as clearinghouses
for domestic counterterrorism information and for the disparate
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perspectives on terrorism that are brought by Federal and local
agencies.

On the question of intelligence and homegrown terrorism, I think
this is, if anything, a more significant area in which jointness is
lacking, and that is because on the JTTF, as part of the FBI’s in-
vestigative work, the Bureau is playing at its core strength. When
we turn to the intelligence mission, by contrast, and specifically to
the enterprise of domain management—which is an innovation in
the FBI that my colleague Mr. Mudd had an enormously important
role in debuting—what we are really talking about is FBI agents
understanding the environment in which they work.

Now, to my mind, domain management represents a clear case
where the Bureau and where the Federal Government more gen-
erally ought to be leveraging much more effectively the know-how
of local police officers who, after all, know their terrain intimately,
have lived and worked in their communities more or less their
whole lives, and have a distinctive leg up, I would say, on their
Federal counterparts when it comes to that kind of anthropological
understanding of the world in which they operate.

On counter-radicalization, I wholeheartedly endorse the report’s
conclusion that we need a national strategy. We need a national
strategy that is headquartered in the White House; that is in a
sense orchestrated by elements of Federal Government, such as the
National Counterterrorism Center (NCTC)—and this is the nub—
and a strategy that devolves most of the heavy lifting when it
comes to the implementation of counter-radicalization to local ac-
tors. And when I say local actors, I mean to suggest police and
other local officials, but even more so, local non-governmental enti-
ties. Why is that? Lessons learned from the United Kingdom and
from other countries that have experimented with counter-
radicalization suggest that effectiveness only comes when commu-
nities themselves become engaged with the enterprise of counter-
radicalization. So if we are going to succeed and if we are going to
avoid some of the intensely knotty political and, in some sense, pol-
icy issues that have dominated the conversation about counter-
radicalization in the United Kingdom, I think we are going to need
to lean heavily on our own communities, and specifically our Mus-
lim communities, to play a key role in moving the agenda on
counter-radicalization.

Let me conclude by saying that the report admirably calls atten-
tion to a range of lessons that ought to be internalized from the
Fort Hood tragedy. I am particularly encouraged by the report and
by this Committee’s ongoing involvement in issues relating to the
design and implementation of a domestic counterterrorism architec-
ture that is suited to the emerging threat environment.

I look forward to answering your questions, and I thank you for
your time.

Chairman LIEBERMAN. Thanks very much, Professor Rascoff.
Since I first met you when you clerked here for Justice David
Souter, I believe, and I just called you “Sam,” it is a pleasure for
me now to refer to you as “Professor.” It is actually quite note-
worthy in its way that you are a professor who has focused at a
law school on these issues, and that is important as well.
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We will do 7-minute rounds of questions. Excellent opening state-
ments and very helpful to us.

General Keane, let me come back to ask you to speak just a little
bit more about the perplexing part of the results of the investiga-
tion about the the army’s handling of Major Hasan, which is, I kept
asking myself as we went over the findings, why were his superiors
not dealing directly with his open expressions of violent Islamist
extremism? Put aside for a moment whether he was a good psy-
chiatrist or some evidence that they were pushing him along and
promoting him when he really was not that good. But was this
some kind of exaggerated political correctness in the superiors?
Was it that it was just easier to move him along rather than cre-
ating a bureaucratic problem? Or was it something else?

General KEANE. It has been my experience in dealing with racial
extremism when I first confronted that as a result of the two mur-
ders at Fort Bragg that the normal thing that happens when peo-
ple use speech that is so abhorrent to most of us, the natural thing
is to pull away from it because you have great difficulty identifying
with it in terms of your own values, and in this case even in terms
of the military’s values. And I saw that with racial skinheads. The
tendency was for the soldiers to pull away from it, and in those
cases, the chain of command failed to act on the hate speech and
on behavior as well.

I think much the same has taken place here. People have a tend-
ency to pull away from it. They know they are hearing something
that they do not agree with and do not identify with. And what is
particularly problematic is this is a military organization, and we
have responsibilities to act on behavior or conduct that is not in
keeping with the good order and discipline of our organizations.
And that is the thing that is most troublesome, responsible officers
hearing that pulled away from it and decided not to confront it be-
cause they were uncomfortable and were giving up their respon-
sibilities as officers to deal with this.

I also think that Hasan, in the environment he was operating in,
had certain tolerances and privileges that probably would not have
existed if he was in a normal warfighting organization.

Chairman LIEBERMAN. How do you mean?

General KEANE. He was an officer, a doctor, and a psychiatrist.
And T think that gave him certain tolerances that contributed to
this. That does not excuse the officers in not confronting them.

Chairman LIEBERMAN. Right.

General KEANE. But I do think it probably contributed to a cer-
tain degree.

Chairman LIEBERMAN. I think you are right. If I am not mis-
taken, he was the only Muslim psychiatrist in the army. Is that
correct?

There was one other. So that in that sense, they may have want-
ed to defer to him as a resource, but obviously with tragic con-
sequences.

Incidentally, the families who are here quite rightly focused Sen-
ator Collins and me in our discussion before the hearing on people
being held accountable for their behavior in these cases. And I
know we have talked to people at the Department of Defense. They
say they do not want to act on these cases until the legal pro-
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ceedings against Hasan are over. But it is really important that the
people who acted negligently—and I know we all have the clarity
of hindsight here, but that they be held accountable. And we are
going to stay on that until that happens.

Let me ask you this question and maybe ask a few others to get
involved in it. In this strange, to me, unwillingness to describe the
enemy as what it is here, violent Islamist extremism, I mean, the
9/11 Commission Report, the Kean-Hamilton report, had a conclu-
sion that really rings out so clearly. The enemy—I am para-
phrasing, of course, here—is not just al-Qaeda, they said; and it is
certainly not the religion of Islam. It is a politicized ideology, a cor-
ruption of the religion, which is violent Islamist extremism. I be-
lieve that is the literal word they used for it.

I think that there are still some people in the Executive Branch
of government who believe that—incidentally, notwithstanding the
fact that we have been fighting the manifestations of that ideology
at considerable loss of life and national treasure in Iraq, Afghani-
stan, and elsewhere. We refuse to call it that here. I think some
people in the Administration feel that if we do so it will com-
promise our relationship with the broader Muslim world outside of
America and, to some extent, with the Muslim-American commu-
nity. And I wonder if you, General Keane, Mr. Allen, or any of the
others want to comment on that conclusion.

General KEANE. Well, first of all, I find it outrageous that 10
years after September 11, 2001, we still have difficulty identifying
this for what it is and are unwilling to name it. That is profoundly
disappointing.

And as a soldier, I mean, the first place you start with is who
your enemy is.

Chairman LIEBERMAN. Right.

General KEANE. And what are their motivations and what are
they trying to accomplish? And you have to come to grips with that
if you are expecting in any way, shape, or form to be successful
against them. So that is stunning in and of itself.

The issue that we get into here because the ideologues have used
religion to fuel their belief system and somehow we are unwilling
to confront it because it is associated with a religion is such an in-
sult to the Muslims who find this ideology abhorrent themselves.
They do not identify with this. They are outraged by that ideology.
It is against everything that they stand for, and it translated into
this horrific behavior that we saw at Fort Hood. Muslims inside the
military and Muslims outside of it do not identify with this. They
want it to be separated from them.

And coming to grips with what it is helps provide them the sepa-
ration that they so desperately need. It helps to remove the veil of
suspicion and mystery that may surround it. Helping to educate
people about the ideology and how abhorrent it is and what it
stands for is something that is certainly needed. And in this case
in the military, I am absolutely convinced that training and edu-
cation programs are necessary, must be mandated for the whole
chain of command to participate in, much as we did with racial ex-
tremism. And I believe in my heart that will also find some protec-
tion for the Muslim soldiers who are in the military to avoid the
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stereotyping that grows out of this and the unwillingness of people
to confront it.

Chairman LIEBERMAN. Thanks. My time is actually up. Mr.
Allen.

Mr. ALLEN. I would just like to say that I think Mr. Mudd hit
it right. It is the ideology. You have it right, Mr. Chairman. And
the Internet is fueling it, and when Mr. Mudd talks about not just
dozens but hundreds, if not thousands, are listening to this extrem-
ist virulent message day after day after day, it is infecting a small
segment of American-Muslim society. And for us not to call it what
it is and deal with it directly I think only exacerbate long-term our
problems here in the homeland.

Chairman LIEBERMAN. Agreed. Mr. Mudd.

Mr. MUDD. Senator, let me be quite specific. It is the difference
between what we do and what we say. We have a problem with vio-
lent Islamist ideology in this country. That is a problem. We should
not say this, and I would discourage you from ever using the word
“terrorism” or “Islamist” in a speech. Let me tell you why. My job
is to kill the adversary ideologically. Operationally they are just
trying to inspire people, their revolutionary movement. So oper-
ationally you can take people out of the streets. Ideologically you
are hoping that the revolution dies over time because people start
to say there is no message here, this is nihilistic, there is no future.

Three years ago, Ayman al-Zawahiri, the second in charge of al-
Qaeda, had his one and only Internet interview, not live but he
took questions. The first question he chose to respond to came from
North Africa. It was from an engineer, I believe, or a teacher. And
the question was about explain, Mr. Zawahiri, why you kill so
many innocent Muslims.

Now, why does he choose to take this question? Why does he
choose—and, again, it was not live, so al-Qaeda put this one at the
top of the hopper. If you look at research post-September 11, 2001,
across the Islamic world—and Pew Research does some pretty good
work—most of these countries—dJordan, Saudi Arabia, Yemen,
North Africa, going into Southeast Asia—have experienced the
murder of innocents by al-Qaeda. You remember the horrific mur-
der at a wedding in Jordan a few years ago, just a horrible thing.
And the murders that led, I think, to the uprising against incoming
Islamists in Iraq, I do not think the surge was the only thing that
resulted in some success. There were a bunch of Iraqis saying,
“Why are they killing us? We may not like the Americans, but we
sure as heck do not like some Sunni coming from Yemen shooting
us up.”

I think what Zawahiri is realizing is that people who he needs
to recruit are losing interest in the movement not only because
they do not see a future, but because too many locals have died.
They cannot defend the accusation of murder in their own commu-
nities. They can defend being terrorists.

So to close this circle, as someone who wants to kill the ideology,
I think we ought to call them what they hate to be called. They
liked to be called terrorists. They liked to be called Islamist radi-
cals and revolutionaries. They hate to be called murderers. And
that is what they are.
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Chairman LIEBERMAN. I am unconvinced. I am going to call them
all of those things because I think that is what they are. They are
violent Islamist extremists and they are murderers and they are
terrorists.

Mr. MuDD. No, I agree that is what they are. I am just saying
don’t give them what they want. Let us fight about this—no, I am
just kidding. [Laughter.]

Chairman LIEBERMAN. Senator Collins.

Senator COLLINS. Thank you, Mr. Chairman. That was an ex-
traordinarily interesting exchange that you just had with Mr.
Mudd. From my perspective, particularly when we are dealing with
the military, the refusal to distinguish violent Islamist extremism
from the peaceful, protected exercise of the Muslim religion sends
exactly the wrong message because it implies that they cannot be
distinguished. And it does lead to suspicion being cast upon peace-
ful, patriotic, law-abiding, courageous Muslim members of our
armed forces.

So I see it a little bit differently because I think the Administra-
tion needs to be clear about who our enemy is as much as who it
is not in order to protect the vast majority of peaceful Muslims.
And that is why I think defining for our military exactly the way
the general did, when confronted with the white supremacists at
Fort Bragg, is very helpful in allaying misplaced suspicion. But
your point is a fascinating one, nonetheless, and I appreciate your
making it.

I want to talk about the Joint Terrorism Task Forces. This model
was created to ensure that information was shared, and I remem-
ber when the JTTFs were first created, I was very upset that there
was not one in Portland, Maine, and I went to the FBI and I said,
“We have to have one in Portland, Maine.” After all, two of the ter-
rorists began their journey of death and destruction on September
11, 2001, from Portland, Maine. And, interestingly—and to get
back to a point that two of our witnesses made—at first the police
chief in Portland did not want to participate because he did not
want to devote an officer full time to a JTTF and lose that officer
from the street.

I want to get back to that point, but to me, the most perplexing
aspect of this case is that the army was never notified about
Hasan’s communications with a known terrorist suspect, a known
murderer and planner. That to me is just inconceivable. After all,
think about the name of the task force. It is the Joint Task Force.
Both those words—all three of those words imply a sharing of in-
formation and personnel. And yet the information was not commu-
nicated to the army.

First let me start with the general. If that information had been
communicated to the army, to Hasan’s superiors, given all else they
knew, do you think action would have been taken?

General KEANE. It is probably likely that something would have
been done because if that came through intelligence circles, then
into the Criminal Investigation Division, they would come down
and start talking to the chain of command and saying, “Look, we
have information on this major who is dealing with an extremist.
What have you got on this guy?” And they would start having a
conversation saying, Oh, yes, we have this, this, this, and that. I
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think that probably would have been a call to some kind of action
on the part of the chain of command. Particularly from that exter-
nal source, it would have been enough motivation to get Major
Hason’s superiors over their reluctance to confront what they were
facing. I think it is likely that something would have been done.

Senator COLLINS. Mr. Allen, when we talked to the FBI about
why that information was not shared, at first they said there were
legal impediments. Then later they said they were worried about
compromising the integrity of their investigation of the suspect in
Yemen. Then they said that they were concerned that the “least in-
trusive means” language was somehow a barrier to sharing that in-
formation.

Were there means by which the FBI could have passed on the
information about Major Hasan to the military, to DOD, without
revealing the source of the threat information?

Mr. ALLEN. In my view, yes. Pursuing a suspected terrorist
abroad, there are a lot of ways to do that and there is a lot of infor-
mation. Clearly sources and methods on how this information in-
volving Major Hasan was collected is very crucial. But in my view,
that information should have been absolutely made available in its
fullest, as required, to the appropriate authorities who have secu-
?ty clearances at the level required within the Department of De-
ense.

This was not the first time we have let compartmentation, re-
stricted handling as we called it at the CIA, result in casualties or
contribute to casualties. And we, in my view, cannot afford to do
this. The JTTF model, in my view, needs to be looked at again. It
may not be the right model for the 21st Century and where we are
today with the growth of extremism here in our country.

So I think your point is well taken. My opinion is that this
should not have been a problem, and an individual representing
the Department of Defense—and I spent some years in the Office
of the Secretary of Defense so I know what it is like—should have
had the system high clearances and accesses so that this could
have been pursued appropriately with intelligence and security au-
thorities within the Department of the Army.

Senator COLLINS. Thank you.

Mr. Mudd, I was intrigued by your discussion of where do we go
from here because that is really important to be our focus. Should
we rethink the very structure of the JTTFs? You talked about hav-
ing people trained together. I thought that was an excellent idea.
But do we have this backwards? I mean, perhaps should it be that
we are embedding FBI agents in the fusion centers more or with
big-city police departments? Do we have the structure right? And,
Mr. Rascoff, I am going to ask you the same question.

Mr. MuDD. Mr. Rascoff, please just say what I say, OK? And
then we will be OK. [Laughter.]

I would ask the question a bit differently, if I could. There is a
difference between a success in investigative activity out of a rel-
atively small Joint Task Force, and I think anybody in the national
security arena, if they had seen this picture 10 years ago, if they
said the biggest tragedy we will face—I know it is brutal, but there
are 13 people dead, people in this country would have said, “You
are nuts.” So investigatively I think many people would say this
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has been successful when we have a point target that comes into
the sites, ensuring that point target—that is, a case—does not ex-
plode something in a shopping mall.

The question we have, to get back to where I started, is: How do
you take the mass of a revolutionary movement in this country, a
bunch of people, angry kids in cities like we saw here with the Vir-
ginian kids going to train in Pakistan. We have seen it up and
down the East Coast and the West Coast. I think the question
should be not whether we reconsider the JTTFs. It is a good inves-
tigative organ. I think we ought to agnostically go and talk to the
International Association of Chiefs of Police, fusion centers, and
say: Forget about investigations. If we are trying to sort through
the massive data—it might be organized crime data because that
is a big problem or child porn data, which is the most troubling
thing I saw at the FBI. How do we go and not just investigate—
JTTFs are pretty good at that—but collectively sort through this
and train to sort through this and get around now an apparatus
where you have fusion centers that all have their own approaches,
you have JTTFs, and you have major city departments that have
their own capabilities that are most remarkable, which is at NYPD.
I would get away from critiquing the JTTFs, I would say, and just
agnostically and say how do we hunt needles in haystacks and how
do we do it more efficiently.

Senator COLLINS. Thank you. Mr. Rascoff.

Mr. RASCOFF. I would tend to agree that the conversation ought
to

Senator COLLINS. Did you have any choice? [Laughter.]

Mr. RASCOFF. I would tend to agree that we ought to be thinking
not just about tweaks to the institution of the JTTF, but Senator
Collins, following your question, we ought to be thinking more com-
prehensively about the possibility of needing new kinds of institu-
tions and new models for marrying up Federal and local know-how
in this area. And it occurs to me that one kind of union that we
ought to be thinking seriously about is a union between analysts
within the FBI and seasoned veteran local law enforcement offi-
cials. What particular form that union takes, I do not know. I could
imagine it being lodged within the JTTF. I could imagine it taking
a new form altogether. But I think the concept that is important
is somehow fusing the knowledge that is reposed within our local
police departments already—we do not have to re-create that
knowledge—and making sure that the FBI has the benefit of that
knowledge by virtue of its kind of analytic talent.

Senator COLLINS. I know my time has expired. Just one final
comment. We still have a lot of cultural barriers to overcome here,
and even if we change the structure, if we do not change the will-
ingness to disseminate and analyze information and continue the
work that Director Robert Mueller is doing in transforming the
FBI, then there is this tendency to still just keep the information
closely held. And that was one of the problems here. Thank you.

Chairman LIEBERMAN. Thank you, Senator Collins.

It is a pleasure for the first time call on Senator Johnson for
questioning.
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OPENING STATEMENT OF SENATOR JOHNSON

Senator JOHNSON. Thank you, Mr. Chairman and Senator Col-
lins. I certainly appreciate your earlier warm welcome, and I just
want to let you know I realize how important the work is of this
Committee—so I requested to be on this Committee. The defense
of our homeland is a top priority of our Nation, so I look forward
to working with you.

I would like to offer my condolences to the victims and the fami-
lies of the victims. I hope we all understand that the men and
women that step up to the plate and defend our Nation are the fin-
est among us. And, again, I am eternally grateful.

General Keane, I would like to start the questioning with you.
First of all, thank you for your service, sir. You mentioned in your
earlier testimony that it would be an act of moral courage to step
forward. Can you explain what you meant by that?

General KEANE. Well, what I was saying is that, in the absence
of clear policy guidance about this ideology and what it stands for,
and the fact that it is associated with a religion, people draw away
from it. What we need is policy guidance that removes the fact that
you have to have an act of moral courage to do something about
it. A soldier who sees this kind of ideology manifesting itself in
speech, who is informed, trained, and educated on it, has an obliga-
tion to report it. That should be unequivocal. That is not true
today. There is no guidance like that today. What the soldier does
know and what all leaders know is that anything against the good
order and discipline of an organization, whether it is misbehavior,
conduct, speech, etc., something should be done about that.

But because of this ideology and the complexity of it, we need
education and training on it, just as we did on something in this
country that was known for hundreds of years dealing with race
and racial extremism. We published a pamphlet in the 1990s on
that subject because we were invaded by skinheads inside the mili-
tary who were using the military for their own purposes to gain
training, etc. And we had never confronted that before specifically.
And we conducted training throughout the entire chain of com-
mand, from soldier to general, on what this racial extremism was,
what its manifestation was, and what we would do about it. And
anybody who saw it or heard it had an obligation to report it. That
is what I mean. Take that burden off of the soldier, the sergeant,
or the officer. Make it an obligation to report it and it is a duty
to report it, and give them the tools to understand it.

Senator JOHNSON. You said the officers were probably uncomfort-
able. Was there something more going on there, though? Was there
a fear of reprisal and harm to their future careers? Is there that
thing going through the military?

General KEANE. I would suspect that the association of Islamist
extremism with a religion is part of the problem, and that is why
the education and training is necessary to clearly delineate what
it is, and that we are separating the ideology from this great reli-
gion of the world, and unburdening the people in terms of the con-
frontation in dealing with it. I think that is certainly part of the
issue here in terms—you have to scratch your head and say why,
after repeated occurrences of this kind of expression, something
was not done about it.
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Understand this, Senator. This is the U.S. military, we trump
people’s rights when they take the oath to the Constitution. You do
not have the right to free speech. You do not have the right to
speak against the chain of command. You do not have the right to
speak against the President of the United States. We can take ac-
tion against that. You do not have the right to privacy. You do not
have the right to assemble with groups of other people when you
feel like it. Those things are denied service people because what
comes first is the mission and the good order and discipline of an
organization to be able to perform effectively, to be able to accom-
plish that mission. So everybody who has taken an oath under-
stands that. And yet we are still unwilling to confront that behav-
ior and that speech.

Senator JOHNSON. Have there been military careers ruined be-
cause people step forward and complain against somebody that it
might be politically incorrect to complain about?

General KEANE. I have not seen it. I mean, in the organizations
that I have been associated with all of my life, if we have somebody
that does not reflect the values and character of the organization,
we do something about it and counsel them, if we can. If you can-
not correct that behavior, you are probably going to separate that
person. That is the reality of it.

Senator JOHNSON. You can see I am just puzzled why nobody re-
ported it.

Mr. Mudd, I was very interested in your comment about the
Internet and the gap—I believe what you were talking about is the
gap between what you would like to do and what you are allowed
to do. Can you speak to that and tell me what you mean?

Mr. MUDD. Sure. I would characterize it maybe not “like to” but
“could do.” Again, I talk to a lot of security service colleagues
around the world, and a lot are more aggressive than we are. The
Internet is sort of a stateless entity, but we are probably more con-
servative than most security organizations in how we deal with it.

What I am saying is if you are looking at a situation like
radicalization on the Internet, you find a note of radicalization—
clearly we have that out of the Arabian Peninsula in this case. You
might say to yourself, OK, I want to conduct activity to look for
words of violence to sort through these tens of thousands of people
who might be in contact with this individual, and then start to
neck it down. I am most interested in people who are also pinging
other known Web sites and the frequency with which they are
pinging those Web sites. All these are indicators. You might say I
want to know people who travel overseas, in particular to places I
am worried about. Let me name Pakistan and Yemen as two places
I would be deeply concerned about.

I mean, I could go on and on about it, but the point is think
about what I just said. That is a good way to boil down an ocean
over time to a cup and then to a drop. None of those is a Federal
violation, and some are directly involved in free speech to conduct
preventive intelligence operations in the United States.

Let me close with one point. I was re-reading this morning the
Church Committee reports from the 1970s. They were very critical
of the domestic intelligence architecture for being preventive and
looking at things that were not Federal violations. So you are talk-
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ing about why the military might be a little nervous. I am telling
you, the people who live in my business know where we are going
to be in a year when we go down this road. We are going to be in
front of another committee.

I will close on a personal note. I was involved at CIA operations
between 2002 and 2005 that were supported by the Department of
Justice, briefed to the Congress, and told by the White House this
is the policy of the United States; and I lost a job over it because
I could not get in front of this Committee for a confirmation hear-
ing. That is the way this town works. And, by the way, my life is
better because of it. [Laughter.]

But my point to illustrate this personally is that this town
changes frequently. Unless you provide guidance, people are going
to say, “I ain’t getting kicked a second time by the mule, because
the first time I learned my lesson.”

Senator JOHNSON. Is it guidance or is it legislation that is re-
quired?

Mr. MupD. That is a good question. I do not know. I am not a
believer in overlegislating, so I would probably say get the work
done on the analysis and see whether guidance is clear enough. If
there is something in black and white on a piece of paper that is
going to give people a level of comfort that they are not going to
get attacked in a year or two because they made a mistake—and
there are going to be mistakes, because you are going to go from
10,000 to one, and the 200, when you are getting near the end of
that neck, you are going to say, I have a right to get on that Web
site. I want to see through a Freedom of Information Act (FOIA)
request why you are looking at me, and I have a lawyer now.

Senator JOHNSON. Thank you.

Chairman LIEBERMAN. Thanks, Senator Johnson. Excellent ques-
tions.

There is a vote going off in about 5 minutes. Maybe we each can
ask one question. At least I have one I would like to ask, which
is: One of the big takeaways from the report, apart from the infuri-
ating specifics, was this question of how do we develop a broader
counter-homegrown radicalization strategy to prevent the needles
from appearing in the haystack? Or if they do, how do we find
them before they hurt somebody? And this obviously involves law
enforcement and intelligence, but presumably goes beyond that.
There is not an easy way at this point in our governmental appa-
ratus to organize this. I just wanted to quickly invite any of you,
do you have any thoughts about how we might achieve the estab-
lishment of this kind of counter-radicalization strategy in our coun-
try? Mr. Allen.

Mr. ALLEN. Yes, Mr. Chairman, and I think this is extremely
hard and is going to take time. But I think we have to begin. We
formed a Director of National Intelligence in the Intelligence Re-
form and Terrorism Prevention Act of 2004 (IRTPA). You all made
further legislation, the 9/11 Commission Recommendations Imple-
mentation Act. There is a lot there that can and should be done,
iﬂ,taricing at the very local level and involving Federal, State, and
ocal.

We do not have, as I said in my written statement, a national
intelligence collection plan that relates to domestic terrorism.
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Chairman LIEBERMAN. A very important point.

Mr. ALLEN. We do not have the minimal essential needs on what
we should be collecting within the law and authorities. I started an
experiment over at Homeland Security as the Under Secretary—
and Mr. Mudd may be right; he was better off not to spend 3 years
doing what I tried to do—to develop the minimal essential require-
ments. We did a prototype, went out and talked to five fusion cen-
ters and with local police, and we developed a beginning set of
what really do you want, not what comes down but what as a part-
ner do we require with local law enforcement, with the fusion cen-
ters, and with the Joint Terrorism Task Forces. So there has to be
a unified approach.

There are a lot of authorities there. What I would like to see
from the Administration and from the Director of National Intel-
ligence, as well as the Department of Homeland Security and, of
course, the Department of Justice, all involved in building a unified
intelligence architecture for domestic terrorism. We are not there.
We have pieces of it, but it is not unified. I meet with informed law
enforcement officers, former FBI officials, with the informal group
that is led by a RAND Corporation specialist, and we have talked
a})oﬁt this at length. And I believe your Committee is well aware
of this.

But we are in the early stages of this. We need to move on. There
is a sense of urgency, it seems to me, given the fact that we are
talking about not a handful but perhaps dozens of young people
who could be influenced—Americans, American born or naturalized
Americans, legally permitted Americans—who are going to engage
in extremism and terrorist acts if we do not start working this as
a unified approach in a domestic intelligence enterprise. And, very
regrettably, we are not nearly where we should be.

Chairman LIEBERMAN. I want to yield to Senator Collins in a
minute. Mr. Rascoff, do you have a thought?

Mr. Rascorr. What I would like to add to Mr. Allen’s observa-
tion, Mr. Chairman, is this: I think we ought to be thinking about
two groups of institutional actors that historically have not really
played a role in the national security business. I think under the
banner of a kind of whole-of-government approach, we ought to be
thinking about Federal agencies that are not really part of our na-
tional security team, departments like the Department of Edu-
cation, which has recently begun to kind of dip its toe in the water
in the area of counter-radicalization. The Department of Education
a{ld other welfare-state type agencies will have a critical role to
play.

The second group I would like to mention are grass-roots organi-
zations, local schools, local religious organizations. These sorts of
non-governmental organizations who are close to the ground, I
think, are going to have a critical role to play. So counter-
radicalization has to come from a White House strategy. There has
to be leadership from the top. But I think we need to see a new
range of institutional actors in Federal Government and local ac-
tors, specifically local non-governmental actors, getting into the
business.

Chairman LIEBERMAN. Thanks. Very helpful. Let me yield to
Senator Collins.

11:07 Nov 29, 2011  Jkt 066620 PO 00000 Frm 00028 Fmt6633 Sfmt6633 P:\DOCS\66620.TXT JOYCE



H605-41331-79W7 with DISTILLER

VerDate Nov 24 2008

25

Senator COLLINS. Thank you, Mr. Chairman.

Senator Brown was hoping to return and obviously has not been
able to and I am sure will be submitting some questions for the
record. But I just want the General, in particular, to know that he
intended to ask about officer performance evaluations and to ex-
press his concern, which I also share, that it seems inconceivable
to us that Major Hasan received these glowing performance evalua-
tions, which the FBI relied on in part to terminate its review, de-
spite his troubling and erratic personal behavior, but also evidence
that he was not a very good physician. As you quoted one of his
superior officers as saying to the people at Fort Hood, “You are get-
ting our worst.”

And that whole area I believe that our Committee or the Armed
Services Committee does need to pursue. And I suspect that there
is a problem with grade inflation, for lack of a better term, in these
evaluations, because I know personally that whenever we have a
detailee from the military and it comes to the end of that person’s
time with us, my staff always says that I have to give them the
highest evaluations, or it will hurt their career, even if they were
not as good as previous officers.

So I think there is something wrong with the evaluation system
if it allowed Major Hasan to be promoted time and time again in
the face of increasingly erratic and troubling behavior and also
poor performance. So on behalf of Senator Brown and myself, I
wanted to express those views.

Let me just end by thanking all of you for being here today. I
told the Chairman that I thought that this was the best possible
panel that we could have had, and that each of you added so much.
You all have served in public life and have done so much to help
secure our country. I am grateful for that. And, again, I want to
close by thanking the family members and the sergeant and his
wife for being here. You are why we pursued this investigation,
and I want to once again assure you that we realize that our job
is not finished.

Thank you, Mr. Chairman.

Chairman LIEBERMAN. Thanks very much, Senator Collins. Sen-
ator Johnson.

Senator JOHNSON. Just a final thought. As the new kid on the
block here, I just wanted to say this was extremely helpful, very
informative, and I just want to thank all four of you for your serv-
ice. And, again, the victims and their families, thank you.

Chairman LIEBERMAN. Thanks, Senator. I would just echo what
Senator Collins has said. You have been a really excellent panel,
both insightful and you have made some specific recommendations,
which we will follow up on.

The bottom line here is that the results of our investigation were
both deeply troubling and really infuriating. And Senator Collins
and I are intent that this report not just stay on the shelf. The fas-
cinating thing to us was that the key Federal agencies involved,
about whom we were critical in the report, essentially said when
the report was issued, that the report makes some good points and
that they are working on it.

Sometimes that is the pathway to nothing else happening, and
this is just too important, as the testimony of the four of you has
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made clear. So we are going to stay on this until we are sure that
the awful gaps that have been revealed in policy and behavior in
the report are closed and that the problems that resulted are, to
the best of our ability, solved.

The record of the hearing will remain open for 15 days for addi-
tional questions and answers. Again, I thank the four witnesses. I
thank the families. We are going to have you back. Your reward
for coming—your punishment for coming today is that we are going
to invite you back and have the honor of listening to your testi-
mony on this matter.

With that, the hearing is adjourned.

[Whereupon, at 12:12 p.m., the Committee was adjourned.]
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Good morning. Two weeks ago, Senator Collins and [ issued a report based on our investigation into the
Fort Hood massacre that left 13 innocent people dead and 32 others wounded. Our report - entitled “A Ticking
Time Bomb: Counterterrorism Lessons from the U.S. Government’s Failure to Prevent the Fort Hood Attack” -
found that the attack was preventable. The Department of Defense (DoD) missed several opportunities to
reprimand and discharge Army Major Nidal Hasan for his growing embrace of violent Islamist extremism, and
the FBI neglected to investigate him thoroughly after it learned he ~a member of the United States Armed Forces-
-was communicating with a suspected terrorist already under FBI investigation.

More broadly, our investigation uncovered a troubling lack of awareness among some government
officials about violent Islamist extremism, the ideology that inspires it, its signs and manifestations, and how to
confront it. Today, the Homeland Security and Governmental Affairs Committee will hear reactions to our
report’s findings and recommendations and discuss how our government must proceed if it is to prevent future
homegrown terrorism and the loss of innocent American life at the hands of violent Islamist extremists,

I want to take a moment to recognize, welcome, and honor several members of the audience who lost
loved ones at Fort Hood and one who was wounded, himself.

Kerry Cahill and Keely Vanacker, the daughters of the late Michael Cahill traveled to Washington from
Texas and Louisiana to be at our hearing today. Angela Rivera, the wife of the late Major Eduardo Caraveo, is
here from Woodbridge, Virginia, with her mother and sister. Charlotte Warman, the stepdaughter of the late
Lieutenant Colonel Juanita Warman, is here from Bethesda, Maryland. And Sergeant Alonzo M. Lunsford is here
with his wife. Sergeant Lunsford was shot five times on that tragic day, and miraculously survived.

We are deeply sorry for your losses and hope that we can honor the memory of those you have lost, and all the
Fort Hood victims by instituting reforms to prevent the next “ticking time bomb” from destroying more innocent
lives.

We have two of the federal government’s most experienced counterterrorism experts as witnesses today.
Charlie Allen was the first Under Secretary of Homeland Security for Intelligence and Analysis and Chief
Intelligence Officer and before that had been a top counterterrorism ofticial at the CIA. Phil Mudd is a former
CIA analyst and was the FBI’s first deputy director for national security.

Our discussion of flaws within the military will be informed by the testimony of retired Vice Chief of
Staff of the UL.S. Army and four-star General John Keane. Samuel Rascoff - Assistant Professor of Law at the
New York University Schoot of Law and former director of the New York Police Department’s intefligence
analysis unit - brings the local government and academic perspectives to the discussion. Thank you all for making
the time to be with us today.

340 Dirksen Senate Office Building, Washington, D.C. 20510
Tel: (202)224-2627 Web: http://hsgac.senate.gov
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When we launched our investigation of Fort Hood in November of 2009, our purpose was to determine
what the federal government knew about Hasan’s activities in the years and months before the shooting so that we
could close whatever security gaps existed and try to prevent a future attack.

What was so infuriating about our investigation was that Hasan’s superiors in the Army knew of his
provocative, violent, and anti-American staterments and, instead of discharging him, promoted him, and sanitized
his personnel records to twist his radicalization into a virtue.

And the FBI knew Hasan was communicating with a suspected terrorist already under investigation. But
the Burean never contacted the Army about Hasan. Instead, the FBI conducted a superficial inquiry that
concluded Hasan’s communications with the suspected terrorist amounted to academic research.

These failures point to systemic problems within the military and the nation’s domestic counterterrorism
structures. The DoD, for example, still doesn™t specifically address violent Islamist extremism in its policies and
procedures, even though it is violent Islamist extremism that the Armed Forces have been at war with in Iraq,
Afghanistan, and elsewhere in the world. Our investigation concluded that the FBI has not completed its
transformation from an organization that investigates crimes to one that uses and produces intelligence to counter
terrorism. Nor has the FBI yet fully found the right balance between its headquarter’s need to integrate the work
of its field offices and the autonomous nature of those field offices.

The shortcomings within DoD can be remedied with stronger policies and better training about violent
Islamist extremism, as we recommend in our report. Although the FBI has made substantial progress since 9/11,
which is indicated by several successes in stopping terrorists in our country, the Ft. Hood case makes clear that
the FBI needs to accelerate its transformation into America’s lead domestic counterterrorism organization by
increasing the use of intelligence analysts and taking other steps we recommend in our report.

If we are to defeat our enemy, we must know and understand that enemy. Violent Islamist extremism is
our enemy, and government officials, as well as ordinary citizens must accept that fact and work to defeat it. That
is the best way 10 isolate the enemy and to distinquish these Islamist terrorists from the vast majority of peace-
{foving Muslim-Americans who abhor violence.

Despite the remarkable efforts by America’s military, intelligence, and law enforcement agencies to fight
terrorism since September 11, 2001, violent Islamist extremism continues to draw converts, and those converts
increasingly include Americans.

Ten years after 9/1Tour government must understand the ideology behind violent Islamist extremism and
develop a more comprehensive national strategy with defined agency roles and responsibilities to prevent counter
its spread.

T ook forward to the testimony of our witnesses today and the discussion that will follow. Thank you,

30-
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Prepared Statement of Ranking Member
Senator Susan M. Collins

“A Ticking Time Bomb: Counterterrorism Lessons from the U.S.
Government’s Failure to Prevent the Fort Hood Attack”

February 15, 2011

I join Senator Lieberman in welcoming Sergeant Lunsford, who was
wounded in the Fort Hood terrorist attack, and the family and friends of
others who lost their lives.

Thank vou for being here. You have our sincerest sympathy for your
losses. Throughout our investigation, we have kept you and the loved ones
vou lost in our thoughts.

One half day. About four hours. This was the amount of time that the
Washington Joint Terrorism Task Force (JTTF) spent determining whether a
military officer in communication with a known terrorist suspect amounted
to a national security threat. Underlying threat information was not shared
with the Department of Defense. Additional investigative steps were not
taken, even when the JTTF responsible for the lead called the investigation
“slim” and pressed for more action.

This hasty decision to close the investigation cost the government its
last, best chance to identify the violent radicalization of Major Nidal Hasan . .
. the last, best chance to potentially prevent the November 2009 massacre at
Fort Hood.

But well before this failure by the FBI, DoD had enough information
regarding Hasan’s violent radicalization to have disciplined or discharged
him under existing personnel and extremism policies. Hasan’s extremist
actions at Walter Reed were well known to supervisors and colleagues. His
poor medical performance also was evident. Yet DoD took no action - laying
the foundation for the FBI’s cursory investigation which relied, in part, on
Hasan’s inadequate and misleading officer evaluations.

Our report’s conclusion is alarming: DoD and the FBI collectively had
sufficient information to have detected Major Hasan’s radicalization to
violent Islamist extremism, but they failed to act effectively on the many red
flags signaling that he had become a potential threat.

This Committee has been investigating the Fort Hood attack since it
happened more than a year ago. But the report we released almost two
weeks ago is informed by a broader set of experiences: from our more than
four-vyear investigation of homegrown terrorism to our efforts to pass
comprehensive intelligence reforms following the September 11* attacks.
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That is why it is so disturbing to see some of the same information
sharing and coordination failures that led to the 9/11 attacks show up again
in the inadequate investigation of Hasan before the Fort Hood attack.

An array of failures by both DoD and the FBI undermined efforts to
identify Hasan as a threat. Detecting homegrown terrorists, particularly lone
wolves like Hasan, is an enormous challenge under the best of
circumstances. Nevertheless, we cannot allow systematic flaws like those
revealed in our report to make this urgent challenge even more difficult.

Almost 10 years after 9/11, our report shows that more progress must
be made to ensure intelligence and law enforcement officials communicate
and collaborate effectively.

Our investigative report details deficiencies in DoD personnel
practices and threat awareness. Despite some progress and the vision and
leadership of Director Mueller, our report also reveals an FBI culture that is
rehuctant to share threat information or coordinate investigations with
outside agencies, and, as a consequence, is underprepared to respond to the
homegrown terrorist threat.

Among the several findings and recommendations in our report, there
are four key observations that I would like to highlight:

1. The Administration refuses to acknowledge that violent Islamist
extremism is the ideology that fuels attacks.

In homeland security strategies and policy guidance modified in the
wake of the Fort Hood attack, the Administration still has been unwilling to
identify violent Islamist extremism as the basis for the homegrown terrorist
threat. For example, DoD)’s updated personnel policies speak merely of
“workplace” violence - failing to specifically confront the violent Islamist
extremism that inspired the Fort Hood attack. This stands in stark contrast
to past DoD policies that directly addressed such threats as gang-related
activity and white supremacy.

To understand a threat and counter it, we must identify our enemy.
We must not shy away from making this distinction. Doing so could allow
potentially violent actors to cloak their activities as acceptable behavior, or
worse, expose those lawfully exercising their rights to unwarranted
investigative intrusions.

2. The FBI cannot go it alone, and its Joint Terrovism Task Forces cannot
become another intelligence stovepipe.

The JTTFs are an effective model for coordinating equities across law
enforcement and the intelligence community and all levels of government.
Indeed, good work by JTTFs has helped preempt attacks in the United States.
But hard working law enforcement and intelligence officials should succeed
because the JTTF system supports their coordinated efforts, not in spite of
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flaws in JTTF operations that could undermine them.

Too often JTTFs are seen primarily as augmenting FBI efforts. Task
force officers detailed from outside the FBI are not given clear guidance on
how and when to share information with their home agencies. Moreover, as
occurred in the Hasan case, the investigative and operational interests of
other entities are often not considered once the FBI has made its decision
regarding whether information shows a threat or not.

3. Detecting and disrupting homegrown terrorism require sustained
leadership from the Attorney General, the Secretary of Homeland
Security, and the Director of National Intelligence and active
coordination across federal, state, and local lines.

Homegrown threats can evolve rapidly and provide few investigative
leads between radicalization and attack.

Although the government had the information needed to further
investigate Hasan, no single entity pulled this information together to take
action.

To help identify future homegrown threats, including from lone
wolves like Hasan, we must coordinate carefully at all levels of government
and ensure that possible threat information obtained by one component is
shared effectively with the entity in the best position to take action against
the threat. Co-location can enable effective interagency coordination, but it
is not a proxy for that coordination.

4. The United States Government must develop and implement a strategy
to confront the violent Islamist ideology that fuels terrorism.
To effectively prevent terrorism, the government must directly
counter the ideology that supports it. We cannot simply rely on law
enforcement and intelligence tools to disrupt the threat.

Identifying factors that lead to violent radicalization, understanding
behaviors that could be indicators of radicalization to violence, and engaging
to stop the violent radicalization process are all vital components of a
comprehensive counterterrorism strategy. But the government’s efforts in
this regard are nascent.

Almost 10 years after 9/11 and despite clear progress at reform, we
continue to see the need for improvements in our counterterrorism efforts,
from information sharing to operational coordination. The Administration
must use the Committee’s report and the memory of the Fort Hood massacre
and recommit to the collaborative principles Chairman Lieberman and I set
forth in our 2004 intelligence reform law. The families of the victims
deserve no less than our steadfast commitment to that goal.
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The Honorable Charles E. Allen
Former Under Secretary for Intelligence and Analysis, DHS,
and Assistant DCI for Collection, CIA

Testimony on
“A Ticking Time Bomb: Counterterrorism Lessons
from the U.S. Government’s Failure to Prevent the Fort Hood Attack”
Before the
United States Senate

Committee on Homeland Security and Governmental Affairs
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Chairman Lieberman, Ranking Member Collins, and Distinguished Committee members, | am
honored to speak again to this Committee. | also want to acknowledge the presence at this hearing of
Ms. Kerry Cahill and Ms. Keely Vanacker, whose father, Micahel Cahill, a Department of Defense civilian
who was murdered at Fort Hood. | retired in April 2009 from government service after fifty-one years
of work in intelligence. ) am proud of the years that | was able to serve my country, and | hope that | can
provide some insights on the vital issues that will be covered in today’s hearing.

The focus of today’s hearing is on the murder of twelve service members and one DoD civilian
employee at Fort Hood, Texas, by Major Nidal Malik Hasan, a US Army officer and psychiatrist. A central
issue of the hearing, however, is the potential in this country for the growth of violent ideological
islamist extremism. | commend the Committee’s objective: straight-forward treatment of ideological
Islamic extremism and the potential for it to increase.

The Ideology of Violent Islamist Extremism and Homegrown Radicalization

I found the section of the Committee’s Special Report on violent ideological Istamic extremism
to be in accord with views that I have held since [ began working on al Qa’ida in 1998 as the Assistant
Director of Central inteiligence for Collection at ClA. The report carefully and correctly delineates the
ideology of violent Islamist extremism—that of al Qa'ida, its affiliates, and those inspired by the
ideology-~from belief in the religion of Isiam and its practice.

1am concerned, however, by details in the report on the extraordinary deference given to Major
Hasan by his superiors as he repeatedly persisted in studying “violent Islamist extremism” in ways that
suggested that he endorsed extremism under some circumstances including the use of suicide
operations. | have no direct knowledge of the facts relating to Major Hasan other than what | have read
in the press and in this Committee’s report so | will not comment further on the oversight of Major
Hasan by his superiors, other than to note that “political correctness” at times seemed to prevail over
common sense.

The United States—with global allies—successfully continue their relentless efforts to disrupt,
dismantle, defeat, and destroy al Qa’ida leadership in the Federally Administered Tribal Areas (FATA) of
Pakistan and affiliated networks globally. This effort has achieved significant success: half of al Qa’ida’s
central leadership has been captured or killed and a number of affiliated extremist networks are deeply
damaged or destroyed. No large-scale in-bound terrorist attack has occurred in the United States since
9/11. Many extremist plots have been uncovered and foiled as result of both foreign and domestic
intelligence and investigative efforts. However battered its leadership, al Qa’ida remains determined
to conduct attacks against the United States that will result in mass casualties, damage US critical
infrastructure, and—above all—inflict permanent damage to the psyche of the American people.

One new factor, however, has come to the fore—a surge in homegrown extremism here in the
West, both in Europe and in North America. The growth of radicalization in the United States, especially
among Muslim youth, in 2009 and 2010 has set off “alarm bells” and prompted calls for greater action
against violent Islamic extremism. According to a RAND Corporation study published in 2010, there
were 46 publicly reported cases of radicalization and recruitment to jihadist terrorism in the United
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States between 11 September 2001 and the end of 2009. Only 125 persons were identified in the 46
cases. Importantly, however, 13 of these cases occurred in 2009, up from an average of about four
cases a year from 2002 to 2008. While the figures do not include hundreds of others who may be or
have been under investigations, the number of individuals charged with involvement in terrorism over
the last ten years is quite small. But the growth of cases over the last two years is disturbing. According
to statistics in the Committee’s report “from May 2009 to November 2010, there were 22 different
homegrown plots, contrasted with 21 such plots from September 2001 to May 2009.” A sample of
recent arrests shows deadly intent, for example:

# The arrest on 26 November 2010 of Mohamed Osman Mohamud in Portland, Oregon, for
attempting to detonate what he thought was a car bomb at a Christmas tree-lighting
ceremony; and,

s The arrest of Antonio Martinez, also known as Mohammed Hussein, in Baltimore for
conspiring with individuals, whom he believed were fellow terrorists, to detonate a vehicle
filled with explosives parked outside of an armed forces recruiting center.

Both of these cases were FBI “stings,” but these cases and others are remarkably similar. The
individuals were self-inspired and self-motivated; they were not directed from al Qa’ida “central” or
from al Qa’ida in the Arabian Peninsula (AQAP). The persons charged were all US citizens or held legal
immigrations status. The central theme of each plotinvoived placing explosives in areas that would
cause significant casualties to innocent Americans. The two events are stark reminders of the potent
threat posed by homegrown radicalization.

Western Europe is a primary area where homegrown terrorism, encouraged or inspired by al
Qa’ida, has grown as well in recent years. There have been a number of plots involving individuals who
have become radicalized, some of whom reportedly were preparing to stage Mumbai-style attacking in
urban areas. The fear of another Mumbai-type attack in Europe prompted the Department of State to
issue “a travel alert” last October, warning of possible attacks on Europe’s transportation systems and
tourist attractions. We are familiar with the numerous Islamic networks that have been mapped by
security services in the United Kingdom and the farge number of extremists who are deemed as
potentially capable of committing acts of violence. What is new are the recent events on the continent.
Early in December 2010, an Iragi-born Swede blew himself up in centrat Stockholm, injuring two
bystanders in the country’s first major terrorist act in years. in November, police arrested eleven
suspects in Belgium. in late December 2010 five men were arrested in Denmark and Sweden who were
plotting a terrorist attack using weapons. Danish Security and Intelligence Service officers stated that
the arrests came after an extensive investigation undertaken with the Swedish Security Service.

British authorities arrested nine men in December 2010 on terrorism charges, stating that the
individuals found inspiration and bomb-making instructions in al Qa’ida in the Arabian Peninsula’s
(AQAP’s} INSPIRE on-fine electronic journal. INSPIRE, as the Committee’s report explains, is an
electronic journal written in easy to understand English as opposed to the heavily ideological
statements normally found on jihadist websites. INSPIRE appears to emanate from the leadership of
Anwar al-Aulaqgi, the US-born extremist cleric and AQAP operative of Yemeni parents. This electronic
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magazine has the potential to trigger young and alienated Muslims to commit acts of violence here in
North America—Canada as well as the United States.

Again, your report points out, one cannot overstate the power of the Internet in fueling the
growth of radicalization in the United States. The spread of Salafist internet sites is providing religious
justification for attacks that are increasingly aggressive and espouse violent anti-Western rhetoric and
actions by local groups. The internet is the primary media by which al Qa’ida markets its messages on
literally hundreds of websites, commanding Muslims to either kill or support the killing of US citizens to
defend Istam against the United States. Although hiding out in the wilds of Yemen, al- Aulagi’s voice is
still heard. On 9 November 2010, he issued a new video in which his message to Muslims was direct
and simple—"kill Americans.”

in assessing the threat within the United States, we must keep our perspective while carefully
gauging future trends. The Pew Research Center pointed out in a major study in May 2007 that
American Muslims overwhelmingly are decidedly American in outlook, values, and attitudes. They
believe that hard work pays off in US society. This belief is reflected in Muslim American income and
education levels, which generally mirror those of the general public. Moreover, according to this report,
Muslim Americans by nearly a two-to-one margin do not see a conflict between being a devout Muslim
and living in a modern society.

My concerns, however, are over a tiny minority of Muslims, a number of whom are converts to
islarn and who remain strongly linked with isfamic countries overseas where extremist groups are
flourishing. Many of these newer immigrants have arrived in the United States over the last fifteen to
twenty years as refugees and asylum seekers. Some have become strongly attracted to anti-Western
and especially anti-US forces in their countries of origin. The tensions may be reflected in the belief
held by many in Muslim countries that “the United States is at war with islam.” Al Qa’ida continues to
benefit from the broader narrative that “the West” is attacking Islam, despite the fact that the
overwhelming majority of innocents killed by al Qa’ida or affiliates since 9/11 have been Muslim.

This affinity with violent groups abroad is reflected, for example, in a number of immigrants
from Somalia, who have arrived in substantial numbers in the United States since the early 1990s when
we intervened under the aegis of the United Nations to atleviate a major humanitarian crisis, Somali
immigrants coming to the United States have found assimilation difficult. Many retain significant family
and clan linkages to Somalia, where a civil war continues to rage between Al Shabaab and the UN-
backed Transitional National Government (TNG). A small number of first-generation of Somali youth,
now naturalized Americans, have found their way back to Somalia to take up arms for al Shabaab, which
continues in its attempts to crush the TNG. We have reason for equal concern about second-generation
Somalis, naturally born American citizens, some of whom also appear influenced by the same Imams
that influenced the first generation.

To date, the self-radicalized cells detected in the United States have lacked the level of
sophistication, experience, and access to resources of terrorist cells overseas. Their efforts, when
disrupted, largely have been in the nascent phase and law enforcement authorities were able to take

11:07 Nov 29, 2011  Jkt 066620 PO 00000 Frm 00039 Fmt6601 Sfmt6601 P:A\DOCS\66620.TXT JOYCE

66620.009



H605-41331-79W7 with DISTILLER

VerDate Nov 24 2008

36

advantage of poor operational tradecraft. Even when the act of terrorism has not been detected, the
efforts have fortunately been amateurish in most cases, such as the Time Square attempted bombing
last May. However, the growing use of the Internet to identify and connect throughout the world offers
opportunities to build relationships and to gain expertise that previously were available only in overseas
training camps. It is likely that individual cells will use information on destructive tactics that are widely
available on the Internet to boost their destructive capabilities.

Committee’s Findings and Recommendations on the Fort Hood Attack

My comments on the Fort Hood murders are not based on direct knowledge of the event, given
that t left government six months before it occurred.  But my views on terrorism and government
efforts to combat it are based on experience gained over many years of work on counterterrorism, first
at ClA and then as the Under Secretary for Intelligence and Analysis at DHS. First, | agree strongly with
the Committee’s report in praising the work of the military, the FBI, and intelligence agencies in
disrupting and preventing “in-bound” attacks from al Qa’ida and its associates; | worked as a senior
government official on this threat. We have not had a successful al Qa’ida or affiliate attack here in the
United States since 9/11; this is a remarkable record and reflects the dedicated work of tens of
thousands of Americans in intelligence, law enforcement, and defense . Many piots, as the Committee
notes, have been disrupted and individuals arrested.

But 1 also strongly believe the Committee is accurate in its statement that there is “the need for
a more comprehensive and coordinated approach to counter radicalization and homegrown terrorism
across all agencies ,including federal, state, and local entities, which are critical to keeping our country
safe.” Itis here that | wish to direct my remarks because on a broader scale, | believe this complex issue
must be addressed if we are to counter successfully longer-term radicalization in the United States.
Fault lines across the federal, state, and local governments remain on information sharing and building
trust among counterterrorism authorities and, until we make substantial further improvement in
integrating our efforts and developing trust, we will continue to have risk in countering terrorism,
especially that emanating from Islamic extremists,

Over the last several years, we have talked about “an integrated national intelligence
enterprise” but we are far from one on which we have firm resolution. A national enterprise would
involve not just information sharing but also increased intelligence collection and analysis in accordance
with federal, state, and local authorities and laws. There is, for example, no unified national intelligence
collection plan or even a recognized set of national intelligence requirements relating to domestic
terrorism. Moreover, we do not have a current in-depth, national intelligence estimate on domestic
terrorist threats. The FBI's National Security Branch, DHS’ Office of intelligence and Analysis, and state
and local law enforcement all have major responsibilities in countering radicalization and in ferreting out
extremist cells. Over all, they have done an outstanding job but their work is far from integrated—there
are still too many seams.

Federal Law Enforcement
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The FBI is the country’s primary domestic intelligence agency and has the responsibility to
prevent and investigate acts of terrorism. It operates today radically different from where it was on
9/11. It has formed a National Security Branch with an intelligence Directorate at FB} Headgquarters that
focuses on counterterrorism. it has created Field Intelligence Groups (FIGs) whase mission is to analyze
raw intelligence and share it with the Intelligence Community and local law enforcement. There isa FIG
in each of the FBI’s 56 field offices. In addition, there are over a hundred Joint Terrorism Task Forces
(JTTFs), which focuses full-time on preventing attacks and conducting counterterrorism investigations
and are staffed by FBI agents and employees from other federal, state, and local agencies. immigration
and Customs Enforcement, for example, has over 200 personnel positioned within JTTFs. JTTFs operate
at the Top Secret/Special Compartmented information (TS/SCl) classification level.

A frequent criticism of the FBI's domestic intelligence efforts is that it remains “case oriented”
and finds it difficult to coltect intelligence where there is not a case for prosecution. The Bureau rejects
this characterization. Director Muller has committed the FBI to becoming an intelligence-driven
organization when it comes to countering counterterrorism. Discussions that [ have had with prominent
law enforcement officials at the local level suggest that the Bureau’s transformation is still incomplete.
The FBI's reluctance to fully embrace local law enforcement authorities continues to be a source of
friction. In my view, local police departments also need to lean forward to partner with the FBland to
pass on information they have that could lead to terrorism investigations. This is a two-way street that
works far better than it did a few years ago but one that will require “constant gardening” on the part of
both parties.

DHS Intelligence

DHS intelligence is vital to countering domestic terrorism, but it is still in an early stage of
development. With several hundred analysts and with contractor support, it is preparing analytic
assessments on terrorist developments, threats relating to the use of weapons of mass destruction,
protection of US critical infrastructure, and finally radicalization. It produces analytic intelligence threat
assessments for the Department and for state and local governments. As this Committee knows, itisa
vital link between the Inteiligence Community and local authorities, but its role and mission is only
gradually being defined. its sharing of inteiligence through to fusion centers, now numbering 72, is vital.
The number of intelligence reports flowing from DHS to the fusion centers and to local law enforcement
is impressive and frequently serves to inform on terrorist threats and terrorist tactics, techniques, and
methods.  DHS can harvest the products produced by the fusion centers and local police departments
but it does not direct the collection of that intelligence, and its links with local pofice departments is far
from comprehensive. A great responsibility of DHS is to raise the capabilities and quality of the
intelligence analysts in the fusion centers; currently, many fusion centers analysts have had little or no
analytic tradecraft training. DHS intelligence is working this issue but its efforts need to be linked
directly to DHS grant funds administered elsewhere in the Department. DHS intelligence has greatly
enhanced its relationship with the FBI's National Security Branch, and many joint intelligence
assessments are produced that go to state and local governments and law enforcement.

Fusion Centers/Local Police Departments
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if we are to combat domestic terrorism, both state fusion centers and local police will have to be
viewed as vital to our counterterrorism efforts. Fusion centers vary greatly in their focus and
capabilities; they principally are concerned with threats and issues relating to their local community or
region; created at the state and city level in response to 9/11, they have morphed in many cases into “all
threats, alt hazards centers,” yet terrorism remains a focus of their endeavors. Some fusion centers are
very mature and have significant capabilities. Others are in nascent stages of development. Many
fusion center personnel have little experience or training in intelligence. Some endeavor to collect
intelligence relating to terrorism, others are not pro-active. Others, however, not only work hard to
share intelligence but also collaborate with local law enforcement to collect terrorism-related
intelligence on extremist activities in their communities. They ali, to one extent or the other, conduct
open-source intelligence, harvest local information, and assist in analysis. With some state and local
governments under fiscal pressure, budget cuts to the centers are inevitable. A number of fusion
centers will have difficult surviving without substantial federal grant funds. They do have the
opportunity to grow in sophistication and become more directly involved in ferreting out possible
homegrown terrorism. As the fusion centers federal partner, DHS has a strong responsibility to work
with the fusion centers to strengthen their intelligence gathering and analytic capabilities; training of
fusion center personne! should be one of DHS’ highest priorities.

Role of Local Police Departments

Local police departments are not yet utilized effectively as part of the overall national
intelligence effort, even though they are extraordinarily well-positioned to combat homegrown
terrorism. Their ethnic composition provides them with access to locally diverse populations. They
know their towns and cities and are responsive to their city councils. Many local police departments,
however, lack the human capital to keep abreast of what is happening in their own communities. Some
collect intelligence and have intelligence units; many officers in these units, however, lack training in
intelligence and work primarily as law enforcement officers. Police intelligence efforts are not
coordinated, either nationally or faterally. When local police departments acguire information that
warrants investigation involving potential terrorism, they can enlist the FBI through the JTTFs, although
that often means abdicating the leader in investigations. But local police departments can investigate
suspicious activities that do not meet the thresholds of JTTFs—the “green shoots” that are stili short of
imminent criminal cases. Like fusion centers, local police departments are not fully used in combating
terrorism and, above all, local police are better positioned than federal authorities to conduct
community policing—reaching out to local communities and diasporas. The intent would be not
intefligence but to build trust with diverse local communities.

Conclusion and Recommendations

We now have compelling evidence that a small number of Americans or legally permitted
residents are embracing an ideology of violent Isiamic extremism. A number of plots have been
detected and disrupted, preventing the murder of innocent Americans. Countering these threats
effectively will require continued improvement to US intelligence and law enforcement activities as well
as strategies to counter violent islamic ideology which, to a large degree, must come primarily from local
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communities. | have never believed that the answer to countering extremism lies in Washington. Based
on the Committee’s detailed research and findings, it is evident that there were serious mistakes made
that might have prevented in the murders at Fort Hood.

11:07 Nov 29, 2011

The Department of Defense does not yet have a doctrine or strategy for dealing effectively with
the potential for islamic extremism in the military services, although it clearly is moving to meet
this challenge, while ensuring military personnel have full freedom of religious worship,
regardless of faith. Given its history of resolving challenging issues, there is every reason to
believe that DoD will develop the doctrine and strategies required; it can never, however, allow
“political correctness” to override the development and implementation of a comprehensive
strategy for dealing with potential violent extremism among its ranks.

Both DoD and the FBI had sufficient information between them~if acted upon--to have taken
actions to prevent the attack by Major Hassan, but problems of security clearance levels and
information sharing precluded either from having a total view of the potential threat posed by
Major Nidal. The DoD officer assigned to one of the JTTFs never had access to all of the
sensitive information involving Major Hasan’s communications with a “suspected terrorist.”
Communications by any US military personnel, officer or enlisted, with a terrorist should have
set off alarm bells in both the Bureau and DoD. Having many years working closely with the
military and for several years directly for three-star military officer, I can personally attest that
the US military always endeavors to hold itself to the highest standards.

Protection of highly sensitive sources and methods is fundamental to the US intelligence
Community, including sensitive intelligence sources of the FBI. Nonetheless, it is crucial that
personnel assigned to JTTFs from other agencies such as DoD have “systems high” ciearances if
needed to perform their jobs effectively. There have been other cases of failure in information
sharing and excessive compartmentation that have contributed to casualties in the struggle
against terrorism.

The FBI, under the strong leadership of Director Mueller, is changing the Bureau into an agency
that is responsive to national intelligence security priorities, and above all, to the threat of
terrorism. The progress made is remarkable, not only in developing a new model for
counterterrorism operations but in changing the Bureau’s culture. Yet the transformation is
incomplete. The FBI has approximately 2,600 intelligence analysts, but they are not fully
integrated with the special agents and are still not utilized to the extent needed in anticipating
potential acts of terrorism. | have every expectation that the current transformation wili
continue, accelerated by the events at Fort Hood. Nonetheless, the Bureau will have to
demonstrate further that it is moving from its historic case-driven model to one that embraces
intelligence as its leading edge.

The JTTFs need to be more effective in their interactions among themselves and, in my view, the
National Security Branch of the FB) needs to be fully cognizant of any potential terrorism leads
that become more than “green shoots.” The JTTFs decentralized model should be examined to
ensure that FBI Headquarters’ counterterrorism leaders are more directly involved in potential
terrorism leads that could pose risks and the need for more intelligence collection.
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in addition to the above comments on the findings of the Fort Hood Special Report, | would like to
offer the following thoughts for the Committee’s consideration. These are my thoughts, though
informed by individuals whom I respect, and address areas that need further exploration if we are to
counter extremism, while always ensuring that laws relating to privacy, civil liberties, and civil rights
are honored.

o With the direct support of the DN, define what “an integrated national intelligence
enterprise” is and how analysis and collection can be enhanced, in accordance with federal,
state, and local authorities and laws.

e Under the aegis of the DNI, develop national intelligence requirements relating to domestic
terrorism; determine what are the priority needs of federal, state, and local authorities
within the limits imposed by privacy, civil rights, and civil liberties of all Americans. Inmy
view, DHS intelligence should undertake this effort with its federal, state, and local partners.

e Under the DNI and with assistance from DHS and the FBI, prepare a current in-depth,
national intelligence estimate on domestic threats, with special emphasis on the growth of
radicalization within the United States.

Finally, assuming we are serious in addressing the growth of radicalization in the homeland, it is
crucial that we do this objectively and with a clear vision of the potential risks of intruding on
the civil rights and liberties of all Americans; this cannot be permitted to occur. |do not see
more legislation as necessary here; government at the federal, state, and local levels have all of
the authorities needed under existing legislation to combat homegrown terrorism. It is now up
to the Congress and the Administration to determine how to proceed. | would like to add one
word of strong caution, however. Neither defense nor intelligence nor law enforcement will
forever prevent all attacks upan our country; the odds are simply against it. But, as a society,
we must show resiliency in the face of such attacks. Resilient societies respond and recover and
only grow stronger when attacked, We must be that type of society.

Charles E. Allen
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Chairman Lieberman, Ranking Member Collins, distinguished members of the Committee, thank
you for inviting me to testify today about the most significant threat to the security of the
American people that | have seen in my lifetime—radical, violent Islamist extremism. I
commend this Committee, and the leadership of Senators Licberman and Collins, for their
ongoing work in identifying this dangerous ideology and developing ways to protect against it.

The most recent work of this Committee on this challenge to our national security is its
investigative report on the Fort Hood massacre that took place on November 5, 2009. That
report puts the key issue front and center and confirms what many of us feared after the attack.
Self-radicalized violent Islamist extremists are not just here in America, they have penetrated the
U.S. military, which is one of the last places you would expect to find people so violently
opposed to this country and its citizens.

I would like to discuss my two reactions to this much needed and comprehensive report. First, |
am shocked and stunned by what this report reveals about the failure of the Department of
Defense (DOD) to come to grips with violent Islamist extremism and the danger it presents to
our troops. Second, | wholcheartedly endorse the report’s recommendations for reform in DOD
to better protect against this threat,

I will start with my first reaction — just how unacceptable the military’s failure to deal properly
with Major Hasan’s radicalization to violent Islamist extremism was. I reach this conclusion
with great sadness. 1 was proud to serve in the Army, and, while I did, I was involved in helping
the military devise policies to protect against racial extremism that turned deadly. And I know
the military is full of people at all ranks who are dedicated to protection of the men and women
in service. But this time, some of those people — including Hasan’s superiors and colleagues —
failed to do what was needed to root out a dangerous extremist.

[ agree with the report’s conclusion that Hasan’s open displays of violent Islamist extremism was
a violation of military rules calling for good order and discipline. Il list some of the obvious
signs that Hasan should have been discharged that are mentioned in the report:

Hasan’s ideology conflicted with standard military obligations, and his repeated statements that
he could not support combat against enemics of this country because they shared his religious
beliefs demonstrated that he did not belong in the United States military.

It is hard to imagine why Hasan was not removed when, after one of his superiors tried to
convince him to leave the military, his displays of violent Islamist extremism worsened, While
he was a resident at Walter Reed Army Hospital and a fellow at the military’s medical graduate
school, Hasan dedicated three projects to the motivations for Islamist extremism instead of
medical subjects or psychiatric issues.

Here is a list of things Hasan said and did that, when you add them up, shows he was an
extremist who had no place in our armed services:

s He made three off-topic presentations about violent Islamist extremism when he was
supposed to be making medical presentations as an Army doctor.

* He gave a class presentation promoting the false argument that U.S. military operations
are not based on legitimate security considerations, but instead are a war against Islam.

2
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¢ The same class presentation was so supportive of Islamist extremism that it was stopped
immediately by the instructor when the class of military officers erupted in opposition to
Hasan because they thought he was justifying suicide bombers.

¢ He proposed to give a research survey to Muslim U.S. soldiers which implicitly
questioned their loyalty, and actually included a question that asked if they thought they
were expected to help enemies of the U.S. because they are Muslims.

o He told several classmates that he thought Shari'ah law takes precedence over the U.S.
Constitution, despite the fact that as an officer he took an oath to protect the Constitution.

¢ He stated three times in writing that Muslims in the U.S. military were a risk of fratricide.

One time his class presentation was so alarming that his classmates, who were all officers,
erupted in protest because they thought Hasan was endorsing the views of Islamist extremists
and justifying suicide bombers. The instructor and a classmate who were there that day both
called Hasan “a ticking time bomb”. The saddest and most frightening fact is that Hasan’s
written presentations warned that Muslim-Americans in the military who had become radicalized
to violent Islamist extremism were at risk of killing fellow soldiers. He put it in writing and that
should have been a sign that he might put it into practice.

I want to caution here that I know that our military includes thousands of brave and patriotic
Muslim-Americans who serve this country with honor. Some have given their lives in service to
our country. When Hasan concluded that Muslim-Americans might commit fratricide, he was
not talking about them, but he was giving a warning about himself. As the report states, Hasan’s
extremism was not a secret. The officer who assigned him to Fort Hood told commanders there,
“You're getting our worst”.

What should have Hasan" military superiors done? They should have been able to put the
information together and conclude that Hasan believed the same things that the violent Islamist
extremist enemies of this country believe, and that meant he should have been out of the military.

But instead of removing Hasan, his superiors promoted him, graduated him from his residency
and fellowship, assigned him to Fort Hood and even approved him for deployment to the conflict
in Afghanistan. Instead of moving Hasan out, his military commanders moved him up. This is
exactly the opposite of what responsible officers should have done.

This brings me to another critical problem revealed in the report-—that the military personnel

evaluation system broke down when it came to Hasan. [ was again shocked to learn from the
report that even though Hasan was a poor performer, ranked in the bottom quarter of his class,
his evaluations made him sound like a superstar.

During the period when his radicalization to extremism was so visible that it literally stopped a
class, he received excellent performance evaluations and was enthusiastically recommended for
promotion. Perhaps the most troubling aspect of this is that Hasan’s obsession with Islamist
extremism—which was so alarming that it should have gotten him thrown out of the Army—was
described as a strength in his evaluations.

The report describes a series of reasons given by the military for failing to deal properly with
Hasan. 1 don’t find any of the reasons credible. A pair of related reasons is that some of
Hasan’s superiors believed his views were not problematic and others actually believed he

3
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provided valuable insight into Islamist extremism. This was a terrible misjudgment, because the
truth was that Hasan’s views were problematic precisely because he was an extremist. It is hard
to understand why senior officers did not see that.

There were other more mundane administrative reasons why Hasan was retained and advanced.
For example, he was passed on to the fellowship because he was the only applicant for his slot
and those involved felt they might lose the fellowship unless it was given to Hasan. When others
objected to Hasan getting the fellowship after the fact, he was kept because it was too much
trouble to rescind the fellowship once it was offered. For another example, Hasan was assigned
to Fort Hood (even though there were concerns about his ability), because some thought that
base was so large and well staffed that there would be many Army psychiatrists around Hasan to
monitor and report on his work.

All this attention to small bureaucratic matters show that superiors could not see the big
picture—Hasan was a dangerous extremist who should not have been in the military at all.

So why did Hasan’s superiors fail to take the action that was necessary? That brings me to my
second reaction to the investigative report, which is my agreement with the report’s
recommendations about changing military policies and training to identify the threat of violent
Islamist extremism among service members and to require that it be reported and dealt with.

When [ testified at a hearing before this Committee at the beginning of its investigation, 1 said
this: “It should not be an act of moral courage for a soldier to identify a fellow soldier who is
displaying extremist behavior, it should be an obligation.” That is as true today as it was then.
Unfortunately, the report reveals that the military to this day still does not have policies and
training which identify what violent [slamist extremism is and what our men and women should
do when they see it.

I know that a lot of good people in the military have reviewed the Fort Hood attack to determine
lessons learned, and some of their work and recommendations do move us forward. But we have
to directly address the exact threat we face exactly, and that threat is violent Islamist extremism.
Over a year after the Fort Hood attack, this direct and honest step still has not been taken by the
military. Instead, the military avoids labeling our enemy for what it is, rather subsuming it under
ambiguous terms such as “extremism” or trying to call it something completely different such as
“workplace violence.” That is not acceptable, because it leaves our service members vulnerable
to more attacks from these extremists.

The military’s unwillingness to confront the threat of Islamist extremism directly is all the more
puzzling and out of character because in the past, the military has moved swiftly to respond to
threats. During the Cold War the military enacted and implemented sophisticated subversion and
espionage policies to deal with the ideology and tactics of our enemies. When racism and gang
violence infiltrated our armed services, the military moved promptly put in place policies and
training designed to clearly inform service members on exactly what was prohibited and
instructed them to report service members whose words or conduct indicated that they may be
dangerous. That sort of clarity in policy in training is needed now for the threat we are faced
with now-——violent Istamist extremism.

Clarity is all the more important here because of the complexity of dealing with someone, like

Hasan, who commingles dangerous extremism with religion. Unless service members clearly

understand the difference between legitimate religious observance and dangerous extremism,
4
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everyone in the military is in an unfair position. It is unfair and ineffective to place service
members who have not been trained to identify Islamist extremists in a position where they have
to decide if someone is an Islamist extremist. The reason is that service members are
understandably reluctant to interfere with the practice of religion and that they are, rightly,
trained by the military to respect religious observance. But that should never mean that violent
Islamist extremism should be tolerated. The DOD’s failure to identify the enemy clearly causes
service members at all ranks to avoid dealing with extremists properly, just as they avoided the
need to deal with Hasan.

The lack of clarity is also deeply unfair to the thousands of Muslims who serve honorably in the
U.S. military. If service members clearly understand the difference between their religion, and
the dangerous radicalism of violent Islamist extremism, the patriotic Muslims in our armed
services will be protected against unwarranted suspicion. In fact, it was just that sort of awful,
untrue stereotype about Muslim soldiers that Hasan himself believed and promoted in his
statements and projects. The best way to defeat that stereotype is to educate our service
members about the difference between the legitimate, peaceful observance of Islam, which is
respected and protected, and the violent Islamist extremism which should lead to reporting,
discharge and law enforcement intervention.

I endorse the changes that this report recommends because they do what needs to be done to fix
the problems I have just described. They are necessary to make — and they are not hard to make.

First, military policies regarding religious discrimination and religious accommodation should
make clear that violent Islamist extremism is not permitted and is not the same thing as the
protected, peaceful practice of religion. This change would establish the important distinction
that was not understood by those who failed to deal with Hasan.

Second, currently existing military policies on extremism should be modified to state explicitly
that Islamist extremism is one form of extremism that is not allowed.

Third, service members should be trained and educated about violent Islamist extremism.

And fourth, protections against violent Islamist extremism need to be enforced. There needs to
be an expectation in the military that, when you see a fellow service member exhibiting signs of
violent Islamist extremism, you report it, and if you are a commander and you find out about it,
you take action. Perhaps the right action for the commander is further investigation, perhaps the
right action is discipline, perhaps the right action is counseling if the soldier in question is not
radicalized too deeply, perhaps the right action is discharge, and perhaps the right action is
immediate reporting to intelligence or law enforcement if the threat of harm is imminent, But it
is right to act and wrong to ignore this problem, and military policies and training need to reflect
that.

I know from my experience that the changes this report recommends could be made and
implemented in a month if DOD chose to do so. That sort of urgency is necessary because our
men and women in the military are vulnerable to a known danger and because DOD has an equal
responsibility to protect its thousands of brave and patriotic Muslim-American service members
from unwarranted suspicion by colleagues who have never be trained about what violent Islamist
extremism is and how it differs from the peaceful exercise of Islam.

I welcome this Committee’s hard work to protect them and hope that DOD will act immediately
to follow the recommendations in the investigative report.

5
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Prepared Statement of Philip Mudd
Committee on Homeland Security and Governmental Affairs
15 February 2011

The Fort Hood shootings highlight the evolution of the terror threat during the past
decade, from operations directed by a central al-Qa’ida organization in South Asia to
independent attacks conducted by individuals or clusters inspired by al-Qa’ida’s
message. The threat picture we faced nearly a decade ago was focused on this
centrally-driven group, and the threats we were most concerned about included plots
devised by the 9/11 organizers (with al-Qa'ida senior figure Khalid Shaykh Mohammed
as a key architect). The intelligence that helped disrupt those plots included not only
classic forms of intelligence collection, from human and technical sources, but also
extensive, detailed, and critical knowledge acquired from senior al-Qa’ida detainees,

As we approach the ten-year anniversary of the 9/11 attacks, the threat we confront is
more diffuse, with individuals who have never met an al-Qa’ida member nonetheless
carrying on the al-Qa’ida revolution in this country. Al-Qa'ida is not now and never was
primarily a terrorist organization; instead, the group saw attacks as a way to inspire
others in a global revolutionary wave to think and act as al-Qa’ida members, driven by
al-Qa'ida ideology but not directed by al-Qa'ida operators.

The key to this 21st century revolution is the Internet, which provides an avenue for the
transmission of images (Abu Ghurayb), preachers (Anwar Awlaki), publications
(inspire), and chatrooms in which future jihadists meet virtually to discuss what they see
and hear. And to radicalize each other. Many, probably most, of our budding jihadists
are not initially inspired by the Internet. Instead, they meet other like-minded individuals
in clusters, and as these clusters of potential radicals talk among themselves, the
internet serves as an accelerant in the radicalization process.

Traditional intelligence methods -- human and technical penetration of a clearly-defined
collection target -- are not well-suited to find these individuals or small clusters of
people; they do not have clear links to a hierarchy of terror. What they often do have in
common, however, are linkages to sources of Internet radicalization. Nadal Hassan
represents another example of this phenomenon.

The challenge of using Internet connectivity to find potential terror suspects raises, of
course, questions about how security services can both protect the public by preventing
acts of violence while ensuring that citizens have the right to free speech. Given al-
Qa'ida’s success in sparking a global movement of believers well beyond the core of al-
Qa'ida members who committed the attacks of 9/11, questions about how to find
individual violent radicals in the pool of individuals who are interested in radicalism is a
subject worth discussing. If we accept that we cannot use traditional means of
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intelligence to find these individuals, can we find ways to employ other means without
violating the fundamental rights of a free society?

Among the questions we might consider as we discuss this problem include:

« What kinds of activities might we look for as we consider how to study Internet activity
by potential jihadists?

« What kinds of problems might arise if federal security services expand their use of
Internet tools?

« Are there counter-messaging opportunities federal agencies might use to work against
radicalization on the Internet?

» How might partners around the world help in this effort?

The timing of this hearing is important. Successes against al-Qa’ida’s central
organization have helped diminish the strategic threat from the tribal areas of Pakistan,
though the threat from al-Qa’ida is not close tc eroded. Meanwhile, individual violent
radicals in Europe and North America have shown increasingly during the past few
years that they are the new wave of the global movement al-Qa’ida envisioned when its
leaders organized the group two decades ago.

In the coming years, these new, leaderless jihadists will be difficult to find. And they will
be successful, in this country and in Europe. Before this movement expands, engaging
in a conversation about how to counter these jihadists is both timely and relevant.
Thank you for inviting me to participate.
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Chairman Lieberman, Senator Collins, and distinguished members of the Senate
Homeland Security and Governmental Affairs Committee. T am honored for the opportunity
to testify today about aspects of the important Report' that the Committee recently issued
examining the failures that led to the Fort Hood tragedy and making structural
recommendations to ensure that such an incident will not be repeated. And I am humbled
to be addressing you in the presence of friends and relatives of the brave women and men
who lost their lives on that awful day.

My goal this morning is to elaborate on some of the Report’s findings, with an eye to
making constructive suggestions about how to move forward. Specifically, I mtend to offer
my thoughts on three aspects of the Report: (1) certain challenges to the achievement of
meaningful “jeintness” on the Jont Terrorism Task Force (JTTF) (2) the proper role of the
Federal Bureau of Investigation (FBI) as well as local and other federal officials as part of a
larger counter-terrorism architecture designed to understand and combat a dynamuc threat
that increasingly includes a “homegrown” dimension; and (3) some preliminary thoughts on
the organization of counter-radicalization efforts and on some lessons learned from the
British experiment with domestic counter-radicalization.

All of these topics figure prominenty in my research and scholarship as a law
professor focused on issues of intelligence and counter-terrorism. My analysis is also
informed by my practical experience as the founding head of the New York City Police
Department’s intelligence analysis arm and as a current member of the Direcor’s Advisory
Board at the National Counterterrrorism Center (NCTC).  As an official in New York City,
collaborating with FBI officials day to day — and sometimes night to night - one could not
help but be impressed by their dedicaton and professionalism. As an academic, my
knowledge of the FBI and my appreciation for its critical role 1n keeping the country safe
have deepened. Whatever critical observations that follow reflect my considered judgments
about how best to improve our counter-terrorism efforts going forward, building on the
many remarkable successes that the FBI, NCTC, and many other federal and local and state
insttutions have achieved.

L “Jointness” and the JTTF

Tt 15 axiomatic in the post-9/11 world that “jointness” is a crincal feature of counter-
terrorism.” A generation before that — before the 9/11 Commission identified a lack of

! See Joseph 1. Lieberman, Charrman & Susan M. Collins, Ranking Member, U'S Senate Commuttee
on Homeland Securnity and Governmental Affars, Special Reporr: A Ticking Time Bowb: Counterterrorssm
Lessons from the U.S. Government's Failure to Prevent the Fort Hood Attack, (Feb 2011), available at

herp:/ Ahsgac senategov/pubbc/ Gles/Port Hlood/Ford leodReportpdf. Throughout this
statement | refer simply to the “Repost.”

2 It should be noted that jointness does not exhaust the universe of possible productive relationships
between vatious mstitutional actors. The office that I helped create at the NYPD was part of the
Department’s Inteliigence Division, whose very existence was, 1 a sense, predicated on the idea that
mter-agency competition (alongside jointness) might produce the best overall counter-terrorism
regime. As an NYPD colleague with extensive experience 1 sntelligence matters liked to put 1t
“there 15 no intelligence shanng, only intelligence trading.”

2-
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information sharing between agencies as a contributing factor to the attacks — the JTTF
already stood for the recognition that counter-terrorist requires close collaboration berween
a wide variety of federal and sub-national actors.” But as the Report reveals, the precise
meaning of jointness at the JTTF remains elusive.

Broadly speaking, jointness on the JTTF could mean something very robust — in
which case the role of detailees from local government and other federal agencies would
amount to “agenda setting” — injecting their own distinctive perspectives on the terrorist
threat and the means to combat it. Or it could mean semething more modest — with
detailees contributing at the margins to the efficacy of an otherwise FBI-driven enterprise.
In my view, this second, mote modest view, prevails in practice, for a number of mterrelated
reasons.

First, JTTFs operate within the core competence of the FBL The JTTF is the place
where FBI agents apply their most fundamental know-how (the investigation of federal
crime) to what has become the organization’s prionty issue (terronsm). Thus, it 1s
unsurprising that the FBI asserts its preeminence in this area in relation to JTTF detailees.
Second, with the exception of unique offices (such as in New York City), 'TTFs are
dominated by FBI personnel.  Third, and related, detadees to JTTFs (especially state and
local personnel) may be functionally “federalized,” losing touch both with the professional
sensibilities and priorities they had culuvated in thetr home agencies and (over time) with
their ability to reach back into thosc organizations to serve as effective go-berweens.* To
some degree, this process is inevirable. After all, detailees work on FBI systems in support of
FBI investigations. It also may be that certain Jocal detailees to J[TTFs “go native” As
veteran counter-terrotism official (and former NYPD Deputy Commissioner) Mike Sheehan
has written, describing the allure of federally-issued cars and cell phones, “the perks at FBI
are just too good for most cops to resist.”” At the same time, access to classified
information on the JTTF may make it more difficult for local officials to interact
meaningfully with their home offices.” More generally, detailees may be pressed into the
service of the JTTF’s day-to-day mission, and come to be viewed by management not solely

3 See, e.g., Joe Valiquette & . Peter Donald, The Elarly Years: Celebrating 30 Years and the Begnning of
New York's fornt Terrorism Task Force, FBI (Nov. 29, 2010), http/ /www.fbrgov/newvork/storses/the-
early-years/the-eatly-years/ (observing that the New York JTTF began i April 1980 as a
collaboration between the FBI and NYPD and quoung FBI Director Mueller o the effect that “The
New York JTTF was the first of 1ts kind, and today, it remains among the very best of its kund. It has
long been the ‘gold standard’ by which other JTTFs are modeled.”).

+ See Samuel ]. Rascoft, The Law of Homegrown (Counter) Terrorsm, 88 TIX L. R1iv 1715, 1743 (2010)
5 See MICUARL SUTERL TAN, CRUSH 111 ClbL: HOW TO DEFEAT TERRORISM WITHOUT
TERRORIZING QURSELNES 176 (2008)

¢ The Report adds an tronic twist, noting how certain detailees have been deprived of key access to
data on the [TTFs Se Reporsat 73 These detatlees live (or have lived ~ the Report notes progress m
solving this particular problem) in a kind of imbo, not quute treated as equals in the JTTF and at the
same tme not easily able to interact with thewr home agencies.

3.
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(or even mainly) as liaisons to home agencies or as the bearers of a unique set of
investigative skills, but as additional personnel to augment a habitually strapped staff.’

None of this is to deny the obvious: that the presence of local and federal detailees
on JTTFs continues to have tangible benefits for our national security. For example, having
police officers on the task force plainly enhances the ability of FBI investigators (who, after
all, frequently have careers that take them from one part of the country to the next every few
years) to navigate a new city, and having immmediate access to an Immigration and Customs
Enforcement (ICE) detailee obviously contributes to the sophistication of JTTF interviews
in certain contexts, But these sorts of benefits are hard to quanufy in systemic terms and are
qualified by a concept of jointness in which detailees operate as junior partners in an FBI-
dominated environment.”

11. Intelligence and Homegrown Terrorism

If the absence of robust jointness on the JTTF represents a strategic problem, it is
one that 1s contained, That is because, as menuoned above, the investigatory focus of the
JUTF plays to the core institutional strengths of the FBI as a law enforcement agency. Even
without robust local and other federal participation, JTTFs are posttioned to discharge this
vital mission. But the same cannot necessarily be said when 1t comes to the intelligence
mission of the FBI, a mission that 1s now central to the organization’s counter-terrorism
function.

The story of the FBI’s transformation from a law enforcement agency to one that
also collects and makes sense of its own intelligence {especially relative to the domestic
aspects of terrorismy) 15, by now, familiar. As the Report emphasizes by noting the ongoing
uncertainty that attends the meaning of the FBI’s being “intelligence-driven,” that
transformation remains incompletely realized.  This problem has deep historical roots, for
the post-9/11 challenge of embracing an intelligence mission does not represent a break with
the ageney’s past, so much as the latest chapter in an evolving story that has taken place over
the century that the FBI has been in business. Periods of enthusiasm for intelligence
gathering untethered to criminal predication (the years during and immediately following
World War I, for example, or the well-documented excesses of the 1960s and 1970s)

" To take one striking example, the celebrated journalist and playwright Larry Wright tells of a visit
that two JTTF members paid to hus Ausun, Texas home to investigate certain calls that had been
placed from the residence to overseas phone numbers of interest. One was an FBI agent, the other a
JTTF detailee from the Food and Drug Admunsstration (FIDA) who was, n Wright's telling, visibly
anxious at the prospect of being sent out to investigate a terrortsm lead that had no connection to the
distinctive competence of the FDA. Lawrence Wright, My Trp fo Al Qaeda (HBO television
broadeast Sept. 7, 2010), avaclable at hip:/ /werw hbo.com/documentaries/my-trp-to-al-
qaeda/index hrml.

# Furthermore, there may be instances where this sort of ad hoc jomntness not only does not
meanngfully add to, but in fact actvely detracts from, the overall effectiveness of the natonal
securty musston. For an FBI agent to assume that a detadee from this or that home agency
represents an catire government bureaucracy may invite a false sense of security. The Report serves
as a cautionary dlustration of precisely this point. See Report at 70-73.

4-
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historically gave way to decisions to prioritize the law enforcement function of the FBI. By
reinstating the “criminal standard” Attorneys General Harlan Fiske Stone (in 1924) and
Edward Levi in (1976) effectively (if temporarily) ended the FBI’s participation in the
intelligence business. As the Repott rightly emphasizes, the effect of the most-recently 1ssued
Attorney General’s Guidelines (by Judge Mukasey in 2008) as well as the FBD's internal
Domestic Investigations and Operations Guide is to return the FBI to the mission of
gathering intelligence by reference to the existence of threats, rather than solely as an
incident to the investiation of alleged criminaliry.”

Thus Jatest return to intelligence gathering is especially pertinent whea it comes to
understanding the emerging and stll imperfectly understood phenomenon of homegrown
terrorism. Without intelligence, it is impossible to assess properly the degree to which
homegrown terrorism is on the rise in the United States. The FBI and its leadership, of
course, clearly understand this imperative. But as the Report observes, and my academic and
practical expertence confirms, the FBI bas not yet surmounted the significant orgamzational
challenges of creating an intelligence capability sufficient to the task at hand.

First, as the Report makes plain, the task of integrating the work of intelligence
analysis into the FBI’s counter-terrorism mission remains incomplete. Analysis is arguably
the signal difference between traditional investigation, which is reactive to leads, and
intelligence, which involves an iterative dialogue between analysts and collectors. As1
discovered when Police Commissioner Kelly assigned me the task of creating and running an
intelligence analysis unit, fostering the conditions under which high-caliber analysts can
succeed in an office culture that is naturally suspicious of “desk-jockeys” is a major
challenge. (In a sense the FBI, like the NYPD, has it harder than the CIA in this regard.
When it comes to overseas intelligence, analysts and collectors are separated by oceans. In
the domestic arena, they are separated by cubicles.) But it 1s a necessary goal if the
transformation to an intelbgence agency is to be accomplished.  As the Report highlights,
this critical benchmark remains unattained.

Second, the distinctive perspectives and capacities of state and local officials have
not been sufficiently leveraged as part of the FBIs intelligence mission. The FBI’s
commitment to intelligence 15 embodied by its strategy of “domain management.” As the
FBI’s 2011 National Information Sharing Strategy describes it, “[dJomain awareness
describes the landscape in which the FBI carries out its daily mission while providing context
and a more-informed sense of the environment in which the threat conducts its activiues.” "'
That more informed sense of the environment — critical to taking the measure of the
ground-up processes that give rise to homegrown terrorism — is precisely where local
agencies brim over with expertise. Police officers possess this knowledge by virtue of their
expansive mission, their (frequently lifelong) familiarity with the terrain in which they

¥ See generally Samuel J. Rascoff, Domesticating Intelligence, 83 S. CAL L. REV. 575 (2010).

1 Certan intelhgence analysts may be embedded on investigative squads, in which case they are
probably best thought of as participants in the traditional law enforcement mussion of the FBL

EBL NATIONAL INFORMATION SHARING STRATEGY 5 (2011), avadable at
http:/ /www.fbi.gov/stats-services /publications /national-informaton-sharng-strategy-1 /national-
information-sharmg-strategy-2011.
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operate, and their intimate working relationships with and in their communities, Indeed, as I
have argued elsewhere, police do not gather intelligence about communities so much as
effectively “co-produce” intelligence with communities.”

However much jomntness is prized in connection with the FBI's terrorism
investigatory work, it ought to figure much more prominently with respect to its inteligence
mission. The role of locals in the intelligence arena' ought to come closer to the ideal of
“robust jointness” discussed above, both because of the relative newness of the intelligence
mission to the FBI, and owing to the relative strengths possessed by state and local police
officers in this area. Tapping into the pre-existing knowledge of local officials on issues
related to “domain management” would help avoid the potentially costly duplication of
effort. As my fellow witness Phil Mudd recently pointed out, insofar as intelligence is
concerned with coming to understand “unknowns,” 1t is “a really inefficient way to use

)
resources.”!

The job of fashioning a sound counter-terrotism architecture that leverages the
distinctive capacities of federal and local officials is not the sole responsibility of the FBIL
The Department of Homeland Security (DHS) also has a role to play,” even if it remains
unclear how DFS-led Fusion Centers will be integrated into a larger domestic counter-
terrorism framework. ' In short, there is still much work to be done by the FBI as well as its
federal and local parters to conceptualize and implement meaningful jointness in the
intelligence area.

II1. Counter-Radicalization

The Report appropriately identifies the need for greater attention to counter-
radicalization at home. As the British Home Office puts it, describing a counter-
radicalization program that has served as an important inspiration for contemporary
American efforts, “We need to prevent people from supporting violent extremism or
becoming terrorists in the first place.” Taking as my starting point the Report’s call for
greater atrention to counter-radicalization as part of a larger strategy of addressing
homegrown terrorism, and based on my ongoing research into American and British
approaches to counter-radicalization, some early lessons can be teased out. Specifically,
successful counter-radicalization strategy must be attuned to questions about government
authority and legitimacy in thus area, concetns about the role that security plays in defining
governmental attitudes towards Muslim citizens (and vice versa) and debates about what

12 See Samuel. J. Rascoff, The Law of Homegrown (Counter) Terronsm, 88 TEX. L. REV 1715 (2010),
'3 There 1s currently no equivalent to the JTTF on mteligence matters.

Y Frontline: Are We Safer? (PBS television broadeast Dec. 1, 2011), avarlable at
htep:/ /www.pbs.org/wgbh/pages/ frontline /are-we-safer/interviews/phulip-mudd. html
(interviewing Phillip Mudd).

15 So does the NCTC’s Tnteragency Threat Assessment and Coordinatton Group (ITACG).

16 See, e.g., JONN ROLLINS, CONG. RESEARCH SERV , ORDER CODE RL34070, FUSION CENTTRS:
ISSUES AND OPHIONS FOR CONGRUSS (2008), avarluble at www.fas.org/sgp/crs/intel /RL34070.pdf.

-6-
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sorts of groups ought to serve as government interlocutors. As discussed below, 1n addition
to these issues which have been prominent in debates abour the British Prevent strategy,
practicing counter-radicalization inside the United States raises its own distinctive policy and
legal issues.

1. Organizing for Counter-Radicalization

The Report offers a sound blueprint for how to think about organizing American
countet-radicalization efforts in a serious way. The White House must supply overall
strategic leadership and direction, the NCTC ought to continue its critical role in providing
coordination of disparate stakeholders, and implementanon ought to be decentralized,
allowing the full gamut of governmental and non-governmental actors to take the lead on
different aspects of counter-radicalization.  Specifically, three sets of “non-traditional”
actors must be involved in the implementation of counter-radicalization if it is to be a
success.

First, successful counter-radicalization requires a “whole-of-government” approach.]7
This means going beyond tradivonal security and law enforcement-focused agencies and
enlisting the participation of institutional actors that have historically not been part of the
national security apparatus — the Department of Education, for example. Second, state and
local officials have a critical role to play here. While there 13 no agreed-upon defimtion of
“radicalization,” there is consensus that patterns of radicalization vary widely across the
country. To be successful, counter-radicalization efforts must be attentive to variety at the
local level. Thus sort of sensitivity to context is precisely the sort of ground-level knowledge
traditionally possessed by local government.  Third, and most important, the bulk of the
heavy lifting in this area must be shouldered by non-governmental actors: communities,
organizations, and individual leaders who take it upon themselves to make a difference. As
discussed in greater detail below, an approach to counter-radicalization that puts
communities at the center is more likely to succeed and to endure.

2. Lessons from Prevent

Conversations about American counter-radicalization are dominated by the analogy
to the United Kingdom, and specifically to the so-called Prevent strategy. This is
understandable, in view of the sophistication and dynamism that the Prevent leadership has
brought to this enormously knotty and delicate area. Prevent has been a lightning rod for
critics of different stripes from its inception, and its proper orlentation continues to be
coatested.”™ In his recent speech to the Munich Security Conference, Prime Minister Dawid
Cameron signaled a different approach to counter-radicalization from the one that British

17 See Nne Years After 9/ 11: Confronting the Terrorist Threat to the Homeland: Hearing Before the S. Comm. on
Homeland Sec. & Gov't Affarrs, 111th Cong. (2010) (statement of Michael Letter, Director of the
National Counterterrorism Center), avai/able at http:/ /www.ncte.gov/ press_room/speeches/2010-
09-22D-NCTC-Letter-Testimony-SHSGAC-Hearmng.pdf.

1 See Home Office, Review of the Prevent Strategy, avarlable at hitp //www homeolfice.gov.uh/counter-
terramsm/ review-ol-prevent-sirategy/ (observing that “the current Prevent strategy 1s not as
effecuve as 1t could be”).

27
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officials have been pursuing for roughly the last five years."” This approach would
emphasize the government’s role in advocating on behalf of core British values (notably,
tolerance and commutment to the rule of law) rather than supporting certain [slamic
teachings and institutions as an antidote to violent extrernism.™

Notwithstanding the criticisms that have been mounted against the strategy — or in
fact, precisely because of them — Prevent supplies a useful starting place for thinking about
some of the challenges that may lic ahead and that ought to inform choices that are made
about how to craft an American counter-radicalization program.

a. Effectiveness

First, and most fundamentally, Prevent has been cnticized by a wide range of officials and
commentators for failing to achieve its stated strategic goal — and possibly even exacerbating the
problem it attempts to solve.” Two reasons have been put forward most frequently. First is that
governments are simply not adept at performing counter-radicalization. An initiative like Prevent
requires immense amounts of insight into the radicalization process in order to succeed. Even if the
right sort of expertise were marshaled, there is certainly no saying that the government could
calibrate its interventions effectively. As Professor Scott Atran has recently cautioned, “appeals to
moderate Islam are about as irrelevant as older people appealing to adolescents to moderate their

3232

music or clothes.

The second reason why the government may fail ar counter-radicalizaton has to do with the
messenger, not the message. The problem here is that the government may lack credibility within
the Islamic community.” Evidence suggests that proxinuty to the government — being identified
with one of its counter-radicalization programs — may undermine the credibility of the actor or
group in quesuon. As a Parliamentary Report critical of Prevent receatly put it, the problem of
government efficacy at counter-radicalization “is exacerbated by the possible risk that any
organisation endorsed by Government or local authorities—however “radical’—stands to lose 1ts
credibility once ‘approved’ by the authorines.””

¥ See David Cameron, UK. Prime Minister, Speech at Munich Security Conference (Feb. 5, 2011),
available at hitp / /www.number10.gov uk/news/speeches-and-transcripts/2011/02/pms-speech-at-
murnich-security-conference-60293.

2 See Rachel Briggs, Commanity Lingavement for Counterterrorism: Lessons from the Uniled Kingdom, 86 INT1.
AL 97T (2010).

2 See Davad Stevens, In Bxtrerns: A Self-Defeating Element in the Proventing Violent Exctremism” Strategy,
80 POL. Q. 517, 518 (2009) (“{T]hus arm of PVE s, at best, barking up the wrong teee, at worst, [it is]
fueling extremism ™).

22 See Scott Atran, The Romance of Terror, GUARDIAN, July 19, 2010, avwlable a

http:/ /www.guardian.co.uk/commenusfree /belief/2010/jul/ 19/ terrorssm-radical-religion.

3 See Stephen J. Schuthofer et. al, Amercan Poheng at a Crossroads (NYU Sch. of Law, Public Law
Research Paper No. 10-55, Aug 23, 2010).

2 fee COMMUNITIES AND LOCAL GOV COMM., PREVENTING VIOLENT EXTREMISM, 2009-2010,
H.C 65, available at
http:/ /www publications. parliament.uk/pa/cm200910/ cmselect/ cmcomloc/65/6502 htm.
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b. Securitization

A second lesson of Prevent is that government must be sensitive to concerns about
the tendency of counter-radicahzation to effect a fundamental transformation 1n the
relationship between Muslim citizens and the state — what is commonly referred to as
“securitization.”” A related worry, which is itself connected to the whole-of-government
approach discussed above, has to do with the penetration of security-minded approaches
among government officials who are not experienced in this area. As one scholar has
recently put it, “orgamzations traditonally geared towards countering terrorism and the
culture of secrecy that this engenders find themselves forced to operate with agencies and
ministries geared towards social work, which by its very nature is far more open.”™

c. “Shared Values”

A third fault line that has been exposed by Prevent is the manner in which counter-
radicalization raises difficult questions about the groups with whom the government ought to be
engaging. Some have expressed the view — apparently now endorsed by the Prime Minster ~ that
only those groups which strongly embody core values ought to be potential government
interlocutors.” As a recent study puts it, “traditional Salafist ambivalence on such crucial subjects as
Jihadists’ condoning of suicide terrorism has called this avenue of counter-radicalizanon into
question.”™ Meanwhile others take the position that counter-radicalization must enlist the support

2 See PREVENTING VIOLENT EXTREMISM REPORT, supra note 24, at 53 (menuoning public
discomfort with the increasingly security-based relationship between law enforcement and public
services). Amencan aspects of thus phenomenon were discussed at a recent Congressional hearing on
homegrown terronsm. See Workuy auth Communities To Disrupt Terror Plots: Hearing Before the Subeomm.
on Intelligence, Information Sharing and Terrorisns Rusk Assessment of the H. Comm. on Homeland Sec., 111th
Cong. 29-30 (2010) (statement of Rep. Jane Harman, Charrwoman, Hl Comm. on latelhigence,
Informauon Sharing and Terrorism Risk Assessment) (“Mr. Ebbrary, you used some words that got
my attention -- secunizing the relanonship with minonty communities or disparate communities,
you said, 15 counterproducuve . . . I don't think any of us 15 trying to secuntize relationshups. 1 think
we're trymg to buld truse ), see alio id. (statement of Mohammed Elibsary, President, The Freedom
and Justice Foundadon) (“The securitizing the relationship is when . the only condut available
currently for the community to engage with is to offer 2 tip.™).

* See Raffacllo Pantucct, A Contest to Demowracy? Fow the UK bas Responded to the Curvent Terrorsst Threat,
17 DEMOCRATIZATION 251, 256-7 (2010). Panrucer goes on to express concern about the manner
m which the expansion of Prevent beyond the traditional national security apparatus of the state had
negative side effects, ncluding “drafting of individuals who do not see (or wish to see) themselves as
secutity agents into those sorts of roles.” Jd

77 A similar sort of debate has gone among American intellectuals, wath Paul Berman expressing the
view that Islam 1s fundamentally mcompauble with polincal liberalism and Marc Lynch taking the
position that the government must be willing to reach out to illiberal {and even anti-liberal) vorces
witlun the Islamic world m order to realize tts security objectives. See ¢, &, Marc Lynch, [erded Truths,
The Rase of Polstical Eslam m the West, FORIIIGN Alile., July/Aug. 2010.

2 See T RADICALIZATION OF DIASPORAS AND THRRORISM (Bruce Hoffman et al., eds., 2007),
aatlable at http:/ /\V\V\VArand.org/pubs/confﬁprocccdixlg5/2007/RA ND_CF229.pdf.
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of more radical elements within the community, so long as their radicalism does not spill over into
. 2
violence.”

3. Some Distinctively American Challenges

1f Prevent supplies a useful starting place as well as a source of lessons learned for
American counter-radicalization initiatives, there are certain distinctive features of American
society and government that place limits on how much the British example can teach us. At
the level of society, American Muslims are simultaneously more prosperous, better
integrated and more culturally diverse than their Briush counterparts. This does not mean
that it is inconcetvable that radicalization will continue to take place here. Indeed, a leading
terrorism expert recently suggested that the view “that the American ‘melting pot’ theory
provided a “fire wall” against the radicalization and recruitment of American citizens and
residents” represents “wishful thinking.”™ But it does mean that devising and implementing
a counter-radicalization program that works inside the United States necessarily entails
custom tailoring cfforts to suit the vibrancy and complexity of American Muslim life.

Concerning values and law, American norms are sutficiently different from British
notms that aspects of Prevent, if imported into the American context, might threaten
collision with certain basic rights. One such tension (the subject of a forthcoming academic
article of mine) is with the First Amendment’s Establishment Clause. That is because
counter-radicalization may imply the “establishment” of what I refer to as “Official Islam” —
a governmentally-sponsored or sanctioned account of “mainstream Islam™ which is offered
in place of radical doctrinal alternatives.” For the government to formulate (or to pick from
among rival options™) and endorse a preferred conception of Islam™ — in effect to play the
role of Islamic theologian and missionary — raises potential concerns under the
Establishment Clause doctrine that the Supreme Court has developed over the last sixty
years. While it 15 certainly not clear how a court would come down in adjudicating the
legality of various aspects of counter-radicalization, the overall effect of countet-

2 See, .., Robert Lambert & Jonthan Guthens-Mazer, The Demonsation of Bretash Lslamusm, GUARDIAN,
Apr. 1, 2009, avariable at hitp:/ /www.guardian.co.uk/commentisfree/ beltef/ 2009/ mar/31/religion-

slam.

W See The Bvoleing Nature of Tervoriom: Nune Years after the Attacks: Hearmg Before the H. Comm. on
Homeland Sec., 111th Cong. (2010) (statement of Bruce Toffman), avalable at
http:/ /www.bipartisanpolicy org/sites/default/ files/Hoffman%20 Testimony%20091510 pdf

3 See LORENZO VIDING, COUNTERING RADICALIZATION IN AMERICA: LESSONS PROM EUROPL,
US INST O3 PEACE SPECIAL REp. NO. 262, at 11 (2010) (arguing that the United States “must be
prepared to intervence m ideological and theological matters.”).

2 Itis typical to refer to “civil wars” or “wars of 1deas” within Islam. See Zeyno Baran, Fighting the
War of Ideas, 84 FORKIGN A%, Nov./Dec. 2005, 68, 68; Laurie Goodstein, American Mustims Make
Video to Rebut Militants, NY TiMES, Aug 1, 2010, at A23 (“The video 15 one indication that
American Mushm leaders are increasingly engaging the war of 1deas being waged within Islam.”).

¥ See, e.g., Michael Hursh, Amerva’s Blind Side, NATL )., Oct. 20, 2010, avadlable ar
http:/ /nationaljournal. com/ member/ nationalsccurity /america-s-blind-side-20101030 (“[A]s long as

America fails to develop a counter-narrative to radscal Islamism, ¢t will continue to play a game of
global whack-a-mole as the culprits get closer to home.”)

-10-
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radicalization might be 1o create a policy of Erastianism™ — the assertion of governmental
control over, and the active management of, a set of religious institutions and ideas.

IV. Conclusion

The Report admirably calls attention to a range of lessons that ought to be learned
from the Fort Hood tragedy. 1 am particulatly encouraged by the Report’s — and the
Committee’s — emphasis on issues relating to the design and implementation of a domestic
counter-terrorism architecture that is suited to the emerging threat environment. I would
welcome the opportunity to participate in any way that the Committee might deem helpful

and in the meantime I look forward to answering your questions. Thank you for your time.

 Erasuamsm s “so called after the sixteenth-century Swiss-German theologian Thomas Erastus,
whose polemics agamnst the ecclesiasucal power of excommunication contained the seeds of the
notion that the civil authority must control the Church.” Michael W. McConaell, Establishment and
Disestablishment at the Founding, Part I Establishment of Religion, 44 WM. & MARY L. REV. 2105, 2189
(2003}, See John H. Mansfield, Promotion of Liberal Islam by the Unsted States, i ENEMY COMBATANTS,
TERRORISM, AND ARMED CONFLICT LAw 85 (David K. Lennan ed., 2008) (viewing the American
promotion of liberal Islam overseas as an example of Erasuanism).
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FXECUHIVE SUMMARY

On November 5,2009, a lone attacker strode into the deployment center at Fort Hood,
Texas Moments later, 13 Department of Defense (Do) employees were dead and another 32
were wounded in the worst terrorist attack on U.S. soil since September V1, 2001

The U.S Senate Commitiee on Homeland Security and Governmental Affairs launched
an iesbigation of the events preceding the attack with two purposes: (1) to assess the
mtormation that the U.S. Government possessed prior to the attack and the actions that it ook or
fatted to take in response to that mformation; and (2) to identify steps necessary o protect the
United States against future acts of terrorism by homegrown vielent Islamist extremists. This
mvestigation ows from the Committee’s four-year, bipartisan review ol the threat of violent
Estamist extremism o our homeland which has included numerous brietings, hearings,
consultations. and the publication of & stait report in 2008 concerning the internet and terrorism,

In vur investigation of the Fort Hood attack, we have been cognizant of the record of
stvvess by DoD and the Federal Bureau of Imvestization (FI311 in the ton years since 9711 We
recognize that detection and interdicnion o Jone wolf terrorists 1s one of the most ditTiculy
challenges facing our law enforcement and intelligence agencies. Every day, these agencies are
presented with myriad leads that require the exercise ol sound judgment to determine which to
pursue and which 1o cose out. Leaders must allocate their time, attention, and inherently hmited
resourees on the highest priority cases, in addition, the individual accused of the Fort Hood
attack, Army Major Nidal Mabik Hasun, s a ULS, citizen, Fven where there is evidence that a
LS. citizen may by radicalizing, the Constitution appropriately imits the actions tha
government can take.

In presenung our findings and reconnmendations below, we are grateful for the service
given by our nation’s military, faw enforcement, and intetligence personncl. Qur aim in this
mvestigation was not to single out mdividual negligent judgment; such instances are for the
agencies o deal with, as approprate. Nor do we seek to seeond-guess reasonable judgments,
Instead, we act ander our Constitutional duty t oversee the Executive Braneh’s performance and
thus to determme  independently from the Eaecutive Branch’s own assessment — what, 1 any,
systenng issues are exposed by the Hasan case. The specilic facts uncovered by the Committed’s
insestigation necessarily fed us o foeus our key findings und recommendations on Dol and the
FBE But the Husan case also evidences the need for ¢ more comprehensive and coordinated
appreach to counterradicalization and haomegrown terrorism across all agencies, including
federal, state, und focal entities, which are critical to keeping our country safe

Our baste conclusion 1s as follows: Although neither DoD) nor the FBEhad specific
mformation concerning the time, place, or nature of thy auaek, they collectrvely had sufficient
mfurnaton o huve detected Hasan's radicadization to violent Iskumist extremism but fuiled both
to understand and to act on it Our nvestigation found specific and systemic failures in the
government’s handling of the Hasan case and raises additional concerns about what may be

broader sysienie paues.

Both the FBE and DoD possessed mformation indicating Hasan's radicalizaton to violent
Esfamist extremism, And, to the FBEs credit, it flagged Hasan from among the chatT of
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inteligence collection for additional scrutiny. However, the FB1 and Do together faited o
recognize and to link the information that they possessed about Hasan: (1) Hasan was a miliary
officer who lived under a regimented system with strict officership and security standards,
standards which his behavior during his muilitary medical rammg violated: and (2) the
government had [REDACTED| communications from Hasun to a suspected terrorist,
[REDACTED], who was inmvolved i anti-Amverican activities and the subject of an unrelated FI3
terrorismy investigation. This individual will be referred to as the “Suspected Terrorist”™ in this
report.! Although bot the public and the private signs of Hasan's radicalization 1o violent
Islamist extremism while on active duty were known 1o government officials, a string of failures
preyented these officials from interyvening against him prior to the attack.

o Fyidence of Hasan’s rudicalization to vielent Islamist extremism was on full display to
his supertors and colleagues during his military medical training. An instructor and a
colleague each referred 1o Hasan as a “ticking time bomb.” Not only was no action taken
to disciplme or discharge him, but also his Ofticer Evaluation Reports sanitized his
obxession with vielent Islamist oxtremism into praiseworthy research on
COUNteIterrorisn.,

e B Joint Terrorisim Task Forces (JTTFs) are units in FI3 field offices that conduct
counterterrorism investigations and are staffed by FBI agents and employees from other
federy), state, and loval agencies. A JTTF learned that Hasan was communicating with
the Suspected Terronst, agged Hasan's imtial [REDACTED] commumeations for
turther review, and passed them to a second JTTF for an imquiry  Howoever, the ensuing
mqguiry Eoled w0 dentify the totality of Tasan's communications and 1o miorm Hasan’s
military cham of command and Army security officials of the fact thal he was
communivating with @ suspected violent Islumist extremist - a shocking course of
conduet for a LS. mulitary officer. Instead. the JTTTE inquiry relied on Hasan’s erroncous
Officer Evaluation Reports and ultimately dismissed his communications as legitimate
research.

e The JTTF that had reviewed the initial [REDACTED| communications dismissed the
second FITF s work as “slim™ but eventually dropped the matter rather than cause a
burcaucratic confrontation The JTTFs now even dispute the extent to which they were
m contact with each other in this case. Nonetheless, the JTTFs never raised the dispute ©
FBI headyuarters fur resolution, and entities in FBI headyuarters responsihle for
courdination among ficld offices never acted. As a resul, the FBE s inquiry into Hasan
ended prematurely.

Ax noted, DoD possessed compelling evidenee that Husan embraced views so extreme
that 1t should have disciplined him or discharged him from the military, but Dol) failed 0 take
action against him. indeed, a number of policies on commanders” authority, extrenusm, und

" The redactions m this report were required by the Intelligence Community pursuant o Exccutive Branch
Classification pobivies and are the result of miensive negoliations spanming tiee months. We take 1ssue with the
entent uf tiese redachions, some of swhieh we bebiey e e unjustified, but we hunve consented 1o them my order o

prosducy this report m g tnnehy manner
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personnel gave supervisors in his chain of command the authority 1o take such actions. 1tis clear

from this Lulure that Dob) lacks the institutional culture, through updated policies and training,
sufficient to inform commanders and all levels of servicemembers how (o identify radicalization
1o violent Islamist extremism and to distinguish this ideology from the peaceful practice of
Islam.

Fo wddress this Gilure, the Department of Defense should contront the threat of
radicalization to violent slamist extremism among servicemembers explicitly and directly and
strengthen associated policies and training. Dol launched an extensive internal review after the
Fort Hood attack by commissioning a review led by two former senior DoD officials (former
Arnny Seerctary Togo West und retired Chiet of Naval Operatons Admiral Vern Clark) and
requiring muluple reviews ucross the Military Services of foree protection and related issues.
Dol has also instituted a regimented process for instituting and monitoring implementation of
recommendations from these reviews, which included two memoranda from Scerctary of
Defense Robert Gates assessing and adopting particular recommendations from the West/Clark
revien. However, Dol ~ including Secretary Gates's memoranda — still has not specifically
mamed the threat represented by the Fort Hood wttack as what it is: sviolent Islamist extremism.
instead, Dol)'s approach subsumes this threat within workplace violence or undefined “violent
extremism’ more generally. Dol)’s fadure to idendify the threat of violent Islamist extremism
explivitly and direetly conllicts with Dold’s history of direetly confronting white supremacism
and other threatening activity among sery icemembers. Dol should revise its policies and
tratning in order to confront the threat of violent Isfamist extremism directly,

More spectfically, Dol should update its policies on extremism and religious
aecommuodation to ensure that violent Ishamist extremism is not tolerated. Dol should also traim
servicemembers on violent Isfamist extremism and how it differs from Eslamic religious belicf
and practices, Without this improved guidance and training, the behavioral wendency among
superiors could be o avoid proper apphication of the current general policies 1o situations
nivoh g violent Islamist extremism.

The W attacks led the FBI Dircetor, Robert Mucller, to act to transform the FBI's
mstitutonal and operational architecture. He declared that the FBI's top priority would
henceforth be preventing domestic terrorist attucks and that the FBI needed to become an
intetigence-contrie rather than purely faw -enforcement-ventric organization. The FBI has made
substantial progress in trunstorming itselt in these ways, The FBE s more fovused on producmg
counterterrorism mteligence and more integrated than it had been. [ts initiatives ure headed in
the night direction. To its eredit, the FBE moved swifily atter the Fort Hood attack to conduct an
mternal review, identify gaps, and implement changes in response; the FBI also commissioned
an outside review by former FIBT Divector and Director of Central Inelligence Judge Watliam
Webster, Nuonetheless, our investigation {inds that the Fort Hood attack is an indicator that the
current status of the FBI's trunsformation w become intelligence-driven is incomplete and that
the FBY fuces internal challenges — which may include cultural barriers - that can frustrate the
on-going institutional reforms, ‘The FBI needs o accelerate its transformation.
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In the Hasan case, two JTTFs (cach ocated ma ditferent field office) disputed the

significance of Hasan's communications with the Suspected Terrorist and how vigorously

he shauld be investigated, The JTTF that was less concerned about Hasan controlled the
mnguiry and ended o prematurely after an msufficient examination. Two key
headquarters units - the Counterterrorism Division, the “National JTTF™ (which was
created specifically to be the hub among ITTEs), and the Directerate of fntelligence -
were not made aware of the dispute. This unresolved conflict raises concerns that,
despite the more assertive role thar FBI headguanters now plays, especially since 9411 in
what historically has been a decentralized orgamzation, tield offices sull prize and protect
their autonomy from headquarters. FBI headguarters also does not have a written plan
that articulates the division of labor and hicrarchy of command-und-control authorities
among its headaquarters units, field offices, and the JTTFs. This issue must be addressed
10 cnsure that headquarters establishes more effective strategic control of its field office
aperations.

in the Hasan case, the FBI did not effectively utihze intefligence unalysts who could have
provided u different perspectise given the evidence that it had. The FBIs inquiry
focused narrow v on whether Hasan was engaged in terrorist activity - as opposed 1o
whether he was radicalizing to siolent Isfamist extremism and whether this radicalization
might pose counterntelhigence or other threuts (e.g , Hasan might spy for the Taliban of
he was deployed to Alghanistan). This critical mistake may have been avoided if
mteltigence analysts were appropriately engaged in the inquiry. Since 9/11, the B has
increased ity inteligence focus by creating a Directorate of Intellipence and Ficld
Intelligence Groups in the field offices and hiring thousands of new and better yualified
analysts. However, the FBI must ensure that these analysts are effectively uulized,
including thin they achieye significant stature in the FBL The FBEmust also ensure that
all of ity agents and analysts are tramned to understand violent Islamist extromism,

In the Hasun ease, the PRI did not identy the need 1o update irs tradeeratt (7 ¢, the
methods and processes tor conducting investigative or intellipence activities) regarding
the processing and analysis of communications [REDACTED] until alter the Fort Hood
attack. This duday led to a fuilure to identity all of Hasan's communications with the
suspected Terrorst and the extent of the threat contained within them. The FBI has had
RUTETOUs sticcesses against homegrown terrorist cells and individuals sinee 9711 that
have saved countless American lives. However, the FBI should sl ensure that all ot s
wrudecrall s systemieally examined so that flaws can be corrected prior o failures. The
FBI teadership should continue o oversee this element of its transformation o a first-
class, intethigence-driven counterterrorism organization.

iy the Tasan case, the JUTF model did not Hive up to the FBIs strong vision of JTTFs as

an effective interageney information-sharing and operational coordination mechanism.

TTTFs have been expanded significantly since 911 and are now the principal domestic

federal aperatiomal arm for counterierrorsm iy estigations and intelhgence collection.

They perrformn crincally important homeland secunity functions and have produced

numerols suceesses i disrupting and apprehending potential terronists. However, the
1o
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specific handling of the Hasan case, and systemie disputes between Dol and the FBI
concerning U TFs which remain unresolved, raise concerns that the JTTEF model requires
additional review and improvement in order for JTTTs to function as effectively as our
nation requires.

We ask that DolY and the FBIEreview and respond to the concerns identitied in this report
on an urgent basis

Pmally. we recuest that the Navenad Seeurity Council and Homeland Security Counctl
fead m the development of an integrated approach to law enforcement and atelligence
domestically and w comprehensive national approuch to countering homegrown radicalization w
violent Islamist extrenusm. The threat of homegrown radicalization goes beyond the capabilities
of the law entorcement, itelligence, and homeland security agencies and requires a response
trom a broad range of vur government which will produce plans to translate and implement this
comprehensive mational approach into specific, coordinated, and measurable actions across the
covernment and in covperation with the Mushim- American community,
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PART INTRODUCTION

1 Purpose OF The Invesugation.

On November 5, 2009, 13 Americans - |2 servicemembers and one civilian employee of
yol> = were killed and 32 were wounded in an attack at the military base at Fort Hood, Texas.
This tragedy was the deadlicst terrorist attack within the United States since September 11, 2001,
Major Nidal Malik Hasan, a U.S. Army officer and psychiatrist, was arrested and is standing trial
for murder and vther charges in military court-martial procecdings.

On November 8, 2009, the Senate Committee on Homeland Sceurnty and Governmental
Aairs launched an imvestigation of the events preceding the attack pursuant o the Committee’s
authority under Rule XXV(ki(1) of the Standing Rules of the Senate, Section 101 of 8. Res 445
(108™ Congress), and Seeton 12 of S, Res. 73 (1H™ Congressy. Our jurisdiction meludes
legislative authority concerning the organization i reorganization of the Exccutive Branch and
investigative authority related w “the efficiency and economy of operations of all branches and
Tunctions of the Government with particular reference to L. the effectiveness of present national
seeurity methods, stutTing, and processes as tested against the requirements imposed by the
raprdhy mounting complenity of national seeurity problems”

Pres:dent Barack Obama himself acknowledged the importance of w congressional
mvestigation ot the government’s performance. As he sand during his weekly radio address on
November 14, 2009, 1 know there will also be inquiries by Congress, and there should.™

T'he purpose of the Committee’s investigation is two-fold: (1) to assess the information
that the U.S. Government possessed privr to the attack and the actions that it took or failed to
take 1 response to that information, and {23 (o identify steps necessary to proteet the United
States against {uture acts of terrorism by homegrown violent Islamist extremists - that is, by
terrorists radicalized largedy within the United States to violent Islamist extremism.’ Notably,
our inyestigation has not examined Hasan™s culpability for the attack or the facts of what
happened during the attack, which are the subject of an Army court-martial proceeding.

This investgation o the Hasan case flows from our Commitiee’s four-year, bipartisan
review of the threat of vivlent Istamist extremism to our homeland. This work has included 14
fearings, numerous bricfings from the Exceutive Branch on threat trends and specilic plots,
catensive and sustained consaltations with non-government experts and former government
otficials. and the 2008 release of a staft report, Violenr Isfamise Extrenusm, the nternet, and ihe
Homegrinen Terrorist Threar, which argues that the mternet’s exploitation by terrorists w ould
Jead to an increase t homegrown terrorism, In addition, our assessment of the government’s
counterterrorism capabihties builds upon the Committee's teadership in enacting the Homeland
Seeurity Act of 2002 ¢which ereated the Department of Homeland Secunty) and the Commitiee’s
" Sew Buipr A w whitehonse gon ihlog/ 200971 11 4iweekly-address- vetenms -day-and-tort-hood.. For 4 transenpt of
the adidiess, see hpimuddiecast about.convod:document Hgquubama-tor--hood him.

The Congressional Research Serace defines homesrown viofent Ishimist extremisim as Mlerronst actvity of plots
perpetrated with the Unied States or abroad by Amernan itizens, legal permanent residents, or visitors
padiealized [to viotent Tstamst exireansm] targely within the Urited States ™ John Rollins, Amurican Jihading
Porecroan Combating @ Ciangdes Throas, Congressional Ressarch Semvice (2040

[N
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authorship of the Intelligence Reform and Terrorism Prevention Act of 2004 {which created the
Drirector of National Intefligence and the National Counterterrorism Center).

This investigation has centered on the actions of Dol) and the FBI with respect to Hasan.
tn examining Dob) and 1181 actions, we have been cognizant of DoD's and the FBI’s record of
suceess (1 the nine years since 911, The FBLL in purtnership with other federal agencies and
state and tocal Jaw enforcement, has achieved dramatic suecesses in protecting the United States
against homegrown terrorisim, The men and women of Do) and the FBI have taken aggressive
action to undermtine the cupabilities of foreign terrorist networks. These eftorts, both at home
and abroud. have made our nation safer. Nonetheless, the tactics of our wrrorist adversaries
continue to evolve, and our nation’s counterterrorism efforts must continue 1o improve o order
w deter, deteet, and disrupt future terrorist attacks.

In conducting our review, we have been cognizant of three risks confronting every
ivestigation of government performance, particularly those relating 1o mntelligence wid law

entorcement activities, Fiev, hindsight can obscure the ambiguity that offerals faced at the time,

1o avoud this pitfull, we tocused our investigation on what information was readhly wvailable o
and actaally constdered by the key government personnel ut the time and whether their actions
wore reasenable based on that mformation. Second, hindsight can obscure the competing
priorines that officuals fiwed. Accordingly, we sought to determune what priority they placed on
the information that they possessed and how conflicts over priorities were resolved, Third, o
avoid the temptation to hold individual personnel to uncealistic standards, our investigation has
focused primarily on what, if any, systemic problems were exposed by the government’s
performance in this porticular meident. Nonetheless, we expect DOD and the FBI to hold
idividual personnel accountable for performance deticiencies identified in this and other reports
o the Hasan case.

The tindings and recommendations of our investigation require that the report explain
viofent Islamist extremism and the signs of Hasan's radicalization to violent Islamist extremism.
We provide that informution in this report with the explicit intention of distinguishing violent
Islamist extremism from the millions of Muslim-Americans and Muslims around the world who
vejevt that ideclogy and practice their faith in peace. We acknowledge with gratitude the
contributions of Mushm-Americans to this nation and the patriotism of Muslim-Amencan
sersteemembers in defending our freedoms.

Furthermore, our report’s findings and recommendations should not be construed as
imply ing that the Exccutive Branch has learned nothing from the Fort Hood attack. In fact,
Prosident Obama ordered o review afier the attack, the FBI instituted several systemic changes,
and Dob) has been engaged inan extensive review effort involving an independent panel, the
Office of the Seerctary of Delense, and the Military Services. Our conclusion 1s not that the
Eaccutive Braneh has avoided learning fessons but rather there are more lessonx o be fearned
and changes to be implemented.
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1 Phe fdeology OF Vielent Islanust Extremism And The Growth Of Homegrown
Radicalizat

Americi’s enemy today, just as it was seven years ago when the 9711 Commission
releised 1ty report, 1s not simply terrorism or i particular terrorist organization such as al Qaeda
arats atfilies, The enemy i fact the ideology of violent Ishamist extremism - the ideology
that msprred the attacks o971 as well as a mynad of attacks farge and small around the world
prior to and atter 911 Ag the 9711 Commission report stated, we are not fighting “terrorism,’
some generic evil,” and Tour strategy must mateh our means w two ends: dismantling the al
Cueda nci\\i‘m‘l\ and prevaiting in the fonger term over the ideology that gives rise to Islamist
terrorism.”

Despite the remarkable work of America’s mitiary, intelligence, and law enforcement
agencies in preventing individual terrorist attacks, the ideology that inspired 9/11 and other
attacks and plots around the world continucs to motivate individuals to commit terrorism. The
threat s exemphiicd by Omar Hammanmi, an American from a typreal upbringing in Alabama
who now fights for the violent fsfumist extremist group af-Shabaab in Somalia and recruits
Westerners to s cause in Enghish over the internet. As Hammami satd, “they can’t blame it on
poverty or any of that stuft' ... They will have to realize that it's an ideology and it's a way of life
that mithes people change.™

AL The Kevlogical Peinciples, Radiculization Process, And Recruiunent Narrative OF

Vielent Islamist Eatremism.

The core principles of violent Islamist extrersm are essentially as tollows: A global
stute - or caliphate = should be created in which the most rudical interpretation of Shars ‘alt
{Islamic religious Taw) will be enforced by the government. Adherents to violent Islapust
entremisin should prioritize the global Istamist community  the wnmalh - ahead of the
community snd country in which they live. To accomplish these gouls, violence is justified,
including wyainst the West generally, military personnel, und civilians, Muslims who oppose
these principles and reject 1s perversion of the Istumic fuith are also considered by violent
Ishamist eatremists 1o b the enemy.

The process by which an individual transitions to a violent Islamist extrenust is known as
ruhicahizution. Rescarch into radicalization has continued o evalve as it becomes more
prevalent, but experts haye generally identified four phases of »uch radicalization " Pre-
raclicaiization 1s the period before the mdividuals begim their journey o violent Islamist
extremism, Chey possess or acquire psychological or other precursors that underlie the
mdivduads eventual openness w this ideology. During Self-Ideutitication, individuals

sal Commission on Terronst Attachs Upon the Unaed States, 917 Commiisaon Keporr (200:4), a8 363 The
assion osed e termt U darust terrorism” whit thas report catls “violem Islamist extremizm™ - o
deseribe the mest radieal mantestation of lannsn or fslamist sdeology

< he Bladist Neat Dow™, 78e Vew York Tines tJunuary 32010,
" hiy twmenwork o adapied from g publicly avmlable deseripuion of the radicalization process by the New York
Poliee Depanment™s CNY P Intelligence Division New York Police Depactarent, Radwealizaron m the West
T Hhegrown Thiva {2007)

17
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experience a erisis or have a grievance - whether social, economic, political, or personal - that
triggers a “cognitive” opening that compels them to search for answers to their grievances.
Duning Indoctrination, individuals adopt violent Islamist extremist ideology and begin to see the
world as a struggle against the West, Tinally, they reach the Violence stage in which they accept
their individual duty to commit violence, seck training, and plan attacks.”

individuals often enter the radicalization process afler being exposed to a common
recruitment narrative. The narrative’s main thrust is that the West, led by the United States, is
engaged in a war against Istam.” Purveyors of the narrative arc particularly effective in tying the
narrative o personal, local, or regional grievances — in other words, in convincing aggricved
individuals that their gricvances result from the West being at war with Islam and that these
individuals must rise up to defend Islam via werrorist activity.

B. The Internets Criticality For Radicalization To Violent Islamist Extremism. And The
Diversification Of The Homegrown Terrorist Threat.

In the past, face-to-face interactions were essential for violent Islamist extremist groups
o identify followers and to facilitate the radicalization process, However, face-to-face
interactions have begun to be replaced by the internet as the primary means by which violent
Islamist extremism hus spread globally. Al Qaeda and other violent Islamist extremists
recognized the poteney of the internet after 9/11 when they created a relatively structured, online
mudia campaign that targeted western audiences, Over time, violent Islamist extremists have
continued o evolve and improve their ability to use the Web to broadeast the ideology. Their
violent propaganda has spread from password protected forums to include “mainstream” sites.
The Commitiee’s 2008 stalt report concluded that the threat of homegrown terrorism mspired by
viotent Islamist extremist ideology would increase due to the focused online efforts of that
ideology’s adherents and how individuals were using the internet to access this propaganda.’
Indeed, the incidence of homegrown terrorism has increased significantly in the past two years as
compared to the years sinee 9411, From May 2009 to November 2010, there were 22 different
homegrown plots, contrasted with 21 such plots from September 2001 to May 2009."

id
Saitchel DL Silber, Divector of Intethigence Analysis, Now York City Polee Deparuneny, Stafement before the
Seaate Homeland Secwrin wnd Govermmental Affaivs Commttee (November 19, 2009).
Y The moportance of the narrative in the recruitment and radicalization of homegrown vielent Islamist extrenisis
cannot be understated. An American recruit to violent Islamist extremism is unlikely w have read or fully
understood the wdeological writings of Sayid Quib, Youscl al-Ayyiri, or Abduliah Azzam, but the narrative is casier
for such ann individual to comprehend. The narrative provides a way to explam contemporary events through the
fens of the weology and to motivate potential adherents 1o take action.
* Senate Committes on Homeland Security and Governmental AfTairs, Majority and Minority StafY Repaort, Violent
Islamist Extremism, the Internet, and the Homegrown Terrarist Threar, (May 8, 2008).
U dmerican Jthadist Terrorism. Combatng a Complex Threat, Appendix A. Many of these plots are recounted
elsewvhere in this report, particularly the st of cases in which Anwar al-Aulagi’s literature played a role. Cases not
mentioned elsew here 1 this report mclude the apprehension of Hosam Smadi (plot to blow up a Dallas skyscraper,
20095 und Michue! Finton (alleged plot to blow up a Federal building in Hinois, 2009). Since 9711, only two plots
resulted in American casuabties domestically (the attack by Carlos Beldsoe and the Fort Hood attack).

I8
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The homegrown terrorist threal also has become “diversified” in two ways, which has
helped cause the number of attacks to reach its current peak over the last two years, k2

Fiest, the need for interaction between individual terrorists and outside groups is
evolving. Individual plotiers are identifying with an increasingly varied number of foreign
terrorist organizations or may no longer need to be tied directly to outside groups. The threat can
come from al-Queda (in September 2009, Najibullah Zazi was allegedly under al-Queda’s
direction when planning suicide attacks on New York City transit systems) 2 a)-Qacda affiliates
(in 2008 and 2009, at least 20 young men from the United States joined al-Shabaab in Somalia
including Shirwa Ahmed, the first known American suicide bomber); al-Qaeda’s ideological
allics (in May ZOYO Faisal Shahzad, a ULS, citizen who had received training from Tehrik-i-
Taliban Pakistan,” attempted 1o set off a vehicle-based explosive device in Times Square),
homegrown groups (it July 2009, seven individuals allegedly attempted to receive training
overseas and plan attacks on the homeland, including a small-arms assault on the Marine base in
Quantico, Virginia); ¥ and individual homegrown terrorists or “lone wolves™ (in June 2009,
Carlos Bledsoe, a seli~described follower of al-Qaeda in the Ambmn Peninsula (AQAP)'®
allegedly killed one soldier and wounded a second outside of a recruiting station in Little Rock,
Arkansas).

As the Commuittee warned in its 2008 report, I(me wolf terrorists present a unigque
problem for faw enforcement and intelligence agmuu These lone actors, inspired by violent
Eslamist extremist ideology, plan attacks without specific guidance from foreign terrorist
arganizations. Because much of their radicalization process is isolated from others, kmc wolves
are less hkclv m come to the attention of law enforcement and intelligence agencies.”® From
September 1™ until the Fort Hood attack occurred, the only atlack on the homeland that resulted
in deaths was perpetrated by a lone actor Carlos Bledsoc.

Second, the threat is diverse because there continues to exist no single profile of violent
[slamist extremists, especially in the United Sta{m where individuals from various backgrounds
have gravitated o violent Islamist extremism.' Nor is there a general time frame over which the
process of radicalization to violent Islamist extremism oceurs, altl mugh the mumm has almost
certainly aceelerated the radicalization process over the past couple of years.” Y Indeed, as a

result of the mternet and other variables, the time frame between the beginning of radicalization

S Machael Lerter, Director, Natonal Counterterrorism Cenler, Stutenient bofore the Sencte Homeland Secnrity and
(mwumwual Affars Commutier {September 22,2010,

v Medunjamn, Naseer, Ef Shukvijumah, Rebman, Loy, Superseding fndicoment (July 7, 20103
v Shabzad, Sentencing Memaorandum (September 29, 2010).
S v Bevd, Indicoment (Juby 22, 2609).

Carlos Bledsoe, Letter wo Judge Herbert Wright (January {4, 2010y
" Senate Committee on Homeland Security and Governmental Aftairs, Majority and Mmonty Stafl’ Report. Violent
Istamist Exirennsm. the tnternet, and the Homegrown Threat, (May 8, 2008).
N
* Peter Bergen and Brace Hoftinan, dssessing the Torvorist Theear (Biparusan Policy Center, September 10, 2010)
* Garry Reid, Deputy Assistant Seeretary of Defense, Special Operations and Combating Terrorism, Statentent
before the Senate Armed Service Saubcommitiee on Emerging Threats and Capainliries (March 10, 2010).
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and the onset of terronst activity has decreased substantially, further exacerbating the challenge
to law enforcement and intelligence agencies 1o detect and disrupt attacks.

C. The Role Of “Virtual Spiritual Sanctioners” Exemplified By Anwar al-Aulagi.

Proceeding in the radicalization process from the level of Self-Identification to the levels
of Indoctrination and Violence has been made easier by “virtual spirituat sanctioners.™? These
individuals provide a {alse sense of religious justification for an act of terrorism over the internet.
Though many individuals around the globe have become purveyors of violent Islamist
extremism, a toremost cxample of a “virtual spiritual sanctioner” is Anwar al-Aulagi, a U.S.
Citizen now operating from Yemen. ™ In 2008, then-Department of Homeland Seeurity
Undersceretary for Inteltigence and Analysis Charlie Allen stated publicly, “Another example of
al Qaeda reach into the Homeland is U.S. citizen, al Qaeda supporter, and former spiritual leader
1o three of the September | i hijackers Anwar al-Aulagi - who targets U.S. Muslims with
radical online lectures encouraging terrorist attacks [rom his new home in Yemen.™™?

Al-Aulagi’s role s an online provocateur of homegrown terrorism has been well known
1o the U.S. Government, including the FBL:

»  Qver four years prior’” to the Fort Hood attack, Mahmud Brent, a man who admitted to
atiending a Lashkar-e-Taiba 1rammg camp in Pakistan was found with "audiotapes of
lectures by Anwar Al-Awlaki,™”

o Nearly three yeurs prior 1o the Fort Hood attack, six mdmdualx planned to attack Fort
Dix, New Jersey, and to kill “as many soldiers as possible.””" The FBI arrested the group
in May 2007. According to expert testimony at the trial, al-Aulagi’s lecture explaining
Constants on the Path to Jikad was a cornerstone of their radicalization to violent
Islamist extremism. ™

T Muchell D, Sitber, Director of Intelligence Analysis, New York Oity Police Department, Statement before the
Suum Hometund Seewrin: amd Governmental Affairs Cammittee (November 19, 2009},
2 Other examples of virtual sprritual sanctioners incfude the Jamaivan citizen Abdutlah el-Faisal, Australian Fei
Mohammad, and Amerwan Sanur Khan
: tea, Undersee for Inteliigence and Anulysis /Chief Intelligence Officer, Keynote Address at
GFOIN'T Conference (October 28, 2008), available at
hitp/Awwwadhs gov/xnewssspecches/sp 122537763396 1shim
FUS v Mahmud Faguy Brenr, Sertencing Memorandum (July 23, 2007)  The al-Aulag audiotapes were found m
a FBI scarch of Brent's residence on August 4, 2005 In addition, the sentencing memorandum cites the 911
( ammssion that describes al-Aulaqr as the “sparitual udvisor to two of the September 11 hijackers.”

/1/

van ¥ Kohimann, Dxpert Report 1, 4 S v Mahamad Ihratom Shavwer et ol (September 2008). The recorded

conyersations between Sham Duka and another individual regarding al-Aulagi took place on March 9, 2007,

Department of Justice, Frve Radicat Iskmists Charged with Plunming Attack on Fort Dix Army Base in New
Jersey (May 8. 2007)
™ bvan B Robtmamn, Fyoert Report 1 U S v Mohamed ihrahim Shaewer ef al {Seprember 2008)
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e Nearly a year and a half* prior 1o the Fort Hood attack, U.S. citizen Barry Bujol was
allegedly seeking al-Aulagi’s advice and counsel on how 1o join a terrorist organization.
In Junc 2009, the FBI arrested him for attempting to provide material support to AQAP.
Bujol had emailed al-Aulagi requesting assistance on “jihad” and wanting to help the
“mujahideen,” and in response al-Aulaqi sent his 44 Ways of Supporting Jihad. Bujol
believed that al-Aulagi’s email would attest 1o bis bona fides to AQAP.?

o A year and three months’™ prior to the Fort Hood attack, Hysen Sherifi, one of seven men
in North Carolina charged in a plot to attack the Marine base in Quantico, Virginia,
allegedly told an informant that he was going ™o send [the informant} morce books on
Islam and jihad and that one of the books was ‘44 Ways to Help the Mujihadin® by
Anwar Aleki [xi(']l"“‘:

o Four months prior to the Fort Hood attack,” in a case investigated by the FBI's
Washington Field Office, U.S. citizen Zachary Chesser reached out to al-Aulagi through
al-Aulagi’s Web site for spiritual guidance and solicited al-Aulagi’s recommendations on
his desire to join al-Shabaab in Somalia. In charging documents against Chesser, the FBI
noted that “various Iskimic terrorists were in contact with Aulagi before engaging in
terrorist acts.” Chesser explained to investigators that “Aulagi inspives people to pursuc
jihad"““ He watched onlime videos and listened to digitized lectures “almost
obsessively™ including those by his fuvorite spiritual leader, al-Aulagi. Al-Aulaqi
responded to two of Chesser’s messages.

Al-Aulagi’s role as a virtual spiritual sanctioner in U.S, terrorism cases has continued

since the Fort Hood attack.” Furthermore, al-Aulaqgi has taken an operational role in terrorist
. o s N 6

plots including, but not limited to, the Christmas Day attack by Umar Faruk Abdulmutallab.*®

JTTE  Accerding to the search warrant, Bujol began his communication with al-Aulagi m "mid-2008."

Yl

LS v Hisen Sherifi, or o, Apphieation for Search Wanant (July 27, 2009). According 1o the search warrant, the
canversation between Sherifi and the imnformant oceurred on February 7, 2009,

“ Al The search warrant continues, “Shertfi transtated the book and put it on a website and he told [the informant]
that transtating 1s one of the 44 ways to help the Mujithadin.”

S v Zachary Chesser, Application for Scarch Warramt (July 21, 2010), Affidavit of FBI Special Agent Mary
Brandt Kinder. According to the FBI Affidavi, “a court-ordered search of Chesser's email account
sehessetfegmu.edu, revealed thut on July 13, 2009, Chesser contacted Anwar Awlaki directly through Awlaki's
crnail address.”

d

NS v dlessa, Almoite, Criminal Complamt (une 4, 20100 U S v Shaker Masri, Cruminal Complaint (August 3,
20100 LS v Pand Rovckwood, Sentencing Memorandum, {August 16, 2010, U S, v Abde! Shehadeh, Complaint in
Support of Avrest Warrant {October 21, 20100, U8 v Furvoque dlnned, Search and Sewzure (October 26, 2010),
LSy dntomo Martinez, Criminal Complamt {December 8, 2010).

* Janet Napolitane, Secretary of Department of Homeland Sceurity, Statement before the Senate Homeland Securiiy

and Govermpental Affairs Committee {September 22, 2010 Michael Levter, Director, Nationa! Counterterrorism

Center, Statcnient before the Senate Homelund Securin: und Governmenial Affairs Commistee (September 22, 2010).
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PART 11 MAJOR HASAN'S RADICALIZATION TO VIOLENT ISLAMIST
EXTREMISM AND THE STRING OF GOVERNMENT FAILURES TO
INTERVENT AGAINST HIM PRIOR TO THE FORT HOOD ATTACK

Both the public and the private signs of Hasan’s radicalization to violent Islamist
extremism while on active duty were known to government efficials, but a string of failures
prevented these officials from intervening against him. His radicalization was well known
during his military medical training to his superiors and colleagues, but no action was taken to
discipline or discharge hinm. In tact, signs of his radicalization to violent Islamist extremism tha
troubled many ol his superiors and colleagues were sanitized in his Officer Evaluation Reports
into praise of his supposed research on vielent Islamist extremism. Lasan’s radicalization 1o
violent Islamist extremism subsequently {[REDACTED] engaged in communication with the
Suspected Terrorist [REDACTED] that were clearly out of bounds for a military officer, The
ensuing JTTF inquiry, however, was only aware of his initial [REDACTED] communications
{despite the fact that the FBI had obtained information on subsequent communications prior to
the attack) and was conducted superficially - dismissing these first [REDACTED]
communications as benign because of the misleading Officer Evaluation Reports praising his
rescarch,

td
o
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[HN “A Ticking Time Bomb:™ Dol)’s Cajlure To Respond To Major Hasan's Public Displays
O Radieahizavon To Vialent Islamist B xtremism.

Major Nidal Hasan's public displays of radicalization toward violent Islamist extremism
durng his medical residency and post-residency tellowship were clear and led two officers o
deseribe him as o “ticking time bomb.™

Born in Arlington, Virginia, in 1970, he graduated from Virginia Tech with an
engineering degree in 1992 and began active duty with the ULS, Army fn 19950 In 1997, he
entered medical schoolb at the Uniformed Services University of the Health Sciences ("USUHS™),
the Milaary Serviees' feading educational mstitution for medical professionals, and graduated n
2003, From 2003 10 2007, Hasan was a resident in the psychiatrie program at Walter Reed Army
Medical Center, and from 2007 to 2009 he was a fellow in a post-residency graduate program at
LSUHS. Dunmg his medical residency and post-residency feilowship, his views were no secret
o his superiors and colleagues, and he showed clear evidenee of esealating radicahzaton to
violent [skomist oxtremism. Witnesses reported that [asan expressed support in open class
presentations for many of the principles of violent Islamist extremism, and this support 1s
retlected i written academic papers Hasan prepared during this time frame.

Phat conduct disturbed many of his superiors and colleagues, yet no action was taken
against hime o fact, his Otficer Evaluation Reports were uniformly positive and even
deseribed his exploration of violent Islamist extremism as something praisev orthy and usctul to
LS. countetterrorism efforts. Notw ithstanding his manifostations of violent Islumist extrenusm
and his concomitant poor performance as a psychiatrist, Hasan was not removed from the
military hut instead was promaoted to the rank of major in May 2009 and eventually ordered to be
deployed 1o Afghunistan in the tall of 2009

Many servicemembers have deeply held religious views (whether Christian, Jewish,
Muslim, Hindu, or Buddhist), but such views are not a cause for concern. The issue that must be
countered is the adoption of radical ideology that is a corruption of religion and leads to
intolerance or violence or is detrimental to military operations. An mdividual who embraces
viotent Islanust extremist ideology clearly is unfit 1o serve in the LS. mititary.” What follows
15 a summany of the key facts regarding Hasan’s deepening embrace of violent Islumist
extreminm and DoD7s failure to respond.

Durng the s estigation, Commititer atafd was biefed by Dol about relevant military pohuies and procedures.
These brictings witl be referenved by the name of the bricker. n additon, Dol provided three Hasan-specific
briefings o HSGAU staffl Two of these brictings provided the contents of 30 inters iews of wiinesses conducted by
the Daly Crimmal Imveshganne Divison (U101 and the FBLin November 2009 immediatedy atter the Fort Hood
stack, Those briefings will be referenved as “CHD-FBE Bricting, Watness 7 und “CID-FBI Briefiog 2, Witnes

The third Hasan-specitic breeling providead the comtents of Homers iows that were curned out by the statf
conducting the Dol imtemal review | headed by tormer Secretary of the Army Togo West and Admiral Vem Clark
trety, the former Chiet ot Naval Operagons, which led w the Protecting the Force report and separste DoD Hasan
Annex That briehing will be referenced as “Panel Review Brieting, Winess 7
T panel Review Brieting, Witness 1 aad Wirness 19,
TRelly ROBuck et all Sorcemmg for Poreotudd Terrorists i i Enlivted Miary Accessions Provess, Defense
Persomel Secunty Reweareh Center cApnd 2005), wt6-7,
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While Haxan™s evident rudicalization to vielent Islanust extremism occurred gradually
and escalated over time, the fact that he obviously had strong religious views that created
conflicts wah his military serviee manifested during the early part ol his residency (2003-2006).
One classmate wold mvestigators that Hasan openly questioned whether he could engage in
combat against other Mustims.”” During the third year of his residency, Hasan's conflicts with
service obligations ripened to the point that one of his supervisors tried twice 1o convince him to
leave the mihitary. The first time, Hasan's superior told him, *1 don’t think you and the military
will i and offered Hasan “a way out” to “just say goodbye ™ Later, after that adviser and
Hasan unsuceessiully explored whether Hasan qualitied for conscientious ohjector status, that
supervisor agan tried to convinge Hasan to resign.”!

The next two years were the tinal year of Hasan™s Walter Reed residency und the first
year of his LSUHS fellowship (2006-2008), und st was then that his radicalization to violent
Islamist extremism came into plain view, Iy the fust month of his residency, he chose 1o fulfill
an academic requirement 1o make a scholarly presentation on psychiatric issues by giving an ofl-
topic lecture on violent Isfamist extremism.*” The presentation was a requirement lor graduation
from the residency, commonly referred to at Walter Reed as ~Grand Rounds.”™ Hasan’s drafl
presentation consisted almost entirely of references to the Koran, without a single mention ofa
medical or psychiatrie tern” Masan®s drafl also presented extremist interpretations of the Koran
as supportmg grave physical harm and killing of non-Muslims™* He even suggested that
revenge might be a defense for the erronst attacks of September 1, 2001.% Hasan's superiors
warned um that he needed 1o revise the presentation it he wunted to gradua(c'w and concluded
that 1t was "ot setentific” “not scholarly,” and a mere “reaitation of the Koran™ that “might he
pereeived as pmsc!ytizmg,”"“

2

At about the same time, the Psychiatric Residency Program Director, whe was one ol the
supertors who reviewed the draft Grand Rounds presentation, questioned whether Hasan was fit

to graduate.” He thought Hasan was “very lazy” and "a religious fanatic.”™ Ultimately, Hasan
improved the presentation sutficiently to receive credit, although a review of the PowerPoint

“ Punel Review Briefing, Witness 2

ke Wames 27

Cld
TR Witnews 20
T
U Uhang the Koran o Undenstand Misbons and the Dstablishment of an sfanie State, DoD Praduction, Stamp Dol
AO0973-00 1020 ¢ Dralt Presentation™) Documents that were produced by Dol) w HSGAC durimg the inveshgation
are aited v Dol Producton, Stunp Dol ™
CId
* A Stmp Do oo ie.
= Memorandum for CPT Nidad Husan, Re “Schelarhy Progect,” From Progiam Direcior, NCC Payehiatry Residency
Traimng {May 212007 Hasan Dol Fide, Stamp 20091202-127. Documients from Hasan's personnel. traiming and
credentiads fites, which were muade available by Dol for HSGAC review, bul which were not kept or retained by
HISGAC, are cited as “Tasan Dol) File, Stamp #7
" Panel Review Bneling, Witness {7
I I Bueting, Witness 20

i
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presentation and a video of the event shows that 1t was still essentially a collection of Koranie
verses with minimal scholarly content.™! According to the Program Director, 4 major reason that
lus presentation was aceeptable was because standards for such presentations did not yet exist.”
He graduated despite the Program Director’s resern ations.

The most chilling feature of both the draft and final presentation was that Hasan stated
that one ot the risks of having Muslim-Americans in the military was the possibnhity of fratricidal
murder of fellow servicemuembers.

Plasan advaneed to a twe-year fellowship at USUHS Ay o threshold matier, had
established provedures been tullowed, he would not have been accepted into the fellowship.
According 1o the Army Surgeon General, fellowships are typically reserved for elite medical
professionuls.”t Offtcers involved in the fellowship selection process recounted that Hasan was
offered a fellowship because he was the only Army applicant and the Army did not want to risk
fosing that feHowship if it was not filled.™ Tasan confided 1o a colleague that he applied for the
fellowship to avoid a combat deplovment in @ Muslim country; one of Hasan's supervisors
reahecd thae he had the wrong motivation for applying and warned against accepting o,

Husan's radicalization became unmistakable almost immediately into the tellowship, and
it became clear that Hasan embraced violent Islamist extremist ideology to such un extent that he
had lost a sense of the conduct expected of o military officer. Classmates ~ who were military
officers, some outranking Hasan - desenibed him as having “fised radical behiels abowt
tundamentalist Islam™ that he shared “at every possible opportunity” or as having urational

N

beliefs,

[.ess than @ month inte the fellowship, in August 2007, Hasan gave another oft-topic
presentation on a vielent Islamist extremist subject imstead of on a health care subject. This time,
Hasun's presentation was so controversial that the instractor had to stop it alter just two minutes
when the class erupted m protest 1o Hasan's views. The presentation was entitled, Iy the War on
Tervor a War on fstam: An Islamic Perspeerve” Hasan's proposal for this presentation
promoted this troubling thesis: that U.S, mxlilurx aperations are a war against Islam rather than
based on non-religious security considerations.” Hasan's presentation accorded with the
narratiy ¢ o violent Islamist oxtrenusm that the West is at war with Isfum. Hasan’s paper was
full of empathetic and supportive recitation of other violent Istamist extrenist views, including
defense of Osama bin Laden, slanted historical accounts blaming the United States Yor problems
in the Middle East, and urguments that anger at the United States i:sjus;lii'lablc.Ss Several

Drraft Presentanon, Stamp Dol} 0GLHTE, Powerpomt proswentation, The Kevwnre Heorld View as o Rolutes for
Modin o phe 108 Mdaary, w13, 343
" Punel Review Brieting, W itness 20
 Sehoamaker Briefing
T Panet Review Briefing, Witness O and Withess 20
T, Witness 2 and Winess 275 CID/FBRT Bricfing, Witnews 2
T Winess 08,
INdat Hasan, /s the War on Lervor o o on Bstane o Waanie Perspe e, DoD) Production. Stamp Dol
ZUTOMS- 400
Thiattes
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colleagues who wimessed the presentation described Hasan as justifying suieide bombers. These
colteagues were so alurmed and oftended by what they described as his “dysfunctional ideology™
and “extremist views” that they interrupted the presentation to the point where the instructor
chose o stop i The instructor who stopped the presentation said that Hasan was sweating,
quite nervous, and witated after heing conlronted by the class.”

Hasan's promotion of vielent Islamist extrenist beliefs continued after the presentation,
One classmate sad that Hasan supported suicide bombings in another class.! He told several
classmates that his religion ook precedence over the U.S. Constitution he swore to support and
detend as a U.S. military officer. It is critically important to view Hasan’s statements in the
content of all o his conduct. His statement was not part of an abstract discussion on the
relationship between duty to religion and duty to country, nor was it framed within the context of
funth-based following of the military directive that servicemembers not follow illegal orders.
Rather, Hasan™s statements about the primacy of religious law occurred as he was supporting a
violent extremist interpretation of Islam and suggesting that this radical ideology justified
opposinen 1 LS policy and could lead to fratricide in the ranks. Perhaps tor this reason,
Hasan's comments on s tovalty to refigious Jaw  which he made more than once, were so
disturbing to his colleagues that they reported Hasan to superiors.””

[ater in the fellowship, Hasan pursued another academic project in the ambit of vielent
Infanust entremism.®® Hasan’s written proposal for this project framed w in clinical terms,
namely as a research stedy of whether Muslims in military service had religious conflicts. It was
percened as less controversial than his prior presentations, Nonetheless, il was the third project
i the span of @ year that 1lasan dedicated to violent fslamist extremist views. Moreover, Hasan
proposed to give Muslim soldiers a surv ey which implicitly questioned their loyalty and was
Shnted to favor the violent Islamist extremist views he had previously expressed. Inone
guestion, Hasan wanted to ask whether the religion of Tslam creates an expectation that Mushim
soldiers would help enemies of the United States in fraq and Alghanistan.®' And again, Hasan
raised the uminous possitility of fratricide by Muslim-American seevicemembers against felow
servicemenbers as a central reason for his survey.”

In sum, Hasi engaged in the following conduet m front of or as reported to his supenors
withi hittle more than one year:

s Muking three otitopic presentations on violent Islamist extremist topies instead of
medical subjects.

? Pasel Review Bricting, Witness 19, CHRFBE Briefing, Winess [0 and Witness 15,
" Panel Review Briefing, Witness 19

TURE . Waitness 14

CCIDFBE Briefing, Winess T, Witiess T4, and Watness 25
UUnadal Hasan, Redigions Conthiors Among U8 Ml Nobdiers, June 2008, Dol Productien, Stunp DoD
20100205469

I AN

R

11:07 Nov 29, 2011  Jkt 066620 PO 00000 Frm 00084 Fmt6601 Sfmt6601 P:A\DOCS\66620.TXT JOYCE

66620.060



H605-41331-79W7 with DISTILLER

VerDate Nov 24 2008

81

Girving a class presentation perceived as so supportive of violent Isfamist extremist
coetlict agumst the United States that i was almost immediately stopped by an instructor
after classmates erupted m opposition to Hasun’s views.

Justifymy suicide bombings in class at least twice, according 1o the accounts of
classmates

Suggesting i writing in s proposals tor presentations that some actions of Osama bin
Laden may be justificd.

Telling several classmiates that his religion took precedence over the U.S. Constitution he
swore a midttary oath to support and defend.

Stating three times i writing that Mushm-Americans in the military could be prone wo
fratrcide.

Despite Hasan's overt displays of radweatization 1o violent Iskunist extremusm, Hasan’s

supestors failed to discpline am, refer him o counterintelligence ofticials, or seek to discharge
i One of the oftivers who reported Hasan to superiors opined that Hasan was permitted 1o
remaim in service hecause of “polineal correctness™ and ignorance of religious practices.® That
officer added that he believed that concern about potenual discrimination complaints stopped
some individuals from challenging Hasan.”” We are concerned that exactly such worries about
“politival correctness” inhibited flasan’s superiors and colleagues who were deeply troubled by
his behasior from taking the actions against him that could have presented the attack at Fort
UHood. However, none of the superiors aited “political correctness™ as the reason for not acting
agamst Hasan, Instead, the reasons given for their tailure to act varied and included:

A beliet that Hasan’s ideological views were not problematic or swere at feast
understandable: Several of Hasan’s superiors were simply not concerned with his views.
One superior concluded that he was devoutly religious but not an extrennst,”™ adding that
he was not alarmed by his religious expressions because similar expressions of other
religions would be accepted ™ Another superior thought that his religion was part of his
identity and that Hasan's inner conflict concerning military operations in Mushim
countries was an understandable mternad reaction by a servicemember to combat agamst
that servicemuember’s m»rchgiomsts.?“

Academic freedom and absence of scademic standards: Hasan was given a passing mark
for his Grand Rounds project m s residencey despite the fact that some of hus superiors
believed it virtually iunored legitimate psychuatric issues and was unscientific in its

™ Panel Review Breting, Winess T

h

Mnd Witiess 3,
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R
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analysis. His superiors offered the following reasons for giving Hasan academic credit
for the presentation: (1) it fit within broad parameters ol academic freedom to study
subjects of choive,™ (2) he presented a controversial subjeet with (h(mghtt‘ulness and
reflection, ” {3} there were no set standards for judging such pmjccts,7 (4) spirituality
was parl of mental health,”® and (5) although it was not among the best projects, it was
good enough to pusx,”‘(‘

o Adesire to preserve the USUHS fellowship by filling itwith an Army applicant:
According to officers involved in the fellowship selection process, Hasan was admited o
the USUHS fellowship because (1) he was the only Army candidate tor the position he
soughl(ﬂ {2y the tellowship director was concerned that the fellowship would be
werminated i it went unfilled,™ (3) he recerved recommendations from senior ofticials,”
and (4} 1t would have been problematic to rescind the fellowship offer once Hasan was
accepted.™

e A beliel that Hasan provided understanding of violent Islamist extremism as well as the
culture and beliet of Istam: Some of Hasan's superiors thought that his controversial
projects on violent Islannst extremism were coustructive. A senior Walter Reed official
concluded that Hasun's Grand Rounds presentation addressed “a controversial topic with
a degree of thoughttulness and a degree ol reflection that . .. was evenhanded. ™ One
superior regarded Hasan's proposed USULS survey on Muslim servicemembers’
conflicts as a chaflenging but legitimate public health project that contributed to cultural
understanding.” Even Hasan's final Program Director at the Walter Reed residency, who
questioned whether Hasan should be permitted to advance, felt that “Hasan was a unique
mdividual who could help understand Mustim culture and hetiefs.”™"

» A behetthat Hasan could perform adequately w an installation with other psvehiatrists 1o

assist him: Hasan was assigned to Fort Hood ia part because some superiors thought it
would be best to place him at a large hase where there would be many psychiatrists to

Residens Evaluations or Pavchiaies Scholarly dervine Orad Presentation. June 200 2007 Nidaf Hasan, M D,
tHasan Dol B Stamp 26100231 190RASS RS Limanl, Subyect R Hasan Scholo by Progect (CNCLASSIFIED;
chme 22, 20071 Dol Production, Dol Stamp 20091702-307: L, Subject Koo Hasun Schelarly Project
ANCTASSIFIED, (hune 21, 2007, Dob) Praduction Stamp 20091 202309,

© Panet Res e Brieting, Witness 3
"

TG, Wimess 20
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" Td L Witness 2,

T L, Witness 3 and Watiwss 20,
"0, Wimess 3
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. . B .
monitor and report on his performance,” and in part because he seemed motnvated 1o do
patient care which was needed at Fort Hood >

Hasan was a chronic poor performer during his residency and fellowship. The program
directors overseeing him at Walter Reed and USUNS both ranked him in the bottom 25
percent.™ He was placed on probation and remediation and often failed to meet basic job
expectations such as showing up for work and bemg avatlable when he was the physician on call.

Yel Hasan recened evaluations that fatly misstated his actual pertormance. Hasan was
desertbed in the evaluations as a star officer, recommended for promotion to major, whose
research on violent Istamist extremism would assist U.S. counterterrorism efforts.

s His Officer Lvaluation Report for July 2007 to June 2008 described Hasan as “among the
better disaster and psychiatry fellows to bave completed the MPH at the Uniformed
Services University.™ The report described how Hasan had “focused his efforts on
iluminating the role of culture and Islamic fatth within the Global War on Terrorism”
and that his “work m thus area has extraordinary potential to inforny nattonal policy and
mititary strategy ™ The report also stated. "His unique interests have captured the
interest and atiention of peers and mentors ahke.™

e His Officer Evaluation Report for July 2008 to June 2009 gave him passing marks for all
seven Army Values and all 15 Leadership Attrbutes.” ~Islamic studies™ was Jisted
under the category of “unique skithy™ Hasan ;msscsscd,m The evaluation commented on
Hasan’s “keen interest in Islamic culture and fiuth and his shown capacity to contribute to
our psychologieal understanding of Islamic nationalism and how it may relate to events
of national securiy and Army interest in the Middie Tast and Asia”

[hese exalutions bore no resemblance to the real Hasan, a barely competent psychiatrist
whose radicalization toward violent Islamist extremism alarmed his colleagues and his superiors.
The lone negative mark in the evaluations was the result of Hasan failing to take a physical
training test.”® Other than that, there is not a single critictsm or pegative comment of Hasan in
those evaluations.
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Thus, despite his overt displays of radicahization to violent Islamist extremism and his
poor performance, Hasan was repeatedly advanced instead of being discharged from the military.
He graduated from the residency in 2007, was enrolled in the fellowship that same year, received
his promotion to major in 2008, was assigned to Fort Hood later that year, and ultimately was
selected for deployment to Afghanistan in October 2009 — all by officers who had knowledge of
his poor performance and expressions of violent Islamist extremism. Hasan had stated that he
was comfortable with a deployment to Afghanistan as opposed 1 Traq.”™ The same officer who
assigned Hasan to Fort Hood — and who witnessed at least one of Hasan’s expressions of violent
istamist extremist radicalization at USUHS and was aware that there were serious concerns
aboul Hasan - made the decision to deploy Hasan to Afghanistan.” In other words, despite
Hasan’s history of radicalization to violent Islamist extremism, Hasan was scheduled for
deployment to provide psychiatric care under stressful conditions in a combat zone in which the
U.S. military is battling violent Islamist extremists.

In sum, the officers who kept Hasan in the military and moved him steadily along knew
tull well of his problematic behavior. As the officer who assigned Hasan to Fort Hood (and later
decided 1o deploy Hasan to Afghanistan) admitted to an officer at Fort Hood, “you’re getting our
worst.”™ On November 5, 2009, 12 servicemembers and one civilian empioyee of Dol jost
their lives because Hasan was still in the U.S. military.

i

" Pancl Review Bricfing, Witness 3.

7, Wainess 40 and Witaess 21 One wilness stated that the officer who ultimately made the deployment decision
previvusly mstructed a course at USUHS i wineh Major Hasan justified sweide bombings. Jd., Witness 14,

"1, Witness 21,
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V. “That's Qur Boy:” The FBI's Superficial Inquiry Into Major Hasan Prior To The Attack

Hasan's public displays ol radicalization toward violent Islamist extremism while on
active duty reached a crescendo during the first year of hus felowship, the 2007-2008 academic
year, alter which his public displays ended. Yet his radicalization continued [REDACTED]
during the second year of his fellowship, the 2008-2009 academic year, as he begun
communivating with the subject of an unrelated errorism investigation, the Suspected Terrorist,
[REDACTED]

The Suspected Terrorist was well knowrt to the FBL as the subject of several
v estigations, including investigations by FBUITTFs. [REDACTED] The current, third
svestigation is fed by the TTTE i the FBI's San Iego Field Gftice, [REDACTED]. JTTFs are
wmts in FBI feld olfices that conduct counterterrorism investigations, with one in each of the
FIBPs 56 field offices.” FITEs are staffed not only by FBI agents but also by government
emplovees on detail ("detailees™) trom other federal agencies  such as agencies within DoD -
and state and focal governments.™ After 9- 11, preventing terrorism domestically became the
B wop prioety, and a major FBI initiatove involved increasing the number of JTFs from
thirty-five on 9741 to 106 in 2010, The FBY also created a National JTTF in 2002 to "manage”
the ITTE program. o coordinate between the JTTFs and FBI headguarters,™ and 1o be a “pomt
of fusion™ for terrorism intelligence among JTTFs such as by coordinating terrorism projects
imvolving JETE mtelligence collection. ™

[he San Diego JTTE was responsible fur reviewing the |REDACTED]. Hasan’s inivial
communication with the Suspected Terrorist sparked concern within the San Diego ITTF
because it sugpested that Hasan was aftiliated with the U.S. nulitary and sought the Suspected
Terronst’s opmion [REDACTED]. DoD detailees at the San Diego JTTF checked a miliary
personned dutahase and mistukendy concluded that Hasan was a military communications ofticer,
not a mihtany physician, by nusreading “comm officer”™ in Hasan's mitiaary file as referring to a
communications oiticer rather thaw a commissioned officer. For operational reasons, the Sun
Diega JTT1 decided not to disseminate Husan"s communications through normal intelligence
channels [REDACTED] instead, the San Diego JTTF decided to keep the information about
Hasan solely within the JTTT structure. In the interim, the San Diego JTTF learned of another
communication from Hasun to the Suspected Terrorist which should have raised
counterinielligenee concerns because it [REDACTED].

TS Diepartment of Tustee, Oftice of the fnspector Generad, The Department of Justice s Terrorism Tusk Foroes,
ate

-

LAt IS The FBE and other lederad agencies refer 1o detailees 10 I s as sk foree officerns ™

ederal Bureau of Insesugation, Protecting Ameriea Agamat ferrorist Attack 4 Cluser Look i Cur Jowe
{errornm Task Forces, avintable at www dhigoy paelrmay 094ty 032809 huml,

Y Pederad Burcuu of nvesugation, Profecnng dmevica Natwonal Joint Terrorisim Task Foree Bages War o
Torrorsavatable ot waw Thigov/puge august 08/nitd_UB1908 himl.

U Phe Departnient of Justice’s Terrornm Taxk Forces, a1 2122, See Fedural Bureau of [evestiganon, FBI Inpui 1o
Parclisgence Commaminy “Cabibratin Report” Phuse 1 {October 3, 2004), 0t 7 0 The mission of the NJTTF is 1o
enhanee vommmueation, coordinstion, and cooperition by actng as the hub of support for the JTTFs throughout the
Lnited States, providing a poant of fusion for intelhgenee seymred in support of counterterrorism npv:r:ilioni "
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I tiew of sending @ normal intelligence communication, the FBI agent at the San Diego
JTTFIREDACTED] sent a detotled memorandum to the Washington, DC, I'TTF on January 7,
2009, (Hasan was stationed wt Walter Reed in Washington, DO, and therefore was in the
imvestigatve jurisdiction o the JTTE at the FBI's Washington, DC, Field Office.) The
Washington FUTF had led the post-971 1 investigation into the Suspected Terrorist (the second of
the three FBI investigations into that individual), Copies ol that memorandum were also sent by
that FB1 agent to relevant agents in the FBI's headquarters-based Counterterrorism Division.
The memorandum surveyed Suspeeted Terrorist’s sigmficance [REDACTED] The
mamorandum mctuded the content of Hasan's mitial [REDACTED] communications and
requested an inguiny i Hasan, The request was not o mandatory order for the Washington
JTTE 1o mvestigate but rather a “diseretionary lead,”™ which was o type of lead that did not
speeity what if any actions the receiving ITTF should take. The FBL agent wrote in the
memoranduny that the communications would be problematic it Hasan indeed was a military
communications officer,

On February 23, 2009 - more than six weeks after the January 7* memorandum trom the
San Diego JTTE  the FBI eadership at the Washington JTTE asstgned the lead w a detailee
from the Detense Criminad fnvestigative Service (DCIS). DCIS s the law enforcement arm ol
the DoD Otfice of the Inspector General, which s a semi-autonomous entity within DeD and
responsible lor mvestigating waste, fraud, and abuse such as in military procurements. DCIS s
not g countentelligence o counterterrorism ageney. In contrast, cach Military Service has s
own counterintelligence agency or agencies, which also play a counterterrorism role. The Army,
for example, has the Criminal Investigative Division for crinunal matters and Army Intefligence
and Security Command (including the 902™ Military Intelligence Group) for intelligence

e
matters.

The DCIS agents FBI supervisor at the Washington T did not specify any actions
that the DUTS agent should take. The DCLS agent did not begin the inquiry until the last day of
the standurd ninety -day deadiine tor completing inquires based on discretionary feads. The
wmquiry was conducted, concluded, and summirized in a reply memorandum to the Sun Dicgo
JTTE in four hours on a single day: May 27, 2009,

As later recounted in the reply memorandum to the San Diego JTTF, the Washington
ITTF s focus was on whether Hasan was engaged in terrorist activities — not whether he was
radicalizmg o violent Islamist extremism. The DCIS agent in Washington queried the DoD
personnel database and determined that Hasan was a military physician, not a communications
officer. He also queried the FBLs investigative databases (o determine whether Hasan had
surtaced inany prior FBL counterterrorism or other investigations and found nothing. Finally.
the DUIS agent obtained u serivs of routine personnel files from « Dol manpower center. These

T For a review of DOD s countermiethgence argamizations, fegs! authorties, and oversight. see Michaet J, Woods
and Witham kang, “An Assessment of the Evolution and Oversight of Detense Countermielligence Acnvities,™ in
Jueraad of National Socurin Law amd Policy vol. 312009), 5 169 Ap exanunation of the efficacy of the Army’s
arganzatonal dnosion between myestigating cromnal conduct versus counteringeltigence is outside the scope of this
weport § ot an analysts of this “anomaly,” see Murle V. Bickford, Pae O ganizanonal dnomaly of US Aroy
Strarogn Cowntoran egence, Thests tor the LS. Army Command and General Staff College (2003),

in
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tiles included Hasan’s annual Officer Evaluation Reperts trom 2004 to 2008, The Officer
Fvaluation Reports for 2007 and 2008 — the years in which Hasan’s public displays of
radicalizaton 1o violent Islamist extremism were most pronounced - praised his research
concerning violent Islamist extremism as haviny potentially sigmificant apphcability to
counterterrorism and recommended promotion w major. The records also indicated that Hasan
was recently promoted to major The only explicitly negative information in the files was
Hasans failure 1o pass fitness requirements. The DCIS agent believed it was refevant that Hasun
had not tried to hide his wdentity [REDACTED] in his communications with the Suspected
Terrorist, which the agent believed implied that the communications were legitimate research
eltorts.

The Washington JTTF's DCIS agent considered interviewing Hasan or his superiors and
colleagues but decided not to do so tor two reasons: First, the DCIS agent believed that, as the
Hasan communications were an outgrowth of the San Diego JTTE's investigation of the
Suspected Terrorist, the Washington JTTF needed 1o tread carefully to avoid distupting that
mvestigation [REDACTED]. The DCIS agent was concerned that interviews of Husan’s
superiors and eolleagues would cause that investigation to be revealed given that the DCTS agent
believed that such officers would brief thelr superiors about the mterviews. Second, the DCIS
agent felt that interviews might jeopardize Hasan’s carcer and thus potentially violate the
requirement that FBT myvestigations use the “least intrusive means™ possible.

The Washington JTTEF's DCIS agent concluded that Husan’s communications were
cxplamed by the research described in the Officer Evaluation Reports into Islamic culture and
beliefs regarding terrorism. He discussed his methodology, rationale for not conducting
mierviews, and conclusions with his FBI supervisor, who approved, Neither the DCIS agent nor
the FBE superyisor contacted the San Diego JTTF to discuss and validate these concerns, and
there is no indivation that they considered |REDACTEDY. There is no indication that the DCIS
agem and the FBI supervisor consulted any other officials within the FBL on whether
disseminating the information on Hasan or tuking additional investigative steps such as
interviews would be precluded by law [REDACTED] or the FBU's Domestic Investigaiions
Operations Guide. The DCES agent then sent a memorandum  approved by his FBI supervisor

back to the San Dicgo JITF, with copies to relevant FBI headquarters-based Counterterrorism
Dhyiston personnel, deseribing has investigative process and results,

The FBEagent in San Dicgo who had asked the Washington FITF w conduct the inquiry
found the Washington JTTE's work to be “slum.” The FBI agent was critical that the DCIS agent
had not probed more deeply into Hasan’s background and had not mterviewed Fasan’s superiors
and colleagires or Hasan himselfl In fact, the FBI agent even thought that Hasun might be «
contidential human source of the Washington JTTF given how superficial he believed the
Washmgton JTTF s inquiry was. To avoid making the FB “look like the heavy™ vis-a-vis the
DOIS agent, the FRI agent ashed vne of s DUIS detailee colleagues at the San Dicgo JTTF to
contact the DCIS agent at the Washington JTTF m order to register concern. That DCIS agent
San Diego tied o contact the OIS agent in Washington by telephone but eventually sent an
email instead to register concerns about the depth of the inquiry and the luck of interviews. The
DCIS agent in Washington relayed the San Diego JTTEs concerns to his FBI supervisor, who

37
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reiteraled his approval of how the inquiry had been conducted  including the decision not to
interview Hasan’s superiors and colleagues in order to avoid disclosing the San fiego ITTF's
mvestigation of the Suspected Tervorist, [REDACTED]. Following this consultation, the DCIS
agent in Washington responded by email and defended the decision not w interview Hasan or his
superiors and colleagues in order to avoid revealing the nvestigation, [REDACTED]. The DCIS
agent in Washington then asked the San Diego JTTF whether it could provide any evidence of
terrorist lks by Hasan or had requests for specific action,

A few davs fater, the FBE agent in Sun Diego talked again with the DCIS agent in San
Diego and registered that he was upset with the Washington ITTE’s response. The FBI agent
ashed him to place another call to the DCIS agent in Washington, The DCIS agent in San Diego
clinms that he did, although the DCIS agent in Washington denies that he received this call.
{The B does not have records of elephone calls made from the San Diego JTTE.) The DCIS
agent in San Dicgo recounts that he told the DCIS agent in Washington, “If the San Diego
Diviston had received a lead hke this on a sinnlar Subjeet [e g . an Army officer communicating
to a subject of a terrorism investigation], the San Drego Division would have at least opened an
assessment and mterviewed the Subyect.”™ Nor did the FBL agent at the San Dicgo JUTF - who
was respansible for [REDAC IED] analyzing the communications - cxpress any coneern o the
Washington JITF about interviews of Hasan's superiors and colleagues [REDACTED]

Neither the San Dicgo nor the Washington JTTFs linked Hasans first [REDACTED]
communivations — the communications that triggered the San Diego JTTFs January 7
memorandum to the Washington JTTF — with the [REDACTED/| subsequent commumcations
between Hasun and the Suspected Terrorist [REDACTED]. Indeed, the San Diego JTTF did not
realize that the additional communications [REDACTED], and the Washington I'TTF never
learned of any of them.

IREDACTEDY The [REDACTED] database is not open o queries by all FBLor JTTF
detatlee personne] but rather by such personnel whom the FBI deems need the aecess in order o
perform therr job duties. FRI personnetl and JTTE detailees without database aveess could only
access [REDACTED] information [REDACTED] it was forwarded to them by someone with
aceess [REDACTED]

e [REDACTED] Ananalyst or agent looking at a communication would not automatically
recen ¢ information voneernimg previous communcations [REDACTED]. Instead, a
communication could only be linked with previous communications [REDACTED] by
agents” or analysts’ memory or by the agents or analysts actively scarching the database
IRFDACTED]. Thus the San Dicgo JTTF was prevented from easily linking Hasan’s
subsequent communications with his fiest [JREDACTF D communications. in addition,
the San Diczo JTTE never finked Husan’s subsequent communications to his initial
[REDACTED] communivations either from memory or by actively running a database
search under Hasan's name.

s The San Dicgo JTHF bebreved that the refevant investigators at the Washington ITTE had
access 1o the [REDACTED| database and would check st for subsequent communications

EY
a8
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when conducting the inquiry into Hasan. Yet the DCIS agent at the Washington JTTF
feading the mquiry into Hasan lacked aceess 1o the [REDACTED] databuse which
contained [REDACTED] communications and in fuct did not even know that the
database exasted. The DCIS agent expected that the San Diego JTTE or FBI headquarters
would send hum any additional communicanons, as had happened 10 him in previous

v estigations,

Phe FBL agent at the San Diego JTTE never conducted any searches of the FBI's
[REDACTED] dintabase to lind whether any additional communications between Hasan and the
Suspeeted Terrorist had been missed by the Washington JTTF (building on the FBI agent's
assumption that the Washington JITF had such access). The FBI agent did not revisit his
decision not o send a normal FBI intelligence communication containing Hasan's first
[REDACTED] communications to DoD. There is no indication that the FBI case agent in San
Diego shared the Washington ITTF s concern that field interviews would compromise the
angoing investigation [REDACTEDT. He did not, however, formally request that the
Washinpton FT'TT conduct a mere thorough investigation of Hasan including interviews ot his
superiors and colfeagues that would not require an explicit description of the FBI's investigation
of the Suspevted Torronst, [REDACTED] (e g, by conducting licld interviews under a pretext
IREDACTED] by using Army counterintelligence agents as a proxy [REDACTEDY). Finally,
the FBI auent did not elevate his concerns about the thoroughness of the Washington JTTH's
¢forts for resolution by FBI ofTicials at more senior levels in the San Diego and Washington
T TES or by the headqguarters-based Counterterrorism Division or Natronal JTTF,

[nsteadd. the FBIs interest in Hasan ended. Hasan communicated with the Suspected
Terrorst during the summer of 2009 [REDACTED], but the San Diego JTTF did not link any of
the subsequent communications to Hasan's first [REDACTED] communications. Nor was the
Washmgton FTTF provided with the additional communications. [REDACTED] months later —
on November 5, 2009 - the attack at Fort Hood occurred, and Hasian was arrested at the scene.
Shortly after the muedia began reporting on Hasan's attack at Fort Hood, the Bl agent told his
DCIS volleague in San Diego, "You know who that is? That's our boy!”
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PART il RECOMMENDATIONS FOR IMPROVING ULS. DEFENSES AGAINST
VIOLENT ISLAMIST EXTREMISM

The FREand Dol fuiled 1o recognize and to link the information that they possessed even
though they had advantages with respect to Hasan as compared to other lone wolves: (1) [asan
was a military officer who Hved under a regimented system with striet officership and security
standards, and (2) the government had learned of communications from Hasan 1o the subject of
an unrefated FBLwerrorism nvestigation {REDACTEDR]. Although both the public and the
private signs of Hasan’s radicalization to vielem {slamist extremism while on active duty were
known to government officials, a string of fauilures prevented these officials from intervening
against hinm.

Our investigation of the Fort Hood killings, together with evidence gathered in our four-
vear investigation of homegrown terrorism, lead us to be concerned about three sets of problems
in our nution's defenses against homegrown terrorism. Firs, Dob) has conducted an extensive
internal review of lessons from the Fort Hood attack but needs to strengthen policies and training
to identify the threat of violent Islamist extremism, which includes the radicalization process,
and 10 prevent radicalization of servicemembers 1o violent Islamist extremism. Second, the
FBI's transformation into an "intelligence-driven™ domestic counterterrorism organization needs
to be aceelerated.'” The FI3I should ensure that its field offices are integrated, intelligence
analysts are fully utilized, tradecrafl is fully updated, and JTTFs fulfill the FBI's aspiration for
them to become interagency information-sharing and operational coordination mechanismus.
Third, she United States must develop a more proactive and comprehensive approach to detecting
and countering the violent ideclogy that fuels homegrown terrorism.

S bur FBES aepration to be a Mthreat-hased, mtellipence-dris en national sevurity organizanon sce e i
Freguently Asked Questons, avilable at hap:iwww the goviabout-us/fags.
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V. Strengrhening Dol Policies And Training To Prevent Radicalization Of Servicemembers
To Violent Islamist Extremism,

Flasan's case ilustrates that servicemembers are not immune from radiculization to
viodent Istannst extremism. In fact, Hasan's radicalization toward violent Islamist extromism
was so clear that e could and should bave been removed from military service under policies
thien 1 foree even though such policies addressed vielent Islamist extremism only indirectly and
impertectly. As such. Dol needs 1o revise its personnel policies to ensure that they address
radicalization o violent Iskimist extremism clearly and provide its personnel with sufficient
wahng concerning violent Isfamist extremism and how it differs from the peaceful practice of
Jslam

Al Major Hasan Should Have Been Removed From Mililary Serviee Despite
Deliciencies In Policy And Traintng Concerning Violent Islamist Extremism
Among Servicemembers,

The failure w respond to Hasan's radicalization toward siolent Islamist extremmism was a
faslure of oftficer judgment  As described earlier w this report, there was compelling evidence
that Hasan embraced views so extreme that be did not belong in the military, and this evidence
was more than cnough for s superiors 1o have disciphined him and even to have removed him
from service. Although Army policies did not address violent Islamist extremism specifically,
Hasan’s superiors had the authority to discipline or remove him from the military under general
provisions of key policies governing command authority and afficership. Concomitantly, the
completion of otficer evaluation reports that grossly distorted Hasan™s competence as an officer
concealed his deepenig radicahzation.

Hasan's exhibinion of signs of vielent [stamist extremism was incompatible with military
service and deeess  classified or sensitive infurmation according to DoD's own Defense
Personne] Security Rescarch Center. An Apnil 2005 report by that Center, Sereening for
Potential Terrorists in the Enlisted Military Aecessions Process, concluded that “the allegiance
1o the U8, and the willingness to defend its Constitution must be guestioned of anyone who
materially supports or idvologically advocates the fegitimacy ot Militant Jihadism.™'™ That
report also stated that the “determination of participation in or support or advocacy of Militant
Fhadist groups and thew ideologies should be grounds for denial of acceptance into the Armed
Forces of the ULS. and denal of access to classified or sensitive information,™™ OF course,
Husan was never disviplined or discharged nor had his Secret-level security elearance revoked

duspie his conduet.

There were several Do) and Army policies that gave Hasan's superiors the authonty to
discipline or discharge hinm.

Chelh ROBuek ot Sorsvnonyg dor Pagential Terrerisn o the Fnbsstecd Miditary Aorvssgeon Process, Defonse
Porsanuet Sedwrits Researy Conter CAprd 2005y, ato.7

i
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First, the Army policy on Command Authoritymb gives commanders broad authority to

tahe action i response to "any . .. activities thut the commander determines will adversely affect
good order and discipline or morale within the command.™™ Exiremist activities include
“advocat{mg] . hatred or intolerance o . far] the use of foree or violence or unlawful means to
deprive indiaduals of thewr rights.™™ The policy lists “[pJrovoking speeches or gestures”™ as
conduct violative of military taws that warrants action from commanders. Commanders” options
under the palicy include “[ijnvoluntary separation for unsausfactory performance or misconduet,
or for conduct deemed prejudicial to good order and discipline or morale.”™ Hasan’s conduct
fell within these categories of prohibited behavior because of his justifications tor suicide
bombings during his class presentations, his series of presentations on violent Islamist
extremism, and the numerous complaints und disruptions that resulted from his actions.
Morcover, Husan’s written work leaves little question that he was sympathotic with views
antithetieal o military serviee, and this slone should have precipitated decisive action,

Second, the version of Dob's policy on extremism, Guidelines for Handling Dissident
wird Prosest Activities dmong Members of the Armed Forces."" in etfect prior 1o the Fort Hood
attack applicd to Hasan. The pohiey primaniy prohibited “active participation™ in extremist
organizations but also prohbited activitics “in furtherance of {he objectives of such organizations
that are viewed by command to be detrimental to the good order, discipline, or mission
accomphshment of the umit. .. S Hasan's statements that showed support for Osama Bin
Laden and that accorded with violent Isfamist extremism generally could legiimately have been
viewed us furthering the objective of al-Qacda and other violent [slumist extremist groups,

Based on this Do) policy against extremism, the Army issued an implementation policy,
Extremist Activities,"' in 1996 after the racially-motivated murder of an African-American
vouple by two Army soldiers, That implementation policy did not discuss violent Islamist
extremism specifically. and the examples tisted in it centered on white supremacist activities.
However, similar to the underhying DoD policy, this Army implementation policy had a caich-all
phease statmg that “commanders have the authority to profubit mlitary personnel from engaging
1 or participating 0 other actis ities that the commander determines will adversely affect good
arder and disciptine or morale within the command.™" Thus, although this implementation
policy was not specific, its broad grant of command authority provided a basis to discipline
Hasan for his conduct

Third, Hasan's superiors had authority to discharge him from the Army under the policy
concerning separation of oflicers. That poliey, Separation of Regular and Reserve
Commisstoned Officers, governs the separation of officers and includes general standards of

TAmn Repulation 600-20, 4rony Commnord Polin
Tl Secton 4120
Y4 Nection 44120,
U Secion -1 2d(2),
T DOD Pirective 325,60, Grndelmes i Handbmg Dosgdent and Protest Actovities Among Members of the drmed
Foarees Gssued October 1, 19960
Uil Secton 388
STy Pamphlet 600238, Ko Ao ity
UL Setion 24,
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officership. The policy states that officers are (o have the “special trust and contidence” of the
President in “patriotism, valor, tidelity .. " The policy goes on to state that it is Dol policy
o separate from militery service those commissioned officers who will not or cannot . .
{mamtun those high standards of performance and conduct through appropriate actions that
sustam the trpdivonal concept of honorable military service .. . for] [e]xercise the responsibility,
fidelity, mtegrity or competence required of them.™ " Hasan’s presentation charging the United
States with & war on Islam, his statements indicating that loyalty to his religion wok precedence
over his sworn eath as a military officer o support and defend the Constitution, and his
svmpathy for violent Islanust extremists against whom ULS. forees are fighting meant he was
subject 1o discharge under this poehiey.

UHinmately, although policies in existence at the time of Flasan’s service were sufficient w
support discipline and discharge of Hasan, it is clear that DoD lacks an institutional culure,
through specitic policies and training, sutficient to inform commmanders and all levels of service
how o wdentty radicalization o vielent Islamist extremism and to distinguish this ideology from
the peacetul practice of Ishim. Present polictes are vague, and we Bave no evidence that Major
Hasan"s supervisors and assocutes reeeived tnnnmg concerning the specific threat and indicators
of violent Iskamist extremism in the mititary. '

Dob poheies and guidance provided Ins superiors with sutficient justification to discipline or
discharge Hasan., Nonetheless, as the Hasan case indicates, without improved guidance the behavioral
tendency among military superiors could he to avord application of the policies and directives 1o evidence
of radivahization to violent Islanust extremism  partivularly becanse adherents to violent Isimist
extrenism may also commngle their ideotopical views with Islamuw religious practices.

3 DaD’s Review OF The Fort ood Attack And 1) ollow Up To The Review
Do Not Contront The Threat OF Violent Islamist Extremism Among
Sernvicemembers Directly.

Dol has examined sts actions leading up to the auack and adapted policy changes across
awide range of areas as a result, Fifteen days afler the Fort Hood attack, Secretary of Defense
Robert Gates appointed an independent review paned led by former Seerctary of the Army Togo
Westund the former Chiet of Nuval Operations, Admiral Vern Clark (ret), to review the causes
ot the Furt Hood shootings.””” The panel issued its report in January 2010, including a fifty-four
page analysts of DoD's foree protection and emergency response capabilities and a twenty-seven
page annex concerning Huasan’s conduct. The West/Clark review demonstrates, however, that
Do is reluctant to confrom directly the threat of radicalization to violent Islanust extremism
among servicemembers Dol)'s review glosses over evidence of Hasan's radicahzation 1o
viotent Islannst extremism and mutes the concerns and reports that were made by his superiors
and colleagues who were aharmed.

PDob Instruction 13323,
"k Sections b, de
RN Vnsele Briofing, Schoomaher Brieling, Schinewder Brieting,

7 Report of the Dol Independent Rextew. Protec ing ghe Force: Lessons proms 1t Hood Unnuary 152010)
sV est Clark Report™s.

peis abiont of Regular and Reserve Commssioned Officers.,
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As part of Dol)'s follow-up to the review, Sceretary Gates instituted a process to examinge
the review’s recommendations, issued two memoranda directing adoption of many of these
recommendations, and created a methodical process o monitor implementation. Neither of
Seeretary Gates” two memoranda directing implementation of particular West/Clark
recommendations mentions violent Islamist extremism explicitly. Both memoranda continue to
downplay the umigue threat of violent Islamist extremism by portraying it as a subset of a more
venerad threat - either workplace violence or undetined “extremism”™ more generally, We reman
converned that DoD) will not appropriately revise policies to address violent Islumist extremism
among servicemembers and thut Dol personnel will not be specifically trained concerning
violent Islamist extrenmism,

We are coneerned that DoD's fadure 1o address violent Istamist extremism by its name
stgnals (o the bureaucracy as a whole that the subject is taboo and ruises the potential that Dol)’s
wctions W confront radicalization 1o violent Islamist extrenusm will be nefficient and ineffective.
Dol feadership's Lolure to identify the enemy as violent Islamist extremisim exphicitly has nipple
cIfects tor how the detense bureaucracy will handle this challenge. This problem was illustrated
o November 9, 2010, when each Military Service issued its final report on their respeciive
response to the FL Hood shootings and the Do) recommendations. None ot the reports
mentioned violent Islamist extremism or proposed changes in policy or procedure that would
specitically educate servicemembers on how tw identily violent Islamist extremism and what to
do in response. This contirms our concern that Dold, by continuing to avoid the necessity of
addressing vielent Islamist extremism directly and without ambiguity, is sending a message to
the entire military to do the same. Towill be more difficult for the mulitary to develop effective
approaches to countering violent Islamist extremism i€ the identity amd nature of the enemy
cannot be labeled aecurately.

C. Dol Should Update Its Policies And Training To Tdentitv And Protect Against
Violent slamst Extremnsm Among Svrvicemembers.

We believe that the most significant change the nulitary must make is o reform religious
diserimination and other equal opportunity policies o distinguish violent Isfamist extremism
from legitimate, protected religious observance of Islam so that commanders will not be refuctant
o deal with displays of vielent Islamist extremism among servicemembers when radicalization
oceurs, (The West Clark review stressed the need for distnguishing between extremist activities
and religious practice,” ' but o date DoD has not implemented this recommendation).
Sersviemembers at all ranks should receive specific trainmg concerning the idvology and
behaviors associated with violent Istanust extrenusm - and how they differ from the peacetul
practice of Islam. To achieve this, the Army and the other Military Services should issue a
pamphlet, as the Army did in 1996 after racial supremacism among servicemembers led to fatal
attacks, that states explicitly that the prohibition on extremism includes violent Tslamist
extrenism and expliaing violent Islamust extromist rdeology and behavior.'

* Report ot the Dob dependent Revies, Proveceny the Borce Dessons from Fr Hood Janary 13,2010, a8 16+
I
P Arnny Pamphlet 600 1S, Aot detivities
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Such specitic pohcies and trainimg are essential to protect the thousands of Muslim-
Americans who serve honorably in the military from unwarranted suspicion arising from their
religious practice. Fatlure by DoD 1o center policies on violent Isfamist extremism and 1o focus
tratning on distinguishing clearly between the peaceful practice of Istum and violent Islamist
estremisin could exacerbate that unwarranted suspicion. By contrast, specific poheies and
traning will help servicemembers understand the real threat and thus protect the thousands of
Mushm-American servicemembers serving our country. Not confronting vielent Islamist
extrenmism directly risks permitting any biases, ignorance, or suspicions to operate unchecked.

Finally, given the gross inaccoracy of Hasan's Officer Lvalumion Reports, DoD should
revise its pohicies and thar implementation to ensure that personnel records accurately reflect
concerns with vielent Istamist extremism. Violent Istanmst extremism has thus far been
extremely rare in our military, but as we saw at Fort Hood it can cost dearly in lives. In other
vases, 1t may compromise military operations.

Finding: oD policies provided Hasan™s superiors with sufticient authority to
discipline or discharge him based on his conduct as witnessed by fellow
servicemembers and his superiors. However, DoD lacked an institutional
culture, through policies and training, sufficient to inform commanders
and servicemembers on how to identify radicilization o violent Islamist
evtremism and to distinguish ths ideology from the peacetul practice of
Islam.

Dol avoided referencing viofent Islamist extremism expheitly in the
West Clark iquiry into the Fort Hood attack orin the recommendations
issued by DoD in response w the review. It will be imore ditficulr for the
mditary o develop effective approaches o countering violent Islamist
extremism if the identity and nature of the enemy cannot be labeled
accurately,

Recommendation: Dol leadership should identity the enemy as violent Islamist extremism
exphicitly and directly in order to enable Dol wo confront it effectively and
eificiently. DoD should reform religious diserimination and other cqual
opportunity policies to distinguish violent Islamst extremism from
fegitimate, protected relipious obseryance of Islam so that commanders
will not be reluctant 1o deal with displays of violent fslamist extremism
among servicemembers and m order to proteet the thousands of Muslim-
American servicemembers from unwarrinted suspicion. Seryicemembers
shouldd receive specific training concerning the ideology and behaviors
assoviated with violent Islamist extremism and how they ditfer from the
neaceful practice of Islum. Finally. Dol) should ensure that persomiel
evitfuations are accurate with respect w any evidence of violent Islamist
antremist behavior,
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Vi Strenpgthening The FBI To Prevent Domestic Terrorist Attacks.

The FBI hus made significant strides since 9711 in transforming itself into America’s lead
counterterrorism agency and an intelligence-driven organization to prevent terrorist attacks
domestically, but it is clear from the Hasan case that the necessary transformation is incomplete,
The Hasan case raises our concerns that the FBI headquarters exercised insufficient supervision
and coordination of the FBI ficld offices and JTTFs and that the FBI has not utilized intelligence
analysis as well as it could. The FBI's vision of JTTFs as being interagency information-sharing
and operational coordination mechanisms is sound, but the Hasan case suggests that the JTTF
model has not fulfilled the vision completely in practice. During our investigation of the Hasan
case, we fearned of o disagreement between the FBI and DoD regarding the JTTFs” functioning
and that JTTF detailees lack access to key databases. As a result, we have concerns that the
culture of JTTFs may be that they are FB1 investigative entities, with detailees to JTTTs
essentially serving as additional personnel o augment the FBL. The FBI should ensure that the
JTTFs become full interagency information-sharing and operational coordination mechanisms.
Otherwise, the JTTFs certainly will not achieve their full potential.

A critical fact discovered during our investigation which underlics these concerns is that
neither the San Diego JTTF nor the Washington JTTF linked Hasan's first [REDACTED]
communivations - the communications that triggered the San Diego JTTF’s January 7
memorandum to the Washington JTTF — with the subsequent [REDACTED] communications
between Hasan and the Suspected Terrorist [REDACTED]. None of Hasan’s communications
indicated any overt plotting of terrorist attacks. A thorough investigation should have resulted
even based on Hasan®s initial communications, but cven more so un analysis of the entirety of
the communications, based on their content, certainly should have triggered a thorough
mvestigation of Husan including interviews of his superiors and colleagues. Thal intensive
myestigation would have significantly increased the likelthood that his communications would
have been linked to his public displays of radicalization and would have caused him to losc his
security clearance, been disciplined, and hopefully been discharged from the military. Instead,
these communications were never linked, and the Washington ITTF investigation was concluded
prematurely.

We note that this report is produced as the FIBI begmns to consider its next major
leaderstup transition. Dircctor Robert Mueller, who has led the FBI since shortly prior to the
9/11 attacks, is preparing lo leave in September 2011 at the end of his statutorily fixed term of
ten years. Director Mueller provided a bold vision for the FBI after 9/11 and instituted
significant changes to achieve that vision. There is no question that the FBI has made substantial
progress since 9711 and has achieved many successes in countering terrorism as a result of his
leadership. And change in any bureaucracy, and particularly a government burcaucracy steeped
in a rradition that has produced numerous successes for a century, can unfortunately take
significant time, But given the threat of homegrown terrorism that we face, we must be
impatient for progress. We hepe that our findings and recommendations will be particularly
useful as Director Mueller secks to reinforee the changes that he has instituted since 9711 and
when a new dircctor sets priorities for the FBI {or the next decade to achieve Director Mueller’s
complete vision.

()

11:07 Nov 29, 2011  Jkt 066620 PO 00000 Frm 00100 Fmt6601 Sfmt6601 P:A\DOCS\66620.TXT JOYCE

66620.076



H605-41331-79W7 with DISTILLER

VerDate Nov 24 2008

97

In sum, our conclusion is not that the FBI has made no significant progress in
wansformation. Rather, the Fort Hood attack was a warning that the FBI's ransformation
remains a work in progress and that the FBI must accelerate its transformation - particularly
given the growing complexity and diversity of the homegrown terrorist threat. The challenges
involve not just reforming or creating new institutions within the FBI but also ensuring that the
I'B1 has the appropriate written policies and procedures, culture, and career incentives so that the
new institutions operate as intended over the fong term. In addition, to match Director Mueller’s
leadership, the FBI should ensure that a culture exists at all levels of the organization of
continually assessing and improving current practices. We offer the following analysis in the
spirit of working with the FBI to remedy its internal problems quickly and decisively so that its
personnel can be as effective as they are dedicated.

A, FBI Transformation Bepins After 9/11.

The FBLis the lead federal investigative ageney for countertertorism criminal
investigations and intelligence collection within the United States.'™ The FBI's cfforts against
terrorism began decades before the 911 attacks, including against Puerto Rican separatist
groups, white supremacist groups, and animal rights activists as well as violent Islamist
extremists. The FBI's counterterrovism efforts included the prosecutions concerning the first
World Trade Center bombing in 1993 and - as described by the 9/11 Commission — the
“brilliant” investigation into the bombing of Pan American Flight 103 over Lockerbie, Scotland,
in 1988."" The 9/11 attacks led the then-new FBI Director, Robert Mueller, to seek to transform
the FBI's entire institutional and operational architecture.'™ lmmediately following 9711,
Dircctor Mueller declared that the FBI’s top priority was preventing domestic terrorist attacks'”?
and that the FBI needed to become an intelligence-centric rather than purely law-enforcement-
centric organization. As Director Mueller stated, “Today, we are focused on prevention, not
simply prosecution. We have shified from detecting, deterring, and disrupting terrorist
enterprises to detecting, penctrating, and dismantling such enterprises - part of the FBIs larger
culture shilt o a threat-driven intelligence and law enforcement agcncy."lzq And as stated by
then-Altorney General Michael Mukasey in the Aworney General s Guidelines for Domestic FBI
Operations, “The FBI s an intelligence agency, as weil as a law enforcement agency. Hs basic
functions accordingly extend beyond limited investigations of diserete matters, and include
broader analytic and planning functions.™ As evidence of his prioritization of
counterterrorism, Director Mueller declared that no counterterrorism lead or threat would go
unaddressed '

"'“‘ See 18 U.5.C. Secnion 23320(13; 28 C FF R Scehon 0.85(1); Homeland Sceurnty Presidential Directive 5.
‘1' @11 Commission, at 75,
“ For an averview of FBI reform, see Al Cumunng, Intelligence Reform Implementation at the Fedeval Bureaw of

= Robert Muelier, Director, FBL, Statement before the Senare Judiciary Commiitee (March 5, 2008).

" Michael Mukasey, The Arorney General s Guidelines fir Domestic FBI Operations (2008), at 9.

0 Poderst Bureau of fuvestigation, Cowntertervarisn: Division Program Management, Flectronie Communication
#OOF-HQ-A 1308701, Devember 23, 2002
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The 911 attacks and the lrag War led to two major independent examinations of the
FBI's counterterrorism capabilities, the 9/11 Commission and an Executive Branch commission
appointed by President George W. Bush concerning intelligence and weapons of mass
destruction. Both commissions were critical of the FBI's intelligence and counterterrorism
capabilities, including that the FBI relegated intelligence apalysts o second-tier status behind its
agents and was dominated by agents who prioritized winning convictions and devalued
mtelligence collection.'”” Rather than recommending creation of a separate domestic
infelligence service modeled loosely on Britain’s MIS agency, both commissions cssentially
recommended that the FBI create a so-called ““agency within an agency™ that would spectalize in
counterterrorism and related national security matters,' ™

As a result of Director Muctler’s leadership and these outside commissions’
recommendations, the FBI instituted a series of significant organizational changes designed to
change the FBI ito an intelligence-driven organization focused on preventing terrorism. To
implement these changes, the FBI adopted a Strategy Management System based on the
“Balanced Scorecard” commonly used in the corporate world and, with support from the
pronuinent consulting company McKinsey & Co., created a Strategic Execution Team to execute
organizational changes and to build support and momentum across the FBL'® As discussed in
Chapter 1V, the FBI significantly expanded its JTTFs to be the major FBI operational units in
countermg terrorism domestically. In addition, the FBI created a Directorate of Intelligence in
its headguarters to produce intelligence analysis and to provide an institutional home for its
analysts, In an effort to create this so-called “agency within an agency,” the FBI created a
National Seeurity Branch at its headquarters composed of its Counterterrorism and
Counterintelligence Divisions and the new Directorate of Intelligence.™ The FBI also created u
Field Intelligence Group at cach of'its field offices in order to provide intelligence analysis and
support to agents.' Finally, in furtherance of its efforts against the homegrown terrorist threat,
the FBI recently faunched a program at its headquarters to coordinate the assessment of the
nature and extent of this threat. This program integrates analysts and other experts from the
Inteligence Communily, including DoD, and uses information lawfully obtained from websites
and other ontine communication platforms in order to initiate and direct investigations.

The FBI also reorented its investigative processes to reflect its desire to generale
mtelhigence and to prevent domestic terrorist attacks. To be sure, intelligence and law
cnforcement are not complete opposites: Just as inteHligence is desirable in order 1o prevent an
attack, law enforcement is also oriented toward preventing a criminal act by intereepting the
consprrators beforc they perpetrate their intended erime and even by engaging in community

9211 Commission, at 77, Commmssion on the Intelligence Capabilities of the United States Regarding Weapons of
NMass Destriction, Report to the President of the Unired States (March 31, 2008)at 331, 452 (hercinafter Sifberman-
Robh Comnnssion),

Y11 Commission, al 423-426: WMD Commission, at 30.

122 Jan W, Rivkin, Michae! Roberto, and Ranjay Gulati, Federal Burean of Tnvestigation, 2009, Harvard Business
School, unpublished case study (May (8, 2010), at 1.3,

T Remarks by Sean Joyee, Executive Assistant Director, National Security Branch, Federal Burcau of
!E\i\‘CSIigillI(TII, ut a conference sponsored by the Bipartisan Policy Center (October 6, 2010),

i
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policing to make an area inhospitable to criminals. However, the challenge of melding
mielligence and law enforcement involves two disciplines that have fundamental
incompatibilities: Intelligence reguires extrapolating from data to make conclusions and
predictions, while law enforcement seeks to obtain evidence that will withstand scrutiny at trial.
Also, intelligence may involve obtaining very specific information but may also involve
amalgamating diverse dala to spot trends, while law enforcement is generally case-specific.

Thus, when the FBI uses the term “intelligence-driven,” the FBI cannot be referring
simply to using intelligence as a trigger for law enforeement, investigative activity, the use of
intelligence as a trigger for faw enforcement should be a given. Instead, the point of being an
“mtelligence-driven” organization is that the production of intelligence is a preeminent objective,
separate from whether a prosecution occurs, and that the collection and analysis of information
are not tied to specific cases that are being investigated for prosceutorial purposes. As described
in a Harvard Business School case study on the FBL:

A critical aspect of [Director Mueler's] envisioned FBI was that it would be
intelligence-led: Analysis would identify leading threats and vulnerabilities
pertinent to cach field office as well as gaps in the FBI’s knowledge about those
threats and vulnerabilities. FBI agents would then have to develop informants,
collect data, conduct surveillance, and so on to fill the gaps. In many instances,
analysts might direct the activities of special agents. An intelligence-led, threat-
based FBI would 1y to reconcile tensions between intelligence and law
enforcement by applying intelligence techniques to law enforcement activities.
Some FBI officials saw this as a radical departure in practices. Others argued that
the FBI had long operated in this way ~ for instance, in battling the ... mafia in
New Ym;if by identifying, infiltrating, and prosecuting five central crime
families.' ™

One example of the FBI's reorientation to become intelligence-driven was enabling
counterterrorism investigations to serve both intelligence and law enforcement purposes
simultancously. Prior to 9/11, the FBI classified its rerrorism investigations as either criminal
([REDACTED]) or intelhigence ({RF,Df‘«(,"l‘ED]).m After 9/t 1, the FBI consolidated these two
codes into a single code for counterterrorism investigation ([REDACTED]), which has as its
primary purposc “developing intelligence regarding the subject or the threat,™'™

‘The most significant example of such reorientation was the creation by Attorney General
Mukasey’s 2008 drtorney General s Guidelines for Domestic FBI Operations of a three-tiered
system for FBIL investigations. That three-tiered system was then reflected in the FBI'S issuance
of a revised Domestic Imvestigations Operations Guide in December 2008, Previously, the FBI
would not conduct investigative activity absent sufficient factual predication that a crime was

"2 Jan W, Ryvkin, Michacl Roberto, and Ranjay Gulati, Federal Burew of Investigation, 2007 (Harvard Business
Stchool, unpublished case study, March 9, 2010, at 5-6.
FUUS, Department of Justice, Office of the Inspector General, The Depariment of Justive's Tervorism Task Forees
Report No [-2005-007 (2008), at 56,
[88)
12
54
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being or had been committed. However, intelligence collection required that the FBI be able 1o
agsess the potential threat associated with an individual or situation even if it lacked sufficient
factual predication (o initiate an investigation of a specific crime.' ™ As a result, the three-tiered
system for FBI investigations begins with the least-intrusive “assessment,” then progresses o a
sprefiminary investigation™ in which more intrusive tools could be used, and finally permits a
“tull investigation™ in which the full panoply of FBI investigative techniques (such as
wiretapping) could be used. As discussed in the revised Guide, an “assessment” is permitted
even when there is “no particular factual predication” that a crime is being committed and
instead based on an “authorized purpose™ such as “1o detect, obtain information about, or prevent
or protect against lederal crimes or threats to the national security or to collect foreign
intelligence.™® Also as discussed in the Guidle, investigations or assessments are precluded -
appropriately - “based solely on the exercise of First Amendment protected activities or on the
race, cthnteity, national origin or religion of the subject.™ i

As discussed in Chapter 11, the FBI has experienced successes in disrupting several
serious plots even as the threat of homegrown violent Islamist extremism has risen sharply in
recent years. The 2009 disruption o terrorist plot by Nujibullah Zazi is one of the most
prominent examples of the FRI's successes against terrorist plots and according to the FBl is
illustrative of its progress in becoming intelligence-driven. Based on a series of frantic
communications from Zazi to his al Qacda handler reparding bomb instructions, the FBI,
working with other agencics, unraveled and prevented a massive attack on the New York City
subway system. The coordination across federal, state, and local departments, led by two JTTFs,
wis execllent and unprecedented.

B. The FBRUs Inquiry Into llasan Was [mpeded By Division Among Its Field
Offices. Insufficient Use OF Intellivence Analysis, And Quidated Tradecraft.

The FBI has made substantial strides since 9/11 in reorganizing itself and reorienting its
investigative processes to generate intelligence and ultimately to prevent domestic terrorist
attacks. The FBI has been successful in disrupting many terrorist plots. However, the Fort Hood
case suggests that the FBI s transformation to become an efficient and effective intethgence-
driven organization focused on preventing domestie terrorist attacks is unfinished. The creation
of new institutions within the FBI sometimes has not been accompanied by clear business
processes that articulate these new institutions’ responsibilities and authorities within the FBL
As a result. these new institutions may not have achieved the transformation of the FBI that was
desired.

1. The Hasan inguiry was plagued by disjunction between two ficld offices
and the lack of coordination by FBI headguarters.

Counterterrorisme-related activities at FBI field offices are today more effectively
manuged und coordinated than they were on 9/11, but the Hasan casce suggests that the FBI

O Brieting by a sentor FBIE atorney, July 2, 2010.

o fod

37 Federal Burcau of Investigation, Domestic Investigations Operations Guide (December 16, 2008), at 39
55
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remains o divided among its 56 {ield offices and thus among the JTTFs (with each ficld otfice
housing a JTTF). In the Hasan case, the San Diego and Washington JTTFs (located at the San
Diego and Washington Field Offices, respectively) operated with a counterproductive degree of
individual autonomy ~ that s, with inadequate coordination and communication. This situation
was coupled with the FIBL headquarters” and National JTTF’s lack of involvement in resolving
the dispute between these JTTFs, As a result, we are concerned that seams among multiple field
offices, among JTTFs, und between operational and intelligence-related components may not be
methodically identified and fixed by a central management structure.

Although headquartered in Washington, DC, the FBI’s organizational center of gravity
has predominantly been its field office structure, with fifty-six field offices spread throughout the
United States and generally located in major cities. Each lield office is headed by a Special
Agentin Charge or, for some of the larger field offices, an Assistant Director in Charge. The
FBI's decentralization among ficld offices dates back as far as Director J. Edgar Hoover, who led
the FBI from 1924 10 1972."** Former Atorney General Richard Thomburgh described the FBI
organization as “'decentralized management of localized cases,”" and one noted expert in the
U S, national securily system’s organization commented, It 1s fair to say that when the Cold
War ended, the FBI was less a single agency than a system of fifty-six affiliated agencies, each
of which sct its own prioritics, assigned its own personnel, ran its own cases, followed its own
orders, and guarded its own information.”' ™ Field office autonomy was reinforced by Director
Louis Frech during his tenure from 1993 to just prior to 9/1'1, during which he decentralized
operations, pushed headquarters statt to the ficld (a move praised at the time, as it included
forcing individuals whose skills were eelipsed by the end of the Cold War to learn new
operational skills), and caused the heads of the field offices to gain in power and
idependence.'!

Ficld effice autonomy made particular sense for law enforcement activities in which a
field ofTice would coordinate closely with prosecutors 1 the local U.S. Attorney’s Office. Still,
ficld office autonomy did impact even faw enforcement activities; as the %/11 Commission noted,
“Iield offices other than the specified office of origin [ie., the office responsible for a particular
case] were often retuctant to spend much energy on matters over which they had no control and
tfor which they reccived no credit.”™ Even miore so, the high state of decentralization within the
FBI wus a major factor in the FBI’s portion of the 11.S. Government’s failure to prevent the 9/11
attacks. This issue was highlighted by Congress’s post-9/11 inquiry into the associated
intelligence tailures, As the Congressional Joint Inquiry concluded:

Amy Zegart, Spying Blowd, The CLA the [BI and the Origing of 9211 (Prineeton University Press, 2009), at 122-
123 (heremalier Spaeng Blody.

YU w123 (quoting Richard Thornburgh, Statement Before the House Committee on Appropriations,
Suhcomnuttes on Commerce, Justice, State. and the Judiciary {June 18, 2003), at 2), See Richard Posncr, Remaking
Domesuc Inrelligence (Hoover Institution Press, 2005), at 93 (deseribing “the autonomy of the field offices [as] a
major obstacte 1o effective national seeunty intelhgence i the FBI™)

S Spving Blind, w123,

BUgr Commission, at 76,

R a7,
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Numerous individuals told [the Joint Inquiry] that the FBE'S 36 field offices enjoy
a great deal of Jatitude in managing their work, consistent with the dynamic and
reactive nature of its traditional law enforeement mission. In counterterrorism
cftorts, however, that Hexibility apparently served o dilute the FBI's national
focus on Bin Ladin and al Qacda. Although the FBI made counterterrorism a
“Tier One” priority, not all of its ficld offices responded consistently to this FBI
Headyguarters decision. The New York Field Office did make terrorism a high
priority and was given substantial responsibility for the al Quaeda target following
the first attack on the World Trade Center in 1993 However, many other FBI
tivld offices were not focused on al Qacda and had linde understanding of the
extent of the threat it posed within this country prior to Septemiber 11, #

* %k

In 1999, the FRI received reports that another torronst organization was planning
1o send students to the United States for aviation traming. The purposce of this
training was unknown, but [terrorist] leaders viewed the plan as “particularly
mmportant” and reportedly approved open-ended funding for it. An operational
unit in the Counterterrorism Section at {FBI] Headquarters instructed 24 field
offices to pay close attention o Islamie students from the targeted country

engaged 1o aviaton waming. ... There is noandication that feld offices
conducted any im estigation after recenying the communication. ... The former

chief of the vperational unit involved in thus project wld the Joint Inquiry that he
was ot surprised by the apparent lack of vigorous investigative action by the

tield offices  The FBIs structure often prevented Headqguarters from foreing field
offives o take investigative action that they are unwilhing to take. The FBI was so
decentralized, he said, and Special Agents in Charge of field offices wiclded such
power that when ficld agents complained to a supervisor ahout a request from

144
Headyuarters, the latter would generally back down.

Singe W11, the FBI has made progress in seeking to improve coordination among its ficld
offices within an overall strategic framework. For example, the FBI has forced priorities onto its
ficld offices, cnsuring the preeminence of counterterrorism, and rates them in terms of their
knowledge of the threats in their respective domains. Organizationally, the FBI established four
Executive Assistant Director positions to strengthen central management of the FBL As
previeusty mentioned, the FBI also mandated that tield oftices ereate Field Intelligence Groups
1o serve s the “lens through which field offices identify and evaluate threats™ ™ and “the hub of
the FBI s nteltipence pmgrmn."““ FBI headquarters did not originally provide a emplate for

bt fnguny e hielbeence Community Activittes Betore and After the Terronst Artacks of September 1,
20Ut Report of the 1S Senate Solecr Committes on bareligence and the 08 House Permenent Select Committee
et Ingelligence, Together warh dddinenal Tiows, 8§ Rept. Na, H07-351 HL Rept 107792, 107" Cong., 2d Sess.
tDevember 20U, at 3839
AN R EE R A
Y Robert Mucter, Director, FBI, Starement before the Senate Judiciary Comptroe (March 3, 20083
U jeohent Mueter, Director, FRL Skarentent before the Sente Judicsary Commutrec {January 20, 2010).
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these groups, leading cach field office to create a different version, but the FBI eventually
standardized these groups across the field offices."’

Although progress in achieving greater integration across field offices has been made, the
lack of effective communication between the San Diego and Washington JTTFs is evidence that
the two field offices operate in a climate in which field office autonomy is still prized. The San
Diego JTTF characterized the lead on Hasan as “discretionary” to the Washington JTTF but did
not pravide clear guidance for how the Washington JTTF should proceed. No one from the San
Diego JTTF tollowed up with the Washington ITTF to discuss the original memorandum or the
progress of the Washington JTTF's inquiry into Hasan. Simultancously, no one from the
Washington JTTF reached back to the San Diego JTTF to discuss the lead and to seek any
further nformation or clarification. Such a clarification of the San Diego JTTFs request for an
mquiry was particularly appropriate given that, as the San Diego JTTF noted in its memorandum,
ITasan’s communications did not indicate any overt terrorist activity. Since the Fort Hood attack,
the FBY has abolished the term “discretionary lead™ due to its ambiguity; instead, a
communication from ene ficld office 10 another states whether it is for either “information only”
or “action required.”™ Stll, even if the San Diego JTTE s communication to the Washington
JTTT had called for mandatory action and not uscd the vague “discretionary lead,” the San Diego
JTTF could not have competled the Washington Field Office to take any specific action,

Critically, there was a complete disjunction between the San Dicgo JTTF's and the
Washington JTTE s understanding of the DCIS agent’s access to the [REDACTED] database.
The San Diego JTTF believed thut the DCIS agent had access to that database and would
conduct due diligence by querying it for additional information. In contrast, the DCIS agent
lacked knowledge of and access to it and thought that the San Diego JTTF would send him any
additional communications. As a result, Hasan’s subsequent communications were never linked
by either JTTF to his first [REDACTED] communications.,

When the Washington JTTF provided its assessment back to the San Dicgo FI'TF several
months later and the San Diego JTTF disagreed as to the adequacy of the underlying inquiry,
there was no attempt by these JTTTs to negotiate a resolution beyond an apparent telephone call
between the DCIS agent in San Diego and the DCIS agent in Washington.

e The DCIS agent at the Washington JTTF did send an email o the DCIS agent in San
Dicgo stating that the Washington JTTF would reassess its position if the San Diego
JTTF sent any additional information conceming Hasan’s links to terrorism or requested
any specific action. However, as indicated in that email, the DCIS agent in Washington
missed that the purpose of the inquiry — if it had been intelligence-driven - should have
been not just w find any current terrorist links but also to assess whether Hasan was
radicalizing 1o violent Islamist extremism and might become a counterintelligence threat
by virtue of him holding a sceurity clearance and potentially being deployed to a combat
zome. In addition, the Washington DCIS agent’s email ignored the fuct that the San

" Jeh.; Robert Mueiler, Director, VB, Swement before the Senate hadiciary Compurize (September 17, 2008).
¥ Federal Bureau of fovesugation, Records Management Matters, Director’s Oftice: Discontinuance of
Diseretionary Leads, Dlecironic Memorandum (March 2, 2010), ar 2
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Diego JTTE had essentially recommended interviews of Hasan's superiors and
colleagues

e Inturn, the San Diego JTTF never reconsidered its decision not 1 send a normal FBI
intelligence communication to Dof) with Hasan's first [REDACTED] communications,
an idea that the San Diego FUTE had discarded after erroneously concluding that Hasan
was a miliary communications otficer. Equally, there was no attempt by the San Diego
FTTF 10 resolve the issue by confrontation or escalation. The FBI agent at the San Diego
JTTE did not provide a formal reguest 1o the Washington JTTE for specific action,
contact the FBI supervisor in the Washington JTTF directly, or elevate the issue further
to sentor ofticialy m cach field office and, as needed, to the headquarters-based
Counterterrorism Division or the National JTTE. The San Diego JTTE'S failure to issue a
formal request for action or to elevate the matter was particularly problematic given that
the San Diego JTTE ~ the office responsible for investigating the Suspected Terrorist
with whom Hasan had communicated - essentially recommended interviewing Hasan's
superiors wnd colleagues despite the Washington JTTEs belie! that such interviews
would compromise the imvestigation, [REDACTED].

Althouglt the FBI™s headquaniers pluys o substannal role in what it considers to be the
hghest priority terrorisny cases, it played no role i the inquiry coneerming Hasan. Several
officials within the headquarters-based Counterterrorism Division were copied on the inter-field-
office correspondence related to Hasan, but at na point did anyone at that Division ke action to
encourage additionud or more urgent efforts to examine Hasan — for example, given that at the
time the FBU believed that Hasan was a military communications officer. Nor was the
Counterterrorism Division informed by the San Diego or Washington JTTFs of the dispute
concerning the adequacy of the Washington JTTF s inquiry. The National ITTF also was not
mformed of this ingquary mto Hasan or the dispute between the field offices - even though, by the
FBI's own characterization, the National ITTF is intended to coordinate JTTFs as their "hub™
and particularly when other agencics” equities (such as DoD's in this case) arc involved."™ Had
cither or both of the Counterterrorism Division and the National FTTE been informed of the
dispute, they could have made their own assessment of whether the Washington JTTF's inquiry
wis sufficient, foreed clevated discussion between the two JTTFs 10 resolve the matter, shared
information duwectly with Dol), or even have sought to impose their own solution on the JTTTs.
I'he San Diego ITTE s fatlure o elevate the Huasan matter was poor judgment but also speaks to
the culiural pressures within the FBI to defer to and respect other offices” autonomy.

Avcordingly, vur investigation of the Hasan case suggests that the field offices retain oo
much autoniomy and that the FBI's headquarters-based coordinating mechanisms lack sufticient
strength or support from the field. It is noteworthy that the FBI did not produce any documents
1o the Committee that articulated the division of labor and hierarchy of command-and-control
authoritics among the Counterterrorism Division, the National FT'TF, the FBIs headquarters-
bused intelligence analysis unit called the Directorate of Intelligence, the field oifices, and the

U The Department of Justice s Terrorism Task Forces, t 21 (oting Federal Bureau of Invesugavon, Join
Terewrpsn Tosk Fource Repoet o Congross (October 2003y, at )
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JITFs. We conclude that there are none, and the FBI has not disputed this conclusion.'™ We
are also concerned that the Counterterrorism Division has had cight leaders since 9411 and that
such turnover contributes to the centrifugal forces within the FBL™!

Despite progress by FBI leadership in surmounting it, the Hasan case indicates that the
BI's division among fleld-offices may still compromise the FBI's stated desire of becoming an
intetigence-driven organization that primarily prevents terrorist attacks over the long term. As
we noted above, the FBI has had successes to date in interdicting terrorist plots. However, the
growing complexity and diversity of the threat, combined with the speed at which individuals are
radicalizing to violent Islamist extremism and seeking 1o commit attacks, mean that the FBI's
components will increasingly need 10 operate as a single, scamless entity and to do so quickly, in
real time. Information across cases will need to be fused quickly and matched with other
available information from public and private sources, Decisions about prioritization and
resouree allocation will need to be made across the FBI, as how one field office operates can
have significant implications for how the FBI overalt is able to counter the national and
transnational terrorist enemy. As Arthur Cummings, who was Special Agent in Charge for
Counterterrorism at the Washington Field Office, explained in 2007:

Fhere 15 no such thing as a local terrorism problem. Something might happen
locally, but within two seconds, you discover national and international
connections. ... [The Special Agents in Charge of field offices] were always
kings in the past. They got 1o decide who to arrest and when to do it. Now,

5

headquarters needs to oversee those decisions.”

The Hasan case suggests that the FBI's internal balance is still skewed too far toward
field office autonomy, with insuflicient strategic coordination {rom headguarters of the full range
of FBI activities including investigative decisionmaking. The FBI must find the appropriate
balance between (1) centralization to ensure that the FBI operates as an intelligence-driven
organization able Lo prevent domestic terrorist attacks planned across multiple field offices’

junisdictions, and (2 decentralization to generate innovation, to identify and seize opportunities

quickly, and to work with state and local faw enforcement.”

" Peseriptions of the FBI's internal structure exist but provide no clanty. For example. the PBEs Intranet has the
following deseripuon of the Counterterrorism Division’s International Terrorism Operations Section T “The
misston of [ITOS [} 15 1o support, coordinate and provide oversight of all FBI continental United States (CONUS)
hased internanonal terrorism (IT) investigations. 1TOS T will accomplish 1ts mussion utdizing technical coflection,
human source, coverage, and all exsential investigative actions and technigues 1o optimize collection cfTorts directed
aganst subgects of [terronsmerclated snvestigations]" Department of Defense, Office of the Inspector, Affidavir of
OIS T (November 24, 2009), at 21, The tanguuge of “support, coordinate and provide oversight” is so vague #s to
be meanmgless, and the rest of the description indicates that ITOS 1 s actually itself an investigative body, not o
management and oversight body.

™ jedt Stem, CFBE Picks Its Seventh Counterterrorism Chief Since Sept. 11, 2001, CQ Haomeland Securiy
Intelligenee tune 27, 2006). An eighth official was subsequently uppointed.

B Lan W Rivan et al, Federad Burean of Investigadion, 2007, 312,

" Al arganizatians face the teasion between centralization and decentralization and must constantly assess whether
they are making the correct balance. Altred Cunimimg and Todd Masse, FBI Intelligence Reform Since Sepiember
11, 2001 Issues and Options for Congress, Report RL32336 (Congressional Research Service, August 4, 2004)), at
15 0 71 (quotng the review of the 1986 Space Shuttle Challenger aceident, “The ability to operate 1 a centralized
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There was a fundamental disjunction between the San Diego JTTF and the
Washington JTTF concerning who was responsible for investigating
[REDACTED] communications between Hasan and the Suspected
Terrorist. That disjunction contributed 1o the Washington JTTF's failure
to conduct an intensive investigation of Hasan, including interviews of his
superiors and colleagues, based on all available information regarding
Hasan’s communications with the Suspected Terrorist. Neither the FBI's
headquarters-based Counterterrorism Division nor the National JTTF was
notified of or resolved the conflict between the field offices and thus were
unable to take steps to resolve it. As a result, the FBUs inquiry into Hasan
was terminated prematurely. The FBI lacks documents that articulate the
division of fabor and hicrarchy of command-and-conirol authorities among,
the Counterterrorism Division, the National J'TTF, the FB1's headquarters-
based intelligence analysis unit called the Directorate of Intelligence, the
field olfices, and the JTTFs. The leadership of the Counterterrorism
Division has also experienced significant turnover since 9/11. Thus,
despite the FBI's progress in strengthening its headquarters and bringing
field offices under a strategic framework, the Hasan case leads us to be
concerned that the FBI remains divided among strong ticld offices and
between the field offices and its headquarters.

‘The FBI should ensure the appropriate balance between field office
autonomy and headquarters central control in order to become the
intelligence-driven organization it wants to be. Headquarters clements
such as the Counterterrorism Division and the National JTTF should
actively tdentify and resolve investigative disagreements and ensure that
they conduct sufficient oversight of how ficld offices are aligning their
activities with strategic prionties for intelligence collection and analysts.
The FBI should articulate in writing the command-and-contrel hierarchy
among its headquarters and field entities in order to ensure clear
responsibility, authority, and accountability for national security activities.

The FBIs inquiry into Hasan failed to utilize intellipence analysts fully in
order to drive the purpose of the investigation and assess Hasan’s
communications,

A critieal aspect of becoming an intelligence-driven organization to prevent terrorism and
other national security threats requires (1) integrating strategic imeligence analysis into the
FBI’s operational activities, (2) using mtelligence analysis to identify knowledge gaps and threat
trends, and (3) using this analysis to prioritize intelligence collection and law enforcement

manner when appropriate, and to operate in u deeentralized manner when appropriate, ss the hallmark of a high-
rehabihity orgamzation (Cofiamba Aceident Investigution Report, Vol FiAugust 2003)). For an assessment of the
tension hetween centralization and decentrahzation in Dob, see Gordon Ledenman, Reorgunzing the Jomt Chicfs of
Sot The Goldwater Nichols Act of 1986 (Greenwood, 19993

6!
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eperational activities against national security targets. The FBI has historically been dominated
institutionally by its agents, who played the lead role in the law enforcement successes that
extablished the FBI's great reputation. As recounted by the 9711 Commission, the FBIs atiempt
to foster intelligence analysts prior to 9/11 ran into cultural resistance, with analysts often being
cither secretarial staft or relegated to performing sceretarial or other support functions.'™ The
FBI sought to remedy this problem afler 9711 by creating a Directorate of Intelligence at
headguarters and a Ficld Intelligence Group in cach field office composed of intelligence
anahvsts to serve as the intelligence “hub.”"™ The FBI also tripled the number of analysts to
2800 authorized positons (as compared to 13.000 agents*). hired agents of increased quality,
created @ formal mechanism o disseminate imelligence reports, and disseminated thousands of
sueh reports.”

Despite these structural improvements i the FBI's analynie capability, FBI intelligencee
analysts from the resident Field Intelligence Group were not consulted by the DCIS agent or his
FRIsupervisor in the Washington FTTF concerning Hasan’s case. An analyst familiar with the
Suspected Terrorist could have advised the DCIS agent on the role that this individual has played
w {RTDACTED], oriented the DCIS agent toward the question of whether Hasan was
radicahizing, and exphuned what evidence would suggest radicalization. At the very least, an
analyst could have helped mterpret Hasan's fiest [REDACTED] communications with a more
eriial vye regarding whether they represented mnocuous rescarch or instead could signify that
Husan was radicabzing to violent Istamist extremism. An analyst may also have noted other
possible threats posed by Hasan, including traditional counterintetligence concerns, and
recommended additionat collaboration with Dol). In contrast, the retevant personnel at the San
Piczo ITTF included vwo intelligence analysts, and the San Diego I'TTE did {lag Hasan’s first
IREDACTED] communications tor turther inquiry even though they lacked any evidence of
overt terrorist activ ity Stifl the San Diego JTTF could have marshaled other intelhgence
analvsts — mcluding at the headquarters-based Directorate of Imelligence when disputing the
Washmgton ITTEF's determination that Hasan’s first [REDACTED] communications were
bemgn; it should be noted that the San Dicgo JTTE s decision not o issue a report via normal
itelligence channels {REDACTED] based on Hasan’s first [REDACTED] communications, due
to the mistaken beliet that Hasan was a communications officer, foreclosed one avenuc for
cueulating the communications to analysts inside {and outside) the FBL In sum, the lack of a
role Tor inteHigenee analvsts in the Washington STTE s inquiry into Hasun ruises alarm that the

4 Sew Zeyart, Spyeng Bloand, at 176 026 (ciing the 1 Commissron, ¥ 2 Commidssion Stiff Starement Number ¥
fAprd 13, 2004, @t 9, and the 913 Commssion, 937 Commission Staff Statement Nmber 2 (Aprl 14, J004), w6y
The ¥ 11 Commtission Repori, at 77 For the FBEs approval ot the 9711 Commussion™s recommendalions concerming
mtelhgence analysis, see FBI, National Press Qffice, F8¢ Respuinds 1 Report of the Nutional Commission on
Jerrorest Antacks Upon the Unied States Elaly 22, 20043, 0 2 tapprovingorer ala, ol the Commission’s
recommendation that “The FBL should mstitute the miegration of analysts, agents, ingasts, and surveillance
personnuel m the Aeld s that 4 dedeated team approach is brought to hear on sational security micthgence
vperatons”

Rubert Muelier, Director, FBL Sratemenr befire the House Sidiciany Commursee (May 20, 20093 (deseribang the
viston tor Preld intethigence Groups ta be the “hub” of the T B mtelligence program).
S EB Intelhgence Amslysts Assocnton, lnrel Shatt “Newdy o Happen (February 26, 20103, at 425,
U Remarks by Sean Juyve,
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FI3's effort 1o strengthen its intelhigence analytic corps and 1o integrate it imo the FBI's
nvestigative funchons is meomplete,

Our concern regarding the role of analysts is cchoed by a 2010 report issued by the FI3I
Intefligence Analysts Association, which found that a “clear hierarchy exists in which agents
oceupy the tanks of senior executives, and analysts are stll relegated to a category called
“Support Employees.”™ ™ The report noted that FBI analysts hold only 14 out of 276 {or §
percert) of the FBLs Sentor Management Positions (called in other departments the "Senior
frecutne Service™). ™ The report also found that (1) the FBI's reforms to enhance the rale of
intethigence analysts were “pereenved as a threat” by agents, (2) agents receved no training on
the role of analysts, (3) a 20035 FBI reorganization demuoted the FBEs 1op analyst, (4)a
December 2009 FBI policy permits analysts 1o be assigned menial duties, and (5) many analysts
cannot access the Internet or classified databases from their desks. '™ The report observed that
the feaders ol the TBES Directorate of Inteliigence have almost all been agents ruther than
anwlyats and that high turnover has “led to lapses in the competence, continuity of policy and
accauntability of FBI manggement. ™'

Accordingly, bused on the Hasan case and these other indications, the FBI should ensure
that its intelligencee cadre hax the leadership and support it needs and that barriers are broken
down for analysts W assume their nghtful place in FBI organizational culiure such as by
permitting analysts 1o become mid-level and senior managers even over agents.'* FBI agents
should be rewarded for integrating analysis into their operational activities and held accountable
i they do not.

In an effort 1o integrate analysts more fully with agents, the FBI created threat fusion
cells to bring together analysts and agents - integraung intelligence and investigations — 1o
whentity and mitigate counterterrorism threats and vulnerabilities. Each threat cell focuses on a
specilic threat and is intended to collect intefligence to provide strategic and tactical analysis to
drive operations, The '3 is in the process of applying this model to address a wide range of
counterterronism threats and should accelerate its efforts in this area.

Finding: Duspite the FBUs improvements in its analytic capability, intelligence
aralysts were not integrated sufliciently into the inquiry into Hasan, Such
integration might have enabled the JTTF tor (1) gain a broader perspective
on the significance of Flusan™s communications with the Suspected
Ferrorist, [REDACTED], (2 orient the inquiry into Hasun to whether he
was radicalizing rather than just whether he was engaged in overt terrorist
activity, (3) analyze Hasan™s communications more enticatly as 10 whether
they were truly rescarch, and (4) suggest what information 1o seek n order

st Shith " Newds fi” Heappenr, a9
CldLat i
TN at iae28 (emphuases s ongmal
Chilw 2
TWe note = ds d mdieaton of P culure — that the FBI phone book stll divides T personnel m two categonies
agent and suppart warh aswdysts being histed inthe support category,
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o determine whether Hasan was radicalizing to violent Islamist extremism
or otherwise constituted a national security threat.

Recommendation:  We are concerned that analysts may not be sufficiently integrated into
operations and may lack sufficient stature within the FBI vis-a-vis agents
as necessary for an intelligence-driven organization. As the Hasan case
shows, the FBI should ensure that analysts are infegrated into operations
and play a major role in driving operational decisionmaking. At a basic
‘evel, the FBI should ensure that — unlike in the Husan case - agents
consult with analysts routinely, and the FBI should ensure that agents who
sntegrate analysts into their operational activities are rewarded and agents
who do not are held accountable. For example, the FBI should accelerate
its use of combined agent/analyst threat fusion centers. More generally,
the FBI should ensure the dismantling of barriers to intelligence analysts
assuming a prominent role in the organization and that analysts have
sufticient feadership opportunities at all levels, including to supervise
agents ax appropriate. Finally, the FBI should ensure that analysts receive
‘he technological and other support necessary to produce sophisticated
anatysis.

3. ‘The FRI did not update its tradecrafl used in the investigation of the
Suspeeted Terrorist, which contributed to the FBUs fatlure 1o understand
the significunce of Hasan’s communications with that individual.

The FBIs conduct vis-d-vis Hasan demonstrates that the FBI did not sdentify and update
Jebicrent tradecraft {7 ¢ L the methods and processes for conducting investigative or intelligence
avhivities) concerning significant suspected terronsts such as the Suspected Terrorist
IREDACTED] prior to an attack oceurring.

Ananalysis of the full extent of Hasan’s communieations would have shown that Hasan's
interest in the Suspected Terrorist belied any concervable research purposes. Yet the San Diggo
FTTF only Ragged Hasan's initial [REDACTED] communications with a suspected terrorist for
turther ingquiry. The eriteria used by the San Divgo JTTF 1o determine whether a communication
with that particulur suspected terrorist merited serutiny or follow-up were neither memorialized
nor mstitutionalized 1 the event of a personnel turnover and not reviewable by FBI

headquarters. We are concerned that this ad hee approach did not accord with the significance of

the Suspected Terronst {REDACTED]

To its credit, since the Fort Hood attack, the FBEnow requires that FBI headquarters-
hused analysts simultaneously review case information of [REDACTED] subjects of
investigations [REDACTED] to ensure that the relevant field office has not missed any
important communications. Such oversight accords with the Suspected Terrorist’s
[REDACTED] and ensbles headqguarters-based analysts = who may have a broader perspeetive
on terrorist activity than agents in a field office - to weigh particular communications differently.

6
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Hinvever, this new process does not replace the need for FBI headquarters to review and overses

a fleld oftice’s protocols [REDACTED]

Our investigation also found that, in the Hasan case, the San Diego JTTF the San Diego
JTTF was prevented from casily linking Hasan’s subscquent communications with his first
[REDACTED] communications. In addition, the San Diego JTTF never linked Hasan's
subsequent communications to his initial [REDACTED] communications either from memury or
by actively running a database scarch under Hasan's name. [REDACTED] Thus, an analyst or
agent feoking at a communication would not automatically receive information concerning
previous communications [REDACTED] Instead, a communication could only be Hinked with
previous communications {REDACTED| by agents” or analysts” memory or by the agents or
analysts actively scarching the database [REDACTED].

To s eredit, the FBI reacted switthy after the Fort Hood attack and remedied this
problem within a few months by wtilizing the neeessary information technology. Yet we have
voncerns that this particular gap suggests a farger challenge facing the FBPs wradecratt.

e The FBI behieved that the Suspected Terronst was, in essence, {REDACTED].

e Accordingly, it s unacceptable that the FBI personnel who had aceess to communications
were content using a system that did not link automatically 1o [REDACTED] previous
communicattons and that apparently no one in the FBI recognized the attendant
inelTiciency and risk of mission failure. The ability to link communications would have
identified patterns in Hasan's contact with the Suspected Terronist {REDACTED]. Doing
so would place the contents of any single communication in the context of the new
individual’s vy erall relasonship with a suspected terrorist and help mdicute whether that
subject was radicalizing to violent Blanust extremism.

The FBI has presented us with no evidenee that FBI headquarters or the National JTTF
had identified this tradecratt problem, realized s potential implications, and tried to remedy it
prior to the Fort Hood attack. Based on the Hasan case, we are concerned that there may be
other FBI tradecraft arcas that need 1o be updated against the evolving terrorist threat.

Finding: The FBI did not update its tradeeralt for purposes of its investigation of
the Suspected Terrorist. The FBI could not easily link Hasan's imtal
communications with the Suspected Terrorist to his later communications,
and the falure w do so was a fuctor in the government nol intervening
agamst Hasan before the attack, and the FBI should have identified and
remedivd its inability to link s communications together prior to the
attack.

Recommendation:  The FBI should ensure that its internal processes are effective in
identifving tradecrail that is outimoded as compared to evolving threats.
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C. The Inguiry Into Hasan Focused On The Narrow Question Of Whether He Was
Engaged In Terrorist Activities And Not Whether He Was Radicalizing To
Violent Islamist Extremism And Thus Could Become A Threat.

The 9/11 attacks led the FBI to seek to transform its entire institutional and operational
architecture in order 1o become intelligence-driven and to prevent terrorism domestically.'’ A
prime example of the FBI's reorientation to being “intelligence-driven™ is the FBI’s issuance of a
revised Domestic Investigations Operations Guide in December 2008, The revised Guide
permits an “assessment” for intelligence purposes — that is, even when there is “no particular
factual predication” that a crime is being committed and instead based on an “authorized
purpose” such as "to detect, oblain information about, or prevent or protect against federal
crimes or threats 10 the national security or to collect foreign intelligence.'™ The FBI's view of
heing mtelligence-driven is certainly difterent from the raditional law enforcement approach of
investigating crimes {(e.g., terrorist attacks) after they occur. In that sense, the FBI has been
generally successful in altering its law enforcement culture.

The San Diego JTTF's flagging of Hasan for additional scrutiny [REDACTED] despite
Hasan's communication showing no evidence of criminal activity is a positive cxample of the
FBI bemng intelligence-driven. Thus, the problem with the FBI's performance in the Hasan case
is not that the FBI failed to pick Hasan out of the myriad lcads that the FBI faces every day; in
actuality, the San Diege JTTF did flag him based on his first [REDACTED] communications to
the Suspected Terrorist. Rather, the problem is that, as the DCIS agent in Washington described
fus investigation, the inquiry into Hasan was focused on whether Hasan was engaged in overt
terrorist activities.

The appropridie question about Hasan was not only {as the Washington ITTF focused its
investigation) whether he was engaged in terrorist activity. A more intelligence-oriented inguiry
waould also have sought to know:

o could Hasan be in the process of radicalizing to violent Islamist extremism such that he
might engage In terrorist activity in the future;

s what did the nature of Hasan’s communications with the Suspected Terrorist teach about
thut suspected terrorist's srodus operand; in furtherance of terrorist objectives
|[REDACTED] without actually breaking the faw; and

F Immediately following 9711, the then-new FBI Dircetor, Robert Mueller, declared that the FBI's top priority was
preventing domestie terrorist attacks and that the FBI needed to become an itelligence-driven rather than law-
entorcement-centric organivation, As Director Mueller testified before Congress, “Today, we are focused on
prevention, not simply prosecution We have shifted from detecting, deterring, and disrupting terrarist enterprises to
detecting, penctrating, and dismanthng such enterprises - part of the FBI's larger culture shift to a threat-driven
intefligenye and law enforecement agency.” Robert Mueller, Durector, FBI, Statement before the Senare Judiciary
Commitiew (March 5, 2008). And as stated by then-Attorney General Michae! Mukasey, “The FBI is an imicthigence
sgency, as well as a law enforcement agency, 1t basic functions accordingly extend beyond hmited wmnvestigations
of dsserete matters, and melude broader analybic and planiung functions.” Atterney General Michael Mukasey, The
dnorney Goneral s Guedetines for Domestic FBI Operaions (September 29, 2008), &1 9.

ot fd
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o could Hasan be a future counterintelligence threat putting U.S. military operations at risk.

Put more coneretely, the Washington JTTE only looked for overt steps to support terrorist
activity and did not assess the broader threat posed by a military officer and his communications
with @ known type of terrorist called a [REDACTED].

We are concerned based on the Hasan case that the FBI has more work to do in traiming
ity personne! as w how being intelligence-driven should affect theiwr operanonal activities.

Finding: The FBE'S inquiry inte Hasan was focused on whether Hasan was engaged
i overt terrorist activities The inquiry did not pursuce whether Hasan
mght be radicalizing to violent Islumist estremism, what information his
radicalization and relatronship with the Suspected Terrorist could
contribute o the larger understanding ot radicalization, and whether Hasan
might become a counterterrorism or counterintelligence threat in the
e,

Recommendations:  he FBI should ensure that agents understand practically how being
atelligenee-driven should affect their investigative objectives and
operational activities.

D. Qur Investigation Of The Hasan Case Raises Questions About Whether The Joing
Terroriem task Forces Have Become Fully Effective Interageney Coordination
and Informativn-Sharing Mechanisms

The FBI has set forth a vision — of which we approve — of JTTFs as the premier
mechumsm for counterterrorism information-sharing and operational coordination among federal
entities und with stute and focal law enforcement. However, the ITTFs did not tullill this
aspiration in the Hasan case, and during our investigation of the Hasan case se learned of larger
unresolved policy disputes coneerning JTTHs™ functioning.

Neuther the Washington FTTF nor the San Dicgo FITT cited any faw [REDACTED]as u
barrier to sharing Hasan's communications or information derived from those communications
with DoD countenmtethizence officials, We have found no legal barrier that prevented the JTTFEs
from notifymg Dol) counterintelligence officials concerning Hasan's communications and
enlisting those officiuls” expertise in investigating Hasan, a servicemember, The Hasan case
highlights imteragency disagreements and internal JTTEF weaknesses that raise our concern that
the JTTFs are at risk of becoming essentially an investigative entity serving the FBI's interests.

1. Do) and the FBI disagree concerning which agency has the lead for

counterterrorism investigations of servicemembers.

 The standard operating procedure of the Army's operational counterintetligence unit, the
902 Mitrary Intelhigence Group (Jocated within the Army’s Intelligence and Secunty
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Command), s that even its lowest level of investigation of a servicemember includes interviews
of employers and associates. Accordingly, had Hasan’s initial [REDACTED] communications
(let wlone alf of themy been shared with the 902" Miliury Intelligence Group, then Army
counterintelligence officials most likely would have interviewed his superiors and colleagues.
Even the most minimal interviews would most fikely have shown that his communications were
not mere research and instead accorded with his overall displays of radicalization to violemt
Isfamist extremism. Neither the Washington JITTF nor the San Diego JTTFE pointed to any law
or regulation as the reason that information about Hasan was not shared with DoD
counterinsetligence officials.”™ At most, the San Diego ITTF initially decided not to circulate
the communications as a standard FBIL intethgence commumication to Dol because of the
crroneous beliet that Hasan was a military communications officer and thus could have read the
report. The San Diego JTTE did not revisit its decision once the Washington JTTF reported that
Hasan was o military physician and not a communications officer - and that was a very
conseguential mistake. Morcover, the Washington JTTF s concern that sharing might expose the
imvestigation [REDACTED] on the Suspected Terrorist was belied by the fact that the San Diego
JTTE which was responsible for the investigation of that mdividual  advocated interviews ol
Hasan and s supenors and colleagues.

Our myvestigation reveated a signilicant disagreenent between the FREand DoD
concerning whether the FBI or DoD should have the lead for investigating servicemembers for
counterterrorism purposes. As noted above, the FBLS the lead federal investigative agency tor
counterterrorism eriminal investigations and intelligenee collection within the United States
pursuant to statute enacted in 1996 and a Presidential directive issued in 2003."* Do and the
FBI had signed an sceord called the "Delimitations Agreement™® in 1979 and supplemented it
m 1996, The Delimitations Agreement states that Do has the lead for “counterintelligence”
investigations of sery icemembers.'™ Mirroring various statutes and regulations, the
Delimpations Agreement delines “counterintelligence” to include both classic espionage and
imternational terrotism.”

U he DCIS detailee w the Washington JTTF and his FBE supervisor decided not 1o conduct interviews of Hasan's
supetions and colleugues mr part Jue to the desire to avoud altechng Hasan's carcer, which they viewed as a legal
snperatye under Executns o Order 12333 g key executive order that sets forth operaning poneiples for U S,
Intetligence Community 3w bich mandates that investigann e activities be conducted using the least intrusive means.
W doubt thut a mmlitan otfiver who communivates with aosuspected wrrorist [REDACTE D] winle holding a Secret
fev el secunity clearaney and subgect o deployment to a combhat cone deserves the same level of concern {or hia
carver as 4 en Hon who happens o come up dunng an imvestigaoon We also note that the San Diego JTTF clearly
had a different view of whether intenviews were appropriate. Leaving aside whether the Jeast itrusive means test
shothd have prevented inteeviews (o determination that would not s ¢ been supported by the Domestie
Insostigations Qpevationy Dude wselt), the leastintrusive means st s relevant only 1o actual iny estigative wols
such s mterviews - not whether the FBT could share Hosan's communications with Army counterintelligence
oificiads so that they could bevome aware of Hasan's contact with the Suspected Terrorist. And in fact, the Teast
nfrusive means st was not the driser for the FBEs fardure o share Hasan's communications with DRoD
cauntenntelligence otticials
Toner IX N O Seoton 226, 28 CF R Secnon 0 X3¢0, Homeland Secunty Presdental Daectinve S,

T dreomont Governmg e Conduct of Defonse Dopartment Cowtorinteliigence Acavities oy Conganetion i te
sornd Burca of Investsganon (igoed by the Deputy Secretany of Defense and the Attorney General),

fof Necnon 6,02
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s Dol arpued that the Delimitations Agreement s divectly applicable to the investigation
of servicemembers for counterintelligence purposes - to include counterterrorism, by
defintion. A senior Dol counterinteltigence official referred o the agreement as it
“bible” governing its refationship with FBI on counterinteligence nvestigations. Thus,
under DolY's siew | the agreement reguired that the Army and not the JTTF lead the
mguiry into Hasan and that the FBI notity Do) of the intormution in its possession
regarding Hasan.

¢ Incontrast, the FBI argued that the Delimitations Agreement is not operative with respect
o counterterrorism and instead applics only o investigations of servicemembers for
classic counterintelligence {fe, espionage). Tn the FBIs view, statutory and regulatory
sources giving the FBI the lead for domestic counterterrorism investigations govern
despite the Dehmitations Agreement, and that agreement was signed prior to
counterterrorism assuming such a preeminent investigative interest and giving risc lo
counterterrorism-specific organizations such as FTTES In addition, according to the FBL
the Delimitations Agreement has been negated by the “course of dealing.”™ Thus, in the
PBIs view, the FB3T - through the JTTEs - rather than Dol has the lead for
counterterrorism investigations of servicemembers. Under the FBIs view, the JTTFs
were the appropriate lead for the mquiry inte Hasan.

We are coneerned that the question of fead responsibility for counterterrorism
imestizations of servicemembers is unresolved between the FBE and Do), In addition, we
beheve that the Tegal question of which ageney technically has the Jead in general is secondary to
the operational question of which agency is best sitvated fron an expertise and resource
perspechive Lo conduct @ particular investigation. In other words, just because the FBL s the fead
agency lor domestiv counterterrorism mvestigations does not mean that the FBI s the sole
ageney conducting such fnvestigations and that no other agency should bave the lead in pracuce
depending upon the eircumstanees. Having other agencies play o lead role i mivestigations
makes sense in order 10 maximize nherently limited government resources, In the case of
Hasan, Dob) arguably was best situated to evaluste the counterterrorism threat posed by him
given the existence of an entire Army unit with the mission of guarding against threats from
within the Army. Thus, we are concerned that the JTTFs' failure to share information about
FHasan with Do) may indicate a tendency within part of the FBI to belicve that cither a lead
merits the B conducting a counterterrorism investigation or the lead is not worth investigating
cven by another ageney. This tendency would detract from the optimal] use of federal, state, and
locat capabilities beyond the FBE in order to investigate the most feads in the most efficient and
ctfective manner,

e tng aside the gquestions of which agency should Jead counterterrorism investigations
af servicemembers in principle or in practice. we nole that the inquiry info Hasan was not only a
countenerrorism investigation but also a classic counterintelligence (7 e, espronage)
ivestigation: Hasan's regard for the Suspected Terrorist, as evident in his it [REDACTED]
communtcations [REDACTEDY, could eventually have fed Hasan 1o seek to aid the epemy if he
was deployed to Tray or Alghamstan; at the very least, Hasan's regard for the Suspected Terrorist
could huve led Hasan to disclose Secret-level information - which Hasan was cleared to access -

69

11:07 Nov 29, 2011  Jkt 066620 PO 00000 Frm 00118 Fmt6601 Sfmt6601 P:\DOCS\66620.TXT JOYCE

66620.094



H605-41331-79W7 with DISTILLER

VerDate Nov 24 2008

115

w an unauthorized manner. Thus, even il the FBT 1s correct that it should lead investigations of
servicemembers regarding counterterrorism (2 position not supported by the Delimitations
Agreement), the Hasan case was also a classic comnterintelligence case and should have been
reported to Dol tor that purpose. As a result, the Delimitations Agreement would require that
Dob have had the lead on the investigation from a counterintelligence perspective,

To the eredit of both the FBE and DoD. immediately atter the Fort Hood attack they took
steps W ensure that Dol was aware of gl then-oxistng FBI counterterrorism imvestigations
mvohing DoD or DOD-attiliated personnel, devised and implemented a new procedure for
providing DoD with notification of such ivestigations gomg forward, and mitiated negotiations
to consolidate and update the architecture of FBEDOD agreements voncerning information-
sharing and operational coordination. 1 Under this noufication pohey, a JTTE is required to
inform the National YITF of a counterterrorism inguiry into a servicemember. The individual in

the National JTTE to he informed is the Deputy Unit Chief for DoD matters, who will then notity

the mifitary counterintelligence entity in Dol most relevant to that servicemember. Also, within
davs ol the attack, the FBI provided DoD with a list of FBI investigations concerning DoD-
aftihiated personnel or those with aceess w0 DoD facilities. The review found [REDACTED]
myvestiganons that had a nexus with Do) and that ITTFs had coordinated with the appropriate
military mvestigative erganization in [REDACTED] cases. {We do not know whether such
courdination involsed the tead for investigations of any servicemembers being transferred to
Dob) pursuant to the Delimitations Agreement .}

Although the FBEDoD review found that the FBI coordinated over 90 percent of these
cuses with DoD. we are concerned about the gap given the clear-cut nature of the abligation.

Notonly did the failare to share information with Dol concerning Hasan plsy a major role in the

government’s faudure 1o prevent the atack, but the reasons for the failure to share the Hasan
miormation with Do) were not contined 10 the misjudgments of a select few but rather are
reluted Lo policy disputes reparding the functoning ot JTTFs. As indicated by the adoption of
the new policy, the FBLagrees with the importance of mforming DoD of invesugations of
servieemembers, but the key yuestion of which agency should fead these investigations remains
outstanding between the FBEand DoD. The FBLand Dol should be sure to resolve all of these
questions related to the Delimitations Agreement in principle and in practice as they negotiate
the new master DoDYEBT agreement.

2 Dol and the IBI disagree congerning the status of detailees to JTT
primany information-shanng vhwnneds of ITTE information back 1o ' Dob,

Qur investigation has also revealed a significant disagreement between the FBI and Dol
concerning whether the FBE giving Hasan’s vcommunications to the DCIS agent detailed to the
Washington JTTF constituted sharing that nformation with DoD as a whole: Detalees from an
ageney o JTTFs are often governed by an agreement between the FBI and that agency covering
administrative matters. All such agreements that we have reviewed prohibit a detmlec from

deral Burcau of Ivestiation, Flectrome Commucation, Cositerterroram Program Guedance Nonfiatom
o Onivede dgeactes ddpanetranve wnd Operational Grador e tanaary 7. 2010,
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shuring JTTF intormicion with that detailee’s home agency without first recciving permission
fram an FBI supervisor at the JTTF. The FBEs agreement with DCIS had this provision.

o DoD argued that sharing information with a DoD dewilee on a JTTF does not
constitute sharing that information with DoD as a whole, for three reasons: First.
cach Dol detatlee comes from a specific DoD) agency and thus cannot represent
component. Second. any particular detailee only sees part of a JTTEs activities
andd thus cannet be the main avenue for sharing 1T information with DoD.
Third, the requirement that a detailee receive approval from an FBI supervisor
prior to sharing information with his home agency means that the FBI effectively
has veto power over what information 1s shared -- whieh i contrary to the FBEs
information-sharing obligations under the Delimitations Agreement. [n sum,
Do) regards its detalees as primantly augmenting the T, not being,
wformation-sharing avenues ~ even 1 the Dol detailee actually leads the ITTE s
mvestigation in which iformation of interest to Dold s generated.

* Incontrast, the FBI argued that detailees are representatives of their departments
and that the requirement for supervisor approval (o share information is a low bar.
The FBI'S siew 1s that the requirement ensures that the FBE knows when its
mformation is being transmitted outside of the JETEF. The FBI's view is also that
the requirement enables the FBI to coordinate any operational activity that the
ageney reeeiving the informavon may wish to condact based on it “Thus, the FBI
belteves that sharing informauon with a Dol detalee constitutes sharing that
intormuation with Dol - even if the detailee is trom DUIS i the DoD Office of
Inspector General and the relesant Do) entity that would be mterested in the
infurmation is the Army's counterintelligence entity, the 902° Military
Intelligence Group.

Thus, under DoD's view, the sharing of Hasan’s {irst communications with the DCIS
detalee in the Washington JTTF did not constitute sharng that information with DOD as a
whole. o contrast, under the FBIUs view, the sharing of the information with the DCIS detailee
constituted sharmg with Do as a whole ~ and it was the DCIS detailee’s decision as to whether
the miormation merited bemng transmutted (o any part of oD the DCLS detailee bad decided
to share the mformation with Dob. then per DCIS's agreement with the FBI he would have
needed s FBE supery isor™s approval,

This interagency disagreement is reintoreed by an additional factor that our imvestigation
found” the Tuck of raming provided to detailees concernng their purpose for being detatled 0 o
THTE Dobd's wuining of detailees has been episadic and does not articulate the purpose of the
detidees beiig sent to the JTTEs, DoDs lack of training of detattees arguably remforees, in
stlence, Dold's view that detatlees from its components do not represent DoD as a whole.
Sinifancousty, the FBEs view of detailees” purpose is oot reflected i its training of them; in
U Sve e Jotett Terrarsm Task Force Standard Memorandim of Understanding Between the Federal Bureai of
Imvestipatie and Diefonse Crinpmal Breesngative Servree (hereinafter FBUDCIS MOUD, 20067, Sechon IXA

7

11:07 Nov 29, 2011  Jkt 066620 PO 00000 Frm 00120 Fmt6601 Sfmt6601 P:\DOCS\66620.TXT JOYCE

66620.096



H605-41331-79W7 with DISTILLER

VerDate Nov 24 2008

117

ather words, the FBL does not instruet detatees w FUTFs that they should regard themselves as
primary information-sharing avenues to their home agencies. The apparent inadequacy of the
FBES training of detatlees was flagged by a Department of Justice Office of the Inspecior
General report in 2008, which identificd the lack of training of detailees as a eritical weakness in
the JTTF program. That report faulted the FBI for “not providfing] written guidance that defines
the roles and responstbilities o™ detailees o ITTrs."”™ Since then, the FBI has taken steps to
train detailees. However, the most recent FBI training material for detaitees to JTTFs ™ lacks a
discussion of the detailees” purpose '™ Thus, detailees could master the training but never e
wdormed that the FRE considered them to represent thewr entire home departments and to be the
eritical ik for ensuring information-sharmg.

Dold's argwment that sharing information with a Dol detastee to a JTTE does not
constitute sharing with Dol as a whole is more convineing, As mentioned, the Committee has
no evidence that FBEand Dol training of detailees ever articulated that detailees represented
their departments as a whole, The fact that an FBI supervisor could block the detailee from
sharing that information with DoD proper ~ with no criteria, as seen by the Committee,
developed by the FBI to guide that discretion — implies that Dol detailees were not a dedicated
intormation-sharing wyvenue.

IBI corrgctire action sinee the Fort Hood attack facilitates information-
sharing with DoD but does notresolve the larger policy issues.

Demonstrating its desire to ensure that JTTFs are effective information-sharing
mechanisms, as deseribed above the FBI reacted to the Fort Hood attack by instituting the new
notification procedure for ensuring that Dol 1s informed of any counferterrorism inguiries into
seryicemembers This pohey appears w supersede any requirement that an FBI supervisor
spprove the shuring of information with Do), This new policy appears to answer the specific
question o whether Dol detailees are representatives of Dol as a whole by indicating that they
are not - m other words, any issue regarding a servicemember being handled by a JTTF is sent o
the National JT'TF for wansmission to DoD, rather than having DoD detailees at the relevant
JITF determine whether to inform DoD directly of the information. However, this new policy
does not resolve the policy dispute concerning the issuc as to whether the sharing of information
within o JTTF with a detailee constitutes sharing that information with the detailee’s home
ageney.

o This policy dispute is still refevant to FBEDoD refations because the new notification
procedure on its fiwee covers only JTTE mvestigations of servicemembers, not JTTE
westigations of matters that might atfect Dol) but are not concerning servicemembers.
The FBLand Do should be sure to resolve tis question in the new master agreement
that they are negotiating,

" Depariment of Justice, Uttiee of the fnspector General, T Doparament of Justiee's Terrarim Tusk Forees, No.
2003007 (June 2003 at (874, 8122
* bederal Bureau of fvestigution, Jomy Terrorssm Task Foree Task Doree Officer Orientanin A Referonee Gurdy
ror New JTTE Tusk Force Otficurs (Liecember 200095
i

72

11:07 Nov 29, 2011  Jkt 066620 PO 00000 Frm 00121 Fmt6601 Sfmt6601 P:A\DOCS\66620.TXT JOYCE

66620.097



H605-41331-79W7 with DISTILLER

VerDate Nov 24 2008

118

s Inaddition, the policy question ol whether detailees are representatives of their home
agencies is still applicable to other entities that send detailees 10 JTTTs aside from DoD.
We recommend that the FBI and its partner agencies decisively resolve the issue of
whether detailees are representatives of their agencies and ensure that detailees receive
training to that effeet.

4, The EBIs failure to link Hasan’s first [REDACTED] communications o
the Suspected Terrorist to his later ones stemmed in part from JTTT
detatlees’ lack of access 1o key information, which suggests a major
mmpediment 10 JTTFES overal| effectiveness.

Areview of all of Hasan's communications with the Suspected Terrorist would have
shown clearly that Hasan’s communications were not research and merited a thorough
ivestigation. As a result, the decision by FBI supervisors at the Washington JTTF to assign the
DCIS agent to an inquiry [REDACTED] was flawed because of his lack of access to and
knowledge of the [REDACTED] database. Access to that database was essential for the Hasan
inquiry due to Hasan's subsequent communications,

Our finding in the Hasuan case of the DCIS agent’s lack of access to the [REDACTED]
database comports with chronic data-access challenges facing detailees to JTTFs identified in
prior studies. The Department of Justice’s Office of the Inspector General reported in 2003 that
“a majonty of” detailees “with clearances did not have direct or complete access Lo the™ FBI's
Automated Case Support system, “even though such access was permitted by policy, which
caused delays in their mvestigarions.” ™ The lack of access 10 the Automated Case Support
system was eventually solved, but a survey of JTTT detailees conducted in 2007 by a twenty-
three year FBI veteran who had acted as a JT'TF supervisor found that detailecs’ lack of access to
other databases continued even though, in his view, detailees must understand the available
databases and be able to extract the necessary information from them in order to be effective
T members 7 In fact, the DCIS representative to the National JTTFE at the time of the Fort
Hood amaﬂg not only facked aceess 1o the [REDACTED] database but also was unaware of its
existence. '’

[ts paradoxieal that, in the Hasan case, the FBI would rely on a detailee so heavily for
the Hasan mquiry but not provide that detailee with the full range of database access and
training. The DCIS agent was thus in the unenviable position of being rehed upon by the FBl as
the lead for the JTTF inquiry into Fasan without having the tools necessary to perform
competently.

N The Brepartment of dustice's Terrornm Task Forees, at 7.

" Anthony D' Angelo, Sirategic Change and the Joinr Terrorism Task Force: ldeas and Recommendations, Thesis
for the Naval Postgraduate School (2007}, at 83 (emphasis m original).

7 Department of Defense, Office of the Inspector General, Results of the fndependent Review - Fort Hluod
Shuotng Incident (November 16, 2009), at 6.
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We are concerned by evidence that this problem goes well beyond the Hasan case. The
tormer ITTF supervisor mentioned above wrote in his report, “The fact that (detailees) are less
hikely to receive substantive training, database access, and training [on how to operate sources},
and yet may be assigned as primary or co-case agent in an investigation, goes against the JTTF
concept.™” The FBI's intemal review after the Fort Hood attack confirmed that “many™
detailees to JTTEs have been unaware of that database, although the FBI could not quantify that
number. We find it difficult to align the FBP's view that JTTF detailees are representatives of
their home departments for information-sharing purposes with the lack of access of such
detarlees to the type of information at issue here. Indeed, even if the DCIS agent had considered
himself as responsible for representing DoD and serving as a primary bridge for information-
sharing to DoD, he would have been unable to share the necessary information due to his lack of
access o1

To its eredit, after the Fort Hood attack the FBI increased the training of detailees and
FBlagents 3,700 inall - to widen access to the database, with a prerequisite being an
understanding of the rules governing [REDACTED].'™ We are troubled that the FBI made
stgnificant progress toward solving this apparently well-known problem only after a mission
failure resulted. In any event, we hope that the FBUs action will finally solve this problem, and
we will monitor progress to ensure that this barrier to effective JTTF operations and information-
shaving 1s resolved completely.

3. We are concerned that JTTFs are not fulfilling the FBI’s vision of being
interagency information-sharing and operational coordination mechanisms
but rather may merely be appendages of the FBL

Drawing tegether the issues of the Delimitations Agreement, the status of detailees for
information-sharing, and detailees’ lack of access to database, we are concerned JTTFs are not
fulfilling the FBI's vision of being the premier domestic counterterrorism mechanism for
interagency information-sharing and operational coordination.'™ The question of detailecs’
status as information-sharing mechanisms needs to be resolved, and training provided by the FBI
and detailees” home departments needs to articulate their rofe clearly. The FBI also must ensure
that detailees have the training and access o the full array of databases so that they cun become
full-fledged members of the JTTFs.

-

U Strategic Change and the Joiat Tervorisar Task Force, at 81,

Progeam: Mandatory Trammng for JITE Members (January 15, 2010).

17 The “319 Group,” composed of current and former semor intelligence and law enforcement officials, has wntten
that "the JTTFs operate a8 3 hub-and-spokes system in wineh intelligence goes up but does not necessanly come
hack down, und there s hitle lateral communication. Thiy guarantees FBI control of information, which other
agencies resent as contrary o partnenship.” The 319 Group, America’s Domestic Intelligence is Inadequate: The
Cowntry Sall Lacks o Coherent Nutional Dumestic Intefligence-Collection Effort (June 2010), at 13 A former
dircetor of intetligence analysis at the New York Police Depariment has written that “local officials on JTTFs are
functionally tederahzed: they are given aceess to classified information and are discouraged from reaching back to
therr home agencies.” Samuel Rascoff, »The Law of Homegrown {CounteryTerrorism,”™ 1 Texas Law Review {June
2010), ar 1743
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We also believe that improvements arc needed regarding the FBI supervisor approval
requirement for sharing information outside of a JTTF, as mandated by the FBI’s agreements
with the other departments providing detailees. This requirement 1s arguably necessary (leaving
aside specific exceptions such as the Delimitations Agreement) so that FBI supervisors can keep
tabs on their investigative information and ensure deconfliction among departments. Sull, FBI
headquarters should clarify expectations to its personnel in writing regarding whether the FBI-
supervisor-approval requirement for sharing information outside of the FB! is an administrative
step or a substantive hurdle. [f the review is a substantive hurdie, then the FBI should justify
why such a hurdle is required and clarify the criteria (or sharing miormation. 1 the review is not
a substantive hurdle, then the FBI should educate the departments sending detailees to the ITTFs
so that there is a common understanding among the FBI and those departments. The FBI also
should highlight this requirement in its training of detailees and encourage them to utilize this
process for sharing information with their home departments. The FBI might create a formal
process (o contest an FBI supervisor’s decision that prevents a detailee from sharing information
and to protect detailees who file appeals from repercussions,

We remain concerned that the dispute between the FBI and DoD regarding the
interpretation of the Delimitations Agreement remains unresolved. More generally, the FBI
should ensure that its JTTFs do not operate under the belief that they (to use government jargon)
“own™ counterterrorism investigations as well as the information that those investigations
produce. Such a beliet could unfortunately result in a JTTF believing that, i'it determines thal a
particular individual does not pose a threat, then there is no reason to pass the information to
another department. As has been proven time and again in the imelligence conteat, information
that may not appear troubling to one analyst may complete the puzzle for another analyst who
has a dillerent perspective or access o other information. In other words, as the Fort Hood case
lustrates, information on violent radicalization in the hands of one entity can be misinterpreted,
but effective information-sharing can add unique perspectives to help identify threats. Etfective
operational coordination can help ensure that the entity best situation to act on the threat does so.

Finding: JTTT personnel never cited any legal restrictions as the reason that
Hasan's communications were not shared with DoD counterintelligence
offictals. Our investigation surfaced a policy dispute concerning whether
detailees to ITTFs were representatives of their departments and thus
served a major information-sharing function. As revealed in the Hasan
case and reinforced by other evidence, detailees to I'TTFs have often
lacked adequate access to databases and training but paradoxically are
relied upon to lead JTTF investigations. As a result, we are concerncd that
JTTFs may not be fulfilling their intended role as interagency information-
sharing and operational coordination mechanisms.

Recommendation:  The FB1 should ensure that S1T1Fs fulfill the broader role of being
mechanisms for interagency information-sharing and operational
coordination rather than being mere FBI investigative entities and sources
of personnel augmentation. Detarlees need training and access 1o
databases so that they can be full-fledged members of the JTTFs. The FBL
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and departments sending detailees should agree upon and train them
regarding the purpose of their detail. The FBL also should clarify the
requirement that FBI supervisors approve the sharing of information by a
detailec with his home agency by setting forth criteria for such approval,
creating an appeals process, and evaluating the process periodically.
Finally, the FBI should ensure that it facilitates other entities in playing
critical investigative roles in countering terrorism and other national
security threats, including by sharing appropriate information and having
those entitics fead investigations in order to use inherently limited
governmenl resources and expertise most efficiently and effectively.

E. The FBI's Training Materials Contemporancous To The Hasan Inquiry Did Not
Adecquately Cover The Ideology Of Violent Islamist Extremism.

Hasan’s first [REDACTED] comununications, scrutinized by both JTTFs, were not
conclusive of terrorist conspiracy or that Tasan was radicalizing to violent Islamist extremism.
Hasan, however, was @ military ofticer who had sworn an oath to support and defend the
Constitution, held a Secret-level security clearance, and could be deployed to a combat zone in
which violent Islamist extremusts were the encmy. In that light, Hasan’s initial [REDACTED]
communications contained significant anomalies that should have triggered additional and urgent
investigative activity even though the Officer Evaluation Reports praised his research concerning
tervorism. These |REDACTED] communications were [REDACTED], meandered in a “stream
of consciousness,” hinted at the answer Hasan wanted to hear, and had content that contravened
oflicership standards. The communications on their face raised questions of whether Hasan was
a potential counterintelligence or counterterrorism threat that relying merely on his Officer
Cyvaluation Reports, as opposed to interviewing his superiors and colleagues, could not answer.
Yer neither the DCIS agent nor the FBI supervisor at the Washington ITTT picked up on the
communications” signals.

The inadequacy of the Washington JTTF's inquiry led us to examine the training
malterials regardimg the understanding of radicalization to violent Islamist extremism among the
agents on the front-lines of the FBI's counterterrorism efforts. The FBI provided the Committee
with a swath of training material and analytical reports concerning radicalization in the United
States, including the training material that the San Diego JTTF received.'™ (FBI lacks records of
what training was provided to the DCIS agent in the Washington JTTE.) These documents {ocus
on the various behavioral indicators of radicalization (e.g., the individual isolates himself from
his friends) but have litde information on the 1declogy ol violent Islamist extremism and the
reasons for its appeal. In other words, the documents ignore the substance of radicalization,
including what violent Islamist extremists believe and why. Understanding the ideology of
violent Islamist extremism would assist agents in determining, in conjunction with an
individual’s conduct, what degree of risk an individual might present and whether to pursue
further mquiry.

" Yederat Bureau of Investigation, Tuble of Contents for matenal provided to the Senate Committee on Homeland
Security and Governmental Affairs, August 25, 2010,
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Based on our review of the training documents provided to us by the 'BI, we believe that
the FBL should produce in-depth analysis of the ideology of violent Islamist extremism, the
factors that make that ideology appealing to individuals (including U.S. citizens and legal
permanent residents), and what ideological indicators or warning signs show that the individual
is weighing or accepting the ideotogy. Our review also leads us to believe that the FBI also
should provide sufficient training to its agents including: (1) ideological indicators or warning
signs of violent Islamist extremism 1o serve as an operational reference guide, and (2) the
difference between violent Islamist extremism and the peaceful practice of Istam.

Following the Fort Hood attack, the FBI acted to improve the training of its agents by
developing radicalization training material jointly with the National Counterterronism Center.
We learned that this material was completed by NCTC and presented to three field offices during
the fall 0f 2010.

Finding: The FBIs intemal training materials contemporaneous to the Hasan
inquiry did not provide sufficient guidance concerning the ideology of
violent Islamist extremism and intetlectual indicators that evince that an
mdividual is subscribing to that ideology.

Recommendation:  The FBI and other intelligence agencies should cnsure that they have
sufficient understanding of the ideology of violent Islamist extremism and
that ideological indicators or warning signs have been developed for use
by ugents. Our Committec will review the training materials recently
compicted by NCTC and the FBI to ensure their adequacy.
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VIL  The Unied States Needs A Comprehensive Approach To Countering The Threa Of
Homegrown Terronsm.

The Hasan case emphasizes the fact that the United States needs o strengthen its
defenses against homegrown violent Islamist extremism in order o be sufficiently capable of
wentfving mdividuals m our country who are radicalizing to violent Islamist extremism, taking
action o deter such radicalization, and disrupting terrorist plots when they arise among such
radicalized Americans, There needs 1o be adequate coordination across federal, state, and logal
jurisdictions 10 counter the evolving homegrown terrorist threat. The United Stutes must also
caretully consider what types of counterradicalization activity are appropriate, and by whom, and
then develop a comprehensive national approach to this challenge. Al of this should be done in
consultation with Muslim-American communitics

As discussed i Chapter 11, the number of cases of homegrown terrorism escalated
substantially beginning in 2009, The pace of radicalization encouraged by propaganda on the
Internet and by English-speaking 1errorist operatives that direct recruiting muessages and other
encouragement o indn wuals within the United States that may be radicalizing has mcreased.
So mspired. these violent radicals can imtiate operations on their own, with Hittle or no contact
wath terrorist groups. Many attacks require fess sophisticated planning and therefore can be
undertaken more rapidly.

Analysis of recent cases shows that i generic profile of a homegrown violent Islamist
extrenust cannot casily be developed. The only common thread is these individuals” adherence
to the ideology of violent Isfamist extremism,

As stated in o September 2010 report by tWwo prominent counterterrorism experts:

The comventional wisdom has long been that America was inumune to the heady
currents ol radicalization attecting both immigrant and indigenous Mushim
communities elsewhere m the West, That has now been shattered by the
succession of cases that have recently come to light of terrorist radicalization and
recruitment oveurring m the United States. And while it must be emphasized that
the numtber of ULS. citivens and residents aftected or influenced in this manner
remanns extremely small, at the same time the sustained and growing number of
individuals heeding these calls is nonetheless alarming.

The diversity of these latest foot soldiers in the wars of terrorism being waged
against the LS, underscores how much the werrorist threat has changed sinve the
September 11, 2001 terrorist attacks. e the past year alone the United States has
seen affluent suburban Americans and the progeny of hard-working immigrants
gravitate to wrrorism. Persons of ¢olor and Caucasians have done so. Women
along with men. Good students and well-cducated individuals and hgh school
dropouts and jailbirds, Peysons born in the LS. or variously i Afghanistan,

Poter Bergen and Brave Haoffuan, Repors of the National Secriy Preparediness Group dssessmy the Terrori
forear eSeptember 11, 20010), w 29
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Egypt, Pakistan, and Somalia. Teenage boys pumped up with testosterone and
nuddle-aged divorcees. The only common denominator appear to be a newfound
hatred for their native or adopted country, a degree of dangerous malleability, and
a rehigious fervor justifying or fegitimizing violence that impels these very
inpressionable and perbaps easily influenced individualy toward potentially lethal
avts of viotence. ™

This volatile mix of fuctors places incredible burdens on our law enforcement and
intelligence officers and underscores the need for 2 coherent and rationalized approach to
information-sharing, operational coordination, resource allocation, and overall strategy across
federal. state, and local jurisdictions. As discussed above vis-i-vis the Delimitation Agreement,
even T TEs become true interagency information-sharing and operational coordination
mechamsms, they are sull only one node - a farge and critical node, 1o be sure - in the nation’s
overall law enforeement and imelligence network. Other federal entities have their own roles to
play, for example Dol in investigating potential counterintelligence threats imvolving
senyicemembers and other federal depariments mvestigating activity within their jurisdiction tha
has terrorst or other nauonal securty dimensions. State and local law enforcement also bring
resources und expertise, Ensuring integration of all the components of our counterterrorism
defenses dumestically is an ongoing challenge and requires greater focus by senior government
leaders, ™

Fyen so, concentration on nw enforcement and intelligency weties to disrupt terrorists
presmptively, prior to their conducting an attack, is important but insufticient. A ceritical
strategie question tor the United States is how to counter the spread of violent Islamist extremist
radicahization domestically in order to preempt such cases from arising. Without confrontation
of the ideology motivating terrorism, there is 1o reason 1o believe that the number of homegrown
rerrorists w il ahate, ™

Consider if Hasan had actually been discharged prior to November 5, 20091t is unclear
that there would have been any way to ameliorate the radicalization of Hasan the envilian to
viotent Istamist extremism and, it so, which enlity or enlities across federal, state, or local
governments or the private seetor would have been the Jead. And itis also unclear whether
domg so b an approprizie role for law enforcement and intelligence agencies as opposed 1o other
governmental or even non-goyernmental entities, When faw enforcement or intelligence
agencies can identify an individual in the process of radicalizing - such as an individual who 1y
communicating [REDACTED] ~ such agencies may introduce [REDACTED] against the
individual, I the individual (akes affirmative steps toward engaging in tervorism, then the
individual can be arrested. However, if the individual does not actually move forward with

L

32 The U Group, vumposed of Jonuer senior faw entorcement and mitethigence professionats, recently concluded,

the United States lacks a “svstemie, coherent™ approach acrass Taw enforeement, intelhgence, and homeland security

and that the vurrent “structure s an array of federal, state, and local capabilitios, each with sts own strengths and
wenhnesses.” dmreriea s Domesie Inellicence w Inudequare, a0 2013015

S ) Suatt Carpenter, Mutthew Levitt Steven Stmon, and Juan Zurawe, Fighting the Idestogieal Buttle The
My Losh o 808 Sty 1o Cowner Viokent Exoresnsm (Washington Institate Tor Near East Poliey, 20103, at ]

30

11:07 Nov 29, 2011  Jkt 066620 PO 00000 Frm 00128 Fmt6601 Sfmt6601 P:\DOCS\66620.TXT JOYCE

66620.104



H605-41331-79W7 with DISTILLER

VerDate Nov 24 2008

125

terrorist activity, then faw enforcement and intelligence agencies have a limited role, A whole-
of-government approach  which taps into the nongovernmental and private sectors s needed
to counter radicalization toward violent Islamist extremism.,

The FBI does outreach to feaders and activists in Muslim-American communities to seck
1o develop trust, address concerns, and dispel myths concering the FBL The Departiment off
Homeland Security conducts outreach concerning the civil rights and privucy implications of its
pobicres. State and local governments have the greatest knowledge of their communities by
sirte of community policing and the provision of focal services. And private groups could
provide counterradivalization imitiatives through preventative education and post fiwe
deprogramming similar to the work of anti-cult groups,  Although there is a nascent effort within
the Executive Branch, the United States is missing the coherent architecture of policies,
programs, partnerships, and resources that will engage in the ideological struggle and counter the
growth of homegrown terrorism.

Finding: The United States 1s contronted by a growing threat of homegrown
terrorism but facks sufficient capability 1o dentify individuals in our
country who are radicalizing w viefent Islanist extremism, to deter such
radhicalization, and o disrupt terrorist plots when they arise.

Recommendation:  We request that the National Sceurity Couneil and Homeland Security
Council in coordination with state and local officials ensure a
comprehensive approach w countering the threat of homegrown terrorism,

Iirst, this eftort would include leadership by the Attorney General,
Seeretary of Homeland Security, and Director of National Intelligence to
ensure an mitegrated law enforcement, intelhigence. and homeland security
approach domestically.

Second, we request that the federal government (1) caretully consider
what types of counterradicalizution activity could be effective, and by
whom, across federal, state, and local governments and the private sector
and then (2) develop a national approach to this challenge wtilizing all
refevant {ederal agencies including those not traditionally part of
counterierrorism. That approach shoutd be implemented into specific,
voordinated, and measurable programs across the government. A system
could then be developed to measure compliance with those plans, and
regular reponts of the suceess of those programs could be made o the
Nattonal Security Counctl wnd the Homeland Security Council.
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APPENDIX: COMPILATION OF FINDINGS AND RECOMMENDATIONS

Strengthening DoD Policies And Training To Prevent Radicalization Of Servicemembers To

Violent Islamist Extremism

Finding:

Recommendation:

DoD policies provided Hasan’s superiors with sufficient authority to
discipline or discharge him based on his conduct as witnessed by fellow
servicemembers and his superiors. However, DoD lacked an institutional
culture, through policies and training, sufficient to inform commanders
and servicemembers on how to identify radicalization to violent Islamist
extremism and to distinguish this ideology from the peaceful practice of
Istam.

DoD avoided referencing violent Islamist extremism explicitly in the
West/Clark inquiry into the Fort Hood attack or in the recommendations
1ssued by DoD in response to the review, 1t will be more difficult for the
military to develop effective approaches to countering violent [slamist
extremism if the identity and nature of the enemy cannot be labeled
accurately.

DoD leadership should identify the enemy as violent Islamist extremism
explicitly and directly in order te enable DoD to confront it effectively and
efficiendy, DoD should reform religious discrimination and other equal
opportunity policies to distinguish violent Islamist extremism from
legitimate, protected veligious observance of Islam so that commanders
will not be reluctant to deal with displays of violent Islamist extremism
among servicemembers and in order to protect the thousands of Muslim-
American servicemembers from unwarranted suspicion. Servicemembers
should receive specific training concerning the ideology and behaviors
associated with violent Islamist extremism — and how they differ from the
peaceful practice of Islam. Finally, DoD should ensure that personnel
cvaluations are accurate with respect to any evidence of violent Islamist
extremist behavior.

Strengthening The FBI To Prevent Domestic Terrorist Attacks

Finding:

There was a fundamental disjunction between the San Diego JTTF and the
Washington JTTF concerning who was responsible for investigating
[REDACTED] communications between Hasan and the Suspected
Terrorist. That disjunction contributed to the Washington JTTF's failure
to conduct an intensive investigation of Hasan, including interviews of his
superiors and colleagues, based on all available information regarding
Hasan’s communications with the Suspected Terrorist. Neither the FBI's
headquarters-based Counterterrorism Division nor the National JTTF was
notified of or resolved the conflict between the field offices and thus were
unable to take steps to resolve it. As a result, the FBI's inquiry into Hasan
was terminated prematurely. The FBI lacks documents that articulate the
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division of labor and hierarchy of command-and-contral authorities among
the Counterterrorism Division, the National JTTF, the FBI's headquarters-
based intelligence analysis unit called the Directorate of Intelligence, the
ficld offices, and the ITTFs. The leadership of the Counterterrorism
Division has also cxperienced significant turnover since 9/11. Thus,
despite the FBI's progress in strengthening its headquarters and bringing
ficld offices under a strategic framework, the Hasan case leads us to be
concerned that the FBI remains divided among strong field offices and
between the field offices and its headquarters.

The FBI should ensure the appropriate balance between field office
autonomy and headquarters central control in order to become the
intelligence-driven organization it wants to be. Headquarters elements
such as the Counterterrorism Division and the National JTTF should
actively identify and resolve investigative disagreements and ensure that
they conduct sufficient oversight of how field offices are aligning their
activities with strategic priorities for intelhigence collection and analysis.
The FBI should articulate in writing the command-and-control hierarchy
among its headquarters and field entities in order to ensure clear
responsibility, authority, and accountability for national security activities.

Despite the FBI's improvements in its analylic capability, intelligence
analysts were not integrated sufficiently into the inquiry into Hasan. Such
integration might have enabled the JTTF to: (1) gain a broader perspective
on the significance of Hasan’s communications with the Suspected
Terrorist, [REDACTED], (2) onent the inguiry into Hasan to whether he
was radicalizing rather than just whether he was engaged in overl terrorist
activity, (3) analyze Hasan’s communications more critically as to whether
they were truly rescarch, and (4) suggest what information to seek in order
to determine whether Hasan was radicalizing to violent Islamist extremism
or otherwise constituted a national sccurity threat.

We are concerned that analysts may not be sufficiently integrated into
operations and may lack suflicient stature within the FBI vis-a-vis agents
as necessary for an intelligence-driven organization. As the Hasan case
shows, the FBI should ensure that analysts are integrated into operations
and play a major role in driving operational decisionmaking. At a basic
fevel, the FBI should ensure that  unlike in the Hasan case - agents
consult with analysts routinely, and the FBI should ensure that agents who
imegrate analysts into their operational activities are rewarded and agents
who do not are held accountable. For example, the FBI should aceelerate
its usc of combined agent/analyst threat fusion centers. More generally,
the FBI should ensure the dismantling of barriers to intelligence analysts
assuming a prominent role in the organization and that analysts have
sufficient feadership opportunities at all levels, including to supervise
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agents as appropriate. Finally, the FBI should ensure that analysts receive
the technological and other support necessary to produce sophisticated
analysis,

The FBI did not update s tradecratt for purposes of its investigation of
the Suspected Terronst. The FBI could not casily link Hasan’s initial
communications with the Suspected Terrorist to his later communications,
and the failure to do so was a factor in the government not intervening
against Hlasan before the attack, and the FBI should have identified and
remedied its inability to link his communications together prior to the
attack.

The FBI should ensure that its internal processes are effective in
identifying tradecrafi that is ontmoded as compared to evolving threats.

The FBUs inquiry into Hasan was focused on whether Hasan was engaged
in overt terrorst activities. The inquiry did not pursue whether Hasan
might be radicalizing to violent Islamist extremism, what information his
radicalization and refationship with the Suspected Terrorist could
contribute to the larger understanding of radicalivation, and whether Hasan
might become a counterterrorism or counterintelligence threat in the
future.

The FBI should ensure that agents understand practically how being
intetligence-driven should aftect therr mvestigative objectives and
operational activitics.

JETE personnel never cited any legal restrictions as the reason that
Hasan's communications were not shared with Do) counterintelligence
ofticials. Ourinvestigation surfaced a policy dispute concerning whether
detailees to I'T'TFs were representatives of their departments and thus
served a major information-sharing function. As revealed i the Hasan
case and reinforeed by other evidence, detailees to JTTFs have often
lacked adequate access to dutabases and training but paradoxically are
relied upon to lead JTTF investigations. As a result, we are concerned that
FTTFs may not be tulfilling their intended role as interagency information-
sharing and operational coordination mechanisms.

The FBI should ensure that JTTFs fulfill the broader role of being
mechanisms for interagency information-sharing and operational
coordination rather than being mere FBI investigative entities and sources
of personnel augmentation. Detailees need training and access to
databases so that they can be full-fledged members of the JTTFs. The FBI
and departments sending detaitees should agree upon and train them
regarding the purpose of their detml. The FBI also should clarify the
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requirement that FBI supervisors upprove the sharing of information by a
detailee with his home agency by setting forth criteria for such approval.
crealing an appeals process, and evaluating the process periodically.
Finully, the FBI should ensure that it facilitates other entities in playing
eritical investigative roles in countering terrorism and other national
security threats, including by sharing appropriate information and having
those entities lead investigations in order to use inherently limited
government resources and expertise most efticiently and effectively.

The FBUs internal training materials contemporancous to the Hasan
inquiry did not provide sufticient guidance concerning the ideology of
vielent Islamist extremism and intellectual indicators that evince that an
individual iy subseribing to that ideology.

The FBl and other intelligence agencies should ensure that they have
sutlicient understanding of the ideology of violent Islamist extremism and
that ideological indicators or warning signs have been developed for use
by agents. Our Commitee will review the training materials recently
completed by NCTC and the FBI to ensure their adequacy.

A Comprebensive Approach To Countering The Threat Of Homegrown Terrorism.

Finding:

Recommendation:

The United States is confronted by a growing threat of homegrown
terrorism but lacks sufticient capability to identify individuals in our
country who are radicalizing to violent Islamist extremism, to deter such
radicalization, and to disrupt terrorist plots when they arise.

We request that the National Security Council and Homeland Security
Council in coordination with state and local officials ensure a

comprehensive approach to countering the threat of homegrown terrorism,

[First, this effort would include leadership by the Attorney General,
Sccretary of Homeland Security, and Director of National Intelligence to

ensure an integrated law enforcement, intelligence, and homeland security

approach domestically.

Second, we request that the federal government (1) carefully consider
what types of counterradicalization activity could be effective, and by
whom, across federal, state, and local governments and the private sector
and then {2) develop a national approach to this challenge utilizing all
relevant federal agencies including those not traditionally part of
counterterrorism.  That approach should be implemented into specific,
coordinated, and measurable programs across the government. A system
could then be developed to measure compliance with those plans, and
regular reports of the success of those programs could be made o the
National Security Council and the Homeland Security Council.
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A Ticking Time Bomb: Counterterrorism Lessons from the
- U.S. Government's Failure to Prevent the Fort Hood Attack
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WASHINGTON LEGISLATIVE OFFICE
915 15th Swreet, NW Washington, D.C. 20005
(202) 544-1681  Fax (202) 5460738

Laura W, Muprhy
AMERICAN CIVIL LIBERTIES UNION Director

VerDate Nov 24 2008

Chairman Lieberman, Ranking Member Collins, and Members of the Committee:

The American Civil Liberties Union is a non-partisan organization of over half a
million members, countless additional activists and supporters, and 53 affiliates
nationwide dedicated to the protection of individual rights and civil liberties under the U.
S. Constitation and the Bill of Rights. We write today to take issue with one of the
cornerstones of the Committee’s report dated February 3, 2011, on the Fort Hood
shootings entitled, A Ticking Time Bomb, the subject of today’s hearing. A flawed
analysis issued by the New York Police Department (NYPD) in 2007 serves as that
cornerstone and provides the primary justification for this committee’s call in the Fort
Hood report to focus in on “developing a comprehensive national approach to countering
homegrown radicalization to violent Islamist extremism”.! Because it ignores the basic
flaws in the NYPD analysis, the Committee has improperly cast suspicion on the entire
Muslim community in America — thereby erecting higher barriers to Muslim-Americans
confidence in and assistance to the domestic counter-terrorism effort. Your report has
made it more likely that law enforcement officials will misunderstand the scientific
evidence surrounding risk factors for violence and focus their investigative efforts on
innocent Americans because of their religious beliefs rather than on true threats to the
community.

The danger posed by modern terrorists is real and Congress must understand the
scope and nature of the threat and exercise its authorities appropriately in overseeing the
government’s response, holding our military, law enforcement and intelligence agencies
accountable, and crafting sensible legislation that enhances security while protecting the
rights of innocent persons. But the security threat was no less real during the first ‘Red
Scare’, during the Cold War, and during the era of protests against the Vietnam War,

The question is not whether Congress should respond but how it should respond. History
tells us that conflating the expression of unorthodox or even hostile beliefs with threats to
security only misdirects resources, unnecessarily violates the rights of the innocent, and
unjustly alienates communities unfairly targeted as suspicious. Justice Brandeis argued
that “[flear of serious injury cannot alone justify suppression of free speech and
assembly. Men feared witches and burnt women. It is the function of speech to free men

" A Ticking Time Bomb: Counterterrorism Lessons from the U. S. Government's Failure to Prevent the
Fort Hood Attack, United States Senate Committee on Homeland Security and Governmental Affairs at 11
(Feb. 3, 2011). The Committee report concludes that America’s enemy is not terrorism or a particular
organization or state, but rather ‘the ideology of violent Islamic extremism’. /d. at 17. In doing so, the
report simply ignores all instances of domestic terrorism except those fitting the report’s view of
‘America’s enemy’. While the report offers no justification for such a limited view, it rests its entire theory
upon the path to radicalization set forth in the NYPD report. Id. at 17— 18,

2
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from the bondage of irrational fears.™ The Committee’s Fort Hood report contributes to
a predisposition to unfairly target the entire Muslim community in America as suspicious
and, in doing so, misses an opportunity to encourage an examination of the
commonalities in all domestic terrorist incidents, regardless of the existence of
ideologically-driven motivations.

The Committee’s Fort Hood report goes down the wrong path in large part due to
its unquestioning reliance on a single ill-conceived and methodologically flawed report
produced by one city police department. The 2007 New York Police Department report,
Radicalization in the West: The Homegrown Threat, concludes not only that terrorist acts
are linked to the adoption of certain beliefs but that there is a uniform process of
“radicalization” in which one progresses from belief to association to terrorism, The
NYPD report purports to identify a four-step “radicalization process” that terrorists
follow. But even the authors of the study admit crucial limitations to the application of
their theory, namely:

» that not all individuals who begin the process pass through all the stages;

» that many “stop or abandon this process at different points;” and

¢ that “individuals do not always follow a perfectly linear progression” through the
four steps.”

So these are not consecutive steps along a path at all, but rather four stones scattered in
the woods which a terrorist or anyone else wandering through may or may not touch.

Each of the four steps described in the NYPD report involves constitutionally-
protected religious and associational conduct. The authors ignore the fact that millions of
people may progress through one, several, or all of these “'stages” and never commit an
act of violence. Moreover, these conclusions are based on just five terrorism cases,
clearly a statistically insignificant sample from which to draw such sweeping
conclusions. Yet the Virginia Fusion Center, for example, has cited the NYPD report, as
well as Department of Homeland Security (DHS) and FBI reports, in designating the
state’s universities and colleges as “nodes of radicalization” requiring law enforcement
attention and characterized the “diversity” surrounding a Virginia military base and the
state’s “historically black” colleges as possible threats.*

The NYPD report drew quick condemnation from the civil liberties and Muslim
communities. The Brennan Center for Justice issued a memo complaining of the report’s
“foreseeable stigmatizing effect, and its inferential but unavoidable advocacy of racial

f Whitney v. California, 274 (.S 357,376 (1927) (Brandess, 1., concurrnng),

" Mitchell Silber and Arvin Bhaw, New York Police Department, Rudicalization in the West: The
Homegrown Threat, at 6 (2007). This report seems to draw heavily from an earlicr FBI Intelligence
Assessment, The Radicalizanon Process: From Conversion to Jihad (May 10, 2006) though it is not cited.
* See ACLU press release, Fusion Center Declares Nanon's Oldest Universities Possible Terrorist Threat
(Apr 6, 2009) avarluble ar: hip fwww golu otg/ieehnelogy and Hbedy/tusion center declupes

3
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and religious profiling.” New York City Muslim and Arab community leaders formed a
coalition in response to the NYPD report and issued a detailed analysis criticizing the
NYPD for wrongfully “positing a direct causal relation between Islam and terrorism such
that expressions of faith are equated with signs of danger,” and potentially putting
millions of Muslims at risk.®

A 2008 report by this Committee entitled Violent Islamist Extremism, The
Internet, and the Homegrown Terrorism Threat ignored this criticism and once again
restated the NYPD’s flawed radicalization theories in arguing for a national strategy ““to
counter the influence of the ldeology.”7 Again, Muslim and Arab civil liberties
organizations united to issue a joint letter complaining that the report “undermines
fundamental American values” and “exacerbates the current climate of fear, suspicion
and hatemongering of Islam and American Muslims.” And now this Committee has also
relied upon this flawed report yet again to argue that the existence of such a path to
radicalization justifies a renewed law enforcement and intelligence focus in a manner that
will bring unjustifiably severe focus on the entire Muslim community in America.

It is important to recognize the impact these dubious reports have on the
American Muslim and Arab communities, as explained in their thoughtful responses,
because the Committee has heard in the past testimony from several witnesses who cited
the growth of Islamophobia and the polarization of the Muslim community as risk factors
that could raise the potential for extremist violence.® If the goal is to encourage greater
community cooperation with law enforcement, the last thing government should be doing
is isolating that community and imbuing it with an aura of suspicion and guilt by
association.

indeed a more recent United Kingdom analysis based on hundreds of case studies
of individuals involved in terrorism reportedly concluded that, contrary to the NYPD
study, there is no single identifiable pathway to extremism and “a large number of those

* Aziz. Hug, Concerns with Mitchell D. Silber and Arvin Bhatt, N.Y. Police Dep't, Radicalization in the
West: The Homegrown Threar, New York University Schoot of Law, Brennan Center for Justice (Aug. 30,
2007 available ar bipthrennan Sedn nevd 36eaddaue68ah3e5 shimbyvixet pdll See also American Crvil
Liberties Umon el al., Coalition Memo to the Senate Committee on Homeland Security and Governmenial
Affairs Regarding "Homegrown Terrorism,” (May 7, 2008) availubic at
hp/iwway acly org/satelrec/general/352091e2 20080507 mml.
¢ Muslim Amenican Civi} Liberties Coalition, Countert ERRORism Policy: MACLC's Critigue of the
NYPD's Reporr on Homegrown Terrorism (2008).
7 Unuted States Senate Committee on Homeland Security and Governmental Affairs Majority and Minority
Staff Report, Violent Istamust Extremism, The Internet, and the Homegrown Terrorist Threat (May 8,
2008).
¥ Coalition Letter to the Honorable Joseph 1. Lieberman and the Honorable Susan M. Collins (May 14,
2008) available ar hup./ivw
Athied__response_FINAL pdf
? See, e.g., Hearing of the Senate Homeland Security and Governmental Affairs Committee, Violent
Istumist Extremism: The European Experience (June 27, 2007) (testimony of Lidewijde Ongering and
Marc Sageman among others, available at:

: sov/publiczndey, chn’Fuse Action=Heungs HemmedeHeamg 1D=008ei 808 75¢y
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involved in terrorism do not practice their faith rcgu]arly.”m Moreover, the study
reportedly identified “facing marginalization and racism”™ as a key vulnerability that
could tend to make an individual receptive to extremist ideology.'' The conclusion
supporting tolerance of diversity and protection of civil liberties was echoed in a National
Counterterrorism Center (NCTC) paper published in August 2008. In exploring why
there was less violent homegrown extremism in the U.S. than the U K., the authors cited
the diversity of American communities and the greater protection of civil rights as key
factors."” The Department of Defense’s (DOD) report on force protection after the Ft.
Hood shootings looked at the scientific literature, rather than flawed theories, and
determined that “researchers have yet to develop a single model that can estimate who is
at risk for potential violence.”” The report emphasized that predicting who might
become violent is extremely difficult because while researchers have identified certain
risk factors, “few people in the population who have risk factors. .. actually assauit or kill
themselves or others.”" Most importantly, and contrary to the NYPD report, the DOD
study found that religious fundamentalism is not a risk factor, “as most fundamentalist
groups are not violent, and religious-based violence is not confined to members of
fundamentalist groups.”'”

It is also important to remember that Muslim and Arab groups aren’t the only
ones affected by the government’s inappropriate reliance on an unsubstantiated theory of
radicalization. Non-violent protest groups have repeatedly been targeted for surveillance
and infiltration by law enforcement over the last several years based on their opposition
to government policies from both sides of the political spectrum. An assessment
published by the Department of Homeland Security (DHS) in 2009 warned that right-
wing extremists might recruit and radicalize “disgruntled military veterans.”'® An
intelligence report produced for DHS by a private contractor accused environmental
organizations like the Sierra Club, the Humane Society and the Audubon Society as
“mainstream organizations with known or possible Jinks to eco-terrorism.”"’ Similarly, a
Missouri Fusion Center released an intelligence report on “the modern militia movement”
that claimed militia members are "usually supporters™ of presidential candidates Ron

" Alan Travis, “MIS Report Challenges Views on Terrorism in Britain,” The Guardian, (Aug. 20, 2008) at

hip Awww goardim co uk/uk /2008 bup/ 20/ahsequy wreonssm 1y Alan Travis, The Making of an
Extremist, The Guardian (Auyg. 20, 2008) ar:

bitp A ww euardian co uh/uk/ 2008 /aup/ 2O/uksecurty gerorsn

i,

" National Counterterrorism Center Conference Report, Towards a Domestic Counterradicalization
Straregy, (August 2008), Nowwithstanding the conclusion, the paper inexplicably went on to examine how
the U.S. could better adopt U.K. counterterrorism strategies.

" See Department of Defense, Protecting the Force: Lessons from Fort Hood, Report of the DOD

Progecting Pheboree Web_Securiy R 3gan) 0. pdl,

14 Id

" 1d., at D3,

'® See U.S. Dep’t of Homeland Security, Assessment; Rightwing Extremism: Current Economic and
Political Climaie Fueling Resurgence in Radicalization and Recruiment (Apr. 7, 2009). available at
fuep wnd contimages/dhy rightwing-¢xarennsn pdt,

" UNIVERSAL ADVERSARY DYNAMIC THREAT ASSESSMENT, ECO-TERRORISM. ENVIRONMENTAL AND
ANIMAL RIGHTS MILITANTS IN THE UNITED STATES (May 7, 2008) avadable at
hup7iwakideabs.oredeab/dhs-cooterronism-n-us-"008 pdf,
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Paul and Bob Barr.”® Slandering upstanding and respectable organizations does not just
violate the rights of these groups and those who associate with them, it wastes security
resources and undermines public confidence in the government.

So, we do not criticize the Committee’s report and the underlying NYPD report
solely because they tend to cast guilt by association upon America’s Muslim community
~ though they do just that. More broadly, these reports suggest that there is something
inherently wrong in radical belief systems, something worthy of investigation and
suspicion. Instead, the basis for bringing law enforcement and intelligence resources to
bear on a problem should rest on whether the targets are prone to violence and/or
criminal behavior. Ideological beliefs, even extreme ones, are entitled to the full
protection of the First Amendment to the U. S. Constitution. As Barry Goldwater said to
the Republican National Convention in 1964, “Extremism in the defense of liberty is no
vice.” This report rests on a wholly contrary assumption - that radical beliefs alone
justify suspicion and investigation. Such an assumption is wrong under the First
Amendment, wrong under traditional American principles of fairness and justice, and
should noltgserve as the basis for this Committee’s recommendations to target Muslims in
America.

ey Greaney, "Fusion Center’ Data Draws Fire over Assertions, COLOMBIA DAILY TRIBUNE, (Mar. 14,
2009y avarlable i 7 dwwy columbrainbine conynew s~/ 2009 ma/ L usion conir, dats draws Ty
OVEE GsaCHTIONS/,

" This statement has focused on the NYPD report and 1ts flaws due 1o its centrality to the Commitiee’s
reporl. We have other concerns with the Committee report, including its farlure to recognize the role
played by over-clagsificaton in preventing adequate access to information on the part of some
investigators, and its failurc to consider the inadequacy of whistleblower protections that might otherwise
have encouraged reluctant FBI personnel to question the actions of colleagues.

6

11:07 Nov 29, 2011  Jkt 066620 PO 00000 Frm 00139 Fmt6601 Sfmt6601 P:A\DOCS\66620.TXT JOYCE

66620.038



H605-41331-79W7 with DISTILLER

VerDate Nov 24 2008

136

Post-Hearing Questions for the Record
Submitted to the Honorable Charles E. Allen
From Senator John Ensign

“A Ticking Time Bomb: Counterterrorism Lessons from the U.S. Government’s Failure to
Prevent the Fort Hood Attack”
February 15, 2011

1. InJanuary of this year, U.S. Border Patrol Agents arrested Said Jaziri, a Tunisian Muslim
cleric who had previously been deported from Canada to Tunisia in 2008. Canadian
authorities deported him when they discovered that he failed to report on his refugee
application a criminal conviction he received in France. In that incident, he was part of a
fundamentalist group that assaulted another Muslim whom the group believed to be
responsible for closing down a prayer room. In this most recent incident, the U.S. Border
Patrol found him hidden in the trunk of a car being driven fifty miles east of San Diego.
He allegedly paid a Tijuana-based smuggler $5,000 to successfully sneak him into the
United States.

Based on your experience from your previous positions, is the intelligence and
information obtained by federal immigration and border authorities from this type of
incident, being distributed to the various local, state and federal law enforcement and
intelligence communities? [f so, were there any restrictions on how this information
could be shared?

Again based on your previous experience, have there been any connections found or
indicated between indigenous radical Islamists and suspected radical [slamists attempting
to illegally enter the United States?

Answer

Based on my previous experience and knowledge as an Intelligence Community senior
intelligence officer and program manager, DHS” Custom and Border Protection would have
shared information obtained from Jaziri not only with federal law enforcement but also with state
and local authorities. The arrest was a high-profile event that gathered significant publicity and
public interest, especially in southern California. In this case, it is my understanding that the
information was shared by CBP with state and local governments,

Nonetheless, it was my experience as the Under Secretary for Intelligence and Analysis
trom 2005 to 2009 that CBP did not as a matter of policy and process share routinely with state
and local governments the information gathered on individuals stopped for further screening or
those who were arrested between US ports of entry.  Some of the information gathered was
shared, but it tended to be on a case by case basis, depending on the nature and the sensitivity of
the information gathered. 1 recall ensuring that not only my Office of Intelligence and Analysis
(1&A) received information gathered by CBP from interviews and arrests but that the National
Counterterrorism Center (NCTC) received it as well. | understand this information is now
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generally shared by CBP with J&A and the NCTC. Based on my experience, however, CBP
could make further improvements in sharing such information with state and local law
enforcement authorities. I recommend that this question be directed to the current Under
Secretary for Analysis and Intelligence at DHS for up-to-date information as well as to the
Director, Office of Intelligence, CBP, in order to obtain current insights into how CBP
information is shared.

We know that indigenous radical Islamists have maintained and continue to have
connections with Islamic extremists overseas in the Federal Administration Tribal Area (FATA)
of Pakistan and with al Qa’ida in the Arabian Peninsula (AQAP). We only have to review the
cases of David Coleman Headley of Chicago and Naijbullah Zazi of Denver to know the serious
threat posed by such relationships. Both received terrorist training in Pakistan; both posed a
direct threat to the US homeland. Zazi, in particular posed a grave risk in that he and conferates
were planning suicide bombings on the New York City subway system. The number of young
North American Muslims who follow extremist websites and who engage in “chat” with other
extremists here in the United States as well as with terrorists abroad is extremely worrisome. For
example, we all should be deeply concerned over the continuing connections of young American
Mustims with Anwar al-Awlaki, the radical US cleric who is on the run in the wilds of Yemen,
but who still posts messages urging the killing of Americans via Internet communications, such
as YouTube. Neither the current US administration nor the previous one has had an effective
strategy for countering homegrown terrorism.

2. This Committee’s investigation of the Fort Hood tragedy showed that the FBI’s Joint
Terrorism Task Force (JTTF) office in San Diego, California, sent a “discretionary lead”
to their counterparts in Washington, D.C., regarding Major Hasan, on January 7, 2009. It
took six weeks for this lead to be assigned to a task force officer; in this case, a detailee
from the Department of Defense’s Defense Criminal Investigative Service. This detailee
then did nothing regarding the lead until the last day before the 90-day deadline for
completion of such discretionary lead investigations. Even then, all this detailee did was
check database and personnel file records before closing the investigation. He did not
interview one single individual that might have caused a more in-depth investigation.

Considering that the JTTF is an FBI-led entity, did any FBI regulations in place at the
time require earlier investigative action, for example within 14 days after assignment or,
at the least, a verbal or written status report to be provide to the task force supervisor?

In the absence of such regulations, shouldn’t the task force supervisor have requested
such a status report earlier, considering that the investigation concerned an officer of the
U.S. military?

Answer

In my view, the questions posed raise serious questions about the Joint Terrorism Task
Force (JTTF) structure and modus operadi. The JTTFs were established beginning in the early
1980s, to investigate and pursue subjects believed to be engaged in terrorist acts.  Currently,
there are over 100 JTTFs across the country; they are led by the FBI but have representatives
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from other law enforcement and intelligence entities (for example, Immigration and Customs
Enforcement, DHS, has over 200 officers assigned to JTTFs). The JTTFs have operated over
the years in a highly decentralized mode whereby they interact as needed among themselves in
order to pursue counterterrorism leads and to work jointly, as necessary, where there are
overlapping jurisdictions, In most cases, this model works well, and the JTTFs have done an
outstanding job in disrupting and preventing terrorist attacks within the United States. We are
an infinitely safer country as a result of the dedicated work of the JTTFs.

Nonetheless, the JTTF model is insufficient and needs to be reviewed and, in my view,
restructured. The Fort Hood attack provides ample raison d’étre for such a restructuring. First,
because of the decentralized way JTTFs are managed and operated, the National Security Branch
and its Intelligence Directorate at FBI Headquarters were unaware of the “discretionary lead”
sent by the JTTF in San Diego to its JTTF counterpart in Washington, D. C,, regarding the email
contacts of Major Hasan with a “suspected terrorist.” Thus, the most senior officers of the FBI
responsible for counterterrorism policies and operations located at FBI Headquarters were not
aware of the “discretionary lead.” Second, the assignment of the lead in the Washington JTTF
to a detailee from the Department of Defense’s Defense Criminal Investigative Service was a
mistake; the detailee did not have the clearance to access a sensitive data base of the FBI that
almost certainly would have shed new light on the level of contact between Major Hasan and
“the suspected terrorist.” As indicated above, the JTTFs have hundreds of officers assigned to
them from other agencies. In my view, detailees should not be given the responsibility to pursue
a lead it he or she is not cleared at the levels necessary to conduct the investigation.

At the time of the Fort Hood attack, the FBI clearly did not have in place the standard
operating procedures and processes required to ensure that leads were pursued within reasonable
time frames nor did it have security clearance processes that ensured that JTTF personnel could
operate at a “systems high” level when necessary. Finally, FBI Headquarters remained unaware
of the “discretionary lead” until the attack at Fort Hood had occurred. [understand the FBI has
made a number of changes in the way the JTTFs operate as a consequence of the Fort Hood
shootings. But unless there are fundamental changes in the way JTTFs are structured and carry
out their responsibilities in the future, I am concerned we may have future incidents on the scale
of Fort Hood.
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Post-Hearing Questions for the Record
Submitted to General John M. Keane, USA, Retired
From Senator Claire McCaskill

“A Ticking Time Bomb: Counterterrorism Lessons from the U.S. Government’s

1.

Failure to Prevent the Fort Hood Attack”
February 15,2011

A comprehensive bipartisan report, “‘A Ticking Time Bomb,’ Counterterrorism
Lessons from the U.S. Government’s Failure to Prevent the Fort Hood Attack,” was
prepared for the purpose of (1) assessing the information the U.S. Government
possessed prior to the horrific attack at Fort Hood and, (2) identifying steps necessary
to protect the United States from attacks by extremist, violent Islamic terrorists whom
are radicalized largely within the United States. During both the hearing and
contained in the report is discussion of the process of “radicalization” a person
experiences when they become a violent Islamist extremist. Could changes in
personality and/or behavior identified in your report as leading to radicalization also
be attributed to some sort of mental illness or psychosis? If so, what type of
processes or training does the military presently have to identify, evaluate and address
the potential of a person having an underlying mental illness that might make them
more susceptible to radicalization? Do you know if this issue is being evaluated by
the Department?

Because Nidal Hassan was a violent Islamist extremist, much emphasis has been put
on developing training to identify a person who is a violent Islamist extremist. Does
the radicalization process described in your report or something similar apply beyond
the Muslim faith? If so, is the government preparing the same sort of training and
recognition techniques to identify the “radicalization” of a broader spectrum of
violent extremist persons? We only need to look back to Ruby Ridge, Waco, and the
race based killings at Fort Bragg. But at the same time I want to make sure we do not
implement future processes in too narrow a fashion. Can you address how the
Department might be able to take a broader focus on violent extremism?

The responses to these Questions for the Record were not received at time of printing.
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Post-Hearing Questions for the Record
Submitted to General John M. Keane, USA, Retired
From Senator John Ensign

“A Ticking Time Bomb: Counterterrorism Lessons from the U.S. Government’s Failure to

11:07 Nov 29, 2011

Prevent the Fort Hood Attack”
February 15,2011

1. As the Fort Hood Report shows, clear signs were missed by Major Hasan’s superior
officers of the Major’s transformation to radical Islamist beliefs. His written reports, his
oral presentations, and his comments to his fellow officers all showed him to be
sympathetic to the beliefs and grievances of radical Islamists with whom we are at war,
and opposed to the United States and our Constitution. There were policies and
procedures in place for the Army to discipline Major Hasan. For example, the
Department of Defense’s Guidelines for Handling Dissident and Protest Activities
Among Members of the Armed Forces could have and should have been applied to the
Major’s verbal statements, at the very least, but were not.

o I agree with your incredulity at this whole situation with Major Hasan. In spite of
his written and verbal comments, he was not disciplined, but evaluated as an
outstanding officer. Had Major Hasan been an enlisted man, would this have
changed anything? Were the thresholds lower for disciplining an enlisted
member for this type of behavior?

o As your statement noted, Major Hasan was given a “superstar” evaluation, while
in reality he was anything but. What is the review process of an officer’s
evaluation? Who else has to review and approve an officer’s evaluation before it
is finalized and placed in their official file?

¢ FElaborate on the possible reasons for the military’s inability to tackle the problem
of identifying and removing service members with radical Islamist beliefs and
how that compares and contrasts with the previous problems involving white
supremacist service members.

e How would the proposed training in the identification of the radicalization of an
individual need to be modified for those in combat zones?

The responses to these Questions for the Record were not received at time of printing,

Jkt 066620 PO 00000 Frm 00144 Fmt6601 Sfmt6601 PADOCS\66620.TXT JOYCE

66620.118



H605-41331-79W7 with DISTILLER

VerDate Nov 24 2008

141

Post-Hearing Questions for the Record
Submitted to J. Philip Mudd
From Senator John Ensign

“A Ticking Time Bomb: Counterterrorism Lessons from the U.S. Government’s Failure to
Prevent the Fort Hood Attack”
February 15, 2011

1. In January of this year, U.S. Border Patrol Agents arrested Said Jaziri, a Tunisian Muslim
cleric who had previously been deported from Canada to Tunisia in 2008. Canadian
authorities deported him when they discovered that he failed to report on his refugee
application a criminal conviction he received in France. In that incident, he was part of a
fundamentalist group that assaulted another Muslim whom the group believed to be
responsible for closing down a prayer room. In this most recent incident, the U.S. Border
Patrol found him hidden in the trunk of a car being driven fifty miles east of San Diego.
He allegedly paid a Tijuana-based smuggler $5,000 10 successfully sneak him into the
United States.

* Based on your experience from your previous positions, is the intelligence and
information obtained by federal immigration and border authorities from this type
of incident, being distributed to the various local, state and federal law
enforcement and intelligence communities? [f so, were there any restrictions on
how this information could be shared?

¢ Again based on your previous experience, have there been any connections found
or indicated between indigenous radical Islamists and suspected radical Islamists
attempting to illegally enter the United States?

Response: The information-sharing question you pose gets at the heart of one of the more
significant challenges any security or intelligence service faces in the 21st century. In the past,
questions about information sharing related to issues such as classification, or policy and
procedure, or the simple understanding by an officer in the field that a seemingly inconsequential
bit of information might somehow fit into a broader picture, and therefore be appropriate for
dissemination to a wider group of agencies. I am not an expert on the information sharing
policies followed by immigration and border authorities and [ am not certain whether there are
limitations -- in law, policy or practice -- related to dissemination of information from these
agencies. But ! can tell you that I do not believe policy and procedure are the sole, or even the
most significant, challenges to putting bits of information such as border or immigration data in
context by combining these bits with other federal, state, or local data.

Instead, in my experience, it is the growing volume of data, from both public and private sector
sources such as border and immigration authorities, that poses among the most significant
challenges for government data analysis. This type of analysis of massive data sets requires
long-term investment in hardware, software, and training. I found in government that budgetary
investments in information technology (IT) were still viewed as one-off events: buy this
hardware or software this year, and solve a problem. If we want to absorb ever-growing amounts
of data from diverse sources, such as immigration data (including digital data such as
biometrics), we will have to maintain a budgetary commitment to IT that is year-in, year-out,
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Some standard rate of reinvestment, in other words: either keep up with the information
revolution with investment every year, or fall behind. There is no middle ground. In my view,
then, an appropriate question might be whether federal services, when they are dealing with
immigration and border information, have the right tools, training, and legal backing to wade
through such massive data sets and find connections. 1 do not believe they do.

In addition, 1 believe the question you pose also gets to the heart of the expanding expectations
of federal security services. You ask about data sharing restrictions. During the past decade,
public and Congressional expectations of federal security services have expanded; these services
now have the responsibility of preventing events, not simply responding to events. Prevention of
events, by definition, involves looking at potential actors before they have committed a crime,
and sharing information about potential actors. And in a country of more than 300 million
people, there is not way to try to preempt that does not involve analyzing data patterns to try to
find aberrant behavior. After 24 years in various government agencies, I can tell you that
intelligence and law enforcement professionals are rightly leery of doing this: they know that
even if they are hit today with an accusation that they are not creative enough in looking for
connections across increasingly vast databases, tomorrow they will be vilified for looking too
aggressively at the same databases, or for storing information too aggressively.

2. This Committee’s investigation of the Fort Hood tragedy showed that the FBI’s Joint
Terrorism Task Force (JTTF) office in San Diego, California, sent a “discretionary lead”
to their counterparts in Washington, D.C., regarding Major Hasan, on January 7, 2009. It
took six weeks for this lead to be assigned to a task force officer; in this case, a detailee
from the Department of Defense’s Defense Criminal Investigative Service. This detailee
then did nothing regarding the lead until the last day before the 90-day deadline for
completion of such discretionary lead investigations. Even then, all this detailee did was
check database and personnel file records before closing the investigation. He did not
interview one single individual that might have caused a more in-depth investigation.

¢ Considering that the JTTF is an FBI-led entity, did any FBI regulations in place at
the time require earlier investigative action, for example within 14 days after
assignment or, at the least, a verbal or written status report to be provide dto the
task force supervisor?

s In the absence of such regulations, shouldn’t the task force supervisor have
requested such a status report earlier, considering that the investigation concerned
an officer of the U.S. military?

Response: | do not want to avoid your question, but | am simply not expert enough in the
tactical conduct of investigations to offer an informed answer to the question. As a CIA officer
who spent most of my carcer focused on intelligence overseas, and analysis, my role at the FBI,
as a detailee, was to bring an intelligence perspective to corporate issues related to collection,
reporting, analysis, and management of the expanding FBI intelligence program. I was not and
did not become an expert on investigations.
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Post-Hearing Questions for the Record
Submitted to Samuel J. Rascoff
From Senator John Ensign

“A Ticking Time Bomb: Counterterrorism Lessons from the U.S. Government’s Failure to
Prevent the Fort Hood Attack”
February 15, 2011

1. In January of this year, U.S. Border Patrol Agents arrested Said Jaziri, a Tunisian Muslim
cleric who had previously been deported from Canada to Tunisia in 2008. Canadian
authorities deported him when they discovered that he failed to report on his refugee
application a criminal conviction he received in France. In that incident, he was part of a
fundamentalist group that assaulted another Muslim whom the group believed to be
responsible for closing down a prayer room. In this most recent incident, the U.S. Border
Patrol found him hidden in the trunk of a car being driven fifty miles east of San Diego.
He allegedly paid a Tijuana-based smuggler $5,000 to successfully sneak him into the
United States.

e Based on your experience from your previous positions, is the intelligence and
information obtained by federal immigration and border authorities from this type
of incident, being distributed to the various local, state and federal law
enforcement and intelligence communities? If so, were there any restrictions on
how this information could be shared?

e Again based on your previous experience, have there been any connections found
or indicated between indigenous radical Islamists and suspected radical Islamists
attempting to illegally enter the United States?

There has been ongoing official attention to the possibility that individuals of concern to the
United States may enter the country illegally from Canada or Mexico. Relevant federal
authorities, in my experience, have proved effective at working with state and local partners to
address this serious issue and mitigate the associated risks. Indeed, in the specific case of Said
Jaziri, media reports have emphasized the role that firefighters played in alerting federal border
authorities of suspicious activity that led to the arrest.

2. Asthe Fort Hood Report shows, clear signs were missed by Major Hasan’s superior
officers of the Major’s transformation to radical Islamist beliefs. His written reports, his
oral presentations, and his comments to his fellow officers all showed him to be
sympathetic to the beliefs and grievances of radical Islamists with whom we are at war,
and opposed to the United States and our Constitution. There were policies and
procedures in place for the Army to discipline Major Hasan. For example, the
Department of Defense’s Guidelines for Handling Dissident and Protest Activities

' See Richard Marosi, Comtroversial Muslmm Cleric is Arrested While Sneaking into the U.S., L.A. TIMES (Jan. 27,
2011),
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Among Members of the Armed Forces could have and should have been applied to the
Major’s verbal statements, at the very least, but were not.

e Are there any programs in place at the state or local level that could be a good
starting point for the military to consider in educating its members on how to
identify radical Islamist behavior and how to respond?

In my experience, there are not programs in place at the state and local levels that can serve as
models for how the United States military ought to identify manifestations of radicalism. The
task of making sense of radical commitments by reference to behavioral criteria (as opposed to a
complex array of social and ideological factors) is very challenging. Furthermore, the military
will probably need to pursue a unique strategy in this area that attends to its legal and cultural
distinctiveness.
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