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DOD’S EFFORTS TO IMPROVE PAYMENT AND FUNDS
CONTROL

HOUSE OF REPRESENTATIVES,
COMMITTEE ON ARMED SERVICES,
PANEL ON DEFENSE FINANCIAL MANAGEMENT AND
AUDITABILITY REFORM,
Washington, DC, Thursday, September 22, 2011.

The panel met, pursuant to call, at 8:01 a.m. in room 2212, Ray-
burn House Office Building, Hon. K. Michael Conaway (chairman
of the panel) presiding.

OPENING STATEMENT OF HON. K. MICHAEL CONAWAY, A REP-
RESENTATIVE FROM TEXAS, CHAIRMAN, PANEL ON DE-
FENSE FINANCIAL MANAGEMENT AND AUDITABILITY RE-
FORM

Mr. CoNAawAY. Call the meeting to order. Welcome to today’s
hearing on DOD’s [Department of Defense] efforts to improve pay-
ment and funds control. Previous hearings have covered DOD’s ef-
forts to improve financial management, achieve audit readiness.

Improving financial management controls is critical to safe-
guarding taxpayer dollars and preventing waste, fraud, and abuse.
Today we will examine the Department’s efforts to address im-
proper payments, Antideficiency Act violations, and other types of
disbursements that increase the risk of fraudulent or erroneous
payments and impact the ability to report reliable information on
our financial statements.

Billions of taxpayer dollars are wasted each year when the Fed-
eral Government makes payments in incorrect amounts to the
wrong entities and to entities that are not eligible to receive those
payments. In fiscal year 2010, the Federal agencies reported an es-
timated $125 billion in improper payments, of which a billion was
reported by Department of Defense. Under any other circumstance,
a billion would be considered a staggering amount. Yet both the
DOD Office of Inspector General and GAO [Government Account-
ability Office] have reported that DOD may not be reporting or cap-
turing the full extent of its improper payments.

Properly identifying and reporting the amount of the improper
payments is a critical step on the way to developing actions needed
to prevent and recover these payments. The Antideficiency Act pro-
hibits executive agencies from incurring obligations or making ex-
penditures that exceed their appropriations. That is one of the
major laws—major ways in which Congress exercises its constitu-
tional control of the purse.

In September 2008, GAO reported that as a result of continuing
financial management weaknesses, including difficulties in ensur-
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ing the proper authorization, processing and recording of payments,
DOD’s ability to timely and reliably determine the amounts of
funds that it has available to spend is impaired, and the Depart-
ment remains at risk of overobligating and overspending its appro-
priations in violations of the Antideficiency Act. In fact, according
to DOD—sorry, GAO, DOD reported 64 ADA [Antideficiency Act]
violations from fiscal year 2007 through mid-September 2011, total-
ing about $927 million.

DOD has taken actions to improve its financial management sys-
tem, yet as illustrated by the examples—certain examples, there is
still much work to be done. With budget deficits in the trillions, the
Government can ill afford to not properly account for all of our tax-
payer resources because of poor management controls.

I want to thank our witnesses in advance for their testimony. We
have today Mark Easton, Deputy Chief Financial Officer for the
Department of Defense; we have got Daniel Blair, Deputy Inspector
General for auditing, Department of Defense; and Asif Khan, Direc-
tor of Financial Management and Assurance from GAO.

I\II{OW I will turn to Rob Andrews for any comments he wants to
make.

[The prepared statement of Mr. Conaway can be found in the Ap-
pendix on page 27.]

STATEMENT OF HON. ROBERT ANDREWS, A REPRESENTATIVE
FROM NEW JERSEY, RANKING MEMBER, PANEL ON DE-
FENSE FINANCIAL MANAGEMENT AND AUDITABILITY RE-
FORM

Mr. ANDREWS. Chairman, good morning. I would like to thank
you and our colleagues for assembling a really first-rate panel.

We have heard from all three of these gentlemen in various
iterations over the last couple years, and I look forward to this
morning’s testimony.

I think the chairman set the context exactly right for this discus-
sion. If you exclude the OCO [Overseas Contingency Operations]
accounts, the overseas accounts in Iraq and Afghanistan, and you
look at real dollar defense budgets, the defense budget is 40 per-
cent higher than it was in 2001 in real dollars. We have essentially
the same end strength, the same number of ships, the same num-
ber of airplanes, which sort of begs the question, where is this
money, and what have we gotten for it?

Now, I don’t think there is a preordained right answer to what
the level should be. Actually, the best answer I have ever heard
was given by then-Marine Commandant General Krulak a few
years ago before the committee when someone asked him what he
would do with the last dollar he had to spend. And he said, I would
spend it on, after he or she has completed their mission success-
fully, bringing my last Marine home safely. Pretty good answer, I
thought.

So, with that spirit in mind, in looking at this 40 percent real
growth over time, we have a lot of important decisions to make. We
can’t make good decisions without accurate data. And we can’t
have accurate data without auditable financial statements.

The chairman talked about the alarming level of inappropriate
payments. When I say “inappropriate,” I don’t mean necessarily
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criminal or nefarious, but, you know, paying too much for the right
thing or paying something for the wrong thing. And so I think we
have assembled—I know we have assembled—three individuals
that have great expertise in addressing this problem and pointing
us in the right direction.

And Mr. Chairman, I am looking forward to hearing what they
have to say and then engaging with our colleagues in some good
questions to further edify the effort.

So, good morning, and I look forward to hearing what you have
to say.

Mr. CoNAWAY. Thanks, Rob.

One quick anecdote. I was on a trip last week out in the hither
lands at a DOD facility. We finished the tour, and a couple of the
guys who were leading the tour were walking, the three of us were
walking off, and they were having a brief conversation. And I
wasn’t paying much attention, but the phrase “ERP” [Enterprise
Resource Planning] came into their conversation. This is between
those two. So I kind of stepped into it.

I said, what are you guys talking about? And they were talking
about they were going to, over the next 3 or 4 weeks, they were
going to have to put in an extensive amount of work to get con-
verted to whatever the ERP thing they were working on.

I said, well, what do you think about that? They were very com-
plimentary. They had no reason to know why I had a keen interest
in it. They said, you know, it is going to be better on the other side.
It will help us work our work better.

So, Mark, pass on to the rest of the squad, it is filtering all the
way down to buy-in by folks who are actually having to, at the
point end of that sword, to have to put it together. So I was very
encouraged by their comments that they were sold out to the ad-
vantages of getting it done in their particular deal.

So, with that, Mark, you want to start us this morning?

STATEMENT OF MARK EASTON, DEPUTY CHIEF FINANCIAL
OFFICER, U.S. DEPARTMENT OF DEFENSE

Mr. EASTON. Thank you, sir.

Chairman Conaway, Ranking Member Andrews, members of the
panel, thank you for your continued interest in DOD financial man-
agement and for providing me an opportunity to relate it to issues
like  improper payments, problem disbursements, and
Antideficiency Act violations.

I submitted a more detailed statement for the record, but in the
interest of time, I will summarize briefly so that we will have as
much time as possible for questions.

As the deputy chief financial officer, my responsibilities at DOD
involve financial policies, systems compliance, and internal con-
trols, among a lot of other things. I have dealt with these kinds of
things in various capacities in the field, both in uniform and as a
civil servant and in the field particularly. So I appreciate your com-
ments relative to getting the word out.

I am proud to be part of a financial management workforce that
is supporting the warfighter around the world. But I am also mind-
ful of our stewardship responsibility and the fact that DOD finan-
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cial management has remained on the GAO high-risk list since
1995.

My experience tells me that a reasonable level of controls do
exist within DOD, especially in the local control of assets and ex-
penditure of funds. But my current position also provides me with
a broader perspective that must acknowledge enterprise-wide
weaknesses that negatively impact our financial management capa-
bilities and demand an enterprise-wide response. The lack of
auditable financial statements are clearly a symptom of those
weaknesses.

As we have talked to you many times in this forum, DOD has
a challenging business environment, a combination of size, com-
plexity, and geographical dispersion. How well we manage within
that environment depends on how well the people, processes, and
systems that have to deal with that interact and work together.

People are really the key, particularly now. We have a dedicated
and experienced workforce, and we rely heavily on those traits of
dedication and technical expertise. We depend on them not only to
support today’s mission, which has been expanding over the last 10
years particularly, and to deal with today’s problems, but also to
be able to acquire new skills and to lead change throughout the en-
terprise.

Another key business element is processes. And this is an area
that I think you are going to hear a lot of issues across the board.
But the one thing that we do agree on is the need for increased
and improved internal controls, more standard processes. That is
the key to being able to produce higher quality financial informa-
tion for both reporting and decisionmaking.

And the third factor, Mr. Chairman, is the one you mentioned
about ERPs. Clearly, our size and complexity demands that we
have automated, integrated systems. It is key to particularly being
able for us to support auditability and sustain those changes. The
bottom line is that a stronger business environment is really the
key. It will reduce the likelihood of improper payments and prob-
lem disbursements that we have experienced and minimize the risk
of ADA violations.

I would assert that we manage these three risk factors well, de-
spite current weaknesses, but we have to do much, much better.
Let me highlight each of these areas very briefly.

First, improper payments. The Defense Finance and Accounting
Service—and you heard from Martha Smith last week—handles
about 90 percent of all our payments. We use post-base statistical
sampling on five of the six major programs that we have. And we
plan to expand—and this is an area of contention—but we plan to
expand that to our commercial payment area, post-payment statis-
tical sampling, in addition to being able to act on issues that we
receive in terms of notifications from vendors to be able to recap-
ture those—capture those resources.

We use the processes to be able to identify root causes and act
on those causes. As you mentioned, the Government-wide error
rate with the $120 billion that are reported of improper payments,
you know, we represent roughly half of that as a percentage, and
about $1 billion. The elements that we are emphasizing through
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auditability, and this is the linkage that I will keep am coming
back to, strong internal controls will further reinforce this program.

Turning to problem disbursements, and to try to use a plain
English analogy, we have thousands of people writing checks and
thousands of individual accounts. One digit or one problem on any
one of those transactions oftentimes doesn’t prevent that payment
from being disbursed, but it does prevent it from being able to re-
turn and being posted to your checking account. We put problem
disbursement—essentially, that is what a problem disbursement
is—we put problem disbursements into three categories: un-
matched, which is a case that we have an obligation, and that dis-
bursement cannot find its way back to that obligation, so we have
an unmatched condition. The second is something we call a nega-
tive unliquidated obligation, which means it did find that original
obligation, but the dollar value exceeded that. And then the third,
you might refer to it as float in your own checking account, where
you have written checks, we call that in-transits. Once those in-
transits reach a particular age, they essentially fall into the cat-
egories of problem disbursements.

Across the board, we have made significant progress. For exam-
ple, in 1999, overage problem disbursements since then have been
reduced by 82 percent; negative unliquidated obligations have been
reduced by 97 percent.

Antideficiency Act violations are another matter. They can occur
for a number of reasons: a violation of purpose, time, or amount.
We first strive to prevent the occurrences. And as you heard Sec-
retary Hale say, the only right goal for Antideficiency Act viola-
tions is zero. But when they do occur, we need to track them, track
the ongoing investigation, and make sure that we reach a conclu-
sion and report promptly. Each ADA case is unique, but there are
recurring themes. And frequently, they reveal a need to increase
the level of training and awareness, because it is a very, very com-
plex business environment.

Over the past 4 years, a total of 123 cases were identified
through audits or through self-reporting, and we would like do
more through self-reporting, having management assume that re-
sponsibility; 48 cases were investigated and found to be actual vio-
lations and were reported; 37 cases were investigated and found to
be no violations; and 38 are currently under investigation as poten-
tial violations. It is important to note that it is not—once we begin
an investigation, we may reach the conclusion that it is not a viola-
tion in the course of the investigation. We have been able to mini-
mize, and the number of Antideficiency Act violations have been
relatively stable despite a very, very porous business environment.

Our current emphasis on internal controls as part of our audit
readiness program should contribute to timelier investigation—ex-
cuse me, timelier identification, that is really the key, and more ef-
ficient investigation of those cases. Secretary Hale has placed sig-
nificant emphasis on ensuring that we are reporting in a more
timely manner. We inherited approximately—we have reduced the
number of overage cases—these are cases that are too old, past the
1 year time frame to investigate and report—we have reduced that
number by 60 percent.



6

In summary, please be assured that my colleagues and I are fully
committed to fulfilling our stewardship responsibility to the tax-
payer. We recognize the benefits of a stronger and better controlled
business environment. One that supports auditable financial state-
ments will increase public confidence in our reporting and will re-
duce the incidents of improper payments and problem disburse-
ments. Most importantly, they will provide better information for
us to get more out of the program.

We are building a business environment, those people, processes,
and systems, that will attack the causes, not just the symptoms.
And finally, we are maintaining a strong working relationship with
key stakeholders, to include my colleagues on the panel today,
GAO and DOD IG [DOD Office of Inspector General]. Their feed-
back, while sometimes painful, is important to our overall efforts
to strengthen financial management.

Mr. Chairman, this concludes my statement, and I sincerely ap-
preciate the time that you and your distinguished panel have in-
vested to better understand our challenges and support our efforts
to address them.

[The prepared statement of Mr. Easton can be found in the Ap-
pendix on page 29.]

Mr. CoNAWAY. Thanks, Mark. Daniel.

STATEMENT OF DANIEL BLAIR, DEPUTY INSPECTOR GENERAL
FOR AUDITING, U.S. DEPARTMENT OF DEFENSE

Mr. BrAIR. Chairman Conaway, Ranking Member Andrews, and
distinguished members of the panel, good morning, and thank you
for the opportunity to appear here before you on behalf of the DOD
IG to talk about improper payments, Antideficiency Act violations,
and other problem disbursements.

In the current economic environment, it is important for DOD to
know that every payment that it makes goes to the right person
for the right amount and at the right time. Over the past few
years, the Department has worked hard to address its financial
management challenges and has recognized some of the impedi-
ments that need to be resolved. However, more progress needs to
be made in order to be good stewards of the taxpayers’ money.

Since fiscal year 2007, DOD IG has issued 27 audit reports ad-
dressing improper payments. These payments are often the result
of unreliable data and poor internal controls, and they create an
environment where fraud and waste are more likely.

In fiscal year 2010, the Department reported nearly $1 billion of
estimated improper payments. However, we found the Depart-
ment’s process did not review more than half of the fiscal year 2010
gross outlays and therefore question the reliability of this estimate.

Without strong internal controls, the Department is at risk of
making improper payments. For example, our audit of a contract
supporting Broad Area Maritime Surveillance found that DOD per-
sonnel did not validate that a contractor was entitled to receive
over $329 million because none of the invoices were reviewed. We
also found that the Navy paid this contractor $206,000 for ques-
tionable travel expenses, such as a golf outing and air shows in
Paris and Singapore.
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We have concerns about the large number of potential
Antideficiency Act, or ADA, violations that are averted because we
identify them during the course of our audit, and the Department
takes appropriate corrective actions to remedy these situations.
Since 2005, we have issued 49 reports that have identified over 900
potential ADA violations, valued at over $2.3 billion, which the De-
partment needed to investigate and resolve.

We found that the Department often sends money to other Fed-
eral agencies to fulfill contracting needs. And this money may be
used beyond the time and purpose limitations of the appropriation.
A joint audit that we did with the State Department IG recently
on the Afghan National Police Training efforts identified almost
$75 million in potential ADA violations. Using Defense Department
funds, the State Department re-obligated funds outside the scope
of the reimbursable agreement and moved expired funds to cover
new requirements.

Fund Balance with Treasury reconciliations are a basic control to
ensure that all disbursements are properly accounted for, and they
help to identify problem disbursements. As you know, generally
Fund Balance with Treasury is similar to a checking account that
needs to be reconciled on a regular basis. However, the Department
oftentimes struggles to consistently reconcile these accounts, which
last year totaled over $521 billion.

Currently, 54 other defense organizations share a commingled
Fund Balance with Treasury account and must rely primarily on
balances in the Cash Management Report when reconciling to the
U.S. Treasury. However, we recently found that the cumulative
balances on the Cash Management Report were over $9 billion dif-
ferent than amounts reported by the U.S. Treasury and included
$1.45 billion in unmatched transactions.

During fiscal year 2010, the Marine Corps’ financial statement
audit of its Budgetary Resources, Statement of Budgetary Re-
sources, the Marine Corps was unable to support its Fund Balance
with Treasury reconciliations. However, starting in June of this
year, the Marine Corps has been able to provide detailed trans-
action files supporting its reconciliation process. So there is an ob-
vious note of improvement that has taken place since the last
year’s audit.

Before closing, I also want to briefly mention three key chal-
lenges that must be addressed before the Department’s financial
statements become auditable by the 2017 deadline. These three
areas are improving data reliability, improving internal controls,
and effectively implementing new systems. These challenges must
be resolved before this ambitious plan can become a reality.

We frequently identify financial data that is incomplete and inac-
curate. And as a result, DOD decisionmakers and other leaders
cannot rely on this data to make sound business decisions. The De-
partment also faces pervasive internal control weaknesses that
hamper its financial management efforts. While DOD’s new sys-
tems are a key component of its auditability strategy, unless the
Department first improves the quality of the data and reengineers
its processes, many of the intended benefits of these systems will
not be realized.
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In closing, sound financial management is critical to providing ef-
fective stewardship over billions of dollars the Defense Department
receives annually. While I recognize that there is significant effort
that the DOD leadership is putting in at this point to resolve finan-
cial management problems, frankly, much more remains to be
done. Senior leadership in the Department and other stakeholders,
including Congress, need reliable financial information on a daily
basis to ensure that every dollar supports the warfighter and im-
proves military readiness.

This concludes my statement, and I would be happy to answer
any questions that you may have.

[The prepared statement of Mr. Blair can be found in the Appen-
dix on page 40.]

Mr. CoNawAY. Thank you, Daniel.

Asif.

STATEMENT OF ASIF A. KHAN, DIRECTOR, FINANCIAL MAN-
AGEMENT AND ASSURANCE, U.S. GOVERNMENT ACCOUNT-
ABILITY OFFICE

Mr. KHAN. Mr. Chairman, Ranking Member Andrews, and mem-
bers of the panel, good morning.

It is my pleasure to be here today to provide our perspectives on
the status of Department of Defense funds control and payment
controls.

As a steward of public resources, DOD is responsible and ac-
countable for using public funds for the purposes and within the
timeframes and amounts prescribed by law, making payments to
the right parties in the correct amount, identifying and recouping
any improper payments, and accurately recording and reporting on
its transactions on the use of public funds.

I would like to thank the panel for holding this important hear-
ing. Having assurance that these basic controls and processes are
working correctly is a fundamental prerequisite for overall finan-
cial reliability and reporting. In my testimony today, I will discuss
the weaknesses in DOD’s funds control and payment controls and
their impact on the reliability of DOD financial information. I will
also discuss the Department’s efforts to estimate its improper pay-
ments. My statement today is based primarily on our prior work.
In addition, it includes relevant information from reports issued by
the DOD Inspector General.

First, regarding funds control, for years GAO has reported perva-
sive weaknesses in DOD’s controls over its funds and the reliability
of its financial reporting. For example, in 2008, like you had men-
tioned, Mr. Conaway, we had reported that DOD’s complex and in-
efficient payment processes, unintegrated business systems, and
weak internal controls impaired its ability to maintain proper
funds controls, putting DOD at risk of overobligating or over-
spending its appropriations. These conditions have hindered its
ability to ensure that transactions are accurately recorded, suffi-
ciently supported, properly executed, and effectively monitored. In
other words, at any given time, DOD does not have sufficient reli-
able information available to provide assurance that its obligations
and disbursements are within budget and legal limits.
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Funds control weaknesses place DOD at risk of violating the
Antideficiency Act, enacted to prevent agencies from incurring obli-
gations or making expenditures in excess or in advance of appro-
priations. The ADA requires DOD to report on its ADA violations.
For the 5-year time period from fiscal year 2007 through Sep-
tember 15, 2011, DOD reported 64 ADA violations, with a total dol-
lar amount of just over $927 million. However, DOD’s reporting of
ADA violations may not be complete as a result of other pervasive
internal control weaknesses.

In addition, DOD has a category of disbursement it refers to as
problem disbursements. They include disbursements paid that have
not been matched to their related obligation records as a result of
breakdowns in both fund control and payment controls. DOD has
been reporting hundreds and millions of dollars in unmatched dis-
bursements over 120 days old in recent fiscal years.

Problem disbursements increase the risk of making fraudulent or
erroneous payments without detection. In addition, problem dis-
bursements impair the reliability of DOD financial statements and
DOD’s1 ability to control its disbursements, a key aspect of funds
control.

These and other weaknesses over financial reporting have pre-
vented the military services, and DOD overall, from preparing a re-
liable Statement of Budgetary Resources, the SBR, since they were
first required in 1998. For instance, like Mr. Blair mentioned, the
Marine Corps received a disclaimer of opinion on its fiscal year
2010 SBR due to serious control weaknesses. Also, funds control
and other weaknesses are currently hindering Navy’s audit readi-
ness related to its Funds Balance with Treasury. Controls over
Fund Balance with Treasury are similar to reconciling a checkbook
with a bank statement and a key step in preparing the SBR.

Finally, regarding improper payments, DOD reported for fiscal
year 2010 that it made an estimated $1 billion in improper pay-
ments. However, these estimates do not include amounts from its
commercial payment programs, which account for approximately
one-third of the value of DOD payments. Our prior work and re-
ports issued by the DOD IG have highlighted the Department’s
longstanding and significant problems with estimating and pre-
venting improper payments.

Specific weaknesses in DOD’s payment controls include inad-
equate payment processing, inadequate support documentation for
expenditures, financial systems deficiencies, and also weak contract
audit and payment controls. We have also reported on weaknesses
in DOD processes for assessing the risk of improper payments and
in reporting estimated amounts of improper payments.

In closing, Mr. Chairman, DOD continues to face difficult chal-
lenges. If DOD is to achieve its stated goal of audit readiness for
its consolidated financial statement by the end of fiscal year 2017,
it is critical for the Department to closely monitor its progress. It
is also critically important for DOD to focus on the basics, such as
correctly recording obligations, performing key reconciliations, and
making accurate payments.

Mr. Chairman, Ranking Member Andrews, and members of this
panel, this concludes my prepared statement. I would be happy to
answer any questions that you may have at this time. Thank you.
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[The prepared statement of Mr. Khan can be found in the Appen-
dix on page 61.]

Mr. CoNAwAY. All right.

Thank you, gentlemen.

We are going to reverse order on our side.

Todd for 5 minutes.

Mr. YOUNG. Thank you, Mr. Chairman.

Thank you to all of our witnesses for your service and appear-
ance here this morning. I wanted to direct my line of inquiry to
ERP implementation, something all of you touched on at various
levels of detail.

DOD we know is investing billions of dollars in modernizing
these business systems. And there have been some challenges, un-
derstandably at some level in terms of implementing these systems
in a timely fashion and within budget. It was Mr. Blair, I believe,
in his testimony, who said that DOD has been unable to meet key
milestones for 4 of the 11 ERP systems in the Department.

So I am curious what impact you project that any continued slip-
pages will have in terms of the Department’s efforts to improve its
funds control and payment processes, firstly. And then, secondarily,
what, if anything, is being done and can be done to mitigate those
slippages in your interface with the vendors or internally?

Mr. BLAIR. One of the things that is important to note is how
critical the ERP systems are to the Department’s fund balance—
or not just fund balance, but to auditability of all of its statement.
And as you noted, some of them have slipped. And I think that be-
cause it is such an integral part of the auditability efforts, this slip-
page is of serious concern. It could have a profound impact upon
whether or not the Department is able to meet its auditability goal.

What we have done at the IG is to increase the number of audits
that we are doing of these systems, because what we are starting
to see is that there are some consistent themes in LMP [Logistics
Modernization Program], for example, or GFEBS [General Fund
Enterprise Business System], where some of the same problems
exist in those systems, where they are not compliant with the
standard general ledger, for example. And we are making rec-
ommendations to the Department to fix these, but also to look at
how they are implementing other ERPs so they can take the les-
sons learned from one and apply it to all, as appropriate.

Mr. YOUNG. Thank you.

Mr. Easton.

Mr. EASTON. We appreciate the question. I think that with I
would say most the of the ERPs—we have still got a couple of
ERPs from Air Force coming along—but most of the ERPs we are
beginning to more effectively apply lessons learned. And I would
look for some of the slippages in schedule to be mitigated, if only
for the fact that we are very close to the end of the program in
many regards. We are directly linking those things to audit readi-
ness.

I would venture to say that some of our previous experience and
some of the cause is the fact that we had the acquisition program
delivering a system without the business community fully engaged
and being able to link the kinds of things that we talked about. So
I think that we have done a much better job of being able to say,
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you know, these are the problems that we are trying to solve rel-
ative to problem disbursements.

Having said that, we are putting these ERPs into an environ-
ment that is sort of flawed. And so the interfaces that exist now,
hopefully many of them will go away, we will begin to improve that
process as well. So bottom line is that we are getting better, but
it is a critical enabler.

Mr. YOUNG. You share that assessment, Mr. Khan?

Mr. KHAN. Mr. Young, I just want to mention two things as far
as the ERP slippage is concerned. The impact is going to be more
cost, obviously, because there are cost overruns. And it is going to
require more money in terms of using legacy systems. And the im-
pact of using legacy systems on a go-forward basis is going to be
on improper payments and ADA violations, because the underlying
cause is weak controls. If we continue forward with the legacy sys-
tems, it is going to perpetuate the weak controls, causing more im-
proper payments or continuing to have them and also ADA viola-
tions as the status quo.

Mr. YOUNG. So to take that to the next level, you say if we con-
tinue on with the legacy systems, it would require additional ap-
propriations by Congress, additional investments to move past
some of those systems, right? Otherwise we can experience addi-
tional data exchange challenges and corrupt data and what not,
right? So we are just going to have to weigh that trade-off.

Mr. KHAN. I mean, that is a correct consequence that you have
laid out.

Mr. YouNG. Okay.

Mr. KHAN. It is going to cost more to maintain the legacy sys-
tems, certainly, and operate them. And at the same time, addi-
tional money is going to be spent on developing the ERPs.

Mr. YOUNG. Thank you all.

I yield back.

Mr. CONAWAY. Thanks, Todd.

Rob, 5 minutes, or Joe.

Mr. ANDREWS. Recognize Mr. Courtney.

Mr. CoNAWAY. In spite of rewarding bad behavior, we will go
with Joe Courtney.

Mr. COURTNEY. Thank you, Mr. Chairman.

Over the weekend, I was at an Indian event, the Mohegan Indian
event, where they gave me a new name. It was Two Iron Fish in-
stead of Two Subs, which Mr. Conaway would appreciate that. Mr.
Blair, your testimony you talked about the 27 audits that have
taken place since 2007. What triggers those? Is that just sort of
random, or is it whistleblower complaints, or is it a regular proc-
ess? I mean, what—maybe you could just help me with that.

Mr. BLAIR. Our audits start from a wide variety of sources. Some
of them are whistleblowers. Some are as a result of our annual
planning efforts. Some of them are as of a result of outreach to the
Department, and we ask them, what are your areas of concern? So
we put that all together; we do our annual audit plan. And so that
is how we come up with the wide variety of the audits that we do.

Mr. CoUrRTNEY. So if we fast-forward to 2017 and we get to a
place where it is auditable systems, what does that mean for your
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office? Does that allow you to be less random in terms of trying to
find where the problems are?

Mr. BLAIR. There is no doubt that when we get to the 2017 date
that we are going to have to approach this with a large number of
our resources. And it will reduce the number of audits that we can
do in other areas. I do have a fairly large number of staff who are
financial statement auditors. And they will be the ones that will be
leading the 2017 effort. But it will impact some of the other work
that we have been able to do. But what I am hoping is that as we
go forward over the next several years, there will be more and
more corrections that will be made, less audits are needed in those
other areas, so that we will be able focus those resources appro-
priately on this effort.

Mr. COURTNEY. So when you, on page three of your testimony,
talked about we found the Department’s review process included
less than half of fiscal 2010’s first quarter gross outlays, I mean,
help me. I read that as saying that basically we don’t know about
where the other half is in terms of accuracy as far as payments.
And will that change once we get to 2017, assuming, you know, we
hit that date?

Mr. BLAIR. Mr. Easton and I were talking about that before we
started this morning. And one of the things that we agree on is the
need to expand the methodology that they are using to identify im-
proper payments and to go into those other gross outlays in subse-
quent years that they didn’t look at in fiscal year 2010. And the
more you look, the more you are going to find. The more you find,
the more corrections that can be made to prevent that going for-
ward. So I think that is the ultimate goal.

Mr. COURTNEY. Go ahead, Mr. Easton.

Mr. EASTON. Can I follow up? On that particular issue, I guess
going back to your broad question in 2017, I would like to see an
environment where management assumes responsibility for those
internal controls. I would like to be able to go to Dan and say, you
know, you are going to have to put your resources in a financial
audit. That will mean because we have recognized and acknowl-
edged and implemented controls so that you don’t have to make
these specific kind of things. On that particular issue of improper
payments, and this was an issue that, quite frankly, we did not
agree with the segment of outlays that was in the testimony were
intergovernmental outlays, essentially, and some in the intelligence
community that were not included, and we did not plan to include
those. And so there was a difference of opinion there. There is
much that we agree on, and that particular area that we did not
agree.

But an audit will allow us to be able to combine the internal con-
trol perspective, the coverage perspective, so that we don’t have
these disagreements in the future.

Mr. COURTNEY. Thank you.

I yield back, Mr. Chairman.

Mr. CONAWAY. Thank you.

Scott.

Mr. RIGELL. Thank you, Mr. Chairman.

I appreciate the panel coming in this morning. Having been in
the business for about 25 years, I have certainly been embarrassed
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from time to time to learn that our business had overpaid a vendor
twice. And I will even confess that in our campaign, in the blur of
life, we also paid twice there on occasion. So when you look at the
magnitude of the Department of Defense, it is not at all surprising
that this is a challenge.

Having said that, the testimony this morning, and particularly,
Mr. Blair, for some reason, I just focused in on what you both said
and what you have written in your testimony. There is a part of
me that gets extremely frustrated as a fellow American to hear
this. And the business side of me says, hey, what a great oppor-
tunity to make things better. There is no shortage of places to look.

I share your view that we have severely, in some cases, under-
stated the amount of overpayment. And at some point, if you could,
I don’t want to spend too much time on this, but if you could help
us quantify that, what your view is; what, you know, if it is not
a billion in the DOD, what is it? It is certainly higher.

One thing that seems to be absent in the reports that we are
hearing this morning is tying in accountability. This is going to be
a common theme that I am going to bring pretty much each and
every session. When we read about these overpayments—and I am
not looking for a scapegoat. I am not looking to just fire someone
to fire someone, but there does seem to be a lack of accountability
of the personnel. And we need to say, is it that the process has not
been clearly communicated? Have we not trained our people well?
Or, if we have done all of that and we just have some people who
are not performing well, have we held them accountable?

There is a sense, and you know this just as a fellow American
here, that our Government is not holding people accountable. We
want to promote the people who are doing well, reward them, have
more of an entrepreneurial approach in Government and also work
with and, if necessary, fire someone who is not performing well.

So, Mr. Blair, if you could comment, please, on, what are the bar-
riers to better performance? Is it the resources that we are not
funding our auditors enough? Because it seems to me you would
get a good marginal return on allocating more money to this, cer-
tainly with the numbers that I have seen. And then please com-
ment on the accountability part, both for our personnel and for the
vendors who—some who deliberately are stealing from the Amer-
ican taxpayer.

Mr. BLAIR. With regard to resources, I mean, I think that cer-
tainly the DOD IG has sufficient resources to fulfill the audit mis-
sion that we have. There is no lack of opportunities for us to audit.
Because we always end up at the end of every year with more au-
dits than we have staff for, so we have to roll some options forward
and do them in subsequent years.

I think the Department is dedicating a lot of resources to improv-
ing financial management. And I think it is important to note that.
To make real sustainable progress in financial management, I
think more resources may have to be dedicated to that in the fu-
ture. And that is a question that the senior leadership in the De-
partment are going to have to wrestle with; how much can they af-
ford to put in this area versus other areas?

As with regard to accountability, I agree with some of the state-
ments that you have made. It is very difficult to hold people ac-
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countable in the Federal Government. We oftentimes find that
when we get in and do our audits and we zero in on the office or
the person that was responsible, we have found that they left. They
have retired. They have gone to another job. But what we are doing
is making a more concerted effort, starting in this fiscal year, in
our audit reports to include recommendations that the Department
review the actions of specific individuals and take appropriate ac-
tion, as necessary, to hold people accountable.

Mr. RIGELL. Thank you, Mr. Blair.

And so you said we have the resources, but it is because maybe
the person has moved on. And I think we should work together to
help identify maybe the systemic challenges, the whole process.

And one thing that is somewhat unique to the military is, you
know, every time I meet a senior officer, for example, I say, well,
how long are you going to be here in Hampton Roads? Well, 2
years, 2 years. And I have known that every time—you know, let’s
say you hire somebody to fix the Department, the first thing they
say 1s, well, boy, what I inherited was really, really, but I will fix
it for you. And then they move on.

So I wonder if we should consider for these positions keeping
them in the job 6 years and 8 years, and to build a base to where
the3:1 could be held accountable in the most positive sense of the
word.

And I would like to circle back around—we will do this off line,
my time is running out here—but I would really like to know the
names of some of these companies who have just had these egre-
gious examples of overcharging. Because if you really circle back
around, every dollar that is spent for a golf outing in Paris and
France and Singapore, I am sure there is a young lance corporal
in Helmand Province that could use a little more support. So we
need to go after these guys and hold them accountable. And if they
steal from us, put them in jail. And conversely, the people who are
doing a good job, we promote them. And I just want to build more
of that culture in our Government.

I yield back. Thank you, Mr. Chairman.

Mr. CoNaAWAY. Thanks, Scott.

Rob.

Mr. ANDREWS. Thank all the witnesses.

Mr. Khan, I want to get into your description of the violation in
June 2010 involving the Army’s overobligation of fiscal year 2008
MPA [Military Personnel, Army] Army appropriation, which Mr.
Conaway and I and others have written a letter about to try to get
some more information. Now, I know that we don’t have the facts
yet on this, so I am not asking you to draw a conclusion. But I am
asking you to generate some hypotheses as to how this might hap-
pen based upon your experience. My understanding is what hap-
pens here is that it is discovered, you eventually discover that
there is a $200 million transfer by the DOD from the Working Cap-
ital Fund to the Army MPA fund. Is that what happens?

Mr. KHAN. That is correct.

Mr. ANDREWS. And then you say, well, gee, why did this transfer
happen? Essentially, the answer 1is, well, because we overobligated
the MPA fund by $200 million. Right? Is something wrong with
that? Is that what happens?
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Mr. EASTON. That is in process. I think that there was using
their transfer authority to transfer money. At the time, I think the
Army’s perspective was that they knew that they needed that
money. They had not already overobligated. That is their perspec-
tive, but that is under investigation right now.

Mr. ANDREWS. Okay. So it is not established that they overobli-
gated the $200 million?

Mr. EASTON. It is being investigated right now.

Mr. ANDREWS. Let me just say this. Assuming that it were, that
it was the case, and it may not be, but assuming it was the case,
what hypotheses could you generate, Mr. Khan, as to why that
happened?

Mr. KHAN. I think it has been established that it was overobli-
gated.

Mr. ANDREWS. Whether it has or hasn’t, if it were true——

Mr. KHAN. Right.

Mr. ANDREWS [continuing]. Typically, what might the reasons be
that something like that would happen?

Mr. KHAN. I mean, pure and simple, there was a lack of commu-
nication between the Army budget office and the program office.
The Army budget office was using estimates or what is known as
bulk obligations on a different set of projections than what was ac-
tually taking place in the field.

This is going back to 2008, when there was an uptick in recruit-
ment, fuel costs were going up. However, the budget estimates that
the Army budget office was using was still using old numbers. So,
consequently, there was a mismatch

Mr. ANDREWS. So they are assuming that they can hire people
and move them around in vehicles at a cost that is actually too low.

Mr. KHAN. That is correct.

Mr. ANDREWS. So they hire too many people and they drive too
many miles, and they overexpend the account by $200 million.

Mr. KHAN. And it was specifically related to permanent change
of stations, PCS [permanent change of station] moves, where they
are moving people around the country. And there was an uptick in
that also.

Mr. ANDREWS. Now, this is not a rhetorical question, but how
does that happen? I mean, and I think it goes to Mr. Rigell’s ques-
tion that somebody was figuring this out assuming, you know, $2
gasoline instead of $4 gasoline. Who did that, and how did it hap-
pen? Do we know?

Mr. KHAN. It is a flaw in the estimation process. And really un-
derlying that is a lack of connection, lack of a good process which
connects where the estimates are being created and where the ac-
tual expenses are taking place.

Mr. ANDREWS. But in plain English, doesn’t somebody say, gee,
you estimated someone is going to drive—fill their tank with 20
gallons last week, and you estimated it was going to cost $40, and
it cost $80. I mean, doesn’t somebody somewhere along the way fig-
ure that out and say, I wonder if all these projections are therefore
flawed? How can you make $200 million worth of that mistake?
Anybody want to take a whack at that one? That is a rhetorical
question.
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Mr. EASTON. There is no good answer to that. I think someone
should have known. Those accounts, number one, I think are basi-
cally viewed as an entitlement. In other words, we are supporting
the mission. We are managing them centrally, and we are exe-
cuting them decentrally without good connectivity. We have had
MILPERS [Military Personnel], ADAs across the board

Mr. ANDREWS. No one is questioning that when someone has a
permanent change of station, that their family should be moved. It
is an entitlement, absolutely. But that is not the issue. The issue
is whomever is calculating the cost of the moving van, the other
stuff that is going on, is wildly out of whack here. And I think it
goes to the earlier question about accountability. I would ask that,
consistent with the privacy obligations of the Department, with the
chairman’s consent, that you give us a blow-by-blow of what inves-
tigation took place, who was held accountable for that decision, and
what happened to them, again consistent with your Privacy Act ob-
ligations. I think we would like to know that, just kind of see what
happened here.

I yield back on that.

[The information referred to can be found in the Appendix on
page 97.]

Mr. KHAN. Mr. Andrews, I just wanted to add one point that in
DOD there are a lot of estimates. And estimates are not a bad
thing as long as they are trued up. It is not a perfect system. It
is like Chairman Conaway had mentioned; it is a large and com-
plex organization with antiquated systems. So estimating

Mr. ANDREWS. Let me ask just one quick follow-up, if I could,
and I should know this answer. The $200 million is off a base of
how large an account? How large is that account?

Mr. KHAN. It is around $43 million—I am sorry, $43 billion.

Mr. ANDREWS. Okay. So $4 billion is 10 percent of the account,
and $400,000 is 1—$400 million is 1 percent of the account. So this
is one half of 1 percent? That is a small number, but that is a pret-
ty big number, one half of 1 percent. That is more than a rounding
error. It is outside the standard deviation, I would think, for an ac-
count that size.

Mr. KHAN. It is material.

Mr. ANDREWS. Yeah, it is material. It is one half of 1 percent,
but on a $43 billion account, that is pretty serious money. So I
think we would like that kind of report, again consistent with your
Privacy Act obligations.

Mr. CoNAWAY. Thanks, Rob.

And we will reward bad behavior on our side.

Steven.

Mr. PALAZZO. Thank you, Mr. Chairman.

I appreciate you all coming out this morning. I think you all
know this is an extremely difficult job, and an important issue that
we are going to—it is pretty difficult to implement, but it is not im-
possible.

So we are here to keep putting the pressure on everybody to
make sure it becomes a reality. I had some stock questions, but my
colleagues brought up some points, so I am going to kind of deviate
from them. I will submit those for the record or something.
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When we are talking about ERP, I have never met an ERP that
actually was on time, within budget, and to the owner’s satisfac-
tion. Can you kind of tell me, have you all had any success stories
where we have had an IT [information technology] integration that
actually worked? And who actually comes up with these timelines?
I am sure it is probably a joint between the person, the consultant
selling the service and this product and the owner that is wanting
to purchase it. But why does it always seem that that is where our
time slippage comes from? Is it just unrealistic expectations? Or is
it just one of those things that you can just never grasp, and this
is going to become a reality for all ERP implementations?

We will start with Mr. Easton.

Mr. EASTON. I think it is a combination of things. I think that
we have typically unrealistic schedule estimates, overestimates
when it comes to savings associated with those. We don’t spend
enough time up front in terms of really thinking through the
changes in the business that we need to make prior to imple-
menting. And so, as a result, I think that—and at the same time,
we have a tendency not to want to stop. In other words, once we
are going on the wrong direction, we should stop.

The one example that I would say has been in general more suc-
cessful has been the DLA [Defense Logistics Agency] enterprise
business system, in which case they did have to make several
starts and stops, and they incremented on small scales. And I think
in general that tended to be more successful. But your track record
that you point out, I think, both within the Government as well as
private sector, is accurate.

Mr. BLAIR. I would have to agree with much of what Mr. Easton
said. The Department is the one who sets the milestone dates. And
those dates are often driven by a lot of external factors. The 2017
date I think is putting a lot of pressure on the interim milestone
dates, especially as it relates to the ERPs.

As we go through and audit the ERPs and we identify problems,
we oftentimes make recommendations that the Department not
further implement the system until the problems are addressed. To
this point, I have not seen where the Department has weighed in
on the side of caution. Rather, they more frequently push forward
with implementation, with the idea that they are going to fix it
later. And I am not aware of any success stories, as you asked ear-
lier, about ERPs being done on time and within, you know, cost or
schedule. I think this is a very consistent challenge that the De-
partment has to address.

Mr. KHAN. Sir, like you pointed out, ERPs are a challenge to im-
plement, even in a commercial environment. ERP software is very
sensitive. It is very complicated. So it has to be done right.

There are three observations that we have, GAO has, as far as
ERP implementations within the DOD environment. The first one
is requirements. It is critical that the upfront, like Mr. Easton had
mentioned, the upfront user requirements are correctly identified
so that additional work, slippages, do not come about in terms of
modifying the software once you begin to implement that. So that
is critical.

The other one is, like I had mentioned before, that there are sev-
eral legacy systems within DOD. They have got data which has to
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be fed into the ERPs. Data conversion is a challenge. It is un-
wieldy. I mean, it has to be done somehow, but that is also a cause
of slippages.

And the third one, which is linked to the antiquated systems, the
legacy systems, is the interface, how the older systems, some of
them, they can’t be pulled away, like MOCAS [Mechanization of
Contract Administration Services], at least in the near term. They
have to interface with the ERPs. And that can really complicate
matters.

Mr. ParAzzo. Kind of running out of time. Real quick, if there
is a repeat offender, someone that is constantly overcharging the
Government, what mechanism do we have in place, one—and real
quick, and whoever is the resident expert can pick this—to actually
seek reimbursement? And also, how do we debar Federal contrac-
tors from doing business with the Federal Government? That is a
loaded question.

Mr. EASTON. This is a little bit beyond my area of expertise, but
I think that that was what I was going to say. There are legal pro-
cedures that we can take relative to debarment. We can serve to
be able to recover those and offset those costs to be able to get that
money back, because frequently we are doing business multiple
times with the same people. But we aggressively go after those
folks and then use the contract administration folks to be able to
take the legal action as appropriate. I defer.

Mr. PALAZZO. T am out of time, but thank you. I appreciate it.

Mr. CoNAWAY. Thanks, Steven.

The Department reported in 2010 improper payments of about
$1.069 billion. Half of that, though, was in personnel or military
pay. Walk us through—there are certain areas, I guess, like com-
mercial pay, which is not represented on that list of five, you would
expect problems with. But you would think you would get the pay
right. What is in that $500 million number?

Mr. EASTON. In general, I think that we do get the pay right the
vast majority of the times. You know, many of those improper pay-
ments are in fact underpayments. You know, we get situations,
particularly—there are two situations I would point out. In other
words, we will report payments based on information that we don’t
have. Members have not provided us information, say if they get
married, that they are entitled to basic housing allowance or a par-
ticular thing. If we don’t have that information, there is a lag, in
other words, until we get that information. So when we actually
are able to catch up we pay that.

Mr. CoNawAY. Would that be considered an improper payment?

Mr. EASTON. Yes.

Mr. CoNaAwAY. Even though you are not—okay.

Mr. EASTON. Absolutely. And that is that we did not pay that on
time. So we keep track of those things.

The other thing, from a military personnel perspective, sort of
Reserve leave in terms of when reservists go on and off of Active
Duty and their leave has to catch up. And that is recorded as an
improper payment.

Mr. ConawaYy. Okay.

Mr. EASTON. We pay I would say 97 percent, you know, on time.
But still, and Mr. Andrews raised a question, these are big dollars
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that are reflected. But it is an ongoing relationship. We recover
money quickly, and we catch up quickly if we underpay.

Mr. CoNAWAY. I guess I would put those in two different cat-
egories. If a member hasn’t reported something to you and you
have got a back pay for something, I wouldn’t put that in the im-
proper payment category because you didn’t know. Anyway, we can
talk about that one.

Looking at the problem disbursements, I got a chart from April
2011 which shows for unmatched disbursements a total of $111
million, almost ununderstandable descriptor called negative unlig-
uidated obligations. I have no clue what it means, but it is 10 mil-
lion bucks. Zero for the Air Force by the way.

So, congratulations, Air Force, whoever is out there.

And anyway, and then aged in-transit float. When you say
“aged,” what is the date on that aging?

Mr. EASTON. Over 60 days.

Mr. CoNAWAY. Over 60 days. Why is the Army so much bigger
in their unmatched disbursements than everybody else?

Mr. EASTON. A primary driver right now is the implementation
of their ERP GFEBS, the General Funds Enterprise Business Sys-
tem that they are implementing. That is driving a significant num-
ber of unmatched disbursements. And these are disbursements
that are recorded. And if the Army were here, they would say that
in some cases, they would disagree with the reporting number. We
are in the process of trying to sort that out. That has been a long-
standing, as I look back on the reports that have been made on im-
proper payments, you know, it gets into some of the cataloguing
issues as the driver.

Mr. CoNAWAY. So how often do you pull that report?

Mr. EASTON. Every month.

Mr. CoNawAY. Every month?

Mr. EASTON. Every month.

Mr. CoONAWAY. So, at some point, you would expect the Army to
catch up and that number to drop when they get the GFEBS.

Mr. EASTON. Absolutely. And we put that in the FIAR [Financial
Improvement and Audit Readiness] plan, because we want people
to be tracking those. We want people to understand why we are
making these changes, and not just systems changes but control
changes towards auditability that should begin to reflect in those
statistics.

Mr. CoNnawAy. All right.

Mark, in your statement—let me see here—you are talking about
Funds Balance with Treasury. You said that they are not recorded
or were improperly recorded either at Treasury or in our general
ledger. How would they get improperly recorded at Treasury?

Mr. EASTON. They would be—they should be recorded correctly
at Treasury.

Mr. CoNAWAY. Right.

Mr. EASTON. In other words, by the time that disbursement, you
know, oftentimes does not get back and reconciled into the par-
ticular chart of accounts where the transaction was initiated. That
is really the key. In other words, oftentimes the transactions will
in fact be recorded at Treasury, but at an appropriation level, but



20

what we need do is record it into the individual account and chart
of accounts.

Mr. CoNAwWAY. Help me understand. I guess I had assumed that
Treasury was just your bank, and the bank didn’t really care. As
long as you had money in there, they would clear the transactions
in and out. Is there a recording that goes on at Treasury within
aﬁl ap?propriation category, or why is it that you are reconciling over
there?

Mr. EASTON. In other words, we are reconciling; we are recon-
ciling with Treasury. And Treasury has the transaction recorded in
a vast majority of times. So I may have misspoke on that particular
issue.

Mr. CoNnawAY. That is fine. What happens at year end? We are
on a cash basis, and we have got all these transactions out there
that we are not sure about. How does that get reflected in the fi-
nancial statements that we will soon be seeing November 15ish?

Mr. EASTON. The transactions are reflected and in some cases in
an undistributed category. And so I think in the financial state-
ments, and I can get back to you with specifics, they would offset
receivables and payables. And I think that my fellow—I think that
t?at c\12V0uld be how they would be recorded, but they would be dis-
closed.

[The information referred to can be found in the Appendix on
page 97.]

Mr. ConawaYy. Okay.

Mr. EASTON. Those quantities would be disclosed in the foot-
notes.

Mr. CoNnawAy. All right.

We will go a second round.

Rob, you have any questions?

Mr. ANDREWS. I really don’t have a second round question, but
just want to comment that—well, I guess I would ask each panelist
to comment on this, that if you had to identify the greatest impedi-
ment toward zeroing out these improper payments, if we could only
do one thing, what is the thing that you would have us do to zero
out the improper payments?

What do you think, Mr. Easton?

Mr. EAsTON. I think the internal control emphasis is really what
we need. I mean, systems clearly creates a lot of the problems. And
the issue of accountability that you raised, I think the environment
makes it very, very difficult to specifically hold people accountable.
But we need to do a better job of that as well. But internal controls
and making sure that we get the people to focus on those controls.

Mr. ANDREWS. Mr. Blair, what do you think?

Mr. BLAIR. I agree with some of what Mr. Easton said, but I
want to add a little more specificity to it. I think the internal con-
trols are key. And there are some specific things that I think need
to be done. More importantly, you need to do an in-depth analysis
of all of the disbursements so you have a better idea of where your
payments are going. But there has to be controls over all of the
payments. Some of the things that I cited in my testimony, the ex-
amples, those are examples where there is oftentimes an inad-
equate or absent review process over the payments that are made,
those contract invoices that are paid. And that is a specific control.
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Mr. ANDREWS. Specifically referring to the commercial payment
problem?

Mr. BLAIR. Yes, sir.

Mr. ANDREWS. Okay.

Mr. Khan, what do you think?

Mr. KHAN. I just want to say that two important elements, like
I have mentioned in my oral statement, funds control and pay-
ments control. They have to be strengthened if you have to reach
auditability.

And another point I just want to bring out that both funds con-
trol and payments control originate in nonfinancial areas. Typi-
cally, they originate in procurement. So it is critical in terms of, sir,
accountability. I mean, responsibility has to be taken by other func-
tions. It all ends up in financial management, where it has to be
corrected. But procurement has to have the training to be able
to

Mr. ANDREWS. We don’t want to create a shoot-the-messenger
problem.

Mr. KHAN. Exactly.

Mr. ANDREWS. The financial people are actually doing their job
reporting the problem. We want to get to the source of why the
problem was created in the first place. I do understand that. Thank
you very much.

Mr. CoNAwAY. There was a bit of a disagreement between—on
the commercial pay category for estimating improper payments.

Mr. Kahn, your team had a vision or view that was different
than what the Department of Defense had. Did you all reconcile
that? Are you comfortable now that those are being estimated, im-
proper payments, that you used the right methodology?

Mr. KHAN. Yes. I mean, the commercial pay was not picked up
for 2010. And based on what the comptroller, Mr. Hale, has re-
cently said, commercial pays are going to be picked up for esti-
mating improper pays.

Mr. EASTON. We are going to continue. The difference of opin-
ion—and at the time—and there was a GAO report in 2008 or
2009, I believe. We were complying with the OMB [Office of Man-
agement and Budget] guidance at the time. Subsequent legislation
up here made it very, very clear that we want you to do statistical
sampling to be able to support those estimates. But I want to make
sure that we are clear that there is a significant amount of prepay-
ment checks that we do. In fact, we emphasize—this is why I want-
ed to emphasize the people aspect. I mean, we put a lot of people
and a lot of eyes on it. But admittedly, much like everything, it is
a team sport. And so it goes to the contracting officer, contract ad-
ministration, contract audit. There is a lot of aspects to be able to
do that. But that is the key issue, and I think we resolved it.

Mr. ConawAY. Good.

Just one quick—Mark, you had mentioned that—the internal
control would be owned by you in 2017. I would posit that the in-
ternal control is owned by management today.

Mr. EASTON. Absolutely.

Mr. CONAWAY. I wanted to make sure I understood that.

Mr. EASTON. I meant—I guess the key issue that I would have—
and we have this discussion with my colleagues all the time. Too
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often—and this gets into the people and the culture—you know, we
have relied on the auditors to come in and tell us what the issues
are. Sort of detective controls. You know, back in 1982, even going
back to 1950 if I look at the GAO report, clearly management has
to assume responsibility. So what I would want—and we had a re-
cent case where we were talking about the improper payments,
high dollar value that were reported, management should have
done a more aggressive job, saying this is what—this is why we
feel the way we feel, as opposed to waiting for the auditors to come
in. It is a change in mindset and it is something that goes along—
that management responsibility that is associated with the audit is
something that we have got to change.

Mr. CoNawAY. Thank you.

Gentlemen, thank you for coming this morning. I want to thank
our panel members as well. Anything—all right.

Mark, Daniel, Asif, any final comments?

All right. Thank you, boys.

We are adjourned.

[Whereupon, at 9:01 a.m., the subcommittee was adjourned.]
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I’d like to welcome everyone to today’s hearing on DOD’s Efforts
to Improve Payment and Funds Control. The previous hearings have
covered DOD’s efforts to improve financial management and achieve
audit readiness. Improving financial management controls is critical to
safeguarding taxpayer dollars and preventing waste, fraud, and abuse.
Today, we will examine DOD’s efforts to address improper payments,
anti-deficiency act violations, and other types of disbursements that
increase the risk of fraudulent or erroneous payments and impact the
ability to report reliable information on the financial statements.

Billions of taxpayer dollars are wasted each year when the Federal
Government makes payments in incorrect amounts, to the wrong
entities, and to entities that are not eligible to receive the payments. In
fiscal year 2010, federal agencies reported an estimated $125 billion in
improper payments, of which, $1 billion was reported by DOD. Under
any other circumstance, $1 billion would be considered a staggering
amount. Yet, both the DOD Office of Inspector General and the GAO
have reported that DOD may not be capturing the full extent of its
improper payments. Properly identifying and reporting the amount of
improper payments is a critical step on the way to developing the actions
needed to prevent and recover these payments.

The Anti-deficiency Act prohibits executive agencies from
incurring obligations or making expenditures that exceed their
appropriations. This is one of the major laws in which Congress
exercises its constitutional “control of the public purse”. In September
2008, GAO reported that, “As a result of continuing financial
management weaknesses, including difficulties in ensuring the proper
authorization, processing, and recording of payments, DOD’s ability to
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timely and reliably determine the amount of funds that it has available to
spend is impaired, and the department remains at risk of overobligating
and overexpending its appropriations in violation of the [ Anti-deficiency
Act].” In fact, according to GAQ, DOD reported 64 Anti-deficiency Act
violations from fiscal year 2007 through mid-September 2011, totaling
about $927 million.

DOD has taken actions to improve its financial management
system, yet as illustrated by the examples above, there is still much work
to be done. With budget deficits in the trillions of dollars, the
government can ill afford to waste taxpayer resources because of poor
financial management controls.

I would like to thank our witnesses in advance for their testimony
and agreeing to be with us at such an early hour. We have with us
today:

Mr. Mark E. Easton
Deputy Chief Financial Officer
Department of Defense

Mr. Daniel Blair
Deputy Inspector General for Auditing
Department of Defense

Mr. Asif A. Khan
Director, Financial Management and Assurance
Government Accountability Office

Let me now turn to Rob Andrews for any remarks he would like to
make,

[\
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Chairman Conaway, Ranking Member Andrews, Members of the Panel, thank you for
your invitation to speak before you today on three specific subjects relating to Financial
Management within the Department of Defense (DoD): Improper Payments, Problem
Disbursements, and Anti-Deficiency Act (ADA) violations.

I am Mark Easton, the Deputy Chief Financial Officer for DoD. in this capacity, | am
responsible to the Chief Financial Officer for the financial policy, systems compliance, and
associated internal controls that govern the financial and accounting aspects of business
operations across the Defense enterprise. | have had the privilege of serving our nation within
DoD~—both in uniform and as a civil servant—at various levels and in various capacities over the
past 38 years. | am proud to be a part of a financial management workforce that is operating
today around the world, providing mission support to our warfighters. 1 am also mindful of our
public stewardship responsibility, and in that regard will be speaking on the efforts that are
underway to strengthen DoD financial management, in order to improve the quality and
timeliness of financial information for ieadership decision-making, and ultimately demonstrate
accountability with a clean financial opinion.

| also recognize that DoD financial management has remained on the GAO high-risk list
since 1995. My experience in working within the Department over an extended period of time
tells me that a reasonable level of controls exists within the various elements of our business
especially with regard to local control of assets and expenditure of funds. My current position,
however, provides me with a broader perspective that must recognize enterprise-wide
weaknesses in DoD business processes that negatively impact our financial management
capabilities. These weaknesses go well beyond the financial management community,
extending into all functional business areas throughout the enterprise. As such, they demand
an enterprise-wide business response. The lack of auditable financial statements for DoD as a
whole reflects those weaknesses.

DoD Financial Management Goals

As part of the DoD Comptroller’s Strategic Management Plan for Fiscal Years 2011
through 2017, the Department has three comprehensive strategic goals for financial
management that covers our business from planning to execution including the quality of our
workforce:

1. Acquire the resources necessary to meet national security objectives;
2. Ensure the legal, effective, and efficient use of those resources; and
3. Maintain a capable financial management workforce.



31

Each goal is equally important and mutually supporting. The outcome of any one goal
impacts the success of the other two. | spend much of my time and energy on the second
goal— working to develop an improved business infrastructure in order to strengthen financial
management capability within the Department. Much like the nation’s interstate highway
system that supports the efficient movement of commerce, this business infrastructure carries
the Department’s transactional business across functional areas and through a myriad of
systems and organizations. When working well, these transactions provide the audit trails that
also support financial auditability. You've asked some specific questions about improper
payments, problem disbursements, and ADA violations. Many of the root causes behind these
areas reflect problems within our business infrastructure. To better understand some of the
challenges associated with our business, I'd like to provide some basic context.

DoD Business is High-Volume, Complex, and Diverse

To say that we have a challenging business environment is an understatement. Itis not
merely our size; it is a combination of size, complexity, and the geographical dispersion of our
numerous Components. The complexity is apparent in the large number of transactions and
dollar values that flow through DoD processes each day. But the essence of our business today
involves people, processes and systems and how effectively they can work together.

The people part of this equation represents both a strength and an opportunity for
improvement. We have a dedicated, experienced workforce that is supporting key mission
needs around the world; in fact, in the very decentralized non-standard way we often do
business, we rely heavily on its dedication and technical experience. However, this business
environment must change, and our workforce must help lead this change. The business
environment must necessarily become more standard, better controlled and more automated.
Our training must also be dynamic enough to continue to meet both this evolving business
need and, more importantly, our increasingly demanding mission requirements. We have
increased our training efforts to ensure that we equip our existing staff and future personnel
with the right tools. Our goal is to train and sustain our strong financial management workforce
through a centrally managed, course-based certification program.

Another key business element involves processes and internal controls. Our business
processes must become better documented and better controlled. This goes hand-in-hand
with system implementation, where a properly implemented, compliant system will enforce
standards and facilitate many of these controls. But it also goes well beyond the systems.
Processes must be documented along with operating procedures that are routinely followed.
The level of standardization and the degree to which key controls are clearly identified and
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routinely tested directly contributes to the reliability, and auditability of those processes. This
is an area that we continue to improve upon. This is critically important to resolving
impediments to sound, reliable processes that produce accurate and timely financial
information for both reporting and decision-making.

The final element is implementation of improved business systems including Enterprise
Resource Planning (ERP} systems within the Department of Defense Components. System
automation and integration is important for efficient management of the volume and
complexity of transactions across the Department. We obligate an average of $2 billion to
$3 billion each business day and manage hundreds of thousands of payment transactions in
thousands of locations globally, including combat zones. Many of our business systems that
process these transactions are old and we are transitioning. Large, integrated systems
replacing them represent commercial off-the-shelf software that embodies best practices but
also requires significant business process reengineering to effectively implement and use this
capability. The magnitude and complexity of DoD business processes makes this transition
from legacy to modern ERP system problematic and in some cases is exacerbating problems
associated with our day-to-day process flow. Over time however, these systems are the key to
sustaining our financial improvement and audit readiness efforts, This improved business
systems environment will also help the Department to improve the efficiency of its payment
integrity efforts.

Improper Payments

DoD has been estimating and reporting improper payments using statistical sampling
since Fiscal Year 2004 for five of our six programs: Military Pay, Civilian Pay, Military Retiree
and Annuitant Benefits, Military Health Benefits, and Travel Pay. For the sixth program,
Commercial Pay, we performed statistical sampling until Fiscal Year 2006. Beginning that fiscal
year, we began reporting commercial improper payments under the Recovery Auditing section
of our annual Agency Financial Report in accordance with Office of Management and Budget
(OMB]) Circular A-136. The guidance at the time emphasized recovery of erroneous payments.
Our assessment was that statistical sampling limited our recovery efforts to items identified in
the sample. By reporting our actual Commercial Pay improper payments, we believe the result
was more accurate than a statistical sampling. In addition, we were able to recover a greater
portion of overpayments, both monetarily and by occurrence.

To meet current requirements of the Improper Payments Elimination and Recovery Act
of 2010, we are now in the process of implementing a full statistical sampling and review effort
for Commercial Pay. We plan to continue our current comprehensive prepayment review
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efforts in Commercial Pay, supplementing them with statistical samplings and reviews
beginning in Fiscal Year 2012 that will provide annual estimates that meet or exceed OMB
statistical parameters.

As you know, the government-wide error rate for Fiscal Year 2010 was 5.49 percent,
while the Department’s overall error rate was substantially less than half that amount. Our
focus is on reduction and prevention of improper payments. We strive to reduce error rates by
identifying root causes for all categories of improper payments. We then target the root causes
with specific corrective actions that have effectively reduced error rates over time in most
areas.

One of our objectives is to improve transparency in support of the Open Government
Initiative. Currently, the DoD Improper Payment reporting is submitted annually to OMB for
inclusion in OMB government-wide materials, and for posting to websites like Performance.gov.
In addition, the DoD Annual Financial Report is published on the Comptrolier’s public website
each year, and includes information on DoD’s improper payment performance as well. We plan
to post the latest High Dollar Overpayment report to the Comptroller’s public web site by
September 30™ which will be for Quarter 3, FY 2011, and continue to post quarterly thereafter.

All overpayments are established as receivables to recoup the debt as soon as possible.
Fortunately, DoD is able to offset overpayments from a pending invoice for the same vendor
through its ability to look across payment systems. Each overpayment is also researched to
determine why it occurred. Based on this research, corrective action is taken to minimize the
likelihood of recurrence. For example, personnel may require additional training, procedures
need to be more clearly documented, or a broader system solution may be appropriate.

We have continued to refine and improve our payment integrity efforts over the years.
I'm not satisfied with any amount of improper payments, but | know that perfection is not
realistic in any large enterprise, especially one as large and complex as DoD. We have a variety
of payment types and we believe that we have a fundamentally sound approach to attacking
each category. We aiso know that we need to continue to be vigilant and ready to seize
opportunities for improvement when presented.

Problem Disbursements
1 would like to begin the discussion of problem disbursements by clarifying DoD

terminology and definitions for categories of disbursement transactions that differ from the
Government Accountability Office (GAO). Going back to our analogy of transactions flowing
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through our various systems, think of this like a check that a citizen might write and that is
being cleared though our Federal Reserve processes and finally posted to his or her personal
account. For DoD disbursements, this is much the same, except you have literally thousands of
people writing checks and thousands of individual accounts because each appropriation, each
year, and each individual activity has a separate account. Just one missed digit can delay the
accurate posting. Simply put, that is what a problem disbursement really is and within DoD, we
have specific definitions for different kinds of problem disbursements.

DoD problem disbursements are technically referred to as unmatched disbursements
{UMDs) and negative unliquidated obligations {(NULOs).

e An UMD is a disbursement that has not been matched to the corresponding
obligation.

e A NULO s a dishursement that was matched to the corresponding obligation but
the disbursement amount is greater than the obligation amount.

* Overaged problem disbursements are transactions that fail to post properly and
remain uncorrected for 120 days.

These transactions are the result of an error or deficiency that has occurred at some
point in the procure-to-pay process. Typically, the error is not significant enough to have
precluded the disbursement, but it has prevented proper accounting. We measure the success
of correcting problem disbursements in two sub-categories: Less than 120 days and overaged.
We have made significant progress in reducing the number of problem disbursements since we
began to metric them in 1999, reducing overaged UMDs through July 2011 by 83 percent or
$1.68 billion, and reducing overaged NULOs through July 2011 by 97 percent or $1.53 billion.
Our goal is to reduce these kinds of anomalies to a level that is not material to our business.
We're not there yet, but we are moving in the right direction. However, the implementation of
modern financial systems, inciuding ERPs, has recently increased the level of problem
disbursements, due to issues with data quality and systems interfaces. In their mature and
stable end-state, these systems will provide an automated, integrated environment that will
significantly reduce the number of problem disbursements.

We also have a category of transactions called “in-transits.” These are disbursements
that have been processed by the Treasury but are not yet posted in the accounting records.
This condition is part of normal processing that can take up to 60 days. The processing
timeframe is dependent upon several factors including the location of the accounting and
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disbursing activities, the origin of the transaction (internal or external to DoD), and the
availability of an automated interface. The transaction is en route and the transit time does not
indicate that an error has occurred in the payment process. However, if the transaction is not
processed within established timeframes, it may result in a problem disbursement. Therefore,
we closely monitor in-transit processing timeframes. While the most recent data shows that in-
transits have decreased during the month of july 2011, we have not reduced the overall
balance since inception. In discussions with the Services, the processing delays are directly
related to ongoing system implementations.

As my GAO colleagues have reported, prior to December 1996, we aggregated the
amounts of in-transit transactions with UMDs and NULOs for monthly problem disbursement
reporting. Since that time we have maintained separate categories for in-transits and excluded
them from our external problem disbursement reporting. However, we continue to track and
measure performance for internal reporting in all of these categories and ensure that both
internal and external reporting is available to provide full disclosure for Congress and auditors.

Transactions including collections, disbursements, and related adjustments are reported
to the Department of Treasury and increase or decrease our Fund Balance with Treasury
account. Changes to this account are required to be reported monthly on Statements of
Transactions and Statements of Accountability. Problem disbursements cause us to be out of
balance with Treasury’s records and we must reconcile the differences. Reconciliation requires
us to identify transactions that are not recorded or were improperly recorded either at
Treasury or within our general ledger. In the reconciliation process, all differences must be
identified and explained, accountability assigned, and the proper adjustments made to correct
the records. For these reasons, reducing problem disbursements is a critical element for
reconciling our Funds Balance with Treasury and ultimately achieving auditability.

Antideficiency Act Violations

The Antideficiency Act is actually a collection of statutes codified in several sections of
Title 31 of the United States Code. Violations can occur for many reasons that are routinely
related to as “PTA,” or purpose, time and amount. Compliance requires timely investigation
and reporting of ADA violations. We first strive to prevent the occurrence of ADA violations,
and we track the ongoing investigations to ensure that they are completed in a timely fashion.

While each ADA case is unique and requires a thorough investigation, there are
recurring themes that transcend most. These include: 1) Lack of understanding of fiscal law; 2)
business complexity; and 3) operational or mission urgency that may have driven a quick, but
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erroneous decision. Each case requires analysis to determine the circumstances, identify root
causes, determine required accounting adjustments, and assign responsibility to include
disciplinary action if appropriate. In the vast majority of cases, there is no willful intent, but it is
critical that corrective actions be taken in a timely manner and that appropriate lessons are
learned and applied.

From Fiscal Years 2008 through 2011, a total of 123 potential ADA cases were identified
through Service or DoD Inspector General audits, or through self-reporting. Of this total, 48
cases were investigated and found to be ADA violations and reported to Congress; 37 cases
were investigated and found to be non-violations; and 38 are currently under investigation as
potential violations. To further improve progress of evaluating potential ADA violation cases on
time, we streamlined the evaluation process and expanded the availability of ADA investigator
training courses. In Fiscal Year 2009 we started with a baseline of 25 overaged investigations
and set a goal to reduce that number -- to 10 cases this year and 5 in FY 2012. We anticipate
meeting our goal this fiscal year. Several of the 10 overage cases that will continue into FY 12
are currently under consideration by the Office of the Secretary of Defense Office of General
Counsel as to their dispensation and will be closed or reported to Congress within the next
several months.

In the terms of ADA violations, | believe that this outcome indicator, relative to our size
and complexity, represents one of our strengths. 1 call it a strength because we have been able
to minimize these violations despite the many shortcomings that exist in our current business
environment. The number of cases that we report annually has been stable. We continue to
emphasize timely action in investigating and reporting these cases and while progress has been
made, there continue to be opportunities for improvement. Our overage cases have dropped
from 25 in Fiscal Year 2009 to 10 in Fiscal Year 2011, a reduction of 60 percent. From Fiscal
Year 2005 to Fiscal Year 2010, 85 cases have been reported to Congress with a total value of
$960 million dollars. Relative to our budgetary authority, this represents 0.0263 percent, or 26
cents out of every $1000 of spending. While some taxpayers may not fully appreciate the
nuances of fiscal law, our investigations reveal that this does not necessarily mean fraud, but in
most cases it is simply a matter of the wrong “color” (appropriation) of money being used, or an
issue associated with the timing of the need. Having said that, | fully recognize that there is an
issue of public confidence and that we must work to minimize the occurrences of these
violations. The only correct goal is zero. Please be assured, my colleagues and | are fully
committed to fulfilling our stewardship responsibility to the taxpayer.
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How Reducing Improper Payments, Problem Disbursements and ADA Violations Relates to
Other Priorities

Finally, | want to say a word about the additional benefits that will result from a
stronger and better controlled business environment within DoD that will help us reduce
improper payments, problem disbursements and ADA violations. From my perspective, there is
clear value and critical importance in the public confidence that better business processes —
leading to auditability -- would demonstrate. But even beyond the very high priority of
auditability, the benefits to the Department, its mission, and the taxpayers are significant. This
effort is consistent with the Administration’s overall campaign to reduce waste across the
Federal government. In a time of concern about the level of Federal spending, we need to do
our part at Defense. We know the American people have always supported Defense spending.
But that does not relieve us of the obligation to manage scarce resources carefully and
effectively. We are committed to doing so.

This dedication to efficient and effective financial management will also continue our
important contributions to the operational efficiencies that are being implemented across the
Department. Better financial information will allow us to monitor accomplishment of these
efficiencies and ensure that we are getting the most out of the scarce taxpayer dollars
available. We are determined to see our financial stewardship responsibilities through and to
achieve our objectives in support of our men and women in uniform--and on behalf of the
taxpayers.

in this regard, we believe that our programs to measure and reduce improper payments
and minimize problem disbursements and ADA violations are generally strong. The current
reporting efforts reflect a business environment that is in transition. The transition to better
controlled processes and improved integrated, automated, and compliant systems will produce
even better results, and those results will be received with an increased level of confidence.
Most importantly, this transition will produce higher quality and more timely financial
information that will allow us to get more out of each Defense doliar.

Conclusion

in summary, we recognize the challenges we face with improving financial management
in the Department of Defense and especially the obstacles associated with implementation of
modern financial systems and ERPs within the Components. We believe that an automated,
integrated environment will improve the timeliness of information that is needed to flow
between disparate business activities by increasing interoperability and improving our business
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processes. We are committed to using scarce resources effectively and efficiently. These types
of improvements will help us achieve our goals and, most importantly, audit readiness.

Transforming the Department’s business systems and processes is an ongoing effort.
We have maintained a close working relationship with key stakeholders and oversight bodies,
including GAO and the Office of the inspector General. Our partnership with the Office of the
Chief Management Officer and Deputy Chief Management Officer is essential to ensure that
policy is aligned with the evolution of technology. We strive to get the best value of every
dollar invested in system modernization, and we expect a significant return on these
investments in the future. 1t will improve the efficiency and reliability of our transactional
processes and those processes will be financially auditable.

We are committed to improving Defense financial management as part of our overall
commitment to meet our national security objectives. We appreciate the support of the

Congress and recognize that we cannot achieve our goals without your continued support.

Mr. Chairman, this concludes my statement. 1 look forward to your questions.
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Mr. Easton assumed his current position as the Deputy Chief Financial
Officer (DCFO), Office of the Under Secretary of Defense
(Comptroller) in May 2009. Mr. Easton is the principal advisor to the
Department of Defense (DoD) Comptroller/Chief Financial Officer
(CFO) and senior staff on all issues involving the amended CFO Act of
1990 and related financial management reforms. He is responsible at
the executive level for ensuring DoD budget and financial execution in
support of national security objectives, particularly as it relates to
finance/accounting policy and systems, management control systems,
and general business transformation programs. Further, he ensures DoD
complies with legislative and executive financial management mandates
leading to the effective and efficient use of DoD resources.

Prior to becoming the Department’s DCFO, he served five years as the Deputy Assistant
Secretary of the Navy and Director for Financial Operations, within the Office of the Assistant
Secretary of the Navy, Financial Management and Comptroller. In this position, he was
responsible for Department of the Navy financial improvement initiatives that involve systems
and processes employed by the 9,000 Navy-Marine Corps financial managers. He was appointed
as a member of the Senior Executive Service in January 2003, serving initially as Director,
Defense Finance and Accounting Service Cleveland and the Senior Navy Client Executive for
DFAS.

He retired as a Captain in September 2002, following a 29-year career in the Navy
Supply Corps, serving in assignments both afloat and ashore. At Sea, he served as the Supply
Officer in the Battleship, USS New Jersey. Ashore he was the Commander of DFAS Pacific,
providing support for all four military services from locations in Hawaii and Japan. Prior to this
assignment he served as the Executive Assistant and Naval Aide to the Assistant Secretary of the
Navy, Financial Management and Comptroller.

A native of Kansas City, Mo., he holds a Bachelors of Science in Economics from Miami
University (Ohio) and a Master of Business Administration from the University of Michigan. He
has completed the Executive Development Program at the Northwestern University Kellogg
Graduate School of Business and is a graduate of the National Defense University’s Industrial
College of the Armed Forces. He is a Certified Defense Financial Manager.

Mr. Easton has received various personal awards, including the Defense Superior Service
Medal and two Navy Civilian Superior Service Awards.
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Chairman Conaway, Ranking Member Andrews, and distinguished members of the
Panel, good morning and thank you for the opportunity to appear before you on behalf of
the Department of Defense (DoD) Office of Inspector General (IG) to discuss specific
financial management challenges within the Department and improvements for internal
controls that must be made. While financial management challenges within the
Department have existed for a long time, the current economic uncertainty and fiscal
constraints make resolving these weaknesses critically important. Over the past few
years, the Department has worked diligently to address its financial management
challenges and improve the quality of its financial management information. However,
much more progress is required in order to be good stewards of the taxpayer’s money and

have reliable financial information for decision makers to use on a daily basis.

Today I will discuss DoD IG’s perspective on the Department’s financial management
challenges in improper payments, potential anti-deficiency act violations, and problem
disbursements. [ will also offer a brief summary of other financial management
challenges that must be addressed before the Department will be ready to pass a financial

statement audit.

Before discussing the challenges, 1 would like to acknowledge the efforts of the
Department’s senior leadership, including the Honorable Robert Hale, the Under
Secretary of Defense (Comptroller) and Chief Financial Officer, to reform financial
management within the Department. Transforming the financial management of the
Department is certainly no easy task and cannot be accomplished overnight. Comptroller
Hale and his senior leaders have demonstrated a commitment to improving financial
management and have recognized some of the impediments and actions necessary to

improving the Department’s financial operations,

DEPARTMENT EXPERIENCES CHALLENGES IN IMPROPER PAYMENTS,
ANTIDEFICIENCY ACT, AND PROBLEM DISBURSEMENTS

Since the 1990s, the DoD IG has identified financial management as one of several key

challenges within the Department. The Department continues to face a myriad of

Page |1
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problems that adversely affect its ability to provide reliable, timely, and useful financial
data needed to support operating, budgeting, and policy decisions. These challenges
create an environment where improper payments, Antideficiency Act violations and other
problem payments are more prevalent. The current financial management environment

also makes the Department more vulnerable to fraud, waste and abuse.

Improper Payments. Improper payments have been a longstanding problem within the
Department. The DoD IG has worked closely with the Department to identify improper
payments and make recommendations to improve controls that will reduce improper
payments. Specifically, since Fiscal Year 2007, DoD IG has issued at least 27 reports
addressing actual or potential improper payments made throughout the Department. In
Fiscal year 2012, the DoD IG plans to announce audits on this topic that will continue to
make recommendations to improve processes and controls related to payments made by
the Department. While the Department made strides to improve the identification and
reporting of improper payments and took many corrective actions to implement
recommendations made by the DoD IG, more work is needed to improve controls over

payments processed throughout the Department.

Improper payments are often the result of unreliable data and poor internal controls.
These conditions create an environment where fraud is more likely and, as a result, the
Department lacks assurance that the billions of dollars it disburses annually are made
correctly. Simply stated, DoD does not consistently know that it is paying the right
person, the correct amount, at the right point in time. An improper payment is any
payment that should not have been made or that was made in an incorrect amount under
statutory, contractual, administrative, or other legally applicable requirements.’ Incorrect
amounts are overpayments and underpayments (including inappropriate denials of
payment or service). An improper payment includes any payment that was made to an
ineligible recipient or for an ineligible service, duplicate payments, payments for services

not received; and payments that are for the incorrect amount. In addition, when an

: M-11-16, “Issuance of Revised Parts | and If to Appendix C of OMB Circular A-123,” April 14, 2011
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agency’s review process is unable to discern whether a payment was proper as a result of

insufficient or a lack of documentation, this payment must also be considered an error.

Incomplete Reporting of Improper Payments. The Department has a reported

75 percent recovery rate of the nearly $1.3 billion for improper payments identified
during 2004 through 201 0.> While we commend the Department on aggressively
pursuing recovery of identified improper payments, unless the DoD improves its
methodology to review all its disbursements, it will continue to understate its estimate of
overpayments and will likely miss opportunities to collect additional improper payments.
In Fiscal Year 2010, the Department reported nearly $1 billion in estimated improper
payments. However, based on our audit results, we are concerned with the accuracy and
reliability of the Department’s estimation process. Without a reliable process to review
all expenditures and identify the full extent of improper payments, the Department will

not be able to improve internal controls aimed at reducing improper payments.

In our audit of the Department’s review and reporting of improper payments, we found
the Department’s review process included less than half of the Fiscal Year 2010 first
quarter gross outlays.” Specifically, DoD did not review approximately $167.5 billion of
the $303.7 billion in gross outlays for high dollar overpayments. Additionally, some
overpayments that we or the Department identified were not reported, and the First
Quarter FY 2010 High Dollar Overpayments Report did not include sufficient
information about recoveries and corrective actions. The Overpayments Report was
inaccurate and incomplete because the Comptroller and the Director, Defense Finance
and Accounting Service, did not develop a sound methodology or perform adequate

oversight for collecting and reporting comprehensive data.

~

Defense improper payment recovery performance and figures are as reported on http://paymentaccuracy.gov/.
DoD IG has not validated the reported Defense performance or figures. As required by Executive Order 13520,
November 20, 2009, “Reducing Improper Payments,” the U.S. Department of the Treasury, in coordination with
the U.S. Department of Justice and Office of Management and Budget, established this website to create a
centralized location to publish information about improper payments made to individuals, organizations, and
contractors.

Report No. D-2011-050, “DOD Needs to Improve the High Dollar Overpayment Review and Reporting,”

March 16, 2011

w

Page |3



44

Comptroller officials stated that the $167.5 billion in outlays the Department did not
examine for improper payments included internal and intragovernmental transfers. Those
outlays were not subject to the OMB reporting requirements since the payments did not
leave the Government. However, we later determined that Comptroller officials did not
perform a reconciliation to determine whether these outlays were internal or
intragovernmental transfers. A complete reconciliation is still needed to demonstrate that
all outlays are being examined for overpayments and to accurately report the extent of the

overpayments.

We and other auditors continue to identify improper payments. For example, the Defense
Contract Audit Agency estimated about $6.4 billion of improper payments to contractors
for the period from October 2005 to through March 2011.* These are costs paid to
contractors that Defense Contract Audit Agency questioned because they do not comply
with rules, regulations, laws and/or contract terms which meets the definition of an
improper payment. These improper payments the audit agency identified are greater than

the $1.3 billion of improper payments the Department identified during 2004 to 2010.

Weak Internal Controls Lead to Improper Payments. Adequate internal controls are
key to mitigating the risks that make improper payments more likely. While management
and oversight organizations can identify instances where improper payments may have
occurred, internal controls are the first line of defense to prevent or detect improper
payments. These controls are the responsibility of DoD’s leadership and, when effective
provide, reasonable assurance that the disbursements made are for the correct amount and

to the correct entity.

The Department’s financial management processes are not always adequate to prevent or
detect improper payments. For example, in our recent audit of a contract supporting

Broad Area Maritime Surveillance, we found DoD personnel did not validate that the

* DoD 1G analysis of Inspector General, DoD Semiannual Reports to Congress, Appendix D, from October 1, 2005
through March 31, 2011. Figure cited excludes 10 percent of cited questioned cost as Defense Contract Audit
Agency provides audit support to other Federal agencies and includes those questioned costs in its overail
reporting figures.
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contractor was entitled to $329.3 million it received as of January 12, 2010.° In this case,
the contracting officer thought the Contracting Officer Representative was reviewing
contractor invoices; however, the Contracting Officer Representative never reviewed any
invoices because she did not know it was her duty. Further, since mid 2009, the Defense
Contract Audit Agency revoked the contractor’s authority to directly bill because of
continuing systemic issues with the contractot’s billing system. Finally, the contractor
invoices lacked any detail such as labor hours worked, travel incurred or items produced.
‘When we received some details on supporting these invoices, we found that the Navy
paid $206,000 in questionable travel expenses such as for a golf outing and air shows in

Paris, France, and Singapore.

See figures 1 and 2 for examples of inadequate information on invoices that were paid by

the Department on this contract.

Figure 1.
COST VOUCHER (INTERIM)
- CONTINUATION SHEET
* = Required Fields
Contract Number  Delivery Order Voucher Number
N0001908C0023 BYNOO32
Amount
tem Unit of
No Stock # Unit Prige Measure Qty. Involced $22.627.631.34
0001 NONE $22,627,831.34 EA 1
Stock Type ACRN
MG AB
SON
AAA
Description
COST PLUS ITEM
TOTAL: $22,627.831.34

® Report No. D-2011-028, “Contract Oversight for the Broad Area Maritime Surveillance Contract Needs

Improvement,” December 23, 2011
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Figure 2.
COST VOUCHER (INTERIM)
- CONTINUATION SHEET
* = Required Fields
Contract Number Delivery Order Veoucher Number
NOOO1908C0023 BYND039
Amount
item Qry.
No Stock # Unit Price Unit of Measure invoiced $21,797.800 30
0001 NONE $21,767,800.3 EA 1
Stock Type ACRN
MG AB
SDN
AAA
Description
COST PLUS ITEM
TOTAL: $21,797,900.30;

The DoD 1G has reported previously about the Department’s “pay and chase” practice,
where contractors are paid the billed invoice amounts before determining what the correct
billing amount should have been. For example, in March 2011 the DoD IG reported that
in a contract for subsistence items in Afghanistan, the Department made improper
payments by overpaying a contractor $25.9 million for materiel costs and potentially
overpaying $98.4 million for transportation costs.® This occurred because the Defense
Logistics Agency was paying the contractor provisional transportation rates for moving
food within Afghanistan based on a verbal change order in August 2005. The Defense
Logistics Agency continued to pay higher transportation costs even though in 2008, the
Defense Contract Audit Agency issued its report questioning provisional transportation
costs. The Defense Logistics Agency stated it will resolve the improper payment issues
by December 31, 2011.

i Report No. D-2011-047, “improvements Needed in Contract Administration of the Subsistence Prime Vendor

Contract for Afghanistan,” March 2, 2011
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In another example, for construction contracts in Iraq and Afghanistan, we found that the
Air Force improperly paid a bill for $24.3 million for labor that was not specified in the
base.contract. Further, the Air Force did not adequately verify that the Department
actually received the goods and services listed. During this audit, we also found that
invoice reviews did not always occur. The invoices we examined showed multiple
discrepancies. For example, one invoice showed a local construction inspector had

630 billable hours in a 27 day billing period. In order for this invoice to be legitimate, the

inspector would have had to work on average 23.3 hours per day.”

In 2008, we reported that Government contractors responsible for processing TRICARE
overseas health care claims made duplicate payments and overpayments to host-nation
providers and to TRICARE beneficiaries.® As a result, we estimated that TRICARE
Management Agency made inaccurate payments totaling $14.6 million for overseas
health care claims during Fiscal Year 2004 and Fiscal Year 2005. We projected the
TRICARE Management Agency could put $29.7 million of Defense Health Program
funds to better use during the execution of the Fiscal Years 2008 through 2013 Future
Years Defense Plan by strengthening internal controls, establishing sound contract

surveillance plans, and improving recoupment procedures.

Potential Antideficiency Act Violations in the Department. The Department’s
claimed actual Antideficiency Act violation performance of only 20 cents per $1,000 is
notable; however, we are concerned by the large number of “near misses” or potential
Antideficiency Act violations that are averted because we specifically identify them and
the Department takes corrective action to eliminate them. Control environment
weaknesses impair the Department’s ability to timely and reliably determine the amount
of funds that it has available to spend and, as a result, the Department remains at risk of
overobligating and overexpending its appropriations in violation of the Antideficiency
Act.

7 Report No. P-2010-078, “Air Force Use of Time-and-Materials Contracts in Southwest Asia,” August 16, 2010
® Report No, D-2008-045, “Controls Over the TRICARE Overseas Healthcare Program,” February 7, 2008
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The Antideficiency Act prohibits federal agencies from obligating or expending federal
funds in advance of or in excess of an appropriation, apportionment, or certain
administrative subdivisions of those funds.’ Among other things, the Act requires
agencies to report to the President and Congress all relevant facts and a statement of
actions taken, and to transmit a copy of each report to the Comptroller General on the
same date the report is transmitted to the President and Congress. Federal employees
who violate the Antideficiency Act may be subject to administrative discipline including,
when circumstances warrant, suspension from duty without pay or removal from office.

In addition, employees may also be subject to fines, imprisonment, or both.

“Near Misses.” Since 2005, the Department has accounted for 68 percent of the
Antideficiency Act violations within the federal government. Specifically, of the

120 actual Antideficiency Act violations reported by Federal agencies from Fiscal Year
2005 through Fiscal Year 2010, 82 were reported by the Department,’® Since 2005, DoD
1G issued 49 audit reports that identified over 900 potential Antideficiency Act
violations, valued at over $2.3 billion, which the Department needed to further
investigate and take corrective action, as appropriate, when an actual Antideficiency Act
violation occurred. Four of our identified potential Antideficiency Act violations were
eventually reported by the Department as actual Antideficiency Act violations, totaling
approximately $57 million. The Department is either still reviewing the remaining
potential Antideficiency Act violations, or was able to take corrective actions to remedy

the potential Antideficiency Violations, such as applying available appropriate funding.

These “near misses™ illustrate the risk that Antideficiency Act violations can materialize
if management does not establish adequate internal controls and does not take a proactive
approach to detecting and resolving potential Antideficiency Act violations. Had DoD
IG not performed these audits, or performed that body of work at a later time, those

potential Antideficiency Act violations could have become actual reportable violations.

° 31U.5.C. §§ 1341, 1517(a)

" pop 16 analysis of GAC “Antideficiency Act Reports” for Fiscal years 2005 through 2010 from reports required by
section 1401 of the Consolidated Appropriations Act, 2005, P.L. 108-447, 118 Stat. 2809, 3192 {12/8/2004)
http://www.gao.gov/ada/antideficiencyrpts.htm}
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Rather than rely on oversight organizations to find potential Antideficiency Act
violations, the Department needs to improve its controls to prevent and detect these

potential and actual violations.

Lack of Adequate Internal Controls, Inadequate Training, and Poor Training
Contribute to Potential ADA Violations. In reviewing our 49 audits that identified
potential Antideficiency Act violations, we found that many of these potential violations
were the result of poor internal controls, training, or guidance. Adequate internal controls
are essential to mitigate potential Antideficiency Act violations from occurring.
Unfortunately, internal controls do not always exist or do not effectively detect or prevent

potential Antideficiency Act violations.

For example, we found that inappropriate financing of an Army training contract caused a
$23 million potential Antideficiency Act violation.!' In July 2009, the contracting officer
at the Tank-Automotive Command Contracting Center awarded a contract for Instructor
Services for the Mine Resistant Ambush Protected Vehicle. The contract had a 6 month
base period from July 2009 to January 2010 and a 6 month option from January 2010 to
July 2010. The Contracting Center officials stated the contract was set up in this fashion
because only the initial 6 months of the Fiscal Year 2009 money for the contract was
available. 'However, $23 million of additional Fiscal Year 2009 money became available
and the contracting officer exercised the contract option starting in January 2610. The
problem is that the Army could not use $23 million of Fiscal Year 2009 money to fund a
contract option starting 4 months after Fiscal Year 2010 started because the need for the

funds existed in the prior year.

In another example, in a recent report on Navy ship Maintenance we identified how
contracting officers in the Navy caused a potential violation of the Antideficiency Act.”?
On September 28, 2005, a contracting officer in Bahrain awarded a contract for

$7 million to overhaul 2 Patrol Coastal class ships. The contracting officer used Fiscal

1 0.2011-036 Competition Should Be Used for Instructor Services for the Mine Resistant Ambush Protected
Vehicles, February 3, 2011

2 peport No. D-2011-043, “Improvements Needed on the Fleet and Industrial Supply Center, Sigonella, Ship
Maintenance Contracts in Southwest Asia,” February 22, 2011
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Year 2005 money. Then in October 2005 an Administrative Contracting Officer in Dubai
split the original contract in to 2 separate contracts, one for each ship. The administrative
contracting officer then signed one contract on October 18, 2005 to overhaul one ship
using $3.5 million of Fiscal Year 2005 money and signed another contract on March 12,
2006, for overhaul of the second ship using $3.5 million of Fiscal Year 2005 money. The
contract file showed that this was done because Fiscal Year 2006 money was not
available to overhaul the second ship. In this case, the contracting officers should have
initially awarded two separate contracts to overhaul these ships and used Fiscal Year
2005 money for one ship and Fiscal Year 2006 money for a second ship. The Navy

agreed that this was a funding problem and initiated an investigation.

We found a Navy contracting officer did not properly manage an indefinite-delivery,
indefinite quantity contact for the maintenance of engines for mine countermeasures
ships because the contracting officer “parked” approximately $20.3 million in Navy
Operations and Maintenance funds when he issued task orders to obligate funds before
specific requirements were identified.'> In addition, the task orders for engineering
services did not specify the need for engineering services. Eventually, the Contracting
Officers’ Representative issued technical instructions that defined the maintenance
requirements for approximately $19.2 million of the “parked” funds. The remaining
$1.1 million in Navy Operations and Maintenance funds were invalid Fiscal Years 2007,
2008, and 2009 funds and, if expended, could result in potential Antideficiency Act
violations. The contracting officers disregarded the fundamental guiding principles of
funds management by banking funds for future use and before requirements were

determined. The Navy initiated corrective action by deobligating the old funds.

Misinterpretation or Unclear Understanding of Rules are Contributing Factors, A
misinterpretation or lack of clear understanding of fiscal law can cause potential
Antideficiency Act violations to occur. Over 600 of the over 900 potential

Antideficiency Act violations were identified in our series of audits on the Department’s

* Report No. D-2010-087, “Weaknesses in Oversight of Naval Sea Systems Command Ship Maintenance Contract
in Southwest Asia,” September 27, 2010
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purchases made through other agencies. We found that misinterpretations or unclear
understanding of the fiscal law contributed to many of those potential Antideficiency Act
violations from interagency purchases. In addition, the Department’s accounting systems
do not identify the billions of dollars used to procure goods and services through other
Federal agencies. We have found that when the Department sends funds to the other
Federal agencies such as the General Services Agency, Department of Interior and the
Department of Energy, it does not adequately track those funds. In essence, funds were
“parked” at the other agencies and potential Antideficiency Act violations occurred
because both DoD and non-DoD organizations were unaware of, misinterpreted, or did
not comply with the bona fide needs rule'* and purpose statute when making purchases
through non-DoD agencies. Specifically, DoD organizations used prior year funds to
purchase current year requirements, and in some instances, used the wrong types of funds
to procure goods and services. One of the key contributing factors that enabled these
potential Antideficiency Act violations to occur was the vague and incomplete Military
Interdepartmental Purchase Requests prepared by DoD organizations when transferring
funds to non-DoD agencies. Additionally, DoD organizations made advance payments to
non-DoD) agencies for goods and services not yet received. As a result of this series of
audits, the Director, Defense Procurement and Acquisition Policy implemented guidance
to clarify the requirements on the Department when procuring goods and services through

interagency acquisitions.

In our joint audit with the Department of State Inspector General on the Afghan National
Police Training efforts, we identified almost $75 million in potential Antideficiency Act
vielations, ’ Using DoD funds, the Department of State moved expired funds to new
Afghan National Police training requirements, and obligated funds outside the scope of

reimbursable agreement. For example, the Department of State used $11.9 million of

* Bona Fide Need Rule {also known as the “time statute”). US Code, Title 31, Section 1502{a) - the balance of an
appropriation or fund limited for obligation to a definite period is available only for payment of expenses
properly incurred during the period of availability, or to complete contracts praoperly made within that period of
availability and obligated consistent with section 1501 of this title.

 Dob IG Report No. D-2011-102/Department of State IG Report No. AUD/CG-11-44, “Afghan National Police
Training Program Would Benefit From Better Compliance With the Economy Act and Reimbursable
Agreements,” August 25, 2011
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DoD funds to pay a contractor claim from before the 2006 agreement with DoD for the
training effort. By incorrectly obligating DoD funds, the Department of State might have
improperly augmented both DoD and Department of State appropriations, which could
result in potential Antideficiency Act violations. Finally, Department of State officials’
failure to return to DoD obligated funds unlikely to be expended will result in DoD being
unable to obligate and expend funds for other Afghan National Police requirements

because the funds would have already either expired or been canceled.

Problem Disbursements. While no universal definition of “problem” disbursements
exists, generally unmatched disbursements, negative unliquidated obligations, and aged
in-transit disbursements that are greater than 60 days old are considered to be “problem”
disbursements. Similar to improper payments and potential Antideficiency Act

violations, problem disbursements also frequently result from poor internal controls.

For example, reconciliation of the Fund Balance with Treasury account is a basic internal
control to ensure all disbursements are properly accounted for. Fund Balance with
Treasury is an asset account that reflects the available budgetary spending authority of a
Federal agency. In general terms, Fund Balance with Treasury is similar to a checking
account that needs to be reconciled regularly to ensure errors are researched and resolved
in a timely manner. The inability to reconcile the Fund Balance with Treasury account
has been a longstanding problem throughout the Department which increases the risk that
problem disbursements will be made and not corrected in the normal course of business.
As of September 30, 2010, the Department reported that its Fund Balance with Treasury
totaled $521.6 billion, which represents 27 percent of the Department’s total assets.'®
Timely and effective reconciliations decrease the risk of fraud, waste, and
mismanagement of funds and enhance the Government’s ability to monitor budget
execution. To assist the Department in improving the reliability of its Fund Balance with
Treasury financial reporting, the DoD IG has issued at least 20 reports since Fiscal Year

2007 related to accounting and reconciling Fund Balance with Treasury. In addition,

** Report No. D-2011-011, Independent Auditor’s Report an the DOD Agency-Wide FY 2010 and FY 2009 Basic
Financial Statements, November 15, 2010.
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DoD IG plans to perform additional audits in Fiscal Year 2012 and make

recommendations that identify other areas for improvement.

The Other Defense Organizations'” must contend with an additional challenge in
performing Fund Balance with Treasury reconciliations because 54 Other Defense
Organizations general fund entities are included in U.S. Treasury Index 97 account, a
comingled account that does not specifically identify each agency, program, activity, or
funds share of the U.S. Treasury account. Regular reconciliations are essential to
maintain reliable financial information. Defense Finance and Accounting Service
Indianapolis developed the Cash Management Report to allocate the U.S. Treasury totals
to the individual Other Defense Organizations. However, DoD IG recently identified
significant problems with the completeness and accuracy of the Cash Management
Report. These problems undermine the reliability of the Cash Management Report as a

Fund Balance with Treasury reconciliation tool.

During our recent audit, we found that the Cash Management Report was not complete or
accurate.'® Specifically, the Cash Management Report did not attribute approximately
$10.5 billion in transactions to the Other Defense Organizations responsible for
reconciling and accounting for the transactions. The $10.5 billion consisted of:

e $9.04 billion in variances between the amounts reported on the Cash Management
Report and the amounts reported by the U.S. Treasury, of which $517 million
existed prior to October 2004,

* $704.5 million in unmatched disbursements and collections reported on the Cash
Management Report that were not charged to the specific Other Defense
Organizations that were responsible for the transactions, and

o  $749.1 million in unmatched disbursement and collection transactions that
Defense Finance and Accounting Service Indianapolis did not include on the Cash
Management Report because the transactions were being held in suspense
accounts as a result of not having the necessary information to properly record the
transactions.

7 tOther Defense Organizations cover the activities funded with Defense-wide appropriations. This includes
Defense agencies, programs, activities, and funds such as Defense Finance and Accounting Service, Chemical and
Biological Defense Program, TRICARE Management Activity, and DoD Education Benefits Fund, and not required
by the Office of Management and Budget to undergo standalone financial statement audits.

® Report No. D-2011-098, "Defense Finance and Accounting Service Needs to Improve Controls Over the
Completeness and Accuracy of the Cash Management Report,” August 16, 2011
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Fund Balance with Treasury Impact on the Financial Statements. Since Fund
Balance with Treasury is the largest line item on the Other Defense Organizations
General Fund financial statements, these deficiencies will also have a significant negative
effect on the ability to obtain an unqualified opinion on the DoD Agency-Wide financial
statements until a reliable reconciliation process is implemented. Implementing a reliable
Fund Balance with Treasury reconciliation process, will help the Department identify and
resolve unmatched disbursements at the detailed transaction level. By performing this
research, agencies can resolve the issues that prevented the transactions from being

properly matched to the corresponding obligation within agency accounting records.

In Fiscal Year 2010, the DoD IG audited the U.S. Marine Corps’ (USMC) Statement of
Budgetary Resources (SBR),'® the first Military Component to undergo such an audit.
This effort resulted in a disclaimer of opinion because the USMC was unable to provide
timely and relevant supporting documentation for accounting transactions and could not
provide evidence to support the reconciliations for key accounts and accounting
processes were being performed regularly. However, the USMC and the Department are
learning from this audit experience and some improvements have been identified during
the Fiscal Year 2011 audit. Unfortunately, some of the same challenges encountered
during the Fiscal Year 2010 audit have affected the Fiscal Year 2011 audit. For example,
the USMC was unable to reconcile its Fund Balance with Treasury to detail transaction
files during the Fiscal Year 2010 audit. The USMC finally provided detail transaction
files in June of 2011, approximately 9 months after the start of the Fiscal Year 2011
audit. These detail transaction files are essential to support the reconciliation process.
Further, the USMC has continued to struggle to provide timely and reliable supporting
documentation during the FY 2011 audit. We will continue to work with the Department
to identify obstacles and make recommendations to resolve these barriers to achieving

auditable financial statements.

*® Report No. D-2011-009, “independent Auditor's Report on the United States Marine Corps General Fund
FY 2010 and FY 2009 Combined Statement of Budgetary Resources,” November 8, 2010
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SUMMARY OF FINANCIAL MANAGEMENT CHALLENGES THAT MUST BE
ADDRESSED TO PASS A FINANCIAL STATEMENT AUDIT

While the Department continues to improve its financial management processes, DoD is
far from reaching an unqualified opinion, and much more work needs to be accomplished
to have auditable financial statements by the 2017 deadline. We have identified future
risks that could impact the Department’s ability to meet the ambitious 2017 auditability
requirement. These risks are: data quality, internal control weaknesses, heavy reliance on
Enterprise Resource Planning Systems (ERP),” and key events that take place close to

the 2017 deadline.

Data Quality. Reliable data are necessary to make sound business decisions and support
management representations about the accuracy of financial information reported to
Congress and the taxpayer. However, the DoD IG frequently identifies financial data that
are unreliable, incomplete, and inaccurate. As a result, DoD managers often cannot
reconcile financial data or rely on this data to make sound business decisions. Poor
financial data also impedes the Department’s ability to obtain unqualified financial
statement audit opinions. From Fiscal Year 2007 through Fiscal Year 2011, 89 DoD IG
reports have identified data quality problems. For example, in our audit of controls over
the Army Deployable Disbursing System,”’ we found that the deployable disbursing
system did not maintain accurate lines of accounting, accurate payment methods
information, or complete fundamental payment information such as invoice line item
information. As a result, the Army lacked a complete audit trail and could not reconcile
information between the Army payment and accounting systems for 296 of the

402 commercial payments we reviewed. Further, the Army could not provide a complete

universe of commercial payments made through the system.

Internal Controls Weaknesses. Internal controls are an integral part of an

organization’s management which are designed to provide reasonable assurance of

* an ERP is an automated system using commercial off the shelf software consisting of multiple, integrated
functional modules that perform a variety of business related tasks such as general ledger accounting, payroll,
and supply chain management.

u Report No. D-2011-101,”Controls Over Army Deployable Disbursing System,” August 17, 2011
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achieving: effective and efficient operations; reliable financial reporting; and compliance
with applicable laws and regulations. Internal controls include the plans, methods, and
procedures used to meet missions, goals and objectives. Internal controls also serve as
the first line of defense in safeguarding assets and preventing and detecting errors and
fraud. In short, internal controls help senior leaders and managers achieve desired results

through effective stewardship of taxpayer dollars.

Since the mid-1990s, the DoD IG has reported numerous material internal control
weaknesses?” that impact the Military Services’ and the Department’s ability to achieve
an unqualified financial statement opinion. In our most recent disclaimer of opinion on
the Fiscal Year 2010 DQD Agency-Wide financial statements,” we reported the
following 13 material internal control weaknesses:

» Financial Management Systems;

* Fund Balance with Treasury;

e Accounts Receivable;

» Inventory;

« Operating Materials and Supplies;

General Property, Plant, and Equipment;

¢ Government Furnished Material and Contractor Acquired Material;

Accounts Payable;

Environmental Liabilities;

Statement of Net Cost;

Intragovernmental Eliminations;
o Other Accounting Entries; and

» Reconciliation of Net Cost of Operations to Budget.

Until the Department resolves these pervasive weaknesses, it will be very difficult for

DoD to reliably assert that it is ready for audit by 2017.

i Department of Defense Agency Financial Report for Fiscal Year 2010, November 15, 2010
= Report No. D-2011-011, “independent Auditor's Report on the DoD Agency-Wide FY 2010 and FY 2009 Basic
Financial Statements,” November 15, 2010
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Effective ERP Implementation. The successful implementation of Enterprise Resource
Planning (ERP) systems are critical for DoD to meet milestones and transform processes.
Internal controls and systems are needed to provide useful, timely, and complete financial
management data and to achieve auditability. The May 2011 Financial Improvement and
Audit Readiness (FIAR) Plan Status Report recognizes that auditability is dependent on
successfully deploying ERP systems and interfacing them with other business and
financial systems. However, the May 2011 FIAR Plan Status Report did not identify all
ERP systems and did not include milestones and costs for all ERPs. Additionally, DoD
has been unable to meet key milestones for four of eleven ERP systems in the
Department. Specifically, we found that the Defense Agencies Initiative and the
Integrated Personnel Pay System-Army are missing from the ERP systems list although
they are mentioned in other sections of the Plan. The Navy’s Future Personnel and Pay
Solution, is not in the FIAR Plan at all. As those ERP system efforts slip, they may
jeopardize the Department’s ability to meet the 2017 deadline.

The development, implementation and effectiveness of these ERP systems are
questionable at this point. The numerous interfaces between the ERP and the existing
systems may be overwhelming and currently may not be adequately defined. Each
interface presents a risk of the system not functioning as designed thus corrupting data or
not exchanging data. The Department needs to ensure ERP system development
addresses required business processes and functions and meets established milestones.

Further, these systems must actually produce reliable data.

In our audit of the General Fund Enterprise Business System, we found the Assistant
Secretary of the Army (Financial Management and Comptroller) did not provide a
detailed data conversion plan. Data conversion is the modification of existing data to
enable it to operate with similar capabilities in a different environment. It is a significant
part of the financial system implementation in terms of workload, complexity, risk, and
cost and is one of the most frequently underestimated tasks. Inadequate planning for data
conversion processes may lead to long-term repercussions, including failure to meet

program objectives, such as producing auditable financial statements. The General Fund
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Enterprise Business System Program Management Office provided a data conversion
guide; however, the guide did not address data conversion for at least 49 non-Army
systems that process Army data. In addition, the guide did not mention how the General
Fund Enterprise Business System Program Management Office plans to handle historical
transactional data, other than it will not convert it. Without converting historical
transactional data for appropriations such as indefinite, multi-year, and no-year funds, the
Army could potentially be using the General Fund Enterprise Business System and the

legacy systems concurrently for many years.

Key Events Take Place Close to the 2017 Deadline. The milestones for completing
some critical financial improvement efforts reported in the May 2011 FIAR Plan Status
Report are currently very close to the September 30, 2017, deadline for DoD to validate
the financial statements are audit ready. As a result, DoD may not have adequate time to
take corrective actions if additional deficiencies are identified, or if ERP implementations
are delayed. For example, full deployment of Global Combat Support System - Army is
planned for the fourth quarter of Fiscal Year 2017. Also, the Air Force and Defense
Logistics Agency do not plan on asserting audit readiness of their Statement of Budgetary
Resources until the first and second quarters of Fiscal Year 2017, respectively and do not
plan on completing a validation of this audit readiness assertion until the third and fourth
quarters. The Other Defense Organizations do not plan on asserting audit readiness of
the Statement of Budgetary Resources until the fourth quarter of Fiscal Year 2017 and do
not include any validation of their audit readiness assertion. These milestones may not
leave sufficient time for the Statement of Budgetary Resources to be independently
verified as being audit ready. Further, because these entities are material to the DoD
Agency-wide financial statements, any delay in those statements would likely prevent the
Statement of Budgetary Resources, at the DoD Agency-wide level, from being audit
ready.
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CONCLUSION

Sound financial management is critical to providing effective stewardship over the
billions of dollars the Department receives annually. The Department needs accurate and
timely financial information on a daily basis to ensure that every dollar supports the
warfighters, improves military readiness, and is readily available to key decision makers.
Although the Department faces some daunting financial management challenges that
must be resolved, the Department continues to make progress in improving its financial
management. There is much more to do in order to overcome the pervasive, long
standing financial management problems that I have describe today. A comprehensive
collection and analysis of improper payment is one means to provide effective financial
stewardship as well as implementing a thorough process to track appropriations,

obligations, and expenditures to mitigate the risk for Antideficiency Act violations.

Currently, the Department is devoting significant resources to address these challenges
and we are encouraged by the progress they have made. We will continue to provide
oversight of these efforts and make recommendations to help move the Department

towards improved financial management.

This concludes my statement today and I would be happy to take any questions the Panel

may have for me.
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© What GAO Found

: For years, GAO and DOD G have reported on DOD’s inability to provide
. effective funds control and report reliable financial information, including

© budgetary information. In 2008, GAO reporied that DOD's complex and inefficient
i payment processes, nonintegrated business systems, and weak internal controls

impair its ability to maintain proper funds control, putting DOD at risk of
overobligating or overspending its appropriations. Specifically, DOD’s weak
internal control environment has hindered its ability to ensure that transactions
are accurately recorded, sufficiently supported, and properly executed by trained

: personnel subject to effective supervision. Funds control weaknesses place

DOD at risk of violating the Antideficiency Act (ADA), specifically through

. overobligations and overexpenditures. DOD reported ADA violations from fiscal

year 2007 through September 15, 2011, with a total dollar amount of $927.4
million.

DOD has identified payment transactions and related accounting steps as
“problem disbursements.” Problem disbursements include unmatched
disbursements (UMD) that represent disbursements that have been paid by an
accounting office but that have not been matched to the correct obligation
records. DOD reports that it has reduced overaged UMDs from $666.5 million to
$109.8 million between second quarter of fiscal year 2009 to the same time in

reporting reliable financial information, including budgetary information in an
auditable Statement of Budgetary Resources. Aithough DOD has dedicated
significant resources to remediate its identified weaknesses, it faces significant
challenges to address those persistent weaknesses.

DQOD reported for fiscal year 2010 that it made an estimated $1 billion in improper
payments. However, this estimate is incomplete because DOD did not include
estimates from its commerciatl payment programs, which account for
approximately one-third of the value of DOD payments. Further, both GAO and
the DOD IG have reported on weaknesses in DOD’s payment controls, including
weaknesses in its process for assessing the risk of improper payments and
reporting estimated amounts of them. DOD's problem disbursements continue to
be a concern and are a contributing factor o the department’s funds control

inaccurate cost information and improper payments. Given DOD's stated goal of

- achieving audit readiness on its consolidated financial statements by the end of

fiscal year 2017, it will be critical that the department continue to ensure that

. steady progress Is being made. Moreover, for DOD to move forward, it wili be

important that the department resolve its problems with multiple, disparate
nonintegrated systems to ensure that whatever systems solutions are chosen will
provide the underlying foundation for auditable financial statements.
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Chairman Conaway, Ranking Member Andrews, and Members of the
Panel:

it is a pleasure to be here today to discuss the Department of Defense's
(DOD) controls over the use of public funds and their effect on the
reliability of DOD'’s reported budgetary information and DOD's efforts to
account for and control improper payments.

DOD is one of the largest and most complex organizations in the world.
For fiscal year 2012, the budget requested for the department was
approximately $671 billion—$553 billion in spending authority for its
operations and an additional $118 billion to support overseas contingency
operations, such as those in lraq and Afghanistan. DOD's fiscal year
2012 budget request also noted that it employed over 3 million military
and civilian personnel—inciuding active and reserve service members.
DOD operations span a wide range of defense organizations, including
the military services, large defense agencies and field activities, and
various combatant and joint operational commands that are responsible
for military operations for specific geographic regions or theaters of
operation. To execute its operations, the department performs interrelated
and interdependent business functions, including financial management,
logistics management, heaith care management, and procurement. To
support its business functions, DOD has reported that it refies on over
2,200 business systems,’ including accounting, acquisition, logistics, and
personnel systems.

Like all executive agencies of the federal government, DOD is required to
design and implement effective internal controls,? including controls over

'DOD excludes from its business systems those designated as national security systems
under section 2222(j) of Title 10, United States Code. National security systems are
information systems where the function, operation, or use of which involves intelligence
activities, cryptologic activities related to national security, command and controt of military
forces, equipment that is an integral part of a weapon or weapon system or is critical to
the direct fulfillment of military or intelfigence missions (unless used for routine
administrative and business applications), or is protected at all times by classification
procedures in the interest of national defense or foreign relations, as authorized by faw or
executive order.

2intemal control represents an organization's plans, methods, and procedures used to
meet its missions, goals, and objectives and serves as the first line of defense in
safeguarding assets and preventing and detecting errors, fraud, waste, abuse, and
mismanagement.
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its use of public funds (“funds controls”) and controls over its payment
processes (“payment controls”). As a steward of the public’s resources,
DOD is responsible and accountable for (1) using public funds efficiently
and effectively and for the purposes and within the time frames and
amounts prescribed by law, (2) making payments to the right parties in
the correct amount within allowable time frames and recouping any
overpayments, and (3) accurately recording and reporting on its
transactions and use of public funds.

Due to longstanding and pervasive weaknesses in DOD's internal control,
we have designated DOD’s financial management as one of DOD's
programs at high risk of waste, fraud, abuse, or mismanagement.®* DOD's
past initiatives to strengthen its internal control, become auditable, and
improve its financial management have fallen short. While current efforts
offer some encouragement, GAQO and DOD auditors continue to find
significant deficiencies in internal control that contribute to DOD's inabiiity
to achieve effective financial management capabilities and prepare
auditable financial statements. Under the DOD Financial Improvement
and Audit Readiness (FIAR) Plan, first issued by the DOD Comptroller in
2005, DOD has begun to dedicate significant resources to remediate
identified weaknesses.

Today, | will discuss the challenges DOD faces in its funds control and
their effect on the reliability of DOD's financial information, especially the
budgetary information in DOD’s Statement of Budgetary Resources
(SBR), which the department has identified as its highest priority in
achieving auditability, as well as its ability to reduce the risk of
overobligating or overexpending resources. | will also discuss the
weaknesses in DOD’s payment controls that put the department at risk of
making improper payments. My statement today is based primarily on our
prior work and includes DOD-reported information that we monitor as part
of our annual audit of the Consolidated Financial Statements of the U.S,
Government. In addition, my statement includes information from reports
issued by the department's Inspector General (DOD IG) that | present
because, while we did not independently validate the {G’s methodology,
the findings are similar to ours on relevant aspects of DOD’s funds and
payment controls. Our work, on which this statement is based, was

3GAC High-Risk Series: An Update, GAO-11-278 (Washington, D.C.: Februar, 2011).

*See a list of Refated GAQ Products at the end of this statement.
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conducted in accordance with generally accepted government auditing
standards. Qur previously published reports contain additional details on
the scope and methodology for those reviews, Those standards require
that we plan and perform the audit to obtain sufficient, appropriate
evidence to provide a reasonabie basis for our findings and conclusions
based on our audit objectives. We believe the evidence obtained provides
a reasonable basis for our findings and conclusions based on our audit
objectives.

Background

The Budget and Accounting Procedures Act of 1950 and the law
commonly known as the Federal Managers’ Financial Integrity Act of
1982 (FMFIA)® placed primary responsibility for establishing and
maintaining internal control on the head of the agency. Internal control is
an integral component of an organization's management that when
properly implemented and operating effectively provides reasonable
assurance® that the following objectives are being achieved: (1)
effectiveness and efficiency of operations; (2) reliability of financial
reporting; and (3) compliance with laws and regulations.

Within this broad framework of internal control, DOD must design and
implement effective funds control, payment controls, and internal control
over financial reporting.” Auditors of DOD’s financial statements are to
assess the effectiveness of these controls as part of the financial
statement audit. However, DOD has acknowledged that long-standing
weaknesses in its internal controls, its business systems, and its
processes have prevented auditors from determining the reliability of
DOD’s financial statement information, including the budgetary
information included in DOD’s SBR. Moreover, we have previously
reported that a weak overall controt environment and poor internal
controis limit DOD’s ability to prevent and detect fraud, waste, abuse, and
improper payments.

531 U.8.C. § 3512(c), (d).

5The concept of reasonable assurance recognizes that no matter how well designed and
operated, internal controf cannot provide absolute assurance that an entity’s objectives wilt
be met. Management shouid design and implement internal control based on the related
costs and benefits.

"Additional information about requirements and standards for funds and payment controls,
and internal controt over financial reporting is provided in app. |.
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Because budgetary information is widely and regularly used for
management, the DOD Comptroller designated as one of DOD’s highest
priorities the improvement of its budgetary information and processes
underlying the SBR. The financial information in the SBR is predominantly
derived from an entity’s budgetary accounts, which are used by agencies
to account for and track the use of public funds, in accordance with
budgetary accounting rules.® The SBR is designed to provide information
on authorized budgeted spending authority and links to the Budget of the
United States Government (President’s Budget), including the source and
availability of budgetary resources, and how obligated resources have
bean used.® According to the Office of Management and Budget, the SBR
was added as a basic federal financial statement so that the underlying
budgetary accounting information is audited and is, therefore, more
reliable for routine management use and budgetary reporting, such as the
President’s Budget.

in the FIAR Plan, DOD states that it expects to obtain five benefits from
its planned efforts to achieve an auditable SBR. According to DOD, its
efforts will

= improve the visibility of budgetary transactions, ensuring a more
effective use of resources;

+ provide operational efficiencies through more readily available and
accurate cost and financial information;

- improve financial stewardship through reduced improper payments;

« improve budget processes and controls, thus reducing violations of
funds control laws; and

« link execution to the President's Budget, thus providing more
consistency with the financial environment.®

8E)udgetary accounting rules are incorporated into generally accepted accounting
principles (GAAP) for the federal government. For additional information on the two
methods of tracking the use of public funds, see app. HIi to GAO, A Glossary of Terms
Used in the Federal Budget Process, GAO-05-7348P (Washington, D.C.: September
2005).

9Budgetary resources include the amount avaitable to enter into new obligations and to
liquidate them. Budgetary resources are made up of new budget authority (inciuding direct
spending authority provided in existing statute and obligation fimitations) and unobligated
balances of budget authority provided in previous years.

oD, Office of the Under Secretary of Defense (Comptroller/CFO, Financial
Improvement and Audit Readiness (FIAR) Plan Status Report (May 2011).
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Serious DOD Funds
Control Challenges

For years, GAQ and DOD G have reported on DOD’s inability to provide
effective funds control and report reliable financial information, including
budgetary information. in 2008, we reported that DOD’s complex and
inefficient payment processes, nonintegrated business systems, and
weak internal controls impair its ability to maintain proper funds control,
putting DOD at risk of overobligating or overspending its appropriations. ™
Specifically, DOD’s weak internal control environment has hindered its
ability to ensure that transactions are accurately recorded, sufficiently
supported, and properly executed by trained personnel subject to
effective supervision. Further, these weaknesses impair DOD's ability to
ensure that amounts recorded as disbursements’? are matched to the
corresponding recorded obligations,® resulting in “unmatched
disbursements.”* These and other weaknesses have prevented DOD
from reporting reliable financial information, including budgetary
information in an auditable SBR, which DOD’s FIAR Plan seeks to
address through a multiyear effort across the military services and
defense agencies. For example, we recently reported that inadequate
processes, systems controls, and controls for accounting and reporting
prevented the Marine Corps from passing an audit of its fiscal year 2010
SBR, the first SBR of a military service that DOD is attempting to
successfully audit since the SBR was first required in 1998.%° Atthough
DOD has dedicated significant resources to improving its financial

"GAO, DOD Financial Management: Improvements Are Needed in Antideficiency Act
Controls and investigations, GAO-08-1063 (Washington, D.C.: Sept. 26, 2008).

24 disbursement is an amount paid by a federal agency, by cash or cash equivalent, to
fiquidate obligations, such as payment for goods received under a contract.
Disbursements often are referred to as "expenditures” or “outiays.”

3An obligation is a definite commitment that creates a legat liability of the government for
the payment of appropriated funds for goods and services ordered and received, or a legal
duty on the part of the United States that could mature into a legal fiability by virtue of
actions on the part of the other parly beyond the control of the United States. Obligations
include, for the ing of ¢ and grants.

*Unmatched disbursements refer to disbursements and collections that have been
received by the accounting station, attempted to be matched to an obligation in the
accounting system, but were not matched because an obligation was not identified in the
accounting system.

®GAQ, DOD Financial Management: Marine Corps Statement of Budgetary Resources
Audit Results and Lessons Learned, GAO-11-830 (Washington, D.C. Sept. 15, 2011.),
Department of Defense: Status of Financial Management Weaknesses and Actions
Needed fo Correct Continuing Challenges, GAQ/T-AIMD/NSIAD-99-171 (Washington,
D.C.: May 4, 1999).
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management, including addressing known weaknesses in its funds
control, neither the department nor its auditors have been able to verify
that weaknesses have been sufficiently corrected in order o pass an
audit. These weaknesses present challenges for DOD in: (1) reducing its
risk of overobligating and overexpending™ its appropriations in violation of
the law and making effective use of budgetary resources; (2) improving its
ability to eliminate unmatched disbursements and other significant
problem disbursements; and (3) producing reliable budgetary information.

Funds Control Weaknesses
Can Place DOD at Risk of
Overobligation and
Overexpenditure and
Violations of the Law

We have reported that the department is at risk of overobligating and
overexpending its appropriations because of its weaknesses in identifying
and training its personnel who are responsible for funds controt and
carrying out supervisory duties, its challenges in properly supporting and
accounting for its fransactions, and its poor financial systems. These
weaknesses have contributed to 64 DOD-reported instances of
averobligation or overexpenditure of funds in violation of the law totaling
$927.4 million from fiscal year 2007 through September 15, 2011.
However, there may be other violations that may not be detected,
investigated, and reported because of the weaknesses in DOD's funds
control and financial management overall. According to DOD, the most
frequent causes of DOD's overobligations and overexpenditures include
inadequate internal controls and standard operating procedures, not
following prescribed internal controls and standard operating procedures,
lack of appropriate training, and inadequate supervisory involvement or
oversight. ' Examples of reported weaknesses in DOD’s funds controf
include:

« Inadequately trained funds control personnel. In 2008, we reported
that DOD had not effectively identified and established training
programs for departmental personnel who carry out DOD's funds

8Overobligation or overexpenditure of an appropriation or fund occurs when an officer or
employee of the United States has made or authorized an obligation, such as a contract,
or an expenditure, respectively, in excess of the amount available in the applicable
appropriation account or fund.

DOD Financial Management Regulation 7000.14-R (DOD FMR), Vol. 14, Ch. 2,
Antideficiency Act Violations, Para. 020301 (November 2010). DOD's FMR also describes
common types of overobligations and overexpenditures, such as the improper use of
operations and maintenance funds by program and contracting officials for military
construction or procurement activities. /d. at para. 020402.8.
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control.™® According to DOD, its funds control system relies
extensively on the department's ability to (1) identify individuals who
are performing key funds control roles, such as certifying officers,’®
contracting officers, program managers, funds certifying officials, and
other departmental accountable officials,? who incur obligations and
make disbursements and perform related duties, and (2) ensure that
those individuals have received the training necessary to fulfill their
responsibilities in compliance with the DOD Financial Management
Regulation (FMR). We made recommendations to DOD in our report
to improve its process and system of identifying and training its key
funds control personnel, which DOD agreed to implement, and last
year DOD revised the policies in its FMR on this aspect of its funds
control. We have not assessed the effectiveness of DOD's actions.
However, as | testified before this Panel in July 2011, DOD has not
completed a competency analysis of its financial management
personnel and still has significant work o do to address this challenge
1o achieving its financial improvement goals.?'

« Unsupported transactions. We have reported that DOD components
have significant weaknesses in their ability to properly support
transactions in order to reliably determine whether their obligations
and disbursements are being used for authorized purposes and within
the amounts and time frames established by law. For example, we
recently reported that the auditors who attempted to audit the Marine
Corps fiscal year 2010 SBR were unable to conduct the audit

BGAO-08-1063.

Disbursements may be made only on vouchers certified by the head of an agency or a
certifying officer designated by the head of the agency. 31 U.8.C. § 3325(a). By law,
certifying officers are responsible for, among other things, (1} the correctness of the facts
in the certificate, voucher, and supporting do ion; (2) the of
computations on the voucher; and (3) the legality of a propesed payment under the
appropriation or fund involved. 31 U.S.C. § 3528,

207 departmental accountable official is an individual who is responsible in the
performance of hisfher duties for providing a certifying officer with information, data, or
services that the certifying officer refies upon in the certification of vouchers for payment.
Departmental accountabie officials may include resource managers, fund hoiders, and
funds certifying officials, who are responsible for the proper assignment of funding on an
obligation document before the obligation is incurred and for maintaining a system of
positive funds control. Departmental accountable officers also may include officers and
employees who enter into obligations, such as contracting officers, and who make
payment eligibility determinations,

ZGAO, DOD Financial Management: Numerous Challenges Must Be Addressed to
Achieve Auditability, GAO-11-864T (Washington, D.C.: July 28, 2011).
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because, among other internal control deficiencies, the Marine Corps
lacked documentation to support its transactions, which put the
Marine Corps at risk of not being able to verify whether payments
were made in the appropriate amount for authorized purposes, and to
the appropriate parties.? In its Agency Financial Report for Fiscal
Year 2010,% DOD officials stated that one of 13 material weaknesses
that prevent an audit of its financial statements will be resolved by
2017 by implementing processes and systems that can provide
necessary transaction-leve! supporting documentation for its
disbursements and collections.

» Inadequate recording of transactions. DOD faces challenges in
properly recording its obligations and disbursements in its accounting
and other business systems that impair its ability to track and contro!
the use of public funds. According to DOD's FMR, obligations and
expenditures are required to be recorded accurately and promptly,
even if the recording results in a negative amount in the appropriation,
fund, or other accounting level.?* Last week, we reported that the
auditors of the Marine Corps’ fiscal year 2010 SBR found that the
Marine Corps inappropriately used “bulk obligations” to record
estimated liabilities that the Marine Corps did not match to actuat
payments due to weak internal controls.®® As discussed below, a
similar practice by the military departments led to overobligations in
violation of the law. Further, DOD reported in its Agency Financial
Report for Fiscal Year 2010 that another of 13 material weaknesses
that prevented an audit of its financial statements relates, in part, to
the department’s inability to properly record payments due from other
agencies and the public.?®

« Ineffective business systems. In our 2008 report on DOD's funds
control, we found that DOD’s nonintegrated and outdated business
systems, including its financial systems and other systems that
provide most of DOD's financial data to the financial systems, were a
key impediment to effective funds control, and we noted that DOD had
long-term plans to implement modernized, fully integrated, and

2GAC-11-830.

2poD, Agency Financial Report for FY 2010, addendum A, table 2a-1 (Nov. 15, 2010).
2DOD FMR, Vol. 14, Ch. 2, Para. 0203 {November 2010),

®GA0-11-830.

DOD, Agency Financial Report for FY 2010, addendum A, table 2a-1.
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reliable business systems.?” However, as | stated before this panel in
July, DOD faces significant challenges in its effort to implement these
new systems over the next several years.? In its Agency Financial
Report for Fiscal Year 2010 and its FIAR Plan, DOD acknowledges
the challenges related to weaknesses in DOD's financial management
systems. For example, in DOD’s annual statement on the status of its
internal controls included in its Agency Financial Report, DOD
reported that the department is not in conformance with internal
control requirements because of a material weakness in its financial
management systems. DOD's FIAR Plan states that implementing
modernized, effective, and integrated business systems that reliably
support financial needs of the department are critical to achieving the
department’s financial improvement and audit readiness efforts.

DOD's ineffective funds control has resulted in overobligations and
overexpenditures in viclation of the Antideficiency Act (ADA).? As we
reported in 2008, weaknesses in DOD’s funds control impaired its ability
to accurately detect, investigate, and report such violations.* Under the
ADA, agencies are prohibited from, among other things, incurring
obligations or making expenditures in excess or in advance of
appropriations or in excess of apportionments or formal subdivisions of
those apportionments.® When DOD determines that a violation of the
ADA has occurred, the department is to immediately report to the
President and Congress all relevant facts and a statement of actions

27GA0-08-1063. The DOD FMR describes requirements and assigns responsibilities for
implementing financial management systems as part of DOD's funds control. DOD FMR,
Vel. 14, Ch. 1, Administrative Control of Funds, Para. 010210 (Jan. 2009).

BGAO-11-864T.
31 U..C. §8 1341-42, 1349-51, 1511-19.
®GAG-08-1063.

3ynder law, an apportionment is the action by which the Office of Management and
Budget {OMB) distributes amounts available for obligation, including budgetary reserves
established pursuant to law, in an appropriation or fund account. An apportionment divides
amounts available for obligation by specific time periods (usually quarters), activities,
projects, objects, or a combination thereof. The amounts so apportioned limit the amount
of obligations that may be incurred. An apportionment may be further subdivided by an
agency into allotments, suballotments, and allocations. in apportioning any account, some
funds may be reserved to pravide for contingencies or to effect savings made possible
pursuant to the Antideficiency Act. Funds apportioned to establish a reserve must be
proposed for deferral or rescission pursuant to the Impoundment Control Act of 1974 {2
U.S.C. §§ 681-688).
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taken and submit a copy to the Comptrolier General at the same time.
According to copies of ADA violation reports received by the Comptroiler
General, and as shown in table 1, DOD reported 64 ADA violations from
fiscal year 2007 through September 15, 2011, with a total dollar amount
of $927.4 million. However, due to DOD’s weaknesses in its funds control
process, including the weaknesses described above related to DOD'’s
challenges in controlling and recording obligations and disbursements
and detecting violations, this listing may not be complete because all ADA
violations may not have been identified or reported. For example, GAO
identified a violation in June 2010 involving the Army’s overobligation of
its fiscal year 2008 Military Personnel-Army (MPA) appropriation, as
evidenced by a $200 million transfer DOD made to the MPA account from
DOD’s working capital fund, which has not yet been reported by DOD.*?
Mr. Chairman, Ranking Member Andrews, | know that you and other
members of Congress recently sent a letter to the DOD Comptroller
asking for an explanation of why DOD has not reported this and other
potential ADA violations. Such an explanation could provide greater
transparency over the accuracy of reported numbers and amounts of
violations.

*2GA0, Department of the Army-—The Fiscal Year 2008 Military Personnel, Army
Appropriation and the Antideficiency Act, B-318724 (Washington, D.C.: June 22, 2010).
OMB policy requires DOD to report viclations found by GAOC. OMB Cir. No. A-11, section
145.8. Further, on March 30, 2011, we issued a legal opinion in which we concluded that
an Enhanced Use Lease entered into by the U.S. Amny violated the ADA by including a
clause in the escrow agreement whereby the govemnment indemnified an escrow agent
against all liabilities arising under the escrow agreement. GAO- B-321387, Depariment of
the Army—Escrow Accounts and the Miscellaneous Receipts Statute (Mar. 30, 2011).
DOD has not yet reported this violation to GAO. For addiional information on this lease
and the related ADA violation, see GAQ, Defense infrastructure: The Enhanced Use
Lease Program Requires Management Attention, GAO-11-574 (Washington, D.C.: June
30, 2011). For additional information on this lease and the related ADA violation, see also
GAO, Defense Infrastructure: The Enhanced Use Lease Program Requires Management
Attention, GAO-11-574 (Washington, D.C.: June 30, 2011).
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Table 1: Anti iency Act Violati Reported by the Department of Defense
(Fiscat Year 2007 through September 15, 2011}

Reported violations

Military service Number Amount {doliars in millions}
Army 31 $548.0
Navy 15 237.6
Marine Corps 3 5.1
Air Force 12 129.5
Defense agencies 3 7.2
Total 64 $927.4

Source: DOD.,

Note: The data are ited b ion GAO from Anti i Act reports received by

GAQ from DOD as of September 15, 2011, Because of the time required to investigate potential
viotations, the violations generally occurred 2 or more years prior to the dates of the reports.

Because the ADA prohibits, and effective funds control should prevent,
overobligations and overexpenditures of public funds, the number and
dollar amount of ADA violations are an indicator of the status of DOD's
funds control. However, the nature of reported viclations can also indicate
systemic weaknesses in DOD’s funds control. The following ADA
violations involved systemic breakdowns in the controls necessary to
track actual amounts of obligations incurred against amounts of available
funding:

« As noted above, we found in June 2010 that the Army Budget Office
lacked an adequate funds control process to provide it with ongoing
assurance that obligations and expenditures do not exceed funds
available in the fiscal year 2008 Military Personnel-Army (MPA)
appropriation.® We found that the Army’s total obligations against
the fiscal year 2008 MPA appropriation exceeded the amount
available in the account, as evidenced by the Army’s need to
transfer $200 million from the Defense Working Capital Fund,
Army appropriation to cover the shortfall. The overobligation fikely
stemmed, in part, from lack of communication between the Army
budget office and program managers so that the Army budget office’s
accounting records reflected estimates instead of actual amounts until
it was too late to control the incurrence of excessive obligations in

338.318724.
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violation of the act. Thus, at any given time in the fiscal year, the Army
budget office did not know the actual obligation and expenditure levels
of the account. The Army budget office explained that it relies on
estimated obligations—despite the availability of actual data from
program managers——because of inadequate financial management
systems.

» Similarly, in 2008, Navy officials reported an ADA violation in the
Military Personnel-Navy (MPN) appropriation in the amount of $183
million. The violation occurred when the Bureau of Naval Personnel
{BUPERS) overobiigated the fiscal year 2008 MPN appropriation due
to its inability to accurately track the status of obligations and identify
the need for additional funding.

To its credit, the department has issued and periodically updated policies
that address responsibilities for preventing and identifying ADA
violations.> DOD's guidance also describes frequent causes of violations
within the department and explains the actions necessary to avoid them,
including emphasizing management and supervisory duties, training of
key funds controi personnel, and effective systems and procedures.

Efforts to Address DOD’s
“Problem” Disbursements

Basic controls to match payments with the obligation records and account
for and reconcile payments are not effective within the department. DOD
has identified payment transactions and related accounting steps as
“problem disbursements” and monitors them through management
tracking reports as it attempts to correct them. Problem disbursements
include unmatched disbursements (UMD) that represent disbursements
that have been paid by an accounting office but that have not been
matched to the correct obligation records. For example, if one or more of
the accounting line elements for each transaction, such as appropriation,
fiscal year, and program code do not match the information in the
accounting records, then the fransaction is considered unmaiched. For a
description of two examples of DOD’s problem disbursements, see
appendix {l.

*DOD FMR, Vol. 14, Ch. 2 (November 2010). The guidance also describes common
types of violations, including the use of appropriations for improper purposes, such as the
use of operations and maintenance funds for military construction and procurement
activities, which cannot be corrected by adjusting DOD's accounts to charge the correct
appropriation.
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Problem disbursements increase the risk of making fraudulent or
erroneous payments without detection. In addition, problem
disbursements impair the reliability of DOD financial statements and
DOD’s ability to controf its disbursements, a key aspect of funds control.
According to DOD’s tracking reports, the department has made progress
in addressing problem disbursements, but the department has not
achieved its goals in this area.

As we reported in 2003, the Defense Finance and Accounting Service
(DFAS) expanded its use of existing financial management performance
metrics to include special measures for the recording of payments,
including the amount of disbursements that are not matched lo the
corresponding obligations, or UMDs.® DOD, in its May 2011 FIAR Plan
Status Report®® on the implementation of its FIAR Plan, included a metric
on UMDs. This metric tracks UMDs that are over 120 days old, which
DOD refers to as “overaged UMDs."¥ As stated in that report, DOD’s goal
is to have no UMD amounts greater than 120 days old. According to the
report, the benefit of reducing UMDs, especially overaged UMDs, is
greater accuracy of DOD components’ account balances on management
reports and the SBR. Reduction of the amount of UMDs will allow DOD to
have more accurate information about the obligations that have been
liquidated, improving its budgetary accounting. The presence of UMDs
prevents the depariment from having accurate information about the
amount of funds available for obligation and expenditure to carry out its
mission, thus increasing the risk of possible ADA violations. The following
table appears in the May 2011 status report on the FIAR Plan for
overaged UMDs and indicates that, from the second quarter of fiscal year

3SGAQ, Financial Management: DOD’s Metrics Program Provides Focus for Improving
Performance, GAC-03-457 (Washington, D.C.: Mar. 28, 2003). We monitor the DFAS
tracking reports as part of our annual audit of the Consolidated Financial Statements of
the U.S. Government.

% DOD FIAR Plan Status Update, app. | {May 2011).

STEor this metric, UMDs are defined as disbursements that cannot be matched to an
obligation in the accounting system. According to DOD's Financial Management
Regutation 7000.14-R, vol. 3, ch. 11, “collocated” offices have a fotal of 90 days to
research and resolve a UMD and “noncollocated” offices have a totat of 120 days to
research and resolve a UMD,
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2009 through the second quarter of fiscal year 2011, DOD is making
progress at reducing overaged UMDs: %

Table 2: DOD Reported Unmatched Disbursements over 120 Days as of May 2011 (dollars in millions)

Fiscal year 2008 Fiscal year 2010 Fiscal year 2011
DOD component Second quarter Fourth quarter Second quarter  Fourth quarter  Second quarter
Army $6.5 $54.6 $156.4 $4.8 $36.7
Navy 565.4 496.6 559.4 232 40.9
Air Force 94.6 68.5 3.4 05 2.8
Defense Logistics Agency 0.00 0.00 40.6 32.8 292
Total $666.5 $619.7 $759.8 $61.3 $109.6

Source: DOD.

Note: Unaudited data are from FIAR Plan Status Report as of May 2011.

In the results section accompanying this table, DOD officials noted Army’s

UMDs reportedly increased due to systems issues with recording

obligations and fines of accounting in its Enterprise Resource Planning

(ERP) systems.™
DOD’s Funds Control As we and DOD'’s auditors have reported, DOD's funds control and

Weaknesses and Problem
Disbursements Impair the
Reliability of DOD’s
Financial Information

related internal control weaknesses and problem disbursements have
impaired its ability to produce reliable financial information for reporting,
especially the reliability of the department’s SBR, as well as its other
budgetary information. For example, we reported in 1999 that the
reliability of DOD's budgetary information reported in its SBR was
impaired.*® in 2009, the DOD Comptroller directed that the department’s

*#DOD’s corrective actions have included the implementation of process to match
proposed disbursements with corresponding obligations before making payments, which
Congress has required by law since 1995 for certain large disbursements. This process,
known as prevalidation, checks whether DOD organizations have recorded obligations
properly in an official accounting system as well as reserved sufficient funds in accounting
records to cover the proposed disbursement before payments are made.

%An Enterprise Resource Planning (ERP) solution is an automated system using
commercial off-the-shelf (COTS) software consisting of multiple, integrated functional
modules that perform a variety of business-related tasks such as general ledger
accounting, payroli, and supply chain management. ERP systems represent a critical
element of DOD's FIAR strategy.

“OGAOIT-AIMD/NSIAD-99-171.
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components focus their efforts on budgetary information and the ability to
prepare an auditabie SBR as one of two first priorities that are now being
implemented through the DOD's FIAR Plan, its FIAR Guidance, and the
components’ individual financial improvement plans. As a pilot, DOD
designated the Marine Corps SBR as the first military service SBR to
undergo an audit. However, as we reported last week, the Marine Corps
was unable to undergo an audit of its fiscal year 2010 SBR due to serious
control weaknesses that prevented the auditors from performing the
audit. " Although we found that the Marine Corps was able to address
some of these weaknesses, many remained unresolved. We found that
the Marine Corps did not develop an effective overall corrective action
plan to address the 70 audit findings and related 139 recommendations
that identified risks, prioritized actions, and identified required resources
needed to help ensure that actions adequately respond to
recommendations. Instead, its approach to addressing auditor findings
and recommendations for its prior and current audit efforts focuses on
short-term corrective actions necessary to support heroic efforts to
produce refiable financial reporting at year-end. Such approach may not
result in sustained improvements over the long term that would help
ensure that the Marine Corps could routinely produce sound data on a
timely basis for decision making and reporting. We also reported key
lessons learned from this pilot that, if effectively shared with the other
military services, could help them to address similar known challenges in
preparing reliable SBRs.

The SBR is designed to provide information on budgeted spending
authority reported in the President’s Budget, including budgetary
resources, availability of budgetary resources, and how obligated
resources have been used. Both Congress and the administration use
this information to make decisions about the amounts of appropriations
DOD needs to carry out its operations. However, as we stated in our
February 2011 High-Risk Series: An Update, DOD’s pervasive controf
weaknesses adversely affect DOD's ability to, among other things,
anticipate future costs and claims on the budget.

“GAO-14-830.
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Risk of DOD Improper
Payments

DOD, in its Agency Financial Report for Fiscal Year 2010, reported that it
made an estimated $1 bilfion in improper payments*® under five of its
programs.® However, this estimate is incomplete because DOD did rot
include estimates from its commercial payment programs, which account
for approximately one-third of the value of DOD payments. Further, both
we and the DOD IG have reported on weaknesses in DOD’s payment
controls, including weaknesses in its process for assessing the risk of
improper payments and reporting estimated amounts of them. DOD’s
payment controls are hindered by problems related to inadequate
payment processing, poor financial systems, and inadequate supporting
documentation.

Weaknesses in DOD’s
Payment Controls

In our February 2011 High-Risk Series: An Update, we identified various
DOD high-risk areas, including contract management (designated in
1992) and financial management (designated in 1995), that we have
previously reported make the department vulnerable to improper
payments.* DOD’s contract management weaknesses, such as
ineffective oversight, increase the risk that DOD will pay more than the
value of the goods delivered or services performed. Financial
management deficiencies have adversely affected the depariment's
ability to control costs, to ensure basic accountability, and to prevent and
detect fraud, waste, and abuse, and represent a significant obstacle to
achieving an unqualified opinion on DOD’s and the U.S. government’s
consolidated financial statements. In addition, the DOD |G recently

“2an improper payment is defined as any payment that should not have been made or
that was made in an incorrect amount (including overpayments and underpayments)
under statutory, contractual, administrative, or other legally applicable requirements. It
includes any payment to an ineligible recipient, any payment for an ineligible service, any
duplicate payment, payment for services not received, and any payment that does not
account for credit for applicable discounts. OMB guidance also instructs agencies to report
payments for which insufficient or no documentation was found as improper payments.

“poD, Agency Financial Report for FY 2010, addendum A. In its improper payment
reporting, DOD identifies the primary causes of improper payments for each of the five
programs. For example, DOD reports that underpayments accounted for $338.8 million
{67 percent) of the $505.9 million in improper payments for the Military Pay program.
According to the information provided by DOD, most of these underpayments (3207
million} occurred within the Army Reserve and Army National Guard, most of which
involved unpaid leave not used before members were discharged or deactivated back o
Reserve from Active duty status.

“GAO-11-278.
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reported their assessment that DOD's risk of making improper payments
is high.*® This assessment was based on contro} deficiencies identified by
the Defense Finance and Accounting Service (DFAS) as well as prior
assessments made by GAO and DOD {G.

Our prior work and reports issued by DOD G have highlighted the
department’s long-standing and significant problems with estimating and
preventing improper payments. Specific weaknesses in DOD’s payment
controls include inadequate payment processing, inadequate supporting
documentation for expenditures, financial system deficiencies, and weak
contract audit and payment controls. For example:

« Inadequate payment processing. The DOD IG reported that the U.S.
Marine Corps Forces Special Operations Command did not have
effective controls over the reporting and processing of baseline and
contingency funds, resulting in improper payments. * Specifically, the
DOD IG reported that the command did not have effective controls
over the recording and processing of 35,699 transactions.*” Of the
320 sample transactions,*® 245 had one or more deficiencies. In
addition, of the 29 travel vouchers with deficiencies or unsupported
expenses, the payments made on 10 vouchers were improper
payments. According to the DOD IG report, the improper payments
occurred because the certifying officers and departmental
accountable officials approved the travel vouchers with deficiencies
and unsupported expenses without thoroughly reviewing them.

« Inadequate documentation. As we reported last week, we continue to
find that the Navy and Marine Corps have issues with maintaining
adequate documentation for their fransactions.”® On the basis of the

4pOD, inspector General, DOD Needs to Improve High Dollar Overpayment Review and
Reporting, D-2011-050 (Adington, Virginla: March 16, 2011).

“pop, Inspector General, U.S. Marine Corps Forces Special Operations Command
Needs to Improve Controls Over Financial Transactions, D-2011-086 {Arlington, Virginia:
July 20, 2011).

“"The 35,699 transactions were valued at $131.8 million in cbligations and $54.1 million in
expenditures from October 1, 2008 to October 16, 2009,

“The 320 sample transactions included obligations valued at $83.8 million and
expenditures of $20.6 million.

“GAQ, DOD Financial Management: Ongoing Chaflenges in Implementing the Financial
Improvement and Audit Readiness Plan, GAO-11-932T {(Washington, D.C.: Sept. 15,
2011).
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sample of items we tested for an ongeing audit, the Navy did not
maintain adequate documentation for us to independently validate its
efforts to research and resolve differences between its Fund Balance
with Treasury balances with the records of the Department of the
Treasury, which is a process similar to reconciling a checkbook with a
bank statement. Some payments are considered improper payments
due to insufficient or missing documentation. In July 2011, the DOD
IG reported that DFAS made potentially improper payments of $4.2
million from January 2005 through December 2009 related to active
duty military personnel.?® According to the report, DOD did not ensure
that the Defense Joint Military Pay System-Active Component
contained only valid active-duty military accounts. For example, the
DOD IG found that this system contained military personnel that
received payments after their reported date of death.

« Financial system deficiencies. In 2009, we reported that DOD traced
the root cause of many improper payments in its military and civilian
pay to the inaccurate or untimely reporting of entitlement data to
DOD’s automated systems on such areas as time and attendance,
personnel actions, and pay allowances.®' We reported that DOD had
described steps to monitor and track these improper payments;
however, it was unclear whether these actions would address the root
causes of these deficiencies. In August 2011, the DOD IG reported
that the Army’s controls over its Deployable Disbursing System®
(DDS) payments were inadequate and resulted in, among other
things, improper payments.> The DOD IG found that the Army was at
risk of improper payments because its Financial Management Centers
did not effectively review user access to DDS or oversee the payment
process. The DOD IG reported that the Army’s disbursing personnel
made nine duplicate payments to vendors and did not collect on these
improper payments. Two of the duplicate payments were referred by

S0DOD, Inspector General, Active Duty Military Personnel Accounts Were Generally Valid
and Secure, but DOD May Have Made Improper Payments, D-2011-093 (Artington,
Virginia: July 27, 2011).

51 GAO, Improper Pay ; Significant Impro Needed in DOD'’s Efforts to
Address Improper Payment and Recovery Auditing Requirements, GAO-09-442
{Washington, D.C.: July 29, 2009).

52DFAS developed the Deployable Disbursing System to fulfill a need for a tactical
disbursing system and to maintain accountability of U.S. Treasury funds.

53DOD, Inspector General, Confrols Over Army Deployable Disbursing System Payments
Need improvement, D-2011-101 (Arington, Virginia: Aug. 17, 2011).
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the DOD IG to the Defense Criminal Investigative Service because of
the suspicious and potentially fraudulent nature of the payments.

« Weak contract audit and payment controls. As we testified in February
2011, our 2009 audit work identified, among other weaknesses in
DOD’s contract payment controls, weaknesses in contract auditing,
which increase the risk of improper payments.® in 2009, we reported
on audit quality problems at Defense Contract Audit Agency (DCAA)
offices nationwide, including compromise of auditor independence,
insufficient audit testing, and inadequate planning and supervision. 5
In addition, DCAA's management environment and quality assurance
structure were based on a production-oriented mission that put DCAA
in the role of facilitating DOD contracting without also protecting the
public interest. At that time, we found serious quality problems in the
69 audits and cost-related assignments we reviewed, resulting in
DCAA rescinding over 80 audit reports and removing over 200 DOD
contractors from direct billing privileges, which allow them to submit
invoices for payment without review by the government.

Concerns over Incomplete
DOD Reviews and Reporting
on Improper Payments

The Improper Payments Information Act of 2002 (IPIA) requires DOD to
annually identify programs and activities susceptible to significant
improper payments, estimate amounts improperly paid under those
programs and activities, and report on these estimates and the actions to
reduce improper payments. in July 2009, we reported that DOD did not
conduct risk assessments on all of its payment activities, as $322 billion
in agency outlays were excluded from the amounts DOD assessed.”
While DOD components conducted risk assessments for six payment
activities totaling about $493 billion in fiscal year 2007, we identified an
additional $322 billion in outlays reported in DOD’s SBR® that had not
been assessed. Also, the DOD IG recently reported that DOD's First

54GAQ, Contract Audits: Rofe in Helping Ensure Effective Oversight and Reducing
Improper Payments, GAO-11-331T (Washington, D.C.: Feb. 1, 2011).

55GA0, DCAA Audits: Widespread Problems with Audit Quality Require Significant
Reform, GAC-09-468 (Washington, D.C.: Sept. 23, 2009).

58pub. L. No. 107-300, 116 Stat. 2350 (Nov. 26, 2002), as amended by the Improper
Payments Efimination and Recovery Act of 2010, Pub. L. No. 111-204, 124 Stat. 2224
(July 22, 2010).

57GAO-09-442.

BpOD's $BR for fiscal year 2007 reported gross outlays of about $815 billion.
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Quarter FY 2010 High Dollar Overpayments Repont®® (Overpayments
Report) did not accurately portray the department’s risk of high-dollar
overpayments.® The DOD IG reported that the Overpayments Report
was incomplete because not all DOD payments were examined. DFAS
reviews for high dollar overpayments excluded approximately $167.5
billion or 55 percent of DOD’s total $303.7 gross outlays.®* DOD's inability
to identify and reconcile total payments to its SBR affected the reliability
and completeness of its estimates for and reviews of improper payments.

In addition to not conducting risk assessments for all of its agency
outlays, we reported that DOD had neither established a methodology to
estimate nor had it estimated the amount of improper payments for
commercial pay—its largest payment activity.5? % At the time of our
report, DOD officials stated that reporting commercial improper payments
under both IPIA and the Recovery Auditing Act® would create duplicative
reporting. We disagreed with DOD officials stating that the department

S9executive Order 13520, Reducing Improper Payments {Nov. 20, 2009), requires that the
head of each agency report gquarterly on high dollar overpayments identified and
recovered. The report is alse to include the actions taken to prevent high doliar
overpayments.

50p, high-doltar improper payment is defined as any overpayment that is in excess of 50
percent of the correct amount of the intended payment where (1) the payment to an
individual exceeds $5,000 as a single payment or in cumuiative payments for the quarter
or (2) the payment to an entity exceeds $25,000 as a single payment or in cumulative
payments for the quarter.

$1DOD's Comptroller reported gross outlays of $303.7 billion for the first quarter of fiscal
year 2010 in DOD's SBR.

52GA0-09-442.

5 pop separates its payment of commercial invoices into two business lines—({1}
contract pay—which pays invoices for larger, more complex contracts and (2) vendor
pay—which processes payments for smaller, less complex contracts, purchase orders,
and other miscellaneous payments.

S4At the time of our report, agencies were required to report on their efforts to recover
overpayments made to contractors under section 831 of the National Defense
Authorization Act for Fiscal Year 2002, formerly codified at 31 U.5.C. §§ 3561-67,
commonly known as the Recovery Auditing Act. This provision was repealed and replaced
by the Improper Payments Elimination and Recovery Act of 2010 with a more
comprehensive recovery audit program requirement. Pub. L. No. 111-204, § 2(h), 124
Stat. 2224, 2228 (July 28, 2010). For more details on these requirements, see GAO,
Improper Payments: Recent Efforts to Address Improper Payments and Remaining
Challenges, GAO-11-875T (Washington, D.C.; Apr. 15, 2011).
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could leverage the results from its existing Recovery Auditing Act
processes identifying actual commercial under- and overpayments to
develop its statistical sampling methodology and enhance the reported
estimate.

The DOD Comptroller testified in May 2011 that DOD had not estimated
the amount of improper payments for commercial pay because the
department uses prepayment screening, both automated and manual, to
prevent improper payments.®® He added that one especially important tool
to prevent commercial pay improper payments is the department’s
Business Activity Monitoring (BAM)® software program introduced in
August 2008, However, the DOD |G reported, among other things, that
the BAM tool had a false positive®” rate of more than 95 percent and that
the BAM review methodology was not standardized across payment
systems or even within the same office. The large number of payments
flagged for review (faise positives) made it difficult to conduct the
appropriate research in a timely manner without delaying payment. The
IG reported that the iack of a standardized methodology could lead to
DFAS not detecting and preventing improper payments due to poor
quality review. The Comptroller stated, in his May 2011 testimony, that in
view of legislative changes and more recent OMB guidance, DOD pians
to do postpayment statistical sampling for commercial payments for those
systems not currently covered by the BAM tool to supplement its
prepayment measures.

Concluding
Observations

Although DOD has dedicated significant resources under its FIAR Plan to
remediate its identified financial management weaknesses, it faces

significant challenges in addressing those persistent weaknesses. DOD'’s
large number of nonintegrated business systems, complex and inefficient
payment processes, and weak internal controls put the department at risk

%5DOD, Statement of The Honorable Robert F. Hale, Under Secretary of Defense
{Comptroller} before the Subcommittee on Federal Financial Management, Government
Information, Federal Services, and International Security, Committee on Homeland
Security and Governmental Affairs, U.S. Senate (Washington, D.C.: May 25, 2011).

S5BAM is a tool that runs a discrete number of tests to identify potential improper
payments before disbursement.

S7A false positive is a payment flagged as a potential improper payment that after review is
determined to be proper.
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of overcbligating or overspending its appropriations. DOD has been
addressing its problem disbursements, but they are a contributing factor
to the department's funds control issues. The department’s weak controls
over payments increase the risk of inaccurate cost information and
improper payments. Given DOD's stated goal of achieving audit
readiness on its consolidated financial statements by the end of fiscal
year 2017, it will be critical that the department continue ensure that
steady progress is being made. Moreover, for DOD to move forward, it
will be important for the department to resolve its problems with multiple,
disparate nonintegrated systems and to ensure that whatever systems
solutions are chosen will provide the underlying foundation for auditable
financial statements.

Mr. Chairman and members of the panel, this concludes my prepared
statement. | would be pleased to respond to any questions thal you or
other members of the panel may have at this time.

For further information regarding this testimony, please contact Asif A
Khan, (202) 512-9869 or khana@gao.gov. Key contributors to this
testimony include F. Abe Dymond, Assistant Director; Daniel Egan;
Maxine Hattery;, Robert Sharpe; and Sandra Silzer.
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Appendix I: Requirements and Standards for
Federal Agencies’ Internal Controls

Congress has long recognized the importance of internal control,
beginning with the Budget and Accounting Procedures Act of 1950, over
60 years ago. The 1950 act placed primary responsibility for establishing
and maintaining internal control squarely on the shoulders of agency
management. In 1982, Congress enacted the faw commonly known as
the Federal Managers’ Financial Integrity Act (FMFIA), and the Office of
Management and Budget (OMB) issued Circular No. A-123 to require
each agency to establish and maintain internal contro! systems that would
enable obligations and costs o be recorded in compliance with applicable
law; funds, property, and other assets to be safeguarded; and revenues
and expenditures applicable to agency operations to be properly recorded
and accounted for. Within this broad framework of internal control
required by FMFIA, the Department of Defense, like other executive-
branch agencies, must also design and implement effective systems of
funds control, payment controls, and internal control over financial
reporting. Auditors of DOD’s financial statements assess the
effectiveness of these four types of internal controls in varying degrees as
part of the financial statement audit. Further, one financial statement, the
Statement of Budgetary Resources, was designed for the purpose of
reporting on agencies’ use of federal funds and to subject agencies’ funds
control to audit. Listed below is a brief description of the four types of
controls.

Internal Control

Internal control represents an organization's plans, methods, and
procedures used to meet its missions, goals, and objectives and serves
as the first line of defense in safeguarding assets and preventing and
detecting errors, fraud, waste, abuse, and mismanagement. Internal
control is to provide reasonable assurance that an organization’s
objectives are achieved through (1) effective and efficient operations, (2)
reliable financial reporting, and (3) compliance with faws and regulations.
Safeguarding of assets is a subset of all these objectives.

Funds Control

The purpose of funds control is to implement controls that restrict both
obligations’ and disbursements? from exceeding appropriations and

TAn obligation is a definite commitment that creates a legat liability of the government for
the payment of appropriated funds for goods and services ordered and received, or a legal
duty on the part of the United States that couid mature into a legal liability by virtue of
actions on the part of the other party beyond the contro! of the United States. Obligations
include, for example, the awarding of contracts and grants.
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Appendix |: Requirements and Standards for
Federal Agencies’ Internat Controls

supporting the proper preparation and execution of the budget. Funds
control systems must be able to accurately record obligations, collections,
and disbursements against appropriations and the accounts established
to track the status of appropriations. An agency's fund control system is
the primary tool for ensuring that the agency complies with congressional
spending mandates, and is, therefore, central to Congress’s ability to
exercise its constitutional power of the public purse, In the executive
branch of the federal government, funds control requirements are
impiemented by executive agencies consistent with policies and guidance
issued by OMB, the Department of the Treasury (Treasury}, and the head
of each executive agency. According to OMB Circular No. A-11, proper
funds controt should include the following elements:

« agency regulations that are required by, and designed to ensure
compliance with the prohibitions contained in, the Antideficiency Act
(ADA), which are described below;?

« the purpose of funds control is to implement controls that restrict both
obligations and expenditures from exceeding appropriations and
related administrative accounts, as weill as hold officers and
employees accountable when they violate the restrictions; and

« the funds control systems must operate within the internal control
systems, including the objective of complying with laws and
regulations.

2A disbursement is an amount paid by a federal agency, by cash or cash equivalent,
during the fiscal year to liquidate obligations, such as payment for goods received under a
contract. Disbursements often are referred to as “expenditures” or “outlays.”

3The ADA is one of the major laws in the statutory scheme by which the Congress
exercises its constitutional controf of the public purse. Despite the name, it is not a single
act, but rather a series of related provisions that evolved over a period of time in response
to various abuses. As late as the post-Civit War period, it was not uncommon for agencies
to incur obligations in excess, or in advance, of appropriations. Perhaps most egregious of
all, some agencies would spend their entire appropriations during the first few months of
the fiscal year, continue to incur obligations, and then return to the Congress for
appropriations to fund these "coercive deficiencies.” These were obligations 1o others who
had fulfilled their part of the bargain with the United States and who now had at least a
moral—and in some cases also a legal—right to be paid. The Congress felt it had no
choice but to fulfill these commitments, but the frequency of deficiency appropriations
played havec with the United States’ budget. The Congress expanded the ADA several
times throughout the 20th century to require and enforce apportionments and agency
subdivisions of apportionments to achieve more effective control and conservation of
funds. The ADA contains both affirmative requirements and specific prohibitions. For a
more detailed description of the requirements for funds control systems under the
Antideficiency Act and other fiscal statutes, see GAQ, DOD Financial Management:
Improvements Are Needed in Antideficiency Act Controls and Investigations,
GAO-08-1063 (Washington, D.C.: Sept. 28, 2008).
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The ADA prohibits federal officers and employees from

« making or authorizing an expenditure from, or creating or authorizing
an obligation under, any appropriation or fund in excess of the amount
available in the appropriation or fund unless authorized by law,

31 U.8.C. § 1341(a)(1)}A)

« involving the government in any obligation o pay money before funds
have been appropriated for that purpose, unless otherwise allowed by
law, 31 U.S.C. § 1341(a)(1}(B);

« accepting voluntary services for the United States, or employing
personal services not authorized by law, except in cases of
emergency involving the safety of human life or the protection of
property, 31 U.S.C. § 1342; and

« making obligations or expenditures in excess of an apportionment or
reapportionment, or in excess of the amount permitted by agency
regulations, 31 U.S.C. § 1517(a).

Once it is determined that there has been a violation, the agency head
“shall report immediately to the President and Congress all relevant facts
and a statement of actions taken,” and they shall transmit a copy to the
Comptrolier General at the same time. OMB has issued further
instructions on preparing the reports, which may be found in OMB
Circular No. A-11, Preparation, Submission, and Execution of the Budget,
§ 145.

Internal Control over
Financial Reporting

Internal control over financial reporting shouid assure the safeguarding of
assets from waste, ioss, unauthorized use, or misappropriation as well as
assure compliance with laws and regulations pertaining to financial
reporting. Financial reporting includes annual financial statements of an
agency as well as other significant internal or external financial reports.
Other significant financial reports are defined as any financial reports that
could have a material effect on a significant spending, budgetary, or other
financial decision of the agency or that is used to determine compliance
with laws and regulations on the part of the agency. An agency needs to
determine the scope of financial reports that are significant, that is, which
reports are included in the assessment of internal control over financial
reporting. In addition to the annual financial statements, significant reports
might include: quarterly financial statements; financial statements at the
operating division or program level; budget execution reports; reports
used to monitor specific activities such as specific revenues, receivables,
or liabilities; reports used to monitor compliance with laws and regulations
such as the Anti-Deficiency Act.
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Payment Controls

Payment controls, as a discrete subset of internal controls and funds
control, establish an effective system of internal controls needed to
maintain accountability over resources, including identifying, reporting,
and reducing improper payments and problem disbursements, and
recouping improper payments when they are made. Controls should
ensure payments and collections are timely and accurate and that public
funds are used properly for the payments. Managers are responsible for
ensuring that internal controls are established and functioning properly.
Managers with responsibilities for determining entittement, authorizing
and executing payments and collections shall

« create, document, and maintain an organizational structure and
business processes that appropriately segregates assigned duties,
emphasizes adherence to policies and procedures, and employs
sound internal accounting and system access controls;

» implement finance and accounting systems that comply with the
federal financial management systems requirements, keep
disbursement (entitlement), and accounting records accurate and in
balance from contract execution through closeout, and monitor the
causes of late payments and interest penalties incurred;

« establish systematic controls that capture adequate audit trails to
allow the tracing from source documents of financial events to general
ledger account balances through successive levels of summarization
and financial reports/statements;

« ensure data is processed using accurate coding and errors are
researched and corrected;

- employ systems that ensure the authenticity of data that are
electronically transmitted, including the electronic signature and
ensure controls provide reasonable assurance that deliberate or
inadvertent manipulation, modification, or loss of data during
transmission is detected; and

« validate cash management and payment performance quality and
effectiveness on an annual basis: and periodically test effectiveness
of internal controls, document resuits of testing, and take necessary
corrective actions.
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Appendix II: DOD “Problem Disbursements”

The Department of Defense’s (DOD) disbursement posting poliey is in
Chapter 11 of Volume 3 of its Financial Management Regulation (FMR)."
According to Chapter 11, DOD's policy is that a disbursement be matched
to its corresponding, detail-level obligation and be recorded as promptly
as current systems and business practices reasonably permit. DOD
recognizes that while most obligations and disbursements are matched
automatically, some obligations and disbursements are required to be
manually matched, mainly due to nonautomated processes or the
rejection of transactions by automated systems.

As defined by DOD, problem disbursements include unmatched
disbursements and negative unliquidated obligations. The definitions for
these terms are also in Volume 3, Chapter 11 of the DOD FMR.

Unmatched Disbursement
(UMD)

« Anunmatched disbursement is defined as a disbursement transaction
that has been received and accepted by an accounting office, but has
not been matched to the correct detail obligation. This includes
transactions that have been rejected back to the paying office or
central disbursement clearing organization by an accounting office.

Negative Unliquidated
Obligation (NULO)

« A negative unliquidated obligation is a disbursement transaction that
has been matched to a cited detaif obligation (unlike unmatched
disbursements), but the total recorded disbursement(s) exceed the
recorded obligation.

Chapter 11 also prescribes the requirements for researching UMDs and
NULOs. For example, prevalidation is defined as a procedure that
requires a proposed payment be identified/matched to its applicable
proper supporting obligation that has been recorded in the official
accounting system and that the line(s) of accounting cited on the payment
match the data recorded in the accounting system. As stated in Chapter
11, prevalidation procedures help better ensure that contracts are not
overpaid.

'DOD Financial Management Regulation 7000.14R, Vol. 3, Ch. 11, Unmaiched
Disbursements, Negative Unliquidated Obligations, and In-Transit Disbursements
{November 2010).
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RESPONSE TO QUESTION SUBMITTED BY MR. CONAWAY

Mr. EASTON. In general, these transactions (often referred to as undistributed dis-
bursements and collections) reflect outlays that have not been recorded in the lower
level field accounting systems, but have been recorded against the Agency-compiled
Department of Defense (DoD), Office of Management and Budget (OMB), and De-
partment of the Treasury (Treasury) financial reports. These transactions have been
recorded on a cash basis by Treasury, either through a disbursement or a collection.
If the correct accrual has been established, the dollar value of these transactions
is “offset” against these payables (for disbursements) or receivables (for collections).
There are two categories of undistributed transactions: supported and unsupported.
Some additional detail is provided in the paragraphs below.

Supported undistributed disbursements or collections typically represent trans-
actions that will properly post, however with a lag in time. Supported undistributed
disbursements are offset against accounts payable and undistributed collections are
offset against accounts receivable. Adjusting entries are made at the Departmental
level using Treasury United States Standard General Ledger accounts.

Unsupported undistributed balances represent balances that Treasury has re-
ported, but DoD does not have support to accurately identify the outlays. Current
DoD guidance is to record the unsupported undistributed disbursements as dis-
bursements in transit, which offsets the nonfederal accounts payable. Unsupported
undistributed collections are recorded in nonfederal other liabilities. Effective with
the first quarter of Fiscal Year (FY) 2012, the unsupported undistributed disburse-
ments will be recorded against accounts payable, and unsupported undistributed
collections will be recorded against accounts receivable. New reporting attributes
}l;nalve been approved that will allow these balances to be identified within the trial

alance.

OMB Circular A-136, “Financial Reporting Requirements,” does not address or re-
quire any disclosures, including the amount, for undistributed disbursements or col-
lections recorded in the financial statements and footnotes. As such, DoD does not
disclose the balances in the financial statement footnotes. However, DoD includes
in Note 1, “Significant Accounting Policies,” a disclosure discussing the treatment
for undistributed disbursement and collection. This disclosure has been included in
the DoD financial statements since FY 2004. [See page 20.]

RESPONSE TO QUESTION SUBMITTED BY MR. ANDREWS

Mr. EASTON. Because the final, formal investigation is not yet complete, account-
ability and discipline is yet to be determined. The information below provides addi-
tional detail.

A preliminary Antideficiency Act (ADA) investigation report was initiated on No-
vember 19, 2009, following the Government Accountability Office (GAO) Decision B—
318724, “Department of the Army—The Fiscal Year 2008 Military Personnel, Army
Appropriation and the Antideficiency Act,” dated June 22, 2010. The preliminary in-
vestigation resulted in a potential ADA violation of $200 million, and the Army ini-
tiated a formal ADA investigation in March of 2010. The Army completed the formal
ADA investigation in January 2011, and during the next six months maintained a
dialogue with the Department of Defense Office of the General Counsel. During this
period the case was further refined to ensure that all relevant information had been
included; this has been particularly critical in supporting assignment of individual
responsibility/accountability. We anticipate an advanced decision in the near term.
A final legal decision (referred to as an “advance” decision) is required prior to com-
pleting the ADA report and administering discipline. Once the responsible indi-
vidual(s) has been named, and discipline imposed, the report will be finalized and
reported to Congress, in accordance with OMB Circular A-11. Due to this require-
ment, and to ensure legal right to due process, the disciplinary phase of the ADA
process may further delay formal submission. We estimate the final completion date
to be December 2011. This formal report will establish individuals responsible and
the discipline administered.
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In its decision of June 22, 2010, the GAO concluded the Army violated the
Antideficiency Act in the Fiscal Year 2008 Military Personnel, Army appropriation
because total obligations exceeded funds available within the appropriation. This
was caused because, as stated in GAO’s decision, “Army Budget’s accounting
records, for a period of time, reflected estimated obligations instead of actual obliga-
tions until it was too late to control the incurrence of obligations in violation of the
Antideficiency Act.” The Army’s investigation finds that Army program managers
within the Deputy Chief of Staff (DCS G-1) did not record actual obligations in a
timely manner, and instead used estimates as the basis for recording obligations.
The Army Budget Office and DCS G-1 personnel routinely reconciled obligation es-
timates to actual disbursements, adjusting obligation estimates as necessary, and
worked with Defense Finance and Accounting Service personnel to ensure the most
accurate actual information was used to update recorded estimates. A violation oc-
curred because total disbursements exceeded estimated obligations and funds avail-
able within the subdivision provided to DCS G-1. [See page 16.]
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