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NOTE BY THE DEPARTMENT OF STATE

Pursuant to Public Law 89—497, approved July 8, 1966
(80 Stat. 271; 1 U.S.C. 113)—

“. . .the Treaties and Other International Acts Series issued

under the authority of the Secretary of State shall be competent
evidence . . . of the treaties, international agreements other than
treaties, and proclamations by the President of such treaties and
international agreements other than treaties, as the case may be,
therein contained, in all the courts of law and equity and of maritime
jurisdiction, and in all the tribunals and public offices of the

United States, and of the several States, without any further proof
or authentication thereof.”



‘ AGREEMENT
BETWEEN THE DEPARTMENT OF STATE OF THE UNITED
STATES OF AMERICA AND THE ADMINISTRATION OF THE
STATE SERVICE OF SPECIAL COMMUNICATIONS AND
INFORMATION PROTECTION OF UKRAINE ON THE
ESTABLISHMENT OF A SECURE COMMUNICATIONS LINK

The Department of State of the United States of America and the
Administration of the State Service of Special Communications and
Information Protection of Ukraine, hereinafter referred to individually as "the
Party" and collectively as "the Parties,"

Reaffirming their desire to maintain a secure communications link
between the United States of America and Ukraine, as an important element
of confidence-building,

Convinced that the operation of a secure communications link between
the United States of America and Ukraine is in the interests of strengthening
peace and international security,

Have agreed as follows:

Article 1

With the aim of implementing the goals and provisions of this
Agreement, each Party shall operate a national center in the capital of its
country. The national center in Ukraine shall be the Main Directorate of
Government Communications of the State Service of Special
Communications and Information Protection of Ukraine, and in the United
States of America the United States National and Nuclear Risk Reduction
Center.

Article 2
The Parties shall use the national centers to exchange communications
identified in Annex I to this Agreement, which constitutes an integral part of
this Agreement. In the future, the list of notifications transmitted by the
Parties through the national centers may be supplemented by agreement
between the Parties, as relevant new agreements are reached.




Article 3
Each Party shall establish, maintain and operate, in its national center, a
secure communications link and computer terminal, completely compatible
with the functional requirements of the communications systems and meeting
the international standards for communications in accordance with Annex II
and Annex III to this Agreement, which constitute an integral part of this
Agreement.

Article 4
Each Party shall employ sufficient staff in its national center as it deems
appropriate, so as to ensure the stable functioning of the secure
communications link.

Article 5
The Parties shall hold regular meetings between representatives of the
national centers or, as necessary, additional meetings, to consider matters
related to the functioning of the secure communications link.

Article 6
1. This Agreement shall not affect the obligations of either the United
States of America or of Ukraine under other agreements.

2. The Parties shall resolve any dispute regarding the interpretation or
application of this Agreement through consultations.

3. Asnecessary, the Parties may enter into implementing agreements
or arrangements to carry out the provisions of this Agreement. In case of any
inconsistencies between this Agreement and any such agreements or
arrangements, the provisions of this Agreement shall prevail,
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Article 7
1. This Agreement may be amended by the written agreement of the
Parties.

2. This Agreement may be terminated by either Party upon at least six
months’ written notice before the date of the proposed termination through
diplomatic channels to the other Party.

~ Article 8
This Agreement shall enter into force as of the date of its signature and
shall remain in force indefinitely unless terminated by either of the Parties in
accordance with Article 7, paragraph 2 of this Agreement.

Done at Washington, DC, this 30™ day of August, 2021, in two originals,
in the English and Ukrainian languages, both texts being equally authentic.

FOR THE DEPARTMENT OF FOR THE ADMINISTRATION OF

STATE OF THE UNITED THE STATE SERVICE OF
STATES OF AMERICA: SPECIAL COMMUNICATIONS
AND INFORMATION

PROTECTION OF UKRAINE:
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Annex I

In implementation of Article 2 of this Agreement, the Parties have
agreed as follows:

Article 1
The Parties shall exchange through the national centers notifications
stipulated by agreements to which both the United States of America and
' Ukraine are party, as agreed between the Parties and coordinated between the
national centers, which are intended to build confidence and strengthen
international security.

Article 2
The type of information to be transmitted by the Parties through the
national centers shall be as stipulated in future agreements to which both the
United States of America and Ukraine are party, as agreed between the
Parties.

Article 3
Each Party, in accordance with its national laws, also may, at its own
discretion as a display of good will and with a view to building confidence
and strengthening international security, transmit through the national centers
messages other than those provided for under Article 1 of this Annex.

Article 4
All communications transmitted through, and the communications
procedures of, the Parties’ respective national centers’ secure
communications link shall be unclassified and intended for official use only.
Each Party shall handle the exchange and security of information in
accordance with its national laws.




Annex I1

In implementation of Article 3 of this Agreement, the Parties have
agreed as follows:

Article 1
With the aim of providing an exchange of communications and to
establish and maintain a reliable secure communications link between the
national centers:

a)  The Parties shall equip terminals for providing the transmission and
reception of notifications and other messages between the national
centers;

b)  Each Party shall bear responsibility for continuous availability of a
circuit capable of simultaneously transmitting and receiving the
notifications and other messages set forth in Articles 1 and 3 of
Annex | to this Agreement; and

c)  Each Party shall bear responsibility for allocating local circuits after
the opening of the communications circuit.

Article 2
The Parties shall employ agreed-upon information security devices to
assure secure transmission and reception of notifications and other messages.
In this regard:

a)  The information security devices shall consist of appropriate
encryption devices connected to or integral to a workstation into which
communications are introduced via appropriate technical methods; and




b)
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The Department of State of the United States of America shall lend to
the Administration of the State Service of Special Communications and
Information Protection of Ukraine free of charge, and subject to the
availability of appropriated funds, through the Embassy of the United
States of America in Ukraine, appropriate encryption devices for use
in its national center.

Article 3

The Department of State of the United States of America shall establish

and maintain both endpoints of the operating Virtual Private Network (VPN)
circuit and computer terminals meeting the functional requirements of the
communications systems, which in turn shall meet mutually accepted
international standards. In this regard:

a)

b)

Any proposed changes to the operating procedures, information
security devices or to operational requirements shall only be
undertaken after a mutual decision by the Parties;

Notifications from the United States National and Nuclear Risk
Reduction Center to the Main Directorate of Government
Communications of the State Service of Special Communications and
Information Protection of Ukraine shall be transmitted in the English
language, and from the Main Directorate of  Government
Communications of the State Service of Special Communications and
Information Protection of Ukraine to the United States National and
Nuclear Risk Reduction Center in the Ukrainian language; and

Information exchange and operating procedures shall be in conformity
with the requirements as agreed between the Parties and adapted as
necessary for the purpose of communications between the Parties
through their national centers.
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Article 4
The Parties shall establish and maintain a reliable VPN communications
capability necessary to coordinate system operations. In this regard:

a) VPN notifications concerning transmission shall be encrypted using
the same information security devices specified in paragraph (a) of
Article 2 of this Annex;

b)  To coordinate the work of operators, the VPN shall be configured so as
to permit, prior to the transmission and reception of communications,
the exchange of all information pertinent to the coordination of such
communications;

¢)  The VPN terminals shall incorporate a display and standard keyboards
to permit the exchange of messages between operators in English and
Ukrainian and;

d) The VPN shall use the same communications channels as used for
communications transmission.

Article 5

a)  The Parties shall use compatible equipment and appropriate
maintenance procedures as agreed between the Parties for the
establishment of a secure communications link. For this purpose, the
Main Directorate of Government Communications of the State Service
of Special Communications and Information Protection of Ukraine
shall use the equipment, software, security devices and spare parts for
a secure communications link and the VPN lent free of charge by the
Department of State of the United States of America, subject to the
availability of appropriated funds, as set forth in Annex IlI to this
Agreement.
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b)  The equipment, software, security devices and spare parts for a secure
communications link and the VPN lent free of charge by the
Department of State of the United States of America under Annex I11
to this Agreement referenced in paragraph (a) of this Article, subject to
the availability of appropriated funds, may be updated, replaced or
substituted, and maintenance and operations procedures may be
changed consistent with Annex III to this Agreement.

Article 6
The Parties shall take all necessary measures to assure the continuous,
secure, and reliable operation of the equipment and a secure communications

link, including the VPN, for which each Party is responsible in accordance
with this Annex.

Article 7
The Parties shall convene meetings in order to consider questions
pertaining to the practical implementation of the requirements of this Annex
and, as necessary, for improving secure communications links and
information technologies in order to achieve the functions of the national
centers.




Annex I1I

In implementation of Article 3 of this Agreement, the Parties have agreed

as follows;

a)

b)

b)

Article 1
The Department of State of the United States of America intends to
lend to the Administration of the State Service of Special
Communications and Information Protection of Ukraine, free of
charge, subject to the availability of appropriated funds, the equipment
listed in the non-binding Addendum to this Annex (hereinafter, the
“U.S.-lent equipment”) for use in its national center.

The Department of State of the United States of America shall retain
ownership of and title to all U.S.-lent equipment (to include the units
themselves and any ancillary devices provided by the Department of
State of the United States of America).

Article 2.
Each Party shall carry out its activities under this Annex in accordance
with its national laws, including laws relating to the availability of
appropriated funds.

Any costs or financial obligations incurred by the Administration of the
State Service of Special Communications and Information Protection
of Ukraine as a result of operating the U.S.-lent equipment shall be the
sole responsibility of the Administration of the State Service of Special
Communications and Information Protection of Ukraine. These costs
or financial obligations shall include, but not be limited to, electricity,
power supply, internet service, and any other utility or other technical
services.
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Article 3

The U.S.-lent equipment is for the exclusive use of the Administration of
the State Service of Special Communications and Information Protection of
Ukraine for the purposes of implementing this Agreement. The
Administration of the State Service of Special Communications and
Information Protection of Ukraine shall not transfer possession or permit use
of the equipment to any other party not authorized by this Agreement,
including but not limited to, another state or a non-governmental organization,
without the express written authorization of the United States National and
Nuclear Risk Reduction Center Director or his/her designee.

Article 4
a)  The Department of State of the United States of America shall:

i. provide to the Administration of the State Service of Special
Communications and Information Protection of Ukraine, as
necessary and subject to the availability of appropriated funds, a set
of technical manuals and initial operator training, including
installation, on any U.S.-lent equipment. The provision of the
manuals and training shall be integrated, to the extent feasible, with
the delivery of the equipment so that the equipment may be
operated properly as soon as practicable after it is delivered.

ii. provide, as necessary and subject to the availability of appropriated
funds, additional training to representatives of the Administration
of the State Service of Special Communications and Information
Protection of Ukraine relating to operation of any U.S.-lent
equipment.

iii. not be responsible either for ensuring the proper use of U.S.-lent
equipment or services provided pursuant to this Agreement or for
failure to achieve planned results.

iv. not be liable for any loss or damages suffered by any person as a
result of any act or omission related to the U.S.-lent equipment or
services described in this Agreement.




b)

b)
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The Administration of the State Service of Special Communications and
Information Protection of Ukraine shall:

1. ensure that the U.S.-lent equipment is safeguarded and afforded
protection to the greatest extent feasible, including physical
protection and protection from cyber-attacks.

ii. ensure that the U.S.-lent equipment is used only for the purposes
set forth in this Agreement, including ensuring that the equipment
is maintained to meet interoperability requirements.

iii. notify the United States Department of State's Information

Resource Management division through the Embassy of the United
States of America in Ukraine in a timely manner of any loss of U.S.-
lent equipment.

Article 5

The Department of State of the United States of America shall, subject
to the availability of appropriated funds, support the required
maintenance of the U.S.-lent equipment. This support shall include, but
not be limited to, replacing equipment as needed and updating any
required encryption devices.

Required maintenance on the U.S.-lent equipment shall be performed
only by the Department of State of the United States of America. The
Department of State of the United States of America may determine
whether replacement or substitution of the U.S.-lent equipment is
required. The Department of State of the United States of America may
substitute or replace any of the U.S.-lent equipment specified in the
non-binding Addendum to this Annex by modifying the Addendum
and by providing the modified Addendum, with updated inventory list,
to the Administration of the State Service of Special Communications
and Information Protection of Ukraine. Modification of the Addendum
may be done without amending this Agreement. A copy of all modified
Addendums, with updated inventory lists, shall be appended to each
copy of this Agreement, dated, and consecutively numbered.
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Addendum to Annex III

a)  The Department of State of the United States of America intends to
lend to the Administration of the State Service of Special
Communications and Information Protection of Ukraine, free. of
charge, subject to the availability of appropriated funds, the following
equipment for use in its national center:

. 1x 10u x 30 in Roto Shock box

. 2x 19x 30 in rack mount sliding vented shelves

. Ix Power strip horizontal with remote management 20A
. 2x Intel NUC

. Ix Cisco 1921 router

. Ix Cisco 5512x ASA

. Ix Cisco 5506x ASA

. Ix KVM Monitor tray combo

. Ix UPS APC Smart UPS 1500VA

. Several power and network cables, kvm video cables, mice,
keyboards

b)  This Addendum may be modified by the Department of State of the
United States of America, consistent with Annex II1 to this Agreement.




YI'OJA
mizk /lep:xasaum nenapramentom Crnoaydennx Ilratis Amepuxu Ta
Anminicrpanieio lepskaBHol ey cneniaabHOro 3B’sI3Ky 3aXHCTY
ingopmanii Ykpainu Ta npo BcTaHOB/ICHHS JiHIT 3aXHINEHOT0 3B’ 3Ky

Hepxasuuii  jenapramenT Croomydenux Illrtatie Amepuku Ta
AnminicTpania JlepxaBHOI CiIy0H CIIELialbHOTO 3B’S3Ky Ta 3aXHCTY
inopmanii Ykpainu, fami okpemo — CTopoHa, a pazom — CTopoHH,

HiATBEPPKYI0UH OakaHHA yTPUMYBATH JIHII0 3aXHUIIEHOTO 3B’ I3Ky MiX
Cnonyuennmu IlltaramMmu Amepuku Ta YKpaiHOW (K BaXJIMBUH €JIEMEHT
3MIIIHEHHS JOBIpH,

Oyly4r IepeKOHaHUMH Y TOMY, 1110 (PyHKIIOHYBaHHS NiHiT 3aXHUIIIEHOTO
3B’ a3Ky Mix Cnomyuenumu Illtatamu AMepuku Ta YxpaiHoo Bifmosinac
1HTepecaM 3MillHEHHS MUPY i MDKHApOAHOT Oe3MeKH,

AOMOBHIJIMCA IIPO TAKeE:

Crarrs 1

JUts nocsrHeHHs Lineidl Ta BUKOHAHHS IOJNOXEHD Ii€i YTOaM KOXHa
Cropona 3abesnevye (yHKIiOHyBaHHS HAIllOHAIBHOTO LEHTPY Y CTONMIL
CcBOET JiepxkaBu. HallloHansHIM IIEHTpoM B YkpaiHi € ['onosHe ynpasiinHs
YPsiAOBOro 3B°s13Ky JlepxaBHOI ciryx0H CIIeLialbHOTO 3B’S3KYy Ta 3aXHCTY
inpopmanii VYkpainu, a y Cnomyuenux Ilftatax Amepukm — Llentp
3MEHIIEHHS HallOHANbHUX Ta sfAepHux 3arpo3 Cmonyuyenmx IlltaTis
AMepuKH.

- Crarra 2
CropoHM BHKODUCTOBYIOTh HalliOHaNbHI LEHTPH 1is OOMiHy
indopmariiero, BuzHadeHoro y omarky I no uiei Yroam, sxuif cTaHOBHTE
HEBiJl'eMHy 9acTHHY Liel Yroau. Y Mail0yTHOMY IEpETiK NOBiJOMIIEHb, 10
nepenaBaruMyThest CTOpOHaMH depe3 CBOi HalliOHaIbHI HEHTPH, MOXKe 6yTH
PO3IIHPEHO 3a 3ro10r0 CTOPIH IiCHs yKIaJeHHS HOBHX BiITOBIHUX VIO,




Crarra 3
Koxna CropoHa CTBOpIOE, YTpHMye Ta OOCIYTOBYE y CBOEMY
HalliOHAJTBPHOMY NEHTpi JiHif0 3aXUINEHOTO 3B’SI3Ky Ta KOMII FOTEPHHI
TepMiHAJ, SKMHA € IOBHICTIO CYMiCHUM 3 (QYHKI[IOHAILHMMHM BHMOTAaMH
KOMYHIKaIlifHUX CHCTeM Ta Bi/llIOBiJja€ MI>XHAPOIHHM CTaHAAPTAM 3B’ SI3KY
Bignosigao 1o Honarkis I1 Ta III mo wiel Yromw, siki cTaHOBAATE HEBiA' €MHY
4acTHHY Li€el Yroay.

Crarra 4
Koxna CropoHa 3aiy4ac HeOOXiZHY KiJIBKiCTh HEpPCOHANLY JO CBOTO
HalllOHAJILHOT'O IIEHTPY, SIKY BBa)XXaTHMe JOCTATHLOK IJIs 3abe3neueHHs
cTabiTbHOTO GYHKIIOHYBaHHS JIiHil 3aXHUINEHOTO 3B’ A3KY.

Cratra 5
CTOpoHM TIpOBOISATH PEryJpHI 3yCTpidi MiX MpeAcTaBHUKAMU
HalliOHAJILHUX LEHTPiB abo y pa3i moTpedu JONaTKOBI 3yCTpidi [Ais pO3rIIsmy
IIMTaHb, IO CTOCYIOTECS (PyHKIIOHYBAHH JiHii 3aXUIMEHOTO 3B’ A3KY.

Crarrs 6
1. Ils VYroma He BmMBae Ha 3000B’s3aHHs Cnonydenwx IllTaris
AwMepuxi Ta YKpaiH#, 010 BHILUIMBAIOTH 3 iHINKX YTOJ.

2. CropoHH BHpIIIyIOTH OyAb-fiKi CIOPW LIOAO TIyMauyeHHs abo
3aCTOCYBaHHSA Ili€l YToM IUITXOM KOHCYJIBTAITiH.

3. V pasi notpebu CTopoHM MOXKYTh YKJIaAaTH iMILIEMEHTAI[MH] yrogn
a0 JIOMOBIICHOCTI /i1 3a0€3MeueHHs BUKOHAHHS MOJIOXKeHb i€l Yromu. ¥V
pasi Oyab-sKUX HEBiANOBIMHOCTEH MiX Hi€r0 YT01010 Ta 6y 1b-IKOI0 3 TAKUX
yTOJl Ui JOMOBJIEHOCTEH TIEPEeBaXKAIOTh IIOJIOKEHHSA Liel Yroau.



Crarra 7
1. L1 Yrona moxe OyTH 3MiHeHa 3a MHCBEMOBOIO 3r00i0 CTOpiH.

2.1z Yropa moxe Oyt mpunuHeHa Gymb-sikoro 3i CTOpiH IUIIXOM
Ha/ICWJIaHHS JMINIOMaTHYHUMM KaHajgamu iHMi# CTopoHi mNHMCEMOBOTO
TMOBIIOMIIEHHS MOHAHMEHINe 3a LIiCTh MICSI[B J0 3aOpOIIOHOBAHOI JATH
TIPUTIHEHHS.

Cratra 8
s Yroma nabupae YMHHOCTI 3 AATH ii MiANHWCAHHA Ta 3aJIHINACTHCS
YHHHOIO HeoOMexeHMH Iepiofl, SKIo He Oyje NpHUIHHEHA OY/b-AKO0 3i
CropiH BiAMOBiAHO A0 MyHKTY 2 cTarTi 7 miei Yroau.

Yuuneno B M. Bammnrron, oxpyr Komymb6is, «30» cepmus 2021 poky
y OBOX OPUTiHAIBHUX NPUMipHHKaX aHTTIHCHKOIO Ta YKPaiHCEKOIO MOBaMH,
HpUYOMY 00M/1Ba TEKCTH € PIBHO aBTEHTHYHHMH.

3a JlepxaBHui genapTaMeHT 3a AnmMiHicTpaIllio JlepxaBHoi
Crnonyuennx Illtatie AMepukH CITy>OH CIIelianbHOIY 3B’ 3Ky Ta
3axucTy iHpopMauii Y ypaiku

/
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JOJATOK 1

Hnst nineit Buxonanng cratri 2 Yroau CTOpoHH JOMOBHIIKCS IIPO TAKe:

Crarra 1
Cropony vepe3 HalliOHATbHI HEHTPU OOMiHIOIOTHCH IOBIJOMIIEHHSIMH,
nepenbayeHUMHM JOrOBOpaMH, fe cropoHaMu € Crionydesni [lltatn AMepuku
Ta YKpalHa, 32 JOMOBJEHICTIO Mixk CTOpOHaMH Ta Y KOOpAMHAINI MiX
HalllOHAIFHUMM IIEHTPaMH, METOFO SIKHX € po30y/10Ba JOBipHU Ta IOCHICHHS
MIKHapoIHOI Oe3nexu.

Crarra 2
Tun indopmanii, ska nepemaerbes CTopoHamMH uepe3 HalliOHAJIBHI
LEeHTPH, BHU3HAYETBCA y MalOyTHIX yrojax, CTOPOHaMH SKHX OYIyTh
Cromyyeni IlltaTn AMepuku ta Ykpaina, 3a 1oMoBIericTio CTOpiH.

Crarrs 3
Koxna CropoHa, Kepylouumch HaliOHAJBPHMM 3aKOHOIABCTBOM, 3a
BJIaCHMM DIIIEHHSM, SK [POSB NOOpOi BOMI Ta MarO49y Ha METi 3MiIHEHHS
IIOBipY Ta IOCHIIEHHS MiXKHAPOJIHOT Ge3ITeKH, MOXKe TaKOX IepeaBaTH uepes
HaIllOHAIbHI MEHTPY HOBITOMIEHHS iHII HiX Ti, 1[0 BH3HaYeHi y cTaTTi |
usoro Jlogarka.

Crarra 4
VYcsa iHbopMalis, sKa IepeaactbCd Yepes JHHII0 3aXHILEHOTO 3B’ 3Ky
BiINIOBIHMX HaliOHaNbHUX LeHTpiB CTOpiH, a TakoX KOMYyHiKallilfHi
MpOLEYPH Wi€l JiHil 3aXMIIEHOTO 3B’SI3Ky € HETAEMHUMM Ta NpHU3HAYECHI
* BUKJIFOYHO Ui BUKOPHMCTAHHA B CIIyOoBilf HaisursHOCTI. Koxua CropoHa
31ilicHIOE OOMIH Ta 3aXHCT iH(popMalii BiAIIOBIIHO 1O CBOr0 HAiOHAIBHOIO
3aKOHO/IaBCTBA.



JOAATOK II

Jns uinedi BukoHaHHS cTaTTi 3 Yroau CTOPOHM TOMOBIIIHCS IIPO TaKe:

Cratra 1
3 MeToro 3ilicHeHHs 00MiHY iH(bOpMAIIi€Io, a TAKOXK JIsI BCTAHOBIIEHHS
Ta YTpUMaHHA HaJiiHOI JiHII 3aXWIIEHOTO 3B’A3Ky MiX HAI[iOHABHUMH
[EHTPaMHU:

a) Croponu o6najHyIOTh TepMiHaNmu [yis 3abe3ledeHHs mepepadi Ta
OTpUMAaHHs MOBIAOMIIEHhP Ta IHINMX CIOBIIIEHb MK HAIliOHAJIHLHHUMHU
LEHTpaMH;

b) xoxra CropoHa Hece BiINOBINaTbHICTH 3a MOCTINHHY HAABHICTH
KaHayy, NPHAATHOTO Ui OJHOYAaCHOTO BiINpaBleHHS Ta OTPUMAHHA
MOBIIOMIIEHD T2 1HIIHMX CHOBIIlleHb, BH3HaYeHuX y cTaTrax 1 Ta 3 Joxatka I
o Yroau,

¢) xoxxHa CTOpoHa Hece BiNOBINANBHICTE 3a BUALICHHS JOKAJILHOTO
KaHally ITCIIs BIAKPUTTS KOMYHIKaI[iiiHOT Mepesxi.

Crarrsa 2
CTOpOoHH BUKOPHCTOBYIOTh Y3TODKEHI 3aco0M 3axucTy iHbopManil mis
rapaHTyBaHHs Oe3Ne4HOi mepeladi Ta OTPUMAHHS IOBiZOMIIEHb T4 iHIIHNX
CHOBIIEHb. Y IbOMY 3B’ S3KY:

a) 3acobm 3axumcTy iHQopMamii CKIamalOThCS 3  BiJNOBiEHHX
WU(pyBaNbHUX TPUNALiB, ITiJ’€AHaHUX ab0 IHTErpoBaHHX y pob6ody
CTaHIII}O, B SIKii BiZJOOPaXaroTHCA OB IOMIICHHS BiIOBI AHAMY TEXH1YHIAMHU
METOIaMHU;
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b) [lepxapruii nenaprament Cnomydenux IlratiB Amepumku Hanae
Anminictpanii JlepxaBHoi cIyx6u CcrenjaibHOro 3B’S3Ky Ta 3aXHCTY
indopmanii YkpaiHu B KopucTyBaHHs Ha 6e30IIaTHIA OCHOBI, BUXOISUH 3
HAaJBHOCTI aCHTHOBaHMX KOILITiB, yepes [locombetBo Criomygenux I1ITatis
Amepukd B VYKpaiHi BigmoBiaHI mHWbpyBaibHI mpHITagHM LIS iX
BHUKOPHCTAaHHS y HalliOHAJIEHOMY IIEHTPI.

Crarrs 3
HAepxasuii nenaprament Cnomydennx [lItatisB AMepuKn cTBOprOE Ta
yTpHUMY€ OOHIBi onepalliiiHi TOUKH KaHaly BlpTyaJIBHOI IIPUBATHOI Mepexi
(Virtual Private Network, VPN) ta xoMmm’iorepri Tepminamm, siki
BIATOBIAIOTH (YHKUIOHAEHHM BMMOTaM KOMYHIKalifHWX CHCTEM, SIKi y
CBOIO 4epry BifOBINAIOTE B3aEMHO MNPHUHHATHAM  MiKHAPOIHAM
cTaHjapram. Y 1bOMY 3B’S3Ky:

a) Oyb-sIKi IPOIIOHOBAHI 3MiHH LIOZO OLEPANiHHUX MIPOLENYD, 3aC06iB
3aXUCTy iHQOpMamii abo omepallifHEX BHMOr BiZOYBalOThCA IMIDE y
BUIAIKY NOCATHEHHs B3aeMHOI 3road mixk CTopoHamu;

b) mosifomnenns Bin LleHTpy 3MeHIICHHS HALIOHANBHUX Ta SAEPHHX
3arpo3 Cnomydenux IlltatiB Amepuxu no ['onoBHOro ympasminHS
YPpAI0BOTo 3B’s13Ky JlepKaBHOI CIyOW CIeliadbHOIO 3B’SI3Ky Ta 3aXHCTY
iHdopmallii YKpalHu mepearoThess aHMIIACHKO MOBOIO, a Bix I 0JIOBHOTO
YIPaBIIiHHS ypANOBOTO 383Ky JlepikaBHOI CITyOHU CIELiaTbHOTO 3B’s3Ky
Ta 3aXUCTy 1HGopmanil Ykpainu no [{eHTpy 3MeHINeHHs HAI[iOHATBHUX Ta
siaeprux 3arpo3 Crnionydennx IlItaTiB AMepuKy — yKpaiHCHKOM MOBOO;

¢) inbopmaniiinmii o6MiH Ta onepauiiiHi mpPoUERXYPH BHUKOHYIOTBCS
BIANIOBITHO IO BHMOT, MoroipkeHnx CTOpOHaMM Ta alanTOBAHHX y pasi
noTpebu 1A ninei obMiHy mopimomueHHsMH MK CTopoHaMM depes ixHi
HaI{lOHaJIbHI IEHTPH.



Crarra 4
CropoHn 3ampoBa/UKYIOTh Ta YTPHMYIOTh HA[ifHI KOMYyHiKarfiiini
CIIPOMOXXHOCTI y BipTyanbHiii npupaTHili Mepexi (VPN), HeoOxigmi misa
3[MCHEHHS KOOPAMHALIl CHCTEMHHX Orepaliii. Y oMy 3B’S3KY:

a) nosimomaeHas VPN momo mnepepaui 3aumdpoByloThcs 3
BUKOPHUCTaHHAM THX caMuX 3aco0iB 3aXHMCTy iHdopMarii, 110 BU3Ha4eHi Y
IIyHKTI «a» cTaTTi 2 nporo Jloxarka;

b) nnst koopauHanii pobotu onepartopis kanan VPN korirypyerscs
TAKAM YHMHOM, INOO [O3BONMTH Iepe]] BiANpPaBICHHSM Ta OTPHMAaHHAM
inpopmanii 3xpificauTH O0OMIH ycicto iHbopMmaiiero, moTpibHO0 s
KOOP/IMHALIT TAKOro KOMYHIKaLlifHOTO 3B’ SI3KY;

c) tepminand VPN MICTATh MOHITOp i CTaHIApTHY KiaBiaTypy, mo0
JI03BOJIATH OOMiH NOBIZOMICHHSAMH MDK OIlepaTopaMM aHTHICHKOI Ta
YKpPaiHCBKOIO MOBaMH;

d) mepexxa VPN BuKOpUCTOBYe Taki caMmi KaHad KOMyHikamii, siki
3aCTOCOBYIOTBCS IIPH Nepeadi OB IOMIIEHb.

CrarTan 5

a) CTOpOHH BHKOPHCTOBYIOTH CYMiCHE OOJagHAaHHS Ta BiAMOBiuHi
Ipouexypr HOoro oOCIyroByBaHHsS S3TiHO 3 HOCATHYTHMH CTOpoHaMH
JAOMOBJICHOCTSMH JJISI BCTAQHOBJIEHHS JIiHII 3aXUIIEHOI0 3B’S3KY. 3 Iiero
Mmeroro ['onioBHE ympaBiiHHA ypsgoBoro 3B’s3Ky JlepxaBHoi ciyx6m
CIIELIANIBHOTO 3B’A3KY Ta 3aXHCTy iHpopmanii YKpalHM BMKOPHCTOBYE
obnagHaHHA, MporpaMHe 3abe3neueHHs, 3acO0H 6e3MeKH Ta 3aIIaCHi YaCTUHH
JUTSL TTiHIT 3aXUINEHOTO 3B’ 3Ky, a TaKoxK KaHan VPN, HasiaHi B KOPHCTYBaHHA
Ha 6esoraTHid ocHOBi JlepkaBHUM JenapramentoM CromydeHux IlItaris
AMepHKH, BUXOIAYH 3 HaBHOCTI aCUTHOBAHHX KOINTIB, SIK € BU3HAYEHO Y
Honxatxy III no Yromu.



b) obnaanaHHs, porpaMue 3abe3nedenns, 3acobn He3rexu Ta 3amacyi
YaCTHHH JJIs JTiHii 3aXUIIEHOT0 3B’A3KY, & TakoX kaHan VPN, ski HagaroTses
B KOpHMCTyBaHHA Ha Oe3omnaTHi#f ocHOBi JlepkaBHHUM nemapraMeHTOM
Crnonygenux IlItatie Amepuku Bigmosigao no Jogarka I o miei Vromm,
SIK 3a3HAYEHO Y IyHKTI «a» Li€l CTaTTi, BUXOASYH 3 HASBHOCTI aCHTHOBAHHX
KOILTIB, MOXYTb OyTH MOJEPHI30BaHi, 3aMiHeHI Ha aHaNOTIUHi 4Y¥ iHIH
3pasKy, a MPOLUEAypPH IX BUKOPHCTAHHS Ta OOCIYTOBYBaHHSA MOXYTh
3MiHroBaTHcA 3rigHo 3 Jlogarkom III go Yromu;

CrarTs 6
CTopoHH BUKOHYIOTB yCi HEOOXiHi 3aX0/H A11s TOrO, 06 rapaHTyBaTH
TpuBane, OesleyHe Ta HafmiiiHe (yHKUIOHYBaHHsS OOJAIHAHHS Ta JiHil
3aXHMIIEHOTO 3B’A3Ky, BKIOYarodu KaHan VPN, 3a mo obwuusi Croponu
HeCyTb BIANOBIAATIbHICTB 3TiAHO 3 M JIonaTKOM.

Crarra 7
CropoH# NpoBOAATH 3yCTPidi 3 METO pO3IMfAy NHUTAHb OO
MPaKTHYHOTO BUKOHAHHS BUMOT 11boro JloZaTKy Ta, y pasi HeobXigHOCTI, /i
NOKpalIeHHs JIiHIT 3aXUIIEHOTo 3B’ 3Ky Ta iHGOpMAaLitHUX TeXHOMOTIH M
TOTr0, 00 MIABHINUTH €()DEeKTHUBHICTh BUKOHAHHS HAl[lOHAJBHHMHU LEeHTpaMH
CBOIX (pyHKIIIiA.



TOJATOK III

Ha Buxonanus nonoxeHs ctatTi 3 miei Yrogu CTOpoEM JOMOBIUIHCS
PO Take:

Crarra 1
a) Jlepxapauii nenaprament Criomyuenux Illtaris AMepuxu Mae Hamip
no3u4uTH AzamidicTpanii JlepxaBHOi ciyx0OM CIeILialbHOrO 3B’SA3Ky Ta
3axucTy iHQopManii YKpaiHH IJi KOPHUCTYBaHHS y CBOEMY HAiOHAIHHOMY
HeHTpi Ha 6e3onnaTHiil OCHOBI, BUXO/SYM 3 HASBHOCTI aCHTHOBAHHX KOIITIE,
obnajHauus, (Dan — obnanHanns, moswdeHe CIIIA), mio nepenivene y
He3000B’A3yrouoMy JlonoBHeHHi fo mporo JlonaTka;

b) Hdepxasuuii nenapramenT Cromyuennx Illtatie Amepuku 36epirae
IpaBa BIACHOCTI 1 peecTpallilfHi JOKyMeHTH Ha Bce 00JaHaHHS, I03HYEHE
CHIA (BkmoYaro4u BIacHe KOMI'HOTEPHY TeXHiKy Ta GyAb-siKi AoTOMiXHi
npucTpoi, Hamani JlepxaBHuUM JenapramenToM Cromyuenux IlItatis
Amepukn).

Crarrs 2
a) xoxxHa CTopoHa 34iHCHIOE TisTBHICTE 3a 1uM JIoZaTKOM BijmoBiqHO
JI0 CBOTO HaliOHANBHOrO 3aKOHOZABCTBA, BKIIIOYAIOYH 3aKOHOAABCTBO NPO
BH/IUIEHHS aCHTHOBAHUX KOINTIB;

b) Oynp-aki BUTpaTH UM (iHAHCOBI 3000B’SI3aHHI, NOHECEHI
Anminictpaniero [lepxaBHoi cIykOH CHELIaNbHOrO 3B’S3Ky Ta 3aXHCTY
indopmanii YkpalHH BHACTINOK BHKOPHCTAHHS OOJIaTHAHHS, MO3HYEHOTO
CIIA, € BiANOBiTaNBHICTIO BUKMOYHO AnMiHicTpanii JepxkaBHoi ciysxGu
CHELIaNBHOTO 3B’A3KY Ta 3axucTy iHpopMauii Vkpaiuu. Taki BuTpaTH 4u
¢inancoBi 3000B’A3aHHA BKJIIOYAIOTb BHUTPATH HAa eJEKTPOEHEPTIio,
€HEepronocTayanus, mocayru InrtepHery, Oynb-sKi iHIIN KOMYHanbHI 4@
TEXHI4YHI OCTYTH, ajie He OOMEXYIOTHCS HEMH.
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Crarra 3

O6nagnanns CHIA  mamaetses Y BUMKIIOYHE KOPHCTYBaHHH
Anminictpanii JlepxaBHOI CIyXOH cremiaJbHOTO 3B’S3Ky Ta 3aXHCTY
inpopmauii VkpaiHu ans mineil BuKoHaHHs wiei Yromm. AnmimicTparris
JepxaBHoi ity 0H crieialbHOTO 3B’ 3Ky Ta 3aXUCTy iH(opManii Yipaluu
He Iepefac MpaBa BOJOMAIHHA i HE Hajae JO3BONY Ha BHKOPUCTAHHA
obnanHaHHs Oyab-sKill iHIIN CTOPOHi, He yNOBHOBaXeHiil Hiero Yromoro,
BKJIFOYAI04H, ajie He 0OMexyrouncs, Oyap-aKiil AepxaBHill abo HeypsIoBiil
opraHisanii, 6e3 oTpuMaHHA Ha Ie WiTKOI IHCBEMOBOI 3roau JlupekTopa
LleHTpy 3MeHILICHHS HalllOHABHAUX Ta AepHUX 3arpo3 Crnomydenux I1ltaTis
AmMepukn abo YITOBHOBaXEHOT HUM/HEIO 0COOH.

Crarrs 4

a) llepxaBHuii fenaprament Criomydenunx Iratie AMepukn:

ii.

3abesnedye Anminicrpaiiro JlepxaBHOT ClyX6H ClIeialbHOTo
3B’53Ky Ta 3axucTy iHbopManii Ykpainu y pasi morpebu ta 3a
YMOBHM HasBHOCTI aCHTHOBaHUX KOINTIB ITAKETOM TEXHIYHOI
(excIutyaTaifiiHol) JOKYMEHTallii Ta HPOBOAMTH IIOYATKOBY
MiATOTOBKY OIEPaTOpiB, BKIFOYAIOUH iHCTANSIiIO0 6YIb-IKOTrO 3
obnagHaHHs, mnosmdyenoro CIIIA. Hamamss  3ramagoi
HDOKyMeHTalii Ta NpOBEJSHHSA HaB4YaHHS Oyje iHTErpoOBaHO,
HACKIUIBKH 1€ MOXKIIUBO, 3 IOCTABKOKO BiJIIOBIIHOTO 06 1aIHAHHS
TaKk, mo6 o6nagHaHHA MOXHO Oyio 6 BHKOPHCTOBYBAaTH
HaJIe)KHUM YMHOM TaK ITBHJKO, 5K II€ MPAKTHIHO MOXKJIABO MiCIIs
HOTO JIOCTaBKH;

3abe3nedye y pasi noTpe6y Ta 3a YMOBM HAasABHOCTI ACHTHOBAHUX
KOIUTIB IIPOBEICHHS TOJATKOBOTO HABYAHHS IS IIPEICTABHHKIB
Anminictpamii [lepxaBHoi ciayOM cremianbHOro 3B’s3Ky Ta
3aXUCTy iHGopMmalii YkpaiHH IOJO BHKOPUCTaHHS GyIb-IKOI0
obmanranus CIIIA;



iil.

1v.
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HE Hece BIAMOBIJANBHOCTI CTOCOBHO 3abe3ledeHHs HaJIeXHOro
BUKOpucTanHa obnagHanHs CIHIA uyu mocmyr, HagaHUX
BIANOBIAHO 1o miei Yromu, abo 3a HECIIPOMOXKHICTH AOCSTTH
OUiKyBaHUX Pe3yJbTATIB;

He Hece BIJNOBINANBHOCTI 3a OyAb-AKi IIOIIKOIKEHHS 3aBIaHi
Oymb-aKkiii ocobl B pesyinbrari Oyap-aKoi mii um 6e3aisapHOCTI,
1108’ a3aHi 3 obnaguanHaM CILIA v nocmyramu, npo sxi inerses
y uiid Yromi;

b) AnMinictpanis JlepxaBHoi ciyxGu Ta CIEiaJbHOrO 3B’A3Ky Ta
3axUCTy inpopmamnii Ykpainu:

ii.

1il.

3abe3neduye, mob obnagHanHa CIIIA Gyio yGesmedeHe Bix
IOIIKO/DKEHb Ta IepedyBallo TijJl MaKCHMAJbHO MOXJIHBHM
3aXKMCTOM, BKIIFOYar04X Qi3MYHMI 3aXHUCT 1 3aXMCT Bij Kibeparak;

3abesmneuye, mo6 obnaxHanHs CIIA BUKOPHUCTOBYBANoCA TiNBKH
U1 LiJIeH, BU3HAYEHHX Ii€I0 YTONOK, BKIIOYAIOYH rapanrii
TOTO, 1110 00IaHaHHS OOCIYTOBYBaTUMETHCA TAKHM YHHOM, 106
BiITIOBiIaTH BUMOTaM eKCILTyaTallilfiHOl CyMiCHOCTI;

ONEPaTHBHO 1HGOPMY€E BIANIN MeHEIKMEHTY iHdopManiinumx
pecypciB  JlepxaBHoro nemaptamenty Cnonydenux IllTtaris
Awmepukn uepes IloconsctBo Cromyuenux IlltaTis AMepuku B
Ykpainu npo Oyzas-siki Brpatu obnaguanus CIITA.

Crarra 5

a) llepxxaBauii nenaprament Crionyuenux lItatis AMepuk, BUxonsun
3 HagBHOCTI ACUTHOBAaHMX KOINTIiB, MATPHUMYE€ 3axXOOH 3 HEOOXiTHOro
obcnyroByBanHa 00nagHaHHA. nosmueHoro CIIIA. Taka migTpumxa
nepejibavac 3aMiHy obnaJHaHH: y pa3i Takoi HeoOXifHOCTI Ta MOZepHi3ario
Oyap-AKOTO HeoOXifHOro MH(PYBATEHOIO MPUIAY, ajle He 0OMEXKyeThCs

HHUMH,
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b) cepeicHe o6GcmyroByBaHHs o6nmagHaHHA, moswdenoro CIIIA
IPOBOIHUTBLCS BUKITIOYHO [lepikaBHuM nenapramenToMm Crionygenux IItaTis
Awmepuxu. [Jlepxasuuii qenaprament Cromyuenux I1ITaTiB AMepuku Moxe
BU3HA9ATH, YM MiJArae 3aMiHi obnagHanus, nosudene CIIA. JlepxapHuii
nenapraMeHT Cromy4ennx IlItarie AMepuku Moxe 3aMiHMTH 00Jaf{HAHHS,
nepeiiyene y He3060B’s3yiouoMy JIOHOBHEHHI, HA aHATOTIYHMYN YK IHIIMH
3pa30K, 3pOOMBIIM BIATIOBIAHI 3MiHM y J[ONOBHEHHI Ta HaIaBIIM
Apminictpanii [JlepxaBHoi CIyx0H CIeIanbHOrO 3B’SI3Ky Ta 3aXHCTy
indopmanii Ykpainu 3minene JIONOBHEHHS 3 OHOBNIEHUM TIepeTikoM. 3Minu
10 JIoTIOBHEHHS MOXKYTh BUMHATHCSA 0€3 BHECEHH 3MiH 10 Yromu. Komii Beix
3MiHeHMX JIOIIOBHEHb 3 OHOBIEHWMH HepelikamMu ob6namuamus CILA
AOJAI0ThCA 1O KOXHOIO IPHMMIpHMKAa YTOAM, HATOBaHI Ta IOCIiTOBHO
IPOHYMEPOBaHi.
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HNonosHenns 10 lonarka IIT

a) Hepxasuuii nenapramenT Cnomydenux Illtarie AmMeprku Mae
Hamip To3WduTH AjMiHicTpanii [lepxaBHOi cIyxOH cIemiaisHOro
3B’A3KY Ta 3aXUCTy iHQOpManil YKpaiHH 1)1 KOPHCTYBaHHS y CBOEMY
HAIliOHAIEHOMY ILEeHTpi Ha Oe30miarTHii OCHOBI (3a HasBHOCTI
ACHTHOBaHMX KOIIITiB) Take 00IafHaHH;

Ix 10u x 30-mrofimoBa npoTHynapHa ynakoBka “Roto Shock”;

2x 19x 30-mo¥imMoBi BHCYBHI BEHTHIIbOBaHI IONMII AN MOHTAXY B
CTiliKy;

Ix TTanens >XMBIEHHS TOPH3OHTAIbHA 3 NUCTAHIIMHHM YIIPaBIiHHSIM
20A;

2x Intel NUC;

Ix Cisco 1921 mapmpyruszatop;

Ix Cisco 5512x ASA;

I1x Cisco 5506x ASA;

Ix xomMb6iHOBaHWMif ToTOK 11 MOHITOpa KVM;

Ix IbX APC Smart UPS 1500VA;

NIEKITbKa CHJIOBHX Ta MepexeBHX KabemiB, Bimeokabem kvm, MHIII,
KJIaBiaTypH.

b) [epxapnmii nemaprameHT Cnomyuenux Ilratis Amepuk: Moxe
BHOCHTH 3MiHH 10 I[bOro JIOTIOBHEHHS Y HOPAZKY, Bu3HadeHoMy JlomaTkom
I no 1wiel Yroau.
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