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THE FEDERAL TRADE COMMISSION AND ITS
SECTION 5 AUTHORITY: PROSECUTOR,
JUDGE, AND JURY

Thursday, July 24, 2014

HOUSE OF REPRESENTATIVES,

COMMITTEE ON OVERSIGHT AND GOVERNMENT REFORM,

WASHINGTON, D.C.

The committee met, pursuant to call, at 9:37 a.m., in Room 2154,
Rayburn House Office Building, Hon. Darrell E. Issa [chairman of
the committee] presiding.

Present: Representatives Issa, Mica, Turner, Duncan, Jordan,
Chaffetz, Walberg, Lankford, Gosar, Massie, Collins, Meadows,
Bentivolio, DeSantis, Cummings, Maloney, Norton, Tierney, Clay,
Lynch, Connolly, Duckworth, Kelly and Lujan Grisham.

Staff Present: Jen Barblan, Senior Counsel; Molly Boyl, Deputy
General Counsel and Parliamentarian; Ashley H. Callen, Deputy
Chief Counsel for Investigations; Sharon Casey, Senior Assistant
Clerk; Steve Castor, General Counsel; John Cuaderes, Deputy Staff
Director; Adam P. Fromm, Director of Member Services and Com-
mittee Operations; Linda Good, Chief Clerk; Tyler Grimm, Senior
Professional Staff Member; Christopher Hixon, Chief Counsel for
Oversight; Mark D. Marin, Deputy Staff Director for Oversight;
Ashok M. Pinto, Chief Counsel, Investigations; Andrew Shult, Dep-
uty Digital Director; Rebecca Watkins, Communications Director;
Jeff Wease, Chief Information Officer; Sang H. Yi, Professional
Staff Member; Meghan Berroya, Minority Deputy Chief Counsel;
Courtney Cochran, Minority Press Secretary; Jennifer Hoffman,
Minority Communications Director; Julia Krieger, Minority New
Media Press Secretary; Lucinda Lessley, Minority Policy Director;
Juan McCullum, Minority Clerk; Dave Rapallo, Minority Staff Di-
rector; and Brandon Reavis, Minority Counsel/Policy Advisor.

Chairman IssA. The committee will come to order. Without objec-
tion, the chair is authorized to declare a recess of the committee
at any time. Today’s hearing, “The Federal Trade Commission and
Its Section 5 Authority: Prosecutor, Judge, and Jury.”

The Oversight Committee mission statement is that we exist to
secure two fundamental principles. First, Americans have a right
to know that the money Washington takes from them is well spent.
And second, Americans deserve an efficient, effective government
that works for them. Our duty on the Oversight and Government
Reform Committee is to protect these rights. Our solemn responsi-
bility is to hold government accountable to taxpayers, because tax-
payers have a right to know what they get from their government.
It is our job to work tirelessly, in partnership with citizen watch-
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dogs, to deliver the facts to the American people and bring genuine
reform to the Federal bureaucracy.

With that, I would recognize the ranking member for his opening
statement.

Mr. CuMMINGS. Thank you very much, Mr. Chairman.

Today’s hearing will cover several new issues for this committee.
First, the Republican briefing memo says that the committee will
examine, “whether the FTC has the authority to pursue data secu-
rity enforcement actions under its current Section 5 authority.” In
Section 5 of the FTC Act, Congress gave the FTC authority to pro-
tect American consumers, that is our constituents, and ensure that
their personal, medical, financial, and other information is pro-
tected from unauthorized disclosure. The FTC has been using this
authority to ensure that companies who receive this type of con-
sumer information take appropriate steps to safeguard it. In fact,
a Federal judge recently upheld this authority and rejected an at-
tempt to, “carve out a data security exception.”

Yesterday, Senator Rockefeller, the chairman of the Senate Com-
merce Committee and an expert on this issue, sent a letter to the
chairman emphasizing this point. He wrote, “Another apparent
purpose of your hearing is to express skepticism about the FTC’s
long-standing and well-established legal authority under Section 5
of the FTC Act. This skepticism is unfounded, and your public posi-
tion was recently rejected by a Federal judge in the FTC data secu-
rity case against Wyndham Corporation.”

He goes on to say, “Over the past 13 years, the Commission has
initiated dozens of administrative adjudicatory proceedings in cases
in Federal court challenging practices that compromised security of
consumers’ data and that resulted in improper disclosures of per-
sonal information collected from consumers.”

According to the Republican memo, today the committee will also
examine, “recent FTC actions related to data security practices.”
One of the witnesses testifying today is Michael Daugherty, the
CEO of a company called LabMD. The FTC has brought an enforce-
ment action against LabMD, and Mr. Daugherty admits that more
than 900 files on his billing manager’s computer were accessible for
public sharing and downloading, which is a major security breach.

Mr. Daugherty has written a book entitled “The Devil Inside the
Beltway.” In it, he refers to the FTC as, “terrorists,” He also ac-
cuses the FTC of engaging in, “psychological warfare” and “tor-
ture,” and of “administering government chemotherapy.” Of course
he has a right to his opinion, but this committee should base its
oversight work on facts rather than the extreme rhetoric of a de-
fendant in an ongoing enforcement action.

As part of our investigation, we have also received competing al-
legations about Tiversa, a data security firm that provided informa-
tion to the FTC about LabMD’s security breach. Obviously, we all
agree that the FTC should rely only on evidence it believes to be
legitimate. If allegations are ultimately verified that Tiversa pro-
vided intentionally falsified data, that data clearly should not be
used in any enforcement action. But to date, we have obtained no
evidence to corroborate these allegations. So they remain just that,
unconfirmed allegations.
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Unfortunately, on June 17th, the chairman sent a letter to the
FTC inspector general alleging coordination and collaboration be-
tween the FTC and Tiversa, and suggesting that, “the FTC aided
a company whose business practices allegedly involved dissemi-
nating false data about the nature of data security breaches.” The
chairman wrote that, “the FTC appears to have acted on informa-
tion provided by Tiversa without verifying it in any meaningful
way.” He also requested that the inspector general examine the ac-
tions of several specific FTC employees.

I do not know how the chairman had reached these conclusions
since the committee has not yet spoken to a single FTC employee.
The committee just requested documents from the FTC less than
a week ago, and the committee has obtained no evidence to support
claims that the FTC officials directed Tiversa employees to fab-
ricate information. To the contrary, every single current and former
Tiversa employee interviewed by the committee staff has uniformly
denied receiving any requests from FTC employees relating to fab-
ricating information.

In response to the chairman’s request for an investigation, the
inspector general has now informed the committee that one of the
employees named in his letter in fact was, “brought in to assist
with the LabMD case after Tiversa was no longer involved, and she
has not been working on the case for the past year.” As I close, so
it appears that some of the chairman’s information was incorrect.

I am sure we will hear a lot of allegations today from parties in
this ongoing litigation. Our job is not to take sides, but rather to
serve as the neutral overseers and base our conclusions on the
facts and the evidence.

The consequences of having personal information compromised
can be devastating. As the new Republican majority leader Kevin
McCarthy has said, “Nothing can turn a life upside down more
quickly than identity theft.” I agree with him. That is why I wrote
to Chairman Issa in January proposing the committee examine the
massive data security breach at Target, which may have com-
promised the personal information of more than 100 million Amer-
ican consumers. Instead of holding hearings like today’s, which
seeks to cast doubt on whether the FTC even has the authority to
protect our constituents, the consumers, the American consumers,
I hope the committee will turn to constructive efforts to improve
corporate data security standards across the board. And I thank
you, Mr. Chairman.

Chairman IssA. I thank the ranking member.

Chairman IssA. Today’s hearing concerns the Federal Trade
Commission and information this committee has uncovered that
raises some important questions. As long as I have been chairman,
and as long as I am chairman, this committee will focus, as its
name implies, Government Oversight and Reform Committee. It is
not for us to look first to the private sector. It is not for us to issue
subpoenas and target private sector for their beliefs, for their prac-
tices, or for the failures that they certainly are paying a high price
for, as Target is and should.

During my tenure, healthcare.gov was launched. Anyone of ordi-
nary skill could have gone into the Web site, changed a few state-
ments, a few of the letters in the top of the screen, while looking
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at their record, and seen somebody else’s record at the launch. On
a billion-dollar Web design, it was vulnerable to ordinary hacking
and accidents at the time it was launched.

The FTC did not sue President Obama or any of the chief infor-
mation officers responsible for this failure. They did not sue the
Secretary. They did not even sue the companies who delivered this
shoddy work. Instead these were systematically, when discovered,
corrected at taxpayers’ expense. That was the right thing to do.
When mistakes are made, when vulnerabilities are recognized, it’s
the responsibility of the entity to do its best to fix them.

If the Federal Trade Commission was overseeing companies
whose vulnerabilities are exposed, demanding that they fix it or
face the consequences, absolutely we would say they were doing
their job. If the Federal Trade Commission had even published a
best practices minimum requirement for data security, we would be
able to say that the law was clear, and that somebody failed to live
up to those stated guidelines. But none of these exist. The Federal
Trade Commission cannot tell you what is right; they only will
come in and demand a consent decree if, in fact, you, through fault
or no fault of your own, become a victim of hacking or a recognition
of a vulnerability.

The FTC is using its regulatory authority not to help protect con-
sumers, but, in fact, to get simple consent decrees using the unlim-
ited power it has to not only sue at government expense, but to
force you before administrative law judges that, in fact, are part of
the executive branch. Millions of dollars will be spent attempting
to defend yourself against the Federal Trade Commission even if
you are right. And what if you're wrong? What if you're wrong?
What if something happened? What is your choice?

Several years ago, under Chairman Waxman, I watched a dem-
onstration of a vulnerability created by a third-party software that
people were using to share music. I'm a techie. I was impressed.
I saw that this software was downloaded by hundreds of thousands
of people, put onto computers they owned or didn’t own, and it cre-
ated a vulnerability. It was deceptive—at least according to testi-
mony, it was deceptive in how it did it. And our own people loaded
the software and agreed that when you loaded it, the default would
make the hard drive of the computer it was loaded on vulnerable
in every one of its directories, when, in fact, you were really only
attempting to make your music directory available for sharing.

In both public and private systems around the country, this soft-
ware was downloaded and created what people thought was a peer-
to-peer music sharing, and, in fact, created a vulnerability in which
people could look at what was on your hard drive.

We were aghast. We thanked our witnesses for making us aware
of it, and we committed ourselves to stop the deceptive practice of
this software company, something over which the FTC had author-
ity and should have acted.

But, in fact, what we are finding is that what we were told was
only a part of the story. When information does—the question
today is how is the FTC using that regulatory authority, and are
they doing their job? Are they targeting the culprit or the victim?
What information does the agency consider to be a reliable basis
to embark?
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Mr. LYNCH. Mr. Chairman, could I ask you why the clock is not
running on any of this?

Chairman IssA. We didn’t stop the ranking member from going
as long as he wanted, well over the time. That’s the practice of the
committee. I thank you.

Mr. LYNCH. That’s a good answer. Thank you.

Chairman IssA. What information does the agency consider to be
a reliable basis to embark on often erroneous inquisitions, in the
chairman’s opinion, into the activities of American companies?

The committee held two hearings in the past, as I mentioned,
one in 2007 and another in 2009, about the potential for individ-
uals using peer-to-peer file-sharing programs to inadvertently
share sensitive or otherwise confidential information. The key wit-
ness in both of these hearings was Mr. Robert Boback, the CEO of
a cyber intelligence firm, Tiversa, Incorporated. That CEO outlined
numerous data breaches that deeply troubled members of the com-
mittee.

Mr. Boback specifically spoke about an Open Door Clinic, a non-
profit AIDS clinic in Chicago’s suburbs in 2009. He said, “These are
AIDS victims, 184 patients, who are now victims of identity theft.
The clinic released their information and has not addressed it.” But
the Open Door Clinic has told us they have no information of any
of their patients having had their identities stolen. We do not know
why Mr. Boback made the claim to this committee previously, and
we will hear that today.

Earlier this year this committee became aware, on a bipartisan
basis, of serious accusations that Tiversa engaged in a business
model that was not focused on protecting consumers alone, but ob-
taining what we would say effectively is a new form of protection
payments from businesses. As is often the case with protection pay-
ment demands, many businesses that did not pay up faced serious
consequences.

Here’s how it worked. Tiversa would contact a company or orga-
nization and tell them that they had engaged in a practice that left
customers’ data vulnerable. Tiversa would offer to sell the company
or organization remediation services. Many companies took their
services and paid, at least for a while. Others refused and found
themselves turned over to the Federal Trade Commission.

The cost and concerns created by an FTC investigation can be
immense, particularly to a small business that in many cases were
the ones that Tiversa focused on. But this isn’t just about allega-
tions of unethical corporate behavior. The committee has asked the
Federal Trade Commission to provide us with evidence that it inde-
pendently verified information provided by Tiversa about busi-
nesses before pursuing action. As the ranking member said, it’s
been a short time, but having engaged in suits, received consent
decrees, and litigated for years, we expected that the Federal Trade
Commission would be able to give us at least a few examples of
independent confirmation immediately. We are still waiting for the
FTC to show us such evidence. We look forward to it. And as I will
say again, we look forward to hearing from the FTC in the future
directly.

It’s one thing for a company like Tiversa to report all of its con-
cerns about consumer data breaches to appropriate authorities. It’s



6

quite another when enforcement authorities are selectively used,
through a special relationship, to punish firms who refuse to pay
for those services.

The committee has reason to believe that information provided
by Tiversa on which the FTC relied was inaccurate. Two of our wit-
nesses this morning were approached by Tiversa and the FTC re-
garding data breaches. Tiversa provided information that alleged
data breaches in these organizations to—about these breaches in
these organizations to the FTC only after they refused to sign up
for Tiversa’s services.

Mr. Daugherty, the CEO of LabMD, according to my opening
statement, has been to hell and back. I don’t think he’s gotten back
yet. In fact, his fight with the FTC has gone on for years. The Com-
mission wanted him to acquiesce to a consent decree admitting that
he did not take proper precautions to avoid data breaches.

Given that Mr. Daugherty did not believe the allegations against
him were true or fair, he fought back, and he did so at great per-
sonal expense. His specialized cancer-screening company is now ef-
fectively nonexistent.

I will let Mr. Roesler explain his experience with Tiversa and the
tribulations he experienced thereafter, but I especially want to
thank him for being here today. Mr. Roesler runs, as previously
mentioned, a nonprofit AIDS clinic near Chicago, Illinois, and has
taken time away from his important work and agreed to join us
this morning because of how important he believes it is to tell his
story.

I also want to thank Mr. Stegmaier for appearing this morning.
He will be providing invaluable testimony about the FTC’s actions
as they relate to going after companies that are alleged to have un-
fair, deceptive trade practices.

Today’s hearing is an opportunity to hear from alleged victims of
these arrangements made between Tiversa and the Federal Trade
Commission. Neither the FTC nor Tiversa are here today, but I do
expect to have both of them here at a future date to respond to the
concerns and allegations that I expect we will hear today.

Today’s hearing is the result of a whistleblower who at great per-
sonal expense came to this committee. This committee is grateful
to all the brave individuals who come forward to provide informa-
tion as whistleblowers. It is only through whistleblowers that we
see an exposure of wrongdoing by the government as well as pri-
vate companies. Whistleblowers are not always without responsi-
bility. Whistleblowers may, in fact, know what they know because
for a time they participated in the wrongdoing. Nevertheless, whis-
tleblowers are invaluable. When someone’s conscience, whether
they were involved or not, brings them forward, they should never
be the target of this committee.

This whistleblower gave us a proffer, seeking immunity only for
what he was to testify to that he had done on behalf of Tiversa.
He detailed for this committee information that was invaluable to
our ongoing—to our investigation, which is only ongoing because of
his coming forward.

At a point in the future, I expect this committee will need to
schedule a vote on granting immunity for this whistleblower. To
date, we have not been able to convince the minority to consider
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immunity for this whistleblower. Instead, at every turn the minor-
ity has chosen to seek accusations against the whistleblower;
against his personal wrongdoing, his personal misconduct, his per-
sonal life. But, in fact, to our knowledge, no evidence has come for-
ward that would in any way dispute the accuracy of the detailed
story that he told.

For those Members here on both sides of the aisle, if you have
not already seen his video proffer of how he participated in the ac-
tivity, I ask you to schedule time, Members only, to see this proffer,
because as we consider immunity, it is important that you under-
stand the nature and detail of the evidence and accusations
brought by this whistleblower.

I make no credible statement as to a whistleblower’s authen-
ticity. What I can say in this case is without the whistleblower, we
would not be having this hearing today. And if the whistleblower
is guilty of a crime, the crime had to be committed by others that
he is accusing. There can be no crime if, in fact, he is not telling
the truth. And if he is telling the truth, he participated in a decep-
tion that affected both the Federal Trade Commission and the
United States Congress.

I would ask all Members, please, take time out of your busy
schedule to view the proffer. It is detailed, it takes nearly an hour,
but it will lead, I believe, to the kind of recognition that you cannot
see here today in an open hearing.

Chairman IssA. It is now my honor to welcome our witnesses.
Mr. Michael Daugherty is the chief executive officer of LabMD. Mr.
David Roesler is executive director of Open Door Clinic in Illinois.
Mr. Gregory Stegmaier is a partner at Goodwin Procter in D.C., in
Washington, D.C. And Mr. Woodrow N. Hartzog is an associate
professor at the Cumberland School of Law at Samford University.

Gentlemen, pursuant to the committee rules, would you please
rise to take the oath and raise your right hand?

Do you solemnly swear or affirm that the testimony you are
about to give will be the truth, the whole truth, and nothing but
the truth?

Please be seated.

Let the record indicate that all witnesses answered in the affirm-
ative.

For our first two witnesses in particular, you are here to tell your
story. I know testimony is new to you. We have a 5-minute rule.
Your entire opening statements as prepared will be placed in the
record. But I understand that you may go over slightly. We are not
going to hold you exactly to 5 minutes, but to the greatest extent
possible, try to stay within the 5 minutes, which will help us ask
you more questions in follow-up dialogue.

Mr. Daugherty.

WITNESS STATEMENTS

STATEMENT OF MICHAEL DAUGHERTY

Mr. DAUGHERTY. Thank you.

Good morning, Chairman Issa, Ranking Member Cummings, and
members of the committee. My name is Michael Daugherty, and I
am the president and CEO of LabMD, a cancer-detection laboratory
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based in Atlanta, Georgia. We were a private company that I
founded in 1996, a small medical facility that at its peak employed
approximately 40 medical professionals who touched nearly 1 mil-
lion lives. Thank you for the opportunity to speak to you as a small
businessman and medical professional about my experience and
opinion at the hands of the Federal Trade Commission.

What happened to my company, its employees, physicians, and
their patients is what springs from the FTC’s unsupervised play-
book, and that playbook relies upon coercive and extortionist strat-
egies to make large and small companies alike quickly succumb to
FTC demands.

In May 2008, our nightmare began with a call that could happen
to any American. It was from Robert Boback, the CEO of Tiversa.
And in the words of former FTC Commissioner Rosch, Tiversa is
more than an ordinary witness, informant, or whistleblower. It is
a commercial entity that has a financial interest in intentionally
exposing and capturing sensitive files on computer networks.

Mr. Boback told LabMD that Tiversa had found LabMD patient
data on the Internet, but refused to tell us more unless we paid
and retained them. Everyone in medicine knows you cannot go out
intentionally looking for vulnerable medical files so you can take
them, read them, keep them, distribute them. This is probably a
crime, but it’s definitely vigilante behavior, and it’s outrageous.

In January of 2010, Alain Sheer, an attorney with the FTC, con-
tacted LabMD with an 11-page, single-spaced letter opening a non-
public inquiry. We responded by sending in nearly 10,000 pages of
documents, and we invited the FTC to come to Atlanta to see our
facility, to tell us what to do differently, to tell us what their stand-
ards were. The FTC declined. We quickly discovered that until told
otherwise by the courts or Congress, the FTC presumes to have ju-
risdiction to investigate any company or person.

When we asked the FTC where they were going with this, they
would obscurely mention consent decrees, and we learned that FTC
consent decrees actually are this: You sign up for 20 years of au-
dits, you enter the FTC “hall of shame” via craftily worded press
releases and half-truth congressional testimony. The fact that you
have not been found any wrongdoing stays buried deep in the fine
print. And the threat of being tied up for years in court and
drained financially is their gun to the head to extract false confes-
sions.

In August 2010, I had to find out what was going on here, be-
cause something felt odd and wrong. And I learned that Homeland
Security gave $24 million to Dartmouth to partially fund their data
hemorrhage study. And Dartmouth stated that it got the LabMD
file by using Tiversa’s unique and powerful technology.

Tiversa put out a press release in May 2009 I found, which in
part stated, Tiversa—this is their words—“Tiversa today an-
nounced the findings of new research that revealed 13 million
breached files emanating from over 4 million sources. Tiversa’s pat-
ent-pending technology monitors over 450 million users, issuing 1.5
billion searches per day. Over a 2-week period, Dartmouth College
researchers and Tiversa searched file-sharing networks and discov-
ered a treasure trove, a spreadsheet from an AIDS clinic with 232
client names; a 1,718-page document from a medical testing labora-
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tory. And requiring no software or hardware, Tiversa detects, lo-
cates, and identifies exposed files in real time.”

What does Tiversa want you to think “exposed” means? Out of
13 million files found by Tiversa, how odd is it that the 2 men-
tioned in their press release are sitting at this table today?

I was stunned that nobody was asking who this private company
was who was stockpiling other people’s sensitive information. What
gave them the right to assume ownership?

September 2013 to April 2014, the FTC pursued litigation
against LabMD via their optional administrative process rather
than in Federal court. FTC Commissioner Wright said this process
provides the FTC with institutional and procedural advantages.
This is lawyerspeak for the FTC stacks the deck way in favor via
rules Congress allows them to make. They admit hearsay that
would never fly in Federal court, which is why we aren’t in Federal
court. Federal courts won’t intervene because Congress says they
can’t.

When asked about the FTC data security standards, Alain Sheer
said, “There is nothing out there for a company to look at. There
is no rulemaking. No rules have been issued.” Yet even without
any standards, they show others what happens if you push back.
They subpoenaed approximately 40 different individuals from my
company, long-gone LabMD employees that left the company up to
7 years before, current staff, managers, outside physicians, ven-
dors. These witnesses were forced to retain counsel and were in-
timidated and scared. Here is the message to all that are watching
from the FTC: This is FTC justice, and this is going to happen to
you if you don’t play along.

And then the penny dropped. During the trial, a former Tiversa
employee who was to testify regarding Tiversa’s acquisition of
LabMD data and subsequent submission of the data to the FTC in-
voked his Fifth Amendment right against self-incrimination.

All Americans should be outraged by the FTC’s unchecked ability
to pursue a claim that is not based on any legal standard; outraged
that the FTC’s administrative proceedings do not afford the same
guarantees of due process that our Federal courts provide; and out-
raged with the FTC’s use of, and reliance upon, information from
a private for-profit entity. If this has happened to LabMD, a small
medical facility, a cancer-detection center, this can happen to any-
one.

This does nothing to help Americans adapt to the constantly
changing cybersecurity landscape. We are not mind readers; we are
law-abiding citizens. I call on the FTC to stop attacking victims of
crimes. And I thank the committee for its time and attention to
this matter.

Chairman IssA. Thank you.

[Prepared statement of Mr. Daugherty follows:]
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HOUSE OVERSIGHT AND GOVERNMENT REFORM
THURSDAY, JULY 24, 2014
The Federal Trade Commission and Its Section 5 Authority: Prosecutor, Judge, and Jury
Written Testimony
Michael J. Daugherty

CEO, LabMD, Inc.
Good Morning Mr. Chairman and members of the Committee. My name is Michael
Daugherty. I am the President and CEO of LabMD, Inc., a cancer detection laboratory
based in Atlanta, Georgia. We were a private company that I founded in 1996, A small
medical facility that at its peak employed approximately forty (40} medical professionals
who touched nearly one million American lives. Thank you for the opportunity to speak

to you today about my experience at the hands of the Federal Trade Commission and its

advisor, Tiversa.

This story transcends party politics and touches all Americans. What happened to my
company, its employees, and the physicians and their patients that we served is
emblematic of what can result from the FTC’s unsupervised administrative playbook.
That playbook relies upon coercive and extortionate strategies to make small and large
companies alike quickly succumb to FTC demands. The FTC’s reliance upon unverified
allegations as “evidence” is an embarrassment to the agency. Moreover, its association
with a company that extorts funds from American businesses is reprehensible and
violative of the “pact” between citizens and their government. With the FTC, you aren’t
just guilty until proven innocent, you’re guilty because the FTC says so...and dead before

they’re done.
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Set forth below is a timeline recounting the six year battle that LabMD has fought. Six
years of attorneys’ fees. Six years of unfounded accusations. And, finally, after a costly
battle and extensive carnage, the hope provided when this Committee announced its

investigation,

May 2008

My nightmare began with a call that could happen to any American. It was from Robert
Boback, the CEO of Tiversa. In the words of one FTC Commissioner, “Tiversa is more
than an ordinary witness, informant, or ‘whistle-blower.’ It is a commercial entity that
has a financial interest in intentionally exposing and capturing sensitive files on computer
networks, and a business model of offering its services to help organizations protect
against similar infiltrations.” Mr. Boback told me that Tiversa had found LabMD patient

data on the Internet, but refused to tell us more unless we paid and retained them,

In response to Tiversa’s call, we performed a security review and determined that no
patient files had been disseminated. Frankly, we were appalled by Tiversa’s “protection
racket” tactic: Everyone in medicine knows you can’t go out intentionally looking for
vulnerable medical files, take them, read them, keep them and distribute them. Tiversa’s
“hire us or else” threats were outrageous. But as you will see from my testimony, these
threats foreshadowed the actions that would lead to the demise of LabMD and the forty

(40) full-time jobs it had created in its aim to support medical professionals in their

assessment of cancer indicators.
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Tiversa continued trying to scare us by asking, for example, if we had seen the story in
the Washington Post that Supreme Court Justice Breyer had his files taken. Tiversa
wanted us to pay them approximately $40,000 to remedy the so-called “breach.” We told
them that we suspected Tiversa itself of wrongdoing, and asked that they no longer

contact us.

November 2008

Tiversa called again -- this time, aggressive, accusatory, and defensive. He said that
Tiversa was giving the LabMD files to the FTC. We went back to diagnosing cancer with
one eye over our shoulder, and continued to look for our patient data on the Internet. We
never found it — there was simply no distribution of LabMD data that could be verified or
substantiated. Because the file was not “out there”, we assumed that the FTC would
recognize the game that Tiversa was playing, and give no additional thought to Tiversa’s

allegations against us. No other course of action would make sense.

January 2010

Alain Sheer, an attorney with the FTC, contacted LabMD with an 11 page, single spaced
letter opening a “nonpublic inquiry”. We responded by inviting the FTC to come to
Atlanta — to see our facility; to tell us what we were to do differently; to tell us just what
the standards are. The FTC declined. We quickly discovered that until told otherwise
by the courts or Congress, the FTC presumes to have jurisdiction to investigate any

company or person,
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August 2010

It became clear that | would have to come to my own rescue so I started my own

research. What I discovered was Kafkaesque:

Tiversa’s Robert Boback appeared before this Committee in 2009 and made good on his
threat to us. Without regard to federal privacy laws, or the dignity of cancer patients,
Tiversa had disseminated LabMD’s unredacted patient files to Dartmouth College, who
then used the data in its study on “Data Hemorrhages in the Medical Space.” Tiversa then

provided a redacted form of these files to both Wired Magazine and to this Committee.

Digging deeper, [ learned that the Tiversa-Dartmouth connection was this: the
Department of Homeland Security gave $24 million to Dartmouth to partially fund the
“Data Hemorrhage” study. Dartmouth states that it got the file for this study using
Tiversa’s unique and powerful technology. Tiversa was so proud of this they put out a
press release in May of 2009 which in part stated:
“Tiversa today announced the findings of new research that revealed
13,185,252 breached files emanating from over 4,310,839 sources....
Tiversa’s patent pending technology monitors roughly 450 million users
issuing 1.5 billion searches a day....Over a two-week period, Dartmouth
College researchers and Tiversa searched file-sharing networks...and
discovered a treasure trove...a spreadsheet from an AIDS clinic with 232
client names, SS#’s addresses and birth dates...a 1718 page document
from a medical testing laboratory. Requiring no software or hardware,
Tiversa detects, locates and identifies exposed files in real-time...”
We now know that this is not true. We learned that Tiversa did NOT get this file as
portrayed in the Dartmouth study and Tiversa and Dartmouth knew it. Dartmouth got

LabMD’s files when Dartmouth said — and 1 quote — they wanted to “spice up the data”,
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and Tiversa provided them with the file. So Tiversa - which had expressed its deepest
concern to us in May of 2008 regarding the security of these files — was now distributing
LabMD property without regard to my company’s patients, and still would not answer

our questions about how the property was acquired.

August 2011

After twenty (20) months, hundreds of thousands of dollars in lawyer fees, and
technology upgrades to a standard that we could only guess at, I asked the FTC if they
needed ANYTHING ELSE from us. Their answer was no. Soon after, Alain Sheer and
Ruth Yodaikan told us they wanted LabMD to enter into a consent decree. I told them no,
as the FTC had not pointed to any wrongdoing by LabMD, and we could not consent to
something that was not true. They said they would sue the next day. But no suit was filed

- yet.

December 2011

Instead of filing a lawsuit against LabMD — and perhaps in recognition that they could
not articulate any wrong doing by LabMD — the FTC instead served a Civil Investigative
Demand - essentially, an administrative subpoena ~ upon me, commanding that I sit for a
deposition. Based upon my conversation with the FTC in August of 2011 that they did
not need more information, I filed a formal objection to the CID. Unbelievably, the
FTC’s rules precluded me from attending the hearing regarding this motion. The motion

was denied,



15

We appealed the decision to the Commission, setting forth Tiversa’s creation of the
FTC’s investigation after LabMD refused to retain Tiversa. While our appeal was denied,
FTC Commissioner Rosch registered his dissent from the majority, and expressed
concern about Tiversa’s involvement, noting that Tiversa had a commercial interest in the

outcome of the investigation, and questioning its business model.

August 2012

The FTC filed suit in Federal Court to make us sit for more depositions. The Court ruled

that the FTC can haul in pretty much anyone they want,

February 2013

These depositions ~ in which the FTC asked the same questions over and over in an effort
to deplete our financial resources so that we would not be able to afford an appeal to
federal court — wore down the LabMD staff and emptied our bank accounts. Finally, the
FTC alleged that it had discovered a “hard copy” of a spreadsheet of information
concerning 500 LabMD patients in Sacramento, California. The FTC couldn’t prove
where it came from, and sat on the information for months without telling us they had it
(thereby themselves violating HIPAA time notification regulations). None of this made

any sense.
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August 28, 2013

The Associated Press woke me up with a phone call telling me that I had been sued by
FTC. The public relations arm of the FTC had issued a scathing press relcase at the same

time they filed suit,

September 2013 — April 2014

The FTC pursued litigation against LabMD via their optional administrative process
rather than in the Federal courts. This administrative adjudicat;’on vehicle was identified
by FTC Commissioner Wright last December as providing the FTC with “[IInstitutional
and procedural advantages” over its targets. As 1 learned, a target gets drained dry
financially in a forum where a judge who doesn’t agree with the FTC gets overturned by
the Commissioners. So what is the point? The point is to exhaust your insurance, your
lawyers, and your fortitude before you can get out of there. And federal courts won’t

intervene because they say Congress says they can’t,

When asked by the administrative law judge about the FTC Data Security standards,
Alain Sheer — one of approximately twenty (20) lawyers representing the FTC in the
matter — said, and I quote, “There is nothing out there for a company to look at....there is
no rulemaking...no rules have been issued.” Yet even without any standards, they
subpoenaed approximately forty (40) different individuals: long-gone LabMD employees
that left the company up to 7 years ago, current LabMD staff, managers, physicians,

vendors. These witnesses were forced to retain counsel, and the FTC seemed to say:
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“This is FTC Justice and what will happen to you if you don’t play along, so cooperate

please.”

January 15, 2014

As a result of the strain and expense of nearly five years of litigation with the FTC -
litigation for which no legal standard was ever articulated — LabMD ceased its operations.
Everyone lost their job, and doctors scrambled for a new lab. The FTC tore the soul out

of LabMD.

May 2014

The trial started in Administrative Court the FTC’s headquarters. The FTC called four
“expert” witnesses, all of whom were told to assume that LabMD had flawed data
security practices, and to rely upon Tiversa’s unproven representations that the LabMD

file had been “spread.”

June 2014

A former Tiversa employee who was to testify at trial regarding Tiversa’s acquisition of
LabMD data and subsequent submission of the data to the FTC invoked his Fifth
Amendment right against self-incrimination. This Committee announced its investigation,

and the trial case was stayed.
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All Americans should be outraged by the FTC’s unchecked ability to pursue a claim that
is not based in any legal standard. Outraged that the FTC’s administrative proceedings
do not afford the same guarantees of due process that our federal courts provide. And
outraged with the FTC’s use of and reliance upon information from a private, for-profit
entity that made good on its threat to destroy a small medical lab. Because if it could
happen to LabMD, it could happen to anyone. (And, indeed, it did happen to Chicago’s

Open Door Clinic and others.)

As a reminder, LabMD was a small cancer detection lab, working to create jobs ina
difficult economy. L;ibMD was shuttered because it refused to cave — first to Tiversa and
then, as threatened, to the FTC’s unfair process. Being accused of mishandling medical
files is fatal to a cancer detection lab. The fact that the FTC made this accusation so
casually and recklessly was astounding. We had built a company based upon the most
precious commodities available — trust and integrity — and the FTC had destroyed it based
upon nothing more than an unverified accusation by a self-interested commercial suitor

whom we had scorned.

This Committee has the power to get answers to the questions that LabMD posed, but for
which we were never provided a response: How, really, did Tiversa obtain LabMD files?
When did Tiversa meet with the FTC and agree to provide the FTC with those files?

How was Tiversa compensated for providing this information? What did the FTC know

about Tiversa’s creation of “The Privacy Institute,” which Mr. Boback testified was
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formed for the sole purpose of transmit information to the FTC while “provid[ing] some
separation from Tiversa from getting a civil investigative demand”? By getting answers
to these questions, this Committee’s work will help all Americans, and will ensure the

fair governmental system envisioned by our nation’s founders.

I thank the Committee for its time and attention to this matter.

10
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October 5, 2010

Tiversa

Attn: Mr. Robert Boback

144 Emeryville Drive, Suite 300
Cranberry Township, Pennsylvania 160646

RE:  LabMD, Inc.
Dear Mr, Boback:

I am conducting an investigation on behalFoCLabMD, | am investigating the
abusce and misappropriation of LabMD s properly that may have involved any number of
legal infractions, possibly including but not Hiwited 1o, thell, conversion, extortion.
trespass, privacy infringement, copyright inftingement, computer crime, and
misappraprintion ol trade seerets,

We have become aware that a certain pdl Gle containing insurance aging
information has come into the possession of you, Davtmouth University and the United
States Federal Trade Commission ("FTCY). Our investigation has not determined how
this propenty came into your possession.  LabMD has not suthorized or granted
permission o anyone to take possession of this property or to use, process, or change it in
any way,

For example. we see a redacted version of LabMIY's propenty published in the
tollowing Wired Magazine article, "Academic Claims 1o Find Sensitive Muedical Info
Exposed on Peer-to-Peer Natworks™ =higp/Avwwavired.con/threatlevel/2000/03/p2p-
networks-le/> Mr. Alrin Sheer and vou have both informed LabMLD that they possess
this property.  More than one news article has referenced this propenty in g way
suggesting that it is in the possession ol Professar Eric Jolinson and Davtmouth
University. At this stage of the investigation, we have many onanswered questions, We
ask that you cooperate with our investigation in answering the foHowing questions:

DEFINITIONS

Aceordingly, as used hierein, the terms “you™ or “your™ reters, without limitations.
to the recipients ol this leteer, their representatives, agemts, and all persons acting in their
hehalf.
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As used herein, the term “record” shall mean any electronic, written, recorded, or
graphic matter, whether produced, reproduced or stored electronically, on papers, cards,
tapes, belts, or computer devices of any other medium in possession, custody or control
or known by you to exist and includes originals, all copies of originals, and all prior
drafls, When the term "identify,” is used in conjunction with the term “record,” you are
to state, with respect to such record: (1) the date of the record; (2) the identity of the
person who has custody or control over the record; and (3) the nature and substance of
the record, all with sufficient particularity to enable it to be identified in a notice to
produce.

"Identify,” with respect to a person, firm, corporation or other entity, means to
provide an exact name, place of business, address, and telephone number.

"Identify," with respect to any record, means to provide the title and date of such
record, the identity of the person preparing it, the identity of the custodian of the record, a
description of the type of record (e.g, electronic data file, photograph, report, summary,
etc.), database filename, and a description of what each record contains, depicts, reveals,
or says.

As used herein, the term "date” shall mean the exact day, month, and year if
ascertainable, or, if not, the best approximation including relationship to other events.

INVESTIGATIVE QUESTIONS

1. What method, manner, services, technologies, and/or parties were utilized to
access and obtain possession of LabMD’s property?

2. Have you shared LabMD’s property with anyone, whether redacted or not? Ifso,
with whom and under what circumstances?

3. Do you have a financial or business relationship with Dartmouth College or the
United States Federal Trade Commission (“FTC") that would be relevant to
LabMD’s property and/or your access and/or possession of LabMD’s property?

4. To your knowledge, what are and have been the financial, business, or other
relationships between you and/or Dartmouth College and/or the FTC?

5. Please identify all records and data you possess that belong to LabMD or pertain
to LabMD,

6, Please identify any and all records and data belonging or pertaining to LabMD
that you have accessed or reviewed, whether currently in your possession or not,
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7. Please identify and disclose the identity of any and all communications you have
had with Dartmouth College, the FTC or any other individual or party regarding
LabMD or its property.

8. If you have engaged in communications with anyone regarding LabMD or its
property, whether specifically naming LabMD or not, please statc the purpose and
content of any such communications.

9. Please provide the dates and form of any communications listed in response to
items numbered 7 & 8 above.

10. What was your justification for accessing, taking possession, processing, storing
and/or examining LabMD's property?

11. Please provide a full explanation of how you cxamined, interrogated, changed,
processed, stored and/or transmitted LabMD’s property.

12. What was your justification for opening any file that is LabMD's property?

13. Please provide a full explanation of the security that you have and are now
applying to any and all property belonging to LabMD.

14, Please provide a full explanation, if you have destroyed any records, refated to
your acquisition, processing, or possession of LabMD’s property or records.

15. If you have destroyed any such records referenced in item no. 14 above, please
identify each record and the date each record was destroyed.

16. Were you involved in (or have you witnessed on the part of any other recipients to
this letter) a pattern of conduct, involving taking property like LabMD's property
in connection with attempts to solicit the property owners as clients, threats to
expose the property to authorilies, and/or efforts to reap benefits from the
property.

Please be advised that you should take the necessary steps to preserve and
safepuard any LabMD property in your possession, and any and all records related to
your possession of LabMD's property, included but not limited to, electronic mail,
metadata, and IT logs.

LabMD intends to take all appropriate steps to protect its rights and to protect the
integrity and security of the data contained in its property.

LabMD takes a very dim view of this abuse of its property. This is a scrious
investigation that may involve many stages. We ask that you provide complete answers
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to the foregoing investigative questions within thirty (30} days of your receipt of this
letter.

Thank you in advance for your cooperation with this investigation,

cc:  Philippa V, Ellis, Esq.
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Octoher 3, 2010

Dartmouth College

Oflice of the General Counsel
At Robort B, Donin, Esg.

14 South Main Serect, Suite 2C
Hanover, New Hampshire 03755

RE:  LabMD. Ine.
Duar Robert

I am conducting at investigation on behallof LabMD. 1 am investigating the
abuse and misappropriation of LabMD's property that may have invelved any number of
legal infractions, possibly including but not Himited 1o, thefl, conversion, estortion,
trespass, privacy infringement, capyright infringement. computer crime, and
wisappropriation oftrade seercts,

We have become aware that o certain pdl file containing insurance aging
information has come into the possession of Dr. M. Erie Juhnson, Tiversa and the United
States Federal Trade Commidssion ("FTC™). Qur investigation has not determined how
this property came o their possession. LabMD has oot authorized or gronted
pennigsion o anyone to take pogsession o Ui property or 1o use, process, or change it in
any way,

For example, we see a redacted version of LabMD's propenty published in the
following Wired Mugazine article, *Academic Claims o Find Sensitive Medieal Info
Exposed on Pecrdo-Peer Networks™ httpr/iwww,wired.com/threatleve 220080203 /p2p-
networkseles - Mro Alain Sheer and Tiversa have bath informed LabMD that they
possess this property,  More than ooe news article has reforenced this property in o way
suggesting that it s in the possession of Professor Urie Johnson and Tiversa, At this
stage of the investigation, we have many unanswered questions,  We ask that you
covperate with our investigation in answering the following questions:

DEFINITIONS

Accordingly, us used herein, the terms “you™ ar “your” refevs, withoul limitations,
ta the recipients ol this letter, their representatives, agents, and all persons acting in thelr
tehalf,
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As used herein, the term “record” shall mean any electronic, written, recorded, or
graphic matter, whether produced, reproduced or stored clectronically, on papers, cards,
tapes, belts, or computer devices of any other medium in possession, custody or control
or known by you to exist and includes originals, all copies of originals, and all prior
drafts. When the term "identify," is used in conjunction with the term “record,” you are
to state, with respect to such record: (1) the date of the record; (2) the identity of the
person who has custody or control over the record; and (3) the nature and substance of
the record, all with sufficient particularity to enable it to bc identified in a notice to
produce,

"Identify," with respect to a person, firm, corporation or other entity, means (o
provide an exact name, place of business, address, and telephone number,

"Identify,” with respect to any record, means to provide the title and date of such
record, the identity of the person preparing it, the identity of the custodian of the record, a
description of the type of record (e.g, electronic data file, photograph, report, summary,
etc.), database filename, and a description of what each record contains, depicts, reveals,
or says.

As used herein, the term "date” shall mean the exact day, month, and year if
ascertainable, or, if not, the best approximation including relationship to other events.

IN TIV ESTIONS

. What method, manner, services, technologies, and/or parties were utilized to
access and obtain possession of LabMD"s property?

2. Have you shared LabMD's property with anyone, whether redacted or not? If'so,
with whom and under what circumstances?

3. Do you have a financial or business refationship with Tiversa or the FTC that
would be relevant to LabMD's property and/or your access and/or possession of
LabMD's property?

4. To your knowledge, what are and have been the financial, business, or other
relationships between you and/or Tiversa and/or the FTC?

5. Please identify all records and data you possess that belong to LabMD or pertain
to LabMD,

6. Please identify any and all records and data belonging or pertaining to LabMD
that you have accessed or reviewed, whether currently in your possession or not.



26

Dartmouth College
October §, 2010
Page 3 of 4

7. Please identify and disclose the identity of any and alf communications you have
had with Tiversa, the FTC or any other individual or party regarding LabMD or
its property.

8. If you have engaged in communications with anyone regarding LabMD or its
property, whether specifically naming LabMD or not, please state the purpose and
content of any such communications,

9. Please provide the dates and form of any communications listed in response to
items numbered 7 & 8 above.

10. What was your justification for accessing, taking possession, processing, storing
and/or examining LabMD’s property?

11, Pleage provide a full explanation of how you examined, interropated, changed,
processed, stored and/or transmitted LabMD’s property.

12, What was your justification for opening any file that is LabMD's property?

13, Please provide a full explanation of the security that you have and are now
applying to any and all property belonging to LabMD.

14, Please provide a full explanation, if you have destroyed any records, related to
your acquisition, processing, or possession of LabMD's property or records.

15. If you have destroyed any such records referenced in item no. 14 above, please
identify each record and the date each record was destroyed.

16. Were you involved in (or have you wiltnessed on the part of any other recipients to
this letter) a pattern of conduct, involving taking property like LabMD's property
in connection with attempts to solicit the property owners as clients, threats to
expose the property to authorities, and/or efforts to reap benefits from the
property.

Please be advised that you should take the necessary steps to preserve and
safeguard any LabMD property in your possession, and any and all records related to
your possession of LabMD's property, included but not limited to, electronic mail,
metadata, and IT logs.

LabMD intends to take all appropriatc steps to protect its rights and to protect the
integrity and security of the data contained in its property.

LabMD takes a very dim view of this abuse of its property. This is a serious
investigation that may involve many stages, We ask that you provide complete answers
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to the foregoing investigative questions within thirty (30) days of your receipt of this
letter.

Thank you in advance for your cooperation with this investigation.

ce:  Philippa V. Ellis, Esq.
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October §, 20140

D3e. ML Erie Johasan

Tuck School of Business
Dartmouth Coltege

10O Tack Hali

Mt Box No, 9000

Hanvver, New Hampshire 3755

Ris LabMD, ne.
Dear Dy, Johnson:

I am conducting an investigation on behalfof LabMD, 1 am investigating the
abuse and misappropriation of LabviD's property thal may have involved any number ol
legal infractions, possibly including but not Himited 1o, thefl, conversion, extortion,
trespass, privacy infringement, copyright infiingement, computer erime, and
misappropriution of trade seeras,

We have hecome aware (hal o cortain pd(* file containing insurance aging
information has comu into the possession of vou, Tiversa and the United States Federal
Trade Commission ("FIC™). Ouwr fnvestigation has not delermined howe this property
came into your possession. LabMD has not authorized or granted permission to anyone
1o take possession of this property or te use, process, or change it in any way.

For examiple, we see o redacted version of LabMD's property publisiied in the
following Wired Magazine article, “Academic Claims 1o Find Sensitive Medical Info
Expased on Peer-to-Peur Networks™  <hitpdvwawwired comdthreatlevel/200903/p2p-
netwarks-les-, My, Alain Sheer and Fiversa bave both informed LabMD that they
possess this property. More than one news article has referenced this praperty in o way
suggesting that it s in your possession and Tiversa's possession. AU this stage of the
investigation, we have many unanswered questions, We ask that you cooperate with our
investigation in answering the following questions:

DEFINITIONS

Accordingly, as used berein, the terms "you™ or “yaur”™ refurs, swithout timitations,
10 the recipionts of this fetter, their representatives, agents, and all persons acting in their
behalf,
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As used herein, the term “record” shall mean any electronic, written, recorded, or
graphic matter, whether produced, reproduced or stored electronically, on papers, cards,
tapes, belts, or computer devices of any other medium in possession, custody or control
or known by you to exist and includes originals, all copies of originals, and ail prior
drafls. When the term "identify,” is used in conjunction with the term “record," you are
to state, with respect to such record: (1) the date of the record; (2) the identity of the
person who has custody or control over the record; and (3) the nature and substance of
the record, all with sufficient particularity to enable it to be identified in a notice to
produce.

"Identify," with respect to a person, firm, corporation or other entity, means to
provide an exact name, place of business, address, and telephone number.

"Identify,” with respect to any record, means to provide the title and date of such
record, the identity of the person preparing i, the identity of the custodian of the record, a
description of the type of record (e.g., electronic data file, photograph, report, summary,
¢ic.), database filename, and a description ofwhat ench record contains, depicts, reveals,
Of says,

As used herein, the term “date” shall mean the exact day, month, and year if
ascertainable, or, if not, the best approximation including relationship to other events.

INVEST] 1IVE QUESTION

1. What method, manner, services, technologies, and/or parties were utilized to
access and obtain possession of LabMD's property?

2. Have you shared LabMD’s property with anyone, whether redacted or not? If so,
with whom and under what circumstances?

3. Do you have a financial or business relationship with Dartmouth College or the
FTC that would be relevant to LabMD's property and/or your access and/or
possession of LabMD’s property?

4. To your knowledge, what are and have been the financial, business, or other
relationships between you and/or Dastmouth College and/or the FTC?

5. Please identify all records and data you possess that belong to LabMD or pertain
to LabMD,

6. Please identify any and all records and data belonging or pertaining to LabMD
that you have accessed or reviewed, whether currently in your possession or not.
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7. Please identify and disclose the identity of any and all communications you have
had with Dartmouth College, the FTC or any ether individual or parly regarding
LabMD or its property.

8. If you have engaged in communications with anyonc regarding LabMD or its
property, whether specifically naming LabMD or not, please state the purpose and
content of any such communications.

9. Please provide the dates and form of any communications listed in response to
iterns numbered 7 & 8 above.

10. What was your justification for accessing, taking possession, processing, storing
and/er examining LabMD's property?

11, Please provide a full explanation of how you examined, interrogated, changed,
processed, stored and/or transmitted LabMD’s property.

12. What was your justification for opening any file that is LabMD’s property?

13. Please provide a full explanation of the security that you have and are now
applying to any and all property belonging to LabMD,

14, Please provide a full explanation, if you have destroyed any records, related to
your acquisition, processing, or possession of LabMD's property or records.

15, If you have destroyed any such records referenced in item ne. 14 above, please
identify each record and the date each record was destroyed.

16. Were you involved in (or have you witnessed on the part of any other recipients to
this letter) a pattern of conduct, involving taking property like LabMD’s property
in connection with attempts to solicit the property owners as clients, threats to
expose the property to authoritics, and/or efforts to reap benefits from the

property.

Please be advised that you should take the necessary steps to preserve and
safeguard any LabMD property in your possession, and any and all records related to
your possession of LabMD’s property, included but not limited to, electronic mail,
metadata, and IT logs.

LabMD intends to take all appropriate steps to protect its rights and to protect the
integrity and security of the data contained in ils property.

LabMD takes a very dim view of this abuse of its property. This is a serious
investigation that may involve many stages. We ask that you provide complete answers
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to the foregoing investigative questions within thirty (30) days of your receipt of this
letter.

Thank you in advance for your cooperation with this investigation,

Best Regards, p

X

i
Stephen '
Counse

Qeneral

cc:  Philippa V. Ellis, Esq.
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TECHNOLOGY

Dissent in the ranks: why one FTC
commissioner didn't like Google's fine

The $22.5m fine handed out to Google over its cookie-tracking of
Apple users didn't satisfy one of the five Federal Trade
Commissioners. But why not?

Googli's o

the Guardian

&

One point that got mostly overlooked in the Federal Tr ommission (FTC) finy
against Google - $22.5m, which would be a lot for you or me, but amounts to about 15
hours’ operating profits based on the company’s operating profits from its second
quarter ~ was the dissenting opinion of one of the five commissioners, J Thomas Rosch,
from the majority.

92 2ousg ! fto-line-dissent
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(Update: Rosch has again dissented after the FTC settled with Facebaok over its

altering of privacy settings. More in the piece below.)

The commissioners split 4-1 in what they thought should be the correct way to treat
Google over its behaviour. In fact, Rosch's dissent was so strong that the other four had
to write an gpinion (PDF) explaining their reasoning.

But first, here's Rosch's beef. In his minority opinion (PDF), he says that he thinks that
the FTC Act obliges him (and the others)

to determine whether there is both reason to believe’ there is liability and
whether the complaint is in the ‘public interest’ before we vote out any
complaint, whether it be a litigation complaint or a consent decree.

Clear enough so far? He's setting out what the ground rules are for deciding whether to
vote on something: liability and public interest.

Now it gets interesting.

There is no question in my mind that there is "reason to believe" that
Google is in contempt of a prior Commission order, However, I dissent from
accepting this consent decree because it arguably cannot be concluded that
the consent decree is in the public interest when it contains a denial of
liability.

That is; if Google won't agree that it is liable for what it has done, then Rosch doesn't
think it should be let off with just a fine. In fact, he's really quite vexed (reading between
the lines) at the fact that all Google does accept about the FTC is that it has jurisdiction,
and that it's doing this in the right location: He points to the FTC Order (handing down
the fine) which says "[The] Defendant [Google] denies any violation of the FTC Order,
any and all liability for the claims set forth in the Complaint, and all material allegations
of the Complaint save for those regarding jurisdiction and venue.”

Yet, at the very same time, the Commission supports a civil penalty of$22.5
million against Google for that very same conduct, Condoning a denial of
liability in circumstances such as these is unprecedented.

He also points out that Google has been charged before with "engaging in deceptive
conduct” over Buzz, its social network which enrolled you whether or not you really
wanted to be enrolled (much the same as Google+, in fact, though that seems to handle
privacy rather better - so much better that nobody can tell how much of anything
actually goes on there). Google, says Rosch, is essentially being charged with contempt of

fe-fira-dissent
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the FTC's Consent Order over Buzz - which is how it got into this whole thing.

Says Rosch:

"This scenario — violation of a consent order — makes the Commission's
aceeptance of Google's denial of Liability all the more inexplicable,"

He points out that $22.5m "represents a de minimis amount of Google's profit or
revenues.” But it's even worse, he says:

“"the Commission now has allowed liability to be denied not only in this
matter but also in the Facebook settlement where Facebook simply
promised to 'go and sin no more' (unlike Google, Facebook was not
previously under order). There is nothing to prevent future respondents
with fewer resources than Google and with lower profiles than Google and
Facebook from denying lability in the future too."

And that’s the real nub of Rosch's complaint with the mamjority decision: that if you let
Google (and Facebook, which was also put under a consent order essentially for
swapping around its privacy rules so often) off without admitting that what they did was
wrong, then others will too. And if you don't do that, then it becomes one law for the big

guys with hefty lobbying operations, and one law for the small ones.

For complete clarity, I emailed the FT'C on Thursday, and Commissioner Rosch’s office
responded to my queries as follows:

Commissioner Rosch doesn't think that the Commission has any business
accepting a denial of liability when 1) Google sees fit to pay over $22 million
in civil penalties; 2) Google is in clear contempt of a Commission order; and
3) there is no limiting principle, so that the acceptance of a denial of liability
in this case represents a precedent for respondents less well-heeled and
with a lower profile than Google to also negotiate a denial of liability.
Commissioner Rosch notes that the FTC has a precedent here -~ it is to
allow defendants to "neither admit nor deny" lability. The Commission just
didn't hold Google to that precedent in this case.

Update: in his Facebook dissenting opinion (PDF), Rosch says: "I cannot find that

either the "reason to believe” or the “in the interest of the public” requirement is
satisfied when, as here, there is an express denial of the allegations set forth in the
complaint.” So it's just as with Google: Rosch feels that companies should take
responsibility for their actions (or inactions) - and wants the FTC to shift to a model like

Ac-ne-dissent
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the Securities and Exchange Commission, where if you deny the charges then you can't
be part of a consent order (essentially, getting you out of going to trial).

There's certainly evidence that within the FTC, Google isn't exactly flavour of the
month. In a call with reporters, David Viadeck, the director of the FTC's bureau of
consumer protection, pointed to other privacy screwups by Google - Buzz, the Street
View Wi-Fi data collection - and gaid "The social contract has to be that if you're going to
hold on to people's most private data, you have to do a better job of honoring your
privacy commitments". He wasn't impressed by Google's explanation that the cookie
workaround was unintentional: "As a regulator, it is hard to know which answer is
worse: 'T didn't know' or 'T did it deliberately'.”

Google's statement, beyond which it's not shifting, is that "We set the highest standards
of privacy and security for our users.”

But if Rosch was the dissenter, why did the other four think it was OK to let Google off
without admitting liability? Here's what they say:

Here, as in all cases, a defendant’s denial of liability in a settlement
agreement has no bearing on the Commission's determination as to whether
it has reason to believe the defendant has violated the law or that a
proposed settlement will afford appropriate relief for the Commission's
charges. Tothe contrary, the Commission acts based on its consideration of
the staff's investigative work, and in this instance we have strong reason to
believe that Google violated its order.

In other words: denying that you killed somebody doesn't cot much ice when you're
found holding the knife still in their heart. (Or, less dramatically, denying you ever took
those cookies isn't much use when you've been photographed on CCTV with your hand
in the cookie jar.)

The key question, the commissioners say, is whether Google will now abide by the
consent order, The fine, they imply, is a big whack on the back of the hand for Google
"when the accompanying complaint does not allege that the conduct at issue yielded
significant revenue or endured for a significant peried of time.” That's an important
point, since there's absolutely no way of knowing how much revenue - if any - Google
actually derived from what it did.

Yet simple measures of revenue aren't the key point. What's really important, as
Viadeck said, is whether we, as consumers, can trust companies with our data, because’
our data is becoming all that there is of us (and if you don't believe that, read again about
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how technology writer Matt Fonan had his digital life erased by a couple of hackers who
wanted access to his Twitter account).

And after this fine, and with the EC still pondering whether it accepts Google's offerings

o solve its antitrust qye‘:tlgn over sear (*h <md the ¥ {‘C them again ~ pondering the

13 whe 8! search, and with the Wi-

Fi/Street View issue rumbhng on in Em ope {with the (:mman data protection
authorities considering what action to take, and now the UK's Information
Commissioner's Office doing a forensic examination of the data), and with the Google
Book scanning contrgversy still rumbling on too, one wouldn't say that Google is out of
the woods yet. Even if the FTC's fine represents less than a day's profits, the effects on
its reputation could Hnger for a lot longer.
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From: Johnson, M. Eric <M. Eri¢.Johnson@tuck.dartmouth.edu>
Sent: Tuesday, April 29, 2008 1159 PM

To: Chris Gormiey <cgormley@tiversa,coms

Subjeet RE: WS/ nrticle

Yes, we have concluded that insurance/hmo should be our next subject! | am sitting on an airplane watting 1o take off, You
around in the am?

----- Original Messages----

From: Chris Gornley <cgormley@tiversa.com>

Sent: Tuesday, April 29, 2008 343 PM

To; Johnson, M, Eric <M.Eric.Johnson@tuck dartmouth.edu>
Subject: RE: WS article

£rie,

Medical Js a treastre trove of information, but It's not necessarily
coming from big hospitals, We've got tons of individual practioners
(most notably psychintrists) who disclose (since they wiite up their
findings).

fid Tike to give you a quick call regarding the info - what's your
number? I can't find your card right now..

From: Johnson, M. Eric [mailto:M.Eric. Johnson@uuck. dastmouthedu]
Sent: Tuesday, April 29, 2008 127 PM

To: Chris Gormley

Subject: RE: WHJ article

Thanks - | had not seen it yef,

We are coming well on the medicu! files ~ finished going through all the
files, We are working on the report right now. We turned ap some
interesting stuff- not as rich as the banks, but 1 guess that could be
expected, Any chance you could share s couple other of your recent
medieal finds that we could use 10 spice up the report? You told me
sbout the one databage your found that could really boost the fmpact of
the report. Certainly will coordinate with you on the report and

release. T forgot o ask - did you guys also grab searches related to

our digital signature?
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From; Chris Gormiey [mailto:cgormiey@tiversa.com]
Sent: Tuesday, April 29, 2008 1 1:38 AM

To: Johnson, M. Eric

Subject: FW: WS) articls

You've probabiy seen this, but good read,

From: Robert Boback

Sent: Tuesday, April 29, 2008 11:33 AM

To: Chris Gormley; Griffin Schultz; Katy Everett; John P, Dount; William
Ferguson

Subject: WSJ article

Check out this scanned copy of an article in teday's WS1,

Page 2 is important for agencies that specificafly highlight the
existing laws around breaches,

Also, it mentions that aver 200 CRIMINAL cases have been filed with the
DO since 2003 regarding HIPAA.....there are consequences for
inactivity,

Robert Boback
Chief Executive Officer

Tiversa, Inc.
The Leader in Information Containment Management
{44 Emeryville Drive, Suite 300

Cranberry Township, Pernsylvania {6066
| 724-940-9030 Office | 724-940-9033 Fax



40

ETTER BOARD

SEE HOW A SOLID BOARD OF DIRECTORS CAN POISE
A COMPANY FOR SUCCESS

BY EVAN PATTAK, CONTRIBUTING WRITER

HHS

Suditing an eltcctive board of dire
A eatapanen aavisory board
e} A VT S100 107 potie W61 Corapanes,
g mstilinent of “Getling 1t Done " e
mes hay Tversa, s Granterry tim tiat pltues
T Seegfily SPIVRes. SUpcEssInay med e
cenilfnge by dumag Hgh.

oticad Gon, Wesley Clark,

Founer 9Bay COO Maynurc

Walsh, Howard Schmett, former
tighranking cybersacurity officyil at
he White House, Patnck Gross, Co-
Foundor of Amnerican Managamaat
Systoms.

i that sounds fike an ot forsn
sinitissioned by the intergatactic
Councd, that's exactly what Bab
Boback intensted, Boback, Tiversas
CosFounder (with Sam Hopking) and
L, nded them alt for the fyre’s
advesory board, 1t was, 10 sy e
loast, an ambitious undenaking,

“Wer ware focused on getting
chams and ravenua.” Buback says.
“Ho when we considersd advisars,
we Asked ourselves, ‘Who can pro-
e ntroductions? Whose crechbility
crage 10 get wihere we

Because of his high-level market-
ing axpanence, Grosg wak the inital
targat,

"Getting that first adviser, that
brachhead, is the most important

-

piecs,” Buback says, “so hong as vou
san get it withoot giving up 200 much
ol the company. That's the deal situa-
ton, and we managed 1o <o that”

Tapping the contacts of 18 jead
Senas A nvestorn Adams Capital
Management, Tiarga added the
other powediouses who became
stoppng-stones to clients . aid
e,

Clark, & wlf his bl for the
2004 Dernoarans prasicantial nomi
nation, providad ontrd (0 quvernts
ent agancies. Waebts b pasr-
suade mbar eBay stars -~ farmes
Marnating Chiel Michast Deinng, for
mer CTQ Ly Baedy, formar
Operstions Vi fent Tom
Keevan — o round out Tiversy's
seven-member adwisary board,

With Ha achw leacing the way,
Tiversa has achievad remarkable suc
cess for a company only four years
ald, Though it won't disclose customer
names because of tho sensitvity of ds
business, Tiversa is haoding onter
priva secunty {or clients thal Beback
descabes as "Globat 50, with market
captalizations rangng from $30 biltion
1o rmore than $200 biltion.

Its advisory board - and an
equally capable voard of directors
-~ have been ihe keys to Tiversa's
rapid rise. Hem are othar fessons

2,
6]

start-ups can fearn fom Tiversa's
DOSIG-DEIING SU ety

DEVELOP A FIRST-RATE PRESENTATION
N MULTIPLE FORMATS

1o reel i Behmidt, Tiversa had 1©
persuade bim that #s technoloyy G
feam ware real, and thisy had oniy a
single meetagy in Washingion, D.C. w0
do the job, Tiversa’s poseniation was
50 effacthve that, af sexsion’s end,
Senmidt agr 1o wign on,

“AL s favel vinr G0 ORe 5
Bebark nstes. "You have 1o gn
thgen within those fent bew minute
andg prove to them hat thay need 1
ba vath you. Sailing 1o an adviser v
st ke seling 1o a chent It can't be
just to generate money o foverage
their connections, Thers Mas to be &
story attaghedd, Tell tiem why your'sg
passionate about what you'rie doleg.
They'll feel the passion and gravitats
towards "

Tivarsa pitched to Clark through
another medim ~ a WebEx dama.
Offerent tormat, sama results, On the
strength of the dema, Glark andd 10
a Naw York masting and came
onboard shartly theroaiter

“Potantial advisers don't want
blather" saya Jool Adams. Foundsr
and General Pariner of Adams
Capital, who sarvas on Tiversa's
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“Potential advisers don't
want blather,” says Joel
Adams, Founder and
General Partner.of Adams,

i Capital, who serves on

i Tiversa's board of direc-

* tors. “They want their

. time respected. You do

« that by telling them why

they shotld hé intérested
~—-aiith-telling-them-now.-

1 You can get to the pleas-
, antries later.”

st e—e
boardt of clirectors, "They want thelr
Urng respecied. You do that by telling
tharn why they should be interested -
and talling them now, You can gat o
the plensnntring later”

PLAN — AND BUDGET FGR —~ BUARD
OPTIBN PACKAGES

Although the company was prepared o
customize equily offers 1o meet the
needs of dts talemed advisers, the stan-
dard package Tiversa devetopsd
proved to be satistactory, That enatled
ferea o stick 1o its budgeled nur-

bers for oplions ~ ab important congid-

aration, snce & anticipates offedng
addiional options in ftture funding
rounds.

Remember also that if you grant
optans down the road, whether (0
investors, dicsclors or staff, the equity
of the earliest investors and boarct

H gitonal seres has b

mamburs ikely witt be diutack
Observes Boback:

“Nobody wins with dilution unfess
we can point 10 the fact that raising
raore capital wili generate more rev-
enul more guickly, 50 that in the tong
yun, your percentage of the company,
atthough a smaller number, is worth
more. Advisers don't want to ditute,
a6 they'il do whatever they can to

, make this company successiul.”

. KEEP YOUR BOARD OF

'

Vs

CIRECTORS NIMBLE

Signiticant outside investment usually
brings with it tha nead to formaiize a
board structure that may have been
fotan in the formative months, Tiversa
wenedd 10 its counsel, Morgan, Lewis &
Bockius, to create that struclure and
agcompanying documents,

“Yas, you nead the formality and
the papers,” confims Erie Kiine of
Morgan Lawis, “But more than any-
thing you need chemistry. Tiversa's
board members arg world-class, each
adding valuabte insight, the whote
functioning conesively.”

Th and tenor of the boarts
faciitate i effective operation.
Tiversa opled for & three-membar
bowd ~ Boback, Adarms and company
CFO Dave Becker - with the option
o expand up to live. It's a bogrd that's
gearad for decsive action.

“Coliegiality should be the arder of
the day, as should mutusl respect,”
Adams says, " prefer ocdl numbers to
even for obvious reazons, smaller to
brgger. Wath small boards, you can
ke decisions quickly, Many times,
thare's no recket science mvoived, Its
just a matter of getting the facts on
the table, using good. sound judgment
antd pulling ihe trigger”

an devetoped i cooperation with Mergon, Lows & Bouous LER

KEEP YOUR DIRECTORS UP TO SPEED
“One of the things that drives me
crazy about boards,” Adams says.
when you walk inle g meeting and
management speads the whole time
getting everybody up 1o the same
information level. Entrepranaurs need
to keep everybody up 1o speed 5o
directors start from a base of commaen
knowtedge and astually perorm work
from there.”

Tiversa's board meals bimonthiy,
but the directors keep in touch on g
dgily bass, or very neary so.

1 couldn't wall twio mornts
‘Hare's what's happening,™
oxplaing. “There are events occurmng
¢ now, and | need a decision

is

S 10 Bay,

PUT YOUR BOARDS T0 WORK

You eegaged your direetors and advis-
ars Tor their expertise, Deploy those
assets by lasking your boards wath
specific missions taitred 10 their tal-
ents.

“Some compames use asdvisory
noards as window dressing,” Asams
says. "The interaction © minimal, and
that type of board B0t worth much,
Tiversa has been able 1o gel its advis.
ors 10 intaract, to participate, When
they walk out of 1 board meeting, they
have to-do lisis,”

On the other hant, neither you por
your board wants directors 10 micre-
manage the businers. Board-tewst
assignments make sense, bu
Adams puts it

I 1 have 1o be active in the apera-
tions, there's a problem.” Q)
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Tiversa Identifies Over 13 Million Breached Internet Files in the Past Twelve
Months

fiverse today annenmeed the findings of nev research that revealed 13,185,252 breached files
caainuing from over 4,310,839 sourees on P2P file-sharing neneorks within a tvelve monih
period from Mareh 4, 2008« Mareh 01, 2000, This new data clearly demonsirares thui P2P
filessharing risk is not effectively being addressed by the security protocols of Fortume 300
compenies and government agencics, us these organizations commonly have exposine across
the Extended Enterprise. Tiversa's findings also hint af the enormity of the issue at hand,

Uranberry Township, PA (PRWEL) May 28, 2009 - Tiversa today anvounced the findings of new research that
revaited 13,185,252 breached fies emanating lrom aver 4,310,839 sourees on PIP Ble-sharing networks within
@ ivwelve month period from Mautch 01, 2008 - March 01, 2009,

Vhe vesearch is based on dats in an ongoing stady by Tiversa, whose patent-pending technology monitors
roughiy 430 million users issuing wore than 1.3 billion sewrches a day. The files anafyzed included only those
idustified on behall of Tiversa's existing customer base during the 12 month period. 11's also important 1o note
that the referenced fies are business documents only (doe, s, .pdf, pst, cie), Music, sellware and movie fles
Laviomav, avmacmpegd, mpl, el were not included in the study.

Phis new data clearly demonstrates that P2P file-shacing risk is not effectively being addressed by the sceurity
protocols of Fortune 500 companios and government agencies, as these organizations commonty have exposure
wcroms the Extended Yaoterprise, Tiversa's findings also hint at the enormity of the issue ot hand,

TPLP Gle-sharing prosents o broad speetrum risk to organizations of alf shapes und sizes. This i a horizomal
issure ocenrring across all verticals™, says Robert Boback, Tiversa CHOL " The information being shared across
these notworks s staggering. Ina typicnl day, Tiversa might see the Protected Health Information (PHI) of tens
el thousands being disclosed by o hospital or medical billing compuny, the Personally tdentifinble Information
iPH of an organization's glebal work{orce being expased through a thicd-party payroll provider and a Fortune
S60 compuny exposing corparate 1P such as pre-patent docamentalion or exseutive board minuies.”

Fiversi's fest research reinfbrees warnings afved in recent medin reporis, as well as, growing concerns voiced
hy Cangress in new fegislative discussions simed at protecting consumers by requiring stricter privacy and
securiny procedures around compaterized data comaining personal information (FLR. 2221 Data Accountability
arnd Frist Act)

Fiadings refeased in February 2009, in a collaborative resereh study (Data Hemorrhages in the Realth-Care
Sevior) between Tiversa and The Tock School of Business it Dartmouth College highlight these same risks by
Tovnsing on the exposure rate of sensitive data in the healthenre industey,

Usver o bwoeweek period. Dartmsouth Collepe researchers und Vversa scarched file-sharing networks for key
terms associated with the sop ten publicly traded health care Foms inthe cowtry, and diseovered o treasure
trove of seasitive documents, Found was a spreadsheet from an ATDS chinie with 232 client names, including
Sovial Security numbers, addresses and birth-dates. Discovered were databases tor n hospital system that
cantined detailed information on more than 20,000 putients, invhading Social Security mumbers, contact

Binded shaoks - Another onbras vty oo kom PRAED
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PRWeb

details, insuranee records, and diagnosis information.

Abso identitied was o 1,71 8-page document from a medical fesiing laboratory containing patient Social Seeurity
numbers, insurance information, and reatment codes for thousands of paticnts, as was 350+ megabytes of data
comprising sensitive reports relating to patients of a group of anesthesiologists.

I teday's world of open communication, one of the grestest challenges privacy. information security and risk
ranagement professionals Jace is how to provide open and direct necess 10 information while protecting
sensitive and confidential documents, Tiversn has seen millions of individual records and sensitive files
inadveriently being shared by organizations, their agents, key suppliers. und trusted partners. This type of
confidential information is eontinuing to be exposed and risks being used for competitive inteltigence. fraud,
ideptity thefl, medical identity theft and eriminal gain.

iy ersn proyides P2P Intelligence and Security Serviees to corporations, government agencies and individoals
hased on patent pending technologics that can monitor over 430 miltion users issuing 1.3 billion searches u day.
Requiring no sottware or hardware, Tiverss deteets, locttes and identifies exposed files in renl~time, while
assisting in remediation and prevention efforts.

For more information on Tiversa, their solations or researely, please contact them at (724) 940-9030 or yisit

Al

Paga 23

0w Bave any questions reqavding information in these press releases please conlact the company listed in the pross relpase. Owr conplete disciamer
apdrars urg - PRWaD ebooks - Another onlits visitilldy. tool frora PRl
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Contact Inforpvation
seott Harrer
Fivursa

RRFRRETLYS SRV
SH0-9030

Ondine Web 2.0 Version
Youcan read e online version of this press release s

Page 313
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Bloomberg and BusinessWeek's Problematic Wikileaks
Story
Red flags aflutter as the news oulfit runs with seriously questionable evidence

By Ryear Shdlum

How many red fags can we count in Uids Bloambery Business ook pivee on WikilLeaks?

First there’s the headline:
Is Wikileaks Hacking For Scercls?

1 ke my colleague Lauren Kivebner, bave a real problom with question headlines, which seem
ta have proliferated in recent years, On the bright side, they're good leads for evities like us; IUs
a sure sign that the reporter can’t answer the guestion and a possible sign that they shoaldn’t
have written the picce in the frst place. o this case it turns out 1o ba both,

The seeond red flag is the subhed:

intornet seeurity company Tiverss savs Wikiteaks may he exploiting o feature in
peer-to-peer file-sharing applieations to senrch for classified data

“intornet seenrity company Tiversesays,” huh? Wha the heek s Theersa? T ain't exactly Meafen
or whatever,

Mure imporlantly, an Internet seeurity compuny has an ineentive Lo pitch stories that make it
seem Jike Internet seeurity is reatly, really bad. Thut way you'l bhuy their services, Hore's hine

Theersa deseribes what it doess

htprf/wavivgfrorg/the_auditbloomberg_and_businesswecks_prphpZpage=all&print=true 742000
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Bloomberg and BusinessWeek's Problematic WikiLeaks Story : CIR Page 2 of 4

e - R

Tiversa provides P2P Intelligence and Security services to corporations,
;. government agencies and individuals based on patented technologies that can
§ monitor over 500 million users issuing 1.6 billion searches a day.

The third flag is all the weasel words in the key paragraph explaining the “evidence” (emphasis
is mine):

Except that WikiLeaks, according to Internet security company Tiversa, appears i
to have hunted down that military document itself. Tiversa says the group may
have exploited a feature of file-sharing applications such as LimeWire and Kazaa
that are often used to swap pirated copies of movies and music for free, If, for
example, a Pentagon employee were to log on to such a peer-to-peer network (an
array of disparate computers with no central hub) to download a movie, he could
possibly expose every last e-mail and spreadsheet on his PC to prying eyes. That's
because some peer-to-peer, or P2P, applications may scan users’ hard drives for
shareable files, Not turning that feature off, or specifying which parts of the hard
drive may be searched, leaves the door wide open,

Hmm, So a P2P security company says Wikileaks “appears to have” hacked into military
computers and “may have” used P2P to do it. What's wrong with this picture?

And BBW (the story originally ran at Bloomberg) continues on with its reckless speculation via
weasel word:

The possibility that the site is systematically ransacking computers may
offer prosecutors an alternate path to get the group and its founder into a
1.8, courtroom.

t . Capemee e ve e e s v s s t

Neatly enough for Tiversa, BizWeek plays along with the cloak and dagger stuff:

To conduct a massive search of networks around the world, huge amounts of
computing horsepower and bandwidth are required, i

Tiversa has plenty of both. In a secure room at the company's headquarters in
i Cranberry Township, Pa., banks of servers create a minute-by-minute map of what |
| is effectively a glabal treasure trove of secrets. In & brief demonstration of what's !
" out there for the taking, a Tiversa analyst taps a few keys, and up pops the cell
phone number of actress Lucy Liu along with the pseudonym she uses to check into
i hotels—attached to a production company document cleatly labeled “not to be
{ made public.” There are several draft chapters of a book by white supremacist
| David Duke, as well as a spreadsheet of all the donors to his cause. Assange has told
i interviewers that his group has damaging information on pharmaceutical, energy,

http://www.cjr.org/the_audit/bloomberg_and_businessweeks_pr.php?page=all&print=true  7/14/2011
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andd inanetd companies; {Thversa CRO Roberl) Boback confirms that contidential

curpurate ducaments are readily accessible.

Cut to PR executives high-fiving.

Fowrth red flag: 1t's essentially a1 one-source story, Here's the ovidence Bloomberg presents as if
is fact (you'll see below that s not):

In the missile-range case, Tiversa's systems noticed minsual activity coming from a
chuster of computers in Sweden, where until December WikiLeaks had some of its
key servers, The eluster was furiously searching PP networks avound the world, Tt
hit pay divt in the form of a file blandly labeled BPL_ HLpdf, available for downlond
from a computer in Hawail, The Swedish compnters downloaded the dovnment,
and two months later it was posted on Wikif.caks,

Fxeeutives ol Tiversa, which is hived by governments aid corporations Lo use the
same loophole to find exposed documents and figure out who niight be aceessing
thiem, say the Hawail incident wasi'l an isolated ease, fs toehnology has detected
the mysterious Swedish computers downloading gigahytes of dala, much of which
is toing searches themselves an file-
sharing networks,” says Robert Bobaek, Tiversa's chief exeeutive officer, "t would
be highly unlikely thut someonc else from Sweden is issuing those same types of
searches resulting in that same type of information.”

soon appeared on Wikileaks, “WikiLeak

The fifth sorta-kinda red flag (once you've seen two or three in one plece, it's goud to start
suspecting everything in it) is that two of Tiversa's advisors have mwfully light ties to the U8,
military and federal government, Wesley Clark, the forimer NATO commander and four-star
general, s an advisor as is Howard Schmidt, who worked for the feds for three deeades, Here's
the fatter's bies

He retived from the White House afler 3t years of publie serviee in tocal and lederal
government inchuding the Air Foree Offiee of Special Investigations and the ¥BI
National Drug Intelligence Center, He was appuinted hy President Bush as the Viee
Chair of the President’s Critical Infrastructore Protection Board and as the Special
Adviser for Cyberspaee Sceurity for the White House in Decetber 2001,

“This picee raised yuestions from Forbes's Andy Greenberg, o, and he buat me to it by more
than bwo weeks, 1t's some excellent blogging.

Sure enough, Greenberg confirms that Tiversa is working for the U.S. government, which is
Wikileak’s siworn enery, and he blows apart Bloomborg's piece with this reporting:

hup:/vwawejrorg/the_audizhloomberg_ond_businessweeks_pr.php?page=all&prine=truc 7H 4201
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1n fact, in a phone interview with me today, Boback sounded distinctiy less sure of
his firm's deductions than he did in the Bloomberg piece. “What we saw were
people who were searching {computers connected to filesharing networks) for .xls,
.doc, .pdf, and searching for those generic terms over and over again,” says Boback.
“They had multiple Swedish IPs. Can I say that those are WikiLeaks? I can’t. But we
can track the downloads of people doing that, and a short time after those files were
downloaded, they're listed on WikiLeaks.”

Boback, who says he’s working with a U.S. government investigation into possible
peer-to-peer sources for WikiLeaks, says that he saw downloads of documents that
later were posted to WikiLeaks from other countries too, both “in the U.S. and
across Europe.” "Many of the searches are in Sweden, many are outside,” adds
Boback. “It's hard for us to say that any IP address was WikiLeaks.

Ayy.

And then there's the Occam’s Razor thing, which should have raised some questions from
editors somewhere along the way:

Still, WikiLeaks' Jatest bombshells, like the military documents and State
Department cables allegedly leaked by Bradley Manning and the upcoming list of
tax-sheltered Julius Boer clients in Switzerland, seem to have been the product of
traditional whistleblowing, not hacking. Part of what has made WikiLeaks so much
more effective than traditional hacking efforts, after all, Is that whistleblowers with
privileged accounts within computer networks are o far more efficient souree of
embarrassing data than hacking techniques such os random searches of filesharing
networks. As Assange reminded me when we spoke in November: “Insiders know
where the bodies are.”

The unfortunate bottom line is that it seems the press feels freer to go aggressively after enemies
of the state, even if they're helping it do its job informing the people about what their state is
doing in their name,

Would this kind of journalism have passed the smell test If it weren’t about Wikileaks? I highly
doubt it.

Bloomberg and BusinessWeek shouldn't have run with this one, It looks for all the world that
they may (to borrow a word) have published a smear.

http://www.cjr.org/the_audit/bloomberg_and_businessweeks pr.phpIpage=all&print=true  7/14/201]
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UNITED STATES OF AMEBRICA
FEDERAL TRADE COMMISSION
WASHINGTON, D,
Alsln Sweer Diroct Diak: 2023263331
Attamey Faxi 20200604
Division of Privacy srul Ideniity Protection Ematk ashase®ite.gov

Junuary 19, 2010
Via Poderal Express

Michael J, Daugherty
LabMD, Ine.

2030 Power Ferrys Road
Bldg. 500, Sulte 520
Atlanta, 0A 30339

Dear Mr, Daugherty:

As | discussed today with Mr, Bayle, the staff of the Federal Trade Commission
(“Commission™) ls conducting a non-public Inquiry inlo LabMD, Inc.’s complisnce with federal
law goveming Informatlon security. According to Information we have recelved, acomputer file
(or (iles) from your computer network Is avallable to users on a peer-to-peer file sharing (“P2P™
network (hereinafier, “P2P breach™).! The file (or fllcs) contains sensitive information about
consumers and/or employees that could be used to commit Identity thef or fraud or caues other
types of harms to consumors and/or employees,?

Seection 5 of the FTC Act prohiblts deceptive or uafuir acts or practices, such as
misreprasentations about privacy end ssourlty and practices that cause substantial Injury to

' P2P networks are ereated when users install compatible peer-to-peer file sharing
opplications on personal computers in homes end businesses. The applications link these
compuiers together and ean be used to shore files batween the computers. Once a file has been
ghared, the otiginel gource of the file cannot remave the file from the P2P networks or control
access to |t by other users on the notworks,

For information about sesurity concerns ralsed by the uss of peer-to-peer file sharing
applications and possible reaponses to them, see the enclosed Poorvto-Pear File Shuring: A
QGulde For Buriness, www.fic gov/ben/eguw/puhshusinass/iditheR/busd 6 shim.

1 One such fils Is insuranceaging_6.05.071,
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consumers’ Accordingly, we seek to determine whather your handling of sensitive information
from or about consumers and/or employess rafses any Issues under Section 5.

We Invite you 1o meet with ug in cur Washingion, D.C. office to discuys this matier, or to
discuss this matter with us by tefephone, If poasible, we would Ike to meet during the week of
March 8,2010, [n advance of the meoting, we request the! yon provide us with the information
and documents listed below by Febnuary 22, 2010. Please feal free to submit any edditional
information you believe would bs helpful to the Commisselon's understanding of this matter.
Any materials you submit In respense to this request, and any additional Information that you
mark “Confidential,” will be given canfidentlal treatment,

In preparing your response:

Pleass provide all responsive documents In the possesslon, custody, or control of
LebMD, and lts parents, owners, subsldiarles, diviglons, affliates, branches, joint
ventures, and sgenta (collectively, “LabMD", “you,” or *yous*").

Please submi! complete coples of gll documents requested, even If you desm only
part of a document (o be responsive.

Responges to each request should describe In detall each moaterial change or
updats that has been made thet concerns, refers, or ralates to the request, as well
as the date the change or update was implementod and the reason(s) for the
changs or update.

Please number each page of your response by Bates stamp or otherwise, and
ltemize your response according to the numbered paragraphs in this letter,

If any document is undated, please indicate in your respoise the stamped page
numbers of the document and the date on which you prepared or recelved It.

Ifyou do not have documenta that are reapanaive to a particular request, please
submit a writien statement in response, ({'a document provides only a partial
response, please submit a written statement which, togethar with the document,
pravides a complete responge.

If you decide io withhold responsive materla! for any season, Including an
applicable privilege or judiclal order, please natify us before the date sat for

} 1S1.8.C. § 48 &1 sug.

! The Commission’s procedures conceming public disclosure and confidentlal treatment
;;a“b;om;n;!)a; 15 U.B.C. §§ 46(f) snd 57b-2, and at Commiasion Rules 4.10+4.11 (16 C.F.R.

2
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responding fo this request and submit a list of the ltems withheld and the reasons
for withholding each,

. Please do not submit dacuments that contain any individual consumer’s or
employea's date of birth, Soclal Securlty number, driver's licanse or other
personal {dentification number, financlal account information, or medical
information. [l you have responsive dosuments that Include such informetion,
please redaot the Information befors providing the documents,

. We may seek additional informaticn from you at a later time, Accordingly, you
mus! rotain all relevani records, documents, and materials (not only the
Information requested below, but aiso any other Information that concems,
reflects, or relates to this malter, insluding flles and information stored
dlecironically, whether on computers, compuier disks and tapes, or otherwise)
until the final disposition of this Inquiry or until the Commisslon detormines that
cetention Is no longer necessary,® This requost Is not subject to the Paporwork
Reduction Actof 1980, 44 U.S.C. § 3512,

+ A responsible corporate officer or mansger of LabMD shali sign the responses
and certify that the documents produced and responses given are complets and
geeurate,

. Fer purposes of this lstter, the term “personal information” means {ndividually
Identifiable information from or about an Individual consumer, including, but not
limited to: (a) first and last name; {b) home or other physical address, including
strect name and name of clty or town; {c) emni] address or other online contact
information, such as an Insiant messaging user ldentifier or 8 screen name: (d)
telephone number; (¢) date of birth; (f) government-issued identification number,
such as a driver’s Hicense, military idsntification, passport, or Soclal Security
number, or other persanal Identification number; (g) financial Information,
including but not limited to: Investmant account Information; income tnx
{nformation; insurance policy information; checking aecount Information; and
sredit, dobit, and/or chetk-cashing card Information, including card number,
expiration date, security number (such as card verificatlon value), information
stored on the magnetic siripe af the card, and personal identification number; (h)
health Information, including, but not imitsd lo: preseription mediestion and
dossge; prescribing physiclan name, address, and telephone number; health
insurer name, ond insurance sccount and policy numbers; and medical condition
or diagnosls; (i) employment information, including, but not limited to, income,
employment, retirement, disability, and medical records; () a persistent identifier,
such as a customer number held In a “cookis" or processor serlal number, that {s

* Fullure to retain documents that may be relevant to this matier may result in clvil or
criminal liability. 15 U.S.C. § 50,

3.
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comblned with other available data that identifies an {ndividual consumer; or (k)
any information from cor about an individual consumer that Is combined with any
of () through (J} above. For the purposs of this daflalilon, an individual
consumer shall include an “employee”, and “employse” shall moan an agont,
servant, salesporson, assoclate, Independom contractor, or other person directly or
indircctly under your control,

REQUESTS FOR DOCUMENTS AND INFORMATION
Please provide the documents and informatlon identified below.® Unless othorwise

indicated, the time perlod covered by these requests is from January {, 2007 through the date of
full end complete production of the documents and information requested.

ll

20

4.

Genoral Informatlan

identify the complele legal name of LabMD and al} other names under which it does, or
hag done, busincss, lis corporaie malling address, and the date and state of incorporation.

Identify and describe LabMD's parents, subsidinries (whether wholly or panfally owned),
divislons (whether Incorporuted or not), affiilates, branches, joint ventures, franchises,
opersiions under assurned names, and entities over which it exerclses supervision or
control, For each such entity, describe in datail the nature of its relationship to LabMD.

Identify ench individual or entity having an ownership interest In LobMD, os well ps thelr
individual ownorship stakes and thelr positions and responsibliities within LabMD.

Provide documents sufficlent 1o describe your business in detall. The response should
Identify and describo: each praduct and service you offer; ench location (both ontine and
offtine) through which you offer such products and services; and, annually, your revenus,
numbzr of employees, and number of customers.

Personal Information

Provide documents thot deserlbe in detall the typas of personal information you collect,

® For purposes of this lciter: the word “any" shall be construed to includs the word “all,"

and the word “alt™ shalf be consirued to Include the word *any:™ the word “or* shall be construed
to inctude the word “snd,” and the word “and™ shall ba construed to include the word “ors™ the
word “gach™ shall be construed to Include the word “every,” and the word “every" shall be
construed (o include the word “eachy™ and the term “document” means any prooxisting wiliten or
plctorial material of any kind, regardless of the medium [n which such munterial was creaied, and
m?mrlx:;' of m; method by which it is stored (o.g., computer flle, computer disk or tape,
micrafiche, otc.).
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obtain, store, malntaln, process, transmit, handle, or otherwlse use (collectively, “collect
and store™) In conducting your business, how and where you collect and store the
information, and how you use the information, The response should include, but not be
limited to: documents sufficient to Identify the type(s) of personal information you
colloct and slore, the source(s) of each such typs of information (such es consumers,
smployess, medical providers, heaithears plans, and insurance companies), and the
manner by which you collect or cbiain the information (such as by paper dacuments or
elecironieally though a webslte); and documents or a narrative that describe in detafl how
you use each typs of information in conducting your business,

Security Praciices

Identify by name, loeation, and operating sysiem each computer nstwork that you use
direcagr indirectly to colleat and stere personal information, and provide for each such
network:

(@)  wahigh-level disgram (or dingrams) that sats out the companents of the network
and @ narvative that desoribes the components in detall and explains thelr
functions and how thoy operate togather on the network. The desoription of the
network components should (dentify and locate (within the network): computers;
servers; firowalls; routers; Intemet, private line, and other conneotions;
cannections to other Intemal and external networks; virtua! private natworks;
remote access equipment (such ag wireleas access points); webslies; and security
mechanisma and devices (such as Intrusion detection systems), In responding,
please feel free to use blueprints and disgrams that set cut in detai! the
components, topology, and architecture of the network;

(b)  documents sufficent to identify each computer, sarver, or other device where you
collect and store personal information snd, for each such computer, server, or
device, each program, application, or othar means (collsctively, “databases™) used
to collect and slore personal information; and

()  doouments thol concorn, relate, or refer to cach detabase identified in the response
to Request 6(b), including, but nol limited to: operating manuats; user guides;
communications with databese vendors; database schemes, diagrams, and/or
blueprints (including table and fisld names); and documents sufficient to identify
the length of tims for which you melntaln parsonal Information In the database,

Provide documents or & narative that desoribe in detall the flow path of personal
information over sach network identifled In respronss to Request 6, including the inftial
collection point for personal informatlon (such as 8 webalte), the entry and exit polnis to
and from the network, and all Intermedinte points within the network.

Provide documents sufficlent to identify the policles, procedures, and practices you have
used on each network identified in the rasponse to Request 6 to prevent unsuthorized

e
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accass to personal Information collscted and stored on the network, ag well ag the time
period during which such polioles, procodures, and practices were writlen and
implemented. The response should insiude, but not bo limlted to, documents that
concern, reflect, or relats to: controls on direct or remate accass 1o personal information
{such as a firewall policy or a password polley); controls on accessing end/or
downloading personal information without suthorization; the {ifecycle of personal
Information, inoluding maintaining, storing, using, and/or destroying ths information;
controls on the instatiation of programs or applications on computers or work stations on
the network by employess or others; limits on the transmission of personal information
within the network and between the network and ather (intemal or exteral) networks;
logging neiwork activity and reviewing the logs; sscure application and website
davelopment; employes training; and plans for responding to securlty Ineldents.

For each network {dentified in the response to Requast 6, provide documents that
deseribe In detall sach security poliey, procedure, practice, cantrol, defense, or other
measure (collectively, “seourity practice™) used on the network. The response should

~ Include, but not be limited 10:

(a)  all documents that concern, reflect, or relate to each security practice, including,
but not limited to, practicas to contro! the instatlation snd/or use of P2P programs
(whether such programs are authotized or not);

(b)  documents that set out the technical configurations of daviees and programs you
use to enforce each security practice, Including, but not Jimlted to, the
configurations of firewells or other means used to control or block P2P
communlications to and from the network and networks that connect to i1

{c) training or security awareness malerials provided to network users (such as
employees and third-party persons end entltles with sccess 1o the network)
regarding your security praciices, such a3 materials that concem security
generally or the use of end risks presented by P2P programs;

{d)  documents that sstout the frequency and extont to which such network users
receive tralning or security swsreness materials generalty and as to the use of and
risks presented by P2P programs;

(0)  documents sufficient to identify by name and titls each employee who Is, or has
been, responsible for coordinating scourlty practices on the network, and 1o
describe the respansibilities of each such employee;

(0 documents sufficlent to idemtify whether and, if so, when you conducted or
obtalned (from another person or entlty) a risk saseagment to identify risks 10 the
seeurlty, Integrity, and confidemiality of parsonal information on the network;

(@ =il documents that concern, refloct, or relate 1o testing, monitoring, and/or

6+
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evaluations of the effectiveness of security practices used on the network,

. Including the dates when such sctlvitles were conducied and completed and plans
and procedurcs for future tesiing, monitoring, and/or evaluation of security
praciices; and

documents that set out In detall all changss made to security practices on the
network based upon testing, monitoring, and/or svaluations identified in the
response 1o Request 9(g).

Provide all doouments that concern, refles], orrelate io each risk assessment identified In
the responas to Request 9(f) and the seourity risks {dentified therein, il any. For each
such assessment, the response should Include, bui not be limited to:

(a)

®)
@
@

(9)

documents sufficlent to identlfy the date of the assssament and the name and title
of the person(s) responsible for conducting the asssssment;

acopy of the aasessment;
documents that describe in dotail ths stepa token In conducting the assessment;

documents that concern, reflect, or relats to specific risks identifiad in the
asseasment and how you addressed each such risk; and

a copy of each (intemal or external) report or other docurnent that verifies,
confirms, challenges, questions, or otherwiss concerns the assessment,

Provide documents sufficlent to identify each third-party person or entity that, in the
course of providing services to you (“service provider”), receives, malntains, processes,
or otherwise js pammitted access 10 personal information collected and stored by you,

Por each service provider identifed in the response to Request [ 1, provids:

(2

(b)

(e

@

documents sufficient to identify the typas of parsonal information to which the
service provider has access;

documents sulficient to desoribe the manner and form of the service provider's
access to personal informatlon (such as physical acceas to your offices, remote
access to your computer network(s), or the malling of paper documents or
computer storsge media);

u narrative that explaing in detai] the business reasons why the service provider
has access to auch Information;

coples of all contracts bstween you and the service provider;

7
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(¢}  documents thal describe in detall the measures you taok to select and rataln the
service provider to ensure that it is capable of appropriately protecting personal
information you have provided or made available to the service providar; and

()  documents that describiz In detalf how you monitor ths service provider to
confirm that it has implemented and maintalned security measuares adequate to
protect the ssaurlty, integrity, and confidentiality of such personal information.

Other Information

Provide documents sufficlent to identify any instance of which you are aware (Including,
If appropriate, the P2P breach) where personal information from a network identified in
the response to Request 6 was or may have besn shared or accessed without authorization
(the “intruslon™), and, for each such intrusion, Identify when and how you first learned
about the Intruslon, the network(s) involved, and sl persons with kngwledge about it.

Separately for each intrusion Identified in the response to Request 13, provide all
documents prepared by or for you that identify, describs, investigate, svaluste, or assess:

(#)  how ths intrusion ecourred;

(b} thetme period over which it ocourred;

{c)  the seourity vulnerobilitles that were or may have been exploitad in the intrusion;
(d)  thoactual or suspected point of entry;

(¢)  the path the intruder foliowed from the (sctual or suspected) polnt of entry to the

{ocation of the personel Information that was or may have been compromised and
then in exporting or downlording the information (inoluding all intarmedlsts

poinu);

{  thetype(s) and amount(s) of personal information that was or may have been
accessed without authorization; and

{g) the securily measures you implemented In responsa (o the intrugion,

- Responalve dosuments should include, but not be limited to: preliminery, interim, draft,

and final reports that desoribs, assess, evaluate, o test security vulnerabilities that were
or could have been exploited in the intrusion; (formal and informal) security audita or
forensio analyses of the Intrusion prepared intamally and by third puxties; secusity scans
(such as for packet capture tools, passward harvesting tools, rootkits, P2P programs, and
unauthorized programs); incident reponts; doctumenta that {dentify the intruder; logs that
rocord the intruder's sieps in whole or part in conducting the intrusion; warnings lssued
by antl-virus, Intruslon detection, or other seourlty measures; records of reviews by
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network administrators or others of logs and wamings; records setting out the routine
security activities and checklists parformed by network administrators (such as verifying
that schedufed jobs were authorized); and other dosuments that concem, refleot, or relate
1o the Intrusion, such as minutes or notes of mestings attended by you or your employzes,

Separately for each intrusion identified In ths response to Request 13 that was
accomplished or favifitated by a P2P progmm and for the P2P breach If not identified in
the respongs to Requast 13 (“collectively, “P2P intruslon™), identify esch P2P program
(including version numbar and upgrade) that was, or may have been, used in any way in
the intrusion, Foreach such program:

10))

®

©

@

identlfy: the manufeoturer, model, typs, operating system, and network Iocation
of each computer or other slectronic device on which the P2P program was
installed (collectively, the “breach computer™); the source from which the
program wes downloaded to the breach computer; when and by whom the
program was downloaded end Instalied on the breach computer; when the
program was removed from the breach computer; how long ths program was
active on the computer; whether the default settings on the program were changed
after {t was instailed on the breach computer, and, if so, when, by whom, and in
what ways; and whether you authorized the Installation and use of the program on
the breach computer;

explain in detal) your business need for using the program, if any, and identify
who was using the program and why they wers using it;

explain In detail al limitations you placed on uge of the program, Including
seourity practices; end

provide a copy of esch file genernted as a result of Installing the pragram on the
breach computer, Including, but not limited to, executable, history, and
configuration files,

Separately for each P2P intrugion:

(@)

®)

©

provide ail logs, audits, assessments, or reports that coneern, roflect, or rolate to
the intrusion;

identify the name of each folder and subfolder that was shared (uploaded or
downloadsd) through the intrusion, the name (Ineluding fle extension) and
content of each intemal and extemal file {other than a purely music or video file)
that was shared, and the amount and type of personal informstion In each Mo that
was ghared; and

describe in detsll esch Dolder, subfolder, filo, and/or program (including
functionality) that was shared through the Intrusion.

9.
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Separately for ench Intruslon identified In the response to Request 13, provide all
documents that concem, relate, or refer to fraud and’or idsntity theft attributable to the
Intrusion snd to the consequences of the fraud or identity theR. Responsive dotuments
should include, bui not be limited lo:

(a)

®

(c)

fraud reports, alerts, or wamings lssued by bank associations, banks, or other
entlties; documents that assess, idenilfy, evaluate, estimate, or predict the number
of consumers or employees that have, or are likely to, suffer fraud or Identity
thefi; claims made egainst you for fraud or identity thef, such as by afidavits
ftled by consumers or employees; and documents that assess, identify, evaluate,
estimate, or predict the dollar amount of fraud, identity theR, or other costs (such
‘ns for|incmsad fraud monitoring or providing fraud Insurance) atiributable to the
nirusion;

documents that concarn, reflect, or rslate to investigations of or complaints flied
with or against you relating to the intrusion, Inchiding, but not limited to, private
lawsuits, correspondence with you, and documents filed with Federl, State, or
local govemnmient agencles, Federal or Siate courts, and Better Business Bureaus;
and

documents or 8 narrative that identifles how (such as by public snnouncement or
individual breach notification letter), when, how many, and by whom consumers
and/or employees were notified that thair pevzonal information was or may have
been obinlned without authorization through the intrusion. If notification has
been mode, explain why notification was mada (e.g., compelied by law) and
provide a copy of cach substantively different notification. If notification was not
provided as soon as you became sware of ths intruslon or was not provided to all
affected consumers and/or employees or at all, pravide a narrative explaining why
not,

Provide documents sufficlent to identify all policies, clahmns, and sistements you have
mads regarding the collection, disclosure, use, storage, destruction, and protection of
pessonal information, Including any policlas, claims, or siatements relating to how you
secure pergonal Information, end for each such polley, olalm, or statement Identlfy the
date(s) whu?\mil: was adopted or made, to whom it was distributed, and all means by which
it was distributed.

Please sond all decuments and information to; Alain Sheer, Division of Privacy and
identity Protection, Federal Trade Commission, 600 Pennsylvania Ave., NW, Maii Stop NJ-
8122, Weshington, D.C. 20580, Due fo extensive delays resulting from security measures taken
10 enzure the safety of itoms sent via the U.S. Posto] Service, we would appreciate recelving
these materials via Federal Expreas or & similar delivery service provider, If possible,

Thank you for your prompt attentlon to this matter. Pleass contaot me (at 202.326,3321)

«10-



59

If you have any questions about this request or need any additional information.’

Sincerely,

M

Alain Sheer
Division of Privacy and Identity Protection

7 The Commission has a fongstanding commitment to a falr regulatory enforcement
environment. Ifyou are a small business (undar Small Business Administration siandards), you
have a right to contact the Smal) Business Administration’s Nations! Ombudsman st 1.888-
REQFAIR (1.888.734.3247) or www.sha.gov/ombudsman regarding the feimess of the
compliance and enforcement activitlos of the egency, You should underatand, hawever, that the
National Ombudsman cannot change, stop, or delay a fodernl ogenocy enforcoment action. The
Commission sirictly forbids rotaliatory acts by lts employees, and you will not be penatized for
expresaing a concern about these activities.

1=
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Dissenting Statement of Commissioner J. Thomas Rosch
Petitions of LabMD, Inc. and Michael J. Daugherty
to Limit or Quash the Civil Investigative Demands

FTC File No. 1023099
June 21, 2012

1 dissent from the Commission’s vote affirming Commissioner Brill’s letter decision,
dated April 20, 2012, that denied the petitions of LabMD, Inc. and Michael J. Daugherty to limit
or quash the civil investigative demands,

1 generally agree with Commissioner Brill’s decision to enforce the document requests
and interrogatories, and to allow investigational hearings to proceed. As she has concluded,
further discovery may establish that there is indeed reason to believe there is Section 5 liability
regarding petitioners’ security failings independent of the *1,718 File” (the 1,718 page
spreadsheet containing sensitive personally identifiable information regarding approximately
9,000 patients) that was originally discovered through the efforts of Dartmouth Professor M. Eric
Johnson and Tiversa, Inc. In my view, however, as a matter of prosecutorial discretion under the
unique circumstances posed by this investigation, the CIDs should be limited. Accordingly,
without reaching the merits of petitioners’ legal claims, 1 do not agree that staff should further
inquire — either by document request, interrogatory, or investigational hearing - about the 1,718
File.

Specifically, I am concerned that Tiversa is more than an ordinary witness, informant, or
“whistle-blower.” It is a commercial entity that has a financial interest in intentionally exposing
and capturing sensitive [iles on computer networks, and a business model of offering its services
to help organizations protect against similar infiltrations. Indeed, in the instant matter, an
argument has been raised that Tiversa used its robust, patented peer-to-peer monitoring

technology to retrieve the 1,718 File, and then repeatedly solicited LabMD, offering
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investigative and remediation services regarding the breach, long before Commission staff
contacted LabMD. In my view, while there appears to be nothing per se unlawful about this
evidence, the Commission should avoid even the sppearance of bias or impropriety by not

relying on such evidence or information in this investigation.
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122014 FTC Fites Complaint Against Lablil) for Failing 1o Protect Consumars’ Privacy | Fedderat Trade Commission

100 YEARS

FTC Files Complaint Against LabMD for Failing to
Protect Consumers' Privacy

Commission Alleges Exposure of Medical and Other Sensitive Information Over
Peer-to-Peer Network

August 28, 2013
TAGS: Health Care | Health Professional Serdces | Bureau of Consumer Protection | Constmer Protection |

Privasy and Security | Consumer Privacy | Data Security | Healtn

The Federal Trade Commission filed a complaint against medical lesting laboratory LabMD, Inc. alleging that the
company failed to reasonably protect the securily of consumers’ personal data, including medicat information.
The complaint alleges thal in two separalg incidents, LabMD collectively exposed the personal information of
approximately 10,000 consumers.

The compfaint alleges that LabMD biliing information for over 9,000 consumers was found on a peer-to-peer (P2P)
file-sharing network and then, in 2012, LabMD documents containing sensitive personal information of at least
500 consumers were found in the hands of identity thioves. ’

The case is parl of an ongoing effort by the Commission lo ensure that companies take reasonable and
appropriate measures to protect consumers' personal data.

LabMD condiscts laboratory tests on samples that physicians obtain rom consumers and then provide to the
company for testing. The company, which is based in Atlanta, performs medical testing for consumers around
the country. The Commission's complaint alleges that LabMD failed to take reasonable and appropriate
measures o prevent unauthorized disclosure of sensitive consumer data - including health information - it held.
Among other things, the complaint alleges that the company:

did not implement or maintain a comprehensive data securlly program to protect (his information;

did not use readily available measures to identify commonly known or reasonably foresesable security
risks and wilnerablities to this informatiorn;

didd not use adequate measures to prevent employses from accessing personal information nol needed to
petform their jobs;

titlpaean i g A o 308 o fil phaint-against-labmd-fating~protect
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bz rant] FTG Files Complalnt Agains! LebMD for Failing 1o Proteet Gonsumers' Privacy | Federal Trade Commission

did not adequately train employees on basic security practices; and

did not use readily available measures to prevent and detect unauthorized access to personal information.

The complaint alleges that a LabMD spreadsheel containing insurance hilling information was found on a P2P
network, The spreadsheet contained sensitive personal information for more than 8,000 consumers, including
names, Social Security numbers, dates of birth, health insurance provider information, and standardized medical
treatment codes. Misuse of such information can lead to identity theft and medical identity thefl, and can also
harm consumers by revealing private medical information,

P2P software is commonly used to share music, videos, and other materials with other users of compatible
software. The software allows users to choose files 1o make available to others, but also creates a significant
sectitity risk that files with sensitive data will be inadvertently shared. Once a file has been made available on a
P2P network and downloaded by another user, it can be shared by thal user across the nelwork even if the
original source of the fils is no longer connected,

“The unauthorized exposure of consumers’ personal data puts them at risk,” said Jessica Rich, Director of the
FTC's Bureau of Consumer Protection. “The FTC is committed to ensuring that firms who collect that data use
reasonable and appropriate sscurity measures 1o prevent it fom falling into the hands of identity thiewes and other
unauthorized users.”

The complaint also alleges that in 2012 the Sacramento, California Police Department found LabMD documents
in the possession of identity thieves. These documents contained personal Information, including names, Social
Secuwrity numbers, and in some instances, bank account information, of at least 500 consumers. The complaint
alleges that a number of these Social Security numbers are being or have been used by more than one person
with different names, which may be an indicator of identity theft.

The cornplaint includes a proposed order against LabMD that would prevent future violations of law by requiring
the company to implement a comprehensive information securily program, and have that program evaluated every
two years by an independent, certified sacurity professional for the next 20 years. The order would also require
the company to provide notice to consumaers whose information LabMO has reason to believe was or could hawe
been accessible to unauthorized persons and to consumers' health insurance companies.

The Commission wie to issue the administrative complaint and notice order was 4-0.

Because LabMD has, in the course of the Commission's investigation, broadly asserted that documents provided
to the Commission conlain confidential business information, the Gommission is not publicly releasing its
complaint until the process for resohing any claims of confidentiality is completed and items in the complaint
deemed confidential, if any, are redacted.

NOTE: The Commission issues an administrative complaint when it has “reason {0 believe” that the taw has
been or is being viclated, and it appears to the Commission that a proceeding is in the public interest. The
issuance of the administrative complaint marks the beginning of a proceeding in which the alfegations will be tried
in a formal hearing before an administrative law judgs.

The Federal Trade Commission works for consumers 1o pravent fraudufent, deceptive, and unfalr business
practices and to provide information to help spot, stop, and awid them., To e a complaint in English or Spanish,
visit the FTC's online Complaint Assistant or calt 1-877-FTC-HELP (1-877-382-4357). The FTC enters complaints
into Consumer Sentingl, a secure, online database available to more than 2,000 civl and criminal law
enforcemant agsncies in the U.S, and abroad. The FTC's website provides free information an a varisty of

iy

Wil N o ot 2010 fite: v st tabma failing « prolect ors 06
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TRUH FTC Files Complaim Against LabME for Failing to Protect Consumars’ Privacy] Federal Trade Cortrission
consumer toples, Like the FTC on Facebook, follow us on Twitler, and subscribe to press releases for the latest
FTC news and resources.

CONTACT INFORMATION

MEDIA CONTACT:
Jay Mayfiekd
Office of Public Affairs
202-326-2181

STAFF CONTACT:
Robert Schoshinski
Bureau of Consumer Protsction
202-326-3219

'EVENTS CALENDAR

Related Cases

tahMD, Ine,. In the Matter of

For Consumers
How To Keep Your Parsonal Information Secure

identity Theft

Media Resources

Qur Media Resources library provides one-stop collections of materials on numerous issues in which the FTC
has been aclively engaged. These pages are especlally useful for members of the media,

" " . ) 20 fites saint-eqainst-labmd-failing-protoct-consumers
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Chairman IssA. Mr. Roesler.
I'm sorry, you’re finished, right?
Mr. DAUGHERTY. Oh, yeah.
Chairman IssA. Thank you.

Mr. Roesler.

STATEMENT OF DAVID ROESLER

Mr. ROESLER. Good morning, committee members. My name is
David Roesler. I am and have been the executive director of Open
Door Clinic in Elgin, Illinois, the far western suburbs of Chicago,
for the past 15 years. I am appearing today in response to an invi-
tation to testify on behalf of Open Door regarding its involvement
with the FTC and a company called Tiversa.

Between September of 2008 and March of 2013, Open Door was
involved in a class-action lawsuit due to a file that was found on
the Internet that contained names, some with Social Security num-
bers, some with addresses, some with birth dates.

Open Door is a small, not-for-profit AIDS organization. Currently
we have about 30 employees. We had about 15 during this time.
We provide medical care, support services for our clients.

In July of 2008, a company called Tiversa contacted Open Door
and said that they had had access to a confidential document ob-
tained from a P2P network on the Internet. Communications with
Tiversa included a contract for services. The suggested fees for the
contract were $475 an hour. We contacted our IT service provider,
who researched our network; found no evidence of any P2P net-
works at that time.

In September of 2009, Tiversa contacted Open Door again to re-
port that documents were still available on the P2P software. Open
Door’s IT provider once again reviewed its network to confirm that
there was no evidence of any P2P software at that time.

Two months after that, in November of 2009, clients began call-
ing their case managers at the clinic, reporting that they were re-
ceiving phone calls from a law firm asking them to join a class-ac-
tion lawsuit because their information had been released by Open
Door. At Open Door’s November board meeting, shortly after the
clients started calling, one of the board members is a client. He
brought in a letter that he got in the mail, also from this out-of-
State law firm, telling them that they had their information out on
the Internet, and would they join a class-action lawsuit.

Then in January of 2010, we received a letter from the FTC. The
letter indicated that they had found a file on a peer-to-peer net-
work, and it had a different title than the document that had been
reported found by Tiversa.

Also in January that same month, in 2010, Open Door was suc-
cessful at getting a law firm to provide us some pro bono work to
help us understand what our compliance and responsibilities were.
Open Door and its IT provider once again reviewed our network,
all of our workstations to confirm that there was no P2P software
at that time.

In February, a month later, February of 2010, a class-action law-
suit was filed in Kane County against Open Door. Sensational
newspaper headlines; numerous media outlets began showing up at
our door. And 3 years later Open Door’s settlement agreement was
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approved by the court, dismissing the class action. Open Door and
its insurers agreed to these motions.

Open Door denied, and continues to deny, any legal responsibility
for the disclosure. Had the case been tried, we would have expected
to prevail, but because of the uncertainties, the expense of litiga-
tion, Open Door and its insurers agreed to terminate this litigation
under these terms.

Thank you for letting me tell my story.

Chairman IssA. Thank you.

[Prepared statement of Mr. Roesler follows:]
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opengoor

Testimony for the House Committee on Oversight and Government Reform

Goed Morning Committee Members,

My name is David Roesler and | have been the Executive Director of Open Door Clinic of Greater Elgin for
the past 15 years.

| am appearing today in response to an invitation to testify on behalf of Open Door regarding its
involvement with the FTC and a company called Tiversa.

Between September 2008 and March 2013, Open Door was involved in a class action lawsuit dueto a
file that was found on the internet that contained names, some with social security numbers and some
with addresses and birthdates.

Open Door is a small not-for-profit AIDS Service Organization, approximately 30 employees, providing
medical and support care for peopie living with HIV/AIDS in the far western suburbs of Chicago HHlinois.

in July 2008 a company called Tiversa contacted Open Door and said that they had access to a
confidential document obtained from a P2P network on the Internet.

Communications with Tiversa included a contract for services. The suggested fees for the contract were
for $475/hr. :

We contacted our [T Service Provider who researched our network and found no evidence of any P2p
networks at that time.

in September 2009, Tiversa contacted Open Door again to report that documents were still available on
p2P software.

Open Door's IT Service Provider, once again, reviewed its network to confirm that there was no evidence
of P2P software.

Nov 2008 clients began calling their case workers reporting that they were receiving phone calls from
fawyers asking them to join a class action lawsuit due to their information released by open door.

At Open Door’'s November Board Meeting, one board member, also a client, brought in a letter from an
out of state law firm asking them to join a class action lawsuit,

January 2010, we received a letter from the FTC. The letter indicated that they had found a file on a P2P
Network with a different title than that revealed by Tiversa.

Pagelof2



87

Also in January 2010, Open Door was successful in getting an engagement letter with a law firm to
provide pro bono services and began to review our responsibilities of compliance.

Open Door and its IT provider once again reviewed our network and each workstation to confirm that
there was no P2P software at that time.

February 2010, a class action lawsuit was filed in Kane County lllinois against Open Door.

Sensational newspaper headiines and numerous media outlets began calling and showing up at the
clinic,

March 7, 2013 Open Door’s Settlement agreement was approved by court order, dismissing the class
action,

Open Door and its insurers agreed to these motions. Open Door denied and continues to deny any legal

responsibility for the disclosure, had the case been tried we would've expected to prevail but because of
the uncertainties and expense of litigation Open Door and its insurers agreed to terminate this litigation

under these terms.

Page 2 0f 2
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Chairman IssA. Mr. Stegmaier.

STATEMENT OF GERARD M. STEGMAIER

Mr. STEGMAIER. Mr. Chairman Issa, Ranking Member
Cummings, members of the subcommittee, my name is Gerry
Stegmaier, and I'm pleased to be here today to discuss the Federal
Trade Commission’s data security enforcement activities under Sec-
tion 5 of the FTC Act. The views I express are my own, not of our
clients or of our firm.

I'm a partner at Goodwin Procter LLP, and an adjunct professor
at George Mason University School of Law, where I've taught pri-
vacy, consumer protection, and constitutional law courses for the
last 13 years. I regularly appear before the Federal Trade Commis-
sion, State attorneys general, and assist businesses with all aspects
of their privacy and information governance concerns. I appreciate
the opportunity to appear before you today.

In 2013, there were 63,437 reported security incidents, and 1,367
confirmed data breaches. That is not a number reporting the num-
ber of accessible information, which is one of the things that Mike
spoke about. According to Verizon’s 2014 data breach investigation
report, 44 million data records across the globe have been exposed.

Companies are aware of the need for data security, and have
taken steps to be more secure. Data security is important to con-
sumers, the economy, and business, but equally important is the
basic constitutional principle that people have a right to know what
the law expects of them before we prosecute them.

I think a simple analogy helps illustrate this in practice. When
we want people to regulate how fast they drive their cars, we post
speed limit signs. If you violate that posted limit, and the sign has
been there for more than 60 days, you will likely receive a citation.
The law calls this fair notice, and the Constitution protects us from
government overreach with it. It is the shield that protects us from
the deference that agencies receive.

While this analogy may not be a good one, it’s important to note
that it represents the feelings of many organizations that confront
FTC enforcement actions relating to data security.

The agency has offered no formal rulemakings or adjudications
related to data security, and the FTC appears to regulate data se-
curity primarily through complaints and consent orders, as we've
heard. Neither the complaints nor the consent orders are binding,
reliable precedent. They are nonprecedential. Some might call this
stop-and-frisk black box justice.

FTC complaints and consent orders are inconsistent and often
lack critical information. For example, it is often unclear whether
implementing some or all of the measures in a given order would
result in fair data security, or even serve to avoid future enforce-
ment actions had the underlying company admitted them in the
first instance or practiced them.

The FTC’s often repeated position is that security standards can’t
be enforced in an industry-specific, case-by-case manner without
more guidance provides little comfort to those appearing before the
agency. Because the FTC decides on an individual and
postinfraction basis whether a company is noncompliant, the risk
of enforcement actions is unimaginable and unpredictable, as we
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have heard. The penalties that may result from noncompliance are
potentially ruinous. Combined with ambiguity of the law, unneces-
sary compliance risks for regulated entities has created a situation
ripe for overreach, unfairness, and an uneven application of the
law.

The FTC’s existing enforcement and guidance practices also pose
serious due process concerns relating to fair notice of the law’s re-
quirements. Current enforcement environment consists of aggres-
sive enforcement against the victims of third-party criminal hack-
ing who operate in a realm without clear and unmistakable data
security law. Improved authoritative—and I emphasize authori-
tative— interpretations of Section 5 by the agency and the courts
are crucial to improve compliance and provide entities with suffi-
cient information to understand how to respond.

Let me be clear. The FTC has the means to more clearly define
the law and provide useful, reliable guidance. The existing tools are
there. Sadly, there’s plenty of room for improvement with the use
of these existing tools, and improvements are essential to clarify
the underlying uncertainty, which we have heard about, and, more
importantly, to address the constitutional issue of fair notice and
due process.

The current reasonableness test, absent additional flexible, prin-
ciples-based authoritative guidelines or court-resolved litigation,
will do little or nothing to clarify the data security obligations of
companies. Using the standards reasonable and appropriate with-
out articulating such factors as the nature of business, the kind of
information collected, or any other factors that may come into play
may not ensure that fair notice occurs.

In essence, we tell our clients do what you say and say what you
do. We need to hear from the agency what they’re doing and what
they’re saying so that the people who are subject to prosecution can
understand how to respond and how to behave in the first instance.

The FTC itself has not consistently defined what sensitive infor-
mation is, and without clarification, the agency’s enforcement will
continue to be perceived as arbitrary, and we will lack an under-
standing of reasonableness.

I thank you for your time and attention. I'm pleased to answer
any questions you might have.

Chairman IssA. Thank you.

[Prepared statement of Mr. Stegmaier follows:]
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Mr. Chairman Issa, Ranking Member Cummings, and Members of the Subcommittee, my
name is Gerry Stegmaier, and I am a partner at Goodwin Procter LLP and an adjunct professor at
George Mason University School of Law, where I created one of the first information privacy
law courses and have taught courses relating to privacy, consumer protection, and constitutional
law for the last 13 years. I regularly appear before the Federal Trade Commission and state
attorneys general, and 1 assist businesses with all aspects of their privacy and information
governance concerns. I appreciate the opportunity to appear before you today to talk about the
Federal Trade Commission’s data security enforcement efforts under Section 5 of the Federal
Trade Commission Act.’

INTRODUCTION

In 2013, there were 63,437 reported security incidents and 1,367 confirmed data breaches
affecting more than 44 million data records across the globe according to Verizon’s 2014 Data
Breach Investigation Report.” Most data breaches involve malicious criminal activity stemming
from outsiders.

While entities have business incentives to protect the information they collect, there is no
single broad federal law requiring data security. Instead, the law has focused on criminalizing
unauthorized access. This is not surprising since the law generally favors open and broad
accessibility of information. Congress has limited its data-security legislation to certain
industries, such as finance and healthcare, where public debate led to a consensus that increased

information protection legislation was required, Generally, in the United States, data stewardship

! The views contained in this testimony solely represent the views of myself in my individual and private capacity and are not
necessarily the views of my firm, our clients, or any particular institution with whom [ may be affiliated.

2014 Data Breach Investigations Report, VERIZON, 11, htip:/fwww.verizonenterprise.com/DBIR/2014/ (last visited July 21,
2014).
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is encouraged primarily by state-enacted breach notification requirements.’

Over the last decade, the FTC has begun requiring reasonable data security for entities
not covered by existing, industry-specific federal regulations. The FTC routinely investigates
publicly reported data-related incidents and has brought more than 40 data-security cases since
2000.* The FTC has become increasingly aggressive, as demonstrated by an FTC consent order
with HTC America after the company’s mobile security vulnerabilities allegedly potentially
exposed sensitive information, even though no acrual data compromise was alleged.

The FTC bases its authority over data security on § 5 of the Federal Trade Commission
Act, which prohibits “unfair or deceptive acts or practices in or affecting commerce.” Usually,
the FTC makes a deceptive practices claim when an entity experiences a data breach after
publishing statements that it secures data.’ Less frequently, the FTC alleges unfair practices in
data-security cases.’ However, § 5 does not mention data security, which begs a practical
question: Because the Constitution requires that entities receive fair notice to reasonably
understand what behavior complies with the law, does the investigation and prosecution of
entities under § 5 in data-security cases violate entities’ constitutional rights to fair notice? And.
if 50, how might these due process concerns be better addressed?

While the Fair Notice Doctrine began in the context of criminal defense, in 1968 the U.

Court of Appeals for the District of Columbia Circuit acknowledged the doctrine’s applicability

* Notably, some states, such as California, have data-security requirements. £.g., CAL. CIV. CODE § 1798.81.5(b) (West 2006)
(“A busi that owns or li personal information about a California resident shall implement and maintain reasonable
security procedures and practices appropriate to the nature of the information, to protect the personal information from
unauthorized access, destruction, use, modification, or disclosure.”).

* See Plaintiff's Response in Opposition to Wyndham Hotels and Resorts’ Motion to Dismiss at 13, FTC v. Wyndham Worldwide
Corp., No. 2:13-CV-01887-E8-SCM (D. N.I. June 17, 2013) [hereinafier Wyndham FTC Response].

*15US.C. § 45 (a)(1) (2006).

¢ Plaintiff’s Response in Opposition to Wyndham Hotels and Resorts’ Motion to Dismiss at 7, FTC v. Wyndham Worldwide
Corp., No. CV 12-1365-PHX-PGR (D. Ariz. Aug. 9, 2012).

? Id. (stating that seventeen of the thirty-six cases brought under the FTC Act alleged unfair practices).

3
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in the civil administrative context.® The court observed, “Where the regulation is not sufficiently
clear to warn a party about what is expected of it—an agency may not deprive a party of property
by imposing civil or criminal liability.”®

The fair notice doctrine is not a trivial, academic legal theory with little bearing on the
practice of law. On the contrary, given the FTC’s broad discretion under § 5 of the FTC Act, the
FTC’s aggressive enforcement stance in the data-security context, and the agency’s reluctance to
use its existing rulemaking authority to clarify its data-security expectations, the doctrine is
directly relevant to the current regulatory climate.' Although the FTC has undertaken significant
efforts to develop and improve notice of its interpretation of § 5, the nature, format, and content
of the agency’s data security-related pronouncements raise equitable considerations that create
serious due process concerns.'!
FAIR NOTICE DOCTRINE

WHAT IS THE FAIR NOTICE DOCTRINE?

The fair notice doctrine requires that entities be able to reasonably understand whether
their behavior complies with the law. If an entity acting in good faith cannot identify with
“ascertainable certainty” the standards to which an agency expects it to conform, the agency has
not provided fair notice.'> An agency using enforcement conduct, rather than less adversarial

methods, to define the contours of its broad discretion likely raises greater due process

® Radio Athens, Inc. v. FCC, 401 F.2d 398, 404 (D.C. Cir. 1968).

? Gen. Elec. Co. v. EPA, 53 ¥.3d 1324, 1328-29 (D.C. Cir. 1995).

' Fair notice is particularly important when courts defer to an agency’s interpretation of the scope of its jurisdictional authority.
When agencies may define the breadth of their authority under broadly-worded statutes, fair notice may be one of few constraints
on arbitrary and capricious agency action. For example, in City of drlington v. FCC, the Supreme Court reviewed the FCC's
assertion of jurisdiction under the Communications Act over applications for wireless facilities. The Supreme Court concluded
that a court should defer to any agency’s interpretations of the statute that it enforces, even those regarding the extent of the
agency’s authority. City of drlington, Texas v. FCC, 596 U.S. ___, 133 8. Ct. 1863 {2013).

"In its response to Wyndham’s motion to dismiss, the FTC stated, “unreasonable data security practices are unfair.” See
Plaintiff’s Response in Opposition to Wyndham Hotels and Resorts’ Metion to Dismiss at 7, FTC v. Wyndham Woridwide Corp.,
No. 2:13-CV-01887-ES-SCM (D. N.J June 17, 2013). The FTC argues that Wyndham has notice from government and industry
sources about what security practices are reasonable,

12 Gen. Elec., 53 F.3d at 1329 (citing Diamond Roofing Co. v. OSHRC, 528 F.2d 645, 649 (5th Cir. 1976)).

4
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concerns."® Due process protections, like those provided by the fair notice doctrine, increase in
importance in these circumstances. A defendant may raise the fair notice defense to defend itself
against agency enforcement when it feels it has not received proper notice.™*

DISTINCTION BETWEEN CHEVRON DEFERENCE AND THE FAIR NOTICE
DOCTRINE

The fair notice doctrine can serve as an effective defense even when a statute passes
Chevron deference. Chevron deference is a powerful legal doctrine based on the assumption that
federal agencies are experts on the statutes they enforce,’” Under Chevron, courts defer to
agencies’ reasonable interpretations of the statutes they enforce when such statutes are
ambiguous.'® However, if an agency interpretation is unpublished or unclear, entities can argue
that an agency should not hold them accountable for noncompliance under the fair notice
doctrine and if such an argument prevails, the court will dismiss the claims stemming from that
interpretation, or lack thereof.

THE FAIR NOTICE TEST AS APPLIED BY THE D.C. CIRCUIT

The fair notice doctrine is a creature of judicial creation not yet reviewed or bounded by

Y See e.g., Martin v, OSHRC, 499 U.S. 144, 158 (1991) (citing NLRB v. Bell Aerospace Co., 416 U.S. 267, 295 (1974)) (“[Tlhe
decision {by an agency] to use a citation as the initial means for announcing a particular interpretation may bear on the adequacy
of notice to regulated parties.”).

' See Kenneth K. Kilbert & Christian J. Helbling, Jnterpreting Regulations in Environmental Enforcement Cases: Where Agency
Deference and Fair Notice Collide, 17 VA, ENVTL., L.J. 449, 454 (1998) (“The fair notice principle mandates that persons may
not be punished for failing to comply with a law of which they could not have known.”); Albert C. Lin, Refining Fair Notice
Doctrine: What Notice Is Required of Civil Regulations?, 55 BAYLOR L. REV. 991, 998 (2003) (“[D}ue process requires . . .
that parties subject to administrative sanctions are entitled to fair notice because civil penalties result in a deprivation of

property .. .."); John F. Manning, Constitutional Structure and Judicial Deference to Agency Interpretations of Agency Rules, 96
COLUM. L. REV. 612, 669-70 (1996) (“[I]t is arbitrary and capricious for the government to deny benefits based on
noncompliance with standards that a putative beneficiary could not reasonably have anticipated.”); Jeremy Waldron, Vagueness
in Law and L : Some Philosophical Issues, 82 CALIF, L. REV. 509, 538 {1994) (describing the unfaimess of imposing
vague legal requirements); Jason Nichols, Note, “Sorry! What the Regulotion Really Means I5..”: Administrative Agencies’
Ability to Alter an Existing Regulatory Landscape Through Reinterpretation of Rules, 86 TEX. L. REV. 953, 964 (2002)
{“Armed with knowledge of the bounds of acceptable action, peaple will be better able to plan their actions and will know when
the government unjustly trounces upon their liberties.”).

S Gen. Elec., 53 F.3d at 1327 (citing Chevron, US.A., Inc. v. Natural Res. Def. Council, 467 U.S. 837, 864-66 (1984)). For more
information on Chevron deference, see Kristine Cordier Karnezis, Annotation, Construction and Application of “Chevron
Deference” to Administrative Action by United States Supreme Court, 3 ALR. Fed. 2d 28, 39 {2005); 2 AM. JUR. 2d
Administrative Law § 77 (2002).

¥ Chevron, USA., Inc. v. Narural Res. Def Council, 467 U.S. 837, 864-66 (1984); Gen. Elec., 53 F.3d at 1327.

5



95

the Supreme Court. The D.C. Circuit, the federal appeals court most frequently confronted with
important questions of administrative law, has the most developed fair notice jurisprudence.
“Ascertainable Certainty”: The D.C. Circuit’s Test

In a nutshell, fair notice requires that a party be able to determine an agency’s
expectations with “ascertainable certainty” in order to satisfy due process requirements. Fair
notice exists when “a regulated party acting in good faith would be able to identify, with

‘ascertainable certainty,” the standards with which the agency expects parties to conform.”"’

¥ should provide this

“The regulations and other public statements issued by the agency
ascertainable certainty.
What is “Ascertainable Certainty”?

The words “ascertainable certainty” are not particularly clear; four factors have been

identified to apply the standard by the D.C. Circuit:

1. Does the Plain Text of the Law Provide Notice, and Is the Regulated Entity’s
Interpretation Plausible?
The D.C. Circuit has held that the most important factor for a successful fair notice
defense is whether a careful reading of the law’s plain language provides the necessary notice of
the law’s meaning.'® “{ Wihere the regulation is not sufficiently clear to warn a party about what

is expected of it"?°

the fair notice doctrine protects a party from government sanction. The
language of the regulation provides proper notice only if it is “reasonably comprehensible to

people of good faith.””' Where the law is silent or ambiguous and multiple interpretations exist,

' Gen. Elec., 53 F.3d at 1329 {citing Diamond Roofing, 528 F.2d at 649).

¥ 4. (citing Diamond Roofing, 528 F.2d at 649).

** See McElroy Elecs. Corp. v. FCC, 990 F.2d 1351, 1353, 1362 (D.C. Cir. 1993).
* Gen. Elec. Co. v. EPA, 53 F.3d 1324, 1328 (D.C. Cir. 1995),

*! Id. at 1330-31 {quoting McEilroy Elecs., 990 F.2d at 1358).
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the D.C. Circuit has applied the fair notice doctrine to protect parties from government sanctions.

2. Do “Authoritative” Pre-Enforcement Efforts by the Agency, Such as Public

Statements, Provide Adequate Notice?

Courts will determine whether the conduct of the agency ensures adequate notice by
reviewing the agency’s public statements and actions, such as notices published in the Federal
Re:gister,22 adjudicatory opinions,23 previous citations,** and policy statements. To my
knowledge, the D.C. Circuit has not analyzed whether a single-party consent decree or settlement
with an agency constitutes a reviewable and authoritative interpretive document as part of the
“ascertainable certainty” test.

Moreover, to meet fair notice requirements, agency guidance must be “authoritative” and
originate from the agency as a whole.”” Statements from some other source, like the opinion of
agency staff or even a single commissioner who may not be speaking for the entire agency, are
insufficient.” A court would need to determine whether an agency’s public statements, such as
published complaints,‘consent orders, and guidance came from the agency as a whole, If they did
not, a court should not consider them as a source of notice. Regulated entities should be able to
clearly determine which statements identify the law’s requirements, and which do not. By

limiting the authoritative source to agencies as a whole, courts relieve regulated entities from

22 See Darrell Andrews Trucking, Inc. v. FMCSA, 296 F.3d 1120, 1130-32 (D.C. Cir. 2002) {concluding that the formal
regulatory guidance and notice of proposed rulemaking published in the Federal Register were self-contradictory); Chrysler
Corp., 158 F.3d at 1356 (reviewing the Federal Register notice discussing the rule and concluding that the notice was silent on
the matter).

2 Darrell Andrews Trucking, 296 F.3d at 1130-32 (concluding that the agency’s adjudicatory opinion in a prior case gave a
“crystal clear” interpretation of the regulation).

** Id. (finding that notice was provided when the agency had previously cited the defendant for regulation violations).

* Gates & Fox Co. v. OSHRC, 790 F.2d 154, 157 (D.C. Cir. 1986) (Scalia, 1.) (holding that notice of a violation given by a non-
agency safety inspector did not provide sufficient notice, because it was “not an authoritative interpretation of the regulation™);
see also United States v. Hoechst Celanese Corp., 128 F.3d 216, 230 (4th Cir. 1997).

* Gates & Fox Co., 790 F.2d at 157 (D.C. Cir. 1986) (Scalia, }.) (holding that notice of a violation given by a non-agency safety
inspector did not provide sufficient notice, because it was “not an authoritative interpretation of the regulation”); see also United
States v. Hoechst Celanese Corp., 128 F.3d 216, 228, 230 (4th Cir. 1997) (holding fair notice only occurs if the agency’s
authoritative interpretation is provided to the entity), cert. denied, 524 U.S. 952 (1998).

7
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having to parse the statements of agency staff or individual commissioners to determine what the

. 27
law is.

3. Did the Agency Inconsistently Interpret the Law or Inconsistently Apply Its
Interpretation?
A fair notice inquiry will look for an agency’s conflicting interpretations of the law, ie.,
published inconsistent documentation,” provided inconsistent advice to entities,29 or otherwise
acted inconsistently.’® When an agency provided no notice at all, courts would likely exclude this

factor,

4. Imposition of a Serious Penalty
Finally, the regulation must be sufficiently clear to warn a party of what is expected of it,
otherwise, an “agency may not deprive a party of property by imposing civil or criminal

liability.”*! The D.C. Circuit scems to view this requirement broadly. According to the court, due

7 I the litigation context, the FTC also has not clearly stated what features of its consent orders are legal requirements. The FTC
states that certain data security activities must be evaluared, but it does not state that the activities must be implemented.
Wyndham FTC Response, supra n. 4, at 19 (“Although every situation is different, the consent orders in these matters provide
industry, including Wyndham, with notice of different features of data security that must be evaluated in order to maintain a
reasonable data security program.”).

¥ See Darrell Andrews Trucking, Inc., 296 F.3d at 1130 (stating that the “self-contradictory ‘clarifying’ utterances” in an
agency’s formal guidance “could have left [an entity] confused about what was required of it”); Chrysler Corp., 158 F.3d at 1356
{concluding a prior schematic illustrating testing procedures conflicted with the EPA’s current interpretation of the testing
standard and stating, “[Aln agency is hard pressed to show fair notice when the agency itself has taken action in the past that
conflicts with its current interpretation of a regulation.”); Satellite Broad. Co. v. FCC, 824 F2d 1,2 (D.C. Cir. 1987) (finding
other sections of the agency’s rules “baffling and inconsistent”™).

2 Gen. Elec. Co. v. EPA, 53 F.3d 1324, 1332(D.C. Cir. 1995) (finding that different divisions of the agency disagreed about the
meaning of the applicable regulations); Rollin Envtl. Servs. Inc. v. EPA, 937 F.2d 649, 6533-54 (D.C, Cir. 1991) {finding that
agency officials in different regions interpreted the regulation differently and gave conflicting advice to regulated entities); Gates
& Fox, 790 F.2d at 155 (noting evidence showing that the agency’s review board could not agree on the interpretation of the
underlying regulation).

¥ McElroy Elecs. Corp. v. FCC, 990 F.2d 1351, 1362-63 (D.C. Cir. 1993) (finding that the FCC had “misinterpreted” its own
order by telling the defendant it would accept the licensing applications if they were filed, accepting the applications initially, and
subsequently rejecting the applications as improperly filed); Radio Athens, Inc. v. FCC, 401 F.2d 398, 403 (D.C. Cir. 1968)
{noting that five FCC decisions showed that the agency used a different licensing rejection process prior to the process it used to
reject the application in the case at hand).

3 Gen. Elec., 53 F.3d at 1328-29; see also Gates & Fox Co. v. OSHRC, 790 F.2d 154, 156 (D.C. Cir. 1986) (Scalia, J.) (“If a
violation of a regulation subjects private parties to criminal or civil sanctions, a regulation cannot be construed to mean what an
agency intended but did not adequately express[.]” (quoting Diamond Roofing Co. v. OSHRC, 528 F.2d 645, 649 (5th Cir.
1976)).
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process requires that parties receive fair notice before the government may deprive them of
property, such as through the imposition of a fine,*” the denial of a license application,’ or by
requiring an entity to take costly action, such as a product recall.™ The D.C. Circuit’s
“ascertainable certainty” test provides a useful tool to analyze current FTC activities in the area
of information security and highlight challenges and complications to the agency’s exercise of its

§ 5 authority.
THE FTC ACT’S PROHIBITION OF “UNFAIR ACTS OR PRACTICES”

In § 5 of the FTC Act, Congress gave broad powers to the FTC to protect consumers
from deceptive and unfair trade practices. The FTC has begun using its “unfairness” authority to
investigate and punish what it believes are companies’ faulty data-security practices. This
authority needs to be balanced with the due process rights of entities by memorializing the fair

notice doctrine in statute.
THE FTC’S “UNFAIRNESS” AUTHORITY

Section 5 of the FTC Act prohibits “unfair or deceptive acts or practices in or affecting
commerce.””* An unfair act or practice is one that “causes or is likely to cause substantial injury
to consumers which is not reasonably avoidable by consumers themselves and not outweighed
by countervailing benefits to consumers or to competition.”™ To be a substantial injury, it must

be significant in magnitude and actual (i.e., the harm has occurred or is imminently threatened).”’

2 Gen. Elec., 53 F.3d at 1328 (concluding that because the agency action resulted in a violation and imposed a fine, fair notice
must be reviewed); Roflins, 937 F.2d at 653-54 (ruling that a $25,000 fine would be an “imposition of a serious penalty™).

3 McElroy Elecs., 990 F.2d at 1363; Satellite Broad., 824 ¥.2d a1 2; Radio Athens, 401 F.2d at 403,

* Chrysler Corp., 158 F.3d at 1355 (ruling that a vehicle recall would have required expenditure of significant amounts of money
depriving Chrysler of property).

F15US.C. § 45 (a)(1) (2006).

% 1d. § 45 (n).

37 L etier from the FTC to Hon. Wendell H. Ford and Hon. John €. Danforth, Committee on Commerce, Science and

9
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Consumer injury may involve cither causing very severe harm to a small number of people or “a
small harm to a large number of people.”*® The two forms of injury that typically qualify under

the “unfairness” test are economic harm and harm to health or safety.”
The FTC’s Use of “Unfairness” Aunthority

The FTC may use its unfairness authority when the alleged unfair practices and harm to
consumers are clear. The FTC has used the law’s breadth to regulate a wide range of business
practices, from the production of farm equipment40 to telephone bill processing.!’ However, what
constitutes “unfair” data-security practices is far from clear. The amount of data security
necessary to make an entity’s practice “fair” under § 5 is unknown. Traditionally, the FTC has
exercised its unfairness authority when there is obvious and substantial consumer harm, i.e. burn
injuries and stolen money. In the vast majority of data-security cases, however, the harm may be
more difficult to determine and may not be “substantial.” In fact, courts have wrestled with
whether the loss of personal information constitutes a cognizable harm to consumers without
evidence of actual damages.** Actual damages resulting from a particular data-loss incident can

be difficult to ascertain.”® For example, even when a breach compromises credit card numbers,

Transportation, U.S. Senate, Commission Statement of Policy on the Scope of Consumer Unfaimess Jurisdiction (Dec. 17, 1980),
reprinted in In re Int'l Harvester Co., 104 F.T.C. 949, 1070-76 (1984).

3 ETC v. Neovi, Inc., 604 F.3d 1150, 1157 (9th Cir. 2010).

* Iut'l Harvester, 104 F.T.C. at 1086.

1. a954.

M FTCv. Inc2l.com Corp., 475 F. App'x 106, 107-08 (9th Cir, 2012).

“ In the class action context, plaintiffs have faced obstacles in meeting standing requirements when they argue that data breaches
result in a cognizable harm, going so far as to claim that paying for identity theft protection services to preempt identity theft is
an economic harm caused by the breach. Lower courts have gone both ways on the standing question. Compare Reilly v.
Ceridian Corp., 664 F.3d 38, 42 (3d Cir. 2011), Whitaker v. Health Net of California, Inc., No. CIV §-11-0910 KIMDAD, 2012
WL 174961, at *2 (E.D. Cal. Jan, 20, 2012), and Low v. LinkedIn Corp., No. 11-CVO1468-LHK, 2011 WL 5509848, at *4 (N.I2.
Cal. Nov. U1, 2011}, with Krotmer v. Starbucks Corp., 628 F.3d 1139, 1143 (9th Cir. 2010), Lambert v. Hartman, 517 F.3d 433,
437 (6th Cir, 2008), and Pisciotta v. Old Nat'l Bancorp, 499 F.3d 629, 634 {7th Cir. 2007). However, the Supreme Court recently
enunciated a striet test for standing when plaintiffs allege a risk of future hanm, stating that to confer standing, future harm must
be “certainly impending,” or at least pose a “substantial risk.” Clapper v. Amnesty Int’'l US4, 133 8. Ct. 1138, 1143, 1150 n.5
(2013). Litigants likely will cite Clapper in motions to dismiss in class action litigation involving data breaches for the
foreseeable future.

“ The uncertainty of consumer injury in the data-protection context, and the difficulties inherent in identifying it, are discussed in

10
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no harm may result because credit card companies refund consumers for any fraudulent charges
made to their account. Given the complexity of data security, the less-than-clear harm, and the
fact that third-party criminal activity typically leads to the harm, fair notice is even more

essential in the data-security context as compared to other types of alleged unfair practices.
The FTC’s Section 5 Enforcement and Penalty Structure

When the FTC identifies an “unfair” practice, it may enforce § 5 against the party using
the practice through an administrative process and issue a cease-and-desist order, which
commonly results in a consent order.** Alternatively, the FTC can file a complaint in court,
seeking injunctions and consumer redress against defendants through adjudication and fact
finding for alleged violations of § 5.*

In the areas of privacy and data security, the FTC has typically followed the
administrative process and entered into consent orders with defendants. The full Commission
must approve consent orders, and they are subject to notice and public comment before
becoming effective.®

Any violation of a consent order can result in civil penalties of up to $16,000 per
violation,*” and “[e]ach separate violation . . . [is] a separate offense . . . [and] each day of
continuance of such failure or neglect shall be deemed a separate offense.”** Under this violation
calculus, violations and fines can accumulate quickly, and entities face potentially ruinous

penalties hanging over their heads for 20 years after entering into a consent order.

the briefs of amici curiae in the Wyndham Case.

“ 15 US.C. § 45(0)-(c), () (2006).

%15 U.S.C. § 53(a)-(b) (2006).

16 C.F.R. §2.34 (2012).

7 Section S(1) of the FTC Act, 15 U.S.C. § 45(1) (2006}, as modified by Federal Civil Penalties Inflation Adjustment Act of
1990, 28 U.S.C. § 2461 (2006), and Section 1,98(c) of the FTC’s Rules of Practice, 16 C.F.R. § 1.98 (¢} (2012), authorizes a
court to award monetary civil penalties of not more than $16,000 for each such violation of a consent order.

H15US.C. §45(1).

11
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For example, the FTC filed an action against Google for violating a consent order when
Google allegedly used cookies for advertising purposes on Apple Safari users’ browsers despite
the language in its privacy policy.*® The result was the FTC’s largest fine ever for an order
violation: $22.5 million.”® In its complaint, the FTC alleged that each time Google made a
misrepresentation to a user, Google violated the order.’’ Therefore, the FTC appears to have
calculated the number of violations based on the number of people who saw the alleged
misrepresentations. Considering the number of Google users, the number of people who
potentially saw these alleged misrepresentations could be in the millions, and a $16,000 fine for
each of a million users would result in a very large civil penalty. Given the potential seriousness

of these penalties, the significance of fair notice cannot be understated.

THE FTC USES SECTION 5 OF THE FTC ACT TO INVESTIGATE AN ALLEGED

LACK OF PROPER DATA-SECURITY SAFEGUARDS

The FTC Act grants the FTC both specialized rulemaking and enforcement authority
under § 5, although the agency’s rulemaking authority is limited.”* The FTC’s rulemaking
authority, which is commonly referred to as Magnuson-Moss rulemaking,” includes additional
requirements that are more cumbersome than the more traditional Administrative Proceedings
Act (APA) process. For example, the FTC Act requires the FTC to “provide for an informal

hearing” in which interested parties are entitled to present oral testimony and potentially cross-

* Order Approving Stipulated Order for Permanent Injunction and Civil Penalty Judgment at 1-2, United States v. Google Inc.,
No. CV 12-04177 SI{N.D. Cal. Nov. 16, 2012).

O Id at 2.

U td at 7.

15 U.8.C. § 57a (a)1)(B) (“{TIhe Commission may prescribe . . . rules which define with specificity acts or practices which
are unfair or deceptive acts or practices in or affecting commerce , .. "),

53 See Lydia B. Pames & Carol J. Jennings, Through the Looking Glass: A Perspective on Regulatory Reform at the Federal
Trade Commission, 49 ADMIN. L. REV, 989, 995 (1997).

12
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examine witnesses.”* Due to this potentially inefficient and time consuming process, the FTC has
not used its rulemaking authority to issue rules related to data security.”

As with formal rulemaking, the FTC has also declined to clarify “fair” data security
through formal adjudication. The FTC argues that its consent orders provide fair notice.*®
According to the FTC, it has brought more than 40 data-security enforcement actions since
2000.%7 At least seventeen of those actions alleged unfair practices.58 However, none of the cases
resulted in formal adjudications by the FTC or the courts.* Instead, each resulted in a settlement
agreement with the respective defendants. The FTC publishes information about its enforcement
activity, including the details of the complaints and consent order’s,60 in what some proponents of
this approach increasingly refer to as an emerging “common law” of privacy.("

The FTC’s settlement and consent decree-focused approach to date security consumer
protection arguably creates some likelihood of potential actual notice of the agency’s
interpretation of § 5. The FTC’s data-security-related complaints frequently use terms like

“reasonable,” “appropriate,” “adequate,” or “proper” to describe the security safeguards that the

15 US.C. § 57alb), (c); see also Brief of Amici Curize Chamber of Commerce of the United States of America, Retail
Litigation Center, American Hotel & Lodging Association, and National Federal of Independent Business in Support of
Defendants at 21, FTC v. Wyndham Worldwide Corp., No. 2:13-cv-01887-ES-SCM (D. N.J. May 3, 2013) {hereinafter Chamber
of Commerce Brief] {noting that “[bly Congressional Design, [the agency’s] rulemaking authority is more burdensome on the
FTC than rulemaking authority normally provided to administrative agencies under the APA; among other restrictions, for
example, the statute permits interested parties to ¢cross-examine witnesses”).

3 Prepared Statement of the Federal Trade Commission on Data Security: Hearing Before the Subcomm. on Commerce, Mfg.,
and Trade of the H. Comm, on Energy and Commerce, 112th Cong. 11 (2011) {statement of Edith Ramirez, Comm’r, Federal
Trade Commission) (“[E]ffective consumer protection requires that the C ission be able to promul rules in a more timely
and efficient manner.”).

** Wyndham FTC Response, supra n. 4, at 19,

7 id. at 13.

5% See also Tech Freedom Brief at 4.

5 In August 2013, the FTC filed a complaint against LabMD following an alleged data breach. The case was not resolved at the
time of this writing. Press Release, Fed. Trade Comm’n, FTC Files Complaint Against LabMD for Failing to Protect Consumers’
S}rivacy (Aug. 29, 2013), available at hup:hvww fic. goviopa/2013/08/labmd. shim.

.

& See, e.g., Julie Brill, Comm’r, Fed. Trade Comm’n, Keynote Address at the 12th Annual Loyola University Chicago School of
Law Antitrust Collogquium: Privacy, Consumer Protection, and Competition 1 (Apr. 27, 2012), available at

htip:itwww fle.govispeeches/brill/l 20427 loyolasymposium.pdyf; see generally Daniel J. Solove & Woodrow Hartzog, The F1C
and the New Common Law of Privacy (Aug. 15, 2013), available at: http.//ssrn.com/abstract=2312913 (last visited Aug. 30,
2013) {contending that the “FTC’s privacy jurisprudence is the functional equivalent o a body of common law,” and examining
it as such).
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agency maintains are required under § 5. These complaints, which form the basis of the
underlying consent orders, alleged that § 5 was violated due to some combination of failing to:
have an information security policy; implement system monitoring; fix known vulnerabilities;
maintain firewalls and updated antivirus software; use encryption; implement intrusion detection
and prevention solutions; store information only as long as necessary; and prepare for known or
reasonably foreseeable attacks.”® However, because the FTC cryptically states that the failures
“taken together” violate § 5 and each complaint lists different data-security practices, these
complaints do not provide an effective “data-security blueprint.” The FTC’s standard mode of
operation is to issue non-authoritative suggested guidelines and deal with unfairness actions
through settlement. Neither of these practices provide entities with reliable guidance useful in
avoiding unfairness actions. Michael D. Scott, a "pioneer” in the field of high-technology law
and public policy and graduate of MIT and UCLA School of Law, has criticized the FTC noting
that “[t]he complaints and consent orders entered into in these cases provide limited guidance as
to what a company should do (or not do) to avoid being the target of an unfairness action by the
FTC if it experiences a security breach,”**

The FTC’s consent orders in data-security cases also require some specific data-security

practices of those companies whose practices are now supervised directly by the agency,® such

62

In its response to Wyndham’s motion to dismiss, the FTC reiterated, “unreasonable data security practices are unfair.” See
Plaintiff’s Response in Opposition to Wyndham Hotels and Resorts’ Motion to Dismiss at 17, FTC v. Wyndham Worldwide
Corp., No. 2:13-CV-01887-ES-SCM (D. N.J June 17, 2013). Some commentators may suggest that there is no security standard
because good security varies based on too many factors. This article agrees with that conclusion, but the FTC does not. The FTC
seems to be using a security standard when it chooses whether to file complaints against entities for their “unreasonable” security
practices. The FTC has issued “guidance” that looks like a standard, but the agency has not communicated that it is the law.
Communicating the legal standard to entities will help entities understand what “reasonable” security looks like before they
receive the FTC complaint.

© Complaint at 2-5, In re ACRAnet, Inc., No. C-4331 (Aug. 17, 2011); Complaint at 2-3, In re Ceridian Corp, No. C-4325 (June
8, 2011); Complaint at 2-3, /n re BJ's Wholesale Club, Inc., No. C-4148 (Sept. 20, 2005).

! Michael D. Scott, FTC, the Unfairness Doctrine, and Data Security Breach Litigation, 60 ADMIN, L. REV. 183 (2008).

“ Consumer Online Privacy: Hearing Before the 8. Comm. on Commerce, Sci., and Transp., 111th Cong, 9-11 nn.20-25 (2010)
{testimony of Jon Leibowitz, Chairman, Federal Trade Commission) (“The Commission’s robust enforcement actions have sent a
strong signal to industry about the importance of data security, while providing guidance about how to accomiplish this goal.™).
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as a requirement that the company implement a “comprehensive information security
program.”® The imposed program typically includes: (1) designating employees responsible for
data security; (2) implementing reasonable safeguards to protect against identified security risks,
including prevention, detection, and response to intrusions; (3) implementing privacy controls
appropriate for the business, data use, and sensitivity of the information; (4) and performing
regular testing, monitoring, and adjusting of privacy controls. These data-security practices also
may give entities some notice of what the FTC believes § 5 requires but whether they are
authoritative interpretive docurments, given their negotiated, non-precedential nature, lack of

judicial review, and agency statement of their non-binding nature, remains an open question.

THE FTC’S PUBLIC STATEMENTS

Even though the FTC has not exercised its specialized hybrid-rulemaking authority to
issue any formal data-security rules or regulations, the FTC argues that it “has been
investigating, testifying about, and providing public guidance on companies’ data-security

67 and that companies have sufficient

obligations under the FTC Act for more than a decade
notice “from both government and industry sources,” suggesting that companies can follow the

NIST, PCI-DSS, or ISO standards.®® The FTC also argues that its business guidance provides fair
notice.

In 2011, the FTC issued Protecting Personal Information: A Guide for Business, which

lists 36 detailed recommendations related to network security, password management, laptop

% E.g., Decision and Order at 6.7, In re UPromise, Inc., No. C-4351 (Mar. 27, 2012); Decision and Order at 3, /n re Ceridian
Corp., No. C-4325 {June 8, 2011); Decision and Order at 3-4, /n re Twitter, Inc., No. C-4316 (Mar. 2, 2011) [hereinafter Twitter
Decision & Qrder], available at hup.//www fic. govios/caselist/0923093/1 1031 1twitterdo.pdf.

7 See Plaintiff's Response in Opposition to Wyndham Hotels and Resorts’ Motion to Dismiss at 7, FTC v. Wyndham Worldwide
Corp., No. CV 12-1365-PHX-PGR (D. Ariz. Aug. 9, 2012).

* Wyndham FTC Response, supra n. 4, at 17-18.

 Jd. at 18-19.
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security, firewall usage, wireless and remote access, and detection of data breaches.”® Many of
the recommendations listed in this publication also appear in the FTC’s complaints. The
document also explains that “[s]tatutes like . . . the Federal Trade Commission Act may require

71

you o provide reasonable security for sensitive information™’' although the statute neither refers

to “security” nor defines “sensitive information.”™

The FTC has also been a leader amongst various agencies in using the Internet and social
media to disseminate information about the law and best practices. For example, an FTC Web
site posting by an FTC attorney states, “[T]he FTC has tried to develop a single basic standard
for data security that strikes the balance between providing concrete guidance, and allowing
flexibility for different businesses’ needs. The standard is straightforward: Companies must
maintain reasonable procedures to protect sensitive information. Whether a company’s security
practices are reasonable will depend on (1) the nature and size of the company; (2) the types of
information the company has; (3) the security tools available to the company based on the
company’s resources; and (4) the risks the company is likely to face.”” The crux of the
constitutional question is when are these settlements, tweets, speeches and blog pbsts

authoritative for interpretive purposes? And, assuming they can be, do they create “ascertainable

certainty” the constitutional requires before penalizing a party?

" FED. TRADE COMM'N, PROTECTING PERSONAL INFORMATION: A GUIDE FOR BUSINLSS (\Iovember, 201,
;i‘vaxlable at http:/fwww. business.fic.gov/sites/default/files/pdfibus69-protecting-personal-inf _O.pdf.

Id. at 5.
" In fact, the troubling constitutional implications of having the government regulate how and what people can say about
someone 1o protect privacy continue to present recurring problems. See, e.g., Barmicki v. Vopper, 532 U.S. 514, 534-35 (2001)
(holding that the protections of the First Amendment to disclose information about a public issue trumps the protections against
illegally intercepted communications under the Electronic Communications Privacy Act); see generally Eugene Volokh,
Freedom of Speech and Information Privacy: The Troubling Implications of a Right to Stop People From Speaking About You,
52 STAN, L. REV. 1049, 1050-51 (2000). It is unclear whether the FTC considered these and other potential complications while
creatmg federal “privacy” rights through its actions.

3 Burke Kappler, Protecting Personal Information - Know Why, BUREAU OF (_ONSUMER PROT. BUS. CTR. (Oct. 2007},
available at itip:// business. fic.govidoc t08-protecting-r k hy.
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APPLYING THE FAIR NOTICE DOCTRINE TO THE FTC’S INTERPRETATION OF

SECTION 5

The D.C. Circuit’s “ascertainable certainty” fair notice test is a helpful way to examine
the FTC’s data security enforcement activities to see if what data protection may be required as
a matter of law. In its fair notice analysis, the D.C. Circuit reviews whether: (1) the plain text of
the law is silent or unclear, and the entity’s interpretation is plausible; (2) the agency has
published clarification of its interpretation or performed other actions providing notice; (3) the
agency has made conflicting interpretations; and (4) the entity faces a serious penalty. As
described more fully below, in a nutshell, the statutory text is silent, the agency’s interpretations
are often seemingly unknown or unknowable in the eyes of those prosecuted, the agency
maintains it has clarified its interpretations and otherwise provided fair notice and, as a result of

these interpretations serious penalties are faced by those prosecuted.
SECTION 5 1S SILENT ON DATA SECURITY

The text of § 5 prohibits “unfair or deceptive acts or practices in or affecting
commerce.””* But the practical difficulties confronting the agency and those subject to its
regulation are readily apparent when one refers to the enabling text of the statute itself. The FTC

"7 and leaves the agency with broad authority

Act prohibits “unfair or deceptive acts or practices,
and discretion to regulate practices that “cause] ] or [are] likely to cause substantial injury to
consumers which is not reasonably avoidable by consumers themselves and not outweighed by

countervailing benefits to consumers or to competition,””® Congress intentionally used broad

™15 U.S.C. § 45 (a)(1) (2006).
S Id.
" Id. § 45(n).
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language so the FTC could address unanticipated practices in a changing economy.”’ The
language of the statute itself is plain and does not reference any kind of data security or

applicable standards for computer software and hardware systems.
THE FTC PUBLICATIONS ARE ADVISORY AND UNCLEAR

When the statutory language does not provide clarity on legally required data-security
safeguards, agency statements or activities take on added significance. In particular, a reviewing
court should not confine its inquiry to a search for some document listing information that it
could label “actual notice,” because in most cases evidence will suggest that some notice existed.
Rather, a reviewing court should focus on whether the provision of notice through methods, such
as recommendations and consent orders, constitutes fair notice and satisfies due process. Under
this analysis, the FTC’s recent and historic notice methods in this area remain problematic under
the fair notice doctrine, because they do not clearly distinguish the law from best practices or
explain why legal requirements may apply in some cases and not others.™

The D.C. Circuit conducts a broad inquiry for sources of notice. Previously, it has
reviewed regulatory guidance and notices of proposed rulemaking published in the Federal
Register,” adjudicatory opinions,® and agency policy statements.®’ These methods of
information dissemination represent statements by the agency about how it intends to interpret

the laws it is obliged to enforce. These publications are also sources that organizations may be

" See FTC v. Accusearch, Inc., 570 F.3d 1187, 1194 (10th Cir. 2009) (“[The FTCA enables the FTC to take action against
unfair practices that have not yet been contemplated by more specific laws.”).

" The FTC argues in Wyndham that industry provides notice of reasonable security standards. Wyndham FTC Response, supra
n. 4, at 17-18. The legal standard for fair notice reviews what the agency states is the law, not what an industry body suggests are
best practices.

" Darrell Andrews Trucking, Inc. v. FMCSA, 296 F.3d 1120, 1130-32 (D.C. Cir. 2002); United States v. Chrysler Corp., 158
F.3d 1350, 1356 (D.C. Cir. 1998).

* Darrell Andrews Trucking, 296 F.3d at 1130-32.

8 Gen. Elec. Co. v. EPA, 53 F.3d 1324, 1333 (D.C. Cir. 1995).
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expected to review, Conversely, providing information through settlements with individual
parties and recommendations posted on an agency website do not seem to rise to the same level

of importance, and organizational awareness of these information sources is likely limited.*
The FTC Has Not Published Notice in the Federal Register or a Policy Statement

The FTC has not issued any guidance or notices in the Federal Register to explain what it
views as adequate data security under § 5. In addition to not using the Federal Register or formal
adjudication, the FTC has not published policy statements. As a practical matter, the agency has
not yet taken the opportunity to use all of the tools it has to address a serious problem facing

industry, who increasingly find themselves feeling twice-victimized.
The FTC Has Used Only Informal Adjudicatory Processes

Agency adjudications are formal actions by an agency, and entities regulated by that
agency closely scrutinize them.® These adjudications may provide precedential value, and
entities are aware that adjudications are policymaking tools for agencies, Therefore, agencies
may expect entities to be aware of relevant agency adjudications,

The FTC has not issued any adjudicatory opinions expressing its view on what data-
security practices § 5 requires. Instead, as sources of notice, the agency points to the collection of
published complaints and the attendant consent orders describing one entity’s particular data-

security practices that the FTC has deemed inadequate.” Courts might consider both sources as

52 More practically, courts have not addressed the question of what types of agency activity should be deemed authoritative for
purposes of faimess analysis in ways similar to the analysis of agency deference in Chevron or Mead.

* See Steven P. Croley, Theories of Regulation: Incorporating the Administrative Process, 98 COLUM. L. REV. 1, 114 (1998)
{noting that agency adjudications “sometimes have far-reaching, prospective effects on entire industries,” and “often apply
prospectively to similarly situated parties not part of the immediate adjudication process™).

" A collection of complaints and consent orders can be found on the FTC’s website. Zegal Resources, BUREAU OF
CONSUMER PROT., htip:/fbusiness fic. govilegal-resources/29/35 (last visited Aug, 3, 2013). At least one commentator has
observed that entities, and their attorneys, scrutinize the FTC’s complaints and consent orders as though they were formal
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guidance from the agency as a whole under the “ascertainable certainty” test.

Complaints and consent orders are not part of a formal adjudicatory process and do not
contain reasoned analysis of the FTC’s interpretation of the law.* Rather, the complaints list
what the FTC believes to be fau]ty data-security practices in one particular case. The
circumstances of each case differ, and, unlike formal adjudications, the FTC has not articulated
why data-security practices in one case may violate § 5 while those same practices may not
violate § 5 in another context. Moreover, the consent orders are settlement agreements among the
parties and have no legal bearing, precedential or otherwise, on third parties.*® For these reasons,
there is little reason for a court to accept such statements as “authoritative” for purposes of
evaluating whether they provide constitutionally required fair notice. If regulated entities cannot
know with certainty that the complaints and consent orders are the law as applied to them, then
the complaints and consent orders may not be sufficiently authoritative to provide fair notice.

An agency can expect an entity that it regulates to comply with policy made through
formal adjudication. However, requiring entities to review allegations contained in unfiled
complaints with attendant settlement orders begs the question as to whether such actions are

suitably authoritative to address fundamental fairness concerns.®’
Fair Notice Analysis of the FTC’s Best Practices Guide

Sadly, for whatever reason, the agency itself has done less than it could to help clarify

adjudications. Solove & Hartzog, supra n.61, at 25 (discussing that privacy attomneys view FTC settlements like cases
interpreting statutes), However, even after careful scrutiny, privacy attorneys cannot definitively advise their clients on what they
must do versus what they should do.

¥ See TechFreedom Brief at § (“Settlements (and testimony summarizing them) do not in any way constrain the FTC’s
subsequent enforcement decisions . . . [and] unlike published guidelines, they do not purport to lay out general enforcement
principles and are not recognized as doing so by courts and the business community.”).

¥ United States v. ITT Cont’l Baking Co., 420 U.S, 223, 238 (1975) (“[A] consent decree or order is to be construed for
enforcement purposes basically as a contract . . . .™); United States v. Armour & Co., 402 U.S, 673, 68182 (1971) (“Consent
decrees are entered into by parties to a case afler careful negotiation has produced agreement on their precise terms.”).

% See Solove & Hartzog, supran. 61, at 24-27 (arguing that the complaints and settlements are in many ways “the functional
equivalent of common law™),
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which of its statements should have the force of law or otherwise provide guidance on the
underlying legal requirements for data security. For example, the FTC describes its data security
guide, Protecting Personal Information: A Guide for Business, as: “Practical tips for business on
creating and implementing a plan for safeguarding personal information,”® The guide suggests
to “[u]se the checklists on the following pages to see how your company’s practices measure
up—and where changes are necessary,” The guide does not state that the items in the checklists
are required by law or that an entity’s compliance with the checklists will ensure that its data
security is not an unfair practice. The guide further provides little instruction on when a
particular recommendation is a legal requirement or otherwise is or would be a best practice.

Courts, including the D.C. Circuit, have not yet reviewed generally whether an agency’s
best practices guide provides fair notice of unlawful conduct. If a reviewing court finds that a
best practices guide is “authoritative,” the court likely would consider the FTC’s best practices
guide in its analysis.”® However, there will be a question of the amount of weight a court will
give such a guide since it is only a set of recommendations.”’

Courts place agency action on a spectrum to determine how much deference to afford an
agency interpretation of the laws that it enforces, On one end of the spectrum formal rulemaking
and adjudication and some informal actions are afforded Chevron deference.®® On the other end
of the spectrum are interpretations made by agencies to which Congress has not given sufficient
authority. Courts grant those interpretations no deference.”® To determine whether Chevron

deference is appropriate for interpretations made outside the context of formal rulemaking or

* FED. TRADE COMM'N, supra n. 70.

8 FED. TRADE COMM’N, supran. 70.

% The D.C, Circuit reviews “public statements issued by the agency.” Gen. Elec. Co. v. EPA, 53 F.3d 1324, 1329 (D.C. Cir.
1995).

*! Distinguishing between what is required and what is advisory in these guides can be practically impossible without
authoritative distinctions between the two, an issue frequently discussed among practitioners and agency staff and management.
2 Mead Corp., 533 U S. at 229-30,

3 See id. at 231,
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adjudications, courts consider whether: (1) Congress intended the agency to interpret the statute
with the force of law; (2) the agency action binds only individual parties to a ruling or also
applies to third parties; and (3) the interpretation is made by the agency as a whole or by agency
staff on an ad hoc basis.”® The Supreme Court in United States v. Mead noted explicitly that
interpretations contained in policy statements, agency manuals, enforcement guidelines, and
opinion letters do not deserve Chevron deference because they lack the force of law.*

The FTC Data-Security Best Practices Guide is simply a list of recommendations; it is
not the result of formal rulemaking or adjudication and does not bind any parties. It is more
similar to the policy statements, agency manuals, enforcement guidelines, and opinion letters that
courts have held do not deserve Chevron deference. For an interpretation to provide fair notice, it
must come from a position of authority‘% Similarly, staff attorney’s Internet postings discussing
data security do not represent the entire agency and are not authoritative. Accordingly, a court
would probably not appropriately consider the FTC staff attorneys’ Internet postings at all in its
fair notice analysis. Doctrinally, Mead laid important groundwork regarding why much of what
the FTC has been saying — especially given its chosen means — raises serious constitutional

question of fair notice.
Concerns Stemming from the Lack of Concrete and Authoritative Notice

Consent orders,” the FTC’s interpretive guidance to entities, consist of little more than
published reports and its reliance on consent orders. In particular, the agency has not used its

formal rulemaking authority and has not had any formal adjudication through which to

% See id, at 231-34,

5 d. at 234; Christensen, 529 U.S. at 587.

" See Gates & Fox Co. v. OSHRC, 790 F.2d 154, 157 (D.C. Cir. 1986) (Scatia, 1.).

*7 Thirty-six data-security cases were brought under the FTC Act, Plaintiff's Response in Opposition to Wyndham Hotels and
Resorts’ Motion to Dismiss at 7, FTC v. Wyndham Worldwide Corp., No. CV 12-1365-PHX-PGR (D. Ariz. Aug. 9, 2012).

22



112

communicate its interpretations. Thus, entities have very little guidance. They have: (1) lists of
fairly detailed data-security practices published in single-party complaints; (2) consent orders
with vague descriptions of comprehensive information security programs; and (3) published
guidance in which the FTC encourages rather than requires entities to implement data-security
safeguards. With such scant and non-authoritative guidance, the central due process question
remains whether such information provides “fair” notice adequate to address constitutional
concerns. To be sure, the FTC’s published complaints, consent orders, and the aforementioned
data-security guide identify many of the same data-security requirements it alleges investigation
targets do not adequately maintain. Nevertheless, some notice is not fair notice—which is a
practical constitutional question befuddling many individuals and begging the question: Does
reasonable information security require an FTC and administrative law specialist to figure out
what the law requires?

Due process requires examining the nature and quality of the notice to ensure entities
have a clear description of required behavior from an authoritative source (i.e., fair notice)—
which settlements with third parties and agency recommendations do not provide. Moreover, a
post hoc review of whether sufficient authoritative notice existed af the time of the alleged

violations is difficult considering an assessment of current requirements is impossible.
Section S Violation May Result in Serious Penalty

Under § 5, the FTC cannot directly impose or request a monetary penalty. Congress
provided the FTC with the sole remedy to issue an order requiring an entity to cease and desist

certain conduct, in part, to avoid potential due process concerns.” If a party violates a cease-and-

% Michael J. Pelgro, Note, The Authority of the Federal Trade Commission to Order Corrective Advertising, 19 B.C. L. REV.
899, 907 (1978).
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desist order, a court can order a civil penalty, the rescission of contracts, restitution, refunds, and
disgorgement.” Alternatively, the FTC can request that a court issue an injunction prohibiting
certain behavior." Few would seem to argue that a violation of § § could not result in a
substantial loss of property implicating the fair notice doctrine.

Given the relative paucity of authoritative agency interpretation, whether existing FTC
activities have provided “fair notice” remains an open question. Section 5 of the FTC Act gives
the FTC broad authority to combat “unfair trade practices.” The statutory language does not
provide notice of required data-security safeguards. The FTC has chosen not to issue regulations
to explain what data-security practices are “unfair.” While the agency’s informal
communications may provide some notice about the FTC’s position, whether courts should deem
these communications as sufficiently authoritative to provide fair notice is questionable. Perhaps
more importantly, many businesses struggle with understanding what’s required of them and are
often stunned after a security incident to learn that the party mostly likely to be prosecuted is in

fact the organization that held the underlying information—mnot the perpetrators.
CHALLENGES OF THE FTC’S APPROACH AND MOVING FORWARD

Even if a court concluded that fair notice of required data security practices exists, there
seems to be little doubt that underlying legal requirements and the process of determining what is

“reasonable” data security could be communicated more effectively. Ironically, an agency that

715 U.S.C. § 45(1) (2006) (“Any person, partnership, or corporation who violates an order of the Commission after it has
become final, and while such order is in effect, shall forfeit and pay to the United States a civil penalty of not more than $10,000
for each violation . . . .™); id. § 57b(b) (*The court in an action under subsection (a} of this section [an action following a cease a
desist order] shall have jurisdiction to grant such relief as the court finds necessary to redress injury to consumers or other
persons, partnerships, and corporations resulting from the rule violation or the unfair or deceptive act or practice, as the case may
be. Such relief may include, but shall not be limited to, rescission or reformation of contracts, the refund of money or return of
property, the payment of damages, and public notification respecting the rule violation or the unfair or deceptive act or practice,
as the case may be; except that nothing in this subsection is intended to authorize the imposition of any exemplary or punitive
damages.”),

19 14, § 53(b) (allowing the court to issuc a temporary restraining order, preliminary injunction, or permanent injunction).

24



114

calls on companies to be more transparent about their business practices has not been transparent
about its data-security policy, seemingly constrained by the practical difficulties of using
investigations and enforcement actions to provide fair notice.

The D.C. Circuit recommended agency rulemaking instead of a series of adjudicative
proceedings to explain a regulation because “full and explicit notice is the heart of administrative
fairness.”’®! The FTC seems to agree that traditional APA rulemaking may be superior to
adjudicative proceedings, but it has not yet undertaken to use the modified APA rulemaking
authority it already possesses. The FTC has supported federal legislation that would prescribe
data-security requirements. The agency recommended that Congress phrase the legislation in
general terms, using broad definitions, to allow the implementing agency to promulgate rules or
regulations to “provide further guidance to Web sites by defining fair information practices with
greater specificity.”'" The FTC stated that regulations could clarify the definition of “adequate

security.”'

FORMAL RULEMAKING MAY PROVIDE FAIR NOTICE BENEFITS
The FTC Has Issued Rules Pursuant to Other Data-Security Related Statutes

While the FTC has not used its current limited rulemaking authority under § 5 to clarify
“unfair” data-security practices due to onerous rule-making proceedings, Congress has directed

the FTC to promulgate regulations under other laws, such as COPPA and FACTA.'™ As

YT Radio Athens, Inc. v. FCC, 401 F.2d 398, 404 (D.C. Cir, 1968) (“[TIhe agency could and should have proceeded to
accomplish its result by exercising its broad rulemaking powers.”).

12 FED. TRADE COMM’N, PRIVACY ONLINE: FAIR INFORMATION PRACTICES IN THE ELECTRONIC
MARKETPLACE 37 (2000) fhereinafter FED. TRADE COMM’N, PRIVACY ONLINE].

13 12 (internal quotation marks omitted).

™ See 15 U.S.C. § 1681m(e) (FACTA); id. § 6502(b)(1) (COPPA).
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expected, entities have fully participated in the process.'®® In addition, the FTC altered its
proposed rules based on the comments it received.'® The process and resultiﬁg rulemaking have
proven far more likely to yield “ascertainable certainty” of the agency’s interpretation.

While the final rules the FTC implemented may result in inflexible requirements rather
than adaptable principles, the quality of the rules promulgated by the FTC in these instances is
beside the point for addressing fair notice concerns.'”” All parties received an opportunity to
participate in a public and deliberative process and potentially affect the outcome. The rule-
making process also leads to rule refinement outside the enforcement context, which may allow
the parties to more objectively view and craft the rules. As it currently stands, recent agency
data-security investigations reflect private non-public, refinement of statutory interpretations
lacking transparency and clarity. This process runs the practical risk of creating a costly and
vexatious guessing game for businesses constrained by a lack of consensus and clarity. The FTC
clearly does not intend this consequence. Those subject to FTC data security requirements lack

the benefit of any authoritative policy statements on these issues.
Fair Notice Benefits of Rulemaking

There are specific fair notice advantages to rulemaking over the prosecution and

settlement approach used by the agency.I08 Rulemaking can provide regulated entities with clear

195 See Children’s Online Privacy Protection Rule, 78 Fed. Reg. 3972, 3972-73 (Jan. 17, 2013) (to be codified at 16 C.F.R. pt.
312); Identity Theft Red Flags and Address Discrepancies Under the Fair and Accurate Credit Transactions Act of 2003, 72 Fed.
Reg. 63,718, 63,718 (Nov. 9, 2007) (codified at 16 CF.R. pt. 681).

1% See Children's Online Privacy Protection Rule, 64 Fed. Reg. 59,888, 59,889 (Nov. 3, 1999) (codified at 16 C.F.R. pt. 312);
Identity Theft Red Flags, 72 Fed. Reg. at 63,719,

17 Rulemaking is not a panacea. Inflexible rules in a fast-changing environment are problematic. However, the FTC can and
should provide clear notice on what the law is. Rulemaking is one method to improve such notice. Rules are not inherently bad,
and a principles-based data-security legal framework (rather than a detailed data-security standard) would be one workable
sotution. The FTC has already articulated 36 detailed recommendations in its guidance. FED. TRADE COMM'N, supra n. 70,
The FTC has also pointed to the NIST and ISO standards for guidance. Wyndham FTC Response, supra n. 4, at 18. The agency
holds companies accountable to some or all of these recommendations in some fashion. /d. at 17-19.

198 See TechFreedom Brief at 9-10 {noting the ways in which ralemaking is preferable to case-by-case adjudication as a method
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guidance, incorporate the thinking of additional stakeholders, prevent cynical speculation
regarding agency decision-making, and lessen enforcement and compliance costs.'” Further,
improved notice of a clear rule would likely result in greater compliance.''® The FTC has not
used its existing § 5 rulemaking authority to clarify “unfair” data-security practices because of its
alleged impracticality.”’ The FTC does not believe it would “be possible to set forth the type of
particularized guidelines” to describe proper data-security safeguards.'’? It has stated that “[d]ata
security industry standards are continually changing in response to evolving threats and new
vulnerabilities and, as such, are ‘so specialized and varying in nature as to be impossible of
capture within the boundaries of a general rule.”! "% The FTC has also stated that “industries and
businesses have a variety of network structures that store or transfer different types of data, and
reasonable network security will reflect the likelihood that such information will be targeted and,
if s, the likely method of attack.”'™*

The FTC’s statements are mystitying for two reasons. First, if the FTC does not believe
that it can properly define “reasonable,” fair notice of the reasonableness standard seems

unlikely?'"® Second, the FTC seems to have taken the stance that, because technology changes

of developing agency-enforced law).

'™ Colin 8. Diver, The Optimal Precision of Administrative Rules, 93 YALE L.J. 65, 73, 74 (1983); Brice McAdoo Clagett,
Informal Action—Adjudication—Rule Making: Some Recent Developments in Federal Administrative Law, 1971 DUKE L1
51, 54-57, 83-84; Bunn et al., No Regulation Without Representation: Would Judicial Enforcement of a Stricter Nondelegation
Doctrine Limit Administrative Lawmaking?, 1983 WIS. L. REV. 341, 343.44 (1983).

HE See Diver, supran. 109, at 72, 75,

" Prepared Statement of the Federal Trade Commission on Data Security, supra v. 35, at 11 (“[EHfective consumer protection
requires that the Cc ission be able to p Igate rules in a more timely and efficient manner.”).

"' Wyndham FTC Response, supra n. 4, at 20. At the same time, the White House and Department of Commerce have seemingly
articulated an alternative view on prospects for standards development - at least for privacy. “Companies, industry groups,
privacy advocates, consumer groups, crime victims, academics, international partners, State Attorneys General, Federal civil and
criminat {aw enforcement representatives, and other relevant groups” have been calied together to develop voluntary, enforceable
privacy codes of conduct. THE WHITE HOUSE, CONSUMER DATA PRIVACY IN A NETWORKED WORLD: A
FRAMEWORK FOR PROTECTING PRIVACY AND PROMOTING INNOVATION IN THE GLOBAL DIGITAL
ECONOMY 7 (2012) {heremaﬁer WHITE HOUSE PRIVACY BILL OF RIGHTS], available at

hup.itwww, whitehouse. gov/sil fault/files: il-files/privacy_white_paper pdf.

13 Id (quoting SEC v. Chenery (‘orp 332U.S. 194, 203 (1947)).

Hs See Chamber of Commerce Brief at 12 (noting that “it is precisely because the appropriate standards are difficult to ascertain
that businesses cannot be held to a nebulous notion of ‘reasonableness,” all without any formal guidance before they find
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frequently, drafting regulations would be fruitless. However, drafting flexible, principles-based
regulations would provide guidance to entities and would still apply as technology changes. The
concept of drafting laws in an ever-changing world is nothing new. Moreover, the complaints
that the FTC filed a decade ago look similar to the complaints that the agency is filing today.''®
Therefore, the FTC’s own actions seemingly contradict that regulations would be impractical or

out of date upon publication.
FORMAL ADJUDICATION MAY PROVIDE FAIR NOTICE BENEFITS

A formal adjudicatory process can help provide notice to entities in two ways. When the
FTC seeks a formal adjudication, the FTC must report its findings of fact. These findings of fact
would clearly and officially communicate, which data-security practices violate the FTC’s
interpretation of § 5. This mode of operation is superior to the current complaint and settlement
process regarding confusion about legal requirements because it puts the FTC on record and may
create greater predictability for entities subject to enforcement. To be effective, the agency
would need to articulate its interpretation and rationale which the current investigation-
complaint-settlement routine does not. Moreover, the FTC or court can publish an opinion,
which will further enunciate and clarify the FTC’s interpretation. Judicial review also may
provide authority supporting the interpretation.

Like rulemaking, this method of clarifying the FTC’s interpretation can provide

additional benefits, such as improving legal compliance and preventing entities from wasting

themselves in violation of the taw.™).

"% Compare Complaint for Permanent Injunctive and Other Equitable Relief, FTC v. Wash. Data Res., Inc., No.
8:09-cv-02309-SDM-TBM (M.D. Fla. Nov. 10, 2009), with Complaint for Permanent Injunction and Other Equitable Relief,
FTCv. SlimAmerica, Inc., No. 0:97-cv-06072-DLG (S.D. Fla. Jan. 24, 1997).
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resources by attempting to comply with unclear requirements.'!” Nevertheless, adjudication may
remain less desirable than rulemaking because regulation by adjudication means that nonparties
may not be able to protect their rights.”’ In addition, when regulating by adjudication, the public

cannot directly monitor an agency.''®
ADVISORY OPINIONS, POLICY STATEMENTS, AND OTHER COMMUNICATIONS

Policies made through formal rulemaking and adjudications are more definitively
authoritative and can provide entities with clear notice. Advisory opinions, policy statements,
analysis appended to proposed consent orders, and other similar communications are less formal
and authoritative, but possibly more effective than the current complaint and settlement process

and best practice recommendations, as they can communicate agency reasoning and principles.
CONCLUSION

No formal rulemakings or adjudications related to data security have occurred to date,
and the FTC appears to regulate data security primarily through complaints and consent orders.
This method creates ambiguity because complaints and consent orders are inconsistent or lack
additional helpful information. It also is unclear whether nonparties to the investigation should
attempt to follow the complaint, the consent order, neither, or both, or whether implementing
some or all of the measures would result in “fair” data security. The FTC’s position that

2120

“security standards can be enforced in an industry-specific, case-by-case manner”™ " provides

little guidance. This inherent ambiguity poses dangerous and unnecessary compliance risks for

17 See Diver, supran, 109, at 72, 103,

18 See Clagett, supran. 109, at 83.

" See Bunn, supra n. 109, at 343; Clagett, supra n. 109, at 56-57 (citing Holmes v. N.Y.C. Hous. Auth., 398 F.2d 262 (2d Cir.
1968); Hornsby v. Alfen, 326 F 2d 605 (Sth Cir. 1964)).

% Wyndham FTC Response, supra n. 4, at 22.
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regulated entities due to the potentially serious penalties that may result from non-compliance.

The FTC’s existing enforcement and guidance practices also pose serious constitutional
concerns of providing fair notice. Given the current environment of aggressive enforcement
against the victims of third-party criminal hacking who operate with no clear guidance what data
security actions they should take to avoid allegations of unfair and deceptive acts and practices,
improved authoritative interpretations of § 5 are crucial to improve compliance and provide
entities with sufficient information to perform proper risk management.

The FTC has several alternative methods for providing more useful and authoritative
guidance to entities, but simply stating a vague standard will not improve the situation if it does
nothing to clarify the underlying uncertainty or to resolve the problem of fair notice. A
“reasonableness™ test absent additional, flexible principles-based authoritative guidelines or
significant additional court-resolved litigation will remain problematic. As FTC guidance states,
“[t]here’s no one-size-fits-all approach to data security, and what’s right for you depends on the
nature of your business and the kind of information you collect from your customers.”'?' In other
words, data-security standards may differ as a function of the sensitivity of the data collected, the
amount of data collected, and how the data is collected, used, and disclosed to third parties.
Using the standards of “reasonable” and “appropriate,” without accounting for the nature of the
business and the kinds of information that are collected may not ensure that fair notice occurs.
However, these factors should at least be considered as crucial inputs when determining the data-
security safeguards an entity should implement. Nonetheless, such additional standards would
still provide no useful guidance without substantial additional stakeholder participation or the

reasoned and thorough discussion of the flexible standard in a formal adjudicatory opinion,

2! FED. TRADE COMM’N, supra n. 70, at 23.
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policy statement, or advisory opinion.

Moreover, even if the FTC employed formal rulemaking or adjudication, the
reasonableness test without explanation as currently relied upon by the agency seems less useful
in contexts like data security, where the meaning of “reasonable” remains subject to ongoing
technological evolution and prevailing data-protection preferences. This is evident now as
society continues to debate the balance of strong privacy protections against the societal benefits

122 And notably, the FTC itself does not seem to consistently

of the free-flow of information.
define what information is “sensitive,” potentially deserving greater protection.'” Thus, there
may be no such thing as “reasonable” privacy and data-security practices until a more
satisfactory consensus on these issues emerges.

Given the lack of agreement on what “privacy” is, what data should be protected, and
what data-security practices should be used to protect that data, any rule based on
“reasonableness” should also include explanation. Otherwise, the rule is entirely arbitrary, and
“reasonable” security will be whatever the FTC dictates at that point in time. At any given time,
an entity would be unable to determine with precision what data-security practices are
“reasonable,” and whether it could ensure successful compliance with § 5. This situation creates
due process challenges and a palpable risk of post-hoc rationalization. For all of these reasons

and those laid out above, the agency continues to have a unique opportunity to take up many of

2 WHITE HOUSE PRIVACY BILL OF RIGHTS, supran. 112, at 5-6.

12 1n its recent privacy report, “[t]he Commission defines as sensitive, at a minimum, data about children, financial and health
information, Social Security numbers, and certain geolocation data . . . »* FED. TRADE COMM'N, supra n. 70, at 47 n. 214. The
privacy report also lists passwords as sensitive information. /o at 8, 15, 37 n. 17 4. In other guidance, the FTC includes names
that identify customers or employees as sensitive information. FED. TRADE COMM'N, DOES YOUR ORGANIZATION
COLLECT AND KEEP SENSITIVE INFORMATION? 1, available at htrp://

www. business, fic. gov/sites/default/files/pdfibus52 pdf; FED. TRADE COMM'N, supra n. 70, at 5. A person’s name can hardly
be considered sensitive personal information, and the FTC has recently implied that passwords are not sensitive. Press Release,
Fed. Trade Comm’n, Tracking Software Company Settles FTC Charges that It Deceived Consumers and Failed to Safeguard
Sensitive Data It Collected (Oct. 22, 2012), available at http:/Avwys fic. gov/opa/2012/10/compete.shim.
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the tools it has at its disposal to address the practical problem that businesses face in being
unable to determine better what data security measures are required as a matter of law and which

practices are simply better or best.
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Chairman IssA. Mr. Hartzog.

STATEMENT OF WOODROW HARTZOG

Mr. HARTZOG. Chairman Issa, Ranking Member Cummings, and
members of the committee, thank you very much for inviting me
to provide testimony today. My name is Woodrow Hartzog, and I'm
an associate professor at Samford University’s Cumberland School
of Law and affiliate scholar at the Center for Internet and Society
at Stanford Law School. I am testifying today in my personal aca-
demic capacity, and not on behalf of any entity.

For the past 2 years, my coauthor, Daniel Solove, and I have re-
searched the Federal Trade Commission’s regulation of privacy and
data security breaches, which I will collectively call data protection.
We have analyzed all 170-plus FTC data protection complaints to
find trends and understand what the FTC’s data protection juris-
prudence actually tells us. I would like to make two main points
regarding what I've learned about the FTC’s regulation in this
area.

First, the FTC’s regulation of privacy and data security under
Section 5 has served a vital role in the U.S. system of data protec-
tion. The FTC’s involvement has given a heavily self-regulatory
system of data protection necessary legitimacy and heft. The FTC
also fills significant gaps left by the patchwork of statutes, torts,
and contracts that make up the U.S. data protection scheme.

The FTC’s regulation of data protection also helps foster con-
sumers’ trust in companies. It is very difficult for consumers to de-
termine whether a company has reasonable data security practices
or not. The FTC’s regulation of data protection helps give con-
sumers confidence that their personal information will be safe and
properly used.

The second point that I would like to make is that the over-
whelming pattern that is apparent from the FTC’s data protection
jurisprudence is that the agency has acted judiciously and consist-
ently in outlining the contours of impermissible data protection
practices. Section 5 of the Federal Trade Commission Act generally
prohibits unfair or deceptive trade practices. This is an inten-
tionally broad grant of authority. Congress explicitly recognized the
impossibility of drafting a complete list of unfair, deceptive trade
practices. Any such list is destined to be quickly outdated or easily
circumvented.

Despite this broad grant of authority, the FTC actually brings
relatively few data security complaints, especially compared to the
total number of reported data breaches. The Privacy Rights Clear-
inghouse has reported that since 2005, there have been over 4,300
data breaches made public, with a total of 868 million records
breached. Yet the FTC has filed only 55 total data security-related
complaints, averaging around 5 complaints a year since 2008. In-
stead of attempting to resolve all of the data breaches, the FTC
typically pursues only what it considers to be the most egregious
data security practices.

The FTC has used a reasonableness standard to determine what
constitutes an unfair, deceptive data security practice. What con-
stitutes reasonableness is determined virtually entirely by industry
standard practices, and is contingent upon the sensitivity and vol-
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ume of data, the size and complexity of a company, and the costs
of improving security and reducing vulnerabilities. This deference
to industry keeps the FTC from creating arbitrary and inconsistent
data rules.

The FTC does not pull rules out of thin air. Rather, it looks to
the data security field and industry to determine fair and reason-
able practices. Virtually all data security regulatory regimes which
use a reasonableness approach, of which there are many, not just
the FTC, have four central requirements in common: identification
of assets and risks; data-minimization procedures; administrative,
technical and physical safeguards; and data breach response plans.
The details of these requirements are filled in by industry frame-
works, accessible resources online, and a vast network of privacy
professionals and technologists dedicated to helping companies of
all sizes understand their data protection obligations.

Of course there is always room for improvement with any regu-
latory agency, but diminishing FTC power will probably not ulti-
mately make the climate easier for business. In fact, given the vital
importance of data protection in commerce, a reduction in FTC au-
thority would likely result in the passage of more restrictive and
possibly conflicting State laws regarding data security, more ac-
tions by State attorneys general, more lawsuits from private liti-
gants, and more clashes with the European Union over the legit-
imacy of U.S. privacy law. In the long run, a weakened FTC would
likely result in a more complicated and less industry-friendly regu-
latory environment.

Data protection is a complex and dynamic area for consumers,
companies, and regulators. Section 5 enables the FTC to be adapt-
ive and serve as a stabilizing force for consumers and companies.
Thank you very much.

Chairman IssA. Thank you.

[Prepared statement of Mr. Hartzog follows:]
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TESTIMONY OF WOODROW HARTZOG “THE FTC AND ITS SECTION 5 AUTHORITY”

I. INTRODUCTION

Chairman Issa, Ranking Member Cummings, and Members of the Committee, thank you
for inviting me to appear before you and provide testimony. My name is Woodrow
Hartzog and 1 am an associate professor of law at Samford University’s Cumberland
School of Law and an affiliate scholar at the Center for Internet and Society at Stanford
Law School. Iwrite extensively about information privacy law issues and have published
well over a dozen law review articles and other scholarly works. Most relevant to this
hearing, I, along with my co-author Professor Daniel J. Solove, have spent the last two
years researching the Federal Trade Commission’s regulation of privacy and data security
issues, which I will collectively refer to as “data protection.” In a series of articles, we
have analyzed all 170+ FTC data protection complaints to find trends and understand the
FTC’s data protection jurisprudence.! My comments today will address what I've learned
from this research.

I will focus my remarks on the FTC’s work on data security and consumer privacy, and
especially the scope of the FTC’s authority to regulate data protection under Section 5 of
the FTC Act. I will not address the specifics of any particular privacy or data security
dispute. These comments are made in my personal, academic capacity. [ am not serving
as an advocate for any particular organization. My remarks will focus on two points.

First, I will discuss why the FTC’s regulation of privacy and data security under Section
5 has served a critical function for the US system of data protection. Far from being an
overall burden to industry, the FTC’s involvement in data protection has given the
heavily self-regulatory system of data protection necessary legitimacy and heft.
Diminished FTC data protection authority would threaten the existence the U.S.-E.U.
Safe Harbor which governs the international exchange of personal information. No other
regulator has the same ability to enforce necessary yet quickly evolving protections like
data security.

Second, I will discuss the scope and administration of the FTC’s Section 5 authority. 1
have spent a considerable amount of time analyzing the entire body of FTC activity on
data protection. Overall, the overwhelming pattern is that the FTC has acted
conservatively, judiciously, and consistently. Given the ever increasing volume of data
and accompanying risk of the information age, the role of the FTC in data protection
seems both important and a natural consequence of the agency’s charge to protect
consumers.

" Daniel J. Solove & Woodrow Hartzog, The FTC and the New Common Law of Privacy, 114 COLUM. L.
REV. 583 (2014), available at hitp:/ssrn.com/abstract=2312913; Woodrow Hartzog & Daniel J. Solove,
The Scope and Potential of FTC Data Protection, 83 GEO. WASH. L. REV. (forthcoming 2015), available at
http:/ssrn.com/abstract=2461096; Daniel J. Solove & Woodrow Hartzog, The FTC and Privacy and
Security Duties for the Cloud, 13 BNA PRIVACY & SECURITY LAW REPORT 577 (2014), available at
http://ssrn.com/abstract=2424998; Woodrow Hartzog & Daniel 1. Solove, The FTC as Data Security
Regulator: FTC v, Wyndham and its Implications, 13 BNA PRIVACY & SECURITY LAW REPORT 621 (2014),
hitp://docs.law.gwu.edw/facweb/dsolove/files/BNA%20F TC%20v%20 Wyndham%20F INAL.pdf.
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I1. SECTION 5 1s THE LYNCHPIN OF U.S. DATA PROTECTION LAW

The most important grant of authority to the FTC in protecting consumers’ personal
information comes from Section 5 of the Federal Trade Commission Act. Under this
statute, “unfair or deceptive acts or practices in or affecting commerce, are hereby
declared unlawful.”” The FTC first began to regulate data protection online in the 1990s
by focusing on promises companies voluntarily made in their privacy policies. When
companies later failed to live up to these promises, the FTC claimed that this was a
deceptive trade practice.

In this way, the FTC used the predominantly self-regulatory approach to privacy and data
security as its foundation to build a foothold in the area of data protection. Over time, the
FTC expanded beyond enforcing privacy policies to a broader conception of deception,
one that did not rely only on explicit promises made. The FTC also began to exercise its
power to police unfair trade practices.

Today, the FTC has evolved into the most important data protection agency in the United
States. The FTC plays two critical roles within the U.S. data protection ecosystem. It fills
significant gaps left by the patchwork of statutes, torts, and contracts that make up the
U.S. data protection scheme. The FTC also stabilizes the volatile and rapidly evolving
area of data protection and provides legitimacy for the largely sectoral U.S. approach to
data protection.

A. Filling Critical Gaps

In the current U.S. privacy regulatory system, the FTC has grown into the key lynchpin
giving coherence to a partly self-regulatory system supported by a loose patchwork of
data protection laws at the federal and state level. Unlike many other countries, in the
U.S. there are a multitude of different laws regulating different industries rather than just
one general law to regulate all collection and use of personal data.

Particular sectoral laws often leave gaps where entire industries lack privacy regulation.
For example, there is no federal law that explicitly mandates data security for all online
commerce. Without the FTC, some collections and uses of data would be unregulated.
Through Section 5, the FTC sets a floor for commercial activity that otherwise cannot be
practically regulated by consumers through contract, tort, or reputation.

Concerned about consumer concerns and trust, in the late 1990s online companies began
voluntarily making promises about data protection in privacy policies. Initially, the FTC
began enforcing these promises made in privacy policies, giving the promises a stronger
backbone. The FTC’s broad range of coverage spanned countless industries, thus
plastering over the large gaps and crevices left in between sectoral laws. The FTC also
brought a thin layer of coherence to the whole system, and this coherence has gradually
thickened over the years.

215 US.C. § 45X D).
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The FTC currently remains a key lynchpin in the U.S. data protection regulatory regime.
Self-regulation still plays a big role, with industry serving as the primary generator of
best practice norms. Far from being externally imposed, the norms that the FTC has
enforced have been developed by industry as well as consumer expectations. Instead of
imposing top-down rules all at once, the FTC has integrated itself into a largely self-
regulatory approach and gradually developed it into a more robust regulatory system.

B. The Stabilizing Function of the FTC

The FTC also stabilizes and legitimizes the U.S. approach to data protection. For
example, the FTC plays a pivotal role in international confidence regarding privacy in the
United States. The FTC is an essential component of the Safe Harbor Arrangement,
which allows personal data to flow between the United States and European Union.?
Without the FTC’s data protection enforcement authority, the E.U. Safe Harbor
agreement and other arrangements that govern the international exchange of personal
information would be in jeopardy.

With so many different sources of law and regulation in the United States, the FTC can
also play a harmonizing role. The broad scope of Section 5, which allows the FTC to
respond to many different kinds of threats to data protection, can obviate the need for
new laws. Section 5 ensures fewer gaps and fewer needs of states to protect their citizens
in possibly very conflicting and burdensome ways. The FTC’s power is broad enough to
develop over time a more coherent and comprehensive body of regulatory activity.

111. THE SCOPE AND ADMINISTRATION OF THE FTC’S AUTHORITY UNDER SECTION §

The FTC’s most important tool for protecting the data of consumers is its grant of
authority to regulate unfair and deceptive trade practices under Section 5. Congress
granted the FTC the authority to interpret the nature of deceptive practices, which the
agency summarized in a 1983 policy statement: A deceptive trade practice is a
“misrepresentation, omission or other practice, that misleads the consumer acting
reasonably in the circumstances, to the consumer’s detriment.” Unfair trade practices are
defined by statute as a practice that “causes or is likely to cause substantial injury to
consumers which is not reasonably avoidable by consumers themselves and not
outweighed by countervailing benefits to consumers or to competition.”® This broad

? See, e.g., Commission Decision 2000/520/EC, 2000 O.J. (L 215) 7, 26-30 (discussing FTC enforcement
authority); Issuance of Safe Harbor Principles and Transmission to European Commission, 65 Fed. Reg.
45,666 (July 24, 2000) (same); Int’l Trade Admin., U.S. Dep’t of Commerce, U.S.-EU Safe Harbor
Overview, Export.gov, http://www.export.gov/safeharbor/eu/eg_main_018476.asp_(“Under the Federal
Trade Commission Act, for example, an organization’s failure to abide by commitments to implement the
Safe Harbor Privacy Principles might be considered deceptive and actionable by the Federal Trade
Commission.”).

4 Letter from James C. Miller IHf, Chairman, FTC, to Hon. John D. Dingell, Chairman, House Comm. on
Energy & Commerce (Oct. 14, 1983), reprinted in In re Cliffdale Assocs., Inc., 103 F.T.C. 110 app. at
175-84 (1984) (decision & order).

15 U.S.C. § 45(n) (2012).
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grant of authority was designed precisely to avoid restrictive categories of practices
which are unfair or deceptive.

A. The Intentionally Broad Scope of Section §

Other than the limitations inherent in the conceptualizations above, Congress has been
explicit in eschewing hard boundary lines for what constitutes unfair and deceptive trade
practices.

The scope of the FTC’s deceptiveness jurisdiction has included broken promises of
privacy and data security, deceptive actions to induce the disclosure of information, and
failure to give sufficient notice of privacy invasive practices. Although the requirement
that a deception be material to consumers constrains the scope of FTC enforcement
power, misrepresentations can be made in virtually any context, including boilerplate
policies, marketing materials, and even the design of websites.

The FTC’s unfairness authority is also comprehensive. According to the FTC, “The
present understanding of the unfairness standard is the result of an evolutionary process.
The statute was deliberately framed in general terms since Congress recognized the
impossibility of drafting a complete list of unfair trade practices that would not quickly
become outdated or leave loopholes for easy evasion.”

B. A Conservative, Judicious, and Consistent Approach

A review of every FTC complaint related to data protection reveals that the agency has
acted in a conservative way. The FTC’s data security program began under the direction
of then-Chairman Timothy Muris and has continued, without any major course change,
under the stewardship of Chairwoman Deborah Majoras, Chairman William Kovacic,
Chairman Leibowitz, and now Chairwoman Ramirez.

The FTC actually brings a relatively very small number of data security complaints.
Compared to the number of total reported data breaches, the likelihood that a company
will be subject to a FTC enforcement action is quite low. The Privacy Rights
Clearinghouse has reported that since 2005 there have been over 4300 data breaches
made public with a total of over 868 million records breached.® Yet the ETC has filed
only 55 total data security-related complaints, averaging around five complaints a year
since 2008.°

¢ See H.R. Conf. Rep. No. 1142, 63d Cong., 2d Sess., at 19 (1914) (finding that, regarding unfairness, if
Congress "were to adopt the method of definition, it would undertake an endless task").

" FTC Policy Statement on Unfairness, Appended to International Harvester Co., 104 F.T.C. 949, 1070
(1984). See 15 U.S.C. § 45(n). See alsc CHRIS HOOFNAGLE, FEDERAL TRADE COMMISSION PRIVACY LAW
AND PoLICY (forthcoming 2015).

8 PRIVACY RIGHTS CLEARINGHOUSE, Chronology of Data Breaches: Security Breaches 2005 ~ Present,
hitps://www.privacvrights.org/data-breach.

® FEDERAL TRADE COMMISSION, Legal Resources: Privacy and Security, hitp://www.business.fic.gov/legal-
resources/29/35.
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Instead, the FTC typically pursues only what it considers to be egregious data security
practices. Each data security complaint includes a litany of alleged security failures,
including failures to identify assess and risk, failures to minimize the storage of data, and
failures to implement reasonable administrative, technical, and physical safeguards. The
FTC has remained notably consistent as it gradually develops its data security
jurisprudence in incremental steps.

C. The Wide Consensus of Reasonableness-based Data Security Requirements

The FTC generally prohibits unreasonable data security practices “in light of the
sensitivity and volume of consumer information it holds, the size and complexity of its
business, and the cost of available tools to improve security and reduce vulnerabilities.”'

What constitutes reasonable data security is determined virtually entirely by industry
standard practices. This deference to industry keeps the FTC from promulgating data
security rules in an arbitrary and inconsistent way. The FTC does not pull rules out of
thin air, Rather, it builds upon the formidable and evolving body of knowledge in the data
security field as well as the commonly implemented data security practices of companies
to determine when custodians of personal information are engaging in unfair and
deceptive data security practices.

A reasonableness standard is already one the most established and proven touchstones for
regulating data security. Almost ten states require reasonable data security practices,
rather than a specific list of prohibited or mandatory actions.'' Congress has also
explicitly embraced a reasonableness approach to data security. The Fair Credit
Reporting Act (FCRA),' the Health Insurance Portability and Accountability Act
(HIPAA)," and the Gramm-Leach-Blitey Act (GLBA)'" all use reasonableness as a
touchstone for determining the adequacy of data security measures.

Unfortunately, it is not possible to provide a “one size fits all” detailed checklist of
reasonable data security practices. A determination of reasonable data security is far too
dependent upon context. Yet a comparison of data security regulatory regimes that use a
reasonableness standard shows that there are four central components of a reasonable
approach to data security:

1) Identification of assets and risk

2) Data minimization

3) Administrative, technical and physical safeguards
4) Data breach response plans

" FEDERAL TRADE COMMISSION, Commission Statement Marking the FTC’s 50th Data Security Settlement
(January 31, 2014) http://www.ftc.gov/system/files/documents/cases/ 140131 gmrstatement.pdf.

"' See Woodrow Hartzog & Daniel J. Solove, The Scope and Potential of FTC Data Protection, 83 GEO.
WasH. L. ReV. (forthcoming 2015) at fns 80-83, available at hitp;/ssrn.com/abstract=2461096.

216 CFR. § 682.3(a).

"* 45 C.F.R. §§ 164.308-314.

16 C.F.R. §§314.3-314 4,
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Various frameworks exist to provide further detail for those operating in certain contexts,
such as the framework and standards offered by the National Institute of Standards and
Technology (NIST)'® and the Payment Card Industry (PCI) Security Standards Council.'®

Additionally, ample resources exist for companies looking for guidance on reasonable
data security practices, many of which are free and easily accessed online. The Federal
Trade Commission actively updates its resources on data security.17 Scholarly articles,
trade publications, and other sources of information are also readily available.'®

A robust support system exists for companies seeking to provide reasonable data
protection for consumers. There is a vast network of privacy professionals dedicated to
helping companies understand their obligations under certain privacy regimes like the
FTC. Technologists and other consultants can help companies of all sizes. These
counselors have a nuanced understanding of data protection and the significance of the
FTC complaints and are able to rely on the FTC’s guidance as well as industry standards
to competently advise their clients.

IV. CONCLUSION

Section 5 of the FTC Act has empowered the Federal Trade Commission to serve a
central role in protecting consumer information. Just as importantly, the FTC’s data
protection jurisprudence helps create and sustain consumer trust in companies that collect
and store consumers’ personal information. It is very difficult for consumers to determine
whether a company collecting their personal information has reasonable data security
practices. This opacity decreases the incentive for companies to spend the resources
necessary to establish reasonable data protection. The FTC’s regulation of data protection
under Section 5 allows consumers to transact with companies with greater confidence
that their personal information will be safe and properly used.

Of course, as with any agency, there is always room for improvement of FTC
enforcement. More detailed complaints and closing letters from investigations that do not
result in a complaint are quite helpful to other companies and, to the extent that they are
productive and feasible, should be encouraged. But the agency’s power should be
expanded rather than contracted. Diminishing FTC power will not ultimately make the
climate easier for business. In fact, given the vital importance of data protection in
commerce, a reduction in FTC authority would likely result in the passage of more

' NATIONAL INSTITUTE OF STANDARDS AND TECHNOLOGY, Framework for Improving Critical
Infrastructure Cybersecurity, http://www nist.gov/cyberframework/upload/cybersecurity-framework-
021214.pdf.

'S PCI $SC Data Security Standards Overview, hitps:/www.pcisecuritystandards.org/security_standards/.
7 FEDERAL TRADE COMMISSION, Legal Resources: Privacy and Security,

http://www business fic.gov/legal-resources/8/35.

8 See, e.g. Joel Reidenberg, N. Cameron Russell, Alexander Callen, and Sophia Qasir, Privacy
Enforcement Actions, CENTER ON LAW AND INFORMATION POLICY (June 2014),

http:/law fordham.edu/assets/CLIP/CLIP_Privacy Case Report - FINAL pdf; Travis D. Breaux & David
Baumer, Legally “Reasonable” Security Requirements: A 10-year FTC Retrospective, 30 COMP. &
SECURITY 178 (2011), http://www.cs.cmu.edw/~ /breaux/publications/tdbreaux-cose10.pdf.
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restrictive and conflicting state laws, more actions by state attorneys general, more
lawsuits from private litigants, and more clashes with the E.U. concerning the overall
strength of U.S. privacy law. In the long run, a weakened FTC would likely resultin a
more complicated and less industry-friendly regulatory environment.

Data protection is a complex and dynamic area. Section 5 enables the FTC to be adaptive
and serve as a stabilizing force for consumers and companies.
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Chairman IssaA. I will now recognize myself for a round of ques-
tioning.

Mr. Daugherty, there was an allegation by Tiversa that there
was a data breach. Have you seen ever any indication, collateral
indication, that that breach went to third parties that resulted in
any use of the identity information? Any?

Mr. DAUGHERTY. Thank you, Chairman Issa.

As a matter of fact, no, sir, we have not.

Chairman IssA. Okay. Mr. Roesler, same thing. You put up with
years of a lawsuit. Did any of the complainants have any dem-
onstrated information that their identifiable information had actu-
ally gone somewhere, or just that there was a vulnerability?

Mr. ROESLER. To my knowledge, there is none.

Chairman IssA. Now, if there was a breach, meaning it was
taken—you had what was it, 184 records that were alleged? Mr.
Daugherty, you had thousands?

Mr. DAUGHERTY. Correct. Nine thousand.

Chairman IsSA. I've heard an expression that I'd like to see if
you all agree with. If you have thousands of records, whether it is
184 in your case or many, many thousands, if they have actually
gone out to third parties somewhere, they’ve, in other words, mined
them, doesn’t it defy gravity that none of them have led to any use
of that information in either of your cases?

Mr. DAUGHERTY. Yes, Chairman Issa, I would agree with that.

Chairman IssA. Okay. So I'm not a student of statistics, but I
had to take it in college. I certainly agree.

So the allegation that you're facing is that you had a vulner-
ability, not an actual breach in reality, because a breach would
demonstrate some use. What they really said was, Mr. Roesler, you
didn’t protect your site, you didn’t have a good enough lock on your
site; is that correct?

Mr. ROESLER. I believe so, yes.

Chairman IssA. Mr. Daugherty, same thing. Your lock wasn’t
good enough.

Mr. DAUGHERTY. That’s correct, sir.

Chairman IssA. Now, the American people may not understand
cybersecurity at this point, but they understand the padlock on
their front door, their garage door opener. And I just want to put
it in perspective for a moment.

Ninety percent of the garage door openers made before the year
2000, a product that simply takes the chip and sequentially goes
through the combinations, will open every one of those garage
doors. Before 2000, the vast majority of garage doors, simply you
had to go through anywhere from 250 to a few thousand combina-
tions, and eventually your garage door would open. People haven’t
gone back and changed their garage doors. Unless you have a
Medeco key or a number of other very high-security keys, if you
have a typical key, it can be picked by any locksmith.

So are these people leaving a vulnerability? Maybe yes, maybe
no. But I want to put it in perspective for both of you.

The allegation, as I understand it from previous testimony before
this committee, is effectively one of your employees may have in-
stalled a program that was sort of the equivalent of putting a little
bit of bubble gum in the door latch so that the door didn’t really
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lock, and there was a vulnerability. In both cases, as far as I un-
derstand, there was no allegation that you instructed the employee
to do it, or that you did it, or that it was done with your knowl-
edge. And, Mr. Roesler, I understand in your case you never found
the alleged peer-to-peer; is that correct?

Mr. ROESLER. That’s correct. And I don’t know that the allega-
tions were ever about an employee. Simply that a file that Open
Door had created had gotten out.

Chairman IssA. Right. But a file that was never found except in
the hands of Tiversa.

Mr. DAUGHERTY. Same. As a matter of fact, if you look at the
FTC’s press release announcing the litigation, they never used the
word “breach.” That’s correct, sir.

Chairman IssA. So we’re not talking about a loss of data, we're
talking about the vulnerability, the same vulnerability that every
time a notebook like this or a computer notebook walks out of a
government office with personal information on it, like it did in the
case of the famous VA one where somebody simply left their note-
book, and a million veterans’ identifiable information was there, it’s
a vulnerability. If it actually occurs, it occurs because of a human
failure in most cases, not because of an inherent system failure.

Mr. Daugherty, you were running a dotcom. Did you have profes-
sional advice and counsel, and did you buy software to protect
against this type of thing?

Mr. DAUGHERTY. We ran a medical laboratory.

Chairman ISsA. But, I mean, you had an online presence.

Mr. DAUGHERTY. We had an online presence.

Chairman IssA. Mr. Roesler, same thing. From your testimony,
you engaged professional outside people to give you security.

Mr. ROESLER. That’s correct.

Chairman IssA. So you used what you would consider and still
consider to be maybe not best practices, but the best practices you
knew of and could afford, right?

Mr. ROESLER. Yes.

Chairman Issa. We were told under oath by Mr. Boback twice
that, in fact, deceptive software was what they went out looking for
and found these breaches. And I just want to close by asking just
one question.

Mr. Roesler—and I keep mispronouncing it.

Mr. ROESLER. It’s Roesler.

Chairman ISsA. Roesler. Mr. Roesler, in your case you had a kind
of a unique thing that I want to make sure you get a chance to ex-
plain to us. A company, Tiversa, in Pittsburgh, more or less, con-
tacts you. Coincidentally a plaintiff’s law firm in Pittsburgh, Penn-
sylvania, as I understand it, forms a class-action lawsuit and goes
after you, and has the information to contact those very people who
they told you you had this breach. So the law firm has the name
of all your clients; is that right?

Mr. ROESLER. That’s exactly right.

Chairman ISSA. And they didn’t get it from you. So in your case
you do have a breach. You know that somebody clandestinely got
your clients’, your AIDS patients’ information, gave it to a law firm
who then used it—and I ask unanimous consent that the sample—
we’ll get it here in a second—Iletter that that law firm sent out to



134

every one of your patients—this is called Serrano and Associates—
and it says right on the bottom, this is a solicitation to provide
legal services. And is this a copy for the ranking member? I'll give
a copy to the ranking member. You have seen that solicitation?

Mr. ROESLER. Indeed.

Chairman ISsA. So I just want to make sure for the record that
both sides understand. Tiversa contacts you and says there’s been
a vulnerability, offers you to sell you the services for nearly $500
an hour. You turn them down after talking to your professionals,
find no vulnerability. But then a law firm has the very information
they were talking about, which obviously was gleaned somewhere,
and probably off of your servers or your drives. They—then it gets
somehow to a law firm, coincidentally in Pittsburgh, who then goes
about creating a plaintiffs—a class-action suit, contacts your pa-
tients, who in no other way were contacted except by this law firm,
and proceeds to sue you for years.

Mr. ROESLER. That is my perspective.

Chairman IssA. Okay. I now recognize the ranking member.

Mr. CuUMMINGS. Mr. Chairman, to indulge us before I ask my
questions, I would ask for just 1 minute to clarify a point for the
record with unanimous consent with regard to some statements
you made in your opening statement. May 1?

Chairman IssA. Go ahead.

Mr. CUMMINGS. Thank you very much.

The chairman made some points in his opening statement about
the potential immunity for a witness, and I take this moment be-
cause, Mr. Chairman, everybody on both sides of the aisle care tre-
mendously about whistleblowers. There is not one person on this,
Republican or Democrat, and our record has shown that.

You said that the Democrats have been unwilling to consider im-
munity. That’s not accurate. We have said consistently and repeat-
edly that we are willing to consider immunity. We participated in
the proffer. We viewed the video, as well as many documents. At
this stage the committee has not identified evidence that would
substantiate or corroborate the allegations of this witness against
other individuals.

The chairman also said that we have sought out negative infor-
mation about this witness in an effort to discredit him. That’s not
true. The information came to us from the CEO of Tiversa’s attor-
ney about criminal activity. Once we found out about that, we
wanted to know more about it. I mean, that’s just logical.

Chairman IssA. I thank the ranking member, and I would say
that this is perhaps outside the scope of this hearing. I would also
note

Mr. CUMMINGS. But you just made these allegations against us.
It’s in the scope of the hearing because you put it in there.

Chairman ISSA. You asked unanimous consent. I granted it. The
fact is that my opinion in the opening statement will stand.

I will say for the record, since you just said it, too, the fact is
your committee members have refused—even sitting here in the
House of Representatives, even inside a building with total secu-
rity, they have refused to meet with the whistleblower, claiming
that based on the allegations of Mr. Boback and his attorney, that
they are too afraid to, men and women. So quite frankly, you can
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have your opinion—you can have your opinion, Mr. Ranking Mem-
ber, I will have mine.

Mr. CUMMINGS. Very well. I will continue my 5 minutes then.

Chairman IssA. I will start your 5 minutes over in a moment.

Mr. CUMMINGS. Okay.

Chairman IssA. I have invited in my opening statement, and
with indulgence of the witnesses, all Members to look at the video
proffer, and all members of this committee to have access directly
to the whistleblower for purposes of continuing the proffer.

I made it clear in my opening statement—and I will reiterate it
because I think the ranking member’s point is good—serious alle-
gations about the personal life of the witness have come forward.
But, again, as I said in my opening statement, allegations do not
go to the direct claims of the whistleblower as to the facts that he
said in his proffer had occurred.

So is the whistleblower claiming he did no wrong? Just the oppo-
site. The whistleblower has come forward with a proffer, because,
in fact, if he makes that testimony, he will do so at the risk of pros-
ecution. The whistleblower has already taken the Fifth in another
venue, and, as a result, qualifies for the question.

Now, in the Lois Lerner case, Mr. Cummings, we had a witness
who you kept saying you wanted immunity for, but she only said
she was innocent. In this case we have an individual—

Mr. CUMMINGS. There you go again.

Chairman IssA. This individual, this individual came forward
and said wrongdoing occurred. It has led to today’s hearing. And
I simply, in my opening, asked all Members to take the time to
look at the information individually, because I do believe that to
get a full understanding and cross-dialogue—because everything
that is brought out by our whistleblower is subject to, in fact, credi-
bility check as to the facts brought—but that dialogue will not be
possible unless the whistleblower is granted the limited immunity
as to exactly what, and only what, he came forward with as allega-
tions against Tiversa, and, as a result, the FTC and perhaps false
statements made before this committee.

It is a serious claim, I take it seriously, and I ask all Members
to individually look at it. Mr. Cummings, most Members have
never seen any of it, and that’s why I was making it available
today in open hearing to look at it and make their own decisions.

And I thank the gentleman. Please restore his time to 5 minutes.

Mr. CUMMINGS. Thank you, Mr. Chairman.

The chairman also said we had sought out negative information
about this witness in an effort to discredit him. That is not true.
The witness has engaged in numerous criminal activities that go
to credibility, and he failed to disclose to the committee during his
proffer, he failed to disclose them. And some of these activities
were occurring at the same time that we were speaking with the—
that he was speaking with the committee.

Generally, I believe the committee should grant immunity to wit-
nesses who have admitted to engaging in criminal conduct only in
rare circumstances when those witnesses provide concrete evidence
of criminal activity by others. I appreciate the goal of rewarding
whistleblowers who come forward voluntarily to identify waste,
fraud, and abuse, and we have a record of that. But I do not believe
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that immunity is a proper reward when individuals provide evi-
dence relating only to their own wrongdoing.

Although we remain open—and I say, I want to be clear—al-
though we remain open to considering immunity should additional
evidence emerge, we cannot responsibly support immunity at this
time.

Now, according to the Republican memo for today’s hearing, one
of the main topics is, “whether the FTC has the authority to pursue
data-security enforcement actions under its current Section 5 au-
thority.” So let’s ask our witnesses.

Mr. Stegmaier, you have written extensively on this topic. In one
article, you wrote, “The agency is the Federal Government’s largest
consumer protection agency. The Commission routinely inves-
tigates publicly reported data-related incidents with the threat of
subsequent litigation. Since 2000, the FTC has brought 42 data-se-
curity cases.”

Mr. Stegmaier, with respect to the hearing question today, I take
it from your writings that you agree that the FTC has the author-
ity to bring enforcement actions under Section 5 to protect the data
security of consumers; is that right?

Mr. STEGMAIER. Mr. Cummings, thank you. That is actually a
really great question, and I appreciate the way that you have pre-
sented it.

At the outset, let me just note that I come before the committee
today with the understanding that the committee sought my exper-
tise and understanding specifically about fair notice and due proc-
ess concerns.

Whether or not the agency has jurisdiction is actually, ironically,
something that Congress has given the agency incredible deference
to determine in and on its own, and it’s actually subject to a num-
ber of pending lawsuits and litigation.

So the answer to your question, I think, is that the agency abso-
lutely believes that it has such jurisdiction, but that answer to that
question hasn’t been definitively resolved. And, historically, under
caselaw, the agency would receive such deference.

But my focus is more on whether or not people who are going to
be subject to that deference, whatever the ultimate outcome may
be, have fair notice about what the law requires of them.

Mr. CUMMINGS. Mr. Hartzog, you have also written extensively
on the FTC’s work on data security, so let me ask your expert opin-
ion. Does the FTC have the authority to bring data-security actions
under Section 5?

And one of the things that we should all be concerned about is
a chilling effect. And I just wanted you to respond to that.

Mr. HARTZOG. Sure. I think that, yes, the FTC does have the au-
thority under Section 5 to regulate data-security practices. If you
look at the plain wording of Section 5, it is intentionally quite
broad. There are limitations, so, you know, there are limits as to
what constitutes an unfair practice and a deceptive trade practice.
But, certainly, you know, given the heft of both the opinion, the re-
cent opinion, in the Wyndham decision and the FTC’s practice gen-
erally in the way that we interpret statutes, the FTC has the au-
thority to regulate data security.
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With respect to chilling effects, I think that the FTC has pro-
ceeded in a pretty judicious and conservative manner with respect
to the regulation of data security, and so it is not like there has
been a dramatic lurch forward. As a matter of fact, they have been
inching along through several different Presidential administra-
tions basically along the exact same course with no appreciable dif-
ference. And so I think that the body of jurisprudence is actually
sound in that regard.

Mr. CUMMINGS. Professor, can you describe why it is important
for the FTC to exercise its authority over data-security breaches?

Mr. HARTZOG. Sure. There are several reasons. One is it gives
the U.S. system of data protection legitimacy and heft. So many,
for example, international agreements, like the EU-U.S. Safe Har-
bor Agreement, is contingent upon the FTC being able to regulate
data security, particularly now that there are questions about the
strength of the U.S. data-protection program.

Also, the U.S. system of regulating privacy is done in a patch-
work manner, so there is no one great law that regulates data se-
curity across the United States. And what that does is it leaves a
number of different gaps. And the only statutes that really—the
only avenue by which we can provide a baseline of data protection
in the United States right now is Section 5 of the FTC Act.

And so Section 5 helps harmonize a lot of data-security practices,
and it also has been consistent with a lot of other data-security reg-
ulatory regimes.

Mr. CUMMINGS. You heard the testimony of Mr. Daugherty and
Mr. Roesler—by the way, gentlemen, I am sorry that you have gone
through what you have gone through. I spent my life representing
people who were not properly—they were improperly accused.

But you heard their testimony. I was just wanting to get your re-
action to that. It seems as if there is a question—and Mr.
Stegmaier talked about this a bit—as to charging folks. The way
that folks are charged, they use data that—I think, Mr. Stegmaier,
you would agree with this, based upon what you just said—that
might you consider unfair charging. Would that be a fair state-
ment?

Mr. STEGMAIER. I am not sure I understood——

Mr. CUMMINGS. Okay.

Mr. STEGMAIER. —precisely the question, sir.

Mr. CUMMINGS. But you understand what I am saying, right, Mr.
Hartzog?

Mr. HarRTZOG. So I think that the allegations that have been
brought up are that there is not enough notice given to companies
and that they are expected to follow rules that they say they don’t
know what they are.

The answer that I would give to that is that the FTC uses a rea-
sonableness test, and a reasonableness test for regulating data se-
curity is the most common way, if you look across regulatory re-
gimes, to regulate data security. So the Gramm-Leach-Bliley Act
and HIPAA and many State regimes, all of them use a reasonable-
ness test.

And the way that you execute a reasonableness test is you defer
to some other existing body of standards, right? And so, in this
case, it is a complete deference to industry standards. The FTC ac-
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tually doesn’t create the standard at all. Rather, they say, what is
industry doing? And there is a whole body of study, so there are
whole industries and fields of study dedicated to what makes not
just cutting-edge data security but just industry-standard data se-
curity and best practices. And that is what the FTC says you
should look to to determine what the baseline is.

And so the FTC actually isn’t unique in its regulatory approach.
There are States and other statutory schemes that utilize very
similar approaches.

Mr. CuMMINGS. Thank you very much, Mr. Chairman.

Mr. DAUGHERTY. Can you explain to me, then, why the HIPAA
and HHS is not coming after LabMD?

Mr. HARTZOG. I am sorry?

Mr. DAUGHERTY. Can you please explain then, if you are talking
about industry standards—we are a medical facility. We are under
I-}IlHS and HIPAA. They have not come after LabMD or cited any-
thing.

Mr. HarTZOG. Well, I actually can’t speculate as to why. There
are lots of different reasons why claims are brought or not brought.

Chairman IssA. It is a good question, but we probably won’t have
any more between witnesses

Mr. DAUGHERTY. Sorry.

Chairman IsSsSA. —if you don’t mind.

But I do want to clarify just two things very, very quickly. You
said a body of jurisprudence. That would imply that there has been
decisions at the district and then the appellate court. Are there
any?

Mr. HARTZOG. Well, we do have a decision at the district-court
level in the Wyndham case, but, actually, jurisprudence can come
from a number of different sources. And primarily, in the case of
the FTC, it comes from the complaints that they filed.

Chairman IssA. Okay. So the consent decrees are a body of juris-
prudence where they sue and settle, and you are calling that a
body of jurisprudence. I just wanted to make sure that is what you
were talking about.

Mr. HARTZOG. Well, not the consent decrees, but rather the com-
plaints that indicate what the FTC considers to be an unfair and
deceptive trade practice.

Chairman IssA. Okay.

And only one more quick one for Mr. Daugherty and Mr. Roesler.

Were you given any safe haven or guidance by the FTC as to how
you could, in fact, not fall under unfair practices at any time from
the beginning until today, those so-called standards that Mr.
Hartzog has said exist?

Mr. DAUGHERTY. Well, sir, thank you for that question, Chair-
man Issa.

No. As a matter of fact, I stated, and as further indicated in my
written testimony, quite to the contrary. In briefs and in quotations
from the FTC, they argue they don’t need to promulgate rules or
inform us of standards. And even their experts said that we should
Google them.

And this is just not a way to regulate an American industry and
economy, let alone the world of medicine.

Mr. ROESLER. My response would be that——
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Chairman IssA. Yes, of course.

Mr. ROESLER.—the communication that Open Door received from
the FTC was one simple letter; it was a warning that we received
from them. There was no other communication. And during that
time, it was simply about a file being out, and they listed the file.

Chairman ISSA. So they just didn’t pursue you, nor did they give
you guidance on how to remedy.

Mr. ROESLER. That is my understanding.

Chairman IssA. And did you have something else you want to fol-
low up on?

Mr. CUMMINGS. Just to follow up on—a friendly follow-up on the
chairman’s question.

Mr. Hartzog, you just heard what they said. You talked about a
body of jurisprudence, and here you have folks who are saying they
had no idea what was going on. Can you react to that?

Is that a fair statement, gentlemen?

You didn’t——

Mr. HARTZOG. I would actually say that it’s not a fair statement,
nor is the FTC unique in requiring, you know, a standard to which
there is not, you know, to the utmost specificity, right?

So, for example, in tort law, you are expected to build products
safely, but there is not a manual that you get when you start de-
signing products that says, you know, here are the 130 steps that
you can take to make a product safe, right? You actually look to
industry standards, which is another thing that is relatively com-
mon. And that is the kind of evidence that is used to determine
whether you are acting reasonably or not.

Mr. CUMMINGS. Thank you very much, Mr. Chairman.

Chairman Issa. I thank all of you.

I will tell you, as somebody who has set industry standards, sat
as a chairman of a trade association, I understand that safe havens
are critical, industry standards, if you live up to them, you are sup-
posed to get a level of immunity, at least from persecution by your
government. It doesn’t seem like that exists here.

Mr. Mica?

Mr. MicA. Thank you, Mr. Chairman.

And, Mr. Daugherty, you had Lab Med?

Mr. DAUGHERTY. LabMD, sir.

Mr. MicA. Okay, LabMD.

And you had Open Door, Mr. Roesler?

Mr. ROESLER. That is correct.

Mr. MicA. Two different activities.

Now, were you first notified by FTC that there was some breach
or some problem with your handling of data, Mr. Daugherty?

Mr. DAUGHERTY. We

Mr. MicA. When did FTC notify you first?

Mr. DAUGHERTY. They sent us an 11-page letter starting the in-
quiry.

Mr. MicA. Before that, no?

Mr. DAUGHERTY. No, sir. We were just under HIPAA.

Mr. MicA. And before that, no with you.

I am just trying to look at what took place here. So you both are
conducting your business or activities, and you both get calls from
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this firm, Tiversa. And that was the first notice that you had from
anyone that you had problems as far as data security.

Is that correct, Mr. Daugherty?

Chairman IssA. And I would only ask one thing, that whenever
you answer, make sure it is verbal. The clerk is not allowed to
write down a head nod.

Mr. MicA. Yeah, nods don’t count.

So, Mr. Daugherty?

Mr. DAUGHERTY. Yes

Mr. MicA. When you first—I want to find out when you first
found out from some outside source that there was some breach.

Mr. DAUGHERTY. The outside source, sir, was—the first one was
Tiversa in May 2008, and then the——

Mr. MicA. And Mr. Roesler?

I\EI‘I‘. ROESLER. For Open Door, it was also Tiversa that notified
us first.

Mr. MicA. Okay. And that firm told you that they had, I guess,
been fishing or surfing, whatever the hell they did. And then did
they offer to help remedy your situation, Mr. Daugherty?

Mr. DAUGHERTY. They—well, yes, sir. They would not——

Mr. MicA. What was the offer?

Mr. DAUGHERTY. The offer was——

Mr. MicA. How much an hour?

Mr. DAUGHERTY. $475 an hour, with a 4-hour minimum, no guar-
antee.

Mr. MicA. Mr. Roesler?

Mr. ROESLER. It was $475 an hour.

Mr. MicA. And, Mr. Daugherty, what did you tell them?

Mr. DAUGHERTY. I told them I was not interested until they gave
me more information.

Mr. MicA. Okay.

And, Mr. Roesler, what did you tell them?

Mr. ROESLER. I didn’t respond.

Mr. MicA. You didn’t respond. Okay.

So, after your initial contacts, your first contact of the breach,
then you were later notified by FTC that there was a problem, Mr.
Daugherty?

Mr. DAUGHERTY. Well, we were called by——

Mr. MicA. It was subsequent.

Mr. DAUGHERTY. Later in 2008, we were told by Tiversa they
were giving it to Federal Trade Commission, and then Federal
Trade Commission contacted us 14 months later.

Mr. MicaA. Uh-huh.

And Mr. Roesler?

Mr. ROESLER. Yes, afterwards. Uh-huh.

Mr. Mica. Yeah.

And we tend to believe that FTC was informed or got that infor-
mation from that company. Would you assume the same thing, Mr.
Daugherty?

Mr. DAUGHERTY. Yes, sir, I would.

Mr. Mica. What would you assume, Mr. Roesler? You gave it to
them? You called them up and said, “We are doing this, and you
ought to investigate us?”

Mr. ROESLER. Excuse me?
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Mr. MicA. I am just—that was a joke.

Mr. ROESLER. All right. Thank you.

%o I don’t know. I don’t know the answer to that question. If that
is how

Mr. MicA. But somehow they got the data.

Mr. ROESLER. That is correct.

Mr. Mica. Well, to me, it looks like a little bit of an extortion
game from a company trying to make a few bucks off of you guys,
fishing and then coming after you. That is just my assumption.
Now, we don’t have FTC and others in here. We will have to find
out more of what took place.

Part of this is that, you know, FTC was set up for a good and
noble purpose, and that is to deal with deceptive and unfair trade
practices. And we should have the right, too, to have whistle-
blowers give them information. But a lot of the discussions also
went around the standards and what is fair. But the standards do
not exist specifically, Mr. Hartzog, as part of the testimony. That
is first.

And then, secondly, you made a good point, that we don’t want
to clip FTC’s wings to inhibit their power to go after bad actors.
Is that correct?

Mr. HARTZOG. Yes, that is correct.

Mr. MicA. But if we find out, again, that the motivation for this
was their nonparticipation in this scheme, it doesn’t seem like they
were treated fairly, one, and, two, that you two were never given
notice to correct the practice. Were you given notice to correct what
they considered

Mr. DAUGHERTY. Oh, we were just given endless questions for
years and then a suit. No. That was all we were given.

Mr. MicA. Were you given a remedial course or

Mr. ROESLER. In our letter, it was suggested that we——

Mr. MicA. Cease and desist?

Mr. ROESLER. Something like that.

Mr. MicA. Remedy your situation?

Mr. ROESLER. That is right. Look into it.

Mr. MicA. Uh-huh. Because I think, again, businesses need to be
notified by the regulatory agencies if there is a practice, and then
if they don’t clean their act up—you didn’t devise those software
systems, it was probably something you purchased, that had a

Mr. DAUGHERTY. LimeWire was never even purchased. That is
just malware that was out there——

Mr. MicA. Uh-huh.

Mr. DAUGHERTY. —that was put in by an employee with a total
lack of authorization.

Mr. MicA. But it wasn’t a purposeful thing, and when you found
out, you tried to remedy it.

Mr. DAUGHERTY. Absolutely, sir.

Mr. MicA. Mr. Roesler?

Mr. ROESLER. We never had any evidence of having

Mr. MicA. But when you found out, did you try to remedy it, the
situation?

Mr. ROESLER. We just researched to find that we had no risk of
that. That was

Mr. Mica. Okay. All right.
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I yield back.

Chairman IssA. Okay. Thank you.

Mr. Hartzog, just to make sure, was LimeWire ever gone after
by the FTC for their deceptive practices of creating the
vulnerabilities?

Mr. HARTZOG. I——

4 Chairman IssA. You have looked through the body of jurispru-
ence.

Mr. HARTZOG. I do not believe so, so ——

Chairman IssA. But they never went after the people who cre-
ated the vulnerability, just people who were victims.

Mr. HARTZOG. Yeah, I don’t—I am not privy to investigations. I
only know about the filed complaints. But as far as I know, there
was no filed complaint against LimeWire.

Chairman IssA. Yeah. That makes sense. They were probably
without deep pockets and too slippery.

The gentleman from Massachusetts, Mr. Tierney.

Mr. TiERNEY. Thank you.

Mr. Hartzog, apparently there was ultimately an agreement or a
decision that the companies that are testifying here today did not
live up to industry standards or some other measure of reasonable-
ness. Is that fair to say?

Mr. HARTZOG. Yes, that is fair.

Mr. TiERNEY. All right. So in that determination by the FTC of
whether or not they complied with the reasonableness on that, is
the sophistication of the company, the size of the company, the re-
sources the company might have for establishing secure IT, the
danger of the release of their data, are all of those factors in that
determination of reasonableness?

Mr. HARTZOG. Absolutely. That is one of the reasons why a one-
size-fits-all checklist for data security will never work, because it
is far too dependent upon variables like that. And so, of course,
large companies, large tech companies—you know, Microsoft and
Amazon and all these others—are expected to have significantly
different and probably more robust data-security practices than,
say, smaller businesses. Now, of course, there is a baseline for ev-
eryone collecting personal information, but it varies wildly as to
what is constituted in any given circumstance.

Mr. TIERNEY. So is there an FTC process where, when they be-
come notified that a problem may exist, they notify the individual
and give them an opportunity to cure?

Mr. HARTZOG. Because I am not privy to a lot of the internal in-
vestigations within the FTC, I am unable to answer that question.

Mr. TIERNEY. Mr. Stegmaier, do you have any information on
that, whether or not the FTC as a matter of course, when they
have an allegation or a concern that somebody may not be being
reasonable in securing their IT, they give that company an oppor-
tunity to cure before they take action?

Mr. STEGMAIER. I have never had an experience in 13 years of
doing this where they proffer the opportunity to cure in the man-
ner that I think you are suggesting.

I have had a number of nonpublic resolutions, many, many
times. But I haven’t had this sort of, I think in the chairman’s
words, safe-harbor situation where they say, “We have brought this
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to your attention, we see that you have taken corrective measures,
and we have determined that that, you know, is in fact good
enough.” In fact, it is their practice, in part of Mr. Hartzog’s anal-
ysis, that the agency doesn’t typically issue what would be referred
to as a closing letter for investigations.

But in my, you know, private, personal capacity appearing before
the agency representing clients, the characterization you described
is not consistent with my experience.

Mr. TIERNEY. Are either Mr. Hartzog or Mr. Stegmaier familiar
with a situation where their clients were notified, as Mr. Roesler
was, that you apparently have a problem and then no further ac-
tion was taken because your client did something about it?

Mr. STEGMAIER. So it hasn’t been my experience that the agency
is typically calling to the attention of individual companies inci-
dents or situations, but, rather, they come, investigation in hand,
with an investigatory posture, trying to figure out what happened,
rather than more a notice and corrective posture.

But, to be clear, I am aware of numerous cases where the agency
has chosen not to continue investigating.

Mr. TIERNEY. Okay.

Is that similar to your information, Mr. Hartzog?

Mr. HARTZOG. That’s correct, based on my information.

Mr. TIERNEY. Thank you.

Mr. Roesler, you received a letter from the FTC notifying you
that they believed you had an issue and suggesting that you do
something about it.

Mr. ROESLER. That’s correct.

Mr. TiERNEY. All right. And what you did about it, you said, was
you went and rechecked again to see if your people could find any-
thing on the peer-to-peer; is that right?

Mr. ROESLER. What I said was that our IT subcontractor looked
at our network to see if there was any P2P software within our net-
work or on any of our computer laptops, any work stations.

Mr. TIERNEY. Did you at all do any research or ask your legal
counsel, your IT subcontractor, to do some research about what the
best practices in your industry were and whether or not you were,
in fact, complying with those?

Mr. ROESLER. Indeed, we did.

Mr. TIERNEY. And what was the result of that?

Mr. ROESLER. The result was that we were meeting those stand-
ards, our network was secure, and that we were compliant.

Mr. TiERNEY. And did the FTC ever take any follow-up action
against you?

Mr. ROESLER. None that I am aware of.

Mr. TiERNEY. Thank you.

Mr. Stegmaier and Mr. Hartzog, again, your help, if you would.
When a determination is made by the FTC that there is noncompli-
ance or that there is an unfair or deceptive practice, are the pen-
alties automatic, set at a certain amount once it is found? Or is
there discretion for the FTC to take into consideration mitigating
factors?

Mr. STEGMAIER. So the agency doesn’t actually have statutory
penalty authority. They enter into a consent decree, which typically
doesn’t have a monetary penalty or a remedy.
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As to the factors that they use in terms of how they decide which
cases to prosecute or which cases not to prosecute, I would respect-
fully disagree with Mr. Hartzog in the sense that, having done this
for a long, long time, the precise motivations and contours of what
constitutes reasonable behavior and reasonable information-secu-
rity behavior from the perspective of the agency that’s authori-
tative is no more clear to me today than it was 13 years ago.

Mr. TIERNEY. I am going to let you guys fight that out offline
here on that.

So if there’s not a monetary penalty, what is the nature of the
action that the FTC takes ultimately?

Mr. STEGMAIER. I think one way to think about it is to have a
new board member who helps supervise your privacy and data-se-
curity process for the next 20 years, including, typically, biennial
privacy and data-security audits through an approved third-party
contractor who essentially will, you know, audit and review your
processes and report to the agency.

Additionally, they have a tool which they call—is commonly re-
ferred to as fencing-in relief, through which, once you're under an
order, you are subject to financial penalties if you should violate
the order. And, in my experience, it’s not uncommon for companies
to spend as much as a half-a-million dollars a year or more simply
to undertake to comply with the underlying orders.

So I would respectfully disagree with Mr. Hartzog to the extent
that it takes into account the nature and size of the underlying
companies. In fact, my experience has been the opposite, that the
size of the company doesn’t dictate what level of security the agen-
cy seems to believe is required in a number of instances.

Mr. TIERNEY. And I assume that——

Chairman IssA. The gentleman’s time has expired.

M;" TIERNEY. Can I ask unanimous consent for one further ques-
tion?

Chairman ISSA. As long as it doesn’t take another minute and a
half extra, go ahead.

Mr. TIERNEY. I'll do my best.

And the cost of this, sort of, outside entity or auditor that you’re
talking about is borne by whom?

Mr. STEGMAIER. Entirely by the company, sir.

Mr. TiERNEY. Thank you.

Chairman IssA. Thank you.

Mr. Walberg.

Mr. WALBERG. Thank you, Mr. Chairman.

And thanks to the witnesses for being here.

Mr. Stegmaier, if you could just further help me to understand,
what are the FTCstandards for determining whether or not a com-
pany’s data-security practices violate Section 5?

Mr. STEGMAIER. Thank you very much, sir.

A couple of things. The articulated standard is one of reasonable-
ness, and that is the extent of the standard.

I note that for the folks that are here today—and I think this is
important for the committee to understand—I think that we
learned from Mr. Roesler and Mr. Daugherty that there were ini-
tially begun investigated—the investigation in 2008. It wasn’t until
2011 that the Federal Trade Commission issued a best-practices
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guide identifying a number of recommendations that it thinks are
required for reasonable security.

But to answer your question I think more directly, the troubling
thing about that guide and the thing that has been difficult for
many companies is, if you asked me to identify which, if any, of
those items that they identify as best practices are legally required,
I could not tell you.

Mr. WALBERG. So this is an evolving notion, as it were.

Mr. STEGMAIER. Absolutely. And I think the agency itself has
taken that position repeatedly. The agency takes the position that
it needs flexibility because technology is changing, what we think
is privacy is changing, data security is changing.

Mr. WALBERG. Well, what, then, gives the FTC the authority to
take enforcement on these evolving actions, especially in what’s
considered reasonable?

Mr. STEGMAIER. Sure. So, as Mr. Hartzog identified, the lan-
guage of Section 5 is incredibly broad, and courts have generally
given deference under what’s known as the Chevron deference—
Chevron case to agencies to determine their own jurisdiction. So,
unless that exercise of jurisdiction is arbitrary or capricious, for the
most part, absent Congress stepping in, the agency’s determina-
tion, you know, will prevail unless or if a court disagrees.

And, as I mentioned to the chairman earlier, there are a number
of cases pending that challenge exactly this question.

Mr. WALBERG. Mr. Hartzog, do you agree or disagree that the
FTC should be taking the lead in establishing new regulations gov-
erning data-security practices?

Mr. HarRTZOG. Well, I think that the FTC certainly plays the piv-
otal role and should play the pivotal role in establishing data-secu-
rity regulation in the United States, but I do think that it’s wise
for the FTC to continue to defer to industry standards rather than
try to make up their own standards, but, rather, follow what indus-
try has determined is reasonable and appropriate data security.
Because I think that that kind of deference keeps the FTC from
acting in an arbitrary or inconsistent way.
| 1\(/{}; WALBERG. So, in other words, kind of a shared partnership
ead’

Mr. HARTZOG. That’s right. So it’s a co-regulatory regime, right,
where you let industry say this is what is reasonable in our field,
and then the FTC then looks to that to determine which companies
have gone beyond the boundaries of reasonableness.

Mr. WALBERG. Mr. Stegmaier, can a business owner look up the
rules for data security to make sure a business is in compliance?

Mr. STEGMAIER. So if youre subject to the Health Insurance
Portability and Accountability Act, you can. In fact, the HHS has
issued privacy and data-security regulations. The Federal Trade
Commission has not.

If you are a financial institution subject to the Gramm-Leach-Bli-
ley Act, there has been notice-and-comment rulemaking; you can
look up those regulations. But, again, if you're subject to the FTC’s
jurisdiction:

Mr. WALBERG. You can’t.

Mr. STEGMAIER. —you cannot.

Mr. WALBERG. A pattern is emerging.
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Mr. Daugherty, did you know where to look up the rules or infor-
mal policies that governed FTC data-security practices before you
were contacted by FTC?

Mr. DAUGHERTY. No, sir, because there were none. I mean, we've
had professionals in and out. We had Stanson’s two people in. No
one said anything about them. We were fully within the medical
community.

Mr. WALBERG. How easy or difficult is it to keep up with these
informal policies?

Mr. DAUGHERTY. Well, I think it’s nearly impossible, I mean, be-
cause they don’t tell you till after the fact, whereas in HHS, in the
world that we reside, in a regulatory world, it’s quite simple. But
in, you know, the world of medicine, which they’re trying to get
into, they’re not using that format.

Mr. WALBERG. And, finally, Mr. Daugherty, in your opinion, is it
fair for the FTC to expect businesses like yours to be able to locate
and follow data-security practices?

Mr. DAUGHERTY. Oh, we're all for following data-security prac-
tices, absolutely. But we need to, obviously, have them take a lead-
ership role and not a reactionary role.

As much as they want to say how broad this needs to be, breadth
does not mean infinity, and there have to be some boundaries. And
they seem to continually argue, well, we have broad scope, we need
broad scope. But that doesn’t mean they don’t have to say any-
thing. I mean, we all have laws. That doesn’t mean we call it a
crime when we see it.

So I think they need to be more reasonable in their boundaries
and their communications, especially when they choose to get into
medicine. That is really an alarming overreach.

Mr. WALBERG. Sounds reasonable. Thank you.

My time has expired.

Mr. BENTIVOLIO. [Presiding.] The chair recognizes the gentleman
from Massachusetts, Mr. Lynch.

Mr. LyncH. Thank you, Mr. Chairman.

Now, this dispute is currently in the FTC administrative court;
is that correct?

Mr. DAUGHERTY. Is this to me?

Mr. LYNCH. Yeah, anybody.

Mr. DAUGHERTY. Okay. Yes, sir, against LabMD, yes it’s in ad-
ministrative court, sir.

Mr. LYNCH. It seems to me that’s a good place for it. I don’t un-
derstand how this matter—there are a lot of, you know, adminis-
trative disputes that one side or the other feels offended by. It just
surprises me that you're before Congress, given the small amount
of work we do anyway, and now we’re engaging in this. I just—I
don’t think this whole dispute, this whole hearing is appropriately
before us. Let me just get that out of the way.

Earlier, Mr. Hartzog and Mr. Stegmaier, we heard the chairman
say that—and get confirmation from two of the witnesses that
there is no breach unless someone uses the information that’s been
put out there. In other words, you can have a door that’s unlocked,
I guess is the analogy that was used, and that even though infor-
mation was not kept secure, there’s no breach until somebody actu-
ally uses that information that’s been put out there.
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Is that the state of the law?

Mr. STEGMAIER. So, whether or not a security breach exists is ac-
tually a term of art. As the members of the committee may be
aware, I think at least 47 States have breach notification laws
using differing standards or requirements. So I think we’d have to
think about, sort of, a particular——

Mr. LyncH. Well, let me ask you, do any of those States say that
the information has to be used before a breach is declared?

Mr. STEGMAIER. They tend to use the operative phrases, acquired
or accessed without authorization.

Mr. LyNcH. Okay. So just putting the information out on the
Internet, if nobody is using it, there’s no breach?

Mr. STEGMAIER. It’s an active matter of dispute as to whether the
mere accessibility of information constitutes a security breach, and
a lot of really smart people would disagree very vigorously.

Mr. LYNCH. Yeah. So you can put stuff out on the Internet, se-
cure information on the Internet, and that wouldn’t be a breach,
Mr. Stegmaier.

Mr. STEGMAIER. That’s not what I am saying at all. What I'm
saying is

Mr. LyncH. Okay.

Mr. STEGMAIER. —smart people would disagree, and they fre-
quently and regularly do.

But I think an important consideration is, under HIPAA, for ex-
ample, whether you adhere to the security rule—in other words,
whether your systems are, in fact, secure—is different than wheth-
er or not you've had a breach. So under HIPAA.

Mr. LYNcH. Well, I'm just asking you here whether it’s required
in order to be guilty of a security breach, whether someone has to
use the information. That’s what I'm asking you.

Mr. Hartzog, do you want to take a shot at this?

Mr. HARTZOG. Sure. The mere fact of a breach itself, actually,
isn’t a violation of any particular law, right? So there are a couple
of points: One is the Section 5 defining an unfair trade practice as
one that either causes harm or is likely to cause harm. You actu-
a%ly don’t have to have any kind of breach or misuse in the first
place.

Mr. LyNcH. Yeah.

Mr. HARTZOG. The second point is, the only harm that can come
isn’t necessarily one of, like, say, user ID theft, right, so mere expo-
sure can constitute it.

And then the third thing to remember is that the wrongful ac-
tions here aren’t that a breach occurred, right? A breach is really
perhaps just a symptom of the problem, which is a failure to have
good data-security practices. So regardless of whether the breach
happened or whether it didn’t happen, whether information was
available or whether it wasn’t available, all of that only really goes
towards showing whether there were good, reasonable data-secu-
rity practices or not. And that’s really what we’re looking for.

Mr. LyNcH. Right. That’s the preventative aspect of this.

Mr. HARTZOG. Right.

Mr. LYNcH. If we had to wait till your Social Security was used
by someone, you know, then

Mr. HARTZOG. Correct.
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Mr. LYNCH. —we would have to sit on our hands until somebody
was abused, you know, somebody’s information was acquired.
And——

Mr. HARTZOG. Which is very difficult to show. And it’s important
to remember that data security is a probabilities game, right?
So——

Mr. LyNcH. Right.

Mr. HARTZOG. —what you want to—there’s no such thing as per-
fect data——

Mr. LYNCH. Let me just jump to this quick. Mr. Roesler, your
clinic serves patients that may have HIV or AIDS; is that right?

Mr. ROESLER. That’s correct.

Mr. LyncH. Did the master list file have personal information
about clients of the Open Door Clinic?

Mr. ROESLER. It did.

Mr. LYNCH. And about how many Open Door clients were listed
in the master list file? Do you know?

Mr. ROESLER. About 150.

Mr. LYNCH. And the FTC wrote you that the clinic file master
list was available to users on this peer-to-peer file-sharing network,
right?

Mr. ROESLER. They did.

Mr. LYNCH. So the information was out there. So are you saying
that the FTC was wrong to contact you on that? Is that part of
your complaint?

Mr. ROESLER. Not at all. No.

Mr. LYNCH. Okay. Where did the—the FTC has not filed an en-
forcement action against you for that, right?

Mr. ROESLER. That’s correct.

1\2[31(; LyNcH. So wherein lies the overreach on the part of the
FTC?

Mr. ROESLER. I am not aware of overreach.

Mr. LyncH. Okay.

I'll yield back. Thank you.

Mr. BENTIVOLIO. The chair recognizes the gentleman from Ten-
nessee, Mr. Duncan.

Mr. DuNcAN. Well, thank you, Mr. Chairman.

And I appreciate Chairman Issa calling this hearing because
what I've heard thus far is very disturbing to me. I was presiding
over the House until a few minutes ago, and so I didn’t—I'm sorry,
I didn’t get to hear the testimony.

But if T understand this correctly, Mr. Daugherty, this Tiversa
firm contacted you or your company and told you of possible prob-
lems and asked you to hire them at a rate of $475 an hour, and
then when you declined to do so, they turned you into the FTC.

Mr. DAUGHERTY. That’s correct. That was all in 2008.

Mr. DUNCAN. And then the FTC started pursuing you, taking ac-
tion against you.

Mr. DAUGHERTY. That’s correct.

Mr. DUuNcCAN. And I think I just was told that you’re close to
being out of business, or

Mr. DAUGHERTY. The laboratory operations closed in January of
this year because we’ve been completely sideswiped by this.

Mr. DuNCAN. And Mr.—is it “Roesler” or “Roesler”?
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Mr. ROESLER. It’s “Roesler.”

Mr. DUNCAN. “Roesler.” Mr. Roesler, your story is very similar,
is that correct, except you’re still in business?

Mr. ROESLER. I don’t know that my story is similar. It’s got its
differences. Yes, we are still in business.

Mr. DUNCAN. But you were contacted by Tiversa——

Mr. ROESLER. That’s correct.

Mr. DUNCAN. —and for $475 an hour they would take care of
your problems?

Mr. ROESLER. That’s also correct.

Mr. DUNCAN. And then when you declined, they contacted the
FTC.

Mr. ROESLER. That I'm not aware.

Mr. DUNCAN. Well, according to the staff briefing we have, the
FTC—this Tiversa company told on or reported or turned almost
100 companies into the FTC.

And, Mr. Hartzog, don’t you think that, in light of what’s come
out here today, that the FTC should check on something like this,
if another private company turns in a company, to see what conflict
of interest is present? Because there certainly was a conflict of in-
terest in these cases we're hearing about.

Mr. HARTZOG. It’s difficult for me to speculate on that without
knowing the exact details. But it’s my understanding that the FTC
actually gets information about what constitutes, you know, a po-
tentially unfair or deceptive trade practice from lots of different
sources, including public complaints in general, many of which
Ki%ht be valid and many of which might actually be invalid.

n —_—

Mr. DuncaN. Well, I know they get them from many sources, but
when there’s an obvious seemingly almost criminal conflict of inter-
est involved, it looks like the FTC would at least check that out.
Because that could easily be checked out on the front end of things.

Mr. HARTZOG. Well, certainly, the FTC should make sure that
any allegation that’s turned into them is actually valid. And so I
think that, of course, it’s incumbent upon them to make sure that
the facts that are alleged to them are actually true.

Mr. DUNCAN. Mr. Stegmaier, you're a law professor. Do you think
anyone should be prosecuted criminally on things like this, what
you’ve heard here today?

Mr. STEGMAIER. If the facts as alleged turn out to be true, no,
I would not think that prosecution should necessarily be appro-
priate. But I think if I'm understanding your question more cor-
rectly, do I think it’s appropriate for this committee and Congress
to review the agency’s behavior, I think it’s incumbent on Congress
to do so.

Mr. DUNCAN. What do you think should be done in addition to
this committee looking into it?

Mr. STEGMAIER. So I don’t profess to be an expert on all of the
remedies or different, you know, mechanisms. But one of the things
that I think we’ve seen and I think is, you know, critically relevant
is to create an environment where companies can understand
what’s actually expected of them as a matter of law so that then
when and if the agency should come to investigate them there’s
much less of an element of surprise. And that’s really sort of the
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crux, right? The Constitution protects us from being prosecuted
when we couldn’t possibly have known what the law is.

And I think Mr. Daugherty could testify or would testify about
his experience in that regard, and I think he has testified to the
effect that he understood that he was subject to HHS’s jurisdiction.
And being subject to the FTC’s jurisdiction and then what that
meant in terms of what’s actually required is as opaque today as
it was in 2008 for him.

Mr. DUNCAN. Well, the problem that many of us see now is that
the Federal Government is prosecuting people for unintentional
violations of the law. And that’s not supposed to be criminal, but
a zealous prosecutor can make an innocent, unintentional violation
of the law seem to be criminal, and that’s a pretty dangerous thing.

The government should be in the business of trying to help com-
panies stay in business, not with the goal of trying to run people
out of business, unless they have definite proof of intentional ef-
forts to defraud people.

Thank you very much, Mr. Chairman.

Mr. BENTIVOLIO. The chair recognizes the gentleman from Vir-
ginia, Mr. Connolly.

Mr. ConNoOLLY. Thank you, Mr. Chairman.

And welcome to our panel, especially my constituent, Mr.
Stegmaier, who’s obviously cogent, astute, perspicacious, very com-
pelling testimony. And we’re not surprised, coming from the 11th
Congressional District of Virginia.

Mr. STEGMAIER. Thank you, sir.

Mr. CoNNOLLY. Mr. Stegmaier, I wanted to clarify something you
testified to just now. What is the status of Mr. Daugherty’s case be-
fore the FTC?

Mr. STEGMAIER. So I haven’t been following the precise contours
of the case other than the existence of the administrative procedure
is highly, highly unusual. I'm not aware of any other case that’s ac-
tually used that procedure.

Mr. CoNNOLLY. Mr. Daugherty, what is the status of your case?

Mr. DAUGHERTY. The case is on pause until the immunity deci-
sion and proffer is worked out with this committee. And then the
judge will make a decision from that point.

Mr. CoNNoOLLY. Okay. So it’s still in adjudication. Pending.

Mr. DAUGHERTY. Pending.

Mr. CONNOLLY. But there’s been no verdict delivered or——

Mr. DAUGHERTY. No. This is correct.

Mr. ConNnoLLY. Well, I will say I share some of—more than some
of the misgiving of my colleague from Massachusetts, Mr. Lynch,
about the appropriateness of this committee even the perception of
intervening in the midst of, you know, a regulatory adjudication,
for fear that, you know, we start to set a precedent. So anybody,
you know, who doesn’t like a procedure can just come here and
we’ll have a hearing and judge it for ourselves. I just think that’s
a dangerous precedent if that, indeed, is what’s going on.

Mr. Stegmaier, the title of this hearing is “FTC Section 5 Author-
ity: Prosecutor, Judge, and Jury.” Do you view the FTC as playing
a role as prosecutor, judge, and jury?

Mr. STEGMAIER. Absolutely. I think the structure of the adminis-
trative state, Section 5 being very broadly worded, with the agency
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getting deference to its own determinations about its jurisdiction,
as well as its interpretations of the law being plausible, absolutely
create a situation where it is difficult, if not impossible, to create
due process remedies or ways for review that most regular people
would think our system of justice entitles them to.

And with respect, Mr. Connolly, to your comments about this
particular proceeding, one of the things that strikes me is that,
with respect to the fair notice doctrine and due process generally,
if not here, where else? And I think that really begs the question.
You know, in other words, Mr. Daugherty, I am not sure has any
other place that he could go unless and until this proceeding is re-
solved.

So, you know, again, maybe I'm a bit of, you know, sort of a sen-
timentalist, but I think the due process concerns here are so sig-
nificant that I would be, you know, troubled to wonder where else
one might go for redress.

Mr. CoNNOLLY. That sounds good, Mr. Stegmaier, but we cannot
be substituting ourselves for regulatory agencies in the midst of
their administrative procedures. The precedent that sets is very
dangerous, in my opinion.

And, by the way, if there were thousands of them, there’s no way
you could raise the expectation that, no, no, this is where you come
for redress if you don’t like the process. Though, I am not dis-
agreeing with you about the fact that there may be way too much
authority, frankly, vested in this process. And that’s a legislative
issue, but not an adjudication.

Mr. Hartzog, would you respond to what Mr. Stegmaier said?
Didn’t he make a pretty good point there?

Mr. HARTZOG. Sure. No, so I would actually disagree. I mean, I
agree in the sense that, you know, this kind of title of “judge, jury,
and executioner” is—the FTC is not unique among administrative
agencies in that it has been given enforcement power and the
power to kind of dictate rules. That’s actually kind of administra-
tive law generally, right? So, to the extent that the FTC has the
power to enforce the law and create rules through case-by-case ad-
judication, the FTC seems to be hardly unique in that respect.

With respect to, kind of, fair notice, due process concerns——

Mr. ConnNoLLy. Well, can I just interrupt you there? Mr.
Daugherty has a blog in which he refers to the FTC as “lying,
cheating, breaking every rule in the book.” “All professional tyrants
and bullies have plenty of tricks up their sleeves. This nest,” pre-
sumably the FTC, “is no exception.”

So Mr. Daugherty——

Chairman IssA. [Presiding.] Would the gentleman yield?

Mr. ConNoLLY. Of course.

Chairman IssA. I think many Members on your side of the aisle
have said the same about me on the dais. These allegations are not
unique, are they?

Mr. CONNOLLY. Yeah, but I don’t know if we all have blogs.

But, I mean, putting a charitable interpretation on what clearly
is a source of anger and frustration for Mr. Daugherty is a sense
of: I am not being treated fairly. This process is far beyond just a
routine administrative process. It is one that, you know, is all-en-
compassing and all-powerful and capricious. My word, not his.
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So is this just like any other administrative process? Is there
something unique or different about this one? I'm not referring to
the particular case; I'm talking about the process. Because you just
said, well, it’s hardly unique. But if I read this blog and only rely
on it for witness to the FTC process, I might conclude it most cer-
tainly is different and unique, or at least I hope it would be, if this
is accurate.

Mr. HARTZOG. Well, I can’t comment as to the factual specifics.
My

Mr. CONNOLLY. I’'m not asking you to.

Mr. HARTZOG. Right, right. So without knowing the internal de-
liberations of what happened with respect to the FTC investigation
with this particular case, I will say if you look at the complaint
that was filed in this case, it is very consistent with all of the other
FTC data-security complaints. The FTC has been regulating data
security since the late 1990s, and they’ve done so in a very conserv-
ative and incremental manner. The language that they employ is
very consistent across every single complaint. The language that
they use in their consent orders is very consistent.

And so if you look at the complaint that was filed in this case,
it does, indeed, look very similar to lots of other complaints filed
by the FTC. And so, in that regard, this is, you know, just another,
kind of, incremental iteration on the FTC’s data-security regula-
tions.

Mr. CoNNOLLY. And just a final point, if I may, Mr. Chairman.

Do you agree with Mr. Stegmaier that, if not here, where, that
this is a place to come for redress if you feel you're not getting it
in the administrative law review—I mean, the administrative judi-
cial process?

Mr. HarTZOG. Well, I would just call note to the fact that every-
one that is subjected to an FTC complaint has the right to judicial
review. And so, you know, that seems to be the structure that was
put in place precisely to put a check on administrative agencies.

Chairman IssA. Would the gentleman yield?

Mr. ConNoOLLY. Of course.

Chairman ISsA. Just for a short colloquy. I think you made an
assertion that perhaps this hearing and our what you called “inter-
vening” with the FTC was inappropriate. I just want to go through
a couple of things very quickly for our benefit.

Have you had a chance to look at any of the proffer material
brought to the committee voluntarily by a whistleblower?

Mr. CoNNOLLY. I'm not sure what the chairman is referring to.
I've looked at a lot of material.

Chairman IssA. No, no. There was a proffer brought. The com-
mittee staff has reviewed some of it. There was a whistleblower
who came to us, unrelated. We did not initiate it, but rather a
whistleblower came to us. And that, in combination—and perhaps
your staff can arrange—at the beginning, I asked everyone to look
at the proffer. It goes more than an hour.

But, additionally, the reason that this committee feels that, not-
withstanding an ongoing—many-year ongoing FTC activity, that, in
fact, because Mr. Boback testified before this committee twice while
he was, in fact, turning people into the FTC for eventual prosecu-
tion, and because a whistleblower came to us, and because that
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whistleblower took the Fifth at the—asserted his Fifth Amendment
rights at that proceeding, my understanding is the administrative
law judge has for the time being held up, with no prejudice whatso-
ever, his proceeding as we continue to try to go forward.

The judge is able to go forward with the case at any time, of
course, but both this chairman believes that we should hear the
testimony of the whistleblower here and I think the FTC would like
to hear the testimony of that individual because, since he was a
prior employee of Tiversa, he is, in fact, likely to be a fact witness
as to whether or not there is credible evidence against Mr.
Daugherty’s company, which, by the way, doesn’t go to the FTC’s
authority that we’re discussing here today. It really goes to the
question of, is the FTC accurate in one or more of its pleadings?

And for the gentleman’s edification, it is our opinion that, at a
minimum, if the assertions that have been made are true, the FTC
has been misled and this committee has been misled on multiple
occasions. The Secret Service, NCIS, the White House, through the
assertion made—and I don’t know if the gentleman was here when
it was made, but the assertion that Marine One’s cockpit upgrade
was compromised when it was in Iran may not have been true. All
of those things caused this committee to think that we need to act
now and to look into it.

But I appreciate the gentleman’s rightful statement that it’s not
for us to second-guess the FTC. Their administrative law judge has
to make their own decision. We also, though, believe that we have
an independent obligation based on the things I outlined, and I
would hope the gentleman would agree.

Mr. CoNNOLLY. Mr. Chairman, it might surprise you to hear
that, in some measure, I do agree. However, I guess I'm raising the
question, not for a solution here, about, what are the right bound-
aries for us, and when do we properly intervene because of our
oversight function and duty?

I was asked before this hearing, you know, do we have a role to
play in oversight of FTC, and my answer was absolutely. And if
there’s, you know, something to be reformed or something certainly
to be looked at, that is absolutely a proper function of this com-
mittee. And the idea that it’s never proper is to be rejected.

However, there are boundaries. And when there’s a specific case
in front of a judge, I am concerned that it not even be construed
as a perception that we are attempting to tilt the judgment in a
particular way or to make ourselves the place of redress when peo-
ple have a grievance, even though that grievance may very well be
legitimate.

Our role is not to hear the case all over again. It is to try to, you
know, ameliorate the grievance if there are legitimate aspects to it
that can be addressed legislatively. That’s what I was raising.

Chairman Issa. And I think the gentleman and I would agree
that we have to be very careful, both yesterday with the IRS and
today with the FTC. But I do believe, when somebody has testified
before this committee multiple times, the assertions may be incor-
rect, and, as a result, a series of suits already completed by the
Federal Trade Commission with consent decrees might, in fact,
have been flawed.
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And, tangentially, Mr. Roesler, obviously, we are concerned that
a pattern of activity, business practices, you may have been a vic-
tim of and suffered—you and your insurance company suffered dis-
traction and cost for years. So we are concerned with it.

And that’s why I was so appreciative of your being here today.
This was a tough one for you to do. It’s tough for you to tear your-
self away and to take time out. But, hopefully, maybe a little bit
like some hearings we've had over the years, where people don’t
understand them at the beginning of it, if, in fact, they come to
some of the assertions being true, then at the end of it all people
will say, yes, it was worthwhile.

If, Mr. Connolly, if, at the end of it all, whistleblower statements
are wrong, assertions are wrong, and all of what we have been told
is not true, and if, for example, that Pittsburgh event, the law firm
was just a coincidence, if, in fact, both of these individuals had real
breaches, then, in fact, if all those things be true, then, in fact, we
went down a look-see that didn’t end up. But today I believe very
strongly and I think at least two of our witnesses feel strongly that
there’s at least a credible case to look into it.

And I might close—and I thank the gentleman for so much yield-
ing. I remember when Pat Tillman’s family was in front of this
committee. I remember us looking at various events that were very
controversial, assertions by grieving family members. This com-
mittee has taken the breadth of investigations by both sides’ chair-
men, and we have explored them. We explored steroids in baseball.
We’ve done a number of things. The ranking member and I have
continued to work on trying to clean up the NFL’s problem with
human growth hormones. Those are not within the mainstream.

So I do appreciate the gentleman. And I want to be very careful.
I would ask, again, all Members to look at the proffer, to meet with
the whistleblower. Even if he is never to be granted the oppor-
tunity to testify, the proffer itself might give you the reason for
why we are going forward to try to find the facts through other
means and why this hearing is here today.

Mr. CumMmINGS. Will the gentleman yield?

Chairman IssA. Of course.

Mr. CuMMINGS. First of all, Mr. Chairman, you know, I was
questioning as I was listening to Mr. Connolly whether this is, in
fact, intervention. I'm not sure that it is, to be frank with you. But
I'm hoping that, at the end of the day, that the FTC hears this.
Clearly, there are some things that need to be resolved here.

And, you know, when I hear the stories of Mr. Daugherty, Mr.
Roesler, I think it concerns all of us if you have been treated un-
fairly, because we try to fight against that kind of thing.

But, again, I think—and I'm glad you said what you said about
being careful. Because it’s interesting, in my office, Mr. Connolly,
I tell my staff that if somebody walks in there and there’s any kind
of pending anything, judicial, quasi-judicial, I'm not touching it, I'm
just not going to touch it, because I don’t want to interfere.

Mr. CONNOLLY. Right.

Mr. CuMMINGS. And I think there’s probably a problem with it
anyway, ethically.

But, hopefully, this will lead to something where there’s some
clarification, Mr. Chairman, so that we don’t have these kind of sit-
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uations, or, if nothing else, at least some clarity comes to the peo-
ple who are in the industry as to what is expected of them, what’s
fair, what’s reasonable.

Mr. CUMMINGS. And if we can come to that—and, again, as I said
a little bit earlier, Mr. Chairman, we have not said absolutely
against immunity for a whistleblower. We just want to make sure
that we dot our i’s, cross our t’s.

And so, thank you very much.

Chairman IssA. I thank the ranking member, and I thank Mr.
Connolly.

We now go to the very patient quasi-expert on HIPAA, Dr.
Gosar.

Mr. GosAr. Well, thank you, Chairman.

I'm a dentist before I came to Congress, so I'm very aware of
HIPAA and OSHA, and it’s very different from what I'm under-
standing here, Mr. Daugherty, right? I mean, we have classes, we
have rules, regs. Theyre pretty astute and pretty well-defined,
right?

Mr. DAUGHERTY. Yes, Congressman. As a matter of fact, we enjoy
daily mailing offers for educational seminars that anyone could
have at any day.

Mr. GOsAR. And so, like, a typical small business, you update,
you try to keep up with trends, making sure that you’re up to par
in protecting databases, as well, true?

Mr. DAUGHERTY. Correct. We always had an IT staff of at least
3 people, even when we were only, like, 15 employees. And we also
had an outside company help.

And, as a matter of fact, we upgraded to—we found in the small-
business community and in the medical community that’s under
100 or 200 employees, there were no security products out there.
So when the FTC approached us, when we were trying to get an
answer of what to do and we couldn’t get an answer, we went out
to the industry, and they didn’t have products for us. They only
were with 500-employee companies and up. So we had to find a
company that would actually customize something for us that was
built for someone bigger that would actually work with us, and we
could only find two vendors to do it.

Mr. GOSAR. So, I want to get back to this fair notice. It seems
like if what I heard from Mr. Hartzog in regards to looking across
the industry for fair and applicable application, they should’ve
taken some of that into consideration.

Mr. DAUGHERTY. Well, I would agree with that, sir, yes.

Mr. GOSAR. Yeah.

Mr. Hartzog, are you real familiar with why the FTC is even in
business today? Do you understand the history from 1978 to 19807
In fact, my Democratic colleagues almost—actually shut them
down during 1980.

Mr. HARTZOG. ——

Mr. GOSAR. And underneath, in regards to—the FTC only sur-
vived in its agreement to limit its discretion by issuing its now-re-
vered unfairness policy statement, true?

Mr. HARTZOG. That’s correct.
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Mr. GOSAR. So there’s even more onus—you bypassed it, but
there’s even more onus on the FTC to be fair and applicable across
these applications. Would you agree?

Mr. HARTZOG. Yes. They are

Mr. GosAR. Well, I mean, so the statute and the mission is very
specific to the FTC, right? So the application across all agency
boards are not exactly what you said.

Mr. HARTZOG. Well, with respect to whether something con-
stitutes an unfair trade practice. So it actually isn’t even limited
to deception, but the policy codification was to an unfair trade prac-
tice.

Mr. GosAr. Well, my whole point is the FTC is further scruti-
nized by its jurisdiction in regards to that. So they were disciplined
by Congress, okay?

Would you agree with that, Mr. Stegmaier?

Mr. STEGMAIER. I think the agency has more of a track record,
historically, and speaking purely historically, of potentially running
afoul and having congressional oversight. And, for example, their
rulemaking authority is highly constrained coming out of some of
the same things I believe you're talking about.

Mr. GosAR. Yeah. So let me—I guess my question is, if we're co-
ercing settlements, what good is the rule of law? How are we over-
seeing the FTC in a proper adjudication if theyre already being
scrutinized a little differently because of their past history?

Mr. STEGMAIER. I think it’s a really good question, and I think
it’s one we need to explore further.

Certainly, having represented companies that felt they were
being coerced, I very much sympathize with the tone and tenor of
your statement. And, in the same breath, I would just say that my
experience with the folks actually working at the agency has been
of a really bright, hardworking, dedicated group of people that be-
lieve in what they’re trying to do. And I think one of the things
that can be happening here is a bit of disliking the messenger
versus the message.

And part of that is simply because we, as a society, haven’t re-
solved what privacy and data security mean, but we have a law en-
forcement agency that’s out there prosecuting companies with what
it thinks it means, you know, over more than a decade now. And
that’s really, I think, what brings us here, is a tough spot inde-
pendent of anything that Mr. Daugherty or the other information
before the committee or the proffer, none of which I'm specifically
familiar with.

Mr. GOSAR. And it seems to me that we haven’t had oversight
or reauthorization of the FTC, and maybe we need a mission. I
mean, just because you’re bright and you’re affable in your job, it
doesn’t make you right in your application of the law, does it, Mr.
Stegmaier?

Mr. STEGMAIER. So I made a note to myself earlier: Just because
you do something doesn’t mean you have the authority to do it.
And so I would agree that a measure of oversight and review is ap-
propriate, given, as the agency acknowledges, that technology is
moving very rapidly, data is moving very rapidly, and, clearly, the
agency has a very important role to play, but that is one that is,
you know, limited and subject to congressional review.
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Mr. GOSAR. And so, would you still agree that the review of
you’re innocent until proven guilty?

Mr. STEGMAIER. I would agree that you are absolutely innocent
until proven guilty. I think that’s the entire reason why I'm here
today.

And I think, more importantly, it’s really a shame if you’re pros-
ecuted and you couldn’t possibly have known what the legal re-
quirement was for which you are being prosecuted. And that’s what
the fair notice doctrine is about in the articles I've written.

Mr. GOSAR. Yeah.

Mr. Hartzog, would you agree with that?

Mr. HARTZOG. I agree with the general statement, but I would
also say that the case-by-case way of establishing law is actually
a part of——

Mr. GosAR. I mean, you didn’t give a very good, I mean, notice
about applicability across the board here. You tried to cite as an
expert witness, and you tried to cite, which you really couldn’t. And
shouldn’t that be more based upon predicated caselaw so we should
see, instead of coerced settlements, we see more applicability going
towards the courts?

Mr. HARTZOG. If T might, actually——

Chairman IssA. The gentleman’s time has expired, but you may
answer.

Mr. HARTZOG. Thank you.

If you look at the complaints, actually, we actually see substan-
tial overlap of the FTC complaints with the HIPAA security rule
and Gramm-Leach-Bliley. And so, actually, it’s actually a fairly
nuanced standard. If you look at the complaints which, established
in a case-by-case manner, really outline what an unfair or decep-
tive trade practice is.

Mr. GOsAR. Thank you.

Chairman IssA. Thank you.

We now go to the gentlelady from Illinois, Ms. Duckworth.

Ms. DUCKWORTH. Thank you, Mr. Chairman.

Thank you, gentlemen, for being here today.

I just want to establish some clarification. And, Mr. Roesler, 1
know you do tremendous work in support of our citizens who are
suffering from AIDS and do everything that you can through your
organization to support your clients.

I just want to, sort of, go through the timeline of your particular
instance. You were contacted by Tiversa saying that they had these
files that they had found on peer-to-peer networks and that for a
certain amount of money they could help you with it. Subsequent
to that, you then went to your IT providers and did a thorough
search and determined that nothing in your networks had been
breached. Is that correct?

Mr. ROESLER. That is correct.

Ms. DUCKWORTH. And, at a later point in time, you received a
letter from the FTC saying that there was this file in the Internet,
and it was a different file name from the file that Tiversa had in-
formed you was out there. Is that correct?

Mr. ROESLER. That’s also correct.

Ms. DUCKWORTH. Great.
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Prior to this time, did you not suffer a break-in to your facilities,
where a laptop was physically stolen from your facility?

Mr. ROESLER. That’s correct. In 2007, Open Door was the victim
of a theft of one of our laptops in our Aurora clinic space.

Ms. DUCKWORTH. Correct. And you did report that crime to the
police?

Mr. ROESLER. That was reported, yes.

Ms. DUCKWORTH. Yes.

So when you got the notice from FTC with a different file and
in going back and reviewing, is it true that you have determined
that these files that were on the Internet were not a result of any
type of a security breach to your network but probably came from
that laptop that was stolen?

Mr. ROESLER. That is an assumption that we do have, that the
laptop that was stolen had these as well as other documents on
that computer.

Ms. DUCKWORTH. And so the FTC has not pursued—has not con-
tacted you other than that first letter to say they found these files
on the Internet, this is a warning, you need to deal with it. Is that
correct?

Mr. ROESLER. That is correct. Thank you.

Ms. DuckwORTH. Okay.

Do you have any evidence that the FTC turned over information
of any of those files to any law firm that then initiated the class
action lawsuit against you?

Mr. ROESLER. No evidence at all.

Ms. DUCKWORTH. No evidence at all.

So what I'm trying to get to here is the fact that there are two
different things going on. There are the practices, which I think ap-
pear to be very egregious, on the part of Tiversa, which I want to
get to the bottom of, and then the fact that you were very much
a victim of an actual theft to a facility that probably did have a
lock on your front door, quite literally, and then the FTC finding
a different file on the Internet from the one Tiversa contacted you
with and said, hey, this file is out there, take a look at it. You dealt
with it.

The only thing that I'm somewhat concerned with in terms of
your actions is that you did not notify your clients for over a year
whose names were on that stolen laptop. Is that correct?

Mr. ROESLER. That is correct.

Ms. DUCKWORTH. But that’s a matter for State law; that’s not
under the jurisdiction of this committee here.

But you've settled the lawsuit with this law firm, wherever they
got the information from, not from the FTC but from somewhere
else. Your clients—many of whom are back with you and are happy
with the treatment that they’re getting?

Mr. ROESLER. That’s correct. We are back to doing business as
usual.

Ms. DUcCKwORTH. Which you love, which is taking care of your
clients.

Mr. ROESLER. Very much. Thank you.

Ms. DUCKWORTH. Thank you.
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Mr. Hartzog, could you give me your opinion on, was it appro-
priate for the FTC to contact Mr. Roesler to say that, hey, we found
a file on the Internet that contains your clients’ names?

Mr. HARTZOG. Sure, in the sense that the FTC has, you know,
a broad ability to look into lots of different data breaches to deter-
mine whether there was reasonable data security or not.

Chairman IssA. Would the gentlelady yield just for a point of in-
formation?

Ms. DUCKWORTH. Yes, I'll yield.

Chairman IssA. The committee can provide you with the pro-
duced written data that shows that Tiversa provided that informa-
tion to the FTC. So the source in both cases was Tiversa directly
in contact and then indirectly when the FTC gained from Tiversa
that same information that Open Door failed to, if you will, pay for
protecting.

Ms. DUCKWORTH. Thank you, Mr. Chairman. But I do think the
FTC did contact Mr. Roesler with a different file name.

Which is how I believe you were able to come to the conclusion
or the assumption, a working hypothesis, as it were, that it likely
came from this laptop and not from a breach of your network.

Mr. ROESLER. Okay, no, that’s not exactly correct.

Ms. DuckwoORTH. Okay.

Mr. ROESLER. So during the litigation and during discovery, the
law firm was able to produce quite a few documents that had been
downloaded from a peer-to-peer network. It was when we started
looking through the piles of documents that we were able to ascer-
tain what the likelihood is of which employee might have been pro-
ducing most of those documents. And from there, we were able to
then figure a timeline that, well, this employee doesn’t currently
have these documents on their current laptop; however, come to
think of it, 2 years ago, their laptop had been stolen out of our clin-
ic. And that’s when we started moving backwards in that thought
process.

Ms. DuckwoORTH. Okay. Thank you.

I'm out of time, Mr. Chairman.

Chairman IssA. Thank you. If the gentlelady would just allow me
to follow up on your line?

Mr. Roesler, do you believe that Tiversa provided you with all
the information and all the files that they had found?

Mr. ROESLER. Could you repeat that question?

Chairman IssA. In other words, when they approached you and
said, we found this vulnerability, do you believe at that time they
provided you with a sample of what they had found or all of it so
that you could figure out the source?

Mr. ROESLER. Thank you, Chairman. That’s a very good question.

They produced one document, what I believe to be—it is my opin-
ion, but that they had more than the one that they described to us
that they had at the time.

ghairman Issa. And I'll go to the ranking member in just a sec-
ond.

The reason I want to do that is Ms. Duckworth’s two different
documents. Since our data that’s been found in discovery shows
that Tiversa did turn over to the FTC the documents, or that we
have a list with your name and so on on it, it appears as though
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what FTC brought you, which was a different document, was also
from the same source of Tiversa.

And, Ms. Duckworth, the reason—and I appreciate that you’re
talking in terms of looking at Tiversa and so on—is, as far as we
can tell, the only taker of this personal identifiable information
that we know for sure reached into his systems on his network and
pulled out files was Tiversa, who reached in, pulled them out, and
turned them over to the FTC. That’s the part that we know, is that
at least one company found the vulnerability, took the information,
gave it at a minimum to the FTC. And there is some question by
the committee as to how the law firm got that same list and pro-
duced a class action, a law firm in the same city.

And that’s, I think, what the gentlelady is really looking at, is
this doesn’t look good. And the effects on Open Door were dev-
astating.

Ms. DUCKWORTH. Well, I would agree with the chairman that the
effects on Open Door was devastating, but I don’t agree that they
reached into their network. Open Door has determined that there
was no breach of their network. And, in fact, the data breach came
from a stolen laptop. So if Tiversa got this information, they got it
from someone else who uploaded the information from a stolen
laptop, 2 years prior, to the Internet.

It was not a breach of their network. They did a thorough search
of their network. And, in fact, Tiversa is getting this information
that someone else, presumably the thief who broke into their facili-
ties and stole their laptop or someone that got that information off
the laptop, uploaded. It’s two different mechanisms

Chairman IssA. And I share with the gentlelady very much
versions of that possibility. That laptop that was stolen could’ve
had LimeWire added to it. It could’ve been put up on the thieves’
Internet site, and Tiversa could have found it out on the Internet.
The interesting thing was that Tiversa did not go to the laptop or
to some other posting; they actually went to this company and said,
we found the vulnerability on your site.

And that’s what is so perplexing, is they didn’t say, we found this
information in the Internet. They went to Open Door and said, we
found your vulnerability and we offer you services for your vulner-
ability. Now, my understanding is Tiversa also will talk about help-
ing cleanse lost data, clean up what’s been out there on the Inter-
net. There’s a lot of services people talk about.

But it is confusing that, in fact, this data, we know for sure, got
into Tiversa’s hands. And in our discovery, we do not yet know, did
they really get it off of your Web site at Open Door? Did they get
it off the stolen laptop?

One thing we’re convinced about is that they may very well have
never gotten it, seen it somewhere in the Internet, except on a vul-
nerability from a peer-to-peer. And, in fact, it may never have been
made available so as to harm the 180-plus AIDS patients that in
some measure felt offended and served a lawsuit.

Ms. DUCKWORTH. I would have to disagree with one portion of
that, Mr. Chairman. I share your concern with Tiversa’s very pred-
atory practices, and I think we should look more into it and I
would love to have them here. But I think, in this case, Tiversa
said they found this data on a peer-to-peer network, not on Open
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Door’s network. They found it on a peer-to-peer network. That’s
what they told Open Door, “We found it on a peer-to-peer network.”

Open Door then went in and looked at their peer-to-peer network
and saw and confirmed that it had not been breached and that
there was no vulnerability in their peer-to-peer network. Just be-
cause Tiversa found it on a peer-to-peer network does not mean
that that peer-to-peer network belonged to Open Door. Someone
else uploaded it from, likelihood, that stolen laptop to a different
network.

So I just want to make sure that Tiversa is—they could possibly
be trolling the Internet for this data on various peer-to-peer net-
works, not necessarily Open Secret’s, found it, and then tried to get
them to purchase services. So it’s two different things. And I just
want to make sure that this is—the things that Open Door has suf-
fered has been because of Tiversa and Tiversa’s actions with the
law firm.

And, in fact, as far as the FTC is concerned, they sent them a
note saying, there’s this form out there—there’s this file out there,
you need to take a look at it. And they’ve not prosecuted, they've
done nothing else. Really, they’ve been the victims of a class action
lawsuit that was initiated by Tiversa after they found a document
on a separate peer-to-peer network that was not the one that was
Open Secret’s—I mean, Open Door’s.

Chairman ISSA. You may very well be right. And I think you’re
getting a nod from Open Door.

But I think the gentlelady has made the exact point that I hope
we can all come together on, which is we have a whistleblower who
wants to give us detailed information directly related to each of
these events with actual recorded hard disk data and only asked
that his involvement and his testimony as to how he was involved
in this at Tiversa not lead to his prosecution. And that is all that,
in fact, when you see the proffer, if you will please see it, video
proffer, you're going to see, is a demonstration specifically of that.
And it does give us a fact witness, however flawed in any other
way, a fact witness who will make specific allegations as to par-
ticular companies and where their data was or wasn’t; additionally,
and for me as a former ranking member and member of this com-
mittee, is also prepared to testify about evidence that was pre-
sented to this committee under oath. And that’s why we have
sought to have this witness.

Today’s hearing deals with what we know and what happened to
these individuals and with some of the pitfalls of, does the FTC,
for example, in the case of Open Door, did they get second corrobo-
ration or did they send that letter in your case, and a lawsuit in
your case, based on a single source that may or may not have been
accurate?

And, to a certain extent, I know we’re all getting mired in Sec-
tion 5 authority. This is more than Section 5 authority. It’s about
whether an agency, even if it has the authority, what are the safe-
guards before they file a lawsuit? What are the safeguards to make
sure that the allegations are independently corroborated? Because
cybersecurity is, in fact, as the gentlelady knows, it’s not a hard
science where you can be sure. And if somebody says this hap-
pened, making sure it happened is important.
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So this is a broad subject. Cybersecurity is a core element of our
oversight, not just here but throughout government. And it’s one of
the reasons I thought bringing up the whole question of how do we
move cybersecurity positively—because, Mr. Hartzog, I think you
would agree, and, Mr. Stegmaier, I think you would agree, that to
the extent the FTC has authority, it’s in order to protect against
unfair practices, that’s their basic—but, in fact, to move us into
greater security and reliability of people’s information when it’s
held by third parties. And that goes to the core of cybersecurity in
and out of government.

So my view was this hearing, separate from the other discussion
that I hope to have with the whistleblower, this hearing was worth-
while not because there’s an ongoing investigation or case, Mr.
Daugherty, and not because of what you've suffered alone, but be-
cause you're helping America understand this is complex, we have
to make sure that allegations are correct, and we have to make
sure that if there’s a bad actor basically selling services in an un-
ethical way that we hold them accountable.

And that’s why I’'m so interested in your line of questioning and
I support it and I appreciate it.

Ms. DUCKWORTH. Thank you, Mr. Chairman.

Again, I don’t think the FTC filed a lawsuit against Mr. Roesler,
just warned him that the file was out there. But I agree with you
that I would like to know more about this process, so it would be
great if we could have the FTC here in testimony.

Chairman IssA. And we do intend to. What we're asking is that
they answer our questions as to some of this corroboration and so
on. We expect to ask both Tiversa and the FTC.

One of the challenges—and I hope the ranking member will
chime in on this, too. Mr. Connolly’s statement about an ongoing
lawsuit means that we have to think about how and when we bring
the FTC in so that we not put them here specifically talking about
a lawsuit that is ongoing. So I want to be a little careful on that.
We are working with the IG. And the FTC’s IG is available to come
in and brief your office, because she has a separate investigation
that we’re respecting, her ongoing investigation.

Mr. Cummings?

Mr. CUMMINGS. Thank you.

Mr. Chairman, I want to just go back to something you just said.

And I want to direct this to you, Mr. Hartzog. When the chair-
man—and I think when you boil a lot of this down, this issue of
independent corroboration and trying to be fair—and I think that’s
what the chairman is saying. He’s not—I think he’s saying that,
you know, there may be appropriate times, but trying to have a
sense of fairness with it all. Because these gentlemen, I think,
would say that they feel that they have been treated unfairly.

So can you talk about, I mean, how that would work and how
other agencies deal with that? Do you understand what I'm saying?

Mr. HARTZOG. Sure. Sure. So it’s difficult for me to speculate on
the way that other agencies deal with that. But I will say that it’s
important to remember that when the FTC gets information about
a potential breach or a vulnerability, that’s just the very beginning
of the inquiry, right? So the FTC doesn’t police data breaches; the
FTC polices unreasonable data-security practices.
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Now, a breach can be evidence of a data-security practice, but
that’s just the starting point, right? So if you look at the com-
plaints, the complaints actually have kind of a litany of data-secu-
rity failures, so failure to have a training program and failure to
implement administrative and technical and physical safeguards.
And all of these things are things that are incumbent upon the
FTC to actually prove if they allege them in the complaint.

And so I think that we want to be careful not to assume that just
because the FTC has been notified of a breach, that that imme-
diately means that the company that suffered the breach is liable,
right? So the FTC is—it’s on the FTC to fill that out, right, to say,
well, what actually were the—were there unreasonable data-secu-
rity practices that allowed this breach to happen? Or was this a
breach that was going to happen regardless of whether there were
reasonable data-security practices?

And that, to me, is really where the FTC, you know, starts doing
its real investigative work, in that, you know, the notification of a
breach is just kind of the first tip that leads to an investigation.

Chairman IssA. Thank you.

Mr. Clay?

Mr. CrAy. Thank you, Mr. Chairman, and thank you for con-
ducting this hearing.

Some critics of the FTC’s approach to data protection have ar-
gued that the FTC has not provided adequate notice of the guide-
lines a company must follow to avoid an enforcement action. For
example, in Federal litigation in New Jersey, Wyndham Hotels ar-
gued, “If the FTC can regulate data security at all, it must do so
through published rules that give regulated parties fair notice of
what the law requires.”

Professor Hartzog, do you agree that published rules are required
to give organizations notice of the data-security standards that are
required?

Mr. HARTZOG. I don’t think that that’s necessarily accurate. 1
think that administrative agencies like the FTC actually have the
choice of publishing rules or proceeding in a case-by-case basis and
establishing the contours of the law in that way.

And, in this instance, when you have a complex and ever-evolv-
ing problem like data security, which is really more of a process
than a set of rules, then the FTC has chosen, and I think probably
wisely, to proceed in a case-by-case basis in order to incrementally
establish rules and be adaptive to the ever-changing needs of con-
sumers to have their data protected.

Mr. CLAY. Well, how can a company know when it’s going to run
afoul of the data-security requirements if they don’t have notice of
the rules?

Mr. HARTZOG. I would actually argue that they do have notice of
what’s required. So there are several different things that you can
look to. When you have a reasonableness approach, the FTC isn’t
the only agency, the only regulatory scheme that uses a reasonable-
ness approach. So States do, and there are other statutes that take
advantage of it.

And you can look to basic things, right? So even in the statement
that the FTC issued on its 50th data-security complaint let it know
that there are really five basic things that you have to do. You



164

know, you have to identify your assets and risks; you have to mini-
mize data; you have to implement safeguards; and you have to
have a breach response plan. And those are the basic components.

And the way that you then fill that in is you look to lots of dif-
ferent variables, like the size of the company and the sensitivity of
the data and the amount of data that you're collecting and the re-
sources that you have available, which of course vary wildly accord-
ing to company.

And so it actually, I think, would be a mistake to try to put those
into rules because they inevitably would be either overinclusive or
overprotective or underinclusive depending upon the context. And
so, really, the only way forward, in my mind, is to proceed upon
a reasonableness basis here.

Mr. CLAY. Okay.

Other critics of the FTC Section 5 enforcement authority have ar-
gued that the FTC should establish bright-line data-security stand-
ards in advance of any enforcement measures delineating exactly
what companies must do to comply with this data-security obliga-
tion.

Professor Hartzog, in your recent article on the FTC and data
protection, you address this point, writing, “Many critics want a
checklist of data-security practices that will provide a safe harbor
in all contexts. Yet data security changes too quickly and is far too
dependent upon context to be reduced to a one-size-fits-all check-
list.”

Professor, can you elaborate briefly on what you mean here? How
is data security changing in ways that make formal rulemaking im-
practical?

Mr. HARTZOG. Sure. So I've spoken with a lot of data-security
professionals in doing my research, and they almost uniformly tell
me that you can either have a one-size-fits-all checklist that lists
the 17 things that you’re supposed to do or you can have good data
security, but you can’t have both.

And the reason why that is is that data security changes so
much, and it wouldn’t make much sense to say that small busi-
nesses have to follow the same data-security protocols that Target
and Amazon have to follow. And so it actually is very dependent
upon all these variables.

And to the extent that we’ve heard testimony today saying that,
you know, oh, well, we have guidance from HIPAA and we have
guidance from Gramm-Leach-Bliley, I would ask everyone actually
to look at the complaints filed by the FTC. They're very similar to
the requirements in HIPAA and Gramm-Leach-Bliley. And so, to
the extent that everyone is kind of fine with the way that those
work, I think you can see similar kinds of requirements in the com-
plaints filed by the FTC.

Mr. CrAY. And you also wrote that flexibility to adapt to new sit-
uations, the FTC can wait until a consensus around standards de-
velops and then codify them as this happens.

Mr. HARTZOG. That’s correct. So one of the problems with formal
rulemaking is that if you make it too technologically specific, then
by the time the rule actually gets passed, it’s become outdated and
you’ve got to start the whole process all over again, and it becomes
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this never-ending series of trying to update standards that have be-
come outdated.

We've actually seen this in other areas of the law where we've
tried to list out technological specifications, and we now get rou-
tinely frustrated, you know, that theyre outdated because it
changes so quickly.

Mr. CraYy. Thank you for your responses.

Mr. Chairman, my time has expired.

Chairman IssA. Thank you, Mr. Clay.

Well, we’'re going to come to a close, which is probably blessed
for all of you. But I have just a final set of questions, and I'm going
to go to each of you.

Mr. Hartzog, I hear everything you're saying, but if I'm to believe
what you’re saying, the complaints and the consent decrees are
supposed to be my guidance as to what I have to do. I have to find
within the complaints a company and a set of information that’s
similar to mine to figure out what I should or shouldn’t do.

But even then, the consent decree says, we're going to keep an
eye on you for 20 years. So, 2 years later, 3 years later, what
they’re doing behind closed doors in their oversight of that one
company, I don’t have visibility on that.

So how am I supposed to know what the law is?

Mr. HARTZOG. So I would actually say, instead of looking kind of
to the consent decree, you look to the complaints. And the com-
plaints actually point to industry standards, right? And there are
various, actually, standards you could look to. So you could look
to

Chairman ISSA. But none of those standards are safe havens; is
that right?

Mr. HARTZOG. Well, no, not explicit safe havens, but I think the
understanding is

Chairman IssA. But wait a second. If I go 34 miles an hour in
a 35-mile-an-hour zone, I'm not going to get a speeding ticket. Is
that right?

Mr. HARTZOG. I'm really glad you brought that up. So Mr.
Stegmaier brought up the whole speeding-limit thing, as far as how
that’s adequate notice. I would also add that if you look at speeding
rules, in inclement rules the speeding rules actually change; they
say drive reasonably under the circumstances. And yet we don’t
have a problem with that speeding law, which is, of course, based
on a reasonableness standard.

Chairman IssA. That happens to be an interesting law, because
it only gets enforced when you have an accident, and then they will
sue you. They will claim that you were driving too fast for condi-
tions.

I appreciate the fact that you noted, then, that when the “fit hits
the shan,” when things go bad—I worked on that for a long time;
I want you to appreciate that—then they will write you a ticket,
when even when you drove the speed limit something happened.
But there has to be a bad occurrence for that to be enforced. So
I think we’re all agreeing it’s a good example.

But cybersecurity is a real question. I don’t know everything
about LabMD. I don’t know everything about Open Door. But I will
tell you that people right now, whether they have a server in a
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closet and they’re buying the latest software from Microsoft and
other companies or theyre up on Amazon or somebody else’s vir-
tual network, they don’t know what the standard is.

I know one thing. Target and the U.S. Government at
HealthCare.gov spent millions of dollars on security, hired count-
less experts in and out of house, and they were obviously data fail-
ures. So it’s an inexact science.

The Federal Trade Commission has a mandate to protect us as
consumers from, effectively, willful or reckless behavior. LimeWire
participated in reckless behavior in the switches, how they had
them turned down, what the default was, perhaps even on the
peer-to-peer. But, certainly, because they made you most vulner-
able, unless you knew a lot about the software and installation,
they created a vulnerability which, quite frankly, was intentional.

And in a hearing before this committee, we pretty much got that,
that they were—they thought it was great to open wide, when, in
fact, they were implying it was small. To me, that’s what the Fed-
eral Trade Commission was supposed to go after. They just weren’t,
apparently, an easy enough target.

So as we look at, not Section 5 authority—because I believe that
Section 5 authority intended on deceptive and unfair practices in
the Internet world, in the cyber world, being an authority; I think
they did. But I think they wanted us to go after LimeWire, after
people who claimed things.

And, quite frankly, I think maybe they want to go after a com-
pany like Tiversa, who goes around and trolls all over the Internet,
using expertise that some might say was similar to the CIA—who,
by the way, paid Tiversa at one point. And they go out and they
find all these vulnerabilities, and then they turn them into busi-
ness practices. And, in fact, every indication is they not only found
the vulnerabilities but they stole information off those products.
They stole them after the CEO of that company testified that these
people were victims. Mr. Boback testified before this committee
that people whose employees loaded LimeWire were victims, that,
in fact, the person loading LimeWire was a victim because he or
she didn’t understand that they were creating the vulnerability.

So the very person who said you’re a victim of this peer-to-peer
software before this committee then used that vulnerability to pull
data, to steal data. And to the extent they stole data only so they
could inform the company and show them that it happened, I
might say that it wasn’t wrong. But to the extent that it was $475
an hour, that becomes a little more questionable. To the extent
that they then go to the FTC if you don’t say yes, as though they
have a civic obligation.

Our discovery is not finished, but at this point it appears as
though if you paid Tiversa, you never would’ve gotten that letter
from the FTC. Mr. Daugherty, if you’d paid Tiversa, you never
would’ve had these years of agony. And for just a few hundred
thousand dollars, you probably would still have a going concern in-
stead of litigation ongoing.

Now, that doesn’t go to the merit of the letter, it doesn’t go to
the merit of the suit. It goes to the whole question of the practice.
We haven’t passed a law that says, if you go out and surf the Inter-
net, look for vulnerabilities and take things off of people’s private
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sites, including HIPAA-related material, that, in fact, youre a
criminal. Maybe we should. And that’s within the jurisdiction of
Energy and Commerce and other committees, and we take it seri-
ously. And it’s one of the reasons that this hearing is important.

Now, I have a closing very self-serving question, mostly for, if
you will, my two company victims. Things have been said here and
allegations made and questions about Tiversa as a company. I don’t
normally investigate companies. It’s not the practice of this com-
mittee.

But given—and I'm going to leave Mr. Daugherty, because you’re
in a lawsuit. 'm just going to leave you out of it for a moment.

Bl?lt, Mr. Roesler, your case is completely finished; is that cor-
rect?

Mr. ROESLER. It is.

Chairman ISSA. And so you’re done, you have no financial inter-
est in anything that we look into; isn’t that correct?

Mr. ROESLER. That’s correct.

Chairman ISSA. So do you believe it’s reasonable for this com-
mittee to find out what Tiversa took off of your Web site or your
site or some other site, where they got that information that they
approached you with an offer to sell you services?

Mr. ROESLER. I believe it’s worth the while if there’s a pattern,
that I am not the only victim, then it’s worth the while.

b Chhairman IssA. If we thought you were the only one, we wouldn’t
e here.

Do you believe it’s important for us to verify the relationship be-
tween Tiversa and the various companies—many of whom we have
lists of, so we know you're not the only one—that they turned over
to the FTC based on one question? The ones that they offered serv-
ices to that bought the services where they never turned over to
the FTC, but ones who declined were often turned over to the FTC.
Is that a question you think we should find out the answer to?

Mr. ROESLER. I believe that would be a very good question.

Chairman IssA. And, lastly, the law firm that sued you in a class
action, do you believe it’s fair for us to find out whether there was
a direct connection between these two Pittsburgh-based companies
and data taken from somewhere yet unknown, provided to the law
firm, and the law firm then going out and reaching out to your pa-
tients and clients? Do you believe we should ask those questions
as part of a broader investigation to find out whether, in fact, that
was coincidence or, in fact, an attack on your company because you
didn’t buy their services?

Mr. ROESLER. Mr. Chairman, one of the reasons why I'm glad to
be here today is the hope that possibly that question could be an-
swered.

Chairman IssA. Well, I'm going to recognize Mr. Cummings.

These are some of the areas in which I believe that somebody
should investigate. For now, the somebody is us. Our hope is that
the FTC IG, who has some authority but not as much as we do,
oddly enough, to get information from nongovernment entities, and
perhaps the Justice Department and others will look into it.

But until we find somebody else, at least for the foreseeable fu-
ture, my intent is to continue asking those questions. We will in-
vite Tiversa and others in. As I said at the opening, I would hope
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to hear—that all the Members would hear from the whistleblower,
not because his accusations are alone of anything other than the
basis under which we began this, but because when you get one set
of allegations and you go out to corroborate them and you have
those as a first statement, then when you find the second corrobo-
ration, normally it allows you to show that it is true. I want to get
to the truth. I know Mr. Cummings does.

So for all of you, Section 5 authority—it’s not our job to second-
guess what Congress gave them. They gave them the authority.
Section 5 authority, it is for us to ask, are they acting in a way
that allows unfair actors to be held accountable and others to know
how to meet their obligation? You have our commitment, we intend
to continue and do it.

As to unfair practices practiced in the cyber world and as to peo-
ple’s vulnerabilities and how they correct it, this is an ongoing part
of this investigation. The questions I asked you, I said they were
self-serving. It’s the intent of this committee to continue for as long
as it takes to feel that all parties are satisfied that we asked all
the right questions and got as many answers as we could.

Mr. Cummings?

Mr. CuMMINGS. Thank you very much, Mr. Chairman.

When I—first of all, I want to thank the witnesses for being
here. You know, sometimes I think witnesses wonder whether they
have an impact. And I can tell you that all of you were excellent.
And I really appreciate what you said, and I think the Members
listened to you very carefully.

When 1 first read the title of the hearing, I was very concerned
with the question of whether FTC has the authority to pursue
data-security enforcement actions under its current Section 5 au-
thority. And I think, based upon what the chairman just said, I
think we all agree that they do. And I agree with him, the question
is how they go about doing that.

And I think that there are moments that present themselves in
our lives where we have to stop for a moment and at least take a
look at what we’re doing and how we’re doing it.

Mr. Roesler, Mr. Daugherty, as I said before, if you've been treat-
ed unfairly—you know, and both of you are dealing—your busi-
nesses dealt with health issues, right? Health. And health is a big,
big deal for me, personally, and I'm sure it’'s a big deal for most
of us. But I want us to be very careful.

You know, government does have a role to play. It really does.
When people’s information is out there, their lives can be turned
upside down. I've had people come to me as a Congressman, talk
about their identity being stolen and taking years and years to get
it back. We have to have some folks making sure that we protect
as best we can against that.

And I think that there’s always a balance. You know, there’s got
to be a balance so that we don’t just run over people like you, Mr.
Roesler, and you, Mr. Daugherty, but, at the same time, make sure
that folks who are aiming to do these kinds of things know that
we’re not going to stand for it and that somebody’s going to be look-
ing and somebody’s going to bring them to justice.
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So that’s where, you know—that’s—you know, if you listen to ev-
erything that has been said here today, I think that’s what it pret-
ty much boils down to. How do we strike that balance?

And so I thank you, Mr. Chairman. I think it was a good hear-
ing. I look forward to hearing from the FTC. And you’re right, try-
ing to hear from the FTC is going to be kind of tricky, because it
seems as if—I mean, if you could limit the questions to their gen-
eral procedures without getting into the case, I think that might
be helpful, but it’s going to be tricky. But I think we do need to
hear from them as to how they go about this.

But, again, this is a critical moment. And I think we need to try
to take advantage of it so that, if something needs to be corrected,
that we correct it. I think anybody wants to have some idea of
what they’re being accused of. I mean, was there ways to get the
information out in a better way? You know, this is what you need
to look out for. It’s just like when you’re riding down the road and
it says, you know, 25 miles an hour, radar enforced by photos. You
know, I mean, at some point, it’s nice to have a little notice. And
all of us know after we’ve gotten a ticket or two that we slow down.
And we know those areas by heart; we just know them.

And so, again, I thank you all for your testimony. I really, really
appreciate it.

And thank you.

Chairman IssA. Thank you.

I'll leave the record open for 7 days, not only for Members to put
in opening statements and extraneous material, but for the wit-
nesses to provide any additional information they deem appropriate
as a result of the questions here.

Chairman IssA. I want to thank you for your testimony. I want
to thank you for making this a worthwhile hearing.

And we stand adjourned.

[Whereupon, at 12:24 p.m., the committee was adjourned.]
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