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EMERGENCY PREPAREDNESS: ARE WE READY
FOR A 21ST CENTURY HUGO?

Friday, November 21, 2014

U.S. HOUSE OF REPRESENTATIVES,
SUBCOMMITTEE ON OVERSIGHT AND
MANAGEMENT EFFICIENCY,
COMMITTEE ON HOMELAND SECURITY,
Clemson, SC.

The subcommittee met, pursuant to call, at 1:02 p.m., in Tillman
Hall, Clemson University, 101 Gantt Circle, Clemson, South Caro-
lina, Hon. Jeff Duncan [Chairman of the subcommittee] presiding.

Present: Representatives Duncan and Meadows.

Mr. DUNCAN. I appreciate the effort taken on behalf of all of
those involved to have this important field hearing. This is an offi-
cial Congressional hearing, as opposed to a town hall meeting. As
such, we must abide by certain rules of the Committee on Home-
land Security and of the United States House of Representatives.

I kindly wish to remind our guests today that demonstrations
from the audience, including applause and verbal outbursts, as well
as use of signs or placards, are violations of the rules of the House
of Representatives. It is important that we respect the decorum
and the rules of this committee. I have also been requested to state
that photography and cameras are limited to accredited press only.

I ask unanimous consent that the gentleman from North Caro-
lina, Mr. Meadows, be allowed to sit on the dais and participate in
today’s hearing.

Without objection, so ordered.

I now recognize myself for an opening statement.

September 21 marked the 25th anniversary of Hurricane Hugo,
the most devastating disaster to affect South Carolina in the past
century. The storm hit the Lowcountry with an unprecedented fe-
rocity. It was responsible for 49 deaths and the equivalent of over
$13 billion in damage, adjusted for 2014 dollars, and displacing
60,000 people from their homes.

Hugo required a major response, for which South Carolina was
unprepared. However, the ordered evacuation of 250,000 would
pale in comparison to what would be needed today. Over 1 million
now live in the area that Hugo threatened.

Fortunately, South Carolina State and local first responders are
better prepared and equipped to handle a variety of emergencies
today. For example, just last month, the South Carolina Emergency
Management Division organized a major drill to prepare for the
threat of earthquakes in the State. Over 277,500 people signed up
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to participate in what was called the Great SouthEast ShakeOut
Earthquake Drill.

Such events are an important way for our citizens to become bet-
ter prepared and develop plans needed to respond to potential dis-
asters.

Major General Robert Livingston, who we are honored to have as
a witness at our hearing today, has said that South Carolina’s Na-
tional Guard has much more advanced tools at its disposal to re-
spond than when Hugo made landfall 25 years ago. Specifically, the
Guard has increased aviation assets and engineering capabilities.

South Carolina’s Emergency Management Division has also in-
creased its planning efforts to be more proactive than we were in
the days of Hugo.

Today, our first responders face an array of new threats, how-
ever. The days of only preparing for natural disasters like hurri-
canes, floods, and earthquakes are behind us. Most recently, we
have seen disturbing images from the State of Texas of local law
enforcement quarantining homes to prevent the spread of Ebola.
The administration’s failure to effectively stop the spread of Ebola
to the United States has put a significant amount of pressure on
State and local responders to ensure that they have plans and
training in place to deal with possible public health threat emer-
gencies.

Yet, even the Department of Homeland Security, the agency re-
sponsible for screening foreign travelers entering the United
States, has failed to effectively manage pandemic preparedness
supplies for its workforce, such as personal protective equipment
and antiviral medical countermeasures, according to a recent In-
spector General report.

The Federal Government’s ineptitude has shown that our State
and local first responders must be prepared to handle threats even
half a world away, like Ebola.

In addition to living in a world where foreign viruses are only a
flight away, we are increasingly interconnected through the inter-
net. The director of FBI, James Comey, recently called the cyber
threats facing our Nation “an evil layer cake” of nation-state actors,
organized cyber syndicates, hacktivists, criminals, and even
pedophiles.

How does this involve emergency preparedness? As the number
of cyber attacks impacting Americans increase, Federal, State, and
local officials need to be prepared to respond to the virtual after-
shocks that follow.

There is a CNN story that came out yesterday, “The U.S. Gov-
ernment thinks China could take down the power grid.” It was
quoted that the director, Admiral Michael Rogers, the director of
U.S. Cyber Command, said the United States has detected
malware from China that enables you to shut down very seg-
mented, very tailored parts of our infrastructure that forestall the
ability to provide that service to us as citizens.

I would like to enter this in the record.

Without objection, so ordered.

[The information follows:]
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ARTICLE SUBMITTED FOR THE RECORD BY CHAIRMAN JEFF DUNCAN
THE U.S. GOVERNMENT THINKS CHINA COULD TAKE DOWN THE POWER GRID

By Jamie Crawford, National Security Producer, updated 6:57 PM EST, Thu No-
vember 20, 2014, CNN.com

Washington (CNN).—China and “probably one or two other” countries have the
capacity to shut down the nation’s power grid and other critical infrastructure
through a cyber attack, the head of the National Security Agency told a Congres-
sional panel Thursday.

Admiral Michael Rogers, who also serves the dual role as head of U.S. Cyber
Command, said the United States has detected malware from China and elsewhere
on U.S. computers systems that affect the daily lives of every American.

“It enables you to shut down very segmented, very tailored parts of our infrastruc-
ture that forestall the ability to provide that service to us as citizens,” Rogers said
in testimony before the House Intelligence Committee.

Rogers said such attacks are part of the “coming trends” he sees based on “recon-
naissance” currently taking place that nation-states, or other actors may use to ex-
ploit vulnerabilities in U.S. cyber systems.

_ GOVERNMENT HACKINGS |

Snipers attack U.S. electrical grid



NYT: NSA bugged devices without internet

A recent report by Mandiant, a cyber-security firm, found that hackers working
on behalf of the Chinese government were able to penetrate American public utility
systems that service everything from power generation, to the movement of water
and fuel across the country.

Related: Mandiant—China is sponsoring cyber espionage

“We see them attempting to steal information on how our systems are configured,
the very schematics of most of our control systems, down to engineering level of de-
tail so they can look at where are the vulnerabilities, how are they constructed, how
could I get in and defeat them,” Rogers said. “We’re seeing multiple nation-states
invest in those kinds of capabilities.”

Admiral Rogers declined to identify who the other countries, beside China, be-
cause of the classified nature of their identities. Russia is generally regarded as also
having an aggressive cyber program.

In addition to nation-state actors, Admiral Rogers noted the increasing presence
of “surrogate” criminal actors in cyberspace that serve to obscure the hidden hand
of criminal activity done on behalf of formal nation-states.

“That’s a troubling development for us,” Rogers said.

Rep. Mike Rogers, R—-Michigan, the retiring chairman of the committee, called the
groups “cyber hit men for hire” for nation-state actors in cyberspace.

The testimony also comes in the wake of a report from the Pew Internet and
American Life Project that cited a prediction by technology experts that a cata-
strophic cyber-attack that causes significant losses in life and financial damage
would occur by 2025.

Related: Catastrophic cyber attack looms

Admiral Rogers told the committee he did not disagree with the assessment.

In addition to the threats from specific nation-states, Admiral Rogers said there
are already groups within the U.S. cyber architecture who seek to cause major dam-
age to corporate and other critical sectors of the American economy.

“It is only a matter of the when, not the if, that we are going to see something
traumatic,” he said.

Mr. DUNcCAN. In South Carolina, we have experienced a hack and
theft of personal information from the South Carolina Department
of Revenue. These cyber threats don’t simply threaten businesses
and individuals that use the internet. When increasingly every-
thing is connected to information systems and the internet, even
the protection of facilities is at risk to cyber attacks.

Energy, the U.S. energy infrastructure is divided into three inter-
related segments: Electricity, petroleum, and natural gas. Virtually
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all industries rely on electric power and fuels, and much of our
daily lives depend on a safe, stable, and resilient cyber space of
networks to communicate and travel, run our economy, power our
homes, and provide Government services.

Specifically, facilities containing building and access control sys-
tems, such as heating, ventilation, air-conditioning, electronic card
readers, and closed-circuit camera systems, could be vulnerable due
to their connectivity to other networks and the internet.

For example, in 2009, a Dallas-area hospital security guard load-
ed a malicious program into the hospital system. Court records
show that this breach could have affected patients’ medications and
treatments.

The Department of Homeland Security needs a strategy to pre-
pare for unforeseen threats like these. When the Federal Govern-
ment fails to effectively prepare, State and local officials must pick
up the slack.

I am very excited to hold today’s hearing here at Clemson Uni-
versity, and I am grateful to the distinguished witnesses for testi-
fying.

We can’t predict when or where a 21st Century Hugo might hit
us, but I am confident that the testimony from today’s panels can
help us become more prepared for a variety of emergencies that we
face.

So we are pleased to have two distinguished panels of witnesses
today. What I would like to do is introduce each of the witnesses,
and then I will come back and recognize them in order for their
opening testimony.

I am going to recognize Mr. Meadows for an opening statement.

Mr. MEADOWS. I wanted to just say thank you, gentlemen, for
being here. I truly thank the Chairman for his leadership on this
particular issue. It is not one that makes headlines, as I shared
with you earlier. When you prepare for things, that is how you
make sure that you don’t make headlines.

So I applaud each of you for being here, for the effort that is real-
ly from Federal down to local, whether it is with the Federal level
with NOAA or FEMA; or the State level with our National Guard
or, certainly, from a State EMS point of view; to the local level
sheriff, where you actually have to make sure it gets implemented
and coordinated here.

The American people don’t know the difference. When something
happens, they just want help, and they will reach out to whomever.
When you get in turf battles at times, when you get in deployment
battles, how do we best handle this, proper preparation right now
will make sure that the American people are served much better
later.

So I thank each of you.

I thank the gentleman for yielding, and I yield back.

Mr. DUNCAN. Okay. Thank you, Mr. Meadows, for participating.
Other Members are reminded that opening statements may be sub-
mitted for the record.

[The statement of Ranking Member Barber follows:]
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STATEMENT OF RANKING MEMBER RON BARBER

NOVEMBER 21, 2014

Thank you, Chairman Duncan, for holding this field hearing to examine the sta-
tus of emergency preparedness in South Carolina and the surrounding region.

Given South Carolina’s experience with Hurricane Hugo in 1989 and the State’s
extensive coastal regions, it is critical that attention be paid to how effectively Fed-
eral, State, and local emergency preparedness agencies are coordinating their efforts
before potential hurricanes and other disasters occur.

I hope that the witnesses will address how well FEMA has progressed in imple-
menting the reforms contained in the Post-Katrina Emergency Management and Re-
form Act of 2006, and will discuss the impact of this legislation on South Carolina.

Also, I am interested to learn more about NOAA’s efforts to proactively engage
South Carolina’s emergency preparedness agencies in fostering resilience, and in de-
veloping “pre-covery” strategies to assist communities at risk from hurricanes and
other potential disasters.

In 2014, FEMA released the National Preparedness Report containing 31 core ca-
pabilities identified as being critical to Congress’ evaluation of compliance with the
Post-Katrina Emergency Management and Reform Act of 2006.

Unfortunately, for the third consecutive year, the National Preparedness Report
has identified disaster housing, infrastructure systems, and health and human serv-
ices to be among the lowest-ranked capabilities in surveys completed by States.

I look forward to hearing the witnesses discuss what actions the Federal Govern-
ment and its State partners are taking to address these capability gaps, and any
barriers that exist to improving recovery-related capabilities.

Thank you and I yield back the balance of my time.

Mr. DUNCAN. Our first witness today on Panel One is Mr. Robert
Fenton. He currently serves as the acting deputy associate admin-
istrator in the Office of Response and Recovery at the Federal
Emergency Management Agency, or FEMA. Previously, Mr. Fenton
served as the assistant administrator for response and was respon-
sible for coordinating the Federal response in support of States
during major disasters.

Our second panelist is Dr. Jeffrey Payne, acting director of the
National Oceanic and Atmospheric Administration’s Office for
Coastal Management. Dr. Payne previously served as the deputy
director of NOAA’s Coastal Services Center, where he led the
Southeast and Caribbean regional team, which provided NOAA
services to the Southeast Region States.

Our third panelist is Major General Robert Livingston. He is the
Adjutant General of South Carolina. In this position, he is respon-
sible for raising, training, and administrating South Carolina Army
and Air National Guard. As a senior military adviser for the Gov-
ernor of South Carolina, he is responsible for military operations
within the State of South Carolina and State emergency manage-
ment.

Our next panelist, Mr. Kim Stenson, was named director of the
South Carolina Emergency Management Division in 2013. Under
his direction, the division provides oversight and coordination for
emergency and disaster consequence management planning and re-
sponse and recovery operations for the State of South Carolina. Mr.
Stenson is also responsible for coordination with emergency man-
agers at the local and National level.

The last witness is Sheriff John Skipper. He serves as the sheriff
of Anderson County, South Carolina. In this capacity, Sheriff Skip-
per is an elected constitutional officer and the chief law enforce-
ment officer for Anderson County, operating one of the largest
sheriff offices in South Carolina.
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As a side personal note, Sheriff Skipper is sporting a beard for
No-Shave November in support of prostate and pancreatic cancer
awareness. He and—how many officers?

Sheriff SKIPPER. One hundred and thirty.

Mr. DuNcaN. He and 130 officers within the Anderson County
Sheriff’s Department are also doing that.

Last year at this time, I sported a beard for the same reason,
and I thank you for that. I had a sister-in-law that died of pan-
creatic cancer. A lot of my dear friends have suffered with prostate
cancer, so thank you for supporting those efforts.

So I want to thank all of you for being here today, and the Chair-
man will now recognize Mr. Fenton to testify for 5 minutes.

You will notice lights on the table that will indicate the end of
the 5 minutes. If you can get to a wrap-up, we will appreciate it.

Mr. Fenton.

STATEMENT OF ROBERT J. FENTON, JR., ACTING DEPUTY AS-
SOCIATE ADMINISTRATOR, OFFICE OF RESPONSE AND RE-
COVERY, FEDERAL EMERGENCY MANAGEMENT AGENCY,
U.S. DEPARTMENT OF HOMELAND SECURITY

Mr. FENTON. Chairman Duncan, Representative Meadows, and
colleagues, thank you for the opportunity to testify today on behalf
of the Department of Homeland Security Federal Emergency Man-
agement Agency. I am Robert J. Fenton, and I am the deputy asso-
ciate administrator for FEMA’s Office of Response and Recovery. I
have been in FEMA for 18 years, spending about 75 percent of that
time working in the field closely with State, local, Tribal, and terri-
torial governments across the country.

Having responded personally to over 50 disasters, including 9/11,
Hurricane Katrina, and Sandy, I have learned that whether we are
responding to devastating effects of hurricanes like Hugo or re-
sponding to other natural or man-made disasters, such as cyber at-
tacks, the resiliency of our Nation and its ability to respond to and
recover from disasters begins with not only resiliency but the whole
community preparedness.

With that in mind, FEMA is a very different organization today
than it was 25 years ago. With implementation of legislation such
as the Stafford Act, Homeland Security Act, Post-Katrina Reform
Act, and Sandy Recovery Improvement Act, as well as Executive
Orders and direction from Presidential Policy Directive 8, FEMA
has been given authorities to ensure a better-qualified and ready
workforce.

We are now better able to support the whole community, includ-
ing providing direct support to our State and local partners to bet-
ter mitigate, prepare for, respond to, and recover from all hazards.

Today, I will discuss the progress FEMA has made in supporting
National preparedness capability of State and local governments
through our grants program; the joint development of plans to en-
sure ability to respond to all hazards; and the validation of those
plans through exercises, as further explained in my written testi-
mony.

Over the last 10 years, DHS has provided State, local, Tribal,
and territorial governments with billions of dollars in grant fund-
ing, and much progress has been made, thanks to the leadership
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at the State, local, Tribal, and territorial government levels who
have utilized FEMA’s grant programs. These grants have helped
the Nation build and enhance capabilities by acquiring needed
equipment, funding for training opportunities, developing prepared-
ness and response plans, and conducting exercises that build rela-
tionships across city, county, and State lines.

A key element of the National preparedness system is planning.
Under Presidential Policy Directive 8, FEMA is mandated to main-
tain the National response plan and the National Disaster Recov-
ery Framework, as well as developing and coordinating operational
plans to execute those frameworks.

FEMA does this by coordinating jointly with States and Federal
partners to align our concepts of operation for all hazards. The
Federal Interagency Operational Plans, referred to as FIOPs, at
the National level and the regional hazard plans outline how the
Federal Government executes the National response and recovery
frameworks. These all-hazard plans are structured to address the
maximum planning factors for the Nation or any given region.

When necessary, instance-specific answers describing the unique
capabilities, requirements, coordination constructs required to ad-
dress specific risks that are not otherwise addressed in those
plans—such as nuclear, radiological, oil, chemical, or biological inci-
dents—are developed.

An example of a planning effort that FEMA has worked with the
State of South Carolina is 2012 Region IV’s operational plan. This
plan identified the critical actions and tasks to be undertaken be-
tween FEMA and our State counterparts and other Federal agen-
cies if an actual or anticipated tropical cyclone would occur.

FEMA designs, develops, conducts, and evaluates exercises in-
tended to help ensure FEMA’s operational readiness and validate
FEMA interagency plans and exercises in support of FEMA’s abil-
ity to accomplish its mission by evaluating and maintaining readi-
ness of Federal capabilities to successfully respond to all hazard in-
cidents and providing objective base results to core capabilities.

FEMA exercises must be able to validate our capabilities to re-
spond to any hazard. An example of FEMA’s participation is that
July 2015 Southern Exposure Exercise taking place in Florence,
South Carolina. This scenario involves a nuclear power plant inci-
dent resulting in a release of radiological material and provides the
opportunity to validate nuclear radiological incident and acts in
support of the State of South Carolina during and after a nuclear
power plant incident.

To conclude, while FEMA has made important strides and
progress since Hugo, we still have much work to do. I am confident
with the additional authorities Congress has provided, and the em-
phasis on whole community approach to emergency management,
a growing and more skilled workforce, and lessons learned from
disasters over those years, FEMA will continue to be an agile, inno-
vative agency for many years to come.

Again, thank you, Chairman Duncan, for providing me the oppor-
tunity to appear before you today to discuss emergency prepared-
ness for the 21st Century, and I look forward to answering ques-
tions from you or other Members as we go forth. Thanks.

[The prepared statement of Mr. Fenton follows:]
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PREPARED STATEMENT OF ROBERT J. FENTON

NOVEMBER 21, 2014
INTRODUCTION

Chairman Duncan, Ranking Member Barber, and other distinguished Members of
this subcommittee, thank you for the opportunity to testify today on behalf of the
Department of Homeland Security’s (DHS) Federal Emergency Management Agency
(FEMA). I am Robert J. Fenton, and I currently serve as the acting deputy associate
administrator for FEMA’s Office of Response and Recovery.

Over the years, FEMA Headquarters and its regional offices have worked closely
with State, local, Tribal, and territorial governments across the country, and with
faith-based organizations, to develop catastrophic, worst-case scenario plans that are
flexible and scalable for incidents of all magnitudes. FEMA’s on-going partnerships
with States allow coordination and collaboration with the “whole community” to
plan and prepare for a range of disaster events.

As this subcommittee is aware, this year marks the twenty-fifth anniversary of
Hurricane Hugo. Its impact on the State of South Carolina and surrounding States
was a harbinger for even more destructive and costlier hurricanes to hit our
shores—including Hurricanes Andrew, Katrina, Rita, Wilma, and Sandy. When
Hurricane Hugo hit the Southeastern region of the United States, FEMA was a rel-
atively young agency—10 years in existence—with limited experience, exposure, and
practice with catastrophic disasters.

Today, FEMA is a very different organization than it was 25 years ago. With more
statutory authorities, a better skilled, experienced, and agile workforce, a keen focus
on a whole community approach to emergency management, and the advent of so-
cial media and other technologies, FEMA is transforming the way in which our Na-
tion prepares for, responds to, and recovers from all hazards.

HURRICANE HUGO

Hurricane Hugo made landfall just north of Charleston, South Carolina, at mid-
night September 21, 1989, as a Category 4 hurricane with 135 mph winds, and
rolled through South Carolina on a northwest path. The storm’s strong winds ex-
tended far inland and storm surge inundated the South Carolina coast from
Charleston to Myrtle Beach. Hours later, the storm tore through much of North
Carolina. It was the strongest hurricane on record to hit South Carolina, and the
second-strongest hurricane—since reliable records began in 1851—to hit the Eastern
seaboard north of Florida.

More deadly and destructive than Hurricane Hugo’s 135 mph winds were the
surging tides accompanying landfall. The combination of high tide, the tidal surge
preceding Hugo and waves generated by the storm inundated a wide area of coastal
plain. In Charlotte, North Carolina, hundreds of miles inland, residents lost power
for up to 18 days as thousands of trees, broken limbs, and debris severed power
lines. In South Carolina alone, FEMA provided $70 million to individuals and fami-
lies for housing and other disaster-related expenses and $236 million for debris re-
moval, public utility and infrastructure repair or replacement, and emergency pro-
tective measures. According to the National Weather Service, Hurricane Hugo was
the costliest hurricane on record to hit the United States at the time.

HOW FEMA IS TRANSFORMING IN THE 21ST CENTURY

I. Whole Community Approach to Emergency Management

Hurricane Hugo, like many other disasters, draws our communities even closer
together and catalyzes the actions of not only our Federal, State, and local govern-
ments, but also the private sector, ordinary citizens, and many other sectors of soci-
ety. Thus, preparedness is a shared responsibility, and it calls for the involvement
of everyone in preparedness efforts. The three core principles of whole community—
understanding and meeting the actual needs of the whole community, engaging and
empowering all parts of the community, and strengthening what works well in com-
munities on a daily basis—provide a foundation for pursuing a whole-community ap-
proach to emergency management through which security and resiliency can be at-
tained.

In 2007, FEMA created a Private Sector Division in the Office of External Affairs
and put private-sector liaisons in each of the FEMA 10 regions. Private-sector spe-
cialists at headquarters, the regions, and joint field offices serve as a gateway to
private-sector engagement and integration.
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Furthermore, the division also runs the National Business Emergency Operations
Center (NBEOC), to facilitate public-private information sharing and situational
awareness with operational partners during major disasters. The NBEOC is a vir-
tual organization and currently has 377 members from both the private and public
sectors.

Building on our whole-community efforts, in 2012, FEMA created a “seat at the
table” for the private sector through our Private Sector Representative Program. To
date, we have had representation from 9 companies, 1 academic institution, and 1
non-governmental organization (NGO). FEMA regions have begun implementing the
program as well—including Region IV which supports the Southeastern region, in-
cluding the State of South Carolina.

In July 2013, FEMA launched a new program known as Tech Corps. The Tech
Corps Program is the product of Senator Ron Wyden’s vision for a way to integrate
trained, corporate technology volunteers into disaster response at the State, local,
Tribal, and territorial levels—whom they support directly.

In short, by engaging and working with the whole community, everyone can make
the Nation safer and more resilient when struck by hazards, such as natural disas-
ters, acts of terrorism, and pandemics. Collectively, our Nation can achieve better
outcomes in times of crisis, while enhancing the resilience of our communities.

II. Building on National Preparedness Efforts

FEMA’s planning efforts are centered on our preparedness policy and doctrine,
which leads to coordinated catastrophic planning that relies on a shared under-
standing of threats, hazards, capabilities, processes, and ultimately, the value of
being prepared.

This administration remains steadfast in its commitment to strengthening the se-
curity and resilience of the United States; and, we continue to become more secure
and better-prepared to prevent, protect against, mitigate, respond to, and recover
from the full range of threats and hazards the Nation faces. We plan, organize,
equip, train, and exercise better, resulting in improved National preparedness and
resilience.

Much of this progress has come from leadership at the State, local, Tribal, and
territorial levels, fueled by FEMA’s grant programs. Over the past 10 years, DHS
has provided State, local, Tribal, and territorial governments with billions of dollars
in grant funding. As a Nation, we have built and enhanced capabilities by acquiring
needed equipment, funding training opportunities, developing preparedness and re-
sponse plans, and continuing to conduct exercises that help build relationships
across city, county, and State lines. For instance, in the last 4 years alone, FEMA
has awarded approximately $313 million for hurricane/high wind mitigation
projects. These project types include safe rooms for first responders and critical
staff, and structural retrofits that provide high wind protection for vulnerable build-
ings and critical infrastructure.

In addition, FEMA has provided funding for emergency power generation at crit-
ical facilities; weather warning system enhancements; training and other support
for building code officials; and community education efforts.

Although FEMA'’s grant funds represent just a fraction of what has been spent
on homeland security across the Nation, these funds and the development of capa-
bilities they have made possible, have helped change the culture of preparedness in
the United States.

Presidential Policy Directive 8 (PPD-8)

In March 2011, President Obama signed PPD-8, which describes the Nation’s ap-
proach to National preparedness. PPD-8 aims to strengthen the security and resil-
ience of the United States through the systematic preparation for the threats that
pose the greatest risk to the security of the Nation, including acts of terrorism,
cyber incidents, pandemics, and catastrophic natural disasters. PPD-8 defines five
mission areas—prevention, protection, mitigation, response, and recovery—as part
of a continuum of interrelated activities and requires the development of a series
of policy and planning documents to explain and guide the Nation’s efforts in help-
ing to ensure and enhance National preparedness.

PPD-8 created the National Preparedness System (NPS), a cohesive approach
that allows us to use the tools at our disposal in the most effective manner and to
monitor and report on progress being made in National preparedness. Moreover, the
NPS was designed to help guide the domestic efforts of all levels of government, the
private and nonprofit sectors, and the public to build and sustain the capabilities
outlined in the National preparedness goal. Finally, NPS helps to articulate how
well-prepared we are by setting a goal, establishing baseline capabilities, setting
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common and comparable terminology, measuring capability gaps, and assessing our
progress toward filling them.

1II. Catastrophic Planning and Preparedness

Understanding the critical importance of catastrophic preparedness, FEMA is also
leading substantial response planning, including the development of plans across
the Federal Government for catastrophic incidents; future operations for potential/
actual incidents; regional planning for all-hazards events; and evacuation and trans-
portation planning. There are also special programs focused on planning for chem-
ical, biological, radiological, nuclear, and explosives (CBRNE) hazards to commu-
nities throughout the Nation.

In addition to these planning efforts, FEMA coordinates closely with our Federal
partners in many ways on other efforts in preparing for disasters, including the de-
velopment of pre-scripted mission assignments, interagency agreements, and ad-
vanced contracts for commodities. These partnerships are essential to FEMA’s abil-
ity to carry out its mission by leveraging the full capacity of the Federal Govern-
ment.

1V. Critical FEMA Authorities Post-Hurricane Hugo

Post-Katrina Emergency Management Reform Act (PKEMRA) of 2006

In addition to building on our whole-community efforts over the years and cre-
ating more robust and better-informed catastrophic plans, Congress has also played
an instrumental role in transforming FEMA into a more effective and efficient agen-
cy. The importance of PKEMRA to the emergency management community is sig-
nificant. PKEMRA provided FEMA clearer guidance on its responsibilities and pri-
orities, and the authorities and tools we needed to become a more effective and effi-
cient agency, and a better partner to State, local, territorial, and Tribal govern-
ments.

PKEMRA also continues to give us the authority needed to lean forward and le-
verage the entire community in response and recovery efforts. This whole-commu-
nity approach emphasizes the importance of working with all partners to success-
fully prevent, protect against, respond to, recover from, and mitigate all hazards.

Sandy Recovery Improvement Act of 2013 (SRIA)

In January 2013, Congress passed and President Obama signed SRIA into law,
authorizing several significant changes to the way FEMA delivers disaster assist-
ance. SRIA is one of the most significant pieces of legislation impacting disaster re-
sponse and recovery since PKEMRA and builds upon the Robert T. Stafford Emer-
gency Relief and Disaster Assistance Act.

SRIA, and the additional authorities it provides, is aiding recovery efforts associ-
ated with recent disasters such as Hurricane Sandy and the floods that impacted
the State of Colorado. SRIA’s various provisions are intended to improve the efficacy
and availability of FEMA disaster assistance and make the most cost-effective use
of taxpayer dollars.

One clear example of SRIA’s effectiveness in use of taxpayer dollars is the Public
Assistance Permanent Work Alternative Procedure provision which provides sub-
stantially greater flexibility in use of Federal funds for Public Assistance applicants
and far less administrative burden and costs for all parties—if applicants accept
grants based on fixed, capped estimates. To date, FEMA has agreed to fund billions
in public assistance permanent work alternative procedure projects in States such
as New York and Louisiana.

Another SRIA provision, National Strategy to Reduce Costs on Future Disasters,
called on FEMA to submit recommendations for the development of a National
strategy for reducing costs, loss of life, and injuries associated with extreme disaster
events in vulnerable areas of the United States.

As such, on September 6, 2013, FEMA submitted this National Strategy report
to Congress recommending ways in which multiple areas could be further explored
during the development of a National strategy within the following themes: (1) En-
gage in a Whole Community Dialogue and Build upon Public-Private Partnerships;
(2) Enhance Data-Driven Decisions; (3) Align Incentives Promoting Disaster Cost
Reduction and Resilience; (4) Enable Resilient Recovery; and (5) Support Disaster
Risk Reduction Nationally.

All told, these recommendations offered examples of areas that would need much
greater discussion and research to develop into a strategic and actionable path for-
ward. The implementation of cost reduction and cost avoidance strategies will re-
quire commitment and investment by the whole community to achieve the potential
long-term savings and impact.
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V. The Power and Promise of Social Media and Other Technologies in Emergency
Management for the 21st Century

The advent of social media and other technologies has helped to transform FEMA
into an agency that is more in tune with the needs of our citizens, especially during
times of crisis. FEMA’s approach to emergency management recognizes that individ-
uals, families, and communities are our greatest assets and the keys to our success.
In order to fulfill our mission, we must work together as one team—this notion is,
again, at the heart of our whole-community approach to emergency management.

Social media is imperative to emergency management because the public uses
these communication tools regularly. Rather than trying to convince the public to
adjust to the way we at FEMA have traditionally communicated, we have adapted
to the way the public communicates, leveraging the tools they use on a daily basis.
Millions of Americans use social media every day to check in on friends and family,
learn about current events, and share their experiences. FEMA uses social media
to be part of this on-going dialogue and meet people where they are, using tools and
platforms with which they are already familiar.

FEMA also uses social media and other digital methods to communicate because
as we have seen, information can lead to action. Our goal is for our safety-related
information to have a real-world impact—to inspire actions that lead to more resil-
ient families and communities. If someone sees a preparedness or safety tip from
FEMA, the goal is that it will inspire them to prepare themselves as well as em-
power them to tell a friend how to be more prepared or where to find help.

Lastly, social media and emerging technologies allow us to reach more people
more quickly during disasters, when they need accurate, timely, and authoritative
information that helps ensure the protection of their life or livelihood. With one click
of the mouse, or one swipe of the smartphone screen, FEMA and its whole commu-
nity partners can share a message to thousands of people and have a tangible im-
pact. These capabilities did not exist 25 years ago when Hurricane Hugo hit the
Southeastern coast of the United States.

CONCLUSION

Finally, although FEMA has made important strides and progress over the years
since Hurricane Hugo, we still have much work to do.

I am confident that with the additional authorities Congress has provided, an em-
phasis on a whole-community approach to emergency management, a growing and
more skilled work force, social media, and lessons learned from disasters over the
years, FEMA will continue to be an agile and innovative agency for many years to
come.

Again, thank you Chairman Duncan for providing me this opportunity to appear
before you today to discuss emergency preparedness for the 21st Century. I look for-
ward to answering questions you or other Members of this subcommittee may have.

Mr. DuNcaAN. Thank you for your testimony.
The Chairman will now recognize Dr. Payne.

STATEMENT OF JEFFREY L. PAYNE, PH.D., ACTING DIRECTOR,
COASTAL MANAGEMENT, NATIONAL OCEANIC AND ATMOS-
PHERIC ADMINISTRATION

Mr. PAYNE. Good afternoon, Chairman Duncan, Congressman
Meadows. My name is Jeffrey Payne. I am the acting director of
the National Oceanic and Atmospheric Administration’s Office for
Coastal Management. Thank you for the opportunity to testify
today about the issue of coordinating communications among Fed-
eral, State, and local emergency preparedness partners as commu-
nities consider how to deal with the impact of hazards.

Since 1980, the United States has experienced 144 extreme
events in which overall damages reached or exceeded $1 billion
each, with total losses of $1 billion disasters exceeding $800 billion.
On the East and Gulf Coasts of the United States alone, the in-
sured value and cost to replace residential and commercial struc-
tures tops $8.9 trillion.
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Population growth and aging, increased urbanization, and other
factors have made our society more vulnerable to high-impact
events. Social vulnerability looks at indicators such as demo-
graphics, race, class, age, ethnicity, plus density, and determines
where targeted response efforts may be necessary to address the
needs of the elderly, the young, or those without access to transpor-
tation in the case of evacuations.

Communities living below the poverty line will face significant
challenges, as we saw with Hurricane Katrina. To consider social
aspects, NOAA partnered with the University of South Carolina to
apply social science methods to evaluate Census data for all coastal
States and provide a detailed look at social vulnerability for im-
proved disaster preparedness.

Regarding our vulnerable infrastructure in South Carolina, there
is evidence that the frequency of what is called nuisance flooding,
types of coastal flooding, will increase with rising sea levels and
that this will have a significant cumulative impact on our built and
natural systems. As result, municipalities, businesses, and plan-
ners are looking for ways to increase their resilience now.

The preparedness challenge is essentially the same across all
hazard events. Public awareness, education, and plans of action to
mitigate and recover from impacts provide the best protection.
NOAA has demonstrated success in predicting hurricanes and
storm surge, communicating risk, and providing data, information,
technology, decision support tools, and services to reduce the im-
pact of hazards.

We have established ties to emergency managers and commu-
nicators through State, local, and Tribal officials and the private
sector to ensure appropriate action in protecting communities.

NOAA works with these partners to determine their needs for in-
formation, training, and other services packaged in a way that
saves time and resources. NOAA and the National Sea Grant Net-
work, including South Carolina’s Sea Grant Consortium, employ re-
search, training, and technical assistance to enhance the ability of
communities to prepare for disasters.

NOAA has worked with Sea Grant on the application of nature-
based infrastructure solutions for protection from storms and on a
community resilience index widely employed in the Gulf and South-
east.

NOAA ensures that operational weather, ocean, climate, and
space weather data, as well as tides, water levels, geodetic posi-
tioning, and nautical charts, are available to meet needs for timely
and accurate forecast and warnings, and to ensure the efficient
flow of commerce and, most importantly, the safety of lives and
property.

Our agency is the official voice for issuing warnings during life-
threatening weather events. After a coastal disaster, NOAA and
sister agencies use aircraft and ships to survey affected areas. This
information facilitates assessment of damages and certification of
critical safety products, like nautical charts that allow the Coast
Guard, relief ships, and cargo vessels to move in and out of our
ports.

NOAA also offers easy-to-use interactive products that enable
users to visualize their risks and vulnerabilities specific to their ge-
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ography, empowering managers to make informed decisions to ad-
dress vulnerabilities in advance of hazard events.

For example, NOAA recently released a potential storm-surge
flooding map that provides information on surge-related water lev-
els to be expected in zones affected by an approaching storm.
NOAA is also working with other Federal partners, including the
U.S. Geological Survey, the Army Corps of Engineers, the Environ-
mental Protection Agency, the Federal Emergency Management
Agency, and the U.S. Coast Guard, to improve how Federal efforts
are coordinated with States and partners at the community level
so that response and recovery plans, working relationships, and re-
sources are in place before disaster strikes.

In response to events, NOAA embeds specialists in centers of
command. Meteorologists work with FEMA, National Security staff
and at the Department of Homeland Security Operation Center
during emergency weather events. Maritime traffic resumes more
quickly with the participation of regional navigation managers, and
coastal management and fisheries specialists provide options for
restoration of damaged natural resources and long-term community
recovery needs.

Developing lines of communication and cooperation, and facili-
tating community planning and capacity-building with partners
now, will enhance pre-disaster planning efforts. The goal should be
to ensure that coordinated and informed decision making can begin
in the immediate wake of a disaster, enabling communities to re-
spond effectively while recovering and rebuilding in a resilient
manner.

Wise decisions now will ensure that we are more resilient in the
face of future events, from the next spill to the 21st Century Hugo.

Thank you for your leadership, Mr. Chairman, Mr. Meadows, and
for the opportunity to appear before you today. I will be happy to
answer any questions as well.

[The prepared statement of Mr. Payne follows:]

PREPARED STATEMENT OF JEFFREY L. PAYNE

NOVEMBER 21, 2014

Good afternoon Chairman Duncan, Ranking Member Barber, and Members of the
subcommittee. My name is Jeffrey Payne, and I am the acting director of the Na-
tional Oceanic and Atmospheric Administration’s (NOAA) Office for Coastal Man-
agement. Thank you for the opportunity to testify today about the cooperation and
coordination of communications between Federal, State, and local emergency pre-
paredness partners as communities consider how to better prepare for the impacts
of natural hazards and other emergencies. My testimony today will cover: (1) An un-
derstanding of our vulnerability to storms like Hugo, (2) NOAA’s collaborations in
support of communities in South Carolina and the rest of the Nation as we prepare
for, respond to, and recover from hazardous events and the potentially compounding
effects of longer-term changes, and (3) the importance of coordinating effectively
after an event, during the response and early recovery phase, to promote wiser long-
term recovery and resilience decisions. This final point is critical to how we as South
Carolinians, and Americans, are able to become more resilient in the face of future
events, from small accidents to major disasters.

A 2005 study by the National Institute of Building Sciences on Federal hazard
mitigation grants estimated that $1 spent on hazard mitigation potentially saves $4
in disaster relief costs and lost Federal tax revenue. A community that spends its
recovery dollars on investments designed to provide resilience, rather than simply
plugging a hole or building back to the same level of vulnerability, will be better
poised both economically and socially to withstand another hazard event.
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HURRICANE HUGO: UNDERSTANDING WHY WE ARE STILL VULNERABLE

Twenty-five years ago, between September 10 and 22, 1989, Hurricane Hugo
made its way across the Caribbean Islands and up the southeastern coast of the
United States. Hurricane warnings for coastal South Carolina, issued at the then-
standard 3 days in advance, led to the safe evacuation of more than 250,000 people.
By the time the storm had passed through Canada and into the North Atlantic, it
had resulted in 49 deaths and wide-spread damages and losses estimated at $7 bil-
lion in the United States. At the time, Hugo was the strongest storm to strike the
United States in the previous 20-year period, and it was the Nation’s costliest hurri-
cane on record in terms of monetary losses (~$7 billion in damage). A week after
Hurricane Hugo hit, nearly 60,000 people were homeless, as 5,100 homes were de-
stroyed and 12,000 homes deemed uninhabitable.

Since Hurricane Hugo, NOAA has improved its hurricane forecasts: The 2012
Hurricane Sandy track was more accurate 5 days out than the Hugo forecast was
at 3 days. Coastal South Carolina has been rebuilt and continues to be a popular
place to live, work, and vacation. The Port of Charleston is the fourth-largest U.S.
Atlantic port and generates over a quarter of a million jobs in South Carolina alone.
This area is a strong economic driver in the Southeast region of the United States,
including the very significant positive economic impacts of tourism and recreation.
However, the long recovery from Hugo is a reminder of the region’s vulnerability,
as population grows and new structures in the coastal zone continue to be built. The
South Carolina Emergency Management Division has estimated that had a similar
storm struck in 2009, there would have been $8 billion in damage, and more than
4 times the number of homes destroyed.

Since 1989, the United States as a whole has weathered 17 tropical cyclones and
6 drought events with at least $7 billion in estimated damage, as well as wildfires
costing up to $6 billion in damages and up to 28 lives lost. Nearly 90 percent of
all Presidentially-declared disasters are weather- and water-related, and our vulner-
ability to the impacts is increasing as our population grows. Demographic trends,
population growth, and an increased reliance on technology, coupled with extreme
weather events, have made our society more vulnerable to high-impact events.
There is growing recognition that the frequency of (low magnitude/high probability)
“nuisance” types of coastal flooding events will increase dramatically with rising sea
levels (e.g. Firing and Merrifield, 2004; Sweet et. al., 2014), and that these events
are likely to have the greatest cumulative impacts on built, social-human, and nat-
ural systems over the coming decades. As a result, many agricultural, business, and
urban planners are looking for ways to increase community resilience now. For in-
stance, in the Hampton Roads area of Virginia, where “nuisance” flooding now hap-
pens monthly, Old Dominion University is working with the community and its
largest Federal partner, the Department of Defense and Naval Station Norfolk, to
develop a whole-community approach to sea-level rise preparedness and resilience
planning. Norfolk, among many other cities, recognizes the need to understand
changes and trends in weather patterns, and to apply this to planning that may re-
duce vulnerability to high-impact natural or man-made hazard events. Their rec-
ognition for the need to reduce their vulnerability is an important first step.

Not only is our coastal infrastructure vulnerable, but our population is as well.
Social vulnerability looks at indicators such as population demographics (race, class,
age, ethnicity, etc.) and density, and determines where additional or targeted re-
sponse efforts may be necessary to address the needs of the elderly, the young, or
those without access to transportation in case of evacuations. Communities already
living below the poverty line will face different challenges than wealthier commu-
nities, as we saw in the aftermath of Hurricane Katrina. Through a partnership
with the University of South Carolina (USC) and funding via NOAA’s South Caro-
lina Sea Grant Program and the NOAA Office for Coastal Management, the Social
Vulnerability Index (SOVI) method of measuring the social vulnerability of U.S.
counties to environmental hazards has now been applied to Census 2000 block
groups and Census 2010 tracts for all coastal States, providing a more detailed look
at a community’s social vulnerability for improved disaster response preparedness.

While these efforts and others are providing the groundwork for addressing vul-
nerability, there is much more that needs to be done in other sectors of our economy
and with the general public to comprehensively increase our resiliency to the im-
pacts of these events.

A BIG JOB: WE CAN’T DO IT ALONE

NOAA is one of many Federal agencies that has a critical role in preparing for
and responding to disasters. The Department of Commerce Strategic Plan includes
a significant coordinated effort amongst NOAA, the National Institute of Standards
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and Technology (NIST), the U.S. Economic Development Administration, and the
Small Business Administration to enhance the resilience of communities. For exam-
ple, NOAA has been engaged with NIST’s disaster resilience framework, which will
provide local communities with a systematic approach to plan for disasters and
other disruptive events. NOAA also works collaboratively with other agencies, in-
cluding the United States Geological Survey (USGS), the United States Army Corps
of Engineers (USACE), the Environmental Protection Agency (EPA), and agencies
within the Department of Homeland Security, primarily the Federal Emergency
Management Agency (FEMA) and United States Coast Guard (USCG) to ensure a
coordinated approach to preparedness. An example is the Partnership for Sustain-
able Communities, where NOAA is working with FEMA, DOT, EPA, and HUD
through the Partnership for Sustainable Communities to provide information and
services to States for State Hazard Mitigation Plans. The Hazard Mitigation Plans
identify risks and risk reduction measures in a State—and in communities—and is
an all-hazards preventative approach designed to prevent loss of life and damage
from future disasters.

Furthermore, NOAA’s role in Presidential Policy Directive 8 on National Pre-
paredness supports science and technology in disaster mitigation, as well as pro-
moting coordination of pre-disaster preparations and investments at the Federal
level to support community resilience efforts. In this effort, NOAA works with both
Federal agencies and representatives from States, localities, territories, and Tribes
to help encourage and coordinate a shift in the culture of disaster preparedness, to
embed risk management and mitigation in all planning, decision making, and devel-
opment to the greatest extent possible.

As a part of this National Preparedness work, NOAA also worked with FEMA to
develop a National Disaster Recovery Framework (NDRF) which is implementable
at the regional or community level. An interagency group is looking at how Federal
efforts can be better coordinated with partners at the community-level in advance
of disasters, so that plans and working relationships are in place before a commu-
nity is threatened. This type of planning will allow response efforts to move towards
more efficient “precovery,” where planning for the next event is taken into consider-
ation during the response phase of the past event.

The Silver Jackets Program for South Carolina works to increase coordination and
efficiency between State and Federal governmental agencies in developing com-
prehensive and sustainable solutions to flood and coastal risk management in South
Carolina. It serves as a catalyst in developing comprehensive and sustainable solu-
tions to flood hazard issues, including mitigation planning, flood hazard mapping,
risk reduction activities, and response and recovery planning.

In addition to its support of National-level science and technology policy, NOAA
also works with State and local officials, emergency managers and other partners
to determine their needs for data, information, tools, training, and other services
that lead to better understanding and communicating risk, and strengthening a
community’s resilience. NOAA and its partners, such as the National Sea Grant net-
work, use integrated research, training, and technical assistance to enhance the
ability of communities to prepare for, respond to, and rebuild after disasters strike.
For example, we are developing a Coastal Resilience Index that provides a tangible
way for communities to identify gaps and examine how prepared they are for storms
and storm recovery, and provide guidance on how to increase resilience through
measures including strengthening infrastructure or adopting stricter building codes.

Since Hurricane Hugo struck, NOAA has worked with the U.S. Army Corps of En-
gineers and FEMA to update the South Carolina Hurricane Evacuation study twice,
most recently in 2012. NOAA used enhanced elevation data using LIDAR and up-
dated the SLOSH (Sea, Lakes, and Overland Surges from Hurricanes) models. New
storm surge evacuation zones were created and used for hurricane evacuation plan-
ning. The South Carolina Emergency Management Division promotes community
understanding of these new plans through their Know Your Zone campaign.

The Potential Storm Surge Flooding map is an experimental NOAA National
Weather Service (NWS)/National Hurricane Center product being used to show
areas that could be affected by storm surge and potential water depths during a
land-falling tropical storm or hurricane. Social science research was conducted with
key partners and customers (broadcast media, emergency officials, and the public)
to develop the map and inform outreach efforts. A marketing plan, videos, and
tipsheets developed based on risk communication best practices are helping to en-
sure a consistent message about the map across the weather enterprise.

Effective risk management and forward-thinking resiliency requires a broad coali-
tion of vested and knowledgeable Federal, State, non-governmental organization,
and industry partners. It is critical that these sectors continue to engage and build
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partnerships to better manage risk moving forward. The time is now to forge sus-
tainable partnerships.

PREPARING AND RESPONDING

Communicating

As the Federal Government’s sole official voice for issuing warnings during life-
threatening weather events, and as an established reliable and trusted source,
NOAA provides the Nation’s alerts and warnings for severe weather and other near-
term hazards (tornadoes, hurricanes, severe thunderstorms, winter storms, most
floods, chemical spills, volcanic ash, tsunami, space weather, etc.). These messages
are delivered through multiple mechanisms, including: NOAA Weather Radio, which
triggers the Emergency Alert System; NWSChat, which focuses on real-time coordi-
nation with local core customers in the broadcast media and emergency manage-
ment; the Emergency Managers Weather Information Network (EMWIN), a system
for distributing a live stream of weather information in the United States trans-
mitted over NOAA Geostationary Operational Environmental Satellites (GOES); the
internet; and, through our private-sector partners, commercial television and radio,
which communicate critical information to much larger audiences and effectively in-
form those in harm’s way to take appropriate action. Emergency messages are also
transmitted by cellular phone companies via text messages through the Wireless
Emergency Alert system, which uses warning and emergency information from the
NWS, FEMA, and others.

Coordination of science and technology

NOAA’s mission to provide science, service, and stewardship to the Nation in sup-
port of community resilience is fundamentally dependent on observations of our en-
vironment. These observations are the backbone of NOAA’s predictive and service
capabilities. NOAA must ensure operational weather, ocean, climate, and space
weather data, including tides, water levels, geodetic positioning, and accurate nau-
tical charts, are available at all times to address our Nation’s critical needs for time-
ly and accurate forecasts, warnings of solar storms and severe weather including
hurricanes, flash floods, tsunamis, and wildfires, and to ensure the flow of commerce
and the safety of lives and property.

NOAA partners with other Federal and international agencies to support satellite
observations, including NOAA’s Polar-orbiting Operational Environmental Satellite
(POES), Suomi National Polar-orbiting Partnership (Suomi NPP) satellite, NASA
Earth Observing Satellites (EOS), and the European Metop satellites. GOES sat-
ellites, along with Doppler Radar, assist operational weather forecasters with cur-
rent and short-term forecasting abilities and severe weather warning forecasts.
NOAA also participates in regional ocean observing networks. For example, the
Southeast Coastal Ocean Observing Regional Association (SECOORA) supports the
Governors’ South Atlantic Alliance priorities in providing ocean observations to
NOAA and other regional researchers to improve forecasting of storm surge, inunda-
tion, and coastal circulation. This modeling component provides real-time fore-
casting to support operational management of water control structures and utility
infrastructure, and to support emergency managers during hurricane season.

Often after a coastal disaster such as a hurricane or other incident, new mapping
data is essential for situational awareness both on land and off-shore. NOAA and
its sister agencies use aircraft and ships to survey and map the impacted area in
order to support response partners such as the State and FEMA, as well as to up-
date critical safety products like nautical charts and notices to mariners to allow
the USCG, relief ships, and cargo vessels to move in and out of ports. We work
closely with our mapping partners such as the USACE and USGS to coordinate
mapping efforts using an Integrated Ocean and Coastal Mapping approach, where
we strive to map once and meet multiple missions with the same datasets. These
datasets help the State and our partners with recovery from an event and to begin
preparing for the next one. For example, seafloor sonar surveys completed and
charted by NOAA ships and small boats helped reopen Baltimore and the Virginia
ports after Hurricane Sandy, quickly restarting commerce and allowing Navy ships
to return to port. Similarly, NOAA assisted in rapidly reopening New York and New
Jersey ports so that emergency fuel and other crucial supplies could reach some of
the hardest-hit areas. Hours after the storm, NOAA planes and scientists conducted
aerial surveys of the affected coastlines, and published the photos on-line imme-
diately, allowing emergency managers and residents to examine the damage even
before ground inspections were permitted. These surveys are also vital to FEMA as-
sessment teams and other on-the-ground responders and those managing oil spill
clean-up and damage assessment.
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After any large natural disaster, the scientific community comes into the impacted
area from all over the world seeking to collect rare and time-sensitive post-disaster
data and information, before the evidence disappears or degrades over time. This
data is essential to understanding physical and socio-economic causes and impacts
of the event, and developing better response, recovery, and mitigation plans. Recog-
nizing the strain that an influx of scientists can have on the State and local govern-
ments and emergency response agencies, NOAA and USGS, through the Pacific Risk
Management ‘Ohana (PRiMO), helped develop a joint scientific protocol to coordi-
nate the collection and sharing of physical, engineering, social science, and other
data and information and promotes coordination, communication and respect in re-
gards to the community, the emergency managers and impacted region. The protocol
helps keep data and information flowing, and the community focused on recovery.

NOAA also monitors chemical safety threats to our community and environment.
We are upgrading tools used by local, State, and Federal responders to safely and
effectively respond to such emergencies. The CAMEO (Computer-Aided Management
of Emergency Operations) software suite delivers critical information for emergency
responders and planners about chemicals that are stored and shipped in their local
communities. These tools are often used as a common platform to help facilitate the
exchange of information between first responders, emergency planners, industry, en-
vironmental groups, and academics. The CAMEO program has a long history of
close contact with our end-users both emergency responders (firefighters) and State
and local planners.

Much like the train derailment in Abbeville, South Carolina, several real-world
incidents over the last year have highlighted emerging risks from transportation of
hazardous materials by rail. NOAA, working with the Department of Homeland Se-
curity, is also in the final stages of integrating a new chemical source estimation
model, called Railcar, into NOAA’s chemical air dispersion model, ALOHA (Areal
Locations of Hazardous Atmospheres). Railcar was developed by the U.S. Navy,
based on large-scale field tests of chlorine and ammonia releases from tanks.
ALOHA models chemical releases for emergency responders and planners. It can es-
timate how a toxic cloud might disperse after a chemical release, and estimates a
threat zone, where a hazard has exceeded a user-specified Level of Concern (LOC).

In the aftermath of Hurricane Sandy, NOAA’s Atlantic Environmental Risk Man-
agement Application (ERMA) served as the common operational picture for the Hur-
ricane Sandy pollution response. ERMA is an on-line mapping tool for U.S. coasts
and the Great Lakes that integrates static and real-time data in a centralized, easy-
to-use map for environmental responders and decision makers. Atlantic ERMA inte-
grated these response efforts with environmental data to give responders a better
idea of how to deal with pollution threats while minimizing environmental damages.
As the common operational picture, ERMA provided a single platform for responders
to view all of the storm-related data and imagery as well as various clean-up efforts
by the States and other Federal agencies. Our team of Geographic Information Sys-
tems (GIS) specialists working on ERMA helped provide data management support
in tracking the progress made by the pollution response field teams, allowing State
and local environmental and emergency managers to make informed decisions.

NOAA’s Gulf of Mexico Disaster Response Center (DRC) also brings together
NOAA-wide resources to improve preparedness, planning, and response capacity for
natural and man-made disasters. Intended to serve as a safe and ready command
center during major disaster responses in the Gulf, the DRC also hosts drills,
trainings, workshops, and planning activities. For example, last spring the DRC
partnered with the National Weather Service to assess the capabilities of NOAA
partners in the region with a hurricane response exercise.

On-the-ground coordination

In order to better coordinate with Federal and State partners and customers,
NOAA has begun to embed its specialists in the centers of command during events.
National Weather Service meteorologists now work side-by-side with FEMA, Na-
tional Security Staff, and at the Department of Homeland Security Operations Cen-
ter during emergency weather events and maritime traffic resumes more quickly
when NOAA regional navigation managers work within command centers. In the
wake of Hurricane Sandy, as the extent of the storm impacts became clear, NOAA
meteorologists were assigned to regional and municipal emergency operations cen-
ters and coastal management specialists worked in post-Sandy Joint Special Oper-
ations Command centers, alongside interagency and State partners, including rep-
resentatives from Governors’ offices and State emergency management divisions.
These working relationships will strengthen future coordination efforts and helped
streamline communications during and after Hurricane Sandy, including for the im-
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portant accurate assessment of damages and development of strategies for long-term
recovery.

These tools, information, and close working relationships allow Federal, State,
and local officials and managers to make critical decisions when faced with realistic
exercises and real-time events. To take preparation and response to the next level,
where communities can become resilient, NOAA is helping support interagency and
community-level “blue skies planning,” or considering mitigation in all aspects of re-
covery and to do so before an event, essentially working on the elements of
“precovery”. This forward thinking can lead to wise investments of time and re-
sources, seeking to keep the impacts of a hazard from becoming a disaster, or recov-
ering more effectively and quickly should a disaster occur.

“PRECOVERY” THINKING: BEING READY FOR NEXT TIME

NOAA is focused on providing services to enhance community resilience. Our
prospects for success in this role, and of achieving our vision of resilient commu-
nities, lie in our unique enterprise capabilities. The goal of disaster resilience is to
enhance the capacity of a community exposed to hazards to adapt, by resisting or
changing, in order to reach and maintain an acceptable level of functioning and
structure. The preparedness challenge remains essentially the same across all haz-
ard events: Public awareness, education, and plans of action to mitigate impacts on
the personal, community, and regional scales provide the best protection against po-
tential disasters. NOAA has long-held and strongly established ties to the emer-
gency management community, through State, local, and Tribal officials, which help
ensure appropriate action is taken to prepare communities for weather and water
events.

Community Preparedness

NOAA’s Coastal Storms Program (CSP) is a Nation-wide effort to reduce loss of
life and mitigate impacts of storms on coastal communities and the environment.
CSP provides dedicated resources and expertise from across NOAA to deliver capac-
ity-building tools, training, data, and other products and services to enhance hazard
resilience in coastal communities in particular. For example, NOAA has worked
with communities along the Gulf of Mexico to provide a simple, inexpensive method
for leaders to perform a self-assessment of their community’s resilience to coastal
hazards. The results help communities prioritize what needs to be addressed before
the next extreme event. Through these various community resilience efforts, NOAA
is placing an increased focus on social science to better understand how and why
decisions are made at the State and local levels and how NOAA can improve its ef-
forts to communicate risk and uncertainty to the public at large.

Through the NOAA Climate Program Office’s Carolinas Integrated Sciences and
Assessments (CISA) team at the University of South Carolina, researchers are en-
gaging local stakeholders in resilience planning in the coastal Carolinas. CISA
works with South Carolina Sea Grant to develop science-based, participatory plan-
ning exercises for South Carolina communities to plan for sea-level rise and climate
adaptation. For example, CISA and Sea Grant partnered with the Beaufort County,
SC Planning Department to produce a report containing recommended adaptation
actions. While this project was originally intended to help inform Beaufort County’s
update of its Comprehensive Plan, several other opportunities have arisen from this
work. For example, the county’s Disaster Recovery planner has asked for help in
updating the Disaster Recovery Plan with sea-level rise projections. The county is
also creating a list of Capital Projects they will prioritize and fund.

On September 5, 2014, the National Academies’ Resilient America Roundtable an-
nounced its first two American communities that will be the focus of pilot projects
to develop a community disaster resilience strategy, based on the Research Council
report Disaster Resilience: A National Imperative. The two communities are Charles-
ton, South Carolina, and Linn County/Cedar Rapids, Iowa. Over an initial 2-year
period, Resilient America Roundtable teams will work with decision makers, local
organizations, businesses, and citizens in Charleston and Cedar Rapids, along with
Federal partners, to better understand the risks each community faces and design
strategies to bolster resilience to these risks. Lessons learned in each of the pilot
communities will be shared broadly with other communities across the Nation.

A complementary effort kicked off this summer in Charleston. The Department
of Homeland Security’s Office of Infrastructure Protection, FEMA and NOAA piloted
a Climate Change Adaptation Exercise in June 2014. This exercise was an impor-
tant first step in developing strategies and coordinating stakeholder planning efforts
related to climate preparedness and resilience for critical infrastructure in the
Charleston area. State and local partners, including the S.C. Sea Grant Consortium,
the S.C. Department of Health and Environmental Control’s Office of Ocean and
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Coastal Resource Management, the SC Emergency Management Division, the City
of Charleston’s Emergency Management, and the College of Charleston, took part
in the planning and implementation of this exercise.

While the topic of this exercise was climate change, the benefits will be reaped
in the aftermath of another Hurricane Hugo or other hazard event that has the po-
tential to strike at the heart of the South Carolina economy including our busi-
nesses, lives, and livelihoods. A core group of partners has formed an after-action
committee to develop a Charleston Resilience Network. While the scope of this net-
work is still being refined, the overall goal will be to create a defensible and repeat-
able decision-making process that will support the region in making smart decisions
and investments during times of response and recovery. Components will include
identifying hazard vulnerabilities and consequences, assessing the costs of risk miti-
gation action and inaction, identifying investment opportunities and developing the
plans in which to make those investments. This effort and the Resilient America
Roundtable pilot will complement one another with a strong network of Federal,
State, Tribes, and local partnerships, and serve as a model for other community re-
silience networks.

NOAA has also been active in working alongside the DHS/FEMA-funded National
Domestic Preparedness Consortium’s National Disaster Preparedness Training Cen-
ter (NDPTC) at the University of Hawai’i. This effort, which is National in scope,
is providing a wide range of training to thousands of emergency and disaster man-
agers, community planners, and other officials to improve their level of prepared-
ness and capacity to deal with events. NDPTC develops and delivers FEMA-certified
training courses, and a partnership with NOAA has resulted in the co-development
and delivery of several course offerings. The overall focus is on disaster prepared-
ness, response, and recovery, with a specific focus on natural hazards, coastal com-
munities, and the special needs and opportunities of Tribes, islands, and territories.

SUMMARY

Although nothing can eliminate the physical threat that severe weather and nat-
ural hazards pose, NOAA has demonstrated success in better predicting hurricanes
and storm surge, communicating the impacts of weather and other hazards, pro-
viding science and technology data, information, tools, and services to reduce the im-
pacts of hazards, and helping vulnerable communities become more resilient to their
devastating effects. Such hazards include those that are episodic, such as extreme
events, but also those that tend to be chronic and will affect future risk consider-
ations, such as rising sea levels leading to more common (nuisance) flooding in low-
lying coastal areas and cities.

Presidentially- and State-declared disasters trigger vast amounts of available
funding to help Federal agencies deliver critical data, information and services to
impacted States, finance small business loans to keep the economy afloat, and allow
communities to clean up destroyed areas, rebuild damaged infrastructure, and pro-
vide housing for displaced families. However, to spend such funds wisely, it is crit-
ical to understand the complete nature of damages and to consider how well-devel-
oped recovery strategies can inform both the necessary community rebuilding efforts
as well as actions to improve resilience to future events.

Developing lines of communication and cooperation with partners now will en-
hance pre-disaster planning efforts. Once a disaster strikes, it is too late if such ad-
vance work has not been accomplished. The goal should be to ensure that coordi-
nated and informed decision making can begin in the immediate wake of a disaster,
enabling States and communities to respond effectively and rebuild in a more resil-
ient manner. To ensure that fiscally-wise and economically and environmentally
sound decisions are made, the Federal Government and its State and local partners
need to continue coordinated pre-planning efforts at the National, regional, and
State levels. Wise “pre-covery” decisions will ensure that we are able to remain re-
silient in the face of future events, from the next chemical spill to the 21st Century
Hugo.

Thank you for the opportunity to appear before you today. I would be happy to
answer any questions you may have.

Mr. DUNCAN. Dr. Payne, thank you so much.

The Chairman will now recognize General Livingston, Adjutant
General of South Carolina.
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STATEMENT OF MAJOR GENERAL ROBERT E. LIVINGSTON,
JR., ADJUTANT GENERAL, STATE OF SOUTH CAROLINA

General LIVINGSTON. Mr. Chairman, Mr. Meadows, thank you so
much for the opportunity. I am Major General Bob Livingston. I
am the adjutant general for the State of South Carolina, respon-
sible to the Governor for disaster recovery in the State of South
Carolina.

My role during Hugo was I was an engineer company com-
mander and also an operations manager for South Carolina Elec-
tric and Gas. As such, I was responsible for the restoration of
power along the coastline following Hugo.

What I saw in Hugo was a very resilient community that banded
together, absent of a lot of Governmental involvement, and at the
time, this was one of the shining moments in South Carolina’s his-
tory, our recovery. The State efforts, the local efforts, were very
well done for the time.

What we have seen since then is our environment has changed.
A couple things with the changing of the environment, the expecta-
tions of Governmental involvement is much higher by our local
populace, from the local level through the State level to the Federal
level. The density of the population is much greater on the coast-
line, so evacuation and safeguarding of property and life is much
more difficult.

In addition, we have emerging threats, or we have threats that
may choose this opportunity to cause additional problems for our
Governmental agencies and also our private industry.

You mentioned vulnerability to the electrical grid system. Back
during Hugo, we dealt with electromechanical. Today, we have
electronic that are all interconnected and are subject to cyber at-
tacks. The same is true in our command-and-control systems that
will be used in the future.

We also have a physical threat for nonstate actors to attempt to
cause problems for our citizenry or to enhance the disaster results.

Some of the things that we are doing better today, interagency
planning, planning at all levels of government. Disaster recovery
starts at the local level and builds up, unlike most operations that
start at a central level and go down. The exercises that we do, the
coordination, the planning that we have done, is much greater than
we had during Hugo. Our ability to have situational awareness is
much better.

Our agreements with the surrounding States through an Emer-
gency Management Assistant Compact, EMAC, is much stronger
than it was during Hugo, and we are much more proactive.

The dual status command where we can bring in Title 10 forces
increases our flexibility and also our breadth of operation within
South Carolina.

As you mentioned, our force structure changes have brought us
enhancements in aviation, communications, and to a certain extent,
our engineer structure.

Some of the things that concern me as we look at the 21st Cen-
tury: First off, infrastructure vulnerability. That is subject to at-
tack by state actors, peer actors, Third-World countries, and indi-
viduals that just want to cause havoc.
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Within South Carolina, we have had a reduction of troops from
11,000 to 9,000, and a loss of a major command headquarters. That
will affect our ability to respond internally. We have mitigated that
with ad hoc headquarters, along with the professionalizing of our
great State Guard.

Our coordination with our Title 10 forces is continuing to de-
velop, but it still has missed results. If you look at other disasters,
the coordination of all the resources coming into the State is not
as good as you would want it to be.

Then the use of Federal money for pre-positioning State forces to
either assist within a State or to assist other States, that money
is not available and really causes some issues when we try to pre-
position, like when we were helping Vermont during the flooding
and pre-position several States away.

In summary, we are better prepared command-and-control, force
readiness, and abilities, but the threats and expectations have
risen in line with our better preparation, and then the funding
issue always is a concern.

Thank you for the opportunity to talk to you about our prepared-
ness here in South Carolina. I am prepared to answer any ques-
tions.

[The prepared statement of General Livingston follows:]

PREPARED STATEMENT OF ROBERT E. LIVINGSTON, JR.

NOVEMBER 21, 2014

During Hugo, I was company commander of A Company, 122nd Engineer Bat-
talion and the Columbia operations manager for South Carolina Electric and Gas.
During the electrical restoration efforts, I was responsible for electrical restoration
in Columbia, SC. In less than a week we restored Columbia and I moved to the
coast where I was responsible for Folly Beach, Sullivan’s Island, Isle of Palms,
Awendaw, and McClellanville. My company headquarters was in the shadow of the
Ben Sawyer Bridge. My military company was commanded by my executive officer
but I had extensive contact with the National Guard concerning access, clearance,
and security. Today, I am responsible for the S.C. Emergency Management Division,
the S.C. National Guard and the S.C. State Guard. Similarly, a majority of the sen-
ior staff and command elements of the S.C. National Guard were present as com-
pany-level officers during Hurricane Hugo 25 years ago.

As we examine our ability to respond to another major Hurricane like Hugo, we
must do a thorough assessment of how the environment, urban and business devel-
opment and landscape have grown since 1989. Our main concern is always the pro-
tection of life and property. The population density on our coast has increased 40%
since Hugo and represents 20% of our State population equaling almost a million
people, almost double the 600,000 present during Hugo. Much of this growth is in
the Grand Strand Area and Beaufort.

This population must be evacuated prior to a major storm. The road systems are
largely unchanged except for some widening efforts. Our ability to communicate
with the population has improved greatly due to the density and expansion of social
media. Recent exercises and smaller events indicate that the road systems are suffi-
cilent as long as the evacuation order is given in a timely manner. This is a critical
element.

The housing construction and zoning codes are more oriented to resisting the ef-
fects of a major hurricane. We would not expect as much property damage per cap-
ita as Hugo, but the density is certainly greater. Our electrical grid and communica-
tions grid are much more robust due to growth and redundancy efforts.

Hugo was a source of distress but our ability to overcome is a source of pride for
South Carolina residents. We prided ourselves on being able to recover internally
and with independent action. Security was not a serious issue. The expectations of
creature comforts were not as great as those expressed by the U.S. population in
later disaster scenarios. We can expect a higher level of expectations of our Govern-
ment intervention to provide security and nonessential services. The level of unorga-
nized self-service to include amateur radio seems to have decreased while the level
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of organized community service has increased. Hurricane Katrina illustrated the
magnitude and immediate feedback from residents on their situations through real-
time media reports and social media. We did not face this during Hugo and in to-
day’s environment, we must be prepared.

In addition to the evolution of our population, construction, and infrastructure,
our outside threats have evolved. The United States is involved with non-state
threats that are stationed externally and internally. These threats may use a major
storm as a shaping event to cause harm to our population and infrastructure. There-
fore, we must be prepared for physical and cyber attacks. Our electrical infrastruc-
ture and communications networks are especially vulnerable to cyber attacks.

The organization of local resources have improved for a major storm. All disaster
relief begins locally and this is especially true in South Carolina. The cities and
counties in South Carolina have organized themselves to respond to major disasters.
They have incorporated a combination of dedicated relief workers, repurposed Gov-
ernmental workers, and an array of volunteer workers organized as Community
Emergency Response Teams (CERT). Many of the volunteer responders have exten-
sive training provided by the Federal Emergency Management Agency (FEMA). This
is the same training that full time emergency workers receive. All of the major cities
in South Carolina and the counties participate at some level at least yearly in a
State exercise to test the communications between Governmental entities.

The State’s ability to respond with an interagency effort is greatly improved. Not
only has each agency improved its internal organization and capabilities but also
the coordination between agencies is exercised at least twice a year to include the
involvement of the executive branch. South Carolina has strongly embraced the Na-
tional Response Framework which has the chain of command flowing from the Gov-
ernor allowing the system to be more responsive in support of the local govern-
ments. Experience has taught us that it is better to get out in front of a pending
disaster than to try and play catch-up. Although this approach may incur some up-
front costs (possibly significant) and political risks, the value of mobilizing and pre-
positioning needed assets at critical times and locations has proven to be a success-
ful strategy.

The ability of our State and local governments to amass, process, and share infor-
mation is a model for the Nation. Using a common internet-based Emergency Man-
agement Common Operating Picture (EMCOP), along with the South Carolina Com-
mon Operating Picture Enhanced (SCOPE) enables military and civilian organiza-
tions at all levels of response to see a common picture. These systems allow us to
integrate information without regard to the source. Examples include traffic cam-
eras, streaming video from a military platform and database information on the
readiness of a potential unit from another State. With this information we are able
to target areas for emphasis and to project resourcing. At the same time, we must
be careful of information overload, along with our vulnerability to a cyber threat.

The S.C. National Guard has emerged from 13 years of war as the most ready
National Guard in the history of our State. While our Army force structure has been
reduced from 11,000 to 9,000, our abilities to deploy the force in a timely and effec-
tive manner are increased. We have an excellent combination of the 10 essential ca-
pabilities determined by the National Guard Bureau needed for State emergencies.
These capabilities are Command and Control, Logistics, Aviation, Security, Engi-
neering, Transportation, Medical, CBRN (Chemical, Biological, Radiological, and
Nuclear), Maintenance, and Communications. Our internal aviation lift and utility
capabilities are much more robust than in 1989. In 1989 we had three UH-1 Huey
Helicopters. Today we have 11 UH-60 Black Hawk Medium Utility Helicopters, 4
UH-72 Lakota Light Utility Helicopters, and 6 CH—47 Chinook Heavy Utility Heli-
copters. We also have access to additional aviation assets located in neighboring
States. Our security force structure is similar to 1989 along with our maintenance,
logistics, and medical. Communications is greatly enhanced because of force struc-
ture changes and technology. Transportation is enhanced due to the addition of a
Transportation Battalion. CBRN is greatly enhanced due the training of our Civil
Support Team and the addition of a Chemical Company.

Command and Control has been degraded based on the loss of our Brigade Com-
bat Team (BCT), but that loss has been mitigated by the addition of a Maneuver
Enhancement Brigade (MEB). The MEB is a capable organization but does not have
the full planning or reconnaissance capability of a modern BCT.

We have added an engineer battalion to the State since Hugo, but total engineer-
ing capability has increased only slightly due to today’s battalions being signifi-
cantly smaller than battalions in 1989. Our current battalions are very modern but
the equipment is very specialized. In 1989, engineer battalions consisted of compa-
nies of Sappers who were multi-purpose. Today the companies are specialized with
route clearance, vertical construction, horizontal construction, and bridging equip-
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ment. These engineers will be harder to repurpose to domestic relief than the engi-
neers of 1989 based on the equipment. The flexibility and sense of commitment of
our soldiers remain the same.

With the reduction in manpower, the Military Department has fully incorporated
the capabilities of the Air National Guard. The Air National Guard brings command
and control, airfield management, transportation, and engineering capabilities. Ad-
ditionally, the S.C. Air National Guard has a program called Eagle Vision that was
not available during Hurricane Hugo. Eagle Vision consists of five DoD-deployable,
commercial satellite ground stations that are located in South Carolina, Alabama,
California, Hawaii, and Germany. They each provide users with near real-time com-
mercial satellite imagery of locations within their 1,300-mile visibility circle. Eagle
Vision Stations are used to collect and disseminate 1magery to various Government
agencies such as FEMA and USGS during natural disasters. They also support mis-
sion planning, time-critical targeting, and non-war-related operations.

The State Guard has been professionalized and brings about 600 general-purpose
troops for tasks like debris clearance and search-and-rescue. The organization also
has sections that consist of professional engineers, lawyers, medical personnel, and
volunteer deputies. These specialized sections can be employed in the support of a
local agency while being protected under State law.

Overall our National Guard capabilities have improved especially in the areas of
aviation, transportation, and command and control. Our loss of a BCT puts us be-
hind our neighboring States in organic command-and-control capabilities, but we
have compensated using our MEB and ad hoc augmentation. Our ability to collect
and analyze data greatly enhances our response effectiveness but it also creates vul-
nerability.

Our Emergency Management Assistance Compact (EMAC) agreements are greatly
enhanced due to increased capabilities and stronger partnerships with our neigh-
boring States. Additionally, the coordination of these resources through National
Guard Bureau increases the reliability of commitments; however, the formalizing of
these EMAC requests has slowed the “leaning forward” response by neighboring
States. In 1989, States would send assets without assurance of payment for services.
Today that response is a slower.

Use of Federal capabilities is more formalized than during Hugo and provides the
opportunity for better coordination. Significant improvements have been made in
the last few years to build/enhance relationships with our local, State, and Federal
partners especially at the Federal level with FEMA, NORTHCOM (Northern Com-
mand), and DHS (Department of Homeland Security). These partnerships have al-
lowed the valuable experience gained from minor storms/events in South Carolina
and major storms (Hurricane Andrew, Katrina, and Superstorm Sandy) on the Na-
gonahlevel to be shared and exercised in various training events to include Vigilant

uard.

The use of a dual status commander within a State ensures unity of command
and effort. Recent disaster response in other States using Federal forces has had
mixed results. These forces have the potential to fill capability gaps or shortfalls
within a State. The request process is burdensome, although it is being streamlined.
Often because of political pressure or relevancy issues, Federal forces are
prepositioned or employed without a request from the affected State. These actions
can inhibit restoration efforts and waste a tremendous amount of money.

Federal funding is a big issue. Federal forces are positioned without cost to the
State, however, the Federal Government does not fund EMAC repositioning which
is quicker and less expensive. This disparity creates false economies and wastes val-
uable resources. Legitimate requests for Federal forces can be labor-intensive. Re-
form efforts are on-going but are dependent on leadership and the commitment to
State sovereignty. While the dual status commander position is a great start, there
needs to be a legal commitment to State sovereignty, funding for EMAC positioning
and responsiveness of Federal forces.

FEMA is very responsive to the needs of a State during a crisis. They take a very
proactive and cooperative approach. The approval of Federal funds is still a very la-
borious process and is time-consuming. It is frustrating to a State that Federal
funds being sent to a State are delayed by bureaucracy while Federal assets are free
to reposition with little or no cost consequences. These dynamics are outside of
FEMA'’s control but should be addressed to increase a State’s ability to cooperate
and respond with other States within a region.

South Carolina is better-prepared to respond to a storm like Hugo than we were
in 1989. Our level of training, common situational awareness and ability to com-
mand and control are integrated at every level. Aviation is much more robust en-
hancing our search-and-rescue efforts. The ability to collect and merge real-time
data enables us to focus our response efforts. All State agencies are much more
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aware of their responsibilities and are more prepared. At the same time we have
to be aware of the increased expectations of the public and the threat of our enemies
taking advantage of a crisis. The integration of Federal assets is still being devel-
oped and has not advanced as much as our State capabilities. Funding for Feder-
ally-declared disasters is still slow, inconsistent, and unwieldy. Hugo was a defining
moment for South Carolina Emergency Management. After this devastating storm,
South Carolina leaders and our citizens proved their ability to deal with such a ca-
tastrophe and their resiliency. It is clear a similar storm could have a greater im-
pact due to population growth, increased expectations and increased threats; how-
ever, we are confident South Carolina is much better prepared than we were in
1989 because of increased capabilities, preparation, planning, and partnerships.

Mr. DUNCAN. Thank you, General. Thanks for your service.
The Chairman will now recognize Mr. Stenson for 5 minutes.

STATEMENT OF KIM STENSON, DIRECTOR, EMERGENCY
MANAGEMENT DIVISION, STATE OF SOUTH CAROLINA

Mr. STENSON. Good afternoon, Chairman Duncan, Congressman
Meadows.

Mr. DuncaN. Kind of swing that mike around. It might help.
Thanks.

Mr. STENSON. It disappeared for a second.

Thank you for this opportunity to discuss where we are in pre-
paring for the next Hurricane Hugo. State Emergency Management
has done much in the last 25 years to prepare for the next Hugo.

We do know that the State’s coastal population has continued to
grow rapidly. According to our own estimates, if a storm of similar
intensity on the same path as Hugo were to hit the State today,
it would cause more than $16.6 billion in damages and destroy
more than 21,000 homes State-wide.

So much was learned from Hurricane Hugo, and we put to prac-
tice many lessons that Hugo taught. Day-to-day, neither citizens
nor government in South Carolina is ready to deal with major dis-
asters. To prepare State Government for the inevitability of just
such an event, the State Emergency Management Division has co-
ordinated and drawn up a series of elaborate plans to deal with all
hazards, including hurricanes that might affect the State. The
plans have been refined and tested through the years and are bet-
ter than ever before.

Key among them is a South Carolina Emergency Operations
Plan, which assigns missions for agencies and volunteer organiza-
tions all working together as the State emergency response team.
Further, it establishes which agencies are responsible for what ac-
tions following a disaster.

Additionally, the State has developed and refined a comprehen-
sive hurricane plan. Such a plan did not exist 25 years ago, and
it now includes storm-affected areas and shelter locations based on
scientifically-drawn information matrices for evacuation decision
making, and extensive and excellent traffic management and lane
reversal provisions.

Prior to Hugo, few exercises had been conducted at the State
level. Today, the State exercise program has never been stronger,
and State-wide exercises are conducted yearly.

In June of this year, EMD conducted an unprecedented 4-day
State-wide exercise in concert with Hurricane Awareness Week.
The exercise tested the response and recovery plans and operations
State-wide.
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Organizationally, key members of the State emergency response
team have worked together productively for many years. That com-
bined with the process of planning, training, and working together
hones skills and builds a solid team in a far more advanced way
and far more extensively than ever before.

Ultimately, the process results in strong and diverse relation-
ships, which we think are crucial for success when disasters occur.

Affirmation of the increased professionalism and notable progress
in South Carolina emergency management became evident when it
attained full National accreditation by the Emergency Management
Accreditation Program. South Carolina’s emergency management
system has demonstrated through program assessment that South
Carolina’s program meets National standards.

Annually for the past 15 years, the division has produced and
published the official State hurricane guide as part of the overall
campaign to increase public awareness in dangers.

When disasters occur, the division utilizes contemporary and tra-
ditional media to provide timely and accurate information to the
public and interacts extensively through social media. Such public
outreach and interaction did not exist when Hugo arrived 25 years
ago.

The world of technology that exists today is radically different
from the technology in 1989. It includes computers, smartphones,
internet, social media, GPS, high-definition video, and live inter-
State traffic cameras.

Two important technological improvements are the 800 MHz
radio system, which provides State-wide communications interoper-
ability, and the Emergency Management Common Operating Pic-
ture, a situational awareness tool that provides a common view of
the situation, which is vital to the coordinated response.

Are we ready for the next Hurricane Hugo? The answer is yes,
but it is important to note that regardless of how much planning
and preparation take place, a Hurricane Hugo today will still leave
people without power, away from their homes, and roads impass-
able for extended periods of time.

Perhaps a better question is: Are we prepared for the next Hurri-
cane Hugo? Yes, we are. We have made much progress, but much
remains to be done. Our never-ending challenge is to build upon
the progress made in the last 25 years and continue to mitigate the
overall effects of the next Hurricane Hugo.

Thank you for the opportunity to testify, and I look forward to
any questions you might have.

[The prepared statement of Mr. Stenson follows:]

PREPARED STATEMENT OF KIM STENSON

NOVEMBER 21, 2014

Good afternoon Chairman Duncan, Members of the committee, and colleagues. On
behalf of the South Carolina Emergency Management Division, thank you for this
opportunity to discuss where we are in preparing for the next Hurricane Hugo.

THE HUGO LEGACY

Hurricane Hugo slammed into The Palmetto State north of Charleston just before
midnight on September 21, 1989. By early the next morning, it had changed the
lives of 1.8 million people, in one way or another, and in its wake had left damages
that marked it as South Carolina’s “Storm of the 20th Century.”



27

The human suffering associated with Hugo is compelling:

e 35 deaths (13 directly related, 22 indirectly related) and hundreds of injuries;

e $6.5 billion in damages (not adjusted for inflation);

e 264,000 evacuated from their homes in 8 counties;

e 270,000 unemployed;

e 60,000 homeless;

e 54,000 sought disaster assistance;

e Almost 90,000 people took refuge in 191 Red Cross shelters at the height of the
evacuation;

e For 30 days, the American Red Cross fed people in shelters and on mobile feed-

ing routes;

$62 million in food stamps was issued to more than 200,000 households;

$3.8 million was spent initially to rebuild dunes;

3,000-plus active-duty service members were deployed to help;

30 assistance centers got applications for loans, grants, housing, and other

needs;

e More than 6.7 billion board feet in timber valued at $1.04 billion was lost. The
damaged timber, concentrated on 4.5 million acres, represented 36 percent of
the State’s woodlands.

e $55.6 million in damages to primary and secondary schools.

More than $2 billion in crop damages.

e Presidential disaster declarations were issued for 24 counties seeking Federal
disaster assistance.

PREPARING FOR THE NEXT HURRICANE HUGO

State Emergency Management has done much in the last 25 years to prepare for
the next “Hugo.” We know it will happen; we just don’t know when. We do know
that the State’s coastal population has continued to grow rapidly, and according to
our own estimates, if a storm of similar intensity on the same path as Hugo were
to hit the State today, it would cause more than $16.6 billion in damages and de-
stroy more than 21,000 homes State-wide. So our preparations are on-going and
evolving.

In the past quarter-century, emergency management in general has moved light
years ahead, and South Carolina has gained significant ground because those ad-
vances have been integrated into our facilities, our technology, our staff, and our
process of planning, testing plans through exercises, and dealing with real-world
events. The process is crucial, we believe, not only for the tangible products but for
the relationships and team-building that occur as a result of it. We have put to prac-
tice many lessons that Hugo taught. Here are a few:

1. Comprehensive Planning.—Day-to-day, neither citizens nor government in
South Carolina is ready to deal with major disasters. To prepare State government
for the inevitability of just such an event, the State Emergency Management Divi-
sion has coordinated and drawn up a series of elaborate plans to deal with all haz-
ards—including hurricanes—that might affect the State. The plans have been re-
fined and tested through the years and are better than ever before. Key among
them is the South Carolina Emergency Operations Plan, or SCEOP, which assigns
missions for agencies and volunteer organizations all working together as the State
Emergency Response Team. Further, it establishes which agencies are responsible
for what actions following a disaster. The plan is organized according to Emergency
Support Functions or ESFs, similar to Federal ones, which emergency managers be-
lieve facilitate coordination between State and Federal agencies. Additionally, as an
appendix to the overall SCEOP, the State has developed and refined a comprehen-
sive hurricane plan. Such a plan did not exist 25 years ago. It evolved and grew
through the ensuing years, and now includes storm-affected areas and shelter loca-
tions based on scientifically-drawn information, matrices for evacuation decision
making, and—as a result of experiences in 1999 with Hurricane Floyd—extensive
and excellent traffic management and lane-reversal provisions developed by the De-
partment of Public Safety. The State also has developed a recovery plan, which sets
forth in detail many of the contingencies that had not been provided for when Hugo
hit, including methodology for management of donated goods, an issue that was a
source of harsh criticism following Hugo. Additionally, the State has put into place
a logistics plan and manager, a functional element nonexistent in South Carolina
in 1989, but now considered vital to successful disaster response.

2. Full-Time Hurricane Program Management.—SCEMD now has a full-time hur-
ricane program manager, a position that did not exist when Hugo hit. The manager
works with representatives from local, regional, and National levels to address hur-
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ricane issues. Meetings coordinated by the manager occur regularly with Hurricane
Task Force members to identify and resolve issues.

3. Exercises.—Prior to Hugo, few exercises had been conducted at the State level.
Today, the State exercise program has never been stronger, and State-wide exer-
cises are conducted yearly. In June, EMD conducted an unprecedented 4-day State-
wide exercise in concert with Hurricane Awareness Week. The exercise tested re-
sponse and recovery plans and operations State-wide.

4. Maturity and Experience.—Organizationally, key members of the State Emer-
gency Response Team have worked together productively for many years. That, com-
bined with the process of planning, training, and working together, hones skills and
builds a solid team in a far more advanced way and far more extensively than ever
before. Ultimately, the process results in strong and diverse relationships, which we
think are crucial for success when disasters occur.

5. Professionalism.—Emergency management is an emerging profession in the Na-
tion and in South Carolina. In recognition of its importance within the realm of pub-
lic service, several universities including Lander, Anderson University, Columbia
College, and Clemson, have begun offering emergency management curriculum.
Those offerings are improving the quality of emergency management practitioners
State-wide. Affirmation of the increased professionalism and notable progress in
South Carolina emergency management became evident when it attained full, Na-
tional accreditation by the Emergency Management Accreditation Program (EMAP).
The accreditation was first granted in 2008, and re-accreditation was awarded in
2013. The accreditation process rigorously examined the ability of South Carolina
State and local government to respond to and prepare for disasters. EMAP sets Na-
tional standards for all aspects of a qualified emergency management program.
SCEMD’s abilities to plan for a disaster, to reduce the impacts of a crisis, and to
assist in the State’s recovery from devastation were all examined to ensure 63 Na-
tional standards were met by the State’s Emergency Management Division. S.C.’s
emergency management system has demonstrated, through program assessment,
documentation, and on-site assessment by an independent team, that South Caro-
lina’s program meets National standards.

6. Increased National Guard Capabilities.—While the S.C. National Guard made
major contributions to the response and recovery effort during Hurricane Hugo, Maj.
Gen. Robert Livingston, the State’s Adjutant General, recently noted the State’s
11,000 Army and Air National Guard are much better equipped now than when
Hugo hit. The S.C. National Guard has more capability in several areas to include
aviation, engineering, mobile air traffic control, communications, imagery, and
streaming video. Further, repeated Guard deployments to Iraq and Afghanistan
have produced a trained cadre of men and women who are familiar with working
under difficult conditions.

7. Public Awareness.—Annually for the past 15 years the Division has produced
and published the official State Hurricane Guide as part of an overall annual cam-
paign to increase public awareness of hurricane dangers. The guide, which is dis-
tributed State-wide via the internet and along the coast as a newspaper insert, pro-
vides information to the public that is critical to life safety before, during, and after
storms. In addition, the Governor of South Carolina issues annual proclamations for
Hurricane Awareness Week and makes coastal media tours to emphasize the
storms’ importance. Furthermore, the Division participates in numerous awareness
events in all coastal counties. When disasters occur, the Division utilizes contem-
porary and traditional media to provide timely and accurate information to the pub-
lic, and interacts extensively through so-called social media. Such public outreach
and interaction did not exist when Hugo arrived 25 years ago.

8. State Emergency Operations Center.—The current location of the State Emer-
gency Operations Center, which also houses the State Emergency Management Di-
vision, did not exist when Hugo came to call. In 1989, the Division was located in
a poorly-staffed, highly-inadequate, technologically-insufficient location in downtown
Columbia, in the basement of the Rutledge Building. The facility did not have a
dedicated and adequate State Emergency Operations Center, and much of the avail-
able technology was antiquated and insufficient. In the year 2000, the Division
moved into its current location after retrofitting a former National Guard armory
to contemporary standards for State emergency operations and management. The
facility greatly enhances the Division’s ability to function properly. The move would
not have been possible without the assistance of Emergency Management Perform-
ance Grant funding.

9. Technology.—When Hurricane Hugo hit South Carolina, some county emer-
gency management offices did not even possess fax machines. In the Emergency
Management Division there were only three computers, but they were not connected
by a network and they were rarely used; most business was conducted on paper.
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The world of technology that exists today is radically different from the technology
available then. The new technology includes ubiquitous computers, smart phones,
the internet, social media, Geographic Positioning Systems, high-definition video
and live inter-State traffic cameras. None of the technological advances the Division
has made to keep up with new technological demands would have been possible
without assistance through Emergency Management Performance Grants. Two re-
cent and important technological improvements are the 800-MHz radio system and
a system that provides a common operating picture to responders. The 800-MHz,
trunked, two-way radio system is a redundant communication system that allows
for communication among State and local government entities State-wide. Most of
the towers integral to the system have backup generators, and the Civil Air Patrol
provides airborne repeaters when ground systems fail. The Emergency Management
Common Operating Picture (EMCOP), a situational awareness tool, can be accessed
anywhere on-line, and it provides a common view of the situation, which is vital to
a coordinated response.

10. Assistance Requests.—The Emergency Management Division was harshly criti-
cized post-Hugo for its inability to effectively manage requests for assistance from
counties, organizations, and individuals. The Division was not equipped to effi-
ciently handle the vast number of requests. Today, the Division uses computer tech-
nology to receive and track requests, and the system is also utilized in counties. It
is far superior to paper, handwritten forms, and tracking methods used when Hugo
happened.

11. Specialized Teams.—State or regional Urban Search and Rescue, Incident
Management, and Medical Assistance Teams were not available in 1989. South
Carolina now has 5 Urban Search and Rescue Teams, 5 Incident Management
Teams, and 4 Regional Medical Assistance Teams to back-up local resources.

12. Consistent Evacuation Signage.—When Hugo came, evacuation signage on the
coast was varied or non-existent. Since then, the EMD worked with the State De-
partment of Transportation to install 500 standardized evacuation signs in 19 South
Carolina counties that mark the evacuation routes.

13. County Improvements.—All 46 South Counties have a dedicated emergency
manger and emergency operations center, which SCEMD supports financially
through the Emergency Management Program Grants. The majority of Federal
funds SCEMD receives pass directly to local emergency management program, al-
though EMD keeps a portion for basic operating costs.

CONCLUSION

Much progress has been made in planning for the next Hurricane Hugo and much
of that planning has been supported by Emergency Management Performance
Grants, Pre-disaster Mitigation Grants and other Homeland Security grants. These
resources have been integral to supporting many of the initiatives discussed and
their continued support is key to maintaining and sustaining our efforts in pre-
paring for the next Hurricane Hugo in South Carolina.

While many things have changed in emergency management since Hugo, a pri-
mary one has not: No force wielded by human beings can equal the catastrophic fe-
rocity of nature, and a major hurricane is still a tremendous challenge. Many
changes have been made in response to the demands of Hurricane Hugo, and those
changes have universally improved the State’s ability to respond to not only hurri-
canes but to any disaster—natural or man-made—that the State might encounter.
Are we ready for the next Hurricane Hugo? The answer is yes, but it is important
to note that regardless of how much planning and preparation take place, a Hurri-
cane Hugo today will still leave people without power, away from their homes, and
roads impassable for extended periods of time. Power will not be instantly restored,
people will not be able to immediately return to their homes, and roads will not in-
stantaneously be cleared. Perhaps a better question is are we better prepared for
the next Hurricane Hugo? Yes, we have made much progress but much remains to
be done. Our never-ending challenge is to build upon the progress made in the last
25 years and continue to mitigate the overall effects of the next Hurricane Hugo.
We will continue to move forward with your continued support.

Thank you for the opportunity to testify and I look forward to any questions you
may have.

Mr. DUNCAN. Thank you so much.
The Chairman recognizes Sheriff Skipper.
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STATEMENT OF SHERIFF JOHN S. SKIPPER, JR., SHERIFF,
ANDERSON COUNTY, SOUTH CAROLINA

Sheriff SKIPPER. Thank you, Mr. Chairman and Representative
Meadows.

Mr. DUNCAN. If you could turn the mike around, it just helps for
this room.

Sheriff SKIPPER. Again, Mr. Chairman and Representative, thank
you for the opportunity to be here. Being the last on the list, I have
a lot of stuff in my statement they have already said, so I am going
to jump on a little bit and expound to tell you and elaborate on
from the county level everything these folks have already said is
true.

With the cooperation of work and effort along with everyone, the
numbers show—I was surprised on some of the numbers. There
has never been a Category 5 hurricane hit South Carolina. It has
always been 4s and 3s and things like this.

So with that said, and Mr. Stenson said that about the exercises
we have been having since Hurricane Hugo, I would just like to go
through the list, because I think it is important to tell everyone
who has participated in that, when they set these examples up and
exercises around the State, you are talking about the Emergency
Management Division along with State Law Enforcement Division,
the South Carolina National Guard, the South Carolina Highway
Patrol, the South Carolina Department of Natural Resources, plus
many local agencies such as sheriff offices, fire departments, local,
county, and city fire departments, and the police chiefs within their
local departments, and with the county emergency management
along, in the up-State, and I can speak to this because I am from
the up-State in Anderson County, our public health entities and
hospitals all participate in these exercises.

We look at it, as you have already heard from these folks, from
the whole-community approach, that it is all part of the commu-
nity. It is not just individual silos that happen. We have to be out
there communicating with each other.

Interestingly enough, it doesn’t take a direct hit from a hurricane
to actually cause us problems. Examples of those are Andrew,
when those came through Florida and ended up coming up through
the up-State and causing mostly flooding and spawning tornadoes,
which causes us problems. So it is not just a direct hit from a hur-
ricane. That was in 1992. Also, Hurricane Ivan, Hurricane Katrina,
still caused us a lot of problems.

The reality is that all disasters, whether natural or man-made,
are local and regional in nature. They come to us at the local level
to be able to have to approach it. So we have been training with
that concept on the all-hazards approach.

My daddy always told me it is always good to know where you
come from to know where you will be going. So with that, I give
an example of the Superstorm Sandy in 2012. One thing that came
out of that was the media aspect.

They set up some media levels where people were texting and
grabbing those texts and being able to go out there and outsource—
crowdsourcing, as you call it in the computer world. I think the
technical guys are going to talk to us later from Clemson.
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But when you grab that information, it actually gave them a bet-
ter intel-driven support on where needs were, rather than every-
b}(;dy trying to figure out where it was. So that was good input from
there.

The local FEMA and when we deal with local issues when FEMA
comes about—and we need to look at them, I think, as a good Fed-
eral partner, because as we have seen as from other disasters,
within the first 48 to 72 hours, we are kind of there. It is us wait-
ing for those assets to get there. So we need to be prepared. I think
the up-State is being prepared, and I am going to give you some
examples.

A quick example is February of this year. We had an ice storm
in Barnwell County. Small Barnwell County had a disaster. They
had one emergency manager, one or two people in the office. They
had trees down. Power lines down. Duke Power was out all over
the State trying to do those things.

We have a group, and I am going to talk about it in a minute,
in the up-State that reached out to them. David Porter is actually
here in the audience. He is the emergency manager and Abbeville
County. He reached out to them and said, if you need any help, be-
cause we actually survived part of that storm in the up-State.

So we sent people down there and ended up being Anderson
County, Abbeville County, and Jasper County sent folks down
there to help them mitigate the plan and let the manager go home
and get some rest. With that, they helped do the disaster plan that
the Governor was needing to put in for the FEMA request.

So that all comes out from a thing that we started in Anderson
County back when I was a captain. It is called the Western Pied-
mont Regional Emergency Managers Task Force. That is the five
counties around me. That is Pickens County, Oconee County, An-
derson County, Abbeville County, and Greenwood County.

We put this group together years ago because we found out that
we were putting in for grants—we, the sheriff offices and emer-
gency managers in Anderson County. Come to find out, these other
counties were putting in for the same grants for the same stuff. So
we formed this group to put our heads together to say we can go
forth, and let us get some equipment and let you get some equip-
ment, and we can all share, so we won’t all be competing for the
same thing.

There is a 1033 program out there that the Government supplies
to us. That equipment is very good for us, especially people that
have small budgets. About the only issue I have seen negative
come out of it is some of our community sees it is as kind of the
Federal Government coming in and wanting to take over the local
assets. But as we know, that is not true.

There are other programs that we have already mentioned here.
I think it is important to understand and know that, in Anderson
County, we realize that when something happens, it could very
well be it is going to be on us for a while. We are going to have
to sustain those assets, and, like I always say, wait for the cavalry
to arrive. We, certainly, appreciate when they do.

I can’t express enough from our State partners that when we are
in trouble or we need assistance, they are always there, and they
are always in the planning.
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I will give you this quick example in closing. We just went
through accreditation at the 9—1-1 center and hopefully will be ac-
credited in March. One of the managers came in from Mississippi,
and he started in law enforcement in 1962, so he has been around
a little longer than me. So with that said, he said, I go all over this
country doing accreditations, and in looking at what we were doing
in our 9-1-1 center, because we have the plans in place that in-
clude Pickens County, Oconee County, Abbeville County, and
Greenwood County, and our responses as part of that task force,
he said, I have never seen any county that I have been to that co-
ordinate and communicate better than this county and those coun-
ties with us.

So with that, we appreciate your having me here, and I will be
glad to answer any questions.

[The prepared statement of Sheriff Skipper follows:]

PREPARED STATEMENT OF JOHN S. SKIPPER, JR.

NOVEMBER 21, 2014

It has been over 25 years since Hurricane Hugo slammed into the city of Charles-
ton, SC, around midnight on the 22nd of September in 1989. The hurricane, a Cat-
egory 4, made landfall near Sullivan’s Island. The hurricane caused 13 directly re-
lated deaths and 22 indirectly related deaths, and it injured several hundred people
in South Carolina. Damage in the State was estimated to exceed $7 billion, includ-
ing $2 billion in crop damage. Not even including the expansive growth of the South
Carolina Coastal region since 1989 that would be closer to $15 billion in today’s
economy. Add to that the negative economic impact if the recent Boeing manufac-
turing facility were to sustain damage or delays in filling orders.

According to the South Carolina Department of Natural Resources, hurricanes
and tropical storms are infrequent visitors to coastal South Carolina. In the period,
1901-present, only 27 tropical cyclones have made landfall on the South Carolina
coast. Of these, only 8 were of Category 2 to Category 4 intensity. Since 1900, no
Category 5 hurricanes have hit South Carolina. There have been 2 Category 4 hurri-
canes, Hazel in 1954, and Hugo in 1989 and 2 Category 3, an unnamed storm in
1945 and Gracie in 1959.

Since Hugo, the State of South Carolina has worked to improve its readiness and
response to a direct hurricane hit. Almost annually the State Emergency Manage-
ment Division, along with other State agencies such as the State Law Enforcement
Division (SLED), the South Carolina National Guard, the South Carolina Highway
Patrol, the South Carolina Department of Natural Resources, (DNR) plus many
local agencies, such as county sheriff’s offices, police chiefs and their local depart-
ments, county emergency management, along with public health agencies and hos-
pitals, participate in intensive drills and exercises to train first responders on how
to mitigate the potential damage, and to preserve lives. These exercises are con-
ducted using a “whole-community approach” to maximize recovery and resiliency ef-
forts, and test and improve the Emergency Management (EM) System. It should be
noted, it does not take a direct hit from a hurricane, such as Hurricane Hugo, to
negatively impact the State of South Carolina. Most of the deaths and injuries from
tropical cyclones are not from the wind, but from flooding and frequently spawned
tornadoes.

Recent hurricanes, that did not directly hit South Carolina, caused wide-spread
damage within the State, and in up-State South Carolina. Here are just a few of
many examples. Hurricane Andrew hit the greater Miami area of Florida in August
1992. The storm tracked into the Gulf of Mexico and inland again, making its way
toward the up-State of South Carolina. The remnants of this storm left a large
amount of rain and flooding, even spawning tornadoes. The same is true with Ivan
in 2004 and Katrina in 2005. Even though these storms did not hit South Carolina
directly, their impact and damage was felt in South Carolina.

The reality is this, most all disasters, whether natural or man-made, is either
local or regional in nature. A local response, using an all-hazards approach, is the
most effective and most efficient method of dealing with these situations.
Superstorm Sandy, which struck the northeast in October 2012, impacted a large
area, but for the most part, was handled by local authorities in the areas hit.
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Superstorm Sandy also demonstrated the value of using social media in ascertaining
where to best deploy resources in the recovery efforts. Crowd-sourcing became an
effective tool in assessing need. Crowd-sourcing, using open-source tools, allows
Emergency Operation Centers (EOC’s) two-way communication with the public, pro-
viding validated “intel-driven” solutions and responses for effective actions to any
given situation or disaster. While, as in the case of Superstorm Sandy, FEMA
played a significant part. The primary mitigation and recovery efforts were handled
at the local and State level. Local and State governments should not look at FEMA
as the primary responder in any given disaster, as that would be logistically impos-
sible. FEMA needs to be viewed as a valued Federal partner providing additional
resources in the recovery and rebuilding efforts. FEMA’s advance support of local
agencies provides those agencies with the needed tools to be able to respond quickly
and effectively.

In February of this year South Carolina experienced a significant winter storm.
Many counties were affected to varying degrees. One county, Barnwell County, ex-
perienced major damage from an unprecedented ice storm event. This storm
knocked out power, and took down numerous trees, blocking roadways. It became
more than the local emergency staff could handle on their own. However, rather
than reaching out to the Federal level for help, Barnwell was helped by their re-
gional neighbors in dealing with that situation. Staff from Anderson County assisted
Barnwell County, as did Abbeville and Jasper Counties.

One of the great changes in recent years, at least in the up-State of South Caro-
lina, is mutual cooperation across county lines. Several years ago several counties
got together to form the Western Piedmont Regional Emergency Management Task
Force. This regional organization, which currently consist of 5 counties, has been
working and training together to help each other in times of disasters. By shedding
old territorial boundaries, we have found a way to maximize limited resources dur-
ing tough economic times.

The Federal 1033 program administered by the Department of Defense, has been
a major help for local agencies. The U.S. Department of Defense (DoD) 1033 Pro-
gram permits the Secretary of Defense to transfer excess DoD supplies and equip-
ment to State and local law enforcement agencies for use in their law enforcement
duties. This property is procured at no cost to the agency with the exception of any
shipping or transportation costs.

The type of property available includes but is not limited to tactical and riot gear,
vehicles, watercraft, weapons, and night vision. All equipment must be strictly ac-
counted for. It has been a great benefit at the local level in being able to procure
materials that otherwise might not be obtainable by limited local budgets. In Ander-
son County we have used some of these assets in recent winter storm events in
2005, 2010, 2012, and this year of 2014. The Boston bombing event in April 2013
reminds us how such assets can be deployed for the benefit and safety of the public
at large on the local level. However, the only negative aspect of the program has
been the public perception that this is nothing more than the Federal Government
trying to leverage control or takeover of local law enforcement and their associated
emergency management agencies.

In addition, Defense Support of Civil Authorities (DSCA) the process by which Na-
tional Guard, Army Reserve, and other military assets and personnel can be used
to assist in missions normally carried out by civil authorities, such as responses to
natural and man-made disasters, law enforcement support, special events, and other
domestic activities, has been an additional asset for local agencies. In Anderson
County our Emergency Management has been under the Sheriff’s Office for 5 years.
For us, this has proven to be an effective partnership, as in times of disasters and
emergencies, both agencies must work together. Being under the same umbrella has
proffered a good working relationship and understanding, which benefits our entire
community.

In looking at how we would deal with a Hurricane Hugo-type event in the 21st
Century, the lessons learned since that time are invaluable. Local preparedness and
local incident management are vital in resiliency. Using technology to better inform
the public and media are essential in putting forth an accurate message. Developing
partnerships with fellow stakeholders, rather than working in individual silos is im-
perative. By working off a common operating platform and unified command, dupli-
cation of efforts is avoided, and a more effective response can be engaged. In times
past, agencies working without coordination with other agencies often tended to ei-
ther duplicate, or get in the way of other agencies efforts.

Emergencies, at the local level, are best responded to at the local level. This is
easy to understand, as local emergency management knows their capabilities and
resources. They also know their regions and their unique risks. These agencies have
also established local and regional partnerships, and have built long-standing rela-
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tionships, invaluable during times of disaster. For example, in Anderson County, we
are located on a major Interstate corridor, Interstate 85, which is the commerce link
between Atlanta and Charlotte, and a large part of the United States. Critical infra-
structure is in our region, including major nuclear power generating facilities, and
major vital industry. The loss of any of these would not just impact the local region,
but would have a domino effect over a far larger region. Our well-established rela-
tionships and partnerships give us an edge on our initial response to any given situ-
ation, and can help sustain those efforts during those critical first 72 hours; the
time frame that additional outside assets may need to prepare and arrive.

Other lessons learned are to use creative methods to share information with the
public. Superstorm Sandy demonstrated the power of crowd-sourcing and social
media. Social media can be a two-way street to learn from the public where the
problems are, and to best deploy the most effective response. Recent innovations,
some that have been initiated at the Federal level include the IPAWS system.
IPAWS, or the Integrated Public Awareness System, allows local emergency man-
agers the ability to send timely and accurate information via multiple platforms, in-
cluding text messaging, the Emergency Alert System at local radio, television, and
cable outlets, and NOAA Weather radio from one common platform, just to name
a few. Anderson County is a participant in the IPAWS program, one of the very first
in South Carolina, and among a small number Nation-wide.

Anderson County has also developed its own set of applications to better serve the
public. Anderson County was the first to deploy Safetown. Safetown is a website and
phone application that can be used as a two-way street with the public. Websites
and the extensive use of social media, including Facebook and Twitter in maintain-
ing an on-going dialog with the public.

In Anderson County we have the concept of “Anderson Strong.” We are working
to inform the public, and even train the public to handle a variety of potential
threats, including things the public can do when faced with workplace violence, ac-
tive shooters, and even a school intruder event. Hundreds of people have gone
through this training program to date, with many more training events planned.

In Anderson County we realize that when something happens, we may very well
be on our own for a substantial amount of time before other assistance, whether at
the State or Federal level can arrive. Waiting on the Federal Government to handle
a local matter is not an option for us, or any local emergency management agency.
Emergencies are best administered from the ground up, not from the top down.
When a crisis arrives, time is of the essence. In addition, local emergency manage-
ment personnel know their local assets, resources, and have built established rela-
tionships to help in the mitigation and recovery efforts. The most efficient response,
particularly at the Federal level, is to be a valuable resource and valued partner,
but not to run the day-to-day aspects of any particular incident.

Hurricane Hugo demonstrated the need for a stronger emergency management
community. However, the lessons learned, and actions taken during this time, have
a more far-reaching effect. Hurricane Hugo was not simply a coastal event. Its affect
could be felt hundreds of miles away. Since 9/11/2001 the focus has been on an “all
hazards” response to emergencies. While it is true that we are far more able to deal
with the aftermath of a Hurricane Hugo, our agency is far better prepared to deal
with any type of emergency that may come our way. When it comes to any type
ofhdisaster, natural or man-made, it’s not a matter of if, it’s simply a matter of
when.

Mr. DUNCAN. Sheriff, thank you.

I want to thank all the gentlemen on behalf of the subcommittee.
A lot of insight.

So I want to recognize myself for a period of time for questions.
What I would like to do is I will ask some questions for the first
5 minutes, and ask Mr. Meadows to ask some questions, and then
we may have another round of questions with this panel seated.

One question we have is: Why come to Clemson? Why bring a
Congressional hearing into the State? No better place to focus on
the things you heard about today on local, State, and Federal re-
sponse to natural disasters, but also other type of events that could
affect our safety and security.

Let me start with Mr. Stenson. One of the lessons that we had
after 9/11, and I think we experienced some of this after Hurricane
Hugo, was just the ability for multiple agencies to communicate,
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whether it was local law enforcement, or whether it was first re-
sponders, or whether they were communicating with the folks at
the Federal level. So if you could tell me what the State has done,
working with the Federal Government, because I know there has
been a lot of FEMA grants and Homeland Security grants to help.

I remember 800 MHz radios when I was the State Legislature,
but I think we have evolved even beyond that. So communication
is vitally important. Can you tell me what we have done on that,
in that regard?

Mr. STENSON. Yes, sir, a couple things kind of at the broader
level. I mentioned before about the Emergency Management Com-
mon Operating Picture. That also includes a program we call Web
EOC. It is a Web-based Emergency Operations Center manage-
ment system, basically.

Basically, everybody that wants access to it in the Government
sector can access that information. It is not only just physical infor-
mation, like the number of shelters that are available or open
roads, that sort of thing. But now we have a system here that we
fielded about a year ago, EMCOP, Emergency Management Com-
mon Operating Picture, which allows us to look at it visually as
well.

Then you can look at different layers. If you want to just look at
roads, you can look at roads. If you want to look at fire stations,
all those things.

So being able to do that and getting that common picture is crit-
ical, so that everybody knows, at the Anderson County level, at the
State level, at the Federal level, we are all looking at the same pic-
ture.

So at that larger level, that is very, very critical. A lot of that
didn’t exist even 10 years ago. But most States are working on that
right now and have done something.

I guess on the other piece of it, I also want to mention, in terms
of the communications piece, is interoperability. You mentioned the
800 MHz. South Carolina is very fortunate. We have a very built-
out 800 MHz system. It is trunked. The repeaters have generators.
It works very well on a day-to-day basis. We think it has fairly
high survivability, in terms of being able to operate.

For those areas that may become affected, where the repeaters
are not working, we do have a system where we use the civil air
patrol as airborne repeaters and send them up in the air.

For those folks on the ground who do not have 800 MHz capa-
bility, our budget control board, their information technology folks
have a cache of 800 MHz radios that they can basically deploy to
the field and pass out. They have done that on many smaller
events.

So I think those are some of the bigger things we have done in
terms of communications interoperability and making sure that ev-
erybody is on the same plane. We are looking at

Mr. DuNCAN. Not to interrupt you, but during your emergency
training, do you all practice on redundancy? Do you make sure in
all eventualities that there is some form of communication?

Mr. STENSON. Yes, sir. We do that. One of the things I didn’t
mention is one of the things we do on almost every major exercise
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is we bring down the communication system and work with the
amateur radio folks.

They have a presence in most counties, and they have proven to
be, I won’t say invulnerable, but they have a high level of capa-
bility, because it is fairly low-tech point-to-point communications. It
is not very vulnerable. So those type of things.

We also have a local Government radio system that we run that
also does the same thing.

So we do exercise those pieces during our exercises to make sure
that we can use mobile repeaters and that sort of thing.

Mr. DUNCAN. Just a couple follow-ups on that line of questioning.
With Oconee Nuclear Station here, how well do you communicate
with North Carolina?

I know that is interesting to my friend from Western North Caro-
lina.

Mr. STENSON. We do very well, actually, and especially with the
Catawba plant actually up in York. That is even more important
in terms of that. We work very closely with North Carolina.

Mr. DUNCAN. Are they comparable in the event of an emergency,
the systems?

Mr. STENSON. Yes, sir. We have a good relationship there.

I think everybody knows that disasters do not know boundaries,
so you are going to have to be able to work with the people in other
States and across other counties and across those State boundaries.
That is very critical.

So yes, in fact, we do that. They will be part of the whole process.
They will be on the conference calls. We will be consulting them.
Yes, sir.

Mr. DuNcaAN. All right, I am going to continue down that line.
Everybody in here probably has a smartphone in their pockets. So-
cial media is such an important aspect of how we communicate
with citizens.

I know, Sheriff Skipper, the Sheriff's office has been using
Facebook and social media to communicate about events within An-
derson County. Let’s expand that.

How is South Carolina emergency management using social
media to communicate with the citizens? Then I want to go beyond
that and ask the folks at the Federal level how you integrate social
media and how at the National level, for emergency response, we
are communicating with folks in the Nation.

So I want to start with you. Sheriff, if you want to chime in after
that.

General Livingston, this may not apply to the military. We will
come back to you with some questions in a minute.

But let’s start with South Carolina.

Mr. STENSON. Sir, that is something that we started up a couple
years ago, getting very actively involved in that. Fortunately, we
have some talent in-house that can do that. We routinely use that
and use it both during disasters and day-to-day.

A lot of the information that push out—I am sure right now, as
we are speaking, this is being pushed out through our social media
channels. There is no doubt in my mind.

Mr. DUNCAN. That is happening immediately?

Mr. STENSON. Pretty real-time. Yes, sir.
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I have no doubt. I didn’t check before I left, but I have no doubt
that there is something out there right now on that.

Then we will also do it during actual events. One of the things
that we are working on, though, is we are working on a system of
being able to effectively mine that data as it comes in.

Right now, we are using it a lot in terms of pushing out the in-
formation. But there is also some intelligence value on what is
going on out there in those different places that we should be able
to get. But we have to be able to mine it and manage it. It is al-
most like a military intelligence operation.

I will be honest with you, we are still working on that. We are
going to see where we need to go with that piece of it.

Mr. DuNcAN. Sheriff, if you will let me know what you are doing
on the county level.

Then I want to hear from the Feds.

Sheriff SKIPPER. Sure. We participate, I don’t know if you are fa-
miliar with the IPAWS software out there, the Integrated Public
Awareness System. It is put up around, especially on the inter-
states. We were one of the first, I think I am correct on this, one
of the first in the State to integrate that within our area.

So when you sign up on your phone to get those alerts, you will
be going down the road and when you get in a zone of 15 miles,
20 miles, whatever that zone is, you will be alerted of a situation
going on. Your phone will go off and give you that.

We are also doing text messaging and emergency alerts, all those
things that go with NOAA.

We have a program that we started and was the first in the
country called Safe Towns. Safe Towns allow people to call in our
9-1-1 center or go on our website and sign up and put stuff in
about them.

There was little bit of a first response of big brother watching
you, but we told them the process is, you put that in the system
and it is stuff that you want to come up, if you have an incident.
So you can put stuff in there about your home, if you have two
dogs in the basement, so when the fire alarm comes in and the fire
truck is on the way, when they put that address in the 9-1-1 sys-
tem, a little box pops up and gives that information that you as a
homeowner want them to know about, with your relatives that are
there, things about your house.

We also have an opportunity where folks can access real-time
calls, when a call is being put out in the 9-1-1 center. Now, we
do screen some of those. We don’t put every single one on there,
because there is some sensitive stuff going on.

But if you wake up at 3 o’clock in the morning, if our citizens
hear a siren going through your neighborhood, if you want to get
up out of bed and turn you computer on, you can see what is going
on in your neighborhood.

So those are just some of the things that Safe Town can take can
do in pushing it out, much less the alerts we send out to our offi-
cers and all the surrounding counties around us.

Like I said, these folks, many of them are here with me, behind
me with the Western Piedmont Task Force. It is all connected to
that, and we are integrating it as best we can.

Mr. DUNCAN. I think it is awesome.
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Congressman Meadows and I both serve on the Foreign Affairs
Committee. We were meeting in June or July with Israeli Ambas-
sador Ron Dermer. While we were sitting at the table, his phone
went off with an air raid siren sound.

The first time, he just kind of deafened it. The second time it
went off, he looked kind of embarrassed, and he told us what it
was. It was a red alert app he has on his phone. It alerted him
every time a missile or rocket fell somewhere in Israel shot from
Gaza.

I downloaded the app while I was sitting there and his phone
went off seven or nine times in that 15-minute meeting. It burned
my battery up. I had to take the app off or cut it off, because of
the number of missile attacks that were going on.

I tell you that story because it alerted me to the possibility of
having an app on a phone that would alert us to a natural disaster,
a %{ll-s‘cyle attack, or what-not. I think that ties in with this so
well.

Sheriff SKIPPER. If I could interject, I will tell you that I turned
mine off because it buzzes. So I am sitting here a little anxious
that something may be going on.

Mr. DUNCAN. The thing is, I had to download an app, so I think
the challenge that we may have is that you would have to have
something, you would have to subscribe to something. I have to be
a friend of yours on Facebook. I would have to sign up. How do we
get that message out to the people?

So I want to turn to the Federal side and ask what sort of capa-
bility is out there? What are you looking at? How are you using so-
cial media and the new communication tools that we have?

I will start with Dr. Payne and then Mr. Fenton.

Mr. PAYNE. Thank you, Mr. Chairman.

Yes, this is a fascinating area of social science right now as well.
NOAA'’s mission is fundamentally to observe the environment and
then to translate what we observe into actionable information.
That is really what we are there for. So when we are talking about
accuracy and reliability in forecasts and warnings, that is really
the bottom line.

If you think about communications, that also is the bottom line.
You can have the best observing systems in the world, you can
come up with the best modeling of an approaching storm, but with-
out a way to communicate it accurately, reliably, and with con-
fidence to the public, it is not likely that the public is going to be
able to respond in a way that we would hope.

So there has to be trust in the system itself.

We have basic communication tools and techniques that we use,
everything from NOAA weather radio on to cell-based emergency
alerts. People can download these apps as part of the uniform dis-
tribution of this kind of information, based on what the taxpayer
provides and the Government provides.

We work as well very closely, obviously, with the private sector,
the private-sector meteorological community, in getting that infor-
mation out.

I guess what I find fascinating, perhaps to express a little bit of
a note of caution, is that sometimes there is too much information.
There is nothing like an approaching hurricane in the Atlantic
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basin, where in fact it looks like it may be coming to the Southeast
and you see the multiple models and see the cone and you see the
amount of chatter that is occurring out there in the social world.

But I come back to that point about the importance of reliable
sources, accurate sources of information.

So social media has a role. In the way that we are connected
today, it is not like anything we have ever seen. At the same time,
it can sometimes be too much, and we have to be very careful and
very cognizant that we do not find ourselves providing too much in-
formation that, for example, cannot be actually digested by the
public. It is confusing. It has to be clear. It has to be convenient.
It has to arrive on time.

So social media has a role, but I think from the social science
standpoint, we need to monitor how this is going and understand
its best attributes.

Mr. MEADOWS. What are two examples of where there has been
too much information? Normally, that is not the case, at least, the
American people would not think that is the case. So give me two
examples of where we have had too much information.

Mr. PAYNE. I think in the case where we have different voices
that are conjecturing about what a storm may or may not do, is it
the official voice or is it another voice? That is really what I am
talking about here, because social media allows people to go ahead
and do that very thing.

There is nothing wrong with that. That is human nature. But I
think that we need to understand and be able to communicate to
the public that when NOAA provides an X number of days’ advance
notice of a hurricane’s impending arrival at the coast, its position,
its strength, frequency, or intensity of the storm itself, that we be
able to continue to come back to that information, and recognize
that that is the reliable source.

So it is not an example, really, but it is just trying to provide a
little more context for that.

Mr. DUNCAN. Mr. Fenton, FEMA has such a broad responsibility,
unlike hurricane events or things NOAA may be involved in, so
how would you all use social media?

Mr. FENTON. Yes, we have been using social media at FEMA for
the last couple years pretty heavily in a number of aspects. Some
of them have been talked to already.

I think the first aspect that we use it as is a common operating
picture, so to be able to look over social media and what the public
is saying, especially with regard to the preparedness of disasters.

Are people listening to the messaging that we are giving prior to
the hurricane and taking the necessary actions? That allows you to
understand the preparedness of the communities out there, espe-
cially with regard to maybe if evacuation is part of that. So it al-
lows you to get a common operating picture, all the way to the im-
pact of the event and what they are reporting with regard to the
impacts.

I would agree with some of my colleagues that, right now, we
really need to pay attention to the accuracy of that sometimes.
During Hurricane Sandy, we worked through a couple issues with
regard to the accuracy.
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Another way we use it at FEMA, mentioned earlier, is to push
information. So we alert some warnings in the IPAWS system and
whether it is the alert going out from the Weather Service you
mentioned earlier. Those kinds of things all push through the sys-
tem out.

The other thing we do is we push information to the public, infor-
mation as far as being prepared on what to do, with regard to what
the type of event is, through social media, and get it out there to
large groups, either by tweeting or through the FEMA Twitter ac-
count or through other social media vehicles that we have.

We have a number of apps and ways the public can participate
within FEMA. One of the ways is they actually can take a picture
and put it into our system so we can actually geocode it and see
what the damage is there, so it gives us a really a quick assess-
ment of what is happening without actually going out there and
physically doing it, but by allowing the whole community, back to
my comments earlier, to participate in that common operating pic-
ture.

Then there are other agencies that are going down other avenues
to help get that common operating picture. After Sandy, the De-
partment of Energy looked at doing apps to go ahead and look at
fuel levels at gas stations, to what gas stations have fuel and don’t.
They have an app now that does that, that helps get a better situa-
tional awareness on that.

Last thing I would say is that we are using it to register for
FEMA assistance right now. See you can use smartphones. You can
use your smartphone to register for FEMA assistance, if there is
a declared disaster and you are an individual whose home has been
damaged or you don’t have a place to go.

Not only is it able to provide you information of where shelters
are at, or where you can go to a FEMA center to register, but also,
you can actually start the registration process on here, so literally
within 15 minutes, you could register for assistance from FEMA.
It is a pretty quick process that within a week, someone could be
out there to assess the damage and literally have a check to your
account from doing that, whereas if you went back 25 years ago,
we were doing paper and pen and getting applications, to maybe
just 3 or 4 years ago, all doing it by phone. Now, probably 30 per-
cent to 40 percent of our application process is now coming through
the internet, smartphones, and those kind of things.

Mr. DUNCAN. So you are saying you could get a check within a
week?

Mr. FENTON. If it is that fast, if you get all the information right
in here, you register and provide all the necessary information, it
can be a pretty quick process. I have seen it go less than a week,
yes, sir.

Mr. DUNCAN. My time is expired. I am going to recognize Mr.
Meadows for some questions, and then come back.

Mr. MEADOWS. General, let me come to you, because you get to
wear a lot of different hats. I had the pleasure of visiting outside
of Columbia, South Carolina, at the invitation of Lieutenant Colo-
nel Fidler and Captain Matt Summey. I got to see unbelievable
preparation, in terms of Apaches. They were coming in, and I was
impressed.
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But I was also further impressed with the experience level with
so many of our National Guard men and women, who have, many
of them, other jobs, who come in and they are prepared.

How do you prepare them for combat, prepare them for Ebola,
prepare them for hurricane response, prepare them for a nuclear
event? How do we adequately do that, so that when it happens,
they are there? I mean, certainly, there is a limitation on re-
sources, on time. How do you do that?

General LIVINGSTON. Congressman, it is a combination of a lot
of things, but it goes back to the basis of our country, and that is
the common citizen who is very successful in their private lives
willing to share their experience from their private lives. There is
also professional training to serve the people of their community,
their State, and their Nation.

Emergency preparedness is very similar in everything that we
do. If you are talking about responding to a hurricane here in
South Carolina, it requires a certain amount of organization,
tasking, putting the right units at the right place. So there is a
common thread in that to what we would do, say, in a counter-
insurgency fight in Afghanistan, because, again, we have a security
element dealing with the hurricane. We have a security element
dealing with the mission in Afghanistan.

We have a citizen support piece that deals with both of those. We
have a communication piece that gets information out to the citi-
zens, brings information back in. We have an intelligence piece.

This is something that is overlooked so many times, the analysis
of data. We talk about a lot of data flowing back and forth, but it
is being able to analyze that data and properly apply it.

So the skill sets that our citizen soldiers develop either on the
civilian side or on the military side, quite often you find it is on
both sides of their careers, is able to be applied across this spec-
trum of events. If we are going to deal with Ebola, now we take
this set of skill sets and planning capabilities and we apply the
very specific threat of Ebola and how you respond to that specific
threat. That is a train-up mission.

But what I would say is, our mission of responding across a
broad spectrum to include civilian challenges actually makes us
stronger in every mission that we are engaged in. This has been
well-proven with our soldiers in combat who came back and imme-
diately responded to a hurricane in their home State.

Mr. MEADOWS. Well, thank you for your service. I would ask, I
guess, one follow-up question.

On a scale of 1 to 10, with 10 being most prepared, where would
you place the men and women who serve here in South Carolina,
in terms of their——

Mr. DUNCAN. You are talking about the South Carolina National
Guard. They are going to be up there.

Mr. MEADOWS. They are going to be up there.

Where would you put them on a scale of 1 to 10? If it is not a
10, what is the one area that you either need additional funding
for or additional time to train?

General LIVINGSTON. Well, I will be modest. I will say 9.9.

[Laughter.]

Mr. MEADOWS. Good answer.
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General LIVINGSTON. As we look at the funding streams, it is
flexibility of funding as it comes into the State to train our men
and women. The other piece that we are dealing with are the force
structure issues that you are very familiar with. As we talk about
how we defend our country, so many times we forget about how we
are going to defend this homeland and what the State’s role is in
the defense of the State borders and then the assistance within the
local municipalities and counties, and then how that feeds back
into the Federal defense.

So I guess the two biggest challenges that we have are flexibility
of funding and then the degradation or the loss of force structure
within our National Guard that prevents our ability to respond as
well as we need to within the borders of the United States.

Mr. MEADOWS. If the Chairman would just allow one last closing
question, which actually goes really more across the gamut, most
of you are involved with agencies that you are called for one par-
ticular purpose, and that is to serve your fellow man, and to serve
the people not only of this State but of this country.

I have never found those who are first responders, whether it be
in the National Guard or anywhere else in any of these agencies,
who don’t feel that sense of calling. I look up and there is a chief
from Belton Fire Department here. Just having met him, I know
that I could call on him in my community and he would serve.

But there are logistical challenges that come into play, whether
it is a sheriff or fire chief or the National Guard, that when these
major events happen; it is who is in charge, who disseminates in-
formation, where does that desire to help get focused and chan-
neled in the right way?

So I would ask each one of you to give me one example of an area
we need to address with regard to that coordinating effort.

I will start with you, Mr. Fenton.

Mr. FENTON. I guess one area that I would say is, obviously, the
systems are out there. The National Response Framework is our
Nation’s system on how we respond. The National Incident Man-
agement System is a system by which State and local governments
respond to events, especially at the incident command level using
ICS. Those are out there. There are institutions that provide that
training.

I think it is really institutionalizing those across Government to
a very high level that allow for when there are complex events and
resources come from out of areas to ensure that we have a unified
system that works toward unity of effort of saving Americans and
helping survivors.

Mr. MEADOWS. So by institutionalizing, you are saying so you
don’t have to open your handbook and say, well, who is in charge
of this particular thing?

Mr. FENTON. Right. I think that it is something that we continue
in this country and work for. We worked at it for over 10 years.
It is a constant process that we are working across the country, to
continue to improve it. I think it is an on-going thing.

I think by doing that, it allows for common command-and-control
and systems to work in those complex environments.

Mr. MEADOWS. Dr. Payne.
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Mr. PAYNE. Yes, thank you. I think it is a really important ques-
tion. I would like to give two examples. The second one will be very
fast.

The first one is I would like to talk a little bit about another
framework. My colleague here from FEMA just mentioned mitiga-
tion framework. Another one is the National Recovery Framework.

The way in which that is expected to occur is that agencies will
be working with States and localities after an event occurs to go
through those paces of recovery. I think that one of the things that
we really need to be paying more attention to is what it is that
communities, States, and the Federal Government are doing in the
pre-disaster mode to address recovery.

When you are in the heat of the response, that is about surviv-
ability. That is about the initial ability, as General Livingston has
said, of people to come and make things happen that will help, es-
pecially with survivability and getting the systems back up and
running, getting sewer running, getting energy running, making
sure there is clean water and food, so that people can survive.

So what we find ourselves trending toward is, as the response
proceeds, then recovery becomes the next step we have to take. But
we recognize that recovery is a long-term process.

So the initial responders are absolutely critical. We are all initial
responders. I think that we as communities need to be able to un-
derstand how it is that we can put ourselves into a mode of per-
sonal accountability and survivability.

When the cavalry comes, that is great. But in the mean time, we
have to get past that step.

The second thing is, we did some work out in American Samoa,
following the tsunami that they experienced several years ago. In
that circumstance, what occurred, because there were damages to
natural resources, especially coral reefs and nearshore areas, there
was a deluge of scientific interest coming in and wanting to do ini-
tial assessments on what the damages were to those resources. The
problem with that is that no one was in charge. It was really kind
of a cluster for a while.

So recognizing this and then going back to American Samoa 2
years later and working with communities, working with the Tribal
elders, we talked about the implications of that. Then we decided
that we, NOAA and the USGS, the Geological Survey, in par-
ticular, and a couple other agencies, would actually get together
and develop a protocol that would provide for clear lines of commu-
nication and coordination and purpose in how it is that the sci-
entific community in arriving and taking those tasks on would be
able to do a better job, a cleaner job. That protocol is now in place.

Mr. MEADOWS. General.

General LIVINGSTON. Congressman, when you look at disaster re-
sponse and disaster recovery, it all occurs at the local level. That
is your initial responder. Those are the people who are in charge,
even as we go into the recovery, through the recovery process. It
is very important that we set that stage for economic recovery by
using resources as close to the disaster as possible.

So that means that you start at the county level. You start in
the cities and counties, and then you move up to the State. We
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don’t have any question about who is in charge of our State. It is
our Governor.

But what we do have a question is, where do we get the money
from? When we are positioning, when South Carolina chooses to as-
sist Vermont with dump trucks or aviation during their flooding,
and we need to reposition assets to that area, if that flooding does
not occur, nobody is going to pay for those resources.

The Federal Government has the reserves to be able to pay for
disaster response. State and local governments do not have those
large reserve funds, especially when it involves helping your neigh-
bor, North Carolina, Georgia, somebody like that.

So pre-disaster repositioning of equipment and people, if that dis-
aster does not occur, we would prefer to turn to the Federal Gov-
ernment, since they have those disaster reserves and say, can you
pay for our pre-positioning? That is not the case at this point. We
reposition on somebody’s dime within the Government.

So it is really using those Federal fund resources to apply to the
State and local government pre-disaster or in preparation for a dis-
aster.

I will give you an example that is very frustrating. We were
repositioning aviation assets to assist in Superstorm Sandy. We
could not find a way to fund moving aviation assets closer to New
Jersey and New York, so that was an issue. However, we had plen-
ty of funds to redirect an aircraft carrier to head that way. The
State is going to be a lot more responsive, it is going to bring a lot
more germane assets, than a combat aircraft carrier.

Mr. MEADOWS. I am going to have to ask you to shorten the an-
swers up.

Mr. Stenson.

Mr. STENSON. Certainly. I think it fits nicely with the question.
Many of us think success in emergency management is based on
two factors. One is the number of relationships you build with
those organizations and individuals before an event, and then the
number of interactions that you have with us folks. So the plan-
ning piece is very critical there.

A couple quick examples, every year within the functional areas
we bring in all the players at the State level and make sure that
they understand their roles and responsibilities, and we under-
stand that.

We also have a task force approach for certain areas. We have
a hurricane task force, a recovery task force. We bring in all the
partners, State agencies, local folks, and the Federal folks, in some
cases, to work those issues.

So if you plan all that out in advance before you have to do it,
the chance of being successful are much greater.

Mr. MEADOWS. Sheriff.

Sheriff SKIPPER. The quick answer to that is, I am the elected of-
ficial. I am always in charge. With that said, we in the up-State
work off of a unified command so that, in any given situation,
whatever the situation is, that person is in charge.

I will give you an example. I was talking with a lady at lunch.
We had an exercise a couple years ago, a real-time exercise, where
we were dealing with terrorists and things like this. It was a law
enforcement function. But we got in and there ended up being some
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fire issues, so the fire chief, it immediately became his. Then when
we found out what was going on, my DHHS representative was be-
hind me, he was in charge because it had to do with bacteria.

So I think, as I said earlier, nobody is an individual silo. It all
has to do with taking care of the situation and how we need to take
care of it.

One of your questions about my folks, being at the local level, I
have so many deputies. Obviously, when it goes bad, I am hoping
all of them are going to come to work. But we were always con-
cerned about what they are going to do with their families. You
have a mom and child at home, and you are expected to come in
and take care this big thing.

We set up, several years ago, when I was a captain, a process
where our deputies know, when that gets to that point, there is a
place to bring the family. We are going to house them, have people
there to secure them and take care of them, while they are out
doing their jobs. We extend that to our whole emergency service.
My daddy was a volunteer fireman, so I was a fireman before I was
deputy.

Mr. DUNCAN. I want to thank you. We are going to have to wrap
up Panel One, but I really hate to, because there are so many more
questions that we all have.

Members of the committee who are here today and Members of
the Homeland Security Committee may have additional questions
for you after this is reviewed. I just ask that the panel respond to
those in writing, if you will.

So now I will adjourn the first panel, and we will take a brief
pause as we set up for Panel Two.

[Recess.]

Mr. DuNcAN. Okay, we are ready for our second panel. Thank
you for bearing with us for a little bathroom break. TV stations
were on deadline, and we wanted to make sure that we got some
of our panelists an opportunity to talk with them.

Our second panel is quite distinguished. I will introduce them.
We will go through the same format of introductions, and then we
will go into opening statements.

Our first panelist is Dr. Clifton Lacy, director of University Cen-
ter for Disaster Preparedness and Emergency Response in New
Brunswick, New dJersey. The center is a collaborative initiative,
bringing together subject-matter experts from Robert Wood John-
son Medical School, Robert Wood Johnson University Hospital, and
Rutgers University.

Mr. Jim Bottum was named vice provost and chief information
officer for computing and information technology here at Clemson
University in 2006. Mr. Bottum leads Clemson’s effort to build a
state-of-the-art cyber infrastructure for education, research, and
service.

Major Thomas Louden is the general secretary for the North and
South Carolina Division of the Salvation Army. The Salvation
Army is a disaster services organization that maintains representa-
tion in the emergency operations center set up for each disaster,
working with other relief organizations like State Emergency Man-
agement, FEMA, and volunteer organizations active in disasters.
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Dr. Jason Hallstrom is an associate professor in the Computer
Science Division of the School of Computing at Clemson University,
and serves as the deputy director of technology for the Institute of
Computational Ecology. His current research focuses on using data
and computers that compile environmental information to manage
water resources to be sure that water is being used in the right
quantity and the right quality level.

The Institute of Computational Ecology. That is a mouthful, and
I look forward to finding out what that is.

Ms. Emily Bentley is an associate professor and coordinator of
the Homeland Security and Emergency Management Program at
Savannah State University and a consultant in disaster prepared-
ness. Ms. Bentley previously served as executive director of the
Emergency Management Accreditation Program and National
Standards and Assessment Program for State and local govern-
ment emergency management.

So I want to thank all of you for being here, and the Chairman
will recognize Dr. Lacy for an opening statement.

We will adhere as closely as we can to the 5-minute rule.

Dr. Lacy.

STATEMENT OF CLIFTON R. LACY, M.D., DIRECTOR, INSTITUTE
FOR EMERGENCY PREPAREDNESS AND HOMELAND SECU-
RITY, RUTGERS UNIVERSITY

Dr. Lacy. Chairman Duncan and Congressman Meadows, good
afternoon. My name is Dr. Clifton Lacy. I am the director of the
Rutgers Institute for Emergency Preparedness and Homeland Se-
curity. I am the former commissioner of the New Jersey Depart-
ment of Health and Senior Services, and the former president and
CEO of Robert Wood Johnson University Hospital and Health Sys-
tem, and a practicing physician for over 30 years.

I want to thank you for the opportunity to present to you some
of my thoughts and observations regarding disaster preparedness
and to introduce you to the Institute for Emergency Preparedness
and Homeland Security at Rutgers University, and the University
Center for Disaster Preparedness and Emergency Response at Rob-
ert Wood Johnson University Hospital.

These are my personal and professional thoughts and observa-
tions regarding disaster preparedness. They do not represent offi-
cial positions or policies of any organizations or entities.

In many respects, disaster preparedness in the United States is
significantly better today than before 9/11, the anthrax bioter-
rorism, Hurricane Rita, and Superstorm Sandy. However, many
gaps in preparedness still exist that need to be addressed.

There is urgency to enhance preparedness to respond to threats
in advance of the next major incident.

In the interest of time, I will address biological, chemical, and ex-
plosive threats in my oral remarks. Please refer to my written tes-
timony for additional commentary.

Biological threats include naturally-occurring emerging and re-
emerging infectious diseases such as the Ebola virus disease, which
has been spreading out of control in West Africa, and MERS, the
Middle Eastern Respiratory Syndrome, which emerged in the Ara-
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bian Peninsula, both of which are associated with high mortality
rates among victims.

The Ebola virus disease is a form of hemorrhagic fever, which is
taking a terrible toll in West Africa, with an approximately 70 per-
cent mortality rate. The disease is not readily transmissible in hu-
mans by the airborne route and does not become contagious
through contact with bodily fluids until signs and symptoms ap-
pear.

MERS is a coronavirus infection, a recently-emerged infectious
disease with about a 40 percent mortality rate. It has spread to 22
countries, and it is fortunate that person-to-person transmission
has thus far been limited.

Now some points of concern. No. 1, diseases like MERS or H5N1
avian influenza may gain the ability to be easily transmitted per-
son-to-person, resulting in a world-wide pandemic of enormous pro-
portions and grave effect.

In addition to the naturally-occurring infectious diseases, labora-
tory accidents and errors have resulted in exposures, infections,
and deaths involving most of the dangerous select agents. Even the
most highly-regarded biosafety level III and biosafety level IV lab-
oratories have experienced mishaps with highly hazardous biologi-
cal organisms.

In addition, laboratories in the United States and around the
world are creating new biothreats, either through modification of
existing biological agents or through creation of novel organisms.
The genetic sequences for these synthetic biothreats are shared
world-wide through scientific publications and presentations, and
may serve as blueprints for development of devastating infectious
threats by those who would wish to do us harm.

Scientists today are performing so-called gain of function studies.
These experiments ascertain which genetic modifications would en-
able infectious disease organisms to become more lethal, more
transmissible, and resistant to existing countermeasures. Inad-
vertent release of one of these agents could cause a world-wide
health crisis.

In chemical threats, these continue to be a major concern as well,
especially those that involve extraordinarily hazardous substances
and are located in populous areas of our Nation. There continue to
be chemical containment facilities within urban areas that have yet
to convert to inherently safer technologies that use feasible alter-
natives to reduce the potential harm that would result from acci-
dental release or terrorist attack.

Another on-going concern involves the transport of hazardous
substances through populated areas. Tanker cars of crude oil, chlo-
rine, and other dangerous substances pass through urban and sub-
urban areas of our Nation on a daily basis. Notification of States,
counties, and municipalities is only mandated if certain conditions
are met.

Disaster planning must include an understanding of these risks,
the mitigating factors, countermeasures, and strategies for in-place
sheltering and/or evacuation.

Explosive threats have been the weapon of choice in both mili-
tary and civilian settings. These can be caused by improvised ex-
plosive devices or manufactured explosives. These threats are
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among the least difficult to carry out. As was observed in the after-
math of the Boston Marathon bombings, multidisciplinary planning
and the immediate involvement of the general public as first re-
sponder can mitigate harm and save lives and limbs.

As one of my colleagues recommends: Don’t just see something
and say something, do something.

Now, what are the approaches to these threats? The approaches
must be evidence-based, comprehensive, and multidisciplinary. It
starts with effective command-and-control communications. All-
hazard generic readiness must be enhanced with the threat-specific
preparedness. A major focus must be the increase in understanding
of the interdependencies between critical infrastructure sectors
with special protection of the lifeline sectors.

There needs to be more consistent and effective incorporation of
lessons learned from real-world situations and from simulations
and exercises. Organizational silos must yield to crosscutting col-
laboration. Information sharing is critical to at all levels, both hori-
zontally and vertically. Interoperability of equipment is a necessity
for situational awareness and for coordinated response.

Evidence-based responses require research to establish the best
practices. Planning, training, and the conduct of exercises in ad-
vance of a disaster are critical to effective management of the
event.

Greater engagement and inclusion of the private sector, which
owns and operates the majority of critical infrastructure in this
country, is necessary for effective preparedness and response.

The public health system, which has been significantly stressed
by the increasing presence of communicable diseases, needs to be
reenergized and infused with funding.

There needs to be a better understanding of the inevitability of
the occurrence of major threats and hazards, and a greater focus
on resiliency, continuity of operations, and return to full
functionality.

Finally, there needs to be an increased involvement of subject-
matter experts in the public and private sectors, especially tapping
the expertise and experience of our colleges, universities, and aca-
demic health centers to enhance National preparedness and re-
sponse to the vast spectrum of existing and emerging threats.

I look forward to answering your questions and telling you more
about our institutes and the great work we have done.

[The prepared statement of Dr. Lacy follows:]

PREPARED STATEMENT OF CLIFTON R. LACY

NOVEMBER 21, 2014

Chairman Duncan, Ranking Member Barber, and Members of the subcommittee,
good afternoon.

Thank you for the opportunity to present to you some of my thoughts and obser-
vations regarding disaster preparedness and to introduce you to the Rutgers Insti-
tute for Emergency Preparedness and Homeland Security and the University Center
for Disaster Preparedness and Emergency Response.

These are my personal professional thoughts and observations regarding disaster
preparedness and do not represent official positions or policies of any organizations
or entities.
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TYPES OF DISASTERS

Disasters can be categorized as caused by natural hazards, technological hazards,
or intentional threats.

Natural hazards are naturally-occurring disasters of geophysical, hydrological, cli-
matological, meteorological, and biological origin that occur with or without warn-
ing. These hazards include earthquakes, wildfires, hurricanes, tornadoes, storm
surges, and disease epidemics, among others.

Technological hazards are caused by humans and include, among others, indus-
trial accidents, transportation mishaps, infrastructure failures, power service dis-
ruptions, and blackouts.

Intentional threats are deliberate and purposeful hazards caused by humans and
include, among others, biological, chemical, radiological, nuclear, explosive, and
cyber threats.

In many respects, disaster preparedness in the United States is significantly bet-
ter today than before 9/11, the Anthrax bioterrorism, Hurricane Rita, and
Superstorm Sandy. However, many gaps in preparedness still exist that need to be
addressed. There is urgency to enhance preparedness to respond to threats in ad-
vance of the next major incident.

With respect to weather events, although prediction capabilities have markedly
improved, there is still a great need for more granular information by specific loca-
tion to be able to prepare, mitigate, and respond to local effects. For example, more
accurately prediction of the extent of local storm-related tidal surge would allow mu-
nicipalities and their residents to institute effective strategies to minimize adverse
consequences from extreme weather events.

With respect to technological events, deterioration of infrastructure can lead to
building and bridge collapses, dam failures, power service disruptions, among other
incidents. Some U.S. infrastructure has aged more than twice its expected lifespan.
Some thoroughfares built many decades ago now carry 5 to 10 times the traffic
originally anticipated. Infrastructure failures continue to occur, but catastrophic
events fortunately remain quite rare. Attention and funding need to be increased
to support the physical infrastructure that allows continuity of operations and soci-
ety.

Biological threats include naturally-occurring emerging and re-emerging infectious
diseases, such as Ebola Virus Disease (EVD), which is currently spreading out-of-
control in West Africa, and Middle East Respiratory Syndrome (MERS), which
emerged in the Arabian Peninsula—both of which are associated with high mor-
tality rates among victims. Although Ebola Virus Disease, a form of hemorrhagic
fever, is taking a terrible toll in West Africa with approximately 70% mortality rate,
it is fortunate that the disease is not readily transmissible in humans via the air-
borne route and does not become contagious through contact with body fluids until
signs and symptoms appear. MERS, a coronavirus infection, is a recently-emerged
infectious disease, with approximately 40% mortality rate. Although the disease has
spread to 22 countries, it is fortunate that person-to-person transmission has been
limited. Of major concern is that diseases like MERS or H5N1 Avian Influenza may
gain the ability to be easily transmitted person-to-person, resulting in a world-wide
pandemic of enormous proportions and grave effect.

In addition to naturally-occurring infectious diseases, laboratory accidents and er-
rors have resulted in exposures, infections, and deaths involving most of the dan-
gerous Select Agents. Even the most highly-regarded Biosafety Level 3 and Bio-
safety Level 4 laboratories have experienced mishaps with highly hazardous biologi-
cal organisms.

Also, laboratories in the United States and around the world are creating new bio-
threats, either through modification of existing biological agents or through creation
of novel organisms. The genetic sequences for these synthetic biothreats are shared
world-wide through scientific publications and presentations and may serve as blue-
prints for development of devastating infectious threats by those who wish to do us
harm. Scientists today are performing so-called “gain-of-function” experiments to as-
certain which genetic modifications would enable infectious disease organisms to be
more lethal, transmissible, and resistant to existing countermeasures. Inadvertent
release of one of these agents could cause a world-wide health crisis.

Chemical threats continue to be a major concern, especially those that involve Ex-
traordinarily Hazardous Substances (EHS) and are located in populous areas of our
Nation. There continue to be chemical containment facilities within urban areas
that have yet to convert to Inherently Safer Technologies (IST) that use feasible al-
ternatives (such as replacement of chlorine with sodium hypochlorite) to reduce the
potential harm that would result from accidental release or terrorist attack.
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Another on-going concern involves the transport of hazardous substances through
populated areas. Tanker cars of crude oil, chlorine, and other dangerous substances
pass through urban and suburban areas of our Nation on a daily basis. Notification
of State, county, and municipality is only mandated if certain conditions are met.
Disaster planning must include an understanding of these risks, mitigating factors,
countermeasures, and strategies for in-place sheltering and/or evacuation.

Radiological threats are another major concern. I will defer remarks on impro-
vised nuclear devices and the effects of electromagnetic pulse, since these can result
in catastrophic impact of immense scale. It should be noted, however, that cata-
strophic planning activities for these threats are being carried out.

On a smaller scale, accidental releases and exposures to radioactive isotopes con-
tinue to be reported, sometimes related to improper disposal of medical equipment.
In addition, some radiological sources are not well-secured. Numerous instances of
theft or loss of isotopes occur each year. Exposure to these substances can be ex-
tremely harmful to health. The addition of radioactive material to conventional ex-
plosives creates radiological dispersion devices (ROD), weapons of mass disruption
and fear, that can affect involved areas for long periods of time and at great cost.

Explosive threats have been weapons of choice in both military and civilian set-
tings. These events can be caused by improvised explosive devices and manufac-
tured explosives. These threats are among the least difficult to carry out. As was
observed in the aftermath of the Boston Marathon bombings, multi-disciplinary
planning, and the immediate involvement of general-public-as-first-responder can
mitigate harm and save lives and limbs. As one of my colleagues recommends,
“Don’t just see something and say something, do something.”

Active shooters is another threat that is difficult to prevent. Efforts to refine be-
havior assessment, predictive accuracy, and early intervention may avert some of
these incidents. It is critical to be prepared and alert. Tactical EMS, providing med-
ics with the skills and training to support tactical law enforcement teams, creates
a multi-disciplinary capability to intervene in an effective and timely fashion in in-
stances of active shooters or explosive incidents.

Cyber threats continue to grow internationally in scale and intensity. State and
non-state actors are breaching the security of Government agencies and private
businesses resulting in denial-of-service and theft of money and intellectual prop-
erty. Of great risk are cyber threats to Industrial Control Systems (ICS) including
Supervisory Control and Data Acquisition (SCADA) systems providing control of re-
mote equipment and also threats to health care-related computer systems and elec-
tronic medical devices.

APPROACH TO THE THREATS

The number, magnitude, and complexity of threats and hazards can be quite
daunting. The approach to these issues must be evidence-based, comprehensive, and
multidisciplinary. It starts with effective command, control, and communications.
All-hazards generic readiness must be enhanced with threat-specific preparedness.
A major focus must be the increase in understanding of interdependencies between
critical infrastructure sectors, with special protection of lifeline sectors. There needs
to be more consistent and effective incorporation of lessons-learned from real-world
situations and from simulations and exercises. Organizational silos must yield to
cross-cutting collaboration. Information sharing is critical at all levels, both hori-
zontally and vertically. Interoperability of equipment is a necessity for situational
awareness and coordinated response. Evidence-based responses require research to
establish best practices. Planning, training, and the conduct of exercises in advance
of a disaster are critical to effective management of the event. Greater engagement
and inclusion of the private sector, which owns and operates the majority of critical
infrastructure, is necessary for effective preparedness and response.

U.S. Department of Homeland Security and FEMA funding need to be restored
to prior levels. The public health system, which has been significantly stressed by
the increasing presence of communicable diseases, needs to be re-energized and in-
fused with funding.

In addition to nurses and pharmacists, one health care provider group that has
not been fully engaged to date is the practicing physician, a vital resource for sur-
veillance, detection, identification, and response to health threats. More continuing
medical education should be devoted to disaster medicine and the entire health care
team must participate in planning, training, and exercises. There needs to be better
understanding of the inevitability of the occurrence of major threats and hazards
and a greater focus on resiliency, continuity of operations, and return to full
functionality.
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Finally, there needs to be increased involvement of the subject-matter experts in
public and private sectors, especially tapping the expertise and experience of our col-
leges and universities to enhance National preparedness and response to the vast
spectrum of existing and emerging threats.

NEW JERSEY ACADEMIC INSTITUTIONS ACTIVE IN PREPAREDNESS

Rutgers University and its partner Robert Wood Johnson University Hospital in
New Jersey play major roles in the disaster preparedness and response arena.

The Rutgers Institute for Emergency Preparedness and Homeland Security was
recently established to play a National and international leadership role in devel-
oping and implementing initiatives to protect the lives, health, and well-being of in-
dividuals and populations, through collaboration in research, education, community
outreach, and practice.

The Institute brings together experts from the broad spectrum of disciplines,
schools, departments, and centers that exist across the State-wide campuses of Rut-
gers, The State University of New Jersey—and with Federal, State, National, and
international partners in the public and private sectors—to address all aspects of
emergency preparedness, disaster response, and homeland security.

The multidisciplinary subject-matter experts work together to optimize preven-
tion, protection, preparation, mitigation, response, recovery, and resiliency for all-
hazards emergencies, disasters, and terrorism—whether of natural, accidental, or
intentional origin.

The experts span the spectrum of disciplines including health care, behavioral
health, public health, biosafety and biosecurity, emergency medical services, emer-
gency management, law, public safety, criminal justice, homeland security, transpor-
tation science, engineering, pharmacology and drug development, computer science
and cybersecurity, mathematics, environmental and exposure science, business, and
public policy, among other areas having a nexus to preparedness and response.

The Institute is a single point of entry to a wide spectrum of experts and a one-
stopd portal to address educational, clinical, research, and community outreach
needs.

The Institute’s major features include: Fostering collaboration among Rutgers fac-
ulty, students, and staff; developing collaboration between Rutgers University and
outside public and private entities; serving as a single portal to connect with Rut-
gers experts; and featuring a one-stop capability for access to the full breadth and
depth of expertise in the relevant subject matter.

The University Center for Disaster Preparedness and Emergency Response
(UCDPER) is a collaborative initiative of Robert Wood Johnson University Hospital,
Rutgers Robert Wood Johnson Medical School and Rutgers, The State University of
New Jersey.

The Center’s mission is to develop and implement initiatives to advance prepared-
ness and response to all-hazards emergencies, disasters, and terrorism.

Areas of expertise include: Mechanisms of action of chemical warfare agents; de-
velopment of countermeasures to chemical threats; safety and security of bridges,
roads, and related transit systems; security of pipeline and energy distribution sys-
tems; port security; plume modeling; analysis of big data; triage; decontamination;
mass casualty management; trauma care; disaster medicine training; economic anal-
ysis of preparedness initiatives; survey research; risk communication; victim track-
ing; public and private sector policy development; information assessment and anal-
ysis; clinical and health care preparedness; research and development; education;
training; exercises; and service and outreach to the community.

Robert Wood Johnson University Hospital (RWJUH) is a 965-bed academic health
center in Central New Jersey. RWJUH is the core hospital of Robert Wood Johnson
Health System, which currently has more than 10,000 employees, 3,200 medical
staff members, and over 1,700 beds.

RWJUH New Brunswick is the flagship cancer hospital of the Rutgers Cancer In-
stitute of New Jersey and the principal hospital of Rutgers Robert Wood Johnson
Medical School. Its Centers of Excellence include cardiovascular services, cancer
care, and women’s and children’s services at the Bristol-Myers Squibb Children’s
Hospital at Robert Wood Johnson University Hospital. The hospital is a Level 1
Trauma Center and a Tier 2 Ebola Facility. It serves as a National resource for
ground-breaking approaches to emergency preparedness and mass casualty manage-
ment through the University Center for Disaster Preparedness and Emergency Re-
sponse, International Center for Terror Medicine, State of New Jersey Regional
Medical Coordination Center, Regional EMS Communication Center, EMS Edu-
cation and Training Center, participation in preparedness exercises including the
highest level of play in TOPOFF-3 (the Nation’s largest bioterrorism exercise), and
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major educational conferences on disaster management. The hospital functions as
a laboratory to study innovative preparedness and response strategies, especially
with respect to surge volume and mass casualty management.

The hospital has received Department of Defense funding through the U.S. Army
Medical Research and Materiel Command (USAMRMC)—Telemedicine and Ad-
vanced Technology Research Center (TATRC).

A major funded project is “Evidence-based Best Practices for Explosive/Incendiary
Incidents: Translating the Israeli Experience for Use in U.S. Military and Civilian
Pre-Hospital Health Care Systems.” In this project, approximately 50 National and
international subject-matter experts participated in a working group to identify best
practices for management of blast incidents from the U.S. and Israeli military and
civilian experience. Scientific journals articles are currently under review for publi-
cation.

Another major funded project is the “Use of Real-Time Locating Systems (RTLS)
Optimize Response During Disasters and Other Mass Casualty Events and During
Routine Hospital Operation” which evaluated the use of real-time locating systems
(RTLS) to optimize the efficiency and effectiveness of patient management and dis-
aster response under conditions of markedly increased patient surge volume (during
simulated full-scale mass casualty events) and in periods of usual patient volume
(during routine hospital operation). The hospital was outfitted with RTLS tech-
nology, 6,000 pieces of equipment were tagged, and four Full-Scale Dress Rehearsals
and Full-Scale Exercises/Experiments were performed with participation of a total
of 2,000 role players (volunteer-simulated blast victims and staff personnel). Data
analysis is currently in process, to be followed by publication of results in scientific
journals.

CONCLUDING REMARKS

It is inevitable that hazards and threats will evolve and incidents will occur. Our
preparedness and response must evolve as well. Tapping the robust expertise and
experience of university partners will greatly benefit the ability to effectively ad-
dress these threats. The Rutgers Institute for Emergency Preparedness and Home-
land Security and its collaborating schools, centers, programs, and experts stand
ready to assist Federal, State, county, and local public and private entities in opti-
mizing our Nation’s preparedness and response.

Thank you for the opportunity to make this presentation today.

Mr. DUNCAN. Thank you.
Mr. Bottum.

STATEMENT OF JIM BOTTUM, CHIEF INFORMATION OFFICER
AND VICE PROVOST, COMPUTING AND INFORMATION TECH-
NOLOGY, CLEMSON UNIVERSITY

Mr. BortuMm. Mr. Chairman, I would like to thank you and the
Members of the subcommittee for the opportunity to testify here
today. I currently serve as Clemson’s chief information officer, and
I have been in that capacity since 2006. Before coming to Clemson,
I was Purdue University’s first CIO, and before that, the executive
director at the National Center for Supercomputing Applications,
the University of Illinois at Urbana-Champaign.

Today, I would like to focus my remarks on the potential impact
of these type of disasters and comparable events on information
technology.

As we know, as we have heard today, on September 22, 1989,
Hurricane Hugo made landfall off the coast of South Carolina, with
estimated winds of 135 mph. A more recent test of our emergency
preparedness for a large-scale natural disaster’s impact on IT infra-
structure occurred with Hurricane Katrina’s landfall in 2005.

Tulane University in New Orleans sustained severe damage as
a result of the storm, and the disaster forced Tulane to cancel
classes for the remainder of the fall 2005 semester. It also impaired
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its ability to facilitate payroll or run the university’s communica-
tion systems.

This event showed the higher education community that tradi-
tional notions of disaster planning and business continuity were
false. A campus could not effectively operate remotely on-demand.

It is of paramount importance that our localities, States, and Na-
tion are adequately prepared from not only an evacuation emer-
gency preparedness standpoint but from an infrastructure point of
view as well.

There are other considerations outside of natural disasters that
have the potential to be even more catastrophic in their impact, not
necessarily through physical damage, but rather potential economic
and societal damage that could be associated with the hacking of
our Nation’s infrastructure. In today’s environment, this threat is
m(ire prevalent than ever with our increased reliance upon tech-
nology.

Those who remember 1989 likely remember it was much devoid
of common technology. Computers were slow, expensive, and appli-
cations left mostly to large corporations and the Federal Govern-
ment. Networks were in their infancy with TCP/IP, the eventual
protocol standard first adopted by ARPANET in 1983. Mobile com-
munications were virtually nonexistent in this era, and mobile de-
vices were far from a consumer good.

Technology has become the backbone upon which the most basic
functions of society depend. We call this cyber infrastructure.

According to the U.S. Census Bureau, in 2013, 84 percent of all
households in the United States reported owning a computer and
74 percent of all households reported using the internet. In this
new paradigm, protection of and access to high-speed, high-avail-
ability networks is necessary not only for corporations, Government
agencies, and utility providers but also for the average consumer.
With this comes the notion that we are far more reliant upon cyber
infrastructure today than we have ever been, and this necessitates
resilient, reliable, and high-performance cyber infrastructure.

Our Nation’s infrastructure, including power, water, and tele-
communications, is now also heavily dependent on cyber infrastruc-
ture for the delivery of services to the population. The 2003 North-
east blackout initially caused by a software failure proved how sen-
sitive our Nation’s power infrastructure can be to technology-driven
issues.

Another threat, in addition to the hacking threat, is our Nation’s
cybersecurity expertise gap, one that has implications for our abil-
ity to defend our Nation’s critical infrastructure assets against
these attacks. In order for our Nation to be prepared to defend
against cyber disasters and other cyber threats, we must invest in
the future of cybersecurity research, education, and training to pre-
pare the next generation workforce.

One of Clemson’s industrial partners told us that there are
points in time where they will have up to 300 open cybersecurity-
related positions without enough qualified applicants to fill them.
I fear our Nation faces an upcoming crisis in the cybersecurity
workforce if investments are not made to encourage this career
path and to ensure robust education and training programs at our
Nation’s universities.



54

I believe we as a Nation have progress to make if we are to be
prepared in terms of emergency planning, especially for cyber dis-
aster, but also in terms of our long-range strategic efforts to ensure
a robust and competitive cybersecurity workforce.

One thing that came up in the last discussion that is not in my
notes, but the panel discussed social media. Clemson has opened
up two social media listen and command centers. We are in the
process of standing up a third inside of our security operations cen-
ter. There is a lot of business intelligence and data mining to be
had out of this particular form of data.

[The prepared statement of Mr. Bottum follows:]

PREPARED STATEMENT OF JIM BOTTUM

NOVEMBER 21, 2014

Mr. Chairman, I would like to thank you and the Members of the subcommittee
for this opportunity to testify here today. I would like to begin by taking a moment
to briefly acquaint you with Clemson University and my own background.

Located in Clemson, South Carolina, Clemson University is a Nationally-ranked,
science and technology-oriented land grant public research university founded in
1889. Clemson is known for its emphasis on collaboration and a culture that encour-
ages faculty and students to embrace bold ideas. With an enrollment of 21,857,
Clemson is a high-energy, student-centered community dedicated to intellectual
leadership, innovation, and service to the community.

As for myself, I currently serve as Clemson’s vice provost for computing and infor-
mation technology and chief information officer, and have served in that capacity
since 2006. During my tenure here at Clemson, we have undergone a massive trans-
formation of our cyberinfrastructure environment—to include our networking, stor-
age, computational capabilities, and our data center—and have fashioned this envi-
ronment to provide state-of-the-art services for research, education, and public serv-
ice. Our high-performance computing infrastructure is ranked as the 66th-fastest
supercomputer in the world, according to the June 2014 Top500 list,! and we have
been Nationally-recognized for building models that assist faculty, staff, and stu-
dents in utilizing this infrastructure for research productivity.

Before coming to Clemson, I was the first chief information officer at Purdue Uni-
versity, where I forged a new model for partnering with research (as recognized in
a publication by the EDUCAUSE Center for Analysis and Research, 2005).2 Prior
to this, I was the executive director at the National Center for Supercomputing Ap-
plications at the University of Illinois at Urbana-Champaign. I currently serve or
previously have served on a number of National committees, including the National
Science Foundation’s Advisory Committee on Cyberinfrastructure and the Internet2
Foard of Trustees. I also currently serve as Internet2’s inaugural presidential fel-
ow.

INTRODUCTION

On September 22, 1989, Hurricane Hugo made landfall on the coast of South
Carolina just north of Charleston, as a Category 4 storm with estimated winds of
135 miles per hour or higher.3 In addition to the impact of the high winds brought
onshore by the storm, Hugo produced the highest storm tide ever recorded along the
East Coast, and was the strongest storm to make landfall in the United States com-
pared with the previous 20-year period.? Mainland damages from this storm were
estimated at approximately $7 billion, and impacts were felt from Puerto Rico all
the way through Pennsylvania.3

In this, or even with storms not as powerful as Hurricane Hugo, it is of para-
mount importance that our localities, State, and Nation are adequately prepared
from not only an evacuation and emergency preparedness standpoint, but from an

. 1'/I‘op50?.0r/g (June 2014). Top500 List—dJune 2014. Retrieved from hitp:/ /www.top500.0rg/
ist/2014/06/.

2 Spicer, Donald & Metz, Bruce (July 25, 2005). A New Model For Supporting Research At
Purdue University. Educause Center for Analysis and Research (ECAR), Case Study 7. Retrieved
from https:/ /net.educause.edu /ir/library/ pdf/ers0605 /cs /| ECS0507.pdf.

3 National Weather Service—National Oceanic and Atmospheric Administration (n.d.). Hurri-
cane Hugo: 25th Anniversary. Retrieved from hitp:| |www.weather.gov [ chs /|
Hugo25thAnniversary.
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infrastructure point of view. However, there are other considerations outside of nat-
ural disasters that have the potential to be even more catastrophic in their impact—
not necessarily through withstanding physical damage, but rather potential eco-
nomic and societal damage that could be associated with a hacking of our Nation’s
infrastructure.

This presents a significant threat to our National security, our ability to serve
citizens with basic services, and our economic status. In today’s technology environ-
ment, this threat is more prevalent than ever with our increased reliance upon tech-
nology and its associated infrastructure. Another threat, in addition to the offensive
nature of the hacking threat, is our Nation’s cybersecurity expertise gap—one that
has implications for our ability to defend our Nation’s critical infrastructure assets
against these attacks. Our preparedness for the future depends upon our conscious
planning for capacity in cybersecurity research and education, and in equipping the
next generation of cyber practitioners with the tools, techniques, and learning oppor-
tunities needed to ensure we have a cyber-ready workforce.

A shift from the notion of natural disasters to one of man-made origins also re-
quires a broadening of our understanding and planning for such emergencies. Rath-
er than following the traditional model found with hurricanes—one that often relies
upon advance public notice and evacuation plans—cyber attacks that take down in-
frastructure can come with little to no advance warning, and with little to no time
to deploy real-time emergency management plans. Natural disasters also generally
have the most significant damages confined to a single, relatively small geographic
area, whereas a cyber attack on critical infrastructure has the potential to affect the
entire Nation simultaneously. It is imperative that we understand the shifting para-
digm from known threats to potentially unknown threats, and their ability to affect
the way we prepare and respond to disasters.

STATE OF INFORMATION TECHNOLOGY IN 1989

Those who remember 1989 likely remember it much devoid of common tech-
nology—or at least to those who were not involved in its development at this point
in history. Computers were slow, expensive, and applications were left mostly to
large corporations and the Federal Government. Networks were in a far different
paradigm, with TCP/IP—the bedrock of modern internet communications protocols—
becoming the protocol standard for the ARPANET in 1983.4 Mobile communications
were virtually non-existent in this era, and mobile communication devices were far
from a consumer good.

In 1989, technology was far from ubiquitous as it is today, and was primarily in
the background of everyday life. During this year, Intel released the 80486 micro-
processor which boasted a 64-bit floating-point unit with a clock rate of 33MHz5—
this compared with Intel’s latest processor (the Intel Xeon Phi) with a clock rate of
an individual core reaching 1.238 GHz.6 In this, we’ve witnessed a massive scaling
concurrent with Moore’s Law,” which states that the overall processing power of
computers will double approximately every 2 years.

Aside from computing capabilities in 1989, the internet as we know it today did
not exist. In 1985, the National Science Foundation funded the NSFNet, a 56 kilo-
bit-per-second link between the San Diego Supercomputer Center, the National Cen-
ter for Atmospheric Research, the National Center for Supercomputing Applications,
the Pittsburgh Supercomputing Center, the Cornell Theory Center, and the John
von Neumann Computer Center. This network was originally intended to be a back-
bone for other networks rather than used for connecting individualized systems, and
in 1989, this backbone was upgraded to Tl—or 1.544 Mbps.8 The average citizen
in 1989 had no home network access and was much more likely to not have a device
that had the ability to connect to any communications network.

Mobile devices were also not prevalent in 1989. Qualcomm, a leading mobile de-
vice manufacturer during the 1990s, made its first CDMA-based phone call during
a demonstration in San Diego, California on November 7, 1989.9 Prior to this,
CDMA technology had been primarily used by the United States military for secure

4TCP/IP (n.d.). In Encyclopaedia Britannica on-line. Retrieved from htip://
www.britannica.com | EBchecked | topic | 602945 | TCPIP.

5Computer History Museum (n.d.). Timeline of Computer History—1989. Retrieved from
http:/ |www.computerhistory.org [ timeline | 2year=1989.

6Intel Corporation (n.d.). Intel Xeon Phi Coprocessor 7100 Series. Retrieved from http://
ark.intel.com [ products | series | 75809.

7Moore, Gordon, Intel Corporation (n.d.). Moore’s Law and Intel Innovation. Retrieved from
http: | Jwww.intel.com [ content |www [ us /en | history | museum-gordon-moore-law.html.

8Kessler, Gary (August 5, 1994; Updated November 13, 2014). An Overview of TCP/IP Proto-
cols and the Internet. Retrieved from Attp:/ /www.garykessler.net /library /tcpip.html.
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communications.® Mobile technologies until this point had been proprietary or pro-
tected, and this move marked the beginning of a shift toward more open mobile
communications. However, in 1989, virtually all telecommunications were done
through a wired device—making mobile communications an effective unknown to
the general population at the time.

From a cursory glance at the history of computing and networking, one can de-
duce that in this time, cyber infrastructure, and the relevant technologies that make
up such a term, was not as heavily relied upon as it is today for critical functions
such as banking, public services, emergency management, and communications.
This has far-reaching implications in that we as a Nation today are far more reliant
upon technology and communications infrastructure than we ever have been, and
this necessitates resilient, reliable, and high-performance cyber infrastructure.

STATE OF INFORMATION TECHNOLOGY IN 2014

In our time, technology has become the backbone that even the most basic func-
tions of society depend upon on a daily basis. According to a study by Javelin Strat-
egy & Research in 2012, only 27 percent of all retail point-of-sale purchases were
made with cash, versus an estimated 66 percent of purchases being made with a
credit or debit card.l® These credit or debit card transactions depend upon secure
networks for processing, whereas with cash payments, only a secure cash repository
was required.

Further, according to the United States Census Bureau in 2013, an estimated
83.8 percent of all households in the United States reported computer ownership,
and 74.4 percent of all households reported using the internet.l! This is in stark
contrast to the state of technology proliferation in 1989, and has profound impacts
on the way technology has integrated into our daily lives. Individuals are now reli-
ant upon personal computers and a connection to the internet for activities such as
on-line banking, tax preparation, bill payment, e-mail communications, and news.
This shift effectively dictates that our Nation’s emergency preparedness depends
upon, in large part, to the availability and security of communications infrastructure
components that enable access to the internet.

Our Nation’s network backbone has grown in sharp contrast to the capabilities
found in 1989, with the US-UCAN and Innovation Platform project currently deliv-
ering up to 100 Gb/s connectivity to research and education sites around the Nation
through Internet2.12 13 Also, unlike the network of 1989, millions of personal de-
vices are now connected to the internet, and range from personal desktop and laptop
computers to mobile phones, automobiles, and even refrigerators. In this new para-
digm, protection of and access to high-speed, high-availability networks is necessary
not only for corporations, Government agencies, and utility providers, but for the av-
erage consumer in order to meet the demands of today’s world.

Mobile devices have now become the norm for point-to-point communications. Ac-
cording to CTIA, a communications industry trade group, nearly 90 percent of
households in the United States use wireless service, and an estimated 40% of
adults in the United States live in a wireless-only household.!* This, coupled with
the recent revelation that the number of mobile phones in the United States re-
cently eclipsed the totality of the U.S. population, reveals that the general popu-
lation is heavily reliant upon mobile devices for communication with the outside
world. A recent exposé by NBC’s The Today Show captured in photographs what
amounts to a monumental shift in the adoption and use of mobile technologies
through a visual depiction of the differences from a papal event in 2005 to another
in 2013.15 These photos are referenced as Appendix A.

9Qualcomm  Corporation (n.d.). History—Qualcomm. Retrieved from  https://
www.qualcomm.com [company | about | history.

10 Javelin Strategy & Research, Greenwich Associates LLC (June 6, 2012). RETAIL POINT
OF SALE FORECAST 2012-2017: Cash is No Longer King; Cards and Mobile Payments Likely
to Rise. Retrieved from https:/ /www.javelinstrategy.com [ brochure /251.

11File, Thom and Ryan, Camille (November 2014). Computer and Internet Use in the United
States: 2013. U.S. Department of Commerce Economics and Statistics Administration, U.S. Cen-
sus Bureau. Retrieved from www.census.gov/prod/2013pubs/p20-569.pdf.

12Internet2 (n.d.). Innovation Platform. Retrieved from hétp:/ /www.internet2.edu /vision-ini-
tiatives / initiatives / innovation-platform/ .

13 Internet2 (n.d.). U.S. UCAN. Retrieved from http:/ /www.internet2.edu /vision-initiatives /
initiatives /us-ucan /.

14 CTIA—The Wireless Association (n.d.). Wireless Quick Facts. Retrieved from http://
wwuw.ctia.org | your-wireless-life | how-wireless-works [ wireless-quick-facts.

15 Dellaverson, Carlo. (March 14, 2013). Witnessing Papal history changes with digital age.
NBC News Photo Blog. Retrieved from hitp://photoblog.nbcnews.com/ news/2013/03/14/
17312316-witnessing-papal-history-changes-with-digital-age.
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Our Nation’s infrastructure is now also heavily dependent upon computerized sys-
tems and network interconnections for the delivery of basic services to the popu-
lation. This dependency comes with the risk of vulnerabilities to the communica-
tions components of these systems, and the risk of unauthorized entities gaining ac-
cess to the control mechanisms found within these systems. The U.S. Government
Accountability Office, in its 2012 report entitled “Cybersecurity: Challenges in Se-
curing the Electricity Grid,” said that the Nation’s power infrastructure suffers from
a lack of security features consistently built into smart grid systems, and that the
electricity industry as a whole did not have metrics for evaluating cybersecurity.16
This, coupled with an inevitable rise in computerized systems for oil and gas deliv-
ery, water and sewer services, and traffic control mechanisms makes a clear case
for the need for comprehensive planning with regard to protecting the computer sys-
tems that our National infrastructure relies upon.

With this increased reliance upon technology and computer systems to drive our
country’s critical infrastructure, the next major disaster we face may not be a nat-
ural disaster, but rather a cyber disaster as a result of a catastrophic cyber attack.
For that, Mr. Chairman, I believe we as a Nation are not adequately prepared. Fun-
damental shifts in both the way we prepare for a cyber disaster and the way we
defend against such an attack are needed for us to better protect our National secu-
rity interests and ensure our systems, networks, and overall population are pre-
pared for the potential occurrence of such an event.

CASE STUDY: HURRICANE KATRINA’S EFFECT ON IT INFRASTRUCTURE

Perhaps the greatest test of our emergency preparedness for a large-scale natural
disaster’s impact on information technology infrastructure occurred with Hurricane
Katrina’s landfall in New Orleans in 2005. Flooding quickly became the paramount
concern as the levees around New Orleans could not withstand the storm surge, and
one representative from the American Society of Civil Engineers called this “the
worst engineering catastrophe in U.S. history.”!7 Exposure to water causes most IT
components to cease to function, and this was the case with many computing and
networking centers across the greater New Orleans area during the aftermath of
Katrina. In addition to the impacts on the computing infrastructure, Hurricane
Katrina virtually shut down transportation networks and reliable telephone commu-
nications within the 504 (New Orleans) area code.18

According to a study released in the American Behavioral Scientist journal on the
sociological implications of a post-Katrina New Orleans, the study cited that “in the
confusion of the massive evacuations from the New Orleans area, families and
friends lost track of one another. Few evacuees had expected to be gone for more
than a day or two. They did not make arrangements to contact one another, and
they had no information on the whereabouts and well-being of their families and
friends for days afterward.”19

Tulane University in New Orleans sustained an estimated $200 million in dam-
ages associated with the disaster, and was forced to cancel classes for the remainder
of the Fall 2005 academic semester.20 This proved for the higher education commu-
nity that traditional notions of disaster planning and business continuity were false;
a campus could not effectively shift its entire operation to a remote-access system
for distance learning and maintain normal business operations “on-demand.” The
disaster affected Tulane’s ability to not only serve its students in an academic con-
text for the remainder of the semester, but to facilitate payroll or run their email
system.21

Health care infrastructure also sustained critical damage—outside of primary
damage to physical medical facilities, some systems containing electronic medical
records (EMRs) also became inoperable (due mainly to either flooding or lack of

16 Wilshusen, Gregory (July 17, 2012). Cybersecurity: Challenges in Securing the Electricity
Grid. Retrieved from htip:/ /www.gao.gov | assets /600 /592508.pdf

17Roth, Lawrence (n.d.). The New Orleans Levees: The Worst Engineering Catastrophe in
U.S. History—What Went Wrong and Why. Retrieved from http:/ /biotech.law.lsu.edu /climate /
ocean-rise | against-the-deluge /01-new orleans levees.pdf.

18 Morrow, dJ.J. (n.d.). Hurricane Preparedness After Action Review. Retrieved from
www.tulane.edu/...|Hurricane Katrina After Action Critique.ppt?.

19 Shklovski, Irina; Burke, Moira; Kiesler, Sara; and Kraut, Robert. (February 18, 2010). Tech-
nology Adoption and Use in the Aftermath of Hurricane Katrina in New Orleans. American Be-
havioral Scientist, XX(X)-I-19. Retrieved from http://www.cs.cmu.edu /kiesler/publications/
2010pdfs/2010Shklovski.pdf.

20 Pinto, Barbara (December 9, 2005). Katrina Wallops Tulane University. ABC News. Re-
trieved from hAtip:/ /abecnews.go.com | US | HurricaneKatrina [ story?id=1390382.

21 Cowen, Scott (September 3, 2005 and August 30, 2005). Previous Messages from President
Cowen—Tulane University. Retrieved from Attp:/ /www.tulane.edu /past.html.
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power) and many Katrina evacuees did not have paper copies of their medical
records when they left the city. This presents a major challenge in health care deliv-
ery in a major disaster, and efforts are underway to ensure more seamless ex-
changes of health information to better prepare for disasters in the wake of
Katrina’s lessons.22

Katrina taught us many lessons on the impact a disaster can have on our tech-
nology-dependent world, and these impacts are still being studied and modeled
today. What Katrina did show our Nation, however, is that we still have strides to
make in our disaster planning and emergency management efforts.

CYBER DISASTERS—HOW DO WE PREPARE?

Natural disasters, such as the one experienced with Hurricane Katrina, can often
be scoped in advance of their arrival to assess the potential impact of the event,
and to deploy the proper evacuation and emergency protocols necessary to prevent
loss of life. However, with cyber disasters, the scope can be unknown, and with this,
the scale of the impact unknown. This leads to a need for a greater understanding
of the potential impacts of such a disaster, and how the Nation’s emergency man-
agement divisions develop plans for maintaining order and facilitating recovery.

Mr. Chairman, I would submit that in the most hurricane-prone areas of our Na-
tion, most residents understand the implications of an evacuation plan and emer-
gency managers in these areas are well-versed in the procedures that are associated
with ensuring the area is adequately prepared for a storm. However, I do not be-
lieve this Nation is adequately prepared for a potential cyber disaster that affects
the operation of infrastructure such as power, banking, or telecommunications.

One primary example comes to mind—our power infrastructure—that dem-
onstrates our need to become more vigilant in defending against the potential for
a large-scale attack in these areas.

POWER INFRASTRUCTURE

The state and security of our power infrastructure has perhaps been the most re-
searched of these topics, and with that comes some startling revelations about our
state of preparedness for a large-scale attack in this area. According to a National
Research Council report, entitled Terrorism and the Electric Power Delivery System,
“if carried out in a carefully planned way, by people who knew what they were
doing, such an attack could deny large regions of the country access to bulk system
power for weeks or even months.”23 While the report goes on to say that a cyber
attack on the grid would be unlikely to cause extended outages, this is not to say
that such an outage could not occur, and could potentially be coupled with a phys-
ical attack on the power infrastructure.

In a study done for Bloomberg in 2012 by the Ponemon Institute, utility and en-
ergy companies surveyed said that they would need an average annual budget of
$344.6 million to reach a level where they could successfully combat 95% of their
cyber threats.2¢ This represents a nearly 10-fold increase from the current level of
$45.8 million.24 Lawrence Ponemon, Chairman of the Ponemon Institute, a firm that
conducts independent research on privacy, data protection, and information security
policy,25 stated in an 2012 interview with Bloomberg that, “the consequences of a
successful attack against critical infrastructure makes these cost increases look like
chump change,” and that “it would put people into the Dark Ages.”24

One example of the impact of a power system failure is the blackout that occurred
in the Northeast United States and parts of Canada in August of 2003. This black-
out affected an estimated 50 million people in Ohio, Michigan, Pennsylvania, New
York, Vermont, Massachusetts, Connecticut, New Jersey, and Ontario, Canada, and
power was not restored in some parts of the country for up to 4 days.26 Con-

22 United States Department of Health and Human Services (July 11, 2013). States prepare
for seamless exchange of health records after disasters. Retrieved from http://www.hhs.gov/
news/press/2013pres/07/20130711a.html.

23 National Research Council (2012). Terrorism and the Electric Power Delivery System. Wash-
ington, DC: The National Academies Press. Retrieved from hétp://www.nap.edu/
catalog.php?record id=12050.

24 Engleman, Eric and Strohm, Chris (January 31, 2012). Cybersecurity Disaster Seen in U.S.
Survey Citing Spending Gaps. Bloomberg News. Retrieved from http://www.bloomberg.com/
news/2012-01-31/ cybersecurity-disaster-seen-in-u-s-survey-citing-spending-gaps.html.

25 Ponemon Institute (n.d.). Ponemon Institute—Why We Are Unique. Retrieved from http://
www.ponemon.org | about-ponemon.

26 U.S.-Canada Power System Outage Task Force (April 2004). Final Report on the August
14, 2003 Blackout in the United States and Canada: Causes and Recommendations. Retrieved
from https:/ | reports.energy.gov | BlackoutFinal-Web.pdf.
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sequently, this blackout was primarily initiated by a software failure in an alarm
and logging system in the control room of the First Energy Corporation.26

In a piece documenting the impact of the blackout, CNN reported that “the outage
stopped trains, elevators, and the normal flow of traffic and life.”27 In Michigan, the
population’s water supply was affected because of the system’s dependence on elec-
tric pumps, and Amtrak stopped all trains leaving the New York City area as well
as in Michigan between Detroit, Dearborn, and Pontiac.27 The blackout also affected
airports, communications networks, fuel pumps, and traffic signals.

The 2003 blackout shows us how dependent we are upon a readily available and
reliable power supply to perform daily functions—and how quickly the failure of a
computerized system can wreak havoc on a region’s power availability. This inci-
dent’s total cost was estimated at between $4 billion and $10 billion in the United
States, and approximately $2.3 billion in Canada—where the Nation’s gross domes-
tic product was down 0.7% for the month of August.26 This impact suggests that
not only do our systems and much of the remainder of our infrastructure rely on
power, but our entire economy also relies upon this resource as a critical component.

Power is the necessary backbone upon which virtually all information technology
systems operate, and a reliable power supply is always a primary consideration in
systems-level disaster planning. Perhaps most close to me is the great lengths to
which we have gone at Clemson to ensure we adequately plan for any temporary
power failures and keep our systems operational for our customers. We have devel-
oped a state-of-the-art data center and computing facility that houses our enterprise
systems including our student information system, payroll and finance systems, and
our learning management system for the campus. We also house the campus’ high-
performance computing system, and run the system responsible for the State of
South Carolina’s Medicaid eligibility and claims processing system. A temporary
power failure, one lasting less than a full 24-hour day, has been modeled using our
existing uninterruptible power supply (UPS) and generator capacity, and it is esti-
mated that with our current load, Clemson could operate its systems for approxi-
mately 38 hours on both generators, and 46 hours on a single generator. This is crit-
ical for business continuity for Clemson’s operations—and for the State’s Medicaid
system to operate without service interruption.

Coupled with the potential threat of a power loss, we need to increase the impor-
tance of robust disaster recovery and business continuity (DR/BC) planning for our
State and Nation, especially for Government-operated systems. Clemson is currently
relatively well-positioned in its environment, but our need for real-time, reliable dis-
aster recovery and business continuity is ever-growing, and our reliance upon elec-
tronic messaging (e-mail), electronic payroll systems, and health care systems show
no signs of decreasing. Aside from implications of a power loss, DR/BC plans are
important for a wide variety of reasons—to include system hardware or software
failures, data backups, or disaster events that affect other necessary functions of the
primary site.

With the advent of cloud technologies and the potential cost savings associated
with their adoption through leveraging shared investments, DR/BC planning in the
cloud computing environment should be considered as a mechanism for ensuring
minimum technology, system, and distance requirements are met while also main-
taining a reasonable cost. With any provider of these services, however, there are
considerations for the real-time nature of a system’s ability to transfer locations
with minimal service loss, and a remote site’s ability to run the critical systems of
the company, agency, or campus. As discovered with the Tulane University example
during Hurricane Katrina, generally accepted notions of disaster recovery and busi-
ness continuity plans can be challenged by the relative unknown any disaster
brings, and it is important to continually test these plans in as-close-to-production
environments as is feasible.

IMPLICATIONS FOR DATA SECURITY

Aside from risks associated with our basic infrastructure being compromised, per-
haps another paramount risk is the loss or disclosure of critical data due to either
inadequate security protocols or human error. In the era of “big data,” it becomes
increasingly important to protect our most valuable data from external threats. Ac-
cording to IBM, in 2012, nearly 2.5 exabytes of data were created on a daily basis
and as storage density increases, coupled with declining storage costs, this is only

27CNN News (August 14, 2003). Major power outage hits New York, other large cities. Re-
trieved from htip:/ /www.cnn.com/2003/US/08/ 14/ power.outage |
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expected to grow.28 Likewise, as computing devices such as phones and portable tab-
lets continue their penetration into all aspects of society, it is increasingly likely
that these devices will contribute to an exponential rise in data storage needs.

This presents a two-fold problem for ensuring the security of data and the under-
lying computing infrastructure on which it is stored. First, ensuring that proper se-
curity controls are applied to the data itself to prevent unauthorized access, use, or
disclosure is of paramount importance, and second, to protect the infrastructure
from growing ubiquity of these devices’ need for access. Authorized users and con-
sumers are not only demanding more connectivity to resources, but our economy has
become increasingly dependent on the ability to communicate in real time or in
near-real time. As our dependence on this real-time need for data escalates for per-
sonal devices as well as for economic and National security needs, so does the valu-
ation and susceptibility of the data itself.

In a 2013 report published by PandalLabs, nearly 20% of all malicious code ever
to be in circulation (known as malware) was created during the year 2013.29 This
means that nearly 82,000 pieces of new malware were created each day during
2013.29 Many of these malicious codes are designed to compromise computing sys-
tems in order to release or provide access to sensitive data stores. While many cy-
bersecurity-related events may be targeting the infrastructure for purposes of inter-
ruption of services, most cyber criminals will be attempting to acquire or com-
promise sensitive data for personal or nation-state advantages. It is becoming in-
creasingly clear with each newly-published report in this space that several nations
are engaging in cyber warfare. Some of these operations are covert for purposes of
privileged data acquisition, and others for purposes of activities such as the accusa-
tions levied against Russia prior to the Georgian invasion in 2008.3°

Clemson University takes the threat of a possible cyber attack as legitimate and
real on a continual and daily basis. After joining Clemson University in 2006, one
of the first actions I took was to create an Office of Information Security and Pri-
vacy to oversee the security and privacy activities of the university. From my experi-
ence in previous positions, I identified this is an immediate and critical need for the
University. Securing computing systems and data in higher education has its own
set of unique challenges commonly not found in other industries, but still faces simi-
lar threats. Universities, in general, are under attack daily due to the open nature
of higher education, the vast amounts of computing infrastructure used by a wide
variety of users, and the large volumes of intellectual property created by research-
ers. Also, taking into account all of the personally identifiable information, financial
information, and health care data created and consumed by typical universities, it
is clear why these institutions become very large targets for cyber criminals.

To protect all of this data and infrastructure, Clemson University employs many
industry-accepted practices to prevent not only unauthorized intrusion into pro-
tected spaces, but to also avoid any interruption in services. Clemson’s Computing
and Information Technology organization also has a dedicated 24/7 Network Oper-
ations Center (NOC) for all network monitoring and operations. Mission-critical sys-
tems are consistently scrutinized for security-related concerns before, during, and
after deployment and network activity is monitored for anomalies. We undergo nu-
merous internal and external audits administered by both State and Federal agen-
cies annually where processes, systems, and facilities are evaluated.

With this, it has become more important than ever for organizations to have a
primary focus on protecting their information technology infrastructure and data
from potential cyber criminals. In today’s world, no enterprise, agency, or entity is
exempt from attack; in fact, even individuals should employ appropriate practices
to ensure their personal data is not compromised.

AN EYE TOWARD THE FUTURE

Given the multitude of potential threats, our Nation must be vigilant in our ac-
tions to prepare for the future. I would therefore submit, Mr. Chairman, that in
order for our Nation to be prepared to defend against cyber disasters and other
cyber threats, we must invest in the future of cybersecurity research, education, and
training to prepare the next generation workforce. This is vital to ensuring that our
Nation remains secure, competitive, and sustains our position as a world leader on

28 JBM Corporation (n.d.). Demystifying Big Data: Decoding The Big Data Commission Report.
Retrieved from https:/ | www-304.ibm.com [ events |wwe | grp [ grp004.nsf/vLookupPDFs /
Tim%20Paydos’%20Presentation | $file | Tim%20Paydos’%20Presentation.pdf.

29 Udemans, Chris (April 14, 2014). 20% of malware generated in 2013—PandaLabs. Retrieved
from http:/ /www.humanipo.com [ news /42720 | 20-of-malware-generated-in-2013-pandalabs /.

30 Markoff, John (August 12, 2008). Before the Gunfire, Cyberattacks. The New York Times.
Retrieved from Attp:/ /www.nytimes.com /2008/08/ 13 /technology | 13cyber.html? r=1&.
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the global stage. At Clemson, one industry partner has expressed to us that there
are points in time where the company will have up to 300 open cybersecurity-related
positions without enough qualified applicants to fill them. I fear our Nation faces
an upcoming crisis in our cybersecurity workforce if investments are not made to
encourage this career path and to ensure robust education and training programs
at our Nation’s universities.

Additionally, in order to protect the security of data in our age, more efforts are
needed in the area of secure application development, as security must start within
the application itself. In general, we are not adequately educating the next genera-
tion of programmers in the development of secure code or secure code development
principles. We will likely continue to see common applications that we have become
depenc(lient upon for daily use becoming vulnerable over time as weaknesses are dis-
covered.

Earlier this year, the commonly used OpenSSL cryptographic software library was
discovered to have a critical vulnerability referred to as the Heartbleed bug.3!
OpenSSL was used to provide for the security of data and communications in many
devices and systems. This discovered vulnerability would allow an attacker to have
access to information that ordinarily would be protected by Secure Socket Layer/
Transport Layer Security (SSL/TLS) encryption protocols. This oversight in pro-
gramming required many in the computing industry to have to take production sys-
tems off-line, evaluate all of their systems for applicability, and then spend days to
weeks of remediating the issues—including revoking and re-issuing all new certifi-
cates on their servers once all vulnerability patching was complete.

In 2008, the Comprehensive National Cyber-Security Initiative (CNCI) identified
12 initiatives to combat the threats that cybersecurity has to our economy and Na-
tional security.32 In response to Initiative 8 from the CNCI’s charge—the need to
expand cyber education—Clemson University and the information technology divi-
sion have dedicated resources to help combat this shortage in cybersecurity practi-
tioners.

One program at Clemson is the Cyber-infrastructure General Practitioner Pro-
gram (NSF Award 1251544), where rather than becoming cyberinfrastructure (CI)
users with limited skill sets, we intend to help students become innovative and pro-
ductive CI “general practitioners” by providing participating undergraduate and
graduate students with the critical broad perspective of CI needed to make the best
decisions and make best use of available resources. These experiences primarily
take the form of Creative Inquiry 33 courses that are added to (or substituted into)
a student’s regular course curriculum for his/her major. Once a student has dem-
onstrated proficiency in a particular area, we work to find internship activities or
projects sponsored by the IT organization or by one of our many commercial part-
ners.

A second program at Clemson is designed to provide an immersive educational ex-
perience for those looking for a career in the information security field. Currently,
there is an information security student organization at Clemson where students,
advised by members of the Office of Information Security and Privacy, compete in
both State and National competitions. Many of these students, and others from
across the University, are currently taking security-related undergraduate courses
offered by the University, but a gap exists in applications of operational security.
Set to open in the spring of 2015, we will have a dedicated, student-centered Secu-
rity Operations Center (SOC) on campus designed to employ students through offi-
cial university internships and partner them with our Information Security and Pri-
vacy Office.

During the day, all operational security needs and incident responses will be
maintained by the SOC and between operational needs, the students will be taught
real-life skills in penetration testing, audits, compliance, and risk assessment. In-
dustry-accepted practices and tools will be used to provide these students with de-
monstrable skills to make them competitive in the workforce. We have engaged pub-
lic and private industry partners who will be participating in this program and they
have identified this a great need for them to fulfill their future staffing needs in
this space.

31Kirk, Jeremy (April 8, 2014). Critical OpenSSL Heartbleed bug puts encrypted communica-
tions at risk. PCWorld. Retrieved from htip:/ /www.pcworld.com /article/2140920 / heartbleed-
bug-in-openssl-puts-encrypted-communications-at-risk.html.

32The White House (n.d.). The Comprehensive National Cybersecurity Initiative. Retrieved
from http:/ /www.whitehouse.gov | issues [ foreign-policy | cybersecurity | national-initiative.

33 Creative Inquiry (n.d.). Creative Inquiry and Undergraduate Research. Retrieved from
http:/ |www.clemson.edu [ academics | programs [ creative-inquiry / .
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Even with these efforts, we as a Nation need to collectively make education and
training in cybersecurity a priority to keep pace with the growing demand of profes-
sionals in this area. A workforce that is capable of preparing and protecting our in-
frastructure is paramount, and much like the probable future medical doctor short-
age this Nation is facing, if we do not begin to provide the education and training
to those who will be tasked with protecting our infrastructure, the vulnerabilities
we face will continue to grow without the professionals educated to protect it.

CONCLUSION

In conclusion, it is evidenced that as our society has become more reliant upon
information technology as a backbone for many of our most important functions as
a Nation and as an economy, we also have a duty to prepare for a potential disaster
that affects these systems. In 1989, information technology took a back-seat role in
our society, and that no longer holds true in 2014. Therefore, any major disaster—
natural or otherwise—is likely to have a significant impact on our
cyberinfrastructure environment, and our emergency preparedness plans must ac-
count for this.

Furthermore, increased emphasis is needed on developing robust disaster recovery
and business continuity plans for our Nation’s most critical systems, and to build
redundant capabilities that can serve us during these times of crisis. Additionally,
I believe we as a Nation have progress to make if we are to be prepared in terms
of emergency planning—especially for a cyber disaster—but also in terms of our
long-range strategic efforts to ensure a robust and competitive cybersecurity work-
force.

APPENDIX A

/Al /

Year: 2005 Photo Credit: Luca Bruno, AP Retrieved from: hitp://
photoblog.nbcnews.com/ news/2013/03]14/17312316-witnessing-papal-history-
changes-with-digital-age.
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Year: 2013 Photo Credit: Michael Sohn, AP Retrieved from: http://
photoblog.nbecnews.com/ news/2013/03/14/17312316-witnessing-papal-history-
changes-with-digital-age.

Mr. DuNCAN. Thanks so much.

Mr. Louden.

STATEMENT OF THOMAS LOUDEN, GENERAL SECRETARY,
NORTH AND SOUTH CAROLINA DIVISION, THE SALVATION
ARMY

Mr. LOUDEN. Good afternoon, Chairman Duncan, Congressman
Meadows, and colleagues. I am Major Tom Louden, the general sec-
retary for the Salvation Army’s North and South Carolina Division.
On behalf of our entire organization, thank you for this opportunity
to share the story of the Salvation Army and our emergency dis-
aster services program.

The Salvation Army is a religious and charitable nonprofit orga-
nization that provides assistance to needy families every day of the
year in communities all across our country. The Salvation Army’s
mission is to preach the gospel of Jesus Christ and to meet human
needs in his name without discrimination. Our disaster services
program focuses on fulfilling that mission by helping any and all
who need assistance during emergencies.

The Salvation Army’s first disaster response in the United States
occurred more than 100 years ago to the great Galveston hurricane
of 1900. Since then, the Salvation Army has responded to just
about every major disaster our Nation has faced.

I would like to share with you how the Salvation Army has been
a vital part of our Nation’s emergency disaster response system.

The geographical footprint of the Salvation Army reaches every
ZIP Code in the country. Our front-line responders are the Salva-
tion Army officers, staff, and volunteers who live in the impacted
area. We support the development and training of community vol-
unteers.

If an emergency overwhelms our local resources, our organiza-
tional structure allows us to augment as need demands. While our
services may be adapted to the unique needs of natural disaster
situations, we are also known for four core services.
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Many of you are probably familiar with the Salvation Army can-
teen, our mobile kitchen on wheels that can provide food and hy-
dration. Within our Southeast region, we have nearly 300 of these
units, each capable of producing approximately 1,500 meals per
day. Twenty of those feeding units are positioned in North Carolina
and 10 in South Carolina.

In addition to food service, the Salvation Army offers practical
aid to disaster victims, helping individuals and families meet emer-
gency needs in the immediate aftermath of a disaster. We also col-
lect and distribute donated goods, such as food boxes, cleaning sup-
plies, and household items, by leveraging our network of facilities.

Perhaps most importantly, we minister to people affected by the
disaster by offering emotional and spiritual care to rescue workers
and survivors.

The Salvation Army is present in a community long before a dis-
aster occurs, and we will continue to serve that community even
after the disaster event is a distant memory. We participate in
long-term disaster recovery operations, working closely with Gov-
ernment agencies and the Voluntary Organizations Active in Disas-
ters, or VOAD, network.

For a catastrophic event like Hurricane Hugo, our disaster recov-
ery efforts may continue for several years.

We rely on volunteers and the generosity of the public to support
our service delivery. All Salvation Army disaster services are of-
fered without charge and are supported entirely by donations and
the generosity of others. This gives the Salvation Army a good deal
of flexibility in how we are able to help. Because the public is tre-
mendously supportive, it allows us to independently fund our oper-
ations.

Finally, and perhaps most importantly, we recognize that we are
a very small part of a much larger emergency response network,
and we are grateful for the support we receive from our local,
State, and Federal partners.

Let me be clear here, without the strong support local, State, and
Federal emergency management agencies provide, the Salvation
Army would find it very difficult to offer all of our disaster relief
services I have just described.

We are extremely grateful to the counties, States, and at the
Federal level, FEMA, that consistently invite the Salvation Army
to the table and to participate in interagency training and exercises
to provide input in planning sessions and into emergency oper-
ations centers when a disaster occurs.

After Hurricane Hugo, the Salvation Army provided over 500,000
meals in partnership with local and National food vendors, 338,000
food boxes. Four thousand volunteers, employees, and officers pro-
vided almost 600,000 hours of service. Our mobile kitchens were
serving for over 90 days.

As we ponder the question, “Are we ready for a 21st Century
Hugo?” we must also consider that our next disaster of this mag-
nitude might not be a hurricane, but some other natural or human-
caused event.

We believe that effective disaster response is all-hazards and
ready for whatever challenge the future places before us.
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We also believe that the disaster response team extends across
the whole community, including not just Government agencies and
charitable organizations like the Salvation Army but also private
industry, faith-based, and civic organizations, citizens.

The past 25 years have revealed that our Nation is vulnerable
to a variety of hazards, and that it will take all of us working to-
gether to respond to these emergencies.

Thank you again for this opportunity. I will be happy to answer
any questions that you may have. Thank you.

[The prepared statement of Mr. Louden follows:]

PREPARED STATEMENT OF THOMAS LOUDEN

NOVEMBER 21, 2014

Good afternoon Chairman Duncan, Members of the committee, and colleagues:

I am Major Tom Louden, the general secretary for The Salvation Army’s North
and South Carolina Division. On behalf of our entire organization, thank you for
this opportunity to share the story of The Salvation Army and our Emergency Dis-
aster Services program.

The Salvation Army is a religious and charitable nonprofit organization that pro-
vides assistance to needy families every day of the year in communities all across
this country. The Salvation Army’s mission is to “preach the gospel of Jesus Christ
and meet human needs in His name without discrimination” and our disaster serv-
ices program focuses on fulfilling that mission by helping any and all who need as-
sistance during emergencies. The Salvation Army’s first disaster response in the
United States occurred more than 100 years ago—to the Great Galveston Hurricane
of 1900—and since then, The Salvation Army has responded to just about every
major disaster our Nation has faced.

I'd like to share with you how The Salvation Army has been a vital part of our
Nation’s emergency disaster response system.

The geographical footprint of The Salvation Army reaches every ZIP Code in the
country. Our front-line responders are The Salvation Army officers, staff, and volun-
teers who live in the impacted area, and we support the development and training
of community volunteers. If an emergency overwhelms our local resources, our orga-
nizational structure allows us to augment as need demands.

And, while our services may be adapted to the unique needs of a disaster situa-
tion, we are known for four core services. Many of you are probably familiar with
The Salvation Army canteen—our mobile “kitchens on wheels”—that can provide
food and hydration. Within our southeast region, we have nearly 300 of these units,
each capable of producing approximately 1,500 meals per day. Twenty of these feed-
ing units are positioned in North Carolina and ten in South Carolina.

In addition to food service, The Salvation Army offers practical aid to disaster sur-
vivors, helping individuals and families meet emergency needs in the immediate
aftermath of a disaster. We also collect and distribute donated goods, such as food
boxes, cleaning supplies, and household items, by leveraging our network of facili-
ties. And perhaps, most importantly, we minister to people affected by the disaster
by offering emotional and spiritual care to rescue workers and survivors.

The Salvation Army is present in a community long before a disaster occurs, and
we will continue to serve that community even after the disaster event is a distant
memory. We participate in long-term disaster recovery operations, working closely
with Government agencies and the Voluntary Organizations Active in Disaster or
VOAD network. For a catastrophic event, like Hurricane Hugo or Katrina, our dis-
aster recovery efforts may continue for several years.

We rely on volunteers and the generosity of the public to support our service de-
livery. All Salvation Army disaster services are offered without charge and sup-
ported entirely by donations and the generosity of others. This gives The Salvation
Army a good deal of flexibility in how we are able to help and, because the public
is tremendously supportive, it allows us to independently fund our operations.

Finally, and perhaps most importantly, we recognize that we are a very small
part of a much larger emergency response network, and we are grateful for the sup-
port we receive from our local, State, and Federal partners. Let me be clear here—
without the strong support local, State, and Federal emergency management agen-
cies provide, The Salvation Army would find it very difficult to offer all the disaster
relief services I have just described. We are extremely grateful that the counties,
States and, at the Federal level, FEMA, consistently invite The Salvation Army to
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“the table”—to participate in interagency training and exercises, to provide input in
planning sessions, and into their emergency operations centers when a disaster oc-
curs.

After Hurricane Hugo, The Salvation Army provided over 500,000 meals, in part-
nership with local and National food vendors; 338,000 food boxes; 4,000 volunteers,
employees, and officers provided almost 600,000 hours of service. Our mobile kitch-
ens were serving for over 90 days. As we ponder the question, “Are we ready for
a 21st Century Hugo?”, we must also consider that our next disaster of this mag-
nitude might not be a hurricane but some other natural or human-caused event. We
believe that effective disaster response is all-hazards and ready for whatever chal-
lenge the future places before us. We also believe that the disaster response team
extends across the whole community, including not just Government agencies and
charitable organizations, like The Salvation Army, but also private industry, faith-
based and civic organizations, and citizens. The past 25 years have revealed that
our Nation is vulnerable to a variety of hazards and that it will take all of us—
working together—to respond to these emergencies.

Thank you again for this opportunity. We are happy to answer any questions you
may have and appreciate your continued support.

SUPPORTING DOCUMENTATION

The Salvation Army is a religious and charitable nonprofit organization, founded
on the streets of East London, England, 150 years ago. We provide assistance to
needy families every single day of the year in communities all across the United
States and in 125 other countries around the world. The Salvation Army’s mission
is to “preach the gospel of Jesus Christ and meet human needs in His name without
discrimination” and our disaster services program focuses on fulfilling that mission
by helping any and all who need assistance during emergency events. The organiza-
tion’s first disaster response in the United States occurred more than 100 years
ago—to the Great Galveston Hurricane of 1900—when our National Commander or-
dered Salvation Army officers to that stricken city to provide whatever practical aid
and comfort they could. Since then, The Salvation Army has responded to just about
every major disaster our Nation has faced.

Our National headquarters is in Alexandria, Virginia. We divide the United
States into four administrative regions called “territories.” The Salvation Army’s
Southern Territory, headquartered in Atlanta, GA, includes the States of North and
South Carolina. The territories are further subdivided into 40 smaller entities called
“divisions” that typically include from 1 to 3 States, with oversight provided by a
divisional headquarters office. The divisional headquarters for the North and South
Carolina Division is in Charlotte, NC. Additionally, we have smaller, more localized
operations called “corps.” These are The Salvation Army units you will find in many
communities across this country. Smaller communities may have only a single corps
or service unit; larger cities may include multiple service locations and facilities.

The Salvation Army has been active in North and South Carolina since 1887—
opening units in Raleigh, Wilmington, and Spartanburg in that year. Today, The
Salvation Army operates 64 commands in the two States, which serve all 100 coun-
ties and the Eastern Band of the Cherokee Nation in North Carolina as well as the
46 counties of South Carolina. These operations include providing youth programs,
including Boys and Girls Clubs and summer camps; shelters for families in need of
transitional housing; weekly worship services; drug and alcohol treatment programs;
homeless shelters; affordable residential housing for seniors; and seasonal programs,
such as our Christmas kettle program and toy drives. One of The Salvation Army’s
25 Ray and Joan Kroc Community Centers opened in Greenville, SC in 2011.

Our local commands are typically directed by a Salvation Army officer—individ-
uals or married couples who are ordained to full-time ministry within The Salvation
Army. Officers wear navy blue uniforms with red epaulets and are responsible for
leading a force of local volunteers, employees, and soldiers. Nationally, The Salva-
tion Army in the United States now includes more than 5,300 officers, 63,900 staff,
and tens of thousands of volunteers.

EMERGENCY DISASTER SERVICES

The Salvation Army has been a vital part of the Nation’s emergency disaster re-
sponse system.

First, because the presence of The Salvation Army reaches every ZIP Code in the
country, we live and work in the communities where disasters strike. Our first re-
sponders are The Salvation Army officers, staff, and volunteers who live in the im-
pacted area, and we support the development and training of community volunteers.
If an emergency overwhelms our local resources, then we augment those resources
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by deploying personnel and equipment from across our division and, if necessary,
from across the country, to help where needed.

And, while our services may be adapted to the unique needs of a disaster situa-
tion, we are known for four (4) core services. Many of you are probably familiar with
The Salvation Army canteen—our mobile kitchen on wheels—that can provide food
and hydration. Within our southeast region, we have nearly 300 of these units, each
able to produce approximately 1,500 meals per day. Twenty of these feeding units
are positioned in North Carolina and 10 in South Carolina.

In addition to food service, The Salvation Army offers practical aid to disaster sur-
vivors, helping individuals and families meet emergency needs in the immediate
aftermath of a disaster. We also collect and distribute donated goods, such as food
boxes, cleaning supplies, and household items, by leveraging our network of facili-
ties. And perhaps, most importantly, we minister to people affected by the disaster
by offering emotional and spiritual care to rescue workers and survivors.

The Salvation Army is present in a community long before a disaster occurs, and
we will continue to serve that community even after the disaster event is a distant
memory. We participate in long-term disaster recovery operations, working closely
with Government agencies and the Voluntary Organizations Active in Disaster net-
work. A VOAD is an association of voluntary organizations committed to coopera-
tion, communication, coordination, and collaboration before, during, and after disas-
ters. For a catastrophic event, like Hurricane Hugo or Katrina, our disaster recovery
efforts may continue for several years.

We rely on volunteers and the generosity of the public to support our service de-
livery. All Salvation Army disaster services are offered without charge and sup-
ported entirely by donations. This gives The Salvation Army a good deal of flexi-
bility in how we are able to help and, because the public is tremendously supportive,
it allows us to independently fund our operations.

Finally, and perhaps most importantly, we recognize that we are a very small
part of a much larger emergency response network, and we are grateful for the sup-
port we receive from our local, State, and Federal partners. Without the strong sup-
port local, State, and Federal emergency management agencies provide, The Salva-
tion ﬁrmy would find it very difficult to offer all the services I have just described
on a disaster.

RELATIONSHIPS WITH THE STATES OF NORTH & SOUTH CAROLINA

The Salvation Army works together with the States of North Carolina and South
Carolina and their respective emergency management agencies:

1. We maintain regular communications to ensure that The Salvation Army is
appropriately involved in disaster planning, mitigation, preparedness, and re-
sponse activities. The Salvation Army is invited to participate in interagency
training and exercise programs and supports the States’ disaster conferences,
committees, task forces, and other emergency preparedness events.
2. We are included in the States’ emergency operations plans as a provider of
Mass Care—what some of you may know as the Emergency Support Function

3. We are included in Federal, State, and regional emergency activation proto-
cols and notified when a disaster or other emergency event has occurred.

4. The Salvation Army has designated liaison officers that reports to the State
emergency operations center upon activation to help coordinate and exchange
information among the organizations involved in the disaster response. Specifi-
cally, The Salvation Army keeps the two States’ emergency management agen-
cies informed of its disaster response activities, and its working relationships
with local governments, other local voluntary agencies, and community-based
organizations involved in the response. This includes engaging with Voluntary
Organizations Active in Disaster (VOAD), which includes our colleague agen-
cies, such as the American Red Cross, Southern Baptist Disaster Relief, and
other charitable disaster responders.

5. The South Carolina Emergency Division, North Carolina Division of Emer-
gency Management, and The Salvation Army work cooperatively in the dissemi-
nation of materials to educate the public on how to avoid, mitigate, prepare for,
and cope with disasters. During disaster operations, the public information offi-
cers from State emergency management and The Salvation Army maintain close
coordination to share disaster-related media releases produced by the two orga-
nizations.

6. The process and relationships described above are very similar to the rela-
tionships The Salvation Army has with other State emergency management
agencies and with the Federal Emergency Management Agency (FEMA).
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This level of collaboration is essential, and we believe that an effective disaster
response team extends across the entire community spectrum—not just to agencies
like FEMA and The Salvation Army, but also to private industry, local faith-based
and civic groups, and citizens.

THE FEBRUARY 2014 ICE STORM

The February 2014 Winter Storm that hit the State of South Carolina illustrates
The Salvation Army’s structure and organized approach to disaster response.

On Monday, February 10, 2014 we alerted all Salvation Army locations in North
and South Carolina about the impending storm. This communication activated our
pre-established network of local Salvation Army commands to begin preparing for
storm response and focused on three (3) key areas of concern:

1. Local Salvation Army units were to closely monitor the weather in their local
area, especially in South Carolina since that was the area of concern for great-
est impact.

2. Local Salvation Army units were to coordinate with their county emergency
management officials regarding protective actions, including areas that could
require assistance or where a shelter could be established.

3. Local Salvation Army units were to anticipate that winter storm conditions
likely would inhibit travel so any service delivery should be localized initially
and independent of additional support. Therefore, partnering with other local
organizations and agencies to ensure meeting local needs was the initial pri-
ority.

Two days before the storm’s anticipated arrival, Salvation Army senior leadership
from divisional headquarters personally contacted every officer in these local com-
mands across the Carolinas. This served three functions—establishing communica-
tion to reassure our local personnel, assess impacts or concerns regarding Salvation
Army infrastructure, and report any service delivery taking place or anticipated.

A Salvation Army liaison established communication with the South Carolina
Emergency Management Division and Emergency Support Function 6: Mass Care.
This communication and coordination was maintained with the State Emergency
Operations Center and the liaison deployed there on February 14. Salvation Army
personnel participated in the coordination of mass care support to the impacted
counties, communicating with the primary State agency for mass care, the South
Carolina Department of Social Services, as well as other ESF 6 partner agencies
and organizations, including the American Red Cross and South Carolina Baptist
Disaster Relief.

The Salvation Army conducted and participated in conference calls with South
Carolina Voluntary Organizations Active in Disaster (SCVOAD). These calls com-
menced the day after the storm and continued for 9 days—all of us focused on “the
4 Cs” of cooperation, communication, coordination, and collaboration. This focus
helped organizations better anticipate local needs and assign resources as available.

Local responses took place in 19 communities—10 in North Carolina and 9 in
South Carolina. The Salvation Army provided service and support from the Aiken,
Anderson, Charleston, Florence, Georgetown, Greenville, Orangeburg, Rock Hill,
and Sumter commands. Services included mass feeding, distribution of personal
comfort kits, food boxes (in partnership with Harvest Hope Food Bank) as well as
providing emotional and spiritual comfort.

Overall, in North Carolina, the Army provided 7,000 prepared meals, 18,000
drinks and snacks. In South Carolina, service delivery included 5,700 prepared
meals, 8,500 drinks and 6,600 snacks. Our response involved 130 personnel, who
provided 16,000 hours of service.

CONCLUSION

It is true that disaster relief is just one of the many services that The Salvation
Army offers and that day-to-day, our other social services demand a tremendous
amount of our time and resources. But when a major disaster strikes, The Salvation
Army will be there and ready to offer fast, efficient, and practical aid to any and
all that need assistance.

Mr. DUNCAN. Mr. Louden, thank you.

Let me just pause to say I hope everyone that heard the mission
of the Salvation Army will think a little bit differently this Christ-
mas when they hear the bells ringing.

Mr. LOUDEN. Thank you, Mr. Chairman.

Mr. DuNcaAN. Thank you, sir.
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Dr. Hallstrom.

STATEMENT OF JASON O. HALLSTROM, PH.D., DEPUTY DIREC-
TOR, INSTITUTE OF COMPUTATIONAL ECOLOGY, CLEMSON
UNIVERSITY

Mr. HALLSTROM. Good afternoon, Chairman Duncan, Representa-
tive Meadows, colleagues. Thank you for the opportunity to provide
testimony today.

As we witness apparent increases in the frequency and severity
of Atlantic superstorms, emergency preparedness could not be more
paramount.

My name is Jason Hallstrom, and I am a computer scientist in
the School of Computing here at Clemson. I have the privilege of
serving as deputy director and director of technology for the Insti-
tute of Computational Ecology—indeed, a mouthful, which I will
try to talk to.

In assessing our preparedness for the next superstorm to make
landfall on the coast, there are two important planning dimensions
to consider.

The first is our capacity to plan proactively before the storm
makes landfall on our coast. This involves our ability to predict, to
track, and to gauge the severity of the storm in a timely fashion
with high fidelity well in advance of its impact.

The second dimension to consider is our capacity to plan reac-
tively after the storm makes landfall. This involves our ability to
dynamically monitor infrastructure and natural resource impacts
as they occur.

Both are critically important, and I am pleased to be able to offer
an optimistic outlook on both of these fronts.

As we have heard a bit earlier today, since 1989, NOAA and the
National Weather Service have made significant improvements to
their data collection, modeling, and forecasting infrastructure. The
Nation’s radar network has been significantly enhanced to provide
new measures that enable improved hurricane modeling, and the
GOES satellite network has doubled in size with attendant im-
provements in resolution and accuracy.

Data enhancements and improved forecasting models have
helped reduce the National Hurricane Center’s 24-hour track error
by approximately 40 percent, providing significant benefits to evac-
uation planning activities, which are estimated at approximately
$1 million per mile of evacuated coastline.

While hurricane patterns are always going to be a stochastic phe-
nomenon, the important take-away from this component of my tes-
timony is that proactive monitoring capabilities were not a signifi-
cant operational bottleneck in 1989, and they are unlikely to be
operational bottlenecks in the future.

My optimism on the reactive front stems from the tremendous
opportunities that I see for improving our capacity to dynamically
adapt and respond to hurricanes and other emergency events as
they occur. There has been a sea change in real-time in situ moni-
toring technologies. Ironically, the catalyst for this paradigm shift
arrived in a tiny package, a computing device that we now refer
to as a mote.



70

The unusual name reflects a tiny form factor that ranges in size
from that of a Rubik’s Cube to a matchbox to a quarter. Each de-
vice is capable of sensing, processing, and communicating informa-
tion from its surrounding environment, enabling new applications
in sniper-fire localization, wildfire monitoring, structural assess-
ment of buildings and roadways, and classification of intruders
near critical infrastructure.

Looking to the future, these devices will be even smaller and
more robust, making it possible to seamlessly integrate in situ
monitoring capabilities within our buildings, our roads, and our
utility infrastructure.

In the event of a natural or man-made disaster, the resulting
sensing fabric could be used to provide near-instantaneous feed-
back on the type, degree, and location of damage. Emergency man-
agement decisions would be optimized to rapidly commit personnel
and resources to where they are needed most.

But this is still a vision. The hardware, software, and networking
foundations that are necessary to deploy and manage a State-wide
sensing infrastructure suitable for emergency response are still
evolving. I believe that Clemson can play an important role in this
evolution based on our work with the Intelligent River program.

The Intelligent River program brings together faculty and stu-
dents across disciplines to develop the next generation of sensing
infrastructure. The design represents a fully integrated sensing so-
lution that enables end-users to collect, to share, and to utilize a
brolad spectrum of in situ data at dense temporal and spatial
scales.

The result is a system that enables fine-grained, long-lived, low-
cost in situ monitoring at local, regional, and landscape scales and
iQ,upports meaningful analyses of the data that the system can col-
ect.

Our team is actively managing Intelligent River deployment
throughout the State, including an on-going deployment along the
312-mile reach of the Savannah River Basin, from the headwaters
in North Carolina down to the estuary.

While our monitoring emphasis has been on water quality, the
infrastructure design is sensor-neutral. So while the type of data
being collected in the Savannah Basin could help to assess the type
of drinking water impacts observed during Hurricane Irene and
others, virtually any type of sensor can be deployed within this in-
frastructure across a wide range of challenging environments.

I believe that the Intelligent River represents an important foun-
dation for growth as we consider how to improve our State’s ability
to efficiently respond to hurricane events and other natural and
man-made emergencies.

I would like to thank the subcommittee once again for the oppor-
tunity to provide testimony on this important topic, and I am
hap%y to answer any questions that you may have. Thanks very
much.

[The prepared statement of Mr. Hallstrom follows:]

PREPARED STATEMENT OF JASON O. HALLSTROM

Chairman Duncan, Ranking Member Barber, and Members of the subcommittee,
welcome to Clemson University. I know that for many of you, this is a welcome
back. We’re honored to have you on campus today.
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My name is Jason Hallstrom and I am a computer scientist in the School of Com-
puting here at Clemson, and I have the privilege of serving as the deputy director
and director of technology for Clemson’s Institute of Computational Ecology.

As the subcommittee is well aware, 2014 represents a bitter anniversary, marking
25 years since Hugo’s landfall on the South Carolina coast. With wind speeds in ex-
cess of 130 mph, the storm resulted in 49 deaths and approximately $9 billion in
damage. This wasn’t the first Category 4 storm to hit our coast, but its ferocity fun-
damentally reshaped our perceptions of the tremendous impacts such storms can
impose. In the quarter-century hence, South Carolina has been fortunate to avoid
the brunt of subsequent superstorms—quite narrowly, it is worth noting, in the
cases of Irene and Sandy, both of which dwarfed the aggregate economic impact of
Hurricane Hugo. As we witness apparent increases in the frequency and severity
of Atlantic storm systems, emergency preparedness could not be more paramount.
Thank you for considering this important topic and for the opportunity to provide
testimony to the subcommittee today.

While the timing is uncertain, the potential for another superstorm to make land-
fall on our coast is not. That is simply an unfortunate inevitability that we must
face. In assessing our preparedness for such an event, there are two important plan-
ning dimensions to consider. The first is our capacity to plan proactively, before the
storm makes landfall. This involves our ability to predict, to track, and to gauge the
severity of the storm in a timely fashion, with high fidelity, well in advance of its
impact. This capacity sets an upper bound on our ability to mobilize citizens out of
harm’s way, to establish appropriately-scaled response teams, and to establish infra-
structure contingencies. The second dimension to consider is our capacity to plan re-
actively, after the storm makes landfall. This involves our ability to dynamically
monitor infrastructure and natural resource impacts as they occur, setting an upper
bound on our ability to direct response efforts to where they are needed most, and
to reduce the duration and severity of infrastructure and resource disruptions.
Today, I'm pleased to offer optimistic outlooks on both of these fronts.

Since 1989, NOAA and the National Weather Service have made significant im-
provements to their data collection, modeling, and forecasting infrastructure. The
Nation’s radar network has been enhanced to provide not only improved resolution
and sensitivity, but also the ability to acquire wind speed and direction data, both
of which are instrumental in hurricane modeling. The GOES satellite network has
doubled in size, with attendant advancements in satellite stabilization, storm local-
ization, detector optics, and available energy, enabling continuous high-resolution
imaging. More frequent reconnaissance flights and higher-density in-flight data col-
lection complement these continuous streams. Together, these datasets and im-
proved forecasting models have helped to reduce the National Hurricane Center’s
24-hour track error by approximately 40%, providing significant benefits to evacu-
ation planning activities, estimated at $1 million per mile of evacuated coastline.
While hurricane patterns will always be stochastic phenomenon, the important
takeaway is that proactive monitoring capabilities were not a significant operational
bottleneck in 1989, and they are unlikely to be operational bottlenecks in the future.

I promised an optimistic outlook on both planning fronts, and that remains true.
But my optimism on the reactive front stems from the tremendous opportunities
that I see for improving our State and Nation’s capacity to dynamically adapt and
respond to hurricanes and other emergency events as they occur. The improvements
that we’'ve witnessed in our portfolio of proactive monitoring technologies are un-
questionably impressive, but reactive monitoring technologies have witnessed a sea-
change. Ironically, the catalyst for this paradigm shift arrived in a small package—
a family of computing devices that we now refer to as motes.

This unusual name reflects a tiny form-factor, ranging from the size of a Rubik’s
Cube, to the size of a matchbox or a quarter. Each device is capable of sensing, proc-
essing, and communicating information from its hosting environment. Mote net-
works enable applications in locating sniper fire, monitoring wildfire conditions, as-
sessing the structural integrity of buildings and roadways, and classifying intruders
near critical infrastructure. Looking to the future, these devices are likely to be even
smaller and more robust, making it possible to seamlessly integrate in situ moni-
toring capabilities within our buildings, our roads, and our utility infrastructure. In
the event of a natural or man-made disaster, the resulting sensing fabric could be
used to provide near-instantaneous feedback on the type, degree, and location of
damage. Emergency management decisions would be optimized to rapidly commit
resources and personnel to where they were needed most.

But this is still a vision. The hardware, software, and networking foundations nec-
essary to deploy and manage State-wide sensing infrastructure suitable for emer-
gency response are still evolving. I believe that Clemson can play an important role
in this evolution based on our work with the Intelligent River® program.
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The Intelligent River® brings together faculty and students from across campus
to develop a new sensing infrastructure.! While the infrastructure design relies on
mote networks, it is a fully-integrated solution that enables end-users to collect,
share, and utilize a broad spectrum of in situ data at dense temporal and spatial
scales. The result is a system that enables fine-grained, long-lived, low-cost in situ
monitoring at local, regional, and landscape scales and supports meaningful anal-
yses of the resulting data. Our team is managing Intelligent River® deployments
throughout the State, including an on-going deployment along the 312-mile reach
of flhe Savannah River, from the headwaters in North Carolina to the port in Savan-
nah.

In these deployments, our monitoring emphasis is on water quality, but the de-
sign of our toolset is sensor-neutral. So while the type of data being collected in the
Savannah Basin could help to assess the types of drinking water impacts observed
during Hurricane Irene, virtually any type of sensor can be deployed within this in-
frastructure, across a wide range of challenging environments. I believe that the In-
telligent River® represents an important foundation for growth as we consider how
to improve our State’s ability to efficiently respond to hurricane events and other
natural and man-made emergencies.

I would like to thank the subcommittee once again for considering this important
topic and for the opportunity to provide testimony today. I am happy to answer any
questions you may have.

Mr. DuncaN. Thank you. I will say, Dr. Hallstrom, the Intel-
ligent River system has been instrumental in helping the Savan-
nah River system with downstream flows, water quality, lake
water retention, and all the things that the Corps is looking at in
the environmental impact study. So thanks for your work on Intel-
ligent Rivers.

Mr. HALLSTROM. Thank you, Mr. Chairman.

Mr. DUNCAN. Professor Bentley.

STATEMENT OF EMILY BENTLEY, J.D., ASSOCIATE PRO-
FESSOR, HOMELAND SECURITY AND EMERGENCY MANAGE-
MENT PROGRAM, SAVANNAH STATE UNIVERSITY

Ms. BENTLEY. Thank you. Mr. Chairman, Congressman Mead-
ows, esteemed panel members, and residents, my name is Emily
Bentley. I am an associate professor of homeland security and
emergency management at Savannah State University, so down
the road from where we are today and our neighbor institution
here.

I see my role in that academic program as preparing a new gen-
eration of leaders to deal with whatever the 21st Century will
bring, whether it is human-caused disasters or natural disasters.

The topic of this hearing is the type of question that should be
asked in communities across our Nation, not just in South Carolina
or along the Atlantic coast, so I applaud the subcommittee’s initia-
tive and insight in convening this panel.

In determining and establishing preparedness, there is no one-
size-fits-all answer. There is no silver bullet. Working toward dis-
aster resilience involves policy and politics, science, and human be-
havior, with a focus on creating a culture of preparedness across
communities, sectors, and levels of government.

The question posed by the subject of this hearing is a complex
one: Are we more prepared than in 1989? In some ways, as other
panelists have suggested, yes. But there is increased vulnerability
to coastal hazards, like tropical cyclones, as well as other hazards.

1This work is supported through competitive awards from the National Science Foundation
(CNS-1126344, CNS-0745846).
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There have been improvements, as we have noted. Response in
Hurricane Hugo exposed challenges in communication and coordi-
nation across agencies, which is not uncommon in significant emer-
gencies and disasters. Since then, particularly in the first decade
of the 21st Century, largely in reaction to the September 11, 2001,
terror attacks, the United States has promoted a common incident
command system and invested millions of dollars in interoperable
communication systems.

We have seen States and localities throughout the Nation work
toward and achieve compliance with an accreditation with National
standards in emergency management. Several States in this re-
gion—South Carolina, North Carolina, Georgia, and Florida—are
all Nationally accredited and have Nationally-accredited emergency
management programs. We don’t see many local jurisdictions in the
Carolinas with any National accreditation. That may be something
to note.

We have seen focus on and improvements in response and recov-
ery planning throughout the Nation. In addition, as we have noted,
we have at our disposal new and more immediate ways to commu-
nicate with the public and among responders. Many people have
smartphones or at least cell phones and are connected to the inter-
net 24/7. These technology developments can be valuable tools in
notification and warning in a developing disaster.

These policy and investment activities can be expected to support
improved coordination and communication in response to a major
hurricane today. The extent of these benefits will depend to a large
degree on how they are embraced and implemented at the local
grass-roots level.

In emergency management and homeland security, we try to as-
sess risk with some sort of methodology. We look at a combination
of likelihood, vulnerability, and consequences. Several years ago,
colleagues at Hazards and Vulnerability Research Institute at the
University of South Carolina down the road used a loss estimation
model called HAZUS-MH to estimate what a Hugo-type storm
would do today in South Carolina.

Looking at Charleston County, for example, you would see an es-
timated more than 69 percent of county buildings with damage,
more than a third of residential structures with more than 50 per-
cent damage, and 0 percent of schools left functional, with a pro-
jected total of direct and indirect economic loss of $6.7 billion.

As has been noted, as we consider the status of preparedness
compared to 1989, we have to consider the population growth in
the southeastern United States in the intervening years. It has
been a great time in the southeastern United States. It is a very
attractive part of the country.

This plays a role in vulnerability as well as potential con-
sequences. For example, South Carolina’s population increased 38
percent from 1989 to 2013, from 3.46 million people in 1989 to al-
most 4.8 million in 2013, according to the U.S. Census. Other
States in the Southeast have experienced comparable population
growth.

In many ways, our society tends to increase our vulnerability
rather than decrease it, from population growth, to our use of the
internet, to some of our development tendencies. According to
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NOAA and the U.S. Census, in 1990, the population in the coastal
floodplain in South Carolina was about 275,000 people. In 2010,
the population living in the coastal floodplain was more than
400,000, a 47 percent increase in population.

The percentage of this population younger than 5 or older than
65 increased from less than 19 percent in 1990 to 23.6 percent in
2010. This population growth impacts vulnerability in a number of
ways, from increasing the number of people potentially in harm’s
way in a hurricane, to increasing the number of people who will
need to be on the road or using some form of transportation, and
who may need to stay in temporary shelters inland in an evacu-
ation scenario.

The increase in the percentage of young and elderly may increase
the numbers of people who need additional assistance or who are
dependent on others in an evacuation or shelter.

So while there have been improvements, there are many pre-
paredness and response issues that continue to present challenges:
The diversity of hazards and gathering current and credible infor-
mation to understand risk; reaching all segments of the population
on an on-going basis with risk awareness and protective measure
messaging; getting the public and decision-makers’ attention when
something is not going on, absent, of course, the attention of this
committee; planning and implementing evacuation procedures, de-
cision-making, and transportation modes and routes, traffic man-
agement and adequate shelter operations; and coordinating across
agencies, sectors, and levels of government, particularly in a situa-
tion where normal operations are interrupted, so a continuity of op-
erations-type scenario; and then, of course, resources for accom-
plishing all of these things.

On the subject of the population and their vulnerability, research
at my institution, Savannah State University, and at others, in-
cluding leading work by Susan Cutter at the University of South
Carolina, has focused on social vulnerability in disasters. This re-
search recognizes the fact that as important as what the hazard
does, whether it be earthquake, hurricane, flood, or explosion, are
the characteristics and the resilience of the population, the people
where the hazard happens.

Social vulnerability factors include demographics like income,
age, disability, educational level, literacy and language, race and
ethnicity. These things can tend to make individuals, households,
and communities more vulnerable to the impacts of disasters.

In Chatham County, Georgia, my university did some research
that specifically focused on socially-vulnerable populations. We
found that while 70 percent of the respondents thought it was im-
portant to evacuate when officials called for an evacuation, only 25
percent say they were very prepared or prepared to do so.

Of those who said they would not evacuate if asked, the biggest
reason reported among survey respondents was lack of transpor-
tation to leave, 26.4 percent. But almost 18 percent of those who
said they would not evacuate said the storm and aftermath prob-
ably would not be as bad as officials predict.

Mr. DUNCAN. If you can start getting to a wrap-up?

Ms. BENTLEY. Oh, I am sorry.



75

This research and research in other locations with similar find-
ings illustrate the need to focus not only on the hazards but also
the populations in the area with significant storm risk. This type
of localized analysis of social vulnerability to disaster impacts is
needed for all our communities, particularly those at risk from po-
tentially catastrophic disasters.

Are we more prepared today than in 1989? Perhaps. Are we more
vulnerable? Yes.

As this committee continues its work, I encourage you to take a
leadership role in making sure that there are resources and sup-
port for local and State efforts to assess risk, engage the public in
risk awareness and readiness to take protective action, and build
capabilities across jurisdictions and agencies. These are key to im-
proving the resilience and preparedness of communities for a 21st
Century Hugo or whatever hazards our communities may face.

Thank you again for your time.

[The prepared statement of Ms. Bentley follows:]

PREPARED STATEMENT OF EMILY BENTLEY

NOVEMBER 21, 2014

Mr. Chairman, committee Members, panel members, and residents, the topic of
this hearing is the type of question that should be asked in communities across our
Nation—not just in South Carolina or along the Atlantic coast, so I applaud the sub-
committee’s initiative and insight in convening this panel.

In determining and establishing preparedness, there is no “silver bullet”—no one-
size-fits-all answer. Working toward disaster resilience involves policy, politics,
science, and human behavior, with a focus on creating a culture of preparedness
across communities, sectors, and levels of Government. The question posed by the
subject of this hearing is a complex one. Are we more prepared than in 1989? In
some ways, yes. But is there increased vulnerability to coastal hazards like tropical
cyclones (tropical storms and hurricanes) as well as other hazards? Yes. Hence the
importance of this discussion . . .

In emergency management and homeland security, professionals assess risk as a
combination of likelihood of occurrence or threat, vulnerability, and consequence.
Vulnerability refers to the susceptibility to incur harm or loss, including humans’
physical frailty or the exposure of property and infrastructure to damage. Proximity
to the hazard is a key aspect of vulnerability, but there are other factors to consider.
We often use computer models that help us quantify and visualize one or more of
the three components of risk. Several years ago, colleagues at the Hazards and Vul-
nerability Research Institute at the University of South Carolina used a loss esti-
mation model (HAZUS-MH, available from the Federal Emergency Management
Agency (FEMA)) to estimate what a Hugo-type storm would do in South Carolina
today. Selecting two counties as samples from those loss estimation results, George-
town County could see 17 percent of county buildings damaged, 83 percent of
schools unusable, and total economic impact (direct and indirect) of almost $85 bil-
lion. Charleston County would be estimated to see more than 69 percent of county
buildings damaged, more than a third of residential structures with more than 50
percent damage, and zero percent of schools left functional, with a projected total
(direct and indirect) economic loss of $6.7 billion. (Hazards and Vulnerability Re-
search Institute 2014)

We seek to learn from each disaster. As college students at Savannah State Uni-
versity and other institutions study emergency management and homeland security,
they identify lessons from past events like Hurricanes Andrew, Hugo, Floyd,
Katrina, and Sandy. They examine earthquakes and tsunamis, hazmat releases, and
the attacks at the Murrah Federal Building and on 9/11. Our governments as well
as emergency management agencies make adjustments, sometimes with beneficial
consequences as well as unintended consequences that may not be completely posi-
tive. Response in Hurricane Hugo exposed challenges in communication and coordi-
nation across agencies (not uncommon for significant emergencies and disasters).
Since then, particularly in the first decade of the 21st Century, largely in reaction
to the Sept. 11, 2001, terror attacks, the United States has developed a common In-
cident Command System (ICS) and invested millions of dollars in interoperable com-
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munications systems. These policy and investment activities can be expected to sup-
port improved coordination and communication in response to a major hurricane
today. The extent of the benefits of these improvements will depend to a large de-
gree on how they are embraced and implemented at the local, grass-roots level.

After disasters, institutions and organizations try to identify and address weak-
nesses, or areas for improvement. But researchers also know that as time progresses
from disaster events, the less we think about them and perhaps the less need we
perceive to prepare for them or mitigate their effects. People tend to forget easily,
and they often have the mindset that “it won’t happen, and if it does, it won’t hap-
pen to me.” The challenge is that disasters do and will continue to occur. It is up
to residents and their leadership and Government how prepared communities are
to deal with them. Key to creating and maintaining a culture of preparedness is a
realistic and current understanding of risk.

MORE AT RISK?

As we consider the status of preparedness compared to 1989, consider the popu-
lation growth of the Southeastern United States in the intervening years. This plays
a role in vulnerability as well as potential consequences. For example, South Caro-
lina’s population increased 38 percent from 1989 to 2013, from 3.46 million people
in 1989 to almost 4.8 million in 2013, according to U.S. Census estimates. Other
States in the Southeast experienced comparable and in several cases higher popu-
lation growth.

In many ways, society moves to increase disaster vulnerability and consequences
rather than decrease them. Consider the preference for living along the coast. In
1990, the population in the coastal floodplain in South Carolina, an area of about
2,900 miles, was about 275,000 people; in 2010, the population living in the coastal
floodplain was more than 400,000, a 47 percent increase in population (NOAA
2011). The percentage of this population younger than 5 years of age or older than
65 increased from less than 19 percent in 1990 to 23.6 percent in 2010 (see discus-
sion below of social vulnerability factors). This population growth impacts vulner-
ability in a number of ways, from increasing the number of people potential in
harm’s way in a hurricane to increasing the number of people who will need to be
on the road, or using some form of transportation, and who may need to stay in
temporary shelters inland in an evacuation scenario. The increase in the percentage
of young and elderly may increase the numbers of people who need additional as-
sistance or are dependent on others in evacuation and shelter operations.

The committee also should consider the potential increases in both likelihood and
vulnerability of other hazards because of other developments in the region, such as
expansion of nuclear plant operations in Georgia and South Carolina and projected
sea-level rise associated with climate change. Sea-level rise is expected to cause neg-
ative impacts not only for human safety but also for property value and stability
and the integrity of critical infrastructure like transportation (roads, bridges, mass
transit systems), water and wastewater treatment facilities, and energy trans-
mission and distribution. While not a significant issue for this immediate area, ur-
banization also adds to the need to focus on risk awareness, mitigation, and pre-
paredness, with the concentration of people and infrastructure concentrating vulner-
ability to natural as well as human-caused hazards. Damage caused to the New
York subway system as a result of 2012’s Superstorm Sandy is an easy-to-visualize
example. Vulnerability comes in varied forms. In his book, The Next Catastrophe,
Charles Perrow laid out a concise explanation of the vulnerability of the U.S. elec-
tricity grid, damage to or disruption of which could have significant impacts on crit-
ical infrastructure, the economy, and social stability. (Perrow 2007) In addition to
hurricanes and tropical storms, South Carolina and nearby States face a range of
other hazards, from cyber attack to hazardous material or nuclear release, to earth-
quake, flooding, tornadoes, and infectious disease outbreaks.

These examples illustrate that we need to examine risk frankly and on an on-
going basis. While guidance on this front is helpful from the Federal level, risk as-
sessment, mitigation, and disaster preparedness are fundamentally local, and to a
degree regional and State activities. To improve disaster outcomes, the United
States must build risk awareness, resilience, and preparedness capabilities at the
local, regional, and State levels.

SOCIAL VULNERABILITY

Research at my institution as well as others, including leading work by Susan
Cutter, Ph.D., at the University of South Carolina, has focused on social vulner-
ability factors in disasters. This research recognizes the fact that as important as
what a hazard—hurricane, earthquake, flooding, or explosion—does are the charac-
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teristics and resilience of the population, the people, where the hazard occurs. Social
vulnerability factors include demographics like income; age; disability; educational
level, literacy, and language; and race and ethnicity that can tend to make individ-
uals, households, and communities more vulnerable to the impacts of disasters.
(Cutter, Boruff, and Shirley 2003) In South Carolina’s coastal floodplain, almost 13
percent of the population is below the poverty level based on 2010 U.S. Census fig-
ures. (NOAA 2011) Research by SSU,! in Chatham County, Georgia, that focused
specifically on residents representing socially vulnerable populations (data was col-
lected in areas with high percentages of low-income, minority, and elderly popu-
lation), showed that while more than 70 percent of respondents thought it was im-
portant to evacuate when officials called for an evacuation, only 25 percent said they
were very prepared or prepared to do so. (Rukmana, Bentley, and Clay 2011). Of
those who said they would not evacuate if asked to, the biggest reason reported
among survey respondents was lack of transportation to leave (26.4 percent). Almost
18 percent of those who said they would not evacuate said the storm and aftermath
probably would not be as bad as officials predict. This research, and research in
other locations with similar findings, illustrate the need to focus not only on the
hazards but also the populations in areas with significant storm risk. For example,
do local officials along the coast have a good understanding of the percentages and
prime locations of residents without access to transportation?

PREPAREDNESS

Preparedness includes planning, training, and exercise all based on a comprehen-
sive understanding of the risk associated with identified hazards in a particular lo-
cation. Preparedness also includes communicating clearly with the public about po-
tential hazards, including risk associated with each hazard and measures they can
take to protect and prepare their family, households, businesses, and communities.
Preparedness is not about fear but about empowerment. It can, however, be a chal-
lenge to get and hold residents’ and decision makers’ attention on a “blue sky” day.
When an emergency or disaster occurs, people tend to pay more attention to warn-
ings and advice about protective measures. However, Dennis Mileti’s review of re-
search shows that people respond much better to protective action messages if they
are familiar with the decisions and actions they may have to take and have time
to consider the information, process it with family and friends—“milling,” and decide
their course of action. Compliance with protective actions benefits from giving peo-
ple clear, concise, actionable information on an on-going basis so they will know
what to do when an emergency or disaster occurs. (Mileti 2012) I raise this issue
because this disaster public education activities requires on-going work and focus
by local and State government agencies charged with emergency management and
homeland security with the assistance of private-sector and non-Governmental orga-
nization partners. It requires investment in local preparedness capabilities and ac-
tivities that must be supported by every level of government. While some media
may be free or low-cost, preparedness work with the public requires personnel time,
a thoughtful approach, and communication through multiple, diverse means to
reach all constituencies. The committee should evaluate whether enough emphasis
is placed on empowering residents with information and resources so that the indi-
vidual ri:sponsibility component of FEMA’s “whole community” approach is a real-
istic goal.

Recent years have seen significant focus on emergency operations/response plan-
ning in many counties and cities in the United States, particularly in vulnerable
areas along the Southeastern Coast. County governments where there is significant
risk and/or significant population are expected to, and generally do, maintain an
emergency operations plan (EOP) or comprehensive emergency management plan
(CEMP) and local hazard mitigation plans as well as other plans and procedures.
In most cases along the coast, response plans and procedures include an evacuation
annex or appendix to guide decision making and conduct of an emergency evacu-
ation of large segments of the population away from the coast. As was evident as
Hurricane Katrina came ashore near New Orleans in 2005, it is vital that local gov-
ernments have personnel and systems prepared to implement evacuation plans. In
Louisiana, research supporting an exercise in the summer of 2004 estimated that
approximately 100,000 residents of greater New Orleans would not be able to evac-
uate or would choose not to evacuate in the face of a hurricane. The State and city
had not, however, by August 2005 implemented actions to reduce this number by
engineering large-scale transportation options and public education/messaging to

1Supported by a grant from the U.S. Department of Homeland Security Science and Tech-
nology Directorate Minority Serving Institutions program, 2008-2010.
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support it. The estimate proved tragically accurate and resulted in tens of thou-
sands of people in desperate circumstances and in increased hazards to human
health and safety. South Carolina and its neighboring States must learn from this,
even though their elevation, risks, and populations are different. As the State and
this committee consider preparedness, take into consideration whether government
at each level has committed the resources needed to build capabilities to carry out
plans and protective measures. This includes involving the community in the plan-
ning process so that plans, procedures, and capabilities fit the end-user. Engaging
the community on an on-going basis is key to the “whole community” approach to
preparedness and empowers residents and households with the information, under-
standing, and tools to take individual responsibility.

In the Southeast and Atlantic coast of the United States, several States, including
Florida, District of Columbia, Georgia, Louisiana, Mississippi, New dJersey, North
Carolina, Pennsylvania, South Carolina, Tennessee, and Virginia have sought and
achieved National accreditation through the Emergency Management Accreditation
Program (EMAP). EMAP is designed to show that the jurisdiction has in place the
elements of a viable emergency management program. (EMAP 2013) The develop-
ment and application of voluntary National standards suggests an increased focus
on building a consistent level of State and local capabilities for emergency manage-
ment, including preparedness (sections of the standards address risk assessment,
planning, training, exercise, and communication with the public, for example). This
is a positive step. However, few local jurisdictions (city and county governments)
have sought and attained EMAP accreditation. Most of the local governments that
have achieved EMAP accreditation are in Florida (see www.emaponline.org for de-
tails; accessed November 16, 2014). This point as well as other indicators suggest
the need for emphasis on local preparedness capabilities, both in South Carolina
and in communities throughout the United States. I cannot address whether each
coastal county in the Southeastern Atlantic has implemented mitigation measures
to reduce damage or is prepared for a Category 4 hurricane or, in particular, wheth-
er their residents are ready and able to get out of harm’s way. Other panelists may
be able to address these questions for the jurisdictions within their responsibility.
The point is that we need to make sure these questions are asked and addressed
in each locale so that opportunities to improve preparedness can be addressed before
the next storm—or whatever hazard—occurs.

In addition to the need for mitigation, response, and continuity plans and other
preparedness activities, National standards as well as recent-vintage Federal guid-
ance call for communities to create and maintain pre-disaster recovery plans to
identify the structure, stakeholders, and key priorities it will use as it works to re-
cover from a significant emergency or disaster. These plans should be in place before
a disaster occurs. Beaufort County, South Carolina, has maintained such a plan for
several years, for example, and Chatham County, Georgia, is currently updating its
recovery plan to align with heightened expectations for recovery planning. States
with hurricane risk should work with local governments to facilitate pre-disaster re-
covery planning that includes representatives of diverse community interests and
stakeholder groups.

As emergency managers are fond of saying, like politics, all disasters are local.
Local policies and people will deal with the emergency or disaster before and long
after other levels of government and organizations. This concept should be central
to development of policy and budgets that support preparedness for hurricanes and
hazmat releases, mitigation measures like land use restrictions and building codes,
and protection activities for critical infrastructure.

As this subcommittee and Congress continues its work, key measures to improve
plregaredness for large-scale and catastrophic disasters for your consideration in-
clude:

e Leadership and support, working with local and State emergency management
and homeland security staff, in building a culture of preparedness among resi-
dents and business in your districts and within your areas of influence.

e Support for research to better understand and assess risk from all hazards and
to integrate that research in local planning and policy development.

e Continued and increased support for Emergency Management Performance
Grant (EMPG) funding, which provides a modest base of funding for local and
State preparedness activities in South Carolina and throughout the Nation.

e Support of Federal, State, and local initiatives focused on engaging the diversity
of our communities in risk awareness and disaster preparedness.

Are we more prepared today than in 1989? Perhaps. Are we more vulnerable? Yes.

I encourage the committee to continue to evaluate whether the investment of time,
attention, and resources at every level is adequate to protect your communities and
constituents.
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Thank you again for your time and attention to these important issues.

ATTACHMENT A.—COASTAL POPULATION CHANGE, 1970-2000

Coastal Floodplain Population, Selected States, 1970-
2010 (NOAA and US Census)
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Mr. DuNCAN. Okay. Thank you.

Well, there are a lot of different topics here, and I am just going
to dive right in. There are some things that are interesting me
right off the bat.

Dr. Bottum, I talked earlier in my statement—Mr. Bottum. Doc-
tor or mister? I think I introduced you as Dr. Bottum in Wash-
ington.
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The CNN article about the threat to our grid system, if you take
that in conjunction with the fact that we saw an explosive device
and an incendiary device placed at a substation in the Southwest,
I think that is a real threat. Now, can they take down a whole grid
system or parts of it and what the effect would be?

Can you talk a little bit about the reality of that, of whether that
is a real possibility, and how the Nation might react?

Can you pull one of those mikes a little closer? It doesn’t matter
which one.

Mr. BorTuM. The threat is real. I think that report said at least
one country. I think it said three countries could actually take
down our power grid.

I think what we see going on in the world today are countries
actually hiring people to do this, to mine intellectual property from
companies in this country, and position threats. It is a different
kind of warfare than we are used to in the past. I think it is real,
but I don’t know how to measure it. I honestly don’t.

The thing that we do worry about is we hear company after com-
pany telling us they don’t have trained people in this area. That
is a real workforce issue. It would be interesting to look at intel-
ligence reports on what other countries are investing in these cyber
hacking experts.

Mr. DUNCAN. Right. One thing Clemson is doing that the gen-
tleman from North Carolina might not be aware of is the drivetrain
facility and the system they have there that actually impacts the
grid system and creates the kind of breakers that might be nec-
essary to stop something like that, if it is EMP, some kind of surge
or something along those lines.

How is that being utilized? I know you are familiar with it.

Mr. BorTUuM. Yes, they are doing research projects on that. Com-
panies are actually engaging the folks in Charleston at the
drivetrain facility to do these kinds of things. I am not personally
familiar with any of the projects that are going on there. But you
can essentially simulate the power grid, so that would be a very
wise area for investment by the government through places like the
NSF and other agencies into research into these areas for simu-
lating attacks, and then figuring out how to deal with that in ad-
vance.

Mr. DUNCAN. That is in Charleston, and a lot of power companies
have invested in that.

Dr. Lacy, a threat of an electromagnetic pulse, whether it is
man-made through a nuclear device exploded in the atmosphere, or
whether it is a solar flare, we just had one go by the planet and
the sun wasn’t facing the right direction to affect us dramatically.
But we have seen that happen in the Northeast.

So with the Iranian threat of them getting a nuclear weapon,
and the real possibility—I will say that Congressman Meadows has
as a constituent who wrote a fabulous book called “One Second
After” that shows the impact of an EMP on a small community of
5,000 people.

I am part of the EMP caucus in Washington. I don’t want to
dwell on this issue, but an EMP, whether it is man-made or nat-
ural, can affect the grid system and our communication system,
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and a lot of other things we talked about here today. So how do
we combat that? What are we doing?

Dr. LAcY. In my remarks, I intentionally omitted speaking about
improvised nuclear devices and EMP attacks. They are horrific and
large-scale events that are very hard to guard against. There are
three points I think I want to make about them.

No. 1 is that although we tend to focus on the more frequent
events—the active shooters, the explosive events, chemical events—
there are many people in the country, the catastrophic prepared-
ness working group, for example, is working on how to prepare for
an improvised nuclear device or nuclear event in certain parts of
this Nation.

I would say, No. 1, that the question should be—you are probably
very familiar with this—but the question should be referred to the
intelligence community, because those folks seem to think that that
likelihood still exists.

In terms of EMP, it is very interesting. I was asked to give a talk
at NORTHCOM, and the folks in DOD at NORTHCOM focused
their remarks specifically on EMP and their concern for it. As a
matter of fact, they took us to Cheyenne Mountain, which origi-
nally was developed there to withstand nuclear attack and EMP.

I think these are very daunting questions, the ability to intercede
and stop a cascading effect of EMP needs to be focused on, but I
think not to the extent that we ignore the more upfront and haz-
ardous threats, active shooters, explosive threats, which are very
easy to do, biological threats, chemical threats, radiological threats.

I will just mention the fact that every week, there are radio-
logical sources, or every year numerous radiological sources in this
country are either lost or stolen. Those radiological sources can be
used to wrap around conventional explosives to cause radiological
devices, RDDs, dirty bombs as they are called, which are weapons
of mass disruption and fear, and cause other cascading effects of
fear, cost, and disruption of society.

So I guess to answer your question, we need to focus on these
low-frequency, very high-consequence events. But I don’t want to
think that those are more important than the high-frequency,
lower-consequence events that can be done any day by anyone with
an intent to do us harm.

Mr. DUNCAN. Thank you for that.

I am out of time. I am going to yield to the gentleman from
North Carolina. I am going to recognize him for questions for 5
minutes or so, and then we may have another round.

Mr. MEADOWS. Well, I thank you each of you for your testimony.
Let me go to really I guess the genesis of this, that we are here
today to prepare.

But Professor Bentley was just talking about how a lot of times
when they get a notice, they don’t evacuate. Some of that is for
logistical reasons, as you were pointing out. But most of the time,
it is for reasons that they believe they can weather the event or
that the event won’t affect them.

I must confess, I am the same way. I will get an alert on my
phone in Washington, DC, that says take cover, because there is
a particular storm. Sometimes I think it has to say, “This means
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you, stupid,” because I will look at it, I will look outside, and say,
it won’t be so bad. I won’t take cover.

How do we do a better job of pinpointing the urgency, so to
speak, of needing to either be prepared, whether it is cyber attacks,
natural events, without creating the fear factor and having every-
one run and stay hunkered down in a shelter?

Dr. Lacy.

Dr. LAcy. I think risk communication before, during, and after
events is extremely important. It is important in a number of ways.
One way is the more information you give, the more informed
choices people can make. No. 2, it is a means of getting people to
do the right thing.

For example, if there is an outbreak of disease, there is a tend-
ency of people to try to run away from that area and you can have
secondary and tertiary episodes and outbreaks of disease else-
where. So by giving the appropriate message, you can keep people
in the area. The message may be, “We have countermeasures for
this, and the people in this area will be getting the counter-
measures. Stay here.”

So influencing behavior, allowing people to make rational and
educated choices is extremely important.

One of the big conferences that we held in the last year had to
do specifically with this, with risk and crisis communication and
how conflicting messages can cause essentially minor to major
chaos in communities, and how important it is to give crisp, under-
standable, and actionable messages so people know what to do.

If I may, for a moment, I can segue and explain how that con-
ference came about, just for 1 minute, which is that we have the
Rutgers Institute for Emergency Preparedness and Homeland Se-
curity. It is a multidisciplinary group of all the subject-matter ex-
perts across the entire State of New Jersey, from humanities to
sciences, everybody doing homeland security, preparedness, dis-
aster response.

These people are all under one big tent now, and they are able
to look at issues all the way from risk communication to surge ca-
pacity to receptor biology. Everything is a one-stop resource for
people who need this kind of consultation. We are happy to do it.

We have now joined over the past number of years with Robert
Wood Johnson University Hospital. That is the premier academic
medical center in the State—it is a Level I trauma center—to bring
in the academic, medical, and health aspects of it, too.

I will give you one example. We did a mass casualty. We use
RTLS, real-time locating system technology, to move mass casual-
ties from a simulated multifocal explosive event at Rutgers Sta-
dium through the hospital. When hundreds of casualties come
through, we are able to effectively and efficiently bring them
through using this technology.

We have enough subject-matter experts that we are able to make
efficient and effective mass casualty management and surge man-
agement.

The only other point I want to make is that, because of the lead-
ership of institutions, we are able to get buy-in from the highest
levels. We had 2,000 volunteer victims and health care workers
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participate in these exercises just in our academic medical center
alone. So we are able to address these kinds of questions there.

Another one that we have addressed recently is the best prac-
tices for the management of blast injury. How do you do the med-
ical management of blast at the same time you do the emergency
management aspect at the same time do the law enforcement piece,
becfa})use it is a criminal event? How do you not step on each other’s
turt?

By bringing all the subject-matter experts together from the Uni-
versity, from the medical school, and from Robert Wood Johnson
University Hospital, we are able to do it in one stop.

Mr. MEADOWS. Okay.

Mr. Louden, obviously, those who serve with you to serve the
public know that when they are part of the Salvation Army, they
are there with one specific calling. As you mentioned, that calling
is really a higher calling than just giving out food or providing for
the physical needs. So how do you most effectively know who you
can count on to help and who you can’t count on to help?

Mr. LouDEN. That is a great question, Congressman. Thank you
very much.

The Salvation Army works year-round being prepared and exer-
cising our teams, training, equipping. When the time comes for us
to be called upon, we have established around the country response
teams that are ready to move at a moment’s notice, and, often-
times, pre-stage for the event, if we know that the event is about
to happen. So we have a pretty good idea of who we can call upon.

Mr. MEADOWS. In every ZIP Code, as you were saying?

Mr. LOUDEN. In every ZIP Code across the country.

Then, really, today for us represents a very helpful step forward
in getting the message of the Salvation Army out, that we do part-
ner and that many of our very effective partnerships are rep-
resented here today.

Those partnerships occur on a daily, weekly, monthly, regular
basis where we can continually be prepared, equipped, and in-
formed so that we can respond to whatever the need might be.

Mr. MEADOWS. I am out of time, so I would ask some of the oth-
ers, if you would, if you could just respond in writing to us on the
preparation and, obviously, Professor Bentley, on how we make
them actionable when an alert comes in, if you could do that, re-
spond to the committee, that would be very helpful.

I yield back.

Mr. DuNCAN. You can go ahead.

Mr. MEADOWS. Professor Bentley, let me come to you, because,
obviously, we cannot provide vehicles for every person who needs
transportation. You have your emergency hurricane preparedness
vehicle sitting out there, so that just doesn’t work. So how do we
best communicate the threat level? I would ask you to keep it con-
cise, if you can.

I also ask you to take off your lawyer hat who deals in facts and
law, and put on your professor hat and give me maybe an opinion.

Ms. BENTLEY. Thank you, sir.

I think key for this, too, is the concept of engaging the public on
a regular basis. As several other panelists have noted, people re-
spond much better, and the research bears this out, they respond
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much better when they have heard something before. The first time
you ask somebody to get onto a bus and go somewhere and they
don’t know where they are going, in front of a hurricane, that may
give them pause. So building that understanding of some decisions
they may need to make, some actions they may need to take, while
the sun is shining, that is critical.

Coca-Cola doesn’t tell us one time to have a Coke, right? They
tell us every day. We need to have that kind of approach. That is
why it is labor-intensive. We have to engage the public on an on-
going basis with clear, concise messages about things they may
need to do and provide them the tools.

Mr. MEADOWS. So who is in the best position to do that? Obvi-
ously, the Salvation Army does that, and Chatham County, we are
familiar with that. Maybe it is partly churches. But when we count
on the Federal Government to do that—and so you are not sug-
gesting the Federal Government communicate on a daily basis. Be-
cause normally what that does is it gets in one of these little leaf-
lets that has publication No. 104-5, and it collects dust until the
event happens and then we are scrambling around, saying, “Well,
where is that?”

Ms. BENTLEY. You are absolutely correct. That is my point. Like
politics, all disasters are local.

This is at the grass-roots level. This is local and State govern-
ment, emergency management agencies, sheriffs’ departments, Sal-
vation Army chapters, with a coordinated message but an on-going
effort. Let’s go to the Rotary Club.

The best emergency managers I have known have been people
who work in the community on a day-to-day basis, engaging the
community so that the plans and procedures for evacuation, for ex-
ample, fit the end-user, so that they know how to avail themselves
of ﬁ)u{olic transportation out of town if they don’t have access to a
vehicle.

We have several South Carolina counties that have about 4 per-
cent of the population without transportation, access to vehicles.

Mr. MEADOWS. Thank you.

I will yield back.

Mr. DUNcAN. I will recognize myself for another round of ques-
tions.

Dr. Hallstrom, I like the Intelligent River concept and what you
have been able to do with the Savannah River. The Rubik’s Cube
and it has gotten smaller, and the amount of data it collects is just
phenomenal. Transmission of that data is still something I can’t
grasp and wrap my head around.

So take that concept, and you are talking about the Intelligent
City project. In the post-Snowden days, where everybody is sen-
sitive about personal information, what is being collected by the
government, whether it is how you surf the internet, what you text,
or conversations you may or may not have with loved ones, now we
are going to have these components around the city monitoring God
knows what.

I sincerely mean, how do you feel that the general public will ac-
cept the whole concept of Intelligent City and data collection?

Mr. HALLSTROM. So thank you for the question. I think that the
response both to our deployments within the Savannah River Basin
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for Intelligent River and also deployment within Aiken for Intel-
ligent City and at the farm for Intelligent Farm, and other applica-
tions, the response has been tremendously positive. So we have
worked very closely with the city, in the case of Aiken for Intel-
ligent City, to make it clear what information we were collecting
and what that information would be used for.

So in the case of Aiken, we have a very strong platform that is
for the public good. In particular, we are collecting information on
stormwater, and we are looking at the city’s capability to process
that stormwater and to look at best management practices for im-
proving the treatment of that stormwater, so we have a lesser im-
pact on Hitchcock Woods.

There are similar stories for the work that we are doing in the
Savannah River. When you are collecting information on dissolved
oxygen, collecting information on turbidity, there is a very strong
explanation that resonates not just with agencies like the Army
Corps and EPA, but resonates with the citizens who are very inter-
ested in water quality in that area.

So in terms of negative public reaction to the information we are
collecting through Intelligent River, I would say we have seen none
within the last 7 to 8 years. It has been extremely positive.

Now I would like to mention that for our buoy deployments in
the Savannah, where you are putting in devices that look like large
marker buoys, we have been careful to try to mark those devices
with notes that indicate that this is for the public good, that this
is a research program, and we are collecting general water quality
and quantity data.

So I think there is a public outreach component that needs to
continue, to ensure that the public understands that this is for the
good of all.

But by and large, this has not been a problem for us.

Mr. DUNCAN. That is tough to do in these days, where the public
doesn’t trust the Government, getting their acceptance of a level of
data collection, regardless. I mean, there is a negative connotation.

Look, I agree with General Alexander, that in order to find the
needle in the haystack, you first have to have a haystack. But what
the Government does, how long they hold that information—I see
a connectivity here, a tie-in to this. I think this is absolutely the
right thing to do to be able to pinpoint an activity and understand
was that a car backfire or was that a gunshot? Was that a radio-
logical device or something else?

So I get the need for that information. I am just kind of talking
off the cuff here about what I hear when it gets down to privacy.
So this really ties in, and I know Mark wants to say something,
but I want to ask Mr. Bottum, after you chime in, about cybersecu-
rity. It is so important. But it is taken in the context today of this
arena of privacy and secure data.

So let me ask you to hold off, and I am going to let Mr. Meadows
chime in here, and then I will come back to you.

Mr. MEADOWS. Well, I want to pick up on that, where you left
off, Dr. Hallstrom, and I will just make a comment, and then let
Mr. Bottum respond.
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This whole privacy, when they see you out there collecting the
data, they can say, well, OK, this is for clean water and we see
that as great. You are the custodian of that data.

The real problem comes in with whom to trust as the custodian
of that data that you have collected for one purpose that might po-
tentially be used for another.

To give you an example, we talk about real and perceived
threats. I can tell you that there are countries that have the ability
right now to be listening to each one of you, listening to this over
your iPhone that is probably turned off.

Now I take that threat as so real, because I have been in Classi-
fied settings, that I don’t leave my telephone in my bedroom or
anywhere close to me even when it 1s turned off.

Now I say that because all the people listening here say, oh, it
can’t be that bad, but it is like the person getting ready for the
hurricane. If they believe that, it is not based in reality, I can tell
you.

So the real question is, if you are collecting it, or if somebody else
is collecting it, who do you trust to be the custodian if we allow
that breach of what I call a Constitutional firewall to be overturned
for National security or whatever the issue.

Sorry for the commentary.

Mr. DUNCAN. I really did not intend to go down that, but this
subject cannot be broached without considering privacy.

So we are talking about cybersecurity. We are talking about how
America can protect its infrastructure, and how private information
is protected.

So in these post-Snowden days, Mr. Bottum, how do we reassure
our constituents?

Mr. BorTtuM. I think what the Government can do is help the
public understand the threats that we are under, and that is an
education.

There is a trust issue. There is no question about that. But peo-
ple every day give away their information to Google, to everybody
else out there that they think—I heard Brad Wheeler from Indiana
University say recently, if you are getting a free service on the
internet, you are not the customer, you are the bait.

Basically, we are giving away our information every day. But I
think, with respect, there is obviously a trust factor that the Gov-
ernment needs to work on. But the education of the public to know
just how scary things are, when I get complacent, my chief infor-
mation security officer is here, and I had a fellow named Gene
Spafford back at Purdue. He had the first NSA Center of Excel-
lence. When I feel myself getting too complacent, I go and talk to
them for a while, just go in their office and listen to stories.

It is very, very scary what is out there. I think the public under-
stands that, and there is going to be an appreciation for why things
need to get done.

Mr. DuNCAN. We have broached a lot of questions that I wanted
to ask as we have gone through this today.

I really don’t have anything further, so I am going to yield to the
gentleman from North Carolina.

Mr. MEADOWS. Let me ask just one, and I guess what I would
like to do is, Dr. Lacy, very briefly, because we are running out of
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time, Dr. Hallstrom, Professor Bentley, there is the training that
happens in universities each and every day. You have students who
you are working with that are just like sponges, taking in this in-
formation.

We send them out, having trained them, into the workforce, of
which they go into an older system with this new knowledge that
they may move the pendulum just a little bit, instead of actually
being a vibrant part of the solution, where I see universities, land
grant universities, wherever it may be, could truly—I visited N.C.
State and saw unbelievable modeling that I said this needs to be,
and I had just left the EMS Center in Raleigh, and I said the two
of you need to be working together. Indeed, they are working to-
gether in a small way together, but really not a hand in glove.

So very quickly, how can we do that? I will let the three of you
comment.

Dr. LAcy. Well, that is one of the key purposes of our institute.
We work very, very closely with the public and private sectors,
with the county, the State, the Federal Government, National and
international organizations. What we do is, in our work with our
students, our graduate students, our postgraduate trainees, the
idea is to have them become change agents and work very, very
closely with the public and private sector to be the agent who
makes the change.

There is a lot of inertia out there. But given a dynamic training
program and dynamic individuals who join the workforce, there is
an ability to do that. We see it happening.

Mr. MEADOWS. Dr. Hallstrom.

Mr. HALLSTROM. So I am in the business of training students to
build embedded network systems, largely for doing large-scale
sensing. One of the challenges that you face is ensuring that the
students you produce and that you send out are able to work with
agencies and work with folks across domain disciplines. That has
been one of the major benefits of the Intelligent River program at
Clemson, in terms of its training impact.

So we brought in faculty from all across campus, from river ecol-
ogy and environmental toxicology, to computer engineering, com-
puter science, applied statistics. You are really training students to
work across those disciplines. When you send them out, they are
much more effective, in terms of working across those barriers.

Mr. MEADOWS. So not just within their particular area of exper-
tise, but across the dynamic.

Professor Bentley.

Ms. BENTLEY. I would agree that interdisciplinary approach is
key to many of our degree programs. That is one of the reasons our
program is homeland security and emergency management. At the
bachelor’s level, they get a comprehensive approach, and then they
can specialize through electives and minor courses and other train-
ing.

The other component of that is that I think we could do more.
In the technology fields, we tend to have technology transfer re-
quirements in many of the grant programs for education and sci-
entific research. I think we can do better in having knowledge
transfer—in other words, outreach to local and State emergency
management and other agencies—to move some of the research
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that is in academia and some of our institutes in a more proactive
way into the workforce and into the field.

Mr. MEADOWS. I thank the gentleman for your leadership. Thank
you for allowing me to participate in this question-and-answer and
committee hearing. Thank you.

Mr. DuNcaN. I thank the gentleman from North Carolina.

It is great to have Congress at Clemson. I want to encourage ev-
eryone to walk around this beautiful campus, walk around Bow-
man Field, look back up at Tillman Hall, and stay around until to-
morrow and watch the Tigers beat Georgia State.

I want to thank Clemson University, my alma mater, for allow-
ing us to conduct this field hearing here. It is great to bring Wash-
ington down to where the rubber meets the road, and that is in the
States and localities.

I want to thank the witnesses for their testimony. I think both
panels were fabulous.

Members of the committee may have some additional questions.
We just ask you to submit answers in writing. We are going to
leave the record open for a little while, in case there is some other
information that comes to light.

With that, the subcommittee will stand adjourned.

[Whereupon, at 3:37 p.m., the subcommittee was adjourned.]
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