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ACQUISITION CONTRACTING

WITNESSES
PAUL FRANCIS, MANAGING DIRECTOR, ACQUISITION AND SOURCING
MANAGEMENT TEAM, GOVERNMENT ACCOUNTABILITY OFFICE
MICHAEL GOLDEN, MANAGING ASSOCIATE GENERAL COUNSEL FOR
PROCUREMENT LAW, GOVERNMENT ACCOUNTABILITY OFFICE
BILL WOODS, DIRECTOR, ACQUISITION AND SOURCING MANAGEMENT
TEAM, GOVERNMENT ACCOUNTABILITY OFFICE

CHAIRMAN MURTHA’S OPENING STATEMENT

Mr. MURTHA. The hearing will come to order. We welcome the
witnesses, and I want to say that the problem we have been having
is the acquisition process. I don’t say it is broken, but the bigger
contracts that we have had, we have had some real problems with
them. We talked a little bit before the hearing started about some
of the protests that have been sustained.

You have got to go into some detail with us about what you see
if there is something we can do to help this situation. You made
some suggestions that I would like you to make officially about the
problems you see in this area so that we can try to resolve them
from a fiscal standpoint.

Mr. Frelinghuysen.

COMMENTS OF MR. FRELINGHUYSEN

Mr. FRELINGHUYSEN. Thank you, Mr. Chairman. Welcome, gen-
tlemen.

Would you like a motion, Mr. Chairman?

Mr. MURTHA. I would like a motion.

MOTION TO HOLD EXECUTIVE SESSION

Mr. FRELINGHUYSEN. I move that those portions of the hearing
today which involve proprietary material be held in executive ses-
sion because of the sensitivity of the material to be discussed.

Mr. MURTHA. All in favor will say aye. Without objection, aye.

OPENING STATEMENT OF MR. FRANCIS

Mr. Francis. Thank you. Mr. Chairman, Mr. Frelinghuysen. I
appreciate the opportunity to be here today to talk about a wide
range of topics: weapons systems, contracts, workforce, bid pro-
tests. I have with me Mike Golden on my right, who is the head
of GAO’s bid protest unit. On my left is Mr. Bill Woods, who is a
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contracting expert. I think among us we must have pretty close to
100 years of experience.

PURSUIT OF VERY HIGH CAPABILITY

I just have a couple of remarks to make in the beginning, and
we will get very quickly to the questions. The condition that we
have today has been decades in the making. I think in the area of
weapons systems, we are looking at the effect of cumulative com-
mitments to pursue very high capabilities, and we have accepted
the high risk associated with those. We have also vastly expanded
our capability to meet near-term commitments, but we have done
that largely through contracting out for services.

I think you could describe what we have been doing in the near
term as institutionalizing expediency, and that is something that
we have to look at.

We have had, over time, the money and the flexibility to do so,
but the question we ask ourselves today is, are we where we want
to be? And I think the answer is, no, I don’t think it is a sustain-
able path that we are on.

If you look at weapons systems Mr. Chairman, cost growth and
schedule delays associated with high-risk weapons are denying the
warfighters the capabilities they need on time, and certainly in the
quantities they need.

CONTRACTOR WORK FORCE

When we have done contingency contracting and service con-
tracting to expand our near-term capabilities, we have done so
through the process of thousands of decisions. So what we have
today is a very large contractor workforce that is largely been put
together on an ad hoc basis. It hasn’t been strategic at all.

Today it is still hard for the Department of Defense to say how
many contractors it has, where they are, and there are a lot of
questions about what roles we play.

Our own organic government acquisition workforce has stayed
relatively stable in the past few years, and if you go back in his-
tory, has declined significantly.

There is a move afoot to increase the acquisition workforce, but
I think a key decision——

FEDERAL ACQUISITION WORK FORCE

Mr. MURTHA. Go over that again, because this committee has
been stressing direct hires. It is cheaper, and the contracting has
gotten out of control. So go over that one point again as you go
along here.

Mr. FRANCIS. Sure. I think if you go back to the 1990s, the acqui-
sition workforce was probably cut in half during that decade and
there was a big movement to contract out for a lot of that activity.

During the last 10 years, I think the workforce is down to around
130,000. I am trying to remember the numbers, but it may have
been as high as 300,000 to 400,000 20 years ago. What we don’t
have a good number on today is how much that has been aug-
mented by the contractor workforce in acquisition.
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But be that as it may, as we have hired more contractors to do
work, our acquisition workforce has stayed the same. So our people
are having to do a lot more oversight than they used to, and there
is a real question there.

Mr. MURTHA. How do you define our acquisition workforce in the
Defense Department?

KNOWLEDGE OF WORKFORCE CAPABILITY GAPS

Mr. FrRANCIS. Defense Department, military and civilian.

I think even more important, even as we are looking at increas-
ing that workforce, the Department of Defense today does not real-
ly know the skill sets it needs in its acquisition workforce, so it
doesn’t really know what gaps are most pressing to fill. So as we
in-source, it is hard to in-source smartness, so these are real chal-
lenges for the Department of Defense. It does not have good data
on its own workforce.

Another factor we have to consider is we are not going to have
the money to sustain the way we have been conducting business
over the last 10 years. So I don’t think, again, we are where we
want to be.

OPPORTUNITY TO IMPROVE ACQUISITION

But I do think we are in a really great period of opportunity, and
there is a lot of momentum for change. I think of a number of
things. One is what the Congress has done with acquisition reform
legislation and the Department of Defense in changing its policies.
I look at what the President has done in his memo on contracting,
and the tough decisions the Secretary of Defense has made on
weapons systems.

I also look at the continuity in acquisition executives from the
last administration to this administration. I think it is unprece-
dented, and there is a level of experience there that I don’t think
we have had. We also have a QDR coming up as well, so there is
a real opportunity and momentum for change here. I would say,
having been around a fairly long time, there have been opportuni-
ties in the past that have been missed.

Coming back to your point, Mr. Chairman, we have to think
about programs that have gone wrong, and why they went wrong.
If requirements were poorly conceived, perhaps too ambitious, then
the subsequent acquisition program can’t fix that. That acquisition
program is going to be in trouble.

If the acquisition program isn’t laid out soundly, then no con-
tracting type is going to fix it, so we have to go back and work it
all the way through. It takes a lot of things to go right.

Things that have been challenges in the past is when programs
have come forward—we talked about Future Combat Systems—and
don’t measure up, yet the Department approves it and submits it
for funding, and then it gets funding. We are actually reinforcing
some of the things that we don’t want to happen.

So for us to capitalize on this opportunity that we have now, the
key thing to sustain momentum is we have got to make sure our
money decisions reinforce the practices and principles that we are
espousing today. That is the most important thing for us.
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That is all I have to say in the beginning. We would be glad to
answer any questions.
[The statement of Mr. Francis follows:]
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DEFENSE ACQUISITIONS

Managing Risk to Achieve Better Outcomes

What GAO Found

The first and perhaps best opportunity to reduce risk in an acquisition
program is in the early planning phase when critical decisions with significant
implications for the program’s overall success are made. Early and effective
planning helps minimize risks in both weapon system and services
acqmsmons GAO has repoﬁed on the importance of prioritizing needs,

ing requir and using a solid, executable business case
before commxmng resources to a program. DOD must demonstrate that the
warfighter's needs are valid and can best be met with the chosen concept and
that the chosen concept can be developed and produced with existing
resources.

DOD can also protect the government’s interest by selecting contracting
instruments that provide the proper allocation of risk between the
government and contractor and by ensuring competition, Promoting
competition can save money, improve contractor performance, and promote
accountability. GAO's bid protest process also serves valuable public interests
by providing transparency in the procurement system and guidance to the
procurement community without undue disruption to the acquisition procéss.

Risks that are not effectively managed in the earlier phases may result in poor
program outcomes as programs move into the execution phase of the
acquisition process. Probleras are much more costly 10 fix in later stages than
early in the acquisition. Last year we reported that the cumulative cost growth
in DOD's portfolio of 96 major defense acquisition programs was $296 billion,
and the average delay in delivering capabilities was 22 months. These
outcomes mean that other critical defense and national priorities may go
unfunded and that warfighters may go without the capabilities they need.

Central to better managing risks is a capable acquisition workforce. However,
DOD lacks key information about the current number and skill sets of its
acquisition workforce and what it needs. To supplement its in-house
acquisition workforce, DOD relies heavily on contractor personnel. Such
reliance is symptomatic of DOD’s overall reliance on contractors to provide
additional capacity and expertise. Yet, precision on the size of the total
contractor workforce and what roles they are fulfilling is elusive, hindering
DOD's ability to make key workforce decisions and increasing the risk of
transferring government responsibilities to contractors.

The current reform environment provides an opportunity to leverage the
lessons of the past and manage risks differently. This environment is shaped
by significant acquisition reform legislation, constructive changes in DOD's
acquisition policy, and initiatives by the inistration, including i
difficult decisions to terminate or trim namerous weapon systerns. To sustain
momentum and make the most of this opportunity, it will be essential that
decisions to approve and fund acquisitions be consistent with the reforms and
policies aimed at getting better outcomes. -

United States Gove 3 ility Office




Mr. Chairman and Members of the Subcommittee:

We are pleased to be here today to discuss the risks and outcomes
associated with the defense acquisition process. In fiscal year 2009, the
Department of Defense (DOD) spent nearly $384 billion on contracts for
goods and services. The significance of this investment, representing over
70 percent of total government contract spending, makes it imperative for
DOD to manage risk in all of its acquisitions to ensure that the
government’s best interests are being met. The significance is further
heightened by the critical role that contractors play in supporting DOD's
mission——as starkly illustrated by the fact that in Iraq and Afghanistan the
number of contractor personnel exceeds the number of military personmnel.
Risk is inherent in any major acquisition, whether a weapon system or
complex service acquisition. But it is only through the thoughtful
management of risks throughout all phases of the acquisition process that
successful outcomes can be achieved. Clearly, however, DOD has not
adequately managed such risks. For example, its major weapon systems
continue to take longer to develop, cost more, and deliver fewer quantities
and capabilities than originally planned. Last year we reported that the
cumulative cost growth in DOD's portfolio of 96 major defense acquisition
programs was $296 billion and the average delay in delivering promised
capabilities to the warfighter was 22 months. In addition, since 2001, DOD
spending on contracts for services has more than doubied. We have .
reported that this growth has not been well managed—resulting from
thousands of individual decisions that tended to be reactive, rather than
from strategic, comprehensive planning—contributing to schedule delays,
cost overruns, and unmet expectations.

Despite decades of reform efforts, these outcomes and their underlying
causes have proven resistant to change and, in fact, both DOD weapon
system acquisition and DOD contract management have been on our high-
risk list for nearly 20 years. As recently as 2009, both Congress and DOD
have taken action to infuse the weapon acquisition process with more
knowledge and discipline, with laws and policy changes designed to allow
DOD to balance requirements with resources before prograrms begin and
produce more accurate cost estimates from the outset. In addition,
Congress and the President have initiated other reforms aimed at
improving government acquisition. While this most recent round of
reforms is very promising, it is too early to tell if they will finally break the
cycle of poor acquisition outcomes within DOD. Further, no reform will be
successful without having the right people with the right skills to carry out
and manage an acquisition program throughout the entire acquisition
process. Unwarranted risks can undermine an acquisition in a number of

Page } . GAO-16-374T



ways. A poorly conceived acquisition is doomed from the outset, while a
poor contract selection or an inadequate workforce can weaken the
government's ability to manage and oversee the acquisition. Therein lies
the challenge: it takes many things for an acquisition to succeed, while
only one source of unmanaged risk can cause a poor outcome.

Today, we will discuss (1) planning of DOD’s acquisitions; (2) contract
types and the contract award process, including bid protests; (3) outcomes
of major acquisitions programs; and (4) the acquisition and contractor
workforce. We also will discuss relevant reforms in each area. For
purposes of this discussion, we have broken the acquisition process down
in to three broad phases: planning, contract award, and execution. This
statement draws from our extensive body of work on DOD's acquisition of
weapon systems and government contracting and on our experience in
deciding bid protests. Our audit work was conducted in accordance with
generally accepted government auditing standards. Those standards
require that we plan and perform the audit to obtain sufficient, appropriate
evidence to provide a reasonable basis for our findings and conclusions
based on our audit objectives. We believe that the evidence obtained
provides a reasonable basis for our findings and conclusions based on our
audit objectives.

The Acquisition
Process: Planning
Phase

The first, and perhaps best, opportunity to reduce risk in any DOD
acquisition is in the acquisition planning phase, when critical decisions are
made that have significant implications for the overall success of an
acquisition. Achieving the right knowledge at the right time enables
leadership to make informed decisions about when and how best to move
into succeeding acquisition phases. The appropriate amount of early
planning helps to minimize risks in both weapon system and services
acquisitions.

With regard to weapon systems, immature technology, unrealistic
requirements, a lack of early system engineering, acceptance of unreliable
resource estirnates based on overly optimistic assumptions, and the failure
to commit full funding all contribute to poor outcomes. We have
frequently reported on the importance of using a solid, executable
business case before committing resources to a new product development.
Our body of work on best practices has shown that an executable business
case is one that provides demonstrated evidence that (1) the warfighter’s
needs are valid and can best be met with the chosen concept; and (2) the
chosen concept can be developed and produced within existing
resources—that is, proven technologies, design knowledge, adequate

Page 2 GAOQ-10-374T



funding, people (including an adequate technical, management, and
acquisition workforce), and sufficient time to deliver the product. This
business case should match requirements with resources and lock in those
requirements. At the heart of a business case is a knowledge-based
approach to product development that demonstrates high levels of
knowledge before significant cormunitments are made. High levels of
uncertainty set up programs for poor ouicomes.

Our work on DOD’s requirements process has shown that DOD does not
adequately prioritize needs from a joint, departmentwide perspective and
lacks the agility to meet changing warfighter demands. DOD often does
not perform the proper up-front requirements analysis on individual
programs to determine whether a weapon system will meet warfighter
needs. Significant contract cost increases can and do occur as the scope of
the requirements change or become better understood by the government
and contractor. In addition, it is a best practice to achieve a high level of
technology maturity-—meaning that the technologies needed to meet
essential product requirements have been demonstrated to work in their
intended environment—oprior to making significant commitments to the
weapons program. Technology maturity is an important indicator of
whether sufficient early acquisition planning and analysis has been
conducted. Since 2008, there has been an increase in the technology
maturity of DOD programs at the start of system development; however,
few programs have met the best practices standard. In our 2009
assessment, on average, programs that reported fully mature technologies
by development start have experienced 30 percent less growth in research
and development costs over their first estimates than programs starting
development with immature technologies.' When technology risks are not
d early, an acquisition program can run into difficulties in later
phases. Having a feasible, stable preliminary design for a weapons
program early in the acquisition process is also important in lessening risk,
both by ensuring that there is a match between resources and
requirements and by demonstrating that a product’s design can meet
customer requirements, as well as cost, schedule, and reliability targets.
We have found that programs have too often moved forward in the
development process without a stable design, although the level of design
knowledge attained at key milestones has been increasing over time.

'GAO, Defense Acquisitions: Assessments of Selected Weapon Programs, GAO-09-3265P
(Washington, D.C.: Mar. 30, 2009).

Page 3 GAO-10-374T
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The Army’s Future Combat System (FCS) was an example of a program
for which requirements were not adeguately defined and solidified early
on, resulting in design churn and the potential for reduced capabilities.
The Army started the FCS program in May 2008 before critical
technologies were proven and key systems were defined; it did not expect
to complete defining requir ts and establishi designs af Jeast
until 2009, 6 years after program initiation. As you know the FCS has
recently had elements cancelled and some of the remaining elements
restructured into other programs. In another example, one of the defining
technologies shaping the Navy's Ford-class aircraft carrier {CVN 21)
design is the Electromagnetic Aircraft Launch System, a catapult system
that uses an electrically generated, moving magnetic field instead of steam
to propel aircraft to launch speed. Though the ship is under construction,
the catapult technology is still immature. As we have previously reported,
technical challenges have resulted in cost growth and delays that could
disrupt construction of the lead ship.®

Service acquisitions also require early planning. Once DOD determines
what services contractors should provide, both the contractor and the
government need to have a clear sense of what the contractor is required
to do under the contract. Poorly defined or changing requirements have
contributed to increased costs, as well as services that did not meet the
department’s needs. The absence of well-defined requirements and clearly
understood objectives complicates efforts to ensure accountability for
acquisition outcomes. For example, we reported that a disagreement
between a contractor and DOD on how 1o bill for food services in Iraq
resulted in at least $171 million in questioned costs that DOD did not pay.®
A clearer statement of work, coupled with better DOD oversight of the
contract, could have prevented the disagreement and mitigated the
government’s risk of paying for more services than needed.

Relevant Reform:
Congressional and
Departmental Initiatives

Recent reform actions have been taken by Congress and DOD to address
some early risk factors. The Weapon Systems Acquisition Reform Act of
2009, the National Defense Authorization Acts from fiscal years 2006
though 2009, and DOD'’s revisions to its acquisition policy in December
2008 all addressed issues essential to reducing risk in the early acquisition

GAO Best Practices: High Levels of ‘Knowledge at Key ants Differentiate Commercial
y7 ing from Navy Ship GAO-08-322 (W D.C.: May 13, 2009)

*Negotiations between the contractor and DOD resulted in a settlement under which $36
million would not be paid to the contractor.

Page 4 GAO-10-374T
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planning phase, such as promoting early sy i ing

technology maturity, controlling costs, and ensuring cormbatant
commanders play a greater role in setting requirements. These are positive
steps, but inconsistent impl ion has hindered past DOD efforts to
address problems with weapons acquisition. To improve outcomes on the
whole, DOD must ensure that these and other policy changes are
consistently put into practice and reflected in decisions made on
individual acquisitions.

Similarly, over the last decade Congress has enacted legislation to improve
DOD’s management and oversight of services. In response to the National
Defenise Authorization Act for Fiscal Year 2002, DOD established a service
acquisition management structure to ensure that DOD’s services
acquisitions are based on clear, performance-based requirements with
measurable outcomes and that acquisitions are planned and administered
to achieve intended results. Recently, DOD established a multiphased,
peer-review process for services acquisitions intended to ensure
consistent and appropriate implementation of policy and regulations,
improve the quality of contracting processes, and facilitate sharing best
practices and lessons learned. Going beyond the requirements of the
legislation, DOD expanded its guidance on this review process to include
its acquisition of weapon systems and products. We plan to report our
initial observations of DOD’s peer review process by the end of this
month. .

The Acquisition
Process: Contract
Award Phase

Once early acquisition planning is complete, DOD must select contracting
instruments that match the needs of the acquisition and protect the
government's interests. The information obtained during early acquisition
planning can serve to inform the contract award phase and further reduce
risk. During the contract award phase, DOD can choose among different
contract types, pricing arrangements, and contract vehicles to acquire
products and services. Of primary concern during this phase shouid be the
proper allocation of risk between the government and contractor and
ultimately what is in the best interest of the government. The way to do
this is through selecting the appropriate contract type—ranging from fixed
price to cost reimbursement—for the acquisition. Each contract type,
described generally in table 1, comes with a different level of cost or
performance risk for the government.

Page 5 GAO-10-374T
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Tabie 1: Contract Types

Fixed-price

Time-and-Materials

Cost-reimbursement

Government pays a fixed price and is
guaranteed an end item or service whether

actual total cost of product or service fails short
of or exceeds the contract price. May also pay

an award or incentive fee related fo
performance.

Government pays fixed per-hour labor
rates that include wages, overhead,
general and administrativg costs, and

Government pays contractor's allowable
costs, which do not include profit. Also
pays a fee, which may be related to

profit; government may
contractor for other direct costs, such as
travel and materials costs. Government

g IS not g a completed end item

Contractor provides an acceptable
at the time, place, and price specified in the
contract,

Who assumes risk of cost overrun?
Contracior.

ar service within the ceiling price.
Contractor makes good faith effort to
meet govemnment’s needs within the
ceiling price.

Who
Government.

risk of cost overrun?

" Who

D ce. GO is not
guaranteed a completed end item or
service within the estimated cost.
Contractor makes good faith effort to
meet government’s needs within the
estimated cost.

risk of cost ?

Government.

Sources: Federal Acquisiion Regu
{data); GAO {presertation snd analysis).

tation, Detense Federat Auquisition Reguiation Suppiament, DOD Contract Pricing Freterence Guide

Fixed-price contracts are generally considered to be the lowest risk to the
government because the onus is on the contractor to provide the
deliverable at the time, place, and price specified in the contract. In
addition, the contracior is responsible for bearing any costs associated
with a delay or inadequate performance, assuming that the government
has not contributed to contractor performance issues through late delivery
of government-furnished equipment or changing requirements.

Time-and-materials contracts constitute a higher risk to the government.*
Under this contract type, the contractor provides its best efforts to
accomplish the objectives of the contract up to the maximum number of
hours authorized under the contract. Each hour of work authorizes the
contractor to charge the government a fixed labor rate which includes
profit. These contracts are considered high risk for the government
because the contractor’s profit is tied to the number of hours worked. The
governmert is not guaranteed a completed service. Thus, the government
bears the cost risk of paying for additional hours. To limit the risk from
these types of contracts, the Federal Acquisition Regulation (FAR)
provides that appropriate government monitoring of contractor

“The Federal Acquisition Regulation (FAR) provides that a time-and-materials contract
provides no positive profit incentive to the contractor for cost control or labor efficiency.
T&M contracts exhibit some characteristics of fixed-price contracts in that T&M contracts
contain fixed hourly labor rates and a ceiling price which the contractor exceeds at its own

risk. FAR § 16.601.
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performance is required to give reasonable assurance that efficient
methods and effective cost controls are being used. Although these
contracts may be appropriate in certain circumstances, we have reported
that contracting officers used this contract type for ease and flexibility in
the face of unclear requirements or funding uncertainties and did not
adequately determine, as required, that no other contract type was
suitable.

Cost-reimbursement contracts also pose high risk to the government.
Federal agencies obligate more than $100 billion annually using this type
of contract. Cost-reimbursement contracts are considered high risk for the
government because of the potential for cost escalation and because the
govermment pays a contractor’s allowable incurred costs to the extent
provided in the contract regardless of whether the work is completed. As
such, cost-reimbursement contracts are generally suitable only when
uncertainties involved in contract performance do not permit costs to be
estimated with sufficient accuracy to use a fixed-price contract. The two
major reasons for the inability to accurately estimate costs are (1) the lack
of knowledge of the work needed to meet the requirements of the
contract, for example, under research contracts, which necessarily involve
substantial uncertainties, and (2) the lack of cost experience in performing
work, such as the development of a weapon system where manufacturing
techniques and specifications are not stable enough to warrant contracting
on a fixed-price basis. When these conditions exist, the use of a cost-
reimbursement contract may be appropriate. Conversely, when
uncertainties have been reduced to a manageable level, a fixed-price
contract generally is used. We reported in 2009, however, that key controls
to ensure the appropriate use of cost-reimbursement contracts were not
always used by agencies when selecting this contract type.®

As we look across DOD's many weapons programs, we typically see a
migration from cost-type to fixed-price contracts as programs move from
development to production. We become concerned, however, when we
see programs like the Joint Strike Fighter move into the production phase
for significant quantities under a cost-reimbursement contract, which

*GAQ, Defense Contracting: Improved Insight and Controls Needed over DOD’s Time-
and-Materials Controcts, GAO-07-273 (Washington, D.C.: June 29, 2007).

*GAO, Contract Management: Extent of Federcl Spending under Cost-Rei:
Contracts Unclear and Key Controls Not Always Used, GAO-09-921 (Washington, D.C.:
September 30, 2009).
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suggests that the program still faces significant uncertainties and cost
risks. The choice of contract type in this case may be consistent with the
level of risk the program faces, but that level of risk may indicate a
program not yet ready for production.

A variety of other contract types or agreements are also available, such as
indefinite delivery/ indefinite quantity contracts,” blanket purchase
agreements,’ and undefinitized contract actions.” While these contracts
and agreements offer the government the ability to adapt its business
arrangements to the situation at hand, when they are not used properly the
government could be exposed to undue risk. For example, we reported
that agencies are not maximizing opportunities for competition or savings
under blanket purchase agreements. Similarly, with the use of
undefinitized contract actions, we have reported that the contractor has
little incentive to control costs, creating a potential for wasted taxpayer
doliars.

Regardiess of the contract type selected, competition is the cornerstone of
the acquisition process, and the benefits of competition in acquiring goods
and services from the private sector are well established. Promoting
competition—as opposed to sole-source contracts, where the government
negotiates with only one source—can help save the taxpayer money,
improve contractor performance, and promote accountability for results.
Agencies are required to perform acquisition planning and conduct market
research for all acquisitions in order to promote and provide for, among

'I'here are three types of mdeﬁmte dehvery contracts: definite-quantity contracts, .

and i quantity contracts. Indefinite Delivery/Indefinite
Quantity contracts provide for an indefinite quantity, within stated limits, of products or
services during a fixed period. The government places orders for individual requirements
under these contracts.

®Blanket are a simplil method of filling anticipated repetitive
needs for producls and services by allowing agencies to establish “charge accounts” with
qualified vendors. These agreements may be established under a General Services
Administration schedule contract. Blanket p Ity are not See
GAQ, Contract M A ies Arve Not Maximizi Oppmumhes Jor
Competition or Savings under Blankel Purchase A despite
Increase in Usage, GAO-09-792 (Washington, D.C.: September 9, 2009).

*To meet urgent needs, DOD can use undefinitized contract actions to authorize '
contractors to begm work before reachmg a final agreement on contract terms. See GAQ,
Defense Ce Use of Uy ized Contract Actions Understated and
Definitization Tn'ne Frames Often Not Met, GAQ-07-558 (Washington, D.C.: June 19,
2007).

Page 8 GAO-10-374T



15

other things, full and open competition, There are certain circumstances
when sole source contracts may be appropriate, such as urgent needs or
when there is truly only one source to provide the good or service, and
Congress has allowed for such flexibility.” However, our work has
identified situations where the government has not taken advantage of
opportunities to compete work. For example, we found that the Army had
issued contracts for security guards at U.S. military installations on a sole-
source basis. Based on our recommendations, the contracts subsequently
were competed, which resulted in cost savings.

Bid Protests: Promoting
Transparency and Integrity

One of the principal tools for ensuring the integrity of the competition
system is the bid protest process. GAO has been deciding bid protests
since the 1920s. The Competition in Contracting Act of 1984 (CICA)
codified GAO’s role as a quasi-judicial forum to provide an objective,
independent, and impartial process for the resolution of disputes
concerning the award of federal contracts. We handle protests following
the procedures set out in the Bid Protest Regulations in Part 21 of Title 4
of the Code of Federal Regulations. The existing process provides a
balanced approach to adjudicate and resolve bid protest challenges to
federal procurements. In fiscal year 2009, we received 1,764 protests,
which is an increase of approximately 20 percent from 2008. See
appendix L. This increase is driven in part by statutory expansions of
GAO’s bid protest jurisdiction. However, when viewed historically, and
viewed in terms of the significant increases in procurement spending, the
number of protests challenging contract awards in the last 5 years is
relatively low. A more detailed analysis of our bid protest statistics
pertaining to DOD specifically is included in appendix I

The bid protest process involves a legal, adjudicative function; both the
process and the resulting product differ from those associated with the
reports that GAO issues in connection with its program audits and
reviews. Protests are handled solely by GAO’s Office of General Counsel
(OGC), not by its audit teams. In developing the record, OGC provides all
protest parties—ihe protester, the awardee, and the contracting
agency—an opportunity to present their positions. In some cases, we

**The Competition in C ing Act of 1984 requi ies to provide for full and open
competition through the use of competitive procedures, uniess one of seven specified
exceptions applies. See 10 U.S.C. § 2304(c).
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conduct a hearing to further develop the record. Under CICA, as amended,
we have 100 calendar days to decide a protest.

The product of a protest before GAO—our legal decision—does not
address broad programmatic issues, such as whether or not a weapons
program is being managed effectively or consistent with best practices.
Our decision also reaches no conclusion about which of the offered goods
or services will best meet the agency’s needs. Instead, a bid protest
decision addresses specific allegations raised by an unsuccessful offeror
challenging particular procurement actions as contrary {0 procurement
laws, regulations, or the evaluation scheme set forth in the solicitation.

We sustain a protest when we find that the contracting agency has not
complied with procurement laws, regulations, or the solicitation’s
evaluation scheme, and that this error prejudiced the protester's chances
of winning the competition for the contract. Evaluating offerorsin a
manner consistent with the solicitation’s stated ground rulesisa
requirement for conducting an impartial and objective procurement. While
the focus of this hearing is on our experience with DOD protests, we do
not want to leave you with the impression that only DOD procurements
experience problems, or the impression that DOD procurements
experience problems more often than those of other federal agencies. That
said, we have seen several cases involving DOD procurements in which
the agency has not followed, or has misapplied, the ground rules for the
competition as stated in the solicitation.

o In Sikorsky Aircraft Company; Lockheed Martin Systems
Integration—Owego, B-299146 et al., Feb. 26, 2007, 2007 CPD § 45, we
sustained a protest involving an Air Force procurement of combat
search and rescue replacement vehicles (CSAR-X). There, the agency
evaluated offerors’ operating and support costs in a manner that was
inconsistent with the stated evaluation criteria for cost/price. We
reconmunended that the agency amend the solicitation to clarify its
intent with respect to the evaluation of operating and support costs,
seek revised proposals, and make a new source selection decision. The
agency thereafter materially revised its solicitation, but did not permit
proposal revisions, which led to another sustained protest. See
Sikorsky Aircraft Company; Lockheed Martin Systems Integration—
Owego, B-299145.5, B-299145.6, Aug. 30, 2007, 2007 CPD § 155.

« In The Boeing Company, B-311344 et al,, June 18, 2008, 2008 CPD ¥

114, we sustained a protest involving the Air Force’s procurement of
aerial refueling tanker aircraft. We found that the agency had deviated
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from stated evaluation criteria in a number of ways, including that the
agency did not apply identified relative weightings in assessing the
merits of the firms’ proposals, and the agency considered exceeding
“key performance parameter objectives” as a key discriminator
between proposals when such consideration was prohibited by the
solicitation. We also found a number of other areas where the
evaluation was unreasonable in light of the solicitation requirements.

» In Navistar Defense, LLC; BAE S, Tactical Vehicle S, LP,
B-401865 et al, Dec. 14, 2009, 2009 CPD ¥ 258, we sustained a protest
involving the Army’s procurement of medium tactical vehicles.
Although the solicitation provided that offerors whose key tooling and
equipment did not exist would be viewed as presenting more risk than
offerors who had such items on hand, the agency did not evaluate
offerors’ risk consistent with this solicitation requirement.

o In Health Net Federal Services, LLC, B-401652.3 et al., Nov. 4, 2009,
2009 CPD ¢ 220, and Humana Military Healthcare Services, B-
401662.2 et al., Oct. 28, 2009, 2009, CPD § 219, we sustained two
protests involving DOD contracts for TRICARE managed health care
support. Both protests involved instances where the agency deviated
from the stated criteria during the evaluation of proposals. In both
cases, we found that the agency did not adequately account for
network provider discounts in the evaluation, as was required by the
solicitation. .

Although the examples above highlight instances where the agency did not

adhere to stated evaluation criteria, there are other reasons why GAO

might sustain a protest. For example, an agency's evaluation may not be
adequately documented, or the evaluation conclusions may not be
supported by the record. An agency also may have conducted inadequate
or misleading discussions, or evaluated offerors’ proposals in a disparate
manner. Some of the cases above also include one or more of these
additional reasons as a basis for sustaining the protest.

Despite several significant decisions sustaining protests, GAO's bid protest
process reduces potential disruptions to DOD procurements as a result of
three factors: (1) GAO consistently closes more than 50 percent of all
protests involving DOD procurements within 30 days of filing; (2)
remaining DOD protests must be, and are, resolved within 100 days of
filing; and (3) CICA permits agencies to proceed with contract
performance even before a protest is resolved when the goods or services
are urgently needed, or when proceeding is in the best interests of the
United States. In short, while there are challenges associated with
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balancing competing interests inherent in the protest system, public bid
protest decisions serve a number of valuable public

interests—providing transparency in the procurement system and
guidance to the procurement community, without undue disruption to the
acquisition process.

Relevant Reform:
Congressional and
Administration Initiatives

Congress has always had a strong interest in ensuring that the
procurement system works as intended and recently has demonstrated an
even more pronounced level of concern. This is evidenced by the creation
of oversight bodies in both the House and Senate focused on contracting
issues, as well as by hearings such as this one. On the legislative front,
Congress has enacted measures designed to improve accountability,
transparency, and effectiveness throughout the systern. Most recently, for
example, the National Defense Authorization Act for Fiscal Year 2010
provides for new controls over certain sole-source contracts and
undefinitized contract actions.

The President’s March 4, 2009, memorandum also addresses the need for
improvement in the procurement system. In that memorandum and
subsequent Office of Management and Budget guidance, the
administration has tasked agencies with making measurable
improvements in four key areas: (1) increasing competition, (2) reducing
the use of high-risk contracting approaches, (3) improving the acquisition
workforce, and (4) determining the appropriate use of contractors versus
federal employees in doing the work of the government. We plan to track
the progress made in each of the areas over time.

The Acquisition
Process: Program
Execution and
Outcomes

After a DOD program moves into the final phase of the acquisition
process, any risks that were not effectively managed in the earlier phases
may contribute to or be compounded by new risks. For example, a
program with immature technologies or unstable requirements will have a
difficult time ensuring the design is mature before production begins.
Problems are much more costly to fix in late development or production
than before starting the acquisition, Weapon systems that cost more, take
longer, and deliver fewer quantities and capabilities than originally
planned are outcomes that are typically accepted and accommodated in
the acquisition and budgeting processes. Recently, however, more
dramatic actions have taken place in the form of cancellations of programs
such as the VH-71 Presidential Helicopter, the Armed Reconnaissance
Helicopter, the Transformational Satellite, and portions of the Future
Combat Systera.
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As we mentioned previously, in 2008, the cumulative cost growth in the
DOD’s portfolio of 96 major defense acquisition programs was $296 billion
and the average delay in delivering promised capabilities to the warfighter
was 22 months. These outcomes mean that other critical defense and
national priorities may go unfunded and that warfighters may go without
the equipment they need to counter the changing threats that they face. Of
these same programs, 75 percent reported increases in research and
development costs since their first estimate, and 69 percent reported
increases in total acquisition costs. It should be noted that DOD's
performance in some of these areas is driven by older, underperforming
Programs as newer programs, on average, have not yet shown the same
degree of cost and schedule growth. Table 2 depicts recent cost and
schedule growth in major programs.

Table 2: Analysis of DOD Major Defense Acquisition Program Portfolios

Fiscal year 2009 dollars

Fiscal year

2003 2007 2008
Portfolio size .
Number of programs 77 g5 96
Total planned commitments $1.2 trillion $1.86 trillion $1.6 trillion
Commitments outstanding $724.2 billion  $875.2 bilion  $786.3 billion
Portfolio indicators
Change to total RDT&E' costs from first 37 percent ' 40 percent 42 percent
estimate
Change to total acquisition cost from 18 percent 26 percent 25 percent
first estimate
Total acquisition cost growth $183 billion  $301.3 billion® $296.4 billion
Share of programs with 25 percent 41 percent 44 percent 42 percent
increase in program acquisition unit
cost growth
A hedule delay in delivering 18 months 21 months 22 months

g
initial capabilities

Source: GAQ anaiysis of DOD data

Notes: Daia were obtained from DOD's Selected Acguisition Reports {SAR) (dated December 2002,
2006, and 2007). In a few cases data were obtained directly from program offices. The number of
programs reflects the programs with SARs; however, in our analysis we have broken a few SAR

p into smaller el or p Not ali prog had cost and

data and these programs were excluded from the analysis where appropriate. Portfolic performance
data do not include costs of developing Missile Defense Agency elements or the Defense Intagrated
Military Human Resources System (DIMHRS) program.

“The total acquisition cost growth for the 2007 portiolio was $295 billion in 2008 constant dollars.
*F Deve Test, and £
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The collective performance of the programs in DOD's portfolio is a key
indicator of how well the acquisition system generates the return on
investment that it promises to the warfighter, Congress, and taxpayers. On
the whole, cost growth continues to have an adverse effect on the
quantities programs are able to deliver to the warfighter. Cost increases
have an impact on DOD’s buying power for individual systems, as
demonstrated by changes in program acquisition unit costs. As program
costs increase, DOD must request more funding to cover overruns, make
trade-offs with existing programs, delay the start of new programs, take
funds from other accounts, or reduce procurement quantities. Late
deliveries delay providing critical capabilities to the warfighter and result
in operating costly legacy systems longer than expected, finding
alternatives to fill capability gaps, or going completely without the
capability. Ultimately, continued cost growth reduces DOD’s overall
buying power and results in less funding being available for other DOD
priorities and programs. The Navy’s fiscal year 2009 long-range ship
construction plan is one such example: the plan provides for fewer ships
at a higher unit cost—in both the near term and the long term—than the
Navy outlined in its fiscal year 2008 plan because cost growth has mounted
in current shipbuilding programs and the Navy has had to reallocate funds
planned for future ships to pay for ones currently under construction.

Relevant Reform:
Congressional Initiatives

In the last several years, Congress has enacted legislation that could
improve DOD’s program outcomes. For example, in the National Defense
Authorization Acts for fiscal year 2006 and for fiscal year 2008, Congress
included a provision that requires decisionmakers to certify that programs
meet specific criteria at key decision points early in the acquisition
process. In addition, the Weapon Systems Acquisition Reform Act of 2009
contains provisions aimed at addressing requirements and improving the
validity of cost estimates. Specifically, it established the positions of
Director of Cost Assessment and Program Evaluation, Director of
Developmental Test and Evaluation, and Director of Systems Engineering,
as well as requirements for reports and guidance on systems engineering
and developmental testing. The act alsc includes provisions related to the
early consideration of trade-offs among cost, schedule, and performance
early in the program cycle; early design reviews; and competitive
prototyping.
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Workforce: The Right
People Doing the
Right Work Is
Essential to Program
Success

Over the last several years, changes in the federal acquisition environment
have created significant challenges to building and sustaining a capable
acquisition workforce, which is responsible for planning, executing, and
supporting DOD acquisitions. There has been a substantial increase in
spending on acquisition programs and services, while the number of
civilian and military personnel in BOD's acquisition workforce has
remained relatively constant. Program offices have reported that
workforce shortfalls have resulted in degradation in oversight, delays in
certain management and contracting activities, and increased workloads
for existing staff. To supplement its in-house acquisition workforce, DOD
relies heavily on contractor personnel. For example, we have found that in
some program offices contractor personnel outnumber DOD personnel.

Both GAO and DOD have noted that without an adequate workforce to
manage the department’s acquisitions, there is an increased risk of poor
acquisition outcomes and vulnerability to fraud, waste, and abuse.
However, DOD’s lack of key pieces of information hinders its ability to
determine gaps in the nurnber and skill sets of acquisition personnel
needed to meet its current and future missions. At a fundamental level,
workforce gaps are determined by comparing the number and skill sets of
the personnel that an organization has with what it needs. However, DOD
lacks information on both what it has and what it needs. Specifically, it
lacks complete information on the composition and skill sets of the
current acquisition workforce——including contractor personnel—and
whether these skill sets are sufficient to accomplish its missions. Not
having this information skews analyses of workforce gaps and limits
DOD’s ability to make informed workforce allocation decisions.

In the broader context, DOD also has had difficulty identifying and
quantifying its overall contractor workforce. To this end, Congress has
enacted legislation in recent years to increase the availability of
information on services acquisitions to improve DOD's ability to manage
its use of contractors. For example, in 2008, Congress amended a
requirement in place for DOD to compile annual inventories of the
activities performed under contracts for services, to include information
on the number of contractors paid for performing the services. The
inventories are intended to help senior DOD officials make more informed
acquisition and workforce decisions related to the use of contractors. We
have found limitations with the inventories that were submitted for fiscal
year 2008, as well as similar limitations in the department’s ability to
provide complete and reliable data on the number of contractors in Irag
and Afghanistan.
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Beyond the numbers of contractors, our recent work has shown that
reliance on contractors to support core missions can place the
government at risk of transferring government responsibilities, or
inherently governmental functions,” to contractors. Of key concern is the
loss of government control over and accountability for policy and program
decisions. For example, we reported that DOD officials generally did not
consider whether contractors may be unduly or inappropriately
influencing government decision making, when making decisions
regarding the use of service contractors. Another area where the
appropriate role of the contractor has come into question is the use of the
lead system integrator.

Relevant Reform:
Congressional and
Departmental Initiatives

Congress has passed legislation designed to improve DOD's acquisition
workforce. For example, Congress has provided expedited hiring authority
for the defense acquisition workforce and has created a Defense
Acquisition Workforce Development Fund with a dedicated funding
stream {o provide the necessary training and development resources. The
department also has a number of initiatives underway to address
deficiencies in its acquisition workforce, including conducting a
competency assessment to identify the skill sets of its current in-house
acquisition workforce and increasing the size of its acquisition workforce.
The department is planning to increase the size of the acquisition
workforce by up to 20,000 people by 2015, through a combination of new
hires and insourcing work currently performed by contractors. In addition,
DOD is currently working to develop a new more consistent approach for
compiling future inventories of service contract employees to help provide
better information for use by decision makers.

Concluding
Observations

The current state of defense acquisitions has been decades in the making.
To a large extent, this reflects cumulative commitments to provide
unparalleled long-term capabilities, to expedite near-term capabilities, and
to accept the attendant risks. Over time, investment budgets have grown
substantially to accommodate the foregoing. Today, DOD finds itself with
a large portfolio of weapons and other acquisitions that it may not be able

YInherently governmental functions are those so intimately related to the public interest
that they should only be performed by government personnel. These functions include
those activities which require either the exercise of discretion in applying government
authority or making value judgments in making decisions for the government. See Federal
Acquisition Regulation 2.101.
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to afford, a large and hard-to-define contractor workforce, and a
government workforce that may not be sufficient to manage and oversee
the acquisitions and the contractors. The likelihood of smaller or level
investment budgets, painful lessons learned from recent acquisitions, and
a strained workforce, suggest that we need to manage risks differently.
Right now, we have a great opportunity to do just that. The acquisition
reforms that have been instituted by Congress, the administration, and
DOD provide a good framework for managing risk. The recent difficult
decisions to cancel or trim a number of major weapons programs suggest
a collective willingness to make decisions that are consistent with
reforms. In the past, good policies have been on the books, but decisions
on what programs to approve and to support with funding often
undermined those policies. Some fundamental lessons can help guide the
"decisions ahead. More specifically, a program must be put on a sound
technical, cost, and schedule footing before it is approved—contract
vehicles can accommodate risks but cannot fix a troubled program. At the
same time, a flawed competition or contract award process can delay or
disrupt an otherwise sound acquisition. A sound acquisition and
contracting strategy is essential to executing the acquisition within time
and funding budgets. A capable workforce must undergird all of the above.

Mr. Chairman, this concludes our prepared statement. We would be happy
to answer any questions you may have at this time.
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Appendix I: 2005-2009 Statistics for All GAO

Bid Protests

Merit resuits {sustain and

Fiscal year Total cases Dismissals deny) Protests sustained
2005 1262 956 306 71
2006 1228 974 249 72
2007 1277 942 335 91
2008 1458 1167 201 60
2008 1764 1449 315 57

Source: GAO

Note: These figures represent the number of protests. Often there are multiple protests filed for a

single procurement action.
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Appendix II: 2005-2009 Statistics for GAO Bid
Protests Involving DOD Components

2005 DOD Component Statistics

Merit results Protests
Component Yotal cases Dismissals  (sustain and deny) sustained
Air Force 127 93 34 13
Army 282 223 58 7
Defense Logistics Agency 121 108 13 0
Marine Corps 12 4 8 1
Navy 138 108 30 5
DOD (Misc.) 29 19 10 2
Defense Total 706 852 154 28
Source: GAO
Note: These figures represent the number of protests. Often there are multiple protests filed for a single procurement action,
2006 DOD Component Statistics

Merit resuits Protests
Component Total cases Dismissals (sustain and deny) sustained
Air Force 148 105 43 13
Army 334 277 57 12
Defense Logistics Agenicy 70 62 8 3
Marine Corps 32 28 3 1
Navy 101 73 28 4
DOD (Misc.) 54 42 12 5
Defense Total 738 588 151 38
Source: GAC
Note: These figures represent the number of protests. Often there
are multiple protests filed for a single procurement action.
2007 DOD Component Statistics

Merit resuits Protests
Component Total cases Dismissals  (sustain and deny) sustained
Air Force 136 103 33 16
Army 323 242 81 22
Defense Logistics Agency 97 80 17 0
Marine Corps 20 18 2 0
Navy 128 96 33 8
DOD (Misc.) 70 36 34 16
Defense Totat 775 575 200 62
Source: GAQ

Note: These figures represent the number of protests. Often there are multiple protests filed for a single procurement action.
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2008 DOD Component Statistics

Merit resuits Protests
Component Total cases Dismissals  (sustain and deny) sustained
Air Force 154 132 22 9
Army 396 322 74 9
Defense Logistics Agency 87 74 13 1
Marine Corps 22 18 4 2
Navy 126 88 a8 9
DOD (Misc.) 53 51 2 [
Defense Total 838 685 163 30
Sourre: GAQ
Note: These figures represent the number of protests. Often there are muitiple protests filed for a single procurement action.
2008 DOD Component Statistics

Merit results
{sustain and Protests

Component Total cases Dismissals deny) sustained
Air Force 189 168 21 3
Army 503 424 79 7
Defense Logistics Agency 127 109 18 3
Marine Corps 43 38 7 2
Navy 149 114 35 3
DOD {Misc.} 38 32 7 2
Defense Total 1050 883 167 20
Source: GAQ

Note: These figures represent the number of protests. Often there are multiple protests filed for a single procurement action.
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GAO’s Mission

The Government Accountability Office, the audit, evaluation, and
investigative arm of Congress, exists to support Congress in meeting its
constitutional responsibilities and to help improve the performance and
accountability of the federal government for the American people. GAQ
examines the use of public funds; evaluates federal programs and policies;
and provides analyses, recommendations, and other assistance to help
Congress make informed oversight, policy, and funding decisions. GAO’s
commitment to good government is reflected in its core values of
accountability, integrity, and reliability.
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The fastest and easiest way o obtain copies of GAO documents at no cost
is through GAQ's Web site (www.gao.gov). Each weekday afternoon, GAO
posts on its Web site newly released reports, testimony, and
correspondence. To have GAO e-mail you a list of newly posted products,
go to www.gao.gov and select “E-mail Updates.”

Order by Phone

The price of each GAO publication reflects GAO's actual cost of
production and distribution and depends on the number of pages in the
publication and whether the publication is printed in color or black and
white. Pricing and ordering information is posted on GAO’s Web site,
hitp://www.gao.gov/ordering.htm.

Place orders by calling (202) 512-6000, toll free (866) 801-7077, or
TDD (202) 512-2537.

Orders may be paid for using American Express, Discover Card,
MasterCard, Visa, check, or money order. Call for additional information.
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Automated answering system: (800) 424-5454 or (202) 512-7470
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Relations

Ralph Dawn, Managing Director, dawnr@gao.gov, (202) 5124400
U.S. Government Accountability Office, 441 G Street NW, Room 7125
Washington, DC 20548
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Chuck Young, Managing Director, youngc1@gao.gov, (202) 5124800
U.S. Government Accountability Office, 441 G Street NW, Room 7149
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AIR FORCE REFUELING TANKER

Mr. MURTHA. You go into some detail about the programs that
have been overturned. For instance, you have got the refueling
tanker. We have gone through this over and over and over again.
What was the basic problem in overturning the tanker RFP?

Mr. FrRaNciS. Okay, I will turn to Mr. Golden on the bid protest.

TANKER AWARD PROTEST

Mr. GOLDEN. In our written testimony, we identified six or seven
major programs which were protested, and those cases were sus-
tained. One of the common threads, I think, in all of them if you
analyze it, is a situation where the agency sets out in their request
for proposals certain ground rules, promises that they have made
to the vendors. The vendors propose to those requirements. Ulti-
mately, for reasons from our record we can’t divine, the agency
doesn’t evaluate proposals consistent with those ground rules.

TRICARE PROTEST

Some of the explanation may be with respect to requirements.
But one of the examples we are talking about was TRICARE. In
both TRICARE cases, where we sustained the protest and found in
favor of the protester, there was a common issue and it involved
how to evaluate the network provider discounts, which are dis-
counts that the vendor negotiates. The company that ultimately
gets the contract negotiates with doctors and the hospitals, and
those discounts result in a lower overall health care cost.

The agency basically promised to evaluate the network provider
discount—which was a way to evaluate the savings—but had dif-
ficulty doing it and ultimately didn’t really follow through in what
they had promised in the solicitation. I am not sure why that hap-
pened, but clearly from an acquisition planning standpoint, it
seems to me you have got to make a decision about what you are
going to do with something like that.

It is savings, and it is therefore something you want to consider.
You have got to figure out where to consider it. Let people know,
let the companies know where you are going to evaluate it so they
can address it in their proposal. And then you have got to evaluate
it and follow through.

One of the reasons we sustained the protests and sent them back
to the agency to take corrective action was to force it to determine
how to evaluate that.

DEVELOPMENT CONCURRENT WITH PRODUCTION

Mr. MURTHA. You gave me some examples before the hearing
started about programs where they started the production at the
same time they started the research. Explain that to the committee
and explain what we can do as a committee where we provide all
the funding, so that doesn’t happen in the future.

Mr. FraNcis. Certainly. I think the examples we talked about,
Mr. Chairman, were the B—1 bomber, going back a long time; the
VH-71 Presidential helicopter and the littoral combat ship. I think
in all three cases the Department of Defense made the start of de-
velopment and the start of production decisions the same day.
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That is not a strategy for any program that requires develop-
ment, by which I mean engineering and testing and proving out.
It is not something that can work, because you can’t work on a pro-
duction design when you don’t know if the basic design works. In
the B-1, everything got done on time, but we had to do a lot of
work afterward to bring that aircraft up to snuff. The VH-71 never
was able to deliver, and there were a lot of requirements, increases,
over/time, but it was not executable from the start even if there
hadn’t been any increases.

The littoral combat ship the same way. When it got started, the
yards that the contracts were awarded to didn’t have any design
capability. Yet the ship had to be designed and built at the same
time. Not an executable strategy.

REQUIREMENT FOR TRAINED PEOPLE

So getting to your question of what can we do about it, one, we
have got to make sure the Department has the people with the
technical skills who can recognize those requirements that are
unachievable.

You can do something like this as long as you are not developing
a system. An example we have talked about was the MRAP vehi-
cles.

If they are off the shelf, you can go into production pretty quick-
ly. But if you have to develop them, you have to develop first, then
produce. So the Department needs the people to make sure that
when programs are brought forth, that those schedules are execut-
able.

I think on your part, the obligation would be if they bring some-
thing forward that isn’t ready, then you have to say no to the fund-
ing.

PRESIDENTIAL HELICOPTER

Mr. MURTHA. So if they come forward with a plan where they are
going to research it and produce it at the same time, we should
say, “Wait a minute, you research it first.” Always the problem we
run into at the Defense Department, they have to have it now,
there is this policy decision by the Defense Department, it is a na-
tional security issue.

But we can deal with that. There are enough instances where it
has cost so much more money, it hasn’t worked out—and the VH-
71 is a perfect example of that; if we stop at 22 aircraft as an ex-
ample, where we had to stop it for a while, how do we measure
that? We ask you guys to look at it or how do we measure when
they come forward with both?

I mean, our budget is $636 billion. You know, you lose sight. The
VH-71, I admit I lost sight of the thing. I didn’t realize it was esca-
lating so much until somebody told me it was going to cost $500
million apiece. So how do we watch that?

KEY MILESTONE DECISIONS

Mr. Francis. There are a couple of things, Mr. Chairman. Right
now because of the legislation that has been passed over the past
couple of years, there are two key milestone points in any kind of
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a developmental acquisition. I won’t get into the details, but the
milestone A and the milestone B decisions are key program start
decisions. And the Department of Defense must now offer to the
Congress certifications that certain things are done at those mile-
stones. So that is one thing, to make sure those are done.

The next thing is, anytime there is a new start proposed in the
budget, that has got to get flagged and it has got to get reviewed,
particularly on the Hill. And I think I would hold the Under Sec-
retary of Defense for AT&L accountable for doing all the things
they need to do for bringing that forward for funding.

In the meantime, we look at all major acquisitions once a year
in an annual report that we prepare for you. So we are keeping
tabs on everything. And then we are in a position for individual
programs where you want us to do detail work. We can put a team
on that. So I think there are enough mechanisms out there to cap-
ture these programs.

Mr. MURTHA. Mr. Frelinghuysen.

ACQUISITION WORKFORCE PERSPECTIVE

Mr. FRELINGHUYSEN. From the outset you said that among the
three of you, you have 100 years of experience. So I assume you
have been involved in, shall we say, the life cycle of going up and
down. Could you put a little more meat on the bones in terms of
what did the landscape looked like when you first joined the ranks
of those that you head up now where we are working—you sort of
mentioned, were there 300,000 or 400,000 people, both military and
civilian that had these responsibilities?

I remember reinventing government and as we go from adminis-
tration to administration, everybody tries to put their mark on it.
Now we are into sort of a direct hire mode, you know, more people
that you need that are government employees. What was the pic-
ture like, let us say, 30 years ago? Because then you have to map
it to far more complicated military equipment platforms. You point
out it is about 150,000.

What did it look like, let us say, 30 years ago?

Mr. FrANcIs. I think when you go back in time you did see a
larger government workforce. And some things that you did see
particularly was in the area of developmental testing, where the
Department of Defense had a very big developmental test organiza-
tion. And then when you did work in individual program offices,
the military and civilian personnel there actually directly managed
a lot of the testing and engineering.

If you look in the Navy, the Navy was design

Mr. FRELINGHUYSEN. And this is at a time, obviously, when we
ha(%1 g lot more military installations. This was sort of preBRAC,
right?

Mr. FRANCIS. Yes.

Mr. FRELINGHUYSEN. Where, you know every State had some sort
of an arsenal or a depot; is that correct?

Mr. Francis. That is correct.

Mr. FRELINGHUYSEN. So you had quite a different landscape.

Mr. Francis. It was, and there were a lot more programs, I
think, at that time. But, for example, the Navy was designing its
own ships. It would come up with the design by the naval archi-
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tects, and then the yards would build to the designs. So over time
we have made decisions through reinventing government and so
forth to off-load.

COST OF OUT-SOURCING ACQUISITION

Mr. FRELINGHUYSEN. But not to irritate anybody. But to some ex-
tent if you closed down whatever was out there 30 years ago in the
way of depots and different types of R&D facilities, you would have
to call upon somebody to do that type of design and testing work;
is that correct?

Mr. FRANCIS. Sure. The other thing that was going on was the
belief that contracting out these functions would be less expensive
than doing them in-house, so the thought was that it would be
cheaper.

I think the data supported that for the first 10 or 15 years, but
we found in the last 5 years, when we have looked at a particular
case, we found that now contracting out can be more expensive
than doing it in-house.

But we can’t go back to those days. We can’t pull all that back
in.

Mr. FRELINGHUYSEN. Most of that military-industrial complex is
not there, either in our hands or even in the hands of many of the
contractors that are doing the types of reviews that they have been
doing; is that correct?

Mr. Francis. That is right. So I think we are looking at a reality
where we will have a blended workforce. We will have a mixture
of contractor and government personnel. The question is where
does the government really need to have its people to manage that
kind of workforce?

FREQUENCY OF PROTESTS

Mr. FRELINGHUYSEN. Just one question. There is a public percep-
tion, we are lay people here, that there seem to be more protests
than there used to be. Is that public perception correct or is it be-
cause—what’s going on out there? I know sometimes people plan
to protest even before anything is done.

Mr. GOLDEN. Well, I am not sure of that, but the protest num-
bers have been up the last 2 years. About 50 percent of the in-
crease is related to expanded jurisdiction that we received with re-
spect to task-order procurements. And we talk about the landscape
change; in the mid-1990s, the government authorized IDIQs, In-
definite Delivery, Indefinite Quantity, multiple-award contracting,
a more efficient method of contracting.

Mr. FRELINGHUYSEN. The government being, for example, us or
our predecessors?

Mr. GOLDEN. That was part of the trade-off, I think, for the re-
duction in personnel that the Chairman was referring to before.

But as a result, GAO lost jurisdiction of protests of task orders.
That has now been restored because a lot of money went through
the task orders in the last 4 or 5 years. And the jurisdiction has
been restored for 3 years with a sunset provision. But that is a
change. That accounts for virtually 50 percent of the increase in
protests.
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But having said that, the protests last year went up 10 percent,
and the year before went up about 10 or 12 percent.

Before that, the numbers were down from the mid-1990s when
there were, say, 3,000 protests. It is really at historical lows, rel-
atively. I can explain a little bit why there were more protests then
but it had to do with lack of debriefings and some other reasons
which Congress fixed. Debriefings actually provided more informa-
tion to the companies. They had less reason to protest, so it
worked.

N But the rise is partly driven by the expanded jurisdiction that we
ave.

Now, I will qualify also that the cases the Committee identified
involve high contract values. And, frankly, I can remember in mid-
1990s, we had our first $1 billion procurement, the Army radar
procurement, and I didn’t see one for another 7 years or 8 years.
Now we seem to be hitting a billion dollars more often than that.

That is due to the nature of what the government is buying, the
way they are procuring, the types of things, the bundling. So it is
not unusual, but that is what we are seeing and those are the ones
that we identified for the committee.

Mr. FRELINGHUYSEN. Thank you, Mr. Chairman.

BALANCE BETWEEN DIRECT HIRE AND CONTRACT EMPLOYEES

Mr. MURTHA. I got the impression that there was a balance that
you see between direct hires and contractors. Do we know what
that balance is?

Mr. Francis. We don’t, Mr. Chairman. I don’t think it is strictly
numbers; I think it is skill sets and then roles. And I don’t think
the Department knows that yet either.

Mr. MURTHA. So you said earlier, one of the problems with con-
tractors is they come and go, versus the direct hires; they gain ex-
perience and there is more stability. Is that accurate?

Mr. FrRANCIS. I think that is accurate for civilian personnel. I
think the military personnel rotate pretty frequently through the
acquisition workforce.

Mr. MURTHA. Mr. Visclosky.

WORK FORCE SIZE AND SKILLS

Mr. ViscLOSKY. Thank you, Mr. Chairman. Now, on the issue of
the size of the contracting force in your 2008 report, you talked
about DOD’s efforts to increase their in-house personnel by 20,000
in 2015. Would you want to comment, is that the right number, is
it in the ballpark, and how are they proceeding? And the Chairman
alluded to the skill sets, I believe, and your response did. Are the
skills commensurate as opposed to just filling slots? Getting back
to the balance, is that a good number?

Mr. FRANCIS. It is hard to say. I think there is a consensus, if
you look at the studies, including the Gansler Commission, that the
number needs to be higher. But what number is the right one, I
don’t know. The more difficult question is where do those 20,000
people go? And that is where we found the data that the Depart-
ment has just isn’t going to tell the Department where to make
those investments. So I don’t see where they have a good plan at
this point for where to invest those people.
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I think on the one hand, you would want a really good inventory,
but that could take years to do. I think the Department has to do
enough analysis to find out what is really hurting it now. So, for
example, I might suggest in program offices for really complex ac-
quisitions, that might be a place where you want to look right away
and do a skill set analysis there and then decide how much of that
20,000 to invest in those program offices. But I don’t think the De-
partment is in a position to know that right now.

Mr. ViscLoskKY. What analysis did they base that number on in
2008 or prior to that; do you know?

Mr. FraNCIS. I don’t know.

Mr. Woops. I am not real-sure where that number comes from
either, except I think there is some desire in terms of the mix of
contractor versus in-house personnel to return to a number that ex-
isted in the early 2,000s, to bring it back to the ratio that existed
perhaps 10 years ago.

Mr. ViscLOSKY. Do you have a sense they are having success at
matching up those skills? You talk about radar systems and things.
If T was a contract officer, I would be dangerous. People with the
requisite technical skills and business skills, are those matching up
from your analysis today?

Mr. FrRaNcIS. I think the Department is just beginning to do
that. We don’t have any independent analysis right now to know
how well they are doing the matching, but our understanding is
they are just in the beginning stages of trying to decide that. And
the Defense Acquisition University is playing a lead role in that.

Mr. VISCLOSKY. One last question. Then it is my generic sense
that they do need additional people in-house before we start appro-
priating money for 2011. What are the best steps we can take to
figure out a good solid number for 2011 with the commensurate
skill sets?

Mr. Francis. I think you would, one, have to press the Depart-
ment on how it is going to go about the plan of hiring those people
and what skill sets. Then you might think about what problems
you think are most pressing that the Committee faces. So, for ex-
ample, we are talking about weapons system cost growth and use
of contract types. So you might think about cost estimating.

For example, the Department, because of acquisition reform leg-
islation, just created a new position, Director of Cost Analysis and
Program Evaluation. They set up a new office, Director of Develop-
ment, Tests and Evaluation, and an Office of Director for Systems
Engineering, all really important skill sets.

So I think perhaps the first question is are those offices going to
be adequately supported with new people?

Mr. ViscLoOsSKY. Gentlemen, thank you. Mr. Chairman, thank
you.

Mr. MURTHA. Mr. Kingston.

AWARD FEES

Mr. KINGSTON. Thank you, Mr. Chairman.

Mr. Francis, the GAO estimates that the DoD can save are those
offices over $450 million a year, just in 2011 alone, by limiting sec-
ond chances at award fees. Can you explain that to me?
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Mr. Woobs. Do you mind if I take that? Sure, first of all, award
fee contracting is a device to motivate excellent and superior con-
tractor performance where the agency will decide on a base fee,
often relatively low, such as 1 or 2 percent of estimated contract
value, and then to incentivize good contractor performance, they
will add a percentage on top of that, perhaps 5, 6, 7 percent, to re-
sult in a total fee.

We started some work a few years ago to take a look at how that
award fee process was really working, and we were not pleased
with what we found.

We found that officials were not tying those awards to actual
performance; in other words, providing the award amount, even
though performance by the contractor was not excellent but only
merely satisfactory, or, in some cases, even unsatisfactory perform-
ance, and the contractor was still earning the award fee.

AWARD FEE ROLLOVER

Mr. KINGSTON. But there is an OMB guideline on it

Mr. Woopns. We have seen a series of improvements over the
years since we started this work. And you mentioned the $450 mil-
lion figure; let me identify what that is. That deals with the issues
of rollover.

Rollover involves a situation where the government might decide
not to grant the award fee in a given period because the contrac-
tor’s performance didn’t measure up to expectations; but they
would allow, in a subsequent period, the contractor to earn that
fee. So they would roll it over to a subsequent evaluation period,
and a lot of people questioned whether that was really an effective
mechanism.

Now we have a regulation, an interim regulation issued by the
administration, which prohibits the use of rollover.

In our latest report on award fees, where we looked at DoD, we
did identify that the Department, just on the eight contracts that
we looked at, could have saved that $400 million.

Mr. KINGSTON. So has that then been addressed, or should this
Committee put in some report language or something in the bill
saying that we need to continue this?

Mr. Woobs. I think on that issue of rollover that we have
reached a resolution of that with the new regulation, the interim
regulation issued by the administration.

Mr. KINGSTON. But the fee system as a general rule still is a pro-
ductive incentive when used properly?

Mr. Woobs. Absolutely it is, yes, sir.

Mr. KINGSTON. Thank you, Mr. Chairman.

Mr. MURTHA. Mr. Dicks.

Mr. Dicks. No questions at this time.

Mr. MURTHA. Mr. Moran.

INHERENTLY GOVERNMENTAL FUNCTIONS

Mr. MoRAN. Thank you, Mr. Chairman. If we are going to
achieve that, the kind of balance that has been referenced, it seems
to me the first step is to determine what is an inherently govern-
mental function and what is not. There has been some rough as-
sumption that we would know it if we looked at it. But DoD, for
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example, has contractors as the lead system integrator for ballistic
missiles or the future combat system. It seems to me that is an in-
herently governmental function, which ought not to be performed
by a contractor.

For a lot of the cost estimating for a contract, contractors ought
not be estimating what the government should be charging contrac-
tors. We have even read about situations where contractors were
evaluating the bids of other contractors. So we have gone much too
far in terms of what kinds of functions have been contracted.

Now, it seems to me that one of the things that the sub-
committee has emphasized is, it is time, not just for DoD, but gov-
ernmentwide, for OMB to step in and give us a clearer definition
of what is an inherently governmental function.

Now, I get the sense that some of that is up to the program man-
ager, and that is not good either because we have inconsistent poli-
cies which aren’t even fair to the contractors.

But I would like to know if you feel that OMB has made a rea-
sonable effort or any effort in terms of better defining what is an
inherently governmental function.

Mr. FraNcis. Well, I am going to ask Mr. Woods to comment on
that. But I would say there is pretty good guidance on inherently
governmental. I think an area we find of increasing concern, how-
ever, is an area called closely supporting inherently governmental,
which is a gray area which is not being very well managed.

LEAD SYSTEM INTEGRATORS

Mr. Moran, you brought up a lead system integrator, which real-
ly is a category in and of itself. We have seen that in the Army,
we have seen it in missile defense, we have seen it in the Deep
Water acquisition, we have even seen it in one of the Navy acquisi-
tions. And we haven’t seen it work yet.

So regardless of what the definition is of inherently govern-
mental, I think when an acquisition is proposed using a lead sys-
tem integrator, it is almost saying right up front the government
doesn’t have the capacity to manage this program. That is a red
flag right at the beginning. I don’t think it means don’t do it. But
if the government is trying to do something it can’t manage, that
is a risky project right off the start.

Mr. MoORAN. The taxpayers are at risk as a result, I would as-
sume. So in the absence of clear definitions in the areas that I
think we would assume common sense would say this ought to be
done by the government, it appears that they are taking the most
simplistic approach and, for example, to in-source it, pulling back
some of these functions.

It appears that much of it is just on the basis of cost comparison.
Of course, if that is the case, then you miss a lot. You miss ele-
ments of quality, of experience, various skill sets and so on. But
isn’t it true that much of the in-sourcing that is now being done
to achieve that balance just seems to be on the basis of cost com-
parison rather than the ability to perform the mission most effec-
tively?

Mr. Woobs. Do you mind if I take that?

Mr. FRANCIS. Sure, go ahead.
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IN-SOURCING ACQUISITION FUNCTIONS

Mr. WooDs. We are still in, the early stages of in-sourcing. That
is a term that is of recent vintage. The Department of Defense,
largely at the urging of the Congress, has been reviewing activities
that it could possibly bring back in-house through in-sourcing. Cost
is one issue, but there are many, many other issues that have to
factor in there, expertise being one of the primary factors. But cost
is on the list, but not a high priority item for in-sourcing.

ACQUISITION WORKFORCE DEVELOPMENT FUND

Mr. MoORAN. Well, are they using that acquisition workforce de-
velopment fund? That would enable us to better make these kinds
of decisions. There is 700 million dollars in there.

Mr. Woobs. That was an initiative that the Congress passed a
couple of years ago to actually create a funding stream to improve
the contract workforce—the in-house government contracting gov-
ernment workforce.

We have an effort underway in response to a congressional man-
date to look at how the Department of Defense is using that fund.
We look forward to reporting on that sometime this year.

Mr. FrRANCIS. Mr. Moran, I think you raise a very good question.
Even with the 20,000 positions, that would not be enough to re-
place all of the contractor people. So the government really has to
look at those as investments. The government has to be really judi-
cious about what highly leveraged positions it puts those people in
and it just can’t be a cost comparison.

FEDERAL ACQUISITION WORKFORCE SKILLS

Mr. MoRrAN. DOD needs to give us a better sense of what skill
sets they really need. It is not just the numbers and the dollars,
but we need to know where they are best needed. DOD needs to
understand that, so they can use effectively the additional re-
sources provided.

You need to move on to other members, Mr. Chairman, tut
thanks for having this hearing. This is a terribly important hear-
ing. Thank you.

Mr. MURTHA. Mr. Rogers.

LEAD SYSTEMS INTEGRATORS

Mr. ROGERS. Thank you, Mr. Chairman, and thank you, gentle-
men, for being here.

Back to the management of these large programs, the lead sys-
tems integrator, did I hear you say that you have not found an in-
stance where the lead system integrator project worked?

Mr. Francis. That is correct. In every case that I am familiar
with, the government decided to abandon that approach.

Mr. Woobs. That is true, not only with respect to the Depart-
ment of Defense, but also in other agencies where we review the
use of that concept like the Department of Homeland Security and
its Secure Border Initiative and the Coast Guard’s Deep Water pro-
gram are also examples where it has not worked out as expected.

Mr. RoGeRrs. Well, I was going to bring those two up because I
am familiar somewhat with them, more than others.
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What drives the government to go that route in the first place,
the lead system?

Mr. FrRANCIS. I will use the Future Combat Systems as an exam-
ple. That was a case where what the Army wanted to do was ex-
tremely ambitious, technically. It also was trying to cut across its
own organizational stovepipes, and it felt it did not have the people
to manage that kind of a project with those skill sets.

So it went to a lead system integrator in the belief that the lead
system integrator would have the skills and be able to do the con-
tract management needed to bring in the entire project.

But I will go back to what I had said in the beginning, that the
government was starting off with something it knew it couldn’t
manage, and so the lead system integrator was thought to be
bringing something the government didn’t have. But I think that
is at the crux of what we are talking about. If those are the things
the government wants to do, it should have the workforce to do
them.

Mr. ROGERS. Yet the workforce is shrinking, correct?

Mr. FraNcis. Certainly it has shrunk absolutely, and then rel-
atively, to the volume of business.

Mr. ROGERS. Well, in the case of the border contract and Deep
Water, Coast Guard; am I correct that the lead systems integrator
in one or both of those cases also was a subcontractor, a contractor
for services; is that correct?

Mr. WooDs. They did a substantial amount of the work. For ex-
ample, in the Deep Water program, both of the contractors that
formed the joint team that served as the lead systems integrator
also got work—production work under that contract as well.

Mr. ROGERS. Is there a conflict of interest there?

Mr. Woobs. One could argue that there might be. There are pro-
visions in place to prevent organizational conflicts of interest. Cer-
tainly the agencies in both of those instances would tell you that
they reviewed and paid careful attention to the possibility that con-
tractors may be favoring their own designs, their own capabilities,
as opposed to others.

Mr. ROGERS. Surely not. Surely not.

Mr. MORAN. That would be wrong.

Mr. FraNcIS. Mr. Rogers, on the Future Combat System, they
did try to set that lead system integrator up differently, where they
went to a contractor, Boeing, whom in the beginning they pre-
vented, precluded from winning any subcontracts or winning any-
thing in production. So the idea was that Boeing was to be a devel-
oper but not a producer. Now, over time, the Army got away from
that strategy, but up front they did recognize the organizational
conflict of interest.

Mr. ROGERS. Well, are we still using lead systems integrators?

Mr. FrRANCIS. I don’t know of any projects right now where there
is a lead system integrator.

Mr. Woobs. Nor do I. In fact, the Congress enacted legislation
to greatly curtail the use of lead systems integrators a couple of
years ago.

Mr. ROGERS. Do we need to do anything in this bill?
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Mr. Francis. I don’t think so. I don’t know of any projects that
are operating that way. As I think Mr. Woods said, the legislation
kicks in in 2011; am I correct?

Mr. Woobns. There are already prohibitions in place for new
starts using the lead systems integrator.

Mr. MURTHA. The time of the gentleman has expired. Let me an-
nounce to the committee there are three or four votes. There will
be a 15-minute vote, which always takes a half hour. We will ad-
journ when it gets down to 100, vote for two or three, and then
come back.

I think this is so important, I think it is necessary to come back
if you folks have the time. We will be gone about 15 or 20 minutes.
We will adjourn and come right back when it gets down to 100, to
give you some time after that.

Ms. Kaptur.

COST OF FEDERAL VERSUS CIVILIAN EMPLOYEES

Ms. KAPTUR. Thank you, Mr. Chairman. Welcome, gentlemen.

Mr. Chairman, thank you for holding this hearing. I am a mem-
ber of the Budget Committee, and we were struggling this morning
with how to put the accounts of this Nation back in order. In look-
ing at each department, I am struck by the fact that—how impor-
tant Defense is, obviously; and by the authorization, Defense Au-
thorization Act of 2008, the Department has to report back to Con-
gress on various contracts that it has and the activities that it is
performing.

The only department that has reported back to us, according to
the information I have, is Army, where one of the lessons they have
learned, they say, is on average to take total cost of a Federal civil-
ian employee as opposed to a contractor. The cost is $44,000 less
costly. That is just one person, $44,000.

When I look at page 13 of your report, you have a very instruc-
tive chart where you show the number, the share of programs that
DoD administers in acquisition—in the acquisition unit, with cost
growth of over 25 percent more than originally projected. Forty,
over 40 percent every single year. That is nearly half. When one
looks at the costs associated with that, they are staggering.

Then you have a line there on total acquisition cost growth from
2003 going up from $183 billion to $296.4 billion. My question real-
ly is, if you look at the whole Department and what has happened
with Defense spending, if we want to establish some fiscal rigor
within this budget, how much could we save by in-sourcing? What
is the whole?

If Navy and if Air Force hadn’t reported back to us, if we don’t
have accurate figures on contractors in the two war zones in which
we are engaged, their costs versus costs of regular force, what data
do you have that could instruct us as to how large this number po-
tentially is of outsourcing versus in-sourcing?

Mr. FrANciIS. Very hard to say, Ms. Kaptur. I have seen the
$44,000 number. When we have done individual analyses we have
found it is 25 percent cheaper to bring on a government person to
do the job versus a contractor, which wasn’t always the case.

Now the question becomes, Does that scale up? In other words,
could you bring in a government workforce at those savings? I
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think a lot of that would depend on what skill sets you are looking
at.

But I wonder—I think in the near term, when we expanded the
contractor workforce, we did so by government people being hired
by the contractors. So I have wondered personally. If you look at
somebody who was working for DoD making $130,000 a year, then
they retire, and if the government pays a pension, say, of $100,000
a year, and they work for a contractor and for the government to
hire that contractor back, it is $200,000 a year. Now the govern-
ment is paying the $200,000 plus the pension, $300,000 for some-
body that used to cost them $130,000.

So it hasn’t been a good deal. But I don’t know how to scale that
up, to be honest with you, and say how much of that we possibly
could save.

Ms. KAPTUR. Mr. Chairman, I just want to say that is my major
concern. With the importance of the Defense budget as a percent
of the entire Federal budget, it seems to me that we should be ask-
ing DoD to help get us these numbers so that we can make better
choices here.

Mr. MURTHA. Well, if you remember, Ms. Kaptur, he said it
would probably take 2 years to find out where the contractors are,
what we need.

I remember in Iraq we couldn’t find out how many for months
and months. The Under Secretary couldn’t figure it out. No, this
is a real problem.

I don’t even know where the 44,000 came from, because you have
got people who are service contractors, who, you know, deliver, cut
grass and things like that, versus somebody that is highly skilled.
So I guess it is an average between each of them.

Mr. FrANCIS. Right. It is.

Ms. KAPTUR. Thank you.

UNDEFINITIZED CONTRACTS

Mr. ROTHMAN. Thank you, Mr. Chairman. Thank you for your
service, gentlemen. Thank you for being here.

Undefinitized contracts. This memo says that as of October 2009,
the DoD had 429 contracts that were undefinitized. Do you think
that is an appropriate number? Do you think the DoD overutilizes
these kinds of contracts?

Mr. Francis. I will ask Mr. Woods.

Mr. Woobs. First of all, just for everyone’s benefit, an
undefinitized contract action is merely a technique, a mechanism,
that an agency is permitted to use, not just DoD, but across gov-
ernment, when they are not in a position to fully define all of the
terms and conditions of a contract but they need to move forward
anyway. So they will enter into an agreement with the contractor
without all of the details, including price, fully spelled out.

Mr. RoTHMAN. Do you think, though, that given all of the dis-
appointments that everyone acknowledges, in terms of cost over-
runs and time delays, that undefinitized contracts with regards to
DoD have been utilized properly, excessively, underutilized?

Mr. Woobns. What we have found is that based on the controls
that are in place, they are required by regulation to definitize those
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undefinitized actions within 180 days. We find very, very often they
fail to measure up to that. They are permitted to

Mr. MURTHA. How can we assure that it falls within the 180
days?

Mr. Woobs. How can we be sure?

Mr. MURTHA. Yes, how can this Committee be sure?

Mr. Woobs. Not sure. We can think about that and give you
some guidance if you wish. But that requirement has been in place
for a while. And every time we have looked at their use of
undefinitized contract actions we consistently find that they fail to
hit that.

COST GROWTH OF PRESIDENTIAL HELICOPTER

Mr. ROTHMAN. I won’t pursue that because my Chairman has
just asked the definitive question, and frankly we need you to come
up with the answer.

Also following up with something that the Chairman alluded to
earlier, just for my edification, the explosion of costs on the Presi-
dent’s helicopter, the President’s future helicopter. How does some-
thing like that happen? How does it spin so wildly out of control?

Mr. FraNcis. No pun intended.

Mr. ROTHMAN. No pun intended. We hope ours would spin under
control, though.

Mr. FrRANCIS. I think it goes back to signing a contract when you
don’t know enough. So I don’t think the requirements and cost had
any realism brought to them. So when we started the program, we
had really no legitimate idea of how much that was going to cost.
When the contractor got into it

Mr. RoTHMAN. I apologize for interrupting because I know my
time is limited. But are we going to make sure that doesn’t happen
again?

Mr. FrANCIS. Yes. There have been actions taken so that doesn’t
happen again, in terms of putting more people in place, more proc-
esses, the acquisition reform. But it is not a guarantee. So, again,
when it comes here, you have to be looking at these things to see
if they measure up to those principles.

Mr. RoTHMAN. Okay. But the lesson learned would be we don’t
allow carte blanche to the designers and the contractors to come up
with something and guarantee we are going to pay for it.

Mr. FrRANcCIS. Right. There is a place to do that, and that is in
science and technology. So you expect experimentation, discovery.
Do it there. But when we go to a contract for a program, we need
confidence.

ACQUISITION OF UAVS

Mr. ROoTHMAN. Finally, real fast, UAVs and Predators. Is there
any reason why any theater should not have as many Predators
and UAVs at they want after all these years?

Mr. Francis. I think there is no operational reason they
shouldn’t, other than you have to manage the airspace.

Mr. ROTHMAN. But in terms of acquisition?

Mr. FrRANCIS. In terms of numbers, I think we should be giving
the warfighter what they need. Part of the problem is there are
now three variants of that aircraft, and the services are all pur-
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suing different ones. DOD could do something more consolidated
and get more aircraft out there for less money.

Mr. MURTHA. The time of the gentleman has expired.

Mr. Dicks.

SOLE-SOURCE CONTRACTS

Mr. Dicks. Let me ask you about sole-source contracts. Are we
supposed to have these in here today? They would have caught me
at the door—how often or how seldom do we use sole-source con-
tracts?

Mr. Woobs. I don’t have a precise number on that. It is a per-
mitted technique. The overwhelming number of contract actions
and contract dollars are awarded competitively every year. But
there are circumstances where for a variety of reasons, urgency or
other reasons, the Congress has provided in legislation that sole
source contracts are permitted.

Mr. MURTHA. What is the largest sole-source contract ever
awarded?

Mr. Woobs. I am not sure I know that, sir.

Mr. MURTHA. Will you find out for us?

Mr. FraNcIs. Okay, we will do that.

[The information follows:]

Response to Mr. Dicks’ question: How often or how seldom does the government
use sole source contracts?

According to information available in the Federal Procurement Data System-Next
Generation and USA Spending.gov, about 68 percent of obligations were under con-
tracts awarded competitively in fiscal year 2009. Of this amount, about 10 percent
of oblig(?tions were under contracts awarded competitively where only one bid was
received.

Response to Mr. Murtha’s question: What is the largest sole source-contract?

According to fiscal year 2008 obligations reported in the Federal Procurement
Data System-Next Generation (FPDS-NG), the largest non-competitive contract was
awarded by the Army’s Tank and Automotive Command (TACOM) to AM General
for HMMWYVs in November 2000. $4.2 billion was obligated under this contract in
fiscal year 2008, and $14.3 billion has been obligated over the life of the contract,
based on the latest available information in FPDS-NG.

Mr. Dicks. You could have a sole-source contract and still do a
should-cost analysis so that the government is protected.

Mr. Woobs. Absolutely. And they are required to do that. If they
don’t have market forces at work that are providing some assur-
ance that the price you pay is a reasonable price, they are required
in most instances to get cost or pricing data and to do a very, very
detailed analysis of what it is costing the contractor to produce the
item, so that the government has some assurance that what it is
paying is a fair price.

Mr. Dicks. The contractor can help in this regard by allowing
transparency into their cost structure, right?

Mr. Woops. Not only can they help, they are required to help.
They are required to produce that data for the government’s anal-
ysis.

PROGRAM MANAGERS

Mr. Dicks. I won’t go any further. Just laying the groundwork,

Mr. Chairman.

Now, we have been doing this for many years, okay, having these
hearings. I can remember the retired generals of the Air Force had
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their acquisition. Doesn’t it get down to people, the quality of the
program managers? I mean, you almost—every good program, you
finally have had a good program manager; there has been good peo-
ple at the contractor, they have had good management of the sub-
contractors.

Then when you see a program that fails, normally the govern-
ment had bad oversight and the program managers for the compa-
nies weren’t very good and the subcontractors fail. I think a lot of
this gets down to the quality of the people.

And when we kind of diminish the value of people who were—
I can remember the Chairman of the House Armed Services Com-
mittee, on the floor of the House, calling these, the acquisition peo-
ple, “shoppers.” He said these people are nothing but shoppers, and
went ahead and cut 50 percent of the people out of the acquisition
program in the 1990s.

You know, to me, now we are still trying to recover from that,
to get the people back, make sure they are well trained. What do
you think? It says a lot about the people and the training of these
people and the experience of the people that are running these in-
dividual programs.

Mr. FranNcis. I would agree completely. In fact, even though GA
is a critic and we find a lot of fault with programs, when we get
in the program offices we generally find the people are outstanding.

So I think you are exactly right. The people have to be high qual-
ity.
And the second thing, Mr. Dicks, is we have to put them in a po-
sition to succeed. So a lot of times we take excellent people and we
deal them a bad hand. So I don’t think there was any program
manager who could have made the Presidential helicopter succeed.
Yet we put great people in those positions, and my concern in the
long run is we grind them up, and you wonder why they would stay
in the position.

Mr. Woobs. Could I add one thing to that? You mention quality
o the people and that is absolutely correct; but it is also people
with tenure. And what we found is that even good people are being
moved around at a rate

Mr. MURTHA. We are going to have to recess for about 15 min-
utes. They have got 80 people that haven’t voted.

[Recess.]

COST ESTIMATES

Mr. Dicks [presiding]. The Committee will come to order. The
Committee will resume. On these cost estimates that we were talk-
ing about, you said that they are required to do these. This is done
by the CAIG, the Cost Analysis Improvement Group, is that what
they call it.

Mr. FRANCIS. Yes.

Mr. Dicks. But is this just on the major weapons systems or is
it on everything?

Mr. FRANCIS. There are independent cost estimates done on all
weapons systems, but only the really big ones are done independ-
ently by the Cost Analysis Improvement Group. The other ones are
done by the services, so the Army would have its own independent
cost estimate, for example.
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Mr. Dicks. How accurate have these things been over the years?

Mr. Francis. Well, the independent estimates are more accurate
than the program office estimate, but we find they all underesti-
mate by a significant amount. So even if every cost estimate
aligned with the CAIG estimate, we would still have overruns.

COST OVERRUNS

Mr. Dicks. And what are the major causes of the overruns?

Mr. FraNciS. I would say, Mr. Dicks, some of the things that we
talked about in the beginning: not knowing enough about the ac-
quisition, not knowing enough about the technology and the sys-
tems engineering to make an informed cost estimate. And when
you don’t have the information, then you are more or less suscep-
tible to optimistic assumptions. So I don’t think it is discoveries
that were unanticipated that occurred suddenly in the program. I
think it is reality playing out.

Mr. Dicks. A lot of times, do the departments just understate,
knowing full well they only have so much money to go into the
budget, and they are trying to make the budget fit with all the var-
ious systems? It is wishful thinking. It has to be, right? Isn’t that
part of this problem?

Mr. FrRANCIS. I remember years ago talking to John Betti, who
was one of the first undersecretaries of AT&L. And he said, in his
view, programs didn’t necessarily know a number was going to be
X and then subtract from it. But he said many cost estimates are
based on the hope of hitting seven home runs in the bottom of the
ninth, very unlikely. But that pressure is there. And what we find
is our budget process makes amends for that once a program is un-
derway.

Now, we have seen a couple of examples, Armed Reconnaissance
Helicopter is one, where the unit cost was established by taking
what the money was in the budget and dividing it by the number
of units, and that is what we said the unit cost was. We have seen
some instances of that.

Mr. Dicks. Mr. Bishop.

PAST PERFORMANCE INFORMATION RETRIEVAL SYSTEM

Mr. BisHOP. Thank you. I apologize. Has the question been asked
about the Past Performance Information Retrieval System?

Mr. FRANCIS. No, it hasn’t.

Mr. Woobs. Not today.

Mr. BisHOP. The history of prior performance obviously helps to
inform contract award decisions, and that information is generally
made available through the Past Performance Information Re-
trieval System. And your reviews of past solicitations indicate that
factors other than past performance, such as technical approach or
cost were the primary factors in awarding the contract, in making
the decisions. And I understand that the doubts about the accuracy
of the historical information and the difficulties in linking that past
performance to specific new acquisitions causes the agencies to be
reluctant to rely too much on past performance.

So what I would like to know is what your assessment is of the
utilization of that Past Performance Information Retrieval System
and what actions DoD can take to improve the utility of it in the
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selection process, and whether or not funding is a function of that,
if lack of discipline is a function of it. And how do you assure that
contracting officers and managers enter the contract performance
information correctly and in a timely manner into that information
system?

Mr. Woobs. Sure. Let me respond to that if I can. We issued a
report in April of last year that touched on a number of the issues
that you've talked about. It is extremely important to have a good
past performance information system because when we don’t have
a system that contracting officers can rely on, they are not going
to use past performance as a discriminator in picking contractors.
And what we were told is that the hallmark of a good past per-
formance system is it has to be documented, the past performance
has to be relevant, and the information has to be reliable. And in
all three of those areas there were shortcomings, shortfalls in that
information which led contracting officers to downplay the signifi-
cance of past performance.

Of the causes that you mentioned, I would say lack of discipline
is critical. There was a requirement for documenting past perform-
ance, where contracting officers were required to go into the system
after the completion of a contract and make judgments and assess-
ments about how well the contractor did. And we found time after
time those assessments were simply not done, particularly, when
contractors performed on orders issued under the General Services
Administration schedule program, which is for commodities and for
commercial items and that sort of thing. The contractor officers
were failing to enter that information into the system. There has
to be more discipline in the system in order for it to work.

Mr. BisHOP. How do you assure that, that discipline?

Mr. Woops. That has been an issue across the board. In some
cases, it is workload where contracting officers need to get on to
the next award so that wrapping up the paperwork on the prior
contract doesn’t have the same priority as moving on to the next
award. We have got to find a way to instill that discipline into ev-
erybody in the system.

Mr. BisHOP. You think, it is workload, then that has to work do
with the acquisition workforce and the contract officers, the num-
ber of them, and the additional 10- to 11,000 that we are trying
to put in place.

Mr. Woobs. That would help. It would help to have more people
to share the ever increasing workload that we have seen. If we had
more people doing those functions that would go a long way to eas-
ing some of that workload burden.

Mr. BisHOP. Do we have contractors performing those functions
now?

Mr. Woobps. We have contractors that are supporting the acquisi-
tion function.

Mr. BisHOP. No, no, I mean doing the past performance evalua-
tions.

Mr. Woobps. We didn’t see contractors actually doing those as-
sessments, but we saw contractors that were heavily engaged in
various support functions at contract offices, and that caused us
some concern.
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Mr. BIsSHOP. So obviously, if we reduce the number of contractors
and had that in-sourced, we could save a tremendous amount of
money?

Mr. Woobs. Well, if we had more people doing the acquisition
function on the government side and a more manageable workload,
we would see greater attention paid to some of these details like
completing the past performance information system assessments.

Mr. BisHOP. By the way, with regard to downsizing, making gov-
ernment smaller, that philosophy, when it comes to contracting and
acquisition, in the Department of Defense, that has a reverse ben-
efit in terms of not helping us efficiently and effectively manage
the taxpayers’ dollars.

Mr. WooDs. There were definitely some down sides to that
downsizing of the workforce. You are right.

Mr. BisHOP. Thank you, Mr. Chairman.

Mr. Dicks. Mr. Hinchey.

OMB CIRCULAR A-76

Mr. HINCHEY. Thank you, Mr. Chairman. As you know, there has
been a lot of concern here about the Department of Defense use of
the OMB circular A-76 process. And thanks to the chairman’s lead-
ership, we were able to include in the fiscal year 2010 defense ap-
propriations bill a provision which effectively suspended the A-76
studies that started during the previous administration. So it is my
understanding that now, all but two of those A-76 studies have
been eliminated, been cancelled except for two that remain in the
Navy. And I was just wondering if you could tell us what would
be the process of those two that are remaining. Are they going to
be cancelled? Does the Navy intend to finish those A—76 operations
at some time in the near future, or do we know?

Mr. Woobps. We certainly can’t speak to the Navy’s intention
with respect to those two. A couple of points though. One is, we
have looked at that A-76 process over the course of many years,
and we have identified a number of problems with how that is
working. One of the problems is the lack of good data about the
system. For example, you mentioned two remaining studies. We re-
cently went into that system and found that there were actually
seven that were in progress. The two that you mentioned in the
Navy were included. But whether it is two or whether it is seven,
DoD is going to have to make some decisions about what to do with
those. Anecdotally, we can tell you that when we talked to the folks
over at DoD, they haven’t quite figured that one out yet.

As you point out, there is legislation in the appropriations bill,
and there also are various provisions in the defense authorization
bill that speak to the issue about completing ongoing studies within
a set period of time, about providing reports to the Congress on
how they plan to approach the issue of outsourcing as well as in-
sourcing. And frankly, they are still trying to match up all of those
requirements and figure out where they stand with respect to spe-
cific ongoing studies.

Mr. HINCHEY. So you think that is the situation. They are not
really certain where they are or what they want to do.

Mr. Woobs. Just anecdotally, from our discussion, they tell us
that they are still looking at and figuring out what to do.
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Mr. HINCHEY. I can understand that. The seven that you said,
where are they?

Mr. WooDs. I am not sure of the exact locations. Three of them
were in the Army, two were Navy. And this is a system called the
defense commercial activities management information system, and
it is available to folks that need to manage this process.

Mr. HINCHEY. Okay. On this issue a little bit further, the GAO
issued two reports back in 2008, one for the Forest Service, one for
the Labor Department. They were highly critical of the A-76 proc-
ess, essentially saying that the costs of conducting the A—76 studies
were understated, and that the savings that were alleged were
overstated. GAO also offered a series of recommendations for re-
forming that A—76 process. So can you tell us, is it correct that the
A-T76 problems GAO identified and the recommendations that were
put forth for reforms, that was offered by GAO are relevant for
other agencies, including the Department of Defense? Or only the
Department of Defense?

Mr. Woobns. The recommendations that we made in the two in-
stances that you cited were specific to those particular agencies.
But the problems that we found are by no means confined to those
two agencies, and DoD is probably one of the best examples. They
have the most experience of any other agency in conducting A-76
studies. They have been at it longer. Most of our work, frankly,
over the course of the last couple of decades looking at the imple-
mentation of the A—76 process has been at the Department of De-
fense. So there is no question that they have lots of experience, but
we have also identified lots of issues there as well.

Mr. HINCHEY. If the Department of Defense does, in fact, try to
jump start those two A-76 studies after this suspension expires, if
they do that, try to jump start that after the suspension expires,
is there any indication that the Department of Defense will have
corrected the problems that the GAO identified and that they will
have begun at least to implement the reforms that were rec-
ommended by GAO prior to the award decisions?

Mr. Woobns. The suspensions that you are referring to I don’t
think were as a result of GAO recommendations. They were as a
result of the legislation that the Congress enacted that told them
they have to suspend A-76 activity. So it wasn’t that we identified
specific problems that needed to be corrected. It was that there was
a prohibition on moving forward.

Mr. HINCHEY. It was the overall circumstances of that situation
that were dealt with basically.

Mr. Woobs. Well, there are a couple of issues at play. One is the
departmentwide bar on moving forward with A-76 studies. But
there has also been some isolated instances where Mike and his
team have identified flaws in specific studies, and made rec-
ommendations on how best to move forward, if they can, with
those.

Mr. HINCHEY. What is your assessment, basically of the future
of this? What is likely to happen? Do you have any idea?

Mr. Woobns. Well, Congress has been pretty direct over the
course of the last couple of years, whether it is the authorizers or
the appropriators, in making it very difficult for agencies to move
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forward, not just at defense but at agencies across the Federal Gov-
ernment.

Mr. HINCHEY. Okay. Well, thank you very much.

Mr. Dicks. Mr. Frelinghuysen.

HISTORY OF A—76 PROCESS

Mr. FRELINGHUYSEN. A-76 has been around for a long time. How
long has it been around?

Mr. Woobs. I believe since the mid 50s.

Mr. FRELINGHUYSEN. And how long have you been weighing in
on the A-76 process? And I am sure it is since not 1950, but

Mr. Woobs. Well, my memory does not go back that far, but
probably in the 1960s and 1970s, DoD was moving forward for ex-
ample, at the depots. The workload between the in-house depot
workforce and contractors has always been an issue about what the
right allocation is of workforce, and as long as that debate has been
going on we have been in there providing oversight.

Mr. FRELINGHUYSEN. Part of it was to make sure that the work
force was concentrating on what was actually important.

Mr. Woobs. Absolutely.

Mr. FRELINGHUYSEN. And somehow we got away from that. I
know we are not going back to A—76 because people want to hire
up people and promises have been made. But overall when it was
initially rolled out and I have been around in government for a
long time, people saw some pretty positive effects from it. So it is
not an all-negative history. Would you agree?

Mr. Woobs. It is not all negative history. And, in fact, the Con-
gress asked GAO to chair a panel looking at the A-76 process back
in 2001, and GAO spent a year doing that. We pulled in folks from
all sides of the debate, from the unions, from the administration,
from industry, and that is the story that we heard, that it is not
all negative. There are positive aspects to that. It does force the
government to sharpen its pencil and it forces contractors to sharp-
en their pencil when they have to compete for the work.

Mr. FRELINGHUYSEN. Well, that is sort of what the GAO is all
about isn’t it, sharpening the pencil, taking a look?

Mr. WoobDs. We want to see the best bang for the buck, yes, sir.

SKILL SETS NEEDED IN THE FEDERAL ACQUISITION WORKFORCE

Mr. FRELINGHUYSEN. Mr. Francis, you said earlier that we don’t
know what gaps there are. You referred to, either in response to
Chairman Murtha or maybe in your general comments in Depart-
ment of Defense work force. Could you sort of elaborate a little
more on that.

Mr. FrRANCIS. Sure. We have done some work to show that the
Department of Defense does not know what skill sets it really
needs in its acquisition workforce. And our understanding right
now of the in-sourcing of the 20,000 people that will take place
through 2015 is the department is inventorying what it has, look-
ing at its current skill sets, where it has the work

Mr. FRELINGHUYSEN. Are they actually doing it or have they
outsourced a group to do it? I mean, I don’t mean to be totally face-
tious here, but in reality, sometimes people are so busy over there
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doing what they are doing relative to the war they might well turn
it over to somebody to do it.

Mr. FrRANCIS. I don’t know but I will hope that——

Mr. FRELINGHUYSEN. Might be good to get an answer from you
on that.

Mr. FraNCIS. Yes. Okay.

Mr. FRELINGHUYSEN. So the gap issue.

Mr. FRANCIS. Yes. So they are working first on what they have
now. The hard part is the normative, where do they need to be.
And they haven’t identified the skill sets they really need to have.
So you need both pieces, where we are and what we need to be to
identify those gaps. They are not there.

Mr. FRELINGHUYSEN. So you have gaps. We had somebody testify
in here that it is difficult to find young men and women who are
willing to go into, I won’t say your line of work, but, you know, ei-
ther to serve the military or to serve the military in a civilian ca-
pacity because they can do a lot better working at some other job.
So they have not identified the skill sets they need, you are saying?

Mr. FRANCIS. Yes, that is correct.

TIME LINE FOR HIRING ADDITIONAL ACQUISITION PERSONNEL

Mr. FRELINGHUYSEN. And so what would you anticipate would be
the time period for them to be able to do that? Assuming they can
incentivize these people to, shall we say, join up.

Mr. FrRANCIS. Yes, they say they are going to bring the people in
by 2015. I am not sure what a good number is, but you'd like to
think they’d want to start doing that as soon as possible. So I
would say, a reasonable period would be within a year they ought
to be able to start identifying where they really need people. And
speaking from experience at our own agency, we are getting a lot
of people applying for positions. I would say 200 to one. For every
vacancy there might be 200 applications. So I actually think very
positively about the government’s ability to attract good people.

Mr. FRELINGHUYSEN. This is like our intelligence agencies who
are now hearing because the economy is so poor so many people
are out of work that they are getting a flood of applications. You
don’t think there will be any deficits in this area.

Mr. FrRANCIS. I think the supply of talent is pretty good. And I
think the economy is one thing, but we noticed in our agency, post—
9/11, a lot more people want to do public service. So my prognos-
tication would be optimistic.

WEB SITE FOR HIRING

Mr. Dicks. Would the gentleman yield on that point? I happened
to be involved in something in my State, and it was a company
working with Lockheed, and one of the ways they hire these people
is through a Web site. Are you familiar with this? The Defense De-
partment now I am talking about.

Mr. FRANCIS. Yes.

Mr. Dicks. So if they get into a competition on who’s going to do
the website, how expensive it is, if they don’t get this Web site set
up, nobody gets hired. I mean, I think there is a huge number of
jobs, probably in the acquisition area that are just not, nothing’s
happening. Do you have any evidence to that?
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Mr. Francis. We have got anecdotal evidence on how difficult it
is, if you will, to try to work through a Web site like that and then
how quickly the government can respond and going through appli-
cations and then setting up interviews. So the government has
technically been slower in doing that than private industry.

Mr. Dicks. And just so I can get another point on the A-76.

Mr. FRELINGHUYSEN. And of course we need to know who they
are hiring up. I mean, obviously you just can’t hire anybody up.
You can get people planted in there.

Mr. Dicks. But the situation here was that the company that
was going to do the website got into a big dispute with OPM, the
Office of Personnel Management and the Department, and it didn’t
happen. So instead of being set up and starting to bring people in
for interviews, it went on for a year or so. So I am worried about
the way they are handling this. You would think that the Defense
Department would bring these people in and interview them. But
instead they do it through a Web site. And if the website doesn’t
get set up you don’t get the people.

A—76 POST AWARD AUDIT

So that is worrisome to me. On the A-76, I agree with what has
been said earlier, that there was a positive aspect of this. Now, way
back, maybe 20 years ago, I put language in that said you would
have to have a post audit on A-76. So if something was contracted
out, then, a year or so afterwards, you'd go back and audit again
when they started to renew these things to see if, in fact, you kept
the prices down or did they start to escalate.

And somehow this thing got knocked out at some point in the
process. But I think, on the A-76, something like that, where you
have a post contract audit to see whether, in fact, you achieved the
savings you wanted or not. If you are going to do A-76 you've got
to have something like that or else they’ll bid low, get the work
away from the government, and then they’ll start increasing the
cost of this in the out years. I yield back.

Mr. FRELINGHUYSEN. I yield back.

Mr. Dicks. Mr. Moran.

OUTSOURCING QUOTAS

Mr. MORAN. Norm, you bring up a history that I think many of
us have been involved in. One of the things that happened during
the Bush administration, it wasn’t just DoD, it was Interior De-
partment, you will recall, that there were quotas given to man-
agers, and that they would get a green light if they outsourced a
certain percentage of their work force. And then they'd get a yellow
light or a red light if they didn’t and so on. The problem was it was
a cookie cutter approach. Some missions are more inherently gov-
ernmental than others. But there was this attitude that a certain
percentage of your work force, whatever, that whatever skills and
whatever the mission is, we want you to contract out. And so it was
done in kind of a willy nilly fashion, it appeared. And so the Con-
gress, I think it was a bipartisan vote, just put it into it. Now, we
are in a situation where outsourcing, contracting out, we think, has
gone too far in many agencies, particularly defense, and so now we
want to do some more in-sourcing.
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HIRING CONTRACTORS TO BE FEDERAL EMPLOYEES

Unfortunately, some of the initial reports I am getting is that,
again, in some cases it is being done in an arbitrary fashion and
there are some contracts, for example, where the contractor has in-
vested a great deal of capital, has trained their personnel, has ac-
quired quite a fair amount of experience, and has been judged to
have been effective in carrying out the mission, but the program
manager, wanting to comply with this new approach, goes in, hires
the people that the contractor has trained, pulls them back into the
government, pays them as much as they can, of course, but the em-
ployees have no option because they are told we are going to close
down this program; we are bringing it in house. If you want to
keep your job, you become a Federal employee.

And we are bringing you on. So they bring on almost everybody,
but you know, the top manager or whoever is the—representing the
contractor. That doesn’t seem fair either. And it doesn’t recognize
the investment that some of the better contractors have clearly
made in meeting the mission of the agency.

So I want to get your reaction to that. Is this just anecdotal, or
does this seem to also be taking place from your perspective and
looking at the contracting community?

Mr. Francis. Well, Mr. Moran, I haven’t heard of that particular
instance where the government might be taking employees back
from a contractor.

Mr. MoRAN. I have got dozens of examples that I have been told.

Mr. FraNcIS. Okay. But you raise a very good point, because
what we have been talking about the past 20 years is the pen-
dulum swinging one way to out source. We don’t just want the pen-
dulum to swing back to in source. It has to be thoughtful, and I
think the guiding principle has to be what is in the best interests
of the government. So it can’t just be a numbers game. So the in-
stances that you describe, these are things the government has to
be thoughtful about because just taking what you said, you raised
the question, is it in the government’s best interest to reverse that?

Mr. MoRAN. Yeah. Now, let me ask you

Mr. Dicks. Would you yield just for a second.

Mr. MORAN. Yeah, sure.

Mr. Dicks. The thing that worries me is that the government
could abuse its power here. This is what I saw in this website deal.
This company, a small little company from Tacoma, Washington,
spent a couple of million dollars getting ready to do this Web site,
to hire, to bring all these people in. And they had already done it
for the forest service down in Albuquerque, New Mexico and done
it very successfully. But they got into a big to-do with the Federal
agencies, and all of a sudden they cancelled. They just cancelled it.
And so nobody gets hired. Nothing happens, and the government,
I think, has abused this company. And I don’t know what their re-
course is, maybe a lawsuit or something. But again, we are not get-
ting the people hired, we are not getting the work done.

So I am concerned about this too and I am sympathetic with
what the gentleman’s saying because I had this example and it was
very painful for this small company.
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Mr. MORAN. And lawsuits take forever and the government can
outlast any private contractor.
Mr. Dicks. Right.

STUDY OF INSOURCING

Mr. MORAN. Let me now ask you about the study that DOD has
done, maybe it is GAO has done it of DOD, in terms of the imple-
mentation of this in-sourcing initiative. I understand that there is
a study that is ready. I don’t know whether it is finalized. I don’t
think we have seen it on the subcommittee, but I would like to
know what the status of it is and what is the content of it.

Mr. Woobs. The latest that we have seen, sir, is a December
2009 report.

Mr. MORAN. That is pretty timely.

Mr. Woobs. It is a report by DOD. The House of Representatives
required DOD to report on the status of their in-sourcing initia-
tives. We have seen that report. We haven’t thoroughly analyzed
all of its contents, but we are trying to stay as close as we can to
that issue.

Mr. MoORAN. Well, do you know, since you have seen it, what does
it say just roughly?

Mr. Woobs. What I drew from it is they are trying to focus first
on those positions that are inherently governmental, that never
should have been contracted out in the first place. Secondly, they
want to focus on positions that may not be in the inherently gov-
ernmental arena, but are, nevertheless, critically important to keep
in house to enable the government to have capacity to carry out its
functions. And then thirdly, cost, to focus on areas where the gov-
ernment could save money by in-sourcing certain positions.

Mr. MORAN. Does our staff have a copy of that?

[CLERK’S NOTE.—The report is printed at the end of the hearing.]

Mr. Woobns. We will certainly get that to the Committee. We will
get that in PDF format and send it up.

Mr. FraNcis. It has got some of our writing on it, is that okay?

CONTRACT AWARD PROTESTS

Mr. MoORAN. All the better. As long as it is not profane or any-
thing. One other question, Mr. Chair, if I could. One of the things
that has troubled me, and it has been brought to my attention as
well in this general area, is that when a smaller contractor wins
a contract on the basis of, you know, quality, or oftentimes innova-
tion, using new technology, they can do it less expensively, and
they claim more effectively, they win the contract.

If they win it against a larger contractor who was either bidding
or has been the incumbent bidder, that contractor, if they are large
enough, they have a whole division of litigators, so they automati-
cally protest, knowing that the smaller contractor can only go so
far in terms of litigating these protests and, oftentimes, will have
to drop out, and then, in some cases, the larger contractors just
bought them up or, you know, they will subcontract with you, we
keep the profit, you do the work. And this is the best you can get.
I know that has happened. Are there many examples of that, or is
this just an aberration that I have seen more than once?
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Mr. GOLDEN. From my standpoint in the protest area, we do get
incumbents who protest to hold onto the contract.

Mr. MORAN. There are some that protest automatically.

Mr. GOLDEN. I can’t say that. If you look through our database
you’d see names of a wide variety. You wouldn’t see that many re-
peats. There are companies that you would see repeating. But I
don’t think it is clear cut that that is going on, although I have to
admit I have heard that once or twice as well, that a larger com-
pany just files a protest and they are hoping the small busi-
nesses

Mr. MoORAN. Well, there are some who are notorious among the
industry.

Mr. GOLDEN. And the small businesses obviously don’t have the
same resources, but, on the other hand, the small businesses do
have a tot of preferences, set asides, rules that help protect them
and safeguard them in the Federal procurement system as well,
which does help. But from our standpoint and obviously, from a
protest standpoint, we haven’t studied this. It is not something we
necessarily know about. But I think ultimately, companies protest
because it is in their interest, but they are also concerned about
suing the customer. And it is something they think about before
they protest because it does have implications ultimately on their
relationship with the agencies, and so I think there’s some balance.
And I think the system is rational in that sense, at least I hope
S0

Mr. MoRAN. Okay.

Mr. DicKs. Any other questions?
Mr. HINCHEY. Just one brief one.
Mr. Dicks. Mr. Hinchey.

INCREASE IN CONTRACTS FOR SERVICES

Mr. HINCHEY. Just about 10 months ago, you did a report about
goods and services and the amount of money that was being spent
on goods and services and how, since 2001 to then, it had gone up
by almost $400 billion. I think the number was $388 billion. Was
there an analysis as to what was causing that? Was it regarded as
being significant? Was there any indication that that wasn’t the
only area where that cost had gone up so substantially? Were there
other indications of anything similar to that?

Mr. Woobs. The biggest growth area we are seeing is services.

Mr. HINCHEY. Goods and services?

Mr. Woobs. The numbers that we always cite are total goods
and services. But the differences that we are seeing over the course
of 10, 15 years is the significant increase in services. That is where
we are seeing most of the growth.

Mr. HINCHEY. Significant increase in services?

Mr. WoobDs. Absolutely, sir. It used to be that not many years
ago the government bought mostly hardware items and not serv-
ices, and now we have seen that trend reverse where well over 60
percent of what the government buys is services and the rest are
hardware items.
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INCREASE IN CONTRACTING WORKLOAD

Mr. HINCHEY. The report said the number of government per-
sonnel remained the same in spite of the fact of that increase.

Mr. Woobs. That is right. And that causes a couple of problems.
Number one is we have seen the number of contract actions, just
the workload that they have to handle go up in the face of a rel-
atively stable workforce. But secondly, the complexity of those ac-
quisitions has increased because buying services is more difficult
than buying hardware. On hardware items you’ve got a list of spec-
ifications, and it is relatively easy, or at least easier than buying
services. Where you are trying to define the outcome that you are
trying to achieve, to establish metrics for how you are going to
measure the contractor’s performance, it is much more difficult
than buying goods.

Mr. FrANCIS. I am trying to remember which year it was, but in
that data, at some point in the past few years, the amount of
money we spent on services began to exceed what we spent on
weapons. So the Department’s major acquisitions are services.

Mr. HINCHEY. Well, that is interesting. I, mean, it is interesting
that the amount of money that is being spent on it has gone up
so much and what those services are would be an interesting piece
of information. Why is that cost going up so much?

Mr. FRANCIS. Well, a fair amount of it is to build the capacity we
needed for the near term operations in Iraq and Afghanistan. So
a lot of that has been subcontracted. I think there’s been a large
growth in the LOGCAP contract. So a lot has been to augment the
government’s capacity to handle current operations.

HIRING CONTRACTOR PERSONNEL AS FEDERAL EMPLOYEES

Mr. HINCHEY. Is there some progress being made to convert the
kind of contractor personnel to government service?

Mr. Woobns. Well, there is the in-sourcing initiative that we have
talked about where the Congress has directed agencies to, first of
all, do inventories of their contractors to know what the contractor
workforce is; and then secondly, to use those inventories to make
the kinds of decisions you are talking about, of how many of those,
if any, can we bring back in house.

Mr. HINCHEY. Okay. Thank you very much.

Mr. Dicks. Mr. Frelinghuysen? All right. The Committee will
stand adjourned. And we appreciate your testimony. We appreciate
your good work.

[CLERK’S NOTE.—Questions submitted by Mr. Murtha and the an-
swers thereto follow:]

UNDEFINITIZED CONTRACTS

Question. To meet urgent needs, the Department of Defense can authorize con-
tractors to begin work and incur costs before reaching a final agreement on the con-
tract terms and conditions—known as undefinitized contract actions (UCAs), or let-
ter contracts. As of October 2009, the Department of Defense had 429 contracts that
were undefinitized. This type of contracting may not be in the best interests of the
taxpayer since the contractors lack incentives to control costs while the contract is
being definitized.

e In your experience, does the benefit of starting work sooner outweigh the loss
of control experienced in a UCA?
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Answer. In some circumstances, a UCA is needed to meet an urgent need; in those
cases, the benefits of starting work sooner may be in DOD’s best interest (if appro-
priate attention is paid to definitizing as soon as practicable). However, based on
some of the contract actions we have reviewed, it is not clear that DoD is using
UCAs only in urgent situations. In some cases, UCAs may have been avoided with
better acquisition planning. Further, we found that work is not always done sooner,
as had been anticipated under the justification for a UCA. For example, in one case
we reviewed, during the 13-month undefinitized period the contractor incurred costs
equal to 2.4 percent of the total not-to-exceed amount, compared to the 50 percent
obligated at award. In another case, permission was granted to obligate 100 percent
of the not-to-exceed amount at award, however the contractor incurred costs of only
slightly more than 1 percent of the not-to-exceed amount during the 11-month
undefinitized period.

Question.

e Does the shortage of contracting officers within the DoD impact the Depart-
ment’s ability to definitize UCAs?

Answers. Contracting officers have pointed to numerous reasons for delays in
definitization, and shortages in the acquisition work force are certainly among them.
Contracting officers cite their heavy workloads, stating that once the UCA is award-
ed, they must turn to other pressing needs rather than going through the
definitization process. They have also cited shortfalls in the government’s ability to
perform price analysis of contractor proposals. Other reasons cited for delays in de-
finitizing UCAs include

e untimely or inadequate contractor proposals,

e the program offices’ changing requirements (either because the requirement
was not adequately described when the UCA was awarded or was subsequently
changed after award), which leads contractors to revise their proposals, and

e delays in obtaining necessary audits of contractors’ proposed pricing struc-
ture.

Question.

e For cost type contracts, does DOD have a policy that encourages contracting of-
ficers to reduce fees when UCAs are not definitized in a timely manner, and thus
unknowns become known and risk is lessened?

Answer. DoD does have a policy requiring contracting officers to consider any re-
duced cost risk to the contractor for costs incurred during contractor performance
before negotiating the final price. While there may be a requirement to consider re-
duced costs risks and make an adjustment in the profit or fee, if necessary, GAO
recently reported that in about half the definitized UCAs we reviewed (both cost
type and fixed price contracts)—34 of 66—contracting officers did not document con-
sideration of any reduced cost risk to the contractor during the undefinitized period
when establishing profit or fee negotiation objectives.! For the 12 cost-plus-award
fee contracts included in this review, we did not see any evidence in the contract
files that there was any consideration of reduced cost risk. GAO noted that defense
regulations do not provide a procedure for how to consider any reduced cost risk for
cost-plus-award-fee type contracts and recommended the Secretary of Defense revise
the defense federal acquisition regulation supplement (DFARS) to provide specific
guidance on how to perform an assessment of any reduced cost risk for profit or fee
during the undefinitized period for cost-plus-award-fee UCAs. DOD agreed with this
recommendation and plans to revise the DFARS Procedures, Guidance, and Instruc-
tion to provide specific guidance on how to perform an assessment of any reduced
cost risk during the undefinitized period for cost-plus-award-fee UCAs.

DEFINITIZATION PERIODS AND OBLIGATION AMOUNTS ON UNDEFINITIZED CONTRACT
ACTIONS

Question. The Federal Acquisition Regulation states that undefinitized contract
actions (UCAs) should be definitized within 180 days of signing the UCA or before
completion of 40 percent of the work to be performed, whichever occurs first. How-
ever, many of these contracts are not definitized within the required 180 day time
period. In some cases years have passed with still no definitization and oftentimes
funds are obligated in excess of the limits normally allowed.

e What can be done to address these issues?

Answer. GAO found that leadership emphasis and management insight into and
oversight of the use of UCAs can be an important tool. DoD centralized reporting

1GAO, Defense Contracting: DOD Has Enhanced Insight into Undefinitized Contract Action
Use, but Management at Local Commands Needs Improvement, GA0-10-299 (Washington,
D.C.: January 28, 2010).
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is a good step for senior leaders to gain an understanding of the extent to which
UCAs are being used and when they are being definitized. GAO reported in 2007,
that DoD does not track whether it meets the Federal Acquisition Regulation re-
quirement to definitize letter contracts (one type of UCA) before 40 percent of the
work is complete. To improve oversight of UCAs, GAO recommended at that time
that the Secretary of Defense issue guidance to program and contracting officials on
how to comply with the FAR requirement to definitize when 40 percent of the work
is complete. DoD has proposed an amendment to the Defense Federal Acquisition
Regulation Supplement (Case 2007-D011) to clarify that DoD letter contracts will
be definitized using the DFARS procedures (before 180 days or prior to 50 percent
or more of the not-to-exceed amount is obligated) applicable to all other
undefinitized contract actions. The rule was still pending as of January 21, 2010.

SUSTAINED CONTRACT PROTESTS

Question. It appears to this Committee that the number of sustained contract pro-
tests has increased in recent years. While certainly fair and equitable to the losing
contractor, sustained protests have the effect of disrupting the fielding of critical
weapons systems both in terms of cost and schedule.

e In your review and adjudication of acquisition contract protests, have you found
a common thread or theme in the Department’s awarding of these contracts that
have caused the protests to be sustained?

Answer. Generally, our Office sustains a relatively small number of protests a
year. Last year, government wide, we sustained 18% of the fully developed protests
that we decided on the merits. For DOD, in FY 2009, we sustained 12% of the fully
developed merit cases. The percentage of sustains decreases significantly if all pro-
tests filed, including the ones that are dismissed before a decision is issued, are
counted. This means that agencies generally are doing a good job in conducting their
procurements. However, there are areas where we continue to see errors being
made. These include instances where agencies do not follow the ground rules of the
competition set forth in the solicitation; do not adequately document their evalua-
tions; hold misleading or inadequate discussions; or conduct the competition in a
manner that is inconsistent among offerors. I should note that these errors exist
across the government; no one agency or department experiences problems signifi-
cantly more than others.

Question.

e Is there any one cause that you have seen that seems more common when re-
viewing these acquisition contract protests?

Answer. The one ground that appears to seem more common in GAO decisions,
including the DoD procurements identified in the written testimony, is where the
agency has not followed, or has misapplied, the ground rules for the competition as
stated in the solicitation. Again, this observation applies to civilian as well as de-
fense acquisitions protested.

INVENTORY OF CONTRACT SERVICES

Question. The law (10 U.S.C. 2330, Section 807 of the 2008 National Defense Au-
thorization Act, and codified in 10 U.S.C. 2330a) requires the Secretary of Defense
to submit to Congress (and make available to the public) an annual inventory of ac-
tivities performed pursuant to contracts for services. The Department of the Army
promptly complied. The Army examined (and continues to examine) the inventory
of contracted services and has discovered inherently governmental functions which
had been contracted out, and is now in the process of in sourcing these functions.
One of the lessons learned thus far by the Army is that on average to total cost
(pay and benefits) of a federal civilian is $44,000 less costly than a contractor. The
Navy and Air Force supplied the inventory of contracted services in August of 2009
and do not appear to have attempted to ascertain the inherently governmental func-
tions being performed by contractors. The Defense Agencies have yet to comply with
the law to supply an inventory of contracted services.

e What is your assessment of DoD’s efforts to inventory contracted services and
identify functions which are inherently governmental?

Answer. We assessed the methodologies used by the Departments of the Army,
Navy, and Air Force to compile service contract inventories for fiscal year 2008 and
reported in January 2010 (GAO-10-350R) that the methodologies used by the mili-
tary departments differed in key ways, including how each identified service con-
tracts, which categories of services were included, and how each determined the
number of contractor full-time equivalents. Further, we reported that all three of
the military departments’ inventories were missing data. We noted that the dif-
ferences in each of the methodologies make comparisons across the military depart-
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ments difficult and that DOD currently has an effort underway to develop a new,
more consistent approach for compiling future inventories. We did not assess the
methodologies used by the defense agencies to compile the inventories that the Of-
fice of the Deputy Under Secretary of Defense for Acquisition and Technology sub-
mitted in September 2009, nor did we assess DOD’s efforts to use the fiscal year
2008 inventories to identify inherently governmental functions. Section 803 of the
National Defense Authorization Act for Fiscal Year 2010 requires GAO to continue
to report on DOD’s service contract inventories in 2010, 2011, and 2012.

SIZE OF THE ACQUISITION CONTRACTING WORKFORCE

Question. The Department of Defense downsized the acquisition contracting work-
force for many years without ensuring that it retained an adequate in-house work-
force with the specific skills and competencies needed to accomplish the acquisition
contracting mission. The DoD plans to more rigorously oversee additional hiring and
to improve retention. In the Spring of 2008, the GAO reported on the Department’s
plans to convert 11,000 contractor personnel to government positions, and hire an
additional 9,000 government personnel by 2015.

e Please assess the utility of the authority in Section 832 of the National Defense
Authorization Act, 2010, which provides for the use of certain unobligated balances
to assist recruitment and retention of the DoD acquisition workforce.

Answer. We have not evaluated the utility of the authorities provided in Section
832 of the National Defense Authorization Act for Fiscal Year 2010. We do note,
however, that in order for such funds to be expended wisely, decisions on how and
where that money should be spent need to be informed by data and analyses. As
discussed in our testimony 2 and our March 2009 report,? DOD lacks key data and
analyses on its acquisition workforce that could be used to inform such decisions
and how best to focus resources on where the greatest benefits are expected.

CONTRACT MANAGEMENT PERSONNEL

Question. The Department of Defense’s acquisition contracting workforce is losing
many of its most talented and experienced personnel to retirement. In some cases
the personnel that remain do not match up well with the types of major acquisition
programs to be contracted.

e What is your evaluation of the personnel management effort in the DoD to find,
recruit, hire, and develop the needed acquisition contracting professionals?

Answer. According to DOD, its contracting workforce grew by almost 6 percent
from fiscal year 2008 to the end of fiscal year 2009. DOD has announced plans to
further grow its contracting workforce over the next 5 years.

However, as we reported in March 2009, DOD lacks critical information in several
areas necessary to assess, manage, and oversee its acquisition workforce, including
those responsible for contracting, and ensure that its workforce is sufficient—both
in numbers and skill sets—to meet DOD’s current and future needs. We noted that
DOD and the military services had a number of initiatives underway to respond to
legislative requirements aimed at improving the management and oversight of its
workforce, including developing data and processes to more fully assess the work-
force. However, it was too early at that time to determine the extent to which these
efforts will improve management and oversight of the workforce, but we questioned
whether DOD would have the information necessary to assess and oversee the ac-
quisition workforce.

GAO is currently conducting a mandated review of the nature and efficacy of the
acquisition workforce’s training. The results of that review are expected by October
2010. Additionally, once DOD issues its human capital plan for its acquisition work-
force, GAO will initiate a mandated review of that plan, which is to include recruit-
ing and retention goals and specific strategies for developing and training the work-
force. That review is to be completed 180 days after the plan’s submission. These
reviews will provide additional information regarding DOD’s efforts to find, recruit,
hire, and develop contracting professionals.

Question.

e Are certification requirements rigorously enforced in the DoD?

Answer. We have not assessed DOD’s enforcement of certification requirements or
whether the acquisition workforce is achieving the appropriate levels of certifi-
cations. Our mandated reviews of DOD’s training for the acquisition workforce and

2GAO, Defense Acquisitions: Managing Risk to Achieve Better Outcomes, GAO-10-374T
(Washington, D.C.: Jan. 20, 2010).

3GAO, Department of Defense: Additional Actions and Data Are Needed to Effectively Man-
age and Oversee DOD’s Acquisition Workforce, GAO-09-342 (Washington, D.C.: Mar. 25, 2009).
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the human capital plan for that workforce should provide additional insights regard-
ing certification.

Question.

e As private contractors increasingly are intertwined into the work that federal
military and civilian personnel perform in managing acquisition contracts, how can
the Department ensure these private contractors have adequate skills to meet the
demands of the work?

Answer. As we reported in March 2009, DOD has not collected departmentwide
data on contractor personnel supporting the acquisition function, either in terms of
their number or skill sets. While DOD has efforts underway to collect information
on the number of contractor personnel supporting the acquisition function and to
assess the competency of its government workforce, these efforts will not provide in-
formation on contractors’ skills sets or detailed information on the services they per-
form to support the acquisition function. In response to our March 2009 rec-
ommendation that it collect data, such as that related to skill sets and functions
performed, on contractor personnel supporting the acquisition function, DOD agreed
that such data are needed but stated that establishing a contractual requirement
to capture more detailed information on its contractor workforce would need to be
carefully considered. Until DOD begins to collect and analyze data on the contractor
workforce supporting the acquisition function, it is not clear how the Department
can ensure that private contractors have the necessary skills to meet the demands
of the work.

It should also be noted that DOD has not determined as a whole what skills its
total acquisition workforce—both government and contractor—need to meet the de-
mands of the work both currently and in the near future. It is only by identifying
its needs and conducting a thorough gap analysis of what it currently has versus
what it needs that DOD can determine the appropriate size, composition, and skill
set of its acquisition workforce.

Question.

e How do you rate the Department’s acquisition contracting work force in achiev-
ing the appropriate levels of skill certification?

Answer. We have not assessed DOD’s enforcement of certification requirements or
whether the acquisition workforce is achieving the appropriate levels of certifi-
cations. Our mandated reviews of DOD’s training for the acquisition workforce and
the human capital plan for that workforce should provide additional insights regard-
ing certification.

IMPROVEMENTS IN THE ACQUISITION CONTRACTING WORKFORCE

In a March 2009 report, the Government Accountability Office noted that since
2001, the amount contracted for goods and services had more than doubled to $388
billion but the number of government acquisition personnel was approximately sta-
ble. The Department of Defense (DoD) has begun an effort to strengthen the acquisi-
tion workforce by converting 11,000 contractors to government positions in the near
term, and by hiring an additional 9,000 Government personnel by 2015. However,
the DoD lacks the information needed to identify capability gaps in the workforce
which may impact mission accomplishment. The DoD has incomplete information on
the skill sets of in-house personnel and the Navy, the Air Force and Defense Agen-
cies have little information on contractor personnel. The Army has made progress
in this area.

Question.

e Please provide for the Committee an update on the progress being made by the
DoD to convert contractor personnel to government service, and hire the additional
9,000 personnel?

Answer. Given that DOD’s efforts to convert and hire additional acquisition work-
force personnel have only recently gotten underway, we have not had an opportunity
to go in to assess what progress has been made. However, information regarding
DOD’s efforts to grow its acquisition workforce should be included in the depart-
ment’s human capital plan for the acquisition workforce. Once DOD issues its plan,
GAO will initiate a mandated review of that plan is to be completed 180 days after
the plan’s submission.

Additionally, according to a December 2009 DOD report on the department’s in-
sourcing initiative, DOD plans to establish approximately 17,000 new manpower au-
thorizations in fiscal year 2010 to perform work and services currently under con-
tract. Of the 17,000, DOD estimated that approximately 3,400 authorizations will
be for the acquisition workforce.

Question.
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e Has the DoD improved the collection and cataloging of information that is avail-
able on acquisition contracting personnel?

Answer. We recently assessed DOD’s efforts to collect and catalog information on
the acquisition workforce for our March 2009 report. At that time, we reported that
the department was hindered by the lack of key data to determine gaps in the num-
ber and skill sets of acquisition personnel. We noted that DOD had a number of
initiatives underway to improve its oversight of the acquisition workforce. For exam-
ple, DOD was conducting competency assessments to identify the skill sets of its
current acquisition workforce. According to DOD, assessments have been completed
for 3 of the 13 career acquisition career fields—including contracting—and there are
plans to conduct assessments of the remaining career fields. However, while these
assessments will provide useful information regarding the skill sets of the current
in-house acquisition workforce, they were not designed to determine the size, com-
position, and skills sets of an acquisition workforce needed to meet the department’s
mission.

TYPES OF CONTRACTS

Question. Some types of contracts are:

Cost Reimbursement—Utilized for acquisitions when uncertainties in contract
performance do not permit costs to be estimated with sufficient accuracy:

Cost Plus Award Fee (CPAF)
Cost Plus Incentive Fee (CPIF)

Fixed Price—Optimal for acquiring commercial items or other equipment with

reasonably definite functions or detailed specifications:
Firm Fixed Price
Fixed Price Incentive

e What are the advantages and disadvantages of each type and how frequently
are they used?

Answer. The principal advantage of cost-type contacts is that agencies can engage
the services of contractors even though expected costs cannot be estimated with
enough accuracy to permit the use of fixed-price arrangements. The main disadvan-
tage of cost-type contracts is that the risk of cost growth is primarily on the govern-
ment. In addition, this contract type requires that the contractor have an adequate
system in place to accurately track contract costs.

There are numerous variations of cost-type contracts. For example, a cost-plus-
award-fee contact may be used when the government is seeking to motivate excel-
lent performance by the contractor. It provides for a fee to the contractor consisting
of a base amount (which may be zero) plus an award amount determined on the
basis of a judgmental evaluation by the government. We have reported on the use
of cost-plus-award-fee contracts at the Department of Defense, and have made sev-
eral recommendations for improvement. Defense Acquisitions: DOD Has Paid Bil-
lions in Award and Incentive Fees Regardless of Acquisition Outcomes, GA0O—06—-66,
December 19, 2005. In fiscal year 2009, the total value of award-fee contracts used
by all federal agencies was more than $60 billion.

Another example of a cost-type contract is cost-plus-incentive-fee. This type of con-
tract provides for an initial negotiated fee, which is then adjusted later in accord-
ance with a formula based on the relationship of total allowable costs to total target
costs. The intent is to provide an incentive for the contractor to manage the contract
effectively. In fiscal year 2009, agencies obligated more than $24 billion on cost-plus-
incentive-fee contracts.

Fixed-price contracts are the lowest risk to the government because they place the
cost risk on the contractor. This contract type best utilizes the basic profit motive
of business enterprises. It is used when the risk involved is minimal or can be pre-
dicted with an acceptable degree of certainty.

There are several types of fixed-price contracts. For example, a firm, fixed-price
contract provides for a price that is not subject to any adjustment based on the con-
tractor’s cost experience in performing the contract. It provides maximum incentive
for the contractor to control costs and perform effectively. It imposes the minimum
administrative burden on the contracting parties. It requires reasonably definite
functional or detailed specifications, however, and the contracting officer must be
able to establish a fair and reasonable price at the outset of the contract. In fiscal
year 2009, agencies obligated nearly $218 billion on firm, fixed-price contracts, by
far the highest of all the contract types.

Another type of fixed-price contract is fixed price incentive. This type of contract
provides for adjusting profit and establishing the final contract price by a formula
based on the relationship of final negotiated cost to total target cost. The final price
is subject to a price ceiling negotiated at the outset. This type of contract is used
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when the contractor’s assumption of a degree of cost responsibility will provide a
positive profit incentive for effective cost control. In fiscal year 2009, agencies obli-
gated just over $8 billion on fixed-price-incentive contracts.

Question.

o Is “Best Value” contracting more difficult to accomplish than “Lowest Cost” con-
tracting?

Answer. The Federal Acquisition Regulation defines best value as the expected
outcome of an acquisition that provides the greatest overall benefit. An agency can
obtain best value by using any of a number of source selection approaches. One ap-
proach is known as the tradeoff process, which permits an agency to make award
to other than the lowest priced offer or. This process requires that the perceived
benefit of a higher priced proposal that merits paying the higher price be docu-
mented in the contract file. Another approach is known as lowest price, technically
acceptable process. Under this approach, proposals are evaluated for acceptability,
but not ranked under the non-cost factors. No tradeoffs are permitted. These two
differences may make the lowest price, technically acceptable approach somewhat
easier to implement than the tradeoff process.

USE OoF COMMERCIAL ACQUISITION PROCESSES

Question. Many urge that commercial acquisition practices be applied to DoD pro-
grams. However, the GAO conducted an analysis on Commercial and Department
of Defense Space System Requirements and Acquisition Practices and concluded
that there are key differences in requirements, and unique technology needs, that
separate DoD acquisitions from the commercial sector. Further, the DoD has in the
past tried to adopt commercial acquisition processes. In the mid-1990’s the acquisi-
tion methodology called Total System Performance Responsibility (TSPR) was imple-
mented on several major system acquisitions including Space Based Infrared Sat-
ellite (SBIRS) system and the Future Imagery Architecture (FIA) and has been sub-
sequently blamed for severe cost overruns and schedule delays due to poor program
oversight, poor cost estimating, overestimation of technology readiness and poor
workmanship issues.

. \yhen are commercial acquisition processes applicable to DoD system acquisi-
tions?

Answer. While commercial and DOD space system missions, requirements, and
technology development differ in key ways, the commercial sector has adopted prac-
tices that could be applied to DOD space system acquisitions to improve cost, sched-
ule, and performance outcomes. For instance, commercial firms define their require-
ments before initiating development programs, which helps to close resource gaps
prior to program start and limit requirements growth. They tie contractor award
and incentive fees to acquisition outcomes. They follow evolutionary product devel-
opment approaches that enable them to achieve gradual gains in capability in rel-
atively short periods while limiting the extent of technology risk they take on in any
one increment. The commercial approach, overall, emphasizes gaining critical
knowledge before making long-term commitments. GAO has already recommended
these practices for DOD adoption. DOD, in fact, has recognized a need to adopt sev-
eral of these practices and initiated efforts to do so.

At the same time, some acquisition practices adopted by the commercial sector,
including exclusive use of firm, fixed-price contracts and developing highly accurate
cost estimates, may not be successfully applied to DOD in its current acquisition en-
vironment because of factors such as unique requirements and immature tech-
nologies at program start. For instance, the use of firm, fixed-price contracts for pro-
curing satellites would require a change in paradigm for DOD space programs—a
much higher level of knowledge, including mature technologies and mature design—
prior to the start of a program. Currently, however, DOD accepts greater technology
and development risks and typically uses cost-reimbursement contracts for the first
two satellites to be developed and produced. Some programs use fixed-price con-
tracts for any additional satellites. Using fixed-price contracts for the development
phase of a program has not worked well, partly due to the high level of unknowns
accepted at program start. In addition, other factors, such as launch delays, pro-
gram funding instability, changing needs, and the diverse array of organizations in-
volved in DOD space programs pose additional challenges to the use of firm, fixed-
price contracts.

AWARD FEES

Question. A recent GAO report on award fees indicate that from 2004 to 2008 fed-
eral agencies spent over $300 billion on contracts that include monetary incentives
for performance measured against subjective criteria. Office of Management and



62

Budget (OMB) guidance on using award fees provides for limiting opportunities for
earning unearned fee in subsequent periods; linking award fees to acquisition out-
comes; designing evaluation criteria to motivate excellent performance; and not pay-
ing for unsatisfactory performance. Notwithstanding that the guidance has been in-
corporated into the Federal Acquisition Regulation (FAR), the application of this
OMB guidance is uneven across federal agencies including the DoD. Most agencies
continue to allow contractors second chances to earn fee. The GAO estimates that
the DoD will save over $450 million through fiscal year 2010 by limiting second
chances at award fee.

o What are the difficulties in linking fee to outcomes?

Answer. There are two primary difficulties in linking award fees to acquisition
outcomes. First, achieving desired program outcomes is a responsibility shared be-
tween DOD and its contractors. As a result, assigning responsibility for a particular
outcome can be challenging. However, DOD’s past difficulties in linking award fees
to acquisition outcomes such as cost, schedule, and performance were largely based
on poorly defined or inappropriate evaluation criteria. Criteria used in these evalua-
tions did not consistently reflect a contractor’s ability to achieve desired outcomes
and the fees awarded were not always commensurate with a contractor’s perform-
ance. For example, rather than focusing on acquisition outcomes, such as delivering
a fielded capability within established cost and schedule baselines, DOD often
placed emphasis on such things as the responsiveness of contractor management to
feedback from DOD officials, quality of contractor proposals, or timeliness of con-
tract data requirements. Current DOD guidance emphasizes the importance of link-
ing award fees to outcomes such as cost, schedule, and technical performance, and
establishes guidelines for evaluating contractor performance based on these out-
comes.

Question.

o How effectively do DoD organizations use award fee to motivate improved per-
formance?

DOD has not been able to measure how well its organizations use award fees to
motivate improved performance. In 2005, we reported that DOD had not compiled
data, conducted analyses, or developed performance measures to evaluate the effec-
tiveness of award fees. DOD has taken a number of steps to address this issue.
Since 2007, DOD has collected data on the use of award fees and identified a link
between cost and schedule data and the amount of fee earned. However, it has not
been able to establish metrics to evaluate the effectiveness of award fees in terms
of performance. Additionally, individual programs are unable to determine the ex-
tent to which successful outcomes were attributable to incentives provided by award
fees versus external factors, such as a contractor’s desire to maintain a good reputa-
tion. In our 2009 report, GAO recommended that DOD form an interagency working
group to determine how best to evaluate the effectiveness of award fees as a tool
for improving contractor performance and achieving desired program outcomes. In
response, DOD has partnered with the Departments of Energy, Health and Human
Services, Homeland Security, and the National Aeronautics and Space Administra-
tion to form the Incentive Contracting Working Group to discuss how best to evalu-
ate award fee data.

SOLE-SOURCE CONTRACTS

Question. We know that the government in some cases, based on analysis and jus-
tification, awards a sole-source contract.
e Under what circumstances is a sole-source contract appropriate?
Answer. Acquisition regulations allow government agencies to contract without
providing for full and open competition in situations where:
O only one responsible source is available and no other supplies or services
will satisfy, agency requirements
O the agency’s need for the supplies or services is of such an unusual and
compelling urgency that the government would be seriously injured unless the
agency was permitted to limit the number of sources from which it solicits
O the government needs to maintain a facility or manufacturer in case of a
national emergency or to achieve industrial mobilization; to establish or main-
tain an essential engineering, research, or development capability to be pro-
vided by an educational or other nonprofit institution or a federally funded re-
search and development center; or to acquire the services of an expert or neu-
tral person for any current or anticipated litigation or dispute.
O full and open competition is precluded by the terms of an international
agreement or a treaty between the U.S. and a foreign government such as when
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a contemplated acquisition is to be reimbursed by a foreign country that re-
quires that the product be obtained from a particular firm.

O a statute expressly authorizes or requires that the acquisition be made
from a specified source or through another agency. Examples are statues per-
taining to the Federal Prison Industries; Qualified Nonprofit Agencies for the
Blind or other Severely Disabled; Government Printing and Binding; as well as
sole source awards under the Small Business Administration’s 8(a) program (in-
cluding 8(a) subsidiaries of Alaska Native Corporations).

O the disclosure of the agency’s needs would compromise the national security
unless the agency is permitted to limit the number of sources from which it so-
licits bids or proposals.

O the agency head determines that it is not in the public interest to provide
for full and open competition for a particular acquisition. In this case, Congress
is to be notified in writing of such a determination not less than 30 days before
contract award.

Question.

o Is it likely that a product that is procured under a sole-source contract will cost
more than if the contract was competed?

Answer. Competition is the cornerstone of the acquisition system, and the benefits
of competition in acquiring goods and services from the private sector are well es-
tablished. Promoting competition—as opposed to sole-source contracts, where the
government negotiates with only one source—can help save the taxpayer money, im-
prove contractor performance, curb fraud, and promote accountability for results.
Agencies are required to perform acquisition planning and conduct market research
for all acquisitions in order to promote and provide for, among other things, full and
open competition.

However, GAO’s work has identified situations where the government has not
taken advantage of opportunities to compete work. For example, our recent review
of federal agencies’ use of blanket purchase agreements (BPAs) awarded under Gen-
eral Services Administration (GSA) Federal Supply Schedule contracts showed that
agencies did not always consider more than one vendor when establishing these
agreements. In some cases, the rationales for awarding a BPA directly to one vendor
did not appear to conform to sound procurement policy. Furthermore, agencies rare-
ly took advantage of additional opportunities for competition when placing orders
under BPAs, reducing the potential to realize additional savings for the taxpayer.
GAO recommended that the Office of Federal Procurement Policy (OFPP) take steps
to clarify the circumstances under which it is appropriate to award a BPA using the
limited source justifications of the FAR and consider opportunities for enhancing
competition when placing orders. OFPP concurred with our recommendations and
is taking steps to implement them. In other reviews, we found that the Army had
issued contracts for security guards at U.S. military installations on a sole-source
basis, and the State Department had issued a sole-source contract for installation
and maintenance of security equipment at U.S. embassies worldwide. Based on
GAOQO’s recommendations, the contracts were put out for competition, which resulted
in cost savings.

Question.

o What is a No-Bid contract?

Answer. This term is sometimes used to refer to a sole source contract. However,
it is not an official term in acquisition regulations and is somewhat inaccurate since
e}rfen in sole-source situations, the government solicits and receives a single bid or
offer.

REQUIREMENTS DEFINITION

Question. The Department of Defense and its contractors need to agree on and
understand the acquisition objective and how that is translated into the contracts
terms and conditions. Contracting officials write requests for proposals, analyze
bids, and write contracts but everything the contracting official does depends on an
accurate description of the requirement.

e To what extent is the difficulty and waste in contracting due to poorly defined
requirements?

Answer. Poorly defined requirements are a key factor leading to cost, schedule,
and performance problems in major weapon programs. Programs often start system
development with inadequate knowledge about the requirements and resources—
funding, time, technologies, and people—needed to execute them. The knowledge
gaps are largely the result of a lack of early systems engineering activities—require-
ments analysis, design, and testing—which is needed to ensure that a weapon sys-
tem program’s requirements are achievable and designable given available re-
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sources, such as technologies. Systems engineering helps to resolve performance and
resource gaps before system development starts by either reducing requirements,
deferring them to the future, or increasing the estimated cost for the weapon sys-
tem’s development. Because the government often does not perform the proper up-
front requirements analysis to determine whether the program will meet its needs,
significant contract cost increases can and do occur as the scope of requirements be-
comes better understood by the government and contractor.

Question.

e Please discuss the desired balance between changing requirements in the con-
tract and fielding an obsolete design. For example one of the reasons given for ter-
mination of the FCS Manned Ground Vehicles was that the vehicles had low ground
clearance and flat bottomed hulls despite lessons learned in Iraq that a high ground
clearance and v-hull offered much better force protection.

Answer. DOD could achieve a better balance between changing requirements and
avoiding obsolete weapon system designs by resisting the urge to achieve revolu-
tionary and lengthy product developments and using an incremental approach to de-
veloping and fielding capabilities. In addition, constraining development cycle times
to 5 or 6 years will force more manageable commitments, make cost and schedules
more predictable, and facilitate the delivery of capabilities in a timely manner. To
improve product development outcomes, a key best practice is to ensure that system
requirements are properly defined from the outset and that significant requirement
changes or additions are avoided after system development has begun. In the case
of FCS, the Army never arrived at a stable set of system level requirements. The
FCS development effort began about the same time as the start of the Iraq war and
the escalation of improvised explosive device attacks. The manned ground vehicles
were designed based on a concept where the information network was expected to
compensate for the vehicles lower weight armor. Ultimately, the Secretary of De-
fense determined that the manned ground vehicles did not sufficiently incorporate
lessons learned from operations in Iraq and the program was cancelled.

JOINT CAPABILITIES IDENTIFICATION AND DEVELOPMENT SYSTEM

Question. In a September 2008 Report on Defense Acquisitions, the Government
Accountability Office stated “The Joint Capabilities Identification and Development
System or JCIDS has not yet met its objective to identify and prioritize war fighting
needs from a joint capabilities perspective. Instead, capabilities continue to be driv-
en primarily by the individual services—which sponsored 67 percent of initial capa-
bilities proposals submitted since 2003—with little involvement from the combatant
commanders which are largely responsible for planning and carrying out military
operations.”

e The Joint Capabilities Identification and Development System was implemented
in 2003 and yet most acquisitions are still driven by the needs and perspectives of
a single military department. Why has JCIDS not been more fully implemented?

Answer. As we reported in 2008, the military services drive the determination of
capability needs, in part because they retain most of DOD’s analytical capacity and
resources for requirements development. The functional capabilities boards, which
were established to manage the JCIDS process and facilitate the prioritization of
needs, have not been staffed or resourced to effectively carry out these duties. Fur-
thermore, the Combatant Commands (COCOMs), which are responsible for carrying
out military missions, have not played a significant role in determining require-
ments in part because they also lacked the analytic capacity and resources to be-
come more fully engaged in JCIDS. GAO has recommended that DOD should deter-
mine and allocate appropriate resources for more effective joint capabilities develop-
ment planning. DOD has taken steps to get the COCOMs more involved in deter-
mining requirements. For example, the Joint Requirements Oversight Council has
been doing more to seek out and consider input from the COCOMs through regular
trips and meetings to discuss capability needs and resource issues.

Question. The GAO report indicated that the JCIDS process is lengthy, taking on
average up to 10 months to validate a need. Why does the validation process take
so long and what is the impact on the war fighter?

Answer. The development of a capability proposal that may lead to a new major
weapon system and its review and validation through the JCIDS process can take
a significant amount of time. Prior to submitting a capability proposal to JCIDS,
it can take a service sponsor a year or more to conduct the analyses necessary to
support the proposal and get it approved within the service organization. A proposal
submitted to JCIDS can go through several review stages before it gets validated
or approved. Given the size and complexity and level of funding that will be com-
mitted to a major weapon system program, it may be warranted to invest consider-
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able time and effort in developing and reviewing the capability proposal. However,
a lengthy process to identify and validate requirements can undermine the depart-
ment’s efforts to effectively respond to the needs of the warfighter, especially those
that are near term. In one case, the Army used extraordinary measures, going out-
side DOD’s normal process to acquire and field the Joint Network Node-Network
(JNN-N)—a $2 billion, commercial-based system designed to improve satellite capa-
bilities for the warfighter. While JNN-N provided enhanced capability for the
warfighter, the work-around allowed the Army to bypass the management and over-
sight typically required of DOD programs of this magnitude. Recently, DOD has
taken steps to streamline the JCIDS process, by reducing the analyses required for
submitting initial capability proposals, shortening the review cycle for proposals,
and delegating approval authority for some proposals.

ACQUISITION PROCESS IMPROVEMENTS

Question. The acquisition environment in the DoD encourages ambitious product
developments that include many technological unknowns. DoD organizations enter
into weapons systems development contracts prior to having developed sound re-
quirements. Programs are exposed to technology, design and production risk result-
ing in cost growth and schedule delays. Uncertainties about technology, design, re-
quirements and cost lead to contract revision and eventual failure with wasted re-
sources and delay in providing needed assets to the war fighters.

b . Dg you see any evidence that the Department is changing this practice for the
etter?

Answer. Yes. In our 2009 assessment of selected weapon programs, we found that
while most programs still proceed with far less technology, design, and manufac-
turing knowledge than best practices suggest, the amount of knowledge that pro-
grams attained by key decision points has increased in recent years. For example,
since 2003, there has been a significant increase in the percentage of technologies
demonstrated in at least a relevant environment by the start of system develop-
ment. Further, all five programs in our assessment that entered system develop-
ment since 2006 reported that all their critical technologies had at least been dem-
onstrated in a relevant environment, in accordance with the DOD and statutory cri-
teria.

In addition, DOD has revised its acquisition policy and Congress put in place stat-
utory requirements to improve the knowledge that weapon programs must have be-
fore they begin, such as more robust systems engineering, and cost and technology
assessments. If DOD follows the letter and spirit of these reforms, they should in-
crease the chances of weapons programs being completed on-time and at the antici-
pated cost. Specifically, DOD’s December 2008 revision to its acquisition policy in-
creased the rigor and discipline expected upfront and throughout the acquisition
process. Key elements include the following:

e A mandatory Materiel Development Decision for all programs, regardless of
where they intend to enter the acquisition process. This review 1s designed to
ensure programs are based on approved requirements and a rigorous assess-
ment of alternatives.

e A requirement for programs in the technology development phase to imple-
ment acquisition strategies with two or more competing teams producing proto-
types of the system or key components. This should help to reduce technical
risk, validate designs and cost estimates, evaluate manufacturing processes,
and refine requirements.

e An additional milestone decision authority assessment of program progress
at preliminary design review (PDR). PDR is an important early systems engi-
neering event that informs requirements trades, improves cost estimation, and
identifies remaining design, integration and manufacturing risks.

CONTRACT CLOSEOUT AND END OF PRODUCTION COSTS

Question. Several Air Force aircraft procurement programs (F—22 and C-17) are
nearing the end of their production run at the same time. In examining the possi-
bility of closing the production line, an interesting contract clause has come to light.
These contracts contain a clause that takes effect if the ordered quantity drops
below a certain level or if the ordered aircraft are anticipated to be the final aircraft
ordered. These costs (referred to as “tail-up costs”) are pre-negotiated well before the
end of the production run, seemingly before the actual costs would even be known.
The contractor states that these costs are in place to offset the impact of lower air-
craft quantities moving through the production line.

e The Committee has recently been made aware of a clause in aircraft procure-
ment contracts referred to as “tail-up clauses” that are in place to cover reduced or
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final production lots. During reviews conducted by your agency, do you come across
this type of clause frequently? How widespread is the use of this type of clause?

e In your opinion, does it make sense to put a price tag on rate impact well before
the actual cost of any reduced production quantity may be known?

e Would it not make more sense for the cost of any reduced production quantities
or end of production costs be negotiated at the same time those production lots are
negotiated instead of years ahead of time before actual costs are known?

e What explanation was given by the Department of Defense during your reviews
for why they structure procurement contracts in this manner?

Answer. We have conducted extensive reviews of aircraft programs over many
years, including the F—22 and C-17, but we have not evaluated “tail-up” clauses in
connection with those reviews. Our understanding from program officials, however,
is that although the F—22 multiyear contract contained a tail-up clause, the clause
was not invoked because the Air Force is proceeding with the next lot of aircraft.
The officials told us that the contract for that lot does not contain a tail-up clause.
For the C-17 program, officials told us that the agency is still in negotiation with
the contractor.

Our understanding is that tail up clauses may operate in a manner very similar
to termination clauses in multiyear contracts. A multi-year contract is used to pur-
chase supplies or services for up to 5 program years. Multiyear contracts typically
are used in some of the larger programs, such as the F-22 and C-17. Performance
during the second and subsequent years of a multiyear contract is contingent upon
the appropriation of funds, and may provide for a cancellation payment if appropria-
tions are not made. The cancellation payment is established at the start of the con-
tract, and must be reduced each year in direct proportion to the remaining require-
ments. The Federal Acquisition Regulation specifies the types of costs that should
be included in a cancellation payment.

RAPID ACQUISITION OF MRAP VEHICLES

Question. On October 8, 2009, Mr. Michael J. Sullivan, Director, Acquisition and
Sourcing Management, Government Accountability Office, and one of our witnesses
today, testified before the House Armed Services Committee, Defense Acquisition
Reform Panel on the tailored acquisition approach used to rapidly acquire and field
MRAP vehicles. Mr. Sullivan briefed that, the factors contributing to success in the
MRAP program that may be transferable to other programs were: (1) use proven
technologies, (2) keep requirements to a minimum, (3) infuse competition, and (4)
keep final integration responsibility with the government.

e Please comment on the use of proven technologies. Specifically, describe the bal-
ance that the program must achieve between including the latest technology and
using proven technology.

Answer. We have long advocated as part of our best acquisition practices that
proven technologies are a key element to successful acquisition programs. We do not
deny that this i1s a conservative approach and by using it, an acquisition program
may not be able to use the latest technologies. However, the latest technologies tend
to be less mature. This presents problems for acquisition programs because the pace
of technological maturity is often unpredictable, and maturing technologies to ac-
ceptable levels can take much longer than originally anticipated. Furthermore,
starting a program without proven technologies almost always results in cost and
schedule problems later in the program. When the Army launched the Future Com-
bat System program, Army officials wanted technically sophisticated systems to de-
liver desired performance characteristics. DOD approved the FCS program for sys-
tem development in spite of the immature technologies. The Army believed it could
mature all FCS technologies to Technology Readiness Level 6 in three years. This
did not happen. It took the Army six years and an estimated $18 billion to mature
FCS technologies to the point where they were ready to be incorporated into an ac-
quisition program. Due to the FCS termination, it is uncertain when or if many of
these technologies will be incorporated into fieldable systems. We also suggest that
the better long term approach would be to adopt an incremental development strat-
egy where the first increment would be designed to be readily upgradeable as more
advanced technologies are matured.

Question.

o Discuss the strategy of having multiple prototype vehicles and multiple vendors
selected to produce the vehicle.

Answer. According to the Office of the Under Secretary of Defense for Acquisition,
Technology, and Logistics, lessons of the past, and recommendations of multiple re-
views, emphasize the need for, and benefits of quality prototyping. During develop-
ment, teams should be producing detailed manufacturing designs—not solving myr-
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iad technical issues. An acquisition strategy involving multiple prototype vehicles
and multiple vendors has the advantage of reducing technical risk, validating de-
signs, validating cost estimates, evaluating manufacturing processes, and refining
requirements. A goal for development efforts should be a working relationship be-
tween government and industry that demonstrates key knowledge elements that
can inform future development and budget decisions. This key knowledge reflects
knowledge-based acquisition elements that GAO has promoted for years and that
serve as key enablers for the best practices used by successful commercial compa-
nies.

TRICARE CONTRACT RECOMPETITION PROTEST

Question. The following errors were cited as the basis for GAO sustaining the pro-
test of this contract award:

The Department of Defense failed to responsibly evaluate the awardee’s past per-
formance information as contemplated by the solicitation;

The Department of Defense failed to perform a reasonable price/cost realism as-
sessment, and failed to consider, as part of the technical evaluation or best value
selection decision, the cost savings associated with the protester’s proposed network
provider discounts; and

DOD failed to consider, in light of the agency’s obligation to avoid even the ap-
pearance of impropriety in government procurement, issues stemming from the
awardee’s use of a high-level TRICARE Management Agency (TMA) employee in the
preparation of its proposal, where the record demonstrates that this individual had
access to the protester’s non-public proprietary information.

What was the basis for sustaining the protest in TRICARE Region North?

Answer. As reflected in our decision, B—401652.3, B—40165425, we sustained the
protest on a number of grounds: the agency performed a flawed past performance
evaluation, price realism evaluation, risk assessment, and failed to adequately con-
sider network provider discounts.

S Quﬁgtion. What was the basis for sustaining the protest in TRICARE Region
outh?

Answer. As reflected in our decision, B-401652.2, B-401652.4, B-401652.6, we
sustained the protest because the agency failed to adequately consider network pro-
vider discounts.

Question. What was the basis for sustaining the protest in TRICARE Region
West?

Answer. A protest was not filed at GAO concerning the West region; however,
there was a protest filed directly with the agency.

Question. How long do you estimate it will take for DOD to resolve these protests?

Answer. The length of time to implement corrective action depends on a variety
of factors, including the complexity of the procurement, the urgency of the needed
services, and internal agency decisions. We do not have any information on the
length of time that it will take DOD to implement corrective action in response to
the sustained protests.

What are the time frames for determining what skill sets DoD has in its acquisi-
tion workforce?

DoD has a competency assessment initiative underway that is intended to define
the critical skills and competencies of its acquisition workforce. The assessments
consist of five phases—from identifying competencies for successful performance to
assessing the proficiency of career field members against each of the field’s com-
petencies. To date, assessments have been completed for 3 of the 13 acquisition ca-
reer fields. Specifically, over 20,000 members of the contracting career field have
completed assessments. In addition, assessments based on a statistical sample, have
been completed for the program management and life cycle logistics career fields.
Competency assessments for two additional career fields—(1) System Planning, Re-
search, Development and Engineering and (2) business (cost estimating, and finan-
cial management) are projected to begin in spring 2010. The start of these assess-
ments was placed on hold to allow completion of DoD survey quality and process
reviews. Upon completion of these reviews DoD will update its schedule for com-
pleting assessments and has committed to providing the updated schedule to us as
soon as available.

Who is conducting the competency assessments of DoD’s acquisition workforce?
What role if any do contractors have in conducting the assessments?

DoD’s acquisition workforce competency assessments are being conducted under
the direction of the Director, Human Capital Initiatives (HCI) of the Office of the
Under Secretary of Defense (USD) for Acquisition, Technology, and Logistics
(AT&L), who also serves as the President of the Defense Acquisition University
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(DAU). The Center for Naval Analysis (CNA), a Federally Funded Research and De-
velopment Center, provides support to DoD’s efforts. According to DoD, CNA staff,
which include technical experts on organizational behavior and competency manage-
ment, provide technical and process support for both updating the models and con-
ducting assessments. However, it is the responsibility of senior DoD functional lead-
ers, appointed by the USD (AT&L), to ensure that the competency models are up-
dated and workforce members, through the assessment process, provide inputs on
proficiency, frequency, and mission criticality of competencies.

How many A-76 competitions are in progress and what are the locations of the
competitions?

At the time of our hearing, January 20, 2010, there were seven A—76 competitions
being reported as in progress in the DoD Commercial Activities Management Infor-
mation System. Two were located in Fort Jackson, one was located at Fort Benning,
one was located in Puerto Rico, and three were at multiple locations. A current up-
date of the data on March 2, 2010, shows only two A-76 competitions, both being
conducted by the Navy and involving multiple locations, reported as in progress in
the DoD Commercial Activities Management Information System.

How can Congress get DoD to comply with the 180-day definitization requirement
for UCAs?

As previously noted, our work has shown that contracting officers have pointed
to numerous reasons for delays in definitization. Contracting officers cite their
heavy workloads, stating that once the UCA is awarded, they must turn to other
pressing needs rather than going through the definitization process. They have also
cited other reasons such as shortfalls in the government’s ability to perform price
analysis of contractor proposals. Continued congressional attention to enhancing the
size and capabilities of the defense acquisition workforce would help to address
these issues.

However, we have found that management attention and oversight, from DoD to
the local command level, also can be effective in managing the use of UCAs. For
example, we found a contracting command emphasizing timely definitization by de-
creasing the 180—day requirement for definitization to 150 days. According to local
command officials, if 150 days from UCA award is surpassed, management expects
continuous updates on the status of definitization.

[CLERK’S NOTE.—End of questions submitted by Mr. Murtha.]
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OPENING REMARKS OF MR. DICKS

Mr. Dicks. The committee will come to order.

This is maybe a little bit out of sync here, but I just would like
us to have a moment of silence in remembrance of the chairman,
Mr. Murtha.

[moment of silence.]

Mr. Dicks. Thank you.

This morning the committee will hold an open hearing on the
state of the Defense Department’s combat aircraft programs. We
are pleased to welcome Rear Admiral David L. Philman, U.S. Navy,
Director, Air Warfare Division, and Major General David J. Scott,
U.S. Air Force, Director, Operational Capability Requirements,
Deputy Chief of Staff for Operations, Plans and Requirements.

Admiral Philman and General Scott, we find ourselves at an in-
teresting crossroads in the history of combat aircraft acquisition.
The production lines for the Nation’s legacy tactical aircraft, the F—
18 and the F-22, are either shutting down or on the verge of shut-
ting down. The replacement jet, the F—35 Lightning 2 Joint Strike
Fighter aircraft is still in development and testing and on the verge
of ramping up to high production numbers. However, just last
month, the Department announced a 13-month delay in the pro-
gram. This delay is especially worrisome for the Navy and the Ma-
rine Corps, which is already forecasting a Strike Fighter shortfall
in excess of 100 to 150 jets in 2014.

The committee is anxious to hear updates on other combat air-
craft acquisition programs, such as the Navy’s E-2D Advanced
Hawkeye early warning aircraft and the PA—8 Poseidon multi-mis-
sion aircraft and the Air Force next generation bomber, as well as
how the Air Force plans to satisfy future electronic attack aircraft
requirements that are currently being satisfied by the Navy EA—
6B Prowlers.

Admiral Philman and General Scott, we are looking forward to
your testimony and a spirited and informative question and answer
session.

Before we hear your testimony, I would like to call on the rank-
ing member and our former chairman, my good friend Bill Young,
for his comments.

(69)
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REMARKS OF MR. YOUNG

Mr. YOUNG. Mr. Chairman, thank you very much, and I look for-
ward to this extremely important hearing. But I wanted to make
a comment to follow yours about Jack Murtha.

Jack and I worked together on this committee for nearly 30
years. I was chairman twice, he was chairman twice. But when we
produced a bill, the bill was basically the same, no matter which
one of us signed on as chairman. We just had that tremendous re-
lationship. I am sure we will have that same relationship with you
because of the long time that we have spent together.

Anyway, thank you for recognizing a moment of silence.

Mr. Dicks. If you would yield for one brief second, that is a tradi-
tion that has been on this committee. I have been on the committee
for 31 years. That has always been the tradition, of working on a
bipartisan basis. And at a time when that is difficult in some other
places, I think that is something we really need to maintain and
continue here on the defense committee.

Mr. YouNG. Well, you know I have a tremendous respect for you
and all of the members on our side have that same respect for you
as well.

But thank you very much, and thank you all for being here
today. We look forward to your testimony.

STATEMENT OF ADMIRAL PHILMAN

Mr. Dicks. Admiral Philman.

Admiral PHILMAN. Good morning, Acting Chairman Dicks, Rank-
ing Member Young, and distinguished members of the committee.
Thank you for this opportunity to appear before you to discuss the
Navy combat aircraft requirements.

Before I make my opening statement, I would like to convey to
you my sincere condolences to the Murtha family. The United
States Navy is grateful for the lifelong dedication of this true pub-
lic servant.

Chairman Murtha exemplified dedication to duty during his time
in the Marine Corps as well as in the United States Congress. His
patriotism and heartfelt concern for soldiers, sailors, airmen and
marines helped define his life of service. In this time of sorrow, we
will all be comforted in knowing that although we lost a great
friend to the Navy and the country, his legacy will continue, as you
have mentioned.

Mr. Dicks. Thank you.

Admiral PHILMAN. I am pleased to share this time with my coun-
terpart and good friend from the Air Force, Dave Scott. I am proud
to report that the Navy’s aviation community, comprised of aircraft,
ships and weapons systems, continues to be a stabilizing force in
the flexibility and capacity to span the globe.

With last year’s commissioning of the USS George H.W. Bush
and the inactivation of our last conventionally-powered aircraft car-
rier, the USS KITTYHAWK, we now have an all nuclear powered
carrier force. Currently comprised of ENTERPRISE and 10 NIM-
ITZ class ships, the Navy remains committed to maintaining a
force of 11 aircraft carriers over the next 30 years.
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Our modern all-nuclear force provides an unmatched capacity to
meet the Navy’s core competencies; forward presence, deterrence,
sea control, power projection, maritime security, and humanitarian
assistance and disaster response. The Navy can execute these com-
petencies quickly and decisively while operating in international
waters without imposing unnecessarily political or logistical bur-
dens on our allies and potential partners.

Right now, Navy and Marine Corps carrier-based F-18 aircraft
are providing precision strike and support of forces on the ground
in Iraq and Afghanistan. The Hornet and its brother, the Super
Hornet, are the backbone of our Navy’s ability to project power at
shore. And without question, the F-35 Joint Strike Fighter is es-
sential to addressing our future Strike Fighter needs.

Sustaining the Hornet fleet and transitioning to the F-35C, our
first true fifth generation fighter, are critical to meet the Navy’s
national maritime strategies. We are recapitalizing the EA-6B
Prowler with EA-18G Growler aircraft to perform rotational sup-
port to carrier strike groups and ashore in an expeditionary role.

The Navy is procuring a total of 114 EA-18Gs to recapitalize the
10 fleet Prowler squadrons or 10 missile carriers and four in the
expeditionary role. The first transition squadron at NAS Whidbey
Island reached IOC last September, and full rate production was
approved by OSD in December of 2009.

While we continue to advance our platforms to face the current
and future threats, we have also made great strides to improve our
air-to-ground and air-to-air weapons systems. Joint weapons like
the joint air-ground missile, the small diameter bomb, AIM-9X and
AIM-120D are critical, not only to the Navy, but to the combatant
commander’s future warfighting capability and capacity.

Acting Chairman Dicks, I thank you and the committee for al-
lowing me to appear today. The committee’s untiring commitment
to the Navy is evident, and I thank you for your support today and
into the future.

I r(eispectfully request that my statement be submitted for the
record.

Mr. Dicks. Without objection, it will be entered into the record.

[The statement of Admiral Philman follows:]
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United States Navy

‘Biography _

Rear Admiral David L. "Deke" Philman
Director, Air Warfare (OPNAV N88)

Hear Admiral David L. “Deke” Philman is the director, Air Warfare
Division (OPNAV N88) on the staff of the Deputy Chief of Naval
Operations for Integration of Capabilities and Resources (OPNAV
N8). A native of Bell, Fla., he graduated from the U.S. Naval
Academy with a Bachelor of Science degree in Operations Analysis
in June 1978. He has also attended the U.S. Air War Coliege and
the Navy Executive Business School.

Philman has completed ten major deployments at sea aboard USS
Consteliation (CV-64), USS Kitty Hawk (CV-63), USS Enterprise
(CVN-85), USS Independence (CV-62), USS Carl Vinson (CVN-70)
and USS Harry S. Truman (CVN-75). His initial sea tours were as an
A-7E pilot in VA-146 and VA-27. In 1990 he transitioned to the F/A-
18 Hornet during his tour with VA/VFA-27. Philman commanded the
F/A-18C squadron VFA-151 (Vigilantes) from February 1996 to May
1997 aboard USS Constellation. Philman commanded Carrier Air
Wing 3 aboard USS Harry S. Truman from July 2001 to January
2003. From July 2000 to June 2001, he served as the deputy air
wing commander. .

Philman's shore tours include advanced strike flight instructor at Naval Air Station Kingsville, Texas; aide
to the Deputy Commander, U.S. Space Command, Colorado Springs, Colo.; executive assistant to the
Director, Navy International Programs Office, Washington; head, Strike Aircraft Plans and Requirements
(OPNAV Staff), Washington, and director, Navy Congressional Appropriations Liaison, Washington.

Philman’s first flag officer assignment was as deputy commander, JFCC Global Strike and Integration,
U.S. Strategic Command, Offutt Air Force Base, Neb., from September 2005 to September 2007. His
most recent flag officer assignment was as commander, Strike Force Training Pacific, San Diego, from
September 2007 to February 2009.

Philman has logged more than 4,500 flight hours in tactical jet aircraft and has completed more than 1000
carrier arrested landings on 11 different aircraft carriers. He is entitled to wear the Defense Superior
Service Medal, Legion of Merit {four awards), Defense Meritorious Service Medal, Meritorious Service
Medal (two awards), Strike/Flight Air Medal (two awards), Navy Commendation Medal (three awards) and
the Navy Achievement Medal.
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Vice Chairman, Representative Young, and members of the Committee, it is my honor
and pleasure to appear before you to discuss Navy Combat Aircraft Requirements. Every day,
dedicated Navy men and women are forward deployed protecting the global commons in every
domain: sea, land, air, space, and cyberspace. Thank you for your continued support for them as
our Navy protects our Nation and our national interests.

More than 40 percent of the Fleet is underway daily, globally present and persistently
engaged. Forward presence enabled the rapid response of our aircraft carrier USS CARL
VINSON and numerous other surface and USNS ships, helicopters, and personnel to Haiti to
provide bumanitarian aid after the devastating earthquake in January. Aviation assets remain
engaged in operations in Afghanistan and in the drawdown of U.S. forces in Iraq.

The Quadrennial Defense Review (QDR) declared that U.S. security and prosperity are
connected to that of the international system, that deterrence is a fundamental military function,
and that partnerships are key to U.S. strategy and essential to the stability of global systems.
These themes reinforce the tenets of the Maritime Strategy and the six core capabilities it
identified: forward presence, deterrence, sea control, power projection, maritime security, and
humanitarian assistance and disaster response (HA/DR). Navy TACAIR aviation continues to
play a major role in providing the personnel and assets that bring these capabilities to the battle
space.

As directed by the QDR, we are working with the Air Force and Marine Corps on an Air
Sea Battle concept that will identify the doctrine, procedures, training, organization, and
equipment needed for our Navy to counter growing military threats to our freedom of action.
This joint effort will help us inform investments and identify future opportunities to better
integrate naval and air forces across the entire range of operations. We are already moving
forward with the Air Force to streamline capabilities, manpower, and resources related to our
unmanned aviation systems. We continue to pursue our unique maritime aviation capabilities in
carrier-based strike, and naval special warfare missions. A milestone toward that end, this year
the Navy rolled out our first carrier variant of Joint Strike Fighter (F-35C) aircraft, the timely
delivery of which remains essential to fulfilling our strike fighter requirements. Highlights on
this and other programs follow:

Aviation Programs

Aircraft Carrier Force Structure

The Navy remains firmly committed to maintaining a force of 11 carriers for the next
three decades. With the commissioning of USS GEORGE H. W. BUSH (CVN 77) and
inactivation of the 48-year-old USS KITTY HAWK (CV 63), our last conventionally powered
aircraft carrier, we now have an all nuclear-powered carrier force. Our carriers enable our nation
to respond rapidly, decisively, and globally to project power, as we have done in Iraq and
Afghanistan, or to deliver humanitarian assistance, as we have done in Haiti, while operating
from a small, yet persistent, footprint that does not impose unnecessary political or logistic
burdens on other nations. Our carriers remain a great investment for our nation,
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Our eleven-carrier force structure is based on worldwide presence and surge
requirements, while also taking into account training and maintenance needs. The Navy thanks
Congress for granting us a waiver to temporarily reduce our force to ten carriers for the period
between the inactivation of USS ENTERPRISE (CVN 65) and the delivery of GERALD R.
FORD (CVN 78). We will continue to meet operational commitments during this 33-month
period by managing carefully carrier deployment and maintenance cycles. After the delivery of
CVN 78, we will maintain an eleven-carrier force through the continued refueling program for
NIMITZ Class ships and the delivery of our FORD Class carriers at five-year intervals starting in
2020.

CVN 78 is the lead ship of our first new class of aircraft carriers in nearly 40 years.
FORD Class carriers will be our nation’s premier forward-deployed asset capable of responding
to crises or delivering early decisive striking power in a major combat operation. These new
carriers incorporate an innovative new flight deck design that provides greater operational
flexibility, reduced manning requirements, and the ability to operate current and future naval
aircraft from its deck. Among the new technologies being integrated in these ships is the
Electromagnetic Aircraft Launch System (EMALS), which will enable the carrier’s increased
sortie generation rate and lower total ownership costs. Recently, EMALS successfully
demonstrated a controlled launch sequence with a full-scale EMALS test article. It is on track
for an aircraft demonstration this Summer. EMALS is on schedule to support delivery of CVN
78 in September 2015.

Strike Fighter Capacity: Joint Strike Fighter and F/A-18 E/F

Our Navy remains committed to the Joint Strike Fighter (JSF) program. The timely
delivery of the F-35C carrier variant remains critical to our future carrier airwing strike fighter
capacity. Our Navy has the necessary tactical aircraft capacity in the near term to support our
nation’s strategic demands; however, a January 2010 assessment forecasts a decrease in our
carrier-based strike fighter capacity that peaks in 2014 and remains through 2019. We have a
plan to address this capacity decrease that involves several management and investment
measures. :

Our force management measures are targeted at preserving the service life of our existing
legacy strike fighter aircraft (F/A-18A-D). We will reduce the number of aircraft available in
our squadrons during non-deployed phases to the minimum required. We will reduce our Unit
Deployed squadrons (UDP) from twelve aircraft to ten aircraft per squadron to match the
corresponding decrease in Marine Corps expeditionary squadrons. We are accelerating the
transition of five legacy F/A-18C squadrons to F/A-18 E/F Super Hornets using available F/A-
18E/F aircraft and will transition two additional legacy squadrons using Super Hornet attrition
reserve aircraft. These measures make our legacy strike fighter aircraft available for High Flight
Hour (HFH) inspections and our Service Life Extension Program, which together will extend
their service life and manage to some extent the decrease in our carrier-based strike fighter
capacity through 2018,

These measures rely on increased use of Super Hornets, which expends their service life
carlier than programmed, so we are refining our depot level production processes to maximize
throughput and return legacy strike fighter aircraft to the Fleet expeditiously. Our FY 2011
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budget procures 22 additional F/A-18E/F aircraft — achieving an overall inventory of 489 F/A-
18E/F against the total budgeted quantity of 515 aircraft. The existing F/A-18E/F production
line is expected to close-out in FY 13 after the last aircraft required by this inventory objective
are procured.

Our investment measures are targeted at extending the service life of our F/A-18A-D
aircraft and procuring JSF. High flight hour inspections, which have been in place for two years,
provide the ability to extend the service life of our legacy F/A-18A-D aircraft to 8,600 flight
hours, while engineering analysis is underway to determine the SLEP requirements necessary to
reach the service life extension goal of 10,000 flight hours. The HFH and SLEP programs
increase our institutional risk by diverting investment and maintenance funds from other
accounts, but they are necessary measures to address our strike fighter decrease while preserving
our investment in JSF.

The Navy remains committed to the JSF program because of the advanced sensor,
precision strike, firepower, and stealth capabilities JSF will bring to our Fleet. While the overall
schedule for JSF has slipped, causing us to reduce the overall rate of procurement, initial
operating capability is still planned for 2014 and we have not reduced the total number of
airframes we plan to buy. We are monitoring the JSF program closely and managing our
existing strike fighter capacity to meet power projection demands until JSF is delivered.
Procurement of an alternate engine for JSF increases our risk in this program. The Navy does
not have a requirement for an alternate engine, and its additional costs threaten our ability to
fund currently planned aircraft procurement quantities, which would exacerbate our anticipated
decrease in strike fighter capacity. The FY 2011 budget request procures seven F-35C aircraft.

EA-18G Growler and Airborne Electronic Attack (AEA)

The proliferation of technology has allowed state and non-state actors to use the
electromagnetic spectrum with increasing sophistication. Airborne Electronic Attack (AEA)
provides one of the most flexible offensive capabilities available to the joint warfighter and it
remains in high demand in traditional, irregular, and hybrid conflicts. The Navy continues to
provide extensive AEA support from our carriers afloat and from our expeditionary EA-6B
Prowler squadrons deployed currently to Iraq and Afghanistan.

We are leveraging the mature and proven F/A-18E/F airframe production line to
recapitalize our aging EA-6B aircraft with the EA-18G Growler. As directed in the QDR, we are
planning to procure an additional 26 EA-18G Growler aircraft across the FYDP to increase joint
force capacity to conduct expeditionary electronic attack. Our program of record will buy 114
total EA-18G aircraft, recapitalizing 10 Fleet EA-6B squadrons and the Navy’s four
expeditionary squadrons. The program continues to deliver as scheduled. In September, our
first EA-18G transition squadron, based at NAS Whidbey Island, reached Initial Operational
Capability and it will deploy as an expeditionary squadron later this year. Our FY 2011 budget
requests funding for 12 of the 26 additional EA-18Gs.
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P-3 Orion and P-8A Poseidon Multi-Mission Maritime Aircraft

Your continued support of the P-3 and P-8A force remains essential and is appreciated
greatly. Our P-3 Orion roadmap focuses on sustainment and selected modernization until it is
replaced by the P-8A Poseidon. These aircraft provide capabilities ideaily suited for regional
and littoral crises and conflict, and are our pre-eminent airborne capability against submarine
threats. Our P-3s are in high demand today for the time-critical intelligence, surveillance and
reconnaissance they provide to the joint force on the ground in CENTCOM and for their direct
contributions to our maritime domain awareness in key regions across the globe.

P-3 Zone 5 wing fatigue has resulted in the unplanned grounding of 49 aircraft between
2007 and 2009, with more expected. Mitigation measures include a combination of targeted
Zone 5 modifications and outer wing replacements. As of December, we have returned 12
aircraft to service after completing Zone 5 modification and 32 aircraft are currently being
repaired. As part of our sustainment program, we have included $39.6 million in our FY 2011
budget request to conduct outer wing installations on nine of our P-3 aircraft. P-3 sustainment
and modernization programs are critical to ensuring successful transition to the P-8A, while
preserving essential maritime and overland battle space awareness.

The P-8A completed it’s first Navy test flight this past October and will resume
integrated flight testing in March of this year. The P-8A will achieve initial operating capability
and begin replacing our aging P-3 aircraft in 2013. Our FY 2011 budget request procures seven
P-8A aircraft.

MH-60R/S Multi-Mission Helicopter

The MH-60R and MH-60S successfully completed their first deployment together this
past summer with the USS JOHN C. STENNIS carrier strike group. The MH-60R multi-mission
helicopter replaces the surface combatant-based SH-60B and carrier-based SH-60F with a newly
manufactured airframe and enhanced mission systems. With these systems, the MH-60R
provides focused surface warfare and anti-submarine warfare capabilities for our strike groups
and individual ships. Our FY 2011 budget request procures 24 MH-60R helicopters. The MH-
60S supports surface warfare, combat logistics, vertical replenishment, search and rescue, air
ambulance, airborne mine counter-measures, and naval special warfare mission areas. Our FY
2011 budget request procures 18 MH-60S helicopters.

Conclusion

Vice Chairman and distinguished members of the subcommittee, I would like to thank
you for your continued support of Navy aviation and Navy TACAIR in particular. While our
Sailors provide talent and will, your efforts provide our young men and women, who fight daily
with great courage, the training and assets to win. While not without challenges, 1 am optimistic
about our future given the significant contributions and great success the Navy has achieved
worldwide. Iam also confident in the increased capability that our programs promise the war
fighter. I request your continued support as the Navy continues to make sound investments that
increase Fleet capacity, maintain our war fighting readiness, and develop and enhance the Navy
Total Force. Thank you again for the opportunity to appear before you today.
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STATEMENT OF GENERAL SCOTT

Mr. Dicks. General Scott.

General SCOTT. Good morning, Chairman Dicks, Ranking Mem-
ber, and members of the committee. Thank you for the opportunity
to address this committee regarding your United States Air Force
combat requirements. Before I give my opening statement, I would
also like to convey my condolences to the Murtha family in this
time of sorrow. His dedication and service to the Nation will always
be remembered. His patriotism and special concern for combat
troops touched those of us in uniform, no matter what service pro-
foundly, and he will be missed.

The Air Force remains fully committed to support today’s global
operations. Today’s complex strategic environment requires Air
Force capabilities to support the joint team across the full spectrum
of operations.

As you know, it is vital to remain a relevant force and acquire
future capabilities necessary to underpin our Nation’s long-term se-
curity. The Air Force believes the most cost-effective plan is to ac-
celerate the retirement of some older fighters to enable and rein-
vest into the remainder of the legacy fighters and bomber fleet,
preferred munitions, and other key enablers as a bridge to the fifth
generation fighter force, capabilities that are absolutely essential to
counter advanced and highly lethal emerging threats.

Our recapitalization strategy seeks to balance requirements for
today and tomorrow. Our belief is we must improve our existing ca-
pabilities and pursue new, more capable systems to meet future
threats.

I thank you for the opportunity to address this committee and I
look forward to your questions.

[The statement of General Scott follows:]
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BIOGRAPHY

TES AIR FORCE

MAJOR GENERAL DAVID J. SCOTT

Maj. Gen. David J. Scott is Director, Operational
Capability Requirements, Deputy Chief of Staff for
Operations, Plans and Requirements,
Headquarters U.S. Air Force, Washington, D.C. In
this position he establishes policy for operational
capabilities-based requirements. The directorate
supports major commands in developing and
evaluating requirements for Air Force-wide
modernization programs including fighters,
bombers, mobility aircraft, space systems,
command and control, munitions, missile defense
and Air Force irregular warfare requirements. He
chairs the Air Force Requirements Oversight
Council and is responsible for shaping and
finalizing capabilities-based requirements
documents for approval by the Joint Reguirements
Oversight Council. He directs and supervises the
activities of more than 150 military and civilian
employees in 10 divisions, including requirements
officers, weapon systems experts, and
professional, technical and clerical staffers.

General Scott entered the Air Force in 1978,
receiving his commission and degree through the
U.S. Air Force Academy. He has served in a variety of positions at the squadron, group, wing and joint levels
in Europe, the Pacific and the United States. He has commanded a fighter squadron, operations group

and fighter wing. He also commanded the 31st Air Expeditionary Group where he coordinated the operation
of American, British, Canadian, Spanish and Turkish aircraft flying from Aviano Air Base, italy. The general
has served as Chief of the Air Force House Liaison Office, Washington, D.C.; the Deputy Assistant Chief of
Staff of Operations, Combined Forces Command and U.S. Forces Korea; and Vice Director of Operations,
North American Aerospace Defense Command, Peterson AFB, Colo. Before his current assignment, he was
Deputy Commander, Combined Air Operations Center 7, Component Command-Air izmir, Allied Command
Operations (NATO), Larissa, Greece.

The general is a command pilot with more than 3,000 flying hours in the F-4, F-5 and F-186.

EDUCATION

1978 Bachelor of Science degree in mechanical engineering, U.S. Air Force Academy, Colorado Springs,
Colo.

1985 Squadron Officer School, Maxwell AFB, Ala.

1989 Master's degree in human resource management, Valdosta State University, Ga.
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1983 Air Command and Staff College, Maxwell AFB, Ala.

1096 Air War College, Maxwell AFB, Ala.

2002 National Security Studies Course, Syracuse University, N.Y.

2007 Black Sea Security Program, John F. Kennedy Schoot of Government, Harvard University, Cambridge,
Mass.

ASSIGNMENTS

1. July 1978 - November 1979, graduate assistant, football coach, U.S. Air Force Academy, Colorado
Springs, Colo.

2. November 1979 - November 1980, student, undergraduate pilot training, Vance AFB, Okla.

3. December 1980 - November 1981, student, F-4C Replacement Training Unit, Luke AFB, Ariz.

4. November 1981 - May 1984, Chief of Standardization and Evaluation, and Chief of Scheduling, 36th
Tactical Fighter Squadron, Osan Air Base, South Korea

5. May 1984 - September 1984, student, F-5E Aggressor Tactics Instructor Course, Nellis AFB, Nev.

6. September 1984 - May 1987, flight commander, 26th Aggressor Squadron, Clark AB, Philippines

7. May 1987 - September 1987, student, F-16A training, MacDill AFB, Fia.

8. September 1987 - December 1989, flight commander, 70th Tactical Fighter Squadron, Moody AFB, Ga.
9. December 1989 - July 1990, assistant Chief, Standardization and Evaluation, 347th Tactical Fighter Wing,
Moody AFB, Ga.

10. July 1990 - July 1992, air officer commanding, U.S. Air Force Academy, Colo.

11. July 1992 - June 1993, student, Air Command and Staff College, Maxwell AFB, Ala.

12. August 1993 - March 1994, assistant operations officer, 526th Fighter Squadron, Ramstein AB, Germany
13. March 1994 - June 1995, operations officer, 555th Fighter Squadron, Aviano AB, italy

14, June 1995 - June 1996, operations officer, 85th Test and Evaluation Squadron, Eglin AFB, Fla.

15. June 1996 - July 1997, Commander, 80th Fighter Squadron, Kunsan AB, South Korea

16. July 1997 - June 1998, student, Air War College, Maxwell AFB, Ala.

17. June 1998 - June 2000, Chief, Treaty and Threat Reduction Division, and special assistant, Supreme
Allied Commander Europe, U.S. European Command, Stuttgart, Germany

18. July 2000 - July 2002, Commander, 31st Operations Group, Aviano AB, Hftaly

19. July 2002 - June 2003, Chief, House Liaison Office, Legislative Liaison, Office of the Secretary of the Air
Force, Washington, D.C.

20. July 2003 - June 2004, Deputy Assistant Chief of Staff of Operations, United Nations Command and U.S.
Forces Korea, Yongsan Army Garrison, South Korea

21. June 2004 - December 2005, Vice Director of Operations, North American Aerospace Defense
Command, Peterson AFB, Colo.

22. January 2006 - August 2007, Commander, 354th Fighter Wing, Eielson AFB, Alaska

23. September 2007 - May 2009, Deputy Commander, Combined Air Operations Center 7, Component
Command-Air Izmir, Allied Command Operations (NATO), Larissa, Greece

24, May 2009 - present, Director, Operational Capability Requirements, Deputy Chief of Staff for Operations,
Plans and Requirements, Headquarters U.S. Air Force, Washington, D.C.

SUMMARY OF JOINT ASSIGNMENTS

1. June 1998 - February 1999, Deputy Division Chief, Forces Division, U.S. European Command, Stuttgart,
Germany, as a lieutenant colonel

2. March 1999 - August 1999, special assistant to the Supreme Allied Commander Europe, Mons, Belgium,
as a lieutenant colonel and colonet

3. August 1999 - June 2000, Chief, Treaty and Threat Reduction Division, U.S. European Command,
Stuttgart, Germany, as a colonel

4, July 2003 - June 2004, Deputy Assistant Chief of Staff of Operations, United Nations Command and U.S.
Forces Korea, Yongsan Army Garrison, South Korea, as a colonel

5. June 2004 - December 2005, Vice Director of Operations, North American Aerospace Defense Command,
Peterson AFB, Colo., as a colonel
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6. September 2007 - May 2009, Deputy Commander, Combined Air Operations Center 7, Component
Command-Air lzmir, Allied Command Operations (NATO), Larissa, Greece, as a brigadier general and major
general

FLIGHT INFORMATION

Rating: Command pilot

Flight hours: More than 3,000

Aircraft flown: T-37, T-38, F-4C/E, F-5E/F, T-41C/D and F-16A/B/C/D

MAJOR AWARDS AND DECORATIONS

Defense Superior Service Medal with two oak leaf clusters
Legion of Merit with oak leaf cluster

Defense Meritorious Service Medal

Meritorious Service Medal with silver and bronze oak leaf clusters
Air Medal with two oak leaf clusters

OTHER ACHIEVEMENTS

Gen. Jerome O'Malley Leadership Award, U.S. Air Force Academy
Lt. Gen. Claire Lee Chennauit Award, Air Combat Command
USAF Jabara Award for Airmanship

EFFECTIVE DATES OF PROMOTIONS
Second Lieutenant May 31, 1978

First Lieutenant May 31, 1980

Captain May 31, 1982

Major March 1, 1989

Lieutenant Colonel June 1, 1994
Colonei May 1, 1999

Brigadier General March 1, 2006

Major General Dec. 9, 2008

(Current as of July 2009)

Page 4



83

Combat Air Forces Requirements
February 24, 2010

Your Air Force remains fully committed to support today’s global operations while we
assess future challenges and prepare to meet them. The Air Force is focusing investment on

those programs required to support Joint operations across the full spectrum of operations.

Your Air Force must be structured to provide balance, to prevail in today’s conflicts,
prevent and deter conflict, prepare for a wide range of contingencies across the spectrum of
warfare, and preserve and enhance the force. Through this structure, we will maximize Air
Force contributions to the Joint team and our Nation’s security. Additionally, as our current and
future adversaries adapt, we must continually adjust our capabilities to succeed in a wide range

of scenarios, including high-end and hybrid challenges.

We continue to assess the essential Combat Air Forces structure required to execute the
National Defense Strategy and to sustain a viable structure to meet the flexibility, versatility, and
lethality required daily by Combatant Commanders. We have accelerated the planned retirement
of some of our oldest legacy fighters to free resources for priority and emerging missions. This
included re-investment of funding into the remainder of the legacy fighter and bomber fleet,
preferred munitions, other key enablers, and re-investment of manpower into priority missions
like the processing, exploitation, and dissemination of real-time intelligence of our remotely-
piloted aircraft. Our investments provide a bridge to the fifth-generation fighter force—
capabilities that are absolutely essential to counter advanced and highly lethal emerging threats.
Numerous internal and external assessments of these strategic environments have determined our
current force plans will fulfill combatant commander requirements with moderate risk. The

recently published Quadrennial Defense Review (QDR) endorsed Air Force efforts.

In August, the Air Force will have been engaged in combat operations for over 20
continuous years. The assessment of our aircraft’s longevity is complicated by the fact that we
are currently flying the oldest Air Force fleet in our history and are using them longer and more
frequently than was envisaged during their design. This presents considerable challenges in a
difficult fiscal environment. In response, we have conducted an extensive investigation into the
service life of our fighter aircraft. This is an ongoing effort and will be informed by detailed
fatigue testing of our A-10, F-15 and F-16 fighters to better understand the life-limiting factors of

these aircraft, the feasibility of extending their service life and the economic and operational
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sense of doing so. The work to date has reinforced our need to recapitalize our aging fleet using
a combination of the acquisition of next-generation systems and modernization of selected

legacy platforms.

The F-35 program is the foundation of our future Sth-generation fighter fleet as well as
our Joint and Coalition partners. The future balancing of our fighter fleet must now be viewed
through the Fiscal Year 2011 President’s Budget request adjustments to the F-35 investment and
procurement profile in line with the Joint Evaluation Team estimates. This reduces near-term
procurement, shifts resources into research and development, and delays the fielding of this
essential aircraft. We are working closely with the F-35 Joint Program Office and our service
partners to fully understand the impact on fielding the capability we require for Initial
Operational Capability.

Equally essential to a balanced force is the requirement to continue with modifications
and upgrades to our F-22 aircraft to ensure fleet commonality, enhanced multi-mission
capabilities, and interoperability with other Fifth Generation aircraft. We will continue
modernizing our long-term F-15 fleet with Active Electronically Scanned Array radars and
infrared search and track capabilities to extend the air superiority operational capabilities of this

aircraft.

The A-10 aircraft are nearing completion of the precision engagement modification that
integrates advanced targeting pods and digital data links into the aircraft avionics, and enables
the use of GPS-aided munitions. This significantly increases the A-10s’ capability to support the
Warfighter on today’s digital battlefields. In addition, in Fiscal Year 2011, the Air Force will
begin installing new wings on two-thirds of the A-10 fleet and will soon begin a program to

improve the fuselage structures to ensure the A-10s’ future sustainability.

The Air Force’s vision for Electronic Warfare is a robust suite of capabilities to enable
control of the electromagnetic spectrum in order to assure freedom of operation and primary
effects in and through all domains. In order to meet our vision, the Air Force must be postured
to harness modular, scalable, hybrid state of the art Electronic Warfare systems that can operate

independently or networked, be self-learning, proactive and adaptive, easily integrate into
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existing infrastructures and enable streamlined logistics. This will result in a leaner, more

adaptable and efficient air force that maximizes Electronic Warfare effects to the Joint Forces.

To this end, fighting today’s fight and posturing for future conflicts, we have increased
funding to the EC-130H Compass Call program in the Fiscal Year 2011 President’s Budget
request that adds one additional aircraft, mission crew and flight deck simulator and spare parts.
Compass Call is the Air Force’s only dedicated irregular warfare Airborne Electronic Attack
aircraft. It provides information operations and non-lethal suppression of enemy air defenses in

support of air operations through counter-communications and counter-radar.

To meet the increased demand in irregular warfare, we are investing in an Airborne
Electronic Attack pod to be placed on unmanned aerial or manned legacy platforms. This
Electronic Attack pod along with Compass Call will cover the current and future irregular
warfare counter-communications and counter-improvised explosive device (IED) target sets.
These capabilities will afford the warfighter the ability to exploit, influence, neutralize, disrupt,
and degrade state and non-state political and military leadership elements to include terrorist
cells, command and control architectures, information operations and intelligence facilities.
Directly, its counter-IED capability will aid in the protection of our most valuable asset, the men

and women on the ground.

For major conflicts, the Air Force is investing in the jammer variant of the Miniature Air
Launched Decoy (MALD-J) that delivers offensive autonomous stand-in jamming or radar decoy
to stimulate and deceive Integrated Air Defense Systems (IADS). MALD-J protects high-valued
aircraft and munitions with an unmanned vehicle to jam EW, GCI, ACQ radars or by stimulating
radars to force an air defense response that can be countered, lethal or non-lethal, at our time and
choosing. This enhances and complements contributions of Signature Reduction and Stand-off
Weapons. This in conjunction with other classified programs will robust our joint Airborne

Electronic Attack system of systems.

Along with these modifications, we continue to develop and procure essential air-to-air
and air-to-ground weapons including the AIM-9X and AIM-120D air-to-air missiles along with
Small Diameter Bomb and Joint Air-to-Surface Standoff Missile. These weapons are critical

components of our overall warfighting capability, Emerging area denial capabilities through use
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of anti-access technologies are challenging the bomber fleet’s ability to penetrate air space and
deliver effects for the Joint force. The Air Force and enterprise must continue commitment to
our future long-range strike capabilities, to long-range surveillance and strike aircraft as part of a
comprehensive, phased plan to modernize and sustain our current bomber force. In the near-
term, the Air Force will continue planned legacy bomber sustainment and modernization to

increase the conventional capabilities of the bomber fleet.

Balancing requirements for today and tomorrow shapes our recapitalization strategy. We
chose to improve our existing capabilities whenever possible, and to pursue new systems when
required. This recapitalization approach attempts to keep pace with threat developments and

required capabilities, while ensuring stewardship of national resources.
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JOINT STRIKE FIGHTER COST ESTIMATE

Mr. Dicks. Admiral Philman and General Scott, the cost esti-
mate done by the Joint Estimating Team for the Joint Strike Fight-
er program shows a development shortfall of $3 billion over the
previous estimate. What is being done to address these updated
cost estimates with regard to funding the program? Will this fund-
ing shortfall impact the near term production quantities?

General ScOTT. Sir, as you well know from the estimate and as
we looked at what we need to do to reduce the risk in the program
through the OSD and the Department and Air Force and Navy
through the Joint Program Office, what we have looked at is how
we can take this schedule with the funds that we have and move
it to the position as well.

We are taking $2.8 billion, putting it into RDT&E in the System
Design and Development (SDD) phase, to enable us to take that
schedule and get it further along. We are also taking that procure-
ment ramp that was probably a little too aggressive and we are
slowing it down. And what that is doing for the Air Force in par-
ticular is it will take about 67 aircraft out of our inventory, but in
our mitigation plan, we are working that with all of our other plans
with other fighters. But it will take us as we look at it, it will slip
the ramp to 2016 before we will go from 48 to 80 fighters, and it
also slips us to about 2016 for the timeframe for that.

JOINT STRIKE FIGHTER PROGRAM DELAY

Mr. Dicks. Admiral Philman and General Scott, the Department
recently announced a 13-month delay to the program to account for
the findings of the Joint Estimating Team. How is it that the ini-
tial operating capability date in the program has not changed?

Admiral PHILMAN. Sir, the restructuring program is actually
good for Navy. Since we put that procurement, those numbers are
coming down. In the case of the Navy, or the Department of Navy,
55 aircraft will go back into fully funding that part of the program.

The Navy has been on record for a 2014 IOC. Certainly a 13-
month slip is going to pressurize that. So with delaying delivery of
aircraft, making it more concurrent so we have test aircraft deliv-
ered at the right time so we can test them on time and then deliv-
ered later on, I think is good, but will push our IOC out toward
2015, maybe later.

CNO is tying IOC to specifically having adequate numbers of air-
craft, having the right capability, in our case Block 3 capability,
and that testing has been done.

Mr. Dicks. Give us a little flavor of what the reason is for this
13-month delay. I think we talked about modeling, the modeling
that had been done.

Admiral PHILMAN. Yes, sir. The traditional development and test-
ing of aircraft, you fly down data points, bring them down, so to
speak. This program has been more advanced where we are using
extreme amounts or large amounts of modeling so that we could
build the aircraft and then be more predictive of the flight charac-
teristics without actually having to fly the aircraft.

That modeling is two things. The delivery of the aircraft has
been slower than expected, and then what we are seeing in the ac-
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tual flight hasn’t necessarily validated the model. So now we are
continuing to press back and have to go back and do more tradi-
tional testing for some time until we can get the aircraft mature
enough to be more in line with a validated model.

Mr. Dicks. Is this a software problem?

Admiral PHILMAN. Not within the aircraft. Now, there are soft-
ware programs with the aircraft that continue to be drivers——

Mr. DicKS. Sometimes in the past you put an aircraft there and
do a software test for the program. Has that been done here on the
Joint Strike Fighter? Where you have a test?

General ScotT. Sir, if I understand the question, when we do
software modifications with an aircraft, sometimes the software
modifications are behind the actual in the simulation piece, and
they are behind. In this phase, they are concurrent with each other
so they are working together. So the software as we do in the mod-
eling and the software within the aircraft are the same. So if that
answers your question

Mr. Dicks. But there are software issues, right? In the testing
here

General SCOTT. Yes, sir, as with every phase of every aircraft we
have done, there are software issues. As we go through the test
phase, that is part of the Software Design Description (SDD) phase
where Lockheed Martin with their subcontractors are looking at
what those are and fixing them so that it can progress into the
RDT&E and then into the Initial Operational Test (IOT) phase
where the services will pick up the testing.

Mr. Dicks. In the testing thus far, are there any serious defects
in this aircraft that we have found that are a cause of concern?

Admiral PHILMAN. None to my knowledge, sir.

General ScoTT. None to my knowledge in the Air Force either,
but we will get back to you if there are any.

JOINT STRIKE FIGHTER PROCUREMENT COST

Mr. Dicks. Admiral Philman and General Scott, while the com-
mittee applauds the attempt by the Department of Defense to fully
fund the development portion of the program, it is not clear that
a similar attempt has been made to properly price the procurement
side of the program.

Does the President’s request for the Joint Strike Fighter program
properly fund the procurement costs of the aircraft to include all
components, such as the airframe, engine, government-furnished
equipment, et cetera?

General SCOTT. Sir, currently in the President’s budget request
for Fiscal Year 2011, yes, it does, as we look out and as we go
across that particular time period with that. So we are satisfied
with what we have requested in our budget from an Air Force per-
spective. I can’t speak for the Navy or the Marines, but we are
okay with that.

Admiral PHILMAN. Yes, sir, it is so for the Navy. It will be a
problem in 12, and future issues are service integration, whether
on the ships or in the training centers. That part we still have
work to do.

Mr. Dicks. Mr. Young.
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AIR GUARD TACTICAL AIRCRAFT

Mr. YOUNG. Mr. Chairman, thank you very much. I suspect you
are going to get a lot of questions about the Joint Strike Fighter
today, so I am going to go in a little different direction. I want to
talk about the Air Guard and the assets, fighter assets, that the
Air Guard has and will have. But we understand that the Air
Guard will begin to decommission its F-16s in 2011. General, is
that correct?

General ScOTT. Sir, there is a plan for the retirement of aircraft
starting in 2011 as we look out, and part of those aircraft are the
older aircraft. I am sure you have heard in the Combat Air Forces
(CAF) restructure, about 250-plus aircraft is what we are looking
at. But in that reduction of aircraft, as we reduce the older fleet
of aircraft, Block 25s and Block 30s and the F-16s, there is a plan
to slide other aircraft into those.

There is an Air Force plan as we work our redux, as we work
our F-35 ramp-up, on how we will enable the Guard to maintain
the capabilities that they have currently today. Obviously, as we go
through a process, if we shrink the force, the force will shrink equi-
tably between the active component and the Air Reserve compo-
nent. But right now, with General Wyatt and the Air National
Guard, they will have the capabilities.

The other thing we are doing with aircraft as we look at them
to mitigate some of issues if the F-35 slips further, is to do some
modernizations in Service Life Extension Program (SLEP). We be-
lieve in the 2530 realm that we can increase their flight hours, and
we call it equivalent flight hours versus actual flight hours, and in-
crease their economic service life to about 10,800 hours, which will
take them just to the outside of 2017 and the capability with their
Block 25s and Block 30s. So we are looking at that mitigation plan
also and how to incorporate that into our program.

Mr. YOUNG. Well, it sounds like you have given considerable
thought to this, but the information that we have had is that we
could have as many as half of the Air Guard fighter units without
aircraft by 2022.

General ScoOTT. Sir, if you look at the flow plan with the Block
40s, Block 50s and the F-35s, I do not believe that is true. I will
get back and get you the exact numbers on how that will occur.

[The information follows:]

The Air Force believes strongly in the Air National Guard, and its warriors are
a valuable part of that Air Force total war-fighting capability. The Air Force plans
to retain as many Air National Guard units as possible; however, the future com-
position of Air Force fighter forces is changing and will continue to evolve. New mis-
sions are emerging that will require commitments from both Active Duty and Re-
serve components. The Air Force may transition Air National Guard units that are
losing older F-16s to a different more relevant mission set.

As you know, there has recently been a restructure to the F—-35 program to over-
come challenges in production and test. These may cause the Air Force’s initial op-
erating capability to potentially slip until 2016. For those Air National Guard units
that may receive F-35s, this will impact aircraft availability and will also cause us

to adjust our timeline to transition from the F—16. Until we have greater clarity in
the F-35 program, we will not be able to fully detail this transition.

But there is a plan as Operations (OPS)-1 for the F-35 stands
up, which is an F-16 base, those aircraft, which are Block 40s, will
transition to the Air National Guard, which will then enable us to
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transition older fighters and retire them out. So there is a plan as
we move the dominoes and aircraft around, to allow both the Air
Reserve component and the active component to have the right
number of aircraft to enable them until their missions.

Mr. YOUNG. General, does it appear that the Air Guard will be
without a substantial number of aircraft until that program

General ScOTT. No, sir, it does not.

Mr. YOUNG. That is good news, because we were sort of led to
believe that that might be the case.

General SCOTT. Sir, as you well know, there are five reports com-
ing to Congress totally covering the fighter structure, the CAF re-
structure, and different parts of that. Those will start coming over
here on 1 March through 1 April. Those go into a lot greater depth
and detail of the plans we are looking in the CAF restructure,
things that we are doing with the F-22 and other fighter force
structure.

Mr. YOUNG. That will be good. One more question on the Air
Guard. What about the F-15s?

General ScOTT. Sir, what we are doing with the F-15s is called
a long-term program. There are 176 of those aircraft that we will
upgrade with the Active Electronically Scanned Array (AESA) ra-
dars. We will also give them some electronic warfare and Infrared
Search and Track (IRST) capabilities that will enable them to ex-
tend their service life out to a much longer period of time. And in
the F-15, what you will probably see, which you will see, is those
will transition mostly to the Air National Guard as the F-22 air-
craft stand up in the active component.

Mr. YOUNG. So you say that there will be no downgrading of the
Air N?ational Guard’s capability to go to war with the regular Air
Force?

General ScorT. No, sir. The F-15 long-term Eagle will have
much better capability than the current F-15 does, and as they
transition from Block 25-30 to 40s and 50s, they will have the ca-
pabilities in those aircraft also. And part of the plan as we look at
the 40s and 50s, again looking at the F-35 program, there are
things that we need to do to that. And there is in study and anal-
ysis a long time Viper F-16 program on what we need to do with
the AESA radars, with the IRST capabilities and with Digital
Radio Frequency Modulations capabilities.

Mr. YOUNG. General, thank you very much. I appreciate that.

Thank you, Mr. Chairman.

Mr. Dicks. Mr. Moran.

TACTICAL AIRCRAFT INDUSTRIAL BASE

Mr. MORAN. Thanks very much, Mr. Chairman, and thank you
for your comments about our chairman. As you know, we wish you
all the best and look forward to working with you. But I know you
share all of our sentiments. This is the last way you would have
wanted this to happen. So it is nice to recognize Jack. We appre-
ciate that.

What I would like to ask you about right now, Admiral Philman
and General Scott, is our industrial base. After we complete the F—
18 program, which is going to be in a few years, there will be one
single contractor providing virtually all tactical aircraft, and I won-



91

der if you have a concern. The committee has expressed its con-
cern, for example, in the need we thought to have an alternative
engine so you can have some measure of competition with the F-
35, because we are going to build over 2,000 of them, we are going
to be selling them overseas, yet we are relying upon one contractor.

Would you address this issue, which has been of continuing con-
cern to the committee, our over-reliance upon a single contractor,
even as effective as they may be?

Admiral PHILMAN. Certainly that is how our economy is estab-
lished, for competition. In the case of the fighter world, the folks
in Lockheed Martin are building the F-35, and that is coming
along nicely. We talked about some of the issues, but I predict we
are going to work our way out of that.

The Hornet line in St. Louis is there. I am comfortable that we
are buying enough airplanes now and into the near future that
that line will remain hot so that we can understand better the pro-
duction capability of the Joint Strike Fighter and not shut that
down before we have a full understanding that that production line
is going to meet our Strike Fighter needs.

In the case of the Navy, we are buying airplanes, F-18Es, Fs and
Gs, through fiscal year 2013, with a delivery in 2015. So that gives
us some flexibility, I believe.

Mr. MORAN. I hear your response, but, you know, I think the best
example of the committee’s concern was the need for an alternative
engine. Now you say no, you don’t need two, we can have total reli-
ance, even though we are talking about more than 2,000 F-35s. We
are not critical of the single contractor, but it is kind of a philo-
sophical issue. It really goes to the heart of what we are about,
competition, trying to keep costs low, trying to ensure that there
is that monitor, that we don’t have monopolistic control.

I suspect I know what we are going to hear, but I think it is im-
portant to share the concern with the committee. Did you have
anything you wanted to say?

General ScOTT. Sir, I would agree with you that, one, competi-
tion is extremely good, and two, we are worried about the indus-
trial base. I am sure when we start talking about long-range per-
sistent strike and platforms in that area, as we look at the funding
of the industrial base. So we are concerned about that.

One thing I will tell you, Admiral Philman and myself sit on an
organization called the Joint Air Dominance Organization where
we look at the Navy, the Air Force and the Marines and where we
are today and where we are going in the future.

For a tactical aircraft, we are already looking at what is the next
generation air dominance platform. If you look at economic service
life (ESL) timelines, we have to start understanding service life on
the F—22 and the F-35: what are their economic service lives? In
addition, with the F-18 and the F-16 and the F-15, and their ESL
will approach quicker.

So I believe that you will see, not in the very near future, but
pretty close, you will start seeing us talking about where we are
going in the tactical fighter realm from an air dominance, and what
we need to look at in the future if you want to call it a sixth gen-
eration fighter, I will just call it the next generation air dominance
fighter, whether it is manned or unmanned, will help the industrial
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base. I also believe the long-range persistent strike will help that,
too.

LONG RANGE STRIKE AIRCRAFT INDUSTRIAL BASE

Mr. MoraN. Well, that is a good point, and in that context, after
terminating the next generation bomber this past fiscal year, the
one we are still in, really, this next year’s budget includes $200
million to support a long range strike industrial base. We don’t
really have any idea. What are you going to do with that $200 mil-
lion? What is your plan for that?

General ScOTT. Sir, the Assistant Secretary of the Air Force Ac-
quisition staff are actually the folks that will be monitoring that.
But what we are looking at is the technology we started in the next
generation bomber. We want to make sure that base of knowledge,
that industrial piece, and those folks that were working that, are
still in place if we go in a similar mode as we do this next study
and figure out where we are going with what I will call long-range
strike, long-range strike being an umbrella, a family of systems
where you have a penetrating capability or you have a standoff ca-
pability or you have what we will call a conventional prompt global
strike capability. But those are the things we will be looking at the
industry to look at for us through our SAF/AQ folks in monitoring
that $200 million.

COUNTERING ELECTRONIC ATTACK

Mr. MORAN. Okay. Thank you. Just one last, I hope we can make
it a quick one. But there also seems to be an over-reliance, at least
the Chief of Staff of the Air Force has cited an over-reliance on the
GPS system in countering electronic attack. Do you share those
concerns?

General ScoOTT. Sir, obviously in the environment we are in and
at a level we can talk now, yes, we are very concerned with the de-
nial of Global Positioning System (GPS). We are looking at that. I
think you all know that we have a space adversary squadron that
helps us in exercises so that we can exercise in those environments
with the platforms both across all services, not just the Air Force
as we go into the Red Flags and up in Alaska and down there at
Nellis.

So we understand that. We are exercising to that capability. We
are looking at ways that we can improve our inertial navigation
systems, or doing some encryptions with different things we have
with our impact GPS capability.

So we understand that. And it is not just a platform sensor.
There is also the weapons piece of that. So as you tie those two to-
gether to make sure that you are working those in congruence, so
that at the endgame, in the environment that could be out there,
that the weapon does what it needs to do.

Mr. MORAN. Thank you.

Mr. Chairman, thank you. Again, we look forward to following
your leadership on this committee.

Mr. Dicks. Mr. Frelinghuysen.
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TACTICAL AIRCRAFT OPERATION COST

Mr. FRELINGHUYSEN. Thank you, Mr. Chairman. First of all, we
all salute the combat pilots and crews and all those who do the re-
markable work that they do each and every day. Certainly I believe
hopefully we still have what used to be called overwhelming superi-
ority. But the second comment is I worry about what the Russians
are doing, the Chinese are doing, the Indians are doing, the col-
laboration between those military forces.

But I would like to focus on what was described a few minutes
ago as the economic service life issue, particularly as we look at the
Joint Strike Fighter.

It is my understanding that the Navy has developed a report,
and I think the report’s name is the Joint Program’s Total Oper-
ating Cost Affordability Report, that indicates that each flight
flown by the Navy and the Marines F-35s will cost $31,000 in
2029. This compares with $19,000 in current flight hour operating
costs for the F-18s and Harriers.

Admiral, can you outline or elaborate on these numbers and ex-
plain to the committee how worried we should be about these fig-
ures?

Admiral PHILMAN. Sir, it is a valid worry. We are looking very
closely at that. The CNO is very, very captured by the total owner-
ship cost in all of its platforms, end to end, manpower, flight hours,
all the pieces and parts that go into that calculus. But that is being
developed, the report you are talking about is being developed by
Navair Systems Command, and I don’t think I can address it di-
rectly for you, but I will get you that answer.

[The information follows:]

The Navy encourages its program managers to study the total ownership costs of
new and existing systems, and the Naval Air Systems Command (NAVAIR) esti-
mate of JSF cost per flight hour is consistent with goal. It is not prudent to make
conclusions on the total ownership costs of JSF based on the NAVAIR study alone.
Navy has not yet completed operational testing of the carrier variant and flight hour
costs are only one aspect of JSF total ownership costs. Understanding and control-
ling total ownership costs is a priority for the US Navy and we will continue to pur-

sue ways to reduce our long-term operations and support costs for all our ships and
aircraft.

Mr. FRELINGHUYSEN. Well, I assume the Air Force is familiar
with this study.

General ScoTT. Sir, from a requirements perspective, no, I am
not. I would probably say that our AF/A8, General Miller, is prob-
ably more aware of it, but I will get involved with it. I do under-
stand the O&M costs and the significant increase that we have got-
ten when we go into the F-22, F-35.

Mr. FRELINGHUYSEN. I am not setting up a potential dispute, but
I understand there is some difference of opinion between the serv-
ices on some of the conclusions of this report. What worries me is
that obviously we talk about delay here, and there has been some
delay and cost overruns. We have international partners. Don’t
they have a piece of this game here, and they have some anticipa-
tion?

Admiral PHILMAN. They do. They are watching us very closely.
Part of the cornerstone of the Joint Strike Fighter program is af-
fordability, and we are watching that very closely. I don’t think
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there is a separation between the Air Force and the Navy on this
regard, but there is

Mr. FRELINGHUYSEN. But Congress is of the view that this is
joint, that maybe somebody will get it earlier than the other, but
that the carrying costs are pretty heavy here. We are all for it.

Admiral PHILMAN. Sir, I want to reiterate, it is a valid question
and we owe you an answer. I will get you the right people to an-
swer it for you.

General ScoTT. Sir, if I could comment on the joint piece, I will
tell you that the CNO, the Chief, and the Commandant of the Ma-
rine Corps, went down to the Lighthouse, which is a large facility
down in Suffolk that enables us to do things. And the things that
they have seen to make sure that we are working on all things
joint was that the three four-stars went down there to learn about
the F-35, all things that were working with the umbrella, dealing
with the connectivity, with the data links, with the weapons sys-
tems and how we will interact.

We are really working very closely, both through the Joint Pro-
gram Office, both through the requirements piece and through the
acquisition piece to make sure that we get this right and do these
things together.

Mr. FRELINGHUYSEN. Well, I think we are reassured in hearing
that. You don’t have many options out here. You have a shrinking
industrial base, one basic line that you are going to be dependent
on. We need to get it right and we need to expedite whatever we
are doing.

Thank you, Mr. Chairman.

Mr. Dicks. Mr. Rothman.

Mr. ROTHMAN. Thank you, Mr. Chairman. Let me echo every-
one’s sentiments about the appropriateness of acknowledging the
passing of our friend and great chairman, Jack Murtha, a truly
great man, great patriot, great American, and he will be missed at
many levels.

I also want to associate myself with the remarks of those who
say how much they are looking forward to working with you, Mr.
Chairman, not only because of your experience, but also because of
your commitment to the kind of nonpartisan approach to our work
here, as well as the kind of accessibility that has been afforded to
each of the members to make a contribution and to learn.

Mr. Dicks. Thank you.

JOINT STRIKEFIGHTER CAPABILITIES

Mr. ROTHMAN. Admiral and General, thank you for being here.
Thank you for your distinguished careers of service, really remark-
able. I have said this before in other hearings, we hope that your
present service will be the best work of your careers until the next
level. But we need you to be operating at your best as well. So,
good luck to you and all of those who work with you and under you.

A couple of general questions, and I do understand the nature of
this being an open hearing. Can you respond though generally to
the capabilities of the Joint Strike Fighter versus the kinds of com-
parable aircraft that are coming out of Russia and China, in gen-
eral terms? Will our aircraft be superior? Will we have a quali-
tative military edge?
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Admiral PHILMAN. Yes, sir. I believe that to be true. It is de-
signed from the very beginning to work into what we call an anti-
access environment. So all the things that are resident in the air-
craft, designed in, the sensors, the weapons systems, the
interconnectivity that was mentioned by General Scott earlier, all
enable this aircraft to go deep and do this work at all odds.

So, the other countries are building aircraft that are very capable
and we keep our eye on that with good reason. So the whole system
of systems, not only the F-35, but the Enabler, the E-2D and the
Airborne Command Control that the Air Force has, our ships, our
command and control over the ground, I think it all plays in.

So from a greater standpoint, the F-35 fits into it to accommo-
date our ability to work unimpeded in almost any environment.

General ScotT. Sir, what I will give you is an example. The F-
35 is very complementary to the F-22, different missions, but capa-
bility-wise and what that does. I have been a fourth generation
kind of fighter pilot. I have flown against the F-22, and there is
no aircraft today that matches that aircraft. And the F-35, for the
complementary missions that it does today, will be very similar to
that. So I am very, very satisfied that today and where we are, that
where we can fight and do the things, we are the best.

Mr. RoTHMAN. Obviously we are projecting the use of the Joint
Strike Fighter many years out into the future, and I am certain
that you have considered our potential adversary’s work in the fu-
ture as well. So they are not going to be staying at home just
twiddling their thumbs. They are working on ways to match or
overcome our Joint Strike Fighter.

ELECTRONIC ATTACK AIRCRAFT

But I know my time is limited, and it fits in with the general
pattern and what the Admiral was saying about how it fits into the
general whole of our air superiority. But I am very concerned about
electronic warfare and the jamming of their systems by us and the
acquisition of our superior aircraft at early times by our enemies
sufficient enough to give them the opportunity to deny us air supe-
riority. That concerns me a lot.

Are you worried about that enough, and are we doing enough to
address what I consider to be in a way an asymmetrical threat,
folks who don’t have aircraft like ours and other capabilities like
ours, but can acquire us far away and at great heights and then
knock us out?

Admiral PHILMAN. Yes, sir. Without question the adversaries
continue to exploit the electromagnetic spectrum at much reduced
costs of what we do to counter their efforts. Right now, I mentioned
that we are recapitalizing our Prowler squadrons the EA-18G.
That is going to be 10 squadrons on the ships and four expedi-
tionary squadrons, plus the Marines. That is an excellent platform
and has great capability. But it is only a piece of the puzzle.

There are other parts. The Joint Strike Fighter will have resi-
dent capability to be able to work within that and contribute that
system, as will almost every other airplane we have. We have gone
to places. We have some very good modeling centers. The question
was asked earlier how is this working, are you worried about this
developmentally. We worry about what the adversary is building,
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how they can counter us. We are trying to model their capabilities
and then we will work our way through countering those before
they ever even fly, making those capabilities resident in not only
the F-35 and the EA-18G, but the rest of the force as well. I be-
lieve that is true for the Air Force.

Mr. ROTHMAN. And your budget request for fiscal year 11 is suffi-
cient to pursue those capabilities to your satisfaction?

Admiral PHILMAN. Yes, sir, for the Navy.

Mr. ROTHMAN. For the Air Force as well?

General ScOTT. Yes, sir. I will pile on to what Admiral Philman
said. It is a family of systems. It is not one system, as you said,
like with the fighter itself. It is how you cover that entire spec-
trum, that electronic magnetic spectrum. What we don’t want to do
between the two and three services is to be redundant. There will
be overlap in how we cover that spectrum. But we want to make
sure that between the three services and the fiscal realities that
are out there, that we have got it all covered. And I think we do
a very good job of that with the organization that I previously men-
tioned on how we want to spend our funds to make sure that we
are covering the spectrum today and as we look into the future.
And in a closed session, Mr. Chairman, we could actually get into
a lot more details about those capabilities.

MISSION CAPABILITY RATES

Mr. ROTHMAN. One last thing about the maintenance. You were,
General, comparing the superior qualities of the F-22 in a certain
way to the Joint Strike Fighter. It has been said that the low ob-
servable maintenance for the F—22 has led to substantial decreases
in mission capability rates and that there is the same low observ-
able maintenance proposed for the F-35 and there is some concern
about decreases in mission capability rates for the Strike Fighter.

Do you share that view?

General ScorT. What I will share with you is that if you look at
all our stealth capabilities starting with the F-117 and the B-2
and now the F-22 and working our way to the F-35, we have al-
ways started off with lower rates. We look at it from four areas.
We look at it from the material, the system, the management of
that system and the manpower. And part of it just is how are we
teaching these young men and women, these young Airmen that
are out there that are working on this material, to enable them to
make sure that they are doing the right things.

We have made great strides. If you go back and look at the F-
117 and look at the mission capable (MC) rates and the ability that
we learned from low observable (LO) maintenance and now we are
applying it to the F-22 and we will also apply it to the F-35, and
we are handing those lessons learned both to the Marines and the
Navy to make sure we don’t reinvent the wheel.

I will tell you that the MC rates were low in the F-22. If you
look at the trends, they have trended up. They do not currently
meet what I will call the threshold and objectives or the Air Com-
bat Command’s MC rates. They are probably in the mid-60s. But
they were well below that and the trend is up, and we believe we
have reached that knee in the curve with the different places that
we are working as we work those things.
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There will be different issues with different places that you place
this aircraft. Obviously Holloman Air Force Base, New Mexico is a
great place to have these kinds of aircraft because of the environ-
ment. And there are other things we are learning from, such as the
environment and how that dictates to the things that happened to
those kinds of materials.

Admiral PHILMAN. Sir, as was mentioned, the Navy is early to
this game. The Super Hornet has some LO characteristics, but it
is not a durable aircraft. So we are taking the lessons learned from
the Air Force and applying it to the Navy’s F-35C. Of course we
are going to operate in a different environment, in the maritime,
close to the water always. We will probably see some challenges
that weren’t there before, but we are capitalizing on every oppor-
tunity to learn from what has been done before.

Mr. ROTHMAN. Thank you, chairman.

Mr. Dicks. Ms. Granger.

JOINT STRIKE FIGHTER QUANTITY

Ms. GRANGER. Thank you very much. Thank you for your service
and thank you for your appearance today.

You have talked about the changes in the F-35 and that you are
planning to buy 43 for 2011. My question is, the total requirement,
it was at 2,443. Is that still the number, or has that changed?

General ScoTT. Ma’am, I don’t know the total requirement across
the entire F-35. 1,763 is still the Air Force’s program of record,
and we are planning on buying 1,763. Across the Future Years De-
fense Program (FYDP) and where we are sitting right now, we are
67 less, but with the ramp up and where we are going to end up.

As you well know, this is critical to the backbone of our Air
Force. This is the replacement of the A-10 and the F-16. And as
our Chief has said, this is the future of the fighter force of the
United States Air Force from the global precision attack mode that
we will be using this aircraft for. So we haven’t changed the num-
ber.

Admiral PHILMAN. Likewise, ma’am, the F-35C in the case of the
Navy is going to carry the water for us well into the next few dec-
ades. Our legacy aircraft will be supportive. But our program is
680 airplanes. That has not changed in quite some time. The actual
mix has yet to be determined. The Commandant of the Marine
Corps and the CNO have an agreement that we will address that
when we have enough data to make that decision. When I say the
mix——

Mr. Dicks. That is both the Navy variant and the Marine Corps
variant?

Admiral PHILMAN. Yes, sir, that is correct. So the Department of
the Navy is 680 aircraft. They will be divided up between the Navy
and the Marine Corps, the F-35B, which is the STOVL version,
ano}i the F-35C, which is the CV version. That decision is yet to be
made.

Ms. GRANGER. Thank you very much. I know that the previous
plan called for as many as 80 Air Force versions and 50 Navy-
Marine Corps versions. Do you know when you will have a steady
state annual production number?
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General ScoTT. What we are being told is that in 2016, the ramp
will go from 48 to 80. That was the initial ramp, the initial pro-
curement buy. And that in 2016, initially prior to the restructure
it was 2015, and we are looking at the ramp now in 2016 to be at
the 80 buy.

Admiral PHILMAN. Likewise, ma’am, the restructure will cause
some perturbation and move it to the right to some extent, but the
steady state I think is 50 for the Navy.

Ms. GRANGER. I am sorry, what did you say?

Admiral PHILMAN. The steady state I think is 50, but when that
will occur we will have to see, where there is uncertainty now with
the restructure. But for us, for the Navy anyway, the restructure
does allow for more logical ramp-up. So we are taking the ones that
we are taking now in a more logical step so they can flow into test-
ing and then delivery for a fleet of airplanes in a more logical way.
So the restructure comes at a pretty good time for the Navy.

Ms. GRANGER. Thank you both.

Thank you, Mr. Chairman.

Mr. Dicks. Ms. Kilpatrick.

AIR DOMINANCE

Ms. KiLPATRICK. Thank you, Mr. Chairman. I too want to add my
remarks in terms of just you, who you are. I have been to your dis-
trict. I know the commitment. For 30 years you have been on this
committee. I am sure we will continue the legacy of our chairman.
It is heavy for me this morning, I am sure it is heavy for every-
body. But thank you for your service.

Admiral, General, good morning. It has been very instructive,
and I have been reading yesterday evening and this morning still
to a word, and you both have said it, air dominance. General, are
we number one or not?

General SCOTT. Yes, Ma’am, by far. No one comes close.

Ms. KiLPATRICK. That is what I want to hear. Admiral?

Admiral PHILMAN. Yes, Ma’am. No question. No one else comes
close.

Ms. KirLpATRICK. That is important, particularly in the world
today and how we are going in Afghanistan. It is totally different,
as you well know.

General SCOTT. And Ma’am, I will tell you why that is important.
Not since 1953, the Korean War, has a Soldier, Sailor, Marine or
Airman on the ground been attacked from the air, and that is the
air superiority that these three services give the folks on the
ground. And it is not just soldiers. There are, as you well know,
in Afghanistan and Iraq, all four services, to include the Coast
Guard, are on the ground there.

Ms. KILPATRICK. And that is important, this whole joint effort.
And being new on the committee, just learning that and how you
work together is awesome in my opinion. I have been to, as I men-
tioned, a few of the districts and in Iraq. I have seen the young
men and women, 75 percent of them between 17 and 25. They are
babies. I am a grandmom. So that is something for me, totally com-
mitted, doing their mission.
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JOINT STRIKE FIGHTER ALTERNATE ENGINE

I want to go back to the second engine thing of the F-35. Gen-
eral, I heard you say that F—22 was what you like for what it does.
That is the aircraft you have flown and is superior.

General ScoOTT. I have never had the opportunity. If you can find
a way to get me into an F-22.

Ms. KILPATRICK. Oh, you haven’t done it. I misunderstood.

General SCOTT. No, Ma’am. I have flown against the F—-22. What
I will tell you, having flown against many a different aircraft
across the inventory, the F-22 is without a doubt the air domi-
nance aircraft that you want supporting your troops.

Ms. KiLPATRICK. So the F-35 we are moving to in terms of the
Joint Striker effort?

General ScorT. It is a complementary aircraft. If you look at
when we take the two missions and the mission sets, the two of
them complement each other to enable them for the joint com-
mander that is running the campaign to be able to do different
things with the different fighters.

Ms. KILPATRICK. I see. And together they increase that domi-
nance?

General ScOTT. Yes, Ma’am, they do.

Ms. KIiLPATRICK. Chairman Murtha always talked about the sec-
ond engine. I think this committee has put in I think it is over $1.7
billion to begin development of that. The Department has always
said no, they are not going to do it and really have not moved. In-
asmuch as we are in combat, it looks like forever, unfortunately,
why? Can you speak to that? If that is over your head, if it is, just
say that.

Admiral PHILMAN. Ma’am, there are two different models of the
engine. With it comes your basic sustainment, your logistics, the
expertise to install or remove the engine and all the things that go
with that.

In the case of the Navy, within a very large population of air-
planes that are going to be out there for the F-35, but for us 680
airplanes, and the way that we envision and we do operate them
on the amphibious ships and the aircraft carriers. So keeping a
smaller pipeline so that we can have a more skinny down logistics
at sea, the sustainment and the types of engines we would have
to store on the aircraft carrier, it makes the most sense for us to
have one engine type.

Ms. KILPATRICK. So then should this committee withdraw its 1.7
billion in that effort and rely on you guys who we think we don’t
know anything to move forward?

Admiral PHILMAN. I don’t mean to insult the committee.

Ms. KILPATRICK. I don’t mean that facetiously. I am serious. Be-
cause one thing about this Congress, they don’t understand $630
billion to defense when we don’t have housing, health care, and
education and other things properly funded. So we have to rear-
range dollars. I want the most.

I am totally committed to the national defense of this country
and to the young men and women and their superiors who protect
us, but I think we have to be smarter as we move forward. And
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what you just said, Admiral, and that was like a nice little 30 sec-
ond something, that was good. I am a former teacher. I received it.

But I am concerned. I don’t know that we keep appropriating
this if you are not going to use it. Chairman Murtha didn’t get here
by happenstance. He was a decorated Marine, an intelligence offi-
cer. So I mean he had to have some reason to continue the funding,
and I am wondering if we ought to continue it.

General ScoTT. Ma’am, from the Air Force perspective, and the
Chief talked about this with the Secretary yesterday at his hear-
ing, as we look at the cost of the second engine and we look at the
cost of the aircraft, what we don’t want to do is decrease the
amount of aircraft that we buy. Competition is good. But the fact
if you look at the F-22 is a single engine, if you look at the F-18,
it is a single engine, we have over the last 30 years done a lot of
work with engines, and currently with what we have done with
this particular engine, we are satisfied through the tests and where
it is at, that this will be the engine that we want. And it is in the
low rate initial production (LRIP) right now for the first ones that
are coming out.

Mr. Dicks. Will the gentlelady yield just for a second? Our staff
has been told repeatedly by the former program manager that the
biggest problem they had was with the engine of record. Now, I am
new to this issue, but is that true? Are most of the problems with
the Joint Strike Fighter with the engine?

Admiral PHILMAN. There were issues with the engine early on,
sir. But right now, we are beyond that. We are already receiving
LRIP engines to be delivered to production aircraft. It is on the
ground. The total test on the engine exceeds I believe 13,000 hours.
So I believe the manufacturer and the program has gotten beyond
that point. So we have a reliable engine that we can use right now.

Mr. MORAN. The chairman is absolutely right. The program man-
ager testified to this committee it was the engine that was the
cause of the delay.

Admiral PHILMAN. Yes, sir. I am not sure when that testimony
occurred. But——

Mr. Dicks. We are glad to hear that. We don’t want this not to
work. But we want to know what the facts are.

Admiral PHILMAN. To my knowledge, this engine is performing,
and we haven’t had any airborne emergencies with the engine, and
on-the-ground testing——

Mr. Dicks. Maybe that is the reason the program manager is no
longer the program manager. Anyway, I yield back to Ms. Kil-
patrick.

Ms. KiLPATRICK. That was a good way to end that. And why is
he not the program manager any longer? Don’t answer that.

I will just go back and I am finished. Chairman Young men-
tioned, do we have enough fleet? Are we going to be short? Do we
have enough war fleet to do the job? We are in a war and a half
right now. I mean, the F-35 sounds like it is a good one, but you
don’t want another engine. Air dominance, can we sustain it?

General ScOTT. Yes, Ma’am. We currently have and in the plan
with mitigation from an Air Force perspective, if you are looking
at our fighter force structure, we are right now at what we will call
a 2,000 number for a total aircraft inventory, approximately 1,200
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combat coded aircraft. If you look out in the outyears, there is, as
the Chairman has mentioned, with the Navy, there is a bathtub,
if you want to call it that, in about 2024 of about 185 aircraft.
There is mitigation that we are working right now. One of them
is with the 176 F-15s to increase their length. One of them is with
the Block 40s and Block 50s to modernize that fleet. But we look
yearly if not daily at where we sit today and where we want to be
in different segments of our force structure.

We also want to make sure we have the right balance. Today we
have eight percent fifth generation aircraft. In 2024, which is the
segment we look at, we have 51 percent fifth generation aircraft.
As we start looking at that capability, the fleet size, because if you
look at what those aircraft can do compared to the fourth genera-
tion, they can do a little bit more. So do we need 4.5 F-16s? And
we are working those analyses with our folks that do that kind of
stuff.

But we are trying to make sure we have the right balance in the
fleet. And that goes with manned and unmanned as we look out
to the outyears. But there is work that we are doing. We are at
a medium risk, but we are satisfied that we can support the Nation
with the fleet that we have in the United States Air Force.

Ms. KILPATRICK. We rely on you experts, who have given your
life and dedication to your current positions and before, to make
those determinations. That is not what we do here at this com-
mittee. But we certainly want to be in the realm of appropriating
what is appropriate and at the same time safe for the country.

Thank you very much for your testimony.

Admiral PHILMAN. Ma’am, if I could add to that from the Navy
perspective, we have enough aircraft now to conduct our missions,
but there is looming out there with the delay of the Joint Strike
Fighter and as we are using up the life of our legacy Hornets, we
are concerned about that. So we are doing everything we can to
make sure we extend the life, use our aircraft appropriately, and
in the case of the legacy Hornets, the A through D, down to the
squadron level, we have a service life and management program
where the squadron commanding officer actually allocates how the
aircraft will be used, how many catapults and arrested landings it
will have, what kind of particular mission they would be used on,
so we can work our way through potential shortfalls.

Ms. KiLPATRICK. Thank you.

Mr. Dicks. Mr. Visclosky.

NEXT GENERATION BOMBER

Mr. ViscLoOSKY. Thank you, Mr. Chairman.

I apologize for being late and simply would make the personal
observation that I find myself saddened that Mr. Murtha is not
with us obviously. It is a fundamental change as far as the work
of the committee.

But I appreciate your long work, your expertise, and you will do
an excellent job, and I certainly want to be supportive in any way
because I know also we will continue in the bipartisan fashion and
the diligence that we have in the past, so I appreciate that very
much.
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I have particular concerns, gentlemen, with the alternative en-
gine. It is my understanding, and obviously the gentlewoman from
Michigan has discussed it with you as well, that that has been cov-
ered, so I will not have specific questions except to reiterate my
concern that I do think there is a value in competition.

Having a concern generally about the industrial base in this
country and the fact that some day we are not going to make any-
thing here. And whether it is the Pentagon or the Department of
Transportation or any other agency of the government, if we only
make one of everything, pretty soon we are not going to make any-
thing here. And I certainly want to add my voice of concern and
to note for the record that over the last 4 years, the subcommittee
has provided $1.7 billion for an alternative engine because of the
importance we attach to it.

What I would want to focus on at this point is the next genera-
tion bomber. And, General, I would like to know what the require-
ments and capability you would be looking for in that next genera-
tion. Would you anticipate it would be manned or unmanned as far
as the vehicle?

General ScOTT. Sir, in the manned and unmanned requirement
that will be part of the subject that OSD is looking at. Right now,
I would say—I don’t want to say we are agnostic, but we are wait-
ing. We believe that, other than personally, depending on what we
do the capabilities of that aircraft, if that aircraft ends up with
some type of nuclear mission, then I agree that it ought to be
manned. And those will be things and those will be in the study
as we look at it.

But as you look at what is the capability, whether manned or un-
manned, in the realm of possibility, sir, either one of those could
work if you start to look at those kinds of technical maturations
and where we are at. It just depends on what we do with it.

Mr. ViscLosky. What is your time frame and acquisition costs?

General ScotrT. Sir, we don’t have any acquisition costs right
now. As you, know, you all helped us and we put some money in
the industrial base for 2011. We are looking at this study to affect
2012, but we are looking at fiscal 2013 to start working the aegis
of where we are going to go with this particular program and the
requirements that we have looked at.

MODERNIZATION OF LEGACY BOMBERS

Mr. ViscLOSKY. And can I ask you about modernization require-
ments for the existing bomber fleet and what you anticipate that
looks like over the coming 2 to 5 years?

General ScOTT. Because of the ability to continue the B—1 and
the B-2 and the B-52, we kind of look at it in four realms: how
are we going to sustain it; the lethality of the aircraft; the respon-
siveness of the aircraft; and the survivability of the aircraft. Of
those three aircraft, bomber sustainment and modernization fund-
ing over the FYDP totals $5.8 billion with approximately $1.2 bil-
lion for both the B-1 and B-52 and $3.4 billion for the B-2.

As we look at the different things as we sustain lethality, one of
the things we want to look at on these bombers is advanced tar-
geting pods. Can we put those kinds of things on these bombers?
Greater modernization on the B-2. The defense management sys-
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tems on the B-2. Some of the connectivity as we look at analogue
versus digital, the B-52, the B—1, and those three bomber fleet that
we are looking at, we want them to have that beyond-line-of-sight
capability as so they are sitting here working with the satellites,
they can talk with the different aircraft that are in the air.

So we are aggressively looking at those three aircraft in the mod-
ernization program across the FYDP. That is part of our phase, be-
cause we look at the phase of what I will call long-range strike. We
want to sustain the legacy fleet that we have as we start looking
at the tech maturization of what will be. And then we also want
to start looking at the standoff capabilities.

In phase two, then, we are hopefully into a long-range strike ca-
pability standoff bombers. We might start looking at that point, is
there a possibility of retiring? And then we get into the phase three
where we have the long-range persistent strike platform.

Mr. ViscLosKY. Thank you very much.

And again, I do have a serious concern about that alternative en-
gine issue.

Mr. Chairman, thank you very much.

Mr. Dicks [presiding]. I will yield to Mr. Hinchey. But let me ask
one question. The B-2 can penetrate. And the others basically have
to stand off. You use long-range cruise missiles. In looking at the
next generation, wouldn’t the ability to penetrate still be an impor-
tant issue whether it is manned or unmanned?

General ScoTT. Sir, from the Air Force perspective, we believe
that this aircraft needs to be a long-range persistent and anti-ac-
cess environment platform. In other words, it needs to penetrate
into the anti-access environment. That is the requirement. We
want it to be survivable. We want it to have the right range and
payload to be able to get into the environment of the anti-access
environment. Those are the requirements we have stated.

Mr. Dicks. Is $200 million enough money to get it together doing
the work that they have been doing, or should there be additional
money added by the Congress?

General ScoOTT. Sir, currently talking with the industrial base,
$2{)10 million will cover that. I would say any additional amount
wi

Mr. Dicks. How much did we have in 2010?

General SCOTT. Sir, can’t get into that.

Mr. Dicks. That is right. It is classified.

General ScoTT. Yes, sir.

Mr. Dicks. Mr. Hinchey.

COMBAT SEARCH AND RESCUE HELICOPTER

Mr. HINCHEY. Thank you very much, Mr. Chairman.

And I want to express my appreciation and gratitude to you for
taking over the responsibility of this very important subcommittee
here. And it is a great pleasure for me to be with you, and I thank
you for everything that you are doing.

Gentlemen, I thank you also very much.

I wanted to just mention the combat search-and-rescue helicopter
program which was terminated by Secretary Gates sometime late
last year as I remember. And I am wondering if there is any under-
standing of the need for that program. Is there going to be any ini-



104

tiatives that are going to be reinvigorating it? Starting it up again?
The context of its use presently, as I understand it, there are a
number of these that are being used for rescue operations in the
context of Afghanistan right now.

And I just wonder if you have any insight on this and what you
think the next move is going to be.

General SCOTT. Sir, you are right. The Resource Management
Decision (RMD) 800 terminated CSAR-X. What it did not terminate
is the mission itself. There are studies that are being done by Joint
Forces Command on combat search and rescue. The Air Force has
the combat search and rescue piece of that. All services have the
search and rescue capabilities out there. It is the ability that the
Air Force has to go into a lethal environment and hostile environ-
ment.

The program of record is 112. There are currently, as of today,
I believe it is 96. We are going to buy back to the 112, get our oper-
ational loss aircraft and get ourselves—there are four in the 2010
budget, and we are planning on in the program to continue that
to get ourselves back to 112.

With that Air Combat Command, is relooking at the analysis of
alternatives, and what is the next generation helicopter if we are
going to look at that? We are also working with AT&L through an
acquisition decision memorandum to recapitalize the fleet with the
current aircraft that we are getting, which is the HH-60M, which
is a current line that the Army has with their Blackhawks.

So we are working very closely with AT&L through the AQ folks,
Major General Randy Fullhart and myself. And we are working
with ACC on the requirements. But you are right. The dwell time
on these young men and women, and it is not just the aviators in
the front; it is the guardian angels in the back that are doing God’s
work is what I will tell you. Because it really isn’t right now just
all search and rescue. It is medivacs. It is that golden hour rule
that we live by to make sure that we can get that young man and
young woman on the ground to a facility within 60 minutes, and
they are meeting that requirement and doing that job superbly.

Mr. HINCHEY. So the content of this material is available readily
now, and it is in enough——

Mr. Dicks. Congressman Hinchey, would you pull your mike up
closer?

Mr. HINCHEY. The availability of these are standard now, and
there is a level that is meeting the necessities, the requirements
and specifically with regard to the circumstances that we are expe-
riencing in Afghanistan, but also in Iraq to some extent. I assume
that there are enough of these now, and there is a study going on
I assume to figure out what is going to be the next move on this
issue?

General ScOTT. Yes, sir, we are meeting the requirement. What
I will tell you, though, is the dwell time for these young men and
women is as high as any dwell time we have in the Air Force. It
is about a one-to-one dwell time. For some of them, it is even a lit-
tle worse, about .98, and others it is about 1:2. But that doesn’t
count those at the 1:2 dwell time that deploy to Korea and other
places that they do.
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We are looking at, is there a need, or do we restructure and re-
balance this force structure in a way that the active component and
the ARC component how we share that wealth with the dwell time.
So we are working that. ACC is working the new AOA, the analysis
of alternatives, to see if the requirement is better. And the R&D
left, I believe, about $2.6 billion in it to get us operational. And we
are also working on the recapitalization on the rest of the fleet.

Mr. HINCHEY. Thank you very much.

Mr. Dicks. Mr. Tiahrt.

LIGHT ATTACK AIRCRAFT

Mr. T1AHRT. Thank you, Mr. Chairman.

You look good in that suit. You got my vote.

I have one concern. I picked up in the light attack platform, ISR
platform, that currently, we have the TA6—TG6A, excuse me, which
has over a million hours on the airframe. We are in flight test
starting in the first week of March. It has a light attack platform
with ISR capabilities.

But I found out that there is a program now where the Navy is
leasing a Super Tucano; in fact, they are leasing four of them for
$11 million a year. And the T6A platform only costs $10 million.
So why are we spending a million dollars more to lease the aircraft
for 1 year when we could purchase an American aircraft for less
money?

And I have to tell you, Wichita, where I come from, is the air
capital of the world. We have over 20,000 aircraft workers laid off.
This platform would get about 800 of them back to work. I am
hard-pressed to find it acceptable for us to lease aircraft from Bra-
zilians, from Embraer, when we have an American platform that
exceeds the capability. And I am very concerned about the way this
is progressing with the lease. The lease goes outside the competi-
tive process. And I think we would have a better chance based on
the lease cost of winning a competitive bid.

I guess what I would like to know is, why are we pursuing this
lease when we have an American capability available? And why are
we going outside the procurement process and using a lease when
we could have a fair and open competition?

Admiral PHILMAN. Thank you, sir.

I have actually toured all of those lines out there, and I commend
the people in Wichita. That is very impressive. You are speaking
of Imminent Fury, which was a project that started I think in
2007. The Secretary of the Navy was touring the Middle East, and
he asked the Special Operations Forces, what is it that you need
that you don’t have now? And they roughly defined the characteris-
tics of a light attack airplane with some sort of ISR and special
configurations. That became what is known as Imminent Fury, and
phase one, which is a CONUS-based testing, and we are about to
go into what is called phase two, which is combat verification.

Those airplanes are leased, because that was the airplane that
was available at the time. The T6B certainly is a very nice air-
plane, but it wasn’t quite ready just yet.

As they go into the combat verification, that will be competed.
That doesn’t exclude any capable aircraft from being considered for
that combat validation, sir. So I don’t have any—right now those
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aircraft are on lease, and that will be the plan, but that does not
mean it will not be competed. As a matter of fact, we insist that
it be competed.

General SCOTT. And when he says “those aircraft”—the aircraft.
There is currently only one aircraft on lease. The other four right
now are not on lease. Those will compete with the Navy Acquisition
Program. The initial Imminent Fury aircraft back in 2008 time
frame basically for what they needed to validate the mission as
they were going forward, the particular aircraft that met that was
the Super Tucano.

Mr. TIAHRT. So you were trying to validate the mission, not the
aircraft? Or the capability, not the aircraft?

Admiral PHILMAN. That is correct, sir. What is it that can bring
instant command and control or instant support to the Special Op-
erations Forces? What kind of equipment would be on the aircraft?
And you figure out this would work; this would not work. Make a
different modification. That is the concept, sir.

Mr. TIAHRT. And it is your intent to competitively bid the follow-
on?

Admiral PHILMAN. The follow-on will be competitively bid in the
acquisition process. Yes, sir.

Mr. TIAHRT. Thank you.

Thank you, Mr. Chairman.

JOINT STRIKE FIGHTER ALTERNATE ENGINE

Mr. Dicks. The famous JSF Stealth business case analysis, is it
finally here? Do we have a case on the alternate engine much tout-
ed by Secretary Gates? We understand that it may have arrived.
Can you summarize or tell us what is in this business case analysis
on the alternate engine.

General ScOTT. No, sir, but I will get it for the record for you.
I have not seen it, but we will make sure that I get it for you.

[The information follows:]

The Joint Strike Fighter Engine cost/Benefit Analysis update was provided by
Deputy Secretary of Defense to Chairman Dicks on February 23, 2010.

Mr. Dicks. Do we know who did it?

General ScOTT. No, sir, I do not.

Mr. Dicks. Was it a contractor, or somebody in the government,
or do you know?

Admiral PHILMAN. We will have to get that. I don’t know who did
it.

Mr. Dicks. Do you know about this if there was a business case?
The question fundamental—one of the major issues between the
administration and the Congress, wouldn’t you know about this?

General ScoTT. I don’t know if we would know it from the re-
quirements perspective, because as we state and we work through
the Joint Capability Integration and Development System (JCIDS)
process, I would believe that Major General Jay Lindell, who is the
SAF/AQP who works the acquisition piece of the F-35, would have
a better idea, and I can get with Jay and talk to him.

Mr. Dicks. We want you to look at this.
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General SCOTT. Yes, sir, we will look at this, and we will get you
the information we know that that has been brought up by several
members.

[The information follows:]

Yes, a cost analysis was conducted by the Director of Program Analysis and Eval-
uation (PA&E), now called Cost Analysis and Program Evaluation (CAPE), within
the Office of the Secretary of Defense.

The analysis concluded that there would be no net cost benefits/savings from dual
source competition. Specifically, the analysis considered three categories of costs as-
sociated with maintaining two engine producers:

1. Non-recurring development: The non-recurring Research & Development invest-
ment required for a second engine source is approximately $2.5 billion.

2. Production cost: The analysis concluded that splitting the production buys be-
tween two sources would result in an increase in production costs. This is due to
3 factors: (1) learning curve effect is reduced when significantly fewer units are pro-
duced by each source, resulting in production cost increases of approximately $700
million; (2) fixed costs are amortized over fewer units for each source: (3) cost of
outsourced items increases due to fewer units for each source. The PA&E (CAPE)
analysis concluded that more than a 20% competition cost benefit would be required
to recover the non-recurring development cost and the additional production cost.
This is consistent with the 1998 Program Management Advisory Group (PMAG) as-
sessment that savings of 16% to 22% would be required to recover the added costs
of maintaining two sources. PA&E (CAPE) found that Department of Defense experi-
ence does not support this magnitude of savings.

3. Support cost: The analysis concluded that maintaining two engine suppliers
would result in an increase in support costs. These engines are not build-to-print
designs. Although both engines are designed to have identical external interfaces to
the aircraft that make them interchangeable, the two internal designs are almost
completely different. Additional support costs would fall into 4 primary categories:
(1) Spare parts—Most of the engine parts are unique, including the fans, turbines,
combustors and compressors. This requires establishment of two separate spare
pipelines both in the fleet and at the depots. (2) Organization (Fleet) level repair—
The configuration differences drive additional training and tools for fleet mainte-
nance personnel. (3) Depot level repair—Two separate depot capabilities would need
to be stood up. This drives additional non-recurring costs and additional recurring
unit repair costs since each repair line would handle fewer units. (4) Engine up-
grades and imporvenents—Future modifications for reliability improvements, safety
enhancements and obsolescence management would need to be done on two different
engines, driving additional recurring and non-recurring costs.
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Information Memorandum
Update of Joint Strike Fighter (JSF) Alternate Engine Cost/Benefit Analysis

This memo provides historical background information on the JSF alternaic engine
program as well as a summary of the CAPE alternate engine cost and cost/benefit
analyses that have been developed since 2007.

The Department has not funded an alternate engine for the JSF program since
2007 because in the Department’s view, a second engine is unnecessary and too costly.
This position is most recently reflected in the FY 2011 President’s Budget submission
which, once again, does not include funding for the JSF F136 alternate engine. The
Department’s position is based in part on updated analyses which continue to show that
the business case for a JSF alternate engine is not compelling, and that the alternate
engine program would require a significant DoD) investment of additional resources
within the FYDP.

Previous JSF Alternate Engine Analyses

The JSF F136 alternative engine program began in 1996, consistent with
congressional direction. In the December 1997 Selected Acquisition Report, Navy and
Air Force committed to funding the alternative engine throughout the Future Years
Defense Program (FYDP). In the FY 2007 President’s Budget, DoD recommended
termination of the JSF alternative engine program. In response, Congress reduced JSF
aircraft production quantities and reallocated the resources to the continued development
of the F136 engine program. Congress also directed that the GAO, an FFRDC (i,
IDA), and the CAIG develop separate, sequestered analyses of alternative engine
acquisition strategies for the JSF program.

In March 2007, the CAIG (now CAPE) delivered an extensive cost-benefit
analysis report on the F136 alternative engine acquisition strategies to the Congress (Tab
A). At that time, the CAIG found that the potential life-cycle cost savings from a
competitive F136 engine acquisition strategy for JSF were not compelling, and estimated
that the alternate engine would cost an additional $1.2B in net present value. The report

_did document other potential benefits from a competitive F136 acquisition strategy such
as providing a hedge against potential technical problems in the baseline F135 engine.
and motivating increased contractor responsiveness through competition. The results of
the 2007 CAIG analysis are similar to those presented in the 2007 IDA study. Both
studies found that investment costs would not be fully recovered during the procurement
phase of the program. In contrast, the 2007 GAO report to Congress was more favorable
toward a competitive alternative engine acquisition strategy for reasons that are not
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readily apparent. A February 2009 report from the Congressional Research Service'
provides an excellent summary and comparison of the three reports provided to Congress
in 2007.

Update of the 2007 Analysis

Since 2007, Congress has provided an additional $1.3 billion in RDT&E funding
in FY 2008-10 for continued development of the F136 alternative engine.

In 2010, CAPE was tasked to update the 2007 cost-benefit study of the
competitive alternate engine acquisition strategy for the JSF. In response, CAPE updated
two key factors in the 2007 analysis: 1) the additional appropriations through FY 2010
that had been directed by Congress for development of the F136 alternative engine,
which now represent ‘sunk costs’; and, 2) the cost estimates for the primary and second
engine System Design and Development (SDD) programs based on more recent actual
cost information from both engine programs. The CAPE 2010 update made no other
changes to the extensive list of assumptions used in the 2007 report to Congress,
including the assumption that competition would begin in 2014,

As expected, the 2010 update analysis indicates that a competitive engine
acquisition strategy becomes slightly more attractive in an economic sense than the 2007
analysis for the report to Congress. This is because the costs of the SDD program for the
second engine have become increasingly sunk with the additional directed congressional
appropriations in FY 2008-10 for the F-136 development program. While the 2010
updated result is in fact more favorable to a competitive acquisition strategy than the
2007 analysis suggested, the fundamental conclusion remains the same: the potential life-
cycle cost savings from a competitive sourcing of engines for the JSF program do not
provide a compelling business case. In net present value terms, the estimated costs of a
competitive engine acquisition strategy are projected to be approximately equivalent to a
sole-source scenario, or at the breakeven point, as a result of the additional sunk costs for
the F-136 development program during the last three years. A table summarizing the
results of the 2010 update and a comparison to the results of the initial 2007 analysis are
provided at Tab B.

Implications of JSF Program Restructuring

During the preparation of the FY 2011 budget, the JSF program was restructured
by adding four additional aircraft to the SDD flighi-test program for the JSF aircrafl,
extending the duration of the SDD program by thirteen months, and reducing near-term
JSF aircraft procurement quantities in accordance with the recommendations of an

" Bolkcom, Christopher, Propased Termination of Joint Strike Fighter (JSF) FI36 Alternate Engine. Congressional
Research Service, February 18, 2009,

2
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Independent Manufacturing Review Team (IMRT). Based on this restructuring, CAPE
assesses that the competitive procurement of engines would now begin in 2017, three
years later than the 2014 date assumed in prior analyses. This adjustment more
appropriately reflects the programmatic and schedule changes incorporated into the
restructured JSF aircraft development program, as well as the status of the alternative
engine development program. It would provide necessary time to complete
developmental qualification of the alternate engine. It would also provide a sufficient
window for directed production buys to allow the second engine source to progress, with
learning or cost improvement, to be positioned to compete more effectively with the
primary engine source beginning in 2017.

Based on this assessment, CAPE analysis shows that it would require a DoD
investment of $2.9 billion (T'Y $) over the next six years to get the alternate engine in
position for competition. This investment would:

Complete the development program (i.e., SDD) for the alternate engine.
Fund an engine “component improvement program” (or CIP) to maintain
engine currency.

* Perform directed buys of engines from the primary and second sources to
prepare for a competition.

» Procure tooling, support equipment, and spares.

Differences in ‘sunk cost’ estimates

Congress has suggested that the alternative engine development costs are
approximately 75% sunk, based on the total projected cost of the alternate engine
development program (i.e., the SDD program), and question the need for the additional
$2.9B to get the second engine to competition. Although CAPE’s estimate of
development (SDD) costs varies a little from Congress” estimate, the major source of the
difference is what is included in the cost to get to competition. The 75% estimate
excludes associated Component Improvement Program (CIP) costs, which are recurring
costs funded in the RDT&E appropriation that would continue through the duration of the
JSF aircraft program. This figure also excludes all costs that would normally be funded
in the procurement appropriation: the costs to perform directed buys of engines from the
primary and second sources to prepare for a competition; and costs to procure tooling,
support equipment, and spares to enable DoD to conduct competitive procurement of JSF
engines beginning in 2017.

Wl

Christine H. Fox
Director, Cost Assessment and Program Evaluation
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JOINT STRIKE FIGHTER STATUS

Mr. Dicks. Tell us about the Navy variant and the Marine Corps
variant. How they are doing on Joint Strike Fighter? We have been
getting the review of each of these programs, and General Scott
can talk about the Air Force variant.

Admiral PHILMAN. Okay, sir. For the Marine Corps the F-35B,
known as the STOVL version, we have three of those aircraft at
Pax River right now, and they are beginning the test. So we are
learning more. You might have heard issues about the exhaust or
the downward plume, because it has—not only does the exhaust
turn down, it has a lift fan in the center of the aircraft so it can
do the vertical landings. There was some concern about the heat
and how it might affect the flight deck of the amphibious ships. So
that testing is being done.

It is called the hover pit testing where they strap the airplane
down and simulate the landing. Early report is that it is going to
be okay. We have tested with coated and noncoated surfaces and
various combinations to make sure that we understand how this
aircraft would perform on the amphibious ships. We are also going
to look at the blast and other aspects of the environmentals.

We believe that is going to be okay. The Marines are holding to
their 2012 IOC. The testing will come and prove that out.

For the Navy version, it is the F-35C. A little bigger airplane,
it has folding wings, tail hook, and launches and recovers from the
aircraft carrier. A larger bomb bay. By comparison, because of the
configuration of the airplane, the B is a little bit smaller, and of
course, it has other mechanisms in there which is the lift fan and
the other nozzles. So it has less fuel capacity. So if you want to
compare the F-35B range one way and then back, is about 450
miles, whereas the Navy version, the C model, is 650 miles.

So we only have one C that has been constructed just now, so
we are the last in line. The Air Force—actually the B, the Marines
are first, then the Air Force and then the Navy. And so we have
a little bit of a luxury of gaining the learning that has been done
before we build into the Navy aircraft. The downside is that we are
last, so we are having a struggle with our existing fleet.

General SCOTT. Sir, we are very similar with our testing. As you
know, in the testing phase, you will do some pull testing, where
you are sitting there checking all the qualities and capabilities.
And then we will work into the ground testing phase of the pro-
gram, where we complete specifically designed ground tests for the
aircraft. Some of it is just taxiing, and some of it is working
around. And then the air testing, and we have just gotten into the
air portion of that. I think we are about six months into that.

So as you look at the capabilities of the aircraft, it is meeting all
of the timelines. The unfortunate piece goes back to what we talked
about, is that the schedule of those aircraft has not been as fast.
So we are not as far along as we would like to be in the SDD phase
of testing for the aircraft. But with the portions of the testing that
we have done on the air and the ground, we are satisfied with
where we are at. This is where we are sitting today as we look at
those kinds of things and where we are at.
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Mr. Dicks. That is exactly what I wanted you to do. And is
there—I would assume that some people are going to say, shouldn’t
you slow this down and take more time in development? I think
that is exactly what you are going to do, and then slow down the
acquisition of——

General Scort. Sir, I think that is exactly what the restruc-
turing has done, is when we took the ramp, and we streamlined it
down from 2015 at 80 and the other things we were doing and we
decreased the number over the FYDP of 122 aircraft, we have said
we are going to do in the RDT&E phase and the SDD phase; we
are going to get through this. We are going to add aircraft to this
phase to make sure that we get this part right. Obviously, if you
don’t get that right and you just push it into the next phase, it just
dominoes.

So there is lots of concurrency in this program. We will, prior to
milestone C, have started LRIP, and we will start having aircraft
because we are able to do that with the ability of this particular
aircraft. But we have slowed it down to make sure we are on the
right track through the OSD’s restructuring.

Mr. Dicks. I am going to give another chance, but I want to go
to Mr. Bishop, who has not had a chance to question.

TACTICAL AIRCRAFT INDUSTRIAL BASE

Mr. BisHOP. Thank you very much, Mr. Chairman.

I apologize, I had some conflicting meetings this morning. But let
me go back. I understand that you already touched on the question
of whether or not the tactical aircraft industrial base might be com-
promised with the trend that we are going with the tactical aircraft
residing in the hands of just the Joint Strike Fighter Program that
our industrial base might arguably be shrinking, which might jeop-
ardize our future.

Admiral Philman, we just got with a single contractor, which I
understand where we are now, provided virtually all the tactical
aircraft after completion of the F—18 program, in a few years, are
you really concerned or don’t you think it is logical that our indus-
trial base will shrink to the point that we might be in jeopardy?

General ScotrT. Sir, I think, as we look across where we are
going, and as we talked earlier with the sixth generation, next gen-
eration air dominance aircraft, and that is out there in the future,
and that will compete. The other thing is to realize that the indus-
trial base, the prime contractor is only one piece of that. Within
that prime contractor, there are major subcontractors that are
doing many of the different parts on the F-35. So as they work—
as the industrial base has changed with numerous contractors that
we used to have, a lot of them have been subsumed by the larger
contractors.

So we are concerned. We are working that with a long-range per-
sistent strike with the funds that you all gave us to enable us to
keep moving on those kinds of things. And many of the things that
are in the long-range persistent strike platform industrial base will
apply because of the qualities of low deliverable and what we are
looking at across the spectrum. So I think there is concern, but I
think we are working with the industry partners to make sure that
we are doing the right thing.
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Admiral PHILMAN. Likewise, sir, for the F-18, our last aircraft
that we are buying Es, Fs and Gs through fiscal year 2013 for de-
livery in 2015. That is a line that is hot, and we can capitalize on
it.

As the Joint Strike Fighter line matures and as we understand
it better, and as was mentioned by General Scott, what is the next
generation? The sixth generation of the air dominance platform
and those people who design aircraft, who know how to build them,
I believe they will be focusing on that with some confidence.

AIRCRAFT OPEN SYSTEM ARCHITECTURE

Mr. BisHOP. Thank you.

I want to ask you something about open systems architecture.
The combat systems on the surface combatant ships and sub-
marines, we are moving toward an open systems architecture, and
we are told some advantages, such as cost, capability, and ease of
modernization.

Admiral Philman, the majority of the Navy’s sea-based combat
systems are moving into an open architecture environment. Do you
see the same thing in your combat aircraft systems? If not, does
the Navy have a plan for moving towards open architecture for the
combat aircraft? And would this save money in the long run?

General Scott, are the Air Force’s combat aircraft operating
under open systems architecture? If so, tell us. If not, why not?

Mr. Dicks. Would the gentleman yield? Tell us what an open
system architecture is first and then answer his question.

Admiral PHILMAN. Well, that specific term is probably open for
debate as well. But the way I understand it is that you have a
sphere of where we move information around, and anybody can
enter it through whatever system. Eventually, we will have to have
more modern and sophisticated systems that are already plug and
play. In the meantime, we need to understand better how existing
systems can plug in.

I like to use a three-prong plug-in to be an example. UL verifies
it, and you plug it in, and you have electricity. So if the systems
that we have today, which we are already invested in and are im-
portant to our warfighting capability, as we build this larger archi-
tecture, they have to be compatible. As a matter of fact, for the F—
35 specifically, the three services, the Chief of Staff of the Air
Force, the Chief of Naval Operations and the Marine Corps all col-
lectively went down to the center for—known as the Lighthouse,
the Center For Innovation in Chesapeake specifically to better un-
derstand how the F-35, which is going to be the best sensor that
we have right now, at least from the aviation platform; how does
it integrate into the rest of the system, the ships, other aircraft,
and all the things that are involved in land and space? So they are
very, very focused on it.

Now, I will tell you that the CNO has restructured the staff, our
new N2NG6, which is the Deputy Chief of Operations for Informa-
tion Dominance; that is his focus area. That is what he and his
whole staff do.

Anyway, a little bit of a definition and where we are, I think the
Navy has certainly devoted itself to open architecture. It will have
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to be in the future. And as you alluded to, if we do it correctly, we
will be able to be more efficient and save money in the long run.

General SCOTT. Sir, and it is not just an Air Force system and
a Navy system and a Marine system and an Army system. The one
thing that—we were very involved in setting this meeting up down
at the Lighthouse. We did bring the Army in, too. And the Army
is part of this systems of systems and the open architecture so, as
we look at this umbrella, we can end up all talking to each other
without anybody listening to us. And we can do it in an anti-access
environment, and we can do it in a passive environment.

If you start looking at where we could be with our aircraft, if you
are active and you transmit in this architecture, you no longer are
invisible. And no one is invisible, but you just radiated. We have
got to figure that out, and that is one of the things that the three
Chiefs went down to the Lighthouse, working with the industry
partner there, is, how do we create this umbrella of open architec-
ture enabling what I call the kill chain? And the kill chain does not
start with a missile hitting an aircraft or a bomb hitting the
ground; it starts well before that as you start working through this
with these wave forms through these platforms to enable that indi-
vidual.

The lucky guy that gets to fly that aircraft really is involved in
a whole lot of architecture out there that is making those kinds of
things happen. And we are really involved in it, because we have
seen that we haven’t been as interoperable as we needed to be. A
platform can’t talk to a platform, so we build a gateway enabling
them to talk to each other. We need to get away from gateways.
We will probably have them for a while, but we need to make sure
that F-35s talk to F-18s, talk to F-16s, talk to Aegis Cruisers, talk
to the AOC Air Operations Center, talk to the entire systems of
systems so that, as I need to pass information to you, I have the
ability to do that as quickly as the speed of light so you can then
prosecute the attack.

And I hope that makes sense, but we are working really hard
jointly to do this in a correct manner through all four services, be-
cause the ground guy needs to have this information.

COUNTERING ELECTRONIC ATTACK

Mr. Dicks. Thank you. Mr. Young.

Oh, let me go back to this countering electronic attack.

Admiral Philman, does the Department have a requirement to
address these issues? This isn’t just about our aircraft but also our
munitions. What is the Department doing to address electronic at-
tack on our munitions? GPS, you know, the whole thing.

Admiral PHILMAN. Through the satellites or the systems that the
Air Force have, we are working closely with them in the informa-
tion dominance. I mentioned earlier our N2N6, they are taking this
on so that we understand better what those jamming possibilities
are, how they affect individual weapons or the system of weapons.
So it is very serious. The adversary is able to take our very sophis-
ticated weapons and negate them with a very small investment,
and we don’t like that. I think we are moving forward. I don’t have
the——
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Mr. Dicks. Do you think we are overly reliant on GPS weapons
systems?

Admiral PHILMAN. I don’t believe so. Those are complementary
weapons systems. They get us into the ballpark in certain situa-
tions. But terminal guidance is part and parcel of many of our
more sophisticated weapons. You put more than one seeker on it.
You have a GPS that gets you into the targeting area, and then
there is more refined targeting, either through imaging or other
ways to get the final solution.

Mr. Dicks. General Scott, do you have anything on this?

General ScOTT. Nothing to add. In another venue, I would like
to bring back to you at a higher level some of the capabilities that
we do have in that environment.

EA—18G GROWLER AIRCRAFT

Mr. Dicks. How is the Growler doing? The F-18 Growler?

Admiral PHILMAN. It is doing great, sir. The first two squadrons
have transitioned. We I0C-ed last year, and they are on schedule.
They are delivering on time, and they are performing very well.

As you might know, we were plussed up by 26 aircraft this year
because we were going to take the expeditionary squadrons and de-
commission them, but it was determined that that mission was
very, very important to not only the Navy but to the whole Joint
Force and to the country. So we are extending the life of the Prowl-
ers for about 2 more years as we transition those four expedi-
tionary squadrons into the 18G. And then we will have 10 on the
aircraft carrier. But they are performing well.

P—8A POSEIDON AIRCRAFT

Mr. Dicks. What about the P-8A? How is that doing?

Admiral PHILMAN. That is doing well, too. We rolled the first air-
plane last June. And we have two—well, it is going to be three fly-
ing test articles and two that are stress articles. We are looking for
an IOC in 2013, and looking at milestone C sometime this summer,
and then we will go on contract.

Mr. Dicks. There has been a lot of discussion about replacing
AWACS, JSTARS, a whole series of airplanes. Would this aircraft
we are using for the P-8A be a candidate aircraft for a replacement
of these other systems?

General SCOTT. Sir, currently the Air Combat Command is doing
what I will call a Ground Moving Target Indicator, Analysis of Al-
ternatives. The Initial Capabilities Document (ICD) came through
the Air Force Requirements Oversight Council (AFROC), proved
through the studies down at Capes, and we are looking at all capa-
bilities to look at that particular platform from a GMTIL.

Subsequently, while we go through that, and that will take prob-
ably into the summer of 2011, we have a study going on through
a partner that is looking at other capabilities that we can do in the
interim. As we look at MQ-9s, can we put a pod on an MQ-9? Be-
cause one of the Combatant Commander’s needs in Afghanistan
and Iraq is a dismount capability. A slower speed as we look at
those capabilities and being able to pick up you or me walking on
the ground. We are working closely with that from an urgent oper-
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ational need on an MQ-9 or a platform of that sort to enable us
in the interim.

If you ask, is the P-8 Analysis of Alternatives in the study that
ACC is doing, I am sure that will be part of the analysis. We will
look at the current E-8 and what we need do with that. We will
look at the P-8. We will look at, is there something that we can
do with Global Hawk and all the other things they will bring to us?

F—22 RELIABILITY

Mr. Dicks. On the reliability on the F—22. The F-22 was to have
at le?ast 3 hours meantime between maintenance. What is the time
now?

General ScorT. Sir, that is going to change a KPP, a Key Per-
formance Parameter, in the document. And to do that, they are
looking at changing that. And I don’t want to get into exactly what
they are going to do, but it is probably going to decrease. But they
will bring that to the Air Force Requirement Oversight Council be-
cause that is a change. It will probably decrease. They are looking
at somewhere between 1.5 and 3. And I will bring that back to you.
That will come to the March AFROC, which I will chair, and I will
get that back to you.

Mr. Dicks. This is still improving, right? We are getting better?

General ScOTT. Yes, sir, we are getting better.

Mr. Dicks. Any other questions?

Mr. Tiahrt.

LIGHT ATTACK AIRCRAFT

Mr. T1AHRT. Going back to the Imminent Fury, there is an exist-
ing program going on now that the National Guard is doing for a
light attack aircraft. And I want to look at combining those efforts.
So I just wanted you to be aware of that, because I think we may
have a program that is already ongoing that is similar to what you
are pursuing under this Imminent Fury.

General ScOTT. Sir, not from the Imminent Fury, but from the
Air National Guard piece, since that runs with the Air Force, we
know that, and we are working congruently on all things light-at-
tack armed reconnaissance. Whether it is the Imminent Fury, the
A-26B demonstration that the Air National Guard is working, as
you know, and we briefed your delegation yesterday on the light-
attack armed reconnaissance the Air Force is looking at for build-
ing partnership capacity and the Afghan, the light air support air-
craft that they need, and they are looking forward to increase their
capability in their Air Force.

Mr. TiAHRT. What I am picking up is some of the folks in the
Navy, Admiral, are sort of stiff-arming one company and embracing
the other. And I am not—I am very concerned about American
workers right now, and I think all of us are. And I just want to
make sure, as this moves forward, why don’t we look at the joint
capability and what we are already doing with the Guard and
make sure that we don’t exclude somebody from the whole process.

Admiral PHILMAN. No, sir. And we want to learn from any
projects that are going on that can inform the process needs to be
used. And if I can find out who is being noncooperative, I would
take care of that and follow up on that, sir.
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Mr. TIAHRT. Thank you very much.

Mr. Dicks. Thank you gentlemen. This was a very good and pro-
ductive hearing.

And the Committee stands adjourned until 2 o’clock tomorrow
when we will have a closed hearing on Fort Hood.

[CLERK’S NOTE.—Questions submitted by Mr. Dicks and the an-
swers thereto follow:]

ACES 5 EJECTION SEAT

Question. Congress provided $5.6 million in FY09 and $1.6 million in FY10 to
qualify and test the ACES 5 seat. The FY10 National Defense Authorization Act
conference report encourages the Air Force to consider the ACES 5 as a second
source for the F-35 program.

Please provide the committee with the current status of the appropriated funds
intended for this purpose, including your estimated timetable for putting this fund-
ing on contract to qualify the seat?

Answer. For the Fiscal Year 2009 Advanced Concept Ejection Seat (ACES) $5.6M
Congressional add, the Air Force executed approximately $1.1M for testing and an
ejection seat cost benefit analysis that compared the ACES II and ACES 5. A second
analysis to study cost savings and benefits of ACES 5 for the F-35 is being consid-
ered and will cost an additional $500,000. Finally, the Air Force is planning to move
the remaining Fiscal Year 2009 and Fiscal Year 2010 funds to an existing Navy con-
tract. Once complete, the Fiscal Year 2009 funds should be obligated and on con-
tract within two months and the Fiscal Year 2010 funds shortly thereafter. These
funds would be used to conduct ACES 5 qualification and testing.

Question. Please describe the substantial savings and benefits associated with
qualifying and testing the ACES 5 ejection seat, including any acquisition and life-
cycle maintenance savings, as well as any readiness, training, and safety benefits
to the Air Force?

Answer. While a recently completed cost benefit analysis showed the cost benefit
of an ACES 5 would not overcome upfront costs, ACES 5 would provide several ben-
efits. An increased safe ejection envelope over the ACES II is the most substantial
benefit. The safety improvements would result from key updates such as integrated
limb restraints and passive head and neck protection. With these enhancements, the
ACES 5 could effectively prevent injuries, especially those caused by limb flail.
Other benefits of the ACES 5 include reduced maintenance burden and improved
aircraft availability. All aircraft that use ACES II would realize savings with an
ACES 5 due to reduced maintenance, but upfront costs required for ACES 5 devel-
opment, qualification, and procurement are not recovered by maintenance savings.

[CLERK’S NOTE.—End of questions submitted by Mr. Dicks.]
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INTRODUCTION

Mr. Dicks. The committee will come to order. I would like to rec-
ognize the Ranking Member, Congressman Young, for a motion.

Mr. YouNGg. Mr. Chairman, I move that those portions of the
hearing today which involve sensitive material be held in executive
session because of the sensitivity of the material to be discussed.

Mr. Dicks. All those in favor, say aye.

Those opposed.

The ayes have it. The motion is agreed to. So ordered. Thank you
Mr. Young.

CHAIRMAN DICKS’ OPENING STATEMENT

Today the Defense Appropriations Subcommittee will receive tes-
timony from General Carter Ham, U.S. Army, Advisor to the Inde-
pendent Review of the Fort Hood shooting, and Brigadier General
Richard W. Thomas, an Army physician who serves as the Assist-
ant Surgeon General, Force Protection, Office of the Surgeon Gen-
eral.

On November 5, 2009, Major Nadal Malik Hasan, U.S. Army, en-
tered the Army base at Fort Hood, Texas and opened fire on a
group of fellow soldiers. Before he could be stopped by law enforce-
ment officers, Hasan fatally shot 13 members of the U.S. Army and
injured 43 others, most of them military personnel. The alleged
gunman, Army Major Nadal Hasan, is an Active Duty Army psy-
chiatrist. He has been charged under article 118 of the Uniform
Code of Military Justice with 13 counts of premeditated murder,
and, under article 80 of the Uniform Code, with 43 counts of at-
tempted premeditated murder.

I am troubled by the circumstances that led to the shooting. In
part, it appears that this may have been the result of military offi-
cers not following existing policies and procedures. Specifically,
there are numerous stories in the press that the alleged shooter’s
superiors failed to document and take action because of the nega-
tive information in his official record.

We have questions. Why did it happen? Could it have been pre-
vented? Was the response adequate? Are the needed resources
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available to care for the Fort Hood community? More importantly,
we all share the same intent to ensure that everything possible is
done so that this does not happen again.

Gentlemen, we look forward to your testimony and to a spirited,
informative question-and-answer question.

Now, before we hear your testimony, I would like to call on the
Ranking Member, Mr. Young, for his comments.

OPENING REMARKS OF MR. YOUNG

Mr. YOUNG. Mr. Chairman, thank you very much, and I want to
welcome our very distinguished guests. I usually am very pleased
with the hearings that we have and the information that we gain
about the defense of our Nation and the support of our troops.
Today, I am not sure that we are going to be really happy to hear
what we are going to hear, because we are dealing with a tragic
incident, discussing one of our own servicemen who took the lives
of 13 of his fellow soldiers. I know that weighs heavily on your
mind, as it does all of us, and we are not suggesting or pointing
the blame at anybody at this point, but we do have questions.

The facts surrounding the incident appear to be clear, but the
breakdowns and the gaps that allowed it to happen are still being
examined, and I am sure you are anxious to get to the bottom of
that, as we are, and whatever steps that should be taken to pre-
vent a tragedy like from this happening again.

So I thank you for your efforts and look forward to your testi-
mony. We are anxious to learn as much as we can about this. So
thank you very much.

Mr. Dicks. General Ham, you may proceed with your statement.

SUMMARY STATEMENT OF GENERAL HAM

General HAaM. Thank you Mr. Chairman and Congressman
Young. Members of the committee, it is indeed an honor to appear
before you today to discuss the findings and recommendations of
the Department of Defense Independent Review relating to Fort
Hood. Joining me today is Brigadier General Thomas, Army Assist-
ant Surgeon General for Force Protection.

As the Chairman indicated, on November 5, 2009, a gunman
opened fire at Fort Hood. Thirteen people were killed, 43 others
wounded. It is important to remember that we extend our deepest
sympathy to the families of the fallen, to those wounded, to their
families, and all those touched by this tragic event. Indeed, one of
the underlying principles guiding our efforts in conducting the re-
view that we are here to discuss was that those of who are privi-
leged to participate in this process felt an obligation to speak for
the 13 fallen who are no longer here to speak for themselves.

Following the shooting, Secretary Gates established the Depart-
ment of Defense Independent Review related to Fort Hood and ap-
pointed Admiral Vern Clark, United States Navy, Retired, and the
Honorable Togo West to co-chair this effort. Since Admiral Clark
and Secretary West could not be with you here today, as one of the
senior military officers who participated in the review, I am
pleased to be here as their representative.
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Events such as the Fort Hood shooting raise questions about how
best to defend against threats posed by the external influences op-
erating on members of our military community. The challenge for
the Department of Defense is to prepare more effectively in a con-
stantly changing security environment. It is with this challenge in
mind that Secretary Gates directed the Independent Review to as-
sess whether there are programs, policies, or procedural weak-
nesses within the Department of Defense that -create
vulnerabilities to the health and safety of our service members, our
DoD civilians, and their families.

Secretary Gates directed the review panel to take a careful look
at personnel policies, force protection measures, emergency re-
sponse procedures, and support to our military health care pro-
viders. He also tasked the Independent Review to evaluate the
Army’s application of its policies, programs, and processes as ap-
plied to the alleged perpetrator. The review focused on the non-
criminal aspects of the shooting.

Secretary Gates gave very clear direction that the panel not
interfere with the intelligence and military justice investigations
related to the Fort Hood incident. Secretary Gates stated that he
intends to call upon the military departments to conduct an in-
depth follow-on review in certain areas addressed in our report,
and indeed that effort has already begun.

The Independent Review’s report to the Secretary of Defense was
released to Congress and to the public on January 15 of this year.
The detailed results and findings associated with the alleged perpe-
trator are found in a restricted annex that is not publicly released
at this time. It is my understanding that you have been afforded
the opportunity to review the restricted annex.

The overall report was much broader than the assessment of the
alleged perpetrator, however. The report includes recommendations
to strengthen the Department of Defense’s ability to prepare for
and respond to potential threats. Before discussing the findings, I
would like to highlight some observations from the co-chairs con-
cerning the events of November 5.

First, as Secretary West stated, no amount of preparation is ever
too much. Leaders at Fort Hood had anticipated mass casualty
events in their emergency response plans and exercises. The initial
response to the incident demonstrated this. It was prompt and ef-
fective. However, DoD must be prepared to more diligently plan
and to seek to envision the next incident.

Second, the Department must be attentive to today’s hazards.
One of the most significant emerging concerns in the protection of
our force is the internal threat. The review concluded that DoD
needs to develop a better understanding of the forces that cause a
person to become self-radicalized and to commit violent acts.

Third, courage and presence of mind in the face of crisis can
carry the day. This happened at Fort Hood. Courageous acts were
key to preventing greater losses that day. And as the report re-
veals, these attributes alone are not enough to protect our force.
DoD must exercise the foresight necessary to identify the menace
of self-radicalization and its often resultant violence and to act pre-
emptively.
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The review revealed shortcomings in the way DoD is prepared to
deal with internal threats and, in particular, the threat posed by
troubled and potentially dangerous individuals and groups. We
found that commanders are essential to this effort. Existing policies
within the Department are not optimized for countering these
threats. The policies reflect insufficient knowledge and awareness
required to help identify and address individuals likely to commit
violence. And while DoD focuses very effectively on many things,
guidance concerning workplace violence and the potential for self-
radicalization is insufficient.

DoD policy on prohibited activities is limited and only addresses
active and physical participation in groups that may pose threats
to good order and discipline. This lack of clarity for comprehensive
indicators limits commanders’ ability to recognize potential threats.

Complicating the force protection challenge is the diverse nature
of responsibilities that have evolved within DoD since 9/11. Be-
cause no senior DoD official is assigned overall responsibility for
force protection, synchronization is difficult. Moreover, there is a
lack of DoD policy integration. This has resulted in a lack of well-
integrated means to gather, evaluate, and disseminate the wide
range of behavioral indicators that could signal an insider threat.

While leaders at Fort Hood responded well under the stress of
a rapidly evolving crisis, we are fortunate that we faced only one
incident and at only one location. Real-time information will be
critical should we face a situation of multiple events. Synchronizing
the DoD Emergency Management Program with the Federal re-
quirements for the National Incident Management System will en-
sure the Department can integrate effectively with all partners in
response to any and all emergencies.

Following the release of the panel’s review report on January 15,
Secretary Gates directed the Honorable Paul Stockton, Assistant
Secretary of Defense for Homeland Defense and America’s Security
Affairs, to assess the review’s findings and to make recommenda-
tions for implementation. Secretary Gates established a March
deadline for the immediate fixes recommended in the review, and
major institutional changes should be identified by June.

The Secretary of Defense also forwarded the individual review
panel report to Army Secretary John McHugh to address rec-
ommendations concerning holding Army personnel responsible for
supervising Major Hasan accountable. On January 15, that same
day, the Secretary of the Army directed me to conduct an account-
ability review to identify whether any personnel were responsible
for failures or deficiencies in applying Army programs, policies, and
procedures to the alleged assailant.

The response by the Fort Hood community in the aftermath of
this tragedy serves as a reminder of the strength, resiliency and
character of our people. The Independent Review Panel was very
impressed with the military civilian response. In a community
where we may have expected the fabric of trust to fray, it remained
intact and indeed grew stronger through mutual support. The
thrust of the review effort is to identify all the possible steps that
the Department of Defense can take to prevent similar tragedies in
the future.
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Mr. Chairman, this concludes my statement. Again, I thank you
for the opportunity to appear before you today. General Thomas
and I look forward to your questions.

[The statement of General Ham and DoD Independent Review
report follow:]



124

RECORD VERSION

STATEMENT BY
GENERAL CARTER HAM
MEMBER, BOARD OF ADVISORS
DOD INDEPENDENT REVIEW RELATED TO FORT HOOD
AND COMMANDER, U.S. ARMY EUROPE
BEFORE THE
HOUSE APPROPRIATIONS COMMITTEE
SUBCOMMITTEE ON DEFENSE
UNITED STATES HOUSE OF REPRESENTATIVES
SECOND SESSION, 111™ CONGRESS

OVERVIEW OF DOD INDEPENDENT REVIEW RELATED TO FORT HOOD

FEBRUARY 25, 2010

NOT FOR PUBLICATION
UNTH. RELEASED BY
THE HOUSE APPRPORIATIONS COMMITTEE



125

STATEMENT BY

GENERAL CARTER HAM, U.S. ARMY
MEMBER, BOARD OF ADVISORS
DOD INDEPENDENT REVIEW RELATED TO FORT HOOD

24 February 2010

Mr. Chairman and members of the Subcommittee, it is a pleasure to appear
before you to discuss the findings and recommendations of the Department of Defense
Independent Review Relating to Fort Hood. Almost four months ago, a gunman opened
fire at the Soldier Readiness Center at Fort Hood, Texas. Thirteen people were killed
and 43 others were wounded. November 5, 2009 will be remembered as a day of great
tragedy. We extend our deepest sympathy to the families of the fallen, to the wounded,
to their families, and indeed to all touched by this tragic event.

Following the shooting, Defense Secretary Robert M. Gates established the
Department of Defense Independent Review Related to Fort Hood. He asked Admiral
Vern Clark, U.S. Navy (Ret.), and the Honorable Togo Dennis West, Jr. to Co-Chair this
independent review. Since Admiral Clark and Togo West could not be with you here
today, as the senior Military Advisor to the review, | am pleased to report on it.



126

Events such as the Fort Hood shooting raise questions about how best to defend
against threats posed by external influences operating on members of our military
community. The challenge for the Department of Defense is to prepare more effectively
for a constantly changing security environment. It is with that backdrop in mind that
Secretary Gates requested the Independent Review to assess whether there are
programs, policies, or procedural weaknesses within the Department of Defense that
create vulnerabilities to the health and safety of our servicemen and women, DOD
civilians, and their families. Secretary Gates asked the review panel to take a careful
look at personnel policies, force protection measures, emergency response procedures,
and support to our military health care providers. He asked the Independent Review to
evaluate the Army’s application of its policies, programs, processes, and procedures to
the alleged perpetrator. The Co-chairs established a board of advisors with senior
officers from the four services and five review teams, consisting of a range of experts,
who investigated the key tasks outlined in the terms of reference. The teams had
unrestricted access to personnel and facilities. The teams traveled to Fort Hood as part
of their review.

The Independent Review focused on the non-criminal aspects of the shooting.
Although Fort Hood was central to our review, our scope extended across the entire
Department in order to gather the most significant and meaningful findings and
recommendations. As recognized by the Secretary of Defense when he stated that he
intends to call upon the military departments to conduct in-depth follow-on reviews,
certain areas addressed in our report will require further study. By design, we limited
the depth of our report in the areas that will be covered in follow-on reviews.

The Independent Review’s report to the Secretary of Defense was released to
Congress and the public on 15 January 2010. -Please note, however, that | cannot yet
address specifics with respect to the alleged perpetrator in order to preserve the
integrity of the ongoing military justice process. The detailed resuits and findings
associated with the alleged perpetrator are found in a restricted annex that will not be
publically released at this time. The overall report was much broader than the
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assessment of the alleged perpetrator. The report includes recommendations to
strengthen the Department of Defense’s ability to prepare for and respond to potential
threats. Itis based upon research amassed by the teams of more than 35,000 pages
from over 700 documents related to departmental policies, programs, processes, and
procedures.

Before discussing the details of the independent Review findings, | would like to
highlight some observations from the Co-chairs concerning the tragic events on
November 5th. First, no amount of preparation is ever too much. Leaders at Fort Hood
had anticipated mass casualty events in their emergency response plans and exercises.
The initial response to the incident demonstrated this. It was prompt and effective. Two
minutes and forty seconds after the initial 9-1-1 call, Fort Hood first responders arrived
on the scene. One-and-a-half minutes later, the assailant was incapacitated, taken into
custody, and remained in custody handcuffed to a law enforcement representative for
the next several chaotic hours. Two ambulances and an incident command vehicle
from the post hospital arrived on the scene two minutes and fifty seconds later to begin
providing life-saving emergency care. DoD must be prepared to plan more diligently
and seek to envision the next incident. Second, DoD must be attentive to today’s
hazard. Even as the role of our nation’s military is to confront the external threat to our
country, one of the most significant emerging concerns in the protection of our force is
the internal threat. The Independent Review concluded that DoD needs to develop a
better understanding of the forces that cause a person to become radicalized, commit
violent acts, and make us vulnerable from within. Third, courage and presence of mind
in the face of crisis can carry the day. It happened at Fort Hood. Courageous acts were
the key to preventing greater losses that day. As our report reveals, however, these
attributes alone are not enough to protect our force. DoD must exercise the foresight
necessary to identify the looming menace ~ self radicalization and its often resultant
violence -- and act preemptively.

The review of DoD policies, procedures, and processes revealed shortcomings in
the way DoD is prepared to deal with internal threats, and in particular, the threat posed
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by troubled and potentially dangerous individuals and groups. Commanders are the key
to identifying and monitoring internal threats. Existing policies, however, are not
optimized for countering these threats. The policies reflect insufficient knowledge and
awareness required to help identify and address individuals likely to commit violence.
While DoD focuses very effectively on many things, guidance concerning workplace
violence and the potential for self-radicalization is insufficient. DoD policy on prohibited
activities is limited and only addresses active and visible participation in groups that
may pose threats to good order and discipline. This lack of clarity for comprehensive
indicators limits commanders’ and supervisors’ ability to recognize potential threats.
Detection of a trusted insider’s intent to commit a violent act requires observation and
assessment of behavioral cues and anomalies.

Complicating the force protection challenge is the diverse nature of
responsibilities that have evolved within DoD since 911. Because no senior DoD official
is assigned overall responsibility for force protection policy (diverse nature of
responsibilities throughout DoD), synchronization is difficult. Moreover, there is a lack
of DoD policy integration. This has resulted in a lack of a well-integrated means to
gather, evaluate, and disseminate the wide range of behavioral indicators that could
signal an insider threat. Some policies governing information exchange, both within
DoD and between outside agencies, are deficient and do not support detection and
mitigation of internal threats. The time has passed when concerns by specific entities
over protecting “their” information can be allowed to prevent relevant threat information
and indicators from reaching those who need it—the commanders.

As the Secretary indicated, the Independent Review Panel identified a
requirement to create the ability to adapt rapidly to the changing security environment,
which requires anticipating new threats and bringing a wide and continuously evolving
range of tools, techniques, and programs into play. Robust information sharing,
therefore, is essential, along with the accompanying command and control structure to
convert active information gathered on potential threats into decisions and actions,
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including dissemination of the analysis and assessments to the appropriate levels of
command.

While leaders at Fort Hood responded well under the stress of a rapidly evolving
crisis, we are fortunate that we faced only one incident at one location. Real time
information sharing will be critical should we face a situation of multiple events. While
all 50 states have complied with the Federal requirements for the National Incident
Management System, designed for a synchronized response in crises, there are no
established milestones to define initial and full capability within DoD. The timelines
should be evaluated; doing so could lead to an umbrella plan for emergency response
and recovery and ensure interoperability with all the states. Synchronizing the DoD
emergency management program with this national guidance will ensure the
Department can integrate effectively with all partners in response to any and all
emergencies. Using common emergency management principles, we can prepare our
military communities to respond to emergencies, from the smallest incident to the
largest catastrophe.

Foliowing the release of the Independent Review Panel report on January 15,
2010, Secretary of Defense Gates directed the Honorable Paul Stockton, the Assistant
Secretary of Defense for Homeland Defense and Americas Security Affairs, to lead an
assessment of the report and to make recommendations for implementation. A March
deadline has been set for the immediate fixes recommended in the review, and major
institutional changes should be identified by June.

The Secretary of Defense also forwarded the Independent Review Panel report
to Army Secretary John McHugh to address the recommendations concerning holding
Army personnel responsible for supervising MAJ Hasan accountable. On January 15,
2010, the Secretary of the Army, John McHugh, directed me to conduct an
accountability review to identify whether any personnel were responsible for failures or
deficiencies in applying Army programs, policies, and procedures to the alleged
assailant. Secretary McHugh also tasked me to provide personal observations as a
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senior Army leader and as a member of the Independent Review Panel that he believes
may be of help to the Army in charting a way ahead.

CONCLUSION

The response by the Fort Hood community in the aftermath of this tragedy serves
as a reminder of the strength, resiliency, and character of our people. The Independent
Review Panel was very impressed with the military and civilian response. Ina
community where we might have expected the fabric of trust to fray, it remained intact
and grew stronger through mutual support. The thrust of the review effort is to identify
all the possible steps that the Departments of Defense can take 1o prevent similar
tragedies in the future.

Mr. Chairman, this concludes my statement. Thank you again for the opportunity
to appear before you today. | look forward to your questions.
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Executive Summary

Overview

On November 5, 2009, a gunman opened fire at the Soldier Readiness Center at Fort Hood, Texas.
Thirteen people were killed and 43 others were wounded or injured. The initial response to the incident
was prompt and effective. Two minutes and forty seconds after the initial 911 call, installation first
responders arrived on the scene. One-and-a-half minutes later, the assailant was incapacitated. Two
ambulances and an incident command vehicle from the post hospital arrived on the scene two minutes
and fifty seconds later.

Leaders at Fort Hood had anticipated mass casualty events in their emergency response plans and
exercises. Base personnel were prepared and trained to take appropriate and decisive action to secure the
situation. The prompt and courageous acts of Soldiers, first responders, local law enforcement personnel,
DoD civilians, and healthcare providers prevented greater losses. As so often happens in our military,
lessons already learned have led to a well-developed plan to care for the victims and families involved.
The tragedy, however, raised questions about the degree to which the entire Department is prepared for
similar incidents in the future—especially multiple, simultaneous incidents.

Following the shooting, Defense Secretary Robert M. Gates established the Department of Defense
Independent Review Related to Fort Hood, and asked that we lead the effort.

Secretary Gates directed us to report back ro him by January 15, 2010, with recommendations to
identify and address possible deficiencies in:

® the Department of Defense’s programs, policies, processes, and procedures related to force protection
and identifying DoD employees who could potentially pose credible threats to themselves or others;

® the sufficiency of the Department of Defense’s emergency response to mass casualty situations at DoD
facilities and the response to care for victims and families in the aftermath of mass casualty events;

®  the sufficiency of programs, policies, processes, and procedures for the support and care of healthcare
providers while caring for beneficiaries suffering from Post Traumatic Stress Disorder or other mental
and emotional wounds and injuries;

®  the adequacy of Army programs, policies, processes, and procedures as applied to the alleged
perpetrator.

In response, on November 20, 2009, we formed a pancl of five teams to assist in conducting the review.

At the same time, we established an advisory board that included senior representatives nominated by

each of the Services, the Joint Staff, and the U.S. Coast Guard. A scaff of full-time military, civilian, and

contractor subject-matter experts conducted separate, but integrated lines of inquiry related to:

Identification of Internal Personnel Threarts
Force Protection
. Emergency Response and Mass Casualty

Application of Policies and Procedures

Support to DoD Healthcare Providers

The review focused on the non-criminal aspects of the tragedy and the teams had unrestricted access to
DoD facilities and personnel, including site visits to Fort Hood. The investigative teams conducred a
thorough review of the alleged perpetrator’s training and military records along with a quality review of
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the care he provided to patients during his carcer. The President directed a review of intelligence matters
related to the Fort Hood shooting, the FBI is conducting a review of its procedures, and a criminal
investigation is underway. It was critical to maintain the integrity of these investigations. This review
therefore, as directed, did not interfere with these activities.

As recognized by the Secretary of Defense in stating that he intends to call upon the military
departments to conduct in-depth follow-on reviews based on our results, areas in our report will require
further study. By design, we have limited the depth of our report in areas that will be covered in follow-
on reviews.

Conducting our review, we have reached a number of conclusions and made corresponding
recommendations; they are reflected in the chapters that follow. Several, however, warrant particular
attention. We address those now.

Protecting the Force: Lessons from Fort Hood

Over much of the past two decades our forces have been engaged
Events such as the in continuous combat operations. During this time, Soldiers,
Fort Hood shooting Sailors, Airmen, Marines, and DoD civilians have performed
admirably through a prolonged series of operational deployments.
"This operational environment has produced the most experienced
combat force in our history, but has also brought extended stressors.

raise questions:
about how best

to defend againSt "The Department of Defense is well-equipped and resourced to
threats posed by defend the nation, its people, and our military installations against
external influences external threats. Events such as the Fort Hood shooting, however,

raise questions about how best to defend against threats posed

by external influences operating on members of our military

o . community. While maintaining effective emergency response and
militar Y community. | oeventive measures to counter external threats, the Department

is examining with greater attention how it addresses threats
originating from disaffected individuals within the force motivated
to violence against the force and the nation—the internal threat. Qur review of protecting the force

operating on
members of our

against such threats included, but was not limited to:

® identifying and monitoring potential threats—through gathering, analyzing, and acting on
information and intelligence;

® providing time-critical information to the right people—through merging and sharing current
indicators;

®  employing force protection measures—through maintaining adequate preventive measures to
mitigate threats;

® planning for and responding to incidents—through immediate emergency response as well as the
long-term care for victims of attacks and their families.

In the years since September 11, 2001, the Deparrment of Defense has devoted significant energy
and resources toward improving force protection for our people, their families, and our installations.
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Consequently, our facilities are more secure and at reduced risk from a variety of external threats. Now
is the rime to devote that same commitment toward force protection against the internal threar.

ldentifying Threats

There are areas where guidance within the Department of Defense )
and the Services can be improved. Our review of DoD programs, DoD force

policies, procedures, and processes revealed several areas that protection policies
we believe can be corrected to begin to close the gaps for our are not optimized
commanders in the field if adopted expeditiously. Commanders for count'ering

are our key assets to identify and monitor internal threats. Our
findings and recommendations emphasize creating clarity for
our commanders with respect to identifying behaviors thar may

internal threats....
The lack of clarity

pose internal threats and sharing that information within the for comprehensive
Department and with other agencies. indicators limits

3
DoD force protection policies are not optimized for countering Commandefs s
internal threats. These policies reflect insufficient knowledge and supervisors’
and awareness of the factors required to help identify and abiiiry to recognize
address individuals likely to commit violence. This is a key p{)tential threats.

deficiency. The lack of clarity for comprehensive indicators limits
commanders’ and supervisors ability to recognize potential threats. Current efforts focus on forms of
violence that typically lend themselves to law enforcement intervention {e.g., suicide, domestic violence,
gang-related activities) rather than on perceptions of potential security threats. To account for possible
emerging internal threats, we encourage the Department to develop comprehensive guidance and
awareness programs that include the full range of indicators for potential violence.

Sharing Information

We believe a gap exists in providing information to the right people. The mechanisms for sharing
potential indicators of internal threats with appropriate command channels are limited. DoD leaders
have continually examined and revised policies regarding inappropriate behavior since the mid-1990s—
our force is better as a result of these initiatives. We now find ourselves at a point where we must give
commanders the tools they need to protect the force from new challenges.

Since the Fort Hood incident, our leaders have directed changes that improve our information sharing
capabilities. We can and should do more. The time has passed when bureaucratic concerns by specific
entities over protecting “their” information can be allowed to prevent relevant threat information

and indicators from reaching those who need it—the commanders. In this rapidly changing security
environment throughout our government, the Department of Defense can exercise its role to set the
bar higher to establish a new force protection culture, with new standards and procedures for sharing
information, to recognize and defeat evolving external and internal threats.
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Force Security

The current definition for prohibited activities is incomplete

...our commanders and does not provide adequate guidance for commanders and
must become supervisors to act on potential threats to security. Current policies
attuned to on prohibited activities provide neither the authority nor the tools

. for commanders and supervisors to intervene when DoD personnel
behavioral , e . o
indi h at risk of potential violence make contact or establish relationships
Indicators that with persons or entities that promote self-radicalization. Our
Slgnai when commanders need that authority now.

individuals may

e As we seek to understand this new dimension of force protection,
commit violent

our commanders must become attuned to behavioral indicators
acts or become that signal when individuals may commit violent acts or become
radicalized. radicalized. There is no well-integrated means to gather, evaluate,
and disseminate the wide range of behavioral indicators which could

help our commanders better anticipate an internal threat. 'We need
to refine our understanding of what these behavioral signals are and how they progress. We encourage
the Department of Defense to review, and if necessary expand, the definition of prohibited activities to
respond to the rapidly changing security environment.

Who is in Charge?

An effective protection system requires robust information sharing and command and control structures
that facilitate active informacion gathering on potenial threats, and disseminating the analysis and
assessments of the threat derived from such indicators to the appropriate levels of command. While
leaders at Fort Hood responded well under the stress of a rapidly evolving crisis, we are fortunate thar we
faced only one incident at one location. We cannot assume that this will remain the case in the fature.

Our command and control systems must have the right architecture, connectivity, portability, and
Hexibility to enable commanders to cope with near-simultaneous incidents at multiple locations.
Commanders also require the tools to intercept threats before they conduct their attacks, physical
barriers, and access controls to prevent unauthorized access, and appropriate response forces to defeat
attackers who have gained access to DoD facilities.

Considering the requirements for dealing with multiple, near-simultaneous incidents similar to Fort
Hood, a review of the Unified Command Plan may be in order. Gaps in our ability to provide proper
command and control and support to subordinate commands should be explored in a variety of ways
including conferences, symposia, war games, and exercises.

Reacting to the Event

While major improvements have occurred since September 11, 2001, the Department of Defense
must continue to refine its abilities to provide emergency response in concert with other agencies and
jurisdictions. In 2009, the Department directed the Services to be in compliance with the Federal
framework for emergency response by 2014. Compliance with this guidance will enhance the ability

4
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of the Department’s installation and facility emergency personnel to work with first responders from
Federal, State, and local jurisdictions to save lives and protect property. We encourage a review to assess
the feasibility of accelerating our compliance with the deadline.

Mass casualty events require a rapid transition from normal operations

to a surge capability and rapid coordination of services and functions
to ensure effective disaster response. The life-saving response to the
shooting at Fort Hood was made possible, in part, by strong leadership

The life-saving
response to the
shooting at Fort

at all levels. It also depended on existing agreements with local agencies
and organizations. The agreements worked, but the command has
identified areas for improvement and has set a course to update its
memoranda of understanding and otherwise to improve this process.

To this end, we recommend improving guidance on tracking, exercising,
and inspecting mutual aid agreements. Providing implementing
guidance that incorporates the core Service elements and requirements
for family assistance in crisis and mass casualty response plans will

Hood was made
possible, in
part, by strong
feadership at all

levels.

result in a more resilient force.

We especially note that as a result of the Force Protection Condition imposed by Fort Hood leadership
during the crisis, a number of young school children remained closeted in their classrooms for a
significant period. Our recommendation is that those responsible for them at school (e.g., teachers,
administrative personnel) receive additional training to anticipate the special needs that could arise
during a period of lengthy lockdown.

“The Fort Hood response to the shooting was a result of local commanders

We encourage
the Department
to search for

training their people before the crisis occurred. First responders used
active shooter tactics and procedures to stop the attack one-and-a-half
minutes after arriving on the scene. These new tactics, originating in

civilian law enforcement, focus on neutralizing the threat as quickly as
possible. Protecting the force relies on a unified effort to mitigate threats
before they materialize, and employing security forces, including those
trained to defear active shooters, in response to artacks on DoD facilities.

best practices
such as those
employed at Fort
Hood—wherever
they originate—
to enhance our
ability to protect
the force.

We believe there is something positive to be learned from the active
shooter training program employed at Fort Hood. Protecting the force
against internal threats requires specialized skills and tactics required to
respond to active shooter scenarios; while these capabilities may not be
appropriate for all DoD law enforcement personnel, we need to develop a
range of response capabilities and options. We encourage the Department
of Defense to search for best practices such as those employed at Fort Hood-—wherever they originate—
to enhance our ability to protect the force.

Traumatic events, especially those like the Fort Hood incident that occur in an environment perceived
as safe, create new challenges related to supporting and treating individuals directly involved, those in
the immediate community, and those in surrounding social networks. Long term behavioral health is
the issue. We recommend establishing guidance that includes provisions for both combat and domestic
support.
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Our examination underscored that the Chaplain Corps has a great deal to offer in a mass casualty
situation. Responding to mass casualty events requires more than the traditional first responder
disciplines such as palice, fire, and medical professionals. Comprehensive religious support that
anticipates mass casualty incidents should be incorporated into installation emergency management
plans and exercises.

The Department of Defense has a structure to promulgate guidance for Casualty Assistance and
Mortuary Affairs Policy. Each program has an oversight board responsible for developing and
recommending policy guidance to ensure uniform care of military members and their families and
guidance pertaining to new casualty and mortuary entitlements.

Lessons derived from the Fort Hood incident emphasize the importance of current published
entitlements in DoD> and Service guidance and the need for further guidance regarding new
entitlements. Our review highlighted an absence of guidance pertaining to private citizens who become
casualties on military installations within the continental United States. The Department of Defense
should evaluate policies for casualty reporting, assistance to the survivors, and mortuary services for
private citizens who are injured or die on military installations.

Our healthcare providers play an important role as force multipliers,
How we handle keeping our fighting force physically and mentally fir. How we handle
military mental military mental healthcare affects operational readiness. We encourage
healthcare affects the Department of Defense to evaluate the best programs both inside
. and ourside the Department to inform policies that create a new

operational L ; i

di standard for sustaining healthcare readiness—care for both warriors
readiness. and providers.

Our care providers are not immune to the cumulative psychological effects of persistent conflict.

They serve alongside our combat forces where they experience, share, and help our troops cope with

the fears, grief, and concerns that accompany war. Providers, however, often do not avail themselves

of access to support resources similar to those that they supply to our fighting forces. Our review
suggests that a culture exists in which military healthcare providers are encouraged to deny their own
physical, psychological, and social needs to provide the necessary support to beneficiaries. Supporting
and sustaining those who care for our forces translates to a healthy workplace, a culture of trust and
respect, and healthcare providers who are invigorated rather than depleted by their intimate professional
connections with traumatized patients.

The Alleged Perpetrator

As directed in the Terms of Reference, we reviewed the accession, training, education, supervision,
and promotion of the alleged perpetrator of the incident at Fort Hood. Through one of our teams, we
have devoted a great deal of attention to this issue. As a result of our review, we recommend that the
Secretary of the Army review officership standards among military medical officer supervisors at the
Uniformed Services University of the Health Sciences and Walter Reed Army Medical Center.

A related issue involves apparent discrepancies between the alleged perpetrator’s documented
performance in official records and his actual performance during his training, residency, and fellowship.
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Some signs were clearly missed; others ignored. That, too, as well as accountability for the discrepancies
should be part of a thorough Army review.

Going Forward

We recognize that the events of November 5, 2009, are, first and foremost, a tragedy for all involved:
families, colleagues, and the nation. This event shows us, too, that there are no safe havens—for
Soldiers, Sailors, Airmen, Marines, their co-workers and their families.

“The challenge for the Department of Defense is to prepare more
The Dﬁpal‘tment’s effectively for a constantly changing security environment. The
security posture Department’s security posture for tomorrow must be more agile and
for tomorrow must adaptive. This means structures and mechanisms which anticipate
the most pressing current threats—like the insider threat today—

be more agile and )
] and the new threats that will manifest themselves in the future.

adaptive.

It has been said that it takes an event to make us consider what is
happening o us. In light of events at Fort Hood on November $, 2009, and of our findings in this
report, we believe there are several immediate actions the Secretary of Defense should consider which
will enhance our force protection posture.

® Communicate immediately to the force, by direct message from the Secretary, the overriding
requirement for commanders, supervisors, non-commissioned leaders, and fellow members of
the force to reinforce the fabric of trust with one another by engaging, supervising, mentoring,
counseling, and simple everyday expressions of concern on a daily and continuous basis. We must
be alert to the mental, emotional, and spiritual balance of Service members, colleagues, and civilian
coworkers, and respond when they appear at risk.

® Reinforce the serious effects of failure to reflect fully, accurately, and completely all aspects of
professional, ethical, and personal career development in performance appraisals. We can only deal
with internal threats if we can rely on the quality of the information reported in our official records.

®  Emphasize officership, the embodiment of the military profession that includes leadership,
management, and mentoring. Responding to the challenges that now confront us requires a high
degree of professionalism from the entire force, but especially from our officers. Our officer corps
must instill and preserve the core traits that sustain the profession to keep our forces strong, effective,
and safe. Failures in adhering to those standards must be appropriately addressed.

® Synchronize the Continental United States (CONUS)-based DoD) emergency management program
with the national emergency management framework. Our installations must have a common
operating system that allows commanders to access real-time threat information, respond rapidly to
changing force protection conditions, and begin response and recovery operations in near real time.
'This is an aggressive goal, but it matches the goals and character of future enemies.

®  Act immediately with the Federal Bureau of Investigation to enhance the operation of the Joint
Terrorism Task Forces. To protect the force, our leaders need immediate access to information
pertaining to Service members indicating contacts, connections, or relationships with organizations
promoting violence. One additional step may be to increase Service representation on the Joint
Terrorism Task Forces.
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®  Create a Secretary of Defense initiative: establish a functional body to concentrate in one place the
effort to gather, analyze, and interpret data useful in identifying indicators of potential for violent
action; and create a comprehensive and usable catalogue of those indicators with constant updates.
The products would be made available to the Department of Defense. Two such possibilities
are a Secretary of Defense Initiative on Indicators of Violence, or a Defense Committee on the
Recognition of the Indicators of Violence. These would be composed of acknowledged experts
drawn from in and outside the Department, such as academia, research institutes, business, former
public service, and the like operating under the oversight of an appropriate senior Defense official.

As the Department of Defense considers this review and secks to improve its force protection posture,
our leaders must be mindful that the vast majority of our people are trustworthy and dedicated to
defending the nation. How we provide for the security of our installations, our personnel, and their
families while simultaneously respecting and honoring their service, is a question that will define force
protection, personnel policies, emergency response, and personnel oversight in the years to come.

Vern Clark Togo Denfhis West, Jr. L
Admiral, US. Navy (Ret) Co-Chair
Co-Chair
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Chapter 1
Oversight of the Alleged Perpetrator

We reviewed pertinent Uniformed Services University of the Health Sciences (USUHS) and Army
programs, policies, processes, and procedures as applied to the alleged perpetrator from his accession
into USUHS in 1997 to November 4, 2009. This period included his medical training while a student
at USUHS from 1997 to 2003, residency at Walter Reed Army Medical Center from 2003 to 2007, a
fellowship at Walter Reed Army Medical Center from 2007 to 2009, and assignment at Fort Hood from
May 2009 to November 2009.

This part of the review assessed:

¢ the adequacy and execution of Army programs, policies, processes, and procedures as applied to the
alleged perpetrator;

®  whether Army and other programs, policies, processes, and procedures functioned properly across
the alleged perpetrator’s career as a mental health provider to retain and promote him in the Army
Medical Corps;

® whether Army programs, policies, processes, and procedures governing separation from the Army
of personnel determined not to be fully qualified, or to be unsuitable for, continued military service
(without regard to whether the individual is subject to a continuing service obligation), functioned
appropriately as applied to the alleged perpetrator;

®  whether the care provided by the alleged perpetrator to patients and former patients met accepted
standards of care.

We conclude that although the policies we reviewed were

We conclude that generally adequate, several officers failed to comply with those
alth()ugh the pOiiCiQS policies when taking actions regarding the alleged perpetrator.
we reviewed were We recommend that you refer matters of accountability for those
generany adequate, failures to the Secretary of the Army for appropriate action.

several officers failed We also recommend that you direct further action on two
to compiy with those key concerns identified during our review. We believe that
p olicies when takin g som:i m;dlc:l f(%ﬂ%cer;' qule:d[ to apply app;oplillate gudgmem and
actions regarding the f]t;:“ ar j.o'dn lce;s'[x;;wn(; respef:t tot : al igé p;brpi:tra;or.

es¢ Individuals rated to demonstrate that officers! pis the
aui:ged perpetrator. essence of being a member of the military profession, regardless of
the officer’s specialty. We also found that some medical officers
failed to include the alleged perpetrator’s overall performance as an officer, rather than solely his academic
performance, in his formal performance evaluations. An individual’s total performance, academic and non-
acadennic, in a school environment must be a part of the formal performance evaluation process to preclude
decisions on that individual’s career from being flawed because of incomplete information.

Both types of failures, in our view, were significant and warrant immediate attention.

Our detailed findings, recommendations, and complete supporting discussions, are the restricted annex,
some portions of which are not releasable to the public in accordance with applicable law.

Our review also included a quality of care review of the clinical care the alleged perpetrator provided to
patients. A memorandum summarizing those results is in the annex. Section 1102 of title 10, United
States Code, prohibits the public disclosure of the results of quality of care reviews.
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Chapter 2
Personnel Policies

We reviewed over 700 documents spanning more than 35,000 pages of DoD and Service directives,

instructions, regulations, manuals, command policies, orders, memoranda, and pamphlets, for potential

gaps in the Department of Defense’s ability to prevent violent acts against military and civilian

employees with two objectives:

® Identify and address possible gaps and deficiencies in the programs, policies, processes, and
procedures related to identifying DoD military and civilian personnel who could potentially pose
credible threats to themselves or others.

® Provide actionable recommendations to improve current programs, policies, processes, and procedures.

‘We limited the review to military personnel (i.e., Active Duty, National Guard, Reserves), and DoD
civilian employees over the lifecycle of DoD employment—from entry to separation. The review did
not include Non-Appropriated Fund employees, contractors, retirees, dependents, or policy related to
union bargaining agreements. Although we did not address policies concerning contractors, we strongly
recommend that they be addressed in a future review.

At the foundation of the Department of Defense’s internal security apparatus, we found that there are no
significant gaps or deficiencies in programs, policies, processes, and procedures related to the following:

® Dersonal reliability programs
Service Member release and discharge policies and procedures

®  Medical screening programs to determine initial suitability prior to specialization, and follow-on/
ongoing screening

We separated our Findings and Recommendations into the following categories:

® Indicators that DoD personnel may become a danger to themselves or others

* Reporting and sharing information about the indicators

® - Barriers or constraints on taking action or intervention when the indicators are known or
recognized by appropriate authority

Indicators that DoD Personnel May
Become a Danger to Themselves or Others

Finding 2.1
DoD programs, policies, processes, and procedures that address identification of indicators for violence
are outdated, incomplete, and fail to include key indicators of potentially violent behaviors.

Discussion

Research into the causes and predictors of violence spans decades and multiple disciplines (see Appendix D,
Literature Review of Risk Factors for Violence). Different disciplines {e.g., psychology, sociology, biology,
theology) offer varying perspectives regarding why some people resort to violence. These include genetic and
biological causes; specific mental itlnesses and personality disorders; reactions to medications or substance
abuse; religion, social, and political motivations; and environmental factors. The causes of violence do not fall
neatly into discrete categories, and several factors may combine to trigger violent behaviors,
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“The Department of Defense needs to understand and be prepared for the wide range of motivations and
methods, including self-radicalization, distress over relationship problems, association with hate groups,
and resentment over perceived personal and professional slights by others within the organization.
Research also highlights a range of risk-assessment tools that could enhance our ability to deal with such
potential internal threats.

In October 2009, the FBI Behavioral Science Unit established a Military Violence Unit to assist the
Department of Defense with coming to grips with this problem. The FBI has spent decades developing
methodologies and collecting information to understand the motivations and behaviors of violent
offenders. The expertise and perspective derived from law enforcement could be an effective step in
helping to identify and mitigate risk factors for DoD personnel.

Recommendation 2.1

¢  Update training and education programs to help DoD personnel identify contributing factors and
behavioral indicators of potentially violent actors.

®  Coordinate with the FBI Behavioral Science unit’s Military Violence unit to identify behavioral
indicators that are specific to DoD personnel.

¢ Develop a risk assessment tool for commanders, supervisors, and professional support service
providers to determine whether and when DoD personnel present risks for various types of violent
behavior.

®  Develop programs to educate DoD personnel abour indicators that signal when individuals may
commit violent acts or become radicalized.

Finding 2.2
Background checks on personnel entering the DoD workforce or gaining access to installations may be
incomplete, too limited in scope, or not conducted at all.

Discussion

Background checks on civilians entering the military or DoD civilian workforce have a variety of
limitations. State and local laws restrict access to some sealed juvenile records.! Some populations
{(medical, legal, and chaplain officers who receive Direct Commissions into the Reserves® and some
civilian employees®) enter the workforce before the results of their background checks have been received,
and a limited number of DoD employees (i.¢., temporary civilian workers) are not subject to mandatory
background checks at all, although they can be requested.*

In the Fort Hood incident, the alleged perpetrator held an active and current SECRET security clearance
based on a February 2008 National Agency Check with Local Agency and Credit Check of background
investigation. Although accomplished in accordance with current guidelines, this background
investigation did not include a subject interview or interviews with co-workers, supervisors, or expanded

b Tide 5 USC, Pare ITL Subpart H, Chaprer 91, Scetion 9101, Avcers e Criminal Histary Records for Navional Security and Other Purposes, Jan. 1, 2005,

o

Deparument of Defense, Dol) 5200.2-R, Personnel Security Program, Washingron, D.C., Feb. 23, 1996, 33-4.
3 Department of Defense. Dol 5200.2-R, Personnel Security Program, Washingron, D.C., Feb, 23, 1996, 32.

4 Department of Defease. Do) S200.2-R, Personnel Security Program, Washington, D.C., Feb. 23, 1996, 31.

12
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character references.” We believe that if 2 more thorough investigation had been accomplished, his
security clearance may have been revoked and his continued service and pending deployment would have

been subject to increased scrutiny.®

) DoD adjudicative guidelines are vague and training on how and
Do adedicatiVC to whom significant information reports are made is insufficient.
guidelines are They do not provide commanders and their personnel with clear
distinctions or thresholds for what constitutes significant information
that should be forwarded. Instead, the criteria reflect “whole person”
evaluations that are characterized by shades of gray.” Our research

vague and training
on how and to

TVhOIn sxgmﬁcant revealed that limitations on definitions of questionable behaviors

information result in an aversion to reporting potentially adverse information that
reports are made 1 | does not cross the threshold of criminal activity once a clearance has
insufficient. been granted.® The result is a system in which information viewed in

isolation may not trigger a review, but the totality of the information
viewed in hindsight would clearly indicate a need for such a review.

Due to the critical demand for linguists, interrogators, cultural advisors, etc., for contingency operations,
DoD elements have developed expedited processes for citizenship and clearances for DoD personnel.
These processes are more limited in scope and could be exploited by adversary groups.

Recommendation 2.2

®  Evaluate background check policies and issue appropriate updates.

® Review the appropriateness of the depth and scope of the National Agency Check with Local Agency
and Credit Check as minimum background investigation for DoD SECRET clearance.

® Educate commanders, supervisors, and legal advisors on how to detect and act on potentially adverse
behaviors that could pose internal threats.

® Review current expedited processes for citizenship and clearances to ensure risk is sufficiently
mitigated.

Finding 2.3

DoD standards for denying requests for recognition as an ecclesiastical endorser of chaplains may be

inadequate.

S Telephone Interview with Depury Director of the Aemy CAF. Washington, D.C., Dec. 3, 2009,

6 Department of the Army. AR 380-67, Persomnel Security Pragram, Washington, D.C., Sep. 9, 1988, 15-16.
ational Security Positions.” Code of Federal Regulations Tide 5. Pt. 732.101-401, 1991 ed., Tan. 4, 2004; Office of the White House Press Sceretary.
cutive Order 12968, Access o Classified Information, Washington. D.C., Aug. 4, 1995; The White Hous djudicative Guidelines for Determining
Eligibility for Access to Classified Information,” Washington, D.C.. Dec. 29, 200%; Deparcment of the Army. AR 380-67. Persannel Security Program;
Department of the Navy, SECNAVE 5510.308, Personnel Security Progrem, Washingron, D.C., Oct. 6, 2006; Unired States Air Force, AFI 31-501,
Persomnel Security Pragram Maanagement, Washington, D.C.. Jan. 27, 2005.

7

8 Imerview with HQ USMC Manager for Information and Personnel Securiry Program. Washingron, DL.C., Dec. 16, 2009
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Discussion

Each religious organization that provides military chaplains provides an endorsing agent to serve as its
representative to the Department of Defense. These endorsing agents issue and withdraw professional
credentials in accordance with the practice of their religious organizations. Current policy requires
removal of any individual or religious organization from participation in the DoD Chaplain program
only if they threaten national or economic security, are indicted or convicted of an offense related to
terrorism, or if they appear on the annual State Department list of Foreign Terror Organizations. This
limited authority to deny requests for designation as ecclesiastical endorsers could allow undue improper
influence by individuals with a propensity toward violence.

Recommendation 2.3

Review the limitations on denying requests for recognition as ecclesiastical endorsers of chaplains.

Finding 2.4

The Department of Defense has limited ability to investigate Foreign National DoD military and
civilian personnel who require access to Dol information systems and facilities in the U.S. and abroad.
Discussion

This further relates to finding, discussion, and recommendasion 2.2.

A number of populations presently granted physical access to DoD facilities require some form of vetting for
repeated access. Vetting is often a one-time event that does not provide for continuous re-investigation or re-
evaluation for the duration of DoD affiliation. For the notionally vetted populations, some records do not exist,
and large numbers of people who gain access to our facilities are not vetted at all under current procedures. The
Department of Defense’s ability to investigate foreign national DoD employees who live outside of the U.S. and
require access to DoD facilities is very limited. The Department of Defense is only able to conduct the FBI name
check, fingerprint check, and a check of the known and suspected terrorist databases.
Recommendation 2.4

Coordinate with the Department of State and Office of Personnel Management to establish and
implernent more rigorous standards and procedures for investigating Foreign National DoD personnel.

Finding 2.5
‘The policies and procedures governing assessment for pre- and post-deployment medical risks do not
provide a comprehensive assessment of violence indicators.

Discussion

This further relates to finding, discussion, and recommendation 2.1.

DoD and Service policies provide broad pre-deployment guidance on health risk assessment,” and

9 Department of Defense. Dol 6490.03, Deplayment Health, Washingron, D.C,, Aug. 11, 2006, 275 Departmenc of Defense. DoDI 602519, Individual Medical
Readines, Washington, D.C., Jan, 3, 2006, 4.

14
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specific guidance on a variety of high-risk health conditions.” Guidance on high-risk health conditionsis
useful to healthcare providers currently treating service members. There is no global violence risk
assessment performed during pre-deployment for Service members not currently receiving healthcare.
Post-deployment assessments, performed at the end of deployment and three to six months after
deployment, rely primarily on self-report screening questionnaires' 1o identify risk factors. These
screening questionnaires address issues such as post-traumatic stress, traumatic brain injury, substance
abuse, depression, and suicide~—there are no screening questions to assess the potendial to harm others.
Moreover, the assessments do not address additional risk factors (i.e., financial, occupational, relationship
stressors) thought to be associated with the potential for violence.

Recommendation 2.5

®  Assess whether pre- and post-deployment behavioral screening should include a comprehensive
violence risk assessment.

®  Review the need for additional post-deployment screening to assess long-term behavioral indicators
that may point to progressive indicators of violence.

®  Revise pre- and post-deployment behavioral screening to include behavioral indicators that a person
may commit violent acts or become radicalized.

®  Review policies governing sharing healthcare assessments with commanders and supervisors to allow
information regarding individuals who may commit violent acts to become available to appropriate
authorities.

Finding 2.6
"The Services have programs and policies to address prevention and intervention for suicide, sexual assault, and family
violence, but guidance concerning workplace violence and the potential for self-radicalization is insufficient.
Discussion

This further relates to finding, discussion, and recommendation 2.2.

Suicide Prevention,” Sexual Assault Prevention & Response,'* and Family Advocacy' programs address
numerous facets of violence. Family Advocacy and Sexual Assault Prevention & Response programs

Y0 Department of Defense. ASI Palicy Memo on Guidance for Deplayment Limiting Poychiatric Condlitions & Medications, Washi DC., Nov. 7, 2006, 17,

It Department of Defense, DI Fotw 2796, Past Deployment Health A (PHDA), Washi D.C.., January 2008, 17 Department of Defense,
DD Form 2900, Post Deployment Health 4 (PHDA), Washi D.C., January 2008, 15,

12 Deparcment of the Air Force, APl 44-154, Suicide and Violence Prevention Education and Training, Washi D.C., Jan. 3, 2003/Aug, 28, 2006, 2-18;

Depacement of the Army. AR 600-63, Armty Health Promotion, Washington, D.C., Sep. 20, 2009 parement of the v. OPNAVINST 1720.44,
Suicide Prevention Program, Washingron, D.C., Aug, 4, 2009, 1-10; Department of the Navy. MCO Pi700.24B, Marine Corps Personal Services Manuat,
‘whingron, D.C., Dec. 27, 2001, 3-8,

13 Department of Defense. DoDD 6495.01, Sexual Assanit Prevention and Response Program, Washingron, D.C., Oct. 6, 2005/Nov. 7, 2008, 1-3;
Department of the Air Force, AFT 36-600%, Sexual Assaslt Prevention and Response Program, Washington, D.C., Sep. 29, 2009, 5-30; Department of
the Navy. SECNAVINST 1752.4A, Sexual Assawdt Prevention and Response, Dec. 1, 2005, 1-3: Deparvment of the Army. AR 600-20, Army Command
Policy, hington, D.C.. Nov, 30, 2009, 68-82: Department of the Navy. MCQ 1752.5, Sexual Assanlt Prevention and Respanse Program, Marine Corps
Persosial Services Mameal, Washingron, D.C., Sep. 28, 2004.

14 Department of the Defense. DoDDD GA00.01, Family Advocacy Program, Washington, DC., Aug, 23, 2004, 2-5; Department of the Air Force, AFI 40-301, Family
Advocacy, Washington, D.C., Nov. 30, 2009, 5-3; Department of the Ary. AR 608-18, Family Advocacy Program, Washington, D.C., Oct. 30, 2007, 117
Department of the Nav "NAVINST 1752.3B, Family Advecacy Program, Nov. 10, 2005, 1-16; Department of the Navy. MCO P1700.24B, Marine Corps
Lersonal Services Maneal, Washinggon, DL.C., Dec. 27, 2001, 5-4.
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in each of the Services are implemented based on Do} level guidance,

Useful resources while Suicide Prevention programs are implemented by each of
for violence the Services without specific DoD level policy. The policies and
prevention procedures at the DoD or Service level that address workplace violence

are not comprehensive. Where current policy or programs exist, they
are limited, not widely disseminated, and implemented inconsistently.”
For example, Air Force Instruction 44-154, Suicide and Violence

education and
training also exist

in other federal Prevention Education and Training, addresses training for both violence
agencies but are and suicide prevention, but the violence prevention portion of annual
dated and not training was recently eliminated. In recent years, the Services have

developed programs that address preventing violence in various
populations.’® These may serve as useful resources for developing more
comprehensive workplace violence prevention—including the potential
for self-radicalization. Useful resources for violence prevention
processes. educartion and training also exist in other federal agencies but are dated
and not integrated into DoD policies, procedures, or processes.”

integrated into
DoD policies,
procedures, or

Recommendation 2.6

® Revise current policies and procedures to address preventing violence toward others in the workplace.

®  Integrate existing programs such as suicide, sexual assault, and family violence prevention with
information on violence and self-radicalization to provide a comprehensive prevention and response
program.

Finding 2.7

DoD policy regarding religious accommodation lacks the clarity necessary to help commanders
distinguish appropriate religious practices from those that might indicate a potential for violence or
self-radicalization.

Discussion

DoD Instruction 1300.17, Accommodation of Religious Practices within the Military Services, states that
requests for religious accommeodation should be granted when the practice will not have an adverse
impact on mission accomplishment, military readiness, unit cohesion, standards, or discipline.”® It does
not, however, provide standards or recording procedures necessary to establish a baseline of traditional
religious practice within faith groups. The Department of Defense has not issued clear guidance

on the degree to which the Religious Freedom Restoration Act'® applies to the military. Therefore,
commanders, supervisors, and chaplains lack a common source to distinguish mainstream religious

15 Senior military mental health providers consulred for the DoD Fort Hood Tadependent Review Panel.

16 Army Warrior Transition Center Policy Memo: Warrior Transiton Unitv/Communiry-Based Warrior Transition Unit (WTU/CBWTU) Risk Assessment
& Mirigation Policy (Draft pending approvall Department of the Air Force. G DOC: 06-0009, Memorandum, ALMAJCOM/SG, Washington, D.C.,
QOct. 14, 2005, 1-% Combas and Operational Stress First Aid for Caregivers Training Manual (Draft pending approval).

7 Office of Personnel Management. Dealing with Warkplace Vieknce: A Guide for Agency Planers, February 1998: Office of Personnel Management. 4
Manager’s Handbook: Handling Trawmatic Events, Washington. D.C., December 1996,

18 Department of Defense. Do 1300.17, Accommodasion af Religious Practices Within the Mifitary Services, Washington, D.C., Feb. 10, 2009, 2.

19 Titke 42, USC Chapter 21 B, Religious Freedom Restoration, Section 2000bb-1, Free Exercise of Religion Protected, Washington, D.C., Jan, 8. 2008.
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practices from extreme practices for faith groups. Service policies and procedures, therefore, vary in
stating and reporting standards of religious accommodation.*

If requests for religious accommodation that compete with mission requirements were recorded and
shared among commanders, supervisors, and chaplains, it would help establish a baseline from which o
identify deviations within the Services and the Department of Defense. At present, there is confusion
about what is acceptable.

For example, the Air Force requires personnel who request waivers for accommodation of religious
apparel to be interviewed by a chaplain to assess whether the request is in keeping with doctrinal or
traditional observances of the Service member’s faith. Then the installation’s senior chaplain must
document the findings before forwarding to the commander for a decision. The Services have different
procedures for handling religious accommodation requests. None of this information is shared, even
when serving together at joint bases or in deployed locations.

This lack of clarity creates the potential for denying information to commanders and supervisors that
may signal indicators of self-radicalization or extremist behavior. Commanders and supervisors may not
recognize unusual religious practices outside traditional norms within faith groups. Current procedures
do not provide consistent mechanisms for initiating appropriate action to prevent an escalation toward
violence.

Clear standards would enhance commanders” and supervisors’ ability to promote the climate necessary
to maintain good order and discipline, and would reduce both the instances and perception of
discrimination among those whose religious expressions are less familiar to the command.

Recommendation 2.7

Promptly establish standards and reporting procedures that clarify guidelines for religious accommodation.

Finding 2.8
DoD Instruction 5240.6, Counterintelligence (CI) Awareness, Briefing, and Reporting Programs, does

not thoroughly address emerging threats, including self-radicalization, which may contribute to an
individual’s potential to commit violence.

Discussion

This relates to finding, discussion, and recommendation 2.1.

DoD Instruction 5240.6, Counterintelligence (CI) Awareness, Briefing, and Reporting Programs, provides
guidance to conduct defensive counterintelligence and counter-terrorism awareness briefings to DoD
personnel. This instruction does not, however, provide specific, updated guidance to the Services,
Combatant Commands, and appropriate agencies concerning behavioral indicators that could identify
self-radicalization, terrorism, or violence. Researchers and intelligence professionals have been actively

20 Department of the Army. AR 165-1, Chaplain Activities in the United States Army, Religious Support, Washington, D.C. Dec. 3, 2009, 1, 9; Department
of the Navy: NAVINST 1730.88, Aecommodation of Religious Practices, Washingron, D.C., Oct. 2, 2008, 1-9; Deparcment of the Air Force. AFPD
52-1, Chaplain Service, Washingron, D.C., Ocr. 2, 2006, 2.

21 Department of Defense. DeDI 1300.17, Accommodation of Religions Practices Within the Military Services. Washington, D.C., Feb. 10, 2009, 1.2,
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engaged in identifying trends in this domain, particularly since September 11, 2001.* The absence of an updarted
and comprehensive policy on emerging threats inhibits the timely update of relevant Service regulations.

Recommendation 2.8

Update DoD Instruction 5240.6 to provide specific guidance to the Services, Combatant Commands,
and appropriate agencies for counterintelligence awareness of the full spectrum of threat information,
particularly as it applies to behavioral indicators that could identify self-radicalization.

Reporting and Sharing Information About the

indicators

Finding 2.9

DoD and Service guidance does not provide for maintaining and transferring all relevant information
about contributing factors and behavioral indicators throughout Service members’ careers.

Discussion

This relates to finding, discussion, and recommendation 2.1 and 2.2.

‘The only information that follows Service members across all assignments is contained in performance
evaluations and medical records. Other information may be required, but those requirements vary
across the Services.”” Some information included in these files is temporary, however, and is barred

from becoming part of permanent records.® For example, Service policies place strong emphasis

on commander discretion to record and/or forward information about minor law enforcement or
disciplinary infractions.” Successful completion of substance abuse counseling is another example of
information that may not be included in Service member records, but research studies show that ongoing
or past alcohol and drug abuse can lead to violent acts.”®

The result is that significant additional information is kepr at local levels, or for limited periods of time,
and is therefore unavailable to future commanders and supervisors. Similarly, incoming commanders
and supervisors may lack visibility into some relevant events that occurred prior to their arrival (@lthough
some programs such as the Marine Corps’ Family Readiness Officer Initiative aim to bridge some of
these gaps”). Federal law and DoD implementing policies direct certain types of information that

. McCoy, Joel Rodriguez, and Donald N. Vao Duyn.

22 Paul K. Davis and Kim Cragin, eds. Socsal Science for Counterterroriom, (2009,
unn. “Incidents of Terrorism in the United States,

“Countering Violeor Isfamic emtism.” FBI L nfnne:mm Bulletin (2007): 3
I : 7% i Cuenca, Ignacio and Luis de la Calle. “Damesic Terrovism: The Hidden Side of Political
Violence.” Annual Review ofl’olizk Science 12 (20093 31-49; Smith, Brent. " Look at Terroriss Behavior: Haw They Prepare, Where They Strike.” NI}
Journal 26p0 {2008): 2-6; Austin 1" Turk “Seciology of Terarism. " Annual Review of Sociology 30 {2004): 271-86,

rol Dyer, Ryan
-9; Samuel

: Deparement of the Air Force. AF] 36-2608, Military

23 Deparrment of Army. AR 600-37, Un } Washi D.C., Dee, 19, 1986,
INST 1070.27B., Dacument Submission Guidelines for

Personnel Record System, Washingron, D.C. /\ug 30, 7()()0 36; Deparament of:}u Navy. BUP!
the Electranic Military Personnel Recorel System, Washingon, D.C., Aug, 26, 2003, 2-4.

24 Department of the Navy. MCO P1070.12K, Marine Corps Indivi Records Administration Manual, hing D, Tuly 14, 2000, 1-4, 1-7.

25 Ibid,

26 U.S. Aemy Center for Health Promotion and Preventive Medicine, Tnvestigation of Homicides at Fort Carson, Colorado, Nov. 2008-May 2009, July
2009, Table B-6, “Risk Factor Characteristics by Index Case Bused on Recard Review and Administsative Databases,” B-14.

27 Deparement of the Navy. NAYMC Dircctive 1754.6A, Marine Corps Family Team Building, Washingzon, D.C., Jan. 30, 2006, 2-3 through 2-6;
Departmient of the Navy, MCO 17546, Marine Corps Family Tream Building, Washingron, D.C., Jan. 30, 2006, 4.5, 7.
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must and/or cannot be mainrained.”® The Department of Defense’s review of guidance for retaining and
sharing of additional information should include a recommendation on modifying applicable statutes
and policies.

Recommendation 2.9

®  Review what additional information (e.g., information about accession waivers, substance abuse,
minor law enforcement infractions, conduct waivers) should be maintained throughout Service
members’ careers as they change duty locations, deploy, and re-enlist.

®  Develop supporting policies and procedures for commanders and supervisors to access this
information.

Finding 2.10
There is no consolidated criminal investigation database available to all DoD law enforcement and
criminal investigation organizations.

Discussion

DoD criminal investigation organizations have limited ability to search for or analyze information
outside their own databases; they must query other DoD criminal investigation organizations to obtain
specific investigative information. This limitation restricts investigative efforts for searches or analysis of
data outside of each Service and could reduce the effectiveness of law enforcement to prevent, detect, or
investigate criminal activity.

Current initiatives regarding joint basing, coupled with the routine
Current initiatives | formation of Joint Task Forces, highlight the importance of sharing
regarding joint investigative dara among the Services. The Department of Defense
has recognized this shortfall and supported implementation of a
Defense Law Enforcement Exchange, using the Naval Criminal
Investigative Service's Law Enforcement Information Exchange (LInX)

basing, coupled
with the routine

for»‘“a‘?*on ‘)‘f as a model. LInX is a database established to apply search and link
Joint Task Forces, . analysis tols by providing access to structured and unstructured data
hi gh Ii ght the across organizations, including Federal, State, county, and municipal
importance agencies.

of sharing Recommendation 2.10

investigative Establish a consolidated criminal investigation and law enforcement
data among the database such as the Defense Law Enforcement Exchange.
Services.

Finding 2.11

DoD guidance on establishing information sharing agreements with Federal, State, and local law
enforcement and criminal investigation organizations does not mandate action or provide clear standards.

28 36 Code of Federal Regulation, Parr 1220, Federal Records - General, Washington, D.C., Nov. 2, 2009; 36 Code of Federal Regulation, Part 1222,
Creation and Management of Federal Records, Washington, D.C., Nov. 2, 2009 Department of Defense. DoDI) 5323.5, DolD Cooperation with Civilian
Law Enforcement Qfficinls, Washington, D.C., Jan. 15, 1986/ Dec. 20, 1989, 3,
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Discussion

This relates to finding, discussion, and recommendation 2.10.

DoD policy requires the Secretaries of the Military Departments and Directors of the Defense Agencies

to establish local contact points in subordinate commands for coordination with Federal, State, and local
civilian law enforcement officials.” The Services have implemented this directive through various Service-
specific documents, ranging from mandatory guidance in seeking formal Memoranda of Understanding

to encouraging partnerships with local law enforcement agencies. The latitude in secking agreements

with Federal, State, and local law enforcement could, however, create gaps in the Services™ ability to
identify DoD) personnel who might pose a credible threat to themselves or others. Witchout strong liaison
agreements, commanders and supervisors lack visibility of a Service member’s criminal acts committed off
a military installation, This could impede the ability of a commander or supervisor to assess indicators that
signal when individuals may be prone to committing violent acts or falling prey to self-radicalization.

29 *

The Services include provisions in their respective antiterrorism guidance regarding DoD requirements
to implement effective processes to integrate and fuse all sources of available threat information from
local, State, Federal, and host nation law enforcement agencies. An exclusive focus on antiterrorism,
however, fails to consider an escalation of violent criminal behavior. ‘The absence of effective information
sharing agreements creates a potentially critical void in a commander’s ability to assess his personnel.

Recommendation 2.11

Require the Military Departments and Defense Agencies to establish formal information sharing
agreements with allied and partner agencies; Federal, State, and local law enforcement; and criminal
investigation agencies, with clearly established standards regarding scope and timeliness.

Finding 2.12

Policies governing communicating protected health information to other persons or agencies are
adequate at the DoD-level, though they currently exist only as interim guidance. The Services, however,
have not updated their policies to reflect this guidance.

Discussion

Release of protected health information in the Department of Defense is governed by the Health

Information Portability and Accountability Act (HIPAA), which balances confidentiality with the need
to ensure operational readiness and is reflected in DoD and Service-level policy.* Unique guidance on
release of medical information has been established for Restricted Reporting in cases of sexual assault.

29 Deparement of Defense. DoDD 5255, Dob) Coaperation wich Civilian Law Enforcement Official, Washingron, D.C.. Jan. 15, 1986/Dec. 20, 1989, 3.
30 Deparement of Defense. Dol 2000.16, DalD 4 orism (AT}5 ds, Washing DL Oce. 2, 2006/Dec. 8, 2006, 14.
31 Depariment of Defense. DoDI 6025.18-R. Privacy of Indi ” fiable Health 1 in Dol> Health Care Programs, Washington, D.C., Jan.

24, 2003, 19, 25, 49 Department of Defense. DoDl 6490 4, Requirements for Mental Health Evaluations of Members of the Armed Forces, Washingron,
D.C., Aug. 28, 1997, 7-8. 11-13. 14-15: Department of Defense. DoDD 36490.1, Mental Health Evalnations of Members of the Armed Forces, Washington,
DO Oct. 1, 1997, 5.7 Depattment of the Air Force, AFL 44109, Mental Health Confidentiality and Military Law, Washington, D.C., Mar. 1, 2000, 2,
3, % Deparement of the Army. MEDCOM Policy 09-027. Relowse of Protecred Health Information to Uit Cononand Officials, Washingron, D.C., May 19,
009, 15,

@
s

Department of Defense, DoDD 6495.01, Sexual Assandt Prevention and Response Program, Washingron, D.C., Oct. 6, 2005/Nov. 7, 2008, 3-4,
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The Department of Defense has recently provided interim guidance that indicates the circumstances
under which it is appropriate and required for a healthcare provider to release protected health
information.” Not all current Service-level guidance reflects the most recent DoD policy.

Recommendation 2.12

Ensure Services update policies to reflect current DoD-level guidance on the release of protected health
information.

Finding 2.13

Commanders.and military healthcare providers do not have visibility on risk indicators of Service
members who seek care from civilian medical entities.

Discussion

This relates to finding, discussion, and recommendation 2.1,

Civilian health professionals who provide care to Service members have several sets of guidelines

that govern response to indicators of violence that are determined during trearment. Policy does not
require civilian providers to notify military health treatment facilities or commanders, and in some
cases—especially when the information involves personal data—it prohibits information transfer to
anyone except authotized family members. This gap in visibility prevents military medical providers,
commanders, and supervisors from assisting the Service member or intervening until the risk indicators
result in observable behaviors that trigger concern,

Recommendation 213

Consider secking adoption of policies and procedures to ensure thorough and timely dissemination of
relevant Service member violence risk indicators from civilian entities to command and military medical
personnel.

Finding 2.14

The Department of Defense does not have a comprehensive and coordinated policy for
counterintelligence activities in cyberspace. There are numerous DoD and interagency organizations and
offices involved in defense cyber activities.

Discussion

This relates to finding, discussion, and recommendation 2.1.

The evolving security threat increasingly involves information exchanges using the Internet. The Services
have developed cyber counterintelligence programs to identify potential threats to DoD personnel,
information, and facilities. Non-DoD agencies are also involved in cyber counterintelligence activities.

The Department of Defense does not have an overarching policy coordinated across the interagency and
with the Office of the Director of National Intelligence that provides clear guidance to the Services and

33 Department of Defense. INTM 09-006, Revicing Commaund Notification Requiverments ro Dispel Stigma in Providing Mental Health Ciare so Milisary
Personnel, Washington, D.C., July 2, 2009, 1-6.
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Defense agencies on the execution of counterintelligence cyber activities. The Department of Defense
is reviewing comments from the Services and appropriate defense agencies on Draft DoD) Instruction
5240.mm, Counterintelligence Activities in Cyberspace.

Recommendation 2.14

Publish policy to ensure timely counterintelligence collection, investigations, and operations in
cyberspace for identifying potential threats to Do) personnel, information, and facilities.

Barriers or Constraints on Taking Action
Finding 2.15

DoD policy governing prohibited activities is unclear and does not provide commanders and supervisors
the guidance and authority to act on potential threats to good order and discipline.

Discussion

This relates to finding, discussion, and recommendation 2.1.

DoD policy on prohibited activities is limited and only addresses
DoD pOUC“}/ active participation in groups that may pose threats to good order
on prohibi ted and discipline.” However, this does not include contacting,
establishing, and/or maintaining relationships with persons or
limited and O!Ily entitie's t.hat interfere with or prevent the orderly zfc;on{xplishr?xc.nt of
. the mission or present a clear danger to loyalty, discipline, mission,
addlies_ses flCtl’j?C or morale of the troops.” All of these activities may increase an
participation (n individual’s propensity to commit violence, and should be within the
groups that may | purview of commanders to address.
pose threats to
good order and

discipline,

activities is

Recommendation 215

Review prohibited activities and recommend necessary policy changes.

Finding 2.16

Authorities governing civilian personnel are insufficient to support commanders and supervisors as they
attempt to identify indicators of violence or take actions to prevent violence.

Discussion

This relates to finding, discussion, and recommendation 2.1.

‘The Department of Defense’s authorities for civilian personnel are more limited than for military

members. For a variety of reasons, many indicators of risk factors associated with violence are not visible
to commanders and supervisors, especially factors that might be observed outside the workplace. Even

34 Deparement of Defense. DD 1325.06, Hendling Dissident and Protest Activities Among Members of the Avored Forces, Nov. 27, 2009, 9,

35 “The Supreme Court has recognized differing freedom of speech and freedom of association seandards for military mesmbers and civitians, Fora

assion, see ULS. v. Brown, 45 MJ. 389, at 395 {CAAK, 1996).

comparative dis
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within the workplace, not all civilians are subject to some of the screening procedures that might reveal

indicators of concern,

The ability to address
some civilian behaviors
that may be associated
with violence is limited
by DoD and Service
policies, statutes,
federal regulation, and
collective bargaining
agreements,

36 Deparrment of D

The ability to address some civilian behaviors that may be
associated with violence is limited by DoD and Service

policies, statutes, federal regulation, and collective bargaining
agreements. As one example, Air Force regulations specify that
supervisors seeking to suspend a civilian employee from the
workplace must provide at least 24-hour notice to that employee,
and the policies note that seven-day notice is more typical *
This authority is likely insufficient if an employee represents an
imminent threat.

Recommendation 2.16

Review civilian personnel policies to determine whether
additional authorities or policies would enhance visibility on
indicators of possible violence and provide greater flexibility to
address behaviors of concern.

YTM 09-006, Revising Command Notificaion Requirensents to Dispel Stigmat in Providing Mental Health Care to Milisary Personnel.

Washingron, D.C.. July 2, 2009, 1-6: Deparement of Air Force. APl 36-704, Discipline and Adverse Actions, Washingron, D.C., July 22, 1994, 13.
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Chapter 3
Force Protection

An impenctrable shield against all threats remains ncither practical nor affordable. However, 2 force
protection system that encompasses a variety of tactics, techniques procedures, and rechnology to deter
and, if necessary, defeat an atrack against our people has proven effective.

Our study found that some policies governing information exchange, both within the Department of
Defense and between the Department and outside agencies, are deficient and do not support detection
and mitigation of internal threats. There is not a well-integrated means to gather, evaluate, and
disseminate the wide range of behavioral indicators that could signal an insider threat.

We addressed key supporting pillars such as physical security, installation access, indications and
warning, and information sharing.

We reviewed DoD, Joing, Service, and Northern Command and its Service Components force protection
policies and implementing guidance to determine consistency across the Department of Defense, identify
porential best practices that could be shared/adopted, determine if thete were contradictions in force
protection policies, and identify deficiencies that, if corrected and implemented, could prevent another
Fort Hood occurrence within the Department of Defense. In addition to DoD) personnel, we contacted
Department of Homeland Security and FBI officials to gather information, confirm policies, or to seek
best practices.

Authorities/Command and Control
Finding 3.1
® The Department of Defense has not issued an integrating force protection policy.

®  Senior DoD officials have issued DoD policy in several force protection-related subject areas such as
antiterrorism, but these policies are not well integrated.

Discussion

Joint Publication 3-0 defines force protection as preventive measures taken to mitigate hostile actions
against DoD personnel (to include family members), resources, facilities, and critical information.”

Mulkiple senior DoD officials have responsibility for various force

protection-related programs: Under Secretary of Defense for Personnel No senior
and Readiness for several law enforcement personnel and health affairs DoD official is
policies; Under Secretary of Defense for Policy for antiterrorism, assigned overall

terrorism suspicious activity reporting, continuity of operations, and
critical infrastructure protection policies; Under Secretary of Defense
for Acquisition, Technology, and Logistics for installation emergency

responsibility for
force protection

management; and Under Secretary of Defense for Intelligence for POHCY and there
physical security, military working dog, counterintelligence, use of deadly is no intcgrating
force, and carrying of firearms for law enforcement and security duties Do Poiicy
policies. No senior DoD official is assigned averall responsibility for regardmg force

force protection policy and there is no integrating DoD policy regarding

force protection. protection.

37 Deparcment of Defense, Joint Publications 3-0, Joint Operations, Washington, D.C., Sep. 17, 2009.
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The President has assigned the mission of force protection to the Geographic Combatant Commanders
in the Unified Command Plan. Only one of the DoD force protection-related policies (Antiterrorism)
addresses this mission. In DoD Directive 2000.12, DoD> Antiterroriom Program, the Deputy Secretary of
Defense assigned the Geographic Combatant Commanders tactical control for force protection for most
DoD personnel in their geographic areas of responsibility.* No other DoD policy addresses this mission.

Our review suggests that there is some misunderstanding regarding the scope of the geographic
combatant commanders’ force protection responsibility and the responsibility of the military
departments, especially in the United States. If multiple, simultaneous events similar to the Fort
Hood incident occur, clarity of command and control responsibilities will be essential for a rapid,
comprehensive response.

Recommendation 3.1
®  Assign a senior DoD official responsibility for integrating force protection policy throughout the
Department.

®  Clarify geographic combatant commander and military department responsibilities for force
protection.

®  Review force protection command and control relationships to ensure they are clear.

Iindications and Warning
Finding 3.2

DoD force protection programs and policies are not focused on internal threats.

Discussion

This relates to finding, discussion, and recommendation 2.1.

Detecting and defeating an internal threat requires close personal observation and interaction rather than
the construction of physical security barriers. Current DoD and Service programs that provide guidance
concerning observation of personal behavior are primarily medically oriented and focused on suicide
prevention, There is no formal policy guidance for commanders to identify, report, o act on indicators
that may be indicative of an internal threat. There is no DoD-wide protocol to notify commanders

of potential internal threats that may exist in their command. Inability to reliably detect and counter
emerging internal threats is a gap in DoD force protection measures.

The effort to identify threats posed by those who have access to DoD installations or systems and
knowledge of our defensive measures and weaknesses is targeted toward defending specific resources.
Whether internal threats target a computer system, classified information, or personnel, research suggests
they may often share common indicators.” The effort to identify threats may be enhanced by exploiting
any common indicators and integrating the disparate programs designed to defend against these threats.

The Services have already cautioned their people to be alert to threats such as terrorism, school violence,

sexual crimes, stalking, cyber crimes, domestic violence, arson, sabotage, communicated threats, and

38 Department of Defense, Unified Command Plan (UCP), Washingron, D.C., Dec. 17, 2008; Depassment of Defense. DoDD 2000.12,
Dol) Antiterrovism (AT} Program, Washingron, DC., Aug. 18, 2003,

39 Defense Personnel Security Research Center, Technical Report 09-02: Insider Risk Evaluation and Audit, Monterey, CA, August 2009.
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pre-attack behaviors. Several DoD programs exist {e.g. Counterintelligence
The Department | Awareness Training, Information Assurance Training, U.S. Army Ten Ke
& 5 Y

of Defense Indicators of Terrorist Activity, Suicide Prevention, Personnel Reliability
does not have a Program) that task members to report suspicious behavior indicative of future
. y s pere 40 . .. A
compr chensive destfuanve acts. 'ﬂ}cse programs and associated training focus on protecting
.. specific assets. The Department of Defense does not have a comprehensive
frainin & . . -
training program focused on internal threats regardless of the target. In
program addition, the integration and fusion process for command, medical, law
focused on enforcement, and chaplain services is not firmly or universally established. For

internal threats example, an installation’s Threat Working Group could be specifically tasked

rega rdless of the | toconsiderand evaluate internal chreats as part of their normal procedure. If

target. individuals of concern are brought to their attention, they could then evaluare
? and advise the commander on ways to mitigate the potential threat.

Countering the internal threat should focus on the common indicators leading up to a wide range

of destructive events, such as terrorism, school violence, sexual crimes, stalking, cyber crimes (cyber
stalking), domestic violence, arson, sabotage, communicated threats, and pre-attack behavior. This
approach would focus on exhibited behavior regardless of the individual’s identity. New programs to
address internal threats should take a comprehensive approach and be presented as a means to take care
of fellow DoD members from a force protection perspective.

Training progrars put in place w educate DoD personnel should be easily understandable by the entire
population. Identifying the key indicarors of aberrant behavior and clearly outlining the process to
report will be critical to focusing the force on the threat. Establishing the process and providing the
tools for commanders to evaluate and counter internal threats will be important as well. Predictive
analysis for internal threats is a difficult proposition, but predicting and defending against excernal
threats requires a similar degree of anticipation.

The Navy has a fusion cell designed to predict and mitigate insider violence that could serve as a

model for the Department of Defense. The Naval Criminal Investigative Service established the

Threat Management Unit in 1996.#' The Threat Management Unit provides criminal and behavioral
analysis and risk assessments for Navy and Marine Corps commanders to predict and mitigate potential
violence on the part of DoD affiliated personnel. Other examples of successful threat assessment and
intervention exist and are worthy of further study. The U.S. Postal Service has a successful workplace
violence program highlighted by the use of threat assessment teams.*” The Association of Threat
Assessment Professionals provides additional resources integrating academic, private, and public studies
and programs for countering an insider threat.?

40 Deparrment of Defense, Dol 52406, Counterintelligence (1) Awierencss, Bricfing, and Reporting Programs. Washingron, D.C.,, Aug, 7. 2004, 1-16;
Departatent of Defense. DaDD 8570.01, lnformation A Cersification, and Workforce Managemens, Washington, D.C... Aug, 15, 2004,
1-10; Department of the Army. Appendix A ALARACT 322, Ten Key Indicators of Potenial Terrovist Associated Insider Threats to the drmy, Washington,
D.C., Nov. 23, 2009; Department of the Army. Army Canspaign Plan for Healdh Proneotion. Risk Recduction and Suicide Prevention (ACPHP), Washi

C.. Apr. 16, 2009 Departent of Defense. Dol 5210.42-R, Nuclear Weupons Personnel Reliability Program (PRP) Regulasion, Washington, D.C.,
Nov. 10, 2009, 1-72.

41 Department of the Navy, Naval Crinsinal Investigative Service Operating Manual 3, Manwal for Criminal Investigations, Chaprer 29 (Assault), Paragraph
2.6, Threat Managemens Unit, Washingron, D.C., August 2008,

42 United Seates Postal Sevvice. Washington, D.C., May 1997

43 "The Assaciation of Threar Assessment Professional. The Association of Threat Ax Prafess (ATAP), heepe atapworidwide.org/.
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Recommendation 3.2

®  Develop policy and procedures to integrate the currently disparate efforts to defend DoD resources
and people against internal threats.

e  Commission a multidisciplinary group to examine and evaluate existing threat assessment programs;
examine other branches of government for successful programs and best practices to establish
standards, training, reporting requirements /mechanisms, and procedures for assessing predictive
indicators relating to pending violence.

®  Provide commanders with a multidisciplinary capability, based on best practices such as the Navy’s
Threat Management Unit, the Postal Service’s “Going Postal Program,” and Stanford University’s
waorkplace violence program, focused on predicting and preventing insider attacks.

information Sharing
Finding 3.3

The Department of Defense’s commitment to support JTTFs is inadequate.

Discussion

This relates to finding, discussion, and recommendation 2.10.

Defense Criminal Investigative Service involvement at the JTTFs is not functionally managed by

the Defense Counterintelligence and Human Intelligence Center, as is the case for the Service linked
participants (i.c., Army Military Intelligence, Naval Criminal Investigative Service, Air Force Office of
Special Tnvestigations). As a resul, there is no consistency of reporting from those agents back to the
Department of Defense.” The lack of a single functional management structure increases the likelihood
of confusion on the part of the FBI when it deals with DoD) representatives who operate under

different functional guidance. Any outcome should consider Defense Criminal Investigative Service
independence and objectivity.”

Recommendation 3.3

® Identify a single point of contact for functional management of the Department of Defense’s
commitment to the JTTF program.

®  Evaluate and revise, as appropriate, the governing memoranda of understanding berween the FBI
and different DoD) entities involved with the JTTF to ensure consistent outcomes.

®  Review the commitment of resources to the JTTFs and align the commitment based on priorities
and requirements.

Finding 3.4
There is no formal guidance standardizing how to share Force Protection threat information across the
Services or the Combatant Commands.

44 Interview with Depury Director {DCIS) and Homeland Security/ Terrorism Program Manager {DCIS). Washingron, D.C., Dec. 10, 2009,

45 Department of Defense. DoDD 106,01, nspector General of the Department of Defense, Washington, D.C.. Apr. 13, 2006,
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Discussion

This relates to finding, discussion, and recommendation 2.10.

46

Policy exists stating the requirement to share threat information with the Combatant Commands.
When a military criminal investigative organization or a counterintelligence organization outside the
construct of a JTTF obtains threat information pertaining to a CONUS asset or individual, there is no
standard means to share that information with the Geographic Combatant Commands.

“The FBIs draft guidance for informing the Department of Defense of tetrorism matters with a DoD

nexus, does not cover who, beyond the headquarters of Service Counterintelligence organizations (Army
G2X, Air Force Office of Special Investigations, Naval Criminal Investigative Service, and the Defense
Counterintelligence and Human Intelligence Center), should be informed of the marter. It is incumbent on
those Headquarters clements to comply with requirements to inform the affected appropriate operational
commanders or other organizations with a need to know.

Recommendation 3.4

Direct the development of standard guidance regarding how milicary criminal investigative organizations
and counterintelligence organizations will inform the operational chain of command.

Finding 3.5
The Department of Defense does not have direct access to a force protection threat reporting system for
suspicious incident activity reports.

Discussion
This relates to finding, discussion, and recommendation 2.10.

Suspicious Activity Reporting or Force Protection Threat Information, as it is known to Department
of Defense, is now an FBI nationwide initiative. The Department of Defense was using the Threat and
Location Observation Notice Program as its Suspicious Activity Reporting capability, but the program
was terminated in September 2007, This left the Department of Defense without a Suspicious Activity
Reporting system of its own.”

“The Deputy Secretary of Defense instructed DoD Components to submit Suspicious Incident/Activity
Reports and other non-intelligence reporting concerning force protection threats to the FBI's classified
Guardian Reporting System on an interim basis. DoD and FBI guidance for Guardian reporting assures
that privacy and civil liberties are protected.® This reporting continues today.

"The FBI has created an unclassified version of its Guardian system-—-called eGuardian—providin
¥ p g
participating partners with a suspicious activity reporting system.

46 Department of Defense. Dol 524010, Couterimtelligence Support to the Combarant C &s and the Deferse Agencies, Washingron, D.C., May 14,
2004; Federal Burcau of Tnvestigation, Joint Terrorism Task Force, Standard Memorandum of Understanding Between the Federal Byreau of Investigasion

cetd Defirse Crimingl Investigation Service, Washingzon, D.C., Aug, 31, 2007; Department of Defense. Dol 5240.6, Counterinselligence (C1) Awoarones,
Bricfing, and Reporting Programs, Washington, D.C., Aug, 7. 2004,
47 Tnterviow with Principal Analyst, OASD, Homeland Defense and America’s Seeurity Affaies. Washinggon, D

Jec, 10, 2009,

48 Deparcment of Defense. Depury Secretary of Defense Memarandum, fmplementation of Interim Threat Reporting Pracedures, Washingron, D.C..
Sep. 13, 2007,
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eGuardian is a secure web-based system for sharing potential terrorist threats, terrorist events, and
suspicious activity information among Federal, State, local, and tribal law enforcement partners, along
with State fusion centers and JTTFs. eGuardian is the only Suspicious Activity Reporting system thar
communicates directly with the FBI's JTTFs, and if adopted by the Department of Defense would

allow designated DoD law enforcement assets access to receive and input suspicious activity. This would
also provide an additional method by which threat information would flow from the Department of
Defense to the FBI, in situations where the Department of Justice has an investigative interest. Adoption
of eGuardian is currently the recommended solution being proposed by the Office of the Assistant
Secretary of Defense for Homeland Defense for the Department of Defense.

eGuardian does not replace coordination and information sharing requirements per the 1979 Agreement
Governing the Conduct of Defense Department Counterintelligence Activities in Conjunction with The
Federal Bureau of Investigation and the 2009 Memorandum of Understanding between the FBI and the
Department of Defense Governing the JTTF relationship.

Recommendation 3.5

®  Adopt a common force protection threat reporting system for documenting, storing, and exchanging
threat information related to DoD) personnel, facilities, and forces in transit.

®  Appoint a single Executive Agent to implement, manage, and oversee this force protection threat
reporting system.

Finding 3.6
There are no force protection processes or procedures to share real-time event information among
commands, installations, and components.

Discussion

This relates to finding, discussion, and recommendation 2.10.

During the initial stages of the attack at Fort Hood, commanders and first responders, unsure of the
nature of the threat, and in an effort to maximize their security posture, set and maintained Force
Protection Condition Delta. There were apparently no indications that the rest of CONUS DoD force
was immediately notified of the event; most installations and units first found out about the event
through the news media. This was a single event, but had it been the first in a series of coordinated, near
simultancous attacks, most other DoD installations and facilities would not have been properly postured
for an attack. The timely sharing of incident information could have served to alert other forces within
the Area of Responsibility to take the prepare-and-defend actions necessary to harden themselves before
a near simultaneous attack comes to them.

“The requirement for a process/system to share raw, non-validated event information in near real time is
the key ability for alerting the force that an attack is underway. The present DoD reporting and alerting
system, a system based on phone calls and Defense Messaging System message traffic, is neither timely
nor able to share information simultaneously among all user levels—from tactical users to operational
and strategic decision makers.
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Recommendation 3.6

Evaluate the requirement for creating systems, processes, policy, and tools to share near real-time,
unclassified force protection information among milicary installations in CONUS 1o increase situational
awareness and security response.

Access Control
Finding 3.7

DoD installation access control systems and processes do not incorporate behavioral screening strategies
and capabilities, and are not configured to detect an insider threat.

Discussion

DoD poticy mandates 100 percent credentials inspection for access to DoD CONUS installations.”

“The Dol Physical Security Program Instruction designates the Common Access Card (CAC) as “the
principal identity credential for supporting interoperable access to installations, facilities, buildings, and
controlled spaces”™ While the CAC is the principal identity document, other approved documents

may be used by dependents and other DoD affiliated individuals to obtain access. Installations outside
CONUS may recognize other identity documents depending on status of forces agreement specifications.
Tn all cases, however, propetly credentialed individuals will be granted access to the installation.

Fort Hood is equipped with a state-of-the-art automated access control system, augmented by hands-on
inspection of identity credentials that meer or exceed all DoD and Department of the Army guidance.
In the case of the Fort Hood incident, the alleged perpetrator was authorized access and was a registered
user of Phantom Express, the post's automated access control system. The alleged perpetrator’s status

as an active duty officer with a CAC meant that he was authorized access to virtually all military

installations.
Detecting a trusted insider’s intention to commit a violent act requires
Detec fiﬂg a observation of behavioral cuesfanomalies. There are Federal programs
trusted insider’s that train personnel to observe individuals under routine conditions.
intention (o Authorities may engage the individual in casual conversation and

observe their responses and behavior. When anomalies are detected, the
individual is selected for secondary screening, which provides a greater
opportunity to detect potential threatening activity. These programs may

commit a violent
act requires

observation of be useful if employed in a similar manner by DoD security guards, police
behavioral cues/ officers, supervisory personnel, persons working in visitor control centers,
anomalies. or in other common “customer service” contexts.

49 Department of Defense. oDt $200.08P, Secarity of DaD Installation and Resources, Washi D.C., Dec. 17, 2008: Deparement of Defense. DTM
09-012, Tmterim Policy Guidance for Dobd Physical Access Cantrol, Washinggon, D.C.. Dec. 2, 2009; Department of Homeland Security, HSPD-12,
Policy for 1 Common ldentification Standard for Federal Emsployees and Contractors, Washi D.C., Aug. 27, 2004: Narional Institute of Srandards
and Technology. FIPS PUB 2011, Federal Information Processing Standards Publicatinn. Personal Hentity Verification (PIV) of Federal Employees and
Congractors, Gaithersbusg, MDD, March 2006.

50 Deparcment of Defense. Dol 5200.08-R, Physical Security Pragrams Securicy of Dol Installation and Resources, Washi D.C., May 27, 2009,
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Recommendation 3.7

® Review best practices, including programs outside the U.S. Government, to determine whether
elements of those programs could be adopted to augment access control protocols to detect persons
who pose a threat.

e Review leading edge tools and technologies that augment physical inspection for protecting the force.
Finding 3.8

The Department of Defense does not have a policy governing privately owned weapons.

Discussion

In the absence of overarching DoD) policy, the individual Services have established privately owned
weapons policies. Service regulations direct that all personnel living in installation housing and those

residing in common living areas (barracks) register privately owned weapons with the installation
security office. Personnel residing in common living areas must store weapons in unit armories, and
those weapons {and ammunition) will be inventoried at specified intervals. Those personnel residing in
private on-base family housing may store their weapons in quarters. Service regulations for registering or
storing privately owned weapons do not apply when living off installation.

The Services task installation commanders with establishing privately owned weapons regulations

on their installations. The Services have established minimum standards, leaving it to commanders

to meet installation-specific requirements, including additional guidance on transporting privately
owned weapons. Our review conducted a representative sampling of installation policies that revealed
prohibitions on transporting loaded firearms and transporting a firearm in the glove compartment of 2
vehicle. The guidance we reviewed also requires keeping the weapon and ammunition separate while in
transit.”’

Recommendation 3.8

Review the need for DoD privately owned weapons policy.

Finding 3.9

Services cannot share information on personnel and vehicles registered on installations, installation
debarment lists, and other relevant information required to screen personnel and vehicles, and grant
access.

Discussion

This relates to finding, discussion, and recommendation 2.10.

Services, with Defense Agency support, continue to research and field advanced automared entry
control systems designed to expedite authorized entry onto installations. However, these automated

51 Headguaree

XVII Airbore Corps & Fort Bragg. XVII Aiborne Corps & Fore Bragg Regulation 190-12, Mifisary Police: Prinately Owwned Weapons
and Ammsnition Conteol and Prehibited Weapans, Port Bragg, NC, Dec. 1, 2004 Deparement of Defense, Combar Ceater Order PI630.6E, Discipline
and Law En feg i¢ hi 0.C., Mar. 12, 1997; Department of the Navy. SUBASENLONINST 5500.1C, Privately Oened
Weapans on Naval Submarine Base New London, Groton, C'T, May 18, 2005 Department of the Ajr Force. AFI31-101 AAFBSUR, The Air Farce
pssalistion Security Program, Washingzon, D.C.. Apr. 17, 2008; Deparcment of the Navy. MCO 5530148, Marine Corps Physical Security Prograns
Manual, Washington, D.C., June 5, 2009,
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systems do not allow the Services to share information on registered users and persons debarred from
one installation to another. The lack of a central authoritative database means that individuals debarred
by a command from entering one installation for misconduct, unsuitability, or other reasons may be
authorized access to another DoD installation.

Overseas installations do not have access to the National Crime Information Center or the Terrorist
Screening Database. Access control systems in CONUS and overseas should be able to authenticate
personnel against authoritative databases.

Recommendation 3.9

® Develop timely information sharing capabilities among components including vehicle registration,
installation debarment lists, and other access control information.

®  Accelerate efforts to automate access control that will authenticate various identification media
(e.g., passports, CAC, drivers’ licenses, license plates) against authoritative databages.

¢  Obrain sufficient access to appropriate threat databases and disseminate information to local
commanders to enable screening at CONUS and overseas installation access control points.



166

Chapter 4
Emergency Response and Mass Casualty

The Department of Defense must synchronize and align its emergency management program with
national response guidance. Using common emergency management principles, we can prepate our
military communities to respond to emergencies—from the smallest incident to the largest catastrophe.
Qur nation uses a framework and system to guide the response to any hazard.* These provide a
consistent template enabling all jurisdictions and organizations across the country to prepare for, respond
to, and recover from emergencies using a unified response. Synchronizing the Department of Defense’s
emergency management program with this national guidance will ensure the Department can integrate
effectively with all partners in response to any and all emergencies.

Emergency Response
Finding 4.1

Services are not fully interoperable with all military and civilian emergency management stakeholders.

Discussion

The Department of Defense guidance was promulgated in part to align the Department with national
response policies and establish the Installation Emergency Management program.”® The Installation
Emergency Management program directs the Services to adopt the National Incident Management System,
which Federal, State, and local agencies have already adopted. The Department of Defense has given the
Services until January 13, 2011, to develop their initial capability, and until January 13, 2014, to have a full
Installation Emergency Management program aligned with national guidance. The instruction directing
the Services to comply with the national system directed the Services to develop their own implementation
plans and timelines.* Currently all 50 states have complied with the Federal requirements. There are,
however, no measures or established milestones in DoD) guidance to define initial and full capability.

The Department of Defense will experience challenges in reaching full capability in the absence of
centralized policy because of synchronization and funding issues. Technical capabilities such as 911/
dispatch, mass notification, information sharing, and Common Operating Picture could delay full
capability because of the cost of some systems.

The Installation Emergency Management program identifies how first responders from on and off the
installation integrate into a unified effort during emergency response and recovery operations. This
Installation Emergency Management plan is designed to become the installation’s umbrella plan, which
nests functional area plans, thus enhancing coordination between responders.

Until full operational capability is achieved, integration between installation and facility emergency
personnel and other first responders will continue to be largely based on personal relationships rather
than on codified procedures.

Department of Homeland Security. National Response Framework, Washingron, D.C., Jan. 2008, 1-12. Department of Homeland Securiry. Narional
Facident Management System, Washington, D.C., December 2008, 45-62.

o
e

Y

3 Department of Defense, DoDI 6055.17, Del2 ion Emergency Manay Program, Washingron, D.C., Jan. 13,2009, 2,

54 Ihid.
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Current Air Force guidance® puts the Air Force ahead of schedule for achieving full compliance with the
Installation Emergency Management program. Reviews of the Air Force approach suggest possible best
practices for consideration by other Services.

Recommendation 4.1

®  Establish milestones for reaching full compliance with the Installation Emergency Management
program.

®  Assess the potential for accelerating the timeline for compliance with the Installation Emergency
Management program.

Implementation of Enhanced 911
Finding 4.2

“There is no DoD policy implementing public law for a 911 capability on DoD installations® Failute to implement
policy will deny the military community the same level of emergency response as those communities off base.

Discussion

Rapid communications, particularly major communication nodes such as 911 Dispatch Centers, are
critical in an emergency response. Congress mandated Enhanced 911 services as the national standard
but it has not been fully implemented by the Department of Defense.””

Qur review identified the following deficiencies:

® 911 is not the universal emergency assistance number on DoDD installations
Not all installations have enhanced 911 capabilicy

Some installations have 911 calls going on and off the installation to different dispatch centers
depending upon what type of phone is used (e.g., cell phones, Defense Switching Network phones)

While no major 911 delays were identified in the Fort Hood After Action Review (AAR),*® 911 calls
from cell phones and family housing were routed through the Bell County Emergency Dispatch

Center, which had to relay the information verbally to the Fort Hood Dispatch center. Fort Hood then
dispatched first responders to the incident. Calls from on base™ telephones went directly to the Fort
Hood Dispatch Center. Since Fort Hood does not have Enhanced 911 capability, the caller’s location
and information was not available. Had callers from cell phones and family housing wanted to reach the
Fort Hood Dispatch Center directly, they would have had to use a phone number other than 911.

55 Deparement of the Air Force. AFL 10-2501, Air Force Emergency Management Program Planning and Operations. Washingron, D.C., Apr. 6, 2009;
Department of the Air Force, AF Manual 10-2504, dir Force Incident Management for Major Accidents and Disasters, Washingron, D.C., Dec. 1, 2009:
Depactment of the Air Force. AF Manual 10-2502, Air Force Incident Management System Standards and Procedures, Washinggon, D.C., Sep. 25, 2009,

56 Public Law. 106-81, Wireless Communications and Public Safety Act of 1999, Washingron, D.C., Oct. 26, 1999; Public Law. 108-494, Enhance 911
Services. Washington, D.C., Dec. 23, 2004.

57 DPublic Law. 108-494, Enbance 911 Services, Washingron, D.C., Dec. 23, 2004, Section 102 Findings, Section 102; The Jaw incorporates state-of-the-ars
telecommunications capabilities to 911 systems.

58 HQ I Corps and Fort Hood, Farr Hood Afier Action Review, Forr Hood, TX, November 5, 2009, Stide 22,

39 For the purpose of this repart we consider “on base” ta mean calls made on Defense Switching Nerwork (DSN). Calls from DSN go directly to the Fort
Hood Department Emergency Services Dispatch.
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By having the Department of Defense implement Enhanced 911 services policy, dispatch centers would
have access to vital information about a caller’s location and identification in case the call is lost, or if the
caller becomes incapacitated. This capability would also help reduce response times and increase
coordination among all responders. Failure to implernent policy will deny the military community the
same level of emergency response as those communities off base.

Recommendation 4.2

Develop policy that provides implementation guidance for Enhanced 911 services in accordance with

applicable laws.®

Law Enforcement Practices-Active Shooter Threat
Finding 4.3

DoD policy does not currently take advantage of successful models for active shooter response for
civilian and military law enforcement on DoD installations and facilities.

Discussion

This review identified tactics, techniques, and procedures that exist within the civilian community to
respond to the active shooter scenario. An active shooter is generally described as an individual(s) actively
engaged in killing people in a confined and populated area. Typically
there is no pattern or method to their selection of victims.” Unfortunarely, :

P ¥ Despite the

no DoD) policy exists for active shooter scenarios, and the Department b £ DoD
of Defense has no established process to quickly adopt civilian law apsence o1 Lo
enforcement best practices. guxdance, the

. N Services have
Current active shooter response protocols came out of the Columbine N
tragedy, which transformed police procedures and tactics for dealing with included the
shooting rampages. Prior to Columbine the tactic was to isolae and call in | active shooter
a special response team.®* After Columbine, police departments collectively p!‘OtOC(}l in their
develop.ed new active shoc\te'r response protocols with the goal being to civilian p olice
neutralize the threat immediately. The Fort Hood AAR® noted thar the . .
installation’s Department of Emergency Services began training this new training.
active shooter response protocol last year and during this incident the
responding officers attributed their actions to this new training protocol.%

60 Public Law. 106-81. Wireless Commuricasions and Public Safety Act of 1999, Washington, D.C., Oct. 26, 1999; Public Law. 108-494, Enbance 911
Services, Washington, D.C.. Dec. 23, 2004,

61 Department of Homeland Securicy, Active Shooter: How te Respond, Washingron, D.C., 2008, 7.

62 Marine Corps Police Academy. Lesson Plan 9.2, Active Shooter, October 2008, 8: Marine Carps Police Acadery, Study Guide 9.2, Acrive Shooter,
October 2008, 5.

63 HQ T Corps and Fort Hood. Fort Hood Afier Action Review, Fort Hood, TX, Nov. 3, 2009, Slide 23.

G4 Police Officer Sgr. Kimberly Munley was trained through Advanced Law Enforcement Rapid Response Training (A.L.E.R.RT%) which equips first
responders with tactical skills and training on how to stop active shomu*s Davis, Bianca, First Rnpordrr O[f?fcr wwha ended masacre irained by Texas
State pregram, Nov. 10, 2009, hup:/istarsxstate.edu/content/f ler-officer-who-ended xas-state-program, {accessed Dec. 10,
2009,
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‘The Secretary of the Army is the Executive Agent charged with developing minimum training standards
for civilian police and security guard training.® However, the current minimum standards do not
include active shooter response protocols. Despite the absence of DoD guidance, the Services have
included the active shooter protocol in their civilian police training.* It is not, however, included in the
training for military law enforcement members.

The Air Force has included guidance on this particular topic in AFI 31-201, Security Forces Standards
and Procedures.” In this instruction, the response to an active shooter threat is specifically addressed as
a command responsibility, and requires that active shooter protocols be incorporated into installation
plans. This is by far the most comprehensive direction in published Service policies, and could be
considered a best pracrice.

While the Fort Hood AAR does not address the actions of the victims and other bystanders during the
assault this is an area that requires examination. Typically, individuals involved in these situations have
never considered how to react under these circumstances, including how to react when law enforcement
officers arrive on the scene. There are a variety of training tools available that address employee responses
during workplace violence situations. The Department of Homeland Security publishes a pamphlet
which provides basic training and awareness of appropriate actions people can and should take during
this type of threat.”® The Department of Defense has no equivalent training tool. It could, however,

be incorporated into an existing personal security training program such as that found in the Level 1
Antiterrorism Awareness annual training requirement.”’

Recommendation 4.3
®  Identify and incorporate civilian law enforcement best practices, to include response to the active
shooter threar, into training certifications for civilian police and security guards.

® Include military law enforcement in the development of minimum training standards to ensure
standard law enforcement practices throughout the Department of Defense.

® Incorporate the Department of Homeland Security best practices regarding workplace violence and
active shooter awareness training into existing personal security awareness training contained in
current Level 1 Antiterrorism Awareness training,™

®  Develop a case study based on the Fort Hood incident to be used in installation commander
development and on-scene commander response programs.

65 Department of Defese. DoDI 521090, Minimum Training, Cevtification, and Physicat Fitness Standards far Civitian Police and Security Guards in the
Depariment of Defense, Washington, D.C., July 9, 2007 Department of Defense. Deputy Assistant Secretary of Defense Memorandum, Designation of
the Secretary of the Army as the Dol> Executive Agent for Training, Certtfication, and Physical Fitness Standrds for DoD) Civilian Polive Officers and Security

an. 4, 2006,

Guards, Washinggon, D

66 In some instances it is identified in specific tactics, rechniques, and procedures, such as the Navy's Law Enforcemant And Physical Security For Navy
Tnssallations publication: Department of the Navy, NTTP 3-07.2.3, Lawe Enforcement and Physical Securisy for Navy Installations, Washingtor, D.C..
June 2009, 54 . 5.7,

67 Department of the Air Force, AFI 31-201, Security Farces Standards and Proceduses, Washingron, D.C., Mar. 30, 2009, 31; High Risk situations in
Chapter 9 states “Security Forces must take immediate action to neutralize che threat.” Purther, it requires that “Installarion plans...must address the
use of Security Forces to isolate, contain, and neutralize a terrorist, active shaoter, or hastage incident, with or wichourt assistance.”

68 Deparcment of Homeland Security. Active Shoater: How to Respond, Washington. 1.C., 2008, 1-20.
69 Department of Defense. DoDi 200016, DeD) Antiterroriom S , Washi D.C., Oct. 2. 2006,
70 Ihid.
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Mass Warning and Notification

Finding 4.4

Based on Joint Staff Integrated Vulnerability Assessments, many Dol installations lack mass notification
capabilities.

Discussion

DoD Instruction 6055.17 on Installation Emergency Management directs all installation commanders to
“develop mass warning and notification capabilities with the ability to warn all personnel within 10 minutes of
incident notification at the dispatch center.””" DoD) Antiterrorism Standards also require that mass notification
systems be incorporated into emergency response planning”® The specific standards, requirements, and
applications for all mass notification systems are contained in the Unified Facilities Criteria.™

At Fort Hood the emergency operations center effectively used their “Big Voice” system as part of their
response protocol during the incident. As mentioned in the AAR:

Soldiers were notified through loud speaker to return to their units for accountability and to
aduise the Post of the situation and to issue instructions. Use of the Big Voice prevented a lot of
phone calls into the Emergency Operations Center for basic information.”

Big Voice (Giant Voice) has been the standard for mass notification on DoD installations. Today, a more
comprehensive approach to mass warning using newer technologies is available, such as the Navy’s Wide Area
Alert and Notification System. It includes Automatic Telephone Notification System and Computer Desktop
Notification System capabilities.” These capabilities could be coupled with other personal computing devices
such as PDAs, text messaging to cell phones, and social networking sites such as Twitter and Facebook. These
new technologies have been put to use at numerous universities since the Virginia Tech mass shooting:

Recommendation 4.4

Examine the feasibility of advancing the procurement and deployment of state-of-the-art mass warning
systems and incorporate these technologies into emergency response plans.

Common Operational Picture
Finding 4.5

Services have not widely deployed or integrated a Common Operational Picture capability into
installation Emergency Operations Centers per DoD direction.””

~

2 Department of Defense. Dol 605517, DoD lation Fr M Program, Washt DL Jan, 13,2009, 32,

72 Deparement of Defense. Dol 200016, DalD Antir ismz Seandards, Washi D.C., Ocr. 2, 2006, 24.

73 Unified Facilitics Criteria 4-021-01, Design and QcM: Mass Nozification Sysiems, Dec, 18, 2002,
74 HQ I Corps and Fort Hood. Fort Hood Afier Action Review, Forr Hood, TX, Nov. 5, 2009, Slide 49,

75 Department of the Navy. Draft CNIC Instruction 2000.XX, CNIC Wide Area Alert Network, Unpublishd, Paragraph 5.0, System Operational
Requirements.

-

Virginia Tech 1 Year Later: How Campueses Have Resparded, March/April 2008, hupifwww. campussafetymagazine.com/
57, (accessed Dec. 8, 2009).

6 Robin Hatters)
Articles/?Arrich

77 Department of Defense, DoDE 605517, Do) Installation Emergency M. Pragram, Washi D.C. Jan. 13, 2009, 31, 39,
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Discussion

Information sharing and establishing a Common Operational Picture is vital to coordinating efforts
of multiple emergency response agencies’ and facilitates” collaborative planning at all echelons to
achieve situational awareness. A Common Operational Picture is “a single identical display of relevant
information shared by more than one command.””® A Common Operational Picture provides a
standardized, continuously updated, multiple-user capabilicy to produce reports, mapping, imagery, and
real time information sharing berween multiple subscribers.

DoD guidance directs installations to have a well-defined communication plan with personnel engaged
in emergency response, as well as with local first responders. This plan includes a Common Operational
Picture and information management system to execute and support actions listed in the Installation
Emergency Management Plan and to ensure interoperable communications wich civil authorities.

While the Fort Hood AAR is correct in stating that “information sharing and establishing 2 Commeon
Operational Picture is best conducted at Ops Center,”™ installation personnel experienced challenges
as they attempted to integrate multiple Emergency Operations Centers and establish 2 Common
Operational Picture. At Fort Hood multiple reports of gun shots caused commanders to delay the
release of children from the local day care center for six hours due to the lack of situational awareness

and communication with on-post organizations.®

As the Services deploy this capability, there are current technologies that have been adopted by
emergency management organizations across the country such as WebEOC and E-Team. Services need
to integrate their Common Operational Picture with technologies used by local community.

Recommendation 4.5

® Examine the feasibilicy of accelerating the deployment of a state-of-the-art Common Operational
Picture to support Installation Emergency Operations Centers.

®  Develop an operational approach that raises the Force Protection Condition in response to 2
scenario appropriately and returns to normal while considering both the nature of the threat and the
implications for force recovery and healthcare readiness in the aftermath of the incident.

Synchronization of Emergency Management

Policies and Programs

Finding 4.6

®  Stakeholders in the DoD Installation Emergency Management program, including the Under
Secretary of Defense for Policy; Under Secretary for Personnel and Readiness; Under Secretary
of Defense for Intelligence; Under Secretary of Defense for Acquisition, Technology & Logistics;
Assistant Secretary of Defense for Public Affairs; and Assistant Secretary of Defense for Networks
and Information Integration/Chief Information Officer, have not yet synchronized their applicable
programs, policies, processes, and procedures.

9 Deparement of Defense, Joint Publication 1-02, Dof) Dictionary of Military and Asociated Terms, October 2009, 105.

79 HQ U Corps and Fore Hood. Fart Hoad After Action Review, Fort Hood, TX, Nov. 5, 2009, Shides 46, 48, 51.

80 HQIH Corps and Fore Hood. Fort Hood Afier Action Review, Fort Haod, TX, Nov. 3, 2009, Slides 11, 65, 70, 74.
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®  Better synchronization and coordination would remove redundant planning requirements, identify
seams in policy, focus programmed resources, and streamline procedures to achieve unity of effort in
installation emergency management.
Discussion
The Under Secretary of Defense for Acquisition, Technology & Logistics coordinates DoD programs,
policies, processes, and procedures. Several policy documents require installations to develop emergency
response and recovery plans related to mass casualty incidents (i.e., disaster plans, antiterrorism plans,
emergency response Chemical, Biological, Radiological, Nuclear and Explosive (CBRNE) plans, mass
disaster, or mass casualty response plans). These stove-piped requirements are embedded within Installation
Emergency Management functional area policies such as: fire, antiterrorism, CBRNE, medical, religious
support, and casualty affairs.® If DoD guidance was better synchronized, these redundant planning
requirements could be identified and consolidated. A good example of synchronizing Emergency
Management guidance is the Assistant Secretary of Defense for Health Affairs policy for Public Health
Emergency Management®® which requires installation medical treatment facility emergency plans to be
integrated with the installation emergency management plan. Better coordination of policy and procedures
in this way would lead to the Installation Emergency Management plan becoming the umbrella plan for
emergency response and recovery, nesting within it functional area plans in a synchronized manner.

Recommendation 4.6

® Review responsibilities for synchronizing Office of the Secretary of Defense programs, policies, and
procedures related to installation emergency management.

®  EHstablish policy requiring internal synchronizing of installation programs, plans, and response for
emergency management.

Mutual Aid Agreement
o o Finding 4.7
CONUS nulx{ary Mutual Aid Agreements (MAAs) between DoD and civilian

lnStallat§OIls and support agencies across the Services are not current.
their surrounding

civilian communities
are increasingly
interdependent.

Discussion

CONUS military installations and their surrounding civilian
communities are increasingly interdependent. When an emergency
or a disaster strikes, it is critical for both parties to rely on
established relationships for mutual support. Coordination is
normally formalized in mutual aid agreements to meet response requirements following a disaster.

81 Department of Defense, DoDI 6()53 06, I?ﬂD /nfrxrldi‘mﬂgﬁnrybﬂu(ﬂ Program, Washingron, D.C., Dec. 21, 2006, 22; Department of Defense.
Dol 2000.16, Dal) Antiterrorism § DC, Ot 2 "ﬂ()(). 17; Department of Defense. DoD1 2000.18, Dol) fustaliation CBRNE
Rrspow Guidelines, Washingron, D.C., Dec. 4, 2002, 14; DLpdr(ﬂK’[lt of Defense. Dol 1300.18, 1)0[ )I r;.-mml Casualty Matters, Pelicies and

A

Pracedires, Washington, D.C,, Jan. 8, 2008, 8: Deparrment of Defense. DoDE 6055,17, Dol2 i Pragram, Washi
DC. Jan. 13, 2009,
82 Deparcment of Defense. Drafe DoDT 620003, Public Hasldh Emergency M Within the Dep of Definse, Washingzon, D.C.. Unpublished
23 'this policy requires & Medical B Manager be appointed as cach installation medical treatmenc facilicy o serve as the primary poine of

cr with the fastallation Emergency Manager and ensure medical treatment facility emergency management plans are integrated and compliant with
fnsrallation Emergency Management program.
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Within the medical function area, Department of Defense guidance® requires military treatment facilities
to meet or exceed the accreditation standards of The Joint Commission (TJC)™ and to comply with all
related management programs.

Ample policy exists across the Department of Defense and Service levels regarding the need to develop
and maintain MAAs." Historically those agreements have not been maintained or exercised sufficiently.
Functional areas, including fire, engineering, medical, and religious support have relied on MAAs

to resolve resource gaps and share capabilities for daily operations and emergencies. To comply with
TJC’s accreditation standards, hospitals must incorporate robust emergency management planning and
coordination. 'The 12 TJC Emergency Management standards, including 111 Elements of Performance
require Medical Emergency Management Planning, coordination, and exercising with local agencies
including installation as well as civilian stakeholders. In addition, DoD guidance requires all tenants to
participate in Installation Emergency Management planning and all-hazards exercises.®

Existing Dol and Service emergency management-related guidance recognizes the need for interagency
coordination of agreements to resolve resource gaps that are identified during planning or real world
events. Our review, however, found no overarching guidance regarding the maintenance, frequency of
review, and tracking of MAAs. The exceptions are guidance for agreements to have legal review® and o
be signed by a responsible official.®

The Fort Hood experience highlighted that MAAs were in place, and were helpful in meeting the emergency
response requirements. They had not, however, been tracked and were not exercised sufficiently to ensure
currency and effectiveness. This resulted in delays in the installation obtaining information on patients taken
to civilian hospitals.®® Although liaison officers were deployed to assist in obtaining patient information,

prior coordination and planning might have facilitated the free flow of information between the civilian
hospitals and the installation. As mentioned in our earlier discussion of information sharing, restrictions on
what constirutes releasable information under HIPAA and other guidelines further complicate matters in an
emergency response scenario. Also, if the agreements had been included in exercises extending past immediate
response into consequence management, the shortcoming in information sharing may have been identified.

The Fort Hood incident highlights the value of exercising and practicing response plans with local
entities, Maintaining current MAAs and involving civilian hospitals in disaster plan response exercises
could enhance the availability of information concerning military patients through military trearment

83 Department of Defense. DoDD 602513, Medical Quality Assurance in the Military Health System, Washingron, D.C., May 4, 2004,

84 Asof Jan. 1, 2007 the ]LAHO Lhangu] its name to The Joint C issi The Joint C ission. A fourney Through the History of The Jaint
& ission. huepd/fwww.jot joint_c ission_ history.hem, {accessed Dec. 9, 2009).

85 Department of the Army. AR 52527, Army Emergency Management Pragram, Washington, D.C., Dec. 4, 2008, S; Department of the Navy, BUMED
Instruction 3440.10, sy Medicinc Fore Heaith Proiection Emergency Mungemens Program, Washingso, DG Nov. 20, 2008, enc. 1. 26
Department of Defense. DD 605517, DaD) Installation Emergency M Program, W D n. 13, 2009: Department of Defense.

Dec. 4, 2002; Department of the Navy. OPNAV Instruction

Dol 2000.18, Dob) Installation CBRNE Response Guidelines, \'\’mhmgmn. D

3440.17, Navy Installation Emergency My Program, Washi D.C., July 22, 2005, 4 Department of the Air Force, AF Manual 32-4004,

£ Response Operaric Fashi D.C, Dec 11995, 22 Dep\rmmm of the Navy. Draft MCO 3440.9, Marine Corps Installation Ente

M, Pragram, Washi D.C., Unpublished. 3. 7; Department of the Air Force. AFl 32-2001. Fire Emergency Seroices Program, Washingson.
86 Diepartment of Defense. DoDI 605517, Installation Ei M Program Washi D.C., Jan, 13, 2009,

87 Deparument of Defense. Dol 2000.18, Dol Instadlation CBRNE Response Guidelines, Washington, D.C., Dec. 4. 2002: Department of the Aoy,
AR G00-20, Army Commuend Policy, Washington, D.C., Mar. 18, 2008,

88 Departrent of Defense. DoDI 2000.18, Dol Installarinn CERNE Response Guidelines, Washingron, T.C.. Dec. 4, 2002,

89 HQ U1 Corps and Fort Hood. Fart Hood After Action Review, Fore Hood, TX, Nev. §, 2009, Siides 33, 38,
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facilities to commanders. Currently, most exercises are not

The Fort Hood incident resourced to extend the scenario beyond hospital emergency
hi gh ki ghts the importance | departments, leaving gaps in inter-hospital administration
of extending exercises process coordination. The Fort Hood incident highlights

the importance of extending exercises beyond the immediate

beyond the immediate ‘ :
response to consequence management to include local agencies.

responsc to conscquence
management to include Recommendation 4.7

local agem‘:ies. Review Installation Emergency Management programs to
ensure correct guidance on integrating tracking, exercising,
and inspections of MAAs.

Emergency Family Assistance
Finding 4.8
"The Department of Defense has not produced guidance to develop family assistance plans for mass

casualty and crisis response, As a result, Service-level planning lacks consistency and specificity, which
leads to variation in the delivery of victim and family care.

Discussion

Following the September 11, 2001, attacks, the Department of Defense established a joint military
Services Pentagon Family Assistance Center. The Pentagon Family Assistance Center AAR cited a
lack of DoD policy guidance for victim and family support services plans.” These plans, as part of
the overall emergency response, would have improved communication and coordination and reduced
the response time to organize operations during the aftermath of September 11. ‘The Pentagon

AAR identified a requirement for synchronizing and coordinating the following 13 functional arcas:
administration, casualty and mortuary assistance, child care, command and control, communications
and information technology, community outreach (i.e., medical, mental health, chaplain), donations
management, legal assistance, logistics and operational support, public affairs, resource management,
security, and staff and volunteer management.”!

Our review of DoD publications revealed that the lessons from the terrorist attacks in 2001 resulted in
sufficient policy guidance for implementing day-to-day family support programs and baseline family support
services. However, this guidance has not been updated nor does it clearly delineate a specific structure for how
these services come together and integrate in support of a crisis or mass casualty incident.”

'The Services have policies that guide family assistance and support services.” A review of these policies
noted they do not consistently differentiate between services offered routinely and those required in

90 Department of Defense. Pentagon Family Assistance Censer After Action Report, Washingron, D.C.. March 2003.
91 ihid.

92 Deparrment of Defense. DoDD 134217, Family Policy, Washingzon, D.C., Nov, 21, 2003, 1-6: Department of Defense. DoDI 1342.22, Family Centers,
Washington. D.C., Dec. 30, 1992, 7-8.

93 Department of the Arsy. AR G081, drmy Conmunity Services Center, Washinggon, D.C., Sepe. 19, 2007, Chapter 4-1, 9, Chapter 4-2, 9-10, Chaprer
4-4, 10; Department of the Navy. OPNAV Instruction 173418, Fleez and Family Support Center Program, Washington, 1.C., Nov. 3, 2007, 8
Department of the Navy. MCO P1700.24B, Marine Corps Personal Services Manual, Washingon, D.C., Dec. 27, 2001, 2-3; Deparument of the Air
Force. AF1 36-3009, Airman and Family Readiness Centers, Washington, D.C., Jan, 18, 2008, 1-17.
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response to a crisis or mass casualty incident. The exception is the Air Force which incorporated the
Pentagon AAR recommendations into its policy. This policy and the companjon “Tool Kit” specify
unique mission responsibilities and resourcing requirements needed to integrate victim and family
services in response to the full spectrum of crises or catastrophic events.”*

The Services did not consistently implement the guidance from the Pentagon AAR recommendations.
The Fort Hood AAR again identified the need for planning for emergency family assistance.”” This
AAR cited instances related to family service and support functions that would have been improved with
prior planning, to include donation management, family reception, escort functions, chaplain support,
and casualty assistance® As part of the installation’s response to the tragic events in November, leaders
developed the Fort Hood Behavioral Health Campaign Plan that offers a framework for providing
physical, emotional, and spiritual care to those affected by a mass casualty or disaster event.” The three
core elements identified in the Campaign Plan are among the 13 identified in the Pentagon AAR.

Recommendation 4.8

¢ Develop guidance incorporating the core service elements of a Family Assistance Center as identified
in the Pentagon AAR.

® Develop implementation guidance to establish requirements for a Family Assistance Center crisis and
mass casualty response as integral components of Installation Emergency Management plans.

&  Consider the Air Force’s Emergency Family Assistance Control Center and the Fort Hood
Behavioral Healch Campaign Plan as possible best practices when developing policy.

Religious Support Iintegration

Finding 4.9

The lack of published guidance for religious support in mass casualty incidents hampers integration of
religious support to installation emergency management plans.

Discussion

Our review of DoD guidance found no instructions that address religious support planning and
integration requirements in response to a mass casualty incident. This results in inconsistencies in
Service policies on integrating religious support into emergency management, and could lead to
inadequate planning and coordination for religious support resources.

Service policies regarding religious support differs among the Services. In the Navy and Marine Corps,
the integration of religious support in a mass casualty incident is a base and installation decision, The
Marine Corps has a publication that provides crisis ministry guidance.” Other than the Army Medical

94 Airman and Family Readiness Center, Emergency Family Assistance Comtrol Center Tool Kit, May 2007.

95 HQ Il Corps and Forc Hood. Fart Haod Afier Action Review, Fort Hood, TX, Nov. 5, 2009, Skides 81-89.

96 Fort Hond Afier Actian Reviews Presentacion at Fort Hood, TX., Dec. 8, 2009, Shides §1-89.

97 HQ I Corps and Fore Hood. Pert Hocd Bebavioral Healdy Campaign 09-11-665, Fort Hood, TX, Dec. 7, 2009.

98 U.S. Marine Corps, MCRP 6-12A, Religious Ministry Team Handbook, Quantico, VA, May 16, 2003, 5-1, 5-9.
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Command’s regional Special Medical Augmentation Response Teams,” which includes religious
support specialists who provide religious support during mass casualty and crisis incidents, there is no
overarching Army guidance. Lastly, Air Force instructions™ designate the chaplain as a formal member
of the installation emergency management planning team, the Critical Incident Stress Management
Team, the Disaster Response Force,'” and the Disaster Response Team.'” The Air Force guidance may
be a best practice for consideration in developing DoD policy.

Inconsistencies in DoD policy and Service guidance were illustrated during the Fort Hood incident.
When the incident began, the Installation Chaplain was not contacted immediately.'™ As a result, there
was a delay in the Chaplain’s response to the immediate needs of victims and responders.

Recommendation 4.9

® Consider modifying DoD and Service programs designed to promote, maintain, or restore health
and well-being to offer each person the services of a chaplain or religious ministry professional.

®  Develop policy for religious support in response to mass casualty incidents and integrate guidance
with the Installation Emergency Management Program.

Finding 4.10

Inconsistencies among Service entry level chaplain training programs can result in inadequate
preparation of new chaplains to provide religious support during a mass casualty incident.

Discussion
The Services train chaplains in emergency and mass casualty response. However, they provide this
training at different times.

The Navy’s Chaplain Basic Course provides no formal training in religious support to mass casualty
incidents, but upon arrival at their first Navy or Marine Corps duty station, Navy chaplains receive
formal instruction in accordance with base or ship emergency management plans.

Air Force chaplains receive mass casualty familiarization training at their Basic Course and then receive
more detailed mass casualty training and participate in Major Accident Response Exercises upon arriving
at their first duty station.

The Army Chaplain Basic Course includes comprehensive training for religious support during mass
casualty incidents. This instructional program is a possible best practice for other Services to consider.

99 A cutrent Army manual provides for pastoral care 1o the sick or wounded; speaks to religious support in the context of Defense Suppors to Civilian
{DSCA) autharity: establishes UMTs as members of interdisciplinary case management teams and hospital commitzees; and expresses what UMTTs do
in the MASCAL and trauma response realm; Department of the Army. FM 1-05, Refigions Suppars, Washingon, D.C.. Apr. 18, 2003, 2-10.

106 Department of the Air Force. AFI 34-1101, Assiseance of Survivors af Persans Killed in Air Force Aviation Mishaps and Other Incidenss, Washingron, D.C.,
Qct, 1, 2001, 20; Air Force Emergency Management Program Planning and Operations, 128-129, 145,

101 Deparment of the Air Force, AFI 34-1101. Assistance of Survivors of Persons Kitled in Air Force Aviation Mishaps and Other Incidents. Washington, D.C..
Qe 1, 2004, 20

102 Department of the Air Porce. AFI 52-104, Chaplain Services Readiness, Washingron, D.C.. Apr. 20, 2006, 7+

303 Instaflation Chaplains presentation at Fort Hoad, TX, Dec. 8, 2009.
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The Army also conducts an Emergency Medical Ministry Cousse that is open to Religious Support
Teams from all Services to enhance counseling and care skills for traumatic situations.!®

The Fort Hood Installation Chaplain noted that three new chaplains performed exceptionally well
during the November 5, 2009, mass casualty, and he credited their success to the training they received
at the Chaplain Basic Course.'”

Recommendation 4.10

Review mass casualty incident response training in the Chaplain Basic Officer Courses.

Memorial Service Support

Finding 4.1

"The Department of Defense has not yet published guidance regarding installation or unit memorial
service entitlements based on the new Congressional authorization to ensure uniform application
throughout the Department.

Discussion

Congress established a new entitlement that authorizes travel and transportation to specific family
members to attend a memorial service in honor of a deceased service member.® To implement these
new entitlements DoD guidance is necessary to ensure that they are consistently applied across the
Services. Commanders must understand which family members are entitled to funded travel, the
time allowed for travel, and any restrictions that may apply. In joint basing, consistent application
will be significant when considering the likelihood that members of different Services could become
fatalities in the same event.

The Fort Hood incident highlighted the need for this policy. In an effort to support the families of the
fallen, the Army requested travel entitlements based on the recent Congressional authorization. Since
implementing guidance had not been published, the Army obtained DoD authorization for government
funded travel for eligible family members to attend the Fort Hood Memorial Cerernony.

Recommendation 4.11

Develop standardized policy guidance on memorial service entitlements.

104 The Emergency Medical Ministry Course is a two-week, intensive course suitable for all Service Religious Support Teams,
105 Presentation ar Fort Hood, TX, Dec. 8, 2009,

106 National Defense Authorization Act for FY 2000, Public Law 111-84, Section 631, Truvel and Transportation for Survivors of Deceased Mentbers of the
Uniformed Servives to Attend Memarial Services, Washington, D.C., Oct. 30, 2009.
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Private Citizens with No DoD Affiliation
Finding 4.12

®  DoD casualty affairs policy,"” Federal law,™ and DoD mortuary affairs guidance' do not exist
regarding injury or death of a private citizen with no DoD affiliation on a miliary installation
within CONUS.

® There is no prescribed process to identify lead agencies for casualty notification and assistance of to
provide care for the deceased, resulting in cach case being handled in an ad-hoc manner.

Discussion

At Fort Hood, one of the fatalities was a DoD contract employee. Upon review, it became apparent

that the death of a private citizen in these circumstances would have presented a situation withour clear

guidance as to notification policy and the provision of casualty assistance. This review expanded this

incident to include all private citizens who frequent military instalfations.

Our review of DoD and service casualty policies revealed no guidance, at any level, that was sufficient
to address the full range of issues pertaining to private citizens who become casualties on a CONUS
military installation.”™ In the area of DoD and Service mortuary affairs policies, this review revealed a
similar absence of guidance regarding mortuary entitlements and services.'"

Recommendation 4.12

& Review current policies regarding casualty reporting and assistance to the survivors of a private
citizen with no DoD affiliation, who is injured or dies on a military installation within CONUS.

e Review current mortuary affairs policies relating to mortuary services for private citizens who
become fatalities on a military installation within CONUS.

107 Department of Defense, Dol 130018, Department of Defense (DoD) Personnel Cassealey Matiers, Policies. and Procedures, Aug, 14, 2009, 1-62.

108 Federal Law. Title 5, United States Code. Section 5742, Transportation of Remains, 1 and Effects; Death Accuring Away From histallation or
Abroad, Washingson, D.C., Jan. 5. 2009,

109 Department of Defense, DaDD 1300.22, Marzzary Affairs Policy, Feb. 3, 2000, 1-10.

10 Deparcment of Defense. DoDD 1300.18, Departmens of Definse (DoD) Pevsonnel Casualty Masters, Policies, and Procedures, Aug. 14, 2009, 1315,
Deparument of the Army, AR 600-8-1, Army Caswalty Progeam, Washington, D.C.. Apr. 30, 2007, 3-11; Department of the Navy. MCO P3040.4E,
Marine Carps Casualty Procdecures Manual, Washingron, D.C., Feb. 27, 2003, 3-11; Department of the Navy. MILSPERSMAN 1770, Casualties and
Survivor’s Bengfits, Washingron, D.C., Feb. 13, 2008, t-19; Department of the Air Force. AFI 36-3002, Casualsy Service, Washingson, D.C., July
25, 2007, 31-66.

1

Department of Defense, DD 1300.22, Morenary Affuirs Poficy. Feb. 3, 2000, 2, 5; Department of the Army. AR 638
of Remains and Disposition of Personal Efficss, Washinggon, D.C.. Dec. 22,2000, 12-24; Department of the Air Force, AFI 34242
Pragram, Washingran. D.C.. Apr. 2. 2008, 48-56: Dob Decedent Affairs Manual. Decedens Affairs Program, Washington, D

Care and Disposition
Morewary Affiivs
epe. 17, 1987, 2-1, 2-21.
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Chapter 5
Support to DoD Healthcare Providers

Our healthcare providers play an important role as force mulkipliers, keeping our fighting force physically
and mentally fir. How we handle military mental health affects operational readiness. Our caregivers
are not immune to the cumulative psychological effects of persistent conflict. They serve alongside

our combat forces where they provide quality care that is second-to-none. They experience, share, and
help our troops cope with the fears, grief, and concerns that accompany war against dangerous, tough,
and elusive enemies. They often do not avail themselves of access to support resources similar to those
that they provide to our fighting forces. Our review suggests that a culture exists in which military
healthcare providers ate encouraged to deny their own physical, psychological, and social needs to
provide the necessary support to beneficiaries. Supporting and sustaining those who care for our forces
translates to a healthy workplace, a culture of trust and respect, and caregivers who are invigorated rather
than depleted by their intimate professional connections with traumatized patients.

The Department of Defense requires a comprehensive approach o
The D@p artment of ensure healthcare readiness—care for both warriors and caregivers.
Defense requi res a The Department of Defense should consider policies, procedures,
Com preh ensive approac h and properly resourced programs to preserve our capabilities in this
to ensure health care important combat service support area that include:

readiness—care for both ® leading the health provider force—by providing the

warriors and cal‘egivers. senior mentoring and leadership necessary to groom
tomorrow’s caregivers and establishing proper oversight to

provide early warning of both patients and caregivers who may be dangers to themselves and others;

® maintaining the health provider force—by addressing health professionals’ readiness, ensuring
we retain quality health providers, and developing deployment cycles that allow us to sustain the
caregiver force just as we do for our combat and combat support forces;
® resourcing the health provider force—by increasing opportunities for the care and recovery of DoD
healthcare providers.
For the purposes of this review, caregivers include healthcare providers and healthcare professionals as
defined by the Department of Defense.’? This group is further augmented with chaplains, medics,
corpsmen, and counselors, whether deployed or in garrison.

Mental Health Care Support

Finding 5.1

® DoD installations are not consistent in adequately planning for mental health support for domestic
mass casualty incidents to meet needs of victims and families.

® At Fort Hood, advanced treatment protocols developed at our universities and centers were not
available to the commander prior to the incident.

®  Fort Hood developed a Behavioral Health plan'® that incorporated current practices including a

“whole of community” approach, and a strategy for long-term behavioral healthcare not reflected in

any DoD policy.

112 Deparement of Defense. Dob) Manual 6015.1-M, Glossary of Healthcare Terminolagy, January 1999, 75-76.

113 Campaign Plan PC 09-11-655, Fort Hood Behavioval Health Campaign Plan, Dec. 7, 2009, 1-2.
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Discussion

Current Department of Defense medical policy regarding combat stress does not address traumatic stress
response in a domestic mass casualty incident.”" There are emerging advanced treatment techniques for
traumatic stress that should inform DoD policies.

Several DoD programs and initiatives are working to optimize mental healthcare. The most advanced
DoD programs or initiatives include the Uniformed Services University of Health Sciences’ Center for
the Study of Traumatic Stress," the Department of Defense Task Force on Mental Health, and the
Defense Centers of Excellence for Psychological Health and Traumatic Brain Injury."¢

These programs have developed:

® A series of pamphlets entitled “Courage To Care,” to inform both patients and providers on a range
of disaster mental health concerns.'”

® A standardized provider training curriculum for treating post traumatic stress disorder.'®

& Validated practice standards for treating psychological disorders to ensure the Department of
Defense meets the needs of the nation’s military communities, warriors, and families."”

® A series of preventive programs to mitigate development of psychological disorders in the aftermath
of disasters.

Although the Department of Defense has not consistently incorporated these best practices into policy,

a review of Service policies identified that current practices are reflected in an Air Force Instruction that

provides a comprehensive, proactive approach to traumatic stress response.’’

Recommendation 5.1

®  Update Mental Health Care clinical practice guidelines that address both combat and domestic
incidents to ensure current and consistent preventive care.

® Review best practices inside and outside the Department of Defense to develop policies, programs,
process, and procedures to provide commanders tools required to protect the force in the aftermath
of combat or mass casualty incidents.

® Consider the Air Force Instruction and the Fort Hood Behavioral Health Campaign Plan as possible
sources for developing appropriate guidance.'!

114 Department of Defense. DoDD 6490.5,

&

ombat Stress Contrel Programs, Washington, D.C., Nov. 24, 2003, 1-9

Hlowships. hrml, (accessed Dec 10,

S

iniformed Services University of the Health Services, Department of Prychiatry. heep:/fvwwwusuhs.mil/psylpsych
2009).

fence for Psychological Health and Traumatic Beain Injury, For Health Profissionals, hipe/fwwwdcoe health.mil
sed Dec. 10, 2009).

116 Defense Centers of Ex
ForHealchPros.asps. {a

1
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Uniformed Services University of che Health Sciences. Courage fo Cire, Adberence: Addressing a Range of Patiens Healeh Bebaviors, Bechesda, MD;
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Finding 5.2

® The Department of Defense does not have comprehensive policies that recognize, define, integrate,
and synchronize monitoring and intervention efforts to assess and build healthcare provider
readiness.

& The Deparement of Defense does not have readiness sustainment models, with requisite resources,
for the health provider force that ate similar to readiness sustainment models for combat and combat
support forces.

® The demand for support from caregivers in general, and from mental healthcare providers in
particular, is increasing and appears likely to continue to increase due to the stress on military
personnel and their families from our high operational tempo and repeated assignments in
combat areas.

Discussion

‘The Services have a variety of policies, programs, and specific course content that present concepts on

readiness and resilience as it applies to all Service members. Our review of Service policies, information

papers, and individual interviews revealed that the emerging resiliency programs are currently described
in various documents, but are not yet integrated across Service Doctrine.

Qur review revealed that the Department of Defense
Our review revealed currently does not endorse a program encompassing all
that the Department of of the desired attributes of a healthcare provider readiness
Defense cu frendv does strategy. As the Army and Navy continue to implement
‘ their programs, they are using a validated tool to assess
not endorse a program effectiveness. This is a step in the right direction. These
encompassing all of the Services recognize that addressing readiness levels may
desired attributes of improve the retention of critically skilled personnel.'
a healthcare pmvider For those agencies using a monitoring tool, however,
readiness strategy. little actionable feedback is being provided to leaders to
affect program development and sustainment. The use
of a common tool would assist interagency and civilian

intervention benchmarking, further extending program capability and effectiveness.

There are evolving collaborations berween DoD entities and civilian organizations to support healthcare
providers. Our review suggests that it continues to be difficult for commanders at local levels to establish
formal collaboration on readiness programs due to resource and contracting barriers. Research on the
field of secondary trauma suggests that preventive programs designed to provide comprehensive support
to enhance resilience and reduce fatigue in behavioral health employees treating mental health problems
(e.g., Post Traumatic Stress Disorder) among service personnel are critical. Civilian programs that build
on the already strong tradition of buddy systems in the military are particularly valuable."”?

122 Interview with Coordinator of Mental Health Wellness Programs, Navy Bureau of Medicine and Surgery, Washingron, IXC., Dec 10, 2009,

123 Dr. Charlie Benight. University of Colorado at Colorado Springs. National Cencer for Provider Resilicnce. SupporeNet Program for Fronsline
Providers for Trawmasic Stres, Washington, D.C.. Dec. 7, 2009,
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Recommendation 5.2
Create a body of policies that:

®  recognizes, defines, and synchronizes efforts to support and measure healthcare provider readiness in
garrison and deployed settings:

® addresses individual assessment, fatigue prevention, non-retribution, and reduced stigma for those
seeking care, and appropriate procedures for supporting clinical practice during healthcare provider
recovery;

® requires DoD and Uniformed Services University of Health Sciences curricula, training materials,
and personnel performance management systems to incorporate healthcare provider self-care skills
and readiness concepts;

®  develop mechanisms for collaborating with civilian resiliency resources.

Finding 5.3

"The lack of a readiness sustainment model for the health provider force, the unique stressors that
healthcare providers experience, and the increasing demand for support combine to undermine force
readiness—care for both warriors and healthcare providers.

Discussion

Healthcare providers experience the transmission of traumatic stress from one individual to another.
The Department of Defense Task Force on Mental Health Report noted the importance of enhancing
the resiliency and recovery of combatants due to the emotional pathologies of combat.'* The Services
have robust programs for pre- and post-deployment care for their members, but some have only recently
initiated similar programs for healthcare providers.'” It is equally important to enhance the resiliency
and recovery of care providers.'*® These programs should be fully integrated, with lessons learned and
best practices. The Services appear to have insufficient data to assess traumatic stress and healthcare
provider burnout, critical elements in assessing stress control programs for the force. Programs for
chaplains and others who support the religious ministry are notable for their comprehensive scope and
effectiveness.

Despite the efforts of the Services, there is ongoing hesitancy among healthcare providers to seek
treatment when they experience stress related to their roles as care providers. The professional ethic
favors placing patient and organizational needs above personal health and emotional concerns.

Our healthcare readiness approach should balance the needs of patients with the needs of the providers. An
example of a well-intentioned program that may have unintended consequences for our healthcare providers is
the Army's requirement for specific caregivers assigned to deployed Brigade Combat Teams to remain in their
currently assigned Brigade Combat Teams for a minimum of 90 days after return from deployment. While
providing continuity of care for returning soldiers, this may delay care provider recovery,'¥”

124 VADM Donald C. Arthur, USN, Shelley MacDermid. and ETG Kevin C. Kiley, USA, Washingron, D.C., 2007.

125 Department of the Navy, Diaft, 091104, Combat and Operational Stress Control, Washington, D.C.. unpublished: LTC Steve Lewis, PhD, USA.
Bricfiug to Chief of Staff of the Army. MEDCOM Provider Resitiency Training (PRT) Program, Dec 7, 2009,

126 Thid.

127 ALARACTT 21472009, Stop Lass and Deployment Palicy Updiates, Aug, 4, 2009, 15,
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Demand for healthcare support continues to increase. With high operational tempo and repeat tours
in combat areas, the need for healthcare support will not level, much less diminish, in the foreseeable
future. The superb care our military personnel and their families have received will be increasingly at
risk if issues identified in this report are not resolved quickly in an integrated, comprehensive manner.

Recommendation 5.3

® Develop integrated policies, processes, procedures, and properly resourced programs to sustain
high quality care,

®  Develop a deployment model that provides recovery and sustainment for healthcare providers
comparable to that provided to the combat and combat support components of the force.

® Review the requirement for the Department of Defense to de-stigmatize healthcare providers who
seek treatment for stress.

Finding 5.4

Senior caregivers are not consistently functioning as clinical peers and mentors to junior caregivers.

Discussion

Providing strong mentor relationships among healthcare providers and retaining experienced senior
expertise ar the clinical level are vital elements in providing quality healthcare. Current Service career
patterns, with some recent innovative efforts as important exceptions, move senior clinicians away
from patient care to career-enhancing leadership positions. This leaves junior clinicians and support
staff without the assistance of seasoned clinicians. This limited daily interaction with clinically-

and militarily-experienced mentors can hamper force development. The Army and the Navy have
demonstrated a commitment to keep highly-trained academic physicians in the Medical Trearment
Facilities for prolonged tours. The Air Force has developed an O-6 Senior Clinician Billet program
to place senior physicians back in full-time clinical practice to serve as mentors and to share clinical
expertise. These experienced providers serve as reassuring role models and advisors to less experienced

coworkers.'**

The retention of experienced clinicians in the Services is a concern. While addressing the retention issue
is beyond the scope of this inquiry, it should be noted that dissatisfaction with healthcare provider support
can be identified as a negative influence on career longevity. For example, data from the recent Air Force
Medical Corps Exit Survey (while not fully representative or generalized) identifies clinical, deployment,
and administrative demands placed on physicians as common influences on decisions to separate from the
Air Force Medical Service.'” As previously addressed, these demands may affect the Services abilities to
integrate incentives to support provider readiness. The downward trajectory continues when providers are
surrounded by teammates whose focus is on exiting the Service.

Recommendation 5.4

Review Senior Medical Corps Officer requirements to determine optimal roles, utilization, and
assignments.

128 Col Arynce Pock, USAF, AF/SG1, “Pasition Description: O-6 Clinician,” Dec. 14, 2009,

129 Col Arynce Pock, USAF, AF/SG 1M, email ro Lr Col Janice Langen, USAF, Dec. 16, 2009,
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Appendix A
Memorandum and Terms Of Reference
SECRETARY OF DEFENSE

1000 DEFENSE PENTAGON
WASHINGTON. DC 20301-1000

NOV 20 2000

MEMORANDUM FOR THE HONORABLE TOGO WEST
ADPMIRAL VERN CLARK, US. NAVY (RET.)

SUBIECT: Independent Panel for Department of Defense Review Related to Fort Hood

Thank you for agreeing to serve as Co-Chairs for DoD’s Independent Review
related to Fort Hood. In this capacity, I ask that you conduct the Review to identify and
address possible gaps and/or deficiencies in the DoD’s programs, processes, and
procedures related to identifying DoD employees who could potentially pose credible
threats to themselves or others; the sufficiency of DoD’s force protection programs; and
the sufficiency of the DoD’s emergency responsc to mass casualty situations at DoD
facilities and the response to care for victims and Families in the aftermath of a mass
casualty situation. Also, you are to assess the execution and adequacy of Army
programs, policies, and procedures as applied to the alleged perpetuator,

The President has directed a review of intelligence matters related to the Fort
Hood shooting, and a military justice investigation is underway. It is critical to maintain
the integrity of these investigations. Therefore, your review should not interfere with
either of these activities. It is also important to state that nothing herein should be
interpreted as expressing any view on the culpability of any individual for the events of
November 5, 2009.

The prime objective of this Review is to determine whether there are programs,
policies or procedural weaknesses within DoD that create vulnerabilities to the health and
safety of our employees and their families. Your terms of reference are attached.

1 appoint you as full-time employees of DoDD using the applicable authorities
available to me. You are to have access to all relevant DoD investigations and other DoD
information unless prohibited by law or this memorandum. Reviewing all written
materials relevant to these issues may be sufficient to allow you to provide your
independent advice. Should you identify the need to travel or conduct interviews, the
Acting Director of Administration and Management will make appropriate arrangements.

You are to begin the Review on November 20, 2009, with a report, including
findings and recommendations, provided to me by January 15, 2010. You may identify
follow-on issues which may require further study. At the conclusion of this Review, the
Secretary of Defense will task each Service and pertinent DoD agencies to conduct an in-
depth follow-on review, based on the findings of the report.

&

A-l
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By copy of this memorandum, I request that the Acting Director of Administration
and Management secure the necessary technical, administrative, and legal support for
your review from DoD Components. Furthermore, the Acting Director of Administration
and Management will provide administrative, facilities, and other support, as required.

Lastly, all DoD Components will fully cooperate in the execution of this Review
and be responsive to all requests for relevant information, detailed personnel, or other
support so that the Review Panel may deliver its independent findings and
recommendations to me not later than January 15, 2010.

“fFetrn gm

Attachment(s):
As stated

cc
Secretaries of the Military Departments

Chairman of the Joint Chiefs of Staff

Under Secretaries of Defense

Assistant Secretaries of Defense

General Counsel of the Department of Defense
Inspector General of the Department of Defense
Acting Director of Administration and Management

A-2
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TERMS OF REFERENCE
Department of Defense (DoD) Independent Review Relating to Fort Hood

These Terms of Reference (TOR) cover the objectives of the Secretary of Defense-
directed a DoD Independent Review relating to Fort Hood (hereafter referred to as “the
Review”) related to the November 5, 2009 mass shooting at Fort Hood, Texas. The
Review will identify and address possible gaps and/or deficiencies in the DoD’s
programs, processes, and procedures related to identifying Department employees who
could potentially pose credible threats to themselves or others; the sufficiency of DoD’s
force protection programs; and the sufficiency of the DoD’s emergency response to mass
casualty situations at DoD facilities and the response to care for victims and Families in
the aftermath of a mass casualty situation.; and assess the execution and adequacy of
Army programs, policies, and procedures as applied to the alleged perpetuator.

The prime objective of this Review is to determine whether there are programs, policies
or procedural weaknesses within DoD that create vulnerabilities to the health and safety
of our employees and their families.

The TOR includes background information, objectives and scope, methodology, duration
and limitations and deliverables.

Background:

The shooting that occurred on November 3, 2009, at the Soldier Readiness Center of Fort
Hood Texas, resulted in the deaths of 12 soldiers and one Army civilian. Thirty others
with gunshot wounds were hospitalized,

The President has directed a review of intelligence matters related to the Fort Hood
shooting, and a military justice investigation is underway. It is critical to maintain the
integrity of these investigations. Therefore, this review should not interfere with either of
these activities. It is also important to state that nothing herein should be interpreted as
expressing any view on the culpability of any individual for the events of November 5,
2009.

Objectives and Scope:

The Review will identify and address possible gaps and deficiencies in the areas reflected
below:

¢ Programs, processes and procedures related to identifying Department employees who
could potentially pose credible threats to others. This includes, but is not limited to:
o Personal reliability programs;
o Periodic counseling sessions;
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o Reporting and handling of Department employees adverse information
procedures;
o Service Member release and discharge policies and procedures;
o Medical screening programs to determine
= Initial suitability prior to specialization
= Follow-on/ongoing screening once an individual has been selected;
o Pre and post-deployment health assessment programs.
o Personnel evaluations.

Sufficiency of DoD’s force protection programs.

Sufficiency of the DoD’s emergency response to mass casualty situations at DoD
facilities and the response to care for victims and Families in the aftermath of a mass
casualty situation.

Assess the execution and adequacy of Army programs, policies, and procedures as
applied to the alleged perpetuator.

Assess whether Army and other programs, policies, and procedures functioned
properly across the alleged perpetrator’s career as a military health care provider, to
retain and promote him in the Army Medical Corps.

Assess whether Army programs, policies, and procedures governing the release or
discharge from the Army of personnel determined not to be fully qualified, or to be
unsuitable for, continued military service (without regard to whether the individual is
subject to a continuing service obligation), functioned appropriately as applied to the
alleged perpetrator.

Assess the adequacy of Army programs, policies, and procedures for the support and
care of health care providers while involved with the provision of health care directly
to beneficiaries suffering from Post Traumatic Stress Disorder or other mental and
emotional wounds and injuries.

Assess whether the care provided by the alleged perpetrator to patients and former
patients met accepted standards.

Methodology:

A-4

Review all DoD directives, instructions, and other issuances with potential impact on
subject review.

2
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e Conduct interviews as necessary with appropriate senior officials (health affairs, law
enforcement and force protection, first responders, intelligence), peer and subordinate
groups, witnesses, and other pertinent individuals.

e Formulate recommendations for correcting problems identified and enhancing internal
controls to preclude future incidents/mitigate associated risk.

Duration:

The Review will begin on November 20, 2009. A report with findings and
recommendations will be provided to the Secretary of Defense by January 15, 2010. At
the conclusion of this Review, the Secretary of Defense will task each Service and
pertinent DoD agencies to conduct an in-depth follow-on review, based on the findings of
the report. Follow-on issues may be identified during the course of the initial review and
pursued, subject to approval.

Deliverables:

e The Independent Review Panel will provide a report to the Secretary of Defense by
January 15, 2010 that addresses the areas discussed above.

e The Review will provide actionable recommendations to improve current programs,
process and procedures, if warranted.

Support:

e The Under Secretary of Defense (Comptroller)/Chief Financial Officer will provide
adequate funding for the Review.

o The Acting DA&M, through Washington Headquarters Services, will coordinate for
and provide human resources, office/facilities, and other support, as required, to
ensure success of this effort.

e The Review will be able to draw upon the full support of the Military Departments
and other DoD Components for support, personnel, information (including but not
limited to documents and interviews personnel), and analytical and investigative
capacity as determined necessary by the Co-Chairs.

A5
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Appendix B
Panel Roster

LTC Brian Mack, USA

Maj David O’Malley, USAF
Maj Joshua Morganstein, USAF
Chap (LCDR) Charles Varsogea, USN
Capt Marrisa Carlton, USAF
SgeMaj William Skiles, USMC
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Laura Miller, PhD
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Mr. George Truss

Force Protection

RADM Mark Buzby, USN, Team Lead
Mr. Raymond Geoffroy, SES, Deputy
CAPT Chris Kiley, USN, Chief of Staff
Lt Col Eric Knapp, USAF

Ms. Lisa Burgess

Mr. James Cain

Mr. Michael Dickey

Mr. Kevin Dodds

Ms. Rhonda Gayle
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Mr. Eugene Smith

Mr. John Gregory Steele

M. Thaldaris Talley

Personnel Policies and Procedures Mr. John Vesterman
Gen Stephen Lorenz, USAF, Team Lead
COL (P) Billy D. Farris, USA, Deputy
Mr. James Neighbors, SES, Chief of Staff
BG Peter Zwack, USA

Col Dave Wesley, USAF

COL David Lemauk, USA

Chap (Col) Jerry Picts, USAF

Lt Col Susanne Wheeler, USAF

LTC Teresa Gaborik, USA

Emergency Manag & Resp

LtGen Frank Panter, USMC, Team Lead
Brig Gen Jeffery Lofgren, USAF, Deputy
Capt Jay Montgomery, USMC, Chief of Staff’
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Charles Beadling, MD LCDR James Cannon, PhD, PA, USCG
Ms. Cheryl Hackley SGM Devon Matthew, USA

Mr. Owen Mclntyre SMSgt Glynda Lilly, USAF

Mr. Todd Rose Mr. Dale Hamby
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Mr. Randy Smith
Mr. Mark Ward
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Application of Policies and Procedures
GEN Carter Ham, USA, Team Lead
MG Bill McCoy, USA, Deputy

Mr. James Neighbors, SES, Chief of Staff’
Maj Gen Thomas Travis, USAF
Brig Gen Eden Murrie, USAF

Col James Black, USAF
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MAJ Wesley Howard, USA

Capt Sarah Carpenter, USAF

Ms. Sonja Ackar

Mr. Bruce Barry

Ms. Ellen Campana

Mr. Edgar Collins

Mr. Hal Dronberger

Mr. James Fazio

Ms. Georganna Murto

Mr. Hung Nguyen

Ms. Amanda Smith

Ms. Debra Tolson

Mr. Carl Wiccher

Care for Healthcare Providers

RADM Karen Flaherty, USN, Team Lead
CH (COL) John Read, USA, Depuzy
CDR Anne Swap, USN, Chief of Staff
COL Kelly Wolgast, USA

Lt Col Janice M. Langer, MD, USAF
CDR Rosemary Carr Malone, MD, USN
CDR Barry Adams, PhD, LCSW, USN
Lt Col Teresa Roberts, LCSW, USAF
MAJ Todd Yosick, USA
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Appendix C
Summary of Findings and Recommendations

Finding 2.1
DoD programs, policies, processes, and procedures that address identification of indicators for violence
are outdated, incomplete, and fail to include key indicators of potentially violent behaviors.

Recommendation 2.1

e Update training and education programs to help DoD personnel identify contributing factors and
behavioral indicators of potentially violent actors.

e Coordinate with the FBI Behavioral Science Unit’s Military Violence unit to identify behavioral
indicators that are specific to DoD) personnel.

® Develop a risk assessment tool for commanders, supervisors, and professional support service
providers to determine whether and when DoD personnel present risks for various types of violent
behavior.

® Develop programs to educate DoD personnel about indicators that signal when individuals may
commit violent acts or become radicalized.

Finding 2.2
Background checks on personnel entering the DoD) workforce or gaining access to installations may be
incomplete, too limited in scope, or not conducted at all.

Recommendation 2.2
®  Evaluate background check policies and issue appropriate updates.

® Review the appropriateness of the depth and scope of the National Agency Check with Local Agency
and Credit Check as minimum background investigation for DoD SECRET clearance.

o  Fducate commanders, supervisors, and legal advisors on how to detect and act on potentially adverse
behaviors that could pose internal threats.

®  Review current expedited processes for citizenship and clearances to ensure risk is sufficiently
mitigated.

Finding 2.3

DoD standards for denying requests for recognition as an ecclesiastical endorser of chaplains may be
inadequate.

Recommendation 2.3

Review the limitations on denying requests for recognition as ecclesiastical endorsers of chaplains.

Finding 2.4

‘The Department of Defense has limited ability to investigate Foreign National DoD military and
civilian personnel who require access to DoD information systems and facilities in the U.S. and abroad.
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Recommendation 2.4

Coordinate with the Department of State and Office of Personnel Management to establish and
implement more rigorous standards and procedures for investigating Forcign National DoD personnel.

Finding 2.5
The policies and procedures governing assessment for pre- and post-deployment medical risks do not
provide a comprehensive assessment of violence indicators.

Recommendation 2.5

¢ Assess whether pre- and post-deployment behavioral screening should include a comprehensive
violence risk assessment.

®  Review the need for additional post-deployment screening to assess long-term behavioral indicators
that may point to progressive indicators of violence.

® Revise pre- and pose-deployment behavioral screening to include behavioral indicarors that a person
may commit violent acts or become radicalized.

®  Review policies governing sharing healthcare assessments with commanders and supervisors o allow
information regarding individuals who may commit violent acts to become available to appropriate
authorities.

Finding 2.6

The Services have programs and policies to address prevention and intervention for suicide, sexual
assault, and family violence, but guidance concerning workplace violence and the potential for self-
radicalization is insufficient.

Recommendation 2.6

® Revise current policies and procedures to address preventing violence toward others in the workplace.

® Integrate existing programs such as suicide, sexual assault, and family violence prevention with
information on violence and self-radicalization to provide a comprehensive prevention and response
program.

Finding 2.7

DoD policy regarding religious accommodation lacks the clarity necessary to help commanders
distinguish appropriate religious practices from those thar might indicate a potential for violence or self-
radicalization.

Recommendation 2.7

Promptly establish standards and reporting procedures that clarify guidelines for religious
accommodation.

C-2
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Finding 2.8

DoD Instruction 5240.6, Counterintelligence (CI) Awareness, Briefing, and Reporting Programs, does
not thoroughly address emerging threars, including self-radicalization, which may contribute to an
individual’s potential to commit violence.

Recommendation 2.8

Update DoD Instruction 5240.6 to provide specific guidance to the Services, Combatant Commands,
and appropriate agencies for counterintelligence awareness of the full spectrum of threat information
particularly as it applies to behavioral indicators that could identify self-radicalization.

Finding 2.9
DoD and Service guidance does not provide for maintaining and transferring all relevant information
about contributing factors and behavioral indicators throughout Service members’ careers.

Recommendation 2.9

®  Review what additional information (e.g., information abour accession waivers, substance abuse,
minor law enforcement infractions, conduct waivers) should be maintained throughout Service
members’ careers as they change duty locations, deploy, and re-enlist.

¢ Develop supporting policies and procedures for commanders and supervisors to access this
information.

Finding 2.10

There is no consolidated criminal investigation database available to all DoD law enforcement and
criminal investigation organizations.

Recommendation 2.10

Establish a consolidated criminal investigation and law enforcement database such as the Defense Law
Enforcement Exchange.

Finding 2.11

DoD guidance on establishing information sharing agreements with Federal, State, and local law
enforcement and criminal investigation organizations does not mandate action or provide clear
standards.

Recommendation 2.1

Require the Military Departments and Defense Agencies to establish formal information sharing
agreements with allied and partner agencies; Federal, State, and local law enforcement; and criminal
investigation agencies, with clearly established standards regarding scope and timeliness.
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Finding 2.12

Policies governing communicating protected healch information to other persons or agencies are
adequate at the DoD-level, though they currently exist only as interim guidance. The Services, however,
have not updated their policies to reflect this guidance.

Recommendation 2.12

Ensure Services update policies to reflect current DoD-level guidance on the release of protected health
information.

Finding 2.13

Commanders and military healthcare providers do not have visibilicy on risk indicators of Service
members who seek care from civilian medical entities.

Recommendation 2.13

Consider secking adopion of policies and procedures to ensure thorough and timely dissemination of
relevant Service member violence risk indicators from civilian entities to command and military medical
personnel.

Finding 2.14

“The Department of Defense does not have a comprehensive and coordinated policy for
counterintelligence activities in cyberspace. There are numerous DoD and interagency organizations and
offices involved in defense cyber activities.

Recommendation 2.14

Publish policy to ensure timely counterintelligence collection, investigations, and operations in
cyberspace for identifying potential threats to DoD) personnel, information, and facilities.

Finding 2.15

DoD policy governing prohibited activities is unclear and does not provide commanders and supervisors
the guidance and authority to act on potential threats to good order and discipline.

Recommendation 215

Review prohibited activities and recommend necessary policy changes.

Finding 2.16

Authorities governing civilian personnel are insufficient to support commanders and supervisors as they
attempt to identify indicators of violence or take actions to prevent violence.

C-4



195

Recommendation 2,16

Review civilian personnel policies to determine whether additional authorities or policies would enhance
visibility on indicators of possible violence and provide greater flexibility to address behaviors of concern.

Finding 3.1

® The Department of Defense has not issued an integrating force protection policy.

e Senior DoD officials have issued DoD policy in several force protection-related subject areas such as
antiterrorism but these policies are not well integrated.

Recommendation 3.1

®  Assign a senior DoD official responsibility for integrating force protection policy throughout the
Department.

®  Clarify geographic combatant commander and military department responsibilities for force protection.

Review force protection command and control relationships to ensure they are clear.

Finding 3.2

DoD force protection programs and policies are not focused on internal threats.

Recommendation 3.2

® Develop policy and procedures to integrate the currently disparate efforts to defend DoD resources
and people against internal threats.

® Commission a multidisciplinary group to examine and evaluate existing threat assessment programs;
examine other branches of government for successful programs and best practices to establish
standards, training, reporting requirements /mechanisms, and procedures for assessing predictive
indicators relating to pending violence.

®  Provide commanders with a multidisciplinary capability, based on best practices such as the Navy's
Threat Management Unit, the Postal Service’s “Going Postal Program,” and Stanford University’s
workplace violence program, focused on predicting and preventing insider attacks.

Finding 3.3

The Department of Defense’s commitment to support JTTFs is inadequate.

Recommendation 3.3

® Identify a single point of contact for functional management of the Department of Defense’s
commitment to the JTTF program.

®  Evaluate and revise, as appropriate, the governing memoranda of understanding between the FBI
and different DoD) entities involved with the JTTF to ensure consistent outcomes.

® Review the commitment of resources to the JTTFs and align the commitment based on priorities
and requirements,

C-5
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Finding 3.4
There is no formal guidance standardizing how to share Force Protection threat information across the
Services or the Combatant Commands.

Recommendation 3.4

Direct the development of standard guidance regarding how military criminal investigative organizations
and counterintelligence organizations will inform the operational chain of command.

Finding 3.5
The Department of Defense does not have direct access to a force protection threat reporting system for
suspicious incident activity reports.

Recommendation 3.5
®  Adopt a common force protection threat reporting system for documenting, storing, and exchanging
threat information related to DoD personnel, facilities, and forces in transit.

e Appoint a single Execurive Agent to implement, manage, and oversee this force protection threat
reporting system.

Finding 3.6

There are no fOfCC pmtection processes or procedures o share real—time event infm‘mation among
commands, installations, and components.

Recommendation 3.6

Evaluate the requirement for creating systems, processes, policy, and tools to share near real-time,
unclassified force protection information among military installations in CONUS to increase situational
awareness and security response.

Finding 3.7
DoD installation access control systems and processes do not incorporate behavioral screening strategies
and capabilities, and ate not configured to detect an insider threat.

Recommendation 3.7

® Review best practices, including programs outside the U.S. Government, to determine whether
elements of those programs could be adopted to augment access control protocols to detect persons
who pose a threat.

® Review leading edge tools and technologies that augment physical inspection for protecting the force.

C-6
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Finding 3.8

The Department of Defense does not have a policy governing privately owned weapons.

Recommendation 3.8

Review the need for DoD privately owned weapons policy.

Finding 3.9

Services cannot share information on personnel and vehicles registered on installations, installation
debarment lists, and other relevant information required to screen personnel and vehicles, and grant
access.

Recommendation 3.9

® Develop timely information sharing capabilities among components including vehicle registration,
installation debarment lists, and other access control information.

o  Accelerate efforts to automate access control that will authenticate various identification media (e.g.,
passports, CAC, drivers’ licenses, license plates) against authoritative databases.

®  Obuain sufficient access to appropriate threat databases and disseminate information to local
commanders to enable screening at CONUS and overseas installation access control points.

Finding 4.1

Services are not fully interoperable with all military and civilian emergency management stakeholders.

Recommendation 4.1

®  Establish milestones for reaching full compliance with the Installation Emergency Management
program.

®  Assess the potential for accelerating the timeline for compliance with the Installation Emergency
Management program.

Finding 4.2

Thete is no DoD policy implementing public law for a 911 capability on DoD installations. Failure
to implement policy will deny the military community the same level of emergency response as those
communities off base.

Recommendation 4.2

Develop policy that provides implementation guidance for Enhanced 911 services in accordance with
applicable laws.
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Finding 4.3
DoD policy does not currently take advantage of successful models for active shooter response for
civilian and military law enforcement on DoD) installations and facilities.

Recommendation 4.3

® Identify and incorporate civilian law enforcement best practices, to include response to the active
shooter threat, into training certifications for civilian police and security guards.

® Include military law enforcement in the development of minimum training standards to ensure
standard law enforcement practices throughout the Department of Defense.

® Incorporate the Department of Homeland Security best pracrices regarding workplace violence and
active shooter awareness training into existing personal security awareness training contained in
current Level 1 Antiterrorism Awareness training.

®  Develop a case study based on the Fort Hood incident to be used in installation commander
development and on-scene commander response programs.

Finding 4.4
Based on Joint Staff Integrated Vulnerability Assessments, many DoD installations lack mass notification
capabilities. :

Recommendation 4.4

Examine the feasibility of advancing the procurement and deployment of state-of-the-art mass warning
systems and incorporate these technologies into emergency response plans.

Finding 4.5
Services have not widely deployed or integrated a Common Operational Picture capability into
Installation Emergency Operations Centers per DoD direction.

Recommendation 4.8

® Examine the feasibility of accelerating the deployment of a state-of-the-art Common Operational
Picture to support installation Emergency Operations Centers.

¢  Develop an operational approach that raises the Force Protection Condition in response to a
scenario appropriately and returns to normal while considering both the nature of the threat and the
implications for force recovery and healthcare readiness in the aftermath of the incident.

Finding 4.6

®  Stakeholders in the DoD Installation Emergency Management program, including the Under
Secretary of Defense for Policy; Under Secretary for Personnel and Readiness; Under Secretary
of Defense for Intelligence; Under Secretary of Defense for Acquisition, Technology & Logistics;
Assistant Secretary of Defense for Public Affairs; and Assistant Secretary of Defense for Networks
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and Information Integration/Chief Information Officer, have not yet synchronized their applicable
programs, policies, processes, and procedures.

®  Better synchronization and coordination would remove redundant planning requirements, identify
seams in policy, focus programmed resources, and streamline procedures to achieve unity of effort in
installation emergency management.

Recommendation 4.6

® Review responsibilities for synchronizing Office of the Secrerary Defense programs, policies, and
procedures related to installation emergency management.

®  Eseablish policy requiring internal synchronizing of installation programs, plans, and response for
emergency management.

Finding 4.7
Mutual Aid Agreements (MAAs) between DoD and civilian support agencies across the Services are not
current.

Recommendation 4.7

Review Installation Emergency Management programs to ensure correct guidance on integrating
tracking, exercising, and inspections of MAAs.

Finding 4.8

The Department of Defense has not produced guidance to develop family assistance plans for mass
casualty and crisis response. As a result, Service-level planning lacks consistency and specificity, which
leads to variation in the delivery of victim and family care.

Recommendation 4.8

® Develop guidance incorporating the core service elements of a Family Assistance Center as identified
in the Pentagon AAR.

® Develop implementation guidance to establish requirements for a Family Assistance Center crisis and
mass casualty response as integral components of Installation Emergency Management plans.

®  Consider the Air Force’s Emergency Family Assistance Control Center and the Fort Hood
Behavioral Health Campaign Plan as possible best practices when developing policy.

Finding 4.9
The lack of published guidance for religious support in mass casualty incidents hampers integration of
religious support to installation emergency management plans.

Recommendation 4.9

e Consider modifying DoD and Service programs designed to promote, araintain, or restore health
and well-being to offer each person the services of a chaplain or religious ministry professional.

® Develop policy for religious support in response to mass casualty incidents and integrate guidance
with the Installation Emergency Management Program.
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Finding 4.10

Inconsistencies among Service entry level chaplain training programs can result in inadequate
preparation of new chaplains to provide religious support during a mass casualty incident.

Recommendation 4.10

Review mass casualty incident response training in the Chaplain Basic Officer Courses.

Finding 4.11

The Department of Defense has not yet published guidance regarding installation or unit memorial
service entitlements based on the new Congressional authorization to ensure uniform application
throughout the Department.

Recommendation 4.11

Develop standardized policy guidance on memorial service entitlements.

Finding 4.12

®  DoD casualty affairs policy, Federal law, and DoD mortuary affairs guidance do not exist regarding
injury or death of a private citizen with no DoD affiliation on a military installation within
CONUS.

®  There is no prescribed process to identify lead agencies for casualty notification and assistance or to
provide care for the deceased, resulting in each case being handled in an ad-hoc manner.

Recommendation 4.12

® Review current policies regarding casualty reporting and assistance to the survivors of a private
citizen with no DoD affiliation, who is injured or dies on a military installation within CONUS.

® Review current mortuary affairs policies relating to mortuary services for private citizens who
become fatalities on a military installation within CONUS.

Finding 5.1

®  DoD installations are not consistent in adequately planning for mental health support for domestic
mass casualty incidents to meet needs of victims and families.

®  A: Fort Hood, advanced treatment protocols developed at our universities and centers were not
available to the commander prior to the incident.

¢ Fort Hood developed a Behavioral Health plan that incorporated current practices including a
“whole of community” approach, and a strategy for long-term behavioral healthcare not reflected in

any DoD policy.
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Recommendation 5.1

®  Update Mental Health Care clinical practice guidelines that address both combar and domestic
incidents to ensure current and consistent preventive care.

® Review best practices inside and outside the Department of Defense to develop policies, programs,
processes, and procedures to provide commanders tools required to protect the force in the afrermath
of combat or mass casualty incidents.

® Consider the Air Force Instruction and the Fort Hood Behavioral Health Campaign Plan as possible
sources for developing appropriate guidance.

Finding 5.2

® The Department of Defense does not have comprehensive policies that recognize, define, integrate,
and synchronize monitoring and intervention efforts to assess and build healthcare provider
readiness.

® The Department of Defense does not have readiness sustainment models, with requisite resources,
for the health provider force that are similar to readiness sustainment models for combat and combat
support forces.

® The demand for support from caregivers in general, and from mental healthcare providers in
particular, is increasing and appears likely to continue to increase due ro the stress on military
personnel and their families from our high operational tempo and repeated assignments in
combat areas.

Recommendation 5.2

Create a body of policies that:

® recognizes, defines, and synchronizes efforts to support and measure healthcare provider readiness in
garrison and deployed settings;

o addresses individual assessment, fatigue prevention, non-retribution, and reduced stigma for those
seeking care, and appropriate procedures for supporting clinical practice during healthcare provider
recovery;

®  requires DoD and Uniformed Services University of Health Sciences curricula, training materials,

and personnel performance management systems to incorporate healthcare provider self-care skills
and readiness concepts;

® develop mechanisms for collaborating with civilian resiliency resources.

Finding 5.3

The lack of a readiness sustainment model for the health provider force, the unique stressors that
healthcare providers experience, and the increasing demand for support combine to undermine force
readiness—care for both warriors and healthcare providers.

Recommendation 5.3

®  Develop integrated policies, processes, procedures, and propetly resourced programs to sustain
high quality care.
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®  Develop a deployment model that provides recovery and sustainment for healthcare providers
comparable to that provided to the combat and combat support components of the force.

® Review the requirement for the Department of Defense to de-stigmatize healthcare providers who
seek treatment for stress.

Finding 5.4

Senior caregivers are not consistently functioning as clinical peers and mentors to junior caregivers.

Recommendation 5.4

Review Senior Medical Corps Officer requirements to determine optimal roles, utilization, and
assignrments.
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Appendix D
Literature Review of Risk Factors for Violence

This Appendix highlights some major themes in the academic literature, based primarily on literature
reviews from 2000 — the present. Within categories of violence {e.g., suicide, terrorism, sexual violence),
researchers have sought ways to distinguish those who carry out acts of violence from those who do not.
Researchers also have studied particular risk factors {e.g., substance abuse, mental illness) to determine
which types of violence are associated with specific risk factors and why.' Overarching themes on risk
factors for violence roward self or others include the following:

Predicting Violent Behavior
is a Long-Term Multi-Disciplinary Quest

Researchers have yet to develop a single model that can estimate who is at risk for any type of violence,
but they have made progress on models to identify risks for particular forms of violence, or specific
populations, such as psychiatric patients.”

Most research to date has been conducted on physical violence perpetrated by individuals.® No field has
substantiated the image of violence emerging from a normal, happy, healthy individual who suddenly
“snaps” in the face of a single triggering event. In addition, no single variable has been identified that
can accurately predict violence.

Identifying potentially dangerous people before they act is difficulr. Examinations after the fact show
that people who commit violence usually have one or more risk factors for violence. Few people in the
population who have risk factors, however, actually assault or kill themselves or others. For example,
many people experience depression, but relarively few attempt or die by suicide. Most people who
commit violence are male, but most males do not commit violence. Exposure to childhood violence may
increase the likelihood that someone may harm themselves or others, but it is not inevitable. Certain
combinations of risk factors, however, can significantly increase the likelihood that individuals will
become violent.

Risk Factors Vary Across Types of Violence

The range of contributing factors for different types of violence is diverse. Although some factors, such
as low self-esteem, depression, and anger are tied to many different types of violence, others are more
particular to specific types of aggression. DoD) policies and programs that focus on the risk factors for
only a few types of violence miss indicators of other types of violence that threaten its community.
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The following overview of risk factors illustrates why DoD) personnel need more than a simple checklist
to determine whether someone may become violens:

Each year, more than one million people in the U.S. are harmed by workplace violence, and an estimated
17,000 take their own lives in their place of employment.* ‘The portrait of the “disgruntled” employee
who “goes postal” and kills a supervisor does not encompass the full array of workplace homicides:
customers, clients, peers, and superiors are also responsible. The rates of workplace violence in the U.S.
Postal Service are actually lower than in the general workforce, so that organization, despite the popular
phrase, does not provide a “worst case” for study.

Attempts to use personality tests to screen out potentially violent employees at entry have been unreliable. In
addition, research has not yet established a link between mental illness and workplace violence.” Other behavioral
indicators have been identified, however. For example, those who commit workplace violence often believe
they have been wronged, such as having been denied service or subjected to a poorly handled lay-off or firing.®

Although domestic terrorism is far more common than international terrorism, research on terrorism
focuses on the latter” Motivations for domestic terrorism are diverse, and include animal righes,
environmentalism, nationalism, white supremacy, religious causes, and right-wing politics.® Overall, acts
of domestic terrorism tend to occur in large urban areas and target the police and military forees.”

Recent research has focused on why individuals become terrorists.® Although some people self-radicalize as
individuals, more commonly small groups of people self-radicalize together.”” Group dynamics can foster the
dehumanization of targets and the drive to commic violence.'? In addition, the path to terrorism often involves
some real or perceived rewards for participation, the desire o address grievances, and a passion for change.”

As with workplace violence, mental illness has not been identified as a contributing factor in the path to
terrorism." Furthermore, terrorists are not particularly poor or uneducared.”
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Religious fundamentalism alone is not a risk factor; most fundamentalist groups are not violent, and
religious-based violence is not confined to members of fundamentalist groups.’®

Violence against family members is more common than violence against strangers. Although the factors leading o
domestic violence, child abuse, and elder abuse are not identical, key factors in common include: prior aggression,
being a victim of or witnessing violence in childhood, low impulse control, low self esteem, poor relationship and
communication skills, substance abuse, low income, stress, mental health problems, and antisocial behaviors/
antisocial personality disorder.” The risk for intimate partner homicides is higher in homes with domestic violence,
firearms, and illicit drug use.”* Most murder-suicides involve a middle-aged or older man (nearly 100 percent
male) using a firearm to kill his current or former wife or girlfriend and then himself, often after the couple has
recently separated or there is a pending estrangement.” Rates of depression are higher in these cases than in
cases of homicide alone, but rates of substance abuse or previous criminal behavior were lower.”

Studies of suicide highlight the risk factors of particular mental illnesses, substance abuse, previous
suicide attempts, exposure to suicide, social isolation, major physical illnesses, poor impulse control,
history of aggression, trauma, or abuse.” Some events such as divorce, loss of a job, or death of a loved
one, may trigger suicide in those who are already vulnerable.

People who commit sexual violence are diverse, but researchers and law enforcement organizations have
created typologies for various forms of sexual violence.”” These typologies assist with the recognition,
investigation, and treatment of sexual offenders. Although there is variation in motivation and methods,
rapists tend to share some characteristics, such as negative views of women, hyper-identification with the
masculine role, low self esteem, substance abuse problems, and problems managing aggression.”” Common
characteristics of child molesters are poor social skills, low self-esteem, problems forming adult relationships,
and a pattern of “grooming” children with manipulative behavior so they will be compliant.*

Cyber offenders represent a new category of assailant, following the rise of the Internet and its use by
sexual predarors to identify and groom children. Female sex offenders have received less attention, and
have been treated as their own category due to the difference in characteristics: women are less likely to
use force, begin offending at an carlier age (although are less likely to have begun in childhood), and are
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likely to be influenced by male offenders to abuse.”” Various typologies have been proposed for juvenile
sex offenders but no standard classification appears to have been adopted yet.

U.S. homicide rates exceed those of any comparable nations.” Violence and criminal behavior peaks

in adolescence and young adulthood, and is preceded by risk factors such as aggression; exposure to
violence; poor parenting; academic failure; negative peer influences; living in neighborhoods with a high
concentration of poor residents; limited economic oppertunities; access to firearms, alcohol and illicit
drug use; high levels of transiency; and family disruption.” Research on homicide is better developed
than research on multiple homicides, such as serial killing, spree killing, and mass murder.”

Application for the Department of Defense

Current knowledge from research could strengthen the Department of Defense’s violence prevention
efforts and assist with implementation of the recommendations offered in the Personnel Policies chapter
of this repport. Known risk factors could be incorporated into the criteria for entry-level background
checks and for citizenship and security clearances.

The integration of current knowledge into professional military education could provide supervisors and
commanders the tools they need to make judgment calls in disciplinary cases, and when conducting
performance and career counseling. This knowledge could also influence the types of adverse
information that is recorded and shared throughout Service members’ careers.

Research on workplace violence should guide improvements to mitigation efforts. Cutting-edge research
on the pathways to terrorism should be used to update counterintelligence programs. Research on how
cyberspace can foster violence should inform policy revisions for prohibited activities and cyber-relared
threats.

Dr. Greg Vecchi, who leads the FBI's Behavioral Science Unit, explained other ways that current
information about offenders can be useful. For example, greater understanding of offender motivations
and means can improve interactions with them, particularly when they make a direct threat.” This
knowledge can also assist in the investigation of violent crimes or suspicious personnel. For example, a
search of personal belongings might reveal items typical for certain types of offenders, such as literature
advocating violence, personal manifestos, and souvenirs or documentation of crimes.

Academics have been developing violence risk assessment tools that the Department of Defense could
employ or emulate. For example, the MacArthur Violence Risk Assessment Study produced a model to
predice risk of violence among patients recently discharged from psychiatric facilities. Software
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incorporating this model was quite accurate in its assessment of whether patients fell into a low- or high-
risk group for violence.®® This software, called Classification of Violence Risk, is available for use with
acutely hospitalized civil patients,” and suggests that the development of wols for other populations
may be worth pursuing. The Danger Assessment Tool was created to identify women at risk of being
killed by their intimate partners, and has had some success at doing s0. A full academic literature
review would reveal other tools like these that the Department of Defense might use in part or in whole.
‘The Department of Defense could also sponsor the development of a comprehensive risk assessment

tool aimed at identifying those at risk for a wide range of violent behaviors, or for being the victim of
violence.
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SELF-RADICALIZATION

Mr. Dicks. General, thank you for a very comprehensive report.
We, too, salute those people who dealt with this emergency, came
in so quickly and stopped the violence. We only wish they could
have gotten there sooner. We, too, sympathize with the families
and the friends of all of the fallen victims and those that are in-
jured and hopefully recovering.

For a few years I served on the Homeland Security Committee
and one of the topics that we discussed in our committee delibera-
tions were self-radicalization—efforts in the United States where
certain people become radicalized. I think that your report is very
balanced here, saying, Should people have recognized this, and es-
pecially those people who were in a supervisory position and had
to make various reports on fitness of Major Hasan? That is the
question I have.

When you went back and looked at this, were there any indica-
tions? I understand from some press reports that he was very out-
spoken in his opposition to the war in Iraq, to the war in Afghani-
stan, and made other statements that, had people been properly
trained, they might have picked up on the fact that this sounds like
somebody has been radicalized, and should there be concern by his
supervisors and superiors about the potential things he might do.

Now can you tell us anything about that, about the people who
were in charge of his supervision; and did they make reports, or
what happened?

General HaMm. Yes, sir, I can. If I may speak first more generally.
It is clear in our findings that identifying the indicators that some-
one within our Department, in uniform or civilian, or a family
member, is trending toward violent activity, those indicators are
not well identified nor well understood across the force. So we have
not adequately equipped our commanders and supervisors with the
information or things that they ought be looking for in an indi-
vidual who may be starting to travel on a path toward self-
radicalization.

Already, the services have taken some of that under advisement.
The Army has already published a list that says these are some of
the indicators that commanders and supervisors should be atten-
tive to in members of their force so that they can then intervene,
correct that behavior, and try to prevent someone from progressing
down a path of self-radicalization.

With regard to the specifics of Major Hasan, first, I would advise
that, as indicated in my opening statement, the Secretary of the
Army has charged me with the conduct of an Army investigation
to determine measures of accountability. That investigation has not
yet been received by Secretary McHugh. So it would be inappro-
priate at this time for me to talk about the individual aspects of
accountability.

But what I would tell you, Mr. Chairman, it is very clear in the
DoD report that there were individuals in supervisory positions
who had the responsibility to educate, train, and develop Major
Hasan, who did not do that effectively.
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POLICIES FOR SELF-PROTECTION

Mr. Dicks. Now if you are going to have policies for self-protec-
tion, and there has been somebody named—I guess you are going
to have somebody who is going to be in charge of force protection.
Wouldn’t this be part of every base, every unit, having some discus-
sion about self-protection?

General HAM. It would, Mr. Chairman. But I think it has to
begin at the Department of Defense level, with adequate policies
and guidelines to the services and the services within their struc-
ture, so that we have consistency of understanding and of applica-
tion from top to bottom. And what we found is that is not the case.
There is not at the Department of Defense any particular indi-
vidual or office that has overall responsibility for force protection.
But, rather, those responsibilities are divided amongst several of
the Under Secretaries and Assistant Secretaries. That is probably
not conducive to a coherent and effective system.

Mr. Dicks. Has that been changed? Has that been changed yet,
or is it in the process of being changed?

General HAM. It is, Mr. Chairman. One of the recommendations
that the co-chairs submitted to Secretary Gates, that he do just
that; that he identify a particular office to lead that effort. To the
best of my knowledge, that final determination has not been made,
but I think it is instructive that the Secretary of Defense has ap-
pointed the Assistant Secretary for Homeland Security Defense to
lead the follow-on effort of the issues that were identified of the
Fort Hood investigation. So perhaps that is an office where those
responsibilities might preside. But to the best of my knowledge,
that has not been a final determination.

Mr. Dicks. Mr. Young.

Mr. YOUNG. Thank you, Mr. Chairman. General, in this case we
were dealing with an officer who had served at Walter Reed, a
medical institution. A similar situation could possibly exist in some
other part of the military, not just medical, in a hospital or a doc-
tor. Is that correct?

General HaM. Yes, sir, that is correct.

IDENTIFYING TRIGGERS

Mr. YOUNG. So anything that we do on the basis of determining
what type of trigger we might look for, what type of activity we
might look for, should not only be limited to Walter Reed or med-
ical facilities, but other levels of the United States Military.

General HAM. Congressman, that is exactly right. The rec-
ommendation from this review is that there be a Department of
Defense-Wide effort so that all of the services, all the branches of
service and the DoD civilians are all covered by whatever policy is
resultant from this. It is a Department-wide issue.

ESTABLISHING APPROPRIATE OFFICE FOR POLICY

Mr. YOUNG. I don’t think we want to go on a witch hunt, and just
because somebody has a bad day and grumbles about something,
I don’t think we necessarily want to hold them up to scorn. But we
do have to have an effective system for creating a real suspicion.
I assume that eventually we are going to come up with a list of
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items that should be watched for, should be reported, that would
indicate the possibility of someone becoming a radical anti-Amer-
ican or anti-military. I assume that is part of the work that you
are doing.

General HAM. It is, Congressman. The recommendation in the re-
port is that the Department seek to establish indicators of tendency
toward violence, self-radicalization, extremist behavior, however
motivated, whether that is religious or ideological, or other. But the
report also acknowledges that while such an effort is helpful and
instructive to commanders, it is not in and of itself satisfactory to
completely identify the risks that might be developing within our
force.

It gets to the issue of judgment and officership. I think that is
where in this report to the Secretary of Defense, Secretary West,
and Admiral Clark focused heavily on the judgment or, in some
cases, lack of judgment as applied by officers who were in super-
visory positions with regard to Major Hasan.

REVIEW OF SOLDIERS COMMUNICATIONS

Mr. YOUNG. General, in that review leading up to that report, did
you identify some of these people that should have been alarmed
by some of Hasan’s activities and some of his words and state-
ments, some of the connections that we have found out about, e-
mail communications with Islamic leaders? Do you know some of
the people that saw these things and sort of reported them?

General HAM. Sir, we did. But there were a couple of cautions.
First, again we were reminded by the Secretary of Defense that we
were not to tread into or interfere with the Presidentially directed
review of intelligence matters. So when we would bump up, for ex-
ample, the e-mails that had been discussed in the public domain
where Major Hasan had at least attempted e-mail contact with a
radical imam in Yemen, we did not pursue that, based upon the
Secretary of Defense’s guidance.

M1; YOUNG. Where did the Secretary of Defense get that guid-
ance’

General HAM. Sir, I don’t know. The guidance in the terms of ref-
erence that the Secretary of Defense issued to the co-chairs—to
Secretary West and Admiral Clark—was explicit so as to not inter-
fere with the intelligence investigation.

Mr. Dicks. Would you yield for one second?

Mr. Young. Sure, Mr. Chairman.

MAJOR HASAN’S BEHAVIOR

Mr. Dicks. Did anybody receive a complaint about Hasan? Was
there anyone who made a complaint about his activities?

General HAM. Sir

Mr. Dicks. Chain of command or his supervisors. Did anyone
come forward prior to this all happening and say, We think there’s
something wrong here?

General HaM. Sir, yes. In the terms of reference and in discus-
sion with the Secretary of Defense, the purpose of the Department
of Defense review, the review we are here to discuss, was specifi-
cally not intended to identify individual accountability.
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Mr. Dicks. We are not asking you to identify it, we are just ask-
ing you to tell us did someone connect the dots and say, this person
has a problem, and then other people didn’t respond to that and
didn’t take appropriate action. That is what we want to know.

ARMY INVESTIGATION

General HaM. That is correct. 'There were individuals who saw
that Major Hasan’s behavior at various stages was not consistent
with what we expect of a military professional and identified that,
in some cases to superiors, and subsequent to the Army investiga-
tion which I have been charged by Secretary McHugh to conduct,
that was a matter for that investigation.

Mr. Dicks. Were there any prior investigations? Did anybody do
‘zllnyt};ing when these reports were initially made before the inci-

ent?

General HAM. We found no evidence of prior investigations.

Mr. YOUNG. Thank you, Mr. Chairman. In fact, that was my last
question. But then I will just ask one more question.

Did any of those superiors who were told that there was some
interesting behavioral practices by Hasan, did any of those superi-
ors do anything about it?

General HAM. Congressman, yes, some did. But some did not. It
is I think clear now, from information that is widely known, that
the actions that were taken were ineffective in modifying Major
Hasan’s behavior.

Mr. YOUNG. General, thank you very much. Mr. Chairman,
thank you.

Mr. Dicks. Mr. Visclosky.

Mr. ViscLOSKY. Thank you, Mr. Chairman. Generals, thank you
very much.

POST-DEPLOYMENT MEDICAL ASSESSMENTS

In your testimony and report, it mentions that the pre- and post-
deployment medical assessments do not provide a comprehensive
assessment of violent behavior and indicators. What policies and
fproc‘:?edures do need updating or broadening to have that positive ef-
ect?

General, also for the 2011 budget, do you have moneys included
in )g)?ur request to pay for any changes in updating that you may
need?

General HaMm. Sir, if it is acceptable, I will defer to General
Thomas.

General THOMAS. Good afternoon, sir. Sir, initially with the post-
deployment health assessment and post-deployment reassessments,
we found over time that the questions that are comprised in that
questionnaire are inadequate to give us the full scope of measure
we believe is going to give us an adequate picture for the mental
or behavioral health states of returning soldiers; in this case, rede-
ploying soldiers. What we have done is we are actually undertaking
a comprehensive overview. We have modified the questionnaires,
the 2900s, added some additional questions.

We have also instituted a policy where we are doing more face-
to-face behavioral health interviews with returning soldiers, specifi-
cally those returning from Iraq and Afghanistan, in this case. And
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we have initiated, in addition to that, some virtual capabilities,
which is quite exciting for us.

Mr. ViscLOSKY. Is part of the problem when they fill the assess-
ment out that, I want to get out, and if I cause concern, this is
going to delay my departure from the military. Is that part of the
problem here?

General THOMAS. Sir, that is accurate. We found that initially
the timing of administering the post-deployment health assess-
ments is key. If we do it immediately upon return of a unit, indi-
viduals oftentimes will blow through that, as you described, and try
to get home as quickly as possible. If we delay that for a period of
time, 7 to 14 days, perhaps, we found also a statistically significant
increase in improvement in the accuracy of the answers soldiers
will provide you.

Mr. ViscLOSKY. So that has been part of the program adjustment
as well, the timing of the questionnaire and the assessment?

General THOMAS. Yes, sir, that is correct.

Mr. ViscLosky. Is there a monetary issue here that you may
need help on, or this has been essentially addressed at this point?

General THOMAS. I think we are adequately funded to make all
those adjustments that you describe.

General HAM. Sir, if I can add. From my perspective as a cur-
rently serving Commander of the U.S. Army in Europe, one of the
valuable tools that the Congress has allowed us to execute are
these military family life consultants. And we have had a signifi-
cant increase in the availability of those personnel that are avail-
able in our military communities to counsel redeploying soldiers
and their family members. That has been a tremendous benefit. In
my anecdotal assessment, it has been more beneficial to have that
face-to-face discussion in a secure, confidential setting, than it has
been the answering of the postdeployment surveys.

INFORMATION-SHARING AGREEMENTS AMONG VARIOUS AGENCIES

Mr. VisCLOSKY. One other question, if I could, Mr. Chairman. On
the criminal investigation and organizations, apparently there is
limited ability to search and analyze information outside of DoD’s
own databases. What new standards are being put into place to es-
tablish information-sharing agreements with Federal, State and
local law enforcement organizations; and, again, would there be a
money issue for you in your 2011 budget to accomplish that?

General HAM. Sir, two issues. First, there is a challenge inside
the Department of Defense with information sharing as well. For
example, there is no DoD-wide criminal database. The Navy’s
criminal

Mr. ViscLosky. When you say that, Army would have a data
base; Navy.

General HAM. Yes, sir, that is correct. What we identified
through the DoD review is that the Navy’s Criminal Investigative
Service has a pretty good model, and our recommendation to Sec-
retary Gates is that he look at that for application across the De-
partment so as to get intradepartment sharing for that database.
I am not an expert, but my expectation is that there would be some
resource implications should the Secretary of Defense wish to im-
plement that particular recommendation of the review.
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To your larger question of interagency information sharing, it is
also clear that the Department of Defense’s ability to share infor-
mation and to access information from outside of the Department
of Defense is also somewhat limited. In the Intelligence Community
there are protocols in place, but fairly narrowly defined.

So one of the major findings of the DoD review was that informa-
tion sharing, both within the Department of Defense and external,
within the broader whole of government, are issues that need to be
studied, and will be part of this follow-on review that is currently
ongoing within the Department of Defense and, again, not part of
this review. But I could not see how you could implement those
measures without there being at least some resource implications.

Mr. ViscLOsKY. I would close on this. If there is an identification
as to what those dollar amounts might be, if that could be shared
with this subcommittee in anticipation of markup, that would be
terrific.

Gentlemen, thank you very much. Mr. Chairman, thank you.

Mr. Dicks. Mr. Frelinghuysen.

Mr. FRELINGHUYSEN. Has anybody been separated from the serv-
ice as a result of this tragedy?

General HAM. I am sorry?

Mr. FRELINGHUVSEN. Has anybody been separated from the serv-
ice as a result of this tragedy

General HAM. Not to my knowledge.

General THOMAS. No, sir, I am not aware of any. I could check
on that. But there may be some folks who have medical separation
related to injuries. I think it is premature. I don’t think we have
any, that I know of.

Mr. FRELINGHUYSEN. Nobody in the chain of command here.

General THOMAS. Not that I am aware of.

Mr. Dicks. Is this because the investigations aren’t complete?

Mr. FRELINGHUYSEN. Ongoing.

General HAM. I am sorry. Perhaps I misunderstood you.

Mr. FRELINGHUYSEN. I wasn’t talking about the injured. I am
talking about those who were in the chain of command who should
have known before somebody was sent to Fort Hood that this gen-
tleman was sent to Fort Hood.

General HAM. Sir, that is precisely the direction that Secretary
McHugh gave to me, to conduct an Army investigation into matters
of accountability. The Secretary of the Army has not yet received
my report or recommendations. I expect he will soon and that he
will make a decision. But to date, no, sir.

DOD POLICY REGARDING RELIGIOUS ACCOMMODATION

Mr. FRELINGHUYSEN. I want to focus on page 16, finding 2.7,
“DoD policy regarding religious accommodation lacks the clarity
necessary to help commanders distinguish appropriate religious
practices from those that might indicate a potential for violence or
self-radicalization.” That is all within quotation marks.

Going on to the Discussion, which is of interest I think to the
members, if requests—and this is in quotation, “If requests for reli-
gious accommodation that compete with mission requirements were
recorded and shared among commanders, supervisors and chap-
lains, it would likely establish a baseline from which to identify de-
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viation within the services and the Department of Defense. At
present, there is confusion about what is acceptable.”

The recommendation in this section is, “Promptly establish
standards and reporting procedures to clarify guidelines for reli-
gious accommodation.”

Where do we stand relative to those recommendations? Are they
so recent that nobody’s got around to committing enough time and
ﬁfforg to sort of rewrite the whole standard operating procedure

ere?

General HAM. Sir, a two-part answer. First, when Secretary
Gates announced the receipt of this review, one of the first things
he said in his public statement was a reminder to those of us in
the service that those of us who are privileged to command and ex-
ercise the supervision of our servicemembers and DoD civilians, we
must make hard decisions and we must be accountable, and we
must hold our servicemembers accountable for their actions. I
think that was a clear reminder to us that we have authorities now
to take action when we think someone’s behavior, conduct, is out-
side the norm.

Mr. FRELINGHUYSEN. The public perception here, and this is a
closed hearing, is that there is sort of a political correctness here.
That people were afraid to invade that because they didn’t want to
be sort of identified with, shall we say, profiling, which is obviously
a loaded word.

General HaM. Sir, we did not find a culture of that, but we did
find related to this specific finding, confusion. For example, there
were some individuals with whom we spoke, both peers and super-
visors of Major Hasan’s, that were confused about First Amend-
ment rights and the free practice of religion. And that is the es-
sence of this finding.

We owe commanders and supervisors some clearer guidance as
to what is acceptable and what is not acceptable with regard to re-
ligious accommodation across the Department of Defense.

Mr. FRELINGHUYSEN. Thank you, Mr. Chairman.

Mr. Dicks. On that point, and then I yield to Mr. Moran, what
would have been the appropriate thing to have done if somebody
who was a supervisor, commanding officer, whatever, had made a
judgment that this behavior was not acceptable; what should they
have done?

SUPERVISOR’S RESPONSIBILITY

General HAM. Sir, my experience as a commander, when you
have a servicemember who is out of bounds, whose behavior, con-
duct, and other activities are seemingly at odds with the service
values and with programs and procedures that are well estab-
lished, it is that commander’s responsibility or that individual su-
pervisor’s responsibility, to call them on that and to counsel them
and to say, Listen, soldier, this is not what we do in the service,
you cannot do this.

This occurs all the time across all services, when individuals,
particularly young individuals—and it is important to remember
that though at the time of the incident Major Hasan was a major,
he had really not had any operational experience. He had been ex-
clusively in the training and education realm. But supervisors have
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a responsibility to make sure that those under our charge under-
stand our values, understand our policies and procedures, and
apply them in their daily life. And when they don’t, we have ade-
quate remedies to deal with that. That did not occur.

Mr. Dicks. Is that like court martial or something like that?

General HAM. Mr. Chairman, in extreme cases, yes, if we have
such. But more often we have, particularly, again, with our young-
er servicemembers, both officer and enlisted, it is a more senior
member’s responsibility to guide them and to counsel them and to
try to shape their behavior in a more productive way so as to pre-
vent this from getting to the level where more drastic measures
such as nonjudicial punishment or court martial or separation may
be appropriate.

Mr. Dicks. Is there any indication that anybody counseled him?

General HAM. There is, yes, sir.

Mr. YouNG. Mr. Chairman, let me make a quick follow-up on
your subject here. General, if a member of the military advocates
Islamic jihad against the United States, is that considered religious
freedom, or is that something—what I think it is, which is a threat
to the United States?

General HAM. Congressman, what we found in this situation
was, again, confusion. Adding to that confusion, as mentioned
about the confusion about religious freedoms, is compounded in
this academic setting of what is allowable within academic freedom
dialogue. Again, it is relatively easy now to look back in hindsight
at some of the things we know in the public domain that occurred
and say, This is beyond the bounds of acceptable behavior. But my
sense is we owe better guidance to our personnel to allow them to
make those calls.

Mr. Dicks. Mr. Moran.

ACTIONS OF MAJOR HASAN PRIOR TO ATTACK

Mr. MORAN. Thanks, Mr. Chairman. Generals, I have read
through the actions that Major Hasan took in the last several
hours—actually, last 24 hours before this violent act. He was hard-
ly being secretive. He was sending out messages. I don’t know
whether he wanted to be stopped or not, but he indicated to some-
one, “Everything’s going to change after tomorrow,” and other
statements like that. Even the things that he did immediately prior
to the shooting.

Would you go through some of that, that might have been indica-
tions of something dramatic to come? It is not in any of the stuff
that you provided the committee, but I think the committee mem-
bers might be interested. I am sure you are aware of his immediate
actions in the hours before he murdered these people.

General HAM. Congressman, actually that was beyond the scope
of this review. Again, with the specific direction by the Secretary
of Defense that we not interfere with the criminal investigation,
those activities which immediately preceded the 5th of November
incident were not matters with which this review dealt. And so my
familiarity with them, frankly, is what I have seen in the public
domain, not anything that we conducted reviews of here.

Mr. MoORAN. Well, the problem I have with that is that here we
are talking about implementing all of these systemic changes and
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processes and procedures and policies, when the best way to deal
with this might be something more direct and specific. I think this
was something of an aberration. I don’t know that it needs sys-
temic change to the procedures that we are currently undergoing.
I do think there was laxity in terms of his immediate superiors
identifying a problem and dealing with it. That was missing. But
he gave out lots of warning signs. They should have been picked
up.

Before we go transforming the way in which we conduct our-
selves throughout the force, I think it is useful to consider whether
there aren’t more immediate things that could have been done.
Sometimes it seems like we have a horrible violent act, and so we
declare war, when there may be other ways that are more direct
that would deal more appropriately with it.

What do you think, General?

Let me ask the Brigadier General.

General THOMAS. Sir, I agree with your comments. And specifi-
cally in relation to Major Hasan’s case, I am not privy to the de-
tails of the investigations, other than what has been in the public
domain, as General Ham mentioned, in the media. I don’t have any
information beyond that. But I think in general, your comments ab-
solutely hold merit. I think it is an emerging science, and if you
take a look at indicators that are out there that may give you some
sense of whether someone is going to be dangerous or commit
workplace violence, there is a lot of research that is ongoing out
there now. And, quite frankly, it will leave you unsatisfied, Con-
gressman.

There is just not a lot of I think tangible evidence that would
point to you definitively that some individual may commit an act.
There are a lot of indicators whether someone is going to commit
suicide or violence in the workplace, but it is an really an inexact
science.

Mr. MoRAN. Well, I appreciate that. But I would like to just sug-
gest, Mr. Chairman, that before we go pursuing expensive trans-
formational measures to deal with something like that, we really
ought to consider when an individual acts in an abhorrent fashion,
throws out signals that he is going to do something dramatic, indi-
cates that everything is going to be different after tomorrow, he
buys weapons, he acts strange in his house, he gives indications to
his neighbors, it seems to me we ought to be at least privy enough
to that information so as to consider whether this could not have
been dealt with in a more direct, efficient manner, than considering
force transformation policies that I don’t think really apply.

Of all the Muslims in the military, we have one guy. He was
messed up. He had no business communicating with al-Awlaki in
Yemen. That should have been detected. But within the 24 hours
he committed this crime, there were so many indications for a su-
perior to have gone to see him and say, Hey, Hasan, what’s going
on here, Major? What are you up to? I think he clearly would have
gotten an indication that something was extraordinarily wrong and
somebody needed to intervene.

Thank you, Mr. Chairman.

General HAM. Mr. Chairman, may I? Congressman, I am abso-
lutely in agreement with what you said. The co-chairs of this report
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made it clear that leading up to the incident, over the course of
Major Hasan’s development there were indications, there were
signs, some of which were missed, some of which were ignored,
that could have altered what happened on the 5th of November.
But I think it is important also—and the accountability, again, the
Army accountability investigation is focused especially on that as-
pect of it: Did people not do what they were supposed to do in that
regard?

But, secondly, in a broader sense this is a threat. Our programs
and procedures are largely relics of our subversion and espionage,
looking for spies. Looking for spies is still important. We ought to
continue to look for spies. But we now also have to look for a dif-
ferent kind of threat that is emerging within the forces. I am con-
fident we are good enough to do both.

I agree with you, some of this is individual level responsibility—
people who knew or should have known and should have taken ac-
tions that did not, and folks ought to be held accountable for that.

Mr. MoRrAN. That was a very good observation. I appreciate that.
Both at Walter Reed and Fort Hood there were people who should
have acted. And then within those 24 hours before this incident oc-
curred, there were clear indications that should have been followed
up on. But I thank you very much for your testimony.

Mr. Dicks. Mr. Kingston.

PREVIOUS INCIDENTS

Mr. KINGSTON. Thank you, Mr. Chairman. I wanted to associate
myself with the comments of Mr. Moran.

It does seem to me, General, that this is a little bit politics, a
little bit public relations, and also an act of good will towards the
families, which is very proper to do. But at the same time, it
doesn’t seem to me that we have to have new programs, new
spending, new procedures. It seems to me—I think Mr. Moran has
really hit something that is a concern of mine. Historically, how
often has this sort of thing happened? We know there was an inci-
dent in Iraq several years ago with a man with a grenade. But his-
torically, tell me about World War II, World War 1. Certainly there
were acts of soldiers that had some instability and they turned on
their own men. What was done with it? How many incidents were
there out there?

General HaMm. Sir, I don’t know exactly how many incidents there
are, but I know that one where 13 individuals were killed is unac-
ceptable. And we have got to do all that we can to prevent a subse-
quent incident of this nature.

Your point is well taken, that much of this is fundamental to
good leadership. And good leadership, effective leadership, may
have made a difference and probably would have made a difference
in this individual’s progress through his education, training, and
development. But having said that, I think it is important for us
to recognize that we do have a changed security environment.
Again, individual acts of violence, whether they be motivated by Is-
lamic extremism or other motivations, is something we need to bet-
ter understand.
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Mr. KINGSTON. General, that is why I am asking you what the
history was, Vietnam War, Korean War. Certainly, there have been
instances of soldiers cracking, turning on their own troops. Correct?

General HaM. Yes, sir, that is correct.

Mr. KINGSTON. Wouldn’t that be relevant to this? Because I think
on one hand we are saying—and Mr. Frelinghuysen went up to the
water’s edge on profiling—but on one hand we are saying, and I am
hearing you say, that it is evolving. General, you said it is an
emerging science. But there is an insinuation that there is an Is-
lamic extremist issue here. But maybe there isn’t. Maybe you just
have a soldier that went berserk. And couldn’t there be some les-
sons from Vietnam or the Korean War or World War II that there
were other soldiers that went berserk and was dealt with?

RADICALIZATION

Mr. Dicks. Would the gentleman yield? I think there are plenty
of examples of radicalization of individuals in the United States.
We have already discovered in Homeland Security that should
make this an issue of concern. The best way to deal with
radicalization is training so people perceive it. Police officers went
into these four or five guys’ apartment and found all this literature.
Now, had they not had training in radicalization, they would have
just dismissed this, and these people would have gone and done
some violent thing. But they saw this literature, and then there
were police officers who had been trained, and they acted and pre-
vented these people from taking violent action against others.

So I do think there is—this is a different situation. You are not
talking about other state actors. These are nonstate actors that
were in the midst of trying to radicalize people in this country to
take action against other Americans. I think what they are doing
here, you have to train people to be aware of this, in my judgment.

Mr. KINGSTON. That being the case, are you not profiling? Is that
not a relevant piece of this puzzle? Are you going to watch some-
body a little bit closer if he comes from some background than
somebody else?

General HAM. One of the points identified in the DoD review is
the challenge of balance of security; balancing that with our long-
standing appreciation for civil liberties and individual privacy.
That is a difficult balance.

This will be an issue that will be addressed in now the ongoing
review of these findings and the recommendations. It is difficult.
And this is why I think we owe our commanders the best guidance
that we can give them in terms of indicators of things to look for
of folks who may be tending toward violence. And while religious
extremism, Islamic extremism in this case, is a motivation, it cer-
tainly is not the only motivation that might drive someone to vio-
lent behavior. We have got to look at those other aspects as well.

Mr. KINGSTON. Just in plain English, give me an example, being
very specific. Under the new guidelines what would I do before I
got on the list or got pulled aside and say, Hey, what’s going on
here? How would you know when I got radicalized?

General HAM. In this particular case—again, in the public do-
main it has been widely reported that Major Hasan attempted and
maybe had some successful e-mail contact with a known or sus-
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pected terrorist individual. Well, that has got to be item number
one. The barrier that we have is that that information, while
known to some in the government, was not known to his immediate
commanders and supervisors. They didn’t know he was doing that.
Had they known, we would argue

Mr. KINGSTON. DHS knew, right?

General HAM. I guess because we were not—we were prohibited
from going into the intelligence investigation—I knew that hap-
pened, but I don’t know the details of who knew what, when.

ll}/lr. KI?NGSTON. If DHS or whomever knows now, they would now
tell DoD?

PROCEDURES FOR INFORMATION SHARING

General HAM. That is what we have recommended, is that the
Department of Defense revise its procedures for information shar-
ing; again, focusing on the centrality of the commander, that per-
son who is charge of making those tough decisions. We have also
got to give that person the information upon which to base their
actions.

Mr. Dicks. If the gentleman would yield, this should have gone
to the FBI and the National Counterterrorism Center. They should
have been brought into this as soon as they found out that this
gentleman had contact with a known terrorist, there should have
been action taken. I don’t know if people know they are supposed
to do that.

Again, I would argue this means we have to do more training so
people know when somebody does that. But if it is a known ter-
rorist, they have to take it to the FBI and take it to the National
Counterterrorism Center.

Mr. KIiNGSTON. Thank you, Mr. Chairman.

Mr. Dicks. Mr. Bishop.

PRE- AND POST-DEPLOYMENT MEDICAL ASSESSMENTS

Mr. BisHOP. Thank you, gentlemen. I have listened with great in-
terest. The radicalization of people who are associated and a part
of our military is very, very important and very relevant. But even
more basic than that is the pre- and postdeployment medical as-
sessments that even soldiers who are not radicalized, who suffer
from PTSD, who come back with various other kinds of mental
problems, still are not properly assessed.

Of course, this subcommittee and the Congress has time and
again over the last 4 years mandated the pre-deployment and
postdeployment assessments. Several Surgeon Generals from the
Army Department of Defense have come forward and said, Well, we
use a self-administered form. We have technicians that go and re-
view those forms postdeployment, and if anything stands out, then
we will call the individual in for an interview.

Well, I have always over the last 4 or 5 years questioned the suf-
ficiency of that self-administered assessment in identifying soldiers
who could pose a potential risk to themselves, to other soldiers, or
to their families, pre- and postdeployment. Pre-deployment, par-
ticularly in the case of National Guard and Reserve units, they are
going into theater. They may have some medical condition that is
not obvious that might cause them to go into a coma of some sort,
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or some other mental disability that would endanger their fellow
soldiers which, without a hands-on examination, would not be re-
vealed when they come back from the first, second, or multiple de-
ployments, being able to assess what changes have been made to
that individual in a way that could pose a threat. That is separate
and apart from radicalization.

I think the Independent Review has made it pretty clear that the
policies and procedures of the government governing the assess-
ment of the pre- and post-deployments do not provide comprehen-
sive assessment of violence indicators.

So what kinds of reviews are necessary to assure that we have
that sufficient information and that the people who need to have
it are given that information and that the information is good?

RESOURCES FOR ADDITIONAL ASSESSMENTS

Mr. BisHOP. What kind of training and education do we need to
make sure that you have resources to provide to make sure that
happens, and what other kinds of policies and procedures need to
be updated or broadened to look at these assessments?

General THOMAS. Congressman, I will respond to that. Thank
you for that question.

The behavioral health care of our force is of tantamount impor-
tance to us. As a physician, I can’t overemphasize that. I also have
to say that in the course of my military medical career, I have
never been in the position where I have been able to take care of
patients as well as we are right now, and thanks in large part to
what Congress has provided to us.

What we get, in my experience, is we have a lot of policies that
come out there. The postdeployment health assessment, as you
mentioned, is an example of one. Once that is fielded, the practical
application of that is something else.

So what we have done is we have taken, in my experience here
in the Army, for example, we have seen the overall policy, but we
know that it is inadequate. And that is a clinical determination.
We are not identifying all these soldiers with PTSD, posttraumatic
stress disorder, for example, or traumatic brain injuries.

We have taken a panel of experts that have worked through the
Defense Centers of Excellence, and this is civilian and military ex-
perts across the Nation. We have taken some protocols that they
have been working for a period of time and we have operationalized
those to do exactly what you described, Congressman, to address
the need of the force.

Our traumatic brain injury and PTS training we just fielded—
there is a directive-type memo, as a matter of fact, in staff and
with the DoD. We have done this as a collaborative effort with all
the services, the joint services, the Defense Center of Excellence, ci-
vilian and military centers, and we have rolled that out to the
force.

We went ahead and stepped it ahead of the time, because the
Army is leading the way on this, but the Navy is in lockstep with
us, as is the Marines. The Marines are training and modeling their
program after ours. This will enable us to identify early indicators
of behavioral health injuries to soldiers.

There is a face-to-face portion of this, too, where we have——
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Mr. BisHOP. Is this the post-deployment assessment?

General THOMAS. Yes, sir. In the post-deployment assessment,
actually that phase of this comprehensive plan includes a virtual
behavioral health interview. We did a pilot on that in Alaska. It
is actually ongoing right now. Prior to Alaska, we did a whole re-
turning battalion in Hawaii, and that was very successful. So we
have expanded it to an entire brigade combat team, the 4th Bri-
gade of the 24th Infantry returning to Alaska, and that is ongoing
at this time. We intend to expand that even more.

Mr. BisHopr. Ultimately you want to expand that to every soldier
that is deployed and comes back?

General THOMAS. Yes, sir, Congressman. We are doing that now,
100 percent contact. If I could back up a little bit

Mr. BisHOP. Contact virtually?

General THOMAS. Yes, sir. Well, virtual and/or face-to-face, if you
have the assets on the ground. Yes, sir.

Mr. BisHOP. Thank you. I am glad to hear that, because this has
been a concern for the last 4 or 5 years, and it was really, really
frustrating to have the Surgeon General come and sit there and
say, Well, we test too much anyway; we do too many medical ex-
aminations anyway.

General THOMAS. Sir, I think that this is a good indication of
how we can actually identify those folks that are most at risk. We
have already found, our preliminary findings in this 100 percent
contact has more than doubled our referral rates, which is a posi-
tivedthing because we are getting the soldiers the care that they
need.

Again, I have to thank Congress for allowing us to have the
funds to implement these programs and to expand them.

General HAM. Mr. Chairman, may I?

Chairman Dicks. Go ahead.

FACE-TO-FACE VIRTUAL ENCOUNTER

General HaMm. Congressman, in my role as a serving commander,
I would say we are far more sophisticated than we were just a few
years ago, as General Thomas has indicated, because of the support
you all have provided to us. We know that the initial survey is in
and of itself inadequate. So as General Thomas has indicated, we
now mandate either face-to-face or virtual encounter for every serv-
icemember.

Mr. BisHOP. That is now protocol.

General HAM. I would just tell you, in my command in Europe
that is what we are doing. We are requiring every returning soldier
to interact face-to-face with somebody. And, not surprisingly, those
who didn’t indicate anything, reveal anything in their survey, may
do so when they are face-to-face, if we have the right person doing
that counseling.

We have also learned that the immediate survey in a face-to-face
encounter immediately following redeployment is not sufficient to
indicate what might occur 60, 90, 120 days post-deployment, be-
cause there is a bit of euphoria, frankly, upon being reunited with
friends and family that may mask some underlying issue. So a fol-
low-on assessment is necessary, and we are doing that with great
effect.
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Mr. BisHOP. Does that involve the family members? I am in-
volved with the Military Family Caucus. Of course, family mem-
bers are directly and indirectly impacted by that. They are closest
to the soldiers when they come back from deployments, and they
probably could pick up on differences in behaviors almost imme-
diately, but may or may not know with whom they should speak
about it, or what the protocol for them to do that without offending
their spouse.

General HaM. Congressman, may I give you a personal example?
When I redeployed, I was pretty happy and going about my busi-
ness, and about 30 to 45 days after redeployment, my wife said,
You need to go see somebody. And I did.

You are exactly right; informing, educating family members and
including them in this process. And this is, again thanks to you,
the value of the military family life consultants has been extraor-
dinarily beneficial in that regard.

Mr. Dicks. Mrs. Kilpatrick.

PUBLIC DOMAIN

Ms. KiLPATRICK. Thank you, Mr. Chairman. Good afternoon,
Generals.

Let’s see how to start this. I highly respect your work, what you
do, your service, your career, and in this meeting, I love this last
chair here.

Just a few things: 13 dead, 32 wounded; someone had informa-
tion that the major had contacted the Yemen man. It is in the pub-
lic domain. You said a couple times, General Ham, today, that you
aren’t doing that part; that is the other investigation. I think I
wrote down Army accountability investigation. They are doing the
criminal part of it, I guess. I came today, I thought I was going to
hear the criminal part. So I have a few questions here. How long
had the major been a major when the incident occurred?

General HAM. He was promoted in 2008.

Ms. KiLPATRICK. 2008. What month of 20087 Any idea? The inci-
dent was in 2008, or 2009.

General HaM. In 2009, November 5, 2009.

Ms. KiLPATRICK. Over a year he had been a major?

General HAM. I would have to double-check, Congresswoman.

[The information follows:]

Major Hasan was promoted to rank of Major on May 17, 2009.

Ms. KiLPATRICK. For a while. You kept referring to in the public
domain, but we can’t get much of that here in the record today. So
you were alluding to it, and it says in the public domain that su-
pervisors and fellow students continually expressed concern about
his behavior.

Mr. Chairman just asked, well, okay, he is contacting the guy
overseas, we are in two wars, his supervisors and students contin-
ually reported him. I mean, you all are doing—I feel I am at the
University of Michigan in a class with the 101 thing. You are doing
an excellent job teaching me procedures and what needs to happen.

But I kind of agree with Mr. Moran down there. We only have
so much money. We have got to spend it wisely. Our men and
women have to be protected. Fort Hood, actually the facility itself,
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they had been deployed, two, three, four times, some of them. So
if anybody is supposed to be protected, those people should be. He
went there; he was acting crazy.

I mean, you don’t have to get permission from Homeland Secu-
rity and Secretary Gates, who I have the highest respect for, to
know that something is wrong with this gentleman. The 3 or 4
days—and we don’t have that today, I think Mr. Moran also al-
luded to that, it was a dossier of things. And I am just a school
teacher and a grandmother, and I know he is crazy, after reading
it.

We can’t let that happen to the men and women who serve and
protect us. As good as you guys are, and I appreciate all that you
do, it was too big of a hole—12 dead, 32 injured, and countless fam-
ilies and children who will never be the same.

I am not blaming you, but I don’t need another dossier or term
paper to tell me we need to do something. A phone call, the IT that
we put all the money in? I am not blaming you. I am just one little
member here. But it can’t happen. And if we don’t close it up today,
it is going to happen again and again. It could be anybody.

We are just fortunate that nothing happens. We are in two wars.
These young people are being deployed two, three, four times. I
have got two of them that went five, and back home looking the
same, but they probably need some PTSD counseling as well.

So I don’t know that I have questions. I am just concerned when
we have supervisors and other persons who say to you that this
guy is crazy, that he is doing something in a foreign land that is
not friends with us—on their face, sometimes they act like they
are—we don’t need Homeland Security to know the major should
have been removed. He should have been, what do you call it, put
in something by himself and counseled face to face, how he got to
that. He has a career.

The other part of it, I come from Michigan, where the largest
population of Arabs live outside of the Middle East. I have grown
up with Arabs all my life. But whenever you get one like this, it
continues the stereotype that they are all crazy and bad.

I want us to be smarter. I want to know more, Mr. Chairman,
about the Army accountability investigation. How can he continue
to get promoted, killing 12 and wounding 32, and countless chil-
dren will never see their parents? It is not acceptable. It is just not
acceptable. I don’t have the answer for it. I believe if Jack Murtha
was here, he would give you a wringing. I can hear him in my ear.

So we want to work with you; certainly I do, and I know my
counterparts do. But I am not willing to give you millions more dol-
lars for papers and studies and all that unless you come back and
rearrange your budget and what is important. It probably needs a
whole overhaul. It probably needs a comprehensive overall.

The budget, we only have limited dollars. This is the biggest and
the best budget. It is the best committee I have been on in 30
years. We have to do better, because the world is different. We
have to do better because our young men and women who risk
their lives for us every day require that.

Fort Hood? And that he picked Fort Hood? It was more than the
13 and the 32. It was the image that Fort Hood has to the rest of
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the world, and he penetrated it on the inside. I connect it to the
Oklahoma bombing and something similar to that.

Mr. Chairman, I don’t have any questions per se. Thank you very
much.

Chairman DIcks. We appreciate your comments. Do you want to
say anything?

General HAM. Yes, ma’am, I agree with you. What happened was
unacceptable, and we lost 13 and 43 were wounded. That is unac-
ceptable. And it is very clear in this review that there are some in-
dividuals who did not do their duty.

Ms. KiLPATRICK. Who can tell us if they are still on the job or
not?

General HaM. To the best of my knowledge, no one has been sep-
arated.

Ms. KILPATRICK. Why?

Chairman DICKS. Because the investigations have not been com-
pleted yet. You have to give them a chance to do their job.

Ms. KiLPATRICK. That is probably coming from the Army account-
ability study. It is not your problem.

General HAM. Yes, ma’am, it is; but in a different role. I partici-
pated in this DoD review we are here to discuss. When that was
concluded, Secretary Gates passed allegations about individual ac-
countability to the Secretary of the Army. The Secretary of the
Army then, on that same day, appointed me to do that account-
ability investigation that does name names and identify individuals
tlll)silt I recommend to the Secretary of the Army be held account-
able.

That process is ongoing. The Secretary of the Army has not yet
received that report, but he will soon and he will make some deci-
sions. I am confident that when he makes those decisions and those
actions are taken, that the Secretary of the Army would be glad to
have me come over and talk with you about that process. But be-
cause it is underway, I am not at liberty to do that.

Mr. Dicks. We will bring you back for another hearing to report
to the committee.

Mr. Rogers.

Mr. ROGERS. I pass, for the moment.

QUESTIONS BY CONGRESSMAN CARTER

Mr. Dicks. We are going to let Judge Carter, who represents
Fort Hood, ask a few questions. He is a valued member of the Ap-
propriations Committee and serves on Military Construction, and
it is his district that was affected by this.

Mr. CARTER. Thank you, Mr. Chairman, and Ranking Member.
I really appreciate being allowed to be here as part of this hearing.

This has been a very active part of my life since November 5th.
Just as a little background, the day this happened, my field direc-
tor, a retired colonel from the Chaplain Corps, Gregg Schannep—
you may know Gregg—was actually at the site when the shooting
started. He called the CO’s office, one of multiples who called the
CO to say that if you are not having a training exercise, there is
firing going on over here. So my office is right in the middle of this
terrible situation.
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I have visited with quite a few of the wounded soldiers. In fact
we have a soldier right now presently in south Austin who just re-
jected a plate in his skull and they had to go in and refix him.

By the way, let me say, every soldier I have met is a credit to
the uniform, including this young man. His attitude is fabulous.
But his mom and dad asked me the question, Shouldn’t we expect
more than our child to get this severely injured, or others dead, by
somebody in our own uniform on our own base where they should
be safe?

So this is a critical situation. And because I happened to be there
and to be in the middle of it, we have become the subject of an
awful lot of Internet traffic with people, mostly veterans who live
in the Fort Hood area, who are making comments to me. Not Ac-
tive Duty soldiers. The Active Duty soldiers, they do their duty,
and you should be very proud of them. And, by the way, I will fight
anybody who says we didn’t respond well once this thing happened.
I don’t think it could have been done any better.

But getting back to this, the one thing I keep hearing overriding
is that the ordinary soldier—you have been talking to us about the
chain of command and the duty of the commander to recognize be-
havior and how we need to get them trained to learn to recognize
behavior. I don’t have any argument with that.

What I am hearing from Gulf War soldiers, soldiers that have
just gotten out, they believe there is an attitude that the ordinary
soldier who might be coming in contact with the major and have
him either proselytize them or just criticize the war or talk about
the goodness of jihad, which it is my understanding happened a lot,
they felt it was not—it would be detrimental to their career in the
Army for them to go to their commanding officer or others to report
this, and it was an issue of political correctness.

As one former sergeant reported to me, he said, We have got a
shortage of medical personnel, we need Arab speakers. These are
prioritized people. And even General Casey, upon hearing of this,
made the comment, Let’s hope this doesn’t hurt our diversity pro-
gram.

All those things tend to make us think that the ordinary soldier,
we might have a culture in the Army that would make him think
that making a report to someone of what he would consider bizarre
behavior, might be detrimental to his career in the Army.

First, I would like to know if you have run across anything along
those lines. I recognize this is trifurcated, so you are just one of at
least three routes that I know we are looking into this. But I think
that is the underlying question that we have to ask ourselves:
Would a soldier feel uncomfortable because of political correctness
to making a report? Not an officer looking into someone under his
command, but just a soldier who serves alongside, or the nurse
that might serve alongside the mental health professional. Have
you run into that, and can you answer that question?

General HAM. Congressman, thanks for that question. I would
just say at the outset, the co-chairs and I traveled to Fort Hood the
day after Secretary Gates appointed this panel, and what the Corps
Commander and all those at Fort Hood and the greater Fort Hood
community, what they did to pull together was extraordinary.
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There were in fact, Congressman, allegations of inappropriate re-
ligious remarks conducted by Major Hasan. He was then a captain
in residency. He was at this time in Walter Reed. And Secretary
Gates directed us to look into that, and we did. And what we found
is in fact patients had made a few comments to others, to super-
visory personnel, that said, Hey, this guy, he said some things that
made me uncomfortable.

And this is, frankly, an instance where supervisors, at least as
far as we can tell, did what they were supposed to do. There are
records that indicate that he was counseled and advised as to the
inappropriateness of making religious comments in a counseling
session. Again, he was a resident at that point at Walter Reed, and
there were no further instances of that.

We specifically asked that question of the patients that he saw
at Fort Hood, and similarly there were no indications from patients
that he saw that he made inappropriate religious comments in his
provision of medical care to them.

Mr. CARTER. Well, I am just telling you what has been reported
to me. Also I have actually had someone who has been in medical
school with him that said he did the same thing in medical school.
So it is hearsay. And I am an old judge, I take hearsay for what
it is worth. But we are in the business of looking into what is going
on with soldiers.

I will tell you something that I experienced on the 6th of Novem-
ber when I was there at Darnall. A nurse came up to me and said,
“There is something underlying this that the Army better remem-
ber.” And I am sure you know this. She said, “I just got an e-mail
from Australia from a nurse that I served with in Australia, in Af-
ghanistan, and I had just come back. And that nurse said, ‘Our sol-
diers are asking in Australia, Can we trust everybody that is wear-
ing our uniform? Because the Americans can’t trust everybody that
is wearing their uniform.’”

That is a psychological barrier to fitness for our soldiers. And I
hope and pray that we can get past having soldiers have those
kinds of feelings about what happened, because the parents are
feeling that way and I am sure the soldiers are feeling that way.

So you guys have got a big responsibility. I am on your side, but
I want everybody to be straight. For the first time since this hap-
pened, yesterday Secretary Napolitano, and again today in a hear-
ing where I talked to her, acknowledged that as far as the home-
land was concerned, that was an Islamic terrorist act. To this
point, I haven’t heard the Army say that. I think it would help a
lot when they finish their investigation if they put political correct-
ness aside and make truthful statements.

Thank you.

General HAM. Mr. Chairman, if I may, I think you are exactly
right. There is tremendous concern. One of the reasons this attack
is so important to us is that it is one of our own. It is inside the
family, and a field grade officer on top of that. So one of the great
concerns is what is that effect inside the service? Again, do we
start to rip apart this fabric of trust that is so essential within the
Department?

Secondly, there is a great concern, a very valid concern, that
says—you now say am [ concerned? Do I feel comfortable? Am I



228

going to go to an Army mental health provider, behavioral health
specialist, and be open and forthright? This guy came from that
community.

The good news is that we haven’t seen, at least in the conduct
of the DoD review, any significant negative consequences from
that. And I defer to General Thomas from a broader Army medical
standpoint.

But I think you have hit exactly the point of why this one is so
different. This was someone who was in a position of trust and con-
fidence who killed 13 of our own, and that is absolutely unaccept-
able and we must do all that we can to prevent reoccurrence.

Mr. CARTER. Thank you.

Mr. Dicks. Thank you.

Mr. Rogers.

Mr. ROGERS. Thank you, Mr. Chairman.

I am interested in the conversation—you mentioned or, when he
was at Walter Reed that there had been complaints. Were those by
enlisted people?

General Ham. Sir, I don’t know off the top of my head. All I
know, without doing a fair amount of research, is patients that he
was seeing.

Mr. ROGERS. What was the nature——

General THOMAS. Sir, no, I don’t have that information.

Mr. ROGERS. What was the nature of what they were com-
plaining about?

General HAM. The essence of it, sir, was that in his counsel to
the patients, that the supervisors felt that he focused inappropri-
ately on religion as an underlying cause—as an example to say,
Well, if you had stronger faith in God, then maybe you would not
be experiencing these kinds of problems. It wasn’t outright advo-
cacy of Islam, but it was clearly inappropriate to insert that con-
versation into the treatment of a patient.

Mr. ROGERS. I wouldn’t think that would be altogether unusual
though, would it be?

General HaM. It was deemed by his supervisors—remember, he
was now in residency. It was deemed by his supervisors at that
point that those comments were inappropriate to the patient that
he was seeing at that time.

Mr. ROGERS. And these people that complained, I am interested
in the process. What was done with their complaints?

General HAM. Twofold. First, the supervising physicians of Cap-
tain Hasan counseled him, advised him, that that was not appro-
priate and how he could better, more effectively provide mental
health advice to the patients he was seeing.

Secondly, there was an effort to go back to those patients to en-
sure that they were satisfied and were receiving the care that was
necessary by a different provider.

Mr. ROGERS. But who did they complain to?

General HAM. It was the supervising physicians that were over-
seeing his residency.

Mr. ROGERS. And then what did they do with the information?

General HAM. Twofold. Counseled Major Hasan as to why he
should not do that and why it was inappropriate to do so; and, sec-
ondly, to assure those patients were afforded the opportunity for
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care by another physician, to ensure they got the care and treat-
ment that they required.

Mr. ROGERS. And that was the end of it, then?

General HAM. Yes, sir. But we did again, post-November 5th,
when Major Hasan’s patients were interviewed at Fort Hood and
also other patients that he had seen at Walter Reed, that specific
question was asked as to whether or not they felt that he had made
inappropriate religious comments.

Mr. ROGERS. Well, have there been changes made since Fort
Hood about how inappropriate things that are said are reported
and handled?

General HAM. Within the medical community, I am unsure. I
defer to General Thomas.

General THOMAS. No, sir. That I am aware of, there are no
changes with respect to the training programs instituted at this
time post the 5th of November incident. And just having trained
residents and having been a military medical resident myself, typi-
cally what would happen, in general terms, if a patient had a com-
plaint against me or another provider, another doctor, they would
report it to my supervising physician, in this case the fully
credentialed staff physician over me as a resident. And then, hav-
ing been a supervising staff surgeon, patients would commonly ask
to see me if they had an issue with one of my residents.

Mr. ROGERS. Well, I am not as much interested in the doctor-pa-
tient matter as I am just in the military generally. If a soldier sees
or observes something that is suspicious, like this, have we
changed the procedures about how he or she can go about reporting
that and having it looked into?

General HAM. Not to my knowledge, sir. I think instructive here
are Major Hasan’s peers as he was going through residency, and
then in the 2 years he participated in a fellowship also at Walter
Reed. Peers of his did, in fact, make reports to supervisors that
said, Hey, this guy is making inappropriate comments.

And that is what we want them to do. They confronted him also,
but they also went to his supervisors. So I think the process was
okay. In my view, what we found was that some of those super-
visors failed to execute their duties.

Mr. RoGERS. Thank you.

Mr. Dicks. All right, thank you, General. This was a very good
hearing. We may ask you to come back after the decisions are
made by the Secretary. We appreciate your candor and your good
work and your service, both of you. Thank you.

The subcommittee was adjourned.

[CLERK’S NOTE.—Questions submitted by Ms. Granger and the
answers thereto follow:]

Question. The “Protecting the Force” report praises the Active Shooter Response
model that helped in this horrible scenario. Those first responders were trained at
The Advanced Law Enforcement Rapid Response Training (ALERRT) Center at
Texas State University. The report also stated that current Pentagon policy does not
currently take advantage of successful models for active shooter response for civilian
and military law enforcement on DoD installations and facilities. What efforts are
being made by the Department of Defense to seek out and partner with this existing
successful training program?

Answer. The Independent Review Related to Fort Hood found that responding of-

ficers attributed their actions to relatively new training on Active Shooter Response
instituted by the Fort Hood Department of Emergency Services. In the wake of the
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Fort Hood incident, the Department has taken a more systematic approach to en-
sure that military and civilian police, as well as all Service members, are familiar
with “Active Shooter” scenario best practices. To that end, the Department rec-
ommended two forms of Active Shooter Training. First, in March 2010, DoD will in-
corporate a new training module addressing “Active Shooter” threats into the
Antiterrorism Level 1 online training. This training will be standard across all Serv-
ices and mandatory for all uniformed Service members, as well as for all General
Schedule and contractor employees who are on TDY orders to deploy. By June 2010,
the Under Secretary of Defense for Acquisition, Technology, and Logistics will issue
changes to DoD Instruction 6055.17, DoD Installation Emergency Management
(IEM) Program, directing commanders to incorporate the “Active Shooter” scenario,
lessons learned from Fort Hood, and other workplace violence case studies into their
Installation Emergency Management training programs.

The Under Secretary of Defense for Personnel and Readiness will update DoD In-
struction 5210.90, Minimum Training, Certification, and Physical Fitness Standards
for Civilian Policy and Security Guards (CP/SGs) in the Department of Defense, or
issue a new instruction to ensure that “Active Shooter” training tasks will become
part of the minimum law enforcement training standards for DoD military and civil-
1an police. The Under Secretary will also seek “Active Shooter” best practices to pro-
vide DoD law enforcement elements with the up-to-date practices and protocols for
that operational requirement.

Question. Does the Department intend on implementing a standard active shooter
response training program? Or will it be left to the independent Services to develop
their own programs?

Answer. The Department implemented a standard training program. The new
training module addressing “Active Shooter” response protocols is standard across
all Services. It is mandatory training for all Service members, as well as for General
Schedule and contract employees on TDY orders to deploy. Overseas adult depend-
ents are also encouraged to receive AT Level 1 training.

Question. It would seem logical that any active shooter training, curriculum and
response protocol developed by the Pentagon would be consistent and shared with
other area law enforcement stakeholders. Will the Department be working with the
neighboring civilian law enforcement stakeholders in the development of active
shooter training and response protocols?

Answer. It has been common practice for years for installation commanders to en-
gage with local law enforcement stakeholders to establish memoranda of agreement
and understanding on force protection and law enforcement issues. At the oper-
ational level, commanders exercise discretion as to how best to work with local law
enforcement stakeholders. Often, as was the case with “Active Shooter” training at
the Fort Hood Department of Emergency Services, installations go above and be-
yond the DoD instruction to ensure best practices are shared between DoD and non-
DoD law enforcement practitioners and first responders.

[CLERKS NOTE.—End of questions submitted by Ms. Granger.]
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INTRODUCTION

Mr. Dicks. The subcommittee will come to order.

This afternoon, the committee will hold an open hearing con-
cerning the current posture of the Air Force as well as the fiscal
year 2011 budget request.

We are pleased to welcome two distinguished witnesses, the Hon-
orable Michael B. Donley, Secretary of the Air Force, and General
Norton A. Schwartz, Chief of Staff of the Air Force. These gentle-
men are very well qualified to discuss all aspects of the fiscal year
2011 budget request and answer questions the committee has re-
garding the Air Force.

Secretary Donley, General Schwartz, thank you for being here
this afternoon. The committee is very interested in hearing what
you have to say about the Air Force’s fiscal year 2011 budget.

Specifically, as you are well aware, some of us on the committee
are anxious to hear about the status of the KC-X program with the
announcement on Monday that one of the companies will not bid
on the program. The Department had planned on a summer award,
so we are interested to hear how this decision will affect a contract
award and how such an award will be negotiated with the remain-
ing company.

Additionally, the committee is looking forward to a discussion on
the status of the Joint Strike Fighter. The review conducted by the
revised joint estimating team this fall predicted at least a 13-
month schedule slip and the need for additional funding. To ad-
dress these concerns, the Department of Defense has significantly
decreased the number of aircraft it had planned to procure over the
next 5 years and added funding to the development program. Only
time will tell if the added time and funds will fully address the
problems with this vital program or if the taxpayer will once again
be forced to add additional resources.

Another topic of concern is the continued delay in the develop-
ment of our next long-range strike platform. The Quadrennial De-
fense Review directed further study of long-range strike capabili-
ties.

The Department of Defense initiated a next-generation bomber
program several years ago. However, Secretary Gates terminated
the effort last year. With the time required to fully develop a pene-
trating bomber to be in excess of a decade, if we were lucky, it is
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concerning that the Department continues to delay the needed in-
vestment in recapitalizing our current fleet of bomber aircraft. Our
current bomber fleet consists of 163 aircraft, ranging in age from
50 years for the B-52 to 13 years for the B-2. While we applaud
the plan to provide $199 million for the bomber-related industrial
base, we are truly concerned that it is not enough.

A continuing area of concern is the overuse of undefinitized con-
tract actions by the Air Force. While these types of contracts are
useful to satisfy critical time-sensitive and urgent warfighter re-
quirements in a timely manner, they should not be used for routine
acquisition or as a result of poor planning. Further, the inability
of the Air Force and industry to definitize the contracts in a timely
manner hinders cost control efforts, which ultimately leads to in-
creasing costs for multibillion dollar acquisition programs. We ap-
plaud the efforts you have made over the last 6 months, but the
committee will continue to provide stringent oversight to ensure
the Air Force continues to reform its contracting procedures.

In addition to these areas, the committee remains concerned with
the Air Force’s in-sourcing plans. The Air Force budget request in-
cludes a $1.6 billion increase for civilian compensation to support
an additional 26,000 Federal civilians and $1 billion less for con-
tracted services. But it is unclear to the committee what informs
the hiring plan since the Air Force does not have an adequate in-
ventory of contracted services. In other words, we don’t know who
all your contractors are at this point.

We look forward to your testimony and an informative question-
and-answer session.

Now, before we hear your testimony, I would like to call on Mr.
Tiahrt for any comments he would like to make.

Mr. TIAHRT. Thank you, Mr. Chairman. I welcome Secretary
Donley and General Schwartz.

Some of you may have heard the Marines say, you can send us
anywhere in the globe; just make sure the airplanes overhead are
ours. And I think that is a topic that we have enjoyed, air superi-
ority. We have enjoyed that for some time, mostly because our pi-
lots are the best in the word and because we have given them the
tools to do their job safely and come home to their families after-
wards.

However, I remain cautious about our ability to maintain this ad-
vantage. Certainly our pilots will continue to be trained at a level
far exceeding anyone else, but I am concerned that they will have
the quality and quantity of airplanes needed to do their job.

We must also maintain our ability to move troops and equip-
ment. We cannot fight the enemy if we can’t get to him. To accom-
plish this quickly and efficiently and safely, it is essential that we
maintain the correct mix of assets for both strategic and tactical
airlift.

I think we have to address these issues to maintain the domi-
nance in the sky and our global presence, and recapitalization of
our fleet is part of that. So I am interested in your testimony. And
thank you, Chairman, for the opportunity to open.

Mr. Dicks. Thank you.

Why don’t you go ahead and proceed as you wish.
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Mr. DoONLEY. Thank you, Mr. Chairman; General Schwartz and
I would like to congratulate you on your election to this seat.

Mr. Dicks. Thank you very much.

Mr. DONLEY. There has been a long, distinguished series of
Chairmen in this position; and we are anxious to work with you
going forward.

Mr. Dicks. Thank you.

SUMMARY STATEMENT OF SECRETARY DONLEY

Mr. DONLEY. Mr. Chairman, Mr. Tiahrt, members of the com-
mittee, it is a pleasure to be here representing almost 680,000 Ac-
tive duty, Guard, and Reserve Airmen and Air Force civilians. I am
also honored to be here with General Schwartz, who has been a
phenomenal partner and a tireless public servant as we have
worked together for almost the last two years.

Today, I am pleased to report that America’s Air Force continues
to make progress in strengthening our contributions as part of the
joint team and in the excellence that is the hallmark of our service.
We are requesting $150 billion in our baseline budget, and almost
$21 billion in the overseas contingency operation supplemental to
support this work.

In the past year and in planning for the future, we have focused
on balancing our resources and risk among the four priority objec-
tives outlined by Secretary Gates in the recently released Quadren-
nial Defense Review (QDR).

First, we must prevail in today’s wars. Your Air Force under-
stands the gravity of the situation in Afghanistan; and, as we con-
tinue to responsibly draw down our forces in Iraq, we are com-
mitted to rapidly fielding needed capabilities for the joint team
such as surging Intelligence, Surveillance, and Reconnaissance
(ISR) assets into theater and maximizing air mobility to accelerate
the flow of forces into Afghanistan.

Second, we must prevent and deter conflict across the spectrum
of warfare. As we await the results of the Nuclear Posture Review
and the follow-on Strategic Arms Reduction Treaty (START), we
continue to concentrate on the safety, security, and sustainment of
two legs of the Nation’s nuclear arsenal. Last year, we stood up Air
Force Global Strike Command; and we have now realigned our
Inter-Continental Ballistic Missile (ICBM) and bomber wings under
the control of a single commander. We also designated the Air
Force Nuclear Weapons Center as the single point for consolidated
management of all of our nuclear weapon sustainment activities.
And to increase our engagement across the world, we are building
partner capacity in Afghanistan and Iraq and developing a training
framework that emphasizes light attack and mobility capabilities
that can benefit other nations.

Third, we must be prepared to defeat adversaries and succeed in
a wide range of conflicts. We need to ensure that we are providing
the right capabilities with our strategic airlift and ISR platforms
and ensure our space-based assets continue to deliver needed capa-
bilities for the future.

In addition, the last two decades of sustained operations has
strained our weapons systems. We continue to determine which
aircraft we will modernize and sustain and which we must retire
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and recapitalize. One of our primary efforts includes retiring and
recapitalizing many of our legacy fighters and tankers and replac-
ing them respectively, with F-35s and KC-Xs. These decisions re-
quire tough choices, as well as the ability to quickly field systems
that meet warfighter needs at an affordable price. Because acquisi-
tion underpins this effort, we are continuing our work to recapture
excellence in this area.

In the past year, we have made great strides in reforming our
internal processes. We have added more program executive officers
and are growing our acquisition workforce by several thousand pro-
fessionals over the next five years.

Finally, we must preserve and enhance the all-volunteer force.
Airmen are our most valuable resource, and they have performed
superbly in every mission and deployment they have undertaken.

With the understanding that their families serve alongside them,
in July, 2009, we began a year-long focus on our men and women
and their families. This Year of the Air Force Family recognizes
their sacrifices and looks to determine how we can better support,
develop, house, and educate them. We are determining which pro-
grams are performing well and where we can do better.

Mr. Chairman, your Air Force is performing exceptionally well in
supporting current fights, responding to growing demands, and
shifting personnel priorities, but we are increasingly stressed in
the Continental United States (CONUS). Rebuilding the nuclear
expertise we need for the future will require continued determina-
tion and patience, and we are taking more risk in non-deployed
force readiness. Additionally, we face significant challenges in mod-
ernization and in infrastructure.

At the same time, however, we are developing and fielding new
technologies and capabilities that bode well for our future; and I
can tell you after a recent trip to the United States Central Com-
mand (USCENTCOM) Area of Responsibility (AOR) that we are re-
cruiting and training some incredible Airmen. General Schwartz
and I can again confirm that the Air Force is blessed with an out-
standing civilian and military leadership team to address these
challenges.

Our priorities going forward are now clear. We must make the
most of those resources available to balance capability against risk,
balancing winning today’s wars against preparing for tomorrow’s.
We need to prevail in today’s fights, and we continue to add capa-
bility in every way possible to help ensure success in the ongoing
conflicts.

We must prevent and deter future conflict where we can and con-
tinue to be prepared and succeed across the full spectrum of con-
flict. And we must continue to preserve our Airmen and their fami-
lies. They are truly our hedge against an uncertain future.

Mr. Chairman, we are grateful for your and the committee’s sup-
port; and we look forward to discussing these matters with the
committee. Thank you.

Mr. Dicks. General Schwartz.

SUMMARY STATEMENT OF GENERAL SCHWARTZ
General SCHWARTZ. Mr. Chairman, I add my congratulations, sir.
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And, Congressman Tiahrt, members of the committee, I am
proud to be here representing your Air Force with Secretary
Donley; and let me begin by reaffirming that the United States Air
Force is fully committed to effective stewardship of the resources
that you and the Nation have placed in our trust. Guided by integ-
rity, service, and excellence, our core values, American Airmen are
serving courageously every day with precision and reliability on be-
half of the American people. The budget request supports these
Airmen and continuing efforts to rebalance the force, to make dif-
ficult decisions on what and how we buy, and to sustain our needed
contributions to the joint team.

Secretary Donley and I established five priorities shortly after
taking office to ensure that our entire force was focused on the
right objectives. Most of our initial efforts centered on re-affirming
long-established standards of excellence and recommitting our-
selves in areas where our focus had waned. I am pleased to report
to you today that our dedicated and talented Airmen understood
our intent broadly and delivered in meaningful fashion.

Although these initial priorities are not designed to change from
year to year, our progress with the nuclear enterprise is such that
we can now shift our efforts to sustaining the progress that we
have made.

Thus, our first priority is to continue to strengthen excellence in
the nuclear enterprise. The rigor of our nuclear surety inspections
demonstrates a renewed commitment to the highest levels of per-
formance, but we must and we will do more to ensure 100 percent
precision and reliability in our nuclear operations and logistics as
cllcl)se to 100 percent of the time as such a human endeavor will
allow.

For our second priority, that is partnering with our joint and coa-
lition teammates to win today’s fight, Secretary Donley mentioned
several of the ways in which our airmen are providing critical air
and space power for the coalition and joint team. Your Airmen are
performing admirably wherever and whenever our joint teammates
require, including providing battlefield medical support and evacu-
ation, ordnance disposal, convoy security, and much more.

Our third priority remains to develop and care for our airmen
and their families. We initiated the Air Force Year of the Family,
as you just heard, in recognition of the vital role that our families
fulfill in mission accomplishment. Although their sacrifice is per-
haps less conspicuous, their efforts are certainly no less noble and
their contributions are no less substantial.

Modernizing our inventories and organization and training are
fourth priorities, among the most difficult tasks that our service
have undertaken in these last 18 months.

In order to achieve the balance that Secretary Gates has envi-
sioned for our force, we are compelled to decision and to action. The
budget represents a continuation of this effort.

We set forth on a plan last year to accelerate the retirement of
some of our older fighter aircraft. This year we are not retiring any
additional fighters, but we are transitioning from some of our old-
est and least capable C-130s and C-5s.

We will modernize where we can, but where modernization no
longer is cost effective, we will pursue recapitalization. KC-X is
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certainly one such example. With the recent delivery of the re-
quests for proposal, our top acquisition effort to procure the next
generation of refueling aircraft passed a significant milestone.

A similar imperative goes along with the F-35. I want to under-
score Secretary Donley’s comments by noting that this weapons
system will be the workhorse driving much of our Air Force and
the joint force forward.

Long-range strike is the last program among our top priorities
and initiatives.

The Air Force fully supports development of a family of systems
providing both penetrating and standoff capabilities for the next
two or three decades as described in the QDR.

And finally, recapturing acquisition excellence, our fifth priority,
is now only beginning to pay dividends with their acquisition im-
provement plan at the heart of the reform effort. While promising
the initial successes must continue for a number of years before we
can declare victory on this front, we are fully aware, that we must
ring every bit of capability and value that we can from the systems
that we procure. So this effort will require sustained focus on ac-
quisition excellence.

Mr. Chairman, the Air Force will continue to provide our best
military advice and stewardship, delivering global vigilance, reach,
and power for the Nation. Thank you for your continued support
of the United States Air Force and particularly of our Airmen and
their families. I look forward, sir, to your questions.

[The joint statement of Secretary Donley and General Schwartz
follows:]
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MICHAEL B. DONLEY

Mr. Michael B. Donley is the Secretary of the Air
Force, Washington, D.C. He is the 22nd Secretary
and was confirmed Oct. 2, 2008. He is responsible
for the affairs of the Depariment of the Air Force,
including the organizing, training, equipping and
providing for the welfare of its more than 334,000
men and women on active duty, 176,000 members
of the Air National Guard and the Air Force
Reserve, 170,000 civilians, and their families. He
also oversees the Air Force's annual budget

of more than $110 billion.

Mr. Donley has 30 years of experience in the
national security community, including service in
the Senate, White House and the Pentagon. Prior
to assuming his current position, Mr. Donley
served as the Director of Administration and
Management in the Office of the Secretary of
Defense. He oversaw organizational and
management planning for the Department of
Defense and all administration, facility, information
technology and security matters for the Pentagon.

From 1996 to 2005, Mr. Donley was a Senior Vice

President at Hicks and Associates, Inc., a subsidiary of Science Applications international Corporation, and a
consultant to DOD and the State Department on national security matters. From 1993 to 1996, he was
Senior Fellow at the Institute for Defense Analyses. During this period he was a Senior Consultant to the
Commission on Roles and Missions of the Armed Forces and participated in two studies on the organization
of the Joint Staff and the Office of the Chairman, JCS. Prior to this position, he served as the Acting
Secretary of the Air Force for seven months, and from 1989 to 1993 he was the Assistant Secretary of the Air
Force {Financial Management and Comptroller).

Mr. Donley supported two Presidents and five National Security Advisers during his service at the National
Security Council from 1984 to 1989. As Deputy Executive Secretary he oversaw the White House Situation
Room and chaired interagency committees on crisis management procedures and continuity of government.
Earlier, as Director of Defense Programs, Mr. Donley was the NSC representative to the Defense Resources
Board, and coordinated the President’s quarterly meetings with the Joint Chiefs of Staff. He conceived and
organized the President's Biue Ribbon Commission on Defense Management (the Packard Commission),
coordinated White House policy on the Goldwater-Nichols DOD Reorganization Act of 1986, and wrote the
National Security Strategy for President Reagan's second term. He was also a Professional Staff Member on
the Senate Armed Services Committee from 1981 to 1984.

Mr. Donley served in the U.S. Army from 1972 to 1975 with the XViiith Airborne Corps and 5th Special
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Forces Group (Airborne), attending the Army's Intelligence and Airborne Schools and the Defense Language
Institute. Mr. Donley earned both Bachelor of Arts and Master of Arts degrees in international relations from
the University of Southern California. He also attended the Senior Executives in National Security program at
Harvard University.

EDUCATION

1972 U.S. Army Intelligence School, Fort Huachuca, Ariz.

1973 Defense Language Institute, Monterey, Calif.

1974 U.S. Army Airborne School, Fort Benning, Ga.

1977 Bachelor of Arts degree in international refations, University of Southern California, Los Angeles
1978 Master of Arts degree in international relations, University of Southern California, Los Angeles
1086 Senior Executives in National Security program, John F. Kennedy School of Government, Harvard
University, Cambridge, Mass.

CAREER CHRONOLOGY

1. 1972 - 1975, U.S. Army, XVliith Airborne Corps and 5th Special Forces Group (Airborne), Fort Bragg, N.C.
2. 1978 - 1979, Editor, National Security Record, Heritage Foundation, Washington, D.C.

3. 1979 - 1981, Legislative Assistant, U.S. Senate, Washington, D.C.

4. 1981 -1984, Professional Staff Member, Senate Armed Services Committee, Washington, D.C.

5. 1984 - 1987, Director of Defense Programs, National Security Council, the White House, Washington,
D.C.

6. 1887 - 1989, Deputy Executive Secretary, National Security Council, the White House, Washington, D.C.
7. 1989 - 1993, Assistant Secretary of the Air Force (Financial Management and Comptroller), Washington,
D.C.

8. 1993, Acting Secretary of the Air Force, Washington, D.C.

9. 1993 - 1996, Senior Fellow at the Institute for Defense Analyses, Alexandria, Va.

10. 1996 - 2005, Senior Vice President at Hicks and Associates, Inc., a subsidiary of Science Applications
International Corporation, MclLean, Va.

11. 2005 - 2008, Director of Administration and Management, Office of the Secretary of Defense,
Washington, D.C.

12. 2008 - present, Secretary of the Air Force, Washington, D.C.

(Current as of August 2009)
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GENERAL NORTON A. SCHWARTZ

Gen. Norton A. Schwartz is Chief of Staff of the
U.S. Air Force, Washington, D.C. As Chief, he
serves as the senior uniformed Air Force officer
responsible for the organization, training and
equipping of 680,000 active-duty, Guard, Reserve
and civilian forces serving in the United States and
overseas. As a member of the Joint Chiefs of
Staff, the general and other service chiefs function
as military advisers to the Secretary of Defense,
National Security Council and the President.

General Schwartz graduated from the U.S. Air
Force Academy in 1973. He is an alumnus of the
National War College, a member of the Councif on
Foreign Relations, and a 1994 Fellow of
Massachusetts Institute of Technology's Seminar
XXi. He has served as Commander of the Special
Operations Command-Pacific, as well as Alaskan
Command, Alaskan North American Aerospace
Defense Command Region, and the 11th Air
Force. Prior to assuming his current position,
General Schwartz was Commander, U.S.
Transportation Command and served as the single
manager for global air, land and sea transportation
for the Department of Defense.

General Schwartz is a command pilot with more than 4,400 flying hours in a variety of aircraft. He
participated as a crewmember in the 1975 airlift evacuation of Saigon, and in 1991 served as Chief of Staff of
the Joint Special Operations Task Force for Northern iraq in operations Desert Shield and Desert Storm. In
1997, he led the Joint Task Force that prepared for the noncombatant evacuation of U.S. citizens in
Cambodia.

EDUCATION

1973 Bachelor's degree in political science and international affairs, U.S. Air Force Academy, Colorado
Springs, Colo.

1977 Squadron Officer School, Maxwell AFB, Ala.

1983 Master's degree in business administration, Central Michigan University, Mount Pleasant

1984 Armed Forces Staff College, Norfolk, Va.

1988 National War College, Fort Lesley J. McNair, Washington, D.C.

1994 Fellow, Seminar XXI, Massachusetts Institute of Technology, Cambridge

ASSIGNMENTS
1. August 1973 - September 1974, student, undergraduate pilot training, Laughtin AFB, Texas
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2. October 1974 - January 1975, student, C-130 initial qualification training, Little Rock AFB, Ark.

3. February 1975 - October 1877, C-130E aircraft commander, 776th and 21st tactical airlift squadrons, Clark
Air Base, Philippines

4. October 1977 - December 1977, student, Squadron Officer School, Maxwell AFB, Ala.

5. December 1977 - October 1979, C-130E/H flight examiner, 61st Tactical Airlift Squadron, Little Rock AFB,
Ark.

6. October 1979 - November 1980, intern, Air Staff Training Program, Office of the Deputy Chief of Staff for
Plans, Operations and Readiness, Headquarters U.S. Air Force, Washington, D.C.

7. November 1980 - July 1983, MC-130E flight examiner, 8th Special Operations Squadron, Hurlburt Field,
Fla.

8. July 1983 - January 1984, student, Armed Forces Staff College, Norfolk, Va.

9. January 1984 - April 1886, action officer, Directorate of Plans, Office of the Deputy Chief of Staff for Plans
and Operations, Headquarters U.S. Air Force, Washington, D.C.

10. May 1986 - June 1988, Commander, 36th Tactical Airlift Squadron, McChord AFB, Wash.

11. August 1988 - June 1989, student, National War College, Fort Lesley J. McNair, Washington, D.C.

12, July 1989 - July 1991, Director of Plans and Policy, Special Operations Command Europe, Patch
Barracks, Stuttgart-Vaihingen, Germany

13. August 1991 - May 1993, Deputy Commander for Operations and Commander, 1st Special Operations
Group, Hurlburt Field, Fla.

14. May 1993 - May 1995, Deputy Director of Operations, later, Deputy Director of Forces, Office of the
Deputy Chief of Staff for Plans and Operations, Headquarters U.S. Air Force, Washington, D.C.

15. June 1895 - May 1997, Commander, 16th Special Operations Wing, Hurlburt Field, Fla.

16. June 1997 - October 1998, Commander, Special Operations Command, Pacific, Camp H.M. Smith,
Hawaii

17. October 1998 - January 2000, Director of Strategic Planning, Deputy Chief of Staff for Plans and
Programs, Headquarters U.S. Air Force, Washington, D.C.

18. January 2000 - September 2000, Deputy Commander in Chief, U.S. Special Operations Command,
MacDill AFB, Fla.

19. September 2000 - October 2002, Commander, Alaskan Command, Alaskan North American Aerospace
Defense Command Region and 11th Air Force, Eimendorf AFB, Alaska

20. October 2002 - October 2004, Director for Operations, the Joint Staff, Washington, D.C.

21, QOctober 2004 - August 2005, Director, the Joint Staff, Washington, D. C.

22. September 2005 - August 2008, Commander, U.S. Transportation Command, Scott AFB, Iii.

23. August 2008 - present, Chief of Staff, Headquarters U.S. Air Force, Washington, D.C.

SUMMARY OF JOINT ASSIGNMENTS

1. July 1989 - July 1991, Director of Plans and Policy, Special Operations Command Europe, Patch
Barracks, Stuttgart-Vaihingen, Germany, as a colonel

2. June 1997 - October 1998, Commander, Special Operations Command, Pacific, Camp H.M. Smith,
Hawali, as a brigadier general

3. January 2000 - September 2000, Deputy Commander in Chief, U.S. Special Operations Command,
MacDill AFB, Fla,, as a lieutenant general

4. September 2000 - October 2002, Commander, Alaskan Command, Alaskan North American Aerospace
Defense Command Region and 11th Air Force, Eimendorf AFB, Alaska, as a lieutenant general

5. October 2002 - October 2004, Director for Operations, the Joint Staff, Washington, D.C., as a lieutenant
general

6. October 2004 - August 2005, Director, the Joint Staff, Washington, D. C., as a lieutenant general

7. September 2005 - August 2008, Commander, U.S. Transportation Command, Scott AFB, liL., as a general

FLIGHT INFORMATION

Rating: Command pilot

Flight hours: More than 4,400

Aircraft flown: C-130E/H, MC-130E/H/P, HC-130, AC-130H/U, YMC-130, MH-53 and MH-60
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MAJOR AWARDS AND DECORATIONS

Defense Distinguished Service Medal with two oak leaf clusters
Distinguished Service Medal

Defense Superior Service Medal with oak leaf cluster

Legion of Merit with two oak leaf clusters

Defense Meritorious Service Medal

Meritorious Service Medal with two oak leaf clusters

Air Force Commendation Medal with oak leaf cluster

Army Commendation Medal

EFFECTIVE DATES OF PROMOTION
Second Lieutenant June 6, 1973
First Lieutenant June 6, 1975
Captain June 6, 1977

Major Nov. 1, 1982

Lieutenant Colonel March 1, 1985
Colonel Feb. 1, 1991

Brigadier General Jan. 1, 1996
Major General March 4, 1999
Lieutenant General Jan. 18, 2000
General Oct. 1, 2005

(Current as of August 2009)
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The 2010 Air Force Posture Statement presents our vision of Global Vigilance, Reach and Power as a
vital component of the Joint team, defending our National interests, and guided by our core values
of Integrity First, Service Before Self, and Excellence in All We Do.

Introduction
Today, the United States confronts a dynamic international environment marked by security

challenges of unprecedented diversity. Along with our Joint partners, the Air Force will defend
and advance the interests of the United States by providing unique capabilities to succeed in
current conflicts while preparing to counter future threats to our national security. Over the
last year, the Air Force made great strides in strengthening the precision and reliability that is
our halimark.

Strategic Focus
This year offers an opportunity to fully integrate our Service posture with a new National

Security Strategy, the Department of Defense Quadrennial Defense Review, and strategic
reviews of the Nation’s space, nuclear, and ballistic missile defense postures. Balance is the
defining principle linking this budget request to our strategic guidance.

In the 2010 Quadrennial Defense Review, the Secretary of Defense established four U.S.
defense objectives to guide our current actions as well as to plan for the future: prevail in
today’s wars, prevent and deter conflict, prepare to defeat adversaries and succeed in a wide
range of contingencies, and preserve and enhance the all-volunteer force. in accordance with
this guidance, the Air Force developed the 2011 budget request to enhance our capabilities to
meet these objectives, while balancing risk appropriately. As the future security environment
will require a range of agile and flexible capabilities, investments for today’s conflict will also
support our efforts to prepare, prevent, and prevail, and preserve well into the future.

Prevail in Today’s Wars: Our investments in intelligence, surveillance, and reconnaissance, as
well as airlift, command and control, and building partner capacity reinforce the prominence of
this priority in our budget request. In addition, nearly 30,000 deployed Airmen daily provide
key capabilities in direct support of combat operations.

Prevent and Deter Conflict: The Air Force made significant resource and cultural investments in
reinvigorating our portion of the Nation’s nuclear deterrence over the past 18 months. We are
now institutionalizing these successes to ensure the highest standards across the nuclear

enterprise. Our initial investments in a family of long-range strike capabilities mark our
commitment to sustaining power projection capabilities for the next several decades.
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Prepare to Defeat Adversaries and Succeed in a Wide Range of Contingencies: This priority
directly reflects the Air Force emphasis on balancing our commitments to today’s conflicts
against preparing for mid- and long-term risks. Awarding a contract this year to recapitalize our
aging tanker force is our top acquisition priority. Similarly, the F-35 will be the workhorse of the

fighter force for decades to come. Our investment in this program is timed with other
modernization initiatives and divestment plans to ensure sufficient capabilities are available to
deter and defeat potential enemies.

Preserve and Enhance the All-Volunteer Force: Preserving and enhancing our all-volunteer
force provides the foundation required for our flexible and agile posture. This budget reflects a
commitment to enhancing our force through education and training, while also bolstering the

overall quality of life of Airmen and their famities.

Strategy to Resources
As we prepared the budget request described by this Posture Statement, we structured our

resource choices by balancing the twelve Air Force Core Functions across the near- and long-
term. When considered together, the Core Functions encompass the full range of Air Force
capabilities, and serve as the framework for this Posture Statement. While this document
describes the core functions individually, we recognize their inherent interdependence within
not just the Air Force, but also within the Joint force and the whole of government.

AIR FORCE CORE FUNCTIONS

Nuclear Deterrence Operations Special Operations

Air Superiority Global Integrated ISR
Space Superiority Command and Control
Cyberspace Superiority Personnel Recovery
Global Precision Attack Building Partnerships
Rapid Global Mobility Agile Combat Support

Nuclear Deterrence Operations

Since its inception, the Air Force has served as a proud and disciplined steward of a large
portion of the Nation’s nuclear arsenal. We steadfastly maintain and secure nuclear weapons
to deter potential adversaries, and to assure our partners that we are a reliable force providing
global stability.
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The first Air Force priority during the last two years has been to reinvigorate the stewardship,
accountability, compliance, and precision within the nuclear enterprise. This mission demands
perfection. Last year we reorganized our nuclear forces, consolidating responsibility into a clear
chain of command. All nuclear operations are under the command of the Air Force Global
Strike Command and all sustainment activities are controlled by the Air Force Nuclear Weapons
Center. We also added a fourth B-52 squadron to enhance nuclear surety through greater
mission focus. We continued these advancements in FY10 by reassigning intercontinental
Ballistic Missile {ICBM) and nuclear bomber forces to Air Force Global Strike Command as it
proceeds toward full operational capability.

The FY11 budget request continues to invest in sustaining the Air Force’s ICBM and bomber
fleets. We will invest $295 million across the FYDP to replace fuzing mechanisms, and to
sustain test equipment and environmental control systems for the aging, but capable,
Minuteman Il ICBM weapon system.

As we begin work to develop a future Long Range Strike capability, we recognize the need to
continue investing in our legacy bomber fleets, including nearly $800 million for modernization.
This budget request provides the B-52, initially designed in the early 1950s, with an internal
precision-guided weapons capability, a new radar, and a modern and effective anti-skid system.
This request funds modernization of B-2 analog defensive systems to ensure continued
survivability against increasingly capable air defense systems. Additionally, the UH-1IN
replacement program supporting missile launch complexes is on track and we anticipate initial
operating capability by FY15.

Air Superiority

Air superiority is a necessary precondition for most U.S. military operations. American ground
forces have operated without fear of enemy aircraft since 1953. Although we operate in
uncontested airspace in current conflicts, we cannot assume this will be the case in the future.
The emergence of modern air defenses challenges the ability of the Air Force to achieve air
superiority. Potential adversaries are leveraging readily accessibie technologies by modifying
existing airframes with improved radars, sensors, jammers, and weapons. In addition, several
nations are pursuing fifth-generation aircraft capable of all-aspect, low-observable signatures,
and fully integrated avionics and sensors. Adversary nations are also turning to advanced
surface-to-air missiles to augment or even substitute for aircraft modernization efforts. The
proliferation of these sophisticated and increasingly affordable weapons presents an area
denial capability that challenges our legacy fleet. As the range of potential threats evolves, the
Air Force will rely on the F-22 Raptor as the workhorse of the air superiority fighter force for the
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foreseeable future. Complementing our 187 modernized F-22s, we will continue to rely on
F-15C/D aircraft to provide an important component of our air superiority capability.

Our FY10 budget included plans to accelerate the retirement of some legacy fighter aircraft to
pave the way for a smaller but more capable fighter force. As we work with the Congress to
execute this important plan, we continue to aggressively modernize our air superiority fleet,
including upgrading fielded F-22s to ensure fleet commonality with current deliveries.
Additionally, we began modernizing 176 F-15Cs with the new APG-63(v)3 Active Electronically
Scanned Array (AESA) radar. Along with these modifications, we are continuing the
development and procurement of the AIM-9X and AIM-120D air-to-air missiles.

The FY11 budget requests $12.5 billion in the FYDP to sustain America’s air superiority
advantage. To continue F-22 modifications, this request includes $1.34 billion to continue fleet
commonality upgrades, improving reliability and maintainability, and adding training
enhancements for the fleet. Building on the multi-role nature of our most advanced aircraft,
this request also includes $1.19 billion to add precision attack capabilities such as the Small
Diameter Bomb. The Air Force will also continue the development and procurement of air-to-
air munitions and defenses for the F-22 such as the AIM-9X, AIM-120D, and electronic warfare
capabilities. To sustain our legacy aircraft viability, we included $92 million to continue the
upgrades and modifications to the new F-15 AESA radar. Recognizing that Electronic Warfare
remains an integral part of air superiority, we request $251 million in FY11 for upgrades to the
EC-130H Compass Call fleet. This request includes the conversion of an additional EC-130H, as
well as a combined flight deck and mission crew simulator to increase training capacity.

Space Superiority

America’s ability to operate across the spectrum of conflict relies heavily on space capabilities
developed and operated by the Air Force. We support the Jjoint force by developing,
integrating, and operating in six key mission areas: missile warning; space situational awareness
(SSA); military satellite communications; positioning, navigation and timing; space access; and
weather.

To enhance space support to the Joint force, we are increasing communications capability in
FY10 through two satellite communications programs, the Wideband Global Satellite (WGS)
program to replace the Defense Satellite Communications System (DSCS), and Advanced
Extremely High Frequency system for protected communications. We launched the second and
third WGS satellites in FY10; each WGS satellite provides the equivalent capacity of the entire
legacy DSCS constellation. Additionally, the second on-orbit Space-Based infrared System
Highly Elliptical Orbit payload was fully certified by United States Strategic Command to
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perform strategic missile warning. Finally, spacelift remains the backbone for national security
space with a record sixty-four consecutive successful missions.

The FY11 budget request for $10.9 billion will improve our stewardship of space with
investment in space and space-related support systems. With these resources, we will field
several first-of-their-kind systems — Global Positioning System Block HF, Space Based Space
Surveillance System, and Advanced Extremely High Frequency satellite communications system.
This request proposes $1.2 billion for the Evolved Expendable Launch Vehicle program, $1.8
billion for the Space Based Infrared System, and $1.3 billion for GPS. We alsc included $135
million for Joint Space Operation Center Mission System to improve SSA capabilities, and $94
million for the Operationally Responsive Space program to pursue innovative capabilities that
can be rapidly developed and fielded in months rather than years. We request $577 million to
fully fund WGS to meet combatant commander bandwidth requirements, Moreover, we will
continue to maintain SSA ground-based systems and explore space-based capabilities to ensure
our continued freedom to operate in this domain.

Cyberspace Superiority

Cyber threats ranging from individual hackers to criminal organizations to state-sponsored
cyber intrusions can challenge access to, and use of, this domain. Although the freedom to
operate in the cyber domain is a precondition for our increasingly networked force, many of
our potential adversaries are similarly adopting information-enabled technology, rendering
them vulnerable to cyber attack as well. Threats to freedom of access to the cyber domain
present both challenges and opportunities.

In FY10 we continued the development and institutionalization of cyberspace capabilities and
integration into the Joint cyberspace structure. The newly activated 24th Air Force, the first
Numbered Air Force dedicated to cyberspace operations, recently achieved initial operational
capability and has been designated the Air Force component for the sub-unified U.S. Cyber
Command. We are also focusing on cyber personnel by normalizing the cyber career path and
adding technical education courses.

The FY11 budget request reflects a continued commitment to cyber superiority. We request
$31 million for expanded rapid cyber acquisition capabilities to keep pace with dynamic
adversaries and fast-paced advances in technology. In support of the national cyber effort, this
budget request dedicates $104 million to support operations and leased space for headquarters
staff at the sub-unified U.S. Cyber Command. Additionally, we propose adding $15 million and
additional manpower over the next five years to increase the investigative and law
enforcement aspects of cyberspace defense.
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Global Precision Attack

Global Precision Attack is the ability to hold any target at risk, across the air, land, and sea
domains. Many of our global precision attack forces are meeting the current requirements of
ongoing contingency operations by performing precision strike and intelligence, surveillance,
and reconnaissance (ISR) support roles. In the longer term, however, the proliferation of area
denial and anti-access capabilities will challenge the ability of current fourth-generation fighters
and legacy bombers to penetrate contested airspace.

The Air Force budget request in FY10 recognized these developments and continued
improvements to aircraft and weapons capabilities. This year, we will take delivery of 10 F-35s
for developmental testing and to train test pilots. We are also modernizing legacy fighter
aircraft to maintain sufficient capability and capacity until the F-35 fleet is fully operational, and
are continuing to develop programs for preferred air-to-ground weapons. Upon completion of
the required reports to the Congress later this year, we will implement the planned reduction
of 257 legacy fighters. We have had mixed results in test drops of the Massive Ordnance
Penetrator; however, we are closely monitoring the progress of this important capability, and
future successes likely will result in a reprogramming request to accelerate its development in
FY10. Finally, continued development of the second increment of the Small Diameter Bomb
will give the Air Force even greater capability and flexibility.

Our $14.4 billion Global Precision Attack request for FY11 reflects a balanced approach across
the portfolio, prioritizing investment in fifth-generation aircraft while sustaining legacy
platforms as a bridge to the F-35.

F-35 Joint Strike Fighter

The multi-role F-35 is a critical element of the Air Force’s future precision attack capability. In
addition to complementing the F-22’s world class air superiority capabilities, the F-35 is
designed to penetrate air defenses and deliver a wide range of precision munitions. This
modern, fifth-generation aircraft brings the added benefit of increased allied interoperability
and cost-sharing across services and partner nations.

Working in close collaboration with DoD, the F-35 program team realized a number of
accomplishments over the last year, to include the first flight of the first optimized conventional
take-off and landing (CTOL) Joint Strike Fighter (JSF) variant—aircraft AF-1.

Despite these important accomplishments, the program is experiencing program challenges as
it transitions from development to production. Last year, DoD conducted multiple,
independent reviews to assess the impact of these challenges on the program’s cost, schedule,
and technical performance. The results were consistent with a previous FY08 DoD independent
assessment that projected a cost increase and schedule slip.
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The challenges being experienced are not unusual for this phase of a major program. However,
we are disappointed by the contractor’s failure to deliver flight test aircraft as scheduled during
the past year. The result of the late deliveries will be a delay in the flight test program.
Although there appear to be recent improvements, the contractor also has been experiencing
assembly inefficiencies that must be corrected to support higher production rates.

In response to the challenges still facing the program and the findings of the independent
reviews, we have taken numerous management actions to reduce risk. Most significantly we
have determined that it is prudent to adjust the schedule and funding to levels consistent with
the most recent independent estimates. These cost and schedule adjustments require that we
initiate the process to confirm the program is in breach of the Nunn-McCurdy Act criteria, and
details will be reported later this spring.

The F-35 is our largest and most important program and we are dedicated to successfully
delivering these aircraft to both the U.S. and to our international partners in this effort. The Air
Force FY11 budget includes $5.6 billion for continued development and procurement of 22
CTOL production aircraft.

Long-range Strike

Investments in our B-52 and B-2 fleets sustain nuclear deterrence operations as well as
conventional global precision attack capabilities in the near-term, but we are adding research
and development funds to accelerate development of enhanced long-range strike capabilities.
Building upon insights developed during the Quadrennial Defense Review (QDR), the Secretary
of Defense has ordered a follow-on study to determine what combination of Joint persistent
surveillance, electronic warfare, and precision-attack capabilities will be best suited to support
U.S. power projection operations over the next two to three decades. The study will examine
both penetrating platforms and stand-off weapon options. As part of this assessment, the Air
Force is reviewing options for fielding survivable, long-range surveillance and strike aircraft as
part of a comprehensive, phased plan to modernize the bomber force. Additionally, the Navy
and the Air Force are cooperatively assessing alternatives for a new Joint cruise missile. Finally,
the Department of Defense also plans to analyze conventional prompt global strike prototypes
and will assess the effects that these systems, if deployed, might have on strategic stability.

Rapid Global Mobility

The Air Force is committed to providing unmatched airlift and air refueling capability to the
nation. Air Force mobility forces provide an essential deployment and sustainment capability
for the Joint force, delivering personnel, equipment, and supplies necessary for missions
ranging from conflict to humanitarian relief.
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We are releasing the Request for Proposal for a KC-X replacement tanker in early 2010, and will
aggressively work toward awarding a contract later this year. Additionally, we completed the
successful operational testing of the C-5 Reliability Enhancement and Re-engine Program
(RERP) and will induct two more C-5Bs into low-rate initial production. For tactical airlift, we
recently concluded a test of our Direct Support airlift concept and continue to work with the
Army to rapidly and smartly transfer the C-27J program to the Air Force.

The FY11 budget reflects a balanced approach across the tanker and airlift portfolios, which
prioritizes recapitalization of the oldest aircraft while ensuring the continued viability of the
legacy fleet. Investments in tanker capability are heavily weighted towards the KC-X program—
our top acquisition priority—and represent $11.7 billion in the FYDP. However, while moving
aggressively to recapitalize the tanker fleet, we must also ensure the continued health of legacy
aircraft. This budget request includes $680 miilion in the FYDP for airspace access
modifications and sustainment of the KC-10 and KC-135 fleets.

The Air Force Airlift budget request is focused on meeting mobility requirements in the most
cost efficient way possible, recapitalizing only the oldest airlift aircraft. To ensure continued
access to all airspace, this budget continues to modernize and modify C-5s and C-130Hs
through Avionics Modernization Programs, and upgrades C-5B/Cs with RERP. To complete the
recapitalization of C-130Es, we request $1.8 billion over the next five years to procure 24
C-130Js. Additionally, in accordance with the preliminary results of the Mobility Capabilities
and Requirements Study 2016, and subject to authorization by the Congress, we intend to
retire some of the oldest, least capable C-5As and C-130H1s. We have also requested $38.9
million in FY11 to transition from C-17 procurement to sustainment.

Special Operations

Air Force special operations capabilities play a vital role in supporting U.S. Special Operations
Command (USSOCOM) and geographic combatant commanders. As the Department of
Defense increasingly develops irregular warfare capabilities, the Air Force is investing in special
operations airlift, close air support, foreign internal defense, and intelligence, surveillance, and
reconnaissance capabilities.

In FY10 we focused on growing and recapitalizing the special operations aircraft inventory. By
the end of the fiscal year, three MC-130W Combat Spear aircraft will be modified with the
Precision Strike Package to provide additional armed overwatch capability for SOF forces.
Additionally, we will deliver the sixteenth of fifty Cv-22s.

This FY11 budget proposal includes $6.7 billion through the FYDP to continue growing and
recapitalizing the Air Force Special Operations Command (AFSOC). in FY11 we will procure five
additional CV-22s and five MC-130Js for $1.1 billion. This request also inciudes $1.6 billion in
the FYDP to start recapitalizing our AC-130H aircraft. We will rapidly recapitalize these aging
aircraft through the procurement of 16 additional MC-130Js, modified with the proven
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Precision Strike Package. In FY11 we will also increase AFSOC’s manpower by 258 personnel by
FY15 to support the addition of 16 fixed-wing mobility and two rotary-wing aircraft.

Global Intelligence, Surveillance, and Reconnaissance

The Air Force continues to rapidly increase its Intelligence, Surveillance, and Reconnaissance
(ISR} capability and capacity to support combat operations. Air Force ISR provides timely,
fused, and actionable intelligence to the Joint force, from forward deployed locations and
globally distributed centers around the globe. The exceptional operational value of Air Force
ISR assets has led Joint force commanders in Iraq, Afghanistan, and the Horn of Africa to
continually increase their requests for these forces. To help meet this demand, the Air Force
currently has more than 90 percent of all available ISR assets deployed.

In FY10, we are quantitatively and qualitatively increasing aircraft, sensors, data links, ground
stations, and personnel to address emergent requirements. Over the last two years, the Air
Force increased the number of remotely piloted aircraft (RPA) fielded by 330 percent. We
invested in a Wide Area Airborne Surveillance (WAAS) system for new and existing MQ-9s to
provide up to 50 video streams per sensor within a few years. By the summer of FY10, a quick
reaction capability version of WAAS known as Gorgon Stare will provide 10 video streams per
MQ-9. Any ROVER-equipped ground force will be able to receive any of these feeds. We also
added four RQ-4s, and graduated our first class of RPA-only pilots. Early in FY10, we proposed a
shift in the nomenclature from “unmanned aircraft systems” {or UAS) to “remotely piloted
aircraft” as part of normalizing this capability within the Air Force manpower structure and
culture. We will also maintain our current JSTARS-based Ground Moving Target Indicator
(GMTI) capability as we begin an Analysis of Alternatives to determine the future of GMTI.

To complement remotely piloted capabilities, we are deploying MC-12W Project Liberty aircraft
to the theater as fast as they can be delivered from the factory. This program progressed from
“concept to combat” in a record nine months, and has a deployed maintenance availability rate
well above 90 percent.

Because analysis transforms data into actionable intelligence, we are shifting approximately
3,600 of the 4,100 manpower billets recaptured from the early retirement of legacy fighters to
support RPA operations, and the processing, exploitation, and dissemination of intelligence
collected by manned and remotely piloted aircraft. We also doubled the number of ISR liaison
officers assigned to deployed ground forces to ensure the seamless integration of ISR collection
and exploitation assets.

Our FY11 budget proposal reflects the Joint force emphasis on ISR capacity, and builds on
progress made in FY10. The Air Force will reach 50 RPA continuous, combat air patrols {CAPs)
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in theater by the end of FY11. The budget request increases MC-12W funding to normalize
training and basing posture, adds Wide Area Airborne Surveillance capability, and increases the
total number of our RPA platforms to enable fielding up to 65 CAPs by the end of FY13. Aswe
request additional RQ-4 Global Hawks for high altitude ISR, we also intend to continue
operating the U-2 at least throughout FY13 as a risk mitigation effort. We will sustain our ISR
processing, exploitation, and dissemination in the Distributed Common Ground System,
providing critical distributed analysis without having to forward deploy more forces.

Command and Control

Theater-wide command and control {C2) enables efficient and effective exploitation of the air,
space, and cyber domain. The Air Force maintains significant C2 capabilities at the theater
level. However, the highly decentralized nature of irregular warfare also places increased
demands on lower echelons of command. Matching the range and flexibility of air, space, and
cyberspace power to effectively meet tactical requirements requires a linked C2 structure at all
echelons.

This year, we are expanding our efforts to provide C2 at the tactical, operational, and strategic
levels. In FY11, the Air Force is requesting $30 million across the FYDP to fund equipment and
assured communications for U.S. Strategic Command’s Distributed Command and Control Node
(DC2N), U.S. Northern Command’s National Capital Region-integrated Air Defense (NCR-IADS),
and U.S. Africa Command’s expanding air operations center. Tactically, we are increasing
training pipelines for Joint Terminal Attack Controllers (JTACs), establishing an Air Liaison
Officer career field, fielding advanced video downlink capabilities, and adding airborne radio
and datalink gateways to improve the connectivity of air support operations centers and JTACS.

In FY11, the Air Force request also includes modernization and sustainment of both airborne
and ground-based C2 systems. For Air Force airborne C2, we request $275 million for the E-3
Block 40/45 upgrade program. This upgrade modernizes a 1970s-era computer network,
eliminates many components that are no longer manufactured, and adds avionics to comply
with Global Air Traffic Management standards. To improve ground-based tactical air control
operations, we are increasing manpower in the control and reporting centers and investing
$51.5 million with the U.S. Marine Corps for a follow-on ground-based radar capability
supporting air and missile defense. This Three-Dimensional Expeditionary Long-Range Radar
(3DELRR) will be the future long-range, ground-based sensor for detecting, identifying, tracking,
and reporting aircraft and missiles.

Personnel Recovery

Personnel recovery (PR} remains an important commitment the Air Force makes to the Joint
force. The increased utilization of military and civilian personnel in support of Overseas
Contingency Operations (OCO) has dramatically increased the number of individuals who may
find themselves isolated. This has in-turn created an increasing demand for Air Force rescue
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forces beyond the combat search and rescue mission. Air Force PR forces are fully engaged in
Iraq, Afghanistan, and the Horn of Africa, accomplishing crucial medical and casualty evacuation
missions for U.S. and Coalition military and civilian personnel.

This year, we will continue to surge critical personnel recovery capability to the field, and will
start replacing the aging fleet. To bring the fleet back to its original size of 112 HH-60Gs, we will
put the first four operational loss replacement aircraft on contract. Additionally, we will
deliver the first two HC-130J tanker aircraft, starting the replacement of the 1960s-era HC-130P
fleet.

The FY11 budget request continues the replacement of operational losses and modernization of
aging equipment. This request funds the last eight HH-60G operational loss replacement
aircraft by the end of FY12. Additionally,-we begin the process of recapitalizing the remaining
fleet with the inclusion of $1.5 billion to procure 36 HH-60G replacement aircraft in the FYDP.
We also continue our recapitalization of the HC-130P/N fleet with HC-130J aircraft. Finally, we
request $553 million in funding throughout the FYDP for the Guardian Angel program, which
will standardize and modernize mission essential equipment for our pararescuemen.

Building Partnerships

The Air Force continues to seek opportunities to develop partnerships around the world, and to
enhance long-term capabilities through security cooperation. In the U.S. Central Command
(USCENTCOM) area of responsibility, deployed Airmen are working with our Afghan and Iraqi
partners to build a new Afghan National Army Air Corps and Iraqi Air Force to strengthen the
ability of these nations to uphold the rule of law and defend their territories against violent,
non-state actors. We are also working to further partnerships with more established allies with
programs like the Joint Strike Fighter. Similarly, the third and final C-17 procured under the 12-
nation Strategic Airlift Capability program was delivered in October 2009, helping to address a
chronic shortage of strategic airlift among our European Allies.

In FY11, we will expand our capabilities to conduct building partner capacity (BPC) operations
with partner air forces. Past experience has shown us that we are more effective trainers when
we operate the same platforms as our partners. To increase our interoperability, the Air Force
requests resources to prepare to field the Light Mobility Aircraft {LIMA) in FY12 and the Light
Attack/Armed Reconnaissance {LAAR) aircraft in FY13. These aircraft will provide effective and
affordable capabilities in the two most critical mission areas for partner air forces: lower-cost
airlift and light strike/reconnaissance training. Additionally, we will continue to foster BPC
capability in our Contingency Response Groups. This request also includes $51 million to
continue investing in the Strategic Airlift Capability program. Finally, we programmed $6.4
million annually across the FYDP for PACIFIC ANGEL humanitarian assistance missions in
support of U.S Pacific Command theater objectives.
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Agile Combat Support

Agile combat support underpins the entire Air Force, from the development and training of
Airmen to revitalizing processes in the acquisition enterprise. In terms of core functions, agile
combat support reflects the largest portion of the Air Force budget proposal, totaling
approximately $42 billion for personnel and training, installation support, logistics, and
acquisition.

Airmen and Families. Over the last year we stabilized end strength. Retention rates have
exceeded expectations, but we continue to progress toward our end strength goal of 332,200
active duty Airmen. In addition to stabilizing our end strength, we are also modernizing our
training programs and aircraft. To better partner with the Joint and Coalition team, we will
provide our Airmen with cultural and regional expertise and appropriate levels of foreign
language training. We are also expanding foreign language instruction for officer
commissioning programs at the Air Force Academy and in ROTC, encouraging cadets to take
foreign language coursework and participate in language immersion and study programs
abroad. This expanded training includes enhanced expeditionary skills training to prepare
Airmen for deployment. Finally, as part of our effort to modernize training systems, we have
established a program office to start the process of replacing the T-38 trainer with an advanced
trainer capable of teaching pilots to fly the world’s most advanced fighter aircraft.

Recognizing that family support programs must keep pace with the needs of Airmen and their
families, we initiated the Year of the Air Force Family in July 2009. We plan to add enough
capacity to our child development centers to eliminate the child care space deficit by the end of
FY12, provide better support to exceptional family member programs, and add 54 school liaison
officers to Airmen and Family Readiness Centers to highlight and secure Air Force family needs
with local school administrators.

The Air Force continues to expand its efforts to improve the resiliency of Airmen and their
families before and after deployments. This year we expanded deployment-related family
education, coupling it with psychological screening and post-deployment health assessments.
Additionally, we offer access to chaplains who provide pastoral care, and counselors and
mental health providers trained in post-traumatic stress treatment at every base. We plan to
further enhance support in 2010 by promoting and encouraging mental health assistance, and
by providing at-risk deployers with tailored and targeted resiliency programs. To support this
increased effort, we will enhance mental health career field recruiting and retention through
special pays and targeted retention bonuses.

Acquisition Excellence. The Air Force continues to make progress within the Acquisition
Improvement Plan. In 2009, we hired over 2,000 personnel into the acquisition workforce and
continued contractor-to-civilian conversions. The Air Force institutionalized early collaboration

18



255

- L —

with acquisition system stakeholders, senior acquisition leadership certification of
requirements, cost estimation improvements, and an improved budgeting process to enhance
the probability of program successes. The multi-functional independent review teams
conducted over 113 reviews, ensuring acquisition selections are correct and defendable. As
part of our recent acquisition reorganization, we created 11 new program executive officer
positions to reduce the span of control and increase their focus on program execution. These
enhancements demonstrate our commitment to restoring the public’s trust in the Air Force’s
ability to acquire the most technologically advanced weapon systems at a competitive cost. In
the near-term, this more rigorous approach to acquisition is tikely to identify problems and
programmatic disconnects. In the medium- and long-term, it should yield significant
improvements in Air Force stewardship of taxpayer resources.

Energy. As part of our institutional effort to consider energy management in all that we do, the
Air Force requests $250 million for energy and water conservation projects in FY11. This
investment will ensure we meet the President’s efficiency goals by 2015. In FY10, the Air Force
finalized an energy plan that directs the development and use of reliable alternative energy
resources, and reduces the life-cycle costs of acquisition programs. Additionally, the plan
recognizes that aviation operations account for over 80 percent of the energy used by the Air
Force each year, and directs Airmen and mission planners to continue managing aviation fuel as
an increasingly scarce resource.

Military Construction. The Air Force $1.3 billion military construction request is austere, but
provides funding for new construction aligned with weapon system deliveries. Additionally, the
budget request sustains our effort to provide quality housing for Airmen and their families.
Finally, the Air Force remains focused on completing its BRAC 2005 program and continuing the
legacy BRAC programs as well as the environmental clean-up at legacy BRAC locations.

Strategic Basing. In 2009, the Air Force implemented a Strategic Basing Process to ensure
basing decisions are made in a manner that supports new weapon system acquisition and
delivery schedules as well as organization activation milestones. The newly established
Strategic Basing Executive Steering Group directs these actions to ensure a standard,
repeatable, and transparent process in the evaluation of Air Force basing opportunities. We are
currently using this process to conduct an enterprise-wide look at F-35 basing options.

Logistics. Air Force requirements for weapon system sustainment funding continue to grow as
aircraft age. In the long term, the increasing requirements for sustaining an aging aircraft fleet
pose budget challenges and force trade-offs. We protected direct warfighter support, irregular
warfare capabilities, and the nuclear enterprise. Since this year’s budget includes a
simultaneous OCO submission along with a base budget, the Air Force optimized its flying hour
program funding to support only the peacetime flying hours we can fly, given the number of
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deployed Airmen and aircraft supporting Overseas Contingency Operations. Due to the volatile
nature of fuel prices, reprogramming may be necessary to cover increased fuel costs. Over the
longer term, enactment of the Department of Defense’s legislative proposal for the Refined
Petroleum Products Marginal Expense Transfer Account would reduce disruptions to operations
and investment programs by providing the Department of Defense flexibility to deal with fuel
price fluctuations in the changing economy. The Air Force maintained its commitment to
transforming logistics business practices, including total asset visibility and associated
information technology, by protecting funds associated with fielding the first increment of the
Expeditionary Combat Support System.

Readiness and Resourcing

Our efforts over the last year continued to stress both people and platforms. Nearly 40,000 of
America's Airmen are deployed to 263 locations across the globe, including 63 locations in the
Middle East. In addition to deployed Airmen, nearly 130,000 Airmen support combatant
commander requirements from their home station daily. These Airmen operate the Nation’s
space and missile forces, process and exploit remotely collected ISR, provide national
intelligence support, execute air sovereignty alert missions, and contribute in many other ways.
To date, the Air Force has flown over 50,000 sorties supporting Operation IRAQ! FREEDOM and
almost 66,000 sorties supporting Operation ENDURING FREEDOM. During this time the Air
Force delivered over 1.73 million passengers and 606,000 tons of cargo, employed almost 1,980
tons of munitions, and transported nearly 70,000 total patients and 13,000 casualties from the
USCENTCOM area of responsibility. In doing so, Airmen averaged nearly 330 sorties per day.

To support the efforts of Airmen and to recruit and retain the highest quality Air Force
members, this FY11 budget request includes $29.3 billion in military personnel funding, to
include a 1.4 percent pay increase. Our active component end strength will grow to 332,200
Airmen as the Reserve Component end strength increases to 71,200, and the Air National
Guard end strength remains 106,700 in FY11. Our recruiting and retention is strong, but we
request $645 million for recruiting and retention bonuses targeted at critical wartime skills,
including command and control, public affairs, contracting, pararescue, security forces, civil
engineering, explosive ordnance disposal, medical, and special investigations.

Summary
The Air Force’s proposed FY11 budget of $119.6 billion achieves the right balance between

providing capabilities for today’s commitments and posturing for future challenges. The Air
Force built this budget to best achieve the four strategic priorities outlined in the 2010
Quadrennial Defense Review: 1) prevail in today’s wars; 2) prevent and deter conflict; 3)
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prepare to defeat adversaries and succeed in a wide range of contingencies; and 4) preserve
and enhance the All-Volunteer Force.

Balancing requirements for today and tomorrow determined our recapitalization strategy. We
chose to improve our existing capabilities whenever possible, and to pursue new systems when
required. This recapitalization approach attempts to keep pace with threat developments and
required capabilities, while ensuring stewardship of national resources. In developing this
budget request, we also carefully preserved and enhanced our comprehensive approach to
taking care of Airmen and Air Force families.

21



258

Mr. Dicks. Well, I just wanted to comment that I was very
pleased that both of you were there today for the presentation of
the Gold Medal to the women aviators of World War II. That cer-
tainly was an amazing event. I am glad I went personally.

And, Secretary Donley, I want to compliment you on your excel-
lent remarks and recognition of these hundreds of great women
who are still alive, who did so much during the World War II thing
and were so little recognized for it. It just shows you what great
people we have in this country.

Mr. DoNLEY. Thank you, Mr. Chairman. It was a tremendous
day for the Nation and for our Air Force as well.

KC—X

Mr. Dicks. Now, you have Dicks and Tiahrt today, so you know
what the first question is going to be. Can you give us an update
on the KC—X program?

Mr. DONLEY. As you noted, sir, we did receive a letter from Nor-
throp Grumman indicating their intent not to bid on the current
Request for Proposal (RFP) which is out and also indicating that
they did not plan to protest the current——

Mr. Dicks. Which was very welcomed.

Mr. DONLEY. The Department’s plan going forward is to let this
RFP stand. This is the best way for us to get a good proposal from
whatever offer comes in.

Obviously, Boeing is in that mix; and we need Boeing or other
offerers to bid on the proposal that we have put out and that is on
the street today. So our intent is to let that process run its course.

Mr. Dicks. And Boeing has not yet submitted its proposal.

Mr. DONLEY. They have not. I think we have about 62 days left
or something close to that in the current RFP.

Mr. Dicks. Obviously, this is a very important program, and our
committee has been involved in this thing since 2001, and I don’t
want to go through the history here. But it does point out one thing
that you mentioned as your number five priority and that is what
you are going to do about acquisition.

I think we all recognize that the acquisition force within the Air
Force and within the Department was cut back too far, and I know
that you are increasing the number of people who are involved in
acquisition. But when you look at all of the programs that are hav-
ing difficulty and the Nunn-McCurdy breaches and the escalation
in cost that represents, we really have to do this; and we have to
get this fixed as soon as possible. Can you give us a sense of what
you are trying to do?

I know you are trying to bring back—increase the personnel so
you can have more people to handle these programs, but give us
a sense of what you are trying to do.

Mr. DoNLEY. Well, the acquisition improvement program that
the Chief and I put in place just several months after we arrived
has several components to it, but I won’t go into all of the details.

But the most important element is rebuilding the workforce. We
were able to add over 700 personnel to our acquisition workforce
last year. We are on track I believe for over 900 [additional] this
year. The focus is on bringing back specific expertise—contracting,
cost estimating, and systems engineering capabilities that support
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the acquisition process—and making sure that we have them ap-
propriately deployed across our product centers and program of-
fices.

In the last year, we have added nine new program executive offi-
cers. It puts us at a level roughly comparable to the Army and
Navy in terms of numbers of Program Executive Officers (PEOs).
But this will help spread the work across a larger number of execu-
tives so that they do not have such a broad span of control. They
will be able to focus on the programs for which they are responsible
and provide improved oversight.

Mr. Dicks. General, do you have any comment on this?

General SCHWARTZ. I would just speak to the thing for which I
am responsible, which is the requirements. We have elevated the
level at which requirements are validated and, to be sure, we have
elevated the level at which changes to requirements are approved.
And there will be much greater discipline applied in that respect,
sir.

Mr. Dicks. Mr. Tiahrt.

Mr. T1AHRT. Thank you, Mr. Chairman.

In the tanker program, you are going to go through the current
schedule; you will get a bid. Do you plan on restructuring the con-
tract itself? Will there be incentives put in place for underruns or
anything different than what you plan to do under your current
RFP?

Mr. DoNLEY. We do plan to incentive performance both with re-
spect to delivery and with respect to fuel burn and performance as
well. So it is still anticipated to be a firm fixed price at the very
front end and then fixed price and incentive thereafter.

Mr. TiaHRT. Have you looked at production rates? I mean, the
optimum rate is not 12 to 15. Have you looked at 25 to 30 as far
as a delivery rate per year?

Mr. DONLEY. The RFP is structured to request cost and pricing
data on a roughly 15 airplanes per year schedule. Our challenge
with alternative approaches, which would add airplanes, is that we
would have to budget for increased levels of acquisition.

The good part of that would be that we would get the tanker
fleet recapitalized faster, but we would have to spend twice as
much money every year to do it. So instead of spending in the
neighborhood of $3%2 billion per year, we would be spending closer
to $7 billion a year on tankers; and that is a lot of money. So we
have to balance the tanker acquisition with other pressing needs
and other mission areas as well.

Mr. TIAHRT. My only concern is that one Air Force officer told
me—just to put it in perspective—that the mother of the last pilot
of a KC-X hasn’t been born yet. The only way we change that is
if we start procuring them on a more optimum rate. So perhaps
some study will be done so we can see what kind of cost savings.
Maybe it is not double the amount. Maybe it is some reduction be-
cause of the improvement curve.

Mr. DONLEY. Certainly at some point in the future one might
consider a multiyear procurement opportunity. That is still out in
the future to be worked at some point. But bumping up procure-
ments at the levels that you are describing requires a lot more
budget dollars than we currently have available.
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MC—12 AND LIGHT MOBILITY AIRCRAFT

Mr. TIAHRT. There are two programs I want to just briefly touch
on, the MC-12 and the light mobility aircraft. The MC-12, Air
Force purchased five in fiscal year 2010. My understanding is that
the in fleet will be about 25 aircraft.

General SCHWARTZ. Sir, actually 37 total aircraft.

Mr. TIAHRT. Thirty-seven. But there is no request for any aircraft
in 2011. Have I got that right?

General SCHWARTZ. Sir, we will complete the purchase and the
modification of all of the platforms this year.

Mr. T1aHRT. All 37.

General SCHWARTZ. All 37.

Mr. DoNLEY. The last airplanes, sir, as I understand it, are an
additional five in the fiscal year 2010 Overseas Contingency Oper-
ations (OCO) supplemental.

Mr. T1AHRT. And in the light mobility, I think that is a 60-air-
craft fleet. And you have requested 15 in the budget, but there is
no RFP issued yet. Is there an RFP date for the light-mobility air-
craft?

General SCHWARTZ. Sir, that RFP should be issued later this cal-
endar year. And it is not a 60-airplane fleet. It is a 15-airplane
fleet.

Mr. TIAHRT. Maybe I had those turned around. I apologize.

General SCHWARTZ. No. But the key thing is that both for light
lift and light strike, those will be 15 aircraft fleets whose primary
focus will be not to perform missions for the United States Air
Force or the American Armed Forces but, rather, to enable our
partners to build partner capacity. And that will be true with a
platform that is something that can be readily assimilated by most
of the air forces on the planet. I just would comment, sir, that not
every air force can afford C-17s.

Mr. TIAHRT. Thank you.

Mr. Dicks. Mr. Visclosky. I am going to run up and vote and
come right back. But I am going to turn it over to Mr. Visclosky.

Mr. ViscLoSKY. Thank you, Mr. Chairman.

Mr. Secretary, I may have done this in the past, but I want to
congratulate you on your stellar education at USC as a Notre
Dame grad. My son finally got through USC about a year ago. So
I want to congratulate you on that.

Mr. DoNLEY. Congratulations. I understand that would mean you
got a pay raise in that deal.

Mr. ViscLOSKY. Yes, sir.

ALTERNATE ENGINE

Mr. Secretary, on the alternative engine, the Department has
gone back to the committee with an analysis; and, from our per-
spective, it would appear to be almost a wash with some of the
numbers used by the Department having no backup justification.
If it is from your numbers a wash, what would be the continued
resistance in not making sure you had a competitive basis here?

Mr. DoNLEY. Well, I think, as the Deputy Secretary’s commu-
nication indicated, this has been closely studied; and it was in some
respects a difficult call in the Department. We have looked at this
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issue for several years from several different angles; and, in sum-
marizing that, it is the Department’s judgment that there is still
work to be done on the alternative engine, that the costs that need
to be made in the near term cannot yet be seen to be recouped
later. The near-term costs are pretty clear. The long-term savings
are just not clear enough to warrant the investment in the second
engine.

I think another factor this year is the challenge that we are
going through in restructuring the F-35 program itself, the under-
lying program and the fact that this would add additional costs on
top of an already large and, to some extent, strained program. So
that is where the Department came down on that subject.

Mr. ViscLoOsSKY. I have to vote. I would yield my time back, but
if I could return to this issue.

C—5 RETIREMENTS

Mr. Dicks. Yes, of course. As soon as you come back.

Let us talk about C—5 retirements. Where do we stand on that?
I know it is something that the Air Force has wanted to do. I am
strongly in support of what you are attempting to do. Give us the
status on this.

General SCHWARTZ. Mr. Chairman, we propose in 2011 to retire
17 C-5A aircraft; and we have certain statutory requirements to
complete before we can activate that requirement process, includ-
ing, among other things, to give you the report on the C-5 re-
engining program operational test and evaluation (OT&E). That
OT&E report is complete, and it will be submitted to our Office of
the Secretary of Defense hires, and they will return that report to
you sometime late summer or shortly after that.

The key thing, sir, is that the mobility requirement and capa-
bility study has recently been delivered to the respective defense
committees. It reflects that we have somewhat more capacity than
we actually must have, and we find ourselves in the situation
where we cannot have too much management reserve. That is the
case now with 223 C-17s, ultimately, and the 111 C-5s that are
currently in the inventory. The mobility study, sir, has indicated
that we need about 32.7 million ton miles of capacity.

Mr. Dicks. 32.7 ton miles?

General SCHWARTZ. Million ton miles. That equates to the low
300s of large transport aircraft, rather than the 320 plus where we
currently are, sir.

Mr. Dicks. I will just tell you—and you know this better than
I do. But you get over to Ramstein and you see all of those planes
and you realize that, since 2001, all of those air lifters have been
moving back and forth around the world. Anything about the logis-
tics effort just to get everything into Afghanistan and get every-
thing out of Iraq, I mean, it is extremely impressive.

But I think up here we worry—and this mobility study should be
enlightening for us to take a look at, and I haven’t had a chance
to take a look at it. But I think there has been some opposition up
here I know on the retirement issue. But for money to buy new
things and to operate the Air Force, I think we have to do this.

I am going to return to Mr. Visclosky.
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General SCHWARTZ. Mr. Chairman, if I might just say, it is not
just the money, though. The coin of the realm is actually becoming
manpower.

Mr. Dicks. Personnel.

General SCHWARTZ. Absolutely.

Mr. Dicks. Why don’t you finish? I will go vote, and then we will
go onto Ms. Granger.

ALTERNATE ENGINE

Mr. VISCLOSKY [presiding]. Chairman, thank you very much.

Secretary, if I could return. You had mentioned a shorter-term
up front cost but without a clear idea of what the longer term sav-
ings might be. Can you quantify that as far as the additional in-
vestment in the short term?

Mr. DONLEY. I believe the Department’s analysis which was pro-
vided to the committee indicated there was probably about a $2.6
additional billion required in investment in the alternative engine
ahead of us and that that had to be factored in to the total cost
of potentially moving forward, and that is somewhat different than
some of the analysis that the committees had looked at. That was
performed by the Cost Assessment Program Evaluation (CAPE) of-
fice in the Office of the Secretary of Defense (OSD), and I think
that is reflected in the study that has been provided to the com-
mittee.

And, again, there is an indication, at least for some of the as-
sumptions made, that there wasn’t justification that was cited. I
assume our staff could follow up with the Department and get
those justifications.

Mr. DONLEY. I believe the summary report provided by the De-
partment was about three or four pages, and there were attach-
ments behind it. What is available—I would be happy to follow up
with the staff in terms of any additional info that would be nec-
essary.

General SCHWARTZ. Sir, may I just offer a little—again, perhaps
an operator’s perspective here. There are three things with regard
to alternate engine that concern me.

There is a good argument that competitive pressure is a valuable
thing. It is a valid argument in my view. The question is afford-
ability. And the reality for me is, if more engines means less air-
planes, that is not a good trade for the United States Air Force.
Point one.

Point two is that the reality is that the alternate engine will only
be for the United States Air Force. The Navy is not going to have
two engines aboard ship. Our international partners are not going
to have two engines. So the reality is that if we have an alternate
engine and there is a mandate for that, that obligation will ride
primarily on the Air Force.

Finally, we are not in 1980 any longer where high performance
engines had suspect reliability. At the moment, there are at least
two very successful fighter programs that operate on a single en-
gine. The F-22 and the F/A-18-E/F are a case in point.

And so, given those three considerations, I think we need to take
a balanced view. That is my best advice, sir.
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Mr. ViscLOSKY. General, following up on the proposition that you
would end up being unable to secure as many aircraft, is that
quantified in the justifications that were submitted to the com-
mittee as to how much of a shortfall you would have as far as air-
craft from your perspective?

General SCHWARTZ. This is the basic argument, that if you have
a fixed program top-lined for the F-35 and you fund the alternate
engine out of that top line, it has the inescapable effect of reducing
aircraft procurement.

Mr. ViscLOSKY. Have you quantified that in terms of number of
aircraft?

General SCHWARTZ. I have not, sir.

Mr. VISCLOSKY. Sir, I am an accounting major. Could I do that
myself from the report?

Mr. DoNLEY. I think the staff would have enough data to help
you work through that calculation.

But, sir, I would reemphasize the comment the Chief just made.
Our challenge with this program has been—one of the challenges
is that the second engine dollars continue to be directed into the
program, have to be absorbed by the program, and that is a signifi-
cant concern as we are trying to add money to development to sup-
port getting back on track with the test program, et cetera. So this
program is costing us more going forward, and we need to be care-
ful and cautious and very deliberate about what other capabilities
and requirements we put on the program going forward.

Mr. ViscLOSKY. And, General, if I could get back—you mentioned
reliability, but I didn’t hear in that the question about the possible
reliability of the engine. It was that you have at least two other
aircraft with a single engine and that has proved reliable.

General SCHWARTZ. Sir, my point was that we have had 20-plus
years of development since the days of the so-called engine wars;
and engine technology and manufacturing and what have you has
progressed during that period. So the reliability of the engines is
improved to the extent that at least in two of our frontline fighters
we have chosen collectively to not have an alternate engine.

Mr. ViscLOSKY. General, the last point I would make and then
just make a brief statement here is I appreciate also the observa-
tion that the Navy has no plans to do a second engine and that our
international partners would not either. My supposition would be
that one of the items in their mind is that there isn’t a second en-
gine, that there is no alternative engine permanently fixed in the
Air Force’s program, so there is no reason to plan for a second en-
gine.

General SCHWARTZ. My point was, though, sir, that it would be
one or the other. You will not find both engines in the inventory
of those folks that we mentioned.

Mr. VISCLOSKY. Secretary and General, I appreciate your com-
ments. I just must tell you generically—and it holds true for a
range of problems. We have had shipbuilding hearings and oth-
ers—I am very concerned that if we don’t have competition in some
of these programs, you have a hedge against risks in the future.
I think just competition for all of us, as hard as all of us in this
room do work, it gives you an extra edge.
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And I am very concerned about our manufacturing base, that if
we end up having that single supplier—and I understand, also,
there is only going to be X number of engines—is why do we only
have six shipyards of significance in this country today that are
building warships, is to make sure we don’t lose that capacity. And
I am very concerned about it here on the propulsion side.

Thank you very much, Mr. Chairman.

Mr. Dicks [presiding]. Ms. Granger.

JOINT STRIKE FIGHTER

Ms. GRANGER. Thank you both for being here.

Secretary Donley, in January, Secretary Gates announced the re-
structuring of the Joint Strike Fighter program. He stated there
were no insurmountable problems, technical or otherwise, but is it
your assessment that the measures taken so far are sufficient to
guarantee success?

I would ask both of you gentlemen the same thing.

Mr. DONLEY. My judgment on this is yes, firmly. This has been
a two-year process, and I think the committee is aware because you
work so closely with this program. But F-35 has gotten close scru-
tiny for the last two years. We had an independent estimate deliv-
ered at the end of 2008 which indicated that there were challenges
with the program, but we weren’t sure how serious they were. We
weren’t sure how quickly the contractor might recover from those
challenges. But, nonetheless, Secretary Gates added dollars to the
fiscal year 2010 budget for system development.

But we also set in motion a second series of independent esti-
mates which delivered at the end of calendar year 2009, just at the
end of last year; and they confirmed the results of the first esti-
mate, that the program indeed was behind.

So after these two years of close assessment, the Secretary set-
tled on the independent estimates going forward, which needed to
recognize a slip in the development program, which we have done.
So we have taken all of the measures that you would expect us to
take, having reached that conclusion. We have added dollars for de-
velopment. We have also lowered the ramp on production by 122
airplanes across the Future Years Defense Program (FYDP).

That doesn’t mean we are stopping production. In fact, the Air
Force is requesting 22 aircraft in our budget for procurement this
year for the F-35. We have also taken some early production air-
craft and moved them over to support a stronger test program.

The essence of this is the production is slightly behind, and that
has put the test program behind, and that is really what we want
to get through. We want to get through developmental tests. We
want to get through operational tests and wring out any potential
issues we have with this airplane before we go to full rate produc-
tion.

So I think the Department actually has done an excellent job in
the last six or seven months, especially in getting its arms around
this program, and that our visibility and management oversight of
this program is now stronger than it has ever been.

Ms. GRANGER. Thank you.
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General SCHWARTZ. Ma’am, my take is that we are now in a posi-
tion that we have less optimism and more realism, and that is a
good thing.

Ms. GRANGER. I will take that as positive.

General SCHWARTZ. It is.

Ms. GRANGER. General Schwartz, your long-range plan calls for
you to replace older aircraft with the Joint Strike Fighter, the F—
15s, the F-16s, A-10s, because of the unique capabilities of the
dJ }(;in“g Strike Fighter. Would you comment on what is unique about
that?

General SCHWARTZ. There are several aspects of this.

Clearly, it is a generation five fighter and what that implies is
it does have low observable qualities which enable it to operate in
defended air space with much less likelihood of having a successful
intercept by either airborne threats or surface-to-air threats.

But probably as important is that these machines will have sen-
sor integration to the degree that we have only seen in a genera-
tion somewhat earlier in the F-22; and it is this capacity to inte-
grate sensors with the low observable capability, in addition to hav-
ing a highly maneuverable platform and one that, again, can suc-
ceed both in air-to-air and in air-to-ground role, that makes the F-
35 the right platform on which we should base our future tactical
aviation fleet.

Ms. GRANGER. Thank you.

I have one last question about the Joint Strike Fighter. As you
know, I have the NAS JRB Fort Worth in my district; and I know
that Fort Worth didn’t make the short list for the Joint Strike
Fighters operational bases in October. Can you tell me what the
considerations will be in choosing the maintenance centers of excel-
lence for the Joint Strike Fighter?

I know that Fort Worth’s location with Lockheed Martin being lo-
cated there should be a strong contender. Can you tell me what
considerations will be made?

General SCHWARTZ. I think the primary consideration will be the
expertise. This is both human capital consideration and prior expe-
rience with low observable maintenance and what have you, and at
least one of our depots currently has very substantial experience in
that respect with the F-22.

So I think the key thing in terms of sustaining the platform will
be the workforce considerations, as well as the capacity of the
depot to have the right kind of approach and philosophy. Because
low-observable maintenance is not plug and chug as it is on tradi-
tional aircraft. It is a different formula and requires different skills
and a different management strategy. And so I think it will depend
both on people and the level of experience that the various can-
didates have.

Ms. GRANGER. Thank you very much.

Mr. Dicks. I may have missed this while I was out of the room,
but I want to go back to ask this question and have you answer
it. What are the risks of procuring over 250 aircraft, Joint Strike
Fighters, or 14 percent of the total requirement in the low rate ini-
tial program?

General SCHWARTZ. Mr. Chairman, I think the risk is that you
discover something in tests that is very significant and requires ad-



266

justments to the machines that are already produced. That is one
of the things that the jet analyses, both one and two, I think have
helped to smooth out.

There is much less concurrency in this program than there was.
It doesn’t mean there is zero. If there was zero concurrency, it
would be a 15- or 20-year development; and that simply is unac-
ceptable as well. But as the Secretary suggested, we have reduced
the production ramp and we have invested in accelerated develop-
ment and operations tests so that we think that the risks are
much, much better balanced than they were previously.

Mr. Dicks. Mr. Rogers.

Mr. ROGERS. Thank you, Mr. Chairman.

Mr. Dicks. Thank you.

NUCLEAR SECURITY

Mr. ROGERS. Last year, I asked you about the two incidents in-
volving nuclear security; and we made some changes in the appro-
priations. What can you tell us today about the accountability ac-
tions that you have taken and if the fiscal year 2011 budget ade-
quately addresses nuclear security?

Mr. DONLEY. Sir, we continue to work this issue. It remains a
very high priority for us; and, as I indicated in my opening re-
marks, I think it is going to require determination and patience
going forward.

In the last roughly 1 year to 15 months or so we have had, I
think, a total of about 33 inspections. Twelve of those have in-
volved unsatisfactory outcomes that required retesting. That re-
testing has been accomplished on seven units, and I think we still
have a handful, four or five, remaining to be done.

But this is a continuous process, and both the Chief and I are
very committed to this work going forward. We are not going to
back off on the inspection process. We need to stay with it going
forward.

Our Airmen are doing a tremendous job out there. But being cer-
tified for nuclear operations and being inspected for nuclear oper-
ations is not a once-in-5-year or 10-year process. It is a continuous
effort to make sure that we are maintaining the highest standards
we can, 365 days a year.

Mr. Dicks. Would you yield just for a second on that?

Mr. ROGERS. Yes.

Mr. Dicks. I assume, though it wasn’t said, that this does involve
a lot of training of your people. Is that accurate? Are we training
these people? Giving them the understanding of what they have to
do to succeed in this area?

Mr. DONLEY. I believe we are, Mr. Chairman.

General SCHWARTZ. Absolutely. And I would say as well, just to
amplify, that this is tough business. It is an unforgiving business.

And so, sir, you asked about accountability. I don’t like counting
scalps. That is not what this is about. But we have taken action
on seven officers over this period. But that is not the measure of
success, in my view. The measure of success is assuring that our
folks are well led, they are well trained, as the Chairman indicated,
and they execute. That is the name of the game.

Mr. Dicks. Mr. Rogers.
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Mr. ROGERS. Well, is it correct to say that over the last year you
have had 33 nuclear security inspections and eight of them unsatis-
factory? Can you tell us more about that?

General SCHWARTZ. Sir, they ranged from a variety of things. For
example, one persistent problem has to do with the personnel reli-
ability program. That is the medical certification for our airmen to
perform nuclear tasks. It is a paperwork-intensive process, and any
glitch in the paperwork or the channels of communications is a
bust. There is no middle ground. And, of course, in the technical
operations, that is dealing with either maintenance or loading of
weapons and so on, the demands are very stringent; and a devi-
ation is a bust.

So we have had both of those kinds of things occur. And the bot-
tom line is that our inspections now are very demanding. They are
invasive, and they do things like 100 percent sampling, which was
not the case in the past. And so we are uncovering things that we
overlooked before. And I don’t apologize for turning over rocks.
That is what we have to do.

Mr. ROGERS. So you established the Nuclear Weapons Center?

General SCHWARTZ. We did.

Mr. ROGERS. How is that working out?

General SCHWARTZ. I think very well.

The basic philosophy behind this, sir, was that we had
sustainment in the nuclear business distributed amongst three
major commands and other activities. The same thing was true on
the operations side. And the basic idea here was that the Secretary
needed to have an accountable officer on the operations side and
on the sustainment side who was personally vested in the perform-
ance of the enterprise, and that is now the case. Lieutenant Gen-
eral Frank Klotz is the operational person, and Brigadier General
Ev Thomas is the accountable party on the sustainment side. They
are carrying a significant load, sir.

Mr. ROGERS. Does your fiscal year 2011 budget adequately ad-
dress nuclear security, do you think?

General SCHWARTZ. From the Air Force point of view, it does, sir.
I would only indicate—and this is not so much in our lane, but it
is in the broader appropriations lane—is that there are needs there
that really are even outside the Department of Defense (DOD)
realm, that are in the Department of Energy realm. And it is im-
portant, if I may recommend, for this committee to watch what
happens with regard to the nuclear infrastructure that DOE is re-
sponsible for and those programs for maintaining the weapons in
a safe, reliable state. That that, too, is adequately funded.

Mr. ROGERS. Briefly describe the interaction between DOE and
the Air Force in this respect.

General SCHWARTZ. Sir, DOE fundamentally is responsible for
the weapons, the weapon, the explosive package, if you will. We are
responsible for the delivery systems. And that is the division of
labor. There is some overlap there, and you have interfaces and so
on. And, obviously, there is close collaboration. We have a brigadier
general whose full-time job is to work these matters over at DOE
headquarters, just an indication of the significance of this inter-
action. But to do this all properly requires not only resourcing the
DOD side of this properly but, likewise, the DOE side.
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Mr. ROGERS. What should we look for on DOE?

General SCHWARTZ. I think questions about sustaining their in-
frastructure and whether the programs related to DOD weapons—
for us, the B61 air delivery weapon—is properly funded. And this
has to do with renovations. It is not a new thing. This has to do
with replacing time-limited components that age out.

Mr. DONLEY. These are life extension programs for nuclear weap-
ons.

Mr. ROGERS. Mr. Secretary, are you satisfied with the security
now?

Mr. DONLEY. I am. We always look for ways to do things better,
and we work with the Defense Threat Reduction Agency in this re-
gard. They also oversee our inspections, and they perform the Re-
search and Development (R&D) for the Department of Defense that
helps identify areas where both the Air Force and the Navy can im-
prove security. But the long-term safety and reliability of the weap-
ons is critical as we look toward a potential start follow-on agree-
ment and we have to make longer term choices about what we are
going to do with our ICBM force, with our bomber forces, and the
weapons that go with them. So this close collaboration between the
Department of Defense and the Department of Energy on future
choices going forward and sustaining capabilities out for another
decade and the decade beyond is critical work for our Nation right
now.

Mr. ViscLOSKY. Mr. Rogers, if you would yield. I appreciate your
line of questioning; and, gentlemen, I appreciate your responses.

As most people probably understand, Mr. Frelinghuysen is rank-
ing on the Energy Subcommittee and I chair it, and I do appreciate
the active engagement of the Air Force and others at DOD. Be-
cause for too long, from my perspective, what has happened is it
has been too easy in the past for DOD to simply say, here is what
we need, because the cost is not attributable to them.

Part of the problem we have on Energy is the inability of that
Department to manage major construction projects; and what we
have been, in a bipartisan fashion, pressing on is make sure we un-
derstand what that strategy is and appreciate you doing the re-
view. What do you need with that strategy? That is, again, looking
at the long term and now let’s define the infrastructure before we
start building something again when we can’t manage the contract.
So I appreciate your line of questioning.

Mr. ROGERS. Thank you, Mr. Chairman.

Mr. Dicks. Mr. Boyd.

Mr. Boyp. Thank you, Mr. Chairman. Mr. Chairman, you look
good and comfortable in that chair.

Mr. Dicks. Thank you very much.

STRATEGIC BASING

Mr. BoyD. Secretary Donley, General Schwartz, great to see both
of you. Thank you for your service and especially for your kindness
to the people down in my area of the world and the trips you have
made down there to try to understand a little bit better about who
they are and what they do. They all certainly appreciate you, as
their bosses, coming down there to visit them.
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General Schwartz, in your testimony—or I guess this is a com-
bined testimony, is what it says on the front—you talk about stra-
tegic basing and the strategic basing process to ensure basing deci-
sions are made in a manner to support new weapon systems acqui-
sition and delivery schedules as well as organization activation
milestones. Can you talk to me a little bit about that or the com-
mittee a little bit about who makes up that group? Do you provide
oversight and guidance to the group? And who makes the final
basic decisions?

Mr. DoONLEY. The Strategic Basing Executive Group is made up
of several offices in our Air Force headquarters. Our installations
and environment offices lead that, but it includes the A3/5, the op-
erations folks, the programming staff, logistics, and other folks on
the headquarters staff.

This process was initiated after the Chief and I came in. The pre-
vious process in the Air Force was much more decentralized. It was
run by our major commands who tended to look at potential bed-
downs and basing decisions just within the framework of the bases
under their responsibility, and we felt like we needed a much
broader approach. We needed an Air Force-wide perspective on bas-
ing decisions.

We also needed to bring to bear the expertise of the headquarters
and some aspects of our work—environmental work just, for exam-
ple—where we have a broad perspective of issues across the Air
Force that perhaps a major command doesn’t have. So we set in
motion a process at the headquarters to deliberately review our
basing decisions and get the full corporate attention of the Air
Force on those decisions.

The Chief and I do oversee that process. We are briefed periodi-
cally, actually, every few weeks. We have a very busy year, with
a calendar of issues that we are addressing.

Mr. BoyDp. So you folks provide the oversight and guidance, and
then final basing decisions is made by you guys?

Mr. DONLEY. We do.

Mr. BoyD. I noticed in your testimony that you alluded to the F—
35, using that procedure on the F-35. Now, the CAF realignment
that we are going through, do you intend to also use it with the
F-22 basing decisions?

General SCHWARTZ. Yes, we will. But the F-22 is a somewhat
different situation than is a new start program like the F-35. I
mean, we have delivered 165 or so airplanes, and we have 25 or
so left to go, and so this is a more mature program.

So there are other factors I think that bear on F-22 that overlay
the question of basing which you would have with a new program,
specifically fleet management, and that at one time the Air Force
had in mind 700 or 381 or even 243. We end up with 187, and that
is a different animal than a larger fleet. So we will have to make
choices on basing for the remaining aircraft and perhaps those that
are already bed-down. Our best judgment of how to manage that
now smaller fleet which will be 187 aircraft.

Mr. BoyD. But it is your intent to use that basing procedure.

Mr. Chairman, I will save my other questions for the next round.

Mr. Dicks. Thank you.

Mr. Kingston.
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JSTARS

Mr. KINGSTON. Thank you, Mr. Chairman.

Secretary Donley, I wanted to ask a little bit about the Joint-
STARS system, and what I will do is kind of ask a couple of ques-
tions and then let you take it from there.

But I know that the Air Force was studying fleet viability, and
I was wondering what the status of that was. And then I under-
stand two of the airplanes are grounded, and I was wondering
what their status was. And I also wondered what other platforms
might be a viable option, such as the Navy’s.

And then, in terms of the engines, as you know, we have appro-
priated lots of money, $730 million, for reengineering on 18 air-
craft. But I understand now that number is up to $1.6 billion and
not exactly sure what the status of that is and where we are head-
ing with that.

So tell me about the program.

Mr. DoONLEY. Right. I appreciate this opportunity, Mr. Kingston.

The dJoint Surveillance and Target Attack Radar System
(JSTARS), first of all, is providing great capability in the current
war fight. It provides ground moving target radar coverage, which
is very valuable to operations in Afghanistan and Iraq as well. So
this is an important capability going forward.

We faced three issues that were not necessarily connected, and
this was the challenge that the Chief and I faced.

The Department had set in motion several years ago a re-
engining program for the JSTARS aircraft. These are Boeing 707
airframes bought used by the United States Air Force almost 20
years ago. So they have a lot of service time on them already. In
some cases, their provenance, where they came from and exactly
their condition when we took possession of them, is not quite un-
derstood in all the detail that we would like. But, suffice to say,
these are old airframes. So a re-engining program had been ex-
plored, and the Department was on a path to re-engine these air-
planes.

At the same time, however, there are new radars being developed
on new platforms with a range of other capabilities that also do
ground moving targets and also dismounted targets, which are of
high interest in the current war fight. So the future radar systems
available to the Department are actually a broad range of alter-
natives out there that we had yet to decide upon in terms of which
radars we would use.

The third issue we had in front of us was the long-term viability
of that 707 platform.

So the Chief and I have endeavored to slow the re-engining proc-
ess down until we decide what the future of the radar capability
is going to be and, as we decide that, also understand the future
life span of these aircraft, and how much money are we going to
put into these old 707 airframes. So we have an analysis of alter-
natives under way to assess the ground moving target indicator re-
quirements, and the future radars that we would need, and the al-
ternative platforms on which those radars might be housed. That
work won’t deliver until next year, but, in the meantime, we should
get some updates to inform our way forward.
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Also, in the near term, we received direction from the Depart-
ment of Defense to proceed with the re-engining, two ship sets
originally and then two more on top, for a total of four ship sets
of engines, new engines to re-engine airplanes. So we are in the
process of supporting that direction as well. But it is sort of four
ship sets on hold is sort of where we are today on that program.
But we still have work to do to finish the development of the re-
engining. But we have dollars to do that.

And in the meantime, again, we are putting dollars into sus-
taining the Joint STARS going forward because it is such an impor-
tant capability for us now.

I apologize for that long answer, but that is the broad overview.

Mr. KINGSTON. Well, there are actually more questions on it, but
I know time doesn’t allow. Do I have time, Mr. Chairman?

Mr. DIcks. You can ask another question, certainly.

HH—60 COMBAT SEARCH AND RESCUE

Mr. KINGSTON. On the combat search and rescue helicopter pro-
gram, I understand that the HH-60G helicopters—we are cutting
back on that search and rescue; and I wonder, how do you address
that?

General SCHWARTZ. Sir, you are quite right that the fleet of now
100 available helicopters, 96 to be exact, are quite in demand. And
just to give you a sense of that, in 2009, we had over 700 saves
in Iraq and Afghanistan with our airplanes. And, by the way, there
are 16 aircraft that are deployed at the moment. There are 6 in
Iraq and 10 in Afghanistan. And they, as I said, over 700 saves.

These are not sort of the traditional combat search and rescue
kinds of things. These are picking up Soldiers and Marines and
other Airmen outside the wire or coalition partners to ensure that
that golden hour after they are wounded is kept sacrosanct as the
Secretary of Defense has mandated.

What happened was we were pursuing a platform, the Combat
Search and Rescue (CSAR), which, as you are aware, the Secretary
cancelled last year. And so what we have agreement on is to re-
capitalize those HH-60 aircraft not with a new start but essen-
tially with an off-the-shelf kind of capability. We think we can get
an airplane that is in production in a competitive fashion that will
allow us to recap the CSAR fleet in an affordable manner.

Mr. KINGSTON. We are looking at buying two more helicopters,
is that correct?

General SCHWARTZ. Sir, there is actually six in this budget.
There is three in the base and three in the Overseas Contingency
Overseas request (OCO) for combat losses.

Mr. KINGSTON. That is enough, even with the surge?

General SCHWARTZ. Sir, we need to recap to the 112 aircraft pro-
gram of record.

Mr. KiNGSTON. Thank you, Mr. Chairman.

Mr. Dicks. Mr. Moran.

Mr. MoRAN. Thanks very much, Mr. Chairman.

I appreciate the fact that while all of the hullabaloo is going on
in other parts of the Capitol you are here visiting us.

Mr. Dicks. It is a better place to be.
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CONTRACTING OUT

Mr. MORAN. This subcommittee has asked all of the services to
provide us with an estimate of how much of their responsibilities
were contracted out, and the Army replied fairly completely. We
had the worst problem with the Air Force. As I understand it, we
got only an estimate of contracted services.

Now we see in your budget that you plan to do some major hir-
ing. There is an increase of $1.6 billion for civilian compensation
related to insourcing, but there is only a billion dollars left for con-
tractor services. You might address that, and I hope briefly, be-
cause I have got a couple of other questions as well.

Go ahead, general or Mr. Secretary, either way.

General SCHWARTZ. Sir, it is important to understand that the
insourcing is not completely done with respect to the contract serv-
ices. For example, there is some 1,300 spaces associated with joint
basing where we absorb civilian workforce from other services
which increased our population. So it isn’t exclusively related to
contract services.

Mr. MORAN. But how do you estimate how many contractors you
have?

Mr. DoONLEY. This is a challenge in the sense that in some cases
we do have good visibility into how many contractors are working
for us on a contract. Sometimes that is just a fixed amount of dol-
lars that we are putting against the work, and the number of con-
tractors can fluctuate over time depending on the level of services
that we are demanding from the contractor.

But I will follow up, Mr. Moran, because there is something

Mr. Dicks. Will the gentleman yield? Just on that point, it would
be one thing if we could find out how many companies, but you are
saying contractor. You are talking about every single individual, is
that what you just said?

Mr. DONLEY. Sir, I am not familiar with the details of the com-
mittee’s request and how it was phrased. So if there is something
that we owe you there, we will follow up to get after it.

[The information follows:]

The Air Force submitted our Fiscal Year 2008 service contract inventory to the
Office of the Secretary of Defense (DPAP) on July 1, 2009, and they forwarded the
inclusive inventory lists for the Army, Navy, and Air Force to the House and Senate
pursuant to section 2330a Title 10 United States Code on August 4, 2009.

We provided approximately $21 billion worth of service contracts in this inven-
tory. This amount was not an estimate, but rather a figure pulled from our official
contracting system, the Federal Procurement Data System—Next Generation sys-
tem. We estimated 141,000 contractor full-time equivalents (FTE) for the $21 billion
inventory on standard factor-per-FTE applied across the total obligated amount or
on estimates provided by Government personnel closely associated with the contract.

We excluded $14 billion in the Product and Service Codes (PSC) for research, de-
velopment, test and evaluation and military construction, consistent with the defini-
tion of contract services found in the Fiscal Year 2008 National Defense Authoriza-
tion Act, Section 806. We also excluded approximately $3 billion in the PSCs for
lease or rental of equipment and facilities and other special services where there
is not an FTE or person closely associated with this action. Using the same stand-
ard factor-per-FTE methodology described above on these contracts yielded another
approximately 75,000 of estimated contractor FTEs. All together, our final estimate

is that we had approximately 216,000 contractor FTEs on our estimated $38 billion
worth of service contracts for Fiscal Year 2008.

Mr. Dicks. Mr. Moran.
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EOP TRAINING

Mr. MORAN. The authorization, the 2008 NDAA required all serv-
ices, including the Air Force, to provide contractor inventory; and
the Air Force has not done that. So that would be the best to follow
up.
The movie Hurt Locker just got an Oscar. I kind of was rooting—
I thought Avatar was a little better. But, anyway, there is some
relevance here to the Air Force. Because, as you know, we have an
explosive ordnance disposal school; and it functions very well. And
in fact there is only a 16 percent failure rate for the Marine Corps,
21 percent for the Navy, but a 47 percent failure rate for the Air
Force. There is something wrong there. Almost all of it is for aca-
demic reasons. It must be that you are not submitting the quality
of personnel to that school that the other services are, and that
must account for the failure rate of almost 50 percent.

Do you want to address that, General?

General SCHWARTZ. Congressman Moran, I would only offer this
as sort of background.

The Marines, for their Explosive Ordnance Disposal (EOD), their
entry level is at the E-5 level. So more mature, they are proven,
at least one tour, probably more in the Marine Corps, and so on.
We do have some entry level folks go into the EOD field.

Secondly, with respect to the Navy, they start their EOD training
after they complete dive training, so they have a filter in front of
the EOD training that—I don’t know what the exact numbers
would be, but it indicates to me that it is not quite apples and ap-
ples between us, the Marine Corps, and the Navy.

Nonetheless, your point is that we need to scrutinize the skills
and the potential of the folks we send to the EOD school, and we
agree with that, and we are working that issue to make sure that
of course they are volunteers, and they have an interest in this
very demanding and risky discipline, but they need to have the
academic skills in order to get there.

Mr. MORAN. Sure. Let me just ask one last question to conclude.

The Air Force chose not to play an integral role in the so-called
war on extremism that the other services did. In fact, such mis-
sions were termed in lieu of traditional missions. Now, just recently
you now referred to them as joint expeditionary tasking.

But I think it would be useful to cite briefly and then for the
record the scope of the Air Force’s role in this battle against extre-
mism. Because those are the wars that are going on, not any cold
war or a traditional role. But it would be useful to know how many
airmen are currently deployed in the Central Command area of re-
sponsibility; of that, how many are actually serving on the joint ex-
peditionary tasking missions.

General SCHWARTZ. Sir, we have got 30,000 in the United States
Central Command area of responsibility. And depending on the
time of taking the inventory, it is at 4,700 and growing and will
be at 5,300 when the surge is complete in Afghanistan.

By the way, when we changed the name from in lieu of to joint
expeditionary tasking, that was very deliberate, sir. The point was
this was—if you ask the kids whether they thought what they were
doing was worthy, of course they do. They didn’t think what they
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were doing was in lieu of anything. So we changed the name delib-
erately. And we are all in, is the short answer.

Mr. MoORAN. That is what I want to hear.

Thank you, General. Thank you, Mr. Secretary. Thank you, Mr.
Chairman.

Mr. Dicks. That is a very good answer. I appreciate that very
much.

Mr. Hinchey.

STEWART ANG BASING

Mr. HINCHEY. Thank you very much, Mr. Chairman.

I just wanted to ask you a question about the C-5 retirements
and the C-17s coming in. And I understand this question may have
been asked before, but I just have a personal interest in it with re-
gard to Newburgh. I was just wondering what the situation is there
Evith ﬁ"egard to the changing that is going on in the context of New-

urgh.

General SCHWARTZ. Sir, we have proposed to retire 17 aircraft in
this budget submission, 17 C-5s.

In answer to an earlier question, we are using this basing proc-
ess to determine which installation specifically will lose aircraft
and transition to the C-17. And I don’t have a specific answer to
you whether it is Stewart or not. However, there will be one Air
Force Reserve installation and one Air National Guard installation
is what it looks like to me now.

Mr. HINCHEY. So this is something that we will learn over a
short period of time as to how this evolves?

General SCHWARTZ. You will know that, and you will certainly
have advance notice, not late in the game.

ALTERNATIVE ENERGY

Mr. HINCHEY. Thank you very much. I appreciate it.

One of the things that we accomplished there recently was the
establishment of what is called the Solar Farm. This is something
that is going to generate about half of the energy that is needed
there at the Newburgh Air Base, and we are now focusing on com-
ing up with the second half at some point in the future. And I
know this is of great interest to you, and I know it is something
that you are engaged in.

I wondered if you could just talk a little bit about it in a general
way about the intentions and how we are going to be dealing with
these energy needs and deal with them more efficiently.

Mr. DoNLEY. This is an important priority for our Air Force as
you appreciate—I am sure the committee appreciates the Depart-
ment of Defense is the largest consumer of fossil fuels in the Fed-
eral Government, and the Air Force is the largest consumer in the
Department of Defense. So our three-pronged strategy here is to in-
crease supplies where we can—to include looking for alternative
sources of energy, to reduce demand where we can, and through
operational profiles we can find ways to operate more efficiently.
We have driven our energy requirements down over the last 5 to
10 years deliberately.

And the third thing, which sort of wraps it all together, really,
is to make energy use a consideration in all that we do in peace-
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time and wartime operations. We can by our own behavior affect
the requirements for energy and also identify alternative sources.

Solar is an important part of that. It is site specific. And one of
our most recent initiatives, especially on the solar and wind side,
is to get a little bit more proactive in identifying the new tech-
nologies that are coming on, working with State and regional and
county governments to identify issues early in that permitting proc-
ess. Because not all of these energy initiatives take place on Air
Force property, not all of them take place on Federal property, but
they may influence airspace or they may influence our operations.
So we need to get more proactive in working with local commu-
nities to work through those issues so that we can get both the
operational effectiveness we want and the benefits of new energy
sources along the way.

Mr. HINCHEY. So this is an issue that is getting really the appro-
priate amount of attention and it is moving forward in a positive
way.

Thank you very much.

Mr. Dicks. Mr. Tiahrt.

INSOURCING

Mr. T1AHRT. Thank you, Mr. Chairman.

I guess, if I understood the inserts you write, it is going to take
$1.6 billion increase in civilian competition to do the job that $1
billion of contracting did.

I think contracting is more efficient, personally. I mean, I don’t
hire somebody full time when I need somebody to come fix my fur-
nace or take care of the electrical in my house. It just makes sense
to contract for some services when you need them and not have
somebody there full time.

So I, for one, will try to take some of this pressure off of you guys
for insourcing everything. Because I think it is less efficient and an
example that was given is 37% percent less efficient.

LIGHT ATTACK AIRCRAFT

I want to talk about the light attack aircraft. There are two pro-
grams now. One is spearheaded by the Navy called Imminent Fury,
and the other one is actually the Air National Guard doing a demo
project.

I think the requirement is out there for a light attack aircraft,
but I think there could be some synergism in moving these pro-
grams in a parallel fashion, and I wondered if you would consider
looking at that, maybe coordinating with the Navy on coming up
with one program. There have been some great advantages shown
in the Air National Guard program. If we could make that avail-
able for the Navy or somehow coordinate them—and I wanted to
put that on your radar screen.

General SCHWARTZ. Sir, as you know, we are participating with
the Navy and the Imminent Fury demonstration. That is not an ac-
quisition program. It really is a demonstration which will occur in
Afghanistan of that capability. And, as you suggested, there is also
a demonstration going on in the Air National Guard, and what we
intend to do is this—is in fiscal year 2012 start on the light strike
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side, go through the process, develop the requirements, and have
a standard acquisition approach which will be competitive.

Mr. T1AHRT. I think we are seeing in procurement—this is prob-
ably an age-old knowledge milestone that we seem to avoid on
every new contract. If you look at the Presidential helicopter, we
knew how to make a helicopter fly, but as soon as we start loading
it up with new requirement, all of a sudden it became too heavy
to fly in a program sense, not necessarily in an aerodynamic sense.

STREAMLINED ACQUISITION PROCESS

The F-35, I think planned changes—you talk about concurrency,
which I think is a good way to proceed, but it seems like we ought
to be tighter on the base requirements with planned upgrades at
PDM, for example, a bus. If you need a bus down to the weapons
pylons, put the bus in. And if you get a more advanced piece of
technology for a bus, then you would replace it at the planned pro-
gram depot maintenance.

I think one of the reasons we get into these elongated, expensive
programs is we are not tight enough on the requirements for the
underlying aircraft. And I may be mistaken, but aerodynamically
it is pretty stable as far as the platform we need well into the fu-
ture. The changes come from a lot of the avionics or the weapons
capability. By holding the line on those growth ideas, we can make
those planned upgrades without delaying the program so far and
driving the price up. Is that part of the plan of going forward with
F-35 and other programs?

Mr. DoNLEY. It is. There is a joint executive steering board for
the F-35 program which represents all of the leadership, the stake-
holders of the program; and they track very carefully the content
of the program and both technical and cost trade-offs along the
way. So this issue of controlling configuration is critical for F-35
and other programs. It has gotten a lot more attention over the last
couple of years, as it should.

General SCHWARTZ. And I would only add, sir, that that approach
is what we have in mind for long-range strike. That is to let the
platform mature over time. We are not looking to have something
necessarily that is 100 percent of what one might conceive of the
need but rather to be a little bit less ambitious and then to improve
over time.

Mr. TIAHRT. Once the real estate is established inside the air-
craft, then you can do a lot of things with—that given envelope is
what we need to put some firm—as we go forward, I would like on
the next generation bomber, I think that pattern would be very
helpful for us.

Thank you, Mr. Chairman. Thank you, guys.

UNDEFINITIZED CONTRACTS

Mr. Dicks. Thank you.

To meet urgent needs, the Department of Defense can authorize
contractors to begin work and incur costs before reaching a final
agreement on the contract terms and conditions, known as
undefinitized contract actions or letter contracts. As of October,
2009, the Department of Defense had 429 contracts that were
undefinitized. Of those, over 160 were Air Force contracts, many of
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them far exceeding the time permitted to definitize. How are
undefinitized contracts different from normal contracts?

Mr. DONLEY. In rough terms, Mr. Chairman, they are shorter.
They are able to be put together in a shorter period of time. They
still commit the government to funding a program. They still com-
mit a contractor to delivering certain capability. But they are pre-
liminary, and they need to be followed up with a more permanent
contract arrangement negotiated in greater detail on both sides. So
you1 could provide the flexibility we need to start contract actions
early.

I think our challenge, as the committee is aware, is we have let
these Undefinitized Contract Action (UCA) persist for too long and
we have used them too easily to bridge over the actual negotiation
of contracts that needs to take place to get a better handle on
deliverables.

Mr. Dicks. Look. You answered my second question. In your ex-
perience, does the benefit of starting work sooner outweigh the loss
of control experienced in a UCA?

Mr. DONLEY. I do believe the Department and not just the Air
Force, but if I can extend this to the DOD level, we do need UCAs.
We do need the flexibility to use this tool.

And it is true that we need to tighten up on this. We have identi-
fied the specific areas in the Air Force acquisition process where
this is taking too long. We have elevated the approval authorities
to undertake UCAs so we sort of staunch the bleeding up front so
there should be less rapid growth in the use of UCAs and we
should be working down a backlog of existing UCAs and converting
those to contracts as quickly as we can.

Mr. Dicks. Does a shortage of contracting officers within the Air
Force impact the Air Force’s ability to definitize contracts?

Mr. DoNLEY. I think it is a factor. I think General Hoffman could
provide a much more sharp perspective on this. But we are short
on contracting personnel; and, in fact, if you look at the stressed
career fields in the United States Air Force, contracting is near the
top.

Our contracting folks are operating on a one-to-one dwell in the
(USCENTCOM) area of operations and actually were called upon
to help the Department work contracting challenges in
(USCENTCOM) that arose about three, four, five years ago; and
where the Department needed some infusion of contracting exper-
tise, they came to the Air Force to do that. So that has had an im-
pact, and we are trying to build up the contracting workforce in our
acquisition improvement program. But I think General Hoffman
could provide more detail on that.

General SCHWARTZ. And, sir, if I may just add, by the way, those
contracting assessments are joint expeditionary taskings; and they
are doing real work for the country. Sir, I might just say, to give
you an example, because I know you consider us to be a bad actor
in this regard.

And with the Global Hawk program, for example, there are six
undefinitized contracts all of which will be definitized before the
end of the fiscal year. So it gives you a sense, and I know the staff
is watching this carefully for you, but we are bird-dogging it as
well.
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Mr. Dicks. Good. Your assurance is making me feel better.

But just for the record here, I have to establish this, because this
is part of our oversight responsibilities. The FAR states that
undefinitized contract actions should be definitized within 180 days
of signing the UCA or before completion of 40 percent of the work
to be performed, whichever occurs first. However, many of the con-
tracts are not definitized within the required 180-day time period.
In some cases, years have passed without definitization and some-
times funds are obligated in excess of the limits normally allowed.
For example, at the end of January, the Air Force’s aeronautical
systems command at Wright-Patterson Air Force Base, there were
87 open UCAs averaging 363 days open, 20 of the 87 in excess of
600 days.

What reasons are there for UCA to not be definitized within the
permitted time periods?

Mr. DoNLEY. Mr. Chairman, I would like to take that for the
record. I think each of those program, each of those contract ac-
tions has its own story; and I need to have the experts characterize
that for you.

[The information follows:]

The major reasons why undefinitized contract actions are not definitized within
the permitted time periods include late submitted or inadequate proposals, audit
delays, changes in requirements and personnel constraints.

Mr. Dicks. Okay. Also, one final thing. Receiving a favorable
audit from the Defense Contract Audit Agency is also an area that
takes too long. What is the Air Force doing to enable the Defense
Contract Audit Agency to conduct more timely audits?

Mr. DONLEY. We continue to be in dialogue with the Defense
Contract Audit Agency (DCAA) about how they can shorten their
process and how we can work together to make that process more
efficient.

Mr. Dicks. Yeah. We have a few more questions here on that
subject for the record.

Mr. Tiahrt.

LIGHT ATTACK ARMED RECONNAISSANCE

Mr. T1AHRT. Thank you, Mr. Chairman.

This sort of relates to all of us. Gentlemen, I have requested two
documents relating to the light attack armed reconnaissance pro-
gram. Unfortunately, I have been informed that Members of Con-
gress now have to file a Freedom of Information Act request to gain
access to any document. Can you please provide my office and this
committee with the capability based assessment and the compo-
nent cost analysis for the LAAR program?

Mr. Dicks. Is this true? Do we have to go—this can’t be true.

Mr. DONLEY. Mr. Chairman, I am not aware of any new policies
on this subject. I think the issue—and I would let the lawyers an-
swer this more carefully for the record. I believe the issue has to
do with requests from individual Members on matters which get
close to or cross over into source selection sensitive information.
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COMPASS CALL AIRCRAFT

Mr. Dicks. We don’t want to do anything, especially, Mr. Tiahrt
and I, to cause any problems in that respect, but we certainly want
the information for the committee.

I have one more that I wanted to ask; and then if anybody else
has a question, we will go to you.

The committee is pleased to note that the Air Force has focused
funds on the budget on electronic attack aircraft. But we have
some concerns over the plans for converting of 45-year-old aircraft.
Specifically, the request includes funds to begin the modification of
the WC-130H aircraft into an EC-130H compass call aircraft. This
would increase the compass call inventory to 15 aircraft.

You may have gotten into this earlier, but I want to go back to
it. The request states that the conversion will cost $150 million,
but it appears the Air Force is only funding a portion of the re-
quirement in fiscal year 2011. Why are we taking an aircraft of
this age to do this?

General SCHWARTZ. Sir, it is structurally sound. The compass call
mission is not a mission which places great demand on the C-130
airframe because it is in that altitude mission and so on. So this
approach was a way to increase the electronic combat capability we
need at minimum cost. And it is $150 million over three years. It
is 2011, 2012, and 2013; and it is funded accordingly, sir.

Mr. Dicks. How does the Air Force justify partial funding of the
conversion—you are saying it is complete funding? It appears to be
incremental funding.

General SCHWARTZ. Sir, I am saying that the program is fully
funded.

Mr. Dicks. It is fully funded.

General SCHWARTZ. It is fully funded. I take your point that it
is not in one fiscal year, and we will come back to you on the record
for that.

[The information follows:]

The initiative to convert a WC-130H to an EC-130H was proposed in early Fiscal
Year 2009 and some funding has been included in the Fiscal Year 2011 President’s
Budget request. Execution of this conversion requires three years. The first year is
needed for production engineering and drawings, ordering long lead components,
and Group A kits. The second year involves Group B kit production. Actual modi-
fication/installation occur in year three. Since these tasks are viewed as distinct and
separable, funding for the Group B kits and modification would be early to need in
FY11. During the Fiscal Year 2011 Program Objective Memorandum process fund-
ing for the three phases is spread across Fiscal Years 2011-2013. Shown below is
an updated program office cost estimate for the conversion of a WC-130 to an EC-
130H.

$35.3M—Production engineering/drawing

$11.8M—Long lead components

$26.6M—Group A kit production

$48.3M—Group B kit production

$27.9M—Aircraft modification/installation

Production engineering, long lead items and Group A kits are funded in Fiscal

Year 2011 ($73.7M). Group B kits are programmed in Fiscal Year 2012 ($48.3M)
and aircraft modification/installation is programmed in Fiscal Year 2013 ($27.9M).
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COMPASS CALL VIABILITY

Mr. Dicks. This past year the Air Force conducted a fleet viabil-
ity board review of the existing fleet. What were the results of the
review?

Mr. DONLEY. Sir, we have had several. Can I ask which airframe
the Chairman is referring to?

Mr. Dicks. This is the same one. This is on the WC-130H air-
craft.

General SCHWARTZ. Sir, the C-130 fleet viability is a project that
is ongoing for this year. It has not yet reported out. The most re-
cent fleet viability that we did was on the JSTARS that was re-
ferred to earlier by Congressman Kingston.

Mr. DICKS. Are there other questions?

Mr. Kingston first. We will go in order.

CYBERSECURITY

Mr. KINGSTON. Thank you, Mr. Chairman.

General, I wanted to ask about cybersecurity, and you may need
to follow up if you don’t know these numbers. But generally how
big of a problem is it? How many break-in attempts do we get each
day and into what systems are they worst? Who is doing it? And
how often are they successful?

And then, partly provincial, in my hometown, Armstrong Atlantic
University has a cybersecurity center which they started about 4
or 5 years ago. I frequently get briefed by them; and I am always
astounded, no matter how many times I see, the number of attacks
that come in worldwide and the places that they come from and the
freelance agents and the organized country effort. It just seems like
it is all over the place. I wonder if you could——

General SCHWARTZ. Sir, it is a major issue in our unclassified
networks; and we work hard, very diligently, and have, no kidding,
some of the best talent working to defend the net. In fact, we stood
up an organization called 24th Air Force to do exactly that, to de-
fend the net.

Now, this is both on the unclassified side where we have—I have
been speaking for 15 seconds. We probably had 15 attempts to
work into the system. We are reasonably secure.

But on the classified side, I would indicate that we are quite se-
cure, very secure. The dilemma is that, as you suggested, there are
all kinds of actors out there. There are nation state actors. There
are individuals. There is criminal-related activity. There are fun
seekers that are doing this, and they certainly take time on DOD
networks.

So I think if I had one comment to make to you, sir, is that the
Secretary of Defense’s initiative to stand up the sub-unified cyber
command is an essential undertaking for our Department to put
the focus on this as a discipline and as a command entity.

There is some concern that DOD might take over, might move
outside dotmil. I don’t see that occurring. But within dotmil and
perhaps for dotgov, we need to make the best use of all of the tal-
ent that is available in agencies within DOD like our 24th Air
Force, like the National Security Agency and elsewhere.
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Mr. KINGSTON. Aside from the attacks on your main computer
programs, what about listening devices or trying to get into indi-
Vidllll(?l cell phones or BlackBerrys, that has got to be out there as
well?

General SCHWARTZ. It is a counter-intelligence concern and one
that we take seriously.

Mr. KINGSTON. How vulnerable do you think Members of Con-
gress are, based on what you know, with our own BlackBerrys as
we go on codels or even not leaving the United States?

b(l}eneral SCHWARTZ. I would have to tell you I would say vulner-
able.

Mr. KINGSTON. Do you use a BlackBerry?

General SCHWARTZ. I do.

Mr. KiNGSTON. Well, is that the inconsistent with what you just
said? I am trying to figure out, should I throw mine out or not?

General SCHWARTZ. I don’t think you should, but you need to
think about what you are using it for, and that really is the guid-
ance that we have provided our people.

Now there are certain folks in the Air Force that won’t use a
BlackBerry because of the work that they do. In my case, if I get
a pulse from the media, it is a vehicle that I use to good effect, in
my view.

So we train our people and instruct our people to be judicious.
And in some cases they don’t get to use it at all because they are
in very sensitive positions. My hunch is that a similar sort of pro-
tocol applies here on Capitol Hill as well. Folks from the Intel-
ligence Committee, for example, might have different rules than
other committees.

Mr. KINGSTON. Thank you.

Mr. Dicks. I think that is one reason we put in this password,
which is very annoying, but we had to do it. But it has to be done,
and we are doing it.

Mr. Visclosky.

SATELLITE PROGRAMS

Mr. ViscLosky. With these thumbs, that password is very, very
annoying. It is just hard.

Mr. Secretary, on the satellite programs, you have a number of
significant systems and, apparently, there has been some signifi-
cant schedule growth, cost increases, a lot of which may have to do
with unrealistic cost estimates in the first place, questions about
technical maturity. Are there simply now too many systems, is
there too much program for the monies that you have for the sat-
ellite program?

Mr. DONLEY. Sir, again, I think each program has its own story
and own history. We had had I think, up until a couple of years
ago before Secretary Gates took a closer look at this, we did have
a number of satellite systems cued up, especially in the secure Sat-
ellite Communications (SATCOM) area where we had more tech-
nology perhaps programmed than we could afford. And that re-
sulted in the cancellation of the TSAT, the transformational sat-
ellite program.

We have stepped back to focus on the execution of the AEHF pro-
gram, but we are still looking for opportunities at some point in the
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future to insert new technology, much along the lines as Mr. Tiahrt
described, where and when we are ready to do that and we can af-
ford it.

Again, each of these programs has its own story. I think, right
now, we are most concerned with the EELV program, the evolved
expendable launch capability that we have enjoyed success with for
so many years now. I think it is—I want to say 65 or so. But it
is a string of successful launches using EELV.

And we have benefited from some early multiyear contract ar-
rangement which has since expired. On that program, we are look-
ing at significant cost growth, which we are not happy with; and
we are looking for alternatives going forward. And we are looking
at additional pressure on the solid rocket motor and the industrial
base that goes with that. With the changes in National Aeronautics
and Space Administration’s program, we face some significant chal-
lenges in developing an affordable funding profile for space launch
support. So that is an area that we are looking at in particular
right now.

Mr. ViscLosky. I don’t know that we will have a hearing on
launch per se, but are there a couple of issues and any monetary
value that we should know or be particularly concerned about on
the launch side before we mark up our bill?

Mr. DoONLEY. We will certainly support the committee’s schedule
as best we possibly can with the latest information that we have
on the EELV.

Mr. ViscLOSKY. And on the satellites themselves, is there—get-
ting back to Mr. Rogers’ line of questioning before about DOD and
DOE—between the Intelligence Committee community and some of
the requirements that they are asking for some of these satellites
and in a sense overrequesting for capabilities here, given again
technology that is available today and the dollars that are available
today? Is there a disconnect there?

Mr. DoNLEY. Sir, I wouldn’t speak specifically to the systems
that are procured in the national programs, although I will say
that we have a close relationship with the National Reconnaissance
Office that has—we have had that close relationship for many
years, that continues, and we continue to collaborate on trade-offs
where we can between space-based and airborne systems and also
identifying capabilities on the DOD side that can be hosted else-
where in either the Intelligence Community or even on commercial
satellites as well. So we are looking for creative alternatives for
hosting DOD-required capabilities on different kinds of platforms,
rather than just necessarily owning and launching and operating
everything ourselves.

And I should add that you will see this play out in the Space
Posture Review, which should be delivered to Congress later on
this spring, early summertime frame. You will see the policy level
discussions and trade-offs on sort of organic government-owned
versus international partnerships and commercial partnerships as
well and the kind of judgments the Administration is about to
make, if you will, on how to strike the appropriate balance in that
mix.
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INTELLIGENCE, SURVEILLANCE RECONNAISSANCE PERSONNEL

Mr. ViscLOSKY. And we would look for that late spring.

One last line of question, if I could, Mr. Chairman. You had men-
tioned before, Mr. Secretary, in one of your answers about stress
specialties; and you mentioned contracting and acquisition. I un-
derstand you also have problems as far as intelligence surveillance
and reconnaissance, nuclear missions. What are you doing to ad-
dress that issue? And again is it a resource issue? Is there some-
thing we ought to have particular concern about?

General SCHWARTZ. Sir, what we have done is we have made
major moves in the ISR area—I mean, as many as 4,700 spaces—
to try to compensate for the demand there. We have moved 2,500
spaces in Fiscal Year 2010 to strengthen the nuclear enterprise.
We also moved roughly 2,000 spaces into aircraft and missile main-
tenance. When we went through the drawdown episode a couple of
years ago, we overshot. So we needed to bring that back up to an
appropriate level.

Smaller numbers of spaces have gone to the other disciplines.
Certainly, as you suggested, contracting, public affairs is a high-de-
mand activity. Security forces is a high-demand activity. Believe it
or not, the chaplaincy is a high-demand activity.

And so we are doing the best we can, but I have to tell you, sir—
and this is a significant matter for the appropriators—our per-
sonnel costs are a major concern to the Secretary and me. To the
extent that if we don’t watch this and do this carefully, our per-
sonnel costs will begin to push out important content elsewhere in
the Air Force portfolio. So we need to be judicious, and the bottom
line is we are not going to grow because we can’t afford it.

So if we have some areas in the Air Force that are expanding,
like intelligence surveillance and reconnaissance, we are going to
have to shrink in others; and we are going to have to gather man-
power and financial resources from within our existing portfolio.

Mr. ViscLOSKY. Gentlemen, thank you.

Thank you, Mr. Chairman.

Mr. Dicks. Ms. Granger.

F—22 RAPTOR AIRCRAFT

Ms. GRANGER. Just a couple of quick questions about the F-22.

General Schwartz, Secretary Gates described the F-22 as the
critical hedge against new threat systems such as the Russian fifth
generation fighter. I saw in your testimony that you invested $2
billion in improvements to upgrade the F-22. Is this sufficient to
continue the air superiority of the F—22? And tell me a little bit
about long-term modernization.

General SCHWARTZ. Ma’am, we are going to have 150 block 3 or
block 3%z quality kinds of airplanes. These will be machines at the
very top tier of the F—22 capability.

Training aircraft, on the other hand, so-called block 20 aircraft,
won’t have all of the wherewithal that the operational aircraft will
have. So there will be about 28 or so—forgive me—36 of the block
20 airplane and the remainder will be full-up capabilities which
will have both air-to-air, for which the airplane was primarily de-
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signed, as well as air-to-ground capability. And that is where some
of the advancements will come as we go down the line.

It is very important with the smaller fleet we have that we con-
tinue to invest in sustaining the F-22, both its low observable
qualities, its avionics. We are going to put a different data link on
the airplane that is compatible with the F-35. The data link that
it currently has is only F-22 specific. In the way we used to think
about employing the airplane, that was okay. It is not anymore. It
is a secure data link, but we need to have one that can be used
throughout the force and particularly among generation five capa-
ble fighters.

So those are the kinds of improvements we are making, and I
would appeal to the committee to support us on making those 187
airplanes as capable as they can be.

Ms. GRANGER. Thank you very much. And thank you both for ap-
pearing and your service. Thank you, Mr. Chairman.

Mr. Dicks. Mr. Boyd.

F—22 BASING

Mr. BoyDp. Thank you, Mr. Chairman.

And, General Schwartz, this is a follow-up to what Ms. Grang-
er—you and I have had many discussions about the F-22, and you
know of my parochial interest in that. I asked you earlier about the
Strategic Basing Executive Steering Group, and you have explained
to me that they would be involved.

What I didn’t ask you was when, and I have asked you that be-
fore, and I felt it would be remiss and you would be very dis-
appointed if I didn’t ask you here today.

General SCHWARTZ. With respect to what we will do with the F—
22 from a fleet management point of view, that is a summertime
frame decision process.

PERSONNEL TRAINING

Mr. Boyp. All right. Okay. Thank you very much, General.

Now, to follow-up on Mr. Visclosky’s line of questioning relative
to the personnel and your concern about personnel pushing folks
out, you are trying to redesign your whole system and scheme of
things. The CAF, your reductions there, you have, I understand,
according to testimony, 3,600 personnel who will be reassigned, re-
trained, go into other fields as you do this realignment. About one-
sixth or about 600 of those, I think, are coming out of the F-15
schoolhouse area that I have an interest in. There is going to be
some retraining requirements there. And my question really is
about how long that transition will take. And by the time these air-
men are retrained, will those requirements still be available?

General SCHWARTZ. Sir, there will be some retraining, clearly.
There will be some sort of immediate transfers where the skill set
is not weapon system specific or something along those lines, and
it depends on the specific skill. If we are talking about F-15 pilots
transitioning to another airplane, it might be six months. With re-
spect to a maintainer moving to an F-16 or another aviation weap-
ons system, it is probably less than six months. So we are talking
about within the year basically of having people that would mi-
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grate out of their current mission assignments and be applied to
others elsewhere in our Air Force.

In more rare cases, you will have the kind of thing where people
are making a hard change, maybe, for example, might go from
maintenance to becoming a sensor operator on an unmanned or re-
motely piloted aircraft. That is probably a year plus to do that.

So it depends, sir, but I would emphasize again, and reinforcing
the comment that I made earlier, that if we are going to remain
relevant and our capabilities are those which the joint team needs
now in going forward, we need to begin to make these changes, as
painful as they are, sir.

Mr. Boyp. Thank you very much, General Schwartz, Mr. Chair-
man.

Mr. Dicks. Mr. Rogers.

MOTHBALLED AIRCRAFT

Mr. ROGERS. Tell me, where do you store mothballed aircraft?

General SCHWARTZ. Sir, it is done at Davis-Monthan Air Force
Base in Arizona at the so-called graveyard.

Mr. ROGERS. Are those planes useless?

General SCHWARTZ. Not at all. In fact, there are several layers
of storage.

Type 1,000 storage, for example, is something that you could
bring back quite readily. There are other levels of storage where
you get to take spare parts off these machines and they become
less and less—the potential of recovering them, obviously, declines
over time. So it depends what the status of the specific kind of stor-
age is.

Mr. ROGERS. How many planes do we have in storage?

General SCHWARTZ. Sir, I would have to take that for the record,
but it is thousands.

[The information follows:]

Currently, the United States Air Force has 2,205 aircraft in Aerospace Mainte-
nance and Regeneration Group storage.

Mr. ROGERS. I know the chairman may not be interested in this
very much, but could some of those planes be reused in the modern
day need for new aircraft?

Mr. DONLEY. Sir, my assessment is that that would be very dif-
ficult to do and very expensive.

As the Chief outlined, I think there are options for putting air-
craft into retirement, where one can put them into storage where
for some period of time they can be maintained at a level to be
brought back on fairly short notice. That is an expensive propo-
sition. I don’t recall off the top of my head—we will get you an an-
swer for the record—whether we have actually done that. It has
been discussed, but I am not sure we have actually exercised that
option.

[The information follows:]

From Fiscal Year 2006 through Fiscal Year 2009, 109 Air Force aircraft have been

regenerated at the Aerospace Maintenance and Regeneration Group to support the
United States Air Force, the Department of Defense, and foreign military sales.

Mr. DONLEY. The more common use, as the Chief described it, is
to cannibalize these airplanes over time for various spare parts, not
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just for the United States Air Force but also for our international
partners who, through foreign military sales (FMS) and other pro-
grams, are operating generations of aircraft maybe one or two be-
hind the United States and where there are no current production
aircraft available to provide a spare parts pipeline. So this is the
more common use of these aircraft.

Mr. ROGERS. What would be the oldest aircraft in that fleet?

General SCHWARTZ. Probably one of the ones that the Women’s
Air Force Service Pilots (WASPs) flew years ago. Sir, I don’t know,
but I will find out for you.

[The information follows:]

The oldest Air Force aircraft in storage by arrival date is a WB-57F (modified
Canberra B-57), serial number 63-13295, which arrived in July 1972.

Mr. DoNLEY. They go back to the 1950s, for sure. Old B-52s, for
example.

Mr. Dicks. I will just say to the gentleman from Kentucky, if we
can use these airplanes or if our allies can use them, I am for using
them. If there is a way to do it, that makes sense. Spare parts are

very important.
Mr. Hinchey.

COMBAT SEARCH AND RESCUE HELICOPTER

hMr. HiNcHEY. Thank you, Mr. Chairman. Just a couple of quick
things.

The Air Force I understand is considering a multibillion dollar
sole source procurement to replace the aging HH-60G Pave Hawk
search and rescue helicopter. How is that going to happen? Is the
Air Force conferring a sole source procurement to recapitalize? No?

General SCHWARTZ. No, sir. I think I can speak with authority
and say that it will be a competitive process. But I would envision
that will not be a development program, at least not a major devel-
opment program. It will capitalize on something that is currently
available and is modified to the combat search and rescue mission
set.

UNMANNED AERIAL VEHICLES

Mr. HiINCHEY. Okay. Thank you very much.

The unmanned aircraft system is something that has gotten an
awful lot of attention and something that, frankly, is very inter-
esting. They are serving in an expanded set of operations in both
Iraq and Afghanistan, And I understand that some of them are lo-
cated in Korea as well. I don’t know if that is a fact, but I under-
stand that may be the case. I wondered if you would share your
vision of the future for the unmanned aerial system, especially in
the counterinsurgency operations but also in the regular combat
operations as well.

General SCHWARTZ. Sir, we believe that remotely piloted aircraft
(RPA) are a capability that will remain. It is an enduring feature
of our Air Force, both for surveillance requirements as well as
strike requirements in the right kind of environment. So we see the
inventory of these assets growing.

We currently have in the neighborhood of 200 remotely piloted
aircraft at different classes in the Air Force that will probably dou-
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ble over time. And we will have those both for the irregular war-
fare mission set that you are familiar with, but it will also be use-
ful in other applications which we haven’t completely thought
through, for example, suppression of enemy air defenses.

Other capable air forces in the world use these platforms in per-
haps different ways than we have currently thought about and we
need, again, as part of this growth process, to make sure that we
have considered all of the possible applications. RPAs are not any-
time, anyplace aircraft. There are certain environments where they
simply will not survive. But that is only a part of the potential op-
erating environment.

Mr. Dicks. If the gentleman will yield, it is not just the Air
Force. This is the Navy, the Army, Special Forces. Everybody is
looking at these and in whole different sizes, shapes and capabili-
ties, is that correct?

Mr. DONLEY. Yes, sir. And many other nations as well.

Mr. Dicks. Mr. Hinchey.

Mr. HINCHEY. Is there a shortage? Is there enough? Do you have
enough coming in?

General SCHWARTZ. We are maxing production, sir. There are 48
reapers in this budget, both in the base and in the overseas contin-
gency operations account; and that is all that General Atomics can
produce.

Mr. HINCHEY. Just one more question.

Mr. Dicks. Will the gentleman yield on this same point?

We are working on trying to secure the Predators because there
was some issue with their vulnerability; isn’t that correct?

General SCHWARTZ. Sir, there is no vulnerability with respect to
the air-to-air links or the space-borne links; they are all secure,
both in terms of command and control as well as the take off sen-
sors.

The issue you address has to do with what is provided in an air-
to-ground sense directly to our troops, Airmen, Marines, and what
have you on the ground. We are in the process of securing those
links.

But this, Mr. Chairman, is one of those cases where you have to
balance risk. I would argue that it is better for our kids to know
what is around the corner and worry less about whether somebody
else is watching that, too. But we will be—in the next two years,
we will move dramatically on securing the air-to-ground portion of
those links as well.

Mr. Dicks. Okay.

PROMPT GLOBAL STRIKE

Mr. HINCHEY. If I may just ask one last question. The issue of
prompt global strike is something that is getting more attention.
And I can understand it because of the way things are developing
around this planet, and it makes life a little more tense and ten-
uous. I wonder if you could talk to us just for a couple of minutes
maybe about what the situation is, how it is evolving, what
progress is being made in reviewing the prompt global strike, what
the situation is generally.

General SCHWARTZ. Sir, let me just start, and I am sure the Sec-
retary will have something to add.
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When the Secretary mentioned the family of systems earlier with
respect to long-range strike, prompt global strike is a part of that
family. This is fundamentally what, at least for us, would be a con-
ventional ICBM, something that would have a conventional war-
head that we could launch and be on target in a matter of minutes,
as opposed to hours or even longer.

In addition, there are certain developmental kinds of capabilities
that fall into this category like hypersonic glide vehicles. This is
something that is new, and it is developmental, and, in fact, there
will be a test in the coming months on the first launch of an experi-
mental hypersonic glide vehicle.

So this is about getting to targets very promptly with high ki-
netic effect, nonnuclear. There is a place, I think, for that kind of
capability. I don’t think that that is the sort of thing you would use
broadly because fundamentally, what you don’t want to have is a
300—let us just say a $300 million weapon applied against a
$30,000 target. I mean, there is balance in this. But there is a
place for prompt global strike, and we in the Air Force will be pur-
suing this on behalf of DOD.

Mr. DONLEY. I think that the Chief has hit it right on. This is
part of this discussion in the Department about the family of sys-
tems that we are looking for. The mix of standoff and penetration,
the mix of prompt and persistent, the mix of manned and un-
manned, and the mix of platforms, weapons, ISR capabilities, and
electronic warfare capability, all of those things together make up
a long-range strike family, a portfolio, if you will.

So we are taking a closer look at how and where we invest in
that portfolio and the sequence. What should we work on first?
Where are the threats or opportunities most pregnant that we need
to address? What will or should take a little bit longer to decide?
And so these are the issues the Secretary has put in motion.

I will say, from a programmatic point of view, the prompt global
strike work had been a little bit federated over the last couple of
years. There have been a couple of different R&D lines and dif-
ferent projects under that umbrella, and Dr. Carter has asked the
Air Force to help pull that together and manage it as a whole going
forward. So we are in the process of assuming that responsibility.
It started a little bit earlier this winter. So that will give the Air
Force a little bit better visibility into the prompt global strike area.

General SCHWARTZ. And I would just add, sir, that this is not
just about the Air Force. There are other capabilities. Conventional
Trident, for example, is something that is a possibility. So this is
not just Air Force business.

Mr. Dicks. On that point, isn’t one of the problems is how you
would distinguish between a conventional weapon and a weapon
thzﬂ: ‘}?1as nuclear warheads? That is one problem with this concept,
right?

General SCHWARTZ. Stability is an issue, and there are ways to
address that, either by your basing mode or where these would be
based, what kind of awareness others might have, and whether it
is aboveground or in ground, and so on and so forth. There are a
lot of different ways to address the ambiguity issues associated
with prompt global strike, and this is not yet completely thought
through.
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Mr. Dicks. One thing with the B-2, we moved away from using
it to deliver nuclear weapons and put it on smart conventional
weapons; and I like what you said. In that respect, you have a very
inexpensive weapon going after a target; and sometimes, as you
well know, on one mission you can take out 26 targets. And if we
get to the smaller weapons, even more. So that is a tremendous
conventional capability that you have with a penetrating bomber
and—but I do like what you said also on the UAVs and using them
for suppression of enemy radar. That is not something I had heard
about before. It sounds very interesting.

I-22 AIRCRAFT RELIABILITY

I had one question on the reliability issue on the F-22. Thus far
this year, the F-22 mission capable rate is only 62 percent. This
is significantly below expectation. What is driving those low rates
and what is the Air Force doing to improve the rates?

General SCHWARTZ. Sir, a couple of things. This is both process.
It is material. It is training. So there are a number of paths related
to, in particular, low observable maintenance. There is efforts
under way in this response to Congresswoman Granger’s question
earlier about developing materials that are more durable for the F-
22, certainly for the F-35. That is one aspect.

Mr. Dicks. We had the same issue with the B-2.

General SCHWARTZ. Exactly, sir. You understand that.

Mr. Dicks. And then we improved as we went along.

General SCHWARTZ. Improve it as you go along, and clearly we
need to continue to do that. Some of this is process, and it has to
do with the facility, to have the right kind of facilities where—to
use the slang—where you can bake the airplane and accelerate the
repair process. So facilities, materiel, training for our youngsters so
that they get proficient in identifying their skill so that they stay
in the low observable maintenance discipline and not go out as one
young man did that I know. He was an award winner at Elmendorf
Air Force Base, sir, and ended up going to F-16 at Hill Air Force
Base. Probably not the best use of this very fine Airman.

So we have personnel processes that need to attend to as well.

Mr. Dicks. Any other questions?

The committee is adjourned until 1:30 tomorrow, Thursday,
March 11th. At that time, we will reconvene for a hearing on Navy
posture.

Thank you very much. It was a good hearing, and we appreciate
your availability.
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