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OVERSIGHT OF THE FEDERAL
GOVERNMENT'S YEAR 2000 EFFORTS

WEDNESDAY, MARCH, 18, 1998

HOUSE OF REPRESENTATIVES, SUBCOMMITTEE ON GoOV-
ERNMENT MANAGEMENT, INFORMATION, AND TECH-
NOLOGY, COMMITTEE ON GOVERNMENT REFORM AND
OVERSIGHT, JOINT WITH SUBCOMMITTEE ON TECH-
NOLOGY, COMMITTEE ON SCIENCE,

: Washington, DC.

The subcommittees met, pursuant to notice, at 9:37 a.m., in room
2154, Ratgbum House Office Building, Hon. Stephen Horn (chair-
man of the Subcommittee on Government Management, Informa-
tion, and Technology) presiding.

Present: Representatives Horn, Morella, Sessions, Davis,
Sununu, Ehlers, Kucinich, Barcia, Maloney, Gordon, Rivers, and
Stabenow.

Subcommittee on Government Management, Information, and
Technology staff present: J. Russell George, staff director and chief
counsel; John Hynes and Bob Alloway, professional staff members;
Matthew Ebert, clerk; Ellen Rayner, minority chief clerk; and Faith
Weiss, minority counsel.

Subcommittee on Technology staff present: Richard Russell, staff
director; Ben Wu, counsel; Michael Bell, staff assistant; Adrienne
Woodward, deputy communications director; Mike Quear, minority
professional staff member; and Mary Sanchez, minority staff assist-
ant.
Mr. HorN. The Subcommittee on Government Management, In-
formation, and Technology will come to order, a quorum being
present. This is a joint meeting with the Subcommittee on Tech-
nology of the House Committee on Science.

en the Subcommittee on Government Management, Informa-
tion, and Technology began hearings on the year 2000 computer
problem, on April 16, 1996, we didn’t see everything that was going
to be before us, but we knew something had to be done very rap-
idly. Considerabl‘(;lﬁrogress has been made in alerting the adminis-
tration, and we will have this morning as our first speaker on the
subject the individual the President’s brought back out of f)rivate
life in order to give some leadership to this which has been lacking
in the executive branch.

What we’re talking about here, for the uninitiated, is the prob-
lem created by the two-digit year versus the four-digit year. Those
of us that were in Fraduate school in the fifties or early sixties, re-
member we were looking for more capacity in the computers we
were using. This whole room would now be a laptop in terms of
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what the storage capacity is; that wasn’t so then. So, somebody had
the bright idea, “Let’s use a two-digit year.” In other words, 67, not
1967, and that will add up over time, and we could put more infor-
mation in our data bank. So, we did that. They knew there would
be a problem in the year 2000, and they thought, “Well, technolo
will solve that.” Well, technology isn’t going to solve it; hard wor
is what’s going to solve it.

So, we've established that the problem is real and substantial.
We've raised awareness in the Federal Government and in the pri-
vate sector. We've initiated agency quarterly progress reports and
the Office of Management and Budget followed that lead and has
been doing that on a quarterly basis since Dr. Raines took over as
Director. We've graded agency progress, thereby, stimulated in-
creased progress. We've induced the White House to act, and as I
note, that major step is forwarded today by Mr. Koskinen, former
Deputy Director for Management at OMB, and we're glad to see
him, and we're ha;}py to welcome him here, because he is a highly
respected official of the Federal Government, and his 6-month re-
tirement was really all he needs. He’s still energized. [Laughter.]

These accomplishments, however, of the subcommittee and OMB
are simply the prelude; they’re necessary but not sufficient to finish
the year 2000 conversion. We begin, today, the next phase. We've
gone from questioning the reality of this problem to deploying thou-
sands of technical and managerial professionals. We've expanded
from looking only at mission-critical systems to considering possible
problems in data exchanges with other governments, both domestic
and foreign. We've recognized there are critical connections be-
tween public and private computer systems, and that vital infra-
structure such as the electric utilities’ power distribution could be
vulnerable to disruption.

It has been 701 days since our first 2000 hearing on April 16,
1996. There are 653 days remaining until the inevitable,
unmovable deadline. Over 50 percent of the available time has ex-
pired, but only 35 percent of the mission-critical systems are com-
pliant. We're behind schedule in the executive branch.

It will require the cooperation of Congress, the White House, and
Federal departments and agencies to solve the problem on time.
And the key is managerial leadership. These are not just technical
problems. They are manaierial leadership problems, and the ones
that have been successful have had first rate people, and we'll have
some of those here today who have been chief information officers
and really provided leadership in their agencies. We have no
choice, at this point, but to double our rate of progress. Then we
must double our rate of progress again.

As we look at the year 2000 conversion effort today, we must
constantly remind ourselves that the mission-critical systems we
talk about are but the tip of the iceberg; approximately one-eighth
of the installed base of systems. Roughly speaking, within the exec-
utive branch there are 8,000 mission-critical systems plus 60,000
second and third tier systems. In addition, there are thousands of
data exchanges with foreign, State, and local governments, as well
as businesses and citizens. There are telecommunications systems,
biomedical devices, millions of unaccounted embedded computer
chips. The Department of Defense, alone, has 600,000 embedded
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computer chips. We cannot allow all of these so-called nonmission-
critical systems to fail, but we must first deal with the mission-crit-
ical systems and properly so.

The mission-critical systems cannot be the only systems fixed;
they must be the first but not the last. We cannot ignore thousands
and thousands of these secondary systems. The collective confusion
of the tens of thousands of secondary systems failing would be cata-
strophic. The standard of acceptable year 2000 conversion must re-
alistically be high enough to protect the American people. It needs
to include the completion of 100 percent of all mission-critical sys-
tems in the Federal Government and key economic sectors such as
banking; thorough and complete testing of all mission-critical sys-
tems; contingency plans for all mission-critical functions, even
those with finished and tested systems; completion of 100 percent
of all data exchanges; and a reasonable certainty that the Nation’s
telecommunications systems and public infrastructure such as elec-
tric utilities will continue to function through the date change.

An overly pessimistic recovery plan, frankly, is needed as a
backup. We have a responsibility to the American people to mini-
mize the effect of this situation on their livelihood. We must live
up to this respongibility, we must really move ahead very rapidly,
and we're talking about 24-hour days in many of these agencies.
We must develop contingency plans for the systems that are fin-
ished and tested. We must develop a recovery plan for possible fail-
ures. It's our responsibility to be careful, very careful, with the eco-
nomic well-being of America.

It’s amazing, but true, the year 2000 computer bug could harm
the world’s largest and most robust economy. It's our responsibility
to squash this bug; to fix it; test it, and test it again; to finish it,
and to have a contingency plan,

[The prepared statement of Hon. Stephen Horn follows:]
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OPENING STATEMENT
REPRESENTATIVE STEPHEN HORN (R-CA)

Chairman, Subcommittee on Government Management,
Information, and Technology

The Subcommittee on Government Management, Information, and Technology began hearings
on the Year 2000 computer problem on April 16™ of 1996. Working with the Technology
subcommittee chaired by Mrs. Morella, we have made considerable progress since that time.

We have established that the problem is real and substantial. We have raised awareness in the
Federal Government and private sector. We have initiated agency quarterly progress reports. We have
graded agency progress and, thereby, stimulated increased progress. We have induced the White
House to act — a major step forward that is illustrated by Mr. Koskinen’s presence here today. We are
all happy to welcome our respected friend to this challenge.

These accomplishments, however, are the prelude. They are necessary, but not sufficient, to
finish the Year 2000 conversion. We begin today the next phase. We have gone from questioning the
reality of this problem to deploying thousands of technical and managerial professionals.

We have expanded from looking only at mission-critical systems to considering possible
problems in data exchanges with other govemnments both domestic and foreign. We have recognized
that there are critical connections between public and private computer systems and that vital
infrastructure such as electric utilities and power distribution could be vuinerable to disruption.

It has been 701 days since our first Year 2000 hearing on April 16, 1996. There are 654 days
remaining until the inevitable, unmovable deadline. Over 50 percent of the available time has expired,
but only 35 percent of our mission-critical systems are compliant. In short, we are behind schedule and
it will require the cooperation of Congress, the White House, and the Federal Departments and the
agencies themselves to solve this problem on time.

We have no choice but to double our rate of progress. Then, we must double our rate of
progress again. As we look at the Year 2000 conversion effort today, we must constantly remind
ourselves that the mission-critical systems we talk about are but the tip of the iceberg — approximately
one eighth of the installed base of systems.

BERNARD SANDEAS VERMONT



Roughly speaking there are 8,000 mission-critical systems plus 60,000 second and third tier
systems. In addition, there are thousands of data exchanges with foreign, State, and local governments,
businesses, and citizens. There are telecommunications systems, biomedical devices, and uncounted
millions of embedded computer chips. We can not allow all of these so-called non-mission-critical
systems to fail.

We have focused our efforts on mission-critical systems -- and properly so. However, mission-
critical systems can not be the only systems fixed — they must be the first, but not the last. We can not
ignore thousands and thousands of secondary systems. The collective confusion of tens of thousands
of secondary systems failing could be catastrophic.

The standard of acceptable Year 2000 conversion must be high enough to realistically protect
the American people. It must include:

1) completion of 100 percent of all mission-critical systems in the Federal Government and key
economic sectors such as banking

2) thorough and complete testing of all finished mission-critical systems

3) contingency plans for all mission-critical functions (even those with finished and tested systems)

4) completion of 100 percent of all data exchanges

5) reasonable certainty that the Nation's telecommunications systems and public infrastructure such
as electric utilities will continue to function through the date change

6) an overly pessimistic recovery plan as back-up.

We have a responsibility to the American people to minimize the effect of this Year 2000
computer problem. We can not live up to this responsibility if we are overly optimistic. Rather, we
must be overly pessimistic. We must test and re-test mission-critical systems that are supposedly
finished. We must develop contingency plans for systems that are finished and tested. We must
develop a recovery plan for possible failures in key sectors such as finance, utilities, and transportation.

It is our responsibility to be careful, very careful, with the economic well-being of America. It
is amazing, but true, that the Year 2000 computer bug could harm the world’s largest and most robust
economy. It is our responsibility to squash this bug. To fix it, test it, and test it again. To finish it and
have a contingency plan. Our responsibility requires over-kill.

We have a lot of work to do and little time remaining. Our first panel today will discuss
governmentwide actions to improve overall Federal efforts. We are facing a governmentwide problem
that demands a governmentwide strategy. That strategy must set clear priorities and begin focusing
intense attention, expertise and resources on the most critical systems. The goal must be to make
certain that the most important systems at the most important agencies can function in the new century.

Our second panel will discuss a specific example of this need for prioritization: the Department
of the Treasury. The Financial Management Service, within the Treasury Department, writes the
checks for virtually every Federal agency. This means that it is not good enough for Social Security or
the Small Business Administration to fix all their computers when Treasury, and the Financial
Management Service within it, are lagging behind and are not fixed. We look forward to a substantive
discussion on this and other Year 2000 issues at the Treasury Department.
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Mr. HORN. We have a lot of work to do and little time remaining.
We will go into the various panels, but I'd like at this time to yield
to the chairwoman of the Technology Committee of the House Com-
mittee on Science for her opening remarks and then we will ask
the ranking minority members on each of those committees for
theirs and any other Member that wants to put in some remarks.

I now recognize the gentlewoman from Maryland, Mrs. Morella,
the chairwoman of the Subcommittee on Technology.

Mrs. MORELLA. Thank you, Mr. Chairman. Talk about timing for
the year 2000, my timing today was just perfect. I hope we'll also
be ready in the year 2000 with that timing. Today, we are herald-
infg the beginning of a new era in our Nation’s ability to timely and
effectively correct that year 2000 problem. With the arrival of John
Koskinen to chair the newly created “President’s Council on the
Year 2000 Conversion,” a ray of hope is now piercing through the
clouds of doubt and gloom that had shrouded over questions about
the readiness of our public and private sectors to the year 2000
compliance by the beginning of tge new millennium. Congratula-
tions to us, Mr. Koskinen.

Mr. Koskinen brings to his new position a level of experience and
the skills for government management that has very few peers. I'm
also very pleased that Sally Katzen, with her institutional knowl-
edge and background on this issue, has accepted the role of the
Vice Chair of the Council. Additionally, the Council will be well
served with the technical expertise of Federal chief information of-
ficers and the very capable Office of Management and Budget staff.

Yet, while I have great faith and confidence in the Council’s abil-
ity and motivation to get the job done by the immovable deadline
of January 1, 2000, I just hope it’s not too late. The job before the
Council is both gargantuan and thankless, and the executive
branch, to paraphrase Robert Frost, still has many promises to
keep and miles to go before it can sleep.

I don’t need to remind the Council that as we ring in the 21st
century, we’ll be ushering in the mother of all computer glitches,
one which could cripple critical government functions such as air
traffic control systems, veterans’ benefits, Social Security, and stu-
dent loans, as well as the everyday conveniences of modern life like
home security systems, video recorders, and elevators in high rise
buildings. It's clear that without greater urgency and aggressive
agency management, Federal agencies are at risk of being unable
to provide services or to perform functions that are critical to their
mission and vital to the American people.

The reports that we’ve received from Federal agencies in our con-
gressional reviews are quite disturbing, prompting many to grimly
cast dire predictions about the failure of the government and indus-
try to operate effectively on the first business day of the new mil-
lennium, Monday, January 3, 2000. That’s why we have urged the
President for over a year to forcefully attack this impending catas-
trophe. We repeatedly appealed to him to create a year 2000 czar
with the mandate of making solving the problem the highest prior-
ity for both the public and private sector. At last, with his Execu-
tive order forming the Council, the President has finally given this
issue the attention it deserves. Now that this important step has
been undertaken, I am looking forward to working collaboratively
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with the Council to do everything we can to avert catastrophic fail-
ure of government and industry computer systems.

Minimizing the year 2000 problem will require a major techno-
logical and managerial effort. Not only must the Councii act to en-
sure that no critical Federal program experiences disruption be-
cause of the problem, but it must also assist State and local gov-
ernments; cooperate with the private sector in important national
and local systems including the financial, telecommunications,
health, transportation, and energy sectors; as well as communicate
with our international allies to raise awareness and generate coop-
erative international arrangements to address this problem. In the
coming months, I intend to work very closely with the Council; es-
pecially assisting in the development of initiatives to ensure that
the private sector is moving forward with necessary dispatch.

Meanwhile, Congress, not just the Science Committee and the
Government and Reform and Oversight Committee, but also a
number of other committees, will continue to hold hearings to de-
termine the scope and impact of thgrﬁroblem on the American pub-
lic and to monitor agency progress. The Council and Congress must
jointly seek solutions. It’s clear that we can’t meet a new era of op-
gortunity if 2 years from now our Nation’s computers are moving

ackward instead of forward. We must create a new paradigm of
collaboration or we all know that we’re facing an unforgiving dead-
line and time is running out. The American people are expecting
no less from us, and I yield back, Mr. Chairman, and thank you
also for the kind of gargantuan work that you have undertaken
also with regard to correcting this problem.

[The prepared statement of Hon. Constance A. Morella follows:]
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Today we are heralding the beginning of a new era in our nation’s
ability to timely and effectively correct the Year 2000 problem.

With the arrival of John Koskinen to chair the newly created
President’s Council on the Year 2000 Conversion, a ray of hope is now
piercing through the clouds of doubt and gloom that had shrouded over
questions about the readiness of our public and private sectors to be Year
2000 compliant by the beginning of the new millennium.

Mr. Koskinen brings to his new position a level of experience and a
skill for government management that has very few peers.

| am also very pleased that Sally Katzen, with her institutional
knowiedge and background on this issue, has accepted the role of Vice
Chair of the Council.

Additionally, the Council will be well served with the technical
expertise of federal Chief Information Officers and the very capable Office
of Management and Budget staff.

Yet, while | have great faith and confidence in the Council’s abilities
and motivation to get the job done by the immovable deadline of January 1,
2000, | just hope it’s not too late.

The job before the Council is both gargantuan and thankless, and
the Executive Branch, to paraphrase Robert Frost, still has many promises
to keep and miles to go before it can sleep.



1 don’t need to remind the Council that as we ring in the 21st
Century, we will be ushering in the mother of all computer glitches -- ane
which could cripple critical government functions, such as air traffic
control systems, veterans’ benefits, Social Security, and student loans, as
well as the everyday conveniences of modern life, like home security
systems, video recorders, and elevators in high-rise buildings.

It is clear that without greater urgency and aggressive agency
management, federal agencies are at risk of being unable to provide
services or to perform functions that are critical to their mission and vital
to the American public.

The reports that we have received from federal agencies, and our
own Congressional reviews, are quite disturbing, prompting many to grimly
cast dire predictions about the failure of the government and industry to
operate effectively on the first business day of the new millennium,
Monday, January 3, 2000.

That is why we have urged the President for over a year to forcefully
attack this impending catastrophe.

We repeatedly appealed to him to create a Year 2000 Czar with the
mandate of making solving the problem the highest priority for both the
public and private sector.

At last, with his Executive Order forming the Council, the President
has finally given this issue the attention it deserves.

Now that this important step has been undertaken, | am looking
forward to working collaboratively with the Council to do everything we
can to avert catastrophic failure of government and industry computer
systems.

Minimizing the Year 2000 problem will require a major technological
and managerial effort.

Not oniy must the Council act to ensure that no critical federal
program experiences disruption because of the probiem, but it must also:
assist state and local govemments; cooperate with the private sector in
important national and local systems, including the financial,
telecommunications, health, transportation, and energy sectors; as well as
communicate with our international allies to raise awareness and generate
cooperative international arrangements to address the problem.
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In the coming months, | intend to work very closely with the Council,
especially assisting in the development of initiatives to ensure that the
private sector is moving forward with necessary dispatch.

Meanwhile, Congress — not just the Science Committee and the
Government Reform and Oversight Committee, but also a number of other
committees — will continue to hold hearings to determine the scope and
impact of the problem on the American public and to monitor agency
progress.

The Council and Congress must jointly seek solutions.
It is clear that we cannot meet a new era of opportunities, if two
years from now, our nation’s computers are moving backwards instead of

forward.

We must create a new paradigm of collaboration, for we all know that
we are facing an unforgiving deadline and time is running out.

The American people are expecting no less from us.
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Mr. HorN. I thank the gentlewoman and now yield to the rank-
ing minority member on the Subcommittee on Government Man-
agement, Information, and Technology. We're glad to welcome Mr.
Kucinich of Ohio.

Mr. KuciNicH. Thank you, Chairman Horn, and as a courtesy, I
would like to yield, first, to the ranking member of the subcommit-
tee on Technology, Congressman Barcia of Michigan.

Mr. BARCIA. Thank you very much, Mr. Chairman, and I want
to thank you, Mr. Kucinich. I want to welcome everyone to this
morning’s hearing, and I want to commend you for making it here
so early. I want to congratulate Mr. Koskinen on his new position
as Chair of the President’s Council on the Year 2000 Conversion.
He has a challenging and daunting task before him.

I am particularly pleased by the administration’s recent efforts
to coordinate its activities with States and other parties which ex-
change date sensitive information with the Federal Government.
There is a hipgh degree of information and system interdependence
between the Federal, State, and private sectors. These interdepend-
encies increase the risk that a cascading wave of failures or inter-
ruptions of essential services could occur. The latest OMB quar-
terly report and GAO’s latest assessment indicates much work has
been done and that much work remains to be done.

I am encouraged by the administration’s efforts to develop a
more comprehensive Y2K plan as well as moving compliance dead-
lines forward. The council has laid out an ambitious agenda with
not much time to complete it. However, at this point, these are just
plans, and the devil will be in the implementation details.

Our two committees have been at the forefront of raising aware-
ness of the Y2K problem and, in general, we have been very critical
of the administration’s efforts. In preparing for this hearing, I
wanted to know what Congress is doing to address the Y2K prob-
lem in its own computer systems. I reviewed the House Inspector
General’s reports on House efforts to fix its computer systems, and
I was dismayed by what I learned.

According to a December 1996, IG report, House Information Re-
sources does not have a plan to address the year 2000 issue. In a
followup report issued almost a year later, the Inspector General
found that HIR has not established effective project management
controls; met general Government year 2000 milestones; prepared
a comprehensive year 2000 plan covering critical stages of the ini-
tiative or disposition of all systems; adequately estimated the year
2000 initiative costs or budgeted sufficient funds; sufficiently co-
ordinated year 2000 efforts with external groups; incorporated year
2000 warranty language in its procurement contracts to guarantee
compliance on future information technology purchases; and se-
cured software tools or contracts for support to assist in the conver-
sion effort.

I understand that HIR has hired a year 2000 coordinator subse-
quent to the latest IG report and that a comprehensive manage-
ment plan will be completed shortly. However, once again, the devil
will be in the implementation details.

These two IG reports indicate that we are behind the curve in
addressing the Y2K problem. If we intend to take a leadership role,
we must lead by example and get our own house in order. Many
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of the criticisms leveled at the administration are the same failings
of House efforts. I hope that we will spend as much time critically
evaluating our own strategies to fix House computer systems as we
have been of the administration’s efforts.

The year 2000 computer problem is not a Republican versus
Democratic issue. It is not an administration versus Congress
issue. The Y2K issue is a technical problem which unless it is fixed
in both the executive and legislative branches will seriously com-
promise the Government’s ability to serve the people who elect us
to office and who pay their taxes. Thank you, Mr. Chairman.

[The prepared statement of Hon. James A. Barcia follows:]
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Statement
Hon. James A. Barcia

Subcommittee on Technology
Government Wide Year 2000 Issues and the Department of Treasury

18 March 1998

I want to welcome everyone to this moming’s hearing and I want to commend you for
making it here so early.

I want to congratulate Mr. Koskinen on his new position as Chair of the President’s
Council on Year 2000 Conversion. He has a challenging task before him. I am
particularly pleased by the Administration’s recent efforts to coordinate its activities
with States and other parties which exchange date-sensitive information with the federat
government. There is a high degree of information and system interdependence
between federal, state, and private sector. These interdependencies increase the risk
that a cascading wave of failures or interruptions of essential services could occur.

The latest OMB quarterly report and GAO’s latest assessment indicates much work has
been done and that much work still remains. I am encouraged by the Administration’s
efforts to develop a more comprehensive Y2K plan, as well as moving compliance
deadlines forward. The Council has laid out an ambitious agenda with not much time to
complete it. However, at this point these are just plans and the devil will be in the
implementation details.

Our two Committees have been at the forefront of raising awareness of the Y2K
problem and in general, we have been very critical of the Administration’s efforts. In
preparing for this hearing, I wanted to know what the Congress is doing to address the
Y2K problem in its own computer systems. I reviewed the House Inspector General’s
reports on House efforts to fix its computer systems and I was dismayed by what I
learned.

According to a December 1996 IG report, “HIR Does Not Have A Plan to Address
The Year 2000 Issue.” In a follow-up report issued almost a year later, the IG found,
“that HIR has not 1) established effective project management controls, 2) met general
government Year 2000 milestones, 3) prepared a comprehensive Year 2000 plan
covering critical stages of the initiative or disposition of all systems, 4) adequately
estimated the Year 2000 initiative costs or budgeted sufficient funds, 5) sufficiently
coordinated Year 2000 efforts with external groups, 6) incorporated Year 2000
warranty language in its procurement contracts to guarantee compliance on future
information technology purchases, and 7) secured software tools or contractor support
to assist in the conversion effort.™ T understand that HIR has hired a Year 2000
coordinator subsequent to the latest IG report and that a comprehensive management
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plan wili be completed shortly. However, once again the devil will be in the
implementation details.

These two IG reports indicate that we are behind the curve in addressing the Y2K
problem. If we intend to take a leadership role, we must lead by example and get our
own House in order. Many of the criticisms leveled at the Administration are same
failings of House efforts. I hope that we will spend as much time critically evaluating
our own strategies to fix House computer systems as we have been of the
Administration’s efforts.

The Year 2000 computer problem is not a Republican versus Democratic issue. It is not
an Administration versus the Congress issue. The Y2K issue is a technical problem,
which unless it is fixed in both the Executive and Legislative Branches will seriously
compromise the Government's ability to serve the people who elect us to office and
who pay their taxes.
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Mr. KuciNICH. Thank you very much, Chairman Horn, and as
the ranking member of this subcommittee, it’s a pleasure to join
with you on this issue. I think that it’s obvious that we have a
practical problem here that needs to be fixed, and if any committee
and any subcommittee can help, it’s this one under the leadership
of the very able Chairman Horn. Certainly, the subtext of this de-
bate is the role of technology in society and government, and I also
wonder as I am reading the testimony and following the evolution
of this problem if it doesn’t raise questions about a crisis in linear
thinking.

We have a challenge of a paradigm shift in the new millennium
and it's certainly going to call for new thinking as well as an eval-
uation of the role that technology has played in the evolution of our
information age. Meeting the challenges presented by the year
2000 conversion will require the commitment of significant re-
sources from both the public and private sectors. The Federal Gov-
ernment, in particular, must take a leadership role. It’s not enough
that the Federal Government fix its own systems, the Government
must also facilitate private sector conversion.

And I commend, once again, Chairman Horn’s leadership on the
year 2000 conversions. Oversight by this subcommittee has served
to increase public awareness of potential problems facing the Fed-
eral Government. Moreover, the GAO has provided invaluable as-
sistance on the Federal year 2000 conversion, and I want to thank
the GAO for its role in that regard.

The President’s recent decision to establish the Council on the
Year 2000 Conversion is a much needed step, and I agree with
Congresswoman Morella’s views on that. This council can provide
high level guidance for executive branch agencies. It will also be
able to develop national policies to assure coordination with other
governments and private sector entities. It will serve as the Fed-
eral liaison to the international community.

Converting all the Federal computer systems requires the atten-
tion and dedication of senior level management within each agency.
Federal agencies currently are addressing the technology changes
that must be made to their systems to minimize disruption by the
century change. However, it appears from the information I've re-
ceived, Mr. Chairman, that they’re not all working quickly enough
to complete their tasks by the year 2000. Many agencies have only
just begun to identify noninformation technology systems such as
building security, telecommunications, heating, transportation sys-
tems that present conversion problems. Now, computer chips em-
bedded in personal computers, printers, phones, vehicles, weapons
systems, laboratory equipment, or other machinery must be located
and modified if they’re noncompliant.

Some of the most significant issues involve the ability of the Gov-
ernment to prioritize its systems so that mission-critical systems
will not suffer undue disruptions. Agencies should consider the
need for independent verification and validation of their systems
and assure efficient time for end-to-end system testing. Coordinat-
ing data exchanges with other public and private entities, and as-
suring seamless transitions across agency jurisdictions will be a
Governmentwide challenge. Retaining qualified year 2000 staff ca-
pable of converting systems at each agency is going to be essential,
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and we have to recognize it’s also going to be difficult, but staff is
going to be critical to this.

Moreover, as we move toward the next millennium, certain vital
economic sectors may fall behind in their year 2000 conversion. The
Federal Government must be prepared to prevent a potential na-
tional crisis arising from a failure of an economic sector such as the
utility industry or the banking community.

Mr. Chairman, it is crucial that we succeed. To fail, would jeop-
ardize the health and the safety of Americans. Benefit checks, upon
which so many Americans rely, could be delayed or could be erro-
neous; air travel could be impacted; missile systems can be af-
fected; electric power could be interrupted; phone service could be
disturbed. Clearly, the potential consequences can be enumerated
far into the future. They’re far reaching; they’re dramatic.

I, once again, want to thank the chairman and all the witnesses
who are here today for their hard work on the year 2000 conver-
sion. I look forward to a productive working relationship, and,
again, thank you very much, Mr. Chairman.

[The prepared statement of Hon. Dennis J. Kucinich follows:]
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The Honorable Dennis J. Kucinich

Opening Statement
“Oversight of the Federal Government's Year 2000 Efforts”

Meeting the challenges presented by the Year 2000 conversion will
require the commitment of significant resources from both the public and
private sectors. The federal government, in particular, must take a
leadership role. It is not enough that the federal government fix its own

systems, the government must aiso facilitate private sector conversion.

| commend the Chairman's leadership on the Year 2000 conversion.
Oversight by this Subcommittee has served to increase public awareness of
potential problems facing the federal government. Moreover, the GAO has
provided invaluable assistance on the federal Year 2000 conversion.

The President’s recent decision to establish the Council on the Year
2000 Conversion is a much needed step. This Council can provide high
level guidance for Executive Branch agencies. It will also be able to
develop national policies to assure coordination with other governments
and private sector entities. it will serve as the federal liaison to the
international community.

Converting all the federal computer systems requires the attention
and dedication of senior level management within each agency. Federal
agencies currently are addressing the technological changes that must be
made to their systems to minimize disruption by the century change.
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However, it appears that they are not all working quickly enough to
complete their task by 2000. Many agencies have only just begun to
identify non-information technology systems such as building security,
telecommunication, heating, and transportation systems that may present
conversion problems. Computer chips embedded in personal computers,
printers, phones, vehicles, weapon systems, laboratory equipment, or other
mabhinery must be located and modified if they are non-compliant.

Some of the most significant issues involve the ability of the
government to prioritize its systems so that mission critical systems will not
suffer undue disruption. Agencies must consider the need for independent
verification and validation of their systems and assure sufficient time for
end-to-end system testing. Coordinating data exchanges with other public
and private entities and assuring seamless transitions across agency
jurisdictions will be a government-wide challenge. Retaining qualified Year
2000 staff capable of converting systems at each agency will become
increasingly difficult.

Moreover, as we march towards the next millennium, certain vital
economic sectors may fall behind in their Year 2000 conversion. The
federal government must be prepared to prevent a potential national crisis
arising from a failure of an economic sector such as the utility industry or
the banking community.

it is crucial that we succeed. To fail jeopardizes the health and safety
of Americans. Benefits checks upon which so many Americans rely could
be delayed or erroneous. Air travel could be drastically curtailed. Entire
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missile systems may be rendered useless. Power could be interrupted in
the middle of winter. Telephones may go dead. Clearly, the potential
consequences are far-reaching and dramatic.

| thank the Chairman and all the witnesses here today for their hard
work on the Year 2000 conversion. | look forward to a productive working

relétionship.
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Mr. HorN. I thank the ranking gentleman, and I'm going to yield
to Mr. Davis who in turn will yield to Mrs. Morella for the inser-
tion of a statement and a comment.

Mr. Davis. I'd be happy to yield to my friend from Maryland.

Mrs. MORELLA. Oh, I thank you. I thank the gentleman for yield-
ing. I really was going to ask my good friend, Mr. Barcia, to yield,
but it went too quickly, because I heard him comment on the fact
that we, in Congress, are derelict in moving to become more com-

liant, and I have a statement here which I would like to ask to
¢ inserted in the record, Mr. Chairman.

Mr. HORN. Without objection, so ordered.

Mrs. MORELLA. Basically, it says the GAO is working with Mem-
bers, committees, and offices of the House to make sure that per-
sonal computers, the software running on them, and other office
equipment are compliant and all House supported software, with
one exception. Lotus 1-2-3 accounting is already year 2000 compli-
ant and software necessary to check the basic input, output system,
the 10S, our personal computers have been selected; will be made
available to all House offices. Just synopsizing, basically, there is
a strategy. We have selected a full-time year 2000 project manager.
That was done on September 29, 1997. A year 2000 project team
has been established as well. There’s a Technology Coordination
Task Force [TCTF] to coordinate technology projects and to ensure
interoperability of GAO systems. A TCTF also oversees of the work
of the year 2000 project manager. So, we have a methodology bases
on government and private industry. We have a baseline pro-
gram—the baseline program will be due March 31, 1998.

All of this, and wﬁat we will have in the record, Mr. Chairman,
will point out that we are in a stage of readiness and do have that
strlaé:egy, so Congress will be ready, and I thank the gentleman for
yielding.

[The information referred to follows:]
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House of Representatives Year 2000 Activities

CAO is working with Members, Commuttees and Officers of the House to make sure that
personal computers, the software running on them and other office equipment are
compliant. All House-supported software, with one exception (Lotus 1-2-3 accounting)
15, already, Year 2000 compliant. Software necessary to check the basic input output
system (BIOS) of personal computers has been selected and will be made available to all
House offices. This will enable every personal computer at the House to be checked
and, if non-compliant, either upgraded or replaced well before the year 2000. All
suppliers of other date-sensitive equipment, such as telephones, office copiers, fax
machines, pagers, and the like, have also been contacted and a comprehenstve vendor
report is being prepared. A comprehensive Member and Committee office outreach
campaign will begin in May, 1998.

Generally, have completed the assessment phase and are into the renovation and
validation phases of the program:

--Completed renovation of the Legislative Information Management System, a
key system used by the Clerk to track and report the business of the House
Validation testing 1s under way.

--Contracted with Booz-Allen & Hamilton to undertake a requirements/needs
analysis and busmess process engineering study on the House payroll system
which is not Y2K compliant. Completion of both due by mid-April.
Concurrently, an interim contingency Y2K fix for the present payrol} system is
being tested jointly by House Information Resources and the House Inspector
General

--Contracted with Grant Thornton to undertake a requirements/needs analysis and
business process re-engineering study on the House inventory systems which are

not Y2K compliant. Both have been completed and the House expects to issue a

Request for Proposals in March.

--Completed renovation of 5 other major mainframe applications (House
Recording Studio, Lobby, Photography, Labels and Financial Disclosure) that
will need to run until the mainframe migration is completed. All services
requiring renovation are scheduled for completion by the end of 1998

--Begun migration of Member Information Network (MIN) and ISIS services and
will have over 40 of the 150 services migrated by the end of March, 1998 The
remaining are on schedule for migration by the end of calendar 1998.

Selected a full ime Year 2000 project manager on September 29, 1997. A Year 2000
Project team has heen established as well.

Formed a Technology Coordination Task Force (TCTF) to coordinate technology
projects and ensure interoperability of CAO systems. TCTF also oversees the work of
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the Year 2000 project manager.

Adopted a Year 2000 methodology based on Government and private industry best
practices. Conducted training in project management methodology for Year 2000
projects

Developed System Development Life Cycle procedures for all CAO technology projects.
This will ensure good business practices in all renovation or replacement for Year 2000
work as well as all other technology activities.

Marshaled CAO-wide resources for the Year 2000 effort and established specific
responsibilities for the 31 major projects that comprise the bulk of the Year 2000 work.
Conducting ongoing project review meetings for those 31 projects to identify any
obstacles to completion of responsibilities on time.

Developed a standard for information exchanges within the Legislative branch and
coordinating all exchanges outside the legislative branch to ensure operability with all
partners who rely on data exchanges with the House.

Completed a program assessment, December 24, 1997, of the House’s Y2K program and
identified the critical next steps. Identified 718 systems for the assessment

Developing a baseline program plan, due March 31, 1998, to schedule all required
activities for the year 2000 program. This plan will be the baseline for measuring
performance in the future.

(March 17, 1998)
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Mr. Davis. Well, thank you, Mrs. Morella, I appreciate you mak-
ing those points, because I was going to make them myself. It’s in-
teresting that Congress—and I appreciate the gentleman from
Michigan raising these issues—we had a full-time Y2K coordinator
before the Federal Government, and, yet, we're not nearly as inter-
connected or as dependent, and I hope that the House Oversight
Committee that has jurisdiction and not these committees will con-
tinue to stay on top of that situation.

Just a couple quick points, because I want to get to the cast we
have. First of all, to Mr. Koskinen, I can’t think of a better person
for the administration to bring in at this time. You're very well re-
spected up here. I just think it’s a huge task ahead of you, because,
in my judgment, going in, talking to agencies and people, there are
some agency heads who give them lip service but still don’t seem
to get the enormity of this problem and the cost.

Because we have delayed so long and we’re bidding up the cost
of programmers and the like, these costs are going to be far more
significant, I think, than they had to be and that maybe we had
earlier anticipated, but I think there’s still time, and we just will
pledge to you up here we’re going to work with you in every way
to try to make sure that this gets completed, at least the critical
things. There will be some small details that probably dont get
ironed out for years, but if we can get the critical path laid here;
get plenty of time for testing, particularly, with State and local gov-
ernments who are behind the Federal Governments in some ways
but we talk to on a daily basis and interconnect with and run some
of those and get the bugs out there, I think that will be significant.

I know welll talk, today, about the embedded chip problem in
some of the %rograms and the equipment that we have purchased
and how we handle that, but the testing helps work through some
of those issues as well. I just look forward to the hearing today,
which I think is going to be informative and will continue to keep
us on the right track and we’re just really glad to have you on
board. Thank you. I yield back.

Mr. HorN. | thank the gentleman, and now I'd like to ask does
Ms. Stabenow of Michigan or Mr. Gordon of Tennessee have any
comments to make?

Ms. STABENOW. Thank you, Mr. Chairman. I would, first, yield
a moment to my good friend from Michigan, Congressman Barcia.

Mr. BARCIA. Mr. Chairman, I would request, also, that informa-
tion be submitted for the record, and it would be the audit report
of the General Accounting Office dated December 12, 1997, in
which my comments were lifted directly from this report, and I'd
just like to have it submitted for the record——

Mr. HORN. Without objection.

Mr. BARCIA [continuing]l. And I think that we, in the Congress,
ought to lead by example and work with the administration.

[The information reterred to follows:]
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Fohn VL Raindart [V
Jusprerae Several
®ftice of Ingpertar Seneval
©.5. Bouse of Repregentatives
WHaghington, /L 20515-9960
MEMORANDUM
TO: James M. Eagen IlI
hief Administrative Officer
FROM; W. Lai

DATE: December 12, 1997

SUBJECT:  Audit Report - Despite CHO And CAO Mandates, HIR Has Not Begun
Development Of A Mainframe Migration Plan (Report No. 97-CAQ-13)

This is our final report containing the results of our audit of HIR's mainframe migration plan.
The original objecrive of this audit was to evaluate the adequacy and effectiveness of HIR 's
mainframe migration planning process. However, preliminary survey work revealed that there
was no mainframs to client/server migration plan, nor wers there any known long-term planning
efforts related to this issue. As a result, the oniginal objective of this audit was revised to (1)
identify the course of management actions that have led up to this condition, and (2) determine
their effects. In this report. we noted inconsistencies with regard to mainframe migration that
involve planning, budgeting, communications, and a general misconception regarding the
Committee on House Oversight’s (CHO) intentions with regard to mainframe migration. Asa
result, the House is now in a position of having to first implement costly Year 2000 solutions,
and then readdress migration for these very same legacy systems, rather than accomplishing both
1asks in unison, as originally envisioned.

{n response to our July 18, 1997 draft report, your office fully concurred with our findings and
recommendations. Your October 14, 1997 management response is incorporated in this final
report and included in its entirety as an appendix. The corrective actions taken and plamed by
your office are appropriate and, when fully implemented, should adequately respond to the
recommendations. Further, the milestone dates provided for implementing corvective actions
appear reasonable,

We appreciate the courtesy and cooperation extended to us by your staff. If you have any
questions or require additional information regarding this report, please call me or
Robert B. Frey III a1 (202) 226-1250.

cc:  Speaker of the House
Majority Leader of the House
Minority Leader of the House
Chairman, Commiter on House Oversight
Ranking Minority Member, Committee on House Oversight
Members, Commirtee an House Oversight
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DESPITE CHO AND CAO MANDATES,
HIR HAS NOT BEGUN DEVELOPMENT OF A
MAINFRAME MIGRATION PLAN

I. INTRODUCTION

The retirement of the U.S. House of Representatives’ (House) legacy systems was identified as 2 high
priority in the House Information Systems Program Plan (ISPP). This plan noted that the House legacy
systems were outdated and no longer able to support critically important activities effectively. In the one
and a half years since its endorsement by the Committee on House Oversight (CHO), migration planning
attempts have experienced false starts, misleading direction, disagreement, and eventual inaction. In
actuality, there is no mainframe to network-centric or client/sever migration plan. As a result, the House is
now in a position of having to first implement costly Year 2000 solutions, and then readdress migration for
these very same legacy systems, rather than accomplishing both tasks in unison as originally envisioned.
The omission of strategic planning by management resulted in reactive planning practices that limited
management efforts to coordinate and implement timely and cost-effective solutions. Strategic planning
and the lack of management direction, which were cited as internal control weaknesses in our review of
House Information Resources (HIR) management', appear to be the basic problems with respect to the
mainframe migration initiative as well.

Background

At the start of the 104® Congress, a vision was established by the Speaker for a CyberCongress. The vision
involved transforming the House from its reliance on cumbersome, paper-based information, to an
institution supported by universally available electronic information. Once implemented, it would remove
restrictions of time and space for Members, Committees, and staff, allowing them the flexibility to perform
their work at the best time and place. At the same time and using the same technologies, timely access to
House information and activities would be available. At the request of the Speaker, a special group was
formed by the CHO and named the Computer and Information Services Work Group (CISWG). This
Group, which was comprised of three Members, concentrated its efforts primarily on computer rechnology
and infrastructure issues and reported directly to the CHO. On November 13, 1993, the CHO approved, in
concept, the House Information Systems Program Plan presented by the CISWG. The ISPP, and the
accompanying resolution, were intended to provide HIR the impetus for translating the Speaker’s
CyberCongress vision into reality.

Through the ISPP, the CHO had requested HIR to identify the elements surrounding the retirement of, and
migration from, the mainframe computer system. In response, HIR identified mission-critical applications
that would be migrated to a client/server’ architecture based on a network-centric® approach to information

' HIR Management Practices Undermine The House's Abitity To Keep Pace With Technological
Changes (Report No. 97-CAO-09, May 9, 1997).

* Client/server is an architecture in which a system’s functionality and its processing are divided
between the client personal computer (the front end) and a database server (the back end). System
functionality, such as programming logic. business rules, and data management. is segregated between the
client and the server machines. The end user uses the front-end application to request information from
the database server. The database server receives these requests, processes them. and sends the results back
to the client to be displayed.

3 Network-centric, or what is now known as distributed client/server computing, can be defined as
all clients, servers, and Local Area Networks (LAN) being connected and controited through the network
backbone.
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creation, storage, access, and delivery. HIR further stipulated that a migration strategy had to be adopted
prior to retirement of the mainframe. This migration plan would need to answer key questions and identify
critical decision points relating to the establishment of a client/server network in order to ensure support for
the new client/server systems.

The ISPP cailed for the House to begin planning for the retirement of the mainframe legacy systems several
vears in advance of actual replacement. The migration plan would thus need to outline the retirement of the
mainframe processor as well as place a high priority on the retirement of legacy systems, and outdated
desktop systems that would have otherwise continued to drain resources needed for new programs. This
planning effort was especially needed for the [BM mainframe processor, since it was not expected that this
processor would be required to run any mission critical applications once MIN (Member Integrated
Network ), ISIS (Integrated Systems and Information Services), LIMS (Legislative Information
Management System), and FMS (Financial Management System) were replaced. [n the case of the House,
a well-conceived migration plan would be especially important since it had to include not only a plan to
provide continued service for its mission-critical systems until they could be replaced, but aiso a plan for
retiring formal agreements with outside clients, such as the General Accounting Office (GAO) and the
Congressional Budget Office (CBO), as well as provide alternative services for those systems, such as the
National Change Of Address (NCOA), that are not regarded as mission-critical.

Objective, Scope, And Methodology

The original objective of this audit was to evaluate the adequacy and effectiveness ot HIR's mainframe
migration planning process. However, preliminary discussions with the Directors of Integration and
Enterprise Computing, as well as follow-up discussions with the Associate Administrator, HIR *
(hereinafter referred to as the Administrator), revealed that there was no mainframe to client/server
migration plan, nor were there any known long-term planning efforts related to this issue. As a result, the
original objective of this audit was revised to (1) identify the course of management actions that have led
up to this condition, and (2) determine their effects. The audit was conducted from April 18, 1997 to July
53,1997

We interviewed staff members in the Clerk’s Legislative Computer Systems Office; the Acting Associate
Administrator, as well as the Director of Budgeting for the Office of Finance; the Acting Associate
Administrator for Media and Support Services: and the Legal Counse! within the Office of the Chief
Administrative Officer (CAO). We also interviewed the Administrator, Group Directors, and selected staff
in HIR. We visited and conducted interviews with the Director, Information Systems Services and staff,
for the Small Business Administration, as well as the Information Systems Audit Manager for the Federal
Home Loan Mortgage Corporation - Freddie Mac.

We conducted this audit in accordance with the Government Auditing Standards prescribed by the
Comptroller General of the United States and included such tests as we considered necessary under the
circumstances. While we are aware that the House is not required to follow Executive Branch guidance,
we applied this guidance, as well as standard industry practices. because we believe they establish a
reasonable framework or reference for best management practices.

Internal Controls

During this review, we evaluated internal controls over management practices and the planning process
involved in the development and implementation of HIR’s mainframe migration pian. The internal control
weaknesses we identified are discussed in the Results of Review section of this report.

* It should be noted that the Associate Administrator at the time of this audit resigned on August 4,
1997,



Prior Audit Coverage

Improvements dre Needed In The Management And Operations Of The Office Of The Chief Administrative
Officer (Report No. 96-CAO-15, dated December 31, 1996). One of the areas reviewed during this audit
was the HIR mainframe migration project. This resulted in a determination that additional research in this
migration project was required. The audit report recommended the CAO conduct a comprehensive needs
and cost/benefit analysis to determine the best approach to mainframe migration, and adopt an
implementation plan that balances the need for an aggressive timeline with user needs, hardware and
software, personne! and budget requirements. The Acting CAO concurred with the recommendations and
indicated that HIR will adopt an implementation plan based on the migration strategy and direction
provided by the CHO using the analysis which HIR would provide by March 1, 1997. During follow-up
discussions with the Administrator, we were told that HIR had not performed a needs and cost/benefit
analysis and had no plans to do one in the future.

HIR Management Practices Undermine The House’s Ability To Keep Pace With Technological Changes
{Report No. 97-CAO-09, dated May 9, 1997). Among the significant points identified in this audit report,
we noted that HIR had not fully implemented fundamental management practices or established a fully
functional information systems planning process. The related audit recommendations directed the CAO to
develop a detailed HIR strategic and operational plan based on the ISPP vision, adopt a more proactive
leadership approach that requires formal communication and documentation of key decisions; develop and
implement a mix of effective control mechanisms that ensure compliance with management-approved plans
and policies; and formalize the process and improve the information and reports provided to upper
management to facilitate more informed decision-making. With regard to the problems involving planning,
we recommended the CAQ establish a formal, integrated planning and budgeting policy that requires
management involvement at all levels; and formulate a comprehensive HIR budget package that links
individual Groups' budgets and operational plans according to the swategic objective(s). The Acting CAO
fully concurred with these findings and the accompanying recommendations and indicated that corrective
actions have been initiated for some areas and are planned for the remaining areas.

II. RESULTS OF REVIEW

Contrary to a key recommendation in the ISPP and a proviso of the CHO's November 1995 House
Resolution that HIR develop a mainframe migration plan, no such plan exists today. Furthermore, our
review disclosed that (1) neither HIR nor the CAO provided a response to the original CHO Resolution
requesting a mainframe retirement issue report; (2) the CAQ justified procurement of a smaller mainframe
processor indicating it was an integral part of the House’s mainframe migration plan; (3) HIR’s FY98
budget request included an increase of $323,000 to migrate services from the mainframe to a 3-tier
client/server architecture in FY98, despite the fact that there is no migration plan; (4) HIR management
ignored the CAQO’s agreement to prepare a comprehensive needs and cost/benefit analysis to document the
agreed upon migration plan; and (5) HIR's Associate Administrator at the time of this audit considered the
question of retiring the mainframe an open policy issue. As a result, the House is now in a position of
having to first implement costly Year 2000 solutions, and then readdress migration for these very same
legacy systems, rather than accomplishing both tasks in unison, as originally envisioned.

CHO Directives End [n False Starts

wr
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HIR was directed by the CHO Resolution to submit a report on the specific issues that must be addressed in
order to retire the IBM mainframe system following retirement of the major legacy systems (MIN, ISIS,
LIMS, and FMS). The ensuing HIR draft report, dated September 3, 1996, was submitted to the CAO for
review prior to submission to the CHO. In its report, HIR recommended that prior to the retirement of the
mainframe, the House should adopt a client/server migration strategy that included applications on the
mainframe, support for external customers, and pre-retirement maintenance issues for the mainframe.
However, the then CAO’s response to HIR, dated October 1, 1996, rejected the report noting that it lacked
“... an objective cost and time-driven presentation of concrete alternatives.” The then CAO noted that he
would recommend to the CHO the retention of a reputable outside organization to provide a mainframe
retirement plan to replace the mainframe applications with commercial off-the-shelf (COTS) clientserver
solutions in the shortest possible time-frame. Subsequent action on the part of the then CAO to formally
request approval from the CHO to implement this recommendation was never carried out. These false
starts and inactions indicate that the existing HIR and CAQ management oversight process was inadequate
to ensure that the goals and objectives were accomplished.

HIR Procurement And Budget Documents Misrepresent HIR's
Mainframe Migration Position

In November 1996, a $257,319 purchase order request from the CAO was approved by the CHO
authorizing the replacement of the mainframe processor with a smaller and less expensive CMOS*
mainframe processor. The justification given by the CAO was that this proposal was an integral part of
“... the mainframe migration plan to be forwarded by December 15, 1996.” Though the purchase order
was approved and the CMOS processor instalied, we found no further correspondence between the CAQ
and the CHO regarding the mainframe migration plan.

During our HIR management review, the HIR Strategic Planning manager told us that HIR’s position was
that no formal decisions concerning whether or not to migrate from the mainframe had been made. This
appears to be in conflict with the HIR FY98 budget proposal® which states that a $323,000 increase in the
Integration Group’s budget would be ... to migrate services from the mainframe to the 3-tier clientserver
architecture in FY98.” When we pointed out this discrepancy, HIR officials indicated that the increase was
primarily due to the request for contract services for the Year 2000 conversion effort. However, the Office
of Finance’s Budget Director told us that they thought the funds were earmarked for the client/server
solution as documented in the budget request. When we informed the Budget Director of HIR's response
to that question, he noted that other funds were clearly identified in the budget for Year 2000 purposes, and
this was the first Budget had heard of this claim by HIR.

The justification provided for the $257,319 purchase order for the CMOS server and the $323,000 budget
increase for a migration effort that does not exist. certainly brings into question the degree of reliability the
House can place on prior HIR budget requests--the justifications were not what they appeared to be.

House Strategic Vision Of Retirement And Migration Of House Legacy
Svstems Disputed By HIR Management

The then Administrator stated that the Year 2000 pian was, in fact, a migration plan whose objective was to
move toward a network-centric environment. He also told us that part of the Year 2000 plan was to
conduct a cosf/benefn analysis for each mainframe system and decide the best course of action to take, i.c.,
grate to /server platform, ce to her agency, or remain on the HIR mainframe. There
was some confusion, however, in that the Year 2000 project leader informed us that there were no
resources available to carry out such an analysis. Furthermore. when asked his opinion as to whether a
formal decision had been made to retire the mainframe, the then Administrator stated “that prior political

* CMOS--Complementary Metal Oxide Semiconductor IBM Multiprise 2000 Model 135

enterprise server.
*HIR Budget Justifications Fiscal Year [998, fntegration Group, Fiscal Year 1998 Non Personnel

Budget Request. p.28.
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decision makers called for a retirement of the mainframe and movement toward a client/server
environment; this political decision was made prior to my tenure at HIR.™ In his opinion, “the question of
retiring the mainframe is still an open policy issue.”

When questioned about the short- and long-term direction of House application systems in relation to the
client/server platform, the then Administrator responded by restating that the Year 2000 process would
address the overall migration plan. He added that no one had been pushing him to get off the mainframe,
but they had been pressing HIR on the Year 2000 issue. We reminded him that the directive to retire the
legacy systems had been outstanding since November 1995. Even so, he commented that a significant
client/server migration would not be considered by HIR before all systems are made Year 2000 compliant,
since they were understaffed and facing an issue that could not be postponed. Ironically, the Year 2000
project and associated costs may have been avoided or mitigated somewhat if the migration issue had been
addressed as originally directed.

In response to the audit report on the Office of the CAQ, ® the Acting CAO directed HIR to prepare a
comprehensive needs and cost'benefit analysis to document the mainframe migration plan to be presented
to the CHO by March 1, 1997. The Acting CAO further stated that HIR will adopt an implementation plan
based on the migration strategy and direction provided by the CHO using this analysis. During follow-up
discussions with the Director of Integration, he acknowledged that he was unaware of these directives and
that there were no resources available to work on such an analysis. During similar discussions with the
then Administrator, it was noted that HIR had not performed a needs and cost/benefit analysis and had no
plans to do one in the future.

Missed Migration Opportunity Leaves House
With Limited And Costly Options

The most i di q of the ab of a House migration plan is the limited options available
to management regarding the Year 2000 problem. Instead of solving this issue with a proactive approach
as originally envisioned, is left with ive, short-term solutions. As a result, the Year 2000

initiative will now have to be undertaken with 2 sense of urgency. [n addition, management may be forced
to implement systems that neither fully meet user needs nor are cost-effective.

The Year 2000 plan has identified the projected disposition of the mainframe legacy systems as either (1)
t ining on the mainfv {Group A}, (2) being replaced with a COTS client/server system, outsourced
or retired (Group B); (3) migrating to a desktop system (Group C); or (4) those servicing outside client
systems such as CBO, GAO and ProPAC’. Figure | on page 7 depicts each group’s processing usage as a
percent of total processing capacity. (See Exhibit A for a complete list of system names, descriptions and
dispositions.)

The legacy systems in Group A, for example, will remain on the mainframe following Year 2000
modification efforts at an estimated cost of $670,000. Using LIMS as an illustration, the Office of the
Clerk had intended to replace its older system with a client/server system that was to contain improvements
in both business design and operations. This objective, which the Clerk believed would solve the Year
2000 problem as well, was not achieved in time and the House found itself behind on the migration issue
and looking into the face of a fast approaching Year 2000 deadline. As a resuit, LIMS migration has now
been placed on hold awaiting

* Improvements Are Needed In The Management And Operations of The Office Of The Chief
Administrative Officer (Report No. 96-CAO-13, December 31, 1996).

7 The Prospective Payment Assessment Commission (ProPAC) is a Congressional Commission
that provides recommendations to Congress for Medicare funding.
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completion of the Year 2000 compliance efforts for the current

system. Failure to take advantage of migration has burdened the

House with both the cost of modification as well as requiring the Unused

continued support of the mainframe system® until these legacy Capacity

systems can eventually be Outside 1%

replaced. Clients Group

%

Of the three legacy systems that make up Group B, the FMS

payroll system and the OSM/OES system have been identified by E-mail
as either repl or outsource candidates and are 23%

included in the CAO’s FY98 budget request at $2 million and

$800,000, respectively. The remaining system, MIN/ISIS is slated

to be retired by the end of 1998 and current functionality replaced System

by Web browsers. With regard to the OSM/OES system, Media Support

and Support Services officials have known since the early 1990°s Overhead

that their system was not Year 2000 compliant. Their solution to Group 26%

this Year 2000 problem, as well as how they intend to address B

overall system improvements, is replacement. Howevcr at this 32%

late date, such fund ! SDLC practices as assigt

responsibility for the project, conductmg a current

needs/requirements analysis, as well as the naming of a project Figure 1 - Current Mainframe Processing Usage

manager and team has yet to be accomplished. This inactivity and

the lack of direction may limit management’s opportunities to choose the most effective course of action,
thereby resulting in a potential stop-gap interim solution, where the new system selected does not
adequately meet management’s needs, and may need to be replaced. The Ad Hoc systems contained in
Group C (see Exhibit A) are currently scheduled to be mi dto me Desktop systems. Since the
type of systems contained in Group C are Ad-Hoc, and therefore by definition only are used on a periodic
basis, they are not included in the mainfi prcC statistics. Also representing a
significant p ge of mainfr ing usage is thc current mainframe E-mail system, which is
scheduled to be removed within the 1997 calendar year. The category identified as System Support
Overhead, represents those execuuve systems such as the operating and communication systems for
example, that support and mail the application systems. Finally, the Unused Capacity category

(currently 11 percent) represents that potion of the mamfmme processor that is not being used.

Final Mainframe Disposition
Requires Careful Management Analysis

The Group A application systems depicted in Figure 2 are the only systems that will without question
reside on the HIR mainframe after the Year 2000 project is completed, with the possible exception, albeit
temporary, of the FMS payroll and OSM/OES systems if they are not replaced before the deadline. With
the backdrop of such management directives as the House Resolution, and the CAO audit response to the
OIG audit of the CAO, management needs to identify benefits to be derived from these systems with
respect to future user needs and their continuing support costs. As an example, one might question the
purpose for continuing to support such minor systems as the Photography or Recording Studio systems on a
mainframe platform when there may well be other, less costly and more effective options available.

*The replacement of HIR’s large scale mainframe with the CMOS server (which is actually a
small mainframe) resulted in a change in processing capabilities from 114 mips (millions of instructions per
second) to 77 mips. HIR has the option of reducing the CMOS’ prc ing capacity even lower - to 55
mips - but (a) has not done so and (b) does not have a documented, short-term strategy for doing so.
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The House’s primary purpose for leasing computer resources is to supplement costs by maximizing excess
capacity, not to provide computer services for outside clients. However, using FY92 as the baseline as

noted in Figure 3, the benefit of the revenue

generated by the House mainframe system has steadily declined from a high of $12.7 million to a projected

revenue of $2.8 million in FY98. This declining
revenue is in stark contrast to the increasing unused
processing capacity of 65.7 percent’. Figure 4 on
page 9 shows costs and revenues for continuing the
support of the mainframe. These numbers were
obtained

from the CAQ’s proposed FY98 budget and
costs/revenue estimates that were supplied by HIR
officials. They show that the continued use of the
mainframe will have an estimated annual cost of
$4.9 miition for FY98. The downsizing of the
mainframe processor to the current CMOS
processor (with its associated system software), as
well as the replacement of the direct access storage
devices with new RAID (Redundant Array Of
[nexpensive Disks)

$14.0 127 12

$12.0
$10.0
$8.0
$6.0
$4.0

$2.0

FY 92 FY 93 FY 94

FY 95

Unused Group A
Capacity 5%
86%
System
Support
Overhead
26%
Outside
Clients

3%

Figure 2 - Mainframe Processing Usage After
Completion Of The Year 2000 Project

FY 96

FYS?7

FY 98

Figure 3 - Mainframe Revenues'’ (5000,000) for FY92 thru FY98

technology, has resulted in an estimated overall decrease in system support costs of $516,000 (see total
support costs in Figure 2). Therefore, the projected net expense for continuing the support of the mainframe
and the remaining systems for FY98 will be approximately $2.1 million.

® 1t should be noted that the total capacity of the HIR CMOS processor is based on the current
1997 configuration of 77 MIPS (million instructions per second). HIR has anticipated that the future
configuration of the CMOS processor will allow for a decrease in total MIPS, thereby lessening support

COSts.

'® Source: Legislative Branch Appropriations for 1995, Hearings Before a Subcommittee of the
Committee on Appropriations, House of Representatives; H.L.S. Funding History FY92 thru FY95;
Enterprise Computer Group. estimated revenues for FY96 thru FY98.
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Revenues Generated .5y <% < 5 RFY 9T W 2 A RY 98 S 1|
GAO, Social Security Administration - NCOA, CBO, ($2,900,000) (52,800,000)
ProPAC
Total Revenue (52.900,000) ($2,800,000)
Systems Supporf Costs TS0 VIS N RIas:
System Hardware / Software’ ' 2,528,000 2,012,000
vTAMT 22,560 22,360
NCOAT 120.000 120,000
MONIES 50,000 50,000
Total Support Costs . 3,720,560 2,204,560
[EPersonn el Costs (EEES NSRRI uarn e 28y
Enterprise Computing 1,530,000 1,530,000
Integration 1,586.250" 1,163,250"
Total Personne! Costs 3,116,250 2,693,250
Total Costs . 35,836,810 4,897,810
[ Net (BconeVExpense R R ety - £ | s Ve 2,936,810 [l X V9T B0

Figure 4 - Estimated Mainframe Costs for Fiscal Years 1997 and 1998.

Although support costs have recently decreased, the Year 2000 project as now planned, will resuit in the
House having to retain the mainframe system well into the first decade of the 21* century. Rather than
having solved both these issues in one step, the House will now be forced to address the migration process
in a costlier, multi-step approach later on. As an example, HIR management estimates that the LIMS
system will need to continue to reside on the mainframe system to at ieast 2004, when it is anticipated to be
migrated to a LIMS client/server system.

Conclusion

The issues discussed in this report demonstrate the negative q that the ab of a viable
strategic plan has had on HIR. These events began with the stili outstanding CHO request for analysis of
the retirement of the mainframe; to the short-term and costly solutions contained in the Year 2000 project;
and ended in HIR management’s indecisiveness regarding the furure direction of House information
systems. As cited in our HIR management review, the underlying cause for these deficiencies implies a
lack of strategic planning, as well as 2 direction and oversight that would be used to guide
HIR’s information management teams. As documented within this audit report, and culminating with the

'! These figures have been reduced by the annua! cost for the NCOA system, since this cost is
displayed separately within the table.

" Virmial Telecommunication Access Method - A set of programs that maintain control of the
communications between terminais and application programs running under certain operating systems.

' As a result of the automated correction processes contained within the NCOA system (e.g..
detection of duplicate addresses), Members of the House have experienced regular mail savings benefits,
tor exampte the House realized a cost avoidance of $3.5 million in calendar 1996,

" This figure represents an adjustment of budgeted/actual personnel costs of the authorized 61
staff for the Integration Group. HIR advised that they have actual staff of approximately 50, of which
approximately 30 are designated as supporting mainframe systems.

'S This figure represents an adjustment of budgeted personnel costs of the documented 61 staff for
the Integration Group. HIR advised that they are in the process of implementing a new reorganization of
the Integration Group, pending formal CHO approved. The new Integration Group will then only consist
of about 22 mainframe support staff.
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then Administrator’s comments that the retirement of the mainframe was stil! an open policy issue, the
issue as to the future direction of the House mainframe migration appears very much undecided.

Recommendations:

We recommend that the Chief Administrative Officer:

1. Assign a project leader with sufficient resources and appropriate authority to determine what has been
done and what still needs to be done with respect to the directive from the CHO regarding

development of a mainframe migration plan.

2. Present the results of the assessment developed in recommendation | to the CHO with
recommendations as to how to proceed.

[

Direct the Year 2000 project leader to incorporate specific mainframe migration issues for
consideration into the current Year 2000 plan.

4. In concert with existing Year 2000 planning and impl ion efforts, develop a mainframe
migration plan and present it to the CHO for approval supported by a comprehensive, in-depth needs
analysis, that reflects the wishes of the House--as elaborated in the ISPP, the CHO November 1995
directive, and/or feedback from recommendation 2 above.

Management Response

On October 14, 1997, the CAO concurred with the recommendations in this finding (see Appendix).

The CAO agreed to implement the recommendations in collaboration with the OIG mainframe migration
study pursuant to the House Report 105-196 (Legislative Branch Appropriations Bill for 1998) on behaif of
the House community. An HIR study group has been appointed and participants have been identified to
work with the OIG to provide a comprehensive data center inventory of all information systems hardware
and software. The HIR study group will work closely with, and assist the OIG with study tasks involved in
estimation of costs of viable technical alternatives for each mainframe system, as well as other tasks that
may be required to complete the mainframe migration study.

An outside contractor has been retained to perform project leadership of the Year 2000 effort. Mainframe
migration issues and recommendations from the OIG study will be taken into consideration, and
incorporated in updates of the Year 2000 implementation plan. Scheduling and deliverables contained
within the Year 2000 implementation plan will adhere to requirements set by the outcome of the mainframe
migration study.

Office of Inspector General Comments

The CAO’s current and planned actions are responsive to the issues we identified and,
when fully implemented, should satisfy the intent of our recommendations.
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EXHIBIT A

Legacy Svstem Descriptions and Disposition

Legacy System | F | Description ] Year 2000 Dispositi
Group A
LIMS - Legislative A composite of mission critical systems that | Remain on mainframe until 2004, then
[nformation support House legisiative data collection and | replace with client/server system
Mar nt System processing functions.

NCOA - National
Change of Address

Supports updates of Member office mailing
lists.

Remain on mainframe, no planned
replacement*

MONIES -
Management of
Nerwork, Income,
Expense, and Services

Supports the collection and pricing of
individual call records from the House of
Representatives System 85 Switch and the
1000 district offices.

Remain on mainframe, no planned
replacement

HIR Inventory

Maintains records of all hardware and
software items acquired by the House offices.

Minor ADABAS system, to remain on
mainframe, no planned replacement

Photography

Billing system for the Office of the
Photographer which charges House offices
for photography services.

Minor ADABAS system. to remain on
mainframe, no planned replacement

Recording Studio

Automated scheduling, tracking and billing
system for the House Recording System.

Minor ADABAS system, to remain on
mainframe. no planned replacement

Lobby Act Provides for tracking and logging of lobbyists | Minor ADABAS system, to remain on
and the quarterly reports they are required to | mainframe, no planned replacement
file.

Parking Tracks parking stickers issued by the Office Minor ADABAS system, to remain on
of the Garage. mainframe. no planned replacement

Group B

FMS Payrol! - Financial
Management System
Pavroli

Supports the House Human Resources Office
with the production of the House payroll.

Either replace with COTS client'server
svstem or outsource

OSM/OES - Office
Systems Management/
Office Equipment
Systems

Supports and maintains the House-wide
inventory system for office equipment.

Replace with COTS client'server
system

MIN/ISIS - Member
{nformation Network /
Integrated Systems and
{nformation Services

A composite of information and research
sources especially designed for House
Members, committees. and staff.

Retire and replace with Web browsers

Group C

Ad Hoc Systems

These systems are only critical to small
groups of users, e.g.. Page Profiles. Franking
Standards, and Press Gallery.

Migrate to desktop systems

“These applications are commercial off-the-shelt sottware (COTS) products.

'* Source of disposition comments is HIR's May 16. 1997 Year 2000 Plan (revised).

10
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Sffice af the
Chizt Adbministrative Stfiter

H.5. bouse of Representatives
EHastingtan, |L 205156860

MEMORANDUM
TO: John W. Lainhart, [V
Inspector General
FROM: Jay Eage:a':"/
Chief Adn¥histrative Qfficer
DATE: o7 14 9%

SUBJECT: Draft Audit Repor - Inspector General Audit

Thank you for the oppertunity to comment on your draft report. The draft audit report, "Despite CHO And
CAO Mandaties. KIR Has Not Begun Development Of A Mainframe Migration Plan™ has been reviewed with
consideration to the four recommendations contained therein. We appreciate the in-depth analysis provided in
the document, and are supportive of the recommendations.

Our specific responses to the recommendations are as follows:

Recommendations:

1. Assign a project leader with sufficient resources and appropriate authority to determine what has
been done and what still needs to be done with respect to the directive from the CHO regarding
development of a mainframe migration plag.

CAO Response: Concur.

Subsequent to the publication of this draft audit report, House Report 105-196 (Legislative Branch
Appropriations Bill for {998) requested that the House Inspector General study this issue “to determine if the
House could be better served in the future by either out-sourcing the operation of the mainframe computer to a
vendor or relocating the final mainframe svstems to another legislative branch agency.”

We would like to collaborate with you on this study on behalf of the House community. In anticipation of our
cotlaboration, an HIR study group has been appointed 1o work with the OIG’s designated leader for the study.
The internal HIR group is made up of the following participants: Dianae Jardan (staff sponsor), Jerry Bohe
(HIR project leader), Sander Zaben, Lea Fowlie, and Jim Daley.

The HIR study group will work with the designated OIG study leader to provide a comprehensive data center
inventory of all information systems hardware and software. The HIR study group will work closely with, and
assist the OIG study leader with study tasks invaived in estimation of costs of viabie technical alternatives for
each mainframe system. The systems under consideration in the audit are:
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Group A Group B Group C External Customers

LIMS FMS Payroll Ad Hoc Systems - Congressional Budget Office
NCOA OSM/OES Page Profiles, General Accounting Office
MONIES MIN/ISIS Franking Standards ~ Prospective Payment

HIR inventory Press Gallery Assessment Commission
Photography NCOA - Executive Branch
Recording studio Agencies

Lobby Act

Parking

Using the current Year 2000 Plan as a baseline consideration, the proposed migration paths for these systems
are as follows:

e Group A will be modified to become Year 2000 compliant.

« Group B is scheduled for replacement by COTS, out-sourcing , or Web interface.

« Group C are small, custom systems that can be migrated to COTS desktop systems.

« External Customers is a list of Non-House users who purchase time on the HIR mainframe—this study will
address the prognosis of these systems, and be incorporated into the Year 2000 planning effort.

2. Present the resuits of the assessment developed in recommendation 1 to the CHO with
recommendations as to how to proceed.

CAQ Response: Concur.

We will collaborate with the OIG study leader by performing background research and other tasks that may be
required to complete the mainframe migration study requested in House Report 103-196.

3. Direct the Year 2000 project leader to incorporate specific mainframe migratioun issues for
copsideration into the current Year 2060 plan.

CAOQO Response: Concur.

An outside contractor has been retained to perform project leadership of the Year 2000 effort. Mainframe
migration issues and recommendations from the OIG study will be taken into consideration, and incorporated in
updates of the Year 2000 impiementation plan.

4. In concert with existing Year 2000 planning and implementation efforts, develop a mainframe
migration plan and preseat it to the CHO for approval, supported by a comprehensive, in-depth needs
analysis, that reflects the wishes of the House— as elaborated ia the ISPP, the CHO November 1995
directive, and/or feedback from recommendation 2 above.

CAOQ Response: Concur.

The efforts of the mainframe migration study group will be coordinated with all Year 2000 planning efforts for
the development of an analysis of mainframe aiternatives based on the data center inventory, and the technical
alternatives (COTS, out-sourcing, client-server solutions) for Groups A, B, C and External Customers listed
above. Scheduling and deliverables will adhere to requirements set by the outcome of the mainframe migration
study.
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Fohm WL Lainbart IV
Inapector Gemexni

®ffice of Inspector Seneral
U.S. Bouse of Representatives

e Mo RSB TIv°%°

James M. Eagen 11

jef Admmxstmnve
FROM: f

[nspector General
DATE: September 29, 1997

SUBJECT:  Audit Report - House Needs To Refocus It’s Efforts To Meet The Year 2000
Deadline (Report No. 97-CAC-13)

This is our final report of our audit of HIR’s progress in identifying and resolving Year 2000
issues. The objectives of this audit were to (1) evaluate the adequacy of the House’s Year 2000
plan, (2) assess the status, allocation of priorities and resources, and timetable for completion of
the Year 2000 ipitiative, (3) determine whether generally accepted project management
techniques have been established, and (4) identify whether vendor supported hardware/software
products will be Year 2000 compliant. In this report, we identified Year 2000 management
controls involving planning, budgeting, internal and external coordination issues, procurement,
and conversion practices that can be improved. We also found that the House is only at the
initial stages for OSM and FMS Payroll replacement efforts which leaves no time for
unanticipated problems or delays.

In response to our September 11, 1997 draft report, your office concurred with our findings
and recommendations. Your September 9, 1997 management response is incorporated in this
final report and included in its entirety as an appendix. The corrective actions taken and planned
by your office are appropriate and, when fully implemented, should adequately respond to the
recornmendations contained in this report and other long-standing recommendations contained in
prior OIG reports. Further, the milestone dates provided for implementing the corrective actions
appear reasonable.

We appreciate the courtesy and cooperation extended to us by your staff. If you have any
questions or Tequire additional information regarding this report, please call me or
Robert B. Frey ITI at (202) 226-1250.

ce: Speaker of the House
Majority Leader of the House
Minority Leader of the House
Chairman, Committee on House Oversight
Ranking Minority Member, Committee on House Oversight
Members, Committee on House Oversight
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HOUSE NEEDS TO REFOCUS ITS EFFORTS
TO MEET THE YEAR 2000 DEADLINE

I. INTRODUCTION

The Year 2000 date change is one of the most significant changes ever faced by the Information
Technology industry. It will have an enormous impact on business applications, package
solutions, and system software, potentially even putting some companies out of business. The
date change has the potential to cripple an organization’s ability to execute its critical business
functions. [t impacts everything from payroll and pension calculations to budgeting to electronic
data transfer. Failures can include programs ending abnormally, or worse, returning incorrect
results. Even applications that do not use dates are at risk, as they may depend on others that do.
1t is estimated that companies in the United States will spend billions of dollars addressing the
software changes required by the coming millennium. What makes this problem so daunting is its
magnitude, not its technical complexity. The biggest challenges to be faced by the House of
Representatives (House) are keeping tight project control of the effort and securing active House-
wide participation. The Year 2000 initiative has a deadline that cannot be extended.

House [nformation Resources” (HIR) April 1997 Year 2000 plan represents the House's first,
formal attempt to present an organized response to a problem facing the rest of the Federal
government and private sector entities that depend on computers to sustain their operations. The
information presented in this report will show that, while the House is addressing this issue
head-on, it is ill-prepared to handle the problems that have been identified. The House is not
prepared to implement its Year 2000 initiative from the project management, planning, budgeting,
resources, and priorities perspective that would ensure success in this time-critical endeavor.

Background

The cause of the Year 2000 problem is relatively simple. Until very recently, computer storage
was at a premium, so programmers were encouraged to save space and eliminate redundant data
wherever possible. Date information was a prime candidate for space reduction because a date
such as January 31, 1997 could be represented by six numbers: 970131. However, the continued
use of the current two-digit year representation will cause many basic functions of computer
systems to fail in the Year 2000. For example, an automated pension program may caiculate a
person’s retirement by subtracting the birth year from the retirement year (i.e., 1997 minus 1942
equals 55 years). However, the computer actually subtracts 42 from 97 to get 55. But in the year
2000, the same 2-digit computer calculated retirement age will be 00 minus 42 which equals a
negative 42--the computer does not ‘know’ that “00” represents “2000.” Vast amounts of stored
data and program instructions are still in this old format. No one commissioning or writing code
in the 1970’s and 1980’s thought their systems would survive into the 21* century, yet they are
still in use in many organizations today, including the House.

[f corrective actions are not taken before the Year 2000 arrives, most, if not all, of the House’s
systems, including the mission-critical ones (e.g., Legislative Information Management System
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(LIMS), Office Systems Management (OSM), and Financial Management System (FMS Payroll)),
may fail or produce erroneous data. House systems that project future dates such as HIR's
MONIES (Management Of Network, Income, Expense, and Services) and OSM have already
experienced Year 2000 date recognition problems. Before the Year 2000, the House must
complete a comprehensive Year 2000 initiative which includes identifying its computer systems
and software and converting problematic date fields using appropriate system development life
cycle techniques. While the problem is primarily mainframe-based, it also affects client/server
networks, workstations, distributed systems, telecommunication systems, networks, and
computer-controlled devices. Possible solutions to the problem include either system migration,
modification, replacement (e.g., commercial off-the-shelf systems), or system retirement. No
matter which solution or combination of solutions is employed, the House needs to ensure that it
is ready for the Year 2000.

Objectives, Scope, And Methodology

Due to the increasing urgency of preparing for the Year 2000, the Office of Inspector General has
initiated this first of a series of periodic “snapshot” reviews of HIR's progress in identifying and
resolving Year 2000 issues. Our December 31, 1996 audit report entitled, “/mprovements Are
Needed In The Management And Operations Of The Office Of The Chief Administrative
Officer,” (Report No. 96-CAO-15), included a recommendation for the Acting Chief
Administrative Officer (CAO) to prepare a comprehensive Year 2000 strategy. We consider this
December 1996 audit report a baseline for Year 2000 issues against which this and follow-up
audits will be targeted. This audit focused on HIR’s newly developed Year 2000 plan to
determine if the House is positioned to resolve Year 2000 issues in a timely manner. We plan to
conduct additional reviews at critical phases throughout the House’s Year 2000 initiative.

The objectives of this review were to (1) evaluate the adequacy of the House's Year 2000 plan,
(2) assess the status, allocation of priorities and resources, and timetable for completion of the
Year 2000 initiative, (3) determine whether generally accepted project management techniques
have been established, and (4) identify whether vendor supported hardware/software products will
be Year 2000 compliant. [n light of the managerial deficiencies identified in our recent audit of
HIR’s management practices (HIR Management Practices Undermine The House's Ability To
Keep Pace With Technological Changes, report no. 97-CA0-09, dated May 8, 1997), we also
looked at techniques employed and decisions made by those given the responsibility for managing
the Year 2000 initiative. Successfui implementation of this initiative requires a similar level of
project management and techniques as in a single, large information system development effort.

Our audit covered the period April 1997 through June 13, 1997, and was conducted in
accordance with Government Auditing Standards issued by the Comptroller General of the
United States. Since the House has recently prepared its Year 2000 plan, only limited
documentary evidence was available. Thus, most of the information provided was based on
numerous interviews with officials involved in the Year 2000 issue. Also, since this review was
meant to be a “snapshot” in time, it may not include management actions taken after our cutoff
date to remedy problems reported herein. Our next review will address any such issues in full.

~
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Internal Controls

During this review, we evaluated internal controls over the Year 2000 initiative. The internal
control weaknesses we identified are described in the Results of Review section of this report.

Prior Audit Coverage

Improvements Are Needed In The Management And Operations Of The Office Of The Chief
Administrative Officer (Report No. 96-CAO-15, dated December 31, 1996). This audit
addressed Year 2000 activities and determined that HIR had not yet developed a plan for
minimizing the potential impact that the Year 2000 will have on the House. This report
concluded that the House had not assigned a team leader, assessed the office level systems within
the House environment, or conducted an analysis to determine the impact of phasing out the
legacy application systems. The report recommended that the Acting CAO prepare a
comprehensive strategy addressing the potential impact of the Year 2000 issue for review and
approval by the Committee on House Oversight (CHO). The Acting CAO concurred with the
audit recommendation. In response, he instructed HIR to develop project management policies
and procedures to ensure appropriate planning and conversion for the Year 2000 issue addressing
the establishment of priorities and target dates for the phases of conversion including adequate
testing for all the systems. The Acting CAO also agreed to appoint a project manager to oversee
the conversion team, which will have representatives from all areas of HIR.

HIR Managemenr Practices Undermine The House's Ability To Keep Pace With Technological
Changes (Report No. 97-CAQ-09, dated May 8, 1997). This audit concluded that HIR has failed
to timely address and develop a viable solution/plan to minimize the impact of the Year 2000
problem, and that HIR has not established certain minimal control practices such as project
management, quality assurance, and change control. In response to the report, the Acting CAO
agreed to improve the HIR management processes which, in tumn, should positively impact the
Year 2000 effort.

I1. RESULTS OF REVIEW

HIR' has recognized and is working towards meeting the Year 2000 challenge. To date, HIR has
(1) prepared a high-level Year 2000 plan for approval by the CHO, (2) appointed a project leader
and assigned personnel to work on the initiative, (3) estimated some costs, prioritized tasks for
mission-critical projects, and prepared broad target dates, (4) sent survey letters to commercial
vendors asking if their products will be Year 2000 compliant, and (3) initiated action to
reprogram date fields for LIMS. In addition, the House is continuing its efforts to replace the
FMS Payroll system through the preparation of a contractor statement of work that will result in a
needs analysis and the development of a request for proposal (RFP). However, House

' In some instances we refer to HIR as the organization responsible for Year 2000 tasks and in others we
refer to the House. When we initiated this audit, we anticipated dealing with a Year 2000 project manager having
responsibility for all House Year 2000 issues. We quickly discovered that many Year 2000 tasks were being
addressed by various organizations throughout the House with limited coordination and the Project Leader had no
authority outside his immediate organization within HIR.

v
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management has to refocus its objectives, dedicate additional resources, and reassess its priorities
in order to meet the Year 2000 challenge.

Additional Actions Needed Which Are Critical To The Year 2000 Initiative

In attempting to recognize the positive aspects of the work HIR has done in preparation for the
Year 2000, we should also point out that its efforts to date have merely scratched the surface of
an issue that should have been addressed years before. Because the urgency of this issue was not
adequately recognized, HIR may have to redouble its efforts in order to become Year 2000.
compliant. Specifically, we found that the HIR has not (1) established effective project
management controls, (2) met general government Year 2000 milestones, (3) prepared a
comprehensive Year 2000 plan covering critical stages of the initiative or disposition of all
systems, (4) adequately estimated the Year 2000 initiative costs or budgeted sufficient funds, (5)
sufficiently coordinated Year 2000 efforts with external groups, (6) incorporated Year 2000
warranty language in its procurement contracts to guarantee compliance on future information
technology purchases, and (7) secured software tools or contractor support to assist in the
conversion effort. We also found that the House is only at the initial stages for OSM and FMS
Payroll replacement efforts which leaves no time for unanticipated problems or delays.

Effective Project Management Controls Are Needed

Effective project management controls have not been established. The Year 2000 solution is not
strictly, or primarily, a technical challenge. It requires sound planning and good management to
be successful. While a project leader has been assigned, this official has not been given the
formal authority to lead the overall effort and is only acting as a “coordinator” for internal HIR
issues. Moreover, the project leader spends only 15 percent of his time on Year 2000 issues, and,
according to him, 90 percent of that time is focused on mainframe application systems. In our
view, the Year 2000 project leader position is more than a part-time job; it requires a full-time
effort at critical stages. We also found there are at least 16 employees (including those working
on the physical conversion of the LIMS date fields) involved in the Year 2000 effort in some
capacity, yet no formal charter outlining their specific roles and responsibilities exists. In addition,
HIR has not instituted regular meetings (internal or external to HIR) to track progress and share
information on Year 2000 readiness, nor have status or progress reports been utilized to keep
senior management informed on an ongoing basis. Thus, no organized attempt has been
established to track and measure the progress in addressing the Year 2000 effort. Omitting such
key project management elements could hinder the success of the Year 2000 initiative.

When we asked the project leader about the status of OSM and FMS Payroll replacements, he
indicated that he has not taken the lead on these and referred us to OSM and Finance,
respectively. If, in fact, these systems are outside the purview of the project leader, this fact needs
to be acknowledged in the charter. Also, the project leader told us he has no authority over the
internal HIR Year 2000 groups such as those in Communications. Enterprise Computing, Client
Services, and the Intemnet Services Group. He told us his role as project leader was only to
coordinate with these other HIR groups and did not see these groups playing a big role in the
effort. Discussion with Communications and Enterprise Computing personnel indicated that they
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are keeping the project leader informed on their progress, but that there was no mandatory
hierarchy that requires them to directly report to him while the initiative is ongoing. As a result,
the tasks attributed to the project leader have not been adequately addressed. For instance, the
responsibility has not been taken for concurrent tasks, prerequisites (e.g.. addressing operating
systerns changes before applications are integrated), internal and external coordination, and Year
2000 language for procurements. Also, while many of the HIR groups have issued letters to
vendors requesting the status of Year 2000 products they distribute or support, the Client
Services group has not sent letters to vendors of products listed on the “House Supported
Software List.” Instead, they are looking to an Internet web site that posts software products that
are, or will become, Year 2000 compliant. While this may be an acceptable, supplemental tool, it
cannot match the completeness or timeliness of vendor letters. This type of oversight would
normally have been identified by the project leader. While HIR had good intentions in appointing
a Year 2000 project leader, the effort is somewhat diminished if the project leader’s primary role
is oriented towards mainframe application efforts, rather than focusing on other, more “global”
aspects of the initiative.

Fixed Year 2000 Deadline Leaves Little Time For Delays

Based on general government Year 2000 milestones,” we believe the House is behind in its efforts
to remedy the Year 2000 problem. The government milestone for completion of the awareness
phase, where the overall Year 2000 strategy is approved and which is the first of five phases, was
December 1996. HIR’s Year 2000 plan, which is a high-level plan containing few detailed steps
(and which has only recently been submitted to the CHO for approval on May 19, 1997), is still
undergoing changes. Further, while HIR has completed portions of the assessment or second
phase, it has not developed detailed system plans and schedules for which the recommended
milestone is June 1997. Delays in these initial two phases places the timeliness of completion of
the final three phases in question.

While most of the 200 systems in the House will be affected by the Year 2000 problem, the Year
2000 plan highlighted 3 high priority, mission-critical projects--replacement of OSM and the FMS
Payroll module, and the conversion of LIMS. We were told by the Year 2000 project leader that
the House is “rapidly approaching the behind stage™ on implementing Year 2000 solutions for
these systems. [mmediate decisions and actions are needed on the OSM and FMS Payroll module
replacement efforts to ensure a timely solution. While the initial conversion work for LIMS has
begun, such major steps as retaining contractor assistance and obtaining appropriate software
tools need to be initiated. Further. the Year 2000 project leader indicated that the time-frames in
the Year 2000 plan for these mission-critical systems and other systems are only general estimates
that still need to be refined. Many of the smaller systems will not be made compliant until 1999.
Moreover, while we generally found a sense of urgency regarding the Year 2000 initiative, that
sense of urgency was not apparent for the OSM replacement or the smaller systems. If the House
expects to meet the Year 2000 deadline, the CAO needs to make it clear that the Year 2000

* Office of Management and Budget. in consultation with the Chief Information Officer Council, has set
govemmment-wide milestones for completion of each phase of Year 2000 activities. These include Awareness--
December 1996, Assessment--June 1997, Renovation--D ber 1997, Validati January 1999, and
Implementation--November 1999. (See Exhibit, page !4, for an explanation of each of these phases).
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initiative should be one of their highest priorities, and provide or request sufficient resources to
carry it out.

Renovation, Validation (Testing). And Implementation Phases
Not Sufficientlv Detailed In The Year 2000 Plan

The generally accepted makeup of a successful Year 2000 plan includes five distinct phases that
provide an organized approach to identifying and implementing a solution. (See Exhibit, page 15).
However, the House’s Year 2000 plan primarily covered only the first two phases (Awareness
and Assessment). While we did find broadly stated elements of the other three phases
(Renovation, Validation, and Implementation) in the Plan, these phases were neither spelled out in
detail, nor were there references to future provisions in the Year 2000 plan for their completion.
Of the five phases involved in a Year 2000 plan, the last three generally account for about 75
percent of the time and cost of the initiative. The Validation phase alone, which includes testing,
may take over a year to complete and may actually consume about half of the Year 2000 budget
and resources. Since these phases primarily drive budget and resources requirements, it is critical
to incorporate them early on in the Year 2000 initiative.

Detailed implementation plans for the Renovation phase need to be developed immediately for all
systems. These plans should help in determining the resource requirements and detailed
schedules. Pre-requisites for the Validation phase need to commence as well, including the
development of detailed test methodologies and test plans. Methodologies should be developed
to run different tests which ensure that corrections are functioning according to design and that
ties to external customers and systems do not compromise the effectiveness of the House’s Year
2000 compliant systems. Furthermore, plans need to be made to ensure effective quality
assurance and system, integration, and acceptance testing are carried out. These tests should be
as rigorous as tests used in initiating new systems. While we were told testing capacity within
HIR should not be a problem and that they have budgeted for software testing tools, capacity
planning and scheduling requirements need-te be determined and verified to ensure sufficient
computer resources can be allocated for testing purposes.

Since Year 2000 is a phased process and detailed implementation plans are not available on a
system-by-system basis, we believe HIR would benefit by preparing a follow-on document to the
existing Year 2000 plan which addresses in detail the latter three phases of the initiative. One
source of information on strategies for these three phases is the Chief Information Officer (C10)
Counci} Subcommittee on Year 2000, which provides group sessions on Year 2000 issues.
Participants have gained vatuable information and excellent opportunities to share experiences
and ideas with others engaged in similar efforts.

Cost Estimates Mayv Fall Short Of Actual Funds Needed
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Based on current industry practices/standards covering Year 2000 conversion costs, it is possible
that HIR’s cost estimates’ may fall short of actual funds needed for this initiative by as much as
$2,387,000. HIR’s Year 2000 plan estimates costs for the initiative at $1,243,000--which equates
to roughly $1.00 per line of code times 1.25 million lines of code.* We found that HIR s estimate
for lines of code and rate per line for the initiative may be understated as follows.

Lines of code  Rate per line Totals
HIR estimate 1,250,000 $.9944  $1,243,000
OIG estimate 1,650,000 $2.20 $3,630,000
HIR understatement ($2.387,000)

While a November 1996 Year 2000 contractor report estimated the lines of code at 1.29 million,
the same contractor indicated a change in the number of lines to 1.65 million in a March 1997
update to its initial report. The second report attributed the line increase to the fact that certain
House applications were not included in the initial inventory. When presented with these
contradictory numbers, the Year 2000 project leader said the 1.65 million was incorrect, but
provided no rationale for this position. (The contractor did not provide HIR with any of the
supporting work papers for the original or the updated numbers so neither HIR nor we can
determine the accuracy of the contractor’s numbers.) Even if we use HIR’s lower rate per line,’
at 1.65 million lines, the estimate is still short by about $400,000.

Moreover, the $1.00 rate per line of code may be understated. The Gartner Group’s 1997
estimate® puts the rate per line of code at $2.20.7 This rate can be used with the actual number of
lines of code in an organization to determine a rough Year 2000 cost estimate for budget
purposes. We used the $2.20 rate because it represents one of the most current. comprehensive,
generally accepted industry benchmarks available. Also, since HIR has limited actual cost data for
the remaining three project phases--which account for the majority of a Year 2000 initiative costs-
-we felt that the $2.20 rate should be used until better cost data is available. One method that can
reduce this rate is to use in-house resources rather than contracting-out, however, the mix of
services needed has not as yet been determined. In addition, the number of lines could be reduced
if certain Group 3 support systems are not converted, a decision which has yet to be made.

In addition, the Gartner Group also estimates needing one FTE for every 100,000 lines of codes.
At 1.6 million lines of code, this would equate to approximately 16 FTE’s. HIR’s Year 2000 plan
indicates that eight FTE’s are available in FY 1997, but in our discussions with HIR we were told
that there are a number of employees participating in the initiative on a part-time basis from
various groups and that five of them are working on LIMS, but only on a part-time basis. HIR’s

* Estimates do not include the FMS Payroll module and OSM replacement costs.

* A generally accepted method of estimating Year 2000 costs is to multiply the number of lines of source
code in an application(s) by the current rate per line. Programmers, with the assistance of available software tools,
review the individual lines of source code to locaie and convert date fields.

* HIR said it was purely coincidental that the 1.25 million lines equated to about $1.00 rate per line.

® Gartner Group, Inc. is recognized as one of the authorities on the Year 2000 issue.

7 The Gantner Group estimated rate for converting a line of code was at $1.10 in 1996 and the current rate
is $2.20 a line. Other estimates per line are as high as $8.80 as the Year 2000 deadline approaches.
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approach, which involves converting from a 2-digit to a 4-digit date field, requires the greatest
amount of resources since all date related files and programs which handle date routines would
have to be identified and then altered. However, HIR has not prepared a level of effort analysis
for this initiative which would help solidify resource requirements for individual tasks. While our
cost estimates may be high, we would rather ensure that the level of funding and the number of
resources are adequate to complete this critical initiative, as opposed to using what we believe are
unsupported and unrealistic estimates.

HIR Has Not Budgeted Sufficient Funds For The Year 2000 Conversion Initiative

HIR estimated the Year 2000 initiative will cost about $1,243,000 but has not ensured adequate
funds have been budgeted for this initiative. The Year 2000 plan calls for $368,000 in 1997 to
initiate the work, however, this amount was not incorporated into HIR’s FY 1997 budget request.
In fact, HIR did not specifically request any funds in FY 1997 for the Year 2000, but has
subsequently made $20,000 available.

The Year 2000 plan also calls for $755,000 for FY 1998, but to date no funds have been
approved for 1998. Again, the total amount anticipated for FY 1998 was not incorporated into
HIR’s budget justification process. We found that HIR’s FY 1998 budget submission to the
CAO requested only $450,000 for the Year 2000 conversion effort, but contained no details to
support this cost estimate. We were told this amount represented all the money HIR could
“scrape together”™ without disrupting other projects. Because this estimate appeared low, the
Acting CAQ subsequently added $500,000 to the request before it was submitted to the
Subcommittee on Legislative of the Committee on Appropriations. The Year 2000 plan estimates
that $120,000 is needed for FY 1999, however, the FY 1999 budget process has not started. The
chart below illustrates the funds planned, requested, and funded to date for Year 2000.

Year 2000 Budget
Year Plan® Request Funded
FY 1997 $368.000 - $20,000
FY 1998 755.000 $950.000 -
Subtotal $1,123,000 $950,000 $20,00
FY 1999 120.000 -- --
Totals To Date  $1,243,000 $950,000 $20.000

Because HIR has not ensured the budgeting of sufficient funds, they have not procured the
necessary resources critical to the Year 2000 initiative. For example, HIR has not been in a
position to purchase any software tools to assist with software conversion or hire a contractor for
LIMS to assist with the Year 2000 renovation. Even if the FY 1997 funds and the FY 1998
requested funds (totaling $970.000) are available, this funding level falls short of HIR’s projection
($1,123,000) by $153.000.

Coordination Of Year 2000 Solutions Outside The House [s Needed

s These numbers first appeared in an April 1997 draft HIR’s Year 2000 Plan aad do not link to HIR's
budget process.
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The House, like other organizations facing the Year 2000 issue, is vulnerable in areas outside of
its control, such as interfaces with the automated systems of other Legislative and Executive
Branch agencies, and software and hardware provided by commercial vendors. While the Year
2000 plan generally addresses the coordination issue through the issuance of compliance letters
with vendors and other organizations (e.g., Library of Congress, Congressional Research Service,
etc.), we suggest that a more formal coordination effort be employed in dealing with the latter
group. This is especially needed since some of the Legislative modernization efforts are going on
concurrently. While the House works on making its systems compliant, they still face the
possibility of failure if they interface with other non-compliant systems. For example, if
communication software at any of the Legislative Branch agencies (such as the Architect of the
Capitol, Government Printing Office, Congressional Budget Office, and Library of Congress) on
CAPNET’ is not Year 2000 compliant, this may adversely impact the entire network. We raised
this issue at a June 12, 1997, meeting of the Legislative Branch Financial Managers Council to
find out if this possibility had been considered as part of their Year 2000 planning efforts. The
possibility of someone else’s non-compliant system adversely affecting the operation of the
CAPNET had not been considered. Architect of the Capitol representatives indicated there had
been no Year 2000 discussions or considerations regarding CAPNET. (CAPNET is managed by
a committee comprised of representatives of each Legislative Branch organization and is currently
chaired by a Senior Engineer of HIR Communications. CAPNET has traditionally fallen under
the umbrella of the Legislative Branch Telecommunications Network, a working group comprised
of each Legislative Branch Information Systems Organization, chaired by the Architect of the
Capitol.) Members of the Council expressed concern that action had not been taken with respect
to CAPNET and the Architect of the Capitol representatives promised to arrange a meeting as
soon as possible to discuss this matter. (That meeting had not been scheduled at the time this
report was completed.)

Also, since LIMS receives data from several extemnal sources, including the Executive Branch,
LOC, Senate, and Government Printing Office, it is essential to coordinate data interfaces with all
these groups. We found that some coordination efforts have been initiated. For example, the
Year 2000 project leader mentioned that the Office of the Clerk was currently setting up a task
force to address legislative data transfers--which would include data exchanges involving LIMS.
Also, HIR’s Internet Services Group participates in joint, weekly meetings to ensure a smooth
and coordinated Member [nformation Network (MIN) migration. However, contact with other
entities that exchange data with the House should be initiated and coordinated by appropriate
House officials to ensure a complete transition to Year 2000 compliance.

Warranty Language Needs To Be Put Into House Contracts

The Year 2000 plan states that the House will acquire only Year 2000 compliant information
technology products using standard “Year 2000 Contract Protection and Warranty Language.”
However, the House has not adopted the standard language (e.g., compliance definitions and
warranty) and thus has not incorporated it into their solicitations and contracts. The Year 2000

? CAPNET is an electronic means for exchanging doc files, and ges among all Legislative
Branch entities and for providing access to shared information resources, including image data.
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project leader indicated that he does not plan to issue standard contract language or procurement
guidance because most of the vendors will be compliant by the Year 2000. Without incorporating
standard warranty language in vendor contracts, the House is unnecessarily exposing itself to the
costs of premature software replacements and potential Year 2000 compliance upgrades.
Warranty language would place the burden on vendors to make their products Year 2000
compliant, and would protect the House with its interim hardware and software purchases.
Subsequent discussions with other HIR officials indicated that any contracts they let will contain a
modified version of the General Services Administration standard contract language. However,
we were told that the House’s version of the language is not ready for incorporation into House
contracts to date because it is undergoing review by OPP and legal counsel. Nevertheless, we
recommend that the House establish procedures requiring incorporation of Year 2000 language
into the boilerplate section of all procurements relating to information technology purchases as
soon as possible.

Systems In The Year 2000 Pian May Not Need To Be Converted

While the Year 2000 plan makes recommendations on individual system dispositions, HIR has not
yet determined, through a needs study or contact with users, whether all systems are necessary or
“on which platforms they will ultimately reside. These individual systems are classified in the Year
2000 plan in priority Groups 2 and 3, and include such systems as Lobby, Photography, and
Studio Billings. For instance, several Year 2000 plan recommendations involving individual
systems include the annotation “replace, for instance, with Foxpro” however, other alternatives
need to be considered such as Program Office Desktop. Other, smaller House systems are
identified as “outsourcing candidates,” but this option needs further clarification. Thus, formal
studies need to be conducted immediately to assess the disposition of these systems and the true
scope of the initiative. Since our initial inquiries, we were told that the Integration Group initiated
a needs survey for those systems listed in the Year 2000 plan under MIN migration. This effort
needs to be expanded to the other systems listed in the Year 2000 plan as well. Also, the Year
2000 plan assigns completion dates for many of these systems in late 1999. HIR should determine
whether these time-frames can be shortened through increased resources or re-prioritization to
make sure these systems are compliant by the Year 2000.

Software Tools And A Detailed Implementation Plan Are Needed For LIMS

Because HIR had not ensured adequate funding, it could not take advantage of any of the Year
2000 software tools to help assist them in the LIMS date expansion effort. LIMS has
approximately 766,000'° lines of code which need to be examined in order to change affected date
fields, and HIR is handling the process manually. In our view, manually examining the code, line-
by-line, will result in more errors or omissions involving date changes and date interdependencies
than would result in an automated review, aided by software tools, that would require a fraction
of the time to complete. Although there are no fool-proof automated solutions, the software
tools available are set up to identify as much as 90-95 percent of the dates in a system and to help
 track their flow as they are passed from field to field. In addition, software tools should provide

1 A March 1997 contractor report stated LIMS contains 766.155 lines of code; HIR officials told us LIMS
has approximately 600.000 lines of code, and the Year 2000 plan states 504,000 lines of code for LIMS.
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an added level of assurance when converting date fields. Further, the use of a software tool could
assist with date field conversions in the smaller House systems, the total of which exceeds
881,000 lines of code.

Although the Year 2000 plan contained high level conversion strategies, the Year 2000 project
leader indicated that detailed implementation plans will be prepared for each individual system
conversion. We obtained and examined the three-page LIMS detailed implementation plan and
found it contained a limited number of detailed steps and milestones to monitor the preliminary
conversion phase, but did not contain programs, data issues, file conversions, resources, and
continuous milestones as prescribed in the higher level Year 2000 plan. Additionally, as in the
Year 2000 plan, the Validation (testing) and Implementation phases were not covered sufficiently
in the detailed plan. Because LIMS is a highly integrated system, HIR officials indicated that
problems are already anticipated with the testing phase of LIMS. Moreover, the Year 2000 plan
identified eight full-time employees to be assigned to the LIMS project in FY 1997, however, to
date only five HIR lntegration Group personnel are working on this effort--all on a part-time
basis. The existing detailed implementation plan needs to be expanded and standardized for LIMS
and the other systems needing Year 2000 attention. These detailed implementation plans should
be prepared when decisions are made about the disposition of each system. Together, the Year
2000 plan covering the five conversion phases, and the detailed implementation plans should serve
as a basis for successfully completing the Year 2000 initiative.

Immediate Action Needed On OSM Svstem Replacement

While $800,000 has been identified as being needed for the OSM system replacement and
preliminary inquiries have been made on altematives, the House has not taken significant action to
ensure timely replacement. Although the Acting Associate Administrator, Media and Support
Services was aware that the system needs to be replaced because it is not Year 2000 compliant,
she told us that she believed HIR was taking the lead on the replacement project. As previously
mentioned, the Year 2000 project leader indicated that HIR had not taken the lead on this effort,
and in turn, referred us to OSM. The Acting Associate Administrator, Media and Support
Services agreed that OSM, HIR, and the Office of Procurement and Purchasing (OPP) needed to
get together to develop a replacement plan, but, to date, that has not happened. In our view,
planning for this should be done immediately. This would include, but not be limited to,
appointing a project leader to report and oversee the progress of the OSM replacement effort,
assigning formal roles and responsibilities, and establishing milestones for the replacement project.
The actual system replacement etfort should be planned--from the initial stages (i.¢., complete a
needs analysis, requirements definition, and RFP, etc.) to system implementation. We suggest
extremely close monitoring of this project, and again recommend that a contingency plan be
developed in case the replacement effort goes beyond the Year 2000.

No Slack Time For FMS Pavroll System Replacement

Although the FMS Payroll replacement project has identified $2 million dollars as being needed
for funding, its status remains in the preliminary planning stage. A discussion with the Acting
Associate Administrator, Office of Finance indicated that a statement of work has been prepared
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to obtain a contractor for a needs assessment, requirements analysis, system specifications, RFP,
and an initial evaluation. A contract for this initial phase is scheduled to be awarded by October
1997 with an estimated completion date of June 1998. Once this initial phase is completed and a
contractor is selected, actual system replacement will commence. The replacement is estimated to
take 18 months and be completed by December 1999. In effect, the entire implementation
schedule for the replacement equates to 27 months, and as of October 1997, the Year 2000
deadline will also be 27 months away. Our concemn is that this schedule has no slack time and
leaves no room for errors or unforeseen circumstances. If any delays occur, the critical path of
the project will be affected. As in the OSM replacement effort noted above, we suggest
extremely close monitoring of this effort, and recommend that a contingency plan be developed
(i.e., contracting with a service provider to issue payroll checks for a short-term period) to
safeguard the House in the event that the replacement project goes beyond the Year 2000.

Conclusions

The House has recognized and is attempting to meet the Year 2000 challenge. However, in order
to be successful, i.e., institute changes that guarantee Year 2000 compliance so that systems will
be running smoothly on January 1, 2000, the House needs to take this effort to a higher level.
HIR management has to refocus its objectives, dedicate additional resources, and raise its
priorities in planning, budgeting, technology, and every other facet of project management in
order to address the Year 2000 issue. Considerable work has been expended but not all of it is
focused or channeled in the right direction. Problems still exist and management needs to take
immediate action to correct them.

Recommendations:
We recommend that the CAO:
1. Establish formal project management controls and techniques as follows.

a. Define the role of the Year 2000 project leader and establish it as a full-time
position.

b. Prepare a Year 2000 charter which formally assigns the authority and
responsibilities for the Year 2000 initiative to the project leader and staff within
HIR, and defines the project leader roles and responsibilities with respect to
organizations/activities outside HIR whose systems may be affected by the
Year 2000 problem.

c. Institute a status reporting mechanism to inform upper management of Year
2000 progress.

d. Conduct a detailed level of effort analysis which estimates the resources
needed to complete the initiative.
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Purchase software tools and secure a contractor, as necessary, to assist with
conversions and testing.

Determine whether all systems are needed and on which platform they will
reside.

Attend the CIO Council Subcommittee on Year 2000, as appropriate.

2. Revise and prepare follow-on document(s) to the Year 2000 plan which include the
following activities.

a.

Prepare a schedule of Year 2000 tasks (e.g., PERT'' chart concept) showing
milestones and interdependencies of issues/organizations.

As necessary, re-prioritize and accelerate out-year projects in the Year 2000
plan to meet remaining government milestones.

Develop detailed implementation plans for each system to be converted.

Expeditiously develop a follow-on document to the Year 2000 plan which
addresses, in detail, the last three phases of the Year 2000 effort for review and
approval by the CHO.

In preparing the follow-on document, as recommended in 2.d. above, develop
testing strategies, plans, milestones, and ensure testing capacity is available,
and quality assurance is an integral element.

3. As necessary, revise the Year 2000 cost estimates and prepare revised budget
requests based on these new figures.

' Program Evaluation and Review Techniques.
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4. Coordinate data exchange issues with the external organizations that interact with the
House’s systems.

5. Adopt the standard Year 2000 contract language and incorporate this language into all
procurements relating to information technology purchases.

6. Expedite decisions regarding OSM and FMS Payroll replacement efforts, closely monitor
these activities to ensure timely completion, and prepare contingency plans, as necessary.

Management Response

On September 9, 1997, the CAO concurred with the recommendations in this finding (see
Appendix).

The CAO agreed to establish formal project management controls and techniques. Specifically,
the role of the Year 2000 project leader and its establishment as a full time position will be
addressed at two levels within the CAQ. First, the CAO will form a Technology Coordination
Task Force (Task Force). This group will report to the CAO and consist of each Associate
Administrator and one of their staff, with the chairman being appointed by the CAO. The mission
of this group will be to ensure that information technology issues, including the Year 2000
project, are coordinated throughout the CAO. Under the guidance of the Task Force charter and
with CHO input, they will develop a CAO strategy for the deployment of mission critical
administrative applications, and will work to ensure that the plans and initiatives of each CAO
organization are consistent with overall CAO goals, including interoperability. As part of this
strategy, the Task Force will solicit input from Member, Committee and House Officer users and
it will honor user needs criteria. In addition. the Task Force will examine industry best-practices
to determine the best approach for the House and will use an acceptable SDLC process. The
CAO plans to have the Task Force operational by the first week of October 1997. Second. the
HIR Associate Administrator will designate a project manager who will be responsible for the
management and coordination of Year 2000 issues across the HIR groups, the CAO, and external
organizations with which they exchange data. This position will ensure that the technical details
of the Year 2000 project are fully addressed. The project manager will be responsible for
ensuring the timely completion of all Year 2000 work and oversee development of detailed system
plans for each application--releasing updates of Year 2000 plans as necessary. The project
manager’s first tasks will be to establish schedules, milestones, and priorities, including addressing
the Year 2000 audit recommendations. Working with the HIR Associate Administrator, the
project manager will establish priorities and resource availability within the HIR groups. Critical
issues will be escalated to the CAQO as necessary. This position will be a full time assignment.
staffed by either an HIR employee or a contractor. The CAO plans to have the project manager
established by the end of October 1997.

[n addition, the Task Force Charter will include the authority and responsibilities for the Year
2000 initiative. This charter will define the role of the group in developing an overall Information
Technology strategy for the CAO organization. The primary objective will be to ensure that new
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systems follow the strategic direction of the CAQ. The Task Force will review all major
information projects within the CAO, including the Year 2000 project, the Payroll and OSM
replacement projects, and new procurement systems. Also, the CAQ will develop a Statement of
Work for the Year 2000 project manager. This statement will detail the specific duties,
responsibilities, timelines, and deliverables of the project. The project manager will provide staff
support for the Task Force, be responsible for the technical aspects of the process to determine
the technical needs of the House, and coordinate resources within HIR. Further, the Year 2000
project manager will develop a standard reporting mechanism that will advise management of
progress and inform them regarding issues and problems as necessary.

In the next phase of the Year 2000 Plan, detailed plans for each application will be developed.
The first step will be to develop a master schedule of when each individual plan will be completed.
The detailed plan for each system will include the proposed solution, detailed analysis of the
impact, and an implementation plan. Major milestones for each major phase will be established
and intermediate milestones will be detailed. The estimates of computer resources will be
compared with available resources as early in the process as possible. The plans will be reviewed
and updated regularly. The objective is to have an implementation plan in place by the end of
March 1998. Also, HIR is actively researching the market for Year 2000 tools. The CAO plans
to hire contractors who are experts with the software tool and who can train CAO staff on
optimum use of the tool, as well as assist with the conversion effort. This effort will proceed
based upon the availability of funding and resources. Final decisions on most of the applications
identified in the Year 2000 Plan should be made over the next 6-8 months with guidance and
coordination from the Task Force. For replacements of retired systems, the necessary analysis
will be completed to determine the system that best meets requirements. Subsequent versions of
the Year 2000 Plan will documnent these decisions. The CAO will also involve both management
and staff in Year 2000 groups. The CIO Council has been contacted, and the CAQ will begin
participating in the activities of this Council.

The CAO also agreed to revise and prepare follow-on document(s) to the Year 2000 Plan,
including additional levels of detail, as needed. Milestones, dependencies, and issues will also be
documented, and appropriate charts prepared to illustrate project resources, milestones,
dependencies, and overall sequence. In addition, the Task Force will continue to monitor the
Year 2000 project and make any necessary adjustments. Those applications that are mission
critical to the entire House will continue to receive the highest priority.

In addition, the CAO agreed to revise the Year 2000 cost estimates and prepare revised budget
requests based on these revised figures. Updates of the Year 2000 Plan will be released regularly.
These updates will reflect any policy changes, new requirements, and necessary revisions to
overall time and cost estimates. Updates to the plan will drive the budget requests for FYs 1999
and 2000.

Also, the CAO will coordinate data exchange issues with the external organizations that interact
with the House’s systems. The CAO is a member of the Legislative Branch Technical
Coordination Group that is addressing Year 2000 issues among Legislative branch organizations.
The Year 2000 project manager, in conjunction with the Task Force, will coordinate activities
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with outside organizations that exchange data with the CAO and keep them informed of the
CAO’s progress and plans. Communication Services is already planning for the readiness of
remote networks (including CAPNET). An inventory of files that are exchanged with outside
organizations has been compiled. Items on this inventory will be monitored, and a dialog with the
organization will be maintained.

The CAO has adopted the standard Year 2000 contract language and incorporated this language
into all procurements relating to information technology purchases. HIR, in conjunction with the
Office of Procurement and Policy (OPP), has already modified the GSA standard Year 2000
Warranty language for incorporation into solicitations for contracts drafted by HIR. This
language was used in the House’s Wide Area Data Communications solicitation. OPP will
develop similar, appropriate language for incorporation into the standard House Terms and
Conditions applicable to purchase orders.

The CAO agreed that progress is needed on OSM and FMS Payroll replacement initiatives. The
Task Force will closely monitor both projects and work to expedite the process. HIR expects to
work closely with OSM and Human Resources on the replacement of both of these systems.
OSM and Human Resources will have the lead role in their respective projects, and HIR will
assist on technical and requirements issues. The Task Force will work to ensure that these
projects are coordinated and receive the required resources. The implementation of these new
systems is critical to the overail HIR Year 2000 conversion effort. Both systems represent a
major software conversion effort, and failure to implement new systems before Year 2000 would
adversely impact the success of the Year 2000 Plan.

Office of Inspector General Comments

The CAO’s current and planned actions are responsive to the issues we identified and. when fully
implemented, should satisfy the intent of our recommendations.
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Exhibit

YEAR 2000 DATE CONVERSION PHASES"

The Year 2000 problem is the most challenging project in terms of size and scope ever undertaken
by any Information Technology organization. In order for the project to be successful,
government and private industry sources recommend the following five project management

phases be adhered to.

AWARENESS:

ASSESSMENT:

RENOVATION:

VALIDATION:

IMPLEMENTATION:

Define the Year 2000 problem and gain executive level support and
sponsorship. Establish Year 2000 program team and develop an
overall strategy. Ensure that everyone in the organization is fully aware
of the issue.

Assess the Year 2000 impact on the enterprise. Identify core business
areas and processes, inventory and analyze systems supporting core
business areas, and prioritize their conversion or replacement. Develop
contingency plans to handle data exchange issues, lack of data, and bad
data. Identify and secure the necessary resources.

Convert, replace, or eliminate selected platforms, applications,
databases, and utilities. Modify interfaces.

Test, verify, and validate converted or replaced platforms, applications,
databases, and utilities. Test the performance, functionality, and
integration of converted or replaced platforms, applications, databases,
utilities, and interfaces in an operational environment.

Implement converted or replaced platforms, applications, databases,
utilities, and interfaces. Implement data exchange contingency plans, if
necessary.

'2 The Phases were derived trom the General Accounting Office “Year 2000 Computing Crisis: An

Assessment Guide.”
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®.S. Pouse of Representatives
Hashington, BE 20515
MEMORANDUM
TO: John W. Laiphart, [V
Inspector General
Ve
FROM: Jay Eagen
Chief A istrative Officer
DATE: SEP 09 1997
SUBJECT: Draft Audit Report - Year 2000 Audit

Thank you for the opportunity to comment on your draft report. We have carefully reviewed the
draft audit report, “House Needs to Refocus Its Efforts To Meet The Year 2000 Deadline ”
and carefully considered the recommendations contained therein. We appreciate the thought that
has gone into the document and we are generally supportive of the recommendations.

Our specific responses to the recommendations are as follows:

1. Establish formal project management controls and techniques as follows.
() Define the role of the year 2000 project leader and establish it as a full time position.

CAO Response: Concur
This recommendation will be addressed at two levels within the CAO.

First, the CAO will form a Technology Coordination Task Force. Each of the CAO AA’s and
one of their staff will participate. The chairman of the task force will be appointed by the CAO
with input from the HIR AA. The mission of this group will be to ensure that information
technology issues are coordinated throughout the CAO, including the Year 2000 project. Under
the guidance of the charter described in 1(b) and with CHO input, they will develop a CAO
strategy for the deployment of mission critical administrative applications, and will work to
ensure that the plans and initiatives of each CAO organization are consistent with overall CAO
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September 9, 1997

Committee and House Officer users and user needs criteria will be honored . Industry best-
practices will be examined to determine the best approach for the House and an acceptable SDLC
process will be used. This group will report to the CAO. We plan to have the task force
operational by the first week of October 1997.

Second, the HIR AA will designate a project manager who will be responsible for the
management and coordination of Year 2000 issues across the HIR groups, the CAO and external
organizations with which we exchange data. He will ensure that the technical details of the Year
2000 project are fully addressed. The project manager will be responsible for insuring the timely
completion of all Year 2000 work. He will oversee development of detailed system plans for
each application and release updates of the Year 2000 plan as necessary. The first tasks will be
to establish schedules, milestones, and priorities, including addressing the Year 2000 audit
recommendations. Working with the HIR AA, he will establish priorities and resource
availability within the HIR groups. Critical issues will be escalated to the CAO as necessary.
The position will be staffed by either an HIR employee or a contractor, and the Year 2000 project
will be a full time assignment. We plan to have the project manager established by the end of
October 1997.

(b) Prepare a Year 2000 charter which formally assigns the authority and responsibilities
for the Year 2000 initiative to the project leader and staff within HIR, and defines the
project leader roles and respoasibilities with respect to organizations/activities outside HIR
whose systems may be affected by the Year 2000 problem.

CAO Response: Concur

The charter of the Technology Coordination Task Force will include the authority and
responsibilities for the Year 2000 initiative.

The Task Force charter will define the role of the group in developing an overall Information
Technology strategy for the CAO organization. The primary objective will be to ensure that new
systems follow the strategic direction of the CAO. They will review all major information
projects within the CAO, including the Year 2000 project, the Payroll and OSM replacement
projects and new procurement systems.

A Statement of Work also will be developed for the Year 2000 project manager. It will detail the
specific duties, responsibilities, timelines, and deliverables of the project. The project manager
will provide staff support for the Technology Coordination Task Force, be responsible for the
technical aspects of the process to determine the technical needs of the House, and coordinate
resources within HIR. :
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(c) Institute a status reporting mechanism to inform upper management of Year 2000
progress.

CAO Response: Concur

The Year 2000 project manager will develop a standard reporting mechanism that will advise
management of progress and inform them regarding issues and problems as necessary. The
reports will be delivered to the Task Force, the CAO and others as appropriate. Regular
reporting will assure House management that milestones are being met and alert them to
potential problems. Status reporting will also facilitate resolution of any cross-organizational
issues. New or additional work requirements will be documented, assessed, and prioritized.

(d) Conduct a detailed level of effort analysis which estimates the resources needed to
complete the initiative.

CAO Response: Concur

The Year 2000 Plan estimates the overall resources to solve the Year 2000 problem. In the next
phase, detailed plans for each application will be developed. The first step will be to develop a
master schedule of when each individual plan will be completed.

The detail plan for each system will include the proposed solution, detailed analysis of the
impact including end user invoivement, resources required, unit and integrated test plans, and an
implementation plan. Major milestones for cach major phase will be established and
intermediate milestones will be detailed. Both storage space and processing capacity will be
documented within each plan. The estimates of computer resources will be compared with
available resources as early in the process as possible. The plans will be reviewed and updated
regularly. Qur objective is to have an implementation plan in place by the end of March 1998.

(¢) Purchase software tools and secure a contractor, as necessary, to assist with conversions
and testing.

CAO Response: Concur

HIR is actively rescarching the market for Year 2000 tools, especially ones that can process
Adabas/Natural code. Plans are to hire contractors who are experts with the software tool and
who can train CAO staff on optimum use of the tool, as well as assist with the conversion effort.
This effort will proceed based upon the availability of funding and resources.

(f) Determine whether all systems are needed and on which platform they will reside.
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CAO Response: Concur

The Year 2000 Plan recommends a disposition for the systems in use at the House. The CHO
has provided guidance on LIMS, payroll and OSM Asset Management systems. CHO is in the
process of reviewing the remaining recommendations and will advise HIR on how to proceed.
Final decisions on most of these applications should be made over the next 6-8 months with
guidance and coordination from the Technology Coordination Task Force. For replacements of
retired systems, the necessary analysis will be completed to determine the system that best meets
requirements. Subsequent verstons of the Year 2000 plan will document these decisions.

(g) Attend the CIO Council Subcommittec on Year 2000, as appropriate.
CAO Response: Concur

The CAO will involve both management and staff in Year 2000 groups. The CIO Council has
been contacted, and we will begin participating in their activities.

2. Revise and prepare follow-on document(s) to the Year 2000 plan which include the
following activities.

(a) Prepare a schedule of Year 2000 tasks (e.g., PERT chart concept) showing milestones
and interdependencies of issues/organizations.

CAOQ Response: Concur

The Year 2000 plan will be expanded to include additional levels of detail. Milestones,
dependencies, and issues will be documented. Appropriate charts will be prepared to illustrate
project resources, milestones, dependencies, and overall sequence.

(b) As pecessary, re-prioritize and accelerate out-year projects in the Year 2000 plan to
meet remaining government milestones.

CAO Response: Concur

The Task Force will continue to monitor the Year 2000 project and make anty necessary
adjustments. Those applications that are mission critical to the entire House will continue to
receive the highest priority.

(c) Develop detailed implementation plans for each system to be comverted.
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See Item 1d above.

(d) Expeditiously develop a follow-on document, develop testing strategies, plans,
milestones, and ensure testing capacity is available, and quality assurance is 2n integral
element. '

CAO Response: Concur
See [tem 1d above.

(e) In preparing the follow-on document, as recommended in 2d above, develop testing
strategies, plans, milestones, and ensure testing capacity is available, and quality assurance
is an integral element.

CAO Response: Concur
See Item 1d above.

3. As necessary, revise the Year 2000 cost estimates and prepare revised budget requests
based on these new figures.

CAO Response: Concur

Updates of the Year 2000 plan will be released regularly. These will reflect any policy changes,
pew requirements, and necessary revisions to overall time and cost estimates. Updates to the
plan will drive the budget requests for FY1999 and FY2000.

4. Coordinate data exchange issues with the external organizations that interact with the
House’s systems.

CAO Response: Concur

The CAO is a member of the Legislative Branch Technical Coordination Group that is
addressing Year 2000 issues among Legislative branch organizations. The Year 2000 project
manager, in conjunction with the Technology Coordination Task Force, will coordinate
activities with outside organizations that exchange data with the CAO and keep them informed of
the CAQ’s progress and plans. Communication Services is already planning for the readiness of
remote networks (including CAPNET). An inventory of files that are exchanged with outside
organizations has been compiled. Items on this inveatory will be monitored, and a dialog with
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the organization will be maintained. The CAO format for this inventory will be used by other
legislative branch organizations.

5. Adopt the standard Year 2000 contract langusge and incorporate this language into all
procurements relating to information technology purchases.

CAO Response: Concur

HIR in conjunction with OPP has aiready modified the GSA standard Year 2000 Warranty
language for incorporation into solicitations for contracts drafted by HIR. This language was
used in the House's Wide Area Data Communications solicitation. The OPP will develop similar,
appropriate language for incorporation into the standard House Terms and Conditions applicable
to purchase orders.

6. Expedite decision regarding OSM and FMS Payroll replacement efforts, closely monitor
these activities to ensure timely compietion, and prepare contingency plans, as necessary.

CAO Response: Concur

The CAO agrees that progress is needed on these two major initiatives. The Task Force will
closely monitor both projects and work to expedite the process. HIR expects to work closely with
OSM and Human Resources on the replacement of both these systems. OSM and Human
Resources will have the jead role in their respective projects, and HIR will assist on technical
and requirements issues. The Task Force will work to ensure that these projects are coordinated
and receive the resources that they require.

The implementation of these new systems is critical to the overall HIR Year 2000 conversion
effort. Both these systems would represent a major software conversion effort, and failure to
implement new systems before Year 2000 would adversely impact the success of the Year 2000
plan.
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Of The Chief Administrative Officer
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December 31, 1996

U.S. House of Representatives
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Fobn T, Fainhart [V

SBnzperrac Senergl
Office of Inspector General

H.S. Pouse of RNepresentarives
THashington, DT 20515-9990

MEMORANDUM

TO: Jeff Trandahl
ing Chief Adminisjrative Officer

b 4

nspector General

FROM:

DATE: December 31, 1996

SUBJECT:  Audit Report - Opportunities Exist To Improve The Management Of The
Office Of The Chief Administrative Officer (Report No. 96-CAO-15)

This is our final report on the audit of operations of the Office of the Chief Administrative
Officer (CAO). This audit was part of our annual audit plan and was approved by the Committee
on House Oversight. The objective of our review was to provide an operational asscssment of
the CAO during the 104" Congress. [o this repert, we identified 22 findings and made 45
reconumendations for corrective action.

Iz response to our November 15, 1996 draft report, your office fully concurred with our
findings and recommendations. The December 30, 1996 management response is incorporated
into this final report and included in its entirety as an appendix.

We appreciate the courtesy and cooperation extended to us by your staff. If you have any
quastions or require additional information regarding this report, please call me or
Craig W, Silverthorne at x61250

cc: Speaker of the House
Majority Leader of the House
Minority Leader of the House
Chairman, Committee on House Oversight
Ranking Minority Member, Committce on House Oversight
Members, Committec on House Oversight
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IMPROVEMENTS ARE NEEDED IN THE MANAGEMENT AND OPERATIONS OF
THE OFFICE OF THE CHIEF ADMINISTRATIVE OFFICER

Report No. 96-C40-15
December 31, 1996

[ RESULTS IN BRIEF |

CONCLUSIONS

Al the beginning of the 104* Congress, the House of Representatives (House) undertook
extensive measures to improve operations and efficiencics, as well as financial reporting and
accountability. The position of Chief Administrative Officer (CAO) was established in January
1995 at the beginning of the 104™ Congress to take respousibility for the non-legisfative
administrative vperations of the House. Each of the three Officers of the House set baseline
objectives in order 10 prinritize their transition roles. The CAO had 54 bascline objectives when
the 104" Congrsss convened. These baseline objectives are organized into the following broad
categories:

« Privatization

*  Accountability

¢ The Open Congress

= Efficiency

e Intemal CAO Actions

The CAQ's 54 baseline objectives arc included in Exhibit A. The CAO fully implemented 37 of
the 54 bascline objectives, partially implemeated 16 objectives and has not initiated action with
respect to one objective during the 104* Congress. In addition, the CAQ has completed s
number of other significant actions during the 104™ Congress [0 improve operations and resource
management. These improvements include the following:

« Reduced House Administrative Services Operating Costs - The CAO receives 100 percent
of its uperating budget from Federal appropriations. For the Fiscal Year (FY) ended
September 30, 1995 the CAO’s appropriations totaled $69.7 million; however, the office oniy
used $56.8 million. The CAQ’s appropriations for the FY ended September 30, 1996 was
345 5 million, and appropriations for the FY ending Septemnber 30, 1997 is a projected

Office of inspector Gonaral Pagei
.5. House of Reprosentatives
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Report No. 86-CAO-15
Office Of The Chief Administrative Officer December 31, 1998

$44.1 rillion. his significant reduction was due to effective process streamlining,
autsourcing, and downsizing, including:

« Closing the “Folding Room,”

« Privatizing House services including the Shoe Shine, Beauty Shop, and Barber Shop
operations,

s Outsourcing intemal House mail delivery to Pitney Bowes Management Services
(PBMS) and contracting the window opcrations to the U.S. Postal Service,

» Reducing administrative staff from 1,063 to 600, and
¢ Canceling an unneeded warehouse lease, and auctioning off old fumniture and equipment.

e Improved Policies and Procedures - A critical element of the CAO's overall strategy has
been the development and implementation of standardized policies and procedures to support
key business processes. Prior to the 104® Congress many processes and administrative
activitics of the House relicd on the personal knowledge and expericaces of employees. To
date, detailed policies and procedures have been implemented to document processcs
inciuding procurement, human resources, and computer and related equipment acquisition
and inanagement,

o New Training Initiatives - The CAO has initiated a number of Uraining programs during the
104" Congress, including general training to support overall CAO-wide Total Quality
Management (TQM) initiatives, as well as specific training to support detailed initiatives
such us the implementation of new procurement policies and procedures, new and enhanced
svstems such as the Federal Financial System (FFS), and restructured operations such as mail
and printing operations.

s New Human Resources Programs - Prior (o the 104" Congress, comprehensive formal
written job descriptions, documnented Hurnan Resources policies and procedures, and formal
objective setting and performance evaluation systems were not in place. The CAQ has since
formally documented, in writing, all position descriptions and begun to implement a new
goal setting and performance evaluation system. Beginning with the 104" Congress, each
CAQ cmployce is required to have a detailed Tndividual Performance Plan and Evaluation
which documents detailed goals and objectives and provides a mechanism for evaluating an
individual's performance against goals.

» New Procurement Activities - The CAO has designed, devcloped. and implemented the first
comprehensive set of procurcment guidelines, systems, and policies and proczdures in House
history. Prior to the 104" Congress, procurement aclivity was totally decentralized and
oversight was limited. The new systems and guidelines establish an open, competitive, and
accountable procurement system that ensures the House receives the best valuc possible.

Office of Inspector Genoral Page ii
U.S. House of Representatves
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Roport No. 96-CAQ-15
Office Of The Chiof Administrative Officer December 31, 1996

e Prior Office of Inspector General (OIG) Audit Recommendations - Since the start of the
104" Congress through June 1996, the OLG has issued 24 reports related to the operations of
the CAO with a total of 249 recommcndations. To date, the CAQ has fully implemented 132
(33 percent) of these recommendations, while 68 (27 percent) recommendations are partially
implemented or in process, and 49 (20 percent) have not been acted upon. (See Exhibit B for
the detailed status of all the audit recommendations.)

Although the CAO has implemented numerous initiatives, improvements are still needed in the
management and operations of the Office of the CAO to utilize resources more efficiently,
restructure operations, improve performance, and enhance cantrols. This is demonstrated by the
following:

Immediate Office of the Chief Administrative Officer

» Communications, planning, goal sctiing, and monitoring prucesses are weak, resulting in
inefficiencies, reduced morale, and potentially increased costs.

» Current procedures to track and manage responscs lo numerous audit findings and
recommendations need to be improved 10 adequately monpitor status and document
implementation.

Office of House Information Resources (HIR)

¢ HIR has not updated the House’s information systems plan to establish a conceptual direction
addressing long-term needs.

« The House lacks adequate policies and procedures to manage system devclopment activities
resulting in implementation delays and cost overruns.

* HIR hes nat completed a comprehensive needs analysis and cost/benetit analysis of its
main{rame migration project that could coaceivably result in increased costs and decreased
service levels as it migrartes from legacy mainframe systems to distributed client-scrver
systems.

» HIR's solution for Year 2000 issues relies on the assumption that all systems will be replaced
in connection with the mainframe migration project. In the event that mainframe migration
stalls, the House would be vulnerable to Year 2000 problems that could gencrate incorrect
data and reports and potentially interrupt normal business operations.

Office of Finance

» The Office of Finance has not prepared performance plans and, while it tracks operational
activities in terms of inputs and outputs, expected qualitative outcomes are not identified or
mcasured. Therefore, the CHO is not provided cssential information necded 10 ensure that

Office of inspector General Page iii
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Finance operations are cffectively planned and executed, and that the much needed
improvemeunts are being made.

»  The unique nature of the House consists of an unusually large number of high-level
customers who require the direct personal antention of Finance’s Associate Administrator.
Because this direct customer service takes foremost priority, the Associate Administrator is
unable to devote a significant amount of time to overseeing financial operations. As a result,
financial management operations are not being effectively managed.

» Despite continued reorganizations and re-assignments of personnel within the Office of
Finance, the workload exceeds current staffing capabilities. The reason for the imbalance is
largely attributable to the recent implementation of FFS. In order to accommodate the
excessive on-going workload, contractor staff were hired 10 perform duties ordinarily carried
out by in-housc staff; however, continued use of contractor staff for certain functiors may not
be a suitable long-term solution.

» Recently, Finance improved documentation of its operating policies and procedures,
particularly in conjunction with the implementation of FFS. However, while documentation
of operational guidelines and manuals was generally adequate, policies and proccdures could
be expanded upon in somc departments, while they should be more refined in others. Therc
is 2 need for consistency in financial procedures documentation and organization of materials
so they can be casily retrieved when needed.

Office of Media and Support Services

» Systems and controls to track capital equipment are duplicative. The House has one system
that tracks cquipment, maintained by Office Systerns Management (OSM), and a separate
systemn that tracks furniture, maintained by FRC. The lack of a single centralized inventory
control system creates financial and operational risks to the House.

o Utilization of services provided by Media Services s low, resulting in subsidies of
photography and recording studio operations. Fees generated from the Photo Studio and
Recording Studio are insufficient to cover expenses.

» Despite prior year audit recommendations -- Changes In Operation Practices Could Save
Office Supply Store And Gifi Shop 51.3 Million Annually (Report No. 95-CAQ-07, dated July
18, 1995) -- the Supply Store and Gift Shop have not adequately changed their operating
practices. As a result, these [{ouse retail stores continue to incur losscs from operations.

= Based on the volume of cails received, curent ONECall siaffing is excessive. Operators in
the ONECall office handle less then threc calls per hour, resulting in large amounts of
downtime.

» There is no systemn lo measure performance such as Member satisfaction and vtilization of
resources to determine the efficiency and effectiveness of services.

Office of inspecior Genaral Page iv
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The current process for Mcmnbers to acquire computers and related equipment is confusing
and duplicative. Lack of communication and coordination between administrative office
units, such as HIR, OSM, and the Office of Procurement and Purchasing, can result in poor
service to Members.

ffice of an Resources

Separation of personncl, benefits. and payroll activities has resulted in reduced efficiency and
effectivencss overall.

The need for a new payroll and personnel system has been identified by the Offices of
Finance and Human Resources, yet little action has been taken to address the necd.

Decentralization of worker’s compensation and uncraployment corapensation processing
Ieads to potential financial and operational tisks. Worker's compensation claims are
processed and filed within each office, and unemployment compensation claims are not
properly verified prior to payment.

QOffice of Purchasing and Procurement

Siandard contract management policies and procedures have not been put in place at the
House. The lack of standard policies and procedures incrcuses both the financial and
operational risk to the House.

The procurement approval pracess requires an excassive number of approvals within the
CAO organization, for even the smallest purchascs. These numerous bureaucratic approvals
generate bottlenecks, delay purchases, and create an atmosphere where employees do not
perceive that they are empowered and trusted.

Qffice of Publicatiops and Distribution

The House approved a standard fee structure for the delivery of publications to Membets,
Cormunittees, and other House offices. However, this fec structure is not applied to all
publications equally. If the House charged all vendors for delivery according to the stated
rates, revenue totaling $168,000 would be available to offset postal costs.

Office of inspector General Pagewv
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[RECOMMENDATIONS|

We recommend that the Chief Administrative Officer:

Immediate Office of the Chief Administrative Officer

Strengthen management processes through enbanced communications, standardized planning
and decision-making documents, and structured annual goal senting and mooitoring.

Enhance audit tracking and followup processes to support the timely implemecatation of audit
recommendations,

Office of House Information Resources

Create an updated information technology strategy based on a current needs analysis.
Cooununicate the objectives and goals to all HIR cmployvees and review HIR management
and staffing levels to determine that appropriate resources are allocated to cftectively
implement the strategy.

Develop detailed project management policies and procedures based on a formal System
Devclopment Life Cycle (SDLC) methedology, including appropriate change management
controls. Provide appropriate training for employees and require employces to manage HIR
projects using this methodology.

Conduct a comprehensive needs analysis and cost/benefit analysis to determine the most
appropriats approach to the mainframe migration project, balancing the aggressive timneline
with user needs, available technologies, and budget requirements.

Prepare and implement a comprehensive Year 2000 strategy that provides for legacy systems
which might be rcquired to continue ig use beyond the Year 2000.

Office of Finance

Establish realistic performance measurcs for key finance processes and establish realistic
milestones and targeted completion dates for financial systems projects and process
implementations, and track actual performance and atcomplishroents accordingly.

Track and report qualitative outcomes (efficiencies and effectiveness) of key performance
indicators for financial operations.

Provide the CHO with sufficient detailed information in order o make informed nianagement
decisions regarding Finance operations.

Expedite the re-submission of Finance's reorganization package including sufficient dctails
in support of the proposed reorganization.

office of Inspector General Page vi
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= Reassess the need for continued contractor services afier the recently proposed reorganization
is approved and implemented, and prepare a new comprehensive contracting proposal for
services needed.

« Lstablish a single point of contact within Finance for documentation, retention, and
distribution of all finaucial operating policics and procedures.

Office of Media and Support Services

« Consolidate inventory control activities within the Asset Managcment unit of the Furniture
Resource Center. Maintain a single physical inventory of all capital equipment and develop
appropriate inventory control policies and procedures to ensure accurate inventory
management.

« Increase the customer focus of Media Services by addressing the hours of service required by
Members, assessing tcchnology needs, analyzing the cost of providing these services to
Members, and restructuring the fee schedule accordingly.

¢ Conduct a cost of service study for the Supnly Store to ensure the Store covers all costs.
Expedite the privatization of the Gift Shop.

» Combine the ONECal! unit with the Food Services’ Mecting, Press Conference, and Special
Events team to fully utilize available staff.

= Develop service and quality tracking systems for Food Services” Meeting, Press Conference,
and Special Fvents operations and survey customners regularly.

¢ Develop a plan to streamline and restructure processes related to the purchase of computers
and computer related equipment.

Office of Human Resources

e Transfer the Depantments of Payroll end Member Services to the Office of Buman
Resources. Establish a payroll service agreement between the Office of Finance and the
Office of Human Resources.

s Expedite the selcclion and implementation of a new comprehensive Human Resources
Systern 1o accommodate all of the hurnan resources ueeds of the House.

e Centralize responsibilities for processing and monitoring worker’s compensation claims and
unemployment compensation claims in the Office of Human Resources. Appoint a Program
Courdinator in Human Resources to manage the worker’s and unemployment compensation
programs.

Otflce of inspectar General Page vii
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Office of Purchasing and Procurement

» Develop and implement improved contract management policies and procedures and a
comprehensive contract tracking system.

¢ Revise procurement approval authorities in the CAQ to reduce review levels and distribute
srmall purchase authority to users.

Office of Publications and Distribution

* Modify the proposed delivery service policy to collect a uniform fee, per periodical, for
delivering all newspapers, magazines, and publications.

MANAGEMENT RESPONSE |

In the December 30, 1996 response to our draft report. the Acting CAQ agreed with the findings
and recommendations in this report, and indicated that corrective actions have been initiated for
some areas and planned for the remaiping areas. Details of the response to each finding are
summarized under the Management Response section at the end of each finding. In addition, a
copy of the Acting CAO’s full response is provided as an Appendix to this report.

{OFFICE OF INSPECTOR GENERAL COMMENTS | .

We fully concur with the initial and planned actions of the Acting CAQ. These actions are
responsive to the issues we identified, and when fully implemcnted, should satisfy the intent of
our recommendaticns.

Offico of inspector General Page viii
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Finding F:  HIR Does Not Have A Plan To Address The Year 2000 Issue

In order to minimize the disruption in services by the Year 2000, private industry and most
government agencics have alrsady begun addressing the potential impact by analyzing, planning,
and rewriting existing systems, as recommended by technological =xpents. Although HIR has
assessed its systems, it has not yet developed 2 plan for minimicing the potential impact that the
Year 2000 issue will have on the House. HIR planning efforts have not begun because of the
expectation that with HIR's migration 10 a nerwork-ceniric computing environment, its existing
legacy mainframe system will no longer be in use by the Year 2000. However, in light of our
tecommended needs analysis and cost'beneflt analysis in Finding E, {t is conceivable that all
mainframe operations may not be completely phased out prior o the Year 2000. Affected
applications on systems that are not replaced may generate incarrect data, incorrect reports. and
completely interrupt nonnz! operaiions

The Year 2000 poses one of the most significant chaileages ever faced by the information
exhnology industry and will have enormous impact on business applications, package solutions,
and systems softwarc. The problem was created because of the litnitations of earlicr techrology
and the historically higher cost of storing information. In the 1960s and 1970s, storage spacc for
date was expensive. Assuming that those early systems would be repiaced before the new
millennium, many companies opted for two-digit date codss to indicate the year, instead of using
all four digits, to reduce storage requircments. For example, the Year 1970 would be stored as
merely “707, and not as “1970". As a result, the Year 2000 would be stored as 00" and
processed by many programs as the Year 1900, rather than the Year 2000, thereby causing many
important programs to {uil.

Even as organizations moved to newer. more advanced systems, the daie structure was not
modified to include ihe century, nor were applications modificd or upgraded, because of the
significant cost. Most government agenciss and private compeanies have initiated extensive
efforts to identify Year 2000 issues and begun recoding existing programs to address these

issues.

Computcer Associates [ntematonal. Inc. provided a “Year 2000 Road Map™ as part of its
testimony before the House Committe2 nn Sciercc's Subcommines on Technology. It
recommended that davelopment and maintenance tcams incorporate the following steps into
plans. in order 1o make informed decisions that are in concert with organizational goals:

e Plarning;

e [aventory:

* Impact Analysis;

s Source Code Analysis;

«  Source Code Conversion:

Office of inspector General Page 28
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« Testing and Debugging;
e Regression Testing; and
« Life Cycle Management.

Currently, HIR has begun an initial assessment of Year 2000 issues, but no documented plan
exists. Each Director is oversecing the work in their individual areas and systems, but no team
leader has been assigned tn lead the effort. In addition, there are office level systems within the
House environment that are not under the direct control of HIR, although HIR assists in
maintaining these svstems.. However, there is no assessment of these systems being conducted at
this time.

HIR has not developed 2 plan for addressing the Year 2000 issue because of the cxpectation that
conversion to a new distributed client-server architecture will replacs its existing legacy
mainframe architecture, and the interim new software to be installed will adequately address
Year 2000 issues. FIR’s “Report on Issues Related to Retirement of the IBM Mezinframe™
(prescnted 10 the CAO on September 5, 1996) recommends not upgrading applications that exist
on the mainframe svstem, since the expectation is that thc mainframe and its technology
applications will no Ionger be in use by the Year 2000. Consequently, staff are not doing the
work to upgrade applications.

However, no analysis has been dore to deiermine the impact of phasing out the legacy
application systems and which legacy application systems should remain. In the case where the
House decides to continue using certain mainframe applications, those applications siould be
examined to correct any Yeur 2000 deficiencies.

Failure to prepare tor the Year 2000 could:
»  Generate incorrect data,
* Generate incorrect managernent reports.

» Halt normal operations of critical systems such as Members payroll, staff payroll, and Human
Resources.

In order to minimize the potential impact that the Year 2000 issuc will have on the existing
maintrame, HIR should immediately begin planning what actions it intends to take ra address
thesc issues. As recommended during the House testimony referred to above, HIR should
consider 2 plan which includes 2 systems inventory. impact and code analysis, code conversion,
testing and debugging, regressing testing. and iifc cycle management. In addition, HIR should:

« Eswublish target dates for completing different phases of the conversion process and ack
the achievement of those milestone dates,

= Prioritize issucs into critical. secondary. or tertiary issucs, and

Otfice of Inspector General Page 29
U.S. House of Representatives



4

Report No. 96-CAC-15
Officc Of The Chief Administrative Officer December 31, 1996

e Assess the projected costs and human resources and budget for them.

» Allow for one ful] fiscal year of testing so unforesecy problems can be identiiied,
addressed, and resolved,

« Assign responsibility for the conversion to a Project Leader,

«  Create 2 project team consisting of representatives from all arsus within HIR,

e Detzrmine ownership and maintenancs responsibilities for office level systems, and

s Ensure that appropriate time and resourses are available for implementation of the plan.

Finally, in the event that HIR moves to a distributed client-service architecture, dual plans should
be developed, on= to address the architecturc as it currently exists, and another to address the
architecture that will exist as HIR moves to a distributed client-server environment.

Recommendation

We recommend that the Chiz{ Admimistrative Officer prepare a comprehensive swatezy
addressing the potential impact of the Yzar 2000 issus, for raview anc approval by the
Comminee on House Oversight. The strategy should include the requirements discussed i this
finding.

Management Response

The Acting CAC concurred with the recommendation in this finding. HIR wiil adopt projec:
mazgement policies and proccdurss 10 ensurs appropriate planning and conversion for year
2000 issues addressing the establishment of priorities and target dates for the phases of
conversion, and adequate testing for all the systems.

Office of Inspector General Comments

The planned actions are responsive 1o the issues we identified, and when fully implementad,
should satisfy the intent of our recornmendation.

Oftice af inspector General Page 30
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Mr. HoRN. Yes, and, of course, we don’t have any jurisdiction
over that in this committee. Our jurisdiction is simply limited to
the executive branch. House Oversight has that jurisdiction, and,
as Mrs. Morella noted, there has been a coordinator appointed even
before John was appointed, so we are making progress here, be-
cause we had checked that informally months ago. Go ahead, the
gentlewoman from Michigan.

Ms. STABENOW. Thank you. First, to Chairman Horn, thank you
and Chairwoman Morella. We have held, I know in our Technology
Subcommittee, a number of important hearings as has this commit-
tee, and this is an incredibly important subject. I would only add
that as we take responsibility in the Congress for what we need to
be doing that the administration do the same, I would also urge
that we work closely with our local units of government and small
businesses. I have been very concerned about the lack of awareness
in my State of Michigan in terms of the small business community.
I'm holding a series of forums on Monday, in fact, to address this
and provide information to them. But I think each of us has a re-
sponsibility, and rather than deciding who is doing better than the
other, I'm hopeful that we will all address this together, so that we
will provide the maximum amount of information to local units of
government and small businesses so that they may also address
the impact of this serious challenge. Thank you.

Mr. HorN. Thank you. Does the gentleman from Tennessee have
any comments?

Mr. GORDON. Thank you, Mr. Chairman. On this important
issue, I think my best contribution can be to be quiet and let the
ex&ert panel go forward. [Laughter.]

r. HORN. I thank the gentleman from Tennessee. He always
has great wisdom on these comments. [Lau%_hter.]

It’s a great pleasure, now, to have the first panel—and gentle-
men, you know the routine—we do swear all witnesses before the
subcommittee, so if you’ll rise and raise your right hands.

[Witnesses sworn.

Mr. HORN. The clerk will note that all three witnesses have af-
firmed, and it’s a great pleasure to have our friend, John Koskinen,
come out of retirement like the Lone Ranger riding out of the shad-
ows to deal with evil doers. So, John, we welcome you here. When
I congratulated him on his first day at work last Monday, he said
he’d like a week or so to find out what’s going on with some of his
colleagues. So, we look on this as not the definitive word that you
will have but what your strategy is, and we're delighted the Presi-
dent appointed you.

STATEMENTS OF JOHN KOSKINEN, CHAIR, PRESIDENTS
COUNCIL ON YEAR 2000 CONVERSION; GENE DODARO, AS-
SISTANT COMPTROLLER GENERAL, U.S. GENERAL AC-
COUNTING OFFICE; AND MICHAEL P. HARDEN, PRESIDENT,
CENTURY TECHNOLOGY SERVICES, INC.

Mr. KoskINEN. Thank you, Mr. Chairman. I'd like to thank all
of you for your kind comments. This may be a classic example of
a situation where I should quit while 'm ahead, but, nonetheless,
we have a couple of years of hard work ahead of us. With your per-
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mission, Mr. Chairman, I will submit my full statement for the
record and summarize it here this morning.

Mr. HorN. Yes; without objection, all statements automatically
go in the record, and we’d like you to summarize it, and we’ll go
down all three of you. You have excellent testimony, Mr. Harden
and Mr. Dodaro, and then we’ll put forth questions to all three of
you.

Mr. KOskINEN. Thank you. I am genuinely pleased to be back be-
fore the subcommittees to discuss the year 2000 problem and my
new role as chair of the President’s Council on Year 2000 Conver-
sion.

I welcome this opportunity, not only because of my prior experi-
ence in working with you on a range of issues as Deputy Director
for Management at OMB, but because of the ongoing interest you
have shown in raising public awareness about the year 2000 prob-
1en210t0 help ensure that computer systems are ready for January
1, 2000.

As you know, the President shares your concern, and, as you
have noted, last month, he issued Executive Order 13073 creating
the Council. He has recently made it clear at a meeting of his cabi-
net that agency heads bear the full responsibility for the successful
preparation of their agencies’ mission-critical systems for the tran-
sition to the year 2000.

Chairman Horn, I have read your most recent report on year
2000 progress in Federal agencies, and, as you know, last week,
OMB submitted to Congress its latest quarterly report. Both re-
ports share a common finding: agencies are maiing progress, but
the rate of progress needs to increase. I think we all agree that no
problem facing us is more pressing, especially since, unlike other
Washington problems, neither the President nor Congress can push
the deadline back. As you note, we have 653 days left until Janu-
ary 1, 2000, and the question is: How we can work together to en-
sure that the Federal Government, and has been noted State and
local governments, those in the private sector, and leaders in other
countries are doing all they can to minimize disruption to systems
on January 1, 2000?

There’s no question that the challenges are great, and I am con-
fident that the Council can play an important role in meeting
them. However, we need to carefully structure the Council’s activi-
ties to maximize its effectiveness. GAO—which has been noted and
I totally agree with—has done very valuable work in the year 2000
area generally, has recently circulated a draft report recommending
actions for the Council. We will be sharing our detailed comments
on the draft with GAO, but we generally agree with most of what
they have to say.

From my perspective, I think it is important for the Council not
to interfere with or duplicate the good work that is currently under
way in the agencies and is being done by the Chief Information Of-
ficers Council and other interagency management councils. The
Council on the Year 2000 should also build on, rather than try to
replace, the important oversight role that OMB is playing in mon-
itoring and reporting information gathered from the agencies. How-
ever, as you note, we have an obligation to the public to view this
as more than just a Federal systems problem. We need to adopt a
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global perspective, and 1 think the Council’s real contribution will
be made in coordinating the agencies’ work with those outside the
Federal Government, whether they be tribal, State, and local gov-
ernments; private sector organizations; or institutions operating
around the world.

To accomplish this, I do not believe the Council should create
and directly manage new national forums for specific economic sec-
tors such as financial institutions and the health care industry. In-
stead, the Council should be a catalyst, using existing structures
and resources to create an ongoing dialog on the year 2000 implica-
tions for these activities. Individual Federal agencies have a major
role to play in this regard. For example, I think that the Council
can be more effective by enlisting and supporting an agency like
the Treasury Department or the Federal Reserve as the coordinator
on outreach to financial institutions, and the Department of Health
and Human Services, there’s the coordinator on outreach to the
health care industry, empowering these agencies to determine the
appropriate measures the Government should take to assure
progress in these areas to the extent we can.

While the Council will have a global perspective, I would like to
reemphasize that it will not be a centralized body that will relieve
the agencies and others of their individual responsibilities to actu-
ally do the work necessary to fix the problem. Not only would this
require an extremely large staff, it would be a misguided effort.
The work of fixing the year 2000 problem can only be done by those
on the front lines. Senior executives responsible for public and pri-
vate sector organizations are responsible, as well, for ensuring that
their mission-critical systems are ready. As Chairman Horn stated,
this is a management challenge as well as technological one.

In short, the President’s Council on Year 2000 Conversion needs
to be a catalyst, to ensure that individuals in the public and pri-
vate sector are aware of the problem and doing all they can to fix
it. The Council also should be a facilitator, to promote the fruitful
exchange of ideas and information on best practices and the resolu-
tion of common problems. Finally, the Council should be a coordi-
nator, to ensure that resources are being used effectively across or-
ganizational boundaries.

I'd like to turn, for a few minutes, to describe in a little more de-
tail what the Council will be doing. In working with Federal agen-
cies, the Council will monitor the progress of those responsible for
fixing the problems in those Federal agencies. I've already begun
to embark on what I fondly refer to as my “Agency-of-the-Day
Tours,” where I'm meeting with agency heads, their deputies, their
chief information officers, and those leading their year 2000 efforts
to discuss their situations. In each meeting, I have been asking
three key questions: What are your major risks? What are the most
significant obstacles to removing those risks? And what contin-
gency plans are appropriate in light of that analysis.

I am also talking to the agencies about the external systems with
which they interface, particularly, their data exchanges with State
and local governments. Even if all the Federal Government’s mis-
sion-critical systems function effectively on January 1, 2000, the
public will still suffer substantial adverse consequences if our sys-
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tems cannot communicate with the external systems with which we
need to exchange data to operate key Federal programs.

Second, the Council will be working closely with existing inter-
agency councils to increase the coordination of agency year 2000 ef-
forts and better facilitate the exchange of year 2000 information
and ideas among the agencies. As I said, I don’t believe the Council
should be duplicating those efforts, but I do think we can play an
important role in energizing and coordinating the good work of
these groups and in increasing their visibility to ensure that agen-
cies can benefit from each other’s experiences.

Third, and most important, the Council will be reaching out to
those outside the Federal Government to increase awareness of the
year 2000 problem and to offer appropriate assistance and support.
A year ago, if you were to ask me to name our greatest challenge,
I would have said—as this subcommittee noted—that it was mak-
ing those within the Federal Government aware of the problem. I
think, in substantial part because of the good work that’s been
done in the administration and on the Hill, we have now achieved
that awareness on the Federal level. A critical challenge over the
next 6 months will be to reach out to State and local governments,
to the private sector, and to foreign entities to increase their
awareness and determine not only how they are dealing with the
problem, but whether there is anything the Federal Government
can do to help in those efforts.

I've already mentioned the importance of Federal interfaces with
State and local governments, but there are other solely State and
local services on which people depend-—from public safety to pay-
ment of State pension benefits—that could be affected by the year
2000 problem. Last October, we made a good start in our dialog
with State and local officials when Sally Katzen, who has agreed
to be vice chair of the Council, met with representatives from State
and local governments at a conference in Pittsburgh. A Federal-
State working group has been established, and I look forward to
continuing that dialog and seeing how the Federal Government can
be of assistance to State and local governments as they work to fix
their systems.

Finally, in a global economy that is increasingly dependent upon
the electronic exchange of financial and other data, we need to do
everything we can to ensure that other nations are devoting the ap-
propriate level of attention to this issue. Having traveled exten-
sively in Southeast Asia prior to my starting to this job, I can tell
you from personal experience that many countries are focused on
more immediate economic problems than solving the year 2000
problem. While this is one area in which the Council may have the
greatest difficulty in exercising influence, we need to do everything
we can to raise awareness in other countries. So, the Council will
work with Federal agencies to leverage the influence of inter-
national organizations like the United Nations, the World Bank,
and the International Monetary Fund to increase awareness and
facilitate the exchange of information among nations.

There is no doubt that the year 2000 problem poses significant
challenges to our Government, our Nation, and the world. Those of
us who are committed to solving this problem will have to perform
a delicate balancing act over the next 21 months. While it is impor-
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tant to increase worldwide attention to the urgent necessity of solv-
ing this problem, we need to avoid creating unnecessary panic and
precipitous counterproductive activity. The best way for us to spend
the next 21 months will be to address the challenges that lie before
us, in a very aggressive but measured way, by marshalling the re-
sources at our disposal in the most effective way possible.

I thank the subcommittees for their continued interest in this
problem. Your efforts have made, and continue to make, a valuable
contribution to the public dialog about this matter. I look forward
to working with all of you, and I would be happy to answer any
questions you may have after the other statements are made.
Thank you.

[The prepared statement of Mr. Koskinen follows:]
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CHAIRMAN
PRESIDENT’S COUNCIL ON THE YEAR 2000 CONVERSION
BEFORE THE
SUBCOMMITTEE ON GOVERNMENT MANAGEMENT, INFORMATION, AND
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OF THE COMMITTEE ON GOVERNMENT REFORM AND OVERSIGHT
AND THE

SUBCOMMITTEE ON TECHNOLOGY

OF THE COMMITTEE ON SCIENCE

U.S. HOUSE OF REPRESENTATIVES

March 18, 1998

Good morning. 1 am pleased to be back before the subcommittees to discuss the year
2000 problem and my new role as Chair of the President’s Council on the Year 2000 Conversion,

I welcome this opportunity, not only because of my prior experience in working with you
on a range of issues as Deputy Director for Management at OMB, but because of the ongoing
interest you have shown in raising public awareness about the year 2000 problem to help ensure
that computer systems are ready for January 1, 2000.

As you know, the President shares your concern. Last month, he issued Executive Order
13073 creating the Council, and has recently made it clear at a meeting of his Cabinet that agency
heads bear the full responsibility for the successful preparation of their agencies’ mission-critical
systems for the transition to the year 2000,

Chairman Horn, I have read your most recent report on year 2000 progress in Federal
agencies. As you know, last week OMB submitted to Congress its latest quarterly report. Both
reports share a common finding: agencies are making progress, but the rate of that progress needs
to increase. I think we all agree that no problem facing us is more pressing, especially since,
unlike other Washington problems, neither the President nor Congress can push the deadline back.
We have 653 days left until January 1, 2000, and the question is how can we work together to
ensure that the Federal Government, State and local governments, those in the private sector, and
leaders in other countries are doing all that they can to to minimize disruption to systems on
January 1, 2000.

The Council’s Role

In the days and weeks following my appointment as Chair of the President’s Year 2000
Council, many people have told me that I must be in need of counseling, having resumed my
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career in public service by taking on 2 job that some think is impossible. Senator Moynihan, who
has also been concerned about the Federal Government’s response to the year 2000 problem for
some time, has said that the overall challenge facing me is analogous to the “13th labor of
Hercules.”

There is no question that the challenges are great, and I am confident that the Council can
play an important role in meeting those challenges. However, we need to carefully structure the
Council’s activities to maximize its effectiveness. GAO, which has done very valuable work in the
year 2000 area generally, has recently circulated a draft report recommending actions for the
Council. We will be sharing our detailed comments on the draft with GAO, but we generally
agree with much of what they have to say.

From my perspective, I think it is important for the Council not to interfere with or
duplicate the good work that is currently underway in the agencies and is being done by the CIO
Council and other interagency management councils. The Council should also build on, rather
than try to replace, the important oversight role that OMB is playing in monitoring and reporting
information gathered from the agencies.

The Council needs keep informed of the progress resuiting from these efforts, which have
been appropriately focused primarily on systems managed by or for the Federal Government.
However, we have an obligation to the public to view this as more than just a Federal systems
problem. We need to adopt a global perspective, and I think the Council’s real contribution wil
be made by coordinating work by the agencies with those outside the Federal government,
whether they be tribal, state and local governments, private sector organizations or institutions
operating around the world.

To accomplish this, I do not believe the Council should create and directly manage new
national forums for specific sectors of the economy such as financial institutions and the health
care industry. The Council should be a catalyst, using existing structures and resources to create
an ongoing dialogue on the year 2000 implications for these activities. Individual Federal
agencies have a major role to play in this regard. For example, I think that the Council can be
more effective by enlisting and supporting someone like the Treasury Department or the Federal
Reserve as the coordinator on outreach to financial institutions, and HHS as the coordinator on
outreach to the health care industry -- empowering them to determine the appropriate measures
Government should take to assure progress in these areas. For example, the agencies may work
through existing private sector groups, such as those identified in GAO’s testimony, as part of
their outreach effort. The senior executives in each agency responsible for the work in such
sectors or partnerships will be the agencies’ representatives on the Council, which will then be
able to monitor and coordinate these agency activities and help ensure that there are not gaps in

the coverage.

While the Council will have a global perspective, I would like to emphasize that it will
not be a centralized body that will relieve the agencies and others of their individual
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responsibilities to actually do the work necessary to fix the year 2000 problem. Not only would
this require an extremely large staff, it would be a misguided effort. The work of fixing the year
2000 problem can only be done by those who are on the front lines. Senior executives responsible
for public and private sector organizations are responsible for ensuring that their mission-critical
systems are ready.

I am adopting this approach in part because it is my experience as a crisis manager in both
the public and private sectors that once you get the senior people in an organization asking the
right questions -- Do we have a problem? What is the nature of that problem? What should we
be doing to fix it? -- the work gets done. I believe that most senior executives in the Federal
agencies are asking these questions, and the Council’s job is to ensure that leaders outside the
government are asking them as well.

In short, the President’s Council on the Year 2000 conversion needs to be a catalyst, to
ensure that individuals in the public and private sectors are aware of the problem and doing all
they can to fix it. The Council also should be a facilitator, to promote the fruitful exchange of
ideas and information on best practices and the resolution of common problems. Finally, the
Council should be a coordinator, to ensure that resources are being used effectively across
organizational boundaries.

Let me now turn to describing more specifically what the Council will be doing.

Working with the Agencies

First, the Council will monitor the progress of those responsible for fixing the problem in
Federal agencies. I have already begun to embark on what I fondly refer to as my “Agency of the
Day Tours,” where I am meeting with agency heads, their deputies, their CIOs, and those leading,
their year 2000 efforts to discuss their situations. In each meeting, I have been asking three key
questions: What are your major risks? What are the most significant obstacles to removing those
risks? What contingency plans are appropriate in light of that analysis?

I am also talking to agencies about the external systems with which they interface,
particularly their data exchanges with State and local governments. Even if all of the Federal
Government’s mission-critical systems function effectively on January 1, 2000, the public will still
suffer substantial adverse consequences if our systems cannot communicate with the external
systems with which we need to exchange data to operate key Federal programs.

In January, OMB instructed agencies to inventory all of their data exchanges with outside
parties by February 1, 1998, and to coordinate with those parties by March 1, 1998 to determine a
transition plan. The agencies are making good progress in this area. Of the 24 agencies that
report regularly to OMB, 19 have completed their inventories of data exchanges and indicated
that communication with outside parties either was complete or would be complete by March 1,
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1998. OMB is following-up with the remaining five agencies to assure that they complete the
discussions soon.

‘Working Through Interagency Management Councils

Second, we will be working closely with existing interagency management councils to
increase the coordination of agency year 2000 efforts and better facilitate the exchange of year
2000 information and ideas among agencies. As I said, I don’t believe the Council should be
duplicating these efforts, but I do think we can play an important role in energizing and
coordinating the good work of these groups and in increasing their visibility to ensure that
agencies can benefit from each other’s experiences.

To further this goal, I will be meeting on a regular basis with the President’s Management
Council, the Chief Information Officers Council, the Chief Financial Officers Council, the
President’s Council on Integrity and Efficiency, the Executive Council on Integrity and
Efficiency, and the Interagency Council on Administrative Management to encourage information
sharing on best practices and system challenges to ensure there is effective coordination across the
Government. 1 will also be joining the Vice President and the staff of the National Partnership for
Reiaventing Government as they continue to work with the 32 Federal agencies identified as
having a “high impact” on our citizens to improve their customer service. Nothing is more central
to improved customer service than a smooth transition to the year 2000.

Outreach: Beyond the Federal Government

Third, and perhaps most important, the Council will be reaching out to those outside the
Federal Government to increase awareness of the year 2000 problem and to offer appropriate
assistance and support.

The Federal Government has a responsibility to exercise leadership in this area. Everyone
has an interest in a smooth transition to the year 2000 by organizations operating independently of
the Federal government. The inability of a stock market in another country to open on Monday,
January 3, 2000, the slowing of a local mass transportation system to a crawl, or the failure of a

- medium-sized business could affect us all. A year ago, if you had asked me to name our greatest
challenge, I would have said that it was making those within the Federal Government aware of the
probiem. I think we have now achieved that awareness at the Federal level, and a critical
challenge over the next six months will be to reach out to State and local governments, to the
private sector, and to foreign entities to increase their awareness and determine not only how they
are dealing with the problem, but whether there is anything that the Federal Government can do to
help them in their efforts.
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I've already mentioned the importance of Federal interfaces with State and local
governments, but there are other solely State and local services that people depend on - from
public safety to payment of State pension benefits -- that could be affected by the year 2000
problem. Last October, we made a good start in our dialogue with State and local officials when
Sally Katzen, Vice Chair of the Council, met with representatives from State and local
governments at a conference in Pittsburgh. A Federal-State working group has been established
and I look forward to continuing that dialogue, and to seeing how the Federal Government can be
of assistance to State and local governments as they work to fix their systems. In fact, just last
week I met with James Lee Witt, director of the Federal Emergency Management Agency, who
agreed that his agency will begin to work closely with State and local disaster authorities to
determine the status of their year 2000 efforts and offer whatever support they can.

Some have described economic doomsday scenarios that could take place when we reach
the year 2000. To ensure that doesn’t happen, the Council will work to raise awareness and offer
support to private sector firms. Small and medium-sized businesses are of special concern,
because many of them do not have adequate institutional resources to devote to fixing the
problem. We are also reaching out to them. For example, through its Web page, the Small
Business Administration is sharing with small business owners information on best practices for
dealing with the transition to the year 2000. And as I mentioned earlier, I think the Council can
be effective in using existing structures and resources to create a dialogue between the Federal
Government and the private sector in many key areas of the economy.

Finally, the Council will have a world-wide focus. We live in a global economy that is
increasingly dependent upon the electronic exchange of financial and other data. Unfortunately, it
is not clear that all other nations are devoting the appropriate level of attention to the year 2000.
Having traveled extensively in Southeast Asia prior to my starting this job, I can tell you from
personal experience that many countries are focused on more immediate economic problems.

While this is the one area in which the Council may have the greatest difficulty in
exercising influence, we need to do everything that we can to raise awareness in other countries.
Again, once senior leadership begins to ask the right questions, the work will get done. So the
Council will work with Federal agencies to leverage the influence of international organizations
like the United Nations, the World Bank, and the International Monetary Fund to increase
awareness and facilitate the exchange of information among nations.

The Balancing Act

There is no doubt that the year 2000 problem poses significant challenges to our
Government, our Nation, and the world. Those of us who are committed to solving this problem
will have to perform a delicate balancing act over the next 21 months. While it is important to
increase world-wide attention to the urgent necessity of solving this problem, we need to avoid
creating panic and precipitous, counterproductive activity. The best way for us to spend the next
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21 months will be to address the challenges that lie before us, in a very aggressive but measured
way, by marshaling the resources at our disposal in the most effective way possible.

1 thank the subcommittees for their continued interest in the year 2000 problem. Your
efforts have made, and continue to make, a valuable contribution to the public dialogue al:out this
matter. Ilook forward to working with you, and I would be happy to answer any questions that
you may have.
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Mr. HorN. Thank you very much for that most helpful overview
and statement. Qur next witness is the long-time—probably gets
the longtime medal here for appearing before this subcommittee
over the years and that’s Gene Dodaro, the Assistance Comptroller
General of the United States for Accounting and Information Man-
agement Division of the U.S. General Accounting Office. So, Gene,
welcome, and we look forward to your summary of your statement.

Mr. DoDARO. Good morning, Mr. Chairman, Ms. Chairwoman,
members of the subcommittee. I'm pleased to be here today to dis-
cuss the year 2000 computing crisis.

In February 1997, GAO listed the year 2000 problem as one of
the high risk areas across the Federal Government. Since then,
we’ve been working proactively with agencies by providing guid-
ance on how they could structure successful programs and by
issuing a series of recommendations to individual agencies to help
strengthen their programs.

Like all the commenters this morning, we welcome the creation
of the President’s Council on Year 2000 Conversion. The Council’s
objectives of expediting the Federal Government’s activities and
outreach with State and local governments, the private sector, and
the international arena is much needed. As Mr. Koskinen men-
tioned, to assist the Council in formulating its initial strategy we've
advanced, at GAO, a series of recommendations, and this morning
I'd like to outline those recommendations that we’'ve made to Mr.
Koskinen for his consideration as well as the Director of OMB.

They fall in four themes: one, is the priority that needs to be
given to setting priorities across the Government—this is a critical
issue; second, is the importance of developing contingency plans to
ensure business continuity in the advent of year 2000 failures;
third, is the need to ensure adequate resources, personnel in par-
ticular, in order to carry out the remediation efforts at the Federal
Government level, and fourth, is the value of obtaining the broad-
est possible perspective on this problem at all levels: the Federal
level, the national level, and the international level.

Now, prioritization of the Government’s efforts are especially
critical, because it's clear to us at the current pace that not all mis-
sion-critical systems are going to be fixed on time. As was pointed
out this morning, as of last month, only 35 percent of the Govern-
ment’s mission-critical systems were reported year 2000 compliant.
This leaves over 4,600 mission-critical systems to be replaced and
repaired over the next year. That’s not to mention the thousands
of other systems that also support and carry out Federal Govern-
ment activities. It is unlikely that agencies are going to be able to
complete this amount of work in the time remaining. Therefore,
setting priorities within each agency is especially important, and
we've encouraged Mr. Koskinen to work with the agency heads to
make sure that priorities are being set, because as with any man-
agement challenge, as has been pointed out today, setting the prop-
er priorities is really the first step toward resolving the problem.

In addition to priorities set at individual agencies, however, the
system-by-system approach that’s been advanced to date of fixing
the problems within each agency really needs, also, a Government-
wide perspective. Many of the Federal Government systems inter-
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act with one another and with the private sector. As was pointed
out today, there needs to be Governmentwide priorities.

For example, to pay benefit payments at the Federal level, and
even to pay the Government’s bill on time, individual agencies need
to interact with the financial management service at the Treasury
Department. The Treasury Department interacts with a vast net-
work of financial institutions to actually process and carry out
those payments. There’s a web, a network of systems, that provide
that basic Government service. The Government needs to ensure
that the priorities are set so all those system efforts are developed
at the same time, and agencies can ensure operational end-to-end
testing to make sure all the system interfaces operated appro-
priately. So, Governmentwide priorities are necessary in order to
carry that out.

Also, it’s imperative that contingency planning be underway
right now for all agency activities. As we've discussed before these
two subcommittees last month, we recommended that FAA develop
contingency plans, because of the difficulties it’s facing and the late
start that it made. Also, great concern continues to revolve around
systems to pay Medicare claims. As you all know, it’s about 800
million claims a year. The Health Care Financing Administration
continues to be concerned that the Medicare contractors will not be
ready; all of them, on time, to meet the March 1999 deadline for
completing the implementation phase.

So contingency planning in these areas where we’'ve made spe-
cific recommendations to the agencies also needs to be done across
the Government. To assist agencies in doing that, we’re releasing
today an exposure draft of a contingency planning guide. We
worked with experts and the chief information officers were con-
sulted to develop this guide to assist organizations in developing
business continuity and contingency plans.

In addition, personnel needs must be taken into consideration
across the Federal Government. Several agencies in their last quar-
terly report reported that they and/or their contractors were experi-
encing difficulty in making sure that they were obtaining and re-
taining the proper amount of people that are needed to carry out
those activities. The CIO Council is meeting today to discuss this
issue. We recommend that they complete their strategy, not only
for retaining people currently in the Federal Government, but also
for eliminating disincentives to bring back experienced Federal re-
tired programmers to help and contribute to public service to help
the Federal Government deal with this problem.

Also in terms of perspective, as time draws closer toward the mil-
lennium, it is essential that the President’s Council and OMB have
complete and accurate reports from the agencies to have the best
available picture of what’s going on at the Federal level. In order
to do that, we've recommended that OMB expand the number of
agencies that are reporting in to ensure that all critical independ-
ent agencies are reporting as well as the 24 major agencies of the
Government, and that there be independent testing and validation
taking place for critical activities, particularly testing and contin-
gency planning.

It is also important, beyond the Federal Government level, to get
a broad perspective on what is going on nationally and internation-
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ally. Currently, there exists no complete picture of the Nation’s
readiness to attack the year 2000 problem successfully. We have
recommended that the President’s Council attempt to orchestrate
such a complete picture as soon as possible in order to see exactly
where we are and what the challenges are.

Also, John and the Council face a tremendous coordination chal-
lenge in bringing about all the outreach efforts that we’'ve talked
about. And I call your attention to an idea we advanced for them
as a starting point. Please look to the board on your left. There’s
also a handout in your package of this organizational structure.

If you think back a few months earlier and look to the right side
of the board, we basically had in place a situation where OMB was
working with the Federal agencies. Last fall, the outreach activities
extended to the States, as Mr. Koskinen mentioned, with Sally
Katzen meeting with them in October to start a dialog between the
Federal and State governments. In February, the President’s Coun-
cil was created, which we’ve outlined in the center of the coordina-
tion activities there to work with agencies to provide quarterly
progress reports to the President.

We've also suggested, because of the time constraints, that the
Council use the sector-based approach that was recently used by
the President’s Commission on Critical Infrastructure Protection as
a starting point. So you have key senior Federal officials working
with those critical sectors of the economy to assess the Nation’s
readiness, to {)rovide advice to the Council, and to work through
contingency plans if needed. That structure could be augmented
w1t1111 advisory councils and task forces that could be created as
well.

And I want to emphasize we’re not proposing this as the defini-
tive model, but we thought it would ge ood to offer this to the
Council as it undertakes this enormous effort to coordinate across
national and international fora.

In closing, I'd like to emphasize and reiterate GAO’s support to
continue to help in solving the Nation’s computing crisis. I also look
forward to working with John, Federal agencies, and others as we
all tackle this problem. And I’d like to, as other people have, com-
mend your two subcommittees for bringing attention to this issue.
And continued congressional oversight will be essential to solving
this unprecedented technology challenge.

Thank you and I’'d be happy to answer any questions later.

[NOTE.—The report entitled, “Year 2000 Computing Crisis: Busi-
ness Continuity gontingency Planning—Ezxposure Draft” may be
found in subcommittee files.]

[The prepared statement of Mr. Dodaro follows:]
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Mr. Chairman, Ms. Chairwoman, and Members of the Subcommittees:

We are pleased to be here today to discuss the Year 2000 computing crisis. According to
the report of the President's Commission on Critical Infrastructure Protection, the United
States—-with close to half of all computer capacity and 60 percent of Internet assets—is the
world's most advanced and most dependent user of information technology.! As a
result, the upcoming change of century is a sweeping and urgent challenge for public
and private-sector organizations.?

For this reason, we designated the Year 2000 computing problem as a high-risk area® for
the federal government and published guidance® to help organizations successfully
address the issue. During the past year, we have issued over two dozen reports
detailing specific findings and recommendations related to the Year 2000 readiness of a
wide range of federal agencies.’

While some progress has been made in addressing the federal government's Year 2000
readiness, serious vulnerabilities remain. Many agencies are behind schedule. At the
current pace, it is clear that not all mission critical systems will be fixed in time. Much
more action is needed to ensure that federal agencies satisfactorily mitigate Year 2000
risks to avoid debilitating consequences. Vital economic sectors of the nation are also
vulnerable. These include state and local governments; telecommunications; banking
and finance; health, safety, and emergency services; transportation; utilities; and
manufacturing and small business.

‘Critical Foundations: Protecting America's Infrastructures (President's Commission on
Critical Infrastructure Protection, October 1997).

*For the past several decades, automated information systems have typically represented
the year using two digits rather than four in order to conserve electronic data storage
space and reduce operating costs. In this format, however, 2000 is indistinguishable
from 1900 because both are represented only as 00. As a result, if not modified,
computer systems or applications that use dates or perform date- or time-sensitive
calculations may generate incorrect results beyond 1999.

High-Risk Series: Information Management and Technology (GAO/HR-97-9, February
1997).

*Our enterprise readiness guide--Year 2000 Computing Crisis: An Assessment Guide
(GAO/AIMD-10.1.14, September 1997)--offers a structured, step-by-step approach for

reviewing the adequacy of agency planning and management of a Year 2000 program.
This guide was released to the public as an exposure draft in February 1997 and issued
in September 1997.

*A listing of our publications is included as an attachment to this statement.
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While actions by government and industry are underway throughout the nation, the
recent creation of the President’s Council on Year 2000 Conversion represents a much
needed approach to orchestrate the leadership and public/private partnerships essential
to confronting the unprecedented challenges posed by the Year 2000 crisis. Our
testimony today outlines Year 2000 risks and presents actions that should be taken by
the President’s Council. We have provided for comment a draft report on these issues to
the Chairman of the President's Council on Year 2000 Conversion and the Office of
Management and Budget (OMB) and expect to issue it soon.

RELIANCE ON COMPUTERS AND INTERDEPENDENCIE
AMONG SECTORS CREATE RISK OF SERVICE DISRUPTION

The public faces a risk that critical services could be severely disrupted by the Year 2000
computing crisis. Financial transactions could be delayed, airline flights grounded, and
national defense affected. The many interdependencies that exist among governments
and within key economic sectors could cause a single failure to have adverse
repercussions. While managers in the government and the private sector are taking
many actions to mitigate these risks, a significant amount of work remains, and time
frames are unrelenting.

Risk of Disruption to Government Services Is High

The federal government is extremely vulnerable to the Year 2000 issue due to its
widespread dependence on computer systems to process financial transactions, deliver
vital public services, and carry out its operations. This challenge is made more difficult
by the age and poor documentation of the government's existing systems and its
lackluster track record in modernizing systems to deliver expected improvements and
meet promised deadlines.

Unless this issue is successfully addressed, serious consequences could ensue. For
example: :

L] Unless the Federal Aviation Administration (FAA) takes much more decisive
action, there could be grounded or delayed flights, degraded safety, customer
inconvenience, and increased airline costs.®

= Payments to veterans with service-connected disabilities could be severely delayed
if the system that issues them either halts or produces checks so erroneous that it
must be shut down and checks processed manually.

= The military services could find it extremely difficult to efficiently and effectively
equip and sustain its forces around the world.

*Year 2000 Computing Crisis: FAA Must Act Quickly to Prevent Systems Failur
(GAO/T-AIMD-98-63, February 4, 19v8).

2
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n Federal systems used to track student loans could produce erroneous information
on loan status, such as indicating that a paid loan was in default.

» Internal Revenue Service tax systems could be unable to process returns, thereby
jeopardizing revenue collection and delaying refunds.

» The Social Security Administration process to provide benefits to disabled persons

could be disrupted if interfaces with state systems fail.

In addition, the year 2000 also could cause problems for the many facilities used by the
federal government that were built or renovated within the last 20 years that contain
embedded computer systems’ to control, monitor, or assist in operations. For example,
heating and air conditioning units could stop functioning properly and card-entry
security systems could cease to operate.

Year 2000-related problems have already been identified. For example, an automated
Defense Logistics Agency system erroneously deactivated 90,000 inventoried items as the
result of an incorrect date calculation. According to the agency, if the problem had not
been corrected (which took 400 work hours), the impact would have seriously hampered
its mission to deliver materiel in a timely manner.® In annther case the Department of
Defense's Global Command Control System, which is used to generate a common
operating picture of the battlefield for planning, executing, and managing military
operations, failed testing when the date was rolled over to the year 2000.

Our reviews of federal agency Year 2000 programs found uneven progress. Some
agencies are significantly behind schedule and are at high risk that they will not fix their
systems in time. Other agencies have made progress, although risks remain and a great
deal more work is needed. Qur reports contained numerous recommendations, which
the agencies have almost universally agreed to implement. Among them were the need
to complete inventories of systems, document data exchange agreements, and develop
contingency plans.

Audit offices of some states also have identified significant Year 2000 concerns. Risks
include the potential that systems supporting benefit programs, motor vehicle records,
and criminal records (i.e., prisoner release or parole eligibility determinations) may be
adversely affected. These audit offices have made recommendations including the need
for increased oversight, Year 2000 project plans, contingency plans, and personnel
recruitment and retention strategies.

Data exchanges between the federal government and the states are also critical to
ensuring that billions of dollars of benefits payments are made to millions of recipients.

’Embedded systems are special-purpose computers built into other devices.

*Defense Computers: Issues Confronting DLA in Addressing Year 2000 Problems
(GAO/AIMD-97-106, August 12, 1997).
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Consequently, in October 1997 the Commonwealth of Pennsylvania hosted the first
State/Federal CIO Summit. Participants agreed to (1) use a 4-digit contiguous computer
standard for data exchanges, (2) establish a national policy group, and (3) create a joint
state/federal working group.

Key Economic Sectors at Risk of Year 2000 Failures

America’s infrastructures are a complex array of public and private enterprises with
many interdependencies at all levels. Key economic sectors that could be seriously
impacted if their systems are not Year 2000 compliant are: information and
telecommunications; banking and finance; health, safety, and emergency services;
transportation; utilities; and manufacturing and small business.” The information and
telecommunications infrastructure is especially important because it (1) enables the
electronic transfer of funds, (2) is essential to the service economy, manufacturing, and
efficient delivery of raw materials and finished goods, and (3) is basic to responsive
emergency services. Illustrations of Year 2000 risks follow.

L According to the Basle Committee on Banking Supervision--an international
committee of banking st pervisory authorities--failure to address the Year 2000
issue would cause banking institutions to experience operational problems or even
bankruptcy. Moreover, the Chair of the Federal Financial Institutions Examination
Council, a U.S. interagency council composed of federal bank, credit union, and
thrift institution regulators, stated that banking is one of America's most
information-intensive businesses and that any malfunctions caused by the century
date change could affect a bank's ability to meet its obligations. He also stated
that of equal concern are problems that customers may experience that could
prevent them from meeting their obligations to banks and that these problems, if
not addressed, could have repercussions throughout the nation's economy.

- According to the International Organization of Securities Commissions, the Year
2000 presents a serious challenge to the world's financial markets. Because they
are highly interconnected, a disruption in one segment can spread quickly to
others.

] FAA recently met with representatives of airlines, aircraft manufacturers, airports,
fuel suppliers, telecommunications providers, and industry associations to discuss
the Year 2000 issue. Participants raised the concern that their own Year 2000
compliance would be irrelevant if FAA were not compliant because of the many
system interdependencies. Representatives went on to say that unless FAA were

These sectors are compatible with the critical infrastructures identified by the President's
Commission on Critical Infrastructure Protection. The Commission deemed these
infrastructures so vital that their destruction or incapacity would have a debilitating
impact on our defense and economic security.

4
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substantially Year 2000 compliant on January 1, 2000, flights would not get off the
ground and that extended delays would be an economic disaster.

- Another risk associated with the transportation sector was described by the
Federal Highway Administration, which stated that highway safety could be
severely compromised because of potential Year 2000 problems in operational
transportation systems. For example, date-dependent signal timing patterns could
be incorrectly implemented at highway intersections if traffic signal systems run
by state and local governments do not process four-digit years correctly.

n One risk associated with the utility sector is the potential loss of electrical power.
For example, Nuclear Regulatory Commission staff believe that safety-related safe
shutdown systems will function but that a worst-case scenario could occur in
which Year 2000 failures in several nonsafety-related systems could cause a plant
to shut down, resulting in the loss of off-site power and complications in tracking
post-shutdown plant status and recovery.

] With respect to the health, safety, and emergency services sector, according to the
Department of Health and Human Services, the Year 2000 issue holds serious
implications for the nation's health care providers and researchers. Medical
devices and scientific laboratory equipment may experience problems beginning
January 1, 2000, if the computer systems, software applications, or embedded
chips used in these devices contain two-digit fields for year representation. In
addition, according to the Gartner Group, health care is substantially behind other
industries in Year 2000 compliance, and it predicts that at least 10 percent of
mission-critical systems in this industry will fail because of noncompliance.*

One of the largest, and largely unknown, risks relates to the global nature of the
problem. With the advent of electronic communication and international commerce, the
United States and the rest of the world have become critically dependent on computers.
However, there are indications of Year 2000 readiness problems in the international
arena. In September 1997, the Gartner Group surveyed 2,400 companies in 17 countries
and concluded that "[t]hirty percent of all companies have not started dealing with the
year 2000 problem.””

Although there are many national and international risks related to the year 2000, our
limited review of these key sectors found a number of private-sector organizations that
have raised awareness and provided advice. For example:

YHealthcare Is Far Behind In Year 2000 Compliance (Gartner Group, Document #1GG-
020498-02, February 4, 1998).

"Year 2000-World Status (Gartner Group, Document number M-100-037, November 25,
1997).

5
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L] The Securities Industry Association established a Year 2000 committee in
1995 to promote awareness and since then has established other committees
to address key issues, such as testing.

L The Electric Power Research Institute sponsored a conference in 1997 with
utility professionals to explore the Year 2000 issue in embedded systems.

] Representatives of several oil and gas companies formed a Year 2000
energy industry group, which meets regularly to discuss the problem.

= The International Air Transport Association organized seminars and

briefings for many segments of the airline industry.

In addition, information technology industry associations, such as the Information
Technology Association of America, have published newsletters, issued guidance, and
held seminars to focus information technology users on the Year 2000 problem.

ADDITIONAL ACTIONS CAN BE TAKEN
TO REDUCE YEAR 2000 RISKS

As 200G approaches and the scope of the problems has become clearer, the federal
government's actions have intensified, at the urging of the Congress and others. The
amount of attention devoted to this issue has increased in the last year, culminating with
the issuance of a February 4, 1998, executive order establishing the President’s Council
on Year 2000 Conversion. The Council Chair is to oversee federal agency Year 2000
efforts as well as act as spokesman in national and international forums, coordinate with
state and local governments, promote appropriate federal roles with respect to private-
sector activities, and report to the President on a quarterly basis.

This increased attention could help minimize the disruption to the nation as the
millennium approaches. In particular, the President's Council on Year 2000 Conversion
can initiate additional actions needed to mitigate risks and uncertainties. These include
ensuring that the government's highest priority systems are corrected and that
contingency plans are developed across government.

Setting Priorities Is Critical

Agencies have taken longer to complete the awareness and assessment phases of their
Year 2000 programs than is recommended. This leaves less time for critical renovation,
validation, and implementation phases. For example, the Air Force has used over 45
percent of its available time completing the awareness and assessment phases, while the
Gartner Group recommends that no more than about a quarter of an organization's Year
2000 effort should be spent on these phases.

Consequently, priority-setting is essential. According to OMB's latest report, as of
February 15, 1998, only about 35 percent of federal agencies’ mission-critical systems
were considered to be Year 2000 compliant. This leaves over 3,500 mission-critical
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systems, as well as thousands of nonmission-critical systems, still to be repaired, and
over 1,100 systems to be replaced. It is unlikely that agencies can complete this vast
amount of work in time. Accordingly, it is critical that the executive branch identify
those systems that are of the highest priority. These include those that, if not corrected,
could most seriously threaten health and safety, the financial well being of American
citizens, national security, or the economy.

Agencies must also ensure that their mission-critical systems can properly exchange data
with other systems and are protected from errors that can be introduced by external
systems. For example, agencies that administer key federal benefits payment programs,
such as the Department of Veterans Affairs, must exchange data with the Department of
the Treasury which, in turn, interfaces with financial institutions, to ensure that
beneficiary checks are issued. As a result, completing end-to-end testing for mission-
critical systems is essential.

Reporting on Agency Progress Needs to Be Improved

OMB's reports on agency progress do not fully and accurately reflect the federal
government's progress towerd achieving Year 2000 compliar.ce tvcause not all agencies
are required to report and OMB's reporting requirements are incomplete. For example:

L OMB had not, until recently, required independent agencies to submit quarterly
reports. Accordingly, the status of these agencies' Year 2000 programs has not
been monitored centrally. On March 9, 1998, OMB asked 31 independent
agencies, including the Securities and Exchange Commission and the Pension
Benefit Guaranty Corporation, to report on their progress in fixing the Year 2000
problem by April 30, 1998. OMB plans to include a summary of those responses
in its next quarterly report to the Congress. However, unlike its quarterly
reporting requirement for the major departments and agencies, OMB does not
plan to request the independent agencies to report again until next year. Since the
independent agencies will not be reporting again until Apri] 1999, it will be
difficult for OMB to be in position to address any major problems.

L Agencies are required to report their progress in repairing noncompliant systems
but are not required to report on their progress in implementing systems to
replace noncompliant systems, unless the replacement effort is behind schedule by
2 months or more. Because federal agencies have a poor history of delivering
new system capabilities on time, it is essential to know agencies’ progress in
implementing replacement systems.

n OMB's guidance does not specify what steps must be taken to complete each
phase of a Year 2000 program (i.e., assessment, renovation, validation, and
implementation). Without such guidance, agencies may report that they have
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completed a phase when they have not. Our enterprise guide provides
information on the key tasks that should be performed within each phase.”

Mr. Chairman, in your December 1997 letter to OMB, you expressed similar concerns
that OMB reports be more comprehensive and reliable.

Contingency Plans Imperative

In January 1998, OMB asked agencies to describe their contingency planning activities in
their February 1998 quarterly reports. These instructions stated that contingency plans
should be established for mission-critical systems that are not expected to be
implemented by March 1999, or for mission-critical systems that have been reported as 2
months or more behind schedule. Accordingly, in their February 1998 quarterly reports,
several agencies reported that they planned to develop contingency plans only if they
fall behind schedule in completing their Year 2000 fixes.

Agencies that develop contingency plans only for systems currently behind schedule,
however, are not addressing the need to ensure the continuity of a minimal level of core
business operations in the event of unforeseen failures. As a result, when unpredicted
failures occur, agencies will not have a well-detined response and may not have enough
time to develop and test an effective contingency plan. Contingency plans should be
formulated to respond to two types of failures: those that can be predicted (e.g., system
renovations that are already far behind schedule) and those that are unforeseen (e.g., a
system that fails despite having been certified as Year 2000 compliant or a system that
cannot be corrected by January 1, 2000, despite appearing to be on schedule today).

Moreover, contingency plans that focus only on agency systems are inadequate. Federal
agencies depend on data provided by their business partners as well as on services
provided by the public infrastructure. One weak link anywhere in the chain of critical
dependencies can cause major disruptions. Given these interdependencies, it is
imperative that contingency plans be developed for all critical core business processes
and supporting systems, regardless of whether these systems are owned by the agency.

In its latest governmentwide Year 2000 progress report, issued March 10, 1998, OMB
clarified its contingency plan instructions.”® OMB stated that contingency plans should
be developed for all core business functions. Today, we are issuing an exposure draft of
a guide to help agencies ensure the continuity of operations through contingency

2GAO/AIMD-10.1.14, September 1997.

“Progress on Year 2000 Conversion, U.S. Office of Management and Budget, as of
February 15, 1998.

8
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planning.** The Chief Information Officer Council worked with us in developing this
guide and intends to adopt it for federal agency use.

Independent Verification of Progress Needed

OMB's assessment of the current status of federal Year 2000 progress has been
predominantly based on agency reports that have not been consistently verified or
independently reviewed. Without such independent reviews, OMB and others, such as
the President's Council on Year 2000 Conversion, have no assurance that they are
receiving accurate information. OMB has acknowledged the need for independent
verification and asked agencies to report on such activities in their February 1998
quarterly reports. While this has helped provide assurance that some verification is
taking place through internal checks, reviews by Inspectors General, or contractors, the
full scope of verification activities required by OMB has not been articulated.

It is important that the executive branch set standards for the types of reviews that are
needed to provide assurance regarding the agencies’ Year 2000 actions. Such standards
could encompass independent assessments of (1) whether the agencv has developed and
is implementing a comprehensive and effective Year 2000 proy.am; (2 the accuracy and
completeness of the agency’s quarterly report to OMB, including verification of the status
of systems reported as compliant; (3) whether the agency has a reasonable and
comprehensive testing approach; and (4) the completeness and reasonableness of the
agency's business continuity and contingency planning.

Ability to Address Governmentwide Issu uld Be Strengtl

The Chief Information Officers Council's Subcommittee on the Year 2000 has been useful
in addressing governmentwide issues. For example, the Year 2000 Subcommittee
worked with the Federal Acquisition Regulation Council and industry to develop a rule
that (1) establishes a single definition of Year 2000 compliance in executive branch
procurement and (2) generally requires agencies to acquire only Year-2000 compliant
products and services or products and services that can be made Year 2000 compliant.
The subcommittee has also established subgroups on (1) best practices, (2) state issues
and data exchanges, (3) industry issues, (4) telecommunications, (5) buildings, (6)
biomedical and laboratory equipment, (7) General Services Administration support and
commercial off-the-shelf products, and (8) international issues.

The subcommittee’s effectiveness could be further enhanced. For example, currently
agencies are not required to participate in the Year 2000 subcommittee. Without such
full participation, it is less likely that appropriate governmentwide solutions can be

Year 2000 Comp
(GAO/AIMD-10.1.19, Exposure Draft March 1998).

9
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implemented. Further, while the subcommittee’s subgroups are currently working on
plans, they have not yet published these with associated milestones. It is important that
this be done and publicized quickly so that agencies can use this information in their
Year 2000 programs. It is equally important that implementation of agency activities
resulting from these plans be monitored closely and that the subgroups' decisions be
enforced.

Another governmentwide issue that needs to be addressed is the availability of
information technology personnel. In their February 1998 quarterly reports, several
agencies reported that they or their contractors had problems obtaining and/or retaining
information technology personnel. Currently, no governmentwide strategy exists to
address recruiting and retaining information technology personnel with the appropriate
skills for Year 2000-related work. To date, the CIO Council has not addressed this issue
although it is considering asking the Office of Personnel Management to review the
possibility of obtaining waivers to rehire retired federal personnel.

SUCCESS OF THE NEW PRESIDENTIAL COUNCIL IS CRITICAL

Given the sweeping ramifications of the Year 2000 issue, other countries have set up
mechanisms to solve the Year 2000 problem on a nationwide basis. Several countries,
such as the United Kingdom, Canada, and Australia, have appointed central
organizations to coordinate and oversee their governments' responses to the Year 2000
crisis. In the case of the United Kingdom, for example, a ministerial group is being
established, under the leadership of the President of the Board of Trade, to tackle the
Year 2000 problem across the public and private sectors.

These countries have also established public/private forums to address the Year 2000
problem. For example, in September 1997, Canada's Minister of Industry established a
government/industry Year 2000 task force of representatives from banking, insurance,
transportation, manufacturing, telecommunications, information technology, small and
medium-sized businesses, agriculture, and the retail and service sectors.” The Canadian
Chief Information Officer is an ex-officio member of the task force. It has been charged
with providing (1) an assessment of the nature and scope of the Year 2000 problem, (2)
the state of industry preparedness, and (3) leadership and advice on how risks could be
reduced. This task force issued a report in February 1998 with 18 recommendations that
are intended to promote public/private-sector cooperation and prompt remedial action.

In the United States, the President’s recent executive order could serve as the linchpin
that bridges the nation's and the federal government's various Year 2000 initiatives.
While the Year 2000 problem could have serious consequences, there is no
comprehensive picture of the nation's readiness. As one of its first tasks, the President’s
Council on Year 2000 Conversion could formulate such a comprehensive picture in
partnership with the private sector and state and local governments.

10
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Many organizational and managerial models exist that the Conversion Council could use
to build effective partnerships to solve the nation's Year 2000 problem. Because of the
need to move swiftly, one viable alternative would be to consider using the sector-based
approach recommended recently by the President's Commission on Critical
Infrastructure Protection as a starting point.

This approach could involve federal agency focal points working with sector
infrastructure coordinators. These coordinators would be created or selected from
existing associations and would facilitate sharing information among providers and the
government. Using this model, the President's Council on Year 2000 Conversion could
establish public/private partnership forums composed of representatives of each major
sector that, in turn, could rely on task forces organized along economic-sector lines.
Such groups would help (1) gauge the nation's preparedness for the year 2000, (2)
periodically report on the status and remaining actions of each sector's Year 2000
remediation efforts, and (3) ensure the development of contingency plans to ensure the
continuing delivery of critical public and private services.

In conclusion, while the Year 2000 problem has the potential to cause serious disruption
to the nation, these risks can be mitigated and disruptions minimized with proper
attention and management. Continued congressional oversight through hearings such as
this and those that have been held by other committees in both the House and the
Senate can help ensure that the Year 2000 problem is given the attention that it deserves
and that appropriate actions are taken to address this crisis.

Mr. Chairman and Ms. Chairwoman, this concludes my statement. I would be happy to

respond to any questions that you or other members of the Subcommittees may have at
this time.

11
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AQ REPORTS AND TESTIMONY ADDRESSING THE YEAR 2000 CRISIS

Year 2000 Computing Crisis: Busines ntinuity and Contingency Plannin,
(GAO/AIMD-10.1.19, Exposure Draft, March 1998)

Year 2000 Readiness: NRC's Proposed Approach Regarding Nuclear Powerplants
(GAQ/AIMD-98-90R, March 6, 1998)

Year 2000 Computing Crisis: Federal D it Insuran ration's Efforts to Ensur
Bank Systems Are Year 2000 Compliant (GAO/T-AIMD-98-73, February 10, 1998)

Year 2000 Computing Crisis: FAA Must Act Quickly to Prevent Systems Failures
(GAO/T-AIMD-98-63, February 4, 1998)

FAA Computer Systems: Limited Progress on Year 2000 Issue Increases Risk
Dramatically (GAO/AIMD-98-45, January 30, 1998)

Defense Computers: Air Force Needs to Srrepgsthen Year 2000 Oversight (GAO/AIMD-
98-35, January 16, 1998)

Year 2000 Computing Crisis: Actions Needed to Address Credit Union Systems' Year
2000 Problem (GAO/AIMD-98-48, January 7, 1998)

Veterans Health Administration Facility Systems: Some Progress Made In Ensuring Year
2000 Compliance, But Challenges Remain (GAO/AIMD-98-31R, November 7, 1997)

Year 2000 Computing Crisis; National Credit Union Administration's Efforts to Ensure
Credit Union Systems Are Year 2000 Compliant (GAO/T-AIMD-98-20, October 22, 1997)

Social Security Administration: Significant Progress Made in Year 2000 Effort, But Key
Risks Remain (GAQ/AIMD-98-6, October 22, 1997)

Defense Computers: Technical Support Is Key to Naval Supply Year 2000 Success
(GAO/AIMD-98-7R, October 21, 1997)

Defense Computers: 1L.5SC Needs to Confront Significant Year 2000 Issues
(GAO/AIMD-97-149, September 26, 1997)

Veterans Affairs Computer Systems: Action Underway Yet Much Work Remains To
Resolve Year 2000 Crisis (GAO/T-AIMD-97-174, September 25, 1997)

Year 2000 Computing Crisis: Success Depends Upon Strong Management and
Structured Approach (GAO/T-AIMD-97-173, September 25, 1997)

12
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Year 2000 Computing Crisis: An Assessment Guide (GAO/AIMD-10.1.14, September
1997)

Defense Computers: S5G Needs to Sustain Year 2000 Progress (GAO/AIMD-97-120R,
August 19, 1997)

Defense Computers: Improvements to DOD Systems Inventory Needed for Year 2000
Effort (GAO/AIMD-97-112, August 13, 1997)

Defense Computers: Issues Confronting DLA in Addressing Year 2000 Problems
(GAO/AIMD-97-106, August 12, 1997)

Defense Computers: DFAS Faces Challenges in Solving the Year 2000 Problem
(GAO/AIMD-97-117, August 11, 1997)

Year 2000 Computing Crisis: Time is Running Out for Federal Agencies to Prepare for
the New Millennium {GAO/T-AIMD-97-129, July 10, 1997)

Veterans Benefits Computer Systems: Uninterrupted Deliv f Benefits Depends on
Timely Correction of Year-2000 Problems (GAO/T-AIMD-97-114, june 26, 1997)

Veterans Benefits Computers Systems: Risks of VBA's Year-2000 Efforts
(GAO/AIMD-97-79, May 30, 1997)

Medicare Transaction System: Suc Depend on Correcting Critical Managerial
and Technical Weaknesses (GAO/AIMD-97-78, May 16, 1997)

Medicare Transaction System: Serious Managerial and Technical Weaknesses Threaten
Modernization (GAO/T-AIMD-97-91, May 16, 1997)

Year 2000 Computing Crisis: Risk of Serious Disruption to Essential Government
Functions Calls for Agency Action Now (GAO/T-AIMD-97-52, February 27, 1997)

Year 2000 Computing Crisis: Strong Leadership Today Needed To Prevent Future
Disruption of Government Services (GAO/T-AIMD-97-51, February 24, 1997)

High-Risk Series: Information Management and Technology (GAO/HR-97-9, February
1997)

(511455)
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Mr. HorN. Well, we thank you very much for that statement.

And it is now my pleasure to introduce Michael Harden. Dr.
Harden is the founder and president of the Century Technology
Services, Inc. It is a company dedicated to conducting research into
the year 2000 problem and developing various solutions, tools, and
methodologies to deal with that situation. I was particularly
pleased to read your testimony since you've been saying what this
committee has been saying for 2 years: that the closer we get to
that deadline, the scarcer human resources will be. And you've
given us some very interesting figures which I hope you will elabo-
rate on in your summary.

Your remarks have been put in the record at this point. Most of
us have read them, just give us a summary of that very fine state-
ment that you made.

Mr. HARDEN. Thank you, Mr. Chairman.

I'm pleased to be here today because I believe the issue that
we’re dealing with in the year 2000, particularly as it applies to the
human resources side. I certainly believe that I can state for myself
and my colleagues in the industry, that we believe that the Govern-
ment is faced with an issue here that may certainly impede its
ability to effectively deal with the year 2000 problem. That issue
is the possible inability to be able to hire, maintain, and to keep
in place those resources necessary to actually tackle the year 2000
problem.

With only 653 days remaining, as this timetable compresses
itself, the need for resources will become more and more acute. And
those resources will be impacted by the laws of supply and de-
mand.

We're already beginning to see this happen. Just in the last year,
the number of open Information Technology [IT] positions in this
country has doubled. Programmers are now demanding and receiv-
ing six-figure salaries, and contractors and other service providers
are paying those people retention bonuses to keep them in place so
that they won’t leave for greener pastures elsewhere. Indeed, it’s
estimated that computer programmers will see their salaries dou-
ble every 6 months through the duration of this problem.

There will be a severe impact on this Government’s ability to
deal with the problem. And specifically, there are five ways—or five
areas—that I think will be impacted.

The first is that contractors in the past that have bid contracts
for the Government—not necessarily year 2000 contracts, but just
Government contracts in general—bid those on a fixed-fee basis.
The cost model that they used to create that was based on a salary
at that time for programmers. Those salaries have increased rap-
idly since that time and since they are fixed-fee contracts they can’t
pass along their increased cost to the Government. That means
that for every hour that they work, they may not make a profit;
they may actually, in some cases, be losing money. The impact to
the Government is that the quality of those contracts will be great-
ly diminished, or when those contracts come up to be rebid, they
won’t be bid, or that the cost of that bid will be prohibitive to the
Government.
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The second area is that Government employees will see the ris-
ing salaries outside in the private sector and it may eventually be-
come possible for a Government employee to leave the job they are
in today and to find work in a Government contractor or a private
sector source and actually be able to make as much money in the
next few years as they would have made in 10 or more years of ac-
tual service with the Government. That temptation is sometimes
too much to resist. And I believe that we are going to see an exodus
of Government programming talent into the private sector.

The third thing that will affect the Government is the inability
of the Federal Government to retain programming staff and will re-
quire that the Federal Government hire contract programmers and
go out and find contractors to do the work. The irony of that situa-
tion is that the very same Government employee who today may
be working on a system could very well leave, come back, sit in the
exact same cubicle, work on the exact same system, but be charg-
ing the Government three times the salary they were making as
a Federal employee.

The fourth point that we have to look at is that the unplanned
increase in costs associated with this supply and demand in labor
literally throws all the budget calculations that we've made so far
to the wind. In fact, the Gartner Group’s estimates that the world-
wide cost for fixing the year 2000 problem of $600 billion was
based on the then current cost for programming talent. As that cost
has increased, those estimates have gone up and we’re now hearing
that the estimate is over $1 trillion. Obviously, that will affect any
of the Government’s budgets as those prices increase.

And the fifth and final way that I think that we’re going to be
faced with a problem due to the contention for resources is that as
the demand for programmers to fix the year 2000 problem in-
creases, those programmers will be drawn away from other areas
that they need to focus on. Can the FAA modernize its systems?
Can the IRS implement changes to the Tax Code if the resources
are being a plietf to the year 2000 problem?

And by the way, this is not just unique to the United States. I've
traveled to Europe and Asia and the situation there is equally as
bad. And in fact, in Europe, the contention for resources based
upon the year 2000 problem and the conversion to the European
currency necessitates almost doubling the amount of effort to fix
the problem. In fact, in the United Kingdom today, what we’re find-
ing is that there is only enough resources available to fix the year
2000 problem in about 3,000 of the 12,000 major corporations or
major companies there. _

The States have faced this problem too. Texas, Missouri, Califor-
nia, and a number of others fxave already cited the fact that they
are unable to attract and retain the resources that they need to fix
their problems. And we'’re finding headhunters out there actually
paying bounties to attract that staff.
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So, in conclusion, Mr. Chairman, I don’t believe that I can over-
state the challenge that the Federal Government will face over the
next 2 years to actually find and maintain the staff it needs to fix
its problem. I urge the subcommittee to focus itself, as one of its
many tasks, to determine whether the existing budget projections
are indeed accurate and as to what contingencies can taﬁe place in
this Government to handle the lack of resources that this Govern-
ment will face.

Thank you.

[The prepared statement of Mr. Harden follows:]
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STATEMENT OF
MICHAEL P. HARDEN, PH.D.
PRESIDENT AND CHIEF EXECUTIVE OFFICER
OF CENTURY TECHNOLOGY SERVICES, INC.
BEFORE THE
SUBCOMMITTEE ON GOVERNMENT MANAGEMENT,
INFORMATION, AND TECHNOLOGY
COMMITTEE ON GOVERNMENT REFORM AND OVERSIGHT

HOUSE OF REPRESENTATIVES

MARCH 18, 1998

Mr. Chairman and Members of the Subcommittee:

1 am pleased to appear before the Subcommittee to discuss the Year 2000 problem. I
appreciate the opportunity afforded me to present to you, and the American people, what
I believe to be a critical, and perhaps even fatal aspect of the government’s ability to
successfully deal with this massive problem. That issue is the possible inability of the
Federal government to provide, acquire, or maintain sufficient programming resources to

tackle the Year 2000 Problem in the short time remaining before January 1, 2000.

With only 653 days remaining, the prospects of achieving success appear ever more
remote. As we move toward the Year 2000, our ability to achieve success becomes more
dependent than ever on our ability to apply the necessary resources to the problem. Since

there simply aren’t enough programmers available to fix every system that may be
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affected by the Year 2000, the law of supply and demand takes over. We are already
beginning to see this happen. In the last year, the number of open IT jobs has nearly
doubled. Programmers are now demanding and receiving salaries in the six figure range,
with “retention” bonuses to keep them from leaving for greener pastures elsewhere. As
the contention for these resources increases, so will the salaries that must be paid to
attract and retain these programmers. Indeed, it is estimated that computer programmer

salaries will double every six months through the duration of this problem.

Not applying sufficient resources today to fix the problem means that more resources will

be required later to accomplish the fix in time. By increasing the demand for
programmers, competitive forces will increase their salaries. So not only will we need
more programmers, but the hourly cost for this talent will also rise. Every wasted hour

today may cost us three or four times as much later for that same hour of work.
How will the government be affected? In at least five different ways:

1. Contractors that bid and won government contracts a céuple of yearsagoon a
“fixed fee” basis, did so on a cost model that did not account for this new, rapid
rise in programmer salaries. Today, these contractors find that they must now pay
significantly more per hour for the same resources to fulfill their contracts. Since
the contracts are “fixed fee,” there is no capability to pass the increased labor
expense along to the government, so profits are greatly diminished. In some cases,
each hour worked on a contract may actually lose money for the contractor. The
result is that these contracts will either suffer diminished quality, or that they will
not be re-bid as they come up for renewal, or that the bid price will be so high as

to make the cost prohibitive to the government.

2. Government employees in Information Technology wiil see the rising salaries and
bonuses in the private sector continue to increase to a point where the temptation

to leave the government to take advantage of this opportunity is just too good to
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pass up. It may eventually become possible for a government employee to quit,
join a commercial corporation, and to make as much money in a few years as they
would have in ten years of government service. Today, the Federal government is
unable to compéte with its private sector counterparts. An exodus of government
programming talent will likely occur, thereby making the task of fixing the Year

2000 problem much harder than imagined.

The inability of the Federal government to retain its programming staff will
necessitate the hiring of contractors to provide this resource. The price for this
staff will be significantly more than current budgets have allowed. In fact, it is
very likely that the government employee who once worked on a particular
system will return as a contract programmer, sitting in the same cubicle, working
on the same systems, but at a contractor rate of three times what he was

previously paid as an employee.

. The unplanned increased costs for programmers to work on Year 2000 projects
will throw all previous budget projections to the wind. Current estimates in both
the government and private sectors were based on the then prevailing
programming rates. As these rates increase, expected Year 2000 costs will
skyrocket. The obvious result is that current cost estimates are no longer valid. It
is interesting to note that the original Gartner Group estimate of a $600 billion
worldwide cost for the Year 2000 was based on programmer salaries at that time.
Due to the financial competition for talent that is underway, many industry

experts are now pushing the figure up to as high as $1 trillion.

. As the demand for programmers to focus on the Year 2000 problem increases,
resources will be shifted away from other programming needs. Maintenance of
existing systems will be jeopardized. Computer upgrades, modernization efforts,
and many other projects will suffer. How will the FAA or the IRS fix their Year
2000 problems while simultaneously modernizing their systems? Can changes to
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the tax code be accomplished while resources are also needed on the Year 2000

Problem? The obvious answer to these questions is that it just isn’t possible.

Recently, Capers Jones, a noted authority on the Year 2000 Problem, estimated that the
amount of labor needed to find, fix and test all of the Year 2000-impacted software was
over 700,000 person-years. With less than two years left. there is no way possible to
complete the task for everyone. Many state governments have already felt the pinch.
California, Texas, Missouri, Maryland, and many others have reported difficulties in
retaining current programming staff or in hiring new staff. They cannot compete with the
private sector salaries being offered. Private sector recruiters have resorted to offering
“bounties” for trained programmers. And the problem is not isolated to the United States.
In the United Kingdom, industry analysts estimate that all available programmers will be
working on either the Euro conversion or the Year 2000 problem by April 1, 1998. Out of
the 12,000 major UK companies needing assistance, there are only enough resources for
3,000. In Japan, there is an estimated shortfall of 200,000 programmers to fix the problem

in time.

In conclusion Mr. Chairman, I cannot overstate the challenge that the Federal government
faces in being able to assure itself of having the resources necessary to fix the Year 2000
Problem in time. Nor can I overstate the general industry consensus that the rising costs
associated with hiring and retaining talented programming staff will impede the
government’s ability to achieve success in its Year 2000 battle. [ urge the Subcommittee
to focus itself on determining whether existing budget projections for the Year 2000 are
still valid, and to quickly examine what measures can be taken to allow the government
to compete on an equal footing with the private sector for the limited amount of resources
available. The government of the United States cannot afford to find itself sitting on the
sidelines watching commercial entities lure every possible resource out of the public
sector, leaving the government hamstrung in its ability to deal effectively with the Year
2000 Problem.
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Dr. Harden is the founder and President of Century Technology Services, Inc., a company
dedicated to conducting research into the Year 2000 Problem, and developing various
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deal with the problem more effectively.
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industry, primarily in the banking and government sectors. He has held high level
positions in companies such as Citicorp, Sterling Software, BancTec. Inc.. AMR
Information Services, and Fiserv, Inc. Dr. Harden has traveled to Asia and Europe to
study the Year 2000 Problem in those areas of the world, and to discuss the problem with

government officials and local business leaders in those locations.

Century Technology Services, Inc. is located at 1313 Dotley Madison Blvd., Suite 203,
McLean, VA 22101, telephone 703-749-7840, facsimile 703-749-1210, email

ctsi2000@aol.com, web site http://www.ctsi2000.com.
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Mr. HOrN. Well, we thank you. That was a very helpful state-
ment.

Let me begin the questioning. It will be 5 minutes per Member.
We'll alternate between majority and minority. When each in the
minority has had a turn, then we will give everybody a turn on our
side—5 minutes.

OK, let me start, Mr. Koskinen, with you. When you and I chat-
ted last week, I mentioned the thought of a weekly report from the
various agencies to keep them tuned up to the fact the Government
is very serious about this. What did you think of that idea and are
you going to implement a weekly report?

Mr. KOSKINEN. I think it is important for the Government to
view the year 2000 problem as critical and of the highest priority.
At this stage, I have not decided to ask the agencies for weekly re-
ports, and it’s not clear to me that, again, weekly reports to me are
the issue. I'm now checking to see whether, in fact, the heads of
the agencies are getting weekly or biweekly reports. Because,
again, I think the place where this needs to be focused is on an
agency-by-agency basis. Thus far in my meetings with Cabinet Sec-
retaries and agency heads, I have been gratified to see the level of
senior management involvement. I think the monitoring of the time
lines has to %e there. It’s clear that as we move forward we’ll need
more than quarterly reports, but at this stage 'm not prepared to
suggest that agencies deliver external weekly reports to either
OMB or the Council.

Mr. HORrN. I think the problem that has come with the quarterly
reports is an agency cannot do anything in that quarter, and no-
body catches it until it comes in. And what we had in the last little
grade exercise, which we will be doing fairly regularly as we near
this, we're talking about 653 days from now, we’re talking about
7 quarters from now. So if we talk about seven quarterly reports,
I suspect some you will not catch up to if we keep it on just quar-
terly reports until it is too late. And you can’t give the management
thrust that is needed to get them to focus on the problem, that’s
what concerns us. There needs to be a real interaction with your
office knowing what are they reporting to the Cabinet officer in-
volved, or the under secretary, chief operating officer, whatever you
want to call it. And if you do it just on a quarterly basis; as I've
said, we looked at the last quarterly reports, some people had done
absolutely nothing. And then the way to get ahead, they said:
“Well, let’s redefine our critical mission systems.” So they just rede-
fined them out of the category which gave the illusion that progress
was made. They called it a duck by another name.

And I don’t think you want to be caught in that situation, so
something is needed to keep them on track and to let you know
what kind of progress. There’s nothing like a weekly report to
shape people up, I can assure you, having run a fairly large organi-
zation.

Mr. Harden, I think, are we saying here with the six figures that
if you are a COBOL programmer and you're happily retired playing
golf in Bethesda or something will they be brought out of retire-
ment and given a contract to do the job? Because that’s part of the
problem, nobody remembers COBOL in some of these agencies. Or
nobody can even find the instructions to some of the computers
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which have either been lost, but the thing works, and so forth.
What’s your solution for all of that? Does it mean a lot of con-
tracted work rather than just bringing people back?

Mr. HARDEN. Well, 'm not sure that there is an adequate solu-
tion to a problem that’s that massive. Bringing COBOL program-
mers out of retirement is one thing. There’s a lot of effort underway
now to train newer programmers with crash courses in COBOL,
but I'm not sure how many Government agencies or how many pri-
vate sector companies would turn over their code to programmers
who had a 90-day course in COBOL. There is one good thing you
could say about the year 2000 problem and that is that it has de-
creased the rate of unemployment in India. We see a lot of that.
We're sending programming offshore to countries like that, but of
course that’s not an option for this Government, and it certainly is
not an option for a lot of other companies in the private sector to
send their code offshore.

The only real way to lick this problem as it is today is to start
a massive effort now, because as each day goes by, and as I said
earlier, as that timeframe is compressed, it becomes harder and
harder to find the resources. That in turn drives up the price and
you have sort of a catch 22. What you pay today for an hour to fix
COBOL code, you may pay four times next year to fix that same
code. So the real solution is to start now and do as much as you
can before that contention really takes over.

Mr. HorN. I thank the gentleman. And now I'm going to yield
back my time and yield what’s left of that 5§ minutes to give Mrs.
Morella a start and then she can get her own 5 minutes later.

Mrs. MORELLA. Oh, that’s very good. Thank you, I appreciate it.

I very much valued hearing what all of you said. It was really
very much like Robert Frost said when he defined a poem: “It tells
me something I didn’t know I knew.” And of course, we’'ve known
what you've said since we’ve been working on it for 2 years, but
to hear it said in terms of the cost escalating. I always thought the
Gartner Report cost was inflated, but boy, when you say $1 trillion
beyond what Gartner had suggested worldwide, it is shocking. The
personnel problem, and you’re right, and the offshore labor re-
sponse that we're getting.

I want to thank GAO. We do rely on you very heavily in terms
of the kinds of assessment you do, and I think that your sheet, in
terms of outlining how agencies can further put together their re-
port internally with regard to priorities and contingency plans, ade-
quate resources, et cetera, is great.

Mr. Koskinen, in hearing all this, and you know it all, have you
been vested with enough authority to be able to handle labor, costs,
the reporting, and Chairman Horn mentioned whether or not you
thought that one would be more appropriate, you know, every
month, or even a weekly kind of report. I wonder about what kind
of authority you've been given. Can you issue an Executive order?
Can you hire and fire and can you do all of the things that are nec-
essary? Or do you have that sense of: I'm not sure I've got enough,
I'll wait and see, and report back?

Mr. KOSKINEN. I'm satisfied I have the necessary authority and
visibility because I think ultimately the question is not whether I'm
going to walk through the Government hiring and firing people, the
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question is whether I can work with the agencies and respond to
their needs in this area. For instance the Chief Information Offi-
cers Council is meeting with OPM this afternoon to talk about per-
sonnel issues. It was done, to some extent, at my request when I
was first appointed. So I think, what I will be and what the Coun-
cil will be is sort of one-stop-shopping point for the agencies to
raise critical issues as they come up.

We've received great expressions of support from Congress—from
the leadership as well as the minority in both the House and the
Senate—that whatever is needed legislatively, you all are prepared
to consider it promptly. OPM is looking through all of its authori-
ties and regulations to determine what is necessary.

Clearly, as we move forward, one of our strategies will be to look
at resources and ensure that across agency boundaries that we're
using them effectively. As one agency completes its work and has
personnel or contractors who have completed their work with that
agency, it may be important for us, and it may take some legisla-
tive or other authority, to move those resources to other agencies
that have work that remains. This is not to encourage agencies to
wait for somebody else to show up on their doorstep, but that
doesn’t seem to me to be our problem. Our problem will be, and 1
think it is appropriate to worry about it, how do we marshal these
resources which ultimately are finite, and making sure that we
have applied them to the right areas.

So, I'm confident, the President has made it clear that, as Assist-
ant to the President, I have whatever authority I need. And I'm
comfortable and -satisfied that Congress has made it clear that
whatever legisldtive authority is needed, we will get it. But ulti-
mately, at heart, as you have all stressed from the start, this is a
management challenge for the agencies themselves. And one of the
things I stressed to the President when I talked to him about this
is, I did not want my appointment or the establishment of the
Council to be viewed by any agency head as relieving them of re-
sponsibility for the day-in-and-day-out operations of their agencies.

Mrs. MORELLA. That sounds very good and I'm encouraged by it.
But can you issue an Executive order?

Mr. KOSKINEN. I cannot personally, but no one in the Govern-
ment can issue an Executive order except for the President. But if
I need one, 'm sure the President would be willing to issue it.

Mrs. MoOReELLA. OK. And how do you respond to the cost esti-
mates, in terms of the escalation? What are you going to do about
it?

Mr. KOSKINEN. The cost estimates continue to be a focus. We are
stressing with agencies that they need to continually scrub those
costs. We're going to encourage the agencies to ensure that when
they make those cost estimates, they clear them through their
budget offices so that issues like these can be considered.

At this stage, we do not have an indication that there is likely
to be a substantial increase in those costs. I think the advice is
well taken. And the advice we are giving is that the work needs
to be done promptly, not only to allow time for testing, but to avoid
the rush at the door as we go forward. In one meeting, a Member
of Congress noted the irony of my position is that the more success-
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ful T am in increasing awareness around the world, the more ag-
gravated this scrambling for resources will be.

So we have focused the agencies on that issue, but at this point,
at this stage, no agency has said their problem is an inability to
find enough workers. 'ﬁere are some unique areas. The FAA code
in their Host system, the micro-code, is known only by a handful
of people. But beyond that, I think that we don’t have that issue
yet, although it will not surfprise me at all as we go forward that
that’s going to be one of the focal points for our activities.

Mrs. MORELLA. I mean, when you consider that from the begin-
ning, I think I remember, it was $2.3 billion it was going to cost,
and then it was 3 point something, and then it was 3.8, and now,
I think, in the supplemental, you're asking for 4.7. So I mean,
where do we go from here? And is this—I think it was Mr. Harden
in his testimony—is this going to take away from some of those
other vital information technologies?

Mr. KOskINEN. That’s a different and important point. Because
of the finite number of people within agencies doing this work, both
for budgetary but certainly for personnel issues, as you devote peo-
ple to—and companies have the same problem—as you devote your
resources to solving the Y2K problem, by definition, those resources
are not available for other advancements. So one of the costs to the
economy generally is that this is, in many ways, a nonproductive
exercise. You are trying to protect your ability to stay in business.

We had encouraged agencies 2 years ago to view this as an op-
gortunit first, not only to inventory their systems, but to make a

ard judgment about whether systems were needed at all, and if
they were needed, whether the existing system was better replaced
than fixed. The numbers show that about 20 percent of Federal
systems will either be retired or replaced. So in that case, we'll at
least have an improvement in productivity. But for the other 80
percent, and in the private sector as well, is money spent primarily
to stand still and not go backward. So that that will in fact, over
time, be a nonproductive exercise, but it is critical work.

Mrs. MORELLA. You know, I want to correct what I said about
the supplemental. I think $4.7 billion is now the estimate.

Mr. KOskINEN. Total estimate, yes.

Mrs. MORELLA. But it is not in the supplemental.

Mr. KOSKINEN. 1t is not a supplemental. That is the agencies’ lat-
est estimate of their total costs. .

Mrs. MORELLA. So how are you going to handle that?

Mr. KOSKINEN. The $4.7 billion is presently included in their
budgets for 1998 and 1999. Those numgers have been reviewed by
the agencies in the 1999 budget process that is now moving
through the Congress. So there is not a need for additional money
beyond. The $4.7 billion is already in those budget numbers. The
question is: as we move forward, if those numbers increase——

Mrs. MORELLA. It will go up, it will increase.

Mr. KOSKINEN [continuing]. We will then have to look at where
we find the resources.

Mr. HORN. If the Congresswoman would yield back?

Mrs. MORELLA. I was just going to—I yield back to——

Mr. HORN. Just to clarify the record. The administration was
asked by Mr. Kolbe’s Subcommittee on Appropriations to give us
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the figures on what they thought fiscal year 1998—the year we’re
in—would be devoted to this over the next period up to the year
2000. And the estimate, as I remember, was the $2.3 billion that
Mrs. Morella mentioned. And we just didn’t believe it, and I think
we’re right. And we held a hearing on that number alone, prac-
tically, and General Page in the Pentagon said: “Well, $1 billion of
that is mine; they asked for a figure and I gave them a figure, and
we haven't even started ascertaining what the code looks like. And
we don’t know now.” I guess they filled that Assistant Secretary
spot over there but we haven’t heard much from them. But the
agreement of Dr. Raines, certainly, and myself was to take most of
this money out of reprogramming at the end of the year.

Now, the appropriations committees did provide some money in
some of the areas. But have you had a chance yet to look at the
reprogramming situation and the degree to which that could be
done and what might be expected around August and September
at the end of this fiscal year that could be applied to this?

Mr. KOsSKINEN. I have not. I don’t have any additional informa-
tion on that question.

Mr. HorN. OK. I think you’re going to be closer to $10 billion
when we’re done with this.

I now yield 5 minutes to the gentleman from——

Mrs. MORELLA. Mr. Chairman, if I could just add to that question
to Mr. Koskinen to think about: would you then ask for a supple-
mental appropriations if you needed it?

Mr. KOSKINEN. At this point, obviously, the critical issue is to
solve this problem and the resources need to be found. As Chair-
man Horn noted, the process thus far has been for OMB and the
agencies and Con%ess to work within the agencies’ present budg-
et structures. We don’t, at this point, have any reason to go be-
yond that. There have been needs for additional authority for re-
grogramming to allow funds to be moved. In most cases, Congress

as granted that authority. But OMB in their ongoing management
and oversight of the agencies, will continue to review the budget
situation. I do not think it is appropriate for the Council to perform
for it to become the new budget agency on this issue. I think our
function is: if there is a critical need that the agencies have that
we will be supportive of and work with Congress to give you our
assessment of their needs. :

Mr. HORN. I thank the gentleman. I think reprogramming will
solve a lat of it.

Five minutes to the gentleman from Michigan, Mr. Barcia.

Mr. BARCIA. Thank you, Mr. Chairman.

I have two ?uestions for Mr. Koskinen. Mr. Koskinen, you men-
tioned that all agencies completed an inventory of their data ex-
changes with outside parties by February 1.

Mr. KoskINEN. That was the goal, yes.

Mr. BARCIA. And will have determined a transition plan by
March 1.

Mr. KOSKINEN. Yes. The latest OMB report notes that five agen-
cies are still working on that matter. One of the issues I'm stress-
ing with every agency head and cabinet officer is that it is critical
for us to collect that information. We will talk about that issue this
afternoon with the chief information officers as well.
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Mr. BARCIA. Thank you. You already answered my next one:
What agencies have completed transition plans that had been
agreed upon by all parties?

Mr. KOSKINEN. All but five, and those five are working on them
at this time. Our expectation is that by the time the State CIO’s
come to Washington next month, that all agencies will be able to
provide them with the listings of their interfaces with the States.

Mr. BARCIA. That leads me to my second question, my last ques-
tion: the General Accounting Office lays out specific recommenda-
tions for the Council as well as an assessment of Federal agencies
efforts to address the Y2K problem. What is your assessment of the
General Accounting Office analysis? And on what specific points do
you differ from their recommendations? Highlight what you agree
with and what you don’t.

Mr. KOSKINEN. That’s a good question. I'll be happy to share with
you our written response when the process of formulating a written
response to GAO is done. As a general matter, I think we’re all
moving in the same direction. I think it is critical. It is a subtle
but important distinction in the chart, as Mr. Dodaro and I have
discussed, that I think we need to challenge the agencies to be the
sector responsible operations that we can coordinate that at the
Council.

If you are dealing with international financial markets, those
partnerships and dialogs and discussions have to be headed up by
the appropriate Federal agencies, rather than centralized in the
Council’s operations. But the Council then needs—and the mem-
bers of the Council will include senior representatives from each of
the agencies working in those areas so that we can coordinate
across agency lines what happens.

There is an issue on contingency planning as well, in terms of
prioritization and how we do that. The resources are tight. I think
the focus is exactly right: we need to ensure that, whatever hap-
pens, we provide the maximum amount of services we can. What
I'm concerned about is that we make sure we don’t unnecessarily
devote resources to contingency planning in areas where we’re rea-
sonably confident that we’re going to actually have those problems
solved within another few months. But as a general matter, I think
as they would say in the law: we’re pretty close to being on-all-
fours with GAO. I think they have done good work, provided an ex-
cellent outline, and well need to move forward in these areas. We
may implement some of their recommendations in a slightly dif-
ferent way, but I think we’re headed in the same direction.

Mr. BARCIA. Thank you for that response.

Mr. HORN. I thank the gentleman from Michigan. I now yield 5
minutes to the gentleman from Virginia, Mr. Davis.

Mr. Davis. Thank you. Mr. Koskinen, let me start with you. You
know that Chairman Horn is a former university professor. He
issues his own report cards on the agencies. OMB currently has
their own sort of rankings with tier 1, 2, 3. Will you consider
maybe your own report card and making it public to hold agencies
accountable? :

Mr. KOSKINEN. Again, I think at this stage——

Mr. DAvis. Not yet, but, I mean, as we move——
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Mr. KOSKINEN [continuing]. No, I mean as we move forward. I
think the thing we have to avoid is duplicating work that’s already
going on. As you all know, this challenge is broad enough and in-
volves enough activities that I don’t think it is productive for me
to have a separate reporting process to the Council in addition to
the reporting process to OMB and in addition to the ongoing dialog
with Congress. So I think the Council’s role is to review the re-
ports, make suggestions where appropriate about changing either
the nature or frequency of those reports, but trying to zero in on
the obstacles to solving the problems revealed in those reports. I
think that——

Mr. Davis. Do we get a pass-fail on January 1, I guess, of 2000?

Mr. KOSKINEN. As I've told everyone, the great joy of this prob-
lem is that it’s not a question of arguing: gee we should have tried
harder. The performance measure is the systems either work or
they don’t. And it is pass-fail. I'm trying to get the agencies to focus
on the point that this is not a question of posturing as to who will
have the best argument about why they tried hard and it didn’t
work. The real issue over the next 21 months is to candidly address
the challenges we face and to ensure that these systems function.

In some of the critical systems we'’re talking about, failure is not
an option. No matter how hard we try, that won’t be good enough.
The answer here is some of these major systems have to be func-
tional. And our goal right now is to figure out where those prior-
ities and critical natures are, what the obstacles are, and to take
whatever actions are necessary to solve those problems.

Mr. Davis. Well, let me turn to the largest agency in the Govern-
ment, DOD. In the last 3 months, DOD finished 1.7 percent of its
mission-critical systems. In the previous 3 months, DOD also fin-
ished 1.7 percent of mission-critical systems. Now, that’s good con-
sistency, but it’s very bad productivity and with no improvement.
How do you intend to really address the problem agencies like
DOD, Education, or HHS? Obviously some are going to have a little
higher priority than others.

Mr. KOskKINEN. Right. Those are clearly three high-priority agen-
cies. I have a meeting with the Secretary of Defense. I've already
talked with the Deputy Secretary about DOD activities. I've also
talked with Mr. Valletta. I think what we need to do, and the as-
sessment we’re making as we go agency-by-agency is: is there the
appropriate attention being paid by the senior leadership of the
agency? Do they have a management structure in place that is ca-
pable of dealing with this situation? If not, what can we all do to-
gether to provide additional resources where necessary?

I think, although I have this only on representation, the next
quarterly report from the Defense Department will show significant
improvement. They have in their representations to me said that
they have been very careful and cautious about moving systems
from one progress category to another, and they will, they think,
make a quantum leap forward in the next two quarters.

All of this raises the issue that GAO and others have raised, and
that is, I have talked with the inspectors generals and the agency
heads about the need for validation. That we need to ensure that
the information we’re getting in response to these reporting re-
quests is accurate. And again, one of my concerns is that while I
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think it’s important to have awareness, I don’t want to drive the
agencies into a shell during this period, where they are saying
things they think will keep them out of the limelight, and in fact,
delludjng themselves, or us, into assuming that the problem can be
solved.

Mr. Davis. That’s a good point. I’ve noticed in some of the agen-
cies that come up here that there are a lot of retirements that have
gone on during this process. The chairman has called and they've
said: they are not around if things go bad. They give great reports
at lower levels.

Mr. KoskINEN. I would like to say, that thus far in my meetings
with agency heads, I have been gratified to see the level of interest
and concern by the Cabinet Secretaries and their deputies person-
ally in this matter. I think that everyone is increasingly focused on
the point that this is not a question as I say of posturing between
now and January 1, 2000. It is a question of how do we ensure that
basic services to the public and necessary services for the economy
are maintained.

Mr. Davis. Let me—I'm going to ask you one more question. But
if I could move over to Mr. Harden for just a second because I was
a senior V.P. at PRC before I was selected—so I'm out of the busi-
ness a little bit. Fortunately we did very few fixed-fee contracts in
our business. So still, you have to come back and get some kind of
innovation sometimes to come back as the costs rise for your pro-
grammers. How much fixed-fee is going on? What’s going to happen
to the contracts that are out there right now where the costs of pro-
ducing the people are going up exponentially almost?

Mr. HARDEN. Well, youre actually seeing, in some cases, where
organizations that do a lot of government contracting are announc-
ing record revenues and lower profits. And part of the reason for
that is the fixed-fee contract problems they have gotten into where
those programmers are now charging so much more that they can’t
pass that along. I think we’ll see less and less of those contracts,
and I think when they come up for rebid, we’ll see less and less
companies wanting to bid on those. And the Government will either
have to change the way those contracts are bid, or just throw up
their hands and say: we don’t even have time to do this or we can’t
find anybody because our focus is on the year 2000.

Mr. Davis. Well something that I have been talking about for a
long time, is what is happening. Procurement, of course, has
changed markedly over the short period of time, but one of our con-
cerns in terms of getting good people and moving these through the
procurement cycle is the Federal Government doesn’t have the
qualified people, can’t afford to keep the qualified people to even
oversee some of these. And we have a lot of contracting and out-
sourcing in this area, but I think it is going to have to increase be-
cause I just don’t think we can afford to keep it in-house given our
pay scales and the way these things are coming up. And that’s the
way I see it evolving. Any comment on that?

Mr. HARDEN. I think you are absolutely correct in that assump-
tion. There is going to be more and more contracting of this to
outsourcers and other service providers. But once again, those pro-
viders themselves will be competing for those same resources,
which will mean that the prices that they charge to the Govern-
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ment—or bid to the Government—will continue to increase as this
market demand increases. So either way, the Government is going
to pay for that.

Mr. Davis. My time is up. I have got more questions, but the
chairman will ask them. Thank you.

Mr. HORN. Now I yield 5§ minutes to the gentlewoman from
Michigan, Ms. Rivers.

Ms. RIVERS. Thank you, Mr. Chair.

I know that Treasury is going to speak on the next panel, but
I assume that you have some sort of broad umbrella sort of author-
ity to watch what everyone is doing. And I'm specifically, Mr.
Koskinen—what I'm specifically concerned about is concurrent with
our march toward the year 2000, and this problem is the desire on
the part of several agencies to go to paperless operations, specifi-
cally Social Security and the IRS. Amr I'm concerned about, in
1999, when we start the Social Security system on a paperless op-
eration, within a few months of that we are going to run smack-
dab into this year 2000 problem. And the same thing with the IRS
as we push more people to file electronically. How do you see the
proble})n intersecting with those initiatives in both of those depart-
ments?

Mr. KOSKINEN. Well, and they obviously, they are not the only
departments trying to harmonize modernization efforts with deal-
ing with the year 2000 problem. Obviously in those agencies where
they have completed modernization and moved from legacy systems
to new systems, in general they then have avoided the year 2000
problem. FEMA is an example of that, where their new emergency
management system will mean that they won’t have to deal with
the archaic prior system.

The problem you have highlighted, it runs through several major
agencies—is that their modernization programs move over and
transcend the year 2000 problem. So the very difficult problem is
to figure out what part of those systems do you solve the year 2000
problem, trying not to waste time or money on solving the problem
for a system that’s going to be replaced between now and then. We
are encouraging the agencies, and they are doing it on their own,
to err on the side of being very conservative. So to some extent,
again, this will be an additional expenditure. But we need to make
sure that we are not totally reliant on replacement.

In some agencies, it is going to mean that we're going to have
to defer and put off some of that modernization because the critical
issue is that we need these systems to run on January 1, 2000, and
not ngcessarily be modernized and up and running only on January
1, 2001.

So there is no easy answer. The agencies I have met with thus
far are very sensitive and aware of that question. There are a cou-
ple of very difficult decisions in some of these agencies that we're
going to have to make. But ultimately, the balance has to be drawn
on the side of making sure that all the systems can function in the
year 2000.

Ms. RiIvers. To go to the Social Security issue, in particular,
given that we will have both sides of the equation having difficulty,
the Government in trying to update its system, and the individual
banks having to update their systems at the same time. And of
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course, if everybody’s Social Security check goes through the wire
to end up in the—there is no way to access it other than to have
a system that works. Would it be your recommendation if things
have not proceeded as well as you would hope, would your commit-
tee recommend that Social Security and/or the IRS would defer im-
plementation of their wireless operations?

Mr. KoskiNEN, That’s a judgment that what my committee or 1
will recommend to the agencies is that they look at this question
very carefully and provide all of us with their judgment on it. I
don’t think there is a way for us to second-guess that judgment.
These are very complicated problems. Where we are pushing, al-
ready even in my 10 days here, is for people to confront that issue.
And there are a couple of places where we need to make sure that
the people knowledgeable about those systems and the risks in-
volved in the modernization take a look at it.

Our problem, obviously, with transferring funds is whether it’s
done electronically or by check. You still have issues with checks:
what happens with checks, what’s going on with the check-clearing
process, where are we going. So that in some ways, if we can get
the electronic fund transfers to work, that may be more efficient
than loading the system up with more checks. But it is a classic
example of our need for the best people in the agencies to be look-
ing at that.

What we don’t want to do is take risks. If those systems cannot
function effectively, then we need to, in fact, slow down and back
off to make sure that there aren’t dislocations on January 1.

Ms. RIvERS. Mr. Dodaro, do you want to speak to that?

Mr. DopARO. The critical issue here is going to be at the Treas-
ury Department in the Financial Management Service because it is
actually the operation that cuts the checks, Social Security checks,
and sends them either through electronic transfer to institutions or
in paper checks. And we're in the process of starting an intensive
look at the Financial Management Service because it’s a central
part of paying the Government’s benefit payments as well.

I agree with Mr. Koskinen. We need to make tradeoffs. And one
of the recommendations that we’ve made is really setting priorities.
And to a certain extent, moving toward the electronic benefit pay-
ment, or the all-electronic commerce, is a little bit, in the United
States, akin to trying to deal with the European currency issue at
the same time the year 2000 issue is occurring in Europe. And pri-
orities are going to have to be set, and we’re going to look closely
at that issue. Because ] believe that the Financial Management
Service is not complete yet with all of its assessments, and there
is really an intricate set of relationships with both the Federal Re-
serve as well as financial institutions across the country. So you
raise a very good question, and that area needs to be carefully ex-
amined.

Ms. RiveRrs. In a report from the real world, there is substantial
fear in the general population, particularly with seniors, that they
are going to get caught up in this thing. The money that they rely
on each and every month is going to become unavailable to them,
and likewise there is concern that if the IRS is not operating at tip-
top form, people are going to get caught up in that and that there
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will be penalties and costs assessed to them as individuals through
no fault of their own because the system isn’t working.

Mr. DoDARO. We've made recommendations to FDIC and other
banking regulators as well; they are doing an in-depth assessment
of financial institutions’ abilities, not only in the banks, but credit
unions and thrifts, where people could have their accounts, and
that is to be completed this summer. And that’s one of the issues
that we’ve recommended that the President’s Council needs to look
across the sectors at a broad level in order to assess readiness and
make sure you do end-to-end testing from the time that the files
leave the Social Security Administration—actually FMS has master
files there of Social Security recipients—until it actually gets to
that institution.

Mr. KOSKINEN. I don’t want to steal Mr. Flyzik’s thunder, espe-
cially since I have a set of small agencies waiting for me, but he
has a very good story to tell about the FMS resolution of this issue,
which is another correlary of contingency planning, because that’s
what we’re really talking about.

If you're in the middle of this maelstrom, what’s the appropriate
way to deal with it. I think he will be able to give you some reas-
surances that, at least in that case, they’ve been aware of the prob-
lem and I think are making the right judgments.

Ms. RIVERS. Great. Thank you.

Thank you, Mr. Chair.

Mr. HorN. I thank the gentlewoman. And Mr. Sununu, gen-
tleman from New Hampshire, 5 minutes.

Mr. SUNUNU. Thank you very much, Mr. Chairman.

Mr. Koskinen, do you have any significant disagreements with
the report card format that Mr. Horn and the subcommittee has
put together, with the general assessments of the level of success,
or lack of success at the various agencies we've evaluated?

Mr. KoskINEN. Well, 'm more aware of the basis and the back-
ground for the OMB judgment, so I think I’'m a little more knowl-
edgeable about, and therefore comfortable, with the tier I, II and
II1 issues. As a general matter, there aren’t major disconnects.
There are three or four agencies about which OMB and the sub-
committee have different views, and it’s probably worth all of us
spending a little bit of time together to make sure we're on the
same wavelength.

Primarily because my goal is not to give to agencies better grades
than they deserve, but it is that if we need to focus all of our atten-
tion and theirs on the agencies that really have the most signifi-
cant problems. So if, in either of those reporting processes, we're
picking up the wrong signals, either way, I think it would be help-
ful for all of us to know that. But at this point I don’t have a basis
for saying there’s a major flaw in that analysis.

Mr. SuNUNU. In addition to the software problem that we've spo-
ken a great deal about, there’s also an issue with embedded proc-
essors, embedded logic. How do we deal with that problem and how
have you sized that problem?

Mr. KoskINEN. That is a significant problem. In some ways—and
degree of severity—obviously the software problems and the major
systems we've talked about, in terms of financial transfers, that are
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huge and to some extent dwarf that problem, but that doesn’t mean
it isn’t a critical challenge.

I think the only way to deal with the embedded chip issue is to
break it down item by item. There is no “embedded chip” answer,
so you have to worry about what is the problem in building sys-
tems; what is the problem embedded and operating, whether it be
in cars or actual hardware systems.

Again, I think the only way we can get a handle on this—and
that’s what I'm trying to do—is to ask agency by agency say, what
in your area of operations, either in your laboratories, in your rela-
tionships with private sector people working in those areas, what
are the embedded chip problems in those areas and how can we
deal with those.

Because you're going to find that there are a number of them,
some of which are unknowable. It’s clear that we have in various
devices embedded chips; it’s not clear whether they’re date sen-
sitive or not, or whether it matters.

Mr. SUNUNU. But having the agencies size and plan for the em-
bedded system problem is part of the planning process——

Mr. KOSKINEN. Yes.

Mr. SUNUNU [continuing]. That they're going through now.

Mr. KOsSKINEN. Yes; the CIO council already in his working
groups has set up, in effect, embedded chip subcommittees. GSA is
looking at building systems. HHS has already reached out to help
their medical device companies to ask them for a review as to their
assessment if there are embedded chip problems in anything they
are selling to the public, and whether it’s being used in health care.

Mr. SUNUNU. Have private sector contractors, people who are
procuring equipment, been pretty responsive in trying to identify
whether or not their equipment or their systems have problems?

Mr. KOSKINEN. Yes; the reports I've received that, generally, the
level of cooperation among private sector vendors, the industry,
and the Government is very high. There are some places where we
have a bit of a disconnect, but I think there’s a private sector view
that they cannot afford to have their clients fail, and to the extent
that they do a lot of business with the Federal Government, their
hope isn’t that we create more problems so they have more busi-
ness. Their concern is that if we get into difficulty, it will be a dif-
ficulty for them as well.

So I think the dialog is good and that we’re getting appropriate
support.

Mr. SUNUNU. I've heard a little bit about a potential problem or
a theoretical problem with the September 9, 1999, date. Is that real
or imagined? Have you begun to at least look into it as part of your
Council, and are the agencies themselves taking a look at whether
that September 9 problem is a concern?

Mr. KOsSKINEN. I have raised that issue. It is again, in the spec-
trum the year 2000 problem obviously dwarfs it. As a general mat-
ter, the 999 problem, which was used years ago as either a holding
area years ago or a way of giving instructions to go somewhere, is
much smaller in dimension. It is ultimately not a good program-
ming practice.

When it was done, it was often 99/99/99, which is not a date that
would affect people. But I am also advised that this problem, while
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some of us have just learned about it recently, is fairly well known
in the programming community, and that as people are going
through, as they’re searching for dates, they are looking for this.

But when you get done with all that, it goes back to what Mr.
Dodaro said, it should not surprise any of us, as we go forward that
when we get to the year 2000 in some system, there turns out to
be a glitch related to that. But these issues are much smaller level
of magnitude. For example, the leap year problem in the year 2000
sounds exotic, but when you get at it, turns out to be a less severe
problem.

But again, people have known about it and I think we need to
continue to advise them to check for it.

Mr. SUNUNU. I think I just have a minute or so left.

I'd like each of you to identify for me, or for the joint committee
here, what specific system, domestic or international, public or pri-
vate, concerns you the most in terms of the potentiaf impact and
the risk of noncompliance, or a class of systems?

And obviously I'm asking for a guess. We’re a year and a half
away from the problem date, but I think it’s helpful to us to have
a sense of where the real weaknesses lie; not just domestically, but
internationally as well.

Mr. KOskINEN. I slump a little, only because there are a number,
a wide range of very critical systems, and I'm not sure it’s very
functional to say, well I'm really concerned only about that one, be-
cause if the IRS or Social Security doesn’t function, that’s a big
problem, even if we’ve got the FAA out——

Mr. SUNUNU. I didn’t use the word “only.”

Mr. KOSKINEN. I'm satisfied that the OMB tier I process has
identified the agencies in which we have concerns about the level
of progress in those agencies. But not every critical system is in a
tier I agency.

The Treasury Department—for instance, we have a reasonable
level of confidence in terms of their state of progress, although they
have very high risk systems.

I think my concern is—and a concern you all have had for some
time—is that we are spending a lot of very appropriate time focus-
ing on internal agency systems. But if the Federal systems function
perfectly and there are major failures outside the Federal Govern-
ment, the public will still have a significant problem.

So I think the challenge for us in many ways is not a specific sys-
tem, the challenge for us is whether we have all of the appropriate
organizations and institutions around the world addressing this im-
portant issue, dealing with it.

Mr. DODARO. Basically, your question goes to one of the rec-
ommendations that we’ve advanced to the Council, which is to set
some governmentwide priorities for these systems. And we laid out
some criteria to use.

There are a certain set of issues associated with national defense
that are critical to so many systems. We’ve pointed out the prob-
lems of FAA and transportation in general. There are health and
safety issues that go to the heart of what the hospitals, health care
providers, and emergency services—I think the problem and dif-
ficulty in answering your question precisely is the very nature of
the problem as to the breadth and depth, and the fact that the
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United States is the world’s most advanced and most dependent
user of information technology, so that it really transcends a lot of
vital services.

The key here is what we’ve advanced in our recommendations,
that is to get a complete picture of where the risks are, and right
now one does not exist at a national level or international level.
And our set of recommendations we're advancing is for the Council
to use its auspices and resources to try to pull that together so they
can make those type of judgments of where the risks are as they
move forward over the next year.

Mr. HornN. I thank the gentleman. Now I yield 5 minutes to the
gentlewoman of New York, Mrs. Maloney.

Mrs. MALONEY. I'd like to thank the chairman for having this
hearing, and I'd like to welcome back Mr. Koskinen. You've retired
with great honors.

Mr. KOSKINEN. I refer to it as a sabbatical, but either way 1 was
gone.

Mrs. MALONEY. And now they have a tough problem, and you're
back in the hot seat. So welcome back. I know you have a distin-
guished career of solving problems, and we’re glad you're working
on this one.

I know you used to work for OMB, and I understand that now
in your new position you'll be sharing resources with OMB with
your Council. But what happens Mr. Koskinen if you and OMB dis-
agree? If your Council has one set of plans, and OMB has another,
who has the final say?

Mr. KOSKINEN. The President.

Mrs. MALONEY. The President, President of the United States.

Mr. KOSKINEN. The President of the United States appointed me.
I am an assistant to the President.

Mrs. MALONEY. So you have a final say.

Mr. KOsKINEN. I do not envision any major disagreements, but
ultimately, if there are different conflicting recommendations the
President will resolve them.

Mrs. MALONEY. OK. I think it’s important to have a clear line of
authority.

One of the problems that bothers me is the end testing, the fact
that it’s actually going to work, and I understand that you’re going
to be contracting out to private contractors for some of this end
testing, and the final analysis. We're getting everyone ready, but
the final question, Is it going to work and what are we doing to
make sure it works? .

You’ve been talking about end testing, but how do you know the
end testing’s going to work? What control have you over the private
contractors who are trying end test? Could you just elaborate a lit-
tle bit on end testing, how it works, how it’s enforceable, and how
are you sure that the testing system that you’re setting up is going
to work?

Mr. KOSKINEN. Well, you will never be totally sure until you
show up on January 1, 2000, and see how the systems operate.
What's happening, end testing and validation is as varied as the
systems that are out there. The agencies have all agreed that they
need independent verification and validation of their systems.
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OMB has moved up the deadline for implementation from No-
vember 1999 to the end of March 1999, to give people time to ulti-
mately, once systems are implemented, discover where the prob-
lems are.

There is an ongoing focus on that. I have talked with all of the
inspectors general about their important role in ensuring that the
work is done appropriately, but I can again assure you that, in my
conversations with the agencies, no one is more focused on this
problem than the agencies’ senior management team because obvi-
ously as I said earlier, in my response to a question from the chair-
man, this is not a question of good efforts. This is actually a ques-
tion of actually having the systems work.

So this is an important issue, and I think we will find once we
get beyond March 1999, there’s going to be a lot of retesting and
a lot of additional work necessary, and that’s why we need that
extra time.

Mrs. MALONEY. My basic question is, you’ve mentioned you're
going to have independent verification that the end testing is work-
ing, but who’s looking at this independent verification to make sure
they know what they’re doing? Would that be an appropriate role
for GAO to sort of ask these independent contractors, how do you
intend to test this and what assurances do you have that it’s actu-
ally going to work?

I mean, I think this is a critical question, Mr. Chairman, and I
think—personally, I would like, if it’s all right with the chairman,
to request that you get back to us, in writing, exactly how the end
testing is going to work, and how the verification of the end testing
is going to work, and who’s looking at the verifiers?

I mean, if we hire all these private contractors, and they say
we’re going to verify it works, and they say it’s working, and it
doesn’t, then we'’re really in a mess. I just think that that’s one
thing we should be looking at, at the end result now on how we’re
going to make sure they know what they’re doing.

How are you selecting these independent contractors who are
making this decision of an independent verification?

Mr. DODARO. Basically, right now the agency heads are deciding
what type of independent verification resources they want to bring
to bear. Some of them are using the inspectors general; others are
hiring private contractors. There’s really no one model right now.

There are a couple of things that we’ve done and are planning
to do in this regard. One, our Initial Assessment Guide laid out
what the appropriate testing processes should be within the agen-
cies. We're also working on some additional guidance in the testing
area that we want to put out through the CIO Council to the agen-
cies.

We're also in the set of recommendations we’ve just made to Mr.
Koskinen and the Council, is the fact that there will be some inde-
pendent verification of the testing processes that take place. So
we're trying to build into the process to make sure that there is a
double check within the agency. And then in selected areas where
the Congress is interested and ones that are really vital, we will
at GAO be looking at that process.



126

But the basic issue though is I think, our recommendation is first
that needs to be built in, that safety check in each agency, which
is what we’ve recommended.

Mrs. MALONEY. Well, I think that’s the key point, and I'd like to
see sort of in writing how that’s trying to be done. I think that’s
rea%‘lg critical.

[The information referred to follows:]

Although we are giving agencies discretion as to how they will handle end testing,
we have asked them to follow the guidance in GAQ’s guide entitled, Year 2000 Com-
puting Crisis: An Assessment Gui(E,u published in September 1997, a section of that
guide lays out a sound approach to testing and verification. Of course, the specifics
will vary from agency to agency, and neither OMB nor the Office of Year 2000 Con-
version can generalize the way that all agencies are dealing with this issue. For ex-
ample, several agencies are considering running end-to-end testing over weekends
or long holidays.

Mrs. MALONEY. My time is running out. I want to ask two quick
questions. To follow up on one that 1 asked the last time we met
is, assuming we’re doing everything right in the State Department,
what about the problems with our allies? That there is a world
emergency, and we have to communicate immediately to Britain,
and France, and Egypt, or whatever?

What if their systems are down and we can’t communicate? We
did hear testimony that we were going to be able to communicate
from our desk in America to our foreign desk that we control, but
there may be a need that we need to reach allies, or communicate
very quickly. And what are we doing to make sure that key sources
of nger and supﬁlort in the country are there to respond to us?

d very quickly, GAO, you’re always on the ball, and I read
about your six private sector national economic sectors, and how
important they are to interface, both in financial services and
health. We've seen a lot of reports in the paper about how the
health care industry is really not getting up to the standard that
they should in the private sector.

What are we doing, not within government, but reaching out to
those key sectors that you identified in your report that were abso-
lutely critical to the functioning of the country?

Mr. HORN. I thank the gentlewoman, and we have one less ques-
tioner, and——

Mrs. MALONEY. But can he answer the question?

Mr. HORN. Oh——

Mr. KOSKINEN. In my prepared testimony and in subsequent
questions and answers, I've stated that one of the Council’s critical
roles will be to energize the appropriate Federal agencies to take
leadership in those specific areas, and to ensure, to the extent they
can, and have control over it, that we keep not only our systems
operating, but that we encourage others on whom we depend to
have their systems operating as well.

Defense and intelligence are obviously critical, but we also have
major issues in financial transactions, and the operation of foreign
markets.

Mrs. MALONEY. I'll read your testimony.

But very quickly, what about interacting with our allies?

Mr. KOSKINEN. Yes, that’s part and parcel of it, and I have a
meeting scheduled with the Secretary of Defense to discuss that
issue.
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Mr. DODARO. I believe that the Defense Department and State
Department have had discussions along those lines, and we’re in
the process of evaluating those kind of efforts.

Mrs. MALONEY. I'm glad you’re back, Mr. Koskinen.

Mr. KOSKINEN. Thank you.

Mr. HoRrN. I thank the gentlewoman, and now yield to the vice
chairman of the committee. He has been very patiently waiting for
all of us. Mr. Sessions of Texas. He’s done a great job in this area.

Mr. SessioNs. Thank you, Mr. Chairman. I'm having trouble
with my voice today, so if 'm not loud enough, please let me know.

By the way, the gentlewoman from New York, I thought did a
great job in her questioning. She’s a lot of fun to have around.

Mr. Koskinen, I'd like to ask you several questions. In Texas we
relate a lot of things to football, and down in Texas we expect a
championship team every year, but it seems like we hire coaches
every year.

You've been asked to take over a team to win the championship
on January 1, 2000. When should you have been hired as coach?

Mr. KOSKINEN. I'm not sure that there’s an easy answer, an an-
swer that I'm aware of. In other words, I think——

Mr. SESSIONS. But you know what I'm talking about. This com-
mittee has consistently asked the President to appoint someone for
quite some time, and you came on duty March 10.

Mr. KOSKINEN. Yes. As I said, I don’t have a view as to when
I should have been appointed. I have spent most of my time focus-
ing on what I'm going to do now that I have been appointed.

I don’t mean to be flip about it. I think there are a set of ques-
tions about how we got to where we are that actually, I think at
some point people need to focus on. I don’t think it’s productive for
me to spend a lot of time worrying about how I got this job, and
much more time needs to be spent just on going forward. We have
a goal line to cross; you're exactly right.

Mr. SESSIONS. I'm still trying to get at, does the administration
get it. Do they understand what’s ahead, and certainly you would
understand that there’s some reason to believe that people on this
side of the table—not on that side, but on this side——

Mr. KOSKINEN. The only reason I'm here is that the President
and the Vice President personally asked me to return to Govern-
ment to deal with this problem, which they——

Mr. SESSIONS. So in other words, you're saying that in your opin-
ion, two elected officials in the White House, both of them are con-
cerned about this and both of them are responsible and accountable
for the activities of the Government.

Mr. KOSKINEN. Surely.

Mr. SEssIONS. We had talked for a few minutes about what agen-
cies are doing and how theyre approaching this, and maybe this
question is best left for someone like Art Gross or someone like
that, because I know we have some very capable people in the au-
dience, but do you believe that when agencies go through these ex-
ercises, that there may be some inward thought process to them
that maybe they need to, order to meet those dates, come to Con-
gress and say, look, we've got to change some of the ways we oper-
ate?
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An example might be the IRS. There might be other examples.
But do you think they’re looking inwardly and bringing those sug-
gestions forward through to you? And is that part of the informa-
tion process that the President and the Vice President would want
and expect from their agency heads?

Mr. KOSKINEN. Again, as I said, in my prior incarnation at OMB
one of the things we tried to get agencies to do as they addressed
this problem was to look at all of their systems, develop an inven-
tory, and figure out which systems they didn’t need anymore, and
which systems weren’t worth trying to fix, but should be replaced.
And I think a lot of that has gone on, and about 20 percent of the
systems will be——

Mr. SESSIONS. I'm talking about process.

Mr. KOSKINEN. But the reason you make a judgment that the
system isn’t necessary is because either the process has changed or
should change. You should consolidate operations. Instead of hav-
ing eight systems, you may only need one or two.

And some of that has gone on. That’s an ongoing management
process. At this stage, I think the critical issue the agencies are
dealing with is the one Mr. Dodaro and I talked about. That is
many of them are in the process of changing their processes and
modernizing. In the middle of all that, they’re going to cross the
year 2000 goal line, and the complicated judgment they have to
make is whether they then have to defer otherwise important, or
even critical, modernization efforts to ensure they can in fact be op-
erating.

The agencies I've met with are focused on that issue. To the ex-
tent that it requires them to adjust timelines, I am encouraging
them to do that, they need to do that, and I think Congress will
be supportive. If it means the system will not be implemented
when originally scheduled or may cost more because of the delay,
I think we need to be open to those presentations.

Mr. SESSIONS. Good. And I hope that the agencies really do look
inward to make sure that there’s something that they feel like they
need to change that would allow them to become compliant and op-
erate better, that they would know that they could come to Con-
gress, speak with us about it, and have us work together.

There was a lot of discussion today about the type of people that
we’re hiring, and the marketplace, and some about these contracts.

Can you please talk with me about the liability factor of some of
these contractors; what is their liability in the performance of their
duties to ensure that the Government will be prepared to operate?

Mr. KOSKINEN, Actually I am not a practicing lawyer in that
area, so I—

Mr. SESSIONS. That makes two of us.

Mr. KOsSKINEN. That’s right. So I can’t give you a judgment about
their liabilities for past performance or their efforts now. I do know
that as we go forward, it’s important for us to get the best work
we can out of the private sector, without deterring them from being
able to grovide that work. But as I say, I don’t have any knowledge
really about what the liability factors are.

Mr. SEssiONs. Well, I would like to have you look at that, be-
cause what they are doing is providing—just like if you ask some-
one to build an airplane and to deliver it, we are asking these peo-
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ple who are involved in the software design and implementation to
deliver a product. And I'm interested that they are responsible and
liable for what they do.

So when you write Mrs. Maloney, if you would just include a lit-
tle line in there about the liability clause which has to do with ac-
countability, to me.

[The information referred to follows:]

In addition to the normal performance and warranty conditions that apply to all
government contracts, we are handling this issue by making sure that agencies ac-
quire information technology (IT) products and systems that are Y2K compliant, as
required by law. Implementing procurement guidance was developed for inclusion
in the Federal Acquisition Regulations (FAR) with the help of the Chief Information
Officers Council’s committee on Y2K. This guidance was issued on January 2, 1997,
in Federal Acquisition Circular 90-45 (62 FR 273). It requires contractors to supply
only Y2K compliant products. We believe that this guidance, along with our general
guidance to agency heads that they are personally responsible for year 2000 compli-
ance, is addressing this issue.

Mr. KOSKINEN. Right.

Mr. SESSIONS. I'd appreciate that. And thank you, Mr. Chairman.

Mr. HORN. I thank you very much. And I thank the panel. You've
all given us excellent testimony.

And at this point I'm going to turn over the chair to Mrs.
Morella, and to swear in the second panel. We do have a call to
vote on the floor, so after swearing you in, we’re going to have to
recess until we can come back, and Mrs. Morella will be presiding
or Mr. Sessions as vice chairman will preside.

Mr. KosSkKINEN. Thank you both.

Mr. DoDARO. Thank you.

Mr. HARDEN. Thank you.

Mrs. MORELLA [presiding]. This is a time where we just have so
many things happening simultaneously. So I want to thank the
first panel also, and ask the second panel if they will come forward.

Constance Craig, Assistant Commissioner, Information Resources
Financial Management Services of the Department of the Treasury;
Jim Flyzik, who is the Acting Chief Information Officer, Depart-
ment of the Treasury, here in Washington; Arthur Gross, Associate
Commissioner for Modernization and Chief Information Officer of
the Internal Revenue Service, Department of the Treasury; and
Dennis Schindel, who is the Deputy Assistant Inspector General for
Audit, Department of the Treasury, again here in Washington.

I think we’ve got everybody here. I'm going to ask you, because
it is the policy of this subcommittee to swear in everybody who’s
going to testify, if you will raise your right hands.

[Witnesses sworn.]

Mrs. MORELLA. Thank you very much. The record will dem-
onstrate affirmative responses. And at this point we’re going to re-
cess for 15 minutes so that we can cast votes. So you can relax, un-
wind, and we’ll be ready to go.

[Recess.]

Mr. SESSIONS [presiding]. The Subcommittee on Government
Management, Information, and Technology will now come to order.

I want to advise everyone who’s in the room, especially those
that are on this next panel, if for some reason you do not under-
stand what I'm saying, or if I've said it incorrectly, please correct
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me. I'm having trouble with my voice today, and I'm on some medi-
cation.

My mother might say it another way, and that is, with me in this
chair, God save the United States.

With that said, I would like to begin with the second panel. For
the record, I believe that Mrs. Morella has sworn in each of these
witnesses that are before us, so I'd please remind you that you are
sworn witnesses.

We will start, please, with the first opening statement from Mr.
DeSn_nis Schindel, Inspector General of the Treasury.

ir.

STATEMENTS OF DENNIS SCHINDEL, ASSISTANT INSPECTOR
GENERAL FOR AUDIT, DEPARTMENT OF THE TREASURY; JIM
FLYZIK, ACTING CHIEF INFORMATION OFFICER, DEPART-
MENT OF THE TREASURY; ARTHUR GROSS, ASSOCIATE COM-
MISSIONER FOR MODERNIZATION AND CHIEF INFORMA-
TION OFFICER OF THE INTERNAL REVENUE SERVICE, DE-
PARTMENT OF THE TREASURY; AND CONSTANCE CRAIG, AS-
SISTANT COMMISSIONER, INFORMATION RESOURCES FI-
NANCIAL MANAGEMENT SERVICES OF THE DEPARTMENT
OF THE TREASURY

Mr. ScHINDEL. Thank you, Mr. Sessions. I think there is defi-
nitely a distinct disadvantage in being the second panel.

I think most of the words of wisdom that you will hear come out
of my mouth, you will swear you heard somewhere before, and
quite recently. However, I will make my statement brief, and talk
primarily about what the Treasury inspector general’s doing to
oversight the Department of the Treasury’s efforts to solve the year
2000 problem.

One thing is definitely clear, the problem must be fixed and fail-
ure is not an option. To the bureaus that are represented here
today, Internal Revenue Service and the Financial Management
Service, along with many other Government agencies, provide serv-
ices tﬁat are not only essential to Government, but to the public
as well.

There has been a great deal of focus on this problem in Treasury
as well as throughout Government. There are plans in place. There
is a process that’s been established which defines the various
phases for a year 2000 conversion. There are milestone dates set.
And there is a progress reporting mechanism in place.

Despite all this, I think that there are at least two factors that
present a high risk that problems could occur, and a successful con-
version not take place. First the sheer size and magnitude of the
problem, and the work that needs to be done, will make it difficult
to manage and control. Second, there can be no extension to the
deadline; it is January 1, year 2000, and for some operations even
sooner. With the amount of work that’s left to be done and the
scarce resources that are available to do it, and everyone competing
for those scarce resources, it gresents an enormous challenge.

Having said that, let me briefly describe what we are doing to
oversee Treasury’s efforts.

Our audit work this year will be in two phases. The first phase
is nearing completion. As part of our financial statement audit
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work, we have been evaluating the Department’s compliance with
the year 2000 provisions of the Federal Financial Management Im-
provement Act, the Brown Bill. We found that the Department is
meeting OMB’s quarterly reporting requirements, and that those
quarterly reports show that the Department as a whole is meeting
on these milestones.

While encouraging, these results must be qualified in two re-
spects. First, our results are based primarily on the quarterly sta-
tus reports that have been provided to OMB. We have not per-
formed extensive tests to verify the accuracy and completeness of
those reports. Second, the milestone dates that have been met so
far, are not the real meat of the year 2K conversion process. They
cover what GAO defines in their Assessment Guide, as the aware-
ness and assessment phases. Completion of the next three phases—
renovation, validation, and implementation—will be crucial in mak-
ing a successful conversion.

In our phase of review we did identify two areas of concern that
the Department is already working to address. The first is the need
for a standard year 2000 certification process. The second is the
need for more complete and descriptive year 2000 contingency
plans to ensure the continuity of Treasury’s core business processes
in the event of a year 2000-induced failure.

In our phase II audit, which is starting this month, we will sub-
stantially increase our audit effort. We will look behind the infor-
mation in the quarterly status reports to verify the progress being
reported to OMB. More importantly, we will examine the next two
phases in the process; renovation and validation.

Our audit work will focus in three main areas; management
oversight both at the Department and the Bureaus; the certifi-
cation process; and contingency planning. We plan to report defi-
ciencies as they are identified. Our goal is to alert the Department
to any significant vulnerabilities that they need to quickly address
to reduce the risk of a year 2K failure.

Based on the results of this work, we'll determine the scope of
additional audit work for the remainder of 1998, and well into
1999. We as well as the Department and the Bureaus have a great
deal of work ahead of us. One of our challenges will be to find a
way within our existing resources to give adequate coverage to this
area. We will have some help in this regard, especially at IRS.

The IRS Chief Inspector’s Office has an extensive audit effort un-
derway at IRS. They recently issued a final report on IRS’ project
planning and project methodology and made several recommenda-
tions for improvement. They have nine additional audits that are
either ongoing or planned to cover the various pieces of the IRS
Y2K conversion effort. Also, the Department’s contractors are pro-
viding management support and year 2000 vulnerability assess-
ments.

Finally, we are aware that GAO will be conducting reviews of
Y2K conversion in the Department of the Treasury. We are coordi-
nating with both GAO and the IRS Chief Inspector’s Office to avoid
duplication and to leverage our resources.

Among the three audit groups, we hope to give audit coverage to
most, if not all, of the Treasury critical operations.
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This concludes my statement, and I'll be happy to answer any
questions for the record.
[The prepared statement of Mr. Schindel follows:]
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Mr. Chairman, Members of the Committee, | am pleased to appear before you today to
discuss the Office of Inspector General's oversight of the Department ot the Treasury’s efforts to
address the Year 2000 {Y2K) problem.

One thing is clear: this problem must be fixed, and failure is not an option. The two
bureaus represented here today--the Internal Revenue Service (IRS) and the Financial
Management Service (FMS)—provide services that are essential not only to government but to
the public as well. Those who pay taxes and those who receive tax refunds and other
government payments have a great deal at stake in the successful Y2K conversions of these two
bureaus.

There is a great deal of focus on Y2K both in Treasury and throughout the Federal
government. Plans are in place. a structured approach has been established that defines the
various phases for a Y2K conversion, milestones have been set, and a progress reporting
mechanism is in place.

Despite these accomplishments. two factors create a figh risk that significant problems
could occur to prevent a successtul Y2K conversion. First. the sheer size and magnitude of the
work to be done will make it difficult to manage. Second, the deadline cannot be extended:; it is
January 1, 2000-—and. for some operations, sooner than that. With the amount of work left to be
done and everyone competing for scarce information technology staff resources, this presents an
enormous challenge. It will take many people working very hard and efficiently between now
and the year 2000 to get the job done.
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Having said that. let me brietly describe the OIG’s oversight of Treasury’s Y2K
conversion effort. This vear our Y2K audit work will be done in two phases. The first phase is
nearing completion. As part of our financial statement audit work, we have been evaluating the
Department’s compliance with the Y2K provisions of the Federal Financial Management
Improvement Act (the Brown Bill). We have tfound that the Department is meeting OMB’s
quarterly reporting requirements and that the quarterly reports show the Department as a whole is
meeting OMB’s milestones.

While encouraging. these results must be qualified in two respects. First, our results are
based primarily on the quarterly status reports provided to OMB. We have not yet performed
extensive tests to verify the accuracy and completeness of this information. Second, the
milestone dates that have been met thus far do not cover the real meat of the Y2K conversion
process. They cover what GAO defines in their Year 2000 Assessment Guide as the awareness
and assessment phases. The next three phases--renovation, validation and implementation--wil
be crucial in making a successful conversion.

Our phase | review identified two areas ot concern that the Department is already
working to address. The first is the need for a standard Year 2000 certification process. The
second is the need for more complete and descriptive Year 2000 contingency plans to ensure
continuity of Treasury’s core business processes in the event of a Year 2000 induced system
failure.

In our phase 2 audit. starting this month. we will substantially increase our audit effort.
We will look behind the information in the quarterly status reports to verify the progress being
reported to OMB. More importantly, we will examine the next two crucial phases in the Y2K
conversion process--renovation and validation. Our audit work will focus on three main areas:

1. Management Oversight
We will evaluate both the Department’s and each bureau’s Y2K conversion oversight
process. As part of this effort, we will assess how project status is validated. how conversion
waivers are managed. and the completeness and accuracy of cost models.

2. Certification Process
We will determine if a certification process exists and is effective for ensuring that a system
1s Y2K compliant. We will examine data exchanges with external trading partners and the
processing of data in an integrated environment. We intend to perform independent testing of
certified systems with the help of an outside contractor.

3. Contingency Planning
We will determine if contingency plans exist and are reasonable and complete to effectively
mitigate the risk of a Y2K failure. In addition. we will assess the adequacy of the Department’s
and bureaus” business impact prioritization of their mission critical systems.
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We plan to report deficiencies as they are identified. Our goal is to alert the Department
and bureaus to any significant vuinerabilities that they need to quickly address 1o reduce the risk
of a Y2K failure. We plan to complete our phase 2 audit work in August and issue a
consolidated report to the Department in September. Based
on the results, we will determine the scope of additional audit work for the remainder of 1998
and into 1999.

We. as well as the Department and the bureaus, have a great deal of work ahead of us.
One of our challenges will be to tind a way within our existing resources to give adequate
coverage to this area. We will have some help in this regard. especially at IRS.

The IRS Chief Inspector’s Otfice has an extensive audit etfort underway at IRS. They
recently issued a final report on IRS" project planning and project management methodology and
made several recommendations for improvement. They have nine additional audits that are
either ongoing or planned. to cover various pieces of the IRS Y2K conversion effort.

Also, the Department’s contractors are providing management support and Year 2000
assessments. We used these assessments in our phase 1 audit work and will leverage off of some
of this work in phase 2.

Finally, we are aware that GAO will be conducting reviews of Y2K conversion efforts in
Treasury. We are coordinating with both GAO and the IRS Chief Inspector to avoid duplication
and leverage our resources. Among the three audit groups we hope to give audit coverage to
most, if not all, of the critical Treasury operations.

This concludes my opening statement. [ will be happy to answer any questions that you
may have.
-30-
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Mr. SEssIONS. Thank you so much.

Our second witness today will be Mr. Jim Flyzik, CIO at Treas-
ury. And Mr. Flyzik, if I butchered your name, if you will please
correct me, I'll attempt to not do that in the future.

Mr. FLyzIK. You've got it exactly correct, sir. Thank you very
much. And I appreciate the opportunity to be here. My detailed
statement has been submitted. I will synopsize.

Thank you for the opportunity to appear today to discuss the De-
partment of the Treasury’s progress in the year 2000 computer
problem. The year 2000 problem is our highest priority information
technology challenge. I am confident that Treasury has a strong
program in place to address this challenge, and while there is
much work ahead of us, we have made significant progress to date.

The Assistant Secretary for Management and Chief Financial Of-
ficer has the overall responsibility for our year 2000 date transi-
tion. As the Deputy Assistant Secretary for Information Systems
and the Chief Information Officer, I am the overall program man-
ager for this effort. The day-to-day responsibilities for this program
reside in my office. In addition, we have contracted with several
firms, specializing in this work to assist us in our oversight and
management roles. Attached to my statement, I submitted an over-
all diagram, depicting the organization of this program for us.

Secretary of the Treasury Rubin is briefed periodically by myself
on the status of our year 2000 program, along with the Assistant
Secretary for Management; and the Assistant Secretary for Man-
agement and I meet each week with bureau heads to review their
progress. Working groups meet regularly for the Information Tech-
nology Team, the Non-Information Technology Embedded Chip
Team, and telecommunications components of our program.

The Department requires each bureau and office to submit de-
tailed monthly status reports. And additionally, the Secretary of
the Treasury has mandated that each bureau and office head select
an executive official to be in charge of their program. This individ-
ual, typically at the CIO or CFO level, or higher, is responsible for
ensuring their program is being addressed in a timely manner.

I would like to just describe briefly a status of some of our
progress to date. We have now identified 321 mission-critical IT
systems, and 272 mission-critical non-IT systems. At present we
have completed the assessments for 97 percent of our Treasury
mission-critical IT systems. We have renovated 51 percent of the
mission-critical IT systems that need to be converted. And we can
now report 119 out of 321 of the total mission-critical IT systems
are year 2000 compliant. Treasury’s largest bureau, the Internal
Revenue Service, has renovated 75 out of 126 of its mission-critical
IT systems.

I believe that as a department we have made significantly more
progress that has been indicated by these figures alone. We are
conservatively not reporting progress until entire systems have
been renovated and tested.

For example, the Customs Service, like the IRS, manages its ren-
ovation efforts by components within systems. Customs reports on
three mission-critical systems, all of which require repair, which in-
clude 178 components. So although we report none of these overall
systems being completed renovation, testing, or implementation,
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the fact is that 63.8 percent of the components within these sys-
tems have been renovated, 28 percent tested, and 19.2 percent im-
plemented. Over 73 percent of the total Customs inventory of lines
of codes has now been converted.

Treasury also operates one of the largest enterprise tele-
commaunications networks in Government. In order to address the
year 2000 challenges, a year 2000 Command Center, telecommuni-
cations command center, has been established to serve as a central
location for telecommunications activities, including the tele-
communications executive body and working group meetings;
charts and graphs depicting current hardware and software status
of each corporate telecommunications program; independent ver-
ification and validation testing process; and overall progress track-
ing are displayed prominently for use by all program managers and
executives. Contractors supporting the programs are co-located
with our dedicated year 2000 telecommunications program staff to
ensure timely communications. :

To further promote communications among myself, the executive
body, program areas, working groups, and bureaus, we have estab-
lished a telecommunications site on our internal Treasury year
2000 Intranet website. Current information is published on the
website, including schedules, inventories and assessments, cor-
respondence, and all other relevant information.

We have established a test laboratory for testing all components
of a system before implementing the changes in an operational en-
vironment. In addition, we have engaged a telecommunications
company to perform independent verification and validation of all
of our telecommunications infrastructure for year 2000 compliance.

As of March 6, 1998, Treasury bureaus and offices identified
6,898 external data exchanges of which 3,169 were incoming and
3,729 outgoing. We have assessed 6,878 of the 6,898 or 99.7 percent
of these external data exchanges, and found that 87 percent are
year 2000 compliant or have been granted a waiver. Of the 2,551
interfaces with the U.S. private sector, Treasury bureaus and of-
fices thus far have contacted 2,446 of these entities, and reached
agreements with 2,391,

The bureaus and offices are working to meet the established
milestone date of March 31 for reaching final agreement.

In early 1996, we established September 1998 as a program mile-
stone for the completion of contingency plans. During a series of
meetings with bureaus and officers, the Department emphasized a
need for contingency planning, and asked the bureaus and offices
to accelerate their schedules for the development of these plans.

In spite of our best efforts to date and our aggressive plans for
the future, the year 2000 problem is far from solved. Indeed, sev-
eral significant key issues pose special challenges for us.

One issue concerns vendors’ schedules for year 2000 compliant
versions of their commercial off-the-shelf hardware and software.
Treasury’s cost estimates for fixing the year 2000 computer pro-
gram have also continued to rise. In our submission to OMB on
February 13, 1998, we estimated a total cost of $1.43 billion to fix
the problem, with the bulk of that cost this fiscal year.

In addition to funding challenges, we must also contend with the
increasing rate of attrition with our information systems work
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force. Skilled programmers, especially those with skills in legacy
system platforms, are in strong demand with the private sector,
which can pay significantly higher salaries than Government. The
loss of these critical resources represents a risk to the year 2000
program.

Finally, I believe that Treasury has an aggressive overall year
2000 program in place, and we are on target to complete the con-
version, testing, validation, and implementation of all mission-criti-
cal services in time to avoid disruption to any critical systems.
Nothing less than 100 percent compliance will be acceptable to the
American public or to me personally.

I recognize that Chairman Horn’s ratings suggest that Treasury
has significantly greater problems with the year 2000 program
than my testimony might suggest. I do not underestimate the chal-
lenge of achieving significant compliance; however, we are pur-
posely taking a conservative approach at Treasury with respect to
measuring our progress on the year 2000 problem. We are requir-
ing end-to-end testing of all our systems before we will consider
any of them to be 100-percent compliant.

Thank you for the opportunity to meet with you today to discuss
the actions at the Department of the Treasury. I will be happy to
answer any questions you may have on this important matter.

[The prepared statement of Mr. Flyzik follows:]
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Chairman Horn. Representative Kucinich, and members of the Subcommittee,
thank you for the opportunity to appear today to discuss the Department of the Treasury’s
progress on the Year 2000 computer problem. The Year 2000 computer problem is our
highest priority information technology challenge. 1 am confident that Treasury has a
strong program in place to address this challenge. and while there is much work ahead of
us. we have made significant progress to date.

The Assistant Secretary for Management and Chief Financial Officer (CFQ) has
overall responsibility for the Year 2000 date transition. As Deputy Assistant Secretary
(Information Systems) and Chief Information Officer (C10O), 1 am the overall program
manager for the Year 2000 effort. The day-to-day responsibilities of the Year 2000
program reside within my office. In addition, Treasury has contracted with several firms
with specialized skills in the Year 2000 problem to assist the Department in its oversight
role. Attached to this statement are copies of the Year 2000 Program Organization at the
Department of the Treasury.

Secretary of the Treasury Rubin is briefed periodically on the status of our Year
2000 program. and the Assistant Secretary for Management and CFO and myself meet
weekly with bureau heads 1o review their Year 2000 progress. Working groups meet
regularly for the Information Technology (IT), Non-IT, and Telecommunications
components of our program. The Department requires each bureau and office to submit
detailed monthly status reports. Additionally, the Secretary of the Treasury has mandated
that each bureau and office head select an executive official to be in charge of their Year
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2000 program. This individual, typically at the CIO or CFO level or higher, is
responsible for ensuring that the Year 2000 program at their bureau or office is completed
in a timely manner.

I would now like to describe the overall status of Treasury's Year 2000 program,
some successes we have experienced, and some remaining challenges we must address.

Treasury has now identified 321 mission critical IT systems and 272 mission
critical Non-IT systems. At present. we have completed the assessments for 97.1% of
Treasury’s mission critical IT systems. We have renovated 125, or 51.4% of the mission
critical IT systems that need to be converted. We can now report 119 out of 321 (37.1%)
of the total mission critical IT systems are now Year 2000 compliant. Treasury’s largest
bureau, the Internal Revenue Service (IRS), has renovated 75 out of 126 (59.5%) mission
critical [T systems, and validated 60 out of 126, or (47.6%).

I believe that, as a Department, we have made significantly more progress than
has been indicated by the above figures. We are conservatively not reporting progress
unti] gntire systems have been renovated and tested. For example, the Customs Service,
like the IRS, manages its renovation efforts by components. Customs has three mission
critical systems, all of which require repair, which include 178 components. Although we
report none of these three Customs mission critical IT systems as completed renovation,
testing. or implementation, the fact is that 63.8% of the components within these systems
have been renovated, 27.7% have been tested. and 19.24% have been implemented. Over
73% of the total Customs inventory of lines of code have been converted.

Treasury operates one of the largest enterprise telecommunications networks in
the Government. In order to address Year 2000 challenges. a Year 2000
Telecommunications “Command Center™ has been established to serve as a central
location for telecommunications activities, including the Telecommunications Executive
Body and Working Group meetings. Charts and graphs depicting current hardware and
software status of each corporate telecommunications program, the independent
verification and validation (IV& V) testing process, and overall progress tracking are
displayed prominently for use by program managers and executives. Contractors
supporting the telecommunications programs are co-located with the dedicated Year 2000
telecommunications program staff in the room to ensure ongoing. timely
communications. To further promote communication among the CIO, Executive Body,
program areas, working groups and bureaus, the Department has established a
telecommunications site on the Treasury Year 2000 Intranet web site. Current
information is published on the web site. including schedules, inventories and
assessments, correspondence. and other relevant information.

Treasury has established a test laboratory for testing components of the system
before implementing the changes in the operational environment. In addition, the
Department has engaged a telecommunications company to perform independent
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verification and validation (IV&YV) of the telecommunications infrastructure with respect
to Year 2000 compliance.

Thus, for our unssion critical systems, Treasury is on schedule to meet the
implementation milestone date of December 1998 with the exception of the IRS phase 5
system applications and Financial Management Services Government On Line
Accounting Link System (GOALS). The IRS systems will be completed by January
1999 in accordance with the IRS Year 2000 program plan, which calls for implementing
renovated systems in 6 month phases, each January and July, through January 1999. This
implementation strategy was created to accommodate tax processing season
considerations. The Department is working closely with Financial Management Service
to determine actions that can be taken to accelerate the GOALS schedule, as described in
the Financial Management Services’ testimony.

Since the kickoff of the Treasury Non-1T Working Group on August 28, 1997,
Non-IT efforts have been continuing. The management planning and the definition of
bureau and office specific Treasury Year 2000 Non-IT management plans began on
October 16, 1997. These plans are based on the standard plan format, overall process,
and content requirements as defined in the “Treasury Year 2000 Non-IT Baseline
Management Plan, " dated October 16, 1997. This Treasury plan has been used as a
mode! by the General Services Administration (GSA) for addressing Non-IT systems.

The Non-IT effort is supported by a central Non-IT database, on the Treasury
Intranet Year 2000 site. which provides a tracking tool to determine the compliance status
of vendor products.

As of March 6. 1998, Treasury bureaus and offices had identified 6,898 external
data exchanges. of which 3,169 were incoming and 3,729 were outgoing. The
Department has assessed 6.878 out of 6.898 (99.7%) of these external data exchanges,
and found that 87.3% are Year 2000 compliant or have been granted a waiver. Of the
2.551 interfaces with the US private sector, Treasury bureaus and offices thus far have
contacted 2.446 and reached agreements with 2.391. The bureaus and offices are working
to meet the established milestone date of March 31, 1998, for reaching agreement with all
state govenments with which Treasury exchanges data.

At the Department level. coordination on Year 2000 data exchanges has been
ongoing with other government agencies. Treasury has held a series of meetings with
executives and staffs from the Department of Defense and the Department of
Agriculture’s National Finance Center to address and resolve data exchange issues and
readiness for Year 2000 testing.

In early 1996, Treasury established September 1998 as a program milestone date
for the completion of contingency plans. During a series of meetings with bureau and
offices heads in June 1997. the Department emphasized the need for contingency
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planning and asked the bureaus and offices to accelerate their schedules for the
development of these plans. Since then, Year 2000 Contingency Management Plans
have been developed at several bureaus and offices for mission critical IT systems and
components. Factors such as failure date, time to implement, dependencies, interfaces,
resources, responsible office, impact, and criteria for invoking the plans are included.
The bureaus’ and offices’ contingency planning efforts will be expanded to address Non-
IT mission critical systems and telecommunications items.

In spite of our best efforts to date and our aggressive plans for the future, the Year
2000 problem is far from solved. Indeed, several significant key issues pose special
challenges for us, and possibly for other Government agencies as well.

One issue that concerns us is vendor schedules for Year 2000 compliant versions
of their commercial off-the-shelf hardware and software products. Some vendors have
yet to release Year 2000 compliant upgrades of their products. While we are continuing
to work on our renovation efforts. our testing cannot be completed until we have
obtained and integrated the Year 2000 compliant versions of these products. This
problem may become especially troublesome in the Non-IT area, where vendors have
been, as a group, slower to recognize and respond to the challenges posed by the Year
2000 problem.

Treasury’s cost estimates for fixing the Year 2000 computer problem have
continued to rise. in our submission to OMB for the February 15, 1998, report, we
estimated a total cost of $1.43 billion. with the bulk of that cost being incurred in this
fiscal year. Our cost estimates were initially based in large part on a Year 2000 cost
model that focused on costs associated with mainframe lines of code. In the period since
those initial estimates were provided. Treasury bureaus and offices have made
significant progress in their inventory and cost estimate efforts for repairing and testing
IT items. telecommunications items. and Non-IT items. In the February 15, 1998,
quarterly report, we estimated Non-IT program costs of $68.6 million, and $295 million
for telecommunications costs.

In addition to funding challenges. we must also contend with the increasing rate of
attrition within our information systems workforce. Skilled programmers -- especially
those with skills in legacy system platforms -- are in strong demand within the private
sector, which can pay significantly higher salaries than the Government. The loss of
these critical resources represents a risk to the Year 2000 program.

Finally, while we are fortunate that many of our external interfaces are Year 2000
compliant. scheduling and testing all these interfaces are a challenge. Ultimately, we
cannot test external interfaces unless our data exchange partners are ready to do so.

I believe that Treasury has an aggressive overall Year 2000 program in place. and
we are on target to compiete the conversion, testing, validation, and implementation of all
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mission critical systems in time to avoid disruption to any critical systems. Nothing less
than 100% compliance will be acceptable to the American public, or to me personally.

I recognize that Chairman Hom’s ratings suggest that Treasury has significantly
greater problems with the Year 2000 problem than my testimony suggests. I do not
underestimate the challenge of achieving significant compliance. However, we have
purposefully taken a conservative approach at Treasury with respect to measuring our
progress on the Year 2000 problem. We are requiring an end-to-end testing of all our
systems before we will consider them to be 100% compliant. -

Thank you for the opportunity to meet with ;ou today to discuss the actions being
taken by the Department of the Treasury in addressing the Year 2000 computer problem.
I will be happy to answer any questions you may have regarding this important matter.

-30-
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Mr. SEsSIONS. Thank you, Mr. Flyzik.

Our next panelist is a distinguished gentleman, who is new to
the IRS. Mr. Art Gross, I'd like to welcome you to this subcommit-
tee.

Mr. GROss. Thank you, Congressman Sessions.

As in Treasury, the Internal Revenue Service has established
Y2K as its highest information technology project. We have focused
our most accomplished and senior executive technology managers
on this program, and most recently with the confirmation of Com-
missioner Rossotti. The commissioner has established an Executive
Steering Committee, chairing a Y2K oversight effort to ensure
timely compliance with the program.

The program in the IRS is enormous by any measure. We have
expectations at this point that the program expenditures will ex-
ceed $900 million. We currently have more than 650 IRS personnel
on the ground, more than 250 contractors, and those numbers are
projected to pertain through the balance of the 1998 fiscal year.

We have reviewed the program, and report the program in essen-
tially three or four components as follows. With respect to the ap-
plication systems, as Treasury has reported this morning, our ap-
plication systems, the mission-critical systems, comprise fully 126
different applications. Of those we have fully renovated 75. And
perhaps more importantly, we are on schedule to timely complete
the renovation of those mission-critical systems.

The second component, often misunderstood, but critically impor-
tant to the conversion effort, is the renovation of our infrastructure,
meaning the computer platforms, telecommunications, and other
hardware devices that support these applications systems. With re-
spect to the infrastructure, while we have made significant
progress, I would suggest to you that, like most other agencies and
private sector organizations, I think that that is one of the areas
of greatest risk and exposure insofar as there continue to be a sig-
nificant number of commercial products which are essential to the
proper functioning of these infrastructures that have not yet been
made Y2K compliant. And until those products are made available
in the marketplace, fully integrated into our environment, and then
fully tested in conjunction with the application systems, I don’t
think anyone in a senior position can comfortably assess risk and
provide assurances with respect to the overall success of the pro-
gram.

I believe it’s also important for the Government as well as the
private sector to continue to focus intensely on these infrastruc-
ture-related issues. That also applies to the category of noninforma-
tion technology, meaning specifically with respect to the operation
of facility-supporting systems; HVAC systems, security systems,
badge systems. All of those are relevant, all of those need to be
%)Iiventoried, all of those need to be replaced or upgraded as applica-

e.

With respect to external trading partners, the IRS also has as-
sumed some risk, given the amount and the extent of our exchange
programs with both other Federal Government agencies, State
agencies, and certainly the private sector. We are completing our
risk assessment and expect that analysis to be available for review
in April 1998.
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Let me conclude by summarizing as follows: I think that the
greatest risks with respect to the IRS program that I think pertain
to other agencies as well is the ability of the Government to obtain
the relevant infrastructure products, integrate those products into
its environment, and then perform very comprehensive end-to-end
testing of both the application systems and those infrastructures.

The second greatest risk is to retain our legacy programmers and
our staff who are critical to the ongoing maintenance and support
of our programs and operations. An important element of that pro-
gram could be to leverage some of the Government’s capabilities
that, frankly, the private sector does not offer. The private sector
has offered, as you've all heard in the earlier panel, incentive bo-
nuses to either be recruited or to be retained. The reality is that
market forces in the year 2000 are going to be changing, and many
of the programming staff who are leaving the Government to ob-
}ain these near-term bonuses may have job security issues in the
uture.

Well, as it turns out, we all know that the Government can offer
certain security around jobs, and I believe that the Government
has within its grasp certain tools with respect to commitments to
training, commitments to job security, commitments to restructur-
ing their organizations that could provide incentives that will not
dwarf the private sector financial incentives, but for many people
in the IT business, I believe the Government has opportunities to
afford different types of incentives or packages of incentives that
could facilitate the retention of these critically important personnel.

Last, I would like to conclude my comments by offering my ap-
preciation and my gratitude to both subcommittees for the impor-
tant work they've done in focusing Government agencies and in
overseeing our efforts. I think certainly more of that, as we move
closer to the day, rather than less of it, will be critical to the suc-
cess of this program.

Thank you.

[The prepared statement of Mr. Gross follows:]



146

internal Revenue Service
Opening Remarks of Arthur A. Gross
Associate Commissioner for Modemization/
Chief Information Officer
Of the Internal Revenue Service
For Presentation to the House Government Reform and Oversight

Subcommittee on Government Management, Information and Technology

March 18, 1998

Chairman Hom, Representative Kucinich and members of the Subcommittee, thank you
for the opportunity to discuss the Intemal Revenue Service's progress conceming the

Century Date Conversion project.

PROGRAM SCOPE AND STATUS

The Intemal Revenue Service (IRS) is a huge enterprise, employing in excess of
100,000 individuals located in service centers, regional offices, district offices and posts
of duty across the United States. A $1.5 trillion financial services program, the IRS is
largely dependent on highly automated processes as well as the currency,

comprehensiveness and availability of vast storehouses of computerized data.

The IRS information technology organization is particularly challenged given the breadth

of the legistatively mandated systems changes which require extensive reprogramming
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of legacy systems each filing season. For example, the Taxpayer Relief Act of 1997
requires the IRS to effectuate more than 750 legacy systems changes for the 1999 filing

season.

Compounding our technical management challenge is the massive century date
conversion project. Most legacy application systems are programmed to display 00 in
the year fields beginning on January 1, 2000, thereby causing date-based calculations
unintentionally to interpret the year field as 1900. Failure to identify, recode and retest
each of these systems calculations couid result in the generation of millions of
erroneous tax notices, refunds, bills, interest calculations, taxpayet.account
adjustments, accounting transactions and financial reporting errors. Put ancther way —
the IRS’ capability to carry out its mission could be jeopardized if the Century Date

program is not completed timely.

Adding to the challenge is the largely non-century date compliant technical
infrastructure which includes more than 80 mainframes, 1,400 minicomputers, 130,000
microcomputers and massive telecommunications networks comprised of more than
100,000 components. Because of the age, fragmentation, diversity and local field
ownership of the infrastructure, the Service’s potential for success with this aspect of
the Century Date program is largely dependent on its ability to corporately manage,
monitor and accurately evaluate adherence with the program’s schedule, budget and

deliverables plans. Lastly, it is essential that both the IRS and its landlord, the General
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Services Administration, ensure that applicable IRS facilities and infrastructure related

equipment are upgraded or replaced to ensure century date compliance.

Major elements of the program are as follows:

+_Application Systems Conversion
The IRS currently supports 126 mission critical application systems comprising
85,000 modules and approximately 50 miltion lines of code. The code conversion,
segmented into five sequential phases, each scheduled for six months in duration,
has been completed through three phases. At this time, the IRS has renovated 73
systems, tested and implemented 60 mission critical systems and is on schedule to

complete the systems conversion by January 1999.

+ Mainframe Consolidation
Instead of investing more than $250 million in upgrading the agency’s computer
mainframes to ensure century date compliance, the IRS proposed and received
Congressional approvai for a mainframe consolidation program that consolidates 67
mainframes currently located at ten service centers into twelve mainframes located
at two computing centers. The program will provide for both century date
compliance and savings of more than $500 million over the ten-year business case
as well as position the IRS to implement its mainframe centric approach for
modemizing the Service's technology. The effort also standardizes a major
component of the IRS telecommunications backbone through the rollout of a century

date compliant open architecture network of nearly 20,000 desktop devices.



149

The Century Date components of the project are currently on schedule with respect
to the reprogramming of the Communications Replacement System and the
replacement of desktop devices. These project components are scheduled to be

completed by December 1998.

Other Information Technology Infrastructure Initiatives
Together with the mainframe consolidation project, the following initiatives comprise

the Service’s Century Date infrastructure program:

A Integrated Submissions and Remittance Processing System.
Integrated Submissions and Remittance Processing (ISRP) replaces the
antiquated Distributed Input System (DIS) and Remittance Processing System
(RPS) which form the core of the tax processing input pipeline that processes
more than 200 million tax retums and accounts for tax revenues exceeding $1.5

trillion.

{SRP is currently being piloted at the Austin Service Center and is on schedule to

be fully implemented in all ten service centers for the 1999 filing season.

A Tier 1l and Tier lll Computer Platforms and Associated Systems Software
require replacement or upgrades. Century date compliance for the more than
1400 minicomputers and 130,000 microcomputers is largely dependent on

obtaining vendor upgrades and/or replacement products. Many of these
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components are only now being made available in the market place. The IRS
has initiated a proactive evaluation and testing process to validate the

compliancy of these components.

Telecommunications

The critical IRS network backbone is supported through the Treasury
Communications System contract. Having recently received the network
component inventory from the contractor, the IRS is in the midst of reviewing and
validating these data as well as the contractor's site specific plans to convert the
network. Given-the need to upgrade or replace thousands of components within
the TCS network as well as additional IRS proprietary networks which
themselves comprise nearly 30,000 components, the network conversion

represents a significant chailenge.

Non-Information Technology

A critical component of the non-information technology aspect of the program is
dependent on the General Services Administration which has recently begun
developing facilities inventories. Until the GSA and IRS inventories are
complete, it is evident that the government is exposed to both schedule and cost

risk.
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+ External Trading Partners
The IRS is but one of many data dependent public and private sector organizations
which both send data to and receive data from one another. At this time, IRS efforts
to validate the accuracy of both incoming century date compliant data from a variety
of sources and IRS century date compliant outputs to public and private sector

organizations are on schedule.

MITIGATING RISK

Without exception, the Century Date Conversion in conjunction with the annual filing V
season systems changes are the Service's highest technology prio.rities. While the I.RS
has assigned its most senior and qualified management to the program, Commissioner
Charles O. Rossotti has reinforced the project’s priority standing by organizing and

chairing an Executive Steering Committee dedicated to overseeing these efforts.

Regardless of the extent of the management commitment, however, the IRS must

proactively develop and manage the following risk mitigation strategies:

+ Planning and Implementing an integrated Century Date Conversion and 1999
Filing Season Strategy
Given the extent of the Taxpayer Relief Act mandated systems changes that require
reprogramming many of the same legacy systems that must be made century date
compliant by January 1999, it is essential to develop and implement an integrated

Century Date/1999 Filing Season Plan. To mitigate risk, the IRS has accelerated by
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several months the process for identifying the filing season related systems changes

that would be incorporated into the integrated plan.

Testing

Even prior to identifying the Century Date Conversion testing requirements, the
Information Systems Product Assurance Division, responsible for Systems
Acceptance Testing, lacked sufficient resources to fulfill its mission. In 1996, the
Division was able to test only 20 percent of the systems placed into production.
While some progress has been made, today the Division's testing operation is

limited to only 30 percent of the agency’s production systems. --

Given the critical need to undertake a comprehensive end-to-end Century Date
systems test beginning January 1999, it is imperative for the IRS to dedicate
significant govemment and contractor resources and day-to-day management

direction to the testing program.

Contingency Planning

Given the scope of the IRS program and its critical importance to both the nation's
economy and its taxpayers, it is imperative that the Service’s mission critical
systems continue to function properly in the new millennium. While the IRS has
made significant progress, the risks are significant. Accordingly, the IRS must
develop implementable contingency plans to neutralize any adverse impacts of a

less than fully successful century date program. These contingency plans must
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reflect the IRS functions as well as those of our data exchange partners. The overall
IRS contingency planning strategy is to focus our efforts on planning for only those

aspects of the program that may not be completed timely and/or fully successfuily.

OPPORTUNITIES

While the primary focus is to timely complete the century date conversion, the IRS plans

to leverage a variety of opportunities stemming from the project including the following:

Utilize the business-owned and supported inventary of computer applications
(estimated at 20,000) to both eliminate duplicate applications and establish the
“best in breed” as a national standard application while corporately managing the
growth of future business-owned applications. The IRS has already retired

3,000 business-supported applications.

Rebuild the IS Product Assurance Program

Leverage the SAT testing activities planned for century date conversion to rebuild “
the IS Product Assurance Program, which has been impaired as testing resource )
levels were reduced in the 1990’s to less than 30 percent of the minimum industry

standard.

Create, within IS, a project planning and management ethos. The century date

conversion is a massive project management challenge which requires the .
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thoughtful development and faithful execution of a rigorous plan. We aim to
leverage aspects of the century date project management experience (e.g., project
management tools, project management training and experience) as we instill the
systems life cycle best practices, policies and procedures to support future

information technology investments.

Rollout core elements of the future IRS computing infrastructure to provide for
both century date compliance and data center consolidation that would also
achieve significant savings. The infrastructure framework would also support the
planned Modemization in accordance with-the IRS.Technology Modemization

Blueprint.
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Mr. SessioNs. Thank you, Mr. Gross.

Our next witness will be Constance Craig, Assistant Commis-
sioner, Information Resources, Financial Management Services, De-
partment of the Treasury.

Ms. Craig.

Ms. CraIG. Thank you for the opportunity to appear today.

The highest priority of the Financial Management Service is to
adapt our mission-critical computer systems to the century date
change. FMS is devoting all possible resources to ensure that the
day-to-day activities and services we provide to the American peo-
ple will not be disrupted after January 1, 2000.

FMS plays a critical and central role within the Government.
Virtually every Federal agency depends on FMS to facilitate the
issuance of payments, to collect revenue and delinquent debt, and
to account for the Government’s receipts and outlays.

Each year FMS issues over 850 million payments, with a dollar
value of more than $1 trillion. We issue these payments on behalf
of civilian agencies, such as the Social Security Administration, the
Department of Veterans’ Affairs, and the Internal Revenue Service.

FMS also provides debt collection services and manages the proc-
essing of roughly $1.4 trillion in Federal revenues. FMS also main-
tains the central accounting and reporting systems that track the
Government’s monetary assets and liabilities. Making sure our sys-
tems are year 2000 compliant is absolutely essential.

In terms of a brief summary of our actions so far, we have care-
fully identified and assessed our mission-critical systems. We are
well underway in making the necessary changes to our software
code, and, most important, implementation of Y2K compliant pay-
ment and collection systems is planned and is on schedule for com-
pletion by the end of 1998.

Renovation of our other systems will also be done by the end of
1998, except for a portion of the Government On-line Accounting
Link System. This is a system that edits and transmits intergov-
ernmental accountiné{t)iata between FMS and other Federal pro-
gram agencies. The ALS system is scheduled for completion in
mid-1999. By the end of the summer—or in summer, rather—vali-
dation testing will be well underway internally and with our cus-
tomers, and testing will continue until we are certain that all sys-
tems are ready.

FMS is in relatively good shape in replacing the systems that are
critical to issuing payments and collecting Federal revenues. As an
example, we have made critical progress with the Social Securit
Administration to ensure that monthly direct deposit and chec{
payments will continue to go out accurately and on time after Jan-
uary 1, 2000.

Each month FMS issues 33 million direct deposit payments and
17 million check payments to Social Security recipients. The major-
ity of these payments are issued by our Philadelphia office. That
office and the Social Security Administration have been working
closely together to coordinate the required program and format
changes needed for Y2K compliance.

All of the programming changes necessary to begin testing have
been completed, and testing between Social Security and FMS
began earlier this month. We will complete the testing by July and
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implement Y2K-compliant systems for both Social Security and
supplemental security income payments in August.

Based on the fact that our testing will be completed at least 15
months before the year 2000 deadline, we believe we can be con-
fident that all Social Security payments will be issued correctly and
on time by FMS when the next century begins.

We do view systems preparation for the year 2000 as our abso-
lute highest priority, and we are assigning whatever resources are
necessary to ensure we do not fail.

Thank you for allowing me the opportunity to discuss our plans
to meet the year 2000 challenge. We recognize the importance and
enormity of it, and are working to ensure that important Govern-
ment services are not disrupted.

I would be happy to answer any questions you may have regard-
ing this issue.

The prepared statement of Ms. Craig follows:]
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DEPARTMENT OF THE TREASURY
Financial Management Service
Statement of Constance Craig
Assistant Commissioner for Information Resources of the
Financial Management Service
for Presentation to the House Government Reform and Oversight
Subcommittee on Government Management, Information, and Technology;
and the House Science Subcommittee on Technology

Chairman Hom, Chairwoman Morella, and members of the Subcommittees, thank you for
the opportunity to appear today to discuss the Financial Management Service's (FMS) progress in
meeting the challenges posed by the year 2000 (Y2K) computer problem. In my capacity as
Assistant Commissioner of Information Resources, I have the responsibility for making the
program decisions to ensure that FMS computer systems are Y2K compliant.

The highest priority of the Financial Management Service is to adapt its mission critical
computer systems to the century date change. FMS is devoting all possible resources to ensuring
that the day-to-day services we provide to the American people, on Wfof other Federal
agencies, will not be disrupted on January 1, 2000 or thereafter.

During FMS’s appropriations hearing on March 5, Representative Jim Kolbe made the
observation that FMS is one of the two or three Federal agencies that absolutely must meet the
year 2000 deadline. We agree - FMS plays a central and critical role within the government.
Virtually every Federal agency depends on FMS to W the issuance of payments, collection

of revenue and delinquent debt, and accounting for the government’s receipts and outlays.
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Each fiscal year, FMS issues over 850 million payments, with a dollar value of more than
§1 trillion. We issue these payments on behalf of civilian agencies such as the Social Security
Administration, the Department of Veterans Affairs, and the Internal Revenue Service. Our
payment services touch the lives of over 100 million people, and literally tens of millions of
Americans depend on FMS systems to meet lifeline needs every month. FMS also provides debt
collection services and manages the processing of roughly $1.4 trillion in Federal revenues, which
include corporate and individual income taxes, customs duties, and Federal fines. And, FMS
maintains the central accounting and reporting systems that track the government’s monetary
assets and liabilities, 7,500 separate Congressionally enacted accounts in all. Making sure our
systems are year 2000 compliant is absolutely essential to our operations and the integrity of our
systems for paying, collecting and accounting for money government wide. Obviously, all Federal
agencies are counting on FMS to ready its systems in order to meet the basic financial needs of
our constituents and the Federal government as a whole.

FMS is dependent on automated systems to make payments and collections. In
order that these, as well as our other important functions, are not interrupted, we must make
certain that our automated systems are modified to run in the year 2000. To make the necessary
modifications for the century date change requires a massive, all out effort that touches every part
of FMS. Here is a brief summary of our actions thus far:

* We have carefully identified and assessed our mission critical systems.

* We are well underway with making the changes to our software code to have our
systems in compliance.

* Implementation of Y2K compliant pdyment and collection systems are scheduled
for completion by the end of 1998.
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* Renovation of our other systems will also be done by the end of 1998, except for a
portion of the Government On-line Accounting Link System (GOALS) which
collects, edits and transmits intergovernmental accounting data between FMS and
(;% Federal program agencies. That system is scheduled for comple‘tion in mid-

. By this summer, validation testing will be well underway internally a7id also with
our customers. Testing will continue until we are certain that all systems are
ready.

To provide a more up to date report on FMS’s year 2000 program than was reflected in
the mid-February report to OMB, I have attached several charts (charts A, B, and C) to my
testimony that show the status of FMS’s 62 mission critical systems. Since that report was
compiled, we have implemented 2 replacement systems and completed repair on one system
requiring renovation, bringing to 13 the total number of Y2K compliant mission critical systems.
In addition, of the 39 systems still in need of repair, we have completed assessment on 32, 23 of
which are now in the renovation phase, and 9 are in validation testing.

In terms of problem areas, FMS is not as far along in completing its Y2K work as we
would like on our GOALS system~—the system that edits and transmits intergovernmental
accounting data. FMS is planning to replace the existing GOALS system to provide new and
enhanced capabilities, however, development of all modules of the replacement system will not be
complete prior to the year 2000. Consequently, we must renovate the existing applications to
ensure that we have a GOALS system which will be year 2000 compliant after the turn of the
century. This work is now underway. We had a late start in fixing the year 2000 problem
because we had hoped to finish development of the GOALS II replacement system in time to

“ avoid the need to renovate the existing system. In s?ite of the late start, we are taking steps to

speed up the process. Our objective is to first renovate GOALS applications that are most critical
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to the government and those that have implementation dates for the redesigned GOALS HI system
that extend well into 1999. We are confident that we will complete all necessary work - whether
redesign of applications for the new GOALS II system or renovation and testing of existing
GOALS applications — to ensure compliance well before the end of 1999.

FMS is in relatively good shape in replacing the systems that are critical to issuing
payments and collecting Federal revenues. For example, we have made critical progress with the
Social Security Administration to ensure that monthly direct deposit and check payments will
continue to go out accurately and on time after January 1, 2000. Social Security disbursements
comprise almost two-thirds of our overall payment volume. Each month, FMS issues 33 million
electronic funds transfer/direct deposit payments and 17 million check payments to Social
Security recipients. The vast majority of these payments are issued by our Philadelphia Regional
Financial Center.

The FMS Philadelphia office and the Social Security Administration have been working
closely together to coordinate the required program and format changes needed for Y2K
compliance. All of the programming changes necessary to begin Y2K validation have been
completed, and testing between Social Security and FMS began this month. Testing will be
accomplished through all SSA and FMS processes, including the transmission of input from SSA
to FMS, processing of that information in FMS’s payment system, end to end testing from the
payment system to FMS claims and accounting systems and the Federal Reserve, and transmission
of output back to SSA. We will complete all of our testing by July, and implement Y2K compliant
systems for both Title I (old age and survivors benefits) and Title XVI (supplemental security

income) payments in August. Chairman Horn, Chairwoman Morella, and members of the
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Subcommittees, based on the fact that our testing will be completed at least 15 months before the
year 2000 deadline, we can be confident that all Social Security payments will be issued correctly
and on time by FMS when the next century begins.

“We view systems preparation for the year 2000 as our absolute highest priofity, enabling
us to successfully maintain payment and collection operations in the next century. v While we have
made significant progress in these areas, the Administration has proposed a supplemental request
to provide Secretary Rubin with the discretion to fund FY 98 needs, which for FMS amounts to
$7.4 million. Additional year 2000 funding will be used to provide supplementary contractor
resources to accelerate the conversion, validation, and implementation of FMS’s information
systems, including GOALS and the Regional Financial Center payments and claims systems.
Furthermore, funds will be used to provide increased computer capacity in our Hyattsville,
Maryland data center to allow for concurrent testing of FMS’s information systems that have been
renovated for year 2000 compliance. FMS will assign whatever resources are needed to ensure
we do not fail to accomplish these changes to our computer systems.

Thank you for allowing me the opportunity to discuss FMS’s plans to complete the
massive work necessary to enable us to meet the year 2000 computer challenge. We recognize
the importance and enormity of the challenge and are working to ensure that important
government services are not disrupted on January 1, 2000. I would be happy to answer any

questions you may have regarding this issue.
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Mr. SEsSIONS. Thank you, Ms. Craig.

I'm going to extend my conversation to you first, please, because
we heard Mr. Koskinen earlier today say, and I will paraphrase,
something like: You really don’t know what’s going to happen until
the lst of the year comes and the first checks go out. But I have
heard you rather clearly today enunciate that you are going to have
a period of time where you not only have a burn-in, but you’ve done
a total audit of what you've done. It sounds like to me that you are
being responsible, and you can accurately predict your compliance
well before that date.

I'm not asking gou at all to disagree with any testimony that’s
been given today, but rather it seems like that you’ve got, in regard
to your system, a good handle to comply with the questions that
have been asked, certainly from Mrs. Maloney and others today. Do
ym;1 f:)eel like you've got a good handle and things are going to go
right?

Ms. CRAIG. I do. I don’t want to minimize the complexity. It is
a big challenge. But I do think we have a handle on what needs
to happen. We work very closely with the Federal Reserve System
as we f and I believe they announced earlier this month that their
systems are already Y2K compliant. So we will be testing with
them, as well as with the Federal program agencies, to make sure
that all these payment systems work correctly.

Mr. SESSIONS. Good.

Mr. Flyzik, once again with great respect to you and any of the
testimony that’s been given today, also with regard to your wanting
to be very judicious among the conversations that you've had with
Secretary Rubin, how do you characterize putting into context that
we on this committee, at least the majority side of the committee,
have attempted to stay up with the Government and we have
issued report cards that, by and large, have not been favorable?
How do you respond to the Secretary? Because I've heard you say
today: We're ready to go; we are on target; we are doing those
things that are necessary, and we’re on target to do that.

How do you justify asking or Secretary Rubin saying, what are
those Congressman trying to do to us? In other words, said another
way, are we crazy?

Mr. FLyzZIK. No, sir, not at all.

Mr. SESSIONS. Do you think we're fair?

Mr. FLYZIK. In characterizing my conversations with the Sec-
retary, I think we show appreciation for the work being done here
by the committee and the subcommittees because you have done a
remarkable job with the awareness issue and keeping the pressure
on us to keep the priorities up. You’ve made it easier for me to go
to Secretary Rubin and talk to him about the importance of this
project and have Secretary Rubin himself become deeply engaged
in the project.

In my last four or five meetings with him, I think we were sched-
uled to meet for about 15 minutes, and I believe they all ran well
over a half-hour, some even longer, as we've gotten into details.

Mr. SEssIONS. He should be commended for that, by the way.

Mr. FLyzik. Thank you, sir.

Mr. SESSIONS. I think that’s admirable of the Secretary.

Mr. FLYZIK. Thank you, sir.
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In terms of the report cards, we have a little different approach.
You heard Art Gross and me testify that infrastructure components
are part of critical-mission systems. What we’re doing at Treas-
ury—and let me give you an example. Within that, Customs, which
reports three mission-critical systems, those 178 components might
be modifying or renovating a data base in Washington, DC, at their
Newington Data Center. They can complete the renovation, testing,
validation, and we could report those as completed. For scoring
card purposes or report card Yurposes. However, we also know that
all ol‘P the border crossings all around the United States, all of the
airport crossings, all the cargo, are going to be communicating with
those systems here in the Washington, DC area. We also know that
a lot of the component infrastructure, the commercial products, the
telecommunication switches, the modems, the devices, and the com-
mercial infrastructure, are going to be upgraded over the next year
as vendor schedules allow those upgrades to take place.

Therefore, when we are saying we are reporting conservatively,
I am not ready to guarantee compliance of all those mission-critical
systems until I test them with the changes made in the infrastruc-
ture. Therefore, I think in my statement I'm indicating that, I
think our progress in fixing our internal systems is far greater
than what a report card perhaps would indicate, again, because of
our conservative approach to waiting for end-to-end testing of all
components.

My feeling is, after you fix a system, validate it, test it, imple-
ment it, if you make a change in the infrastructure, you really
should go through the cycle again. You should do another assess-
ment, another validation, and another testing. Therefore, we’re re-
porting our numbers conservatively, but our feeling is to con-
centrate on the problem. I believe that these committees have been
helpful, very helpful, by keeping the pressure on us through the re-
port card process.

Mr. SESSIONS. As we approach this timeframe that we get close
to the year 2000, I think at some point it’s going to be important,
and I think that today’s opportunity for us to be together gets us
closer to understanding where you are and where we think you are.
It will be important for us to not scare the public. It will be impor-
tant for us to be responsible as we enunciate this as a date where
there are going to be changes, but that we should not build into
anyone’s mind an expectation of failure, but, rather, an expectation
that you’ve got a new computer system that’s up and working with
different parameters.

How are you dealing with—and this is for anyone of the four of
you—how are you dealing with communicating with your cus-
tomers that there could be some things that might look different
or that might be wrong, and that youre asking those customers to
carefully review that that they are receiving? And are you doing
that in a proactive way to where you can anticipate major changes,
to where you can ask your customers to please pay attention with
you? Have I been specific enough? I’'m not talking about a PR bat-
tle. I'm talking about a real-life discussion with your customer of
what you’re going through, the changes that are happening, and
asking them to look at your product and do an evaluation also. Has
that been thought of within the context of what you’re doing?
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Mr. FLYZIK. At the Department level, I can report I've already
testified as to the number of data exchanges, which, of course, are
dealing with outside entities, the broker community, State and
local governments, and other entities that we interchange elec-
tronic data with. So that’s one set of customers being addressed
through that sort of formal process.

We have also had memorandums that were signed by the Assist-
ant Secretary for Management, and Chief Financial Officer, which
went out to every Assistant Secretary in the Treasury and every
bureau head in our component bureaus across Treasury, asking
each of those entities to make contact with all of the relevant enti-
ties they do business with, to begin having a discussion to assess
whether or not there are impacts that we are missing in supply
chains or impacts in the way that we will be conducting business
after the year 2000. That process is ongoing, and we have estab-
lished a team to look at some of those impacts. We’re particularly
concerned about international issues, as was brought up by the
first panel that testified here today.

At the bureau level, I defer to Art and Connie.

Mr. Gross. Congressman Sessions, more than 100 million of our
customers are individual wage earners,*ind for the most part we
have sought both to reassure, but also honestly assess our progress
in this program. As you can imagine, there’s an awful lot of inter-
est in the country with respect to the IRS program. For the most
part, we have been able to provide those assurances that the sys-
tems that we have focused on are the systems that affect the indi-
vidual wage earners—the systems that process more than 100 mil-
lion tax returns each year, that issue tens of millions of refunds
each year, and that those systems, indeed, will be converted timely,
and we have extended those reassurances.

We also have a set of business partnerships with the commercial
sector, the tax practitioner community, for example, and in those
instances we have worked more intimately on a case-by-case basis,
and fortunately, the IRS possesses a fairly well-evolved infrastruc-
ture of contacts and communications because each year we modify
our forms and our reporting formats so that those processes and
the individuals who manage those processes have excellent net-
work relationships with those business communities. It’s through
those networks that we have kept business informed of our
progress.

Mr. SESSIONS. At any point do you believe—and, Ms. Craig, I'm
going to let you respond also—Mr. Gross, do you believe that you
will be communicating with customers to be proactive, to say, yes,
we feel like we've got it solved, but, “Customer, would you please
just do your own cross-check?” Do you believe that that’s a part of
a responsible statement that your agency may be making?

Mr. Gross. I think our agency, with respect to that issue, Con-
gressman Sessions, I think what we have done is primarily work
with the business community, the tax preparation community, and
it’s through those relationships that we have communicated those
thoughts.

Mr. SEssIONS. Good. OK.

Ms. Craig.
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Ms. CRAIG. I think that most Americans believe Social Security
checks and direct deposit fpayments come from Social Security, and
that IRS ﬁayments come from IRS. So, we don’t really interface di-
rectly with the public, but we’re working very closely with our sis-
ter agencies to help them in any way we can.

Most of our customers really are the Federal program agencies.
They pass data back and forti to us, and we are working closely
with them. We are also issuing Treasury Financial Management
bulletins to keep them apprised of what we’re doing.

Mr. SESSIONS. Good.

I would now like to direct my questions to Mr. Schindel. We have
talked about the ability to keep people on the payroll, and there is
some indication—Mr. Gross indicated about 650 contractors on the
payroll at this time. Do you believe, from your inspector general ca-
pacity, that you are going to perhaps request of them to keep these
people on the payroll for 1 month or 2 afterward or 3 months, so
that you can complete an evaluation and ensure compliance that
you're in line. Or has there been any discussion along that line? Or
are they just going to get them off the payroll, and then you worry
about fixing the problems later? In other words, I'm talking about
burning-in of the process and then your evaluation and you being
able to go back and get properly fixed anything that’s wrong, and
have you had that discussion with them about having those con-
tractors available?

Mr. SCHINDEL. We have not had a discussion on that. Qur expec-
tation would be that the documentation would be available for us
to go in and validate or verify that the problems have been fixed;
the conversion has taken place, and we would be able to go back
to the contractor, even if they are no longer working, to get that
information.

I know that, as I mentioned in my testimony, the IRS Chief In-
spector’s Office has been doing extensive work in the IRS from an
audit perspective, and they have been, for instance, looking at lines
of code that the IRS has certified as already being converted and
renovated, and they have actually gone in and reviewed a sample
of that code themselves to verify that, in fact, that is the case.

Mr. SEssIONS. Good.

If you'll please allow me just 1 minute, please?

[Pause.]

Mr. SEssIONS. In summary, I have heard the testimony today,
not only from Mr. Koskinen, but that others have given. I believe,
this committee has a realistic sense that the administration not
only is serious about the endeavor that is before them, but that
this panel has, if considered representative of the entire Govern-
ment, if we extrapolate it, which I believe it is, you’ve got some
complex operations, including Customs and the IRS, Social Secu-
rity. I find that I have not heard any competing testimony, that no
one is complaining that they’re not getting the resources that they
need. I've not heard anyone say that they cannot get the attention
of the President or the Vice President to make these tough deci-
sions.

I have not heard anything from this committee say that they are
not being listened to, that their boss is hearing what is going on,
nor have I heard anyone give us any bit of testimony that would
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indicate that there is something that is out there that you're fear-
ful of, but, rather, that what lies ahead of you is a great deal of
work; that you are approaching that in a systemic, logical perspec-
tive; and that you feel like that, by working hard at the effort, you
will achieve the goal.

I've also heard further testimony today that clearly says that
major systems that millions of Americans depend on will be tested
and retested and prepared and be ready to go on that date.

I want you to know that this committee is intensely interested
in the job that you are performing. We will continue to offer our
insight, and even evaluation, due to our ability to have oversight.
I want you to know that any time something changes in regard to
what you have provided in testimony today, I encourage you to
please go back up your chain of command; please keep this commit-
tee updated. We rely on you doing the work. Whether we, our
members, be Republicans or Democrats, I think you see that we
have great faith and confidence in what you are doing.

I would like to thank each and every one of you for taking your
time to be with us today. If I hear nothing further, unless anyone
has a closing remark, then we will end the hearing. '

Ms. Craig, do you have anything, or anyone else on this panel?
Does anyone——

Mr. GROsS. No, sir.

Mr. SESSIONS. Does anyone disagree with my analysis of this
hearing and the conclusions that this chairman has drawn?

Mr. SCHINDEL. No, sir.

Mr. SEsSsIONS. With that said, we will now adjourn.

{Whereupon, at 12:25 p.m., the subcommittees adjourned subject
to the call of the Chairs.]

[The prepared statement of Hon. Pete Sessions follows:]
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FOR IMMEDIATE RELEASE MARCH 4, 1998

— GOVERNMENT AGENCIES ARE

(Washington, D.C.) -- Federal agencies are in a bind. They have yet to solve the Year 2000 computer
software problem and the new millennium is right around the corner. At a press conference today,
Congressman Pete Sessions joined his colleague, Congressman Stephen Horn (R-CA), in releasing
grades measuring the progress of major Federal agencies on the Year 2000 computer problem.

“If the Federal Aviation Administration’s (FAA) computer system doesn’t work, then pilots can’t safely
fly and this will force a slowdown throughout our economy, not to mention endanger the lives of those

risking to fly,” said Congressman Sessions. “If the Justice Department’s National Criminal Information
Center’s computers don’t work, then no one will know who the criminals are.”

The Year 2000 problem is an inability by some computer software to recognize any year not beginning
with the digits “1 - 9.” When the year changes from 1999 to 2000, computers throughout the public
and private sectors will not recognize the “00.”

The grades measure the progress of 24 departments and agencies within the Federal government. These
agencies have been graded twice in the past -- July 1996 and September 1997. In September of last
vear, almost half of the 24 agencies received a “D” or “F”.  According to Congressman Sessions, “This
quarter, while some agencies have improved, we still see 11 agencies with ‘D’ or ‘F’. We must strive
for continuous improvement.”

Another area of concern to Congressman Sessions and Congressman Horn was the number of systems
classified by the Executive Branch as “mission critical.” Congressman Sessions said, “The year 2000
issue has taken on a life of its own. Publicity about the problem is not a concern to me. But, with this
heightened publicity, I hope the federal government is not burying its head in the sand. This concerns
me when we look at the number of systems classified as mission critical.”

Congressman Sessions described the issue of “mission critical” systems. He said, “Supposedly, a system
is ‘mission critical’ if it is absolutely necessary to the performance of an agency’s mission. I won’t take
the easy hit and talk about the difficulty agencies are having just defining their missions. But, fam
gravely concemed by the fact that in August of 1997, we had 9,100 mission critical systems, and in
November we had 8,840, a reduction in mission critical systems of 260. Today, we learn that there are
990 fewer mission critical systems than there were in November. We have to ask the Administration,
are there actually fewer mission critical systems, or are we seeing agencies conveniently reclassifying
systems to avoid the hard work of solving this problem.”
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Agency Chuet Operating Officers will provide reports to OMB by the fifteenth of May, August, and
November through November 1999, detailing thetr progress in dealing with the Year 2000 problem.
The Subcommittee on Government Management. Information. and Technology will continue to monitor

these reports, and insist on the highest level of effort on the pa:t of the Executive Branch to solve this
problem.

Congressman Sessions, in addition to being Vice Chairman of the Subcommittee on Government
Management, Information, and Technology, is Chairman of the Results Caucus. The Results Caucus is
a coalition of reform-minded members of Congress who share the common goal of realizing a smaller,
smarter, common-sense government by getting major management problems off of GAO's high risk list,
one of which is the problem concerning the year 2000.
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